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4= AWS BIEMFZERKER ?

AWS Telco AWS Network Builder (TNB) 2—11 AWS RS , EHBERSIEER (CSPs) 27—
EEMIRELE AWS FE, EEMY B 56 MBMEM L ZE.

f&Bh AWS TNB , 20 BA B3 AWS Cloud AN ERGEHFBEA T BEAZEHNSCME, BLEZIFHHK
R, RECFEABHITERS , tFEEANENMREMEE AWS HIR.

MR, BEEEHREHMEEREY |, HIZERBINITREFHRE (ISV) SIENFERT M LS ThEERY FL4IR
B, AWS TNB 5 =FRSHAZM AWS RESER , T EEXEN AWS Bz, HBRH
{EMETHRELA R BB ME A RIEE , NTEIEZLEZENMNERS.

TEWEAT AWS TNB MRS AR 2 BEZEEK , SMEERE TRUNBEREDS (ETSI) BIRE

Service orchestrator

BEORNEMEINEE,

SOL003
O \ SOLO005
(@) sofware " e .. ‘' |
images . I
and Helm Clgnt.altner el ' ' |
Charts egistry ~d _ o
I Network function Network service
! catalog catalog [
: |
NF 1 NF 2 NF3 (XX NE n

ES ]

« ¥F AWS?

« AWS TNB B HIE/ERM ?
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AWS BSR4 Al B8 AriEE
« IEFEiHIR] AWS TNB

« AWS TNB HJEH

- BETRMAL

¥1F AWS ?

MNRELRHATE AWS KRS , TEBESUTEEFRTHREZESR
« {219 AWS

« AI'TAWS

AWS TNB BN AR ?

AWS TNB E# CSPs R FT AWS Cloud RHEHARA KT, BEENEYE K MEFRESNEFRA TR
it., BENEEMEZRSHEAELMANEE, AWS TNB 2B EELEMN AWS EiEY , HER
LM ThEE , BEEMEMILRIEE , SURYE CSP E LAWK RS #HRAF A CSP 8 EEBFRIM XY
REBIE T2 ALETRIM S ARSS o

AWS TNB Inge

LA 2 CSP BE#EM AWS TNB iV —£ 7R :
HEIRLAESS

REMNEZENUE , SINEEMRS . ERNARMEHEUREAMEEMIRERIN
SRFETEER

AWS TNB 5#F4& ETSI vRERNRITE=ZHF RS AR ERK.
CIEN:S

BA LU AWS TNB BEE N RIER AWS BIRERREER , EERUMITMKRINEERT , #
H P 4R ELANIR B FNE X, R 5G BRS AV EBF RS RM LR = LY,

KREMEZRTIR AWS

AWS TNB A EE M ZEHEHR LR EMSIZEZIFEHINER AWS BIR |, Hla0 Amazon
VPC., Amazon 1 Amazon EC2 EKS,

#$F AWS ? 2


https://aws.amazon.com/what-is-aws/
https://aws.amazon.com/getting-started/
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X RS ER

AWS TNB RFERNFTEHBE IESRE ( RAN, Core, IMS) BIZEREEIR, B ASIRFHRS
EX, EEFEANEERIEFEERMIFERT (CI/ICD ) EBERUAKFIEN .

R IR 45 B B AV AL
HEEAMBIENBNEREE ( HIANEHR Amazon EHIFREE EC2 LA ) 8, BATLUR
AEENAY BENARXBREER. FHARTHBREREEEMSRS , IBMMERTR , H =

BEXNIAF. /R AWS TNB EEME NN ES AN | £RBEE AR %840 M %R
SRR, AWS RS , TNB R ERNIRE &5 # TR BN E R,

LM & Thae 4 an /A 5

BH VBB EINEEN E — NI BERERAK , HIEEMN AR, BB ARENAREE
RAN. Core, IMS FMM%& N AR,

IETEH 8 AWS TNB

U LAERALTEMEOCIR, HRMEE AWS TNB BiR :

- AWS TNB ##l& — RHER TEEMSR Web FRH.

« AWS TNB APl — 2B F# 1T AWS TNB #4E RESTful Y APl, BXEZEE , ESHE AWS
TNB API Reference,

« AWS Command Line Interface (AWS CLI) — 3 ‘@% AWS TNB FE N HY — R 5 AWS RSS2 1H
H. BT Windows, macOS M Linux LZX#F, BXEZER , B5H AFER. AWS
Command Line Interface

« AWS SDKs— R4 EES APIs HER T ZEZEAT ., XEAT ITHESRBITEXLR, LEBERE
AL BEIR, BREZEER |, BSHE AWS SDKs,

AWS TNB B EM

AWS TNB#3B) CSPs Bt HBENEWHBMEIE, AWSHEHEH AWS TNB &t , BEERUTHEAD
HETHE

- EEHMEINEEINE ( MNFI) DB
- APl BERIBE,

IEFE15E AWS TNB 3


https://docs.aws.amazon.com/tnb/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/tnb/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://aws.amazon.com/developer/tools/
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5 AWS TNB—EfEAHM AWS IREE |, BELFETINER, BXEZELR , H5H AWS TNB
Pricing,

HEEFENKE  BHEI AWS KEERAEE 25 &8 PHKENMRAEEZHER. SHKEF
BETRHECHNKEESHENEABRRENEE. BXAWS KFKENESER , BSHAWS
T P K 5

MREXS AWS Ik$ ., KA FESIEEEE |, iEER Su AWS pport,

AWS Trusted Advisor @ —UiRSS , IRATLLA ERABIL{L AWS SRE AR, Z2MMtEsE. BXE
ZER , S H AWS Trusted Advisor,

BT R4

BXRUMMATTHER AWS TNB NESZER , BEZRUTER !

- IETEIRE AWS TNB - TR & RF R,

« AWS TNB A|7] - HBEME— ML INEE , HlanEPRE T (CU) ., HRMBHEEIIEE
(AMF )., FAFPEINEE (UPF ) SREEH 5G &l

BT RAA A 4


https://aws.amazon.com/tnb/pricing/
https://aws.amazon.com/tnb/pricing/
https://console.aws.amazon.com/billing/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/
https://aws.amazon.com/contact-us/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
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AWS TNB S5#rA1t end-to-endpEEEF AWS RIRER , AIETTEMN 56 MEK.

AWS TNB R FEREUM K INEE DR M KRS IEIRAF (NSDs) , H A BIRBIRENEN EFLEIZE, &
A LA FS& Y end-to-endiDZR H 5 AWS TNB ££5K APIs , t2aJ AR T AWS NB SDKs k#ZEEBE 2
WBEFILHRE. BXESZELR , BHSE AWS TNB 24,

ES}

« AWS TNB %14

- 5K AWS RS

« AWS TNB #RBEC

AWS TNB 2244

AWS TNB & AEB BT AWS BEE#Z4|A. AWS CLI, TAWS NB REST API M {TE G A E R
fE, SDKsIXER[EH CSP A (HINIRE, SEMRERSEHMMNRE ) ZATLLRIAH AWS TNB,
BT LRI A TIAE AN HAEN SRS ER (CSAR ) X4 L5, CSAR XHAEE Helm X, 4
BRG R EIhEEHIR XM (NFD ) o BAUBEABERREE BB ZIIETNSNERE. BUUIERN
BIRSER  EVERENEMRENME NG, SAUERSHEEZ  EFENNERESTEMNE
B, ARG, B LUERAERSEAEME |, FEEMIZKE L AWS SBEBMEINAE, AWS TNB F &R HER
EH M,
(o) opmeen

Software Release e e e e e ——— - —
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Package (CSAR) I Customer Account |
L A 1 I'h _____________ 1
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I Q
. : (1) | !
1 Dev Environment (multiple
] P
I Dev/Eng, : Create templates 1 instances as needed) !
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5G MEH—HBEENRERILMEZINREARK , XLEIHREBEIH T Kubernetes £8+H, AWS TNB
BELUTHETHE AWS RS RITHREER APIs |, BIEZL2EIZTHMERS

« Amazon Elastic Container Registry (Amazon ECR) Container Registry , B T4 s B4 E R
ISVs () M Thee T4,

« Amazon Elastic Kubernetes Service ( Amazon EKS ) Ri% B &8,

- Amazon VPC , A TFRE L,

- £ %24 CloudFormations.

« AWS CodePipeline 31 F ¥ X1 #9 %828 B #5 AWS X1 , L AWS ocal Zones 1 AWS Outposts,
- 1AM, ATEMNAE,

« AWS Organizations &3t AWS TNB APIs KY i/ B X R

« Health Dashboard AWS CloudTrail ¥ #2Z TR F & A IEHR.

AWS TNB 7% R B 81

LRV ENECE AWS K7 ERARRIAES , AR N RS AWS RS5. BREZHHEA , BN SIS
ET AWS X, BREFRESELERS , HFMB

EEHE AWS TNB WELET , i§3TFF S ervice Quotas #2H A, ESMBEERT , %&E AWS RS, Rk
# AWS TNB,

EERRSRE , i55H (Service Quotas User Guide) Y Requesting a quota increase,

& AWS 1K~ BELT & AWS TNB #8< RV EC &

7 IR BRER L A E RETRE?
MERSEBIE  —ANXIE P 4% AR S5 SR 51 B9 B K 2K 800 =3

B B,

BEARPTHN MR THEEHFRRITHNER 40 =3
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https://console.aws.amazon.com/servicequotas/home
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
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AWS TNB #4:

REBNA—

&

I

EAREER , AIFEBETTRER AWS TNB,

- METhEem LA

- ERRAEED

]

° IjJﬁb
- MBEE
« AWS TNB WEEBREZE

P 4% T BE Y 4= 7 B 5

AWS TNB TEM eV BN L AP N RRUF B, NEDEERARSEATHRAED

AL

1.

> 0N

=
oo [

w

B 7 E AR B Y M 45 ZhRE SR K SR B I £
M E R RE AR R RIER TR P,
IREHEIH AR CSAR 2o

/8 AWS TNB L& E LB EThEERY CSAR & ( #li CU AMF 1 UPF ) |, #5345 R M
KT (CI/CD) BB ER |, 1ZE 8 0] LA BY I8 1E 37 1O W 4% Th RS SR 4 BRI S 35 B K ] A st B 22
CSAR SR,

 BERBMENEE , SIITERE, WENERE. IP EEINRREH.
ERXEEE G EMERSE RS (NSD ) .

A NSDs & &8 M & ThRe MM 48 ThRe SR AL A RV B R o

KB

1.
2.

BIEM LI REFT R BRI
8 NSD A E XKML IR TROIL ( RAE ) , RAEFHEERRE.

3. WUEH ™,

&5

EMENEENER ARG BT —RINEFRE , Him:

P 4% Th BE Y 4= 6 JE HA 8



AWS HEMEE R ES AFiEm
- FEHMEIREEE , fln , EHRCIPENMNEIREFNE,
- FEAFHNNERSHNSHEEEHRMEEHL, Fla , EFRMESHE Amazon EKS version ¥,

S AMRE{LIED

AWS TNB E&FERMNBERED S (ETSI) FRENRSHASER , FEREBRIENERSHHE,
RS AES AT LAEFH AWS TNB SDKs. CLI 2 the APIs kB zhiR4E |, Hlans= |t MK ThEE s I M K Th
BEFH R B FTRR A

AWS TNB X#FHU T M,

3B KA RRA iR

ETSI SOL001 v3.6.1 ENAFEAET TOSCA B ML ThEE IR T4
KPR

ETSI SOL002 v3.6.1 BSEMEINREE B E WER,

ETSI SOL003 v3.6.1 EMME e in B EB AR,

ETSI SOL004 v3.6.1 E XML INAEER CSAR R/,

ETSI SOL005 v3.6.1 E X M E RS SR MW E RS £ B HIE B AR
i3

ETSI SOL007 v3.5.1 EMRFFEHAET TOSCA B M 45 IR SS 1R 3244
KPR

Ih&E

£/ AWS TNB , & LURRFS ETSI SOL001/SOL004 BB B EIRK B P, A/, B L
FREEHRENELMEREN W RS 744 (CSAR) BF 2.

- EEIMBIEERT — ELRHESBRANEUNZDEEEN THIE, BXTOFIH XA R
vnfd.yaml,

. BHEG — SIAERINEIIEEREEB. Amazon Elastic Container Registry (Amazon ECR) A B4
7t SRR I X T BE R R T B o

ERRELERD 9


https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/001/03.06.01_60/gs_NFV-SOL001v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/002/03.06.01_60/gs_NFV-SOL002v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/003/03.06.01_60/gs_NFV-SOL003v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/004/03.06.01_60/gs_NFV-SOL004v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/005/03.06.01_60/gs_NFV-SOL005v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/007/03.05.01_60/gs_NFV-SOL007v030501p.pdf
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- Hfex R TEEEHMEINEE ; flMEAH Helm B K.

CSAR —- M OASIS TOSCA #rHEE XM R4S , BfFE—IMFE OASIS TOSCA YAML ST Y £/

RS HERRFF. BXRATEN YAML ASEM{EER , BZHETNB B TOSCA & @ AWS,

LU 52 RE 400 P 4% B B0 R A7 9 7R B
tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:

node_templates:

SampleNF:

type: tosca.nodes.AWS.VNF

properties:
descriptor_id: "SampleNF-descriptor-id"
descriptor_version: "2.0.0"
descriptor_name: "NF 1.0.0"
provider: "SampleNF"

requirements:
helm: HelmChart

HelmChart:
type: tosca.nodes.AWS.Artifacts.Helm

properties:
implementation: "./SampleNF"

MEEE

MEER CSAR ( ZRSEFHE ) BRAMN . zipXH. EEXN T EEHENESUAREHEC A EH

AWS ZR#],
BB EDE AT X
+ TOSCA #& K W LR X4 (nsd.yaml) , # ETSI SOL007 Friks

Znsd.yaml X2 EX EEN R SR EHREF IDs#Y5I M,
- RPBEMNA (NRE).
- EwEHESANAE (WRE).

MEEE


https://docs.aws.amazon.com/tnb/latest/ug/tnb-concepts.html#nf-packages
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- HHFMvalues.yamlBEXH (MEF ),

AWS TNB X% EH TOSCA BEXNME, RSMINAEEREHITEEMN ETSI #rH. AWS TNB LA
& ETSI /RER RS AWS RS A AT EBEN AN E#TEER  NMESENERRE,

TNB B M &5 BR S5 #IRRF AWS

M4& AR S5 R X4 (NSD ) BRMEEHEI— .yaml X , BEEMA TOSCA #rfEREIR ELBRIM L
WREA R BHEH FEEMEIIEER AWS EARhZRY, BE LB NSD HE BJK/E FHR MM &£ 1
B1E , BT B TNB #5589 NSD TOSCA 214, AWS

NSD X#2 RUATILANES -
1. TOSCA EX A — iIX 2 NSD YAML XHHE—1T , 28RAELR |, ML T REIFFR.

tosca_definitions_version: tnb_simple_yaml_1_0

2. VNFD-NSD @2 ExZH LT wARRENMEINEENEN . BAEAUTERFIRENMLE
Ihee :
« FF descriptor_id MIME— ID, iZ ID A EMEIHEE CSAR 2 ID HITHEL

« AT namespace WE— &M, ZBMAMSHE— ID #8558k , LUEEE/ NSD YAML X#HHE
A551H , MEAT ROIFTR.

vnfds:
- descriptor_id: "61465757-cb8f-44d8-92c2-b69cadded25b"
namespace: "amf"

3. IMEMR - ENEHBNHR. MENRENBUREMEELHA |, Sl ARES, MUTR
BlFR R o

topology_template:
node_templates:

SampleNS:
type: tosca.nodes.AWS.NS
properties:
descriptor_id: "<Sample Identifier>"
descriptor_version: "<Sample nversion>"
descriptor_name: "<Sample name>"

4% BR 35 IR AT 11
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4. HEeT R - BNEENREHEBHENERS 2, BUHEBL WA T RENERSZEMYE , FlEIkR
R, BEREDHERT ATERNSBURENKRBI, Hla0 , E6ZE Amazon EKS T RARE , SIIE
Amazon EKS £8H 8B 1Z R R, WL T REIFTR.

SampleEKSNode:
type: tosca.nodes.AWS.Compute.EKSManagedNode
properties:
node_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleRole"
capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:

- "t3.xlarge"
key_pair: "SampleKeyPair"
scaling:
properties:

desired_size: 1
min_size: 1
max_size: 1
requirements:
cluster: SampleEKS
subnets:
- SampleSubnet
network_interfaces:
- SampleENIQ1
- SampleENIQ2

7~ NSD

LT RBRUMEEN NSD HE. AWS IRFMEINEENEBEME A Kubernetes XA 1.27 9
Amazon EKS £&8 ., NARKFN FME Subnet01 1 Subnet02, ARG , BAILAFER Amazon RETHR
B (AMIl), EPIXBNEHT BEENEHNNAREFEN . NodeGroups

tosca_definitions_version: tnb_simple_yaml_1_0

SampleNFEKS:
type: tosca.nodes.AWS.Compute.EKS
properties:
version: "1.27"
access: "ALL"

4% BR 35 IR AT 12
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cluster_role: "arn:aws:iam::${AWS
capabilities:
multus:
properties:
enabled: true
requirements:
subnets:
- Subnet0l
- Subnet02

SampleNFEKSNode@1:

::TNB: :AccountId}:role/SampleClusterRole"

type: tosca.nodes.AWS.Compute.EKSManagedNode

properties:

node_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleNodeRole"

capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:
- "t3.xlarge"
key_pair: "SampleKeyPair"
scaling:
properties:
desired_size: 3
min_size: 2
max_size: 6
requirements:
cluster: SampleNFEKS
subnets:
- Subnet0l1
network_interfaces:
- ENIO1
- ENIOQ2

AWS TNB WEEFMEZE

& AWS B TNB , B H[LAEAAFE ETSI SOL003 A SOL005 Kyir/E{L ERIRERE R BHI ML,

AT LAEF AWS TNB APIs T B g E | Hlan -

« SEHHLMLINEE,
. KIEMEINEE,
. EFMEINEELAEE Helm ZF,

o

0N

EEMZE

T



AWS SB1E R4 E g
- ERAFBINEEMSBEE KGN EH M EKBG,

- EEMEZINERITHIRE,

- EIRIRAYMRA NSDs.

- RRAXREHENNEZNRENER.

i
]
24
i1
i
=



AWS 15 ML AR RAriEmE

IEEiZIE AWS TNB

BETEAAEBFBARNESKIZE AWS TNB,

5

o« SEMIREL AWS Ik

- DIZEEEEFRNXENAF
o BEE—NAWS #[X

« BRRSmA

« (A% ) &% AWS CLI

- iRE AWSTNB A&

SEMFREL AWS T =

MBIEERE AWS IKF | BERUATSERE—1,
IRE S0 AWS Ik

1. $TF https://portal.aws.amazon.com/billing/7E AR
2. ZEBEREELMHBARE,

EEME , FHEIBEENREIEE  EREAREREHA —PNRIED,

HEOEMET AWS K, IR BIZAWS IKFRAF —1 BRAFBERBGRIZKS RFRE AWS
RS MAR. FANREREXEK , FHIAFSEERLAMR , A ARAEABRAFRKRNITEER
AP HRRRNES

AWS FHEEER G2 BERE—HEIASL IR, BB AIE hitps://aws.amazon.com/3 &%
‘BHKF" , EFALNKFEHERENIKS,

SIZEREELRNRIYAF,

EME , BRIPEINESE AWS IKF AWS Ik PR AP AWS IAM Identity Center , S AX CIZEEH
P, XEERAAER root AFRHITHEHEES.

SEMERER AWS Tk F= 15


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
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R IREY AWS Tk 7= 48 A 7

1. %% Root AP FHALMN AWS Ik~ BTl , UKFFAENSHER, AWS EEE4
AET-TE , HALRERS,

ERIMEABRAFRERIENEDR |, B35/ (AWS &% AF#ER) H M Signing in as the root

usero

2. RENBAFPBRZESHRIE (MFA),

BXRUEHA , FSEIAM BFREETHN AWS K- RAFSEAEL MFA R% (BHE )

CIREAERIERNRNAF

1. J3 A 1AM Identity Center,

BXUE |, BSE (AWS IAM Identity Center FiF1E§8) ##Y Enabling AWS IAM Identity
Center,

2. £ IAM Identity Center 7 , JAFP R FEEIH RN,

BXEA IAM Identity Center B & N S RNHE , 25 (AFIERE) 1AM Identity Center
B A B9 A BRIAMREELEAWS IAM Identity Center FA P 17 R4 R

UERERBRNRNAFSHER

EE A 1AM Identity Center A B 0% % , BEERBELIZE IAM Identity Center Fi P BT &%
B SR B B T R 44 b 1k Y B Fe P Ak

BXMEH IAM Identity Center AP 2 ZH#HE , BZHAWS 2% AP EEFHER AWS iHE)|T]
o

77 4R BR 50 Bic 4 EL At A P
1. f£ IAM Identity Center 1 , B —PMXRE , ZANREFERE R A RIKAXRAY R AEME,

BXRUHA , HSHE CAWS IAM Identity Center A $§R) F#Y Create a permission seto
2. HARSEE—ME , RAERNZESEE L BFZIFRNE.

B , H30 (AWS IAM Identity Center FAF 58 ##Y Add groups.

BIZEFEE I RR A 16


https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/addgroups.html

AWS 15 ML AR

RAriEmE

EE— AWS it [X

EHE AWS TNB aTARXEFIX |, i&
—f&2#£) B9 AWS TNB endpoints.

B CAWS

18 FARSS im =

ELUREAERET AWS RS |, FEALKET R, BRTHE AWS KigT [N

EEXIFIRM FIPS KT R, BXEZEER , 55 AWS service endpoint,

X1 & 75

KERER
(FHERE
L 4k
&)

XERER
(Hm#EKX
M)

MU AR 3 X
(E7R)

I A b [X
(BR)

&KX
( FER)

BRI b X
(E=R
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BRI b, (X
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us-east-1

us-west-2

ap-northe
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-1

eu-
west-3
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PANNY

tnb.us-east-1.amazonaws.com

tnb.us-west-2.amazonaws.com

tnb.ap-northeast-2.amazonaws.com

tnb.ap-southeast-2.amazonaws.com

tnb.ca-central-1.amazonaws.com

tnb.eu-central-1.amazonaws.com

tnb.eu-west-3.amazonaws.com

SRAWS XERS %R, BEER THRER R/ W

[/

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

RI% , #F5

— £ AWS RFEE

BERE— AWS #[X


https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/general/latest/gr/tnb.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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XEEaHh X i A i
BXM (P8 eu-south- tnb.eu-south-2.amazonaws.com HTTPS
ESF ) 2

RMX  eu-north-  tnb.eu-north-1.amazonaws.com HTTPS
(ErEs 1

REE )

FZEY) sa-east-1  tnb.sa-east-1.amazonaws.com HTTPS
( R

%)

( T ) & AWS CLI

AWS Command Line Interface (AWS CLI) I &% AWS = miz#tas© , 37 Windows, macOS #
Linux b2 %#, SaLMERR AWS TNB, AWS CLIZEFERA |, 55 AWS Command Line
Interface AFIEM. X AWS TNB i EZER , 52 (AWS CLI s s5&%E) ## tnb,

®RE AWS TNB A&

BB IAM RS A BT EEEE AWS TNB SRS RNWAREZ 2. AWS TNB lRF AR K

BT E A AWS BRSS ( 10 AWS CloudFormation AWS CodeBuild, MAR & it EMEM RS ) #1T

APl BA |, IRBLNER A THEN AR,

EX AWS TNB RS AENEZELR , HSHAWS TNB 54 MiFEEE,

( WiE ) &% AWS CLI


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/reference/tnb/
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AWS TNB A

REFRETMMAMER AWS TNB BREM L IhRE , flMNEH £t (CU). HHMBIHEEIIEE (AMF) =
5G A FFHEhRE (UPF).

TEWRTHELRE :

N D
/> |g/> —
— o=l — e > =
N 0— V- -
<> <> s
1. Create function 2. Create network 3. Create network 4. Instantiate
package package network
1%
. REH

- BIEEE
- HEMET
< BIEMSEHI{L F L5 SL Bl

- BE

TR

ERIDPITEEZR , BAERZT &M

+ B AWS usiness Support it %l

- BE IAM BeREHNR,

« RF& ETSI SOL001/SOL004 #R/ERY L& INEE (NF) 44T
. 4 ETSI SOL007 @@ M & FRZ iR 2 (NSD) 484K,

AT LAMERA T AWS NB /R BIE GitHub M35 9 B R B BS B2 M 48 B

TR 19


https://github.com/aws-samples/sample-packages-for-aws-tnb
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ME I B R MRS 1714 (CSAR) X, CSAR X2 E Helm Bk, FRA4-AR G M 45 Th e iR 3 4
(NFD) o

BlZhaea

1. FTF AWS TNB #2#|& , Witk https://console.aws.amazon.com/tnb/,
2. ESMERT , EFEWED.

3. EFRAIEEED,
4

ELERBRIT , EREREXH , AEHEA CSAR BN . zipX L&, BHRZALLLEE 10
N3

5. (Hit) & “HE T, & BINFERL REWARNE, &0 LUER PR RIE 3R L 7R
IRER AWS B AR,

6. iijaxl:-l:_io
7. BEECOEMEE , RARERCENES.

BIEM

W& EIEE BB M ML Thae AR i H 5 E 2 B &4,
BIEME T

1. ESMESS , aRMES.
2. EEBIEMKT,

3. HELEMBZY T, &f EBEXH , RERSNNSDFR . zipXH L&, B&SAUEE 10
N3

4. (W& ) &L T, &R RIHFERL REWARNE, &0 LUE R PR RIE 3R L 7R
HIRER AWS BA,

5. jij:¥-|:_$o
6. EFRVEMKZE,

BIEThEE S 20


https://console.aws.amazon.com/tnb/

B M KB L R 258 3K 5

&SRB RIE AWS TNB R EIZR ATAZEBN 2 NNE, BB B LT HTE#TEHME. X
BBl & SEfBlET , AWS TNB 2Ft B S ER AWS ERiZEH) | SBABLMETHAE | HEBMNEM
HREEUMEBRLHESITHMNERS

B2 M KL 25 3241

1. HESMERS , EEMLE,

2. EBRBIEMLERKH

3. WMANZNEMRMBER K REEET—F,

4. EENBEE, RIUIFAEEHERE T-D,
5. EEBIEMERAE, HEWIRSN Created,

FHHIM MK E , ER"Not instantiatedf FIRASRIEFT ML SEH,
6. EBRMEELH , ERBREMEHIML,

I P&KAL” TWH.

7. BERAGEHAEFSHE. NSHENEHRIGER THMESRH, NSD M VNFD RH42HHS
BA2WE,

8. IEFERAHLML,

HHI “HERD TH.

9. FEARFERREENMNELGRBBRS. BEALE BEES HoEAEIRIF , URE
BMESHHRE,

R
MAE | 47 AR AR O R 0 R
HER R

1. ESMBEED  EEME,

2. EBRMEM ID, REEFLIL,

3. RBARBTHIAR , MAML ID, REERLL,
4. A RIET R AR IR BRI A P45 3K B RTIRAS o

B M K BIE P £ S5 21
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FERATF AWS TNB #9IhEES

WEEERE CSAR ( niRS 7 ) AWM .zip X, HPIEMETHEE (ETSI frEBRENARRF ) MY
RE IR | JEE £ TOSCA FRE SRR M 45 ThRE N ARl FE SRy B 48 £151T o

£%

« £ AWS TNB FRIEZHHZ

- £ AWS TNB FEEINEE

- M\ AWS TNB T &iIheE

« M AWS TNB F il R —NEEE

£ AWS TNB R8I K3

THRIMTE AWS TNB MG B XA IRRART, tIZRHBETRE AWS TNB FEIEZM LR E —
H. LEEBIE , BAUCIERNED,

Console
FREH AR

$TFF AWS TNB #2414 , Wit Fhttps://console.aws.amazon.com/tnb/,

ESMERSD , EEDED.

EECEYEES.

R EBRXH, RS CSAR BN . zipX Lk, BRZAE L& 10 N3,
ERET—%,

EFEINFHER.

EFREINEED,

N o o~ w0 Dbdhd =

AWS CLI
EFAGIEREE AWS CLI

1. f#Mcreate-sol-function-packagefn S RIZF RS :

aws tnb create-sol-function-package

Create 23


https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/create-sol-function-package.html
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2. {8 put-sol-function-package-conten t tn & EERBEB RS, Fl -

aws tnb put-sol-function-package-content \
--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--content-type application/zip \

--file "fileb://valid-free5gc-udr.zip" \
--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2

£ AWS TNB & F ThAE

THRUNAEENEIHNAR,
Console
FREFHAEEFNES

1. FTFF AWS TNB #§|& , Witk https://console.aws.amazon.com/tnb/,
2. ESmMBERPR , BRI,
3. FERABREKRIITNEE

AWS CLI
EFAEEREE AWS CLI

1. {EHlist-sol-function-packagesfn 5| H S BRI,

aws tnb list-sol-function-packages

2. ffMget-sol-function-packagem T ERFEEREHBBWFMEE,

aws tnb get-sol-function-package \

--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2

24


https://docs.aws.amazon.com/cli/latest/reference/tnb/put-sol-function-package-content.html
https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/list-sol-function-packages.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/get-sol-function-package.html
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M AWS TNB T & Ihfg

THERIMM AWS TNB R 45Zhae B S T8 Zhae

Console
ERAEHAETEIRES
1. FT7F AWS TNB #5F|& , Wik https://console.aws.amazon.com/tnb/,
2. ERFEENNSHERD , EEIIED,
3. ERAEREKTITIRE
4. ERINEED
5. HOREEBRME. TH.
AWS CLI
EEATHEBE AWS CLI
A get-sol-function-package-conten t a8 % N EEEE,
aws tnb get-sol-function-package-content \

--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--a
--e
--r

ccept "application/zip" \
ndpoint-url "https://tnb.us-west-2.amazonaws.com" \
egion us-west-2

M AWS TNB | B — P2

THERIMMAM AWS TNB M 452hae B Sk MIBRZhaE R, EMRIER , ZUET LT TERARS.

Console

£ 2% & Hl kR e

1. FTFF AWS TNB ##|& , Wik https://console.aws.amazon.com/tnb/,
2. ESMBERT , EEINEE
3. HEABRERIITIED,

TEa

25


https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/get-sol-function-package-content.html
https://console.aws.amazon.com/tnb/
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4. EFEIhEE
5. MEERRE, B,
6. MIEERRE, MER,

AWS CLI

EMEREKID , EEA AWS CLI

1. fEAupdate-sol-function-packagetn S 2 A R,

aws tnb update-sol-function-package --vnf-pkg-id ~Afp-[a-f0-9]{17}$ ---

operational-state DISABLED

2. ffMdelete-sol-function-package@n S Ml BRE K2,

aws tnb delete-sol-function-package \
--vnf-pkg-id Afp-[a-f0-9]{17}$ \
--endpoint-url "https://tnb.us-west-2.amazonaws.com" \

--region us-west-2

TBR F 42
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https://docs.aws.amazon.com/cli/latest/reference/tnb/update-sol-function-package.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/delete-sol-function-package.html
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FATF AWS TNB I REE

MEERE CSAR ( ZRS 7 ) M .zip X BEEXN T EEREN DS URERZ MM EH
AWS ZR¥,

MEaaE AT

- TOSCA #XHMEHBH XM (nsd.yaml) , @ ETSI Ak, SOL007

Znsd.yamlX#HEEX LE MRS R EERA IDs 5| A,
- AFBENE (DRE).
- EMAREHMA (WMRE ).
- HMvalues.yamlBBEXH (RE ),

%

- £ AWS TNB O EM K2

- £ AWS TNB HEENEEE
- M\AWS TNB THMEE

- M\ AWS TNB Al BRI 45 &

£ AWS TNB H8IZEN K3

X THME RS R4 (NSD , HE ) IEAESXH ( Wik |, SIS ETRERNWEA ) 4
Mo #ilan , MREANEZITHEZ/NIIEESD , MTATLAEA NSD KE X HFLE R & IhEE R 7E E & VPCs+
M=K Amazon EKS £&Hi=1T,

BIET T EHEUENEZ ST, SIBNEZARE , BEENE—PMEEH,
Console

EREHEEMES

1. $TF AWS TNB ##|& , Mk J9https://console.aws.amazon.com/tnb/,

2. ESMERT , EENED,

3. ERMENKD.

4. EEREREXH, RAEFHE N NSD EN . zipX Lk, BHRZ AL L& 10 NXH,
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https://docs.aws.amazon.com/tnb/latest/ug/function-packages.html
https://console.aws.amazon.com/tnb/

AWS BIER % R A 457
5. BEET—%.
6. EREENHEAESR.
7. ERGIEMSEE,

AWS CLI
EFEAIEMSEZ AWS CLI

1. ffMcreate-sol-network-package @i &8I 2R &,

aws tnb create-sol-network-package

2. {8 put-sol-network-package-conten t tn & EENEZIRNE, Fl -

aws tnb put-sol-network-package-content \
--nsd-info-id “np-[a-f0-9]{17}$ \

--content-type application/zip \

--file "fileb://free5gc-core-1.0.9.zip" \
--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2

£ AWS TNB HEENRER

THRUNMEENEZEIHNAR,
Console
FEREHAEENES

1. FT7F AWS TNB #H|& , Wik https://console.aws.amazon.com/tnb/,
2. ESMERT , EENEZD.
3. EABZRERIINED,

AWS CLI
EEEMEEER  BER AWS CLI

1. fEAlist-sol-network-packagestn & ¥l tH & B B & 3R 442



https://docs.aws.amazon.com/cli/latest/reference/tnb/create-sol-network-package.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/put-sol-network-package-content.html
https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/list-sol-network-packages.html
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aws tnb list-sol-network-packages

2. ffMget-sol-network-packagem P EFEERXNE T FMES,

aws tnb get-sol-network-package \

--nsd-info-id “np-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2

M AWS TNB THME

T MM AWS TNB &R B FH TEMNE D,

Console
FHREFETEHNES
1. FTFF AWS TNB ##|& , Wik https://console.aws.amazon.com/tnb/,
2. ESMERF  EEMNED,
3. HEABRZRERIMNKT
4. EEMED,
5 MORERRE. THo

AWS CLI
EFEATEHMSEE AWS CLI

«  {#H get-sol-network-package-conten t 59 &M & HE,

aws tnb get-sol-network-package-content \
--nsd-info-id “np-[a-f0-9]{17}$ \

--accept "application/zip" \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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https://docs.aws.amazon.com/cli/latest/reference/tnb/get-sol-network-package.html
https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/get-sol-network-package-content.html
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M AWS TNB F il BRI & a

THERWMMAM AWS TNB M 458RSS B MBS R, EMBRMEST , ZMEILHETERRS.

Console

152 A #2251 & il BRI 452

$TFF AWS TNB #2414 , Wit Fhttps://console.aws.amazon.com/tnb/,
ESMERTD , EENED,

FARRERINSES

EEMED

ORERRE,. B,

OREFRIRE. MBR,

o a0 bk~ W N~

AWS CLI
EMIRME I , EER AWS CLI

1. fEMupdate-sol-network-packagep &2 A M &,

aws tnb update-sol-network-package --nsd-info-id “np-[a-f0-9]{17}$ --nsd-
operational-state DISABLED

2. {#Mdelete-sol-network-package s 4l B M 48 &

aws tnb delete-sol-network-package \

--nsd-info-id “np-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/update-sol-network-package.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/delete-sol-network-package.html
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5 AWS TNB 61 22 ¥ £& S 451

MEZBIFEVNRTRNEI2EE, SIBRESRFIE , HEFITEHIL,
Console
55 12 ) & Bl 2 M 25 SE 4

1. $TF AWS TNB ##l& , it A https://console.aws.amazon.com/tnb/.
ESMERP , EERMLE,

TR O EMEKH,

NERPIMABHAER , REERET %,

EEMEE  RIFFAREE , RREET %,

TR O EMEKH,

o o bk~ w0 D

AP ESEPHIRFERTE “ME” WE L. #TR, SHMLXMRESKH,

AWS CLI
E IR 4324 AWS CLI

«  {EHcreate-sol-network-instanceds & 22 M & 324,

Create 32


https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/create-sol-network-instance.html

AWS 15 ML AR

RAriEmE

aws tnb create-sol-network-instance --nsd-info-id “np-[a-f0-9]{17}$ --ns-name

"SampleNs" --ns-description "Sample"

BTR, EHMLXAMRESEH,

£/ TNB AL K6 AWS

BIBMEXRBE , BANERITREL, SEKRBCMERKAFET , AWS TNB LEELER AWS Eiit
B, HBAHRLCNEIE  ARENEZNME R EENEZLEZTHMERS

Console

152 R 12 | & SR 1L R 45 3241

1. 3#TFF AWS TNB ##1& , ik https://console.aws.amazon.com/tnb/s

2. HESMBERKP , EFEMNE,

3. EFRELHILHIMEEHI,

4. EFBE, RFEEFE EHIL

5. EXRHLMERE L , EFFMAELE , LU UEHRSHE,
FNSBENEHICERA FHMESH], NSD M VNFD 4 EBHHSHTF2HRE,

6. EFERFULMLE,
LA I “EBRD” TUH,

7. FRARFERREZNMESFNBBRES. BHAE “BEES B2 5 A B3 RIFH
BREMESHWHE,
LIBIRAE RN Completed , MEEEHIEN4E = AL

AWS CLI

EERAKBHLM LA AWS CLI

1.

£ Ainstantiate-sol-network-instancefis 5 S Bl4t, P £& S2 46,

, LR

K
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https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/instantiate-sol-network-instance.html

AWS 15 ML AR RAriEmE

aws tnb instantiate-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$ --
additional-params-for-ns "{\"parami\": \"valuelI\", \"param2\": \"value2\"}"

2. TR, EEMEZETRE.

£ AWS TNB H 5 3T B Z =

SEHHEMESEB S | B 0] LA #T R SE 6l P BB S
Console
FEREE A ERMEEEA

1. 377 AWS TNB ##1& , ik https://console.aws.amazon.com/tnb/e
2. HESMBERKRP , EEMNE,
3. EEMEZXHl, REHMERFIWRSHN , BFERNEH#ITEFInstantiated,

R RSB HE

4. M EHEETFR , EREEIREREKA
5. &EEHN.
6. R AR EHRMTET
7. EEEHF
AWS CLI

£/ CLI SE5T B &Ll

{FEFAMODIFY_VNF_INFORMATIONEE # 3k & Ky update-sol-network-instance &y 45 3 58 $ M 4% 3 5l 1
Y BB SE 61,

aws tnb update-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$ --update-type
MODIFY_VNF_INFORMATION --modify-vnf-info ...
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https://docs.aws.amazon.com/cli/latest/reference/tnb/update-sol-network-instance.html

AWS 15 ML AR

RAriEmE

£ AWS TNB A 5 37 ™ & S 451

SOUCRESBIE | ETRR

EEEM

o WA LLEHL FInstantiatedHUpdatedIRZSHI M LESEHI,
- EFMEEHIRT , UpdateSolNetworkServiceAP| £ FTHI & BN S HERFEH M EZHIHHH

o

EEFEMREINARERF. it , EEEEHFMELMNNEZI NS
B, REEEEHBRFEUNAER,

« AWS TNB BiEM #3565 NSD M VNFD SHHHER B BT 200, BHHMITIHERH RN THLE
FRITHEBIHIRIEANERRTREMWAERS .

BRI EFHN S

HEEFROICAIME LR |, BAUNEFATSH

S

T EKS SEEMRA

i BA

BT LU Amazon EKS S &8
HFEEversionS B EEH
BT —MNREWAE., BFTLRE

WRRAS

] AT
EKSCluster:

type: tosca.nod
es.AWS.Compute.EKS
properties:
version: "1.28"

ST P 4% SR 451
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RAriEmE

SH

Amazon EKS Worker 37 &

5458

& LA HEKSManage
dNode kubernete
s_version SHHEL
TR A ARBIRHHN
Amazon EKS fRZA , thAI A
Frami_idZBLUFENT R4
FREIRHF EKS £LH AMI,

B LAE#THY AMI ID
EKSSelfManagedNode

o AMI B9 Amazon EKS iR
BUAMEL S EKS SEEEMR
FHERIFZFZET 2 M,
filgn , RIS EKS £
RRZ<7 1.31 , WL S5 EKS
AMI RRZAS A 1.31, 1.30 =
1.29,

N AT

EKSManagedNodeGroup@l:

properties:
kubernete
s_version: " 1.28"
EKSSelfManagedNode
01:
compute:
compute:
properties:
ami_id:
"ami-1231230LD "

T~
il -

IS

EKSNM
dNoc
po1l:

pIC

kuk

Ill.

EKS
nage
01:

con

BRI NEFNSH
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AWS EBEM B4 R 2R AFiEmE
S| 15 BA Ml zEl
Ll \;I = 52 j&,ﬂ\ > i EE‘) A =]
Lo EKS T A4 TUREHEERAMRE

BRI R4

BRI T LA FHRIF T =
Art , FHEFTREASEM
BRIV RATE IDs , BN
BRIFRBEANEITRE , ™
FRBERMAM, FEE , X
THETVRA , REEEHBR
HNSHE, RIFLLEK , &
BEULEHBLESH.

type: tosca.nod
es.AWS.Compute. EKS
ManagedNode

scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1

Free5GCEKSNode02 : #
Deleted Nodegroup
type: tosca.nod
es.AWS.Compute. EKS

ManagedNode

scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1

Free5GCEKSNode03 : #
Deleted Nodegroup
type: tosca.nod
es.AWS.Compute. EKS

SelfManagedNode

scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1
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& LA HEKSManage
dNode # EKSSelfMa
nagedNode TOSCA ¥ = #)
R B

N I T R
i
Z
=
EKSNodeGroup@1: EKSN
oupt
scaling:
properties:
desired_s
ize: 1

min_size: 1
max_size: 1

SCc

pIC

dec
ize:

BRI NEFNSH

44



AWS 15 ML AR

RAriEmE

4

SNg

1%

B

N AT

BRI NEFNSH

45

N

Bl -

IS

mir

ma



AWS 15 ML AR RAriEmE

B8 359 i A R
Bl
Z
=
W 53k EBS CSI /8 & BANEL S EKS REF LR EKSCluster: EKSC
A2 A Amazon EBS CSI 1§ capabilities: T
o &4 A] U SUE R AR o
ebs_csi: car
properties: ies:

enabled: false

ebs

pIC
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vel

v
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BH 13 B8 i T =
il -
Z
5
BB K/ SR BURI, BIREEA Free5GCEKSNoded1: Free
EKSManaged Node # . SNoc
EKSSelf ManagedNode capabilities:
TOSCA T SR EBK/NEME
. compute:
properties:
root_volu

me_size: 50

car
ies:

con

pIC
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AWS BSR4 Al B8 AriEE
S 188 N AT
VNF BT LATE NSD VNFs #5|F |, .
vnfds:

SRJE £ VNFDeployment
TOSCA 7 el 1HEBEE
NSD Ha|@MER+H., ERE
M —EBy , BFEEE m ME
. EFAMIER VNFs o

- descriptor_id:
"43c012fa-2616-41a8-
a833-0dfd4c5a049e "
namespace: " vnfl"
- descriptor_id:
"64222198-ecd6-4871-
bf94-7354b53f3ee5 "
namespace:
"vnf2" // Deleted VNF

SampleVNF1HelmDeploy:
type: tosca.nod
es.AWS.Deployment.
VNFDeployment
requirements:
cluster:
EKSCluster
vnfs:
- vnfl.Samp
LeVNF1
- vnf2.Samp
LeVNF2
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rec
nts:

clt
EKS
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AWS {5 M4 4 R AR RriEmE
25 oL T 28
2 B IR AR M2 B .

Mz EETEwmERR

fE , ERNpre_creat

e Mpost_create 7N
Z|VNFDeployment &,

W RBIF |, PreCreate
Hook #HE#FES=Hl{Lz
Bivnf3.SampleVNF3 i=
1T , PostCreateHook %4
FESRAIMLZFvnf3. Samp
1eVNF3 &1T,

- descriptor_id:
"43c012fa-2616-41a8-
a833-0dfd4c5a049e "
namespace: " vnfl"
- descriptor_id:
"64222198-ecd6-4871-
bf94-7354b53f3ee5 "
namespace: " vnf2"

SampleVNF1HelmDeploy:
type: tosca.nod

es.AWS.Deployment.

VNFDeployment
requirements:

cluster: EKSCluster

vnfs:

- vnfl.SampleVNF1

- vnf2.Samp
LeVNF2 // Removed
during update

BRI NEFNSH
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AWS 154K £ A as RArEmE
B L VAl o
Bl
Z
=
4 BEEHNEEHZ A cges )
AN _ vnfds: vnfc
ZREBTEWEARRE - descriptor_id:
Al LAffpre_update #HEH "43c012fa-2616-41a8- -
FMpost_update ¥EF7M a833-0dfd4c5a049e " des
Z|VNFDeployment &, D r_ic
- descriptor_id: "Qc¢
7E I 45 e PreUpdate "64222198-ecd6-4871- bd8;
o N bf94-7354b53f3ee5 -
H_OOk REBHZHE namespace: " vnf2" b8al
fTvnfl.SampleVNF1 466¢
H1EPostUpdateHook E "
R G B %E vnfl AR SampleVNF1HelmDeploy:
¥ Ruuidfvnfaz Epas TosEa e
— es.AWS.Deployment.
Javnfl.SampleVNF1 1Z1T, VNFDeployment nan
requirements:
cluster: EKSCluster "vr
vnfs:
- vnfl.SampleVNF1 -
- vnf2.Samp des
LeVNF2 r_ic
"6/
ecde
bf9-
4b5:
nan
Ilvr
S
amp]
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18 0] LAFE P 45 H 2N B A R BR
M. EMBERFMAE , EHEIA
2T O AR AR P £ F B A 4] 2 R
£,

] AT
Free5GCSubnetol

#Deleted Subnet
type: tosca.nod
es.AWS.Networking.
Subnet
properties:
type: "PUBLIC"
availability_zone:
{ get_input: subnet_01
_az }
cidr_block:
{ get_input: subnet_01
_cidr_block }
requirements:
route_table:
Free5GCRouteTable
vpc: Free5GCVPC

BRI NEFNSH
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Free5GCSecurityGro Free
=4, EMRrLE4E 20, F up0l : #Deleted Security curi
IAR & R B IRE AR BE Group upo:
RAiz&Z44d, type: tosca.nod #Ne

es.AWS.Networking. Sec

SecurityGroup Grc

properties:
description: tyf
"SecurityGroup for tos
Free5GC cluster" es./
name: "Free5GCS two1
ecurityGroup@l" Sect
tags: rouf

- "Name=Fre

e5GCEKSAdditionals pIC

ecurityGroup" s:

requirements:
vpc: Free5GCVPC

Free5GCSecurityGro des

upEgressRule01 on:

#Deleted Security Group "Se
Egress Node Grol
type: tosca.nod for
es.AWS.Networking. Fre
SecurityGroupEgres clt
sRule
properties:
ip_protocol: "tcp"
from_port: 8000 nan
to_port: 9000 "F1
description: ecul
"Egress Rule for oupC
free5GC cluster"
cidr_ip : "172.10.1
0.1/24"
requirements: tac

BRI NEFNSH
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S8 88 ] AT ~
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a

security_group:
Free5GCSecurityGro
up0l

Free5GCSecurityGro
upIngressRule0l
#Deleted Security Group
Ingress Node
type: tosca.nod
es.AWS.Networking.
SecurityGroupIngre
ssRule
properties:
ip_protocol: "tcp"
from_port: 8000
to_port: 9000
description:
"Ingress Rule for
free5GC cluster"
cidr_ip: "172.10.1
0.1/24"
requirements:
security_group:
Free5GCSecurityGro
up0l

"Nz
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rec
nts:
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&AL ENIs P48 H s,
15 A M BR o

N AT

Free5GCENIQ1: #Modified

ENI
type: tosca.nod
es.AWS.Networking.ENI
properties:
device_index: 2
requirements:
subnet: Free5GCEN
ISubnetol
security_groups:
- Free5GCSe
curityGroup0Ql

Free5GCENIQ2:
#Modified ENI
type: tosca.nod
es.AWS.Networking.ENI
properties:
device_index: 3

source_dest_check:

true
requirements:
subnet: Free5GCEN
ISubnetol

Free5GCENIO4 : #Deleted

ENI
type: tosca.nod
es.AWS.Networking.ENI
properties:
device_index: 4

source_dest_check:

true
requirements:
subnet: Free5GCEN
ISubnetol

BRI NEFNSH
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S8 1, BA N AT
5 37 ) 4% S 451
Console

{5 A #2 15 & BT M 45 32 6

1. #TFF AWS TNB #2#|& , ik Fhttps://console.aws.amazon.com/tnb/.
2. ESMERP  EEME,

3. EEMERH, REIMEXRFIKVRSAInstantiatedsbt , BF ENHBITE
¥Updated.

4. RFBRE A CEH

R EMEH” E , HP S LHaERRETNMEFAEENSHIIER.
5. EEFHMNEZEE,
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https://console.aws.amazon.com/tnb/

AWS 15 ML AR

RAriEmE

MMEEPNSHERE ERNSEH WO H.

6. (Hit) & BEFNSH BohEHSHE. AXRETUAEFNSHRETE , HFSREAL

EHBSH.
7. &R EHME,

AWS TNB RIFER AT HEE . b HI HBBRE” TH.

8. AR ERRERENMELFINTBRS., BT BEES H2ERBEIRF , LR

BREMESHHRE,

YUIBBIRAE RN Completed , MEEHIENAFEH,

9. -« WMRBIUEAW , MMEZXFFRGSEBERENH ZTHENRS
=InstantiatedzUpdated,

aJ LA

« MREHEAM , M2BERMEXFIRSUpdate failedo NETKRMAVIES L F LT

ERE.
- WMREHKY , WL E RUpdatedMEZHPIRE
AWS CLI
£/ CLI SE 57 ™ 45324l

£ AT A UPDATE_NSE #H & B update-sol-network-instance iy K E M &£ 41,

aws tnb update-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$ --
update-type UPDATE_NS --update-ns "{\"nsdInfoId\":\"*np-[a-f0-9]{17}$\",
\"additionalParamsForNs\": {\"paramI\": \"valueI\"}}"

£ AWS TNB I &EF M L3244

TR EE ML=,
Console
FREHAEEETMNESH

1. FTFF AWS TNB #§|& , Wik https://console.aws.amazon.com/tnb/,
2. HESMBERT , EEMEZEH,

73


https://docs.aws.amazon.com/cli/latest/reference/tnb/update-sol-network-instance.html
https://console.aws.amazon.com/tnb/

AWS 15 ML AR RAriEmE

3. ERBRELRIIMEIH,

AWS CLI
EERMSEXRG , B6EA AWS CLI

1. {EHlist-sol-network-instances#y % 5 H &R &9 P 483245,

aws tnb list-sol-network-instances

2. fEMget-sol-network-instance s T EF B XFEMELFIRVFAE S

aws tnb get-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$

2 1F FHM AWS TNB 5 il B ™ 48 S 45

BRI &SR | SR TF EL IEIRES,
Console
{55 FR 422 4 & 45 L R B PR 2% S5 451)

1. FT7F AWS TNB #5F|& , Wik https://console.aws.amazon.com/tnb/,
ESMERP , EEMLE,

EEMEKBIR 1D,

EEL L,

RTRHEITHEHIAR , A ID, REEERLL,

il 87 LA R B P 4% SR B B9 AR 75

(AT ) 45 P 4% SE B H I BRI BR

2
3
4,
5,
6
7

AWS CLI
FLEMBRM LB, 1A AWS CLI

1. fEHterminate-sol-network-instance @z £& 1£ P 45 52451

£ 1 A0 BR 74


https://docs.aws.amazon.com/cli/latest/reference/tnb/list-sol-network-instances.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/get-sol-network-instance.html
https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/terminate-sol-network-instance.html
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aws tnb terminate-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$%

2. (™% ) fEfdelete-sol-network-instance #  iil BR F £ 3541

aws tnb delete-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$

£ 1 A0 BR 75


https://docs.aws.amazon.com/cli/latest/reference/tnb/delete-sol-network-instance.html
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AWS TNB MBIz E

W IR RIS R E TRV ETIRAE | BIANSSHIME B LE 83K 6

£%
« BF TAWS NB MKZ=EHER
« HUH T AWS NB M &igE

BE TAWS NB WEZEHER
EEMZRENFAES , S ENEREFIRHVESNESHRES.
Console

FREHAEFEMNEIRE

1. FTFF AWS TNB ##|& , Wik https://console.aws.amazon.com/tnb/,
2. ESMERP | EEMEEH,

3. FEARZRERIIMELHM,

4. I “HEEWMFL , EEMKXRAE,

AWS CLI
EEEMKIRE , BEHR AWS CLI

1. fEAlist-sol-network-operations s 4 5l i 7 8 M & i 4k,

aws tnb list-sol-network-operations

2. ffMget-sol-network-operationfF S &EE A X MERIENIFEAE R,

aws tnb get-sol-network-operation --ns-lcm-op-occ-id “no-[a-f0-9]{17}$

BUH T AWS NB M4 4E

T R AT ESGE P 4R R AE

nE 76


https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/list-sol-network-operations.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/get-sol-network-operation.html
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Console
FREHABUEMERE

$TF AWS TNB #2#l4& , ik Fhttps://console.aws.amazon.com/tnb/e
ESMERSD , EEMSE,

EER LR ID ITHF HFRE SR RE.

BT+ L | SR WEIRE

ERBUE#RE,

o ~ w0 bh =

AWS CLI
EHUEMERE , 1BER AWS CLI

{& A cancel-sol-network-operation @y 53 BUE M 4 12 4E

aws tnb cancel-sol-network-operation --ns-lcm-op-occ-id “no-[a-f0-9]{17}$

BUH 77


https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/cancel-sol-network-operation.html

AWS 15 ML AR RAriEmE

TNB By TOSCA Z& X Ek AWS

ZNARFHAIINRIENTE (TOSCA) BR—FHEAMIEE , CSPs A THRET =/ Web BRSH#HR
. HEH, XRUREEBXLERSZHRIZE, CSPs £ TOSCA EMRFHREEZEL, EELZENEZ
BHEBRUAREBENRRENZ M 2 RNKE, CSPs R FHERLEE AWS TNB , ZEHRCE TE
AWS TTRXEZ I EEZ1TH 5GC MR ER iR,

oE

.+ VNFD 815

. MARSHAEER
. BETA

=
VNFD #&#x
TE R E D RE IR X ( VNFD ) #E4R,
BE
tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:
inputs:
SampleInputParameter:
type: String
description: "Sample parameter description"

default: "DefaultSampleValue"

node_templates:
SampleNodel: tosca.nodes.AWS.VNF

HFMELR

node_templates

TOSCA ¥R, AWS AIREMTTRMWT :
« AWS.VNF

VNFD #&4x 78
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 AWS. Artifacts.Helm

AWS.VNF
EX AWS E AR IhEE (VNF) T =
=

tosca.nodes.AWS.VNF:

properties:
descriptor_id: String

descriptor_version: String

descriptor_name: String

provider: String
requirements:

helm: String

B

descriptor_id
R X HHRY UUID,
BE R

KA FHFH

B3 : [a-T0-9]1{8}-[a-f0-9]{4}-[a-T0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

descriptor_version

VNFD H R4,
YVE B

KR FHH

B3 AL0-91{1,5\\.[0-91{1,5\\.[0-9]1{1,5}.*

descriptor_name

R ST B o
PE =2

AWS.VNF
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KH . FHFH

provider

VNFD B &R .
VE B

KH . FHFH

R

helm

==

EMNBEEHH Helm B F. XX AWS. Artifacts.Helm BI5| Ao

WE 2
KR 2HH

=~

SampleVNF:
type: tosca.nodes.AWS.VNF
properties:
descriptor_id: "6a792e0c-be2a-45fa-989e-5f89d94ca898"
descriptor_version: "1.0.0"

descriptor_name: "Test VNF Template"
provider: "Operator"
requirements:

helm: SampleHelm

AWS Artifacts.Helm

EXL AWS B =,

BE
tosca.nodes.AWS.Artifacts.Helm:

properties:

implementation: String

AWS . Artifacts.Helm

80
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&%

implementation

CSAR 8HEE Helm BXRA A M B .,

=~

SampleHelm:
type: tosca.nodes.AWS.Artifacts.Helm
properties:
implementation: "./vnf-helm"

P 4% B 55 H i R AR AR
TE LR AR S5 #R ST #F (NSD ) 184
BA
tosca_definitions_version: tnb_simple_yaml_1_0

vnfds:
- descriptor_id: String
namespace: String

topology_template:

inputs:
SampleInputParameter:
type: String
description: "Sample parameter description"
default: "DefaultSampleValue"

node_templates:
SampleNodel: tosca.nodes.AWS.NS

NSD &4 81



AWS SR RE A
EHAEENXNSE

UEREHDMLBSE (HlI0 VPC T 289 CIDR 3R ) B, AR { get_input: input-
parameter-name } iBATE NSD BiRFEN S, RFETAER— NSD HRHPEEEAZSH.

LT ROER T tAELNMERSH

tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:

inputs:
cidr_block:
type: String
description: "CIDR Block for VPC"
default: "10.0.0.0/24"

node_templates:
ExampleSingleClusterNS:
type: tosca.nodes.AWS.NS
properties:
descriptor_id: "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

ExampleVPC:
type: tosca.nodes.AWS.Networking.VPC
properties:
cidr_block: { get_input: cidr_block }

VNFD & A

descriptor_id
R X HHHY UUID,
KH . FHH

B [a-T0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

namespace

HE_%*/J’_\O

ERAEEXHNSH 82
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RE : FREH

hIMENR

node_templates

Lk

ER) TOSCA AWS TTRE :

AWS.NS

AWS.Compute.EKS

AWS.compute.eks, AuthRole
AWS.Compute, EKSManaged¥ =
AWS.Compute, EKSSelfManagedNode

AWS.Compute, PlacementGroup
AWS.Compute, UserData

AWS. Bx®, SecurityGroup

AWS. Bx™, SecurityGroupEgressRule
AWS. Bx™, SecurityGrouplngressRule

AWS.Resource.Import
AWS.Networking.ENI
AWS.HookExecution

AWS. Bx®, InternetGateway
AWS. BXM, RouteTable
AWS .Networking.Subnet
AWS. #E, VNFDeployment
AWS .Networking.VPC

AWS. B, NATGateway
AWS .Networking.Route

AWS.NS

E X AWS MRS (NS) ¥ &,

FRHMERR

83
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tosca.nodes.AWS.NS:
properties:
descriptor_id: String
descriptor_version: String
descriptor_name: String

J& %
descriptor_id
R HHRY UUID,
BE =
KHE  FREH

B3 : [a-T0-9]1{8}-[a-f0-9]{4}-[a-Tf0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

descriptor_version

NSD EYhRZ<,
PE 2

KE : FREH

B AL0-9]1{1,5\\.[0-9]{1,5\\.[0-9]{1,5}.*

descriptor_name

HR ST EY B o
BE R
KA . FHHR
Rl
SampleNS:
type: tosca.nodes.AWS.NS
properties:

descriptor_id: "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

AWS.NS 84
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descriptor_version: "1.0.0"
descriptor_name: "Test NS Template"

AWS.Compute.EKS

IREERMEN. FTEM Kubernetes IRASLA K /L iF Kubernetes 4| P EEEENFMEREN AR,
AWS NFsMultus BE§M$EDO (CNI ) A EBHA. BULUEREZIMNMEED , AESANEEEN
AT ET Kubernetes I EINEE, BRI AN ERIETERIHLH BRI ENFN,

(-

tosca.nodes.AWS.Compute.EKS:
capabilities:
multus:
properties:
enabled: Boolean
multus_role: String
ebs_csi:
properties:
enabled: Boolean
version: String
properties:
version: String
access: String
cluster_role: String
tags: List
ip_family: String
requirements:
subnets: List

Thae
multus
Wik, EX Multus BEEMLEED (CNI ) ERANEE,
MREEE multus , MIEE enabled M multus_role Bk,
enabled

ER2AEAERIA Multus Thag,

AWS.Compute.EKS 85
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KH : mRE

multus_role

Multus MEEOEB AR,

KA FHREH
ebs_csi

E N ZEHE Amazon EKS 8 Amazon EBS A0 ( CSI ) RIEFHEM.

B ALiEH BN AT 7E Local Zones 5 AWS X 18 L AWS ocal Zones £ AWS OutpostsfEfl Amazon EKS
BREEY N, BEXEZEL , H5% (Amazon EKS AIF#EE) FH Amazon Elastic Block Store
CSI BT,

enabled
BTRERREBRIA Amazon EBS CSI Rz F.

KR . HRE

version

Amazon EBS CS| Kz 2 F M iINB B MRA, ZIRAS 24915 DescribeAddonVersionsig IR B B Ak
Kz —tHEIEH., MEEZEL |, 555 Amazon EKS APl $#DescribeAddonVersions &

VE B
KA ZRER
B
version

E B R Kubernetes fRZA, AWS Telco Network Builder ¥ Kubernetes ix~ 1.25 Zl 1.32,

AWS.Compute.EKS 86
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KH . FHFH

AIBEMY{E : 1.2511.261.27|1.281.29|1.30|1.31| 1.32

access
SEmKRTHE,
PBE 2
KR . ZEH

AIBERY{E : PRIVATE | PUBLIC | ALL

cluster_role
EREEAR,
NE 2

KR FHH

tags
EM EEIRIIRE,
VE B

xKH - Hk
ip_family

RAEFHPRSMNAIFA (pod ) Mtk IP K5,

RIFH{E : IPv4., IPV6

2RiAE : IPv4
PHE B

KR FHH

=R
subnets

— AWS.Networking.Subnet 7 R

AWS.Compute.EKS
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i

KA .

]

SampleEKS:
type: tosca.nodes.AWS.Compute.EKS
properties:
"1.26"
"ALL"
cluster_role: "arn:aws:iam::${AWS::TNB
ip_family: "IPve"
tags:
- "Name=SampleVPC"
- "Environment=Testing"
capabilities:
multus:

version:
access:

properties:
enabled: true

::AccountId}:role/SampleRole"

multus_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/MultusRole"

ebs_csi:
properties:
enabled: true
version: "v1.16.0-eksbuild.1"
requirements:
subnets:
- SampleSubnet0l

- SampleSubnet2

AWS.compute.eks, AuthRole

7

0N

AuthRole fiF
A5 R Amazon EKS &8,

BE

tosca.nodes.AWS.Compute.EKS.AuthRole:
properties:
role_mappings: List
arn: String

6] Amazon EKS &AM IAM A€ | aws-authConfigMapAMERA F A LAMER IAM

AWS.compute.eks, AuthRole
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FAFiEE
groups: List

requirements:
clusters: List

Bt

role_mappings

ENFEERME Amazon EKS £8 aws-auth ConfigMap B9 IAM &S 5K,

arn

IAM B &1 ARN,

. B8
™m . =

N
R
’a
1]

KR FHH

groups

E9E4 arn FEXHABH Kubernetes 4,

VE B

KR HR
=R
clusters

—A AWS.Compute.EKS ¥ =,

VE B

3 I E
]|
EKSAuthMapRoles:

type: tosca.nodes.AWS.Compute.EKS.AuthRole
properties:

AWS.compute.eks, AuthRole
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role_mappings:

- arn: arn:aws:iam::${AWS::TNB::AccountId}:role/TNBHookRolel
groups:
- system:nodes
- system:bootstrappers

- arn: arn:aws:iam::${AWS::TNB: :AccountId}:role/TNBHookRole2
groups:
- system:nodes
- system:bootstrappers

requirements:

clusters:

- Free5GCEKS1

- Free5GCEKS2

AWS.Compute, EKSManaged¥i &

AWS TNB z# EKS £ET R4 , LBz Amazon EKs Kubernetes E& B ET = ( L 5# EC2 %
f5l ) MBpTEGEAHEE, EQR EKS TR4A , BIITUTERE .

- BEREAM AMI B ID S AMI SRR | FENEFETEDTLIERTIBREHE (AMI),
- EMHEHATF SSH 1AM Amazon EC2 BN URTRANT BE M.

- BREWT KA S Amazon EKS & HXEX,

s AIETREREFW,

- RE , FREA, TRAZINERBAMMEZENT [R4,

B

tosca.nodes.AWS.Compute.EKSManagedNode:
capabilities:
compute:
properties:
ami_type: String
ami_id: String
instance_types: List
key_pair: String
root_volume_encryption: Boolean
root_volume_encryption_key_arn: String
root_volume_size: Integer

scaling:
properties:

AWS.Compute, EKSManaged¥i = 90
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desired_size: Integer
min_size: Integer
max_size: Integer
properties:
node_role: String
tags: List
kubernetes_version: String
requirements:
cluster: String
subnets: List
network_interfaces: List

security_groups: List
placement_group: String
user_data: String
labels: List

Th&e
compute

E X Amazon EKS #ETRAUESHMNEN , Sl S EC2 RAIREML S5 EC2 KBl
AMIs,

ami_type
T 5 EKS X#H AMI 23,
BE R
KH . PR

AIBERYME : AL2_x86_64| AL2_x86_64_GPU | AL2_ARM_64 | AL2023_x86_64 |
AL2023_ARM_64 | AL2023_x86_64_NVIDIA | AL2023_x86_64_NEURON | | CUSTOM |
BOTTLEROCKET_ARM_64 | BOTTLEROCKET_x86_64 | BOTTLEROCKET_ARM_64_NVIDIA |
BOTTLEROCKET_x86_64_NVIDIA

ami_id
AMI B9 ID,
l\\== . 7I3<

AWS.Compute, EKSManaged¥i & 91
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® Note

MRERFRIEE T ami_typefami_id , W AWS TNB FFXEHZami_id{EXE]

#EKSManagedNode,

instance_types
SEHIK

KR AR

key_pair
/AR SSH 5 R AY % EC2 83T,

N
R
’a

= . B
™m . =

RE : FREH

root_volume_encryption

NI S# EBS R4/ A S# EBS &, MRKEMLEM , W AWS TNB 22 IAI0% Amazon

EBS 1%,
ZRiA : True

KHE : HRE

root_volume_encryption_key_arn

ZHHH ARN, AWS KMS AWS TNB X#FEMZ4 ARN, ZX1HE 4 ARN H 318 ARN,

KR ZHH

(® Note

« W& root_volume_encryptionX false , MF
& root_volume_encryption_key_arno

AWS.Compute, EKSManaged¥i &
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« AWS TNB X #x1I B EBS X#FH AMI #HITRBNE,

- MR AMI HRESNE , NAFBFEroot_volume_encryption_key_arnBA{E AWS
TNB EfINEIRS

- MR AMI RSB ARIZE , AWS TNB root_volume_encryption_key_arn fFEA N
BIRE,

MRAEFEroot_volume_encryption_key_arn, AWS TNB AR HMNERINZR
£8 AWS Key Management Service XJ 18 &3 T,

« AWS TNB R&BEEMZER AMI,

root_volume_size
Amazon Elastic Block Store #R#&#) X/ GiBs.
ERIAE : 20
KA B

AJRERYME : 1 B 16,384

scaling

EX Amazon EKS HET QAT RSHUNEMY , HIAFMENT D EC2 KAIMEBUR T RAP T i
EC2 KA/ N MEAEE,

desired_size
LA Ay 245 %2 NodeGroup,

KA B

min_size

LA B /D= HIEL NodeGroup.

AWS.Compute, EKSManaged¥i = 93
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KR . B

max_size
Lt A By & KSR HIE NodeGroup,

KR B

&%

node_role

FE B S52h EC2 KHIRY IAM A ARN,

RE . ZH&H
tags

EM IR FRVIRE

¥ i T E

kubernetes_version

EET SR Kubernetes fRA, AWS TNB X #f Kubernetes iR~ 1.25 F| 1.32, iEZEUTE
T :

L

« ¥EEkubernetes_versionsami_id. BEARELFEE.
« kubernetes_version#Ji/h FHEF T AWS.Compute, EKSManaged s SUARAN o

- AWS.Compute Z B ATEER 3 MRAMZER, EKSManagedTs SRS
FMkubernetes_version.

. MR KIEEKubernetes_versionzami_id , AWS TNB R’
ZAWS . Compute . EKSManagedNode iR A< Ky & %1 AMI 3k 82 EKSManagedNode

AWS.Compute, EKSManaged¥i = 94
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KH . FHFH

ATAEHNME - 1.25(1.26]1.271.28 [ 1.29]1.30 | 1.31 | 1.32

=R
cluster

—\ AWS.Compute.EKS 7 .

KA . FHRFEH
subnets

—A AWS.Networking.Subnet ¥ &

KR HR

network_interfaces

—A AWS.Networking.ENI T R, BHREMEZOMNFRRERNHBNATARK , ENSEHMLE X
148

®EBEnetwork_interfaces , f1RAETE a w s.Compute.eks TTRHPZE T iZmultus_role/®

# , W AWS TNB #f ENIs \iZmultusBHIREEHERAINER, BN , AWS TNB R ENIs M nod

e_role B PRSI IR

E¥i BT

security_groups

—A AWS.Networking SecurityGroup¥ R

HE B
KR . HRK

AWS.Compute, EKSManaged¥¥ &
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https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html

AWS 15 ML AR RAriEmE

placement_group

— tosca.nodes, AWS.Compute, PlacementGroup¥i &

KA . ZHFH
user_data

— tosca.nodes, AWS.Compute, UserData¥i R5|H. AFBEHMAFEEARETIARS
# Amazon EC2 X8, fz1TBE AP BIEMENNRFMEZELST LER node_role.

KH . PR
labels
T RFEESIR, TRHFELTEEHNE, EANUTIRECEIRE
- BEMAEXTADRE=
- BERVENKERZ TR 63 MNFH.
- REANBEFE (AZ az, ), BF (09) MUTERHF:[-, _, ., *, ?]
- BRTELTUAFEZHF?, S*FRHITXNER,

)20 , myLabelNamel=*NodelLabelValuel

¥ i T E

=

SampleEKSManagedNode:
type: tosca.nodes.AWS.Compute.EKSManagedNode
capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:
- "t3.xlarge"
key_pair: "SampleKeyPair"
root_volume_encryption: true

AWS.Compute, EKSManaged¥i &
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root_volume_encryption_key_arn: "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
root_volume_size: 1500
scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1
properties:
node_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleRole"
tags:
- "Name=SampleVPC"
- "Environment=Testing"
kubernetes_version:
- "1.30"
requirements:
cluster: SampleEKS
subnets:
- SampleSubnet
network_interfaces:
- SampleENIQ1
- SampleENIQ2
security_groups:
- SampleSecurityGroupQl
- SampleSecurityGroup02
placement_group: SamplePlacementGroup
user_data: CustomUserData
labels:
- "samplelLabelName@@l=samplelLabelValue@@l"
- "samplelLabelName@@2=samplelLabelValue@2"

AWS.Compute, EKSSelfManagedNode

AWS TNB ¥ Amazon EKS BEREE TR , LBz N L S# EKS Kubernetes £SHEBEET R (L5
# EC2 324l ) Mt TEMEAEE., EE Amazon EKS T RA , HMITUTRME !

- BERM AMI B ID , NEMNER TET [UERT D REBRE (AMI),

RMEAT SSH i5[RIA Amazon EC2 Z4A3Y

- BREWT KA 5 Amazon EKS & xE,

RMULFIRBBURFIFERD., FRDPFEAKND,

AIHETRRMEFH,

AWS.Compute, EKSSelfManagedNode 97
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- BE , HRE24A, TRIREMEREAM MBENT ]RE.

187

tosca.nodes.AWS.Compute.EKSSelfManagedNode:
capabilities:
compute:
properties:
ami_id: String
instance_type: String
key_pair: String
root_volume_encryption: Boolean
root_volume_encryption_key_arn: String
root_volume_size: Integer
scaling:
properties:
desired_size: Integer

min_size: Integer
max_size: Integer
properties:
node_role: String
tags: List
requirements:
cluster: String
subnets: List
network_interfaces: List

security_groups: List

placement_group: String
user_data: String
labels: List

Thee
compute

EX Amazon EKS BEEWQUTESHMNEY , HINTL S EC2 KHIRE ML S5 EC2 Kbl
AMIs,

ami_id

AT EzhEHIR AMI ID, AWS TNB X#Ea[FA IMDSV2HISEfl, BXEZELR |, HSHE IMDS i
7,

AWS.Compute, EKSSelfManagedNode 98
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® Note

BRI LLEHHY AMI ID EKSSelfManagedNode, AMI B9 Amazon EKS WA XIS 5 #h
EKS EE AR RERZEAMRA, Fla0 , tRITI7 EKS EFRAR 1.31, WIS
# EKS AMI RRAS %4708 1.31, 1.30 = 1.29,

PE 2

KR FBH

instance_type
KBIR N
PBE 2

KA . FHEH
key_pair

BT /5 SSH 58y Amazon % EC2 437,
NE 2

KR FBH

root_volume_encryption

R S# EBS 1845 A 5% EBS &, MRKEMLEM , W AWS TNB £ E1A10% Amazon
EBS 8%,

WNE B
ZRiA : True
KA - H/RE

root_volume_encryption_key_arn
Z4AM ARN. AWS KMS AWS TNB X #FE#H %4 ARN, Z[XiE 248 ARN #1518 ARN,
WE B

KR FHH

AWS.Compute, EKSSelfManagedNode 99
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® Note

« MR root_volume_encryption}f false , M7
€root_volume_encryption_key_arno

« AWS TNB X # 3L 5# EBS X#FH AMI #HITIRBINE,

o MR AMI PBRECNE , N4FBFEroot_volume_encryption_key_arnBA{E AWS
TNB EXINERS

o MR AMI BB ARIZE , AWS TNB root_volume_encryption_key_arn fFEHA N
BIRSB,

MBREFEroot_volume_encryption_key_arn, AWS TNB AWS Managed
Services FEAMZERSE,

« AWS TNB &8 Z &K AMI,

root_volume_size
Amazon Elastic Block Store 1% KX/ GiBs,
VE B
BRIAE : 20
KA . B

AJBEMI{E - 1 16,384

scaling

E X Amazon EKS BEET RN BSHNEN , FIMrAENIL D EC2 KAIMEB IR T RAF &/
MEARL D EC2 LHIHE,

desired_size

LBy S % E NodeGroup,

KA . B
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min_size
LA By & /SR BIE NodeGroup,
ME 2

KR B

max_size

Lt A By & KSR A% NodeGroup,

PE 2

KR B
&
node_role

M hnEINE Sk EC2 KHIRY IAM AEH ARN,

BE 2
KE . FHH
tags

EM B FRAIRE, RERERITRIZRKA,

VE B

EKH . X
=R
cluster

— AWS.Compute.EKS T =,

PE 2

KR . ZHH

AWS.Compute, EKSSelfManagedNode
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subnets

— AWS.Networking.Subnet 37 =

e ¥i T

network_interfaces

—A AWS.Networking.ENI T R, BREMEZOMNFRRERNHBNATARK , ENSEHLE X
48

REfEnetwork_interfaces , f1RHEE a w s.Compute.eks TTRHABDE T Zmultus_role/®
£, W AWS TNB ¥ ENIs \iZzmultus/E RS EHXHNR. BN, AWS TNB fF ENIs M n od
e_role B tEFIREVS M X< WX PR

e ¥ BT Y

security_groups

—A AWS.Networking SecurityGroup¥i &

KR HR

placement_group

— tosca.nodes, AWS.Compute, PlacementGroup¥i &

KA . 2R
user_data

—/\ tosca.nodes, AWS.Compute, UserDataT R5IH. AFHREMAGEEAHEEET A
JBEBIEY Amazon EC2 3£, 1T BEX AP BB SRR MEZRIELS T KA node_role.

KR . ZHH
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labels

TRREYR, TRRSUNEENAE EFAUATIRENERIFE !

- BHAELFADR=.

- EMAMENKERZHARN 63 MNER.

- FETLUEEFR (AZ. az. ). BF(09) MUTEH :[-, _, ., *, ?]
s BEMAMEXTUFERF?., S*FRHTLNEE.

)20 , myLabelNamel=*NodelLabelValuel

NE &
KR HR

=

SampleEKSSelfManagedNode:
type: tosca.nodes.AWS.Compute.EKSSelfManagedNode
capabilities:
compute:
properties:
ami_id: "ami-123123EXAMPLE"
instance_type: "c5.large"
key_pair: "SampleKeyPair"
root_volume_encryption: true
root_volume_encryption_key_arn: "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
root_volume_size: 1500
scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1
properties:
node_role: "arn:aws:iam::${AWS::TNB: :AccountId}:role/SampleNodeRole"
tags:
- "Name=SampleVPC"
- "Environment=Testing"

requirements:
cluster: SampleEKSCluster
subnets:
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- SampleSubnet
network_interfaces:
- SampleNetworkInterface0@l
- SampleNetworkInterface02
security_groups:
- SampleSecurityGroupQl
- SampleSecurityGroup02
placement_group: SamplePlacementGroup
user_data: CustomUserData
labels:
- "samplelLabelName@@l=samplelLabelValue@@l"
- "samplelLabelName@@2=samplelLabelValue0@2"

AWS.Compute, PlacementGroup

PlacementGroup T S EH KB KKE Amazon EC2 K,

WIR B EFH Amazon B EC2instance , Amazon EC2 BREZ A= R LIXEMN AR BESLH |, BNIERAT
EXH Mo EEEEH L LRAREMBDHERHE, BoLEABERBEAY MNMKE—EHHBEE
HBHES , NTHR BN TEATHER,

B

tosca.nodes.AWS.Compute.PlacementGroup
properties:
strategy: String
partition_count: Integer

tags: List

B

strategy
T & Amazon EC2 SEHIHY KRS,
KH PR

A[8EM{E : CLUSTER | PARTITION | SPREAD_HOST | SPREAD_RACK

« CLUSTER - F— 1T AXHNFEENZHITBE -, XMPREETENBREBSINERBS
node-to-nodeBE FTEAIRIEE & MEE , X2 EMEEITE (HPC) NAREF Y B EMSE,
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« PARTITION - fi3:flo mEFRNEBEESTX L , UME— N7 XPHRFELAFT2EFRTETX
PHSKHIAHZMERNEMEY, ZRBBENABEI> W XNESH ITEARMER | 6
I , Hadoop. Cassandra # Kafka,

* SPREAD_RACK - —/MARBIFHRBEESRNEMBES £, BURDEXNHE,

» SPREAD_HOST - R85 Outpost BEREALEESEM . F—/NASSHI=E KB E T F#YE A E 4
EBUB DR BV R

partition_count

7 XHHE.
W X strategy IREJ PARTITION Bt &%,
KA . BEH

AlRERIE : 11213|415|6|7
tags

A AR N B BB A BIRIRE,

¥ i I E

=

ExamplePlacementGroup:
type: tosca.nodes.AWS.Compute.PlacementGroup
properties:
strategy: "PARTITION"
partition_count: 5
tags:
- tag_key=tag_value

AWS.Compute, UserData

AWS TNB Z#ES M LIRS #IREF (NSD) H#Y UserData T R s A BEX AP HIESN Amazon
EC2 3:fil, BXRBENAFPBENESZEER , 152 H Amazon EC2 AFIER T A A F BIEM shell i
,
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EMEKGHLEE , AWS TNB B A - HiEM A @ £ 5 RH Amazon EC2 EHEM . HERHEE
YRAPHEER , AWS TNB 2&HFMNZAE |, FHEelMENZERAFELELS Amazon, EC2EEXA
FEIEMATE Amazon EKS SEMMIA Z FIZ 1T,

EEAFPBREHATFFEREENEER , BEELRES { EEARNS |, fln , EEMAFFER
MyVariable , ## A : {!MyVariable}

® Note

* AWS TNB X#EFR/NFHEE 7 KB B - HIE-IA,

« B AWS T TNB CloudFormation A FTAEBMEIMmul timime AP EIEHIZAS | R itk 5 ¥ R
ZAJESFFTAE CloudFormation #LM,

BE

tosca.nodes.AWS.Compute.UserData:
properties:
implementation: String

content_type: String

B
implementation
APBIEMAE LA ER, BXSAR . /scripts/script_name.sh

KR ZHH

content_type

APBEMANNARE,

KH . FHFHR

AIRERYME : x-shellscript
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el

ExampleUserData:
type: tosca.nodes.AWS.Compute.UserData
properties:
content_type: "text/x-shellscript"”
implementation: "./scripts/customUserData.sh"

AWS. BxM, SecurityGroup

AWS TNB XL HNRBHRBIL D% EC2RZ44AH |, A LUSEKIMNZEl Amazon EKS Kubernetes &
HYQ4A,

B

tosca.nodes.AWS.Networking.SecurityGroup
properties:

description: String
name: String

tags: List
requirements:
vpc: String

&%

description

REAWER, FHZALUER 255 NFARERZA, RETEFH (AZMaz)., BF
(0-9) . ZHRAUTEHRFH | _-/)#@[+=8&{}!$*

KH . PR

REHENER, ZEMRSAER 255 M2H. REEEFH (AZMaz)., BHF(09)., =
MUTRHEFR © _/0#@[+=&{}!$*

KA . FREH
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tags
AR NS T 2 A R IRIRE,
VE B

KR AR

vpc

—A AWS.Networking.VPC 7 =,

fim

KE : FREH

=

SampleSecurityGroup@01l:

type: tosca.nodes.AWS.Networking.SecurityGroup
properties:

description: "Sample Security Group for Testing"

name: "SampleSecurityGroup"
tags:
- "Name=SecurityGroup"
- "Environment=Testing"
requirements:
vpc: SampleVPC

AWS. Bx®, SecurityGroupEgressRule

AWS TNB X #FZ 24 HutMN , LA B zhEdE 1] i inEl.Networking B9 Amazon EC2 R4 4H H kMM,
AWS SecurityGroup., iHEE , BAMIEM cidr_ ip/destination_security_group/destination _prefix_list

FERHEOREN BB,

ER

AWS .Networking.SecurityGroupEgressRule

AWS. BX®, SecurityGroupEgressRule
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properties:

ip_protocol: String
from_port: Integer
to_port: Integer
description: String
destination_prefix_list: String
cidr_ip: String
cidr_ipv6: String

requirements:
security_group: String
destination_security_group: String

B

cidr_ip
XA CIDR 1= IPv4 HtiutSE ., BAMIEE A HOREN CIDRSER,
MVE B

KE : FREH

cidr_ipv6

HARER I IPv6 uE3EE , XA CIDR X, BUFUEEBRRRZEA
(destination_security_group = destination_prefix_list) =% CIDR8E (cidr_ip
= cidr_ipv6).

BE B
KA . FHEH
description
HA (HY ) Z2AMNEER, RS AUER 255 N FRRERZAN
BE B
KA FHEH
destination_prefix_list

A Amazon VPC EXBIRIIRAAIRIIEK ID. XREZEHAXRBENT LAV BIR. BX
REXNRIIRNESZFER , BHSH (Amazon VPC AAFIEmE) FHEEXRIRII&K.
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KA . 2R
from_port
MREMILZE TCP =% UDP , NiX 2ix ASEEREHRw O, WRHE ICMP & ICMPV6 |, NiX 2

KRBT, ERN -1 RRFIE ICMP/ICMPV6 types. If you specify all ICMP/ICMPV6 types, you must
specify all ICMP/ICMPv 6 M3,

KA . B

ip_protocol

IP X B (tcp. udp. icmp. icmpv6 ) IS, FH -1 TIEEMEMN. HBRNZELEHN

Net | B7E -1 FHBR tep, udp. icmp = icmpve U IMURESFAFMERO LARE , Tiel

FEEMN IR OSEE AT, 3TF tcp. udp Micmp , BHAIEEROBE. X T icmpv6 , IwOBEZ A
EH  MREEREOEE , IFATMEXRENRBHRE.

KH  FHRFEH
to_port

MEPLZE TCP = UDP , NIiXR2ix OSBRI ML LK O, MEBIGE ICMP = ICMPV6 |, MIliX 2
8B, R -1 RFTAE ICMP/ICMPV6 codes. If you specify all ICMP/ICMPV6 types, you must
specify all ICMP/ICMPv 6 M,

KA . B
=R

security_group

BRI L EHB 1D,

KA ZHH
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destination_security_group
ATHAREHAWEIRZTLAM ID = TOSCA &,

KR FHH

=P

SampleSecurityGroupEgressRule:
type: tosca.nodes.AWS.Networking.SecurityGroupEgressRule
properties:
ip_protocol: "tcp"
from_port: 8000
to_port: 9000
description: "Egress Rule for sample security group"
cidr_ipv6: "2600:1f14:3758:ca00::/64"
requirements:
security_group: SampleSecurityGroupd0l
destination_security_group: SampleSecurityGroup002

AWS. Bx®, SecurityGrouplngressRule

AWS TNB X #HZ£A AO0MMN , LABzhEdE 0] Ff i E).Networking B9 Amazon EC2 £ A A OMMN,
AWS SecurityGroup, #EXE , BAAIRH cidr_ ip/source_security_group/source _prefix_list ¥EJ3 A
ARERNKIR.

BE

AWS .Networking.SecurityGroupIngressRule
properties:
ip_protocol: String
from_port: Integer
to_port: Integer
description: String
source_prefix_list: String
cidr_ip: String
cidr_ipv6: String
requirements:

security_group: String
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source_security_group: String

&%
cidr_ip
XA CIDR &= IPv4 (it iSe B, BHTEEAFAOREN CIDRSBE.

KR FHH

cidr_ipvé6

A0 IPv6 REMUEE , XA CIDR X, BAMIEERLZ2A (source_security_group
2 source_prefix_list) 5 CIDR SEE (cidr_ip = cidr_ipv6).

KE . FHEH
description

A0 (Ah) ZEAANMER, ZZOILUER 255 NFRIERERZHN,
KA . R
source_prefix_list

A Amazon VPC REX A RFIRMBIRSIR ID, FAFERSHREKN T [LESZHIM LSRR EE
WRE. BXREEANRIKNESEE , 55K (Amazon VPC FFHER) FHEEXBIZRS]
o

KE : FREH

from_port

MEPIZE TCP 5 UDP , NixRix OSBEMERK O, MRHIZE ICMP = ICMPV6 , X2
KRB, EN -1 XRRFA ICMP/ICMPV6 types. If you specify all ICMP/ICMPv6 types, you must
specify all ICMP/ICMPv 6 M,
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KR - B

ip_protocol

IP MY B R (tcp, udp, icmp, icmpve ) MRS, £ -1 AIEEMEMN. HRNZLAM
NEt |, #EE -1 HER tep. udp. icmp = icmpve AARHIUESHATFFMBERO LHNRE | TieR
EENROTEMM, XF tcp. udp M icmp , BAFIEER OSEE. XF icmpvé , iwOBE A

EHY ; MREERIKOTE , WRFAFMAREMABARE,

KA FHEH
to_port

MEMZE TCP 5 UDP , NIiXRixOBEMNL LLKO, MREDIGE ICMP = ICMPV6 |, MIliX 2
1B, EHR -1 RRFTE ICMP/ICMPV6 codes. If you specify all ICMP/ICMPv6 types, you must

specify all ICMP/ICMPv 6 M,

KR . B
=R

security_group
BN AL £ ER ID,

KE . FREH

source_security_group

REEAM ID F TOSCA & |, FAWRAZREANAORE.

& A
RE . 2R
T~

SampleSecurityGroupIngressRule:

AWS. BX®, SecurityGrouplngressRule
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type: tosca.nodes.AWS.Networking.SecurityGroupIngressRule
properties:

ip_protocol: "tcp"
from_port: 8000
to_port: 9000
description: "Ingress Rule for free5GC cluster on IPv6"
cidr_ipv6: "2600:1f14:3758:ca00: :/64"
requirements:
security_group: SampleSecurityGroupl
source_security_group: SampleSecurityGroup2

AWS.Resource.Import

BELAREAT AWS RS A AWS TNB :

« VPC

. W

- BRER

« BERMM K

- R4

A

tosca.nodes.AWS.Resource.Import
properties:
resource_type: String
resource_id: String
B
resource_type
S AZE AWS TNB W& IRIEH,
i I
resource_id
S AZ AWS TNB &R IDo
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AP
BFE B
i I F
Rl
SampleImportedVPC:
type: tosca.nodes.AWS.Resource.Import
properties:

resource_type: "tosca.nodes.AWS.Networking.VPC"
resource_id: "vpc-123456"

AWS.Networking.ENI

MEFEO R VPC ARRELUNFHZEBEMA NG, ATUABEFN , BIFHANEEO DL IP ib
i, EFMHBEE Amazon EC2 245 , AU N EEHENEED |, & NNEEDEZ Amazon

EC2 XPIHE , AREMEEIZFMPH S — Amazon EC2 Kfl, RERSIFMREREITF +HL
o

187

tosca.nodes.AWS.Networking.ENI:
properties:
device_index: Integer
source_dest_check: Boolean

tags: List
requirements:

subnet: String
security_groups: List

&%
device_index
RERBIBAMKRTE,

KR . B
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source_dest_check

RAMEEORSHTR/ENHEKRE, BN true RREBARKRE |, false RRCEARE,

RFE: B R

2RI\ : True

KA . HRE

EM IR FRVIRE

KR . HR
=R
subnet

— AWS.Networking.Subnet 77 R

KE : FREH

security_groups

—A AWS.Networking SecurityGroup¥i &

KH PR

R

SampleENI:

type: tosca.nodes.AWS.Networking.ENI

AWS.Networking.ENI
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properties:
device_index: 5
source_dest_check: true
tags:
- "Name=SampleVPC"

- "Environment=Testing"
requirements:

subnet: SampleSubnet
security_groups:
- SampleSecurityGroupQl
- SampleSecurityGroup02

AWS.HookExecution
i A NS

B

tosca.nodes.AWS.HookExecution:

capabilities:

execution:

properties:
type: String

requirements:

definition: String

vpc: String

2
Ih&Ee
execution

BITHEHM AN EHHRITEIZENE M,

type
HEHHITEIERE,
BE B

KA KR
AJREMY{E : CODE_BUILD

AWS.HookExecution

RERE R B BV B A AE 0 B Rt i M M 45 SR Bl L B — 3D 0 Rz 1T o
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AFiEmE
K
definition
—/NAWS, HookDefinition.Bash 7 &

KR FHH

KA PR

=~

SampleHookExecution:

type: tosca.nodes.AWS.HookExecution
requirements:

definition: SampleHookScript
vpc: SampleVPC

AWS. BxM, InternetGateway
E X AWS Internet Gateway 7 &,

B

tosca.nodes.AWS.Networking.InternetGateway:

capabilities:
routing:
properties:
dest_cidr: String
ipv6_dest_cidr: String
properties:
tags: List
egress_only: Boolean
requirements:

AWS. BX®, InternetGateway
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vpc: String
route_table: String

Dl

routing

ENX VPC AHIEZENEMY. HMEFE dest_cidr = ipv6_dest_cidr B,
dest_cidr

AT BFRtERY IPv4 CIDR 3R, WEMA T RouteTable aliERH , HEME

DestinationCidrBlock,
I RS ipv6_dest_cidr B, MARE

KH . PR

ipv6_dest_cidr
AT B/ IPv6 CIDR R,
WE MBS E dest_cidr B, MAE

KE : FREH

&%
tags

EM IR FRVIRE

KR AR

egress_only

— N IPVveRENEMY. XRREBEMAXREXATHOBERE. MR egress_only H true , M40
EX ipv6_dest_cidr B,

EKH . fHRE
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ER
vpc

—A AWS.Networking.VPC 7 &

KH PR

route_table

—A AWS.Networking RouteTable ¥ &,

RE : FRHEH

=~

Free5GCIGW:

type: tosca.nodes.AWS.Networking.InternetGateway

properties:
egress_only: false
capabilities:
routing:
properties:
dest_cidr: "0.0.0.0/0"
ipv6_dest_cidr: "::/0"
requirements:
route_table: Free5GCRouteTable
vpc: Free5GCVPC
Free5GCEGW:

type: tosca.nodes.AWS.Networking.InternetGateway

properties:
egress_only: true
capabilities:
routing:
properties:
ipv6_dest_cidr: "::/0@"
requirements:

route_table: Free5GCPrivateRouteTable

vpc: Free5GCVPC

AWS. BX®, InternetGateway
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AWS. Bx®, RouteTable

BRERTES —ARHNBEENAN |, RETHRKE VPC HHFMH MK ML RERIE ML, BUIM
MERH&RE VPC XE,

BE
tosca.nodes.AWS.Networking.RouteTable:

properties:
tags: List

requirements:
vpc: String

&%
tags

EM IR FRVIRE

VE B
E¥il BT
=R
vpc

—A AWS.Networking.VPC 7 &,

YVE B

el

SampleRouteTable:
type: tosca.nodes.AWS.Networking.RouteTable
properties:
tags:
- "Name=SampleVPC"
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- "Environment=Testing"
requirements:
vpc: SampleVPC

AWS .Networking.Subnet

FME VPC WM IP #hitSel , #Mm2NT—IMTARK. &
AXMEHEK, BELAELFRNEREERLE.

BE

tosca.nodes.AWS.Networking.Subnet:

properties:
type: String
availability_zone: String
cidr_block: String
ipv6_cidr_block: String
ipv6_cidr_block_suffix: String
outpost_arn: String
tags: List

requirements:
vpc: String
route_table: String

B

type
RTAELFMPBIELREREINE IPv4itht,
WE - B
XA . FHH

A[BEAY{E : PUBLIC | PRIVATE

availability_zone

FRNTAX, FERXEF AWS XERE AWS ATAK , 4

MR FMIEE VPC, CIDR R, #

WMus-west-2 ( EEEES ( H#

X)) ). Bl exZEFETHXAKE L AWS ocal Zones us-west-2-lax-1as

AWS.Networking.Subnet
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KA . FHEH
cidr_block

FMH CIDR R,
KA FHEH
ipv6_cidr_block
BATAIZ IPve FMWEY CIDR 3k, MMRTELEM , BFEIE ipv6_cidr_block_suffix,
KA . 2R
ipv6_cidr_block_suffix

BE Amazon VPC &2/ F MR IPv6 CIDR 3REY 2 U+ A#BIER. RAUTHER : 2-digit

hexadecimal: :/subnetMask
MRIEWEYE , BFESBS ipv6_cidr_blocko

KR . ZFH
outpost_arn
FH1E E 62 F M AWS Outposts B9 ARN, HREFHETE AWS Outposts E/E3) Amazon EKS B

EEYR  BEEEMRINE NSD Bk, EXEZELR , 52H (Amazon EKS HF#Em)
F# AWS Outposts EHJ Amazon EKS,

MRAFEMRME NSD iR, WAFF availability _zone BMMEIREHN AWS
Outpostsf 7 A X,

KE : FREH

tags

EM IR FRAVIRE
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vpc

—A AWS.Networking.VPC &

KH PR

route_table

—A AWS.Networking RouteTable¥7 R

KE : FREH

=P

SampleSubnet@1:
type: tosca.nodes.AWS.Networking.Subnet
properties:
type: "PUBLIC"
availability_zone: "us-east-1a"
cidr_block: "10.100.50.0/24"
ipv6_cidr_block_suffix: "aa::/64"
outpost_arn: "arn:aws:outposts:region:accountId:outpost/op-11223344EXAMPLE"
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
vpc: SampleVPC
route_table: SampleRouteTable

SampleSubnet2:
type: tosca.nodes.AWS.Networking.Subnet
properties:
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type: "PUBLIC"

availability_zone: "us-west-2b"

cidr_block: "10.100.50.0/24"

ipv6_cidr_block: "2600:1f14:3758:ca00
requirements:

route_table: SampleRouteTable

vpc: SampleVPC

AWS. #fE, VNFDeployment

1 /64"

NF BEREIRHEMRENEZXRNNARFREEN, SEHELHEEERE LN EKS £#
NFs. vnfs BHNEHNEBFIEEMKXIIEE, Bk v SUR M pre_create M post_create KB AIE 47 /F

HEMRE , RETRETENRENES , SINAREFEERSE APL

187

tosca.nodes.AWS.Deployment.VNFDeployment:
requirements:
deployment: String
cluster: String
vnfs: List
interfaces:
Hook:

pre_create: String
post_create: String

ER
deployment

A AWS. #%8, VNFDeployment &,

N
R
’a
1]

£ 8

KR FHH

cluster

—4 AWS.Compute.EKS T =,

KA ZHH

AWS. #B&, VNFDeployment
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vnfs
—/ AWS.VNF T 2o

KE : FREH

0O

4
ESUE{TE R A ERN R,
pre_create

—AMNAWS, HookExecution¥ R LIEH#TE VNFDeployment 7 REBEBZ AIE1To

KE . FREH

post_create

—AMNAWS, HookExecutionTi R Bt¥ESITE VNFDeployment 11 KRB Z FE1T.

KH . FHFH

el

SampleHelmDeploy:
type: tosca.nodes.AWS.Deployment.VNFDeployment
requirements:
deployment: SampleHelmDeploy2
cluster: SampleEKS
vnfs:
- vnf.SampleVNF
interfaces:
Hook:
pre_create: SampleHook
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AWS .Networking.VPC
BYRAEMURELR (VPC ) #8E CIDR 3R,
A

tosca.nodes.AWS.Networking.VPC:
properties:
cidr_block: String
ipv6_cidr_block: String
dns_support: String
tags: List

B
cidr_block
VPC # IPv4 M&SEE , RA CIDR R %o

KE : FREH

ipv6_cidr_block
FF8lZ VPC # IPv6 CIDR 3,
AYFHY{E : AMAZON_PROVIDED

KR ZHH

dns_support

1EEATE VPC MEZIHYSEHIR B AI3R1G DNS EHLE o

BiAE : false

AWS.Networking.VPC
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tags
EHF IR R IRAVARE

RKH : HIX

el

SampleVPC:
type: tosca.nodes.AWS.Networking.VPC
properties:
cidr_block: "10.100.0.0/16"
ipv6_cidr_block: "AMAZON_PROVIDED"
dns_support: true
tags:
- "Name=SampleVPC"
- "Environment=Testing"

AWS. BXM, NATGateway

EALUERE FMEX LABHIE NAT MXTRo XMTOHMX , MRETRMAEM IP 2B ID, AWS

TNB F R EWIKS 2B — 2% 1P AFEXEKIMX.

BE

tosca.nodes.AWS.Networking.NATGateway:

requirements:

subnet: String

internet_gateway: String
properties:

type: String

eip_allocation_id: String

tags: List

&%

subnet

AWS.Networking.Subnet ¥ M5 #,

AWS. BX®, NATGateway
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A
PE 2

RE : FRHEH

internet_gateway

AWS .Networking, InternetGateway¥i 25|,

N==

KA ZHH

B

type
ETRRXRABERLEN,
A UYFHI{E : PUBLIC, PRIVATE
©BE R

KA FHFH

eip_allocation_id
TN P k9 EH 1D,
BE B
KA FHEH

tags
MR R IRAVARE
HE B

KA HIR

=~

Free5GCNatGatewayQ1:
type: tosca.nodes.AWS.Networking.NATGateway

AWS. BX®, NATGateway
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requirements:
subnet: Free5GCSubnetdl
internet_gateway: Free5GCIGW
properties:
type: PUBLIC
eip_allocation_id: eipalloc-12345

AWS.Networking.Route

BALEL—MEATR , ZTRUFBEREEHS NAT WXXEBOYBRRIR , R8BI < B
BREERA,

187

tosca.nodes.AWS.Networking.Route:
properties:
dest_cidr_blocks: List
requirements:

nat_gateway: String
route_table: String

&M
dest_cidr_blocks

IPv4 B B BRI B BB IR,

PE 2
KR HR

nat_gateway

AWS . Networking., NATGateway¥i 25| o

ME 2

KR FHH

AWS.Networking.Route 130


https://docs.aws.amazon.com/tnb/latest/ug/node-nat-gateway.html

AWS 15 ML AR RAriEmE

route_table

AWS Networking, RouteTable¥ =25,

=~

Free5GCRoute:
type: tosca.nodes.AWS.Networking.Route
properties:
dest_cidr_blocks:
- 0.0.0.0/0
- 10.0.0.0/28
requirements:
nat_gateway: Free5GCNatGatewayQ1l
route_table: Free5GCRouteTable

AWS.Store, SSMParameters

A LAEE AWS TNB €2 SSM 23, £ SSM S EE SSM HelER , FLL AWS TNB M
3RB|ID AEIR. HEME— NSD BERKFLHMA RS A KOIeT , XA IESHRERES

187

tosca.nodes.AWS.Store.SSMParameters
properties:
parameters:
name: String
value: String

tags: List

name

ssmBHENEH. RAUTKR : A"[a-zA-20-9]+[a-zA-20-9\-\_]1*[a-zA-Z20-9]+$
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BN SN B ML D T 256 NFH.

PE 2

KE : FHEH

value

ssm EMNE, EAATERNZ—

- WF&ESIAWE : "[a-zA-Z0-9]+[a-zA-Z0-9\-\_]*[a-zA-Z0-9]+$

o XTFESEIA : N\$\{[a-zA-Z0-9]+\. (properties|capabilities|requirements)
(\.([a-zA-Z0-9\-_]+))+\1$

« XNFHAEIA : N\$\{[a-zA-20-9]+\. (name|id|arn)\}$

BANSHNELTNT 4 KB,

tags

AT AR ANE SSM BHERFRZE,

gt

SampleSSM
type: tosca.nodes.AWS.Store.SSMParameters
properties:
parameters:
- name: "Namel"
value: "Valuel"
- name: "EKS_VERSION"
value: "${SampleEKS.properties.version}"
- name: "VPC_ID"
value: "${SampleVPC.id}
- name: "REGION"
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value: "${AWS::Region}

tags:
- "tagKey=tagValue"
> =+
BRAT R

79 NSD 1 VNFD E X T K.

« AWS, HookDefinition.Bash

AWS .HookDefinition.Bash
E M — AWS HookDefinition in bash.
1BE

tosca.nodes.AWS.HookDefinition.Bash:
properties:
implementation: String
environment_variables: List
execution_role: String

B

implementation

HEHTENHMBEMER, XS R : . /hooks/script_name.sh

KH : FHFH

environment_variables

44 bash FIAMNIRETE, FHALTHER : envName=envValueFALUTENRERER :

« WFRESIBAME : "N[a-zA-Z0-9]+[a-zA-Z0-9\-\_]*[a-zA-Z0-9]+=[a-zA-
Z0-9]+[a-zA-Z0-9\-\_]*[a-zA-Z20-9]+%

o WFEASIA : Na-zA-Z0-9]+[a-zA-Z0-9\-\_]1*[a-zA-Z0-9]1+=\$\{[a-zA-Z0-9]+

\.(properties|capabilities|requirements)(\.([a-zA-Z0-9\-_1+))+\1}$

BRATR
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s WNFHASIH : AMa-zA-Z0-9]+[a-zA-Z0-9\-\_]1*[a-zA-Z0-9]+=\$\{[a-zA-Z0-9]+

\.(name|id|arn)\}$

#{® envName=envValue WEZFESUTIRE :
o REAZEE,

- envName LAF & (A-ZH a-z) ¥F (0-9) Fk,
HRETEZHWFALFTFERUT AWS TNB REXEF ( FXIDKNE)

+ CODEBUILD
+ TNB

+ HOME

+ AWS

'&_o

B : A123-45xYz=Example_789

RKH : HIX

execution_role

EHRITHAE,

KH PR

el

SampleHookScript:
type: tosca.nodes.AWS.HookDefinition.Bash
properties:
implementation: "./hooks/myhook.sh"
environment_variables:
- "variable@l=value@l"
- "variable@2=value@2"

execution_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleHookPermission"

FNETE ( §4 envName =envValue ) %D TF 128 NER,

A[LA7E envName #l envValue REAFEHENFR (A-ZH az) . BF (0-9) MEEKRER

AWS.HookDefinition.Bash
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AWS TNB PR Z %

TEEAWS REFZE, fFANAWS FF , BAUZRT LT HNREASHLZEHRBEALNERMHY
BOBEHROMMERN,

ZERNA AWS WHERE. TEHRBENREHERNZNREENZPNRZ MK

« TRE — AWS ARKFEZRIZIT AWS RSEIEM I AWS Cloud, AWS &R ERE AT L%
EEANERS. FERAWS ST RIEATHEAITKEN - , B=FFITIEHNAMBLIER
NZEHNERE, BT HERT AWS Telco Network Builder B E# 1K |, HSHAWS ZEM it
XX 5 KEERAWS BRSREA TR,

« DIREE-BHNRERSERAN AWS BSRE, EEFENEMRARNT , SFENHFHHR2
., BRANERANERREREN,

AT BN T HRAEGEF AWS TNB BTINAIRLA 2 BRIEME, UTEERLERNARE AWS
TNB AR BN R MAMME B, SEF2T NAERRME AWS B2 RBEHLLEARE AWS
TNBAR.

o=

« AWS TNB FHHITER

- AWS TNB K 54 5 B £

- AWS TNB EM MK IE

« AWS TNB F Ry

+ AWS TNB R BRIEHE 2

* IMDS hRA

AWS TNB IR R

72 AWS HEREERER T AWS BEMJZERFFHBBERF . WARBERFR AWS |, ATKRFIEZ
TAENERNESIKEM RN AWS Cloud, BAFEPNEERHEMEN EWABETNES, BERN
REFERAN AWS RS NEL2BRENEEES. BXBERVINEZER , BSHBERLENLR
B, AXREBNBERFHESR , H2H AWS Security Blog £#) AWS Shared Responsibility Model

and GDPR BE&XE,
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HFHEERF L , RIONEBEUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
REWEBIE AT AR EIE

s NENMNKFFERZESHRIE (MFA)
« FAF SSL/TLS 5 AWS BREE. BAERFER TLS 1.2, B TLS 1.3,

- EAIRE API M A P&z B& AWS CloudTrail, <A CloudTrail lRERIIR AWS SEFRIEE
EZRAWS CloudTrail A g FRIEA R CloudTrail R,

- £/ AWS MEZEBRATRUKRHEFHNAERINZSE2H AWS RS,

- EABREERLRS ( HlI Amazon Macie ) , EBBI T RIMRI F44E Amazon S3 FFRVEUR

. MBHE AWS BEIHSTRER AP #THANEEER FIPS 140-3 BIFMMEMER | BER
FIPS s R. BXAAM FIPS mRNESZEE , B5H (XEBKRIHEELERE (FIPS ) 5 140-3
WR» https://aws.amazon.com/compliance/fips/o

BIBNEYNFNEREERBBERS (MEEF N B FR4iti ) RARESHBHERNXAFEER
(WMEBHRFER) ., XBIELR AWS RS FEHEFIE, API 5 AWS TNB s E b A5 4ERt. AWS CLI
AWS SDKsTEA T EMWRLHE BHBERANAFTEPAANTALRERTELATIHIRRZHTAE.
MBEEAIRSERRMA URL , BBRIBWETEE Mt I EEIEE S RBIEXN ZRFS /I ER,

HAEL 2

WMIRKA AWS Tk PR, AWS TNBLFEHNBUEIRIC MBI , FFEMNEMAERDHIER, MREE
90 KNEFEE AWS 1K, AWS TNB 21k EBRNIE, 120 X/5 , AWS TNB $FKk X il B 1R 69 3
o AWS TNB iE 24K IE R K R 4& H I BR IEH R BLB R &,

YIRS

AWS TNB SN R ERSHHMERSKERH TN , MAESTHTEAEMGEE, X7inzEd
B3t 1TH AWS Key Management Service,

& 5 P N &R
AWS TNB A& RERS (TLS) 1.2 {RIP 4 5 K AT A 3R,

AT MBENELREERR P iR B HEE.
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HEMWERERTL

AWS TNB it ER RN THRrEFF AENEURLE R (VPC) . FIERHE AWS TNB REHEE AWS
MER , FoBREERN. SNELRESHEEF iR ANERELSERMER,

AWS TNB By & 13 71/ 0] & 128

AWS Identity and Access Management (IAM) AWS fR$s T #EIEE R T2 2R HIX AWS &R 5]
PR, IAM B 5 R H1E AT SUH 1T BRI ( BF ) M\ (AR ) F£H AWS TNB BiR. &R
£ IAM AWS RS , TEX TN,

"N

)

PN

5/ 5 #1175 HRIE

- EARKBEERR

« AWS TNB fI{A5 1AM &4

« T AWS elco Network Builder & F & 13 1) 5K B R~ 51
HEBR AWS B85 M 44 B 28 & 10 17 [ A BR B FE

KK

R

BRI EH H X AWS Identity and Access Management (IAM) Ri&H AR :

- RSAF  WREBFTEHEINEE , BMNEERLERNR (ESHEER AWS BEMK LR S 1A
7 (A A PR A FE )

- RSEER : BEAFHENRHARINRER (EFSHEAWS TNB 15 IAM &1E)

« IAM BEER . EATERFRNRIKE (ESHET AWS elco Network Builder EF B 17 HI B T
Bl)

£ & 02 1T & IR AIE

SHRIERE AWS FRAFHEIEZRN AN, BLTL IAM AF FH3TH AU AWS IKFRA
P, EBETEE IAM Ae#1TE ORI,
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ST LAME ISk B 54 RAVIEPH AWS IAM Identity Center ( 51#0 ( IAM Identity Center ) , B S&FKE
B UEE Google/Facebook iEF , MERE H M B R, BXBRNELZER , 5251 (AWS Ex AF
) PO EREN AWS IKF,

NFmIEFE , AWS R4t SDK # CLI RN BFREITMBHLEER, BXEZEER , H5H (IAM AFiE
) PHEAT APLERBAWS EEMRA 4,

AWS Tk 7 root B

BIEE AWS K7, BRALE—1NEN AWS K/ root AFNERSH , ZEHATUTLFEMERIR
AWS RS MR R, BRIMBENEBWABCERARAFETEEES. EXEFERAFRILENGES , BEH
(IAM FiFiERE) RVEZERA S FIENES.

BRE 5140

FERBERXER , ERAKRRAFERES M RHAENERS B ORI 88 AWS RS ERAIGRHER#HITH
Al

REBMREXRBENDIER, Web HA1RHEA A Directory Service , & AWS RS ERAX%
BESMRNERHTHRNAF. KESORATREMBNEENAR,

EEFERHRNE , BiUFEHA, AWS IAM Identity CenterBXEZER , BSH (AWS IAM
Identity Center AF1EF) H RV 4= |IAM Identity Center ?

IAM A P &F4A

IAM AP RMENMNARRNARFEERENRN — 1540, BUERAENEIE , MIEEFKHPEIL
B IAM AP, AXEZER , B2H IAM AFERETHNERARASEAS O RHAENRS S HRIE
F 8 AWS i I B UE B AT 5 ] o

IAM A3 8E—A IAM AF , ETERMMNAERF#TNREE, BXEZEE , H5H (AM A
FIEREY i IAM B SR =46,

IAM B

IAM BEREERENRNEH , TREREILE, SALUESMNEF RS IAM &6 (284 ) R
TR AWS CLI 2 AWS API RERRAAR, BXEZEER , B5H (AM AFERE) PHEFAE
5%,

IAM Bax TBREAFIFR, IG8T IAM APXER, BKFiER, BRSHRELRE Amazon EC2 £iE
THNAEFEEER. BXEZEL , B3H (IAM BFEE) B8 IAM R HEIK F &R 5 1E .
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AWS SR RE A
£ A R EE 177 8]

EREL AWS B el 2 RS EM IR AWS SRR FERZEFFHHRNR. REELTESHR
RFEREKETNER, AWS EEZERARHERMITAXLERER, KSHERBELL JSON X AWS £
A FEEP. BX JSON KBXHENESEE , F2H (IAM B EmR) F 8 JSON KR,

EERAERARE , B E A E AR B LS4 TR BRLE R RN T HRLEREREEERNIE R
/
Ao

RABRT , ARFNAERENR, IAM EERE IAM REFHREFBEEH  REAFTNUE
EXEAE, IAMRKBEXNR , SHITREMANG ETLR.

ET 508 R

ETHMNRBREMMBSH A/, ARNAR ) B JSON NRKMIAY, XEREIZH S5 7
BHATH ARE, MBERFEHRITUAREMLAFZATHT. ETHOMCIRETSONEE , §5H
(AM BiFfEr) PEAEFEEREERE L BEN IAM IR,

ETEMIRBEAILRARRE ( EERAZNENGHP ) EERE (OIS HHHIRLE
i) o BTHRIOAERERMARKEKR 2 BRITER , H2H (AM AFERE) PHEREXRKS
MR R BE 2 B TR,

BT HIRM R

E T HIRAVREEZ M NEFIRA JSON KX, P2 IAM BBEERKMN Amazon S3 1761
K, EXRETHRNRBIRS T , REEERJUERCNREFHIBFERRNL R, ELME
ETRIFH RS P IEE £ 4,

ETRFNRERNMTIZRSPHRNKERKE, ETREETRRNKBEHERM IAM P AWS EX
A&

HREgRE
AWS X HMREER  XEFHERAAUREFENNRBEERERFHRANR

- NRIIR - EEETEMHNRBIURT IAM REHNRANR. BEXEZELE , E5H (IAM AF
B FH IAM SEEHBRD R,

o IRSIEFIZKRE (SCPs)-EHFIEELALARAL LM HZE AR AWS Organizations, EXREZER , B
25 (AWS Organizations A5 HY ARSI IR BE

o BWIRIEHKERE (RCPs)-ZEKF R RFENHZRATANE. BXEZEL , B8SH (AWS
Organizations FIF /) HPHERZEFIFKE (RCPs).
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AWS 15 ML AR RAriEmE

- 2ERK - ENACTRSAF RGN SER , FASBEENERRE. BXESER , BS
5 IAM BF$ER) PR EERE,

S REERE

S MNREMNRBENA T —MERE , ERNNREMERNEIER, BETHRELSR SRR
WA AWS BER B AWER , HSH IAM AP EEHR I ERRITEEE,

AWS TNB Al & IAM & 1€

EER IAM EEX AWS TNB BWiARIRPR 281 , 5 7 A WL IAM IhEER A F AWS TNB,

A 5 AWS Telco Network Builder Bt & AH |

IAM Zh&g AWS TNB X #
ETSHOHER =
E T RIRA R e
REgRIE =
RE§ IR =
REE SRR =
ACLs )
ABAC ( RBH RV ) =
[LNEaAN =
F AR =
BREAE &
REXEKAE B

ELME T # AWS TNB fMEHM AWS RFZMTS KRS IAM EEE S EH |, B2 IAM AP ERTH
5 1AM BE&ERBAWS RS,

AWS TNB T 5 1AM &1 140
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TNB ET 57K AWS

XBETHEHRE : &

ETEHNRBETMMESZH (0 IAM AF, AFASAE ) B9 JSON RRREE A, XLRE
EHEIRFMASAEMPRA TN BERRTHBERE, ETHRNTOEZRET HHRRE  FSH
(AM FiFiEE) FNEATmEEARKE L BE X IAM RIR,

BEMEA IAM ETEHRHNEKRE |, BUEERATFSRIELNRENTRARAGFRIELBRENTYE. E
THTE JSON KEEHFEHAMNMETE , B5H (IAM BAF$ER) FH IAM JSON EETESI A,

TNB EF 5 BUER =6 AWS

EBE AWS TNB ET 5K RAE , ESH. T AWS elco Network Builder EF & 19 # 5 #& 7R~ 4l

TNB HZB AWS E TR BRIBEE
TRETFRENER . &

ETRIFHREE M N FRAY JSON RN, ETRFMNRENRESHE IAM ABEEREM
Amazon S3 FEMERE, EXHETRARNKBHERES T , RSEEA AUERACIREFHNBER
REVTAR. X FTHEEPHMNRBEH TR , RIEEIEEEET X 2R FRRATWLEREUAREFLEMH
THIT, BUFEETRENREFEEETE, ZRATUEEKS, AF, A2, KBRS AWS
RS o

ESABK/ER , SR CHENKSHEMBKS R IAM XEEEAETRRNREHINEE. B
XEZER , FEH (AM AFER) PR 1AM FEEK S R IR R

AWS TNBH RT3
TRERIZE: 2

EIE R A LAER AWS JSON REERIBEW ARG RMF L. HHRYN , BN EAEATLIMT AR RINITER
E , UREMF ARG THIT,

JSON HMEH Action TEMAAATERKF AT RIELLRHNRE, ERBKPISHREARTR
ITREIRERRR,

EEE AWS TNB 2EFIR | ES5H (RSENSE) H8 T AWS elco Network Builder E X B¢
1Eo
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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AWS TNB Y REGIREERFBIEANTRIR

tnb

EEEMEAPIEESIERE , BEAESHENRT.
"Action": [
"tnb:CreateSolFunctionPackage",

"tnb:DeleteSolFunctionPackage"
]

WA LAERBES (*) BESMEE, HlI , BEREEUEFE List FFANMARE , SFUTE
=

"Action": "tnb:List*"

EEE AWS TNB ETBHHREHRAE , 5. T AWS elco Network Builder EF & 13 #Y 5 B& /R4l

AWS TNB B BUER &R
THERTR 2

EIE R A LAER AWS JSON REERIBEW ARG RMT L. HHRY , BN EEATLIF AR RINITER
E , UREFARHETHIT,

Resource JSON REETEIEEZRENARFEN —IHZ IR, FRAZEREK , BEMAE Amazon
RFEEW (ARN ) BERK, NTAERRENRONEE  FEABER () EREINATHER
o

"Resource": "*"

EEE AWSTNB RRERE K EHFIEK ARNs |, HSH (RFZTNSE) HH T AWS elco Network
Builder E X RIR, BT RG] AR MLRIERIEESHEIRN ARN |, i5ZE AWS Telco Network
Builder & L BV #21E,

EHBE AWS TNB ET 5K RAE , ESH. T AWS elco Network Builder E T & 19 # 5 #& 7R 4
AWS TNB B9 R BE 244 22 4H

XBBETRSHRBERMGE : B
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awstelconetworkbuilder.html#awstelconetworkbuilder-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awstelconetworkbuilder.html#awstelconetworkbuilder-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awstelconetworkbuilder.html#awstelconetworkbuilder-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awstelconetworkbuilder.html#awstelconetworkbuilder-actions-as-permissions
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EE R WLAER AWS JSON REERIEEEERRIBEMF L, 2R , BN EETUANT AR FERITER
B, UREF ARG THIT,

Condition TERBENNFRHEEEBVMERIT. EASGIRBERAZEZERN (H0, ST
T ) WERHRER , MERBPNFEEERPNERTE. EEEME AWS 2RFHE , F5H
IAM AP EREPHAWS £ F5%H4 £ TXHER.

EEE AWS TNB RU4ZPIER |, BHSH (RFENSE) BH T AWS elco Network Builder B 54+
B, BETHBUAMERFARENIREMNMEIR , 1525 AWS Telco Network Builder E X By #{E.

EEE AWS TNB ETBHHREHRAE , 5. T AWS elco Network Builder EF & 15 #Y 5 B& /R4l

ACLs 5 AWS &
X3 ACLs : &

mEEH SR (ACLs) ZHIMLERIEA (KPKA, AFSAR ) ARBRTR. ACLs SETRIFER
REERL , REEAAEA JSON RN,

ABAC #1 TNB AWS
¥ ABAC ( BB ) - 2

ETEMEOHRMNRES (ABAC ) R—MEDRE , ZRBETHNIREMEERE LRR. BTN
FHRZHIINE] IAM SKEF AWS IR |, RE1R1T ABAC REEUATEZERANGESRIR LHIRET
BL AT BETTHRAE

EETHRZEEHE IR , BEEMFEAH aws :ResourceTag/key-nameaws :RequestTag/key-name
aws:TagKeys R4 EBERBNRHTEPRUERZER.

MRENBRSEN TEMBERREBIFMAX =GR , IXT RS  ZENR. NREMRSN
NTHDFRREIESMEX=FM4R , NZENTD.

BEX ABAC WEZER , H#5H (IAM AF#ER) FWERA ABAC BINENNRE, EEFIRE ABAC
SHRNHEE , B3R (AM AFER) PREAETEMMNIHRIMNRZES] (ABAC) .

£ AWS TNB A {5 A i BsHE P
TERIGEHEILE : 2

ISEHE BRI AWS BREHFENR , HERELFERKS NI RA I B BIEN,
AWS BWZBHRERKIGEHER , MAREAKBPIHAZHH, EXEZEE , B55H (AM AFE
) K IAM PR IGR 22 EERER IAM . AWS RS

AWS TNB T 5 1AM &1 143


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awstelconetworkbuilder.html#awstelconetworkbuilder-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awstelconetworkbuilder.html#awstelconetworkbuilder-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awstelconetworkbuilder.html#awstelconetworkbuilder-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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TNB B BRSS £ & AWS IR

TEEXBEAE (FAS) | 2

BRIpE2E (FAS) A B EEAINER AWS IRSS , Bl L AWS BRSS [ T RS R HFRNE
Ko BXRAH FAS ERIFHERMEIFE , BSRERERLE,

AWS TNB WIRF A&
xEFERSAE . &

BRSAGRHE-TURSFSEME. KREWNITREN IAM S, 1AM EE R AJBE IAM R 612, 1S3
BREESAEE, AXESZER , 2R (AM AFERE) FHEIER AWS RSZERENEE,

TNB By AWS IRSHEXAE
XEFERSHEXAG &

BSHAXAGR—PHEEINEBRSAR. AWS BRSRSAUKARKRERTREN A, RSHEX
AEHAEEHND AWS IKF |, HBARSAE. IAM EERATUEEETEEBRSXEKABHR
PR

T AWS elco Network Builder EF & 1989 KBS Rl

BABERT , ARFNARLTRAESEHR AWS TNB #iR. ERTFRAPXAETRIITERENN
PR, IAM B3 & AT LA 1AM 5K RE,

BT RUMAERXL RG] JSON REXHEGIEZET IAM HHNEE , E56 (IAM AFiERE) P8l
2 IAM KB (258 ) .

BXAWS TNB EXNHRENRFRE (BB EREHNENX ) WIFEHAESR , 555 ( ARNs
ZENSE) FH T AWS elco Network Builder B2 /E. BIRMEHEZF4A,

P
. EMBERE

- £/ AWS TNB %I &

« RSB E T

. REAFEEMNECHRE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awstelconetworkbuilder.html
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REERIEREK

ETHENNERBRET XRARBUUEENK, P, HRZEMER AWS TNB R, XERETEE
S AWS IKPFERAE, tIERREEE T H DR  FHERATERMER

- FTIREER AWS RE R F RO RENRNE — BFMAAFMITERRR TR , SEANTS
FIRAGIRTRRNAWS REREE, ENEMRNRARITR AWS IKF, FITZVEET E LEXS
BRI AWS ZEFRERBRAE-TBINR. BXESEE , HZH (IAM AFERE) F/Y
AWS FEEREH TFRAENAWS FEE KK,

- NMARENR : E£EH IAM REERENRE | BEBEFRITESFENNR, Atk , BALUE XL
ERERGTUIUNBERFRRITHRE , SR NRKENRIEFTT, EXEH IAM BMANRHNESE
B, BZHE (IAM AFErE) R IAM F YR B FIXER .

« £/ IAM RKEE PR S AREt — SRR TA R AR 4R LA [ 3R R 7SO0 5 A4Sk PR il 3 R A R R B9 8 o
Bt | AR E R MR RIEELAER SSL RIEFTAEER. NMRBSRERBIREN T AE
FARY , Tt A] BAGE A S AF SRR T X BRSSRAFRY 5 RI AR AWS BRSS |, Bl CloudFormation, BXE
ZiEE , B2 (AM AFER) S8 IAM JSON KBTS : &t

« £/ IAM Access Analyzer B iEER IAM Kl , UBRN R L2 MEMIOEEM : IAM Access
Analyzer 2K IEF REEMIM B KR , LIBERBERAS IAM KBIES (JSON ) M IAM HESE
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEI , URBEHER S BEEMEN
K, BXREZELE , BF2H (AM AFER) FREA IAM Access Analyzer KiiE KB,

- FRZEHFHRIE (MFA-OR AWS KFENZRFE IAM AFSRAFS , BEA MFA UREZR
2, EEFTIRAA AP BEREE MFA | B MFA XGRS MEEHEET, BXxEZER |, 52
# <IAM A F8R) RIEA MFA 4RI API 1715,

BX IAM AN REIRNESELR , H2H (AM AFER) $1 IAM AR £ HEXEK,

58 AWS TNB &l &

E5A] AWS Telco Network Builder #2#1& |, X4 ME —HARENR, XENRAMAFES HIE
EBXREAWS IKF B AWS TNB BIRHIFMAEE. MEAEBEMLENRENBEANENET G
KB, NTHMT ZRBEWEE (ARRAR)  BHASNLEEMBPEEZT.

X FARFA AWS CLI X AWS API SR, BEFAEREFKEZHFHESNR, R , IRFHREH
ZHMITHY AP RVEME LB RV IR 4F
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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RS £ B R B R A

EREEBR , BHEHEE AWS TNB ERHEMNMBRISEIRE N CIENER. BXTE IAM RESAE
K NZERKE | LAY AWS TNB RGN ME LR EEHEE R TR,

IAM R B 1F AWS TNB REREBEARR , LALLM EBENNE, MREBERSAE ,
AWS TNB SR 1ZAERNEIL,

ERLMER IAM RS IS ACRENRKRE. AXUERSACHNESEE , BSH IAM AFE
MPHEAEUE AWS IRFEZEIR R,

AWS TNB [R5 A&

ERFEAMBNRE |, B LMERNEER 012 AWS TNB BSAGBFSHIEMLS AWS TNB, AR
fUF AWS TNB B EMARS |, i Amazon Elastic Kubernetes Ser CloudFormation vice Amazon
Kubernetes Service , RGN MEE EFTEMERIRHE , FHIRE NSD A E N EEMNEINEE,

BINEWEN AWS TNB RS ABERUT IAM BeMEERK, E4H8/ D LREHNREEN | Fid
£, AWSTNB ATREL AN , RF “HEIHIEL" $Bix | FTooE 7 B M IRHY KB A AR BREY R IR

UTRBETRT TAWS NB RS HEBKRRE

JSON

"Version":"2012-10-17",
"Statement": [

{
"Action": [
"sts:GetCallerIdentity"
]I
"Resource": "*",
"Effect": "Allow",
"Sid": "AssumeRole"
}I
{
"Action": [
"tnb:*"
]I
"Resource": "*",

"Effect": "Allow",
"Sid": "TNBPolicy"
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"Action": [
"iam:AddRoleToInstanceProfile",
"jam:CreateInstanceProfile”,
"iam:DeleteInstanceProfile”,
"jam:GetInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:TagInstanceProfile",
"iam:UntagInstanceProfile"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "IAMPolicy"

"Condition": {
"StringEquals": {
"jam:AWSServiceName": [
"eks.amazonaws.com",
"eks-nodegroup.amazonaws.com"

}I

"Action": [
"iam:CreateServicelLinkedRole"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "TNBAccessSLRPermissions"

"Action": [
"autoscaling:CreateAutoScalingGroup",
"autoscaling:CreateOrUpdateTags",
"autoscaling:DeleteAutoScalingGroup",
"autoscaling:DeleteTags",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeAutoScalingInstances",
"autoscaling:DescribeScalingActivities",
"autoscaling:DescribeTags",
"autoscaling:UpdateAutoScalingGroup",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
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"ec2:CreateLaunchTemplate”,
"ec2:CreateLaunchTemplateVersion",
"ec2:CreateSecurityGroup",
"ec2:DeleteLaunchTemplateVersions",
"ec2:DescribeLaunchTemplates"”,
"ec2:DescribelLaunchTemplateVersions",
"ec2:DeleteLaunchTemplate”,
"ec2:DeleteSecurityGroup",
"ec2:DescribeSecurityGroups",
"ec2:DescribeTags",
"ec2:GetLaunchTemplateData"”,
"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"ec2:RunInstances",
"ec2:AssociateRouteTable",
"ec2:AttachInternetGateway"”,
"ec2:CreateInternetGateway",
"ec2:CreateNetworkInterface",
"ec2:CreateRoute",
"ec2:CreateRouteTable",
"ec2:CreateSubnet"”,
"ec2:CreateTags",
"ec2:CreateVpc",
"ec2:DeleteInternetGateway"”,
"ec2:DeleteNetworkInterface",
"ec2:DeleteRoute",
"ec2:DeleteRouteTable",
"ec2:DeleteSubnet"”,
"ec2:DeleteTags",
"ec2:DeleteVpc",
"ec2:DetachNetworkInterface",
"ec2:DescribeInstances",
"ec2:DescribelInternetGateways",
"ec2:DescribeKeyPairs",
"ec2:DescribeNetworkIntexfaces”,
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroupRules”,
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DetachInternetGateway"”,
"ec2:DisassociateRouteTable",
"ec2:ModifySecurityGroupRules",
"ec2:ModifySubnetAttribute"”,
"ec2:ModifyVpcAttribute",
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1,

"ec2:AllocateAddress",
"ec2:AssignIpv6Addresses"”,
"ec2:AssociateAddress"”,
"ec2:AssociateNatGatewayAddress",
"ec2:AssociateVpcCidxrBlock",

"ec2:CreateEgressOnlyInternetGateway",

"ec2:CreateNatGateway",

"ec2:DeleteEgressOnlyInternetGateway",

"ec2:DeleteNatGateway",
"ec2:DescribeAddresses"”,

"ec2:DescribeEgressOnlyInternetGateways",

"ec2:DescribeNatGateways",
"ec2:DisassociateAddress"”,
"ec2:DisassociateNatGatewayAddress",
"ec2:DisassociateVpcCidrBlock",
"ec2:ReleaseAddress",
"ec2:UnassignIpv6Addresses",
"ec2:DescribelImages",
"eks:CreateCluster"”,
"eks:ListClusters",
"eks:RegisterClusterxr",
"eks:TagResource",
"eks:DescribeAddonVersions",
"events:DescribeRule",
"iam:GetRole",
"iam:ListAttachedRolePolicies"

"Resource": "*",
"Effect": "Allow",
"Sid": "TNBAccessComputePerms"

"Resource": "*",
"Effect": "Allow",
"Action": [

1,

"jam:PassRole"”

"Condition": {

"StringEquals": {
"iam:PassedToSexvice": [
"ec2.amazonaws.com",
"eks.amazonaws.com",

"eks-nodegroup.amazonaws.com",

"events.amazonaws.com",
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"autoscaling.amazonaws.com",
"codebuild.amazonaws.com"

"Action": [
"codebuild:BatchDeleteBuilds",
"codebuild:BatchGetBuilds",
"codebuild:CreateProject",
"codebuild:DeleteProject",
"codebuild:ListBuildsFoxProject",
"codebuild:StartBuild",
"codebuild:StopBuild",
"events:DeleteRule",
"events:PutRule",
"events:PutTargets",
"events:RemoveTargets",
"s3:CreateBucket",
"s3:GetBucketAcl"”,
"s3:GetObject",
"eks:DescribeNodegroup",
"eks:DeleteNodegroup",
"eks:AssociateIdentityProviderConfig",
"eks:CreateNodegroup",
"eks:DeleteCluster"”,
"eks:DeregisterCluster",
"eks:UpdateAddon",
"eks:UpdateClusterVersion",
"eks:UpdateNodegroupConfig",
"eks:UpdateNodegroupVersion",
"eks:DescribeUpdate",
"eks:UntagResouxce",
"eks:DescribeClustex",
"eks:ListNodegroups",
"eks:CreateAddon",
"eks:DeleteAddon",
"eks:DescribeAddon",
"eks:DescribeAddonVersions",
"s3:PutObject",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStackResources",
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"cloudformation:DescribeStacks",
"cloudformation:ListStackResources",
"cloudformation:UpdateStack"”,
"cloudformation:UpdateTerminationProtection”,
"ssm:PutParameter",
"ssm:GetParameters",
"ssm:GetParameter",
"ssm:DeleteParameter",
"ssm:AddTagsToResouxce",
"ssm:ListTagsForResource",
"ssm:RemoveTagsFromResource"

]I

"Resource": [
"arn:aws:events:*:*:rule/tnb*",
"arn:aws:codebuild:*:*:project/tnb*",
"arn:aws:logs:*:*:log-group:/aws/tnb*",
"arn:aws:s3:::tnb*",
"arn:aws:eks:*:*:addon/tnb*/*/*",
"arn:aws:eks:*:*:clustexr/tnb*",
"arn:aws:eks:*:*:nodegroup/tnb*/tnb*/*",
"arn:aws:cloudformation:*:*:stack/tnb*",
"arn:aws:ssm:*:*:parametexr/tnb/*"

1,

"Effect": "Allow",

"Sid": "TNBAccessInfraResourcePerms"

"Sid": "CFNTemplatePerms",

"Effect": "Allow",

"Action": [
"cloudformation:GetTemplateSummaxry"

]I

"Resource": "*"

3,

"Sid": "ImageAMISSMPerms",

"Effect": "Allow",

"Action": [
"ssm:GetParameters"

]I

"Resource": [
"arn:aws:ssm:*::parameter/aws/sexrvice/eks/optimized-ami/*",
"arn:aws:ssm:*::parameter/aws/service/bottlerocket/*"
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},
{
"Action": [
"tag:GetResources"
1,
"Resource": "*",
"Effect": "Allow",
"Sid": "TaggingPolicy"
},
{
"Action": [
"outposts:GetOutpost"
1,
"Resource": "*",
"Effect": "Allow",
"Sid": "OutpostPolicy"
}
]
}
LTFRBERT AWS TNB BRS SRR
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "ec2.amazonaws.com"
},
"Action": "sts:AssumeRole"
},
{
"Effect": "Allow",
"Principal": {
"Service": "events.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}I
{
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"Effect": "Allow",
"Principal": {
"Service": "codebuild.amazonaws.com"

3,

"Action": "sts:AssumeRole"

},
{
"Effect": "Allow",

"Principal": {
"Service": "eks.amazonaws.com"

},

"Action": "sts:AssumeRole"
3},

{
"Effect": "Allow",

"Principal": {
"Service": "tnb.amazonaws.com"

3,

"Action": "sts:AssumeRole"

AWS T 5j# EKS 588 TNB RE5AE

LM IBIE NSD H 82 Amazon EKS BRAET , BMEEIRM cluster_role BHREERNEABNARK
B ER Amazon EKS £,

LT RBIERT —/N A Amazon EKS &R 61ZE AWS TNB RS A8 AWS CloudFormation &
o

AWSTemplateFormatVersion: "2010-09-09"

Resources:
TNBEKSClusterRole:
Type: "AWS::IAM::Role"
Properties:

RoleName: "TNBEKSClusterRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"

Statement:
- Effect: Allow
Principal:
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Service:
- eks.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyAzrns:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKSClusterPolicy"

BX{EH AWS CloudFormation X IAM BEHNEZE L |, ESHEAWS CloudFormation 18
EHRBTEHS :

« AWS::IAM::Role
o EIFHRER

AWS T 5 EKS 11 S4AH TNB RE A€

MR NSD H42 Amazon EKS T mARRAET , BEERM node_role BUEFRIEEFEABNA
&R ZEBR Amazon EKS T 54,

LT RBIERTH Amazon EKS 1 SAKREEBIZE AWS TNB BRSS A EH CloudFormation 1R,

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBEKSNodeRole:
Type: "AWS::IAM::Role"
Properties:
RoleName: "TNBEKSNodeRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- ec2.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyArns:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKSWorkerNodePolicy"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKS_CNI_Policy"
- 1Sub "arn:${AWS::Partition}:iam::aws:policy/
AmazonEC2ContainerRegistryReadOnly"
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- !Sub "arn:${AWS::Partition}:iam::aws:policy/service-role/
AmazonEBSCSIDriverPolicy"
Policies:
- PolicyName: EKSNodeRoleInlinePolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "logs:DescribelogStreams"
- "logs:PutLogEvents"
- "logs:CreatelLogGroup"
- "logs:CreatelLogStream"
Resource: "arn:aws:logs:*:*:log-group:/aws/tnb/tnb*"
- PolicyName: EKSNodeRoleIpv6CNIPolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "ec2:AssignIpv6Addresses"
Resource: "arn:aws:ec2:*:*:network-interface/*"

BXFEH AWS CloudFormation R IAM BEHNEZEE |, HSHEAWS CloudFormation 18
ERHUTEHS -

« AWS::IAM::Role
o EFHRER

AWS Multus ¥ TNB R A&

MIRIE NSD 82 Amazon EKS R H % 2N Multus /ERN SPEBIEIRM — o HTEEN , HIURM
multus_role BB ESEABNAERKEE Multus,

LR RBIERT A Multus SKE§ 812 AWS TNB RS A&/ CloudFormation 14,

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBMultusRole:
Type: "AWS::IAM::Role"
Properties:
RoleName: "TNBMultusRole"
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AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- events.amazonaws.com
Action:
- "sts:AssumeRole"
- Effect: Allow
Principal:
Service:
- codebuild.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
Policies:
- PolicyName: MultusRoleInlinePolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "codebuild:StartBuild"
- "logs:DescribelogStreams"
- "logs:PutLogEvents"
- "logs:CreateLogGroup"
- "logs:CreatelLogStream"
Resource:
- "arn:aws:codebuild:*:*:project/tnb*"
- "arn:aws:logs:*:*:log-group:/aws/tnb/*"
- Effect: Allow
Action:
- "ec2:CreateNetworkInterface"
- "ec2:ModifyNetworkInterfaceAttribute"
- "ec2:AttachNetworkInterface"
- "ec2:DeleteNetworkInterface"
- "ec2:CreateTags"
- "ec2:DetachNetworkInterface"
Resource: "*"

BXfER AWS CloudFormation {1k IAM BN EZEE |, i5ZFEAWS CloudFormation B 18

FAHHUTES :
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AWS HEMEE R ES AFEE
« AWS::IAM::Role
o IRFRHERIER

AWS 4o B HAERERH TNB RS AR

LM NSD MK HeEBEA LR EHENN , EFE—NRSASKRATELIENITE WS ERES
HYERSR,

® Note
ENEmARESRENE T AN EmARESNS A RITHIRE,

UTFRBERT —MREGEPEHREAE AWS TNB fRE A8 CloudFormation #1x.

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBHookRole:
Type: "AWS::IAM::Role"
Properties:
RoleName: "TNBHookRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- codebuild.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyArns:
- 1Sub "arn:${AWS::Partition}:iam::aws:policy/AdministratorAccess"

B X EH AWS CloudFormation R IAM BEHNEZEE |, HSHEAWS CloudFormation 15
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-using-console-create-stack-template.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-using-console-create-stack-template.html
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ARFAFEEMITE SRR

ZORBIGER T BRI R |, BV IAM AP EER MBI EAS B ONNERANEE R, R

DREEREE LBEA AWS CLI X AWS API U425 = 5E B LR AR IR

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"ijam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

BEBR AWS EB.{5 4% & X 25 B 10 F 17 18] X PR #
FRUTEERAEBECIHFAISEEERA AWS TNB # IAM B AT 8B EI 49 F W 3 &,

)

(7] &

:usernamel}"]
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AWS BSR4 8 AP s
« BRERIE AWS TNB FHITIETIRIE

« RFMINIT iam : PassRole

- BEATHEUABNA AWS IKF 15 R FKE AWS TNB &R

EITINE AWS TNB FHITIEIRE
MBEARKFEEIRIER | BPEAEMRTENRE | NS EFTEM AT ZRE,

% mateojackson IAM AR ZHERAEHAEETEEXEM my-example-widget BIRNIFHEFER ,
BFRHEEM tnb:GetWidget RS , 2K EUT REIEE IR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
tnb:GetWidget on resource: my-example-widget

FEHRBERT , Mateo FIRBELNMEFUATFEHMER tnb: GetWidget BIEGIR my-example-widget
J~ Iﬁo

MREBEEHE  FHRRALEMAWS EER, FHNEEARRHEZEILIN A,
RN IT iam : PassRole

MRERFFIRFEE , BRETRMITiam: PassRoleiRE | NMAAEFHEHN KRB U R T EFABE
#4 AWS TNB,

BE AWS S AT ERIEAGRKRZEAZES K MAREURFNERSALIBSAXBE, Ak,
Y MER A BLEERSHINER.

L& N marymajor Y IAM AP =i ER RS AE AWS TNB FHITHRER , 2 RENUT REEIR.
BR , BRELAERRSACAHRTFHNRT AIHTIEE. Mary FTEARARELEIIRSHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , DIAEFH Mary PR I1T iam: PassRole #1E,

MREFERY , FHRREN AWS EER, ENEERRRHBFREIEN A
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BEATFERUIB A AWS IKF H R FEE AWS TNB &R

ZAaR—1MAG , UMEAMKFPHNAFREALNANARTUERZAGKILRIEN TR, &7
BUEEEESEY , AURAAG, X TXHETRIFRAREIRTRZHSIER (ACLs) WIRS , BT
158 P IX L5 SR BE (0] ATV R T 173 (R 8 BY B R BV A PR

ETHREZER , BZRAUATREA :

- ETH# AWS TNB BEXIFX LR , BSHAWS TNB I{T 5 IAM &1E,

- ETHMMITEERCRENTRNIBEME AWS K | B35 IAM AP EET N R EREE AWS
TP %S —N IAM AP RS R,

- ETHRNAEE=FREXNEHERAGRNE AWS KF , BESH IAM AR ERTHREE=5E
HFER. AWS Ik

- ETHIMES S HERERIERMFRNR , F2H (AM AFER) PHAILINTSHRIEN
B ( BRBRERIE ) BETHRRER,

- ETHEAACNETRRNRBEHTEK,FEZBRNES , E5H (AM AFER) 1 1AM
Y B K P R R o

AWS TNB WY& #1538 Uk

ETHREBTRESAIURAEE , FSHAWS RS “REAIT XK DAEE"" , RFEFEEHRN
BHEMITR. AWS RS AXx—HKREE , BSHAWS &M HIAWS,

SALAE A FHE S A HITRE AWS Attifact, BXESELE , BSHHRMN “THERE FH - AWS
Artifact,

BEMFEA AWS RS RN ENRIERTENBIENSREYE, RLATMNEMNBRUARERNEENE
M, BXREEFEAFNNEARINESZFEE AWS RS |, FSHEAWS T4 4,

AWS TNB ##yzt4E

AWS £IREm 2R S5 AWS Xif aTAXMWEN. AWS XiF RESAMNERENREENTAX ,
XEJHAXKBEIKIER, SEHENSETRNINEERE, FATAHAKX , B LULITTREETARZ
BTt B SEIMARMEBRNBARFNEERE, SEENENS SN EEROEMZEAELE , TTH
XEEESHATRYE, FEEINATT B,

BXRAWS X MU AXNESER , FSRAWS £ IREM R,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/about-aws/global-infrastructure/
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AWS TNB 8k R AWS XEHE BB R (VPC) Y EKS S5 LE1TRRIMEIRS .

AWS TNB FREfREL &

ER—HEERS , AWS Telco Network Builder ZF| AWS £IKNEZLLHRF. HX AWS Z2 R
SR IE AWS RIPFEMIZENEES , BSHAWS =%+, EFAEMIEELZ SN RERERFRIZIT
&K AWS I8 | ES I S AWS ecurity Pillar Well-Architected Fram ework 5 B9 E4H1% fEAR T o

IERLAER AWS EXR T RY APl A FBE M 151R AWS TNB, BFRAMZIFUATAR !

- RREREMDIL (TLS ) . BINERER TLS 1.2, BIWUEA TLS 1.3,

- EERLMAERE (PFS) WHEIBEH , #lin DHE ( 58T Diffie-Hellman ) 5 ECDHE ( I B4 & b
¢ Diffie-Hellman ) o AZHIARE (W0 Java7 RESRA ) R IFXLEER,

THR-EREHERH

- AWS fimRI ¥ AWS TNB WA H |, B¥E .
o THERH ( tBFRHA Worker )
- NEBEIERE
- WEBAHZRIBMBEE
- TAWS NB R AEFHEED (API)
- AWS H#FF REH (SDK)
- BERERPECXY AWS RIFEM TEAREARHRINR , 25 (BEFRET )
- IAM A, 4E., BefER
- AT 776 TNB BER S3 771 AWS
- Hfth AWS IRSS FEARZFET AWS TNB B & H M 4& BR 55 1Y &7 IR
- BHRRARFRBE
- @Y AWS TNB BLEHM MERRS S HE P ik 2 B HiEE

/A Important
BRI RERE TR, ZIT R T ER R E @B AWS TNB BLEH MBS

EREMELE o


https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html

AWS {5 M4 4 R AR RAriEmE
MEEERERE

8@ AWS TNB B ERY W B RRSS L T &t AWS XKENEMHER (VPC) AN ITHE LA LiE
7. VPC B AWS ZHHEMME , ERITEABHALASEREEMEN, NEITTEXSzBENE
5 VPCs RIFHE AWS AR , T2BYEERMEH, —ERBRSBEESELERMATHLI M
#, EY AWS TNB N EE—XEETHREEF RENNERSHER— VPC, BT AWS TNB A
TREFEENMERSER— VPC REATEITERXA

BRI L RS FFimS AWS TNB RV E RS 2 AN EEELERMEZRH. AWS TNB FEEXL
T, BAORRFENEFIRERE,

BEY AWS EEEH A, AWS Command Line Interface (AWS CLI) AWS #1 TNB #9iE# AWS
SDKsE th %,

IMDS hix 2~

AWS TNB X #Z#RIBSE Bl T BIE RS AR A 2 (IMDSV2) ( —fE R SFEN G E ) BSEHl, IMDSv2 2
JEtE, EEE L2 IMDSV1, BXEZER , 15 Add defense in depth against open firewalls,
reverse proxies, and SSRF vulnerabilities with enhancements to the Amazon EC2 Instance Metadata
Service,

Boseflet |, AR IMDSV2, BXxEZ{EE IMDSV2 , 55 E Amazon EC2 B8R IMDSv2H
M fEA
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https://aws.amazon.com/blogs/security/defense-in-depth-open-firewalls-reverse-proxies-ssrf-vulnerabilities-ec2-instance-metadata-service/
https://aws.amazon.com/blogs/security/defense-in-depth-open-firewalls-reverse-proxies-ssrf-vulnerabilities-ec2-instance-metadata-service/
https://aws.amazon.com/blogs/security/defense-in-depth-open-firewalls-reverse-proxies-ssrf-vulnerabilities-ec2-instance-metadata-service/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
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5 AWS TNB

YRR 4 AWS TNB fMEM AWS SRS RN TSEM, TTAMNMENEZEARED. AWS AWS
CloudTrail 2% AWS TNB , EHIM AR HITIHRE , AEELSN B XEITH,

CloudTrail B FHFRAE XK ITHW TN #FMES AWS APls, B LUXLERAREN AEXEER®E
Amazon S3 #, BRI LAEFIX L CloudTrail BERBEKRIT 7 B/NEIE, PSR B BANER IP i,
WK IT 7T B AR ARIRIT T RIEEE,

CloudTrail BEBEH>x AWS TNB 9 API ##{EABAMELRE., et @8XkBIL L% EC2 FIL &%
EBS EiREZEA API RIENEE,

ER1Z %k AWS BERMKERKES APl HH AWS CloudTrail

AWS Telco Network Builder 5SAWS CloudTrail—IREZER , ZRSEREAF. ACRACFXEN
RER AWS IR iE%. CloudTrail ¥ AWS TNB WFFE APl HARRNEH. BRNAREERE
AWS TNB & & 1A AT T AWS NB APl R ENRKBREA. FERWERNEE CloudTrail , &7 LA
EM AWS TNB X HEYER, ZHERM IP i, XHBERWSEIAREAFEHER,

BIMNEHHATRBEBESEXRERBFRNARER. BHEEABTEHEUTRE !

- BREFARAFEIEIERAFPEIEREN,

- BHREABNKE IAM Identity Center AF & H,

- BREREFEAACERKREAFNBNZLEIERHN,
- BREGHHEMAWS RFKH,

CloudTrail & IZ2IKF AWS K~ BRHFEENIK S P T5ESNRES , FEER LB 3115 CloudTrail
SEILIER. CloudTrail E4AFIEREMTHE 0 RFRXNEBEHNTEST, AER. T
THEFTEMNIER, AWS REBEXEZER , 5 (AWS CloudTrail AFER) 8 “EH
CloudTrail EH A £12F", BEEENALIERAF CloudTrail itBEIFE A

ERFEIEFK AWS K 32X 90 RAMEH | BRI RIS CloudTrailLake EHBIEEME,

CloudTrail &&

BRER /LY CloudTrail ¥ B & X & % E| Amazon S3 FiE#E, EACIENABRIER AWS EE2F
A HEZXEN, BB ER AWS CLIGIZEAXERN S XHRER, B2i2S XERE ,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
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NG AR AWS X35 FVFTEES) . MREIZEXHRE , N RAREFREN AWS X
HHIERNEF. BRRIENEZESR , 5 H (AWS CloudTrail B #ERE) RN &R AWS I
P o2 R BRI 9 4 4R 6 B R ER

BEMERBER  SUERFEEHTHEERESHN — M EIREZ XS EM Amazon S3 1F4E1F |
{BE & UKHY Amazon S3 %t . CloudTrail 3 CloudTrail EMMHEZELE , HSHEAWS
CloudTrail E#to B Amazon S3 EMMHEE , S H Amazon S3 Eto

CloudTrail A EHHIEF#

CloudTrail LQ@ ak e AFEXNEHZTET SQL WEH, CloudTrail Lake HEF1TH JSON
BRI BB MR Apache ORC #3. ORC & —fhE JTIRER RBEH TR TN 76
BR. BHTFERAINEHHEFERET  CRETEEINARAESHERSZERNRZGNTT
THEHES, NATEHSEEHNEESATERFBESESHEEFEHTHESR, BX

CloudTrail Lake BWEEZ{E 8 , i5SHAWS CloudTrail 8B F A AWS CloudTrail Lakes

CloudTrail HHEHHEEHENERASTERA, AESHBEEMN , BB ERTEHK
BE#OVEMET, EMETURE T BRNEEEHNREE  UREHBREEENRIANZEKRE
Hl, B> CloudTrail EMWEZEER , HSHEAWS CloudTrail EfTo

AWS TNB B4R

SHRRKRBEMRENEMNER , SEBRAFERD AP EE, RENBHNEE, ERSHBEFDH
{55, CloudTrail BEXHARAH AP HRANEFHERRE , ALEHT2REMBERT LI,

LTRRBIERT —ANERiZCreateSolFunctionPackagei®4E CloudTrail BIE4,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:example",
"arn": "arn:aws:sts::111222333444:assumed-role/example/user"”,
"accountId": "111222333444",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111222333444:10le/example",
"accountId": "111222333444",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
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"userName": "example"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-02T01:42:39Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2023-02-02T01:43:1772",
"eventSource": "tnb.amazonaws.com",
"eventName": "CreateSolFunctionPackage",
"awsRegion": "us-east-1",
"sourceIPAddress'": "XXX.XXX.XXX.XXX",
"userAgent": "userAgent",

"requestParameters": null,
"responseElements": {

"vnfPkgArn": "arn:aws:tnb:us-east-1:111222333444:function-package/

fp-12345678abcEXAMPLE",
"id": "fp-12345678abcEXAMPLE",
"operationalState": "DISABLED",
"usageState": "NOT_IN_USE",
"onboardingState": "CREATED"
.
"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111222333444",
"eventCategory": "Management"

B CloudTrail FZEHNAMNEE |, 1555 (AWS CloudTrail BF 1)) T/ CloudTrail& &R E,

AWS TNB S EBF S
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://console.aws.amazon.com/servicequotas/home/services/tnb/quotas/L-81A3E723
https://console.aws.amazon.com/servicequotas/home/services/tnb/quotas/L-08069DBD
https://console.aws.amazon.com/servicequotas/home/services/tnb/quotas/L-3328748B
https://console.aws.amazon.com/servicequotas/home/services/tnb/quotas/L-C92FB107
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https://docs.aws.amazon.com/tnb/latest/ug/update-network-instance.html#update-parameters
https://docs.aws.amazon.com/tnb/latest/ug/update-network-instance.html#update-parameters
https://docs.aws.amazon.com/tnb/latest/ug/update-network-instance.html#update-parameters
https://docs.aws.amazon.com/tnb/latest/ug/update-network-instance.html#update-parameters
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-hook-bash.html
https://docs.aws.amazon.com/tnb/latest/ug/node-compute-user-data.html
https://docs.aws.amazon.com/tnb/latest/ug/node-hook-bash.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
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