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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/tagoptions.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/index.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/access_iam-tags.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/access_iam-tags.html
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https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_tags.html#id_tags_rules
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_tags.html#id_tags_rules
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https://console.aws.amazon.com/console/home
https://console.aws.amazon.com/resource-groups/tag-editor/find-resources
https://docs.aws.amazon.com//ARG/latest/userguide/supported-resources.html
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
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BXUHA , 52 (AWS IAM Identity Center A #5R) FH Add groups.

BIERIR

RAMERIR AWS K FEEFRIZ. BXIEFNRBERENEZEER |, iHSFEAWS Resource Groups
CAFER) PN R REETHWRSRESIFIRICT,

REMNR

EZxSFNARKSRES  SUEEEFESNRRFIEARREERENFSENE, XENRD AT
KA -

- HEENRSFHNER , ATHRIENERRAPIESHEMRSHEIR.

BIERIR fR7< 1.0 10


https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/addgroups.html
https://docs.aws.amazon.com//ARG/latest/userguide/supported-resources.html
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£ AWS FEERIEIREINZREI[NR

MRERBERIFUT AWS RERE | B MEAXLEREE S RE-ATNELHNRR. ENEeIE
AR E MR —8 | ST XERERBHMIEMEAE. RAR4E.

ResourceGroupsandTagEditorReadOnlyAccess

LR BEIR T M INEY 1AM BB A FE A M & 2R E AWS Resource Groups FFRZ 4825
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https://docs.aws.amazon.com//IAM/latest/UserGuide/ManagingPolicies.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateTags.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorFullAccess
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/A Important
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BHBEETAN , 2B EHBER,
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B4y, Rt , &R SUER T R AR B BGR.

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [ "tag:*" ],

"Resource": [
"arn:aws:ec2:us-east-1:444455556666:*",
"arn:aws:s3:::amzn-s3-demo-bucket2"

]
}
]
}
mE , BUUAFERELIIRER , AT HRREHBREBRNERZANEMTER, XFE

—MNEXIEXR AT AT BRI IR, A TR —NRERG , BELXIAmazon BiRE
( ARN ) Fr5I4SER R

JSON

"Version":"2012-10-17",

"Statement": [
AN REEIEH AT ENNR MR 1.0 12



https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AmazonEC2ReadOnlyAccess
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{

"Effect": "Deny",

"Action": [ "tag:*" ],

"Resource": [
"arn:aws:ec2:us-east-1:123456789012:instance:*",
"arn:aws:s3:::amzn-s3-demo-bucket3"

]
}

F AR RERRNR

. tag:* (WABAUFEREHEERIE, NEERRMAAFOTARE , NALSESERNEE
BERBRNUES S ROBESIR, )

* tag:GetResources

* tag:TagResources

* tag:UntagResources

e tag:getTagKeys

* tag:getTagValues

* resource-explorer:*

* resource-groups:SearchResources

* resource-groups:ListResourceTypes

(® Note

It resource-groups:SearchResources R AFIFEmiESRTE L FEANSBAERTIEE
AT 5 TR

It resource-explorer:ListResources R AFRZ HmERERERTRASIHER
mMERE L ERFE,

BT ERARSRERAINR

B AR INERKE AWS Resource Groups MK RERS | BHITUTERE,

RFERAmERESRNNR W< 1.0 13


https://docs.aws.amazon.com//IAM/latest/UserGuide/list_awsresourcegroups.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/list_awsresourcegroups.html

FRiE AWS FIRMRE BT RAriEmE

1. 17 IAM £H e BB RH.

2. REIERFHNGEHEESRNRNAG, ERFTACUITAZACHEER M.
3. EMRETFHF , HEFEHFINNER,
4. IRFREBEMINIA K,
5. &#F 0IERE,
6. f£ JSONEI+ L , #MELL T RrEFH,
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"tag:GetResources",
"tag:TagResources",
"tag:UntagResources",
"tag:getTagKeys",
"tag:getTagValues",
"resource-exploxrer:*",
"resource-groups:SearchResources",
"resource-groups:ListResourceTypes"
1,
"Resource": "*"
}
]
}
@ Note

ZRBEE RN TF RTINS R 2R R EI R,

7. {KRIERE Next: Tags ( T—% : $7% ) M Next: Review ( T—% : &F ),
8. WMAFMKHHNEMAIEA, Hl0 AWSTaggingAccess.,
9. &R GIERRE,

RFERAmERESRNNR W< 1.0 14


https://console.aws.amazon.com/iamv2/home#/roles

FRiE AWS FIRMRE BT RAriEmE

WE , REESREFE IAM A, B SUREK MBS, Slmae, BASAFT . BXRFRBER
HEHNESER  FSHE (AM BFERE) FRRINMMRER IAM & B R,

E TR RN 77 B 425

AWS RS XIFUTRE

- ETRENKE - Flm , B UCIE— K, LAFAFHIT GetTagKeys 5 GetTagValues
B4, BRRERITHAIRE,
- REHPHRBRRENR — FERSZFEAARNSERBEPIEERLNER,

o REHFIHTEN - REBSZIRHERBAFEPERARFIRS. fl0, BaSlolE MR, 2L
AWARNEBAFREERGENEAEEELHENER. EXEZER , H5H ABAC EHALH
AWS ? £ {AWS Identity and Access Management AF#g&) .,

 IGEHEIE - AP ATEY A RS RESRRENRBETAE,

HERERTEARSAXAE,

AR ERERR MM E AWS Identity and Access Management (IAM) ERWEZE R | HSFHAWS
Identity and Access Management iSRRI T E& -

-« AWS 5 |IAM BL & E RS
- REXIRESNRE, ARAIZHGZHS
o [FERRBBIEHEX AWS FIRr AR

E TR RN =25 hR4< 1.0 15


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com//general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html#management_svcs
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awstageditor.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/access_controlling.html

FRiE AWS FIRMRE BT RAriEmE

BREIRICH FIR

FANERERS  BUUHEETR , E— N RS /NHERTHTHIE AWS XiF HRR. B SLER
B% 20 BN EREE  IREMERFRLENESH, ENEATUIEEEERZINER ,
ALEERENRENER. BXEZELR | i55H AWS Resource Groups FAF B W RIRE
AR RESRFIET.

ERINEHFICNRRE , EUUEARERERMINE  EEE. REIMBRIRZE,

ERERICHRIR

1.
2.

THnEREEREH A

( Ak ) ERE AWS X £EFERERIENER. RIANBRLT , HERAZNETIXE, XF
AIEF |, Fik# us-east-1 M us-west-2,

MNEREBTHIERP , EBEBELD—MERER, BA LK RNES 20 fhE
M ERERNNBFREENES , SEEBRMEERER, MTFHIE , Bk
FEAWS::EC2::Instance FIAWS::S3::Bucket,

() ERZEFEYD WA -SRI REX |, SO S AWS X5 A Y 5 R BR 559X
ERAEEERICHRR. ERBA-—MIZRN , FEINRPE R X B CERER, ET)
MZFIRFERIFER. ERAZBSNZHIUASTERERER , REREFTEITRIER,
FESERIEHIFRERT | 1§ Add (7R IN) SR Enter. EIZRHIH | ik EA Stage ISR E

R MEERAEN , E2R -SSR PERNER. EFMESHRL | HAFRM. R AND
CEMFIESIRE , MEENARESEEN R RRENMEEENIRZ LB FIR,

(® Note
EREREH S BN IFRER,

EEREFE MRS NMENTR , BRE - ERARRNRZANEERF , BEETE
ME. XESRAECAEBFRSERCHEREMAEENMERR. BREKDKNE,

BREEREZA , WEAE AWS KRBT EREEEELRNFA AR, REWRESAETH
SRR | FEERERSHAR. SAEWTHBRE MRS | FEEFS EBE X,

EERHFAENZEERZENAR , FEE (ZE).

MRA< 1.0 16


https://docs.aws.amazon.com//ARG/latest/userguide/supported-resources.html
https://docs.aws.amazon.com//ARG/latest/userguide/supported-resources.html
https://console.aws.amazon.com/resource-groups/tag-editor
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® Note

EEREFEERENTRZAE , KIRXERENATEHE AWS KEFEL—IBF
BEERBENRR,

5. HEWHERMERN , FARBRAR, ERGEFRERGRXEPERIRSE,
EffERERR , BERERFEPEAEMAFEEK , fla, BREHE—EBD

® Note
B AER FFRFRERFIESE R,

6. (Hit) BRENSHFERETARBERERDETRNY , BERRERERPERTEATNLE
FRo

AERBNEL , 2REEERERPETHTY. IREVEFRBPHABNE |, Bk
ITEIRAE

EREFENERERELERPETNG, EUNERERRERPHANENMIERNIIZHEE
M—HoBRER. ERIEFICNRFE , B LENNITZERE. EERARY  FEEREE
BHYTIRERR , REFEMNKHE ERRAFTE -

EREZTANIMERNITHE , BEEBIA

EENREEIEERRVIAFIRE
FERBRI TN TERDFNREN ARENERFNEE AR LOIEHE,
MBLEIE L —BAORE A TEARSS | TERRERPE IS RIRO BTN 24 01,

(® Note

AEBHPMARBENRFEOTE, BETURNSERESNMEERRNIRE, BXES
E5 , F5H EANREREREERE,

ERENEBEERFHABIRE hR4< 1.0 17



FRiE AWS FIRMRE BT RAriEmE

EERERRPRBARIRE

1. RREHBENHATHRENZR LNIRENE,

® Note

- MRIFAERFEATREMEZANIRE , MIZERETRRH ( RFFE ) o
- MRFIARENBETRMABANGE |, B3/ E , WZERETRR

2. BANMAFE  INELBBRSEH AL EANEPERER, CETUERBRITE , N
PR BRIRE.

BRAENRRNAAARE
1. & ERERCHNHER ERAERYP , £ R IPHEEFNERENEATRREE-IMF, &
Tags (}r%) 5l B2 EIEN B FRREAENIRE,

2. ERBRETEENENRE, CERFENAEARBRIFEN  CF TUBLLRERIEA
BHARERAT T UE D,

@ Note
MREEAEIRENATRFENAE , BEREHRFNRH[ED.

FERSHTN csv XF

BRI EREMIGENRFERNERSENES D RWE (csv) X, .csv XMHBRERIFEA
M. RS, X, RIR IDs, MEEBURESHENE—IRERN B —5, csv XA AHBENR
ALAPHNFRFITIRICKE  HEBERRZANIRCERRA — R,

1. BEEREMFENRRERERD , BEFARSHHN CSV,
2. EXHBJ[ERER , EEITIF csv XM, RFEREFIFENVE,

FERSHNA csv XM MRA< 1.0 18



FRiE AWS FIRMRE BT RAriEmE

ERArERERRE BN

ERFZMENRRE , ERARM, BERNEFEETD REBEREROIRE, FERERIRHMNE
RENFAERE, MEREREQRERXERERERERERT NN  IRARRNRSEHSF
o, ERBEIER APl AIMEY.

/A Important

BFAERERFEDMASHES (PI) IEMAHNBIHRBER . BITESIHREN ERHEKEN
EERS. FETESATRERBREKE.

© BERSHEMSE

AEBICWMAER PR E BN RFRMIRLE. AWS EEZHAER , S &R
LT IEEE AWS FiR EHHRE

« A LAERA AWS Command Line Interface (AWS CLI) F#9
resourcegroupstaggingapi @ Shell B RF TR AGSREE D SHIA,

o BT LAERA AWS Tools for PowerShell Core RBIAWS Resource Groups #rid API kA2 H
iz 1TPowerShellfii 28,

o B LAERARIRANRIE (HlE0 APIs Python BI#Ric APIsgl Java BIARIE ) RAIEFMZETEA
A AAWS SDKs#2F. APls

ERM, BRFREEREREIN , ENEEREMMFENTRERAERPEENR R LEURE, &
R % A LU 500 MEEHFPEEREN R R

FHRE A INE % E /Y & IR

R BME AR R B R IR MBI TERERMIREN R RERNERPRIEER KR

(® Note

AEEHARNAHEBRES N RFRORE, B REENRRNREE. BXESER,
FHH EENEBLEERBNABIRE,

T 257 I ELE E 0 R iR 1.019


https://docs.aws.amazon.com//cli/latest/reference/resourcegroupstaggingapi/index.html#cli-aws-resourcegroupstaggingapi
https://docs.aws.amazon.com//powershell/latest/reference/items/ResourceGroupsTaggingAPI_cmdlets.html
https://docs.aws.amazon.com//resourcegroupstagging/latest/APIReference/
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/resourcegroupstaggingapi.html
https://docs.aws.amazon.com//AWSJavaScriptSDK/latest/AWS/ResourceGroupsTaggingAPI.html
https://docs.aws.amazon.com/index.html#sdks
https://docs.aws.amazon.com//AWSJavaScriptSDK/latest/AWS/ResourceGroupsTaggingAPI.html

FRIZ AWS FIRAIAT & R il
1. IAREEESREZESN S  RAREX—1EH , UEEEZERIEN SN EIR.

2. HEEXREMFRENHEREWGRRED , BRERMIFENRRFDNEERE, ERE LT
ERFEPRMA— N NAZRE | UIRETRAE. ID. RERIIIEEN -2, ERLEHF
FERLERTHRRENARE,

3. BERF—IHZBIABRNERE , REEBEEEMERRHREL.

4. HEEENZINEL , EFLAERNAFRLNRE, SRRHREARETESRR , EOCRFRZRMMNE
L] 1 PRBRABLER IR, 18 Add tag ( AIFRE ) o

5, MA—THERMAENREE, FUEREF , LRRNIRLE Team MIFLE(E Development

o

(® Note
RIFZZAUDE 50 MAFNANRE, WRAFNANREER 50 4, M AT8ET M
RRBMFIRELE, AWS ERBIREREAT 50 MrERIRE], FREEIE ML E R IR
TRE—N, BXEZFMMBHAEEZFETRERFRPNIRSEHHCEVFIRE,

6. HEAMMTIRER , FEREEANAER.
7. MREEIXLEFY , FREFEINATHEEENRE,
8. MIFLEARNARHKE  NRAFIMETRFE/LDHHONE, FERET NERNER—XER/ETF

FIIFFENRE, MREXRKY , WLEREREE REFERNEE, FHEERNELERKRIH
KR, REBYE,

MENEBLREBRBEORIERNLY , FSAN RSB SHITHER, ERRIREERELME
B (fFlm, XRFR)E, BUUENRLEEREAMAIBRLERIFTEER. BXEZER |, BESH
the section called “E i KM PR L E N,

YRR E RIRHIRE

BRMERAMERBRESNTERERNFEN FRERNERTNEER R LVABREE, NRE
BEME  NoEREAHERFERNAMAELEERR LNIREE, BLENGERAERS , BRI
B ERIRE H IR E U BREDNIREZN . XaMBREER T EEBZBHERE,

Ym BB TE B R PR W7 1.0 20


https://console.aws.amazon.com/resource-groups/tag-editor
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/A Important

BEAENRERFEIASHEE (PI) HEMIBRHBEE . RINEIIRENERATKEMN
EERS, RETESRATARRBRALKIE.

1. EERBEPMGENFRENERT , P EERNEREN R RZ DN EIEE, EiFikE RN
A—NXEERE , UHFEFROBHH ID -0, ERLIF , FESERTNAERSNA
*’T‘%o

2. EREEERERFRNIRE,

3. EEENZNHLNEBAERFRNRER  EFEENTRLVRE, ERRKRERNEETES
BRR, ENERESR 1 PRRHBLER R LHIRE,

4. BEH, ANIMBRFEE. DEFSSNEERERE , BHFSER TR,
EXRREFF , BT Team FrZEEZN QA.

NMREERRFHE-ZAEEFTEANE , W2ENEEFRPEREENRRERTRNFRE
H, EXMERT , FAGBREEPRITF N THIIEK , EPIIHEERRPHZIRSROAE
AAE.

MREENRFEAMENHREE , WLERANREERZREE, fln, MREENTREE
BIREE QA , NEHERA Q WREERZE, THIRINER THREEERR B REF—
. BEMAERENRR LESREEH, BZRAH , HTEE Team IXRBVAMBEERR , 5
FEFMEHN QA. X TIRE Team FREARERIR , FAMES QA EH Team #7X,

5. HEXRTHER , FEREEANAER.
6. MREEIXLEFR , FEABRFEINATHEEENRE.

7. RESERNRFRYE A REHSATREFZE/LSHNEE, NEETTE SR — X KRR+
IATRNAE, MRELLY , WEKERARFEREZERDEERE, FHEERELEREIHK
MiElE |, R BHRLE,

MENEBLREBRBEORIEREN , BN RS E RS THERR, ERRFSE RERMA
BARER (Hla, RFZR ) B, BULERZIERLAMHI AR LEZARLEER. BXEZER
&2 5 the section called “EiX kML E X,

Ym BB TE B R PR M7 1.0 21
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Mk TE BY B TR P M BRAR S

BUEARSREEA T ERDF RSN A RENE R FEERRFHBRAS, DRMBE
RE  MANEEZRENFIALEARTIBRZRE. ATETAREREEE Bt NEBEE
BIREE |, SNBSS TR ERNIRE, XAMBREERR L B A ZRNFERE.

1.

EEREMIMENRRERNERD  BPENPHRFENRREZUHNERE, ERIETRP A
A—DNXAEZH&H | UHETRN B ID B—H5

ERERIEE R RARE.

EEERENELNFEEERFNIAEF , ERERNARLNGE, SRFRERNERETES
BRE, BNERESR 1 PERHBLERF EHIRE,

P ER RO E MRS DM ERRE, EEFT , RIOMERT Team $RrX,

® Note
MREFBERATE |, MANEREMRER IR L E TR T BRZAT

ERERFNAER,

AHINREL  SRNERNATHRELEENIRE,

BESEENRRRE K MRGETEFEE/LSHNRE, FEETRERER X KFEDFH
THATERNAE, MRELAY , WKERERSEREZERIIEERE, FHEERELEREIIHR
MR |, REBHLE,

MENH D REEERNIRSIERLY , BFSRNIREE SO THEIRR, ERRIRE R MAY
BARR (Hlw, MEFR ) B, BUUERSIERELIABMHN AR LEHARSIER, EXEZEE
H2 7 the section called “Eifk MR ZEE R,

MG TE B 505 A R PR AR 25 WA 1.0 22



FRiE AWS FIRMRE BT RAriEmE

£ 1AM PR R B 6 AR

AWS Identity and Access Management (IAM) AWS RS REAXRAIEZNEENRREHITE | XL
RESRE WA LLFRIEH AWS FiR. &R17E AWS BRERIERHEA AWS BRI ZiXEZE IAM
REERY I B2

LR AT EXNRRETRATR . ST ERE RS EMNELL T RRPR , BIRMEAY Condition
TR, JBELZAREEMASHERCENRMS , LBERREEWASE, BAIUEA Condition
TEREUTAR :

« MHINER BERBAFRABHRL,

« MEIEMERERN RO TR LRIRE,

PREME TR MRy U7 B 32 %l
AT %@WAWSW@F%%%%EE@&W . BXREETELNOTHIZH (ABAC) HHh &

RAREEANBHNEER , BZH IAM ﬂqF}aﬁqﬂﬂ’JﬁﬁJﬁ\%ﬁEﬁXﬁ AWS B 5 i 15 7] 1 68 FA #5428 )
IAM ﬁ%F*ﬂﬂ@E’Jifil‘ﬂﬂ[‘Eo

£ IAM 32 : BFEAWS ldentity and Access Management f F R AR ZEE LG 1E AWS FIREIN
B, E—12ENRERT T IMIFEAGER AR E MEHRFIHRXER,

MREHERAET SAML WEARMEE (1dP ) #HITRLEF , N SUFARZEMMEIR A F R4 F AR
WrriEEAR L, BXEZEE | B3 IAM %72 | £AWS Identity and Access Management {fF°
) B SAML 2ERSHT ABACo

SRR AF RS

TRERTE IAM RRKEEH I A TREMEZZHTRINFZGRR, BEXERE , BAHRTUATER
1

- WRIARBREN 4 LR,
- BRENSHRHAGRFHNIRZE,
o« LCBIRAERE R B BRI MRV PRE

BREZMHREEEATENEAER  BERRHRHB NI PEENTE,

WRENE TR AR E R 1.0 23


https://docs.aws.amazon.com//IAM/latest/UserGuide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/access_iam-tags.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/access_iam-tags.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/tutorial_abac-saml.html
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KUZAERWN 5 BF

aws:PrincipalTag LM MBI EBEROER (IAM BEEAF ) WREEERERKPIEEN
FREHITHR,

aws:RequestTag FERPEANSBEZENREZH/EN ELEREPIEEN RIS FH/E
FHEATHR.

aws:ResourceTag FEHE IR R B A/ BN BB ERBE P IEEN RS ZAMEXN#H TR,

aws:TagKeys R ERPWIREZASEEREPEENZARITHER,

ERARZH 1AM KGR B
Example il 1 : s@&I AR EQZ R RN IS ERZL

BT 1AM AR IR S8 T BIR T T 2058 S1 61 S5 1AM policy FREHI IS 1EE4 Owner AR
&, A ZEBERGTENEIRE N 58AE AR MG Owner HEMFANE. EELFEKRE
R | P EAFM Owner 7% | 3 BV L A ERZHE, NRSANBRSRERE K
B2 Owner #7% , NEMGFILE | T TRIE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "TagCustomerManagedPolicies",
"Effect": "Allow",
"Action": [
"iam:CreatePolicy",
"iam:TagPolicy"
1,
"Resource": "arn:aws:iam::123456789012:policy/*",
"Condition": {
"StringEquals": {"aws:RequestTag/Owner": "${aws:PrincipalTag/
Ownex}"}

FERAREH IAM KRG MRS 1.0 24


https://docs.aws.amazon.com//IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principaltag
https://docs.aws.amazon.com//IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com//IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com//IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys
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1

Example ™l 2 : ERAFRZR & FTE E "X &R R AR

THIRGIF | IAM R REEN H B EEHEFRICERFIMEEMN project #iEEN , TR2UEAFEILELE
EI1Z1TH Amazon EC2 =41,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditorl",
"Effect": "Allow",
"Action": [
"ec2:StopInstances"
1,
"Resource": [
"arn:aws:iam::123456789012:instance/*"
]I
"Condition": {
"StringEquals": {"aws:ResourceTag/project": "${aws:PrincipalTag/
project}"}
}
}
]
}

LBIRETEMENFRMNRZES (ABAC) WAl BRER IAM REESSHEER TR/ 17 9] 428 5 58 /%
WEZEEMEMRE , HSFIAWS Identity and Access Management iR P AL T ER :

- ERAREEGEX AWS FIRAY T E R
- EAREEFEX IAM A5 A SR T R AR AT R 15 R

o IAM #E  BERZTE LiGE AWS BRONRE — BROMAIEASMMRLEL AR E MEFARF
T A A PR 6

FERRER 1AM K EE R A fR7 1.0 25


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/access_iam-tags.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/tutorial_attribute-based-access-control.html

FRiE AWS FIRMRE BT RAriEmE

AWS Organizations ¥R BUR

REER B AWS Organizations 221 — f R e, BRI ERGSREBHEALAKS PEBRE
FARECIRE, EfFARESERE , RIMNBIUEIRBAWS Organizations A FIEE IR K EE A AT
W TERERSTRE, MZAERR , BUNIERREIRERNEEREAHANRS, EEMX LT
%, BREEFANRSHEESREH S,

FER A F PR

ERRERER T ITEIMERBNSAMZE , XTAEENERFRELENNR.
F&

« AR RIS HMEAY STREM

o HEKS SRR

- HEALEEEMNMERNRER

« {£/H Amazon S3 PR U F#IRE

TP AEAR 2 SR B S MY SOR A
WHEFERBEARERATHE ;

o BRAMFETER S AZIIEE AWS Organizations , RECIERMINRZ R, BXEZER , HSH
AWS Organizations {AF1EME) P TRE :

- EERERENERFENNR
- BRAREEK
« FRERBEA

- EERKP R LN TEARE , EREZKFHEZEIEUR TEKS SRR Frr5IR
PR o

- EVEALTENENAY  SFBALAEERSNEREIENAR ITEALCE SN MEAINIR FrR5)
R, &R BEm AWS Xi XERER ( BHRLILE ) RMEMRE.

AR = A AR R

EKFRBRLERTENREFEUATNR :

TORSAE TR WR7< 1.0 26


https://docs.aws.amazon.com//organizations/latest/userguide/orgs_manage_policies_tag-policies.html
https://docs.aws.amazon.com//organizations/latest/userguide/orgs_manage_policies_tag-policies-getting-started.html
https://docs.aws.amazon.com//organizations/latest/userguide/orgs_manage_policies_tag-policies-prereqs.html
https://docs.aws.amazon.com//organizations/latest/userguide/orgs_manage_policies_enable-disable.html
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« organizations:DescribeEffectivePolicy - SREUKF B RIS REEH AR
* tag:GetResources - KA HFEMMF LR BN RIRIIE,

« tag:TagResources - RMBEFITE, EEFERETRSHONRT EQIERE, fln, B
Amazon Elastic Compute Cloud (Amazon EC2)F#RiERIR , BHFEE ec2:CreateTags MR,

 tag:UnTagResources - iR #RE, BEFERETRFHNRTEBRIRE. fll0 , EX
Amazon EC2 HEUEARIE , BFE ec2:DeleteTags PR,

LUR 7R AWS Identity and Access Management (IAM) SRBE IR T iF(L K AR S M AR,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "EvaluateAccountCompliance",

"Effect": "Allow",

"Action": [
"organizations:DescribeEffectivePolicy",
"tag:GetResources",

"tag:TagResources",
"tag:UnTagResouxrces"

1,

"Resource": "*"

BX IAM REEENRBRNESZ—RIER , SR IAM AFEM.

T 4448 405 B A AR A O AR R

THMEALERENREREENEFTEZUATR :

- organizations:DescribeEffectivePolicy — ZRERFINEIALR, AL E (OU) HIKFIRE
KRR

+ tag:GetComplianceSummary - SREVALFIEKFFAREARBRNEE,
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 tag:StartReportCreation - FHRIENEAMITHERSHEIXHF. ALRFNEAN LT 48
/J\E-J-l:F{E /Ao

 tag:DescribeReportCreation - RERESIBRHRAS

« s3:ListAllMyBuckets - hBhIARIALBENERIRE

+ s3:GetBucketAcl - REEWRAMIREN Amazon S3 ZE BRI RIIEHIFIR (ACL)
« s3:GetObject - MIREAEH Amazon S3 FREBHREESARE

« s3:PutObject - FFEMIREBMAIEER Amazon S3 FERH.

MREIERER Amazon S3 FE BN SSE-KMS & , NEE XTI E Z 7% E
Akms : GenerateDataKey X R,

AT 1AM policy RIRME T A F I HALBEEN SN ENNIR, ARECHNEEERE—
MNplaceholderfS & :

« bucket_name — Amazon S3 TZEEH B

e organization_id - &HALK ID

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "EvaluateAccountCompliance",

"Effect": "Allow",

"Action": [
"organizations:DescribeEffectivePolicy",
"tag:StartReportCreation"”,
"tag:DescribeReportCreation”,
"tag:GetComplianceSummary",
"s3:ListAllMyBuckets"

1,

"Resource": "*"

"Sid": "GetBucketAclForReportDelivery",
"Effect": "Allow",
"Action": "s3:GetBucketAcl",
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"Resource": "arn:aws:s3:::bucket_name",
"Condition": {
"StringEquals": {

"aws:CalledVialast": "tagpolicies.tag.amazonaws.com"
}
}
},
{
"Sid": "GetObjectFoxReportDelivery",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::*/tag-policy-compliance-reports/*",
"Condition": {
"StringEquals": {
"aws:CalledVialast": "tagpolicies.tag.amazonaws.com"
}
}
}I
{
"Sid": "PutObjectFoxReportDelivery",
"Effect": "Allow",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket_name/AwsTagPolicies/organization_id/
*"I
"Condition": {
"StringEquals": {
"aws:CalledVialast": "tagpolicies.tag.amazonaws.com"
}I
"StringLike": {
"s3:x-amz-copy-source": "*/tag-policy-compliance-reports/*"
}
}
}

BX IAM RBEENRNES —RER , 5H IAM AFEmE.
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£/ Amazon S3 FE R R LUFEMIRE

ERBALNSEENANIRE , BAXREA StartReportCreation API I B SMEEB R EE RS
( HBEHFRIMILER ) X1 Amazon Simple Storage Service (Amazon S3) FHE , LAFE#HIZIRE.
HERRERABASOANEILFEAREREIIEENEER.

MEATAA StartReportCreation APl NFMBEMNEBBE TR —NKF , MttAGFTEEHM
Amazon S3 FHE R EE

MREMATHA StartReportCreation API B &4 XEREIK - S#HE Amazon S3 F i EHIK /R
&, MATRFA T AR NEZFER. ARECHNEERBRE —MplaceholderER :

« bucket_name — Amazon S3 1ZEEH B
« organization_id- AL ID

« identity_ARN- BT StartReportCreation API B IAM B3#) ARN

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "CrossAccountTagPolicyACL",
"Effect": "Allow",
"Principal": {
"AWS": "identity_ ARN"
}I
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::bucket_name"

"Sid": "CrossAccountTagPolicyBucketDelivery",
"Effect": "Allow",
"Principal": {
"AWS": "identity_ ARN"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket_name/AwsTagPolicies/organization_id/

/A Amazon S3 TFHERRREEAEMIREG MRS 1.0 30
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1

AT Ry S

BEHEEAP N ENKS REFEHERIRE R,

/A Important
MM BRIFIRXEERPETHNTEN,
EEENKFPERRIFCHEIR , 15 AWS RFRZESR SEANER—EE£MAtag:none,
BXREZEER , 550 (AWS #iRERRHE A/ EE) PHERRITICH TR,

IR LR MR E A BIIK P BIPRIC AN o K 7= R Y AR AT PR 25 SR DA E 42 F A0 UK 7~ VAR (T PR 3R
AR EMNEBIRE R, MR NBALREN , ENARERPNAEKS, SLRFIRER
BEFINEIA LR B4 (OVU) BY , BEEEATE T OUs ZALEMMIFTEKS

(® Note
RGN RBIBIFEHKM |, HSF AWS Organizations (AFIERE) FHRERBE AT,

EERTENRE , BXTRB U TR :

* organizations:DescribeEffectivePolicy
* tag:GetResources
* tag:TagResources

* tag:UntagResources

TS REG S HERIRER (24HE )

1. BRERESMAMNKSE  TIARERBESE,

2. EMFRLRBED ER LRXRBEEMA S ENELORER, SUURTHRER  EERFXNER
B, ROALEUARRBHFERRREREFERAXLEENER.
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® Note
NBACBREEKS  NEELE—MKSTHEELERERTSAEL.

3. EHRBTEARENRRED , BE AWS XiFfi ERRMLERSMREL, BIE A LUHIRF R #
TER, RREERRER.

KNERERTRRERE D, EEXBUREANERUBE RS , BiEFREET.
4. HEBRRERT , EERETEAN R,

5. HIHWERMENNIEES , EFBEEEIITTCOIZRARN AWS RS . HiZEHEE , EIE
TEARL,

® Tip
MRETHEBLERITEN , FRANRIRKREEH AP ZEKFPNERIRZIRELD, &
ALURARLBUERHizEHAN,

6. ESERANEEHRENERE , EEEMIREINKSHRESNXBEHBEM,

EERTEAMIRZ (AWS CLI, AWS API)

EAATHTHREERTEARE

 AWS Command Line Interface (AWS CLI):

* aws resourcegroupstaggingapi get-resources

* aws resourcegroupstaggingapi tag-resources

* aws resourcegroupstaggingapi untag-resources

BXEARIREHNTENRE AWS CLI, IS HAWS Organizations FFF#88 AWS CLIF §I E F 4R
ZEE,

» AWS Resource Groups Tagging API:

» GetResources

» TagResources

» UntagResources
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RS R

BNBUEEEERNYUESAERE, B8EE  EXLMENKSBRTESMNENERRE
B

ERMEEFREMARER-—NMEREE , REXZ , HPafE

- BHVELAXIRE RSN ER T Re AR RHEB A EZ .
- SIERFEN , FALAFHEITEEFTERME,
- BHYUBRFHEFRINRFESEHFEN , AR RETZL,

- BHKFORERBEMMHoES , ZIKFHERFERBRER. FHKSRENIFICRBER
AR, ERFRICRIEESER

MRENALERKFNFBER , ETUERBRE, LREERA[KSFARAECSHIERRNER.
BRESER , F5H MEALARNEN K,

WG A ARE S M

BRI G BV ALARBETRRNERIRLE R, BRBER—MRE , ARSI HARDKTHNAE
EAREHER , ARBMNERRENS LRI,

/A Important
KFENFRT2ELERFERNIEN,
EEENKSRERRIFENARR , F AWS BIRRRF SEANERN—EEMtag:none,
BXEZER , F5H (AWS BRRRE A M) FHERKFICH F IR,

f&us-east-1 AWS X REEBTALNEEKSERRE. ERBERNIKS AHREES 77 H KEFRH
(FBERILMILE ) XEFRH Amazon S3 F#fE. FRBLMERM MW FHERE , WA TEFHER
= HY Amazon S3 7 f# 1 K B AT R

BELERAR[/ARNEAMRE , BLTARB TR :

* organizations:DescribeEffectivePolicy
+ tag:GetComplianceSummary

* tag:StartReportCreation
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* tag:DescribeReportCreation
* s3:ListAllMyBuckets

* s3:GetBucketAcl

* s3:GetObject

* s3:PutObject

BRETRXENRE IAM KR, FEEITELALSEE AR,

ERALFHEAERE (EHE)

1. IARERBESS.

2. GERMALRRE | ERERKRE.

3. HABBERFL , BERSTHERLE
4. EEFHRSH.

WETHE , BRUMNARRE FETF ENFENRER 2 TR S

® EE

PLAFNEMESE 48 PMEFITME—IR. XFFTEUTE

« MHRERBRBRAMNER , HBSTREE 48 PHTERREA[AZHNEAERE R,
i, BRELE - MR |, AENTRRETE SRR LIRS, RBIREAIZRE
NRARRZSEE 48 PREREFETHEM.

- REGULUBRERRE , BREEREEI T —RIIGAZTRET2EH.
« ZNoncompliantKeysFI 5| 7 #R LR RSB HIR L RBNVIREEA,
* ZKeysWithNonCompliantValues%il 5| 78R LB RBEHPEXNEFHREFHLERT

BRENER,
« MRERATELRE AWS K7 ZALRRN , WETUERESAMRE P RHEE RKE
90 X,

ERALBENEMNIRE (AWS CLI, AWS API)

EANATHTHNRELERA[FNENERE. RELRSHERRS :
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*+ AWS Command Line Interface AWS CLI):

* aws resourcegroupstaggingapi start-report-creation

* aws resourcegroupstaggingapi describe-report-creation

* aws resourcegroupstaggingapi get-compliance-summary

BXREAFRZSRIEHNTESTE AWS CLI, 25 (AWS Organizations AF$ER) AWS CLIFH &
RS R,

+ AWS API:
» StartReportCreation

* DescribeReportCreation

* GetComplianceSummary

EARRH SN fR7 1.0 35


https://docs.aws.amazon.com//cli/latest/reference/resourcegroupstaggingapi/start-report-creation.html
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FRATRSE 2 THEREN Amazon 1R L E K EventBridge

Amazon EventBridge X #x AWS BIR#TIREE N, FAHIXT EventBridge K& |, B LIGE
EventBridge M A CEARZLE R , HHEHRBE NS EF. Hi0, BAiRAERAABLT
ERIZM AWS Lambda B ¥, ZRNEBRMET —ME | NEWAFEA Lambda IEZFEEMNERS
BRRER , LA ERRENREER. AWS

FREE £ K EventBridge B4

EventBridge fZ#t#if AWS BIFZLANEFRNREEMHR. S AWS BRBIEFREL , RER
ARFEMHWBEENEY , TABMARNMDE AWS #iR. RENELEARVSERESES K. 1
REHIZ 2 M B3,

& EventBridgeB , B AR S E N H IR IR AWS BIRAIFRZIRS. BT, I TEIRLMIh
BE , BUREEEIELERIA APIs MGEHESANEW, IE , WI5E ( BEEMRS APIs, HERESE

AHFIE APl ) WEAERBFEARSHTEIREER. UTRAETR T REERFHE R AR
EventBridge B#, TERIH. DEHMREMRAIRESITAREXEE,

{
"version": "Q",
"id": "bddcfld6-0251-35al-aab@-adclfb47clic",
"detail-type": "Tag Change on Resource",
"source": "aws.tag",

"account": "123456789012",
"time": "2018-09-18T20:41:387",
"region": "us-east-1",
"resources": [

"arn:aws:ec2:us-east-1:123456789012:instance/i-0000000aaaaaaaaaa"

1,
"detail": {

"changed-tag-keys": [
"a-new-key",
"an-updated-key",
"a-deleted-key"

1,

"tags": {
"a-new-key": "tag-value-on-new-key-just-added",
"an-updated-key": "tag-value-was-just-changed",
"an-unchanged-key": "tag-value-still-the-same"

1,
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"service": "ec2",
"resource-type": "instance",
"version": 3,

}
}

Ft& EventBridge =4 & EHRIMN TR FE -

© WA -BUABRT , REERESEHHIREN 00 (F),

© id-AEINBEHER - E—EH, EEFEIANBEERURLESHR , XN TRESHIERE
ﬁﬁo

- BHFER-EF - 5 source FRAGERIFIRERE detail FERHPHFERME,
o KR - RIRBAKENRS. RETEHRER aws. tage
« BfE- B RERRE,
- X - FREHREN AWS X5 X1,
- TR — Ltk JSSON BABERATIRREHHR I RN B RNLSHEFEEN (ARNs), XZIFEEER
M B R o
- BHAFE - — 1N ISONNR , HNBFZRSHXEMR., RENTRIERSEATHFAFTE
- changed-tag-keys— WEHERHIRZZ4,
« B - BRABNRS . EATRESF , RS2 ec2, B Amazon EC2,
- RIREH - RS EERER, ELRAEIF , & Amazon EC2 3=,

o BRAE - IREEMRE, AN 17718, REE R B E, B UERZRAKRRIEREE RS
YR o

« BE - BEREH IR FRAIRE,

BEXEZEER , BEZH (LS EventBridge AFER) PHII 5i# EventBridge EAE .

BE A EventBridge , B UREFEFENFRUZCEFESHEANAN, RIFELAHEFR
NAHRATIERE. W BINERET , ERFHEERZM MNE Amazon EC2 KEIMWIER T , 2147
B FELLZKA, RIERIXL EventBridge FEROIZEANRIE/Z3) Lambda EERAYSEFIMIRE S
o

Lambda FFTRS 88

AWS Lambda EEERFHZREAECHZTRB. TEN , BRFSITRB , THEERESH. LR
FRERANITENENR, REXMEXEHANTEHRSSE  EXHATERERIERSR. EXMIER
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T, TRF[EXRELISLTNE, BEINEBATETRABHIERSEE. AWS FTEXEERIRTER , FI
LMRATAESETF RN, BX Lambda WEZEE |, 55 AWS Lambda 7= m ik,

#iE . B ELEBRDAERLH Amazon EC2 £l

BERE AWS BRI AWS K/~ SEEN R FOHRNEK , B U ERRERERN N FRET DR
HREBERATRRBERARS , SIURASBENZLME, A THERHEE AWS BIR , FEX RN AR
IT—BHRIE. BE  RFERENSREMEMEENFE. BR , HFENRETRLSIRER
B, MNMEECLFERE, BYREFREEE SRS REAZEMEEN, X8 XT3
BB TXRFEHRTERIRNRESETMBNER | ERERELT.

AT R BIE R A% 4% Amazon EC2 3E4l EMFREE R , URITIEEXRFIREHEEGRMENIRE,
MRERFINRERETNH B ZEZFATEEEMENRZ , WAA Lambda BEECK B 35 3<%,

BRAAERTIHIRE ? CUTRFARBRESNAIANZREIMERFRHRITIRE , USZNERNRED
B, REKEBETETEMENIHRNEZERS (ABAC) WEEM,

/A Important
BB UEEFREF K PRITERARE , UREEPRAEEXH,
AHRPHROIRBEHEFIHERNZEREERFINRPHES L IDs, EXTERARE
KA AT HAKSG] IDs REFHHR, XEBTHREFT2BIHNXRAEREXFHFNAER
Bl AWS K/ o
MWiRfE , FRARER L SANF RN FTAESSOIRITINS, RE , &7 S R B BBRE N
{RPBRFIFRAPEISEHI IDs AR,

IR BIfERA JavaScript M 16.x hix Node.js. & RBIEARH AWS Ik ID 123456789012 Al AWS X
W EZERI (FHFHFRLILE ) (o us-east-LFXEERAEZBASHMAKS ID FMXEH,

(® Note

MREHEHEMNERAEMBXE , FREAEERZF AR T AREFEANXE. &%
BAMH—NMERLERR : SOINEBLTANTERNXE,

MREFEANXEE us-east-1 TR , FRRFMUT AL RGP FTE 5| AE SN ANEXE.

ES}
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FRiE AWS BRAUT SRS e
- S8 1: 812 Lambda B

- SR 2 REFFEHN IAM KR

- S 3 . JEH Lambda EREGH TSN

- SR 4 BB ZIZEEA EventBridge FLNI

s F]5, MATENBRERE

- HERE

S 1 : 812 Lambda B X
#12 Lambda B

$TF AWS Lambda EEEFI A,

EF IEERE , ARIERE NLFFREIE,

NFEHEBER , H B A AutoEC2Termination,

X FIZ{TEI RS |, 1E#F Node.js 16.Xo

TREHMFBRRZINRIAE , AREFUBRRE.

£ AutoEC2Termination #EREMRBIET < L , $7FF index.js XHEUAEFEHKRB,

o 0 A W Dh =

- MREHFHFE index.js BIETIF , M AT AEIZIET FPERREEERRERB,
- WRTE index.js WIETFRITH , BESHMEET Auto T EC2 erminator XK T &8 548
RIHY index.js ¥, AFIEEFE Open,

7. T indexjs IR , FUTREBHEWEEREBEFED , BRAEESERB,
f#{8 RegionToMonitor B N BB EEHPETH RN X,

// Set the following line to specify which Region's instances you want to monitor
// Only instances in this Region are succesfully stopped on a match

const RegionToMonitor = "us-east-1"

// Specify the instance ARNs to check.

// This limits the function for safety to avoid the tutorial shutting down all
instances in account

// The first ARN is a "dummy" that matches the test event you create in Step 3.

// Replace the second ARN with one that matches a real instance that you want to
monitor and that you can

// safely stop
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const InstancelList = [
"i-0000000aaaaaaaaaa",
"i-05db4466d02744FT07"
ip

// The tag key name and value that marks a "valid" instance. Instances in the

previous list that

// do NOT have the following tag key and value are stopped by this function

const ValidKeyName = "valid-key";
const ValidKeyValue = "valid-value";

// Load and configure the AWS SDK

const AWS = require('aws-sdk');

// Set the AWS Region

AWS.config.update({region: RegionToMonitor});

// Create EC2 service object.

const ec2 = new AWS.EC2({apiVersion: '2016-11-15'});

exports.handler = (event, context, callback) => {

// Retrieve the details of the reported event.

var detail = event.detail;

var tags = detail["tags"];

var service = detail["service"];

var resourceType = detail["resource-type"];

var resource = event.resources[Q];

var resourceSplit = resource.split("/");

var instanceld = resourceSplit[resourceSplit.length - 17;

// If this event is not for an EC2 resource, then do nothing.
if (!(service === "ec2")) {

console.log("Event not for correct service -- no action (", service,

retuzrn;

// If this event is not about an instance, then do nothing.
if (!(resourceType === "instance")) {

Il)ll );

console.log("Event not for correct resource type -- no action (", resourceType,

"))

return;

S 1 Bl Lambda B

MRS 1.0 40



FRiE AWS FIRMRE BT RAriEmE

// CAUTION - Removing the following 'if' statement causes the function to run

against

// every EC2 instance in the specified Region in the calling AWS ##.
// If you do this and an instance is not tagged with the approved tag
key

// and value, this function stops that instance.

// If this event is not for the ARN of an instance in our include list, then do
nothing.
if (Instancelist.indexOf(instanceld)<0) {

console.log("Event not for one of the monitored instances -- no action (",
resource, ")");

retuzrn;

console.log("Tags changed on monitored EC2 instance (",instanceld,™)");
// Check attached tags for expected tag key and value pair

if ( tags.hasOwnProperty(ValidKeyName) && tags[ValidKeyName] == "valid-value"){
// Required tags ARE present

console.log("The instance has the required tag key and value -- no action");
callback(null, "no action");
retuzrn;

// Required tags NOT present
console.log("This instance is missing the required tag key or value -- attempting
to stop the instance");

var params = {
Instancelds: [instanceld],
DryRun: true

i

// call EC2 to stop the selected instances
ec2.stopInstances(params, function(err, data) {
if (err && err.code === 'DryRunOperation') {
// dryrun succeeded, so proceed with "real" stop operation
params.DryRun = false;
ec2.stopInstances(params, function(err, data) {
if (err) {
console.log("Failed to stop instance");
callback(err, "fail");
} else if (data) {
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console.log("Successfully stopped instance", data.StoppingInstances);
callback(null, "Success");
}
1)
} else {
console.log("Dryrun attempt failed");
callback(err);
}
1);
i

8. EEEREURTFEMN E I BB RAEE

It Lambda B2 E Amazon EC2 SEHIMARE , PR EEXNEHMIREW AR, EventBridge
FEHRGIF |, MREBHDEHIRDFTENIRESR valid-key RiZFRE&EE valid-value , MiZ
HHaZHELZEM, ZUUREECHBEAMEILEERERIHREER,

£ Lambda 24| 4% 888 O RISITFFRS,
SR 2 REFTHRR IAM R

BRAMEZEREBIR FELE EC2 SRAIMINPR |, REA BERIIE1T. AWS IREN A
lambda_basic_executionS¥ B 1ZMNR. EARKER , LS RFMMEBE N AutoEC2Termination-
role-uniqueid WEBHITHEBHERIA IAM NRREE, NEEMENREFTINNER

ec2:StopInstances,

BXBEBEET Amazon EC2 B IAM SREEEZER |, F5H IAM AP M A Amazon EC2: 2 1F
LUREE AR MERF AT EHRE IS EN EC2 EHIH SR ENLT A,

B2 1AM PR B HF E i i0E) Lambda BNEVIIT AR

EB—NRH[EMFREOS , 3TF IAM ZEH AN ACRE.

FHREAABBZT AutoEC2Termination , YAGZMEIAEIRPR , ERABE.
EACNREREL , EENRIETF , REEFSH NN — R E .
EXRBOBERTL |, &% REXE,

EA L RBEEIF L | EBRMFARR,

X FHRS , %&# EC2,

£ ‘B4 B, 1EFEStopinstances, BRI EEREFREAN Stop , EEHIATEF

StopInstances,

N o g &~ w DN~
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https://console.aws.amazon.com/iamv2/home#/roles/details/lambda_basic_execution
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_ec2_instance-securitygroup.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_ec2_instance-securitygroup.html
https://console.aws.amazon.com/iamv2/home#/roles
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8. WTHR K6 LREFMERR , ARREXRE , RAEERREFEX.

XORF B 35 02 5 ARA B SR 2R AR B 9 BRIARR AR
IEHY R A R R R BT AT R B

JSON

"Version'":"2012-10-17",
"Statement": [

{
"Sid": "VisualEditox@",
"Effect": "Allow",
"Action": "ec2:StopInstances",
"Resource": "*"
}I
{
"Sid": "VisualEditorl",
"Effect": "Allow",
"Action": "logs:CreatelLogGroup",
"Resource": "arn:aws:logs:us-east-1:123456789012:*"
}I
{

"Sid": "VisualEditor2",
"Effect": "Allow",
"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"
1,
"Resource": "arn:aws:logs:us-east-1:123456789012:1o0g-group:/aws/
lambda/AutoEC2Texmination:*"
}

FI2 3 NIEH Lambda BFUHTHE N

EASRSD , SRR BRERINAEN. Lambda MiHDIEESRXFHRINUASEHRKEIT, ZE
BAENAEMH , MESHKE —# EventBridge, BRUENZMEATRENNRAES , U EHK
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BHNENMNTEED. ERPRE , BFREX—MNIRAEHF , R Amazon EC2 KHINHRLEEEN , 5
BEfrET SR rSRNE.

it Lambda B%k

1. A Lambda #£HAREE ASHET+ , AEITFBHEC2L LLEHEH Wi &£+,
2. &R ERSEH,

3. WFEHAEF , WA SampleBadTagChangeEvent.,

4,

HEMH JSON F |, FXARERA AT ROINARE R RIS, BTEEIUKS, BXFKA
ID , tEAHEHEN AT EREET,

"version": "Q",
"id": "bddcfl1ld6-0251-35al-aab0-adclfb47cllc",
"detail-type": "Tag Change on Resource",
"source": "aws.tag",
"account": "123456789012",
"time": "2018-09-18T20:41:387",
"region": "us-east-1",
"resources": [
"arn:aws:ec2:us-east-1:123456789012:instance/i-0000000aaaaaaaaaa"
1,
"detail": {
"changed-tag-keys": [
"valid-key"
1,
"tags": {
"valid-key": "NOT-valid-value"
I
"service": "ec2",
"resource-type": "instance",
"version": 3
}
}

5. %3 Save (R17F) , ABEE Test (MR )
MARLLFRMT | B&EXR.
BRZETEMN THRTERENFHERUTHIR,
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"errorType": "InvalidInstanceID.NotFound",
"errorMessage": "The instance ID 'i-000000Qaaaaaaaaaa' does not exist",

ZAAHBRR |, RRANASHHEENRETFHE,

BB AESDHRITERETF ENEERE , £% Lambda B EZRELL EC2 =6, ER
TAMT , RARBHENZHNITELERGIA DryRun BE , XRAXH ID T

START RequestId: 390c1f8d-0d9b-4b44-b087-8de64479abss Version: $LATEST
2022-11-30T20:17:30.427Z 390c1f8d-0d9b-4b44-b@87-8deb64479absb4 INFO Tags
changed on monitored EC2 instance ( i-000000Qaaaaaaaaaa )
2022-11-30T20:17:30.427Z 390c1f8d-0d9b-4b44-b@87-8deb64479absb4 INFO This
instance is missing the required tag key or value -- attempting to stop the
instance
2022-11-30T20:17:31.206Z 390c1f8d-0d9b-4b44-b087-8de64479abss INFO Dryrun
attempt failed
2022-11-30T20:17:31.207Z 390c1f8d-0d9b-4b44-b087-8de64479abss ERROR Invoke
Error {"errorType":"InvalidInstanceID.NotFound", "errorMessage":"The instance
ID 'i-0000000aaaaaaaaaa’ does not
exist","code":"InvalidInstanceID.NotFound", "message":"The instance ID
'i-0000000aaaaaaaaaa’ does not
exist","time":"2022-11-30T20:17:31.205Z","requestId":"a5192c3b-142d-4cec-
bdbc-685a9b7c7abf", "statusCode":400, "retryable":false, "retryDelay":36.87870631147607, "stack
["InvalidInstanceID.NotFound: The instance ID 'i-0000000aaaaaaaaaa’ does

not exist"," at Request.extractError (/var/runtime/node_modules/aws-sdk/
lib/services/ec2.js:50:35)"," at Request.calllListeners (/var/runtime/
node_modules/aws-sdk/1lib/sequential_executor.js:106:20)"," at Request.emit
(/var/runtime/node_modules/aws-sdk/lib/sequential_executor.js:78:10)"," at
Request.emit (/var/runtime/node_modules/aws-sdk/lib/request.js:686:14)"," at
Request.transition (/var/runtime/node_modules/aws-sdk/lib/request.js:22:10)","

at AcceptorStateMachine.runTo (/var/runtime/node_modules/aws-sdk/1lib/

state_machine.js:14:12)"," at /var/runtime/node_modules/aws-sdk/1ib/
state_machine.js:26:10"," at Request.<anonymous> (/var/runtime/node_modules/aws-
sdk/1lib/request.js:38:9)"," at Request.<anonymous> (/var/runtime/node_modules/
aws-sdk/lib/request.js:688:12)"," at Request.calllListeners (/var/runtime/

node_modules/aws-sdk/1lib/sequential_executor.js:116:18)"]}
END RequestId: 390clf8d-0d9b-4b44-b087-8deb4479abss

6. FIIARBECHEBFRENFTLZREFELSEM , EANRARRS —MUHEH,

EFERBERLELHOMLED <, #5568 REINER SampleBadTagChangeEventill i B4,
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_StartInstances.html#API_StartInstances_RequestParameters

FRi2 AWS RIRFIFEmE R RFiERE
7. 1EFE QIEFREH.
8. XNTFEHHEF , #A SampleGoodTagChangeEvent,
9. HEZE171TH , WBR NOT- , FHEE XN valid-value,
10. ENHAEHEONRER , BRRET , REEENR,
BMEHERATAR , IRAZEBA LRI ERRZEH BTS2 RAKH,
START RequestId: 53631a49-2b54-42fe-bf61-85b%9e91e86¢c4 Version: $LATEST
2022-12-01T23:24:12.2447 53631a49-2b54-42fe-bf61-85b9e91e86¢c4 INFO Tags
changed on monitored EC2 instance ( i-000000Q@aaaaaaaaaa )
2022-12-01T23:24:12.2447 53631a49-2b54-42fe-bf61-85b9e91e86¢c4 INFO The

instance has the required tag key and value -- no action
END RequestId: 53631a49-2b54-42fe-bf61-85b9e91e86¢c4

2% S 88 PR ¥ Lambda 2 &1 &4 FHFRES

SRR 4. SIEB3ZEEAY EventBridge FLNI
M1E , VAL ESE4TE H i@ AN Lambda EEH EventBridge HLMI,
£12 EventBridge #M|

1. EHMXEI|ETFRE L+ , 7TFHEventBridge #24& , HA “GIEZHAN" TWH,
2. WFEH, WA ec2-instance-rule , AFEERT—F,

3. BMTRIEFCBAEHEFEENER (JSON HER ) -

4, EHREEDR  BEUATERNE , AREET -5,

{
"source": [
"aws.tag"
1,
"detail-type": [
"Tag Change on Resource"
1,

"detail": {
"service": [
Ilec2Il

1,

"resource-type": [

SI 4 BIEBHZEBE EventBridge FN
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https://console.aws.amazon.com/events/home#/rules/create
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"instance"

LEHLI T, Amazon EC2 3E#l#y Tag Change on Resource B , HET—SHFRAALEE
N ERNEARNE.

5. ¥T3XK, ' Lambda BREURINA BAr. EEBHAR 1EF |, EEBBEHRT , £ Lambda EE,
6. EHE T ,6 EREZHCIENBIIEC2EL LR , AREE “T—%

7. BEREFRERNEL, &R T—%. RF , BEZ ¥ &MNCIEREL , E&F BN, XELH
2 F 18 A EventBridge & Lambda BB R,

SR 5, MHATENBERA R
A A R EC2 KA MBEREARER £ REM AR A
A E SRR I M R R

1. $T7F Amazon EC2 2| & K% SLfITH,

2. B Amazon EC2 £6l, EEa28l , BMMMHEEZE valid-key FfE valid-value WIFR
X, BXOIEBMBIHEFIMESR |, 258 (Amazon EC2 AAFIEmE) FWLE 1 Badl, &5
BEPINIES , ELSBE 3T, MABZHRE , EEERFIMFNIGE | BBERNRZL , REH
A#Z4H valid-key H{E valid-value, MRILRFXAFTAEKRE , HBEITRETREH BRI
5], BEUREEBEZANMBERTHE, THTR1E , BREARKET , BEFERTIR2 .
EERIEH,

3. Instanceld\#Z&I&EHl,

4. M Amazon EC2 ###| B 41# % Lambda ##l &, EFENEHEC2K 1ILTHEE , “FERBETF ,
ARIFIEFE index.js EIF KR mBENRIE,

5. MM Amazon EC2 #HIAEFIME , LAE XK InstanceList FNE=/NKEB., BRiZ
RegionToMonitor E5EE &N /Y S5 #Y X 1548 PTf

6. ERITBLUBEZMNER, IE , ZEBEEZRE , B EEEXENIZEFH#TIREER
KBOE,

7. M Lambda £ &l & ¥1#F Amazon EC2 &% &

8. B MBRE MBI L N FE {iZ 40 WV B K F M I B SEHI VR
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https://console.aws.amazon.com/ec2/v2/home#Instances:
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance
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® Note

BXRUNAEEEZITH Amazon EC2 324l L ERRZEWER |, 55 (Amazon EC2 A
FPIEE) FIEEANTIRLRIAMERIRE,

9. EEF/LV® , RERFEHAE, ZEFIMNHEHEFREEXNEEEFL , ARERXREFLE,
10. ZFAEKE , M\ Amazon EC2 ###I&41#: 5| Lambda #£#l& , AR EREEETF,
1. & “BE G+ , ARE ‘REWNFAR RH , EEZIHPHEFFE. LogStream

Amazon CloudWatch &l & 23 TFF &8 Lambda BB RE— X AR ‘BEEH THE. &5
— KB REUTFUT RO,

2022-11-30T12:03:57.544-08:00 START RequestId: bSbefdl18-2c41-43c8-
a320-3a4b2317cdac Version: $LATEST

2022-11-30T12:03:57.548-08:00 2022-11-30T20:03:57.548Z b5befd18-2c41-43c8-
a320-3a4b2317cdac INFO Tags changed on monitored EC2 instance ( arn:aws:ec2:us-

west-2:123456789012:instance/1-1234567890abcdefd )

2022-11-30T12:03:57.548-08:00 2022-11-30T20:03:57.548Z b5befd18-2c41-43c8-
a320-3a4b2317cdac INFO This instance is missing the required tag key or value --
attempting to stop the instance

2022-11-30T12:03:58.488-08:00 2022-11-30T20:03:58.488Z b5befd18-2c41-43c8-
a320-3a4b2317cdac INFO Successfully stopped instance [ { CurrentState: { Code: 64,
Name: 'stopping' }, Instanceld: 'i-1234567890Qabcdef@', PreviousState: { Code: 16,
Name: 'running' } } ]

2022-11-30T12:03:58.546-08:00 END RequestId: b5befd18-2c41-43c8-
a320-3a4b2317cdac

HERE

AHIEER T WIEIE2 EventBridge MM LS Amazon EC2 EHIM R REH IR ESAEEE ., ZM
M$E M@ — Lambda BEX , MR EPLEEMENRE | ZEBEB3I<AZESH,

Amazon X & IRIFEE X EventBridge XHFNE AWS FZ R RHPUHESH BN BI{LTTRET AT
M. AWS BREFHINEES 2HES , AWS Lambda J A RREAMNEBLTRESSMBAFTRENIE | XL
RRARALLIER AWS TR, BEV BEEBRAME,

% tag-change-on-resource EventBridge 5&zh &Y H ftb o] A€ F 51 243
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html#adding-or-deleting-tags

FRiE AWS FIRMRE BT RAriEmE

- MRBEANEE IP it HRIZHER , SAHESE - £ , #EHRZNERNENHENR
IP tthiik, XIFRZMEREER— CloudWatch B, BALAERZEHRR IP it 55 IP i
HEFIRBATLE | HER IP it TR et BE B o 6 F b4

- BERFNETHRENHEEFHEERETEN —NREEAETEY (L) WiGEES
(ABAC) Zi& 7 X & IRAYTFRIAPR , AT BAfE XS FR 3 4T 4E A & R AT 4 5K EventBridge BV E 45K 12
REZHRAH#ITHFIT
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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2 AWS BRI L4 B3R RAriEmE

X #2558 ot 1T BUFE HEBR

wn
a

REVEEREFNFEN R FERNERPREERTR ENARERFSTHIER , ATRER
RERIFERAMN,

- RRABEEERRAMENIE, BE , BRKZALUE 50 MNFEXWIRLE. AWS ERBIRE

Fit A 50 MrENHZAE, HttAF TR ERFREMNEE -RF , XA F RS
EYIIE S PN

- RERSATHECBRRSINEATEANFZRE (IRFALTHNFZRHE ) . NREABKRFIRNNHE

HTHE |, FERRHRNRS TR EERUBIARS LT ERAXEFR,

« BAREEARFHFENNR, MREXAENREFTRLVIAEHRE , W ENRRNRERITE

Ko

« BURXANRUEXRG R, EXFRNTHREATERLZINE —NERRANRH,
« B—PMAFPSHEATREHFEIMERAIR, Hlm , RIRELIE CloudFormation #HNEERHE T

—NRR. WRERCHRIABLTEIRS , WiZERTRETETH,

« MRFBFHRIHLL , HEEENFFRHTHMOEHN (NBRGEAR ) , WARETEAERIRZE,
c MREREERATHZBAXANRR[ER-FHERTE , MEXEXARRKIY. EEFRNEZH , 5

BAREEN , AEFF[ERE LERKIHKRMIERE.

- BRBEXRRE , BRERICHRS TEES RN — N EIHAIBR%E AWS Resource Groups Tagging

API| , YRTTREATE Resource Groups Tagging API PR #ll 2 573k Zlix /4N BR #l

Bl KMV IRLEE

n
=
g

RNLEFREEL—PMEENRBR LAY , FEFEEFHENHRBE R — N EBHEIE, EIBEERER
HNEMRENABNERES. XTEMIR K MEEENRSRBRTEIEIRENEFERF. &
FERERRE , FERERFR LERAMOREERUAREREER RV BLER R EEHER,
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R RBRNZE M

ZEEAWS BREHZE, ENAWS BFF |, BAIUZRTENRREASHZEBBREALNERMY
ERBAER UMM LR,

ZERNITHEEE AWS 951, REHEERXFEERNTN Z2ENEH HEEH !

« TRE — AWS ARKFHET AWS RS Pz THERMZEM AWS Cloud. AWS &R ERHAIE
EERANRS. FH AWS EMMITRIN -2 , E=ZAFRAZFERN ANRIERSENEN
o, XTEATHREEERNEARITVNESER , ESH SHAEITUEEABAWS RS .

- DiREE — EHRERSE AWS RS EANRBRRE, EEFENHEMRZNR , SFBENSEN
BN, BRANERUREREREN.

BESCARF RS BYIE T MR AN CE AR S R iE AR A A SR AL 3B o DA R BR AN B i P 5 Y 8 2 A
KRENREHEMEIE B HRo

F&

- REREFNBERE

- IREEEFETEHNTRERE

- RERERN A SICRMNER

- BERERN ST

- IRERERAVIRERE

- REREFRTHEMRERS M

PR Y B 2R Y IR AR H

2 AWS BERFEAERATHREHEESPHEBERY . NAERPNR AWS |, ARRKRFPEITHEAR
M2 IKER R AWS Cloud, ZARLEFPNAEELHEMEHW LENABTHES ., BEATEFMERAN
AWS S NERLBENMEETS. EXBERILNESERE , BERAKERILEIL B, HREMEK
FERIPWEER , ESH AWS Security Blog L8 AWS Shared Responsibility Model and GDPR 8% X

==
=18

HFERERPFEHN , RONEBUUERT AWS Ik ZIEHEH AWS IAM Identity Center 3% AWS Identity
and Access Management (IAM) ZRENA AR, X , 8MNAFP RRBETHIERRAMEFENNER,
REWEBE ST AR EIEE
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

FRiE AWS FIRMRE BT RAriEmE

- NBNKFERZSESHRIE (MFA),

- £/ SSL/TLS BE®FRERF. AWS BIIERFEA TLS 1.2, BiUFEA TLS 1.3,

- FAIEE API MAFE3N B & AWS CloudTrail, XM CloudTrail IRERIEIR AWS SEFHIER |
BZH (AWS CloudTrail BF1ER) HFHIEA R CloudTrail £,

- £/ AWS BB RARURHEFHFERINREEH AWS BBEF.

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
BT,

o MREBE AWS BEGSTRER AP #HTHENEEZLE FIPS 140-3 WIEMMEFER | EFEH
FIPS it R. BXAAK FIPS RN ESEE , BZ2H (EEKIPESLLERLE (FIPS) % 140-3
B o

BABRWE /N BEESHBER (WEEFNE TR ) RAREHEABAXNEFR
(MEBEHRFR) ., XSTFEEREFE, API T AWS RS ERARERERIEM AWS CLITER AWS
SDKs, A TEMMNIRER BB ANEFZRPWANEAHRFERIELATIIRIZHES, MR
LA ANERAR S BRI AL ML | BEZNBWET EEM U B FIEE BRI ZIRS2/AITE R

I =

RICERRNE. REMEARNE , BHURSSFENLTLRBE—SONER , RibiRSfE a5 RR
RENMEFEEE, RFHETMESRELEER , RARXKTETATREADTAKR.

AN

RERMF EZAURERSRERSENRSIANERE, MREA , BEA AWS KENRE, &7
DEEBMESR (VPC) FERIRERES API M2HE , IFEDTHEARELRESRBALMEM R
BZE.

& 5 P &5

HRERERBEEARIRSHABBEEFE®ITEONETNE, ARTENHE#TERE,
ZAEE

W53 H §TRk AWS Key Management Service 555 , B R AWS KMS keys.
BEXMERERLFA

RERBRER HTTPS TS RBRATE AWSZ BN MELE. mEREREREREREM
M (TLS) 1.3, BthXHF TLS 1.2,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/

FRIE AWS BIRMIRE SR E R RAPFiEmE
NI mEERE T H O NG R EE

AWS Identity and Access Management (IAM) AWS fR$s T #EIEE R T2 i iZHIX AWS BIRY 5]
MR, IAM EBRREZEHATUBESHRIE (B2% ) NN ( EENR ) FAREEESRTRHAR,
BRI LAER IAM AWS RS, TR ATATEA,

FA

- ENX

- FASHHITIHRIE

- EARKBEERR

« REREROAS IAM HE T4

s BRERERET SO EBRA

o XWinXimiEse S 0 A 15 B3 1T EHERR

R

BRI E H X AWS Identity and Access Management (IAM) Ri&H AR :

- REAF  REBTEFRINEE , BNEBERALERNR (1 ESRANIEERERR S0 M1 R #HITHE
B )

- RFEER : BEAFHENBRHARINRER (FZRFEHRESRNATS IAM #HEIT4E )

- IAMEER  RERTEEREHENRNER (ESANSRERETSHNERETA )

£ & 21T & IR IE

SHRIUERE AWS FRAFHEIEZRRN AN, BLTLIAM AF FH#THHRIUE AWS IKFRA
P, EBETEE IAM Ae# TR,

& T LAME ISk B 54 RIVIEP AWS IAM Identity Center ( 5120 ( IAM Identity Center ) , B REXE
B EIE® Google/Facebook iE$ , ABXE F B R, BXREZNEZER , HSH (AWS &% AF
B FHRIAEFEN AWS IKF,

NFREHRE , AWS 1214 SDK H CLI KN FER#ITINELE. BREZER , F5H (IAM AR
M) FMERT APl ERAWS LZ A 4,
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
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AWS K F root FiF°

Bl AWS K/ , BRSBE—1NEN AWS K™ root AFNEREH , ZEHATUZLFEMER
R AWS BRSS MR R, BIBENBVUFAEEABRAFRTEEES. BXERRAFKILENGES |, #
Zi (IAM RiFiERE) FIEZRASTIENES.

AP MA

IAM AP RN EMNARBINARFEERENRN — 156, BWERKNFIE , MFEEFKHMEIE
B IAM A, BXEZER , BZH IAM AFERmPHNERARASERASHREFNRE S HKBIE
F 88 AWS £ A s BHIE F #E 1T 15 1) o

IAM (HIEE—4H IAM AF , ETERNMMN KERAFP#HITNRERE, BXEZER , 551 (AM A
FIE™Y BH IAM B EREA,

yz| =)

IAM AEREERENRNEH , TREKNEIE. SUEINASHRE IAM A (255 ) R
A AWS CLI 5t AWS API RERRAB R, BXESEER , BZH (AM AFERE) FHEEAE
By 5 %

IAM X FEBREAFE, me IAM BFRR, BIKFiGE, BRSHRILAKRE Amazon EC2 Liz
THRAREFHEEER. BEXEZER , 558 (AM AFEE) B8 1AM F Y EIK P &R,

FHAREEERR

IEREL AWS B el 2 R TR EM IR AWS SR SR FEREZEFFHHRNR, REELTESHGHR
RFERKETNER, AWS EEZERARHBERMITPAXLERR, KSHERBEELL JSON XHHE AWS ¥
AFHEEP. AX JSON KRBXHENESZEE , FZH (IAM B Em) F 8 JSON REEHIR,

EEREARE , BYE B EE AT UEA A4 TR BLERRIITHEREREEERNGRMT
Ao

RABRT , BRNAERENR, IAM EERE IAM REFHREFNBEEH , REAFTNUE
EXEAE, IAMRKBEXNR , SHITREMANG ETLR.

ET 508K

ETHMNRBEEMMBSH (AF, ARNAR ) B JSON NRKM A, XEREIZH S5 7
BRATH ZRE, NMEFTRITAREFLAZRAETIT. ETHOMCIRET BORNKRE , B55H
(AM FiFiEE) FNEATMEEARKE L BE X IAM RR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
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https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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ETEHNRBAILRARKER ( ERRAZNENSHP ) REERKE ( HMNBSANFOHIRIER
B ) o BETHROAEREERBNABRERE 2 RRITERE , BSH (AM AFER) PHERERRS
MR R B 2 R AT

E T RIFRAYREE

ETRIFHREE MR ZRAY JSON KM, R~PIEHE IAM B EEEREN Amazon S3 M
Kb, EXHETRARNKBORST  BSEEAAUERACIREFNBERRNG R, BLME
E T RIFH RS I8 E £,

ETHRRVRBEEN T ZRSFHAKREKE, ETREETHRAREPER IAM Y AWS £EXR
B

TR 2H 5 &k (ACLs)

REFIFIR (ACLs) 2 HBLEREA (KFKA, ARZA. ) BNBRER, ACLs SETHIRM
REERL , REECMTEM JSON RME K,

Amazon S3 #l Amazon VPC i X FH RS =¥l ACLse AWS WAFE T EZ{SE ACLs , E5H
QIS fE 2 F RS A EIERE) P ERIEF 5IR (ACL) BHiR,

HREgRE

AWS X HMREER  XEFHERATUREFENNRBEERERFHRANR

- NRLR - REETHNNRBALRT IAM ZENEARR. BXESZEE , 20 (IAM A/
) B IAM EER PR,

o PRSIEFIKRE (SCPs)-FEHFIBEALARALN B HZR AR AWS Organizations, EXREZER , B
2% (AWS Organizations FIFF 18R ) HHY RS 15 6 KB,

o BIREFIKEE (RCPs)-REKF A RFENHZRAATANE. BXELEE , FSH (AWS
Organizations FIF1E/) PR RZEFIFKE (RCPs).

- 2ERE -ENACIRSAFCRGNSER , FASBEENSRER, BXELER  BS
F <IAM FF$ER) PHLIEFRR,

S RBERE

SN RBEPWRBEEA T —MERE , ERBORREMERNELIRE, ETHRESRSHRIEER
M AWS BERBAWER , F5H IAM AP BTN R ITEEE,

R EE A MR 1.0 55


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

2 AWS AR S REE A
X miEER A5 IAM th[E T4E

EEA IAM EENIRERER[AVGRZB] , BN T HEBL AM R ERERERESEM. E2H
TR HRERNEMANTE IAM BEE AWS RS €A AWS RS |, BZ5H IAM A - $5R R 204
5IAMEBEEER,

&

- MEFERETHONER
- ETREHERE

- ETHRSHER

- RERER IAM BB

HERERE T S DR

BEMEMA IAM ET S HKRE , B0 UEE R T SRIEL N RENTRUKR R TFSIELBRENZRSE, 5
LREFZFBENRE, HRNFZHAE, BTHE JSON KEHPERNABERLE , 55H (IAM A
F1E™) P IAM JSON KM TESE,

BRI

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BRER , BN EETUANT AR FRITER
1, AREMAAZRHETHIT,

JSON REEH Action TEMRTATERKP AWRIEL B RNIRIE, ERBPISREARTFR
ITRERIRERRR,

REFEERTHRBBREERENEAUTHR : tag:, HMERBERBETLERHAPINIT , BE
AEFKEPHERIR tago

Bl BERFEAMEH tag: TagResources AP I2EFRIZRIRANR |, 185
fFtag:TagResourcesiBEHNAHKEE R, REFALMEE Action I NotAction tHE. FREYR
BEENT —HBCHERE , MERETUERAZBRSMITHES.

EERNMEUFEESTRERE  BEAESFENRT , MR

"Action": [
"tag:actionl",
"tag:action2",
"tag:action3"
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BB EABRS () BEESMRIE. Sl , BEIEENER Get FFANAERE , BEREUATERE.

"Action": "tag:Get*"

EEENZRERRENIR SR (RSENSE) hH mERERNRE. HRAZEEH,

RIR
EERWLER AWS JSON REERIEEHEARIBEMF L, BR2ER , BNEETUNF LR FERITER
1, UREMFARHETRIT,

Resource JSON KB TEIEEZRENAREN —IHZ IR, FAZEREK , BEMAE Amazon
RFEEY (ARN ) EERK, NTAGRRENRONEE  BEABER () EREINATHER
o

"Resource": "*"

HERBRDSFXEEAHER. CHRANZHMINEEA AWS RS OIEZN TR LA THE (L),
S

EE R WLAER AWS JSON REERIEEERRIBEMF L, BREHR , BN EETUANT AR FRITER
B, UREMF ARG THIT,

Condition TERBENNRMHEEFVMENIT. BALGIRBERZGEZEN (FlW, FFTHN
T ) WEHRER , MERBPNFEEERPVERTE, EEEME AWS 2R&ZHE , F5H
IAM AFEREPHAWS £ 354 £ T XHEA.

HERERTIAEEMEETRSHFAER.
=l
EEENSRERETHONRBEHN RS , FSRANERERET SO RE RO,

ET R IRH RS
MERBERTIXFETRRVERRE , EAERENLE FHEMHR.
ETHREREN

ETHRENRNRETEEN T REZG (ABAC) WR 2 RN —E5
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EETHERHEXNERNTEE , BFEMEA aws:ResourceTag/key-
name., aws:RequestTag/key-name = aws:TagKeys &H4ZIAERBH M TEFREIRZE
B, EOIEREFH RN , AN TRNARE,

ZEEETHONER (ATRERRE LR RBHX ZERAFE ) WREl , E5H RERSE
F4H. BXETEMENHREZES (ABAC) WERER , 51 ABAC Bt 4H ? AWS 7 IAM A8
A+,

MEYRESS IAM B8
| AM A& 2ENIBEEZFENR AWS K- HWRE, HREREFTEITEARS AR,

FIEET IR TARE 4828

ENZRES SRR ESIERTHRE EHARIEES , BT IAM SR BEEKF AR, &0
LU B A AssumeRoleZR 2 3R AWS STS API 2 /ERIKENIE S & £ iE P GetFederationToken,

REXBAR
RS HEX A S AWS RS i RIS 1R R R KRBT REBIE,
FEmEELE ERERARSEXAS,

RS HE

HIEEA RS RREBEIRSHE,
FEREELERTERARS S G,

RERERE T 50 R4

RABRT , BWABHNAF XN IAM EHEEEEFESIRENNR, WIETEER AWS &
EiEE A, AWS Command Line Interface (AWS CLI) S 1T4ES AWS APIs, IAM B R 482
IAM policy , SAMBEAN THBFRRUNFIRHEERRHITISEN APl B4, RfF , §F A XIFFX L
SRR B N2 T X LAY PR AY 44,

E TR a0 X LRI JSON KRS XA 0122 IAM ET 5O EMNIEE | F235 (AM AFERE)
Ry 7£ JSON &I+ £ BIZEERE,

ES}
- RERRESCE
- ERARERERZES 8 MAREAIRIC AP
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com//STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com//STS/latest/APIReference/API_GetFederationToken.html
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- ATAFEREMITESHRR
- BEGREEERS

RESRERE
ETHONERBERMARTIUCE, HRASBEREKS FHREABRETR. XERETELE

AWS IKF = E R A, ISR EET S MR , HEREATEEINR

- FaER AWS RERBEH EORKENRNE — EFBEAAFMIEARR TR , EERANTFS
ERAFIRFRRHAWS EEREE, SIEMRBRARTH AWS IKF, BRITEEEDE LAY
BEABIEN AWS BEFRREREKH —DHPONR. BXEZER , E55H (AM AFERE) B
AWS FEE RIS T/EIRBEMNAWS EE K.

- BIAKENIR : £ IAM R ZENRER , HXRFRITESFAENNRE. Nk, BALENX
ERERHTIUNEBERFRINTWRE , tHMNRENRREFT, BXRER IAM NAXRBRHNESE
B, BEZH (IAM AFiEmE) T8 IAM PR FRR,

o {8 1AM KRR S — S REIH IR « 4477 LA ) 58 B 7 I S48 SR BR I X 2 4E R SR A 17 ) o
Bl |, AR BRI RIEESMER SSL £ REFIEHER, NRRSBRERBEIHEE AWS R
S (Bl ) FERE , N ERRGRRE TN RS RENH RN CloudFormation, BXE%
B8 , B2 (IAM AF1ERE) HH IAM JSON KB TE | &,

- M IAM Access Analyzer BiEZH IAM KB |, SUAKRNEHN LS MHEMINEEMY  IAM Access
Analyzer 2K IEF REEMIM B KR , LBERRBEAS IAM KEIES (JSON ) M IAM HESE
B, IAM Access Analyzer 12 100 ZTRBEREMTIRENEIW , URBEHER S BEEMREN
Kig, BXEZER , HZH (AM AFEM) FHFEHA IAM Access Analyzer BiE KB,

- FRZEHHRIE (MFA-OR AWS KF BN ZRFE IAM AFSRAS , BEA MFA RE X
&M, EEEEA AP BENTE MFA |, B MFA R4RMEIEN RS, BXESELR , S
51 <IAM B $ER) HREA MFA R APl 5HE,

BXIAM AN RESRNESELS , B8 (AM AFIERE) F# IAM R 22 REXE.
& AR S dm B AR IRl & M R IRAPRIC AP

Rip R RERIZEH A MAREARIS AP, BAFER -—AFEANR, XENRLMAVFESEHM
EERHMEFRNRZNFEAEFE AWS K, NRBEAFENHKRENRENKRANETFHNEK
B, Xt THA R IAM 4, 25 &M AP R T AR EREIZT.

NERXLEZHRDRAUERIRERERSR | FRHATRR (BT U TRBEFTFIR R RN ) M inHIsE
e, BXELZEER , F50H IAM AP BRI AR IUR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"tag:GetResources",
"tag:TagResources",
"tag:UntagResources",
"tag:getTagKeys",
"tag:getTagValues",
"resource-explorer:List*"
]I

"Resource": "*"

BRRTHERBRNBRAIRC API NTRNRNESREE , FSH RTEAIMEREFOR,
ARHPEFEMIBE SR

ZORBIGER T BRI R |, SV IAM AP EER MBI EAS S ONNERANEE R, R
BIFEEEFE LHER AWS CLI X AWS API BU4RE TR LR ER R

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

iam:GetUserPolicy",

iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",

iam:ListUserPolicies",

iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
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},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}

BEREERA

BRI EET BN REPEASZNE , WEETIRZEFIXN R RERTIRAITIF . 1ZRFIBEA T 1
BIREBUATEETRR (EZRAP , BRAREL ). B2 , XIYARE project SHMERHBEHA

WEME LW project iRZEBHRBERN , TR TR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "resource-groups:ListGroups",
"Resource'": "arn:aws:resource-groups:us-
east-1:111122223333:gxoup/group_name"
},

{
"Effect": "Allow",

"Action": "resource-groups:ListGroups",

"Resource'": "arn:aws:resource-groups:us-
east-1:111122223333:gxoup/group_name",

"Condition": {
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"StringEquals": {"aws:ResourceTag/project": "${aws:PrincipalTag/
project}"}

}

A UG L SR B I BB R AP . MREBIRLER project MIrLME alpha WAFZRES
BIRA | B AR ZAHRIE project=alpha. BN , ZAFREEL G, FEHRZHE project
PLEL Project M project , RARHREMRFTX D KNE, BEXEZELR , T5H (IAM AF#E
) FH IAM JSON KB L& : &Ko

XYPRE Y 4B R B 10 F 15 (7 2 1T SR PR R BR
AT ER TR BEL IS EEEARSHEEN AM i TEEES/M % A A,

FB
« BRENENRSIREERFRITIRIE
o BRFEBINIT iam : PassRole

BENERERBRPHRITERE

MR AWS BEEZF S FIFEETRHTEIURE , WAFBRREER TR, EERROLRM
BEREIEN A

¥ mateojackson AFZAFEARHAEFERRELNFE , EFEEtag:GetTagKeysRAT , &
RELT ROIER,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
tag:GetTagKeys on resource: arn:aws:resource-groups::us-west-2:123456789012:resource-
type/my-test-resource

FEXFERT , Mateo BRI EE R EHMERKRE , LAWTMAEER tag:GetTagKeys BAETHE my-
test-resource &R,

R LRI AT iam : PassRole

MREWRE| —MEIR |, RPLEFTRINIT iam:PassRole B , MMAEHT KRB UA T ABILIES
RERE R
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BE AWS RS A ERIIAEABKEL1ZRS , MTARAIRMNBSAGIRSHEXEE, it ,
BBMEBF A LSS RSINR.

&N marymajor B IAM AP 2 E AR S ERERBER P IMITREN | S REUT ROEIR,
BR , BS4AEERFS AR TFHNRS THITIERIE, Mary FTEBRABEEEIRSHINR.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXRERT , XEH Mary RIREE AR bR 4T iam: PassRole #&1E,

MBEEERY  EHRLENAWS BEHER, FNEERRIRHBFZEIINA,

ML RESRN BEICKMEE
AL RESRREHYEE R AWS CloudTrail.
FHICFKIRZLRwEST APl H CloudTrail

HERESRES AWS CloudTrail—WRFER , ZRFRMEAF. SEIIRTHESR AWS BRSE Fid
THIREMIE R, CloudTrail L REESHNFTE APl HRBRAEH , SBEXREFIRESES A
# & A M3t Resource Groups Tagging API FIBIAMA. REQIZERE , WAL R FR CloudTrail
EHFEERE Amazon S3 F#EE , BREMSEERNEY. NREREERE , EBNATURE
CloudTrail BHI A “SHAL R PEFSETNEH. EAKRENER CloudTrail , & 7] LAFEE @R
TREFRAEHNER, RHERG IP ik, #AHTER, @ANAHBERAREMIFMAES.

BHXRHEZEE CloudTrail , 555 <AWS CloudTrail AFEE) .
PR EREERE R CloudTrail

CloudTrail ZEZGIEIKF AWS K/~ NEEZNKS LERA. HEIREERERERITSHFERD
#HERE , ZEHLESHM CloudTrail B —EIZFRE AWS RS BE4ALIERKF, BAUEFES,
BRMTHRILRENSEH AWS K. BXESER  FEREASHALIERES CloudTraill
#o

ERLIEFRENEG AWS K/ |, BREGERESRNES | F0I2RIIR, BEA CloudTrail FAX
X &5 E Amazon S3 F#EN. BINBERT , EEH AP LRRERIZRN , WRRIERMATHE
AWS XiF, BRERIEFK AWS 2 XHPFEXENEY , H B EXHLIEREIEERN Amazon S3 774
Mo b4\, B EEEM AWS RS |, i —F 9 ML E CloudTrail B &R IMENEHHE. B
REZER , BSRAUTRER :
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https://docs.aws.amazon.com//awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com//awscloudtrail/latest/userguide/view-cloudtrail-events.html

FRiE AWS BRAUT SRS e
- REBIERKRL AWS K/

« CloudTrail ZEFHRFZFER

« BlE Amazon SNS &4 CloudTrail

« BRKBSANXEH CloudTrail BEX MWK B S IK/H CloudTrail B &AM #

FIERERERRELGH (RERER API 2%) 1% CloudTrail Hi2FE (rZlw
HBER API ZE) H, BEHAEPHIRERERBFERIEZHERNEH CloudTrail , F#E

Atagging.amazonaws.comfEffeventSource,

BIMNEHHBATREBESEXRERBFRNARGR. BOEETHBEHEUTHER !
- FREEARAFZIEER IAM AFPZIEREN.

- FREEAACERKEAFNIGNZ2EIEREN,

- FREEHHEM AWS BRF R H.

BEXREZEER , 52 MCloudTrailuserIdentity T,

TR EYmEeR B S % E

BERE—MEE , APNEHENBEXHEEEIEIEEN Amazon S3 F##, CloudTrail B &4
BE—NEBZENMNAEFZREB. ~NEHRREKREBEMEN—NMER , BIEERFMERWIRE, BENBH
MetiE, BERSBEFEMNES. CloudTrail BEXHRELNMA AP BAANEFHRRE , Hited]
FaUEARBEIRFE T

BT RBIE R T ERZIZIEN CloudTrail &% HTagResources,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-1661372702",
"arn": "arn:aws:sts::123456789012:assumed-role/cli-role/botocore-
session-1661372702",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
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https://docs.aws.amazon.com//awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com//awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com//ARG/latest/APIReference/
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"accountId": "123456789012",
"userName": "cli-role"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-08-24T20:25:03Z7",
"mfaAuthenticated": "false"

}
}
3,
"eventTime": "2022-08-24T20:27:14Z",
"eventSource": "tagging.amazonaws.com",
"eventName": "TagResources",
"awsRegion": "us-east-1",

"sourceIPAddress": "72.21.198.65",

arn": "arn:aws:iam::123456789012:role/cli-role",

"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/1@ exe/AMD64 prompt/off command/

resourcegroupstaggingapi.tag-resources",
"requestParameters": {
"resourceARNList": [

"arn:aws:events:us-east-1:123456789012:rule/SecretsManagerMonitorRule"

1,
"tags": {
"owner": "alice"

I
"responseElements": {
"failedResourcesMap": {3}
},
"requestID": "8f9ea891-4125-460c-802f-26c11EXAMPLE",
"eventID": "b2c9322a-aad7-424b-8f0b-423daEXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",

"clientProvidedHostHeader": "tagging.us-east-1.amazonaws.

com"

CloudTrail Integration

M7 1.0 65



FRiE AWS FIRMRE BT RAriEmE
LR S RIE

ETHRREBETRESMUXNER , FZHAWS RSF “ZEEA XIS HTE" ", RERFEERN
BHEMITR. AWS RS AXx—KREE , BSHAWS SMITHIAWS,
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