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TAREMXK ?

AWS Storage Gateway F AR ZFEE T ZNFMIRZHERE , NIEEN AR IT BHEHM AWS
TR BRI 2 M RHEREL SN TR &7 SUE R I RS FHIEF# 2 Amazon Web
Services = , MAZF SRV AT REFHERFEPHRFHELZEM.

YRA] LAfE A 1 #3288 Storage Gateway fER £ KVM = Microsoft Hyper-V EE\NLEEBREF £ VMware
ESXiZETHELNIRE , T LMENBHRRIE , T LMERN AWS IS #EHIEE, EC2 AL
FEAEER EC2 £l EMMXHITREIRE ., BIFEHEGIK N Amazon EC2 ERENNAREFRMHT
o

E&EF AWS Storage Gateway BB TR BT AH , BHSFEAWS Storage Gateway, BXRENH
BHEER , B5H FHAEER LWEMN AWS Storage Gateway o

AWS Storage Gateway RIEE T X # ( S3 XHMXHM FSx XHMx ), ETE (MK ) MET#H
W (BTMX ) NEHEBRER.

AAFEERHEEMRAXNESR

BENMXEHRT BN EHS , AU AEFRS SN ZFHESENERMPDEITENRSED
(iSCSI ) 8% %,

BMAXIIEUATSHE :

- BES - FBIEEME Amazon Simple Storage Service (Amazon S3) B HE AR B R E 5 A H B
BFENEIER, EEETNEYTHEREETFEALR , MEKABREMR /DT AT BIFENE
Ko BE A MR E XL F 1 A 0 B iE IR 778,

- FHES - NREFEENEBNMNREEHTERERER , FELHRMXEENHMEREFHES
i, REFXLEHEN point-in-timetRBFE %42 Amazon S3, B ERM T MAHBRFREMN
RFM , BUUNEREZ ARG EFEHORL SE#MEITTER (Amazon EC2), flin , IIREFEE
BHRAEENRFTIERE , WA LUFE B IREE Amazon EC2,

BREMER , FSH SMXH THERE,

EXARAPEES , AURKREATESD , EPRETAAERNXREBANREGR. B UKREEWN
RIREER , UARERNAEE, HE. EENERBMRNET,

AAFERTFHIIREEIEMNETFEA AWS EERHEARITRXRE. MREUREANRITXLER
€ , 52/ AWS Storage Gateway APl 3%,
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BT TERIE
TR, B AR BE R X R RN EGELR,
EM K

NFBMX , BALERAZFSHFES.

£33
. EEBEN
. FREBEN

ZEBRY

BEFEASEES , UL Amazon S3 REXEHIERME , RFHGLXE HRINEIERE Storage
Gateway FA#RE, EELSUHKBERERET BRI FHEEM KK , AN NENNAREFRREX
HERABENREERE, BuLAEBRESIE 32 TiB WEFE@ES | HAARtNAREF RS 25N E M
7 iSCSI & %& ., MXFEAXLEEPPEIEFEMTE Amazon S3 F |, HNEEEEWHIEREER M
Storage Gateway HWEFM LZZ P XF@EH,

EEENARNEERUE 1GBEI32TB, HAEXANE R AR RELN GB B, NEFEEENE
ARAAUZRERS 32 M8 | BB AREESE KRN 1024 TiB (1 PiB).

HEEFEMRIG RSP |, Storage Gateway R A it S F 2 7 BIERFE Amazon S3 IFMBH. B
TREERETZEFEHIAMK.
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Your Data Center

f — \
/ § T}? Amazon S3
‘é Volume Gateway VM
§ <—iscsH >
T é E%j E%j

Volume Snapshots
Application
Server Cache Upload

Storage
Storage  Buffer
Hypervisor 8—)
...‘ \ Host / \

'- \olume Snapshots
Storage
Users
Storage Area Network, \ /
Network Attached,
or Direct Attached Storage

EHFEF O EN LZE Storage Gateway F#F18% ( BRI ) HFHBEE , BAUFER AWS &
Bin#l & REZE B Amazon S3 XN FMHSE, BIET LA Storage Gateway API 5 AWS SDK &
DURBEAXEBF#HS. CABEXEFMHBIEN ISCSI R REFTNNARFRSES.

Client

IN|
TARGET
A

EEEHNNZ VM D EHE, XEGRNBERS T TIED

« MXRAFEEFFRZENEE — HENNARFEPNFEREBEAKER AWS , MXSE THHR
BERERTEFFRNABHEE E. REMIRFHSELEE Amazon S3. EFFHEZRAFESRE
MEZZEHX EEEF] Amazon S3 HEBIRHN A5 X 7 2R

ZEFHEZRELENMXESEAN EFRENNARFNRITEAHRE  UXIEEETR, MR
LR ARFERBIE , MXERE Amazon S3 IR AR EERFFH TP,

BRMERAATENBEALNEEFEZASENEMEZRAE. BF , ENZELTEARTNHE
ERPE 20% ENEEEHEZH, EEFEZAENZAT LEAEFKX, KIESIEBTHERZFE
fit B8 BB R R/ RIFE AR EEZ P X PR L& E Amazon S3 WATREIRE

o WMXAELESHXWEE - N THIFEEE Amazon S3 NER |, BHMNXELFEARIEFEMEE
—ANEEXFFR (HMALEEEFX ), BRIRXBINBNEZESEZEFTRE (SSL) EHENXLEE T
L& E AWS | ARMHEHINZRFM#TE Amazon S3 H,

IBAT LAY Amazon S3 FE#SRIZER D , BHRIRE, XL point-in-time R BBIE 4R T 5 #h
EBS REZf& £ Amazon S3 1, HFFHAVRER , REMNLXRBHEEUAREEZUHBET 2F
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i, BIERBE , MXx2FER LEFIRBR , ASEA Amazon EBS fI|EFHIRB, BRI URAME

R—RXMEARXNBIRENIER. ENEIFRBELEXN S MRBHITHR , BEMRBELMTHAE
EFREAERT —MRE. BIBRREN , ReaBREMEARBIEZEENHIE. BHX Amazon EBS R

HEER , ESH Amazon EBS R,

MEEEMEHRENZH , MATLUF Amazon EBS RREBZERIIMEEFEES, B4, X FXKIEiL 16
TiB KYTRER | AT LUFIRER F4ERTHY Amazon EBS B R, AfF , B LUFX N EHH Amazon EBS %
¥t hnZE| Amazon EC2 324,

ZEEEWARARMXBEMIRBHRIFYFMHE Amazon S3 & | HEARS[IRINER (SSE) BH1THAN
R, T3, B BEEA Amazon S3 APl i Ef T B ( #1 Amazon S3 EIRIE&|A ) 15 EIX LEHIE,

FRESEN

BUEAERSE  SUUNNEEREFEEANG , A XERERSZMHE AWS, FEENEHAE
N AREFRUNBEMNIEENRERGE. B, EMNURMEANZAZD. EUUNEFES
HMNE#NARFRSSBNFENER ISCSI RE&ER. EAFENTFHRENBEREET R FEEML
. LEEIELL Amazon Elastic Block Store (Amazon EBS) REBH R R L& 19 %] Amazon S3,

FHENAR/NEERTUR 1GBE 16 TiB, HEMXNNER AR RKIEEN GB B, N TFHEERENE
ARMETAUZHRS 32 M. BH 512 TiB (0.5 PiB) A,

FREES  BUERED LA HEFSEME, THE , BOMENNARFZRNREEEEESS. R
B, EFREMTREREZSMMNINEE , MHEIE L& Z) Amazon Web Services = , MTTSRIMAF
SRNEZFONRERNERE, NREHFEFBERFELRT , XIMERAFRRBES , BNEFEEXNAR
BHEHTIRIER R HE AWSHLEF Z 4

TR T FHEENHERRL.
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Your Data Center

=
\\ |~} Amazon $3
‘3 Volume Gateway VM
§ <—iscsH >
T : é é

Snapshots
Application
Server Volume Upload

Client

IN|
TARGET
A

Storage  Buffer
Hypervisor

'. ..‘ \ Host / \ /
Users j ; ,
Storage Area Network,
Network Attached,
or Direct Attached Storage

EHFEHD O EN L RERHBUE Storage Gateway FHF18% (VM) f5 , BRI BIEMXEZ#ESE. REH
TR G B A it B E X774 (DAS) RFM XML (SAN) i, BUUNFRES S FERENE
FiaEF. BARABUUEXLEEFMEEEN ISCSI RZFLZEIGHNMARFRS . ZRNARRFMNE
MXEHSEEHRFEANRN , XEBFENENEIBUERHARE,

AT HERE LT Amazon S3 WEEE , MXEREABBEFRENN LEEFXNEFXEF, £
LURH7 M DAS 2 SAN HEZ BETEFEZE, BNMXBINENZEERTFRE (SSL) & , FE&
EMEEEHX EEEIFE Amazon Web Services ZHIZ{THY Storage Gateway IR . ZBRS5 BE /G 2L
& N 7447 Amazon S3 H,

BN FESHREERN , TEHRR, FMXFXLERRE Amazon EBS RREH X FMEE
Amazon S3 H, HEFMHRER , REN EXRBHBURREZ(CNBET 7M. QIEREE
MraFEREEAEREBLR , REEA Amazon EBS BIE#IIREB, SUURAMER — AR XE3
REBRVIAR . ENEIFREEEN S MREIATHA , EBNMBHBLATH IR TREUIERT —
RE MIERRIRE , ISMBRE M RBEHAEE KSR

MREEMEBENZH , N LU Amazon EBS REBZER A AWK F#SE, & AT LU RBRE
¥ Amazon EBS B 5 , H O] EM AR 1ZEEREE Amazon EC2 3£4i,
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Al1 AWS Storage Gateway

A RMEAHA AWS, BEE— AWS IKSF e taEH AWS Storage Gateway, A LAfERAI
BAWS IKF , A LUEMFKS . B0 AWS KFHEZSE—NMNETEHAEN IAM AF , ZAFESH
17 Storage Gateway EFATENEENR. EEHENNRH A A LLi5[R Storage Gateway 2l &
Storage Gateway API , k1T XEE, BENLEFEF. MREREHIXEA Storage Gateway K
P, BRINBUEEFRE 28 , &F Supported AWS regions 1 Volume Gateway setup requirements

BB o

AT IEUTER , XEFTBREBRIFHFERH AWS Storage GatewayH I ELEE. .
FB

- #RES 0 AWS Storage Gateway- T @ 21 EM AWS FISIZE AWS k.,

- RIEEEEEANERN IAM B -7 #@IFA RSN AWS Kl 2 EGEENERN IAM B,

 IEfE1/[R] AWS Storage Gateway- 7 ##404f] AWS Storage Gateway BIY Storage Gateway 2§ & =
ERAURERX#ITIHF. AWS SDKs

- AWS [Xi3 % $F Storage Gateway- T f#i#1E Storage Gateway HEUE W o< s 0] LLfE F HRLE AWS X 15
FFEBIE.

k&S AWS Storage Gateway

AWS Tk 2ifE AWS BREHERER, BH AWS Ik 284EH AWS AP SIS AWS &R
WEARARSR. B AWS IKF 2 AWS BENEARZRLI R, BEKF,PAENTMAERETHES
ZKFWEENABFPER, EFHBER 2T AWS Storage Gateway , BEEFMH—1 AWS IKF.

WMRERE AWS IKF |, BRI TEZRKGIZE -1
EZEM AWS K

1. $TFhttps://portal.aws.amazon.com/billing/3E AR
2. ZEBE®LMHBARE,
EoEfMet | FEIEFIKRIERE , EREADFRERA —NRIEE,

HIEEME AWS IKF , RS BZAWS IKFRAF —1 RAFBERGRIZKS PHAE AWS
RS MAR. ENZEZEXEK , FARFPIEERHRMNER , A AR EARAFKNITEER
AP HRRRNES
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BNERWEEREHAFEHRINERIGES AWS, ERMEIRIES , BT UERARS S HRIE
MEHRAE , 120 AWS IAM Identity Center. MIREN AR ELEERASHRERD , NAUFHEE
RESORIE—EER , URLERMAX AWS MK 3R U5 FIRRY S o

HEZEEEBERANEN IAM AF

B2 AWS Ik Jg , AU TS E R B2 8/Z AWS Identity and Access Management (IAM) AP |, &
BRZAFANEEEEENRNEA, BXRHEMZ AWS Identity and Access Management B 552 %l
Storage Gateway RIRIGRINRMNEZELR , IHSFAWS Storage Gateway B F 5 F 5[ EE,

ZOREERAL, , BREATEIZ—,

prik > B ¥R s Bt mr L

MEE

REE

BHNE

ER

£ IAM £ AR A T ) BXHHA , BESHE (AWS EdE (AWS Command Line

Identity ~ AWS, IAM Identity Center AF°$§  Interface FIFF#§8) AWS

Center ) REA. IAM Identity Center s fii &

h BRBRERERR, AWS CLI Z 18 F 0 KB B 472
EXBERBHES e

(# BESE (IAM AP

#) Y B IAM P E

EREXEK,

FIAM  ERAKHEIERR =R (IAM AFER) =R (IAM BF1Em) BNE
B AWS, WEZATES2FREN IAM B IAM BPNiERIR |, BE
AP R B AT IR AE mIENTEM,

(F
R
)
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/A Warning

IAM AP ERKHEILE , XTREZEXK, ABPRBXMXE , BNBUNREXLERFR
HHITESHENNR , HETBEEXER R EBER.

IEfE 1518 AWS Storage Gateway

AT LA AWS Storage Gateway 2§ & RNITEFRREENEFFS , BREELBHRBERBR
Storage Gateway g% , 22, EEMPIRTRAXEHBMK , A1, EENPERTFES , URKE
Storage Gateway REHZENTENESITRRAIRS, ATHESH , RERERINAEH Storage
Gateway 2 %5 Web RERNITES . ATLUET Web X %2515 17 Storage Gateway %15 , Wit

A : https://console.aws.amazon.com/storagegateway/home/,

MBLFENRESE , M ALMER AWS Storage Gateway M AR FRHZED (AP)) Reo17#END
(CLI) ki EFEHE Storage Gateway ZBE I %R, HX Storage Gateway APl WiR{E., HIEREM
FIEBEMNEZE LR |, 3 Storage Gateway AP| Reference, 5 Storage Gateway CLI BN Z1{5
B, 55/ AWS CLI Command Reference,

B LAE R FT & 5 Storage Gateway XEM RN FAREF. AWS SDKs AWS SDKs @A F Java. .NET
M PHP B2 T JKZH Storage Gateway API , LAE{LIEHRIEES. BXTH SDK ENEER |, B
S8 AWS FFEA G F D

BXRENMWEE , HSH AWS Storage Gateway EHo

AWS [X15 & #F Storage Gateway

AWS XiF 2t E AWS EZNATRAXNYENE, TAKH—IMRZMEIT AWS HEREH LA
B, BNBEPLHEEARBIR. MENERE , L TAENREP, XEREEMNXBEYE L
AWS XiF #BR2 Ay , H B FTHMXE, XGRUAEED. REMEFEY , 2 U ER,
BRIEERTME A AWS RS IEEN S 4ITEE | BNEE —NXENEN R BETFEE T EMEMXE., 4l
#n , Amazon S3 ML Gk EC2 XIFBEXFEF. FLMRS ( AWS Identity and Access Management
flan ) ZRBEXEER. BUREBRLSERWB NS AWS BIR. Hli , BAgEHEF 3N Amazon
EC2 LR H AWS Storage Gateway & E AWS X5 ZERUM , AMEEBIAROMNAF |, HEH
BERER, BALAWS KPP REFE RS XML XS AT EER,

. EREMR-BRIEFN AWS XigH ] FF Storage Gateway HJ AWS JRELIwT 25K |, S+
IAWS Storage Gateway AL in i S ME#, AWS —fik5ZE
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- Storage Gateway B IR ZF—BXBEHRZAUFEANEZIF AWS XiF , FSH P MAWS Storage
Gateway B 1E& XiEH., AWS — S %E
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BRESMANER

BRIEZHULE , BNAMAEMNXEERFZHEUTER,

F&

- BHMEF#EER

« WM RIBER

- EXENEEEREFNENER
- BXKW ISCSI BFEF

EF M7 R

AT NEANMANHREFEGFENREER , AR AMEF#EIENZ/ P EETRE,
HNEHFER VMs

EEEMKE , BLAARBEMNKELDNEMEHEBIEUATHROER

« DL VM AN E L E R,
« NTFEMX , EHBEARER L THEN RAM :
- WFEEFEXDNTES 16 TiIB HIMx , E 16 GiB #5 RAM
- XFEFEKRNPMN16TIB E 32TiB HIMx , E 32 GiB ¥ RAM
- FEEFEKR/NN32TIB E 64 TiB HIMx , M 48 GiB ¥ RAM
-+ 80 GiB #W&E =M , AT ZEEUNRENREHIE.

BXEZER , BSH RN, BXREADNMAEMMX VM HEENER , 5 AWS
Storage Gateway Ei &,

% Amazon EC2 SEfIZR B ESR

#£ Amazon Elastic Compute Cloud (Amazon EC2) EZFEBM <At , Kl KD SMEADH xlarge , FIK
TREEIH, B2 , ¥ TFIHERCEIMRY] , K/NABREDH 2xlarge.
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® Note

Storage Gateway AMI R 5 Intel 5 AMD 2 EBESHE T x86 MRk E. TXEEH
Graviton & B2 E T ARM HIEHI,

X FBMK , Amazon EC2 RN BRFEEIT KA T RN EF K NMEEATHER RAM :

« WFEEFXNDNTET 16 TIB M , IE 16 GiB #Y RAM
- TFEFEKRNPA16TIB E 32TiB HIMx , E 32 GiB ¥ RAM
- FEFEKR/NPNRN32TIB £ 64 TiB HIMx , i 48 GiB B RAM

ERRNENMRRBEBENUTEFIRE 2 —,

#EATEES

- BAXMIRS| — m5 = m6 KHIKE,

o TERCEXBIRT - c5, cb6 5 o7 KHIRE, %#F 2xlarge SZHI R NRE RN KD, BURZFIER
RAM ER,

. RNIFERICESEHIRT -5, r6 =K r7 SLHIER,
s EREEACBEEHRY —i3, 4 K i7 KHIER,
BT VM B9 80 GiB B Z ZEH 4\ , BEEE RN RIBEHMRE,

TRAFIERBENMKXHERE T N B2 F R,

B3] 2% (&)» 27 (&KX EEEHX EEEHKX Hibh AR TR A
B ) B) (&/ME) (BRKRE) R
BREEMX 150 GiB 64 TiB 150 GiB 2 TiB —
EEEMX — — 150 GiB 2 TiB —ANFBA
BTFE®s

FHEER API R4 2013-06-30 11
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® Note

BULNEEN LEEARKEE - M HENMTESRATENA B
EERBEMRANEFH LEZZFXE , EEH ( EERFZH Amazon EC2 K6 ) H & 2 #iH
2, XREE. IRZHICHHESIBENEFHLEZEFX , FOEXIBTHERN KD,

BEXxMAREFHEE , HSHEAWS Storage Gateway EL#l,

P 4% R By K 35 F 3R

BHMRFTEZEEN Internet, ML, HE MRS (DNS) BRS5aR. A, BERFNHEAN, &T
XA, BEURIAEXAMEBRONEE , HTHROARTREUAFESR K EMEEBARRETIE R,

(@ Note

EREEBERT , BALAE Amazon EC2 L& Storage Gateway , Sl & A E R AW IE
(‘EA ) MRS AWS IP #iEENMER £ EK. EXEERT , 4 AWS P EEEX
ETALR , BHRXTEELBERSERIE, SREEAN AWS IP s a5SEEN T AT
M<H AWS X33 Amazon g5 7+, BX4E IPBEE , 5K (AWS —R3%)
By AWS IP h3itSE .

(® Note

MEFREREANX LA THENBEEMR. KITH, HENEFRNAXELEE
100Mbps. EHBBERAERNIREXBFENITEARFTENT R, EEEBRT , BO0E
Amazon EC2 L2 Storage Gateway = fif F H X R 2B

£}

- IWOER

« Storage Gateway TE4Fi% % B W 4% M BH X & B R

o AVFIE L A IE R B A ERH# 1T AWS Storage Gateway 1 (8]
- & Amazon EC2 RXEHINZ LA

P L& TR K EE R API R4 2013-06-30 12
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BMXAFERE

i 1 E K

T@@ eway Volume Gateway B3R 4%

OB EHMELRE , FREKIDEREN

RFIBEMXAAEN , MEMROMNXATEHERE , flIEEES VPC imRET,

Ky O EsR
M £& 7T KR
=
Web 3 88
% Web i
ﬁ

B R 7

Storage TCP
Gateway HTTP
VM

80 v v v

N— =

Z21T, A¥%iwA

N ==
=

FA 2 3t
REH
TIREX
Storage
Gateway
BUEE
o X
e Or
Storage
Gateway
REH
] 15 A

¥ H
80, Storag
e
Gateway
VM R
EZRA
NIFH
] i H
80, U
A 80 Fir
7] % 1l
BURT
P 4% B
B,

i O ER
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BMXAFERE

MaEx  RIR B #R
=

Web %  Storage AWS

WER Gateway
VM

DNS Storage &
Gateway MR%
VM (DNS)

AR 55 %

X

TCP
HTTPS

TCP #
UDP
DNS

443

53

RIEMN
Storage
Gateway
Bz
Hil & B
mTH
>, 0
BEE
Elz=
A A
I EH
DAIPRS
ZES
A 80 &
BiAE
R,

AWS &
25l
a (mr
BHM
B )

AT
Storage
Gateway
VM A
DNS Bk
SRz
] 4938
g,
BT IP
B o

i O ER
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BMXAFERE

MaEx  RIR
E

NTP Storage
Gateway
VM

B #r

) 4% Bt
8]
(NTP)

R S585

TCP A 123 v
UDP
NTP

PN
SRAT
& VM
BtR &
E=1:N)
EEE:7

o Storage
Gateway
VM &
B E
NN
NTP AR
&

e (O.amazon.

pool.ntp.
org
1.amazon.
pool.ntp.
org
2.amazon.
pool.ntp.
org
3.amazon.

pool.ntp.
org

(® Note

| X H X

ROER
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MaEx  RIR B R X WwH N i uh T xR
E

=
Amazon
EC2

i

i)
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BMXAFERE

MaEx  RIR
=

Storage  Storage
Gateway Gateway
VM

Storage  Storage
Gateway Gateway
VM

Amazon Storage
CloudFror Gateway
t VM

AWS

AWS

X

TCP
SSH

TCP
HTTPS

TCP
HTTPS

22

443

443

v v v XEF R

i ]
Nl
3% 1A
#5 By I8
i R
< (6] &
o BT
=
Lm0
B3R
AP S
WIEE
B

B 7EH
1TIE &
HEE R
EEm
. &
K
ity = Y
IES
BESH
X F i

W\ 0

v v v S

#a

v v v ATH

&

ROZR
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MaEx  RIR B R X WwH N i uh T xR
E

VPC Storage AWS TCP 443 v v v* EEER
Gateway HTTPS &
VM
MRERE
A VPC
i R B
TEE
VPC Storage AWS TCP 1026 v v P2 mE
Gateway HTTPS MR =
VM
RERE
A VPC
i R B
TEE
VPC Storage AWS TCP 1027 v St Anon 12
Gateway HTTPS il T A
VM (AT
BUE )
MRERE
A VPC
i SR B
TRE
VPC Storage AWS TCP 1028 v v* KRB
Gateway HTTPS =3
VM
MRIERE
A VPC
i R B
TEE
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BMXAFERE

R 45 7T
E

VPC

VPC

VPC

HRIR

Storage
Gateway
VM

Storage
Gateway
VM

Storage
Gateway
VM

X

TCP
HTTPS

TCP
HTTPS

TCP
HTTPS

1031

2222

443

v e
v e
v v

)=5

HER
=1

RIERE
A VPC
U =V:N)
TEE

ERAT
SSH
Support
58
VPCe

RIEfE
A VPC
Uity S B
FTEE
AT
BX#EF

BiE

EEE

#a

RIEfE
A VPC
Uity S B
FTEE

i O ER
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MET KR B R I WwH Ah i uh T AR
=

iSCSI iSCSI Storage TCP 3260 v v v AT
EFW B Gateway HRE
VM EEE
=LAPS
NI

iISCSI

B #ro

TEERTEAXH Volume Gatewa y ZREM ML HRE
4 N 4 N

TCP 443 (HTTPS - data and control)
Tape Gatewa
TCP 3260 (ISCSI) P y | _ ToP22(supportchenne) |
—-OR - Storage Gateway
Volume Gateway \_ Service Y,
iSCSI
Initiator
——
TCP 443 (HTTPS - activation)
\_ J
A
TCPIUDP 53 (DNS) ' lUDP 123 (NTP) Amazon
: CloudFront
|
|
DNS Server ! NTP Server
|
|

TCP 80 (HTTP - activation)

D _________________ TCP 443 (HTTPS)

Web Browser AWS
Management Console

-

Storage Gateway W4 1% 2 B P 485 F By X 3 E R

" Storage Gateway BH R ZEEEUTHERS :
* Internet 7R - B IR 2 LW EANLZZOKIE Internet B K A M LK ERE,

B & B M E M KR ER API k7 2013-06-30 20
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BMXAFERE

« DNS %5 - B TH#E#HiRZ M DNS BRS5 85 2 [AIRYEBISHY DNS BRS.

s BERY - X015 R BB ER Amazon NTP BB fRS
« P #i3it-2 BELHY DHCP IPv4 it s A, BTFEED B IPv6 Midit,

Dell PowerEdge R640RGSESMNEHE A MNEMKZIR O, MNELEA (EXNRSFEFETH ) , XEiwOM

TFR -

iDRAC
eml
em2

em3

o & w0 b=

em4

&I LAE A iDRAC s OBt T RS 22 E

8080
HTTP —»

(activation only)

O
?I

— —=
Corporate Network

BHRRERTEN T RO S8BT,

Storage Gateway
Hardware Appliance

443 )
HTTPS

22
SSH

123
UDP/NTP

53
DNS

—» 54201223107

I —3y *.amazon.pool.ntp.org

——» DNS server(s)

*.aws-gw.<region>.amazonaws.com
s3.<region>.amazonaws.com/s3.amazonaws.com

I3 wa B E KR BFrLiE i EA

SSH 22 vk BHRE 54.201.22 YEFRE
3.107

DNS 53 b EHRE DNS %25 BN

UDP/NTP 123 b EHIRE * _amazon. NEIEEZ
pool.ntp.
org
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71 iw O B R BRI E oA 68 A
HTTPS 443 H vh BHiRE * . amazona HiELw
ws . com
HTTP 8080 N AWS EEERE BUE (X
St )

BERRITNARNET  BHEREFFZTEA RSN XEFIRE

- EREHESEPEREMAERNMNEED,

- BREANNZEORLTE-NTFMNF,

« NFFEEEMEEORMAN L E T A R QR AT RAUR

c BREED— I MEZOUXEFRMFRE, AXRESZFEE TSR LERHFRZENES .

(® Note
BRETRERSHEFARERONETR , BSRYEZERIHRZE

B —M4&4ZE DO (NIC) LHFRE IP tbit ( Tit—RATRXREREN ) BN TR —FNA, TRETRT
FuF xR,
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@Ie subnet \

.I
HostIP

(Configure on Hardware Appliance Console)

Lil

Service IP
Wﬁgure on Gateway Local Service Consoy

BREENRERHRBENEZER |, BSHFE A Storage Gateway B R E,

ARVFEIL B K 3 M B R 28 #E 1T AWS Storage Gateway i []

BHMRFEEH A Storage Gateway RFIm [T REE ZBE AWS, EMXRETREF , RIFEH ML
IMEIRBEMXCIm SRR, MREARAENEHAFRFERBRHMERE |, A ER X IEMEH
BUATXERSZ KRS AWSH 1THIEEE.

(® Note

WMRIEN Storage Gateway ELEFE VPC LinT S A TEEME HEEE AWS |, MERIRX
FREGRLHKERN, BXEZEE , HSHIE Virtual Private Cloud FBUEM X,

Fo VR IR B K 85 R0 B% R 2R 1T I X 13 18] API kg7 2013-06-30 23
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/A Important
BIEFEMXH AWS X1 , RS LT RregionFER N ERXEF TR,

i RS E

*Tlﬁ—ll-ﬁz“\
XLERATFENRXIEZEEZEB IPv4 RE AWS,
FrE MK EREE LT IR S in = BEIN1T head-bucket R 1E.

bucket-name.s3.region.amazonaws.com:443

FTIEMXAIEHIEEE (anon-cp, client-cp, proxy-app ) FM¥ERE (dp-1 ) BEHEFEUT
e =

anon-cp.storagegateway.region.amazonaws.com: 443
client-cp.storagegateway.region.amazonaws.com: 443
proxy-app.storagegateway.region.amazonaws.com:443
dp-1.storagegateway.region.amazonaws.com:443

A API EEFERAUTRXRES KR

storagegateway.region.amazonaws.com: 443

T RAIREZEAE (BERM ) X (us-west-2) FHIMXRF KR

storagegateway.us-west-2.amazonaws.com: 443

I HE Ui R
XL R ER IPv4 XEMNKXIRZEFZEIR IPv6 iE AWS,
B P BB E E LA T W% BR &5 0% = = BET head-bucket B#1E,

bucket-name.s3.dualstack.region.amazonaws.com: 443

FRIAEMXHEGERE (BUE, 2HER. KF ) MBRERE ( BIEER ) BEDFELT DHER RS K

/AN O

Fo VR IR B K 85 R0 B% R 2R 1T I X 13 18] API R4 2013-06-30 24
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activation-storagegateway.region.api.aws:443
controlplane-storagegateway.region.api.aws:443
proxy-storagegateway.region.api.aws:443
dataplane-storagegateway.region.api.aws:443

BT AP AR ZEEEA T MR RS KR

storagegateway.region.api.aws:443

LT ROIZEZEAD (BRBXIM ) X8 (us-west-2 ) PHIMKXINHER RS v R0

storagegateway.us-west-2.api.aws:443

NTP AR5 8%

Storage Gateway E#IEZBIMEZIHFRILLT NTP RS2

time.aws.com

@.amazon.pool.ntp.org
.amazon.pool.ntp.org
.amazon.pool.ntp.org
.amazon.pool.ntp.org

W N -

BXIZEFEHLBTR AWS XiF FERES KRN TEYIXK , ESEHPH Storage Gateway AWS — xS
%,

Bl & Amazon EC2 Rx LIty Z 24

REEQEFRE Amazon EC2 MKXKFINRE. HFEREREAR , BUEHMITUTRAE

ZEERM AR E I Internet BIE AEEE, ENRATFMREZEARNXRLSMIETERS. W
REFTEANIOIMNZZSANNIERERIMX |, RIMNBWER ¥R O 3260 &R T iSCS| #E#)
MmO 80 (&M THUE) LHEE.

BHEMNMKRH L2 HINERR Amazon EC2 EHBUEEAIMX , MFZEAFMZENM IP ik B iy
A 80 H{THE AERE, MRETEBEBEINM IP it , WA LT im0 80, BUEMX , RFHE
SERBUERX MmO 80 LAY,

REERRA 22 X3F #ATHEDERES , I ARAWER. BXRESEE , BER & 25 BFICHER
EC2 MxifE.,
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ERLEERT , BRI LEA Amazon EC2 SEflER Bz ( BN , EEEIEIEE Amazon EC2 £HY
Mx EH ISCSI B ) » BXFBERT , BRI NEHE I ERNTRNEE

1. BREEMNXEENZEAF BB EFEM,
2. BNEBLFMER , LERHEFAEMXHITER.

BXENENMRITRNRANES , TS HE 0 ER,

EXEFNEEEFMENER

IBA LATE A #bfF Storage Gateway ERERIA (VM) REZRYBEH R EIT , LA L AWS X
Amazon EC2 EHiE1T.

® Note

XHMX 2.x, Volume Gateway 3.x #l Tape Gateway 3.x EEZH L2 Z3IH UEFI Bz1E
3 ( loader_secure=no ) . FIX T qcow BHEBL B — xml XHERIRFIZERE,

@ Note

HHIE RS RN N EEREF IR — iR 56T, Storage Gateway R4 RIS IZARARY X
B, BXAXHEERFEERFNEFAES , TS RBIEBEN X,

Storage Gateway XA T EEBREFRAMEN :

« VMware ESXi EE\NEEBRERF (A 7.0 5 8.0 ) - FLi&E , EFE—4 VMware vSphere FF°
I RIEE R E A,

o $HEX Hyper-V BN EERF ( M4 2019, 2022 = 2025 ) — E#HTHIRE , REEEMEK
Windows & Fim it Bl £ 23R Hyper-V BB 28 F BEEZT E .

« BT Linux AKELAL (KVM) - BFNFFRELELEAR, Linux 2.6.20 RESHRAREHDET
KVM, Storage Gateway £33z # % CentOS/RHEL 7.7, Ubuntu 16.04 LTS 1 Ubuntu 18.04
LTS K1ThR. EAMEMINN Linux RITARITEER N , ETEERIETHEES MR, MREBELEH
E1TT KVM HEH BERELRE KVM W ITERE |, RONBWERAL®ED, BXEUNEE
B , 55 RIRMHI aws-storage-gateway .xml X, X#HMx 2.x, Volume Gateway 3.x 1 Tape
Gateway 3.x EEZALZ+F3H UEFI B3 ( loader_secure=no ) .
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* Nutanix AHV ( BE TRV EERRERF ) M 10.0.1.1 FREAFHE , XR—PETF KVM HEIMLF
A , BERE Nutanix RS EMZEH (HCI) BRAERAF,

- Amazon EC2 34l - Storage Gateway 2t T —MNEEMK VM BEH Amazon REME (AMI).
£ Amazon EC2 F REEE N, EFBMETM XX, HxW{AE Amazon EC2 LESEMKHY
B8 , BZRANBMXEE B E LW Amazon EC2 K41,

- Storage Gateway E# %% - W TFTEEERELNNEMEMILE , Storage Gateway it T ¥)EE
g R RER AR th BB IEIN,

® Note

Storage Gateway T X 3FM 5 —NM < BE A HLAY 1R B =6 52 P& B 2 A BB L AL = M Amazon EC2
AMI REM >, MREEHRx VM HILHKFE | HEEFTMXHFENBERERZN*x, X
BZER , B MNEBNEAXHAFRE,

Storage Gateway T X #EHH AN FHE L AFHIE,

TR ISCSI BaifEf
HEERFEREFHEEMAN , ATLEMX LA|2 iISCSI F#5,
T ERERIX L iSCSI 1% , Storage Gateway X#FLL T iSCSI B EF :

« %k Windows BRZ:88 2022
» Red Hat Enterprise Linux 8

» Red Hat Enterprise Linux 9
» VMware ESX Initiator , BRI T EENEFHIURERSPEABHBNER TR VMs

/A Important

Storage Gateway £ X3k B Windows % F w9 X Multipath 1/0 (MPIO),

MR ENAEEA Windows Server kB EE (WSFC) thiE15 7] , Storage Gateway X {5 %
NENER—MEXRBK, B2 , ZEAREH WSFC , I TR S ANENEZTIE —NE (Hlan
HEIEBHE NTFS/extd XHRE),
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£ Fl Storage Gateway EH#i%

(® Note

KiE FTHIBA - B 2025 F5 A 12 AiE , G BERM AWS Storage Gateway B#418%. FH
AWS Storage Gateway B4R ZHNIABR A A USEFERAHIREXE , BE 2028 F£5 A,
RNERER , BULIERZ AWS Storage Gateway FRFZ ARt M =im N AEF RN JLF L
BR Y =726 89 175 (R A PR o

Storage Gateway BEH R R —MYEFEMHIRE , EEATRIEMNRSHEEFTE T Storage Gateway
B, BATLAM AWS Storage Gateway B AW B4 EZ A TAEESISPHEF RS

BEHRFR— 1 SMEN 1U RS:H , EURERBAEEGHBER OB XERNRBVE, &
MEHBEEHIRER , BEIESTEMHRRSEMN AWS IKFXEB. BUERE  BHREaBIlER
HEPHNEFRFRERNE L, SAILLRBEARFEERN S3 XHMRK. FSx XHMXx, BiHMNxH
BMRRE, HTERFARE LHBXEMXRENIREREAF S LHEEMEE,

B X Storage Gateway B #ix % AILBUE M E AN X AWS X Xig5|&k , S FFH Storage
Gateway B IR & XIBAWS — RS %,

FEUUTLA o, AR BB < {A5) Storage Gateway B IR EZHITIRE, YIELTE, BH, BE.
BoE. B3, ERAFMIBRAY A,
£

 1RiE Storage Gateway ik &
- PEZEEHIRE

- BRIE#HRZEFS

- BEEHRZENESH

« BUE Storage Gateway ik %
- EEH#IRE LOIEMX

- EEHIRE LEEMX IP it

« NEHRZPBRMIERMY

« MIBR Storage Gateway B4k %
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R E Storage Gateway R R

@ Note

K1 EHIBA : B 2025 5 A 12 B , T BERMH AWS Storage Gateway BHiE%, FH
AWS Storage Gateway BEHRBRWIABEF AIABREFEAHIREXRF , EF 2028 £5 A, £
RERFER , BELUERZ AWS Storage Gateway RS LE &89 28 3t M = i N A R2 7 i 1R) L
TR =FM#.

W F Storage Gateway Hardware Appliance & , &I LAERAEH R R R AREMSE , IRHE
RENRATELIEE AWS HEERZ., HESFENRESREIERFERAN AWS ik~ HEKEk,
BUEREE , BRI LAM Storage Gateway 2 #5830 S3 FSx XHMx, XHMK, BHMAXHEMN
Ko

ZENEERHIRE

1. PRZERE K AEBEFEENBEE, AXESZER  FSH YELRBEHERZ.

2. NEHREZ (EVIPv4 ) REBBRMPIARE 4 () ik, BXESELR , B0 REEHIREN
B Wo

3. HEFIEEN AWS KN ENE4RERRTE LBEEGRE, BXESER , BSH BT
Storage Gateway BH4i& & .

4. HEEHRZFBLUERX. RREZER , H5H QIEBMX,

EREHAIEE EIREM XIS N SEME Hyper-V VMware ESXi, ETF Linux AR M (KVM)
KU G FIREMXHNANMER. EC2

BnE A EF 7

LU LUSEARE LN T HAEEM 5 TB #BiNE 12 TB, XM LUREIER IH R P HIEREMETE AN
ZF AWS, MREBITHHE5TBES , NAABESWER/ 1.92 TB SSDs ( BIAERE ) M AE
& ZE 8 18 NZE] 12 TB,

KRG, BAILEREREAIRZ 28N SSD AMEBEHRE., MRECHEBRFRBAFEFREZ LN
ATAFMEEME 12 TB , HRITAT®RE -

1. FEARBEENH RE, AXRIMMARITIIRERNGEE , FEKR AWS Support,
2. ERBAMEAN 1.92 TB SSDs HERE.,
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W £& 32 O <%0

BEETHNIREZES , ©A[6EE A 10G-Base-T RJ45 441zl 10G DA/SFP+ M-,

« 10 G-Base-T M+EE :
. fE/ 10G Ky CAT6 8455, CAT5 (e) BT 1G W84
« 10G DA/SFP+ NIC B & :
- ERAKEK 5 KK Twinax AR EELLK
o BR/FERIRE SFP+ XFER (SR LR)
« AT 1 10G-Base-T #J SFP/SFP+ AT U % 8§ G-Base-T

YL R EHIR %

(® Note

K1 EHIBA : B 2025 5 A 12 B2 , T BERMH AWS Storage Gateway BHiE%, FH
AWS Storage Gateway BHIRZNINEEZ - AT USEFERAHIREXFF , EF 2028 £5 A, 1
RERER , B LIERZ AWS Storage Gateway BRS 1E &89 25 3t F = 3 S A R2 7 15 1R J L
TR =176

BERZEF 1UAEAE  IREENSERBIZER 2 (IEC) FRAEMN 19 T HIRH,
FTRFM
BERFENEMREZ  FEUTEL

- BIRL%  BFEF-R , BUFEARR,

- XEFNMEMRE (BURTEARZPEIEHMEEZED R (NIC) ) » Twinax §Ait DAC., SFP+ X4
R (FRAEHIEER ) R SFP # Base-T AR LS.

- BANE RS, BE. WHRNER (KVM) TIRFRE R,

(® Note
ERITUTEF 28 , FRRIERE Storage Gateway FE4F1% % B9 W 4% 1 By A 15 25k AR #Y
Storage Gateway BHZ&WFIEER,
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VERFEMIRE

1.

FABEHREERE  HFERERIZSNRARE , BV R ELLZRRSH,

THERTHEARFNEE , HinQATEEZSRIR. LA, £/R3%, USB #&7M iDRAC,
%Eﬂ*ﬁ%ﬂ EE;‘J?‘E?%%%*TKE’JEE#u% Eo

. 2 T 4
iDRAC T em om Power Power
em1 em3 Connection 1 Connection 2

A M 45 M BRI BRI SR IRE —FHo

2. WEERANERNERERE, T UALE—NEREE , EBRINENUE EXHNEREZEKESRTT
Ro
3. FLLAMEBESIFEA eml im O LURHBATFEH Internet ERE, eml w0 25 SFHY MY M 4K i
ANE—N(MNEER ),
@ Note
B IRRE T VLAN A4, AT EZFEARRHRENIEOIRE N IEFR L VLAN i
H,
4. MEEMIERI[EALR,
5. BXZAIEIR LM Power (BR) IHHKRNRSI[EL , W TFEFTT
A ERIZHERENEFRZIER,
Power
button
A ERIZHERENEFRZER,
T—%
IR EHREZZE &
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mRIEFREEH S

(® Note

KIEEHIBA - B 2025 5 A 12 B , A BERMH AWS Storage Gateway BHiE%, FH
AWS Storage Gateway BHIRZMNINEF - AIUSEFERAHIREXFE , EF 2028 £5 A, 1
RERER , B LIERZ AWS Storage Gateway RS LE & 19 28 3t F =3 S A R2 /7 15 1R J L 7
TR =176

FITREARBNERE , ERsGFL2EREMRBEFE, BHRIEFHERM T —IMEHAT AWS &8
BEEERARD, BENHAMESHNTHZZFRENASRE AWS,

EFAEFREEHS , BEIEEMANEK , AFEA Up. Down, Right M Left Arrow #i%
ETHNARERELBS, A Tab BUERELEINFEAGBITE, N TFRELEE , EAUFEH
Shift+Tab BERIAFEEB3, £/ Enter BUREFEER , B EERRE LR,

BXHRNEFRZFEF AN  FERRERE , RESRTNENEERARFKFIRERD , REETHE
mEEE A

REEE R ZHD
ERRELHNEZEZEBRRL , PUTUTRE

a. XF SetPassword (iR E#B) , WMAZ , ARSI Down arrow.
b. XtF Confirm (#1A) , EFMAZE , AKF%EE Save Password (R7FHE),

BREFZBE , SERE4EHEET., TS Reml, em2. em3 Ml emd MEFEOMWNKES , HE
BLUTHEHRER :

- BEEML

- RS EHE
- EREB

- EH

- X EFESE

T—s%
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BEEHRZMESH

Be

ERFIREMESH

(® Note

K1 EHIBA : B 2025 5 A 12 B , T BERMH AWS Storage Gateway BHiE%, FH
AWS Storage Gateway BHIRZNINEEZ - AT USEFERAHIREXFF , EF 2028 £5 A, 1
RNERER , BULUERZ AWS Storage Gateway RF ARt M =im N AREFIRUENJLF L
BR Y =126l B9 175 (R A PR o

EEARBEDFACEEHEFHATRETEEARFBZE (WHRBEHARZEFHEHAR ) 5, £
AUTEERBEEMEZSE , UEBHIRZ ATLUERES AWS,

R B P 45 3 ik

1.

HEERS , EREEMNSG , REE Enter, FHIEENERNE, BEEMKZNEE REFRSE L
4 MM EEORFMEOWN IP M DNS 8 , ASFEATHEMEOEE DHCP JESHuAY K
BT

NF em1 #QO , HITUATHEREZ—
 1%£#% DHCPEnter , RAFREAISENEE NI (DHCP) RFEBHELEWEMEZiRD IPv4 1Y

Mok,

Fie Tt  MERBEBESRPERM.

« ERBASHBETEnter AREEAS IPV4 i,

N em1 MEEOMABR IP ik, FMED, MK DNS RSS2t

SRR, EBRRE , REE Enter RRFEE.

(@ Note
BRT em1 24\, A AEALSEREEENEED, NREREEMED , ME/1X4M
NERPIIHN AWS i RQRERMHEBN R A ELERE,
B H %% 5 Storage Gateway T X FFMEBHEMEELR SEHIHIL (LACP ) o
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BUARBRER - N FREEEZ/MMEED , RAXAER S HEHRZ,

MEHIREH BT

1. &HBIRE , AFIKE Enter RIREE,

2. EEFEH , ABK Enter RREIXGETRH,
T—%

& Storage Gateway IR %

BUE Storage Gateway AR R

® Note

KIEEHIBA : B 2025 5 A 12 B , T BRM AWS Storage Gateway BHi&% ., FH
AWS Storage Gateway B4R ZHNIABRE A A USEFERAHIREXS , EEI 2028 £5 A,
RERAR , B LAMERZ AWS Storage Gateway RS LE & A b F = s B A 12 7 17 18] L F
TR =FM#.

FLiE P itk f5 , AT BATE AWS Storage Gateway &I &2 #Y “FEA” TUE L ALL IP it BUBSEZRH
BHiRE, BEIESMREZIMEEN AWS KA,

BRI LLAREEMA X FNEZREERNEAHIEE AWS Xigl, BXxXEFENHIR AWS XiF |, S+
# Storage Gateway BEH g% XFAWS — S #E,

5E Storage Gateway BEHI8 %

1. $TF AWS Storage Gateway Management Console , fEZER T 8RB A K P EiIEB1TE
Fo
(@ Note

WmRA Eﬁ/ﬁ RAITUH B LA 545
o BN ESMEEBNEHRENVNTRER—ME L,
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o BHIBH R IE LM SLVFFE 8080 Im A EXFIRFE I AUERE T HTTP K El,

2. MREZENH SRR FERERS
3. EEBERZ.
4. T IP#bitd , MALBHEARZEEN IP it , REEREE,

BXREE IP it ESER , FEHERENESH.
5. EEMH , MABHFERRENENR. EMKERZH 255 MNF/H , HETHISRMIFH.
6. EEARFNXH , MAERMXKIBL TEABNEBNX  REERT -5,

B XIS A ER R LR EE |, BURR 2 QIERIITEFRRIN TR etE, BERRAT , mRet
KiREBIEH , MBIABRT , EFRERE THEBEQ2ARIT.

7. BEEEMARBFAGEHMINMESE. EUNEEL-PEOARBEFEHTER. B , F
R BOE A T BBUE
teat , A RFBBENE LI —MEE | BREA RSB ERSEE.

teEt , ZIRBEESENKS XK, T—FPREMRE LEEMNE3 S3 XHMX, FSx XHMx, ##
MR EEM K,

=%

EEHRE LOEMX

EBEHFRE LEIEMX

(® Note

KIE EHIBA : B 2025 5 A 12 B , A BERMH AWS Storage Gateway BHiE%, FH
AWS Storage Gateway B4R ZHN BRI USREFERAHIREXE , BE 2028 F£5 A,
RERER , BULIERZ AWS Storage Gateway RS 1E & 19 28 3t F =3 B F R85 1R J L
T BRI =704 o

& A LATE EB B P W 4E A Storage Gateway B8 % L6812 S3 FSx XM, XHMx., Rt MR
EMx,

EEHRE LOIEMX API kg7 2013-06-30 35


https://docs.aws.amazon.com/storagegateway/latest/vgw/appliance-configure-network.html
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EREMiRE LOEMX

1. EF AWS EEEF|A HEhttps://console.aws.amazon.com/storagegateway/ZR F 3T FF Storage

Gateway ##|&
2. 1RE Creating Your Gateway PRI TR |, RE., EEMEEEZE N Storage Gateway 3
#,

£ Storage Gateway #Z#| & RTR MK BIZESS , Storage Gateway LB ERHIRE LA BRZE
., MEEAHISENEEMNN (DHCP ) , MXAIGEFEE 5 10 S EERFEPFERNEL,
ENELENMX o EERS IP ik , 25 Configuring an IP address for the gateway.

EOELRENMRDE —NEES IP ik, ETREEHRBEMNKRHIMNEERD | UEEN R ARZRF A LE

AT,
T—s

R IRE LEEMX IP #hit

EEHFIRR EEEMx IP #hit

(® Note

i ETHEA - B 2025 5 A 12 BiEg , FTHBEIREM AWS Storage Gateway EHR®, FH
AWS Storage Gateway B4R ZHN BRI UREFEAHIREXE , BE 2028 F£5 A, 1
RERAR , B LIERZ AWS Storage Gateway FRE A At M =im N ARFIREXN JLF T
BR Y =126 B9 175 (A1 A PR o

EREEMHRZ2E , NEYEMKZZOSE - IP ik, BEBE R HEIRE LF3N T Storage
Gateway , IEBEENEEHIRE LiZ1TH Storage Gateway BN 2B S — 4 IP #tutt, EMEZR
REEMHER LMK D EERS IP itk , SMIZMXH AR ESEE P thut, NARF (W
NFS 2 SMB & i ) REZEZIL IP thit, AJUMNEHFRZZRSEERITHRSES S IETR RN
RAEMEE A,

FigZ LEE IP it UERNARRF

1. EEHEHEL  ERITHFRSESE , AFRK Enter RITFMXARtZF AN ERAE,
2. AWS Storage Gateway KRt H| 5B RN AR T EZRUBTAMEREMHEMIRE.,
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AWS Storage Gateway BRXAFERE

ERIAK 7 admin , BRIAZEE A password,

@ Note
BATBWERRINEL , HERE AWS REZBE - E XK H R MKEF & i AR
W F , REETT passwd T, BXRIMASTZHTHNER , FSREAMES &SP R
A3 R IEITIF P < 6D, & B LAM Storage Gateway 24| A REZB, AXEZE
B , i3 M Storage Gateway £ #l &% B 13 ] & F13.

3. AWS iRZHUE - BEERHSEL TR LA

« HTTP/SOCKS RGEEE
- MBEE

o MM REREME

- ERRGAFERE

- REATRIEE

- WHLEER

- BRI

(@ Note
RERTRE N ENMIRBHENF S E R

WMAMMNAOBEUSHEMEEERE,
4. WMITUTEREZ—REEMX IP bt :
- EFEAAHPIDENEEMN ( DHCP ) RS2 EA IP it | FHBEE DHCP i ARSI
F,RBET—R L@ ABRH DHCP BEE L.

- BESEEHS IP it , BN TEESS IPWAMNNKT , REET - LAABMHN IP it
# DNS 5 8.

(@ Note
IBTELLALIEER IP ik MRS IRE BV B AT IP ity TARAYF M F.
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IR M XA 12 H &

B Crtl+] (A7ES ) B, B4Rs AL,

(® Note
XRERER AR MR A2 H 58— 53,

EEREHRELNEFRRRRE , RENETERFIEP, IE , JLUE Storage Gateway 12 #| & H
SEHITRRMZENEEIR. BXHEHA , 55,

MR F PR X B4

® Note

K EHIBA : B 2025 5 A 12 B , T BERM AWS Storage Gateway BHiE% ., FH
AWS Storage Gateway B4R ZHNIABEE A A USEFERAHIREXS , EEI 2028 £5 A,
RERFR , BELIERZ AWS Storage Gateway RS 1L &89 A3t M =3 N A 2 - 15 1R )L F
TR =FM#,

MRIETBEECPEEEHIRZ LIS E Storage Gateway , N AT AMBHIRZ R BRI G, B
BRMXEMEE , TUEREREMNESRBHAIMK , 2E M Storage Gateway 2 # & F I BRIEHIE & A
H. ENEWEHFEZFRBRMXERG , EFEAUTISER,

MIE IR A BR M 5%

1. fEhttps://console.aws.amazon.com/storagegateway/Z R T FF Storage Gateway 12 #| &

2. MERENEEMNNSRERPERES  AEXNTENPBRMXRANREEREFRES
o

3. MBRETHXEH  EEBRMX.

oAt & B R IAXHEE.
4. WIEENEENBHRZPBRMNXRYE , AEEBIMEFRARE remove,
5. ERBERIKABRMKEML,
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® Note

BIBRM X fE |, TERBEZRE, W TREMKRKE | BT EM R EXEBHE |, 55
RETFBIE. BAXBIBRRINESELR , FSEM RN X T BRREKE 7R,

BRI X T MR FI B BIRESHRE . BHREZFRE U RETHXBE,

fHBR Storage Gateway B4R &

(® Note

K FTHIEA - B 2025 F£5 A 12 AiE , FTBERMY AWS Storage Gateway B#4i18% . FH
AWS Storage Gateway B4R ZHNIABR A A USEFERAHIREXE , BE 2028 F£5 A, £
RERER , BULIERZ AWS Storage Gateway RS 1E &89 28 3t F = 3 S A 72 7 15 1R J L
TR =7

MBEFBEECLBIEH Storage Gateway BH4HEE , W AT LUFIZ R EMNEH AWS ik - A 52

B/i\ o

(® Note

ERRBBEHM AWS 1Kk 3 AWS X , BATRERUTSRGEBBR , RAEHTFTRKH
XBREAKRR XF UPITHREE. AXEZEER , BZREENMXHETHRES .

) BRAE 4 1R &

1.

MREBHRZ LRRETMX , MAFERBRMX , ARG 8EMRZIRE. BRIMAMEFRZH
TR BRI X BB | RSP EE IR & P B BRI K B Ao

£ Storage Gateway ZH|AHNEAH T E L , EEERIRVEFRZ.
3 F Actions (3R1E) , #%4% Delete Appliance (HIERI& %), A& E RBIAXIEE,
BIANERRIEENEGHRE , RAEEBRIAEPEA R delete FikZFMIER,

ERBREMFRER , ELBBRERE ERRNMRKXENAERER , EF2MBREHRE EASH
i,
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Bl M X

AT EMBLRET FENLA T Storage Gateway B BN EH THERE, BXFE M Storage Gateway #
HAEQEBERBIKH step-by-stepITE , BSHUTEA :

» Create and activate an Amazon S3 File Gateway
« BIZHBE Amazon FSx XM <

» Create and activate a Tape Gateway

» Create and activate a Volume Gateway

/A Important

Amazon FSx X#HMx A BRHEZFFFF M. FSx File Gateway FII A ZE o] LASKEE IE & 6F 1%
RS, BRE FSx XHMRELIWINEE , BHRLEEXE,

Rz - PSR ROE
MAXHEDERBMX  FEEEE AWS | AEEEEHREHWET.
RIE M X

Eig& & Storage Gateway , BEEFEQBHMKIEBEURATETRAXELRZFENENEE, AT,
BELAMMEFE A TEMXEMRZER , HHEBEINARINER, L& 7L Storage Gateway
HEANBELHEEOITENYEEHRE , AETHEBEN AWS =ZIFEHH Amazon EC2 3=,
HEMXEEZN , FEEEEIMLEN L2 B A Y BRI ZEE,

EEER AWS

T—ZREMREES AWS, Nt , FEXBZEZRERATRXELRZESTF AWS RS 2 BEBEE/
REImAKE, ATUMNLBEBEMIGR RS , A ARSI REEM Amazon VPC RIE R |, XEFER
AR RFHMNERERE, RE , BUUEEMXH IP it REBERA  BIERIIMRREZ L
RYZS 326l B B ARG X EE R
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AWS Storage Gateway BRXAFERE
K& HHE

BeEt , U LREFMANMXMEZIET , WAFEE , AHTEX. REENFEREF—IZE , &
ALAECEM R, EFHRERASHENMX A  BKFERE - LHIMREH I EF & TR,

BRI - W< ELiE

BUE Storage Gateway /7 , BFEHRIT—LINNEE, EUPRP , 7EEEMXENFEE LE
BENYEREE  FHAESEEFIMXREN LEEAX, RE , BILUER Amazon CloudWatch
H &M CloudWatch BREL B iR B AR BISEIEMRMZETIRON , HIREZ ZRINFRE LA BIiR B M <,
EFREACHENCEENMNXZE , EEECETFE TR

BIR - 1768 7R

BUEHBLE Storage Gateway f5 , BEECNESTFHEARREELFER, BRESUIENHMXER | &F
£ F Storage Gateway 2 #l & 8I12E%E. W= Amazon S3 5 Amazon FSx XHHELEZ X8k, &
MR BEERFEAESENRRREDEXCKBENNEEEEMIZE , FFEEAHLDHNBEERHE
AWS =,

BIEBM X

EE o , SRR BEXRUOM TR, HBENHESMKBEHA.
£}

- REBMX

« RIENBMREET AWS

- REREABEEMX

- BEBMX

IRESMR
REH B MX

1. 3TF AWS EEE##lA at hitps://console.aws.amazon.com/storagegateway/home/ , REEFEE
BIEMx AWS Xig B,
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2. EFRVIEMXRITFIREMNXAE,
3. EMXREZHD , WITUTHAE

a. XT Gateway name (MXE#) , MAMKHNEIR, BAIUERILEF , LAETE Storage
Gateway #2H| AW 5 R E LRI ERM X,

b. XNFMXEX , EBREEEPEEM KAt XA A6t X,
4. EMREMZIoH , FFRRER  EBREMX  REEFRLEORNXEFHPSET, TN TIE
A TIERR -
- BES - FNENEEIEFEMEE Amazon S3 |, HESREFTAMRELXEH R WERE , LUE
ERHbiEE,

- FES - BENMEREEEERN | EENBERLSRHDE Amazon S3, FEHXThERR
KW X FoiEZBE 7 Amazon EC2 L,

5. HEFABRIIBIH , ITUTHRE
a. XNTENEE 6 EEEETHPHBEMNXHWES , AFIRR Storage Gateway #ZEHIETNH L E
THFPERERARREENFE. AINUTRIAPHITIER
« VMware ESXi-fEf T8, #BEMEEMKELAH VMware ESXi.
« Microsoft Hyper-V - £ Microsoft Hyper-V T, ZBEFELE W<k LAHL,

* Linux KVM - £/ Linux KVYM T8, HBENEREMXELN. BEXBUNEHEE , S
IR HY aws-storage-gateway .xml X, XMk 2.x, Volume Gateway 3.x Fl Tape
Gateway 3.x EEZHZ£/E3H UEFI B33 ( loader_secure=no ) .

« Amazon EC2 - EEH B A TIEEMKK Amazon EC2 £6l, EMAER TEEEMN
Xo

- BHRFB-ITWE ANYERFIRE AWS REEEHMX,

b. WTFHWIANREMX , EFERERBANEENFTENENFEMTHRELSR, LTRTER
TREARZENFEE,

6. EET—HUMLE,

NE , EHMNXBRETE  SFBAREBRENMERZMBEF SN AWS, BXiEH , HSEHE
B EMxEEE AWS,
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AWS Storage Gateway BRXAFERE
FHEN B M EREE AWS

B R EEES AWS

1. WRBEREHEESNIXARNSER , FERXESR, TRE , &FT—F , £ Storage
Gateway 2|5 P ITFEREE AWS TH.,

2. HEALRTREDMETH , W TRFLETR , REMXRATEREHART KAYRE AWS, TTM
BUR IR DR RE1TIERRE -

o ARFHR-EHMNXEL L AWS EERME 2 EE. MRERWIAT , EEASER FIPS 1Y
mREREREEERZERENFSEKIBEBLERE (FIPS),

@® Note
MREE AWS BEGTITREDR APl #HITIHRINFEELT FIPS 140-2 BiFA N5
EIR , BEA/TE FIPS iENRR. BXEZER , FRZERIESLERAE
(FIPS) 140-2,
FIPS RS Im SN ERL AWS Xigih A, BXEZELR , H25H (AWS — &%
#) B Storage Gateway i R M B H o

« VPC RE - BHIMNXE LS VPC MABEES AWS RITERF , MAEET L RE B S AN
FiIRE, MPEFRIET , WSAEEINE VPC IR , FERMTRIERIERH VPC v
ID , SERMKE VPC sin X DNS B FREK P ik,

3. HEMXREHEIER D HESRTSR | EFENA R AWSHRIREN MK, M TR PHITIESE

o IP bt - EAHNFERPEMAMKH IP bk, Lt IP b3t SRR NTTHY |, 3E AT AME S ATHY
ZHiEE , FESSMEESET Web R W ERE R Z b1t

B LLESMNELNEBEFEF IRERI MR A IR A RIREF K IP it | M
Amazon EC2 £ iFEREE HIM>x IP #bit,

« BUREH - EHENFRPRMENKABIEZRN, S0 LUERR KR AR i1 6 & RAERBUEZEH.
WMRMKH IP it FEA | FEREFLIED

4. EET DB,

BEAREEZEETMRHEZEATR AWS | BMALFEBEMR, BXURHA , BEREFTREHFELE
BRI K,
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REREHBESMX
b5 OEE il OEAZES

1. MBEARATRATERRARNERF , BEATRXERF

- REBMX
- RENSHREET AWS

TG , BT —2% , £ Storage Gateway #2#| A hITF R E HEERHE,
2. BEENHELENESHNBEMXIFARS.
3. MEENBHLEHER, FERRERREREMNREREHHITER,

® Note
BIEMXfE , B EE A ET S IERERE,

4. EBBFTEM AL,

BEZMETHX , IEFERTEAEE , MEIEAEEFRBENEE R TRICR, BXEHA , BS
FIEEBMX,

BLEE M X
HE BRI EREE
1. WREMARRUTEEFFANES , #ERAKLRF

- REBMX
- RIENSHREES AWS
« REREHABEEN K

TG , BT —2% |, £ Storage Gateway &I A DT HEE MK A HE.

2. EBEERMEID , FATHRXEN CACHE STORAGE ZE47Z B —MNAEEDH 165 GiB K
& , 1 UPLOAD BUFFER ZL 2B — 1M REED N 150 GiB V& . AT 5| HEY A b2 Xy
BFEEENFE LTEERNEEM,

KEREFBESMX AP k7 2013-06-30 44


https://docs.aws.amazon.com/storagegateway/latest/vgw/create-volume-gateway.html#set-up-gateway-volume
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3. 7fECloudWatch BEAER D |, %R IA[I%E Amazon CloudWatch Logs LAMS IR M <Mz TR o
AT AT R0 AR 3 T IR 4%

° ﬁ“ﬂ%ﬁ H 'I.J\QH -LX I_¥ﬁEIJ H /L,\QH.;E”/_ frili'_!jgiﬂlg M;&o
- FANEAERA - MR THEEPERITNENBEEA
- EAAFIER-BEDER Amazon CloudWatch Logs RIS IRHI K,

® Note

E#E U Storage Gateway BITRRBE , BEARBREHLAFEEUATNR, HE
Bhighlighted sectionAEEBEBM4EE HEA resourceARN E &,

"Sid": "AWSLogDeliveryWrite20150319",

"Effect": "Allow",

"Principal": {
"Service": [

"delivery.logs.amazonaws.com"

]

}

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,
"Resource": "arn:aws:logs:eu-west-1:1234567890:10g-group:/foo/bar:1log-
stream:*"
REELEREGNRERNATENBERAN , FEEFEH Resource’ T,

4. 7FECloudWatch ZiREBs0 |, iR WEZE Amazon CloudWatch 23R , UEEMXIERREENLH
FRAIETE AR, ATMA TR AT

- f% Storage Gateway fI## CloudWatch BiR-SIZMXr B BI BB HENER. A<
FERNEZER , 525 7 # CloudWatch iR,

(® Note
LtIhEEEE CloudWatch KSR |, MXLERNBRRL/ENTRBEEH Storage Gateway 58
L£HRIRBH—H o AR T, EXEHOEHE CloudWatch B 281 , FRRENZ
2RERTFUTNR :

BESMX API iR 2013-06-30 45


https://docs.aws.amazon.com/storagegateway/latest/vgw/Main_monitoring-gateways-common.html#cloudwatch-alarms

AWS Storage Gateway BRXAFERE

« cloudwatch:PutMetricAlarm- BI2Eik
 cloudwatch:DisableAlarmActions - XFBIRIEHE
 cloudwatch:EnableAlarmActions - 3] FF &RIR{E
 cloudwatch:DeleteAlarms - il BRE &

- SIEBEENER-BEEFRM CloudWatch BIRLUBHEE XM KIERNELR, %EF ‘CIEE
#R” , £ Amazon CloudWatch #2#l& R EXNERHIEEERIZE. BXUE , BSHIT S
CloudWatch A P8P V£ A # CloudWatch iR,

o TER-TEREXMKIEFRH CloudWatchi@Al,

5. (Hit) EARFRD , REFNFIRE , RAERAX D XKNENREN |, thBIEFE Storage
Gateway £#| & PR RMFEIIRTE LHIMK, EERTR , BREZFENNEZHENIRE,

6. EEREERTHMKHGIE,

EBEEHMXHIRA |, B 7E Storage Gateway B BLR T HE E# TR,
BEZLETRX , IELFEVNE—MRXFEANS, BXIEH , BSHUES,

BEFHESE

Bal , 2B 7T AMIELYEFFEZRAN LEEFXNARHE, NE , EUUCIBNRAEF®
HANBEABRBENE#E. MXNEEFFREPAIBRESHRITTENKE  FRBEERSEHE
Amazon S3, W TF#ES , BEDERINE VM L& F X H9ZA<th g2 M N AR PRV EIE.

@ Note

BA LAE R AWS Key Management Service (AWS KMS) N B A &7 & H 741 Amazon S3
FEBIEHITINE, Bl , B LR (AWS Storage Gateway APl &) R TILIRHE, B
XEZER |, iH5H CreateCachediSCSIVolumeD create-cached-iscsi-volumes

BIES

1. fEhttps://console.aws.amazon.com/storagegateway/Zk R $TFF Storage Gateway &1 5
2. 1f Storage Gateway F#H|AH |, EFQES,
3. £ Create volume (BI2%) XFESF , 7 Gateway (Fx) EZFEM X,
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AWS Storage Gateway BRXAFERE

4. WTEES K ERETRARE,

N FE#ES | NFIRFIEE Disk ID (Bi# ID) B,
5. WFEAR , BHERERTEERNHEMEBEENMRHER,

NTEFS , ERERALTIRMT

- BB S,

« EF Amazon EBS HREBGIZES, MRIEFLIE | iEF EBS snapshot ID (EBS R ID) 12
—ME,

® Note
Storage Gateway T X #F1R#E AWS Marketplace BHIRBREIBEEFE,

« NEXRBIME S, MREFBIIEI , FR Source volume (&) %&E—1NE ID, MRX1T
FSBEEASE , WFALE REEIED,

NT @S, BAIERLLTIER

- BIEFMNZES,
- ETHREBAEE, MRIEFIED , 7 EBS snapshot ID (EBS R ID) £ —/ME,
- ERELRENEHRE

6. 7£iSCSI BB AR,

BREHTEE/NEFR,. HFAR () MERF (). KIE , LLEHRBHE SRR iISCSI
Microsoft BaIfEF Ul By B #RiEIF Y iISCSI BT REB M. Hla , B targetl FERA
iqn.1007-05.com.amazon:targetl, HWREBIRBMEFEXEME (SAN) NEELFHH—
.

7. F Network interface (M4&#2 1) RER S 2L IP bk , &7 Network interface (&£ 0)
R IP sk, 33 F Network interface (W& N) , AWK VM BLEN B NEBRFZIHIERS—D
IP thsik, BORMK VM BLERREA —IMMEER R , WA 2E RNetwork interface (M43 0)
THE , BRRE—IP tthit,

&HY iISCSI BRI ELEENMEERR L TA.

MREFMKXELNERASNMEEERRR  FEARFENARFNZATHRSH IP ik, BX
BEZIMNEERFNER , FSHRNZIMKREEMK NICs,
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® Note
EEMEERRERE , ST EBERRRE.

8. (Hik)XT Tags (5¥) , WARNELLFRERNIENS. RERFHEERE, HENER
BHX 73 XK NENEMEX .
9. LEEBIES.

MREBZHEHELRXFFRETE , MSFEEE Storage Gateway 2 Hl & H 5 H,

AR E R Configure CHAP Authentication (BiE CHAP B4 1IE) NiFHE, bt , Bl EBE
& EF 5 A RIENI (CHAP) , AT BUERBUEH BEEE CHAP, BX CHAP REME%
ER , BSRANENEEE CHAP 54 KIE,

WMRFEIRE CHAP , BHBERENE. BXESEER , F5H BEEEIE " .

NIRNAEE CHAP B HKIT

CHAP B ER#1THHRIEF 8ETH R 76 % B kM R ER &, 7 Configure CHAP
Authentication (Bt & CHAP &4 1iE) XiFEH , RUENHERUENENBEE CHAP,

BLiE CHAP

1. ERERE CHAP B%,

33 F Actions (34E) , 4% Configure CHAP authentication (it & CHAP &3 %1E),
NTFEHEFER , FRABIEFHET.

NFEFHEFER , BWARTRIE ISCS| BaEFFHHNER,

NF BB, BEARTRIENE CHAP B HHHE,
ERRIFRRIFENE A

2

BXIRE CHAP B RIIMNEZELR |, i5S[@ 7 iSCSI BFrfitiE CHAP B4 KL,

T—5%

MBEEINES IR
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MEEEIEF iR

ERAZEFIHPR ISCS| BIRFREETS, EUTHERE RN , XEBSREN B LRI
#o

/A Important
MR EHFEA Windows Server KB EEF (WSFC) hiETHE , LA LAE A Storage
Gateway HZ N EWNEZEBIE - B, BEREA WSFC , NARERSNENNEEIE 15 ,
1’;’]12!] JE ?—3Fg¥% NTFS/ext4 I'ﬁ:%é}bo

i
« E$#Z| Microsoft Windows & 7 i
2

 E#F Red Hat Enterprise Linux & F° i

& 1% Microsoft Windows & 7 i

UTFNREREEET Windows BFRNBREENSBRAE. SXESRFEL , HSH &8 iSCS| B3
EF.

E R Windows & i

1. B3 iscsicpl.exes

2. 1£iSCSI Initiator Properties (iISCSI X EFZEFE M) X iFEEF , % Discovery (KH) &M+ , A
Jai%#% Discovery Portal (XBUTF),

3. 7t Discover Target Portal (KB BARI1F) XHiEHEH , X F“IP address or DNS name (IP bk 55
DNS &%) , @A iSCSI BRI IP #uit,

4. FFHW BRI FEZIIMX ENEFES BT
5 &FBFIZBF , REIEF Connect (E#).

6. 7t Targets (B#5) &EW -+ , R BRRASHEN Connected (2iE#E) ( RREEEBIR) , AE
B OK (BE).
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BMXAFERE

%) Red Hat Enterprise Linux & F i

AT 372 & RiE#E Red Hat Enterprise Linux (RHEL) HEF i EEEBHNSHRRE, XEZE

N

H2 A EE iISCS| B ERF.

 Linux B FimiE#EE| iSCSI B ¥R

1.

% iscsi-initiator-utils RPM #4448,
FBAUERATEHNN S REEZD,

sudo yum install iscsi-initiator-utils
R iSCSI| SFHF#H R EEIZ T,
3F RHEL 5 5 RHEL 6 , AU T &%,

sudo /etc/init.d/iscsi status

S¥F RHEL7., 89, BEFERAUTHS,

sudo service iscsid status

BERAMKELNBH VIL ®RE B, EAUTRIAGT

sudo /sbin/iscsiadm --mode discovery --type sendtargets --portal [GATEWAY_IP]:3260

R e TR R B RS T Rl H AR

XFEMK . [GATEWAY_IP]:3260, 1 ign.1997-05.com.amazon:myvolume

M FREFEMX : iqn.1997-05.com.amazon: [GATEWAY_IP]-tapedrive-01

E#EE B ro

H{RTE connect S HIEEEWHI [GATEWAY_IP]H IQN,

ERAUTHT.

sudo /sbin/iscsiadm --mode node --targetname

ign.1997-05.com.amazon: [ISCSI_TARGET_NAME] --portal

[GATEWAY_IP]:3260,1 --login

i#3£%| Red Hat Enterprise Linux & F° i
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5. BWIISRACKHMIEETSRIER (B3RF). Akt , BEANTHS.

1s -1 /dev/disk/by-path

W EH A HARRRAMT ROEEHAR,

lrwxrwxrwx. 1 root root 9 Apr 16 19:31 ip-[GATEWAY_IP]:3260-iscsi-
ign.1997-05.com.amazon:myvolume-lun-0 -> ../../sda

REBIRFG , RIMNBIBWEIRBE ENERN Linux iISCSIEERNENARXBEN iISCSI &
=8

DB RIS
EREFHPN ISCS| RHRFERDEZE | FBUNBHLIHBR

E&
« 7£ Microsoft Windows E#1#a1t H &1t &
- 7£ Red Hat Enterprise Linux E#B{t H &L S

£ Microsoft Windows _E#181t H & HKLE
FERUTERERE Windows R#IB{LHBRILE.

MR H RN LIRS

1. JB%) diskmgmt.msc L 3TFF Disk Management (R EE) 245,
2. 7 Initialize Disk (¥1#a{LRiE) XNiEED , FHEEN MBR (Master Boot Record) (MBR (E/F3h12

%)) 2 X THEL, EEDXEAN , BN ZERFMEERSHNRE (ZFEIFHES ) , OITX
FiRo
2 XER AT TRER

MBR (£EB3i2%) -« MEMXER-IMEFHEBSAFEENANRSIN 1TiB.
c MEMRXEZ-INMEFEEFERENANNT 2TiB,

GPT (GUID 77 [X3k) MWMRMKHFESEN 2 TiB HEKNEK,
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AWS Storage Gateway BRXAFERE

3. BIERES

FEELTERIRS |, UHAIR. FIETANSHEE R EHAEESEEREH AT,
b. FAMEMLETX (AEEEH ) XL , AF%EE New Simple Volume (FiEH £ E),

0

/A Important

FiEELE  BRAERGTGEGEEERL. REHBREBEERCHRE TR S
PEAEMK VM AR REEE K/, HBEIRAS Unallocated (K2 ).

c. EBEHMEMBRAKN,
d. RNEPEEI[EFREE , REETIEE Perform a quick format (RITHREE L) KHFE
¥t
/A Important

BB ZNBNIEN B EEMER Perform a quick format (ITIRIEE R IL)o X HE M AT
DAE O, BIBERBRNHEERRTA, ehUEREEATEEN(CIREM
FEHARTFENE,

® Note
BXACBFENNRBRTSN KRN, ZREAMEREE/LD ST,

£ Red Hat Enterprise Linux ¥t H &KXt E

A LL N3 #2 £ Red Hat Enterprise Linux (RHEL) A#1#A{tL H &R L5,
L AR RIS
1. NBFREXRNR /dev X#HXK,

2. 1&1T sudo cfdisk fH.

3. FERAUTHTRINFTE, BERHS , BULIIESHNI XK R,

$ 1lsblk

1£ RHEL E#a{tH &1L AP WA 2013-06-30 52
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HFARDXHEFE , REALE R unrecognized volumes label”’(FTTEIRBIBIRE) (iR,
4. BB, EREDXBX , BRZEZEEFIEZESHADNRE (BFNFMHE) , WTRAT.

2 XER ATUTER

MBR (£B31i2%) -+ MERXR—NEEESEEESHAR/DESINR 1TB,
s MEMXE—NEFEEFHEBHKNNTF 2TiB,

GPT (GUID #X%R) MEMXHNEFEERN 2 TiB HH/EKRKDNEK,

F MBR 2 X , AL T® : sudo parted /dev/your volume mklabel msdos

WF GPT 2 X , AL T& S : sudo parted /dev/your volume mklabel gpt
5. FAUTHTAES X,

sudo parted -a opt /dev/your volume mkpart primary file system 0% 100%

6. ERAUTHTHD XS ERZR[REFHCIRIMMHRE,

sudo mkfs -L datapartition /dev/your volume

7. ERAUATHTERNHARL.

sudo mount -o defaults /dev/your volume /mnt/your directory

A izt R 2%
TEIRTUFES RN ABRXRE -

1. BB EAS.
2. HHERRR,
3. FRBZERE % — 1Mo

BRI LB X BT IRRE 0 HFRBIFEEPRRIEMRANIRE AWS, RERFLLRRERFHSE.
BHMXHEERBRNBEES AWS FHFHEH,
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@ Note
XM INZH Amazon Elastic Block Store (Amazon EBS) &i& Rz

£ Microsoft Windows Lt 812 F#&H Amazon EBS 1HRER
1. 1 Windows itE#l L | H—EHBEEFHIENMREFE#S L,

SHNBFEENTAREELXEE, — M XHIERBAXRERERIE.
2. 7 Storage Gateway AW “SIEKT , EEE,
3. EEANMXBENEFES.

HRXBNE —NFHE. EEEN , 2ERTHEM,
4. FITF Actions (#1E) , % Create EBS snapshot (812 EBS RHR) LIRS RE,

BEUE LNBEEAR EETFRH AN, TR RBURZEE/LDHNNE, IERENFLIEIRE
HBH ID. ZRFEMIZ ID REHRIZRE,

5. 7 Create EBS Snapshot (812 EBS RER) X iFHEH , EEIREBEH IR,

6. (A% ) XTF Tags (5X) , MARMELIHRERMEIRE, MEEBHEEE, HEFMERR
BHAX 5K NENREXN.

7. EFOIERE, BHREBEMS Amazon EBS R, BIZTEMWRE ID, REIIPETRAEHS
BIENRBEHE,

8. 71 EBS HRERFIA | FENHGIBRIBAVERGELEE | LUETE Ama EC2 zon #2# 8 LEREM
EBS R,

RMRBIERE S — N

FSH EFES.

=05

£ Storage Gateway & B TR £ Storage Gateway H# TR R D EFE N AL & BEF.
£ Storage Gateway 3 AWS Backup™ , & A LAE A AALR R IT XIFZF R Z 404 #h Storage Gateway
&, EXFMERT , Storage Gateway &% 19 &LL Amazon EBS REBF X 76 E Amazon Web
Services #,
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£

- fff Storage Gateway % %%

« AWS Backup AT& T EHNEE

£/ Storage Gateway & 194

BRI LA R Storage Gateway BEE#EH1A |, B 82 Amazon EBS R H R R £ Amazon
Web Services R &Z R ERNE, BRI LAAIE—XEREBHEFIZRER Storage Gateway EERREBIT
Xl BAILATE LA Storage Gateway 2 #l & RBIERE#FHE. BXWMAM Storage Gateway &
HBNEBZPNER , FSEANUTES :

I IEAEES

- BIEMERR

- NMEIERREEFES

AWS Backup AT&GENEZE

AWS Backup 2 —MEHFRZH RS , TLERNBL5FRE A Amazon Web Services Cloud F174x
#th AWS RSHBERSZRNABRFEE, IEMAIUSHEFELSIEERMENEER. AWS
Backup B R — NI MITUTRENFOMIE |, FR AWS F#E. BREMXHREETER
L8

- RENMTFZRERZDH AWS HiR.
- IFXIBFED,
- RIEFREKRK,
- BEARIIHZEGNERES,

T Storage Gateway S5 AWS Backup , Rt E RFEFF £H AWS Backup & 17 #H Storage
Gateway %i&ﬁfi‘iﬁﬁ’]ﬁﬁ%ﬁ’ﬂiﬂﬁlﬂfﬁﬁﬁro AWS Backup iﬁ%ﬁ%%ﬂﬁ%%ﬁ’]%ﬁ%ﬂ'lﬁ'
8. BXMEE AWS Backup , iEZ¥ AWS Backup X4, HXHEE AWS Backup , BSHRT AR
AWS Backup ? £ {AWS Backup AFEE) H.

& LAfE ISR E I8 Storage Gateway B #Y%& 1 AWS Backup M ERE , TEVEBE AR F5)
B point-in-time& 13, & AWS BackupBl , #&x& a] LUEE £/ AWS Backup kiR G ARt B & 17
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AR =ik AWS R, ERILAER AWS Backup Bl —XMEEZD , S ANENEFEERENZ AT
%I AWS Backup.

MAFIREL AWS Backup # Storage Gateway B @RI S EBS REBFM 7 Amazon S3 1, &1
LAM AWS Backup #2#|& = Amazon EBS #2#|&#&E & Storage Gateway B & 14

B AR M B IS B IR Storage Gateway B1IXE AWS Backup EE AR X HEAM <, &t
AT LU K BE [R 2| Amazon EBS % |, A5 Amazon EC2 EHI4E &M,

fF %19 Storag AWS Backup e Gateway &H# 174k

£/ AWS Backup %17 Storage Gateway BRIV iF4L 2 , BALUBERZERAHER , BRBEMBHEH
Z1EE, AWS Backup ARIFEHITLLTIRE

- REATBEBENWITRIZORBRFZENZOER,

- RERMORENTHAN , IHERTBEZTEFXBELHASFHEEREN point-in-time & 17,

- NPRUEFEEMEEESANRXFEM AWS BIRAOZD

AWS Backup AT IZEHN &5

® Note

AWS Backup ERE1EZF —NER B AWS Identity and Access Management (IAM) &€&
AWS Backup . MREERIZEXNAE® , BT AWS Backup TR AREIEN, BEAFEE
AWS Backup Ftt IAM A2 BIEEFEEXR. BXIMARTHBRENEE , ESH (AWS
Backup AFIERM) . AXIMAKITIIRIENER , iEZH (AWS Backup AAF1ERE) FH6l
BEZHitXl.

1. 3T7FF Storage Gateway #2#l& , AEEENSMBEEPEES.
2. EBRE P, EF FERUERERZMD AWS Backup = “BlE AWS &H 1t

MRE B Storage Gateway BHIRFZD , BEFREAVEREZH AWS Backup, BfF4# 5|
S3# A AWS Backup 244,

MR E I AWS Backup 1tXl , HiEF6IZE AWS 4111, LRFHERE| AWS Backup 12l

L
Ho
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£ AWS Backup ###A £ , A SIZZMitk, NEMBITX DB Storage Gateway & A K B &
6, BHEAURNITHERHEEES,

M EHRMNIRE 21 % AWS Backup

&R LA AWS Backup 251 & 2| H I E & 08 Storage Gateway &, BXEZEE |, HSH AWS
Backup (FAFIERM) . BXEZEER , 5 (AWS Backup AFERE) RWIRE =,

BERMNERENS

1. $TFF AWS Backup #Z#l& , ZHEIEIRE M Storage Gateway BE B, BALUF Storage Gateway
ER X FEE Amazon EBS &5 Storage Gateway &, RIFBEHIERERIEFREERIEIN,
2. WFRERER K FEFERSEFEISEFH Storage Gateway B , HREMFEER :
- NFFHSE , FRRM Gateway name (WX & #5). Disk ID (Bd# I1D) M iSCSI target name
(ISCSI BARE ).

- WFEES , BHRME Gateway name (M<&#). Capacity (B&) 1 iSCSI target name (iSCSI
BARE ).

3. 1%3#% Restore resource (& R&ER) UIEREHE,

(® Note
BT EME R Amazon EBS 2§ Al BREH AWS Backup i ZEY R R,

BT RZMAAL?

ERENETH , SeIBNTMEE T WX , AFEVEED TRXNFEE, LRBERMETMKXH
iISCSI % , HERTHHRR , FREEEKTHS , BRI THE , FERETHEEFERS L,

ERASG R, BERUATEM :

o MBETRHEFERARR , WNERHNKNGETEABEEERIN LEEPX X PHEAXAT. B
XEZEER , FSH GXNERIEARBARENXFHEN KD,

ZIEEMN AT T At 170 TR
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- EFATHRFHREUARNAERXELES  BEREEEN X,

- MREBRITEREFEAMK , BERBBRMXUBEE=ETMERA, BXEZEL , 52H 5ET
DEWER.

- MEHRMXEE , ES N HEEMKAE-,

- BEALMX , BESEMLLF KRR,

- E T % Storage Gateway 1EFR AR A5 12 M <IZ1T1RR , BS RS2 Storage Gateway,

- ETHAEXREEMXH ISCSI B FRBIENEZEER , BSHEM Windows B imiEEEIS,

BT RN EG THEARBRSMAFHOANEERTEENRR , #SHAUTET.
X RBR TR AR S MR FE K/

Lat BB T —MALLEITHEERNXKX, T8 , ARUEMXNWBEFES KR IERR. NREN
BEFIR A T RBRTAEAE , MFEEHRITHIURE

1. BHRE LEEFAXB KN,
2. MEEARN LERFXIREYKE , FRITRE.

BEJE , AT BUMATERIZANMES . MREBEEFESNMX , EEFEHNEGRIFEARRESR
PR R KR,

WENNKXEFRERE LEZPXNEFEEZEAIAN

- FHBEESENELEZFXHNADN FERNATFEE LESFPXKPHAR, BB
BEVHB 150 GB W EEZEHX, MR EZEFRARNBHET/NF 150 GiB W{E , BEHA 150
GB EN DB EEEHRX,

LEZFRAXNERTMANNAEFEINKNELESMNMXE AWSKIXAYFL 8 2 B /Y = 575k 2L
EMTEARENRE, Sl REEHNARFEX 12 MO EEH 40 MB HEERMXE
AXAHEHBENMNEZELEN 12 MB Y. BREXABEERZREN 21, 2ARKEESR
RAFEHE 675 GiB W EEAE P XZEE,

NIFHEREERE LEEPXH KRN

R BEES BN EEEPXH AN FITIEHAR, BMNBNBWEEDHE 150 GiB Ky L&
EMX, MREEZFHFXANBHET/NT 150 GiB K& , EEA 150 GiB N B D EH L& &)
X,
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LEZHARXAKNERTMNNAEFEINKNELESMNMXE AWSKIXAY AL 8 2 B /Y = 575 2L
ST EARFENRE, Sl REEHNAREFEX 12 MM EESH 40 MB WEERMXE
AXFBEHBENMEZELEN 12 MB B, REXABEERREN 21, 2ARKEESL
RAFEDE 675 GiB W EEAZEHPXZEME,

MELEEN LEZHX

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway 2 #1 &

2. EEMXETF , ERFAEEENF , AEERLEEFAXEAREFER , UEFMXN YA L
REHX,

3. RE—NHSNERUBHEEXR LEZPRXERAENER.

A58 ZUEBWIARTE Amazon CloudWatch #H A RIEZ— N2 N ELEEHXER, Hla0 , @BarLl
BEZEESEFHERE  HIEBLEFHEEMARENIRE., HRETESRANES LEE
HXZEE, BRXEZER , B5H NEINH LEEHXIZE EFREZIR,

1 Virtual Private Cloud #805E M <

B BER X EZMET N FHEEMIZE S BQIRFAEIER, B ERLEEBEENRX
HATHNBEERWE AWS E#ERS , MEAFBEI 2 Internet #H1TEE. £MA Amazon VPC AR
& BULEBAENEMIAES (VPC) HE3 AWS EiR , BFEAEMEEOKET S, BALUEH
VPC RZHEIMERE , Hla0 1P i BE,. FM, BEAXRMIMEMNMX, BXEZEER VPCs , S HT
272 Amazon VPC ? £ (L 5# VPC AFER) o

=% VPC RBUEZMMK , BEA Amazon VPC ##l& 7 Storage Gateway 2|2 VPC i = H3REL

VPC in R ID , RAEEMNEBMBEMXAIEEL VPC iwR ID. BEXEZEE , B5H FEMXEEET
AWS,
(® Note

I&MAMAE A Storage Gateway 82 VPC Ui s B P AE B9 B — 4N X 13 RBUE M 5%

F&:
 } Storage Gateway 82 VPC % =
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9 Storage Gateway £/ VPC % =

ERXLIHAME VPC RinT R, MREELE AT Storage Gateway B VPC i , WA LAEAE
RBUEIEHIM K,

4 Storage Gateway t|# VPC =

1. BF AWS EBEH A HITHF Amazon VPC ###& , Wik https://console.aws.amazon.com/

vpolo
2. HESMBERKP , %F Endpoints (RimT R) , AFiEHF Create Endpoint (BIELIHT R).

3. HOIBWmKRREL , NARSSERAERE AWS IRS5.

4, FIFREZEH , %8 com.amazonaws.region.storagegateway, il
com.amazonaws.us-east-2.storagegateway,

5. XF VPC, #%&F&EH VPC HIERETHXHMFM,
6. WiAXRi%ES Enable Private DNS Name (/8 Fi#A%E DNS &),

7. XF Security group (Z£4) , EREERTF VPC LT LA, BUESIRINZSEH, RIFTER
MWEELEPFERXRAFTUTAEN TCP %A :

« TCP 443
« TCP 1026
« TCP 1027
« TCP 1028
« TCP 1031
« TCP 2222
8. EFEOEBIHR. LRHTIMNPABERESNR pending (FLLIE), BIELKIRT AT, i TENISIEY
VPC Z&imT5 S 1D,
9. TERIEBLKT AR |, %# Endpoints (RIwTR) , RBERFH VPC KixT =,
10. EFTEFEMNXE[/NFMRERETFF , £ DNS BT
FEAE - RIEEAMAKXE DNS £, &#H DNS %%a"\ﬁﬂlx_
¥ : vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1.vpce.amazonaws.com

W#E , £87T VPC KR , ATLLBIBIEHNX, BXESEER , BSHLIEMX,
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BEESMX

MIEM%@?E@E%%T?T?ﬁﬁ‘%ﬂJ:{?%/EFE P, ERASURBITENEFECS. NREHKRUEN
x , BSHE AT AWS Storage Gateway,

Z£174 2 Amazon Simple Storage Service (Amazon S3) FEJ iSCSI BFrAFFHE | B LAEHIX
LCEFHENARFRE. SUUETEHRIEXNANBRFREFNANBRENES . LETLTHN
fil7E Amazon EC2 R X R NFIMIBR Amazon Elastic Block Store (Amazon EBS) %

/A Important
NREFBFHENETEREREFE Amazon S3 1 , BN ZBREBNS LB EARBH
2. Blwn , RNBUAEERABREBNEZFENREBRRRG . LRBE (XERBRFRTE
REZEITRIINIT ) MLSHFME Amazon S3 FRIFIERE N TABEMATAL TR , NS
HETREAR, SULEAXMNBEEEE K MARETEERE  tRRN , ENEEBR
MHFEHEEFSEARREREHEREE.

ITRBEFHREEN D, BEERENSHAN , FREZBHNRE , ABNZRRBEEBFHEES.
MEAARTREFIMBIZNSE, BXERNABBRENLSR , ESHANERS. AXERNMARNBSNR
FORBENSR , BSRMRFES.

FIEEFEABENRBHIFEISEME Amazon S3 # |, HFEARSESHIMNE (SSE) #HITRAME, T
&, BT eeEA Amazon S3 API S EHM T & ( 20 Amazon S3 BEZH A ) HRIXLEHIE,

ETX, £ UKRIERNMAERENM R RIER,

F

o REBEARMKEL-THEIMMER Storage Gateway 2 HI A REITNENANERER , BEMKSE
. BTX#H CloudWatch BH&LH,

« DIMT RS THRNAEMXANESSE , RENMEENARFERBRMT RARFSHKN,

c NEERREEEFS : THRINMMNIESHMEREHE  ZNRERRB LABRE—RNREN
|\511§\O

- BEEEMFERER . THEWNAER Storage Gateway BH|AREES L EHNBIEE.

- MBREFRES : THROAEZARFERREZCAMERS (flW , MRETIBHRAEFREAERD
S ) o
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- RENSEBETENMX : THRNAIBENENEES , IREFEEUHEFIRREZLATHER

FHEEEBMX , XFFEEEM,

- BIEMERE  THMNAMNMXHEBREREMRERR | URELZEMRREHE Storage Gateway

%l & AV AIAL AT AR BIZ R R

- REREITR  THROMAEDSERRBERRKENERARRBRMER B EIRBITRI.
- MIBRFESHRE  THROMAETEEERBEMBERE].
o TERBIRSHE R . T ## Storage Gateway IRENEFHERDTE , UMHBBESRBETEE , R

EREBFEVURFEERBUERRFRIZ,

« RENBFEBEMAIMRES - THESHBENEEFRVER , HENRBIIBRKH AWS B

A, MR 2 BB,

REBEAMXESR

BRI LA A Storage Gateway B RBINBEMANEREFE , BEMXEBEM. XA CloudWatch
HE&ELH,

RBIAEMINERER

1
2
3.
4

fEhttps://console.aws.amazon.com/storagegateway/ZX F1 3] FF Storage Gateway 2 #| &,
EEMX , ARERENHEREEREENMX,

MBRETHXEF | EREEMXER.

X F Gateway name (MXER) , AMKN BN, AIIERLEF , B Storage Gateway
EHlePmIRAE LRI ENMX,

@ Note

PXBMBINTT 2 B 255 NFERFzE , ABFTREIERMI (\H /)
BB M R S M MR EMFTE CloudWatch BRIV IER:, EEMMERE
& , ¥E1E CloudWatch 2% & R GatewayName EF & N ERE .

NFMxEfX | EFEEHAERE MK i XA Bt X,
£ OEBRNMAIEEREA” B, EBIWAIRE Amazon L CloudWatch ogs LA ¥ 13 M < B9z TR0 o
AT T IR T AR BT IR

- QIEHBEESA  REHMK B EEARKZENNK,
- EATMANAEEE  MENW THIIRPIERIEHSE.
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- EHBXRIEE-BEDER Amazon CloudWatch Logs R4 #2128 B <,
7. TEREREERNRERN , ERREFEER.

AN RS

EENAEFERERK , TRFEQMXMNESS , I BUABH D, RS BB , BAE
BABEMNINEFFENLEZFXHAD, NMXBAEHRFSEANTREFXMNEFZR. BX
EZER , FEA BEES B EEE XK,

& T LAE A Storage Gateway #2#|& 3 Storage Gateway API KR N%&., H<EH Storage Gateway
BEHEIAAMEBNHEEA , SRR FMES. BXMEA Storage Gateway APl iFINBHER |, 55
¥l CreateCachediSCSIVolume,

ALMERRTE—FERT RUASHI AN
- HIREREY BNENRE , AREALRREBERNTES. EXNAIBRENEES , 55HE
BRERR. AXRIAFEARRBUEZFESNES , BEHLUEFES,

. EREREFRNEEFSXEEANTS. AXNARBENHES  WEANREASREES,
BAMTHREHES  FSHREES,

MNRERREEFS

EABME— AWS REIFHNEAIAEFETERE. RMNEEBNERIMEREHE. BRE
RE2B-INEBNAEHREDBFRF-FHNAL[. ERES  FEUEBYNEEPERENL-—TMIERR
BIET , REEEERERNS,

502 Amazon EBS [REBHELE , NIEBRENFRRERRE, ELFaN. REEARENZN
ME R, HHTEMNES byte-to-byteZE #I T4, Storage Gateway 2 B N EEHVEIME <.
EEEREE—MIESNBIENE , EEE Amazon A TimeSincelLastRecoveryPointig#r
CloudWatch,

RENBBYTES. RN  EREEXNE—BNERXRF2EWE —NE., Hlm , MRERRIR
B, ATXNRENS, EUUEEFIEFEERBEEERANRERE. IHEMT2XMFEEHE
. AXRMAREENER , FSHLIEREFHES,

BT NERE S EPEREEER, SXESES  #2H SNEEMATEDE , £RERER
.
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UTRENBUAMNBIRE R=E— N EHERZS.

MTEE T R B R > 5 B2 5 F 5

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway 2 #1 &

2. 1f Storage Gateway F#H|AH |, EFQES,

3. 7 Create volume (BI2%) XiEHEH , 7 Gateway (FMX) EFEM X,

4. WTHEE K BABNEE. LBFEXNEDFERBHA/NERES

5. 1%&#& Clone from last recovery point , R/ Source volume %% 1D, RETURIEE AWS X
HHHWEREEFES.

6. 9 iSCSI target name (iSCSI B#: & #5) B A B o

BNREMAEENEFRE. BFAR () MERA (). £IE , LBHRBHE RN iISCSI
Microsoft BzIf2/F Ul 9 B FRETI-F Y iISCSI BT 2B M. Bl , B targetl HERR
ign.1007-05.com.amazon:targetl, HWRBIRBEHEFMHXEBME (SAN) NEFLFHE—
.

7. I8IUE Network interface RB 2B WM< IP #biik , SKEF N Network interface 1%&#F IP #iit,

MBEENMAELNEAZINNEEERS , NIEBREENARFSATHREN IP ittit, AN
XENHNEINMEBEERB[ARE TR — IP thit,

WMEMX VM B2HTZAMNMEEEFREEN , MBS EENFRNEEAFER—NIR, 7
ZHERP , —NIP RN —MNAMX VM BLEREE R, RMX VM R8N —NMMEEB 85
BEN , IF2ERIEK , RARE—NIP i,

8. EEBIES, EPFE R Configure CHAP Authentication (B & CHAP B R11E) X iEE. EBE
AILABLE CHAP, BXEE , 5 M iSCSI BFFELE CHAP 4K,

T—HREBEERINEF K. BXEZER , BN BEEEIEM K,

EREBERARR

HIRGHEBAER , WLTE Storage Gateway EERHEFEES LFHNBEE. §1MNEH
Details it~ E "B FEARER,

EEBEAIESHHREE

1. fEhttps://console.aws.amazon.com/storagegateway/Zk R $TFF Storage Gateway £ &1 5
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2. TESMBE®ED , £$F Volumes , RERFEBNBHE,

UTFREHRBXENER :

+ Size : BN ERE,
« Used : BELEHNEBIEE,

(® Note
XEETEATHE 2015 F 5 A 13 B2l tlZNE | RIFELES L BIRE.

1l BR A 1

HNARFEERSEN (Hl, MREIBRNAREREAERNEESE ) , EUEEENRSE. MR
EANEH , FHERYMEBENABRFEEEAZS. 3/, FERZEZELEERENRRE. RIS
EXTHREITXI , M ATLATE Storage Gateway #H| AV IRBITXETF L#HITEF, EXREZEER
BSH mBEREIT.

BT LAE A Storage Gateway 34l A 5 Storage Gateway AP| kI Br% ., &< A Storage Gateway
AP| IBREHELR , BSHAMKRE. UTHERRUOMAFEREHE,

ERERSZE , FOENBBEIRBBHRENRR. N TE#S , ENREEET 2R, BERH
BRIEEMRE.

i BR &

1. fEhttps://console.aws.amazon.com/storagegateway/Z T FF Storage Gateway 12 #| &
2. ERE , RREE— NS IPMERBRHS,

3. HEBREDEZEBIRSE., LNSEREIATEE,

4. WINERRIEENS , AEEBRIMEPRAEIE delete HIEFMER,

MENBIBETRERIMK

BERENMESRNIEEK , ZUREFENEBRIETRNEME, ERMTIERE  BUUER
Storage Gateway #Z#| & APl 7 E MK IS
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BESEAMMNS , SRS -

- FEBHEEHFHENFEHERFTN Amazon EC2 Kb,
- RIFTBRS SN REEH
- ETREERFRECABIERE,

EDEER , MXxa LEBBENMTBEHFHE AWSH Storage Gateway fRFEH. g , B R
WA 5 BB INEME A X FHENFE S,

® Note

ESENSERINESFERRRITR  EZEHRE. AXOABELKENEER , BSREL
BLNTREHEE,

® Note
HEINA S BB — R -
 HESTRBBRRNONE. HESHN , NXLESES AWS 23S LOFASIE L
EEES L, RREEFENHHRATBE LENRERUREHMES AWSHIEE,
- MRABWEES | WETHFEIER RS EFHM,
- MRSBWERS , WETHFRER BESEFHM,
. BSEWHBENMBMEZHTEEA.
. EEMNEHST  REREXSWE LS N MBMK,
. UEFFRHMRSBEN  RESHESRERR  RET HEAS,
- B, R4 AP R BRABIRS.

« MRBBEEMRNKXFIEMERERT ZMX , WSBHEEXR. BEEFEESTBEREF
TR, REBEMERMX,

« MREHEMXEFEEEERRES , BEEMNEFTES

DT SBRERMASER Storage Gateway Z#I 2 7 EMM B, BXRER AP HITHRENEZ(E
B , 5% AWS Storage Gateway API £% AttachVolumeH I DetachVolumem
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MRIX 55 B 5

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway ###1 &
2. ERE , RARER- ISP ESTENS,

3. XNFRHE, EFSFES. WNSEREIAXEE,

4. WAESTEEENSE , AREWAEPEAEF detach HEESE,

(® Note

NMREESBENEEARERE , WERSANEHMMRENEESE , EETKLERE
B, RE , REERNETE., NRRABLERE  BURLTEFIEEDIERS. W
RELRBHE , WRASMEMMNERNEDE,

DIE |, AT LURT LS N B E AR <,
RS B H0EI I <

1. fEhttps://console.aws.amazon.com/storagegateway/Z F1 3] FF Storage Gateway ##l &,
2. ESEMERP  ERS. ESBENEIBNRSERNESE.

3. MNEFESBIXRG , EREMMNE. —XR8EMM—1N5E,
4
5

X TFHRE |, RFEH IS,
EMIMENFES , EREEREHMMBINMX , Reh ARFBEESIR iISCSI BFr.

MREENNEFERS  FAE 1D WARBEIRAR,

6. EEMME, MREEZNS LHRERE , ME AttachVolume BERIIE , BRRSFHME
2 BN B,

7. EETHEE CHAP SHRIEASH  EEENETRHESIEFEN. BIERFERANMB
2, REERRE. BXEARAEFSHRIINI (CHAP) SORIINESER , HZHEA
iSCS| BArELiE CHAP &K1,

Bl IR E R IR

DUTEERAEZETINFXNEIRE SAIEZRERR , UREREIRRFIE Storage Gateway ZHl & H
R AR AT AR B R R ER ., AT — IR, et B IMERR , W LURERRITRI , AEREENERE
RIS EEIRE,
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NI MR B2 H E RS IR ERER

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway ###1 &
2. EEHFHATHAMNNSMERT , EEMNX,
3. ERENHGIERBHMX , AREFRFABSEETF,

FAFEEENFERPTIEMXNRERBER.
4. 1%&$F Create recovery snapshot LA3TFF Create recovery snapshot X i&4E.
5 METRNBIRY  EREMENS , ARERIERE,

Storage Gateway B3I IEESHNRBIRE, REBIBTK/G , 7 Storage Gateway #EH A HER
HLEEFEN , ATLUREMREB S5 HARER,

YRR R 1T X

W FE#EHSE | AWS Storage Gateway BB E X — X B ERIARER TR,

(® Note

BT ERBRBRIARBITR, FHREBFTEEL—MRBITH, ER , BULLESEERBEREA
£HRRF/RER (1, 2. 4, 8, 12 T 24 NPat) KRESREB TR,

M FEFES , AWS Storage Gateway T BIEBRIAWIRBITR. FTLEIBEIATR , RAEZHEER
£ Amazon S3 1 , FTL , BEFERBHIRBITKAA T REREBE N, T , BN EZEErTFER
RERBITR. NEFESAUBERBREMT S —RELEMNRERIEBN S ZE.

BEEANUATSER , B URESHIRBITR,
REBBRVIRIRIT

1. fEhttps://console.aws.amazon.com/storagegateway/Zk R $TFF Storage Gateway &1 5
2. HESMBERKF , %EF Volumes , REEZRENPAIBREBHE,

3. XF Actions (3&4E) , #%£$F Edit snapshot schedule (4% RBITR]).

4. £ Edit snapshot schedule XiF#EH , EekitXl , RFEEFE Save,
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I BR 17 fekk B RV IR R

A UAMIBREFEBHRE, Sl , HEE-—REARNBERT FHRENTFSREMTIBEZER B REN
B REEERRR R, ATRBREEZ S, RUBREMEBNRERXSBBREGIRBTZEENLL
ﬁo

£

- ERAEAT Java B AWS SDK iR R

- EAEHT.NET B AWS SDK il Br iR &R

. {5 FAMBRREE AWS Tools for Windows PowerShell

£ Amazon EBS ###HI&F |, AL —RMBR—MRIB, B {aEH Amazon EBS 25 & il Br iR R Y
E8 , 52/ (Amazon EC2 F 1) HHIMIER Amazon EBS tREE,

E—RMBRZAMREE | BRI LAEHR HE P — /X iF Storage Gateway RIEHIRB, AWS SDKs HX’R
Bl , F2H EAERT Java B AWS SDK MIBRRIR, SEAEA T .NET A9 AWS SDK MIERIRER M &£
FAMIBR R B AWS Tools for Windows PowerShell,

EAERT Java B9 AWS SDK il BRIk &R

WERBRESSRBENS MR |, BAILERARER E, AT ROVERNFAERERT Java B AWS
AR TESMBRRER, MECAROAND , BRIZAE Java ZHENABRFNETAR. BXES
ER , 28 GERT Java WAWS BRUEF R T EAFRARER) FHAT, RERFRERLE
R, FiE BIBRFEENRE PARRERER A,

Example: fERER T Java B9 AWS SDK il Br1R &8

LA Java RKEBRAIZIH T MXBENMNENRBURRBEXRBRAREEEAHERZE. EEAER
F Storage Gateway #l Amazon EC2 #J Java AWS FF & T E& APl, Amazon EC2 API| ‘@iEH it 12
REBRVERAE

FHABUERBRSKRIRT R, BHMNXH Amazon FRBF (ARN) FEEERIFIRBAYE B KK,
L& L Bz s REN RBE G MR, BEFEEEMRE viewOnly , ZEXRPAREEETEMRK
A9 1R B R 2 SERRIIT IR BRI BR . SE R view kI (ENNF viewOnly IRE N true) BTREB , FEER
Bamrt 4. BXALLE Storage Gateway L& EAK AWS RFLKX T RIIK , HSFEPHAWS
Storage Gateway & im T S MEFAWS —fSE,

import java.io.IOException;
import java.util.Arraylist;
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import
import
import
import
import

import
import
import
import
import
import
import
import
import
import
import

public

java.
java.
java.
java.
java.

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

util.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

util.Calendar;
util.Collection;
util.Date;
util.GregorianCalendar;
List;

auth.PropertiesCredentials;

services.
services.
services.
services.
services.
services.
services.
services.
services.
.storagegateway.model.VolumeInfo;

services

ec2.
.model.DeleteSnapshotRequest;
ec2.
ec2.
ec2.
ec2.

ec?2

AmazonEC2Client;

model.DescribeSnapshotsRequest;
model.DescribeSnapshotsResult;
model.Filter;

model.Snapshot;

storagegateway.AWSStorageGatewayClient;
storagegateway.model.ListVolumesRequest;
storagegateway.model.ListVolumesResult;

class ListDeleteVolumeSnapshotsExample {

public
public
static
static

// The
public

// The

are deleted
// if viewOnly = false.
public static int daysBack = 10;

// true

the daysBack criteria

public static boolean viewOnly

static AWSStorageGatewayClient sgClient;
static AmazonEC2Client ec2Client;

String serviceURLSG = "https://storagegateway.us-east-1.amazonaws.com";
String serviceURLEC2 = "https://ec2.us-east-1.amazonaws.com";
gatewayARN

static String gatewayARN = "*** provide gateway ARN ***'";

number of days back you want to save snapshots. Snapshots before this cutoff

= show what will be deleted; false =

actually delete snapshots that meet

= true;

public static void main(String[] args) throws IOException {

// Create a Storage Gateway and amazon ec2 client

sgC

lient =

new AWSStorageGatewayClient(new PropertiesCredentials(

ListDeleteVolumeSnapshotsExample.class.getResourceAsStream("AwsCredentials.properties")));
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sgClient.setEndpoint(serviceURLSG);
ec2Client = new AmazonEC2Client(new PropertiesCredentials(

ListDeleteVolumeSnapshotsExample.class.getResourceAsStream("AwsCredentials.properties")));
ec2Client.setEndpoint(serviceURLEC2);

List<VolumeInfo> volumes = ListVolumesForGateway();
DeleteSnapshotsForVolumes(volumes, daysBack);

}

public static List<VolumeInfo> ListVolumesForGateway()

{

List<VolumeInfo> volumes = new ArraylList<VolumeInfo>();

String marker = null;
do {
ListVolumesRequest request = new
ListVolumesRequest().withGatewayARN(gatewayARN);
ListVolumesResult result = sgClient.listVolumes(request);
marker = result.getMarker();

for (VolumeInfo vi : result.getVolumeInfos())
{
volumes.add(vi);
System.out.println(OutputVolumeInfo(vi));
}

} while (marker != null);

return volumes;

}

private static void DeleteSnapshotsForVolumes(List<VolumeInfo> volumes,
int daysBack2) {

// Find snapshots and delete for each volume
for (VolumeInfo vi : volumes) {

String volumeARN = vi.getVolumeARN();

String volumeld =
volumeARN.substring(volumeARN.lastIndexO0f("/")+1).toLowerCase();

Collection<Filter> filters = new ArraylList<Filter>();

Filter filter = new Filter().withName("volume-id").withValues(volumeld);

filters.add(filter);
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DescribeSnapshotsRequest describeSnapshotsRequest =
new DescribeSnapshotsRequest().withFilters(filters);
DescribeSnapshotsResult describeSnapshotsResult =
ec2Client.describeSnapshots(describeSnapshotsRequest);

List<Snapshot> snapshots = describeSnapshotsResult.getSnapshots();
System.out.println("volume-id = " + volumeld);
for (Snapshot s : snapshots){
StringBuilder sb = new StringBuilder();
boolean meetsCriteria = !CompareDates(daysBack, s.getStartTime());
sb.append(s.getSnapshotId() + ", " + s.getStartTime().toString());

sb.append(", meets criteria for delete? " + meetsCriteria);
sb.append(", deleted? ");
if (!viewOnly & meetsCriteria) {
sb.append("yes");
DeleteSnapshotRequest deleteSnapshotRequest =
new DeleteSnapshotRequest().withSnapshotId(s.getSnapshotId());
ec2Client.deleteSnapshot(deleteSnapshotRequest);

}

else {
sb.append("no");

}

System.out.println(sb.toString());

private static String OutputVolumeInfo(VolumeInfo vi) {

String volumeInfo = String.format(
"Volume Info:\n" +
" ARN: %s\n" +
" Type: %s\n",
vi.getVolumeARN(),
vi.getVolumeType());
return volumeInfo;

// Returns the date in two formats as a list

public static boolean CompareDates(int daysBack, Date snapshotDate) {
Date today = new Date();
Calendar cal = new GregorianCalendar();
cal.setTime(today);
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cal.add(Calendar.DAY_OF_MONTH, -daysBack);
Date cutoffDate = cal.getTime();
return (snapshotDate.compareTo(cutoffDate) > @) ? true : false;

FERAERT.NET 89 AWS SDK il Bk = B8

WEBBREBEXRBKNZS MR | BANERARESE. UTREERNAFERERTF NET B AWS #
B X TEGRAE 2§ 3 BIRRE, MECARGNRE , BNIZAE NET 2HANARFNEITE
X. BXEZER , 550 GEAT NET WAWS BA4F XTI EGFRARERE) PHAT, MRE
RERBRDERR | B BIBRFESHRE PR ERES A,

Example: fEFAER T .NET 89 AWS SDK i Bk 88

LT C# REBRHIH | AWS Identity and Access Management F = AT LA %I WX SN BRI RER,
ARG, ZAFPAHERBHERNBEREEEAS REH) 2k 2E , FHRE 7TREHHR
B, ZRBIERER T Storage Gateway 1 Amazon EC2 #J.NET AWS Fr A T ES APl, Amazon
EC2 AP| S EH AL B R BAVIRE,

LLTFRBEREIERZERT.NET B9 AWS SDK iRZA 2 §1 3, AU IBMRAH NET TR EFRE. &
XEZEER ,BSHIBEAT NET B9 AWS SDK B9I B

FHRBURHBRESKET R, EHMXH Amazon BREZF (ARN) MEEAEREFREBHEHREK.
LLE L BB 2 BT AR IR BT S R BEFEREM/RE viewOnly , ZERP\REEE EMKR
HY IR BRIE 2 SRR UIT IR BB BR . S8 R view %I (BIFF viewOnly iRER true) BTREB , &R
BamRt 4, BXALLE Storage Gateway BLEEAN AWS RFLKmTT RIIK , HSFEPHWAWS
Storage Gateway & in T S FMIEHFAWS — RS E,

B, SIZ—NAPHESRD IAM RBHMEZAF . REAEHMKEE B3 REBITR.
DT RBAUZEATAFHBRREBOR/NDRERRE, EATREF , REHNEMHF sgw-delete-

snapshot,

JSON

"Version":"2012-10-17",
"Statement": [
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"Sid": "StmtEC2Snapshots"”,

"Effect": "Allow",

"Action": [
"ec2:DeleteSnapshot"”,
"ec2:DescribeSnapshots"

1,

"Resource": [

myn

"Sid": "StmtSgwListVolumes",

"Effect": "Allow",

"Action": [
"storagegateway:ListVolumes"

1,

"Resource": [

myn

BT C# KB EEEMX P ERSENIEE B LLH TE 89 FrE R R E M BR

using System;

using System.Collections.Generic;
using System.Text;

using Amazon.EC2;

using Amazon.EC2.Model;

using Amazon.StorageGateway.Model;
using Amazon.StorageGateway;

namespace DeleteStorageGatewaySnapshotNS

{
class Program
{
/*
* Replace the variables below to match your environment.
*/
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/* IAM AccessKey */
static String AwsAccessKey = "AKIA................ ",

/* IAM SecretKey */
Static String AWSSeCIetKey = "*******************************";

/* Account number, 12 digits, no hyphen */
static String OwnerID = "123456789012";

/* Your Gateway ARN. Use a Storage Gateway ID, sgw-XXXXXXXX* */
static String GatewayARN = "arn:aws:storagegateway:ap-
southeast-2:123456789012:gateway/sgw-XXXXXXXX";

/* Snapshot status: "completed", "pending", "error" */
static String SnapshotStatus = "completed";

/* Region where your gateway is activated */
static String AwsRegion = "ap-southeast-2";

/* Minimum age of snapshots before they are deleted (retention policy) */
static int daysBack = 30;

/*
* Do not modify the four lines below.
*/
static AmazonEC2Config ec2Config;
static AmazonEC2Client ec2Client;
static AmazonStorageGatewayClient sgClient;
static AmazonStorageGatewayConfig sgConfig;

static void Main(string[] args)
{
// Create an EC2 client.
ec2Config = new AmazonEC2Config();
ec2Config.ServiceURL = "https://ec2." + AwsRegion + ".amazonaws.com";
ec2Client = new AmazonEC2Client(AwsAccessKey, AwsSecretKey, ec2Config);

// Create a Storage Gateway client.

sgConfig = new AmazonStorageGatewayConfig();

sgConfig.ServiceURL = "https://storagegateway." + AwsRegion +
" .amazonaws.com";

sgClient = new AmazonStorageGatewayClient(AwsAccessKey, AwsSecretKey,
sgConfig);
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List<VolumeInfo> StorageGatewayVolumes = ListVolumesForGateway();
List<Snapshot> StorageGatewaySnapshots
ListSnapshotsForVolumes(StorageGatewayVolumes,

daysBack);
DeleteSnapshots(StorageGatewaySnapshots);

/*
* List all volumes for your gateway
* returns: A list of VolumeInfos, or null.
*/
private static List<VolumeInfo> ListVolumesForGateway()
{
ListVolumesResponse response = new ListVolumesResponse();
try
{
ListVolumesRequest request = new ListVolumesRequest();
request.GatewayARN = GatewayARN;
response = sgClient.ListVolumes(request);

foreach (VolumeInfo vi in response.VolumeInfos)

{
Console.WritelLine(OutputVolumeInfo(vi));

}

catch (AmazonStorageGatewayException ex)

{

Console.WriteLine(ex.Message);

}

return response.VolumeInfos;

/*
* Gets the list of snapshots that match the requested volumes
* and cutoff period.

*/

private static List<Snapshot> ListSnapshotsForVolumes(List<VolumeInfo> volumes,

int snapshotAge)
{
List<Snapshot> SelectedSnapshots = new List<Snapshot>();
try
{

foreach (VolumeInfo vi in volumes)
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1).ToLower();

String volumeARN = vi.VolumeARN;
String volumeID = volumeARN.Substring(volumeARN.LastIndexOf("/") +

DescribeSnapshotsRequest describeSnapshotsRequest = new

DescribeSnapshotsRequest();

Filter ownerFilter = new Filter();

List<String> ownerValues = new List<String>();
ownerValues.Add(OwnerID);

ownerFilter.Name = "owner-id";

ownerFilter.Values = ownerValues;
describeSnapshotsRequest.Filters.Add(ownerFilter);

Filter statusFilter = new Filter();

List<String> statusValues = new List<String>();
statusValues.Add(SnapshotStatus);

statusFilter.Name = "status";

statusFilter.Values = statusValues;
describeSnapshotsRequest.Filters.Add(statusFilter);

Filter volumeFilter = new Filter();

List<String> volumeValues = new List<String>();
volumeValues.Add(volumeID);

volumeFilter.Name = "volume-id";
volumeFilter.Values = volumeValues;
describeSnapshotsRequest.Filters.Add(volumeFilter);

DescribeSnapshotsResponse describeSnapshotsResponse =
ec2Client.DescribeSnapshots(describeSnapshotsRequest);

List<Snapshot> snapshots = describeSnapshotsResponse.Snapshots;

Console.WriteLine("volume-id = " + volumelD);
foreach (Snapshot s in snapshots)
{

if (IsSnapshotPastRetentionPeriod(snapshotAge, s.StartTime))
{
Console.WritelLine(s.SnapshotId + ", " + s.Volumeld + ",
" + s.StartTime + ", " + s.Description);
SelectedSnapshots.Add(s);

FRERATF NET 9 AWS SDK

API R4 2013-06-30 77



AWS Storage Gateway BRXAFERE

}
catch (AmazonEC2Exception ex)
{
Console.WriteLine(ex.Message);
}
return SelectedSnapshots;
}
/*
* Deletes a list of snapshots.
*/
private static void DeleteSnapshots(List<Snapshot> snapshots)
{
try
{

foreach (Snapshot s in snapshots)

{

DeleteSnapshotRequest deleteSnapshotRequest = new
DeleteSnapshotRequest(s.Snapshotld);

DeleteSnapshotResponse response =
ec2Client.DeleteSnapshot(deleteSnapshotRequest);

Console.WritelLine("Volume: " +
s.Volumeld +
" => Spapshot: " +
s.SnapshotId +
" Response: "
+ response.HttpStatusCode.ToString());
}
}
catch (AmazonEC2Exception ex)
{
Console.WriteLine(ex.Message);
}
}
/*
* Checks if the snapshot creation date is past the retention period.
*/

private static Boolean IsSnapshotPastRetentionPeriod(int daysBack, DateTime
snapshotDate)
{
DateTime cutoffDate = DateTime.Now.Add(new TimeSpan(-daysBack, @, @, 0));
return (DateTime.Compare(snapshotDate, cutoffDate) < @) ? true : false;
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}
/*
* Displays information related to a volume.
*/
private static String OutputVolumeInfo(VolumeInfo vi)
{
String volumeInfo = String.Format(
"Volume Info:\n" +
" ARN: {O}\n" +
" Type: {1}\n",
vi.VolumeARN,
vi.VolumeType);
return volumelInfo;
}

{55 FEL 110 B IR BB AWS Tools for Windows PowerShell

MERBREBREKNZMRER |, BULERARES Z. AT REERWOMFAFER AWS Tools for
Windows PowerShellfl B RER, EFEARHIBIA | ERZBABMAZE 1T PowerShell BiAR, EXxEZE
B , 2 https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-started.html A
BIAWS Tools for Windows PowerShellA[], MREIAEEZH RO ERE | Fik BBREESHNIRE G
PR EFREHIE .

Example: £ F il BR SR8 AWS Tools for Windows PowerShell

BT PowerShell BIASRBI5IH T X BN SN RBURREIT HETEREREEBHZERZE.
© £ A Storage Gateway H Amazon EC2 #J AWS Tools for Windows PowerShell cmdlet, Amazon
EC2 API S #ihab IR BRAVIRE

BEEFMHAHRHEHMICH Amazon BREW (ARN) MIBEREFRBHWEMRE. tBLBH
Z AR R B E T EBIBR, BEFEEERRE viewOnly , ZEXRPAREESEEMBRWRBIER
SSERFUITIRBMIBR, %R view T (BNFF viewOnly RER true) E1TRIE , EE XL LMK
Ao

<#

.DESCRIPTION

Delete snapshots of a specified volume that match given criteria.

.NOTES
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PREREQUISITES:

1) AWS Tools for Windows PowerShell from https://aws.amazon.com/powershell/

2) Credentials and AWS Region stored in session using Initialize-AWSDefault.

For more info see, https://docs.aws.amazon.com/powershell/latest/userguide/
specifying-your-aws-credentials.html

.EXAMPLE
powershell.exe .\SG_DeleteSnapshots.psl
#>

# Criteria to use to filter the results returned.
$daysBack = 18

$gatewayARN = "*** provide gateway ARN ***"
$viewOnly = $true;

#ListVolumes
$volumesResult = Get-SGVolume -GatewayARN $gatewayARN
$volumes = $volumesResult.VolumeInfos
Write-Output(" nVolume List")
foreach ($volumes in $volumesResult)
{ Write-Output(" nVolume Info:")
Write-Output("ARN: " + $volumes.VolumeARN)
write-Output("Type: " + $volumes.VolumeType)
}

Write-Output(" nWhich snapshots meet the criteria?")
foreach ($volume in $volumesResult)

{
$volumeARN = $volume.VolumeARN
$volumeId = ($volumeARN-split"/")[3].ToLower()
$filter = New-Object Amazon.EC2.Model.Filter
$filter.Name = "volume-id"

$filter.Value.Add($volumeId)

$snapshots = get-EC2Snapshot -Filter $filter

Write-Output(" 'nFor volume-id = " + $volumeId)
foreach ($s in $snapshots)
{

$d = ([DateTime]: :Now).AddDays(-$daysBack)
$meetsCriteria = $false

if ([DateTime]::Compare($d, $s.StartTime) -gt 0)
{
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$meetsCriteria = $true

}
$sb = $s.SnapshotId + ", " + $s.StartTime + ", meets criteria for delete? " +
$meetsCriteria

if (!$viewOnly -AND $meetsCriteria)

{
$resp = Remove-EC2Snapshot -SnapshotId $s.SnapshotId
#Can get RequestId from response for troubleshooting.
$sb = $sb + ", deleted? yes"

}

else {
$sb = $sb + ", deleted? no"

}

Write-Output($sb)
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Create Volume

CREATING

Create Basic Volume or Create
Wolume fram Snapshot

L '
Unable to Finish
AVAILABLE Bootstrap BOOTSTRAPPING J
/ I
! _III
Upload Buffer Start Uplead Buffer
Issue® Bootstrap Issue®
\ / /’
( v
PASS THROUGH

Key

Gateway < Temparary State
Operating or Recoverable |
Marrmally . Condition*

* e.g.run out of uplead buffer
** g.g. lost connectivity

® Note
BRBEREEZTIERPERNER, BR , X5 Storage Gateway 12§ & FVIRSAE P #Y 1LIR
SERH BT T,

T BRI BRI

BEATRESTEETHREENXPBERSCENZER KR, ELEFFATHRZTERMRERTRER
Mx, "ERARELFEFATHBSMINITEARANBERT , MERHEFEAEE.

T EFEEIRSER API 7 2013-06-30 86



AWS Storage Gateway BRXAFERE
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ETHNTREES , MRS ZRNERARICLRT. Fla , NEEQIBRSE T RS R REIR
ERNBIBEARS, LERRTETMRERENFER TEFEENENRBLES,
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Create Volume

AWS Storage Gateway

r

f

[ CREATING
— T
.-f'f ‘\\
..-"'/ A \“\\
Create Basic Create Volume "~ Create Volume
Volurme Data Preserved fram Snapshat
\ \\\
* .
\ -
P AN \"'
- A
Unakble to Finish
Virite io Bogtstrap BOOTSTRAPPING \\ ( RESTORIMNG
Drigk=* v
f ! \ |
|
/ | | |
Uplead Buffer Start Upload Buffer /
'.\ lssue* Bootstrap Issue* /
u\ \ / / / /
- r |
¥ Y - |
\ PASS THROUGH < - 'fl
\\\ s ;’
"
o, -, . ~
-
E“‘E-__ . P
—_— inish ——
KEY Restore
Gateway % (~ Termparary State ™
Operating J or Recoverable | -
Maormally Condition* J
e.g. run out of uplead buffer or local disk crash

"
** g lost connectivity or disk crash
*+% transition occurs only if another volume is bootstrapping

(® Note

BRSEBEZTIERPETINER, B2 , X5 Storage Gateway &l & KRS HE F A BEIR
PN =R N T

SRR AR B E RIS SE
ETNERXZABHRE, UTRE

Rz
BEERBEMMREERAER , AFERITIBRXH AWS B
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- FHEBHEELFHENF EHERHE Amazon EC2 £Hi,
- RIFTARSBRNREBE M

/A Important

HE R EMERRENB MK ZE B3,
MTEBUBERERATEIT 2x RANMKRIRE, EFEEACINREBZITRIEMRAR M X

&

BRESERANRFREERERS  IBIERAMTE. SRPMAREFZTETEANIBI R, &F
BEMRRBEMTERNER

E&

- HERBBEHMNER/EBMX
- REEBBEMBMKELAL

NE#EBEFNEEEMK

MFESBEEMNFEEMX

1.
2.

FLEEEAIBF#EMXNAENARERF,
BRBUTHSRUBZEBHMER , REFHFRBITX.

a. fEhttps://console.aws.amazon.com/storagegateway/Z R T FF Storage Gateway #2H| &
b. ESMERTP , EEFESE K RABERENFURREBHE,

c. XTI, EFCBRE,

d. HEIEREXNFEES , MARBHELR , AEERIERRE,

BUURIERE CEMAZEH A ERE, MRBENE LA ZE  BFILETK , REE
WATT —HEE. EEFRBERSHABINKARBL THFLERS | FRES ERVRBEE,

BREBUTSRE LB FHEERX

a. HESMERF , EEMNX , AREREFLENIBF#ESEMK. WXL T Running MRE,
b. HEREHRD , RREFLEMR, BRIEXSEEPHMK D, RFEFEF LMK,
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EMXEFELR , BARSFIETRINFTRESNER. SMXXAR , FRAESRBFRLKETR
—FRHEBNBEHMKEE, SRIXAE , MXAPRESA XA,

c. EAEERFZEHXREA VM,

BXELEMXNESER , BSRABHMNELEM X,
4. NEENFHESXBENEFHEUEEENX VM 28, XTaE VM IREEE
5. fEAZR Storage Gateway %I & RENFELAN EEEFE DA REBEFHNFESH

X, https://console.aws.amazon.com/storagegateway/
6. EEEEDSR S FMBENEMEEMKX VM R ENYEFEEE
7. ERBEELNIBHE  FREUTIRROEZFRS,

a. 1f Storage Gateway F#H|AH |, IEFQES,

b. HEUIBRBXNEESD , EEESELSR S HOIENFHEBMX,
c. MIIRFEFE—MEE D E,

d. XNFTHERE , ERREHUE LNNEREEI.

BXOBEBNESER , BSHANETHES,

8. (Wit )EHIMWEE CHAP BRRIEESH  EXRENETRABHEFEN. BIERFF
FAMBRZR , RAEEBRRE
BXxERAREEFEHRIETHIN (CHAP) BHRIENEZELR , S iSCSI E#rfii & CHAP
S HRIE,

9. BHIBEAFMENWNARER.

10. BIAFTHEEENXESITEER , LARBRIBHE#EEM K,

/A Important

MERMX 2/l , FREIIIENARFEEEARIMKEE, MREER LR HR B
BRMX , M &&ERBIEE K.

BRUATSRMERIBNFEEMX
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/A Warning
0 B ) >k fm B e SE MR

a. ESMERP  EEMX , ARERERRNVIBEFEESEMNX,
b. XF Actions (1) , iEi%#F Delete gateway (HIBRMI %),

c. TEETHEIUTERES , EPERESEINNBER. BEIIHAMNX ID EE 7 ZM BRI 1876
BMR. REIEEMRER.

11. WBERIBMMx VM, BxHER VM HEER | TSNS EREFH R,

NEFEBEMHIMKEUI

MEGEBEFTNEFEMXELA (VM)

1.
2.

FLEEEABEZFEENXNAMBENAERF.
{58 P BA T 25 TRt P 5k SE# B SR AR A

a. fEhttps://console.aws.amazon.com/storagegateway/Zx T FF Storage Gateway ##H| &
b. ESMERKTP , &R Gateways , REEFETBWIREFEMK,

c. MRUUA, FEL VEEH . B , ENMXELRETIRA

RIFTMBEEFEMXH ‘K £+ L CachePercentDirtyigis 2B N0,

E%Y iISCS| BT SEMIEEFEM iISCSI BNEF IRMERE, BT U LR, iREBER
X LB RNBAE , NB B TEX LS EHNBERT -3

BRUATIRUBENVRR , REFHFRBEEK,

a. fEhttps://console.aws.amazon.com/storagegateway/Zx P FF Storage Gateway #2F|& .
b. EEMERTP , EEFES K REERENPUERREHNE,

c. XNT#HE, FEFLIE EBS RE,

d. HEGIEREXEFES , MARRHELR , AEERCIERE,

BUURIERE CEAZEH A ERR, MRBIENE LA ZE , BEFILETK , REE
WATT —HEE. EEFRBERSHABINKARBL THELERS | FRES LHRBEE,
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6.

9.

BRERHEFREBRSNWESER , TSR T HESRSNER, AXREFSRBHNER
BSHA T REFERESER,

BRBUTHSRELIBNEFSMX

a. HESMERT , EEMX , RAREREFLENIBEFENX.

b. HREHRD , RBEFLEMX, BIEXEEPHMK ID , RFEFFLEMR, FEEMXID,
RAANERENSRAFEAER,

EIBMRELR |, BAELFIIERNRSHEE, HIAMKXKAR | FHEERETMFHL
ER—FEENMBMKRM, HMKRXAR , MRIRES R <A,
c. FHABTHEREREHXHIE VM, XXM Amazon EC2 S2fINEZER |, 55 (Amazon

EC2 AF#EM) PHEILFENZEH, BXRKHA KVM = Hyper-V BN EZER
VMware , {55 G0 E D ERERF X,

BXREFLMINESER , FEHAEINELEMNX,
HAEHE (SEREE, EFUHAN LAZHPX#EE ) 5IHMX VM 58,

(® Note
BT REENS ID AR EZRUEXBKNMX ID, BREERSRAEALEE.

WMREMEA Amazon EC2 KEIHER BFEMKXH VM , 12 H (Amazon EC2 AF1ERE) HHR
Amazon EBS &5 Linux EH10E. XM KVM = Hyper-V VM 2 BH#ENEER , HSEEL
EERERXH, VMware

BIEFTH Storage Gateway BEEF VM £6l , BEFREFEERIMKBE. BXAIEHN
Storage Gateway EXEEF VM WEZEE , BZRREEMX, XMNHMRTFRAIBRXH F
7o

® Note

BZEH VM AMBEEER LEZFXN#EE, SNHF VM HERER VM HRENETF
HEN EAZPXEE,

IZHYFT Storage Gateway BEEREF VM KHINEAEIH VM HEINMBEE. M<HERIARSE
B RIS ENEE NN (DHCP), FH DHCP & , RESRNEHNMKEZ 2B IP it
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10.
11.

12.

13.
14.

MREFENH VM FHEERS IP i, BERRENKHE , TRESHFMAER. IR
BRI R ABER Socket Secure hixZs 5 (SOCKSS) RIBF EEZEBI B EXM |, 724t M x i &
SOCKS5 REEZH T EZFMES

BaE VM.

FEBELSTR 7 FMNIBEER Volume Gateway BN 2 B EZIFTNEFTEN X, BR
SIHMx VM HHEBIRFF e 1EERIF MK VM.

FTIEBHMEARBUNEHERRETT, BIEREXR)D , AAXLSHEABEEST -,

B EREIFMR VM ARG A EFH M VM B IP it & H Web B3R (0TFR ) |, B
FMKxERBIE,

a. EFAARMIEFE , HiEE Migrat e Gateway EIN |, FHEHIIBREIREETEHMRK D,
REFRREFUTZEIEHNX ENANRESEFZEFMX, BAUEENAERBEFIE
BEEfl. BSRAGEMAARBREE,

b. =HE , LALBEIEAULTHEIKN URL EEFFELHRBIMRIBIRE,

http://your-VM-IP-address/migrate?gatewayId=your-gateway-ID

ERILAFMR VM EEEASIEMX VM HER IP ik, &/ URL BRI T AT 7RG,

http://198.51.100.123/migrate?gatewayld=sgw-12345678

EXNRBPRERTITFBED curl KEAL URL , BaIEBIRE,
BUTEEMXIBLRER , BRER -RBINKDEBRER,
IEEMXWREE  EESRT7 FIETTHESE ID,
BEMX,

BRUATSREFIFNEFEMX !

a. 1fEhttps://console.aws.amazon.com/storagegateway/= 3T FF Storage Gateway Z#| &
b. ESMBERTP , EEMX , ARERERINFHMX, MKLTF Shutdown R7S.
c. BRFHEER , RREEBIMRK,

BRBIMNINESER , BZHAEHAELEMK,
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15. W , BHEMZTUBELHMX VM WM EZORBREEHNRAERF. IBRIWEREFEEX
BNMNEEHMMNXMEZOCRAEMNRFNERER. AXRESIMNEEOXEKN IP ##itNES
FR , BHRMXARFENER, BSHEGRINAFTBIZES.

16. WINEHETA , ABBERIEMX VM. BXBIER VM HNER | BSHAEEREFI X,

SEREBEFHNEE DAL API 7% 2013-06-30 94


https://docs.aws.amazon.com/storagegateway/latest/vgw/accessing-local-console.html

AWS Storage Gateway BRXAFERE

¥ 98 Storage Gateway

AN B A Amazon %32 Storage Gateway , BF SR E M < KEH E IR CloudWatch, &) LA
WEmKH EEERXMEFEM, FH Storage Gateway 24| A XKEEMXNIBIRNER, Hla
B LEFEREREFFEANFTTER, REREZZNRELARM Amazon Web Services =i REIE
FERNETE, EBEN , BUUREMXNESTRAHREER , MEE—IRZS/MNEREEE R
EiTBAHE,

Storage Gateway % #% 121t CloudWatch 3645, 2R N HAF AR Storage Gateway 3645, B fE
XS , BAILHEHEEEHFE T T HREHNMX BRI, Storage Gateway iE 1R i
CloudWatch iR , EE0HEBIRRI , TEFNTHE. B>< CloudWatch ENMWEZEER , HSH
Amazon CloudWatch Eft. BXxE%{E LR CloudWatch , i3 Amazon CloudWatch F FF 18/,

AXBETYRERENXREXBKERNEER , i35 Monitoring your Volume Gateway,

£

o TEMXIER

- BEFEEHRX

- BEZFFHE

« 7 #% CloudWatch 23R

- NIEHNMRBZEHEERN CloudWatch Bk
« NERNRKAIEBE X CloudWatch Bk
- BEEMX

ig: JZER =t

EAEFNLH , RIHMXERELNREEMCCEANER , BRRE , XEENEEN
ANEFEMERE. AT -IRNXEE TSNS, BERXBENERACRMX EORES, 6
3, CloudBytesUploaded E#r— MR ER ST MR REL N FTHNER, ZERSENX LB
BRER .

FERAMXERBIERN , NIEERFZEETHERNMXWE—RIR, At , BAEE GatewayId
GatewayName {H. HFEFEAMKMIEIRN , BEERGEZRFIEENXLEE , ZLEELTRNXTEN
BN EBEBRHNENRKSF. BXEZELR | HSH FH Amazon CloudWatch $#6¥5.

T R K IERR API k7 2013-06-30 95


https://aws.amazon.com/cloudwatch/pricing/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/storagegateway/latest/vgw/monitoring-volume-gateway.html

AWS Storage Gateway

BMXAFERE

® Note

REBERRERITHNEZRBRNER T HTRENF QIREHRES.

1R

AvailabilityNotifi
cations

CacheHitPercent

CachePercentDirty

CacheUsed

ik

M5 4 Y 5 o] A M R AYIE
TR B

TR E Sum KITBIEL S
FERATNEMXERER TE
AR AMEXHNSESG. BX
EHNEFEAEER | BEFLRE
B/ CloudWatch BE4A,

B BF

ZEFEENNRARFERE,
BHAEREEABE R RA.
By B8Ok

R 5x & 17 P e R IF R (LRY B 4K
Bk, AWSHAEIREEH
ZRER A

FULERES Sum T BIEE S
i

BREBRLT |, LIEtRNRFE
BIRKF,

Bfy:Bok

MR EFEEPEEFERAN
FHEH, EXRERSEAHE
RETEA,

T R IERR
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1R

IoWaitPercent

MemTotalBytes

MemUsedBytes

QueuedWrites

ReadBytes

%88

B4 FH

PR S S5 135 7 3 i 23 Wi )7 Y sF 1)
Bk,

By Bole

AMx VM il ER RAM
B, UEHREN,
B

Mx VM HeTEEEAN RAM
B, UFTREN,

By P

BE , LERTEFEANSK

WE#HEFEHHRAWS , BBt
BT ‘5|5 R At HEN =
BEZELAENELIEE , &

KX EBHBLELE,

By 2P

REABARKFRIFRREEM
AN RARFRRNEFT
o

FMtIERS Sum ST HIES
EFEATNERUHE  FHE
Samples SiTHELEEEAA
N E IOPS,

By FH

T R IERR
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1R

ReadTime

TimeSincelLastRecov
eryPoint

TotalCacheSize

UploadBufferPercen

tUsed

UploadBufferUsed

UserCpuPercent

i B3

5 BHAMKFRIE BN
1 N A A2 PR 1T R BUR VR P AE
BNEZERDH,

FiZiE¥rE Average Sit#
BESFERATNEEER,

By B2®

B b B A B AR B
i, BXESEL , E5H £
WEERATLBE , £
W B

By B

LFEHREMHNEFELE RN,
BHAEREEABE R RA.

B4R

Mx EEZFXBERR, #
REREEE R RA,

By 8BS

MR EEEFXIEEERAN
BETH, #AEREAHE
RAEFEA,

BAFH

M4 PRTTE CPU BYRIRY B 2

b, #EE®KO LFEITE,
By BOK

T R IERR
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1R

WorkingStorageFree

WorkingStoragePerc
entUsed

WorkingStorageUsed

WriteBytes

WriteTime

ik

P 5< By T AF 17 i 22 ] P R A
MNEZRE, #AERSEHH
ZRET R

B4 FH

Mx EEZFXBERR, #
RIERE L RS RA

By Bole

MR EEEHXEEFERN
BETH, BARERGAPLE
E: P

By . P

HBEBHAMKPREEEA
BANRARFNEFZTH

MRS Sum SitHIEL
EFEATNERUHE  FHE
Samples STHBELEESEAA
MWE IOPS,

By FH

RERABAMKFREBME
o N IR 1T B A RAEFI3E
BN EEDH,

FiZiE¥rES Average S&it#
BEESERATTNEER,

By ZR

T R IERR
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Storage Gateway fS#rHI4EE

Storage Gateway BRZ5#9 CloudWatch 5% 22 8] AWS/StorageGateway, ¥HIEE 5 7 HHERN B3
AR, TERE,

$HE 15 BA
GatewayId , GatewayNa XL E S FRBERNBTFERFIENFETNXNIER. ERILE
me & GatewayId =i GatewayName MEIMRET/EHMRK,

NMRAELFESFENNXBRNEEERN , MXWNEMKETE
£, MEREMA GatewayId o

WJ?&E’J%&E%HLE%&EE?H?&E’JFEE%O BREARKIER
MEES , BTZREEMXS AWSZ HAY AR,

VolumeId ZEEXFEERNBBERENBETSHER. BIEFEHN
7B H Volumeld EARRZF#EE. AXEABSEIINER
FZANENARFEMX 2B A,

B EEREPEX

&R BAE T E R B A X a2 R 5 By _E 45 520 X DR a0 e 2 B 4R BUE S8 2 2 0 (X L 4 E I (A
WEBARNES. BEERALEE S EEFXERZERRFK T AFENRAEFFLZHE AWS
G IZES/YIE-Sareca: »

EEFENHETMRBMEFLAEEN A RNER LREFAX, BXEZER , HEH BMXHNTEER
I,

® Note

£ Storage Gateway FHIREFBINEER

Bl , WorkingStoragePercentUsed, WorkingStorageUsed ] WorkingStorageFree
ENNEATE#EBSHN LAZPX, NE , BEASFRLEZHPXIER
UploadBufferPercentUsed, UploadBufferUsed 1 UploadBufferFree, iXLEFS4R
EA TR XEN,
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KA

LEEHXERE

a4 &

f¥ UploadBufferPercentUsed . UploadBufferUsed
UploadBufferFree ¥§#r5 Average SitBELEEFER. Hlm | F
UploadBufferUsed & Average &&EMA , A9 — BRI AM 1264 R
A%,

NEFEAN EEEPXNED L

o g K~ WD

$TF CloudWatch #Z&l& , Bk A https://console.aws.amazon.com/cloudwatch/,
1%£$# StorageGateway : MXIEFREE , RERIEFEHBHMR,

1%£#2 UploadBufferPercentUsed 1E#r.

3 F Time Range , iE%&E—ME,

% Average it iR,

X F Period , EIEFE 5 2 #hACE ERIAIR ZBT[E

SHNENAFFNBEREES LEEPKNEAR,

BRBLUTSE , B LUEH CloudWatch Z##H A2 Bk, ETHAXRBRNEENESZEE , B5H
Amazon CloudWatch AP #5812 CloudWatch iR,

WMEAMRE LR XIRE EREER

1.
2.
3.

$TFF CloudWatch #&l4& , Bt} https://console.aws.amazon.com/cloudwatch/o
%1% Create Alarm (RI2&#R) RIS 3 “Create Alarm (BIEER) @S,

NIENEREERET

a. & “QIBRER mSH EERER NHEL Gatewayld , IEEAWS/
StorageGateway: , GatewayName4E , REH I EFEHBIMK,

b. 1%&# UploadBufferPercentUsed {E¥5. M Average ST HIEMN 5 2 #HHEH,

c. IRBRUMLR,

ENERES. #HENEIE :

a. 7TE“Create Alarm (BI2EIR)’ M S8 Define Alarm (E X ER) WE L , BiZ % 517E Name (B
#) 0 Description (i) £ H BV B RIB AL B AR BASRAR IR B IR

Wi EEEAX
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b.
C.

5. &tx

a.
b.

C.
d.

e.
6. KRE

a.

b.
7. HIA

a.
b.

ENEHRBRE,
IRk,
ZERE B B TR IR

EORBER MSHNEERERNE L , N EHRRSERER.

N EBE R 02 B a4

B B F R4 EFEREIRE Amazon SNS £F, XN S SNSHEZEE , HSHTL
D@ AFEmPRIZEL S# SNS, CloudWatch

X F Topic (E&) , TR EB M A —MNMEREER .

%% Add Action,

RS,
BRIRE , REQIEER .

f£“Create Alarm (B2 ER)' B S K Review (EF) TH L , EFBREN, EHRMNERITH
MXBE (Bl , REBFERH4EA ) o

KREZBIRWESRE , %£# Save Alarm,
BN EREBRIITA :

TFF B RIXENETE 62 T BAt 15 E R B FER 43t 1Y Amazon SNS BFHR 4.
BEEFER P AVEERE | BINERIT R,

HERITFEEIA,

BEREFTE

&) LAE
PRIl

)|
RS

THRIABRIMATEZEN XN EFFEURNACIRERAELEZFSHEIEERERK
ER. BEEALER , BT BN @MNXRNEFFE.

BEFESRNTNEERE. AXESEE  FEH EMNXN TEFRE,

KA puREpTE=s
BREEFERR #F CachePercentUsed # TotalCacheSize IE#r4& Average 48

TTHIEFE M, I , ¥ CachePercentUsed 5 Average ZitBIELE S
A, Uofm—RNEANEEFERAR,

ERETRRE
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KA LRGN

TotalCacheSize IMXELRMKAMEFERE,

MNEFHREMNIEE ¥ CacheHitPercent #8#55 Average SitEHiELESHEH.
BRWBES

BE , £% %L CacheHitPercent ®REFRF.,

ZEPMEMNBESE O CachePercentDirty 38455 Average ZitBBELESHER.
2R , T8 B

Wk FEBIMRE —fxmME , BHFE CachePercentDirty REFRIE.

AWS

NEMXREMBENEFERET S

o o &~ DN

$TFF CloudWatch ##l4& , Bk J https://console.aws.amazon.com/cloudwatch/o
1%£$F StorageGateway : MXIBIF4EE , RAERIEFHM X,

i%#® CachePercentDirty ¥#%.

*F Time Range , HEEFE—1ME,

% Average &It iR,

W F Period , EIEEE 5 2 ACE R IAR SETE,

SHNZNEHFNBERESS 5 28U LNNEANETERBER,

NESBNEFREBET L

1.

o o &~ w DN

$TF CloudWatch #Z&l& , Bk A https://console.aws.amazon.com/cloudwatch/
1%3% StorageGateway : X EEREE , AERIZECFANRZE.,

1% CachePercentDirty 1E#7.

¥t F Time Range , H&E—1ME,

%R Average &It EiE.

X T Period , 1HiEEFE 5 2 #AEE IR IAFR S BT E.

BHNZRNEHFNBERESS 5 7HULNNEANEERBER,
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T f# CloudWatch 23R

CloudWatch B BEEFRMREREEEXREBHNXNER . EAILIAMAH CloudWatch &
8 3+ 1£ Storage Gateway ZHEFEFHRS. BEXATHERENINEINESEE , B2HAT
FEM < IEFR M T BB IER. N TEANER , BUNEERHHERRANELE. ST ERIR
Bt |, Storage Gateway ZHIAFHERRSERFRXEHLE , ETEEIHEERS. BAUF
EREENRBASHEEZT(CESARBRE, BX CloudWatch BIRNWEZER , SIS %
CloudWatch A5 IR Si# CloudWatchZ1R.

(® Note
MRIEZEEFNPR CloudWatch , N T EEEER,

NFEMNBCENMK | BRINEVEBIZLLT CloudWatch 23R :

s SI0O&EEF . E15 0HANT 3NN BIESR , IoWaitpercent >=20
- RIFRBESL £ 20 28AXN T 4 MIIER |, CachePercentDirty >80

o BTPRORBEE : £ 5 2HANT 1 MIER |, HealthNotifications >=1, EiELLERET |, iF
FHR D BIELL IR IRE A notBreaching,

@ Note
{X= M F CloudWatch FAESHIAZITIRABHE , FRERESTRRENER.

FEBE HA 3 VMware BWENFEA WM | OEEUERLE CloudWatch 1R -

- AAMBEA: E5 AT 1 MIES , AvailabilityNotifications >=1, BiELLER
B, B RROBIELEIZRE RN notBreachings

TRER T BEREVRES.

RZ iR
W IR R R R E LR ESEE .
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Bl ERSRE BN E X EE.

BETRE BHRRIES , EFEAATA , ERBESENY
T B IR TS

7 TaNMXBER. ZCIEZHER , FS5H

IR M x 82 B E X CloudWatch 1R,

Unavailable EBERMRESZRARAH, 1% Unavailable (R AT F)
LAZ&E & Monitoring (512) it FH M IRE B,

NIZHAI M <RI ZHEER CloudWatch Bk

{#F Storage Gateway ###| A BIERFT MR , JLUERENERESET B CIEFMEHEN
CloudWatch Bk, BEXEZELR , BSREESMNK, MRENNEMRRNINBEFTHEN
CloudWatch iR , iHRA TS REE,

NABEFRRINREH#EER CloudWatch B

® Note

LINEEFEE CloudWatch REERR , MIXLENBRFXENTRELER Storage Gateway T2 17 [R]
KN —22 BB T, BRI HEE CloudWatch B2l , TRFREHZLRHKZ T L
TR :

« cloudwatch:PutMetricAlarm- BI2Eik

« cloudwatch:DisableAlarmActions - XM EBIRR/E
 cloudwatch:EnableAlarmActions - 3] FF &RIR{E
 cloudwatch:DeleteAlarms - il BRE &

ERFITFF Storage Gateway ##l A& https://console.aws.amazon.com/storagegateway//o
ESMBEEF |, %£F Gateways , AFIEZEN HAZEHE CloudWatch BIIREIM K,
EMXFAFEEREL , EREREETF,

EERT , RREHEFER. BB HEENEIR.
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BHRIMo I E THEMKWAE CloudWatch BiR, HXE , BAILLUEEMMBIR— MRS NER.
FTTF Sk P B R IR 1E AR B #T AV B4R

NI x 6|32 B E X CloudWatch Bk

CloudWatch &£ AL & #h 2] 2 B A PR S5 (Amazon SNS) Simple Notification Service fE BIRIRBS K EE
LR REEBREBEAN, BRSBESEEN —BREBAN—NMER , HEREEN TEERENERES
fBE T/ BT [E AT — IS ZTURE, RIER [ Amazon SNS =B RAMBEH, B UEABER
B 17 Amazon SNS £, CloudWatch 3% Amazon SNS WEZEE , B2 (Amazon Simple
Notification Service FTF R AR IEFE) HHRITL=E Amazon SNS ?

£ Storage Gateway 12l & H 82 CloudWatch 23R

1. TERFITFF Storage Gateway ##l A https://console.aws.amazon.com/storagegateway//o
2. ESMERTP , EEMNX , AGERENHIBBERHMXK,

3. EMXHAGEEREL , EREEETF,

4. HEBIR T, &R “QIEBER LUITIF CloudWatch #2%15,

5. fE£A CloudWatch #H At 2 BBV ENBERKE, SULOETIRENER

- BAEEER  ETMAENRERENER. EENEIRENNERIEEREN TFHEH
B, BRFE RN BB RS.

EHEBAREER , 5 Amazon CloudWatch A IERF W E T8 A HE 62
CloudWatch 21§,

- FERNER  RERLNEZERLEZNERBEACIRTBERE, EUUNFRERNRERE—
ME , REEEESP CloudWatch fE A ZBERBEZERN "ER" EEEH. SHEBS , A~
SN ERENEEBA, SAMERNIERESTRHESE. BTRHMERE , L=
EER 2 — R BURER.

EQERERNER , 535 A mazon CloudWatch AP EEHRNETRER N 02
CloudWatch 21§,

s BENRBEREIRNER  ETREREIXPFEAN IR NMNEFNER, BEEXREN, REM
(L HA,

EHBIEHFRHFERERNER , 55 Amazon CloudWatch AP IERF W E TIERHFERER 6
2 CloudWatch 21k,
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6. 7 CloudWatch & & P a|EEHR S , IREIF Storage Gateway ##H|& . BAILIBEIHITU TR
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- ESMEBERT , EENMX , AREREEFHERNMX, ZHFAGEETNFWERT , &
#CloudWatch 1R,

- ESEMERTP  EERMX  EREEFHERAMX , ARERERETF,

BRI IIH THEMKWFAAE CloudWatch B, HXE , BRI LLERMBBR-—IPRSNE
], ISR A B IRIR LR QI BB R
« ESMBERT , BEMX , RAEEEEEE EBERIMROERRS,

BXRNMARESIMBRERNEE |, BSHEEDMER CloudWatch B,

® Note

L& fFEH Storage Gateway 2% & BRI <Y , 5iZMKXXEB A CloudWatch iR th & B
zh il BR

BB K

ATHNETHRT MAEZFENFHESREPRIEESHX , SFEEEMX KRN EMER L&
ZX, EALER AWS EEZH A REFMXVER. Sl , BUNESREREFEANTT
B, REREMEZEELURM Amazon Web Services R RBIFEFEFZWETE, EEIER , B LR
BRMXETIRRARBEER , UEE - MRS MERE L E LK ENBHZ,

Storage Gateway & #& 12t CloudWatch 1545, iEFRHABMAER Storage Gateway 55, B FHIX
LiEdR , BRI RAEEEHE T THRENMANEBH RN, BXIFHEER CloudWatch , ESH
Amazon CloudWatch B FF 18§/,
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« {#£/H Amazon HEIRIUE R <Z TR CloudWatch HE-T a1  Amaz CloudWatch on Logs
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£/ Amazon BEIREUENKIZ TR CloudWatch BE

& LAE A Amaz CloudWatch on Logs RIREXE X EM R FMMEX FREITIRANER. BRIUEAIX
L BEREEMBEINEEIR, WAL, BIETEAER Amazon CloudWatch 1T 5 i 25K At B ah 42 B
HEBR., BXEZEER |, 1§55 Amazon CloudWatch A 38R A E T 1T [ SEat4b 38 B A 3R,

plmn , RIREWMXEBBELEA VMware A AY (HA) BUEWERH , H BEFEANBEEMHEIR. &
A LAELE CloudWatch HEENRGIZERIMK | AEMKIEEHIRNREBEH, S0 AEBERKEH
EHEMAXHEITREEL, BEXNAEBEMKMNEE CloudWatch BEANES , BEHEEEN
KXo BX CloudWatch BEALK —MEE. , S Amazon CloudWatch AFIEEHHNEA BELMAE
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BXRNAENEELRERNER , BSREES R,

BT EREBAMAEBEMXEEE CloudWatch BE4A,
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1. &% AWS BEE&|A HEhttps://console.aws.amazon.com/storagegateway/Z B T F Storage
Gateway ##| &,

2. EEMSMBERSF , EEF Gateways , RFEFEENHEE CloudWatch BEHKI MK,

3. HEBRE F ERRERXER, REE FAER &I FL , £ “‘He althlog s” fM “kFH”
T, &8 “‘BEREL UTH CustomerGatewayName “Urid” FHiEIE,

4., WTFMXRSITRRBEAL , FEBEUTETZ— :

- MREFEFH@@ BFEAKEMX , HE A CloudWatch B &2 %,
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- FRIERXRAMFERESEEN CloudWatch BEA, MNIIAERBZATRDERE—DPEEEL,

REVEMRIZETRR B & API hz 7 2013-06-30 108


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Subscriptions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://console.aws.amazon.com/storagegateway/

AWS Storage Gateway BRXAFERE
5 ERREEX.
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1. EEMSMERD , &#F Gateways , RFEFREFHHEE CloudWatch AELARIM X,

2. &R EMER RTIF |, RBTE “Health Logs” T , i%&# “CloudWatch B&’, HEAFERE
fF7E Amazon CloudWatch 2 #1& 3T T,

£ 8 Amazon CloudWatch 1E%x

IEALAE R AWS B2 E| A 5 CloudWatch API JREXVF S iy s B 83E, #3244 RIER B CloudWatch
APl RIBHIEE R —RIRRER, BHEALUEZAWS B4F X EH (SDKs) HIT L% CloudWatch API
TEfH APl, CloudWatch RIEENERER , BUEHNOD TEAZEHARETHER , L[
FREE API B X,

TR FRMAM G EFERER , EMLITEETIIELR

- EFRANEREE, 4E REENEEREITE —RRNBH/EX, Storage Gateway V4 E
7 GatewayId, GatewayName Fl VolumeId, 7 CloudWatch ##l&H , B LAEAGateway
MetricsfVolume MetricsHIERBRMERBETMINEENRETBNEE, BXARINES
58 , 3@ Amazon CloudWatch AP s R T,

- 843 , W ReadBytes,

TREL TEAEAM Storage Gateway FEFREIERISE AL,

CloudWatch @88 4E iR

ZE [H]

AWS/Stora GatewayId , XLHEETFIEHRRREN ST HEHNEREE, SoBES

geGateway GatewayName IEE GatewayId #H GatewayName #EIMREFEAN
ZE

Rx @y FI B NERBIEE T MXFHRES,
BFEES THBERNBEITAH , TERE,

VolumeId ZEEESTRIEFHE, BYERN Volumeld £E4R
REFERANE.
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CloudWatch @88 4E iR

Z2|H]

BFEES sHBENETTAH , THRE,

WX MBIERNER S NRUTF EMRSZIEIR. B LAE TEASIA CloudWatch XK B —MNEx
RESENNERESHITE

- BEFTAEM

o IJREUSFREVEIR

« #|7 CloudWatch 21k

B2 NARERF MK E PR,

BREEHE, BIERERNEVRERRETRXRTHEANINNARFFHEEERAN=AERE
o HEAERNRERITHIER , B A Storage Gateway IEHRKE EIXLE,

ST HE RREFREEENRANES. EFEFIERERN CloudWatch , fEFAveragefitHiExR
RERER (Z®) , FAKTEBERTRESTLE (BRFTH ) , FASamplesKitHBERT~E
# input/output BRVEE (IOPS), SUWBXEZE LR , H5 Y Amazon CloudWatch A IEEFH ST
.

TRAGTIRRERNARFAREZ ANFLE, ERF I0PS WIS/ MRS,

KA a0 &
s ¥ ReadBytes M WriteBytes I¥E#R4E Sum CloudWatch it 8#EEE

. Bltn , 5 28 XEBHAR Sum IEFRHY ReadBytes {EREREL 300 #A[
DEHBYFTRERNELE,

HER Ff ReadTime M WriteTime 38454 E Average CloudWatch 4iit i@
/A, a0 , Average 5458 ReadTime EN BRUXFAHANEN R
YERVEER B B

IOPS F ReadBytes M WriteBytes 1E¥R%E Samples CloudWatch £8it#

BEM, Hlm , 5 EHREBHAM Samples #54RHY ReadBytes {EERIA
300 #ATLABH IOPS,
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X T PR ERMFEGANER , FHERTZHMEAATHRAERE (ERMHEA , LEATERREN
) BBITESH,

EENAEFISHBBETHE

1. 3TFF CloudWatch ##l& , Pt 7 https://console.aws.amazon.com/cloudwatch/o
£ Metrics , B1E# All metrics I F , AAFEFE Storage Gateway,

1%# Volume metrics £ , RARRIELANS.

1%£$F ReadBytes # WriteBytes ¥E#7,

3 F Time Range , iBi%&#E—ME,

% Sum it R,

X F Period , EIEFRE 5 7 EHHEKETE,

EEHNERBEFHBEIES , (HF—1AT ReadBytes , Z— 1A T WriteBytes) ,
ENMNBERBRUEH WA EL) SHRERINNELE, EFEHEREIMREHENH,

© N o o K~ w0 N

a0, anSR7E 300 WEIE AIEEEH 2N 2384199680 1 |, MZHIERAWIELLEHLRRNER 7.9 K
FH,

A E MBI FEEN SR HAE input/output IRIEIXER

1. 3TFF CloudWatch ##l& , Pt https://console.aws.amazon.com/cloudwatch/o
1E$E Metrics , Bk All metrics T+ , AA/F1E$F Storage Gateway,

1%# Volume metrics £ , AR IELANS.

1%£3% ReadBytes Ml WriteBytes 1E¥r.

*F Time Range , HEiEEFE—1ME,

E$E Samples SR,

X F Period , EIERE 5 7 HFIEKNETHE,

/B R B O BUE S h (£ — B T ReadBytes , B— AT WriteBytes) , ¥%
NEIE SR SVEE (B 1) B IOPS,

© N o o bk~ W D

filgn , R7E 300 WHRNEARIENEREN 24373, NZHBIELLN IOPS AEY 81 REARKE,
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BIEATE, BUEERNESWRERETAREMRER Storage Gateway Y N A RRFFiE SRR
=B ISR, X =/MEHST# A Storage Gateway FEHrREE | XL EEERERNES
SRR BIREE, TREETAXRGEMXMN AWSHNELE, ERMESWHA/MmEREIEK
(IOPS) HYIEPRFIAE RIS 1T BdE .

R ET e £
FHE Ff ReadBytes M WriteBytes 1E#r% & Sum CloudWatch §1t##E 6L

. BN, 5 28X FHAR Sum EFRHY ReadBytes {ERRIL 300 #A[
DEHSRFTHERNELE,

iR ¥ ReadTime M WriteTime #E#545& Average CloudWatch £8it %4
5/, #la0 , Average #E#RH ReadTime ERRRHURHEBHANNENER
YER9HEIR A 8] o

IOPS ¥ ReadBytes #M WriteBytes IE#R4 & Samples CloudWatch £iit#k

TBER, Fln , 5 R EFAPAM Samples # AR ReadBytes {EBRIA
300 B AT BABH I0OPS,

HHEZF AWS #£Sum CloudWatch £3 it ##E R £ CloudBytesDownload
ed MCloudBytesUploaded IE#r. fHltn , 5 7 #REFHN
fCloudBytesDownloaded #EFRSum{EBREL 300 BB HM AWS WK Z|
MXHWELE K BNUNBRFTE

WIRHER B AWS #f CloudDownloadLatency 38#55 Average SitBIELESFER. HI
W, Average ¥8#5H) CloudDownloadLatency SRitEHERNBIREEE
YEEER .

MEMNMXBR EERFEEFLE AWS

$TFF CloudWatch &l & , Bk R https://console.aws.amazon.com/cloudwatch/.
1% Metrics , BiEE All metrics &1~ , RAJ/F1%#F Storage Gateway.

1%£$E Gateway metrics £FEH KB ZHLEFANS,

1%£$# CloudBytesUploaded #E#%r.

3 F Time Range , {E%&E—1ME,

o & w0 bnhp =
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6. & Sum SitHIE,
7. XtF Period , {EERFE 5 DM HEKHETE,

8. ERHMNEFBHFNBERES  FENBEIRUBYE (UBHEN) REZFF B S TH
BEHE,

BREBEERRALRLEREXRMEANES , SELEN LENTHR, FREBRM Period
B (5 2% BHERHSURHNELE, fll, MRE 300 DAMMXIMHFLE AWS K 555,544,576
FH | USHHAHELRNEY 1.85 kFH.

CloudBytesUploaded (Bytes) edi Statistic: Sum + Penod: 5 Minutes -

500,000,000 Value: 555,544,576 (Bytes)
Time: Tue Aug 09 2011 21:33:00 UTC

4 Metric: B CloudBytesUploaded

0 MNamespace: AWS/StorageGateway (3 1

GatewayMame: EC2-08-JatStraess-4
Gatewayld: sgw-7FA44116

_________ Y - Axis: Left [switch]

"""""" * Create Alarm

MEHEEN X FIRFEER

1. 3TFF CloudWatch ##l& , Bt 7 https://console.aws.amazon.com/cloudwatch/o
1% Metrics , BiE$E All metrics &I~ , RJ/F1%#F Storage Gateway.

1%£$E Gateway metrics #EH R B BHELEFANS,
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mIEMK, EFFHRTHEZE , FREEEAMXEIRERSBER. BAMS , EEASERN , BHE
EEHEMNFREBIEES ID. BXEZEE , 5 £A Amazon CloudWatch $5#7.

® Note
REEMREREINSERBARNER T HHRFER T 2ROHIES.

TREAR T I ARIKENE X EFMHEHE SR Storage Gateway 1847,

1R iR ZEE S

Availabil HELZ AN T AME X
ltyNOtlfl fﬂﬂ'ﬂi&io
cation

¥

By it

i

CacheHitPercent NAREFNEFIERE =
WESXR K BERFR
K. HAEREEH
HLRIMEA,

ERXENRAREFNE
BEERT | ZIERRIREG
100%,

By Botk

CachePerc BEREEST AWSH)  XiF
entDirty P < 2 17 1Y S48 LB 451

o

TR IER API fR7s 2013-06-30 115



AWS Storage Gateway

BMXAFERE

1R

CachePexc
entUsed

CloudByte
sDownloaded

CloudByte
sUploaded

iR
P A, HAER
HREHS R R,

(IEIZES:Y)

CachePerxc

entDirty IE#RRE

B ARRIEE AWSHI M
KEFEMHKLED, B

XEZER , F2H

IS PR LT

B BOH

BNRMREFFHEZT
B SR ERAR S
o HAXRERGAHLE
RAETEA

fEAM<H
CachePerxc
entUsed 1E#RXKE
EMXERIFFMEZH
MWESHERR, X
FLES  ESH T
M K IEFT.

By Bk

M THIBHFT

By FH

ME EER TN FT
%&o

By FH

ZEE S
= =)
X =
X =

TSI

API fR7x 2013-06-30 116



AWS Storage Gateway

BMXAFERE

1R

HealthNot
ification

IoWaitPercent

MemTotalBytes

MemoryUsage

ReadBytes

fam 174

HBRIENETIRR X
BHHE

By it

ZEHEFERAN X
loWaitPercent B K
Bk,

By Botk
EBHBFMANERE
ER A

fim

B BOH

BHBFTANR
Bk,

fim

By Bk

BRE B H R M A A X
RAREFERNEFT
o

FFLIEPRE Sum 5
REEEEAT
NEFLE  FHE
Samples it EIELE
SERATNE IOPS,

By 2P

S

o

o

7|

7|

fim

TSI

API fR7s 2013-06-30 117



AWS Storage Gateway

BMXAFERE

1R

ReadTime

UserCpuPercent

WriteBytes

WriteTime

fam 174

£ =R TAPAS Y] X
R ITIREURIE
FRFERNEZEDH,

FiZIE#RE Average
SITBEESFERA
M 2 HER

By ER

HYHFFAERANE D X
Bl CPU itE 2V A
alln i

BB

REBHABAZRZ 25
NN AEFNEFT
o

FRIERES Sum 5
HHEESEAT
NEFHE  FHE
Samples &1t #ESE
AfEATNE IOPS,

B Y

£ =R TAPIS Y X
RREFHRITEARE
FRFEZRHN EEDH,

FZIBHRE Average
SITBEESFERA
M 23R

By 2R

S

o

i

i

o

TSI

API fR7s 2013-06-30 118



AWS Storage Gateway

BMXAFERE

1R

QueuedWrites

iR ZEE

EEHBEANFETH T
AWS | EIRE B HIS
E Y =N

B Y

S

X0

TSI

API fR7s 2013-06-30 119



AWS Storage Gateway BRXAFERE

4E3P PR

L BNXBENTES  NEFFHEN LEZPXZRFRABHUE XD NEER BEE, EEEN
MigEEMITY, EEFRER , ARELENRASMERMRMIBKNERE. XEEFREMAEMX
REWELES. IREEHRCERNX , FSHALIEMX,

£

- B Storage Gateway W ARM A « THRIMATEMNEE XK/ NER, FRNEEREUREEIEES
W< A T R FEE R A b il 22

- EENTR-THRNMEMXHN LEFHERS AWS HUEHIRXEANMETRE,

- BEEMXERH : THROATFERXALFEH , UARELEM R LET ot Bt R,

« RAMRED : THREFEXARERMXEDYVRIITEF HZELAM , HIENELHEERE
FRI AT B,

o BRI o< TN BR oS BX B 5 R - T SR IN{alE B AWS Storage Gateway 3254 Ml BR M < HEEHX R
TR, SASR R R EE {5 A I L8 3% R 48 U % o

B Storage Gateway Y ith & &

RXE AL (VM) 5 IS IE A ith 0 B B AR s R B T E 0 M E% . £ Amazon EC2 3245l EBIZ BRI X
£/ Amazon EBS &4E R At HiE .

FB

- HEAMUEZFE

- MEFNN EEEPXNEFZFMH

REXRBHEFHE

EARXDENHEENHEN K DAHEZECRE, RBEBBHFEBRAR , MXFELTHNEF
fi& -
- BMX :

s FHRRXELTE—MUBERAELEERKX,

s BEERXELEERMEE. —MNAEEEF S 1MHAELEEFKX,
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TRANFTEHBOMKEE T A MEEFEOAD, EREMNKXFEUR THEAEEFEREAREN , EAT RN
BEZ AR FMH,

7N 17 e Wi EA

FEEAX FERBAXEMFHELEZE
Amazon S3 ZBI A BFERMHE T —1
EEXEH, ZHMXBEIMENR
2EEFE (SSL) EEFHEHRX
BIELEE AWS,

RETFH®ZEE EEFHERAESSENLEES
X E4£ %) Amazon S3 BYEIERY A
WiEAFER, YENRARFES
BT /0 LT, MK
EREINZEFHD , UXIRE
BipE, HENMARFEREDS
B PR BAER , MKXEMN AWST
BBEISAREZSFEMEFHOK
=

@ Note

MEMER , BARWETENABHETENERAERYEFRER (F—ME ) W ELEAE
HREXNEFEFHEZE, REVEFRETREPRTINBEFE VMware, FEMK VM & , &
AR AREME VM XN BEFE. MEEREHEE (Pl , REEFFEZRN LA
X) B, SAILLARFENHMEFRHES VM MENREF#ES , I ERFEFEEEM®
HIEFMET,

MREBZSINBEEME  BABVUNEFFRZEALE - REFE N EEEPXKERS
— N EFEE, N NMREVEHEXFNEEFREATRANXSEZFFRZEN L&
ZHFXNELERRTURSHERENE. WRFZHRMEEREN RAID BE (fla) , LEM
Itt. RAID1

RAEEHEMXG , LR B RNSMIERA T L& 2 XOBE R IBEAR M FE. &7 LR
TEEFHEZENEE.
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HWEES B L& ZHPXH KN

BAILRA LEEAXRNARBEES BN LEEZFXH KD, BIENBWEEDLSE 150 GiB #Y
EEEFX, MRAKEE/NT 150 GiB B{E , B 150 GiB REESEL LEZHTXNERE, &
AUABIMKEESE 2TB N ELEEHFXBE.

(® Note

FHFEMK , HEABAXKIHBER , BNSFHENEFRIRS, EHRDH , RAERF

EANFHREGSREERN , BFRSMEE4EE AWS . Bt , BFERBENIRE, Y LEE
HXARERME | ZEF# A“BOOTSTRAPPING’ (51 §) RS, HUHRAT , EMREBERMH
HEFBIERT LET, AWSERE , ZBIRERNTEIRE. A , Storage Gateway &1k E 74
WEENEESEHEETNEIANEERS AWS , REEM AT RABRHIREBT, AXxE

RENEZEL , BSR THSRENER,

FEMEEIEN LEENXNEE , BUUBEMENEANEHEERER  FREM@EAZNTR
o

R ABIERY R R
IRRIENAREFELE  TEIEN AN RAEFERERERRNFREEANXNRER,
f& HBIRE Ry R R

ERRIENE AL E | FENERY R FHYE £ AWSH TIASIRER, thERREUR TS
BREE, EARURERBHETHRRE, ZRRNIZHNER/RATAR, FHE AT
AWS , MXeRAENAREES. flm , MRENNARFBFEANEXE , BUUREN 21 1
BRERE, T , MREEEBANM , MXAREERIEMAHREESR , FETEEEESH
Mx BB,

MEHRUATE—FMG , BABENEBEWEEDLSE 150 GiB By EEZHXZEHE

« BHEARRETHRERR,
« RIRE—NNTF 150 GiB B{E,

Application MNetwork Compression Duration Upload
(Thmughput = Throughput X F:cmr X of writes =  Buffer
(MB/s) to AWS (MB/s) (s) (MB)
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il RELHLFNARFEX 12 NI UER 40 MB BER [0 M x B A XA HEH BB ML

FEHENEW 12MB. REXABFENERRHN 2.1, BHFEN LEEZFPXDHEL 690 GiB NZE
I8 o

Example

((40 MB/sec) - (12 MB/sec * 2)) * (12 hours * 3600 seconds/hour) = 691200 megabytes

BRI CERARSHBEESFESBAEMXEN LEZPX RN E K/, FA Storage
Gateway B HI B RERMEZHN EEZEHPXZEE, LA, EBETLAEH Amazon CloudWatch 2 &5
FRREZR LEZEPXNEABRARETINANEEER. BXENRREBRNESZEE , E2H K
BEEEEPX,

BEZSENEFFEBHAN
MR EAREZFEERERNKIDERBENRERTGR. EFFHZEAAFSESENLEEFXE

& E Amazon S3 NBFEN A MFAFE, —KRMS , FEFFERZANAPREN EEZFX AN
1.1 5. BXRNAGCEZFFERRNINESER , BEH BEES RN LEZP XKD,

ERLCFILEUERRNI N EFFHEZATE E#ME. RE , EALERM Amazon CloudWatch 25
EREREFFHERZREARL , AEARFARREFEREESFHTR. AXEABRNREER
MER  BSH BEREEFHFH#.

BLEFING LR ZFXNEFFME
RESARFEROENL  ATNEMAXY LEEFRARRETFHER, SUUETRTH S
SHENNERTHMXFNEHD R, FMESEHE , EFEMX VM BER TR,

/A Important

EIMBMRPMNEFH EAZHXES | BHEMKREVELAEERZEFH Amazon EC2 £l £
PIRHHUE. FONBRIEXRC BN EFHLAZHPXBAFHEN KD,

NMREEFAR L2 B XN EF &

1. TELEHMXENEREZFSH Amazon EC2 26l LT E — MR Z NS, BEXRNAEEERRF
PR ERAENEE , B REBEREFNXHE, BXHN Amazon EC2 E4|FiELE Amazon EBS &
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WEER , H58 GEAT Linux 3£HI#9 Amazon Elastic Compute Cloud A #88) H# Amazon
EBS . EUTH RS , NUREREN LEEHPXBEFFH,

fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] 7 Storage Gateway &l &
ESMERT , EEMX,

BRENMXAMNIRFIERE,

MREFXEPEREREFMH.

HEERF#ED  BELTMEENHE, MRERFINENHE  FEERFEIRKRFHI R, X
TEAHE MNEISBEATHAREFERE EEEHIXIEFFMHE.

2

(® Note
L EEHXREFESMX L5 E R R ME— ] FE,

7. ERREFEIRGRELENEERE.

EENTR

SR DABRS ( BPRE ) MK BIRRAY EEFHE AWS IMNMX TEE AWS RXHNEFELHE, EAF
RGBT AR B BRI R EANMNEHFRE, BRIABERT , BUBRIMXX EER TEORBERRH,

B LA RIEERERH AWS EEEH A |, o] LA Storage Gateway API ( S
UpdateBandwidthRateLimit ) % AWS B#4F X EH (SDK) UREBEARNIEEERRE, BIURES
XREHE , BUUBNER—KPHRE (Hlw , BLAEFSRKEXRFRE ) -

BHALARMRELETFITRAOFRERS, BB EX —1NEZ/ bandwidth-rate-limitig) bE 5k 22 HE
wRRE, BXEZER , S5 £ Storage Gateway #5#| &L EE T it R #H TR,

FlEW RERHIM 2 — R EE 8L LER T E X —N6tE bandwidth-rate-limit/E fgR “E& X" B A [E]
*x , FTHEETEN00:00 , 5KREHEI N, 23:59

(® Note

ATHHNEERETHTNAMEM X, EEE Amazon S3 XHRMAXWHRE , HSREE
Amazon S3 XM KT . Ama FSx zon XM x B BI A X iEH iR R R #,

K
[

s
i
3
st
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AWS Storage Gateway BR%AFIEE
 {£ 8 Storage Gateway 12| & F i 7i BR %l

- {4 Storage Gateway ¥l & SKhE E T 11 X1 9 72 BR

- EAEHMXHTERERRS EAT Java B9 AWS SDK

- EAEHMMXHEIRERRRS EAT .NET B9 AWS SDK

s FEREFMXT RIERFERS AWS Tools for Windows PowerShell

£ F Storage Gateway 2%l & 5 {7 7 BR %l
IR B MM Storage Gateway 2 &l & B oM < B9 7 52 PR %l
NEEfE A 5 il & BB S S Y i BT PR

1. fEhttps://console.aws.amazon.com/storagegateway/Z F 3] Ff Storage Gateway ##l &,

2. EEMNSMERT  EEMX , AREREEENMX,

3. XNTFRE, ERRETINERRG,

4, HERBERRRENEFED , MAFTHREE , AEEERT. ENESRFEREMXH Details %
-+,

£ F Storage Gateway 2 & K E T 11X 89 7 L BR
TR A M R Storage Gateway 2 &l & K it XX % 3t BR HI#Y E Ko
N DN A8 2 M 5% 7 BT BR i 11 X

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F1 3] FF Storage Gateway ##l &,
2. EEMSMERS  EENX  AREREEENMX,
3. XNFRME , ERRBETIERRFIITL,

M%< bandwidth-rate-limitit X E REHRETRRERF TR FEF. RIABERT , N
bandwidth-rate-limitit &7 Z=,

4. T RETRERZERSTR EEH | &R RINFHTE” LURIIFAIE bandwidth-rate-limithE.
HEA bandwidth-rate-limitE R AU T E LR :

c —@@ AHHJLR-ERAUNTHER (EH—ZEHA ). AR (EHRANERR ). —BFAHD
B-XH—AFH—PHZMFE B B¢l bandwidth-rate-limitidl b o

o FFARTE - A HH:MM %3 5 A P o< 2 b it (X 7 B2 (8] B B9 FF 2R BF 1) o
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® Note
&/ bandwidth-rate-limit/E FR M IR TE HL AL 38 E B 0 §h FF 2R 4L FF 24 .

o LZERESE-FEA HH: MM &35 | UK BI A it X A bandwidth-rate-limit[&] i 89 45 sk B El .

/A Important
|8l bandwidth-rate-limitf@7E b AL F8 E MY 0 $h 45 RATE R, B i RITE /B 45 SR A &5 R AT [H]
fm , E#A 59,
BT EMELZMER , EORFHRER  HEESNERBZERETRR , &
NE—NEPRIE RS A 59, X /G4LE BT iE 2 #hiE A 00,

o TEIER - ATHRRRE , LT/ (Kops) NEAL , HEERFTRBIKEA THAIERR
#lo THEERFRE/MEN 100 Kbps.

o ERER-HALERRRE (LA Kbps NEAL ) |, BUERERBIKREHA LENTRRS, £7%
EEHE/MEN 50 Kbps.

E (&K bandwidth-rate-limit/B1 & , a1 LA R B RS ARG E.
EMIER bandwidth-rate-limit/E F& , AT SRR EZMIEREY B PR A MY “HBR”.

ERERE , EBEFREF.

5. #RZE7 00 bandwidth-rate-limit[Efg , FERIER “ANMFME” , AEMA BH., FHRMLEReTE L
BTN EEERERE,

/A Important
Bandwidth-rate-limitBIf@ T eEEZE . (8] F@ &Y FF 28 A< 18] 240 DL AE 5] —/NE] PR AV 45 3R] =2
BRT —NE R TRt 8 2 8,

6. % APFTA bandwidth-rate-limitEfR/g , EBRRFE REAMRFEM bandwidth-rate-limit B 2 Z 8k,

B E#T bandwidth-rate-limitit %I/ , &R BAER BV FAE S ERPE R B0 T M LZERIR
#lo
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ERAEHMMRTERERRS EHT Java B AWS SDK

BEUREARNERTRERRSE , BTN E—BRERN B3 FERS (Fl0, FRITNESHTE
), UTRAIBRTMAER EAT Java B AWS SDKEFH <M HRIRRE S, MEEH R
KRB , BRIZFAE Java BEIANARFNEZETHER. BXEZEER , B2 GEAT Java 5 AWS
SDK FF R AR¥ERY AT,

Example: fERAEFHMXHFIERRH FJEA T Java B9 AWS SDK

BT Java REBROIEFHMXNTRERRES, EFEALROINRE , BXARERSHS, MKH
Amazon FRE M (ARN) AR LM TEHRH. BXALLE Storage Gateway BL&EFAK AWS RS
KFETRYER , HSEPHAWS Storage Gateway L iwT S MEFAWS — xS %,

import java.io.IOException;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.PropertiesCredentials;

import com.amazonaws.services.storagegateway.AWSStorageGatewayClient;

import com.amazonaws.services.storagegateway.model.UpdateBandwidthRateLimitRequest;
import com.amazonaws.services.storagegateway.model.UpdateBandwidthRateLimitResult;

public class UpdateBandwidthExample {

public static AWSStorageGatewayClient sgClient;

// The gatewayARN
public static String gatewayARN = "*** provide gateway ARN ***";

// The endpoint
static String serviceURL = "https://storagegateway.us-east-1.amazonaws.com";

// Rates
static long uploadRate = 51200; // Bits per second, minimum 51200
static long downloadRate = 102400; // Bits per second, minimum 102400

public static void main(String[] args) throws IOException {

// Create a Storage Gateway client
sgClient = new AWSStorageGatewayClient(new PropertiesCredentials(

UpdateBandwidthExample.class.getResourceAsStream("AwsCredentials.properties")));
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sgClient.setEndpoint(serviceURL);

UpdateBandwidth(gatewayARN, uploadRate, downloadRate);

private static void UpdateBandwidth(String gatewayARN2, long uploadRate2,
long downloadRate2) {
try
{

UpdateBandwidthRateLimitRequest updateBandwidthRatelLimitRequest =
new UpdateBandwidthRateLimitRequest()
.withGatewayARN(gatewayARN)
.withAverageDownloadRateLimitInBitsPerSec(downloadRate)
.withAverageUploadRateLimitInBitsPerSec(uploadRate);

UpdateBandwidthRateLimitResult updateBandwidthRateLimitResult =
sgClient.updateBandwidthRateLimit(updateBandwidthRateLimitRequest);

String returnGatewayARN = updateBandwidthRatelLimitResult.getGatewayARN();

System.out.println("Updated the bandwidth rate limits of " +
returnGatewayARN);

System.out.println("Upload bandwidth limit = " + uploadRate + " bits per
second");

System.out.println("Download bandwidth limit = " + downloadRate + " bits
per second");

}

catch (AmazonClientException ex)

{
System.err.println("Error updating gateway bandwith.\n" + ex.toString());

FEHERMXTILRRES EHATF NET 8 AWS SDK

BYUERARNEFHRERRRE , BT E—RISE R BEZRE (Hlm , FRITIMESHTA
B), UTRABRTOMER ZEAT NET 89 AWS SDKEFH M H TR RR 4, MEFEH KA
KB, BNZFAE NET BHEMARFNETAR. BXEZELE , B2H GEAT NET B AWS
SDK FF R ARIER) FHAIT,
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Example : SEAEH M RRERS FAT NET 89 AWS SDK
BT C# KRB ROIEFHMRNFEIRER S, EFEALRONREE , BUMRMR

KigT _HIKR |, FSHEHBHAWS Storage Gateway L im T R FMEFAWS — xS

XJ'U'I

j?ﬁﬁn“\ EPN:)
Amazon ’ﬁﬁ%f"\ (ARN) AR EEMTEHRS, HXxTLLE Storage Gateway B&EHK AWS RS

£,

using System;

using System.Collections.Generic;
using System.Ling;

using System.Text;

using Amazon.StorageGateway;

using Amazon.StorageGateway.Model;

namespace AWSStorageGateway

{
class UpdateBandwidthExample

{
static AmazonStorageGatewayClient sgClient;
static AmazonStorageGatewayConfig sgConfig;

// The gatewayARN

public static String gatewayARN = "*** provide gateway ARN ***";

// The endpoint

static String serviceURL = "https://storagegateway.us-east-1.amazonaws.com";

// Rates

static long uploadRate = 51200; // Bits per second, minimum 51200
static long downloadRate = 102400; // Bits per second, minimum 102400

public static void Main(string[] args)
{
// Create a Storage Gateway client
sgConfig = new AmazonStorageGatewayConfig();
sgConfig.ServiceURL = serviceURL;
sgClient = new AmazonStorageGatewayClient(sgConfig);

UpdateBandwidth(gatewayARN, uploadRate, downloadRate);

Console.WriteLine("\nTo continue, press Enter.");
Console.Read();

A ERT NET 8 AWS SDK
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public static void UpdateBandwidth(string gatewayARN, long uploadRate, long
downloadRate)
{
try
{

UpdateBandwidthRatelLimitRequest updateBandwidthRateLimitRequest =
new UpdateBandwidthRatelLimitRequest()
.WithGatewayARN(gatewayARN)
.WithAverageDownloadRateLimitInBitsPerSec(downloadRate)
.WithAverageUploadRateLimitInBitsPerSec(uploadRate);

UpdateBandwidthRatelLimitResponse updateBandwidthRatelLimitResponse =
sgClient.UpdateBandwidthRateLimit(updateBandwidthRateLimitRequest);

String returnGatewayARN =
updateBandwidthRateLimitResponse.UpdateBandwidthRatelLimitResult.GatewayARN;

Console.WritelLine("Updated the bandwidth rate limits of " +

returnGatewayARN);
Console.WriteLine("Upload bandwidth limit = " + uploadRate + " bits per
second");
Console.WriteLine("Download bandwidth limit = " + downloadRate + " bits
per second");
}
catch (AmazonStorageGatewayException ex)
{

Console.WriteLine("Error updating gateway bandwith.\n" +
ex.ToString());
}

FEREHFMRT RIERREH AWS Tools for Windows PowerShell

B SRR NEHM T RERRS , SR SE—BReTE R B3 ERRS (flW , ERITIIESHT
HE ), ATREIEBRTWAAFER AWS Tools for Windows PowerShell S 57 R >< #9 75 32 B R R #l,
EFEARAINRE , BRNZBRBUOAIZIT PowerShelllil&, BXEZEER |, HZH (AWS Tools for
PowerShell AF1EmME) FHAT.

Example : fEAEFHM KT TIRZERH AWS Tools for Windows PowerShell

LA PowerShell BIZA RBIERT 7 MKXTRIRERRS. EFEALREAMAR , BATIRAEMKR
Amazon ZRABF (ARN) Ak EE M TR E .
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<#
.DESCRIPTION
Update Gateway bandwidth limits.

.NOTES
PREREQUISITES:
1) AWS Tools for PowerShell from https://aws.amazon.com/powershell/
2) Credentials and region stored in session using Initialize-AWSDefault.
For more info, see https://docs.aws.amazon.com/powershell/latest/userguide/
specifying-your-aws-credentials.html

.EXAMPLE
powershell.exe .\SG_UpdateBandwidth.psl
#>

$UploadBandwidthRate = 51200
$DownloadBandwidthRate = 102400
$gatewayARN = "*** provide gateway ARN ***"

#Update Bandwidth Rate Limits
Update-SGBandwidthRatelLimit -GatewayARN $gatewayARN °
-AverageUploadRateLimitInBitsPerSec $UploadBandwidthRate °
-AverageDownloadRateLimitInBitsPerSec
$DownloadBandwidthRate

$1limits = Get-SGBandwidthRatelLimit -GatewayARN $gatewayARN
Write-Output(" 'nGateway: " + $gatewayARN);

Write-Output(" ' nNew Upload Rate: " + $limits.AverageUploadRateLimitInBitsPerSec)
Write-Output(" nNew Download Rate: " + $limits.AverageDownloadRateLimitInBitsPerSec)

B R R B

Storage Gateway HEEZRFAUMMRZHMGARR , BUUHEBERBH AWS =HHY IS #h
EC2 6l L, XA MNAUMLEHEH . ATHPNEBHERTXLEEFHTE, MANAESIARN
AEBEFHMX LERESEMHEINRE,
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/A Important

& N Storage Gateway REUNEERLAN , FRZHAEM AR FRIFEBRERERRN

B, ZHEAEE AWS MXEFUFIAAN TG E (Fll SSM SERHNERREFITE ) RE

REN ARG SIS MR HINBE,

Storage Gateway £ B3I EHS MR R UL T2 M MIREM., Storage Gateway &R & FEH L

@ Linux FEREERBERS, BAILLFE A mazon Linux Z4& FO0EERNZIRE LKA

& (CVE) RIBRRES. L S#E Linux Z2H/OFR , CVE # T REXRMG 30 RKNEI
o RELZHMKATERIRES , MEEMXLER TP LEIT,

Storage Gateway A X FFEAZVRILESFHIEHRIL D EC2 MK, MREFAL T EZEH

Mx , WA BR ERESRRA  FRTEBEIEAMKIRE,

EHTIMENMTAITH

AWS REZZEENZRFSEYE , MANEHBHMXERFHT. EBEANXRETAH2KRE4
PEH. BAEPEFUESERERENRGAR., ATHRIBESE. HENZRLENBERFUR
WNETTHREM A, FREEMBENRINEH , NARKSFMXARELFRE, BXBINEFTPFITENE
EERWER , FSH Release Notes for Volume Gateway Appliance Software,

BANEPEHAUESSBRSEE R, MXH VM ENEEFTHELEER , BERKIRBZEHN
MEFHEZHE , NOFEENRARTTA, B LUBEE K iISCSI B2 FH Bt BT HMxEHT
Ba S B RARFHNEAPIERRERK, BXEX Windows F Linux ¥ X iSCSI /3 zh 2 F#Eat
ENEZER , H3H BENER Windows iSCSIZE M BE XK Linux iSCSI iZE,

HEABEMKE , FREMANSEAEF N RITR. ATEERME R4 IRITR, BAUXAZ A%
PEH , BRNBICHFEREFINTBRES.

(® Note
BEEMEFEMEXA  ANEL2BREEFNRITNNARSER,

EREMEFNATENMXZE , AWS 27 Storage Gateway 12 & FMEH AWS Health
Dashboarde HXEZELE , HZ M AWS Health Dashboard, BEAS TR % 1% 144 5 5718 A K B, F BB 4 1t
it , ESR (KFEESEER) PHWEHR AWS AWS K& AR A

EREEMATAN , MXFEAESRNFLEREFEE, TUEFAERETF LERNA LXK
ERTRY B AT A

EHRERMTHTA API Rz 7 2013-06-30 132


https://explore.alas.aws.amazon.com/
https://docs.aws.amazon.com/storagegateway/latest/vgw/release-notes.html
https://aws.amazon.com/premiumsupport/phd/
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html

AWS Storage Gateway BRXAFERE

TS % N 4 A
FREFEHRFE , MX2RBEEENEFNRITXIBINAXLEEH, BEXEZEFER , B5H .

MRXALEFERH , XTI 2BNAXLEES , BRI LARERE A Storage Gateway #&l &, API
% CLI FHNAXLEEH, TR RENA , FLENELRENLEFNBANARSEN.

(® Note

TR AR Storage Gateway 2 HIEFF BHRFAMXEH. B API LIRESF R
FdUti&E , 1§25 Storage Gateway AP| 22 UpdateMaintenanceStartTime H#,

ZEF A Storage Gateway 2 H| BT BRI AL EH , BHRITUTIRE

fEhttps://console.aws.amazon.com/storagegateway/Zk F#T FF Storage Gateway 2 #1&,
ESMBERD , EEMXx  RAEERENHEELF EHRHMX,

ERRE , ARERREBETRE,

NFEFERH , FEEFEHKA,

TRE , ERRTFER.

o kb w0 Dd =

A LA7E Storage Gateway &l & R ATIEM Y # H1E kT~ LRUFE EFHMPVIRE,

15 ol ™ o< 4E 47 B B 11X

MEFBTEFEH , NX2BELEPFNRITNBEINAXLEERH, TieEPEFRENM , BB
ERENEFNBRANAESERN.

(@ Note

UTERMNABUAEEA Storage Gateway 2 Hl & RIERLEF BB itXl. E-EA API UREEFR
FUUIRE , S5 Storage Gateway AP| & UpdateMaintenanceStartTime F #Y

EF [ Storage Gateway 2| B EREF B ERITX] , EHATUTRE .

1. fEhttps://console.aws.amazon.com/storagegateway/Zk R $TFF Storage Gateway &1 5

2. HESMERT , EEMNX , RAEERENHEEBELF ERMHMX,
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3. EBRRME, ARERRBE4EMRE.
4., HEHEPRBRITFHRENET , FITATERE

a. XWTFitX , EESANFAURELETHET =,
b. MREFREE , BEREHMNENE , SURESEPEF BT B &R Q.

MREFEA | BFIEXBBNABEINE , LRESN A PEF BRI R8BI E Ko

@ Note

AUAABHPHNE-—RRENZKEN 28, TEFEFIUTXREANMNBH 29 ZEBH
31 FF#A,

MREEEERREFNKIER  NAREREMNARHEITH. EREFIHEHRN
x , REZHBIRE B4 TERITR

5. ZTAjE , BRREEX.

A] LATE Storage Gateway 2 &l & FRATEM XK FAE RETF ERIEEEHNIRE,

Foh N A E#

MERXETANGRAHER , WARBUTEREFIRAZERH. FHIEHIELLELET T
RIS BN AES , BIEEF ERE XMttt

(® Note

LR ERBNE T fAfEA Storage Gateway B ARFHIMAEH. EFEA APl BURREA N
1TUIRME | S F Storage Gateway APl % UpdateGatewaySoftwareNow R #Y,

ZE# [ Storage Gateway #ZH| & F I N AMXBREER , BHITUTRE

1. fEhttps://console.aws.amazon.com/storagegateway/Z T FF Storage Gateway #2#| A

2. HESMERL , G&ENXx , REEREEMHIMNK.

MRBUTHER , BHARERNXFAFSENF LERERBAEE  Hh @il NAZERNIE
o

3. GERFRIENRI A SERT LA BN E TR <o

FHNAER API fR7s 2013-06-30 134
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® Note

WRESELZREHERPHMXIIEE, ELLHIA |, Storage Gateway 2 #I& A<
REBETHNEL, EFNTREERE , IXREEEET , ERESEX N EFEIZETT.

A LAEIE 7E Storage Gateway #ZH| A P EFMEMXHNFMAERIETF , REIUMMXHRHFESEMER
FTRR AR,

< A P o BB #0401

B EERNREFBELNI TS |, fINEREMYNEERFMANT . RAELWZHE ,
BURMAEIERMx, REATERINAUNMER Storage Gateway BIEZHI & B MEIER X | EER
AT LA A R AL A b 45 4 & 5 Storage Gateway APl B ME LM X, HETF BRI | FidE
BEHBEMX,

/A Important

WMREFEH B EA IR FRA Amazon EC2 Mk |, MZMXFF K AL FELRS. KEX
MEANERRER TMEFEHA. LRBUKERRSGE, HE—HERRG EZWERMXHE
# EC2 K6 LEUE — TR,

(® Note

MR DR B AT HMET PRIFZBRFMFLEMX , WEASEBES TET
SR, EFELEMXZHE , BNHNEERTHEAESRERORENZ AT,

o WX VM At 12 EH A - BSHABEFIBMNALHIZF S,
- Storage Gateway APl — Z Il ShutdownGateway

BRI ME LEBM R
NI ES

1. fEhttps://console.aws.amazon.com/storagegateway/Zk R $TFF Storage Gateway &1 5
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2. ESMBERKD , EF Gateways , AFEFREFE LMK, MXx4TF Running R3S

3. XIF Actions (1E) , 1£$% Stop gateway (fZIEFX) HRIEXFEEABM K ID , RFEER Stop
gateway (f£1EMX),

EMXFLER , BARSBIETRMIORSHEE, HMAXAR , FAEERERNFHL2ER—%
HEMB MK EE.

HEFILR%E |, BRBAERAR , EECRHER. NREGLEMXNMXEELERIE , 435
M%ET , LERERIRE.
LIRS

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway ###l &
2. ESMBHKD , % Gateways , REEFRERHHMK, MX4TF Shutdown RS
3. 1%#% Details (FHER) , AF1EF Start gateway (B3HMFX).

R B P 5< 0 3 BR o< B 1Y B3R

MREFTEREFER BRI |, M ATSAEERBRZMR R EARR TR, BERER A8 RS E s
EANRR=ERAARBPBOENAEKENTA.

BIBRM KT |, iZMRXFAEBHIE AWS Storage Gateway BRI A £ , HEE31858 iSCSI iE#Ets
TR, FIEEBENMXWBIBRIEZEERER ; B2 , REBEERRAOMNKWER AR ZMAIBEENE
M, BRIE RS E A B REX R R,

W] £ A Storage Gateway 2 Hl A HIARES RNMERM <, ERIAETEHKREE<MAER Storage
Gateway | AHIBRMXHNER. MREURESXMBRMK , 1§55 AWS Storage Gateway APl &
Z,

£

« {#H Storage Gateway i & Ml Bx M >

o Z I EF 59 X P BR R R

- MEBETE Amazon EC2 3E4l LM Mx B BRER
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AWS Storage Gateway BRXAFERE

£/ Storage Gateway 12! & i B R ><

FIARENMNXRBRSERERE, B2 , RESEMROIMKNRBELURIZMIBEINEN , &9
RE LN ATEUINIVAESS F BEMI BR S RIS AR SR BV R M BRIX L5 5% IR M 5 Bl Sl 5 0 14T EAE R B B R4S
%

(® Note

X FEBEE Amazon EC2 L6 LM X | SRS EFE , EEIERIBRE.
NFHMBEELN (VM) LMK | EEBBRMXE , WX VM RFE T ENELLIRE
P, EBRBRELY , FFEH VMware vSphere & i, Microsoft Hyper-V Manager S & F
Linux A& ELAL (KVM) B REESIENHBERELN. HI8 AL EEEEACHR
HIM B VM RBGERT >,

i BRI <

1. fEhttps://console.aws.amazon.com/storagegateway/ZR F T FF Storage Gateway #Z#Hl &
2. EEMX , RREE NS NMEMBRHOMK,
3. XF Actions (#4E) , Fik#¥ Delete gateway (HIBRMK), LA 4 & REIAX FE,

/A Warning

EHRTHES Rz , FREYIDIENABRFEEAZIMNXONE, WRELEMKERHE
MERRISC |, WA REE R ERIE R Ko RXMIBREETTERE

4. BWAERBREENRMK , RAREBHINEFRA LT delete FEFEMIBR.

5. (k) mRESBREEXCHBRMRNREE , FERRENEE , REEFRER, &N , Hik
Bk,

/A Important

RIBRMXfE , ERTABARMESEE , BELET. Amazon Elastic Block Store (Amazon
EBS) tRE&HM Amazon EC2 RfIERFRMATFE. EREENXERFENTE, BALLUEEET
EXH Amazon EC2 1T [#3k il Bk Amazon EC2 35| F1 Amazon EBS fRE&. MRERE Amazon
EC2 1T , #&n £ Amazon EC2 12 %I &M Bk Amazon EBS R,

& Storage Gateway 24 & i B > API hZs 2013-06-30 137
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AWS Storage Gateway BMKXAFEE
MR 3 582 Y P Sk AP ) R 28 TR

SRR T E R UM A BB MK BRI

MERBHE VM LRV ER xR RE IR

MREMERA PR IMBEELN (VM) £, BRONBWERITUTRERBERAIR :

- MIERMXx, BXxUiEA , ESHRFEH Storage Gateway 12 il & il Br >,

- BBRTEZEMNFE Amazon EBS tRE, BXiiEA , 5 H (Amazon EC2 AiF1EE) HHIMIER
Amazon EBS &,

MEBBIE Amazon EC2 k4| £ K W< HBERE IR

N RIEE M BRFE Amazon EC2 24| EEBHIM S , RINNBWEFERA TZMXH AWS BIR |, 45512
Amazon EC2 k4|, FiE Amazon EBS B KRBT ( MMREHB TRITMX ) . STRIIRIEGETE
REEIEMENERTR

MEFZEE Amazon EC2 tHEFBHRRBBRER
RIFE EC2 LHBTHEEEFESHNRK , BRINNBIEMITUTIRERMERMKHBERERR

1. ¥£ Storage Gateway & & |, #={FEF Storage Gateway 2% & Ml B M >< & A R BRI 5%

2. 1€ Amazon EC2 ##|& % |, F1E EC2 k4l ( MREITEBRMERIZEH ) o BN , K1EZZH,
MBEITERBRSE |, FIE THMBIZEHI R F R AMEZORIRET , AEBLLLZEM. BF
EEXSRARRIMAER RIS,

3. £ Amazon EC2 #2 %5/ |, BERM N2 ZEFIAFTE Amazon EBS & ( MR ERITEBARFERIX
E), BXEZELS , 28 (Amazon EC2 AFERE) THEEENSEFNSE,

MR 1t ER 2 B P 5% HR i BR R TR API fR4s 2013-06-30 138
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fE A At 2 B AT HEPES

ATIEUTER , XEFTBRAEBERNMAFEAMNKZEZ AR EHERRVTEFESHER. KithiR
HEEEEREMXERNELMMCENFES L1517, TR , ATLUEN VMware, Hyper-V 5
Linux KVM E#{L EHFEAiEE A, 3 F Amazon EC2 W3k |, ATLAEIY SSH iE#E] Amazon
EC2 SRfIRiGRIEFHE, KEBESHTEANENTFERGEEGHY  BHEE—LXER,

E&

o HEMXAMZESS-THNABRIEERET Linux ARBELAL (KYM) VMware ESXi 5
Microsoft Hyper-V Manager £ & £ 89 75 i R < By A st 32 86 & 6

o E ERLAMEZES S ERITES - THRUOAERAREZESARAIERBFHHITERZENSREE
£% , HINELE HTTP RE, EFRARAFRRBSBETAE BT

« £ Amazon EC2 ZAN#bi2&| & L ITES 7T HE IR R B AR AKX H Amazon EC2 MxHiTE
REBNESREEES , HINEE HTTP RE, EFREARARRIBETAET T

7 [R] P < 28 3 428 /6l &

E VM B AR tb 2 H &N A XBUR MK VM SEZNEBRFNERE, E48WH , (RYUKREE
RKIMAERAET Linux AZEERAL (KVM) VMware ESXi 1 Microsoft Hyper-V Manager i 7] EE #£1#1
bR H & HER.

e}

« A Linux KVM 17 8] B > 78 3t 122 i &

- EAFRIMXA#IZE S VMware ESXi

« £/ Microsoft Hyper-V i/ 8] B < 2 sth {2 4] &

A Linux KVM 7 [7] B < 25 3 122 41| &

REE KVM LETHELNG S EEETE , RETRTAERN Linux X171 AXNBSTIHRE
KVM BB TR 5 T AR, BIREM KVM 3L | 35 AT A2 B R R R .

F KVM 518 B < iy A b 32 5 &
1. FEAUTHSIE KVM AYEIaTANAS. VMs

58] P Sk < 1t 322 4l & API fR7s 2013-06-30 139
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# virsh list

ZWTREE—MFIK , Hf VMs @281 FIRE ID. ERARSER. BTEANEBIRKXAE

HiEH A VM B Id,
2. ERAUT®SHRAREEE,

# virsh console Id

TdERNEE E—SPIE TREMHIH 1D,

AWS B ZMXx A RF AR REEZUETANEREMEMIZE,
3. WMALZNAFRBNBBEUEZIMAEAZEFE, BXESEE , 12 H Logging in to the Volume

Gateway local console,

BRE , FHIAWS REHE - KEXE, TUNRERTAFRTERERNITRXREEES. A

RXEZER , 1§23/ Performing tasks on the virtual machine local consoles

A5 R XA 2 El & VMware ESXi

EFERIBE MR A IEEIS VMware ESXi

1. 7 VMware vSphere P inH , IEFEEN MK EL L,
2. BWEMX VM EFE.

(® Note

WRMX VM BFFE , WEARFEOEMK VM X RE[ERPLHIA-—NHEE VM
PRZBEIKER, MRMNX VM RITE , MBS ERLTRARFEONIH TR
EENEZEFIEREETE.

3. ENRAEFECOANNEESERFIERREGERIF,

FAIZE , AWS RZERXAIZF AR T EFZUAEXAMEEEMELMIRE,

ERE R M XA H & VMware ESXi API W8 2013-06-30 140
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@ Note
MBRAIMEFEEOFBRRL , FR Cri+Alt,

4. WMALHRAFPBNEBBUERERMXAZES A, BXEZEE , 235 Logging in to the Volume
Gateway local console,

BXE , FHEYAWS RFBEE - REXRE, IUMNRRERTAHRTERRITRNXEEES. &

REZELR | S Performing tasks on the virtual machine local console,

{5 F Microsoft Hyper-V 1/ 8] X 5 2 #h 122 il &

T E < B A3 H & (Microsoft Hyper-V)

1. M Microsoft Hyper-V Manager N A2 & 0 Z M Y E LA E AR P EE MR IZE VM,
2. BERRXEIFE.

® Note

WMRMX VM BEFFE , NENARFEODEMNELHERT , VM RS F/E R
Running, #RMX VM RFE , MAILBRENARFE AN RESKPIEERES
FRFEIT R

3. MREERFIRFEE,

XAt , €87 Virtual Machine Connection (B #liE#) B0, IRETEMARIEED , FEAE
BEREFEE R OSRMNEREIL,
FHRIZE , AWS BE2RXARHIZH A QIR TEEZIUEAMNEEBEMHAMZE,

4. WMALHWAFRBNEBEBUBRINXE MRS E, BXEZER , i5S 5 Logging in to the Volume
Gateway local console,

BRE , FHIAWS REJE - KEXE, TUNRERTFRTERERNITHXREERES. A

XEZEER , 15 Performing tasks on the virtual machine local console,

& A Microsoft Hyper-V 13 [a] F 5< 2R it 322 ) & API fR4s 2013-06-30 141
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T ERYL ARG & EMITES

NFEEARMEBNERK , ATLERMELAENF BT RB XA 26 & KT TEFES
XEAES R MR Hyper-V ME T Linux AR ELL (KVM) ERNEERFNERLES. VMware

£}
« BRIBMALFMESE - THMMABRRIIMNIXARIZFE , AJELESEPEEMNKMNEREM
EUREIAEB,

o N WX EE SOCKS5 {LIE- T i I{afF Storage Gateway EtiE 7iBi¥ Socket Secure M2 5
(SOCKS5) RIEBIRS B MATE AWS i S Fi 8.

c BIEMKXMLE : 7RG RXEENEH DHCP S Bl EaZ IP i,
o AR o< B B B A9 IERE ¢ T B n4a] 655 B X S AN b 32 i) A S A B 55 A B BX R 2 B B E 2

s EARMZESSPATMRETEERNXGS-TRIMETA R ART , XEHTRTFERT
HitpES , fIRERBAR, EEBERERS. <&

« EREBHNXRGEHTRS : THROARETHTMXIRZFNEL CPU A&, REXNH RAM,

BERIEMRAMIZH B

VM HFEFERR  BEXRBEFETR. IRXRLEREFELDINAZEGE  BEAKNER
FIERB T, EBAILAERAX LM EUESRIGRIZA IR H A PR — LR | XL o] F SRELE M x M %
REMNEXRZBE, IBRAFAN admin , G ZE N password, BRXBERNSLIMERZE,

B im et % 1E

1. EAWS RZHE - BEEXREH , AHNNRFRIEEMXZH A,
2. J&17 passwd T, AXRMMASTZMTHNES | BSRELSMIZS S PR A it WX IE1TFE N

KB To

/A Important

3 FEIBRAHEM KRR T N , AP & Asquser , BB AN sgpassword, MREBEER
BHEAMXEHREFRE , WAFBFEHRRN admin , EEBFREFE,

£ BN ARG A ERITES API R4S 2013-06-30 142
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M Storage Gateway %l & 1% B A #th 1% &l & B3

B AT LB Storage Gateway EF Web MR H| &k EE AR IRFH SN EB, FHAET Web K125
BRI EMNEZBRBEMXRELDNN ARG AFEANER , @B RNED ( WRENRERUE
K)o MRYMTEBEMKZFRIMX , MEBERIRXK,

1t Storage Gateway #2#| & Lig EA#h 1% H & 255

1. fEhttps://console.aws.amazon.com/storagegateway/Z F1 3] FF Storage Gateway &l & .
2. ESMERKRLE, EEMX , ARERENHREFTEBHMX,

3. XIF Actions (#4E) , #%$% Set Local Console Password (i% B A it #2 #l & 213).,

4

£ Set Local Console Password (1% EZ< #1252 2 18) JFER , MATEE , HIAZESE , &
Jaik# Save (IR 7).

BN RBBHRYF F, Storage Gateway TRE, EHRIERFHE  MEEINBEEFH
ZEMEREELN  HEBELZS M TFHEB,

A MK B E SOCKS5 K

B M < MG P X TFFE A # P X /2 B EL B Socket Secure Mix4s 5 (SOCKS5) /X3 AWS,

@ Note
M — X IFVRIRE E R SOCKSS5,

MEM X HMERANRERS SRS Internet HITEE , WEBENMKEE SOCKS RERE, At , &H
BRETRENENIERE IP it Mg 05, STHRILEIER , Storage Gateway @ &K R E IR 2558
HAMERE, BXMKRPIRNEZERNER , BSHEAMEZHH NEER,

BT R E R S MR MigH MK B E SOCKS L,
RSN KREE SOCKSS5 K12
1. BEFIRRHABEH S

* VMware ESXi — BXEZEE , FSHEA T RIMXA#IZH & VMware ESXio
« Microsoft Hyper-V - EXEZELR , HZFEEA Microsoft Hyper-V i Rl X A i #2 6l & o

AAHRXEE SOCKS5 R E API hz 7 2013-06-30 143
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AWS Storage Gateway BR% A IEE
« KVWM-BXEZER , BSFEA Linux KVM 15 RN X A #3264 .

2. 7 AWS Storage Gateway - BLE XX £ H , i AN FKIERE SOCKS KEEE.

3. 1£ AWS Storage Gateway SOCKS KIEEEREF , MAHMNBFERPITUTESZ2— :

MATIAES EHATIHERE

Bl E SOCKS I
AR RIRY B 7 RiER BB SOCKS LI,

EEER AT NE AR OREREE,

&% UM SOCKS RERE .
H AR PR EEE %3 SOCKS KRER
&,

MRKREE SOCKS RE , MLEREE
SOCKS Proxy not configured . @R
SOCKS REEEE , REMN TN B KM DR

28R,

BRR SOCKS KER &
i A HE BLAY B SRIEFEMIBR SOCKS RERE.

BB SOCKS Proxy Configuration Re
moved FH2ER,

4. EFBZ VM KA HTTP B E.

B i P < X 45

xRN EEE RS EVEE DI (DHCP), £/ DHCP & , REXNEHMKX B DE IP i
it EREEBRT , BURFEFHHEMKE IP DENEHS IP #uik , AR,

WEFENMREENERFHS P it
1. BRIMKOAREE S,

e VMware ESXi — BXBEZER , BZREMA R MRz H & VMware ESXio
* Microsoft Hyper-V - EXE%ER , HZHEA Microsoft Hyper-V 5 [A XA i 2§l & o

i i 5% R & AP WA 2013-06-30 144
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« KVWM-BXEZER , BSFEA Linux KVM 15 RN X A #3264 .

2. 1£ AWS Storage Gateway - BEEX X2 H |, M ABNNBFREEMNBEE.,

3. 7£ AWS Storage Gateway MEBEXEH , MITUTESZ—

MATIAES FHHATIRE
R M SEEL 2R

i A KB R B SRR R IR EEL RS
WH2E RERIFEHNIER , HERELETR
B AEEEBR , I etho, MREIEEW
BESREEERASR  BXZEERSNVTIEER
28R
. K R3S (MAC) Hbik
. IP bt

R 4§ #5455
. BX IP #hik

DHCP BUERAS

REBS P i R BN ENRIATRE |
{38 PR AL B 1 B SE T B8 5 e

EiiE DHCP
i A AE R R BRI ELE DHCP,

REFHRRIERMZZEABE N £/ DHCP,

AMREEFA IP #uk
AN B FRIEREERS IP,

REQRTEEATIEEREESRS IP it
HE

g B ) o< ) 4% API fR7s 2013-06-30 145
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BMXAFERE

MATIAESS

AT IR
| REEREEH
" Pt

AT

SRiA RSt

TEHE RS (DNS) it

% Fi DNS #biik

/A Important

MREMK2EOE , MAHM Storage
Gateway BHEXEHEBFMK , XH#F
REFTEN, BXELEE , FS5H
KA RKE Ao

MBMRERAZSMMEED | AT FTEBCE
WEORENERA DHCP S#7 IP H#iit,

plan | BREZBIMKX VM ERAFECE ) DHCP
EQ, IREWEF - T EORENBEDS P,
MEFERAS—NMED, EXMIBERT , BERUEZ
O, MR HRENES P,

MRRMEOKYERENEAERS IP st B
B2 EFHMKIRERNEM DHCP , BAHMERD
#RF £ DHCP,

BB X 4%
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MATIAESS FHHATIRE
AMKREEENH MAMNNBFREREEENS

RESRTEEENXEEALEENHSE
& , ER2EI DHCP = rDNS BaiFREREH
B

MREFRS , WRGESRREREBRSEN
% , #li0 testgateway.example.com o
ﬁk Yy AR AL E .

@ Note

MRAMKREEFSENE , FRRE
HAENB LT HRMARNEF, E4
/MFE DNS R H 62 A 18F , FRx
BY IP at i m EEBSENE.

RMXWIEMEE EEEN DHCP
WA RFREELIEEEN DHCP,

FEMKEOYIRE N ER DHCP,

/A Important
WMEMXEBUE , WABM Storage
Gateway BHIBXEHEREMK |, iXH¥
REFEN. BXEZEER , BEH
< PR M < BE A4l

i i 5% R & AP WA 2013-06-30 147
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MATIAESS EHATIHERE

RIE M AV ER IS A E Bl 2R
AR B FRIERREBRINEESR.

RS RAHMXERNERSR , HERSES
RNEEFRER—NERER (I etho ),

EEMKHK DNS B E
WA FRIEEEE DNS B E.

et 2 E RE DNS M=Z A DNS BirBRSS 251
|P b3k,

EEREAXR
MAMNNRFRIEFEETRKA,

R Y RRIA RS B2 R TRo

3= P > 2 B Bk ) Y %

SR LAGE A M SR Y At 2 46 2 SR IR Internet i, HPFEMKXHMEEER |, A TELBRE A
MM K E Internet HIE#E

1. BFIRMROEEHE,

* VMware ESXi — BXEZEE , BSHAEAHRIMNAAIZS S VMware ESXio
« Microsoft Hyper-V - BXEZEE , SR A Microsoft Hyper-V i 8] M < A8 #3225 & o
- KVWM-BXEZEL , HSHEA Linux KVYM T RINX A 25 & .

2. 7 AWS Storage Gateway - BRE EX 2 H | i AN A FRKIEFN I M EEE,

=

MRENMNXELBE , MEENRSIEFR. N TERBBENMX , BLARIEELRRT LER
M AWS Xig |, M T SBRAR,

3. WMREBHMXERBE , BaAENNBFTRERMIAIHILELR,

4. WMRLERT OAHKET SRR | FWAMNMARFLOEE AWS XiF ENiEH. BXXEN
AWS RELIHT R AWS Xig LUK A LLE Storage Gateway Bl & AN RS KinT 25X |, FS
B R AIAWS Storage Gateway L i R MEFMAWS — RS E,

34 ) S ) BB ) Y 2 4 1 API fR7s 2013-06-30 148
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EENHNZET , 8 MNERB2ER [BEBE] 3 [EXRAN] , BUTIREREZNRES

Message 5% BA
[PASSED] Storage Gateway B M & iE#,
(<] Storage Gateway &8 M &iE#E,

FEAR#IZF B AR MR SITEEMRE T

Storage Gateway ) VM Kt 125 S BB TRE TR L HIMEREE 12 B M < BB, A2 i 1% &
AT, BAUWNTHTF IS , fINREREAR X7, EE8%

1. BRIIMNKOARMIEHE :
« BXEF VMware ESXi AR HI AN EZER |, HSRMERA B RN A iEE & VMware

ESXi,
« BXERE Microsoft Hyper-V At iZH 2N EZE L , S £ A Microsoft Hyper-V 1/ 5] ¥
RAEMEEE

« BXREFI KM T HERFHENESER , BSHEA Linux KVM 15 8] M X A #3256 5 .
2. HEAWS RBHE - HMEEXREF , WAMNHRFRERMREH S,
3. EMXEHAEBTRIFLHA h,

BEHESERTHGTXE  HPIHTITANGS :

Gkl B

dig M dig W EE i i SR 33 4T DNS #PEHEBR
exit BREEEE L,

h ERAANTESIIR.

ifconfig EEIREMEED,
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BMXAFERE

DA
AP T3

iptables

ip6tables

ncport

nping
open-support-channel
passwd

save-iptables

save-routing-table

B &R

® Note

FAVE U Storage Gateway #2414
HEANRIIES A R IETORE E W

ERIPIREB, BXIEA , HSHEEWN
KM%

TRARERRE., REBENRE.

® Note

FAVEIUEH Storage Gateway #2414
RE ARG A R IETORE E W

KX IPIRE, BXUAEHA , FSHEEN
KM%

AT IPv4 BIEIFIEMN NAT WEETE,
AT IPve BIEZTIEM NAT WEETE,
MHEM L L4 E TCP im0 HIERE,

M nping W&t SR 1T W BB BEER
Connect to S AWS upport,

BB DRI,

RE IP &,

REFPMAVERARFE

EARIRE AP R MNRIZITEENXTS
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wme B
sslcheck IR [B]1F 45 20 & & BN
® Note

Storage Gateway &£ F i il & & i
iE, MAXE sslRE, MRLWSFIR
[l aws-appliance@amazon.com EA#k
AR E , WRATERNARFERIT
ssIRE, EXMERT , BRIMNEW S
Storage Gateway & &H ssl R&,

tcptraceroute WEAXREE NI TCP RER traceroute
L7l o

4. EMXREBHAGTRIT  WAEERANDENENGS  RERREARTRE,

ETHGS , BEDSERST command name i A man +,
BEFLRAMKRSTRIRS

HEWMXBEEE , EEREREN CPU A%, BREBXNHM RAM. RfE , EEBEXERERFR
BEBUMKERZT, SUAERNKHABEH S EEFHRLENER,

BEERGRRELENRS
1. BEFIRRAABEHS

« HXEF VMware ESXi B#HIANEZER , FSRFEAHRIMNxA#I2E A VMware ESXio

« BXEXE Microsoft Hyper-V Kb 2 HI AN EZER , S EA Microsoft Hyper-V i 7]
XAEMEF A

« BXEBFI KVM EZihi2#lAMNESZER |, TSEMEA Linux KYM 178 N A b2 &) & ,
2. EAWSIRZEHE -BEXTELEY  WAHNMNBEREIREERERERE,

BIRREBER [EFE]. [BE] R [KY] , RO TAARERERNRE
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Message i

[OK] ZREBBEE T RERFERE,

[B&& BRAAREWMHESR , BMXAIUBEEET
fE, Storage Gateway £ R—5HE | IR AR
RENER,

[FAIL] BRTHEZREER, LHMETRETEERT
{E, Storage Gateway & R—5HE |, HRRR
RENER,

BEHEE2ERFRERPRMZLE RERNEBETNHE,

£ Amazon EC2 A #hin&l & L ITES

H L Storage Gateway 4 # E5 EREZ FEIEFFEE Amazon EC2 Sl L #Y M5 B I 5 7 ith 122
&, AILAMEM Secure Shell ( SSH ) ZFiiA R Amazon EC2 3£l LM xAtizFl &, KFTHHE
R 7 Il B R P R A e 35 6] & HRITEPES

&
« B FEF| Amazon EC2 xR i3 %l & : TR Secure Shell ( SSH ) B imiEZEH B XE

Amazon EC2 £l R XA bz &l & o

o BN HTTP RIERHE EC2 EHBAIMx-T {7 E E Storage Gateway , FHBNEEFLZ LR
7K 5 (SOCKS5) REBRS 2 FEFIE R AWS RER B BEM Amazon EC2 FX3E4I,

o MAAMXMEIERE : 7 R A MR 32 5 & SRR R o5 5 5 W 4% 82 R 2 18] B9 R 45 3

- EELNNXRERRRES  THROAEAMXRBEEARRETHTRXEZFHEL CPU K
#. BREBKX/IF RAM,

- ERMIEF|E FIZ1T Storage Gateway @i 5- 7 AT ABRFI AT S , XEWSATFERITH
eS| flNRIFHRAR, EERARE. XF
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&3 F Amazon EC2 Mk A3 Hl &

&AL E R Secure Shell (SSH) & FimiE#EE| Amazon EC2 24, BxiF4EE , F2 1 (Amazon
EC2 AF1Em) RIEZZZHN R, BUXMAERNERE , BEEEZIRHITIEERN SSH ZHXT,
BX Amazon EC2 Z4ANWEER |, i5Z @ (Amazon EC2 AAF#E®M) FH Amazon EC2 Z4AXY,

BRMRAEIRE &

1. BFRIEAREHE, WREM Windows i+ EHLEEE| EC2 £l , E2L admin &R,
2. BFfE , B EEF AWS Storage Gateway - BLE XX E |, BALIBIT XM REERITEIES,

TRRES BHS L ER

NIEMMKREE SOCKS RE BN HTTP B EC2 LEERIM X
= PR 5 5% 52 1 st 5 5% P 485 #52

11T Storage Gateway &l &0 EAR IR E A £iz1T Storage Gateway @
EERGRRRE EELNMXRERIFRE.

EXAMX , FRA 0.

ZREEBELE , HHA X
BN HTTP REBR R EC2 LEFRIM K

Storage Gateway X #7£ Amazon EC2 LB MxE AWSZ B ELE Socket Secure R4~ 5
(SOCKS5) K&,

MREMXBAEARERSES Intenet BE , WEBHRXEE HTTP RBIGE, Hk , BAUP
ETREHIAISRE IP it MM OS, RRILRAER | Storage Gateway 2B AHRERS B
P AWS ISR E. BB HTTP R , L& MEMAAR &2 HHEME,

B A ERSESEEMX Internet JRE

1. BFRIMNPWARMIZEE, BXESA , HSEHEFE Amazon EC2 Wx A% & A,
2. EAWSIEREZFBE-BEXXED  WAHENNRFRIEREE HTTP K&,
3. TEAWSIEZRBEHTTP REEERED  WMASERITHWESTNAEE
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html

AWS Storage Gateway BRXAFERE
- BE HTTP KE - LREREIHN BN MmO RTEKEE

- EFEYH HTTP REEE - WRKREE HTTP RE , M&ERHEE HTTP Proxy not
configured, IR HTTP KEEEE , MaE RRENENEHNRO,

« BERHTTP REBEE - E~HE HTTP Proxy Configuration Removed,

A 3t P 5% ) 4% T 432
EANERRXN AR ARNEREERE, YFSMAOMEEET , KURTRARER.
i P R 32

1. BRIBMXPAMIEFE, BXiHA , HSREEFE Amazon EC2 WX A= E &,
2. TEAWSIRZBE -BEXTFESES | WAHNNEERIEEN I NEIERE,

=

MRENMRELEE , WEZEMNKSIMEFIE. X TERBEHMX , ELTIEELRT RRE
MAWS X5, LT SRR
3. WMREMMXEARBE , FARNNEFRIEREM XA RIRKE,

4. WMRBERT OAHKET SRR | FWAMNMAKFLOERE AWS Xig ENiHH. BXXEN
AWS RELIHT 2 AWS Xig LUK A LLE Storage Gateway BL & AN RS KinT 25X |, F5
I BAWS Storage Gateway L imT S MEHFAWS — S E,

FEENHNZET , SMNERB2ER [BEBE] 3 [EARY] , BUTIREREZNRE

Message 15 BA
[PASSED] Storage Gateway & M 4% #,
[K ] Storage Gateway &8 M &iEE,

EREHMKXRE R FIRE

HENMXBEE , EaREHEEL CPU A&, REXNPH RAM, AF , ESBEXLERGRFR
BRBIUMKEREZT. BAUERNCN ARG S EEFURENER,
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EERGRROLERNRS

1. BFRIIMKNA#IZF G, BXRUEH , HTSHEFE Amazon EC2 XA #IZH &,
2. HEAWS RBHE - REEXREF , HANMENRFRERERERERERE,

BOMRREER [EFE]. [BE] R [KM] , RO TAREREZENRE

Message 1% B8

[OK] ZRERBEE T RERFERE,

(B BRARREWNER , BMXAI UABEEFET
fE, Storage Gateway ZR—5HE |, R RR
BRENE R,

[FAIL] BRFABEREER, BHMXARELEEET
{E, Storage Gateway £ R"—FKEE , MR AR
RENER,

BEHEELERFRERREMEZLE RERNESNHE,

EAR I E & Eiz1T Storage Gateway 5

AWS Storage Gateway 2 H| A BT HEEN LN XRBMIEHELLHNRE, ERARFEDS , &7
DIITHF IS , fINRERBERIEES X5,

BRI AR S, BXRIHA , FSHEEFEE Amazon EC2 WA #iZH A,
EAWS BRBBE-BMEBEXREH , m AHNABFERERNZEEH A,
ERMXZEHAEDTRREFLEA ho

—

w N

BHASCETTHAGTRE  AFIHTTRANGS :

we B ¥
dig M dig W EE i i SR 33 4T DNS PR HEBR
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e B

exit BREEERERE,

h ERAANGSIIR.

ifconfig EERREMNSZED,
@ Note

FAVEIUEH Storage Gateway #2414
HNE ARG A R IETORE E W
ERIPIRE,

ip TRARERRE, REMBRE.

@ Note
HRABWEH Storage Gateway #Z#| &
=T AR AR E & 3 R TUR O E R
EE IPIRE,

iptables AT IPv4 BIESR AN NATHEETE,
ip6tables AT IPve BIESRIEN NATHEEITE,
ncport MR 5 M4 E4SE TCP ik O MERE,
nping M nping W EE S H SR 1T M B BUPE HERR
open-support-channel Connect to S AWS upport.

save-iptables RE IP X,

save-routing-table RIFFAMABEEEKFE

sslcheck K& SSL B LAHEBRM &R,
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we B
tcptraceroute WEAXRMEEN#E TCP fREM traceroute
Ll o

4. EMXEBHAGTRIT  WAEERANIENENGS  RERREARTRE,

ETHEMAXSS , FRADTEN , REAWA -h &I, fl#0 : sslcheck -h.
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BMREY EREM LA

AF N4 T Storage Gateway HEEE,

F&
« RIERKPERE

RIAZER e
HEERR KRS HFEE

NT FEEHRR K IEREMRE , Storage Gateway BB RENRZBZRAUTRKEE

« ED 24 NERMYE CPU A4
- NFEMX , BNEHRERULTHEN RAM :
- WXFEFEANTES 16 TiB WX , ZHHE 16 GiB # RAM
- WFEEKRPH16TIB E 32 TiIB WM* , ELFHE 32 GiB 9 RAM
- WFEEKRNPIH32TB E 64 TiB WM*x , ELFHE 48 GiB 9 RAM
- BiE 1, AEMXERF , TR :
-« £ NVMe 258 ESER,
c WE 2, AERXEEZEPX , TR :
- £/ NVMe 2SN ESNER,
« BE 3, AEMX EEZZEPX , IR :
-« £ NVMe 255 ESER,
- EELHME 1 LREMEEERSS 1 :
« ERELHMLE 1 FI VMXnet3 (10 Gbps) S FHEL.
- EEBHIME 2 LEEMSLEERSS 2 :
- FEREEHLRLE 2 FH5R0 VMXnet3 (10 Gbps) A FiE#E, AWS

£ M 5% AR AN DN B R

LUTHRATERSENEEEEEREASEEFLE (BE AWS ZHHR ) LT .
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« CPU &UH

- EFE/LEEPKEARLE

- RAM B &

. MEHFTE AWS
« M\BHTEF T W< HI MK H 7T

EFNBALACPREETM ATURMN SR, MK ARERFRSSRANERRX LR SHEM,
SERBMER AT — MRS M5 EE M F I E R AL R < AR
ERESHRRNHE

ZENEEEPXUEFTLEELMREMKCH EEMTHER, WRENFMRRIHNEEHPERT

M, FERBIUATHFXEEEEN LEAZAXMERTTE -
- EAKMEIL RAID ( 20 RAID 10 ) KIBEHAFHE | SIFEREL RAID #4858,

® Note

RAID (IR R TURMEES] ) HEA#EEZRT L RAID BE ( 40 RAID 10 ) NBEE
HR D RRARBERD FASNEHRZOILE. BEAN RAID R3S MEETLUA
AMBERENAEED. BEN 10 TEAZMA S MEE L, RAID RENEAE
HERETEAENKAMENETLE.

- EREREENSHRME

ERCMEMEEE , B LURINSMAEHE | FINESTEL (SSDs) MiE4I28, NVMe £&E Al LUE
ENEME XM (SAN) T A2 Microsoft Hyper-V NTFS SFE IR 2 E 8T VM, BiEZMHAERNE
SEESTREHFNELENEZNER input/output IRMEXE (IOPS),

EMERUHE | HfFReadBytesHWriteBytesiE¥rS Samples Amazon CloudWatch 4t it#k
BESER, Hlm, 5 P XEAPHRNE Samples EFREY ReadBytes SKitHIEERIA 300 B
AILABH IOPS, — iK% , EFEMXMIXLIERE , MIEEEFELENE IOPS EH |, LIEE
REWAMEXHBRI. .
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(@ Note
CloudWatch }IEFIE WX EIRMEIER. BXMXIBIRNEE. , BS G Storage
Gateway,
WINEZ EERAXEE

EXYNESHNEAFTLE  BAMELWNLEZPXEE, HBEEANXE , RESFHEEA
FAARMEFREE LEEPXBE L, 25, FNFLEN LA AWSHRE F R R EUF R 2 iy
HiE. PNEZ LEZPXHETRIBDONSMEERTHHR /0 BEE. XTSUE MM
EARHE,

{58 PR 3k 37 D B 2 ST R RE LR

EMEEMXEERN  RMNBNBUETENERAERERYEFRBEAN LEEPXNEFFHE
B EAMEE, Hl20 , T VMware ESXi , EEVEFHRBRER RN BERE. BEMXK VM
B, WALERARFE VM XHNBETE, EMEELEER (6l ERLEEHRX ) |, &7
DHENEEEEES VM HMENREFET , ST USHE#EETRENBIEE®E .

MREBZSINBEEME  WENEBICHEENEMNREN A FEEE - BEFEE. Xa—1
REERVEEEXFNRBEFEIRSSBME TR, Sl , EEMALREERNEFMRIREFH
ZFFHENELEEPXE, B , RAMETASH RAID B E ( #0 RAID 1 5 RAID 6 ) N#ifEfF
AR BMERE T I,

A i0 CPU R IREERIR R EH

MXxENNRFFNREZRZONEBIRS R, BRICMKMERE , FEINTELEMR VM WENE
WAL RIS RA - T AN CPU M. ot | BHEINEIRBBEITFEEHN CPUs BRS5 2747,

CPUs MM x EHRFSBFARMEMARE , TREMRBVLER D, BERITZERE , ERMX
A BAFHATAL IR B R AR P Y B 0E 17 2 A b 17 AR R Z 808 £ 4% 2 Amazon S3 BT 2. Hit
CPUs ZIRER BB THRENMXESHMA TR ZEVNREZHH CPU BIR VMs, RHEHES
HY CPU B E R e IS I & BAYRR

EMKXH AWS =2 [BIRY 7 52
1 hnit HH T AWS FRE#H A M HE AWS iR R ARTEER, WRMIERMXEE

HRFIRE K MARHMEREEIMXEIRFEEFATEEHMAR , BARFTUREMX
PERE,
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® Note

BT S H AR IR E |, fl20 cache/upload EHXEAZFLE, CPU AKX, &
RAM ESE 12 MMX 2 BINHR , BRI KEEATELETENAMEHT. Lt
A, MXNEBSTHIRANRFPBEMNITHTFSRE , XTRLSEURIINEEETE
YR 4& T 5L

EREEE

FNFEMX , MRERINEOMRAIMELSHFHEEBLREINNELE , WNERGFERNE 2
MHWMX, BEHME , MREATEEUHENARR , INZBRNSEHENARRFSTOIEN
Ko BE—MmME , BANZF—IMHXATHENSELENARRF , Z— I NXATHENES
HENAREF. ENEBHFULE , i5FH ReadBytes Ml WriteBytes 1E¥r.

BRXEEMNESER AN GEENNARFMMXEATERE. .

1t iISCSI R &

B LAMEAY iISCSI B LR iISCSIRE , ASRIEFH /0 HEE, BIBIUR
MaxReceiveDataSegmentLength # FirstBurstlLength #%#% 256 KiB , 73 MaxBurstLength
1%#E 1 MiB, BXEE iISCSIRENESZEER , BZHBEEN ISCSI &RE,

(@ Note

XEBWNREFDTXUEHBHNRMAME, BR , KILEEMTEN RS ISCSI REREME
ANZORATmR. BXEAER , FSHAZHR4HE,

(6] Bz FA 72 Fr ER R A N B2 TR
BB R AR RS B AR 2 O # 3

iISCS| BB MMx B EEA S REER AN T RN, MRENMNEEASET
i, AREBEBLREST CPURLHBENHEFTHE , FER .
- ARMERLG , EERIBFNNKX 2BHERAESNHR,

EMRACMRERE , FRRMABRFNMXZENRET R AT HEENNARFEER. EUUERN
XK ReadBytes M WriteBytes I/ RNEBEHRERFHE,
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WNFEHANAER , BRNEHNELESHENTHEHTHR.,. IRNSFHE/NTHHAEL
B, MLAUNREMEZZAE , RS NARFMM BN ISt Bt | SaLUEm vm
A E 2 BANTR (MREINTREEEEN).

6] B2 72 B 48 B0 CPU R

WMRENBARF A UERFIN CPU BIR , BRARINEZ CPU R CPUs AI AR B BRI B AR
Fi RE /0 ],
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AWS Storage Gateway HYZ £

TEEAWS BREHE, FHN AWS BF , BAIUZRTENREARSHZ e BBBEALANERMY
BRBAE R UMM LZE,

RERNMFHEEE AWS 5TE, REHEEXFEHRNENRZEMNEZIN LTS

s TEE — AWS AFRRIE Amazon Web Services =HIZ1T AWS RS EMIZHE, AWS &R E
REAUZL2FERANERS. ERAWS EHITRIERTRIENITREN -2 , E=FFiHImEEHN
BRMRIERNZENERME. ETHERT AWS Storage Gateway AR TR , HSHZRENITR
RBAENSBERBAWSAWS REIREMITRIRS

c TIREE-ENREHEERAN AWS BFRE, EEFENHMRRZNR , SRENBENHR
., BRARNERUKERAREREZEM,

WX BB T & T B {7EE A Storage Gateway B M AFRERBER, LA B H NI E B
Storage Gateway REIMEHW R LM EN M B IR, BEFEIWMAFEAEM AWS RSRBEIE KR
HM{RI &K Storage Gateway &R

£

+ AWS Storage Gateway FHIEIE R

« AWS Storage Gateway B & 13 #1i5 [0) & 2

« AWS Storage Gateway B & # H1UF

« AWS Storage Gateway FHy3#% 4

- AWS Storage Gateway PV EMiZEZ £

« AWS 22 &ZEXEK

- BEFMEFEE AWS Storage Gateway

AWS Storage Gateway # B HIERIP

AWS 2B FEER 9 EFEERFER T AWS Storage Gateway FHIHIRRT . AR R pR
AWS | SIRRIPEITFIEATHNSIREMEN AWS =, BHTEP N REEELHEMEH EHR
BWEEH, BEAREFRERAN AWS RS NEL2BENEETS. BXBERLNESER | &
SRABERALENET, BEXBMNBERFHEE , iSE AWS Security Blog £# AWS Shared
Responsibility Model and GDPR & X &,
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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HFHEERF L , RIONEBEUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
REWEBIE AT AR EIE

- NBNMNKFERAZES BRI (MFA)

- £/ SSL/TLS BERFBEE., AWS BMNERMFEA TLS 1.2, BWFEA TLS 1.3,

- EARE API MAFE3I BE AWS CloudTrail, B CloudTrail lREREIR AWS SEFHEER
B2 5 (AWS CloudTrail AF#E®E) PHFEAR CloudTrail xo

- /A AWS MEHREZUREFNAERINZSZH AWS RS,

- FAERIEEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
BIE

- WMREE AWS BRI SITREDS API #THENEZELT FIPS 140-3 BRI MZEER |, EFEA
FIPS it R. BXAAK FIPS HRMNESEE , TR (EEKFIPESLLERLE (FIPS) % 140-3
R o

BABWETNNENRESIBBER (NEEFWE FIA ) RARZHBEHBERAXETE
(WMBHFR) ., XTELEERZEAE. APl 5 AWS RS £/ Storage Gateway = EH ftt AWS CLIK
uhEt AWS SDKs, ERAFEMMRE R BHERA X AT EPH AN TAKER TSR Tt RRIZ M
A&, MREEMASPRSEFIEZENU , BABWETEENMuUFBEFIEEERBIEX ZRS TN E

FERABTEINZ AWS KMS

Storage Gateway £/ Layer Security ( SSL/TLS (Secure Socket Layers/TransportE &£ ) kKN
EMRIZEZF AWS FHIRE 2 BERBTE. BRIAMERT |, Storage Gateway £/ Amazon S3 £
ERMZEERE (SSE-S3) M HFMEIE Amazon S3 PRI AMEHFE#H 1TIRS R IRINE, BRI LUEERFER
Storage Gateway API fFM < B & 79 &£ A R S5 85 im A2 F AWS Key Management Service (SSE-KMS)
BN FRESPHIREBFHITINE,

/A Important

FH AWS KMS Z4A#t TIRS 22 im N aT | SIERIIFAZ34A. Storage Gateway X #FIEXS
M2, BXEZEE |, 55 AWS Key Management Service FF & A R 18 & 7 B9 5 F 3 #5
MIEXNHER.

MEXHHE
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/kms/latest/developerguide/symmetric-asymmetric.html
https://docs.aws.amazon.com/kms/latest/developerguide/symmetric-asymmetric.html
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NFXHGHE | BT LIER SSE-KMS FMXEENER AWS KMSEEZARNEZEN R, BXEA

Storage Gateway API tIIZB A X4 HENHIIENER , i5S 5 AWS Storage Gateway APl &
B BIZENFSFile X E,

pilIak

FNFBEFENEENS , B LUER Storage Gateway API FFRXELE R £ AWS KMSHEE %43 10
REHESTHNEBHE., SEUUFEF - N EERAEEN KMS i, tIBEBE , ILEEXAT
INZEBH . BXMFEHA Storage Gateway APl INBBEAREFERFHENBIENER , BSH AWS
Storage Gateway API 2 #Z CreateStorediSCSIVolume ™ B CreateCachediSCSIVolumes,

b0 R

X FREET , B LA Storage Gateway API fFRXELE N A AWS KMSH & 40 N2 17 6%
EEHPWEHERE, SBULREP— N EEZEAIEEN KMS 24, BTG , X EEXRATM
BRI BIENFH, BXfEM Storage Gateway APl INBBEAE BT EIENER , BSH AWS
Storage Gateway AP| &% CreateTapes®¥ .

5/ AWS KMS tnZ#dEst |, FieEU TR -

- BNBRESPHTHESME, LHRW , 7 Amazon S3 FXNHE#H 1T,
- IAM AR AMEBEA AWS KMS API REFTENRR. BXEZEL , 85 (AWS Key
Management Service FF R A R I5E) HHFF IAM KBS AWS KMSE &,

- MREMBRFEH AWS AWS KMS ZHAHBUERNTHE , WELH SR LHOBE. BXES
E8 , H2H (AWS Key Management Service FF X A R1ER) FHIMIBR KMS %340,

« WMRMEH KMS ZNEHIZIRER , NFMERR. REFEESH KMS ZH,
« WMRMEH KMS MZERRBHEZHRE , WRFNES. AUNFSEETRN KMS B,

@ Note
Storage Gateway T XM KMS mnZE = KMS MR BRVIRE SR INES

BXMEZFEE AWS KMS |, HZHT A= AWS Key Management Service ?
NIENEBE CHAP BRI

£ Storage Gateway # , #2# iSCSI Bz F4EN iISCSI BFriE#EEIEMN %S, Storage Gateway £ 4
AR F 5 A RIEHI (CHAP) X1 iSCSI MBshEFIEZEHRTHEHRIE, CHAP ERBES SMKIES
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateNFSFileShare.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
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BEARFHERN , AT BRI E. NT8NEEF , BAUEN M ZEA CHAP Fif, XTF
TEKNBHER , BELLTE“Configure CHAP credentials” 1 iE4E H & & MR HiX L EIL,
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N 16 NFEH
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E# CHAP &FiE
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2. ¥TF Actions (#4) , #%4% Configure CHAP authentication (it & CHAP & %1E),
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4. EBRRIF.

AWS Storage Gateway #5113 Fi5 [0 &8

AWS Identity and Access Management (IAM) AWS fR$S T #EIEE R T2 iR HIX AWS &IRY 5]
RPR. IAM B R 126 7T LU T B IRAE ( BF ) MR (B ) /A AWS SGW #iR. &AL
£/ IAM AWS RS , TEXZXF#NER.
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- BX

- EASHHITHHEIUE

- ERARBERERH
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BRBIIRE AWS FHASMETIERFNAR. BUXTE IAM BF B4HTEHKIE AWS K 1R A
P, REETEE IAM AR TEHRIL,

& T LAME ISk B 54 RAIEPH AWS IAM Identity Center ( 51#0 ( IAM Identity Center ) , B SEFKE
BB Google/Facebook IEH , MBXE F &R, BXEZNESZEER |, HSH (AWS X AR
B PHIIEFEN AWS IKF,

S FRIEFE , AWS 124t SDK M CLI KX FERFTINRZEE, BEXREZELR , H3H (IAM AFiE
B BHSERT APl IEREIAWS ZZ A 4,

AWS K F root FIF°

BIEET AWS K7 , BESBE—1NEN AWS IKF root BFHNERSH , ZE O AUTLIHRIAERIR
AWS RS MR R, BRIMBENBWAERERBRAFHITEERES. EXFTERAFRIENGES , BEH
(IAM RF$Er) RIVEERA S TR ES,

oS- g7

FERBEXER , ERAXAFERESHRHABPNERKS 5 ORI 88 AWS RS R IGRHER#HITH
A

REBMEREXRBENDIER, Web AR MEA A Directory Service , & AWS RS A%
BEHRNERHTHRNAF. ReHRATRHERZIENAE,

EEGERFRIMNER , BiEHA. AWS IAM Identity CenterBEXxEZEE , 25 (AWS IAM
Identity Center A #§R) RV L2 IAM Identity Center ?

IAM A P &F4A

IAM AP RMENMARBNARFEFRENRN — 50, BUERAENEIE , MIEEFKHPEIL
B IAM AP, AXEZER , B2H IAM AFERETHNERARASEAS O RHAENRS S HRIE
F 8 AWS i I B IE B AT 5 ] o

IAM EiEE—4A IAM A, ETERNMN ABRAFHITNEREER, AXESEE , H2H (AM A
FIE®E) /Y IAM A6 b,
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IAM A&

IAM BEREERENRNEH , TREREIE, SaLUESMNEF RS IAM &6 (284 ) R
TR AWS CLI 2 AWS API BERRAAR, BXEZEER , B5H (AM AFERE) PHEFAE
5%,

IAM B FEBREBAFHE, IGe IAM BFXER, BKFiGRE, BRSGERE Amazon EC2 L&
THNAREFIEEER. EXEZEER , BSH (AM BAFER) BH IAM R EIK P &R A

EARBEERRR
AL AWS BT 0IR KR EM T AWS SOREFRBHTHBERR. KRELT 5H5H0H

FRRKENR, AWS EERARHBERFIFMEXLEBR. RSHERBEELL JSON X1y AWS £
AN FHEEP, BX JSON RBXHEHNESZEER , HZH (IAM BFEmR) F# JSON KR,

EERERARE , B E A E A B LS4 T BRL R RN T HRLEREREEER NI R

o

\

RIABRT , AFNAERENR, IAM EERE IAM REFREFNBEEd , REAFTNUE
EXEAE, IAMERKBEXNR , SHRITREMANG ELR.

ET 508K

ETHERNRIER2EMMEEGH (BF, ARNAR ) 1 JSON NPRFRE SRS, XLERIEIRE &5 T
DHATHLBRE, IMEFFRITUREFALAZETNT. ETHRNMANERETSMHER  E35H
(AM BFiER) FNEREFEEEEREYBENX IAM R,

ETHEHNRBALURARKRE ( ERRAZNENGHP ) ARERE (HNBSNHHHIRIE
B ) . ETHRIAERERBNANRRE cBHTER  FSHE (AM AFER) FHEEERRS
NER R B < R FEAT IR

BT HRA R

ETRIFHREE MR FRAY JSON KM, R~HIEHE IAM B EEEREN Amazon S3 F#H
R, EXRHETRARNKBORSST , BRSEERAAUERACIREFNBERFNLR. BLMIE
E T RIFH RS P iEE £ 4
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HREgRE

AWS X HMREER  XEREMERAUREFENNREEERFHRI AR

« NRLR - REETHONRBALURT IAM ZENEARR. BXESZELE , 20 (IAM A/
EE) P IAM EER PR .

- RESEFIFKR (SCPs)-EHFIEEALHLNAL BV HZR AR AWS Organizations, EXEZER , &
2 (AWS Organizations FIF1§F) RS 26K B

o BIRIEHIZREE (RCPs)-ZEKF A RFRNHRATANE. BEXELEL , ESH (AWS
Organizations FAFEmM) I EIFEZEHIFKE (RCPs).

- RERE -EANACIBRSAFCRGNSER , FASHBEENSRER, BXELER  BS
7 <IAM AFiEm) PHISIEERE,

S RBERE

HAZNRBEMRBENA T —MERE , ERNNREMERNEIER, BT HRELSR SRR
WA AWS BER B AVER , HSH IAM AP BRI ERITEEE,
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EERA IAM EEX AWS SGW A RINBR 281 |, E% T HEWLE IAM TheEm B F S AWS GW,

YRATLATE AWS Storage Gateway 1 F#Y IAM ZhEE

IAM Zh&e AWS SGW X% #¥
ET S HNRMK 2
BT RIBH R &
RERAE =
B BB =
EHMRIER (BETRS ) 2
ACLs f\
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IAM Zh&E AWS SGW X #F
ABAC ( BRI ) i)

e B S E =
RS (FAS) =

REAE =
REXEAE =

E42MHE T AWS SGW MEM AWS IREZ WIS K28 IAM DIeeE &R , 58 IAM BFREE+HH
5 1AM BE&ERBAWS RS,

SGW & T F 7RI K H AWS
XRETEMRE 2

ETEHNRBETMMEZH (0 IAM AP, AFASAER ) B9 JSON FRRREE A, XL R
BERHAFNASEMAMESE TN BERFRITHLERE, BETHRNMCTEZETSHNRE , SR
(AM FiFiEE) FNEATMEEAERKE L BE X IAM RIR,

BEMERA IAM ET 50K , BUEE R TRIELNRENTRUR A TFHIELBRENRSE. B
THERIFE JSON REEREAMAETE , H2H (IAM AF#ErE) FH IAM JSON KB TEEI Ao

SGW ET 5 BRI KL =B AWS

EEE AWS SGW ET HMH KRB RA , 558, EH T Storage Gateway HVE T 5 58I K B =41

SGW M8 AWS & TR IRAI K
HETFRRNER &

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHRMERE., EXFETHRNRBHRS T , RSEE R JMER CINREHII 4 E R
BREVEE. N THEERMIMKRBEHO TR , REEE IS EEMAE AN 2R RNTHREREAREF LSRN
THIT, BXTEETRFENRBREEER, ZRATNSEKS, AP, A, BREAFH AWS
R3S
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ESABK/ER , SR UHEANKSSHEMBKS R IAM XEEEAETRRNRBEHNEME. B
XEZER , FSHE (AM AFER) PH 1AM FEVEIK S R IR F.

AWS SGW WK 1T3h
TRERIZE: 2

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2ER , BNEETUANTLARFERITER
1, AREMHAZRHETHIT,

JSON REEH Action TEMRTATERKP AWRIEL L RINVRIE, ERBPISREURTFR
ITRERRERVR,

EEEF AWS SGW BEFIxK |, 25 (RFENSZE) FH AWS Storage Gateway E XL HIEE,
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EEEMEAPEESIRE , BERAESRENRT.
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EEEF AWS SGW ET EMHNERBEHNRA , S, EH T Storage Gateway W E T 5 15 1 K B =4l

AWS SGW I BIER AR
THERTR 2

EIE R A LAER AWS JSON REERIEEW ARG RMT L. WHRY , BN EAATLT AR RRITER
&, BAREA ARG TIIT,
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NHBE,

EEE AWS SGW ET HM KRN TA , 5SH, AT Storage Gateway BV E T 5 158 K B =451

AWS SGW HY R BE &4 22 4R
TREETFRESNERRZER 2

EE R WLAER AWS JSON REERIEEEHERRIBEMF L, BRER , BNEETUANF AR FRITER
E , UREMFARHETHIT,

Condition TERBENNZRMHEEFVMENIT. BALGIRERAZEZEN (FlW, ST
T ) BERARER , MERBPHFASERDINVEEEE. BEEERE AWS £R&HE , 51
IAM AFEREPHAWS £ 354 £ T XEHA.

EEEH AWS SGW &HERATIXR , FZH (RFSENSE) FH AWS Storage Gateway RHZEH.
ETHRUUEAZKGRIVIRENRIR , 555 AWS Storage Gateway & XAV 1E,

EEEH AWS SGW ET HMHEKAI RS , B2, ER T Storage Gateway K E T 5 17 #9 5 7R f

ACLs £ AWS SGW
% ACLs : &

mEEHE SR (ACLs) ZHIMLERIEA (KFKA, AFSAR ) ARBRAR. ACLs SETRIFEH
REERA , REEAAEA JSON KM,

WA SGW B ABA AWS C
¥ ABAC ( EMHHIGE ) : B XiE

ETEMEOHRMNRES (ABAC ) R—MEDRE , ZRBETHNIREMEMERE LRR. ETTR
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EETHREEH R, BEEMFEA aws:ResourceTag/key-nameaws :RequestTag/key-name =
aws:TagKeys &4 EBERBNZH TEZPRUFREER.

MRENMRSHN TENARREBIGAEX = &MER  WNTZRS , ZEAR. IRENRSX
NTEHIRRREISAMEX =GR, WZERBD

BEXABACHEZEE , 2R (IAM AFERE) RIEH ABAC BINENNR, BEEFIZE ABAC
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AWS SGW WiRF AT
XERSAE R

RSABRA—TRSFEME. KREHPITEREN IAM A6, IAM EER T EE IAM R oI, SR
BREESAEE, AXESZEER , 2R (AM AFERE) FHEIER AWS RSZERENEE,

/A Warning

EARS ACHNRATES T AWS SGW B IIRE, X2 AWS SGW RHMEXIE ST RiE
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AEHAEEHND AWS IKF |, HBARSAE, IAM EERATUEEETEEBRSKXBEABHIR
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BARUZBFEERSAXBENFAGE , FSREYL S IAM BEEABAWS 5. ERTFERRS
EXAIDTEE Yes R, RRREEIUET ZRFHRSHEXH B,

iEF F Storage Gateway HWE T B 3B K BE R4

BINERT , ARFNAGLTRAESREH AWS SGW BiR. ERTAFNMERRNITIRIENN
R, IAM EE G AT LB 2 IAM KR,

BT RNAERXL RG] JSON REXHGIEET IAM HHNEE |, 56 (IAM BFiERE) P8l
2 IAM KB (258 ) .

BX AWS SGW EXHBRENRRELE (3B RFLENEN ) NEAEE , HSH (RSFEN
&#) By AWS Storage Gateway HIRE, BEMEZHHEH. ARNs
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e
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REERIEREK

ETHONRBRE T EARBAUELENK/ PRI, THRIMER AWS SGW #iR. XERERTEE
SfE AWS IKFFERA. tIZREEET S HONREEN |, HEEUL T ERMEI
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EBHRAGIN AWS BEFREEFRBERH—SRIONR, BXEZELR , B5SH (IAM BFER) £/
AWS I E R TEBRBEMAWS FEE KK,

« NMARENER : F£EA IAM REERENRAR |, BEFHRITESFENNR. Akt , BAIUE XL
ERBEXGTUIURNBSERRNITHIRE R RIRENRIFT. BXER IAM RANBRNESZE
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S (Bl ) EAR , Nt AERREHRRE TN RS REN G RNER CloudFormation, BEXE %
E8 ,1F5H (IAM BFERE) B9 IAM JSON FBETE | &4,

 f£/ IAM Access Analyzer BiF & EY IAM KEE , DUBERN RN Z MR IhEEM - IAM Access
Analyzer 2WIFF REEMIM B KR , LBERKERFS IAM KEIES (JSON ) M IAM HESE
. IAM Access Analyzer 12 100 ZUUREREM IJIRENEN , UHBBEFELZS BEEMLBEN
KE, BXEZEER , BESHE (AM BFiEm) PMEA IAM Access Analyzer BiF SR B,

- FEZEHHRIE (MFA)-WIR AWS IKFEHZRFE IAM AFSRAF , BEA MFA BRB R
=M, EERFAMA APIRERNEE MFA |, B MFA 4 FMBIBHNERIES, BXEZER |, H5
7 <IAM AF#Em) PR MFA &3 AP A,

BX IAM FRREIRNESESR , H2H (AM AFER) $18 IAM AR 2 HEXEK,

5/ AWS SGW #Z#&

Ei5 | AWS Storage Gateway ###15 , BAAHE —HRENR. XENBELAATFEIENEES
KIE AWS KB AWS SGW BRMNIFEAEE, NMRGIBEMENSERBEN=KNETEONE
B, X TFMMTZRBEAERE (AFRFRAE ) , BHAGEERMBIERET.

X FRFA AWS CLI 5t AWS API SR, BEFNEREFKEZHFHENR, R , AIRFHREH
ZEHHITH API RVEME EEC RV R,

NEBERAFPFMARMATLER AWS SGW #2#l & |, B ERF AWS SGW ConsoleAccess
MReadOnly AWS EERBEKHINZEIKEK, BEXREZEE , HSH (IAM AFER) 8 AP A1
B,

AFAFESHITE SR

ZRGIGER T A G RKRE |, AV IAM BFEEMNBEAF S ONRNBRMTEN R, KK
SREERHE LSEERA AWS CLI 3 AWS API BU4wTE 75 = 5T B R AR IR

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
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"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

AWS Storage Gateway & 14 Fi7 [7] & 3 fF 25
FERAUTEEREBELHANEEEFER AWS SGW H IAM B AT 428 EIH & W8 &,
FB

« REAE AWS SGW TR

« BRIEMINIT iam : PassRole
o REAFRLUINBA AWS IKF FE KR AWS SGW &BIR

K ITNIE AWS SGW i 1TiRE
MNP LW BIEIRIZR | IERETAUATEMRIE | N AFAEH F LA T IZIRE,

% mateojackson IAM AR R HEREFHAEETEEXEN my-example-widget BIRNIFHER ,
BFRHEEN sqw: GetWidget RS , 2K EUT REIEE IR,
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
sgw:GetWidget on resource: my-example-widget

HEHBERT , BNEH mateojackson AFHIERE , BLAER sqgw: GetWidget BAETHE my-
example-widget &R

MREBFEREE , FRREHAWS EER, FHNEERZRERMERZIEN A,

EFERINAT iam : PassRole

MRERFFIREE , BRETRMITiam: PassRoleiRE | MAAEFHEHN KRB U R T EFABE
%45 AWS SGW,

BE AWS S A ERIIAEABRKEL1ZRS , MARERMNBSACIRSHEXAR, it ,
BB MERF A LB RSINR.

HE N marymajor HY IAM AP =IAERZEH & E AWS SGW HITIRER , S REUT RAIEIR,
BR , BRELAEERSACAHARTFHNRT ATHTIEE. Mary FEAERASELEIRSHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XIEH Mary B KB LA A F#EINAT iam: PassRole #1E,
MREEERY , EHRRALZHN AWS EER, FHNEERRREEREIENA,
BEATFEUNBA AWS IKF 1HRIFER AWS SGW FiR

FatlE—1ae  UEEKFPHNAFFEELANARTUERZABKRIGRIEHRIR, &0
DEEH#EREY , AURASE, XN TIXHETHRNRBEIHIE FZH SR (ACLs) KBRS , &RIE
15 P IX L5 SR BE (0] ATV IR T 175 (R R BY B R A A PR

ETHEZER , BEAUATHE :

-« ETH AWS SGW BEXFXLINEE , BZHStor AWS age Gateway a5 IAM #H4E,
- ETHENMRENEHEENEROHRINE AWS KF |, 558 IAM AP EETHNEERE AWS
K 8% — 1AM B P iR ) AUR .

- ETHRNMEE=FRENEHRROIGRENE AWS KF | BZH IAM AFERTHNEE=51R
HiFER. AWS Ik
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- ETHRINABEE S HAKRERIEREFRNER , H55 (IAM AFERE) PR HIEE B EAKIERN
AP ( BBRERIE ) RAETHRNE.

- ETHRERAACNETRENRHATER,FRIZENZS , H2H (AM AFERE) F8 1AM
HR Y BB K P B R 1A [ o

AWS Storage Gateway B & H I UE

ERZMERITRIN—5B2 , F=FFitHETE AWS Storage Gateway FIE £ AWS HEMEH MK,
Hea$E SOC, PCI, 1SO, FedRAMP, HIPAA, MTSC, C5. K-ISMS, ENS High, OSPAR #
HITRUST CSF,

BXBEESMITLEE AR AWS RFFIXK , BSREBEEMIT IR HEERNHAWSAWS RFEEHN
it¥l. BAX—REE , BSHAWS &Mt HIAWS,

EAMER TRE=HFIHRE AWS Artifact. HXESER , BSEPH RIS HH “AWS
Artifact,

RTEFEH Storage Gateway NS MR EHEWHIENBEME, BLARNESHAMERURERNE

BEARE, AWS BEHEUTRFERBEEHFZSAMEER !

- ZEEAMMREANVER — XEFBEEHETRMWIESET , HEATELBBUARZSHNE
HAMNESNEERENIR, AWS

« HPAA £ 58 EMBEED — AR BHER T AT MAEAR AWS SIBRFS HIPAA FRAERN R
REF.

« AWS EMHEIRAWS — tk TEZNIEMmE R REE A TR ENTLMAEBX,

- EFAWS Config 7F & A R 35 F B 15 %R — 1% AWS Config BRSiIFEENRREBEES K
BELRAERNIRE, TULENFEM,

« AWS Security Hub CSPM— 1t AWS [RF A £H 7 RENZ RS AWS | BBERERESHEL
2T IR ENRESE,

AWS Storage Gateway H Y548 14
AWS £ REMRMERELE AWS K 1A KR,

AWS X REEHRFEHOREEHASHNNELE, SEEZBHEPOBN—ITAX (AZ). 8
MXFEHED AWS Kig A=NMEMEXE AZs AREEME LMV ARER. SEMSRHBTT
B, EEEF - XEELHENBEFO , BN AWS X REBNSATAXRITHREFHE
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P, BNTAXEBERIWER, SHNMYELZSE , FBEI TR ultra-low-latency M & 1TiE
MREHHBEFERNELRNESTAML , NAHBRSNEREEN SN, AZs AKIESGH A

ok
Be o

AWS X BERERIINEMBRZ2ME, SARNBERF . <BNABERE AZs LI M,
MEMREEASMAECBNESES AZs, AZs FLD KBRS RFALAS T AL, MRENI
ROXH AZs , WA UEFREMRFENTREZEFE, Bh. 28X, EFRBENIE,
AZs Y E SEMEMTRRBMNER—EERE , REMBILFRBMBULABETE 100 FXK ( 60

RE ),

BXRAWS X MU AXNESER , FSHRAWS £ IREM IR,

BR7T AWS £IREA RS |, Storage Gateway IR Z T ThEERBEI X IF BN HTFHEMNZ B FER -

« £/ VMware vSphere & 0] i (VMware HA) B B1RF 7 TEAEREZZEH. BRI EERERD
MERENER, BXEZEL |, S5 I VMware vSphere 5 A A 5 Storage Gateway B & #
Ho

« AWS Backup A T& M ENEZTE, BXEZER , TR 205,
- MRERRERENSE, BXEZER , FEH NMIERREEEFS.

AWS Storage Gateway PV E AR EZ £

BN —IHEERS , AWS Storage Gateway 2 5i# WE RS | £ REMA B E B FHERN AWS
LHMBZLERFHERT.

BEILAER AWS EA Y APl A REE M58 Storage Gateway, BFmAMZIFEHELT S

M (TLS ) 1.2, BEFRFwELAZFHEETLEMETARE ( PFS ) WEBEH , a0 Ephemeral Diffie-
Hellman ( DHE ) = Elliptic Curve Ephemeral Diffie-Hellman ( ECDHE ) » AZ#HIMA RS ( 10 Java
7T RESRAE ) BFXLEEN,

Lo\, HAERTFRIZES ID M5 IAM EAEXBRAORZT B BHARNBERH#TZEE, E , BUUER
AWS Security Token Service ( AWS STS ) £ If it Z £ FIERITFERFIITZEE,

(® Note
&R AWS Storage Gateway REMANFEERELAN , HEFTNEHUEMA R R RIEHE
ZE, sHEAREEMXENINGFUAN T EZLEARREIENTARESD , TE2SH
P HIMEE , HApEEREMNZFRIEERXNEED,
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AWS EHiEE, oMM CVEs . ENEERGERMBARN—Z2 , RIFXLRBHE
ERFYH A Storage Gateway F, XEEEEFBEEETITXNEF HEBEANERNEEMEHNT
EN—HoRNA. BXAMXEFTNESZER , BSRAEEMNXEMN.

AWS Z & &{F Kk

AWS R TSR 2ThEE  HEEFIENXIRECHEZERBNER, XERKEXKRE—MREN |, 7
TREZTENZEWRAR, FEXRAETESLNHPERTRZENHMEER , BREANEHAN
ZRREMAREG. BXEZER , S AWS 2 HEXK,

BRI AWS Storage Gateway

Storage Gateway 5 AWS CloudTrail—HBiRF &K , ZRFREMEAF. A= AWS RS T Storage
Gateway HREUHIRERIERE. CloudTrail ¥ Storage Gateway FIFFE APl AR AN EH. BN
HWHASEXE Storage Gateway 12 #| & K FA M3T Storage Gateway API 2ENABRA, mMREL]
BTRE , WATLUBUER Amazon S3 i iFE (&5 CloudTrail B4 , @3& Storage Gateway HE
., MREREBRE , BMHATLE CloudTrail BH AW “BSHHFLIER FEERFTNEH, FH
WERE B CloudTrail , BRI LAEE [ Storage Gateway KX HEIER, KHBERK IP ik, #EHT
BR, AR REHERAREMIFEMRER,

E T EZEE CloudTrail , i5ZEAWS CloudTrail fF#ER,

Storage Gateway 1§ 2z T CloudTrail

CloudTrail fFE& I F Bt |, ST Si# Web Services I EB5E, 2 Storage Gateway F 44
SRR, ZE2EHM AWS RS CloudTrail B4 —RiERESHAELIERP, B LIE Amazon
Web Services IKFHEE, BENTHEHN B, EXEZEE  BSHCASHALIERESR
CloudTrail =4,

E#FL12% Amazon Web Services Ik FEIE 4 ( ‘21F Storage Gateway WEH ) |, HRIRRERIE
Fo BRERAY CloudTrail £ B & XX E] Amazon S3 i, BINERT |, HEEEGH & el
RERAE , ZREGNMATFFAE AWS Xif, WLERERIZRE AWS 2 XA ERAEXGHRNEYS , FNH
BEXHAEE B EBIEER Amazon S3 M@, tbol |, BAILIEEH AL AWS RS |, Ui — S oL E
CloudTrail BERKRENEHBIE, BXESELR , BSHETINS .

- SIEREBIA
* CloudTrail 3589 BRSS M EE AL
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« BLiE Amazon SNS EXI CloudTrail
- BEBRBEZMNXIEE CloudTrail BEX 4 MEKK B ZMNKF B CloudTrail AEI 4

FiE Storage Gateway R iR Tk , HieFREREETEH. M,
FtActivateGatewayListGateways., HShutdownGatewayiR{ERAA S CloudTrail BEX 4
RAEKE,

BIMNEHHATREBESEXRERBFRNAREGR. SOEEEMTEHEUTRE !

- BEREFEARIEPBIER AWS Identity and Access Management (IAM) AP &EIE 4 Ho
- BRRFEAACERKEAFNBNZLEIEREHN,
- BREFHHEM AWS RF A H,

BXEZER |, iS5 CloudTrail userldentity T3,

T % Storage Gateway HEMH 5B

RIERR—MEE , APHEHEN BEXHRREIEIEEN Amazon S3 F##. CloudTrail BEX#
BE—NHSNEERE, BHRERKEEMARENENER , BFEFXRERNRE, RER B BN
B, BHRSWUEFNFELR. CloudTraill BEXHFFRLH APl HANBEFH#EKRRE , AtENT2ERE
A4 E /IR

AR RBIE R T ERZIBRIERN CloudTrail BE% B,

{ "Records": [{
"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIISAUEPBH2M7JTNVC",
"arn": "arn:aws:iam::111122223333:user/StorageGateway-team/JohnDoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "JohnDoe"

.
"eventTime": "2014-12-04T16:19:00Z2",
"eventSource": "storagegateway.amazonaws.com",
"eventName": "ActivateGateway",
"awsRegion": "us-east-2",

"sourceIPAddress": "192.0.2.0",
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"userAgent": "aws-cli/1.6.2 Python/2.7.6 Linux/2.6.18-164.el5",
"requestParameters": {
"gatewayTimezone": "GMT-5:00",
"gatewayName": "cloudtrailgatewayvtl",
"gatewayRegion": "us-east-2",
"activationKey": "EHFBX-1NDDQ-PQIVU-PI259-
DHK88",
"gatewayType": "VTL"
},
"responseElements": {
"gatewayARN":
"arn:aws:storagegateway:us-east-2:111122223333:gateway/cloudtrailgatewayvtl”
},
"requestID":
"54BTFGNQI71987UJD2IHTCT8NF1Q8GLLE1QEU3KPGG6FOKSTAUUR",
"eventID": "635f2ea2-7e42-45f0-
bed1-8b17d7b74265",
"eventType": "AwsApiCall",
"apiVersion": "20130630",
"recipientAccountId": "444455556666"

]

LURRBIE R T E RiZ ListGatewaysi24EH CloudTrail BE% B

{
"Records": [{
"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIISAUEPBH2M7JTNVC",

arn": "arn:aws:iam::111122223333:user/StorageGateway-
team/JohnDoe",
"accountId:" 111122223333", " accessKeyId ":"

AKIAIOSFODNN7EXAMPLE",

" userName ":" JohnDoe "

.

" eventTime ":" 2014 - 12 - ©@3T19: 41: 53z ",

" eventSource ":" storagegateway.amazonaws.com ",
" eventName ":" ListGateways ",

" awsRegion ":" us-east-2 ",

" sourceIPAddress ":" 192.0.2.0 ",
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" userAgent ":" aws - cli / 1.6.2 Python / 2.7.6
Linux / 2.6.18 - 164.el5 ",

" requestParameters ":null,

" responseElements ":null,

"requestID ":"
6U2N42CU37KA08BG6V1II23FRSIJ1Q8GLLEIQEU3KPGGEFOKSTAUUG ",

" eventID ":" f76e5919 - 9362 - 48ff - a7c4 -
d203a189ec8d ",

" eventType ":" AwsApiCall ",
" apiVersion ":" 20130630 ",
" recipientAccountId ":" 444455556666"

3]
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PEE R 3¢ [A) @

BTk, AEREXREMX, EHFA. B, sTAM. BREIREMNREMEXHSESSERIUKR B
FEHERRNEE . AN XHEHREEEENBEIFNELCLES LMK, & A% RBN SEE
FR{E BB ETE VMware vSphere @ AT At (HA) & LE1THM 3,

F

o WIEHERR - MXBLEA : THRNMAY I EES MK L Storage Gateway ZHIEFERABLHN
&) &

- WIEHERR  MXBUEH RN A EBEIR © THRESIHBUE Storage Gateway BT W EI N ZP4E IR E EM1E
MTZEAM.

o BEEARHMREE- T RECAANN TREER B RE , URINA AT X EEEIR XA
B3t 1T P HEBR

« HE&E Microsoft Hyper-V % & : 7 #RIR7E Microsoft Hyper-V & L 8% Storage Gateway At AJ 8E1&
Ffy Ba R )

« k& Amazon EC2 Mk B @-E R B XRETEEAZBE Amazon LIRS AL T #Y BB | B E
B EC2,

- HFEEHREEA . THROMABRETTEEIBEINE X Storage Gateway EHIR & K [H &,
- HIESRE  ERERECEHABNTRBRNWRAREE  URBRMNEBEXIN A B FRERNE

/N0

- BFESAAMERE-T #E VMware HA T35 #8289 W <& B i8] B AT 1% B A

M PEHERR : PR E L R
FERAUTHEERER , KEEY AWS Storage Gateway #2418 E RMRL FELRASNIZE AL M.
MXARERTUT NS NMNREMERNEL -

« MXTEENE Storage Gateway IR i 2o
. MRENXA,
« EMXXRBNEFUECHTEZERL IR , HELAHRE,

EFEMXIREREL , FREABRSBEMRBELHNRE,
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REXBRH B MIFHAE

MRIEHNKREENERARE  IEFMXETHAEEE , FEERNEHH ENHRIAN, KE
o Bh A SR AR AL SR ) Storage Gateway FTEM MK im OMBRSZwmR. BEXEZER , 55H
Network and firewall requirements,

CERBEENMXHNRERIT SSL REFREHFEIRE

MRLEFEENMK S 2B RERIT SSL REHEERE AWS |, WENMX AT ESHHR
RS R [EE. BEEMXMRERL , BAEARE,

REEUEZEEFEI LREHIFEREFRE

MxWELAEREFENHNEEHBEHRE , TE2SEMXBAXABTEL R, ERERRN
MaEERERE , NXFBRZERNAHE,

MRIREELE , L RBEREKMEHRTE. BXEZFELE , 27 Best practices for recovering
your data.

REXBNEFHEREREE

MREMRKBENEFUEBFELE - MBI, EXAIARAN , HECEHRAE , UMK TRELKHA
BERE.

MENERNEEEFENLBRT EETENERFHE

1. KHAMX,
2. EFAMIZEEE

@ Note
e PR oRF Bl 22 AN I B B — N T o

3. EFRIMX.

MREZEHETIR, WERTBEXD

1. REAMX,
2. EEETHE.
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3. EXNREMEUNRTEEFME.
4. EHFBIMK

HUEHERR © WIoCEUE HE B A BB 4 1R

Storage Gateway BUEBERSLIAXMEBR R, BFHRENEABEERBEL KO 80 EEEIMNX
B EE LA ( VM ) B Amazon Elastic Compute Cloud ( Amazon EC2 ) £l 405 5% B Ih U B8 5EE
R, NMKXFF S Storage Gateway i RUBE RIZBUBUERH, MEM KT EEE Storage Gateway i
R, TIPSR & B — N PSR 4R IR T8 2. 0E R & P i o

FRAUTHEERES , RBEEZEREE AWS Storage GatewayHI I 12 h I EI N ZR4E 1R BRHZE
A

(@ Note

- BREASFHELDHIRG AR SR HERME& (AMI ) iRABEHHMx, MREZE
BURERATE AMI RIS | & U BRI &R EE1RE B

« ETHAMI 28] , BELEREDENERWMXRE, SHMXEEN . ova XHEHRE , H
E.Z:E.I-Eﬁo AMIs

AR RAE P 2 8 Ui SRS P o< B HE BV £ 1R
BRREANEIR BTN QBEHR  BATUTRENER.
¥ B % B i O

NFARMEPBHMR , BREARMPH NG EWEORERNITHFRS. X FEHEAE Amazon EC2 24| £
BRx , BREXFZEA LWIHRAORBNITHRS. ERIAKORNTFRES , BMAERFZE LN L EiR
RIZ{T telnet 8 H. WRFSBF/HMERKMUTFRE—FME, B0, AT telnet an MR 5w O 443 19
EE

telnet d4kdg@yaxexbo.cloudfront.net 443

telnet storagegateway.region.amazonaws.com 443

telnet dp-1.storagegateway.region.amazonaws.com 443
telnet proxy-app.storagegateway.region.amazonaws.com 443
telnet client-cp.storagegateway.region.amazonaws.com 443
telnet anon-cp.storagegateway.region.amazonaws.com 443
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EWHARNXAEREAUERRER , HiFRIMXHARN VM 2F&8 (AR TAEBENOMX ) . =X
% , JLUBN SSH E#EEIMXMSF ( AR TEBERE Amazon EC2 LMK ) . RfE , BITNEE
ENR . #IANHIRE [PASSED]. BXREZEER , 12 H Testing Your Gateway Connection to the
Internet,

(® Note
MR HAENBRIANZZAFERN adnin , BRIAZEBE N password,

BROEXBRZEMF2MEBIMNNXRET 2N E R[SV BES

SSLRE, REHFEIREFHEEANH A ELZLM T2 THMRXKIENHIED, MR SSL i
PR ERERERR[LFMTMBANIERAR , W SSL EFAMK. EWIANSEEEHITH SSLKRE ,
BEWwO 443 J:E’Jflﬂbﬁiﬁﬁm (anon-cp.storagegateway.region.amazonaws.com) LiE{T
OpenSSL i H. HMMNEMKUTE—FMPHITEN LETHSGT :

$ openssl s_client -connect anon-cp.storagegateway.region.amazonaws.com:443 -
servername anon-cp.storagegateway.region.amazonaws.com

® Note
Bfregion AR AWS X,

MK BEEH#TH SSLKRE , MZG S REREUT A TREHEA

$ openssl s_client -connect anon-cp.storagegateway.us-east-2.amazonaws.com:443 -
servername anon-cp.storagegateway.us-east-2.amazonaws.com

CONNECTED (00000003 )

depth=2 C = US, 0 = Amazon, CN = Amazon Root CA 1

verify return:1

depth=1 C = US, 0 = Amazon, OU
verify return:1

depth=0 CN = anon-cp.storagegateway.us-east-2.amazonaws.com
verify return:1

Server CA 1B, CN = Amazon

Certificate chain
@ s:/CN=anon-cp.storagegateway.us-east-2.amazonaws.com
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:/C=US/0=Amazon/0U=Server CA 1B/CN=Amazon
:/C=US/0=Amazon/0U=Server CA 1B/CN=Amazon
:/C=US/0=Amazon/CN=Amazon Root CA 1
:/C=US/0=Amazon/CN=Amazon Root CA 1
:/C=US/ST=Arizona/L=Scottsdale/0=Starfield Technologies, Inc./CN=Starfield Services
Root Certificate Authority - G2
3 s:/C=US/ST=Arizona/L=Scottsdale/0=Starfield Technologies, Inc./CN=Starfield Services
Root Certificate Authority - G2
i:/C=US/0=Starfield Technologies, Inc./OU=Starfield Class 2 Certification Authority

0w o0

-

MREEHIT SSLRE , NIEAHE RERNIERE , XKUTUTHE .

$ openssl s_client -connect anon-cp.storagegateway.ap-southeast-1.amazonaws.com:443 -
servername anon-cp.storagegateway.ap-southeast-1.amazonaws.com
CONNECTED(00000003)
depth=0 DC = com, DC = amazonaws, OU = AWS, CN = anon-cp.storagegateway.ap-
southeast-1.amazonaws.com
verify error:num=20:unable to get local issuer certificate
verify return:1
depth=0 DC = com, DC = amazonaws, OU = AWS, CN = anon-cp.storagegateway.ap-
southeast-1.amazonaws.com
verify error:num=21:unable to verify the first certificate
verify return:1
Certificate chain
@ s:/DC=com/DC=amazonaws/0U=AWS/CN=anon-cp.storagegateway.ap-southeast-1.amazonaws.com
i:/C=IN/0=Company/CN=Admin/ST=KA/L=New town/0U=SGW/emailAddress=admin@company.com

AR R RAEIR D SSLIEBAT S X SSL #F, XBHKE , NxEim K HIEREL AR Z ME DB
REBHRITHRE, XEREARER SSL *Aﬁ:\im‘rz‘ﬁ)%@ﬁ@

KEM XA EED

FERES KRS B SSL EFHiR. N TFABMNX , JEAMKBARME VM 2H A RREN
KWEREIES . HARENT AT 60 ¥, BEXEZER , S Synchronizing Your Gateway VM

Time,o

RS R EEIEIMEILE T Amazon EC2 ﬁ—{ﬁlJJ:E’J WMxh A7 A, NFER Amazon EC2 W< Rets IE1H
i [E L atE |, EHFEIA Amazon EC2 SEHIATLAE S i O UDP M TCP 123 EEZILAT NTP IRE88:t 5
x:
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* 0.amazon.pool.ntp.org
* 1.amazon.pool.ntp.org
« 2.amazon.pool.ntp.org

« 3.amazon.pool.ntp.org

R AREH Amazon VPC im SUBUE M o< B H B RY 45 1%

Ef#REE A Amazon Virtual Private Cloud ( Amazon VPC ) i sUBCEM X I BUE IR | BT
LTREMEE,

KREMENIRA

BRA M A (N FARHEBHMK ) LA (X TFEEBE Amazon EC2 HEIRX ) FIFTER
A4 FHFFIRTS. FMxiEEZ Storage Gateway VPC s [RFTEH UK O 58 M < E#Z 2 A B ik =Bt T
EMIHOTRRE,. #E#EF Storage Gateway VPC ig REEL T iwO :

+ TCP 443

+ TCP 1026
« TCP 1027
« TCP 1028
+ TCP 1031
« TCP 2222

BREBEER , 152 M Creating a VPC endpoint for Storage Gateway.

A | B EERER Storage Gateway VPC if SR £ A, 3 ?% i RN R A TRETR XIS
WimO, Sl — NN EL4A | ILREMX IP iSTEMNREESFIERO. RE , FiZzReHERE
3| VPC i =0

(® Note

£/ Amazon VPC 25l & RIEE#EET| VPC Im RN R L4, NEHIAREE Storage Gateway
VPC iH R , REERFZEHEIEI <,

EWIAFSEiROLATFITFRE , _IJ«XE Storage Gateway VPC i = EiE1T telnet tn S, HTMSW
KNUTFR—FHARBRSHELESTXERS, ATUNE-—NRIEETHAXH DNS FFHE T,
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flan | LAF telnet @5 A DNS & # vpce-1234567e1c24a1fe9-62qgntt8k.storagegateway. us-
east-1.vpce.amazonaws.com JUiz T FE Y i O EH#E -

telnet vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com 443

telnet vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1026
telnet vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1027
telnet vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1028
telnet vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1031
telnet vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-east-1.vpce.amazonaws.com 2222

BRFRIEZE MR SERMP KL IEF Storage Gateway Amazon VPC i R IR E

SSLRE, REBBEIREFIHEHEANPH A ELEM RS TMMRNXRIENBED, R SSL uT:

PERERSBERS[FTMEBNERTRE , U SSLEFLAK. EWHIANSEEEHITH SSLKRE ,

£ Storage Gateway VPC ¥ R L1Z1T OpenSSL @55, 4 \AM'%H?HAL?IE—?ﬂqﬂﬂ’ﬂl‘l‘ﬁmtzﬁ
B s. HXNBMMENRASITHS :

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1.vpce.amazonaws.com: 443 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1026 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1027 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1028 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1031 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-

east-1l.vpce.amazonaws.com:2222 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

MEKBEERTH SSLRE , MZSTRIRERUT A THENBAL :
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openssl s_client -connect vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1027 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com
CONNECTED (00000005 )

depth=2 C = US, 0 = Amazon, CN
verify return:1

depth=1 C = US, 0 = Amazon, OU
verify return:1

depth=0 CN = anon-cp.storagegateway.us-east-1.amazonaws.com
verify return:1

Amazon Root CA 1

Server CA 1B, CN = Amazon

Certificate chain
® s:CN = anon-cp.storagegateway.us-east-1.amazonaws.com

i:C = US, 0 = Amazon, OU = Server CA 1B, CN = Amazon
1 s:C =US, 0 = Amazon, OU = Server CA 1B, CN = Amazon
i:C = US, 0 = Amazon, CN = Amazon Root CA 1
2 s:C = US, 0 = Amazon, CN = Amazon Root CA 1
i:C = US, ST = Arizona, L = Scottsdale, 0 = "Starfield Technologies, Inc.", CN =

Starfield Services Root Certificate Authority - G2
3 s:C = US, ST = Arizona, L = Scottsdale, 0 = "Starfield Technologies, Inc.", CN
Starfield Services Root Certificate Authority - G2

i:C = US, 0 = "Starfield Technologies, Inc.", OU = Starfield Class 2 Certification
Authority

WMRIEEHIT SSLRE , NEAFE RERWIERE , XUTUATHE .

openssl s_client -connect vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1027 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com
CONNECTED (00000005 )

depth=2 C = US, 0 = Amazon, CN
verify return:1
depth=1 C = US, O
verify return:1
depth=0 DC = com, DC = amazonaws, OU = AWS, CN = anon-cp.storagegateway.us-
east-1.amazonaws.com

Amazon Root CA 1

Amazon, OU Server CA 1B, CN = Amazon

verify error:num=21:unable to verify the first certificate

verify return:1

Certificate chain

@ s:/DC=com/DC=amazonaws/0U=AWS/CN=anon-cp.storagegateway.us-east-1.amazonaws.com
i:/C=IN/0=Company/CN=Admin/ST=KA/L=New town/0U=SGW/emailAddress=admin@company.com
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AUER RXEIRD] SSLEBAI X SSL £#F . XEWE , WXBIMFROE VPC ik <8y HIER
ERZHEMNEHAERITHRE, XERLETRERE SSL REFRERFEIRE,

REM KA EED

RRRER KL S 3 SSL BF4EIR, FWTFAMME | ATLEAM A VM 2445 ki 2/
KWEtEIES, NERENFT AT 60 ¥, BXEZEE , 55 Synchronizing Your Gateway VM
Timeo

RENEEERIMELE T Amazon EC2 K6 LMK FFRAA, FHR Amazon EC2 M<EE% IETH
#hEZatE |, EHIA Amazon EC2 S| LB O UDP 1 TCP 123 E# 2L NTP R85
*:

« 0.amazon.pool.ntp.org

« 1.amazon.pool.ntp.org

« 2.amazon.pool.ntp.org

« 3.amazon.pool.ntp.org

QB HTTP REHABIAXENZEHIRE

EEZH , BREGESELRMME VM £ Amazon EC2 L HTTP REBEE NiwO 3128 £H
Squid XE, ZEHERT , WAL TSI .

o E#ZF| Amazon EC2 E HTTP REMZLEMNMEFAMMN], LA EMN A ERDO 3128 £
BRBEMKX VM B IP #tit# Squid REBFRE.

o E#%| Amazon EC2 VPC i S IR HLMEB AEFN, XL A S5# 0 AMAEH O
1026-1028. 1031, 2222 #1443 £x#HkKEH Amazon EC2 L HTTP {RIER IP it fI R E.

FRRAE AN B i SUBEM < EE — VPC A A& Storage Gateway VPC i s AT
H IR 45 IR

EffRTER — VPC ®8 Amazon Virtual Private Cloud ( Amazon VPC ) i R VB R THEA LG S
SEMRE ISR | BHRITUATRENEE.,
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#51iA Storage Gateway VPC iR L5 AFAE DNS BEMRERL T B ARS

WMRERAFE DNS BHAETEARS , MWEEBEMNZ VPC BB RN EMRX,
EZEH DNS BFAW , FIITEATRE

1. #TF Amazon VPC ##l &,

ESMERTP , ERHR

i%## Storage Gateway VPC % =

EFRE,

EFEEIE DNS B,

NTFERHAE DNS & , BRI LIRS Fo
ERIEWFAE DNS BMRREFRE,

N o g bk~ w0 D

HEE 7R 3t X 5K 8] 3

G T LAFE T T B A 5 7 62 I A 3 P 5 B T RESE 2 Y SR B (R B BA R AT RTS8 BARS B BR BRI X B =
HIfER.

TRIIH T BT A7 A MK o] 8EiE 2 /Y B2 (R

[] &% BRI
SEHRAEIFKRH IP ek, FEAEEREFESRERETN , UMEEKRMX IP ik,

« XIF VMware ESXi , E#IALHY IP #hit °] BAFE vSphere & F iwHY
“WE” T+~ L& E,

« XF Microsoft Hyper-V , AIZRA#IEH R EK VM B IP thit,

MRIETARMELREIM K IP it

c REVM BREEHE. REVM EFENERT , IP it F 445
LA IR 5%,

c ZEHE VM ERET. NRERNFTFF VM , BBAMKAIEEE — L
BB F BEE BB F 5,
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BMXAFERE

[R] &R

IEEE T MRS KSR
Ao

L& 8 & Storage Gateway
BRSSPSR BRI
Hnt , MXxBBELRES K
Mo

BEEBRSEN LESZH
XZEpE, flm, &0
RER LR MK Y L& & H
XZE K/, REAEFE
BMEREMENRELE
Z XA,

ERERIR/E

AFERTRARBNIRO,

validation/inspection R RBUE SSL if$, Storage Gateway
M@ TLS F78iE , MR FME=ANARFZRMEA intercept/
sign E—iE$ , %S 5B XK,

MRFEAP AR HBERTEESRFINERE , W AREER X
EANRBARUATXERSHAE AWSH ITHIEEF. BXxME
MPEXEERNEZEL | BSEMNEMPH NEER,

BEMX VM 2B ATBEMNEF % ping &,

BRELZN VM BEEE Internet B MK ERE, N , BEERE
SOCKS fR¥E, BXMITUHERENESEE , B5H N A M<E
& SOCKS5 LI,

KREIVWNEREER , TV EECEE RN SMER B
(NTP) k&2 EaIEY , UERMx VM HEtB 2B HEH, BxREL
ERHEERFENNREM VMsHER , H3 M., & VM & E
5 Hyper-V 8 Linux KVM E#LetEES

WITIXLESTRE |, A LAEA Storage Gateway 2 #| & MR B H+
BUEMXESEHZHMAETE,

validation/inspection R HE SSL iE$5, Storage Gateway f£
M@ TLS F4%iE , MREME=FMARFZEHEA intercept/
sign fE—UE$ |, MiZ 54K UEF KM,

BEEHN VM ZELE 75GB By RAM, I8 RAM 2F 75GB ,
MxoPBHREEM. BXEZER , ESH REBMXHNER,

BXBROEN LEZPXOMER R | BSREMNMNK P BEREE

PEE AR it W 5% [7)
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[R] &R ERERIR/E

BEEREMAM AWSZ SBULGERMEZREN AWS 5EEZNARFNMNX VM B+

B Y B2 o (NIC) B FFHI M L& EELER (NIC) , M AWS REMF K EIWH T,
MREBESTRIEE , AWSHERERGTRER , LHRERR
EREE, MXAXRAFEREA. NTEEHETHEAFEER , &
AT LAfE A Direct Connect £ 7 ith < 1 AWSIHE] 22 3 T A P 483E 2,
ENENEHRXEINERETT AWS |, BHEAMXKCloudByte
sDownloaded #HICloudBytesUploaded 1E¥r. BXARETEHN
BEZEE , B @EMNXTMXZ RN AWS, 28 Internet
EEMEED THRERSH L&AS P X THIER,

FHIREM X FLER/ R « 7f Storage Gateway 2%l &M XET~ £ , WIEM < E AL

=z, B IP it RESFERELNEERFEFRRY ( Bl VMware
vSphere & F i3 Microsoft Hyper-V Manager ) &ZI#Y IP i 1it 48
B, MREM IP bt R —3 , BEM Storage Gateway #ZHI A EF
M, kMR ERILFFTR, EF/E , Storage Gateway 12l
ARMSETRH IP k5 kPH it N SENEERREFEF K
BER MK IP bk AHPCE
« XJF VMware ESXi , EEfLHLAY IP H#bk A BATE vSphere & F if

B RE R ERE

 XF Microsoft Hyper-V , A& FARMIRFI A ER VM B9 IP b

M

ik,
- REESHNMXERERE , AWS 09 Bl s 5 5 2 55X R #Y &
¥

- REMXHMNEERREE  BREPINMEMXEODGEH
o BEREEMXMMEERRFEE , HiEE KEMXME P
Ui B IR R REE BB W ok W 4R B B Y I T

B LAM Amazon CloudWatch 2| A EFHHN PN EHLE, BX
MEHFHMAHWELENEZEE AWS |, FSEHEEN ML Z

& B P BE AWS,
£ Microsoft Hyper-V & EZH HEE Microsoft Hyper-V & & , EFXIEIE Microsoft Hyper-V
A ( &% ) Storage L EBEMRAERIN SR B N BB 1T T %A,

Gateway B & Z! A8,
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[R] &R ERERIR/E

BIRB-FKHE , BHE MREHNMKELALRM S — MR E LAY e R R R 62/, N
EARXSHFHHEEAZE L2RIEE, IRTFTEXMER , THRR X,
& 1E AWSH”,

SRR B) XI5 WA M I E IR R TR DR

Storage Gateway 2t 7 — AR F & , B LUERACRKIITZIEFES , SEBE X&F 5
8] < LAES B IR R R < R 8, BRIABR T , NEHMRW XF TR TFEARS, BB EN
AR 3R 6 A RSEHBL R, B XF HREZHMNX , BAERFENNARBIZGE S , S$HE Storage
Gateway WiZHI & , RAEEEIIXIFREEE.

AW X¥F HEEH MK
1. BRI ENHARBIZEFEE,
« VMware ESXi — BXEZEE , BSREAT R MK AmZEE & VMware ESXi,
* Microsoft Hyper-V - BXEZEE. , S H A Microsoft Hyper-V 1/ 8] < A #h 2 5 & o
2. ERTFLHBAMENHNBFREREMXEZEFE,
3. WA hITFATAGSHIIR,
4. BWITUTREZ—

- MEMXEANRLAEIRS , BETATSELDT |, A open-support-channel XEEE|
Storage Gateway HEF X#F, AU TCP iwA 22 , MEMHETLITIF AWSH XIS EE, £iEE
B|E Rt |, Storage Gateway AR SELZHF RS, Bic TENIZERS,

- MEMXEANR VPC iR , BTE AVAILABLE COMMANDS B O |, #i A open-support-
channel, MERBIEMX , FIRHEERS Storage Gateway B X 1FH VPC im == IP
#ht, S TCPiwM 22 , MEER AT LAITH AWSHI X BB, fEiEEEIEF Xt , Storage
Gateway FHEDBXHFRS. FiL TENXEFRS.
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® Note

BEEFTT 2 (1&HZEH Protocol/User Datagram Protocol (TCP/UDP ) isO0&, fx , M
X4 5 Storage Gateway IRS585 2 31 Secure Shell (SSH) (TCP 22) iE# , HiIRHATIE
BENZEFBE,

5. BUXKFRER  BARKEHIFIRS S , XIF & UERHKEHRED.

6. EXEHALETHG , WA q UFHEEZ R, £ Amazon Web Services Support BRIEZIFLFETK
ZH, BOXKAZEE,

7. HiAexitPUFHMXEFHIA,
8. RKEBIERBREERHAMEZEHA,

#EZE Microsoft Hyper-V 1R &

T &RIH 7 &4 Microsoft Hyper-V £ & L #& Storage Gateway A AJ 2B EI AV B H jR) &L,

[ ERERIRE

BEZRSAMKHARENT HALERVRERENOT

LM -

AR . MR EERRERMERAGIRE R, SESARBH

“RER S AE LA R & AR EHEPEEMNEN RS — 82 Ni%=2 AWS-Storage-Gatewa

SERHEIR. FAKM, E y o Bl :

B [..] TRAZELHS A

X, X6 Hyper-V 2l C:\prod-gateway\unzippedSourceVM\AWS-

BASHEMNN , TS Storage-Gateway\ .

AEBHL. 7 - MREBELWMBETMX , BRXEESAELNNEEPERESE
ELANET R S HI PR B SRR |, T 7E A% FE 48 B9 R o< ST FREE L i B
BVM, AEEBEEZBMNXNMIES A, A TEEREE , HIRE
BFWBERMRERXGEIAR  HEEEFRFNMLE. FHHON
ERESARE .

MREUT KNP EREBNFRXFLECZS AWK , N4k
BRERELN , REES AELALIERE F ik S HAA X HE
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BMXAFERE

[R] &R

B HASF AR AWBIET
HIRHEE

“Z185 ARE LB &R 4 AR
ZEEIR. FAKM. &

AESTEMNM[.] EFIX

% . XHFE. (0x80070
050 )~

B HAS AR AWBIET

+ 20 Bl .
=] lﬁ/ﬁ E\ .

“BEAFARELAE K
ERFB|ER. SAK
M, Import failed because
the virtual machine must
have a new identifie

ro Select a new identifier
and try the import again.”

BLZRBFRK VM H U1 E
BLTHEIRER

“2 15 /B 3 1% TE B9 RE L AL a
Heg, FoXAERRE
BERX7XTFTHE. ‘AWS-
Storage-Gateway' 7o ¥ 4
te (ERAHLIDI[...])"

ERERIR/E

NMRECELHEM R BXEEMNERFE T ESEE M E L
BLE M HAIRIAN R |, BASHBULEIR. BEELHEE , FFE
Hyper-V iR EX EE LM ERAY RS 88 T BB EMMLE.

SARXE |, FRAEES AR FEEPIERE G ELHEDTE
REHFTAEXHE , KA VM eI — 1D,

s IRATRER A TMXFFER CPU 5x41 CPUs EATA CPUs HY
CPU ZREKM. TR VMK CPU MNBERE T EREERFHNX
o

A< Storage Gateway ERHWEZES |

S
Sk

BFSRAREEMANE

“JNo

HE&E Microsoft Hyper-V & & Al
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[R] &R

BB MK VM FH U E
BLTHIRER

“SE13 /5 B %k TE B RE B

Bf 48, ‘AWS-Storage-
Gateway T E#H{L. (&
BAID[.]) EEeIED
X : RERFETR , BER
RPTERIBRS . ( 0x80
0705AA )"

1 YR R P < 2R 4 E AT Y
HIlEtE 2 EMITHEET
o

EENMEERD
Microsoft Hyper-V Storage
Gateway XA EN X4
R&iH,

HEEEEERERFN , RG2S
RRER AL,

RS A Broadcom PL%
EHL 2R M Hyper-V EHLFF
BEMYLRAGI (VMQ) |,
N ATREFZBIM &M RER

%o

ERERIR/E

HEIRBARERZMXATRERN RAM FMEA EATAKN RAM Z R E
S EC L

B < Storage Gateway EXRMNEZER , BZHRESNAINE

-
SN
/j:o

M VM BB eh AT BE TR B SRRRAVETE] , XA AT ENER . FAZA
MXEE A RIEZIED , RE ML E VM BEfE, BXEZE
B, B2 ¥ VM iE 5 Hyper-V 5 Linux KYM AT E RS,

RER AR 223 Microsoft Windows FRS2H A X AR EH. Hia0, 40
RERNSZEEFENE RN hyperv-server |, MAFEALLT UNC
&% \\hyperv-server\c$ , ERBEEA#HTEM hyperv-se
rver , SFEASHE hosts LHFHE X T B Mo

LIRS R 1 856 H Sconfig.cmd TEAEERFENHMAF
E$o
BXRBRAENEELR |, 153 Microsoft 3X#4 : Poor network

performance on virtual machines on a Windows Server 2012 Hyper-
V host if VMQ is turned on,

HEZE Amazon EC2 W< [a) &

EUTHDH , BRI EEATBEE Amazon EC2 WM XN AJsEBRIMV R BRI, BHEFM T #F

Z 3 ) 55 F1 Amazon EC2 FEREBRIR X Z BRI X B |

Blo

£}

BER NEMXIEBEE N Amazon EC2 3£

HEZE Amazon EC2 W< 8] &%
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s BT —2JLENRXHERBE

s BEXFIFNRFERTE EC2 WKEH

o BAIET — Amazon EBS % , B EFHMME EC2 MXx3L4l

- BREEREHEFERE EC2 MXHE B IR

« BEZHFINFHESHKE —FEEHR LA A#E”

s BHEEMBR—NPENEEZEPXZENEERBLD LEEFXZEH

o Bt EC2 MXMNBEHERNE

o B X5 BEICHR EC2 WX &

- BEEMFA Amazon EC2 Serial Console ¥ 12 I #Y ) < L4

& T —4& LB o< F R BUR
1£ Amazon EC2 2 #|A AR ELL T :

- EEERFIXBENEZLEAPRHEFRD 80, BXRMEZLEAHNNEZER |, i5ZH (Amazon EC2
RFERE) RRRMEZEEAN,

« MARZEHILFRIEAN “running”’s 7 Amazon EC2 #B#l&wH | RHIKVRSNIZR EEIET .

- BREH Amazon EC2 SRHIKEFEKEER , MFHEERPATR,

WiEZzRBE , BEREMBEMK, Nt , B FF Storage Gateway ###| & , i%£3FE Amazon EC2
EEBBFMK , RAEEFMWMASEFIN IP ik,

S8 A5 R R E EC2 M3

MREZANEHNIPIE T HEFREL , ABRBERSIOIEESTT , WRESHBIXFIREBHN, EiX
MERT , ATRATU T RERERM KA

o REZIFIHFEIF LA Amazon R (AMI) BF5. BT Storage Gateway AMI #9345l 51 2L
aws-storage-gateway-ami XAFF 3k,

. MBREEJLNEFIET Storage Gateway AMI |, 152 F 32115 ) A 18] SR ¥ B IE Y SE I,
BBIE T —/> Amazon EBS & , BT E R EMNEl EC2 M 3< 3L

REITLHH Amazon EBS BEREEMXXRHER—THAR S, MBEFTENAARK |, BHEEHEH
FRERY O] A X R BIEE —NETHY Amazon EBS %,
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ETRRRYDEFERD EC2 NXNBA

RESESIEHNFAEANTSEAETEEARFEAT ISCSI FRMIFEOMNMN, ZiFEABEIRERN
3260, BXEEIBNESZEER , BHSHEM Windows FFimiEiZ 2|45,

ERELRFMER SN KD — NS T T AR
RENFBENMXENSFM, EENSFMZE , LR EESELEMKX , LERE LR

XMEBEBHREFMEZR, W TEHEE Amazon EC2 B>k | A REE 2 M i EEHIHY Amazon EBS &,
PIXMEIREERTEER R 78 B FEHIE X Amazon EBS %,

BEENIZTMXRAVRBIFTE LB REFIRF, MRIAFERIMREREFRE (AMI IHFRMIARS) ,
BARZEINFRE,. BXPTHBENESEER , B30 HBEMXEEBENH Amazon EC2 4,
M AN KB L LR Amazon EBS B/5 , ZHEMX LOIEBEM,

BHEEMBR— N0 EN LEEFXZENEERRD L EHXZEE
BB BEESEN LB KA PSRRI,

i EC2 WxNELERANE

RIUFMXEPIREEIZT. Sl , MRAXPRREEEMALTEIIREP , BEFEZHZRES.

S5, WIEMX IP REHE, MRXEPIEFL  RAEEHMED , BAKXGIK IP hut TSR EE R
EXMERT , BBTHEREIRR

o] LAM Amazon CloudWatch #H| A EBH HMNIWEHE, BEXNEHERN N EHENEZER
AWS | B[R E R < MW 2 B HERE AWS,

18 3% BHEICHEER EC2 Mx &

Storage Gateway It T — /N AKRiiEH & , BAUFERAE XiF RNTSWEF TS , SEBITHRMN
RUBBEBRMRE B, BRINMERT , NEWNRNXH ZF HRELTFEARS. BiE Amazon EC2 7
M3l A SRIEMEL TR, XS Secure Shell (SSH) &% %] Amazon EC2 A #3244, EEN SSH K
h&EF , BRXRFNRZRLAXNMEETFK TCP iwAO 22 BN,
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® Note

MBFEFHFANFMBNELSAE , WFANEATFEAZZEANFESRS, BXxTZ2EUR
WARIMESENNNEZES |, F55 (Amazon EC2 AFIER) M Amazon EC2 &%
.,

B X OEERLHMX , BFELE R Amazon EC2 SRHIM A ibiRF & |, SMBIF®HMAIHNEH S R
RRETERR,

HUEXS EREE Amazon EC2 KA ERIRKHY X B RINR
1. BF3 Amazon EC2 LHIRYAMbIZHI &, BRI , iHF (Amazon EC2 B {EE) HHVIESE:

R

BREANUT SR TERE EC2 SKHIMAMIZEFIE,

ssh -i PRIVATE-KEY admin@INSTANCE-PUBLIC-DNS-NAME

@ Note

PRIVATE-KEYREEEA T B3 Amazon EC2 £4I#) EC2 BAX KA BEIESRH . pemX
H, BREZER , 551 (Amazon EC2 AF /) FHRRZANNLEEH,
INSTANCE-PUBLIC-DNS-NAMERIZITMXH Amazon EC2 KBV A& RE (DNS)
Z#. AENTE EC2 244 iR Amazon EC2 3Kl H 2 &% BB IR TR RIREUL N
DNS & %5,

2. TERTREHL , A6 - Command Prompt RITFH XiF BEZFI A
3. %A h LUTFH AVAILABLE COMMANDS &0,
4. BHITUTEREZ—
- MERMXEANRLAEIRS , BETHATSELT |, A open-support-channel XiEEE

Storage Gateway HWEF X#F, AU TCP iwA 22 , MEMLETLITIF AWSH XIS EE, i
B|E PRt |, Storage Gateway AR SEEXHF RS, Bic TENIZEFERS,

- MEMXEANR VPC KR , ETE AVAILABLE COMMANDS B O/ , #i A open-support-
channel, MERBIEMX , FIRHEERE Storage Gateway B X #FH VPC im x5 IP
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html
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sk, AW TCP WA 22 , AMERTLUTH AWSH X IFEBE, EEZEFEF- XIEH |, Storage
Gateway AN EDEXZIFHRS. Fic TENZHERES,

® Note

BEEFTT 2 (1£HEH Protocol/User Datagram Protocol (TCP/UDP ) isO0&, fx , M
X4 5 Storage Gateway IRS585 2 31 Secure Shell (SSH) (TCP 22) iE# , HiIRMHATIE
BENZEFBE,

BUZRHRER , FAORAEENIFRSSHE , X5 XF U ERMKFEHERRESE.
EXFSETHG , WA q URHER, £ X BASXRBAEETHZE , BAXARE,
WA exit XKIiBH Storage Gateway &l A&

B A FE B RMERE Storage Gateway 3£,

©® N o o

BEEMF A Amazon EC2 Serial Console EE 2 &Y N < L4

&I LAEA Amazon EC2 Serial Console X#&E5| S, MEEEME M, 5<% 8B ELERRE
T~ , iBZ® (Amazon Elastic Compute Cloud FAF#R) A # Amazon EC2 Serial Console,

PEE R A 1% % (7]

LLTREBNEBT EAEIBEIR Storage Gateway 4% % 0] A K HEE X Lk 0] B 2R 1%,

BT EWERS P it

HZHEEIECHNRSE , FEAREEANRZRZH P it , MAENMN IP thit, ERFEHE
FEERS IP it , AEEGFZ4IEPEEIN IP thit, SFEEEHRENEINEHEHE, B
MNEHEH A% TRSES & |, H%#R Open Service Console (3TF IRFZZEHIA)o

mAHITH EE ?

MREEEERE EMITHIT EE |, B8R Storage Gateway BHIZZFABARIKRERIF , MEEMN X
I TR,

fEFABITIESI B EEE Amazon EC2 M5k API fR7s 2013-06-30 204


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-serial-console.html
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MARITIZERER ?

MREFEBRRERRE , AJSAEMA Dell iDRAC EEREHITIIRE, BEXEZEE , i3 Dell
Technologies InfoHub M5 E#Y | DRACO FE #A B RHEIR : =2 E 5 Dell EMC PowerEdge fRF &5

BIEMAL 3R B Dell IDRAC X352

# /R PowerEdge IRE 2B EB/RIDRACEEE O, RIMNBIINITTHIIRE

- MREFEH IDRAC BEEAE , MNEHRRINZEL, EXIDRACEIINEZER , 551
PowerEdge B/R——iIDRACHIBINEREREMAL? -

- BREMHE up-to-datey T BHIEZ &R,
« f9 iDRAC MEZEOBIHEEEN (em) iwATEES S B RER B RAE LR E EEET.

BERTEEFRRFIS
A LA Storage Gateway 2 #l & & Storage Gateway BHEZHF YIS,
EREHREFIS

1. fEhttps://console.aws.amazon.com/storagegateway/Z F 3] FF Storage Gateway 2 &l & .
2. MNIEEMNKH SR P ERES

3. MIIRPEFREMHRE

4., ERFHFAGRENF LRIEFISFE,

EALRERHFRE
AWS BB RENEHREHRAXS  BEAXE,

Z X5 A AR BEREBUERFRE , UZBHREHNR KRB, KITFFTIT I OB AISKH M <
MIEREE  BERTRBHENFTET T, SUUMNEHRHEREXIFEE , M TEHAZSERT.

B <#FRE AWS

1. FIFBEHEEE,
2. GEERBAESEETURIBNITAXIERE , AFK Enter,

MR B WG EEWPL AIFRE |, DEAYR OS5 RZTE 30 WAHIL, flu
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https://infohub.delltechnologies.com/en-us/p/idrac9-virtual-power-cycle-remotely-power-cycle-dell-emc-poweredge-servers/
https://www.dell.com/support/article/en-us/sln306783/dell-poweredge-what-is-the-default-username-and-password-for-idrac?lang=en
https://www.dell.com/support/article/en-us/sln306783/dell-poweredge-what-is-the-default-username-and-password-for-idrac?lang=en
https://console.aws.amazon.com/storagegateway/
https://aws.amazon.com/contact-us
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WA - EiwO 19599 LITH
3. EBTwmAOSHEHEREMRS XK.

&S A&

8] LA B X 868 B A AT BEIB B A9 Bx B BY B W A e R R IX L ja) B R 1B WUE R IV B RV (5 20
F&:

- BEHASTENSARE

- BHAESRENSTERE

- BHNEFERXEEFR , BHELMREHRE

. BHAERENSL T PASS THROUGH RE

- BERIISHNTEMHIBSETRENEIR

« SR HY iISCSI BARAKTE Windows BB EBRH AP IR
- BEFEREM iSCSI BEFRBEH

- BURWBSREBROE

- REEBRIEFREINBENE

- NBAEFIENELERIT

« BRXPHN—NEFHEIED T HE

« BIREL T PENDING RZASHI B[R < T A B /]

- BUAMETRRBEA

BEHAEETRENEREE

IR Storage Gateway #Z#l & E RENBL T REE LEEHPX"RE , BAEHMIARMEEZEHPX
FE, IRMXNW EZEAXHKREE , BRTEAMXFHRNAREFRE. BXEZER , E5H
NRXEEFNN LEEPXSEFFME.

EHEERENETLTERE

N F1EES , R Storage Gateway #2#| & ERENEBL T TEMRE RS , WETEEFERLSE,
B A=A 7E Storage Gateway ##& & FHIRZE, MRZBLERIE , B UELIERFNENIBRE
SV ARGEZEN VM Kb ZMEXLEHIE, TRBMBA , i§1%F Preserve existing data,
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BERER , FERARNBRESHFUERR. AXESEE , B BRFEENRE, MR Storage
Gateway 2B PHERZETEER , MANZEIENHE TREH RN VM hBER , FETE
MIRZHBER,

NFEES , R Storage Gateway B #l A ERENEBL T LEMERS , NELEBEALE, M
RELEHE , BULGIEENRE , AENRBRERE , BTN E—MRESRES, BALE
MEBREEMRE, BXEZEE | SR BNEENXTERN |, BF5EMERIRE.

NTF#ESE , EAUNERATRRTEMENBNHEIRME, AXEZFER  FSMN tIEFMH
B, ARERSNER , BER T BSRETHELR,

BERTFEMRTETR , BHLEMERRE

HENMRBBTETRE (Hla, EEXAMKE) , BALUERENEME RUBRBHERZRR
WA LERNAEEHN L - MERZERE. SOERRMEL , NMERE/HTREHERBERF
BN, BXREENESZER  BEAMNIERREEES.

Storage Gateway EEZFEMARZHHFRHAZNIENNER, BHRER B— AR , ZEELLA
B REFFERES -3, FELUTUNZRZ2REHES,

7H A ERENSL T PASS THROUGH IRZ&S

ERLEERT , Storage Gateway #2#| & AIgE2 R RENBL T RERS. BA2RETRERELT
PASSTHROUGH K%, MELFRFEXRNER , MN S —LENFEFE.

Flan , BWKXART LESHXEEN , MREHELT PASS THROUGH IR |, WM iZF

BiE, ERIISEREBI T EEEHRKX |, BT LLE Amazon CloudWatch 24l 5 EE
#ZUploadBufferPercentUsedfstr ; BEXEZELE , BSHUER FEEFAX, MBREHNMXBTF L
FERAXZRAZTMAETEERS , UNAIMNXSBEESH LEEPXZEE, FNESEFPXZEERS
B EENENEERIRNERESS , AEBHRRNATA, HBL T EESISRER , MXNE
WYREE P ISREREIRE | X LEHIE £ Amazon S3 , AERBEE4NEEHIE. HMKX4MNETHIEH T
BERERTE Amazon S3 5 , BRSEZERN TR, HETEBREHRE. BFEE , HBLT PASS
THROUGH = BOOTSTRAPPING RAR , B UBEFESHUB P EMMAMEALRE, BXFMNESZ L
FEAXZTZRNEZEER , BSH BEESEMN EEEFXH KD,

MBERM LK BHAEDRTH , ETUNRXN LAEFKRERESR. SXESEL &
B9 NBHRXN LEEH KRR EREEE

Mk , 84T PASS THROUGH RS TERBMBE RN — N ROIR | ZBENE — NS Bl EES
SHMEEAEREE S, MXER—BEBZE -1,

BHEFMXTTERR , BHEREHE API fR7s 2013-06-30 207
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PASS THROUGH RAB/RAIBER RO BN LEEFXPHMEC AN, EHERT , BNIZBERE
#, AREZER , BSR FAENXGFE®HER. BXRXBRANEER | BHSH 7 HEESIRASMELL,

RERITSH TEEFEE TREEIR

MBLAERITSNTEMFISE TREMNEIR | BEMNMLER Microsoft Windows B FiEEIIH
% | MALAMEA Windows CHKDSK SEA T E R IFBMN B M HIEEE LN EMEIR, Windows 1
BB BHIFT S BEEIT CHKDSK T E |, B AL B 1TiE1T.

AR iISCSI BFRARTE Windows M EHIZHI AP E R

WMRIER B iISCSI BFRARE Windows WHEEERRGHEPETR , BFREZREIMIEE T LEE
WX, ARESERE , BEH INARBEFAN LEE P XHEFEFMHE.

EEFERER iISCSI BB

MREEEWRSBH ISCSI BArEH , WAMBRIZEHERAMN BAREMNERAMZE. WRIXH
iy, BULREEREES L.

T RS REAR G R

MREITRIWEBRBRECE , BRELWEREL T PASSTHROUGH IRFS , EM XK L

£ EMX 2 EEITRIN R A 2 BT IEH, EALLfE Amazon CloudWatch 2% & &EF MK
fMUploadBufferPercentUsediEfr , H# NIZIERBIEEIR. BEXEZER , BSRGELESF
XMWEARXH LEZEPXRELHEER.

REEBRIER HI M ENHE

MRBEEFRHIHBENESUEREFRTBEETENS , NN EFEH Storage Gateway 2 #| & BERZ
B, BXEZER , B HERE, REEAEEEFEF RBREOFMH

« X¥F VMware ESXi , B TR BRI & FF & 2 B R FES.
« ¥F Microsoft Hyper-V , &l R X 176

MNAEFISHNEHERNE

MRNNARFIENELERNE  FEEAUTERE
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- MREFEAZR VMware vSphere & Fin , IR EZNBHNEN IP bt R E 5 vSphere & Fimiy
“WE XD~ LE Rz —HTE, &FLTE Storage Gateway 2§l & F F#E BN IFHERiE
DIFAREZENEN IP ik, HEWMS , EEAMNXSEFNES IP utBERT , TeEeRE
IP it A —BUER. MRHIMA—F , BM Storage Gateway ###HAEFEHIRK |, W< F MK
ELW SR, ERGE , FHEEM ISCSI BEAMEERIMIFHMEN IP it NEM XN E LT+ L

# vSphere & Fim & RHY IP bk 48 PTHC,

 30R Host IP EFRBIZEH IP it , MXRLATERIVAS. Sl , SEeIBNBSEEERAN AN
LA EMER SRR MR P EANAMEEE RN IP it XEKE , e HTER. HEBRIEAFZ
BRI EE R , EH IP EFAER2ER IP ik, BEFRX—FE , FERENEHREN
ER BEREREEMCE.

- RESHNARFERAN ISCSI BaiEFRE ERMFRNIFZ#EM iSCSI Bir,. BXREEIFES
NEZER |, FS M Windows & imiEERS,

& LA Amazon CloudWatch #2#| A EB BN EHEH RER. AXNENAEFISNELERN
ESZEE , FEAGEENNARFMMK BN EEE. .

£ % R iy — METFRLA BT T 4R

MRMAPHN—IRSNMEFHUEHIHRE , WZMXLEENELDEERTRERE EMEEED
e, BFRUNTAREREEMX :

- MREFWETEZHRARAATA , FMNRKE B B ERIZH#E
- MREFHEDATUATEMER | BREEMEEIENMK,

® Note
MEBBREFEE , WHEMXIRS EFEIIRERN , HE T 2ABENETES (HEFHET
HEAER Amazon S3 FVBIEE RS ) FHRELATA, W , MREBHNXE=NEFHE ,
SRR T MM REFHE , WTF8NEHFRE/L T AARS. BT NS/LL T A%
R,
MREFERIRNEERENMNEFHE SR FHERRD RN TR , NXANKNEF
WENEKX. EEFHEN Amazon S3 RKEFRXAMKXSBBIEELX. it , BITE
WAE A I B IR B 2R a2
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BIREALL T PENDING IRZSHY B B+ T 750 HA A /)

MRBIREERIF PENDING RASHY B E K T HUAARE , MFMx VM TREEBSER#R , SNERRS A #E
BEEHN PASS THROUGH =t IRRECOVERABLE., MRZM EE—1ER , NRERFREE PENDING
REERBELEITH. WREIXEER , BUERHRRR, AXESELR , 20 HKRGFHES
i ER R

UBEE AVAILABLE RSN , WHBOIRIRER. AXBRTWELR , BSHTRERSNER,
= A A EE TR E A

£ VMware vSphere & At (HA) £ & Li21TMXE |, BABELKREZTIRRERH ., BXxETRRE
HHEZER , FoREES TAKRE,

HFES A A e

MREBRATAERE , M E TEHEREXEXRDVRENESR.

£}
« BITRREA

i =L

BATIRR B A

LHIRTE VMware vSphere HA LiZ21TMXET , FREMXEB @ EE ER Amazon CloudWatch BHEA 4%
BRATETRABEH, XEBHFGEER N AvailabilityMonitor B HERH,

- BA:EF

« B4 : HardReboot

« B4 : HealthCheckFailure

« X : AvailabilityMonitorTest

BH BB

EEHBEIMX VM B, BLWRIEZEA. LRLUER VM EEREFEEZEH S Storage
Gateway #ZHAEMBFIMx VM, SR ER KL BBAERMXREREHZ 3.

B REBLTF PENDING JRZSHY ot (8] T 1 2 it ] API WA 2013-06-30 210
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oy

MRESHBEEMINEERELF T HEN 10 28R , WHBRTEREEN , HAEREMEHE
B, MRERREHEEFHRZN , BREZBEFHIEMBHMX,

@40 : HardReboot

LHMx VM EAEZ K , BLUWE HardReboot BHl, LhEEFTRERRME, BHBERHEMESH
SHBW. XTF VMware M3< , vSphere S TN ARFSENEE AR EH,

B

IR P R TE XM IRE RIZ1ThY |, HH EHealthCheckFailure BHEZEFE , AEEERIAL
VMware WEH B E.,

B4 . HealthCheckFailure

X F VMware vSphere HA EHIMx | HiETIRRREXRMFERERELNE , &
A A EIHealthCheckFailure@Hl, WEHBLENRBRIAERGETRAM (H
AvailabilityMonitorTest BHIER ) . HHIERT , N&H HealthCheckFailure B,

(® Note
WBEHGEA T VMware Mk,

oy

MREHES LKL , B%F AvailabilityMonitorTest BAl , BREZHN VM EMRERERF
R (7. NES ), IREEEHMAER , BHKR X

BA : AvailabilityMonitorTest

¥ F VMware vSphere HA LIk | HEBER T AN ARFEERSN AT | &
£AvailabilityMonitorTestWE&E%l, VMware

=P

AvailabilityNotifications EEfRERTREMXK. LIEREMXERN SR AEHEXHZTR
RBHNE. FA Sum RIHBBAINENXRRTES 7T EASTAMMEXNESG. BEXBHNFAE
B, BB WEBEM CloudWatch BE4A,
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartAvailabilityMonitorTest.html
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BRI R R EXE

AVEEUATER , XEFTHRMEXFEANK, AibidE, RENBEARESENEE. RIEIL
BEITRBARTHBRRNEER , HERBEIXLIER , UB% AWS Storage Gateway H I BB, BHx
ARG EREPTREINELRNENESLES , BSREEMXE -,

=

F
- REXREK  REHE

« BETZENRIR

- BB LN REFHE

BEXE  MEHE

SRRDEE , BENMXRNARIBE T ATIRENKIE, XHHETREEHELA (VM), XA
5, @S EMUERE, MRHIKE , RONBWERRUTHNE 2 F /Y5 A RE SRR

/A Important

Storage Gateway T X FMER N EERRF A ZHNIRBRM Amazon EC2 Amazon RERE
(AMI) IREM X VM, MREHMx VM HIHE | MBCEHRMX , ARREUT R FEN
BIEIRE BZM X,

£}

« NEBHEARAPRE

« NEEMXE VM RS &1 HiE

« NTHMRESRE BRI IR

« NHIBENEFHE RE S HIE
« NERXARFIRE SN

o M1 R B #hE O iR E AR AT 2R
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MEBHEA XA R IRE

WMRIEH VM BAKH |, flnEEEfiE , ENMXLEERAHR. SBIMNEEERES , &
HMX T EEBHEAATHREFEET, THRLMNEEGRXRMNVED TREHEFEN—LEDR

« MRMESHMEERZFE , SBUNHTHRRBERTHE. BRIV EXMZERZNEE , S
58 0 s ) > B B B R B i 2

- WTFEFBHRE , SENMXTHRIBER , ENEBLHEANEESISRS. LIEETTHEREA 1 7
MBEAEERS AWS, BXILRENESZEE , TSR 7 BESRESMER,

« MRENMRREREH BENERHETRBAXATHRARZ , B ARELOBIE. RO
ERENER , FEANATERTENERHNE.

MEBER X VM kS &8 3 iE

WMRERI R BE LA H IR |, W AT BAURE B E4E 5] AWS H 17657 Amazon S3 FHE LR EIE,
NTFEFEMK , BAUMRERBRREHRSE. N TEESMX , EAIUMNENHKIE— Amazon
EBS RREEMEHIE. W THWHFEMX , B LU — MRS N M IRE SRS 23 B R K.

MRENEFEMXEB/AAFERE , BAURAUT TSRS REBRE ERVERIE

1. £ AWS EEEZFIE | RREIKENNX , ERENENSE , AENPEERERE,

2. MBHBEHBENK, HE , MRBESTEEFNIBENX , B EAZMRKRRE B EHR
=

3. ERECIBMRER , HHERIZTEENMNX EWHE,

4. FILFEER ISCSI RELEIEN A1 N AEF RS2 Lo

BXMANRERBIRE BESRENILAES  BSALNEERATEHA |, £52RNERE,
MR AR E S IRE B BRI

MRBENIRASE IRRECOVERABLE |, BB FERA LS,

NTF#ES , EUNERAUATSIRERENLTEZRENSRERHE

1. NEERA TR T RESHHME IR - NS
2. HRpIEFEN , REABTEHIE
3. MIBRIL R MR E BRI AT R ERRRES.
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4. FL A AR E SR BR.

HNFEES , RIBWER E—MREAREEH S,
BAMANEERENSREBREDFANEAES , BSALH LS RENSTERE.
M ISR R & 7 i 2 ik & R TR

MREFHEHIERE  BINEBWVEREEABRRAUTSRIREHIE

« MRVERFFEFHEMNECHENHBIRSEW , WXAMX , EFNFNZHE , REEREIN
Ko

- MREFHASRATEGE  UXARX  EEEFUR  EFHETFHREUNE RIS
HR%,
MEZ IR RE RSN TR

MBENHREZH , BUUER fsck B TREXHRERBHAHRHANEH#TEE. NRAUEE
XHRE , WA BMNZXHRSGE LNEREHRSE TR :

1. RIAEBWEIYL , RS Storage Gateway EEZFHI AR AIEMERRB, HRBRTFEEPH
R BIE AWS,

(® Note
MRENHRGETEEERERBUBERTEKDTK , AR RBENEZ

BXUMARIRERBHERS , BSRALNEFMXLETE , £HFLMELRIE.
£ fsck I TRENHRERBHABRAZHABE.

2.

3. EFEFEHME VM,

4. HENEERFENITHRENE , RE Shift 33 A GRUB Bz K%,

5. NEE I e #HITHRE,

6. EIRAXKIT (E=1T) , AlFK e HITHE.

7. LA TR IR N85 1T : init=/bin/bash, ERZEE DR £ —NETS SN FH AL
8. MIBRA console= 1T , BRI = FSEEMNAEE , SHEAESIREHE.
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9. 2 Return REER,

108 b , FERERWARKET S 3 EWNITEN. ZHITEVEZIIE bash# RRE.

115 A /sbin/fsck -f /dev/sdal , NRRAFAFFETHG S , LEREMNEELHXHR
G, MBEZHSE /dev/sdal BBEREE , MR 1sblk REE / B XHREKIRE HHA
ZBE,

12ENHRERENEETRG , EFBZEHMl, grub REFMENRKE , MXBEENEER
o

1IBEFNREMXETHRBERR , AERIFRBHE,

B AREREFERARGS , STUAEAETRERRIS TR RBIFELIR —IHMK. H
E , BALREZBSNEMAETRRBEE—-IMHS,

MAS ] 177 (8] B9 Bz AR OV ik B SRR 2R

MBEWMARBBEFOETEMRERTBLEFNE , BNEBEREITFABHEEHR LN S —IN
XETE Amazon EC2 £ EFEERN MK, MRETAIGRE S —MNEEEH L |, MEIIE Amazon EC2 3£
Bl EBIEMNx, BERTHSBRERTEENFIREHRTBHMCEKE,

M BT 5 [ B 8E A /O Y B W R R S B dE

1. 1E Amazon EC2 N LRIBH B EFMNENK, BXEZELR , F5H NENXIEBEEELD
Amazon EC2 34,

® Note
Jo3E1E Amazon EC2 24| EIEBE WX 12 %A,

2. BIBFBHIEE EC2MXENERM*, BXESER , B2A IEE®S.
ET Amazon EBS REBOIEMBIMNEEMREN BN L —PMRERRE,
MRBETRR , FRAARR ID,

MREFNRERRES , FEFRE

BEAVENRIR

MRIEAERNROGI N RAGET WX |, BERFHBRUBE~EBEASTLENTA,
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BRTFEN TR

1. MIBREMRR. BXE , BSHABRFEESNRE,

2. BREBITRBSEFRAMX , BNBEFHEBR. EXEZEER , BH5H BIBRMXAB RN R
R

3. MAHEHAMIER Storage Gateway VM, HIRETE Amazon EC2 K| LRI T Mk |, BLLEZ
AT

BB ENITRIFEE

MXHBEREPRBR G —EANERREFREMBRBIER DB LEEAREE. WREERD
BLNITREEE  BINBNUATREZEN XY , N EEER DR HNEFRFHEE. Storage
Gateway ETEENFHUEEBRAERA,

(® Note
MREERPRTE , ZTERABENBERBZE LHKE  WENRAETQRD . XREN
REN B IR R AT EZERY .
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H 1t Storage Gateway &R
AINE AWS AR R REREEMXNE=FHM4. TEMEIR , AR Storage Gateway Bt &l
@

« HEANEEMX VM EA : 7 EENE R X EBEMESEE AP EH.

s FREMXEFEHEAR-THRESMAXE#TRMEXNER , fHIUNBRAEEZFMEE Amazon X
EC2 324 £ # Amazon EBS %,

« FREVWRAVBUEZE S © THRERFEMM o at AT A EME R B EFERERBEENR

- EEISCS| BFER : THMAERENERMNPEITENRSEED (iSCSI ) BRATHBIHER
W (VTL ) 'R

« Direct Connect 5 Storage Gateway —i2{£ A : 7THRUMAERBNXS AWS =2 [H 82T AMEIE
#.

o FREUMFKIRZAY P shak - TEHREBETURIIMRAELDNEN IP it , BEHFMXTFERMZ
ko

« IPv6 XR-THIUTHENER IPv6,

* T ## Storage Gateway #IRF %R IDs- 7 ## #0410 AWS iR 5l Storage Gateway Bl Ry &R &
Ro

- #ric Storage Gateway &R : T RUAIFERATHBERSKRNERITOEHAEHRES TEE,

« {£f Storage Gateway WFTIRAH : T A TIRM Storage Gateway ZheE % =77 T EMiF AT,

« AWS Storage Gateway Fi#l : THESMXHRFHIMED , SEERDPANBENZ ARG, AR
Bl RN

HEMBEEMX VM EH]

AFH P ETN B UM N IER Storage Gateway iIRZFREMEBRERNEN , BEE

VMware, Hyper-V 5 Linux KYM LZ2THA#IRE , LREZHH Amazon EC2 Sk#l Lz 1THR
%o AWS

F

o NEMXKIPEIIA Amazon EC2 41 : T fFan{a] & FA B IAMAEIE Amazon Elastic Compute
Cloud ( Amazon EC2 ) k4| L ZREB M BIES M <,
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- NEMXIEBENLH Amazon EC2 54l . T EEIEA B E R ETFE Amazon Elastic Compute
Cloud ( Amazon EC2 ) E#i| L EpEB MBIES M X<,

« {82 Amazon EC2 K T EBIEIETI- 7 f## an A L E 428 Amazon EC2 MR SEHI LA A IMDS hix
7K 1 (IMDSV1) RERFTA THIEEREBEA IMDS B 2 (IMDSV2) 915 A THIEE R,

« VM Bf[d & Hyper-V & Linux KYM EHEJE[EZ : 7 #E{AEF A4 Hyper-V 5 Linux KVM M
KEDHAETE |, HRHERDSBIMERTE L ( NTP ) BR$EER.

« ¥ VM BB 5 VMware EALET B [E - T {1 E VMware R EENIA EVATE , HEZTERZ
B A A S ENEE N B3 EN R SRR B (NTP) RFZH|ED.

« EEYEEBHXELL VMware-T B I{F Storage Gateway %% VMware N EHFAEE N FEH
MEEMLEBRM/NE T ENRSEZE O (ISCSI) 2 HE5.

« AMXEEMEERR- T BAAEREEMXUAER VMXNET3 (10 GbE) M&&ERi =R , SfEAZ
P& ERLET , AMEA NS IP kiR Mk,

« f¥ VMware vSphere & A ¥ 5 Storage Gateway fi & -7 B3 BB Storage Gateway
FHE VMware vSphere B JAMEREFER , RFEHEIEAREZEH. EUHEERERFRME
LA

RNEMRZBBEIA Amazon EC2 41

AEBIHE T EHARIAIEELE Amazon EC2 =N LR,

& A LATE Amazon Elastic Compute Cloud (Amazon EC2) 324l L ZEFBUIEEMK, AWS Storage
Gateway Amazon R4 (AMI) LA X AMI FER 12,

(@ Note

Storage Gateway #X AMIs HE R HTEXHF AWS, {RAIUBEIEZHE R — AWSET K
IR IR TS,

1. EREBI 5¥ EC2instance , BE LEREMN “FHIEI” 4 Fi%ER Amazon EC2 1R EHLF
Bo. BXBEIE Amazon EC2 EZHIMEET |, ESRAEE Amazon EC2 EHIRIEEEM K,

2. & “BzhEH” , £ Amazon EC2 &l & H3#FF AWS Storage Gateway AMI &4 H B E L HAb
RE , GRS, MEEEMEBFMH.

3. WmEF , BELUE Storage Gateway #HI A PEFFEHBRINEE , FAMRIAEEREIE Amazon
EC2 3£4l,
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FEAERINRERIZEM Amazon EC2 2l EBF U T BRIAME :

 SEfZER - m5.xlarge
- MBZRE

« XF VPC , REBEHAFIZEIT EC2 EHI8y VPCo
- NTFFW , EEEEHEFE3 EC2 KB FM,

® Note

RAEE VPC EEERHATHET B DB LS
FETHSIRA,

- BISTEAB IP-EBUE

Etli# EC2 2 HH 5 EC2 KpHIXREk, REHER/UT AKEAMN :

® Note

EMXBERE , BFETFmO 80, ARERMEXMAZKA, ke , RgBELL
VPC iy E fthim O K 175 R &8 EC2 K46,

IPv4 bR &SR , VPC FRF 2 HI

i}

Reg@EIEMRNTE— VPC R EHNR TR MK LR iISCSI Br. MRFTEM VPC

Z A EHLIAE iISCSI BFr , N EHFENNZ AN,
BO L Rt REEZ A , FERSME Amazon EC2 RHFMAEERE
Il AFMERHERETSELA ID,

WO ISV

80 TCP

3260 TCP
- BEEM

NHRE
7

BT BE
B9 HTTP
5 R AR R

iISCSI

,IERRZE §

FERKXEBBERIN Amazon EC2 E#
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AR E
REBW
Size
B
IOPS

28 1F B
BR

2z

EHE

AMI B&

80 GiB

gp3

3000

X

7|

125

B2EF
'/dev/sdb'
165 GiB

gp3

3000

fim

7|

125

&E3EF
'/dev/sdc'
150 GiB

gp3

3000

fim

7|

125

NEMKEBE B E XK Amazon EC2 3L

&) LATE Amazon Elastic Compute Cloud (Amazon EC2) 34l - EEBFBUEEM <, AWS Storage
Gateway Amazon R (AMI) S X AMI FE 124

(® Note

Storage Gateway X AMIs A H LT AWS, IRAIUEFAHER— N AWSKE R

UEAYIR LS.

BMKX AMIs AN THEANE. AMI BFHFHINNRES 2EEEMRAN KRB ME.
aws-storage-gateway-CLASSIC-2.9.0

B2 Amazon EC2 EHIKRIEEHM K

1. FFIAER Storage Gateway 2 #| A RIZEFHIMK, BxiiA

, EERREBN K, HEHAF

AIETNER D AT | £ Amazon EC2 ERENF A , ARKRBUTTREBINFIEELNESMXH
Amazon EC2 =4,

HEMXEPE B E LK Amazon EC2 L4

API fR7s 2013-06-30 220


https://docs.aws.amazon.com/storagegateway/latest/vgw/create-volume-gateway.html#set-up-gateway-volume

AWS Storage Gateway BRXAFERE

® Note
Amazon EC2 EHFBNXFHEESL., FRBMXTREIFEE EC2 R4l L,

2. &R “BhRH” , £ Amazon EC2 #5#l& F3TFF AWS Storage Gateway AMI 11y , A LAEE
FEEHMIRE,

£ A Quicklaunch KBz EBEIAIRER Amazon EC2 324, &% Amazon EC2 Quicklaunch 2t
AW EZEER | i53H . Amazon EC2 B Quicklaunch BLE M.

3. TEB#F , N Amazon EC2 KHl A —NE. EHIHBEHE , BUERLER , &£
Amazon EC2 &I & 85I R 1 H £ KRB R SE 6,

4. EXGIRBDOMEFIRBIRD  AENKFEEEHEE, FHRESTNFEREEREERS
BEXEFEHMR, BINEBVEE LEFER mS.xlarge £HIKE  ©EENAEEETAAENREESH
ER, BXEZEE , 555 X Amazon EC2 SEHIZER M ESR,

WMRFE , BULERHFEEXFN KN, BXESER , 25 (Amazon EC2 AF i
) PRVFEEBIAR D,

@ Note
Utk | 43512 i3 EC2, A NVMe SSD #if, X WREAELRBIIHZLEMN
RETSHEINEE ; fln , BAELSEREFPHNHIE. K12 CachePercentDirty
Amazon CloudWatch %5 , REEZSHR ARSI BIREILRSE0, ETHEEXMKKGE
ERNEZEER , 25 CloudWatch X#H#Y Storage Gateway IEFRM4EE,

5. EEZEHAXN(BF) BoONBAXNEN -LFEF  ERFEATREEZIZFNZHAN, WEXE ,
BRI AN, BXEZER , H5H (EAT Linux 3=4I# Amazon Elastic Compute
Cloud AF#ERE) FHBIEZHAX,

6. EMRKIZEIRD  REMEEMNREHEIRREREXATEER :
a. XF VPC-ZE , FERFEEEHEFEZ Amazon EC2 LfIH) VPC, HX Amazon VPC HE
Z{E 8 , {55 (Amazon Virtual Private Cloud A #88) F# Amazon VPC B T/ERE,
b. (®&)XNFFN , FEEFEREHDZF3 Amazon EC2 EHIHFM,
c. NTFEHIZTELE P, EFEEM.

7. HEBhAEE (ZR24E) FHoP  EFETRENRE. NRERR , TUERENER Amazon
EC2 LAl ML 2AMNBMANBHNER , LA UERENARNELLAPHF XERN,

HEMXEPE B E LK Amazon EC2 L4 API fR4s 2013-06-30 221


https://docs.aws.amazon.com/storagegateway/latest/vgw/ec2-quicklaunch-settings.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-resize.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/awssg-metricscollected.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/get-set-up-for-amazon-ec2.html#create-a-key-pair
https://docs.aws.amazon.com/vpc/latest/userguide/how-it-works.html

AWS Storage Gateway BRXAFERE

8. HEAUBRLAMNFHDH , AP AERURITHZE AT EEXRFN® O, BXEMXE
WMAOMESER , BZRKOER, BXRMPBHAEANNEZEERE , B5H (EAT Linux E4
#9 Amazon Elastic Compute Cloud FiF 18R R Z =AM,

® Note

B X EREMXBUERIE I AW RERN —RME HTTP HRIFTF TCP w0 80, BMUESE |
&R AR A It vw O o
WA | BAMITIF TCP 3w A 3260 F &ETH A iSCSl,

9. EESMEZMEFHBoHP , REMEENRE , XDEMNHITER,
10. EREFMEED , BERMMFS , FEERNIIRNKKH,

/A Important

BRTMEENREN , BEXNELHFIMN—NEBEED N 165 GiB B9 Amazon EBS BE
NEEEE , HEDBRM—NPBEZELH 150 GiB B Amazon EBS &R LEEHKX,
RTEEMNEE  BRINENUSESZ/ EBS BENEEFEE , 1M BED R 150 GiB,

M. EEREFAEESRD A REMEEMNRE , PERNHITER.
12. BB, FREEENIRE S BN FT Amazon EC2 <L,

13. EWIAEWNFHSFIATRINES , HSMZE Amazon EC2 B4 AhMEFINE , ARRBEHERE
WFEHl, BREFIRB[ERHNEEEZTEFTEEZRBEERELE , HBERRSRESEZHNEETREE
%R,

14. MIFAEETNEFIEFREHRG, N SERE" o EHLHE IPvatbit | R/FIRE Storage
Gateway ZEH|EFREMXTE , #ERELZHNBEM X,

& LAMEF Storage Gateway 24| & 5 &1 AWS Systems Manager S EZ#ERBER TEHEMK
B AMI ID,

EWE AMIID , BHRITRATE— R4

- FFR{EA Storage Gateway #ZH| AR IZREFHHIMK, BXIHA , BSRAREEN K, HEBHATE
RTE B, 1£3F Amazon EC2 fER EWF A |, RERIFBIIEHILLTE Amazon EC2 #2518 R ITFH
AWS Storage Gateway AMI &4,

HEMXEPE B E LK Amazon EC2 L4 API fR4s 2013-06-30 222


https://docs.aws.amazon.com/storagegateway/latest/vgw/Requirements.html#requirements-network
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules.html
https://docs.aws.amazon.com/storagegateway/latest/vgw/create-volume-gateway.html#set-up-gateway-volume

AWS Storage Gateway BRXAFERE

ERBEEMS EC2 X AMI HE , BZRES , BA BE URL REEIE AWS FrEXE AMI
IDo

- &if) Systems Manager 277k, ERILLEA AWS CLI 5 Storage Gateway APl EIRFEM X
RIFHEM XD R LA /aws/service/storagegateway/ami/CACHED/latest THY Systems
Manager A58, /aws/service/storagegateway/ami/STORED/latestflfn , EAUT
CLI fsHiREl AWS XiF &35 EH 251 AMI B 1D,

aws --region us-east-2 ssm get-parameter --name /aws/service/storagegateway/ami/
STORED/latest

Z CLI s T RREALULTREN A H

{
"Parameter": {
"Type": "String",
"LastModifiedDate": 1561054105.083,
"Version": 4,
"ARN": "arn:aws:ssm:us-east-2::parameter/aws/service/storagegateway/ami/
STORED/latest",
"Name": "/aws/service/storagegateway/ami/STORED/latest",
"Value": "ami-123c45dd67d891000"
}
}

& Amazon EC2 £l o #E 110

S TBIERS (IMDS ) 23561 ERAH , ATRMEX Amazon EC2 Kl tHIEMN Z 25 R, ATLUFESE
Bl E N ZEZ A IMDS BRZA 1 (IMDSv1) ERFIAE THIEE REE A IMDS MR 2 (IMDSv2) HI4%
ATHEER. IMDSv2 FAEBASENERAFERH T /LATATZiEE IMDS iR, BXER
IMDSV2 , 52 % Amazon Elastic Compute Cloud i FF 18R B SE Bl o B IR IR S hRAS 2 9 TR R E

RAIEBWIEE Storage Gateway WFFE T S EC2 KHIEFEE imdsv2, IMDSv2 BRiIAERT
FIEFH BN MXEHIERLEN, MRENINEXHMEENES IMDSV1 THIBER , TSH
Amazon Elastic Compute Cloud FAF$85 IMDSV2HR I ESR R |, 7 i i a4 &9 SE 41 7T iz % 1
DERER IMDSV2, MALERFEEEZ %A,

&tk Amazon EC2 S5l st #iE L 1 API fR7s 2013-06-30 223


https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/instance-metadata-v2-how-it-works.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/configuring-IMDS-existing-instances.html#modify-require-IMDSv2

AWS Storage Gateway BRXAFERE

£ VM B[ & Hyper-V 3 Linux KVM #1678 @2

Xt FERBE LMK VMware ESXi , REE N ERREF I8 EHFELY B RLS B EVHE
BRrtERE, BXEZELR , H58 & VM iEE VMware £AEFEE L, X F1E Microsoft
Hyper-V & Linux KVM EEEBHMK , BMNBUUEERA TEAN AN IEREHRLEE LA E,

B RN 52 e W ok BE AN RS B 8] M HL B 25 B 4R R ( NTP ) ARSS 88
1. BFRIMXHAEEE
« BXEXE Microsoft Hyper-V Kb 2 HI AN EZFER , S EA Microsoft Hyper-V i [ H
KAMIEF A

. BEBREET Linux WENERAL (KVM ) (8RS A0 ESES | BSEER Linux
KVM 158 S R st b 4 o

2. 1f Storage Gateway BiEXRERB L , W AHNNBFLERRENBEEE,
3. EXRENEEERXREREL  MAHNNERFULEREFTNEL RENHE.,

AR IR A E RYRERE , FFEE NTP RES[IREWRTEHITHER , REURRNEN
REFANEEZBENBESR,

4. WMRNEAZRAT 60 , FHA y REREME S NTP HEARLS. BN , FRWA no

EEEL A ReEE — Lt E,

5 VM Btal 5 VMware E418tEE S

EERPHENX  EXTAR VM BHSENSARS , #EEANHRBER, £RTF , £
SEN VM HESENNARS. A , SEREINNE , MREE , LAREINNE SN
REH B SRAN BB (NTP) BSBRS,

/A Important
ERBERMX , REERZ VM B E M EHLETE,

WFEF VM B8 5 E AL B [E] 25

1. BEZK VM BtiE,

& VM Bf[E & Hyper-V 3 Linux KVM E et B [E 5 API [ 7 2013-06-30 224
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a. 7T vSphere HFinH , ENAEFENEZMIERT , AREGNx VM A FREIT I ELL
PEVIRER 2 | REIERRBIRE

“Virtual Machine Properties” 33 iE#E$T FF o
b. &EF “EI &I+ , RFNETS|RPIEEF “VMware TE”,
c. EPELDHBEMENEEANSRTE s PFHEENEZHERBELIED , AEEREE,

VM BEESEN#HITES.
2. BEEFEHNESE,

FEE , BRERET ERNENNE, HREHKEEZHAE , T TITRBETREHF
HE NTP BRSS2RES

a. 1& VMware vSphere EFimH , M EARH % vSphere W TR , REIEFHEIED
+o
b. EHHAERPERNERE , ARERREHEEE.

“Time Configuration”X} iF1E & 7Ro
c. TEBHHEMETET , ®E vSphere ALY B HAFIATE,
d. FEHEENBzFENEIS NTP RERED.
i ENEEREXNEESR , EFIEW , AFENTP #RBFHFRERF (ntpd ) ETXHEES | &
BREMERPH NTP RE,
i. & Add BURINFET NTP ARS 28

iii. #E Add NTP Server JiEAESH , A NTP BRS52RRY IP it £ REFME , RiFik#E
OK,

A LA pool.ntp.org A{EEA.
iv. £ NTP #HBRFHER (ntpd ) BTN FER , EREENERFHER.,
v. ERFS®HHT , ERBIHRBIIRS
FEE , MREHEEIUL NTP RFR[SELHFME — NTP RFHRSE , WEEER
AR%5 = REAE A # AR S5 27 o
e. 1% OK LAXH] NTP Daemon (ntpd) Options 33 i&4E.
f.  i%&# OK LAX [ Time Configuration XJiE4E.
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EEH LEEFELL VMware

LA 3ANB M Storage Gateway %% VMware W EHNFAEEBENFERAEELMCEBRMN/NRITE
MRGEOMY (ISCSI) BFIgs. ¥EHL iISCSI HEESHEFMHIEHES  TUSHEEHERS
MCPU FAERK, XERFBDRESSMEFEINE. UXTAREE iSCSI #FIZFAT , Storage
Gateway BRI S EVIRERKE AR |, AIEMEH AR50 87N 2 E L8 = B RS,

® Note
BEETRLIR , TeeBREMKES S P i E X LR e H IR R R EE,

F VMware EHF A EE N M FELEHIR

1. % VMware vSphere /i , ENAEFEAEMNSMER R AR A TMXELIALR B IR
I RER R, RARERREIRE

2. EEPNBEEXNEES  REBHIETF,
3. EWHEIIFL | %4F SCSI #2518 0, AREFREWRRE,

4. £ “FEok SCSI #=4IZg2K A MFAEH |, % P VMware aravirtual SCSI #4882 R | RFiER ‘B
E URELRE.

79 P 5% B (B ) 4% S i 2=

ERINER T , Storage Gateway BB N FEH E1000 MK EHE 2K | BETTLUAHMREHMEE N FH
VMXNET3 (10 GbE) M4&:EEL8S. i& A BUfF Storage Gateway EiiE N AEB BT 2 IP ik RG],
Nt BTLEAXREN RS NEERE.

e}

- FRXEERNEH VMXNET3 FEER S

- AZIMMKEEMX NICs

FRKXEENEH VMXNET3 W& EE 23S

Storage Gateway £ & & VMware ESXi X#F E1000 M EHEL 252K HE , X #F Microsoft Hyper-
VEMNEEREF I, B2, RE VMware ESXi BB EERF 215 VMXNET3 (10 GbE) W%
EEEERR, MRENMXIEEE VMware ESXi BRIV EREF L, MR EFREE N EA
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LRGN EBAEREM KGR,

/A Important

B
5%

(VMXNET3 10 GbE) B2 K, ARXLERRFNESZE]

, 558 Broadcom (VMware) 3k

ERTIER VMXNETS , B FE P HRERGRE LR “HME Linux 647,

LT REMKREENER VMXNETIEE SRATRE LR

1. BERERIARY E1000 5EBLER,
2. #h0 VMXNET3 i&fi 25

3. EFBTIEHIMKR,

4. AMEEEEBR.

THREXNAHRTEN TSRO FAEE.

BERERIA E1000 EE S H M X B RN FEH1Z VMXNET3 & 25

1. &EF VMware , FIFAMXBN ETX (ARET ) XKE , AGEREBRE.

2. EEDWEMEQOS , EEREHFETF,

3. ¥TF Hardware , 4% Network adapter, &EE , BRI Y |, HFHEE N E1000, &

5 A SRS Btk VMXNETS3 EELES,

4. 1%$F E1000 MEERER , REIEE Remove, EARHIH |, E1000 M4 EE 2R M & ERRR 1o

® Note

REFEU LR EMXPIZIT E1000 1 VMXNET3 MEEBSE , BERITTFEBUVOX M ,

RAAX TS S HMERB,

B ISRAT R MBS =S,
%% Ethernet Adapter , A/F%E#E Next,

® N o o

B HmE,
9. 7 VMware VSphere & imH , XAZRHIMRK,

EMERA mSH |, HEERIFFEIEE VMXNET3 , RAF®RET -5,
EEUNEYE mSah | £ “EBEEER HohRiE “YaE

fiigs” 2REN VMXNET3 , AfFiE

F KRB B M KBRS
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10. 1€ VMware VSphere EFimH , EF B BHIMX,

EMXEHBE , ENEENFMNAYEERRUBARREIL Internet M 455E#
H R E B E R

1. % VSphere EFigH , REH AERTFUB A ZHE, EXRARERESF , FARKUNERE
IERRMRH A IRE A, BXRMMAEARANTIERRNES , BTEEEAMNTIEE FA 2
L

2. HERTHLEAHNNRFRIEEMEEE.,

3. HERTMAL , MAMNNBFERERELIMEEN DHCP , RAREGTRTRIFLHA y (RF'R”)
LU B AR SRR E N A S ENEE NN (DHCP), FIE A AERRIFIRE N A DHCP,

WMRMXBEBOE , NMATMM Storage Gateway EEBZRFH AFEXAHEFT B, ERNXEFB
f& , %N Internet MEERE, BXRUNMANENEZEZNER , BSRINE MK E Internet BYE
.

NZANMKREIEMK NICs

MRFGMRBEERNEASNMEEESR (NICs) , WA LBESA P a5 RIMK, BAEHEEUATHE
BT HATICIRAE

- RAREMENELE - SNEERBANRTN , BURFEFAREHEMNINELE,

- NABRFXSD - EURFEEXTNABRFEARIMKBENE N, Hl, ERIBLER LB 74N A
RF A RN MXEXLH—MEEEB R,

- MERE - BHNARFHRIREFEEN ISCS| Bk ERIXLBEFNEFIRFREE —MNRUN
Fep , ZMETETRXE AWSHITBEN ML,

HHRBNSEGRAOF , F— P EEREENNKXEZBENEHE AWS ( BIBIARX ) o BRT XA
Bl BHRFS4ASTEFNERE ISCS| BN BRB[UTRE—NFMNEP, BN , ATEEEES
MEBEBRE. WREGEEERA TS Z2EEMNE &R L AWS , NiZ B #RKY iISCSI REM AWS
RERRER —EBER.

L E —NEBLERE R Storage Gateway ##l& , RERMNE - NEBZFAT , Storage Gateway &
B NEHREBNEAE - NEERBENELERDB, BXNAEBEZERENEA  BSRAUATE

i
o

79 Mk B B 4% & i 2R API fR7s 2013-06-30 228


https://docs.aws.amazon.com/storagegateway/latest/vgw/manage-on-premises-common.html#LocalConsole-login-common
https://docs.aws.amazon.com/storagegateway/latest/vgw/manage-on-premises-common.html#LocalConsole-login-common
https://docs.aws.amazon.com/storagegateway/latest/vgw/manage-on-premises-common.html#MaintenanceTestGatewayConnectivity-common
https://docs.aws.amazon.com/storagegateway/latest/vgw/manage-on-premises-common.html#MaintenanceTestGatewayConnectivity-common

AWS Storage Gateway BRXAFERE

« £—A VMware ESXi FH LB Z MM &K &R SR
« 7£ Microsoft Hyper-V 4l L& Z /W EERLES

£—A VMware ESXi £l LB B Z /MK EB 85

LUTEEREZEHNX VM ELEX T —1MNMEEE RS , HER T iaE EERINER S
VMwareESXi.

FMXELE N TE VMware ESXi 4 A EH M & BB ES

1.
2.

KM,
£ VMware vSphere &P i |, IEFEHMKEL A,

VM TE IS 12 AT 8RBT B IR

EEFmT , TAMX VM LT (AREE ) X8, A5 Edit Settings (RERE).

FEREDIE X EERN BRI+ L &R MKRMRE,

% Add Hardware (7 INEH) @SR MM L& E B 2T o

a. 7E Device Type (X% EH) B+ , %£4F Ethernet Adapter (LA MEELET) SURIEELET
RIFIEFE Next (T—2),

b. EMBARBERP K BRAXBEERFINEE  AREERT—F,
BN IERF VMXNET3 M4EER 2 5 Storage Gateway BL& . BXEBIRFIRP AIEE
HIMER SRR BN EZFEL , TS HESXi #l vCenter Server XA K M EIEFEFHKE,

c. 7E Ready to Complete (E/EZRIFZR) Bi&H , EFEE , RBEEF Finish (EHX).

EE VM B ZEIRTF , REER P it EZINEFLE. B IP HiutE N ERETUA
KGFIMKXH2ER IP thk, HINEZA IP ik ESXZMRFIH,

® Note
ERFERERN VM HEEERIF ATEEEDITRIE,

£ Storage Gateway #H| & , FTFMx,

£ Storage Gateway #ZHI AN SMEKR , EFENx , AFERETHPRIMERI[IHIMR, B
A Details (F4HER.) I F<HFIH TE =/ IP #hit,
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AR Hyper-V ¥l KVM EHERLN A EZHSESHER , FSH VMware £ ERHLAIZE & £
1TES

£ Microsoft Hyper-V E# LBt & % /N M L& iE B 25

TISREBEEHMX VM EEXL T — MG EE S , HFESFRIME_NERSE, EBRERNMA
A Microsoft Hyper-V AR INEE 5.

£ < BB i Microsoft Hyper-V EHHH 2 — W& EE 25

—

£ Storage Gateway #H| & , KHAMX,

£ Microsoft Hyper-V Manager # , ME £\ E R P EFEMN X VM,

WRMX VM ERXxH , BHREE VM BMUITHF L TXEE |, AREEXH.
AEELEMX VM BMUITHF LTS |, ARERRE.
FEREMEEPVEMGT | EFNMEH,

FREXFEANAFINEHERD , EFNEERER , AREEFINRFNKRE
BLEMSERL S , AFIERE Apply (RA) AR ARE.

FREXFEENESHT , BAFTHNEERRFSAMBEFIRP , RAEEEBEE,
£ 8 Storage Gateway & FF 5 M%<,

. 1E Storage Gateway #ZH AN SMERAP , EFEMX , AFEFEEAHFPFMNTEERI[HIMR, B
INFAERETRHHE TE= IP i,

© © N o g &> b

RN
o

AR Hyper-V ¥l KVM EHERW A EZEHSESHER , FSH VMware £ ERHLAIZRE & £
1TES

¥ VMware vSphere & 7] At 5 Storage Gateway i & {5 F

Storage Gateway VMware #&33 —40 5 VMware vSphere & ] At (HA) £ERX K N AR FRE TR
ERMETAM. VMware K5 ZETRIPER TEABRZEYS. EERFIMNEHENEIE, ©
REB TR IERM4EIR | flINEEENAXHRZERETTA,

vSphere HA W ITERERNELDNRHFAEN EILER —NMEFPUII AR, EEFHOENEZ
Flisie  MRHIHE  HEFN LNEDNESERAZNLERSY. BE  XARESRERE
MASEXREIE, BX vSphere HA NEZER |, BSRXFH vSphere HA Y T/ERE, VMware
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(@ Note
EFE NS ENELNHAEREN LEHREL ISCSI EZRMENNBIERRTEZEE | 4
MENBRERGNRRAE., WEEE, WEEEMN SAN/storage BRI, 79 & ABRE i
DRBEBEYIAE |, XM Optimizing Gateway Performance FEERE E 1,
Ef¥ Storage Gateway 5 VMware HA BB &/ , BATBIUEHITUTIRE -

« {1 VMware &R — A EH LEE T E Storage Gateway E#ELHLH ESX .ova AT T
Ly CE S

. EHE .ova BFEHN , ER—NTEENABHBETE. MEEHA —NTHBEENME
FHHENHRIEFE. NREEENEIHAHIIERE  MENRETHE , NEEFH
Hah ENARETEZ TR ZBER , HETRELER I EEBE S —&E V.

- BB REFERERBEESEMESE BIRNTERE , FERHNENRERZENDN
iSCSI®E., EHEHBENHD , WX VM EREXEBRETNHENT B , FERR
JLMEEI LS #AetEl, Windows F Linux & Fis I iSCSI #ET B TSR BEHE®E
BEMENNE, BXBENX Windows EFIHHNEBEIRENESEER , H5H HENLEN
Windows iSCSI 2B, BXBENX Linux EFIHNEBENRENESEE , B2H BEENLEN
Linux iSCSI & &,

- MABREL  IRER ova BEFEMBIHE | FERGEREXHFMETIER— B E,
FECU I UERMBBIFHEFHENE,

LR EBA B UAIE VMware HA SEEEF Z8# Storage Gateway :

£}

- BEHER vSphere VMware & f] FI5E 8

- M Storage Gateway #Z#l& T# .ova B

- FEMX

- (A% ) NEH VMs EHEMARMBRIETR
o MLEH VMware 50 At EE
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BMXAFERE

BLE

B, MREREROIE VMware 8 |

&1 vSphere VMware & 7] A& &

X R BIE vSphere HA 8, VMware

BTk, &N VMware SEEFELE £/ Storage Gateway.

i B &K VMware S8

1.

MBLIEER F VMs BTEME  WTEEEEINEUNR
FTEMTIRME, BEARBXLENELEL i
i,

g

BB -—NER, BXUAEIE VMware £FHNEER |

ESH

£ VMware vSphere B “mIESEFIRE” RH L , BRNEDNNEZAEFERZEE 7TELE

2, Atk FABMNEIUREL TE :

o EHWFEER - EFEF VMs

- EHRERHIEL : XFAHER VMs

- Datastore with PDL (B4 PDL H#iEZ4¥) : Disabled (EZ )

- Datastore with APD (E4 APD HI##E1Z4#) : Disabled (EZH)

+ VM Monitoring (VM ¥#£) : VM and Application Monitoring (VM F1 5 F 2 5 ¥ #2)
BYFREUTERBASENHRBE

- WEHER - ZERZE , MRARE VM RUES , IFEFHE3 VM.

- REEEZETHRE - VM FREZE VM TENRNESZE , SRESNME.
« BMNVMNBRAEEXRY - EBFEBAEENBRANER VM NERKXE

- RAREERBNNER - ITE81 VM NEXREERBHNITE,

MRETAEERENE , FEANUTRAIRE :

« Failure interval (& fE) : 30 &

* Minimum uptime (REEFZ1THIHE) : 120 ¥

« Maximum per-VM resets (B VM WERARKEBXRE) : 3
* Maximum resets time window (R<EEBR ) : 1 et

EXLME, M ova ZBFE VM 28T,
FS0 (k) NER VMs LR EM AR INEB S%

1£ Storage Gateway FfEF VMware & %
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M Storage Gateway #2#|& T % .ova BR&

TEGER T EMXH .ova B&

£ Storage Gateway #ZHAMIREMXTAE L , EBENRAKBENENEE , REEREFHE
IR BEEER T ova , MIEEBN KX HFTR,

EIEJZES

EOREBWERD ¥ ova MEBBIERNEINZ—.
EREM K .ova BR&

1. N .ova REFEFIEHINENZ—

2. BEABHANRFLEENBEEHNERTNMEENTH, £ VMware AR #MIIREHIRE
Storage Gateway .ova X#FEY |, XERIE MR EELY SCSI BiE ., HEEM 2—FERX ,
FEHERT , Mx VM FERAENRERSRILZEF ARRERME VM BB RS,

WEF VM BB R ¥ E LAy iR Hes

1. 7 VMware vSphere 2P s , FTHAMX VMW ETX ( A2 E ) ¥y  AEEREER
Eo

2. 1 Virtual Machine Properties X1 iEH#EH , 1%£3% Hardware &3+ , BHi%#F SCSI controller 0 ,
RIFI1EE Change Typeo

3. 7 “E ok SCSI #ZHIZRRE" MFEH |, i£F “VMware ¥ E#L SCSI #2HIZ/EE" | RFiEF

(Wi ) JEEEE VMs LRV E AL AR I EE AT

MRENER L VMs ERESTEMELDY , WARFELZINEN VM REERE. BXUH , FF5
59 VMware vSphere # 4 X5 HY B E L RN ELIAL,

NEE VMs LR EAtb AN INE ZiET

1. 7E£ VMware vSphere i “BWE” RE L , AR EMNEFHLITHERTE , AREREE,
2. 1%&#% Configuration (BL&) £+ , AREIEF VM Overrides (VM B &),
3. ARMFH VM BRIETREREFME.
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BMXAFERE

A vSphere HA - VM & T EMETHRELL TE -

- VM K12 ERAESE - VM NN ARG

- VM EBRRHE  ERABE - VM NN AREFEE

- VM BEX

- WEHRE: 30 %

- REIEFEIZITRE : 120 %

« Maximum per-VM resets (B4 VM WERRKEBEXE) : 5
- RAREENR: 1/MEA

RE M >k

HEEBERTMKXE ova g , BUEMX, BXEIMMRREHNFE LA,
& MR

« BFREUATEZEBRSTREE

a. FEHNEMKIERET AWS
b. REBFEHBEEMX
c. BEBMX

iR BH VMware & 7] B4R &
BoERMXE , AR EHNEE.,

MR RE VMware HA Bt &

1. 7Ehttps://console.aws.amazon.com/storagegateway/ZX F$TFF Storage Gateway &l &

2. ESMBERKL , & Gateways , REEFRENH VMware HA BIR %,
3. EBE P, EE BRI VMware HA”
4., TEHIH VI VMware S TAMEE” EH |, &F “BE"

o
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® Note
MiH VMware HA EEESEFHEHMX VM H T EMXiERE. ZNATEZE/ L0
TRETT Ao

RN AT |, N E A R BiFEAE B EIFHFE R Verified (ERIE) R
5. %R Exit (1BE) .

&\ LA1E Amazon CloudWatch BEEF K EIF X VMware HA EHMNER. BXEZER , HSRME
A BEHIREL Volume Gateway i21TH% HE, CloudWatch

{52 FH B M < 17 IR

AT HRHNEBNBUOAATUERSEEMXEZREEUENFTEXBKNER TR, XTFHFMEZIN
INWELNUEEFENFANYERESRR , LA%M VMware vSphere ESXi, Microsoft Hyper-V

HETF Linux ARMELA (KVM ) BEEEN A BREENFELR., XEBRENEEE AWS =H
ML S EC2 LM< BEEIERE|M X Amazon EC2 £4|# Amazon EBS %,

F
o WM< R - T B UIREEMM XM VMware vSphere, ESXi Microsoft Hyper-V = Linux i

BEDHL (KVM) ERMLENF & EBREERZELM , fINEYEEE DN REN,

« 1£ Amazon EC2 W% E & Amazon EBS % : T A A] LA s 4> 2 BLHY Amazon EBS &1
BE  XLEHE Amazon EC2 EH| ERENN KN EESESHXREEEZR , Hlun , YRNAERFE
it 55K B8 & B (6] HE R T 18 N =R 2 A

M FR 8 BRT 2

RERINFEBVUENRN A BRIEEWE , BETESFENMKHBIRES | fln , HEELEHERN
R &R,

MFEETHM K FBERIE VMware ESXi

B MER AT ZRM VMware BRI EERF L EENMX P BREE.
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BRoiisa LA P XEE (VMware ESXi)

1. 7 vSphere EFixH , I L TX (ARET) X8 , EEMX VM NEH , RRFER Edit
Settings.

2. EEDWBEMNEENEAERFLE , BRI EN LEEAXZEANEE  RAEEEBIR,

BIAELDAE N EEFNEMRE T RESZHIE THEMEE, XF M BBEARBEREBIEH
ﬁo

3. 7 Removal Options EIMRHIEFE —MET , AFER OK LR BREENTE,
MFIEE T Microsoft Hyper-V £ KW < &S BREL &

FALTIRE , LA LUMFEETF Microsoft Hyper-V BIEREF LM WX P BREE,
BN EEREHRX D ENKE#A (Microsoft Hyper-V)

1. 7E Microsoft Hyper-V Manager # , T L TX (G8%T) X% , EEMNX VM BB, REiE
% Settings,

2. HRENFEENBEAHIIRS , EREBRNEE K RABEEBR.

WINEIM < W E S REEHSIRM SCSI 21855 E TH. ¥iA Controller (#28)  Location
(LE) BEEZHicZWEMER, XEMUTHBHHABREBONEE,

£ Microsoft Hyper-V Manager # & R#J 58— SCSI Controller 22§ 0.
3. %#F OK ARAEX,

MIEE T Linux KYM LRI < FBERELE

ERHEMNET Linux AEZHNELL (KVM) EEEF LRENMNXSE , AUEAXRLTUTHTH

virsh s,
$ virsh detach-disk domain_name /device/path

BXREE KM BMENESHHMEE , HSH Linux RIThRAI X,
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£ Amazon EC2 W% L& Amazon EBS %

ERAEMXEE 7 L Amazon EC2 EHIFERZE1TR , 5 E T Amazon EBS BXRAE LEZHKX
NEGER. ATRABRFERABERNBERET , Rt T2 BEFAH Amazon EBS &KL E| it B
MY, i& A] & M BREA BT 20 BLRY Amazon EBS Bk 4 B 2 B 7. BX Amazon EBS WEZEE.
%2 5 (Amazon EC2 FIFF#55) ## Amazon Elastic Block Store ( Amazon EBS ) o

HEAMXFIMESFE 2 , ERENMREMNRNEARFFERBRE LEEPXANEFFHEB KRN,
Al BEABERZLEN LEEPXH DM NBEZESBENEFFEB KD,

AZEN LEEFXNBFEENRAEEFERHA. TSSO MATEHRERN Amazon EBS %
BR , IXEEREN LEZEPXNEFFHTZANSNEFTXEFHET, EXEZER , HSH
AWS Storage Gateway Bt &l

il Amazon EBS % 3 M <l B %5

1. €% Amazon EBS &, AXiifA , FZH (Amazon EC2 AFiEmM) FHAIESIER Amazon
EBS %,

2. f¥ Amazon EBS &£ ZI&H Amazon EC2 324, AXi%EA , 2 (Amazon EC2 A I8
)Y BHE Amazon EBS &iEE FIS2 41,

3. AN Amazon EBS BELEN LABHX K EFFME. BXUE , HSHEE Storage
Gateway Y7 ib g% o

AR, TRKRIN ELEEP RS ENFREATEENFHE

MiER Amazon EBS %

/A Warning
XESBRMGER T2 BN LEEPXZRN Amazon EBS 8 , TERT2EANEFNS,

1. BEEBXAMXEUN—FTHNBOGERE , <MK,

2. ¥ Amazon EBS &5 Amazon EC2 E4|5E, Bxiif , 5SR (Amazon EC2 AF#Em) &
#93% Amazon EBS & 5324498,

3. MIER Amazon EBS &, Xk , 535 (Amazon EC2 A 1E®) FHIMIER Amazon EBS
%o

4. BEZBXHAMKELUIN—FTRNABNGERE , BaIFX,
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AWS Storage Gateway BRXAFERE
IR EX M > /Y S0E 25 4R

EREWMXHEERES , mRMRELN (VM) XE Web #F3R, VM REIZEBEZHANEED , B
SEZHAYEN ActivateGateway API RENS Iz —1%&iE , ATEEMXNEE. AXELZEE | B
%7 Storage Gateway APl 3#& ActivateGateway$ 9,

(@ Note
MRARER , MXBUERAFE 30 2R TH,

BEMX VM X BB EREBBCEAEN AWS Xif, WA EEOCIRERN URL BEMHR
activationkey WEHAFRESH, LERAFHFRSHERENEEERR., LEAFHFEARIAOT
Fi’R : http://gateway_ip_address/?activationRegion=activation_region. WEHY
2R EBUE X E M40,

URL % 2#E vpcEndpoint , BNMER VPC i S BERZM M XK VPC %A 1D,

(® Note

Storage Gateway B4HiZ &, EEWIBGERF EC2 T S REBR&K (AMI) EFEEE TR
@ AT PR ML ERATER HTTP RS . FEREFBWUEMX ERREMHEMRS.

T

* Linux (curl

* Linux (bash/zsh)

« #4%k Windows PowerShell
- FERAFBEEA

Linux (curl)

AR RAIE & E R anaERA Linux (curl) SREUBUEZ4A,

(® Note
BREETNERERNENRXNRIFE. TEZNENTAT :
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« gateway_ip_address-#ZHIM < IPv4 it | 4ia0 172.31.29.201

« gateway_type-BEHERMKIKE | HIZNSTOREDCACHED, VTL, FILE_S3,
HFILE_FSX_SMB,

« region_code-ZBEBEMRIXNXE, BEZH (AWS —fSEEmME) PHXEIRLS, WMRK
EESH , RERENEHBERIEERMXGFEE , NiZGHSHERIAR us-east-1
zﬁo

« vpc_endpoint-flan | YRR E VPC LinT K& Mvpce-050T90485F28f21d0-
iep@e8vq.storagegateway.us-west-2.vpce.amazonaws.Ccom,

PR AR R

curl "http://gateway_ip_address/?activationRegion=region_code&no_redirect"

I Ui R
EREMk G SABCERSR |, BRITUTERE

IPv4

curl "http://gateway_ip_address/?
activationRegion&endpointType=DUALSTACK&ipVersion=ipv4&no_redirect"

IPv6

curl "http://gateway_ip_address/?
activationRegion&endpointType=DUALSTACK&ipVersion=ipv6&no_redirect"

FIPS i =
EIRW FIPS i REVEUEESR , WHITU TR -

IPv4

curl "http://gateway_ip_address/?
activationRegion&endpointType=FIPS_DUALSTACK&ipVersion=ipv4&no_redirect"
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IPv6

curl "http://gateway_ip_address/?
activationRegion&endpointType=FIPS_DUALSTACK&ipVersion=ipv6&no_redirect"

VPC im =
EIRE VPC i SRMVBUEES |, BT TR/E

curl "http://gateway_ip_address/?
activationRegion=region_code&vpcEndpoint=vpc_endpoint&no_redirect"

Linux (bash/zsh)

AR R B R a2 A Linux (bash/zsh) 3REX HTTP BRI, 447 HTTP #r3k AR IREUBCE Z 4R

function get-activation-key() {
local ip_address=$1
local activation_region=$2

if [[ -z "$ip_address" || -z "$activation_region" || -z "$gateway_type" 11; then
echo "Usage: get-activation-key ip_address activation_region gateway_type"
return 1

fi

if redirect_url=$(curl -f -s -S -w '%{redirect_url}' "http://$ip_address/?
activationRegion=$activation_region&gatewayType=$gateway_type"); then

activation_key_param=$(echo "$redirect_url" | grep -oE 'activationKey=[A-Z0-9-]+")
echo "$activation_key_param" | cut -f2 -d=

else
return 1

fi

%L Windows PowerShell

LT REIEERET T A4 A Microsoft Windows PowerShell 3REX HTTP Mg R, f#4T HTTP $r3L FZK
BUBUE R4

function Get-ActivationKey {
[CmdletBinding()]
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Param(
[parameter(Mandatory=$true)][string]$IpAddress,
[parameter(Mandatory=$true)][string]$ActivationRegion,
[parameter(Mandatory=$true)][string]$GatewayType
)
PROCESS {
$request = Invoke-WebRequest -UseBasicParsing -Uri "http://$IpAddress/?
activationRegion=$ActivationRegion&gatewayType=$GatewayType" -MaximumRedirection @ -
ErrorAction SilentlyContinue
if ($request) {
$activationKeyParam = $request.Headers.Location | Select-String -Pattern
"activationKey=([A-Z0-9-]+)"
$activationKeyParam.Matches.Value.Split("=")[1]
}
}
}

ARG A

BAR 745115 BA tna] 58 A A b 2 56l & £ B R B RBUE B4R
EFT D% Linux 2 (AL2) BIF%

B LARTE N FCIE RAn IR R FIPS inR. AL2

® Note
FIPS s HIELIZB AWS XA H, BXEZELR , BSHERESI DM FIPS KigTi =,

MZ IR &I B IRER AL2E T 188 WX B BUE 2 4R

DNEERSHEZENEUIES A,

M AWS ZRBBE-BLE” X2 H0 , EEREREEERNA.

1%3% Storage Gateway ¥E 7 M 5< RHIIET,

BMALEBUEMXH AWS X,

WNFMEFRE | EEWA 1AH vV 2PC

WFim[RRE , FRA ‘i R 2 “BRIPESLERA (FIPS),

o a bk~ wDh =

ET L5 Linux 2023 (AL2023) BYM <

A iR 4 & API fR4s 2013-06-30 241
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XFETF AL2 023 FX , ATRIRTRATH

- FRERS (IPv4 NXE)

« FIPS #% R ( IPv4 XX )

- MikiHR (X% IPv4 7 1Pv6 )

« XXk FIPS im= ( %5 IPv4 1) IPv6

BEXEZER , F2H mREKE,

M 12 H) B IRER AL2E T 023 BRI 5% B BUE 2 4R

1. BFIEWEHE, MREREMN Windows I EHEREFEMILIE EC2 554 , FUEERSH
B

M AWS RZHUE-BLE" EXEP0 , EFREBEER,

1%£$# Storage Gateway 17 < R 5L I,

A EBUEMXA AWS XiF,

NFMERD | @A 1R R 2 “VPC RHTR

XFRFHL[LE , BRAFIPS? |, WMAYEUS A FIPS INERJE FIPS it

NTmRQKRE | F1HIRER Q2P IR K[ A

S L S

© AT, FEEF P RASIEH: A, BA for IPv4 H 1f2or, IPV6

% # iISCSI BahEF

EEBRXE |, BN ERAENRN Internet NEITEYLRS#END (ISCSI) BTSSR E LT E (VTL)
®E. XNTFEMK ,iSCSI B¥rE. N TRHMK , BFA VIL &%, ERLIEN—ID , 85
HITUTES  EEFXEBFR. BEX ISCSIZE. M Red Hat Linux &P imi#t 1TiEE AR & &R 1
EF 5 MR (CHAP),

FB;

« M Windows & FimiE E 24&

o FFBEED Linux BEF iR

- HEMISCSI&E

- 7 iSCSI| B#rEl & CHAP &% KiE
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iISCSI fRE R —METERMMMY (IP) EFEMERE , ZnERTEINERET IPNEFRERES
B BRERE, BUTHIRE N T AREIR iISCSI EEMME R A M —ERIE,

iSCSI| B fF

iSCSI MEMEFEFiRA . BEFR iSCSI BFrAEER, AERGREHFKREZHE
F. Storage Gateway X XFHHBEF-

iISCSI B#r
iSCSI MK RS eREH |, BB H R REBHREFWNER. BNEEER—ISCSI BT,
A iISCSI BFREE— iSCSI BEEF-

Microsoft iISCSI| BZh &5
Microsoft Windows 1T EHl LW HHARERF |, itEBTLLREFHITEN ( ETEFEFEBUEEA
PRI R FARFRITEN ) EEBE T iSCSI HAEBRES ( BIRK ) o EAEHHUARMEE

BRI ILERE, 0%k iISCSI B3188 B Windows Server 2022 Ei&iY Storage Gateway 3 173
if. BEIENEERERSETF,

Red Hat iSCSI Bz 2 F

iscsi-initiator-utils ®RERTZEEE (RPM) BFEREEM T EER T Red Hat Linux B9%k
HHhTHERY iISCSI B3R, ZI2EEA T iISCSI MM RS SEFHHE.

BB RE AT LUERES] iISCSI 8% , MBALLEE X LEERE | MR,
M Windows & FimiE# 2|5

BMRFHEN WX OZNBHED ISCSI BT, BXEZFER , FEMA BEEEIEF, K,

@ Note
EEERIEEN , EHNXLNEERET LEEPX, RXENMIEE LEZFX | BL
BB RASF2E TR UPLOAD BUFFER NOT CONFIGURED, EREF#BREHR MK
BELEEFX , FERINIEEFNAN LEETXHEFFRE. BEEEFEREPHIMX
BELEAZEFX , FZRANMXEETNN LEEFXHEFFE.

TB®E Storage Gateway ZHH AR FRHETRT iSCSI Btr. BEXREZER , SR EMXMWIT/E
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Your Data Center

. R S—
IT L.

Client
€—iSCSH

=)

Volume Snapshots
Storage

<>
Cache Upload

Application
Server
Storage  Buffer
. Hypervisor 8—)
Host /

Son
-A \olume Snapshots
Storage
Users
Storage Area Network, K /
Network Attached,
or Direct Attached Storage

O] LAM Windows = Red Hat Linux Z2FImiERERE, SUUAE—FFmEREE CHAP,

B M A ERIEEN BT ENEBESR ISCSI BARRT , BFEIM
ign.1997-05.com.amazon:, Hl , WREEE myvolume WEHRBH , BALAKEEIEN
iSCSI B#rFh 2 ign.1997-05.com.amazon:myvolume, &< N{AIE &R R ATEFLMETE iSCSI
LT ZRENELEL , BSH M Windows FFImEZES,

B #r S0
M Windows EZ IR A, & #% Microsoft Windows & F~ i
M Red Hat Linux iEZ 2| BN 5, #E3£%| Red Hat Enterprise Linux & i

A Windows #1 Red Hat Linux Bt & CHAP & 7 iSCSI B#rElE CHAP 53 iE
IF,

 Windows & imE #2765

1. 7E£ Windows BEFHITENMNARIELE L  ERREFMNXHEPHA iscsicpl.exe , FKEF|
iSCSI BziERF , RBETE.
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® Note
MMEREFHITEN LN EE R NIRRT 8EIZ1T iSCSI BaiERF.

2. WRHIER , WEE Yes LUF 3 Microsoft iSCSI BEIEEF RS

3. £ iSCSI Initiator Properties (iISCSI X 2i=/F&E 1) X FEH , % Discovery (KH) T+ , A
J5i%$& Discover Portal (XZI71F),

4, FEEIBRIIFPIEESF |, 72 IP #ib s DNS ZFAF A iSCSI BFRrHY IP otk , REEREE,
EIREM By IP tbit | i5&EF Storage Gateway £ #1 A WM RETTF, WREE Amazon EC2
L) EEBE T M3 , M AT BATE Amazon EC2 %I & IRIE < R EI/NF IP = DNS H#isik,

W&, RYEH~ EWERFIRPLETR P ik,

/A Warning

X FEEBTF Amazon EC2 26l EHIMX , FXFBE LA Internet EERIFHZMXx, T
SEH Amazon EC2 SSfI#YSE M IP itbit4E ) B $ritsiit,

5 MFHHBEIRITFEZEIMX ENE#HSER
a. EEBFIEWF,
FERIPERRBERS. ETNENRBMNZELZELR 1 P AEEEBEENBNME
@,
b. #EEIZBH , AFiEE Connect,

MREAREABRER , BTRESKR 1 PATAABRER. EEEI BT EES | &
BRERMMEEABRIIR , RAEERHEE,

c. HEBRETFH , BRECASHENCER (RTEEREBN ) , ARREHEE.

EIETLUA Windows M8 RN IZFES , SMEFHESDEREFHRE, ETUER Windows
HWEEET BMITIHERE,

M Windows & P imiE#E1% API fR7s 2013-06-30 245



AWS Storage Gateway BRXAFERE

® Note

REN T ARG HIEMSE , BRI RZIBUGEESFRAENARFNBEEN iSCSI igE
B E X IERE Windows iSCSI & & iR,

FAEER Linux B iH

£ Red Hat Enterprise Linux (RHEL) B} , Rifff iscsi-initiator-utils RPM B F3EZEIN
X iSCSI B4R ( B VTL &E ) »

FF Linux B imiE#EE] iSCSI B4R
1. MRMARELBHWEFF K ERSE iscsi-initiator-utils RPM BFE , BZEEF .
FAIUEATEHN GRS RLEZS.
sudo yum install iscsi-initiator-utils
2. WRISCSI FH#HBEEZETT,
a. FATUTGTZ—RIEISCS|I FHHERBIEEET,
NF RHEL8 = 9, BEAU TGS,
sudo service iscsid status
b. IR status S KIRE running RZS , MEAR TGS —BIFTHERF.
NFRHEL8 9, EFEANTHS. BBREFEEEXBFZiscsidiRSF
sudo service iscsid start
3. EXRUAMXEMMEBENRR VILIEZEHK , BEAUTEAAGTR.

sudo /sbin/iscsiadm --mode discovery --type sendtargets --portal [GATEWAY_IP]:3260

AMXH IP it R BB Ea S TH[GATEWAY_IP]Z &, #&TLUE Storage Gateway ##|A £
NEH iISCS| BAFEEBMPHRIIM X IP,

R TR A BTRCMT RO EHAR.
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FNFEMX : [GATEWAY_IP]:3260, 1 ign.1997-05.com.amazon:myvolume
FFREFM X : iqn.1997-05.com.amazon: [GATEWAY_IP]-tapedrive-01

51 iSCSI BREB M (IQN) ELEFRTR , BABNALHN IQN EFR. BirEHM2L80ES
FHEEM B M. £ Storage Gateway 12 #| & LEFERENER , hAILFE iSCSI BiREEBHEEK
R 3% E bk B FR B #Fo

4. EEEDN BN, BEAUTHS.

BEE , BFEER connect M T HISEEBM[GATEWAY_IP]HI IQN,

/A Warning

X FE 2T Amazon EC2 =4 EFAINX | AXFETLE Internet EZERIFRIIZMK. T
& Amazon EC2 SIS M IP stbut/E)y B Fribiit,

sudo /sbin/iscsiadm --mode node --targetname
ign.1997-05.com.amazon: [ISCSI_TARGET_NAME] --portal [GATEWAY_IP]:3260,1 --login

5. EWANEEMMAIEFR (B3ERF) , BEANRTHT,

1s -1 /dev/disk/by-path

a9 B fan Hi 40 S TEL R AR AR

lrwxrwxrwx. 1 root root 9 Apr 16 19:31 ip-[GATEWAY_IP]:3260Q-iscsi-
ign.1997-05.com.amazon:myvolume-lun-0 -> ../../sda

BREBIRFGE , RINBIBWEIRE ENEMN Linux iISCSIEERNENARBEN iISCSI &
B,

BHEX iSCSIRE
RNBABWEERBEHRFE , BEN SCS| BB L BRI BRI

i 8 A T 5 S MABFRAY iISCS| BAHE , A MRS M AR EER K E NS ARAELR %
o EL A B RO AL IR AE
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® Note
BRCEMR , BRZEE— ﬁlx;iﬂﬂi%ﬂ’]%ﬁm]zlio BXRHMEZ D RIANE SR EREM
RETRHEREM Bt FEM0E |, FS 7 Microsoft TechNet FEF Y EM R FEH0E

£

- BENEH Windows iSCSI & &

- BENEH LinuxiSCSIi&E

- ABEMXBEEN Linux B BNIRE

B E &8 Windows iSCSI i &

£/ Windows & At , A Microsoft iSCSI B BFEEIEBHNXE, BXRUNMEEIESNIE
B | B RNAEEEIEF ik,

WE B E XIERR Windows iSCSI & &
1. REERIANEKE,.

a. RBaEMKREES (Regedit.exe)o
b. SMENEREFINE /M —FRAF (GUID) Z4H , HHPEE iSCSI Z4IRRE , TR

/A Warning
R E6E A B £ CurrentControlSet F# M A 2 H =44 | 5140 00 ControlSet1 =}

/Ch

ControlSet00 2,

HKEY_Local_Machine\SYSTEM\CurrentControlSet\Control\Class\{4D36E97B-E325-11CE-
BFC1-08002BE10318}

c. IEIBERISCSI| BoIEstNFH4 , MW FAR. [<Instance Number]

BRBMARTRR | 1M 0000,
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HKEY_Local_Machine\SYSTEM\CurrentControlSet\Control\Class\{4D36E97B-E325-11CE-
BFC1-08002BE10318}\[<Instance Number]

BEFETEN L ZEHNAR , Microsoft iISCSI BEIEFAIRET 2 FI 0000, 7 LUETKIEFAF
& DriverDesc 2/ EHE Microsoft iSCSI Initiator EFRWFIER T EWM FI,

d. EERISCSIEE , BikEF Parameters (38) ¥,
e. FFF MaxRequestHoldTimeDWORD (32 {1 ) B L TX ( GR%E T ) X2 , %EF g,
REFZEELN. 600

MaxRequestHoldTimelg EEBH L EEHZ 81 , Microsoft iISCSI 3 3188 M & B Z <8 8] }
ERARTH®B S Device RemovaliZfER R 600 BHIRIFATE,

2. BEEHUTSE , JUESHE iSCSI BESBFEENRARIEE -
* FirstBurstLengthZHIERZLBERNBEABBRPIUMERNFZABREE, FHEIREN 262144
o Windows BRERSWERIAE , UREE N K,

« MaxBurstLength3k {8l F FirstBurstLength , B Bi&E T £ 15 R8I B A F 5l & 7] LUE 5 B9 B K EUE
B, FIHEIRERN 1048576 = Windows BERSEHBINE , LRSS EHE R,

« MaxRecvDataSegmentLength#Z &l 5 £ MM EIEE T (PDU) KERHJABBEER AN, HitE
RIEN 262144 T Windows RERSEMEINE , UREE N,

(@ Note

TRNZFBRETTEATRER iISCSI REBRTRKBRFENR. EHINIIREXL
SHNETRREHREMNR , BSRZ ORI,

3. WAWEENE, TR
a. MREMKRBNEMEmRIES (Regedit.exe) , BFHEBD,
b. SME “BRE” FUARH “Bi&” FI CurrentControlSet , #1 R R,
HKEY_Local_Machine\SYSTEM\CurrentControlSet\Services\Disk

c. #I7F TimeOutValueDWORD ( 321y ) EMV LT ( GRET ) X8, &F "B, AEFHZ
HEXH. 600
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TimeOutValue§E iSCS| BaiSREZ HBEMA HEMBILEERIRERXEZH , FESH
RN Z D8, ZERR 600 HHETEE,

4. EWRFEENELEN , BFEHBIRER,

EMRZE , XTERFFH T NERHTHAEEARENEG R, EXHMN , BEER IR
SR B AL
B E &8 Linux iSCSI R E

AMKRRERHEFGE , BATENENEBEN ISCSI REUMLLEZHEFMNE RN, BEEAXT
EFREY ISCSI EBRHE , LA RENARFNEERKE RN E ARER WS HBaSFE
B EEBEN

(® Note
WO AEES Linux WEMA G SRBEBERE. LT REAET Red Hat Linuxe

WEBE AR Linux iISCSI i&E
1. REEREAN SRR E,
a. FIFF /etc/iscsi/iscsid.conf X# , REHRILLTET,

node.session.timeo.replacement_timeout = [replacement_timeout_value]
node.conn[@].timeo.noop_out_interval = [noop_out_interval_value]
node.conn[@].timeo.noop_out_timeout = [noop_out_timeout_value]

b. Y¥iZ[replacement_timeout_value]{EHiRE 600,
$FiZ[noop_out_interval_value]{EIREN60,
iZ [noop_out_timeout_value]EHIZEH 600,

X=FENEMEIAY.
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® Note

MHRIERIMMKX ZBIH 1T iscsid.conf RiE, MBEXIMMXM/BEZEFZENBFF ,
NaERAUATHEESNENBIBESRBIERZIN, RAEUUEHFAMHEZFRK , NEHIR
B4 W,

iscsiadm -m discoverydb -t sendtargets -p [GATEWAY_IP]:3260 -o delete

2. RETVESMNNPEENRABIEE.
a. ¥TF /etc/iscsi/iscsid.conf X4 , ARHRIUTEIT,

node.session.iscsi.FirstBurstLength = [replacement_first_burst_length_value]
node.session.iscsi.MaxBurstLength = [replacement_max_burst_length_value]
node.conn[@].iscsi.MaxRecvDataSegmentLength

= [replacement_segment_length_value]

b. TMNBWERLTE , URIEEMEE, ENFORGTUERATENERTRL , BiES
B3 % 0 B 3UAS T R AE R

FfiZ[replacement_first_burst_length_value]{EiZEN2621445, Linux IRIERSE
HERIAE , LRSS E N,

fiZ[replacement_max_burst_length_value]{Ei& BN 1048576 Linux RIERLEH
HiAE , UREENHE,

ffiZ[replacement_segment_length_value]fBEIRIEN2621445 Linux IRIERSHIERIA
B, UREENE,

® Note

TENZDHRMATERTER iISCSI RE#H TR HZERR, BERINDMARE
XESHWETREHREMNR , TSRZI ORI,

3. ERRGUBFRNEENEEN.

EMRZE , BERBH TNSHTHMEEARENER. At | SEEHNS 3 2o B
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NEMKRBE X Linux Bi& B IRE

BMXAFERE

MREFERNREMX , MERT £E—Th#ERRY iISCSIRES , B LLBE T Linux BEBHR
o

HENX Linux BEBIH&E
1. EFNSTH I8 K BRE,

a. WMREFERT RHEL 5 BaI#EF , B3I FF /etc/udev/rules.d/50-udev.rules X443
BEHRLLTIT,

ACTION=="add", SUBSYSTEM=="scsi" , SYSFS{type}=="0|7|14", \
RUN+="/bin/sh -c 'echo [timeout] > /sys$$DEVPATH/timeout"'"

AN #HH4E RHEL 6 5 RHEL 7 B3iEF A FE , R ESAERULTAMGIZRE,

ACTION=="add", SUBSYSTEMS=="scsi" , ATTRS{model}=="Storage Gateway",
RUN+="/bin/sh -c 'echo [timeout] > /sys$$DEVPATH/timeout'"

E1E RHEL 6 ESGERME , BEANUT ST , REFMNLERKET.

sudo vim /etc/udev/rules.d/50-udev.rules

ZE& RHEL 7 FECGERHE , BEAU TS , ARRMNLEEAMRHRBIT.
sudo su -c "echo 600 > /sys/block/[device name]/device/timeout"
b. FiZ[timeoutJERE 600,

ZIERT 600 HHVERE.
2. ERRGUARIMEENEEN.

EMBZE , BERBH TNSHTHMEEARENEGR. EXHY , FEERNHRF#S.
3. BALERANTHSNHAEE

udevadm test [PATH_TO_ISCSI_DEVICE]

WHSERTNAZT ISCSIE&H udev MM,
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71 iSCS| B#rELE CHAP &350t

Storage Gateway X &£ A RAIEF 5 HRIEMY (CHAP) EMXF iISCSI BaifEF 2 R#EHTH KR
if, CHAP Bid EHRIE iSCSI B RRFNEHREERHRSBFHRM VIL &% BRI ERMP &
EITE

(@ Note
CHAP ELE R ARy , {BRBAMEEHTIEER,

EiRE CHAP , 417t Storage Gateway 1## &l & M A TEEBFW iISCSI B EF RPN HH#ITE
B, Storage Gateway £FMJ5 CHAP , BlEziiEFX B TE 0 RIE , BN BaIREFHITEH

I,
N BFRREXX @ CHAP

1. 7 Storage Gateway ###l& LEE CHAP , 30 3y Storage Gateway 2% & 4 HArf & CHAP
AR
2. EEFmBEHEFHREF , 5T CHAP BE :

« EE Windows &% LB EMN @ CHAP , 2 # £ Windows & Fim EBLE X @ CHAP,

« E7 Red Hat Linux /i BB [ CHAP |, i§5E FEE Red Hat Linux & i £ il B XX
[ CHAP,

71 Storage Gateway %l & L#%E B ARELE CHAP

EASRS , BEEMNARNERTRENMNEARENLEZH, MM BHEARERSRPEE
ERmEHERF.

1. 1f Storage Gateway B HI AW S BEHKP |, EEFESE,
2. XIF Actions (#4E) , #%&$% Configure CHAP Authentication (Eti& CHAP & {331iF),
3. TEELE CHAP B RIINEEFRMERNER.

a. NFTEHEFEN, FRA ISCSI BIEFHNEMN. LLEME Amazon iSCSI RESB R
(IQN) , BIE L ign.1997-05.com.amazon: , FIRBEFEE#H. RmOIWOT :

iqn.1997-05.com.amazon:your-volume-name
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A LAMEA iISCS| B BFRGRIIBHREFEM. il , XF Windows B , ZEMHNH
iSCSI @z F# Configuration (BL&) &I~ LWE. BXEZEL , 5 £ Windows
P EBLEXNX @ CHAP, o

® Note

MEFUBIBRFENR , BUA%EEA CHAP |, £ iSCSI BaIBEFRGTERBHE
FEM , REERFHBHBIE CHAP,

b. NTRATXEHEFHTHORIENER , WAERNER,

HAREZANKERIN 121MNFEF , BEH 16 N2/, LERLEESR , BaiERF (B
Windows & /i) 4 AE XA EHHS S 525 BIRE CHAP 1,

c. NTRTXNEHRRITEHGRIENZRN (@ CHAP ) |, BAERNEH,
HAREZANKERIN 121MNFEH , BEN 16 M FH. BERLAAERET S E5IER
HIEFH CHAP H,

® Note
RARKIE B &N EBAMATETRARRIESHEFHIAEER.

d. &EERF.
4. %1% Details &I+ H#IA iISCSI CHAP authentication & true,

£ Windows & i £ B E X @ CHAP,

ERSES  BEAEESEPHNEERE CHAP FTAME — A Microsoft ISCSI BaEFPEE
CHAP,

1. MR ISCSI BERBFE KRB , IHHE Windows BEFIRITENMNFHREE L | EBET, #A
iscsicpl.exe , AFEREBWEREZTZERF.

2. ABRHEF (B Windows & F i) Bt EX @ CHAP ElE :

a. EERBEERT,
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® Note
Initiator Name X F 2N B BFMN LR ZH—1., SIHE THEMIEE Storage
Gateway #Z#| A KB E CHAP B AR IEXS iE4HE H 6 A E.
I E & PR B MUE RSB A&,

b. 1&#H CHAP,
c. 71 iSCSIEzEFME CHAP BAXEES , f AN E CHAP Z4HE.

ELUXNFES  WMABIIEF (Windows B iw) AKX B4R (FFiES) #ITHORIENLEER
e ZARABAATERERABARSEF. KBRASHEERE CHAP 50K IEX EERN A
T EHF#ITEORIENZESR (@ CHAP ) ERHMANZRAHARE. BEXEZEE , E5H
7 iSCS| B#rEiE CHAP S RIE,

d. MREMANBRLT 2 PZHFHET 16 MNFH , WLERBIHREF CHAP ZHRHEIRITE
o

BEBE  AREHRAZN.
3. FERABIEFNBRARTEE , THNE CHAP BE,

a. EFEBRETF,

b. MRLUFNEETERN CHAP BLEM B 5 , NIET LR Z B #rHi1%E# Disconnect KT FFiZ B
FRo

c. ZFEEN CHAP EEM B , REIEF Connect,
d. £ Connect to Target X1iF4#EA , % Advanced.
e. TE“Advanced Settings"X1iFHEH , EliE CHAP,

i. IEERBUE CHAP &%,

i. WMARLEBIEFAENEZER, LEASHEERE CHAP SORIENEENATNERE
FHRITEOHRIENZAEPRMANZAMEER, BXESREL , F5H J iSCS| BHREE
CHAP B33,

iii. & “Perform mutual authentication”,
iv. ENAER, HiEE OK,
f.  1E Connect to Target M iFEF , %E# OK,
4. MEBRENREEZHEBILIR , N BFRFETR Connected (BE#E) R
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WZETE Red Hat Linux & Fiw L E XX @ CHAP

FEHERED |, BEATE Storage Gateway 2 HI &P R EEE CHAP FTAKE— 437 Linux iSCSI B
iEFFEE CHAP,

1. WRISCSI FHHEBERETHALRDEEIBR,. MREMRERXARMES , FSHEES
Red Hat Enterprise Linux & F ¥

2. WFFHBREES NEEE CHAP W EHFNEAIREERE.

a. EERENRENHAREHAIENWEE , EEAUATHSIHRENEE.
sudo /sbin/iscsiadm --mode node
b. MEBE#REF,

AR a5 M Amazon iSCSI FREB# (IQN) FEXKIE F myvolume B B FRMTFFiEE, &RE
MERBREHXBHFEHH IQN,

sudo /sbin/iscsiadm --mode node --logout GATEWAY_IP:3260,1
ign.1997-05.com.amazon:myvolume

c. BERBINEE.

THHNGSBER myvolume BiRWEE,

sudo /sbin/iscsiadm --mode node --op delete --targetname
ign.1997-05.com.amazon:myvolume

3. Ym% iSCSI B i&EX#FKREE CHAP,
a. FRMBEFHERF (NEEEEANEFIR) HEM.

LTSN /etc/iscsi/initiatorname.iscsi FREVKEBEF B Fho

sudo cat /etc/iscsi/initiatorname.iscsi

ZHTHRAHARRUTUATRR

InitiatorName=ign.1994-05.com.redhat:8e89b27b5b8
b. 3¥TF /etc/iscsi/iscsid.conf X4,
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c. BUBXHHLUTEITHER , HAusername, passwordusername_in,
Mpassword_in¥gEIEHMIE,

node.session.auth.authmethod = CHAP
node.session.auth.username = username
node.session.auth.password = password
node.session.auth.username_in = username_in
node.session.auth.password_in = password_in

BAREEENENER , BZR T

BERE ]

username

BEKIEFH E—FHPRINEHIEFBEM. ZEMN ign FFk,
f5l#0 | iqn.1994-05.com.redhat:8e89b27b5b8 R—1F

MusernamefB.
password ATERIERF (BREEFERANEF K SSBERNBIEFHT
SHRRITNFEZR,

username_in

B#BH IQN, ZEMN ign FFk , LBHREBHER. f
# , iqn.1997-05.com.amazon:myvolume R—17F
WMusername_in B,

password_in

ATHEBER (8) ERIEFBENNBEFRTEHRIENLER
o

d REEEXHIOENR , AFXMAZXHEF.
4. RIUHZBFF B, Ak, FRBIEEEET Red Hat Enterprise Linux 2 i BV 2 R 1T R 1E,

Direct Connect & Storage Gateway — 2 &£

Direct Connect & #9 P 38 P 45 45 32 B\ & # Web Services =, &3 Direct Connect & Storage
Gateway BL& A , ZAUGERESFHLETEARTRNERE , NMELRBR A AWSZ B Z1H#
TRBMEERE,
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Storage Gateway fEA A Bk R, Direct Connect BIE#EE , BRI MUGIB— MO HEREZED , LA
TR ER B F Storage Gateway i Ko ZAHELZEONSET BN NEREDRH Internet FRFIRM
. Storage Gateway BRFHI A H & uwT7 R Al LA 5 1% Direct Connect (Y B F R —4 AWS X1 , th A
DAL FRER AWS XiF,

TEE R T % Direct Connect £ Storage Gateway B9 R~%l,
M 4& 2R ¥9 8 7R Storage Gateway /A AWS EFEZEEZETI =R,

DTERBELDCIEEFEZITHMNX,

Direct Connect 5 Storage Gateway Bt &

1. EENAE#EIEH O Storage Gateway Liwm T K2 EBIEHE L AWS Direct Connect iE#. B
RIMAIBIREENEZELR , S H (Direct Connect AF#ER) HH Direct Connect Al 7,

2. fHIEKIZSH Storage Gateway i% % iE$#%ZE Direct Connect B H S,

3. BB HERED , ASHENEERNARERMAER, BIE£A Direct Connect , th 47
B2 VPC LixT < HAProxy, BXEZEE , i55H (Direct Connect AAF$8E) H#Y I ERE
O,

BXxWiFE4HE B Direct Connect , 521t 4 2 Direct Connect ? 7 {Direct Connect B ¥gmE) .,

RENARIRZRY IP ik

FEBRENNHIBEMR VM 5 , ERIEZEHBEMR. At , FREAMK VM B IP ik, &RIEL
MR R A #3226 B IRE IP ik AT AR R EI A iR &) & F Wi & TWE R ERIREN IP ik,

FFAMEBBEMN > |, BT UNEERZFIRE IP sk, XNF Amazon EC2 M3k |, &H ] LM
Amazon EC2 EE 1 53RE Amazon EC2 SEfIHY IP ik, E T #FIMAIZREUNRH IP itk , S
UTHBEZ—:

« VMware £ A : ARG EIMXAIZES & VMware ESXi

« HyperV 4l : £/ Microsoft Hyper-V i [&] B < A b 32 % &

« ETF Linux ABBERHL (KVM) EH : £/ Linux KVM 7 [[] R < AR i 32 5l &

« EC2 =4l : M\ Amazon EC2 EH13REX IP #biit

KB IP it fE , B2 T E. REIREE Storage Gateway 24| A HEEE AP BAZ IP i,
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M Amazon EC2 E=#1IKEX IP #hit

ERWMATHEMAH Amazon EC2 SEHIHY IP it | iHBFE EC2 LI AthiR4l S, REMEE
A RETNERIREN IP #hit, BXxiZA , BHSREFE Amazon EC2 MR AR H &,

&t Al BAM Amazon EC2 EE2H AIREL IP ik, HATBWEARAE P it #HITEHUE. BERILAE
IP it , EEAERF 1, MRLERFEREME IP it | BSEERF 2.

BF1: E£RRE IP ihibEERIRX

1. 3TFLTF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ###l &,
2. ESMBERF , &E Instances (5RH) , AFEERATEEM <K EC2 K6,

3. EFEIEEEY Description () kI + , ABFIET LA IP sk, BOJLAER L IP ik E#EEEIM
X. IREIF Storage Gateway 12 & A HEAZ IP Hbit,

MRIEEFEAEM P u#ITHE |, IERAUTRER.
BF 2 ERAEME IP it EERIM X

1. 3TFLTF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ### &,
2. ESMBERT , &E Instances (5R) , AFEERA TEEM <K EC2 326,

3. ERIKEEY Description (#iR) T+ , AFIET Elastic IP (1% IP) B, BAILAERLLEM IP i
HHEEBIM X, JREZ| Storage Gateway #2414 FH B MM P #bit,

4. BUERRZE , RENREUERIRK  REEZRDEMRFH VIL devices (VTL iR%) M+,
5. IREUEHMIPRAE VTL REHE .
6. WNTEMEF, BITUTwSUERE BT,

iscsiadm -m node -o new -T [$TARGET_NAME] -p [$Elastic_IP]:3260
7. JWFBNER, BITUTHSUESR,

iscsiadm -m node -p [$ELASTIC_IP]:3260 --login

PRI B EC2 SLAIRVEE IP hibEEE,
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IPv6 3%

IPv6 IX7E 3.x WESMANMRIRF LRESTF, MIIRFMA 1.x M 2.x TEEHE 3.x, B&4IUT
BHERMRIRZRA 1.x 3 2.x T BEIRTE IPv6 XHF

FEUTIHER IR, IPV6EXEZER , TR ImRRE,

storagegateway.region.api.aws: 443
activation-storagegateway.region.api.aws:443
controlplane-storagegateway.region.api.aws:443
proxy-storagegateway.region.api.aws:443
dataplane-storagegateway.region.api.aws:443

T & Storage Gateway FRF'ZIR IDs

£ Storage Gateway # , TERFERMK , MEMBFRREIIE . &, BRI, iSCSI BFRM vtl %
Fo. XEMNFHR , RIFECNEMKXE , BNMAFTEFE,

XERFENFRRER S 2 REKRME— Amazon FIRE (ARNs) , M TTRATR.

HIRKE ARN =

M< ARN arn:aws:storagegateway: region:account-id :gateway/ gateway-
id

% ARN arn:aws:storagegateway: region:account-id :gateway/ gateway-

id /volume/volume-id

B#s ARN arn:aws:storagegateway: region:account-id :gateway/ gateway-
(iISCSI B¥r) id /target/iSCSItarget

Storage Gateway E X #F#E A EC2 2l LA K EBS BRI, X% JR2E Storage Gateway H{EAH
Amazon EC2 &R,
FEARIR IDs

HEEOIERENRIRE , Storage Gateway R X B RO E —ME—5R ID. LLRIR ID %R ARN By
— D, B®IRIDXARFMRRAFOERX , BR—MNEFH , AR/ \NFEARFHNE—HE K NES

IPv6 ¥ API fR7s 2013-06-30 260
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HARBH 17 NRFEFFER, Bl , Bk ID WER2 , sgw-12A3456BHA | sqwE MR FIRFRIR
% MDA vol-112233AABBCCDDEEFZ wher vol e &M & RIFES,

Storage Gateway &R ID FAAEZER, BER , IREFXLERER ID 5 Amazon EC2 AP —i2f
A, W Amazon EC2 EEM# A/ NEMNHEIR ID., BHTFER ID ERANNEFTEFHEHES EC2 API &4
fEH. N , £ Storage Gateway 1 , BH#Y ID AJ8EN vol-112233AABBCCDDEEF, MR&ETE EC2
API RfERLE ID , M AFFHE RN vol-112233aabbccddeef, BN , EC2 APl BT R AR ARER
HETH,

¥rit Storage Gateway %R

£ Storage Gateway # , BRI SAMEAGEREB TR, FIARZ , &0 LA %5 R7% 0 7o 38 Fx 3R
2K, UEERMEERTC]. BMISIHFIELELHN —NE-BEX, B EMx, BFE LR
WP, BE BURE R AR S R T IEX LR R o

Bl |, B AERXEFRZEFRRALPHENEITEAM Storage Gateway #HiR. BAEERN 2 1THERE

RAHMXFERMELF TEHFRE : (key=department # value=accounting). RJg , &AL

FERAWREHTIE , UERRAXITHERNMENXNSHEALGEEBENS. BXEZLEER , #&
SREARESBERSENERAGERER.

MREFET —PEMCHELET , N ZHEHEFEPREENE, B , NREFHTHEMFHE
B25%—MX , MZFR S REEIMRH,

RERBEMELEYN , NENFRFRETHEN,
LU RHER THE

- FEENEX S KNE,

- BMNRFEHRAFERR 50,

- IREEREEL aws: FFk, WEIRRE N AWS EAMME,

- BEMMNERFRHIE UTF-8 FRAMF. ZRARBRFH+. -, =. . _. . /N @.

fE PR

B A LAE A Storage Gateway ##|& . Storage Gateway API 5 Storage Gateway @517 5 (CLI)
WIEHRE, TEHHNIRENBAEZRESE LR, KB BRRE,
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AN HNARE

1. fEhttps://console.aws.amazon.com/storagegateway/ZX F 3] FF Storage Gateway ###1 &

2. HESMERT , EEERCHAR.

Bl |, BARIEMx |, i5%F Gateways , REMFXFIRFIEBREFRITHIM X,
3. 1&#¥ Tags , A/FIEE Add/edit tags,
4. 7 Add/edit tags XiEREH , 1E$F Create tago

5. N Key BAF4E , 7 Value BAE, Hlin , BT LR A Department ERNR4R , HEA
Accounting fENE,

® Note
B A LUK Value HEE ZE,

6. & Create Tag ARIMEZHE, BRI EERFMNBZMEIZ,

7. AEARER , &#F Save,
BN

1. *Ehttps://console.aws.amazon.com/storagegateway/Z F 3] FF Storage Gateway ##l &,

2. ERERBHIRSWRIR.

3. 1%&$R Tags LAITH Add/edit tags X iEHE,

4. ERBERBHORISHHERN , ARRBIZNFZ,
5. wEZHKERE , %EF Save,

i BRAR

1. *Ehttps://console.aws.amazon.com/storagegateway/Z F 3] FF Storage Gateway ##l &,
R B BREARZ M TR,

1E$# Tags , RFIEEFE Add/edit tags LAITF Add/edit tags X iE4E o

R EMBRAIRZZHM X BiR , RE%EFE Save.

A w0 D
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£ F Storage Gateway K FF R 4

AN BIRAVER M Storage Gateway ThagRS P HAY 58 = 75 T & R w1k,

AIAE LA T Mk T8 AWS Storage Gateway 3% #Ff 5 89 B L TR S 4 A 4B R

« X FEBBELHIMKX VMware ESXi , & T sources.tar
« X}7£ Microsoft Hyper-V EZFERIMX , iF F& sources_hyperv.tar
o MEET Linux RZHE L (KVM) EEBHIMK |, i T sources_KVM.tar

%7~ ‘833 OpenSSL Project A OpenSSL Toolkit A {8 A M FF & B 584 (http://www.openssl.org/)o
BEXRMBRBNE=FTENMEXIFANL , BSRAE =5 Ak,

AWS Storage Gateway Bt &l

EAREZH | B KB H X Storage Gateway HWEMBHEH ., EEMMAERFINER,
£33

- BHEH

o ARMREBIM A EE KN

R

SHEH
TRIIE TENEI,
BRERARAKD 32 TiB 16 TiB
(® Note

MENEESBLET K/NEY
16 TiB WIRER , WA SUFHEE
&%l Storage Gateway % ,

B gE3E R E| Amazon Elastic
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U ZE5 &S
Block Store (Amazon EBS)
%,
BN BB 32 32
MXHPATE BN E KN 1,024 TiB 512 TiB

PR IR A 3 B 2 K

BES:d] 2% (&xME) ZF (&XE) LEEFX (& EEEFX (&
ME) KE)

RS 150 GiB 64 TiB 150 GiB 2TiB

(® Note

BULANEEN LEEAXEE - IS M ESRATENA MBI
EIMBMRAMMEFHLAEZFXE |, FAEEN ( EUYEERZEFZH Amazon EC2 3Kf] )
BIEMHE, MRCICHEEIBENEFRNLEEFX , FOERIBHELIK D,
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Storage Gateway By API &

BRT BEREEIAN |, BIETTLAER AWS Storage Gateway APl AR A REEMEBEHNMNK, KT
48 AWS Storage Gateway BIE. BRRIEEREBMEIRLGE, BX Storage Gateway A I X
BMinERNEER , FZH (AWS —iZE) F# AWS Storage Gateway i S A B H,

(@ Note

EFF &AM FARERF AWS SDKs B, th AT LA AWS Storage Gateway, AWS SDKs & F
Java, .NET # PHP B9 API % TFF‘ AWS Storage Gateway APl , \Tf&l{t T B RIZE
L, BXTEFALAIECENER , BSRRHIMREE,

N

FH

« Storage Gateway H4ERiERIFL
- NBERHITER
o EHRWE R

- BE

Storage Gateway A FHIERFRL

B D HIRIEEIX @ Storage Gateway Kix POST BRI AMEAMIIRK, BFF HTTP Xk TEHEA
BRBIBXRBERNBAGE 2B EFLERRANRE, BROBBURRTERATERREERNNE
Bo BARDRNE , HAFFEER,

LU RBIE R T ActivateGateway R E 5 I FRK .

POST / HTTP/1.1

Host: storagegateway.us-east-2.amazonaws.com

Content-Type: application/x-amz-json-1.1

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120425/us-east-2/
storagegateway/aws4_request, SignedHeaders=content-type;host;x-amz-date;x-amz-target,
Signature=9cd5a3584d1d67d57e61f120f35102d6b3649066abdd4bf4bbcf@5bdof2f8fe2
x-amz-date: 20120912T120000Z
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x-amz-target: StorageGateway_20120630.ActivateGateway

LR RMMBETE Storage Gateway KiEH POST ERHPWIRL, THEHERHIEL “x-amz” FFLHIFR
BR AWSHEHERE. JIHWEMPTERLITN HTTP ESHEANZERL,

FRER L

Authorization BORLEEEXBERNBESR , XEFEELLL Storage Gateway ¥
EFRRBBENFRENBRIRE, ZRLHNBRIXNOTRAR (HEFHEIE,
NI T #RATR)

Authorization: AWS4-HMAC_SHA456

Credentials= YourAccessKey /yyymmdd/region/storagegateway/aw
s4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-targ

et,

Signature= CalculatedSignature

HERIEMNIEESD |, B LS EYourAccessKey®E, AFAB (yyyymmdd),
Xig#, CalculatedSignatureIZRIrLHIENEH AWS V4 EEFENER
RE. FENFAGEEREETE N BFRH#ITZSR PHTITR,

Content-Type ¥f application/x-amz-json-1.1 F{EFTE % 1F Storage Gateway
MERNABRE,

Content-Type: application/x-amz-json-1.1

Host FEREVRLIEEBRZIZE RN Storage Gateway M Kim o i
W , storagegateway.us-east-2.amazonaws.com =XER

B (B BN ) XEMwR. BX Storage Gateway Al A R E 2 (S
B | iB5H (AWS —&5ZE) 8 AWS Storage Gateway Ui =2 M BLE o

Host: storagegateway. region.amazonaws.com

x-amz-date WVATE HTTP Date PR3k Ei#rk A AWS x-amz-date EESEIE,
(BB HTTP BEFWMEXHT A FEIREDatebrk, ) HFHE x-amz-dat
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PR 15t BA
e #RLAY , Storage Gateway £ 7E 18 K% i #A 8] 2 B&4E {7 Date #5k,
Zx-amz-date BXHAME YYYYMMDD'THHMMSS'Z' &= 1ISO8601
WEAKER, MREEADateMx-amz-date #RE , N B HAFRBHIE
XA RZ 1ISO8601,

x-amz-date: YYYYMMDD'T'HHMMSS'Z'

x-amz-target ZARKIETE APl BRI R B EFERWIRE, BIRRkBEBELES APl IR
A APl B mEK , EERXMT,

x-amz-target: StorageGateway_ APIversion .operationName

RIEBFE (Bl ActivateGateway “” ) AJBAM API 5k F#El, Storage
Gateway BJ APl &

X IERBITER

Storage Gateway ER B FERH#ITZR , RIIFMEAENENERNE B, BEANBFREEREITE
BFEZE , NTTHERZ R, MEREFEREAANTREKE -—KEFENER. NRFEHENEBARNE
BIELNBERXANBRLEZH. BHERBRERFE , B ZETEEERTD , EILER., ZZH
RIRMESRM Authorization #RkMI—E 5

FEWE|EERSE |, Storage Gateway FEAZA TN ZBERH#ITSENER —BHERBEMNMAERITE
ZE, MRAMBXEEZERPWESEMTE , N Storage Gateway LB iZER, BN , BFRFHIE
“i,

Storage Gateway X#FFEH AWS LR RA 4 HITHHRIE, TELENIBRTDIH=MES .

- £S5 1 SIEMTEIER

FEN HTTP BREFEEII AT, KAEANTIRN , BN Storage Gateway EEHITEX
BUBLRENEZHTHRINERR —REER,

- 52 SIBBETFHE
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BE—NFHE  NEFHFRAELNNZERFZRBMAETHN T, ZFREHRNEGEFZHE 2
WAREEEN. BRAH, TUETEFHFRUARKE L—EFHABLBERNES. RIEEFHFH
rERBH. XEMRSEENES.

- 53 BEZR

FEANZELRHFEBENENERCIELSR  ZEHRESZIRMAAZHS  FEFRBARESH., ’KE
BANTEF ERMNENABFRIZATTS  ARERARILEEFFRUE-—RIETHHFNERS S
B IERS () HMACS,

LRI E R

LUR R BI5| S8 T A ListGatewaysBIBL Z M HFMAER . ZRFIATAERELNEEITER EZNS
#, HihsEiTE 528 E1E Amazon Web Services 1AL RMZEE IR 4 Nt EHH,

RBELTEI

. B RH9ETEEF “Mon, 10 Sep 2012 00:00:00°GMT,
- ImMREXERE (HEXBEMN ) X,

BRABEREZE (S ISONIEX ) :

POST / HTTP/1.1

Host: storagegateway.us-east-2.amazonaws.com
x-amz-Date: 20120910T000000Z

Authorization: SignatureToBeCalculated
Content-type: application/x-amz-json-1.1
x-amz-target: StorageGateway_20120630.ListGateways
{}

NES 1 BIEFSTIERITENERIEER -

POST
/

content-type:application/x-amz-json-1.1
host:storagegateway.us-east-2.amazonaws.com
x-amz-date:20120910T0000002
Xx-amz-target:StorageGateway_20120630.ListGateways
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content-type;host;x-amz-date; x-amz-target
44136Ffa355b3678al1146ad16f7e8649e94fb4fc21fe77e8310c060f61caaff8a

MOEBERNFE—TREREXNKBHE. T/, BIEANTERNE=TRZEN., XA
API ( S{E{d] Storage Gateway APIs ) ;& B EHS .

FF 2 SEGEFRE NEEFNTER

AWS4-HMAC-SHA256

20120910T000000Z

20120910/us-east-2/storagegateway/aws4_request
92c0effabf9224ac752cal79a04cecbede3038b0959666a8160ab452c9e51b3e

ARZZENFERNE-TREE , FTITRNAR , E=TRIELERE , BRE—TRES 1 #LEHE
REVEFHE,

XTF ES 3 HEER , REBHIATRTNA :

derived key = HMAC(HMAC(HMAC(HMAC("AWS4" + YourSecretAccessKey,"20120910"), "us-
east-2"),"storagegateway"), "aws4_request")

R AW A %4 wlalrXUtnFEMI/K7MDENG/bPXRfiCYEXAMPLEKEY , MITEHHEE R -

6d4c40b8f2257534dbdcad9f326f147a0a7a419b63aff349d9d9c737¢c9a0f4c81

BRALBHEWIE Authorization #rk. X FRHAIARIZR4A AKIAIOSFODNN7EXAMPLE |, #73k (59
TEFESE, FMTHRITRF) N :

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120910/us-east-2/
storagegateway/aws4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-target,
Signature=6d4c40b8f2257534dbdcad9f326f147a0a7a419b63aff349d9d9c737c9a0f4c81

IR I R
25
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. BE
. BERERE

- HiRMA

AT RMHBE X AWS Storage Gateway IS EFE S, XEHRUBEIRGINFIRE

BRRBRT. Hl0, UREREEFERAD , BASHIM API 1855 E 4R GIS
InvalidSignatureException, B2 , ActivationKeyInvalid{XiR[El ActivateGatewayAPI &Y
BREHRAB,

BIEEIRKEMIZR , Storage Gateway AIRERIREIfIF |, 2 A sEREIATIR B HIAMBER RRB, &
R AERTIRERRN RG],

78
THRIH T AWS Storage Gateway APl %, % AWS Storage Gateway & /EiR El451= g SIA , M

EXBEREFP—IRE, InternalServerError fl InvalidGatewayRequestException iRE
BREHRAE RUEBENRESRABN BEERRE HERABE) 2—

BN Message HTTP RASRE
IncompleteSignatur EENEERTL, 400 EHiR1ER
eException
InternalFailure HTELRANEIR, RESABESHIE 500 NZRS[E
SRADIE L W S
InternalServerError —NRESRARBEERERERNRE, 500 NERSER4E
i®
InvalidAction BRI RIETT M. 400 £BiRER
InvalidClientTokenId BNV IEZRP T EFEERMEA X509 it 403 Z 115 A]

FHH AWS B RIESA D,

InvalidGatewayRequ BREEIRAE PHRESRABEERE 400 HiX1EXR
estException Z—o
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AWS Storage Gateway

BMXAFERE

IE)N

InvalidSignatureEx
ception

MissingAction

MissingAuthenticat
ionToken

RequestExpired

SerializationException

ServiceUnavailable

SubscriptionRequir
edException

ThrottlingException
TooManyRequests

UnknownOperationEx
ception

UnrecognizedClient
Exception

ValidationException

Message

BITEHNEREZEERHNES
TfL, BEER AWS HEZAME
BIEo

FRPBRRT —NMREEREITSH

BRL4MIEFR ( SEM ) AWS
U5 %4 1D 5 X.509 iEH,

FRELS BRI ERTE (A 15
2 ERER) | SRR AEE RV AT R
it 15 2%,

FHl{HAE HBEiR, EFER JSON
MHEHMEST R,

BT ERSS 8 R £ IR S BFR KL
Mo

AWS R %4 ID FEITHZRS.

BREHE.
FREZ

BE T RHRIE, Storage Gateway F

HYIRAE I T BRIRE.

BERPEENRZETEER.

MASHNETEBIEBHTE,

HTTP RS

400 (HiRER

400 HHiRFER

403 Z1E i [R]

400 HIRER

400 (HiRER

503 fRSS A A

400 #HiRFER

400 £BiRER
429 ERT %

400 HIRER

400 $BiRER

400 £FiRER

Ju
£
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html

AWS Storage Gateway BRXAFERE

BREERKE Message IRE HEIRBHRE
ListVolumes

ListVolumeRecoveryPoints

ShutdownGateway

StartGateway

UpdateBandwidthRateLimit

UpdateChapCredentials

UpdateMaintenanceStartTime

UpdateGatewaySoftwareNow

UpdateSnapshotSchedule

BRAEHIRRD API M7 2013-06-30 277


https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
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ShutdownGateway
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
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DescribeStorediSCSIVolumes
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
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CreateSnapshot
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DeleteChapCredentials
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DeleteVolume
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
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ListVolumeRecoveryPoints

ShutdownGateway
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UpdateBandwidthRateLimit

UpdateChapCredentials
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UpdateGatewaySoftwareNow

UpdateSnapshotSchedule

OutdatedGateway EENM X BT, ActivateGateway

SnapshotInProgress EENRBEHITH, DeleteVolume

Exception
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StagingAreaFull HEXEEH, CreateCachediSCSIVolume
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
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{
"__type": "String",
"message": "String",
"error":
{ "errorCode": "String",
"errorDetails": "String"
}
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
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"__type": "InvalidGatewayRequestException
"The specified volume was not found."

"message":

"error": {
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"errorCode": "VolumeNotFound"

R Storage Gateway TEHNSEAFHFEBIBERKENESE , MLLIREWMT JSON EX,

{
"__type": "InvalidSignatureException",
"message": "The request signature we calculated does not match the signature you
provided."
}
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_Operations.html
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https://docs.aws.amazon.com/storagegateway/latest/tgw/ipv6-support.html
https://aws.amazon.com/blogs/storage/switch-your-file-share-access-from-amazon-fsx-file-gateway-to-amazon-fsx-for-windows-file-server/
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