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https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
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https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
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- EERIRSUERBEERCHE, FLERCESL

- BYIRRQQ@ BRFHEE “RE REBIFER

« WIBRT B FEAER

BRUAZI Meta WHDET SR T RIEHES REHB, BT ERH A R EEERIOIERE.
£ AWS #H 8P EEHEER
225 SRR

1. $TFF AWS LA E B4R EE A |, Wik R https://console.aws.amazon.com/social-

messaging/o
2. EFBESWKF , AFEE— WABA,

. EHBENUETF L, EREER,
4., BELER

« BIREN  MARRNE—2R (XRNEFE, BFEATIL)
o K EBREMRER (EH. RABL N FHEIE")
- BE  NENERNBERES
- FRER (Wit ) : BAREDRIINOR, BANER
o EX : WMARKEEX AR (RAERA{{1}3{{2}}. EFNEE)
o TURP (FIIE ) RMTMINXAK (&% 60 NFER)
« R4 (W) : 70 call-to-action=R HRIE [E £ R4
5. EFRCIBRER.

EHERERA Meta #TH K, SUEBRBE/LDHT 24 M,
ERRRTS

BRTABEUTRS :

- BHUE  BRESEE R

T AWS 25 & R EEER 29


https://console.aws.amazon.com/social-messaging/
https://console.aws.amazon.com/social-messaging/

AWS B FIF BB R A5
. FAE : Meta IEfE FRKZIZER

- E@@ 4L  ERAREHE (FEFREERSLTEERR )

- EERA HTRETSRE , BiREEF

BEELMER , HSHE WABA A58 TEH M SBIVET <.
Y8 H B AEAR

1. EREEHBER,

2. BEEHRE.
3. XNWEHRABHITER.
4. BEEBRF.

/A Important

LR EH R ERERRRE |, ZERFEAFLERSHFE Meta #it ., £ Meta L&
BHESRZE , R AT, ERBIEECEANERCE , BEEBINEELETEREN

0,

i BRSE S AR AR

1. EBREBRIVER,
2. %&#F Delete,
3. TEIAMIBRERLE,

EMERNERTEZRE . WREEFRN ERIPERZER , VX LHEBRFERFRE XK.

R & PR

Meta 2BFEFF RIBNSEENEHERSERETR. RETRRENERTESREEREA,
EREREFNREITE , BHRITUATERE

. HENESSLEXBENENRE
BRI TR S LS

4R H B R 30



AWS B4 FIFEBAER RS
- RAAFEAYIEERIR HIET
- REEEXRRHEE

EU MR A A TNETEEREITS
BT E

ERZENEIEERITMELIRE. ZEFEATART ({{1}}. F) IRRE{{2}IFENL. K&
;“ﬁEET BRERHUXETENKERME,

TEXNTMNFEZINFRA{{1}]
Example™ A % £ 18R
BARA : Hello {{1}}, your order {{2}} will be delivered on {{3}}.

ZEE  {{1}}BRAEFEN, {2INTRSM{{3} % B M,

EX e
4 E

BENE, FRAERRE, XERRTHEE AR,
e

KPEEH, TRBAREFRSHES. IERREEFEEESHRIERSE,
g AN

—RMBREHRIEE, XEEREEREEARLERNEERS
ERESENRAPIRITENERD, NERFTHEIRDRATELSBIELIKSRE,

£ CreateWhatsAppMessageTemplate API #1285 &k

A LAEA API 812 B E X WhatsApp JHEER, AEBNE a6 Aol 2R HEEE
#R. CreateWhatsAppMessageTemplate

HERRA HF
S BAAR AT LU HE AR

31

L]
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https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_CreateWhatsAppMessageTemplate.html

AWS et P H B A% g
« PR HIETRARRY AR LA

« EX : FRAXSUANEHREAR

- TR RERHIER

- B SEEIN T R/ETE URLs

FELLT RIS | SFENDPOINTFIWABA IDE# N SEFRII AT = URL M 1D,
Bl E R FIE X AREFER

WRAIARIBERET — N EAREFEEENR , ZEMRNEABODYAH , S BIEHEADERFOOTER,
KBUTTONAH, IEEXERATE A,

$ aws socialmessaging create-whatsapp-message-template --region us-east-1 --endpoint-
url ENDPOINT_URL \
--id WABA_ID \
--template-definition '{
"name": "order_update_basic",
"language": "en_US",
"allow_category_change": true,
"category": "UTILITY",
"components": [
{
"type": "BODY",
"text": "Hi {{1}}, your oxder #{{2}} has been shipped. Track your delivery
below."

}l

FAZRHNERERN R ESHAREFENR
LREIARIEET — N2 EBODYFMBUTTONA H-HY Sk AR F H B MR,

$ aws socialmessaging create-whatsapp-message-template --region us-east-1 --endpoint-
url ENDPOINT_URL \
--id WABA_ID \
--template-definition '{
"name": "order_update_with_button",
"language": "en_US",
"allow_category_change": true,

BIREANFEXAREFER 32



AWS RZ&RFEBHR RAriEmE

"category": "UTILITY",
"components": [

{
"type": "BODY",
"text": "Hi {{1}}, your oxrder #{{2}} has been shipped. Track your delivery
below."
},
{
"type": "BUTTONS",
"buttons": [
{
"type": "URL",
"text": "Track Oxdex",
"url": "https://example.com/track"
}
]
}
]
}I

FEARE, EXFZRANEERNHENEHAEREEENR
WRHEIARIBERET — N EHAEFEEENR , HPIFEHEADERBODY, FBUTTONAH,

$ aws socialmessaging create-whatsapp-message-template --region us-east-1 --endpoint-
url ENDPOINT_URL \
--id WABA_ID \
--template-definition '{
"name": "account_creation_confirmation_3333",
"category": "UTILITY",
"language": "en_US",
"status": "APPROVED",
"components": [

{

"type": "HEADER",

"format": "TEXT",

"text": "Finalize account set-up"
}I
{

"type": "BODY",

"text": "Hi {{1}},\n\nYour new account has been created successfully. \n\nPlease
verify {{2}} to complete your profile.",

"example": {

ERAMME, EXAMZRHGIRERNRKARFHERER 33
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"body_text": [

[
"John",
"your email address"
]
]
}
}I
{
"type": "BUTTONS",
"buttons": [
{
"type": "URL",
"text": "Verify account",
"url": "https://www.example.com/"
}
]
}

HEEANEHEFRER
HRBIOIR T —MREE —NBODYA A B AE K BT,

$ aws socialmessaging create-whatsapp-message-template --region us-east-1 --endpoint-
url ENDPOINT_URL \

--id WABA_ID \
--template-definition '{
"id": "1290345849293233",
"name": "holiday_special_1395238",
"category": "MARKETING",
"language": "en_US",
"status": "PENDING",
"components": [
{
"type": "BODY",
"text": "Season's Greetings {{1}}!\n\nCelebrate {{2}} with amazing deals up to
{{3}} off.\n\nPlus, get free gift wrapping on all orders above $50.",
"example": {
"body_text": [
[

"Pawan",
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"Christmas",
Il30%ll

}
1,
"metaTemplateId": "1290345849293233"
}l

BlIREZNEHEEER
WRAIARIBERET —NEHEEENR , HFZEHEADERBODY, FBUTTONA#H,

$ aws socialmessaging create-whatsapp-message-template --region us-east-1 \
--endpoint-uxl ENDPOINT_URL \
--id WABA_ID \
--template-definition '{
"name": "summer_sale_1",
"category": "MARKETING",
"language": "en_US",
"status": "APPROVED",
"components": [

{
"type": "HEADER",
"format": "TEXT",
"text": "Summer Sale!"
}I
{
"type": "BODY",
"text": "Hi {{1}}! Get {{2}} off all summer items. Shop now before stock runs
out!"
},
{
"type": "FOOTER",
"text": "Valid until August 31st"
},
{
"type": "BUTTONS",
"buttons": [
{

Iltypell: IIURLII'
"text": "Shop Now",
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"url": "https://example.com/sale"

s LR

BIERREBEERGE , VITFHERLUEH D WhatsApp. Meta W ERRZAIBEEE 24 Mit, Meta &
@421 Business Manager &% R Kk — 3 8B FER A H EMERRS. BAILE AWS RALAFEER
TG B P EEERNRS.

T FEE AR T 2= WhatsApp

BEIRAEZE Meta RN —f73E , EAWESANEAXNFTERFESFHERETERRBRE. ELIR
AALESEETERIRBTIENER , LEEQASEFREERAT 2O AR ERARERAE, X
BT AEEFRBEZELSHRNEE, fi, MRASEF ‘B SRES , RESNERNFEERR
B , NN ERREITR TR,

BRAESZMH A ENER, REENERUZZEEREBTRNVER, ERARERE R H UK
RERLFEERALT RN, SRRRET =M, £AZERGEEBREQREEH Meta BENEE
RE. 25, FREFLEE , LEANERNES . IRREREEN , WERTERSBK.

MRRBEANE , WERTELKRER , AFERABERANET. AXREZER , F5H (WhatsApp &l
FER API &) FHERT =,

£/ WhatsApp EE 2R IUE X &R B R IRIRSHY IR

Meta EHBEXRBEIRSHEENRERNEE. ERAXRE Meta R B RIRBERHF RITUKERTHLAE,
EAEMERNERNARFNTH. NREREREERAEFREGILE , WARCTEZEREAM
RESFEARR , HRETRIRBHIRS.

1. 3TF7F AWS R A E B4R EEA , Wik A https://console.aws.amazon.com/social-
messaging/o

2. EERWIKF , REFIEEFE— WABA,

EHEEMREI L, ERRTRENER

EERRFE , EEEXTIRERRN RS, S GEFRREERSERSEF LA URNES
=5

B w
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https://developers.facebook.com/docs/whatsapp/message-templates/guidelines#template-pacing
https://console.aws.amazon.com/social-messaging/
https://console.aws.amazon.com/social-messaging/

AWS 4 RAFEEER ArfEm
T R AVIRAS T E ¥4 WhatsApp

BREEAFER. BEPRBNEFSEE , M E8NMEEERSERETHR. RBEIARRVREN &3
B, FREEAER  ERERE TEAN TR, NREEERFEVINERBISEER , WaSH
BIRS R EZE.

Meta 2RFEAEHERARBENSEE B3 ERERRSTREITR, NREHERRSRERZL ,
ERWE —HBFERHNEN B, BANE AWS BRL AT ERAERIES A P EFERAVRES

o0 RATRAEARHEIEL WhatsApp , ] SUR AR BT URB IR AR H BiF.  WhatsAppE
TRESES , B2 HWhatsApp B F &S APl SE i,
BIRRES R BiTR &

B H HERREEFZD. KRS
AJRERE 24 /NI H BETE Ao

B4 HERRERIESL | B R
HBiF,

)y

m
Fit

HERRE REEIRBZFFH
RERBRARFEREES , A
SRR AT AT RIEHE R

EB) = HERRLF B W EEM
HHRRR B, TARRZE
HB.

EB) & HEERWE T REFFHNR
H R B ERERE | Rt A8
EEEHKHA.

E (8 HEERWE T REFFHNR
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SERIRSHEESENR , B
RESWEFERER,
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BHRIRES FREITE a2

FER=ADE , BZREER
AN, T—XREELEH

BHRo

2EF HTEF R EHIAUE R B
FiRRE  HREREEF,

EEH HTRRREHRNAER B ,
HERRERER,

EER LK EEREH LR,

B e B R X WhatsApp

WMRERE BB Meta BFZHEL |, BFRE —HE 74, RAZERBIELNRERR, S Ut
146 1R H RIREIE BUR BRR. LA TR Meta AIREIE4JHEERN —LE L RR :

TESHIESRHKRFH , fln#. $ H%.
- TESHRR, BIESTLEESTEL,
SHEERBEER WhatsApp B BE = WhatsApps B\ BRI AR

BXREZEERE , B2 (WhatsApp Bl FAET= API &) N ELELFREEH,
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https://www.whatsapp.com/legal/business-policy/
https://www.whatsapp.com/legal/commerce-policy/
https://developers.facebook.com/docs/whatsapp/message-templates/guidelines#common-rejection-reasons
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AWS L AP EEHRX TR EEMSFE it

EHB MR KX WhatsApp E4H9 Amazon SNS £, Amazon Connect 3K4il, FF /3 5E 30 % 1 ThEE
B, BHMEBERENEREHEHFRAZEENEHENH, FRASHTKE, RENS TELHESN
ZEANEFBEHRS.

8/ WhatsApp ALK (WABA) ATLLE —ANES) B 893k, 5 WABA XEREPA B IR+ B9 TR S48
BRIZEHABENM. flM, BAARE - NEEXKRH =1 EESHBH WABA , # BEXLBESH
PR ESHEHICRE - SEHE RN,

£

- [ AWS SLAFHERRFINEEMEH B K

- AWS EARAFEEMRHHEEMEAER

« WhatsApp JHEIRE

B AWS &4 FHEB#RINE S ME4 B8

UIEF B EEMNEHRHIIEET |, B/ WhatsApp ALK = (WABA) £ REIFTE S4 &G L% E
Amazon SNS £&, X2#EE WABA XBWEBNHESBMNESH, £ WABA A E — N5 2 xEB
9 Amazon SNS &,

FRF M

EFBZal , HIUHE BT R REZHFEEFEH Amazon SNS EF s Amazon Connect SEHI/ER H B A
EHB R,

T 5# SNS E&

- B£0|27T Amazon SNS ERBH RN T KR

(® Note
A% #F Amazon SNS FIFO £#,

« (Tk) EFEAMFER AWS KMS Z4ANZH Amazon SNS £ , 406 AWS BAAFEEHK
RFIEZHARBHDR,

IS B R 39


https://docs.aws.amazon.com/sns/latest/dg/sns-create-topic.html
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Amazon Connect 45|

- E8IE— Amazon Connect £ 3750 T R,

AAIE S MEA BRI

1. 37 AWS RLAFHEEARZEE A , Wik Fhttps://console.aws.amazon.com/social-
messaging/o
EEEWKS |, AFEE -1 WABA,

EEHEHREWMFLE | ER%EB IR
BEITFES MM, FER BA,
ST BERHER | FiZE Amazon SNS 5 Amazon Connect

o M 0N

a. BEFENEDNREZTLSE SNS BEfi |, EEEE ARN AR AT B EE ARN, BXRYl
IAM 5KBg | {525 Amazon SNS £/ IAM KB,

b. 3&MAF Amazon Connect

i. XtF Connect 3£4 , BN THHIRAPEERE DA,
i. XNFXEREAR , EFLUATE—EIR :
A, ERIME IAM AE-NIE IAM AT HIIRFPEEZEINE IAM KE&, BXRH6 IAM
& , 1S Amazon Connect B IAM K E&,

B. #mAIAM &t ARN — £ “ERIAE IAM B Arm” Fim A IAM KA ARN, Bx
T~ IAM 3KBE | 538 Amazon Connect BY IAM R,

6. ERFEEFER.

INZ ) Amazon SNS R BR

#RET LB 42 8 AWS KMS B548 2580 Amazon SNS FHIRIEE 223, WELMN R AEFLERL
ERBBRIE | KHRBNE L HABFEE. A% AWS KMS A48 1% Amazon SNS THIE
2E8 BN (IDRHLBNRSFRELE) PHEARSSEH AWS FAMBIE A #ES
e
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https://docs.aws.amazon.com/connect/latest/adminguide/tutorial1-set-up-your-instance.html
https://console.aws.amazon.com/social-messaging/
https://console.aws.amazon.com/social-messaging/
https://docs.aws.amazon.com/sns/latest/dg/sns-key-management.html#compatibility-with-aws-services
https://docs.aws.amazon.com/sns/latest/dg/sns-key-management.html#compatibility-with-aws-services
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(@ Note
A% 3#F Amazon SNS FIFO £&,

ZRPIERFER T kB HENSourceAccount MSourceArnf A RERBERIFRE , AR
AWS RAAFHEAXRMAEEKFP I ENAR, BXEERERNENEZER , 555 IAM AFiE
EPHRERE R,

BEANBALMRNHN . NER Amazon SNS TR X FIEXFR AWS KMS F4A,

RIERZ AR AT “ AWS RARAFHERER” FRZFH, ER (AWS Key Management
Service F X ARIER) PERFHA R P IRBAEINEZHARBEFMNA TR :

"Effect": "Allow",
"Principal": {
"Service": "social-messaging.amazonaws.com"
+
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{ACCOUNT_ID}"
1,
"ArnLike": {
"aws:SourceArn": "arn:{PARTITION}:social-messaging:{REGION}:{ACCOUNT_ID}:*"
}

Amazon SNS EF ) IAM KB

EFEAYE AM ACHLEFAE  BRATRBHINEZAE , UE AWS RLRAFHEEER TR
RAZABE, BXRNABRACHEEXRRNESR , F5H IAM AFEEFNESIAEED

TR IAM B eRNRREKE, XK TITFRME Amazon SNS &,
HELT IAM SRR BEF |, HITUTEX :
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https://docs.aws.amazon.com//IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_manage.html

AWS & A FHBAR AFiEmE
« {PARTITION} B ABEHEPHER AWS RARAFEERLRH AWS 7K,

« {REGION}E#NE AWS X EHEA AWS LB HERRAT,

« {ACCOUNT} BN EHIHE— ID AWS K/,

« {TOPIC_NAME} &7 FHEBESE M Amazon SNS £,

{
"Effect": "Allow",
"Principal": {
"Service": [
"social-messaging.amazonaws.com"
]
.
"Action": "sns:Publish",
"Resource": "arn:{PARTITION}:sns:{REGION}:{ACCOUNT}:{TOPIC_NAME}"
}

Amazon Connect £ IAM KB

MBERHE AWS BLASHEHXEAANEH IAM BERUBF AR | HITT HHH NIZS
& | LUE AWS BAAS BB T ANRAZA S, BXNTERACHNEEEIXRNIES 2N
AM BB EUAS, KABRATAREE LATHRESHMAWS BELASBELRS

A Z Amazon Connect,

EOIEIH IAM KBS | BT TIRE

1. R (AM RFiER) WA JSON Yx%E 25 61 22 5 i AP AY U BE ) @ # Y A PR SR Bk

- HEIESH, FH IAM ABHXEREE LT A E Amazon Connects

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowOperationsForEventDelivery",
"Effect": "Allow",
"Action": [

"connect:SendIntegrationEvent"

Amazon Connect B9 IAM ZK B 42


https://docs.aws.amazon.com//IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-json-editor
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1,
"Resource": "*"
},
{
"Sid": "AllowOperationsFoxrPhoneNumbexrImpoxt",

"Effect": "Allow",
"Action": [
"connect:ImportPhoneNumber",
"social-
messaging:GetLinkedWhatsAppBusinessAccountPhoneNumber",
"social-messaging:TagResource"

1,

"Resource": "*"

2. 2R (AM AFfErm) NEMBEVEERKGE S G T AYE A eI 2 EERE,

a. BSR4 H, £A IAM BENEEERK,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"social-messaging.amazonaws.com"
]
}I
"Action": "sts:AssumeRole"
}
]
}

b. HELZE 10 F , FINEE L —Z P ERIRRERRE.

Amazon Connect B9 IAM ZK B 43


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-custom.html

AWS B4 75 B A 5T At
HX
BETR

REZER Amazon SNS &5 , BARANZEBITHLET Ko LipT OFTHREBR R A EREKEDR
HER. AXRITRAEBENESER , FSRLDHE S NS FREEEHPHITE Amazon SN S E&,

AWS AP EEHXRAWEENEHFEZRK

E4H JSON FREBE AWS EHHRLHF WhatsApp JSON B 8. B* JSON WhatsApp & %151
HANEMHIER , FSEWhatsApp Bl F A= APl ZZF i) Webhooks B &1 5 5& M H EIRE,

AWS B AP EEREREHIRE

E4H JSON FHREBE AWS EHRBH WhatsApp JSON, FREZEEM WhatsApp kK 7
(WABA) ARNs # AWS FRiRFFFEBiE S,

"context": {
"MetaWabalIds": [
{
"wabald": "1234567890abcde",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:waba/
fb2594b8a7974770b128a409e2example”
}
1,
"MetaPhoneNumberIds": [
{
"metaPhoneNumberId": "abcdel234567890",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:phone-number-
id/976c72a700aac43eaf573ae@50example”
}
]
b
"whatsAppWebhookEntry": "{\"...JSON STRING....",
"aws_account_id": "123456789012",
"message_timestamp": "2025-01-08T23:30:43.2712793917",
"messageld": "6d69f07a-c317-4278-9d5c-6a84078419ec"
}
//Decoding the contents of whatsAppWebhookEntry
{
//WhatsApp notification payload



https://docs.aws.amazon.com//sns/latest/dg/sns-create-subscribe-endpoint-to-topic.html
https://developers.facebook.com/docs/whatsapp/cloud-api/webhooks/components
https://developers.facebook.com/docs/whatsapp/conversation-types#message-status
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B E K REIEHS

» 1234567890abcde®¥K H Meta B WABA ID,

« abcdel1234567890=% B Meta I EBiESH ID,

e fb2594b8a7974770b128a409e2exampled WhatsApp 1=MIKF~ (WABA) B ID,
« 976c72a700aac43eaf573ae050exampleRBFESBH ID,

AT HEUWEE B R WhatsApp JSON R4

UTERTREWNEAEENEHIZE WhatsApp. M WhatsApp 12
YwhatsAppWebhookEntry# JSON A JSON FRIEMF X ZUW , HE AT FKIRHA JSON, BXF
BREESNHFHEK , ESH (WhatsApp BALF AT APl Z) Fi Webhooks BHIAEHSZE,

{
"context": {
"MetaWabalds": [
{
"wabaId": "1234567890Qabcde",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:waba/
fb2594b8a7974770b128a409e2example”
}
1,
"MetaPhoneNumberIds": [
{
"metaPhoneNumberId": "abcdel234567890",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:phone-number-
id/976c72a700aac43eaf573ae@50example”
}
]
1,
"whatsAppWebhookEntry": "{\"...JSON STRING....",
"aws_account_id": "123456789012",
"message_timestamp": "2025-01-08T23:30:43.2712793917",
"messageld": "6d69f07a-c317-4278-9d5c-6a84078419%ec"

PRAETLAERE W jg 2K T EY J SON FRSEFHIRHA JSON, LT = JSON %
B : whatsAppWebhookEntry

BB WhatsApp #9 JSON R4 45


https://developers.facebook.com/docs/whatsapp/cloud-api/webhooks/components
https://jqlang.org/
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"id": "503131219501234",
"changes": [
{
"value": {
"messaging_product": "whatsapp",
"metadata": {
"display_phone_number": "14255550123",
"phone_number_id": "46271669example"
},
"statuses": [

{
"id": "wamid.HBgLMTkxNzM50TI3MzkVAgARGBIBMTM4NDAGRENEREISRexample",

"status": "sent",
"timestamp": "1736379042",
"recipient_id": "01234567890",
"conversation": {
"id": "62374592e84cb58e52bdaed3lexample”,
"expiration_timestamp": "1736461020",
"origin": {
"type": "utility"
}
.
"pricing": {
"billable": true,
"pricing_model": "CBP",
"category": "utility"

]
iy

"field": "messages"

TR RE 28 WhatsApp JSON R4l

DNTERTRARMKEENSESHIERE, ERREMERXH , BEM GetWhatsAppMessageMedia API 3
T BXFEREHESUMNIIEK , HZH Webhooks BN EHSE

{
//AWS End User Messaging Social header

}

#EA45H 5. WhatsApp B9 JSON R4 46


https://developers.facebook.com/docs/whatsapp/cloud-api/webhooks/components

AWS RZ&RFEBHR RAriEmE

//Decoding the contents of whatsAppWebhookEntry
{
"id": "365731266123456",
"changes": [
{
"value": {
"messaging_product": "whatsapp",
"metadata": {
"display_phone_number": "12065550100",
"phone_number_id": "321010217760100"
},
"contacts": [
{
"profile": {
"name": "Diego"
I
"wa_id": "12065550102"
}
1,
"messages": [
{
"from": "14255550150",
"id":
"wamid.HBgLMTQyNTY50DgzMDIVAgASGCBDNzBDRjM5MDU20DEWMDkwREY40DBDRDE®@RjVGRkexample",
"timestamp": "1723506230",
"type": "image",
"image": {
"mime_type": "image/jpeg",
"sha256": "BTDOx1qSZ71020+/upusiNSt1EZhA/urkvKfl143Uqjk=",
"id": "530339869524171"

]
iy

"field": "messages"

WhatsApp JHERE

HERFHBN , BLWRBEXDHENRSERH. ELAERAEH LRI ERRILEEA , 5
FIAWS LA ERH RPN ERMEL B Vi,

SHERES 47



AWS RLAFEEHRR AriEE
\\\ 4 AY
/% z%\qk/jﬁg

TRIE AREAERIRE,

RSB i 88

ZZH ZHER 4 24 WhatsApp #2405,

£l BR EFMBRT ZaB4 |, N RERHE T HBEHRS
25, W&t R EL M BR

BERAS HEBMINREAEF,

BARK SHERIEKM,

SHEERXBERAR , EEEFEE, To3ETE 180 B Ei H WhatsApp R iZH
EBRAZHEE , AKEHEER,

read ERRAETHERE. RESEFFBEEEERA ,
FERIEIRE,

B &% HEBRE , BRHEAED,

warning ZHEBETTARAFENTE .

H 3 IR

BEXREZEEL |, B3R (WhatsApp Bl F A= APl &) FIEHERS,
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AWS RZ&RFEBHR RAriEmE

LEEEz —BRIENFEEH WhatsApp

HIBRERIBBR AR, DG HEHFEE Amazon S3 FHEBEPHMNP LEFIRER

WhatsApp. Amazon S3 FERL4A AWS K 5 AWS Xi &8y WhatsApp LK~ (WABA)
B, XLHBARTR T W{ARIE Amazon S3 FFEfR. LE&XHURMAHEXXHHN URL, BHX Amazon
SIHBTPHESZEE , BSHE AWS CLI FEASHF (s3) i t. BXREBNEZEE AWSCLI, &
ZHAWS Command Line Interface AP IEEHMIELE AWS CLI 1 A mazon S3 AP EMHHEIER
AN LAY R

® Note

WhatsApp #E M BR 448 344 2 BT R E 74 30 X |, 1§ 5 WhatsApp L F &= APl & &
By A2 R4

BT AN BRI ETNES URL, EAMESR URL , BUURFINRNREHRIRRH LEE
1, MEES—HHE AWS ZERIEHBFHNR,

1. E|E Amazon S3 7R , EEMALEFEBEH S AWSCLI . EHTITHANRTSHT

aws s3api create-bucket --region 'us-east-1' --bucket BucketName

ELRepoe

« us-east-1E#NIR AWS XiF B9 WABA FRER
« BucketNameBR N FHFHEBHN BN,
2. EFNHEFE Amazon S3 7R , HEM cp AWSCLI i, ERTITRANTSH T

aws s3 cp SourceFilePathAndName s3://BucketName/FileName

ELRemas

« SourceFilePathAndName &R BE M XM XH B EF B o
* ¥ BucketName BN EHBEE .
« FileNameB#HANERTZXHHBE.

49
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https://docs.aws.amazon.com/cli/latest/userguide/cli-services-s3-commands.html#using-s3-commands-managing-objects-copy

AWS RZ&RFEBHR RAriEmE

FIERERAR MR

s3://BucketName/FileName

ERIEFZLR URL , Buser input placeholders A& B HEBRE#,

aws s3 presign s3://amzn-s3-demo-bucketl/mydoc.txt --expires-in 604800 --region af-
south-1 --endpoint-url https://s3.af-south-1.amazonaws.com

IREIHMUEE R : https://amzn-s3-demo-bucketl.s3.af-south-1.amazonaws.com/
mydoc.txt?{Headers}

3. WhatsApp f# A post-whatsapp-message-media@i S FREAE X4 L& B, RIWTRE , ZH SR
Bl {MEDIA_ID} , XRRIEREMHEEFILEN,

aws socialmessaging post-whatsapp-message-media --origination-
phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --source-s3-file
bucketName={BUCKET},key={MEDIA_FILE}

EERWTH , ITUTHRE

« {ORIGINATION_PHONE_NUMBER_ID}&iNEHBFSILH ID,
« {BUCKET}&#: N Amazon S3 1K & Fr.
« {MEDIA_FILE}E#HNEAEXHHER.

BB A LAE - -source-s3-presigned-urlfRE , AN MUt L&, --
source-s3-filef&& M EheadersFEContent-TypeHiFN, RGN EHR
% , InvalidParameterExceptioniRE —4\,

--source-s3-presigned-url headers={"Name":"Value"},url=https://BUCKET.s3.REGION/
MEDIA_FILE

4. HRINZREMEDIA_ID , fiR[E, MEDIA IDRAT1E &iFEAE B rt5| B A&ST 4,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-presigned-url.html
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AWS 4 RAFEEER ArfEm
SIS IR AR B A K/ WhatsApp

REFEBEREEN | DAFEXHRBEEBINTRERAXGE KD, BRESER , BE5H
(WhatsApp Bl FEZ API &) Iy ISAVIRAESRE,

IR S AR E
EHER

EpiEsid rERERF MIME & RARS

AAC .aac Hii/aac 16 MB

AMR .amr FJi/amr 16 MB

MP3 .mp3 audio/mpeg 16 MB

MP4 & 55 .m4a Z5/mp4 16 MB

OGG &l .0gg audio/ogg 16 MB

BN

MAGRE FRERF MIME 62 RARST

XA text text/plain 100 MB

Microsoft Excel Xls, .xIsx application/vnd.ms 100 MB
-excel, application/
vnd.openxmlformats-
OfficeDocument.seet

Microsoft Word .doc, .docx application/msword 100 MB
, application/vnd.op
enxmlformats-offic
edument.wordproces
sin

%% PowerPoint .ppt. .pptx application/vnd.ms- 100 MB

powerpoint, applicati

R RS IR 51
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AWS BLRFIHBAER

RAriEmE

MR E

PDF

MEEAE

o 18 s 4K
A R LK

3GPP

MP4 155

T RER

pdf

yRERF
Jjpeg

-png

FERERF
.webp

.webp

yEER
.3gp

.mp4

MIME 262

on/vnd.openxmlform
ats-officedocument

.presentat

application/pdf

MIME £ #
image/jpeg

image/png

MIME k&
image/webp

image/webp

MIME 262

RARSY

100 MB

RARY
5MB

5MB

RARSY
500 KB

100KB

RARY
16 MB

16 MB

RS IR
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AWS RZ&RFEBHR RAriEmE

WhatsApp JEERE

AEBIHT XA ERREREAZEREP, BXHERENIIR , H2H (WhatsApp B FE =
APl ZE) HHEE.,

HEKR iR

B &N B8 B P RIEEE S URL,

o REFM, X, BE& BRASIAIX . S
CIE>Y 853 3% 3 & i: k-2 8

Reaction RERBHESEANERENRE , LR X\
o

BEAR RIFEHE R

uE Rk R

N RIEBRRAE R

REX RERXERHER.

H b B3R

X WhatsApp SHEXNRIFIEK , ESH (WhatsApp B F AT API &) FHHEE,

Hip R 53


https://developers.facebook.com/docs/whatsapp/conversation-types/
https://developers.facebook.com/docs/whatsapp/cloud-api/reference/messages#message-object

AWS RZ&RFEBHR RAriEmE

WhatsApp £ AWS RABAFHEHRLZIEHEE

HERIEHERZHE , BYAIRE WhatsApp ALK (WABA) , 7 B&H A P SJUE R EBOR B 889H

B. BXEZEER , BZ5H RIR.

HAFPASKXERN , — N EABFRSEON 24 NIt BRL B HRIH . PIERENES (8
BOHEBRIN ) REEENAF 2B AEFRFEONRE, RAEAFERBBCREENER | BTN

Bl R X AEARE B

NTEBEEHBZURNEBFHES , BEBCERRSHFERETEAHBE M. WRENES & AREMH

WhatsApp , M &£ —INEERSANEHfail, LMHMITIFEEFMS4 B 5 e BUE 2IRES

BXBBRBMFIR , BSH (WhatsApp BT AT API %) L,

/A Important
{# A Meta/ WhatsApp

o &5 WhatsApp B ERARAFEAZELESER. Bl FRFESZK. WhatsApp &
WSEEEEE, HEARIERUREFPUSIAARANANFEEMMER., BERSRIERNEZRAM
ZHMNL R, WhatsApp WhatsApp WhatsApp iX KR A AJRES BT E Ho

+ Meta = WhatsApp T BERE RS 22 1E &5 ) WhatsApp Bl RS =R,

o EEA WhatsApp B RS R , BFRBRXEMAZERZESEN R S0 KBRHIH A
&, EEHHKE.

ES]
- £ “AWS 54 AFHE Social” B REERE S KRB
- £ AWS BL BB R P RIEFERHE S A R B

£ “ AWS R A IE R Social” B & iEERE BB =G

BRUNUREWHERRRENESZEE |, 55 H (WhatsApp AL F &A= API &) HFREEE
o BRAMKRERHERRENIK , FS6 (WhatsApp BlFE= API FE) HRER.

LA 74515 B fna]{sE FH AR AR [B) B 72 & 3% 5E 5. AWS CLl, BxEEBMNEZESE AWS CLI, &5
i ¢{AWS Command Line Interface FIF#E/) AWS CLIFHEE.

RIEBAE S
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https://developers.facebook.com/docs/whatsapp/conversation-types/
https://www.whatsapp.com/legal/business-solution-terms
https://www.whatsapp.com/legal/business-terms
https://www.whatsapp.com/legal/business-terms
https://business.whatsapp.com/policy
https://www.whatsapp.com/legal/messaging-guidelines
https://developers.facebook.com/docs/whatsapp/cloud-api/guides/send-message-templates
https://developers.facebook.com/docs/whatsapp/cloud-api/guides/send-message-templates
https://developers.facebook.com/docs/whatsapp/conversation-types/
https://docs.aws.amazon.com//social-messaging/latest/APIReference/API_SendWhatsAppMessage.html
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html

AWS RZ&RFEBHR RAriEmE

® Note
£/ AWS CLI M7 2 B , %IIETE base64d B, XA LUE R AWS CLI B8 --cli-
binary-format raw-in-base64-out@HEH AWS CLI £ BB ENXHRTK. BXEZE
B #SHcli_binary_formathkA& 2 9 (AWS i STHREAFERE) .

aws socialmessaging send-whatsapp-message --message

'{"messaging_product":"whatsapp", "to":"'{PHONE_NUMBER}'",6 "type":"template", "template":
{"name":"statement", "language":{"code":"en_US"}, "components":
[{"type":"body", "parameters":[{"type":"text", "text":"1000"}]1}1}}"' --origination-phone-
number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

HLERewH , HITUTERE

« {PHONE_NUMBER}EB#HNEFHNHBIESH,
« {ORIGINATION_PHONE_NUMBER _ID}EM#NIEMBIEFESEH ID,

LR RBIGE BB I R X T B2 A4 ERER.

aws socialmessaging send-whatsapp-message --message '{"messaging_product":
"whatsapp", "to": "'{PHONE_NUMBER}'",6 "type": "template", "template":
{"name":"simple_template", "language": {"code": "en_US"}}}' --origination-phone-number-
id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

« {PHONE_NUMBER}EB#HNEFHNHBIESE,
« {ORIGINATION_PHONE_NUMBER _ID}EM#FIEMBIESEH ID,

£ AWS B4 AP EEE R P RIAEAH S/ RA

AT R BE tnfalE A B R EAGH B AWS CLl,, AxEBEBENEZEE AWSCLI, 5
i {AWS Command Line Interface FAF#E/)Y AWS CLIFWELE ., Ax XS EASTHEBNE
x , BRI EFNEASTHERF KD WhatsAppo

REERAEE. 55


https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html#cli-configure-files-settings
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html

AWS RZ&RFEBHR RAriEmE

® Note

WhatsApp MBI BR 448 S 4 2 BT E 74 30 X |, 1§ 5 WhatsApp B F &= APl & &
BY A2 RAK,

1. FEEH L& E| Amazon S3 FiEfE. BXEZEER , B LEESZ —BRANEARH
WhatsApp.

2. WhatsApp fE Flpost-whatsapp-message-mediatp S RFHREXH L& El, RIIERE , R SR
Bl {MEDIA_ID} , X R RIZFEME EFr LT,

aws socialmessaging post-whatsapp-message-media --origination-
phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --source-s3-file
bucketName={BUCKET},key={MEDIA_FILE}

ELRGSH , ITUTERE -
« {ORIGINATION_PHONE_NUMBER_ID}&i¥ N BFSIEH ID,

+ {BUCKET} &t Amazon S3 12 M & .
« {MEDIA_FILE}ERNBEAEHHER

BB A LAEH - -source-s3-presigned-urlf{E , FAME A M7 L&, --
source-s3-filef& 4 HiEheadersFBContent-TypeH i, MRENEAR
% , InvalidParameterExceptionliRE—1,

--source-s3-presigned-url headers={"Name":"Value"},url=https://BUCKET.s3.REGION/
MEDIA_FILE

3. ffMsend-whatsapp-messagefn s KX HAE S,

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp", "to":"'{PHONE_NUMBER}'","type":"image", "image":
"id":"'{MEDIA_ID}'"}}' --origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID}
--meta-api-version v20.0
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https://developers.facebook.com/docs/whatsapp/cloud-api/reference/media#upload-media
https://docs.aws.amazon.com/cli/latest/reference/socialmessaging/post-whatsapp-message-media.html
https://docs.aws.amazon.com/cli/latest/reference/socialmessaging/send-whatsapp-message.html

AWS RZ&RFEBHR RAriEmE

® Note
5/ AWS CLI fRZA 2 Bt , AAUETE basebs 4mt8, X LUER R AWS CLI S8- -
cli-binary-format raw-in-base64-outZE X AWS CLI £/ EEXHRTMH -
BXEZER , H5Mcli_binary formathkads 2 89 (AWS S TREAF,ER) -

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp", "to":"'{PHONE_NUMBER}'","type":"image", "image":

{"id":"'{MEDIA_ID}'"}}' --origination-phone-number-

id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0 --cli-binary-

format raw-in-baseb64-out

ELReoH , ITUTRE:

« {PHONE_NUMBER}E#MAEFHHBIESTT,
« {ORIGINATION_PHONE_NUMBER _ID}E¥NEMEFESTHBH ID,
« {MEDIA_ID}&#t R E—FHiREIME ID,

4. HIBFABEBERMAEMER | ATLUE A delete-whatsapp-message-mediafin &3 E M WhatsApp il
BRo XR2MEH Amazon S3 FEHE M BRIEMAR X H WhatsApp , TR MMEH Amazon S3 77
f& #8

aws socialmessaging delete-whatsapp-message-media --media-id {MEDIA_ID} --
origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID}

HLERewH , ITUTERE

« {ORIGINATION_PHONE_NUMBER_ID}&¥ N BFSIBH ID,
« {MEDIA_ ID}&¥ NI ID,
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html#cli-configure-files-settings
https://docs.aws.amazon.com/cli/latest/reference/socialmessaging/delete-whatsapp-media-message.html

AWS RZ&RFEBHR RAriEmE

BlE AWS LA FEREHXFRHEE

BRAMSIZE WhatsApp kK (WABA) FEZI B fVith |, ARFTERFIEEREMES ., HEBKE
FEIEER , BHEREFESHE NN Amazon SNS =&, EZBOEH |, BAAMITE Amazon SNS

Ll ==

FALIRT 2o

BRRBBINEAEEWNEH RS |, BSHEA T ERESREER WhatsApp JSON R~¥l, BXBEENE
Z{EB AWS CLI , 55 (AWS Command Line Interface AF#Ef) AWS CLITHEIE, BXxX#E
AR R B WK | BFS R ZIFH R RSO SEB R K/ WhatsAppe

/A Important

EEWEARNEE , X918 WABA BRAEHEMN, BEXEZELR , 51 1 AWS 4 H
FOE B R RIEE MBS B Kb,

£ “ AWS R A FIHE Social” FRFERAFIR A At B 3=/ 7R 4

BRFEERSREN , MEERLRAF R LreaddEE SN ERHEIAIRIC,

aws socialmessaging send-whatsapp-message --message

"{"messaging_product":"whatsapp", "message_id":"'{MESSAGE_ID}'","status":"read"}' --
origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

HLERawH , HITUTERAE

« {ORIGINATION_PHONE_NUMBER ID}EiFNEMBIFSHER ID,
« {MESSAGE_ID}E¥M N EEMME — AR, A Amazon SNS TBREENRANidFRE.,

£ “AWS BRL B FEE Social” FALRE EE R
LRAJ A SEERINEI R | tbinZiike XE,

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp", "recipient_type":"individual", "to":" ' {PHONE_NUMBER}'",6"type":
"reaction","reaction": {"message_id": "'{MESSAGE_ID}'","emoji":"\uD83D\uDC4D"}}"' --

origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

FEERRSESR N BIE 58
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html

AWS RZ&RFEBHR

RAriEmE

HLERewH , AT TERE

« {PHONE_NUMBER}EB#HNEFHHBIESE,

o {MESSAGE_ID} &1 HE MM —FrR%F. £H Amazon SNS FEHEEXNRHANIdFERE,

o {ORIGINATION_PHONE_NUMBER _ID}Eia RN EHEESHEH ID,

TR LM T 5 WhatsApp El Amazon S3

ERRESEXHHTHREE Amazon S3 F#NEF |, 1EFEHget-whatsapp-message-mediafi ©o

aws socialmessaging get-whatsapp-message-media --media-id {MEDIA_ID} --
origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --destination-s3-file

bucketName={BUCKET}, key=inbound_
{

"mimeType": "image/jpeg",
"fileSize": 78144

EERGTH , ATUTERE

« {BUCKET}#&1#t N Amazon S3 &M & #o

o {MEDIA_ID}E#MAKBINEHFNiIdFERE, BEXEABRECEHNRE | &

B WhatsApp JSON =41,
« {ORIGINATION_PHONE_NUMBER_ID}&i N BFSILH ID,

EM Amazon S3 FEFREREREK | FEAUTHS :

aws s3 cp s3://{BUCKET}/inbound_{MEDIA_ID}.jpeg

EERBTH , ITUTRE

« {BUCKET}#&1# N Amazon S3 & @M & #o
« {MEDIA_ID}&#rh k—%iRE/ MEDIA_ID,

SRR T EREMAH

ML b ib R4 ST T 2 2] Amazon S3 WhatsApp
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https://docs.aws.amazon.com/cli/latest/reference/socialmessaging/get-whatsapp-message-media.html

AWS RZ&RFEBHR RAriEmE
£ B R EH N E & R E & H S8 =6

LRl , EHWEF Diego MBRET —FELE , LEEE ‘B, ARZASRERNEFXRER
SEE1,

TRFH
E#UW Diego EXIFEEMNBEA , BXLIIREEH BHF Amazon SNS R HIT [ EML R Ko

1IE7£ [B] B

1. WZFIRHE Diego KEESE , 2EZEBMNARET RRE —1NEH. UATRZETERTAENE
=

® Note
T Diego K2 7 XiE , Bt eIt ABK Bl & BT ENEE,
A RBlwhatsAppWebhookEntryFHILL JSON RRZEE R, BXF JSON FHF LN
whatsAppWebhookEntry JSON KY7RfI , &S H A TEYUEE M WhatsApp JSON 7R
B,

{

"context": {
"MetaWabalIds": [
{
"wabald": "1234567890abcde",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:waba/
fb2594b8a7974770b128a409e2example”
}
1,
"MetaPhoneNumberIds": [
{
"metaPhoneNumberId": "abcdel234567890",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:phone-number-
id/976c72a700aac43eaf573ae@50example”
}
]
.
"whatsAppWebhookEntry": "{\"...JSON STRING....",
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AWS RZ&RFEBHR RAriEmE

"aws_account_id": "123456789012",
"message_timestamp": "2025-01-08T23:30:43.2712793917"
}
//Decoding the contents of whatsAppWebhookEntry
{
"id": "365731266123456",
"changes": [
{
"value": {
"messaging_product": "whatsapp",
"metadata": {
"display_phone_number": "12065550100",
"phone_number_id": "321010217712345"
.
"contacts": [
{
"profile": {
"name": "Diego"
},
"wa_id": "12065550102"
}
1,
"messages": [
{
"from": "14255550150",
"id":
"wamid.HBgLMTQyNTY50DgzMDIVAgASGCBDNzBDRjM5MDU20DEwWMDkwREY40DBDRDE®@RjVGRkexample",
"timestamp": "1723506035",
"text": {
"body": "Hi"
},
"type": "text"

]
+

"field": "messages"

2. E[ Diego ERREWEER , RS RENread, BEXRFHERFZFLVHEZLEIRNER
Ry EIEFRIC,

ETEE R 61



AWS RZ&RFEBHR RAriEmE

® Note
5/ AWS CLI fRZA 2 Bt , AAUETE basebs 4mt8, X LUER R AWS CLI S8- -
cli-binary-format raw-in-base64-outZE X AWS CLI £/ EEXHRTMH -
BXEZER , H5Mcli_binary formathkads 2 89 (AWS S TREAF,ER) -

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp", "message_id":"'{MESSAGE_ID}'","status":"read"}'
--origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version
v20.0

EERGTH , ATUTERE

« {ORIGINATION_PHONE_NUMBER_ID} &7 Diego MH K*XHEMHEIESH ID phone-
number-id-976c72a700aac43eaf573ae@50example,

« {MESSAGE_ID}EM AN EHEMNM —RART, XERIIMNEEFRNIdFREME
Elwamid.HBgLMTQyNTY50DgzMDIVAgASGCBDNZBDRjM5MDU20DEWMDkwREY40DBDRDE®R jVGRke:

3. {RALAL, Diego X —MNFEFHR AL

aws socialmessaging send-whatsapp-message --message

'{"messaging_product":"whatsapp", "recipient_type":"individual","to":"'{PHONE_NUMBER}'", "ty

"reaction","reaction": {"message_id": "'{MESSAGE_ID}'","emoji":"\uD83D\uDC4B"}}"'
--origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version
v20.0

HLERewH , AT THRAE

o {PHONE_NUMBER}Z#NIERMEBEESH , 14255550150,

o {MESSAGE_ID}E# N HEME — R, XS5KWAMNEETMWNidFEREM
Elwamid.HBgLMTQYNTY50DgzMDIVAgASGCBDNZBDRjM5MDU20DEWMDkwREY40DBDRDE®RjVGRke:

« {ORIGINATION_PHONE_NUMBER_ID}EiAEXRMHE KixH S M BiESEID:phone-
number-id-976c72a700aac43eaf573ae@50example.

EEER 62


https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html#cli-configure-files-settings

AWS RZ&RFEBHR RAriEmE
H th 7R

. BREMBFMIEREENERE AL,
. H% WhatsAppE B X R#FI% , H5H (WhatsApp B FAE API B2) higEE,

Hip R 63


https://developers.facebook.com/docs/whatsapp/cloud-api/reference/messages#message-object

AWS RZ&RFEBHR RAriEmE

T AWS LA HEAEXNKENMERABRRE

HIEFER AWS RAAFEEERE , SEERSHMBAHTITE, AXTFHATECASZKAFER
HRE , SEEH TRE~ £ R RS EMetaTemplateMessageFee®l AWS MessageFee®# o

MetaTemplateMessageFeesE{1H Meta iR & , HABEH Meta Bk, AWS &3 Meta 80 Meta
i, SaEEENE HBEHEMetaTemplateMessageFees,

H 2026 %2 A 1B, AWS ffMetaTemplateMessageFeesfEf Meta ENE < LL# B R A2
RWT  BREXFETREN. AWS M MetaTemplateMessageFees 2026528 1 B EMED
ERLERETWLCER | UEXTWEEA. E8NMNFEENE—X , AWS AREQEHRHKENETN
¥ , MetaTemplateMessageFeesARBRENE ~ L B TICERMN AL,

i s

%H B W 5k

AWS A RAFHEHRREEN —MEARE , EPEZaUTRANIENFER
Region code-MessagingType-IS0O-FeeDescription-FeeType

5 WhatsApp HEEFWM A AER 1T 3R E : H Meta MetaTemplateMessageFee %% | LUK
itMessageFee%& & AWS,

LIBREEHCHER | MEEXF— WhatsAppMetaTemplateMessageFee®l— AWS
MessageFeeMI %M. TREM THEAREIEZFENERMNTENE, X AWS RARAFEELR

FE 15 BF EIEEL: RN
Region code KR WhatsApp JHERIEFEW  + USE1— XERI ( 5#E
L& AWS XiF BV BT4R. EIE4EES ) Xig

. USE2— ZEH (BX
B ) XiF

- USW2— E£EHI (K%
N ) Xig

+ APS3— I K#h[X ( &
) X

HHEIW SR 64


https://aws.amazon.com/end-user-messaging/pricing/

AWS RZ&RFEBHR

RAriEmE

FE

A RE

. APS5— T A#X ( #18

ZF

(=}

B ) XE

« APS1— I A#: X ( #rn

® ) X8

- APS2— T A [X (%

) X

- APS6— A X ( 778

=) XE

« EU-BUMEX ( Z/RZ)

X5

. EUW2— BN (4£%) K

&

- APN1— T A#X ( %

) X

- APN2— T A#X (&

R ) X

« EUCT— Bl ( ==

B) X

« EUN1— BN ( BFE8ER

B ) X

« EUS2— KX ( FHEST )

X5

+ MEC1— # % ( FBXE )

#h X

« MES1— % ( BAK ) it

X

« MXC1— £FF ( BB )

#h X

« SAE1—mEM ( ER

F) X

o AFS1— JEM ( FFESR )

#h X

HHEIW SR
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AWS RZ&RFEBHR

RAriEmE

FE

MessagingType

IS0

FeeDescription

3458

HERIEBIWF IR 1ISO B/
1 XA,

R

AJBERY{E
« CAN1— INZEX ( %8 )
b X

« CAWI— IEKXKAEI (F
RME ) #X

ZF

WhatsApp

BXEARE | BB R L
HER /X,

* MetaTemplateMessag

eFee B Metal Z &

+ MessageFee HERAAF
HE MR YT

E29i D=V 67
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AWS RZ&RFEBHR

RAriEmE

FE

Meta FeeType

3458

IFERE REEMMetaTempl

ateMessageFee

TRRE,

ARERE

MetaTemplateMessag
eFee I KEHHEERE

« Authentication — A

FEA-—XEEBXYAR
HITHHRRIE , XAJRER
Y EBRFIENZSANSR
., XA REEIENK Kk
. TK RS Rk P SRR
P
Authentication-
International — &
AR , Authentic
ation &MWL E
RREZHMER/MX
B9 Authentication-Inter
national &R | HBHEE
= T2 1% B R/ X B9 FF 18 A
EEPA=p $::0 8
Marketing — AF3%E
MEMBIR , NEESHRE
EE#HENEMEN
R, nplBEH~m.
REHEINEENS. EMEE
HIEEARBMYERFR
BE,

Service— ATHREF
Eif,

Utility— AT iR3 A
FPERERER, =637
EFIMATIA, order/del
ivery BIE ( {5l aNEL X B H
). KPR EFRIZE (5

HHEIW SR
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AWS RZ&RFEBHR

RAriEmE

FE

3458

ARERE

M RIREE ) SR BE
g,

ZF

MetaTemplateMessag
eFee AP RKENEENR

:ﬁg

+ Service— ATFHEREF
=i,

#HES K EME

AT Authentic

ation Authentic
ation-Internationa
1 . MUtilityBERE,
BXHMETRENNEES ,
BZH. KREDREM
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AWS BLRFIHBAER

RAriEmE

FE

AWS FeeType

3458

FEEREEN AWS
MessageFee ZEH,

A REME

AWS MessageFee 1Ml%&
R E SRR

Authentication — A
FEA—REEBYAF
HITE MR |, XAIRER
YHEERIENZSANTR
., XAIREEIENK Kt
. IkFPIRE R P T EM
bR o
Authentication-
International — &
fEAERB , Authentic
ation {B&MLE
RIREZ HMER/MX
B Authentication-Inter
national &R | HBHEE
= TE1Z E 3R/ X Y FF 4R Bt
EEPA=Y. $-3: 08
Marketing — AT E4H
BWEHE , NEEHA
EIHNEHENEREN
2R, ~HlBEH~m.
fREHIIBENE . EME
HRBURBYNERFR
138

Service— AT XESHE
AEFBHEXIER,
Standard— AT BH#%
NHHEE

Utility— AT iR3 A
FRERER. "OISHE
EFEIMATIA, order/del
ivery BB ( HImELEFEH

HHEIW SR
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3]

AWS B4R M B R AP
FEB i BH AJBERY{E

)« WK EHEIREE (B
WMARREE ) SRIEE
&,

MessageFee AP KiEHIH
=N b

+ Inbound— ATFRAF X
HHE,

(@ Note

" MetaTemplateMessageFees EA1H Meta i&E , HAALH Meta ER. AWS B Meta
B Meta it , HELBEESENE HBEHEMetaTemplateMessageFees,

LIBREEBHCHER |, BEEX{f—MetaTemplateMessageFeefl— AWS MessageFeefI %,
HERFEBEEANECERBERALERRN , BEEX{F—MessageFeeHEEM A,

il , MREEMEFAEEHERER , MEEXZ{f—MetaTemplateMessageFee#H
—MessageFeefy %2 A,

K& SKU B F R

LAUR RRFRIK#E SKU BFRE R, XL RHIE R AWS MessageFee FeeTypes 7 MAPS 31t [XX75
(ap-south-1 , M A#KX ( EX ) ) KERBRHHEURKEZISORE (E ) HE, IN

APS3-WhatsApp-IN-MessageFee-Authentication
APS3-WhatsApp-IN-MessageFee-Service
APS3-WhatsApp-IN-MessageFee-Authentication_International
APS3-WhatsApp-IN-MessageFee-Marketing
APS3-WhatsApp-IN-MessageFee-Inbound
APS3-WhatsApp-IN-MessageFee-Utility
APS3-WhatsApp-IN-MessageFee-Standard

Tk % SKU & #5754

70



AWS &L AFEERRR ArfEm
EFRIAEfMIETE A FeeType

BXEENER/MXMFIER Authentication-International FeeType , 25 WhatsApp AWS
RARAPHEREN.

MBEEER/MXBEFRTDA “ B WhatsApp A XKiZAuthenticationBE , MFEEL
TAuthentication-International FeeTypelin T , MR ZEFR/t XK FAuthentication-
International T [E AU :

1. B TE 30 RIWFEFTE WhatsApp LK ARITH TEN 75 AFREE , H WhatsApp AFFTE
NERSXFURBERATEREMWESR/MX, Authentication-International BEXEZ{E
B, B2 (WhatsApp Bl FEF R EERE) PRIERE,

/A Important

R Meta BELHN LW FEARKE |, fifiiJAuthentication-International =i @&
KiE—HEBEFHHFEH , HPF IS ERAWESR/XMB3 30 K HARAFF 1R E .

2. LN EZEES —NER, BXEELUBLHINEZES , BSH (BULFEEFEAERE
) FHEEWhatsApp B\l ih =

3. WHERELNZER/M XA 30 REIRFFIRET RN 2 /5 RiEH.

R RIEEHENRER

flgn , MREEMEBLLEEEERES , WEEXF— WhatsApp MetaTemplateMessageFeefl—
AWS MessageFeef %M,

Marketing Template Message 1: APS1-WhatsApp-CA-MetaTemplateMessageFee-Marketing
Marketing Template Message 1: APS1-WhatsApp-CA-MessageFee-Marketing

R 2 ITFRRSS XS iR

AW EWREIAFRAEREREEW 24 MYABREAFHAEEEN , RetIZREXNE. EXMER
T, BEENEZHIEEMetaTemplateMessageFee-Service_ReqularlWER—£ B A —£ %
A, AWS MessageFee-Service N B&AF KR EEWMessageFee-InboundB—£ %A, fl
m, MRAFARTE-FHEE , BLEET , AFEET , UIX=28EENERAFOTHAR :

User Initiated Message 1: APS1-WhatsApp-CA-MessageFee-Inbound

E FRINE{ RS E A FeeType 71


https://aws.amazon.com/end-user-messaging/pricing/#WhatsApp
https://developers.facebook.com/docs/whatsapp/pricing/authentication-international-rates#eligibility
https://developers.facebook.com/docs/whatsapp/pricing/authentication-international-rates#primary-business-location
https://developers.facebook.com/docs/whatsapp/pricing/authentication-international-rates#primary-business-location

AWS RZ&RFEBHR RAriEmE

Business Initiated Message 2: APS1-WhatsApp-CA-MetaTemplateMessageFee-Service_Regular
Business Initiated Message 2: APS1-WhatsApp-CA-MessageFee-Service
User Initiated Message 3: APS1-WhatsApp-CA-MessageFee-Inbound

R E D REMN

AWS Limg AP H BB AT RIRS X WhatsApp BIREEE A Meta WItES REN . HENARZE
BYZERREN , SEEZKEAPNRKRNBAZZRENEZREERE, B, HESFFER TR
ERMXIIINEHRRIE, ERSFHRIENSARFENRER , EREATEHERHER, RZESE
BNHE, FRITENFTHE Meta IRE , HATAEH Meta Edl,. AWS HREEZE HBHEEXRER S
HE K,

FEEMEIRSIMEREATILR ¢

- REENRCEES T ABEBUE—ERFRSE QR RIENERE S BLER R TR,
- ERRERBEXAEERE ( FOHRIESIARESF ) M7, HEBAEE—X,

« FEKF WABAs RIS NIKFICEE —RBUBEER.

- AREETENNESEERERTHRE,

BRABEFEHEBNBESRTSH Meta RE. AWS Y Meta SHRNERTER , FZESHNA
FHEHEFERE, BXSRMENYTBRRMNEZEE | 55 Meta B WhatsApp Bl F A EHN T8,

LA SKU 'RAIE R T AuthenticationAuthentication-International, #MUtilityHE3E
B E D REM

LA R3EFRIK % SKU BRI RAI, XL RHIE RMeta FeeType 7 MAPS3XIZi{RE3 ( ap-south-1 , I
A#X ( &#XK ) Xif ) REFHIFRHI AR RKIEFISOKBIN ( NE ) BER.

APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_Regular
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_Regular_TIER_1
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_Regqular_ TIER_2
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_Regular_TIER_3
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_Regqular_TIER_4
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_Regular_TIER_5
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_International_Regular
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_International_Regular_TIER_1
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_International_Regular_TIER_2
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_International_Regular_TIER_3
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_International_Regular_TIER_4
APS3-WhatsApp-IN-MetaTemplateMessageFee-Authentication_International_Regular_TIER_5

RREDREN 72


https://developers.facebook.com/docs/whatsapp/pricing/

AWS BLRFIHBAER

RAriEmE

APS3-WhatsApp-IN-MetaTemplateMessageFee-Utility_Regular

APS3-WhatsApp-IN-MetaTemplateMessageFee-Utility Regular_ TIER_1
APS3-WhatsApp-IN-MetaTemplateMessageFee-Utility_ Regular_TIER_2
APS3-WhatsApp-IN-MetaTemplateMessageFee-Utility Regular_TIER_3
APS3-WhatsApp-IN-MetaTemplateMessageFee-Utility_ Regqular_TIER_4
APS3-WhatsApp-IN-MetaTemplateMessageFee-Utility Regular_TIER_5

AWS A AFHEHARIKE ISO KB MetaTemplateMessageFee BR 5}

XEFHNER
PALEEY ISO E =R/t XA
AF
AX

AL

DZ
AS
AD
AO
Al

AQ
AG
AR

AM

AW

AC

E R/t XA
Afghanistan
Aland Islands

Albania

Algeria

American Samoa
Andorra

Angola

Anguilla

Antarctica

Antigua and Barbuda
Argentina

Armenia

Aruba

Ascension Island

WhatsApp X i it %k X i3
Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Africa
Other

Other

Rest of Africa
Other

Other

Other
Argentina

Rest of Central & Eastern
Europe

Other

Other

it%% 1ISO K13
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AWS BLRFIHBAER

RAriEmE

PALERY ISO E =R/ XA
AU
AT

AZ

BS
BH
BD
BB

BY

BE
BZ
BJ
BM
BT
BO
BQ
BA
BW
BV

BR

R/t X & FR
Australia
Austria

Azerbaijan

Bahamas
Bahrain
Bangladesh
Barbados

Belarus

Belgium

Belize

Benin

Bermuda

Bhutan

Bolivia

Bonaire

Bosnia and Herzegovina
Botswana

Bouvet Island

Brazil

WhatsApp X% it %% X i3
Rest of Asia Pacific
Rest of Western Europe

Rest of Central & Eastern
Europe

Other
Rest of Middle East
Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Western Europe
Other

Rest of Africa

Other

Other

Rest of Latin America
Other

Other

Rest of Africa

Other

Brazil

it%% 1ISO K13
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AWS BLRFIHBAER

RAriEmE

PALEHY 1ISO B =R/t X AKE
10

VG

BN

BG

BF
Bl

KH
CM
CA
CcVv
KY
CF
TD
CL
CN
CX
CC
CcO
KM

CK

B 3R/ X & #h

British Indian Ocean Territory
British Virgin Islands

Brunei Darussalam

Bulgaria

BurkinaFaso

Burundi

Cambodia

Cameroon

Canada

Cape Verde

Cayman Islands
Central African Republic
Chad

Chile

China

Christmas Island
Cocos(Keeling) Islands
Colombia

Comoros

Cook Islands

WhatsApp X 1& 1T 5% X 13
Other
Other
Other

Rest of Central & Eastern
Europe

Rest of Africa

Rest of Africa

Rest of Asia Pacific
Rest of Africa

North America
Other

Other

Other

Rest of Africa

Chile

Rest of Asia Pacific
Other

Other

Colombia

Other

Other

it%% 1ISO K13
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AWS BLRFIHBAER

RAriEmE

PALERY ISO E =R/ XA
CR
Cl

HR

Cw
CY

Cz

CD

DK
DJ

DM
DO
EC
EG
SV
GQ
ER
EE

ET

SZ

R/ X B
Costa Rica
Cote d'lvoire

Croatia

Curacao
Cyprus

Czech Republic

Democratic Republic of the
Congo

Denmark

Djibouti

Dominica
Dominican Republic
Ecuador

Egypt

El Salvador
Equatorial Guinea
Eritrea

Estonia

Ethiopia

Eswatini

WhatsApp 1% it 2% X1
Rest of Latin America
Rest of Africa

Rest of Central & Eastern
Europe

Other
Other

Rest of Central & Eastern
Europe

Rest of Africa

Rest of Western Europe
Other

Other

Rest of Latin America
Rest of Latin America
Egypt

Rest of Latin America
Other

Rest of Africa

Other

Rest of Africa

Rest of Africa

it%% 1ISO K13
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AWS BLRFIHBAER

RAriEmE

PALEHY 1ISO B =R/t X AKE
FK
FO
FJ
FI
FR
GF
PF
TF
GA
GM

GE

DE
GH
Gl

GR

GL
GD
GP

GU

B 3R/ X & #h
Falkland Islands
Faroe Islands

Fiji

Finland

France

French Guiana
French Polynesia
French Southern Territories
Gabon

Gambia

Georgia

Germany
Ghana
Gibraltar

Greece

Greenland
Grenada
Guadeloupe

Guam

WhatsApp X 1& 1T 5% X 13
Other

Other

Other

Rest of Western Europe
France

Other

Other

Other

Rest of Africa

Rest of Africa

Rest of Central & Eastern
Europe

Germany
Rest of Africa
Other

Rest of Central & Eastern
Europe

Other
Other
Other

Other

it%% 1ISO K13
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AWS BLRFIHBAER

RAriEmE

PALEHY 1ISO B =R/t X AKE
GT

GG

GN

GW

GY

HT

HM

HN

HK

HU

JM

JP

R/ X & 5

Guatemala
Guernsey

Guinea

Guinea-Bissau

Guyana

Haiti

Heard and McDonald Islands

Honduras
Hong Kong

Hungary

Iceland
India
Indonesia
Iraq
Ireland

Isle of Man
Israel

Italy
Jamaica

Japan

WhatsApp X 1& 1T 5% X 13
Rest of Latin America
Other

Other

Rest of Africa

Other

Rest of Latin America
Other

Rest of Latin America

Rest of Asia Pacific

Rest of Central & Eastern

Europe

Other

India

Indonesia

Rest of Middle East
Rest of Western Europe
Other

Israel

Italy

Rest of Latin America

Rest of Asia Pacific

it%% 1ISO K13

78



AWS BLRFIHBAER

RAriEmE

PALERY ISO E =R/ XA
JE

JO

KZ

KE

KI

XK

KW

KG

LA

LV

LB
LS
LR
LY
LI

LT

LU
MO

MK

R/ X AR
Jersey

Jordan
Kazakhstan
Kenya

Kiribati
Kosovo
Kuwait
Kyrgyzstan
Lao PDR

Latvia

Lebanon
Lesotho
Liberia

Libya
Liechtenstein

Lithuania

Luxembourg
Macao

Macedonia

WhatsApp X 1& 1T 5% X 13
Other

Rest of Middle East
Other

Rest of Africa

Other

Other

Rest of Middle East
Other

Rest of Asia Pacific

Rest of Central & Eastern
Europe

Rest of Middle East
Rest of Africa

Rest of Africa

Rest of Africa
Other

Rest of Central & Eastern
Europe

Other
Other

Rest of Central & Eastern
Europe

it%% 1ISO K13
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AWS BLRFIHBAER RAriEmE

PALEEY 1ISO E /it XA B 3R/ X & #h WhatsApp X 1& 1T 5% X 13

MG Madagascar Rest of Africa

MW Malawi Rest of Africa

MY Malaysia Malaysia

MV Maldives Other

ML Mali Rest of Africa

MT Malta Other

MH Marshall Islands Other

MQ Martinique Other

MR Mauritania Rest of Africa

MU Mauritius Other

YT Mayotte Other

MX Mexico Mexico

FM Micronesia Other

MD Moldova Rest of Central & Eastern
Europe

MC Monaco Other

MN Mongolia Rest of Asia Pacific

ME Montenegro Other

MS Montserrat Other

MA Morocco Rest of Africa

MZ Mozambique Rest of Africa

it%% 1ISO K13 80



AWS BLRFIHBAER

RAriEmE

PALERY ISO E =R/ XA
MM
NA
NR
NP
NL
NC
NZ
NI
NE
NG
NU
NF
MP
NO
OM
PK
PW
PS
PA

PG

B 3R/ X & #h
Myanmar

Namibia

Nauru

Nepal

Netherlands

New Caledonia
New Zealand
Nicaragua

Niger

Nigeria

Niue

Norfolk Island
Northern Mariana Islands
Norway

Oman

Pakistan

Palau

Palestinian Territory
Panama

Papua New Guinea

WhatsApp X 1& 1T 5% X 13
Other

Rest of Africa

Other

Rest of Asia Pacific
Netherlands

Other

Rest of Asia Pacific
Rest of Latin America
Rest of Africa

Nigeria

Other

Other

Other

Rest of Western Europe
Rest of Middle East
Pakistan

Other

Other

Rest of Latin America

Rest of Asia Pacific

it%% 1ISO K13
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AWS BLRFIHBAER

RAriEmE

AL ZRRY 1ISO E =R/ XA
PY
PE
PH
PN

PL

PT
PR
QA
CG
RE

RO

RU
RW
SH
KN
LC
PM
VC

BL

B 3R/ X & #h
Paraguay
Peru
Philippines
Pitcairn

Poland

Portugal

Puerto Rico

Qatar

Republic of Congo
Reunion

Romania

Russian Federation

Rwanda

Saint Helena

Saint Kitts and Nevis

Saint Lucia

Saint Pierre and Miquelon
Saint Vincent and Grenadines

Saint-Barthelemy

WhatsApp X 1& 1T 5% X 13
Rest of Latin America
Peru

Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Western Europe
Rest of Latin America
Rest of Middle East
Other

Other

Rest of Central & Eastern
Europe

Russia

Rest of Africa
Other

Other

Other

Other

Other

Other

it%% 1ISO K13
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AWS BLRFIHBAER

RAriEmE

PALERY ISO E =R/ XA
MF
WS
SM
ST
SA
SN

RS

SC
SL
SG
SX

SK

Sl

SB
SO
ZA

GS

KR

B 3R/ X & #h
Saint-Martin

Samoa

San Marino

Sao Tome and Principe
Saudi Arabia

Senegal

Serbia

Seychelles
Sierra Leone
Singapore
Sint Maarten

Slovakia

Slovenia

Solomon Islands
Somalia
South Africa

South Georgia and the South
Sandwich Islands

South Korea

WhatsApp X 1& 1T 5% X 13
Other

Other

Other

Other

Saudi Arabia

Rest of Africa

Rest of Central & Eastern
Europe

Other

Rest of Africa

Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Central & Eastern
Europe

Other
Rest of Africa
South Africa

Other

Other

it%% 1ISO K13
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AWS BLRFIHBAER RAriEmE

PALEEY 1ISO E /it XA B 3R/ X & #h WhatsApp X 1& 1T 5% X 13
SS South Sudan Rest of Africa
ES Spain Spain
LK Sri Lanka Rest of Asia Pacific
SR Suriname Other
SJ Svalbard and Jan Mayen Other
Islands
SE Sweden Rest of Western Europe
CH Switzerland Rest of Western Europe
TW Taiwan Rest of Asia Pacific
TJ Tajikistan Rest of Asia Pacific
TZ Tanzania Rest of Africa
TH Thailand Rest of Asia Pacific
TL Timor-Leste Other
TG Togo Rest of Africa
TK Tokelau Other
TO Tonga Other
TT Trinidad and Tobago Other
TA Tristan da Cunha Other
TN Tunisia Rest of Africa
TR Turkey Turkey
™ Turkmenistan Rest of Asia Pacific

it%% 1ISO K13
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AWS BLRFIHBAER

RAriEmE

PALEHY 1ISO B =R/t X AKE
TC
TV
UG

UA

AE
GB
us
Uy
UM
uz
VU
VA
VE
VN
VI

WF
EH
YE
ZM

Z\W

B 3R/ X & #h

Turks and Caicos Islands
Tuvalu

Uganda

Ukraine

United Arab Emirates
United Kingdom

United States

Uruguay

US Minor Outlying Islands
Uzbekistan

Vanuatu

Vatican City State
Venezuela

Vietnam

Virgin Islands

Wallis and Futuna Islands
Western Sahara

Yemen

Zambia

Zimbabwe

WhatsApp X 1& 1T 5% X 13
Other

Other

Rest of Africa

Rest of Central & Eastern
Europe

United Arab Emirates
United Kingdom
North America

Rest of Latin America
Other

Rest of Asia Pacific
Other

Other

Rest of Latin America
Rest of Asia Pacific
Other

Other

Other

Rest of Middle East
Rest of Africa

Other

it%% 1ISO K13
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AWS RZ&RFEBHR RAriEmE

BXYEWSE (EFA )

@ Note
B2025 7 A1 BE, BESBERE HRRFIEEFA , THER. HXXH

AWS RARAFEEERUEER —TEAEE  HAIEUTEANWENFER Region
code-MessagingType-ISO-FeeDescription-FeeType. 84 WhatsApp X i&H F /N W] RERY it 5%
B , % %12 WhatsAppConversationFee, H AWS per MessageFee,

(® Note
M2025 F7 A1 HE, AWS RARAFHEAIFIEE NS ,
MAREIEWEE WhatsApp , X5 Meta WL —F, XE
kMetaTemplateMessageFeei&ConversationFee , Bk T AWS MessageFee. 20254
8AWEIN2025F7AkEFF iR , FETEFIEELNBAKER, AXRIZEERITNAIKE
MEABERIREWER , HSHthe section called “#HE W,

LEBES L EEHEE X B IER , AWS SMessageFee AZEX{f—3H WhatsApp
ConversationFeefl—HMWBEMR, XF[/ITHF N 24/ PINED , BB —FFBEL A BRHNER
SHEHER AWS EMessageFeeH it &,

WhatsApp X} &R B MEMN FIF AT EWhatsApp Bl FAEFREEFMHNET X ENEN PRI

TRETFMEABRAREPNFEROATRENER, AX AWS RELAFHEHXENNESEE , S
5] AWS &4 A FEEE M WhatsAppH Y.

FE prii| i EA
Region code « USE1— BRI ( H#ERE R~ WhatsApp JHE & AT
TWAEE ) Xig WA E AWS XiF B BT &R
« USE2— %EI/\% ( ﬁEZﬁE
M) X1

- USW2— £EFEEE (B
X ) X1
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FE 1T ;!

. APS3— T A#HK (EX )
X i3

- APS5— T A# X ( B84
B ) XiF

- APS1— I AH#X ( 0
%) X4

- APS2— T AKX (& )
X5

« EU-RUMittX ( ZBR= ) X
5

- EUW2— BN (163 ) XiF

- APN1— T A#X (HE )

X i3
« APN2— I KX ( 7R )
X i3
« EUCI— BN (2= )
1t [X
- EUS2— RN ( EIESF ) X
1
- SAE1— mEM ( ZRF )
1t [X
« AFS1—3EN ( FFER ) it
X
« CAN1— INEX ( PP ) it
X
MessagingType WhatsApp I FBRARRIEE RIARE B3
A,
IS0 EEXHENER HEREBNHRALEBN 1SO B
R/ X KRB,
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FE

FeeDescription

by

ConversationFee
MessageFee

ik

W FERIEE the WhatsApp
ConversationFee = p
AWS er MessageFee o
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AWS RZ&RFEBHR

R

M

FE

FeeType

by

Authentication
Authentication-Int
ernational , Marketing

, Service, Utility,
Standard

ik

b7 BE RATE A YRS TR SR AL
S5 E B H BB 5 AR E

il & EHConversat
ionFee K3l

« Marketing — AF==UF

MERR, NESHEERIH
HHEMEREMNES. =
PlasEfr-m. RS |InEE
nE, EEEHEALEUKRE
Y& FIRE,

« Utility— ATRHAFER

EER, ROIBIEEEFEM
ABIA, order/delivery B
(BIINEEERT ) . WKFE
SIRE ( flafTRIZER )
RRBAFE,

« Authentication — B

THERA-IREREN AP
THEMRIE , TERERER
HRENSNTER (Bl
WUF, K/ IREMTEMR
58 ).
Authentication-Int
ernational — M
748 , Authentic
ation BEZMLUER
REZHMER/MXE
Authentication-Inter national
BER  AANEREZER/
XN F Rt R 2 FITF
Mo
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FE pri Bl 1, BF
+ Service— BTHBREFE
.
AF X Conversat

ionFee 23|

« Service— ATHRREFE
i,

MessageFee 33

« Standard— RixsiEWE
R R

LB X EBHCEE AR EN , BFEEX{f—ConversationFeefl—MessageFeeW %A, X
HA—N24 P REDO , BREGE —FFNSHEMRERIGEN AMessageFeeit 2%, £ 24 /NiTE
O, EBHRCESERBXRTEE , BUNESFRITHINE,

flan , MREEMBLLEEEERES , WEERNConversationFeeflMessageFee I,

Marketing Template Message 1: APS1-WhatsApp-CA-ConversationFee-Marketing
Marketing Template Message 1: APS1-WhatsApp-CA-MessageFee-Standard
Marketing Template Message 2: APS1-WhatsApp-CA-MessageFee-Standard

MREFASKIFEEHBLZRES  NEEEXNTFBEHServiceNFERHEEN LA,

Service Message 1: APS1-WhatsApp-CA-ConversationFee-Service
: APS1-WhatsApp-CA-MessageFee-Standard
: APS1-WhatsApp-CA-MessageFee-Standard

: APS1-WhatsApp-CA-MessageFee-Standard

Service Message
Service Message

W NP

Service Message

E R IAE{AEE A FeeType

BXEENER/MXEFIER Authentication-International FeeType , & WhatsApp AWS
EE—QFHF ﬁ/u\ {J/\O
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MBESER/MXBEFRTEA “ B WhatsApp AP F/BAuthenticationXig , MFEEL
TAuthentication-International FeeTypelii T , MR ZEFR/t XK FAuthentication-
International Z @ &RULTE :

1. EBZH 30 XA, BRI EFTE WhatsApp LK~ FFFE 78S 75 FIXIE ,
XL WhatsApp AAFHWE R/ XFIUAREB A ERENER/MX, Authentication-
International BXEZEE , S H (WhatsApp Bl FAFKEERE) FHHEE.

/A Important

R Meta BELHN DWW HFEAEK |, fifiJAuthentication-International =it @&
RiE—HEFHHFEH  HF IS EANER/M XM 30 KERAFF AT E,

2. BB EIRES —PMER, BEXREELCULELIHSHNEZER , TSR (BILFEFAEIE
) FHEEWhatsApp B\ ith 2.

3. W& REIRIT 1A B % E SRAVET A S R 2 FFT4REY

R RIEEEENRHS

Flan | MBREEEFFREEHENCES , I AWS EMessageFee AZEEX—H WhatsApp
ConversationFeef—H M %A,

Marketing Template Message 1: APS1-WhatsApp-CA-ConversationFee-Marketing
Marketing Template Message 1: APS1-WhatsApp-CA-MessageFee-Standard

w2 FTITARSE XY

HiEEAFERIAENEM 24 /NESERITEE O ZANAUE SN | FIRERS X iE %, X
HERT , BEERNEFH AL WhatsAppConversationFee#l AWS MessageFee H k#4425l UK
%%,

Service Message 1: APS1-WhatsApp-CA-ConversationFee-Service
: APS1-WhatsApp-CA-MessageFee-Standard
: APS1-WhatsApp-CA-MessageFee-Standard

: APS1-WhatsApp-CA-MessageFee-Standard

Service Message
Service Message

NN BRR

Service Message
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AWS BLRFIHBAER

RAriEmE

AWS A& AP HE#RIKE 1ISO KB WhatsApp X 1 5% F R &

XEFNER
PALEREY 1SO B 2R/ XA
AF
AX

AL

DZ
AS
AD
AO
Al

AQ
AG
AR

AM

AW
AC
AU
AT

AZ

E 3R/ X A 5
Afghanistan
Aland Islands

Albania

Algeria

American Samoa
Andorra

Angola

Anguilla

Antarctica

Antigua and Barbuda
Argentina

Armenia

Aruba

Ascension Island
Australia

Austria

Azerbaijan

WhatsApp X igit % X i3
Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Africa
Other

Other

Rest of Africa
Other

Other

Other
Argentina

Rest of Central & Eastern
Europe

Other

Other

Rest of Asia Pacific
Rest of Western Europe

Rest of Central & Eastern
Europe
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RAriEmE

PALEHY 1ISO B =R/t X AKE
BS
BH
BD
BB

BY

BE
BZ
BJ
BM
BT
BO
BQ
BA
BW
BV

BR

VG

BN

B 3R/ X & #h
Bahamas
Bahrain
Bangladesh
Barbados

Belarus

Belgium

Belize

Benin

Bermuda

Bhutan

Bolivia

Bonaire

Bosnia and Herzegovina
Botswana

Bouvet Island

Brazil

British Indian Ocean Territory
British Virgin Islands

Brunei Darussalam

WhatsApp X 1& 1T 5% X 13
Other

Rest of Middle East
Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Western Europe
Other

Rest of Africa

Other

Other

Rest of Latin America
Other

Other

Rest of Africa

Other

Brazil

Other

Other

Other

BENERSE (BEFA)
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RAriEmE

PALERY ISO E =R/ XA

BG

BF
Bl

KH
CM
CA
CcVv
KY
CF
TD
CL
CN
CX
CC
CO
KM
CK
CR

Cl

R/ X & 5

Bulgaria

BurkinaFaso

Burundi

Cambodia

Cameroon

Canada

Cape Verde

Cayman Islands
Central African Republic
Chad

Chile

China

Christmas Island
Cocos(Keeling) Islands
Colombia

Comoros

Cook Islands

Costa Rica

Cote d'lvoire

WhatsApp X i& 11 2% X 15

Rest of Central & Eastern
Europe

Rest of Africa

Rest of Africa

Rest of Asia Pacific
Rest of Africa

North America
Other

Other

Other

Rest of Africa

Chile

Rest of Asia Pacific
Other

Other

Colombia

Other

Other

Rest of Latin America

Rest of Africa

BENERSE (BEFA)
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RAriEmE

PALERY ISO E =R/ XA

HR

cw
CcY

Cz

CD

DK
DJ

DM
DO
EC
EG
SV
GQ
ER
EE
ET
SZ
FK

FO

R/t X & FR
Croatia
Curacao
Cyprus

Czech Republic

Democratic Republic of the

Congo

Denmark

Djibouti

Dominica
Dominican Republic
Ecuador

Egypt

El Salvador
Equatorial Guinea
Eritrea

Estonia

Ethiopia

Eswatini

Falkland Islands

Faroe Islands

WhatsApp X i& 11 2% X 15

Rest of Central & Eastern

Europe
Other

Other

Rest of Central & Eastern

Europe

Rest of Africa

Rest of Western Europe

Other

Other

Rest of Latin America
Rest of Latin America
Egypt

Rest of Latin America
Other

Rest of Africa

Other

Rest of Africa

Rest of Africa

Other

Other

BENERSE (BEFA)
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RAriEmE

AL ZRRY 1ISO E =R/ XA
FJ

FI

FR

GF

PF

TF

GA

GM

GE

DE
GH
Gl

GR

GL
GD
GP
GU
GT

GG

R/ X AR
Fiji

Finland
France

French Guiana

French Polynesia

French Southern Territories
Gabon

Gambia

Georgia

Germany
Ghana
Gibraltar

Greece

Greenland
Grenada
Guadeloupe
Guam
Guatemala

Guernsey

WhatsApp X 1& 1T 5% X 13
Other

Rest of Western Europe
France

Other

Other

Other

Rest of Africa

Rest of Africa

Rest of Central & Eastern
Europe

Germany
Rest of Africa
Other

Rest of Central & Eastern
Europe

Other
Other
Other
Other
Rest of Latin America

Other

BENERSE (BEFA)
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RAriEmE

PALERY ISO E =R/ XA
GN

GW

GY

HT

HM

HN

HK

HU

JM
JP
JE

JO

R/ X & 5

Guinea

Guinea-Bissau

Guyana

Haiti

Heard and McDonald Islands

Honduras
Hong Kong

Hungary

Iceland
India
Indonesia
Iraq
Ireland
Isle of Man
Israel
Italy
Jamaica
Japan
Jersey

Jordan

WhatsApp X 1& 1T 5% X 13
Other

Rest of Africa

Other

Rest of Latin America
Other

Rest of Latin America
Rest of Asia Pacific

Rest of Central & Eastern
Europe

Other

India

Indonesia

Rest of Middle East
Rest of Western Europe
Other

Israel

Italy

Rest of Latin America
Rest of Asia Pacific
Other

Rest of Middle East
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RAriEmE

PALERY ISO E =R/ XA
KZ

KE

KI

XK

KW

KG

LA

LV

LB
LS
LR
LY
LI

LT

LU
MO

MK

MG

MW

R/ X AR
Kazakhstan
Kenya

Kiribati
Kosovo
Kuwait
Kyrgyzstan
Lao PDR

Latvia

Lebanon
Lesotho
Liberia

Libya
Liechtenstein

Lithuania

Luxembourg
Macao

Macedonia

Madagascar

Malawi

WhatsApp X 1& 1T 5% X 13
Other

Rest of Africa

Other

Other

Rest of Middle East
Other

Rest of Asia Pacific

Rest of Central & Eastern
Europe

Rest of Middle East
Rest of Africa

Rest of Africa

Rest of Africa
Other

Rest of Central & Eastern
Europe

Other
Other

Rest of Central & Eastern
Europe

Rest of Africa

Rest of Africa
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PALEEY 1ISO E /it XA B 3R/ X & #h WhatsApp X 1& 1T 5% X 13

MY Malaysia Malaysia

MV Maldives Other

ML Mali Rest of Africa

MT Malta Other

MH Marshall Islands Other

MQ Martinique Other

MR Mauritania Rest of Africa

MU Mauritius Other

YT Mayotte Other

MX Mexico Mexico

FM Micronesia Other

MD Moldova Rest of Central & Eastern
Europe

MC Monaco Other

MN Mongolia Rest of Asia Pacific

ME Montenegro Other

MS Montserrat Other

MA Morocco Rest of Africa

MZ Mozambique Rest of Africa

MM Myanmar Other

NA Namibia Rest of Africa
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RAriEmE

PALERY ISO E =R/ XA
NR
NP
NL
NC
NZ
NI
NE
NG
NU
NF
MP
NO
OM
PK
PW
PS
PA
PG
PY

PE

B 3R/ X & #h
Nauru

Nepal

Netherlands

New Caledonia
New Zealand
Nicaragua

Niger

Nigeria

Niue

Norfolk Island
Northern Mariana Islands
Norway

Oman

Pakistan

Palau

Palestinian Territory
Panama

Papua New Guinea
Paraguay

Peru

WhatsApp X 1& 1T 5% X 13
Other

Rest of Asia Pacific
Netherlands

Other

Rest of Asia Pacific
Rest of Latin America
Rest of Africa

Nigeria

Other

Other

Other

Rest of Western Europe
Rest of Middle East
Pakistan

Other

Other

Rest of Latin America
Rest of Asia Pacific
Rest of Latin America

Peru

BENERSE (BEFA)
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RAriEmE

PALEHY 1ISO B =R/t X AKE
PH
PN

PL

PT
PR
QA
CG
RE

RO

RU
RW
SH
KN
LC
PM
VC
BL
MF

WS

E R/ XA
Philippines
Pitcairn

Poland

Portugal

Puerto Rico

Qatar

Republic of Congo
Reunion

Romania

Russian Federation

Rwanda

Saint Helena

Saint Kitts and Nevis

Saint Lucia

Saint Pierre and Miquelon
Saint Vincent and Grenadines
Saint-Barthelemy
Saint-Martin

Samoa

WhatsApp 1% it 2% X1
Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Western Europe
Rest of Latin America
Rest of Middle East
Other

Other

Rest of Central & Eastern
Europe

Russia

Rest of Africa
Other

Other

Other

Other

Other

Other

Other

Other

BENERSE (BEFA)
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RAriEmE

PALEHY 1ISO B =R/t X AKE
SM
ST
SA
SN

RS

SC
SL
SG
SX

SK

SI

SB
SO
ZA

GS

KR
SS

ES

B 3R/ X & #h

San Marino

Sao Tome and Principe
Saudi Arabia

Senegal

Serbia

Seychelles
Sierra Leone
Singapore
Sint Maarten

Slovakia

Slovenia

Solomon Islands
Somalia
South Africa

South Georgia and the South
Sandwich Islands

South Korea
South Sudan

Spain

WhatsApp X 1& 1T 5% X 13
Other

Other

Saudi Arabia

Rest of Africa

Rest of Central & Eastern
Europe

Other

Rest of Africa

Rest of Asia Pacific
Other

Rest of Central & Eastern
Europe

Rest of Central & Eastern
Europe

Other
Rest of Africa
South Africa

Other

Other
Rest of Africa

Spain

BENERSE (BEFA)
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RAriEmE

PALERY ISO E =R/ XA
LK
SR

SJ

SE
CH
TW
TJ
TZ
TH
TL
TG
TK
TO
1T
TA
TN
TR
™
TC

TV

E =R/ X B
Sri Lanka
Suriname

Svalbard and Jan Mayen
Islands

Sweden

Switzerland

Taiwan

Tajikistan

Tanzania

Thailand
Timor-Leste

Togo

Tokelau

Tonga

Trinidad and Tobago
Tristan da Cunha
Tunisia

Turkey
Turkmenistan

Turks and Caicos Islands

Tuvalu

WhatsApp 1% it 2% X1
Rest of Asia Pacific
Other

Other

Rest of Western Europe
Rest of Western Europe
Rest of Asia Pacific
Rest of Asia Pacific
Rest of Africa

Rest of Asia Pacific
Other

Rest of Africa

Other

Other

Other

Other

Rest of Africa

Turkey

Rest of Asia Pacific
Other

Other

BENERSE (BEFA)
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RAriEmE

PALERY ISO E =R/ XA
uG

UA

AE
GB
us
uy
UM
uz
VU
VA
VE
VN
VI
WF
EH
YE
ZM

ZW

B R/t X & 5
Uganda
Ukraine

United Arab Emirates
United Kingdom

United States

Uruguay

US Minor Outlying Islands
Uzbekistan

Vanuatu

Vatican City State
Venezuela

Vietnam

Virgin Islands

Wallis and Futuna Islands
Western Sahara

Yemen

Zambia

Zimbabwe

WhatsApp 1% it 2% X1
Rest of Africa

Rest of Central & Eastern
Europe

United Arab Emirates
United Kingdom
North America

Rest of Latin America
Other

Rest of Asia Pacific
Other

Other

Rest of Latin America
Rest of Asia Pacific
Other

Other

Other

Rest of Middle East
Rest of Africa

Other
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AWS RZ&RFEBHR RAriEmE

B AWS R AFHEHER

BER4ET AWS RAAFHEAERNENEM AWS SRS RN T EME, ATAMNMENEEARS
T AWS RELITHETE  HTERYM AWS RLAFERAIES , £HIRENHTHRE , H &
Bt B3 REUEHE

« Amazon 2358Y CloudWatchiz 2 & H) AWS FIRFMAIZIT AWS R AREF. EA SAREMIRERIE
¥R, QIR BEENHEETE , URIREBIRATEIEENBIRA RS TR B E B A &= RS .
Blan | AT LA CloudWatch SRERIERY Amazon EC2 3EfIHY CPU EREXRHEMbigt: , AEEERH
HEeFEHl, BXREZEE , S H Amazon CloudWatch FF#ER.

« Amazon Lo CloudWatch gs &g i, F#EMBEKRBLD# EC2 EHIRMHAKIRH BE
., CloudTrail CloudWatch BERT S M B EXHFWER , HELIBERENBEANR, BiLT
DESEHEAMERTRIENWAZHIE. BXEZEEL , i52H Amazon CloudWatch BEAF 15
Mo

« Amazon EventBridge AT i 328 AWS [RF BaL , HESMBREEH |, FlsAERF T H%E
THAERER, KE AWS BREHEH LA EventBridge #b/&3%F], 7] LARE &3 A H NI K 5
TREFRAENES  AETEECSHEEANSRITHENLRE. BXEZELR , HSH Amazon
EventBridge ¥/,

« AWS CloudTrail##i%k &R K 7 A RER AWS IKFH#1TH AP BARMMEXEH , A BEEXH
BB EIEEMN Amazon S3 M, & LURBHRLE A 7 MK PR T BiE AWS, & HFIAYR
\P #hik BAR AL R £ WY EtEl, BXEZEER , S AWS CloudTrail {AFER) .

51 AWS LA EEET Amazon #17#3 CloudWatch

IR T LAME S AWS S4B B Social CloudWatch , ©WERA IR H G HAL I F T 1M T3
B SR, XERITTRELKREFE 15N, NMFERERBRAEER |, HEEBEFiH T HEEN Web
BARFRRSHWINITIER. s, TLUEBA THNISERENER , H1EE 2R R E N X E B
RMITRIE, BXEZEER , 5 H Amazon CloudWatch A F 5,

T AWS RELAFEEHRFES , IUERY
ZMetaTemplateMessageFeeCountFflWhatsAppMessageFeeCountig#r , H1EE TS H I ER
RER.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

AWS BLRFIHBAER RAriEmE

® Note
MMFBNERSHEAS , RETREFERAIXL CloudWatch 1E#7.

T &R T En AWS d User Messaging Social § H E|AWS/SocialMessaging@n & 2= (6] B f5 b Ml 4
Eo.

B L. X %88

WhatsAppMessageFeeCount  it# WhatsApp B 258 it

MetaTemplateMessag 1T TUEMUEE R AT

eFeeCount

$E k]

MessageFeeType BN FTRARETESARIU. EfRSORIE,
A, B, RS, fRE. ABSBL

DestinationCountryCode ZE R/ XHAENFEH 1SO KB

WhatsAppPhoneNumberArn BiESENIBE

MetaTemplateMessageFeeType BN EARBOEEERA. aRETFRS

. REAGERRD

Toft

MetaTemplateMessageFeeCategory BERN AL TERS. EH. 2ASL. 5

RRIE, HHRIE EER

FERIEFE AWS RA B B Social APl V8 A AWS CloudTrail

AWS BB FEEHRE5AWS CloudTrail—BIRE &R , ZRFRUAF. ACHAGHEENERE
gk AWS BR%. CloudTrail ¥ AWS AR FEERRMNATE APl HRABRAENH. BRWIFH
BIERB AWS RELAFEEHREHAMWRARANM AWS RLAFEEARAPHRENRBER. £
BAWRENEE CloudTrail , B LABER AWS AR EEHRXNIL A HIER, ZHIERN IP #
i, R HEREEESR HAEEE R
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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BIMNEHHATREBESEXRERBFRNARER. BOEEABTEHEUTRE !

- BREFEARAFEIIEARAFPEIEREN,

- ERRENREK IAM Identity Center A % H,

- BEREFEAACERBEAFNIRNZEEIEREN,
- BEREFHEM AWS BSA L.

CloudTrail FEEIZIKS AWS K/ BHEENIKS P TESRES |, FBE B3 AR CloudTrail
EHFALIEF, CloudTrail EHFAEIERREMRTEE 90 RPCENEESHNTER, TR,
TEHEFAEMNIERK, AWS KEBEXEZEER , 2/ (AWS CloudTrail AFEE) #M ‘€A
CloudTrail E#ALIEFE" EFBEFHLIEFRKT CloudTrailREBEM A

BREICFE AWS IKF T & 90 RN EH |, FEIBRER CloudTrailLake B4 #iE 7M.

CloudTrail &8

BRER S0V CloudTrail ¥ B & X4 % E| Amazon S3 FiE#E. E£ALIENABRIER AWS EE2F
A #HERZXEN, BB ER AWS CLIGIE S XEH S XERE, BUESXEREK , B
NIET LIRS AWS X8 AT ETES) ., MREBEXERER , MW ABEERREN AWS X
HHIERNEH, BXRRIENEZFER , BZ5H (AWS CloudTrail BF#EE) FH N LR AWS JK
eI BRERM 7 AL G IR ERo

BEUMERE  SUERESEEHITHWEERESHN — M EIAREZEEEH Amazon S3 F4E1E |
{B£IKEY Amazon S3 F# %A, CloudTrail 3% CloudTrail EMHWEZEER |, BHSHEAWS
CloudTrail Efte BX Amazon S3 EMHEE. , i5Z ¥ Amazon S3 Efts

CloudTrail RS H IR 4

CloudTrail LQ@ ak e AF RN BCHEHEZTE T SQL WEH, CloudTrail Lake HETITHY
JSON AWM BEBH RN Apache ORC ¥, ORC 2 —Fh4t I RiER RETFH TR T
FEER. EHEHRSIE4BERSED , cRETABENASAEHERREROKEN
TATHNELHES, NATSHREFHENERSATRIBEESHSEFEAIHEER. B
2% CloudTrail Lake WEZEE |, 558 (AWS CloudTrail BF#§m) ® M “fEFH AWS CloudTrail
Lake”,

CloudTrail HHE4HEEHENERASTERA, AESHBEEMN , BB ERTEHK
BEEOVEMET, EMETURE T BN EEEHNREE  UREHBREEEFNRIANZEKRE
#l, B> CloudTrail EMMWEZEER , HSHEAWS CloudTrail EfTo
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "GR632462JDSBDSHHGS39:session",
"arn": "arn:aws:sts::123456789101:assumed-role/Role_name/Session_name",
"accountId": "123456789101",
"accessKeyId": "12345678901234567890",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "GR632462JDSBDEXAMPLE",
"arn": "arn:aws:sts::123456789101:assumed-role/Role_name/
Session_name",
"accountId": "123456789101",
"userName": "user"
I
"attributes": {
"creationDate": "2024-10-03T17:25:08Z",
"mfaAuthenticated": "false"

}
}
}
"eventTime": "2024-10-03T17:25:237",
"eventSource": "social-messaging.amazonaws.com",
"eventName": "SendWhatsAppMessage",
"awsRegion": "us-east-1",
"sourceIPAddress": "1.x.x.x",
"userAgent": "agent",
"requestParameters": {
"originationPhoneNumberId": "phone-number-id-

2a012345678901234567890123456789",
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"metaApiVersion": "v20.0",
"message": "Hi"
},
"responseElements": {
"messageld": "message_id"
I
"requestID": "request_id",
"eventID": "event_id",

"readOnly": false,
"resources": [{
"accountId": "123456789101",
"type": "AWS::SocialMessaging: :PhoneNumberId",
"ARN": "arn:aws:social-messaging:us-east-1:123456789101:phone-number-id/
phone-number-id-aa012345678901234567890123456789"
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789101",

"eventCategory": "Data",
"tlsDetails": {
"clientProvidedHostHeader": "social-messaging.us-east-1.amazonaws.com"
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"version": "Q",
"id": "76a454c4-26df-6e2c-bc50-2137de2adfe?7",
"detail-type": "WhatsApp Message Delivered",
"source": "aws.social-messaging",
"account": "111122223333",
"time": "2025-10-03T0Q4:34:24Z",
"region": "ca-central-1",
"resources": [],
"detail": {
"wabaId": "1163793972139053",
"originationPhoneNumber": "15815555555",

"originationPhoneNumberId": "574086085794038",
"messageld": "4bee7d29-70f5-4a49-b84e-facf4s424fe58",

"status": "delivered",
"eventTimestamp": "1759466063"

21E WhatsApp SHEWSEH

"version": "Q",

"id": "c730142c-96d6-28f6-00d4-1a8al2e509da",
"detail-type": "WhatsApp Message Read",
"source": "aws.social-messaging",

"account": "111122223333",

B&3% WhatsApp 8 EHNEH
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"time": "2025-10-03T04:53:07Z",

"region": '"ca-central-1",
"resources": [],
"detail": {

"wabaId": "1163793972139053",
"originationPhoneNumber": "15815555555",
"originationPhoneNumberId": "574086085794038",
"messageld": "el6d4108-fe93-471f-a057-4c6473e68430",
"status": "read",

"eventTimestamp": "1759467185"
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"version": "Q",

"id": "@9b261c5-5c4b-b912-afa8-845214926b2f",

"detail-type": "WhatsApp Message Sent",

"source": "aws.social-messaging",

"account": "111122223333",

"time": "2025-10-03T04:26:16Z",

"region": "ca-central-1",

"resources": [],

"detail": {
"wabaId": "1163793972139053",
"originationPhoneNumber": "15815555555",
"originationPhoneNumberId": "574086085794038",
"messageld": "a8dec257-b52e-4acc-8654-3dfb96468a43",
"status": "sent",
"eventTimestamp": "1759465574"
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"version": "Q",

"id": "281b8cbb-f39f-f768-4229-d66e893592c1",
"detail-type": "WhatsApp Message Failed",
"source": "aws.social-messaging",

"account": "111122223333",
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"time": "2025-10-03T04:49:25Z2",

"region": '"ca-central-1",
"resources": [],
"detail": {

"wabaIld": "1163793972139053",
"originationPhoneNumber": "15815555555",
"originationPhoneNumberId": "574086085794038",
"messageld": "7bd36188-6123-4ded-aldd-f017f0814405",
"status": "failed",

"eventTimestamp": "1759466965",

"errors": [

{
"code": 131026,
"title": "Message undeliverable",
"message": "Message undeliverable"
}

KW WhatsApp HE B E 4
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Bl)

£ B 02 1T B A IR E

SHRIUERE AWS FRAFHEIEZBRN AN, BLTL IAM AF FH#THHRIUE AWS IKFRA
P, EBETEE IAM Ae# 1T ORI,
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AWS &L AFEERRR ArfEm
ST LAME ISk B 54 RAVIEPH AWS IAM Identity Center ( 51#0 ( IAM Identity Center ) , B S&FKE

B UEE Google/Facebook iEF , MERE H M B R, BXBRNELZER , 5251 (AWS Ex AF
B PHAMEZEN AWS IKF,

NFmIEFE , AWS R4t SDK # CLI RN BFREITMBHLEER, BXEZEER , H5H (IAM AFiE
) PHEAT APLERBAWS EEMRA 4,

AWS Tk 7 root B

BIEE AWS K7, BRALE—1NEN AWS K/ root AFNERSH , ZEHATUTLFEMERIR
AWS RS MR R, BRIMBENEBWABCERARAFETEEES. EXEFERAFRILENGES , BEH
(IAM FiFiERE) RVEZERA S FIENES.

BRE 5140

FERBERXER , ERAKRRAFERES M RHAENERS B ORI 88 AWS RS ERAIGRHER#HITH
Al

REBMREXRBENDIER, Web HA1RHEA A Directory Service , & AWS RS ERAX%
BESMRNERHTHRNAF. KESORATREMBNEENAR,

EEFERHRNE , BiUFEHA, AWS IAM Identity CenterBXEZER , BSH (AWS IAM
Identity Center AF1EF) H RV 4= |IAM Identity Center ?

IAM A P &F4A

IAM AP RMENMNARRNARFEERENRN — 1540, BUERAENEIE , MIEEFKHPEIL
B IAM AP, AXEZER , B2H IAM AFERETHNERARASEAS O RHAENRS S HRIE
F 8 AWS i I B UE B AT 5 ] o

IAM A3 8E—A IAM AF , ETERMMNAERF#TNREE, BXEZEE , H5H (AM A
FIEREY i IAM B SR =46,

IAM B

IAM BEREERENRNEH , TREREILE, SALUESMNEF RS IAM &6 (284 ) R
TR AWS CLI 2 AWS API RERRAAR, BXEZEER , B5H (AM AFERE) PHEFAE
5%,

IAM Bax TBREAFIFR, IG8T IAM APXER, BKFiER, BRSHRELRE Amazon EC2 £iE
THNAEFEEER. BXEZEL , B3H (IAM BFEE) B8 IAM R HEIK F &R 5 1E .
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AWS B R BA A
£ A R EE 177 8]

BT LA AWS B B2 R EE G EM IR AWS SO B RKZHPHHRNR, KEELTEHHH
BRRKENR, AWS EERARHBERFIFMEXLEBR. KSHERBEELL JSON X1y AWS £
ANFHEEP, BX JSON RBXHEHNESZEER , HZH (IAM BFEm) F# JSON KR,

EERAERARE , B E A E R B LS4 T BLE R RN T LR EREEERNIE R

o

N

MANBERT , AFMARRENR, IAM EER 62 IAM REFRERZ AT , REAFAILEE
EXEAG, IAMRBEENER , BHITREMANG ETX.

ET BRI REE

ETHERNREREMMEEGH (BF, ARNAR ) 1 JSON NPRFRE SRS, XLERIEIRE &5 T
DHATHABRE, IBMETFRRITUREFALAZETT. ETHRNMANERETSMHER  E35H
(AM BFiER) FNEREFEEEEREYBENX IAM R,

ETHEMNIRBALURARKKRE ( EZRAZNENGFHP ) AEERE (HNIZNEHHIRLE
i) o BT HROAERERMAREKE 2 BRITER , H2H (AM AFERE) PRERERRSE
MR B 2 R AT

E T RIRAYREE

ETRIRAYREEZ M NEF IR JSON KX, P2 IAM ABEERKEMN Amazon S3 171
K, EXRHETRARNEBARST  RSEERATUEACIREFNBERFNLR. BBMIE
E T RIRAYREE P IEEEHE,

ETHARVREEN T ZRSPHAKEKE, ETREETHRAREPER IAM Y AWS EEXR
B

HREgRE
AWS X HAMFREER  XEFHERATUREEFENNRBERBERFHRANR

- NRILR -EBEETEMHNRBILURT IAM ZEHNRANR. BEXEZEE , E2H (1AM AF
B FH IAM EEHBRD R,

o FRSIEFIKRE (SCPs)-EHFIEEHLARAL LM HZE AR AWS Organizations, EXEZER , B
2 (AWS Organizations FAF1§F) KRS =K
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AWS RZ&RFEBHR

RAriEmE

- BIREFIKEE (RCPs)-REKF A RFENZRAATANE. BEXELEE , BSH (AWS
Organizations FAF1Em) W EIFRZEHIFKE (RCPs).

- RERE - ENBCIBSAS RGN SEN , FASBREENERAERE. BXESER  F25

5 {IAM R ER) P 21EREK,

S RBERE

SN RBEWRBEA T —MERE , ERORREMERNELIRE, ETHRES RS HRBEE R
WA AWS ER B AVER , HSH IAM AP EE R R ITEEE,

AWS RLHAFPBEERARNMAES IAM BESfEH

EEA IAM EEXN AWS BARFEE XMW TIRMERZE , EXTHBLETHT AWS KRLAFER

A IAM TEE,

&I LAE AWS LB FPER X FEARN IAM Thae

IAM Zh &g

ET S RA RS

ET R IRE RS

REERAE
R B BER
e S

ACLs

ABAC ( REEPRIFRZ )

Il B} 4 AIE
FEENR

BSAG

AWS RLERFIHBR R #H

(LI I

fim

7|

fim Em

fim
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AWS RZ&RFEBHR RAriEmE

IAM Zh&g AWS B AP ER R X#F
REREKAE =
B4 T AWS KL A HE Social MEAM AWS RS IMAS KSR 1AM hEEERAEA |, 3K
IAM AR & 1AM B & ANAWS RS
AWS R AP HERRWET SRR
XEHETHONXRK : 2

ETHONRBETMMES M (W IAM AP, AFASAE ) B9 JSON RRRM I, XLRK
EHAFANASAEMAMES T BLERFNITHLERE, BETHRNTEZETSHNKE , 50
(AM BFiERE) FEATT EEARRE L BE X IAM &R,

B IAM ET S HKRE , BUUEEARTHELNRENTRUAR R TFHIELREENRE. B
THETI1E JSON KBS ERMFIATE , F5H (IAM AP HER) S8 JAM JSON KB TE5I A,

AWS &L R FHEHEXNE T 51789 KRB

EERET AWS RELAFHBAXR S HNRE RG] , HS5H. AWS KRLAFHEHXNET S HH
R R A

AWS RAAFPEERHRTFETRBENBER
THETFRRNER &

BT RRNF M RHE AR JSON HR R, BT AR EMKNTHDIE AV A EERKA

Amazon S3 MR, EXRETARNERNBSS , RS EERTUEACNREBEBER
BB, XA ARMIE R FOR | 0 TE S E 3 ok T SO A AT IR R AR LR £ 4
THIT. BUREETRAROERPIEE T, FRATHUAEKS. AF. A6, BAARKAWS

e

ESABK/ER , SR CHENKSHEMBKS R IAM XEEEANETRRNRBEHINEE. B
XEZER , FSHE (AM AFER) PH 1AM FEVEIK S R IR F.

AWS & B E Social BWEREIRE

XEBREERE: R
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AWS et P H B A% g
EERALER AWS JSON REEREEERNFET L, BRI E , B EET T ATRNITER
B, UREF ARG THIT,

JSON REEH Action TEMRTATERKP AWRIEL B RNVIRIE, ERBPISREARTR
ITRERIRERRR,

EEER AWS RARAPFHEAXREIIR , F5H (REENSE) 1l “ AWS &AL FFEE Social
E M HVRE,

AWS &£ R FHE Social FRVREREERERER LT AR

social-messaging
EHEBEMEAUPIEESTRE , BEMAESFHENRT.

"Action": [
"social-messaging:actionl",
"social-messaging:action2"

]

EERET AWS REAFHRARSHNRE RG] , HS3H. AWS RLAFHEHRNET S HH
SR R

AWS R AP E B Social WBERERIR
YEREBAER : 2

EIE R A LAER AWS JSON REERIBEW ARG RMT L. HHRY , BN EEAT LI AR RINITER
E , UREMF ARG THIT,

Resource JSON R TRIBEEEMHNAREN — NI Z AR, FARESRE , BFEAHE Amazon
TRBM (ARN) BERR. WTFAXEFERERENRNIEE , BEABEAS ) BREBANATHER
Ro

"Resource": "*"

EEE AWS BAAFHEARRFREKRHATIR ARNs , BZH (RFBENSE) Y “AWS FL
AP EE Social EXHREIR". BT #RET AERBLRERIEESMEIRN ARN , FSHAWS &4
AP E B R E LRV BRE.
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AWS RZ&RFEBHR RAriEmE

EERET AWS REAFHBAXRSHNRE RG] , HS5H. AWS RLAFEEHRXNET S HH
R R

AWS R4 FEEH XK REER R
HBETRSNRMRMAR 2

EER W LAER AWS JSON REERIEEHERRIBEMF L, BR2R , BN EETUANT AR FERITER
1, ARIEMAAZRHETHIT,

Condition TERBENNRAFEEEBVMERIT. EASIGIRBERAZEZER (F0, ST
T ) WERHRER , MERBPNFAEERPNERTE., EEEME AWS 2R&HE , F5H
IAM AP ERPMAWS £ 354 £ TXHEA.

EEF AWS BARAPHBHRXZMHRIIR , FEM (RSBENSE) FH ‘AWS &L FHFEE Social
FUHER . BETHRUUAERARGRNRENRR , FSHAWS HLRFEBERE LA RE,

EEEET AWS REARAFEEHR BN RE RS , 55, AWS RARAFEEHXINETEHH
R BE R

ACLs £ AWS X AP HE#RH

¥ ACLs : &

AREFIFIR (ACLs) 2 HIBLERREA (KFKE, ARRA. ) BNBRER, ACLs SETHIRM
REEREL , REENAEM JSON KRB HEER.

A AWS A& AP EHELRIIEER ABAC
X3 ABAC ( EMHHIGE ) : BoXiE

ETEMENHRRRES (ABAC ) R—BINKH , BRAMET HHRENEERELRR, LA
SHREHNE] 1AM 651 AWS 708 , AERIT ABAC M LA HEBFEA AT 5 H0R L W0 H 2 I
B TR

EETHREEH R, LEEMFEA aws:ResourceTag/key-nameaws :RequestTag/key-name B
aws:TagKeys R BERBNZH T ZPRUEFZER,

MRENRSH TENRARREBIGAEX = FGE  WNTZRS , ZEAR. IRENRESX
NTEHSRRREXISAMEX =GR, WZERBD.

AWS R4 R FHEHRIMAE IAM B FEA 127


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

AWS RZ&RFEBHR RAriEmE

BX ABAC WEZER , 5K (IAM AF1ER) FHVEM ABAC BRRNEXRR, BEEFIRE ABAC
SROHE , FSHE (AM AFER) PREAETEMEN TR NS (ABAC ) .

£ AWS BLHAFPEEAXR R ER TS
THEIREREL : 2

ISEHE BRI AWS BREHFENR , HERELFERKS IR A B BIEN,
AWS BWEBHRERKIGHER , MAREAKBPHAZHH, EXEZEE , B55H (AM AFE
) R IAM PR IGER 22 EERER IAM . AWS RS

AWS AR EE Social WERS A4 R
TEHERBELE (FAS) : 2

HRRFI2TE (FAS) A EAZFANER AWS RS , Bt AWS RS @ T RS & HiERNE
Ko BXRAH FAS ERIFHEREIFE , BSREREALE,

AWS REARFHEHRNBRSAE
XHRSAS R

RS AERHR—TURSEE, KRREWTREN IAM A€, IAM EER AL IAM RO, SRl
BRESAE. AXESER , 2R (AM AFERE) FHVEIER AWS RSZERIENEE,

/A Warning

FEARSACHNRAELFUH AWS RLRAFHE#HRIE. REHE “AWS HRLRAFER
Social” R MEXESH S REBRS A,

AWS R FERHRNERSHEIAE
XEBRSAHKAR B

BSHAXABR -SRI AXKN AWS BSBRFAR. BRSEAUKARRERTRENEE, RS
MXASHAELNH AWS K/~ , FRBBRSHAE. IAM EERTUESETREERSKEKAR
R BR

BXREUBRFEERSHERACHEAEE , FSHELE IAM BEEHANAWS RS, ERPERRS
MXABIHEE Yes R, REREEUERTZRSVRSHEXABNY,
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AWS B4 S BB S BriEE
AWS LR FEBH N E T S R RAI

RINBERT , ARFMNACTENCEREN AWS RAAFEEAREER. EETFAPNMERRRIITE
ERIRLRR |, IAM B2 5 ] LLBI 2 1AM K BE,

BT RMAERXLRSE JSON REXHLIEET IAM BHNERE |, E55 (IAM BFiEE) P8
2 IAM KB (258 ) .

BXAWS HBAAFHEMRELWREMGREE (I FESHARRXENBR ) NEAER , FSH
(REBERSE) P “AWS ZLFAFEE Social BigfE, HIRFMEZHHE". ARNs

F&

e

- £A AWS BLAFEEHRIEH A
- AFAFEREMITESHNR

REERIEREK

ETHONRBRE T EARBAUELENKSPEIZE, RIS ER AWS RLAFEEER AR X
LRETRERME AWS IKPF=AEMAE, SIB2REEET S ONREN  HEBUTEENEW

- JFHAER AWS RERMHA RO RENBENR — BEFHOAFPMITERBER TR , #EANTS
FIRAGIRTRRNAWS HE R, ENEMRNRERITR AWS IKF, FITZUEET E LEXS
BRI AWS ZEFRERBRAE-DBINR. BXESZEE , HZH (IAM AFERE) F/Y
AWS FEEFREH TFRAENAWS FEE KK,

- NMARENR : EEH IAM REERENRER |, BEBEFRITESFENNR, Atk , BALUE XL
ERERHGTUIUNBERFRRITHERE , SRR NRENRIFTT, EXEH IAM MANRHNESE
B, BZHRE (IAM AFErE) R IAM F YR B IR

« £/ IAM KEE PR SRt — SRR VAR AR - 47 LA [ 3R R 7SO0 544 Sk PR il 3 R A R SR B9 A 8 o
Bt | AR ERMRMRIEELAER SSL RIEFTAEFER. MRBSRERBIREN T XE
FARY , Ut A] BAGE A S AF SRR T X BRSSRAFRY 5 RI AR AWS BRSS |, Bl CloudFormation, BXE
ZiEE , B2 (AM AFER) S8 IAM JSON KEETE : &t

£/ IAM Access Analyzer B iEER IAM Kl , UBRN R L2 MEMIIEEH : IAM Access
Analyzer 2K IEF REEMIM B KR , LIBERBERAS IAM KBEIES (JSON ) M IAM HESE
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEI , URBEHER L BEEMEN
K, BXREZELE , BH2H (IAM AFER) FREA IAM Access Analyzer KiiE KB,
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- EEZEFHRIE (MFA)-INR AWS IKFZNZEFE IAM AFRSRAF , A MFA URS%E
M, EERIFAA AP REREE MFA |, B MFA 247 NMBEHNEKRIES, BXEZER | H5
F <IAM FF#8r) FHER MFA &3 API 5,

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R HEXE,
£/ AWS L AP HER X EH A

ZiHF AWS BARFHERHRERE |, B4THA - HARENR, XERRLAARFEERIHAE
EAXAWS RAAFEEHRBRNFHAEE AWS Ik, MRGBLXXENRENRENRNE
TEHHRE  NTHINTZRBNXE (AFRAE )  BHARTEERMMAERET.

X FRFA AWS CLI X AWS API SR, BEFANEREFEZHFHENR, R , IRFHREH
ZEHMITHY AP RVEME TE RV IRAF

NBRAFNAGDATUER AWS AR EEHRESE , 2T AWS RAAFER
R ConsoleAccessHReadOnly AWS EERBEMINEIEK, BEXEZER , 5ZH (IAM AFE
Y R AP RIR,

ARFAFEEMHINE SR

ZORBIGLER T BRI R |, SRV IAM AP EENR MBI EAS B ONNERANEE R, R
BEEEFE LHER AWS CLI X AWS API BU4wE 7 R R IRER R

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
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"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

AWS AWS AP EHEHRXHITERIE

EAF, #EANARRMNE , A AWS REXFRLIBECHAERKERZBZ. AR NEARNMREM
FRENBRM IAM ZEFERRFREENEMETILER, EREAD , BAERARIN AWS REX
B, XERBEZENLEARG , TEEN AWS IKFHEH, BX AWS REXBNEZER , S
E 1AM A FIERHRIAWS EE R,

AWS RS HEF MEH AWS HERM, BT EEQ AWS RERBFHNR, RSB R2E AWS
EXRBR MNP RAZIGFFE. WREFLLBHMRBNFAESH (AR, ANAE ). B
AR RETARN , RERETRLEH AWS HEX KK, RST2M AWS HERBEHBER
R, FEREBEHRSIBWAENATNR,

LA, & AWS X EHBEZS MRS TEIRENIEE R, B4 , ReadOnlyAccess AWS & K RE 12 14

FATE AWS BRS MR RE RRGRNR, HRFS B3 —WHF et , AWS S@AFREMTRFMR
ENPR, Bx TAERERBNFIRMNER , F58 IAM BFREEHNER T TERENAWS HERE
B,
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AWS R F P EESERELER B BRI RINE
R TS BOREBI AL M AZ S 12 658 AWS B P35 8 Social F 1AM B AT ALE B89 3 L[5 B,

FH
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« RFMIAIT iam : PassRole
- RBATFRAAWAFEE AWS IKF B “AWS BELAFER £ XBR
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BAEVR my-example-widget &R,
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A BAER AWS EXRH API ABEE M E AWS RERAFEEERIM, BERHEANEZE
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AWS Security Token Service ( AWS STS ) £ Ifit Z £ FIERITFRFITLEE,
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THERRNTE ARN , REFEEEESMNER , B3 ARN RAF S EAFTEBRFAFR (* ) W
aws:SourceArn £/ E X &M, #lW0 arn:aws:social-messaging: *:123456789012: %,
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T SUESR R EIR R o
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RAETEEENREXERE , B RMERRSRBEAE, XAURFEN AWS LA EREXRE
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BXAXERSHEXACHAEMKRSNER  BZHE IAM BEEEANAWS RS , AERSHEAXARS
REHINE ‘B WS, ERENEE  EFZRSHBRFREKABXH,

AWS &4 H FEE. Social AR HEX A EXR
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BRHANENEEERIR RN,

AWSServiceRoleForSocialMessaging lRFHEXABETUATRIRRAAZAE !

* social-messaging.amazonaws.com
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FORSTARA TRAE
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"cloudwatch:PutMetricData"
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BERREFHREASE, B , MAEFRBSAXAGHNER , RETERFIMERE.

@ Note

MREZHAMBRARS , AWS REAFHEARBRSEEERAZAE , WRERATES XK.
MRREXMBER , BEF/LOHEER.
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"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"social-messaging:DeleteWhatsAppMessageMedia",
"social-messaging:PostWhatsAppMessageMedia",
"social-messaging:SendWhatsAppMessage"

1,

"Resource":"*"
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ListTagsForResourceRate 10
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