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e Security Hub CSPM > Summary

Security Hub CSPM <
Summary ifo

Summary
Controls ‘ Choose a filter set v | | Q, Filter data
Security standards ) _
[ Workflow status = NEW | X] [ Workflow status = NOTIFIED | )(] [ Record state = ACTIVE | X] ( Clear filters
Insights
Findings v Introducing the new AWS Security Hub - public preview

Integrations The new Security Hub is your unified cloud security solution that prioritizes critical issues and helps you respond

Try Security Hub [3

¥ Management
Automations

Custom actions

# Security standards info

¥ Settings Track your cloud security posture with a summary security score and standard security scores. This widget
General always shows complete, unfiltered data.
Regions a

Configuration New

Usage

288 of 524 controls passed
Standard Passed Failed Score A
What's new L7

Security Hub 12 Public preview CIS AWS Foundations Benchmark v3.0.0 13 23 35%

nAinec ..z 91 - - —
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Integrations

Accept findings from other AWS services or from third-party integrations. You can also send findings from Security Hub CSPM to some integrations.

| Q wiz X | 1match

wIZ

Wiz Security: Wiz Security

Description

Wiz continuously analyzes configurations, vulnerabilities, networks, 1AM,
secrets, and more across accounts, users, and workloads to discover the
critical issues that represent the actual risk.

Type of integration
Sends findings to Security Hub CSPM

Categories

Cloud Security Posture Management, Third-Party Risk Assessment, Multi-
Cloud Management

How to activate this integration

1. Purchase a subscription to this product: Purchase [2
2. Follow the integration's configuration instructions: Configure [4

3. Choose Accept findings

Status

(© Not accepting findings Accept findings

® Note

BERNEEENKFHITEHEE, FREXEEEE  R2EHANNNEERE=FREL
o, EEFBRE=ZFAEXNVEN , 5 H Security Hub CSPM HIER .

BEMNEEREEHMEA

1. EFEM
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AWS Security Incident Response Get started with AWS Security
Security incident response and recovery T
for your accounts and workloads

alerts
« Sareamling secunity incdent esponme

» Get 2477 AW'S security suppssrt and togls

g up
Pricing (USD)
How it works Tiar e
S7.000
Automated monitoring and triaging of security findings Streamline incident response
ally datect, assems Scaba and exec 5 00F
red permission oo el &
or effidently u with ) Tiwr T {Hiet § 250 - _
stakaholdors. $300k) I R
24/7 Incident response support Manitor, track, and improve :'_:';‘ {Nest $500% 150R%
Service provices: round-the-clock sooess to the AWS Customes inddent A comprehensh 3
Aesponse Team {CIRT) 2 Tier & =) 0504
L e [
=] RIRE—I % BIKFENEREER
2. MEIEIJI\KF ﬁ ¥+ | ﬁéIRIﬂKF y EIEJ'_'\O
[
- B2 SERY
= = K als
- ZREEAXHE
(®) Set up central membership Set up central membership account
accouni
v What is the purpose of the central membership account?
r'/_\")
5o e T
3 g
V!
D
Centralized account location Manage membership
Create, manage, and acoess active and nespbved security (ases Madify and change membership onfigurations induding permissions, contacts, and mare
Central membership account
s recormmiended that you align youw AWS Security Incident Resporse centeal scoount o the same administrator account you have enabbed for services such as Amacon GuardDuoty and 8WS Security Hul

O Use delpgatad Adminstiator 3000t - Saommandad Lise this aconunt

Delegated administrator i
Azcaant 1D

l\lual F-TOOLING-ACCOUNT. NUME

(

' ™~
Dl .
DL ——
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html
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Step 1

® setupcenval membersnipacont. DEfine membership details e

Step 2
@ Define membership details Membership region nfo
Your membership and cases will all be stored in this region. The region cannot be changed after signup.
Step 3
Permissions for proactive response Reginn selectlcm
Selecting a different ragion in the dropdown will refresh page and take you to sign up in that region.
Step 4 | Us East (N Virginia) v

Review service permissions

Step 5

Review and sign up
Associate accounts e
Associated accounts will receive comprehensive security coverage, including proactive response and AWS-managed incident response. Account associations automatically sync with your AWS Organization
as accounts are added to or removed from your organization or organizational units (OUs). You can modify association settings at any time after signup.

Associate part of your AWS Organization
elect OUs after completing signup

O Assomatc cntlrcAWSGrqanlzauom
All accounts from your AWS Organization

Membership name
Give your membership a name for easier reference and management.

Name

| Demo Security Incident Response

Membership contacts i
These contacts are required to create your membership and will automatically be included as part of your Incident Response Team. They will be added to any case by default and receive notifications as
cases are updated. These contacts will also receive a monthly report (PDF) for important service metrics.

Primary contact

Mame

| Kyle Shields |

Job title
| sOC Commander |

Email

| ksg@amazon com |

BINR eSS40 NEE

ERNEMARREZLEAWNEEN AWS IRHHIT B LR ERNEHERE. BTUERRANT
IR RINIHEE : TN ERABFERE LD, XM N DERMEEMYY , IUBREENZSERE
LY=o

B R X3

BREZMNRNGE , Z2EHMAET T SEEMNHERANELFH Amazon GuardDuty 1 AWS Security
Hub CSPM &£ EKNER. BRALMES , REEHMNAFIARS B3 IhEEXT R £ R B R
T0%R , AMEEWEARATRAT E T HRKIEHEE,

EEGERAIBRIEAEIWEA , FHITHUTRE

1. ER2BHENEHES  SMEEEHATER.

2. RERSHR , BRIXLEBSNR AT L B4 RN ERALPRETEAKF AR TEHRS
BEX#EHN AWS XEHNEEXRIN,

3. EEIEM S ALt ThEe.
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Step 1

@ Set up central membership account Review service permissions

@ Define membership details Enable Security Incident Response
. The following permissions are enabled by default when you sign up for AWS Security Incident Response.
Step :
@ Permissions for proactive response By setting up AWS Security Incident Response, expect the following:
Step 4 » Service-linked roles: AWS Security Incident Response will have the necessary permissions to access all of the organizational units (OUs) and their accounts within your AWS Organizations infrastructure
@ Review service permissions to create the service membership.

o View permission details

v and sign up = Log Access and Investigation: In order to expedite response and recovery, you are granting AWS Security Incident Response the ability to work with intemal AWS teams to access and review logs for
incident investigation and response. These include analyzing log sources such as Amazon VPC Flow Logs, AWS CloudTrail management events, and Amazon 53 CloudTraill events.

- ~
/% Configuration settings for data sources
Security Incident Response does not manage the data, events, and logs for your AWS accounts and environments. You can manage these data sources through the respective AWS services
congoles or APls.

Step 1

@ Setup central membership account Review and sign up

Step 2

Step 1: Set up central membership account (Cean )
@ Define membership details P P P - -
step 3
@ Permissions for proactive response Central membership account
Step 4 Account type Delegated administrator
@ Review service permissions Use delegated administrator account
Step 5
(®) Review and sign up . i B -
Step 2: Define membership details | Edit )
Membership details
Region Name
US East (N. Virginia) Demao Security Incident Response

Associated accounts

Accounts
Associate entire AWS Organization

Membership contacts

Name v Jub title v Email v
Matt Meck Incident Response Lead mm@amazon.com
Kyle Shields S0C Commander ks@amazon.com
Membership tags
1 &
Key v Value i
No tags

tIheE< B3h1E AWS Organizations NHFIESBENRAKS PoIZ— M MNRSHEXAE, BEEEK
P A JUBE A AWS CloudFormation R EFFI 8B ZRZHEXAE,

BELSR  BXRLZ2EHR TS Amazon GuardDuty F1 AWS Security Hub CSPM BR8N E
ZEE , BH2H (AWS KL EHMBAFER) PHRINS 2.

TE S8 Hl 45 e fm 4

SEHEIEAY AWS B2 BHIRL 555 RE 2 BB TRRBRIENE, XEREE DT HoRER
i RS AN EN.
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AWS Z2EHR BAFAER
AWS Z2 B4 : FIGERF OU R AT H

SRS 4 [ ] RA S B

1. FRREEBITHAHERHE (EEHALER) PHANEERKALTR,
2. M St APk % 44 0E B BL”
3. EFRARAREIE H0 A B BARY B BA X R

e AWS Security Incident Response > Incident Response Team [c]
AWS Security Incident < Incident Response Team i
Response
Dashboard » Set up your Incident Response Team
Cases

¥ Configure notifications and Teammates (10/10) Edit Delete Add
permissions

You can specify up to 10 members in your Incident Response Team. Additional members can be added for individual cases.
Incident Response Team

. (]| Name a | Jobtitle v | Email v
¥ Manage membership
Proactive response [J  Brian Boyd Network Analyst Lead brianb@anycompany.com
Accounts [  Chris Beck Blue Team Lead chrisb@anycompany.com
Settings
[[]  David Buckendorf Incident Response Manager davidb@anycompany.com
Bocumentstion o [J  John Bheuler SOC Commander johnb@anycompany.com
Amazon GuardDuty [3 [ Jordan Schroff SOC Operations Manager jordans@anycompany.com
AWS Security Hub [ -
[ KylePrime Detection Lead wearekyle@anycompany.com

@ Note

FBA AT LA BFARNSE. EEBA, MDR &ENRHE, mIRME, KZAAM 10 MEA,
RESBURANES, RSN EFIRFibut.

B AWS X =41

AWS Z2EHRNRMT —NEFITHANRAEEF , LREATUEZESRINLZLSHRNT
BIMED, BMNBEBRITREAEMLEREESH , L 15 285 SLO , BN MRS RHIHE FER
#o FSFAEATAY B AWS TIFHYRGIH,

- RIAEH A

BERMEEIF , BAILUMMMER T IAM REEREAFEXF LT RHES. IEERTAATE
IR, EEBARHET TR,

ERERFIPRMNERFT
1. NREBHE BRG] ITFEMREM,

EHEHMAIHRER M7 March 27, 2026 13
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e AWS Security Incident Response > Cases

AWS Security Incident < Cases (19)
Response
Dashboard
D Last updated Resolver  Title
Cases
7375520993 23 hours ago Self CIRT - Proactive Case - Possible threat actor on a malicious Known Domain
¥ Configure notifications and —
permissions 0512611769 5 days ago self Jira Test Case - SHOWCASE INTEGRATION - On-Going
Incicent Responss Team
5191116623  2monthsaga  Self Active Incident [2025-7-15] Test Case - Jira
* Manage membership
Proactive response 0928191969  2monthsago  Self CIRT - Proactive Case - Customer Servers Compromised (CrowdStrike Finding)
Accounts
Settings 9545275838 2monthsage  Self Active Incident [2025-7-14] - Integration Test with Jira
7729907189  2monthsago  Self Active Incident [2025-7-14] - TEST EVENTBRIGE INTEGRATION WITH SNS|JIRA
Documentation [2
8052833544  2monthsago  Self Active Incident (2025-7-14] - TEST TO EVENTBRIDGE INTEGRATION
Amazon GuardDuty [3
AWS Security Hub [3 6026929273 2 months ago Salf CIRT - Reactive Case - Customer Website Compromised
1483356434 2 months ago Self CIRT - Proactive Case - Customer Access Keys compromised
) “ ”>
. AT
AWS Security Incident ¢ 0928191969
Response
Dashboard ¥ Overview
Cases Resolver am Start date estimate
self 10 armawssecurity-irus-east-1:854725306385:cas. 2025-07-15
¥ Configure notifications and &/0928191969
permissions Name Incident start date (actual)
Incident R nse Team CIRT - Proactive Case - Customer Servers Compromised Created at -
([CrowdStrike Finding) 2025-07-14711:08:03-07:00
* Manage membership
Proactive response: Security Incident
Accounts
Settings
Details (< icati issi Tags Case activities

Documentation [
Amazon GuardDuty [2
AWS Security Hub [3

Watchers (3/30) e

Q Search

[ Name ¥ | Jobtitle

(m Jon “Application” Doe Lead Application Architect
Legal Team Carporate Lawyer

[ Dur MSSP Vendor MSSP Vendor

» Incident response team (10)

All members of your Incident Response Team will also receive notifications for this case.

3. EE AR

Details [« ication: Permissi Attachments Tags

Watchers (3/320) info

Watchers will receive notifications related to this case. All members of your Incident Response Team will also receive these notifications.

‘: Q Search
1] Name v | Jobtitle
N Jon "Application” Doe Lead Application Architect
N Legal Team Corporate Lawyer
| Our MSSP Vendor MSSP Vendor

» Incident response team (10)

All members of your Incident Response Team will also receive notifications for this case.

Template case permission policy

Use this sample policy in IAM to define permissions for this case.

"Version": "2012-10-17",
"Statement": [
{
"sid": “SecurityIncidentResponseCaseReadAccess”,
"aAllow",

"security-ir:GetCase”,
"security-ir:GetCaseAttachmentDownloadUrl”,

"security-ir:ListComments

"security-ir:ListCaseEdits”,

"security-ir:ListTagsForResource”

Watchers will receive notifications related to this case. All members of your Incident Response Team will also recaive these notifications.

v Email

1 @
Type Status Created at
Security Incident 3 days ago
Security Incident 2 months ago
Security Incident 2 months ago
Security Incident 6 MesEction 8 A 2 months ago
alysis
Security Incident @ Closed 2 months ago
Security Incident 2 months ago
Security Incident 2 months ago
Security i © Past-incident ac i
Post-incident ac
Security Incident l@ R i 2 months ago

N 7 e N 7 Y
) Actions ¥ ) (&3 Get help fram AWS )

Status  Info

Actions.

Last updated
2 months ago

Remove

applicationSME@anycompany.com

legalteam@anycompany.com

msspiendon@mssp.oom

Email

applicationSME@anycompany.com

legalteam@anycompany.com

msspVendor@mssp.com

T ————
L Go to Incident Response Team |
Ll o il e e

Go to Incident Response Team

C [? GotolAM ) (l_[] Copy to clipboard )

B AWS 354
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® Note

BIRHIBMIE - MEERD IAM KB, RAWTRIZBERS , BREKENR. Fit
REEEEHHMUEEE=5 MDR SEKFIEERERARN IAM BEAF , AEMI]E
4 HH TR

GuardDuty A& & I # B2 =i 0 |

AWS Z2EHMN 2F T, 2EFMMBIKE CrowdStrike, FortinetcnApp ( Lacework ) # Trend
Micro BFf& Amazon GuardDuty HZE &I AWS Security Hub CSPM AZE.XH, BTN Bz
RAHEBR T N Ao TOER, ZIRSETE GuardDuty # Security Hub CSPM A T ERE X T 4R
A B EFERHN, ATE Amazon GuardDuty 2 &I AN BAELXI TEEREIOXLERN,

EEE S /S AN GuardDuty BVHIHEIFIN | BFEKATTR -

1. ¥TFF Amazon GuardDuty &l &

2. EFREXRMN,

3. EEMERT , EFHHFN ., HHEIHNTESE REK AT E I HEIH N 5 R
4. EEFEYEXANMIRE , BERZAN , RAENREXLPEFFIHFHHFN,

(® Note

BEERENHER | £/H SIEM ERNALLEER GuardDuty AEXNBEAKNEL , Z£E=H
WE B2 AR SS M SIEM MR EBEBIEFH.

Amazon EventBridge

Amazon EventBridge R Z 2B 4N E AEHRIEH , AFRFE
iR T HARS ( SNS, Lambda, SQS, Step-Functions ) iAAEBTE
( Jira, ServiceNow, Teams, Slack, PagerDuty ) .

EiiE EventBridge # M :

1. 1518 Amazon EventBridge
2. MBS TR S uEFEAN,

GuardDuty B& &I M 2R N WRAS March 27, 2026 15
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e Amazon EventBridge > Rules [eJC]
=
Amazon EventBridge < Rules
A rule watches for specific types of events. When a matching event occurs, the event is routed to the targets associated with the rule. A rule can be associated with one or more targets.

Dashboard
¥ Developer resources Select event bus

L

e Event bus
Sandbox

Select or enter event bus name
Quick starts

| default v
¥ Buses
Event buses Updated
Rules
Rules on default event bus (166) @ Delete Enable Edit CloudFormation Template ¥ Create rule
Global endpoints
Archives | @ Find rules | [ Anystatus v | 123 4> @
Replays
[ Name a | status v | Type % | Eventbus v | ARN v | Description v |

3. #%&#& Create Rule,
4. AR FEME B
5. iﬁ?¥-|:_§o

e Amazon EventBridge > Rules » Create rule [c]
Amazon EventBridge < s15 i
@ Define rule detail Define rule detail
Dashboard
Step 2
¥ Developer resources Build event pattem Rule detail
Le
son Step3 Name
Sandbox loct targetis) m
SelectTargetls) SecuritylncidentResponse-DemoRule
Quick starts
Step 4 - optional Masiinuee: P4 Hhpvaciers cnsig S e Ko e e R i
Configure t;
¥ Buses CrEUIS g Description - optional
Bt huset Upaatad steps SecuritylncidentResponse-DemoRule
Rules Review and create

Eventbus  Info
Global endpoints

Select the e vis rule applies to, either the default event bus or a custom or partner event bus
Aty default v
Replays
D Enable the rule on the selected event bus
v Pij
i Ruletype | Info
Pipes
© Rule with an event pattern Schedule
¥ Scheduler Ar hat runs when an event matches the defined event pattern. EventBridge sends the event to the A rule that runs on a schedule
pecified target
Schedules

Schedule groups

4

Integration Cancel

6. REE AWS RS , REMN TR K2 FEE AWS R BHIEA,

Event pattern info

Creation method

Use schema © Use pattern form () Custom pattern (JSON editor)
Use an Amazon EventBridge schema to generate the event Use a template provided by EventBridge to create an event Write an event pattern in JSON.
pattern pattern.
[ Q, security X ]
Amazon Security Lake Event pattern

] Event pattern, or filter to match the events

[ AWS Security Incident Response

Security Hub AWS Security Incident Response ‘

Security Token Service (STS)

| Select a service provider 'y |

7. \EHRBETHIIRSD , BREENHGIBEXNSH4 API BA.
8. BALFHRBEAUTEZSNEM,
9. ﬁ?¥-|:_$o

Amazon EventBridge W7 March 27, 2026 16



AWS Z2EMHIR PR

Event pattern info

Creation method

() Use schema
n Amazon EventBridge

Use

chema to generate the event pattem.

© Use pattern form
Use a template provided by EventBridge to create an event pattern.

() Custom pattern (JSON editor)

Write an event pattern in JSON

Event source
AWS service or EventBridge partner as source

Event pattern

AWS services

AWS service

The name of the AWS service as the event source

ent pattern, or filter to match the events

["aws.security-ir"],

3 "detail-type": ["Case Created"]
4}

AWS Security Incident Response

Event type

The type of events as the source of the matching pattern

Case Created

® Note

PARA

X4, Step-Function ) . X4 EREEEIKF B .

{8} Test pattern

HEHIEE—NHZ P BFR ( Amazon Simple Notifiction Service, AWS Lambda, SSM

B ATE“EventBridge £ KE N ERENFEH R TEESENFHERER, TANSHERHIIE
Atlassian ( Jira ) . DataDog. New Relic., PagerDuty, Symantec f Zendesk %,

e Amazon EventBridge > Partner event sources

Amazon EventBridge
Dashboard

¥ Developer resources
Learn
Sandbox

Quick starts

¥ Buses
Event buses Updated
Rules
Global endpoints
Archives
Replays

¥ Pipes
Pipes

¥ Scheduler
Schedules
Schedule groups

¥ Integration
Partner event sources
API destinations

Connections

¥ Schema registry

Schemas

<

Partner event sources

{ (@ You don't have any partner event sources set up yet. Browse Amazon EventBridge partners below and start with 'Set up'.

Amazon EventBridge partners (60)

| @ search partners

'A\‘ Adobe

Adobe is changing the world through digital experiences. Our
game-changing innovations are redefining the possibilities of

digital experiences. We connect content and data and introduce
new technologies that democratise creativity, shape the next...

Learn more

Apptrail

Security teams on AWS use Apptrail to build realtime
detections-as-code using Python, correlate across events &
alerts, and hunt threats by quickly narrowing on I0Cs at
petabyte scale.

) (]
stripe

Stripeis a finandial infrastructure platform for businesses.
Millions of companies—from the world's largest enterprises to
the most ambitious startups—use Stripe to accept payments,

grow their revenue, and accelerate new business opportunities.

Learn more

atlan

Built by a data team for data teams, Atlan is the active
metadata platform for modemn data teams. Atlan creates a
single source of truth by acting as a collaborative workspace for
data teams and bringing context back into the tools where...

&

Stream salesforce events directly to Amazon EventBridge.
Analyse events originating from Salesforce instance, with
targets such as Amazon Lambda, Amazon SQ5, Amazon SNS,
and others.

Learn more

'.:! AuthO

AUthO, the identity platform for application builders, provides
developers and enterprises with the building blocks they need
to secure their applications.

Salesforce
via Amazon AppFlow

Amazon AppFlow enables streaming of Salesforce events
directly to Amazon EventBridge. The connector will allow
developers and teams to route, process, and analyze events
eriginating from their Salesforce instance, with targets such ...

Learn more

Consume authentication and authorization events emitted by
Authress to trigger custom actions or integrate with your
existing and Event

system.

Amazon EventBridge
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ERMABTEITER

fF JIRA = ServiceNow EZ+E 4N ERK AWS fERT R

HEBRMNECHARXZRWBRARE , SIS Jira 1 ServiceNow IR BIERK, XLEERE AWS R2EH
RN R EEH ITSM FAZBERTANEEE , ROIEHFLEIRREERB Jira EFF,

SR

FAWS Z2EHMNSIE ITSM LAER , TBLERLBEHREREMEN TERKRECEZEE
B, BHXEMEWENBRER , SNL2EANRNEEEENT X , BIAE AWS RESHEE RS
REMMUIANSESHEERSBNEZEREEML2E4, FIA Amazon EventBridge SEIEH Rz B3 1L
Thee , AIETRINFEAZRTEZENS , BRKTICRLEHREML , et TRIR, B
XfE—WHEE  TRDRLD TN ETXHRE , BEWRNE , HEBNSH R E GBS
RELHEMNFITRERILR,

EiE EventBridge # N :

1. 1318 Amazon EventBridges
2. MBS TR iR EAN,

NEBLTETITHER
RL BN ST A RSN T EM SR LER

- SIEM £ : HERTHA AWS XFHRGIAY , ZLBH N TR IS SEHE R H 172 MR
LERERI. BNXRNBESNS TR BENREK , BBREBW TN EERHB AN,

- WRIARLEBE  RNAESRWHATHAERIRA THELSH GuardDuty a N TERE.
Bal , FZHEABYRFEERER SIEM FRBITRN TR, ZBRSREMAT —H4E510
GuardDuty ( SAK#8% Security Hub CSPM ) AEXRIFLNBER SR, ZERITRF B LH B3
SEREARMATEE , ®ENIFPRREHRG , BeREESMNBMNEFLERNN T2 B4E 5
TEMSEHEMNRTHE,

- BZHBFEER : BRIV ZLE/HBNTRITEENEHEREN MDR RARSEZENME,

i A BXRA

BEELMBMNNZEE4RNTERMERENTHE  ABNREEXHNOEREE L NMRREAF
NBENEREDRBEARBELD. SEHTRIEFHRBEARBBDBELRRAA NGB EHNLSRE R
YT SE iR 4R
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o RAIZER  HFR
- RS  R2BHENRS
« R3: Hitt
3. FHEHFH TEIERM MBS,

RACI %Ep&

AT RACI SEBEEN TENZEEHMN AT RPN A ERMRE. RACI KRINIT
( Responsible , R) . 13 ( Accountable , A) . &if] ( Consulted , C ) MEIF ( Informed , | ) »

&SN Customer AWS & /= [ BA SIR HBA
EREAH

BEXRBFEZMEXE R ®
BERERIKIR R C B
[38 =75 EDR £EFX] Security Hub R C E24
CSPM
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ENK - SEE R
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SES Customer AWS ZEFHRA SIR HARA
B ((REXFIMWMNMBRSRT R C ®

B ; MRS HEXAEIEREEK
P #RGEHIER )

HERRE

REZEEREED R C ®

N ge = L Ll LIRS E L] R

Bl i@ Amazon EventBridge &£/ R C C

EEE=1FTE (Jira. Servi R x C

ceNow, PagerDuty, Teams % )

BRS5 R A 2 AT FE R A R C
RACI EX :

« T (R)  BUTTEUSERESH -7

« AR (A)  NESHEBTERELARTN—F

« B (C) : MEMREAN—7 , BEFRANME

« AE (1)  AEBRSHERN—TT , ABES @R LG

EE—IN2AKS

SAKFRATREKFFAGE, AEAHWAEARFMMBIBRIFAEE , URATUEE DGR
EEMEEDNNALRZEEHH AWS IKF, B AWS Z2EHMB KR IKF 587 Amazon
GuardDuty 1 AWS Security Hub CSPM ZBR< /5 AR P R — 3o

AL@EE F R 5 R EA AWS Organizations i3 AWS T2 E4IGN R R MK, 18] LA 40 & 1 K
FRAAEZREERAKS FRIES R EK.

EAZREEAKS  AWS 22BN ERFSNRJIEELEZREERAKS PIT. BIERE
NEAM AWS Z2EEMARSEANARZEREERKS . B 12 AHNEREERAKS, ID, ARE
T K R IR AE
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/A Important

MREREIBPEAZHEEAKS, , AWS ZL2EHMN T EERR AWS Organizations
ERKFHENNEMEN KRS HEXAR,
BAILABER 1AM FES8H9 AWS Organizations EEIKF FE|Z AR

ERBRSHAXBE (BHE)

1. BFIEH AWS Organizations EEIK
2. FEREREMNAEEE AWS CloudShell B ASHi@iE CLI FEIKF,,

3. fEA CLI % aws iam create-service-linked-role --aws-service-name

"triage.security-ir.amazonaws.com" --no-cli-pager

(k) ERIFGFTREEN , TEIMITHT aws iam get-role --role-name
AwWSServiceRoleForSecurityIncidentResponse_Triage

s

EANAEZNIKS ERUIKF BRE SR FEIEEN S AWS Z2EH4ME2 R REHHRS
AP, RALANNNAFTEESLIK,BRIZRS , T2, HRANEELTEDRSHREFIME
R REY B,

BWIREENERE AWS R EHIHR,
RPN EALS R | BESFRMAMIER IAM B 2R,
BES P AWS T2 B4R T E KB,

ERIE IAM R |, B URBUT S REE

- &F IAM KB - FEMMEIA,, BARACH IAM KB , BRUEFXBRTTXENNR, Ak,
BT LS M E https://console.aws.amazon.com/iam/ , #%&# Users &I , R EAF , REHT
I ERE LK Permissions W+ , EEMEMMEKEIIR ; BUUBRASNINERITEETH
HHER.

o NERPR : BARITRIENRFIENRE, HlIn , MBEBEEHPERG , BHE1R ListCases, MR
BRBXEANR , MSWBEIRER,

- A AWS CLI 3 SDK : Al LA BiE4mIEIE S Y AWS Command Line Interface 3 AWS SDK
SRR, 0 , fEF AWS Command Line Interface , AT BLE1T aws sts get-caller-
identity @5 REIEE L H AR,

- & AWS CloudTrail B : F& CloudTrail HE , EERBER T L2 HRITHIRME, XATLAEE
SRR BIE AT A BR [B] &R

ERE—NSRKF MRS March 27, 2026 22


https://console.aws.amazon.com/cloudshell/home
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events-console.html

AWS R2EHIEL P 5T
« fER IAM REEHERIER | IAM REEDNE TR | WALEENE IAM R H EF CIIXERRARME,

® Note
BALZRURKXEMTE , EARRT AWS RFMEZHMITHIRE,

=|

0N

RER R REEFA

BEEE T 2RABRBMRGN AWS X,

ail

/A Warning
HEE S RAEEME , MEEE RN AWS X,

- ERERBEHRARRZBEEEN AWS Organizations , ER2BENHL LT (OU ) BE AWS
Organizations B9 —& %5

o BEBUARA KRR RE—DER

« ERAGETHERS , BTARE-ANEBRZAN-—IHEBBRRA, RERIKASEIMALNEH
AR, BN RABRBSAELERMRRA , STHREABNENFEDERNIRRA.

« NENSRARRENLTERE, REAHBERE AWS RAMEBRER.

K 5 AWS Organizations < Bk

W RIEBERE R EE R REE /N AWS Organizations , MBHWR AKX REBSHLAFNFAERAK,
TELR LR RN TR A BRI = B, SCBREYIK oY BB B #T

W RIBTER B E LR RER AWS Organizations W —% % , HEFRKAXRBEHNBFENHALE T
(OU) , WEEHRAXRRBEIL OU THAMEKF, . XBFEFME OU W+ OU THIKF, EiXLE
OU HRM=MBRIK /oY , XERMIK - F B3 E#,

EiFM TS RALETHRERER | B35 M Organizing Your AWS environment Using multiple
accounts,

REXRREFEAEE MRS March 27, 2026 23


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
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RE T3 1E R A B 0 R TERE

AWS Z2EHHN 4% EMIFZER Amazon GuardDuty 1 Security Hub CSPM 5 4 B HY R &
o, EFALINEE , 4713 A Amazon GuardDuty, AWS Z£EHMN LSBT RS B LFHEMLER
BR#THE , LELNEAMRAT AT ETHEXEBHEIBE, BXROMEF AWS KL£EH4M[ME 5 Amazon
GuardDuty, AWS Security Hub CSPM £& AN ESEE , BEFAFERRIM S TET,

MREBEIEESHABB , FLIE AWS X5 ROIVREESHEY ., BFXRHFEAEE , T AWS
Ik 1D MEERETREFEIAVEMEIR.

(® Note
MREST Amazon GuardDuty BREMN, BiRoEKREES TN TERELER , TAEHA
EERARFIZEE | SIE—/H AWS XIFHRHE , NTTE R AWS Z2EHMBER, BX
EZEL , BE50 2lE AWS BE R,

LLIThEEHiE AWS Z2 B4 MEMBEALATMESE AR, AR FENRSEZZHFN AWS
XN EAELI. RETFTEALINEE , AWS Z2EHMMN B3 ER AWS Organizations REIFTE
BENRAKFHRRBRSHEXAR, BR , N TEEKF, K EX4AFHEBRRSEXACTREEAK

7'
Lo

RS TEEEEKS PRIZRSHEXBE, BYHHMER AWS CloudFormation Stk SEHEEEIK |
FHEIBLEAE,

THREHWENHN BN FHITH
BREHMMNMBERSRE , AWS ZL2EHMR & B3 KB Amazon GuardDuty #l Security

Hub CSPM MZ£FERIHARITOR. FNX—BHIZRITERN—BD , RESBRBEUATIREN
BWERXNBIHFH :

B TR

- TERERY  SEIIRIEBERTNFERARTEN (TREENZERM ) 7, AWS Z£
EHIER 2 B3 Amazon GuardDuty R ZIEERIEFN |, HCIRREMNKY EXUNBFER
MAERKRERLER

- BREAN : RFELHNFELERRPEANLEER (HINFESTHN IP bk, IAM EEMEEEZETT
77 ) BWiAZELI , £ Amazon GuardDuty Fl Security Hub CSPM A& Z B2 M B zh E RN,
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html
https://docs.aws.amazon.com/security-ir/latest/userguide/detect-and-analyze.html
https://docs.aws.amazon.com/awssupport/latest/user/case-management.html#creating-a-support-case
https://docs.aws.amazon.com/security-ir/latest/userguide/working-with-stacksets.html

AWS =2 BHWR R

- BAOEBRE  MERNEHER K RS2THRENKEHBNEHTENRELI , RLFEA SIEM HR
HY4H 40P B ZHY Amazon GuardDuty AE X MBENSEBZ /LD, XEE AWS Z2EHME RS
MEH SIEM BERER,

EECHFHRAERIN
BANEE A FENBERIARE AWS Z2EH RN GIZAHIEIAN

1. §M & Amazon GuardDuty ##|&

2. EFRELIN

3 EFRPERIAMERMGFHERFH

4. ERBEFANZLHOTE:L , EEREHN

BEEEESEW :

- BEENMBAELIFFE Amazon GuardDuty FRE 90 X , B LA E LR BER &R
« BATLABERTIEIE Amazon GuardDuty #2241 & 15 ok =il B B8 5k 30
- BEZRRELSTMENENIFG | FEER B HEBZHIRS &R EIR D IRR

B KREZESEHE , AWS Z2EH K A LNITESER , REESHETW | flNfEEZ MK E
MR EIL, Z2EHMNERINTE2EAEFHIEE, ERTXEEHIRE , BUMERFUHBISHSHE
PR, XA LUEIE 22 AWS CloudFormation StackSet SR |, ZHRELCBFIZEN AR,
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. EERNEHISE
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£ AWS Z2EHMAESE A F |, EHERSEASHABNE, E3BARSAR K HEEN R R
PIESABRHBRE,

544 ) 2 T RA
EEESHMREN | SUREE AW AR R EAE S
£54:0ESY]

EHERFPRNRFRRSE REREENRRANEFEMEXAN AWS RERFIKE , URIESLEE
HWEETEERRFBE. A, ZIRRES UM BN E R E R RFIR FEBRAK,

B A S48 B2 F BA

EHEHBRNEARIESESEMHMARENEXRAR. BRETUEETBRXARERAKRLSR
REEXARTRH  SHBNEARRR, Z£2HM, RABRFARA. Z2ASHR.
AEHEXAR TG . FEHASHRESRENIRT RN (I1SV) . RERSRAMARE (MSP),

® Note
REEHPMEARATRBHRFTHANRSHR ( WKRBEEMRG ) WIHRNR, &AM
ER AWS ZEEHMMREHN AWS HREXHR , RTINRRNREHFANR [dtsh , 7
RIS,

EHBERARKA (ERRRIIEE ) 2B AMBIFFERS. QBEFRGIE , £ BERS R N
BREAEIBARL R o

R E AR W7 March 27, 2026 26


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/about-managed-policy-reference.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/about-managed-policy-reference.html

AWS Z2EMHIR PR

RAEBERTFIIHOEHN | EHEMAER LK BT B
BAE fm it

BEBEELT , AR EBEKEAURSR2EHMNRERENER.

EERRBEEEHIER
S48 A AR 45 T AR L L9 S 40 LR BA R 9 A B A B3
TREU TS RERANR R QBERE -

1. MR FIE RS A1 2 35440 B2 BA TE
2. BT T ]REZ — -
- EFHUNAERKRR  RRESAEBEREVEAMKR , RiakFERmE
« ERMFOBERKR , ERATUTRAE  mFHm
3. B ELKREKRAEEERE
a. AIABEWHEEHNERE
b. FBRF BB EN EEAE

Communications

Select communication type

Case acknowledged Case comment added
Case assignee updated Case comment updated
Case attachment scan failed Case created
Case attachment scan succeeded Case entitlement updated
Case attachment uploaded Case owner updated
Case attachment URL uploaded Case pending customer action reminder
Case break glass Case updated
Notifications about cases, such as new case creations, New case
Case closed spdates, and case closure

Case updated to service managed

Case update case status
Deregister delegated administrator
Disable AWS service access

Membership cancelled

(< <

Membership created

(<

Membership updated
Notifications about changes to membership, such as membership account updates and cancellations.

Register delegated administrator

4. RIEFENER
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AWS R2BHMRL AFERE

AWS Security Incident < 1 teammate successfully updated.

Incident Response Team

Dashboard
=
v Cor ifications and ¥ Set up your Incident Response Team
e
inc m
« Manage membersi =5
A
Settings
oo I Add members and grant permissions eceive email notifications by default
A ty 2

Configure your team by adding key stakeholders from within and outside your organization. This can include stakeholders

MIANBFIRE
MAER T, SHMREANRRGERAFAEER. TN RE RS RISIR L
y Pl

BEBLIEZEHEEEHREEANRENER , ARERESEHHREEREEANF R,

(® Note
XEHRMERTREEHMERERNNAARRER. TUBNES LIRS RRE QX LR
B

AWS Organizations K 7 < Bk

B AWS Z2EHIR Y, B SUERBNMARSEALAE T (OU) , MREFBRTHEHEOU, N
FHLRBEGNEERE TIXLIEE OU WK, ., MRERTEMNMMA  NENLRBKGESAR
N FTEIK S,

METHEZFE , BSREFEH AWS Organizations B AWS ZEZEHMRBIKF
EENABESLE

BN EXKRBRCEEN , SFRNEHLABSVRIBFEN OU,
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EEERABECE , FITUTRE

1. MBI XERIRIE" TE

2. BT OU , BUAREXREEIK AR OU
3. EEXEKRIE KR OU

4. BEHEHKEK , LEZKRA LRE OU KBk

EfiXEE  KUNREIE-NEH , BRESENKRBUEXEKRNEM OU, BIESRIEENEE
MR, BEIFAUAEXMREE—ERUSEEH AR URRRFER OU , MEFEBUEMERN

BHAR%.
METHMEZER , BSHERAAAE T (OU) EER R,
BEEITEZEI

EEVTREZTHIKS  EREFEN OUFAKRAN , EEVNTALARBEZRTHKS (~ETEM
OU ) BASXREKEEHAR ., BENXEKFNAXRBETE , ELFREMMEED OU , RE
iz OU REREIRK R -

® Note
KATEETHSE OU XA @k , BREBEMER. 7 E,

BESRE

AWS Z2EHN L TFERE Amazon GuardDuty 1 AWS Security Hub CSPM B2 £ B R H 3179
&, RAEBREEWIMERERBANKELEFXENER, AWS Z2EHMR TR ( SIRE ) HRRSRE
ERERNHREAR , ESEHEARRBEEBERBE, B JUERZEN AWS Z2E4HRAFR
B2 ITa sl .

AWS Z2EH R 4SEE NIST 800-61r2 Computer Security event Handling Guide B %&£ 5401 &7
o, BYRAX—TUIRE , AWS Z2EHMNBER—BNLZLEHEESZE , HEELEHW AWS IR
BB EZTSEHM AR A SIESRE,

M AWS Z2EH4MNRN DB ZLEBIRFEERLLHEIN , AWS SIRE £#THZE, ZHNSWER
EEHMBSEHIE (W0 GuardDuty B4R ) |, XiXEHRBHTORMOMT , MITIEEREHIIERE | HiR
HEHFDITHRE.
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- ATERBEERE
. i

- EHERE

HEE

AWS Z2EH N AR SEEN B4 RNERBARPLESSREE , H5EREBUME, B
EZESHRENMTRZARNEARE , HOEFLAENTENR,

RNE
REEH

BB AWS Z2ERHMMNF ERZ2EH. RETE2EM4 , IDEIR. AWS REEHIE R
RABFLEATIZENARBPERZEEN. 2MATHRIREERX, ENESHRENRAERSR
BE2EZEMESFHE,

JB A RN B IRR

(® Note

AWS Z2EHMNFATESEXEFNRNBIRFRAXNEATA , UREf AWS RSHE
A%R. METHEARE , TSRS DEIRSNENTEH.

Amazon GuardDuty

MEREEMALNB A GuardDuty , 2S5 (Amazon GuardDuty User Guide) H#I“Setting up
GuardDuty"# %

MZIBWEMBESXEFN AWS X133 A GuardDuty, X# , GuardDuty Ft Al BLE R B X R EZF
RERETINRELRN , EEELRTIEANXE RN, BEXESER , 558 Amazon

GuardDuty Regions and endpoints,
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8 A GuardDuty AT J3 AWS Z2E4 MR BRAMONEYE , TEEBHEE AWS FRFEFIRBIM
W REER 2 RBHEES .

AWS Security Hub CSPM

Security Hub CSPM ATAB AR B Z# AWS BRSMNZI XN E=ZSZLBRAEZNEZLPERN. X
LR AR AWS T2 EHMNKEMBAEREHMERN T ENBELRN,

E 5 A Security Hub CSPM & Organizations £ R, , i5Z 5 AWS Security Hub CSPM A F$EF.

Security Hub CSPM 2t T ZREAERMNF R, N TE=A7RER , BUREEEMN AWS
Marketplace FMRER , ARMEZEN. EREERMUTATERXLEISEE. ¥4 7H0T
B BB AWS Security Hub CSPM &£/,

YL T BB AWS Security Hub CSPM LA , AWS Z2EHMNSMEMFAERBIXET BN
BRI :

* CrowdStrike — CrowdStrike Falcon

» Lacework — Lacework

e Trend Micro — Cloud One

BRAXLERTEERA AWS Z2 B4 MMM KZEMBEEIEERAR.
Rl

MRFAT“EFMWA” |, https://docs.aws.amazon.com/security-ir/latest/userguide/setup-monitoring-
and-investigation-workflows.html AWS Z £ ZE 410N 2B £ E B & A B 6 ZE 2 &M F 8 Amazon
EventBridge #M , M Amazon GuardDuty #1 AWS Security Hub CSPM #iZEURE X,

NFEBN D RAREENLER ST EZEXH Amazon GuardDuty BEXI , AWS R£S4
M < B3 NEEN. B LE Amazon GuardDuty #8# A P ERBELX IR HEZGEFHE
R  NMEECEFERMNAELN. BXEZEL |, 2 (Amazon GuardDuty AF#ERE) S

Viewing generated findings in GuardDuty console,

FNTFEEN D RBRABENLERSTHEZ XM Amazon GuardDuty BELIL , AWS ZLE4T
B B FHEN, INEENERATAIS»RELERNEENRAERN. IFERECKLLER , a0
FHRBAENRAEXIMAAIE Amazon GuardDuty EHIAHEE|, &AL Amazon GuardDuty 12l
APEFHEANREBEXEFHETS  N\MEBCEHNRAERIN, BXEHAEEHBELRIN
MWEZER , H5H (Amazon GuardDuty AF$8R) Y Working with findings.
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& AWS Security Hub CSPM FRERZ £ FERIE , REQEFENRAERN , FN—FRERCTH
B2 RAER. TERRSHENFZERNEBH , X2 ZFERTMEBRIAR AWS Security Hub
CSPM BEXAMEHBR, MRSBEHEENAERIARLEERSTHHAEIAXEK , MRELME
ZFEERNARN—FER , AR TERRSEFT N CBRHE

a4 BALDR

AWS Z2EHIN 2 BHNRL2RERAH#TIR. THRERLNIWIHRERE THHTHN , 2R
BRESISMKRESIRENGE , SFRAERAFRRET. AWS RFTHE. AWS BERICFRN KR
4= (Bl AWS CloudTrail M VPC i BE ) . AWS EMEIR AN BIE SR E B REHN AWS F Ay
RN ET X,

MRBF S REELNIAEDIRTMBITN , WREFMITH -SRI RAERE.
oM BHENRLEE

AWS Z2EHMNTRE—X BN IAFRMISNSIREARN , BEE AWS MZ2EH IR E
WHIRHZ2ZTWAREAR, MRBIPRETEREZEIR2BEMMTR , W AWS Z2 24N T
BYsERLAE, MBEEHEM Security Hub FEUH , MEEHXRBAERIF LA —FER , XY
AWS Z2&EH4 [N TR EEHTRE,

AWS Z2EHIER TRBEE S MANANRS THENBBDER. EERFEEHRHNALRAERAN
FEFSHNLE  AEASHBNTILAR , RETUEINRERAE, BEENEFRY (1E2HE
), AWS R EH N TRTHELET AWS Z2EHRNEHEPHLZLEHBNRHERAR
RO R R BABR R |, &SRR BIRY5E 3 B E RIUHIIT N AR AWS A B S 51 #Y RARE 5L

hiE

AWS Z2EHMNELZE2EHMNRIEENSHMEAREMES) | itEERSBEREENT
fRER. 28 AWS ZEEHMNTRERRA RSN —IEERHXE. ABENARTREHE  BIARE
HELPEWGE ; BYBEEFR ; 2 BEX4ERN ; BRBIATRESD ; URAZFHELR.

% AWS ZLEHMNSBNEATRBE R EBRRE | 2EEH AWS ZLEH K R K a2
— ARG, ATFEFEEMAALAKFNAEE, XERFINFBERFEATIRELEEN AWS Z2E
40 57 B9 “[Proactive case]’Bigk. BERKSEH RN EEXLAE , BN E4MRE T AWS &
B4R BRI T IE

- BRWEWNEXZEEH,

o THRENIRENTEITHN.

. BERAORNRBER
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AWS Z2EH NN ERELEEDETIRA L MMITEEAREENRZ2H AWS HE,

EXEERN
AWS Z2EHMMRFPERAVKBRMSRER , NHHITFIRNEE,
ARSSAEAL

MREHIK RS EF A , W AWS ZL2EHIR 2R EE —5 Amazon GuardDuty BREIHLN =)
AWS Security Hub CSPM Bzt HN, XLEHN £ES S HRBACESN X B MR (Hlwn , R IP
ik, ASN, B EMAHER ) CENRKBELI, AWS Security Hub CSPM #LIIHY ZBBAL KR 9
10, Nt BB EEENFERABENHANBERX LB,

BRxMAER , AWS ZEEHGR ATLURYEE AWS IREFRHNTHTHRICRNKIR, BRXLERME
MEERF2BHNENEARNER , HATEERERER,

ATERBEERE
B

HATEREINWFERBEEESMAWS T2 B4 BN TRMHETHE , IMREZ2RE, SFFCIE
B AWS XFNRFR , ZRELERESSHMN TRMS SR B30B0E , N2 R F B9 E
MIVREIZEI LN

EEFPARENR , R2EHMNRGTUAHEFCIE , UallH AWS Z2EH M ES 012, tlEH
AWS ZHFHHFRGIN , RELBIMARERE, SR UBETEFI A, APl % Amazon EventBridge
ERREERB RN,

FERS

- HTRE . ABESHNARRNIMNE , SUAIEREINEDILEAXTILAMRNES,

- BFREIE  BIE3EH AWS CloudTrail, IAM, Amazon EC2 # Cost Explorer A E 2 iR
%, HRFHEESFTNEE,

- BRESRE : TRABRZENESHREZERE , TFEHX AWS BERAN T AL IR,
- EREN : Lo cHEAERAE RN FHEERERE.

- TEAFIT : FTEREBIREHTE AWS CloudTrail F#F AWSServiceRoleForSupport A& Tid
Fo
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/A Important
LEZhEEER T H AWS XENERM, B ETEENRATERATEREEDRE.

THRE
ATEHAERBEDITH AWS XEHN T2 RAINEFBEECH TAER
BHEIER
1. 0IERS  FERFERL2SEHWNEHAEPLIR - H AWS IFNWRJHRREXZ L BB IE
2. HITRUE

- REBHEPNIRNSELEIZRH,

- ATERAREENBEHBEIER.
3. BERMAEA (WE )  KEALUAENRFHMNEERKEEAHET

- ZEMH AWS IKF ID

- SRHIAM =& (AP, AR, BEES)

- BHMERAMAR (S3 EMEM. EC2Efl. ARN)

- AIEESEBN R BT E £
4. HERE  KEBEHEH AWS BIEXRIR :

« AWS CloudTrail : EE##XH API BRAEES

« 1AM : BFFIAENR, RIEERMNHT S 5012

« Amazon EC2 3£#l APl : BEXUTERR (SR ) WEER

« Cost Explorer R AEE RS : FERFEENBRARNEABRIER
5. DM ARE : RENERSWIEREXEEX , REIEIXHBEESHRENREL,
6. ERAE  REFE/LIHZAERAE LN FHET—HLENBERE.

® Note

FIEFRBRAEFZR. NIRE 10 2HARREHRER , WHEHEFFE. HTELERM ,
NMREZAEBRINER  WREARLTEHE Wik R,
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1. ER2EBHEMREE P SMEEH RG],
2. EFRPERTF,
3. ERRERE , BFRELRI. HELNER.

ATERRBEREBECENRIERFNAERIRT  ETEEHMRFIERES.

HHEHRISNR

ALEERAENREMFEH AWSServiceRoleForSupport BRFSHEXRBEXEKIGE AWS BiR. ZAGRM
TIEREREFT TR RIRANR

RERITHWFTEREITE AWS CloudTrail 12% , MEFFEB EBRFIHEFAEHEGRINKE, £
AWS CloudTrail BEH |, XL #EGITF AWSServiceRoleForSupport,

SRR
EEAATEEBYNBEDEN , FBRECHR THRS -
ABHRE

- BEBH AWS ZEEHIGR : AFEBET AWS Organizations BEEIK B A ZRS
=

© B AWS XIEFHRGIKE  ATERBAEGEATH AWS XEFNRF (FTERTEFATEENR
Bl o

« AWSServiceRoleForSupport : LLIRFHEXACBLSBIE , N AEREBREFTFENNR,

PR

EOEM AWS XENRVIAFEBEEER , 2 IAM TAFEEAUTHR :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

cH

BE
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"security-ir:CreateCase",
"security-ir:GetCase",
"security-ir:ListCases",
"security-ir:UpdateCase"

]I

"Resource": "*"

EREENE
BIEH AWS XENRMN , ATERBERE2BIHE
BRATEHRBEERE

1. 7 AWS Z2EH R 28 & R FENRE.

ERBERTF,

EFFERS ( EERITHETK ) -

TRE , BEESSRERE  HPaFEESR, HELMEN.

nal

ARENATERKE

BERELEAAWS ERAA TEEDEERY. CARREACHEAY RITEATERERNE
W, THEBUHLENS  BYRTRASELT , ABRNTEESRETHA TKE,

P BIEER
ATERBAERETEAFTEFRERTERENEG W F2EE=FHEEZFHIE,
i

AWS Z2EH RN E5EPEBFHREEN . BRFZRSEENELNKS P EFHHITESE
W, AN ZEBEERI, SAILLETHRITESIERR , 1w A IFAYE BB PR K SSM X
#H, BEZAEEREFDERITEFIERE.

/A Important

MIAERT , AWS Z2EHMN 2B RAEHIEE.
FETHMANS RS 8E A E3E AL
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1. A IAM BERREEBRSEFHSLENNR, BAIUANENKFoRltIRXEAR | thalFEH
AWS CloudFormation ¥ E R B NN EXLAE (XEHKESLCUEMEAR ),

2. AN REMNALQE B HEET , AR EFHHITEHIEE. KFRINEERA
ALK BRI E RN, XA LB 612 AWS Support 26| ( BAR | & EHMMRS/H
fil ) RER. AAKEHIEETNT :

- FEFH (MIN)  BRFFANEARFIREBERARN , BURHEMRRNITESNEH.
- BHEEHEIA - EFEF EHEIHEEN TR,
- BFEIEML : BIE AWS Z2EHMNTRAARTNS T, TIEFRAI RSN RIR.

BHIRE

BHEIVZOETREK , fli0: HREXARESE, NNERBEHRR, ZRABRANRILLLES, R
EETMAHE TBRHEANRBANEF  NIXEREFLENR S, AWSREEH N SRABHIR
B, SRBESE  ARELBHNEEAXKKREESEXERERT R

XEHE SR

AWS Z2 B4 N AR REHITZISNEHIER , SUEMRME , BEBETHEEEERATREE
BRI ED, ZYEETREFERERINEN  SAREREEERNE , RARKZ2HHF K

¥, RESFTHRFRE  EFRANEFETAIHER, XSMEHERELUATFET,

EC2 =538 i

AWSSupport-ContainEC2Instance Bai{Li&HIH RF3T EC2 SKAIMITAIENMLE S , EREF

RO EEZTHRNEMPTETMNEES , BHERHl5 VPC AAERER.

/A Important

HEIENRE  BREZLEANT2PHMNEEEUNERE  FX2AN%Z SSM XHEHRALE
MEMEERE, WETHREZSES , BTERARSERERMNFEES D .

IAM 175 8] 3& i

AWSSupport-ContainIAMPrincipal Bai{LEHI A ERFEX IAM AR SACRITIENMEES ,
£ IAM FRBZAF/ACNER , ELEHSEKF PR RRETERS.
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AWSSupport-ContainS3Resource Bz{Li& &5 R[IT S3 FRBHPITIERES , EREEFHEN
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AWS Z2BHIMNBVRERRAZED , AEXTEBHFIEMNNEHRM. HABEICRKRER
#, UEEHRENSE, FERNIMESHE

- RRBEMERE

- IEEREFEEMER

- RS (MMEERE, RASRENERS )

« KHEREE AR AV A R SRR

- REEARMN (N BFHETEEH )

« BRAREAME (MAEETAERE)

« BREFNEFERNE (MNIXELFR, BNTELSR, KABRITR)

PATATRRER Y T2 618 |, J9$IE M SShE E A WAV E F K i HET A,

B B =38 il 75 0

AWS Z2EHRNERNRAIMBRARINSEES , BIEFRFXEFERH S KPR,
I8 IR BORFRIE

AWS Z2EHRR R EBEEIRMN T2 EHHTEE ?

- B HIEFEMXER (S, RE. BR)
- B NBRIBFRTT—F , ANSERE,

« B PEAREARABEEREHF R,

FEZEINAREEHEERZZ NN R RREITK ?

® IEE : EAT_BJ/TEQO
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EXEFRFT , FEEATES
BREZTRE , AWS Z2EH4MA FEERZE2EHHEHRITRAVEFIERE , BRGNS,

« &M AWS Organizations ID XN IRLGE FIIEHEN S EK S ID
- BHRFEFIEDL

(@ Note

AEERETEYNRIFESESMEN AWS CloudFormation R ELE FURENR 2
Ja , AWS 2B/ F ST EHIEIE,

R ER

ERREER , KL EIRB HLEFAEREENIKS, BREES (SERBREERG. BREARH
APKF., #EERANKE ) , MEEENMRERNELS —NIEEEHE,

REXKERATHMBRBREMREFR , AN TLERRBESR, FHMREEELISNERTERE
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et ) MFERCTERRIRERL RS, SIRFBEFMEMY , AWS Z2EHRE TR
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c BERUEH G BMZIRBERS  FALESRINBWRENEIL L SEAE?

- RECERMEEERGRABNERRT , Xt —SHREXNZEMRSEH TR ?
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AWS Z2EH MM FRERSGMERES , F  MELEFEZEIT, BIATIETEY , UREERRUE
EHED. B AWS Z2EHMNTF2ERSEREMERE, XBERRRIHE

- ZYMAERBEHNRRKETRI T REHBIBHF ?
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waE , A LAE#E CloudFormation R EEALFAIEXLERAE, HKREXCEMENS
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BXRMAFEARSEENROIZHERENEARER , FSH AWS CloudFormation B BRIV EA
RS EEMNPRIZE CloudFormation ik,

LU A 812 AWSSecuritylncidentResponseContainment 1
AWSSecuritylncidentResponseContainmentExecution & & FTEHIER,

AWSTemplateFormatVersion: '2010-09-09'
Description: 'Template for production SIR containment roles'

Resources:
AwWSSecurityIncidentResponseContainment:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainment
AssumeRolePolicyDocument:
{
'Version': '2012-10-17',
'Statement’:
[

{
'Effect': 'Allow’',

'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'Action': 'sts:AssumeRole',
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'Condition': { 'StringEquals': { 'sts:Externalld': !Sub
"${AWS: :AccountId}' } },

},
{
'Effect': 'Allow',
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:TagSession',
1,
1,
}
Policies:
- PolicyName: AWSSecurityIncidentResponseContainmentPolicy
PolicyDocument:
{
'Version': '2012-10-17',
'Statement’:
[
{

'Effect': 'Allow’',
'Action': ['ssm:StartAutomationExecution'],
'Resource':
[
1Sub 'arn:${AWS::Partition}:ssm:*:*:automation-definition/
AWSSupport-ContainEC2Instance:$DEFAULT',
1Sub 'arn:${AWS::Partition}:ssm:*:*:automation-definition/
AWSSupport-ContainS3Resource: $DEFAULT',
1Sub 'arn:${AWS::Partition}:ssm:*:*:automation-definition/
AWSSupport-ContainIAMPrincipal:$DEFAULT',
1,
.

{
'Effect': 'Allow’',

'Action':
['ssm:DescribeInstanceInformation', 'ssm:GetAutomationExecution',
'ssm:ListCommandInvocations'],
'Resource': '*',
},
{
'Effect': 'Allow’',
'Action': ['iam:PassRole'],
'Resource': !GetAtt
AWSSecurityIncidentResponseContainmentExecution.Azn,
'Condition': { 'StringEquals': { 'iam:PassedToService':

'ssm.amazonaws.com' } },
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+
1,
}

AWSSecurityIncidentResponseContainmentExecution:

Type: 'AWS::IAM::Role'
Properties:

RoleName: AWSSecurityIncidentResponseContainmentExecution

AssumeRolePolicyDocument:

{
'Version': '2012-10-17',
'Statement':
[{ 'Effect': 'Allow', 'Principal': { 'Service': 'ssm.amazonaws.com' },
'Action': 'sts:AssumeRole' 1}],
}
ManagedPolicyArns:
- !Sub arn:${AWS::Partition}:iam::aws:policy/SecurityAudit
Policies:

- PolicyName: AWSSecurityIncidentResponseContainmentExecutionPolicy

PolicyDocument:
{
'Version':
'Statement':

L

'Sid':
'Effect':
'Action':
[
iam
iam:
iam:
iam:
iam
iam:
iam:
iam:
iam
iam:
iam:
iam
iam:
iam:
iam:
iam:

'2012-10-17",

'AllowIAMContainment’,

'Allow',

:AttachRolePolicy"',

AttachUserPolicy',
DeactivateMFADevice',
DeleteLoginProfile’,

:DeleteRolePolicy’',

DeleteUserPolicy',
GetLoginProfile',
GetPolicy',

:GetRole',

GetRolePolicy',
GetUser',

:GetUserPolicy',

ListAccessKeys',
ListAttachedRolePolicies"',
ListAttachedUserPolicies',
ListMfaDevices',
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"iam:
'iam:
"iam:
'iam:
"iam:
'iam:
"iam:
'iam:
"iam:
'iam
"iam:
'iam:
"iam:
'iam:

iam:

ListPolicies',
ListRolePolicies"',
ListUserPolicies',
ListVirtualMFADevices',
PutRolePolicy',
PutUserPolicy',
TagMFADevice',
TagPolicy',

TagRole',

:TagUser',

UntagMFADevice',
UntagPolicy',
UntagRole',
UntagUser',
UpdateAccessKey',

'identitystore:CreateGroupMembership’,
'identitystore:DeleteGroupMembership’,
'identitystore:IsMemberInGroups',
'identitystore:ListUsers'’,
'identitystore:ListGroups',
'identitystore:ListGroupMemberships',

1,

'Resource': '*',

'Sid': 'AllowOrglListAccounts',

'Effect': 'Allow’',
"Action': 'organizations:ListAccounts',
'Resource': '*',

'Sid': 'AllowSSOContainment',

'Effect':
'Action':
[

'sso:

Sso
'sso:

Sso:
'sso:
'sso
'sso:
1

Sso:
'sso:

'Allow’,

CreateAccountAssignment',

:DeleteAccountAssignment’,

DeleteInlinePolicyFromPermissionSet"',
GetInlinePolicyForPermissionSet"',
ListAccountAssignments',

:ListInstances',

ListPermissionSets',
ListPermissionSetsProvisionedToAccount',
PutInlinePolicyToPermissionSet',
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'sso:TagResource',
'sso:UntagResource’,

1,
'Resource': '*',
},
{
'Sid': 'AllowSSORead',
'Effect': 'Allow’,

'Action': ['sso-directory:SearchUsers',

directory:DescribeUser'],

'Resource': '*',

I

{
'Sid': 'AllowS3Read',
'Effect': 'Allow’',
'Action':

[
's3:GetAccountPublicAccessBlock’,
's3:GetBucketAcl',
's3:GetBucketLocation’,
's3:GetBucketOwnershipControls',
's3:GetBucketPolicy',
's3:GetBucketPolicyStatus',
's3:GetBucketPublicAccessBlock',
's3:GetBucketTagging',
's3:GetEncryptionConfiguration',
's3:GetObject’,
's3:GetObjectAcl’,
's3:GetObjectTagging',
's3:GetReplicationConfiguration’,
's3:ListBucket’,
's3express:GetBucketPolicy',

1,

'Resource': '*',
},
{
'Sid': 'AllowS3Write',
'Effect': 'Allow’,
'Action':
[

's3:CreateBucket’,
's3:DeleteBucketPolicy’',
's3:DeleteObjectTagging’,
's3:PutAccountPublicAccessBlock’,

'sso-
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's3:PutBucketACL',
's3:PutBucketOwnershipControls"',
's3:PutBucketPolicy',
's3:PutBucketPublicAccessBlock',
's3:PutBucketTagging',
's3:PutBucketVersioning',
's3:PutObject’,
's3:PutObjectAcl’,
's3express:CreateSession’,
's3express:DeleteBucketPolicy’,
's3express:PutBucketPolicy"',

1,

'Resource': '*',

'Sid': 'AllowAutoScalingWrite',
'Effect': 'Allow’',
"Action':
[
'autoscaling:CreateOrUpdateTags',
'autoscaling:DeleteTags',
'autoscaling:DescribeAutoScalingGroups',
'autoscaling:DescribeAutoScalingInstances',
'autoscaling:DescribeTags',
'autoscaling:EnterStandby’,
'autoscaling:ExitStandby',
'autoscaling:UpdateAutoScalingGroup',
1,

'Resource': '*',

'Sid': 'AllowEC2Containment',

'Effect': 'Allow',

'Action':

[

'ec2:AuthorizeSecurityGroupEgress',
'ec2:AuthorizeSecurityGroupIngress',
'ec2:CopyImage’,
'ec2:CreateImage’,
'ec2:CreateSecurityGroup’',
'ec2:CreateSnapshot’,
'ec2:CreateTags’,
'ec2:DeleteSecurityGroup’,
'ec2:DeleteTags',
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ec2:DescribeImages’,
'ec2:Describelnstances’,
'ec2:DescribeSecurityGroups’',
'ec2:DescribeSnapshots’',
'ec2:DescribeTags’,
'ec2:ModifyNetworkInterfaceAttribute',
'ec2:RevokeSecurityGroupEgress',

1,

'Resource': '*',

'Sid': 'AllowKMSActions',
'Effect': 'Allow',
'Action':
[
'kms:CreateGrant',
'kms:DescribeKey',
'kms:GenerateDataKeyWithoutPlaintext',
'kms:ReEncryptFrom',
'kms:ReEncryptTo',
1,

'Resource': '*',

'Sid': 'AllowSSMActions',

'Effect': 'Allow’',

'Action': ['ssm:DescribeAutomationExecutions’'],
'Resource': '*',

1,

HUH2 AR

HHE AWS Z2E4E R RS CancelMembership IR A® | A@T 2414, API = AWS
Command Line Interface B £ R ‘&%,
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/A Important
BUERRABKE , BELEEEMELRMHBE. SEBECERENRABRKE , SRR BREFE
MERIER , AREBRTBEBEREEXZHNARIKNEDS. FIELT Active = ready to
close RSKERNFE , EFRFEK R R HRBUEE AL LE,

HIEHUE 2 R R EAT
BRI R R ERENER , RSN BREBEEAXZRARBHRG,

/A Important
MREMITFARS , RESUBRFNCARE  RRARKTHRAF RN TERCER FHA
LR

SRABKEUER , RESBET B FIRFEANZS R E RS 40 RE B FTE Ao

/A Important

MBEFRAEREEAKF RS AR , HET AWS Organizations API ilERiZIKF N EFEE
BERGH , XA EHRSIELILE,

HUH

>
o
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N AWS ZE2EH R FRIFERINRZ

REREH AWS I AWS R 7 B THiEiRid. 8MrEEEE - MR —ME. N TED BRI
X, FEENENE, Sl , EUHREENNRN stage , F—PMRBENEENNR test,

RERHBE

« FRRAFIEEBEN AWS BB, % AWS [REEXZFRMIFL , Atk , BAUFE— L5 ELKE
FRERSHER , ARP\XEFFRHEEZEFEXR.

- RERIZHY AWS B, S&TAIEATE AWS Billing #ZHIE AR L BUEX LEARE, AWS EAREXT B8 LA
HIT0EK , HOBRMEBAREIERE. BEXEZER , B2 H (AWS Biling User Guide) HHY
Use cost allocation tags.

- X AWS BRIENIER. EXEZER , H3H (IAM AF#E®) https://docs.aws.amazon.com/
|IAM/latest/UserGuide/introduction.htm|® B f A AR 32 &35 18] o

BXHRiE , BSH AWS Z2 B4 APl 2,
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&S 1EH AWS CloudShell #1 AWS Z4 =400 &

AWS CloudShell 2— MNEBAFB XX FHRIEANEEE Shell , B LLEZEMN AWS EEZFH A F 3
o A LAER B S A/ Shell (Bash, PowerShell 5 Z Shell ) , £ AWS R ( 23 AWS &%
EHIE ) FE1T AWS CLI i e BEETHRZEGTITIE |, B ERIELRE,

A LA ) AWS EEZEIS B3 AWS CloudShell , AF&FKiZH A1 AWS FiERFEFA Shell &
EHEZ A, BEX AWS CloudShell S #TX i S HWIE | HAEEH AWS CLI KRA 2 (%
Shell WitEREFTE ) EXLEHMNE AWS RSHITREN IS SIEEEL R,

P
« 3REX AWS CloudShell 8 IAM R
« £ AWS CloudShell EZ £ S #RNFHITRE

FREX AWS CloudShell £y IAM X FR

£/ AWS Identity and Access Management IR IARIERRIR , EE R AU @E IAM AR FN
BR , fEELAEEE AR AWS CloudShell 7 FIRE #Y ThAE,

EEAEMAFPETIHENE , HRENFEZR2E T AWS HER KK, AWS EERX KK EH AWS
BIENEIRMNIE R, TG T EAT CloudShell B9 AWS B X KREMIINE IAM B4 -

« AWSCloudShellFullAccess : #F{£H AWS CloudShell B[R , X EBXNFIBEIEEN T2 15 A
PR

MRERS IAM AP A BAEA AWS CloudShell T RMESSE |, AT
AwSCloudShellFullAccess HER RN ERCIEEANE LEKMK, EFM 7 F ARSI A A
£ CloudShell F{EFAKIEE , 525 (AWS CloudShell A #/) F A Managing AWS CloudShell
access and usage with IAM policies,

(® Note
B 1AM B EFBE - N RERE TN R S4BT EANNR,
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£H AWS CloudShell EZ+E#MN#TRE

£ AWS B4 A B30 AWS CloudShell &, BRI BRERAGSITAESR2EH4WRAHITR
H,

(® Note

1£ AWS CloudShell £ /A AWS Command Line Interface B} , TE THRLREF A H M A
Ro LA\, HTELTE Shell R#HTT BEHRIE , AEHRTHARAZLERERIL,

&4 A AWS CloudShell Fl% 4 5541 51
1. MAWS EEBERHASERSMERMMN T AL , M\/E3) CloudShell :

« 1%# CloudShell B#FR,
. BEEEZRESE A ‘cloudshell” , R/F1%1F CloudShell 1&I,

2. {ERA%HE AWS Command Line Interface 5 AWS Z42E4MNHITRE, X0 CLI 4=
BSE  ESH AWS Z2EHR AWS CLI i 5SE,
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£ A AWS CloudTrail id& AWS £ =41 API 18 A

AWS Z2EH IS AWS CloudTrail ££5% , FETRMAF. AEH AWS RFEZLEH BN
FrITIRERIE R, CloudTrail & FZ2EHMNFTE AP ARERNSEHER. BRNBASEXRE
ZEEHMNZH AN ARUERNZSEH MM AP BRENRBAR. NRECIERERISS , TN
CloudTrail EHFL151%F) Amazon S3 F#il ( BREZE2EHMNNES ) . MREFHEERE , N
{BAI4E CloudTrail BHEEFNEHIELERHEEFEENEH. FH CloudTrail RENER , B LU
EEZEEHM/BEETHAER, ZHBERW P ut, BRA. BRFEUREMFAER

ET7#AEX CloudTrail WEZEE |, 55 AWS CloudTrail AF 1§,

CloudTrail #HI Z £ EH MR E S

FEZOIE AWS Ik AT, FEZKF LS A CloudTrail, R EHMN P KEFNNT , ZEHFIZRE
CloudTrail E# e , F5HEM AWS RESZ=H—RRFESHALICEP, BAILE AWS K/ &
E. BRENTHEHEN. BXESZER , F2H &M CloudTrall EHA L IEFEEEH.

BREICFKIE AWS IKF F & 90 RNEH |, FRIZBRERS CloudTrail Lake B HIEF .

CloudTrail BRER

EI B ERIZS |, CloudTrail A% B & #F4£#£ = Simple Storage Service (Amazon S3) &Zfi&f@, &£
A AWS EEZH A CIENAMERRIEGZSXEEMS, BAEIFER AWS CLI |22 XiFs
ZXFRE. BWCESXERE , RABTIEREKS FHFTE AWS XiF #95E3), MRESIE
BXERE , MRAEEFREN AWS X8 PiERNEH, BXRENEZER , B5HE (AWS
CloudTrail A ERE) FHI RN EH AWS Nk 612 5R BR M 1 A 40 6 2 IR B

BEAIERE , A LAM CloudTrail &% 6 &EH Amazon S3 F#EEE—REERITHER
EHMNEIAR | ELUREL Amazon S3 FiE %A, A< CloudTraill EMWEZEER |, i5SR AWS
CloudTrail Eft. B> Amazon S3 EMHEER , S Amazon S3 El,

CloudTrail Lake S iE 17 &

CloudTrail Lake RFENEBHEITET SQL WWEI, CloudTrail Lake AIfFE F1THY JSON &MY
MEEHHIRN Apache ORC X, ORC B —fhé X RERRBBH TRICN NN FHER. B
HEEREIAEHREFMT  CRETABINASHEHERBEBRNZGNTIENEHSE
G, BATEHBEFHNERSATENBLEEHBZEFEHTMHEEIR, X CloudTrail Lake
WEZEE , HSH (AWS CloudTrail HF#R) FHFEH AWS CloudTrail Lake,
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CloudTrail Lake B4 HBBEEHNEHLTERA, CIREHEEEMEN  SULERERTEHHK
BEENENET, EMETURE T BIFAE#ESHNEER , URE4BEFHENRIANZEKRE
#l, B> CloudTrail EMMWEZEE , 15 AWS CloudTrail EHs

CloudTrail 2 XFIENZLEHWREME , (AWS Security Incident Response API Reference) A
NMETXERE, HlI0 , X CreateMembership, CreateCase M UpdateCase BEEWFAAKTE
CloudTrail BEX#H#HERHKFE,

BIMNEHHATREBESEXRERBFRNAREGR. SOEETHEDEHEUTRE

- BEREZFEHARAFZIEER AWS Identity and Access Management ( IAM ) AR &EIEAX HH .
- FREEAACGKERRSEAFNIENZEEIEREN,
- BERESHHEM AWS BF A H.

BXEZER , S CloudTrail userldentity T3,

TRREEHMA BENHRE

REE—MEE , A TNEMHEN BEXMHEEBEIEERN Amazon S3 7. CloudTrail A&
HBE—INRZNBIEKEZE. —NEHRREKREEAFREN—NMER , BEEXRMMBERWIRE, BEN
HEAFIASE, BERSBEFEMES, CloudTrail BEXHTFTRH AP AN EFHREBER ke
NALREABEIRFE R,

LA R 25E R CreateCase #24EH CloudTrail BE%H.

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQ0Q00000000000000:usexr",
"arn": "arn:aws:sts::123412341234:assumed-role/Admin/user"”,
"accountId": "123412341234",
"accessKeyId": "*xx*",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQ0000000000000000",
"arn": "arn:aws:iam::123412341234:role/Admin",
"accountId": "123412341234",
"userName": "Admin"
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iy
"attributes": {

"creationDate": "2024-10-13T06:32:537",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-10-13T06:40:457",
"eventSource": "security-ir.amazonaws.com",
"eventName": "CreateCase",
"awsRegion": "us-east-1",

"sourceIPAddress": "1.2.3.4",

"userAgent": "aws-cli/2.17.23 md/awscrt#0.20.11 ua/2.0 os/macos#23.6.0 md/
arch#x86_64 lang/python#3.11.9 md/pyimpl#CPython cfg/retry-mode#standard md/

installer#exe md/prompt#off md/command#security-ir.create-case",
"requestParameters": {
"impactedServices": [
"Amazon GuardDuty"
1,
"impactedAccounts": [],
"clientToken": "testTokenll12345679",
"resolverType": "Self",

"description": "***",
"engagementType": "Investigation",
"watchers": [
{
"email'": "Ex*",
"name'": "***",
"jobTitle": "x*=*"
}
1,
"membershipId": "m-rlabcdabcd",
"title": "xE*M,
"impactedAwsRegions": [
{
"region": "ap-southeast-1"
}
1,

"reportedIncidentStartDate": 1711553521,
"threatActorIpAddresses": [
{
"ipAddress": "***",
"userAgent": "browser"
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]

I
"responseElements": {
"caseId": "0000000001"
},
"requestID": "2db4b08d-94a9-457a-9474-5892e6c8191f",
"eventID": "b3fa3990-db82-43be-b120-c81262cc2f19",
"readOnly": false,
"resources": [

{

"accountId": "123412341234",

"type": "AWS::SecurityResponder::Case",

"ARN": "arn:aws:security-ir:us-east-1:123412341234:case/*"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123412341234",
"eventCategory": "Management"
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£ AWS Organizations B AWS 722 5 -0 B ik /-

AWS Z2£EH4MME 25 AWS Organizations £/ . RBEHLH AWS Organizations B E K /- 7] LA
EENKFERN AWS R EHMBENEREEAKS, . LHIRESER AWS Z2E4/RNER AWS
Organizations FH A ERRS. BXIMARFXLENRHVEL , 12 H Using AWS Organizations with
other AWS services,

UTETRNAREEHMNEREERKPS AT URITHERES

AFS

« ¥ AWS Z2EHMBE AWS Organizations && 1 FAREEETAMEW
- B AWS Ik /BT Y A4S T 0 AR

c BERSEHAMNZREERKFFTENNE

- BEAWS R EHMNEREERKS

- fFH AWS Z2EHMMN HWELE T (OU) BEELRER

o« [@ AWS Z2E4 00 SR N R

« M\ AWS =2 4 0a 5 A il BRBX R

& AWS Z2EH [ S AWS Organizations & FERAREEEM
FERIY
UTEESAARNENET REL SHMBELER RIS AWS B2 B i) THEE -
AWS B2 BHIREREE RIS

AL EAMNRRAKFIEEN RS EHNNEREERAKS, fl , BiREE 111881 XIBIEE
T—ANRREM, 111122223333 , WhER#eaoattXBIEER — MK A, 555555555555,
BEANEMBREMXIENE —KFENZEEHNNEREERAKF

BULERE AWS X FiRERESEHBNEREEAKS.

EAREERE , BAUE—NAWS X PIEEZERNLZL2EHNNEERAKS, RERERKX
MR, B AWS LB/ IIN EFME XN AWS Xif ARMALAEENEESE. MTEXEN
AWS [Xi5 F12ER B Amazon GuardDuty F AWS Security Hub CSPM WZ £ FAELXN , HBEHE
ISEBEIT AN XS P EFEERA, HFET AWS Organizations FINEZ£EH MM EEEE A K
FPRRAKS
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AWS 22 AR B IEE
TEUWHALNEEKF RENREEHMNEREEAKS.

HANEEKFAIURERNZ2EHMNEERKS, BR , AWS Z2REXKRERRENR
BN, TRWERALES.

MERHTRARBREZEEHRNEIEERE R KPS BNEGEIT R,
HNREHBRELZLEHRNEEETERAKS, , AWS Z2E4IN SHKBREZLZ2EHPNEIEEE
AP RENFIERAKF, NTABAFMERAKFBEH AWS £ 405,

B AWS Ik E B AI{E 1/ R PR

B AWS L2 E 40K K A5 77 R AR AT L BB K F W Z I EE R 8% AWS Organizations F &4
BAKFHEEEEMITHRE (fith , TEHRRARZARIAFAEE ),

BFREUTSREALTER AWS T2 B4 00 N F{E 7 B R,

© B/MUR
BRAXEAS | EARHEZUTER :
REE M S BRI P R AT IR A
. EEEANAE R A Y.

Console
B AWS Z4E 40N AT{E 15 R 4R
1. &% AWS Organizations #2#l &, XM IAM AR EHEF | I8E 1AM A€ ; REAR
NEBKFPURAFHNEHRER ( THE ).
ESMBEKRT , EERS.
ERSHRDPIEFE AWS ZL2EHMR,
1%3% Enable trusted access ()& A A5 1718])o

EN AWS Z2EM4EE BEAAEHENEESR , BRABRH®THIN , RAEEREAAER
LI

o & w0 DN
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AWS Z£ B F iR
API/CLI

B R AWS JK - EE R AME T R AR

BITATHSE, MU EAAAEERKFHNEIEAAKFEE AP R2/E |, XEIRESEH --
accountId ¥R AALRFPHERAK,,

« AWS CLI : enable-aws-service-access

UTREIERAKFNALPERAT AWS KL EH BRI T 15 AR,

$ aws organizations enable-aws-service-access \
--service-principal security-
ir.amazonaws.com

MREY , ST RE=EE MR T,

EERLENRNEEEER K, ArER R

A LUER A AWS Organizations ZREEE G RIZE AWS REEHM 2 A EE. BROART
XEMRIELR |, 259 Using AWS Organizations with other AWS services.

(® Note

AWS Z2EHHNSEFRARFEHTREMNEEN , B3/ A AWS Organizations F1E3%
R, MREMEM CLI/SDK , M AFEA EnableAWSServiceAccess AP F3h /3 Flb ThRE S B
fE§4F security-ir.amazonaws.com,

YER AWS Organizations EEE R , FAALREELRLEXHNNEZREEAKF 28] , BERIEER
BTLHITUT AWS R EHMMNERE : security-ir:CreateMembership M security-
ir:UpdateMembership, XLERETILEMER AWS Z2EXHMN N ALRIEELZLEHNMNERE
BRKF., WAEARIEREGNIMIT AWS Organizations #24E |, X EBERRARALANER,

ERFIXENR |, BELSHKF B AWS Identity and Access Management (IAM) KRB /B IELL T iE
4

{
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"Sid": "PermissionsForSIRAdmin",

"Effect": "Allow",

"Action": [
"security-ir:CreateMembership",
"security-ir:UpdateMembership",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts"

1,

"Resource": "*"

MR EZFEH AWS Organizations BB IEENLRLEHINEZREERAKS, , ZHKFEE
EHITULT IAM #24E : CreateServiceLinkedRole, EXEE T AWS ZLEHIHN S AWS
Organizations & AREESTHEW , REEHKEFMR,

EPREF AWS Organizations EEKFIEENZEEM4NMNEREEAKS, , HBFUATEIRME
IAM SREBEHR HAF 111122223333 E#)3 AWS Organizations BEEIKFH AWS K ID :

{
"Sid": "PermissionsToEnableSecurityIncidentResponse"
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws:iam::111122223333:role/aws-service-role/security-
ir.amazonaws.com/AWSServiceRoleForSecurityIncidentResponse",
"Condition": {
"StringLike": {
"iam:AWSServiceName": "security-ir.amazonaws.com"
}
}
}
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BEE AWS ZeERRNEEEERRKS

AFNETEAWS Z2EHRNALPEEEREERANS R,

BN AWS HLMEER , BHELBREXRLEAMNERERAKS, THERENEIESTHEN,
EHERIECH , FARECHAEEEZ SN EREE A KT AIENNR,

BE-MEREFNHRGE  NAREERESEHNNEREERKS, AEEEKF T 8HhTID
BRo

Console
1. £ https://console.aws.amazon.com/security-ir/ LT Z B/ MEEE &

EEEF , i5#EH AWS Organizations 4R B IK &k,

2. FANEALAN AWS XiFERESR  EREEEHPNEALEERELSHNNEREE R K
FRYX

3. RRREMSUBENQARE A SREREEAK,.

API/CLI

- FHHALEE AWS K HEIEZET CreateMembership,

. ®/E , LA LUEH AWS Command Line Interface i 1TItiEE, LT AWS CLI &%
EELZEEHNNERXEEAKS, UTRETATEESA RN FZRFREIN

{
"customerAccountId": "stringstring",
"membershipName": "stringstring",
"customerType": "Standalone",
"organizationMetadata": {
"organizationId": "string",
"managementAccountId":
"stringstring",
"delegatedAdministrators": [
"stringstring"
]
},

"membershipAccountsConfigurations":

"autoEnableAllAccounts": true,
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"organizationalUnits": [

"string"
]
1,
"incidentResponseTeam": [
{
"name": "string",
"jobTitle": "stringstring",
"email": "stringstring"
}
1,
"internalIdentifier": "string",
"membershipId": "stringstring",
"optInFeatures": [
{
"featureName": "RuleForwarding",
"isEnabled": true
}
]

}

MRANZLEHRNEREEAKSBA AWS Z2EH4R |, ZKFRTERITEMER
. MREARBR , FHANFTEENRL2EANNEREEAKSEA AWS Z2E41E

M o

FH AWS B8N WALE T (OU) BELR AR

AWS Z2EMHIR XFRIMALLT (OU ) MR FEREBER, BHENAUERENSARRK , £H
BEB/EN OU, Frik OU FWATEIKF , @4 F OU THIKF , R ENCAREESE,

EHEN QR FHRERE , —XRBEZAEHN 540U NAEH, MREFEN 5 ML LR OU #HITE
x,EBS5ANOU TR —HTEARKER , EXIFEEH BT

Console
1. 1£ https://console.aws.amazon.com/security-ir/ EIiTF Z B4 MEEH &

EEEF , i5FH AWS Organizations 4R B IK &k,
2. SMBIEELREE > KF
3. BEHEHXEK
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AWS Z£ B4R AFERE
4, ERERALFET (OU)
5. &#FFH OU =HiflBr OU
6. RZIEE 5 NEEEFH OU, B BERRIRIMFIMER OU,

(® Note
®E OU THAAEIKS MF OU #HFxEk.

7. BEHEHXREK

(® Note
MREXNES 5N OURTER , FEELSRS5 M6, EEIFE OU HEXEK,

ETHAXRE AWS ALAR#ITOU EXNEZEE , HSREH AWS Organizations BEALH T
(OU),

[ AWS Z2 B4R RN &

AWS Organizations 5 AWS Z2EH N AR BRZBAR—N—HXR, ELNALARALRE T
(OU ) AN ( Bk ) Ik /e , BH AWS Z2EHIMN SARKBEENKFAFARSRREIXLEE
Ho

ENKFRMBEN S R EE | BIRBER AWS Organizations & HE4H 40 /A9 Ik = B AR T 2 — 31T
B1E,

B BARERS [ IR & RERARINEAM OU , BERERAL[E T (OU) EELRFHK,

M AWS 22 £S5 4400 R P I BR X R

ENEN SR EEPMERKS |, BUTUMALPRERERAKS |, FKFBHEEN OU , EMEH S
BB EAHRIER OU,

ENEN A ERPRERENKS |, FiRRNA L R R UK~ S REITERE.

EfKFBE OU , HEEEA AWS Organizations FIK B EENMALE T (OU ) HEERM
OU 2 a3 N FIH TR,

ENEN2RAREPREROU , BRBEALLE T (OU ) EEL A RENEFHITRAE,
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Amazon EventBridge

£/ Amazon EventBridge ATLAMARI, IRMHIAS AWS REEHMNRHIM 2 R FEBEXNES.
BELBIRAN (ERTREEZR , — 1RSS4 B4 ) SEE (EATERERBEME, SENERY
AR RER ) REBHXLESEH,

FBAUEREEHMNME=FTE2RCIEER , tAIUFEAERNRNATERENEM AWS TERE
BIEHITOW. Bl , SL2EHMBEN BRI , BAI LA EventBridge Ba{LRALKR REE
DUBMAIzEERE, i, REEEZ A AWS K35 |, WA SEEA Amazon EventBridge 5Bk 12
AWS Z2EHMN SRR , LARMEREREFTBANLZLESS,

BXEZER |, iHS 0 What is Amazon EventBridge?

(® Note

AHX AWS 2 EHMB 5 Amazon EventBridge £/ ( 2% ITSM £ ) WRHEH , 5
B“AWS FIBAA RE LW AWS R EHMMIMEZE ITSM £RKo

RS

- {8 Amazon EventBridge B Z 2+ EHMNEH

- EH AWS T2 BN B4

- R : 5% Membership Updated &% Amazon Simple Notification Service 21k

£ Amazon EventBridge B L2+ E 4 NS4

Amazon EventBridge & —MLRFRERSF , FASHNNARFAGEREET —E , L AERN Y
By ENEHRIENARER. SARHEENE —HHEVNBERGREIXE  XERFET X
e BRI E T, EHERRBTRIIFERHE,

THEHRNTARERR

5% AWS RS —# , T2 EHMNSERBHHFHERIEE EventBridge WERIAEMHE 4. (K
NEHELREEN AWS KFFEHTRE, ) BHELREBEHAFAFHEEIFT IS NNENMH
HEFRNEHR. AEHEEEENANSESHIBRRETIHE. SRANBLRLESHEETEAN
MEFARXATE. IREABEITE  SHELSRHEHREIEEN B,
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Amazon EventBridge

1
Source :H’_ Default event bus Targets

Amazon AR event

N -@- Amazon Web Services
# -
2O)-T1—> -2 rule ? —_—
Web Service ,D - ey '[ pattern @
1 1 Event buses

event T
te | {6037 =@ || € Hrres encpoins

£ EventBridge M N{&x T £ E 41 R EH

Eil EventBridge MINEBHELFZLEHMNEHLEZTBFF , KARNEAN, SERANBIE—
EHEX |, EventBridge MHEEEHEL LBKEINENSH#HITER. NIREA4ABESEENSH
BXTH , EventBridge &M iZEHEIELHN A B #7,

BXUEBEEHELHANMNLEILL , 36 (Amazon EventBridge User Guide) H#J Creating rules
that react to events,

EEZ2EHRHNEAHETENS4ER
BNEHEXR— 1 JSONNK , HPEE

s MREREEHNRSH source BM. NTFRELEHWNEH , RIFR2 "aws.security-ir",
(FIiE) - BEECENEHRBHBEMN detail-type BH.
s (Tit) : BEECEMNHMBEALKIEN detail BME.

flan , L TFEHERSEE AWS IKFIFTE Case Updated by AWS ###### Service E{FAHIT
e -

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",

"source": "aws.security-ir",

"account": "111122223333",
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"time": "2023-05-12T03:45:00Z",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"updatedBy": "security-ir.amazonaws.com"
}
}

AXEAEHERNELZEER | 521 (EventBridge AF#E™) FH Event patternso
ZEEH NN EHEFMAEESE

KB AWS RENAMBESH4BE—LALHFR , AP E2EXBH4NTEIEE | fIOERNEHKEREN
AWS 5. SHMNERRE, SHERENKFNXE, BXXEEAFENENL , 525 (Amazon
EventBridge User Guide) H#Y Event structure references

A, BIEHHBE - detail FB , EFEZRESHTENRE. TEANSIAREREX T &#
ZEERHBNEFNFAEE TR

A EventBridge S FMEBEZ2BH MM EHRN , BIZEUTILR

- BEEHRIIRNPFESMHN source FEHIRERN "aws.security-ir",
« detail-type FERIEEEHEE,

{5140 "Case Updated",
- detail FREBEZHRESHTHENERE.

BEXNMANEEANESSZEH NN EHTENSEHERNEES , 528 (Amazon EventBridge
User Guide) HHY Event patterns,

HXREHLLN EventBridge AN EBEHNEZES , 3% (Amazon EventBridge A 1ERE) Y
EventBridge =4,

ERFE B AWS ReE4NE4BITEXLSRERN Amazon EventBridge FE&

« version : EventBridge B4 & R4
. id: BHHOE—INRE

EHEMRERSE MRS March 27, 2026 77
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AWS B2 BHIR F IS

« detail-type : AKAENEBHREHER

- source : N FLELEHMBIEH , 1H4L R “aws.security-ir”
« account : KRESEHH AWS IKF ID

- time : B4 KL 1ISO 8601 B [E1

* region : FIRFTEM AWS XiF

- resources : DEZHINEIR ARN WA

HAEEFR  detail WRESBETRLEHMEMNESR

- caseld : ROIKIME—FRIRFF (XERRBIBH )

« membershipld : 2 A REWE—RRFF (NR2ASEH)
 updatedBy : 1T T EHMAR ( NERERHIFIFICEHEH )
- createdBy : S| TEMEMAA (RERFMITICLIZEH )

BEARME : updatedBy # createdBy FERAIGEEE

« AWS Responder : AWS Z£ i 5 & H 1T IRE
« security-ir.amazonaws.com : IR BEIMITHIIRE
« Account ID : EFRITHERME (B0, “111122223333" )

WRIEARN B : AWS Z2EH R ERSFEHALLT ARN &3

« Cases : arn:aws:security-ir:{region}:{account-id}:case/{case-id}

* Memberships : arn:aws:security-ir:{region}:{account-id}:membership/
{membership-id}

ROISEH

AWS T 57 & 1 22 19 R 61

"version": "0Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
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"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333
1,
"detail": {
"caseId": "1234567890",
"createdBy": "AWS Responder"

AR S5 B2 R =5

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333
1,
"detail": {
"caseId": "1234567890",
"createdBy": "security-ir.amazonaws.com"

EPAZHN RS

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",

"source": "aws.security-ir",

:case/1234567890"

:case/1234567890"

ESHESES
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"account": "111122223333",

"time": "2023-05-12T00:00:00Z2",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"createdBy": "111122223333"
}
}
AWS a5 & B 3T =51
{
"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T01:30:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "AWS Responder"
}
}
AWS & F E 3 =6l
{

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",

"source": "aws.security-ir",

"account": "111122223333",
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"time": "2023-05-12T02:15:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"updatedBy": "111122223333"
}

AWS %2 440 51 AR 55 58 #THY = Bl

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T03:45:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "security-ir.amazonaws.com"

Ex Y =Bl

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Closed",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-15T14:22:00Z",
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"region": "us-west-2",
"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caselId": "1234567890"
}
}
RONFieEH

AWS Wi R % B 2 1 = 61T

{
"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T04:30:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"createdBy": "AWS Responder"
}
}
B OIENRAITiS
{

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:15:00Z",

ESVIRERIE ey
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"region": "us-west-2",
"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"createdBy": "111122223333"
}

AWS %2 E4H0E B AR SS 02 1 RIS

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:15:00Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"createdBy": "security-ir.amazonaws.com"

EPEHRHTL

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:45:00Z",

"region": "us-west-2",

ESVIRERIE ey
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"resources": [
"arn:aws:security-ir:us-west-2:111122223333
1,
"detail": {
"caselId": "1234567890",
"updatedBy": "111122223333"

AWS %2 B 4H0E 51 R S5 ERTHYRHITiS

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:45:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "security-ir.amazonaws.com"

AWS i 51 3 B 22 Y R 1T 12

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:45:00Z",

"region": "us-west-2",

"resources": [

:case/1234567890"

:case/1234567890"

ESVIRERIE ey
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"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"updatedBy": "AWS Responder"
}

SR RBREH
HRM AR

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-04-01T10:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333
m-1234567890abcdef0"
1,
"detail": {
"membershipId": "m-1234567890abcdef@"

ERHIS AT

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Updated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-04-15T16:30:00Z",

"region": "us-west-2",

:membership/

>

RBEREMH
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"resources": [
"arn:aws:security-ir:us-west-2:111122223333:membership/
m-1234567890abcdef@"

1,
"detail": {
"membershipId": "m-1234567890abcdef0"

}

}

HUER 2 R /&

{

"version": "0Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"detail-type": "Membership Closed",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-06-30T23:59:59Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:membership/

m-1234567890abcdef@"

1,
"detail": {
"membershipId": "m-1234567890abcdef0"

}

}

KENQR R

{

"version": "0Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Terminated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-07-01T00:00:00Z",

"region": "us-west-2",

"resources": [

>

RBEREMH
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"arn:aws:security-ir:us-west-2:111122223333:membership/

m-123456s7890abcdef0"

1,
"detail": {

"membershipId": "m-1234567890abcdef@"

}

FH AWS Z2EH M B4

& LA EventBridge MK ICELX L EHH AL A BaERE. TEAR—LEHERAFERAZRA

CEFTE AWS RE2EHBAES

"source": ["aws.security-ir"]

DT ESUTE-SE o

"source": ["aws.security-ir"],
"detail-type": [

"Case Created",

"Case Updated",

"Case Closed",

"Case Comment Added",

"Case Comment Updated"

PeBL AWS W 52 & EHTHYRAI -

"source": ["aws.security-ir"],

£/ AWS REEHIER B4
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"detail-type": ["Case Updated"],
"detail": {
"updatedBy": ["AWS Responder"]
}
}

PeE 4 E RGN EH -

{

"source": ["aws.security-ir"],
"detail": {
"caseId": ["1234567890"]
}
}

HIE . #X4 Membership Updated E# %% Amazon Simple
Notification Service 1R

EAXRHREH , BFFLWMMEE Amazon EventBridge EHHN , MERBIRITEHEH R
Membership Updated RAMEH,

SoRFAM
AHBBRELNLSARTETHEERNWITEAESNH AWS K,
FB

o #HIZ : Q12 H TR Amazon SNS £H

o HIE : EMEHHN

o I . WiAERHN

o BRHN : BN RGIEFH

A2 BT Amazon SNS =&

EXRHESD |, BHE— Amazon SNS TFRFZ YUFHEHMNNNEH B 5.

HIE . X Membership Updated ZE# &% Amazon Simple Notification Service 1R WRAS March 27, 2026 88



AWS 22 EHIR B EE
#2 Amazon SNS F &

1. BH https://console.aws.amazon.com/sns/v3/home FTFF Amazon SNS ### &,

fikIRI%E$ZE Topics (E&H) F Create topic (BIZE ™),

NFEH | EERE,

FFEZ# , A MembershipUpdated Hik R8I E /A,

£ MembershipUpdated & £ , &R ZEITH,

XN F R, &R B FER

WFimR , MABSRAERIGRIME FoRHibat | REERFE SIZITEHE,

KELN B FEREKS , HESFERATHEE NS TR, EWEILE FER4E |, ER BINTHE,

© N o o bk~ w0 DN

BiE . EMEL4IN
ETR , SEM—MUEIK Membership Updated EHHEHMN,
JEMRZEY EventBridge N

1. FTFALTF https://console.aws.amazon.com/events/ B9 Amazon EventBridge &l & -
2. HESMBERF , EEAN,

3. EFEIEMN,

4. AR ABHAHER,

® Note
MW TSR — KPR S —MNME -S4 54 LB HEE.

5. WFBEH#EL , BERESHANRKNEHSL. MREFLEHIANX KB EB S RIS TE
SRR , BEE AWSRINEHEL, HEBKPPHEN AWS RFEH—INEHE , BBR%2
FIEBEW VRN E

® Note
XRZELLE AWS Z2EHME 2 R BEH AWS Organizations EFXEE 57 MK &
HITIRE,

6. XTHMMRE  EREASHEXNAN,
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7.
8.
9.

10.

11.
12.
13.
14.

15.
16.

17.

BET—F,

XNTFEHR , EREM,

MNTEHER |, £FE BEXER (JSON iR ) o
FEMA X R T E4HER,

{

"source": ["aws.security-ir"],
"detail-type": ["Membership Updated"]
}

HRBELT —1MNERFLARKEFNRIEREHEE N EventBridge AN, BXREHERNNES
{£8. , 2% Amazon EventBridge FIF 5/ FH EHMNEHER,

EET—%,

NFERER | EFAWS RS

FEEFEBERP , %&F SNS =8 ; EEHAF |, %#F MembershipUpdated,
( @it ) 3F Additional settings ( & & ) , MAITUATIRE :

a. XfF Maximum age of event ( B4 HZ AR ) , MA—2% (00:01) 5 24 /It
(24:00 ) ZEHE,

b. WFEiRZER , WA 0F 185 ZHEHEF,
c. XNTFIRERNTY , EEEEFERIRA Amazon SQS RABIERFEEFI, MRSEH N H S
HREIN%EIEFIB#R , EventBridge X B4 KIZBITEEMS, BRITUTREZ— -

R ERAEET,
IR TE LB AWS MK ik —4 Amazon SQS RAFIAESEES , RENTHS|IRT
EEEFERAPRAY,
EREHM Amazon SQS RAFIFIEF HALRASI AWS tk FERSEERASI , AERMAERE
FAWIBAFIH ARN, BAGUHE T RIREREMMEIBASI , AR F EventBridge mH KA
HEWRR, BXEZEL , 5559 Amazon EventBridge f I8 KI5 T LA FIHY
R

ﬁ#:%-F_Z’Fo

(&) AR A—NBZ ML, BXREZER , ZH (Amazon EventBridge A F 15

) HH Amazon EventBridge #5%,

iij:¥-|:_$o

iz .
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18. EFMNFMERFEF IR,

HAE - WA SR AN

ZENHAN , FEE AWS T2 EHMEMN 2 R BRERERH. WREHTNE S EH

WS EM AR EFHRER.

BRMAN - RSB MNRGIEH

BORERMAERAERNSESHAN  BESHEFNIR , ARTUTENR :

1. EHE : BIEH1TE Amazon SNS £

, £/ CaseUpdates RN EBE K.

2. 7 IR EMELAIN B, £ JSON SR FEAUTER !

{

"source'
"detail-

"Case
"Case
"Case
"Case
"Case

': ["aws.security-ir"],

type": [
Created",
Updated",
Closed",
Comment Created",
Comment Updated"

, BRELD A

iz - NHEHAN
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U HERR

MRBER EMIT AWS Z2EAMABENRERXNEE , ESHABDHER.

#ix (ERROR ) RETNRFEHFBIVRASINR | RABIHLHBRELIARE. B/, SESFHIF
BEESFDHATHN , BHE2WFEERT.

A

0

%

Fix

© X

£5
RMEBH LT XL BER,

A AWS 22 B4R API IFTEERATFREARSFSEREERERAKSRERAKS HH IAM 15, #
REBRERN IAM EHL T EBE AWS K- F , BZKFEERENRAR AWS Z2BHHNER
EERAKS AR

tHIxR

AccessDeniedException
FRBRBHHRENR , T ENITIZERE,

BELEN AWS EERAME , BIRECEZE AWS D2 EH R NEREE AWK G K- B8
£ 1AM BE2HNR, B, BREZACRESREAFERIEEN IAM KB, BXEZER | SR
AWS Z£EH M 1AM,

ConflictException
ZBERSBRERST—H.

BRECEENMERGIMGEXHERRIAMBANEARTERE -4, BERE AWS Z2EH4#1
MR BHRIAEAMEE, £ https://console.aws.amazon.com/security-ir/ 3T FF &40 S 32l
A , M2 Membership Details,
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InternalServerException

BFRLBEREFRESNER, BE/LoHBER. NREABDAREFE , BE F BREH,

ResourceNotFoundException
BRI ANREFFE.

BERFIEEN —IREMRRFFE. FRERMUVFAERIR ARN = ID REER , 24 : AWS
Organizations ID. TKF ID. IAM B, BRAEHK. 6. WAEAMNKR. REMWMA, ROKME, =R
Blitie,

ThrottlingException
BT 15 SRR HI TS BUE RKIEL,

IEHY IAM RS ER A ERAN 1Z AP HEENERE THE, BHRERZ , REER. RAZDA
HE , BURABEREREEHS,

ValidationException
MARBERZ AWS RS EEMAREM.

BERFH—NHSNBEFRABIRIEN/RNEBHAEER. FREMARIR ARN REEZE , X
FEREFE (AWS Z2EH/HA API SEIERE) FHAPAEXRE, HtELERBTAEMESE
o Bl , ROIZKETENM AWS REERNBEEE,

> HF

ME RSB, BHRR XF Center #HITHEHE, BHEZHFUTER .

- BEREAK AWS X1

- AREKE AWS IS KA D

- BHRKENE (WMREAETH)

- THEHE BB HERRPTIE R R B A R E A A E R
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AWS Z£ B4R AFERE

ZeH

AES

« AWS Z2EBHME FHBERT

« BEMERERT

- GHMERER

o HEBR AWS REEH IR 515 F i/ 7 71 5
- FRARSAE

- FRARSXEAE

- AWS REX KR

- BHmAL

- BRI

« AWS R SH NP HEIZFHEE
- MRS RE

- ERigEHget

- BERNRR D

- U BRFEERE

AWS ZE2EHWRL F Y EIERD

P
. WEmME

AWS REHEEREAT AWS ZEEH PN RFZHBERT . WiZEXFAR , AWS ARRFIET
AWS =R RSN EM R, BATLEPXNREERREMEN ENRNENES, BENTERER
AWS RSN LZ2BRENERES. BXBERLMNESEER , BSHABERALELRE, BXENK
FERIPWEER , ESH AWS Security Blog E#I AWS Shared Responsibility Model and GDPR 8% X
=,

HTFBERFERN , AWS REXEREAE , BRRYF AWS KFEIEHFEA AWS Identity Center 5,
AWS Identity and Access Management ( IAM ) IRE#IMHNAF., X8 , 8 NAFRBERBETHT
EERRATENNR, MEBEWEBIUA T AR HE

AWS Z2EMHIMR H BB RT R4 March 27, 2026 94


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
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AWS R£ B4R AFERE

s NENKFERSESHRIE (MFA) .

- £/ SSL/TLS 5 AWS BRR#TERF. BIMNERFEM TLS 1.2, BIUEEA TLS 1.3,
- £ AWS CloudTrail Z& APl M AFEs) HEiER.

- 5/ AWS MBRERTRUKR AWS RS HHNFTERIAR 224,

- ILARS BRI A $F FIPS 140-3,

U7/ BEESHBER ( WEFERAb ) RAREHEHRANEZR (WEHRFR ) P, X2
FEEEIA,. API, AWS CLI 5 AWS SDK £/ AWS Support S E M AWS RS, AT EHH
HEHEBEBRAXEZRPHANEABFERTERSATIFRIZHBES, MRE@EIAIBRS 2[R
URL , 5B WEREXE URL P EERIEEERBIENZRS RN ER.

R &
ok

. BENE
Wit Ly
. BREE
AR

ERZEAA RS BRI |, MEBHSHE, X TUFEBBDERT HBEENS ROV REBNE 2
t, BEBHSNE , EAUMRFEMZESAENENERNZLBRENAERF.

&5 P I

AWS Z2EHEE WEMLRHNBRENETZEHEREMBI (TLS ) RIFWBEERT,
RAEE

AWS Z2EHIMN LTI E AWS KMS BIERL , 7RG M4 BIRR ARSI MNE.

AWS Z2EHN FXFREFEENENR.

HENERERTA

RESAMEFimFNA B RE
AEMEMN AWS 2RI ERMERZAR :
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AWS Z2EHR BAFAER
« AWS Site-to-Site VPN £, BXEZEE |, 55 AWS Site-to-Site VPN AP IEEH T4 2
AWS Site-to-Site VPN ? ,

- Direct Connect 1%, BXEZELR , S Direct Connect FAF 18RI 1+ X 2 Direct
Connect ? ,

B MEIHE AWS Z2EH4ME BT AWS KM APl #1TH, BFHRSMZFERERS MDD
W (TLS ) 1.2, BIBWEA TLS 1.3, BEFREMAZIFETTLMAMAIRE (PFS ) WEBREH
f5140 Ephemeral Diffie-Hellman ( DHE ) 3§ Elliptic Curve Diffie-Hellman Ephemeral ( ECDHE ) » X
SZHINRE (W Java 7 RESMA ) BHXEEN, I, XAEAE IAM E4XERRY TR HH
ID MWFRIHRFALRIER , RETLUAERH AWS Security Token Service ( STS ) £ R IGATZ £IE$
KREHZFK

E—XigH AWS B RZBHNRE

AWS Z2E#01H N Amazon Virtual Private Cloud ( Amazon VPC ) iis s 2 VPC WK IBESEE | X
AFEEE AWS Z2EHME, Amazon VPC 355 REEHEE AWS R4 5410 R 15 19 57 2% 5 [E]
VPC., BXEZEER , EZH (Amazon VPC AF{EmM) M VPC i s, BXxTLLATFEH VPC %

AB R REIEKE | FSEER IAM EREI2EEX DynamoDB B4,

(® Note
FEE@ET AWS Site-to-Site VPN = Direct Connect 58 Amazon VPC i &

St MipREE

AWS Identity and Access Management ( IAM ) & —I1 AWS Bk , ATRIBI B R HIX AWS FIR/Y
WA, IAM BEEREFIZE ORI (BF ) IEIFEN ( EBNR ) WEAREH AWS 2541
R#ER. IAM 2—I A AR FREAK AWS RS,

P
- FREMHRTEHRIE
« AWS Z2EHIMN AL IAM thE T4

ZAX

{# /8 AWS Identity and Access Management ( IAM ) 95 X EE AT LLFE AWS T2 B4R FHITH
BEMR.
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https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-ddb.html

AWS Z£EHmN Arigm
ZeBEER

BUUX L H P A AWSSecuritylncidentResponseFullAccess B R RBRIBEN & 72 BEMEH
BIRAIEBENR,

ROIMEE
XEANRATEBEXNRERFIHRNGRNR , R FEABER TR 5] =5,
SE 4 2 B BA BY 5

AR A AT LIRBEX SR ABMROBRNR, BWABRURMBEMAEX RS2 R FRERIURE
BFFE ABR AR FES ZRSUENEENMAERS. BEXESER , FSH AWS Z2EHBA
EERE,

£ & 21T & IR AIE

BRI ER M EIEESE AWS WA E, BUATHER AWS IKFBRAF. IAM APEHEIRA
IAM B &3#1TEHRRIE (ZFE AWS ),

B EABEY & HRRENEIERE 5B FKE AWS, AWSIAM Identity Center ( IAM Identity
Center ) A, BRRINE QBT EMREIEAKREN Google T Facebook EiF & =Bk & & 17 HI Rl
LUK EFRERN , SFHNEBERLGMER IAM AERET BRKERIE. HEERAKE FHRIE
A AWS Bt , BRRERERAAE,

RFENAFEE | EBAEF AWS EBRFHEH AWS HETF. BXBERXE AWS WESER ,
B2 # (AWS Sign-In User Guide) A #Y How to sign in to your AWS account,

MREBLUREARNIGE AWS |, M) AWS FREFHFEFAITESD (SDK ) MarS1THRME (CLI) , BUESRE
BAIENEELNBRFREBENER, NRETERA AWS TE | MXAMBITHIEREE., BXxFEHAH
ENFEBTEBERNESELR , 55H (IAM AFER) RZE AWS API B3R,

TRFERAMEHRIESE  SRUTEFERAEMRLER, A0, AWS BUEFERSESHRIE
(MFA) RIEEKFHNZ e, ETHELEES , 1525 (AWS IAM Identity Center User Guide) =
B Multi-factor authentication 1 <IAM AF{Er) FWE AWS REAZESHRIUE ( MFA ) .

AWS ik 18 B 7

EEIE AWS KR, BEEFECEA —INKSFAE AWS RSN A RAE T HRNRNERS
7. WEHBWN AWS IKFRAF , ERAECIZRKS AT AN E FIR it MBRBER , ARG LS
7. U2EABRRAFRITEERS  EFREXNERARFRAFSEIL, ERRRAFZIERRNITNERE
AP EBRITHES . BXEREUBAFSOEFNESHNTREIK , BSH IAM AFEREPHE

ERAFFIUENES,
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https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html#AWSSecurityIncidentResponseFullAccess
https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html
https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html

AWS Z2 BN 5

K& 5%

FERBEXER  EREARFS (2RFEEEAGRANRNAR ) S8EARSSHRIENS B RHARE
Fr, DAMERA ImEHEUESR TG R AWS BRSS .

RegmRka4LlArBR. Web F1RMEEF. AWS Identity Service WA , SEMFERBS &
BRI EIERTGR AWS RESHAF. HBRE5H1HE AWS IKFE , tif1&RAAR , mMAES
R AR,

BEEFREBIHRINE , BWWEFEA AWS IAM Identity Center, &R BLFE IAM Identity Center A 813 F
FRE , waUEEHRSEEESNERRFN—HAFNAUBE AWS IkFNNAREFRER.
AX IAM Identity Center 952 , 550 (AWS IAM Identity Center User Guide) A HJ What is IAM
|dentity Center?,

IAM A P~ 4R

IAM FIF 2 AWS kAR A RSB ARFSERERRN — NS, BUERBNEE  HFR
SIREA KT (MRBNBAEE ) 0 IAMAS, B2 MREE - ESENERARMBERY
TSR IAM AP | BWERRBHERS., AXESEL , #2H0 (AM AP EH) THHTEER
ERSEARRY (ARG , RITER TR EH U FI R4

IAM AR —FigEE—4A IAM AR BB, BTEEREANEHEFRK, BAUAERAR—RERZN
BAPREENR,. MEERERAF , FHAATUERMHEBRRFNER, flin , B&ogEEg—18R
IAMAdmins B4R , HRZAEFRRUEE IAM &R,

AFEAGTE. AFE—#EENMARSNAREFXK K MACEELEFECHEANARA. AFE
BAANKHRIE , MALRHAGNEILE, ETHESES , H20 (AM AFEmR) PHARGIE
IAM B/ (MTARAE ).

IAM A&

IAM B2 AWS IKFFESRENRENEHR., BRUTF IAMAF , ESEFEARTRKE, ETLUB
S AE | £ AWS BEEFHAFERARA IAM A€, ALLUES AR AWS CLI 5 AWS AP #214E
FABENX URL RRKAAR, BXERAAGNEENESER , 828 (AM AFERE) PHNEA
IAM A,

BB EIER IAM SEEUTERTRER !

- REAFTE . ERRE 07 ENR , FelZACHANAGENNR, YRESORITHORIE
i, ZEOREARHERBRARRTHLAGE LHNER. AXRESFNRIENAGHNEER , BS
51 KIAM fiF$ER) PRNE=SSHREECEAEC, MREMEM IAM Identity Center , NFE
BENRE, NEHENSOERTIHRIEFALFEAAR , IAM Identity Center FXREE
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html

AWS Z2 BN 5

IAM RV B BHEXEK, BXNBRENEZEL , SR (AWS IAM Identity Center User Guide)

B Permission sets,

- &6t IAM AFPBR - IAM AP AIRA IAM RS AE , LERRESHNBEESHNTRNR,

- BIKFTAE : BRI LER IAM AU ATFRKSFHNENA ( AEES ) HREH K PRy E
Ro AERBRFEKSHRNENEESR., B2 , W TEL AWS RF , B SUT R E M E
TR (MTAEEAAGENIME), ETHRATERSHTRANAGNETRRNKREZRINES | &
S5 IAM BRI FH JAM R EETK P &R IA R,

- BRSIERE - EE AWS REEAHET AWS lRFSHHThEE, Hlm , SBEEMRS HHTEAN ,
ZRFBEE ST Amazon EC2 Hiz1T R ATREFHIE Simple Storage Service ( Amazon S3 ) 17 f&
FWR. RFTELXEAXHBANEIHENNR,. FAKRSAGIHEARSHEXACKRPITIEE,

- BEAE  BRSAGRBRSAREER S HNITREMEAN IAM BSE, IAM EE R AL 1AM
holE, EHFRRRSAR. BEXESZELE , BSH IAM AFREBFHLIER AWS RESEIR
NXEEHNAE,

- RFHEXAE - RFHEXACES AWS REXBEN —TRFSAR, BREFETURARKRENITRE
WEG, RFEHEXACERELN AWS K/ F , HRZBRFSHEE. IAM EE A ATUEFETER
BRFKIEKABHNR,

« 1£ Amazon EC2 LTI R AR : BRI LUER IAM AGEEE EC2 k4l Liz1TH & H AWS CLI
= AWS APl ERN N AEFH G EIE, X{LET7E EC2 KfPFHIARZEHR. BN AWS A&
D ELLE EC2 RPIHFEHEN ZEFNFAENARE TR , FEQIE — M35 89 3268 & 32
LHMEXHIEAE , HF EC2 X LETHREFEEREBIRNEIL. BXEZER , BN

IAM AR S ER IAM A8 Amazon EC2 E4l EiziTH N BREFZ TR,

ETHMRER IAM ARKER IAM A |, BSHIAM AP EEPHANE IAM A6 (A2
F)o

AWS Z2EHN A5 1AM thiE T4E

AWS Identity and Access Management ( IAM ) 2 —% AWS RS , ATAEBHE R [ T2 i iR HIX
AWS FIREVIEE. IAM EE ARG EAINBETHARIE (Bx ) IRKR ( EAENR ) KEA AWS %
2EHMEN FF. IAM 2—H AR FZFEAN AWS RS,

AELE AWS RE&EHIR FEEERAN 1AM T8
1AM Zh 8¢ BREREXE

ET 5D AR =
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https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role

AWS Z2 BN 5

AL E AWS Z2 =4 ZEAE AR IAM IhEE

T R IRAY R
REGIRIE

SRE IR

REE SRR

ACL

ABAC ( REEF IR )
I Bt S E

¥ RIHE2E (FAS)
R&EHE

REXERBEE

ok
. EAT AWS REBHIE NET 5 HHEH

« AWS ZEEHI5 B RM SR 5

« AWS Z2EH N Ry ipEZEHs 5%k ( ACL)

EAT AWS T2 B4 BN (VET 54089 K

ETEMNNRBETMMEEZH (W IAMBF, AFASAR ) B9 JSON RRREE A, XLREE
RS NA SR EMPSEA T BERRRTHERE, ETHRNMGEZET HHHRE  FSH

(IAM RF$Er) FHEVBIZE IAM K,

BEEA IAM ETESOREER , SUUEEATIELNRENTRURAFRIELRENTSE, &
TEEETEONRBPEEETE , BN CERTEMMNWAFHA®, ET7HAE JSON K E

o fm fm fn o fm fm Fn O

i

(£3)

RWFrETE , H5H (AM BFER) S8 JAM JSON KB TE5I A,

P
. BT SHHNERRA
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

AWS R£ B4R AFERE

- RBSEZE

- £/ AWS Z2EH/ IR 2HE
- RTAFPEEFEMIBESHNE
- ETRRHER

- RERIRME

ET 5 0a KRG

BINERT , ARFNARSERER ISR AWS ZL£EHMA BRWNR. SIETEER AWS B8
BEA, AWS S 1THRME (AWS CLI ) 5 AWS APl HUITES, |IAM BE R TG IAM KBS | £F
APRNERBRHRTRENKIE. EEABEANGAGTMJIAM XiE , AFRFATURAAE,

ETRMAERX LR JSON REEXHEZET IAM SHHEKE , 5K IAM AFERTH 02
IAM ZRR&,

BXAWS Z2EHNNE UHWRENTREENFMAES ( BEEBHREXEN ARN KX ) | FS
% {Service Authorization Reference) H#J Actions, resources, and condition keys for AWS &£ E#
0jal Rz

R RIEREK

ETHONERBERNARS AR, HRISMEREKRS P AWS ZEBHEN FR, XLE
ERIREREE AWS KP4 A, IZRRBET S ONRMKE | FEFEU T ERMEL

AWS REXEBEEZARENRFTA]  EFEEAAFPMNIEARBR TR , HFEA AWS £ER
FHRAGFZSERNERZSETINER, BALE AWS KPR IXEER, RINBVEIENEET
R ERRGIN AWS B EERRRE—SRIONR. BEXEZEEL , H5H (IAM AF#ERE) #
B AWS FEE RS TEIREER AWS EE KK,

R &R PR : HEA IAM REERENRE |, BRRFHRITESAFONR At , ETNENLES
EFRGT AU EERRNITHERE , A RERRTFRT, BXER IAM NARBRHNESEE |, 1§
Zi (IAM FFiEE) F8y 1AM 8RB FIER .

8 1AM FKRE DAY S8t — SR &EITH RN PR : 4877 LA 6] 5% B 78 0 5 44 SR PR 6 3 R /E RV R RV 15 18] o 451
m, BALRERBEEMHRIEESTER SSL KEMBEER, MERBIEBE AWS RS (a0 AWS

CloudFormation ) ARG RYE , BEATUFERAFZERR FNRFBIENHENR. BXEZER

BES (IAM AFERE) FH IAM JSON FrETE 4.

£/ IAM Access Analyzer BiEEHY IAM KL | DBERNRH R EMRIIEEM : IAM Access Analyzer
LWIFFRBEMINE R , LUARKEAS IAM KEEIES (JSON) F IAM &{EKE, IAM Access

AWS ZE2EHIN A5 IAM tHE T MR March 27, 2026 101


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

AWS B2 BHNR B iEwE
Analyzer 12 100 ZTRBERLEM TRENERI , UEBEHELZE BRI EKE, BXESE
B #EZR (IAM BFEr) F8 IAM Acess Analyzer SEEEIILE

FEZEHHRIE (MFA) - MREFFALCNZ S EREHN AWS IKFHE IAM AFSRIBRAF , 58H
MFA RiIEEZ 2N, EEE A AP BEREE MFA |, 5 MFA 4R/ INBIENRES, BXES
E8 , B3R (IAM BF#ERE) PHEES MFA ®RIFH API 1718,

BX IAM FHRESSBRNESEER , F5H (AM AFER) F8 IAM AN Z2SEXER,
£/ AWS T2 B4R #2E 5

E1{jA https://console.aws.amazon.com/security-ir/ , BHNEH —ARIENR, X LERRAM AR
SIHMEEEREN AWS IKFHH AWS Z2EHMN RN FAFS. NRAUBEXFHNRENR
BEAFKRNETEMANRE , XTHRMTZRBANEE (AFRRAR )  BEIASTERMBEREE
7o

NTFREZEA AWS CLI 5 AWS API AR , ZBEFENHREHEEZRFANR. Rk , RAFTHRE
SHZHANITH AP REM TR AVIRE,

Bfhn AWS REEHIMMA T FRIAE AWS HEXKE , THRAFNAGAULARSESE. BXE
ZER , BZHE (AM AFER) RN AP AR,

AYRAFERMHMNABSHNR

PRI T B AR KR LAY IAM AFEERNIERAF SR ABKNITE RN K, hRK
AEBETE4AREEH AWS CLI 5 AWS API LUERH R TR ILIRERTERNER,

E T RIRAY RS
AWS 25540 B A EL T8 R Y SR
XEFETHRRRE &

ETHIRAVRES M NEFIRA JSON KX, ETHRNKRENRESHE IAM BEEEREN
Amazon S3 FEMEKE, EXHETARNKBHNRES T , RSEEATUERCIREFHNBFER
FREVEE . XN THEERM IR ZR |, REEE IS E A A SN 2R RIAT LR AR E M+ LARMN
THIT. BXTERETRFENRBFEEE . THETAIEKF, AF, A6, BREAFH AWS R

4

JTo
BXEZEERE , FZ0 (IAM AFIERE) P/ IAM FEEIK - FIR1E A,
KRR E

EAT AWS T2 B8R K K iR E
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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AWS Z2 BN 5

XIEFRBIRE . =R

EE R WLAER AWS JSON REERIEEHERRIBEMFLARNST. WHEU , WA EAET X LR IR
1THRE , UREMALAFZHTHIT,

JSON ZKHBEHRY Action JTRER IR A i TR M R SIEL T RIAVIRIE, REIRERE SXEKRHN AWS
APl BERE. B—EHINER , HlIRBIEE APl BENNBRNR RE, & -LREFEETRK
RIITZMRIE. XL NREFR N KR,

HREEF 2 ERFEUR FHATRBIRERIRR,

EEE AWS D2 EHMNRENTIR |, 52 (Service Authorization Reference) 1 AWS 2 E 4
M B2 8 M HY IR 1

AWS Z2EH N PR RBEBREERENEANTELR

AWS Z2E40E R -identity

EEEMEAPEESIRE , BEAESRENRT.

"Action": [ "AWS &£ ZE 404 -identity:action1", "AWS &£ =41 K -identity:action2" ]

AWS %4 440 57 49 5 i 5 R

RERBER : B, EEATUER AWS JSON KEREEEENLRTLART. HREHR , B E
RIS A BIRHATIRE | UREMH LAZRHATHIT.

JSON FKEEHY Resource TERBEEZERMENAREN —IPHZ IR, BIHLHMEE Resource
NotResource Jt&, ENRIESXER , FEAE Amazon BFREH (ARN ) BEERFR. W TFXEFEBER
RER (MR RBFERNR ) BVIRME |, B BARIT R E,

NFFXFRFLRROBRMAE (MIHRE ) | BEABES (1) BRBOINATRERR.
"Resource": "*"

AWS Z&EHFIE R 195K BSR4 5

XHBETRENEBIMAR . T

EERWLER AWS JSON REERIEEHEARIBEMFLARNE. HHMEY , WA EAET U LHIRR
1TRE |, UREMALAFZHATHIT,
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AWS R BHIE A
¥ Condition 7t ( = Condition 3t ) F , LA LEEEATERNRMF, FHETENTIETE, ETT
BIREAZGEER (flW , ETHNT ) BFRHRENX , SERBEPHFMASERPHEMETE,

MREE-—MEFPEESZ D Condition TTE , EE Condition TEFIEESME , N AWS &fF
M AND BZBEHE 1S4, IRENENZHRBEESNME , I AWS LA OR BEEERITMSF
o ERTEWUNNRANLTREARBNRMS,

EEERMGN , BUTUUERASUNEE. flm, REEER IAM AP &2 IAM B, 88N
HEBEFHRBRONER. BXESER , F5H (AM AFER) B IAM K TE | TEMIRE,

AWS XFHERFHBABETRSHRERE. EEFME AWS 2F/%48 , B5H (AM AFiE
) P AWS £REMHF E TR,

AWS Z2EHNE RN PRI EEFIHIR (ACL )

*EFEACL: B

mEEHE IR (ACL ) 2HHEEE (KFKA. AFZAR ) BREARR, ACLEETHRRNE
BESRL , (BEMIAER JSON KB AEE R,

AT AWS Z4E4 MmN ETEMHAIERNBRES (ABAC)

X# ABAC ( REEFHIIREL ) : 2

ETEMENHRES (ABAC ) B—FRKE , ZRKBETEMERENNR. £AWS 1, XEFEMH
MARE . B BURREMINE] IAM S ( AP RAR ) Bk AWS HiR. FRICKAEMREIRZ ABAC
ME—F, RFIRIT ABAC KB , SUEEHENRE SN2 15 R0 R FRECE A R RE. ABAC
EREBRNVIREPIEERR , AERBEERFEBAER T AT IR HEA B,

EETHRZEEEHER |, BEEFEH AWS:ResourceTag/key-name, AWS:RequestTag/key-name B
AWS:TagKeys KU RBEFBNZ M4 TEZPRUFZEE ., NREMNRSH FERNRREE B ZIFAT
BXEANEZMGE , INTFZERS , ZEAR. URENMNRSOANTHs BRBERBEXEMEX=1&4
2, WZERNPD. BX ABACHEZEE,EZHA (IAM AFERE) LR ABAC?, EEEFIR
iE ABAC ZRN#HE , 52 (IAM AFERE) PNEAETEMMNHEMNRZES (ABAC)

FiEet EEAF AWS R EH R

XEFIEETEILE : &

AWS RS ELRFERAIGN FIEERNLTEEEIE, BXEZELE , SIEAWSES SR ZIEESF
B, #52E (IAM BFPIERE) BER IAM WAWSHES ., RETFERAFPENZEmMAR M A EX
B AWS BEEEIA | nEAREILE, flin, YBERARLATMNE SEF (SSO ) #ETHE AWS
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AWS R2EHIIS IR
B, ZEEFES RGN EIE. SEUAFSOERZEG S  AGtlRAer , £E2 832 IR
FiE, AXUMABHNESEE , B5H (AM AFER) FHRTURIIAE (2H5)

o

B LAERA AWS CLI 53 AWS APl FHIZ IR EIE, 25 , &) LUE X LI B X E 17 4]
AWS, AWS BB ER IS EILE , MAREAKBIARZRA, BXEZELE , BESHR IAM F1
5Bt & 2 A,

AWS Z2EBHIER HER R S1E

XERRBRKE (FAS) @ 2

HEER IAM AF A EE AWS FfTRER , LREA N TSR, FARLRSH , BAgELIT
—MNMRE , RAELBRETERMRSPEH S —MNMEE. FAS EAXMAER AWS RSHNR , £8F
REYAWS RS , A TERFSAEHER, AFERSWIFTEESEE AWS BREHRFEXE ST RET A
BERE, F2KH FAS BR, EXMERT , ELAEFRITXFIURENNR, BXAKH FAS BHXR
BT REEFNS |, BERERL RS,

BEBR AWS Z2EH R B 19 F0 175 8] (7] &
FERAUTEETRBBELHNEELELESER AWS Z2EH4 M IAM B AT REB2IH & W8l &,
EFB:

« REDITIRIE
« RFEINIT iam:PassRole
s RFLEAWERN AWS IKF 2ANARTFREN AWS Z£EH IR TR

BEATIRE

MREBREHRRET , BRETRITENRE | W STEH R AR VFRITZERF,

% mateojackson IAM A P =i FE RS A EEF B XEM my-example-widget RN FMEE , EFH
BEM AWS Z2EHMM GetWidget FURET , 2K £ LT RAI4EEIR,

User: arn:AWS:iam::123456789012:user/mateojackson is not authorized to perform: AWS Z £ =41
M :GetWidget on resource: my-example-widget

FEHERT , BIEH mateojackson AF KR , AW AWS Z2£EHIMR :GetWidget R1E
SRif R my-example-widget &R

MREFEHRD , BHRRAAWS BEER., ENEEREARRHRERFEIENA,
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AWS Z2 BN 5

FEELRINIT iam:PassRole I REWE| —MEIR | IBRBRTHINIT iam:PassRole ®B1E |, N HMEFH K
B LA R IE T A BiEiE S AWS 22 B/ R,

BE AWS B AT ERANEACEEIIZRS , MAREMESACIRIAXAE, Nt , BL
MEANABEEIRSHINR,

HE A marymajor By IAM AP 2R ERRE AT AWS T2 EHEN FHITREN , 2 REUT RS
Hix, BR , BE4AEARFAGHR THNRT ARITHEE. Mary TEBFABEKEIRSH
PR

User: arn:AWS:iam::123456789012:user/marymajor is not authorized to perform: iam:PassRole

EXMIERT , BIER Mary KRB LA LV IBINIT iam:PassRole ##F, MREFEZFHD , HHKR
AWS EE R, ENEERRRREHBZERFZIEN A,

BHELEATRN AWS IKFP 2 AN ARTBFREHN AWS ZLEHREN FR

AR —-1N A , UEAMKFPHNAFREALNNARTUERZAGKILRIEN TR, &7
LUEEEESGER , AIEEAR,

ETHREZER , BZRAUATHREA :

- BT Amazon B AWS T2 EH MR B XFFX LR | FSHAWS T2 S48 54017 6
IAM”,

- BETHNMAAEHEEN AWS KPR FRERBRNR , SR IAM AP EETFN A EREN S
— N AWS K/ HRY IAM A P REIE RAR.

- ETHRMMAAEZ=S AWS IKFREENFRABRNR , FSHIAM AFERPH NE=SHE
Y AWS Ik 7 $2 4 177 R A BR o

- ETHRIMIBEE S HRSRIERATFRNR , H28 (IAM AFERE) PRALSARS BRI
AP (BHRERIE ) REHRNR,

- ETHEAACGNETRRNRBETEKRKSBRZENES , F50 (AM BFER) B8 1AM
o B S K P BR 5 ]

EHRS AR

XERSAS B

RE AR -—TURSEE, RREWTREN IAM A€, IAM EER AL IAM RO, SR
BRESAR. AXESZEERE  B2H IAM AFERHPHNEIZEAWSES ZRNRH A S,
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AWS Z2 BN 5

EARSRERAE

AWS T2 EHIEIR HRSHEXAE

kS

« AWS SLR : AWSServiceRoleForSecuritylncidentResponse

« AWS SLR : AWSServiceRoleForSecuritylncidentResponse_Triage
- AWS Z2EHIIN RFEXAENZIIRHXE

XERSXERAR B

REHEXABR—MSAWSHESHEXNERESAG, RZFTURKARREHTRENAR., REZEXA
BIERELN AWS IKFH | HHIZRSEE. AWS Identity and Access Management B2 5 A[ Ll &
BEETRERERSHEXABGHNRE.

BRSHAXABMEAWS ZL2EHBN WIREEEN , RNETLFHFIMBENNR, AWS Z2EH
MR B ERSHEXRAEHMIR , BRIFSITENL , BN AWS Z2EH4EN ATUEBEFEAE. EX
R BR BEEE RN RRE | LR T REM MEMEMEAtL IAM KRR KB

BRXXERSHEXAGHEMRSNES , FSHAEA IAM 89 AWS BRSS , AERRSHEXBESH
ETARNERS . EREENEE  EFZRSHBRSIEABXH,

AWS SLR : AWSServiceRoleForSecuritylncidentResponse

AWS ZEEHM £HE R AWSServiceRoleForSecuritylncidentResponse HIIRFHEXHE
(SLR) (AWS Z&EHMKEE , AT IRBTENKS, SIERGRFFEHEXER) .

PR

AWSServiceRoleForSecuritylncidentResponse lRFHX<ABEETUTREZRARAZAE :

+ triage.security-ir.amazonaws.com

MnEt AR N AWSSecuritylncidentResponseServiceRolePolicy B AWS &R, ZRSE
2FERZABTUTRRHITRE

« AWS Organizations : AT ZRFERA T ZRFHE R FEKF,
» CreateCase : A IZRFRERLARRIK, OIZRF G,
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AWS R4 SHIR B I
+ ListCases : A FIRFHMAIEREREBEEHTEZ2AEENEETRH,

« UpdateCase : RFREHATERREEHRF TEIE,
+ CreateCaseComment : A FRFHAIEERBNELREZHNRHIZE,
« ListComments : AFREFHAIEREREBEERNITEIS AEMENRHR T,

-« TagResource : ATFRFIFERBHREN ZBRZH—F 5.

EEAR

BEFFIUBREBRSKEAG, HBE AWS EEEHE, AWSCLI, 5 AWS API A AWS £%
BHEMNE , ZRFSLNECERRSHEXAE,

(@ Note

MREFAEREEAKFQUET 2R EHK , MFEEHRE AWS Organizations EEIK - 1 F 3 4
BREMEXAE,

WMREMBRZBSKEAE , AEFTEBRCE  BUUEAMEEREEKSPERCIREAG, H&
MAZBRSE , ZRFLBRNECRRSHEXAR,

BYMEERR , A IAM SR (AP, A5iAe ) 6, REIRBRBRSKKAE, AXESE
B, BEZHR (AM AFERE) RiRSHEX A BRIR,

AWS SLR : AWSServiceRoleForSecuritylncidentResponse_Triage

AWS Z2EH N4 EFH BN AWSServiceRoleForSecuritylncidentResponse_Triage HI RS #< £
B (SLR) (AWS Z2EH K , ATRHREUEREFEREFEEZ SR , ABEZ2RFZLUED
BiRRE K HUWEESEUAEEESEH, )

R

AWSServiceRoleForSecuritylncidentResponse_Triage [REH X BAREFUTRESRKRAAAE :

 triage.security-ir.amazonaws.com

B D02 1L SR RE B9 £ & 1 AWSSecuritylncidentResponseTriageServiceRolePolicy B AWS & KK,
ZRESERZAGNUTERRITRE
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AWS Z2EHM F R

o B AFIZARS 812 Amazon EventBridge FEEHN, AN ZEH AWS 0K FrE B E Mg |
AT ESE4NKFEERZRS. WRERER triage.security-ir.amazonaws.com EEH
47 AWS TR 4T,

« Amazon GuardDuty : AFZRFABLZERZUBIERES , WESSNAEEESH , UKB
31 GuardDuty BEHHHE,

« AWS Security Hub CSPM : AFZRFIIEHE B AMREN~RER , JIHALRK A MEE A K
P, ABRZERSUBDERRYE , URKREGENRAERESH.

« AWS Identity and Access Management : B iFIRSHE &
AWSServiceRoleForAmazonGuardDutyMalwareProtection REH*ABHNARELR , LB
iF 2 & 28 & GuardDuty MalwareProtection,

- AWS Z2EHME - AFRFSLUIBMERRGIHFIERR , XBRTFIRE
SecurityIncidentResponseManaged=true &R, AFZRFEHRARKER

( GetMembership. ListMemberships ) o

EEAD

BEEFHUNERSKEKAR, HBE AWS EEZEE,. AWS CLI, = AWS APl A AWS £
EHERE |, ZRSENECIRBRSHEXAE,

MREMRZBSKBEAE , AEFTEBRCE , BUUEAMEEREEKSPERCIRLEAG, H&
MAZRSE , ZRFLBRNECIRRSHEXAR,

BYMEERR , A IAM S (AP, A8iAe ) 6, REIRBRBRSKKAE, AXESE
B, BEZHR (AM AFERE) RiRSHEX A BNIR,

AWS Z£EH4 A RFAXBENZIFX

AWS Z2EH N XBFERSTANAEXFEFERARSHEXAE,

« XEREP (@EIEM )
- XEES (HmBRM )
- XERE (FFEL)
« BiMuX (EZRE)
« BiMeX (ZER=)

- BMuX (%)

- BiMX (K= )
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AWS R£ B4R AFERE

- BMtX ( B3R )

o BN ( BmIEST)

- BMiX ( HiERRE )
o BN (R )

- TA#X (FH)

C TAHBK (BEHNE )
« WAH#X ( HIE )

- WA#X (RRAE)

. TAMK (ET)

c MAHK (ER )

« WAH#X (FIHK )

- TAHX (EE )

- TA#X (KR )

- MNEKX (P )

« PR (BH)

« PR (PEXE ) :

- BmEMN (ERF)

« 3EM (FFER)

AWS IEE K1

AWS REA R ZH AWS tIZMEEAIRIIRE, AWS REXRMEENTZEILERRFIRMN
R, MEZAILFHAAR, ANBEIENR.

E@AF., ANAERMNNR , EECKRERMAL , /A AWS HEXRBEME, QERNER
REFFENRY AM FFEEAREEENRMZ AR, BREAN , EAIERRIN AWS
EXERE, SERKEEENEARS , TEEN AWS K HEA. X AWS BEXRBHNESE
B, #ZH (AM BAFER) B AWS EE XK.

AWS RS ATEF MEFH KRN AWS HEXKM, BXEERAWS TEXRBFHINR, RSEBR
2@ AWS BERRBRMFAIMURAZIFHIFE, WREFLZEMMRBOFFES M (AR, A
At ), SRIFMBUAIFRETHE , REXBARKIERN AWS HEX KK, RET2M AWS i
BRI PR BRANR | F LRI E R T 2 BB AR,
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AWS Z2EMHIR PR

sk, AWS X IFE SR ARSS A TEIRBEM FEE KM, Bl , ReadOnlyAccess AWS FE&E K&
REXNAE AWS RS MERHN RGRNER, ZRS BB , AWS LR FREMZRFMI
ERNR. BXTERBERBNIIRMIEA , ESH IAM AFEEPERS T THERERN AWS 5K
R

AE

+ AWS FEE KR . AWSSecuritylncidentResponseServiceRolePolicy

« AWS FEE KB : AWSSecuritylncidentResponseFullAccess

- AWS EE KB : AWSSecuritylncidentResponseReadOnlyAccess

« AWS FEE R BE : AWSSecuritylncidentResponseCaseFullAccess

« AWS EE KB : AWSSecuritylncidentResponseTriageServiceRolePolicy
« AWS REEHIEM SLR MITE R EH

AWS FEE KB . AWSSecuritylncidentResponseServiceRolePolicy

AWS ZEEH0 26 A AWSSecuritylncidentResponseServiceRolePolicy AWS & R B, It
AWS IEERBEAM NE AWSServiceRoleForSecuritylncidentResponse BREEXR A, LRI E
AWS Z2E4mE RERFITHEAKS, AIRRG. EHRG. BRI, JIHRE., JHRHE
JE AR AR IE A R B R AV 5 R A BR o

/A Important

BEAENRETEFEIASOEE (PI) REMIBRHBEE. AWS ZL2EHBEERR
ERNERBUEERS . RETEERATAERBRBEIE

RRFAE R

ZARSS S 6L L R BE RS BA T BIRATIRAE -

AWS Organizations : AT ZRFEZA T ZRZIHNZEZRKEKS
CreateCase : R ZRFHERL A RRIKS GIEIRS A,

- ListCases : ATRFHMAIEEREBETZLREENEET RN,
UpdateCase : RIFRFHA T EREREEIHROITHIE.
CreateCaseComment : RFRFHWATEREREFHERE T ARMZE,
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AWS B2 EHIR B s
« ListComments : AFREHAIEREREBEEERNTEI FEMENRHR T,

-« TagResource : AFRFHFERFRHREN ZRSH —F 5

EEFHRBHEXHRR , B ASH AWS HEREHH

AWSSecurityIncidentResponseServiceRolePolicy

AWS IEEXKRE : AWSSecuritylncidentResponseFullAccess

AWS Z & E4E RN &4 A AWSSecuritylncidentResponseAdmin AWS & F#E, WEBRAEFX
BRSEIRM T2 RN R AR AWS BRSHEXF RN RNR, BAILUFLRES IAM E4ES
F, BURIER I AWS 22 B4 RIR,

/A Important

BNERZEREEDIASHER (PI) REMHNERHRES . AWS ZL2EAHMNLERT
ERNICRBREERS . RETESH TLAAERBRBHIE

RRFAE R

ZIRS 2GR LR BE RS BA T BIRMATIRAE -

o IAM EER BB ENR - BFRSAFXIAE AWS ZEEHIE R T FNTRIBRRENNR,

« IAM ZHEBEABERR : RFBRSAFEHR. ER. WERMEIE AWS T2 B4R FRR,

EEFHREEXHNER , 525 AWS EE KRB AWSSecuritylncidentResponseFullAccess,

AWS IEE KRB : AWSSecurityincidentResponseReadOnlyAccess

AWS Z2E#H0 N £ FH AWSSecuritylncidentResponseReadOnlyAccess AWS I ERKEE, LLREE
LR FINRS RO B RN RIRIGRNR, BALUTL RS IAM EHEEEER , BURERMN AWS %
BN R,

/A Important

BEAENRETEFEIASOLEE (PI) REMIBRHBEE. AWS ZE2EHBMEERAR
ERNECRBUEERS . RETEERTAERBRBEIE
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AWS Z 2 BHFIRL PR
RERFAE R

ZIRS A AR U T RRRTERE
o |IAM EERIEFRINR : BFRSAPLPXNIE AWS £2E405 5 R R T RIEBRENR,

EERHRBEXNNR , BSH AWS HEE R
AWSSecuritylncidentResponseReadOnlyAccess.

AWS IEE XKL : AWSSecuritylncidentResponseCaseFullAccess

AWS Z£EH 26 H AWSSecuritylncidentResponseCaseFullAccess AWS FEEREE, LRIES
BRI RESRABRENTLHRNR, BALUFLRES IAM EHEEFEA , UHRIERMN AWS Z4
4 RIAX PR o

/A Important

BNERZEREEDIASHER (PI) REMHNERHRES . AWS ZL2EAHMNLERR
ERNIERBREERS . RETESH TLAARBRBHIE

R FAE R
ZARS 2GR LR BERS BA T BIRATIRAE -

« IAM EAERFIRFZHRNR : RFBSALNIAE AWS T2 40N RFIHITRIBRENRR,

o IAM EERFIBEANFRNE : RFBSHAFAEDR. SR, BERFMEIE AWS 22 E400 N RHIHIR
PR o

EEFHRBEMEXANR , FS0 AWS HERKHR

AWSSecurityIncidentResponseCaseFullAccess,

AWS FEE KB . AWSSecuritylncidentResponseTriageServiceRolePolicy

AWS ZEEH 26 A AWSSecuritylncidentResponseTriageServiceRolePolicy AWS & &K B,
Itk AWS IEERBEAM NE AWSServiceRoleForSecuritylncidentResponse_Triage BREMHEX A,

HRBIRHR AWS REBHIRNHANR , WERUERTFRFRFFERL AN , BER2BS
ROBRRE | URMEESUBERESH ., LT LRMH T IAM R4k,

FEEXBE . AWSSecuritylncidentResponseCaseFullAccess A March 27, 2026 113


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSSecurityIncidentResponseReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSSecurityIncidentResponseCaseFullAccess.html

AWS Z2 BN 5

/A Important

BNERZEREERDIASHER (PI) REMHNERHRES . AWS ZL2EAHMNLEAR
ERNERBEERS . HMETEERATHERBRBEHE

RERFMER

ZARSS S A RS AT RIFEHATIRE

o B AFI1ZARS 812 Amazon EventBridge FEEH N, AN ZEH AWS 0K FrE B B/ iE 1 |
AT EE4NKFEERZRS. WRETES triage.security-ir.amazonaws.com EEH
£ AWS &R 1T,

Amazon GuardDuty :

AFZRFZFABLZERSUBIDERES , RESENAEEESH , UKEB
31 GuardDuty BEHRERHE,

« AWS Security Hub CSPM : AFZREIIEH B ANREN~RER , JIHALAR A MEE Ak
P, RARLZ2RSURDERRE , ARREERUNBAEREEH.
« AWS Identity and Access Management : fBiFIRE K R

AWSServiceRoleForAmazonGuardDutyMalwareProtection REHX<ABHNARESR LB
if = A EE & GuardDuty MalwareProtection,

- AWS Z2EHMA - AFRFLUBMEREGIHFICRR , XBRTHRE
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% MNERRT=EZEEVERESHNEYE. TERBEFIET RESTul APl 5 AWS & R E |, X4 AP
EHéﬁl%%i&iEuE—IﬁiE’J VEMRAARSREM, BERAUUER AWS ZiEA XL AP, '%Zliiﬂzlﬁ
Iﬂ?’%%‘]?’*ﬁﬁ’fﬂ XL AEIE R —EZ ML Microsoft Active Directory B4R, 52K , XLEEE
5 AWS Ik AR IAM EEMEXER, XL AP iR AT AIER I MGz AT, FEXSFHA R 455 i
BNEBEZHNERESIINE4#HTRRN  BERX—SFEEE,

BT AWS EF API & , MNZEEHN—NEEBXRR AWS CloudTrail , E2RE AWS Ik
FPrREHNERE APIER , £oEESKEIEX API BRRVNENER.
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ER#4 . TN

ZEDBM ; TRERRURANBLR. EHEDTE  SUNRERRENEDRED AL L ER,
MTEMEHESAREATRE  CEERSNARTEETEFEROHBS. BR AVS B
B ST DU AT BRER AWS BRRO QUM FEM S M EXEE, STLERA AWS Config RER
B2 AWS BRHE B R 23R,

=R #5 : BIRILR

ZHRNBBELEEERTE. ST EZELEARSHREZLFEMZTNHRE, BEFEILEN AP
FARTHRE, EEEXRFTHNMET API UTHERE  UENXHRETMFES  FBfT
1TT7 B FRUARIAERREN TR,

ER#6: BRLNEEM

ATUEFZPBRIAZRANKE , HEEXBAXXA BN, EMiZEEIARE (1aC) 2—f 5
M B CIMEEN | EXFIRED |, AWS RESBEIRE ( HIEREAE 1aC R AWS CloudFormation
RE=ZABRAREHRTE ) HTHB, RE. EFEENHER., XARHESE B3 EHmRISEHE
FR, EHTEEARER , LA EHRELABITEREN. REFAHREHURABL , BEAWS T F
Ba{t AR , B T UAEEN SR,

RN ER

ENXNXEER , FRET -TERNSRETRE  UARSRAR, HRMBEANEAEAITHRHE
B8R

HER
SR, BRERNES  HEHHIEEEXEE, HETE PRGN

c AR BUERATHENNREEHNES  SEBESAWNORBZAERE | H B0 TE40E 5
MR FEEI

- BE  NREBAMIFREAR  BRICEEN, SIESENSAWAITR , URIEBITHFMR , %
B T2 B — 3@ R,

« BR AREEHMEFEAER , @FREGRANR, CENMEZELENEE, KEFROER
&, URIEFBAEMEERE .

NERNEHEEMS , SNMNEBEFEE, REX=W , FAEABNITHBEFTERENR. £F
BEEAR., RENEARLFEMTER  FRERBRER , MENNXNSHMFESR,
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People

ENNELEN  CREBEXIFRLEAMNARBRAEXE, I BRAMNEZE AWS HARK
AWS SRR EMMEXZY , SN TERABRBUEXREE,

EXAEMAR

WEBLZL2EHFTEEBMATFEXRCREERNTHER, EENEALEWD , RESHT , AR, &
R, BHIESGHEREZINATRLRITENAR , IMALER (HR) . SEBRARINEREE
MR, BERXEAGHRRE , URRELAEE=FSE, FiE K WSHXHYHEEHNE
T, MeERe , BLEETEEMR. RENTE2WHITMEY - MK, HFE. EWMARE (RACIH) 8
BIXRAEESITENET , EXFUERNTREEZMHATHE , HEEHBRESHTRNEAT
HFAFE

AEARERE , LSRN ARFNRFNARATNTFRAARSESHRIEERRE , RAXEARRE
BER (SME ) , AIURHESNERBEIRDBEHEL W, ERZXEIHASTRARNNARF
ARABYXR , RARFeAEMNN T L AR#ITEFRN, NARFARAR SME , IZEER
FIRIM , TRFEEETABNR, BRERFRAIMAA RREHRRAER T RIIT.

B BOEMNXRTUSSHRERMAS , BN TAREEAN T LARAEROFET
fe. SEETHERNRZREXLEHERNOARS , CTEBEBBNBAR I RHEY,

B R A 5

NEHIRARFTEXEAAMERAERNE) , NTFHESHESMBNRLEHETXREE, MBEHEX
ARFTHREREAR , MANEARESERK, RTEENEHRNBSEZS , TH#H AWS RFEHE AWS
RERMEE, ATHIEHmNAZNEEIEERS | SINELIZIRMREEZN, B2 , BENZ
ZRFIE GameDay jEZI R TELERH P —FMIZ YN &E, BROAHTEUDNFAEFE L B
I 2 X R4 the section called “E HA#H1THELL — 35,

TH#E AWS = HER

RSB HBEMNE  FERENZLAMNIBHAZRESIERSHEXEN , HEE
NEEHAMERANBESHERHTERES, SHNNARERSRIE , TH AWS EftA
R, IAM, AWS Organizations, AWS AEIZZREHZERFZ UK AWS Z2RFEXREE,

AWS BIEELZ£HT S (1ESH AWS Security Workshops ) , SELAET HIRKBAERX AWS &%
BEEERSHRRELK, AWS RREMASHZIETIMZIBR , SFEHFZI, BEZIU, AWS &
YEERFENIAL, BETHRESZEER , HS AWS 3H1IRTALE,
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AWS Z2EHR BAFAER
AWS EH G FIZNMEFITENZN , XESA EEMNESTE. FiHE AWS Skillbuilder T#E %

1% =|
(=R Ye)

T AWS I35

BRT TH#E AWS RSS, EERARGIREERSAIN , THALR AWS FFHYKERER M LUK FirSK e /Y R4
RECREEEE, BEBRT , KRABAIRXEXHIEE , BRBALBAHEREE , XAERLTE
BT, BEIS B3 H B8 Wa R8T (5]

J93 7= A X LRI AR IR I R B ), RIS FEA X AWS BB B AR | BRI, ETREDH
mipRMER, ETRTERRT , FERLABHEXESHXEER#ITIME, HXNB4EARE
HATHEZN —HoARERERATTEREREE ( NARFHHWthe section called “IEFHEHEE
FHE —THXNMERITNAR) . A, MARBENRE , EENR DTS 5 R HEHES AWS IR
BRI R EE N BRERE,

T #R AWS T 5 B BA M 2 85
X

XF ARt XL EE LSRG EAZTHTENT L ARKAN R EEMEFEEE AWS
BRI ERRTE, MRAEFERAIBERESHRKAY, HEMMLIL AWS 35 | WA SUERRRF
B AWS R AFIR TR

EZRFEZEFLD (F AWS EBEHAT , FEER ) FAPOLEKRR , AR AWS BIRH EB
R ZHF. X X WiGRE IAM 25, BXRIKEGT AWS XN THRNRRNESELR , E5H
Getting started with X,

AN, MREFERRERAITH , BBHR AWS EEELZ£HRA.

REBHIE N TR

REBEMHMNUTRMI—XT UK AWS £XREA , £ XRIREAFFARMAIE  BHEBEFBRBE AWS
TEREBERANBAEF - T ARNLZEEHF.

ZESBHMNITRPIERMUOZE 25 AWS EHEANZ2 B4 RESFFNIRES T MHE, #A]
FEA AWS RS BERDB O MBRARERR , ANEREREEN., MEFRHEZ2BUNRES
B, NMiLENERSEEENELLEH.

AWS BEFAILIBE AWS XERFISREEHMN TRIMES,

- FIEEF :
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1. K A5
2. RS kP
3. %3 &%
4. FEM . —REE

- ERAFRAGR X#F ITXINES
1. K/ A5
2. RS kP
3. %3 &%
4. FEM  EEEE

- f#/ Business iR X#F itRINEF .
1. K/ A5
2. RS KPP
3. %3 &%
4, PEM  ZLEHNEEE

 {#F Enterprise X X#F itXIWEF -
1. K= it 2%
2. RS kP
3. %3 &%
4. FFEM XA KB

- A AWS Z2EHMIBITFEAEF : 7 https://console.aws.amazon.com/security-ir/f L FZ 4%
4 1m R7 42 | &

DDoS a5 3% 3

AWS 2t AWS Shield , X2 —TEEN 2 AN EKARS ( DDoS ) RF RS , JRHFE AWS Liz
1789 Web R, AWS Shield IREEFEIETRNF B L ABREFEER , TUARARE R NA
BEFEVNEFER , AHEEES X5 XMRAIATM DDoS RIFF 2k, AWS Shield IREFNELR :
Shield Standard 1 Shield Advanced, E T #XAAMNRFIZBHX S , ESH (Shield THEEXXHE) »
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AWS R&BH IR ff 5
AWS Managed Services ( AMS )

AWS Managed Services ( AMS ) A4 EBEMN AWS BEiigiE |, BRI FNAERF. AMS
KR ESREREF ENEMRE , LBEBRESEFHMXNK, AMS I BSHRITERLES (6
MERER, KR, I TEE, Z2UNBHRS) , HUURHLEGARBRSKME, STNXE
IR BRI

AMS AREB-ERSRNMREIER , ABRRENBERNE KB, BIHERE , AMS BE—
AFEN B MFHTHFR  RIEREE —BNEL, XETHFMREDERBHEE AMS FFH#
Z , REEFREBITRHE AMS thiBNE R IERE.

BERRNRN T EWEHmEITR %‘JE%EE%@EME’J?#"HU% BXE, ERERZELENH
B, BN SBRAN TERER BT AR @R, REEZEEHOMNRE. TeBYFAIRA
i, EEAEH. iiﬁ%uuﬂ\uﬁk?#ﬂl‘]}*».ﬁﬁﬂ{ﬂiﬁo

T IS4 B R Tt )

NEHMWRHENE - M EREAWAITTR . FABATREENENEHBAITYMEBEER

fit, BHMMITYR— SR, BESEUTHS

o SEH0E B BABLIAR - BEAREE 4 0E R BARY B PR ANER AR

- AENER  JHEHABNAEAXE  AFARBENERESHNNAE

- BT  FANERRAGE , URESHLXEHE MM TEE
LR YR ESSERRRAHEABRE , FANEHEENERE. AWS Wickr iR —MEHREZEMNHINERE
RENNRAEF A

o« EMUERIR ERANPRENVATE | FIREA WM ZNEER (Flm, R, oA, RER, B
g )  SREXEMRPERINSRIIRE

- EHFENNRAREN  FAUANAXNSHANTEERTOR , MABESHNLER , REHE
iR EME N EIREF B

REXLENBHOESTHAENTLNLRTHREL , EENMANEHBRNITY BRI —FT=M, &
HEEHEREERARNBHEAITRI,
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ERAEPEERLEBE

RATRBHEB PN ZEEY  BEETHRENMENRE SR, THEXLENBEEES NG EH
MYUEXEE  MANTFRIDERRESKRMEXEEXNWNAREF 2N —BMUEREE, BEN
BRAXHRERH , HIBEEFNWENEXEPREH . ENEBI XHENRNBEEE | FMHEBELLTI
B :

AWS IKF 41 . FETH

- BEZDAN AWS K ?

o XL AWS 0K R AN{AIA LR AT ?

« AWS IKF I FHTRARH ?

- BREFEARSIEFIERE (SCP) ? IRE , B SCP 3L T WLEH QP 2
- BRERHE T UEANXBMES ?

o WEEIIRMRE (FRMIE/EF ) 2RFEMBLEER ?

AWS BRFER

- BEMRT WL AWS BRS ?

- FRARIZH AWS RS E L ?

« BRERN

- BEERT LY ?
AWS B3R IFE
- BRFEARBEEWMG AWS #H1THBRIE ?

- BEANE IAMBAEERAF (EWERMAZ ) ? B AWS SNRIIRAEZTSHIEME
(1dP) 2

« W IAM AESRAFRHE R THRRE ?

- HEATERESENR , WS E I RRR 2
AWS ERHER

- BHTFRAGERT L IAM KB ?

- BREFEATETRRNRE ?

- BRICFER MK

- IBERTHLE TR ? eNE#EEML ?
« BWRBRE AWS CloudTraill BE? MR R , SA1E#EML ?
tN{a] 256 CloudTrail B&E ?

BRABB AT Amazon GuardDuty ?
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AWS B2 AR 15
o W{aiA A GuardDuty BELI ( flanEH S, THERS%, SIEM) ?
« RERAHEHREREE SIEM F ?
- BREQHIPUBEIR?
- HITEERBAESHET , FATHLETR?
- &R
- MEZLMWIRE, WRMEREYE LRNEE ERMNEHEIN ?
- BHRMZWAE AWS E# ?
o RRITR Z (8] /9 W 4857 2 = a0 /Y 2
- SERERLR M
- ERNSHNAREFZMAEN ?
o TBLE AWS BHR Al AR TFF 15 18] ?
o« BRLE AWS Tk B2 T [ AP B iR e ?
- I8 7 WL DDoS RAIBLIEIEHE 2

IERRBEARERNRIZED BEE4E DA IMA THERE | BEIRERS S ZLE AR SR
RZE£EH, 2HIEKABRAREFTNTUAGCLZ2FE  ETURERENSEEMNITMEHITHE
B,

i E B B2 1T 30 F A

HEZEHBARENXBARTRIETHFM. SHBATHFMRRERT —RIAEHERNLSER , #
REZRELBHINER, BWHNEWMPRAEEA , BOREANNHIRN AN,

Rzt 3 PB4+ = 6121730 F At
Rt 33 AT B2 R 8121730 F 1 -

- THIEH  RENTABNSHCETHFM. XSEELRS (DoS) . HRRHNTIEMESR
fo

- BANZLFAELURER  NHENEANEZLFELIMER ( W0 GuardDuty FELI ) £
BT FM, BESWEI— GuardDuty BEXRI , ABE  “MEELD ?” A ILEEIRGE
GuardDuty BELXINH 2K BAERI , REXNEFNAEER GuardDuty AEXILIZET3F M.
BRIMAT FIESHVERTE GuardDuty XHEEFHRE, EEFENE , RIAMERTHT2EA
GuardDuty , MBEE[ %, B>x Guarduty WEZEE | BSHMRE A : ZIHEEE X - the section
called “A] W AEFEIR"S
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THFRNIEHAE

THFMNLTEREIMMFETRNEARSR , LEXSBEMMN EENREEHS,
THFMPNSENTE R

« ITHFMER  ATHFMHNBEXRRIEAZR ? 2THFHNERRTL?
o RREM  WBEHGEFEPLEASTNRUNG ? MBHBARMTA ?
« MEMAXERES  SRMEAR ? HRRRABERERTL? SMIBHERTHRERMTAL?

- [WRLSER  EEHENHENER , BEREUBL R MEERE ? 2 MM R THEESR ? MiZET
HARBFEARBITRHRIE R ?

o AW ;WSS ?
« O WA E X ESTE ?
- B MAREEARREHELIETE ?
« ARBR : AAIMIRT HHBREED ?
- ME : FEWHNREREFRFIARE &7 2
- HEER  STERNRBE , THIFRNHESREMTAL?

NBREMTIIFRFNEER -, QB NMTHFREREE L2 THFNSELREHE. £
FIHMFELIE |, SIMRSAXEEES , TUAESNMTHFRFIRE, EXTWERT , BT RXER
ERIREPEEN , AETHFRPEIA , ARETHFRPBABIIBHESR, M—K , BEF
B EBNT FRAEIRERNEE. BYCIBEMFRABNTHFMTNERIHAZEE , BTN
EEH IMETHFMNFERLRE, &E , THFRAIRSEENEAEBMER ; ERASR-B/E , X
EHAR T 8oL RERERM,

~lATEh F A

BEXxKEBROTFM , FSFMH = B F#the section called “TE FMHER". AW RETHETFIES
EBRIEMLTHFMURTHFMRBEBEANS, AWM, EXEENR , AMFENTHFRBREES
TR SHRERONE, BEEBATHIFRFINTSRANTERERSEESHEXERARE.

E TR

EEAATMARL R , BB EBHLTMEL  Bit | XAFLTHARNBHEMNED, ELER
ARATHROIXMITEN —MEE, BUSEEANXITRATNLZLEHTR | SERBRPDEFRIH
BAR, BARMER (TTP) , iLAABSWNRANPARRENELNEES | KEIMTHACHSE
0 R BE A
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BEE SR, 255

- REMEHEZER BB TEHEEARWIUED.

« WX T EMTERZAABENERIE,

- TERBMERERT |, F25ENBEHBNAITAYE.
« RENSIKENFAE LN RERA

EEPEgic)
BREED N =FRE .

- RENES  SEESFENSETBREE-HETHRHFITS , LRI EHRNRSEXES 5t
X, KI/ACNRR , URGIEARENABIENTIF M. BEERA-—EXNNBEENZ i
MR P IPRTROES. AT RERGTIRAERMBNGEE  RMEMNETRE. ARMBE,
ENieF , RRRLFALHN -3y , EEHBNTESHEANEGREABRETSEEREESF,

- HREL  KAANESTTRESBHMWAAR (R ) FEOEMTRE (LR ) ZRBHERED, BERA
BERREEZEFL (SOC ) WERAARK , B UBRBEXGMESHF LS EHKNHAMFTIZS
HXxE, ARBEFERZENXEANREZIRHR B[ RBRZEREAR. ERITZRA , 4
A& SRS ERMEEDME , ARSIV EBEETITE, ERNELP  TENXIRRXESE
i N TAERV R AL E . TEMIRAERERF (SOP ),

o RNESS  HARNES T , #HBG (AR ) ROETHRE , AETEEE ARG EB IR —R5IE
o BH#TT (EERA ) A —EAERGRERE MG E , 2t |, TAERR I EMEIINN EXEH

KYBED . HTARKEGAREFAENS , RS HEETE | FRERHER , WBRIZEET
SN IR I BSKER IR R

® Note
AWS EREZFFEHITEASLRES 281 , £TEEFSEN M4 ERAKISEN XK,

R1EBGTX/LRELN—ELEXTBEZR, BRIEZNRE  SEELVEEANRZEN , TREBELANAT
RIITEEX.

®1-BRARE
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EX
\
1]

PREER IR

Sxt

RHEES

LESEAE T XA
TET-MEENZE
EEHZR. AR
SR, AT LE
BoRER |, FiEd—
RIBETNRZ RHE
HEEHRE.

FRBEEARTRRD

&

EJUNE L4

MR TREES , it
RRGEMITIR,
KENESGHE |,
REBSSEEMME
, ARARGSEE
, FFESEAT R
o

REZHRRARE
35, BBEAKT
BB AR BB

=a)

ANYNESS

RERGEEREE
BRI WELTE K.
EREERNRRLE
S5 &R T HbE
BENFBEAT,

EESHRSNRE
35, ARBBKF
B FR

=
=

FERERNAFERNEEL, WTSEENBENMANS | SSRGS AIHERBEBNTL |

R BT LUARMN R ARERWELRE (HINREES ) AF , AeBERETEIRNERAVELIEE
(ORNESR ) . BNREASFNEERAE, RENMBEERERENRE, HTARESFNERMEM
A, —EEP AR RERRITLES.

B LA
TRBIERWHELRE | ELEEHEFEUTLIR

1. EMROVELSER | EXELZSNENERRH Bir. XMEHBNZEIASZERIINE.

2. MEXRBANZERE  BEELFERGNEANSEE, REEGNZR |, TS REMRI=E
MXT , PlaES ., BEHTREFIINASRE.

3. EMMNAZR : MABREERFAT , WARFEEHNENEMENZTR, FAMERNVHPLLES
RERABENIT R

4. HMAFTRE | RANBRLURBERETARENHALE (PENRESNEESRASENENZ
=)o PARNRBEESZEMMBERENBASR , HNRARILMBERGSEERSEHK , UK
RARIE=R,

5. BEEFHRE (AAR)  BEMESFEHRARRAIAK, BESTHERRH AR TRFENE
BB, AAR NEEZEBNAENMY , ACRARNELSAARAIITR , LEERRAELL A ARG
RERHEE

by = MRZ March 27, 2026 137



AWS Z2 BN 5

Technology

NRBEREEHREZHTEAHARAELINER , B4NNA B FEERTHTRAE, THREEHX
B1T3h,

BIZE AWS Ik 45

AWS Organizations BB T&EE AWS BRNEKNYT B , ST EEMNKEE AWS I35, AWS 4

MDLBEBM AWS IKF |, XEEREBTXEKFERN N ETHTEE, BOUUFERAAASET
(OU) , BkFDHE - , Fh— N REE,

NFEHELN , B - NS HENIEER AWS IKFE&H ( SRERSEAE TNEIEALA ST ) £
REHE, £X2O0UF , ENZABLUTIKS

- BEEYE  RAERASIBEEH AWS IKF A,
- R2TEHE  REL2BSEFERETE AWS K/ H. KFUREBRSHNERLEER FHET.

£HGE OU # |, A LU RS —BUEKF, |, LA LA BREEN S MNXEREKS, |, E4EURT H
KA RESENLESMNEEEN, UBEXERIKFSZAG , IREREZERD (HFS5 LM
b2 ) (us-east-1) MEE TSP ( BMERM ) (us-west-2) iBE |, BBABFEEUEALR L THFHEH MK
F . —MNATF us-east-1, Z—NATF us-west-2, HTFMEFHKSFEZNTE , B S MEEHRLLER
BIEFM D MEGEIK S |, SAEWN A BB M ER |, B A X LK - 3 170ER

TERERT —MNKFEHRE , EHREFE—EIE OU , BE 7T RES M ENEUEKS
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AWS Z2EMHIR PR

k] AWS Cloud

N,

goo

Organization Root

) A8

Security OU Forensics OU

"o Co Ch o

Security Tooling Account Log Archival Account Forensics Region 1 Forensics Region 2

AT EAMREX S ENIKS &
I E M K RepR iC R B

EREELSE AWS BRI S RMBRABRRZAXTNERELR , TERRE. EMIX-—K, T
URARENER |, i7EN AWS BRI B AEE , AFHRAFEXNENELR. SR QIEIRE | &
RAR, FIEE. IR, LENBERURSERNEMIREN R RHETOE,

KA —BHPRIC KBS I LU SRR B MR AWS BRIRMNESELE , NTINRIGRNRE, $rZE ]
RxLEEz NN, BXERICHABTNESEER , BSHXHE AWS BRiridAZE. B,
BEEENETHLAXENIRES, 25 , EiEHEGRMITX —RCKEE, BXEEMBHIRITHE
MER , B AWS 8% (Implement AWS resource tagging strategy using AWS Tag Policies and
Service Control Policies (SCPs)) o

E# AWS IKFEBRRAER

NFEN AWS K7 RHEERBESHFNRRAAGEEXREE , XETRBRKREMNRZMEXE R
KB AWS WEEM, KENMZESETINEREH, XTEN AWS K/~ , FRE—MLEEBRRAL
REUNREZEME, KEMZENZARRA. BARXEBRRAZBANXS , 58 (AWS Account

Management Reference Guide) o
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AWS ZE2EH4EN AFER

EXEERARRIANEAEGE , BSRAEXRNN, FoEMBREABRRAN AWS X8, MREH
HARRARAEIKSE, ZEMZELMEMEXFE , FREFHHBERAYRE —MRESXEK, BFHREE
MAFRITLUERNE —RANKE , BRRAETEDPLNESEFLTMEN TEEF. BEMER
B GFIKFBRIAAGE (2EBRESE ) SRS RY , UBERKFZBEENZESMRIE
(MFA ) E&.

X F A AWS Organizations HEF , HAEEBERAIUSEAEEKFAFIZREEAKS, , f§HERE
RAKFHWEARRA , MEFESN AWS IKFHEIE, ER , BEFHRAFUBRNKFRME T 4R
MWEXRAEE. BESHBEXE (Automatically update alternate contacts for newly created AWS Jik
) o

HEZ AWS TK F 15 [l R

EEHRERE , B4EMNARSAERFRE4HSRHPENTR, EFHREZH , BREAKE
BETHREWESHENR. Ak, BN T BEAKRFEAERRS (HI, B4 88 RELT
z1) , BENRAHEREHRNR,

EXEMEELHRNER  SNEGEANSREMEEHFTIE AWS IKF RN 50K , T H#EK
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https://attack.mitre.org/
https://aws.amazon.com/blogs/security/logging-strategies-for-security-incident-response/
https://aws.amazon.com/blogs/security/logging-strategies-for-security-incident-response/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://aws.amazon.com/athena/
https://aws.amazon.com/opensearch-service/
https://aws.amazon.com/security-hub/
https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-86.pdf
https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-86.pdf
https://aws.amazon.com/blogs/security/forensic-investigation-environment-strategies-in-the-aws-cloud/
https://aws.amazon.com/blogs/security/forensic-investigation-environment-strategies-in-the-aws-cloud/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/services.html
https://aws.amazon.com/blogs/security/use-backups-to-recover-from-security-incidents/
https://aws.amazon.com/blogs/security/use-backups-to-recover-from-security-incidents/
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/

AWS Z2 BN 5

b= HEZEIE R AETI
AR ENABNMIRR, - BETEA XA BRI R R 2R 4R
x&o

- AEHHESRE, FAR, &
WHAE (RACI) B%.

AR NEABMARBT AWS 3« NEFBMRSERERTT
o AWS ExtisEil,

o NEHBNFIZEAEXERT
AWS Z £ MY 2RSS M x5
llo

« NEHBNFIZEAEXERT
AWS 5 K H 2289 75 AR
il

AR T AWS ZIFET, . TR AWS ¥, Z2EH
Mo B TFEVH, DDoS W Bz
RA ( DRT ) 5 AMS Z[E#
=R,
o THRIETEREZ B4 HE
TPEUARELERNBKERE
S 4G B T2 VA9 FH 4% B8

4
%,

Y = I E A R 1R - RIS, ATEX
& B9 A4 R 1 R A SR e
- EABNITRIEEEE
RACI, /ABEITX, ESHEX
FN 0 B2 BT ER

Y IERAEREELREE, - IBFAX AWS FREEH
HHEER  EHEK,TLE
RS ERARR. IAM EX
X AWS BB /Y E b0 3h

o
BEo

HEDEBLE WA March 27, 2026 144



AWS Z2 BN 5

B -

ik =

i

ESEN

ST

ST

HEZEIE

HE BRI 1T F Ao

TR

MXI AWS K= 4589

FIEMEHEARIC KR |, BB
BARAEBRERIFIEN

ﬂ%%,ﬁ;ﬂao

E# AWS IKPBRR ARG S

R AETI

- LEERMIEEE.

- BIZATITHFMELNE
o

- REATMHZEE4MN1T
3 F .

« ‘REAT GuardDuty BEX
NECHLLERNITIF
o

- BEEHRITESHEUNIM
%

o

- MAHBEANLBBINEH
Wa B it KB ATIEAR

o ARINKF K, BETE a4
AWS K = 3 53 THE S o
- SIRZ2ALET , ARG
ERETEMBEFHEK

Fo

- BIREGEALSE T, HPE
BENEMNEEEXEN
HERK P o

- ARRERBUREBHRLES
AWS BRXERPRIC AR
« KREFMITIRC KR,

- BIAAWS KFREBIH T
BRAAER

- IEATHRRAGERENET
ERAFE A TIR , LUHBRE
R,

« R 5 AWS K5 B REX
HY & F BB AFIK

HEETE SE

WRZ March 27, 2026 145



AWS Z2 BN 5

b= HEZEIE BRI
BAR HEZ AWS K 15 R R « ENEHENA R ENEF
PREBEV AR FR
« XiE, MR R RAX
PR o
BAR THREBTES. - FRENHENNAEFH
RMEEL,

- BSHFAMEEBER,

BAR EEFIRERF - REHBABERE,
- EEREBEFE,
« PRIAMKHE B SRE,
- TRERNER B SREHT
AL

- EABERHER,

AR FTREERE D o - B EGE RSP FE R R
- WENMFRFRBRERND .

- EXEX 2R B SR EHF
B9 0 #r AL %l
« RYEGED B3,

BURAERGEH#HTEHWEAER, MAXLHEZTE B E RN ; BRZBEITR , NDLLE
F , EERRNEBTHEA SRR,

“BRERIITEARNNE D, XRMENEEZEEHNRERENLS, “RIESEATEANH
B RN, o4, B, RERMIRE. & 3 RBE TIXLER KRN B RV HER

& 3 - RIEMER

BE MR March 27, 2026 146



AWS Z2 BN 5

B Ex B #R

SRl HABEENREEH,

Pl BERZLEHRBNBASEH , FTESHHR
e

i RERF/NHRHEZEBHNZIDTE.

R ER BREZEEHERNREZNH TR,
K TDHBR T £ B E BB,

e RAGMEF CHRERSHABBRXERS | 1
INEB A2 BRI,

ENXMAER2 M4  NFXENBRENES , MEFRAETEBHITHNE, REOKGRESRE
EHMR. flm, SRBFRHNE4EEB/BNEN SRS S K2 Amazon S3 FREBHEHFE.
A, XEMBRFT—ERIAFRE, EBFNRERzE , EURFEEHRIM , THREEREEN.

oWl

BRERNM BN EEARBS. ELRBFEFERTIN AWS KA BMESI ERBH , SIS 3h B 4-0E R
o

BREHREHREMELRSY  ANBELTEZLEESHREELRE. EEHITERNERKRKE,
REWT :

RUNGIETEERE. SHERURKERNEBHIAERSLAAR B A,

s HTEAMAR (FIEZLEHNFEMTNE ) WFTRUM , EELEENENERME.
MBEHLIERNEBITAERR, BRRNERF (TTP ) 2SBHABSRA R,

« AR, BRMRENERT2UPWABHEIRE, BoEERERAELEFRIAN,

BRR

ERZ EER T RRE L ER

m RRZ March 27, 2026 147



AWS Z2EHM F R

- BELXIM : AWS RS |, #la0 Amazon GuardDuty, AWS Security Hub CSPM, Amazon
Macie, Amazon Inspector, AWS Config, IAM Access Analyzer MM &5 R D #Tee% , ATAERA
FHIEBRNAE RN,

- B : M1 Amazon S3 F# M CloudWatch BEA R AWS BRSS. EMigEMMARERF H
&, EEIBA MR ZE , AT ERER

- WKEED  MRKBFHRARKETI , WRTEAETLZLEH, BREXHUEKSEBIRUERE
AWS T 5% A 1T M5 #2

- MERER  MREITHTE=ZSREEMBERER , WAFZEESHMBAFTICRMERT Bk
X, UEESHHNEEIER.

- BEHETITE : AWS Partner Network ( APN ) RS EU TR B IEST 22 B RN TR~ Bo
NFEHME , EZHLSKNSEA (EDR ) = SIEM & EK 7= @ AT By BB E 4 [ R B #ro
BXEZEE , BSHZEE N EENEFIAWS Marketplace PRI Z 2 R T R,

- AWS EENZE  MRRMNAXIVEASBEES , XF TEKKREF,

« —RMEBRRRE ATERIREBRRANIUERE,, FAAASHELPNWHEME T , F iz —ft
I"TAAANZEEARBKRARNEXREE, EAERTEILERSE, BRRABFHAmut MIMITRE,
MRAR[ENXNMEEE , WAEEEE-—NMEHBELRNRLEHERNE,

BEXAEMBRUUAERANSYNENEZEER | BSREARNXEABthe section called “HiF A - =INEEE
K_-Jﬁ-o

RAETZEEHBRIEN -2

BANNEREERLBEFIEEFAHRE—r, ENESHEGBERMTMpLEEGERN |, NE
% 3 A < B 1 45 U FE e RN I BT A SR R e, Bltn , RALIRITE AWS IKFRBRAFHEXNES
HEFIER | ZIEEEERNATHREE NS ERS . AAFEHEET AWS AR RS EIRE
( SCP ) EHERI TIPS IR HlHE AR <Br, MERA BB EHTHIEE | BT EventBridge N
SNS FERHENRN R EEFRRZEEEF D (SOC ) KHER, MAMEHERENER SOC
EREBLANTHIFMR, MTON , AL TEEESH4MHR,

ZLEBEHERERFELN AWS FZETH TEAER#ITEIEERE L. RNEEFBRN™ERE
EEEEEREIEASENLSEESH (BIA) |, BHEE, RNEESEEERNERTLRE
WIFFLAE  MABRBEHNRFEREHTAE  UEESTBAHTAR, BRRENDBTE
BEEBTHINEEINF  EXEBRNEARERETEENTERE, i, AL Amazon
GuardDuty ARE#R N M2 HEENARE S , ATRIFE T ITEREMN EC2 26, LA, FERK
B&ELI Impact:EC2/SuspiciousDomainRequest.Reputation , fF HE TES & H 5 H Y
Amazon EC2 EHIEEERRLUEENEE. BMINERT , BRI RENETEM , BREEDTHM
BERA , BERZBNWITHEDBTHE psd.24xlarge £H EC2 26| , SBEALREZERAE

& RRZ March 27, 2026 148


https://aws.amazon.com/guardduty/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/macie/
https://aws.amazon.com/macie/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-vaa.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/monitor_estimated_charges_with_cloudwatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/monitor_estimated_charges_with_cloudwatch.html
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https://aws.amazon.com/marketplace/solutions/security
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#. VPCREBZE ). BIE ( Amazon S3 THIFEBHAXIR ) URER ( BIEE. Amazon EC2 3£ )

AWERS /AR FIER A EARITAM ST, FEBEBERT , A AWS RERSERER ( NE
). AIEZEERHE ( 2R/ ABE ) BERBMEXE S SRR R ; fla , /A8 AWS CLI BI3RE
Amazon S3 BN RTHAE , AERRIEN R, SARREFRRBERTABA 27 EZMFNS
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https://aws.amazon.com/blogs/security/how-to-enrich-aws-security-hub-findings-with-account-metadata/
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ARERF, Fla , TESUATHERNRESREE  QIBSTHREFNRENEIAN/IRE, QZENMBE
EASNREIA/RR  IEAHRREEFEFERERXNBEEREN BT,

X F Amazon EC2 3Kl , M E— AR EHE , ANRERIFENREINT , LIRREMRE RS HIE
U HAEE,

BAME , M Amazon EC2 SRR R B R ZHENMAIAFNT -

1.

REVK GBI T idE - KNG RENBIEEAME RO THYE (26 1D, RKE, IP ik, VPC/FM
ID. XiF, WEE 2R (AMI) ID, MM RLA,. BaIEtE ).

. BRASRAIRIP AL | BRASKAIRY , fIINLIERP, FXRATHRAEFEL (NREAELLE ), &

R EBS BHV A ILRIBR R M , AR NAELWREUR TR IS AT N B 3L ()
wm, ENAEMA Status, A Quarantine WFHRER , MITHTWEGERIARE LA ) o

. SREXE{Z (EBS tRER ) : ZREXMI N EBS BH EBS R, S MREISFHHE ( HERBETHEK

12 ) ERE% EBS BAENER. MREEANRIHEFMESE | BSHHRITR /A4 ER
HIR,

. FREAAIF - BT EBS RREBRBEMHIREE A Amazon EBS BHIEIE ( AIRESHIRNARFHRER

SERABFEATTORE ) QX AERSENE=FTRIF L TERDMRENFRE
XS BEIREVR G P RY o] A # =

( FTiE ) TR R/ ISR - REXEBE E A NEMEEIAE , IFEEERN LS HE
ERER |, FeBY R L AVSER R ATH M BIENE (HWE/NEF/BE ) . ITHBRE/EXK
EENREHENL4F.

 FERRE  RRPEEHT BEDE. NAEHBERITHERXE A RARINAEFRENRIEN

PRV TR AD 22 K B B S o

FRE SR HIKA  BYL LML HBIRARSZRANVNEEE , RIEKFIREESHRHRHE

MRS EREURE., BEXFAEFEE , 5SS RANHMthe section called S8 %" —F7,

IR RIER  BEEEERMEN , EETINEDZ — :

- ERAFXARE (W),

REARILEREEXARS  WBREFEREREEREN , BIERPIRRATEIXITRERNF
o

- EEFKETENREREPEREEITRAE,

REFBWFHMENRERZE , ENRFEFTEN B TREMMER ( HlNEEHmKIE
RIBRUANZFHTLEBFEM DA ) |, TUEBXAEH , AIEZHIH AMI , AEEEME
AEcREEERZRLNITE (4l VPC K BESR VPC Traffic Mirroring ) WA EHER | A%
FAMBUEK - BB 3ZE6] , SUEIE FiFE i s %261,
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® Note
AMIERITRRERES), RERBRAXAZAHRAT , IHESTERRTANS LY (AE
B’EY ) BiE

wWERR

EoAMEERE , FICKARIEBERE. RITHZIARBENES , MEEEMBRER , AERK
KIRE, XLEFRNLHEEAE , BNZEMEXEEUARIEXNSHNERIRR , HEF BN EtEL.
E&OSEHEMEARZANARZRE , XERRBRERHEE, REAMT :

© WiHHEMIIT 2022 £ 3 A 15 BRI —HYPREE , ERZIAMB%RT , TUFLF &
MEEHERKE, SOC &I , ETHHHEEIBI A Amazon RDS BIERETE 2022 £ 2 A 20
B&FAFFIAENRZES, SOCEHT RDSHHEAE , KABABIEE THNEFAARZ—H
Major Mary BY4EUE mm03434 , 7 2022 £2 A 20 HEA T IP #ik 198.51.100.23, SOC it
—$BWT VPCRBZE , KM 256 MB HIFER —X ( &EB, 2022-02-20T15:50+00Z )
HARER— IP sk, SOC BEFRRMMEIREE , ZEEB I ELLTF®EE https[:1//
example[.Jcom/majormary/rds-utils L XARFE N R E,

3B

MREABNME , BN —MELR  FAEREEH4HE , AEARE®SE/ N2 E4HCE Hi2H
IR ARERNEANTIE | FTREH REMITHZIIE.

BHEREERTRZRAE , TRAKEEHEARNNA, HHINENSETREESEFHERE, (NISTSP
800-61 it EHZEEHAEER) SR THEEZEH R /L MrE  HPasE

- RIRTREZREREWTE

- FEREIULRE

- RS TN (MEEE. QASRRANES )

« RIERBEFT R ES A SRR

- REEAMME (BoEHRTLESH )

- BRARFEAE (M ARFELDEABER , BNARFEMEAABER , URKAFR)
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https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final
https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final
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AR, T AWS LRSS , EARGVEHZIRAIAHAN =K

- FEH : ERAMEMERBIIEE , [EIEREBERN TR,
- BARSVHRES : BIERTEAR |, B3 20 R RE BB TR .
- BFREH  ERTmIEMEEEIIEE , FEIEX BAREIR TR,

RE 2R

BB H RIBEME PN AMEMEEHIIEE , HIERBRER IP it ANESEENTRTE, LER
TR T ER AWS BRSHATIRE BRI RAI :

- Z2f  HERERZSAFNEMNAT Amazon EC2 3£44 , SINIIE LA MR , HBTE
Hl7RE Amazon EC2 2l AWS BIEMARELRNHRE, BHFLEE , ERLLEAFT 2PN E
WERREE K fZLERLBERELERKRNORE (BXRXERFNRBRFEENELZEE , BHSH
Incident Response Playbook Ml Z £ EZRE ) o

- KB : OEE Amazon S3 FEMEREE |, PRI AWRE IP bk, MESBEEE VPC i Rl RE,
RGBS Bk m) etk H PR LE XY Amazon S3 FEEH TR, EXFEMBERENESZESR | B85
4 Amazon S3 #2&l & N INTE6E KBS

« AWS WAF : A[#£ AWS WAF LB E Web iHRI#EHIFIFR ( Web ACL ) , BAEXT BRI IR Web
BERETHEAES, T IP KM ESTERINE AWS WAF LEER IP £, HX1Z IP £R A
PEEL SR ( APHIE” ) o MRFEREN IP it HMEBES IP EMNHPEEH IP it kM EE
EIFEPCE | WX A 1 &R Web &K,

WTEREHREIMR , B4MND TSR T Amazon EC2 EHIMEL LA , URHEMR A FHE IP
LRV RTERE, MRIXZEABERE , ERXREAT2PHIAN S REER,

EUEY AWS Cloud

Security group

Blocked Source

IP Address Modify Security Group
Rules
T u *
Unauthorized EC2 Instances Responder
Host
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https://github.com/aws-samples/aws-customer-playbook-framework/blob/main/docs/Ransom_Response_EC2_Linux.md
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-connection-tracking.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/add-bucket-policy.html
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® Note

REEFMME ACL T2k & 1E Amazon Route 53 I E., 8% EC2 SEflat , tnR A8
IEHBRRAZBEN , FHRMKRRBE XL DNS &S,

BAREG RS &

B REITHAER IAM 44X FRFRAE |, B ARLENFERA TR, XSHER GGG EERN
IAM E4EHNR ; bt BREBE R LS &L, HEEINETER AWS REFTRARSHEE S R
B -

- BREITR : 2B IAM EEHNNRNERBZIENREN, B2 , FEFRKNELEE4HE , TEEE
B — S REFE IAM ﬂzlssdaﬁ‘ﬁ;ﬁ BiEE, EXMERT , TABMEREEFN IAM EEX R R
A EER , AR B RS S, X 28T IAM BRFTREY , AIER AWS EEEFISE,. AWS CLI 5%
AWS SDK #1714k,

- BEZH  IAM EZ4EEA IAM HEZEARFRAZEERR, XL J&ﬁﬁa%wfﬁ ATZEEX AWS
CLI 2 AWS APl H4mTEiER , LaIR AKIA FFk ( BXEZER , BZH IAM IRIRRHRH 7 B —
ID BIBED ) o MR IAM FRIZACEME | ﬂféﬂ%ﬁiﬂﬂﬂﬁﬁﬁiﬁfﬂ%%ﬁ%&%ﬂ IAM EAKTGR, B
MABFELL B -

- ALEFBEESFEANTEREZER,

- RIBEA-ZMER , FEERE

- BEEWEMARE , IAM EEKZSAHEHNMHRZER,

- BRFEAIMERE , ERAZGRBANEF RN ARFFRETERR,

- B RRZEEE  AAUFEAIRNZESEIREFIX AWS &R RXR , ﬁt*&ﬁu Al 8%
ASIAFFL (BXEZEER , B2H IAM FREFTHH T K — ID B0 )o IS B B E E 1AM
ﬂ@ﬁm RAHEHAGEAPER , AL EELHRIENBE. EEHNZEE Uﬂﬁautiwﬁ&u

FENZL2EH , NTREEEEXRI RN L LEIENERNR, L‘JFBJJAWS EEEEA P
IAM R M. IBRNZLEEETERS IAM AR (5 1AM S8 ) ; A, BEARERN ,
MWTEE AWS EEREIA hES IAM BRI ZSETE, MEXEENMAFH IAM 5RZHHAH
BIRIGN Z2EZIEEREBENNVAFMENZLENS , TESRM A ERHE BN EZL2EIE

- FREEBHNE IAM AF , REZETHRERNBEELER (BXESZFRERS  BSHER
e B %2 £ U RV X PR AR V3R 4B 15 Rl 4 E R B 2 BI R R M IR Bt R 2 XIEEE D ) -

T ER 5 R AR EOH BRRY IAM AP, MMBXE , TEFHCIZAS.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_identifiers.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_identifiers.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_revoke-sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_revoke-sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_control-access_disable-perms.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_control-access_disable-perms.html

AWS R BHIE A

« AWS WAF : REZBRWAFFFANELERRIFERNBEREER , SIMETE SQL TAMBE
IR (XSS ) WiFER, AEIE AWS WAF , FIA AWS WAF K& R M IE &) Pufe MR 4L 68 F X
thKEﬁumio

MTEBERSHEES RGAFFR , B4 MMA R EFERLLRTEZ4A MR 1AM KBS LE IAM BF 1
|8 Amazon S3 Ff#.

Bl AWS Cloud
1AM User

:@ ﬂ Rotate Access Keys

© Long Term Security Credentials

53 bucket ! v ; Responder

x : Remove |AM Paolicy
! [ Permissions

|AM Policy

BARE 1 & B R B
B #7358

Eﬁ‘ FREENMEPNAFENEREINEE , BN BRENHA RN TR, EELERERT , BIREH
EHREREAWEYE | LBANSERFETEFHARETAL ; MFARSXERLANEESE
BRIRENES . £A AWS RS 1T B #7738 HI1 Rl 24

« M4 ACL : AIEEE AWS FRAFM EE BN ML ACL , BRI SURIIELIN . XLEIELHN 7T
RTRELEX 4 E AWS ZHRAVI R ; (B 5 M 4515 B 2R 6 5 R W ENAERIR , A RXNE
EWRERENBRNER, M4 ACL FRFIHAMMZRE LM FHIRFRTLE , R AHRAEME
ACL AV EZMNEENIELREFZNARERG BRERNFM, ;& , TACIE -2
£ ACL , REBE—FAUMBWERENELAN , FFEESITEBHRARNFMEXEK , ATEY
XANHTRIR 45 ACL PR LEXS F BB T3] o

« XM TEXARTRAUEREFRERNEAFTERNTIE, BXATRELEIELSRENEE
E, FHRREE RERERE  BEXNR - NFENRE , AFRBALANRERERTH
W o

&l MR March 27, 2026 156



AWS Z2EMHIR PR

- B8 VPC : [s®& VPC TR TAREHRIR , AR AR SERE [HINFETH R BRI/
EEEH AR E (AV ) 3 EDR @RI F] Eté?#ZiEZﬁu , ITERE VPC , AtiF
BRW P it MmO, MAERNEZEEHHR , —Jﬁﬁﬁ”ﬁ}ﬁjﬂﬂﬁfzﬁlﬁg VPC , NTh#&
HEFRNERN , ATHESHBENEEMBRAENBZEREERE. FRARE VPCH—INEESE
=, EC2 RHIFRRFELXRM , RREMBREE VPC EPE%EEZ;’JZ*%‘E{EFHO A EC2 RHIT %
BEHM VPC EMITARX. At , HTRBUAFHHRL Amazon EC2 KAIB 3 EIE M FM, ATH
X3 VPC ? LR e SRR

- BT BANNFHESR  FEFNBMEREFN -2 , NOBEABUEEMM NS B3y FAMR
IR AWS R, AIEA AWS EE#EFIA. AWS CLI M AWS SDK , 28 HBUHEM AWS
R o

MTEBAREBIRBIPAR , B4R AT T E F MR T M4 ACL , BABR LESR B RE B E LAY
RIERE R

Uy AWS Cloud

Public subnet
Metwork Connection MACL Add Network Access
within Target Subnet Control List (MNACL)
ECZ Instances
Unauthorized Host Responder

B 4758 H R 4l
HE

BHEREBHEMRETH—NSR , AUFHTR , LA UBFHRT. BABHREESHANLZ LR
B SHERREF -, ABRERBEMNREN R R ATReE MR B AR,

R ER

MREZLBHRNME  REREBRITRIREBNNAR , UEKFRETEANRERE. BEREE
HRTZHEAR , MXERZFRTALANLEFER,

(NIST SP 800-61 it E#l =2 =M EIER) RETILMRERSR
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https://aws.amazon.com/premiumsupport/knowledge-center/move-ec2-instance/
https://aws.amazon.com/premiumsupport/knowledge-center/move-ec2-instance/
https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final

AWS R2EHIEL P 5T
1. R 3 7+ & A F A KR
2. BREBERMA. THMBHREMAH,

3. MRAMELZHMHN TN (B, FHWBERHRAR ) , WESRNM S SRR BIFRE H it
REWHEN , RAEHNEBHMREREH.

MNFAWS BR , BN TAALEHB3NLITE (i CloudWatch Logs  Amazon GuardDuty ) 3k
BRUMDWEH  #H—PEERRIE, NETXEEHRENYXIN4IKER , SUSRREBHIRE
FEHELLERES,

RERHE - RIE AWS IKF ML IRZ S TRE, XAES 2 AT AN BEHERER, BRNE
L TERXI,

« RBIKFH IAM 545 REE R E RV R,

« AR K RTHARERNNLRIRE R,

« RGN RZZNAEIRE IAM FHF,

- RAFEEREENHNERNREREIR.

WERRIIRE , NXNBIRRETITME  UEEHRIRERRL=ENL SR, Flm, mR
Web BRSHREBELSFSNAERF , MBRESSHEN , BLAEMBRIZWNRS [0 , NERNER
IENRZEZHFIRERR , RENLSE AMI EXE RS

RlSEEmoE , NETESIMPNES  #AKS HHPITELIIERE | fi

dit

o RREMBRE WS RAETH E T ERREKRS PIITEDD.
« RITTEREARZLFNE IAM B Ei.
« MIBRFEIRBI AL RNE B IR

/A Important

NRETFRESESTRERR , BEENXLEREZHD. Hln , MRETFYUE. 5%
BERRXTHRE Amazon EC2 3£4 |, EIEMIBRIZEHIFI /2 Amazon EBS R,

s XNTEERERR , JaeFEBR AWS Partner SREMHNE. AWS FRER TEERG 2 47 S
BROR4ETE, BR , MREEANIEERT Amazon EBS # GuardDuty EBEHAER |, NIRARY
BFERN ARSI ERREL
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-creating-snapshot.html
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ERRBENZIZNERE , AWS SBWENKF#HTREHE, XA LUEE AWS Config M

M, Prowler M ScoutSuite FFRBRAT R , WELEMBNERTK. ENERIIEE 2K ( BB
M ) BFRMATREEE | BT AR,

BREREAEAREFH—MER , AUFHTER , BT UEHIT , EEBURTEHMZ WA E
Ho BARBNESHLANZERBEALSERRE -, HBRREMNKRFIIRFRIEEERERESR
W,

1

MERERRASGMEINEHZERENRE , EUHHE , FEEMEZNBNZHREREIARZIENS
i, REHRTVANBARZENRERERET , ARBREZLBHEXHIFE,

MENRFERTARNER, EAREREN—By , FERTULSEEDIHK , ELHE
o b SSERARBIRAY L SR

. REI
. BHBTRER

(NIST SP 800-61 it EHlZ&£EMHAEIERE) RUTIIMNREMESR , 24 :

- NS E HIRERL
. EFEHRENREZH  BRURBNEOETIIE , FREMER , BLReBSHSLEX,
ERTRPEN LG — 5 | MEHITEES , ABAE AN R T ERETURKEREMRE
HARERBH
- WRAR , FEAERIRE SN FBENE - B ARZHNESD.
- NAFREBRS , FEEASHICTEMNTERRENDE (I BEER AWS IS HHAT )
C WBRA BB IR

WAT IR AR A DD, BATEEREEMEN AL T EHNRERS , EAZRBHEN
« BRT
« EQEB,

- XTFEURESHEAN IAM EEB D,

- MRAEE , BURAEAT IAM THENMKRESHRIENBE |, FHRERREBEHN —B5,
- BEMERALLZSE (FHXEANE, BiREBRBEEHE) .
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, LEHEA AR, BFENER,
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.
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EHEED

BBEBERHEL , ENARALAEZEFNDTNE , TREARF ECHNHE, FEIHENXBEE
THEANEUNERBTER , URSERRN, WNMBAEEER2BHNED , NTURDEER
B, EERNEE  RERERLEZE, ATHIHEDTRIEENAARBTELHERZHRE , IURAK
YT RE M AR B A IR

BIMNEHFREZRHYIFESR

KELBRBYEEERNGEFRED TRESHMARD , EEBTHLEEHBRRE, BEINEX
SRR, EUNBREERFNEIR, HEREREE  ITNUTUAREBLENRESE , &7
LA & A BR BE 1t Rl > B AT T3 B B9 15050 T 462 Sk RO B ) o

EENREFTI - IMERBINELEER , KELBAYHZIUATILL ¢

« W EELBRHI 2

« BEZRHNBEESRATL?

« M EEZLBHI 2

- HSETRAMERE , EABRMM 2
« IEEFE NG ?

o AT 4R RUR BRI SEHE SR HE A 2

BRTY XL HHAEEHNRRA  EENRERREHERNEE , LENREPREHZAMNE ( AT
TRYEZATHSHMNER ) . BERUTHE , LMETEBHLBHINTE
- RETHAEH?

« W ERXRMEZEN?

« RIMARIH ?

« MERSGHXNZEDRETER?

- BRBPLERE, RS MEEE?

- BARETHA?

o WRLEHE TS IS 4T ?

o LS 5 RIS ET 2

- MERBENZEF BT R BAHARBEYT BRANNEH ?

« LT HEAMLEM S AR :
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- AR
- FERRAWARBENTLUERRL KRB ERBRENBE?
« HEARREBROBERNNMBESHAFNEIZED ?
- MENRFERE S FHER A ?

P

- REERTRENERF ?
REEHNXMEHERARBRTRENERF ?
RERDLENRENERF ?

-« WRIA R BB RATIRBAARNESRLE R ?

- BEAR

REBRBMRIEDH R HER?
- PAEREREEEYRH  IEREFEHNIMNEHFRETNER ?
- AIEREANEHARTERRE (BR/TH) ?

- EHEFEEERMIRFXTMEH ?

© WARLEXTMEHBTRRE?

- WRIHITTMNARA , ALK S T RIWIRITIER ?

o SKREAIN AN M 12 /T Bt R AL B SRR Y B B SRR B RY ?

HHIRHFHFREE ; EREEN—DMER , BEHAAMUSERRHL , URMASTXLEER |, HUE
REXENEHPRRERA , ATHIHENT2ES, BEENR , RIRFTHRFLREUIMER
EHEALRIE, MR RX T ENIREARE D

R X HEAR

ERNTEREE., TENRSEHNNEIZEXREE, REER , ESE  TEAREEEER
EHARNNFR, BHRNELNERLER N THFERVSHZERENAXELENAAMS , 2
RENAF R
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FHERNERERNBERZSEAAMBNTFERE, B4AMS , SRMEBXHIFRER , HHR
B A B R o [ BY Bt D

A AE A LSRR BN A B R RENE RN, BRORNNERNHERREERLEHTAE
RIS R R,
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FHHBIANAREBNEEZEEAHBRERL B LR MENTFINE, BAMS , XRMNEK
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&R LAfE R L B AR R IR BRI AL R B R M B T EL AL R R AV R . MR T EZ B RR B B4 A 18 E &AL
R, WANSEREELTH.
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HEZRFT D BB REEERL LR
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RENEEZSEH |, FIXENORTHZENRE. XSFIBIARERLY , FRZAETHEEHS
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B UAEAERRBEREEENNEZLSEHFENEZER. WEMR , o EZREEXEMNM<E,
BHS R AR the section called “HEZ"—,

FHENRASK  RERERREAREZSS RS NEAE , ATERERESIERCENER,
e R At RIS |, R BABIE KA ERBI M EREEE LN RAIERE , HHITLERIE RT3
BHMRERLEENHE,
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FiOEHEREEHBRERLEAAMBENTENE, B4AMSE , FRMEBARHERIRIAEERE
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BT LAE R L EAR R RERE N E R SR HBERESH A EBNRED, MRTERERRMEHBER
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FiEHNEBK , EEERIRMANEAED , LEREARHEENEFEINZTL2EM4, FiI
BEEHBE  ROANSEREBENXDAZEEREFIEF CEENRYS , NTEDHEZEE
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FHEMERNERENBELZLEHTEREREEEMENTERE, B4MS , XRMNEXRKH
FERUFEREEN  JULSNEERE, Z2EEATBEZEAZWZ AN E,

g

&

BRLMERLERRBEARNERZEEHRERERSE, KA NHRRRERESENERM, TTERE
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