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(AWS SDKs MITEZZiEmM) T RENAE

% SDKs TEBTHENRITAEIHAZTERAZT —LEHFNIEE,

FKEFOSEEXUTHENESR

- £FBE AWS SDKs I TE— ifAEAHZ=configMfcredential sS4 R EL EREE AWS
SDKs *ﬂI;—:o

- FEAMITEHRITEHIIE AWS SDKs 5 Rl— BELWABE T EEFERFF X AWS AT S
HRIE, AWS RS

+ AWSSDKs I TERESZE - FiEUATEARIENEENIRELIRENSE,

. AWS % Bz 178 (CRT) FE— JLFFE SDKsAZR A LAE I £ Z AWS A HZ 178 (CRT) FESE

« AWS SDKs 1 T E 43 B EE AWS BT X EH (SDKs) M T E ( BEBMYEN (1oT) )
SDKsHY 4 3 5% BE R AR A 32 ) ) IR B R i< R

X AWS SDKs MITESEEEEERNEATZMHITE SDKs MEEEF, RIULALRENEMERN
ENERSEEERAN SDK RTENBEERE. U TR SDKMIE , HPI AR EEP AR R
Eik

MREEEFEH : KIEFPELBRNEBDE :

« {F{ SDKHIE AWS SDKs 1T B4 BE

« AWS Cloud9 £ BEE AWS SDKs f1TE

* AWS CDK EAM T BT 5 HKiE AWS SDKs Fij ]
* AWS Toolkit for Azure DevOps

o) AWS Toolkit for JeiBrains AWS SDKs M T B4 BK

* AWS Toolkit for Visual Studio
» AWS Toolkit for Visual Studio Code
 AWS Serverless Application Model

» AWS CodeArtifact
 AWS CodeBuild



https://docs.aws.amazon.com/cloud9/latest/user-guide/
https://docs.aws.amazon.com/cdk/latest/guide/
https://docs.aws.amazon.com/vsts/latest/userguide/
https://docs.aws.amazon.com/toolkit-for-jetbrains/latest/userguide/
https://docs.aws.amazon.com/AWSToolkitVS/latest/UserGuide/
https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/
https://docs.aws.amazon.com/codeartifact/latest/ug/
https://docs.aws.amazon.com/codebuild/latest/userguide/
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MREEEFERA : REMPELEMEXNBSE
* Amazon CodeCatalyst

« AWS CodeCommit

» AWS CodeDeploy

* AWS CodePipeline

« AWS CLI £ B E AWS SDKs flTE
« EAT C++ B AWS SDK
« SEAT Go ¥ AWS SDK

AT EHTEHKIE AWS SDKs i E

« &R F JavaScript B AWS SDK AWS # FRiz17H (CRT) FE

- EAT Kotlin £ AWS SDK
- AT NET # AWS SDK
- AT PHP B AWS SDK AWS SDKs # “T B~ iR 4 an /& &
« &M T Python (Boto3) B AWS SDK

« 5&AF Ruby # AWS SDK

- AT Rust B AWS SDK

- EAT Swift ) AWS SDK

* AWS Tools for Windows PowerShell

AWS SDKs fl1T B4 BE

- BXRUBBETRANARFNTENER AWS , BSHEETE AWS,
« BXXEFENEER , BSHAWS FiRH D
« BX AWS RiE |, B (AWS HILKR SEHFH) FHWAWS FLEK,

R AR EIR

Amazon Q Developer 2 —RE T AT ERNERINXNERF , TUUBBEER, WE, VENRE
AWS NFAREF. AT INREHNEE AWS , HAmazon QIREXFNEREBINT SHREMN AWS RE |
DEREZTE, EEMREENSEMNER, BXEZEER , i5ZH (Amazon Q Developer User
Guide) #HY What is Amazon Q Developer?,
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https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html
https://docs.aws.amazon.com/codecommit/latest/userguide/
https://docs.aws.amazon.com/codedeploy/latest/userguide/
https://docs.aws.amazon.com/codepipeline/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://aws.amazon.com/tools/
https://aws.amazon.com/premiumsupport/knowledge-center/
https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/what-is.html
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AWS £ FF X33 (IDE) TEERAEFLA IDE F AWS [REHIEHFT B, Amazon Q IDE &4
VEBREFLLETE IDE AXIERXATERERBNE. EX&) IDE TEGIWFAFEE , FSHL
PN ITEBAFER: ETHAEXE IDE B£H Amazon Q WEZELR |, H5H (Amazon Q F Xk
EMIER) FH Using Amazon Q in the IDE £&,

AWS IDE Toolkits 1 Amazon Q AIEE R EMFM B P imE N EIE , LUE N Bk future Toolkit AWS
F Amazon Q RAERFREZHKE. WENBIETLUE/LET AWS TEIH Amazon Q BIERAE
o

BN T HEME AWS IDE TEZH Amazon Q RUNERENEIAE , 1ES 1 Github FEFH

commonDefinitions.json 34, aws-toolkit-common

BXRE AWS IDE TESHM Amazon Q ¥ BRWERNENKENFAFE , HSHFLUT Too AWS |
GitHub kit 77 & 7 B9 3R 30AY

« AWS %A Amazon Q #9 Visual Stud

« AWS Toolkit for Visual Studio Code H3EA T VS Code ¥ Amazon Q ¥ &

« AWS Toolkit for JetBrains &5 & A T Amazon Q WiE# JetBrains

« &R T Eclipse 89 Amazon Q

AWS T ERlipE AL AWS RS AT 2 REFAN T imEN HBiE. BXRESM|M AWS RS KE
MBEXRENFAREE  FERHERMNBNRERSHAWS XHEEH,
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE.html
https://github.com/aws/aws-toolkit-common/blob/main/telemetry/definitions/commonDefinitions.json
https://github.com/aws/aws-toolkit-visual-studio/blob/main/Telemetry/vs-telemetry-definitions.json
https://github.com/aws/aws-toolkit-vscode/blob/master/packages/core/src/shared/telemetry/vscodeTelemetry.json
https://github.com/aws/aws-toolkit-jetbrains/blob/main/plugins/core/jetbrains-community/resources/telemetryOverride.json
https://github.com/aws/amazon-q-eclipse/blob/main/plugin/codegen-resources/definitions/commonDefinitions.json
https://docs.aws.amazon.com/
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£ RfciE AWS SDKs f1TE

£/ AWS SDKs fEfh AWS F 4 &I E (i AWS Command Line Interface (AWS CLI) ) , #&7]
UE AWS lRE#ITRE APls. BR , EXHMITIHREZA , BIERAMITERNIBERENEE
SRELE SDK I &,

XEFEEREEUTEM

- 05 API WAASHNEILEEE. EILATMEE AWS RS AHHNIER, EHLEER AWS BIAE
WG, AATURESZHRAWNRKE, AR5, ©UUEEATEHRITHERE,

- HibEEFMER , BT EH AWS CLI 5 SDK I{A4LEBE R, FiFREER@A ( KX T B
AWS BRFIHR ) AR T E R E R,

B SDK HITEHXFZMIKR , BUUEAXERBERERFFNEILENLESS . BEXRERR
SDK ST EFIMAR , BA4AS1ZT RS SDK B4 , W4 7 @ ER %5 %,

BR , AWSSDKs I TEXHERBAGUANEIERFNERIEE, ATHNEUTER :
EH

. fEAH Zconfiglcredentials X # T2 BBELE AWS SDKs f1ITE

o B FE L HZcredentials X HFconfig AWS SDKs #l T Ef B

- FERANRETEHRTSHEE AWS SDKs flTE
« FHJVM EZEEMHHITEREEERN EAT Java B9 AWS SDK EA T Kotlin B9 AWS SDK

FRAHXZconfigflcredentials X H#1T2 /EE AWS SDKs #
ITE

HZ AWS configMlcredentialsXH 27 AWS SDK R T ERESHRIIMEBHNRZEAHR.

HEM config M credentials XHITE—HEEXH. BEXHR—HEZBEENERNEERE

AWS SDKs , B AWS Command Line Interface (AWS CLI) ME# T EFH, FEEEMINBIEE X

e, LUMEELE SDK/tool A EAZEEXXHHNELFH, XEXHRE HF 8 , AAXEEXNEM
BiFATER., #F2= SDKs X A F A IR E &R A #20,

HEconfig#Mcredential sXHERA AN M |, XN EBE ASCIl FH/F (UTF-8 /B ) » BNIX
HBEMHA IN XHHFER.

HE config XH#HH credentials X# 4


https://wikipedia.org/wiki/INI_file
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L& X AF

HEXH config M credentials P RESHENE B X HHEKREK, ATUEZXHFENLZ/E
BEXH , NTIBIBFEFRRF R EPNANTEIEERE,

MRKREERENDE [default] BENXH , WZEENHESESH SDK A TEREFRANE. £
AR RN E B, B REMBABS| X EEEXH, SNEENFERTURENARERFHN
BERNFBZFEATENRENE,

® Note

[default]RR— M ABBNEEXH. WEEBEXHZMUA®E Ndefault , REERUWREA
FRIEEREBNXMH , WER SDK EANBRINEEX . ©THEMmEEXHREEZENRIA
B, MREE [default] MEXHHPIRETRLEE  EREDBEREXHHHEMEE , NE
FERGEREEXHFRTLEEZE,

wREWAEEXH

[default] BEXAMS N N BEENAHAMER —MX4EHRLF, EANTRENRERE SDKHT
BESTREMMEEAREXHPHNERRE, KAETTUERBRHMER AWS CLIF ETiEER
B X o

B ENTEE 2 — KB E L IhEE
AWS_PROFILE-SRFZTE

SR REEBREN S EEEXHH BRIN” 6, A SDK XM AWS CLI &5 #8 6 A % B XX 4
PRIRE.

Linux/macOS B HITIRERELEHN R
export AWS_PROFILE="my_default_profile_name";
Windows BN G BT IRENEZEMN A

setx AWS_PROFILE "my_default_profile_name"

BB 5
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aws.profile : JVM REE M

3F JVM EEATF Kotlin # SDK &M F Java B9 SDK 2.x , &AILLIEE aws.profile REE
., Y SDK QIBIRSEF iRt , FaEAWEREXPHNRE , EZREERBPHEENE
RERA. EAT Java 9 SDK 1.x FXHILLREE K.

(® Note

MRNARFUTETEMNARFNERSSHEL  BRINBUESKREAEADEREEXHM AR
N BN . MEHIEM AWS NAREFH2BRIMNEEX S , AECIICEHE.
Hit , MREMAEHR T HNARFHRAREXH WA ELEPERAMNARF.
AR LEHIUXFER , EELEN config XHPEL - wBERENH , RAEERBHRE
ZRBRENH  NTTENRAEFHEAZGEREXS. NRENESBRENXHNERE
REEENNARF , WA LERARREEER VM REBRURREZGEEENH.

P B SRR

config XHFHAAZANTH, TRE—IGFENRERES , E—ERFZINBRE — M EITHLE,
config MH4BEAUTHAMNMA XA

- THHNMBESLRBEHEXHA setting-name=value B —fXF X,

o AIBLBE UAHESFR (#) FFAKERET.

SE 3l

TEMRFEMNATREESHNT. TENTURES ([1) FANEE. FESRE-MTRER
RRFMZTHBEENL R, TUAERAFE, BF. BEFFF (-) MTH% () , BFEEAZER.

KA : default

=+

TWEMNAITRA : [default]
[default] RHE——NTFEE profile HHRAFWE E X4

THHRBNE—NE [default] BEXHHER config X, BRE TregioniRE. %1T72F
WA REH TS ZEEXHF , BEFEES M TEX AL,

BB E R 6
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[default]
#Full line comment, this text is ignored.
region = us-east-2

TENITRH : [profile dev]

profile WEXTR—NMNEAUNAINFTRAFRZIZSNBERESH,. BEEFE THaBEEXH
FS A EX TEEXHVED

UTREBRT —4N%H profile WENTMw BB EXH foo By config X, ZITZEWNAE
REHIEZWEREXHF , BEFERS NPT EX AL,

[profile foo]
...settings...

HERERHCHBRETFREA , fIMLTROPH s3 REMFRE, BIRE - ISP ERFETF
RESAMKEK,

[profile test]

region = us-west-2

s3 =
max_concurrent_requests=10
max_queue_size=1000

KA : sso-session
TEMXITRY : [sso-session my-sso]

sso-sessionHAENITHE T —HIRE , BFEAXLERERE BB EXHFAHET AWS £ AWS
IAM Identity Center, BXEE¥E REXZEMRIINESZEL , H3H £ IAM 59 50X AWS
SDK M1 TE#THMKIU, BEXHEIREX 1S sso-session T, HF sso-session
=24, B8 sso-session TRMHEE , 0 sso-session = <name-of-sso-session-

section>,

DUTFRBIBEET —MNEEEXH , ZEEXHHER ‘my-sso” IS EIRE
“111122223333SampleRole” Ik~ " IAM AEER AWS iE, EprofileT s , £/ sso-
session Z4AR ARSI A “my-sso” sso-session i,

BB E R 7
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[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

KA : services

=+

PWEMNAITRH : [services dev]

(@ Note

ZservicesBAZHRZBENHREENL , HENESSUHIIENTEF SDKs AT, B
BENIEEEEATEN SDK , F2H Support AWS SDKs by AT E LT #BIRS S EN

/AN O

servicesTPPENITHRT —HRN AWS RS BREEBEN A KT AN KRE, BEXNHEIEE
FEERET services 1, HA services %4 , 8 services TRAMHEE , HlM services
<name-of-services-section>,

ZservicesE it —HIE<SERVICE> = 1T /N , HF<SERVICE>ZHR AWS BRS 1R,

¥R AWS RS IRFET API #EE | HMAEZEHKserviceldBHR N TRE , HEMAEFZZNE, X
services WHEFANMEBRSHIRFZANIIXR , BZREETRSNIRSNIFIRFT. BRFHFIR
REZHEERBRENRE , BMRERIMMKT , BHHENER,

T RplEAservicesEXRELB®R R , F£H/XA T @ Amazon DynamoDB RS & HHVE K.
f£"local-dynamodb" servicesTH |, Ffservices AR B 5| Aprofile, ¥r AWS RS
NRFZEA R dynamodb, Amazon DynamoDB RSN T W& & FF dynamodb = o SHEH R RAEA
FHAIWPIEEZNTH , HEATZES.

[profile dev]
services = local-dynamodb

[services local-dynamodb]
dynamodb =
endpoint_url = http://localhost:8000

BB E R 8
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BXEEURARBNESES  BSARETHRSHHEA
ANS G g L

credential sXHHMNBESconfigXHEMNIER , E—NTFRRREXHBLT2UE
WprofileFk, EARSZANEAREXHEMEE, UTRIIBRT —NMNrEBRREXHT
foo Wy credentials X4,

[foo]
..credential settings...

REUTHEARNBH RBBNIRE S EEFME credentials X

A : aws_access_key_id, aws_secret_access_key flaws_session_token, REHAILUF
XLERBRIEREZM config X#H |, BERMNEBUEFXEHBNEREFEELINN credentials X
., ¥ WBEXE  BUURNENXHRESEIHNR,

TEHRBFANE—NE [default] BENXHMWER credentials X, TRIERE

aws_access_key_ld‘ aws_secret_access_key # aws_session_token £F/iRE,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZ21uX2I1QoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

TRBTHE credentials X EAMEREXHER default” , M EMREH NS conflg
X4 EEHRER XM HEMNEARESEH, URFANXGHBERLEZHEE B MHNEEXHFHNE
MU AP B4R L 5o

BERMEAHZcredentials 3 config AWS SDKs M T EM{L
=
HZ credentialsXfF AWS configMIXHRANAXXH , HPEBE AWS SDKs MITENEER

B, XEXHMNTENARMINES |, B SDK RKBREZFEFEITH AWS CLIss S B3I ER. i
m, EEE S ITEY LS Amazon Elastic Compute Cloud 3= EFF & B¢,

Y SDK HITEZE T , FEREXENHHNBAETANKERE, MRXEXHEHRFE , U
SDK S T E 4 Az 62 —NEA X .

RANBRT |, XEXHATERN home AP XHRTERN . aws BXHEAF,

FAE AR 9
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BERS XA BRIALE R B
Linux  macOS ~/.aws/config

~/.aws/credentials
Windows %USERPROFILE%\.aws\config

%SUSERPROFILE%\ .aws\credentials

x B R

~ RE TSR T AT B REH -

. ENBENTFR

. BRI/ SFARENI WG, 7 Windows |, ~/ 7 ~\ HEBFEEE .
EREXERN , RELREUTEE :

(FAE¥A ) HOME IFET 2

« (Windows ¥ & ) USERPROFILE ¥} EFZE
( Windows ¥ #& ) HOMEDRIVE #1 HOMEPATH B2 2/ &iE ( $HOMEDRIVE$HOMEPATH )
(E , BIE SDKRIE ) BET SDK R EN EHREBITHHBHEE

mERE , WRERBRALEETAHAFNEBR (HIW , ~username/ ) , NSFHEHBWNEERNWAR
BWERHBBEF (HIW , /home/username/.aws/config) o

EXE R RIAMLE

SR AE R B\ T HE— 5355k % SDK T B MELK L H L,
ERAREEE

AREU TRERR , XA EREHARANEE SN B ENE -

« config XHFEZEE : AWS_CONFIG_FILE
« credentials XHEZEE : AWS_SHARED_CREDENTIALS_FILE

X B BN 10
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Linux/macOS
EAI LA AE Linux X macOS LEITU TS Hn B RIEEZALE.
$ export AWS_CONFIG_FILE=/some/file/path/on/the/system/config-file-name

$ export AWS_SHARED_CREDENTIALS_FILE=/some/other/file/path/on/the/system/
credentials-file-name

Windows
B LAUBE 7E Windows LiZ1TA Tsetxtp B RIEER AME.
C:\> setx AWS_CONFIG_FILE c:\some\file\path\on\the\system\config-file-name

C:\> setx AWS_SHARED_CREDENTIALS_FILE c:\some\other\file\path\on\the\system
\credentials-file-name

BREAREZERERENESER , FEREANREEHITTLFEE AWS SDKs M TE,

FAH JVM RERB M

FFE JVM EiZTHER T Kotlin 8 SDK LARERF Java B9 SDK 2.x , A LAEFIRELLT JVM
RERY  FXEXHNNVNERBEHNRINEERXNEENE :

- config X# JVM R4 B : aws.configFile

« credentials XHHEZE : aws.sharedCredentialsFile

BXWMANHEE JVM RSB MM |, B3 [@the section called “t{aE & JVM REEM". EATF
Java ) SDK1.Xx FXEFXEREE M.

FEHANRETEHITERBLE AWS SDKs flTE

HEZERMT S —HEEANTENEEREIET AWS SDKs MIEFEN L E. FREEEREH
FEFEN B BEEXHRNRENRANREXHNFEEIH, ARASHZEFNRRETENIIR
SDKs , EZRHEEEFIK,

IRTAY 4 STl 7

- MREFEARETEREERE , WZEEFBEENHLE AWS configflcredentialsXHHH
B & S Nk By AT {E,

NET 8 11


https://linuxconfig.org/learning-linux-commands-export
https://docs.microsoft.com/windows-server/administration/windows-commands/setx
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WMREE AWS CLI f BITHERASHKRIEERE , WZRENBSZEEXHPHNTEXTENEE
MR REME,

IR ERREE
TEANRANBEMATUHRAAF REFEEE,

Linux, macOS, or Unix

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

$ export
AWS_SESSION_TOKEN=AQOEXAMPLEH4ao0AHOgNCAPy. . .truncated. . .zrkuWJ0gQs8IZZaIv2BXIa2R401gk
$ export AWS_REGION=us-west-2

RENRZECERNEANE , BER Shell 2FELERFETEHZEBRENHME, BIKE shell
MESHAPRELTE , JETEBERRNSFEFRETR.

Windows Command Prompt

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

C:\> setx AWS_SECRET_ACCESS_KEY wJalxrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

C:\> setx

AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk
C:\> setx AWS_REGION us-west-2

B set REFEBELTEQCTRFANE , EFYIWTTRIAFRIEER , IEEIENZTERE
REME, FH setx BENR BT EAF NI SRR AENETZT S R ENMAET SR
TRHSERFERANE, EX FMEETEZGSRNELXZTHWEMEG S shell,

PowerShell

PS C:\> $Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
PS C:\> $Env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
PS C:

\> $Env:AWS_SESSION_TOKEN="AQoEXAMPLEH4aoAHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401

PS C:\> $Env:AWS_REGION="us-west-2"

MRAE PowerShell RRFLRBAREE (WHENRANT )  NEAKESH LEHRL
RERRFZE. EEHS EE&EEFﬁ*ﬁ‘éﬁﬁ PowerShell s TR AFLXFEFREFE , &6

PUECIR g2 8: Ry = 12


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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AE4IERTHNRENARFTHEHEE, 3E , SUUBEDNTERNEEH PowerShell P A&
B RAFTERRKN PowerShell £FRBIZETE, EXFHTETERELERENETENE
ZEER |, iESFPowerShell 34,

ERFHHREREIRE

MREFEALTRSBREATH R , WEFEMREMZTZENET, RIBFENESR BN ERXLE
BAEFEITHRBEATANRKBRETNTRMEERE , XEFHRELL

flan | fEA AWS Lambda , BRI LIEFRENRETE, BXFMAEERE , H3H (AWS Lambda F XA
RIEE)Y PHMEA AWS Lambda IRETE,

EERFZHERF , BEUERRRETHWREERHATH serverless.yml XHHIEE SDK IFE
TE, BXiZ serverless.yml XHWEER , BZHRLRSH|[ER XTI ENPEEERE

ZREEABHIFRRZERRIPELE , B - LEXEABTHRE , flE ELNSTRHREHE
L8 B Lambda iEXKHNEE, FSHLEANFARSFNE A XY , MAENALERERTEUARRR
FHEAER S,

FA JVM REEH#HITERBEEM EHF Java Y AWS SDK EH
F Kotlin By AWS SDK
JVM ZEEMRMT B —fAERIEEE JVM L1517 SDKs WELEETAERE |, flan FATF Java

B AWS SDK #, EHATF Kotlin B9 AWS SDKEXZEFH JVM REEMHFIR SDKs , BSRRES
=

IRT A 4 ST

- MREEFEH IVM REBMRIEEEMRE , NLBENRETEPRINWNINEEZMN AWS config
M credentials XA NN EME,

- MREFARETEEEEMRE , WBENLZM AWS config M credentials XHH N
MY EfAI{E

AR E JVM RER 1%

LA BEZR A ARE VM REE K.

RS BRIREEBRE 13


https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_environment_variables
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html
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BEREIT

£/ -DFXAA java B HRNBEBEFITRE VM REEM, RIEERBHEXBZZE , BN
T THANMERSEFRET AWS Kif £ REE,

java -Daws.region=us-east-1 -jar <your_application.jar> <other_arguments>

MRFEREZNIVM REEM , BZREE -D FF XK.
ERMEEZE

MREBTEHRGFTER JVM KETRNARER , MTTEAEEA JAVA_TOOL_OPTIONS FiE3F &R EL
BWMTTIED, XA EXNTFE Java iz2178F E1IZ1T AWS Lambda BRI ERAR JVM RETRBE
B TIEEXH,

BRIFBERBHABBERZE , BENAT REFAFRERSE S iR#T AWS X £ REE

Linux, macOS, or Unix

$ export JAVA_TOOL_OPTIONS="-Daws.region=us-east-1"

REMREEBCEREMANE , BE Shell 2ELERFUETEFZEEBRENHME, BT X shell
MENMAPRETE  JETEERRNSFEFHRETR.

Windows Command Prompt

C:\> setx JAVA_TOOL_OPTIONS -Daws.region=us-east-1

£ set RENBEXECETNFEANE , EFLHNRTRIFKELR , REEIERZETERE
ﬁﬁ@ﬁoﬁﬁsﬁxﬁﬁﬁ R A E YN T RAFRENE TN T RUENMAR TR
TMIEPEANE, EF FRESTZRTNELETHNHEMGS shell.

EE1Tht k£

B L ER LT ROIFTREY System.setProperty A% , BIRBAEETH LIRE JVM REE
H,

System.setProperty("aws.region", "us-east-1");

WMAIRE JVM RSB M4 14


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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/A Important

B JVM RERE M EMIEL SDK BREFFIRZBIRE , BN RS & i AT e fE A H At
E.

AR E JVM REB M 15



AWS SDKs f1TE SEEE

FERAMIE#HITEHBEIE AWS SDKs fMijE]

EFASAWSDK NARFSERAEFHN AWS TER AWS RS , MARELNARERITENS
B AWSHR, BALBESTFRENAREEN AWS TR ERIFRNE , EABRTFREIIZTH
INEF AR AWS 15 R ARR .

LUTSamMBEITREEEN—Br., XEWKE , BEIMMtEESRNEZEcredentials X4 AWS
configfXf , 88 AWS SDK S TEN B R HEHZF HRIES .
EEREMNAREFREB ARG E

ER—MAERRIEEHNARERAZ AWS HEYFE,

RRSBE AWS RS ( HInE 5i# EC2, Lambda, Amazon ECS. Amazon EKS &
CodeBuild ) Fiz1T855 ?

MRLHRIBELEZT AWS , MIERAUEHRBEEHVNARR, fl0 , RRENVKNARERE
Amazon Elastic Compute Cloud 3% , #EE —NMZERXEHN IAM A€ , NIEHWNARFNS
BEIREUEIE. BE# , NREFEH Amazon ECS 5 Amazon EKS &8 , MIASRNETHRIEB I LLZ
SDK WA R E 5 B RENZ IAM B BB EIL,

E7£ Amazon Elastic Compute Cloud 3241 Fi=1T4888 ?

A IAM A3 EE R Amazon WM AREFH#HITEHRIUE EC2 - A IAM &1 Amazon EC2 354
tREMEITENNARR,

R TBIE AWS Lambda E#EMW ?

LYIBB|E Lambda EKEAS , Lambda 2812 EERENBRNRMTAR, RS, AWS HHF AT EGH
T EEEITHIES Lambda W 1THRE B EA K I0E| Lambda B9 IAM B,

TN RBEREEEL D BB MERIRMRS (LS EC2 L5 AWS Fargate LS ECS L) ?

FERESH IAM A&, BXNEE—MESAEHE Amazon ECS FF5EVHIEEZAR, AE
AWS SDK R T E4 B EREEITHIERT Amazon ECS THIESBMAESH IAM A€,

E 7 Amazon Elastic Kubernetes Service Fi= 1T ?

RMNBWEFEH Amazon EKS B284 514,

WM ARFAE S RIS 16


https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_definitions.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
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EE  MRBINAERZKFE IAM A (IRSA ) AJREEESEBMIMSEER |, i55H (Amazon EKS A
P PR EKS BEE4A 54 IRSA,

RV IBEIZITIE AWS CodeBuild

BXEER , BSAEHETEHIERK, CodeBuild

EHEHM AWS RS HIETAE ?

ESHEMEX AWS BRSHNEIERE. S{RELZTRBE AWS , SDK Tk 2 #7527 88 7 LB 31 H fR3R
HY Al X E o

BRORBINAREFHETES IR Web AERF ?

NREEHEERFZLANBINABRFHETEF IR Web NAERF AWS , BHEENNARE
Fr, EHBEBER Web BXE S HRIEFI[IERIGE AWS B2IEH,

FA Web BXE S BRI , EFEFEECNEBENEZRBRAEEACHAFRSH. HR , NAEFAF
AIAERAANBHNISEBIRME (I1dP ) ( HI70 , Login with Amazon, Facebook, Google SR{F{AE it
OpenlD Connect (OIDC) AW 1dP ) BF, I BRSMRIETE , AR Z TR N MRS
PR IR R LU AWS | ZIERBENERA LN FIRN IAM A€ AWS IKF,

ETHRUOMNEN SODK R TE#HTERE , BSH RIgASEHAMNSE F 4 OpenlD Connect # 17 514
WUrAM T B AWS SDKs,

BXBHNAER , HEER MR Amazon Cognito, Amazon Cognito £ & EIEFREBREFH NEST
BRFZHAEEHRIETE, BXEZEL , H5H IAM AP EREF KN Amazon Cognito i F B3I M
AR,

EBEERMFRZEMESITREE ?

BMNRUEARS A EERTS BRI AWS SDKs MEATE,

EETHRBENRESHRIEREZE , 2 AWS B ERERATABFLXTE (MM CLAWS | ) B
IEEHEH. AWS Tools for PowerShell AWS SDKs

WMRIEFER HHHOFHIT AWS K5 E

MREASELBENAE and/or FEEE R TIHBENRH AWS Ik , A IAM Identity Center XY
AWS SDK M TE#TH BRI, ENLREREREK , BA1EIL AWS Organizations & IAM Identity
Center BL&EAREEFTE AWS KPR IHREINR, EAIE IAM S4H061ZAF |, A Microsoft
Active Directory , £ SAML 2.0 41247 (IdP) , EFEM Id AWS P BB S 2K, BEF

IR N AR RS & HRIES 17


https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/service-accounts.html#service-accounts-iam
https://docs.aws.amazon.com/codebuild/latest/userguide/auth-and-access-control-iam-identity-based-access-control.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
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BRENHEXEEXE IAM 430 , 525 8 IAM B4 503 AWS SDK Fl T E#1T 548
Amazon Web Services —fi8SZFH IAM B 0K inT S MBELH.

MREEESTHREMSFHRIESN

B2 - IMURRER IAM AF |, ZAFENsts:AssumeRolet AW ERE®, RiE , FARNEZA
Fsource_profileiREMIRE , FENMARBBEENDELE,

BUTUBSAETERHEREAHEAGE IAM AWS iIEH. ESEEREMEIEHTSHRIE
AWS SDKs M T &,

AR MEDEHEIRRS , BUNERERAKHTREIITHHRIE AWS SDKs MEATE,

BEXRMRERS/IERE VM ( HlIM Amazon S3 EEIFHE A Amazon S3 RS S |, =
HIBR =M Jenkins ) FETHRE 2
EEA X.509 & IRIED ?

2 . BSFMER IAM Anywhere £ &3 1T B 8IE AWS SDKs f1TE, &uJLAFEH IAM Roles
Anywhere £ IAM AR EATEZTHRSEE. RENNARFSE IEASRERIGNZLIES AWS, E
£ IAM Roles Anywhere , &8 THERZ LR X.509 iEH,

B R T HEREDRE B DR ( S0 Microsoft Entra 2 Okta ) LAERIGAIES 2 AWS
BE . FRHBEEIIREME

FRHEZIIRUEEEETHNEIRREIL., XERZEELMEAMHEE T EEHRIREUEIE , AT
BefE M sts:AssumeRole EEGERA IAM A6,

A FERBEIEANIEEHESR AWS Secrets Manager

£ ABENE A IGEES AWS Secrets Manager. B <IREVUEHF RIZHHED |, H565 (AM AF
ERE) PRERGNZEEI, BXFHEEIGNEIENRERD , §SH AWS iHE 4,

WA LA RIX L EIFZ 2 b M Secrets Manager ( HHPA[gEFM T EEN~ZHIETACHKEE
iE ) REEZHWNARERNR.

RERAMNE=FTEREEH AWSH ?
ESHE=HFREBSRENN , TREXRIUSINSZIES,
MBHE=HREESEREN , BEBRS T AIRNEIE ?

= EARETENIGE AWS STS iEH,

WM ARFAE S RIS 18


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_request.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access.html
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TR . FRAFHENZNZAETESTORSEHRER (ZEFR) -

BB A

£ AWS HERIZ TRV IB A & B RIS %

MREHNRBELEZT AWS , NIEFEINEHRELENRARRF. flHn , RREHNARFE
Amazon Elastic Compute Cloud L% , FEE—NMZERXEKN IAM B& , NEHNNARFNES
B REUEIE, B& , tREFEH Amazon ECS & Amazon EKS &8 , IR ASTHRBALZ
SDK WEIF R E B REN 1% IAM ABRENFKIE.

- A IAM AEXEEE| Amazon BN ARFHITE MK EC2 - £/ IAM A7 Amazon EC2 38
il £ =2tz TIRH N ARF

- BAILBE T AN AWS A IAM S 6 OHITRERE :
« AWS CloudShell A F M2 %l &121T AWS CLI &%,
- EXHNRHTAAKBEET=WIMEZE , ATLEREA Amazon CodeCatalysts,

BEET Web HEHRHEERITHHRIL - BHHETEF KN Web NARRF

MREEECRFRZDRNBINARFRETES RN Web NAERF AWS |, EHEENNAE
Fr, EHBEBER Web BXE S HRIEFISIERIGE AWS B2IEH,

FA Web BRE S ORI , EFEECNEBENEZRBREEECHAFRSH. R , NARFAF
AILAE BN F R EE (1dP ) ( I , Login with Amazon, Facebook, Google S{EfIH b
OpenlD Connect (OIDC) # &M IdP ) &%, 1A LEKRESRRIETHE , AERZSERF ZRS
PRI R EUEH AWS |, ZIEPEENEAEZW TR IAM A€ AWS 1K,

ETHRUOMANEN SODK RTE#HTERE , BSH RigAGSEHAMNE S5 OpenlD Connect #1754
WUEF T B AWS SDKs,

BEXBHNARERF , HZE A Amazon Cognito, Amazon Cognito £ B ZIEREBEFH NEST
RIFZHREEHRIITIE,. BXEZELR , FSH IAM BFPER I Amazon Cognito B T35
RAEF.

Aith ( F1E AWSH ) BTHRBHEHRIES X

- FRARHAEEHITSMHRIE AWS SDKs fIffEATE— WA S AWS i STRENIERE
f£/A , PowerShell ¥ A ERRMARFNER K XEZFEEATAMFLTE ( Hl70 AWS CLI,
PowerShell #1 AWSHI T E ),

HORIESE 19


https://docs.aws.amazon.com/cloudshell/latest/userguide/
https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
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« £/ IAM B4 03 AWS SDK MITE#TEHRIE— ENRESHETR , RIMNEW AWS
Organizations & IAM Identity Center Bt & AR EEFTE AR RR AWS K., #RATEAFEH
BIZ A AWS IAM Identity Center , £ Microsoft Active Directory , fEf SAML 2.0 &3R5
(IdP) , EFFRHY IdP BIHERERIH P, AWS K EEFEMN#X R E X FF IAM Identity Center
B2 Amazon Web Services —fixZZ AfY AWS IAM Identity Center £ i s A B &lo

« fFM IAM Anywhere &3 1T 5HKIE AWS SDKs #1 T E— A LA IAM Roles Anywhere £
IAM R AEABZTHERSSE. BRNNARFSIEARREUGN RIS AWS, EFA IAM
Roles Anywhere , &8 TEREAMAER X.509 iEH,

- BRIER—IMHESHRIE AWS Fif AWS SDKs M TEH A E— S IE IAM & &KI6E 5 E R
AARETT AT HIAY AWS B R

- A AWS FRIZHAHITEHEIUE AWS SDKs Ml TE— HAi A e R KA E AR N AWS BIRR
MR IED,

BXRFHEENESES
| AM BFERESE U TEXRZ LS AWS RIRILRNER

- IAME® (AP, ARFENAR ) — THRHPSHNEMAIIR AWS,
o IAM FHZLHESE - BEFTEHEEXTF X AWS BABRFINMEFNREEN.

Amazon Web Services —fix5Z& EE L TEM AR :

o THRFIREVEHY AWS EiF - 86 & M L2 5 N in R Y 15 R B R BN E B Kk

£ IAM Identity Center RJ{E &% 3#& ( TIP ) &K1 E AWS BRS

- fE/A TIP BH#ITIAR AWS RF5— MREEREF Amazon Q Business S HE M2 15 75 & A& 1B
REeIENARER , HEEEMER ERT Java B9 AWS SDK = i& A F JavaScript B AWS SDK
BT LAGEF TIP @4 SRIR B EIML AV A4 e

AWS f3# % ID

£ AWS Tk~ RAREC L MAREE6I/EMN AWS WEE ID b k. AR AWS K £ Y /REIZER
AWS BRNBJ[/HANXLERFRREMELZLIR | BRH AWS BEE ID RRER— MM, BALUFEH
BF AWS WEE ID LiGMFREILEMRS , Hla1 Amazon Q M Amazon CodeCatalyst,

AWS #E% ID 20


https://docs.aws.amazon.com/general/latest/gr/sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
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« £ AWS fEE IDAWS B A EEERE — THNMCENER , AWS fHE%E ID 7 THEERK
2 ID RHENAR,

« CodeCatalysti - AWS 3% 3# |D £ Amazon CodeCatalyst F FF#§R H- 7 2 414a CodeCatalyst
5/ AWS ¥ % ID.

AR A EREHITHHRIE AWS SDKs fiffFA T E

EARINIEREMIEAWS ITERSIMER T A AWS NARFER , BIEREH A AWS ZREEHE
if, MBEBEEMFERENT M ITE R (Amazon EC2) AWS CloudShell 2 Amazon EC22 K8
AWS BR# TR , BB NZRSIREGES,

BHAILUESE IAM BHFROHETEARIEFER IAM B4R 0% AWS SDK Ml TE#TEHKIE, ik
MEHAERRTHENRNERSZE , EES A Identity Center,

WA TR

FAREAEREFHT AWS v F X AFEFERINEN AWS EBRH ABRFRERUERAX TR
AWS B%, EETHRB[NEMRIEREZRE , AWS £/EA T PowerShell A7 % T & ( i
CLAWSI, MIWITE ) WIRETiEH, AWS SDKsitIhEEM{L T HREMEE AWS CLI RIENERE , £
HRAELEEXRERGHRIEIMFAREEKBIHRZHANERT,

BEMRE , BAUERENBKSRESEZNBIES, IAM AFfSHREFRENKS S5
BT HHRIE,

MR SDKs ATIF A , SDK &/ i 8 £ A Im BT uE B AWS SDKs # Tools #r/E{LZIERRE R, &
WA LA B = R AR,

AWS CLI MITE#HZ#HFEF login S5 H#H1THMRIE , AT PowerShell :

- FEREHAEEEFZET AWS KT &
« fEH AWS Tools for PowerShell BFiEmH Rl A EIEER

R IAM 4503 AWS SDK M1 T E#{T B 4%

AWS IAM Identity Center A FE3EAWS T ERFIFEHRIT A AWS NAEFHRAE AWS Filf,
REEHEFERENTD#HEMEITES (Amazon EC2) AWS Cloud9sf Amazon EC22 K AWS &Rt
IR, BINEWUHAMNZRFIREVES,

ERRHARRE R oY


https://docs.aws.amazon.com/signin/latest/userguide/sign-in-aws_builder_id.html
https://docs.aws.amazon.com/codecatalyst/latest/userguide/concepts.html#sign-in-concept
https://docs.aws.amazon.com/signin/latest/userguide/command-line-sign-in.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sign-in.html
https://docs.aws.amazon.com/powershell/v5/userguide/creds-idc.html#login-con-creds
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MREBCELMER G HHORT AWS KB RISHFEEERALMNHRNE , iEF A IAM Identity Center
AR,

EAHED , BNEIL IAM Identity Center TH[EIAR , FFFEA AWS iHFRIIFAM , AENRGEF AT
B3R T EREHENR AWS CL,

- AWS HEITFREFHER IAM F4H O™, URL BHERA d-
XXXXXXXXXX.awsapps.com/start & your_subdomain.awsapps.com/start. & AWS
WERIIFGE , BAUEER AWS IKF ERZAFRENAG., IWIRER AWS 15T 3RE SDK/
tool FH RIS BATENEEE,

- AWSCLI ATEEZNBHFARIESHIE , FHNENRBALEN AP BAFER IAM S350
FHRIE. t—XMLERXENEHNLE AWS conflgSU‘F RIBERZITRBAREK SDK =
TEFEAZXH.

FRFAF
EFBUTRZH , ENERRRTHSR

o MBREEKE AWS K |, 5 EM AWS TKF.

- WMRERAKRBHA IAM Identity Center , iE1Z# (AWS IAM Identity Center AF#§R/) A enable IAM
|dentity Center &84 B9 15 B 12 4E

£ 1AM Identity Center Bl & L4125 15 R X R
HBR 1 BT R BRI E M R AV R &R
ERLLT Rz —RIBFRIEH AWS iEH,

15 R ES 1AM Identity Center #3715 (7] X BR

1. &E (AWS IAM Identity Center A1) H Configure user access with the default IAM
|dentity Center directory 1% BARY IR MNA 7 H R INEE AR,

2. AdministratorAccess REEEFTNATFEEF XAE, ik , RINBWUFERATE LW
PowerUserAccess fXPR&E , RIEECHEFENLENEIE T BEUNEE,

BIXER Configure user access with the default IAM Identity Center directory &4 15 BB 893 72
£, FTRX—RTENZ :

FRFZ M 22


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html

AWS SDKs fiT & SEEE
o« FEQE Admin teaml , MEBE—/ Dev teamd , REEHENSEIL 9 R NIZA,
« BULMERAIEAF , BT ZAFRMEBIFN Dev team AR,

« REBIE AdministratorAccess RR&E , MR BIE — PowerUserAccess ANPRE , A&
BERBNEED D BRNIZNRE,

TE , BNSIREBUTHRIR

« —/NDev team 4,
« —/NKtiNZ) Dev team AHY PowerUserAccess WPRE,
- IBHAFERIE Dev team 4,

3. BHIITPFHBXEZRUEEFEZEN AWS IKF MAdministratorsi&MPowerUserAccess, 1E{F
A8 I B/SDK Bti%# PowerUserAccess,

REZL AWS A UUEREFEENEKE S RMER ( Hl20 Microsoft Entra 2 Okta ) 31T 78]

AWS B S REmMN IR ERK, MRENZEER SR FEPowerUserAccess ( FF&E ) X
BR , W& AWS Ik 2B BB G RN RANNRE, EENNRERMHZD , JUBREXER
N REFHRIURES N 7RI AR,

BENEMAELTERRNAE | SIINFRERNRBERZH. MREFTBHEEFERAMBMUPRE | FHER
IT EARNLASF R #E5 B,

KEZ AWS AIUBEEEEEN AWS 1HE [T #TIHE

AWS B AWS iHE[TFA &R, IRENZEE R ES@ERT PowerUserAccess (FEAR ) X
R, BR_EINEENHRN AWS K- MENNRRE. TENNBEEEMZL , IUAFREXERZ
WREF o R oA mE 5 15 [0 0K = B IE T,

HEZL AWS TUBEE X EBNHE BENL S D RAHRH TR
FERRER 1T HIRA AT REF B,

%R 2 : BLE SDKs MfEA IAM 5O ITE

1. EENFRUTENLZEZHN AWS CLI,

a. 2% AWS Command Line Interface AP 8PN L E S EHFHTRAH AWS CLI,

fEF IAM Identity Center B B LA4mT2 5 =X 5 R PR 23


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html

AWS SDKs f1TE SEEE

b. (™) ERIERE AWS CLI EEETT , BHABSRRFHETiZaws --versiondp

AL
T o

2. BEFZAWS FEITF., EHWEEAEESIEMAN URL , REEAURBLSER 1 B 1HENRE
T FERHEIRB1Z URL, IIREE | HEMNEZEFIER LR BEMAWS iFE TP URL https://

console.aws.amazon.com/singlesignon/,

a. EAWSHHEPFHKFEDTFH  EBREEENMAKF . XHSEREHNAF
HEE, ERHRHE , LREZNREN G ITREEZHREIE, FRAMENH
PowerUserAccess XPRE&E , BB EBWE EBIZWEMINPRE , LUNRKENBENATFHF
Ko

b. HEIREZEIEXFEES , %1F MacOS M Linux 3 Windows , E4AFUR T ERRERS,

c. 1%&# IAM Identity Center UL EIREUT —NEERATFER Issuer URL A SSO Region
B, A& : SSO Start URL AL & Issuer URL BEiRfER,

3. E AWSCLI &SRR ET , i3fTaws configure ssotp®., HIERE , WAL L—SHlE

WELEE, BXI AWS CLI S SHEFEMAER , T2 RFEHaws configure sso@SEEZHA
ABH,

a. XIFIR/R SSO Start URL , B ALRIREBM Issuer URL B,

b. XF CLI BREXHBN , BRINBUEEF thdefaul titIA, BXIAIZEIIFIRIA (B
) BEEXHREXBKAETENESR , B3R BE .
4. (Hk ) EAWSCLI BRI T , BdE1Taws sts get-caller-identity@HH#IAEDD
21EFH, MENRE REEER IAM Identity Center X BREE,

5. MREEABNRZE S AWS DK , FHELHTT RIMRH N ER SDK tIZNAEF

a. XFHELE AR SDKs , E#E A 1AM Identity Center F3WIFZ B , SSOOIDCAATUR H b3k
e (HlmSSoM ) FMBIEHNARFED, BXFMAER , FSHASEN SDK,

b. WMREBZHIEETXMIFREINE AWS |, BEEENHEE AWS credentialsXHEREEF
A5 R FRAWS 1510 %40, AT 7HAEINEIIRHESE (RER , £ SDKHITEEHA IAM
Identity Center ZiEZ 8 , BAABRIEBRSEIL,

ERAT## SDKs M T EmmEAMER WEBRIFERE , BS R AHER AWS SDKs M T ER IAM
S50 FHREIERE,

EEEEHRZMN config XHHEE IAM Identity Center IRIEERE , HSEARIEREP M IAM Identity
Center EIFRH#H,

fE /A IAM Identity Center B & L 4mi2 75 = 5 R AR 24


https://console.aws.amazon.com/singlesignon/
https://console.aws.amazon.com/singlesignon/
https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso

AWS SDKs f1TE SEEmE
IR G R &

ZHFEREARIH , H B SDK T EFER S HRIEHER. AT HEURT AR BN iE
K, BEEEENBAREFHEIIFSE , AWS CLI EHZETaws sso login®$.

] BLEE |IAM Identity Center 15[ [P £iEFEN BAIFMNREXFFLENE, XQEKEEEER
IRER AWS CLIFZ B F2iizTRBHNEE. BXELZEER , 28 (AWS IAM Identity Center F
FERE) FRUTES !

* 1AM Identity Center i&#F4Ert A - BLEA 7 AWS 57 21ER LT A

- NRELFFLENE - RESFFENE

wn{aI R R AWS SDKs f1TE/ IAM B 19 7 /0 B 5 38 1F [7] 23

#>< 1AM Identity Center R iE

AT ARIEAHBYIE T #2 AWS IAM Identity CenterS G REMEE. N THA—EHHRITHRS
AWS SDK X4 APIs £ & #5 IAM Identity Center TE, HMEXFNEFZLBREHEE,

TRNMETERBMRZEBNXZR,

IAM Identity Center &% SDK API & %5 1% B8
=R Vil SSO RECEMR AWS £

Z2F , B TaERAHE

# , ssoAPI a5 & 28 [| 3R
BHERBEN. BXEZE
B | &2 AWS IAM Identity
Center AFEEHH IAM

Identity Center E&n & o
IAM Identity Center 2% & ATEELSERNEFE,
EERHA
AWS 5[ 7~ Mk &9 IAM Identity Center

Tk AR URL , filan

RIERI P A B &1E 25


https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html#renamed
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html#renamed

AWS SDKs f1T&

SEES

IAM Identity Center & #r

IAM Identity Center 18] (7]
£iF

MRERE

X PR &£ FAE

IAM Identity Center ZiF {2
)

7T % SDK EHEHBT AWS RS

IAM Identity Center API f$i58 & S EEIER RN sigvd 4

SDK API &5

HHRIESE

AWS iE$

sigv4 §

SSO §

Al

EFRME

L
https://xxx.awsapps.
com/start . BEREH
IAM Identity Center & F&iiE
FEFIITF,

EEAEREFEERRS
F&o

BHFEAIESHIATHIT
AR IAM £ AWS R &,
FEFERFieHh , BHgES
FIEHERETR ‘AGs
&

SDK kFRA T KZ# AWS Bk
% @A (%55 2E sigvd
AWS % RA ) NI, £
FEXFIRHR , BAgE2FE
THRE RN ‘ARKIE

AR ENSEAE | flanR 4 ohae
RYR TR IR

A —LEHIS | Ll Amazon CodeWhisperer . Amazon CodeCatalysttA T A #EIR 7 BT AWS

FEiE, KZE AWS RS #=2 sigvd APIs , B

IAM Identity Centerz 5 A Z BB ARF KB AWS RS AN EIE BT RE.
B3 AWS 1 iE R &
- FAZNEIERRSFEUTRIZIRE.
- 5 AWS Command Line Interface (AWS CLI) Ffaws sso loginit. MREBEEEEFHS

i, XFHB3—NFH IAM Identity Center £1&,

- BHFAER , LRKEIRE IAM Identity Center B RIFT S MG RS, AWS CLI 3
FRITEMBIFSEER SSO &£1F JSON X4 , AEHAHMER,

SDKs

hERARE

T f# I1AM Identity Center & {33:iE

26



AWS SDKs f1TE SEEE

- MREBELKE—NEHRE , MiZ AWS CLI ‘n‘bAﬁEEﬁﬁﬁfﬂﬁ%iﬁ , FEREREXEL e
B, BT H#W{%E IAM Identity Center 2B |, S REAFERPIEE A~ AWS 1R[]
21EMAWS IAM Identity Center $F£ERT[A]

s BRSENKEERE 90 X , UEDMEZREFHNER,

SDK #n{a#REX AWS BRSs BiEE UL

SDKs AWS BRSS HERNBNMRSEAEF RN RE , BEBENR, FH=E AWS configHH
EERE X HEE N IAM Identity Center FEiE##4TET , $FAEA IAM Identity Center SR #4712 N FA F2
FRYEP,

- EOIREFIRE , AT EEFESTNTER.

ZE APIs £/ IAM SRR QB FRE sigvd WIEH , HEFRXITESFEA IAM 4O 1h 6 5
REL 1AM 215, It IAM 2ERANRESE , CEIEE IAM BERHENRATRTESIN AWS 7
A1 PR

- NRELFEIFLENTEE IAM Identity Center £iF &R 9 TFIRE M,

- BETHRUNMZENRERIEFLNE |, HSHEAWS IAM Identity Center AP IEEFNIZESIERS
P

« EEE , EAZSE S AWS DK API XX #H | I REAWS EHE BEHNEIUER sigv4 Fil,

FERHTFF & T EEH IAM Identity Center API getRoleCredentialsf A SR ERBREILEH . RHEF .
TEGNEFHENREAZAAN IAM AEKFEA AWS RS , flnit Amazon S3 % &k - Y77
@, ENRESTFEIHZE , BERHNRAUUERAXENREZIEREIRE,

STET HA A RIRT

£/ SSO T IERMEEE it , NERARFSE B3 RIFM IAM Identity Center SREVHI B/t 5 E] &
o

- MRHETHE SDK ZXFEAERENHE , SDK ﬁﬁﬁﬁFuﬂ%ﬁAHE;E—"EﬁﬁHﬁﬁE’ﬁﬁﬁ%HEo IAM
Identity Center ¥ RI# & 5&EH IAM Identity Center 151771 21EF LA EFH THER. MRRIH
SHEAREH |, IAM Identity Center £/ 5 — N85 g TR R

- WHRITEARATRFAEESRNNRESTE , WA T BT 5wy EiE

T & IAM Identity Center & {3 3&iF 27


https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_GetRoleCredentials.html
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B2 , W& IAM Identity Center IFR][JFRFEETH , WFASRFHWIFER T, Bk , TEEHN
REFERE, AENEFFHENEENRELERKERN , eRMadH (HEHRINEBEFELX)

£ IAM Identity Center 2EEIH/E , EMGIRMFFHHNABRBHLEBEL S HRIE. XRANKE
EFRREFIE,. #EHEAARNBRTHEZE , ENRDR/RTEENT KA TRELERMTTE.

EMEZ , 3 SDK FEFHHNNRERZIER , SDK 2B AREMEERNWINERIUEHFEAXLEREIE, T
REERENHESE  CEFIECHHENNEE,IE , XFBEA. IREFEEUMEREELHR , U
SDK 78 IAM Identity Center AP SRIRERFTZiE. BEEA APl , EEEHE S, MRFRSHEE
STHD , SDK & {8 A RIS ka1 M IAM Identity Center FRSSIRERSTHG 5 4 k8, 1S IRH 1AM Identity
Center HRI[TFRFEATH , MR F RS,

£/ IAM Anywhere &3 1T 54 EIE AWS SDKs 1T &

B O] LAE A 1AM Roles Anywhere £ IAM AR EAIBZITHI RS 2. B NNARRFE TEMTIRE
5B Z 2 iE$H AWS, EFH IAM Roles Anywhere , 8H THEAFZSMER X509 ifH, EN=EE
AMNREEFAENIERMFE , LUEN IAM Roles Anywhere BB H EIFREE,

5% 1 & : BL& IAM Roles Anywhere

IAM Roles Anywhere £t 7 —fREENA I ZTH TEHAEIRENREHEPI G E AWS, SiE$H
MAENESEFEHE | LIREREKN IAM AW iGetEiE, ZARREHEWAEER IAM Roles
Anywhere # 1T & 5 1iE 8 88 THEREFAENNER,

BXZREFEHES. IAM SEF IAM Anywhere BEEREXHHNLSER , i5ZH IA M Roles Anywhere
BAFiErmBRIREL AWS Identity and Access Management £ & /1 61 225 £ 48 A Bl B S04

(® Note

IAM Roles Anywhere Fi P $8r PRV EL & X8RI = 1AM Roles Anywhere BR %5 H B9 —Md 45481
2. TE5HE AWS configXHHME B XHEX

% 2% . £H IAM Roles Anywhere

ZE M IAM Roles Anywhere SREUIE RS Z £ ZE , B IAM Roles Anywhere 12 EIEBIF, FiFT
B 132 IAM Roles Anywhere I & RE,

BXRTHEIERBITEMNHA , 35 IAM Roles Anywhere F i8R M AWS Identity and
Access Management {E{alit 5 #9 & @ IR EUIG B 2 £ UEH,

IAM Roles Anywhere 28


https://docs.aws.amazon.com/rolesanywhere/latest/userguide/getting-started.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/credential-helper.html

AWS SDKs f1TE SEEE

EskE IAM B8 Anywhere IfZ£UEH 5 AWS SDKs fl—##H AWS CLI , &

A LAEHZE AWS configM#HElEcredential_processi®i&, SDKs # AWS CLI

XA Tcredential_process#{THMRIINREZIIRMEF, THAERTER
Bcredential_processH—Hx&EH,

credential_process = [path to helper tool] [command] [--parameterl value] [--
parameter2 value] [...]

BIFTEM credential-process i S LAE credential_process RERABHRAE JSON IR
IR EILE. FEE K ST ENEEFH , MREEHITETIL. *TFECAUTSH
 private-key - EBERWALHANER,

- certificate - IFBHEERE.

» role-arn- ENHRIIGFIERNABR ARN,

 profile-arn- NIEEABRMEMFWEEHH ARN,

* trust-anchor-arn- AT SHRIEMNEEHN ARN,

LN ZEEARRBERMALSA. FTE=1 ARN EFATLUM AWS EEZFEEH, UTREAERT
HZconfigXtt , ZXHEE T NBFITERRIGETEI,

[profile dev]

credential_process = ./aws_signing_helper credential-process --certificate /
path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-

arn arn:aws:iam::account:role/ROLE_ID

BXAESHMEMBE TENFHAFER , BZH L GitHubkY IAM Roles Anywhere ZiEE)F,

BX SDKEBREXASGMAERZIERMENFAER  FSALERPHN #EZIERME,

Big—NBE 5 HKIE AWS Eif AWS SDKs fiTEM AR

BRiZAESREA AR ZEEURIGRIERARTEHEN AWS BIR. X LG EiE B 7R &4
ID, BRG] @“fﬂ%ﬂﬁiAﬁﬂﬁﬂﬁio E 7 #EHX AWS Security Token Service ( AWS STS ) API &3k
MEZEE , 28 (AWS Security Token Service APl &) iR,

RKABE 29


https://github.com/aws/rolesanywhere-credential-helper#readme
https://docs.aws.amazon.com/STS/latest/APIReference/API_Operations.html

AWS SDKs f1TE SEEE

EiRELH SDKFTERRAAE , XAECBIFARERANBESE, IAM BEHAE Amazon
RIFBH (ARN ) HITH—#RR. ABRES—IXERIUEEXR. FRZACHTEXRETER—

N AWS R HE —PREAWS IKF, BX IAM ABNESZ—KRER , 28 (AM BFERE) F
B IAM B,

R IAM BRE  NREZIZAGNET , NTLUNEN SDK T EBEENFRZAGK FHN
PR,

(® Note
AWS sfEMUER R AT REE A XL in T QA B BB LiRT RAWS X,

KA IAM A

BEAEN , AWS STS BE-—AIRNRLIER, XEFIEKRESE —IMREXHFREITRBHIEMH
R, KRRABEBHNEELEAZRE , SERAE MK/ AWS FilE , BEENRRARFEERH
5= MK FEY R RS,

B IRE IAM A&
EREBELN SOK T ERRALE , XALUBRIIFRERANKES S, IAM AEFEHFAE ARN

HITHE—$RR, BEES —IMREEUGEEXR , BREREENKSABATEKRSHR. ETHES
8, 5ZH IAM AP FHiFaeE IAM A6,

SH2 . EESDKHITE
fF SDK T EEERNM credential_source = source_profile JREUEILE,
credential_source I F M Amazon ECS &85, Amazon EC2 L= 8 3F & hIREVEIL,

source_profile ATME —MNEEXHIREUEIE, source_profile kA sE , IR EXH
WERER , RAEFEARANAEGRRAS -1 AR,

HEERENGPIEELTEY , SDK R TEL B NERAMEM AWS STS AssumeRole® APl, &
BEETACKERNERAIGIES , BEHRLE AWS configHFEEUATREE, BAXRXERE
FENESZEER , FEH AASCFIERMHERE T,

- role_arn-REZESRER 1 REIEN IAM AE

KRN IAM B8 30


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
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« BL& credential_source I source_profile

( AJ#% ) duration_seconds
« ( ®i& ) external_id
( /% ) mfa_serial

( °Ji% ) role_session_name

LTRAIERTHE config XHEFRMALARETHNEE

role_arn = arn:aws:iam::123456789012:ro0le/my-role-name
credential_source = Ec2InstanceMetadata

[profile-with-user-that-can-assume-role]

aws_access_key_ id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX21QoIb3IpZ21uX21QoIb3IpZ21uX21QoIb3IpZ21uX21QoIb3IpZVERYLONGSTRI

[profile dev]

region = us-east-1

output json

role_arn = arn:aws:iam::123456789012:role/my-role-name
source_profile = profile-with-user-that-can-assume-role

role_session_name = my_session

BXAERAACEIUIRMEFRENFAGE A BSALERPHN KABSCFIRES,

RiRARERAMEEHE OpenlD Connect #{TE AR TE
AWS SDKs

BRiRAESTREA AR ZEEURFGRIERRTEHEN AWS BIR, XG5k R iR #48
ID, MBRFRIFPMZLTEAR. BT #HEX AWS Security Token Service ( AWS STS ) API &3k
MEZER , SR (AWS Security Token Service AP £&) H#IR1E,

ERELN SDKZITERRAAE , YAMECEIFRERANBEAR, IAM SE2HAE Amazon
TWREM (ARN ) #ITH—45R. ABES—IMXGFERUGEEXR. FAZACHAEEATERE
N Web 53124#t4&. OpenID Connec ( OIDC ) 5 SAML BX& 5B RIE, BXx IAM BBHNEZEER
B2 (IAM AP BFRER) PRRABBN S,

KRABEE (Web) 31


https://docs.aws.amazon.com/STS/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
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EENBHFRIEGHTEE IAM ARG , IRFZACEENEEENSORHT , NAUR -5
BELNAREF X TEISURAZABUREIIE AWS iEH,

(® Note
AWS SEMUER R AR XL in T QA B BB LinT RAWS X,

£ Web &1 5} OpenlD Connect #1TBt&

REAER LN H G2 ( fl20 Login With Amazon, Facebook, GoogleJWTs ) 121#t# JSON M
Fo R () SRIREUIG R AWS iEFAssumeRoleWithWebIdentity., BREBEEMNFERAFR , 11 IWTs
AJREHE AN ID DR G RIS, BTN ERARE OIDC KIMDIUFREN FHRMAR (1dPs) IWTs &
& , f5lan Entrald 2, PingFederate

W REAE AR Amazon Elastic Kubernetes Service , Mtk hAE AT L&A Amazon EKS £# SN
fREKFEETRERN IAM A€, XA Kubernetes ThaEe 7 & JWTs EIYRH pod #F , REHZEIER
HEFRIXERERKRBIGHFHER, AWS X Amazon EKS BBEMNEZEE , 25 (Amazon
EKS AF#ER) FHERSK/H IAM S, B2 , N TEMEMNED , RNEWESRA Amazon EKS
BeH 5 , sIRREM SDK T,

PE1REFHREMHEEN IAM AR

ERESHER AP MBS , B IAM B 1RHE AWS BRI IdP REEE, XNESE AWS Ik
P FAEB 1dP 2 BB EFE, 545 SDK ELE N JSON Web 58 (JWT ) #H{TE MU Z 8] , &%
MEREBEEHREE (IdP ) URATHRSEN IAM 6, EHTIRE , H5H IAM AFPEREHH
212 Web &3 OpenlID Connect k& B RIFAE (#EH A ).

SR 2:BEiESDKHIE
19 SDK L TEFRE RN EAXREN JSON Web <42 (JWT) AWS STS # 1T & BRI,

UEERBXHHIEERIAN , SDK RITEL B3N EFHAHEM AWS STS
AssumeRoleWithWebIdentity#y APl, EfEH Web BX& SRR RMEAIGIES , BERE
AWS configXHHFEEUTEEHE, BXXEEETENESEL , B RAAGKIIRMHEER
B T

« role_arn-RBEELER 1 HLEN IAM BE
« web_identity_token_file - RE\ZB I1dP

/A Web &8k OpenID Connect #{TB& 32


https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
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( AJ#% ) duration_seconds

( AJi% ) role_session_name

LTRER Web SHRABEBHHE config XHEERA :

[profile web-identity]
role_arn=arn:aws:iam::123456789012:ro0le/my-role-name
web_identity_token_file=/path/to/a/token

(® Note

BEXBHNARERF , EZE A Amazon Cognito, Amazon Cognito &4 & EIE R EBREF

HANETERFZHREFHRIETIIE, B2 , Amazon Cognito ST 1REE TG EH At 5 IR 4R
B ETE SDKs MTERUER, EifE Amazon Cognito APl , FE1EEK SDK T ER

ME D EH TS Amazon Cognito FRFEFik. BXEM AL AWS SDKs , 125 Amazon

Cognito FF X EEREHHRE R,

BXAERAACESURMEFRENFAGE  BSALERPHN KABSCFIRES,

£ AWS FRIZA# 1T H B RIUE AWS SDKs f1TE
5/ AWS SDKs fIT B , ATLUERER AWS FRZF A #1TH BRI,
55 F s HAEAIE

RMNBWEEW SODK T ERERNFER FH IAM 540 F 0% AWS SDK M T E#1T5HKIE LAFER
KM AiEFEERT AL,

BR , EEFEIRE SDK KT EMIKRHEILL |, SR FHEHEIEHTEHKIE AWS SDKs f1TE,

fEAKHEIUE

/A Warning

ATHEZENKE , EREXTARMERLBEREEN , E2EH IAM BFR#TSHRKIE , ™
REERESHREENERS ZMHRIE , Hla AWS IAM Identity Centero

AWS 7 8] 24 33


https://docs.aws.amazon.com/cognito/latest/developerguide/service_code_examples.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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BB XA TR AR AWS K

R RL2REREK , B AWS Organizations & IAM Identity Center BB &£ ARKEEIE AT
IR AWS IKF . BXEZER , HSH (IAM AFERE) $1 IAM £ &EREK,

YRETLATE 1AM Identity Center R8I A |, £/ Microsoft Active Directory , fEF SAML 2.0 & {312
7 (IdP) , & FRE IdP BMEXEBIHP, AWS IKFEAIERAEF—fS5% , FAFRMEIE
R, BETMBHMITZESHRIE (MFA) AEAIGEHES AWS K- #1THE. X5 IAM AF
TR, GER—AUARENKBAEIE , HETELEINAWS BREHZEXEK,

RADEHRFELE IAM A

WMRERZE AWS |, ATLGIE - IAM AR, RAREAECRESTHEHRE AWS FrRHHA
B, BRI ALERALRFIE , BRNBWEBREDZNREZNEA,

SNTFUTAG , FARER IAM AR AREEEE N AWS :
- FFEAERAEH AWS SDK T E |, HEDEHRE AWS RSE d#1TIRER,

- EEITREF , ETFAIXBFAISERZRENITTYMA, FlLNEMB3LRE,

MREEXLERFIZHAER IAM AR, ERRITEER IAM Identity Center SIFEH & MR EREE S F
ZAWS K i, BXEZER , B2 H AWSHH FHEKEIE,

BRIAM BFipRZERARE

ERIZEERIR 1AM A R B4A. 25 (AM BPER) | RBRR TSB48RS TR,
MBAEUN B ET/DOIET 46 1AM B EB4 | ERIRENT EEE.

IAM A Fif B 2R R R E A T EH LN E AWS credentialsX#H, B2 IAM BF 5 RIS
AERELHNREH, F2FES IAM AP ERZANEE X FEIEMRRBEERGF. TR
T H git-secrets FAETEAUHE BB E LR P RHAREERRXE Git #FE, AXESEE , BS
59 IAM AR PRy IAM B4 (B, AFENAS ).

ERE IAM AFPUFRER , 58 FAKEEE#HTEHEIUE AWS SDKs 1T E,

FEREHEIEHITEHRIE AWS SDKs f1ITE

RIMNBINEEBESLRN AWS SDKRITE | FHMEA IAM B4HFR 0% AWS SDK M1 TE#TEHKIFEEE
KAEREREGRI—EER, B2 , BuLEFMER AWS BRI AR RENIGFHES, EXLIR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
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NELESHE , FREEHHEILE. EUTNEREXHHERAIGRZIE , TR EAERSRE EMRE
REEME,

REXEK  RNBWENNARFEAREATRENENFIE , MARFHEERIUEXHPHEEE
AT

« —%h AWS it E RS , HlIN7E Amazon Elastic Compute Cloud AT &K M AR AWS
Lambda.
TR EEPWEMED , FlFEA IAM 54 H 0% AWS SDK M T E#1T7 HHKIE,

- AIEA #HESIRMAE kRt EIE,

ERM AWS 15 1R] 7] P P8 R B8 R HI R R B R U S 4

1. SIBHAZEEIEXH,
2. EFRIUEXMHF , iU T SUAFXAR , BEEMEERA IR EIER I,

[default]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>

3. REZMMH. X ~/.aws/credentials MENZEETEN AT ARG L, MBKRIEESR
ENHEBEBEXMY , W XHEE SDK T EFEAMNBAIN] BB 4.

4. FFAWS HEITF,
5. RBXLEFI)FHIFTIATHEAM AWS FHREITFES IAM ABIEH,

a. NWTHENHBERNSER 4, ERBAUURFIHENBELUEZZNFLERN IAM B68ZF. It
ABNBMBEEILITPowerUserAccessHITF XA R o

b. NFEEMNEBERNIER 7, EBEFIHNEEXHRMNBEH AWS EiE X4 &I HEH A
=
6. FEHINEIERMEE RN Acredentials X H, MBREEAWRdefaultBENXH , NFE
BEEARNEEXHFEH. BHXHNELTFUTRE,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZVERYLONC
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https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosignin.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
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7. {&1F credentials X4,

4 SDK tIERFSEFimE , eFAEX LR EIEHFeiR T8 MNMER, BH R 5a FIEER IAM
AENRERE T RN FIENEREE. KESFEMBER 12 DT,

EREHMETS G , BSR4 3 7,
FEREKHELEH#HITEHRIE AWS SDKs f1ITE

/A Warning

ATHEZENKE , EREXTARMERLBEREEN , E2EH IAM BPR#ITESHRKIE , ™
EERESHREENERS ZMHRIE , Hli AWS IAM Identity Centero

MREER IAM AFETERRE , IFAREFNHHFFATIEGHR I EFFERARE AWS
credentialsX#HHH K IAM AFPIEB#HITHHRIU, BF IAM TEHPHEZEHESEE , HRIR
IE | IAM Identity Center 5§ E ftblf§ B X

BEXFIENEEBEENEmM
BXREINESL

« FAERAKSARFTIENRTR AWS FiR. XL TR 2 RAVIKF U5 7 B3 LHH,

- FEENARRFMHAPRFEMAGRZASLETIEEE . WREXEM , WEFME &SN HLFH
EFEHEMERT , 2ABARBERIENXR,

- FEEME XEHRHRAZERIERN X,
« FEE , FHERE AWS credential sXHHFHAEERBE AL XA X174

BERLZ2EERUENESERE

EXMARLEE AWS EHH — BT, BSHTHEE AWS 5200 BESBAWS — K5
=, BT BRI ABSN  EERUTER

« XF Amazon Elastic Container Service (Amazon ECS) , A& A TESH IAM B,
« X F7 Amazon EC2 L6l LiZTHRARRE , £/ 1AM A€,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/general/latest/gr/
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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FORFAM - B AWS K

E#EH IAM AFiEE AWS RS, BEE—/ AWS K/ AWS iE$,
1. BIEIKF,

EQIEAWS K, BSFEAI]  fREEX AWS /B ? £ (AWS K EE 2EEE) .
2. BIEEEAFR,

B root AFIKS (EEIEZNAKBIKS ) TREEREFANES. MAECIR-NMEEAFK
o, CIAM BFiERE) B9 a2 S8 A & PR,

CIREERAPKP A CRKEZEFAEEE  SHFTHEHBAFKSACREEK,S ERNE R,
XFANK T EESE LE#HITT R AWS RELETNARERF AWS. EHHRESRK , EFECRE

BXEESHAR, RREIBRSAR, BXESEELE , 20 (AM BFERE) PHEASENRE

ST 1 BIRIERE IAM B

ZE (IAM AR RPRBIE IAM AP (#2418 ) IRREXRME IAM AR, 412 IAM AR
B

- RMNBWEZEDAFRE AWS EEZEFAHENR, XALEEY T LNRREREH
EITHARBIERE AWS RS |, HlineE AWS CloudTrail 21 B A5 X4 £ £ E] Amazon
Simple Storage Service, XFERBF R FIHEFELA,

« T REMNR - MRIED , FIEFEEMINKRE , UBERRLZRAF 2 EXRE G K.

s REBAITHEAIEQHEEFER Amazon S3 REERN R, EmNARFEMRY
Amazon S3 £ RINER , HEREM MBI B P AmazonS3FullAccess K&,

« BB ZIRPAEXRIRENRYLRFFEN RS R,

HIR 2 IREVERY I R E A

1. EIAM Z2HaNSMERS , &RAF , RREREZHIZAFH User name,
2. HEAPNTEL 6 ERZE£XUENH. R, EHEZRHAT , ZREHRZH,

3. XNWTFRIRFEEZEASEK 1, &R wHITHRME (CLI) N AMRB, XWMET ALK HHAKLEM
& , A5 AWS CLI M —i2 A SDKs.

KHIEIE 37



https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html#create-an-admin
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console

AWS SDKs FI T & BEEE
4. NTFOIRFRIBASER 2, MATERICHERT %,

5. WNTOIZBLAZEALR 3, IEFE T .csv XHLMRFIEEET IAM A 7= 175 8 2240 M 3 3 177 7 %2 4R
B .csv X, MEEREBRRER.

/A Warning
EAEINZSERERBRIXILEZTIIENRS,

6. 1%£$% Done (5EM)o

S| 3: BHHLE credentials X4

\|

1. BIBEHITFHE AWS credentials X, LEXHTE Linux Ml macOS R& LR ~/.aws/
credentials , 7 Windows £ %USERPROFILE%\.aws\credentials, BEXEZEL , &
S EIEXHALE,

2. FUTXARRIMBEHKE credentials XA, FFRHGID EMRHIZHBEEZER I LB TEHH
.csv XHHWE,

[default]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE
aws_secret_access_key = wJlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

3. REEXH.

HE credentials XHREFEZIENZRELG R, ENETLRENRNREE , BRNELENS
B, BSHE AWS HRFEH. XR2—MANSR , BERITEZWERRIEER IAM Identity Center SLE
GBI, FIEERKHRIERE , FiEBMHEE credentials XA BRI LEFIE,

FEH IAM B3I E 2] Amazon WA AREFEHITEHREIE EC2

L RBIA B a4 % & —NEHE Amazon S3 RN FRAY AWS Identity and Access Management A€ |
DEEHEBR T IR EHITEREFANNARFPER,

EHETDHBEHITEREH LETEN AWS REF AT EGNARER , BEE - IAM 8 , RE
RFENIL L EC2 RAHRZABHNIR, BXEZER , 55 (5% EC2 AF#EmRm) EC2
& Amazon IAM &,

EC2 =4ty IAM At 38


https://docs.aws.amazon.com/credref/latest/refdocs/file-location.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
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BIE—IAM BB

#£IF KK AWS SDK N ARFAIREEADIH R —1 SDK M ARF AWS BRS kiniTiRfE. BlE—1 1AM
AEXRRTRARFEITARENNR,

Bl , ATIRLER—MFEFI Amazon S3 HWRIENRHN AR, % AWS SDK EREEM
Amazon S3 FIIEHAEY “Al]” #Hig.

1. BF AWS EEEFA HITFHF IAM £#2E& , Mk https://console.aws.amazon.com/iam/e
ESMBERYD , ERAC  RAEERUERAG,

NTF ERAMERME , £ AERERE | &F AWS R,

£ “AfI” T , % Amazon EC2 , RIFIEER “T—%7

N FRIMNR |, EMNREEFIRPIES Amazon S3 RiLFRINREIEE , REERT—%,
RMAABNEN , ARERCEAG, BiEXNEN , ARNEELE Amazon EC2 Efiit A

e,

2

Bz Amazon EC2 £fl H B EEM IAM B

BRI BEEHRITUT®RE | ALK IAM SE0IEHME3) Amazon EC2 3R4l .

« £ Amazon EC2 A F{SEHIRIR “RIEF 324 HITRE, EERTRENIRERSEE , ENRIT
AT R14E -

- EEGEAELT , NT IAM ZAREH  BEAE - SholRNAR,

Bk IAM 1 Amazon EC2 1R & , BN ARFHBRNL S EC2 24l , FNNARERFEHE
¥ Amazon S3 AR HYIREUR R .

Connect iE1#ZZ| EC2 =4l

E#E Amazon EC2 k6l , XHERM AR NARFEREIZXM , REETEZRNRAEF. EREE
BEYLUENFINERAN (BF ) B0 TAABRANLERS XY ; Bl PEM X4+,

AL, BATLR RN SSIR B M R TR E - EEE Linux SEAIEEEE] Windows K6, HEE
et |, BWAGTR LU XM R I EALE B R SR,
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https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
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® Note
£ Linux X macOS &iw b , BAMERARLEH G REFHMNAREF. E¥ scp BEA
BRANEEMER , TAERALUTHS : scp -1 path/to/key file/to/copy ec2-

user@ec2-xx-xx-Xxx-xxx.compute.amazonaws.com:~o.
BX Windows WEZEE | S E 3£ 5 E Windows £,

MREHERANE AWS TEE , WERHBAUUERATEQEZRINM, AXESEE , FSHALKEAN
TEONBEEAFEM.

£ EC2 k6|l LiETIENNARERF

1. FHENNARERF XA IR ) 25 8 FIE &8 Amazon EC2 K4,
2. BHNARFARIHETERREEFRITENLHNERAER.
3. (W) RINAEFREMEA IAM ABRHENEIE,

a. BFAWS EEEHA HITFF Amazon EC2 #2&& , Wik Hhttps:/

console.aws.amazon.com/ec2/,

b. &&HEXH,

c. MRERRE, REMNER IAMBE,

d. XFIAM & , FEEE IAM AR5 E IAM A6,
e. EEEHIAMBE,

f. BREBITZNAERF  FHINTEETRRER,

EA TIP {@4# 17510 AWS RS

Al B £ (TIP) 2 —TIhAE AWS IAM Identity Center , RFH AWS RS EERBREAFEM
( BlanBEARER ) MFINR. B AESFMOERE , TEE IAM AEFME M LT, BURBIER R
AWS BRHAF. tETXaEESHM AWS RS,

B ETXIEEMAMNKEGEERES AWS ;S A THERBRENER, XEELBIERBIER
(Bl IAM BRFORAF ) . ERIGRINRKN THIE ( H20 Amazon Redshift ) MiFRISEE ( 4l
W, RIEMER ) MTHIE. AWS RS #2UI5 AWS RS EA M T XX AR 5 B4 B P AR K
BROTRERR,. BRXEZELR , 5 ( AWS IAM Identity Center BF18E) H Y “0JE B 10151
BER”,

£ EC2 K| LT BN AEF 40


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instanceWindowsFileTransfer.html
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
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TIP BHALSXISFAE S 0EE AWS RS Wigh—E2FER. FRSEFEAEN , 5[ (Amazon
Q Business AIF#E8) ## Configuring an Amazon Q Business application using AWS IAM ldentity
Center,

® Note

RIEFEAR R Amazon Q Business , 2% Configuring an Amazon Q Business application
using AWS IAM Identity Center , LA T f#BRS545 E BV IR B B o

fEM TIP 4RI SERZ A

FEEATIRRTEEEFERZES
1. IBAFER ER T Java B9 AWS SDK = & F JavaScript B9 AWS SDK.

2. WINEERAN RS I TE S 0% B

S (AWS IAM Identity Center FIF#8§8) # AWS managed applications that integrate with
IAM Identity Center $k#Y Enables trusted identity propagation through IAM Identity Center %,

3. B A IAM Identity Center M A{E & 171% 1%,

B2 5 (AWS IAM Identity Center FIF$88) ) TIP prerequisites and considerations.
4. YRAE — Identity-Center-integrated S A i2 o

EZH (AWS IAM Identity Center FIF388) H# AWS managed applications 3 Customer
managed applications,

5. BATIREBE—NAETEMESE (TT) FHEMNRSFZIZEZE IAM Identity Center,

BEZH# (AWS IAM Identity Center FIF$88) Y Prerequisites for trusted token issuers # Tasks
for setting up a trusted token issuer,

ERBPER TIP H4F

1. RIE WS & R E 4R,
2. IZATELNRENBRS T/ RIS, AWS RS ABIARMAESHEBEEREELRSE

P o
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https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-that-work-with-identity-center.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-that-work-with-identity-center.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overall-prerequisites.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-quick-start-setting-up-identity-center-to-test-awsmanagedapps.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-trusted-identity-propagation-set-up-your-own-app-OAuth2.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-trusted-identity-propagation-set-up-your-own-app-OAuth2.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-apps-with-trusted-token-issuer.html#trusted-token-issuer-prerequisites
https://docs.aws.amazon.com/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
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TIP B ER UL TRASE

- webTokenProvider : /771 7T NEAZBH B IRAE L IREL OpenlID T b M KT BB

- accessRoleArn : ZI@BHEFARAFNER ETXRAN IAM A€ ARN , FRIRES H185mE
Eil,

- applicationArn: BEFHmENARFNE —RRAFRE, HELEEE OAuth RN NARERF
ARN,

- sso0idcClient: ( AJi% ) EBZEFEXEER SSO OIDC &/ , flaiSso0idcClientEA
F Java = for client-sso-oidcH JavaScript® Fim. MRKEM , MFRGCHEREXA
applicationRoleArn # OIDC & F i,

- stsClient: (7t ) EEEFENEEN AWSSTS EF i, AFERAAFNEHRLTXRA
accessRoleArn, MR FKEM | MapplicationRoleArnfF3Lfi{t HFEH EEFEHK AWS STS
B,

- applicationRoleAxn: ( Ali% ) EFEAH IAM B ARN , AssumeRoleWithWebIdentity A&
Al LA5|S OIDC 1 AWS STS & F o

o MBREM K NAFEITIREM sso0idcClient M stsClient S,

- IREAH , M applicationRoleArn WETEES accessRoleArn SHKE
[E. applicationRoleArn ARMEMA T A accessRole #Y stsClient, #0157 & &R 48 R HY
A applicationRoleaccessRole , MIEREFAACRKNEESD (BRAGRIER) , X2
TH. AWSEXEZFAER , BZHALE.

sso0idcClient, stsClient #1 applicationRoleArn S EFEEI

BB TIP fEfret , BRI ERHNSHEEZUATRER :

« MBMHIBMT sso0idcClient M stsClient :

« sso0idcClient FMYEIER B A oauth:CreateTokenwWithIAM #XBR , LU A Identity Center
SRIKREX Identity Center 2 EHAF LT3,

« stsClient EFHWEIEREH accessRole £ sts:AssumeRole  sts:SetContext X
PR, accessRole AFEERIES stsClient EMEIEMEERXR,

- MREIREMT applicationRoleArn :

 applicationRole NEBMFERIR (1dC 3Kfl, accessRole )y
oauth:CreateTokenWithIAM, sts:AssumeRole fl sts:SetContext ™[R , BRiZA®
FATFHE OIDC # STS & F i,

ERBAER TIP B4 42



https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/ssooidc/SsoOidcClient.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/Package/-aws-sdk-client-sso-oidc/
https://aws.amazon.com/blogs/security/announcing-an-update-to-iam-role-trust-policy-behavior/
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 applicationRoleMZ5RA TERK HMHIREEREUFEXRwebToken , BHwebTokeniF A
F &3 7 4 89 AssumeRole WithWebldentity 8 FA SR & ApplicationRoles

ApplicationRole B¢ & Rl :

Web &R HEENEIERE

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::ACCOUNT_ID:oidc-provider/
IDENTITY_PROVIDER_URL"
.
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"IDENTITY_PROVIDER_URL:aud": "CLIENT_ID_TO_BE_TRUSTED"

}
}
}
1
}
PR KB :
{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"sts:AssumeRole",
"sts:SetContext"
1,
"Resource": [
"accessRoleArn"
]
I
{

ERBAER TIP B4 43


https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
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"Effect": "Allow",

"Action": [
"sso-oauth:CreateTokenWithIAM"

1,

"Resource": [

i n

]

£/ TIP B K53 RAB

LTRRBIERT AR ERTF Java B AWS SDK SRERB LI TIP #&H4H EA T JavaScript B9
AWS SDK,

Java

E7E ERT Java B9 AWS SDK B A fEA TIP @4 , BWEEEUE pom. xm1 X4 ARG E 7 89 9 4%
B,

<dependency>

<groupIld>software.amazon.awsidentity.trustedIdentityPropagation</groupId>

<artifactId>aws-sdk-java-trustedIdentityPropagation-java-plugin</artifactId>
<version>2.0.0</version>

</dependency>

ERAREH | 8% software.amazon.awssdk.trustedidentitypropagation BAEERH
BEA,

UTREVERT QIR AIESOEBRERSFFERMEBRSEFHNAMHER, XA ROIERE
F8 Amazon S3 fERN RS H#S3AccessGrantsPlugin AREEAF WS ENIR , BN ATE
il AWS RS XIFAI1E B 1021 (TIP) AXBR,

® Note
NFXERH , EFEMN S TANRERRERAFFENNR. AXEZHARE , 5S
% S3 s (A R PR E 2 345,

ET 1 FEFH4ZiE OIDC M STS &/ i
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-grants.html
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Sso0idcClient oidcClient = SsoOidcClient.buildexr()
.region(Region.US_EAST_1)
.credentialsProvider(credentialsProvider).build();

StsClient stsClient = StsClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(credentialsProvider).build();

TrustedIdentityPropagationPlugin trustedIdentityPropagationPlugin =
TrustedIdentityPropagationPlugin.builder()
.webTokenProvider(() -> webToken)
.applicationArn(idcApplicationArn)
.accessRoleArn(accessRoleArn)
.sso0idcClient(oidcClient)
.stsClient(stsClient)
.build();

S3AccessGrantsPlugin accessGrantsPlugin = S3AccessGrantsPlugin.builder()
.build();

S3Client s3Client =
S3Client.builder().region(Region.US_EAST_1)
.crossRegionAccessEnabled(true)
.addPlugin(trustedIdentityPropagationPlugin)
.addPlugin(accessGrantsPlugin)
.build();

final var resp = s3Client.getObject(GetObjectRequest.builder()
.key("path/to/object/fileName")
.bucket("bucketName")
.build());

R 2 . [MEFIWRCIBRZBL MY applicationRoleArn F #E5E 62

TrustedIdentityPropagationPlugin trustedIdentityPropagationPlugin =
TrustedIdentityPropagationPlugin.buildexr()
.webTokenProvider(() -> webToken)
.applicationArn(idcApplicationArn)
.accessRoleArn(accessRoleArn)
.applicationRoleArn(applicationRoleArn)
.build();

S3AccessGrantsPlugin accessGrantsPlugin = S3AccessGrantsPlugin.builder()

R TIP AT R 45
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.build();

S3Client s3Client =
S3Client.builder().region(Region.US_EAST_1)
.crossRegionAccessEnabled(true)
.addPlugin(trustedIdentityPropagationPlugin)
.addPlugin(accessGrantsPlugin)
.build();

final var resp = s3Client.getObject(GetObjectRequest.builder()
.key("path/to/object/fileName")
.bucket("bucketName")
.build());

BEXEZFMEENFIKIR , S trusted-identity-propagation-java_E# GitHub,
JavaScript

EITUT oS EEN ERT JavaScript B9 AWS SDK Tl B %% TIP SR RITHEHS :

$ npm i eaws-sdk-extension/trusted-identity-propagation

B4 package. json NEESU T RLMARBIN

"dependencies": {
"@aws-sdk-extension/trusted-identity-propagation": "~2.0.0"

iy

ERRBH | B AFTEMN TrustedIdentityPropagationExtension #K#i,

LT REERTRIETESOEBRUEXRFAHSERFBRESELHHNFEM AR, XN REEE
F Amazon S3 ¥EN RS , HFIA Amazon S3 HRIXRRERE A F WS ENR , B0 AR A FEM
AWS RS ZFAIE B 0% (TIP) FIXER,

® Note

X FIXERE , BFEEMAmazon S3 FRIRREZFREAFRENNR. BXRESFAH
58 , 12 Amazon S3 1 B X REE X,

ET 1 FEFH4ZiE OIDC M STS &/ i
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import { S3Client, GetObjectCommand } from "aws-sdk/client-s3";
import { S3ControlClient, GetDataAccessCommand } from "@aws-sdk/client-s3-control";

import { TrustedIdentityPropagationExtension } from "@aws-sdk-extension/trusted-

identity-propagation";

const s3ControlClient = new S3ControlClient({

region: "us-east-1",
extensions: [
TrustedIdentityPropagationExtension.create({
webTokenProvider: async () => {
return 'ID_TOKEN_FROM_YOUR_IDENTITY_PROVIDER';
1,
sso0idcClient: customOidcClient,
stsClient: customStsClient,
accessRoleArn: accessRoleArn,
applicationArn: applicationArn,
1),
1,

1)

const getDataAccessParams = {

};

Target: "S3_URI_PATH",

Permission: "READ",

AccountId: ACCOUNT_ID,
InstanceArn: S3_ACCESS_GRANTS_ARN,
TargetType: "Object",

try {

const command = new GetDataAccessCommand(getDataAccessParams);
const response = await s3ControlClient.send(command);

const credentials = response.Credentials;

// Create a new S3 client with the temporary credentials
const temporaryS3Client = new S3Client({
region: "us-east-1",
credentials: {
accessKeyId: credentials.AccessKeyId,
secretAccessKey: credentials.SecretAccessKey,
sessionToken: credentials.SessionToken,
1,
)8
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// Use the temporary S3 client to perform the operation
const s3Params = {
Bucket: "BUCKET_NAME",
Key: "S3_OBJECT_KEY",
I
const getObjectCommand = new GetObjectCommand(s3Params);
const s30bject = await temporaryS3Client.send(getObjectCommand);

const fileContent = await s30bject.Body.transformToString();

// Process the S3 object data

console.log("Successfully retrieved S3 object:", fileContent);
} catch (error) {

console.error("Error accessing S3 data:", error);

®I 2 FEFIRLEEZZELTEY applicationRoleArn HH#ER 4 22

import { S3Client, GetObjectCommand } from "eaws-sdk/client-s3";

import { S3ControlClient, GetDataAccessCommand } from "@aws-sdk/client-s3-control";
import { TrustedIdentityPropagationExtension } from "eaws-sdk-extension/trusted-
identity-propagation";

const s3ControlClient = new S3ControlClient({
region: "us-east-1",
extensions: [
TrustedIdentityPropagationExtension.create({
webTokenProvider: async () => {
return 'ID_TOKEN_FROM_YOUR_IDENTITY_PROVIDER';
b
accessRoleArn: accessRoleArn,
applicationRoleArn: applicationRoleArn,
applicationArn: applicationArn,
1),
1,
h)7

// Same S3 AccessGrants workflow as Option 1
const getDataAccessParams = {

Target: "S3_URI_PATH",

Permission: "READ",

AccountId: ACCOUNT_ID,

R TIP AT R
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InstanceArn: S3_ACCESS_GRANTS_ARN,
TargetType: "Object",
i

try {
const command = new GetDataAccessCommand(getDataAccessParams);
const response = await s3ControlClient.send(command);

const credentials = response.Credentials;

const temporaryS3Client = new S3Client({
region: "us-east-1",
credentials: {
accessKeyId: credentials.AccessKeyId,
secretAccessKey: credentials.SecretAccessKey,
sessionToken: credentials.SessionToken,
},
18

const s3Params = {
Bucket: "BUCKET_NAME",
Key: "S3_OBJECT_KEY",
};
const getObjectCommand = new GetObjectCommand(s3Params);
const s30bject = await temporaryS3Client.send(getObjectCommand);

const fileContent = await s30bject.Body.transformToString();
console.log("Successfully retrieved S3 object:", fileContent);

} catch (error) {
console.error("Error accessing S3 data:", error);

BEXEZFMEEMFIIR , S @trusted-identity-propagation-js L8 GitHub,
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AWS SDKs I TERESE

SDKs Rt ETIESHAR APIs . AWS IRFEMNATRUHIT AP BAMEN—LEETH , 2
BEHARIE, ERTANE, Nk, SDKs tfllFEEHER BN RENREA T ENERNEILE , £
ATHIRSWIRE , ARKEHATERRENE.

UTERNMATAXEERENFARES

« AWS SDKs # Tools #frE{L ZIF R E— BAZITREBEZ A SDKsIEPHIRME Z BRI FR A
1t,

« AWS SDKs # “T B” $r (bt Thae— BRAIhEEE Z MR SDKs,

BIERSEF in

ELUREF IR AWS RSS , SDKs &2 3 AWS BRSSE I &E F il class/object . Hl40 |, i RIEH N
RAREFZEZHRLSH#H EC2 , NENWRMARFS6IE— Amazon EC2 BEFIHEN KK S1ZRFED,
RfE , BUUFERARSEFwBZ AWS RFEAHER. EASZSHIERT SDKs , REEF BN RER
AZY , AEAAAREAHBERNEMNRSCIE—NMNINE, R , HEATRNWEERE - RS X
HiE R,

RER LR

2RIEERET KZH SDKs AXBFHER Z AWS RSEMATIEE, FiFREEFMEINEE,
FiE#h7 SDKs HME—RFbS (HKRF ) , 1R EXEWS (HKR ) , MERTLBREN
B, ATREBEERML RN E

1. ZRBHPIRFEFAHE T LRENTMENRETRL L THMOTMARE,

- BEEEVUBRESNMRERTRE  tUURESEANAANESMNRERHTESR. XTF AWS
CLI 5 AWS Tools for PowerShell , 1R ABEG T LRAANSMNRESHNER, XTF
SDK , EX 2B URAEERHIE AWS BF BEFRREEN RN ENEZEAEN API BFig
BERNSBHER,

2. XIR Java/Kotlin : REZREN JVM REEM. MRERE , FEAZEXREERTF K.
3. REARENRETE, WRERE , NMEAZEXREEREF W,

4. SDK £EHZEH credentials XHFREZIRE. MRBIRE , WEFWHHEHZE,
5. REHEM config XHRERZRE, MEFEZRE , U SDK FEAZIZE.
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« TLAMER AWS_PROFILE BT EH aws.profile JVM REEMRIEE SDK EMEAIE &L
%,

6. RIEF 2R SDKIRKBA H RV EMERIAE,

@ Note

BL SDKs TEARLBRTENIRFHITRE, Ik, FL& SDKs M TEEIFHMAFM ML
RSB A E, Flan , ERT NET B AWS SDK %X #E N SDK E/EM HAkIR. B SDK
RITEMAENRAENESELS  FEREEEEMAN SDK RTENBEEM,

IR REME S ZREFEAHBEHMS L, Hlin , MREBEHZconfigHFRE TEEX

#, WRELZ SDKZTEAREHMVEZF , TREKEHEAZEEXX 4. XEKE , IRE
fEcredentialsXHHFRMTIRE , MAFERAZIEEM A R2configHFMIRE, MREFEHRE
MERERELTE K ©f¥BZEcredentialsMconfigHFMIZIRE. &5 , £/ E%E (AWSCLI
WHTSHR API 8 ) SIRBHNEBEFEZZTONAIEHME,

TERAEERIRERH

FEEHPRESERSNEXRTNEFEANET TUBET B RENTHARE, TRIIETEREM
FUEXHRE, MEETEUR (KT Java M Kotlin SDKs ) AIAERBZAR TEREZINEEN JVM i
B, FNMNIRPEZENEN TR OENAYIRETH,

« ConfigM#iRESIxK

« CredentialsX#igE%Ik
« INETEIR

- JVM REBMIIR

SAEHEMERDEBE—ATE , HPFHTATREZDENEE, SMEEOEEETUE
FRRERNIEE T, SEFETERE (EAT Java A Kotlin ) 1B JVM REE MR 1T
BB, BIEEBLIEFESXRNSE  ARERREMES LHWRPEEE, REFRRES
SERE L BB TR | BRATHEHE RN,

ERPRILFERAE (WRE ) , MRETRITEMARE , REFRERZE, HRPEEL T ZIRE
R A ME.
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Blan , THEHR BERES ThERHEAIRE RS

disable_request_compression RHIEEMEELRXRTUTAHR :

s BEEMERMNAEMUARERBE 2R ERES . BRI -
- £ disable_request_compression EEEXHHHITIRE
« {#/ AWS_DISABLE_REQUEST_COMPRESSION FHRENNIETE

- MREFEAKR Java I Kotlin SDK , NE AT LAEA aws.disableRequestCompression FH
RER VM REEM

(@ Note

AREE A — MR N EZERBTEEMERNINE , BHTXMSER SDK My , Hit
RSERENR. MRFEERBDHPERRELRE , FSHEAEHN SDK EER API S E,

o MBEFRHATEMEE , NZEFERIAR false,
- WWHRERENHE —BERER true M false,

SN INAE T E MY EEEBERE — 4 Support b y AWS SDKs # tools &,

ZRALTREN SDK REXFZINE LI EMNIRE, Supported S R~EZHFLS , EETIIE :

* Yes : Z SDK T X FHIRMWRE,
« Partial : XFIHPRE , RETHEHEHREFMTE. XTF Partial , 28— &M IERREBR
=,

* No : AXFFEMIRE. XATRHEARBRREAUKINMEEEE ; B TFFIFF LA INERE
BiRE,

Config M fFiRIEFI&K

TRAPFIHEREATUELE AWS configXHH o E. EMNRELRUKN , KWBIFAAEA AWS IR
5. SDKs METERAREXFMIEFNRENIMELE, BEEENZE) SDK FTEXFHIREME
BEZE  FSHEMN SDK T EERM,
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BREBM Details

account_i EFkFHWARED R
d_endpoin

t_mode

api_versions ENEEIRE
auth_sche SRR AE

me_preference

aws_acces AWS 77 |7] 224
s_key_id

aws_account_id HETFKFHNARTS
aws_secre AWS i8] 2 4A

t_access_key

aws_sessi AWS 17 7] 4R
on_token

ca_bundle ENEEIRE
credentia HEEZITREE
1_process

credentia RA/EBEIIREE
1_source

defaults_mode EeeElEEIAE
disable_h ENETEEA
ost_prefi

x_injection

disable_r B3R EYE
equest_co
mpression
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BEAW

duration_
seconds

ec2_metad
ata_servi
ce_endpoint

ec2_metad
ata_servi
ce_endpoi
nt_mode

ec2_metad
ata_vl_di
sabled

endpoint_
discovery
_enabled

endpoint_url
external_id

ignore_co
nfigured_
endpoint_urls

max_attempts

metadata_
service_n
um_attempts

metadata_
service_t
imeout

Details

RABBFIEREE

IMDS EiFf2 it &

IMDS ZEiFfR it &

IMDS ZiFiR it &

/\\\ k fy-l

BETRISHNIKI

RABBEIREE

BETRSHRS

EEHTA

Amazon EC2 34l 7t 2k iE

Amazon EC2 324l st 3z

ConfigX iR EFI&
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RER

mfa_serial

output

parameter

_validation

region

request_c
hecksum_c

alculation

request_m
in_compre
ssion_siz
e_bytes

response_
checksum_

validation

retry_mode

role_arn

role_sess
ion_name

s3_disabl
e_express

_session_auth

s3_disabl
e_multire
gion_acce
ss_points

Details

RABBFIEREE

EAERERE

EAERERE

AWS Xi5

Amazon S3 HETE MR

ERES

Amazon S3 B TE MR

EWTH
RABBFIRHEE

RABBFIREE

S3 Express One Zone £1iF /A RIE

Amazon S3 ZXigjial =

ConfigXHiREFI&K
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BEAW

s3_use_ar
n_region

sdk_ua_app_id

sigv4a_si
gning_reg
ion_set

source_profile
sso_account_id
sso_region

Sso_regis
tration_scopes

sso_role_name
sso_start_url

sts_regio
nal_endpoints

use_duals
tack_endpoint

use_fips_
endpoint

web_ident
ity_token_file

Details

Amazon S3 EA R

NMAEF ID

SRRUL =
RKASEEIEREE

IAM Identity Center ZiF {2 &
IAM Identity Center EiF IR &
IAM Identity Center EiFiR{E &
IAM Identity Center EiFiR{E &
IAM Identity Center EiFiRE &

AWS STS X% =

WAL F FIPS w2

N FIPS ¥ =

KASEFIRAEE

ConfigX iR EFI&
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Credentials M HiREFIXK

TERFPHIHMRERMUERLEZ AWS credentialsX#H4F o8, BINRSKMMN , FWEMEA AWS
fR%., SDKs MAIEZX AR iFEMNIRBMNETE, EEFNZT L) SDK T EXFMNIRERN
HETE | BHSHEHSN SDK R T EFEE.,

B &M Details
aws_acces AWS 7 7] 224
s_key_id
aws_secre AWS 77 |7] 224

t_access_key

aws_sessi AWS if 7] % 4H
on_token
IMETE5 &R

TRHIET SDKs AZHXEFNIMETE, SIIELEKMEN , FWAFRE A AWS R, SDKs mA
TERMRER TS RENINETE, EEENTE N SDK I EXEHWRENKETE B3R
B4H SDK H T EIER,

BB M Details
AWS_ACCES AWS 17 8] 4R
S_KEY_ID
AWS_ACCOUNT_ID EFKFPHLIRT
AWS_ACCOU ETKFHAKIHT S
NT_ID_END
POINT_MODE
AWS_AUTH_ BMOR®WIEAE
SCHEME_PR
EFERENCE

Credential sX#iREDIX 57
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RER

AWS_CA_BUNDLE

AWS_CONFIG_FILE

AWS_CONTA

INER_AUTH
ORIZATION
_TOKEN

AWS_CONTA

INER_AUTH
ORIZATION

_TOKEN_FILE

AWS_CONTA
INER_CRED
ENTIALS_F
ULL_URI

AWS_CONTA
INER_CRED
ENTIALS_R

ELATIVE_URI

AWS_DEFAU
LTS_MODE

AWS_DISAB
LE_HOST_P
REFIX_INJ
ECTION

AWS_DISAB
LE_REQUES

T_COMPRESSION

Details

EANEERE

BRMEBIHLEZcredentials X

#configAWS SDKs Ml T EH{u B

REFIERME

REFUREE

REFIERME

REFUREE

BReE EMINE

ENBEEA
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RER

AWS_EC2_M
ETADATA_D
ISABLED

AWS_EC2_M
ETADATA_S
ERVICE_EN
DPOINT

AWS_EC2_M
ETADATA_S
ERVICE_EN
DPOINT_MODE

AWS_EC2_M
ETADATA_V
1_DISABLED

AWS_ENABL
E_ENDPOIN
T_DISCOVERY

AWS_ENDPO
INT_URL

AWS_ENDPO
INT_URL_<
SERVICE>

AWS_IGNOR
E_CONFIGU
RED_ENDPO
INT_URLS

AWS_MAX_A
TTEMPTS

Details

IMDS EiFfRfit &

IMDS FiFiR &

IMDS EiFigfit &

IMDS FiFiR &

Uit SR H

ERTH
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RERWH Details

AWS_METAD Amazon EC2 =4It #dE

ATA_SERVI

CE_NUM_AT

TEMPTS

AWS_METAD Amazon EC2 =4l T #iE

ATA_SERVI

CE_TIMEOUT

AWS_PROFILE FHAfEZconfigfllcredentials MXH#TE
BftE AWS SDKs f1T &

AWS_REGION AWS [Xig

AWS_REQUE Amazon S3 I TE MR

ST_CHECKS

UM_CALCULATION

AWS_REQUE BRES
ST_MIN_CO

MPRESSION

_SIZE_BYTES

AWS_RESPO Amazon S3 HiE T E MR
NSE_CHECK
SUM_VALIDATION

AWS_RETRY_MODE BiR1TH
AWS_ROLE_ARN KRAABZIIRHEE
AWS_ROLE_ KRAABEIFRHEE

SESSION_NAME
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BEAW

AWS_S3_DI
SABLE_EXP
RESS_SESS
ION_AUTH

AWS_S3_DI
SABLE_MUL
TIREGION_

ACCESS_POINTS

AWS_S3_US

E_ARN_REGION

AWS_SDK_U
A_APP_ID

AWS_SECRE

T_ACCESS_KEY

AWS_SESSI
ON_TOKEN

AWS_SHARE
D_CREDENT
TALS_FILE

AWS_SIGV4
A_SIGNING

_REGION_SET

AWS_STS_R
EGIONAL_E
NDPOINTS

AWS_USE_D

UALSTACK_

ENDPOINT

Details

S3 Express One Zone £i& 5 RilE

Amazon S3 Z[Xig 58 &

Amazon S3 EA R

NMAERF ID

AWS if[a] Z24R

AWS 177 Z24A

ERMESIHLZcredentials X
#configAWS SDKs F1T Efy{uE

ANV

AWS STS XiEim S

N FIPS i
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BEAW

AWS_USE_F
IPS_ENDPOINT

Details

WAL F FIPS i R

AWS_WEB_TI KRAABEIFRHEE
DENTITY_T
OKEN_FILE

JVM RE B HHI&R

BALEUT JVM REBHAT EAT Java iy AWS SDK #1 5& A F Kotlin B9 AWS SDK ( JL JVM

NEIR) o BRUARE JVM RSB MR

BEAWM
aws.accessKeyId
aws.accountId

aws.accou
ntIdEndpo
intMode

aws.authS
chemePref
erence

aws.configFile

aws.defau
1tsMode

aws.disab
leEc2Meta
dataVl

Zfthe section called “TNfARE JVM REEM,

Details

AWS 177 4R

& TIK /B R

ETK/FHLRT S

ORISR FE

BRMEBIHLZcredentials X

#configAWS SDKs FMl1 T Ef &

Rl ERMINE

IMDS fEiF {2 it &

JVM REE M FIR
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BEZ Details

aws.disab EABIREA
leHostPre
fixInjection

aws.disab BRESR
leRequest
Compression

aws.disab S3 Express One Zone & 1% 5 B RiE
leS3Expre
ssAuth

aws.ec2Me IMDS EiFig it &
tadataSer
viceEndpoint

aws.ec2Me IMDS &iEiRfit &
tadataSer

viceEndpo

intMode

aws.endpo KRR
intDiscov
eryEnabled

aws.endpointUrl BETHRZFHNHI

aws.endpo BETRFHNRS
intUrl<Se

rviceName>

aws.ignor BETRSHNRS
eConfigur

edEndpointUrls

aws.maxAttempts BiR1TH
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RER

aws.profile

aws.region

aws.reque
stChecksu
mCalculation

aws.reque
stMinComp
ressionSi
zeBytes

aws.respo
nseChecks
umValidation

aws.retryMode
aws.roleArn

aws.roleS
essionName

aws.s3Dis
ableMulti
RegionAcc
essPoints

aws.s3Use
ArnRegion

aws.secre
tAccessKey

Details

FHAHZconfigflcredentials M#H#ITE

FEE AWS SDKs fITE

AWS X1

Amazon S3 HE B MR

ERES

Amazon S3 HETE MR

EWTH
RABBEIREE

RABBFIEREE

Amazon S3 % XI55 8] &

Amazon S3 EA R

AWS 15 [&] 2 A

JVM REE M5
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BEZ Details

aws.sessi AWS 58] Z24R

onToken

aws.share ERMNEHHLEcredentials X
dCredenti #configAWS SDKs M T EMVE
alsFile

aws .useDu MR FN FIPS i =

alstackEn

dpoint

aws.useFi MHERR R FIPS M

psEndpoint

aws.webId KABBEITIRHEE

entityTok

enFile

sdk.ua.appld NMAERF ID

AWS SDKs # Tools #r/E{LEIF RS

TEEIREF AT —BORMINE , HEEW S SDKSIEFRRHEEHHUAMBH SR ITHE, X7t
— MU URSE S MR W E= D FEME SDKs, AMEREHBITUERBHEES. BXHFAE
B, BSHRENEE SDK AP,

/A Important
FIFFBERMAEE SDKs XA RMEE  EEXFRHABAMNAEIHE.,

ES]

- THREIAZIERHEESE

- JHET SDK MITEMNEIFRREEE
« AWS 178 4R
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BREITREMARS
- KABBZURMEE
- FREER#E
« |IAM Identity Center FEiF iR E &
- IMDS Fif Rt &
HESIEREE

THREIAZIR At &6

Fi8 SDKs ABBE—RFI R ( HRIR ) HEfRE , LEXKIIATEEARLERHEREILE AWS
F. REBHEILR , BRAEFELE, XHREMERMNEIEREREF5,

ERAEP - MrECEIEREEN , AWS SDKs AR EIEB B B EITIE+H. RieFIERM
ERDERABMREAE  NENSITREZEENBRNAREFEY R ENZEIE. SDK ZFHIE
KA EN A ST AL BR 1B

RESA SDK EANEESTHE , EEMNEESFEIT KR

FIRHEE B

AWS i 5] 22 4A AWS IAM AP RYiE R 2848 ( BIEnAWS_ACCES
S_KEY_ID . FAWS_SECRET_ACCESS_KEY ).

£/ Web 535k OpenID Connect #  ERAMEBNAISBEBRMEE (1dP ) ( FlE0 , Login with

ThE - ZRBARKIREE Amazon, Facebook, Google SEE At OpenID
Connect (OIDC) &/ IdP ) &%, FA () B8 JSON
MEShE (JWT) Ri% IAM A AWS Security Token
Service R, AWS STS

BREIRME KBRS B ZNFH G AN ERFEXENEIL,
IAM Identity Center ‘EiF {2 & MAFREVEIE AWS IAM Identity Centero
RAABEIREE BB IAM ﬂ@ﬂ’]*ﬂﬁﬂﬁﬂTﬁlﬂEf&ﬁiﬁo (REABHIE

REUE , RBRERIZEL) -
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EULRME 15 BA
BDeEiREE Amazon Elastic Container Service ( Amazon ECS ) #

Amazon Elastic Kubernetes Service ( Amazon EKS ) &
iE, ASRFIEREENEFNASBICLNARERRIEIL,

HEEITRME BEMNEIERME, MASRRRFRRE (235 IAM Roles
Anywhere ) SREUERYEIE,

IMDS ZiFiR it & Amazon Elastic Compute Cloud ( Amazon EC2 ) SE4I#&
BXHEI, ¥ IAM A5E8NE EC2 EHIMEXREK.
EZRG EETHARBRAINER ZACHIGREIE, &
i@ Amazon EC2 JuiiiE RS 1214,

WNFEPHNBINTR , BESHIBREENFE. EREBPEENREERER .. BER , &8 X
BTE MERARLZconfiglcredentialsXH#H T2 BEIE AWS SDKs FITE, BXEZEER
BSE RENE LR,

HET SDK MITEMNFZIRRHEEH#

EE#EDE SDK FTENBERIERHEEHFAES , BPMUATIIRFPIEREN SDKHTE :

« AWS CLI

- HEAT C++ Ky SDK
- @A T Go # SDK

« SEAT Java B SDK
&R F JavaScript

« & T Kotlin # SDK
- EAT .NET #5 SDK
« JEHAT PHP # SDK
« & T Python (Boto3) ¥ SDK
« @A T Ruby By SDK
- AT Rust #J SDK
« M T Swift # SDK
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https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/using-configuration.html
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« FF PowerShell

AWS i8] 2 4R

/A Warning

ANTBRRZENK , EFRETARGIOEESKIEN , F2EA IAM AFR#THARIE , ™
REERASEMREAENRKE BMEIE , 620 AWS IAM Identity Center,

AWS IAM AP 8 h R Z4A AT BEEE AWS iE$, AWS SDK 2B ERIXLE AWS ERZXE
APIER AWS , DUMERH TERRAINRZ S, HEMTGAEH AWS FRENBE. BWRAE
Haws_session_token , XEEZIEF RIGEH , SHEFBEN. FEWNWEHAKBEIL,

(® Note
MRTERFXLIGEHES , AWS Il AWS ATSELEKIEFN AR |, XL THERBH
TR EMW,

HZ AWS credential sXYREREREENHENE , IV TNABRFRERZHA ,
HEEHZconfigHH SDK FHERER D FTH.

ETHAX AWS EBANERABERANESEE , 28 IAM AFEEFHNAWS 22l BAEE
IAM H P EYT5 R 24

ER AT BABLE L D RE

aws_access_key_id-3*= AWS configX#i% &, aws_access_key_id-H= AWS
credentials XHRIE ( #ESE ), AWS_ACCESS_KEY_ID - }R3EZE £ aws.accessKeyId-JVM
REEM : PR Java/Kotlin

BEEERNILES—H7ATHAFHITEORIEN AWS 1R ZE4,
aws_secret_access_key-HE AWS configX iR &, aws_secret_access_key-
H#Z AWS credentials X HFiRE ( #E 5L ), AWS_SECRET_ACCESS_KEY - SMETE,
aws.secretAccessKey-JVM REE M : {XPR Java/Kotlin

EERERIERFSHNEIE—20 AWS ZH,
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https://docs.aws.amazon.com/powershell/latest/userguide/creds-assign.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html

AWS SDKs f1TE SEEE

aws_session_token-#Z= AWS configX#i% &, aws_session_token-£=E AWS
credentials X#HiRE ( #EHE ), AWS_SESSION_TOKEN - PFEZ &, aws.sessionToken-JVM
REEMHE - PR Java/Kotlin

HE— AWS 2E S | ZA AN AP T SO RIEN TN — 55, BRI EER K
HERKEASHENMREEN 35, AEEFDREMNZLRINT FRLEOM. ©
£ BNBUAKAERENRSTTRBKIEE, SXRLRBY , B5H AM PHELBES
B.

BRIMAREBX LEEN YR , FS5H EAERTIEHTSHKIE AWS SDKs M1TE,

fconfig@credentialsX#HrHigBiX LEXFEBENRH

[default]

aws_access_key_id = AKIAIOSFODNN7EXAMPLE

aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token = AQOEXAMPLEH4aoAH@OgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Linux/macOS B G STIRENETEN RH

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

export
AWS_SESSION_TOKEN=AQOEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Windows Bl s S TIRENETEN RH

setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

setx

AWS_SESSION_TOKEN AQoEXAMPLEH4ao0AHOgNCAPy. . .truncated...zrkuWJOgQs8IZZaIv2BXIa2R401gk

Support AWS SDKs by fl1 TE

LT A SDKs XEFART BB IEMRE. MBI FIIMERGEZH. ERT Java ¥ AWS
SDK M & A F Kotlin  AWS SDK Iff — X 50 JVM REEMHIRE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS SDKs f1TE

et

SDK

AWS CLI v2

ERT C++ By SDK

FEAT Go V2 (1.x) B SDK

FEATF Go1.x (V1)K SDK

FERATF Java 2.x B9 SDK

FEATF Java 1.x B SDK

FEH T JavaScript 3.x B4
FEIES

& A F JavaScript 2.x B SDK

E AT Kotlin B SDK

FERA T NET 4.x 9 SDK

FERTF NET 3.x 89 SDK

FEHAT PHP 3.x 8 SDK

& F Python (Boto3) Y
SDK

& T Ruby 3.x B9 SDK

EAT Rust B SDK

& AT Swift B9 SDK

EAF PowerShell V5 (N TE

ERAT PowerShell VAT E

53
#

=
=

Al AD

i

A0 WD KD D

fim

fn AD @D

fim

BERESZER

FEEHFEHZEWconfig .

BEFAHE config XHFIRE ,

fE ; BSHK1E,

FERFETE,

WIRFT B MBS B 34 DN RY Zh
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs f1TE SEEmE
BEREIRARE

BRLMERAIAEN AWS EEEZF S EFEIUERRTNTATREHRNEHIES. THRETRHFNS
BRIERERS , AWS 24 KER T PowerShell Xt FF A TE (520 CLAWS I, AWS HINTE )@
B IE+H. AWS SDKs

EARIX LIRS |, BT AWS CLI FiEfTaws login@® , HEE “AWS TE” Fi21T Invoke-
AWSLogin cmdleto PowerShell £ S EHIEPfFEALETF  HEESHEMA. AWS SDKsEHAE
PRE 15 28EIH , ER CLI SDKs 2RFEJFZBIRIFTIEF , HFEAE 12 e, RIFSEEIH
&, REFRREET CLI REFH EF PowerShell,

BXMPEERAZIEEMTEENEENXH |, Zlogin_sessionRERMAEERRTEREFILER
NWEEREAXEN T,

[profile console]
login_session = arn:aws:iam::0123456789012:user/username
region = us-west-2

RIABERT , EHAEIL MRS MEM#E Linux # macOS = $USERPROFILES\.aws\login
\cache Windows £#~/.aws/login/cacheB&TH JSON X##, XHBETEFRLXFEREMN.
IBALUBIS 1% BEAWS_LOGIN_CACHE_DIRECTORYIMEZ EXRBE1ZB %o

EXRABRE
ER AT BABLE LD RE
AWS_LOGIN_CACHE_DIRECTORY - S 5% &
FHM B3R, CLI Ml SDKs HEEFF#MRHIERLFEEXFNEFRRE,

ERIAE : ~/.aws/login/cacheE Linux # macOS Lt , &ESUSERPROFILE%\.aws\login
\cacheff Windows L,

Support AWS SDKs by f1 T &

LT AE SDKs X AT HHERWIIEERNRE, FTESD HINEREEFH, ERT Java B AWS
SDK 1 5&A T Kotlin B9 AWS SDK M — X3 F [ JVM REBHIRE,

ERRAD -


https://docs.amazon.aws.com/sdkref/latest/guide/access-login.html

AWS SDKs f1TE SEEE

SDK X BEHEZER
#

AWS CLI v2 =

ERATF C++ iy SDK =

BEATGoV2(1x)®WSDK &

FEAT Go1x(V1)HWSDK £

EATF Java 2.x B9 SDK 2

FEAT Java 1.x B SDK Fi

FEHAT JavaScript 3.x WE4E £
FARIES

FER T JavaScript 2.x B SDK &

& A T Kotlin B SDK 2
BT .NET 4.x #9 SDK =
ERAT NET 3.x 8 SDK =
EAT PHP 3.x # SDK =

& FF Python (Boto3) Y B ZEECRT

SDK
& F T Ruby 3.x #J SDK =
EH T Rust B9 SDK =
FERAT PowerShell Vs NTE £

ERAT PowerShell VAT E &
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs f1TE SEEE

RKARBEKIERHE

® Note

WETHRIZEREAFRBERSER Support b y AWS SDKs # tools FRIEHHEE , H50 7
RIS RERIRBE R E,

RigABHRER - AN REFIERGRIGRATETHRIN AWS FiR. XLIGeFEIER 15 R 24
ID, BMERZEEZEANMLZETHEERK.

EiRELH SDKFTERRKAAE , KAECUBIFARERANBESE, IAM BEHAE Amazon
RIFBE (ARN ) HITH—FRR, ABRESE—IXERIUEEXR, ERAZACHTEXRETERS
— AWS fRS5. Web SRt AWS K=, OIDC 3 SAML Bx &4,

R IAM BejE , NREZINZAENEE , WALUREN SOK HTEREBENERZABR TN
Ro EEMITHERE , BEAUTRE,

BXRITHERAZXERENES , BERAERTHN RIE—ITAESHEIE AWS FiE AWS SDKs T
Emae.

RKAABRILIRHEERE

FRUTAEEELLIhEE
credential_source-#Z= AWS configX#Hig &

£ Amazon EC2 3245} Amazon Elastic Container Service 88+ £ , 87 SDK S T EE A4k
ALULEREBENRATFRAET role_arn SHIEEN AN EIL,

HRAE: T

BWE

« IIE - IEE SDK HITEMIRETE AWS_ACCESS_KEY_ID F1 AWS_SECRET_ACCESS_KEY #&
RIRFEIE,

- Ec@@ 2 InstanceMetadata — IEEHRHFA X TESIR T EF/ERAKHINE EC2 SEHIFEE XA
IAM £ & KIRBURIES,

« EcsContainer— iEERHA AT EER T EFFERAM I1E Amazon ECS &BESHY IAM A & 5L Fff hn
Z Ama zon EKS A2 IAM A& RKIREURIE .
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/eks/latest/userguide/security-iam-service-with-iam.html

AWS SDKs f1TE SEEE

THeER —BBXHHREETEE credential_source M source_profile,

£ config MHHIRE M TARAZIERN KB Amazon EC2 KIRHI :

credential_source = Ec2InstanceMetadata
role_arn = arn:aws:iam::123456789012:ro0le/my-role-name

duration_seconds-%= AWS configX#ig &
EEACXENRAFENRE (UAYHEAL) .,
REBEXHEERAACR , LIREFEA.
BRIAE : 3600 # (1 /NEY)

BWME  ZEMEEE 90 ® (15 74 ) HAGKRENRAXERLEE (43200 =X 12 /)6t )
ZE. BXEZFELR , B2H IAM AFEETH E5A BN R AL ERLNEIRE,

£ config XHHIRE LI RHBI

duration_seconds = 43200

external_id-#Z AWS configX#ikE
EEE=FRATEEEFKFRRAACHE—IRRA,

NYBEEXHEERAACBZACGHNETIRKEE Externalld BN , WIRBFER, ZEKR
HAREXHFIEEAEITE®ELS AssumeRole BEM Externalld S,

HiAE : T,

BRE : B2 1AM BFEREHPRNNAEDE =5 R TS AWS FRAY 17 R 1R A 68 /8 S0 8T
IDo

£ config XHHigELINA RO

external_id = unique_value_assigned_by_3rd_party

mfa_serial-*= AWS configXHiRiE

EEAFPERAACRAXMFERNZESHRIE (MFA ) RBEWRIREFHIS,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html

AWS SDKs f1TE SEEE

RKABER , IRZAGHEEIRBIEEE MFA FHRIEMNEZMSF , MBI XET. HX MFA
MEZELR , FZH (IAM AFERE) F8 IAM FHAWS ZE 5 HRIT,

ERINE : Fo

ANUE . ZETUREHIRE (Sl GAHT12345678 ) FHIS |, b A LARE N MFA REH
Amazon BEABAF (ARN ) o ARN B9 arn:aws:iam: :account-id:mfa/mfa-device-
name

£ config XHHgETH =B
HRHAIBRRENZEKFUIBEH NENAFBRAT —NE A MyMFADevice WEHI MFA 8%,

mfa_serial = arn:aws:iam::123456789012:mfa/MyMFADevice

role_arn-#= AWS configX{#i%iE, AWS_ROLE_ARN - 3FEZ £ aws.roleArn-JVM REE 4 -
{XBR Java/Kotlin

EEEATRITEALLEE X HEREERN IAM A€ Amazon BREH (ARN)
%ﬁi}\ﬁ : %o

BME . ZEXLAZ IAM BAEK ARN , #RX0TF : arn:aws:iam: :account-id:role/role-
name

o, BEBTIEEATREZ— :

« source_profile - fRREZ—PMEEXH K ATEREFEHEEXHFRAZACHNRNE
iE,

« credential_source - fFAHBA YRR TEEIRIRAEIES T INZE Amazon EC2 SEHIEL & 3 4
= Amazon ECS A BREHIMEIE,

- web_identity_token_file- REEBZIH Web NABFHHETEMRIINAFEALHKS
12 £ & S E{T OpenlD Connect ( OIDC ) # R FHEMEE,

role_session_name-E AWS configX#Fi& &, AWS_ROLE_SESSION_NAME - :RET &,
aws.roleSessionName-JVM R4 E 4 : XBR Java/Kotlin

EEEMMBACLENEN. LBEMERESRLFEXRKNZEH AWS CloudTrall BEH | i%
LEAREFERNER. BXEMAEE , 51 (CloudTrail AF1ER) #HY “AWS CloudTrail F
FE®H &,

MIAE - TIESW. MRARRALE REEEXHAAAE , WIFEHERKERR.

RABBREE 75


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

AWS SDKs f1TE SEEE

BME : & AWS CLI 5 AWS API X &REFFAAssumeRol etk ( HIR1E

% AssumeRoleWithWebIdentity#®{E ) &} , HIRoleSessionNameS ¥R, ZERNE
ALERNKRAABKHF Amazon BRAF (ARN) W —E5 , HERZEEXHBANREN
CloudTrail BEZB W —% 2 & R

arn:aws:sts::123456789012:assumed-role/my-role-name/my-role_session_name.

£ config XHHigE LT RHI
role_session_name = my-role-session-name

source_profile-#= AWS configX#iRE

EEHMEEXH K HETIATRAHRBEEXHFH role_arn REREEN AR, ETHN
fAIFEHZcredentialsX# AWS configMXHHERABENXH , BZHHEE config XHF
credentials X4,

NREEENREXHHERAAREENH , IREIIFRAASNTNAGUTEBNZEIL. = SDK
BITAERIENEENMF , LEEF2FLE, AGERNEN AWS CLI S AWS APl e SERS N
K-/, ARTEER, BXEZER , H2H IAM AFEERHA SR BN,

AINE : o

BEME : B config M credentials XHHEMNEEXHHNEMEARNXEFFER, EXRE
HEEEXHFIEE role_arn W&,

FeEER — BB XA P ERSE credential_source # source_profile,

B IE XA R IRE L TR R

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:ro0le/RoleA
role_session_name = ProfileARoleSession

[profile B]

credential_process = ./aws_signing_helper credential-process --certificate /

path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-arn
arn:aws:iam::account:role/ROLE_ID
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html

AWS SDKs f1TE SEEE

FELFIF , ABBEXHEIF SDK A TE B ERXEKN B BEXHMEILE. ELFld  BEREX
HEA £/ IAM Anywhere B &3 1T B KEIE AWS SDKs # T E R8I F KIRE AWS
SDK HiEiE. RE , RBAERXLIRREUERE AWS &R, EERN AL IR TFET
FRERARBH 1AM RRERE , flnd S AWS RS, = API FiE. BREXHRITHETUREN
CloudTrail B EFRAHBEABAXERE N

FNFE=NAREERE , MREFE Amazon Elastic Compute Cloud k6| EE—/1NAREF , #8
RitZNARFRAHMAR K NAAFERAUTEE.,

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:ro0le/RoleA
role_session_name = ProfileARoleSession

[profile B]
credential_source=Ec2InstanceMetadata

BOE X+ A RHERAKE Amazon EC2 SRAIMFTIERMKCABEAE , HESBHRITEIL,

web_identity_token_file-#Z AWS configX#i&E, AWS_WEB_IDENTITY_TOKEN_FILE -
INEFE, aws.webIdentityTokenFile-JVM REE % : {XFR Java/Kotlin

EEMHBRER , ZXHEBEFREZIFN OAuth 2.0 I OpenlD Connect ID & 312 E5 #9159

T,

HiRE R E A Web S HBESRIEERMEE ( HlW Google, Facebook Ml Amazon % ) #{T& 7%
if, SDK HFRARTEMBEXHHAR , AERKEEA AssumeRoleWithWebIdentity
BN E®ERN WebIdentityToken S8&i#,

ZRIAE : T
ENE  WEXLTERENXHE. ZXHLNEE FHREMEBBEREN OAuth 2.0 HESER
OpenlID Connect Thf, HEXERFHEM N HEX FHEIIER FHNEXNEE,

Support AWS SDKs by f1 T &

LT A SDKs XFARTBAHHRNIIEMRE. AEMSHIMEREGEZH, EAT Java I AWS
SDK # 5&HA T Kotlin 9 AWS SDK M — X #FE[ JVM REBHIRE,
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https://openid.net/developers/certified/
https://wikipedia.org/wiki/List_of_OAuth_providers
https://developers.google.com/identity/protocols/OAuth2
https://developers.facebook.com/docs/facebook-login/overview
https://login.amazon.com/

AWS SDKs f1TE

et

SDK

AWS CLI v2

ERAT C++ Hy SDK

SERTF Go V2 (1.x) #9 SDK

EAT Go1.x (V1) K SDK

EATF Java 2.x B9 SDK

EATF Java 1.x B9 SDK

& A F JavaScript 3.x BV E 4
FERIES

& A F JavaScript 2.x B SDK

& AT Kotlin B SDK

FERA T NET 4.x B9 SDK

EAT .NET 3.x #J SDK

FEATF PHP 3.x By SDK

& FF Python (Boto3) Y
SDK

EHA T Ruby 3.x B9 SDK

EAT Rust B SDK

fl  AD

fim

fim

fim

BERESZER

credential_source AX%#, duration_seconds 3%

¥, mfa_serial Fx%#,

EFEAHE config XMARE , KT B MEE X INEEIZH

e ; BER L,

X mfa_serial . %% duration_seconds

AX3#F credential_source . Ax#F mfa_serial . £
X JVM RERE .

credential_source AxXiF,

RABBREE

78


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/

AWS SDKs f1TE SEEE

SDK X FEXHEZER
=
FERAT Swift B9 SDK =

EHAT PowerShell V5 Y TE £

EATF PowerShell V4 WTE £

\

AREEFIERMHE

@ Note

WETHRIZBERE A FRERSER Support b y AWS SDKs # tools FRAGHEEE , ES00 7
RAIEERIRE T E.

AREIRMHEANEFFNASCNARFREEIL, ZIPREAEEXN T DM AEERSS (Amazon
ECS) I Ik Elastic Kubernetes Service (Amazon EKS) & EEHE M. SDKs Zid&id GET &K
MIEEH HTTP s RN Eil.

WMREFER Amazon ECS , BINEBWNEERES IAM AERKSHEITERE, &
NAMESATFIHE. BESE , Amazon ECS £1& & SDKsH I B ARIKEVEL
AAWS_CONTAINER_CREDENTIALS_RELATIVE_URIREZFE, EEE Amazon ECS LA LIh
gt , &2 (Amazon Elastic Container Service FF X A RIEF) FHES IAM £,

WREEH Amazon EKS |, BB WEFEH Amazon EKS RS A B RKRUHEZIULRE , 25
RENR, ATty , B RE, TEAMNTT B, SBNWAEEA (pod) F IAM BE

#5 Kubernetes RS MK M XER , LEBNAREFVIED, E T HEX Amazon EKS &85
HEHRWEZER , BHSH (Amazon EKS AAF1ER) M Amazon EKS BEH 51, BE

J& , Amazon EKS £1& BAWS_CONTAINER_CREDENTIALS_FULL_URI SDKs#l T B FRIREVEIE
H9 FIAWS_CONTAINER_AUTHORIZATION_TOKEN_FILEMEZE, HXIREBEEE , 2 Amazon
EKS AFIERAHIZE Amazon EKS Pod S3CEE | HEE AWS BEM L LA A mazon EKS Pod
Identity {811t 7 Amazon EKS £# R AREFH 1AM &R,

ER AT BABLE L 2D RE -

BRERREftE 79


https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://aws.amazon.com/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
https://aws.amazon.com/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/

AWS SDKs f1TE SEEE

AWS_CONTAINER_CREDENTIALS_FULL_URI - RELE
EETEN HTTP URL iR , it SDK EERFIENFEA, XBEHRMEN.
ERINE : o
BHE : AR URI,

EE R ER AWS_CONTAINER_CREDENTIALS RELATIVE URI MERIRE , REEXRIRE
AWS_CONTAINER _CREDENTIALS RELATIVE URI BNF4&fEHA,

Linux/macOS B s FITIREMELTEMN RHI

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credentials
qE

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost:8080/get-credentials

AWS_CONTAINER_CREDENTIALS_RELATIVE_URI - }MEZE

EE HTTP URL iw R , ##t SDK EFERFZIERER . ZERMINEIZIAKN Amazon ECS BIEHL A
169.254.170.2 L,

ﬁi}\ﬁ . Too
BRE : BRAEIAEX URIL,

Linux/macOS B SR TIRENETEN RHI
export AWS_CONTAINER_CREDENTIALS_RELATIVE_URI=/get-credentials?a=1

AWS_CONTAINER_AUTHORIZATION_TOKEN - SMETZ 2

BEANANENSE, RRETHEZE , SDK FEAFETEMEE HTTP ER LREFRDUR
Ko

%ﬁi}\ﬁ . Too
BENE : FHH,

EE  HRER AWS_CONTAINER _AUTHORIZATION_TOKEN_FILE HNERIZE LK REEXRIRE
AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE BIF &M,
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Linux/macOS B R TIRENETEN Y

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN=Basic abcd

AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE - ;MEZE
EBEZESEMURBERNT B SHFNEX SLHFBER,
HiAE - T,
EWRE /B,
Linux/macOS BE  F{TIREMELZEMN RHI
export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE=/path/to/token
Support AWS SDKs by f1 T &

LUF A SDKs XFAEBHTHAMN WENRE, AR AIIMERIEEHR. EMAT Java i AWS
SDK # @A F Kotlin B9 AWS SDK Iff — X 3FE[ JVM REBMHIRE.

SDK ¥ BIEREZER
B

AWS CLI v2 =

EATF C++ By SDK =

EAT GoV2(1.x) W SDK £

FEHAT Go1x (V1)K SDK £

FEHT Java 2.x B SDK & 3 Lambda SnapStart #%#EAWS_CONTAINER_CRED
ENTIALS_FULL_URI 3} EzhIAWS_CONTAINER_AUTH
ORIZATION_TOKEN AT HHKIEEt,
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes

AWS SDKs f1TE

SEES

SDK

FEHAT Java 1.x B9 SDK

& A F JavaScript 3.x BV E 4
FERIES

& A F JavaScript 2.x B SDK

& AT Kotlin B SDK

FERATF NET 4.x B9 SDK

FERATF NET 3.x 89 SDK

FEAT PHP 3.x # SDK

& A F Python (Boto3) KJ
SDK

EF T Ruby 3.x #J SDK

FEAT Rust B SDK

FE AT Swift B9 SDK

EATF PowerShell V5 (W T E

EATF PowerShell V4 (W T E

4 Mt

fim

fim fim

fim

fim

A0 fAD  AD AD

fim

BERESER

% Lambda SnapStart ##EAWS_CONTAINER_CRED
ENTIALS_FULL_URI ¥ HE3zJAWS_CONTAINER_AUTH
ORIZATION_TOKEN HABTF BB KiERt,

% Lambda SnapStart 4B EAWS_CONTAINER_CRED
ENTIALS_FULL_URI ¥ H3zJAWS_CONTAINER_AUTH
ORIZATION_TOKEN M T BB KR,

% Lambda SnapStart 4%3EAWS_CONTAINER_CRED
ENTIALS_FULL_URI 3 E3ZIAWS_CONTAINER_AUTH
ORIZATION_TOKEN FF B3 RIiEAT,

2 Lambda SnapStart ##EAWS_CONTAINER_CRED
ENTIALS_FULL_URI 3 E3ZIAWS_CONTAINER_AUTH
ORIZATION_TOKEN FF B3 KIiEAT,
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https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs f1TE SEEE

IAM Identity Center EIF{R &

® Note

WETHRIZEREAFRERSER Support b y AWS SDKs H tools G AR , 50 7
RAIERRIRER .

It & A HAEHLE AWS IAM Identity Center i TIREUZR IR £ S & F (SSO) 1h1E AWS RS X
PR o

® Note
£ AWS SDK API X5 | IAM S OFEIERE KT SSO FikiRfitm,

/& A IAM Identity Center /& , 8T BAIEHE AWS configHFh A HIEBE L E B X H. EESXH
FATFiE#ZE IAM Identity Center THRI[TF. HAFKIHES IAM Identity Center 31T & RIET , [
FPRIREEZAFXEN IAM AEHNEHEI, E7# SDK W MNE B REUGFIERHFEAT
AWS RS B3R , ES R MNA#ER AWS SDKs M TEH IAM 514 7.0 5 4RI E R,

B config XHELE IAM Identity Center EF P A :

o (#E)SSO THREMABEE  EKAENK, @EXNEENSERNKNXE,
- [BIRTHRIFEE . FABREN/ VN2,

EXAHRED  SHEEESEIHEEFESR.

LT H R IEEEE AKX IAM Identity Center B EMEE -

« AWS IAM Identity Center Fi 185
« AWS IAM Identity Center [ 1/ AP| &

ERAT# SDKs M T EmMEAMER WEBRIFERE , HS R R AWS SDKs M T ER IAM
S50 FHEIERB,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/Welcome.html

AWS SDKs f1TE SEEmE
FRFAM

&M 5E/E B IAM Identity Center. <8 A IAM Identity Center S RITHNIFMES , FSH
<<AWS IAM Identity Center A $88) =AY Enabling AWS IAM Identity Centero

® Note

BXRAEAREAN BN TBERZHENTIENRE config XHEE , BSHERREFEH IAM
4 O% AWS SDK 1T EHITHEHRRIULMTE S48,

SSO T RHEEE

HI&fFEH SSO THRMEFEERN , &8 AWS SDK = sz L2 BRFEN2E , BEREKNSFER
B, BXRaFERFENAENSEKEENBNESER , HSHAWS IAM Identity Center Fi P8+
A ELE AWS 5181717 # IAM Identity Center %ﬁkﬂ%&r‘ X EFFEATIE,

ZconfigX K sso-sessionEBa A F 3t A FIREL SSO HES ﬁmﬂﬁﬁﬂﬁigﬁ'_"iﬂ R A LAE
RIXLTERIRE AWS FiE. BX config XHFRTHWESEMER , ESH BLE XK,

UTHE config X RHIEA dev BLEXHHF SDK H T EEE iER IAM Identity Center &iiE,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

FHEWRBBERETEEN sso-session %#ﬁﬂ?@ﬂ*ﬂi/\ﬂﬂ X, BE , sso_role_namest
MIEprofileZp o Hi&kEsso_account_idH , X# SDK FAEIER AWS &Filf,
sso_regionsso_start_url, M, sso_reglstratlon_scopesM\/ EiZsso-sessionZfo
RE,

HARFE SSO TREESREEE sso_account_id M sso_role_name, IMREH RN AREFX
FRAXERF AWS RS EE S HRIENEIE , )I-IIJTFEE4§—JL AWS &Fiif, HEESHRIER—F HTTP
BHOREAR, eEATNEEECENZES Tj':Lﬂ’%/RT REE sso_account_id
sso_role_names Eﬁmﬁﬂﬁ%%%iﬁﬂ'lﬂ% THEEN , BZHENA AWS RS EE.
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https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html

AWS SDKs f1TE SEEE

SEMEEEERN sso-session —Ef%. SEEE OAuth 2.0 R —Fp#L4%l , A TFREINAREXH
FPIkFHERERBE, EFZET sso_registration_scopes , KEHINHKFMACBHLEHR
R

THRERTUNAEZSNEEXHHPESFHAMEEMN sso-session BLiE.

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[profile prod]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole2

[sso-session my-sso]
sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

BSHORITESHEERS ~/.aws/sso/cache BRTHWHE L  YHEBETLEEM.
12 88 89 A o]l #r i &
FEAERENAIRFEERCXIEES TR . RMNBWHA SSO SIEREHBE S,

EERAESNTARHEE  SOAEREXHFEENATRE !

* sso_start_url
* sso_region
* sso_account_id

* sso_role_name

AU sso_start_url # sso_region RENBEXHIEERAFITF, AL
sso_account_id M sso_role_name REXRIEEMNIR,

LLRRBNRET config XHHHENSHEE,

[profile my-sso-profile]
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sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-west-2

sso_account_id = 111122223333

sso_role_name = SSOReadOnlyRole

BERRIESHEERE ~/.aws/sso/cache BRTHHME L , XHBET sso_start_url,
IAM Identity Center ZiF iRt &R B

ERLLT A EBLE L 2hRE

sso_start_url-*= AWS configX#ig&E

B RS PTEA LAY 1AM Identity Center & & URL =i~ URL 8 URL, BXE#AEE , F5
% {AWS IAM Identity Center A #§m) A #Y Using the AWS access portals

EHRBLE , BT IAM ldentity Center 2#|A , EFZEHEMNR , AEHE AWS FH[TF URL,
« BHE , MHY 2.22.0 iR A& FF 1B AWS CLI , IBA LA AHAWS £1T7%& URL W{E.

sso_region-#£ = AWS config X #HiRE&E

Hrp AWS Xig 2281 1AM S/ FOTTFEN ; URREERR IAM B4/ 02 BNEFRA X
H. XE5ENINAWS KiFFTx , BAIEBMTE,

BX AWS XiE RERBWZESIXR | H5 B K XELET Amazon Web Services —fif &%,
EBKRIE , BEFFF IAM Identity Center 24| & , BEEZE HiR , RAEEK XE.

sso_account_id-#= AWS configX#HiZ &

B3 AWS Organizations IRE- 7101 AWS Ik A T 5B RIEMNEZFE ID.

BEEETAKFHIER , HHIE IAM Identity Center #2414 HITF AWS K~ R H, BEFLEAWS
IAM Identity Center |1/ APl & s ListAccountsAP| F:EFAKF SR, Hlan | Ea7LL
WA “FIEKS AWS CLI Fi%o

sso_role_name-#Z= AWS configX#Higk &

LUIAM BEEBENNRENER , ATELNAFERNNR, ASRELET AWS IkF IEEM
Hsso_account_id, FRAEEN , MAR2AEKN Amazon BREF (ARN)

NPREM B IAM policy FIBEXXPRERRE , HEXL THPNE S B A AWS MK F 85 R PR 5.

EEEENTANBRENTIR AWS IKF | 1533 IAM |dentity Center 2 & HFTFFAWS Ik F T
Ho EF AWS K- REHINHNEWNRERN . L& ALUER Port AWS IAM Identity Center
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https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
https://console.aws.amazon.com/singlesignon
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccounts.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-accounts.html
https://console.aws.amazon.com/singlesignon

AWS SDKs f1TE SEEE

al APl ZZ A H ListAccountRolesAPI Fi2EF A ANXBRESIFR, Hlan , BarLLiEA AWS CLI 5
7Elist-account-roles,

sso_registration_scopes-HE AWS config X #HigE

E} sso-session ENWEENES HEIIR. NARFITUER—INHZNEE , aNARRF
ZRWE SR TRETFHEE. EM IAM Identity Center RS P ELE RIF SIS | TR
¥ sso:account:access /BB, BXAAFESBEIETNIIE , 525 (AWS IAM Identity
Center AAF#8R) HHY Access scopes.

XESEEEN T HEEME OIDC FFIHERBZINWARME AR EZN GRS, SRR
IAM Identity Center 8 & G &R iH L M,

WRETERTEZNAARFEE. FRESOHER M SEREENREE
sso:account:access fERAEBE R,
Support AWS SDKs by 1T &

LT AZA SDKs X AT HHERWIIEERRE, FIESD HINEREEFH, ERT Java B9 AWS
SDK 1 5&EA T Kotlin B9 AWS SDK M — X3 F [ JVM REBHIRE,

SDK ¥ BIEREZER
=

AWS CLI v2 £

EATF C++ By SDK .3

ERTF GoV2 (1.x) I SDK £

EATF Golx (V1) SDK R EFAHE config XHIRE , XAFSMEE X H AT

gt ; S HK1E,

FEHT Java 2.x By SDK = credentials M#HHtHEIEFEREE.

FEATF Java 1.x B9 SDK

7|

ER T JavaScript 3.x WE#H =
FEIES

AT JavaScript 2.x B SDK £
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https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccountRoles.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-account-roles.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-oauth2.html#oidc-concept
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/

AWS SDKs f1TE SEEE

SDK X FEXHEZER
=

& AT Kotlin B SDK =

FERATF NET 4.x 9 SDK =

FERAT NET 3.x 8 SDK =

ERT PHP 3.x By SDK =

& FF Python (Boto3) Y =

SDK

& T Ruby 3.x B9 SDK B

FE AT Rust By SDK =B XPRIE BT BIFTELE
i.’\

EATF Swift B9 SDK =

EATF PowerShell VE IV TE £

EHAT PowerShell VAW TE £

IMDS Eif 2 it &

(® Note

WMETHEBEREARRBERSER Support b y AWS SDKs Hl tools &K EEY , ESH T
fEARIEREMIRE R E,

B TTEIERS (IMDS ) RHEHAEXEHFHNHKIE , B ACKEEREREEZTHEG, X
ARABENESZEER , 1825 (Amazon EC2 AF#EmM) FHEASESI THIE. Amazon EC2 2T
AHEFIEANAIRS , ZIHR A AN RFRESHES. MRXGMMTAE NN R®—4
NZABEMWEIE, SDKs IR ZHEAKRBTERNHBRASIERHEEFE -2 WIEH. BRiA
AR T BIERS A 2 (IMDSV2) , BIEFASETENEZEM IMDS A, MRETFFAERLN
R (HTTP £51R1888 403, 404, 405) mMEM , NEABEHZE. IMDSv1

IMDS #{#t#& 88


https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html

AWS SDKs f1TE

ER LT BABLE L 2D RE -

SEES

AWS_EC2_METADATA_DISABLED - REZE
=B MEA Amazon EC2 Kt #ERS (IMDS ) RIREUEIL,
ZRIAE : falseo
B¥E -
« true - iHZfEMA IMDS XIREUEIE,

« false - £/ IMDS RIKEUEIE,

ec2_metadata_vl_disabled-3= AWS configX#i%i&, AWS_EC2_METADATA_V1_DISABLED
-IRBE 8, aws.disableEc2MetadataVl-JVM REE M ; {XBR Java/Kotlin

R IMDSV2 AW , REERA KB TEHIERS A 1 (IMDSV1) FEARR T o

® Note

New SDKs X% IMDSv1 , AR ZEFRIZE,. BXFEHAFEE |, i FE Support by AWS
SDKs and too.

2RIAE : false,

BENE :
« true— &%) IMDSv1 & H.
- false— IMDSv1 B H.

ec2_metadata_service_endpoint-# = AWS config X #HiRE,
AWS_EC2_METADATA_SERVICE_ENDPOINT - }/3E3% £, aws.ec2MetadataServiceEndpoint-
JVM REE M : {XPBR Java/Kotlin

IMDS B a., WENBEHHEFAIESN AWS TEHT#EZE Amazon EC2 324l THIEH 2RIA

V&,

ZRIAE : R ec2_metadata_service_endpoint_mode &F IPv4 , MERINIRR A
http://169.254.169.254, WR ec2_metadata_service_endpoint_mode & F IPv6 ,
NBRIANHm SRR http://[fd00:ec2::254],

BRE : BHH URI

IMDS 1#=2fit#& 89
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ec2_metadata_service_endpoint_mode-#{= AWS configX
1% &, AWS_EC2_METADATA_SERVICE_ENDPOINT_MODE - }FEZ &,
aws.ec2MetadataServiceEndpointMode-JVM R&E M : {XPR Java/Kotlin

IMDS Him RER.
FRIAE : IPv4,

BE%{E : IPv4, IPv6,

@ Note
IMDS FiERRHER THMMIATIRHAEE N -0, BR , REEXRIIFHEM/L M EM
FelE , 2K8E IMDS RiERMHE, Fit , MIREFELNEFEHLRERENZIE , M
FMEEPHREMAEMNETIEREERERAHLMEEN . NE  EHAREERTE®S
HENBNRMBERE T HEREULE , FTOERBPEEEMRD IMDS FilRHE, CIRESE
Fimet , AlEZEERIERR,

IMDS FIENZ £

HIABRT , 5 AWS A RIEGREEEREILN , REF AT ESFZEHER Amazon EC2
LI TBIE RS (IMDS) k3R AWS SEIIEH. B F AWS_EC2_METADATA_DISABLED ¥5EE
EiIREN true , AINEAKRITH, XHEAUFLERXENMEED , HAEBETAIENENRZSM | It
E WL RESEIL Amazon EC2 L6l T BIE RS -

® Note
AWS ZieXEREN , BE T HMEIER SDK FEF m#B T M IMDS 2 RF k.

£ A Amazon EC2 IMDS £iE
MZ BN ETERRTAIEANRERGUREREFEERNRELE,
Linux 1 macOS

£/ Linux 3 macOS WEF O LERAU TGS REBLLIFETT

Him
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$ export AWS_EC2_METADATA_DISABLED=true

MREBHLEHREEZ shell RTFEMREERPRETET , WALE LRGN MEIERN shell BLE
X# , il .bash_profile, .zsh_profile 5 .profile,

Windows

A Windows WEFAIFEAUTHGSREMSELTE -
$ set AWS_EC2_METADATA_DISABLED=true
MBEBFLERRBEZ shell 2FEMRBREESHREFART , MaLHAUTHS ;

$ setx AWS_EC2_METADATA_DISABLED=true

(® Note
Z setx BT ZEMA T LA shell 21F , A EFEEHM MBI EHTIT shell F&E
EE R AER

Support by AWS SDKs and too

LUFAA SDKs XFAEBHEAMNNENRE, RIEEDFIIMERIEER. ERT Java i AWS
SDK #1 & F Kotlin #9 AWS SDK Iff — X 3FEA JVM REBMHIRE.

SDK ¥ BIEREZER
=
AWS CLI v2 =

fim

EHT C++ 1y SDK

BEBHAF GoV2(1.x)BWSDK R

EAT Go1x (V1)K SDK R EMFAHE config XHIRE , LT/ BB ST INE A I
B, BEHEKIE.

ERAT Java 2.x B9 SDK B
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/

AWS SDKs f1TE

SEES

SDK

FEHAT Java 1.x B9 SDK

$EF T JavaScript 3.x B4
FEIES

$EF T JavaScript 2.x B SDK

E AT Kotlin B9 SDK

FEHAT.NET 4.x B SDK

FERAT NET 3.x 89 SDK

FEAT PHP 3.x # SDK

& A F Python (Boto3) KJ
SDK

& T Ruby 3.x B9 SDK

EAT Rust By SDK

& AT Swift B SDK

& A F PowerShell V5 (W T E

EATF PowerShell V4 (W T E

X BERESER

A0 fAD AD HD

fim

A0 AD @D

fim

fim

JVM REEM : £/ com.amazonaws.sdk.disableEc
2MetadataVl A= aws.disableEc2Meta
dataVl ; F%# aws.ec2MetadataServiceEndpo
int # aws.ec2MetadataServiceEndpointMode 0

FEA IMDSV1 5%

FEA IMDSV1 5%,

Bo L EAERBTEXEH IMDSv1 BB, [Amazon.U
til.EC2InstanceMetadata]: :EC2Metadat
aVlDisabled = $true

Bo L EAERBTEXEZEH IMDSv1 BB, [Amazon.U
til.EC2InstanceMetadata]: :EC2Metadat
aVlDisabled = $true

IMDS 2
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https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs f1TE SEEE

HESIEREE

(® Note

WMETHEEREARRBERSER Support b y AWS SDKs Hl tools &iEHI#EY , ESH T
FEARIEREMIRE R E,

SDKs Rt —e W BENL AT RRIERMEENTTE, REHEETHTREBENSEI , FlaMAAR
T F R PR REIERNE A1 S O RHEEEK,

%20 , 1AM Roles Anywhere £ credential_process RAREH N AREFREUGEIE, EX1t
FRB & credential_process , HZ 5 £ A IAM Anywhere & &3 1T 5 %®F AWS SDKs #1 T

Z=<O0

@ Note
THNMAT —TMASHERRNETILEN S E , TELE AWSZAETRENER, MREHE
AWS ITERR E#THE  EEAHEMEIERMER. FRLETN , NARZBERATH
FERENZTEREXEK , RAUBREBE config . BINENBAENLFIET EXREEEAEAH
ZEEStdErr , N SDKsH AWS CLI AT AR iEFUKER , NMIBATERHERES K
ZBNWAF,

FRUTAEEELLIhEE
credential_process-* = AWS config iR E

IEE SDK i TERRLZTHARGS , MERBRRATZH TN EHARIEEIE, ZREEE

SDK program/command AR E . % SDK AAZHARER , eSS #HERN JSON HIEEA
stdout. BEMRHEMSTUBERRNEEELE, ZEEEE SDKRIETHATFHEHRITEHE
IR EE,

(® Note
HEFIERAER THRMATITREHAEE N2, BR , REEARIIFHEMI MR
B2l , TenEREKIRME. it , MIREFEENEFERALRHAENEIE | WA
MEEFRFREMERNTIIRFENEAEMEEXF. HE , SERBETREEEE

Process 2% 93
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RPN EBRERD TEREIL , FTNERBHPEECEANHERILIRES, SIBRRSES K
B, AEEEERIERE.

EEFRILERFRIRE

K

ZRENER—IMNFZHE , HPI2EMD SDK IF X TERREBEITHRFHBRE

« BENMHBAREAUTZHER : A-Z, az, 0-9, EFF (-). FH&(_). A (.). E#
(/). RBMT (\) Mz,
- IRBEEINHEIEER , BHTERENABANGIS (") FEEX.

- MRSHBERBSHEESZH , WAMNEIS (") FizamFEEX, XEEREHIE, IFRR
FMEXT o

- BOEFZFFEDEESEARETE, fli0 , £FEEEE $HOME 5 SUSERPROFILES,

c TEFEXHREEN ~, * EUTEETBREIEXHR. IREFEEANHE  WRELZR
£ PATH MR BEENXHXRFERZERF. BEREFREMR

AT RBIERT E Linux/macOS EHIHE config X#HHIZE credential_process,

credential_process = "/path/to/credentials.sh'" parameterWithoutSpaces "parameter with
spaces”

AR RAIERT E Windows EHIHE config X#FHIRE credential_process.

credential_process = "C:\Path\To\credentials.cmd" parameterWithoutSpaces "parameter
with spaces"

« ALETEEEXHTERE

[profile cred_process]
credential_process = /Users/username/process.sh
region = us-east-1

FEUETH R B9 A W H

SDK BBEBNXHFIEENARETEZST , AR R HRPIEERHRE, SEENG®S , TR
MAE B SRR | #MSTUE STDOUT EAERGFES LA TIEER JSON HiHt .

Process 2% 94
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{
"Version": 1,
"AccessKeyId": "an AWS access key",
"SecretAccessKey": "your AWS secret access key",
"SessionToken": "the AWS session token for temporary credentials",
"Expiration": "RFC3339 timestamp for when the credentials expire"
}
(® Note

BEREANZE , Version ZHALIIREN 1. FEREEBNZEHWHNRE , ZETELXE
yilI}S

FExpirationfi®—/> RFC3339 B LM E&E. MRITEMNH L P RFE Expiration #
A, W SDK BREFZURTRIFW KL, &N , FEMANENEIE , AELSEESHERNZT
credential_process R XRBIIRFEIL,

(@ Note
SDK 1~ ZFARMHBRELE , E—KTRATRAABKILE. NRFEESF , WAHEHNDEHE
R,

AEHBHEATLUREIFEFIRENRE |, iERERRFE IR X £ 4R,
Support AWS SDKs by f1 T &

LT A SDKs XA TEHERWIIEERRE, FTESDHINEREEXH, ERATF Java B9 AWS
SDK # EH T Kotlin B9 AWS SDK M — X 35F{1 JVM RSB MHIRE,

SDK X BEARESZER
#

AWS CLI v2 £

EAT C++ By SDK =

EAT GoV2 (1.x) 4 SDK £

Process 2% 95


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/

AWS SDKs f1TE

et

SDK

FEATF Go1.x (V1) K SDK

FERATF Java 2.x B9 SDK

FHAT Java 1.x B9 SDK

& A F JavaScript 3.x BV E 4
FERIES

& A F JavaScript 2.x B SDK

EF AT Kotlin B SDK

FERATF NET 4.x B SDK

FEAT NET 3.x B SDK

EHATF PHP 3.x 9 SDK

& FF Python (Boto3) Y
SDK

ER T Ruby 3.x By SDK

EAT Rust B SDK

EAT Swift # SDK

EATF PowerShell V5 (W T E

FEATF PowerShell V4 (W T E

X BERESER
B

£ TEARE config XHRE , AFFF B MEE A4S
b BSHAE.

D Ao

fim

Ao fAD  Am

i

Process 12t #&
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs f1TE SEEE

AWS SDKs 1 “T &” ¥rifE{lIh g

WZIEE L N — B ERIAE , A BEEFZTheE L HLUMREIM 5 X T SDKs, X — Bt Al A
REBEZMNRBNEF HDFEWE SDKs, FFIEREFSIUERBHIHES , BSHENE SDK
API T fEi£15,

/A Important
B INEEER SDKs XFATE R , EETRIAEPHAABIHE,

£l

- ETKFPNIRR

- NAERFID

+ Amazon EC2 EfI T3

+ Amazon S3 EAR

« Amazon S3 ZXiFifE K

+ S3 Express One Zone &% & 11l
- SHRRIEAR

« AWS Xig

« AWS STS K& iR R

« Amazon S3 BEZTEMERF
o X F FIPS im R

« WRAI

- BARERE

o EHBIBEA

« IMDS & i

- BidTH

- BRES

- BETRSHIKS

- BRElRERIAE

FrfE(LThRE 97
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ETIKF#im S

(® Note

WETHRIZBEREAFRAERSER Support b y AWS SDKs  tools FAGHEE , ES00 7
EAIERMIEE R,

ETKFNmOBEFER AWS 1K ID kA XFHINENRFBHIER , G THRERSHENTT &’
M, FAXHEETEKFPHSH AWS SDK FiRSH , SDK BEFmatEMEAETRKANRS , ™
FREEMRR. MR SDKEFHEREKS ID, NiZFFRFGEAXETERR. ETKFAHLET
RPFERRhttps://<account-id>.ddb.<region>.amazonaws.com , fR<region>#y AWS Ik
P IDEME |, EME<account-id> , ARk, AWS XiF

ER AT BABL B L hEE

aws_account_id-#£= AWS config X #i% &, AWS_ACCOUNT_ID - S/ EZ &, aws.accountId-
JVM REE M : IR Java/Kotlin

AWS Ik BRif. ATETKFANIRSEKE, AWS IK/F ID BERNELTF 111122223333,

NFRLERS , BT K/ RSB TIRSERER.
account_id_endpoint_mode-}E AWS config 3 #i%{&, AWS_ACCOUNT_ID_ENDPOINT_MODE
-IREEZE, aws.accountIdEndpointMode-JVM REE M : {XBR Java/Kotlin

iR ERATESERNXAETKFNIRSQEEE , HESE TR,
ZRIA{E : preferred

BRE -

- preferred : IR NEEKS, ID (WRE ),

 disabled : EfFfTHNHEIATIEMKF 1D,

- required : IWRAMLMITEKS, ID, WRIKF ID FAA , SDK &5/ KR,

Support AWS SDKs by f1 T &

LT AZA SDKs XA THEHHE RN IIERRE, FTESRDHINEREEXH, ERATF Java B9 AWS
SDK # sEH T Kotlin 89 AWS SDK M — X 35F{H JVM RSB MR E,

ETKFHIRR 98
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et

SDK

AWS CLI v2
AWS CLI v1

ERAT C++ By SDK

E\EATF Go V2 (1.x)
# SDK

EAT Go
1.x (V1) B SDK

FEHAT Java2.x B9
SDK

ERAT Java1.x ¥y
SDK

& FF JavaScript

3xMHBRHEFATE
2

i& A F JavaScript
2.x By SDK

&R T Kotlin B9
SDK
FEATNET4xH
SDK

FERT NET3.xH
SDK

Him 4% Mt

7|

gl fim 7|

ol

£HLY  BIRESES
BERY SDK
B

2.25.0

1.38.0

v1.35.0

v2.28.4

v1.12.771

v3.656.0

v1.3.37

4.0.0

ETIKFHRI
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/

AWS SDKs f1TE

SEES

SDK

ERAT PHP 3.x #Y
SDK

i& A F Python
(Boto3) #J SDK

BT Ruby 3.x #9
SDK

EA T Rust B SDK

& AT Swift B9 SDK

& A F PowerShell
V5 T B

i& A F PowerShell
VAW TE

NARERID

(® Note

fim fim ol ol g Xt

o

7|

RuY BEHEZEE
BERY SDK
TS

v3.318.0

1.37.0

v1.123.0

V.
#5-2025-0
4-24

1.2.0

WETHIREREAFRAERSER Support b y AWS SDKs M tools RIEHHBEY , 50 7
FRAIEERIRERH,

— /N AWS IKF AT S ANE R R AREFARIRITEE AWS RS. NARF ID A EFREET —7iR
SRS ARFERETT —AFEBENAE AWS K, AWSSDKs ME , RS2 EARERILL
B, RIEGHERERFEED, 0, HETUNLEERERFHED , AL E8EES , AWS

Health Dashboard LAME —¥RiR &R BRLE B T2 7 538 HAR < Bk,

B ID
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https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs f1TE SEEE

fER BT 5 ABCE L I RE

sdk_ua_app_id-H = AWS config3#i& &, AWS_SDK_UA_APP_ID - IFEZ E, sdk.ua.appId-
JVM REEH : XBR Java/Kotlin

HREREIBANABRFNE—ZFE  ATHRABENARFFHNBMENBRERF AWS K/ IE
ERA AWS,

ZRIAME : None

BHE : F/FH , RAKEN 50, 2FEAFZE, BFEMUTERF
ﬁ:!\#\$\%\&\'\*\+\_\-\/\\ \‘\|\\~

£ config XHHIREEN KRG

[default]
sdk_ua_app_id=ABCDEF

Linux/macOS B R TIRENETEN RF

export AWS_SDK_UA_APP_ID=ABCDEF
export AWS_SDK_UA_APP_ID="ABC DEF"

Windows Bl i S TIRBNETEN A :

setx AWS_SDK_UA_APP_ID ABCDEF
setx AWS_SDK_UA_APP_ID="ABC DEF"

MRIEXFTA Shell EERHKENNAS , FREFEXNZEH1TH Lo
Support AWS SDKs by f1 TE

LUFAA SDKs XFAEBFHAMN N RE, IREsfIIMERIEEHR. ERAT Java i AWS
SDK # & F Kotlin B9 AWS SDK Iff — X 3FE[ JVM REBMHIRE.

SDK X BEREZER
B
AWS CLI v2 =

NARRF ID 101


https://docs.aws.amazon.com/cli/latest/userguide/

AWS SDKs f1TE

et

SDK

ERAT C++ By SDK

EHAT Go V2 (1.x) B SDK

FEATF Go1.x (V1) # SDK

FEHAT Java 2.x B9 SDK

FEHAT Java 1.x B9 SDK

& A F JavaScript 3.x By E 4
FERIES

& A F JavaScript 2.x 8 SDK

& AT Kotlin B SDK

FERATF NET 4.x 9 SDK

FERATF NET 3.x 89 SDK

FEHAT PHP 3.x 8 SDK

& F Python (Boto3) Y
SDK

E AT Ruby 3.x B SDK

EAT Rust B SDK

& AT Swift B SDK

EATF PowerShell V5 (ST E

EAF PowerShell V4 (I T E

X BERESER
B

= TXEFEHEMconfig .

7|

B AXFEHE config XMRE ; TREFHEE

Him

o

7|

2 JVM REEMR aws.userAgentAppId

A0 fAD @D

fim

fD AD

i

B ID

102


https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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Amazon EC2 L4t iz

® Note

WETHIZEREA/FRAERSER Support b y AWS SDKs  tools G AR , 50 7
RIS RERIRBE R E,

Amazon EC2 3R LIRHE T — & N LB T HIERS (IMDS ) MRS . ETHAXILBRSNESE
B, 5Z KR (Amazon EC2 AIF#ErR) HEARGITHE. 2 ECEKE IAM BEH Amazon EC2
K| ERRFUR , BIANBRT , SROITHBERSVEZER ATETA,

ER AT BABLE LD RE -

metadata_service_num_attempts-*£Z= AWS configMHiRE,
AWS_METADATA_SERVICE_NUM_ATTEMPTS - SMEZE

AREEE T ZHNEH T BFERSZERZEEN , FRFINERH B
HiAE : 1

BRE : KTHEFET 1 WEF.
metadata_service_timeout-*= AWS configX#i%i&, AWS_METADATA_SERVICE_TIMEOUT
-INETE

EENMNES THERS R EZREN , FEBR NI
SRINE : 1
BXE: KTRET 1 EF,

£ config X#HHigEIXLER A :

[default]
metadata_service_num_attempts=10
metadata_service_timeout=10

Linux/macOS B G STRENETEN RH

Amazon EC2 R4t ¥ 103


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html

AWS SDKs f1TE SEEE

export AWS_METADATA_SERVICE_NUM_ATTEMPTS=10
export AWS_METADATA_SERVICE_TIMEOUT=10

Windows Bl s S TIRBENETEN A :

setx AWS_METADATA_SERVICE_NUM_ATTEMPTS 10
setx AWS_METADATA_SERVICE_TIMEOUT 10

Support AWS SDKs by f1 TE

LUFAA SDKs XFAEBHEARMNNENRE, RIEEDHIIMERIGEEHR. ERAT Java i AWS
SDK # & T Kotlin B AWS SDK It — X 3FHE[ JVM REEMHIRE.

SDK X BEREZER
#

AWS CLI v2 =

BHA T C++ B SDK B

BEBHAF GoV2(1.x) By SDK &

BEHATF Go1x(V1)WSDK &

i\ T Java 2.x B9 SDK &8 1X%&Z¥F AWS_METADATA_SERVICE_TIMEOUT
il

i\ T Java 1.x B9 SDK B X% #F AWS_METADATA_SERVICE_TIMEOUT
%

FEAT JavaScript 3.x W &
FERIES

FEATF JavaScript 2.x B SDK &

& A TF Kotlin B SDK B
ERATF NET 4.x 9 SDK =
EATF NET 3.x 8y SDK B

Amazon EC2 Efl Tz 104


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/

AWS SDKs f1TE SEEE

SDK X BEAHEZER
B

EAT PHP 3.x # SDK =

& A F Python (Boto3) KJ =

SDK

&EF T Ruby 3.x #J SDK B

BT Rust B9 SDK B

EA T Swift B SDK S

EAT PowerShell V5 ITE &

EATF PowerShell VAR TE &

Amazon S3 EA =

(® Note

WETHIZREREAFRAERSER Support b y AWS SDKs H tools FRIEHHEY , 50 7
FRAIEERIRERH,

Amazon S3 [RFEMEASIEN S Amazon S3 EEBRENBER AR, BAL LA UNAK—E
BNEE K mMAREZNAIF®E, 8 AWS SDKs , B EE#EEFZRPEHEAS Amazon
FIRABTR (ARNs) #1T AP #1E , MALPRHIEEFHTEEH. SINATIHENRE , fINERESR
GetObject WA R ARN NEREBHPIRENR , EFEAEE PutObject BIEEA R ARN FX KR
INEFE A8

ETHEAX Amazon S3EARNEZEE ARNs |, 1§21 Amazon S3 AT FEAEA S,

ER AT BABLE L 20 RE -

Amazon S3 #EA R 105


https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-access-points.html

AWS SDKs f1TE SEEE

s3_use_arn_region-*X= AWS config 1% &, AWS_S3_USE_ARN_REGION - SREFZ £,
aws.s3UseArnRegion-JVM REEH : NPR Java/Kotlin , EEEERBHEEE , BTEEENEN

$E SDK.

iRE#ES SDK BEMEAEA R ARN AWS X N FREEXBLIRT Ro SDK 2BIE AWS X
i ARN BREHEEFim AWS X B E AWS HEN S XEHES , A E&EETRAMNESD
K@M, MRZSRXENL , MEEEARBEENRE K HARKEZTERE,

ZRIAE : false

BWE

+ true— SDK ZEMEL T R AWS XiF B4/ ARN , MAREFHNEE AWS X, fl5 :
MREFIHWEE AWS XI5 2 FIPS AWS X1 , M E4515 ARN fIEE., AWS Xig &N
SHHIEIR.

« false - SDK E#i&in AN AR FinEER AWS X1 .

Support AWS SDKs by f1ITE

LT A SDKs XFARTBAHHRNIIEMRE. AAEHSHINMEREGEZH, EAT Java I AWS
SDK # 5&HA T Kotlin 9 AWS SDK Mt — X #FE[ JVM REBHIRE.

SDK X BEREZER
B
AWS CLI v2 =

fim

EAT C++ 1y SDK

ERATF GoV2(1.x) WISDK £

EAT Go1x (V1)K SDK B EMFAHRE config XHIRE , HTFF /S MELE ST INEL A I

e ; BER L,

ERAT Java 2.x B9 SDK B

FEAT Java 1.x B SDK 2 FTXEHIWM REEM,

ER T JavaScript 3.x WEH =
FEIES

Amazon S3 AR 106


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/

AWS SDKs f1TE SEEE

SDK X FEXHEZER
B

FEA T JavaScript 2.x B SDK £

& T Kotlin # SDK 2

JEAT.NET 4.x B SDK =

EAT .NET 3.x #9 SDK B TEENAEREIRF ; £ZM config XHEMR L THRIRE

H,

&M T PHP 3.x # SDK =

& A F Python (Boto3) KJ =

SDK

& T Ruby 3.x #J SDK =

& AT Rust B9 SDK B

ERT Swift B SDK B

EAT PowerShell VEITE R FEBEHREREINF ; £EM config XHERETHEE

=
Eo

EHT PowerShell V4 Y TE TEERERLLINF ; RZM config XHEMLETHEE

=
B

fim

Amazon S3 Z[XiFiFE &

(® Note

WMETHEBEREARRBERSER Support b y AWS SDKs H tools &iEHIFEY , ESH T
ARSI E R,

Amazon S3 % XiF i8] 8 107


https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs f1TE SEEE

Amazon S3 ZXEHIARREMR T —HERHER , NABFITUERAZKIARBEZREMT S AWS
X8 Amazon S3 FEFEHIER. LAMUERASKERAJWRZXENARR , FHENXEHRE
FEVERIZRM , REEHFMEME A EITXENAERF.

ETREXZXEZEARNEZER |, 555 Amazon S3 AFIERE T/ Amazon S3 Y2 XiE#z A
o5

/AN O

ETHAERZXEEAS Amazon BREF (ARNs) WEZER |, 5% Amazon S3 AFEEF
MERZXIFEASRHER,

ETHAXVNBRZXEBEARNESEE , i55H Amazon S3 AiIFERMPNEES XEEA R

SigV4AA EERATEEERXEHFERNERRXI, % EMH SDK B AWS EHZE1TA (CRT) FE £
RV R TURIR S

ER AT B ABLE L D RE -

s3_disable_multiregion_access_points-}= AWS config3X#

i, AWS_S3_DISABLE_MULTIREGION_ACCESS_POINTS - IREET &,
aws.s3DisableMultiRegionAccessPoints-JVM RZEH : {NFR Java/Kotlin , EEEEREF
BEE , FEEERENEE SDK,

tiREES SDK BREARRZRAEXEIFER, MRZREX , WAELEARBEENRE , R
HRZERE,

BRiAME : false

ENE :

+ true - FIEFEABXEHER,

- false - FRAZXiFEALBABXEEKR,

Support AWS SDKs by f1 T &

LLTAZA SDKs XA TEHERWIIERRE, FTESRDHINEREEXH, ERATF Java B9 AWS
SDK # sEZH T Kotlin 89 AWS SDK M — X 3&F{H JVM RSB MHIRE,

SDK X BEREZER
=]
AWS CLI v2 =

Amazon S3 % Xig [ < 108


https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointRequests.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ManagingMultiRegionAccessPoints.html
https://docs.aws.amazon.com/cli/latest/userguide/

AWS SDKs f1TE SEEE

SDK X FEXHEZER
B
EAT C++ B SDK =

FEAT GoV2(1.x) W SDK £

FEATF Go1x(V1)WSDK &

EATF Java 2.x B9 SDK 2

EAT Java 1.x By SDK &

ER T JavaScript 3.x WE#H &
FEIES

ER T JavaScript 2.x B SDK &

& A T Kotlin # SDK 2
BT .NET 4.x #9 SDK =
ERAT NET 3.x 89 SDK =
EA T PHP 3.x # SDK =
& F Python (Boto3) KJ =
SDK

EF T Ruby 3.x B9 SDK =
#E T Rust B9 SDK B
EAT Swift 8 SDK &
EAT PowerShell VEIWTE 2
ERAT PowerShell VAWWTE £

Amazon S3 % XiF i8] 8 109


https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs f1TE SEEE

S3 Express One Zone &% & /KL

(® Note

WMETHEBEREARRBERSEN Support b y AWS SDKs H tools &K EEY , ESH T
EARISRMIEE R,

S3 Express One Zone & Amazon S3 W EeEFMER , TN MBHRINBFEREEKE/LEVHE
iR, HI&AEMH S3 Express One Zone 171 AWS SDKs T Ert , REFFEAETLENEHR

i, ZEARIEANBBEEROBEEERIGHT TR, BALELESHETARR (NRR ) BE
ZEER , NMOBI N2 FPNSMERBITRNERANWIER , BRESOHRIEFHEIFRESEEER
HEE,

S3 Express One Zone F@EAEZETHKX ID WEA®RERX , HI20 bucket-name--usw2-
azl--x-s3, ¥ SDKRMBXFanAEXN |, F2BFEREHEIMERE S3 Express One Zone
R, HNARICHNERRIERRE. SESHRISCBRGNNE#BEBEST , NMRENE&EN
REEBRG R , HH SDK B EFNRFH. ETHRESELS , 25 (Amazon S3 AF#EmM) Y S3

Express One Zone,

S3 Express One Zone FBAIAB ALIEFHRIE,
FEAUTHEERE L IhEE

s3_disable_express_session_auth-#£X= AWS configX#HiRE,
AWS_S3_DISABLE_EXPRESS_SESSION_AUTH - ¥f#E% &, aws.disableS3ExpressAuth-JVM &
ZEM PR Java/Kotlin

2B S3 Express One Zone iFF A KIE, IREN true Bt , SDK $F S3 Express One
Zone FEWEMEARERN Sigvas BHRIE , MTAEAEF BRI,

BiAE : false

BXE
« true : Zf S3 Express One Zone £i& &K1,
- false : /5 S3 Express One Zone &i& § K1,

£ config XHHREEN KRG

S3 Express One Zone &% &3 RiE 110


https://docs.aws.amazon.com/AmazonS3/latest/userguide/directory-bucket-high-performance.html#s3-express-one-zone
https://docs.aws.amazon.com/AmazonS3/latest/userguide/directory-bucket-high-performance.html#s3-express-one-zone

AWS SDKs f1TE SEEE

[default]
s3_disable_express_session_auth=true

Linux/macOS B TTIRERETEN R
export AWS_S3_DISABLE_EXPRESS_SESSION_AUTH=true
Windows B G S TIRENEZTEMN A
setx AWS_S3_DISABLE_EXPRESS_SESSION_AUTH true

Support AWS SDKs by f1TE

LUFAA SDKs XFAEBHEARMNNENRE, RIAEDAIIMERIEEHR. ERAT Java i AWS
SDK # & T Kotlin £ AWS SDK It — X 3FHEA JVM REEMIRE.

SDK X  BARESEE
F

AWS CLI v2 et

AWS CLI v1 o

EAT C++ By SDK =

FEAT GoV2 (1.x) 1y =

SDK

EATF Golx (V1) & EFEAHRE config XHI&E , HFFF 5 MELEB ST INE K I

SDK B ; HZHELE,

EAT Java2x I SDK £

EAT Java1x® SDK &

EAT JavaScript 3.x B 2

BUFARITER

S3 Express One Zone &% & 411 111


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/

AWS SDKs f1TE SEEE

SDK X EBEARESZER
¥
E\EAT JavaScript2.x . &
SDK
i& T Kotlin # SDK & JYMEREEMHN aws.s3DisableExpressSession
Auth o
EATF .NET 4.x By SDK =
EAT NET3xHISDK £
EATF PHP 3.x B SDK e
& FF Python (Boto3) =

#) SDK

FEAT Ruby 3.x B SDK &

FEAT Rust B SDK =

FERT Swift B9 SDK =

& AT PowerShell V5 =
KWIE

& AT PowerShell V4
HWIE

fim

QY ERTISE S

® Note

WMETHEBREMARNBEREER Support b y AWS SDKs # tools RIEHHEY , 1§54 7
RAEENIRERE,

ORISR 112


https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs f1TE SEEE

AWS RFXFZTEHRIEFR , 0 AWS LEZMZA 4 (Sigv4) Tl AWS LE A 4a (sigvda). ERIA
BRT , RERSEREN SDKs ERFHRIEAR , HEAZRREUKERBIUENS R, BETL
BEERBEEAZERFTRICNELESIHIRIES R,

5 Sigv4 7@ , £/ SigV4a LEWFEREZ N AWS Xiih#HE M, SigvV4a BEBXFHEREE R
REWURAMY , AEEREXFTEN B ARNEBIEAXE, XX FE&ENH Amazon XER AWS
Identity and Access Management £ ¥k %545 518 F CloudFront,

BXRXAMEHRIUESENESER , E5H (AM AFER) FRERT AP ERHAWS & R
4o

ER AT BABL B L hAE

auth_scheme_preference-#{= AWS configX#4iRE, AWS_AUTH_SCHEME_PREFERENCE - IR
BT E aws.authSchemePreference-JVM R&E M : XBR Java/Kotlin

BREKMFREEEESHRIESRIIR (LESSR ), -—TRSZIHSHENRIELR
B , SDK 22 W BREEIMFEAZINEKRTHAIR , IRAEEEGRETT , AN EREIFINT
Ao

ERIANE : Fo

BERE: UT-IHZUHNES RS

- sigvh : SEMAK 4 (HEERR , £XiF )

- sigvida : XEMA 4a ( TRHMER , BXEXEF , LB M4EELE Sigv4 18 )
 httpBearerAuth : HTTP FiZEZ S EHRIE

FREMZBENEEN BRI E L,

£ config X#HHFZEIRE N Eik Sigvda B RHGI :

[default]
auth_scheme_preference=sigvé4a,sigv4

sigv4a_signing_region_set-#= AWS config X #HiZE,
AWS_SIGV4A_SIGNING_REGION_SET - IMEXE

7 Sigvda ZEXEHXRIEELLES SR AWS X 1951k, MRFATEN S BRIEFRK Sigvda , I
R RERNZFERRERNIRIAXE,

BRRIEAE 113


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html

AWS SDKs f1TE SEES
BMINE - FERTE,
BRE : BLES DR AWS XK, X B 49 Z2 48 M Hl R AP 28 o

Support AWS SDKs by f1 T &

LT AR SDKs XA TP E RN IIBERRE, FTERDHINEREEXH, ERATF Java B9 AWS
SDK # EZH T Kotlin 89 AWS SDK M — X #5F{H JVM RSB MHIRE,

SDK X BEREZER
B

AWS CLI v2 =

EAT C++ 1y SDK =

ERATF GoV2(1.x) WISDK £

ERTF Go1x (V1) 8 SDK &

ERATF Java 2.x B9 SDK =

FEATF Java 1.x B SDK &

FEHAT JavaScript 3.x W4t £
FEIES

FERATF JavaScript 2.x B SDK &

EA T Kotlin # SDK =
ERAT.NET 4.x 9 SDK =
ERAT NET 3.x 89 SDK &
EAT PHP 3.x 8 SDK =
&R T Python (Boto3) By =
SDK

& T Ruby 3.x B9 SDK B

ORISR 114


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
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SDK X FAEHEZER
£
&R T Rust B9 SDK 2
FEHAT Swift B SDK =
EAT PowerShell VE I TE B
FEAT PowerShell VAW TE &
AWS X1
(® Note
WETHIREREAFRAERSER Support b y AWS SDKs H tools RIEHHEEY , 501 7
RAERNIRE R,

AWS Xif REANFEEEFRENEER S AWS RS,

£ AWS X1 |, &I E AWS BRSS KERBREEREREXBNAR . X7 H T RIEERYEEE N A
REFELENRAFmERENNuE. XERERERD, REMENEYE  BUURPER, FHAX
1, BB BRSTA BT E XEH MR TRER.

REHAWS RS BRBEHEN IR XHMEREK, BRIFCAHEER AWS RSREHVES 8 , BN
E-— MR 2N A REEMEaXSFEHAEFE. Sl , Amazon S3 Ml Amazon EC2 X #FEs X1
EHl, FERS (HWIAM ) REXFEFIR.

AWS —i§5Z @B XRUTHRBENEER :

- ETHERBNRRCBEANRR , AEFUARXHRKINIIER  FSHAWS RS S.
- EEFLHAI® AWS RSMEXFNXEMNKRFIR , FSRRS KSR,

BB RS & iR

ERUREHANTIE AWS RS , SDKs &2 5 AWS RS F % F i class/object . 530 | IR IEH R
FAREFEER Amazon EC2 , NEK N AEFFEIZE —1 Amazon EC2 BEF MM RKREIZREF K
B,
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https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
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MRRBERBEAGFAEFHERNEEXE , VWEFHFRIAEAELIAT region RERER
X, B2, TUANEFAENEFEFENREXNRERT T HAVENXE. WX SR REXBLLETZ
BRERSEFRNEALRIRE, FAXEREZEFEHNEMCIRPEEN , ZXEEHETEN
SDK ( EEFEM4SE SDK 5’ =k SDK REBBE ) .

ER AT AR B L Th &

region-#= AWS configX#i% &, AWS_REGION - SR B & aws.region-JVM REE M : IR
Java/Kotlin

FEE AWS &3k AWS XiF FANBRIAE, WXEHATRIBESEXIGH SDK BREEK,
ERINE : T, SRS EIE,
ENE -

- AATAIERSHEMXBNAE , HXRIEK , BSHE AWS —FSEHH AWS RS S H
i, {E us-east-1 FiHRIREN AWS X5 EEERED ( 3EFRBILMALER ) o

« aws-global NBRXBR T RAZARIHF LN LBARIRTRNBRFEELRLRT R , fl
AWS Security Token Service (AWS STS) L I j#h {8 # 17 6% R S5 (Amazon S3) Service,

£ config XHHZELEN R

[default]
region = us-west-2

Linux/macOS B FITIRENREEN A
export AWS_REGION=us-west-2

Windows B G ST IREFREEMN A
setx AWS_REGION us-west-2

RZH SDKs A —N'BRE" XNR , FATENARFRBHPREMRINXE. BXEHEE , FSH
B E AWS SDK FF R &/,

Support AWS SDKs by f1 T &

LUTAZA SDKs XA T HERWIIERRE, FTEIBDHINEREEXH, ERATF Java B9 AWS
SDK # sEZH T Kotlin B9 AWS SDK M — X 35F{1 JVM RSB MHIRE,
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https://docs.aws.amazon.com/general/latest/gr/rande.html

AWS SDKs f1TE

et

SDK

AWS CLI v2

AWS CLI v1

ERAT C++ #y SDK

FEAT Go V2 (1.x) B SDK

FEATF Go1.x (V1) # SDK

FEHAT Java 2.x B9 SDK

FEHAT Java 1.x B9 SDK

& T JavaScript 3.x BV E 4
FERIES

& A F JavaScript 2.x B SDK

& AT Kotlin B SDK

BEHAT.NET 4.x #5 SDK

EATF NET 3.x 8y SDK

FEATF PHP 3.x By SDK

& FF Python (Boto3) #Y
SDK

& F T Ruby 3.x #J SDK

EAT Rust By SDK

& AT Swift B9 SDK

4 Mt

fim fim

fD AD

fim

fD AD

fim

1 | R

fim

fl  AD

fim

BERESER

AWS CLI v2 £ F B E{AI{EAWS_REGION 2 &ifE RV EaE
AWS_DEFAULT_REGION ( A/MNZEEHHHIER ),

AWS CLI v1 {#HAWS_DEFAULT_REGION FItBEM BRI

EFEAHRE config XHRE , BT MEE X/ INEATT

e ; BEH A,

It SDK fEF & AWS_DEFAULT_REGION KRR ERE
A =N: 0
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/

AWS SDKs f1TE SEEE

SDK X FEXHEZER
=

EHAT PowerShell V5 W TE £

EHAT PowerShell VA I TE £

AWS STS XA imT R

® Note
WMETHEBREARNBEREER Support b y AWS SDKs # tools RIEHHE) , 1§54 7
EAIERIRIR BT,

AWS Security Token Service (AWS STS) BRiRft £ 3KARSE , LR XERS. Hd—L AWS SDKs
MERIA CLIs EAELERREZLmT & (https://sts.amazonaws.com) , A LN A XERS L iR
TR (https://sts.{region_identifier}.{partition_domain}). EERIAEAMNXIFEF ,
[ AWS STS £RAKIFTRXKHNBERSBIEFREENE —XEPRMES, EAEXEH ,

[ AWS STS £IRAFm TR A HNERHA—N AWS XIFEERE ( AEFRLILI ) BEERS. BxX
AWS STS KT RN EZE L | 558 AWS Security Token Service APl & AWS STS H1 1Y 4 i
T L HAWS Identity and Access Management i FF#55 AWS XigiFEE,

AWS S 5% B R AL I K AR5 AR B AN RIS SAWS [Ki, 35 X B S %R
EAXE S, H#IEFE SDKs TEMLBIRE B T LHESELRAK L2 T 17
N, BXESED  ESATXMN H5.

® Note

AWS BXIER1AE A X H# AWS Security Token Service (AWS STS) £ ER& i =
(https://sts.amazonaws.com) #1T T Ek , UIEBEHEFMFMEE, AWS STS H2/FLK
WP RNEREEIUSENITEAE AWS XE HREN ARG E, XEERFTSTBEI%REF
MARXE, RNBEFEREHH AWS STS RIFLIET R, BXEZELR , 55 (AWS
Identity and Access Management FAF1ER) FH AWS STS £ B S E K,

NTFXFUIREN SDKs MITE , ERAEARAULTAREEINEE !
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https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html#sts-endpoints
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html?id=docs_gateway#partition
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_region-endpoints.html#reference_sts_global_endpoint_changes
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sts_regional_endpoints-3= AWS configX#iZi&, AWS_STS_REGIONAL_ENDPOINTS - ¥k

i::—ﬁ- =

Wi BIEE SDK T EMf[#E R F 5 AWS Security Token Service (AWS STS) BSH AWS AR

% Ro

ZRIAE : regional , HXBIAEL TR,

® Note

2022 £ 7 AZERWWFTE# SDK EERAFFERIA N regional, #H SDK IEH&ZIS
AR LMIBRILIEEH FEAregionalTH. ATHAMTEERRKNER , RIMNEBWER
REENARFRIFREMAregional,

BEME : (BWWE : regional )
« legacy— £/ AWS STS &ixT Rsts.amazonaws . coms

. reglonal— SDK ST EARAFEA YaEE XIEM AWS STS KixT =, Hlin , mMRFES
BB A EAus-west-2 , MM FATEAAEE AWS STS ZiFBIXFLIHT Rsts.us-
west-2.amazonaws.com , MAR£Bsts.amazonaws.com&ixT R, EEFAIRER @
LRHRKRKIZER , BULUHXEIREN aws-global,

£ config MHHIREXLEENRH

[default]
sts_regional_endpoints = regional

Linux/macOS B s FITIREMELZEMN RHI
export AWS_STS_REGIONAL_ENDPOINTS=regional
Windows BE G HTIREFETEN RHI

setx AWS_STS_REGIONAL_ENDPOINTS regional
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AWS SDKs f1TE SEEE

Support AWS SDKs by fl1 TE

(® Note
AWS sEMUER R AT REE R KL in T QA B BB LinT RAWS X,

TRILCET SDKRIEMTIIEE :

« XFRE  REXHE STS KRR HAE config XHEZENMRRELE,
- MAREE : ZRE (WRZF ) WARIAE,
- MABRSEFIKBER STS KA IFERRNFRNRETATR , ERREXEANRIARS.

- REEFFIHELNRITH : 3 SDK AR A X i i S B i R B B X TR, i Xt im =
=R TERINTH , ERANZZEIREFET regional , BLHIXFITH,

EREERT TIE :

- 2FiKA : https://sts.amazonaws.com
- Xigitins : ETNARFEAN AWS XigEE,
- us-east-1( Xt ) : A us-east-1 KEMIFR , EeFTHELHBPNLBEREK,

SDK RINREE RIANBRSEF BREEFKE BIRNESES
i % B #5 STS BITH
7 =3
AWS CLIv2 Z F&EH (X 15 i KL L RWA
AWS CLIvl R legacy 2RHR 2RHR
BRAT C++ 2 FEH X 13 1% = us-east-1
A SDK ( Xtk )
ERAT Go 72 TEH X 13 = BER KM
V2 (1.x) 7Y
SDK

AWS STS KB4 imT = 120


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/

AWS SDKs f1TE

SEES

SDK

ERAT Go

1x (V1)1
SDK

EATF Java
2.x By SDK

EATF Java
1.x By SDK

EAT
JavaScript
3.x BT
AITES

EAT
JavaScript
2.x B9 SDK

ERA T Kotlin

# SDK

ERT NET
4.x By SDK

EHT NET
3.x B SDK

EAT PHP
3.x By SDK

MINREE

™™l

Zlm

™l

Zim

™l

legacy

TER

legacy

RER

legacy

TEH

TER

regional

regional

MINRS F
uw B ¥R STS
Ui R

£ FBimR

X 15 i =

2R

E ﬁ Jﬁ'ﬁ N

£ RmRR

X 35 i =

X 35 i =

2 RRR

£ RmR

ARSS & i ]

BI1TA

£ RiRR

HRRW

£RRRA

us-east-1

( X )

LR

L RWmA
us-east-1
( Xt )

£RRR

HRRW

BEREZER

EFEAHE config XHIR
B , DI B B E S Ik
MIhEE ; B HEXE,

MRAEEXSE ,

N AssumeRole
AssumeRoleWithWebI
dentity fFFERA£/ STS
=
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/

AWS SDKs f1TE SEEE

SDK RINMREE BRIARSEFS BEEL,KE FIREZEER
“ iw B #r STS BITH
i J=Y
ERAT R regional 2RFHR 2RER
Python
(Boto3) ¥
SDK
EAT Ruby =R regional X i5 3% = BEREAM
3.x By SDK
EHT Rust Z FEH X 15 i B, B3R KM
#Y SDK
FEAT Swit 2 FEH X 18 i = 53R kg
B SDK
EATF ® regional LRimR +RmR
PowerShell
VEIE
EAT % regional +2RER +2RFER
PowerShell
\VZ: o=}
Amazon S3 BiETE MR
® Note

WETHRIZEREAFRAERSER Support b y AWS SDKs # tools G AR , 507
RAIEEMIRE R .

—EXAHE AWS SDKs AR , —EXXEFERL D #2173 RS L ABEIM D TRBFENZITHRE
TEMRE, UAl, REXFERAREMATR, RE , RINEAET CRC BEE (121 CRC32 =
CRC64 NVME ) BRIABATXERE, RESZN SDK RTEHAEERINNEZE , TIE WA LIERE
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs f1TE SEEE

HUNE R, SETERREFHA EEREMAITENREN, L&, 28R EE, TERANERR
BEMA-JTH , B TEFRTEERENTE.

FEAIH AWS SDKs &x#ThRZAS AWS CLI £ B ITEBX EENE THEHRITERE (CRC) WRKH |, H#
FFHZI%EZE Amazon S3, Amazon S3 2ERSH/IHIM L ITEREM , HAEARMNENHHTRIE ,

RETLFNERERERBRMBFAMTFHENRNWAHES, BEIERBEMNSENR—EFEELKES ,

THNREFT LA EREERNREMNH A TRIE TS, £t BRI FEENRTHREFHR
B H,

EiFATHRBAIRE, ?BRLEASIIFIRBMEZLSIRK , E5H (Amazon Simple Storage
Service FAF#8F) HFHITE Amazon S3 FREX RTEM,

DERE
Amazon S3 ENFRARREHRTHELR EENT R AN —BEZBNRREM , .

DRENEBD L2 X R | & SDKs itES MBI NRK M, Amazon S3 EAIX LR
KAMkKES UploadPart API RIFEN 7 ERRISTTEM, Ltk , Amazon S3 2E&BEA
CompleteMultipartUpload API BRI EAN TR KN AR REF .

IR EH SDK £ Amazon S3 Transfer Manager R i#Bh % Bk L4& , WFFEA Support AWS
SDKs by fITE RAPHFET SDK WEIAEERRBIE D BN REF, B lETHEEERBEIRE
FNFULL_OBJECT=RiE#ZRFH CRC64 NVME &Echecksum_type’iRKikiEE A BN RKEA,

MRIEERRNRBREMAR SDK 5 AWS CLI :

MREHNARFER 2024 F 12 A2 REFRXITEIHITE , Amazon S3 LIt EFHRH
CRC64 NVME R , HHHE#ENRABEPIURERSE, EUUBEHEMHN CRC 5&1t
B CRC #HTLER , RIFMZEHMESER, A, BHATLUEN PutObject 3 UploadPart
BEREBEHBCHETTENRRARFIT EZTEMLRY , X2 RHMRAHFRLEBBIRER .

ER LT B ABLE L IhRE -

request_checksum_calculation-£= AWS configX#igk &,
AWS_REQUEST_CHECKSUM_CALCULATION - 3/ 53 £, aws . requestChecksumCalculation-JVM
REREM - R Java/Kotlin

RINMBERT , ARF2ERXERMERESEABERREMITE, AP UTUENEBEERIERIERTM
— RO ANRBNE L, MBEAPRIITIER , NFERA SDK FENBRIAE L, BXEN SDK 5
TEMBRIAE L , 259 Support AWS SDKs by f1 T E X,

BIRTEERY 123


https://en.wikipedia.org/wiki/Cyclic_redundancy_check
https://docs.aws.amazon.com/AmazonS3/latest/userguide/checking-object-integrity.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_Checksum.html

AWS SDKs f1TE SEEE

ZR{A{E : WHEN_SUPPORTED

BWE
« WHEN_SUPPORTED : £ API ##4#EZ33at ( Hl2N[E Amazon S3 £ HEIER ) WArEBEREREF
AT ML,

« WHEN_REQUIRED : X7 AP| BEERE T HTRE ML,

response_checksum_validation-£Z AWS config X #i&k &,
AWS_RESPONSE_CHECKSUM_VALIDATION - }f353% £, aws .responseChecksumValidation-JVM
REEMHE - NPR Java/Kotlin

RINMERAT , ARFEREERNQEESAHRTHNRBMNBIE, tERNERBFAHREM ,
EREMENIRKFHITHR, IRRBRMBBIERK , NERRERREN2@AAFRHER,

R MRk E LI RREMNE X, NTFAAEZFHREMA Amazon S3 API 4 , Amazon
S3EFRHLERARITIMN RN, {B0R SDK EASMBENRBINE X | ML BT I,

ZR{A{E : WHEN_SUPPORTED

BENE :
« WHEN_SUPPORTED : 7£ API ##4Ex33at ( Hl2N[E Amazon S3 £ EIER ) XA AR B REL
AT FN5EE

« WHEN_REQUIRED : X7 API 2 EXFHERAFE N ZREEXBARENN | TR TRER
iE, flan , @A Amazon S3 GetObject API 3 B ChecksumMode % E R “E R 8T,

Support AWS SDKs by f1 T &

LT A SDKs XBFARTBAHHIRNIIEMRE. AAEHSHINMEREGEZH, ERAT Java I AWS
SDK # 5&HA T Kotlin B9 AWS SDK Mt — X #FE JVM REBHIRE.

(® Note

FETRERF , “CRT'RIE AWS ERIZ1TE (CRT) FE , A B ge ZE @AM B 75 N H i k3t
o
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SDK 53 RIANREMEE ZEHOREMNEE Z2IRNEZER
=
AWS CLI v2 2 CRC64NVME CRC64NVME 3F AWS CLI v1 , BRIA
CRC32,, CRC32 C, N ENELENE
SHA1 SHA256 Python (Boto3) #8[@,
ERT C++ Wy 2 CRC64NVME CRCB4NVME

SDK CRC32,, CRC32C,
SHA1 SHA256

EATF Go V2 2 CRC32 CRC64NVME

(1.x) 8 SDK CRC32,, CRC32 C,
SHA1 SHA256

ERAT Go i

1.x (V1) &

SDK

BAT Java2x &£ CRC32 CRCB4NVME ( {Xi&

7 SDK ¥ CRT). CRC32,
CRC32 C., SHAT
SHA256

FEAF Javalx BHB

#Y SDK

ERT 2 CRC32 CRC32, CRC32C,

JavaScript 3.x SHA1 , SHA256

HEHETFAETE

a2

ERT B

JavaScript 2.x

#y SDK

FERAT Kotin® 2 CRC32 CRC32, CRC32C,

SDK SHA1 , SHA256
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/

AWS SDKs f1TE

SEES

SDK X
b=

EBATNET4x R

Y SDK

ERAT NET =

3.x By SDK

EATF PHP 3.x =

#Y SDK

& T Python =

(Boto3) By SDK

& AT Ruby =

3.x #J SDK

EAT Rust 19 P

SDK

EHT Swift B9 =

SDK

EAT =

PowerShell V5

WITE

IR M B

CRC32

CRC32

CRC32

CRC32

CRC32

CRC32

CRC32

CRC32

X FHRBMEE BEERESER

CRC32, CRC32C,
SHA1 , SHA256

CRC32, CRC32C,
SHA1 , SHA256

CRC32, CRC32
C(MREBICRT). .
SHA1 SHA256

A CRC32C,

CRCB4NVME ( 1Xi&
i CRT). CRC32,
CRC32 C (Xl
CRT). . SHA1
SHA256

CRCB4NVME ( 1R
i$ CRT ). CRC32,
CRC32 C ( R
CRT). . SHA1
SHA256

CRC64NVME
CRC32,, CRC32 C,
SHA1 SHA256

CRC64NVME
CRC32,, CRC32 C,
SHA1 SHA256

o

CRC32, CRC32C ,
SHA1, SHA256

awscrtEEY BB T A

B
<]

EEEMEE CRT 4H
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https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKs f1TE SEEE

SDK x  AMUARENEZ ZENREMEZX FERESZEER
S

BT = CRC32 CRC32, CRC32C,

PowerShell V4 SHA1, SHA256

MIE

WM FIPS iR

(® Note

WMETHEBEREARRBERSEN Support b y AWS SDKs H tools &K FE , ESH T
FEARIEREMIRE R E,

ER LT BAB B L Ih &

use_dualstack_endpoint-#= AWS configX#4iRE, AWS_USE_DUALSTACK_ENDPOINT - IR
EEZE, aws.useDualstackEndpoint-JVM RSB : /XBR Java/Kotlin

FRExM SDK REMMHERHRKIZFER. ETHREXINHERLKGETRNEZERE , ESH
(DR RSAFPIER) BK “FH Amazon S3 MUK A IHRT 27, IPv4 IPve XU i =
ERTREXSE,

ZRIAE : false

BWE

« true - SDK T EFNZAFEANHEKE S A HNEER, WRRSF/EH AWS XIFRFENHE
KimR , MESRE R,

- false - SDK S T EFFAEANHER T IK HMEZER,

use_fips_endpoint-#= AWS config X #i%E, AWS_USE_FIPS_ENDPOINT - JMEEE,
aws .useFipsEndpoint-JVM R&EEH : XBR Java/Kotlin

FFEHXH SDK RTEREB[ASE FIPS MinRAIEER, BFPEBIERE (FIPS) REEBUAF
NEHFEREMEZN—RILLER, BRI, SHEKFEUARSESHRIBBUTITR L SHHIE XM
E<F FIPS 55 5%, 5% AWS Is ST [E , FIPS inRfEALS FIPS 140 BiEA TLS ¥4,
MEBALIRE , #H"‘E’JHE&EFTW-’E FIPS £im¥5 = AWS X1 , | AWS WU AJRE 4 Kk Mo

B E T RS K% = A% AWS Command Line Interface Ba& It i& B Y - -endpoint-urli&Ii,

MHERRF FIPS s = 127


https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/dual-stack-endpoints.html

AWS SDKs f1TE SEEE

EFMTHBELEMARNIEE FIPS KimT R AWS Xig , BSRRREXOW FIPS KigT R, B
KISGHEMTERRSKAGETRNESEER , H5H (ﬂ[%ﬂ EC2 APl £&) Rk (IPv4
1 IPV6 ) KT S,

2RIAE : false

BEME
« true - SDK T EF@AFE FIPS Wim R XL
- false - SDK i TEFFLMEAFE FIPS NimREIEE K,

Support by AWS SDKs and T&

LLTHRA SDKs XEFEARFTFEH RN INEEFRRE., FAIEBoHIANEREEXHE, ERATF Java B9 AWS
SDK M i&E A F Kotlin B9 AWS SDK Mf — X £E{@ JVM REBMHIRE

SDK ¥ BEXHEZER
B
AWS CLI v2 =

ERAT C++ #y SDK

fim

FEHAT GoV2(1.x) W SDK £

FEAT Go1x(V1)HWSDK £ E{EFH t= config XHFRE , ST B MELE X 1N K Th
g, BRI,

FEHAT Java 2.x B9 SDK

fim

FEHAT Java 1.x B9 SDK

7|

FEAT JavaScript 3.x B4 R
FAIES

FEHA T JavaScript 2.x ¥ SDK £

& AT Kotlin 8 SDK =

EHAT.NET 4.x ¥ SDK =
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https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/

AWS SDKs f1TE SEEE

SDK X BEAHEZER
#
ERAT NET 3.x 89 SDK =
EAT PHP 3.x # SDK =
& F Python (Boto3) Y =
SDK
EFA T Ruby 3.x B SDK =
EF T Rust B9 SDK =
EA T Swift # SDK =
FEAT PowerShell VEIWTE £
EATF PowerShell VAWWTE =&

i RA I

(® Note

WMETHEBEREARRBERSEN Support b y AWS SDKs H tools &K HEY , ESH T
FEARIEREMIRE R E,

SDKs EAwRKIKF B RS RS (URLs IHRIEMEIR ) , ANMPATURERE AWS FE
URLs H#{TE®, X# , ZHNRERTUEIRVFTHRR. FERSSERAEN RS, HR , BT
EETHNEZERARIGESKRETANKR. RRITAKKE , RBSER XS R HAR
£, HlEn | 3¥F Amazon Timestream , SDK £ & tHDescribeEndpointsiE R R AR S |
AREFERIX LR QSERISERE , fliiCreateDatabasem CreateTable,

ER AT BABLE L 2D RE -
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https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs f1TE SEEE

endpoint_discovery_enabled-} = AWS config X #iRiE
AWS_ENABLE_ENDPOINT_DISCOVERY - Wiﬁig aws. endp01ntD15coveryEnab1ed -JVM R4
B R Java/Kotlin,, EERERBHPEEE , BEEERAENWIESE SDK,

FF B X DynamoDB ik 2 & I IhBE.

% R A IAE Timestream R H4E |, MTE Amazon DynamoDB H R Alik, Lti&BEHIERIAE R true
5 false , EFBR TR KQAINWEN T ZRFRENLFE. X T Timestream FHREIFIAER
true , MXF Amazon DynamoDB i&ERHIERIAE N false,

BME -

« true - XN Tin R AR AENRS , SDK N B ZH KT iw <o

- false - W FHRAKARAIENERS , SDK TN EHZ R KIS

Support AWS SDKs by f1TE

LUFAA SDKs XFAEBHHAMNENRE, IREDAIIMERIEEHR. EMAT Java i AWS
SDK # @A F Kotlin B9 AWS SDK It — X 3FEMA JVM REBMHIRE.

SDK X BEHEZEER
=
AWS CLI v2 =
ERAT C++ By SDK =
FEAT Go V2 (1.x) B SDK =
EAT Go1x (V1) SDK R EFRAHE config MHRE , BT B MEE X HINELHIIh
ﬁb . -lﬁ%lﬁ.lﬂ_lﬁo
FERATF Java 2.x B SDK 2 ERAT Java B9 SDK 2.x £/ AWS_ENDPOINT_DISCO
VERY_ENABLED {ERHEZEZM,
ERAT Java 1.x B9 SDK o FHE IVM REE M,
iT\

ER T JavaScript 3.x WEH =
FEIES

Ery <] 190


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/

AWS SDKs f1TE SEEE

SDK X FEXHEZER
B

FEA T JavaScript 2.x B SDK £

$EA T Kotlin # SDK 2

ERAT.NET 4.x 9 SDK =

FERAT NET 3.x #9 SDK 3

EAT PHP 3.x # SDK =

& FF Python (Boto3) Y =

SDK

EHA T Ruby 3.x B9 SDK =

E R T Rust B9 SDK 2B X Z3F Timestreamo,
%

& AT Swift B SDK B

EHT PowerShell V5 Y TE £

fim

EATF PowerShell V4 (W T E

EABERE
@® Note
WETHRIZEREAFRERSER Support b y AWS SDKs H tools FRIEHHEE , 50 7
RAIEENIRERE.

SDKs X#F— LA THEE SDK E{k SDK TANEMIRE.,

ER LT BABLE L 2D RE -
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https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs f1TE SEEE

api_versions-*ZE AWS configX#i&k &

BE AWS BFEHF SN AP RAUZZFEERE. MIABERT , SDK M AWS CLI BEEA R
AT API fRAS, MERERSERN AP RAKRABEWNER |, FEEHDARE R RINZ

api_versions &,
BRIAE : TT. ( SDK EAMEH APl lxA, )

BHE: ZR—IMRERE , GEHAE—TRZTHE , BITHIR—IAWS RSMELR A API AR
R, BETHBWLE API AT |, HSF1Z AWS BRSHI XA,

ZRBIA configXHHIFH N AWS RFIRE THEMN APl IRA, XL API RARATEEZEX
ERENEEXHTETHG T, AAEMRSH®SERERZRSH APl IR,

api_versions =
ec2 = 2015-03-01
cloudfront = 2015-09-017

ca_bundle-*= AWS configX#iXiE, AWS_CA_BUNDLE - SMEXL &
BEEEY SSL/TLS EERFEANBEESRE (48 .pemy BB M4 ) HERE,
SRINE: &

BHE BEEREREIELAXHE, MRFEERANHSR , WRESLZHE PATH IMEREEE
X R P ERIZERF.

£ config XHHiRELEN R

[default]
ca_bundle = dev/apps/ca-certs/cabundle-2019mar05.pem

HTRERGSHBELEBFANBEFHRNFRAIENZESR , L TRE Windows £R config
XHHRIREENTH

[default]
ca_bundle = C:\\Users\\username\\.aws\\aws-custom-bundle.pem

Linux/macOS B G STIRENETEN R

export AWS_CA_BUNDLE=/dev/apps/ca-certs/cabundle-2019mar05.pem

EHABRE 132
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Windows B s SITIRENRTER KA :

setx AWS_CA_BUNDLE C:\dev\apps\ca-certs\cabundle-2019mar@5.pem

output-*£= AWS configXHiRiE
IEEMMIE AWS CLI flEM TEFIgEL R AWS SDKs IR,
ZRIAE : json

BRE -
— XA JSON FRBMNEN,
- BIHRA YAML R RHER,
 yaml-stream - fHBRRLEH XA YAML FREBNEN, BRIISERIBLE X B HIEE

B,
« text-HHXASNHRFIBFHFRETHERN XX TF5H HEB R ARG ESE (W0
grep. sed = awk ) REMA.

« table - WHRARBIEX , ERAFF +- UEKETBILE, CEELALVBA2IES
XA LEMRAERTZ R, EMNREESERHTEBLAEM.

parameter_validation-HZ= AWS configX#ikE

IEE SDK RTEEFHSITSHEAIES AWS Rk a 2 i 282K IEX LS8,
ZRIAE : true

BNE :

* true - FINE, SDKHTERTHTITSHNEFSHRBIE, XBBT SDK A TEBIASHESR
B, AR -LEHEIR, B AWS BRFHR[/KEFER 2 , SDK RTETLIELTHAIER,

« false— SDK KT EEFHTITSHERIEE AWS RFHEA[AZBF RN HH#ATRIE. AWS RS
i RARBIEFTRE R EL AN E R

Support by AWS SDKs and too

LT A SDKs XFARTBAHHRNIIEMRE. AAEMSHIMEREGEZH, EAT Java I AWS
SDK # 5&HA T Kotlin 9 AWS SDK Mt — X #FE[ JVM REBHIRE,
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https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#json-output
https://json.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-output
https://yaml.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-stream-output
https://yaml.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#text-output
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#table-output

AWS SDKs f1TE SEEE

SDK X BARNEZER
b=

AWS CLI v2 ¥ api_versions AX#E.
ﬁJ\

EAT C++ B SDK =

ERAT GoV2 (1.x) B SDK  # FX#F api_versions # parameter_validation o

BATF Go1x (V1) SDK # FXi¥&F api_versions H parameter_validation
2 EFRAHE config XHRE , LHFT 8 MELE X NI T
B ; BZHLIE

FEATF Java 2.x B SDK i

EAT Java 1.x By SDK B

FEHAT JavaScript 3.x W4 £
FEIES

AT JavaScript 2.x By SDK £

v/

E AT Kotlin B SDK

SEAT.NET 4.x B SDK &
JEAT NET 3.x 89 SDK &
&M T PHP 3.x 8 SDK =
& F Python (Boto3) Y =
SDK

& T Ruby 3.x B9 SDK e
EH T Rust B9 SDK B
EAT Swift 8 SDK &
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/

AWS SDKs f1TE SEEE

SDK X FEXHEZER
=

FEHAT PowerShell V5V TE &

EHAT PowerShell VA I TE &

EHRIZREA

(® Note

WMETHEBEREMABRBEREER Support b y AWS SDKs # tools RIEHHEE) , i§51H 7
RARIEENIRERE,

FNBBEAR—TIIEE , © AWS SDKs 2 B3I A EL AP BEERSH AN ENRIRMBTSR. It
HERAUUR—NEATHE A UREEERSEIHBIENIAE,

Blan |, A Amazon BB F#E RS X Amazon S3 N RBEFEBIMITREN , BT AT EALER
A1 APl KRig T R BRENE#EEHA AWS IKF 1D,

SREE AWS RFLRTREFEXMITH , EEEABEXLRET K ( FlH0 VPC LiRT RS2 1
HIE )R, EARSSBAE, ¥ TXEER  ERFEZRAENIREA

ER AT BABLE L IhRE -

disable_host_prefix_injection-3% AWS configX#i&iE,
AWS_DISABLE_HOST_PREFIX_INJECTION - 3/ 54 &, aws.disableHostPrefixInjection-
JVM REE % : XBR Java/Kotlin

HiREAT% SDK T ERE B M MNE SDK NEFimN RBEEEH E XA EHRTRKME XK
mRENSE.

ZRiA{E : false

BME :
« true : EAENBIBEA. SDK FL&BRIFHAENB.
« false : BEAXHMEISBEA, SDK FEH STV B RH MENTR,

FEHBZEA 135


https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs f1TE SEEE

£ config X#HHIREENRH

[default]
disable_host_prefix_injection = true

Linux/macOS B G STIRENETEN RH

export AWS_DISABLE_HOST_PREFIX_INJECTION=true

Windows Bl s S TIRENETEN RH

setx AWS_DISABLE_HOST_PREFIX_INJECTION true

FEHBEIRE A RHBI
TRORGERTEBBAMNZRAEV IR EAN I SDKs £ HHZRLE R

« ENEIR : £ SDK BEFmN RFRBEE LIREMN TN ETRE AT FHER
« BA £ SDKEFmYKRIABEE LiRENH R A,
c BERRER B R IRAER S

- REME  KRIRENFENE
- £RimA : SDK FF i A THAT AP IR R L IR Ko

EIN-E: A B iR REE ZRIFR
“BIE, { "https://service.u  false "https://data.serv
s-west-2. ice.us-we
amazonaws st-2.amaz
.com" onaws.com"
“{Bucket}- F&HM  “amzn "https://service.u  false "https://amzn-
{Accountld}, ” -s3-demo- s-west-2. s3-demo-bucke
bucket1” , amazonaws t1-123456
“123456789012"  .com" 789012.se
Accountld rvice.us-
west-2.am

azonaws.com"

FEHBZEA
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SEES

AR PN B imin R REE ZRIHR

“BHE, { "https://override.  true "https://override.
us-west-2 us-west-2
.amazonaw .amazonaw
s.com" ({ERE s.com"
Riws )

Support AWS SDKs by f1 T &

LT A SDKs XEFARTBHRHRNIIEMRE. MBS FIIMERGEZH, ERT Java I AWS

SDK M & A F Kotlin  AWS SDK Iff — X 5F10 JVM REEMHIRE.

SDK ¥ BIEREZER
£
AWS CLI v2 =
ERATF C++ B SDK B THERE , BUBIEFHMEMN enableHostPrefixIn
jection HEMRBHEE.
FEAT GoV2(1.x) W SDK & WUFERSEHER,

FEATF Go1x(V1)WSDK &

ERATF Java 2.x B SDK B FAXIFRE , BEuABEEFHFER SdkAdvancedClient0
ption.DISABLE_HOST_PREFIX_INJECTION ERBH
&,

FEAT Java 1.x B9 SDK B TXFRE , BEUNBIEFixEA withDisableHostPre
fixInjection FHERBHPEE.

BEHAT JavaScript ax WEMH B FTXEFEE , BUBIEFWMEM disableHostPrefix

FEIES ERBHEE.

& A F JavaScript 2.x # SDK

7|

FEHEHIRE , B EBIEFHMER hostPrefixEnabled
ERBHEE,
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-core/html/struct_aws_1_1_client_1_1_client_configuration.html
https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-core/html/struct_aws_1_1_client_1_1_client_configuration.html
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/configure-endpoints.html
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/client/config/SdkAdvancedClientOption.html#DISABLE_HOST_PREFIX_INJECTION
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/client/config/SdkAdvancedClientOption.html#DISABLE_HOST_PREFIX_INJECTION
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/ClientConfiguration.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/ClientConfiguration.html
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/s3-control/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/Config.html

AWS SDKs f1TE

SEES

SDK

& AT Kotlin B SDK

FERATF NET 4.x 9 SDK

EATF NET 3.x 89 SDK

ERATF PHP 3.x B SDK

& A F Python (Boto3) KJ
SDK

EHA T Ruby 3.x B SDK

FEAT Rust B SDK

FE AT Swift B9 SDK

& AT PowerShell V5 (W TE

EATF PowerShell V4 (W T E

IMDS & F i

(® Note

A T

iy fim iy iy iy

17 B

7|

7|

BERESER

AEXFRE , BAABEIEFiwFEA DisableHostPrefixI

njection HERBHEE.

AXHEFEE , BB LEFiH#ER DisableHostPrefixI

njection HERBHEE.

AEEFEE , BAABEEFwMEA disable_host_prefi

x_injection HERBAEE,

AILUBEEFURAMER inject_host_prefix ERBHE
=

AEEFEE , BAABEEFwMEA disable_host_prefi

x_injection HERBAEE,

FXFRE , BAUFERASH -ClientConfig @{Disable
HostPrefixInjection = $true}  NHESEEHEN
cmdlet #,

FXFRE , BAUFERASH -ClientConfig @{Disable
HostPrefixInjection = $true} ‘NESEEHEMN
cmdlet A,

WMETHEBEREARRBERSER Support b y AWS SDKs Hl tools &K #E , ESH T

B AN E R Y IR B TUH
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https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdkfornet/v4/apidocs/items/Runtime/TClientConfig.html
https://docs.aws.amazon.com/sdkfornet/v4/apidocs/items/Runtime/TClientConfig.html
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/Runtime/TClientConfig.html
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/Runtime/TClientConfig.html
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.AwsClient.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.AwsClient.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://botocore.amazonaws.com/v1/documentation/api/latest/reference/config.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-core/lib/aws-sdk-core/plugins/endpoint_pattern.rb#L8
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-core/lib/aws-sdk-core/plugins/endpoint_pattern.rb#L8
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs f1TE SEEE

SDKs M E M & M & REISH THIEBSIRA 2 IMDSv2) B, HXESES IMDSV2 |, i
S Amazon EC2 FI 357 IMDSv2eR 92, IMDS B BN SDK ABE R RHNE S HEE
SR TEE.

ER AT BABLEB L 2D RE

retries - EFIREEN RE A
E1T R T A9 18 SR AV E AN E 1R
EiAE : 3
BRE : KT 0 WEF,

port - B/ IHEL EXI KK A
i RE R O o
ERiAE : 80
BERE : BF.

token_ttl - EFIREEXN KK R
TH® TTL,

BINE : 21,600 B ( 6 /MY, D ECARETE),
BERE : BF.

endpoint - B IREL BN KK A

IMDS #93% Ro

EIAE : R endpoint_mode FTF IPv4 , MIBRIAIRK N http://169.254.169.254, MR
endpoint_mode & TF IPv6 , MERIAwR N http://[fdO0:ec2::254],

BXYE : BYH URL

REBAZIFLU TR SDKs, BXFAEE , FSRENEE SDK RIBE,
endpoint_mode - & FIHHE EX KK 7
IMDS #yis M=,

ZRIAE : IPV4
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html

AWS SDKs f1TE SEEE

BEWME : IPv4. IPV6
http_open_timeout - EFIREEXN KK A ( BMAEEMTE )

ZHFERITTNRDE.
ﬁi}\ﬁ o1 *’/\o

BME: KT 0 WEF.
http_read_timeout - EFIREEXNRARA ( B¥AREMARE )

B —MNEREROY I,
%ﬁi}\ﬁ 1 *9\0

BWME: KT 0WEF,
http_debug_output - EFIREENRK R ( BMABERAMARE )

RiE AT RS AE R
HiAE : T

B%ME  BME /O B , Hl STDOUT.
backoff - EFHEEN MR ( BHTEBHTR )

ERRXERZBERENDE , IEFFRENERETHEA, X2BSZRMIANEHREIRRRE,
AINE : H SDK M.
BRE : B SDK MF. AARMIE , BT RN BEXHHEM.

Support AWS SDKs by f1 TE

LLTFAR SDKs XFEARETFH AN IR RE, FIERRDHISMERTEEH, EMT Java B AWS
SDK # & AT Kotlin # AWS SDK Iff — X FFW JVM REEMHIRE,

SDK X BEREZER
B
AWS CLI v2 =

EAT C++ 1y SDK

7|
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/

AWS SDKs f1TE SEEE

SDK X FEXHEZER
B

EAT GoV2(1.x) W SDK £

FEATF Go1x(V1)HSDK £

EATF Java 2.x B9 SDK =]

FEATF Java 1.x B9 SDK =

ER T JavaScript 3.x WEH =
FEIES

FEH T JavaScript 2.x B SDK £

& A T Kotlin # SDK &
EA T .NET 4.x B9 SDK B
FEAT NET 3.x 8 SDK B
EAT PHP 3.x # SDK =
& T Python (Boto3) KJ =
SDK

i&A T Ruby 3.x #J SDK =
EA T Rust 8 SDK =
EAT Swift 8 SDK =
EAT PowerShell VEIWTE R
FERAT PowerShell VAT E R
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https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs f1TE SEEE

Eil1TH

® Note

WETHRIZEREA/FRERSER Support b y AWS SDKs H tools FRIEHHEE , 507
REAIERRIRER .

ERTHEREROAMZHMER SDKs BRGHWAMFIRERNRE. AWS RS
ER AT BABLE L 2D RE -

retry_mode-HE AWS config3#i% &, AWS_RETRY_MODE - ¥}F 5% & aws.retryMode-JVM %
SiEM : XR Java/Kotlin

EE SDK S R AR TEMAZHER
MIAE : WER B4 SDK MR, FHEF KR SDK 15T SDK RMBE |, BT H#HERKIA

retry_mode,

BXRE
« standard— ( % ) #HEN—HEZMN, AWS SDKstERXBREFRWIRHELEIRE | HE
2B AREHABURTRERESTARENEES, KEXTESHFAFNARFRFYREERH. KR
JEmax_attemptsEABEE , BNHERX TRINNHZERZHAEH =X,
« adaptive : WEEHEXNEATREEARS , 3 EEXNEUR B EFIRERR
Fl. BRIFLIERENARFES, , SNFERHLHEHREXATZHANARER. BSHA AL
## standard M adaptive EREX THESEFER, HERLTIEME , REKAESHELT
Ho
« legacy : (F#%E ) A SDK MR (FEFE SDK {5/ SDK KEBBE )
max_attempts-£Z AWS configX#i%E, AWS_MAX_ATTEMPTS - 3/ EZF £, aws .maxAttempts-
JVM REE M : XPR Java/Kotlin

BENERETHRAZHRE.

AE : WRKREEE , WEBRIAMEERR Fretry_modeiREMNE :

- WRretry_modeflegacy - A ET SDK WEIAE ( BEFLHIEE SDK /8= SDK #Y
RIGELLT fEmax_attemptsERiIAE )

« MRretry_mode@standard - 2R =X,
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« MRretry_modeRadaptive - Z2iIH =X,

BRE : KT 0 9B F.

A% standard 1 adaptive EifE
BRIFEFCHBEECHERARBRERS adaptive , BNFHANBIWESEA standard EiHER,

(@ Note
adaptive BXRIRELXRFEF RS ATRERFERNBERME K, MRTRXMIE
n, NEREB—FFRENATHNERN , XEF-—PRRETTRITELKSFBHTHEXR
TREYTE R H PR o

FrAE BH&EMN
NMARFFERARS . 235, NARFRFERARS -

1. NEEE B
2. EPmARTRENER , NELBRE -1
1B B R R IEfE 17 | Y BR 55 B R o0 Al L & P

Ui o
XEFES B MTREA IE SDK 7 A M iR E i X R U RES Lk SDK £ M Hi R 2,
SRR E A B B E R ER ERAZSEBAKRZHBDRBERBVE |

LA ENGE R 18 A0 Y 7T BE1E

KAHBREIXERZR , NHERER. ARERTIRBHEIE BIRNERZR,

MREFEFEH adaptive BX , NN ARFWENE P HATESE R A 8e T RN ERRIT, X
MERT , BRELTBH AR , M NNEERESMER. AWS RS AWS RS AT AE H b4 E K
PR&EITER., TEEL Amazon DynamoDB AR5 79 f5li% B, DynamoDB AWS XI5 EA N L IEE R T
KIRFIER, XERERBEEHEIN - NRZEVTHRAIELEMRER, MRREFERAR—&FF iR
RiFEAER , HARNHEP—NRWBERZETR , WEENEHEXFREMERNBERER, BN
KIBBRIR 1T N8 Region-and-tableXf RE—NE P, WMREEFEHAadaptivelRXEREIER |
BSRAMARSNIEE AWS XEEM,
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EREAXINEFS

£/ AWS SDKs THEERAERBMERFERUK (HadaptiveEHERXT ) MUASRIEE KE
FXR, SDK 2ERAMNTHEFERE : — M HERTEFHEE , 5 - M HBERERTEEFER,

- ERTHF#EBATAE SOK RENENZERER , AEEPKABRE LENTRERS. RE2
EZHER AN ZEFRERTIRINTE , RAEEBERKYDEHTEAER ZF#EE, MR HERR
ZEFERAZE , U SDK HFR2ERHZFR,

« ERERTEFEBNE adaptive EREXATATHEREERNER, REQKHEREFERZH
MNZFERPIRIMTE | ARBERSEENTREA , U SEENRRGTEIAER ZFER,

AN Rstandardfadaptive M ERXERNN S RARES -

MakeSDKRequest() {
attempts = 0
loop {
GetSendToken()
response = SendHTTPRequest()
RequestBookkeeping(response)
if not Retryable(response)
return response
attempts += 1
if attempts >= MAX_ATTEMPTS:
return response
if not HasRetryQuota(response)
return response
delay = ExponentialBackoff(attempts)
sleep(delay)

UTRXTFHREPMALAHENEZFMAEE :
GetSendToken:

LS BRI adaptive EHEXTEA. UEBRHMNBERBRSHEHER/PRITHE. NRENSTE
THA, WHEFTEENTH, SDK AJRELRHLEBERIM , MALSFHNET, ZFE\ETNS
FRRERE iR ENTREIE , A SEERERITE.

SendHTTPRequest:
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https://en.wikipedia.org/wiki/Token_bucket

AWS SDKs f1TE SEEE

WS BERKIZE AWS, KZEA AWS SDKs {E HTTP & |, ZEREAH HTTP & RAtE R ER
MREAMAERE, BE , BRETREBERAMMNNLEEFHERE  ERERNMEERAMNNSFSE
SEFEAER,

RequestBookkeeping:

MRFERRL , WSHSEANETEFERED, NV adaptive EHEAT , BRERTEFHERF
HYE FE IR R AR U Y W By K BY S 5

Retryable:
HSBRBEATAREERE JUERBA

« HTTP IR&MRE,
« MNRSFEEAYEHIRRE,
- EEHIR , EXH SDK KREIWEMEIR , HPRKEIREKRSH HTTP WAL,

BREt4RIR ( HTTP RS 400, 408. 500, 502, 503 F 504 ) MY MR ( HTTP RSNKEHE
400, 403, 429, 502, 503 Ml 509 ) MAREHER, SDK BERITARESHRNBIRSPHEMLEK
EHRER,

MAX_ATTEMPTS:

RINNBRAZIHRBUETIRE retry_mode Ki®E , BRIEMH max_attempts REFFEBE S,
HasRetryQuota

SBRENERSHEERPRISE. IRERXSEEERANE  UTFLERER,
ExponentialBackoff

NTFALERNER , EREMNEREERITEERIEE. SDKs £/ R ) #Y &b — 3 Hl s %=
Be UTEZERT MMANERINEAE X EREE (AW HEA ) -

seconds_to_sleep_i = min(b*r~i, MAX_BACKOFF)

ELEREES , LTEEA -

b

random number within the range of: @ <= b <=1

r =2
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MAX_BACKOFF = 20 secondsXF KZHAKiR SDKs, S RENIEE SDK IEESHRAEFHITH
Ao

Support AWS SDKs by f1ITE

LUFAA SDKs X FAEBHEARMNNENRE, AR FIIMERIGEER. ERAT Java i AWS
SDK # @A F Kotlin #9 AWS SDK Iff — X 3FEA JVM REBMHIRE.

SDK ¥ BIEREZER
£

AWS CLI v2 £

EATF C++ B9 SDK 3

BEBHAF GoV2(1.x) BWSDK R

BEHATF Go1x(V1)WSDK &
SEAT Java 2.x B SDK 2
i\ T Java 1.x B9 SDK = JVM REEM : A com.amazonaws.sdk.maxAttemp

ts MAR aws.maxAttempts ; £/ com.amazo
naws.sdk.retryMode MA = aws.retryMode

FEATF JavaScript 3.x W4 R

FRIET
SEAT JavaScript 2.x ) SDK & XHHZAFIRRHK. HHIVERDRUARATEXEERNE
TE X I3 3BT,

& T Kotlin # SDK =

JEAT.NET 4.x B SDK =

JEATF .NET 3.x # SDK =

EAT PHP 3.x 8 SDK =

& FF Python (Boto3) Y =

SDK
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html

AWS SDKs f1TE SEEE

SDK X BEAHEZER
#

EA T Ruby 3.x B SDK =

#E T Rust B9 SDK B

EAT Swift 8 SDK =

ERT PowerShell VST E £

EAT PowerShell VAWTE 2

HRELR

(® Note

WMETHEEREARRBRSEA Support b y AWS SDKs H tools &iEHIEEE , ESH T
ARSI ERE,

AWS SDKs M H , HEEWERABHNIFERAFTRIN AWS S , TEAUBIERERARK,
EHERABREEERS 2O ER A in EXNEH#TES , LR ARS XEBIERMENER BB
W, RUUBLETRENERABE R PDHRETSHALAMIFER, #TEHRN , SDK FTELER
RS F1 SDK X HMRIDE L, B2 , HEl M RIBIIRNEE gzip , BERRAELYT B,

MEEWNARFERANRE Amazon , NERES AT 8E45 5B A CloudWatch, CloudWatch 2 —Ii
EAANN MRS , eUAER, BEHRMEHNEIRELRENRERE, SBEEHNRSREN—IR
5l 2 CloudWatch#y PutMetricDataAPI 15 3%,

ER AT BABLE L 2D RE -

disable_request_compression-#= AWS config X #HiZiE,
AWS_DISABLE_REQUEST_COMPRESSION - ¥ EZ £, aws .disableRequestCompression-JVM
REREM - R Java/Kotlin

FFEEXH SDK FTERBFEREFER B ER B RN,

BiAE : false
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https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html

AWS SDKs f1T & SEREE
B¥E -
« true - XMABERES.
- false - RATBEFEABERES,

request_min_compression_size_bytes-3}E AWS configX#
%iE, AWS_REQUEST_MIN_COMPRESSION_SIZE_BYTES - M EZE,
aws.requestMinCompressionSizeBytes-JVM R&E M : {XPR Java/Kotlin

RE SDK RTENEFNBFERENHNFENKRN (AFTHEMN ) . EEGE , MEBREE TR
TEEK, Qb , F2E-ITR , FHTEEZFEEN. ZESSEE , KTHETZRENE
SRR RESR

BRINE : 10240 F15

BME : T 05 10485760 =1 ( BEER ) 2ZENWERE,

Support by AWS SDKs and T&

AT AZA SDKs X AT HHERWIIEERNRE, FMTESD HINEREEFH, ERT Java B9 AWS
SDK 1 5&A T Kotlin B9 AWS SDK M — X3 F [ JVM REBHIRE,

SDK ¥ BEREZER
£

AWS CLI v2 =

FEAT C++ 1 SDK =

EAT GoV2(1.x) W SDK £

BEHATF Go1x(V1)WSDK &
FERT Java 2.x #y SDK 2
FEHT Java 1.x By SDK Fi

ER T JavaScript 3.x WE#H =
FEIES

& A F JavaScript 2.x # SDK

7|
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/

AWS SDKs f1TE SEEE

SDK X BARNEZER
B
&M T Kotlin # SDK =
& F.NET 4.x # SDK =
BT NET 3.x 8 SDK =
AT PHP 3.x #§ SDK =
& FF Python (Boto3) Y =
SDK
& T Ruby 3.x B9 SDK B
i@ AT Rust # SDK =
EAT Swift # SDK &

EATF PowerShell VE IV TE £

EHAT PowerShell VAW TE £

BETHRSHImK
(® Note
WETHRIZEREAFRERSER Support b y AWS SDKs H tools G HEE , 50 7
fEARISRERIRBE R E,

BETRSHm[EERMET —MMED , AJERAEN API WERERGERENER , ARFZIER,
XEREAIURE T FAMIRS, VPC I QAME =S A H#h AWS FFRIE. TRINIEK A 23 AT
AHRRMEFRIR, EAIANB AWS RSFHEERR URL.

ER AT BABLE L IhRE -
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https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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endpoint_url-#£= AWS config3fi&iE, AWS_ENDPOINT_URL - }RiE3FF &£, aws.endpointUrl-
JVM REE M : XPR Java/Kotlin

EREEEEXHTEESENNEREBEEN , LREFEERATHERSERNER, LK]s
BEMERBENBHERS KBS,

IR LAERE AWS config B ENservicesTH o P EAMREN T ERSIRE B EN LKiR
TR. X services THWFWHEFANMERSIFRFEANIIR , BZRABETRSNIRS
PR IREF o
ZRIAE : none
BXE : 2EmREMAMENN URL, URL JRUEERETE —MNREFRAH , Z443E— N2
BRER,

AWS_ENDPOINT_URL_<SERVICE> - /%3 E, aws.endpointUrl<ServiceName>-JVM REE

% IXBR Java/Kotlin

AWS_ENDPOINT_URL_<SERVICE> , EAfi<SERVICE>E#r AWS RS R , AT HEERKZRE
BEXKRETR. BXBETREZFNFAERETENIIXR , FSREET RS IKLORRE,

A ERSHRSE R AWS_ENDPOINT_URL HiZEMNE AL BHIHS,
ZRIA{E : none
BEWE : BERASEEMENLN URL, URL TRRBREE—IMNBERAH  ZA4EFE—1 824
BRREL
ignore_configured_endpoint_urls-} % AWS configX#

%E, AWS_IGNORE_CONFIGURED_ENDPOINT_URLS - SMET £,
aws.ignoreConfiguredEndpointUrls-JVM REE 4 : {XFR Java/Kotlin

IRER T 2HAE BENNRREE,

FER , TeRiRENF , HREARBIHRSESHEEAST LRENEFAERN KR, HlW, #£--
endpoint-url® THEEWTITSHIFRK URL FRLEFF iR ERBRFHBRAER. AWS
CLI

2RiA{E : false

BWE

* true-SDK T EFELMHEE config XU HHFETEFRREMATIRERS URLHEENX
[ =RV
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- false-SDK T EFRAHE config XHRIMEZEF A F 2 EEY 47 H ik

EATRREEREE RS

ENMERSMEREBBEIBEEN KA URL , HiRE AWS_ENDPOINT_URL £ R EETE,

export AWS_ENDPOINT_URL=http://localhost:4567

EFHNBFELRT R URL WiEREH AWS RS BIBEN LT R URL ,

& £ FAAWS_ENDPOINT_URL <SERVICE>i$ﬁ,§£§° Amazon DynamoDB

B —serviceld/DynamoDB, X F LRSS , v R URL IMEEEN
AWS_ENDPOINT_URL_DYNAMODB, Jtt*“,mﬁtﬁ*ﬁ?ri AWS_ENDPOINT_URL # 1 LIRF & ERN £ Bi%

/AN O

export AWS_ENDPOINT_URL_DYNAMODB=http://localhost:5678

Ba—MjlF , AWS Elastic Beanstalk —serviceIldf{Elastic Beanstalk. ¥& AWS g% iR
RET API BE | FHFiEZEHKserviceIdE®RNTNEL , AUMEBEFRAE, HREERATUHRSH
WA, MERIIREZT & AWS_ENDPOINT_URL_ELASTIC_BEANSTALK, BXBETRSWATERE
TEMIR , BZHEET RS IESHIRAR,

export AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:5567

FAHRE config XHEERS
HEHE config X#HH |, endpoint_url AFABENEUEI AR IhEE,

« endpoint_url BEiEf profile FEEEAMFEZIK AR AL RFiKS.

« endpoint_url BRET services o FHBRFHIRFZAT , FRHL/ICERATRAZBRF KL
BER. BREHRE config XHFHEN services THIFAER , FSH BB XHHIER,

LUTRBIMER services EXFRBEEATF Amazon S3 WEETFREMN IS URL MATFHMRAERS
HWEENERIRS :

[profile dev-s3-specific-and-globall
endpoint_url = http://localhost:1234
services = s3-specific
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/dynamodb/2012-08-10/service-2.json#L10
https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9

AWS SDKs f1TE SEEE

[services s3-specific]
s3 =
endpoint_url = https://play.min.io:9000

BABRBEMXGTUNZSINRSEERS. LRAIEENMAER—BEEXH+HH Amazon S3 RERS
EWLIFET R URLs . AWS Elastic Beanstalk AWS Elastic Beanstalk & —serviceId/ Elastic
Beanstalk., #5 AWS RS REFET API RE | FrFrEZEKserviceIdBR N T XL |, HF
MEFH/NE, At , RFFRRAFHLEALTN elastic_beanstalk HEFHBRELIR EIZHE%
elastic_beanstalk = . HX services THEFANMERSITAREBHANIIXR , FSHEE
T RS iR S PR IR

[services testing-s3-and-eb]
s3 =

endpoint_url = http://localhost:4567
elastic_beanstalk =

endpoint_url = http://localhost:8000

[profile dev]
services = testing-s3-and-eb

‘“BREEE T IUESANREXHRFER. Hl, HAOEESHEE RE b EE S E MEaT af LAE 4
B services ENX :

[services testing-s3]
s3 =
endpoint_url = https://localhost:4567

[profile testing-json]
output = json
services = testing-s3

[profile testing-text]
output = text
services = testing-s3

ERETAENFUEERENXHPEERS

MRENEEXHEEETACHEIL K MXEZIERES IAM KAAEBINEEN source_profile
SHHMEN , WAAXIESNFEAMEBEEEEXHNRSEE, CTERAXKEACNEE X4, 4
m, ERAUTHE config X# :
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9

AWS SDKs f1TE SEEE

[profile A]
credential_source = Ec2InstanceMetadata
endpoint_url = https://profile-a-endpoint.aws/

[profile B]

source_profile = A

role_arn = arn:aws:iam::123456789012:role/roleB
profileB

services

[services profileB]
ec2 =
endpoint_url = https://profile-b-ec2-endpoint.aws

MRBEERE B B HERBHIFA Amazon EC2 , Nk MR https://profile-b-ec2-
endpoint.aws., MREHRBEAEMEMBRESEEER , RSB TERTMNEEER. Z

WRTAESBTIREXHFAPELNERIKR. EFLRHANEENH B EN , CEEEEETRE

X4 B Hi% & endpoint_url, BX source_profile iRBMEZELR , HSHAAABEIIREMH
£,

RERVE TR

ZUEREN ATLURENER , EBRRSRAE-—MLRLER. X THEAEEN AP BA AWS RS,
{58 P LA T NI P SR 218

1. ERBHPIRFEFLHEFRENTMERNREIR ETFHMAEMRE,

« X¥F AWS CLI , XR--endpoint-urlan FITSBIRMNE, XTF SDK, EX D E T URAE
FELBI AWS RS B inEEN R RENS BN R,

2. BB ETHRSWINET2IRMAE |, 5120 AWS_ENDPOINT_URL_DYNAMODB.

3. AWS_ENDPOINT_URL £ Rin R ETERHNE,

4. % endpoint_url RERHMNEREERE config XKW services 20 PR RZFRRFFZ4A
To

5 #Z= config X#H profile FEIZIEEMN endpoint_url RERMHHWE,

6. X/aEAEMN AWS RS in KA RIARS URL,

Support AWS SDKs by f1 T &

LT A SDKs XEFARETBAHHRNIIEMRE. MBS HIIMERGEZH. ERAT Java ¥ AWS
SDK # i& AT Kotlin B AWS SDK M — XX #E{W JVM REBMHIRE
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SDK ¥ FEXHEZER
B

AWS CLI v2 =

EAT C++ B SDK =

BEHAT GoV2(1.x) W SDK £

FEATFT Go1x(V1)WSDK &
FERAT Java 2.x By SDK =
EAT Java 1.x By SDK Fi

FEHAT JavaScript 3.x WE4E £
FARIES

FER T JavaScript 2.x B SDK &

& A T Kotlin B SDK 2
BT .NET 4.x #9 SDK =
ERAT NET 3.x 8 SDK =
EAT PHP 3.x # SDK =
& A F Python (Boto3) KJ =
SDK

& F T Ruby 3.x #J SDK =
EH T Rust B9 SDK =
EAT Swift 8 SDK =
FEAT PowerShell VEIWTE 2
EHATF PowerShell VAWWTE &£
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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1B E T IRSS BV im SAVERIRRF
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serviceld

AccessAnalyzer

Account
ACM
ACM PCA

Alexa For Business

amp
Amplify

AmplifyBackend
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AWS_ENDPOINT_URL_<SERVICE> IfEZE

AWS_ENDPOINT_URL_ACCESSANALYZER

AWS_ENDPOINT_URL_ACCOUNT
AWS_ENDPOINT_URL_ACM

AWS_ENDPOINT_URL_ACM_PCA

- AWS_ENDPOINT_URL_ALEXA_FOR_BUSINESS

AWS_ENDPOINT_URL_AMP
AWS_ENDPOINT_URL_AMPLIFY

AWS_ENDPOINT_URL_AMPLIFYBACKEND

AWS_ENDPOINT_URL_AMPLIFYUIBUILDER
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serviceld

API Gateway

ApiGatewayManageme
ntApi

ApiGatewayV?2

AppConfig

AppConfigData
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AWS_ENDPOINT_URL_APIGATEWAYV2

AWS_ENDPOINT_URL_APPCONFIG

AWS_ENDPOINT_URL_APPCONFIGDATA

AWS_ENDPOINT_URL_APPFABRIC

AWS_ENDPOINT_URL_APPFLOW

AWS_ENDPOINT_URL_APPINTEGRATIONS
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serviceld

Application Auto
Scaling

Application Insights

ApplicationCostPro
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App Mesh

AppRunner
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AWS_ENDPOINT_URL_<SERVICE> INETE
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AWS_ENDPOINT_URL_APPLICATION_INSIGHTS
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AWS_ENDPOINT_URL_APP_MESH

AWS_ENDPOINT_URL_APPRUNNER

AWS_ENDPOINT_URL_APPSTREAM

AWS_ENDPOINT_URL_APPSYNC

: AWS_ENDPOINT_URL_ARC_ZONAL_SHIFT
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serviceld

Artifact
Athena

AuditManager
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Backup
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Batch
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: AWS_ENDPOINT_URL_ARTIFACT

AWS_ENDPOINT_URL_ATHENA

AWS_ENDPOINT_URL_AUDITMANAGER

AWS_ENDPOINT_URL_AUTO_SCALING

AWS_ENDPOINT_URL_AUTO_SCALING_PLANS

. AWS_ENDPOINT_URL_B2BI

AWS_ENDPOINT_URL_BACKUP

AWS_ENDPOINT_URL_BACKUP_GATEWAY

AWS_ENDPOINT_URL_BACKUPSTORAGE

AWS_ENDPOINT_URL_BATCH
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serviceld

BCM Data Exports
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Bedrock Agent Runtime

Bedrock Runtime
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AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_BCM_DATA_EXPORTS

AWS_ENDPOINT_URL_BEDROCK

AWS_ENDPOINT_URL_BEDROCK_AGENT

AWS_ENDPOINT_URL_BEDROCK_AGENT_RUNTIME

AWS_ENDPOINT_URL_BEDROCK_RUNTIME

AWS_ENDPOINT_URL_BILLINGCONDUCTOR

AWS_ENDPOINT_URL_BRAKET
AWS_ENDPOINT_URL_BUDGETS

AWS_ENDPOINT_URL_COST_EXPLORER

AWS_ENDPOINT_URL_CHATBOT
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Chime

Chime SDK Identity

Chime SDK Media
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Chime SDK Meetings

Chime SDK Messaging

Chime SDK Voice
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AWS_ENDPOINT_URL_CHIME
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AWS_ENDPOINT_URL_CHIME_SDK_MEDIA_PIPELINES

AWS_ENDPOINT_URL_CHIME_SDK_MEETINGS

AWS_ENDPOINT_URL_CHIME_SDK_MESSAGING

AWS_ENDPOINT_URL_CHIME_SDK_VOICE

- AWS_ENDPOINT_URL_CLEANROOMS
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serviceld

CleanRoomsML

Cloud9

CloudControl

CloudDirectory

CloudFormation

CloudFront
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CloudHSM V2
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- AWS_ENDPOINT_URL_CLEANROOMSML

- AWS_ENDPOINT_URL_CLOUDS

- AWS_ENDPOINT_URL_CLOUDCONTROL

- AWS_ENDPOINT_URL_CLOUDDIRECTORY

- AWS_ENDPOINT_URL_CLOUDFORMATION

- AWS_ENDPOINT_URL_CLOUDFRONT

- AWS_ENDPOINT_URL_CLOUDFRONT_KEYVALUESTORE

- AWS_ENDPOINT_URL_CLOUDHSM

c. AWS_ENDPOINT_URL_CLOUDHSM_V2
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CloudSearch

CloudSearch Domain

CloudTrail
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CloudWatch
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AWS_ENDPOINT_URL_<SERVICE> INETE

- AWS_ENDPOINT_URL_CLOUDSEARCH

- AWS_ENDPOINT_URL_CLOUDSEARCH_DOMAIN

- AWS_ENDPOINT_URL_CLOUDTRAIL

- AWS_ENDPOINT_URL_CLOUDTRAIL_DATA

- AWS_ENDPOINT_URL_CLOUDWATCH

AWS_ENDPOINT_URL_CODEARTIFACT

AWS_ENDPOINT_URL_CODEBUILD

AWS_ENDPOINT_URL_CODECATALYST
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CodeCommit

CodeDeploy
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AWS_ENDPOINT_URL_CODECOMMIT

AWS_ENDPOINT_URL_CODEDEPLOY

AWS_ENDPOINT_URL_CODEGURU_REVIEWER

AWS_ENDPOINT_URL_CODEGURU_SECURITY

AWS_ENDPOINT_URL_CODEGURUPROFILER

AWS_ENDPOINT_URL_CODEPIPELINE

AWS_ENDPOINT_URL_CODESTAR

AWS_ENDPOINT_URL_CODESTAR_CONNECTIONS
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Compute Optimizer

Config Service
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AWS_ENDPOINT_URL_COGNITO_SYNC

AWS_ENDPOINT_URL_COMPREHEND

AWS_ENDPOINT_URL_COMPREHENDMEDICAL

AWS_ENDPOINT_URL_COMPUTE_OPTIMIZER

AWS_ENDPOINT_URL_CONFIG_SERVICE
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AWS_ENDPOINT_URL_CONNECT
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Cost and Usage Report
Service

Customer Profiles

DataBrew

DataExchange
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DataSync
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AWS_ENDPOINT_URL_DATAZONE
AWS_ENDPOINT_URL_DAX

AWS_ENDPOINT_URL_DETECTIVE
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serviceld

Device Farm

DevOps Guru

Direct Connect

Application Discovery
Service

DLM

Database Migration
Service

DocDB

DocDB Elastic
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AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_DEVICE_FARM

AWS_ENDPOINT_URL_DEVOPS_GURU

AWS_ENDPOINT_URL_DIRECT_CONNECT
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