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ft 4 & Amazon EventBridge A28 ?

Amazon EventBridge HER R — N ERFH[RES , FEEBN— NP REERF R, STHNE

E{f%, EventBridge AESRSERNY E , ATZREAERE NS , XEFESTLREARES 270 N
AWS BRrSsMiEEIS 6000 ™ API ##4E, EventBridge HERULEALERENEEEMEN , tXEEES
AR SR , BRI AR A3 1T R H PRAR 4E 37 B AR

EventBridge AERBIANENFRE T HFEFNTALREITL , IRV ENES. BB
EventBridge AERS , B LUEA cron M rate RIEX A EHEX LR ITR , b T UEE R ERA,
FBALLRERENERNEELD, EXERRS , HAEXKMHNAA R RERAKRERHE,

F&

 EventBridge AESZNEERK

« if[A EventBridge AE 85

EventBridge AESHNEER R
EventBridge AE SR AT X EINEE , IR TEE B #xMT BitXl,

- #EMRILE ¥R : EventBridge BAE X FEMR{L B #5EH Amazon SQS. Amazon SNS, Lambda
F EventBridge H1TE LK API ., BETEXW B , LA LAERA EventBridge & E 2512 4l
A&. EventBridge AESR{F AT ESH AWS CLI , RIRE EEHITX,

- BA B : EventBridge AESREHT —NMNEABHRSEH (UTP) , TR TRIEBEEN it KSR , ZM A
BTE —MNT R BRI 270 4 AWS RS FEEY 6,000 4 APl HREIR R B¥r. R UTP , BT LAfE
FZE# EventBridge A E2512%|A. EventBridge AERHF 4 T E&5 AWS CLI,

- RSEWATEED : EventBridge AESRIFRENMEBEIELD , AFEIBITR , REMASHTSE
%, EATAEEBEIBEAITRIKEA B8 A6,

- Eid : EventBridge AERB BERERZEL —XNEHEH , XEREEDE - XEHRIHEBEE
FRE9ME R, EventBridge AE RS A F BN AMNESIRE TR EIRIXE. EventBridge AERRALE
REEERZENANMES , UESIHTVHNTEEHBREFTA,

518 EventBridge VHE 25

&R LB EventBridge ###| &, EventBridge AESRT AT E S, AWSCLI , iEBEIEEEA
EventBridge E 28 API k£ H EventBridge AE 8.

EventBridge AESRNEER S 1
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8 & Amazon EventBridge B2 &5k

£/ EventBridge AR BRI , XMERA T T,
£

- RES I AWS

- BIZ IAM A/

- ERAEERK

- REWMITHE

- BETRETL?

kLS AWS

WMRERE AWS IKF |, BERUTEZRKGIZE -1
&S AWS K~

1. $TFhttps://portal.aws.amazon.com/billing/3E A
2. ZEBEELMHBARE,

FEOEMET , FHETBRENREIEE  EREAREREHA —PNRIEE,

HRGEMET AWS K, IR BIZAWS IKFRAF —1 RAFERGRIZKS RHFRE AWS
RS MRF. FANREREREK , FAAFIEERLRANR , A BRERARAFKKTEER
AP R BRNES

BIZE IAM B/

BOREEARAL, , WIARNATEIZ—,

RES M AWS 2


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks

EventBridge JAE 25

RAriEmE

prik > B ¥r

AL

REE

THE

HR

£ 1AM £ HR U 17 (7]

|dentity AWS,

Center

h XAFEREHRERRER,
BRBRESXSERNER ,

(¥ BZHE (IAM AP

7) &) B IAM R %
HRIEXEK,

£ 1AM A EEUE T A

= AWS,

(F

WEE

)

FEAEERE

PR

BXRRHA , HSH (AWS
IAM Identity Center 1§
) FHAIT

#® (IAM fiFEr) +
MEZATESBE R IAM

I

BiE % (AWS Command Line
Interface AAF#E/) AWS
IAM Identity Centerd fig &
AWS CLI EF AN KE EHRIE
T E AR

#E® (IAM fiFfEm) #FHNE
EIAM AFNmEESR  BE

B ARG B AT IR,

mIEN TR,

EL—FH  BEET—NIAM AR , ZAFPHEBHREN AWS BRAIER, ERAZSBHERLT , H
TR ER EventBridge HREERHE , RIMNBWEAEEMMWAF, BESAR  XLEHAF, BASRA
B EE#EH EventBridge HEZHBEFAENNPRE, EventBridge M FERAH , TRIBFZEFUT

REXRE.

- AmazonEventBridgeSchedulerFullAccess — £ 12 H| & 1 API & F 3 EventBridge BERFHN T
£ iF R R,

« AmazonEventBridgeSchedulerReadOnlyAccess — & F I EventBridge A2 Z HE23# R 114 9] £X

PR o

EARERR


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com//singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started-emergency-iam-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started-emergency-iam-user.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
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LA B E L — S AdministratorAccess FH—FSIX LB R REH INEI R EY IAM E 44,
BEXFEAETHMH IAM KBEEEX EventBridge AERFHNIHTENRHNESZFEE , B, the
section called “BERHE T B ORI KR

REMITAR

WITABR - IAM A , H EventBridge it XIBFREBEERM AWS RS BEH#ITRE, KA
I BR K W Bt 0 E itk 2B B LR F EventBridge AERF1E A B #8915 B R,

EEARFAAEFITRN , BT REFHHITAC, MREFEAESA , S EventBridge cheduler
2RJ[LBVNE—NBE , HNBEETHEENER. 4 EventBridge Scheduler N &I B AR |, ZA
EBNEERBITERHIMBLEEZERATURREETZACHIHE., XETUURBEENEERERZS

A&

SR SBA BRI BB LR MART EventBridge WEBAM BN BERR, AEEN
B3% AL BRI AR, A0 Bt BARRIAURIER | #5H the section called “(2 A HR 1L B
£

ERERITAE , EEA AWS CLI

1. EFILAT JSON BN AKX AR , H4EN Scheduler-Execution-Role. json RIFEIA
b, BLISIEXREERIF EventBridge AE R KRBT ZAE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}

RENTAE 4


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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/A Important

EREEFHBERRERTAR® | BIMNBUCRESFANRIPER , LI HIUEERER
B, EXREZEBENRHIERE , 5% the section called “BA3E BB RIEE A",

2. f£ AWS Command Line Interface (AWS CLI) & , AL T @S UBIEHF AR,
SchedulerExecutionRole B NERR T HABH AN,

$ aws iam create-role --role-name SchedulerExecutionRole --assume-role-policy-
document file://Scheduler-Execution-Role.json

BOEHRE  SREINATRERNS

"Role": {
"Path": "/",
"RoleName": "Scheduler-Execution-Role",
"RoleId": "BR1L2DZK3K4CTL5ZF9EIL",
"Arn": "arn:aws:iam::123456789012:r0le/SchedulerExecutionRole",
"CreateDate": "2022-03-10T18:45:01+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"

+

"Action": "sts:AssumeRole"

}

3. EE Y EventBridge HERR M BARRVFTRE , HERUATERABRZ—. EH JSON IR
REEHFEER . json XAREFESM,

RENTAE 5



EventBridge AE g% ArfEm

Amazon SQS - SendMessage

WA AT EventBridge HREZZHESRITIEIK - A FTE Amazon SQS RA 5
1Tsqs:SendMessagel®R{E,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"sqs:SendMessage"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

Amazon SNS - Publish

AR AR AL EventBridge HZ RS &K~ FEIFTE Amazon SNS E @i
{Tsns:Publishi#gfk,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"sns:Publish”
]I
"Effect": "Allow",
"Resource™: "*"
}
]
}

RENTAE 6
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Lambda — Invoke

AR AA L EventBridge B2 &K F R EYPTE Lambda BE#A
Alambda:InvokeFunctioni#fE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"lambda:InvokeFunction"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

4. BIIUT@T , HENRER, ¥ PolicyName B A ERER T I RHEHN BN,

$ aws iam create-policy --policy-name PolicyName --policy-document file://
PermissionPolicy.json

WMRAY , BFLFRATHE. 12 TRKE ARN, BFET —SHEAL ARN SRR <EE
BNHmTAE,

"Policy": {
"PolicyName": "PolicyName",
"CreateDate": "2022-03-015T19:31:18.620Z2",
"AttachmentCount": 0,
"IsAttachable": true,
"PolicyId": "ZXR6A36LTYANPAI7NI5UV",
"DefaultVersionId": "v1",
"Path": "/",
"Arn": "arn:aws:iam::123456789012:policy/PolicyName",
"UpdateDate": "2022-03-015T19:31:18.620Z"

RENTAE 7
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}

5. EFZREBEMMBZHRTAR , BETUTHS.  your-policy-arn B AEL—SH A
EMEE ARN, ¥ SchedulerExecutionRole Bt N IERMITHEBNE M.

$ aws iam attach-role-policy --policy-arn your-policy-arn --role-
name SchedulerExecutionRole

% attach-role-policy BEFLEGHITLIREMA,

RiE B R

£ 8% EventBridge RERFITXIZR , ELEE—NMEHRHBAERA. EUUEAIE AWS BIR ,
WA LABI R, LA TS ERE A A A el 2 ¥ eV 45 /E Amazon SQS BA%, CloudFormation

BRI A Amazon SQS BA %I

1. S LT JSON CloudFormation R H B F A A #hScheduler-Target-SQS. json.

"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyQueue": {
"Type": "AWS::SQS: :Queue",
"Properties": {

"QueueName": "MyQueue"
}
}
.
"Outputs": {

"QueueName": {
"Description": "The name of the queue",
"Value": {

"Fn::GetAtt": [
"MyQueue",
"QueueName"

]

}

.

"QueueURL": {
"Description": "The URL of the queue",

REB R 8
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"Value": {
"Ref": "MyQueue"

.
"QueueARN": {
"Description": "The ARN of the queue",
"Value": {
"Fn::GetAtt": [
"MyQueue",
"Arn"

}

2. 1EH AWSCLI, BT TS AREScheduler-Target-SQS. jsont# 412 CloudFormation
HAR o

$ aws cloudformation create-stack --stack-name Scheduler-Target-SQS --template-body
file://Scheduler-Target-SQS.json

BOEHRE  SREINATRERAS

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/Scheduler-
Target-SQS/1d2af345-al121-12eb-abcl-012e34567890"
}

3. BT T @S LLESE CloudFormation IR EEE . ESSEHERIVRSNERTIEEN A
o

$ aws cloudformation describe-stacks --stack-name Scheduler-Target-SQS

MR, Zw BB Amazon SQS RAFIHIREI S T

"Stacks": [
{
"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
Scheduler-Target-SQS/1d2af345-al121-12eb-abcl-012e34567890",
"StackName": "Scheduler-Target-SQS",

REB R 9
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"CreationTime": "2022-03-17T16:21:29.442000+00:00",
"RollbackConfiguration": {3},
"StackStatus": "CREATE_COMPLETE",
"DisableRollback": false,
"NotificationARNs": [],
"Outputs": [
{
"OutputKey": "QueueName",
"OutputValue": "MyQueue",

"Description": "The name of the queue"
},
{
"QutputKey": "QueueARN",
"OQutputValue": "arn:aws:sqs:us-west-2:123456789012:MyQueue",
"Description": "The ARN of the queue"
I
{

"OutputKey": "QueueURL",

"QutputValue": "https://sqs.us-
west-2.amazonaws.com/123456789012/MyQueue",

"Description": "The URL of the queue"

1,

"Tags": [1,

"EnableTerminationProtection": false,

"DriftInformation": {
"StackDriftStatus": "NOT_CHECKED"

EAXREENEEDS , 28 EAEQueueARNIRASIIRE N EventBridge AERFH B 5.

BT RMTA?

EREBSRE , EAAITERHRENE 1 EventBridge FE B BERF 38/ 845,

BETRA4? 10
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F A EventBridge A E S

REBN B IZEFH EventBridge AESF TR, A LLEA EventBridge BESEHIA. AWS
Command Line Interface (AWS CLI) 3 AWS B4 X TEBXREIBTHEEMRI{L Amazon SQS B IRRY
itXl. A, BFREBFTILRK , REEHAW , HAXMNEFRESKRENE, SIBITHE , &
FRIUEN TR RERBEA T BFRHE BFRASIAIE THER

(@ Note
EEEAER , BRINBWEMERA the section called “FERET B AR RATRNREER
WERZE IAM AR, SIZNBEERAFG , ETUATHSREEENHEZIE. ERE AWS
CLI , BEZHE 4 ID MWEH B ZER,

$ aws configure

AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE

AWS Secret Access Key [Nonel]: wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
Default region name [None]: us-west-2

Default output format [None]: json

EXRBREFZINTEAIRANEZEELR , 55 (A& 2 AWS Command Line Interface F 18
) PHEERE MK LR

e

- EREH

£ EventBridge HE g2 H A A1t X
£/ AWS CLI B2 it Xl

£ H EventBridge HESH X T ESAIEITXI
ETRMEAA?

FRFAF

RS DR SWEH | ERTRIT TR -
. SR RE ARRIES

TR 1


https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html#cli-configure-quickstart-precedence
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£ EventBridge AE R &l & 22 1T X

EFAEE AR
1. BRAWS BEEEGH A , RAEEFUTEEITIF EventBridge ##I1&# EventBridge 18 E 8530

9 : https://us-west-2.console.aws.amazon.com/scheduler/home?region=us-west-2#home

(® Note
BAIER AWS EEES A K XEERESRTR AWS X,

2. HEITRITE , EEIEITR.
3. HEEEUWXFMAGEERNE , EITXIBHRNERE D+ , HITUTERE

a. MWFIUXIBFH , MATRINBER. a0, MyTestSchedule
b. XNFHER (®E) , MAXNITRINER, Bt My first schedule,

c. XNFIXIA , NTFHIETHEE —MRE, MREZEXEVEIEMITRIA , WA RN &
BT RI%E#E default A, EQIRMMOITHIAE  BERESERFEFEBCHITRISERE,
&R LABE R TT RN RR AR IR 1T RI4E

4. FEITREXIORITUTERE -
a. EHEMF  FEBUTERENz—, BBEMABFEEERNERNMEL,
o —RMITR  —RMITRMIE SIS E R B B et | A A — 0k B #5.
EEHEMetES , L YYYY/MM/DD BB ABRN B, ABE |, 5E 24 /A hh:mm =
HEtE&. &5 , NTROET A ER — DX,
« EHITH ; EEITRIRBEFER cron RIXRE rate RIEX B EREEE A B #7o

EFEET Cron 9itX , £ cron RIEXEE 1T, EFEMA rate RIEX , BIEERET rate
Btk , HE BF@mA—NESH , ABNTHRLET AER B,

BXREM cron M rate RIEXNNWEZEL | BFSH 1THXIEE,

b. XNFRFEMBEIEAD , EFRALURMAZED , HEMNT IR IEERE—NFEXHETE B
H, Hln , tnRE%ER 15 28 HAENER TN RENS P AR—XEBFR , NZitREE
BF/EFFBER 15 D8 RNIZE1T.

EREZEHEAE 12


https://us-west-2.console.aws.amazon.com/scheduler/home?region=us-west-2#home
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5, MRBEL-DIHPERTEHIT , WENBEESS S , EEMX , bl UREIT XN H A H
Fetia SAR 45 3R B Mt E] . SR B S BN ER T RECIEZATRAELETH, REERAH
B9 TE HA T 30 R 4k 52 To PR 58 1tk i A L B #Ro

6. ii*%jt_io
7. HEFEBSFREL  RITUT®RE

a.

EREMRICBIRHIEFR BIR APl EARRHIH | BATFERE Amazon SQS SendMessage &
AL B ¥5o

ERIZEEES , T SQS A5 , AN THIIIRAEFE —NIBER Amazon SQS FA%I ARN ,
a0 arn:aws:sqs:us-west-2:123456789012: TestQueue, BERIEFRT] , FikiF el
B3 SQS RAFILAE M E] Amazon SQS #HlA. ISR , IRE EventBridge AE 28
BHEAFRFTRYIR, ZHFBAS ARN F.8 R A HiEE,

FEBIRTF |, MALRHE EventBridge AEREZ X BN BERNE . EARREF | o EHRBA
FIZELLTHE : Hello, it's EventBridge Scheduler.

8. EET—% 6 RBERE (7)) RAL , RITUTERE:

EIFRPRSE2H , ¥ TEATR , ERAFXRTEHXMANEE. BRINMERLT , EventBridge
B4R RENITR,.

FEitRITHENRESRS |, BE EventBridge AE IR 1T XA ERENHIRE
- MRZADMERITR , FEERER. X T —RMEITTR , IMERREEUTXERA —RBIRZ

o MTFEMITN , XEREEITVNWRE XX BAZE. BEXB3RBRNESZER | iF
27 the section called “it XI5 B G I,

« WMRETIEIL EventBridge HERE T TEREMITEMREE , FRBRLTRFEEFEEME.

EEHRBEMIES (DLQ) Hod , FEHRES , THER , MTVEREEXKE, &

BEEHEKKE , MRITXIREBAEBHR , EventBridge AERHEMETZiTH. WRER
B, MR TR E &K R E MR E R

NTEAHNHFEBR - A& , @A EventBridge A E 28 AR & R BSHHHK/ DB S
.

@ Note
RAEN 24 P,

NTFHRAEHRE , MAEBRERHEIRNERT |, EventBridge HERREIRITXIMN&Z AR
o

ERESE
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10.
11.

12.

13.

® Note
BRAENR 185 REHA,

X FIEERAS (DLQ) , iIBMEA T IR PIESRE

« o MREFEEE DLQ , HIEFRLIET,

« EEH AWS I RiEE— Amazon SQS BAFIESR DLQ : @E&FEm , AEMTHRSIF
RiEFE—BAFI ARN , ERSECIZITRIMEEN AWS K/~ BiE DLQ.

« RFEAM AWS JKF HEY Amazon SQS BAFIFETES DLQ : T BGET , REWAERKEN
DLQ HIBABIEY ARN ( ZIREAFI T 5 —1 AWS IKF ) o EER R, BTN
i AHEIEY ARN,

EFAEFREE KMS ZHAMEZEREA , EMER S , EBEHELMZRE (SR ) -
WNRERIET , BFRAIEHN KMS 40 ARN SR 812 —/ AWS KMS LS

2 AWS KMS %1, BX EventBridge iESRNANEZEBRSHIENESEE |, BSH the
section called “BASMNZE",

XNTFRR , EREAREAE AN THUIIRPEREERESEFUENAG, AL
EERIE IAM 2F A REFTHE,

REiL EventBridge HERNECIRFNMTAE , BTERENLITRICIRF AR, AT,
EHACEMRPRAET. MREEFIIED |, EventBridge WER S FERL B FrATENLE
RRAMEZBE,

ii?%-lt_io

EEEAVBUINREL , EFTNNEAGR. E8NEIP , EREEEROIZSRITFER
FAER

RGBT RIS IT XN, SANETTE EEFFTNNIAFHITRIIER, BREF
T, RiIEFItMRBEEA.

ERIFZNITRREABEAAT Amazon SQS B¥r , iE$TFHF Amazon SQS &l & HHITATRE -

a.
b.

C.

MEBAFI B % ik B FREA S,
EERENEBCE S
ERENZEVCHERENREBCEE T | ERREHE B RIERY TR A IEE] B FRBA S AN 55

/BN 0

ERESE
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5/ AWS CLI a2 itX

AT REIRBE a0 A AWS CLI 5% create-schedule 2 H#H B R{LAY Amazon SQS B FRAY
EventBridge AER1TXl. ETENG ST , NHUFNESHRAIEECHEES

* --name : AT XI@A—DEWR,

* RoleArn : A ESITRIXERAMITHER ARN,

« Arn : S A BFREY ARN. ZEABIF , BHARH Amazon SQS BA%I,
« Input : i A EventBridge AE 884& 1A 2 B FrRASIRYE B.o

$ aws scheduler create-schedule --name sqs-templated-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \

--flexible-time-window '{ "Mode": "OFF"}'

£ EventBridge AE T X TEIAIE1TXI

FEUTRBIF , &5 EA EventBridge AE SR A TEIREHHEMRIL Amazon SQS B =K
EventBridge A E 281t Xl,

Example Python F A TE&

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sqgs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "Message for scheduleArn: '<aws.scheduler.schedule-arn>', scheduledTime:
'<aws.scheduler.scheduled-time>""

}

scheduler.create_schedule(
Name="sqs-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=sqs_templated,

£ AWS CLI 15


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/create-schedule.html
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FlexibleTimeWindow=flex_window)

Example Java REF X T ESD

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target sqsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<QUEUE_ARN>")
.input("Message for scheduleArn: '<aws.scheduler.schedule-arn>"',
scheduledTime: '<aws.scheduler.scheduled-time>"'")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name("<SCHEDULE NAME>")

.scheduleExpression("rate(1® minutes)")

.target(sqsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and an Amazon SQS
templated target");

}

£ SDK 16
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BTk 4?

- BXRMFEAEHA. AWS CLI 5 EventBridge HESRH A IEGERITNNEZEE |, SR 21t
X,

- BRUOMAEBEEERCEGRNTHROAEABABNSBNESEER , B5H B2 BT

- BX EventBridge AESRHIEXEN API RIENEZEE , iS5 EventBridge ESS APl &,

BT RMIA 47 =


https://docs.aws.amazon.com/scheduler/latest/APIReference/
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H#2Z 8k EventBridge 88 RV iTRIER

LLREBANLRT Amazon S EventBridge cheduler SXiFMRE1TRISKE | BAR B EventBridge 2 Z HEs%
IMABESHNERENXETEE, BB , SBUUMNEFPITRER GHTERET  BET&EE
ItRI. EF cron B9ITRIFI—R M X,

ETERNIUTKMET cron BitXHRER IR, BUUANERENITRIRBEERITIREAREE
BMEHRITRIEE , HIETE EventBridge RAERITEZREXNE X,

— XM RMRAAR — IR BAR. BAILUBTIEERE EventBridge 87114 B ZHERVATE, B HARM T Xk
BE — IRt R,

@ Note

EventBridge AE s LHPTAITXIZKE A 60 WHBERAAHB IR, XEWKE , IREFITX
BEBRE 1:00551T , BIFFE 1:00:00 F 1:00:59 ZHEEH B API ( BigE&ERER TN
MEED ) .

FERAUTEHS 7THRNAASRHERITRRBEREITRREN , URIN{AI7E S EventBridge cheduler £
RE— IR,

FH

- ETEENIT

« EF Cron #9itXl

o —RMEUKI

- B EventBridge 2 & g8 L HI AT X

« H EventBridge BZ#ss LN E TRt

TR

ETERWIINEEHITMEENT B BRI ETE  AUCEXNEERREZT , ERTHHNSERA
B, BUUERAETERNITHIRRESELNERITAE. S, MREBVE-—NME 15 58, &
AR EAXEA—REBARRTTR , MAIEAETERROIUTHRZIML BB, EATUER rate
RIAXEER TEER TR

ETERNITR 18
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NTFETERNITR , BUUER StartDate BMRREZITRAWE R EIEHE, MRLZENET
BRI RIRM StartDate , WEMN TSI EIF BB B 7o

rate RIEAXNERNMNHEFE , FEAZEE DR , WTFAR.
BE
rate(value unit)

(=}

_/|\IE§&0
unit
BHRLELENTTREAHE B fRRYEt R 24,

B¥&@ A : minutes | hours | days

]

AT 7R 45035 B tn el 45 A 2 B R A X AWS CLI create-schedulef S REBEE T HERMATEIEK,
WREISET —MTR , ZiIH BRI HET—R , HAEAERILH SqsParameters B#rEHE G
Amazon SQS BAFIfEIE —KH B,

BT LREIRA --start-date SHREE , At SEECIBA MBI BT KRARER
FRo

$ aws scheduler create-schedule --schedule-expression 'rate(5 minutes)' --

name schedule-name \

--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD"™ }' \
--flexible-time-window '{ "Mode": "OFF"}'

EF Cron 891t X

cron RAXNSBIBBANEE TR , ZITELERNEFERBIZ1T. EventBridge it X F X #HFix
BB A AR E (UTC) SEERIZ TR EEN R XEEE T cron Bitkl. FEAET cron BYitXl ,
A A B b R FIT RIZ TR B MR, HEFE EventBridge AEBRFHNENMNERRIAXNT X

B 19


https://docs.aws.amazon.com/scheduler/latest/APIReference/API_CreateSchedule.html#scheduler-CreateSchedule-request-StartDate
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MEENESITXE , BERET cron Bitkl, flan , BTG E £ 8:00 E1THET cron it
Xo PST, BNMNAME—NEH—, @BuLlEA cron RxR BELEE T cron Bitxl,

cron REXHANMNAZEE I BHSEFZRARK : 24, /B day-of-month, day-of-week, A , BAK
—NAEFER “F7, MR,

B

cron(minutes hours day-of-month month day-of-week year)

FE (] BEA

Minutes 0-59 , =5

Hours 0-23 =5

D ay-of-month 1-31 ,-*?2/LW

Month 1-12 =% JAN-DEC -

D ay-of-week 1-7 2 SUN-SAT -*?L#

Year 1970-2199 -
BERF

- (2T ) BEMFIEHME, E‘Month"FE® , JAN, FEB fl MAR ‘@& January, February
March,

- - (BITS ) BEFAATEETSE. £Day"F&+ , 1-15 B2EEABGH 1-15 H,

(BB BENEEZFZERYNMEE, E'Hours"Z2E&S | * @SN IEF, FEETE Day-of-month
H Day-of-weekFERHEIRERA *. MREBE—ANPFEARAT , WXATES—NMNHER?.

« [ (P ) BEMFATEEEE. £ 'Minutes"ZERF , BB A 1/10 BUSEM —NIETEIE — 2 %
TN E T o8 (Hla0, 5 11 28, 521 28NE 31 D8, KILKHE),

« 2 (AT ) BREFAATEEEMANR., £iZ Day-of-month=FE&S | A LEA 7 , R —FFHEM
— XA LS, MALAm A ? 7 Day-of-weekE 7k,

- % FEFH Day-of-monthL Day-of-week BE A A FIEEARBNRRE — Ko

B 20
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* % Day-of-monthF B HHWEBERFIEETER., £iZ Day-of-monthFE&H |, 3WiEERIEILZAE=
KXW IR,

* Day-of-weekFERHH # BEMEE—NARN—BAHPEERE -RKNBEXH. Him, #2 EZANE
“AEHZ 3ENRENC  RAEREANE=ZX , 2 REZANZRENE-X.

(® Note
MRER # F/F , WARLTE day-of-week FERPENL—NERIEX, Fla0, "3#1, 643" BF
ME , A EHBRAFDPRER,

R

LAUR R BR an{alE A cron RIERF AWS CLI create-schedule@REEZEE T cron HWATE R,
BERBIBIE T —MNTR , ZiTRITE 2022 £F 2023 FHESEMNANKRE—MNEHE LS 10:15 (UTC
+0) iB1T , HEABEIRILE SqsParameters BARr3E A E Amazon SQS BAFIEEHE B,

$ aws scheduler create-schedule --schedule-expression "cron(1l5 10 ? * 6L 2022-2023)" --

name schedule-name \
--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \
--flexible-time-window '{ "Mode": "OFF"}'

— Rt

— MR R RS ERAER B PN EBEEEN B BNt RBAAER—IX, EventBridge HERRX
BFREAhERE (UTC) NEE IR IR BN XTI E

(® Note
— XM MNEZRESTHEARBRE BRI ALHIKFEH, BYE—RKETRTRIET
ST LR

BAILAERA at RN BLE — XX, at RIAXNBEFE S EventBridge cheduler @ A1t XI# B B
BHEIA R , TR

5l 21
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B

at(yyyy-mm-ddThh:mm:ss)

B & — Rt RIET , BT EventBridge RHE B S ZBEEndDateB N it XIIEER StartDateM,
AN

LA 7RI BR il £ A at RiXXF AWS CLI create-schedule@ ©3REE — R MEiTR. R
BRI T — MR, ZiTRIE 2022 F£ 11 A 20 B TFF 1 & (UTC-8) iIB1T—IR , HERERILH
SqsParameters B#RZEE @ Amazon SQS BASI K iEEE..

$ aws scheduler create-schedule --schedule-expression "at(2022-11-20T13:00:00)" --
name schedule-name \

--target '{"RoleArn": "role-arn", "Arn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \
--schedule-expression-timezone "America/Los_Angeles"

--flexible-time-window '{ "Mode": "OFF"}'

H EventBridge 2 ZHE88 LAY X

EventBridge AE X HFELEEN TR XEEE T cron WiTXIF —RX#itXl. EventBridge #E
BFEABRERMSES BV (IANA) g3 05 XBIERE.

f&Bh AWS CLI , A LAME - -schedule-expression-timezoneS ik EHE H EventBridge &
ZHBREB NN XTEENBEREREE. fl0, ATHSIE—NET cron Witk , ZiIFXEXLF
8:30 @ A America/New_York #1141t Amazon SQS SendMessage B#r.

$ aws scheduler create-schedule --schedule-expression "cron(30 8 * * ? *)" --pame
schedule-in-est \

--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "This schedule runs
in the America/New_York time zone." }' \

--schedule-expression-timezone "America/New_York"

--flexible-time-window '{ "Mode": "OFF"}'

H EventBridge 2% HF88 LV E A

EventBridge AL BB 2 B BB EN BARLZHFLUENE SR, AEFEZNEEEIB3E , 212R cron
RAXNFEFFENBHANSE L, NSRS ENITRER, AURENRBEBIEN , BHITIRET
—R, AEF2EEFEM. UTHRERREEEERN B HMEE,

1BE 22


https://www.iana.org/time-zones
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EventBridge BE R ABRBELE BRI NI EEN N XK IFREN AR L. WREE America/
New_York FEE TR , W2 Zed XA RS E R LA |, ViR EE , ™ America/Los_Angeles #it
Y E= PR EHEEEFEN R ZETCRHITHE,

FFLL days REMNMHEFERMITR , FlI0 rate(1l days) , days &RR 24 DETIRFLERTE, XE
& , YESHSH—KRBES 23 NFREKS 25 /afat , EventBridge AERRMHEE LIXFAA 24
P RITERERIER,

(® Note

BEISHATHE  FENXFAXRTESH, NIREEFTETE LSRN XEIRITR , A
EventBridge BZHs T2 AR AN BRERH . ETHEENERATHRDAER (UTC) A1t
o

Bl

EZR—NpE , BI7E America/Los_Angeles F{EA LT cron ®RIAXBIEITXI : cron(30 2 * * ?
*)o BITRIBRZER 2:30 EIEERXIETT,

» Spring- forward — HEZFH A BIMESRE 1:59 MBI B3N EZE 3:00 &f , EventBridge AE2F 2Bk
HRXNWAERA , HAEE-RIREEEETARTH.

- fall-back — KENEMNER 2:59 @MEBZEZRER 2:00 &f , EventBridge HESRRERIME XL
EE 2:30 BT —RITKN , EFLENBENER 230 BREERE.,

SO 23
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£ HIEZHES T EE HFE EventBridge &

T X2 %A Amazon EventBridge itXIEFCIE, BEENEENEERR,

FMTREBE —NMRRERX | BTREITRETHEFSRE, EventBridge AERZF=fEHMN
TR B&FE, cron M—XHEITHR. BEXFRITVEENELZEE |, HSH ITRIKE,

BRI , FEREBITVNERANEIR. B2 — API &4 , EventBridge itXIEF&BXE TR
MR RERBAZIRIE, EventBridge AERIIFMMLEW BN - BERCERERORSEPBARE
W APl 4 , UREREBHRSE (UTP) , WA T 270 ZANRSFEA 6,000 Z/MNEE, BXEEHE
HHEZEER  H2R EE BT

FERAADEEYF  ERXREMIEEEAY (DLQ) , & LAE B 1T XI1E EventBridge 18 E TR F T &R Ih i
EHERXD BRI B RE, EiXFKKRE T EventBridge HE RS SME ix 5k MEBHHIRE , MUKk
FRUOEHEHRE S KA, DLQ 2 —fh#r#E Amazon SQS EventBridge BABIRERF , BTEER
RKEAREOHEEAELAMNES, BOLUER DLQ XEBREWITHRE T HRBERHNEE, EXESZE
B , {52/ the section called “Bti& DLQ”,

AT WALKREIEARSIA. AWS CLI # EventBridge B2 RHESSEE H EventBridge 2% #F
SDKsH =61,

FA

- 7£ “BIEZHf EventBridge 88 P ERAERRAD

* 7 EventBridge AESEFHRERENNEEQD

- ZRESRTEE BELHERIEERSI EventBridge

- £ “HEZRH FHIBRA EventBridge TR HE

« BETRMHA?

£ “HFEZ#E EventBridge 288° P E X HERRE

H EventBridge BZHERMRES : BAMNER., WTRAIEA UpdateSchedule ZERBH D HALE
— X H VA Lambda B¥rE9iTX.

fEARtUpdateSchedule , RMRMPAELENSH ., EventBridge BEZHBRLALRENEESR
BRENBREZH. MRFEEZIHSIRENSE , WEIAR null,

EX an gl ey 24
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Example AWS CLI

$ aws scheduler update-schedule --name lambda-universal --schedule-expression 'rate(5
minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

\"H\"I 3N\

--flexible-time-window '{ "Mode": "OFF"}' \

--state DISABLED

"ScheduleArn": "arn:aws:scheduler:us-west-2:123456789012:schedule/default/lambda-
universal"

}

LU RGI6E A Python ¥i4FFF % T E8H UpdateSchedule B/ERE A A #E MR B #5F Amazon
SQS &N B#RM TR,

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

sqgs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "{}"}

flex_window = { "Mode": "OFF" }

scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(5 minutes)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window,
State='DISABLED')

EX an gl ey 25
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# EventBridge AE P B E R ER AT A& O

MIRFERAREWNREE O EEiTXIet , S EventBridge cheduler £7E&i& BR AT IR E O WA A B¥r. X
EREEEMBHITRKIKAABGHERTREN. REXRENNEET2BERER , ARSI
MY AT S,

Bl , MRERNBPNEIT—RNITREET 15 7HNRENEEQD , We2EITRIEEZEH 15
SHAEA B, LU AWS CLIF S EventBridge cheduler SDK 7Rl i FUpdateSchedule i &)
RHZET—RWITRNHRE 15 28 p MR EE O,

(® Note

AN EERBERERENNAE N, MRAFERELIEI , FIEE OFF, MRFZER
B FLEXIBLE , M &AZU4E E it XS 1TRY S KSR R

Example AWS CLI

$ aws scheduler update-schedule --name lambda-universal --schedule-expression 'rate(1l
houxr)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

\"H\"I 3N

--flexible-time-window '{ "Mode": "FLEXIBLE", "MaximumWindowInMinutes": 15} \

"ScheduleArn": "arn:aws:scheduler:us-west-2:123456789012:schedule/lambda-universal"

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

sgs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "{}"}

BERENAREIEQ 26
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flex_window = { "Mode": "FLEXIBLE", "MaximumWindowInMinutes": 15}

scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(1 hour)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window)

EAESRPEE A EZIRIEBAS EventBridge

Amazon EventBridge Scheduler 3% 1552 FI I 5 #h {5 % BA 51 BR S HI SE/ERA 5 (DLQ). HitXIFTTZAAH
BH#5EY , EventBridge itXEF4FISRAFMHE MM BIRKREINEMIEALY JSON B A%
X BIEIEER Amazon SQS FRHEBAF,

T B JSON RSB ESH. EEBHALEX TR B FRaYE BT HERR. WRERIT
YEETEREKK , I EventBridge BERF LA X ERRBRENFAEXRBNREEH,.

LT BN AR Amazon SQS FASIELE N BERZHERY DLQ, RE1TXI EventBridge 72 /F [
Amazon SQS KiXHEEFTEMN R M DLQ EKIFEEEH.

FH

- B3 Amazon SQS RAZl

- REPITAENRR

- IEEIEERATI

- RRFXESEH

#12Z Amazon SQS BA %l

ERITREE DLQ 281 , B4 —NRER Amazon SQS BA%I, BxfEH Amazon SQS #4114
BIZERAFIEEBE |, 555 (Amazon Simple Queue Service F XA RIERE) FHI I Amazon SQS FA
B,

(@ Note
EventBridge ERF R XFEA FIFO BASI{ERN BREZHEH DLQ,

EALLT AWS CLI iS22 PRER S,

& DLQ >7


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/step-create-queue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/step-create-queue.html
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$ aws sqs create-queue --queue-name queue-name

MERKI , FoEHEHFPEZ QueueURL,

"QueueUrl": "https://sqs.us-west-2.amazonaws.com/123456789012/scheduler-dlqg-test"

BIERASIE , B2 TBASI ARN, RN BREZHIEE DLQ B , ¥RFEZE ARN. EventBridge 7] 5L
£ Amazon SQS #Z#| & P KFEHIRAY] ARN , A LAEAGHRERK. get-queue-attributes
AWS CLI

$ aws sqs get-queue-attributes --queue-url your-dlq-url --attribute-names QueueArn

MR, EORFE R L FEZIBA S ARN,

"Attributes": {
"QueueArn": "arn:aws:sqs:us-west-2:123456789012:scheduler-dlqg-test"
}

AT, ZFaEit T aenmeRameR , R FitXl EventBridge /%@ Amazon SQS &
ERREEH

REMITABNR

=il S EventBridge cheduler [@ Amazon SQS ZERREEHN , ENITHRITARTZUTNREE,
BRATITHCHMFNRRENESEFE , FSHEERTAE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Action": [
"sqs:SendMessage"

RENTHAERR 28


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sqs/get-queue-attributes.html#get-queue-attributes
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1,
"Effect": "Allow",
"Resource": "*"
}
]
}
(@ Note
mREEAITXIFZFER Amazon SQS API BFr , MI&H EventBridge itXIMITABAIEEER
B0 T PR B9 AR BR o

ET—FF , #99ER EventBridge BRRHHR4IA 3N EH ARRHIEE DLQ.
HEEILEAT

EIEE DLQ , iEfE A EventBridge AERFEHAHEMAFITL , HE IR -PFHITR. AWS
CLI

Console
FREFHAEEE DLQ

1. BFRAWS EEEGH S , REERFEATEEITIT EventBridge #HI&# “ EventBridge HIER
HE” 2B4 : £ https://console.aws.amazon.com/scheduler/

2. 7T H EventBridge BRHHZHI & L , QIBHITX , INITRIFIRFERDAB U RIHTHE
3. HIREWEL , ¥TIHMEF (DLQ) , FHITUATREZ— -

o EFRERR AWS K HIERE— Amazon SQS BASI¥EXN DLQ , RIEMN THLSIR R IREY
DLQ & #EA%I ARN,
« EERFHEM AWS IKF 8 Amazon SQS BAFIEE S DLQ , ARSE%H AZER DLQ EAF

ARN, fNREEFHEA AWS K HRIBASI , U EventBridge BRRRHESREH AFLEET
P52k ARNs HERIZBASI,

4. EBFLENEE , RARERIRITRZRFITRISATEHK DLQ WEE.

5. (Hit)ZEFRITXMN DLQ HAEE , BMNIIRPERITHEN , AREITXIFEAEENE
LIEFRIEERATIIETF .

EEFEEAS 29


https://console.aws.amazon.com/scheduler/home
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AWS CLI
EEHNARMAELK , HEA AWS CLI

- M update-schedule SR EMEHITX. FEZALIEHN Amazon SQS BAFIIEE R
DLQ, &3 HFIINFTE Amazon SQS BURHY IAM A€ ARN IEEARITAE. F5UFH
BEERAZECNESR.

$ aws scheduler update-schedule --name existing-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"DeadLettexConfig": {"Axrn": "DLQ_ARN"}, "RoleAxn": "ROLE_ARN",
"Arn" :"QUEUE_ARN", "Input": "Hello world!" }' \
--flexible-time-window '{ "Mode": "OFF"}'

EFEH DLQ BIE#HITR , iEFEA AWS CLI
«  EHEBITX , HEH create-schedule %, NEMNFESRNEEESHER,

$ aws scheduler create-schedule --name new-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"DeadLetterConfig": {"Arn": "DLQ_ARN"}, "RoleAxrn'": "ROLE_ARN",
"Arn" :"QUEUE_ARN", "Input": "Hello world!" }' \
--flexible-time-window '{ "Mode": "OFF"}'

ETR -, SFEMAEK AWS CLI SkE DLQ BIEESH,
RRIEEEH

£/ receive-message WS M DLQ R RFEEEH , M TR, BALEA --max-number-
of-messages B REER R EEHE,

$ aws sqs receive-message --queue-url your-dlq-url --attribute-names All --message-
attribute-names All --max-number-of-messages 1

WMEKRL , BRBEIESUATARRUNA S,

"Messages": [

{

KRIEEEH 30


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/update-schedule.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/create-schedule.html
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"Messageld": "2aeg3510-fe3a-4f5a-ab6a-6906560eaf7e",

"ReceiptHandle": "AQEBKNKTdOMrWgHKPoITRBwrPoK3eCSZIcZwVqCYOBZ
+FfTcORFpopJlbtCqj36VbBT1HreM8+qM/m5jcwqS1A1GmII0/hYmMgn/
+dwIty9izE7HnpvRhhEyHxbeTZ5V@5RbeasYaBdNyi9WLcnAHviDh6MebLXXNWoFyYNsxdwJuGof/
w3htX6r3dxpXvvFNPGoQb8ihY37+u@gtsbuIwhLtUSmE8rbldEEWiUfi3IJ1zEZpUS77n/k1GWIMrnYgOGx/
BualLzOrFi2F738XI/
Hnh45uv3cab0YwS1ojPQ1lLtX2URg1haV5884FY1aRvY8jR1pCZabTkYRTZKSXG5KNgYZnHpmsspii6INkjitYVFKPo@H91w

"MD50fBody": "0@7adc3fc889d6107d8bb8fda42fe@573",

"Body": "{\"MessageBody\":\"Hello, world!",\"QueueUrl\":\"https://sqs.us-
west-2.amazonaws.com/123456789012/does-not-exist\"}",

"Attributes": {

"SenderId": "AROA2DZE3W4CTL5ZR7EIN:ff00212d8c453aaaaeb44bc6846d4723",
"ApproximateFirstReceiveTimestamp": "1652499058144",
"ApproximateReceiveCount": "2",

"SentTimestamp": "1652490733042"

.

"MD50fMessageAttributes": "f72c1d78100860e00403d849831d4895",

"MessageAttributes": {

"ERROR_CODE": {
"StringValue": "AWS.SimpleQueueService.NonExistentQueue",
"DataType": "String"

I
"ERROR_MESSAGE": {
"StringValue": "The specified queue does not exist for this wsdl
version.",
"DataType": "String"
},

"EXECUTION_ID": {
"StringValue": "ad06616e51cdf74a",
"DataType": "String"

3,

"EXHAUSTED_RETRY_CONDITION": {
"StringValue": "MaximumEventAgeInSeconds",
"DataType": "String"

}

"IS_PAYLOAD_TRUNCATED": {
"StringValue": "false",
"DataType": "String"

},

"RETRY_ATTEMPTS": {
"StringValue": "0Q",
"DataType": "String"

},

"SCHEDULED_TIME": {
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"StringValue": "2022-05-14T01:12:00Z2",
"DataType": "String"
},
"SCHEDULE_ARN": {
"StringValue": "arn:aws:scheduler:us-west-2:123456789012:schedule/

DLQ-test",
"DataType": "String"
I
"TARGET_ARN": {
"StringValue": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",
"DataType": "String"
}
}
}
]
}

FEBREEMPRATEYE , SIABNETE B #7178 A K MY o] 88 7 (K 7 3 E TR HERR.

» ERROR_CODE— &= EventBridge HE M B iR BRSS APl IWEIRVEIRREIB. EENRHI
#F , Amazon SQS REI4E IR TE 2 AWS.SimpleQueueService.NonExistentQueue,
MR B T8 EventBridge EREIEMSHITXELERABIR , MABNEBEI U THRNK
8 : AWS.Scheduler.InternalServerError,

« ERROR_MESSAGE— & & EventBridge E M B ARS API KBV IRIE S TE 81 E AR
B, Amazon SQS REIF4EIR{EE R The specified queue does not exist for this
wsdl version. MR HBTFitXl EventBridge BFRIEMS BT AK , BREFFUTHIRE
B : Unexpected error occurred while processing the request,

« TARGET_ARN : &8V itXI8 A #Y B #RAY ARN , RALLTARS ARN #

R : arn:aws:scheduler:::aws-sdk:service:apiAction,

» EXHAUSTED_RETRY_CONDITION : RN EMHZXE DLQ WERERE. MRKEBBHR API #
HRRAUERMNER , MARKAMLER , MaHIEEM. MaximumRetryAttemptsill
R EventBridge AEERFEBSEN TN EENFAERZHRABERERIES
DLQMaximumEventAgeInSeconds , REEZHEBIBE TN P EHEN K KFLNEE DT EE
X, NZzEMTREEXLEE,

ERIENRAIF , BONTURBEHFIRABAEIRERAERNITXIEEN B IR FIFTEFE,
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® Note

MBEMEAERB T , #EE EventBridge BEEFAE R MNRIEInput TRMUAE,
HELRHASEN T RGRDE  BERARBLAN. DLQ EEITTERE BFRS
HRABAHE | XTUBHLRNERNSY, EXELEL  FEHBRERIAREE
M.

£ “HEZH MR E EventBridge 2% 5k

B LUBE B E B 3 M BR Rk F 3 i BR 2R AN T RISRMIBR TR SERSAT EBK 7 #7 ana] 58 A X 7R b 75 S A
BRITR , URAMTARUEE—MEEMARS — M5,

ES 0]

. HRIEHRENS

s

%) 52 B Ja i BR

W REAEE 1 S EventBridge cheduler FEIMEB AN ERLZHETR , BHREITRITRE B3
BRo EE—XBIEBTMINMNABZTERZTRFIART BIUTNBENKARESD , BIIRBRTUBRE
FEFBEERXE TR EN K B,

iR E BB BREY |, ITRIRF 47 £)R EventBridge A B R EMIBRZITRI. X F—RMEHR , X
MERRKEETR AR —RERZE. NTEM rate 3 cron REXNREWEHITL , EHITRIFEEL
RARAEHR. ERITHNEGE —RARARKIEEEIEEN EndDate REMNEA. MRERNITVEE
T B3 MBRINEE , BRIV EEEEEndDate , M B EventBridge BEZHEF T2 B BRiZIT X,

BANEERZITKIREANER , REEFAFITRINERET, UATSRNMBOANIAF I RIE
B B 3 BR.

AWS EE#EHA

1. 3T EventBridge HRE2 ZHE8s#2EHl & , Mt Hhttps://console.aws.amazon.com/scheduler/,
2. MitXIBIRF | EBRERENITR , AREREE.

3. MEMSMmIIKRS , ERRE,

4. HEUNTHENERESS , NTHRIIRFERRER  RAERFENER.
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https://docs.aws.amazon.com/scheduler/latest/APIReference/API_CreateSchedule.html#scheduler-CreateSchedule-request-EndDate
https://console.aws.amazon.com/scheduler/
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AWS CLI

1. IFAFHRTRER,

2. f#H update-sch edule AWS CLI ss S EFHIB IR , TR, ZWwHHF --action-
after-completion i% &N DELETE. LtRBIBRELRSE JSON XA E X B inflE
EFEHITN , DTREEFURERNNFITEENETAEMBITIS K,

— NEHITR , BRAEPAA K, ALk , BALAEIRE --action-after-

completion ZEATIEEL R B H,

$ aws scheduler update-schedule --name schedule-name
\

--action-after-completion 'DELETE' \
--schedule-expression 'rate(1 hour)' \

--end-date '2024-01-01T00:00:00'

--target file://target-configuration.json \
--flexible-time-window '{ "Mode": "OFF"}' \

F ol Bx

MIBFBEEE/NiTH , AIEA DeleteSchedule B4EMIBR,

Example AWS CLI

$ aws scheduler delete-schedule --name your-schedule

Example Python A TE&

import boto3
scheduler = boto3.client('scheduler')

scheduler.delete_schedule(Name="your-schedule")

BT RMAA?

« BXWM{AA Lambda F Step Functions Bl B#ER{L EFrNEZER
B8, ESH EE B

, AR E T anfa] £ FE A B #R

FHMmIBR
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https://docs.aws.amazon.com/scheduler/latest/APIReference/API_DeleteSchedule.html
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« B3 EventBridge AERFHIFEREN API BIENEZEE , FZHEventBridge #ESE APl &
£,
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https://docs.aws.amazon.com/scheduler/latest/APIReference/

EventBridge AE g% ArfEm

7 EventBridge AE P EE 1T X4

It XI4H 2 Amazon EventBridge AE SRR , ATFHL TR,

589 AWS Ik B T —4 default TR, BALEHITYS default AREHIRAERHITY
MIXE, GBS AL AWS I/ IR 500 1 iHRI4. 5 EventBridge WA , £ LB &
RITERARTHIA | TFREMH,

RERABENNX D K NENBAMEX D KNENEAKNIRE, EAUGIERE | A
B, RAE., MESHENTRETOR, Hla, ERILUER L TARERRMA TR FRE R

¥ : environment:production,

/A Important

BEAERZERRIDMASBEE (PI) HEMBIBRBREE . REAH/FS AWS RS
|, 2FEITR, REFESR TARRBRALKIE.

HRIAEFR R AARRE | EHREENR.

BXRBIEBASR , BIALT ACTIVE RS, EBA L@ ACTIVE AFRitil. HEMERAR , REFE
@9 DELETING , [EZ| EventBridge R 25 BRK}EXHI 1T X, EventBridge VAESRMIBREAPHITRIE ,
BHIKF PRI EERE.

FANTEBRBIUTNAHNENARES, I RISAMEXE. &5, TUAMEREA,
£
- 7£ EventBridge FE S FAIZITXI4A

- 7£ EventBridge 8 25 7 Ml BR it X 4H
- HXAER

£ EventBridge A E 28+ 22 11X/ 4

EATXAMRERALEFHEBENHE THERHEN TR, EATSRE , LRGE IR
AFERRENEBRTIRS. R, BF—IFNITRSZAMEKEK,
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https://docs.aws.amazon.com/scheduler/latest/UserGuide/scheduler-quotas.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_GetScheduleGroup.html#scheduler-GetScheduleGroup-response-State
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® Note

SIBAR , BREMNZARBRITX , B TERFZIT M ERMARERK, AEEERCEITLY
B, I RN TR 5 A X BR.

F—F  SIEFIT A
AT EENET MACIRIIT A , FERUTARENE#THFIC : environment :development.
AWS BEZEIA

2R AWS ERiRH A tIRHE

1. B AWS EE#4| A H$TF Amazon EventBridge #4|#& (https://console.aws.amazon.com/
events/)o

EEMSMERS , EEITRE,

T RIETUE  EFReIEITRIE,

EiIXAFAEEMONEBNF , MAZEANEN. HIA TestGroup,
BEREMDMITUATERE

o &~ 0D

a. EBERIFIRZ,
b. EEAR A WMALESBALBANBN. EAHED  ERLCHRITIAFRENRE | &

W A environment,

c. HE(Wk)d, WMAESTRALRANE, EXAHED , A ALHNNERHANE

development,

(® Note
SIBAE , AN ERIEAIRE,

6. EFRIEIUTRAUTHEE, BRFTEFERETIATIRF,
7. (%) ERBASEEAGE  BEPHTEANEEEFERRE,

® Note
BTt mE default THRIA,
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https://console.aws.amazon.com/events/
https://console.aws.amazon.com/events/
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AWS CL

£/ AWS CLI B2 54

1. ITHAFNGSRAFEOD,

2. f£ AWS Command Line Interface (AWS CLI) # , #i ALAF create-schedule-group @ F
LLBIZZETH, S ERA—MrLEEIEA : environment:development, & LA LR
LRECUWRIERERTFEEN T RIAPTE N IREX BB TR,

it B AR RNEER N ENE R,

$ aws scheduler create-schedule-group --name TestGroup --tags
Key=environment,Value=development

MAERT , BRFALT ACTIVE R, B , BT LUTH I R SELRIOFAMRAK,
FH R KREAXREK
A TSRO  R ST L — 5 R R A K R
AWS BRI A
BT RISEXE  EER AWS ERIEHA

1. BEF AWS BE#4|A HFTF Amazon EventBridge ## 4| A& (https://console.aws.amazon.com/
events/),

2. EEMSmERD , ERITX,.

3. MitXIFRS , EERLRITRIACIEFH TR,

4., HEEEHXFHAGSEREL , EitRIADS , NTHIIRPERFHNER. Hfl, &F
TestGroup,

5. EEUMER, BFMRE  ARESEFRFINATLEELNLE. BXRBEFITUN
E8 , H2HE AL

6. EZTARHARFERITX , FEBEFREFITH.
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/create-schedule-group.html
https://console.aws.amazon.com/events/
https://console.aws.amazon.com/events/
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AWS CLI

BRIt R GAXRE , iR6EA AWS CLI

1. ITHAFNGSRAFEOD,

2. £ AWS Command Line Interface (AWS CLI) A , I AT HHK create-schedule @H, X
el —MIRHRESE L —FHERN sqs-test-schedule HAMEXEK, LitXIERAENR
{L#Y Amazon SQS B#rEAEKAA SendMessage &, ABNEEBERITEF., BFHRM
4HE o

$ aws scheduler create-schedule --name sqs-test-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }'
\

--group-name TestGroup
--flexible-time-window '{ "Mode": "OFF"}'

WMIE , BHFITRIE S TestGroup iTXIAXE,

£ EventBridge A E 25 il BR 1T X1/ 4H

ETXH , B lZI R AWS EEE IS 1 AWS Command Line Interface il Br it Xl
H, MIBRART , Z4H—BELT DELETING IRZ , EZI EventBridge A E MR IZAFRWIE LT
Xl. EventBridge AEMIBRAFRWITRIE , BHKF PHFTBEEZYE,

(® Note

BIRAST , BREMNZETFBRIT , B EFZIT X EEMAXER, REEEXRGEITY
B, T RN TR 5 A X ER.

AWS BB H &
£ AWS EERE & MIBREA

1. B AWS BB 4| A H3TFF Amazon EventBridge ##|A& (https://console.aws.amazon.com/
events/)o

2. EEMSMESS , EFITHE.
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/create-schedule.html
https://console.aws.amazon.com/events/
https://console.aws.amazon.com/events/
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3. TEiItNAmEL , MNHAT AWS XiF WIIAASIRPIKIERBRNEL, MREBXEFINERD
A, FIEFEM AWS X,

® Note
BT REM PR SRR RRIA L

1% AR BRAV A X RIRY B IEAE
IR BR o
EMBRITRIAXFEESD , WAZANBHRUBIAENERE | AEEERER.

FEIRATRSD , RBVSRET , REWAINEIEEMBR. £ EventBridge 18 E 25l Bx
SZAXBNMEITRIZE , ZEFRBILRES.

8. ERIFIRAMNACHIER , HEFERIFER,

N o o &

AWS CLI
5/ AWS CLI MiR&4E

1. ITAFNGSRRTEOD,

2. M AWS Command Line Interface (AWS CLI) A% ABLT delete-schedule-group s
BRI RIE, AENESEER --name WE,

$ aws scheduler delete-schedule-group --name TestGroup

MR , 1tk AWS CLI BRETRIREERL,
3. ERIFZAREBLT DELETING A , BE1THT get-schedule-group i,

$ aws scheduler get-schedule-group --name TestGroup

MREIET , WERBRIRUTUATATNE S

"Arn": "arn:aws::scheduler:us-west-2:123456789012:schedule-group/TestGroup",
"CreationDate": "2023-01-01T09:00:00.000000-07:00",

"LastModificationDate": "2023-01-01T09:00:00.000000-07:00",

"Name": "TestGroup",

"State": "DELETING"
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/delete-schedule-group.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/get-schedule-group.html
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}

EventBridge A E 8 EMIBRSH XM T XIEMBRIZEL . WMREBIRIZIT get-schedule-
group , M&WZEILLT ResourceNotFoundException MR :

An error occurred (ResourceNotFoundException) when calling the GetScheduleGroup
operation: Schedule group TestGroup does not exist.

RSP
AXUENESELR  ESANTAR -

- EventBridge JE 28 APl & H iy CreateScheduleGroup #1E,
- EventBridge E 28 APl & H iy DeleteScheduleGroup #1E,

FXFR e


https://docs.aws.amazon.com/scheduler/latest/APIReference/API_CreateScheduleGroup.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_DeleteScheduleGroup.html
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£ EventBridge AE P EE B #x

BUR EBH#R T (A% EventBridge WE R EABEMRILBIRMER BIR , ARHE T X F AWS RSH
5l , &R LAERA EventBridge TE2RAVEM B S ME EX LRS-

ER{L B #r 2 — A0 AWS BRS ( #120 Amazon SQS, Lambda 1 Step Functions ) FEI—A &N
APl #1E, Bl | FASUBT IR H B ARN R4F Lambda FiE A AP REIR A B , EERA BRH
BA% ARN 3kF Amazon SQS #J SendMessage ##EI&H B #ro

BRAEBMRR—ATEENNSE , AFERES AWS REBRAES ZH APl 24, a0, EaT LA
EventBridge it XIZFREA BIRSE (UTP) B RECIZE#TEY Amazon SQS BA%l, CreateQueue

ERERMRICEFNBERA BT , BN AAERFREEE RN BARH AP B4E, Ba]LUBE M it

MR ITABFIENRFKTRILIRE. B0 , ZF Amazon SQS B SendMessage RERFBEFR , N
EHITAER FINIT sqs:SendMessage BIEMNR, ERAZHIBERT , B LUMERABHRERSZHFEN
AWS HERBERFAMBEHNNR. B2 , LU SBZECHNEEERER , AFNKHMNERTA
ENNERBERNMANENE, ATEBERT NERCEFREBENEA B AREE RN R =B,

BXRXAITIEERITARNESZEER , ESH the section called “IEBHITHE,

£

- 7EHESSYF EventBridge MR B ¥r
- 7 EventBridge AESHRFERABEABF

* 1 EventBridge AESEFHAM LT XEMH
o ETXRMHL?

£ E 85+ EventBridge £ &1L B ¥5

BRI B AR 2 —E %0 AWS BRS ( 6180 Amazon SQS, Lambda #1 Step Functions ) REI—HER
API 4, fltn | B LB RS ARN SRfF Lambda B9 Invoke 2RI BEFR , HEERARSI
ARN 3 Amazon SQS #J SendMessage #ER AT BIR. ERERMRILBFR , BE LA ETTRIBYHR
TABRTIITER API BENNXIR,

EEA AWS CLI SiEH — EventBridge E 8 AmiEH XNECEBEMRIL B #7 SDKs , BEEEEHR
TABMN ARN, BIRERHN ARN, ZHE EventBridge AERZIEEIBRMNAER A , XY TRELEE
WILBEYR , EFRENZEHREE - AHAMMEEETNE -SH, SENERILBRFTREE ARN
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https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#inline-policies
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke
https://docs.aws.amazon.com/
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B, EventBridge BESR 2B RREENZRFAAZFN API B1E, MREHL EventBridge
Scheduler £33 RS EA TR API 24 , N AP0 % B #rBE R IE A B #5.

LAR 2 S EventBridge cheduler XM AR\ BN TEIR , URS /N BRI —XRKRSHE
(MREA) . NENSBEREFEEE , UEEF (EventBridge AESE APl &) Wy AEF B ik
FE

» CodeBuild - StartBuild

» CodePipeline — StartPipelineExecution

* Amazon ECS - RunTask

« 3% : EcsParameters

* EventBridge — PutEvents

« B3 : EventBridgeParameters

* Amazon Inspector — StartAssessmentRun

* Kinesis — PutRecord

« B8 : KinesisParameters

* Firehose — PutRecord
 Lambda - Invoke

« SageMaker A TE# — StartPipelineExecution

« 3% : SageMakerPipelineParameters
* Amazon SNS - Publish

* Amazon SQS - SendMessage

« ¥ : SqsParameters

« Step Functions — StartExecution

FERAUTROIRZEI WAEREFRNERICESR , URNAA SN ERN BIREEMEN 1AM X R,
Amazon SQS SendMessage

Exampleit 1T A & KA PR K B

JSON

Amazon SQS SendMessage 43


https://docs.aws.amazon.com/codebuild/latest/APIReference/API_StartBuild.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_StartPipelineExecution.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_RunTask.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_EcsParameters.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_PutEvents.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_EventBridgeParameters.html
https://docs.aws.amazon.com/inspector/v1/APIReference/API_StartAssessmentRun.html
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_PutRecord.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_KinesisParameters.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecord.html
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_StartPipelineExecution.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_SageMakerPipelineParameters.html
https://docs.aws.amazon.com/sns/latest/api/API_Publish.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_SqsParameters.html
https://docs.aws.amazon.com/step-functions/latest/apireference/API_StartExecution.html
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"Version":"2012-10-17",
"Statement": [

{

"Action": [
"sqs:SendMessage"

]I
"Effect": "Allow",
"Resource": "*"

}

]
}
Example AWS CLI

$ aws scheduler create-schedule --name sqs-templated --schedule-expression 'rate(5

minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"QUEUE_ARN", "Input": "Message for scheduleArn:

'<aws.scheduler.schedule-arn>', scheduledTime:
--flexible-time-window '{ "Mode": "OFF"}'

Example Python FF A TE&

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }
sgs_templated = {

"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",

"Input": "Message for scheduleArn: '<aws.scheduler.schedule-arn>',

'<aws.scheduler.scheduled-time>""

}

scheduler.create_schedule(
Name="sqs-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window)

'<aws.scheduler.scheduled-time>"'" }' \

scheduledTime:

Amazon SQS SendMessage
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Example Java SDK

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target sqsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<QUEUE_ARN>")
.input("Message for scheduleArn: '<aws.scheduler.schedule-arn>',
scheduledTime: '<aws.scheduler.scheduled-time>'")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name("<SCHEDULE NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(sqsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.builder ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and an Amazon SQS
templated target");

}

Amazon SQS SendMessage
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Lambda Invoke

Exampleit 1T A & K9 X PR R B

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"lambda:InvokeFunction"
]I
"Effect": "Allow",
"Resource": "*"
}
]
}
Example AWS CLI

$ aws scheduler create-schedule --name lambda-templated-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn":"FUNCTION_ARN", "Input": "{ \"Payload\":
\"TEST_PAYLOAD\" }" }' \

--flexible-time-window '{ "Mode": "OFF"}'

Example Python A TE&

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }
lambda_templated = {
"RoleArn": "<ROLE_ARN>",

"Arn": "<LAMBDA_ARN>",
"Input": "{ 'Payload': 'TEST_PAYLOAD' }"}

scheduler.create_schedule(
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Name="lambda-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=lambda_templated,
FlexibleTimeWindow=flex_window)

Example Java SDK

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model. *;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.builder()
.region(Region.US_WEST_2)
.build();

Target lambdaTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<Lambda ARN>")
.input("{ 'Payload': 'TEST_PAYLOAD' }")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name (" <SCHEDULE_NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(lambdaTarget)

.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.clientToken("<Token GUID>")

.build();

client.createSchedule(createScheduleRequest);

System.out.println("Created schedule with rate expression and Lambda templated

target");
}

Lambda Invoke
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Step Functions StartExecution

Exampleit 1T A & K9 X PR K B

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"states:StartExecution"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

Example AWS CLI

$ aws scheduler create-schedule --name sfn-templated-schedule --schedule-expression

'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn":"STATE_MACHINE_ARN", "Input": "{ \"Payload\":

\"TEST_PAYLOAD\" }" }' \
--flexible-time-window '{ "Mode": "OFF"}'

Example Python F4 TE&

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sfn_templated= {
"RoleArn": "<ROLE_ARN>",
"Arn": "<STATE_MACHINE_ARN>",
"Input": "{ 'Payload': 'TEST_PAYLOAD' }"

Step Functions StartExecution
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scheduler.create_schedule(Name="sfn-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=sfn_templated,
FlexibleTimeWindow=flex_window)

Example Java SDK

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model. *;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.builder()
.region(Region.US_WEST_2)
.build();

Target stepFunctionsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<STATE_MACHINE_ARN>")

.input("{ 'Payload': 'TEST_PAYLOAD' }")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name (" <SCHEDULE_NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(stepFunctionsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.clientToken("<Token GUID>")

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Step Function
templated target");
}
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# EventBridge AE R EHAEA B ix

BRABMRR—ATHEENNSE , AFERTFEZ AWS REBARES ZH API 24, a0 | EaT LA
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E. :
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AP| BRAERIIXER
« Amn: TEMNERS ARN | SIEEER 7 BIRH API RE |, KXW

N :arn:aws:scheduler:::aws-sdk:service:apiAction.

f5lgn | 3¥F Amazon SQS , BIEEWIRSZBFAN arn:aws:scheduler:: :aws-
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® Note

B B4R ARN Ff¥serviceBH4ME BIRARSTH AWS SDK IRSHRIRRFIEEL, LeAR
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FEEMARSH AWS SDK X4,
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select

read

lookup
discover
validate
batchGet
batchDescribe
batchRead
transactGet
adminGet
adminList
testMigration
retrieve
testConnection
translateDocument
isAuthorized
invokeModel

f5ln | GetQueueUrl API #R/ERIBRS ARN I TFFF7R : arn:aws:scheduler:: :aws-
sdk:sqs:getQueueURL., BT APl B{ELLgetBIZRFTL , At EventBridge Scheduler T #F 1t B
¥Ro B , %3 Amazon MQ #4E ListBrokers fEN B¥r , BN IZIBELEIR 1ist FF LA,

{55 F 38 A B PREY R 4

BEITR Input FERAZBNSHERTEREFHANRS API #ZWiERSEH, Hl , ELL Lambda
Invoke JB#R , A LUZE AWS Lambda APl SZ/FFIHMNSH, XBIEEB A LUEIEL Lambda K
A%k JSON B &,

EHEAUANTRBRFZIZRENSE APIs , ESRZIBREH APl &, 5 Lambda £ {lInvoke , B
APls #3 URI B RE ?Ei*ﬁ‘x&ﬁﬁko EXMERT , BRI Input HIEE URI RS
LK% JSON B s,

LU RGIER T il A B A B #7833 Lambda, Amazon SQS # Step Functions A& N API i
(=

Example Lambda

$ aws scheduler create-schedule --name lambda-universal-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld
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\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\
\ll}\ll}ll } 1 \
--flexible-time-window '{ "Mode": "OFF"}'

Example Amazon SQS

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sgs_universal= {
"RoleArn": "<ROLE_ARN>",
"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",
"Input": "{\"MessageBody\":\"My message\",\"QueueUrl\":\"<QUEUE_URL>\"3}"}

scheduler.create_schedule(
Name="sqs-sdk-test",
ScheduleExpression="rate(5 minutes)",
Target=sqs_universal,
FlexibleTimeWindow=flex_window)

Example Step Functions

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target stepFunctionsUniversalTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("arn:aws:scheduler:::aws-sdk:sfn:startExecution")
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Jdnput("{\"Input\":\"{}\",\"StateMachineArn\":\"<STATE_MACHINE_ARN>
\Il}ll)
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()
.name (" <SCHEDULE_NAME>")
.scheduleExpression("rate(1@ minutes)")
.target(stepFunctionsUniversalTarget)
.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())
.clientToken("<Token GUID>")
.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Step Function
universal target");

}

£ EventBridge EBH MM LT XEM

EEBABMNERNBEFERAUTEEZREEEXITINTHE, HENITXBEABR
B} , EventBridge AESR NS N EBFZERNEZENE,
« <aws.scheduler.schedule-arn> : it XI# ARN,

« <aws.scheduler.scheduled-time> : &R itXIEEWNERAE BFRHedE |, Hl
2022-03-22T18:59:437,

« <aws.scheduler.execution-id> : EventBridge AENESXRZ X AA B2 EAME— D, 4
0 d32c5kddcf5bb8c3,

« <aws.scheduler.attempt-number> : A TR HaIAANZ R ITERES | Hlw0 1,

WRBIERINASIER —MTR , ZITREBEs#at & —IX , HAA Amazon SQS SendMessage &1E
ERBR B, BEIEXSEE schedule-time W{E,

Example AWS CLI

$ aws scheduler create-schedule --name your-schedule \
--schedule-expression 'rate(5 minutes)' \
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--target '{"RoleArn": "ROLE_ARN", \
"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage”, \
"Input": "{\"MessageBody\":\"<aws.scheduler.scheduled-time>\",\"QueueUrl\":
\"https://sqs.us-west-2.amazonaws.com/123456789012/schedulexr-cli-test\"}"}"' \
--flexible-time-window '{ "Mode": "OFF"}'

Example Python F A TEa

import boto3
scheduler = boto3.client('scheduler')

sgs_universal= {

"RoleArn": "<ROLE_ARN>",

"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",

"Input": "{\"MessageBody\":\"<aws.scheduler.scheduled-time>\",\"QueueUrl\":
\"https://sqs.us-west-2.amazonaws.com/123456789012/scheduler-cli-test\"}"
}

flex_window = { "Mode": "OFF" }

scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(5 minutes)",
Target=sqs_universal,
FlexibleTimeWindow=flex_window)

BT RMTA?

B X EventBridge AEREFHIEXREN API RENEZEE , i5SFEventBridge AE SR APl 2%,
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{
"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"scheduler:GetSchedule",
"scheduler:ListSchedules",
"scheduler:GetScheduleGroup",
"scheduler:ListScheduleGroups"

1,

"Resource":"*"

}
]
}
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(AM FiFiEE) FNEATMEEARKE L BE X IAM RIR,

B IAM ET S HKRE , BUUEEARTHIELNRENTRAR A TFHIELREENRE. B
THET1E JSON K EAMNFTETE |, i52H (IAM AF#ER) ## IAM JSON K TES A,
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HRERHSENET 5K KB =5 EventBridge

EEFET EventBridge AERF SN REAN G , BSH, T RAEEFTREAET SHHERRE
EventBridge

HERF S EventBridge & T & IRH K&
THETHERNER &

ETHRAVREEZMNEFIRHY JSON KB, ETRHRNKENRESHE IAM BEEEREN
Amazon S3 FEREKE, EXHETARNKBEHERES T , RSEEATUERCIREFHNBFER
FREEE . XN THEERM IR ZIR |, REEE IS E A A SN 2R RIAT R REARE M+ LARMN
THIT. BEFEETRENRBEPEEEE, ZEREATUEEKS, AR, A2, BKERA/ T AWS

e

ESABK/ER , SR UHENKSSHEMBKS R IAM XEEEANETRRNRBEHNERE. B
XEZER , FSHE (AM AFER) PHY 1AM FEVEIK S R IR F.

EventBridge HEE ZHEF I R BRIRIE
XERBEE =2

EIE R A LAER AWS JSON REERIEBEW ARG RMT L. HHRYH , BN EAEATLI AR RINITER
E , UREMFARHETHIT,

JSON REEHY Action TEREMRTA TERKP AFRIEL G RINRE, ERBHFIESREUARTR
ITRERERRR,

E&EF EventBridge IT KB FREIIR , HSH (RFTRNSE) B Amazon EventBridge 1T XIEF
E X HIRE,

EventBridge it X2 7+ REHREEREREA LT AR !

scheduler
EESEMEATEEZSTRE , BEAEZSHERIT.
"Action": [

"scheduler:actionl",
"scheduler:action2"
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BUTLERBES (*) BESMRE. Hln , BEIRELLRIE List FFANFERE , SFUTE
=

"Action": [
"scheduler:List*"

]

EventBridge H 2 ZHEBRHY KBS R IR
TRERSR 2

EER WLER AWS JSON REERIEEHERRIBEMF L, BR2ER , BN EETUANT AR FERITER
&, URIEMH ARG THIT,

Resource JSON KB TEZEEEQHNAREN PRI IR, EAZEXE , HERAHE Amazon
HBREAF (ARN) BBERR. TAXEFERERNRWIEE , BERAEERRS ) ERBEONATHRER
Ro

"Resource": "*"

E&EF EventBridge itXIBFHEREERHTIFK ARNs , FEH (REFRERNSE) FH Amazon S
EventBridge cheduler E X &R, BT HEA UEABLRERIEEFSHHEIRE ARN |, 525 A ma
EventBridge zon Scheduler & X Y2 1E.

EEFET EventBridge AERF SN REA RS , BSH, T AEEFREAET SRR
EventBridge

EventBridge HEZHEERHI KBRS 427 4A
XHBETHRSHVRBZGR : 2

EIE R A LAER AWS JSON REERIBEW ARG RMF L. HHRYH , BN EAATLIM AR RINITER
1, UREFAZRHETHIT,

Condition TERBENNZRMHEEFVMENIT. BALGIRERAZEZEN (FlW, FFHN
T ) BERARER , MERBPHRAESERDINVEMTE. EEERE AWS £R&HE , 51
IAM AFEREPHAWS £ 354 £ T XEHA.

E&EF EventBridge iTXIBFFERBAYIEK , HSH (RFBENSE) HH Amazon EventBridge 11Xl
BFZGZH, ETHRETUERASHRWIRENEIR , 235 Amazon S EventBridge cheduler & X
HYIRIE,
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EEEET EventBridge AERFEHNREN RS , B5R, TREEFTFERET S MR
EventBridge

ACLs 7£ EventBridge JHE 25
¥ ACLs : &

REFIFIR (ACLs) 2HBLEREA (K/FKA, AFRA® ) BNBRER, ACLs SETHIRM
REERA , REECMTEEA JSON MK,

T B 859 ABA EventBridge C
X# ABAC ( XBEFINIRE ) : BHX#E

ETEMEOHRMNRES (ABAC ) R—MEDRE , ZRBETHNIREHEMERE LRR, ETTR
FHRZHIINE] IAM KR AWS IR |, RE1R1T ABAC REEUATEZERANGESRIRE LHRET
BL R RETTHRAE

EHETHREEH R, BEEMFEA aws:ResourceTag/key-nameaws :RequestTag/key-name =
aws:TagKeys R EBERBNRHE TEZPRUEFLER.

WRENBRSN TEMERREBIEMAEX=AFMGR , X TZRS , ZENR. MREMRSN
NTEHIRRREISAMAEX =GR, WZERBD.

BX ABAC WEZER , 5K (IAM A 1ER) FHVEM ABAC BRRNEXRR, BEEFIRE ABAC
S|OHE , FSH (AM AFER) FHEAETEMA T FMREREZES (ABAC) .

£ EventBridge HfE &8+ £ A I8 BHEH
S HFIREHEIL : 2

IEEHE PRI AWS BBENEHIHRMNE , HERELFEARS NI TRACN B3IRIEMN,
AWS BIUZHBERIGFHES  MAREAKBHRZA. BXEZELR , H3HE (AM AFE
B B8 IAM ARG 22 EERMER IAM B, AWS RS

HZZHEES MY B BRSS £ 4K EventBridge X FR
YREABRISE (FAS) @ 2

HBRFITE (FAS) £ A/ EMHAVINER AWS BRSS , B E AWS BRSS @ TR SS & HiE R E
Ro ARERL FAS HREMNREFE , BERERGRSE,
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EventBridge BREZHBHN RS AE

xBRFAG R

RE AR -—TRSEE, KRREWTREN IAM A€, IAM EER AT IAM RO, SRl
BRERSAG. BXESZER , E5H (IAM AFERE) PHIER AWS BRSERNENAE.

/A Warning

FURES A EHNNPRIEEA P S EventBridge cheduler BI318E, RETE S EventBridge
cheduler REXESHF RERSAE,

ARERHRNIRSIEXAE EventBridge
XERSHEXAG &

BSHAXABR—TMERSAXKN AWS BSBRSAR, RS AUKARRERTRENAR, RS
HXASHIELN D AWS K/ |, FERARSHAE. IAM EERTUEEBTEEERSXKAR
YR BR o

BRUZBFEBRSAXBENEFAGE , FSREYL S IAM BEERABAWS 5. ERTFERRS
HXAGIHTEE Yes KR, BERERIUEET ZRFHIRSHEX BB,

ERERFPEAET S MRIEKRE EventBridge

KIAMBERT , AFNACENREIESE K EventBridge BEZHRIR. ERTFRAFLNMERRHIITRE
HYAXER | IAM EIE R AT LLGIE IAM KR,

ETRMAERXLRSE JSON REXHGIEET IAM KK |, E55 (IAM BFiERE) P8
2 IAM X (258 ) .

AX EventBridge It XEBFEXMWRENEREE (S RBRSHARRELENER ) NiFAEFE , ESH
(RETBNSE) MY Amazon S EventBridge cheduler BY#2/E, R4, ARNs

FH
« EventBridge HfZZ 281X R
- AWS EventBridge AR ZHEREF R ITE RBE

ERAETHDRK 65


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html

EventBridge AE g% ArfEm
- BEFEEW EventBridge HIZ R HEES R I
- AWS RERBEERN

REERIEREK

ETEHNRERE T EARBAILELHIKS P alZ, 15RZMER EventBridge BRRZHRIF, XL&
BRFTRSME AWS IKFFERAE. tIZREEE T HHNREE | HEEUL TERME

- FFIRER AWS RE R H RO RENRNR — EFREAAFMITERRR TR , SEANTS
ERLAPIRTFNRNVAWS FHEREE, SIEMRNRARTH AWS IKF, RMNBUWEEYELHN
BHRAPIEY AWS BEFIEERBKAE - SRINR, BXESEE , S0 (AM BFERE) HH
AWS FEEFRMEH TFREENAWS FEERMK,

« NAZENR : E£FEH IAM R RENRE | BNBFHRITESIENANR. Nk, EALUE X
EHRBEXGTIURNBERRRITHIRE , R ARENREFT. BXER IAM RANRNEZE
B EZHE (AM BFEE) F1 IAM FEREE R R

« fEF IAM FKREP R R4 — SRS R AR ;480 LA KB IS4 SR BR #IX R R R R i E
flan | WA LURERBEZ A RIEEXTMER SSL XEFTEER, MRBSBREREIFENSXE
AW, MBI AERARSRE T RFIRENTFRINER AWS BRS , i CloudFormation, BXE
ZEE , B2HE (IAM BAF#E®R) 8 IAM JSON ErETE | &

« {£/ IAM Access Analyzer BIFEH IAM KB , UBRRNEN LR 2 RMIhEEM : IAM Access
Analyzer 2WIFFH REEMIM B KR , LBRKERFS IAM KEIES (JSON ) M IAM HESE
. IAM Access Analyzer 12 100 ZUURBEREM IIRMENEN , UHBBHEFELZS BEEMLBEN
Kig, BXEZEE , BZ2H (IAM AFER) FHEA IAM Access Analyzer KiiE R B,

- FEZESHRIU (MFA)-IIR AWS KFZNZRFE IAM AFSRAF , B8R MFA LIRS %R
=M, ZEERFAA APIHRERNEE MFA |, B MFA 4R MEIBHNEKRIER, BXEZER |, H5
7 <IAM AFiEm) PR MFA R APLIGH,

BX IAM FHRESSRNESER  F5H (AM AFER) F8 IAM AN R SEXEK.

EventBridge B2 ZHE23XFR

ATUEIAMERA (AP, BARAER ) £ EventBridge BAERP I ITRIFH B ZH A API 5]
EventBridge It XBFRIR , ERXALMEHNRRIE FRIN—ARNR, S UREE AR THERER
BIXLEMR. B, REM EventBridge BERF2HAEFNRITIIRNAFIACTERER
Al CreateSchedule APl REFTRHIINIR. HMNBWERABRETESHINR , UENREEZEKILER
PR o
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TRBIRERT EventBridge 8 E T2 FF By 7R & HLAH N AY 2RV R F

.+ it
* scheduler:ListSchedules
* scheduler:GetSchedule
* scheduler:CreateSchedule
* scheduler:UpdateSchedule
* scheduler:DeleteSchedule

- itRIA
* scheduler:ListScheduleGroups
* scheduler:GetScheduleGroup
* scheduler:CreateScheduleGroup
* scheduler:DeleteScheduleGroup
* scheduler:ListTagsForResource
* scheduler:TagResource

* scheduler:UntagResource

BRI LAE A EventBridge 1T XIBFNXBEXRAVEZEE SN EFEERE , LMES EventBridge A2 L kg —
HEER, BETUEAT —THHERN AWS REXBAENAMIRTFLENNE K MEEEEECH
REE

AWS EventBridge HREZZHEFHIEE R

AWS B REAT AWS SIZMEEMNIRI IAM REERBRIFZSELRH, £E FREHRATENLE
B, TENEALFERAZERTFLENNR , LETLXREZFTEMENR, EXEZELR , H5Z2H (IAM
RFiEmE) R AWS HEXK, BALUFUT AWS HEERKBH NI FREF | XEEEREKES
EF S EventBridge cheduler :

« AmazonEventBridgeSchedulerFullAccess
RFx4it XA EventBridge it XA EAFTE B EZHEFRENNR,

EEFHRBANR , H2H (AWS REAKRKSE) P/

AmazonEventBridgeSchedulerFullAccess,
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BTFRENR , LEFAEXRENFAENMAREANFAES.
EERRRBINR , H2H (AWS REARKSE) P/

AmazonEventBridgeSchedulerReadOnlyAccess,

EFEE MW EventBridge B2 2 HEBS SR

ER LT RPN EventBridge iTXIEF IR EHENEFEERKE, ELEEERRAERETAN
THEERRE , MR TFHEFNAREFNAFAENRENTRINR,

FIT
« =4l : CreateSchedule
« =¥l : GetSchedule

=%l : UpdateSchedule
« =45 : DeleteScheduleGroup

7~ : CreateSchedule

SIEFTIT XY , AR RERAFFEENEAERERE - EENEHAN EventBridge AWS 5
HZ AT R R LN BIER TN,

DTREEATEARER AWS HENZACRITRIFNAMNE, AN AWS HENEE , AWS AT2L
NIBEE AWS Key Management Service (AWS KMS) LR , At B EEHMN R TEZRE
AWS KMS,

JSON

"Version":"2012-10-17",

"Statement":

[

{
"Action":
[
"scheduler:CreateSchedule”

]I
"Effect": "Allow",
"Resource":
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[

"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

]
},
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToSexvice": "scheduler.amazonaws.com"
}
}
}

EAUTERBEATERAQRITRFER AWS KMS BEFRFREERARITNE.,. EERATFREEZSR
ERALMERGFEIKF F Y AWS KMS B, HWRBERTFHEMEE KMS ZHANTHRENR |, 2%
M T INE EventBridge It XIREF LM HE, BE , BAILERABER (*) REFHKSFREHHAR
BEaERMEXLEN FENTHTRRR,

JSON

"Version":"2012-10-17",
"Statement":

[

"Action":
[
"scheduler:CreateSchedule"
1,
"Effect": "Allow",
"Resource":

[
"arn:aws:scheduler:us-east-1:123456789012:schedule/my-group/my-

schedule-name"
]
},
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"Action":

[
"kms :DescribeKey",
"kms : GenerateDataKey",
"kms :Decrypt"

1,
"Effect": "Allow",
"Resource":
[
"arn:aws:kms:us-west-2:123456789012:key/my-key-id"
]I

"Condition": {
"StringlLike": {
"kms:ViaService": "scheduler.us-east-1.amazonaws.com",
"kms :EncryptionContext:aws:scheduler:schedule:axn":
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-schedule-name"

}
}
}I
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:rxole/*",
"Condition": {
"StringlLike": {
"iam:PassedToSexrvice": "scheduler.amazonaws.com"
}
}
}

7~ : GetSchedule
FRALT R A FEMIRIERITRINE S,

JSON

"Version":"2012-10-17",
"Statement":
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[

"Action":

[
"scheduler:GetSchedule”

1,
"Effect": "Allow",

"Resource":

[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-

schedule-name"

1

7~ : UpdateSchedule

FRUTERBEAFEEREIHA scheduler:UpdateSchedule BEXREFHITH. 523
fllCreateSchedule , ZRBER TN REAZFREEZAEREFSEEZAHITMNE, AWS
KMS AWS BN N TEE TR AWS HEMNER |, BEAUT R

JSON

"Version":"2012-10-17",
"Statement":

[

"Action":
[
"scheduler:UpdateSchedule"
1,
"Effect": "Allow",
"Resource":

[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-

schedule-name"
]
}I
{
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"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToSexvice": "scheduler.amazonaws.com"

NTERETEFRENBZANITL , BEANUATRE. KBEREBEATERATGREKS B AWS
KMS B RAVE SN R

JSON

"Version":"2012-10-17",
"Statement":

[

"Action":
[
"scheduler:UpdateSchedule"
]I
"Effect": "Allow",
"Resource":
[
"arn:aws:scheduler:us-east-1:123456789012: schedule/my-group/my-
schedule-name"
]
}I
{
"Action":
[
"kms :DescribeKey",
"kms : GenerateDataKey",
"kms :Decrypt"

1,
"Effect": "Allow",
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"Resource":

[
"arn:aws:kms:us-west-2:123456789012:key/my-key-id"

]I
"Condition": {
"StringlLike": {
"kms:ViaService": "scheduler.us-east-1.amazonaws.com",
"kms :EncryptionContext:aws:scheduler:schedule:axn":
"arn:aws:scheduler:us-east-1:123456789012:schedule/my-group/my-schedule-name"

}
}
}I
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:rxole/*",
"Condition": {
"StringlLike": {
"iam:PassedToSexrvice": "scheduler.amazonaws.com"
}
}
}

7~ : DeleteScheduleGroup

FERALT R A EAMIBRITRIE, MEREAR |, ELSHBBRESZEHETEBKRA TR BIBRIZA K 3 ik %
TIRER RS ZARKRAOITRIONR, HRERFEATIEENITRIAARZHEPWFIEITRIEA
scheduler:DeleteScheduleGroup EEMIR :

(® Note
EventBridge it XMIBFFXFHNEMTRIEERBRRFINR. Hlw , ATEILR , THEBE
BRI RBES

"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-
group/my-schedule-name"
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "scheduler:DeleteSchedule",
"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-
group/*"
}I
{
"Effect": "Allow",
"Action": "scheduler:DeleteScheduleGroup",
"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-
group/*"
}I
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringLike": {
"iam:PassedToSexvice": "scheduler.amazonaws.com"
}
}
}
]
}
AWS 1T E RIS EH
B iR HEH
AmazonEventBridgeS EventBridge Scheduler 31T 2022 £ 11 A 10 H
chedulerFullAccess : $TEER XHMEERBHXIES , XK
S ATRAFPELBRIAERR ,
BIFUTRIFITRIL,
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B iR HHA
AmazonEventBridgeS EventBridge Scheduler 31T 2022 11 A 10 H
chedulerReadOnlyAccess : #1 XM E RN XFF |, %K
FEE R MAFRTNMERR (21F

T RIFITRIA ) B REEE R

PRo

EventBridge HEZHF25TT 15 EventBridge AERZEFITHR 2022 £ 11 A 10 H
ERERE K EBRHE AWS RE RN E N,

EventBridge 18E 28 P8 &I FFifni2El

BERERER-IMREMEE , IFTEEERERITRRNSMFATREQBEEFESNRKARNIT
ZRE, £ AWS , BRFEGTRLSERANBIFRE, — MRS ( HWURS ) A% —TURS
(FRBRARSS ) Bt , TRESREBRSEL, ATURNEARS , EAERRUERMER N ZRSET
MALFEREBEHTRIN S —NEFRERETRE. ABLEXFER , AWS RETHEBEERT AR
SHBENTE  MXERSPHRSEEERNREFKS HHRER.

RIMNBYUAELVITHRITAERFEHaws : SourceArnfaws : SourceAccount 2 B £ T X #4A
kKPR % EventBridge AESRR FHMBRSHEIZERNNERE, MRERAFEN MR ESEBERS AR
FEXER |, BEA. aws:SourceArnf R R FZK P FNEM T RSB RS FABRIEMRXE , B

M. aws:SourceAccount

P ERERERBRERN T ERMERA aws :SourceArn £REH LT XXBE R TE ARN, B
TRHBRFEANITRIA : arn:aws:scheduler: *:123456789012:schedule-group/your-
schedule-group

MRFHERFNTE ARN , HEEEEESNRR , BT ARN KA
BOoERATEBESER (* ) B aws:SourceArn £/ L TXHRH#, HI
4 : arn:aws:scheduler:*:123456789012:schedule-group/*,

M {Eaws : SourceArn4 MR L EF L ZHREZFIH EventBridge it XIFEF 1T XA ARN,

/A Important
AEFZ aws :SourceArn B HAREEBRENSENITRIHITRBFHRIR. BIEEN ARN 44
TEITRIA,
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LT REERMASEABITABEEEREEPHN aws : SourceArn M aws: SourceAccount £ B5&M4
FTRXERBERERERE :

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012",
"aws:SourceArn": "arn:aws:scheduler:us-
west-2:123456789012:schedule-group/your-schedule-group"
}

MRENEFERBE fFFaws : SourceArn , MAFEAArnLikeM AR REStringEqualstER &Mz
B, flm, UTEERBEArnLike A F EE K F FAEMITRIA

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:scheduler:*:123456789012:schedule-group/
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I
"StringEquals": {
"aws:SourceAccount": "123456789012"

}

Xt Amazon EventBridge B2 ZHERE 70 & 13 #15 7] # 1T X BE BEBR
FRLUTEERBEL I FAIEEEMEA EventBridge 1T XIFEFF IAM B AT EEE EI AV E W (A&,
F&

« RFEMNIE EventBridge B2 R HEEShITIRIE

o BRFEPINIT iam : PassRole
« BRBATFRUNBA AWS K HRFEE EventBridge HEEZHE R IR

FFENIE EventBridge HIEEZHEBR R ITIRIE
MELBKFBIRET , BHESERXHITEMRE | W ATEFH R R FRITIZIEE,

% mateojackson IAM AR ZHERAEHAEETEEXEM my-example-widget BRNIFHER ,
BRPEREN scheduler:GetWidget R , K4 LT REIEHIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
scheduler:GetWidget on resource: my-example-widget

FEHBERT , Mateo BVRBEAMEF AR FHMEH scheduler: GetWidget &4EVHE my-example-
widget &iRo

MRSBEEHRE  EHRRAECHWAWS EEG, FNEERRRHEFZEZILEIMN A,
KL IT iam : PassRole

MRBNBEERHEE , BREENIITiam: PassRolelE , MIXAMEFH BN REUA T BN A CLE
1% 45 EventBridge AE 5,

BE AWS B AR AGBRKEALIZKRS , MTAREIRMNBSALIERSHEXAR, Nit,
LY MEBRACLEIRSHINR.
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LLZ R IAM AP marymajor=id A2 H A 7E S EventBridge cheduler F#{TIRIERT , S HIUT
TPIEIR, B2 , REXMEERSACAHER FHNRT THITIRIE, Mary TEBNABELEEIR
SR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , HAEFH Mary B KB L F 1T iam: PassRole #&1E,
MRBEBEERR , BHREHNAWS EER, BFNEERRRERB|EREILIN A
REARFRUSNA AWS Ik~ i5RFK K EventBridge BRRRZHF AR

ZatE—1MNAe , UMEAMKSPHNAFREALNANARTUERZAGKIE RSN TR, &7
LEEH#EREY , AURARE, XN THETHRMNRBEHIEFZHFIK (ACLs) KBRS , &RIE
158 P IX L5 SR BE (0] AATVHR T 173 (R R B BER A A PR

ETHRESZER , FZAUATRA :

- ET#% EventBridge AR LHBREAXIFIXLEINEE , FSHEventBridge AESRINITS IAM B &
;i

- ETHIMIEERERENTRNIGEMNE AWS K | BS55 IAM AP EET N EERE AWS
TP 85— IAM AP RS R,

- ETHOABE=SRENENEFRNHENE AWS KF | FSH IAM AP ERETNERE=HE
HiFER. AWS Ik

- ETHRIMABEESHARKRERIERHAFRNER , H55 (IAM BFERE) PR RIET /B EAKIERN
BAFP ( BBKERIE ) BETHRXER,

- ETHEAACNETRERNRBEHITERK,FEZBENES , 56 (AM AFER) 78 1AM
B IK R IR A .

Amazon EventBridge it X% PR BITRIF

AWS 7 IEFREEN 9 IEFEERERTF Amazon S EventBridge cheduler R BIE R, AER
iR AWS | IRRFETREANBHNLIKEMZEM AWS Cloud, EATEFNIEEEHEMEH L
WRBENES, SEATERERN AWS RS WRLBENEERES. BXBERMNESZEE
BSRABERALEN DT, EXBMMNBERFNEE , iSE AWS Security Blog £# AWS Shared
Responsibility Model and GDPR & X%,
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HFHEERF L , RIONEBEUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
REWEBIE AT AR EIE

s NENMNKFFERZESHRIE (MFA)
« FAF SSL/TLS 5 AWS BREE. BAERFER TLS 1.2, B TLS 1.3,

- FAHRE API AP EZIBE AWS CloudTrail, BXx{# A CloudTrail BRERIEIR AWS JEFIHNEER
BHZ R (AWS CloudTrail BF#8R) REEFEARE CloudTrail &,

- A AWS MEBFRFT RUKRHEPNRERINZ 224 AWS RS,

- FAERIEEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
iz

- WMREE AWS BRI SITREDS API #THENEZELT FIPS 140-3 BRI MZEER |, EFEA
FIPS iR, BXAAMN FIPS mRWEZEE , B5H (ZERFBEELERALE (FIPS ) 2 140-3
W) https://aws.amazon.com/compliance/fips/o

BBV N REESRBBES (NMEEFNBEFER4ti ) RARSH BHERNXAEER

(MBHRER) ., XBESFEREZESA. APl 5 AWS RS £/ EventBridge 1HE 23 5 H b2 F A,
AWS CLI AWS SDKsTEATEMHRER EAR AN AZERP AN TABER TS TiITRN2
W A&, WREEATIRSEFIRM URL , BIBWETELEM U FEEEIEEERRIENZRSEIMN
BER,

EventBridge B8P BN NE

RIS 48 Amazon S EventBridge cheduler 21 0% MR IR BN HIE. BARERFHE
EventBridge A ESMBRSHNEZHG P EIE. EventBridge BEE S AWS Key Management
Service (AWS KMS) &£ , AIEAMZEMBRENEIE. AWS KMS key EventBridge 1t XITE 7 X £ H
R BK KMS Z4 : AWS HEHNZRHANES REBH,

(@ Note
EventBridge W ERFX XFHEAX FH N KMS ZH,

AWS HEHNZEHAR AWS RSHEAHEEN KMS B4 , IEZN AWS kP HER. RE AWS iF
f % 4A EventBridge AR ZHEERE AN R FEHELRHN AWS Ik |, 1B EventBridge HREZHERERTE
TMRRPENERENER, BIAMERT , S EventBridge cheduler £/ B A %40 i MR 2 BN AT A K
B, AWS BZEZFEEBCH AWS HENE S HIAE KR, XS EventBridge chedulerf£ fl AWS
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RENER REFEVNBEN , EF27EEA%A |, ABXERANERETIT ALK, S AWS
KMS Bl gy —&B 5

EFREZHRFHELSN AWS IKF K KMS B4 , HRAIE2, RENEEXEZRH., MRENS
E I ER B M T EventBridge iTXIRF LRI EHBIENNZRZA  WAUFERAEFREER
., MREBEREFREEZR , EXNEBEZHARE, @F?%"é‘?ﬁ%ﬂ%?“iﬁ FURBERBREESE
AENTERA. FRAZFRERABLENR AWSKVS BFHN—B2. BXENMNESER , 838 AWS
Key Management Service Eto

FJ

- EXMH
- B KMS 24A
 CloudTrail E4 R4

nEZ ¢

T&RWIRT S EventBridge cheduler @ SHBEH TMBNFRKE , URECHRAENEHN I HFBRPE
A KMS 4R,

BiEERR 5 88 AWS B WA BEFRREEH
BRAR (&K BEREERMNEIR XF x¥#F
256KB ) FREV T X B 12 1T K RY
TargetInput ¥
PIEERNBIE,
PRI AR 2 T X1 89 e — 2 BRFDIR X5 X

S(BRA. 2A).

TTRIEE itRRE | flI0E > ¥
it XH rate = cron
F®ixX , —RHEREA
RYRT A B , AR TR
W AR, 4&%XA
HA R B X

BirELE B #=x# Amazon &R X X
£ (ARN ) BURE
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HiERE i B AWS HER 1 ERRERS

b5 B FrMxVELE
FAESR

HANABTARE  REVNEERS. X T
T RIH BRI
AT RURFHITEE
BABI 1SR

EventBridge 21 LR , Scheduler (REMBN B BIRAHN T ERAENEFREEZH,. IRE
REFEAZEFIEERY |, S EventBridge cheduler & BB EHHTHRMBFER . —XERABRIA
% AWS ENZER , S—REASEENEFREZH. N THEEMEIEZRRE | S EventBridge
cheduler X fEFABIAE AWS BN RRFENESTIE.

fE A LA T the section called “B ¥ KMS Z47"E 0 7 BELTNMMERZHN IAM BRMZHARE |, LUE
£ EventBridge it XIEEFFFERAEFEERH,

EIE KMS 24

BUERRERE - EEBARMNBNRBRENITIRNGE BFNERRAR. EventBridge HERF
AMBEMNBZENERAE (&S 256KB WEHE ) . EFAFEFREBRHRTEARUNRBEIERESR
EHENTER, ERATFEEBRAEE AWS KMS BFHN—&82. BXENNESFEE , 556 AWS

Key Management Service EE#

EventBridge it X F#EASAI2IT RN ZITARBKEN IAM SRR INZBENEE, XERE S
FIFFTER AWS KMS 1< R iNZI A EventBridge AERF APIWAFRHA®, 1A,
EventBridge Scheduler ff & T & RH REERBHREWHIE, XBRESZNITRIXBENRTARRE
UM EEEBRBZRBIFER AR AWS KMS API FTER AWS KMS #x< R,

® Note
EventBridge 1t X2 A 23545 A lm B A PR AV 24

FERAULTED 7 HRMAERE AWS KMS Z4A K EAR1E S EventBridge cheduler = A& F & %47
FREEH 1AM PR
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« 0 1AM R
- EERARK

i 1AM X PR

EFEAFEFEERY  SLARERITVNET S0 IAM EEUREITHIXBERNHTARFMAT
R,

ERRERANET SHHNR

FEOIZITRIE |, BATFELT AWS KMS #24EF1ZE S EventBridge A Scheduler API BV {ERIZ#E
A (AP, BASAG ) XKW RERET,

« kms:DescribeKey : BWiF BRI ZEHARE NN HINE KMS ZAMMAE,
- kms:GenerateDataKey— 4 FX EventBridge AE A THITEF I NZ N BIE Z AR S EN,
* kms:Decrypt— X EMHEE EventBridge BE RS ZNIMBHE —EF#NNBEBIEZER.

BRUATRIEN  EEBREXERNE

 scheduler:*

- iam:PassRole : EE£AFERITAR,

EFREZHANRITAGKR

BANTE A RZHARITACNRERBE PRI TRE , MEERZLHIEN A 1F EventBridge AERF
AA AWS KMS API,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowEventBridgeSchedulexToDecryptDataUsingCMKMS",
"Effect": "Allow",
"Action": [
"kms :Decrypt"

1,
"Resource": "arn:aws:kms:us-east-1:123456789012:key/your-key-id"
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 kms:Decrypt— 4 FfEH EventBridge AE R 5B INBHIE —EE#EVNZHRERH.

MREERIEBHFITRIETE A EventBridge AE SR EHI A QIZEFHMITHAE , M| EventBridge HERSH
BN RM MBI EHRITAR, ER , IRERBIANHITAR® , AN ZARFINFTEN
BRFTEEERAENEFRERA,

EIR R R

AMINER T AWS KMS |, S ERAFEFREZACIREF RERHN , ENRHERUATRHRE , o
RENITRINITH SR T RRR,

®E , B LUFZARBEE RGN NREARIRITACHIFRNERE, MREREFEFEEEDS
5181 EventBridge HRERBFBRRR—EMER , M BUXFEM. AT 24 5K B RO 5R PR H L
EventBridge it X2 % R 7] LAfE F S8 B2 4A 6

CloudTrail 44 /R4l

AWS CloudTrail #3kFiE APl BAS#. X B¥EEZE S EventBridge cheduler FAZHNEFIEER
AMZENBEN AR AP, AT RBIERT — CloudTrail 4% 8 , %% B & S EventBridge
cheduler A&~ EEBAE A 1Zkms : Decrypti{E,

{

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ABCDEABCD1AB12ABABABQ:70abcd123al23al2345alaal2aalbcl2",
"arn": "arn:aws:sts::123456789012:assumed-role/execution-
role/70abcdl123al123al2345alaal2aalbcl2"”,
"accountId": "123456789012",
"accessKeyId": "ABCDEFGHI1JKLMNOP2Q3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ABCDEABCD1AB12ABABABQ",

"arn": "arn:aws:iam::123456789012:role/execution-role",
"accountId": "123456789012",
"userName": "execution-role"
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iy
"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-10-31T21:03:157",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2022-10-31T21:03:157",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-north-1",

"sourceIPAddress": "13.50.87.173",

"userAgent": "aws-sdk-java/2.17.295 Linux/4.14.291-218.527.amzn2.x86_64 Open]DK_64-

Bit_Server_VM/11.0.17+9-LTS Java/11.0.17 kotlin/1.3.72-release-468 (1.3.72) vendor/
Amazon.com_Inc. md/internal exec-env/AWS_ECS_FARGATE io/sync http/Apache cfg/retry-

mode/standard AwsCrypto/2.4.0",
"requestParameters": {

"keyId": "arn:aws:kms:us-west-2:123456789012:key/2321abab-2110-12ab-al123-

a2b34c5abc67",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"encryptionContext": {

"aws:scheduler:schedule:arn": "arn:aws:scheduler:us-

west-2:123456789012:schedule/default/execution-role"
}
I
"responseElements": null,
"requestID": "request-id",
"eventID": "event-id",
"readOnly": true,
"resources": [

"ARN": "arn:aws:kms:us-west-2:123456789012:key/2321abab-2110-12ab-al23-

{
"accountId": "123456789012",
"type": "AWS::KMS::Key",
a2b34c5abcb7"
}

1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"tlsVersion": "TLSv1.3",
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"cipherSuite": "TLS_AES_256_GCM_SHA384",
"clientProvidedHostHeader": "kms.us-west-2.amazonaws.com"

EventBridge 18 B2 5 4% i P H9 I 25

EventBridge AE SRR ERRMPHNHBEEMNZHAHA XN EITNE, FHERE (TLS) 2ELBRAMT
RERF API #®Ert LK EventBridge AEREFE A ER EventBridge 11 X188 AE{T B #5 APIs
B X IR BAE T IR, BRIAER T , EventBridge it XIRFE ML MO BIERER TLS 1.2, £
M EventBridge itXEFrY , ELEBREERHTHNNE , LT EEFTEMN TLS R4,

£/ EventBridge JE 88 APl — ZH& 1T API ##4E ( 10 ) Bt CreateSchedule , EventBridge &
BAMBREAN HTTP iER , @IEEREXHIRL., EventBridge HERESMBENEMNIBEWREIH
BANMBNR. APIs

£/ B 4% APIs-3 EventBridge BESRRAZN TN , E2BAAEELRITRIRIEEN BFR AP, [
B FrEIZEHAT , S EventBridge cheduler 2 IIZHREMNER |, BIEBEREXMMAERL , LREMNBR
W 2 69 i 7

Amazon EventBridge it X2 7B & R E

ETHBREERTRESHITNNER , BZHAWS RS “BeaR It XX 2EE"" , RFERERN
BHEMITR. AWS RS AXx—KREE , BSHAWS ST HAWS,

BAUEATRE=LFIHRE AWS Artifacte. BXEZER , BEHEHTH "THRES" FH " AWS
Artifact,

BHEMERA AWS RS TN EATAEBR T ENBRENHRBME, RLOTANENBRUARERNERNE
M. AXREBEEANNEARENESEE AWS S , FSRAWS B2,

Amazon EventBridge 8 E 85 5 #Y 38 1%

AWS £IRER 2R S5 AWS Xig aTAXMWEN. AWS XiF REHZSAMNESRAIBENTHAX ,
XETMAXBEIRERE, aFEHENSERRNNEEE, MATHX , BULLRITTNREETARZ
BTt B SEI A RMEBRNBARFNEEE, SEENENS SN EEROEMZEAELL , T8
XEEESHATRYE. FEEINATT B,

BXRAWS X MU AXNESER , FSRAWS £ IREM R,
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BRT AWS £BRER M | S EventBridge cheduler i& 312 {4 210 Th 85k 78 B S i 8 B iR s (E M- 19
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Amazon EventBridge 1T X FHHEM IR £

ER —BIEE RS , Amazon EventBridge Scheduler % AWS £ E R LM R, X AWS £%
RS LA K anfa] AWS RIFEMIRENEER , BSHAWS =24, EFAEMIEELZSNRESREFRR
TR AWS BREE | IS8 S AWS ecurity Pillar Well-Architected Fram ework A B9 E A% HER o
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Amazon EventBridge i E 88 %12 & tH X ¥R

1 2R Amazon EventBridge R E AR HEH M AWS fERF RN AT FEMHE., TAMENEENEER
Mo AWS 24t 7 LU — s T B3RS 12 EventBridge AERE. EHIERMFTREHENBIX
g HE

« Amazon CloudWatch AJ3ERT ISR EE) AWS BIRUAKRIETE AWS EETHRARRF. B UKER
IRERIENR , SR B ENMEGIFEE , URIZREERUEIEENBIRAERIEE /Y B 8 N8 5 KB
B, BXEZEE , S5 Amazon CloudWatch A F 58,

« AWS CloudTrail #i3k &K AWS KPR KRZKF X HB AP BAMEXSEH | ¥ AEXHE
al E|IRIEER Amazon S3 Ff#EE. BULUWRRHMERAF MK AR T AWS, K HEARIR IP it
DRBRANEERB. BXEZEER , 5H (AWS CloudTrail BFIERE) o
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BiR , WARKS ER.
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"aws:SourceArn":
"arn:aws:scheduler:region:account:schedule/schedule_group/schedule"

}
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{

"Effect": "Allow",

"Principal": {
"Service": "scheduler.amazonaws.com"

1,

"Action": "sts:AssumeRole",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:SourceArn": [
"arn:aws:scheduler:region:account:schedule/schedule_group/schedule",
"arn:aws:scheduler:region:account:schedule-group/schedule_group"

]

}
}
}
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- RELERT , AEREFXEAERE

HE BRI IR

1. ¥ #2 CloudWatch 1E#r
- fEHhEFTargetErrorCount$E#r CloudWatch,
2. SEASEIERAS ( DLQ ) BIAX PR A ER
- AENAERE DLQ,
- MREWBEHRFENREE , HE DLQEEERH , £¥%E DLQ FEREZENREXEIREEN
KMAAIE %,
- WRRE CloudWatch EFRFPERINITAN , EDLQ MAZE , MXARERRFENRABD , S
EventBridge AERFTEEA DLQ & &,

AERE T
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@® Note
BEHERDLQ AEEFEBNNIE, MREMNE , FHR EventBridge AERFENFEA
KMS 4R,

3. WIEfEEXZR
- WREHN IAM BE 5B EventBridge B R HFaR 2 B FE EBAVEERR !

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
},
"Action": "sts:AssumeRole"
1]
}

4. REFERTAENR
- FENHTACEERENNRT REATERBIRRE,
- AERTASKEHRRNITENNERRHG

// For Lambda function targets - add to schedule execution role

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction"
1,
"Resource": "arn:aws:lambda:region:account-id:function:function-name"
1]
}

// For SQS queue targets - add to schedule execution role

{
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"Version": "2012-10-17",

"Statement": [{
"Effect": "Allow",
"Action": [
"sgs:SendMessage"

1,

"Resource": "arn:aws:sqs:region:account-id:queue-name"

]

5. RERB B MEZRY R IR R R
- MREHBEFRERMBER (a0 KMS ER SQS BAFI ) |, EFHK

0N

LHABENER KMS &

£ -
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "arn:aws:kms:region:account-id:key/key-id"
}
]
}

6. KIEAE ARN BLE
- BEREHAERETFHAE ARN EH,

Ch

- RIFZABRE AWS K/~ EEN BRERIML THEERMX,

THRNEERSEH

NREELRITNREBIZREMVAAERRZ , WEAEEEFIRSEHFRF. EventBridge HE=R
BITNHE., TRAMBAERRNER , XEEH TR XMR,
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4 7€ B B[] 3

EWELRDEIEARS , FHRITUTERE

1. W52 CloudWatch 1E¥r
* B&E InvocationThrottleCount ¥R, ZIEFRHYIEKREFLEH A MEEE H RS,
- &% InvocationAttemptCount EFrA T MR LB ERE R
2. BEEHMNERER
- RIEREWFER , LimitExceededException RREEEF FAERFAEANFZTKKE,
- REITREIRAT AP FHARPLESEL AP EREH.

R R ECER F) R
WREBE S EARTEMBH

1. EEFRECLMOBE, ERESAUGBEIMRAEAWAE,
2. XF API % , B4 AP A EAEEXTE L,

MRFEFESNES , ILBI RS ETMZES &S E KRG ME S, 1£F EventBridge Scheduler , i%&#
TEENNED , ARRXIELNLFZEHNFE,

18 B4R =\ A AR B AL R3] B

AranaBRpaELEEMPrEfMEANRE, SEERATHAEEANERRE, ESHREEDR
RIEFRIEAOS W,

ELRE

« Xt cron REXKIRME
- ETEYIREEEREAITH
- WNRENBEOFEERREE,
« Xt rate RIAXHIRE

MR BEBR S IR

1. BF cron RIEZR
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https://docs.aws.amazon.com/prescriptive-guidance/latest/cloud-design-patterns/retry-backoff.html

EventBridge 155 AP s
« WREH cron RIAXKENIER,
o HEE , T8E7E cron RIEXFREINIEEMRA day-of-monthF day-of-week ¥ EX
2. RXEESEIM
- EFEEEENEIENEX,
- TRESHOMZEENAE , ARNLARETF UTC,

SREERG MRS AERE N ERMESEIRERE (GMT) L4 7:00 1217
o XZF . FEERNESAPRAER A (GMT) iR L4 7:00 217 ( AR GMT BE = UTC AtA )
- BZ : FEMAE UTC BRI LS 7:00 1217 , ZAEIEREMRRARER R/ZREESiE L4
6:00
NMRZEERAE L FRERA N ENZETT , BEARBEEMNERSENNK , HEEE SR
X#ym,
3. THRRENAED
« ROEWETIEE O L EventBridge BE KL,
- AETHRISER ONEBREZERAREL,
o WEESCEREARTRIEA T S RIT A
4. BFE rate M cron RiERN
» HR rate RIEXNMBAER (Sl rate(5 minutes). rate(l hour) ).
« XIF rate # cron ®IXZX , FEE , RERATREFXFEESSHHE 0 F,
- AETNEEEN S HNMK , BFR—EEZSHNBEEERNZME.,

f5ian
« rate(1l hour) WEAEAREE T4 2:00:45. T4 3:00:32. T4 4:00:18 &8t EIZETTo
« WRERNO * * * 7 *(F/hEt) W cron WEABEETHF 2:00:15, TF 3:00:07. T 4:00:52
ZatEETT,
5. 52 CloudWatch 1E¥r
« £/ InvocationAttemptCount IEMRRBIEZNAERBEEML,
- MRPAKXM , M#E TargetErrorCount,
- MREHE TILERAF , iEEM InvocationsSentToDeadLetterCount LABREREMHI A,
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22 BEEEXA cron RixX

APER B AERXNELEBRRE  LHEREMSEA cron RIERXEt, UTER—EENRBEREBRE
E

& L [A] B

« cron iBEAFIEH
o FEZHFEATZEN cron Thak
o Xt HR L = B ] [ At 45 SRR B R %

MR BEBR S IR

1. BF cron ®RARIEZE

« HBRIEM cron RIXNER/EBMER : Minutes Hours Day-of-month Month Day-of-
week Year,

- iFidfE¥ , EventBridge BAERFEATHEITINFMLDFERM cron #riE,
2. THBRY
o BRBE/ULLPFIITIEH BB RIS E day-of-monthH day-of-week ¥ B,
« FEXBFEEMNERRT 1 54848 Cron RIXR,
3. EAEEM KR
- BIEBSREITRIAT , it EventBridge RF AT TR 10 MHITHIEL
o ERLTUERBIEEREERS2ETMHMEEIT.
« MEMBAFEENTE , BERHBEEM cron RIEXR,

BB WAL R ?
EWIAENEREE AL , BRITUTRE
1. & CloudWatch &§#x :
« InvocationAttemptCount & R=1 VIR

- TargetErrorCount R REREEMAA LMK

« TargetErrorThrottledCount EREHNBIREEZEIRS
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-scheduled-rule-pattern.html#eb-cron-expressions
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« InvocationDroppedCount R R_RBEH TEHMARAA
2. BLESEIEBAT ( DLQ ) AR 5 A ET K WA A

Bt B 5@ M B #r

n R AU B In“Invalid request provided: [service] is not a supported service for a target” 2 3 #9454

&, WA EEZRERTZFNRSENERL B 7o
BRI —EE , WHITUTRE

1. RERSGREIFRE R RS REERIL B 77,
2. MRFXE  FHAEA B HEEENELESN AP BREHNERS.

E A B R A B E T

LEREA BRI EITRIE , EventBridge HESRASKRIEBE#5 ARN B , EF2RIBETIHRSH
APl BiFZInput FEREHANE ., XEWE , IFEREInput@E B RS EEARARELNE |, AT
I B2 iR,

BFSARBEMN T WBERREBNRER LMK  BESREANBLLN. ERRTYZH , £
THEFLRAMBER , XTERURENLEHILE,
AR

o ITRIBIERSEEHI4ER , (ERTargetErrorCount CloudWatch 4R ES XA E 18 0,

- DLQ EEE&%k 8BRS EIRNRE (5l
|, InvalidParameterValueException=ValidationException) , &
=AWS .Scheduler.InternalServerError,

« DLQ JHEEERROR_MESSAGERRHI G| A T 45 E Y 3 A S BRI UE KK,

]

UTRBIERT AWS Lambda A B#r (arn:aws:scheduler:: :aws-sdk:lambda:invoke) 9
BRI ABRE,

FiiE TR A PUfp

BIRIL B RS8R B AR 7
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BEUTHAWITREQualifierFER2HIBEMAFunctionName FRA1 :

"FunctionName": "MyFunction:2",
"Qualifier": "1"

LT RIERItIR , BRRAABAK. DLQHEEE :

 ERROR_CODE: InvalidParameterValueException

* ERROR_MESSAGE: The derived qualifier from the function name does not match
the specified qualifier.

BB LR

SEUTRANITRIAATIEE —MYPRZEEHE : FunctionName

"FunctionName": "

DLQ BEAE :

« ERROR_CODE: ValidationException
« ERROR_MESSAGE: BiF45iR , RARKBMEFENERXTITE,

AN R IR

1. B DLQ. BEFM4NFEABEABRNITRIEEES], DLQ HEEMY
( ERROR_CODEFIERROR_MESSAGE ) @8 BArlRFBEEMBES IR , ZERTIRT TRNBAS
2. RIFEERIRS APl RiIERMAS . EORITKZA , FEERABIR API KBIEInputFEH
B JSON ZRAETEEME, Hlim , FH AWS Lambda Invoke API A EEHRESEHH AWS
Lambda ESEABEIAER B Zh.
3. EA—RMEITRHTN, EREEHITIZE , B —IXETTRARIEBRARARER Y.
4. EFERRS APl 2E, EELEEMNERSN API SEZLUBIAFIENSH. ERETENNRE
. BHX{EE AWS Lambda Invoke , HZH (AWS Lambda FF X A R1EE) 8 “FHA"

PUEEIP: 92 118


https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html
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B EEHA R ZHNEH

HENAERTEXR , BRATERFUIREMNBE, FREFRZ , UEERER. fiw, MR
LEMBIEFAMENENEE  NARSBETRARERERNAM.

#ARE AR

H-XRMRAENFRETENEEER , 8EMERZAE , A2V EEABRN R, BMEIEER
PWHATEI R Z B ER | AR EXHIER.

Hlan -

- EIRTE : 13:15 UTC

- EANTHRESE-XMEREE : UTC &iE 13:30
- AEETF UTC AtiEl 13:30 ZRI#EH

- WESTF UTC Bf[[ 14:00 EFE A

- &8 BARAUEEHREREILHAA
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RAriEmE

{EventBridge AESAFER) XHEFHEICR

T RN EventBridge V3 E 258 XA AR AN,

TE

TR ENEERRETE 5 E

R4

it X FERRJE B 3 i BR

E#M T AXEAEABIRNE

B

EHMTREREEY, ETE

R IT RN EE

i B3 B

IEFHHER T HEEABRIN
BR 5% & F 3K e R B AR T BR
B, RHRTHAeNATITA
RIBNITERE T EA,

20239 AT7H

« the section called “B53E;E&E
13 ||] B3

EventBridge AESX#H 2023 %8 A 2 H
iR, BiiE B iEReT
EventBridge AE R E LIX1T

X8 A I BRAG AT 1T Ko

« the section called “1T XI5 5K
Ja Ml B~

¥ 3 7 EventBridge AE 5]
DEMMERN ZFRS S
=, EHFEESELZEN
GET API #1E%I% , BEXNE
FA B R 51 B S0t DA R X BN
R Y H b 4 58 B

2023 3 A 17 H

« the section called “E A& H
B #r”

YR IN#YE > EventBridge 3
ER A EE T RRWIT
XWEE (WREXREE

2023 3 A 17 H

StartDate ).

120


https://docs.aws.amazon.com/scheduler/latest/APIReference/API_CreateSchedule.html#scheduler-CreateSchedule-request-StartDate
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RAriEmE

ATEBRU XA ER

BXRE T E AT XA # &

AT ERNFTESR

HIERA

« the section called “EFi&E=R
Byt

WY BXRWM{AEEA EventBrid
ge AERVBITANHE
T, BN AREZES] {6l
H, mMARMITR., NARE
D ER A E RIS IR 80
EventBridge AESRRIR , AR
Zn{AT A BR 4 o

- EEIXIA

WINTHNET |, HRT
EventBridge A E S M4 EE
S, LR NAEREN X6l
BitXl,

« the section called “E £ h}”

« the section called “B [X”

RIMTHESR , AT
EventBridge A 25 [
CloudWatch X H#EFR. &0
DA RIXSIEmR R E R X
WAEIR 3 T B AN AR R T R BN

A&,

« the section called “{# f 5 3%
CloudWatch”

{EventBridge AE A5
’) WIEARA,

2023 3 A 17 H

2022 11 A 17 H

2022 %11 A 15 H

2022 11 A 10 H
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