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AWS Resilience Hub 2 A EEMKXENAREF BN P OMLE AWS, AWS Resilience Hub &R EEM
ENHEMEER , BEXLERARITMEENBMSE , HBEWell-Architect AWS edHE 28 3% fie Uit B 1%,
ERWEB AWS Resilience Hub , #&i& 7] LABIZ 21T AWS Fault Injection Service 385 |, iX 385018
BIREFERNNARFN T, UHEBEE T 7T HRABXRARIEBENSE R, AWS Resilience
Hub 1R L8 S B ENAE AWS REMTEMN R LMIE,. AWS Resilience Hub SH AR
SEE , RUHBUHBHEEENARRERR. BXEZER , F5H £HAEMES.
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« AWS Resilience Hub — # & &

« AWS Resilience Hub — 3147112

« AWS Resilience Hub #:&

« AWS Resilience Hub &

« AWS Resilience Hub i &R

- AWS Resilience Hub M “BMY B ARRF"

AWS Resilience Hub — & &1

AWS Resilience Hub H#E2HM T —AEN., BIFMBE AWS RARFEREENPOMfIE, AWS
Resilience Hub #BIZRIFRARBFEZ M , HRBREMERAUEL W FZIELEMY  \NEBHEEZEN
MRS EER, EALAEH AWS Resilience Hub #1117 A T1#4E :
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https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
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« SHTEHNEMBRHREEY , URSNARFNEE. RTYATRESNAZFREENREYERN
XEBUGRRM T HRERMERE, KENE., BRANITERERRF (SOPs) ByLD |, B BIEERM
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- METEZAHTHIRERB B (RTO ) MIXERLEHR (RPO) BHR,
« Il SESMYE , B ERERA.
o TR IR R BTIR B AR R F

FNRARBRFHEBINESUIER |, BAILURI AWS Resilience Hub E| CI/CD EEH , MEES/MMRA
KRB E PR 2 gixy it TR,
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Drift detection
Get notified when
AWS Resilience Hub
detects changes in
the compliance status

S

AWS Resilience Hub -
Resilience management

Centrally define, validate,
and track the resilience of
your applications

®

Add applications
Define the resources in your application

(CloudFormation stack, Resource groups, Terraform state file,
myApplications application or Kubernetes managed on Amazon
Elastic Kubernetes Service)

l

> =@

Assess application resilience

Define the resilience policies and assess the resilience of the app
and uncover weaknesses

l
oo

Take action

Implement recommendations, alarms, standard operating
procedures (SOP)

Test application resilience

Run tests using AWS Fault Injection Service to test across the
operational recommendations

!

— b

= Sty

Track resilience posture
Suggest focus on CICD, and as application is updated making sure

#n{al AWS Resilience Hub ik

you have checks in place to assess resilience
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Architect AWS ed Framework PV RESSERR DTN ARFNAGHA LI EEN MR R, XL
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BITNHAEE AWS FRNVBEEUARMNNARERF, EEHE, TAXMN AWS X8 E4FIRErmR

FHEtE. RTEHEHRM | XENXLELEN AWS FRPIER. PHEHROSFEMETRTH
iR, KR, #EFEL., Amazon RDS BaiREURATHAKXEE,

EFMEBER

5 AWS R RARBFISEINESHIER |, BAILAFERH AWS Resilience Hub 4¥42 IR BR N T2 PRV 4
WiRke MBKERW |, BIERATUEEDIIER AWS Resilience Hub HZ s X IRE T =,

AWS Resilience Hub — 381430 iz

AWS Resilience Hub X#5, Hi85@&ERK AWS FIS, ixfhERK AWS Resilience Hub R iF1R$E IE £ 1T
TN AREFNEELTY , A AWSFIS IBENZSRHESEHNEN., ETHENIKSFER
Z AWS FIS RS#ITECHNR S EZE TIRENAEFNEME DB,

XL AWS FIS REMZ BT QI ZPMEHRNIZNARFHBIERS | UEETNENAZEF
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DHENKERFMLE, AWSFIS

TRIHT SMBEEFHFFE A AWS FIS I A KK AWS FIS MR4AVEEE | ZXXEEEM AWS
Resilience Hub ##| & FF R AWS FIS MKV I 1=,

AWS FIS $MXERTMMSE

AWS FIS Sfin 38 £ AWS FIS 314
GRS ES Bl EKR R
HRFE AWS FIS
SRR AE AR HYSKE1EAR AWS FIS

TR TEMENRE D THNREFNFTER A AWS FIS £ , AKX AWS FIS X RYMEERE | X
X4 aEM AWS Resilience Hub #E#| & FF A EHA AWS FIS MXBV I E,

AWS FIS TH X £EMMSE

AWS FIS T $ £ AWS FIS 3T #%
ISR R BIEKRAER
RIE7 =0 EKE ERZE

AWS Resilience Hub #%:

XER S AR R E i T RSB IRSNAREFEMEMP LN ARFE PN S L. AWS Resilience
Hub

PR RE
EIEENRESE RS T AEHFNRENRETR BT PIRENGED,
e S BH (RPO) &G

BLE— M HERE/IURTEZINRRER, XRETMNE-—NMREIFIRS P B T EZIHBEE
KBS

AWS Resilience Hub #:& 5


https://aws.amazon.com/resilience-hub/
https://docs.aws.amazon.com//fis/latest/userguide/create-template.html
https://docs.aws.amazon.com//fis/latest/userguide/scenario-library.html
https://docs.aws.amazon.com//fis/latest/userguide/manage-experiment-template.html
https://docs.aws.amazon.com//fis/latest/userguide/create-template.html
https://docs.aws.amazon.com//fis/latest/userguide/scenario-library.html#using-a-scenario
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RTO RERS T MRS IME 2B TEINZAEE, XRET RSN , 4L RREMRR
AEZRERE O

it TEAF IR E rtE B Fr

Rt TERBIRERE B R (E1FTERE RTO ) ERES ANNABRFEX I ENNAREFERE
BEH RTO , REEATHN,

Hit THEABRE KB iR

fEit TEABRMELBR (AT TERR RPO ) REBESANNARFE AN NARFERE
B RPO , REHATIFN.

AR

AWS Resilience Hub NARRF 2 AWS ZXIFRRNES  XERFRLZIFEERMITME , UNEE
HEB MRS,

NMREFAHSF

—HER MR TEEAFMAMAER AWS BiR, fln , MREEEHEEMNBIRBIERE , WAINK
BERHE TR —NMNRNAERFAH (AppComponent),

AWS Resilience Hub RE L AWS R 7] LUE T B fh 2 8 AppComponent, 4
W , DBInstance AILAEF AWS::ResilienceHub: :DatabaseAppComponent {EFRE T
AWS: :ResilienceHub: :ComputeAppComponent,

NARFEHMEIRES
AWS Resilience Hub IR &N ARF A TSRS EKE,
KHEHE

B, ZNABRFEHREREPENH RTO M RPO Bir, EFfEEH TSI EN RSB R, i
m o, BRE AWS X FRENEER T 24 /BRI RTO Al RPO B#R. AWS Resilience Hub A LLE B8
NEOEEFEENRAXE, BMAZTERBMNBZOIERERRF (SOP ) HIREMRE , HXWH

HATMHMITE, XTEETRERUD , B RENBEEFFEES BN —2

& R

RE A B#R ( RTO) 6



AWS 3 RAriEmE

FEEit  NARELHEEEEM B ELHN RTO M RPO B, HH—AHS4 AppComponents R
AEEER. HlM , BRE AWS KB h#fiEE T 24 MEdE RTO # RPO B4R , BANKIEERE
FaEFABEXERES % , flneike SR HaH,

AN

ZNARFEERTIIN, BB RX TN SRR,
SRS

ZNRARFE - TN ERMRAE , BERELITN.

mERN

AWS Resilience Hub T N B R ARFZTEMIETREBRA , LAZE AppComponent EiiEH #Y
FUREENTNARFNEAERS, i, eXLREMNR N KA RERF AR &R s MR
ZEW, HEAHERBEH, B THITLLE , AWS Resilience Hub fEA 2 BifiTE , HFNAREFAH
HE%EM, AWS Resilience Hub M LA TR EMER

- NARFERRFEE — XMEBEBFRIRT AppComponents FIETE £ — R iF P S RIEEE Y F]
TP RETHAS.

- NARFRREB-LEBREGRINNAREFRAPAERBNEIR.

S PRI

AWS Resilience Hub fF A ZEMEBEAMRIBRBFLERBTEETBREREFIMEMELNER Y, ©
FEEMNNARFEAHSINABRFERENESAERES. ZIRESERRLCE T B E B 5]
Ao

LA )

AWS Resilience Hub £ — M2 ¥ , KPLHRABRFEZABRELE/THRINEW , LUFENA
EFNEMEERE, BiR, /RERERRF (SOPs) M,

i gl
AWS Resilience Hub #5Bh & (3T LA NSRBI S BV
NARERF

RERN -
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EMiREEZTRY , ENAEFIREHERTERTET, XURREERIFND, EXEE. BE
PR T RBIIUR £ 8RR .

=EA IR

BT Hl , SEMIRBETERMET. TRAT IS M EIAEBERMREPKH. EAZHK
BRT , XFRBEWPMAI B ERES . BN EH N E A AR ERR.

=EMIRME AZ

—ANHSNAARXTTA. AEDYIHRET B AT A KR AR LK T,
SEMIREXEEN

—MRENMXHA AT XMRENSHAUEL TRETRER AWS XERER,
AWS FIS =58

AWS Resilience Hub Z1 £ H AWS FIS ##E#1TXE , URITNABEFEREXENHPHERTH
M, XLPHEENARER. EMEN, THAKX (AZ) SIKRAREFAY AWS X E4,

IXLESRES AT IAT LA TR E

° 5ikﬂ|$o
o WUPER R A AT LA B A iR,
- RIFRERFIIERIERER (SOPs) REEEET , MENARFMNENHIRE.

AT SOPs MEfL1TH THERE RTO MG ITHY TR E RPO YN, EF UM TR/ N AEFE
B, A EHH RTO M RPO BREMEHMHENH B 7.
SOP

PFRAERERRF (SOP ) R—4EHBHISR , SEERXEFHRABRNERHRENAERF. BEMH
R , AWS Resilience Hub ZifE SOPs iz gt 1T —AHHER. NWAFNE |, SRR
Eo SOPS

AWS Resilience Hub &

HEtl NARFREETRNEBREANLES D |, HINERZEN, LFESNE, NARFAREEMN
Htt R EENRAEFNNSEXE. RETEHAMNNITEACETEFHENERNARZERF AWS

AWS FIS K% 8
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Resilience Hub , BNMNABNIRRHTE. ETHEXOTEHHACRTINRNESZFEE , HSHthe
section called “AWS Resilience Hub & & IAM X fESZ",

EFBEPNERNARFEMNZITIEE AWS Resilience Hub |, BRITENESIZUT AR :
- EMBEMNARFRE — EALHACHAFATRE. BENEFEMENNNARERER , AW
BREAEFNUEENZeM, IMNWERRSEUTHRS
- BREHHBNETNAER
o BEARSMHRE
o HEERE
o SCHER 1D AR MENRE TR

c IWEEEMELE — BEALACHNAFATAENARFREABENARFNLSERME, il
RREBFUTARE

« EHIEBREHEH R BIRE
- MRS EES
« AXRBNAERFDERR
- HEFEEREK
- NAEFAEE-EALACHAFAMTBRNARFNSTAMNTES. NNRIEBEATH

o

7"
- EXATEHEN LN AREF AR DM < BB RAF
« NSEMFEEREALZYI
« FRIT X2 up-to-date :
- NARFEY
- BHREBERE
- GIRFE
- MREM{LE AR
- ARPRANR-EALSENAFPNRTRENR. tMINRRIEEI BERES . BREZWUM

BMEY, RENNARFEENSTRLNTRENES. W eNERRBERE, BBNF
ERRNTE  LBREARFFSARN B R

AWS Resilience Hub &€ 9
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AWS Resilience Hub X iHH) &R

AWS Resilience Hub IR &R ( BIZNAWS : :RDS: :DBInstancef ) T4 X IF1E H o it &2 B A 12 5
MERERY ZIRAWS : :RDS: :DBCluster,

EFATHNMESXERSNRRAANTEAFNNIR , 55 Hthe section called
‘AWSResilienceHubAsssessmentExecutionPolicy”’s AWS Resilience Hub

AWS Resilience Hub X#&FXR BT AWS BREZFEIR :

- iTE

» Amazon Elastic Compute Cloud ( Amazon EC2 )

@ Note
AWS Resilience Hub & A 1B S# 3R A (ARN) X KGRI S EC2 &
Ro ¥HY ARN N EREH AWS IKF ID , 58 TR KRB P RIRNIIEE | B 7 LURER
SEPETHRSNESHRE,
- |[B¥%XX (BFH ) —arn:aws:ec2:<region>::instance/<instance-id>
- ¥ —arn:aws:ec2:<region>:<account-id>:instance/<instance-id>
BXFH ARN BN EZE R , TS RFEN Amazon ECS SEBEBEFH ARN F&EIR
ID #&=

« AWS Lambda
» Amazon Elastic Kubernetes Service (Amazon EKS)
» Amazon Elastic Container Service ( Amazon ECS )
» AWS Step Functions

- BiEE
« Amazon Relational Database Service (Amazon RDS)
* Amazon DynamoDB
* Amazon DocumentDB
« Amazon ElastiCache

- BEBMAANE DK
* Amazon Route 53

» Elastic Load Balancing
*#H AWS Resilience Hub &R 10
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Amazon EC2 k4, BXX AppComponent #R#ITHANEZER , BSRENAEFAH
B R R 1T 9 A

« BEM-WMARNER. EBRREMUEHNNNABRFPFEERFAFGE . X TFHHR M
WMAR , ZEEST A, flin , REIEFREM AWS CloudFormation ##&S ARREH , W
RESTEEE MR AR IFME S TTE AWS CloudFormation,

o RRE - mARER, W AJREE AWS CloudFormation #£#%, MyApplications M T2
AWS Resource Groups, Terraform RZS XA F RN E IR,

(® Note
EIRBEM Amazon EKS £8 | B E%HRE AWS Resilience Hub N AR FH A A
REEFRNTER,

- RHEKR-ZERIRH AWS CloudFormation ik, LLFIBURTEERNNARFLEENEE,
« Y32 ID — NIZBFRKERD EHFARRAF , 620 Amazon EC2 5k ID 5 S3 7 # & o

- B@% — #§R AWS Resilience Hub RANXERFRETESEMAERFH,

« TN - X &KR AWS Resilience Hub 28 SN RH BIRA M,

 AppComponents— £ &I 1% 5 R A N TR Fr & FIat 2 Bo 45 % R IR HY AWS Resilience Hub 4H
.

« B — NRARFRRE M
- KP-PBEMERIFR AWS 1K,
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o b~ ©

10.
11.

BEERRIENRR , FEERETRARFESE D,
EMNNARFFRERER , BEEZER , REMREPIEZIERE IR,
BERTNRARERF ERRR , BRI TR,
ERRUBENNRARFRER , BERA TSR

a. ERER , RARENREPEFRERH#ERK,

b. EEHMHERTES , EEHMENER , BER FINERES PHNENSER , AFRE RS
=o

c. BEBRREF.

E@RARERNER , BMBREPERRINER , REZTHA TSR

a. MRFRERETHRIRS , ERED—RMEREE,

b. AppComponent M TAppComponenti %l & FiEE —1,

c. ERFEMEFRARFERE D,

d. ERFHRAFEFRAYERRID. BRFREBHBER ARN,

e. JEFE R,

BERERBREN , BEE—NHER , NBEEPERRERREYN , AETHATESR :

a. ERBRBVMEFHATRER D,
b. EEELEF.
BERBERFMAR , BER—IRR , NEFEFERRBRRINRAM , RAETRATIR

a. ERFMFAFEDRAVERRID, BRBHIER ARN,
b. ‘BRI
EF i AppComponent , FiEZFRIR , AppComponenti\ “IE" hikR ‘B , ARTRUTS

R -

a. AppComponent M\ TAppComponenthi 5l 3k FiEE — 1N,
b. &£ &,

ERBRAR , EEE—NIRR , ARMNRESREERBREIR,
EQERR , BERRR , ABMNREFERTERIR.

‘REB IR R AR B AppComponents

1.

EREBENNARRF , B%EZAppComponentsif T+, AppComponents
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® Note
BXX AppComponent BR#HITHENEZEL , BERENAEFHAHFTRNRRHITY
4,

ZAppComponentsZp 7 5l 7 RRIAANPAEZBAHGF. EAEL AppComponents B AT AR
"3l

« AppComponent nam e — £ XM iZ & RH N AR FE e 2 B4 1% IR AWS Resilience
Hub 441 & #ro
« AppComponent t ype — AWS Resilience Hub A4 Ry A,

s BEM-MARNEN, EBRREMUEHENNWNABRFPFEERHEFEAFSE, flu , MREE
£ 7 M AWS CloudFormation ¥t S AWNREZH , RESFEBEE@E AWS CloudFormation
FHHREREETE,

BRI - ERARXBKHNBERBE, EXRRETFHEER—N KT  BIUEEHMARNFIEX
BRRIR
2. ZEA|2 AppComponent , M “BRIE” HE %R “FTE" , AppComponentRAETERATTER :

a. TERFME AppComponent H % AKAppComponent& #. ERNSE , RINELFERP T LIE

7 T RBIEFR,
b. M “EKHE” THFIKRPEEAppComponentEE, AppComponent
c. BEBRRE.
3. EiYw% AppComponent , EEE— AppComponent , ARG AppComponent “BR1E” kR “UR
L= 8

4. EIBR AppComponent , iFi%#E—1 AppComponent , R JGi%#E AppComponent I 5 il Bk

NEFRINRFTERGE , BFEE—RER , RPCHEHONARFNERKRARITTER, EE1T
AN | BUMEAFREANNARR. EXUMAXGHRANEZEER | BSH A HHH
AWS Resilience Hub R AR FRA,

BENAREFANF

R ARFAH (AppComponent) 2 —4AMX AWS BIR , B MEN—NETRERM AW, Hi
m, MREEEHREEMBARBEE , WXHENHEERE TR —NEIEE AppComponent,
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AWS Resilience Hub B EE WL AWS %R a] LA T AppComponent Fh3E B EIH N,
f5140 , DBInstance R LAJE FAWS: :ResilienceHub: :DatabaseAppComponent
=AWS: :ResilienceHub: : ComputeAppComponent,

41 AWS Resilience Hub AppComponents X#FLL T &R :

* AWS::ResilienceHub: :ComputeAppComponent
 AWS: :ApiGateway::RestApi
* AWS::ApiGatewayV2::Api
* AWS::AutoScaling: :AutoScalingGroup
 AWS::EC2::Instance
* AWS::ECS::Service
* AWS::EKS::Deployment
 AWS::EKS::ReplicaSet
* AWS: :EKS: :Pod
* AWS::Lambda: :Function
* AWS::StepFunctions::StateMachine

* AWS::ResilienceHub: :DatabaseAppComponent
* AWS: :DocDB: :DBCluster
* AWS::DynamoDB: :Table
* AWS::ElastiCache::CacheCluster
« AWS::ElastiCache: :GlobalReplicationGroup
* AWS::ElastiCache: :ReplicationGroup
 AWS::ElastiCache::ServerlessCache
* AWS::RDS::DBCluster
 AWS::RDS::DBInstance

* AWS::ResilienceHub: :NetworkingAppComponent
« AWS::EC2::NatGateway
« AWS::ElasticlLoadBalancing::LoadBalancer
* AWS::ElasticLoadBalancingV2::LoadBalancer
* AWS: :Route53::RecordSet

g%&%ﬁﬁ%@ilienceHub::NotificationAppComponent 0
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* AWS::SNS::Topic
 AWS::ResilienceHub: :QueueAppComponent
* AWS::SQS: :Queue
* AWS::ResilienceHub: :StorageAppComponent
* AWS: :Backup::BackupPlan
* AWS::EC2::Volume
* AWS::EFS::FileSystem
* AWS::FSx::FileSystem

(® Note
BBl , X AWS Resilience Hub %3 Amazon FSx for Windows 3RS 88,

AWS: :S3: :Bucket

ES ]
- ENAEFAHPNERETIE

R AR AP RIRETDE

FRAREFRERFES A AWS Resilience Hub Bt , 5 AR FAEF AppComponent B AWS
Resilience Hub RRFEAZ IHHEXBRROEANEENRR , ERSAFREATERBESZE LR, B
FXERZEFFRAKBXR  FEERENSAERE , AEEERRLAEMELEHTFHIE , kE
EANSBEMBTOHE, BXREMELEHITFHIDANRSHNTESIK , ESHthe section called “BF
BATFIDEBNRS

AWS Resilience Hub 1S AN AREFEREERRE , BRITUTES :

- HEZNERURERBULLEEEH 2 H N FHEIR AppComponents AR & {4 #Y AT,

- 1R AWS Resilience Hub #8E T A AE #04H N # R IRH BIR AppComponents , MIE2E REH#
EHRNER , HATEESRIELHEENRIR. £+ AWS Resilience Hub , 7Bl 7 AW
EFERTNBERERENEEN CHENRRITOENBERE, SEFERT AWS Resilience
Hub BEEEN 90% WAL , KRR ZATHNEFERMEXHN , NEESE—EB, PEEFERT AWS
Resilience Hub BEE T 70% M 90% 2@ , R NZARHWEFRE2MERN , NEASE—E,
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® Note

AWS Resilience Hub EEIFHEMN oA , UMEEC AT EEITH THERAE RTO MEITH ITHER
2 RPO AR EIN.

LT RERSS AR RE

s FEHBEBENRAXR2AE— AppComponentBIEE T
- Fhz1THREMAREFE Amazon EC2 3E41494HE —NE6IT AppComponent,
« F—/XEH Amazon ECS lRF 1A E —MNX1F , F5 —NXHH Amazon ECS IRFHMFEHBE

— X138 AppComponent,
EXBEEENSERROERWNNEZEE AWS Resilience Hub , FSFEUTEE :

« AWS Resilience Hub &R 2 ¢A 21
o FHFRREDH I AppComponent

ERBA T Fa 20 A/ RS

AWS Resilience Hub PRIERF XS FLE AWS RSV ERB1T oA , SABy L 3 o] BE 52 0a 51 A 72 o

MHITEMBUNREESIR. XERSSRBEABXRANEZEED74E. HEELTEIXLRIR A
B8t AWS Resilience Hub , B2 EMINXR, KB XRFEMER | DSEKESA , ANTH

RABHITEER,

R F3h 0 A M F Y AWS BRSS 51K

« Amazon API Gateway

* Amazon DocumentDB

+ Amazon DynamoDB

« Amazon Elastic Block Store

» Amazon Elastic File System

+ Amazon Relational Database Service
» Amazon S3

« Amazon Simple Queue Service
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« FSx i&EATF Windows X 4IRS 88
. NAT M3

AWS Resilience Hub &R0 A1

AT NBNAEFERMER TR D AEI AWS Resilience Hub,

(® Note

IBALAEFAAWSResilienceHubAsssessmentExecutionPolicy AWS EEFRKRF
ERMENXE IAM KPR, AWS Resilience Hub % AWS REXBHNEZESR , B
I AWSResilienceHubAsssessmentExecutionPolicy,

EERRDARIK

1. ESMERT &% NAERF.
ERMINAREFTE  2REEREERREAEUNNRAEF B,
ERNARFSHIRTFR,

W8 AWS Resilience Hub EREEIRE  BEAREFTEWUEEMAERRSEHEN., BN | B5%
RUTESRUFHERTRDAHEW :

nal S

a. ﬁ?%ﬁﬂ?\o
b. M“BE KEDEER FREOHEEI,
AWS Resilience Hub H#EZMN AR , LR EBMMUKESNHE A NEKRRIR

AppComponents , MRS LRV &M, 2R AWS Resilience Hub 15 H& /Y R AT LA 55
HE—E , NS TERRRNESRE,

c. MREREEER , FAREFEWAETMERRTERN,

BT LAE A LA 3% AppComponents £ “B& RREDHBI 2020 HHRR -

« AppComponent & #-fF1EH # AppComponent X %R 1T 204 8 B Fro
- BEE — RRDHEIWF AWS Resilience Hub NEEE.

o BWRITH-RRNERDHNEREE AppComponent,

« AppComponent t ype — FTRRHIZEE AppComponent.
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EEFESANEIR AppComponents

1. EREERARDAZWSEFHNISR , RREEBLERE,

2. T ‘EFRRDEARW Iy , EHEEIE ( AppComponent BMEL ) LEEBFEEERRN
DI FTE 7R AppComponent, f1REF ZANEIEME , M| AWS Resilience Hub & & REIAS4E
R BIRHEEZ D |, ZEP2FATEERI AppComponents £ & B# AppComponent3k #1749
H, %&FES AppComponent MEHR T HHNKF , UEFFEMEXRBETPHEE - ENMERR
AppComponent,

BRI AR T FEBERE “BR E820 it %R AppComponent A 1T AR FIR -

- B8 ID-ERERNIZEE ID, 2% ID 2 FiR5] AWS CloudFormation ##%. Terraform JAZ
X#. MyApplications NAEFHFHERNEF. AWS Resource Groups

- Y3 ID — ARFRDBHSEBRFRIRAF , 6120 Amazon EC2 3£41 ID = Amazon S3 ZF## & .

o RBE-RTARAIERE,

- AWS XiZ- 3 JRFTE /Y X,

1. EREEARDAZWSEFHISR , RREEB TR,

2. T ‘BEFERRDARW I , EHAppComponentBFEZIDHNFIEEEE. EERBEN
AppComponent , &7 “&# AppComponents” 1% A AppComponent® #ro

® Note

RIMBERT , AWS Resilience Hub ERFIERRDHEN ., EFERAURELN T RS4A
BIWFIERE | BM “EH” AppComponents HEZEZiD M T HISE R FIERE “LARI S IE4”,

3. 1% Accept (%),
4. £ EZARRIABR WEFEFER 2,

AWS Resilience Hub IR FFEHDEKII , EERERER. MRBRESZTRESHENNF
CNEERBROEHBRINUS2AE RN K IESHAERRSHED,
LT IRDAEWN
1. EREERRDEENIEFHNLIR  RERERLIE,
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2. T ‘BEEFERRDARW Ho , EPAppComponentBFEZILHNFIEEEE. EERBEN
AppComponent , B 71E “&3# AppComponents” #EH i A AppComponent #5o

(@ Note

IANBERT , AWS Resilience Hub & RFFERBREDHEN. EFAUELANTRS A
BIWIFIERE , BM “&E#,” AppComponents HEZD M TH KA FIEER LRI S IE4”,

3. % Reject (JEL),
4. ERELFRIEBRBUNRERZ— , RARE ELTRIEHBRN NFEFIEE HEL",

AWS Resilience Hub £ R EINMEEABTNEEE R, MRERELTHRRESERBUNTFE  NE
ERBRAARWE D 2R REHEREZHFAEHRD EEW.

FEHFRREDH N AppComponent

AHNBUAFHFRRDARF , AppComponent 3 AppComponent [8] 7 B 7R 20 B 7 B 89 &R
AWS Resilience Hub,

X R T DA

1. ESMERS  &&F NRAERF.

ENARFREL  2RE2ESENRRNEARFER.
RN AREF SR,

ERAIZRBFT | GELTERRSHNAREFRA.
EERRFIETR,

% 258 D" FUNERENERES BANERIR,

o o kA w0 D

(® Note
BT RERER F B AN INEY B R

7. EERERE, AREENRFEHITIEH,

8. AppComponent M “i%#” AppComponent T KR hikBEX TR T HMN,
9. EERTF.

10. EHF M HT 2=,
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1. BERENABRFEWERFR,
12. EEENABFNERTRA , TERA TSR

a. ERAFZEBFT , BHELT HBRARSH N AEF R
b. EFEHIREIF,

FRIR DB AppComponent

1. ESMBERT  && NARF.

ENABRFIEL , EREFEENSEANTRNNAREE T,
EENARFEMETF,

ERAT , EELTERRSHNARFRA,

EERFEDR,

LB ID ZN M ERELUEERIR,

AppComponent\ “B{E” FEHEH%EFE B,

= AppComponent M7 AppComponentX il Br = &l , EEE RIEZ 8 AppComponent & I FR
LA EHEE X,

9. EFHRDANTREMEIR AppComponent , F AppComponentM “i#” AppComponent T 15
KRAPIEFETRNE R,

10. EERI,

11. AppComponents MAppComponentsi£ T+ il BRFTE Z= A

12, @& M HT 2,

13. EENARFEEETF,

14. BEEFNRABFNERFRE , BERATEHR

© N o o bk~ w0 DN

a. ERAFZEBFT , BHELT IBRARSH N AEF R
b. EFEFIRETF,

KA HFH AWS Resilience Hub R AR FRA

BB HFTRY AWS Resilience Hub M AREFER#ITERGESHE AWS Resilience Hub B FEF %
R, BARMNARFETRA ST BT AN B TE, A MREENRAERTRMNT A HEE
EHRAMiK SOPs , NI AR EE L 1 N AR FRA,
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R N R RA

1. ESMEST  && NRAERF.

2. ENAEFREL 6 ZRENAEFRW.

3. ERNABEFEMEIFR.

4. GERF M HT 2>,

5. HE“RMWMA MEFEEN B ER  WANARFREANBR , WA MEHRNEIFRIABTR AWS

Resilience Hub,

6. EERM,

TR T M AR FAVRTARASET | ARSI B Bz TR M TR AE BT AT IR R AV AR AS o 5L |, T ERATIEM
EReHl , ERRAFEE R MRAMEE,

HERBNARFRFRAE , RNBUGSTHNBEETGERES  UBANENERARFNATSEN
MR, AXRESTIMNESR  BER £EH ST MEEH T4 AWS Resilience Hub,

& & P AWS Resilience Hub R A EFhR A

RNTHBEBEENARFNENR , AWS Resilience Hub & RN ARF B AIE 2 BEMN LA AWS

Resilience Hub,
EENARBRRFNAMERAE

1. ESMERT , EZFE NAERF.

2. ENAEFTEL , EBNAREEN
3. ERNARFLEEEIF,
4

EEENABEFNMBETRE , BEEEMBEREZBNERE NS (+). AWS Resilience Hub %
BIER “BEfR M SRR RESRTBMARFNERMRANRIE X MHURAE, BaUEENBARE
FREARAKEE HRR AppComponent, #i AJRAE M xE R,

BES , SEIE AT BAE R AT IR T 2 — R IFE Sk -

« BRABIIEE — WABHUENHREFRABIIFRE R,

- REHMAREEERLE — ENALFEESNS  FEFEEAERAERUTRI — , U5
B3l PUfie Y 45 SRBE 1T IR

- HEXEE — ERTHETZ— , REEENA.
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MREFREESCEERM |, FHEMASENEED P ARFERE , RAEMEHE R TSRS
RN EE RN, REEENA,

- HXEE — EiEERBNNENEE , FREF BB MERSE , REEENA,

&BFH AWS Resilience Hub M ARBRFEHNER
EENAERFRRR

1. ESMEST  && NRAERF.
2. ENAEFREL 6 ZREEFFEHZENRONARERF.
3. MBREHERERRIF.

ERRET+FH , BB AT AR ERFRRPIMAFR

- B4 ID— 2% ID 2 FiR%I AWS CloudFormation 4%, Terraform JARZS
#. MyApplications AR FH PR ERENEF. AWS Resource Groups

® Note
« Terraform AFEN TRV AFEREFEAMERBN B Bt , N TFTHAEMEEZEHRH R
R, BEEZE ID WAKBER- RIFERE,

- EEEMANRARFRENXSG  HARERE IDRINMS (+) . EEENAEFR
ROFFAESEA | FEEENRFENZE IDRIANS (+).

EXAZTENRRIEBNEZELR , S the section called “X#E#H) AWS Resilience
Hub &R,

o JRZ — ¥R AWS Resilience Hub 2B 21 {4 B8 E R M,

o BIRFEH - FREXBMEANAEFOAGERIFR, HI0 , AWS: :EC2: :Instance BB Amazon
EC2 3£fl, HXX AppComponent ®BEHITOEAMNEZELR , BSRENARFAGF DN ER
#7948,

« BEM -MARNER. EBRREMUEHNNNABRFPEERFAFSE . X TFHHR M
WMAR , ZEEETT A, flin, REIEFREM AWS CloudFormation ##&S ARREH , W
RESTIEEE T AR IFME S TTE AWS CloudFormation,

o FRE — MARKNRE,
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4.

« AppComponent t ype — B AJRAIZEE, % AJRS3FE AWS CloudFormation
#. MyApplications B FHF2F AWS Resource Groups, Terraform JRZS 4R F 3R b a4
B

® Note

EIRBIRH Amazon EKS £ | BEKEHE AWS Resilience Hub N AREFH A
BEEEPNSRER,

. YT ID — D ELRIRIOSEFRAFIR , 10 Amazon EC2 3241 ID = S3 2 @B #ro
. BAE — ER AWS Resilience Hub 28X R RO ENARESR,

 AppComponents— £ & 1% & R 8 BN 72 7 &5 ¥ a0 B 45 1Z 'R IR A9 AWS Resilience Hub 4
#.

« B — NARFRRNER
- KP-REMERFR AWS 1KF,
IERREFAEN.

R EX AWS Resilience Hub R AR F

HIRE 50 MURABFNEAREE  LAEMBR— MRS IMNARF , REFRFANESNARERF

MER AR

1.

2
3.
4

ESMERT , EEFE NAEF.

ENARFIE L, ERERBRONARRF.

IE$E Actions ( B1E) , R/FiE#R Delete application ( MR EREF).
EWIABIER | EEMBRAED B ARIBR , REEZEMER,

NMAEFEESH

AWS Resilience Hub 12t 7 —frm A#l&E , AT WEEXSEZNNARRF XN R RNEMES,
AXEEER | AWS Resilience Hub fE R AL T R0 IR IR F AV MR,

MARFEESHETIEHTX AWS B IGERERFREXBAMEEXBNMERES R, BTN
BEUTHERIMRARESH
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- T8 —EHEREBNNARFXE., i, EEBEE.
- HHY-1EBH AWS Resilience Hub ERIZHEENER,

s SH-RABETHNAINENFAEE , XEFMEE AWS Resilience Hub AT R EHW R AERF
RBHEEN, 57, kSBNER — I HEER XM — N KBk R E,

EHNAREFERESH
RED AT EEMENEESH AWS BERERE ARBNARF , LSS EHMHREITES
EHMNAEFEESH

1. ESMERT &% NAERF.

ENARFREL  EREERENNARFHER.
EENARFEESHETFR.

EEEN.

FEMK ID A RBEBKS 1D,

MEE T HFI R FERERBEBXE,

o o b~ w0 DN

(® Note
MREBZRULIIEE , BN T RIRPEE

7. EBREHHARS,

B MRS

RO N ABMARENNARF O EB MR, ERRERMRKERED THENARFNHERS.
HUMRBISEEMES , BUUAEAXEEEMBERRITAEENNARFRE R AMAPMTEE (4
B, B, TARKSH AWS X ) FiRE. XERBT2ERIXBXGENARF. SMNARFT
LLE R R Ry MRS,

BB M R, BAIEN B - IRERBE B (RTO ) MIXRESK/BEHR (RPO) » XEBRRE TN
RAEFRENEBRMRK, SREMNMNIENNARFHSITEETN, ERTUNEHNAESHRERE
HNAEFEZTRENERE, fli, XNXENARFHNEERESSEAERENARFTE,
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® Note

AWS Resilience Hub St F & E# M KA R TO M RPO ZERFHAEE, BR , HiFLE/R
RiFH , TN RETHEERBETS, At , MREE RTO M RPO FEHMWMAZE , N
It TEAH RTO MLt TEAR RPO £ RFZIET , H BEHWNARFNEMERSTRE
NER K,

TN SR IEH IR R MR ENRNRAEFEE. ERESRE , AWS Resilience Hub & ERY
R RE AR FE SR M SR B R Y IR E B AR (T B

ERE NARF PO RE | WA LA R R PR, BTG RA KGR RV
MWER , BB BT IS R AMIBR.

AWS Resilience Hub A& H RTO M RPO BirREEH N U T BEPUERIAGEM

- NAERF - ERAENRERSSHE

- =EMIEME - ZXEH , Hla0 EC2 Kb,

- ZEMRBEATAX (AZ) - MRS NATHXFAH,
- ZEMRBEXE - — MRS MK

AWS Resilience Hub fE8E% 0122 B E LR MR UEARINEENT BITER MR, QIZEE
NERME | i A MEREHR  HERENENEROEANEIITER. SEFRRDE  Ei T
BOOBRSS . RBES. x8. EEMIEXE,

BEEESEHNNARFRINER, fl , BALEINRZREFRIXERS , MPFAERENA
BFAXNEXBRARRF. FARINNFERREN , BUUEREEMNEERE R EREUARRS
MR AR5 # RTO M RPO B#rfE. MAKE , BAINERZELRLK RTO M RPO BiR,

ST DATE B SR R OISR | b T UIE SR L AR T IR S M R
BB MR

FEH AWS Resilience Hub , & SABIZ B MR, BMERBISEEMENR , AT IHEEHNNARRF
REEMPUTSEE (flanEeE, BH, TARKSH AWS XiF ) hiRE. XERBTSE RS EKERNA
BF. ZMNARRFITAEAHEERBRMEREK,

Bl MRKE | B ENRERBEELR (RTO) MRESBH (RPO) BiR, HEITIEMGAT,
AWS Resilience Hub BEM TN AREF R ERFSH MRS E LK B Fr.
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ZFN SR IEH IR R MR EN RN RAEFEE. ERESRE , AWS Resilience Hub &R
R 2 Fr anfa] AR 33 58 M SR B PR Y B AR AT T B

(@ Note

AWS Resilience Hub /& fE58 M RBEM R TO 1 RPO FEFHASZE, BR , EiFEEN
B, TRENSRETGELEREELTE. Eit , R EE RTO M1 RPO FERPWMATHE , NG
T THEHE RTO Mfhit TAEHAR RPO ERFEETE , A ALANNARFHN SRS RE
15 R KR

B N AR PO EBM R WU R MR R OE, S SERA KGR R
MWIER , BB BT IS R AMIBR.

N 02 38 M R R

1.
2.

N o o &

EENMNSMESESD  ERENAER.
BT the section called “B) B R AR F A INRZ 7, M the section called “M 7S HN R 12 = FF 48"
SERIX TR,

TS REEED D | SRR OISR AR

B34 RS T E N E o

FEERONRSGERD |, EROERRE,

AR AR,

( ATk ) M AKEE AR,

Master key ( £%4A ) N THRFIRFPIEFR U TETZ — :

- EHuIT BORS

- XBES

- EX

- BEERT

- JEXE

FF RTO M RPO B# , EEFMAEF RTO M RPO T , EEFHA—NEE , REIERFZE
PR 2% 89 B (8] B2 aL

FEEMIRAEN A XY EMIRE RTO M1 RPO TEEXLERE,
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9. (Hit)MRERSZXEBNAERF A NWAREEELXEHE RTO M RPO BF .

BRRXE, M¥FTXE RTO M RPO B , #FFMAERF RTOM RPO T, EEHFBMA -
B, REEFZERTHEE L,

10. (A& ) MBERIFRL | WA ERRRE G ERBAHTIRE, BXNENESER , F5
FIAWS — kS E Em IR IC R

11. %3 Create ( 812 ) LARIZEREE,

T o8 M SRR AR B 2 R M SR

1. MNEMSMEES , EERE,
2. HERMREEIED , EFIREMERE,

B2 58 1% SR B U ERF B o
3. WAREEHE M.
4. (WD) WARBEEVHEIR
5. WREUT®RIZ—,

o B IT &%ORS
- RBEES
- BEX
- EERT
- JEXE
6. XF RTO F RPO B#r , EEFNARRF RTO M RPOT , EEHHMA—NEE , RAEERZE
FRACERAV B B B4,
FEEMIREMN A XY EMIRE RTO M RPO TEEXLERE,
7. (") MRERESZXEBNAERF  WAREEELXEE RTO M RPO BF.
BRRXE, XTF RTO M RPO B#r , EFFNARERF RTO M1 RPOT , HEFBWA—IKE , &R
JRIE B ZEF KRRV E 21,

8. (Wit ) MREFMIFE , N NERERECIERBITNITHERE BXGFENESEERE , BS
FIAWS — kS E Er IR IC R
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AWS Xig EHFIIREFTER AT E MIRER AWS FIS 21,

EMNNURIREFEEHITH AWS FIS ERFIK | FMNEMNSMFE L F %R D as hboard,
£ EXUMNER” £H , BOLUERAUTEERIRS AWS FIS £k -

« 3K ID — AWS FIS SR RIARIR AT,

« BE-RTE AWS FIS SKIRAERH AWS FIS ##4F, A, MRBZ Mo, EQRHETRE AWS
FIS SKIAEXH AWS FIS 1Ff &, BN ELHEREFERAGE LA RNEMBFAFEEKIR
AFMER

« KRR ID— BT AWS FIS SRR A SRR EARAIFRIRAF. AWS FIS

EENARFDTESUM AWS FIS 2R HIR

1. EEMNSRXES  BERNAERF.
2. MMRAEFRPEE-IMNAERF.

EERNRAERF , BEERNARFEFRANAEFE R,
3. BEERHERIAXRK,

EE AWS FIS Kk 86


https://docs.aws.amazon.com/fis/latest/userguide/create-template.html
https://docs.aws.amazon.com/fis/latest/userguide/create-template.html
https://docs.aws.amazon.com/fis/latest/userguide/create-template.html
https://docs.aws.amazon.com/fis/latest/userguide/start-experiment-from-template.html

AWS 3 RAriEmE

i EXRUHXR” R, BASMERUATERRBINARZEF PRI AWS FIS KK :

- X% ID — AWS FIS SRR HIFRIRE,
« BRE-RTRE AWS FIS KEAEXE AWS FIS #R1E. AL, MRBZMEE , E2RHETRE

AWS FIS KK HHXHEY AWS FIS BH{EH B, BN BETREFRBEFEFAES LAESMEF
AEBEKRIRBFAES.

- XK#ENR ID— AT OIE AWS FIS L3 A AWS FIS SRR EMRAARIREF .

EEF T HEEN AWS FIS Xk

4.
5.
6.

EEMNSMEESD  ZENRAERF.
MEARFRPER-PNAERF.

EERNARER , BEERNRAEFETRANARERFS M.

IEFTEIRTR,

FEIHERF , SR LER L TERIR SR

« B — IR RENITE R

« KRB — BRITER KBRS,

« ERMERES — BERTEREFERERE,

- B - RTEHNABEFRERE T ATH R REEHE X RTO M1 RPO B, RERE T2

B EY B DD i A

o N ARFIRA-E T8 B AR F R

- HAE — EBEREATMANAG,

« JHiRETE — RORITAERIFT IR AT E].

o GEREE — RRITEHERETE

« ARN — {489 Amazon BIEBFF (ARN )
M PR RS EFE T,

EFREET
TEREE ASKE 2 AE R B FTk

AFHHT REH R AHENFTE AWS FIS 3£ |, L AWS Resilience Hub #1TE M iX FE S
Hip, BIFEEHZIMER , AWSFIS ER S AU TIRA

EF AWS FIS 325 87



AWS L RAriEmE

. OEM-RTRAMEENSS®KE AWS Resilience Hub W R ARFE RS, EETHEHNEE
BF IR XRPMEESRUMER,

o ¥049KHe-KRFT AWS Resilience Hub #EN XX BN ARF LM, RETEHH
BFE K BF ‘KR RPFMEDRDEIMHPIER,

o R — RREWSARFD AWS Resilience Hub AL HERNSSR, RBRETEHMNREZ &
FXR RPFIEARZIMHER,

- E@Q@ BB — RRNEH M AREFF AWS Resilience Hub BHERRHEER IR, ER TEAEK
F,EF IR RPMEHRAER, BEXBENHRHEESRNESER , BSHEDH
BRIZBVEEW

KB RIIE T HENAEFEE DB IE SN AWS FIS XK, BAIUERAUTEEIRS
AWS FIS 3£% :

- BESHR-RTINEHNARFHEN AWS FIS B4, & “RE RER “FAIRER ¥, EXT
AWS FIS KB R —Ma=R, MBEHREBMAIE AWS FIS BH 6N RERNHE L ETERAR

/BN 0

« JRE — KT AWS FIS R K H BT SKHEIRTS. B) “BSEHE”. “BR0 8", “R3KHe” M “SHERR"

® Note

AWS FIS 78 2 —T{XRIZHI B IEE , EEZANTELIERIE. ALk, AWS
Resilience Hub ToEXNE#ITHRE , T2 RB[IRERN “F U RER",

. HR-H#HIR AWS FIS BEH B 1R,

AWS Fault Injection Service 355 failures/status &

AWS Resilience Hub RFZRECH BN ERHNIRS. EXEZELR , BSHREEITMETHEN
AWS FIS SR8 55,

FT
- £ S AWS ystems Manager 2 #f AWS FIS SERIRITHER
« AWS FIS M E/RI I Z5# Elastic Kubernetes Service S HIE4THY Kubernetes &85 BS54 55 I

AWS Fault Injection Service K% failures/status 1 & 88
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AWS 3 RAriEmE

fFF S AWS ystems Manager 241 AWS FIS SRR ITIER

iZ1T AWS FIS R f5 , T LAE S AWS ystems Manager F&E&HITHT .

1. #HI4E CloudTrail> B4/ $£12%.

EASRE ID AP AMEEH

& & % StartAutomationExecution B, &3k ID 2 SSM Bzt ID,
BI{E AWS Systems Manager > Bzt

£/ SSM H3h1t ID #3017 ID ik HEE B3 LiFAEER.

o & w0 N

& ] LAE 44T Systems Manager Bai LR #HITIHER. BXEZEE , TSH AWS
Systems Manager Automation AAF{EME. HITRAZSRERERTHFAGEN “MASH &2 ,
BIE AWS FIS R AR HIH ATIESH

BERATHERNTEIRPNEESR | TUKRIBXRSIRRSMEMBSRIFENEE.

R W AR
BT RENTITHMEREEENE L XMBR
* Test/SOP KEMITHIRBFBERER. XL2SFHEBICLIRPEIEIRELS

« KBUEE : The following parameters were not found: [/ResilienceHub/
Alarm/3dee49al-9877-452a-bb0c-a958479a8ef2/nat-gw-alarm-bytes-out-
to-source-2020-09-21_nat-02ad9bc4fbd4e6135]. Make sure all the SSM
parameters in automation document are created in SSM Parameter Store.

- RER  EEFSTHEIRIAZIRZE , FRAEIAXERH DI LERBER,
- HITABRINIR. IREHNNITASRIONRALAELSRERS  WabILEREL.

« KXWUEER : An error occurred (Unauthorized Operation) when calling the
DescribeInstanceStatus operation: You are not authorized to perform
this operation. Please Refer to Automation Service Troubleshooting
Guide for more diagnosis details.

- MRIER  RUESRENPTAGREER., MRETHLERE , EFRNAENIRIEHETIT
fio

« MITRERBEBIMBNER. XRATSH T EBINETBFILRIBIERK,
- KBCHR TR, R ARE REMEIRER.

AWS Fault Injection Service K% failures/status 1 & 89



https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html

AWS 3 RAriEmE

« AR EREFHAANBHONZINSRZE , BREWASBEHEFENTHIR , o
AWS FIS KB IT AR

AWS FIS JifERAVE I # Elastic Kubernetes Service 28 H1=1TH Kubernetes & &8
B SR8 2k W

LUTF2EX Amazon EKS 8 HZ1TH Kubernetes B8548 ( pod ) # 1T 8@ 289 ¥ W Amazon
Elastic Kubernetes Service ( Amazon EKS ) kW 1ER :
« AWS FIS K% 5 Kubernetes fREKSH IAM A EEETRIEH,

- RBUBEE. :

« Error resolving targets. Kubernetes API returned ApiException with
error code 401.

* Error resolving targets. Kubernetes API returned ApiException with
error code 403.

* Unable to inject AWS FIS Pod: Kubernetes API returned status code 403.
Check Amazon EKS logs for more details

o AR  RIELLTHAR,
- WRIECIHRBER AWS FISaws : eks : pod & 1E7 B i3 BA Bt 1TIR 1E,
- BRECKYEHEE T EEHXEMN RBAC NRMIEBT A ZEEA Kubernetes BRE MK

- BREEFHREN IAM A€ ( SN} CloudFormation ¥ M H ) BRETE] Kubernetes A
Fo

« IEB3I AWS FIS Pod : ERFIAMIERBHNREKRE. HRNEFRZIZETT s AWS FIS idecar B2
B, BEAEZEXMER,

« KMGEE : Unable to heartbeat FIS Pod: Max failed sidecar containers
reached,

o ARIERE - BRLERN - MERRREERARASL , FEETARNEFH CPU RE—H,

« XBRFTRNBERMZ AN, BTHEXNBERIERES , R HIHER,
« KWMGEE : Assertion failed for the following alarms. HIHETE XMAFTEER,
o AR  BRABIREFTZRLE T Container Insights , F B BIRAKFFZ (4TF ALARMIRE ) »

AWS Fault Injection Service K% failures/status 1 & 90


https://docs.aws.amazon.com/fis/latest/userguide/eks-pod-actions.html

AWS 355 RriEE
T RS T B

AN B AWS Resilience Hub Bt FAEIFHESE TN ARFRE M,

AWS Resilience Hub 12 #t3# 408  RRXNABEFNEERS, Z2BRMRTNARFEHENARE
FOEMRER, Bk, MERERR (SOPs) MM A EWENHNESTREE, RENAEFFERANERE
. AWS Resilience Hub #E23R SOPs , #4583 E T — AN,

EaEESHBE 100 7. ERERAURENIBI RS D , EXNENAEFPIINMBEHENE
RFAMiK. SOPsflan , AWS Resilience Hub BiUfER —MNEIRF —4 SOP #1T— XMk, MidiE
THARERH S HHEXK SOP, MRENKINET , HENARFASHMRE , W HE S HF
BESHEFT 100 5,

BEITEXRIMEE , AWS Resilience Hub 12t T \B AR F AR HERIBERIAET, BT RN EIL
FHEA M S RSN | EATE TN, B2 , BuUBENENAREEDSSHRM BN TN

. AXSENHERER, SOP NNHBUNESER , WHH the section called “B & BBl
B,

mRNAREFNEED

LA BN SEMREFRFRFERINARFREENARFN BEDH,

M\ I TE AR 1 ) 58 o B
1. EEMSHERS , %#B VPC Dashboard,

2. GERERREBHNARFREESHF  ERZER 4 MNRABRF TASIRPEE-INZSINA
BEF.

3. BMEDBRETAARENRERFEMEDH.

MBI RSt o5 3

1. BEEMNSMKES  BERNARER,
2. ENARERT, I -—TNAER
3. EERE.

HESBMRERNARFEE I BHEZ —FWESE, AWS Resilience Hub ERAUATHRERERTH
WEMEUMATESHEMESBMEEHRRNITIIIME ., BUEREENIT N IIREERIL :

TREEAH 5



AWS 3 RAriEmE

s EEFNUSAXURTESNHEM S BMEZTANBREDR |, FERRETUED <, &H/F

AWS Resilience Hub FERUTAA :

« RTO/RPO — R RIREIXE ( RTO/RPOs) that need to be fixed to resolve the breaches in
your application's resiliency policy. Choose the value to view the RTO/RPO RN 2 7 iP5 R
HFHPNFAEFE ) -

- B — RTIEFEEELNNARF PR HEER Amazon CloudWatch BIREE. EFZE
DEEENNARRITEIRE P EEELERN Amazon CloudWatch B,

« SOPs— RREELELHWNAREREFHZIA SOPs BiLE, %IR{E SOPs LLEENAERF
HEREPEEEENE,

 FIS-RTEEELNNARFPRRNBIUNNEHE, ERZEUAEEENWNAREFITN
HREFEZEEEHNI,

- EEEEMENBEEIBNENAHN I, BERIBA Y. £ZF , AWS Resilience Hub

ESRUTHEAE :

« RTO/RPO £tk — RRBARFAH (AppComponents) S{&it#I T 4E 51 5k & A 8] LA K
NMARF#EMREPENNERRENENREREE, EREUNEENABRFITGRERH
RTO/RPO £ E1E,

. BEMEIR — RIRESSEHEMN Amazon CloudWatch ZIRHSEFRFT IS H 3T N AR F# M9
BB ATERBM LR, SR ZE , EENNAREFNITEIREPEF SR Amazon
CloudWatch 23R,

« SOPs B3kl — RRNEEENERREE E X R AREFHMY 2 R K JREREEY SOPs
R EEEL SOPsENARFNIMEREREFTECRENE,

- B3R FIS 2K — RN E XN A EBRITE S B N AR R34 29 86 & K et
MR, R ZELAEEENNARRFIEMNRE P EZENIE,

- EEFRMREEOIFIRERI , FERRASLUBRTFRBEHFIRERNUMAD D, BF

J& , AWS Resilience Hub £ RATHEA :

- HEMEREEH - RRERNMAEFEAMRBENNAEFAHNEE, %8 RTO/RPO Zi kY
BEUEELZNNARER ENRE PR BEVGETIFNFAEE,

o BRERN - RFNIEENAEFEMME RERJNITWRERN (FRARTRMEHE
BRIZEINF ) » BIEBRWEEFEFEANENHNERAITHE,

EEETEXTHRNVERERIN , BEBRRTEREI <, #E£+H /5, AWS Resilience Hub fF& R
THEAE :

o Bif — RTAEEXHAHEERN Amazon CloudWatch ZiR &,

VIR R AR P Y S D B 92



AWS B0 il
* SOPs— RRFEXMEHN SOPs BIUHE.
* FIS- RFFEXRBHEVN ZNVHE,

EEENARFPHRNBRMERIL , BEFECHRIED~, &P/ AWS Resilience Hub 28
RUTHE

- Bif — RAMNEHWNAREFPHREER Amazon CloudWatch Bk ¥ E.

» SOPs— RIRMNEH R AT PHEBREVHEE SOPs A%,

« FIS - R INEHN N ARFPHRAEZTONRHEE,

TTEHEME T

ATHRHNREEHBTATHEESHESEREAN T ARBINNARFHNEES BN LR, AWS
Resilience Hub I AWS Resilience Hub &t #5358 19 i 5548 B 2 % F0 51 FA 72 7 B9 58 1% 20 5088 7E 1Y P
BEREBNSEARRBINS, 0, MRXHET=22=—NER , WoBFH 13.33( (2/3)*
20) B. ZEFEEEAN 13 R BXRBPLAFFANNENESEE , S M the section
called “H R AN E AppComponents N ETE A" E45,

HLIFDH M REEET ScoringComponentResiliencyScore APl k15, #3<It API FIEZ(E
B , i§% 5 ScoringComponentResiliencyScore,

&*®

- TESAEICEENTSAHNARN

s HTEHRMEIBHAN

o ITE MR A58 % 5 B AppComponents BT

TRUEATATIHESHHEERENITOH 22N, AWS Resilience Hub
TESHETCREN TS AN AN

oA 4 15 BA Formula Pl
M3t 78 25 =R FRELDER (0-100 9 ) B T = ((Total number MRELHE T AWS
(T) F 7 AWS Resilience Hub  of tests implement Resilience Hub #
BN EBPRIIEREM  ed) + (Total number iy 20 MNIHHHY
BERRBV MR B E of tests excluded) 10 MK H HEBR T
) / (Total number 5 AN, i

TTEEM S &K 93


https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ScoringComponentResiliencyScore.html

AWS 3 RAriEmE

ke % BF Formula T~
of tests recommend BEENITERE
© Note ed) MmF
ErEREMES,
AR 2 BB B ¢ T=(10+5/
EE 30 XK 20

s BEMNNREHR-RRE
AWS CloudFormation# Bl : T = .75 or
HEPOEMLEE AWS 75 points

KIhiz1T , AWS
Resilience Hub =

Lk W I~ =C
RER HALN BRI CloudFormation #& 4 B
° B & AN i B 8

s HENNREH-KRT
AWS Resilience Hub 18
BERAREFEREZENN
=

o HEBRAVMR B2 - RREB
EMNNAREFPHERNE
WA E,

TTEEM S B 94



AWS 340 AR
o H 4 i B Formula Bl
BREBEER PRAEED B (0-100% ) , A = ((Total number WRIEE AWS
(A) BT B Th SR R HE BR A9 L of alarms implement  Resilience Hub
b CloudWatchZHR%¥&E ed) + (Total number WERN 20 MNLG

( £ AWS Resilience Hub
HEL S# CloudWatch

® Note
EEHMESH,
B BER AL
TRUERES |, AE
AWS Resilience
Hub FEMANER
HE o

of alarms excluded)
) / (Total number
of alarms recommend
ed)

HoXNT :

- BENEBREH-RTE
AWS CloudFormation
BEEEPAEN L&
AWS CloudFormation
AR ELE R Amazon
CloudWatch 23k 53,

. HENBREHR — KT
AWS Resilience Hub &
BERARFRREEN
Amazon CloudWatch &
o

o HERRMEBREE — &
TEEMNRARFF
BERREV HEEHY Amazon
CloudWatch BRI E,

# CloudWatch
HwAPERET 10 N
BHEBRT 5 ML
5 CloudWatc

h B3R , WL 5%
CloudWatch ik &
=EENITTESE
wE

A=(10+5)/
20

Bl:A = .75 or
75 points

TTEEM S &K
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AWS ety g
o H 4 i B Formula T~
SOP BEXR AL DE (0-1000 )& S = ((Total number WMREXHET 10

(S)

F B Ik M HEBRE AWS
Resilience Hub 21 SOPs
BEHPHBE, SOPs

of SOPs implement
ed) + (Total number
of SOPs excluded)

) / (Total number
of SOPs recommend
ed)

O NHWMT

+ SOPs EfER B8 —
KRR AWS CloudForm
ation & A P RIEM &
& AWS CloudFormation
EHREt SOPs ELERY &
o

« SOPs ##EMN EH-RT
AWS Resilience Hub &
TFRARERFRRIERR SOPs
HERE,

- E@@ SOPs HEBRKIE
¥-& R SOPs BB MK
AREFFHRHNEZEA
o

A, {BHEER SOPs
T 20 > AWS
Resilience Hub
BWHm s
SOPs , | SOP &
HCENITESE
wE

S=1(10+5)/
20

Bl:S = .75 or
75 points

T E RS K
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AWS L AFiEmE
WA Y 54 88 Formula Al
RTORPO & ETHEHBMREMWNA P = Total weights MREHNARERF
M (P) BEFHRHELLDE (0-100 of disruption MR ICERT
7)o types meeting the AAKX (AZ) &
application's hihhegiie sl Engich
resiliency policy / MRS

Total weights of all
disruption types .

TREBTHATIHTEENNAERFOEES B LR, AWS Resilience Hub

(P) WitESZEW
T

- MRBIRBTX
15 RTO # RPO
BAR , PRItE R
EWME

P = (20 +
30)/ 100

Bl:P = .5 or
50 points

o MR KRR
B X1 RTO #
RPO B#¥r , PN
UWELEAT :

P = (22.22 +
33.33)/ 99.9

Bl :P = .55
or 55 points

TTEEM S &K

97



AWS St H

RAriEmE

TERE DR LN

WA 5

BARFNE EBETENNAER#HZHR

MO (RS)  MRBHIFE(CEMED
(0-100% ) . BN
BFR D BRATAEEW
RERY IR FGE. B : RS
= Weighted Average
(T, A, S, P)

FERAUT AR ITESNN
ARERFNEMEDE RS
(T * Weight(T) +

A * Weight(A) +
S * Weight(S) +
P * Weight(P)) /

(Weight(T)
+ Weight(A)
+ Weight(S) +
Weight(P))

=~

TESHEINER
RNBERNHALNK
WmE

* Test coverage
(T) = .75

* Alarms (A)
= .75

* SOPs (S)
= .75

* Meeting
resiliency
policy (P)
= .5

BN AEFRYE
o BT E R AN
i

RS = ((.75

* .2) + (.75
* . 2) + (.75
* .2) + (.5
*.4)) /(.2
+ .2+ .2

+ .4)

Bl : RS = .65 or
65 points

T E RS K
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AWS D FiF 457
TRHEATATIHENBARFAH (AppComponents) MR EM BN AR, AWS
Resilience Hub B2 , R 8@ LT AWS Resilience Hub APIs 3R EX3# 4 2 % AppComponents #
HRpE A

« DescribeAppAssessmentiR 1§ RSo

« ListAppComponentCompliances3REXRSaoF] RSA

1T & TR B A 584 55 Bk AppComponents B2 T

W H 4 i Formula R4
Sk BT FERAUTARXITES AppCompon ATEZEIZEREM RSao
AppCompon AppCompon ent MR SR BY Ry S 9 3 RO :
ent MIEfPE ent HESH
5 By B 4k 42 Eh i 3¢ 71 RSao = (T * Weight(T) + * Test coverage
S ORSa0  BEEEMOR ) . i) s (1) = .75
HEDZE (0 + Alarms (A)
10073 ). 8 S * Weight(S) + = .75
AppCompon L . SOPs (S) = .75
ent Fi b P Weight(P)) / . Meeting
%ﬁ;fézﬁ? (Weight(T) + Weight(A) + resiliency
=F. W3R . . . _
48 A Weight(S) + Weight(P)) policy (P) .5
B,
& AppComponent F§
Bl : RSao = FR TSR B Y58 1 0 BT
Weighted ERZENT :
Average (T,
A, S, P) RSao = ((.75
* .2) + (.75
HET, A, *.2) + (.75
S, PRt *.2) + (L5
MR B 5 *.4)) /
FRAEHEEN = (.2 + .2+ .2
SOPs, & + .4)
2T M R B
TEEYN, Bl : RSao = .65 or
65 points

TTEEM S &K 99


https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppAssessment.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAppComponentCompliances.html

AWS 3t FL RAriEmE

TP 4H 4 ! Formula Pl
AppCompon
ent
5 HT#HRH & AppComponent ARVSEME S EE  FIEREINEEM RSa B
AppCompon MR AUTAKITE WIT :
ent () RSa M93&8 ARAEILD B L
B4 B (0-100 RSa = (T * Weight(T) + © '(Fejt coverage
VAN VAN T = .75
B ) o BEDT 4« eight(A) +
¥ AppCompon + Alarms (A)
ent FFTEEI S * Weight(S) + = .75
3R BV AT IR Ty « SOPs (S) = .75
. P * Weight(P
iEJEo.El] : RSa 19 . Meeting
= Weighted (Weight(T) + Weight(A) + resiliency
Average (T,  yoight(S) + Weight(P)) policy (P) = .5
A, S, P)
H{ET, A, B BNITER
S, PRETXIHY 3£ AppComponent 2
P #EE N T :
SOPs, Bk
AW 198 5 Lozl = od)
B A8 P72
AppCompon (.75 .2) + (.5
ent, 43 /
(.2 + .2+ .2
+ .4)

B : RSa = .65 or
65 points

TTEEM S &K 100
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1T 4A 4 15, BR Formula w5l

=2 EEE)ES ETHREHE BRPMRENBESBERALT FIERUCEEMN RSo &

B MsE BUERBHOR 2XITE - WO -

(RSo) HALDE (0
21004 ) o RSo = (T * Weight(T) + A * + Test coverage
Fihchpp R WEight(A) + (T) = .75
HREDE 5+ Weight(s) + P * . ’jla;ms (A)
=FTERIE Weight(P)) / = .75
B I F 15 « SOPs (S) = .75
{8, B : RSo (Weight(T) + Weight(A) + - Meeting
= Weighted Weight(S) + Weight(P)) resiliency
Average (T, policy (P) = .5
A, S, P)
W{ET, A, S, ST uleshi Eaidh: OEL Ay
PRt XS A3 BWITERZENT :
HNmMBEHE

ik SOPs, & RSo = ((.75 * .2)

IRAIA W + (.75 % .2) +
EWiTERY (.75 * .2) + (.5
"~ *.4)) /

(.2 + .2+ .2
+ .4)

Bl : RSo = .65 or
65 points
Weight
AWS Resilience Hub I EfE KA S E &S HB M9 BN E,

TRERTER, . Wik SOPs, 2UGEHMERBMFPMRENNE, PHREIENAERF. MR
. ATARXMXE,

TTEEM S B 101



AWS 58 4 H

RAriEmE

® Note

MREERT N REELXE RTO 3 RPO Bir , MEMAPMRENNEFANEN , MKRE

XX R EHN IR

1. ik SOPs. HBeEIRHNE

FREVE W
Alarms
SOPs
iz

SRR

B T 47 B
o2 B
HARF
B
TRKX

Region

FHREERWERE

NE

20 2%
20 2%
20 2

40 R¥

E N XERHINE
40 R¥
30 _RE
20 RE

10 R¥

REMXEHRHNE
44.44 S
33.33 /&K
22.22 ¥k

FEH

# 8 FHFEF 9 CloudFormation

£ “BERW TEDIERE “Bl2 CloudFormation CloudFormation #4&” /5 , AWS Resilience Hub 6
B— AR ARFNISEER. SRERERF (SOP) 5 AWS FIS KK KR, CloudFormation &
MRIFAETE Amazon S3 EEESF , WA ERERNU T EMNERIFMAEEET FHEFERN S3 &

%o

Bl , TEMNIIRERT — JSON #3XH CloudFormation R , ZERIER T HIEHEMNBIREW.
AWS Resilience HubiX 2% 7 Employees B9 DynamoDB /Y2 ER R I & 1R

HEWEREINARFH
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AWS B A
XM Resources #4#iR T DynamoDB RIVIEERFI B4 HERT 1 iBIEN

AWS: :CloudWatch: :Alarm B, XHNAWS: :SSM: :ParameterBRIBEEN T oHIE | XLETHIE
AWS Resilience Hub RIFEAHRERGRNARFNER TR ELZENERIR,

{
"AWSTemplateFormatVersion" : "2010-09-09",
"Parameters" : {
"SNSTopicARN" : {
"Type" : "String",
"Description" : "The ARN of the Amazon SNS topic to which alarm status changes
are to be sent. This must be in the same Region being deployed.",
"AllowedPattern" : "~arn:(aws|aws-cn|aws-iso|aws-iso-[a-z]{1}|aws-us-gov):sns:

([a-z]{2}-((iso[a-z]1{0,1}-)|(gov-)){0@,1}[a-z]+-[0-9]):[0-9]1{12}:[A-Za-z0-9/][A-Za-
z0-9:_/+=,@.-1{1,256}%"
}
}

"Resources" : {

"ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm"
{

"Type" : "AWS::CloudWatch::Alarm",
"Properties" : {
"AlarmDescription" : "An Alarm by AWS Resilience Hub that alerts when the
number of read-throttle events are greater than 1.",
"AlarmName" : "ResilienceHub-ReadThrottleEventsAlarm-2020-04-01_Employees-ON-

DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9",
"AlarmActions" : [ {

"Ref" : "SNSTopicARN"
11,
"MetricName" : "ReadThrottleEvents",
"Namespace" : "AWS/DynamoDB",
"Statistic" : "Sum",
"Dimensions" : [ {

"Name" : "TableName",

"Value" : "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9"
1,
"Period" : 60,
"EvaluationPeriods" : 1,

"DatapointsToAlarm" : 1,
"Threshold" : 1,

"ComparisonOperator" : "GreaterThanOrEqualToThreshold",
"TreatMissingData" : "notBreaching",
"Unit" : "Count"
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},
"Metadata" : {
"AWS: :ResilienceHub: :Monitoring" : {
"recommendationId" : "dynamodb:alarm:health-read_throttle_events:2020-04-01"
}
}
},

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCI9Alazxn
{

"Type" : "AWS::SSM::Parameter",
"Properties" : {
"Name" : "/ResilienceHub/Alarm/3f904525-4bfa-430f-96ef-58ec9b19aa73/dynamodb-

alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-Q@-DynamoDBTable-
PXBZQYH3DCJ9",

"Type" : "String",

"Value" : {

"Fn::Sub"
"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alarm}"
1,
"Description" : "SSM Parameter for identifying installed resources."
}
1,

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alazxn
{

"Type" : "AWS::SSM::Parameter",
"Properties" : {
"Name" : "/ResilienceHub/Info/Alarm/3f904525-4bfa-430f-96ef-58ec9bl19aa73/

dynamodb-alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-0Q-
DynamoDBTable-PXBZQYH3DCJ9",

"Type" : "String",
"Value" : {
"Fn::Sub" : "{\"alarmName\":

\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}\",
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

},

"Description'" : "SSM Parameter for identifying installed resources."
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&4 CloudFormation &4x

ENEIR, SOP 5 AWSFIS BRERIENAREFH , ENENFEZMERSEENS —NERERM
B R BN ARFERNERD, TERMEM JSON BRI HRMH T EAR D AR DynamoDB &
HWEXBR, CloudFormation —1MNEXWNARFUREESCTEESER , HlENNER,

"AWSTemplateFormatVersion": "2010-09-09T00:00:00.000Z",
"Description": "Application Stack with Employees Table",
"Outputs": {
"DynamoDBTable": {
"Description": "The DynamoDB Table Name",
"Value": {"Ref": "Employees"}

}I

"Resources": {
"Employees": {
"Type": "AWS::DynamoDB: :Table",
"Properties": {
"BillingMode": "PAY_PER_REQUEST",
"AttributeDefinitions": [

{
"AttributeName": "USER_ID",
"AttributeType": "S"
},
{
"AttributeName": "RANGE_ATTRIBUTE",
"AttributeType": "S"
}
1,
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
},
{
"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"
}
1,

"PointInTimeRecoverySpecification": {
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"PointInTimeRecoveryEnabled": true

I
"Tags": [
{
"Key": "Key",
"Value": "Value"
}
1,
"LocalSecondaryIndexes": [
{
"IndexName": "resiliencehub-index-local-1",
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
I
{
"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"
}
1,
"Projection": {
"ProjectionType": "ALL"
}
}
1,
"GlobalSecondaryIndexes": [
{
"IndexName": "resiliencehub-index-1",
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
}
1,
"Projection": {
"ProjectionType": "ALL"
}
}
]
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}

EATENARFRHHBERAE R CEENERBREERNINAREFHEXRTNITSI A,
At , £ AWS: :CloudwWatch: :Alarm BRENH , FUTHE :

"Value" : "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9"

Bah o

"Value" : {"Ref": "Employees"}
£ AWS: :SSM: :Parameter BRENT , HATHEA :

"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededDynamoDBEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarn

\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":

[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

B

"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alarm}\",

\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",\"resourceld

\":\"${Employees}\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

& SOPs M AWS FIS 3E1&#Y CloudFormation ket , B XAHEBMN S % , FERBSZE IDs
BN AEEEGEREMEERE TENIISSI A,

BN EAXS DynamoDB F&kEI5I A , A LUIAITELT CloudFormation $#4E :

- BHEVEBIEER,
s BMATERDPFEAERNWERHSEER ID , 1R CloudFormation EEHRAR , Mz ASEHER,
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(@ Note
BAERERRN A EREBNARFRIR , CloudFormation Sl E#ER = 5| A £k
CloudFormation & FH A FRHH. (ER , IRENBICEKRSEHKST , WEERE—
MERMERZEEBEEENAR. )
A, =T E (a0 Terraform by HashiCorp ) tb 8] B F & & E&i& HEEIXH (1aC).
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AWS Resilience Hub APIs AT AR EENAREF

ERER AWS Resilience Hub 28RN EENAREFHNENR SR , AWS Resilience Hub &
A8 R FE 2 R A TEF AWS Resilience Hub APls, ZRE AR il E A I 2N ARF AWS
Resilience Hub APls, BiEE X THITFIEMIREF APls AR AR EMN RFINSHE. BXRESZE
B, BSRHNATES :

« the section called ‘& M AREFE"
« the section called “EIT Mo BRER"
« the section called “IE B N AEF"

HERNARER

EHRNARER , XN RNBNARER , PEHEMER , ABMNAARSANAEFRR. BXx<ATH
% RN ATEF AWS Resilience Hub APIs W EZ{ER |, HSRATEE :

+ the section called “BI2 B AERF"
« the section called “Bi &5 M KB
« the section called “S AR AR FRFRH LRSS VRE”
« the section called “& i &K N AR I o Blo MR BE”

2 NAERF

EEFREFNARERF AWS Resilience Hub , 78 CreateApp API HiR{H —H N AR
F&#. XUt APl WEZEE , B2 https://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_CreateApp.html,

AT R~ BIER T 20{a] £ AWS Resilience Hub H{EH CreateApp APl ST AR newApp.

WK

aws resiliencehub create-app --name newApp

e

{
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"app": {
"appArn": "<App_ARN>",
"name": "newApp",
"creationTime": "2022-10-26T19:48:00.434000+03:00",
"status": "Active",
"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,
"tags": {},
"assessmentSchedule": "Disabled"

I M R R

BIBNARRE  SORIEE MR , UEREBFER CreateResiliencyPolicy APl TN AR
FHIEMEIRAS, Xt APl WEZEE |, S8 https://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_CreateResiliencyPolicy.html,

AR R"BIE R T 04 AWS Resilience Hub £/ CreateResiliencyPolicy APl newPolicy H#&
YRz A AE Fr B2

HR

aws resiliencehub create-resiliency-policy \

--policy-name newPolicy --tier NonCritical \

--policy '{"AZ": {"rtoInSecs": 172800, "rpoInSecs": 86400}, \
"Hardware": {"rtoInSecs": 172800,"rpoInSecs": 86400}, \
"Software": {"rtoInSecs": 172800, "rpoInSecs": 86400}}"

51
{
"policy": {

"policyArn": "<Policy_ARN>",
"policyName": "newPolicy",
"policyDescription": "",
"datalLocationConstraint": "AnyLocation",
"tier": "NonCritical",
"estimatedCostTier": "L1",
"policy": {

"AZ": {
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"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

}
}I
"creationTime": "2022-10-26T20:48:05.946000+03:00",
"tags": {}

M ABRSARBHIERES NIRS
AWS Resilience Hub & T A TR A APIs KR BRS AL AER :

« ImportResourcesToDraftAppVersion — It APl AFZFREFRERARNERS ARNARER
MERMRAS, XL APIWESZELR |, B35 https://docs.aws.amazon.com/resilience-hub/latest/
APIReference/AP|_ImportResourcesToDraftAppVersion.html,

« PublishAppVersion— it APl £ &% B AREFHFRAUREFH A AppComponents, #

Xt APl WEZEE , IS https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_PublishAppVersion.html,

+ DescribeDraftAppVersionResourcesImportStatus — It APl RiFE LR ENNARE
FRAS ARRINNS AR, Xt APIHEZEER | SR https://docs.aws.amazon.com/
resilience-hub/latest/APIReference/AP|_DescribeDraftAppVersionResourcesimportStatus.html,

LA RBIER T W{A7E AWS Resilience Hub A £ ImportResourcesToDraftAppVersion API
RS ARARRF,

HR

aws resiliencehub import-resources-to-draft-app-version \
--app-arn <App_ARN> \
--terraform-sources '[{"s3StateFileUrl": <S3_URI>}]'
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W

{
"appArn": "<App_ARN>",
"appVersion": "draft",
"sourceArns": [],
"status": "Pending",
"terraformSources": [
{
"s3StateFileUrl": <S3_URI>
}
]
}

LUR RABER T 30fA7E AWS Resilience Hub A CreateAppVersionResource APl F3h 6 5
BFR IR,

HR

aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \
--physical-resource-id '<Physical_xresource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

W 5

{
"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "backup-efs",
"logicalResourceId": {
"identifier": "backup-efs"
},
"physicalResourceId": {
"identifier": "<Physical_resource_id_ARN>",
"type": "Arn"
},
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"resourceType": "AWS::EFS::FileSystem",
"appComponents": [

{
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

}

AR RBIER T 20l 1E AWS Resilience Hub A {EF
DescribeDraftAppVersionResourcesImportStatus APl K& RS NIRRT,

H3R

aws resiliencehub describe-draft-app-version-resources-import-status \
--app-arn <App_ARN>

I I
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"status": "Success",
"statusChangeTime": "2022-10-26T19:55:18.471000+03:00"
}

& 70 S8 09 LA TE M E AR AR AN H 50 B 558 1 SR g

EETIEZE , AAERTNARFWERIRE | 30 ERH NS AR A B,
K5 4R BLFI TR ) B REAR AR 3 49 S e S

1. BRHRARFHNERIRA , EEMA PublishAppVersion APl 481 API E

%185 , B2 M https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_PublishAppVersion.html,

LA 7R 45115 B 2n{a] AWS Resilience Hub £/ PublishAppVersion APl X% N AR FHERMR
Ko
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R

aws resiliencehub publish-app-version \
--app-arn <App_ARN>

M 57
{
"appArn": "<App_ARN>",
"appVersion": "release"
}

2. fERA UpdateApp API R MRBENATER MR AREFRE. XL APINESEER , F25
I# https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_UpdateApp.html,

LA 745058 BA 2n4a] AWS Resilience Hub £/ UpdateApp API S8 RIEN AT EA MMM ARE
R,

HR
aws resiliencehub update-app \

--app-arn <App_ARN> \
--policy-arn <Policy_ARN>

i Rz
{
Ilappll: {
"appArn": "<App_ARN>",
"name": "newApp",

"policyArn": "<Policy_ARN>",
"creationTime": "2022-10-26T19:48:00.434000+03:00",

"status": "Active",
"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,
"tags": {

"resourceArn": "<App_ARN>"
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}I

"assessmentSchedule": "Disabled"

Z{THEE AWS Resilience Hub 38 M 44

RENARFNFRAE , SFSTHNRETEHINER , UARENEAEFREHREREHE
MEfE Iy THESER RTO MfEiTHY RPO, HESHEB M ARFAHEESREHTLR , HiEH
Bk, SOP MIMiXE WL,

BXREZER , FSHANTER :

« the section called “i= 17 F0 % #2258 4 14"
« the section called “fi| 22 5% {4 K RL”

=TS AWS Resilience Hub 3814 144

EEHETHEME TG AWS Resilience Hub SR EIRS |, BUERLULTHNEA : APIs

- StartAppAssessment — It API AR FARFOIEHNITE. HXI APINEZER , BSH
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/AP|_StartAppAssessment.html,

« DescribeAppAssessment — it API iR R AR I 4 H R TEHNTRIRS. Xt
API FNEZEE |, IS https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_DescribeAppAssessment.html,

AR RBIE R T 20l 1E AWS Resilience Hub A StartAppAssessment APl FFIRIZ1TH AV 1T
o

R

aws resiliencehub start-app-assessment \
--app-arn <App_ARN> \

--app-version release \
--assessment-name first-assessment
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W

"assessment": {
"appArn": "<App_ARN>",
"appVersion": "release",
"invoker": "User",
"assessmentStatus": "Pending",
"startTime": "2022-10-27T08:15:10.452000+03:00",
"assessmentName": "first-assessment",
"assessmentArn": '"<Assessment_ARN>",
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": "newPolicy",
"datalLocationConstraint": "AnyLocation",
"policy": {
"AZ": {
"rtoInSecs": 172800,
"rpoInSecs": 86400
.
"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400
.
"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

iy
utagsu: {}

AT RBIER T a{al £ AWS Resilience Hub R {# A DescribeAppAssessment APl Y1,
BATLAM assessmentStatus ZFE2FEINEERA

H3R

aws resiliencehub describe-app-assessment \
--assessment-arn <Assessment_ARN>
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W

"assessment": {
"appArn": "<App_ARN>",

"appVersion": "release",
"cost": {
"amount": 0.0,
"currency": "USD",

"frequency": "Monthly"

1,

"resiliencyScore": {
"score": 0.27,
"disruptionScore": {

"AZ": 0.42,
"Hardware": 0.0,
"Region": 0.0,
"Software": 0.38

}
.
"compliance": {
"AZ": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 4500,
"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet",
"achievableRpoInSecs": 0
.
"Hardware": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 2595601,
"currentRpoInSecs": 2592001,
"complianceStatus": "PolicyBreached",
"achievableRpoInSecs": @
1,
"Software": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 4500,
"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet",
"achievableRpoInSecs": 0
}
1,
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"complianceStatus": "PolicyBreached",
"assessmentStatus": "Success",

"startTime": "2022-10-27T08:15:10.452000+03:00",
"endTime": "2022-10-27T08:15:31.883000+03:00",

"assessmentName": "first-assessment",
"assessmentArn": '"<Assessment_ARN>",
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": '"newPolicy",
"datalLocationConstraint": "AnylLocation",
"policy": {
"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400
},

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

}I
"tags": {3}

REFEER
RIFRIPEE | S EA L TR B R APls,

« DescribeAppAssessment — It APl A FZREHEMRBRENAREFN YIRS, I, &
ATLAM complianceStatus ZEFREEMMIRE , HM resiliencyScore & iRES M+
MBS 2. MXI APIWEZEER |, 5SS https://docs.aws.amazon.com/resilience-hub/
latest/APIReference/AP|_DescribeAppAssessment.html,

« ListAlarmRecommendations — it APl R F&6E A IFEE Amazon BIRBF ( ARN ) RIREL
BIREW, BRI APIWEZER | 15 H https://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_ListAlarmRecommendations.html,
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® Note

E3RE SOP M FIS MiAEW , &
FListSopRecommendations#, ListTestRecommendations APIs

AR ROEERT t{afEEA ListAlarmRecommendations APl BY1E )R T A IEGH Amazon &R
A% (ARN ) FREVEIRELL

@ Note

E3IRE SOP M FIS MiAEW , ERHAEM ListSopRecommendations &
ListTestRecommendations,

R

aws resiliencehub list-alarm-recommendations \
--assessment-arn <Assessment_ARN>

I 51
{
"alarmRecommendations": [
{

"recommendationId": "78ece7f8-c776-499e-baa8-b35f5e8b8ba2",
"referencelId": "app_common:alarm:synthetic_canary:2021-04-01",
"name": "AWSResilienceHub-SyntheticCanaryInRegionAlarm_2021-04-01",
"description": "A monitor for the entire application, configured to

constantly verify that the application API/endpoints are available",
"type": "Metric",

"appComponentName": "appcommon",
"items": [
{
"resourceld": "us-west-2",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",

"alreadyImplemented": false
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"prerequisite": "Make sure Amazon CloudWatch Synthetics is setup to monitor
the application (see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/
latest/monitoring/CloudwWatch_Synthetics_Canaries.html\" target=\"_blank\">docs</a>).
\nMake sure that the Synthetics Name passed in the alarm dimension matches the name of
the Synthetic Canary. It Defaults to the name of the application.\n"

I
{
"recommendationId": "d9c72c58-8c00-43f0-ad5d-0c6e5332b84b",
"referenceld": "efs:alarm:percent_io_limit:2020-04-01",
"name": "AWSResilienceHub-EFSHighIoAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when Amazon EFS

I/0 load is more than 90% for too much time",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourcelId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

}
]
},
{
"recommendationId": "09f340cd-3427-4f66-8923-7f289d4a3216",
"referenceld": "efs:alarm:mount_failure:2020-04-01",
"name": "AWSResilienceHub-EFSMountFailureAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when volume

failed to mount to EC2 instance",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourceId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

1,
"prerequisite": "* Make sure Amazon EFS utils are installed(see the <a
href=\"https://github.com/aws/efs-utils#installation\" target=\"_blank\">docs</a>).
\n* Make sure cloudwatch logs are enabled in efs-utils (see the <a href=\"https://
github.com/aws/efs-utils#step-2-enable-cloudwatch-log-feature-in-efs-utils-config-
file-etcamazonefsefs-utilsconf\" target=\"_blank\'">docs</a>).\n* Make sure that
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you've configured “log_group_name’ in '/etc/amazon/efs/efs-utils.conf’, for example:
“log_group_name = /aws/efs/utils’ .\n* Use the created "log_group_name  in the
generated alarm. Find ‘LogGroupName: REPLACE_ME® in the alarm and make sure the
“log_group_name” is used instead of REPLACE_ME.\n"

},

{
"recommendationId": "b@f57d2a-1220-4f40-a585-6dable79cee2",
"referenceld": "efs:alarm:client_connections:2020-04-01",
"name": "AWSResilienceHub-EFSHighClientConnectionsAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when client

connection number deviation is over the specified threshold",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourceId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

"recommendationId": "15f49b10@-9bac-4494-b376-705f8da252d7",
"referenceId": "rds:alarm:health-storage:2020-04-01",
"name": "AWSResilienceHub-RDSInstancelLowStorageAlarm_2020-04-01",
"description": "Reports when database free storage is low",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

"recommendationId": "cl1l906101-cea8-4f77-be7b-60abb07621f5",
"referenceId": "rds:alarm:health-connections:2020-04-01",

"name": "AWSResilienceHub-RDSInstanceConnectionSpikeAlarm_2020-04-01",
"description": "Reports when database connection count is anomalous",
"type": "Metric",
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"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
I
{
"recommendationId": "f169b8d4-45c1-4238-95d1-ecdd8d5153fe",
"referenceld": "rds:alarm:health-cpu:2020-04-01",
"name": "AWSResilienceHub-RDSInstanceOverUtilizedCpuAlarm_2020-04-01",
"description": "Reports when database used CPU is high",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
I
{
"recommendationId": "69da8459-cbe4-4bal-a476-80c7ebf096f0",
"referenceId": "rds:alarm:health-memory:2020-04-01",
"name": "AWSResilienceHub-RDSInstancelLowMemoryAlarm_2020-04-01",
"description": "Reports when database free memory is low",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
I
{
"recommendationId": "67e7902a-f658-439e-916b-251a57b97c8a",
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"referenceld": "ecs:alarm:health-service_cpu_utilization:2020-04-01",

"name": "AWSResilienceHub-ECSServiceHighCpuUtilizationAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub that triggers when CPU
utilization of ECS tasks of Service exceeds the threshold",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{

"recommendationId": "fb30cb91-1f@9-4abd-bd2e-9e8ee8550eb0",

"referenceId": "ecs:alarm:health-service_memory_utilization:2020-04-01",

"name": "AWSResilienceHub-ECSServiceHighMemoryUtilizationAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub for Amazon ECS that
indicates if the percentage of memory that is used in the service, is exceeding
specified threshold limit",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{

"recommendationId": "1bd45a8e-dd58-4a8e-a628-bdbee234efed”,

"referenceId": "ecs:alarm:health-service_sample_count:2020-04-01",

"name": "AWSResilienceHub-ECSServiceSampleCountAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub for Amazon ECS that triggers
if the count of tasks isn't equal Service Desired Count",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
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"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

1,
"prerequisite": "Make sure the Container Insights on Amazon ECS is enabled:
(see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
deploy-container-insights-ECS-cluster.html\" target=\"_blank\">docs</a>)."
}

LAURRBIFERT t0faE A ListAppComponentRecommendations API SRERELE I ( BRI
DB EW ) .

HR

aws resiliencehub list-app-component-recommendations \
--assessment-arn <Assessment_ARN>

W&

{
"componentRecommendations": [
{
"appComponentName": "computeappcomponent-nrz",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
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"expectedRpoDescription": "Based on the frequency of the
backups"
},
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the
backups™"

1,

"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore
cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the
backups™"

B 225 SR RE 125



AWS 5t H

RAriEmE

},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",

backups"

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
.
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",

backups"

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the

1,

"optimizationType": "LeastChange",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

"cost": {
"amount": 14.74,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No expected downtime. You're

launching using EC2, with DesiredCount > 1 in multiple AZs and CapacityProviders with

MinSize > 1",

"expectedRpoInSecs": 0,
"expectedRpoDescription": "ECS Service state is saved on

Amazon EFS file system. No data loss is expected as objects are be stored in multiple

AZs."
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},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,

"expectedRtoDescription": "No expected downtime. You're
launching using EC2, with DesiredCount > 1 and CapacityProviders with MinSize > 1",

"expectedRpoInSecs": 0,

"expectedRpoDescription": "ECS Service state is saved on
Amazon EFS file system. No data loss is expected as objects are be stored in multiple
AZs."

},

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
}
},
"optimizationType": "BestAZRecovery",
"description": "Stateful Amazon ECS service with launch type Amazon

EC2 and Amazon EFS storage, deployed in multiple AZs. AWS Backup is used to backup
Amazon EFS and copy snapshots in-Region.",
"suggestedChanges": [
"Add AWS Auto Scaling Groups and Capacity Providers in multiple
AZs",
"Change desired count of the setup",
"Remove Amazon EBS volume"

1,
"haArchitecture": "BackupAndRestore",
"referenceId": "ecs:config:ec2-multi_az-efs-backups:2022-02-16"
}
]
.
{
"appComponentName": "databaseappcomponent-hji",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
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"frequency": "Monthly"

I
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

an RDS backup. (Estimates are averages based on size, real time may vary greatly from

estimate).",

schedule. (Estimates
vary)."

snapshot. (Estimates

estimate).",

schedule. (Estimates
vary)."

snapshot. (Estimates
estimate).",

schedule. (Estimates
vary)."

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

.

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

}
I
"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

iy

et
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"cost": {

"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"

I
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

an RDS backup. (Estimates are averages based on size, real time may vary greatly from

estimate).",

schedule. (Estimates
vary)."

snapshot. (Estimates

estimate).",

schedule. (Estimates
vary)."

snapshot. (Estimates
estimate).",

schedule. (Estimates
vary)."

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

.

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

}
1,
"optimizationType": "LeastChange",
"description": "Current Configuration",

et
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"suggestedChanges": [],

"haArchitecture": "BackupAndRestore",
"referenceId": "original"
.
{
"cost": {
"amount": 76.73,
"currency": "USD",
"frequency": "Monthly"
.
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 120,
"expectedRtoDescription": "Estimated time to promote a

secondary instance.",
"expectedRpoInSecs": 0,

"expectedRpoDescription": "Aurora data is automatically
replicated across multiple Availability Zones in a Region."
1,
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 120,
"expectedRtoDescription": "Estimated time to promote a
secondary instance.",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "Aurora data is automatically
replicated across multiple Availability Zones in a Region."
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Estimate time to backtrack to a
stable state.",
"expectedRpoInSecs": 300,
"expectedRpoDescription": "Estimate for latest restorable
time for point in time recovery."
}
I
"optimizationType": "BestAZRecovery",
"description": "Aurora database cluster with one read replica, with

backtracking window of 24 hours.",
"suggestedChanges": [
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"Add read replica in the same Region",
"Change DB instance to a supported class (db.t3.small)",
"Change to Aurora",
"Enable cluster backtracking",
"Enable instance backup with retention period 7"
1,
"haArchitecture": "WarmStandby",
"referenceId": "rds:config:aurora-backtracking"

"appComponentName": "storageappcomponent-rlb",
"recommendationStatus": "BreachedUnattainable",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "No data loss in your system"
.
"Hardware": {
"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"
},
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover Amazon EFS from
backup. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
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"expectedRpoDescription": "Recovery Point Objective for
Amazon EFS from backups, derived from backup frequency"
}
I
"optimizationType": "BestAZRecovery",
"description": "Amazon EFS with backups configured",

"suggestedChanges": [
"Add additional availability zone"
1,
"haArchitecture": "MultiSite",
"referenceIld": "efs:config:with_backups:2020-04-01"

I
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "No data loss in your system"
},
"Hardware": {
"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover Amazon EFS from

backup. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Recovery Point Objective for
Amazon EFS from backups, derived from backup frequency"
}
.
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"optimizationType": "BestAttainable",
"description": "Amazon EFS with backups configured",
"suggestedChanges": [
"Add additional availability zone"
1,

"haArchitecture": "MultiSite",
"referenceIld": "efs:config:with_backups:2020-04-01"
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LAUR RBIER T 30 7E AWS Resilience Hub A CreateAppVersionResource APl F3) 6 5 A
R NER.

B

aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \
--physical-resource-id '<Physical_resource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

e

"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "backup-efs",
"logicalResourceId": {
"identifier": "backup-efs"
I
"physicalResourceId": {
"identifier": "<Physical_resource_id_ARN>",
"type": "Arn"
I
"resourceType": "AWS::EFS::FileSystem",
"appComponents": [
{
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

MRRDTABENNHEFRAERF
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#M AppComponent, AWS Resilience Hub /2 AppComponent fER A TR REBFERS AR
BANEIR APIs,

« UpdateAppVersionResource — Itk API EfINARFHNRRFMER. XL APINESZE
B , {521 UpdateAppVersionResource,

« DeleteAppVersionAppComponent— Itk API ¥§ AppComponent MR T2 il BR. AB5<1t API
MWEZEER , 55 H DeleteAppVersionAppComponent,

AT 745015 B fn el AWS Resilience Hub £ DeleteAppVersionAppComponent APl E#TR A E
FRRBRIFHER.

R

aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component

I 51
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"appComponent": {
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"
}
}

AT 745015 B8 g0 el AWS Resilience Hub £ UpdateAppVersionResource API il BR &1 T = 51 - €1
B HZE 8 AppComponent A&,

R

aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component
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51
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"appComponent": {
"name": "new-app-component",

"type": "AWS::ResilienceHub: :StorageAppComponent",
"id": "new-app-component"

&R HEBRE AppComponent

AWS Resilience Hub S ¥F#&# A UpdateAppVersionResource APl \iF(E R HEBRE R, EiTERM
AREFEMRN , ToZRXERR, Xl APIHNEZER , B2 hitps://docs.aws.amazon.com/

resilience-hub/latest/APIReference/API_UpdateAppVersionResource.html,

® Note
1R BEFRBRM B AR S5 AR AR LE BT R

AR RBIER 7 I{a7E AWS Resilience Hub A UpdateAppVersionResource API HEBR R 2

&R
R

aws resiliencehub update-app-version-resource \
--app-arn <App_ARN> \

--resource-name "ec2instance-nvz" \

--excluded

e

"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {

"resourceName": "ec2instance-nvz",

8RR AppComponent
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"logicalResourceId": {
"identifier": "ec2",
"terraformSourceName": "test.state.file"
I
"physicalResourceId": {
"identifier": "i-0b58265a694e5ffcl",
"type": "Native",
"awsRegion": "us-west-2",
"awsAccountId": "123456789101"
I
"resourceType": "AWS::EC2::Instance",
"appComponents": [
{
"name": "computeappcomponent-nrz",
"type": "AWS::ResilienceHub: :ComputeAppComponent"

& REEERTE AppComponent
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2, EEEEA AP BEREE MFA , B8 MFA £EFNBENERET. BXESER , S
7 <IAM FFiEm) PR MFA &R APLIGH,

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R 2 HEXEK,

£ AWS B RO S

Ei5[A] Resil AWS ience Hub £#l& |, B4MBE —HRENR, XENBRBLMAAFEINENEETES
X IRH Resilien AWS ce Hub BB FMESE AWS Ik, MMBAIBE I ENRENEEN=ENET
SRR  NTHRMTZRBWEE (AFRSAR) |, 28N EEMPEREZET,
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X FARFA AWS CLI X AWS API IR, BEFAEREFKEZEHFHESNR, R , IRFHREH
ZIHMITHY AP R4EME LB VIR 4F

NERAFPMNARMNATLUER Resilience Hub BHl& , & EEN AWS A
mConsoleAccessZReadOnly AWS FEE RMEHI MNFIKE, AWS BEXEZEE , 56 (IAM A
FIERE) FE AP RIS,

AT R B2 F A 1 AWS Resilience Hub 2H ARSI HMEFTARARRHNR , BFRFEIE, EH
jﬂﬂ“ E%Jét_bﬁ/ﬁo

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"resiliencehub:List*",
"resiliencehub:Describe*"

]I

"Resource": "*"

}

RTFAFEEMITE SR

ZORBIGER T IS RIS EE |, BLAR Y IAM AP ERHM MBI EAS O NERNEE R, R
BIEEEFE LSHER AWS CLI X AWS API SU4mE 5 25T LR BRI AR

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
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"iam:
"iam:

]I

"Resource":

ListUserPolicies",
GetUser"

"Sid": "NavigateInConsole",

"Effect":
"Action":

na
na
"iam
na
na
na
na

1,

lam:
lam:

lam:
lam:
lam:
lam:

"Allow",

[
GetGroupPolicy",
GetPolicyVersion",

:GetPolicy",
iam:

ListAttachedGroupPolicies",
ListGroupPolicies",
ListPolicyVersions",
ListPolicies",

ListUsers"

"Resource": "*"

Bt ] FH#Y AWS Resilience Hub BRI AREF

LT EREZFHAFHIH A A AWS Resilience Hub N 2 F IR,

JSON

"Version":"2012-10-17",

"Statement":

{

[

"Sid": "PolicyExample",

"Effect":
"Action":

"Allow",
[

"resiliencehub:ListApps"

1,

"Resource": [

g

["arn:aws:iam::*:user/${aws:usernamel}"]
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}

T s MR E R G

UTHEEFAPFENIEE AWS Resilience Hub B AR F#H1TIE(E B BR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:StartAppAssessment"”
]I
"Resourxce": [
"arn:aws:resiliencehub:*:*:app/appId"

1

it B B2 AR 32 = 1R 4E
LTEBEBETHAPRERYESEE AWS Resilience Hub B AR FiE{EHNER,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:DeleteAppAssessment"

]I

"Resource": [

AWS EHEFRLMAE IAM B A6
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"arn:aws:resiliencehub:*:*:app/appId"
]
}
]
}

NEBENARERFCIZHEER
UTERBEFHAP HIEE AWS Resilience Hub B TR F 6l 2 EE AR R,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "PolicyExample"”,
"Effect": "Allow",
"Action": [
"resiliencehub:CreateRecommendationTemplate"
]I
"Resourxce": [
"arn:aws:resiliencehub:*:*:app/appId"
]
}
]
}

i BR 4% 7E Bi A T2 Y HEE AR AR
LLTEBETHAFRERIYEE AWS Resilience Hub N AR F R HEEE R AR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",

AWS EHEFRLMAE IAM B A6
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"Action": [
"resiliencehub:DeleteRecommendationTemplate™

1,
"Resourxce": [
"arn:aws:resiliencehub:*:*:app/appId"
]
}
]
}

FREENEMREENNARER
UTEBRFRAFPERASERMEBER AWS Resilience Hub R AREFEIRR,

IAM & &R R

AWS Resilience Hub R B EANARFETIMHMENEEEFRAN IAM &6, B LUEE 25 i
B AWS Resilience Hub , BUREXN M ARF TR REFHRENXE, B2 , AWS Resilience Hub ZiX
FRUTHEE

- ETAGNTRNR-EAEBRELIK, PELMERN, AWS Resilience Hub RE{ELL A &K
73 [R) S8 B B A 72 7 B9 B R o

ERHETAGNIHRNR , ZACXTEBREUATHE

o« EEVRTR RIENBR ( AWS Resilience Hub iU fE
FAAWSResilienceHubAsssessmentExecutionPolicy#E X ) o

- HEKABHNEMTERKE , 21F AWS Resilience Hub RE AT ABELR AR, WREHKS &
BERELEAE , Ul AWS Resilience Hub 2EREIBZABHNYHE. BXESZEE , S the
section called “if B R,

(® Note

MRERBEHBERAERCEN , FEENFRMTHEHMEKSF , M AWS Resilience Hub
EHMAKSRERALABBEMRBRBEKSRF, & , B ARNs N EHMEKSRES
&, ZAeHATRBEAEAGEN.

« HH 1AM AP RR — AWS Resilience Hub FHER 2 & IAM AP BRI EHNNARFRER. Y&
& BRATFAERIMK e , AWS Resilience Hub SR T 1AM A &S5 [FIX L FR -
« AwsResilienceHubAdminAccountRole , fE XAk
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« AwsResilienceHubExecutorAccountRole , EEH ANk &

A, EEEEHITMER , AWS Resilience Hub Fi8{F
ZAwsResilienceHubPeriodicAssessmentRole &, {B

2 , AwsResilienceHubPeriodicAssessmentRole REWER , A BAMFIHEE A EMN
R, mBEXLLIheE (FIaNERBEH ) Alse B ARMBIZET.

HPEHERR AWS 3814 a0 5 47 K7 [8) X BR

FERAUTEERSEBELHAIEEEHEA Resilience Hub 1 1AM Bt EJgE8EIMWE N A&, AWS
E 3

« RIMIE Resilience Hub AWS H1TIRE

o BILBUNIT iam : PassRole
« REBAFRIUAWAFFEIRE Resil AWS K ience AWS Hub &R

F FAIE Resilience Hub AWS s 4Ti84E
MBARKFEIRIER | BPEEAEIRTENRE | AT E T EM AT ZRE,

X mateojackson IAM AR ZRAFERAEHAEETEREM my-example-widget BRIRNIFHAEFE. |
BFRMEREN resiliencehub: GetWidget RBRE , &KX £ T RHIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
resiliencehub:GetWidget on resource: my-example-widget

FERERT , BIEF mateojackson AFMEE , LAFERA resiliencehub: GetWidget #
YEiH B my-example-widget &Ko

MBBREEHRE  FHRRAELBHWAWS EEG, FNEEBRSRHEZEILIN A,
RN IT iam : PassRole

MREBRB| TN Tiam: PassRoleiREMEIRER , MAMEFREN R U FERHAREES
Resilience H AWS ub,

BE AWS S AT ERIEAGRKREAZES K MAREUERFNERSALIBSAXEE, Ak,
BB MER A BLEERSHINER.
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AWS B4 A m
HEZNH IAM AP marymajorZ iR A H| & 7 Resilience Hub 1 AWS #iTH#RER , S REUT R
iR, ER , RELAEERSHAEMERE FHNRT THITIHIRE, Mary FEEFABEIEERS

YA BR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXRERT , XEHH Mary RIREE AR F bR 4T iam: PassRole #&1E,
MREEBREERY , FRRAECH AWS EEA, FHNEERARRHEREIN A,
REATFRUIABNAFRIEM Resil AWS Ik~ ience AWS Hub &R

FZAa Nt E—1Ae  WEEMKFPHNAFSIEELANARTUERZABKRBRIEHRIR, &0
BIEEWESER , TURAAG., X TXHETRFRARERHREFTIXR (ACLs) WIRS , BTN
15 P IX L5 SRR 1] ATV HR T 175 (R R BY R A A PR o

ETHREZER , BZRAUATREA :

« ET# Resili AWS ence Hub BREXHFXLEIEE , HSFHAWS #MERLIAS IAM BEEEA,

- ETHEIMAREXNEHENERFRNERE AWS IKF | H55 1AM AP EETRHEERE AWS
KE 55— 1AM B P R 47 R ABR .

- ETHNMMEE=SREANEHERNIGRINE AWS kP , ESHE IAM AFERTHREE=51E
HiFER. AWS Ik

- ETHRIMAEE S HRERIERETFRINR , H55 (IAM AFERE) PN AL I E A KIER
AP ( BHBEERIE ) RHETHRNE,

- ETHRERACNETRRNREHTERSFRIZENZS , 25 (IAM AFERE) 80 IAM
P ESIK - R IR AR,

AWS Resilience Hub 5 R R&&

BT LAE R AWS Identity and Access Management (IAM) SREEXY N T2 F &R RINR |, H o122
ERATAP., BAZAEH IAM R,

A LS AWS Resilience Hub B AREFELE £ Athe section called “HAEA®” ( —1 IAM A
&) AFEAYE IAM AFRNR (UR—4ATERKFANEHIENTMEL AR ), EitARY , &1
ARt In— AR | ZRBEE LT AWS Resilience Hub 158 E i AWS &R M 12 F & RATE /I
iR, BAEAGKAMERRINE AWS Resilience Hub BRS EHRMEE R,
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AWS L RAriEmE

EEENARFENRE , RIBIER the section called “AWS IEE XIS, B LMERAXEIEEREK
B, MEEMEASH , B eI MENER RSB CHWREIMREE, R UBESRES M EIR
LA R b v] 3% 44 SR BR &l A P AR o

MRENNARFRRLTAENKS (HBKS/FRKS ) F , NAREESENNARERFRRN
BMNKFPRE-MHBE,

@® Note
MBEATEAHEREN VPC KiFT R |, BHHRMK VPC KinT SRR 5 EIRBMHERER
B BR. AWS Resilience Hub BEXEZEE |, SR FE R in S R EEIZEFX VPC In 2B iG]

FT
« the section called “f£/ IAM A&~
« the section called “EEH X8I/ IAM A F1XFR”

/A IAM B&

AWS Resilience Hub fFERATENXWIE IAM B &1 RIEE XM F = secondary/resources ik 1 HY
BiRe X215 RIEH IR HEENPRIED,

F3
« the section called “AAE AR
« the section called “A[E AWS Ik~ A H FEKF 5"

HRAEAE

AWS Resilience Hub A& A& 2 — AWS Identity and Access Management (IAM) B , AWS
Resilience Hub AT iR AWS RE AR, fFlan , Bl ABIE — NER R E S CFN iR & H )
BENRENAAEAC, MHREMEXNACIE, EENEENAERFAAEACGNER.

BN AR  SEERHEARAEACR, RS ABTRIIFHRITNME , AWS Resilience Hub X
NABKIFEENRIR, AWS Resilience Hub A 7T EBWWELHNAREAR , BENEERKLIR
AWS Resilience Hub IREE 4K (r esiliencehub.amazonaws.com) & E R A5 RS-
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EERNRAEFNAREAR®  BMNEMERTERNAERF , ARMNNARERF REAREREHIE
BEHNR,

AR ENAEFARAEAGTRINSIMERNIE , KEELNVNARFUAEATRNARBRNARE
F&RR,

Ui

« the section called “7£ IAM 24| & alEZ—NAR”

« the section called “fEF IAM AP| B2 A
« the section called “fFF JSON X4 E N EEFRRE

% IAM 2HaFelEZ-1Ae

AWS Resilience Hub Z 115 R AWS IREFRR , BAIER IAM 2B AEEKFFHERARERS
B, BXER IAM BHACEACHNESESR  BSHEN AWS RECIEAE® (2 A ).

EEA AV EZ2HEEETKFPERAREAS

1. {#HM https://console.aws.amazon.com/iam/ JFF IAM &4,
2. NemBERDPERAR K ABREZRCEAG,
3. LAREENEERK FEENEEXRBEOPEFIUTERR K REEET—F,

(® Note
MREEHBRBRUTAENKS S, WAAESNKSPEIR— AR, X EMKSEA
T BIIK P S R SR B
JSON
{

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "resiliencehub.amazonaws.com"
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},
"Action": "sts:AssumeRole"
}
]
}

4. FEARMRBERAEONRREES D |, FIRE SRS N HFEREEARGR Enter EhfA

AWSResilienceHubAsssessmentExecutionPolicy,
5. EERE A6 ARBREET—-F,
6. EHAGHEAGERY  EAGENETMAE—NBEEWR (S

AWSResilienceHubAssessmentRole ) o

hFBRNEZFRUFN+=, .e-_/"F/.
7. (Wik) BEERED N EEERAER,
8. i QIEAE,

ERBACGNERARGNMNR , € ] ERAERE R ST 2 : BINNRED FiEEF KB,

tIREAEACNRFRACR (MRER) , EUNEENARFUACAXERSE,

(® Note

RIS EFN AR |, B4 E HE IAM user/role FAAEA®KNiam: passRoletX
R, B2 , BFRFEHNRENAZ 17N,

£A IAMAPI EEAE

BENGEEXERSNEETARRTFRAZBEBHNER, EFEH AWS Command Line Interface (AWS
CL) BIEZAE , EFEFAcreate-roleft, EFEALWTH , BUUEERNREERE, ATRGHE
B 4Nl [m AWS Resilience Hub lRFEFIEEZABHNEIEANRE,

(@ Note
JSON FRFEFNEYLEIS (' ') WERARER shell IRAE TR,

T~ create-role
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aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document '{

"Version": "2012-10-17", "Statement":
[
{
"Effect": "Allow",
"Principal": {"Service": "resiliencehub.amazonaws.com"},
"Action": "sts:AssumeRole"
}
]

}l
£/ JSON X E LE R

IR LAE A SRR JSON XN ABRENEERME , RFIET create-role i H. £ FHEHNRHA
B, trust-policy.json BT Ha B RPN — N, BIIZIT create-role i fF Lt K AR
mE A, create-role W SHEMEHERERGIBMEF. ENACKMNIR , FFEHattach-policy-to-
role@$ , RBEA LR MAWSResilienceHubAsssessmentExecutionPolicy &K, Bx
REXBNEZER , 3 /the section called “AWSResilienceHubAsssessmentExecutionPolicy”s

5l trust-policy.json

JSON

{
"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
}I
"Action": "sts:AssumeRole"
H
}

T~ create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-
role-policy-document file://trust-policy.json
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%

¥l attach-policy-to-role

aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy

ATEXKFBEBTRE AWS IKFFH A6

IR R IRAL T secondary/resource Ik RS | IRATEFNIKF A1 H B AWS Resilience Hub
FTHRDTHENNARF. AEEIESAREACUETREEL , BEERBEERA.

CIpY3

(® Note
BYRERFENRBIK S FeRAE,

E&

- the section called “#£ IAM % & H 8 secondary/resource K A A"
- the section called “fEf IAM AP EEHE"
- the section called “BEF JSON X4 E WS EFRRE”

£ 1AM ##) A5 secondary/resource IKF R & &

AWS Resilience Hub Z R F iR E it AWS K R E AWS BREFERR , BURESNKFPEIES
&,

EH IAM 25| &5 7E IAM $2# & 3 secondary/resource Ik RIZ A

1. fEH https://console.aws.amazon.com/iam/ 3JFF IAM ZH| &,
2. NemBER+PERAR K ABREERCEAG,
3. LEREENEEERR K EFEENETEXERBREOPEFIUTER K REEET—F,

(® Note
MREHEBRUTAENKS T, WELFEBNMNKEFE-NAE , FANEMKSE
P4 BO K 7 15 A SR B& o
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4. FERIPRTEAVNRRIEED 0 | RIS M SR S B PRI IE SR B SRS #K Enter R A

AWSResilienceHubAsssessmentExecutionPolicy.
5. ®“ERXE , RAREET %,
6. EABFAEESNS K EAGEMETRAE-—NAGENR (HW

AWSResilienceHubAssessmentRole ) o
7. (&) ERERED , AEEERAER,
8. FEEF QEAG,

ERBACNERARGNNR , € DT EEAERE H BT 2 HINNR Bo kR F
3-8

WA BEEEMRAAERENIM sts:assumeRole R , FHEBBIEENHBEKFAF PN AR,
FUTHRBANB G ENEN N AN EAREAGS

{
"Effect": "Allow",
"Resource": [
"arn:aws:iam: :secondary_account_id_l:role/RoleInSecondaryAccount_1",
"arn:aws:iam: :secondary_account_id_2:role/RoleInSecondaryAccount_2",

1,
"Action": [

"sts:AssumeRole"

]
}

A IAMAPI EEAG

AENEERR2NEEETARTFRAZAGHNE. EFEA AWS Command Line Interface (AWS
CLI) tIZAE , EEMAcreate-rolewn s, EFEALGTE , BRAIEENREEERRE, AT REIE
BAtn{a @ AWS Resilience Hub BRF EH R FRAEHN A RNNR,

@ Note
JSON FRFFEHFXNELE|HF (' ') WERTEER shell RA T 7o

T~ create-role
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aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-

document '{"Version": "2012-10-17", "Statement": [{"Effect": "Allow","Principal":
{"AWS": ["arn:aws:iam::primary_account_id:role/InvokerRoleName"]}, "Action":
"sts:AssumeRole"}]}"’

B AR 2 IR JSON XN ARENLEERK., £ FTEMNSRBIF , trust-policy. json 2L
FHE B FHH -4,

£/ JSON X E UE R

BRI LA B 3m A JSON XN ABENEERR , AFE1T create-role H. & FHH R
B, trust-policy.json BIUTHEHFHHW — N, BIRIEIT create-role w5 Lt R BL
E A, create-role W THMEHE RERSIMEF. ERNACKMNIE , & Hattach-policy-to-
roletn & , AT LA IIAWSResilienceHubAsssessmentExecutionPolicyEE XK, EXIEE
REWEZELR , 155 @the section called “AWSResilienceHubAsssessmentExecutionPolicy”s

<% trust-policy.json

T~ create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document file://trust-policy.json

%
7~ attach-policy-to-role

aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy.

EASRTH IAM A PR

MREBEAHER IAM AP BERSZFESITIEN , EFEAGE, BRF
AWSResilienceHubAsssessmentExecutionPolicy ¥E XK IMEIEH IAM BFRFSE5HF X
BRE AR,

BEANKFIRE

R LR EEXREEAXNE IAM AP AR —KFRENNARFHITITN,

AWS Resilience Hub 5 RIfX RS % 162



AWS B4 0 il
TR E

BATOE — /N AE® AwsResilienceHubPeriodicAssessmentRole LA AWS Resilience Hub
WAT ST RN AR ES

(® Note

- FRETACMNHRNE (FRLEARINVNBAEAE )N , FEERTHIE,
. ABEZMMIAN AwsResilienceHubPeriodicAssessmentRole,

AWS Resilience Hub E R FHITE TR HEXNES

1. J¥ AWSResilienceHubAsssessmentExecutionPolicy EE X KK MEIFE,

2. RMLATHEEE , Hdprimary_account_idRENXNARRFHHETIT
fHE) AWS IK 7o 5L, BTN EBITMA A &R IRV EERE
(AwsResilienceHubPeriodicAssessmentRole) , %R foiF1% AWS Resilience Hub RS
BEMEIFENAE,

THRIVEN A K EEKEE ( AwsResilienceHubPeriodicAssessmentRole )

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
}I

"Action": "sts:AssumeRole"

AWS Resilience Hub 5 RIfX RS % 163



AWS L RAriEmE

BN IR E

MRBESANKFARER AWS FIMENGO , WEEFEALUT IAM XRERE., REFBEZNAHL 840
AWS IKF A REEELREMNPR, 7£1&8E AWS Resilience Hub # TN P ZEE , EEZEBUTKS
Mae .

« FIKF -AWS BEFEHFQENAREFMESTENHIKS

o RE/FIRAWS IKF — FIRFIENIKF,

® Note

- FRAETACHHRNR (EALEARINARESR ) N, FTEERTHRIRK,

- BxBE &5 8 Amazon Elastic Kubernetes Service R EZE LR , i3/ the section
called “ig AX &K Amazon EKS £&#) AWS Resilience Hub i3RI BR”,

EKFIRE

BARIEEMK P AwsResilienceHubAdminAccountRoleF 8l — N A€ H 23 AWS Resilience
Hub IHRINRFRER A Z AR, KARFNATIHRE AWS KFFESEENERNE — 126, EXN
ARG RHYR,

(@ Note

- ABBZMMUIA AwsResilienceHubAdminAccountRole,

- THARMEEKFPOIE,

« LB IAM user/role 2FRBETLABKiam: assumeRole R,
« it secondary_account_id_1/2/... RHE<KHHBIKFARRET

LTRBANEHABRETR AWS K- FHMEABHERNRITENR

EE R A ( AwsResilienceHubAdminAccountRole ) WEEFIIMT :
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T Bh/ BRI IR E

EE/ BRSSP | BARBIE— N AwsResilienceHubExecutorAccountRole FERAU L
HENEEAAEGUEBELAR, AT HAES AWS Resilience Hub ATFHEMN L SN ARER
TR, Rtk iEEEH R AR

BRE , BH4HF AWSResilienceHubAsssessmentExecutionPolicy EBER KKK MEI AR | H
By N0 AT E B B IR RE

HITEABEERBEUOTAT®
AWS BV IEE FBE AWS Resilience Hub

AWS EERKEHLENEENINT KK AWS, AWS RERBEENTZENLABIRENR , UE
BRLUFBRANAF, ANBETENR,

FitfE , AWS HRERB AT NENBEASRTFRENRNR , BAENTHAE AWS FFE
Ao BINBVBIEBFETEARINES EERRBKE -SRI NR,

BIEERAWS HEFBRPENHONE, 1R AWS B AWS HEFRPENHNE , WEHLE
MiZKBAIRBNMEZERASH (AP, ANAR ), AWS RETRELEBSIIHN APl RIERSE T
LAER T AWS RS B9 API 24ERTEH AWS FEE XIS,

BREZER , F5H (AM AFER) B AWS EE XK.

AWSResilienceHubAsssessmentExecutionPolicy

& LA AWSResilienceHubAsssessmentExecutionPolicy MilEE| IAM &3, EiE{TiFE
B, LEREEmEM AWS RS R FIITIEMEE T RN PR

R FHE R

ZBURRAL 7 29 AR Kk @ R /YL 5 b 18] 22 7748 AR S5 (Amazon S3) 77 A BR AWS FIS F
SOP #1#x, Amazon S3 BN B HMLAEL aws-resilience-hub-artifacts- k., MEKEE
KB E M Amazon S3 F##E , M AT LAfE A CreateRecommendationTemplate APl B9EIRTHIT
WigE, BEXEZELR , B2 M CreateRecommendationTemplates

ZERBEBEUTNR :
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Amazon CloudWatch (CloudWatch)-3R BRI 72 X B #h fh 9 W 2 B A #2 F CloudWatch MR ERVFTE
ESSIMER, I, Rili&cloudwatch:PutMetricDatafF X fResilienceHubdn® %88
N AR F R 9 B CloudWatch 38R,

Amazon Data Lifecycle Manager — SREUH Rt 586 AWS K < BXfV I SR iR £ B i E 8
#iREDescribef R,

Amazon DevOps Guru — % 588 AWS Ik 7 < BX#Y Amazon DevOps Guru &R H 12
#DescribeiX R,

I & DocumentDB — % HH 5 &89 ik 7 < B B9 I & % DocumentDB %R H W HiR#HDescribefX
R, AWS

Amazon DynamoDB ( DynamoDB ) — 5l i } {2t 5& 8y AWS K = < BX#Y Amazon DynamoDB #
R Describe PR,

Amazon ElastiCache (ElastiCache)- 11 5#E#) AWS Ik = < Bk#Y ElastiCache ®RIE#DescribefX
BRo

I 5 # ElastiCache ( Redis OSS ) TohR%588 ( ElastiCache ( Redis OSS ) Serverless ) — H 5#&
A9k 7 < BXBY ElastiCache ( Redis OSS ) TR 2B ERHDescribefX R, AWS

Amazon Elastic Compute Cloud ( Amazon EC2 ) — 5| i H {2 588 AWS Ik XBXEY Amazon
EC2 #JRHE Describe tXFR,

Amazon Elastic Container Registry (Amazon ECR) — I E&# Ik 7 <Br BV 5 # ECR BR{Z
ftDescribefX PR, AWS

I O 5#h 58 4 R 83 AR S (Amazon ECS) Servic Describe e — 5 AWS &K R BB B3 ECS
R R

Amazon Elastic File System (Amazon EFS) — J1 58 AWS ik P xBx iy I S #h EFS BIREE
#DescribeX R,

Amazon Elastic Kubernetes Service ( Amazon EKS ) — 5| i # 2t 5&E8 AWS K F < EX Y
Amazon EKS %R Describe fXFR.

Amazon EC2 Auto Scaling — %I i 52 AWS Ik 7 3<Bk#Y Amazon EC2 Auto Scaling #IR} 12
ftDescribeiX PR,

Amazon EC2 Systems Manager (SSM) — J1 58 AWS ik <Bkfy SSM #RIEMHDescribeX
PR o

AWS Fault Injection Service (AWS FIS) — %I tH &8 AWS K 7 RBREY) AWS FIS 3256 M SRie 8 4R
HiRHDescribet R,

FSx & AT Windows HL S #h X #HBR S 88 (L S#h FSx)-5Il H 5 &H AWS Ik 2 < By L S #h FSx
R HIREDescribe R,
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« Amazon RDS — FIH 5#&H AWS Ik < B89 Amazon RDS &R H N HiZf#tDescribeiX R,
« Amazon Route 53 ( Route 53 ) — 5l i 588 AWS Ik F < BX#9 Route 53 &R Describe PR,

« Amazon Route 53 Resolver — 5l 588 AWS Ik 7 <BX#) Amazon Route 53 Resolver &R H R
HiEMtDescribetX R,

« Amazon Simple Notification Service ( Amazon SNS ) — Il i } 2t 54& AWS Ik /= <BXf#¥ Amazon
SNS #RH Describe fR.

« Amazon Simple Queue Service ( Amazon SQS ) - 7| H R 5EH AWS 0K <B#Y Amazon
SQS &R Describe R,

- IOEEEFHIRS (Amazon S3) Simple Service — 5| i 548/ K /= < BXAY Amazon S3 &R
HDescribeRHMR., AWS

(® Note

EITIER , WREEREPRMMEANRFZEZER , I AWS Resilience Hub £ s3:
GetBucketLogging fX PR II5ERK k. {ER , AWS Resilience Hub HE R —FELHHE ,
HIHERDIPR |, HIRER MR TIPRAA, 1 RE RIS E R TE PR EI AR INER DB BR |
T 1 1 2R

« AWS Backup — 5| 5&# AWS Ik < BX# Amazon EC2 Auto Scaling % R F3REX
HDescribefX R,

« AWS CloudFormation — %Il B 5289 AWS Ik F < Bx#Y AWS CloudFormation 4% = B9 3R H IR EX
HDescribef PR,

« AWS DataSync — %I HH 52 AWS Ik 7 <Bx 9 AWS DataSync &RH 7 HiZ#HDescribef R,

« Directory Service — %I i 58 AWS Ik 7 ><Bx 8 Directory Service BRI W HiZ#tDescribefX
BRo

o AWS #EMRMEME (#EMRERE ) — RBRESEH AWS Ik 7 <BkBY Elastic R¥ENE &R
HDescribefX R,

« AWS Lambda (Lambda) — %I i S #&# K 7 2Bk 8 Lambda BRH N HZHDescribefXR. AWS
« AWS Resource Groups ( BiR4A ) -5 HSEE AWS Ik 7 < BR iy 55 R A &R H R HDescribefX
PR

« AWS Service Catalog ( Service Catalog ) -5 58 AWS Ik X BRI RS B R RBRH N HEHRE
#DescribeiX PR,

« AWS Step Functions — 5| i 58 AWS K = <BX#Y AWS Step Functions BIRH R HIR
#DescribeiX R,
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« Elastic Load Balancing — 55 &

#tDescribetX bR,

BB AWS ik 7 X BXHY Elastic Load Balancing &R H18

 ssm:GetParametersByPath— EAIEA LN RREE CloudWatch Bk, MiX= N &R AR

FFECE SOPs MEHR. Mk,

AWS IKFEEUT IAM RigF AN A/, AFEAMASRNMKE , AN AENEARREHEE

mE AWS BRI A ERR,

AWS Resilience Hub AWS £ & F B E 5

& EH AWS Resilience Hub BiZRSIT 14 IR R

AUETEEEN BFRE

B

AWSResilienceHubAs
ssessmentExecutionPolicy —

EK

AWSResilienceHubAs
ssessmentExecutionPolicy —

B

AWSResilienceHubAs
ssessmentExecutionPolicy —

B

EEPU

AWS Resilience Hub B 7
RAWSResilienceHubAs
ssessmentExecution
Policy FList#GetiXFR ,
RVFBEIEITIFME AWS FIS B
MR ESRR,

AWS Resilience Hub E 3t

T AWSResilienceHubAs
ssessmentExecution
Policy BA&EFDescribefl
IR, AFEBEZTIHGET
B 5k ElastiCache (Redis
0SS) Serverless &R
&,

AWS Resilience Hub E #t

T AWSResilienceHubAs
ssessmentExecution
Policy M FDescribefX
IR, AFZEZTIEE AWS

BT A A

FIXLEEHLRK AWS HEXRBEFNFAEE ., BERE
BT “ AWS Resilience Hub X #4/f7 $£1i2%” TNH LK RSS feed,

B
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AWSResilienceHubAs
ssessmentExecutionPolicy —

B

AWSResilienceHubAs
ssessmentExecutionPolicy —

BX

AWSResilienceHubAs
ssessmentExecutionPolicy —

EK

AWSResilienceHubAs
ssessmentExecutionPolicy—

£

AWS Resilience Hub FF 14 R i

B

iR
Lambda B[R] Amazon

DocumentDB. Elastic Load
Balancing L& IRMBECE.

AWS Resilience Hub E#T

T AWSResilienceHubAs
ssessmentExecution
Policy MAEFDescribefl
R, AT EEEIT I L RE
Amazon FSx for Windows X
HRFREE,

AWS Resilience Hub E 3t

T AWSResilienceHubAs
ssessmentExecution
Policy BA#EFDescribeiX
R, AFEEET I AT RER
AWS Step Functions Bl &,

AWS Resilience Hub E 3t

T AWSResilienceHubAs
ssessmentExecution
Policy BAfEFDescribetX
R , RFEEET IG5 R
Amazon RDS £ &R

It AWS Resilience Hub B3
AT REE M AWS BRS LA
T4,

AWS Resilience Hub FF 14 R &R
H AWS HE RN E X,

B
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AWS Resilience Hub A& IAM X fES £

& LAME A AWSResilienceHubAsssessmentExecutionPolicy AWS EEFRBAMUT AEGE
KMz —[EFE AWS Resilience Hub AN A EER T IAM R, X AWS REXBHNESFESR | F

Zfthe section called “AWSResilienceHubAsssessmentExecutionPolicy”s

LA T #1# AWS Resilience HUbZ Y A BBUEK -
- BN AEFEERAAGH IAM R

- IWHEEHLEAEH IAM R

- NARFMAEEASH IAM KR

- ATEFREFENRN IAM R

HititeNARFEESERAGMN IAM HR
UTERETFEMRENARFEERAGHMENUENR,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "InfrastructureApplicationManagex",
"Effect": "Allow",
"Action": [

"resiliencehub:AddDraftAppVersionResourceMappings",
"resiliencehub:CreateAppVersionAppComponent",
"resiliencehub:CreateAppVersionResouxce",
"resiliencehub:CreateRecommendationTemplate",
"resiliencehub:DeleteAppAssessment”,
"resiliencehub:DeleteAppInputSource"”,
"resiliencehub:DeleteAppVersionAppComponent”,
"resiliencehub:DeleteAppVersionResource",
"resiliencehub:DeleteRecommendationTemplate”,
"resiliencehub:Describe*",

"resiliencehub:List*",
"resiliencehub:PublishAppVersion",
"resiliencehub:PutDraftAppVersionTemplate",
"resiliencehub:RemoveDraftAppVersionResourceMappings",
"resiliencehub:ResolveAppVersionResources",
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"resiliencehub:StartAppAssessment”,
"resiliencehub:TagResouxce",
"resiliencehub:UntagResource",
"resiliencehub:UpdateAppVersion",
"resiliencehub:UpdateAppVersionAppComponent”,
"resiliencehub:UpdateAppVersionResource"

1,

"Resource": "*"

WEHEELEELEABRH IAM R

UTRBEFLISEESMLEABGMENLENR,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "BusinessContinuityManager",

"Effect": "Allow",

"Action": [
"resiliencehub:CreateResiliencyPolicy",
"resiliencehub:DeleteResiliencyPolicy",
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:ResolveAppVersionResources",
"resiliencehub:TagResouxce",
"resiliencehub:UntagResource",
"resiliencehub:UpdateAppVersion",
"resiliencehub:UpdateAppVersionAppComponent”,
"resiliencehub:UpdateAppVersionResource",
"resiliencehub:UpdateResiliencyPolicy"

1,

"Resource": "*"
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RARFAEEAGRE IAM R
UTRERFRARFMEEAGMENLERR,

JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid": "ApplicationOwnex",
"Effect": "Allow",
"Action": [

1,

"resiliencehub:AddDxaftAppVersionResourceMappings",
"resiliencehub:BatchUpdateRecommendationStatus"”,
"resiliencehub:CreateApp",
"resiliencehub:CreateAppVersionAppComponent”,
"resiliencehub:CreateAppVersionResource",
"resiliencehub:CreateRecommendationTemplate”,
"resiliencehub:CreateResiliencyPolicy",
"resiliencehub:DeleteApp",
"resiliencehub:DeleteAppAssessment",
"resiliencehub:DeleteAppInputSource",
"resiliencehub:DeleteAppVersionAppComponent",
"resiliencehub:DeleteAppVersionResouxce"”,
"resiliencehub:DeleteRecommendationTemplate",
"resiliencehub:DeleteResiliencyPolicy",
"resiliencehub:Describe*",
"resiliencehub:ImpoxrtResourcesToDraftAppVersion",
"resiliencehub:List*",
"resiliencehub:PublishAppVersion",
"resiliencehub:PutDraftAppVersionTemplate",
"resiliencehub:RemoveDraftAppVexrsionResourceMappings",
"resiliencehub:ResolveAppVersionResources",
"resiliencehub:StartAppAssessment”,
"resiliencehub:TagResouxce",
"resiliencehub:UntagResource",
"resiliencehub:UpdateApp",
"resiliencehub:UpdateAppVersion",
"resiliencehub:UpdateAppVersionAppComponent",
"resiliencehub:UpdateAppVersionResouxce"”,
"resiliencehub:UpdateResiliencyPolicy"
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"Resource": "*"

AT&FRIZHRNERN IAM X R
AT EBAZ T RiR5 E T E R R ERR,

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Sid": "ReadOnly",
"Effect": "Allow",
"Action": [
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:ResolveAppVersionResources"

1,

"Resource": "*"

F Terraform RS X HH A AWS Resilience Hub

AWS Resilience Hub XS AEARS2RIwINE (SSE), L E#HEEFHEKRFITE R (SSE-S3)
I EF4A (SSE-KMS) tNZHY Terraform IR . AWS Key Management Service IR &RHY
Terraform RAX G4 FERAEFREHINZRZE ( SSE-C ) #1Ti%E |, NFEZEMEA AWS Resilience Hub
YN

¥ Terraform A4S A E|F AWS Resilience Hub EELLT IAM K1 |, E4AEUR T EMIRAS G
FREM LB,
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MEIKFFH Amazon S3 F#ES A Terraform R X4

FZE LT Amazon S3 F#EREE A IAM policy SRBE S 8E /L iF AWS Resilience Hub X F E 0K 7 89
Amazon S3 17t @ HY Terraform IRA X #1TIEEL

« FEMRES - BAR Amazon S3 BN FREERE , ZFEHEBLTERS P, BXESEE , F5
B AT Rl

- BMOKE — NZNARFENNERAEAGBRE AWS K~ AWS Resilience Hub EHJ AWS 24 Hi
IAM BEHNXBKENRIE, BXEZER , BSRUTRA,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<s3-bucket-name>/<path-to-state-file>"
}I
{
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<s3-bucket-name>"
}
]
}
(® Note

IMREEAM R AWSResilienceHubAsssessmentExecutionPolicy FEEXFKEE , NI
AEE ListBucket R,

(@ Note
WMRIBE Terraform RASXHER KMS % , M AFRMELT kms :Decrypt BR.

"Effect": "Allow",
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"Action": [
"kms:Decrypt",
iF

"Resource": "<arn_of_kms_key>"

ML TF 5B K FHY Amazon S3 WS A Terraform RS X4

« FHEWERES - B4R Amazon S3 R FRMERE , ZEFEEBNLTER -1 HEBK F, BXES
F5 ., BSRAUT A

« BREE- AWS IKF ABRXEKS ORE , ZRBEEE AWS IKF AWS Resilience Hub £i21T, A&
XEZER , BT R

(@ Note
IMREEAM R AWSResilienceHubAsssessmentExecutionPolicy FEE X KR , NI
REZE ListBucket R,

® Note
MREE Terraform RSXHER KMS % , WATRMELT kms :Decrypt BR.

{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
1,
"Resource": "<arn_of_kms_key>"
}

A AWS Resilience Hub 15 B8R I &% Elastic Kubernetes Service 58

AWS Resilience Hub B 7 #T 2L S EKS SN EM IR , (T4 % Elastic Kubernetes
Service (Amazon EKS) £8#938, AWS Resilience Hub £ Kubernetes T & @ #9572 Fl
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(RBAC) Bt &k 1 H fth Kubernetes (K8) T , XL THEMIHREN Amazon EKS EFFH — 3P

DEREBM ., AWS Resilience Hub E&EfEH Amazon EKS E&E L9 MG TS , BSATHK
AT R4E -

« 7£5 Amazon EKS S MBI IK P2 FEAIAE AWS Identity and Access Management (IAM)
ﬁ@'o

- R IAM AR MAGIGREMN Amazon EKS 8 | 76 Amazon EKS &AM K8s BIRE FHI
N RIERE, XA IAM BFRHA®IF RSN Amazon EKS £BNEZER , S AW IAM
AP MAEIHRENES - Amazon EKS,

Amazon EKS #4|mEm#Ri=1TH AWS IAM Authenticator for Kubernetes Z3ZE A IAM 3245 (7] £ &%,
BRI FM aws-auth ConfigMap FREEEEE.

(® Note

- BXPFiBaws-auth ConfigMapiREMEZEER , FZRA LN ZERE K GitHub,
« BXTE IAMEENEZELR  F5E IAM BFREETNESR (AP, AFMAR® ),
« BXET Kubernetes A& i5R#E4 (RBAC ) BRENEZEE | 53R EH RBAC Fil,

AWS Resilience Hub EHZIKF H R IAM B Eif Amazon EKS £8 M EE. AWS Resilience
Hub EifE&# Amazon EKS EEHRIEIR , AWS Resilience Hub 4ISE A K 1AM £ &R & 253
&1 Amazon EKS £ NN RRER B% RiEMNRA Kubernetes 4,

AWS Resilience Hub A FEHA LT IAM B ®i1ET 2 — 5B 88 Amazon EKS £E %R :

- MREHNARFEENFERAETAEMNHRINERGRER , NEENEE  SERECIENARE
Fat£i%E B AWS Resilience Hub A& A G SHHEBIIKF £ ® 15 R &K Amazon EKS £,

UTHsRERTHNARFEENETACHMARFI MM AWS Resilience Hub 7] Amazon
EKS &£,
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Primary account Secondary account
AWS Resilience Hub
8 AssumeRole using Service Principal
Customer . K. A
Describe-Instance (Q“‘ ADS
—— % M=

Describe-Instance =14 Descri
=M ros escribe-Instance EC:
AWS Resilience Hub
@ AssumeRole using Service Principal @ Describe-Instance oz AWSResilienceHubServiceRole EKS API

Scheduler EKS API
AWSResilienceHub —_— @ EKS
ServiceRole
AssumeRole

s MREBHNAREFEENERZSE IAM BFRIBREER , NAREES Amazon EKS SEE R 89 Ik
FolE—NE N AwsResilienceHubAssessmentEKSAccessRole UETHY IAM B8&, RJiF , It
IAM £ &5 B T 15 R &8 Amazon EKS §£&,

UTHeRERTHENARFEENFEA L 1AM AFXBRE , 2140 AWS Resilience Hub 8] &
SELPEKF B Amazon EKS £8,
Primary account

8 =@ ';8 ';@4»0

Login Current IAM Role Assume Role AWSResilienceHub
AssessmentEKSAccessRole

LTHERERTHNARFREERNEHR YA IAM AR , 2048 AWS Resilience Hub i 81 3B
EEHBKS B Amazon EKS £,

Primary account Secondary account
A—n—R—n —— s ——R—n (G
Login Current 1AM Role Assume Role AwsResilienceHub Assume Role AwsResilienceHub  Assume Role AwsResilienceHub

AdminAccountRole ExecutorAccountRole AssessmentEKSAccessRole

T X&) Amazon EKS E£8 &R AWS Resilience Hub 15 B X R

AWS Resilience Hub & AR T Amazon EKS B FHRR , BIER L 2R BEFEN R,
O &% F XM MiEfE Amazon EKS E£E AR RFTENNBR AWS Resilience Hub

1. EE IAM &&LLER T S% Amazon EKS &£,
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MREBEFEAETACGHNHRNEEENAER , NS LSRR  KERITEIR 2, HEAE
BNARFEMEANA®, Bx AWS Resilience Hub IAI{EA IAM BENEZEL , F58 [
the section called “AWS ##4 /O IfA[ & IAM LS

MREEFEALE IAM AFPNREENARER |, NAIES Amazon EKS & HEEIR K 4l
# AwsResilienceHubAssessmentEKSAccessRole IAM &, ARG , SEIHEIER Amazon
EKS EFERFERAL IAM A&,

ES AN LR ARRFR , AWS Resilience Hub £/ IAM A& 15 A& 8 Amazon EKS &
BAMWER, LAGBNEEZN Amazon EKS £EHERMNKF FRIE | A5 EIEEN
Amazon EKS E£E M ENNPRA Kubernetes 44 AWS Resilience Hub 3 1TRR &,

WRIER Amazon EKS £8 5 AWS Resilience Hub AKX TR -S|, NSEART
IAM EERBAEIZA®, EIt IAMEEXREP |, caller_IAM_role ATFEHBIIKFF APIs
A H AWS Resilience Hub,

® Note
caller_IAM_roleR5#&EH AWS AFKF XKW AR,

MREH Amazon EKS BN TEK, ( 5 AWS Resilience Hub AP RERIKKS ) &, N
PHREALLT AwsResilienceHubAssessmentEKSAccessRole IAM E{EEKIEBIE IAM &
=

(@ Note

BN SR |, BifRISFEEE AWS Resilience Hub A F K F A EIH MK F F #9 Amazon
EKS &£8 B4 NBEEZKFIFRNE, BXEZER , 55H

2. A AWS Resilience Hub N 26l
EClusterRolefMClusterRoleBinding ( BiRoleBinding ) &,

Bl ClusterRoleClusterRoleBinding ¥} &% F % M M iL(L 8 T &# AWS Resilience Hub
Amazon EKS S8 IFE B 228 — 25 B IR E B RIERNUR.

AWS Resilience Hub i #8381 58 B LA T — R AESR PR Il B X9 6 & Z2 18] A9 175 9] 4 BR LA 4 B 58 14 1%
1
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a. [8 AWS Resilience Hub N AR F 1% T EMA & Z= 8 BB R

AWS Resilience Hub Ei¥{& Amazon EKS £EHNFER B ZEH P RIRAEM | SOl

T#, ClusterRole ClusterRoleBinding

« resilience-hub-eks-access-cluster-role(ClusterRole) — &M iF{H R
AWS Resilience Hub Amazon EKS & FrEH R,

 resilience-hub-eks-access-cluster-role-
binding ( ClusterRoleBinding ) - £ Amazon EKS &EBFAENL—NE R
resilience-hub-eks-access-group WEH A MEAFRTFEH AWS Resilience
Hubiz 1758 14 TF 0 P 35 B X PR

@ AWS Resilience Hub AR FEZFEMAE M A ZEZRIEENRHERDNT -

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-cluster-role
rules:
- apiGroups:
resources:
- pods
- replicationcontrollers
- nodes
verbs:
- get
- list
- apiGroups:
- apps
resources:
- deployments
- replicasets
verbs:
- get
- list
- apiGroups:
- policy

B A EH Amazon EKS 5£8# AWS Resilience Hub 7 B X FR
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resources:
- poddisruptionbudgets
verbs:
- get
- list
- apiGroups:
- autoscaling.k8s.io
resources:
- verticalpodautoscalers
verbs:
- get
- list
- apiGroups:
- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- get
- list
- apiGroups:
- karpenter.sh
resources:
- provisioners
- nodepools
verbs:
- get
- list
- apiGroups:
- karpenter.k8s.aws
resources:
- awsnodetemplates
- ec2nodeclasses
verbs:
- get
- list
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: resilience-hub-eks-access-cluster-role-binding
subjects:
- kind: Group
name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
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roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF
b. % AWS Resilience Hub FiEEUSE M & ZE A KR,

$& 7] LA 52 F PR AWS Resilience Hub 18] —4H4SEmE ZE A &R, RoleBindingE sk
B , BXTEATAS :

« ClusterRole— AWS Resilience Hub Zif 8] Amazon EKS & A4S Em B ZEE P EIR
HiPGEH#MM  SBUTEIELTAB, ClusterRole

« resilience-hub-eks-access-cluster-role — IEE M4 E 6y & Z8 8 A AR &4
ENR,

- resilience-hub-eks-access-global-cluster-role— EEEEH Amazon
EKS £H T ITHEFTEANRR ( ZERFERHERBZRTELX ) AMENNR, AWS
Resilience Hub EE i RI&H Amazon EKS & FEETBEMNER (AT R ) BN
BR , L& IR N A RE R RIS 1

#12 ClusterRole ABHERAT :

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-cluster-role
rules:
- apiGroups:
resources:
- pods
- replicationcontrollers
verbs:
- get
- list
- apiGroups:
- apps
resources:
- deployments
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- replicasets
verbs:
- get
- list
- apiGroups:
- policy
resources:

- poddisruptionbudgets

verbs:
- get
- list
- apiGroups:
- autoscaling.k8s.io
resources:

- verticalpodautoscalers

verbs:
- get
- list
- apiGroups:
- autoscaling
resources:

- horizontalpodautoscalers

verbs:
- get
- list

apiVersion: rbac.authorization.k8s.io/vl

kind: ClusterRole
metadata:

name: resilience-hub-eks-access-global-cluster-role

rules:
- apiGroups:
_
resources:
- nodes
verbs:
- get
- list
- apiGroups:
- karpenter.sh
resources:
- provisioners
- nodepools

BAXEH Amazon EKS 58 #) AWS Resilience Hub 7 B X R
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verbs:
- get
- list
- apiGroups:
- karpenter.k8s.aws
resources:
- awsnodetemplates
- ec2nodeclasses
verbs:
- get
- list

EOF

« RoleBinding&&-lt AT AWS Resilience Hub 5845 E & & 28 8] R &R AT E A X
R, bt 2% , BUREFN S B ZERPBZERoleBindingA® AWS Resilience Hub =
BEREA E AR AK R R,

(® Note

MREF ClusterAutoscaler AT BT E , MEMUMEIE kube-system
F ]2 RoleBinding, XR2iFMZEH ClusterAutoscaler FIAEN (ER
kube-system as B ZEH—ZD ) -

B X, B F AWS Resilience Hub i{tkube-systeman & 28 18] N &R AT
FHNIR , ErT T EER Amazon EKS §5 .

22 RoleBinding BAEMNERINT :

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding
metadata:
name: resilience-hub-eks-access-cluster-role-binding
namespace: <namespace>
subjects:
- kind: Group
name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
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roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

« ClusterRoleBindingA&-ltAEKR FiHEIEEEE AWS Resilience Hub & RFTEHEH
PR

#]2 ClusterRoleBinding BENERMT :

cat << EOF | kubectl apply -f -

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding

metadata:

name: resilience-hub-eks-access-global-cluster-role-binding
subjects:

- kind: Group

name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-global-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

3. E# aws-auth ConfigMap BAf¥ resilience-hub-eks-access-group SATiARE
Amazon EKS S£&H IAM A& TS,

WESBRESE 1 FEAN IAM ACR5ER 2 he|ER Kubernetes A2 8] BIZEBR &S, LthBR & D)
IAM & &3 15 B Amazon EKS £ KN A RN,

(® Note

« ROLE-NAME 18/ TifE Amazon EKS £EH IAM &6,
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- MREHNARFEENERAETACHNERANER , NiZAENNIENARERF

AWS Resilience Hub Bt{£i#E M AH & AR NEEIKF A€,

- MRENNARFEENERALER IAM AP BRER , MZAFSME

AwsResilienceHubAssessmentEKSAccessRole,

« ACCOUNT-IDRIiZEZ Amazon EKS £&H AWS K/ 1D,

B BEU T ARz —82 aws-auth ConfigMap :

« £ eksctl

BT TS EHaws-auth ConfigMap:

eksctl create iamidentitymapping \
--cluster <cluster-name> \
--region=<region-code> \
--arn arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>\
--group resilience-hub-eks-access-group \
--username AwsResilienceHubAssessmentEKSAccessRole

o WA LB IAM A FAFEERMEIZIETH ConfigMap B mapRoles Zp0 R F 3 4wiE
aws-auth ConfigMap. E#wiBaws-auth ConfigMap , HBAUTHR,

kubectl edit -n kube-system configmap/aws-auth

mapRoles HH AIREBIEUTSE -
« rolearn (IAM ) B Amazon BREAF (ARN ) o

« ARN &% - arn:aws:iam: : <ACCOUNT-ID>:role/<ROLE-NAME>,
« username - Kubernetes A ESZ| IAM B &K AP

fo AwsResilienceHubAssessmentEKSAccessRole
« groups - HABMNELRE 2 (resilience-hub-eks-access-group ) FEIENEH
BT,

@ Note

R mapRoles B0 AFE , MAMFRMEEBD
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FEAUTERE IAM B2 FAFE SR MBIIETH ConfigMap Y mapRoles 7o

- groups:
- resilience-hub-eks-access-group
rolearn: arn:aws:iam::<ACCOUNT-ID>:role/<ROLE-NAME>
username: AwsResilienceHubAssessmentEKSAccessRole

A& AWS Resilience Hub Z|#&8 Amazon B BB HI RS &

AT EWMAZE A AWS Resilience Hub [a 2 FY YL 5 i#h 8] 2 38 KBk 55 (Amazon SNS) Simple SNS
Service TBEA B AR ZNARFHNER ., EM Amazon SNS THHXBEH , FRREEZUTR
#

o —ANEERRY AWS Resilience Hub R AR,

« AWS Resilience Hub %7 [aH X BHHINE Amazon SNS 8, Bx6l2 Amazon SNS EFH
E8 , FSH6lE Amazon SNS =&,

AWS Resilience Hub E R F @A Amazon SNS TE A AEH |, BATFERUTRHAEH Amazon
SNS =T iF R KEE -

(@ Note
LR AWS Resilience Hub 3k B Al XH#EE X M B TRIAE ANKX
HANEBE , BATERN Amazon SNS EFAI BN RIBREE. FEENE
M resiliencehub.amazonaws.com £k resiliencehub.<opt-in-
region>.amazonaws.come

MB B RRSEZIHMER ( SSE ) Amazon SNS £ |, N AAH{R AWS Resilience Hub 8%t
Amazon SNS & Z4AM Decrypt # GenerateDataKey* 7RI PR,

ERMDecryptHMGenerateDataKey* R PR AWS Resilience Hub , &AM AWS Key
Management Service 7[R KE P E TR,

ALK AWS Resilience Hub EI##9 Amazon SNS £ & 186
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BR4I‘E SR BEER AWS Resilience Hub #HEHI R

AWS Resilience Hub A FZREE NN AEFEZSHEERHEENNR. ERLUERALLT IAM SEEXE
REIEMNNARFESSHBREVNNEE, ik IAM SEXKF | caller_IAM_role ( 548 AWS
APk MHEXE ) ATk EA AWS Resilience Hub, APIs

h Y EM g R $ AWS Resilience Hub

ER—EERS , AWS Resilience Hub Z % {Amazon Web Services : ZL&REBIA) AFPHHIE
IREY AWS 2 ERR & 2 2 IR F IR,

BRI LAMER AWS E X #Y APl A AWS Resilience Hub @XM E# TR, & RS FERE
T2t (TLS ) 1.2 RESMRA, BMNBIER TLS 1.3 RESRAEK, BEFRESMAZIFEETEEH
R% (PFS ) WEZBEH , 620 Ephemeral Diffie-Hellman ( DHE ) & Elliptic Curve Ephemeral Diffie-
Hellman ( ECDHE ) . KZEINRRE (W0 Java 7 RESHRAE ) #HRFXLEER,

o, HIERFRIZES ID M5 IAM EERBKAREZ TR BARNBERH#ITEE. HE , EUUER
AWS Security Token Service ( AWS STS ) £ R If it Z £ FIERFTFERFITZEE,
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AWS FRSFRVEMERE

AEFMNEBT AWS Resilience Hub I AWS RFHMITHEFHEMRLE | LBRNARERFN
BERSTFAZE N, XERERESMNNARFAYE () WEERBEHE LN ERGEIRE A B

¥r (RTO) M1k E = B #5 (RPOAppComponent), B ETRXBEN PN , BINAREFHE,. Bl
REHE, TAXPHAXEHRE, B K EETXERE , BX4TMIRHEH IAM R, AWS
Resilience Hub A A FHIFRIEHN TR, ZiFH 7 HAREH AWS Resilience Hub 15 1 8] & #9  R
WITEHMREFMEMN IAM R , FSRAWS HIEE R B AWS Resilience Hubo

AWS BR 55
* Amazon Elastic File System

« I 5 Relational Database Service fY &#h Aurora

* Amazon Simple Storage Service

* Amazon DynamoDB

* Amazon Elastic Compute Cloud

* Amazon EBS
« AWS Lambda

* Amazon Elastic Kubernetes Service

* Amazon Simple Notification Service

* Amazon Simple Queue Service

* Amazon Elastic Container Service

» Elastic Load Balancing

* Amazon API| Gateway

* Amazon DocumentDB

* NAT M

* Amazon Route 53

« Amazon MAEFKEEFIEE (ARC)

« FSx EEAF Windows XRS5 a5yl 5 i#h
* AWS Step Functions

o M5 ElastiCache ( Redis OSS)
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Amazon Elastic File System

AE S HIH T 14X Amazon Elastic File System WATE# MR ENEN, BXTIHEMXHRE
WESZEER , BHSILD55 M S RS,

N RGRE

AWS Resilience Hub ®EXHRSGER : XEFHLEXE, MREMEHERTAXPR , XHRGER
L2 MEHBMY, BXNGREELBNEZELR |, S8 Amazon EFS XA RS 1 7] FHERF A4,

XHhRGEEND

AWS Resilience Hub K ER BN EMBEN XK RAE N T AWS Backup itXl. 4, ©ELK
iECross-RegionB METNREEE A , NTERE SN BEE RN E E XEHE 5189 5 #.

HEEH

AWS Resilience Hub R ERZ AN EBENXHRAE N T XKERHIEX1E Amazon EFS HiEE

#l. Amazon EFS BIEEFI G TRSNARR. BN, THXKMXEFERSIMN M-I RTO Mit
RPO, It4h , ik AWS Resilience Hub @R BT RAESXFAEEMHLE S AWS Backup , AMEER A
BT SEI X RE R,

I 53b Relational Database Service FMI &#h Aurora

AEDHE T EIHNLDEXRBIBEERS ML S Aurora WATEREMERENEN . AXRILDEX
RBIEFERS ML D% Aurora NEZEE |, BS R Dk REIEF RS A,

B HXERE

AWS Resilience Hub ® EHEFEREBENENKFIIE , WRAE , WRREFZFHBZHIM R
Bl

ZAHXEE

AWS Resilience Hub K &R E R F A HBXHIIE R RIFBIAZTE, NMEBBEEARIZBIAITE
N AWS Resilience Hub RIERIEERBHBEFARN ATAXA |, LUEE A A X AR #THEZE,

%=1

AWS Resilience Hub K ER B EECHBNEITEEXS ENH 7 UL T& 4 8L,
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- AWS Backup £ B zh &4 1£ U 17 11 X
« AWS Backup IR EHNBREREABEXHEZORIAE , NEABEXEE O RIA# TR

- FZHERODRENFHRE

5 X E SRR

AWS Resilience Hub R &3 MR EE P E XK RTO M RPO BAR , LMK H R HIIRE. Ik, AWS
Resilience Hub X A LA TE LA T #5 (X 35 38 ¥ LA R X (X33 AR Bt
- EBEXERERERNXBEHNEZ G
— NI RiEE AR
« —/> Amazon Aurora £X¥iEE , BHERV TS —1MXE
« Amazon Aurora £3k¥IEE  EERLHBERV TS —MXE

BB PRAY X 3 A PR e B

AWS Resilience Hub £ &t iz s o] A X F T HiE , K E#HM4REPE XA RTO M RPO Bfr, It
&, AWS Resilience Hub 3 AT SAIRBI LA T XN , AN NARR, Ealg e e A XA -
- KRB

- FRITAXAHHREER

« BEE—NMNTAXFEFRREAEK Aurora F£#

- ISEXRRBIEERS (Amazon RDS) #) % 1] F X L4l

« Amazon RDS &1 A X 8

« Amazon RDS 9 #4 Amazon RDS 36l , ERFREIRUF S —MNTAKX

Amazon Simple Storage Service

AT HHT XL S E E #1746 RS (Amazon S3) WATA M MR EMEN, EXxT D% S3 K
BFZEE , FSRIT D% S3 X%,

R AN 322 %1

AWS Resilience Hub ¥3iF Amazon S3 F @ EE B E B AixAc 4l
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E BT &2

AWS Resilience Hub K ER AN 2 BEMN L S E £ 76 BRS (Amazon S3) FEMENL T AWS
Backup itXll. b4\ , MREHNREERNXFRPMRERE , EELRERTEATEXER G
o

Point-in-time X &

AWS Resilience Hub # &% 4K EEH RPO BB R E point-in-timefX & (PITR), {82 , PITR 7%
BFEXEZERG. At , BUUEAREABXEZMETMNIE AWS Backup itXlitXkl , FQNE -
TRy RI .

HiEEH

AWS Resilience Hub ®E 2B N EIBH Amazon S3 FRBEN TRIXFE | (SRR) F¥ X 15 £ #l
(CRR)o Amazon S3 HEEHTHENAREF. EMikE. THXMXERINNGIT THERE RTO M
fHiTE THEAE RPO, AL , BIETT AR L X R TYIEMIBR , E AR RIRAT L EHE B AR
Amazon S3 7. kI, RIFEHHEMEREPENK RTO BAR , AWS Resilience Hub RER BN
52 A Amazon S3 48t H#2 4] (S3 RTC). BT BINALTIIE 15 248K E 4] 99.99% HRIZ BT K.

- AWS Backup £/ B zh &4 1£ DU 17 11 X
« AWS Backup 1R EHBERERFEABXEZ M RIZA , NEHEXEE 58 4# TR
- FEAHZBRENFHRE

Amazon DynamoDB

AE D FIH T 1143 Amazon DynamoDB W E# MR EMEWN ., HXILS# DynamoDB HEZ
B8 , BZ ML D% Dynam o DB X #4,

EN &4

AWS Resilience Hub RERBELNEHXBHIREN TEMD. I, MREHNRBEEEEZXEHLHH
W, ERAREBERANAEREBXEZ D,

Point-in-time X &

AWS Resilience Hub R34 KM RPO B R ER B EFEE point-in-timelk & (PITR), {ER , PITR
T HFBEXEZM. ik, ZAAFEARSABEXEEAIETNINE AWS Backup iTXIiTRI , & QIE
— NI,

ERE 7 191
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ERX

AWS Resilience Hub # & 2 #8E#) Amazon DynamoDB REB#HE YA EHMAXHE -/ =HZA
BN ERR. RELRRUTUESXERANNMGIT TEME RTO MMEITH TERE RPO , EALL
REEEXI-FTIHAEI-HHSXEERX T IENEESD. AWS Backup SETREHFA —MXEEHA
Amazon DynamoDB PITR k4t & F 2 FF BT

Amazon Elastic Compute Cloud

AHEDHETAEHNIDBEETESNEERENEN, AXIIRHEMTESNESER , 5
58 30 5 igh 3 M 1T E = XA

BIRSHI LA

AWS Resilience Hub IR &R UA T &2 — , NI Amazon EC2 SEHIFRE N BIRASSLH

o MREDE—/NH IR SEHIY T b3 M X R 1ZM (Amazon EBS) &
HDeleteOnTerminationBHi&E R false,

- MR EHIFELE AR EEESR AWS Backup it XIS INEIT S EC2 KHIHELD — NS
EBS %.

« AWS #MREME ©HATEHEHN Amazon EC2 LHlF#E S,

® Note

R Amazon EC2 RHIFRRFE LR EAFrA , NYFE AWS Resilience Hub #l8 TIRSH
Amazon EC2 =4,

B3y 4848

AWS Resilience Hub & —4H TIRASH Amazon EC2 £4l, MR X , BIWFEREEZTAREEN
Auto Scaling 4 (ASG) #1TéwmHE. MRIRFIHIME ASG , ARH FRIFERBEEZAN A XEHTHE
B, MRMFEAFZMN Amazon EC2 SEHIEN ASG , MEWEAIREN Amazon EC2 KHIRy HR
B, LUESEMN Amazon EC2 SEHIFR A FATRIZE M,
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I 5% EC2 AREA

AWS Resilience Hub iR %I Amazon EC2 ABIHARITEREHEN N ZAAXIE , URERBREH
I Amazon EC2 =4, F Amazon EC2 BAFIEN A Z M A X BB RIS EE 1 B X ietpys# 4,
EENMEGTA AR | ERZREXHT % Amazon EC2 BAYIRIRE H3# 4,

Amazon EBS

AEDHIH T FITEX Amazon EBS WFTERMEEMEIN, BXxIT O EBSHESEER | 25
I 5 EBS XY,

ENf &4

AWS Resilience Hub &2 & N &K Amazon EBS BE X T U TFE—RH M,

o MEHNZEIREY Amazon EC2 SEfIEY4EE Amazon EBS BV & 4H N,
s BT REMNT D% EC2 RHI6IZEHAT T EBS XM AMI BIZHHN,
s BFZARORENFIRE,

LA, MREREER N XK P ERMERE | i AWS Resilience Hub R BRI Z BN 2 E
BRTEBEXEZHBET,

BEEONES

AWS Resilience Hub aE MR FH R L T &2 — , W Amazon EBS BN ERES -

o MR LTF EBS B#DeleteOnTerminationEMiZE R falseo

« &R Amazon Data Lifecycle Manager 2 AWS Backup it XI5t Amazon EBS &= CFTEZNIT S
# EC2 SEHIMEKEX .

- AWS #MRENRE © A TEHIZEH Amazon EC2 E6l1ZEM# S,

AWS Lambda

AHHHETREHTHEEREMEIN AWS Lambda, BXHNEZEE AWS Lambda , 52 FEAWS
Lambda 314,

T 55k EC2 ARRA 193
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AWS St A
EFPLS# VPC 1R R

AWS Resilience Hub #riRE#Z| VPC B9 AWS Lambda B %, AWS Lambda E#EZIRE AZs B
Amazon VPC ¥R |, A LATE 0] i X R at R $5 T RE 58 14

SEISRASI

AWS Resilience Hub & AWS Lambda BRE 2 EM 0 T A T 7 KX MiE R FEERA S (DLQ).
DLQ KftnE| AWS Lambda BEREXRI BABS IEE SR BIEE K , HEREM RERGE XMIER,

Amazon Elastic Kubernetes Service

AT KT E 143 D% Elastic Kubernetes Service ( L D EKS ) WATE# MR EMEIN, BH*
L5 EKS WEZEER , S FILS# EKS X1,

ZH AXERE

AWS Resilience Hub $r12 Pod B REEZ N IET R LIZ1T AZs, NREHNHEMHBRERERLEX
PR RHRERE | NEEES —PMXEBE— Amazon EKS &, XMFIM Amazon EKS £
EHNESZSNITET S 2B DM pod BT T RIE AZs,

8 vs. ReplicaSet

AWS Resilience Hub &R EF A ReplicaSets B pod N RMARIHE, FHBEBEHR
ReplicaSets = pod Xt R A] B{LE 4 FTARAEY pod EFH , H IS HABERANIIEE,

ERBYE
AWS Resilience Hub R EHBHPREMEH T U T HERE -

- A Pod T HITE (PDB) — £/ PDB A LAX T8 o A] 4R A48 E B A 89 pod HEIR B R
#l , NTTRE A,

« fl Amazon EKS RETRABMRBAREENTRE — XMBRFREC T EFBREN TET LR
BEH,

- XHFB/RIBBHHA CPU MNFER — XLFERATH B Kubernetes iR AFS Pod FRMT o

- NMERBRREFRTNHRERNE — BETRFNFZETEIESTEEFEZITH pod KiZEH#
M, MERFRNBZ TG REMNEIH pod FEBEHX , NTRS A%,

- B & Karpenter, Cluster Autoscaler % AWS Fargate — X LEF & /o iF Amazon EKS & ERE K
BEKHFEIEMEER,

Z P S5% VPC 15543 R 194
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- BLEM[ Pod B3y 4838 — WLACE AT A5 B) Amazon EKS £E Bz B TEABUBRERLGEE
Ko

Amazon Simple Notification Service

AE D FIE T H X D E 2B A BRS (Amazon SNS) Simple Notification Service HIFF A # MR ZE
B, BXIO# SNSHESZER , BZRL % SN S X,

FHIT R
AWS Resilience Hub & Amazon SNS FEREMAEZEL 1 MTHE , LBREANEETRESERK,

Amazon Simple Queue Service

RER5 5 T 3L D gk fE 2 BA B BR S5 (Amazon SQS) BT ER MR EMEW ., BRI L% SQS HE
ZER , FZRLEE SQ S XiY,

SEAERA I
AWS Resilience Hub #& Amazon SQS BAFIRBEE 2 XK DLQ , ATAB T AR INMEIEAITIR
EHEE,

Amazon Elastic Container Service

AEDFHIH T X T D7 3% 4 A 85 ARS (Amazon ECS) AT A MR EMEIW, B Amazon ECS K
EZER BRI E% ECS X4,

ZAHXEE

AWS Resilience Hub 18#& Amazon EC2 5 AWS Fargate F31E K E Amazon ECS S B RS
ERESNMNTARFET. IRENREFENXGPHREHRRE , IFTEES —MXEEE—
Amazon ECS &£, E2RIUIMMEFER BB US N ARXNITES SRS AZs,

Elastic Load Balancing

A5 H T FREEX Elastic Load Balancing B3 ## &M EiL, BX Elastic Load Balancing FI &%
f§& , 55 Elastic Load Balancing X%,
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ZH AXERE

AWS Resilience Hub # & Elastic Load Balancing & ZMERZE 1T AZs.

MREHREFTENXFPIIRBRE , WFEZEH i XE S\ E Elastic Load Balancing, fF 1
B XA E S\ Elastic Load Balancing th233 T Z EEBHNRIE AZs.

Amazon API Gateway

AEHFIE T FIIEX Amazon API Gateway WFTER MR EMEN ., BXILS# APl Gateway K&
ZEE , TSR % APl Gateway X4,

BXEEE

MREWHRFEEEEZRERXF DR , AWS Resilience Hub IR ERESEHtXFMINEE T Amazon
API Gateway API &R

A APl ZHAXEE

AWS Resilience Hub & & APl &1 Amazon AP| Gateway F#E X RFAE . Private APIs Ri&
HEBEBEIZ N Amazon VPC O LT RIBEKRE AZs,

Amazon DocumentDB

AEDHHE T FITENIT Z# DocumentDB BIFFIBEREME N, BXIE# DocumentDB HWE 25
B, S HIL % Document DB 314,

ZH AXERE

AWS Resilience Hub #Z& Amazon DocumentDB B 2B US M AR B, AZSUREHREER
HNXE PR ERE | NFEEEH i X8 NEEBIA Amazon DocumentDB £8., NV TAEXEHE
f1 Amazon DocumentDB £ tHA T T ZEHITRIE, AZs

HUEHNZATRAXEHE

AWS Resilience Hub & Amazon DocumentDB # M &8 5 F 2R FERAPEBEFAEREHH RiEF
Z|Ko AZS
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RN FIIRE

AWS Resilience Hub B E 2B EH N Amazon DocumentDB B M EFH BB FIRB, FHRBAYTE
KWissntE , FETURTFHIRERBIMRUHEZEHLZER,

NAT M3

FEDHH TRET NAT RXHFEREMEN. BX NAT MXHWESEE , S0 NAT MX,
ZAAXEE

AWS Resilience Hub 82 NAT MXRENSZN A REFE AZs. WREHREZRN XigF iR AR

=, IFEEEEAXEHNFFAN NAT Fx. LTFRRXENEM NAT MXBLTRIE , A UHHE
HEESZSNXE AZs.

Amazon Route 53

AE D HIH T FITEXN Amazon Route 53 FFTEREMEIN, XIS Route 53 WEZEE | &
2 5% Route 53 X 1Y,

ZH AXERE

AWS Resilience Hub ##& Amazon Route 53 T EXFIERERBER—XEHEL T ZMNER , UK
XLEBIRRERBEESNBIRD AZs, MREHNEKRERBZXE K , iH AWS Resilience Hub &
Amazon Route 53 HEXFHIEREREESMNXBHRENL , BIMNXBEHESNER , URXLBAHFRED
B Z R AZs,

Amazon M AREFIREEHZE ( ARC)

I HIE T EHXN L DN ARFIRE R ER (ARC) (ARC) WATEKREMEI ., HX ARC WEZE
B, #HZH ARC X,

Z U AXERE

AWS Resilience Hub RERBEZMNXEHIBE TR LUNERR , HEUFEN ARC R BEIAREER
REXRR  UEXEHMRESETHAENRE . SFEREEA , SN=£HNANE R,
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FSx & A F Windows 3 4RSS 23R 5 b

AEDHIHT FSx &3 S# Windows X4 RGSENFIBRENEN ., BXIT S Windows X4 Ak
SEEMR FSX WEZEER |, SR S# FSx Windows 344 BR 5588 i 32 #4,

M RGRE

AWS Resilience Hub R EXH R 4K A : RegionalmOne Zone, MREMRERATHAXHUT , X
HREXBLTMESM, BXNMGRERBENESZEL |, ESH Amazon EFS,

XHhRGEND
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