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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
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https://console.aws.amazon.com/cloudformation/
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https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/security/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/security.html
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https://docs.aws.amazon.com/vpc/latest/userguide/security.html
https://docs.aws.amazon.com/cognito/latest/developerguide/security.html
https://docs.aws.amazon.com/efs/latest/ug/security-considerations.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/security.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/security.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/security.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-security.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
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Amazon Route 53 Y BIEIE I E XIS ET
HEEERNEL ENEFER,

Amazon Simple Queue Y BIBESIILZFERT R
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/security.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-fargate.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/acm/latest/userguide/security.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/security-considerations.html

MEEIRIERE AriEE
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* Amazon Virtual Private Cloud

« Amazon EC2

BEFERRESEH , 55K (Service Quotas AFER) PHIERESET . MARFERS RIS
THA , FERRESREHIRS,

AWS CloudFormation Bt &t

& AWS ik & AWS CloudFormation Bt& , EiZ~ meE Bk ROFZ X LR E, BE 7 #
XEEEE | B LUBRBREIE R MNMESTERISBBR "R, BXEZEL | 538 (AWS
CloudFormation FAF#ER) HHIAWS CloudFormation Bt

AKX E RE

ZmERE T RMIARAMIRE , HREN A NINHZNEREMA/NH Amazon EC2 KFIREBITRE, K
TREARABEEFHRENRYE | RNBUEEMEWE Auto Scaling 4 (ASG) FIEIMMIANKERE
RE, FEMN—PREEMBFHDEFATURESNARK (AZ) B, AREEBRESNE KRR
EREIRERYRTIHE]

ASG iR E A BA7E Amazon EC2 & BHE L , Mk https://console.aws.amazon.com/ec2/,
ASGs BUIABRT , mRAtiBlA , 8N EMEE -asg. BN/ NMEANEEERNEER
WEFIENHE, ERESINTE , ARERREHEREE. BXEZEE ASGs , HZH
Amazon EC2 Auto Scaling AF#ERFHIT B Auto Scaling 4 # K/,

XEH AWS X5
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/scale-your-group.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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X i & ¥R Region SRR AR BFTARZA (2025.12)
XERL (FEFREL us-east-1 = =
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EEFRE (B EM us-east-2 = =
)

EZEEI (bmFIE us-west-1 = =
el )

EZEFEIB ( HmEIXIM us-west-2 = =
)

TWA#X (FRE) ap-northeast-1 = =
WA#X (BR) ap-northeast-2 = =
T A# X (KBR ) ap-northeast-3 = =
TWA#X (&X) ap-south-1 = =
0 A X (3 ) ap-southeast-1 = =
TAX (FBE ) ap-southeast-2 = =
0 A X ( FEDDE ) ap-southeast-3 = =
MNEX (HEP) ca-central-1 B =
BN X (EXRE eu-central-1 = =
)
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RRMib X (23K ) eu-west-2 = =
Rt X (B3R ) eu-west-3 = =
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Zr=mfEAAWS CloudFormation iR M #ix R B ERB, XL CloudFormationt&E R iR 7 2%

FRHRAasi AWS BREEEM,

ERHFmE , FERNEEAEITICHAAE, B, MEZeNEMEZEN,

CloudFormation ik iR (&R PR R IRo
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< RREH

- SIEHASEIR
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- AWS K- FREERAFOIE

+ B2 Amazon EC2 SSH #4057

- RERSEMA

+ 8% Cognito FiFith ( BJi% )

- SIEBENEA (k)

» Sl E ( GovCloud X R )

o REABRIR
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« NEER Active Directory 1% B BRS K F°
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
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1. $TF https://portal.aws.amazon.com/billing/E A
2. ZRBRELMNHBARE,
EEMe | FEIEFEFIKRIERE , EREADFRERA —NRIEE,

HREGEMET AWS K, IR BIZAWS IKFRAF —1 RASBERGRIZKS RBFRE AWS
RS MRF. FANREREIEK , FHAAFIEERLRANR , A BRERARAFKKTEER
AP R BRNES

#Z Amazon EC2 SSH Z4AX

WMRE%HE Amazon EC2 SSH X , MFEBBE—, BXEZEE |, HSRILE®H EC2 AFIE
B EC2Hh iy I T b 0 B 234X

=5 AR SS E A

BAVRUIB LA T B IAY AR SS B -

« 5% VPC
o G NAT Fh# M IP it FEME NG IEAA,
o FEANATARXE NAT M\ BNEIE+1,

* Amazon EC2
* R EC2-VPC 1% IPs MAHENE+

IEHY AWS IKP XTI AWS BRSSERARIAE S ( ARIHNRE ) o BRIEZHEHA , BN , SRR
XS ER, BAILUEREME LR  EHM—ERALEEM. BXESELR , F5H £ m
By AWS AR5 Bo 8

22 Cognito A/ M ( 1% )

Z% RES B, ALk RS AHEA Cognito AF MMM ITRFMEF RS MRRIE, &0 , RES HE3
B2 — N Cognito AF M, MAFEENWAFBEZEEEUTEMBEENEY :

Name Type ®MEIKE BEXE/KE Mutable
BE M :aws_r FrRFER TRUE
egion
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
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Name Type BMEIKE BRXE/KE Mutable
BEXLEHEN FH&H TRUE
B E X :passw = TRUE
ord_last_set

HE Y :passw B TRUE

ord_max_age

B E X:uid 2 2000200001 4294967294 TRUE

BIRBENEAE ( ik )

BMNBVANFREABENER , MERBAFRFHNML, SRIUREHEENESE , WA UERNH
RS,

AR FHEERPFE - PNRREENEELS B IEPNER, NREFEHABERANBRRHERATIES
A RZhEE , WA BABEE ALY SRR

H%& , RBLUUTSEBRER Amazon Route 53 EHE & H EH S A ZIHHIEH AWS Certificate
Manager,

1. REBUHBATE Route 53 EiFEMHER . EBRIZAWE—HEIASE FEB4,
2. RELWBMITEXE., X2H Route53 BRI 8IEKN.,

a. FTF Route53 =4l&,
b. MEMNSMEFTERITEXE,
c. HARNEZHWEHBUENREEXE K RAEEHKEXSE ID,

3. #TFF AWS Certificate Manager A RBU TS RBFHIEP. BWREVTITREHBEHRERZHX
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MEREFREE FIHIER" , RERIENIEBRE, ZFRMIZE THFLERS.
ERERIES ID BITFFER,

M 5" o, %EF “7E Route53 H|EIERK", LBBFERKAZTE+TSH#,
EBWRE , NMEHREEH 2 EH ARN,
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
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8121388 ( GovCloud 1XFR )

MREEFEN AWS GovCloud X TEHE , HAFRANEMREIBRIEZTNEENE , IFEER
BX N Z B,

1. HFERIBRAHEEFMNEIL DX AWS MK HEBRBIUE$ CloudFormation %,

2. M “iE9 CloudFormation %" & , % E|H 12 FCertificateARNFIPrivateKeySecretARN,

3. 71£ GovCloud 7 Xtk |, fEACertificateARNBIHEME -1 540, iIC THMZE4A ARN |, 3+
EZZHARRNMAMIZ |, XH¥vdc-gateway AT LB RIZRAET -

a. res: ModuleName = virtual-desktop-controller
b. res: EnvironmentName = [FE & #5] ( iX AIBE= res-demo. )

4. 7£ GovCloud Xtk | fEAPrivateKeySecretArnitHESIE — N4, iB THH R
ARN , HEZZHARRMBE ML |, X#vdc-gatewayR A AT RIZ4AET

a. res: ModuleName = virtual-desktop-controller

b. res: EnvironmentName = [FFE B #5] ( X AJBE 2 res-demo, )

RSB IR
Research and Engineering Studio Z£ &8 &8t AWS flit 2B T AT E IR
- M (VPC, XEFMMIEFH )

EXE |, B[ETHATIEE RES 38, Active Directory (AD) X EZAEZEE K EC2 241,
. 12% (LD EFS )

FRETERLEEEMEN (VDI) FrEN X HMNHBE,
- B%HR% (AWS Directory Service for Microsoft Active Directory)

B xRS 3 RES MEM AP #1TH BRI,
« ‘@& Active Directory lRFtk P AR B MZBHWZ KX HBEXN (AFPR. F1B)

Research and Engineering Studio fEFAAWS Secrets Managerif RIfRIZ N2 | BIERS k2R
B,
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https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
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/A Warning
BV MAFREER L H Active Directory (AD) F PR % HY 88 F BB 44 st 31t o

® Tip
MRBEEIBERNE , BSEXENBRFETAH , MATLAER AWS ST EER SR E
BRABER. EELENKFPHBRRCUEANDER , FSRAATH S
EEEAN AWS GovCloud XIF# TERHE , BFEEZTHFHLELSRAEESE (GovCloud
B ) o

EZHIMERBELE LDAPS ( A )

WRETRNEENIRRER LDAPS BIE , WA 5E BT HERK I 2B FHIFE M 0 E AWS
Managed Microsoft AD (AD) 1225 , SARft AD M RES ZRIKEE.

1. BB RNEEAERS R LDAPS AREN SR TRIE, AWS Managed Microsoft ADII R &
B4 /3 LDAPS |, NI T BABKE LS 3R

2. WIAE1E AD LEE LDAPS f5 , St AD iE+H :

a. HIEEKED B ZERSFR.

b. LAEERA PowerShell 53T,
iZ{Tcertmgr.mscH FIEPF &K,

d. BETFZEENRIERMANY , RARITFLESH , TFIEBIE,.

e. EEFEE (HARED )5 AD REFRBWIES , RRER HMEES", RAREE %
&”O

f. %1% Base-64 HHBHI X.509 (C ER) , RE®ET — 5.
g EE—NTEZR, RBEET—F%
3. EUTHERIZRZEH AWS Secrets Manager :

o

£ Secrets Manager H 13 Secret B , £ secret type ( I E ) T ik Other type of
secrets ( HAttKE 240 ) HN PEM HmIBHVFEUERENE F Plaintext ( X ) FEH,

4. BT BIZM ARN H G HEH/ERNDomainTLSCertificateSecretARNS ¥ A, F 15 : Bhife

—_
m
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https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/
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AR Active Directory % & RSk

R {RIE$F Microsoft Active Directory (AD) E3 RES W &3 KIR , MYREY AD B — PN A FHRETHE
MWARS K, £ RES REIEH , BUAEETERSKSEENELH ., BASTXALL S ROE
o

Secret value info

Retrieve and view the secret value.

Key/value Plaintext

{"<username>" 1 "<passwor d>"}

BEXEE | ZusernameFERAXFIZE M NT #xX &KL, DOMAIN\username

BRSSP sk LA TR BRBE -

- M\ AD: RES EIFZRAF#MEL AD FMAFFEEFEITF . B ERERARSKFEY LDAP &if]
AD , \TBEMLE A FMATA,

« BIA AD i : X2 —ITAERE |, ERAFERAFIMA AD 3 Linux ERVEEMEMEREN, &
RES A |, X2BdDisableADJoinZ i HIH ., BRIAMERT , kSHIREN False , XERE
Linux EE\SEEF=RABRIAEE A AD i3,

« EEF AD : MR Linux EX\ESEMEMERENTMA AD i3 , NS4 1FERES AD i3

( DisableADJoin=True ) . EFLINEEREER , REKAEFE N MNP A MEFA R HIRE
M BRGroupsOU, UsersOU

ARSI S FEEUTINR :

- EFZAFHEREE AD - NP AF- MNEFLAUsersOUREUX FRGroupsOU,
« EMA AD 5 - EHe|ZEComputerX &KComputers0oU,

https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/
service_account.ps1 PRI AR MH 7 AR FEH R RS KO NRA RO, EUREB S EX
H# T8N,
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
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BLEFAE VPC ( Ak )

ERRE M VPC HEFE Research and Engineering Studio A5 Z £ , UHREANERNEEE
R, BR , M RES MEKB T EBMIGARZEABXR, BEEME VPC HELEK RES , BFEE
R T RS

£}

 JE#% Amazon HlERRR{& (AMIs)

d iﬁlﬁ VPC égﬁ#-lﬁdﬁ_/\\\

- %A VPC KinTi SRIVIER TEETIRS

- iZEFRE VPC FESH

% Amazon 2B (AMIs)

1. 7£ lat https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/est/ .tar.gz res-
installation-scripts £ T E&EIT, EEREN VPC FIE , RES Bk EEESE A EE
R 15 | A PR B T IR AR < R

/A Important

MREH RES IRERATREFIRA , Mlatest® T URI HERFELIHRAS ( #l
212025.06 ) .

2. tlEEH Amazon S3 RiZHRIREMAEZHH IAM B , EH Amazon EC2,

a. f#H https://console.aws.amazon.com/iam/ 3TFF IAM 2 &1 &,
b. EAEF 6 EFAEAE,
c. HEFEAMERMENE :

o EAERARE T, & AWS RS,
o T BRST ECRAB TR RS, BBEC2HER ‘T I
d. & PR £, ERUUTNERRR , REig T—F:

« 5% 3 ReadOnlyAccess
* Amazon SSMManaged InstanceCore

+ EC2InstanceProfileForlmageBuilder
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://console.aws.amazon.com/iam/
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3.

e. RMNABEMNER , REEFUEAE,
B8 EC2 RBEERRAH
a. ¥TFF EC2 Image Builder #H|& , Mk https://console.aws.amazon.com//imagebuilder,
b. &EEBRENHRR T, &F “AH" , REER “QIEAH
c. EHEBAH#HTEL , WMAUTEHAEE :
o WTFHMRR  EEME,
- ETHAMFR  BEE
S| AF%A
FB/BIBRERS (0S) Linux
RENBRERSRAE S Linux 2, Y 5#h Linux 2023
RHEL8., RHEL 9 = Windows 10 H1 11
HAHBR WMA—NRBE, HIW : <research-
and-engineering-studio-inf
rastructure>
4H AR A HATERWM 1.0.0 F 4.
iR AIENAF%E8,
d HE{EAHFTEL , EFELXHEAR,

. ERAEMNHEARZE , BE— tar.gz XHHXH URl. & RES RREH tar.gz X H
EREWSE S3 FHE , RSN BE S E XA URL,

i. WALLTER:

® Note

AddEnvironmentVariables@ %R , IR EAFFEECEMEMENPEA
BESGMETE |, WA SUS EMIER,
MRBIEFIEBhttp_proxyfMhttps_proxyHEEXE | MEEFHIX
no_proxyZ¥RBIESEHIERAREBEREWAEN., KHITEHIE P tutfx
¥ VPC KimT RHARS .
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https://console.aws.amazon.com//imagebuilder

MRASIEIAEE

RAriEmE

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may

not use this file except in compliance
# with the License. A copy of the License is located at
#

# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is

distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res-installation-scripts/res-
installation-scripts.tar.gz'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'cd /root/bootstrap/res-installation-scripts'
- 'tar -xf res-installation-scripts.tar.gz'
'cd scripts/infrastructure-host'

ELEFAE VPC ( Al )
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RAriEmE

e.

4.

a.

- name:

act

onFailure:

ion:

- '/bin/bash install.sh’

AddEnvironmentVariables

ExecuteBash

Abort

maxAttempts: 3

inp

uts:

commands:

echo -e

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,
res, {{ AWSRegion }}.vpce.amazonaws.com,

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1}.
1}
1}.
1},
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.

amazonaws.
amazonaws.

.elb.amazonaws.com, s3.

com,s3.dualstack.
com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.

api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws
amazonaws.
amazonaws.

com, ssmmessages.
com, kms.
com, secretsmanager.
com, sqs.

.com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.
com, logs.

api.aws,elasticfilesystem.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
com,api.ecr.

com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

EECIRAH,
#12 Image Builder BB o

1}.
1}.
1},
1}.
1},

amazonaws.
amazonaws.
amazonaws
amazonaws.
amazonaws.

com, cloudformation.
com,sts.

.com,application-autoscaling.
com,monitoring.{{ AWSRegion }}.amazonaws.com,ecs.

com, .execute-api.{{ AWSRegion }}.amazonaws.com

" >> /etc/environment launch template

HORZREREL , MALTRA
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MESIRIER AriEE
Section S8 AF%H
BILiFE AW WMAEHWEFR, B0 res-
recipe-linux-x 86,
MR 2 WMA—DNERA , BEM
1.0.0 FF 14,
iR AN AR IR
HEutE® A EERE R ERITERSR,
oS W5 Linux SRELME L
Linux (RHEL)
B GKIR PIEA] (L EEEE )
AR1& B FR T 5% Linux 2 x86, T4
#b Linux 2023 x86., 4If§1
Al Linux 8 x86 XL HE 4l
Linux 9 x86
B zh MR A< 2 ) 15 I AR ARIERSER
R,
3L Bl E - FRMENEAREBERIANRE
o, HEERRES EEE
HITEMBR SSM K",
THEER TR FRBRE [root/bootstrap/res-% 2k i

x

ELEFAE VPC ( Al )
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MRS5S IRIfE g
Section S8 AF%H
4A R 2R HEAH EREHAERUTREA :

M= 4R 4

b. EFEOIERES.
5. 612 Image Builder EMiZEMEE,

a. E“RENAR T, 2REMENEE,
b. EFGIEZEMIRBEE.

c. HUZEMEMEENEL , WANRTAR

Section S8

— A% 14 R &R =20

IAM A&

AWS E il iz i OB pid

VPC, ¥MM%Z£4A

o DEFERE : -2-linux
aws-cli-version

- IE#HEE . amazon-cl
oudwatch-agent-linux

- JHIEFRE - ZHIBIEN
Amazon EC2 ¥, EF
R P ASEHBIH AWS
X,

BRAIEE

- IE#HEE : simple-bo
ot-test-linux

BF%B
WMAEHWAER, Bl res-

infra-linux-x 86,
NIt i pre

EEZEEEN 1AM A&
==

&R t3.medium,

R A F BB R G
i8] Amazon S3 2Rk

ELEFAE VPC ( Al )
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MRASIEIAEE RAriEmE

Section S8 AF%H

I, MIREEECNERS
4, MR BAGE A BAT S A
Amazon EC2 ##| & BIE —
N2 4d -

- VPC : BT EMIR
TEECERYAEE VPC, 1t
VPC 2475 ] LA 7] B Bk
R

o AYEALI
« XK : SSH
» Source : Custom
- CIDR X#t : 0.0.0.0/0

d. %“FIEEMREREE,
6. BIEFH EC2 Image Builder Ei& :

a. RIEBEE , AEFEZRBEE.
b. EEEEEFMAEENEL , MAUTAEHERET - :

- EERMM AR

o WTFERITX , FREUK , RFORLEFIHE AMI BERE | BEEFI
c. E'EERWE MHEL A6 &F “ERIFEE , REWAZEZNREEN. BT D,
d. T 'EXNEGLE REL  ERRATHERE K RBEEE‘T-F

e. EENEMFEUEENEL , ERFEANEEMRERE K RAERALILENEMENEE
E’g%%o ii?%-lt_io

f. EENDKRRE TEL , BEREUTHAIRITERE :
- MHEMBAAEEIEN RES RN TE—XE , X1 RES FEENP EHS 3 Eitig ik
ENKH, FRARSEIAE , HMEMFEA Image Builder [REH X136 2% H EC2R %,
- MREBEZANXEFIHE RES , JUERVNEFN I A REAENRERNES XS,
g EFELNERHERMUBEE.

7. 1217 EC2 Image Builder Ei& :
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FREIRIEE AriEE

a. ERBEEYT , HIHEEECENEE
b. &#EF BFE , RRLERE STEE

ZEEWRFEEKRY 45 D8 F — NIt seelE AMI R

8. BTAERKH AMI 89 AMI ID , FFE BT InfrastructureHost AMI Sk % A the section called
‘15 BIIT@

RiE VPC KRiFT =
EIFB RES ABHEREE , AWS BE EEFREHIE FW, BURIEE VPC Kik3 SRt
FREMFENR , FEEENES KR AEEXESR,

1. MREZEREESKRFETR , BFERBAWS RS FHEO VPC KinT 215 A AIRMEN R BEHITE
=N

2. ERNTARPEE-ILEFN.

AWS AR5 AR5 B 5

App Auto Scaling com.amazonaws, region. RFRATERF B4

AWS CloudFormation com.amazonaws. region.cloudfor

Amazon CloudWatch com.amazonaws, region. ¥5i%

Amazon CloudWatch B& com.amazonaws, region.logs

Amazon DynamoDB com.amazonaws, region.dynamodb ( EEM kL imT
])

Amazon EC2 com.amazonaws., region.ec2

Amazon ECR com.amazonaws. region.ecr.api

com.amazonaws. region.ecr.dkr

Amazon Elastic File System com.amazonaws, region.elastic XRS5

Elastic Load Balancing com.amazonaws. region.elasticload bal

WEALA VPC (T ) 5


https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
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RAriEmE

AWS BRE

Amazon EventBridge

Amazon FSx

AWS Key Management Service

Amazon Kinesis Data Streams

AWS Lambda

Amazon S3

AWS Secrets Manager

Amazon # M REFRS

L 5hi# SES

AWS Security Token Service

Amazon SNS

Amazon SQS

AWS Systems Manager

AR5 B #5

com.amazonaws, region. B
com.amazonaws. region.fsx
com.amazonaws, region.kms
com.amazonaws. region.kinesis-streams
com.amazonaws., region.lambda

com.amazonaws, region.s3 ( EEE RES RERIAGIZE
HMXLHmT R )

ERESBEPFRIXZEEEEEEHIE Amazon S3 #
AOKXET R, BHSEGE Amazon R EF#ERSEORKE

-+
TR

com.amazonaws. region.secretsManag
com.amazonaws. region.ecs

com.amazonaws, region.email-smtp ( A TFATAXAR
¥ : use-1-az2, usel-az3. usel-az5, usw1-az2, usw2-
az4, apne2-az4, cacl1-az3 # cac1-az4, )

com.amazonaws. region.sts
com.amazonaws, region.sns
com.amazonaws., region.sqs
com.amazonaws., region.ec2 jHE
com.amazonaws, I1egion.ssm

com.amazonaws., region.ssmmessages

EELE VPC (%)

32


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html

MRASIEIAEE RAriEmE

%A VPC Kim T QBN T EEEIRS

EEFXEE VPC LinT RIVBRSER , BAILE VPC MR B FMPIRENRERS . £ Identity
Center 1 AWS S RME , BRUTTIREUBEAARETIETHFEHEMFN KL HNER
RERS 2R,

1. HEENAT RES BEH VPC ABFMF B3I — Linux SE461,

« Linux }% — W 33 Linux 2 /I L7k Linux 3

- %29 — x86

o EFIFKA — t2.micro REBMRA

- 24 — M 0.0.0.0/0 FF#AMIKO 3128 LK TCP
2. EEIXFILLUEERERSES.

a. 3T http EHE,
b. AWMFTEMEXFMIEREZITE :

- .amazonaws.com (EATEARS ) AWS
- .amazoncognito.com ( EA FIL S i# Cognito )
- .awsapps.com ( BF B H L)
- .signin.aws ( AT EHBF D)
« o amazonaws-us-gov.com ( & F Gov Cloud )
c. EEFBEHMER,
d. BUEHRBIHRERSR.
e. EBTFRERSHRETHIKO,
3. EBELNRARUATFHRNERSS,

a. HEEM VPC 24 A , BESEATEMZEENMN VDI =M FRHEBHR.
b. wWERBHRUATFHAEEAEEZEEXIEIETRPLUBHNREIRS LM,
c. XEAT InfVDIs rastructure/ BIFFE FM ( T2 RI BB ) BB&HRINITILER4E,

4. BHAERSR EC2 RPN Z2A , HBREAFTERERSF[MITAIRO L3 IT AW TCP &
%,

EEFHE VPC ( Wi )
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REFE VPC HESH

fEHthe section called “S6 1 %5 : Bai~Em” ,

BRBUHAREUTSH , LERDEEE

S

InfrastructureHostAMI

IsLoadBalancerinternetFacing
LoadBalancerSubnets
InfrastructureHostSubnets
VdiSubnets

ClientIP

HttpProxy
HttpsProxy

NoProxy

ZE1£ CloudFormation P AR LS, BEFH
RIRI &l BBV FAR VPC H,

Input

55 mh B 2 /Y B R #E AMI ID the section
called “#%& Amazon H1E58R & (AMIs)”,

REN false,

R A BBRM R R R FAAE F M,
EETEFRERMNFAE M,
ERETEFRERMNFAE M,

BT LUk R 289 VPC CIDR LA YFFTE VPC IP
3k 1T Ao

A~ http://10.1.2.3:123
A~ http://10.1.2.3:123

Bl

127.0.0.1,169.254.169.254,169.254.17
©.2,localhost,us-east-1.res,us-east-
1.vpce.amazonaws.com,us-east-1.elb.a
mazonaws.com,s3.us-east-1.amazonaws.
com,s3.dualstack.us-east-1.amazonaws
.com,ec2.us-east-1.amazonaws.com, ec2
.us-east-1.api.aws,ec2messages.us-ea
st-1.amazonaws.com,ssm.us-east-1.ama
zonaws.com, ssmmessages.us-east-1.ama
zonaws.com, kms.us-east-1.amazonaws.c
om,secretsmanager.us-east-1.amazonaw
s.com,sqs.us-east-1.amazonaws.com,el
asticloadbalancing.us-east-1.amazona
ws.com,sns.us-east-1.amazonaws.com, 1
0gs.us-east-1.amazonaws.com,logs.us-

ELEFAE VPC ( Al )
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e

ISR R IR

Input

east-1l.api.aws,elasticfilesystem.us-
east-1.amazonaws.com,fsx.us-east-1.a
mazonaws.com,dynamodb.us-east-1.amaz
onaws.com,api.ecr.us-east-1.amazonaw
s.com, .dkr.ecr.us-east-1.amazonaws.c
om,kinesis.us-east-1.amazonaws.com, .
data-kinesis.us-east-1.amazonaws.com
, .control-kinesis.us-east-1.amazonaw
s.com,events.us-east-1.amazonaws.com
,cloudformation.us-east-1.amazonaws.
com,sts.us-east-1.amazonaws.com, appl
ication-autoscaling.us-east-1.amazon
aws.com,monitoring.us-east-1.amazona
ws.com,ecs.us-east-1.amazonaws.com, .
execute-api.us-east-1.amazonaws.com

It CloudFormation &8I 2EXM, Zf&. Ez) B ZFHIUEPH ( PortalDomainName SREHT ), &

HIRR X LENRT RS LR E ™ mo
SERLAEBRE 2 Bl T B 5 8 AR

ERBETE] : KLY 40-90 249

1. &F AWS B2 E|A H T hitps://console.aws.amazon.com/cloudformat ion 3T FF

CloudFormation #2414,

(@ Note
BREERANRERERAKS

2. HEEHAETEHER.

MBBEFEEAN AWS GovCloud # X 1TEE |, iHEEM GovCloud 2 XK H /S sh#E 4R ( 4l
b4k % 3 AWS GovCloud ( EEHESS ) XiF )

3. HMABRSH :

BIEAEDE IR
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home#/stacks/quickcreate?templateURL=https%3A%2F%2Fs3.amazonaws.com%2Faws-hpc-recipes%2Fmain%2Frecipes%2Fres%2Fres_demo_env%2Fassets%2Fbi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml

MRS5S IRIfE A
/A Important
FHAdminPasswordM{ER AR {EServiceAccountPassword , LAMEEIX LENK = 2 |8
RIFELUNLZLIBR,
S8 RiIAE 5, BF

DomainName

SubDomain ( GovCloud X
BR )

corp.res.com

BT ExBERNE. RIAER
ERESISAPHLDIFX#4
RIZEEY, REAEREARRIA
AF , BEZERZARIA
B, EENZE , BEHMHE
H—NBEMMLDIFN 4, X
FEESHTED EFMNEE
T,

Nl XE , WS HEAE
K , 18X F GovCloud X

R &R 4 SubDomain , N

SBF L DomainName 1244
WSB AR, REH Active
Directory &% 57 F15

Fo

BIEAEDE IR
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R

M

B BINE

AdminPassword

ServiceAccountPassword

2N

458

EHERERANZR (AR
ZAdmin) . LWAFREWLE
SIS ERTESED B ol
W, ZETRER,

BEE FERHAIRATUR
(1) BXAFEBH (2) KXY
B AWS 2401 ARN,
key/value {"passwor
d":"somepassword"}

AE  AFNEBAIE R
A ctive Directory {2158 7
MER,

T I MRStk 5 /Y 255
(ReadOnlyUser ). LLIKF
ATRY,

BE  HFERHEXALUR
(1) XA ZBH (2) KT
¥INE AWS Z4ARY ARN,
key/value {"passwor
d":"somepassword"}

EE AN EEATUR R
A ctive Directory B 22538 2%
MER,

£/ SSH &FFimEEEE R
Bl

EE  AWS Systems
Manager &% & 85 7] A
FiEELBHI,

BIEAEDE IR
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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RAriEmE

S

LDIFS3E% £

ClientlpCidr

ClientPrefixList

EnvironmentName

BINE

aws-hpc-recipes/ma
in/recipes/res/res
_demo_env/assets/r
es.ldif

res-[environment
name ]

458

EEHERRENSISMER
& AH LDIF 3X## Amazon
SI R, BEXEZEERE B
Z#) LDIF Supp ort, ZSH
FAER — DX, ZXHA
EEHEZRPUESIAF,

EBEFZH , FSRPREM
B res.|dif X4, GitHub

B MNFIE MR 1P
Mk, HlEn | BETLAER
BHCW IP it , REEH

{X [IPADDRESS]/32 RiF=x
M TIER, EBAILESER
EFHHAR,

ARSI R AR ES) B
FEETRNBRRR, Ax
B ERMRIIRNEER , 1B
SHERE-EENERY
Ko

MmREHPortalDom
ainName 7 , MItSEHAT
NERNBHARMTE | UE
AUERRERERATCN]. X
FEEESHE RES #ikaIER
WEnvironmentName
FMCE, MBEERBLEMKS R
ELZNRE |, NZHELT =
HE—8,

BIEAEDE IR
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html

MRASIEIAEE RAriEmE

S ZRIAE 5t B3

PortalDomainName 31 F GovCloud Z& , {574
ASH, ETPMZAREL
REMEE F I IEM,

ZIKk F° £ Amazon Route

53 HHEE., MRRMET
XA, M &K — N
PRBAXHIHHHE LEE
AWS Secrets Manager,
REeEEaCSNEBRFES ,
NEnvironmentName ®J3A
FHSHBMEZ=E,

4. WINTNEERMFTEEEAE , AR RECIEME,
F15 . Bairm
BRBATT R step-by-stepii BAEL B~ MmN HEHITBRENIK,

REETE 1 KLY 60 2%

BA LU T &% 7 R CloudFormation #1x , RAEB#HITHE,

WMRIEETE AWS GovCloud ( XEFEHE ) #HITHE , wEALER,

res-stack-E A L ERB = mAMATERBKRA Y. RIAEEIE RES ZHKRNF AR, B GiHE
o

@ Note

AWS CloudFormation &iR=ZM AWS Cloud Development Kit (AWS CDK) (AWS CDK) #Ji& /
BRI,

% AWS CloudFormation #R1E AWS FEEB THREIRZI®HZE, AWS CloudE B3tk 28l |, &
RATUHE B Jo RS o

i
No
m
o
i
Bo
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json

MESIRIEE

RAriEmE

1. BF AWS BE#&|A HE https://console.aws.amazon.com/cloudformat ion 3T FF

CloudFormation #2414,

2. BEHER.

T AWS GovCloud ( £ESEE ) HE , EEH MR,

3. BMIABRT , ZEREXERE (FERLIMILE ) XEEs. EUEMAXEHBERT R AWS

X# , ARG S SR XENERERS.

® Note

A= mfEA Amazon Cognito IR% , BB B HIFMERSEHATH. AWS KIFEXRIMER]
FA Amazon Cognito AWS XiF Myt 5 Kb m. BXZE XMW AIAYE , F5

BIAWS X H BRSS Bk,

4. E'SH T ERRFRERNSHARBERERTER. NRELFTAIABRER , WATR

FESNER AR HEAR B9 Bl AT R P R BIX E S

S RiIAE
EnvironmentName <res-demo>

AdministratorEmail

InfrastructureHostAMI ami-[numbers or
letters only]

458

ARHY RES HRE 2 — /N —
HWEZ , Ures-FFk , T8
=11 NFER, FBEEKREF
&,

SEAE mIRE Y A P Y B TR
fritoaib, BNSREEAK K WA H BT
EHEFREQEF, MLAF
E R ATE SR IRIEA o

(Al ) B LAREAT
FrEEMZEENNBE

X AMI ID, BEIX%# OSes
WETD# Linux2, T4
# Linux 2023 RHELS,
RHEL9. . Windows Server
2019 # 2022 (x86) M &
Windows 10 Ml 11, B3
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https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home#/stacks/quickcreate?templateURL=https%3A%2F%2Fresearch-engineering-studio-us-east-1.s3.amazonaws.com%2Freleases%2Flatest%2FResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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SSHKey i Xt

ClientIP

ClientPrefixList

IAMPermissionil &

IAMResource B &

IAMResourceig %

Vpcld

IsLoadBalancerinternetFacin
g

BINE

X.Xx.x.0/24 5 .0/32 x.x.x

A m
88
BZEE , BEH A%
Amazon Hl2gR & (AMIs).

ATEZEEMBEHENNEH

pair.

IP b iEes , ATREE
REWERE, BRI EIE
ClientlpCidr [E#1TE#,

( Ak ) REXERIIE ,
IPs SSIFE$ZETHR Web Ul H
SSH # AZ£2F#l,

( Tk ) A LRI E R
ARN , ZRBE/ER R
S HINZEIE RES FRIE/PT
ARG, BXELZEERE  BS
7 2B B EXRBR,

(Wit ) AT RES HiEL
B IAM BB TE- |, £
T 12 A2H,

( A& ) AT RES HMEH
EW 1AM FIRAVERE | FFK
MERHA/.

REERFHRHI VPC B
IDo

1%4% true BPFEE [ Internet
WA (ARTEEFE
ERNEFN) . XTEERS
EERMIGRNEE | HiEF
false,

i
N
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RAriEmE

s

LoadBalancerSubnets

InfrastructureHostSubnets

VdiSubnets

ActiveDirectoryName

ADShort& #5

LDAP £

LDAPConnectionURI

BINE

corp.res.com

corp

DC=corp,DC=res,DC=
com

458

EFRENTHAXFEREEDH
MW, AEBERFEEF
Bal. XTREZREEKM
FIREE | FIERLE M,

NTHREHRERMAIEE

BFRELE M. MRAEH
IR BB TR L | Hik
BB EtI At

EFRENTAXFEREEDH
MREFW , ERREENF
EHPE3. MRAIMEH
REETHANULE | HEEFERT
BERENAHF.

ERENTAXFEREDH
MNAEFW , VDI EBIFEH
HES, HRINERM 45 Ak
BTAAMNALE , BEEREE
BIEA M,

wmH EENE. ETEES]
P A PEL .

JED B R EIR. XA
NetBIOS %*’T\o

LDAP EIR & H 15 @ B Aty
LDAP &%,

& B R ERSER A LAA
B YA Idap: /R, TR
EFABRIA AD HEBE T B34
EBER , WA LAEA Idap: /
corp.res.como

i
N

m
o
i
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RAriEmE

s

ServiceAccountCred
entialsSecretArn

UsersOU

GroupSOU

SudoersGroupName

ComputersO

18 & TLSCertificate B F

EnableLdaplDMapping

BINE

RESAdministrators

458

RHE—WEE ARN , H
@& Active Directory
ServiceAccount F FP#Y A P
BZEMEZE , XN HAF key/
value B/ZBX

AD RVAE LR Bf , HRERE
SR ER.

AD R TRERDZHEER
PLBLY,

HE K BERERNNZFHEER
sudoer AR PR E RES k£
BEEEERGRNRNE R
e

SEHIF ALY AD 9414
.

( LDAPS Jy 24810 ) 2415
TLS iIEBH4 ARN LB E
AD # TLS &Ef§. MR T
F LDAPS , N&z=,

#E UID # GID /s =
SSSD £ty , 2 EA AD
RENOHT, WWRMEH SSSD
£ RH UID # GID , M&E
7 True , MREA AD 214
B UID # GID , Mi&EH
False, EAZHIERT , Ik
SEBIRE RN True,
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¥ BRINE 15t B4
%/ ADJoin False PR LE Linux EHLIA B 5%

ServiceAccountUserDN
SharedHomeFilesystem & 3
uk

CustomDomainNamefo

rWebApp

CustomDomainNameforVDI

ACMCertificateARNf
orWebApp

CertificateSecretARNforVDI

5, BERH True, BN ,
BHHREBRINEE “False’s

B R RRERS KA
FHEYE 3 #ERFR (DN)o

BT Linux VDI =¥ H=E
XHER S EFS ID,

( AI& ) Web 17 M U5 A
By F B N RER Web #85
R,

( AliE ) Web [] 7 M35 (£ A
By FHEE N RER VDI B2
IR,

( /it ) FEARIAEERN ,
FRUYMENAERFIEER
amazonaws.com H T, &7
DEBEWEE TRE™mR
F. MREEET B HEHE
B, NXRAEBERN , HE
A] A TEres-bidek BY 4 H P 3%
FER, MRBEENRN Web
BARFERIES , HSRE
BEiEmM.

( ATi% ) itk ARN 4B 124 48
B9 177 B 2 B A 2 SEE
. MRERNBHANPRIRIZ
E TR EHE , WA LAE res-
bi #4X#Y Outputs I F T
®EZE,

i

No
i3
o
i
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S8 ERINE i8R
PrivateKeySecretARNforVDI ( @ik ) tt ARN B4R IR

WP MR FASR . TR
BRAEIANTRFRE T
HE , WTAILATE res-bi %
# Outputs &I+ T K Ei%
=

CognitoUserPoolld ATRPANEF RS ORIE
# Cognito A, WRKIE
ZE Cognito At , M ERINTE
mT , RES HalZ—1AF
o

CognitoUserPoolDomainUrl AT HREZEFEH Cognito AF
MiE, EENATRMALS
. CognitoUserPoollId

5 f£ ‘EBHREI > RE-TLE” T , AIENATF RES BN EFRNHRE (BEX ) . R
tANameMres:* , A RES RE , TREAERZZR4A,

6. 1%&$R Create stack ( BIE23fEtk ) LIERE MR,

&I LATE AWS CloudFormation 2 H| & ) “RE” F|AEBHERARS. BEEKXRA 60 2 ¥ EWRE “4
B TR IRS.

/A Important
A RIESB SIS EMIZHE/VDI £

E2L5  EREF

EENIKF PRI~ mHERE , SFRI —HI2ENERENE 7R, EAZ URL BRENKSH
NEMAFEETEZE,

F25 BREX 45
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[EXTERMAL] Invitation to Join RES Environment: res-test - Message (HTML)

File Message Help @ Tell me what you want to do
gk (=2l - i
IS Ignore m E éJ: <éJ: :% [5] Meeting T4 ssana > To Manager EJ/ =1 Rules (%Iv_l EE 5% S Find A}) C)\
B Team Email ~ Done Onehate . I Related ~
p Junk ~ Delete Archive Reply Reply Forward Eﬂu Mare ~ €5 Reply & Del -% c N Move Mark Categorize Follow | Translate Read Zoom
| Al eply & Delete reate New «  [BActions~ | Unread  ~ Up~ vy Select~ Aloud
Delete Respond Quick Steps N Move Tags ] Editing Speech Zoom A
[EXTERNAL] Invitation to Join RES Environment: res-test
e - B Repl: 5 Reply All — F d
no-reply@verificationemail.com O Reply © Reply orer
7o | Man 10/16/2023 12:35 PM

| CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you can confirm the sender and know the content is safe.

Hello clusteradmin,
You have been invited to join the res-test environment.

Your temporary password is:

You can sign in te your account using the link below:

https://res-test-external-alb-801427597.us-east-1.elb.amazonaws.com

RES Environment Admin

BRBRE , BLUE Web NP EEBEIREEREE SSO =R, BXPEENEEREE , HS
F, BLEISEEEERE , clusteradminiX 2 — breakglass tkF , fRAT AR ©RAIE T B H JixX LI
BRHRAPSFEKR RS ; EFENEC 2B HKRRBERHE.

25 BRER 46



MESI/IEE AFiEmE
B m

Research and Engineering Studio (RES) BRI EFH MmN AL , XA THRAEHEETEETHMER
IREEH,

RES £ AET BMNRAZEF TR, EBRAEAFONMAD , RERAELERFNFIS. 5
W, M7 2024.01 F 2024 F 1 BEERNEEMA RS ; B4 2024.01.01 B ZRAAREMRAE#o

ES}
- EERAERH
« REREEH

EERAEF

Research and Engineering Studio £ ARBRZIHMUFIR RES IMETEBIHZHEAE , MF2EXE
WIRRIRE, AR ABRZE , BT LU A IR SR i M i SRR R B,

BEEARIRAN RES BEFENIME |, FHITUTERE

1. RIEIBIHSRRIIRIR, 1§ZHMthe section called “BIERER",

2. FEAFREEFRIE RES, iHZHthe section called “88 1 & . BziF=@m"
3. FREBENATEMIFE, 1§ HMthe section called “Ri AR,

4. WIFFMEHIECRINTBIFIAE,

IXRERRAEFT

/A Warning
M RES 7 2025.06 A% F 2025.06.01 EEFEAZIE. TEZRAEERH

NTF RES WREMAEH , FREEHNRE., BLUELEFRINER RES #4k CloudFormation 4k
KREMZMKR, EHBEFH 28, BEPKREZ CloudFormation Bl RES FERIMA, #RAIAERR
RV FF KBRS,

{5140 : "Description": "RES_2024.1"

FERAERH 47
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ERTRERKNER , FHRITUATRAE

P TEEHFH CloudFormation #4xthe section called “5 1 % : B3I m’s

£ https://console.aws.amazon.com/cloudformat ion 3 F CloudFormation & &1 4&
TP | W HEREHEK. ENZERA<stack-name>,

EEEH

R B EER

Xt F Template source(EHRKIR) , & Upload a template file( L EAE MR H),
RIS IR T RENR,

EREEHKRFEMAEEL , ERT -5, BLFEFSH.

EERE#RIET L  EBT—%,

10. £ “&&<stack-name>” # | EF “EBR,

© © N o g bk~ w0 Db =

RERAEH 48


https://console.aws.amazon.com/cloudformation/

MESI/IEE AFiEmE
EH & ™ m

RATAEA AWS BB & SHEE AWS 7= @ L # Research and Engineering Studio AWS
Command Line Interface. #8247 F o il BR bt 7= fa 61 22 89 WL 5% &) £ 72 6% BR S5 (Amazon S3) 77,
MREZMTERZHOBIE , A= BT B3MER < EnvironmentName >-shared-storage-security-
group o

EA AWS ERZGH A

1. &% AWS CloudFormation 24l &,
2. EMKRTEL | &R RN &K,
3. IEERMIER

£ AWS Command Line Interface

¥§E AWS Command Line Interface (AWS CLI) E NN EFRETH, BXLEHA | 5
3 (AWS CLI FIf#ER) AWS Command Line Interface AR, BN RBEMEXENEER
kP ARECERENEEAKFE , BTUT®HS. AWS CLI

$ aws cloudformation delete-stack --stack-name <RES-stack-name>

1IE 7E /1 B® shared-storage-security-group

/A Warning
BRUABERT , ZFmeRBLEXHRS , B LEBESEAER, NREEFEMRZ S HMKE
HXHRS , NRBEXEREFNAEBREDRFEKAMER. RMNBURZHHBEIRBEE
MoBmEFNERA,

1. BF AWS EEIEH A HITHF Amazon EFS ###& , Mk https://console.aws.amazon.com/
efs/o

2. MIBREZREXMIFTE X REK<RES-stack-name>-shared-storage-security-group. |
E, BANHXENHEREEFTIES S —NRESAREFHIE.

£ AWS EEEZEF A 49


https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/efs/
https://console.aws.amazon.com/efs/

MEEIRIERE AriEE

3. EF AWS BEEHES HITFF Amazon EC2 #2#|E& , Wik Jhttps://console.aws.amazon.com/
ec2/o

4. MBR <RES-stack-name>-shared-storage-security-group.

I ER Amazon S3 FiE 4

WMREREMER AWS CloudFormation ## AR ILBIEEAE X |, Wiz RECE RN RE ™ m o2
Amazon S3 FfH ( A TEMEXEHTHE ) . HETmE , MREFFERZHRE , WTUFI)
BRI S3 FEME, BIRLLT SEMIBR Amazon S3 7M.

R AWS BEEEG|A HITH Amazon S3 #B&|E& , Mt Jhttps://console.aws.amazon.com/s3/,
ESMBERPERTFHER.

¥ % S stack-name 3 ZfE @,

EFES Amazon S3 FEE , RFIERBERE., BUIEZEZB N EHRR.

%EF S3 FiERE , AEERRIER,

o M w0 bnhp =

EFEAMBR S3 F#EME AWS CLI , FETUTHS :

$ aws s3 rb s3://<bucket-name> --force

(® Note
Z--force TRBFZFHEBPIHNANR,

MIB& Amazon S3 & 50


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/s3/

FREIRIEE AriEE

BoEEr

AEERMABARZIXRERTHEERES , WHANMAE AWS FrLtE - EFHNEMNRELRITHEE
Lo

F&

- SHERE

- Bl FIEE

o BIE ACM iEH

- Amazon CloudWatch B&
s REAENN R

+ FiE RES-ready AMIs

- & RES FiREBENEA

BEOEE

MAEIRITEZTUEREMA/FS SAML 2.0 FERN S B 1R 4. E£EM Amazon Cognito /£
FHAFBE S, RFAFEER Co VDIs gnito AR HHEFRIF MM Linux , H5H. RELDE
Cognito i/~ SN RIEME A AR REE RES HiTRIER IAM HHHL , FSHAEA IAM H 5 0RE
B REF (SS0). MREBHHCHWASE SAML 2.0 fENSHRER , TSR NERE 5 (SSO) BE
B S R,

£

» ZEW ¥ Cognito A

- EHEXRES

. EA 1AM B ROEE S SBF (SSO)
- NEREF (SSO) BELN S IRMR
- FAFPREED

RIET S# Cognito AP

MRS IR IER (RES) AFEN Amazon Cognito B A AHLAF B K. XA YFRAF A Amazon
Cognito AF B HEFTFMIEFET Linux VDIs I, EERAALER AWS #2EH & F 8 csv X

BREE =



MRASIEIAEE RAriEmE

BRZANAPSARP T, BXMERAFSANESZFE , 5[ Amazon Cognito FF R EIEFEHHIMN
CSV XHFHAFRSAAP M. RES XERIMNFEAET Amazon Cognito K7 A F~ B &M SSO,

BRI E

EN RES BER , EfF RES BB E N FE A Amazon Cognito ENAFER , BESNEERE L
P E A Amazon Cognito E R AF B REZFH , ZTTHEH UM ‘SREEE” THIFH. BEATAFBITE
fit | BER—TNE LA F 8 BEMRE.

Identity Management

Identities Management

AWS Cognito Directory

Cognito user pool metadata. Use this for debugging issues related to the Cognito user pool.

Provider Name User Pool Id Domain URL

cognito-idp [F us-west-1_CTi3SJMAD [ https://res-cafar-gefS9aa3-ff5a-4e94-8938-

76861e1ef7c1.auth.us-west-1.amazoncognito.com

Provider URL
https://cognito-idp.us-west-1.amazonaws.com/us-
west-1_CTi35]JMAD

Use AWS Cognito as user directory

@ Enabled O
User self registration

@mbe®©

A F up/sign BFZRE

WREATAFBEEM , MA@ AR REEN Web NARFH URL, EHE , AFSKRE—1MNE
o, LEEE “ETRAF 2 BXEEM.

I 5% Cognito &A1& E 52


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-using-import-tool.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-using-import-tool.html

WREIBRIHEE

RriEmE

EMRE

EERETRAF AR ? EHAEAF R E R A A8 B F a4 M2 LA K,

Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

U )

Password
Enter your account's password

[ )
. emm )

Forgot Password?

Not a user yet? Sign up here

Verify account

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

T 3% Cognito & 131& &
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RriEmE

Create account

Email

Password

[ ]

Minimum 8 characters with numbers and special symbols (@#$*&)

Re-enter password

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

FEREMREN -3, REFER P 5 A B FHR 4P I B A 0 IERD BATE BOE TR 72

T 3% Cognito & 131& &
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Verify email address

To verify your email, we've sent a verification code to your email.
Email

[ )

Verification Code
Enter the verification code

{ )

Resend verification code

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

MBEHATEBEMN , WA SERIEMERE, T8 RAMME RES 2 M Amazon Cognito F1E &
AF. (1Z# Amazon Cognito F X EEEHIWUEER SHAIZAFK,. )

T 3% Cognito & 131& & 55


https://docs.aws.amazon.com/cognito/latest/developerguide/how-to-create-user-accounts.html

MREIRIEE RAriEmE

Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ )

Password
Enter your account's password

[ )
s

Forgot Password?

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

BRI HEIED

WMRERE A SSO M Amazon Cognito , M&HI—MEALLR SSO BFRMET, HAF R HIZEDN
B, EFMNEREDRHE SSO EXMH. RIAMBERT , MR B A Amazon Cognito , N -G
F8 Amazon Cognito # 1T & /K1,

T 3% Cognito & 131& & 56
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ )

Password
Enter your account's password

[ )
e )

Forgot Password?

Not a user yet? Sign up here
Verify account

Sign in with organization SSO

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

NES

- &M Amazon Cognito HAEMREZANITEANFR ; RESNEFH,
« Amazon Cognito EMAR A FERARA AP B MEEEE A T E 6 B F b4t

T 3% Cognito & 131& & 57



MEEIRIERE AriEE

- WMREATS A Active Directory 1 Amazon Cognito , FERZERNEAFBREE , MR ARVEFE
FKAPHRTEHARIE, BB A NXIERE%E Amazon Cognito R EEFE R AGREEENAF
=

« BT RES FX#FETF Amazon Cognito #9 Windows SE413# TE F I & # Cognito # & 4 11E |
VDIs Bt A /¥ Cognito AP Ba1E T Windows HI & KL,

Amazon Cognito AFWEE A& A

ERIANBERT |, RES #FadminsH A Cognito AFEEANE. ENAFRME Cognito admins ##
H, BRITUT®RE

1. S E Amazon Cognito #Z#l& , REEERT RES WIBAF M,

2. S AFREE TH 4" REIEE QIERA",

3. ERIEBATEMNBHEBNSP , W Aadmnins,

4. EFZLEMNadminsF4A , RABEERFAFBMEZALUR Cognito AR,
5. BBIUTSRFFIE Cognito @, EF

X IhE 2 Amazon Cognito & , iNEladminsBHANAFHREBERE R NR,
EiEZ

RES &/t #&FEEKIEEFES Amazon Cognito PR MBAEFEERAY ., AT “EERA” ANA
P &R IR B H AP #IsudofX PR, VDIs

WA LAM Lambda #§|& F31Es1ET,
FHEFIELIE :

1.  ¥TFF Lambda &l &,

2. 3K Cognito % Lambda, It Lambda BEUATHBRLE..
{RES_ENVIRONMENT_NAME}_cognito-sync-lambda

3. &E Wi,
4. ENASEHEIH  ERALANNEHEE, SHAEXEATKREE,

I 337 Cognito &% iE 58


https://console.aws.amazon.com/cognito/home
https://console.aws.amazon.com/lambda

MEEIRIERE AriEE

Cognito &£ FZEM

£ 202412 lxA 2w , BRIAE B TR Amazon Cognito Plus 1T XIZhEE— B0 89 B FiERN D Fe FAl]
FMEHMNEESEFRER , UEANEEHA RESHEFTERE, SALRESZSEEMESALLThee , U
ERELANSEZERERET .

& B ERE S
EITHEE

EREIREP , MEEE3 B 5 (AD) XK CFN S 3 # 2 AL/,

B B EREL 59


https://docs.aws.amazon.com/cognito/latest/developerguide/feature-plans-features-plus.html

WREIBRIHEE

RriEmE

Active Directory details - Optional

ActiveDirectoryName - Optional
Please provide the Fully Qualified Domain Name (FQDN) for your Active Directory. For example, developer.res.hpc.aws.dev

[ Enter String

ADShortName - Optional

Please provide the short name in Active directory

[ Enter String

LDAPBase - Optional
Please provide the Active Directory base string Distinguished Name (DN) For example, dc=developer,dc=res,dc=hpc,dc=aws,dc=dev

[ Enter String

LDAPConnectionURI - Optional
Please provide the active directory connection URI (e.g. ldap://www.example.com)

[ Enter String

ServiceAccountCredentialsSecretArn - Optional

Directory Service Root (Service Account) Credentials Secret ARN. The username and password for the Active Directory ServiceAccount user formatted as a username:password key/value pair.

[ Enter String

UsersOU - Optional
Please provide Users Organization Unit in your active directory for example, OU=Users,DC=RES,DC=example,DC=internal

[ Enter String

GroupsOU - Optional
Please provide user groups Oganization Unit in your active directory

[ Enter String

SudoersGroupName - Optional
Please provide group name of users who will be able to sudo in your active directory

[ Enter String

ComputersOU - Optional
Please provide Organization Unit for compute and storage servers in your active directory

[ Enter String

DomainTLSCertificateSecretArn - Optional
AD Domain TLS Certificate Secret ARN

[ Enter String

EnableLdaplDMapping - Optional
Set to False to use the uidNumbers and gidNumbers for users and group from the provided AD. Otherwise set to True.

[ Select String

DisableADJoin - Optional
Set to True to prevent linux hosts from joining the Directory Domain. Otherwise set to False

[ Select String

ServiceAccountUserDN - Optional

Provide the Distinguished name (DN) of the service account user in the Active Directory

[ Enter String

X FE TRHREEMZH ARN ( Fl

|, ServiceAccountCredentialsSecretArnZDomainTLSCertificateSecretArn) , &%

HHEZARRMLTIRE | BE RES RERIMEHABENNR

B ERES
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RAriEmE

« # : res:EnvironmentName , {§ : <your RES environment name>

« # : res:ModuleName , fB : directoryservice

M1 MR EE] AD BEEEMEH{ET —RTE SESL (8/0het ) HEBZKE. AFEERAD

BLE/S W REFEEMEE SSO ( Hlan , RMWIIIREIEM AD ) -

BREEE , EBATUESNEENHE N RES Web NTPAREFIwWE AD BLE

Active Directory Domain .~

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
ldap://corp.res.com

Users OU
OU=Users,OU=RES,OU=CORP,DC=corp,DC=res,DC=com

Groups Filter

Enable LDAP ID Mapping
true

Short Name (NETBIOS)
CORP

Service Account User DN
CN=ServiceAccount,0U=Users,0U=CORP,DC=corp,DC=res,DC=co
m

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Start AD Synchronization

Latest AD synchronization completed at 3/5/2025, 3:01:16 PM

LDAP Base
de=corp,dc=res,dc=com

Service Account Credentials Secret ARN
arn:aws:secretsmanager:us-east-
1:905418417732:secret:CredentialsSecret-res-deploy-
RESExternal-GZB|SY|BLAW4-DirectoryService-1AUMFPSAPKVGE-
TvYM7Q

Groups OU
OU=Users,OU=RES,OU=CORP,DC=corp,DC=res,DC=com

Computers OU
OU=Computers,OU=RES,0U=CORP,DC=corp,DC=res,DC=com

Domain TLS Certificate Secret ARN

B ERES
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Active Directory Synchronization

Active Directory Name
Type the name for the Active Directory. It does not need to match the portal domain name.

[ corp.res.com

Short Name (NETBIOS)
Provide the short name for the Active Directory. This is also called the netBIOS name.

[ CORP

Service Account User DN
Provide the distinguished name (DN) of the service account user in Directory.

[ CN=ServiceAccount,0U=Users,0U=CORP,DC=corp,DC=res,DC=com

Service Account Credentials Secret ARN

Provide a Secret ARN which contains the username and password for the Active Directory
ServiceAccount user, formatted as a username:password key/value pair.

[ arn:aws:secretsmanager.eu-north-1:546055777237:secret:CredentialsSecret-bi-sw ]

The secret should contain the username and password in the format username:password.

LDAP Connection URI
Specify the connection URI for the Active Directory server.

[ ldap://corp.res.com

LDAP Base
Specify the LDAP path within the directory hierarchy.

[ dc=corp,dc=res,dc=com

@ Automatically join Active Directory

Automatically joins Windows and Linux VDlIs to your directory domain during launch.
Windows instances require domain joining to launch successfully. If you disable this setting,
you must implement custom domain-join logic in your Windows instance launch scripts.
Linux instances can launch with or without domain joining.

Organizational Units (OU)

Users OU

[ Ol i=l lcare Ol 1=Z2RFS Ol I=2=CORP NC=rorn DC=rac NC=rom ]
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B3 MASES B &

EERAALEE ‘B3 A Active Directory” i% & , LA %] VDI B EiEM B ZEMAITH

e
Sid

LEIEIN :

- BEA-EEsEE 83 Windows 1 Linux VDIs Il AYREY B 18,

- EERA-XABIIMAER, TIEREMASE , Linux SKBGIERAT LS8N, Windows SKHIFE A S
RRAED  AUERAMFNEEAELBIMATFESHMAZE,

/A Important
MREZERAWIRE , TRIEER Windows R HEXNEHHARE S L EMNEHMAEE,

i i SR A

EERAWLER R/ EER M BFARILR RTFEERSNAFSEE. kR gugTE LDAP
Tk ERiE R, TIERRAIMT -

(sAMAccountname=<user>)

BEMN SSSD Z#

EERATLIRMEE SSSD SHAMENBEXNFH | DIEAERSH LA SSSD BLEX
#[domain_type/DOMAIN_NAME]&B% . RES £ B3R A SSSD £ , coaTEEH =V LEFHZ
SSSD R H Atk AD RS HE,

—LEENNBEN SSSD RER :

« enumerate-iXiEN “‘true”’ LMEFBEZBRSHHMERAFPNALE.,. BALETRESBERAFEBRX
BERMEER,

« ldap_id_mapping-i& &} “true” LUfF LDAP/AD A A MRS IDs EZA#h UIDs M Linux R4t
GIDs £, BRLIIEETLIRSEIE POSIX BIAF N AEFHREM,

BXx SSSD BEXHrHZEEMR , iS4 Linux FM R, SSSD
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https://ldap.com/ldap-filters/
https://ldap.com/ldap-filters/
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Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value
[ true v ]
Key Value

(e )

( Add Parameter )

SSSD S MEMSMES RES SSSD RE#E , MTAHA

. id_providerf RES MIFigE , FEEH,

« AD MBXEE (=
¥£1ldap_urildap_search_base, ldap_default_bind_dn#l ) ldap_default_authtokZ
REFRENVHEM AD BEERERN , THEH.

BT R6liE A SSSD BEME AR
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Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value

[ true v ]
Key Value

[ true v ]
Key Value
[ debug_level ] [ OxFFFO ]

(Cremove )

( Add Parameter )

N SRS BN R FERFER ( RA 2025.09 RESRA )

R Active Directory AP BB FHRHibut EE R , EE A AUFZED AD @A , REZFHFT—IRM
EW AD B , IRIERHFEFLSE RES.

WAFHEHHFLRL (RA 2025.03 RESRA )

ERFEHEBERME , RETE A ctive Directory IHA LR B3 AD BS” 124 , IREME AD &

=]
&,

\
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Ch

Active Directory Domain .~

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping

true

Additional SSSD Configuration

Short Name (NETBIOS)
CORP

Service Account User DN

CN=ServiceAccount,0U=Users,OU=CORP,DC=cor
p.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Start AD Synchronization

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN

arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISyIRg

Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,0U=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

EEFILERE#HRITH AD @ |, BT Ac tive Directory IH ARSI “=1k AD B5” R4,

Active Directory Domain ./

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,0U=RES,0U=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping
true

Additional SSSD Configuration

AD Synchronization in progress... Stop AD Synchronization

Latest AD synchronization initialized at 2/20/2025, 3:20:19 PM

Short Name (NETBIOS)
CORP

Service Account User DN

CN=ServiceAccount,0U=Users,0U=CORP,DC=cor
p,DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN

arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISyIRg

Groups OU
OU=Users,0U=RES,0U=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

E A BATE Act ive Directory IR HFEE AD BT RSMEFE L 8tE,

B ERES
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Active Directory Domain

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping
true

Short Name (NETBIOS)
CORP

Service Account User DN

CN=ServiceAccount,0U=Users,O0U=CORP,DC=cor
p.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Start AD Synchronization

Latest AD synchronization completed at 2/20/2025, 3:21:00 PM

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN
arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISylRg

Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,OU=CORP,DC=corp,DC=

res,DC=com

Domain TLS Certificate Secret ARN

Additional SSSD Configuration

MAFHZITED (AR 2024.12 F1 2024.12.01)

Active Directory X I ENEHEESREMEHEENEBIEEHN — AL SN RERS
(ECS) %, ZERBITNB/NIIEIT—IX , A LAE<res-environment-name>-ad-sync-
clusterfEH TH Amazon ECS &5 PR E| EEE1TH ECS £5,

EFNBEHT , ERTUTERE

1. SME| Lambda 2§ & H1EFEE HW lambda, <res-environment>-scheduled-ad-sync
2. ITH Lambda BR¥H F 2

3. HESEH JSON HBHAUTHE :

"detail-type": "Scheduled Event"

4. EENR

5. 1 - H&4H CloudWatch- TEEFIEEEZE1TH AD Sync EEFH BE/<environment-name>/
ad-sync, BNEIESNEEZITH ECSESHEL, RBRBHHN , EFEE.
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https://console.aws.amazon.com/lambda
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® Note

- MREEHR AD SHEFH M AD HiEdF , RES HBREFEMIEENS BB, , HMBR <80
ERFEFBEEHE LDAP ERZEHFHAF,

« RES FTEBBR user/group EE P ELETERN ., Eik RES FRAPNRERRBIRR , XIUFH
MIEB R,

SSO Eti&

READEERE , AFLMREERIES (SSO) , T8 AD AFSHEF RES 177, SSO BEEM
“BARE THBEHNSHEERE, AXRESSONESEERE , BZHASHEE.

5 IAM B IMEE S &% (SSO)

MRBE R BN 5 AP OERESIFEE Active Directory , IEMNFHBER 1 RESHF L. WREBE
FEMGFLERER Active Directory EEE—& , BMIFHRILT IR 2 : Connect IEEEIH G H Do

(® Note

MREEILEBZEA GovCloud X1 , i51EZFE Research and Engineering Studio £J AWS
GovCloud (US) 7 Xl Hi% & SSO.

FER1 REFMGHO
/8 A 1AM Identity Center

1. &% AWS ldentity and Access Management 2 %14,

2. fIFHBHL,

3. BEEEM.

4. &$F “BRAFI” AWS Organizations,
5. EFME,

f£R IAM & 3 F/0IRE SSO 68


https://console.aws.amazon.com/iam

MEEIRIERE AriEE

® Note
BREENXEEREES B RAAERNXEEE,

& IAM B OEZEIREEHE R
/B A 1AM Identity Center 5 , BERKA THENRES R

1. ESMERTD , BRRE,

2. EHHXRE T, &R BE RAEER BERFHRE
3. BERBEER T, &EREMNE R,

4. HET—%,

5. BEFELENERHEEINEACCEPTHHA A

6. EREXHMDIR.

R MEEAR DS E &0 D0

PN ERTRE , FHIA- N FZENBEIAEE, F IAM 5P 0ERIEEEDER

1. EWINEED  &F BF5ISNRE

2. EEEEMMRHT  AET-F.

3. ®AFHIT  WARRSHAF,

4. EFARD.

5. &ET—F,

6. ERFENENR , AGERRFEE.

7. AFIRATRIFR/NSH. URERIEXAFREASHNESHEE , BEARRERS.
BRAF

1. MEEBEFHEE AP,
2. EBRERNEBRABRNERHNAF,
3. EBRBHAAFHRENE,

f£R IAM & 3 F/0IRE SSO 69
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&8 2 : Connect EEEI & H 0

£ IAM B0 iRENAREF

1.

© N o o bk~ w0 DN

10.

11.

12.

3TFF IAM Identity Center 2 %14,

ERENARRF.

EERARMBARR.

FRE RIFRET , B BEERENNAERRE
ENARFEET , &% SAML 2.0,

EET—%,

MALEFAN I REHRANER,

IAM SRR OTHET , £5 1AM F40 50 SAML TBEXHH8EE, E£4A RES [P ERE
IAM Z3 0 , BRFFEXAN

ENAERFEY T, AALZHNNARFRER URL, i <your-portal-domain>/sso,
£ “NMARRRFE ACSURL” T , #iARE RES NTFWEEM[ URL, EHEIXA :

a. T HEEE T, &R “EMNRE

b. %EF ‘HHRMUE ETF,

c. T 'BRER T, LFKRE SAML EE@MIL,

£ “NARRF SAML ZX” T , A Amazon Cognito URN,

EQBEIRE , BT TRE

a. ERESIFH, T “EMRE".

b. Z“‘SMRME EWFT , KA D,

c. fFRAFM IDAMEATFRHFE :
urn:amazon:cognito:sp:<user_pool_id>

# A Amazon Cognito URN jg§ , i3,

7 N B R M ARG

1.
2.

EEHFOH  TFECENNARFNEARESR.
ERBRE , REERRERERS,

A IAM B3 0EE SSO 70


https://console.aws.amazon.com/singlesignon/

WREIRIHEE AP s
EEET , @A ${user:email},

R T, SRR B FER b,

RN INF R MRS

ENAERFHAFEMT , WA “BFH4

7 1AM Identity Center FERFEIWFRHFRERAFBEMET , HiA${user:email},

R T, WA CKREE

EREREFER,

© © N o o b~ ©

£ IAM & 43 /0 e R AR A 0 A

1. 7E |dentity Center H , RIRRIENRARFH A SEOAF , ARERSEAF,
2. ERESEMARFHENERNAS,
3. &E® HEAF.

¥ RES HMEHIRE IAM &7 0

1. B 'MIREIRIAFE HEF , £ HREE T , I “BRKRE
T S HRHEE ‘I

EREQJQER T, BE RE (E R B8 ).
ERIFFIEBELTER :

A w0 D

a. 1&#¥ SAML,
b. & “BRHEBN T, WARFKEFNEN.
c. EEMmATHIENHES URL,
d. WMAZLETHEEFN URL £ IAM SHPOIRENAEF.
e. HERHUBBFEHAELE T, WA BFEMH"
f. BEERX
5. RIFNEARERSREERNER A,

A 1AM &5 F L RE SSO -



MESI/IEE AFiEmE
N REF (SSO) BLEZRM H AR

Research and Engineering Studio S4Efi] SAML 2.0 AR MHEEK , LBRIEAFX RES [/ XL
SRIBME T SEEEN SAML 2.0 SHREEERNES. WRETEER IAM B4FL0 |, ESHAE
A IAM B0 EE R EF (SSO).

(® Note

£ IDP SAML S # Active Directory 1 , AP B FHR4F ittt A ITEL, BEEFEN 54
MRS Active Directory E#ZiE2X , HEBRZ AR,

ES1}

- BELZNSHRRED

- F RES BENEREHN S B RHE
- EFREFHEPEELN S DR
 @id SAML IdP [A]#

(RN V=g yig ]
ARFTIRM T £ H RES Amazon Cognito AF P HEERRE S B IRHENS R,

1. RES RIREE —1AD (AWS HE AD XBEEAD ) , HAFSHAWHE RES MFHmAE, &
1) AD EZEZHN SORSREFARTAF 56, FEELZNSHRMUBMY | THINME
BEEN AD ML AP M. Hlin , iE25 (AWS IAM Identity Center FIFF#5R) FHIEH Active
Directory #E8 &R

2. IR B HRERE (IdP) 3 RES ELE SAML 2.0 NARF. WEEFELUTSH

« SAML EEMMit — &K 1dP FARE RS REEL3E SAML 2.0 g 57 /Y R ik,

® Note
BIE IdP WF[E , SAML EE@M UL ATEER TR B
- MARERF URL
- WIS HTRERS (ACS) Mt
+ ACS POST 437 Mt

F SSO EEBEH B 7R 72


https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html

MRASIEIAEE RAriEmE

R B 11k

1. UBEEBAREREERFHEFRES,
2. SMIE “HEEE - “ENIRE > ‘FHIEMHSE,
3. & SAML EE @M,

» SAML A& URI — IRSFRMH A A E SAML ZARSEARRIIE— 1D,

® Note
BAE IdP WFE , SAML 24 URI B A BEBATTE :
» ClientlD
- NMARRF SAML X
« SP{KID

BT REREE A

urn:amazon:cognito:sp:user-pool-id

ETREMN SAML 4 URI

1. UEEAREREER SMHER RES,
2. SME HEEE - “EARE > ‘FHRM
3. EEAFMID,
3. X% RES B SAML Wi S XIFLL T A A fields/claims & & 1 A - B & FER 4ttt
« SAML =B %% ID
- SAML EBFHB4

4. BRIFEEE , Z8 IdP 2710 fields/claims | SAML BiE F. RES FEEXEFH, RIAMERT , KZ
BRHEF2AFEEXLEFR, NRLANERTEE , BZRUATFEREANE,

« AudienceRestriction : I®EJ urn:amazon:cognito:sp:user-pool-id. user-pool-id&
BN IEH Amazon Cognlto AFHH ID.
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<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

 MR-i%EInResponseTohttps://user-pool-domain/saml2/idpresponse, user-
pool-domain&if &) Amazon Cognito B FPSthEYig A .

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
IssueInstant="Date-time stamp"
Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

« SubjectConfirmationData— i% ERecipient RIEMW A Fithsaml2/idpresponse&KixTi =
MInResponseTo/R#E SAML iE3KR ID,

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement— RU T AR HITHEIE :

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152T2"
SessionIndex="32413b2e54db89c764fb96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

5. WREW SAML RAREFE XS URL B , BHEHIRE N, <domain-url>/saml2/logout

7 SSO ELEZM F 13 RIERS
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FRERIE A M 41k

1. UEBAREREER 5HEHERES,
2. SMIE HEEE - “ENIRE - ‘FHIEMHRSE,
3. EFREE MU,

6. REH IdP EZ XKL PLLE I E Amazon Cognito BIEE , F FEH I S # Cognito E&IEH H
SHE FETIRE 1P .,

RN BUEH

1. TF Amazon Cognito #Z#| & .

ERENAF . BHAFMNIZREres-<environment name>-user-pools
T BRAR R,

EREHHRREBERNY , ERERLRILS.

R

Cognito user pool sign-in info
Users can sign in using their email address, phone number, or user name. User attributes, group memberships, and security settings will be stored and configured in your user

pool.

Cognito user pool sign-in options User name requirements

User name User names are not case sensitive

Email

Federated identity provider sign-in (1) info @ ( Add identity provider ) K View signing certificate )]

Your app users can sign-in through external social identity providers like Facebook, Google, Amazon, or Apple, and through your on-prem directories via SAML or Open ID

Connect.

[ Q. Search identity providers by name ) 1 ()
Identity provider A | Identity provider type v | Created time v | Last updated time v

O idc SAML 2 weeks ago 3 hours ago

& BT LAGE A i BAEZER 5 £’ B Active Directory IDP relying party trust. ¥iNA
B SAML X,

(® Note
XFEA T Keycloak # IDCo

5. MARFEETRE , T8 SAML 2.0 MARERFTHIE XML = URL, RFET—THER

Bo
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https://console.aws.amazon.com/cognito/v2/idp/user-pools/

MRASIEIAEE
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R’ RES EL& N EREN S MRS

TR RES F & QB FIRE

1. UEERREHEERFHESR RES,
2. SME PREE - “BARE - "SORME

Environment Settings

ma ME

Environment Name
res-gaenvl

General Network

Identity Provider

Provider Name
cognito-idp

Managers Group Name
managers-cluster-group

Single Sign-On

Status

Identity Provider

AWS Region
us-east-1

Directory Service Analytics Metrics

User Pool Id
< 1_reuFs £

Domain URL
https://res-gaenv1-9d4688cf-5c14-48d0-850f-
ce96d346a24c.auth.us-east-1.amazoncognito.com

SAML Redirect URL
https://res-gaenv1-9d4688cf-5c14-48d0-930f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/sam|2/idpresponse

$3 Bucket
r

CloudWatch Logs

Administrators Group Name
administrators-cluster-group

Provider URL
3 https://cognito-idp.us-east-1.amazonaws.com/us-east-
1_reuFsmB8SE

0IDC Redirect URL

3 https://res-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/oauth2/idpresponse

3. EBRER T, ARRSETRRZUNFERRUITIT ‘AR E2XEE" RH.

7 SSO ELEZM F 13 RIERS
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Single Sign On Configuration

Identity Provider

Choose the third-party identity provider that you would like to configure.

® sAML ® oibC
Configure trust between Cognito and Configure trust between Cognito and
a SAML 2.0-compatible identity an OIDC identity provider,
provider.

Provider Name

Mame used for the provider in cognito

Metadata Document Source

Provide a SAML metadata document. This document is issued by your SAML provider.
@® Upload metadata document

@ Enter metadata document endpoint URL

Metadata document

[ Choose file

Provider Email Attribute

The Email attribute used to map email between your idp and the Amazon Cognito user pool

Refresh Token Expiration (hours)

Must be between 1 and 87600 (10 years)

12

a. NTEHORHER , HikF SAML.
b. HERHEBENP , WALHNSORUBHE—B.
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(@ Note
AATFERAUTER :
» Cognito

* IdentityCenter

c. T TBIEXHEFKIFE T , LEAMBAETH L& TR XML SR 5 DR AR AN
URL,

d #E“REFMEFEHEES B, BAXEEemail,
e. ﬁ*¥;§53léo
4. EFMEFFRENE., IREEEHR , IEAEIER,

HIREFEREBEEN S HRHAD

MREFERREM NG RO T IEE RES TR |, R 1AM Identity Center BLE 1 & 312 4t75 , N
AREZEEREHMS MR , SIW Okta. RES SSO BAREERRH=ABRESH

1. REBRBIR-EEBR
2. TUEHEAEE URL-AT BB 2L
3. RELE R FHERFE - AT LS R

EEUABENAENREEERFHRAEEY  BRITUTRE

1. %% Amazon Cognito 2#| &

2. MNEmiEd&EE At

3. ®REHWAFHUES AP EhR,

4. EERFERETFF , IERESORMUEESR , AT EREN FHRERS,
5

BE , CAEEEUARBBEAREGEERFTE, BEEHNREUERS  FhREE. EERTHEX
B, BRESRTHEE.
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M

6.

Attribute mapping (1) info

View, add, and edit attribute mappings between SAML and your user pool.

User pool attribute | SAML attribute

email email

Metadata document 1o

View and update your SAML metadata. This document is issued by your SAML provider. It includes the issuer's name, expiration information, and keys that can be used to
validate the response from the identity provider.

Metadata document source Metadata document endpoint URL
Enter metadata document endpoint URL https://portal.sso.us-west-2.amazonaws.com/saml/metadata
/MDg40DM3NTczNjYOX2lucyO4M2EyYTcyMGUzZTFIMDI4

MRERE T EHEMRE | WFEEHL DynamoDB A E#H <environment name>.cluster-

settings¥o
a. 3T7F DynamoDB #£#l& , RAENSMEPEE ‘R,
b. ZE#H,H%EFE<environment name>.cluster-settingsFi& , REM “BIE" HHEPiEF
“NIEBE",
c. E‘PEGLERATB" T, BE HE HEAUTSH
- BB — key
« #ME — identity-provider.cognito.sso_idp_provider_email_attribute
d. &EEE1T.

£ ERENEM" T, &EiZxidentity-
provider.cognito.sso_idp_provider_email_attributeFZ/FEHikF “RE" , EHF
FFERLAPCELSRIE Amazon Cognito T E X

7 SSO ELEZM F 13 RIERS
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MREIBIEE RFiERE
I ¥ Scan or query items '
[ O scan ] [ O Query '
Select a table or index Select attribute projection ‘
[ Table - res-jan19.cluster-settings v ] [ All attributes v ]
v Filters | §
\ 4
Attribute name Type Condition Value
[Q key X] [ String v ] [ Equal to v ] [ identity-provider ] ( Remove )
Add filter
N 4
Run Reset
~
{ (® Completed. Read capacity units consumed: 13 X
.

Items returned (1) Edit String

D ( Actions ¥ ) ( Create item )

[ email

Enter any string value.

O key (String)

a identity-provider.cognito.ss

i SAML IdP [a] &

Cancel Save

1 & X
) | @
v | version v
; l’—. 1

SAML-tracer — ¥R A BA%E Chrome | K88 R EFAX AT RERFRIRER SAML 15K 10 E SAML i S
B, WMETHMEZER , B2 Chrome W LR AIEFH SAML-Tracer,

SAML FF & A i TE — Onelogin 127 A T ##%8 SAML &RIBENKLE SAML #iE P XIEFERHN T
B, BXEZEE , 55 OnelLogin Mk _E# Base 64 Decode + Inflates

Amazon CloudWatch B

B L TE “BE” BEE RES CloudWatch AESF EREBERRESE, &

WESNTFEHERNNWABRLAD /res-environment-name/cluster-manager,

7 SSO ELEZM F 13 RIERS
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https://chromewebstore.google.com/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch?pli=1
https://www.samltool.com/decode.php

MRASIEIAEE

RAriEmE

Amazon Cognito X4 — B SAML 5 Amazon Cognito EXNEZER ,

FREHRE) PHE SAML SRR EFEFINEA .
AAFREZRE

#Directory Service #ZEH &2 H , AR HERIEFH R,

1.

2. ERIPRET , BE EBAFEE.
3. RFAFHEAHEB,

4 EREBED,

BIE IS

MREEANREENLEE  WERRE FESE AXEFH Web M VDI 852

8.

N o g M b

® Note

MRBEHBRFE GovCloud XiF , BERE ZE AR FLEXEHE I 2 XK F HiRE Web
MAREM VDI i,

$TFF Route 53 #£#lA.

REEOENRE , AEEFEEIZR.

A “‘web” ENIZFKE o

#%$E CNAME ERIBFREH,

£ B EF MABEYSR B FER4 R IR B R,
pri= e FE ARl 38

EH VDC 2 id% , 5K 3R NLB i,

a.
b.
C.

d.

¥TFF AWS CloudFormation #2414,

%3$% <environment-name>-vdc,
EREEBEHITFF<environmentname>-vdc-external-nlb,

M NLB & DNS & o

T Route 53 #4|4,

BEZ A (LS# Cognito

NAFREZRD
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://console.aws.amazon.com/directoryservicev2/
https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/cloudformation
https://console.aws.amazon.com/route53/

MESIRIEE RAriEmE
9. KIELWEAFRFECEIZFR,

10. & “iEFRBH T Avdc,

11. BIBFERET , &#F CNAME,

12. X¥F NLB , &% A DNS,

13. EHEHEIER,

2lE ACM iEH

KRIMBER T , RES 18 amazonaws.com TR R EEERNARFAREGESET. EFRAECH
8, BEEREHEIRMEHERE AWS Certificate Manager (ACM) BJ2A # SSL/TLS i, MREME
A ACM , &R KEI—N AWS BIREW , EEEFEENSHRES , UNEEFFHHN Web FRFEHZ
B #Y SSL/TLS Bi&,

® Tip
NMREERBABRFERE , NEEEFPBBNIBRIFHEZPortalDomainNamedt1E A 5
AR BRI 6 SRR,

ENEENFHBIUEDR , BT TERE

1. HEEBIEH , ITFFAWS Certificate Manager AER AN HiE ., WMREEEFEA GovCloud i X
1TERE | B1EE/ GovCloud 2 XK /= Fh & BiE

EFE CREAKIER", RREE “T—F",

£ “9H” T , A*.PortalDomainNameHi&ERIE#PortalDomainName,

£ WUEBE" T, E#F DNS Kk,

EFEER,

FIERSIRS , FTHFEBERNIER,. BMEBRRSEFGR FRIE

o a0 K~ WD

(® Note
MREETEERIED | BRIFSIR,

7. BERITUTREZ—
- BlZHE
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https://console.aws.amazon.com/acm/home#/certificates/request

MRASIEIAEE RAriEmE

MENBERNVIEPNIERFAEEF , EEE Route 53 REIRIEHK, IEPWRENERH

«  GovCloud Zp& :

MRIEFEFEA GovCloud X HEE , FEH CNAME ZHANE, ERELD XK/ |, £
XEEEAHREEXEF ORISR, EPHRSNERN BER

8. EFIEHANIIED ARN ERSE. ACMCertificateARNforWebApp

Amazon CloudWatch H&

MEREIREIHEZHELRRE CloudWatch SREFLEIEUATHEEE. AXRMNMRENAR , BERA TR :

CloudWatch BE4 =&

/aws/lambda/ <installation-stack- KRS HA
name>-cluster-endpoints

/aws/lambda/ <installation-stack- KT HA
name>-cluster-manager-scheduled-

ad-sync

/aws/lambda/ <installation-stack- KT HA

name>-cluster-settings

/aws/lambda/ <installation-stack- KA HA
name>-oauth-credentials

/aws/lambda/ <installation-stack- KA HA
name>-self-signed-certificate

/aws/lambda/ <installation-stack- KRS HA
name>-update-cluster-prefix-list

/aws/lambda/ <installation-stack- KT HA
name>-vdc-scheduled-event-transf
ormer
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CloudWatch BE4 R

/aws/lambda/ <installation-stack- KRS HA
name>-vdc-update-cluster-manager
-client-scope

/<installation-stack-name> [/ 31NMAH
cluster-manager

/<installation-stack-name> /vdc/ 31MAH
controller
/<installation-stack-name> /vdc/ 3MAH

dcv-broker

/<installation-stack-name> /vdc/ 3/NE
dcv-connection-gateway

MREGEFHNAEANEBIAREE |, AT BICIoudWatch #4| & HIRBE X HEFH CloudWatch H
SRR E R B B TR E,

RE B EXNRIL R

M 2024.04 Fria |, BET UL RGBS BN B E X R RKkEH RES A2 A G, B Boundary
SEHARRMENRIL T ARN |, ATV B E XA RIBL R E XA RES CloudFormation Z&EH —&8%
IAMPermissionf1 G It S EZE | MFRAFEM RES A®IXENRLR. LTE RES AGEREMSE
WIRESIR, BRETTRIERNE ARG R MARARTFHITATERE -

"Effect": "Allow",
"Resource": "*",
"Sid": "ResRequiredActions",
"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",
"airflow:*",
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https://console.aws.amazon.com/cloudwatch
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
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"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:
"appmesh:*",
"apprunner:*",
"aps:*",

"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",

* 11

"codestar-notifications:*",

"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend: *",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

RE B EXRRE S
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RAriEmE

"daX:*",
"detective:*",
"devops-guru:*",
ndlm:*n’

"de:*",

ndrs:*n’

"dynamodb:*",

nebs:*n’
"ec2-instance-connect:*",
neCZ:*n’
"ec2messages:*",
"eCI:*",

uecs:*u’

neks:*n’
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
nes:*n’

"events:*",
"firehose:*",

"fis:*",

"fms:*",

"forecast:*",

"fox:i*",

ugeo:*u’

"glacier:*",

"glue:*",

"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",

RE B EXRRE S
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"kinesis:*",
"kinesisanalytics:*"
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
"mq:*",
"neptune-db:*",

"organizations:DescribeOrganization",

"osis:*",
"personalize:*",
UpAget,

"pipes:*",
"polly:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",

"redshift-serverless:

"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb53:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"3 x",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

RE B EXRRE S
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"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"

fi & RES-ready AMIs

BB EEM Amazon REMEG (AMI) , BRI EBEN AMI L REELKEEHI (VDI) B9 RES
KB, A RES-ready AMI A LA%E 58 52 A Tl S AR5 HY VDI SR BIRY B 3R], 28 EC2 Image
Builder , B ST B S B4R H S EEM AMIs AFHE 4k, BX Image Builder WEZ{E
g, i%?lﬂ Image Builder i P {5®

HEITIRZ 8, R RAH RES,

/A Important

£ RES 2025.06.01 2 &l AMIs €12 # Res-ready 5 RES 2025.06.01 MFiE ELERAT 3%
Ao ™ RES HREM 2025.06.01 2 BTV AR A F R BIRFARAE |, SIMEEFTE RESFEA.
AMIs
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html

FREIRIEE AriEE

£}

- BN IAM AL RES 3§
B2 EC2 Image Builder 4 #

- EZIFEE EC2 Image Builder Bt 5
« BLi& EC2 Image Builder At 51

« #& Image Builder RG&E

« =17 Image Builder B&EE

« £ RES ARJEM#THY B4 SR

HEEZ—NIAM & LLE R RES 35

Z M EC2 Image Builder 57 RES ¥ERS , B4 MEIEHIEHE N RES-HY IAM A&
EC2InstanceProfileForimageBuilder. Bl E7E Image Builder #{EAH IAM BEWNEER , ESH
Imag e Builder A P8R F BIAWS Identity and Access Management (IAM),

THABEE .

« 23 Amazon EC2 REMEEXRo

« AmazonS3 ReadOnlyAccess, Y &#SSMManagedinstanceCore
EC2InstanceProfileForimageBuilder BUK.

£|Z EC2 Image Builder A #

%8 (Image Builder FAF {5 FHRBAFEA Image Builder 2% & I 4A 4.

wAGHNAHFRER

1. NF KB, %EE WE,
2. X FBGBRERS (0S), Hik#R Linux 5 Windows,

3. EUAHEW P, mA—INEENNEN , flilresearch-and-engineering-studio-vdi-
<operating-system>,

4. WAAHNRES | WA RINER,

key : value
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-setting-up.html#image-builder-IAM-prereq
https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-component-console.html

MEEIRIERE AriEE

5. EEXNMHEF , MAUTENXH, MREEIEMER , BL YAML XX ZEREBR , XR
ARERSBHERNER,

/A Important
EENXHH , MREHN RES IMEMA T RRFAMEA , FFF TH URI (- source:

's3://research-engineering-studio-us-east-1/releases/latest/res-
installation-scripts.tar.gz'2025.06) latest FHER NI RAS ( F
m),

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- GPUFamily:
type: string
description: GPU family (NONE, NVIDIA, or AMD)
default: NONE
phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
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inputs:
commands:
- "mkdir -p /root/bootstrap/logs"
- "mkdir -p /root/bootstrap/latest"
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: "s3://research-engineering-studio-us-east-1/releases/latest/
res-installation-scripts.tar.gz"
destination: "/root/bootstrap/res-installation-scripts/res-
installation-scripts.tar.gz"
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "cd /root/bootstrap/res-installation-scripts"
- "tar -xf res-installation-scripts.tar.gz"
- "cd scripts/virtual-desktop-host/linux"
- "/bin/bash install.sh -g {{ GPUFamily }}"
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "cd /root/bootstrap/res-installation-scripts/scripts/virtual-
desktop-host/linux"
- 'sed -i ''/“export AWS_DEFAULT_PROFILE="bootstrap_profile"$/d""'
install_post_reboot.sh'
- "/bin/bash install_post_reboot.sh -g {{ GPUFamily }}"
- name: PreventAL2023FromUninstallingCronie
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "rm -f /tmp/imagebuilder_service/crontab_installed"
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Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-vdi-windows

description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.

schemaVersion: 1.0

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://research-engineering-studio-us-east-1/releases/
latest/res-installation-scripts.tar.gz'
destination:
"{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res-installation-
scripts.tar.gz'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
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maxAttempts: 3
inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'tar -xf res-installation-scripts.tar.gz'
- 'Import-Module .\scripts\virtual-desktop-host\windows
\Install.psl'
'Install-WindowsEC2Instance -PrebakeAMI'

6. GIREMALERE , RERFCIEAH

KR IFIER EC2 Image Builder Bt 5

EC2 Image Builder BL 5 E X T 4R ﬁﬂ@%ﬁﬂyﬂgﬁ_ ERREG , LREXLTERMHN—ARTAENX
REEHBIE -V REEMBEITNAN . BLTNOIERIERE S B 1‘@ EEMEE’J RES B4k B
BB AMl, BXRIENESER , BS Iﬁ]"éﬁﬁlm

RES XFUTHRERERS

« 5%k Linux 2 (x86 1 ARM64)

« 55 Linux 2023 (x86 1 ARM64)
« RHEL 8 (x86) # 9 (x86)

* Rocky Linux 9 (x86)

« Ubuntu 22.04.3 (x86)

* Ubuntu 24.04.3 (x86)

* Windows Server 2019, 2022 (x86)
* Windows 10, 11 (x86)

Create a new recipe

1. 3TF EC2 Image Builder #F|& , Bt Hhttps://console.aws.amazon.com/imagebuilder,
2. EERENARR T, ERBRES,

3. EERGEMGES.

4. WABE—HNBHNRES,

5. &1 RES XHFMEMERK.

HZFEH EC2 Image Builder B 5 93


https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-recipes.html
https://console.aws.amazon.com/imagebuilder

MEEIRIERE AriEE

6. & “XBHIEE T , WRAFRE SSM RE |, FRE. EAFRENTAEGEEZENRHFRE
PRAE S

@ Note
BXRUM%ZE SSM RENEE , H5H :

- @@ EAT Linux B9 EC2 34 E F3h %% SSM R,
- 7£ Windows BR$5E5H) EC2 £fil EFah REMEEH SSM KE,

7. XNFETF Linux WELS , BETDHEEMaws-cli-version-2-1inux 2 A 47N NEE
FH, N FETF Windows BWEL S |, BRI Z#HEENaws-cli-version-2-windowsiy i
BHRIMBIBEH P, RES ZEMAMEHIRMI DynamoDB £EREBEH BEM VDI FRIRER,
AWS CLI

8. AMFER Linux = Windows I E I K EC2 Image Builder A4,

/A Important

DTIRIRF R IX LB 4 |, HBEERMaws-cli-version-2-1inux ( XF Linux )
= aws-cli-version-2-windows ( XF Windows ) 2 4A 4,

¥ Components (2) mfo

D
(o me JB

9. (#FE)AMIIEHEENsimple-boot-test-<linux-or-windows>Mi®4A 4 LARIE
AMI REBAUEZN,. ZRHERENEN., SALUEREMRFSEERAMHAH,

10. MRFE , BEUAMBETER D , FNEFAEMEFENAG , AEEE SRS

Modify a recipe

MRAEEE EC2 Image Builder Bt 75 , M AT LB FIMUA THSERERAT -

1. WFETF Linux WES , BRFISBHERENaws-cli-version-2-1inux A 47502 &
B, XFETF Windows WELS |, HR I BEEMNaws-cli-version-2-windows#y#
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-manual-agent-install.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-install-win.html

MEEIRIERE AriEE

AHERMBE S+, RES REMAEM RIS DynamoDB S IREE EER VDI R FR.
AWS CLI

2. AHIAER Linux =X Windows ¥ 3E 822/ EC2 Image Builder 444,

/A Important

PRI F R LA 4, HE LR Maws-cli-version-2-1linux ( XF Linux )
= aws-cli-version-2-windows ( X¥F Windows ) #Z4A 4,

¥ Components (2) i
You can select a maximum of 2 (ump s (including build and test) for a recipe. Drag the components up and down to sort the sequence after selection. Components cannot be modified or replaced after a recipe is created. Automatic version
cholces are provided for each compon

Build comp onents (2)
uild components are software scripts that define a sequence of steps for downloading, installing, and configuring software packages. They also define validation steps.

2 aws-cli-version-2-linux
e late

3. MRFE A FRAMBEIERS , MNEFAEMAENAG  RARGEE CIEES.

BiiE EC2 Image Builder EitiZE 1

A LAE A ER R ML E RIS E Image Builder SR AFZEE RN 1= I8 1Y MR B 4 pL 22 BR &Y Amazon EC2
HiutE¥, EERESEEFEA , BUMERCEFNEMENEE , b UEREANEEMELE
=

E QBB R R E
- EFERAUEEMESE

, BRI EEMENEE
, EEMEMENEE

[

EfE Image Builder EMii&HE |, BHHITUATIRE -

1. NFIAM A8  FRASCHEPREENSEHEZ — IAM AL RES HiE,.

2. XTRHIRE , FREAFED 4 GB AXFEEEMER AMI ZHRE, M Amazon EC2
KBIRE,

3. X™WFVPC, FRMEZLYA , EXRATERMIGRFETHRGD. EXMATFIHE RES HIRH
cluster-settings DynamoDB M Amazon S3 EHEMHE,
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-infra-config.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/update-infra-config.html
https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/instance-types/
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Bl Z Image Builder B&E &

Image Builder RGEECE T Eftik G, BTHEMNHNNAHS. EmBELEENS ‘7;215%%0 =N
BGEBREN RES-ready AMls , BAILERCBFEESEANEEE. FXEZFELR , BSH
Image Builder AP iEEHHIEZMEH AMI BEEE,

Create a new Image Builder pipeline

$TFF Image Builder ##|4& , Pt 7 https://console.aws.amazon.com/imagebuilder,
ESMBERYP , EREEEEE,
%E DEEGEE

BEMAK B, AEER, NHRKRAMERIEEENEBFHAER.
EEERE & &R ‘FRIAGRE , AREREFLENE S EZFER EC2 Image
Builder fit 5. RUIEHRIZFHAEERE EH,
6. T ‘EMNEBRBIERE P, *EEFH@JJ&?%%KI}\:&ﬁIEMI'ﬂEuu.*Eo Ek%%&%/ﬁﬂ' RIANTE
FEREE T, BXEZEE , HSRIEMN EC2 Image Builder EEE E R G TERE

7. EENEMEMEES , ﬁ?%ﬁ?%fﬂﬁgﬁﬂi%mmﬁ REERET BN EMENEERE
EC2 Image Builder EftiZ2f), BWIFENEMERIFHAEERBTER,

8. HEBUDKERE H , EE ‘FARSRIANMECIES XRE", hiHEGLNSEN RES IFE
AWS X1 #8[E, ERARSIIAME , FEMEA Image Builder By X 8 2 E &,

9. EREERAGRHEARCIREE.

o K~ w0 Dh =

Modify an existing Image Builder pipeline

1. EFRAIEEE , BENFAGEAERAPOIENE S ERFER EC2 Image Builder B2 )5,
2. ERREER.

1217 Image Builder B&E &

EEREENAHEGR  YTEHEBGEE, WESETRFERE—MIe , EARRTEAE S+
AHHNBE,

EEZTRBEE , FHRITUTERE

1. NEGEED , RFEDENEERE Image Builder BBEE
2. MBE PER ESTEE

fit & Image Builder BI1& & & 96


https://docs.aws.amazon.com/imagebuilder/latest/userguide/ami-image-pipelines.html
https://console.aws.amazon.com/imagebuilder
https://docs.aws.amazon.com/imagebuilder/latest/userguide/pipeline-workflows.html

MESI/IEE AFiEmE
£ RES HIEM TR 3R 44 HEdx

1. REBHMthe section called “FRHF A% () AMIs™ i B SE M ER 4 3R o
2. XF AMIID , &% A A& 5 HAR&E AMI ID =17 Image Builder B{&E1E,

#Z % RES RiREBHENEHR

® Note

FREZM  ERITXESTR AT , HTFIUEBH PrivateKey R AR 77f% £ Secrets Manager &
e,

LR INE Web B/ 8%
1. EHHIMEBISNG alb 515 I9E BT ERMES

a. 1E AWS 2§ 5/ EC2 > BV > BB R TSI RES HNEBARITER.
b. BREEWANENNEIEEE<env-name>-external-alb,
c. REEFEEINABHERMNMITE.
d. EHHEEIEHEMAEEMNIRIA SSL/TLS IEHHHITER,
e. REER.
2. EEFREXRT

a. 7 DynamoDB-> #&k#&-> ik FEFHRE R, <env-name>.cluster-settings
b. FHIENKEMEHZEMRIE — BH @, “FHHE. {H @8 ME “external_alb”,
®Ecluster.load_balancers.external_alb.certificates.provided# True,

d. SEFHY

{fEcluster.load_balancers.external_alb.certificates.custom_dns_name,

X2 Web AFREINBENFHS,
e. FEIHHW

{fEcluster.load_balancers.external_alb.certificates.acm_certificate_arn,
XRFMEELDEEREEES (ACM) FHYAESIEP I S EIRE TR (ARN),

3. EFHEN Web BFintIZHMEAR Route53 FIFBR1EF , FHIEMAI alb AT ERH DNS &

fro <env-name>-external-alb

o
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MRASIEIAEE

RAriEmE

4, WMRIMEFELEET SSO , HEAE RESWeb [TFHMIMNEERE > SHEE > BQBEFR >R
D> REBZRATHKAOEANERBARENREE SSO,.

FHEBARE VDIs
1. BEIEBAHRMUTHRE |, £F RES NARFN BT GetSecret HEMNR :

e res:EnvironmentName : <env-name>

* res:ModuleName : virtual-desktop-controller

2. HERRERYP:

#£ DynamoDB-> F&#&-> IR EIELFRE K. <env-name>.cluster-settings
BRI KEI A FIREMRLE — B0 B, ‘FHE. 8 NE

“dcv_connection_gateway”’,
®Evdc.dcv_connection_gateway.certificate.provided} True,

E#MEvdc.dcv_connection_gateway.certificate.custom_dns_name, X2
VDI AE B ENEE
B

fEvdc.dcv_connection_gateway.certificate.certificate_secret_arn, X=&

RIFIEBRABTHNZHE ARN,
EHTRY

fEvdc.dcv_connection_gateway.certificate.private_key_secret_arn, X=&

REFLARNBTNZHE ARN,

3. EFMRATMXEHINEER :

a.

a o

o

£ AWS #2#|AH EC2 > Auto Scaling > Auto Scaling > A uto Scaling A F#TFF A uto
Scaling 4.,

¥ 5 RES HMEX R HIM < auto Scaling ., ZEHEBREDRIBHI<env-name>-vdc-
gateway-asgo.

HEIFME S0 PR F T BB ER.

EFAER > BRE>T |, EBEIUER ( BIEHRE ) .
B TR E “BRFRE

RN B RIKERHY A 7 83

S, B FCERTIFICATE_SECRET_ARNFIPRIVATE_KEY_SECRET_ARN. fFEARFIH ( &

\

FBW2.c) MR (SATR2d) RENBAEFXLE, ARNs

n

®¥ RES FiREBHEHA
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h. ¥R Auto Scaling A B EL & 8 £ A &I B 22 MY B sh EEARRAS ( 5k B Auto Scaling AT1H )
4. BEFENENKELIZRIMEM Route53 FIHABIER , FHIEMAI nb AEITHEEZH DNS &

Fr: o <env-name>-external-nlb

5. & ILTAEM dev-gateway 3£l : <env-name>-vdc-gatewayREEFFHEHIZ 3.
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BEEAEE

FAEEREEABRRZIRRERTHEXRNAE-TESH AWS FRAEMREIREITFEEEAR EAtLE
8o

F&

- ZHAEE

o BN AEZE
« AT HAUERR
- 2EEE

- MREE

ZHEE

MEEIRIEZERUTHREHRITEI AWS Secrets Manager. ERIERERE , RES 2831612
%, EERAEYEREN M ANZRENSER A,

FEBT 1%, BF 24K RES EEBEREmMA
<envname> -ssoO- IRIE 8 1 B OAuth2 V4

client-secret =P im A

<envhame> -vdc- vdc ClientSecret v

client-secret

<envhame> -vdc- vdc Clientld v
client-id
<envname> - B EZRIEPFAL v

vdc-gateway-
certificate-pr
ivate-key

<envname> - B BEZRIUEH v
vdc-gateway-
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BB i A E4RKHY RES EEACAA

certificate-ce
rtificate

<envname> £ B E SR ClientSec v
-cluster- ret

manager-c

lient-secret

<envname> EHEEES Clientld v
-cluster-

manager-c

lient-id

<envname> - B LR IEHFAEA v
external-
private-key

<envname> - B EZRILS v
external-

certificate

<envname> - o SRR IR v
internal-

private-key

<envname> - HHBEZLHFIEH v

internal-

certificate

<envname> ServiceAccount A v
-director K ME—¥ 517 (DN) B

yservice- .

ServiceAc

countUserDN

DynamoDB H<envname>-cluster-settingsRHAEELLT#E ARN & :
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Key
identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certifica
te.certificate_secret_arn

vdc.dcv_connection_gateway.certifica
te.private_key_secret_arn

cluster.load_balancers.internal_alb.
certificates.private_key_secret_arn

directoryservice.root_username_secret_arn
vdc.client_secret

cluster.load_balancers.external_alb.
certificates.certificate_secret_arn

cluster.load_balancers.internal_alb.
certificates.certificate_secret_arn

directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id

cluster.load_balancers.external_alb.
certificates.private_key_secret_arn

cluster-manager.client_secret

S S 92 )

(@ Note

PARLFEHRMNTREI/EZU B <EBE AWS Budgets . AWS GovCloud (US)

KR

HER

HER

HE

HE

HEtx

HE

HEtx

RS A2 o
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BATE VGBI AWS Cos t Explorer SIE2TE , URBEERAE, MMEAR2RETL. METHES

#15 , FSEEBIMHNEN M R the section called “AWS A= FHF KRS,

N T REIFATRARE | B0 RES BB SHEE R SIZATEMEKE AWS Budgets, BELAER
BUEIKE XA D BARE AR HEIRE

1. B% AWS BEEIEH A HITHF B AWS illing and Cost Management 2% & .

2. EBRADERZ,
3. EEHikFres:ProjectHres:EnvironmentNametrZ,
4.

ERHE,

Billing
Cost allocation tags we

Home Cost allocation tags activated: 3

v Billing
User-defined cost allocation tags AWS generated cost allocation tags

Bills

Payments &

Credits User-defined cost allocation tags (2/47) info

Purchase orders

‘ Q Find cost allocatfon tags 11 matches

Cost & usage reports

co caegres 115 @

Cost allocation tags (52

Frea tier - -] Tag key A Status v Lastupdated date Last used month v

Billing Conductor [ (] res:BackupPlan ® Inactive November 2023
¥ Cost Management (] res:ClusterName ® Inactive November 2023

A

Cost explorer [ O res:DCVSessionUUID ® Inactive November 2023

Budgets

Budgets reports O res:EndpointName ® Inactive November 2023

savings Plans [ res:EnvironmentName 5 3 y @® Inactive November 2023
v Preferences O res:Moduleld ® Inactive November 2023

Billing preferences (] res:ModuleName ® Inactive November 2023

Payment preferences

. lidated billing [2 O res:ModuleVersion ® Inactive November 2023

‘onsolidated billing

Tax settings O res:NodeType ® Inactive November 2023
v Permissions res:Project ® Inactive November 2023

YRp—— )

HEG HERZARFEE-RNES 2HI
5 o, RES T REFxZ Al e BT 18 G318
A RRCBTE , BT TRE
AL o) .
EH RES RIREEME , BHIATUTNRIE :
1 ZHIEH , EEME
1. &EkfEEFaS, NF o
S
2. EERBIEME,
b b [—TR\) =
3. EMEIRET , EFEEN (B4R ).
BRAT  2RRATME-HE

4. HEMERET, NH-H%.
RS A2 o 103


https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://console.aws.amazon.com/costmanagement/home

MESIRIAEE

RAriEmE

5. ;‘&j&% -F - Z’F o
Billing %

Home

¥ Billing
Bills
Payments
Credits
Purchase orders
Cost & usage reports
Cost categories
Cost allocation tags
Free tier

Billing Conductor [

¥ Cost Management
Cost explorer [4
Budgets | 1
-
Budgets reports

Savings Plans [4

¥ Preferences
Billing preferences
Payment preferences
Consolidated billing [2

Tax settings

¥ Permissions

Affected policies [

Step 1
Choose budget type

Step 2
Set your budget

Step 3
Configure alerts

Step 4 - Optional
Attach actions

Step 5
Review

Choose budget type i«

Budget setup

2@

-

) Use a template (simplified)

Use the recommended configuratiens. You can
change some configuration options after the
budget is created.

© customize (advanced)
Customize a budget to set parameters specific
to your use case. You can customize the time
period, the start month, and specific accounts.

Budget types

© Cost budget - Recommended \ﬂ-/

member accounts.

Manitor your costs against a specified dollar amount and receive alerts when your user-defined thresholds are
met. Using cost budgets, the budgeted amount you set represents your expected cloud spend. For example,
you can set a cost budget for a business unit and then add additional parameters such as the associated

() Usage budget

Amazon 53.

Manitor your usage of one or more specified usage types or usage type groups and receive alerts when your
user-defined threshalds are met. Using usage budgets, the budgeted amount represents your expected usage.
For example, you can use a usage budget to monitor the usage of certain services such as Amazon EC2 and

() Savings Plans budget

underutilized.

Track the utilization or coverage associated with your Savings Plans and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by Savings Plans, while setting a utilization target lets you see if your Savings Plans are unused or

) Reservation budget

Track the utilization or coverage associated with your reservations and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by reservations, while setting a utilization target lets you see if your reservations are unused or
underutilized. Reservation alerts are supported for Amazon EC2, Amazon RDS, Amazon Redshift, Amazon
ElastiCache, and Amazon Elasticsearch reservations.

5

'\__/' Cancel Next

6. EWAEET , NENTMERA - TAEUNTMERN , WHEESKF FHEGTEX DT K. 5

W <EnvironmentName>-<ProjectName>-<BudgetName>,
7. EREMESHT T, MATBNMEESHA.
8. EMESLBET , EFHEISE AWS X4 E,

9. &R RINTEIEFAF.
10. HEET |, EHEIRE,

1. & “BR¥” T , 1% “RES: Project

® Note

HENERZSTREEM RN BT EZEANTA.

12. B T, BETE AW
13, & NATERFZM  FUE iR mE.

MBEMAARE , ERAUUGERE,

B 0 R 422 )
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Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part of this budget

Scope options

() All AWS services (Recommended) O Filter specific AWS cost dimensions
Track any cost incurred from any service for this Select specific dimensions to budget against.
account as part of the budget scope For example, you can select the specific service

“EC2" to budget against.

Filters info Remove all

Dimension

\ Tag y. v

{ Tag \

\| res:Project y, v
/Values N

| Filter tags by values v

project1 X

\ J/

Cancel Apply filter

Add filter

¥ Advanced options

Aggregate costs by
Unblended costs v |
Supported charge types v |

Upfront reservation fees X | ‘ Recurring reservation charges X | | Other subscription costs X |

Taxes X | ‘ Support charges X ‘ | Discounts X |

BRAS M  A 42 ) 106



HRETRIEE g
15. ( Wik, ) AMEHRRE,

16. &FET—F,

17. ( "k, ) MREETER , BEAMINRENBREEFRMENERE,

18. ®&FET—F,

19. EEMEREABINE ‘HUEMESH TRE T EBHRE,

20. EHRVEME,

i, MEEHR , EUUANTEEAME. ENREFEME , HZMthe section called “YriE M

B’ MRBHNE A ELRENEELES. IREEHEXNNBETNE , MZa XV FH4EE

Title Project Code Status Budgets Groups Updated On

Actual Spend for budget: RES1-Project1-Budget1 « DemoUsers

project1 project1 @ Enabled ® Budget Exceeded * DemoAdmins 10/31/2023, 12:44:12 PM
Limit: 500.00 USD, Forecasted: 3945.34 USD

* ProductUsers

NMREFEELTE , FREZHAREMESH. EAKRSTRFEZTHS T EEE RES PEMK,
HE , BURBIE UERATE,

X 2N 70 AT TR AR

RA DT RIRAF RES EERM RES TP ME—RINBANIMEMENT B KAE&, AIUEREE
TH 5 3% R AR o

FB

. FREMH

- mAMEDERXRNINE

- —BNENERADTERE

« & CSV

AR I E AR 07
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FRF M

EFEAMREIRIEZNRAZHER , BLMENITUATERE

BIEME.

£ B AWS illing and Cost Management & F IR E
HMEMMBE S (SREETE ),

NEBE T # RES WIKF BUERA S B R, it , BREBUTSRRE

1. REBIBRHTIE T VDI, XLTE Cos t Ex AWS plorer FfiEres:Projectif® , XH ST

BEEE 24 /Y,
2. RIENZE , BRAFRZERMABEEIE, £ Cost Explorer FIt R BALUBUERE . WITE ATAEE
EE 24 /i,

Cost analysis onboarding info

To start tracking expenses incurred over a period of time, take the following steps.

Step 1 - Launch desktop Step 2 - Enable cost tags
Launch your first desktop within this account and wait up to 24 hours for cost allocation tags to create. Once tags are created, enable cost allocation tags for the web portal and wait another 24 hours for data
to display.
Launch desktop

8 T E 7 B B R YT E

‘EXERMENTE BRER RES MEFESEMENTENAERS, MNBERT , ZEREME
EHERE 5 MNAE . BALNE FHEERHNBE THIRPERBENTE , ZTHIIRSMBTR
EoBHTE N TEIIR,

TR 108


https://console.aws.amazon.com/costmanagement/home
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/

WREIBRIHEE RAriEmE

Projects with budget assigned @ C Review projects ) C Create project )

Track the current status of budgets.

Project name

test-project-2

test-project

2000 4000 6000 8000
Budget (USD)

o

W spent [ Exceeding Remaining

v Display settings

Filter displayed data

[ Find project by name v }

test-project-2 test-project

[ test-project-2 X] [ test-project X]

ZERRUEZAETERSMIENIH, MRNEFIESH. RERREERE LAATE RSN RN
PIETEH, SO DFEREA LANERTE MIZM B ZARTIF BB M “GIRWME” WH.

Projects with budget assigned @ ( Review projects ) ( Create project )

Track the current status of budgets.

Project name

test-project-2

@ spent 1,792.09 USD

@ Exceeding 0.00 USD
Remaining 8,207.91 USD

test-project

0 2000 4000 6000 8000
Budget (USD)

@ spent M Exceeding Remaining

v Display settings

Filter displayed data

[ Find project by name v ]

[ test-project-2 X] [ test-project X]

test-project-2 test-project

FEMESRERNIE 109
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— BB (A1 HY B AN 0 AT R 2R

—EREARADITERE R THEENBERRNZME XN 2R ERAA, MABRT , BRERTE6
MNEAHBMNANEE. CURERNNES RIEENFSSENREEAHESING 5 MNIE, RTAE
A, FREEAEAEDT B #CETE “H K3 T

Cost analysis over time @

Track expenses incurred over a period of time.

Costs (USD)

10.00
5.00

Aug 2024 Sep 2024 Oct 2024 Nov 2024 Dec 2024 Jan 2025

Wasd Wabc-123 M projectl

v Display settings

Filter displayed data Time range

[ Find project by name v ] [ 2024-08-01 — 2025-01-31 ]
project’ X abc-123 X asd X :
[ projectl abc-123 asd Granularity
[ Monthly v ]

IR SR

B LRIE . NESEEMUERTHE , ABEL —RNEANKASITERUE, MREETEM
ZTRHOIERAS , WaFH-—MESER , LETUERRET ENEENEZEFH ENTIRRA
BRI

Project

YRGS LR RHEE THEIRN , (REFFHE RES EF M BN TRIIR, BLBIHE S
B, BIEBERE TH.

—ERET R A D ATE & 110
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abc-123
V4
. abc-123

asd

asd

project
project1

0 res-integ-test-gw1

res-integ-test-gw1

Find project by name A
projectl X abc-123 X asd X
§ projectl abc-123 asd
EERESEE

HiEE R EER |, TARERERLEISTESAXNTE, EFEAXTEN  HERATRENEEVITE
BHl, B0, REE 2025 F 2 AT ‘DX 6 NA” &, NetESSENRAN 8/1/25-1/31/25,




WREIBRIHEE

RriEmE

-

Relative range Absolute range )

Choose a range
(O Past 1 day

(O Past 7 days

(O Past 1 month
(O Past 6 months
(O Past 12 months

(O Custom range
Set a custom range in the past

Clear

—ERET R A D ATE &
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F N,

< August 2024 September 2024 >

Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat

- 2 3 1 2 3 4 5 6 7

4 5 6 7 8 9 10 g8 9 10 11 12 13 14

7

11 12 13 14 15 16 17 15 16 17 18 19 20 21

18 19 20 21 22 23 24 || 22 23 24 25 26 27 28

25 26 27 28 29 30 31 29 30J

Start date End date

[ 2024/08/01 ] [ 2025/01/31 ]

Clear Cancel

LN 7

R

BRLLERRE A, SRXYB/NIHHNNEEERE. BPENENXERS 14 RWEHEE. AN
ERXEFERSZ 14 MANBHER.

Monthly v
Daily

Hourly

Monthly A

—ERET R A D ATE & 113
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& CSV

ESHIURAAES AR |, FIEE HERERCRESH BREA LA/ “TH CSV’, TR CSV

BESMEETE ERENBERNNKAES , URIRM B MetE R 58 B2 8.

Home Insert

'ﬁD v c& Calibri (Body)
[ v

Paste
%

B

Draw

I u

Page Layout

v 12

Formulas

v A

Hv A

Data

Review

Vii

ap/

|1

A

Q Possible Data Loss Some features might be lost if you save this workbook in the col

&
v

Al

fx  res:Project

C

abc-123(S)
21.67188038 12.9429946

10.7180966
10.95378378

D

12.9429946

E

project1(S) Total costs(S)

58.75105397
0
10.7180966
10.95378378
24.13617901
0
12.94299457

SEEBNFRNNASFRET RENREARE, FAEERAF , EUUAATFAFERTE HEH

A B
1 |res:Project .|asd($)
2 res:Project total 24136179
3 8/1/24
4 9/1/24
5 10/1/24
6 11/1/24 24.136179
7 12/1/24
8 1/1/25
9
10
11
12
13
2EEHE
BENEERERNSTE,
&
o PEHIER
° Klﬁ

o BHEHERR () AMIs

T# Csv
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122 %1 TE Al

Research and Engineering Studio

2)

v Home
Virtual Desktops
Shared Desktops
File Browser

SSH Access

ADMIN ZONE

v eVDI
Dashboard
Sessions
Software Stacks (AMIs)

Permission Profiles

res-stage (us-west-

<
Virtual Desktop Dashboard

Instance Types (1

Summary of all virtual desktop sessions by instance types.

méa.large
Debug
Settings
& B méa.large
» Envir M

Base0S (3

Summary of all virtual desktop sessions by Base OS.

Windows

Amazon Linu...

W Amazon Linux2 [ Windows

Availability Zones (5

Summary of all virtual desktop sessions by Availability Zone.

us-west-2a

W us-west-2a

L & demoadmin1 Vv

Session State (2

Summary of all virtual desktop sessions by state.

STOPPING !

) STOPPING

Project (4

Summary of all virtual desktop sessions by Project Code

project1 !

W projectl

Software Stacks (6

Summary of all virtual desktop sessions by Software Stack.

Software Stacks

Amazon Linux 2 - x86_64

o -
0

0.5 1 15
No. of Sessions

N}

W Sessions

R HE R
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SEEEMURRUEERTUREESE :

1. SRR E
2ERE
EmiRERS
Projects
ATAX
SRR

2 R S

A EEREAM

7. RIFTURRAEFE R
8. i ‘BERFRWE USEME “2F"

21

LBEEREMREIRIFEFUENMAELRE. £ ‘21F NEHP , EAUFENEEXEEE
H e EHFE

RES Virtual Desktops Sessions

Sessions (2)

Virtual Desktop sessions for all users. Endﬁ see these sessions eal Desktops. 9
QLG OR AN  Create Session

@ Created ¥ Last 1 month

Q Search 0 All States ¥ All Operating Systems ¥
(-] Session Name v Owner v Base OS Instance Ty... State Project Created On

[ demoadminiami21 [ B demoadmin1 Amazon Linux 2 méa.large @® Stopped project1 9/27/2023, 8:31:50 AM
O demoadminiwindows1 demoadmin Windows méa.large @® Stopped projectl 9/27/2023, 8:38:23 AM

1. FRAZXEREREENEABSENEREFTNERIEE R,
2. BE—IN2E , REEA BRE RERNITUTRE

a. ME2E

b. Stop/Hibernate &iF

2iF 117
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c. 58l Stop/Hibernate &1i&
d. £IELE
e. BHEILIESE
f. & Health
g. BIEIHHER
3. &R “DIELE UOIEHRE,
4. REMERSTE , ARRSNBRERSHITHIE,
5. i FRFEEMUEEELHAF R,

B SE

EiE QELE, ‘BIFELNKE BT,

2. WMAFSENFEAES.

3. (Wik, ) I "EFERET URAESHMAESR , HIU0FM ID M DCV 21FRE,
4. BEBREXR,

—
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21iF

r'

__Storage Size (GB)

Launch New Virtual Desktop

Session Name
Enter a name for the virtual desktop

[

Session Name is required. Use any characters and form a name of length between 3 and 24
characters, inclusive.

User
Select the user to create the session for

(@

Project
Select the project under which the session will get created

[

Operating System
Select the operating system for the virtual desktop

[ Amazon Linux 2

Software Stack
Select the software stack for your virtual desktop

[

Enable Instance Hibernation

Hibernation saves the contents from the instance memory (RAM) to your Amazon Elastic Block
Store (Amazon EBS) root volume. You can not change instance type if you enable this option.

®

Virtual Desktop Size
Select a virtual desktop instance type

(@

Enter the storage size for your virtual desktop in GBs

[ 10
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LIEEE

M 2F FIFRG  REREFBMUERERERARES.

RES Virtual Desktop SESSS 8765705b-8919-48ba-901a-19e2c49cf043

Session: demoadmin1amli21

General Information

Session Name Owner State
demoadmintami21 demoadmin1 ® Stopped
Details Server Software Stack Project Permissions Schedule Monitoring - >

Session Details

RES Session Id DCV Session Id Description
8765705b-8919-48ba-901a-19e2c49cf043 bd63e69a-e75a-427b-b4c8-39d7c43b95ad

Session Type Hibernation Enabled Created On

VIRTUAL No 9/27/2023, 8:31:50 AM
Updated On

9/29/2023, 11:01:20 PM

A () AMIs

ERHHERTIE , B LB E Amazon REREG (AMIs) HEBEIHREK,

BMAEHER () AMIs 120
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RES Virtual Desktops Software Stacks (AMIs)

Software Stacks ©

Register Software Stack

Manage your Virtual Desktop Software Stacks

All Operating Systems ¥

Name v Description v AMI ID / Systems Manager Parameter A... ¥V Base OS v Root Volume Size Vv Min RA...
O RHELS - x86_64 RHELS - x86_64 ami-01955109048f9b11d RedHat Enterprise Linux 8 50GB 4GB
O UBUNTU2204 - x86_64 UBUNTU2204 - x86_64 ami-09ac0b140f63d3458 Ubuntu 22.04 50GB 4GB
O Windows - x86_64 Windows - x86_64 ami-06244562918e090e8 Windows 50GB 4GB
O Windows - AMD Windows - AMD ami-0c204e78e7e8c343b Windows 50GB 4GB
O Windows - NVIDIA Windows - NVIDIA ami-06871ff48caabe79%e Windows 50GB 4GB
O RHELO - x86_64 RHEL9 - x86_64 ami-0a74a0465cdeeadb3 RedHat Enterprise Linux 9 50GB 4GB
O Amazon Linux 2 - ARM64 Amazon Linux 2 - ARM64 ami-0f27f8ea8f8bd937c Amazon Linux 2 50GB 4GB
O Amazon Linux 2 - x86_64 Amazon Linux 2 - x86_64 ami-0ad253013fad0a42a Amazon Linux 2 50GB 4GB
O AL2023 - ARM64 AL2023 - ARM64 ami-0aaf509a1ebd95e61 Amazon Linux 2023 50GB 4GB
O AL2023 - x86_64 AL2023 - x86_64 ami-08a6efd148b1f7504 Amazon Linux 2023 50GB 4GB

1.2 >

. ERRUANRAHER | BEARFERETHIRERERSHTHEL,

1
2. EERBRAHRNENAEEE R HERNFHAER.

3. IEBRHM AR F LN RIRRE , REERREREREHEMGTHERIBESTE
4. JEFF GEMER AR R UGB AT

S AT B9 B A HE A
2R EMER A AL R T DA B2 AT AR

(® Note

&0 LAME A R iKY Systems Manager S5 7 Hi 4 #E4% ID B9 BIA,
Systems Manager Z#ZEE U THREFEELE RES BRI EA] :

« ¥ : res:EnvironmentName , {8 : <your RES environment name>

- # : res:ModuleName , {§ : virtual-desktop-controller

1. &8 TR,
2. RAFRAHERBNFRER

AR () AMIs —
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Register new Software Stack X

Name
Enter a name for the software stack

[ ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ ]

AMI ID / Systems Manager Parameter ARN
Enter the AMI ID or Systems Manager Parameter ARN

[ ]

AMI ID must start with ami-xxx. Systems Manager Parameter ARN must follow the ARN format

Operating System
Select the operating system for the software stack

[ 3

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[ 3

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

[0 ]

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

& ]

Projects
Select applicable projects for the software stack

[ 3

Tenancy
The type of tenancy

R 1154 123
r?hared v ]
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(® Note
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Update Software Stack: AL2023 - x86_64 X

Stack Name
Enter a name for the Software Stack.

[ AL2023 - x86_64 ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ AL2023 - x86_64 ]

AMI ID / Systems Manager Parameter ARN
Enter the AMI ID or Systems Manager Parameter ARN

[ ami-08a6efd148b1f7504 ]

AMI ID must start with ami-xxx. Systems Manager Parameter ARN must follow the ARN format

Operating System
Select the operating system for the software stack

Amazon Linux 2023 v

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[NIA v]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

[0 ]

Min. RAM (GB)

Enter the min. ram for your virtual desktop in GBs
€ ]

Projects
Select applicable projects for the software stack

[ v

Tenancy
The type of tenancy

B4 HEAR A TAMITS 125
&[( Shared v ]

Allowed Instance Families and Types
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5. EEEXR.

#th T LU SRR 1 AR 15 B T E SR B R A HEAR
1SR M HEAREY VDI K BIFIR

XN TFHANEMBO MR |, BALLUER R FHRAIRFINRE, SMREHERNATSREEEREF
E X HDETUR TR, EANEBERIAERERAFIKAIRFIFKE,

j Research and Engineering Studio 4 8 admin1 v

res-deploy (us- < Review the virtual desktop settings s
east-2)
Module Name Module ID Version
v Desktops virtual-desktop-controller vdc 2024.12.01

My virtual desktops
Shared desktops

General Notifications Server Controller Broker C i [ Logs
¥ Session management .
Session ®
Sessions
Software stacks Idle Timeout CPU Utilization Threshold Enforce Schedule
Debugging 43200 minutes 30% Yes
Desktop settings Transition State Allowed Sessions Per User
. Stop 5
v Environment management
Dashboards New
Projects DCV Host @
Users
Allowed Security Groups Max Root Volume Size
Groups
1000 GB
File systems
53 buckets Allowed Instance Families and Types Denied Instance Types
Ident ¢ ; gld
N
lentity management New . gadn
Permission policy . g5
Environment status * méa
. 3
Snapshot management . meg

Environment settings

BB R R UFRISEAIRFIMRE B , BT TRE

1. ERMFERTEL  GRRAHERR 2R EE,

2. EERBRE  RBIERREHER,

3. M RFHIRBIRFIMRE" TH TRFIRPIEFEFAFRERFIMEKE,
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Update Software Stack: AL2023 - x86_64

Stack Name
Enter a name for the Software Stack.

[ AL2023 - x86_64

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ AL2023 - x86_64

AMI ID / Systems Manager Parameter ARN
Enter the AMI ID or Systems Manager Parameter ARN

[ ami-08a6efd148b1f7504

AMI ID must start with ami-xxx. Systems Manager Parameter ARN must follow the ARN format

Operating System
Select the operating system for the software stack

Amazon Linux 2023

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[ N/A

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

(s

Min. RAM (GB)

Enter the min. ram for your virtual desktop in GBs

(4

Projects
Select applicable projects for the software stack

[

Tenancy
The type of tenancy

B () AMIs

[ Shared

Allowed Instance Families and Types

127
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4. EERXR.

® Note

MR/ AFHRFRFINREELSE - DRPIRINZR T F Y — P RHIRE (6
Wt3Mt3.large ) , MERAHERE “RFRKRAIRFIMRE BRI HETURR 255 % K6
%51,

/A Important

o ERER M ARFHIRFMBRSES] typelfamily &, %3561 51 B 35 MFTE F 4 4% B I BR
« types/families FEIRER BRI SZFIT 4 B oA MBI R HER F,

EERFHREARGE

EHAHERTE L SRR HEREVUAETRERARGE, SUALLUERREERNRIERE  ERR
YR IR Ym B SR Ym BB IR HEAR

VDI FE X

SEMIE R R RBEERNE RN | THNER AR PR D VDIs BARRAHRNEL,
ERLTF ML .

+ HF (BN ) - VDIs EAREEARAIEST

« TRRHI- VDIs % ARAIET

+ EAEH- VDIs EAEAINEST
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Register new Software Stack X

Name
Enter a name for the software stack

[ ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ ]

AMI ID / Systems Manager Parameter ARN
Enter the AMI ID or Systems Manager Parameter ARN

[ ]

AMI ID must start with ami-xxx. Systems Manager Parameter ARN must follow the ARN format

Operating System
Select the operating system for the software stack

[ v

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[ v

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

(0 ]

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

& ]

Projects
Select applicable projects for the software stack

[ v

Tenancy
The type of tenancy

HEEHRK () AMIs 129
[ Shared v ]
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ERTAENNERREN  ELTOEREERBEMBARENRE, FUTERENRE .

o EHEFRA-TE L AWS icense Manager H 8|2 EH & IRA
o EHIDAFEMNEN ID

Tenancy
The type of tenancy

[ Dedicated Host v ]

Tenancy Affinity
The relationship between an instance and a dedicated host

(on )

Target Host By
The type of target host

[ Host Resource Group v ]

Host Resource Group ARN
The ARN of the dedicated resource group

[ ]

B () AMIs 130
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Tenancy
The type of tenancy

[ Dedicated Host v ]

Tenancy Affinity
The relationship between an instance and a dedicated host

= )

Target Host By
The type of target host

[ Host ID v ]

Tenancy Host ID
The ID of the dedicated host

[ ]

EEELEFEATAENNEARES VDIs RATENEMETERT AL , HREXEKEEE T AIEMN
License Manager AWS A FIEMFIX L AMIstFA[IESEH AMI #H<Ex,

0 Rocky Linux 9 i #43Ei%

RES & A& T Rocky Linux 9 B BRIAER {34k , RBL AT RS T B EA B Rocky AMI BUK wn4a
FATHRIL

1. BFAWS #2#lE5 , ARHE EC2 £HAHH AMI BERH,

2. 1£ AWS Marketplace #£I+ AMIs T# 3% &5 Rocky Linux 9,

3. M Rocky Linux Hi%&# &R Rocky Linux 9 ( BEJ5 ) -x86_64 B AMl,

AR () AMIs 131


https://docs.aws.amazon.com/license-manager/latest/userguide/license-rules.html#ami-associations
https://docs.aws.amazon.com/license-manager/latest/userguide/license-rules.html#ami-associations
https://console.aws.amazon.com/ec2/home#AMICatalog

MESIRIEE

RAriEmE

) Rocky Linux’ [Rocky Linux 9 (Official) - x86__(-34]
By Rocky Linux [? | Ver 9.5.20241118
ok Kk 73 AWS reviews [

Starting from $0.00 to $0.00/hr for software + AWS usage fees

Select

Rocky Linux is a free, open, community enterprise operating system

designed to be 100% bug-for-bug compatible with the top

upstream enterprise Linux distribution. Built by the community, for

the community. With fully open and transparent development,
there's plenty of opportunity for anyone to...

4. EFiE &R AT
5. MmLRs , RBEEHFTE AMI K AMI ID,

AMI Catalog

An AMI is a template that contains the software configuration (operating system, application server, and applications)

required to launch your instance. You can select an AMI provided by AWS, our user community, or the AWS Marketplace; or
you can select one of your own AMls.

AMls
Selected AMI: (ami-0a73e96a849c232cc)

( Create Template with AMI )

Launch Instance with AMI

| Q Rocky Linux 9
A

x)©

Quick Start AMis (0) My AMis (176) AWS Marketplace AMlIs (589) Community AMIs (500)
Commonly used AMIs Created by me AWS & trusted third-party AMIs Published by anyone

6. BI{E RESTIF , AL AMI £ “BREFHEAR” TUE T IEMH AV 434

BHEREREELREAMEXAERRE, S UERALERRNEEN 2 BHES). VD Host B+

LRBETROIAES) , VD 2ERTIFEREERITHREED

i
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View hosts and sessions registered with NICE DCV Broker
v Home N

Virtual Desktops
Shared Desktops
File Browser

SSH Access

ADMIN ZONE

|

eVDI

Dashboard

Sessions

Software Stacks (AMIs)
Permission Profiles
Debug

Settings

KREIRE
A GAER R ERE

al Settings

Virtual Desktop Settings

VD Host

VD Sessions

of 1 item
©"servers" : [ 1 item
©0:{ 15 items

"id" : "aXAtMTAtMy@xNTctMTkOLmNvcnAucmVzLmNvbSOxMC4zLjEINy4x0TQtNmRmY j ImNWYyYTQANDEYN2E1IMzgwZDU4YjIzM2I2Zjg=""

"ip" 1 "10.3.157.194"

"hostname" : "ip-10-3-157-194.corp.res.com"
"default_dns_name" : "ip-10-3-157-194.corp.res.com"
"port" : [NUEE
©"endpoints" : [ 4 items

©0:{ 3 items

"port" : 8443

TUTH R B I 5 B L R R BR Y TR

Module Name
virtual-desktop-controller

General Notifications

Idle Timeout
43200 minutes

Transition State
Stop

DCV Host

Allowed Security Groups

Allowed Instance Families and Types

.13
* gddn
* gdad
. g5
¢ méa
¢ még

— X P [R] &R

Module ID Version
vdc 2025.03b1
Server Controller Broker Connection Gateway CloudWatch Logs

CPU Utilization Threshold Enforce Schedule

30% Yes

Max Root Volume Size
1000 GB

Denied Instance Types

B B R RGRATRE

QuIC

JBR QUIC , &R TCP A FA B K EAY R IR A M IHIL

SHEIRE
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MBEEREFEURZH A2 ERBEHNER.
BB NEINRAPRANRTFHSER
OB SNAP AR VDI 2EHHARIAE,

ARS5 28
B RS G AUBRUTRE !

DCV &5 Z R E At
HLetEZ/E , DCV 2EREHMTT . IFLKERARERXERRS

N B XA RE,
2R R A B
EHNEZE , HEEFiRAL HERES,
CPU M XRE
EMRNZERM CPU AR,

RARE RN
EARE X TE R RBHIFIAK D

BRI\ DCV 2ifZRH
RTHRAEEMKEMNIIADCV 21ERE, HRETEATEAMCIRNRE., XMUERATRAIRE

R&M DCV FFima Web

ARVFHYSEHIER
ARk RES SRR KHIR M KNSR, FESEHRINMEF KN AE, Bl , tnRE
BE “‘m7a” , MFAE KD m7a RIIEET/ER VDI 2iFB 3. MREEE “‘m7a.24xlarge” , MR

A m7a.24xlarge AILMEN VDI £ER 3. WIIRSFWIFRHNRETE,

134
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RES Virtual Desktops Settings

Virtual Desktop Settings

Review the virtual desktop settings

Module Name Module ID
virtual-desktop-controller vdc

General Notifications Server Controller Broker
General

Quic

Quick UDP Internet Connections (QUIC) is a protocol that attempts to improve streaming in higher latency
environments.
Toggle on to activate QUIC in favor of TCP as the default streaming protocol for all your virtual desktops

© Disabled O

Subnet AutoRetry
@ Enabled

Default DCV Session Type

Default setting will only apply in cases where Instance Type and Operating System supports either Virtual
or Console Session Types.

[ Console v ]

IEEE

Connection Gateway

Version
2025.03b1

CloudWatch Logs

eVDI Subnets
. subnet-0631e566e706ad31e
. subnet-00d930afd7485c9a5

Randomize Subnets
© Disabled

Default Allowed Sessions Per User Per Project

Default value for allowed sessions per user per project.

5 .£

£ Research and Engineering Studio #y “*MEEE” M5 , EEAFTUNEHARM IR A CIEZNE
BRERE, XEREANSRTERR, FHERNEGSXENEHS , MEXEEHVTRENIRES, A
FAUEENBESUXEMELUARHTBNBEER , NMEBRN X #FRSG RITRE, NiLE
£, MA2FEEME B HIE,

£l

o IR

- IMRRE

» Users

. @

* Projects

- IPRZERE

« XHRS

- REEE

« Amazon S3 174#

HIEEE 135
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IFIRES

“MERA THERTmPEHENRENEN. CSRENRERE, EREVMEMWREER X

EI\J 1% /%\ o

Research and Engineering Studio

= RES Environment Management

Environment Status

Modules

Environment modules and status

Module

Global Settings
Cluster

Metrics & Monitoring
Directory Service
Identity Provider
Analytics

Shared Storage
Cluster Manager
eVDI

Bastion Host

Module ID
global-settings
cluster

metrics
directoryservice
identity-provider
analytics
shared-storage
cluster-manager
vdc

bastion-host

Infrastructure Hosts

Cluster hosts and status

Instance Name

res-demo2-bastion-host

res-demo2-vdc-controller

res-demo2-vdc-broker

res-demo2-cluster-manager

res-demo2-vdc-gateway

Module ID

bastion-host

vdc

vdc

cluster-manager

vdc

Version

2023.10
2023.10
2023.10
2023.10
2023.10
2023.10
2023.10
2023.10

2023.10

Node Type

@ Infra

Type

® Config

Version
2023.10 mb.large
2023.10 mb5.large
2023.10 mb.large
2023.10 mb.large

2023.10 mb.large

RRERENMHERmEENFAESR , HlW

* General

Instance Type

Status

© Deployed
© Deployed
@© Deployed
© Deployed
@© Deployed
@© Deployed
@© Deployed
@© Deployed
@© Deployed

@© Deployed

us-east-2a
us-east-2a
us-east-2b
us-east-2b

us-east-2b

Availability Zone

L & demoadmind v

®

View Environment Settings

API Health Check
© Not Applicable

© Not Applicable

© Not Applicable

© Not Applicable

© Not Applicable

© Not Applicable

© Not Applicable

@© Healthy

(©) Healthy

© Not Applicable

Instance State
@ Running
(@) Running
@© Running
@ Running

@® Running

Module Sets

o default
o default
o default
¢ default
¢ default
o default
o default
e default

e default

©

Private IP Public |

10.1.3.148 3.145.1¢
10.1.129.105
10.1.149.12

10.1.155.249

10.1.153.135

HRERAS
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EREEFRVAFNEEARFBNEFHAESEE. S ARE] 7 MIGARE MR A,
- BORHE

L RENEQBEFREZEKBNER

* Network

£ R VPC ID, HRIBIZRSIZ IDs -
- BEBRS

L RAFBNEBEES B FIREMRS K S HAEESR ARN.

Users

MERES B XRSNAMBERAFERERE ‘A TH L, EEE~mE , AFEFEEEAAR
B, AXVBAFEENESEE , BEHAEERERM.

(® Note
EEARENERAFCERE, MANBRAT , IERAFERRT RMR 2o S8 TIFES
R, MRAFLTIEFDRS , FENEIGESF 2 ERMBIEFR,

- Research and Engineering Studio L & demoadmind ¥

RES Environment Management Users ®

Users @ ( Actions a e

Environment user management Set as Admin User

0 Q Search Disable User
Username uiD GID Email Is Sud... Role Is Active Status Groups
* |DEAUsers
(o] demouser2 3006 3006 demouser2@demo. No user No @© Enabled

e DemoUsers

© sauser2 3011 3011 sauser2@demo. No user No @ Enabled e SAUsers

¢ DemoAdmins

O demoadmin4 3003 3003 demoadmin4@demo. Yes admin Yes @© Enabled * AWS Delegated Administrators
* |IDEAUsers
O pmtuser02 8001 6001 pmtuser02@demo. No user No ®© Enabled e ProductUsers

&R WEL , B .
1. BRAR.

Users 137
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2. EERAFERE, A BFE XREPITUTERE:

a. RENEELAFR
b. ZRAF

H

FENEY B RRSHRABERE BE AEL, SARARBNEENESES  BHEEN
.

- Research and Engineering Studio PaN & demoadmind v
RES Environment Management (6)
Groups @ Actions & ) 9
Environment user group management Disable Group

a Q Search 1
Title Group Name Type Role Status GID
[ o) IDEAUsers IDEAUSsers external user @ Enabled 4000 ]
(@) SAAdmins SAAdmins external user @ Enabled 3035
(@) AWS Delegated Administrators AWS Delegated Administrators external admin @ Enabled 3999
Users in IDEAUsers (3 v

(] Username uiD GID Email Is Sudo? Role Is Active Status Groups Syn«

¢ DemoAdmins

(] demoadmin1 3000 3000 demoadmini@demo. Yes admin Yes @© Enabled ¢ AWS Delegated Administrators 10/3

* IDEAUsers
* DemoAdmins
0O demoadmin4 3003 3003 demoadmin4@demo Yes admin Yes @© Enabled * AWS Delegated Administrators 10/3
* IDEAUsers
e SAAdmins

£BA TEL SR
1. BERRAF4,

2. EERPAR , R BE XEERNERZRE,
3. GERAF4AR , EULRTRBRSN AP BERUEFTZEATNRAS
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Projects

BEMRTEMKE, ARMMENRR. tZMBR , FEEXHRE , SlMEH, HERMFRE
B, NEBERR - IHSMNE , JUNERITEENUAZTMBENBEER |, flMitERFHRE
AN, BRUEHERNMNEEE.

« HEUE PR ERIRE
- EESTHEHXBHXHRS
o HIEHER

EFIHE

Research and Engineering Studio

RES Environment Management Projects

Projects © Caeons + ) 2T o

nvironment Project Managemen e Edit Project
Conrch Disable Project
Searc

1

Update Tags
Title Project Code Status Budgets Groups Updated On
[ (o] project-1 project-1 @ Enabled - * IDEAUsers 10/3/2023, 7:04:18 PM ]

‘BB URRBEHE T I HREEANTE SR, & BB XERRP , BT

1. B ERERTFRREKIE,
2. EFMB G, BAUER “BE XEHITUTRE
a. {mIEUE
b. EANEAME
c. EMIMBHRE
d. HiBRIE

Projects 139
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3. WA Lk BRI B REIZHIE .

Sl E

1. GEGIETAR,
2. WMATBEEFARER.

B ID 2—MNEFRRE , THTREFHEASE AWS Cost Explorer Service, HXxE %S
B BSHEBERFENLHRAD RS,

/A Important
LiE ID Ee|ZRTEER,

BEXGRETMMEER , BSRFINE D ER.
3. (W) NBEFEME. BXMENESELR  BSREAENMNES,

4. FERXHREALURHAEZEXHRS (BMIA ). EFS A FSx T Lustre, FSx NetApp ONTAP
=, EBS &7

EEIENR , HEXTXH RS, FSxIEAT Lustre B9 EFS 1 FSx NetApp ONTAP [ LAfE 4
MBzBH*E , UKk, VDIs{ER , EBS EFMETUNERZIAE AHNEN VDI BBEECHEHR
* , ZBFRTHEHMIME VDIs WM E 2BHE,

Projects 140


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html

MEEIRIERE AriEE

RES Virtual Desktop Projects Create new Project

Create new Project

Project Definition

Title
Enter a user friendly project title.

[ )

Project ID
Enter a project-id

( )

Project ID can only use lowercase alphabets, numbers, hyphens (-), underscores (), or periods (). Must be between 3 and 40 characters long,

Description
Enter the project description

Enter Description ...

Allowed sessions per user
Maximum number of sessions a user can launch in this project

E )

Enable budget assignment and tracking
To track budget status in the cost dashboard, specify the budget created in AWS Budgets

(® )

Resource Configurations

Starage resources
Add file systems and/or 3 buckets to the project

[ ] ©

Home directory filesystem

Select the filesystem that will be used to create the user home directories on Linux desktops

[ Shared Storage - Home [efs] v J @

» Advanced Options

5. AAF andlor AN EANNAE ("MEKRA” N MEMEE") . RUNREEXHBERENA
BRLRIMWERE , BSH,

6. EERER.

mEIE

1. WA FRPEE-RE,

2. MU RE kR RIETAE",
3. WALMER.

MRETERRAME , B2 , THREZENNZEFHESFER. SENNBEREREN  METH
DAY I AT RE R AER JL |, REBFZININ CIZNTE |, HEFTHIIRZ D FIFHRE,

BXRBRETNEER , B2 RFINE 3 ER.
4. EERZIK.

Projects 141
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RES > Virtual Desktoy

Edit Project

Project Defin

Title
Enter a user friendly project title.

(o )

Project ID
Enter a project-id

Project ID can only use lowercase alphabets, numbers, hyphens (-), underscores (), or periods (). Must be between 3 and 40 characters long.

Description
Enter the project description.

Enter Description ...

Allowed sessions per user
Maximum number of sessions a user can launch in this project

C )

Enable budget assignment and tracking
To track budget status in the cost dashboard, specify the budget created in AWS Budgets

@ ]

Resource Configurations

¥ Advanced Options

Add Policies
Select applicable policies for the Project

[ ] ©

Add Security Groups
Select applicable security groups for the Project

[ ] ©

» Linux

» Windows

ZEHAYHE
ERATA , BRTATERE

1. HERBIRPEE—ITE,
2. MBFE XEPEE BATE"
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Research and Engineel L & admin1 v

res-deploy (us- RES Environment Management ro o)
east-2) .
Projects © G ») CEEZED
¥ Desktops nvironment Proj 2 Edit Project
Disable P
My it deskiops
Update Tags
Shared desktops
Title ProjectCode v Status v Budgets v Groups v Users Delete Project v
. deleteProject2 004 © Enabled - « group_1 « admin1 1/28/2025, 2:12:38 AM
¥ Session management
Dashboard disableProject 002 © Enabled = « group_1 « admin1 1/28/2025, 4:03:18 PM ]
Sessions test 001 @ Enabled - « group_1 « admint 1/27/2025, 12:59:53 AM
Software stacks
Debugging 1

Desktop settings

v Environment Management
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

3. WREANTMEHER , NEZMBXKNAE VDI 2EHHEFL, BAMEBER , TEEFBIX
E2iE,

Research and Engineering Stu L & admin1 v

res-deploy (us- @ Successfully disabled project with ID: 5242¢9f2-8895-483f-9389-ba9bff278598, and all associated sessions will be stopped ®
east-2)

Ll

Deskeops Projects ©)

My virtual desktops

Environment Project Managen

Shared desktops

v Session management Title v ProjectCode v  Status v  Budgets v Groups v Users v  UpdatedOn v
Dashboard

asnboar O deleteProject2 004 @ Enabled - « group_1 « admint 1/28/2025, 2:12:38 AM
Sessions

Software stacks O disableProject 002 © Disabled - « group_1 « admint 1/28/2025, 4:35:29 PM

Debugging O test 001 @ Enabled - * group_1 « admint 1/27/2025, 12:59:53 AM
Desktop settings

<

Environment Management
Projects

Users

Groups

File systems

S3 buckets

Identity management New
Permission policy

Environment status

Snapshot management

Environment settings

1B BRI B
EMBRTE , FRITATRE -

1. EHEIIRBPERE-IIE,
2. MBFE KEAIEE WERBE .
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74| Research and Engineering Studio 4 & admin1 v

res-deploy (us- ES > Environment Managemer ®
east-2)
v Desktops Edit Project

My virtual desktops Disable Project q

Update Tags

Project Code v Status v Budgets v Groups vV Users Delete Project | v

Shared desktops

. [ O deleteProject2 004 @ Enabled = - group_1 « admint 2/1472025, 1:40:52 PM
v Session management
Sessions O disableProject 002 © Enabled - « group_1 « admint 211412025, 1:40:28 PM
Software stacks O test 001 © Enabled - « group_t - admint 112712025, 12:59:53 AM
Debugging
Desktop settings 1

v Environment management
Dashboards New
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

3. BT IHWINEHED, MATIENEYN , REEE B FEMER.
Delete Project: test-proj-deletion X
Are you sure you want to delete this project?

All associated sessions will be terminated. This action cannot be undone.

To confirm deletion, enter the name of the project in the text input field.

[ test-proj-deletion ]

Cancel

4. MRTEHMER , MEZBE XBKNAA VDI 2EEFL L,
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j Research and Engineering Studio 4 & admin1 v

res-deploy (us- @© Project with ID: ea231a4c-7€01-4d1c-8590-55703918¢87e has been deleted successfully @
east-2)

@ G (D

My virtual desktops

Shared desktops

v Session management Title v ProjectCode Vv  Status v Budgets v Groups Vv Users v Updated On v
Dashboard
O  disableProject 002 @© Enabled - * group_1 * admin1 1/28/2025, 4:40:03 PM
Sessions
Software stacks O test 001 © Enabled « group_t « admin1 1/27/2025, 12:59:53 AM
Debugging

Desktop settings

Environment Management
Projects

Users

Groups

File systems

S3 buckets

Identity management New
Permission policy

Environment status

Snapshot management

Environmen It settines

I E PRI BRIRE

TR N EZIE T eI FRA 62 BiRE,
1. BEWEIIRPEE-IHE,

M BRAE RERER “BHIRE

EEE HMIRE" , RIEN Key I A —ME
EBBRIE | FREEBRNIREZUN B

> Wb

EE 5T B XX RE

ERETE R, SAUETRERN XHRE BRUAEESZIE XK XHRS,
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Projects @ G- CEITED

Environment Project Management

Q Search
Title Project Code Status Budgets Groups Updated On
[ (o] project-1 project-1 @© Enabled - e IDEAUsers 10/3/2023, 9:06:30 PM ]
1
File Systems in project-1 v
Title Name File System ID Mount Target Projects Scope Provider Created through RES?
No records

AN I0JE B AR

SIERRBRE R , BALMERANBEEETHNSRETURME S ER. SHERNTE FHFRAE VDI
KOIRMTHMEE  SIRE4AH, IAM RIS IZ,

AN ISR B

&R 1AM R BESRIZHIFE SR BB TEHFBH ARG VDI T ENER. EMAKE , FHERAT
BEXIRICZERE

res:Resource/vdi-host-policy

BX IAM BENEZER , B5H | AM FRIREEANER,

iyl |

BRI LURINEZ £ A REFITE TrrE VDI RN HOMAOKE, EMAZSE , BFEAUTEES
FRidiZLe4d .

res:Resource/vdi-security-group

EXLLEMEZEER |, 1§55 Amazon VPC AFIEEHRNER LTS HES AWS BRTE,
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MRASIEIAEE RAriEmE

AN INE B A

BRI LURMB A | XEMARFETE FFFE VDI £iEHE3), RES X#F Linux & Windows Y
MIAEFRI. ERFMA | Br]LLUEER A TE—EI :

VDI Bz Bz TR AR

EE RES BiBREZHEZTZH , WkIE VDI KHIHFF KB,
& VDI Fiz T A&

LR IE RES BB AL 3B AS,

RIZS SZ 45 AR IR I
A Bl & 451
S3 URI s3://bucketname/script.sh
HTTPS URL https://sample.samplecontent.com/sample
R 34 X #:///.sh user/scripts/example

REE SS B LNAMEEEMABERCER U TIREHITEE

res:EnvironmentName/<res-environment>

NTSH , FRHERAESTRNABESH.
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¥ Linux

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
[ https://sample‘samplecontent‘com/sample] [ ] ( Remove Scripts )
[ file:///root/bootstrap/latest/launch/script ) [ 1.2 ] ( Remove Scripts )

Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©O

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ) { 1,2 ]
Add Scripts

v Windows

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[53://sampIe-res-scripts/sample.sh ! J [ 1,2 ]
Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh } [ 1.2 ]
Add Scripts

It B B & R A
J5 2 A B R BB AR

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not use
this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#
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# or in the 'license' file accompanying this file. This file is distributed on an
'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the specific
language governing permissions

# and limitations under the License.

#!/bin/bash

echo "start_script.sh running" >> /test_scripts
echo "All arguments: $@" >> /test_scripts

echo "Argument count: $#" >> /test_scripts

echo "Argument 1, $1" >> /test_scripts

echo "Argument 2, $2" >> /test_scripts

echo "end of start_script.sh" >> /test_scripts

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not use
this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is distributed on an
'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the specific
language governing permissions

# and limitations under the License.

#!1pwsh

Write-Output "configure_script.psl running" | Out-File -Append -FilePath "/
test_scripts"

Write-Output "All arguments: $args" | Out-File -Append -FilePath "/test_scripts"
Write-Output "Argument count: $($args.Count)" | Out-File -Append -FilePath "/
test_scripts"

Write-Output "Argument 1, $($args[@])" | Out-File -Append -FilePath "/test_scripts"
Write-Output "Argument 2, $($args[1])" | Out-File -Append -FilePath "/test_scripts"
Write-Output "end of configure_script.psl" | Out-File -Append -FilePath "/
test_scripts"
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X PR 2K B

Research and Engineering Studio (RES) A EEBAFAEZBENNREEXH , AIEENRAFRF
EBRMIASENT B NFARER. 8/ B HERNRANREEXH — “TBAKA” M “TE PR
BE, ANEBEENEH#ITEE L,

Bel, EEAAUEANREEXHRTFRIRRES !
1. EEENR , SF EFTERARE ( ATEEAFRECR S NARNETME IMNRE F %
BR) M EFRTERD (AT EEAFERIEATE ).

2. VDI 2FEEENR , 8 QELXE (AVWEEAFERETE H 612 VDI 21F ) M “6IZ/L 1L H il
RPN&E ( ATEERFENEROZRNLLEEMAFNRIE ) o

BEXMER  EEAAUEETHENNRERSETEHNFEEER,

£

- A EERE

- VDI 2TEEENR
- EEREREH
- RURBRE#
+ REBR

- REAZREH

T B EENR
ERUE B R A&

LR R ARG ZNRNIFEER A ETE PR ERAFRA, ©EAFBIRERREE
N REZDE AR SR MEBFARN TR RB.
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Team Configurations

Groups  Info Permission profile Info

| group_1 ¥ | | Project Owner v ( Remove )

A Users/groups assigned to this permission profile can grant themselves or
others higher privileges for this project by re-assigning personnel to a

different permission profile

| group_2 v | |ije[1 Member v ( memove )

|:’ Add group ‘

Mo users attached. Click 'Add user’ below to get started

| Add user |

(o) D

BRI B RS

ERRAVFRGZNRNIFEERAFER ‘BB WEH LN BRE RESARNERTE

Research and Engineering Studio L 8 usert v

RES RES > Environmer ment o
Projects (©) Cactions +)

v Desktops

Edit Project
My Virtual Desktops

[ pisable project
Shared Desktops N AR

File Browser

Title Project Code status Budgets Groups Users

SSH Access Instructions

O project2 Project? @ Enabled « group2 « user! 7/15/2024, 11:45:22 AM
. * group_1

v Environment Management O  project3 Project3 @ Enabled — - 7/15/2024, 8:05:20 AM
+ group.:

Projects

VDI £iFEENR
BIRAE

REHREBEATAFN BENENRE REHEBECH VDI 2if, ZEALENELFERERAFE
FEHCHW VDI 2iF, AP WUEREFLEMLIEEEH VDI 25,

MRFEERAAFTNGERE , NN “BafENKE REREER , TR :
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Virtual Desktops

test2  Connect

©@Ready Windows t3.medium @ No Schedule

1:05

Tuesday, August 6

IR L L H AV 21E

AVFEERRAFNEMSMERTR ‘21F” NHEH. XERSFEBERGSUARNTE P HME
RAFREz VDI £iF,

MRIEBRAFENNEMAFBEFLE , NN ENSRERSELSBREER T HERAEEE
B, WTRR:

RES <

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

v Session Management

Sessions

MRFEBEAAFTNNEHMARNESRE , MMMV ENSRERET2ERXFERE , 0T
N
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RES <

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

EENPRE & X
¥EX RES BE R , LA MITU T RERSENRE B L4,

51| H X PR G I 3 4

«  1E Research and Engineering Studio ##|AME L , EBENSHMERPINRER, EHITE
BB, B, SIH, EFEMMBRNREE X 4.

Project roles Desktop sharing profiles
.
Project roles (2) ©
[ Q Find role by ID ] 1 ()
Role ID v Role name v Description v Latest update v Affected projects v
O project_owner Project Owner Default Permission Profile for Project Owner 2 weeks ago 0
O project_member Project Member Default Permission Profile for Project Member 2 weeks ago 10
EENREENXHF

1. E“NREEXH ENHLE K ERESENNREEXHFNER. FHREL , SR 45RESH
BRI TE BV X PR EC B 324+
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Project Owner Dalete

General Settings

Profile ID Description Creation date

[P project_owner Default Permission Profile for Project Owner 3 weeks ago

Latest update
3 weeks ago

Permissions Affected projects

Permissions (4)

Permissions granted to this permission profile

Project management permissions (selected 2/2)

Update project membership Update project status
U sociated Enable or d a project

@ Enabled @ Enabled

VDI session management permissions (selected 2/2)

Create session Create/Terminate other’s session

2. BB ‘ZHWNDBE"RLF K EELNEANREEXHFNTAE.

RES Permission Profiles Project Owner

Project Owner

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 2 months ago

Latest update

4 hours ago
Permissions Affected projects
Affected projects (2)
List of projects using this permission profile.
Project name Groups Users
Project1 [4 1 2
Project3 [ 2 0
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IR RES & XA

1. ENREEXHFEREL , E&F62E B XN RE & X4
2. WANREEXHBHNER , REEREASBRAZEEXHNRAFSRAR TFHNR.

Create permission profile

Permission profile definition

Profile name

Assign a name to the profile
Must sta a letter. Must contain 1 to 64 alphanumeric characters,

Permissions
Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
Update users and groups associated with a project Enable or disable a proje
(] (@ ]

VDI session management permissions
Create session Create/Terminate other's session
Cr e Create/Terminate another user's ses

Create a session within a project ea
(0 ] (@ ]

Ym B X PREC B XA

ENRREEXHEREL , RHREXHZUNEBRRZEEX M , ERREF , RAREREEE
B A LA SE # %A BREC B XX A o
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Permission profile definition

Profile name

Assign a name to the profile

[ Project Member ]
Profile description

Default Permission Profile for Project Member

Permissions

Permissions granted to this permission profile.
Project management permissions

Update project membership Update project status
Update users and groups associated with a pro Ena r disa project.

VDI session management permissions

Create session Create/Terminate other's session

o

o

i BRAX BRBC B S A

- ERREEXH ERNEL , REREXHZUNEBRHEIES  ERERE  RAREERNREE
Mo B REM BRAEMINEIE A AV BRECE XX .

PR W 156



MRASIEIAEE RAriEmE

v

<4

4

4| Research and Engineering Studio

RES @© 1 permission profile deleted successfully. This deletion did not impact any ongoing projects.
Desktops RES

My Virtual Desktops Permission Profiles

Shared Desktops

Create and manag rofiles

File Browser

SSH Access Instructions

Profile name Description Creation date Latest update Affected projects
Session Management O Project Owner Default Permission Profile for Project Owner 2 months ago 3 minutes ago 2
Dashboard
. (@] Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2

Software Stacks
Desktop Shared Settings
Debugging

Desktop Settings

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Permission Profiles
Environmen t Status

Snapshot Management

AIAX PREC B M

B RES MB AR NMRUNBREREXH £ REEAATUNERITEHE, (U, 2REERT

AT E eI Z NS SN REEX . ) TRERTRURBREEXH (“HEKR” M “TE A
) ATFHNR, NREEXHRERTFHEEERAFHNROGER TMNFABENTE ; 2REER
RERAF , WAERBTE PREUATAENRR.

Permissions 1%, BF B &5 MEmMER

BIEXTE tIEACHS X X

H, TeRER
BLMER , AR
#RBJ LARE A5 L2

KIEAEMNS
o

BIZ/RIEEHMA ETE SRR X
M &1E LIEE AR RY

21,

PR SR A

157



W5 TR s
Permissions 15, B B K& mMBEFfEE

EHMWMBERAT  EHMSTEXE X
1% BV R P B

BRREZEAM X
BHo

BT E RS

MR SR

BRI RAAFMREIREIEE (RES) EERARENELIEEANMERFERHNR, XEBEX
XA SSH R, KENRINKRESRREFNR.

ering Studio & clusteradmin ¥

RES Environment Management Permission policy (6)

Permission policy

Manage user permissions throughout the environment.

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes,
read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@ Display
View the remote desktop. This permission is critical, review
implications before disabling.

@ Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@© Mouse

Use local mouse on remote desktop. This permission is critical,
review implications before disabling.

@ Audio Out
Playback audio from remote desktop. This permission is critica
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

@ Keyboard
Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling.

@ Keyboard SAS
Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling.

@ Screenshot

Save screenshot of remote desktop.

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste

Copy from local clipboard to remote desktop.

@ File Upload

Upload files to remote desktop storage.

@ File Download

Download files from remote desktop storage.

B B ST 5T 25 U5 R AR PR

RES B R A BAE XA BRI R NI Bk A BRI EIE. MR Access BIFEHRH , AFFELERE
HWeb MTPHREBEIXHRRRSM , BT EZLEHTHMMBELRXHREN KR BRABGRK
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&R, AP AU REN MR R XA REEESM XA LA TR EL/BXHREN
iz,

Research and Engineering Studio

res-new (us-east-1)

<

Desktops
My Virtual Desktops

Shared Desktops

@ Permission policy key concepts
Properly managing a

Before making any changes, read the Info.

v Session Management

Dashboard

Sessions Environment boundaries
Software Stacks Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
e profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'
ebugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Environment Management @ Access data
o ey and acce
Projects
Users D ssHac
Access d desktop via Secure Shell(SsH), displa he navig isabling
Groups
File System: @ info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [
S3 Buckets

Identity Management
Permission policy » Desktop permissions (enabled 12/12)

Environment Status

Snapshot Management » Desktop advanced settings (enabled 8/8)

General Settings

HpRBEDRETBE XXM , EBRITF MR AFRTE AT, BMEMRTEHEMRN T
H LRk, o, SR RELS , SMREREX.

BLE SSH 5 R ER

EERA UM BREB R #49 N RES HRESAHER SSH, BYEL2F MK SSH 5\, VDIs &
SEWTFR/E , RES 2BELEH , HOAFE R SSH FHHEBARE, FHAFXE , RES F&
SSH 7R , KILBR2FH , HBBRAFH SSH HREARE. RIAMBERT , WXL FERRS,

(@ Note

X RES HEEELFVAS , ©2TELH AWS K- FFIN— t3.medium Amazon EC2 3%
Bl, BiZKFIMXNMEZRAYBREEE, BXEZEL |, 55 H Amazon EC2 EM A H,

J& A SSH A [E AR

1. #E RES #HEMNEMNSMERT , ERNEEE , AGERENRRE, £ HELR T, &R
SSH i EIF X,
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| Research and Engineering Studio

res-new (us-east-1)

v Desktops
My Virtual Desktops

Shared Desktops

v Session Management
Dashboard
Sessions
Software Stacks
Debugging

Desktop Settings

v Environment Management
Projects
Users
Groups
File Systems
53 Buckets
Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

2. %153 A SSH HRMNR,

Research and Engineering Stud|

res-new (us-east-1)

v Desktops
My Virtual Desktops

Shared Desktops

v Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

v Environment Management
Projects
Users
Groups
File Systems
53 Buckets
Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

3. FmELETNE , HEH

| Research and Engineering Studio

res-new (us-east-1) <

v Desktops
My Virtual Desktops
Shared Desktops

SSH Access Instructions

v Ses:

n Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

v Environment Management
Projects
Users
Groups
File Systems
3 Buckets
dentity Management
Permission policy
Environment Status
Snapshot Management

General Settings

Permission policy

@© Permission policy key concepts
Properly managing a

policy requires the cascading effects permissions can have across the environment. Before making any changes, read the Info.

Environment boundaries
Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally’

v File browser and SSH permissions (enabled 0/2)

O Access data

he navigation menu and access data via web portal

D ssHaccess

Access data and desktop via Secure Shell (SSH), displayin c uctions' in the navigation menu. Disabling SSH removes the menu item as we

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)

© SSH access is being enabled. The application will auto-reload once the change takes effect.

Permission policy

© Perr n policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes, read the Info.

Environment boundaries
Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profileslisted below, while disabling permissions overwrites their status and automatically turns them to Disabled globally.

ns (enabled 1/2)

browser and SSH permis:

@ Access data
o

lay File browser in the navigation menu and access data via

SSH access

A removes the menu item as wel

1 access instructions'in the navigatio

@© Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)

SSH 1AH],

Permission policy

@ Permission policy key concepts.
Properly managing a c

policy requires the cascading effects permissions can have across the environment. Before making any changes, read the Info.

Environment boundaries
Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profies lsted below, while disabling permissions overwrites their status and automatically turns them to ‘Disabled globally

v File browser and SSH permissions (enabled 1/2)

D Access data

@© ssHaccess

cess data and desktoy H access instructions' in the navigation menu. Disabling SSH removes the menu item as we

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [2

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)
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AP BNEN S EEFE R SSH 13RI ¥ ARHE,

Research and Engineering Studio

res-new (us-east-1) <

SSH Access
v Desktops
My Virtual Desktops

Shared Desktops

T |
oo mcions [ ¢ (|

v Session Management Access environment using Linux / MacOS Access environment using Windows (PuTTY)
Dashboard Follow the below steps to connect to the cluster using Terminal on your Linux or MacOS laptop/workstation: Follow the below steps to connect to the cluster using Terminal on your Windows laptop/workstation:
Sessions
Software Stacks Step 1: Download my Private Key Step 1: Download my PuTTY private key

Debugging Download the private key file, and save it your ~/.ssh directory. & Downlo y

v Environment Management

Step 2: Configure PuTTY
Deers Step 2: Modify key permissions + Download PuTTY 2
* As hostname, enter 3.92.72.222
Groups Run: chuod 600 ~/.ssh/adninl_res-new_privatekey. pen « Navigate to Connection > SSH > Auth and enter the path of your key admin1_res-new_privatekey.ppk
File Systems under "Private Key used for Authentication"
&3 Buckets Step 3: Connect to the cluster + Save your session

« Click connect/open to access the cluster
dentity Management RuN: ssh ~{ ~/.ssh/adninl_res-new_privatekey.pen adninie3.92.72.222

Permission policy

Environment Status Step 4: Create SSH config Step 3: Enable KeepAlive

Snapshot Management

If you don't want your session to be automatically closed after a couple of minutes of inactivity, edit I you don't want your session to be automatically closed after a couple of minutes of inactivity, go to Connection
General Settings ~/.ssh/config and add: and add "3" as "Seconds between KeepAlives"

Host res-new-us-east-1
User adnin
Hostnane 3.92.72.222
ServerAliveInterval 10
ServerAliveCountMax 2
IdentityFile ~/.ssh/adninl_res-new_privatekey.pen

Once updated, you can simply run below to connect to your cluster:
ssh res-new-us-east-1

£ SSH 17 A1 BR

1.

£ RES 46N ENSHERS |, ERNEEE K RAEEENREKE, £ HFELR T, &
SSH FEFF Xk,

| Research and Engineering Studio

res-new (us-east-1) <

Permission policy

v Desktops
My Virtual Desktops

Shared Desktops

@ Permission policy key concepts.
Properly managing a

SSH Access Instructions

policy requires the cascading effects permissions can have across the environment. Before making any changes, read the Info.

v Session Management
Dashboard Environment boundaries
Sessions. Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profies lsted below, while disabling permissions overwrites their status and automatically turns them to ‘Disabled globally
Software Stacks
Debugging ¥ File browser and SSH permissions (enabled 1/2)

Desktop Settings D Access data
Display File browser in the navigation menu and access data via web portal

v Environment Management

Projects. @© ssHaccess

Access data and desktop via Secure Shell (5SH), displaying 'SSH access instructions' n the navigation menu. Disabling SSH removes the menu tem s w
Users
Groups © Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [2
File Systems

3 Buckets

dentity Management » Desktop permissions (enabled 12/12)

Permission policy
» Desktop advanced settings (enabled 8/8)

Environment Status

Snapshot Management

General Settings

&1F SSH R #ER,
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| Research and Engineering Studio

res-new (us-east-1)

v Desktops
My Virtual Desktops
Shared Desktops

SSH Access Instructions

v Session Management
Dashboard
Sessions
Software Stacks
Debugging

Desktop Settings

v Environment Management
Projects
Users
Groups
File Systems
S3 Buckets
Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

© sSH access is being disabled. The application will auto-reload once the change takes effect.

Permission policy

Mana missions throughout the e

@ Permission policy key concepts
Properly managing a

policy requires the cascading effects permissions can have across the environment. Before making any changes, read the Info.

Environment boundaries
Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profiles listed below, while disabling permissions overwrites their status and automatically turns them to ‘Disabled globally'

¥ File browser and SSH permissions (enabled 0/2)

@ Access data

Display File browser in the navigation menu and access data via web portal.

SSH access
s data and desktop via Secure S

@© Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)

3. ZER\TME , SSH R EEM.

| Research and Engineering Studio

res-new (us-east-1)

v Desktops
My Virtual Desktops
Shared Desktops

v Session Management
Dashboard
Sessions
Software Stacks
Debugging

Desktop Settings

v En

onment Management
Projects

Users

Groups

File Systems

53 Buckets

Identity Management
Permission policy

Environment Status

Snapshot Management

General Settings

BLE REXFR

Permission policy

er permissic hout the environment

@© Permission policy key concepts
Properly managing a

policy requires the cascading effects permissions can have across the environment, Before making any changes, read the Info.

Environment boundaries
Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profiles listed below, while disabling permissions overwrites their status and automatically turns them to Disabled globally.

¥ File browser and SSH permissions (enabled 0/2)

D Access data

Display Fil

D ssHaccess

Access data and desktop via Secure Shell (SSH

tion menu. Disabling SSH removes the menu iten

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)

EERATWUTFEHXA “RE" MR, A2 REEMEEMN VDI ZhEe, FRIAXERRN—E 2 NRE A
ATHEZRERAZEREXH , LBESCHAZERANAF TMITHERE, MRERTEMAKENR
R, BN REAKREAZTEEXHPHENNR, XERRFERICH ‘€RER", BEEERABX
EREKENR , REREEREXHATHREFREZARS , EFEERAFHERAZNR.
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& clusteradmin ¥

ering Studio PaN

RES Environment Management Permission policy (6)

Permission policy

Manage user permissions throughout the environment.

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes,
read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Dpisplay
View the remote desktop. This permission is critical, review
implications before disabling

@© Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@ Keyboard
Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling

@ Keyboard SAS
Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling.

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste

Copy from local clipboard to remote desktop.

@ File Upload

Upload files to remote desktop storage.

@© Mouse

Use local mouse on remote desktop. This permission is critical,
review implications before disabling.

@ screenshot

Save screenshot of remote desktop.

@ File Download

Download files from remote desktop storage.

@ Audio Out
Playback audio from remote desktop. This permission is critical,
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

REXZFRENHF

EEAAUGEMNEEXHANERTEENL, AEAFSBUTNTRXEREXH , HEEEMAR
EREMER, EXEREENHFTRTHRANRFAEEL SR/ AR RENR,

B2 B & XX A

EEAALIAR QIREENH REBFMVEEX . Ae , MNABMANANERER, BEXH
R, RE TR VIR R IF AR E K
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Project roles Desktop sharing profiles

Desktop sharing profiles (3)

{ Q Find profile by ID

Profile ID v Profile name

O observer_profile View Only Profile

©)

reviewer_2 Reviewer-2

(@) reviewer Admin Profile

v Description

This profile grants view only access on the DCV Se...

The studio of Jadé Fadojutimi, the British artist,...

This profile grants the same access as the Admin o...

Create profile

1 &

v Latest update v
2 days ago
27 seconds ago

24 hours ago

r Profile definition

Profile name
Assign a name to the profile.

[

Must start with a letter. Must contain 1 to 64 alphanumeric characters

Profile description - optional
Optionally add more details to describe the specific profile.

[

Permissions

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

¥ Desktop permissions (enabled 12/12)

@ Display

Receive visual data from the NICE DOV server

@ Pointer

View NICE DCV server mouse position events and pointer shapes

@ Mouse

Input from the client mouse to the NICE DCV server

@ Audio out

Receive audio from the NICE DCV server to the client

@ unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

WEMATR

@O Keyboard

Input from the client keyboard to the NICE DCV server

@ Keyboard SAS
Use the secure attention s
Requires Keyboard permiss

+Del). Note:

@O screenshot

Save a screenshot of the remote desktop

BERBMAGH , FRITUATERE

1. EFEAEREE XXM,

2. &EBRE, Rk RE S RE B X

@ clipboard Copy

Copy data from the NICE DCV se

ver o the client clipboard

@ clipboard Paste

Copy data to the NICE DCV server from the dlient clipboard

@ File upload

Upload files to the session storage

@ File Download

Download files from the session storage

PR SR G
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3. REFEREMNR,
4. EEREREEX.

X BC B S A P B9 (R B R BRI ML BN R A T L BT AT A 215

Project roles Desktop sharing profiles

Desktop sharing profiles

Manage your desktop sharing profiles.

[ Q, search

Desktop sharing profile ID Title

Description

© e o) CEEZID

-

&

Created On

testProfile_1

[ Q  testprofile_t

9/15/2024, 9:29:55 ¢

(@] observer_profile View Only Profile

This profile grants view only access on the DCV Session.

Can see screen only. Can not contrel session

9/11/2024, 2:10:22 1

»

r Profile definition

Profile name
Assign a name to the profile.

[ testProfile_1

Must start with a letter. Must contain 1 to 64 alphanumeric characters.

Profile description - optional
Oprionally add more details to describe the spedific profile.

[

Permissions

1

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

v Desktop permissions (enabled 12/12)

@ pisplay

Receive visual data from the NICE DCV server

@ Pointer

View NICE DCV server mouse pasition events and pointer shapes

@O Mouse

Input from the client mouse to the NICE DOV server

@ Audio Out

Receive audio from the NICE DCV server to the client

@ Unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

@O Keyboard

Input from the client keyboard to the NICE DCV server

@ Keyboard SAS
Use the secure attention sequence (CTRL+Alt+Del). Note:
Requires Key

board permissions as wel

@ screenshot

Save a screenshot of the remaote des

(® clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

(O clipboard Paste

Copy data to the MICE DCV server from the client clipboard

O File Upload

Upload files to the session storage

@ File Download

Download files from the session storage
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NHRE

File Systems

Create and manage file systems for Virtual Desktops

Q 1

Title Name File System ID Scope Provider

Shared Storage - Home home fs-0b4cesh1914913e4 cluster efs

FSx Lustre fsx_lustre fs-0a9042e216f9e3109 project fsx_lustre

FSx ONTAP fsx_ontap fs-0105118574b5e3330 project fsx_netapp_ontap
efs home efs_home fs-0df4c9ac93b975142 project efs

;E“yﬁF%db,k ﬁVTu

1. BRMXHFRS.
2. EBENHRER , R BRE KR

a. FXHRERNMEIBE F,
b. MILERBRXHRS
3. HAFMBXHFRL,
4. EEXHRGRE , EUURTRBERSNERAETXHRENTEAES.

F&
« BAXHRE

BMANHFRE

® Note

ERIMBXHERE , eXAHEZHER VPC MELD— RES ¥, LEAEREEEE
TRE4H | X8 VDIs BF e R XHRENA R

1. E&H RBHERLS
2. MNTHIIRFEE-NXHERGE. B/ R , ARNESHATRE,
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r 3
Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ .

[ fs-0013c7a86bbd5f79e [efs] ]

fs-0edf4f076a4631d76 [efs]

fs-0303cda359d042ca8 [efs]

L fs-0ff091b934dda5208 [efs] ‘

3. MAMXHREEFAES.

® Note
MINERT , EERNTBE A E A EQERFT A MEREXHRS , BZRTENH
HATHEo
ERAFEME X B RN XAFRELTETFHER B RBEIREN. /homelXREEHEFX
HFRETHERFEXCRANMFRE. LUEEHTRIETE ANKERE , AR
BETBXBKNAF T B H VDIsTHRIXXHFRS, VDIs [EXH R ME B IEFH
EHREHFRE.

4. EEEXR,

XHRGE =
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r 3
Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ fs-0edf4f076a4631d76 [efs] v ]

©

Title
Enter a user friendly file system title

[ )

File System Name
Enter a file system name

[ )

File System name cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers and underscore (_). Must be between 3 and 18 characters long.

Mount Directory
Enter directory to mount the file system

[ )

Mount directory cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers, and hyphens (-). Must be between 3 and 18 characters long. Eg. /efs-01

A 4

RIREE

REEERL T ERREZRARFNIBHIENIE  NABERT —HENEBE. EARK , BAILMR
FRERSH FERETB I EAHERSHHRR S,
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RES Environment Management

Snapshot Management

Created Snapshots ‘= ©

Snapshots created from the environment

] 1

Created On

@ Apply Snapshot

] 1

[ Q, Search

S$3 Bucket Name Snapshot Path Status
No records

: 3

Applied Snapshots =

Snapshots applied to the environment

[ Q  Search

S3 Bucket Name Snapshot Path Status
No records

HERRBREEREL , &7

1. EEMACRMNRBRERES,

2. BRI, ERIBRBZE , AEECR—NEEHNN RN FEE,
3. EEMAEMANRBRERS.

4. NRARR,

E&
- BIBRE
- MARE

Created On

4

@Oy
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IR RER

HRIBRE A, BAHN Amazon S3 FREBRELENNIR. BXUBEHEENEES , HSHLE
iR, BRNBWEAFERRAEHNRSRLRBSER. BER , WAEF#EFBN EiHE &m
FHREARLERE,

(® Note
Lt Amazon S3 FEBHNEWEAMRTISES mARTEE, KEREIRHEEFREN
A,

B FEBRINMNR , BT TRE

1. M Bucket s JIRHPIEFREOENFHR.

2. EEREMRETR,

3. 1E Bucket policy ( &K ) T , BHEF Edit (HE ) -

4, FUTBARMEFEBERES, FXLEESRNEECHE .

e 111122223333-> &Ky AWS K&
« {RES_ENVIRONMENT_NAME}-> #REY RES MR B
e amzn-s3-demo-bucket-> {RHY S3 FEFE

/A Important

TEHEROMAFZHFE AWS, BXEZEE |, 551 hitps://docs.aws.amazon.com/IAM/
latest/UserGuide/reference_policies_elements_version.html,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",

REBEE 170
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"Principal": {
"AWS":

"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-role"

}I

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:PutObjectAcl"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

},

"Principal": "*"

EORRR , FHRITUATERE

1.

2
3.
4

R OERE,

MW ASZBIE M Amazon S3 RN A M.
RMALHLERBEEEFEEPHRE, W october2023/23,
ERRR

BES
AR

3
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r )
Create New Snapshot X

S3 Bucket Name
Enter the name of an existing S3 bucket where the snapshot should be stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter a path at which the snapshot should be stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (1), asterisks (¥*), single

guotes ('), parentheses (), and hyphens (-).

I A

5. HE+HHME, £ “RR WEHLIER RE AEBRS. BREN EEHITH BN BEX Z
Bl , BRI

RS F 1R BR

BIRIMERR G , WL ZRENAZMRR AT BHIE, SFE0FEBRMNH R , LFHRIERE
RER

NMARBSNAFNR, TIH. F4#HKR, NREE XN XHRESHIER B E 6 E#H

R, ToEFAF4E. NARRER , caRESARRIEZNERER , MAEHRERE

ZFHE. NTFEEMNIERK , RBEAISEFHRERURRR. X THELNIEE , fIHEZTER

HEA , EHEERRREESTHER , eNHEAUTAECNEZEGBEREHRMNBEHANFIE

3% : RecordName_SnapshotRESVersion_ApplySnapshotID, ApplySnapshotIDE iR &t
&8 A6 ATHRANARBHNERZEE,

ERENAREFHE , RBESREFTRNTANE. FT2OEFHREFFTTANRR, ¥ TERRBER
MRR  RESRERBARNATAE, MREBRRERSATH , ©FEIRSBRBERNERR.
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MRFHIAEARAD TR BN HE |, M AT LLEF CloudWatch BEA SR BE/res-<env-name>/
cluster-manager A T FHAEE. 8N AEEHGE [NARR] 5L, MARRE , B LUMthe
section called “RIBEE" NHERHIRS,

B[O FEBRINMNR , AT TRE

1. M Bucket s JI&RHIE RGO EZNFERE.

2. EENREDTF,

3. 7£ Bucket policy ( 7&K ) T , Bi%EE Edit (HE ) -

4. FUTEQRMBEFEBEREP, FXEEERNEECHE

« 111122223333-> 1889 AWS k&
« {RES_ENVIRONMENT_NAME}-> YREy RES HREZ i
e amzn-s3-demo-bucket-> {REY S3 FEFEH

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "Export-Snapshot-Policy",

"Effect": "Allow",

"Principal": {

"AWS" :
"arn:aws:iam::111122223333:xrole/{RES_ENVIRONMENT_NAME}-cluster-manager-role"
},
"Action": [
"s3:GetObject",
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}I
{

"Sid": "AllowSSLRequestsOnly",
"Action": "s3:*",
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"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
}I

"Principal": "*"

ENRARR  BHTUATRAE

1. &R N

2. HAASEREMN Amazon S3 FREENE .

3. HWATFERNRBH SRR,

4. EBIEI,
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I

Apply a Snapshot X

S3 Bucket Name
Enter the name of the S3 bucket where the snapshot to be applied is stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter the path at which the snapshot to be applied is stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (¥*), single

guotes ('), parentheses (), and hyphens (-).

5. HE+ZHME, & “RREE NH AR FIFE URERE.

Amazon S3 F &

MREIRIEE (RES) X Amazon S3 FEMERE Linux B REEAMIZHE (VDI) Xfl. RES
EE R WLN S3 FREMEMA RES , REMMBME , mEEEE , HE HHEEE TH ‘S3 &R
IRTF H  BR A A 4

S3 FEMEHEREMR T THEEANERA S3 FHBNTIR. £ S3 FEHBEFERT , 89
B
1. ERARMFEEN S3 FHMNEE RES,
2. & S3 IFiER , ARERBRERBMITUUTIRSE
« REBTFHER
3. FARRFREFHBAEMHTERAERC MM S3 FER,
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RES Environment Management

S3 buckets

Bucket name Bucket ARN Mount point Mode Custom prefix Projects

53 Bucket arn:aws:s3:res-s3-example /53-bucket RAW %p default

DLTETNENAEERN RES BB REE Amazon S3 F# .

T

- [BE VPC ZEH Amazon S3 Fi#E A REZ M
« ¥/ Amazon S3 F4E 1

- %% Amazon S3 FAE1F

- BRI D% S3 7

- BEERE

 BBK AR U5 R AR

« PR VPC RHERIEIE

- [EEHE

- IE1E/5 A CloudTrail

fRE VPC #BEH Amazon S3 ZEMF LIRSS

MREERER VPC $ 582 Research and Engineering Studio , i1 AWS lkFH & RES 5§ , &
BLUTLSBREH lambda Bl ES .
1. BRFEBARESIEIEEN AWS KFH Lambda #ZH &

2. BERHSHBLB N Lambda E#. <RES-EnvironmentName>-vdc-custom-credential-
broker-lambda

3. GEERHEHM EE AT+,
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e @ This function belongs to an application. Click here to manage it.

¥ Function overview s

Diagram Template )

Related functions:

(__Export to Application Composer ) ( Download ¥ )

Description
‘vele lambda to provide temporary credentials for mounting object
storage to virtual desktop infrastructure (VDI) instances.

| select a function v
Last modified
s ‘ 17 hours ago
‘ £3 Layers ©)
E— Function ARN
(_ + Adddestination )
m API Gateway 2 Y
(_+ Add trigger ) Application
Function URL info
Code | Test | Monitor | Configuration | Aliases | Versions

General configuration Environment variables (16) (edit )
Triggers The environment variables below are encrypted at rest with the default Lambda service key.

| Q Find environment variables 12>
Permissions
Destinations Key Value

AWS_STS_REGIONAL_ENDPOINTS regional
Function URL

CLUSTER_NAME
Environment variables

CLUSTER_SETTINGS _TABLE_NAME
Tags

DCV_HOST_DB_HASH_KEY instance_id
vpe

DCV_HOST_DB_IDEA_SESSION_ID_KEY
RDS databases

DCV_HOST_DB_IDEA_SESSION_OWNER_KEY
Monitoring and operations
tools MODULE_ID

Concurrency and recursion OBJECT_STORAGE_CUSTOM_PROJECT_NAME_AND_USERNAME_PREFIX

detection
OBJECT_STORAGE_CUSTOM_PROJECT_NAME_PREFIX

Asynchronous invocation
(OBJECT_STORAGE_NO_CUSTOM_PREFIX

Code signing
File systems.

State machines

4. HEEM , EBEHRREEUNEE LD
5. &R Edit FFUTHHRZERMBIEES

o # : AWS_STS_REGIONAL_ENDPOINTS
« { : regional

6. EEFEF

N h0 Amazon S3 12 4@
BN S3 FHEMBAIMBEHN RES 5 | EHITUTEE :

1. %&$F Add bucket (RINZEMERE)o
2. WMATFHMBENEAGE , flUFEBEEH. ARN FEES.

/A Important

- BIBETEESFIRHANEFEE ARN, EHRIMER

idea_session_id
idea_session_owner

vde
PROJECT_NAME_AND_USERNAME_PREFIX
PROJECT_NAME_PREFIX

NO_CUSTOM_PREFIX

o

o]
6

Amazon S3 1ZfE &
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o 7 ARN AILEE —1MEIR , ZAIRFEMEM S3 EHBEZIBBEIT XK.

RN E BRI,

w

/A Important

- ARUERECRARERXATHERENESEE , F5H.

4. HEBREW T , B LRHE IAM S ARN RESFEBUHITERSIHR, HEPHEIKS
TFER RRSREBEBIKS B RIFAFEN IAM B,

5. (Wit )NEFHE\EESHEXRE , WEAUNERITER, B2 , TEF S3 FREBRAITE NN
B VDI 2EF, AEETEEFEBXEKEEINSES QERFET,

6. ZEERXR.
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RES En T

Add bucket

Currently only available for Linux desktops

Bucket setup

Bucket display name
Type a user friendly name to display

Bucket ARN

Paste the copied Amazon Resource Mame (ARN) from A

Mount point
Type the directory path where the bucket will be mounted

Mode

3 even across different accounts

() Read only (R)

Allow user only to read or copy stored data

© Read and write (RW)

Allow users to read or copy stored data and write or edit

o create a prefix automatically

| Mo custom prefix v

» Advanced settings - optional

1AM role ARN
' bucket, paste the I1AM role

urce Mame (ARN) copied in Identity ar

Project association

Pi

jects - optional
Associate the bucket w

(o) DD

Y% Amazon S3 12

1. 1E S3 FE@HIKRPIER — S3 FMEW,
2. R REDIEE B

3. WMABMWER,.
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/A Important

- FIB & S3 FHEXERT R FMBERIZT E VA ENKEEMIEH (VDI) 3%
Pl, AEEMBE FEH VDI 2EEZFREBXEE , ZEERTSEHINZME FE
Y VDI 21iF,

- BUETIE & S3 #RANXERRFA ST S3 FRBTHHE , ELSBEREAFEED
A Z I

4. EEREFHEERE.

RES » Environment Management

Edit S3 Bucket

Bucket setup
Bucket display name
Type a user friendly name to displ

53 Bucket

Project association

Projects - optional
Choose the projects to associate tc

| default X |
default

[ cancel ) Save bucket setup

BRI D S3 741

1. & S3 FEMFIKRPIEE—1 S3 FEM.
2. MR KEHIEE BIBR

/A Important

o« SRRAIR T TR RE AR R B BRAT R T B K BXo
- MIBRRIER LI S3 FRBPHHIE. ER2BIR S3 F#ES RES #IXEK,

- BREMBHSHIEN VDI SEERKEWEERNS (X4 108 ) HEEHRERE
LT RN
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HiERE

5 S3 R MFME RES i , BAEBRHERBANREREARENAA A, EFNEHE
BUEL , BALUER R (R) RiEE (RW) #=,

R

WMRES |, Read Only (R)NIBIEFMIE ARN BIHIZR ( Amazon BREM ) sEIMITHIERE,
Bl MREEAFEA ARN @ RES RNF# 2 X |, arn:aws:s3:::bucket-name/example-
data/HFkF#EIXEIE A MIE B XEEX , M| VDIs NILE A FIIE B FEsH AR ReEiE
B F#&ZEbucket-name THIEIE, /example-datafb iR IZBEZANEIRE. MREME
¥ ARN S BEMIIEIER , MEBEMNFE BN TEHESEXBRNETMmE £/,

BNE

WERRead and Write (R/W)i&d , N{PHLIREFMETE ARN B a1 EE S ITHIERE |, W EFTR,
WEXEEHMED , AFEEAN S FEHBRHEETTENIR., P /FRead and Write (R/
W), “BEMAIIR BoFERNTH , ZHI7RHIEUATEIMA TS .

- SREBEMNAETER

* /%p

* /%p/%u
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RES Enviro nt Management 53 buckets

Add bucket

(@ Currently only available for Linux desktops

Bucket setup
Bucket display name
Type a user friendly name to

— )

Bucket ARN
Paste the copied Amazon Resource Name (ARN) from AWS 53 even across different accounts

Mount point
Type the directory path where the bucket will be mounted

( )

Mode
(O Read only (R)
Allow user only to read or

Crea
Projects - optional

Associate the bucket with the following projects. To add 2 new project, go to Create Project

( ) ©

A EENBIERE

WMENo custom prefixiki¥ “BENBIR , WEFHTEMEEXBERENER TRMNE
. XATEFERXBENEMAIME EFEMMEANR, fln , mREEZEANo custom
prefixi&EH ARN arn:aws:s3:::bucket-name FF# 2 XFME RES , HFFHIXS
TiEH A #BE B MEXE , M| VDIs NIE A T E B REsINA P RAEX ZFM# 2 XH TR &
EEMNR,.

BB RE LEHITHRIERE

MR /%pikF “BENIE , WFEHEBPNEESEEXENE MIENMBRE., spEERRME
KRB, Bl MREERFEH/SpikEM ARN arn:aws:s3: : :bucket-name, HEHRHNNEME
WRMFE#NE/bucket , R ZEMBSTE A FTA B xBEX , MTE A FHAF A TG
BEAXH., /bucketTH AFKAF B A/ LERAF A BAWXH /bucket, BR , IRAF
B#EWE B /33 VDI H#1TEE /bucket , i THETEAF ABARNXH , EAKERZEN
BREN. AR ABARNXHM TR TH S3 F#ME+T , /ProjectAMAF B ReEEFEAIE

B VDIs I X #/ProjectBEt #1715,
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E8AMME. SMNAFRS LR THRIERE

MR /%p/%uikiR ‘BENHR , NE#EFBPFHOBENSZIMEBXENEMIEMBENAFE

B, SpLERRIMENRE , suRFKAFE. #ln , EERAMFEH ARN arn:aws:s3:::bucket-
name M EMEWERIE RES & |, /%p/Suit P BIEH SN, /bucket W FHEEITNE A FIME B
MXB, B AFMAF AT EBEAXH /bucket, E2RIRB%pRENZEFRE , FEiXih
BRT , AF BEETEAF AKEHE A DPEANXH/bucket , BRTIEMAFEHRE T
. AFABARNXHMTEHIRTH S3 FiM+ , /ProjectA/UserAMIAF B R&E VDIs I
B A RN /ProjectA/UserBEf F&ETT A,

BT P 17 A 15 R AR

RES ATLAMEAM AWS IKFHERF#RE  IREXLFERBESEINNR. EUTHRD , KA
Y RES SRR RENKS B PR S3 FHM.

SR 1 EEE RES WIKF I IAM A6 (XHHAKS A) -

1. BFRFEEILR S3 FMEMHAY RES K/ (K A) BY AWS EEEZFHIA,
2. T7F 1AM 255 -

a. SME IAM ZFIER.
b. ESMERF , EFRE.
3. GIERM

a. ERBERE,
b. 1%&# JSON &I+,
c. FEMELLT JSON KBE ( amzn-s3-demo-bucket B RIKF B F ) S3 FHBHEF ) .

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject",

Amazon S3 17 1 183



MESI/IEE ArfEm
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}
]
}
d. iijr%-lt_i"zo
4. EFHLEBRE
a. RMERMEEIER (HIW , AccessPolicy“S3”) .
b. AHNAERER AR BR A A&,
c. EERRIEFRLUBRE,
5. 37 IAM &5 -
a. SME 1AM ZHER.
b. ESMBEKYF A6 EEAE,
6. BIZAG .
a. EEFEVNEAG,
b. EEBENEEREIENAERMAEEKE,
c. FEMELLT JSON REE (1111222233338 AIKF A BISEERIKF ID A
{RES_ENVIRONMENT_NAME} RES SPEBHIMEZR ) -
JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {
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"AWS":
"arn:aws:iam::111122223333:role/<ENVIRONMENT_NAME>-custom-credential-
broker-lambda-role-us-east-1"

3,

"Action": "sts:AssumeRole"

}

d. J\.i?%—l:_ﬁo
7. HEONRPREKRE -

a. BRIEREZHCIENKRE,
b. J\.i?%—l:_ﬁo
8. #rid, EEMCIEAG® .

a. WARBEZF (HIW , AccessRole*S3” )
b. E“FERI T, &F FMFEL , ARWMALTENE

- # : res:Resource
« {H : s3-bucket-iam-role
c. EFACALRUIEAEG,
9. ¥ RES Hif£f IAM A .

a. EHEEN IAM A& ARN,

b. ZF RES #4l4,

c. EEMSMERD , &F S3 FHE,

d. EFBRNEER  RASEABKS S3 764 ARN EEXRE,
e. EFR‘SRRE-E THIIE,

f. 1 1AM B ARN ZEFHAAE ARN,

g. &R RIEERE

SR 2 BRKS B RV RERARE

1. BFIKF BH AWS EEZEA
2. ¥TFF S3 #&HA -
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a. SMF S3 EHIEMR.
b. REEEERFHRMNRAFEM.

3. ‘mEEMMARE:

a. EE R G+, ARG FHERE.

b. RMATREUARTKS A PH IAM BEFRIFEBIINR ( 1111222233338 KT A
HISEBRIK P ID Ml amzn-s3-demo-bucket S3 F#WIIBIR ) -

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/S3AccessRole"
},
"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
}
]
}

C. iij:¥1%ﬁo
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BrIEFAE VPC FEY BRI &

NBFIER P HEENT S S3 FHMMER B CKS R S3 FHMES |, ALK VPC KinT /K
R IENFE VPCo, U THRUEAMAN S3 RS I VPC KT R, ZL&IRT /51T B &R K-
P S3 FREBAREMEMREEKS, FEBNIKS.

1. I LS VPC ##H & -

a. BFI AWS EEEHA
b. FTFIL I VPC 414 , MikA https://console.aws.amazon.com/vpcconsole/o
2. 7 S3 8 VPCKigT A :

a. EEMNSMERT  ERLET
b. EHGIBRIRR.
XNTRSKR , FEFES AWS RS

d. ‘RSB FEBF , Wi Acom.amazonaws.<region>.s3 ( <region>F#& AWS FREH
X Ei ) RBER “S3%

e. MHIRAIEE S3 RS,
3. EBEBERRIRE :

o

a. XFVPC, BREHEHFGERIN VPCo
b. WFFW , FAFHBEHEAT VDI FREFHNLE TN,

c. XT “ERDNS &, FHARENZET. XAVRFIE DNS THLE BT 2 <M 455
Ho

4. NRBEEENRFIHER

a. TR T, EFEBEN,

b. TERBEREIRT , MARBHREHNKFRISEKS N TR REE, LT 2K RG] (amzn-
s3-demo-bucketE#n N IEH S3 1FEM4444555566668 111122223333 B E (4]
IDs BYAERI AWS K= ) -

JSON

"Version":"2012-10-17",
"Statement": [
{
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"Effect": "Allow",

"Principal": "*",

"Action": "s3:*",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,

"Condition": {

"StringEquals": {
"aws:PrincipalAccount": [
"111122223333",
"444455556666"

a. KRNEMIRE
b. EFE/RBIES.

6- Bﬁiﬁégﬁﬁjl-__"—’\\\ :

a. BIBEKXRTNRE, & VPCEHEPSME BRI R 82,
b. EFEFIBRIRES.
c. WiF K& RERN “HA

BRIXESRRE , BALIGIR—N RV S3HRE VPC KT R, BRRTEHNKSHEEKS ID
Ga: O

I8 B 25
AR E B RBTEE VDI LS
MBAEHBIEE VDI 55 NANEL M BERERBFERE, BEEUTSERRA,

1. EF VDI AE:

a. BFEAWS EEEZEAE

Amazon S3 17 1 188



MEEIRIERE AriEE

b.
C.

d

77T EC2 2% & H S EISKHI,
EREFHH VDI KB,

BLEEERERES VDI,
BITHT 885 :

sudo su
cd ~/bootstrap/logs

EXE , RULUKESIS AR, EAXKBFEMAEREFEconfigure.log. {time} XHH
#®E,

WA, BEEE/etc/message HELIRIMEZHFMER,

2. BEBHTEMEIERIE CloudWatch Lambda B :

B F AWS B4l A
$TF CloudWatch =5 & H S B BEA

BERAEH/aws/lambda/<stack-name>-vdc-custom-credential-broker-
lambdao

*\ﬁﬁﬁ—/\jﬁﬁﬁ’] H /l.,\éﬂ ;:FTZE H lu\qu:kEIJFﬁﬁ 'Lno iX‘Lb H E’I@@?ﬁ*ﬁg Tt”z% S3 ﬁ{%ﬁ
Rftmet B E L EIENBERENFAEE.

3. BEFEEHEMNEIIENRE API Gateway CloudWatch B & :

a. BXAWS EE#EHA
b. #TFF CloudWatch &%l & H S#Z A &4,
c. BEHEHA<stack-name>-vdc-custom-credential-broker-
lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>,
d. *\Aﬁﬁ—/\—]ﬁﬁﬂ’] H /u\éﬂ ;:FTIT: H /mq:'ﬁ',ﬂ}’ﬁﬁ 'Lfo xlkb H /u\‘{vf'@ ﬁ;&r‘ﬂ API Gateway
AR S3 FHBATEN B E L ERNEME RGN FEMER.
MAEANREREFEREN IAM ABEE
1. &3 AWS DynamoDB ###l4,
2. EERE
a. EEMSMERS , &F &,
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b. T H%kF<stack-name>.cluster-settings,
3. PERT:

a. EFEFERIE,
b. WWREIEE “HE"
4. AR

a. &R WIERR LTI “TRikeERSR B &0
b. FLIEIRE N FEMNZHAETE-

- Bt mAEH,
o FfFEE TN

- {8 : #i Ashared-
storage.<filesystem_id>.s3_bucket.iam_role_arn<filesystem_id>Ei#A

FEBRNNHFRSENE,
5. HITHH#E:

‘R BT UEATIERZETEE
6. KREHE:

MRZEZEEE , FRACEHEBN IAM € ARN EBREZE,

WMRIZFBTFFE -
a. EFRGIEWE,
b. WAEMIFE :
« XTXREEM , iH% Ashared-

storage.<filesystem_id>.s3_bucket.iam_role_arn,
- ANINEFEH IAM B ARN,
c. &R R LAURNINZINE
7. E#ME3 VDI XA

EFXH] , VDIs BREBXREFHZHEIR IAM B2 ARN #IIHy K4,
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IF#£ /3 A CloudTrail

E(F A CloudTrail ##|A& CloudTrail TEEH KR E A |, BZBAWS CloudTrail AF SR H £
CloudTrail # 4| & 6|2 R ER P IREMN B TIRME, CloudTrail BT idFi5E S3 F#EN IAM £
BRICKX S3 FH B IH R PR, X a] LLEEREEISEHI ID |, ZRHIIDEEESIME A,
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MESIRIER ArfEm
A — |
{8 %7 mn

ANHAFRBEREAENAREEEMAFMENE S

25

« SSH %A

. ERRE

. AZAR

. XHEHYE

SSH 7 d]

BEF SSH BRBL A | WHITUTRIE -

1. M RES ¥#6%# SSH iF1H,
2. BRBRELWIHBFER SSH = PuTTY BAT1HA,

RE L SR TE

EREED (VD)) ERAFRFE L AWSH|ZEFEE Windows = Linux ERlRH, AP TRETL
ZENEEBCERNIENNARFWER T B3I Amazon EC2 =41,

X BNRERS
RES BRIXFEANTRERGSEHENRE :

« W5 Linux 2 (x86 1 ARM64)

« W5k Linux 2023 (x86 A ARM64)
« RHEL 8 (x86) # 9 (x86)

* Rocky Linux 9 (x86)

» Ubuntu 22.04.03 (x86)

» Windows Server 2019, 2022 (x86)
* Windows 10, 11 (x86)
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F&

- BHFHNEE

- FEENEE

- BHEHRERS

- BRENEE

- REKTEESE

« ZEEENEE

- ERREAEBEN

B RE

1. MERERIEE RNELMRE
2. ERBIFMEMKE

RES Home Virtual Desktops
Virtual Desktops S . © G v o)

3. WAFAXYAFHAEE.
4. BEBRXR,

—KEELNKAFEENHFASMAHNA  BNKERE 10-15 DR ERHRSE. BHHEHIURT
PRt &, RES 28N GPU RHIH ZEMXN B EF,
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RSN EH

BERREMRE , FERREF , REER Web 5 DCV FF ini#t TEE,

Web connection
B Web HI%E515 R RHEEREERERES
«  J%&#F Connect , EERFREBUAE BN K7 RGN EHE,

MyDesktop3-windows (2 Connect

(avcvseiomric )( @) .

DCV connection
BT DOV B 15 S E ATREREMLE, BB DOV W, EHTUTERE :

1. & DCV 2BEXMHUTRZ.devX ., BFBEERS LZE DCV B iR,
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Virtual Desktops QI e | o)

rheld & Connect

@ Ready RedHat Enterprise Linux 9 t3.medium @ No Schedule

2. BREFEUH , HEEF? B

How to connect to your Virtual Desktop?

Windows Mac 0S Linux Ubuntu Web Browser

Step 1) Download DCV Windows Client.

& ZIP & MSI

Step 2) Install the DCV client on your computer.

Step 3) Download your virtual desktop connection file. (DCV Session File) & Download

Step 4) Open your .dcv (DCV Session File) with DCV viewer client.
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R RERES

ERFHRKENRS , BIITUTRE

1. EERE.

tual Desktops

Virtual Desktﬂps C ':‘ ETOGTIERED Launch New Virtual Desktop

2. &R BUKERY . BEMONMNATHERE
- Stop (f£1k)

EFLENSERCEZREE , EAUENEREIESFLNLE,

. ER
EFEDLTAE,
. st

KAGRRE, MREEANRIGNFE , WAL EARKSBBERR. BLIE2H , BN
ZRHIER DR RES XHRE,

* Hibernate
FLHEHRSGREFEAEFY. EFEFIRARE , EVNARFTIRE , EMEEEEZEH 6L

ERo AFMAEXRPIBZEFNRE , BZERIABENFICBBRAERAES TR, ERIEENEHE
RABXFIRE |, BSR KR TRE .
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1SR LR

BALEMELNREANEHRERLEE R,

1. BEEUEERBIKPNZE , BDIUFLERIE -
a. ii?%?;%ﬂzo

irtual Desktops

RES Home Virtua
Virtual Desktops Ot © QI e )

b. &EF ‘EBEEMRD
c. &‘EEEIL,

(® Note
BRI EEMNESERNRE AN,

BWARECFLE , &F BE REEE EHXE
ERRBEBMBEETENREKRN,

EERRER

XpEHE , ERRE

o & 0N

a. ﬁ#:%ﬁ{,ﬁo
b. &EF ‘EEKRERE

ERELRE o7
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C. ii?%%i—)bo

RREXEER

1. EERE.

irtual Desktops

RES Home Virtua
Virtual Desktops s © T e T i)

2. &R ERER

ZHEELRE

BABRT  EUSEITKERAAMNEABENEL, TAERAENSEH LN “BE ZL2HE TR
EOXRBAERENKRELWARLH , IT—TTR. ETHRESES , EENHEPERBERIATXE
ZRAZE D . BRNEAUEREREL , SEBRERE, ELEREREENEIE T HEX VDI
Autostop HEZER , BSH.

F&
- RENAREBRELRHE
« EENHEPRERIATE
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RENMARHEBERELZH
1. EFERE

RES Home Virtual Desktops

ual Desktops S O G T )

rhel9 (2 Connect

©Ready RedHat Enterprise Linux 9 t3.medium @ No Schedule

2. 1%&# Schedule,
3. BREBXKWBHEZRHE.
4. EBRRE
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Schedule for windows-session X

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ (@ Cluster Time: October 20, 2023 4:32 PM (America/New_York)

Monday

[ No Schedule

Working Hours (09:00 - 17:00)
Stop All Day
Start All Day

Custom Schedule

[ No Schedule

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day
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RAriEmE

EENMRPIREMRINIT

AJLATE DynamoDB H EFHERIA LTI :

1.
2

BREFENEFZER : <env-name>.cluster-settings,

TR XEmBE”,

£ “TFiEEs TH AL THAIFIESS
TIEEs 1

- BB = key

« A% = Contains

« K# =String

« {E =vdc.dcv_session.schedule

TiEEs 2
- BMEWN = key
« JR)% = Contains

« X =String

« {B = type
¥ Filters - optional
Attribute name Condi Typ Valy
[Q key x] [ Contains v ] [String v ] [ wdc.dev_session.schedule ] ( Remove )
= <) (e <) [(sene ) (om ) Cromove)

Run Reset

XFERENERE , FEZFERKRTREPSROIRIAITRISE
#lvdc.dcv_session.schedule.<day>.type. BREN :

NO_SCHEDULE

STOP_ALL_DAY

START_ALL_DAY
* WORKING_HOURS

ZHELRE
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 CUSTOM_SCHEDULE
4. IRCUSTOM_SCHEDULEERE , MAMRHEBEXNF BNELIHE, Fit , BERFRERT
ERNTILIESS
- BB = key
« 1R = Contains
« X =String
« {E = vdc.dcv_session.schedule

5. ER#EXAvdc.dcv_session.schedule.<day>.start_up_timeZEiREHBENX BRI
HHIWIIE ., vdc.dcv_session.schedule.<day>.shut_down_timefEHE & , Ml Null
ZEHAGEHBHRNFTHERXE , MR
- BMEM =value
« {H =<The time>

« XA =String

RAREF 24 DEHERRFETBEIERRIE R XX XX #lin , EF 9 2= 09:00, M4 5 2= 17:00,
WANEBLSIE RES FREHN AWS [X 13 A 2 i B (8] 48 X B o

RE R TE SR E B 3L

EERAUUREREUATFELENLILRAE VDIs, B 4 HAEENRE :

ZERERY ¢ LATAL T 22 RS ECPURI A RIE T S{E R 2 1& R,

2. CPU EHXRHRE : &ﬁxﬁﬁﬁﬂfﬁtlﬁlﬁ(vcwﬁmi)ﬂo FEHEANZERASTE, MRFHRE
RO, NESFEKZALBI N ZERRE

/A Important

RES B84 ##MaEZ T — M ZERARMEARLE CPU RIAR, KHAEXSLS TR
CPU ig{E , MRENRERESAK , XA IEZ RN,

3. BERAS : ZRENE , RIFFFLEILRE ( BEFERLLE ).
4. BRHITTR - MNSREA R, WA RS A it IR E R =R E LN 2E.
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Update Session Settings

Idle Timeout (minutes)

1440

Sessions idle for this time with CPU utilization below the threshold will time out

CPU Utilization Threshold (%)

60

Sessions under this threshold are considered idle

Transition State

Stop

Sessions will transition to this state after idle timeout

Enforce Schedule

Enable to allow schedule to resume a session that has been stopped for being idle

Allowed Sessions Per User

)

Maximum sessions allowed per user

Cancel Submit

REERE ‘RERE” WHEHW ‘RF[EDMFT. BEEREFNRESG , BE "BR” URFIR
LEREAEHRNRE  BFEIE A2 ENHERABIHNINRE,

BEE , 2 EEEEERELR LRI ESISTOPPED _IDLERAS. AP HEBMNAFRRER
ZISTOPPED_IDLEZiE,

VDI BZ1{EM




MrEIRIESE BAFiEm
HEEME

EREREL  SUNUEIEEEAENRE, BEEIRE , RIFEREERIMEE , SNELM
EEXEREE.

RES Home Shared Desktops

Shared Desktops (2)

List of Virtual Desktops shared with you. Unless user has Admin or Owner profile, session owner must be connected in order for them to connect.

@ Session Created ¥ Last 1 month

Q Search All States ¥ All Operating Systems ¥
Name Session Owner Base OS Instance Type State Permission Expiry Download DCV File Join Session
DemoSession demouser2 Amazon Linux 2 méa.large [©] Ready 10/26/2023, 5:00:00 PM Download Connect [4
MyDesktop6-linux-gs demoadmin1 Amazon Linux 2 t3.medium © Ready 10/22/2023, 5:00:00 PM Download Connect [2
1

HELFEN , BUUNEEEERENR, fl0, EANEEESZESENRERT RIERHRNR,

[ ] [ ] H'I’
A =
o7 |4t

H (3
b |

A

=

M
i
=

1. ERERIES , GERE,

204

u
i
=
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Virtual Desktops Auto-refresh

rhel9 [ Connect

(@ Ready RedHat Enterprise Linux 8 t3.medium @ No Schedule

2. EE“SEFENER
3. EEAFPMXBRR, &0 LAk E ZIHRT ),
4. EBERE.

Update Permission for MyDesktop5 X

Select the username, permission profile and the expiry date of the rules
[Q demoadmin1 XJ [ Owner Profile A ] [ 2023/10/22 }

View Only Profile

This profile grants view only access on the DCV
Session. Can see screen only. Can not control
session

Admin Profile

This profile grants the same access as the
Admin on the DCV Session

Collaboration Profile

This profile grants certain access on the DCV
Session. Can see screen, control mouse and
keyboard.

Owner Profile
This profile grants the same access as the v
Session Owner on the DCV Session
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BXANBRMNEZEELR |, 15 the section called “IXRFEHE”,

BRXELEH

EHRHERET , BUNEESERAENKREFAEZSIRKG, ETLUET Web XA DCV A, E
BATIER |, BREPHHARIITRELHENEE,

A B

XA B8R AT EEE Web TP FEI2REE EFS XHRSG, EAUNEEREXHRE LEBNF
RINFTBEAAX. X5 Linux ERIRERENX4HREHER. EMEARE LA XASBEILIRNE
T Web By 53 58 25 T SXAHHE R

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®m root / home / demousert
Q 2 items 2. Upload files Create folder Actionsv W Favorite C' Refresh i= 8 Options v

Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

FR

- LXK
- BIERX
- EERHEXR
- RENXH
it B8

e

1. & LEXH
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. BAMBRXH , BELARKE EEH XX,
3. &E L& (n) MK

A B 32

1. EEREMERE X,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 = root / home / demouseri

Q 2 items 2. Upload files Create folder Actionsv # Favorite C' Refresh i= i Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. EBIRE,
3. %R CHIBRSTH,

gE SO ARETEMANXHRIMER , REEE BIBRTH

I B 3244 207
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i PS

BEEEEENNHEMIARK , ATCRERINE WK,

1. EE-DIXHFHIHER,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ™ root / home / demouser 1

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. IEEECWUHE
HE , B AR ETEMXFRIIAFR , RIFIEE WHE
(@ Note

WHRRFEEAR R TR T, NREERIERIEFRET , WEEERMUERE R

4 8 AT
A ATE Web (17 FR 4R B T SIAK AR R A,
1. RRBREFOX. BT - EEXHRBEES.
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. BMITEHHLEE “REF

& ¥ SLAF

R “XAHER ERANBI AR ARFRA R . BTN TRARE LR | REH
FR R A LAY BRAE B 30 A

« FileZilla ( Windows., macOS. Linux)

* WiIinSCP (Windows)

« AWS Transfer for FTP ( YL &i# EFS)
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RES Home

File Browser

My Files Favorites File Transfer

File Transfer Method

We recommend using below methods to transfer large files to your RES environment. Select an option below.

O Filezilla () WinSCP () AWS Transfer
Available for download on Windows, MacOS and Linux Available for download on Windows Only Your RES environment must be using Amazon EFS to use
AWS Transfer
FileZilla

Step 1: Download FileZilla
* Download FileZilla (MacOS) [4

* Download FileZilla (Windows) [
* Download FileZilla (Linux) [3

Step 2: Download Key File

( & Download Key File [*.pem] (MacOS / Linux) ) ( % Download Key File [*.ppk] (Windows) )

Step 3: Configure FileZilla

Open FileZilla and select File > Site Manager to create a new Site using below options:

Host Port

Protocol Logon Type

SFTP Key File

User Key File

demouser3 /path/torkey-file (downloaded in Step 2)

Save the settings and click Connect

Step 4: Connect and transfer file to FileZilla
During your first connection, you will be asked whether or not you want to trust . Check "Always Trust this Host" and Click "Ok".

Once connected, simply drag & drop to upload/download files.
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HUEHEER

R YEH R UMM IE R G SR AAIXS A B R A Y 43 E 8] AR 1T B PR HR BRIV 15 2o

F&

- BARRMEE
« [A& RunBooks
« BHEHE

FARNR :

- BAREENGE
- EANBENEHEEKRR
s EMEASKREMRETE
+ ¥R Amazon EC2 3:f] LB BHEXXHF
+ CloudFormation ##%
s HTRBESHNRGHE , HRBE Amazon EC2 Auto Scaling 45&3)
- BBYTSH EC2 HH &AM
- ERHEHEN
- EREMENFNENRE
o ATFTLIEREHEN
- 5EZB % (AD) XN ERmTH#SE
+ Windows DCV ifjiz,
« &3 Amazon DCV IRAEE

 [A]& RunBooks

. RERB
+ CloudFormation &8l LM , HE RHEE “ WaitCondition BB XMEE ., fHix K,
TaskFailed”
« FZh Al CloudFormation 4% f& R U 2 58 F #4438 &1
« EHIEFEEIRS vde 22540 T MRS
- BTHRBXNREIR , TEMBRIFIE CloudFormation ik
- BIERERIEZ CIDR RSHEIR
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WRETRIAE AP s
+ CloudFormation 22 ¥4 35 H ] 4% 61 22 K W
- BIEASBEIR CER ) #HAXMK , #E R AdDomainAdminNode CREATE_FAILED
- BHEEAR
« EFERINIT iam : PassRole
o BREAF AWS K UANABT AWS BRIRFRABRNARSEIREIEE
- BENER , BEVEREERIE
« ZRBRAHI KAEAS HiIR
« 2P NE Active Directory & |, {B7E
- BlESERAFTAA
« CloudWatch £FEESR AE P HIE KD RHEIHIR
- RHERS
- RBY RES BIE T XHRE , BEEXEEFES VDI EH L
- RBY RES IR T — MRS BEREERE VDI EH L
o RFEEM VDI M read/write £ FF
« FXBRALIE A 50 R4
« M RES #1227 Amazon FSx for NetApp ONTAP B & B MAE N EH A
o REBHPIREN KK
- RBREALM , BEERTES AR,
* Infrastructure
- AESIESRERBESEETEENES
- BYELKE
- REE VDIs ERES TP M LEFH/MREXERR
« Windows B\ R EMN B FRIKFRENEER
- EANERIRA IS H CertificateRenewalNode
- UEEITHENRETEBR I ERE
- BRABERED 5 NENKE
« RE Windows EERHAK , HE TR “EEEXA". EHEEIR"
+ VDIs ERFEBERIRE
 VDIs B3 G ABHIRKRE
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WRETRIAE AP s
- BRE VDI 2EHAZHRE
- ENEEAH
« Amazon EC2 LA EERFHEFREEREL L
- BT EEMA AD/eVDi IR E R API Health Check %k , vdc-controller 3545 iE 1£ f& 3R
s REREHERUINTIE N , TIEFSHIE TSRS

« cluster-manager Amazon CloudWatch HEE R “< user-home-init > lKF &R AT A, EEEF
RArELS (ERKFRAFSE)

o ZREFNH Windows SHE R “BHKFEHER., FERENEER"

« external/customer AD FtE#) DHCP &I jb] &

* Firefox 1= MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING
 IRIEMIBR

+ res-xxx-cluster ¥4 F “DELETE_FAILED” IRZA , HTF “AEETHRRLERIR Eix , TZEF
o il BR

- WEBE

« EEFE VDI BE

« M Linux EC2 EHITEHAZE

« M Windows EC2 EHI T & B &

« IEFEYE WaitCondition $5iX# ECS HE

- EXNSARHEENSHRIEERNHIVETHREEREIR
« SERHER keycloak FHE/EH

« &30 B EFAI-
- BH VDI KitEATERERS , REE VDI £ERERRTZU AD AR FHEF VDI
« BliE SSO BFERLZEER RES 1ML
« B VDIs B Zh/E3h Linux , AD AP o £ A RIS ER 15 7 & B %
- BASSHIiGR/GE , AD EBEARPTEFRIELEMN
- EFENEEH RES IR IFRHERIFZR Active Directory

« 2024.x B4 H

« 2024.x B4 H
* (2024.12 F1 2024.12.01 ) SEARHE Cognito F 7 B IE M RA K KK 213
« (2024.12.01 RERRA ) F£HABEEEEES VDI i HIALHWERIEPEIR




MREIRIEE RAriEmE

( 2024.12 F 2024.12.01 ) Active Directory A /2 Fo3k83d SSH HEE IR L2 EH

(2024.10) 7ERES IR P ERE M RES FRE A |, VDI auto stop i T VPCs

(202410 RERIRA ) TENBFEEBLHIKEF3) VDI

(2024.08) & EMiZHE AMI HFE

(2024.08) ERl R AT EEE T AR ZME ARN H B E X F18kH read/write Amazon S3 24 1&
(2024.06) 24 AD HEH I EE=HET , NARBAK

(2024.06 RE R/ ) AD @S HRFHERRAKRRELSE RES

(2024.06 R E EARA ) CVE-2024-6387. Regre SSHion. #1 Ubuntu F %4 %8 RHELY
VDIs

(2024.04-2024.04.02) 1249 IAM BRI B KM NE VDI BN A E

(2024.04.02 R EEHIRA ) ap-southeast-2 ( EE ) F# Windows NVIDIA £HI1 % B3
(2024.04 F1 2024.04.01) RES Ml B % % GovCloud

(2024.04-2024.04.02) Linux B S EHEESM TEL T “RE" RS

(

2024.04.02 RERRA) TiERS “ SAMAccounttE&” BB EAXEFZRHEHRFZ/N AD A
P
(2024.04.02 RERRA ) AT RS2 ENNFBER

= AL i 0 A 1

AT ZEHXRE RES AL ALK BERNESR.

jilll

- EANESNEHEERE

- EREATUAKRFIHIEEE

« IfiE Amazon EC2 £ LW BEH

 CloudFormation 1%

s HTFRBESHNRSHE , HRBIE Amazon EC2 Auto Scaling 45Ez) #

- BMAMTOE EC2 #2515/

- ERhEWE

- EMERNENNELRE

« RTFLIPRTHEN

- 53 B (AD) MM EARTHSE

« Windows DCV iz
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« &K Amazon DCV [RAE R

RENEERRESHSE , AHRBEHFRNERRSE,
EWE A SR IRREE

RANBERT , BALUEATUERIEEZE , IS ERBENAFS

e Linux : /etc/environment

* Windows : C:\Users\Administrator\RES\Bootstrap\virtual-desktop-host-
windows\environment_variables. json

PR3E Amazon EC2 E4I L/ BES 4

BEXHFET RES EEMEAB Amazon EC2 =4 £, SSM £ E R A FIT AN SIFEUR
X,

EEHEESM vde-controller EEMIFESEH £ AINEUTNERIINARFMEMBE,

+ /opt/idea/app/logs/application.log
* /root/bootstrap/logs/

* /var/log/

* /var/log/sssd/
 /var/log/messages

+ /var/log/user-data.log

« /var/log/cloud-init.log

+ /var/log/cloud-init-output.log

# Linux E\RE L , ATATESBANBEEXH

* /var/log/dcv/
+ /root/bootstrap/logs/userdata.log

 /var/log/messages
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+ /opt/idea/app/logs/
+ /opt/res/logs/vdi_idle_check.log

£ Windows EB#I S E=4l £, TR TR EI A&

* PS C:\\ ProgramData n ice\ dcv\ log

« PS C:\\ nice\ProgramData\ n ice\ DCVSessionManagerAgent\ log
« PS C:\IDEA\Logs\ RESIdle checkVDI\

» C:\Program Files\ RES\ app\

£ Windows £ , AT EL TR B — N ARFN B EICTE :

» PS C:\Program Files\ NICE\ DCV\ Server\ bin

£ Windows £ , NICE DCV iE P XA LELU TN EHKE :

+ C:\Windows\System32\config\systemprofile\AppData\ Local\ NICE\ dcv\

Amazon CloudWatch H&A

Amazon EC2 1 AWS Lambda it E&FREEIEKET 5# CloudWatch BEH, EFRWBERBE A
DfEHEREREMNEREANEGEER , U REE—KRER,

XEFHANBEDT :

 /aws/lambda/<envname>-/ - lambda related
* /<envname>/
* cluster-manager/ - main infrastructure host
* virtual-desktop-app/ - virtual desktop bootstrap and DCV related
* vdc/ - virtual desktop related
* dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related
 controller/ - main desktop controller host

* dcv-session/ - desktop session related
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EREASEN , FAABNNEFZNFRRITIHETRSBERY , WTFATR. X/ NEEHBLEESE
BF R ERAHE

?"ERROR" ?"error"

BERRENE - EER A BEEEE RBMBEEN A Amazon CloudWatch 32 HIE R

i, el —NNEE , AT EZFSRERNE RN EIURE , FRelathgsk. XMHETHR
ERMBRNBERBRKRABEACREZTLHES,

DT REMBEHENN T, EFEALINE , BEEERAT , H¥<envname>F<region>EFEHEEiR
7 MERIH B

{
"widgets": [
{
"type": "log",
"x": 0,
"y": 0Q,
"width": 24,
"height": 6,
"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, @message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
stats count() by bin(30s)",
"region": '"<region>",
"title": "infrastructure hosts",
"view": "timeSeries",
"stacked": false
}
}
]
}

FEFIMRAY R B ATRE AN T AR
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CloudWatch » Dashboards > res-stage2-errors-lines Autosave: Off @ Period override 5 minutes (auto)

res-stage2-errors-lines v ¢ ‘ =) ‘ ‘ 1h 3h 12h 1d 3d 1w Custom UTC timezone ¥ H C I v H byd H Actions ¥

infrastructure hosts

1. count
40.00 o 0

30.00
20.00
10.00

s o e . =
10-28 21:11:48
2100 22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00

19:00 20:00

CloudFormation 1%

MR B HiH 028 CloudFormation kB8 SRR BEHXN TR, S4MNHmEHES.
NTF 8 HE , ATUSH B4, RIR M R R SERERERHERNER.

RES % :

* <envname>-bootstrap
« <envname>-5£&

« <envname>-1§#5

« <envname>-B FR%E
« <envname>-Z {712
« <envname>-HE1FfE

« <envname>-£HEE S
* <envname>-vdc

« <envname>-E2 E1

BERASHR (MROEEPERRFEN DA EAMARTA , WATLEA AWS BT ER
FRBERBER TR, )

+ <envhame>

« <envname>-Bx X

« <envname>-DirectoryService

« <envname>-1#fi&

BRKBENEHERRR 218



MEEIRIERE AriEE

+ <envname>-WindowsManagementHost

AT RBSBNWRSEHE , HRBIE Amazon EC2 Auto Scaling A&
MR RES Uls kARG RHEIR , NRERRATRERNARF KRG HHE B,

FNEMIZHE Amazon EC2 =l Bz R4 (ASG) BEE—NEIETF , ARTRNE=FINYT BIE
o WR Ul MEAXVEMEERRTEFR |, HRE Amazon EC2 B4 AHEBE SN EL LM,
HEEFMX ASG B Auto Scaling ASEZNIET~ , SAAE Amazon EC2 Rl R B FREIFIRES.

WMRE , BHEAXHINMER Amazon CloudWatch BEEARBERBIZRK T AJeERARIBRE MW IR,
EEBIMFRICH T REHA M ASG Kb 2Hl , LA LAMERA SSM &R AT A 5ZER FEIZITHSE
BIMESE , AREZEH LN BEEXHLBRERR,

MRBILEFER , ASG 2BFI B AR ERREATRERNTER.

EC2 Dashboard X C EC2 > Targetgroups > res-bicfn3-web-portal-e2958adc )

EC2 Global View

Events res-bicfn3-web-portal-e2958adc

v Instances
Instances Details
7
Instance Types

Launch Templates

Target type Protocol : Port Protocol version VPC
Spot Requests.
Instance HTTPS: 8443 HTTP vpc-011d10e23ad 10cbse [
Savings Plans
Reserved Instances 1P address type Load balancer
-bi - ¢ - 2
e 1Pv4 res-bicfn3-external-alb [2
Capacity
Total targets Healthy Unhealthy Unused Initial Draining
v Images 1 @1 ®0 0 0 0
AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)
Select values in this table Al lied to the
¥ Elastic Block Store
Volumes
Snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

v Network & Security Registered targets (1) Register targets

Security Groups

‘ Q Filter targets 1 [o]

Elastic IPs
Placement Groups O Instance D v | Name v | Port v | zone v | Health status v | Health status detalls
Key Pairs

O 1obasds08631£20043 res-bicfn3-cluster-manager 8423 eu-central-1c @ healthy

Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Sealing Groups

HRIAYD Dk EC2 2 & S\
AHAEREERARS FETHRERE,
ERhZRAE

YEESRHEZTR , Amazon EC2 #H|ABEERREUTAHARE L, ETHEHFIR RES Eitiikik
Amazon EC2 E£4#l. EHIBHFIEIZRE RES HRER Mo

BARIAYID T35k EC2 3241 A AN 219
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EC2 Dashboard X Instances (5) nfo
ECZ Global View | Q Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X | | Clear filters
¥ Instances

O Name ¢ v | Instance D | Instance state 4 | Instancetype ¥
Instances

O res-stage2-cluster-manager 1-095bdc4c87321a4ff @ Running @ a mb5.large
Instance Types

OJ res-stage2-vdc-broker 1-041867308771e71d3 ® Running @ mb5.large
Launch Templates
Spot Requests [ res-stage2-vdc-controller i-08800976C757717e6 ® Running @ Q m5.large
Savings Plans O res-stage2-bastion-host i-0523e5480f434581a © Running @ a ms.large
Reserved Instances O res-stage2-vdc-gateway 1-00773bc97ccle841d ® Running @ Q mb5.large

Dedicated Hosts

Capacity Reservations

EMRYENNELRE

f£ Amazon EC2 ##l& % , ¥EUKEETH , eNFERELUTFUTRE, EXMERT , ELR
EULdERE, XPIEMNEERUERENAF. PENEMEEHNRENXERN , TUEHIA
“MyDesktop” , 2 A] LA F FiREH B Fro

EC2 Dashboard X Instances (7) o
ECZ Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X ‘ | Clear filters
v
Instances O Name r's | Instance ID | Instance state v | Instance type ¥
Instances
O res-stage2-bastion-host -0523e5480f434581a ® Running @ Q m5.large
Instance Types
O res-stage2-cluster-manager i-095bdc4c8732 1a4ff ® Running @ Q mb5.large
Launch Templates
res-stage2-MyDesktop1-demoadmin4 1-022826¢122d8c78d5 Runnin méa.large
Spot Requests U [ 9 4 P j © g @Q e
Savings Plans (] res-stage2-ProjectWork1-demoadmin4 i-09ba5d8ae152¢6f25 ® Running @ Q méa.large
Reserved Instances O res-stage2-vdc-broker 1-041867308771e71d3 @ Running @ Q m5.large
Dedicated Hosts O res-stage2-vdc-controller I-08800976c757717e6 ® Running @ a mb5.large
Capacity Reservations O res-stage2-vdc-gateway [-00773bc97cc1e841d ® Running @ Q m5.large
¥ Images
AMIs
AMI Catalog

R F L IEPRSH EH

4 Amazon EC2 ##|58 EREL LKA , EMBERELENREEN. MREFFHEITELTL
IR EMBHEN , BRI RESMHBERENEMBHEN , WATERRRSGRBEERE.

TERERT ELIENKERXA,
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EC2 Dashboard % Instances (10) info
EC2 Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 ‘ X | | Clear filters
¥ Instances
[l Name /' 'y Instance ID | Instance state v | Instance type ¥
Instances
O res-stage2-cluster-manager i-095bdc4c87321a4ff © Running @ Q mb5.large
Instance Types
O res-stage2-vdc-broker 1-041867308771e71d3 (® Running @ a mb5.large
Launch Templates
Spot Requests O res-stage2-vdc-controller i-08800976¢757717e6 (© Running @ Q m5.large
Savings Plans O res-stage2-windows1-demoadmin4 i-092cdf6a7e52e9b%a © Terminated @ Q mé6a.large
Reserved Instances O res-stage2-rhel91-demoadmin4 1-0b3d134f606a53636 © Terminated @ Q mba.large
Dedicated Hosts O res-stage2-bastion-host 1-0523e5480f434581a ( Running @ a mb5.large
Capacity Reservations O res-stage2-aml21-demoadmin4 |-023844b29c12b9393 ® Q mé6a.large
¥ Images O res-stage2-MyDesktop1-demoadmin4g 1-022826¢122d8c78d5 © Running @ Q mé6a.large
AMIs [} res-stage2-ProjectWork1-demoadmind i-09ba5d8ae152¢6f25 © Running @ Q m6a.large
AMI Catalog [l res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q mb.large

&3 B % (AD) XV BT HEE

AR 2 Idap X SHRE , AAUEEMENEN LR AXLERSUES AD BEMXER. AN
R H A S BN = BRAE B BN E R i A S B

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

Windows DCV i#iz
£ Windows SE £ , B UEAUTERFIHSEEBEHLIE

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files

\NICE\DCV\Server\bin\dcv.exe'list-sessions

Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console
name:windows1)
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&, Amazon DCV RA&E R

Amazon DCV ATEMKEKXiE, AWS L Si# DCV. BAT R4l BA a1l E E T 2 &0 DCV FHHI AR
¥/

Linux

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version

Amazon DCV 2023.0 (rl4852)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

7] & RunBooks
T—F3ETREHIAY )RR, L0RIA N IX LL ja) 7 LA B 40 4aT 8 R (0] B A9 222 1%

« RERA
+ CloudFormation #8122 &M , H 8 =HEE “ WaitCondition EWEIAMBEE . iR KD,
TaskFailed”
« AIh8IZ CloudFormation 4% f& & W E 58 7 R 4438 &1
o EHIEFEEIRS vde 2 HI28 4 T MRS
« BTEBXNREIR , TEMBRIFIE CloudFormation ik
. BIERERTEE CIDR REHBSEIR

& Amazon DCV RARE R 222


https://aws.amazon.com/hpc/dcv/

WRETRIAE AP s
+ CloudFormation 22 ¥4 35 H ] 4% 61 22 K W
- BIEASBEIR CER ) #HkKXMK , #E R AdDomainAdminNode CREATE_FAILED
- BHEEAE
« EFERINIT iam : PassRole
o BREAF AWS K UANABT AWS BRIRFRABRNARSEIREIEE
- BENER , BEVEREERIE
« ZRBRAHI KAEAS HiIR
« 2P %A Active Directory & |, {B7E
- BlESERAFTAA
« CloudWatch £FEESR AE P HIE KD RHEIHIR
- RHERS
- RBY RES BIE T XHRE , BEEXEEFES VDI EH L
- RBY RES IR T — MRS BEREERE VDI EH L
o RFEEM VDI M read/write £ FF
« FXBRALIE A 50 R4
« M RES #1227 Amazon FSx for NetApp ONTAP B &€& B MAE M EH A
o REBHPIREN KK
- RBREALM , BEERTES AR,
* Infrastructure
- AESIESRERBESEETEENES
- BYELKE
- REE VDIs ERES TP M LEFH/MREXERR
« Windows B\ R EMN B FRIKFRENEER
- EANERIRA IS H CertificateRenewalNode
- UEEITHENRETEBR I ERE
- BRABERED 5 NENKE
« RE Windows EERHAK , HE TR “EEEXA". EHEEIR"
_+ VDIs EBHFEZIRE

[A]@ RUNBOOKS 223
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WRETRIAE AP s
- BRE VDI 2EHAZHRE
- ENEEAH
« Amazon EC2 LA EERFHEFREEREL L
- BT EEMA AD/eVDi EIRE R API Health Check %k , vdc-controller 3545 iE 1£ f& 3R
s REREHERUINTIE N , TIEFSHIE TSRS

« cluster-manager Amazon CloudWatch HEE 7R “< user-home-init > KPR AT A, EEEZEFA
FRZ (ERKFRAFE)

o X B FHATH Windows RHEE TR “CHKF EHER, BRAEHNEER”
 external/customer AD Eti&HY DHCP i%&If 7] @&

+ Firefox £ix MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING
« TREMIER

+ res-xxx-cluster %4 F ‘DELETE_FAILED” X% , HTF ‘BT HTERIR (Fix , TEFI
B

- WEBE

« EETFE VDI BE

« M Linux EC2 EHITEHAZE

+ M Windows EC2 £ T & B &

« IEFEYE WaitCondition $5iX# ECS HE

« BN FHREENSHRIEERNBIVERHERFEIR
« SERHER keycloak THE/EH
. J&E3N B FKEA
- BH VDI KifEL FEERS , REE VDI AZRERRETEZNAD AFSHEF VDI
- BLE SSO FEERELEZER RES 1Mk
- BDfE VDIs A Zh/E3) Linux , AD A= th FosE fE F SO SE 2R 15 B0 = B 3%
- BRI SSHIARE , AD EBRRAPEERREL2EH
- EFENEEH RES IR IFRHERIFZR Active Directory

D

7] &

W
P

!

s
m
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+ CloudFormation #tik BlZ LMK , HERHEE “ WaitCondition S WEILAMBEHE . &ix RS,
TaskFailed”

« FZh A% CloudFormation 4% f& R U El 88 F #4438 &1

« EHIEERIFS vde EHIZRL THERS

« ATEBNRE R , TTEMBRIFE CloudFormation 3tk

- BIEHERIBEZE CIDR SHEIR

» CloudFormation 8|2 ¥R3% Hf A Ak 8 2 K K

- BIEASBEIR CER ) #HRKXMK , #E R AdDomainAdminNode CREATE_FAILED

CloudFormation #t& Bl LMW , H & REE “ WaitCondition BB XBUEE, iR :
RS, TaskFailed”

EEEEA , ERER I Amazon CloudWatch H&E4H <stack-name>-
InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, MRFZA
BENEEL  FREF-NMNTANATE., BEPHNHEREENRHBEXZENBENESELE,

(® Note
BINSBERREZER,

R Zh 8% CloudFormation 4% f5 & YR 2 &8, F MR 4438 A1
R IEI2 CloudFormation #ik B RUEI B FER4EE |, FRIEUATAR -
1. TIAE FER bS8 A E#,

MR FHB it R IEFRITTETAM |, B BRH E#HEPE Research and Engineering Studio ¥k
%,
2. 1E&EE Amazon EC2 & LUREEIA LB IEHE,

MR A<envname> B E RN B L IER Amazon EC2 Sl , ARAIEHETSEHIER | ML Active
Directory fit & AJ BEF1E [B] &

TR 225
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3. MRIEHMET AWS SHRETER A RGZBARAR , FHIAVPC, RBETFHMLABFRUKRE
ftbi E RV S B2 HHERR B2 Y,

MREASHEAES , WA EEMBRH EFHIE RES B, BXEZEER | BSH HE™ @o
4. MBEFEABSWABERBES~ R , BEHIAMEH Active Directory STRHAEL E A8 TE.

FIAERIZESEHIR I N A Active Directory Z2XEE, HFZ1R PR P Bthe section called “SE4IIE
AR vde R HIZRL T IRk R R B &

SLI ETE &3S vde R HIER AL T MRS
LeIR B AT BE Y R R R B IR TR E B M A Active Directory,
ERIERE , EHITUTRE

1. TEWS1TH , 7 vdc-controller BNE4TSEHl L BZ1 5 SSM A E,

MBREBFIETFD., KMFEEBEPERER , WIRAZEFIFEMA Active Directory,

[root@ip-: 1# systemctl status sssd
® sssd.service - System Security Services Daemon
Loaded: Jloaded (/usr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)
Active: |active (running) |since Tue 2023-11-14 12:12:19 UTC; 1 weeks 0 days ago
Main PID: 31248 (sssd) Might see “inactive”/“failed” here
CGroup: /system.slice/sssd.service
[-31248 /usr/sbin/sssd -i --logger=files
[—-31249 /usr/libexec/sssd/sssd_be --domain corp.res.com --uid 0 --gid 0 --logger=files
[—31251 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files
L-31252 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step

Might see errors
highlighted in
RED here
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ERRIXNRE |, FHRITUATERE

«  ER—-MNGSITXRHIG | B{Tcat /root/bootstrap/logs/userdata.logliAERX,

ZEBETRAE=ZNIRENBRARRERRz—.
BARE 1 : WAK LDAP EZFMEEFER

EEHE. MREZXREFIUTHNEREES , WHAZEFFEMA Active Directory,

+ local AD_AUTHORIZATION_ENTRY=

+ [[ -z "' 1]

+ [[ @ -1e 180 1]

+ local SLEEP_TIME=34

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'

++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 18@) waiting for AD authorization,
retrying in 34 seconds ...'

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...

+ sleep 34

+ (( ATTEMPT_COUNT++ ))

1. WIEESIE RES HKXHRARETEBMA T UTEINSHIE,

« directoryservice.ldap_connecti
- HZBRS .Idap_base

« B*XMRS.users.ou

- B3k service.groups.ou

+ directoryservice.sudoers

« directoryservice.com

« B3RS .name

2. E#¥1 DynamoDB RHM B HIRE, Z&KRMUT DynamoDB 2FI5H “KR” TH, REN

H<stack name>.cluster-settings.

3. FEHERE , MEBRIFFSITHRESFIMEFHEEEIM vdc-Controller. B4 B A DynamoDB

E%EIJE’JEE%E{EEIJJ%)T%PJIJO

REFH
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BARER 2 : AR ServiceAccount AR EZAEH

WMRIRE H&XInsufficient permissions to modify computer account , MI7EBZEHER AT
1 A ServiceAccount BFRATRERIEH,
1. & AWS ##| & H T Secrets Manager.

2. #F directoryserviceServiceAccountUsername, MiRNZE<stack name>-
directoryservice-ServiceAccountUsername,

3. THEHUEEFAGERNE, & NEE T , & BRRYIEE" , RRGEE HXX,

4. MRZECEH , ERRFEP YA EESTHEFEES M vdc-controller 261, B3I 48 BUEE
F Secrets Manager ® # & #1185 3 #13=

BARER 3 : i AK ServiceAccount ZiE T IEH

WMRERHZEInvalid credentials , MTE 2R #EAR BT 4 ABY ServiceAccount B AJBER IEHE,

1. & AWS #2515 B $TFF Secrets Manager,

2. #3*K directoryserviceServiceAccountPassword. #IRRIZZE<stack name>-
directoryservice-ServiceAccountPassword,

3. IABALUERERMAGEENH, & NBE" T , EE BRRVIEE" , REEE EXK,
4., MRLZETEBRETHEERMANEBREER , WA BLTE Active Directory M Secrets
Manager FEEZB,
a. BEAEDEERD , BT AWS Managed Microsoft ADLA FIR4E :

i. 3T AWS #251 & H 3 ZE Directory Serviceo
i. EEEH RES BRMBERID, REEERRE,
i. EEBEERSHE
iv. #A ServiceAccount AF A,
v. WAMER 6 RAEER BEERE
b. E7 Secrets Manager PEBEHE , FTMITUTRE .

i. 3TFF AWS &I & H B Secrets Manager.

i. #3*EdirectoryserviceServiceAccountPassword. RN ZR<stack name>-
directoryservice-ServiceAccountPassword,

!

H

aF=3 228

il
A



RS TRIfSE A m
i. ITHABAUEFTEMAEENE. £ NBE T , ER RENEE , RFIERE A
7,
iv. EREE
v. 7 ServiceAccount AFIEBHER , REEE “RE"

5. MRIBEHTME , HMERFRH LI EEZTHEREERM vde-controller X4, Auto
Scaling £ A & E = 3h ¥ 51

HTFHRBN KRR , T EMBRFE CloudFormation ik

MEBATFHREBIREIR (HIA ) SB<env-name>-vdc CloudFormation4 il Bk s
Mvdcdcvhostsecuritygroup , M AT gERH T FEAES & Amazon EC2 L4613 3h B E #0122 H
TFRHELZEHAP AWS .

EFRERE  FERALILEMBAXT A NS Amazon EC2 K6, AR5 , RIS BRER
i::

o

RIZEINER BT CIDR SR
BIEIRERT , CIDR REBLHIEIR |, WMBARZAS A [FAILED],
BiRRH -

Failed to update cluster prefix list:

An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

AT EHERXANEB | AKX E x.x.0/24 = x.x.0/32,
CloudFormation 225 3E Hi (8] 4% 6] 2 Kk W

BIERES R —RINEFTRUNERE, EELEXE , et BIARERE , NS B CloudFormation
REIBAM,
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MRHIXMER , ERBRIEHAERGER. HE  EUTAEEGXEERLGE.

BIEAZRIR (&R ) HR KW , HE R AdDomainAdminNode CREATE_FAILED

MSERIEHR IR AMHF BT THEIR , WWTEERMA T Amazon EC2 ERBIEFEHEREZESH
BT T B4

AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

ERERMER , HFHRITUATERE

1. HZSSMRAEESRT , RERBCEEBIARRENEXRFIERE T B EF.

2. 1£ SSM RunCommand/Automation 1T L IEFRF , RESHN T HXH SSM XHEHHITRERE
XBIEZMEYE.

3. TEIREM Amazon EC2 R BEXHF , EFEAMIRFIEER  UBEXRflERENRARETEN
B3l

MEFBEEEEIEIRY  BERNSED 15 HHIEE RES STHIB SN
B ERE R B

BOER (SSO) M BN EBFHNAZHNTEAMERTFEEEIRERN. BXIRE SSOLENEE ,
BSH

« the section called “fEfH IAM B8 E SSO”
« the section called “4 SSO B E &K & P IEARS”

EMRSHHEBEHEXNEMRD  BSHUTRERS TR

ESi

o RILBINIT iam : PassRole

« R AWS IK U AET AWS BRIFRIENFEETIRIEE
- BFEFWER , RaVEREEZFTH
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WREIRIHEE A5
- TREBFNHA “RAIAFL HiR

- EFAFPAIE Active Directory & |, {B7E

- SIELERAFTAHA

+ CloudWatch £#E a8 B & HIHE H KN RFIEIR

R LRI AT iam : PassRole

MRERFFIRFEE , BREFTRINIT iam: PassRole 4 |, MSAEFEHNRBU AT EFABEE
45 RES,

HEAWS RS AT ERIIEARELESIZRS , MARCERMNKRSACIKRSHXAE, it , &
HMEBRABELE I RSFHNR,

HE N marymajor By IAM AP =R EAES S E RES FHITIREN , 2HIUT ROIHER, B,
RS HAERFRS AR THNRT THITIRIEE. Mary TEBF A B&E I RSHNR.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XMEH Mary FBUER L A F-EIAIT iam: PassRole 1, MREFEZHRE , BHRRAE
WAWS BB R, ZHNEEARRMBEREILEN A,

BB R AWS IKF AN ABE AWS BRI RNAREIRIEE

FAatE—1Ae  WEEMKFPHNAFSIEELANARTUERAZABKRIGRIEHRIR, &7
BIEEWESER , TURAAG., X TXHETRFRA R REHTIEK (ACLs) WIRS , BN
{5 AR IX L5 SR BE [0 ATV IR T 173 (R R BY SR A A PR

ETHREZER , BZRAUATHRE :

- ETHIMIBETERBEN AWS K/ REN TR G FEAR  E5H IAM AF S P S HEEH
5 —4 AWS IKF Y 1AM A P iR E B RIR,

« ETHRNMAEE=T AWS K RENENERABRNR , E5H IAM AR EETFHNEE=%5
AWS Ik P 1R 4415 R AR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html

MEEIRIEE ArfEm
- ETHRUOMABIRES FARIERBFRNR , FSH IAM AFREREPNEELSAB I HRIENAS
REFRNE (RESMRIE)

- ETHEAACNETRARNRBETERSHRNXS  F5H IAM AR EETH IAM ARS5E
THRENKBEEATE,

BERRRE , RAVANREEFAE

LI SSO EFEEH IR , MBI RE, BERERSE , FRERFS[ZFEEHEERERE
FREBFERER.

EEERAE , BHITUTERE

1.  $TF CloudWatch #2#l &,

2. EHFEAEAS , KBEIBAWEH/<environment-name>/cluster-manager,

3. I BFRAUEBRALERPHEME IR,

EREERERE , THRITUTERE

1.  §TF DynamoDB &l &

2. RS, REBRNWKR<environment-name>.cluster-settings,
3. FTARKHER WEREIE",
4. RIFHIERITD , ATRAUTEER .

- BHEM-XBE

- RR-IE

- #ME —sso

5. 1&#E17,
6. HEREMNFERFEH  RIESSOBEERELER, MREHIIFIERE , BF sso_enabled Z4INEE
A False,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://console.aws.amazon.com/cloudwatch
https://console.aws.amazon.com/dynamodb

FREIRIEE AriEE

Edit item

You can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more [4

Attributes
Attribute name Value
key - Partition key [ identity-provider.cognito.sso_enabled -]
4
[ value ] O True © False

7. 1R[E RES AFRENAEREE SSO,

SR E R HI KA EAF 8%
MRAFEZHER RES REMKE “RIKXFAF” #Hix , HFHZAFHINE Active Directory H
« MR RES & BEZAF , MERESFZAFRME AD

« HFFPTEEEARELE RES, RES B/ HRELS—K , ALEBEESESSEHREAFRSEET
REZERM. EXERY , BEBHINSRBZESFHEA L RME Active Directory |, 1B1E,

- MRAFHIHE RES # ¢

1. BREMRFEEBER. BXESEE , 20 NELER (SSO) RELN SRR,
2. TR SAML BN SAML & F BB &R AR & I F 77 By BB F e A b 3t o

2~ A P % 0% Active Directory A |, {B7E

(® Note
AFEMAT RES 2024.10 RERIRA, HXx RES2024.12 RESRANEL , HSH, W
AFEFHZITESE ( R4S 2024.12 F 2024.12.01 ) HX* RES 2025.03 RESRANEER |, S
. MAFZEBELRD (AR 2025.03 RESHRE )
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MRS AP RINZ Active Directory , {87 RES AAIBRDZAF , WEEMAS HE%, AD @S
B Lambda BB B/ NITHIT—IX , ZEEE AD 2B S A RES g, Art , ERMFAFRFALASE ,
T— 1 ESERELEER, EALUET Amazon BIERAFIRS Fa B3RS,

FHEHRIIRE :

1.  3¥TFF Amazon SQS #4lA&,

2. M “BAFI” iR <environment-name>-cluster-manager-tasks.fifo,
3. BERREFNEUWCEER.
4. TEBRHIENH , BWA -
{ "name": "adsync.sync-from-ad", "payload": {} }
5. EHEYA IDH , WA : adsync.sync-from-ad

6. EHEESHEMERIDF , WA -NMEVNFBRFZFHHR, HRXBLARE TR HED HRKT
B ERE , BUZERMFE B,

SIELENASTAH

MREEEER , EHEREATE , BEECIERLEN KX Active Directory FRAF AT A , MZAF A
REZEXRER. RENERAFPNESE, FERAFRSINELBERHE X,

CloudWatch S£&3EHE 88 B S HIE B /N RBIEIR

2023-10-31T718:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []}

MR IEIE CloudWatch EHEEE HEFWRBLEIR , AL ldap BERAEERE 7T AZHWAFIESR,. B
ORI RIE | EIREEMN IDP B Idap ERLERE4,
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https://console.aws.amazon.com/sqs

WREIRIHEE A5
RiBEY RES BIETXHRS , Be3FHEHRKE VDI 4L

ZEY RES MR T —IMXHRE , BESEEHE VDI EN L

EFEM VDI EH read/write EITF

EM RES 82T Amazon FSx for NetApp ONTAP B E& B A RN IT A

BN RESHIBRTXHRSE , BEREESFHT VDI £H L

XHEREHIATF AT A7 R, REF8ER VDI ENES,., BRBRUTSRRIINHRERBATHME
KRB

Amazon EFS

1. Bi4X Amazon EFS 2#l &,

2. REXHRENRDZREN “TAH,

3. MEXHRGERE RN AR, EEF , RAEHBEB3 VDI £4l,

T 5# FSx ONTAP

1. BI4E Amazon FSx #4l&,
2. RE “RE® 2EBR “AA,
3. MR RE™Z R AU, BERF , AREBER3 VDI 4#l,

FBET RES T —MNXHRE , BEREERE VDI £ L

RES EHRAMNNHRENEERMENZTEEMM , BARF VDI ENER X4 RS, BTXEXHRS
= RES /A eIER , Hit RES NEEMXRHZ2AMN,

BEEHAXHRERBENZ2EN AU T AWRE

+ 3R H linux VDC E#LH NFS Ji& (%0 : 2049 )
« kB Windows VDC EHEYHR/NEPIRE (50O : 445)
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https://console.aws.amazon.com/efs/home#/file-systems
https://console.aws.amazon.com/fsx/home#file-systems

MRASIEIAEE RAriEmE

T EM VDI E£4 read/write EFTFF

ONTAP Z#F4EH UNIX, NTFS FIBEZ X, ZE2XHERET ONTAP A TR HIEIE R AV R
AP R A LMEBOX R BZ iR R,

Fltn , INBRAEBMEHA UNIX 22X, NBTF ONTAP SR , SMB & k{0 AR 7 LA B 5 iR
(FRRECMNSAEBFEITEHRRIEMTN ), 82 , ONTAP £/ UNIX IR , RE UNIX BF S
BEME A A T EfESUX LR,

R PRAN2E AR 451 7= 451
X Linux T/ESRAEERA UNIX XIEH

sudoer I LA N EMAFEENRE, flil , L THRFRTFAERAXNZ/<project-name>HH
#<group-ID>3E4 read/write fXBR :

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

£ Linux A Windows TEHREAFER NTFS NI = £

AUEAREXHRNAZEMREERLZNR, flW, FE—NMAFuser_01/—/NX 4
Fmyfolder , fRATLUFFull ControlChange., KX PRiIZEReadWAllowEDeny :
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WREIBRIHEE

RriEmE

_I_

Documents Properties X

”

\I\
<

>

E:[] ~ Permissions for Documents

Share Pemissions

GFEIUFI Or Lser Names:

Everyone

e

 folder

folder

Pemissions for Everyone

Full Control
Change
Read

folder

folder

folder

folder

folder

folder

folder

BHERS
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R Linux # Windows B FIRHEMFH1ZE , RIIFEEE SVM LiREZHME | T Linux AP
E5HEEAFAS5E AP &8 NetBIOS H & &N MHx Bk, X2 Linux ] Windows A 2 B # 1T
BRAFAEN, BXSE , BESREMER Amazon for NetApp ONTAP 5 A Z MY TYES 5 FSx

FEM RES 812 7T Amazon FSx for NetApp ONTAP B &% B A EKRIT A

AT, HIEM RES #2414 62 Amazon FSx for NetApp ONTAP B , X REL#THEE , EE
e, EFCIERN ONTAP XH RS SVM AR , SR MA SVMs Microsoft Active
Directory ##Z8RI 5 FSx 28 LT R#ITRE. BEREMENEZIRESE AD #8 Amazon FSx
REIKF . SVM BINMMAESE |, %2 SVM B E > KigT = > SMB DNS &% , REE % DNS & |
HARNEHRELEEE.,

G , EEEIRE DynamoDB X 4%%E SMB DNS EE 4R :

1. B 5% DynamoDB #&lA .
2. & ‘KR, RiFkFE<stack-name>-cluster-settings,
3. “WEREIMB” T , BIF “Thikss” , Row AL T LR
. BYEH-H
. BT
« #ifE-shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
4. EFBRENREM , RAREERERE. REWA,
5 ERBZREFIN SMB DNS B E X E,
6. IEFREH KM,

A, BREMGREXBKNRESEIZRR Amazon VPC W XHREHEEHPHEBIATRE, £
NHRERF VDI EHIME AT EREMAR SVM MXH4HRER .

HE , B LUER RES Onboard File System ZhEEnE EMA B IE XHERE
T XHRE, RESERE

M IR EE”

TRER 238


https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://console.aws.amazon.com/dynamodbv2/home
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html

MESEIRIEE AFiEmE
- REBEVREZR ‘KW
'HQHE}_\_FH%)& E/LIJ.L/_F ‘;i%lﬂs—%o

HREBRIRZS T K

£ RESHEBMHEHL , MERBARSH “AW” , MALUET i AEEHEEEEM Amazon CloudWatch
BERAFEEHRLEFNEBRBEEREA,

[2023-11-19 ©03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

m,\\\rﬁﬁ%)& E/LI\J.L/-.F L:/f_.rl:\s_‘%o

MRMERE R RRORBITENA THHR | FEREFHEERM CloudWatch B &L E F&,
MRFABRITEZSAFENR , FRIUERBREL THRRS.

1. T# metadata.json X#4H BN REVIRES R A ExportStatus 1 “BETER’. BRENKREBIZE
TExportManifestFE, MRERKE LRFERE , MRBATFTERRES , TEESRARRBINEE—
LM,

2. BRREIRSE , FHAERBIRSHE RES hE&H ‘B . ’P?&HE@IJEL&Ei%%E 5% 10 58
EMMBSHEFHGR RBER” NE , LEERADCIEZRR. XFEKRCIZRRLTERRS.

Infrastructure

£}
- MBI RERBEERAEETEERNSES
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NS E R ERRAREETEERNEA

MRAFRAEPHIRSREREERNKRERELEZEESFRR , N7 gE R REMIRE Amazon EC2
KB EFERE,

BERBIRBFENAER , BERE Amazon EC2 #4lAF REEEEEMLFRE LK Ik HHFSSHIEL
B Amazon EC2 =4, MR 2X#MiE , & Amazon CloudWatch HERsESBERK,

E—MEERRERGPNAREERR. WRHE Amazon EC2 24| & LRIV E A AT ITERAE R
FEMAEEMNSITEERNSKS , NRAAIRFERSAZE

EEALE R T IEEAA R

EC2 Dashboard X C EC2 ) Targetgroups > res-bicfn3-web-portal-e2958adc )
EC2 Global View

Events res-bicfn3-web-portal-e2958adc

¥ Instances

Instances Details

Instance Types
Launch Templates

Spot Rex 5 Target type Protocol : Port Protocol version VPC
Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad 10chse [3
Savings Plans
Reserved Instances 1P address type Load balancer
- - ¢ - A

Dedicated Hosts 1Pv4 res-bicfn3-external-alb [2
Capacity Reservations

Total targets Healthy Unhealthy Unused Initial Draining

v Images 1 ©1 ®0 0 o o

AMIs
AMI Catalog

v Elastic Block Store

Volumes

Snapshots Targets | Monitoring | Healthchecks | Attributes | Tags
Lifecycle Manager
v Network & Security Registered targets (1) Register targets
Security Groups
‘ Q Filter targets 1 @
Elastic IPs
Placement Groups O Instance D v | Name v | Port v | zone v | Health status v | Health status detalls
Key Pairs
O 1obasds08631£20043 res-bicfn3-cluster-manager 8423 eu-central-1c @ healthy

Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Sealing Groups

MR “EE”%HBR O, MEKREE Amazon EC2 EH| AT A F A EEK,

MR “REE"RBFR 0, WK Amazon EC2 LB REIEHEEHR, XARERATRENNARFHK
FRBISITIRNRLEFI

MR CER M TRE ZEBHN O, IRTARFENZRERIR. HlU, 2B FHNMALE TR
RBXRL AZsH FM, MRHIXHIFR , Wiz & LB Bt XA RB\EFEMNLIRS,

B ELLRE

£}
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W5 TRIEE AP s
- REE VDIs ERES TP M LEH/MREXERR

« Windows B\ R HEMNBERIKFRENEEAR

o FERNEFEIRIER T CertificateRenewalNode

s UEEITHENRETEBRNERE

- RAERZ 5 NENRE

« R[H Windows EEZRAN , HAETR "EEEXA", FRER

« VDIs FEEBEZRE

« VDIs B3 E# AR IRRES

- BRE VDI 2EHAZHRE

REEVDIsERES MR EEF/IIRERERNE

LB ER I IME KREHIER , BHFH Dynamo environment-name.vdc.dcv-
broker.dcvServer DB R E T B ERTE (5-20) , TMHRA TR FHIRRS, VDIs

ERILEE |, B RERFREFEAHIEE D AWS ynamoDB B H| & FERenvironment -
name .vdc.dcv-broker.dcvServer RN R RIEEVEARESN , IR :
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Edit read/write capacity

Capacity mode i

simplify billing by paying for the actual reads and writes your application performs. Manage and optimize your costs by allocating read/write capacity in advance.

() On-demand ] [ © Provisioned

» Capacity calculator info

Table capacity
Read capacity

Auto scaling | info
Dynamically adjusts provisioned throughput capacity on your behalf in response to actual traffic patterns.

O on
O off

Minimum capacity units Maximum capacity units Target utilization (%)

(s ) (= ) (o )

Write capacity

Auto scaling | info
Dynamically adjusts provisioned throughput capacity on your behalf in respense te actual traffic patterns.

© on
O off

Minimum capacity units Maximum capacity units Target utilization (%)

G ) (= ) (o )

¥ Historical capacity usage vs current selection

To see detailed historical read and write usage data for your table, go to Cloudwatch [%

Read usage vs current unit selection Write usage vs current unit selection
The number of read capacity units consumed over the last menth. Learn more [7 The number of write capacity units consumed over the last month. Learn more [
Filter displayed data Filter displayed data
[ Filter data v ] [ Filter data v ]
20 == e e e e e e e e e e e e e e e 30
25
15
20 -
10 15
10
5
5
0 P °
Mar 30 Apr6 Apri3 Apr 20 Mar 30 Apr6 Apr13 Apr 20
07:00 07:00 07:00 07:00 07:00 07:00 07:00 07:00
Time (UTC) Time (UTC)
== Maximum capacity units == Consumed read capacity units == Maximum capacity units == Consumed write capacity units

EFEE , B3 5VDIs EEAYN 1 WCU WEARE , EXR/EREBRUAIRESFIEN RES K
X, BXEZIFMEE |, iEEE Amazon DynamoDB EN WE EWTHEEREEN

Windows Bl S HHWEZIKFRENEER

WMRIREEBE RES 17 HE3) Windows ERVREH , BEEMREZRNEZEZKFRENEER , MR
Windows VDI AIEEREL B BN A Active Directory.
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https://aws.amazon.com/dynamodb/pricing/provisioned/

MEEIRIERE AriEE

ERITRIE , M Amazon EC2 #2#| AE#EE Windows 3£6] , RAEEE THEMNSIS A&, C:\Users
\Administrator\RES\Bootstrap\virtual-desktop-host-windows\LAFFkHY4EiRH

B [Join AD] authorization failed:&RRIZZEHIKREEMA AD, BXEMHEZFMER |, B

BE BEHEZ# CloudWatch /<res-environment-name>/cluster-manager FEHEERE

X

* Insufficient permissions to modify computer account

o B RRREH RS K FREFITENRINE AD BSELNR, BEHIZ N MEL Active Directory 1%
B ARSSMK &8 BA T #R IR S5 ik S PR B BV AL BR o

e Invalid Credentials
o BEAD PRSIk SEIECTH  ELCRENERTEH, EEEFAETHENRSKSE

i , i57E Secrets Manager ##|& P iF R FHEZEBHZEH. ¥R RES IMEN ‘SHEE" TEHF A
ctive Directory i T #Y “BRS K F EE 4 ARN” FE L2409 ARN IEEB TR,

AN EIRAHER I E CertificateRenewalNode

MRIEIE T HEFIRE S HEERET Linux FTIEEI4IR VDIs , "The connection has been
closed. Transport error"NHEYUENRERIBIEPESEE , BT Linux L8 pip ZEEREFE
W, SRETEERIF., EBNE 3 MNABEEH,

Amazon CloudWatch &4 <envname>/vdc/dcv-connection-gateway AlRESEARLATA
ARERIEREESHER

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Error in connection task: TLS handshake error:
received fatal alert: CertificateUnknown | redacted:/res-demo/vdc/dcv-connection-

gateway | dcv-connection-gateway_10.3.146.195 |

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Certificate error: AlertReceived(CertificateUnknown)
| redacted:/res-demo/vdc/dcv-connection-gateway | dcv-connection-gateway_10.3.146.195

ERRFAB , FHATUTRE

1. EZW AWS KA | 811 EC2, MMBREFEHEBRAMWEH|*-CertificateRenewalNode-* | MK
1EZ 34,
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2. BifE Lambda., #ZBRZLEFE—IMNEHNH Lambda & *-CertificateRenewallLambda-* , i&
EBE Lambda REBHAREEXLUTUTRENRSA :

export HOME=/tmp/home
mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

python3 ./get-pip.py

pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

git clone https://github.com/Neilpang/acme.sh.git
cd acme.sh

3. HEUAEREIATEIRIEPHERER, EERFPET Lambda 18 : BR - B
CertificateRenewalLambda— %8, B e XML LUFUATHRENAEA :

sudo yum install -y wget

export HOME=/tmp/home

mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

mkdir -p pip

python3 ./get-pip.py --target $PWD/pip

$PWD/pip/bin/pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}"'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates
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cd certificates

VERSION=3.1.0

wget https://github.com/acmesh-official/acme.sh/archive/refs/tags/$VERSION.tar.gz -
0 acme-$VERSION.tar.gz

tar -xvf acme-$VERSION.tar.gz

cd acme.sh-$VERSION

4. J¥ *-CertificateRenewallLambda-* Lambda EZKFLE 2 P EHR NS E 3 FHIK
B, &R HB , FEREBERER.

5. EFZftR Lambda B , BRENHET+ , RAFEFENL, TEHMEEA, XNZ20E—
AMNEH EC2 3£ , BFEH Secret Manager FHIIERH PrivateKey 1%,

6. #IEIA dev-gateway 4l : <env-name>-vdc-gateway R G auto Scaling A B EE—
NSRBI,

LARIZ 1T HY B L SRIE TT 5 B A D 4%

MRKSEEZEKRARELEEEZTZERE |, NRFEAEERHTKE Amazon EC2 KA HIHFE | =
# Amazon EC2 E#IAJgEE 7 RES WiﬁZ%é‘i‘ltjrlto EEAERSTRESHESE RMERS
BERERE LK,

RIfEF Amazon EC2 ZH|ARBWEXLFIRBEL L EFIL, WREFLE , BRHEHE. MRRES
Lk, WSABES - RE. AHRFEN , FEREASEERPNEABEDBRIZMATH,

MRCHAMBRGNMEREERRAE L, WREEEAEEREMELL

BReeEs 5 NELRME

RPALENENSERENRINREN 5, EERAAUERERRAEH#TER , MTAAR
Bl “RERE

« EERENRDFR,

« EE BIMABEMNAFRUAATNSER AUNRERR , AR ZEESNFIENTE,

« EERER
« RBIFTTREBIAFRE SR,
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K H Windows EZEZRAAN , HER EEEKA", FREIR

R Windows KENEZEXMAERAEEIR EECKA, FHER, RRTEREHTS%E Windows
KB EBZUEB AR DCV RS H[HUM4FHERE,

Amazon CloudWatch H#& 4 <envname>/vdc/dcv-connection-gatewayAlRESEARLUATA
ARERIEREESHER

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:

Resolver lookup{client_ip=Some(52.94.36.19)
session_1id="1291e75f-7816-48d9-bbb2-7371b3b911cd"

protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (@): [s/n: QE9E9C4DE7194B37687DC4D2COF5E94AFODD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: I0 error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

MREEXMER , BRLRTRERMER SSM 2EEERITIT 5 Windows KHIRVEREFHMBRIAT 2
MNEUEBHEF X

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name
-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem

MEHEMIBXLEX S FENEZEZHATRESKI,
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MR FEHRT AT , HEFBIH Windows SEF~EHERER , BEAQNBRREMHRINEER
B4 RBEP X0 R E ESSHIRE Windows Bk, X e K AT KB 3 FiE
Windows %43tk o

VDIs FEEERRS
NMREKEEHEEERARNLETEERS , WUREHTZHEEEKRN.

EHERRN  BREFEXH LN BEXHHERTESBRENE IR, NXEERE “GRNBEEH
EHEER o FEBEMXEEN BEHF Amazon CloudWatch BHEA XK.,

LT R R EE R E
- FREEAR AMI ID BE3EM N B4 | B RES T

SISEFEEMAKRETR , BN Amazon REME&K (AMI) SXEMENMHEERTE, =46 ( Hl
0 Linux 3541 ) /root/bootstrap/logs/ LR BEXHAEETESHEXRNERESE. AMIs A
AWS Marketplace F3KEAY ID ATAEREA T RES SEHEH, SIIEENRUBINEINREEIX
.

- MBEEX AMI /331 Windows EEH\REKFIES , FIT A BIERIA,

MIABERT , AP BIEMAE Amazon EC2 KAIEFEHEIT—IR. WRENAFELREXI0IZ
AMI , RJEE AMIER R H R ER LR ES S — M ENKE , WA BEART
EERE R E KA £51T,

EEELAE , FUEERSHEAT O AMI B RRE R SEERHI LT PowerShell HHE D,
REETUTRS -

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

RENZEHIRIE— N AMI, B AEAFE AMIEM R #ER  RAEEIFNELRE. &
AR, BETUENLTREERSHES LETHARNG T ARERZSFIMEEENRERE ,
BERMEEHIRN AMI B35 —MEMKEN |, BFERES AR EE.
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VDIs B3 gt AEIRIRES

ARENER 1 EXHRENERFTE POSIX RRAFRHET BF.

MBEIUTERESE , X8R E IE#Y =3
1. #BBH RES R4 2024.01 HE SR,
2. £ EB¥ RES #ixHiE , WEMIREEnableLdapIDMapping A True,

3. £ RES # LB RIS EMN EXHRAEE RES 2024.01 ZHIMNMRAFER , REEIRENN
FEIHRERFEH, EnableLdapIDMapping False

BARALSER  MBRNHRETFNAF B .

SSM EIEREEREN.

cd /home.

1s-NAIHEREERFEERENEB R, flfladminl, admin2... &,

MIBRE % , sudo rm -r 'dir_name'. FZEMIBR ssm-user # ec2-user B .
MEAFERXRSENFHHE , HMAFH DDB 5% ( clusteradmin BRHL ) F#IBRIZ A FHRE,
Bz AD E%¥-sudo /opt/idea/python/3.9.16/bin/resctl ldap sync-from-ad 1
£ HEEES Amazon EC2 Hi21T,

7. \ RES M E R Errorit TIRARY VDI K6, IiE VDI XY 20 2 #EREHIREIReady IR
A

BhNo

o ok~ w D=

Z%jG VDI 2EHAZHRE

BRE , SEHE2EREN VDI 2EANZATERA |, XEWRE X RSR[EHM. XAIERHBET
BRERGRB , DCV EAZHRNERRE , BXFTEBNRHE, KAURNERR Xorg BERF
B, BITUTRS AP ERIA Xorg B EH KRB

HF&ELLEM Linux :

dpkg-divert --package nice-xdcv --divert /usr/bin/Xorg.orig --rename /usr/bin/Xorg 1ln -
st /usr/bin/Xdcv-console /usr/bin/Xorg

E T4t/ Linux :

rpm -q --whatprovides /usr/bin/Xorg && \
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cp /usr/bin/Xorg /usr/bin/Xorg.orig && \
In -sf /usr/bin/Xdcv-console /usr/bin/Xorg

B REAHF

£l

« Amazon EC2 EHIERHEFREETEL L

« BHFFEEMA AD/eVDi #E3RE '~ API Health Check %k , vdc-controller SEf5l IE £ f& ¥R

s FEREERUANTIEN , METFSEIAETHNIIERSP

« cluster-manager Amazon CloudWatch HEE 7R “< user-home-init > IKF AT A, EEZFFHAF
B (ERKFRAFE)

o ZIHBRNMN Windows EHEE T “BHKFEHER, FEHENEER”

« external/customer AD FiE#) DHCP 1% (5] &

+ Firefox 1= MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Amazon EC2 £ EEFHIEHAREERBLLE

WMRER R FELFIE Amazon EC2 #HaFREERHNEL L, WERATREEEREERX , FEURT
ERiRERAIRRE, UTRAERRNTT *.

R vdc-controller SEHI7E Amazon EC2 #HI AR ERESMA LIRS , NWERHTHZANRSITIER
Fi®l. B RES £ MWBRAEERE |, XLIRZ T AEH MBI EMZHE Amazon EC2 £4I#Y 1AM (4]

EEIRBEH — 2B, R vdc-controller IEFEfEEAH B CloudWatch BEA R HIMA TR , WERT
BERAREWIRCE, FEE  ZEBHAFTEAUTRERIE

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"

AR IR Y Amazon CloudWatch A ZH BN TAR ¢

An error occurred (AccessDeniedException) when calling the GetSecretValue
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operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5WI9SPUXFO8IB-F1sNRv

because no identity-based policy allows the secretsmanager:GetSecretValue action

¥ & Amazon EC2 £l EHNHREHBIANEI 5 LA FIRMATHE,

BFEMA AD/eVDi 3R & /R APl Health Check %k , vdc-controller SE45ll IE 7£ {& ¥R

R eVDIi RRHWESTRAREXRY , EFERRRESH DT ERATAR,

Modules ©

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets
Global Settings global-settings @C:mfg ® Deployed ( Not Applicable

Cluster cluster 2023.10b1 G)Stam @® Deployed © Not Applicable » default
Metrics & Monitoring metrics 2023.10b1 G)Steu @ Deployed (© Not Applicable « default
Directory Service directoryservice 2023.10b1 ®5tec< ® Deployed © Not Applicable s default
Identity Provider identity-provider 2023.10b1 @5tac»< @ Deployed (® Not Applicable * default
Analytics analytics 2023.10b1 @5t€C< ® Deployed ©® Not Applicable o default
Shared Storage shared-storage 2023.10b1 ®5t6C< @® Deployed ( Not Applicable » default
Cluster Manager cluster-manager 2023.10b1 @ADD ® Deployed @© Healthy ¢ default
evDI vdc 2023.10b1 @ADD ® Deployed ®) Failed ¢ default
Bastion Host bastion-host 2023.10b1 G)Stam @© Deployed @© Not Applicable s default

EXHERT , Hidh —igE:

name>/cluster-manager. )

BEEHEERCloudWatchBE, (EHRBIWEHEH<env-

ATBERY (A
« MRAZBBEXAKRInsufficient permissions , IFHEREIE res HEAT4A HEY ServiceAccount

RPEHEIER,
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BETRA

Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

Q00020E7: AtrErr: DSID-03153943, #1: 0: Q00020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data 0, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 3@ seconds

o BALAM SecretsManager 25l 5518 RES B HAE 2 HEY ServiceAccount AF &, 1 Secrets
EEBPRIENNEZR , ARER REAXAR, MRAFBTER , FEBEREUEHZS
B, KIEYEWEFHEERM vde-Controller 326, FEHIRFL FRERS,

o MRBIEEFHRREENNIBRFEHEXRVBOTIR , AP 2% MServiceAccounty 7, INRIESL
£ RES HiEf$iZDisableADJoinS IR E N False , iEH{R ServiceAccount ” B F BT AD
FAIZITENI R,

- NMRFEANAFEER , BEEEPEENXAERInvalid credentials , M&E AN ZBE A e RS
B2 H,

BETRA

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

- BT Secr ets Manager ## & & PG RIFMEBBAER |, B LUREURE 01 B IME N A&
B, E&EFH (Hli<env_name>directoryserviceServiceAccountPassword) , ARGk

B RRAXS,

« MRBHTNEBAER , FERREUEREEZHAPNE. LEIFNEHEESEN vdc-
Controller 3Kl # KB A E#AY BB HL TRERS.

- MRFBIEY , N TEERIEREM Active Directory FHZBENH. RAMETE Active Directory
REERB , RAEEFHE, B LUEN Directory Ser vice 24l & 7E Active Direc tory FEE A
FHE :

1. EFEMMNRERID
2. £ ‘B, ‘EERAFEE , AREREPEERAF A ( Hlin ServiceAccount ) FFTEB,
. MRMRENBBEZHINEBRRE , HEMIMERH Secret Manager A IS ( Bl
il , <env_name>directoryserviceServiceAccountPassword.
4. £ 1IEYFINEBHEEEEH vde-Controller E6l, FEHIRL FRERS.
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RBRAHEARLUR I B &, TE A 2HIIE TSRS

WRIBAESEUTENAFK, S AD RZHEXHNREEx, MRHIALEE @ BEREEHEES
Amazon CloudWatch BEEF R EFEL IR <user-home-init> account not available
yet. waiting for user to be synced* , \HERREZHEE2Hx,

cluster-manager Amazon CloudWatch HEE 7R “< user-home-init > lKFEF A, IE

EEGAFRL (HPKFRAFS )

SQS ITHRER TR ABRAF S MICERABALRER. EAFRSHRAZHNAFEZENHR
SRt , AR AR,

CEEHRAFKFHNERAEREENEEEAN AD EBEE RES, #lin , 8|2 BI/RES HRER
fEAMServiceAccountCredentialsSecretArtnSHEREH,
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208 B FATH Windows RES R ‘BRI EHER, FRAECHNEER”

CORP\adminT

Your account has been disabled. Please see your system administrator.

MRAFPTEEMERYUERRE , WARKRTZAFEET SSO MU ERE , EXN RES BLER AD
PIWEH,

WMREADHFEZEATHAPKF, , SSO BFZRNIZEKM,
external/customer AD B¢ EHY DHCP &I [a] @3

MEMEEBZH Active D "The connection has been closed. Transport error"
irectory £ RES BHEZ|45i1R % B Windows VR H , & %F dcv-connection-gateway Amazon
CloudWatch BEFREERUATHBHNASR :
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Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc08a"}: Error in websocket
connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

WMRIES AD HiEHIZZ A T HCS /Y VPC Y DHCP &3 , NFEE :

1. ¥ AmazonProvided DNS 3sinZE|mm 12 4188 IPs,
2. M B’E N ec2.internal,

WA ERT —NRAl, MREEUEE , Windows RENE REHEIR , BN IEEZE RES/DCV #
ip-10-0-xx.ec2.internal EH1E,

Domain name Domain name servers
ec2.internal 10.0.2.168, 10.0.3.228,
AmazonProvidedDNS

Firefox f5ix MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

HIREEA Firefox M KRR , YRR ERIELMKEN , RARKIBIHEIREERE
MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING,

FEEE RES Web R E31&E H TLS + Stapling On , {BERAEITRIEXERA ( SN https:/
support.mozilla, org/en-US/questions/1372483,

PR] LA B8 LU 41k 49 15 BR R RIX ANRIER ¢ https://really-simple-ssl.com/mozilla
_pkix_error_requ|red_tls_feature_m|ssmgo
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PR 15 A BR
F3

« res-xxx-cluster #4£4tF “DELETE_FAILED" IR% , BT ‘AL TL AR FHix , TEFM
B

WERE

IEE T VDI B&E

M Linux EC2 EHIT&H B E

M Windows EC2 EBIT& BHE

IE £ UL &8 WaitCondition ££ixfY ECS B &

res-xxx-cluster ##%4bF “DELETE_FAILED” A% , HF “BERH LT ERIER ik,
7o 7E F ol kR

WRIETESR] “ res-xxx-cluster k4T “DELETE_FAILED” RSB T EFoMIER , MaT AT T
SRR E MR

MR IBEFHELA T “DELETE_FAILED” IR |, BAZRFFEEMBR, ©rIaeas® H— N EIARER
HEAR IS EAE . IR MIBR
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Delete stack? *

Deleting this stack will delete all stack resources. Resources will be deleted according to
their DeletionPolicy. Learn more [

@ You may retain resources that are failing to delete
This stack previously failed to delete because the following resources failed

to delete. If you choose to retain resources, they will be skipped during this
delete operation.

Resources to retain - optional

Selected resources will be skipped during the delete stack operation

idea002clustersettings
idea-002-cluster-settings

Cancel Delete

BEf , BIEERER T AL FAHKRER , ENTRLFIALEZRENTRAEE, EXHERT ,
FREAMBRREN BRENTR , REIEE ‘BER

RABESE R — M T RAVEIR Role: arn:aws:iam::... is Invalid or cannot be
assumed
TR
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[Option+5]

® Role arn:aws:lam::417328936112:role/cdk-48fa4d69fb-cfn-exec-role-417328936112-us-east-2 is invalid or cannot be assumed

CloudFormation > Stacks

Stacks (15)

| Q_ Filter by stack name

X B E M BR AR T B Y A B A HER B SCA M BR. BEMRXANRA , BEFAGHNER. Bl IAM
BHE , FRLLIANSHZERZENNARL  SESHE .

o WFAMERMER | FEBRAWS RS,
o« XSFHH , iETE Use cases for other AWS services “i&#” T A CloudFormation.

IAM > Roles > Create role
: Select trusted entity e
Select trusted entity

Trusted entity type

O AWS service AWS account Web icentity

SAML 2.0 federation Gustom trust policy

Use case
Alow an AWS senvice like EC
Common use cases
EC2
Lambda

Use cases for other AWS services:
CioudFormation v

© CloudFormation

EBRT—%, BENAEEF “AWSCloudFormationFullAccess” Ml “AdministratorAccess”
MR, BT ENO TR
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Name, review, and create

Role details

Role name

173289361

Description

Allows CloudFormation to create and manage AWS stacks and resources on your behalf.

Step 1: Select trusted entities

Step 2: Add permissions

Permissions policy summary

Policy name ' Type Attached as

AWSCloudFormationFuliAccess AWS managed Permissions policy

AdministratorAccess AWS managed - job function Permissions policy

Tags

ARFIREl CloudFormation 2 #| & FH I BRiftik, BRIBAGLUR , EMEMZITLUFEMBR. &F5 , &
£ 1AM 2# & HHBI RS EZN A G,

WEER
M EC2 2| & & 5 EC2 X4l

o BT BEEFEM Linux EC2 =41,
o REBULTHABFRERN Windows EC2 3241, R/FITFF Windows PowerShell BLE TGS,

WEER R EN B

1. Cluster-Manager : NA T EREEFEERNW AL , FHEMMBIFIEH,
a. BEAHRHFTE CloudWatch H&E<env-name>/cluster-manager,

b. <env-name>-cluster-managerEC2 3£l £ /root/bootstrap/logs B X FMFE A&,
BRATFF LM M EC2 #2514 F K EC2 KHI” A EEiZZIAY 1% 8 B R B M =61,

2. VDC-Controller : MEAT{zE3KEX vdc-Controller B B |, FHFEKMMBIZEIFH,
a. BEAFMFTAE CloudWatch H&E<env-name>/vdc-controller,
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b. <env-name>-vdc-controllerEC2 3£t /root/bootstrap/logsEZTHMAERE, &
BRAFIFFSLHY “M EC2 #5244 B 5 EC2 354" P EEZTI A9 1 B B FIE R R4,

BRI BENTEZ —RERM Linux EC2 KB T8 B EART R AR TRE. EREMHREX
BIE o

IWE VDI B&E
1R BI B R A9 Amazon EC2 324

WMRAFE T HBEXEBMM VDIVDIL , N Amazon EC2 #2 & & LAYHE R SE 61 & R

£, <env-name>-VDI1l-<user name>

UK £ Linux VDI B&

RBATIIFFLH “M EC2 #HI B B K EC2 KHI” PEEEM A , M Amazon EC2 2§ & B R M
#y Amazon EC2 32|, 3REX VDI Amazon EC2 34l £ /root/bootstrap/logsHl/var/log/
dev/BRTWAERAF.

REBENFEZ —2Ee &R 3, REMNBETH, At , BAZRBUTETRMN—1ER
FIREFAE AL , ARNHE £
1. RBLUT S| /Toot /bootstrap/logsBE R T E#l dev BE :

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2. BT —THIENPRTHRARLR, EFETH VDI HE
I & Windows VDI B&

BREBARTIFFSLHY “M EC2 3515 &K EC2 24" eV EAET , M Amazon EC2 25| & & F 4
R Amazon EC2 3=4l, 3RER VDI EC2 24|l E$env:SystemDrive\Users\Administrator
\RES\Bootstrap\Log\B ZTHFABE.

RMESNEEZ——FElEER S3, REMNBETH. Akt , FRET T HhIHNSRET
BR{E-EHETH VDI B,
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RAriEmE

FE&ET#H VDI BE

1. FE$F VDI EC2 3£ IAM &L A4 S3 i,
2. Hi{E EC2 #2%|A& Hik B &K VDI 241,

3. ERTCIEEMFANIAM AL,
4

£ DMIBR” THXEWN “IXPREREE o , &R ‘MK , AREEFE AmazonS3 FullAccess &

B
14278 DA PR LA B B0 % SR B
6. xJ& , RIFEEH VDI RE K ERTHIEHSRTHAT, BREBFEREBH.

o

a. M Linux EC2 326l & HEEB T Linux.
b. M Windows EC2 =4I T & HEEAF Windows,
7. BE, REAGUMBERANazonS3FullAccessE g,

® Note
FrEA&E8 VDIs fEAMERMN IAM A <env-name>-vdc-host-role-<region>

M Linux EC2 24| T & B &
FEEMNPTEHBEEWN EC2 3246l , RARETUATHSNMERLELER s3 2 :

sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap
tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/

${MODULE}_logs.tar.gz

2iE , #%E S3BElA BT HEBMMNEMN , <environment_name>-cluster-<region>-

<aws_account_number>%l§‘|—ﬁ2 5l Ef£#<module_name>_logs.tar.gzX#-

PR IE I B
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M Windows EC2 £fI & A&

FEENFTHEEN EC2 R4, AEEITU TS NAMERE AT S3 F&8

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

2JE , %E S3 BflE BT EBMNEMME , <environment_name>-cluster-<region>-
<aws_account_number>fAE T 28l L& B <module_name>_logs.zipXX -

IE £ U && WaitCondition 5= ECS A&

1. HRICHBHER LR “RIF BRI,

2. RBJFE#BE ResearchAndEngineeringStudio~ Z#&#&F — 1£5 CreateTaskDef- CreateContainer—
LogGroup , REEFEITHF HEM CloudWatch A E4H,

3. MZBAERAFIREEFH B Eo

E&
« BN EMRREEENSARIEERS HIERREEREIR
 SERMHEMK keycloak R iE/EH
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RO IEXT & IR AR & 0 U E K ET B IUE RIME R R IR
[A] &

MREZRABFZHKE LEEHREEN S HRIEERSTHIENER , WENFEIEETH, X
AR REHBEZNAFNER , LA LARIRH Active Directory Service I,

ZHITE

1. EEERFZEFEFEBEAF MBS K, ZB,
2. ¥ S ecrets Manager FHVERSF tk P #58 , FHEERE LEA AN ZEHECTE -

« 3 F Keycloak 1% : PasswordSecret-... -RESExternal-... -DirectoryService-... M #iR : 4%
Active Directory B %33

« XF RES : res-ServiceAccountPassword-... # #iR : Active Directory Service i 25
3. HE EC2 £HAHKRIEEHEEEEH, Auto Scaling FLNIF B oAb & FEHIHEE,

JE AR keycloak R 1EFA
8]

WRAREY keycloak BRS52RAR T , HIREFB RS ERET , KA IP RETEL , XTRLSHEHR

B8 5 Fp BT RV RES NP ERRNEEAT AN , BABATTEET RS,
ZRITE

EBEERRINEEMEMHENIE Keycloak ik , T 884 Keycloak IEEEERS. BRBUT S
Bt 1TIRME -

1. & Cloudformation YR iZ7E BRE & EIW N5 keycloak tH< Ay
* <env-name>-RESSsoKeycloak-<random characters> ( Stack1)

<env-name>-RESSsoKeycloak-<random characters>-RESSsoKeycloak-
* ( Stack2 )

2. MIBR#ERK 1. MRRSRREMBRMEHELK | FRE B UM EBRSREHK.
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https://console.aws.amazon.com/directoryservicev2
https://console.aws.amazon.com/secretsmanager
https://console.aws.amazon.com/ec2

MESIRIEES AFiEmE
H iR AR B 2 MIER,

3. 7L T & RES SSO Keycloak itk 84K,

4. FRAESERREXRZEESHEENSHEFHIBIHER, BImFQIEMEK - FRAMER (F5E) -
TR EENR > LEERSH , M CloudFormation 8 &| A3 1TEE, FH S EHIBRMHEXREREN A
AREEFRENS K, ELUENE K CloudFormation 4] A LTRSS HER S I+ |
EOMBREVHER PR FIX LM A, BRFEEI, key pair IEMSHERIA LS HME T,

5. BREHRRE , BNRERMAUBERERT . S E B E H X ApplicationUrl By “%i H” &I
=,

&) B FEE
£33

« BE VDI Kt FTEREBRS , REKE VDI HZREFREELAD AP 5HEF VDI
- BE SSO FEHELZEFE R RES I M4

- BIfE VDIs B Zh/E3) Linux , AD AP T £ A XA R RR 15 R X B &

- BASSHIiER/E , AD EBRARFTEBRIELEMN

- EENEEH RES AEBREFEHZRIFZER Active Directory

&M VDI KETEILE TEERA , HEE VDI #EZRMEFRITEN AD AR &4 2% VDI

BERE VDI REMNEE AL ( /root/bootstrap/logs/Linux #/opt/idea/app/logs/B F=H
C:\Users\Administrator\RES\Bootstrap\Log\ Windows B¥C:\Program Files\RES\app
\logs\EBx ) PREFEEMALZESEEH IR,

W RIE KD RE B IZSZHI T EM A Active Directory , XBERERNEREEER T EEEMN AD F
RIZRGIFRITENKSF . BREBEATHEREEEH/environment-name/cluster-manager
CloudWatch & , # ik H B EM4EIREE [preset-computer], ELRBIEHE :

« AD BRIk SR EUET K.

- REZIREMS RESHWRSKFZEE, BRAFPENZBBURAEBENNWERER |, {(username:
password}} BERBEN. BFEEBELL LIEXHIH AT auto Scaling HELERRS K, =
R BB RHIREREFEERESM. REB3IH VDIs IRARUMAER,
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-sso-keycloak.yaml

RS TRIfSE A5
« RS MKSFTANTE AD FEIZITENKF,
- FEHRENWERSKSEBFDPHIHAMESLFENRIMEL Active Directory ZERRFZ K. £& AD
YIRS 1K SAXPR VDIs 5 , BEEZHHFHM,
- TEIEREZT| LDAP RS

- MBRER AWS HRFEE AD , BHRIRE AD BB ¥ VPC M LDAP/LDAPS iE$% , 3 H1E6]
ERFR AWS HE Microsoft AD i DHCP % TiE 2 f5 , IEHIRE T VPC #y DHCP %1,

« X F LDAPS i#£#Z , DomainTLSCertificateSecretArnS N KB | BATIBHEEMH CA
EBTRERPERE. CFEEBIL EIMELFH AT auto Scaling AEEX TLS iEBELAFEHB
BRI EHIR AN E A EREERE M. REZ3H VDIs lRALNAER,

- ENid RES 580 AD 2 [BMER , BFHEEHEESRSH LZ1TLULT Idapsearch @5 ( AP
OU, LDAP E# URI, RFKFAFBNEE ), MREHN AD EEBREEN A FERE , Nktd
SRIREFTRMEHN OU THAIERF.

ldapsearch -x -b "OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,DC=com" -D
"ServiceAccount@corp.res.com" -H ldap://corp.res.com -w service-account-password
"(objectClass=group)"

MREtrueTR 3 RES BfADJoin ¥ “ZA REXN , MEH Linux VDI ReEiEEE| Active Directory ,
MA=EY SSSD RFMAZE F. M EC2 ZHI&EEEIEHN VDI KFIHid usernameX Hiz1T
We. MRZGHEEREMER AD AF#H UID/GID , 57 VDI Eflsudo systemctl status
sssdEFEAMTRE SSSD RFRASUK B FTH SSSD BRFAFE. /var/log/sssd/

MRBEEFFE N SSSD ELELAEREE AD , N A LAF h4m%E SSSD BLE X 4 (/etc/sssd/
sssd.conf) , RETE infra/VDI 4l ( 2024.12.01 FRARERMA ) sudo systemctl restart
sssd LFEASRHEH/E3 SSSD RS , EM RES N MuLiR#tHb SSSD B & |, FE/G/E30 B %G
SXERENEHNNATRENLEFH (2025.03 AKX ) . VDIs

BLE SSO ERTEEF RES 177 Mih

&EEenvironment-name.accounts.usersHl environment-name.accounts.groups
DynamoDB % , &F A ME#A R B S MNEH Active Directory @5, MRRIEAEZHHRDRIE
EEFRWAFR , BERAXRYA (2024.12 fxA& 281 ) 2 /environment-name/cluster-manager
CloudWatch /environment-name/ad-sync CloudWatch BE&4A ( 2024.12 [RARESHRA ) A&
& AD @FHE,
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/dhcp_options_set.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/dhcp_options_set.html

MEEIRIERE AriEE

BT LEEINEN AD BEERIBARH VDI KatEL FEEIRES |, iEE VDI #EZMERR T E
AD AF B EF VDI, HittsE iR ATREE BT :

- BREKETNE AD hEWA S MEA,

- FRREHWERSKSEE Y HIFTE SLENR N HE Active Directory 1% & RSk o
« Active Directory F#YF /4R R 2> B8 F R 44 it it S X E B 14

o B R7ith BEHTREY P BE A R M LS B b (R R

e SRLSHARE , BULESFEIRNEE-RNT—XRENIT GRS , A ARB U F3iz1TE
5% ( BRZR 2024.12 F1 2024.12.01 ) ( 2024.12 1 2024.12.01 B4 ) 8 ( BRAS 2025.03 K& B & ARAN )
PRI Fa R 1ZEE, MIFI B IEREZD (A 2025.03 REERA )

BlfE VDIs B I1E3) Linux , AD AP EER XN KRR ER *

BEEEBHEEREXNMId username LIZTHSRREEHEERRETN AD AAF, WRZGT
Fo3EIREIFE N AD AR UID/GID |, % &/environment-name/cluster-manager CloudWatch
HEEATHEHREERAE , HEREXB SSSD RFNEMHEIR. NREHEERAEFRERE
=, BEAEREERENHlsudo systemctl status sssd EMIH SR B R TH SSSD RS AX
K& SSSD lREMKAS. /var/log/sssd/

MREEHEERIUFTNLAD AAF , BT SREAFEH % (/home/username) L# UID/

GID, 1s -n /home¥FHF * B %A UID/ GID 5&wiRER UID/GID #1THE., id usernameftl®
UID/GID FIthL , MEKERA P EE R TRERE RES ZACIEN , LA RERMZHIH RES HEH
BIEN. FOMEEENAFLKE , BIREBE R , ARSZAF —EB3HFH Linux VDI, FIHEEH
VDI & , FMERE®A UID/GID EFtIEEH .

R SSH1GRE , AD EERAFRETREL2E

BEFEEL2FNEHlid username LETHTREEEZLZ2FHESTN AD AP, MR ZGSEER
E# R AD AP # UID/GID , ## & /environment-name/bastion-host CloudWatch HEAE T
B2FHAE , HEREXED SSSD RFHNEMEIR. MRELFHNAFTPEEHER , FEAESL
FHEPlsudo systemctl status sssdEMIHHEUAKREBFZTTH SSSD % AEKE SSSD RS
R&S. /var/log/sssd/
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MESIRIEE AriEE

BEEMEEH RES /&R RHEREBERY Active Directory

MRER AWS F£E Active Directory B RES F\EB % iR #4k AdDomainWindowsNode-external -
resource-stack-name-WindowsManagementHostZB& , MERH AWS kP TR iZE — MBI
FFL 893265 AT A TG R ME R Active Directory, ERIAERUA T EIEEN EC2 #2415 R ARSI EE 25
BREH -

- AFA . EEBA

. B BN EFEHALETHZ A AdminPassword S8

E AWS BB ITE Active Directory , HEEAWS B ZXBEEEEEHMMER Amazon EC2 3:4
EEAF MBS,

& & 5] &

« 2024.x B AR
« (2024.12 %1 2024.12.01 ) JEMFH Cognito A F~ B IE N FRE K KW
(2024.12.01 RERRA ) FHBEFEEES VDI i I TR ERIEPEIR
(2024.12 F1 2024.12.01 ) Active Directory i Fo 3833 SSH EEFIE 24
+ (2024.10) ZERREHRE AP EEM RES IREA |, VDI auto stop i T VPCs
« (202410 REFMA ) TENEFBBEHIRAF3) VDI
+ (2024.08) A% ERHiZHE AMI #EE
+ (2024.08) BN RE T EZESH T AR EZ#EE ARN B E LB ZH read/write Amazon S3 174 i@
+ (2024.06) 3 AD HEM T SZHKAT , BARBEK
« (2024.06 RERMZA ) AD BS HRAFERAKXRFLSE RES

+ (2024.06 RERMA ) CVE-2024-6387, Regre SSHion, A Ubuntu K% £ KA RHEL9
VDls

« (2024.04-2024.04.02) 2489 IAM X BRIZ S AR MME VDI EHIN AR

+ (2024.04.02 REERA ) ap-southeast-2 ( EJE ) I Windows NVIDIA EHI T LS 5h

+ (2024.04 F1 2024.04.01) RES il Bx % I GovCloud

* (2024.04-2024.04.02) Linux EE#\ REE B /5 Y AT RERL F “IRE” IRFS

+ (2024.04.02 REERA) TEEB S “ SAMAccountitE &’ B EEAEFZRFIEHKRZERHN AD AP
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_manage_users_groups_ec2.html

FREIRIEE AriEE

« (2024.04.02 REEHRAE ) BT HHELFHRATR

2024 .x B H 5@

(2024.12 1 2024.12.01 ) EM#THY Cognito A B IE M FRik = K K
HHR R

MREZ BT M EM B IR TE" B9 AWS Cognito AP . “, il , XS4
ix<firstname>.<lastname>@<company>.com, {EH Cognito AR B EE XK ENRKEXEXT
T

r N

(® Invalid parameters: Username doesn't match the regex pattern Aa-z][-a-

z0-9_}{0,31}%. Username may only contain lower case ASCII letters (a-2),
numbers (0-9),and the following special characters: underscore (_), and hypen

(-).The maximum length of username is 32.
\ y,

WHEIREHT RES MNAFWEFIMERIRBsIERAFA5EN, B2 , £ RES XIFMEL Linux
KRITHRVDIs H , %8 “"HWAFBETRERNWAF., LiEERFELEKAF BNMBR T 8 FHE 4814
REVAE ., BMEIZAF B 7E RES Linux LB VDIs,

2 AR
RES 7 2024.12 1 2024.12.01
B

1. BITUAToo#HT FTEpatch.py, cognito_sign_up_email_fix.patchX FhR4x 2024.12
AR 2024.12.01 , <output-directory>&i#tcognito_sign_up_email_fix.patchAHE
TENTHARNNT XHEMN B UK RES F#E<environment-name>H B H :

a. iZ¥PT5ER T RES 2024.12 1 2024.12.01,
b. *h T BIZARZEE AWS CLI v2, Python 3.9.16 B E & M4 K Boto3,
c. AERE RES MK P M X E & AWS CLI , HEREIHE S3 NRXKREA RES Gl E#E,

2024.x B[R & 267


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

MEEIRIERE AriEE

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>
RES_VERSION=<res-version> # either 2024.12 or 2024.12.01

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/cognito_sign_up_email_fix.patch --output
${OUTPUT_DIRECTORY}/cognito_sign_up_email_fix.patch

2. SMETEAITHAMSTXHNE R, SBTUATHTHS :

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --
res-version ${RES_VERSION} --module cluster-manager --patch ${OUTPUT_DIRECTORY}/
cognito_sign_up_email_fix.patch

3. NEMMEBEEMBIEFHEEREH, BB LURE Amazon EC2 EIEIRHI & L& 1E1ZKH,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4. BEREZFIF LM auto Scaling ASES) , WIFEHE B SHIAIRAS<RES-
EnvironmentName>-cluster-manager-asgo. ZFEIFEHIKIhB3.

FRETENTFIEE BN EFREE S M RES B, CertificateRenewalNode Fo3ERIET VDI EZEH
TLSiE$ , $iRWF : /var/log/user-data.log
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{

"type": "urn:ietf:params:acme:error:unauthorized",

"detail": "Error finalizing order :: OCSP must-staple extension is no longer
available: see https://letsencrypt.org/2024/12/05/ending-ocsp",

"status": 403

Hit , HYRIE RES TP FEEFHRN Web PR, (REBE—NMEIR , LEERE
net::ERR_CERT_DATE_INVALID Error code: SSL_ERROR_BAD_CERT_DOMAIN
(ChromeFireFox) 2 ()o VDIs

5 S0 B9 iR A
2024.12.01 RE R RA&
ZEREFE

1. BfinZl EC2 #24lA. MRBEEBNWEHICertificateRenewalNode- |, MK 1EiZ 34,

2. 5% Lambda #B#l5. 7B NH Lambda BEEHVRRB. -
CertificateRenewalLambda-#HHLAFFLM1T./acme.sh --issue --dns dns_aws --
ocsp-must-staple --keylength 4096 H#Er--ocsp-must-stapleS#,

%R EE  FHERBERERK.
EFFMA Lambda B , BHATUATERAE  gi4E " EIF |, AFER Wi, THEHME
Ao ERZABIE—MIEPH EC2 3Kl , BT E# Secret Manager FEVIEH F PrivateKey #1%.
RIAEHE , ZREHLL,

5. #IEIA dev-gateway 4l : <env-name>-vdc-gatewayREE#F auto Scaling A B EE—
NSRBI,

AEER

Let's Encrypt $FF 2025 481k OCSP X#, M 2025 F 1 A 30 B2 , RIFEFBRKFZHALKTES
OCSP Must Staple y BR&HIEH , BN OCSP 4R ITMiBERF AN, iBESE https://letsencrypt.org/
2024/12/05/ending-ocsp/ T AR Z1¥1E.

( 2024.12 1 2024.12.01 ) Active Directory i & EB SSH E#EFE 24

HIRHEIR
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https://letsencrypt.org/2024/12/05/ending-ocsp/
https://letsencrypt.org/2024/12/05/ending-ocsp/

MRASIEIAEE RAriEmE

Active Directory i P #3258 RES 17 M4 kY5 B E 2 B R 2 FHLaT 2 W B BRI IE L RV 5 1R

HTROHRTE , FERLEH LFETH Python NARFLEE 3 SSSD RF. it , BEREFA
BAD HF , Rt TEEF,

2 R HY AR AR
2024.12 1 2024.12.01
ZERITE

1. M EC2 #BHl&ERETE 2 F K6,
2. 1£ IDEA_CLUSTER_NAME T 4% /etc/environment #Hflenvironment_name=<res-
environment-name>H 1T,

3. EXRPILEZEITUTEHS :

source /etc/environment
sudo service supervisord restart
sudo systemctl restart supervisord

4. BB RES P MUENUABREREREL T,

(2024.10) ERE IR E LB RES HEH |, VDI auto stop B T VPCs
IR HIA

£ 2024.10 RES KRZ<Fh |, 350 VDIs T VDI auto stop , B3 SA1E — BatiE jkb FZRRA, AE
KEKRE - kFeE - 2EPHRELRE,

fRES VPCsZFEH RES 5 B BI A X #F VDI auto stop,
R ARA

2024.10

ERFE

RMNBEMEERAR—MEERF , ZBEEEFRIESERRNRAEAF, BR , EREHLEN RES IEF
VDIs # , HARALAFZF 1L VPCs,

2024.x B[ 8 270
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(202410 RERRA ) TENBFERBLHFIEKAEF 3 VDI
IR R

UEERPEBRIHIHR (g4, g5 ) EBEFHWDE Linux 2-x86_64, RHEL 8-x86_64 = RHEL 9
x86_64 VDI B} , ZEHFEBERERS. XEWREZEZFPFKETEZH A “FE" RSH AT AESE,

REXMIBERRERN X Server EERS L IEBWEHI, NALITE , RIERTUEHFEFLEHR
HHER AR S RN EINE) 50GB , LAIRA B8 1 = R R 2R R8I,

2 R MAY AR A
FE RES k7 2024.10 HE BhrRA,
BRI

1. T# patch.py # g raphic_enhanced_instance_types_fix.pat ch , FEREUL TS F<output-
directory>8B#AETEHAN T MIARFK T XHR B FUK RES IMEMNEF : <environment-

name>

a. TN TPUERF RES 2024.10,
b. *A THIZNEE AWS CLI v2, Python 3.9.16 E & RALL K Boto3.
c. NEPE RES WY M X E E AWS CLI , HEREHEE S3 NERFKE A RES BRI Z#E .

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patches/graphic_enhanced_instance_types_fix.patch --
output ${OUTPUT_DIRECTORY}/graphic_enhanced_instance_types_fix.patch

2. SMEBITHANTEIAMIT XHHNE FK. BITUATHTHS :

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.10 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY3}/
graphic_enhanced_instance_types_fix.patch
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.10/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.10/patch_scripts/patches/graphic_enhanced_instance_types_fix.patch

MEEIRIERE AriEE

3. EBERIEHHENENSEESSE ( vde-controller ) 3kl | FiZ{TU T e , H#FATRHN RES Ik
BE M

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4. TERBM<RES-EnvironmentName>-vdc-extF A BFHRAZTEERBHFEML, BRITE WS
HEFEFEMEE IR EADE 50GB B 1F6E 22 E .

(2024.08) & BRI AMI BFE
iR R

BAE FRIRFM AP SRV BAE A EC2 Image Builder & AMI B , #EEBAMH ERUTHIR
HE

CmdExecution: [ERROR] Command execution has resulted in an error

3 2 B T SRS SR ALY AR I ST A P T T AR

2RI

2024.08

BT E

#IE#H EC2 Image Builder &R

( MBLMAK AMIs H RES EHIMITES | FRBUTSRIBAE)

1. TEHEHEMW res-installation-scripts.tar.gz 34,
2. BBECAFZMTUELESR Amazon REMRE (AMIs) T 5 HH S BREF 1TIRME,
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samples/res-installation-scripts.zip

MRASIEIAEE RAriEmE

EEFHZE# EC2 Image Builder &R :

( MREE AMIs 7 RES SKHliiF R |, HIRRUTIRIEE)

1. THEHEK res-installation-scripts.tar.gz X4,

S 1%l EC2 Image Builder - A#f -~ K5 N R RES MAIZENAH AMIs,

FEE ‘NE” > “THRESInstallfif 4" 8], > w A > R NESIHAY S3 L&,

LEKRFN S3NETRABEANKBIXRNYG , ERL X ERNE - TR,

> W Dn

(2024.08) BRI R E T EEFHFH B EMHAE ARN F B E LM read/write Amazon S3
5

iR

£ AR 7 1# read/write # ARN ( Bl ) IBENEIR (M BBMHMEB EMAMAFE )
B} , Research and Engineering Studio 2024.08 o3& S3 BT E I E N S EMERM RN
(VDlarn:aws:s3:::example-bucket) &4l L,

FAEBRBELWOFEBEESE

. RigfEHR

- EABRERNEMS ARN ( Blarn:aws:s3:::example-bucket/example-folder-prefix)
MEENHR (MEBEEMIMBEEMNAFE ) WiEFEE

- ERAREFHEE ARN W/EFER , BREAENHIR

EREE VDI K65 |, % S3 FHENIECES XTI ZFMETE. RE VDI LHEHEFRE
FE  BZEZHNZETTEEHBNETAR, HEFERALXIREXHEEAB XN , Permission
denied, unable to write a filefi5|k%Eix , HAEXHRHNBETFTL LETIHEMNI S3 F#E.
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1. ETRHITHIARFANT X ( patch.pyFMs3_mount_custom_prefix_fix.patch) ,
BIETUT®S , <output-directory>EMRAETHNT MAMIN T X4 E FUR
<environment-name> RES BB :

a. Z4NT{UERM T RES 2024.08,
b. *THIAZEE AWS CLI v2, Python 3.9.16 LE &AL K Boto3,

c. NEE RES WIKFMXEEE AWS CLI , HHEREHEE Amazon S3 RXEFEKEAH RES 4
BRfFEA.

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch

2. SMETERAITHAMSTXHNE R, SBTUATHT SRS :

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
s3_mount_custom_prefix_fix.patch

3. EBERIEHRENELSMmIZEHIZ ( vde-controller ) 3£l , BETU TS, (EE—FH , BER
fFENVIRONMENT_NAMEZE1IRE N RES SR EMEFr. )

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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® Note

MNFFE VPC RE , MRBEGRIXEM , iH5F S H<RES-EnvironmentName>-
vdc-custom-credential-broker-lambdaB#URMENvironment variable®
FRAWS_STS_REGIONAL_ENDPOINTSHI{E. regionalidZHEEE VPC ZBEH Amazon
S FHRBERARRH TRESEER.

4. LDAZBIIT LM BIRAIZIT<RES-EnvironmentName>-vdc-extEEfG , VDIs EERE W
R, LEARLREHEIRFEM read/write 8 ARN F B E MBI/ S3 1.

(2024.06) 3 AD HEFMTE=IRET , NARBAK
1A 28
WME AD AMBFHPETEZEH , N RES 2024.06 [T 5% M & BT KRR

£ AD RIZHiE , EHEE SR CloudWatch B ( #£/<environment-name>/cluster-manager H
HAT ) OB TRIE

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20}:(user|group)$

ZEHIRBHT RES ESHEUATERNAS

- EREYEPNEMAEN ASCII F&, BF. IS (1), AL () MTRL ()
« FAWERBINS (1) FAE-NFH

R RS
2024.06

ZRITE
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1. ETEHMNTBARANT 324 ( patch.py 1 g roupname_regex.patch ) , EZ{THA T 5
%, <output-directory>&#H EFMH4HH B X RES HiE<environment -name>M A
L/

a. ZANTIXERAT RES 2024.06
b. *THIAZEZE AWS CLI v2, Python 3.9.16 iE S ALK Boto3,

c. HEE RES Wk MXIBEE AWS CLI , HHRREHEA S3 NREXKXREA RES tIEMW1F4E
&

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. SMETEAITHAMSTXHNE R, SBTUATHT SRS :

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. EERMEMNEREERIH , BETUTHS LA Amazon EC2 EEZH| 4 1EEK
B,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[0].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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® Note

ZANT AV AD HEMBRNENAEWN ASCI F&., #F. B (). A< (). TR ()
BUREKENT 1530 2H (&) HZERK,

(2024.06 RER/MZA ) AD RFZHREFFA K B REFE| RES
BiRER
R GroupOU & UserOU A [E , AR BT EEHE L E RES,

ZiAELS AD A AF AT , RES 8|2 Idapsearch i385, YHarIIEs45 1R 1A T userOu S
M =& groupOU ¥, EREZEBRARBEREEAMAF . RBEE UsersOU F groupOU FRIER T F
SHIXMITRH.

2 A9 MR A
FT B RES HR7 2024.06 HE FRA
ERTE
FRRIT SR RFIE
1. ET# patch.py BIZ<# group_member_sync_bug_fix.patch X# , EZ{TL &9 , <output-
directory>E N ETH X4 A B ZMEMELIH RES A : <res_version>
(® Note

« ¥NTRIAZEZE AWS CLI v2, Python 3.9.16 SE S RAIA K Boto3,

« NEPE RES WK MXEEE AWS CLI , FAREHEE S3 MERKEA RES tI2H7F
Mo

o« ZFMNT X RES fRA< 2024.04.02 7 2024.06, fREFEARIZE 2024.04 5
2024.04.01 , MAENA*NT 281 , SRR 5 H B S RRFIRAVIRR K EHRXERAE
#1% 2024.04.02,

« RES W7 : RES 2024.04.02
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T FE8ESEE - 20 24.04.02_group_member_sync_bug_fix.patch
« RES WA : RES 2024.06

T FEgESEE : 202 4.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch

2. SMBITEATHAMIT XHENE R, BITUTHTHS , <environment-name>F R
RES IMEH B :

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. EEWMBHMRMNEHEEREH , HETU TSRS :

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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MRASIEIAEE RAriEmE

(2024.06 X E B/ ) CVE-2024-6387, Regre SSHion, # Ubuntu FH &L £ )FE
RHEL9 VDIs

HiRHE R

B 7 OpenSSH BRS5E5 iR 5 H & 7 regre SSHion B9 CVE-2024-6387, ItiRAFEREZ §HRIEHIZ
BREEEBEEMRSHELPITEERRB , NA A OpenSSH #HITREBENRETRTER

B o

F RES, irEERERESELEINEN SSHH#ARBLREE , E2FVNAZRRENTM, B2, &
TR EABRIA AMI ( T REME ) RHEL9 FFTA RES MRAF A Ubuntu2024 VDIs ( ﬁuiﬁg
MERHE ) FRANER S SR EMEN OpenSSH RN,

XEWREIA RHELY 1 Ubuntu2024 VDIs ATEEHMAIA , EREEZEHREL M.
BXZRABHNESAT AT EXEHRT,

2 a9 kR A<

8 RES KRZ 2024.06 HE RS,

EWRE

Ubuntu RHEL9 MUbuntu#f &% T8 L2 REHOpenSSH4M T . AIMEA T AN R4S EERR
3 A (S

MRS EH Ubuntu RHEL9 = Ubuntu VDIs , BATZIEIZB TEH PAT CH EASTING VDlIs i BB 3
T8E, EE3MER¥K VDIs , BRATEIIRE P AT CH FUTURE B9 VDIs# BAH1TIR4E, XL BAERT
WA ITHEI AR LU S A EH M A TEK VDIs,

T B21F% VDIs
1. BIUTHSRMEAFIEIMAER Ubuntu M : RHEL9 VDIs

a. *NTHIAREZEZE AWS CLI v2,

b. A#E RES WK MXEHEE AWS CLI , HBFREHBE KX S AWS ystems Manager iE1T
T Systems Manager R,

aws ssm send-command \
--document-name "AWS-RunRemoteScript" \
--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \
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--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash

patch_openssh.sh"]}'

2. BALEETHS NELRIEHNARERNEZET, BE “GwALER BIF , BEHHNS
T ID, REWIAFTAESRH IDs #H MK IHEE.

#NT &3k VDIs

1. ETEATHIARMANT X ( patch.py F update_openssh.patch ) , EEITHA T
T, <output-directory>BRANETB XK B FH RES HiE<environment-name>H &
o

® Note

- ZANTUER T RES 2024.06.
o X*NTHIZRZEZE AWS CLI v2), Python 3.9.16 SE & RA LK% Boto3,

« NEFE RES MK MXFHEE AWS CLI BlZ& , HAHREEE S3 NRKEA RES ¢l
BHF#EE,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. BIUT#THw

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
update_openssh.patch

3. HEAUTHSEMBIIEMINRER VDC 2 HIZRLM
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INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important

2B RES IR 2024.06 X E S R4 Z#FE4h fut VDIs ure. £ VDIs R4 E T 2024.06 #Y
RES R H &4 future , FE EEA LT RN RES FRAHEF 2024.06, EERAEH

(2024.04-2024.04.02) 1AL IAM RS R AKRKNE VDI 2B A E
XA B B

ENSASELTEAEBHEEMBENNROAEE, XERNETECIZREE , Boundary SEE YLK
PR IAMPermissionil 5tk IE# 0 BL4R1Z 10 H .

2RI AR A

2024.04-2024.04.02

BRI
FERUTSREBBASELTEWRRIALR : VDIs

1. ERHITEIARFANT X ( patch.py # vdi_host_role_permission_boundary.patch ) , 1T
Ta® , Bift<output-directory> NEFH A AR B % :

a. ZANTLGEA T RES 2024.04.02, IR EFERARRA 2024.04 =% 2024.04.01 , AT B3R
RAH XD HARERTEFTN S RFENIMEEFE 2024.04.02,

b. M T BIZARZEE AWS CLI v2), Python 3.9.16 RE &AL K Boto3,

c. IEPE RES Wk MXEE E AWS CLI , HEFRERE S3 NRXEA RES BN F#EM.
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OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY}/vdi_host_role_permission_boundary.patch

2. SMBITEHAITHAMIT XHENE R, BITUTHTEHT , <environment-name>F#RH
RES SRER A :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. BEETUESGSELSNNEFEZERTESEIH , <environment-name>E# RES IMEH
HA¥, BT LU Amazon EC2 BB 144 & 1% 241,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

( 2024.04.02 B E R ) ap-southeast-2 ( &fE ) H#Y Windows NVIDIA 3E6I7F3E /3
)|

XA R

Amazon HlE & (AMIs) A T#E RES HE EERERENELKE (VDIs). B4 AMI #E —/x
BX ID , ZIDE#X MR, £ RES FEEH A T ap-southeast-2 ( 3&fE ) /33 Windows Nvidia 35
filEy AMI ID B BI FIEH,
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ap-south ami-0e190f8939a996caf east-2 ( EfE ) H&EiRYIH T LEXZHIBE EH AMI-
ID, ami-027cf6e7le2e442f4RiBF AMI ID,
APEZAEREIA ami-0e190f8939a996caf AMI BEIEHIEt £IB R T 4R,
An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The

image id ‘[ami-0e190f8939a996caf]’ does not exist

EYHERNIR , 2B ROIEEXH

. £ ap-southeast-2 XiZ & RES,
« £/ Windows-NVIDIA ERIAE 434k (AMI ID) B3h3EHl, ami-0e190f8939a996caf

F M R A
Fif8 RES M7 2024.04.02 R E R ARAEZ 2§00
ZE#E7E
LT EMERTE RES MRS 2024.01.01 £ T T

o AT IREEM A B4
« AMIID : ami-027cf6e71le2e442f4
- BERS : Windows
« GPU #li&m : RiFKR
- &/ FiEZEA/ (GB) : 30
- &N NTF (GB): 4
o AR B E Windows-NVIDIA 3L

(2024.04 %1 2024.04.01) RES B} % GovCloud

A B

£ RES MIBR T#EF T , UnprotectCognitoUserPoollLambda &= A EF#MIBRAY Cognito

PRI BRR3 . Lambda $11TH/E 3, InstallerStateMachine
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BT & ARF GovCloud XiE 2z B HIERIA AWS CLI A& FEZER , itk Lambda
Hupdate_user_pooli@A7EXiE A GovCloud &% M,

EFEZIRMER GovCloud XiFH K RES Bf 2BE| L T 48R

Parameter validation failed: Unknown parameter in input: \"DeletionProtection

\", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

EPZFERNVIR

« X/ GovCloud XiZiZfE RES
- B} RES 1k

2 M AR A

RES kr7 2024.04 1 2024.04.01

ZERE

LT &8RS E RES RA 2024.04 £#4T TR

« #TFF UnprotectCognitoUserPool Lambda
- mAMHIl : <env-name>-InstallerTasksUnprotectCognitoUserPool-...
o EITEFNRE-> $riE-> %&&{ “E1TH" Python 3.11->“RE"
« #TFF CloudFormation,
« MIER RES #4k-> BUHE P “REBZEREFTIR-> “BIBR"

(2024.04-2024.04.02) Linux Bl REEES R A EL T “RE” RS
XA A B

EFHHITRELEEFRBE , Linux EUSEAELSEFERE “EERE" RS
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SBIERE , S AWS ystems Manager T 2IE{TEMZEG S RLEHHN DCV «1F , 3 H vde-
controller CloudWatch B& (EAEAT ) FBRADLUTHFER : /<environment-name>/vdc/
controller CloudWatch

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

2 M H ARA

2024.04-2024.04.02

RER &

EMEFEE EERE RSNELSEE , BIITUTERE
1. MEC2 #%I588d SSH E#FI B EXEH,

2. HEXPFIEBITUTHT :

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

3. FEHFXHER.

BRI ENKEBIEFARE , FHITUTRE

1. ERHATHIARFIANT X ( patch.py # vdi_stuck_in_resuming_status.patch ) , iHETA T &
T, BRAEFHMHHE F - <output-directory>

@ Note

« ZANT SGEA T RES 2024.04.02,
« *NTHIARZEZE AWS CLI v2, Python 3.9.16 RE & MRALA K Boto3,

« HEFE RES WK M X E & AWS CLI , HEREIHAE S3 NREFKEA RES 221 1F
&

OUTPUT_DIRECTORY=<output-directory>
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. SMBITEATHAMIT XHENE R, BITUTHTHS , <environment-name>F R
RES F#E M <aws-region>B MM EE RES HI X1

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

3. EEHNRBIEHNINEN VDC #HI85%Hl , BEEITUTHT , <environment-name>Eit RES
BB

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 RERE/A) T3:E L “ SAMAccountit & BHEEXREFZRIEHRERFH
AD A

X /N A]
SSO BBELHEAMNIE (FH AD BSHEH ) /5 , RES B£E% AD A, EHEEEE CloudWatch
H& ( f£/<environment-name>/cluster-manager B&EA T ) £ AD BEF A E U T IR -

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~A(?=.{3,20}%)
DAL 1{2) [a-20-9. _1+(?<![_.1)$
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ZEIREHT RES [EZHAESUTERE SAMAccount AF & -

- BRAREENEN ASCI Z&, BF. AR (). FX% (.
AWERARE T IEENE - IRRE—IZEH
- ENREEFNMEENAR/ITRIL (B, . . o )o

A

52 S0 B9 iR A
2024.04.02 R E B RRA
ZEREE

1. ETEHNTBIARANT X4 ( patch.py F s amaccountname_regex.patch ) , HETHA T a8
T, <output-directory>ERNEFBHHE X :

(® Note

« ZANT PUEA T RES 2024.04.02,
« ¥PNTHIAZEZE AWS CLI v2, Python 3.9.16 B E & M4 K Boto3,

« HEFE RES WKk X E & AWS CLI , HHEREIHE S3 NRFKEA RES 22/ 1E
i,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. SMBITEATHAMIT XHEHE R, BITUTHTHS , <environment-name>F#n
RES INEN BT -

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch
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3. EEVMEINENERTERIN , HETUTHS , <environment-name>#i#tH RES K
HE . BT LUBET Amazon EC2 B4 A 4K 1HiZS2H,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \

--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 REERAE ) BT iHEEL2FHNFBALTR
XA |

HAFPMNRES MM THAANBEELENN , ZANKATES , %ﬁ*&?;ﬂv—ﬁ , XES
BZALTH. SRAPZHER THNBRATREL A |, IIRFKREIATE

Load key '"<downloaded-ssh-key-path>": error in libcrypto
<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

32 R0 ) A
2024.04.02 R E R4
ZHE 7
BATEWAERA Chrome TEEHR , AR X KBFZ M,

HE , TR ERANHEECE —INHT , ERlIHE----- END PRIVATE KEY----- BB — N
T----- BEGIN PRIVATE KEY----- , SREFH KL ZEA T,
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MENIEITFEZEXFEEE

WREIRIEZE (RES) AN ZEFELZMEA, RES FAYYYY.mm.patchiRAAFR , HAYYYY.mmk
REERAE, YYWYREREMD , mAREMAD , patchRRIBEXFH. B RES RABE—IHE
# Support Life ££3R B HA (EOSL) , BI +1 FEYYYYARZmmAKNRE —X. #lu , 2025.09 4 EOSL H
HiR 2026 £9 A 30 H, £ EOSL BHHiZz/g , THERIZRARMH —THRFR4EF .

FHEERADIESFHINAE, Maedut, Z2EFHFMNEIREE (YYYY.mm) o XFxBRA |, B 4b
THA AWS #21#tEE | BLGER T ARIEE| EOSL BIMRA,

REB—ETEMRARFOITIRA 2B BT (5120, M 2024.04.01 T 2024.04.02 ) , EFEAH
MWEE RES IRANEH , BEEENZEZRA, N BRETLLHRZHIENZESER , RMNEBW
B RES %% up-to-datefRIF R FTIRA .

MRBZTWIRACEEE T IFEGL L (EOSL) BE , BHitXIARBIRFHMRA , SUREFXS & o
X IFMIAENR. BXAR RES WIFMARH , BSRRINHE, IRENAREEMARERREE
#3Bh , EEBR Su AWS pport,

MEEIRIEZREK 281k 7% (EOSL) B A
2023.11.x 11/30/2024

2024.01.x 1/31/2025

2024.04.x 2025 4 A 30 H
2024.06.x 6/30/2025

2024.08.x 8/31/2025

2024.10.x 10/31/2025

2024.12.x 12/31/2025

2025.03.x 2026 £ 3 A 30 H
2025.06.x 6/30/2026

2025.09.x 2026 £9 A 30 H
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R X 7= BA

B Amazon EC2 SRfIEHMHTAMNATEERBENNZRRERS ( XWmRS ) WAk, tES TR
IBHEEREEXEFANE, EBa LA AWS Systems Manager Session Manager , © R E&E
RDP &R Tz & & Amazon EC2 36l , 8 R FEE RDP A, MRAFEFNANZERERS T
AJE , M| CALs RMBERRMAR T AIIFLEELWEZRREAS . CALs EEERBHRENZERER
HAFPAEZEZHAEBI ALY |, TUNESH S AWS Bk (HE ) APHE, BEXEHTTRERE
RF TR ENFNEFTIEINER , ESHERNRBREHLID .

BERFERENAXEFHEEHTRMITN, &AXHF : (a) RESE | (b) KK AWS ZHEH ™= mAts

ML, WBER , BRBTEA , UK (c) FREHEXERNT., ARG A 5 8 E &S SR
AWS AWS = mIm RS “REHE" =#4 , FTHTEAEANEBR. BFRREZG , TieRATERE T

AWS &P EMTES AWS RS , AXEFREEZF ZEMEAPUHN—H7 , B FRaXH
AWS H 1T K,

Research and Engineering Studio AWS 21R#& Apache Bl E £ 1R EA Apache A RZR 2.0 Y%
FIRBIFAH
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BEXEZEER , BSRAEFE#EDRR changelog.md X#. GitHub
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®lo
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