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https://aws.amazon.com/security/
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KIFTRZBENMERE, RINBWEENB"mEEFRLEHREFTER —SREBL AR,

HAE =

ZRINER T , Research and Engineering Studio AWS ( RES ) FFRESHENZAXBANERMTH
BEFRBEH#TNE, 28 RES B, AILEE AWS KMS key. RES EAZRHIEFHIR T ZA T BN R,
MRERHENWREFLFEMNEEN AWS KMS key , NIPERAZZAXN B BSEEHRITMNR,

RES £/ SSL/TLS M2 EFHEHTNE, BIIFETLS 1.2, BEWER TLS 1.3,
AFEmARSHNEEEIESEM

BRXMIREIRIHREEANBESNZEIZEETINESFAREE , BRI TRPAVEERE

AWS RFELEE fR&52E 8 ZIRSS1E RES R R INfAIEAK
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/security.html
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https://docs.aws.amazon.com/vpc/latest/userguide/security.html
https://docs.aws.amazon.com/cognito/latest/developerguide/security.html
https://docs.aws.amazon.com/efs/latest/ug/security-considerations.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/security.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/security.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/security.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-security.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
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F BRIR IR o

Amazon FSx X #M % A% REABREXHRE,

FSx & T NetApp ONTAP ) ik REABRLEXHRE,

=P

AWS Certificate Manager Ali% NEWEESFERTEIE
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£:# DynamoDB 2% 15 2h
fEo
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/security.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-fargate.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/acm/latest/userguide/security.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/security-considerations.html
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A= mP R AWS BRSS Bl E

EFHREAEVHEIARERE " RTEBHERRS. BXREZEL , FSH AWS RS EH,

NTFhm , BONBUIRS T RSB

* Amazon Virtual Private Cloud

« Amazon EC2

BEFERRESEH , 55K (Service Quotas AFER) PHIERESET . MARFERS RIS
THA , FERRESREHIRS,

AWS CloudFormation Bt &t

& AWS ik & AWS CloudFormation Bt& , EiZ~ meE Bk ROFZ X LR E, BE 7 #
XEEEE | B LUBRBREIE R MNMESTERISBBR "R, BXEZEL | 538 (AWS
CloudFormation FAF#ER) HHIAWS CloudFormation Bt

AKX E RE

ZmERE T RMIARAMIRE , HREN A NINHZNEREMA/NH Amazon EC2 KFIREBITRE, K
TREARABEEFHRENRYE | RNBUEEMEWE Auto Scaling 4 (ASG) FIEIMMIANKERE
RE, FEMN—PREEMBFHDEFATURESNARK (AZ) B, AREEBRESNE KRR
EREIRERYRTIHE]

ASG iR E A BA7E Amazon EC2 & BHE L , Mk https://console.aws.amazon.com/ec2/,
ASGs BUIABRT , mRAtiBlA , 8N EMEE -asg. BN/ NMEANEEERNEER
WEFIENHE, ERESINTE , ARERREHEREE. BXEZEE ASGs , HZH
Amazon EC2 Auto Scaling AF#ERFHIT B Auto Scaling 4 # K/,

XEH AWS X5

AEmEANRS BaiAELIAA AWS XiF, BLAEFREIRSERATA AWS X1 #9175 /3 3 L=
mo BRI XX D& AWS RS ATRAY , BSRAWS XEE RS 5%,

LTARXEFL AWS B “fIREIRIHEE" AWS XiF :
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/scale-your-group.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

MRASIEIAEE RAriEmE

X i & ¥R Region SRR AR BFTARZA (2024.10)
XERL (FEFREL us-east-1 = =
MALER )

EZERI (HBXEM us-east-2 = =
)

EEEE (dbinRIE us-west-1 = =
B )

EERI ( HEIXM us-west-2 = =
)

WAHX (FRR) ap-northeast-1 = =
TA#X (ER) ap-northeast-2 = =
TA#X (&3X) ap-south-1 = =
0 A X (703 ) ap-southeast-1 = =
TWA#X (FEE ) ap-southeast-2 = =
IEXR (I ) ca-central-1 B =
BN X (E==E eu-central-1 = =
)

RRMHE X (K= ) eu-south-1 = =
Rt X (R ) eu-west-1 = =
Rt X (82 ) eu-west-2 = =
ROt X (B2 ) eu-west-3 b =
PR X ( HTEE R eu-north-1 S =
E)

&5 (fSh4EX ) il-central-1 = =
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® Note
%~ mEEHAAWS CloudFormation ik fiE KB E, XL CIoudFormatlonﬁd‘}ﬁm RT AR

FRTYESEN AWS RIENREEM., CloudFormation #ik iR A& 4k iR

, FEEAEREIETISHAAR, Y, WEZeMEMEEEN,

R mHl
£
< RREH

- SIEASEIR
« B1Y BT m

s F2X BRER

TR

E&

AWS Ik SEREERASOIE
£ Amazon EC2 SSH Z4AXY
RE RS EE

BIEAHIE (AT )

I8 E ( GovCloud {XIR )
RANIBEIR

EERNIMEFEE LDAPS (A% )
BEFAE VPC (Al )

AWS Ik EREEG AF el

R AWS K REEERAF

1.

$TFhttps://portal.aws.amazon.com/billing/5E fft o

TR


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
https://portal.aws.amazon.com/billing/signup
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2. RERFELNEBRE,

HEEME , FHEIBEENRIIEE  EREAREREHA - MRS,

HRGEMET AWS K, IR BIZAWS IKFRAF —1 RAFBERGRZKS RBFRE AWS
RS MRF. ENREREIEK , FRAAFIERERLRANR , A ARERARAFKKTEER
AP HRRBRNES.

#Z Amazon EC2 SSH Z4AX

MR IR&HE Amazon EC2 SSH Z4A%t , IFEERIER—1N, BEXEZEER , 55 HI 5% EC2 AFiE
B EC24 M {5 A T b B B2 2R 4R X o

=S AR S B E

BANZRUVIB AT B IAY AR SS ECER -

« W55 VPC
o 8 NAT Fxfysatt 1P it BR8N BN MBI,
o HENTAXE NAT WX \NBNEME -+,

« Amazon EC2
« Ff EC2-VPC 31tk IPs MEEME+

IEH) AWS IKP I AWS BRSSERARRINE S , ARIH N RS, BRIEZHHA , BN , BN MRARKX
BSER, SAILUEREMELERS  BEHME—LEALEEM. ARESZER , SR A= mPH
AWS BRS5 ELE .

BIZEANHIIE ( 7k )
ENBWAFTmERABENNEE , MERSBAPRFHNMNIiLL, BEEFEH Amazon Route 53 = H b

REFEMEE , RAEREARNZES AR AWS Certificate Manager. MR EE LA\ H1EE MiE
B, WA AR bR

1. IZRBRIEBATE Route 53 it &, B iZaWE —HFEIASB Fob4.
2. RELWEMITEXE, X2H Route53 BRI 8IEKN.,

a. FTF Route53 24l&,

#12 Amazon EC2 SSH Z4A%d 19


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console

WREIRIHEE A5
b. MEMESMEZFEREEXE,
c. IARNENFBECENTEEXE 6 AEEFREXH ID,

3. #TFF AWS Certificate Manager A RBU TS RBFFHIEP. BREVTITRBEHRERZHX

o

MERERIER DIHIER" , RERBENIERRE. ZFRMIZETFHLERES

ERERIES ID BT FHER,

Mg T, %$F “7E Route53 RAIEIER", LEBEFERKAZTE+SH.

ERMAR , NMEPBREE 2 EH ARN,

R L

822138 ( GovCloud {XBR )

MREE AWS GovCloud ( EEAEE ) X#HTHE , HEFEANRWRSEIRIEZTNEE L ,
NFEETRXLENE SR,

1. FERIBRAHREEFMNEIL S X AWS Ik~ P EBZBIE$ CloudFormation %,

2.  MIE# CloudFormation #itH A , #ZFIHid FCertificateARNFIPrivateKeySecretARN,

3. 71£ GovCloud 7 Xtk |, fEACertificateARNBIHEME -1 40, I THMWZ4A ARN |, 3+
EZEZHAPRRMAMIZ |, X#H¥vdc-gatewayM AT LAIFRIZRAET -

a. res: ModuleName = virtual-desktop-controller
b. res: EnvironmentName = [JE & #5] ( iX AIBE= res-demo. )

4. 1 GovCloud #' Xtk | fEfAPrivateKeySecretArnfii B {ESIE— %4, I THHNEA
ARN , HEZZHAFRRNHE ML |, X#vdc-gatewayR AT LA RIZEAET

a. res: ModuleName = virtual-desktop-controller

b. res: EnvironmentName = ¥E & 5] ( iIX A[8E2 res-demo, )

RN R IR
Research and Engineering Studio £ &8 &8 AWS Filit 2B T E IR,
- M (VPC, XEFMMMLEFH )

EXE | BFETHTEE RES M8, Active Directory (AD) MEAZE4EZEE M EC2 K4,
- i (L% EFS)

B8l A ( GovCloud X R ) 20


https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml

MEEIRIERE AriEE

FRETERLEEEMEN (VDI) FrENXHMHBE,
- HFXBIRS (AWS Directory Service for Microsoft Active Directory)

B ZRF3 RES MEHN AP #HITEHRRILE,
« ‘@& Active Directory lRFZtk P AR B MZBWF B HEBEXN (AFR. F1B)

Research and Engineering Studio £ FIAWS Secrets Managerif RI{RIB N2 | SIERS Mk 2
B,

® Tip
MRBEEHBETRIE | BREXENBERATR , WAER AWS SHeEiTtEE G RE
BRABER. EEENKFPHBRRCUIEANADER , FSRAUATH D
ZE7 AWS GovCloud ( ZEES ) KEE#HITERIE , EFEETHPHLIEEE ( GovCloud
XPR ) BEDSER,

FIENREHEE LDAPS ( Alit )

MREUT R ERIRE R ER LDAPS BE , MATTER AT SRR OIZIUEH HF L E AWS
Managed Microsoft AD (AD) =12 #l8% , LRt AD 1 RES ZRIWIBE(E.

1. BB RNEEAERS R LDAPS AREN SR TRIE, AWS Managed Microsoft ADIIR &

E£ /5 M LDAPS |, NI AT LABEE L F ¥R,
2. WIAETE AD LEE LDAPS f5 , S AD iEH :

a. BIEEKED B ZRSFR
b. LAEER PowerShell §3T7F,
c. i&fTcertmgr.msciTFFERFIRK,
d. BHETHAZEENRIERMANY , RAFITFLES , TFIEBIX,.
e. BEEFIRE (HAERED )5 AD REREBNIES , ARERE MEES , AREE S
s
f. 1%£$R Base-64 {mIZH X.509 (.C ER) , RBEET —F,
g &EE-INEFR, REEE‘T-%%
3. EUTHEBIZERZE AWS Secrets Manager :

EZHNIREREE LDAPS ( W% )

21


https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/
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£ Secrets Manager H % Secret B , 7£ secret type ( KA ) T ik Other type of
secrets ( KB 4R ) ¥ PEM &mBBHEIERETE R Plaintext ( BAX ) FE&H,

4. BT BIZ2M ARN HIFEH/ERNDomainTLSCertificateSecretARNS A, £ 15 : Bhif~

—_
m

FECEFAE VPC ( Al )

ERRBEH VPC #EFE Research and Engineering Studio AJif@Z £ , UK EALNAEHANEEE
Ko B2 , FER RES IEKB T EBMIHERELEKBIXR, EEFE VPC HRERES , BFEE
FHRUT REM

ES ]

- % Amazon HL.ERE (AMIs)

« RE VPC &I T |

« H)RE VPC KT SEVER TIEESIRS

- REFE VPC FESHK

% Amazon HEFEE (AMIs)

1. TEEHXR, EEZREN VPC #3E , RES EMiREZFEEXEAHEERM AR RVIERT
REEMABIR R

2. BIEEH Amazon S3 RiEiFREINEMAIESHH IAM A€ | F7 Amazon EC2,

a.
b.

C.

£ https://console.aws.amazon.com/iam/ 3T FF IAM 2% &,
EAGY  EFUIEAG,
FEIEFEAEEHRE :

o T AESEMRE T, 1EE AWS RS

o XNF RS S A TR CRABI  EFREC2HER ‘T -5,
£ RMBR” £, EBUTRKRE , RFER “T—F"

« 5% 3 ReadOnlyAccess

* Amazon SSMManaged InstanceCore

» EC2InstanceProfileForimageBuilder
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://console.aws.amazon.com/iam/

MESIRIER ArfEm
e. RMNABEMNER , REEFUEAE,
3. BIR EC2HBERRAH .

a. ITFF EC2 Image Builder #H|& , Mt https://console.aws.amazon.com//imagebuilder,
b. &EEBREFNHRR T, &F “AH" 6 REER “QIEAH,
c. HEREAHTEL ,, WMAUTEFEHAEE :

o XATAMRE | RERE,
- ETHRARFE , BEE

S8 AF%B

BBIRERSE (0OS) Linux

RAEANBRERSRAE 53 Linux 2 RHELS |, 2 RHEL9

HYEBF WMA—NEZF, #lW : <research-
and-engineering-studio-inf
rastructure>

4H AR AR HATEWM 1.0.0 FF 5.

54 BA AIENAF%B,

d. HEHRAHNEL , ERENXHEHAR,

. HEWAENMHEABRZE , EE— tar.gz XHRX4 URI, ¥ RES £EH tar.gz X4
HEZIT D S3 7648 , RARNEFHBEEREHIZXHH URI,

i. WMALTEER :

(® Note
AddEnvironmentVariables@AliEH , IR BTFFEEZEMBENENPEH
BESGMEETE |, WA BSOS EMIER,
MRBIEFIEBhttp_proxyFMhttps_proxyHEZE , MFEEFHIX
no_proxySEREIESRFIERAREREA AR EN, EHITEHIE IP it MK
¥ VPC KimT RHVARS .
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https://console.aws.amazon.com//imagebuilder
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may

not use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#

# or in the 'license' file accompanying this file. This file is

distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the

specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES

software dependencies for infrastructure hosts.
schemaVersion: 1.0

parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res_dependencies/
res_dependencies.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:

ELEFAE VPC ( Al )
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e.

- name:

action:

onFailure:

commands:

'cd /root/bootstrap/res_dependencies’
- 'tar -xf res_dependencies.tar.gz'
- 'cd all_dependencies'
- '/bin/bash install.sh’

AddEnvironmentVariables

ExecuteBash

Abort

maxAttempts: 3
inputs:

commands:

echo -e

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,
res, {{ AWSRegion }}.vpce.amazonaws.com,

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1.
13
1.
33
1.
33
1.
33
1.
33
1.
33
1.
33
1.
33
1.

amazonaws.
amazonaws.

.elb.amazonaws.com, s3.

com,s3.dualstack.
com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.

api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.

amazonaws
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

.Com, ssmmessages.

com, kms.

com, secretsmanager.

com, sqs.

com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.

.com, logs.

api.aws,elasticfilesystem.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
com,api.ecr.

com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{
{{
{{
{{
{{

>

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

EFROIEA N

1},
1},
1},
1},
1},

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

com, cloudformation.
com,sts.
com, application-autoscaling.

com,monitoring.{{ AWSRegion }}.amazonaws.com,ecs.
.com, .execute-api.{{ AWSRegion }}.amazonaws.com

" > Jetc/environment
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4. BI%E Image Builder BB 5,

a. HEERELREL, WAUTRE:

Section

RIS

EitiE A~

KA E

THEBEH

EEE A

0S

BB SRIR
BR & & 5

H 3h AR A< 22 il 2 T

THEBEFEE

APF%E
MAEZHEN , FlH res-

recipe-linux-x 86,

A=A, BEM
1.0.0 FF %8,

AN DN RE R
EERERR.

T 5#h Linux SRLLME
Linux (RHEL)

REAN (TS HER )

I 5% Linux 2 x86., 4£Li§
7l Linux 8 x86 SRLLME 1
Al Linux 9 x86

15 A B T RO A R R E R 5¢
ZiN

MrEABRRFERINRE
o, FERRETR EEE
MITRBER SSM KE,

[root/bootstrap/res_#k #i><
A
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MEEIRIERE AriEE
Section S8 AF%H
48 44 HEAH BRHERUTHEA :

M= 4R 4

b. EFBIEES.

5. 62 Image Builder EMiZEWEE,
a. ERENFRR T, EREMEEEE,
b. EFRUEEMIRERE.

c. HUEZEMEMEENEL , WANUTAE

Section S8

— R E =20

iR

IAM & &

AWS E it iz KIS E

o DEFERE : -2-linux
aws-cli-version

- IE#HEE . amazon-cl
oudwatch-agent-linux

- JHIEFRE - ZHIBIEN
Amazon EC2 ¥, EF
& AWS X1 Hria A RN
AWS K= B 5 R = 51
54,

BRAIEE

- IE#HEE : simple-bo
ot-test-linux

APF%E
MWAEZAEN , Bl res-

infra-linux-x 86,
AN AR IR

EEZAIEN 1AM £
==

%% t3.medium.
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d.

Section S8 AF%H
VPC, TRMZEH ERAFEBRM IR
ia] Amazon S3 126 ik

I, MIREEECNERS
4, MR BAGE A BAT S A
Amazon EC2 ##| & BlE —
N2 4d -

- VPC : BT EMIR
TEECERYAEE VPC, it
VPC 2475 ] LA 7] B Bk
R

o AYEALI
« XK : SSH
» Source : Custom

- CIDR ##E#k : 0.0.0
.0/0

R REMIREERE,

6. BIEFHH EC2 Image Builder Ei& :

a.

b.

#RIRGBEE  REERRBEEE.
AEEEEFAGEENHEL , WANUNTRABHERET-F

- EERMM AR

o WTFERITX , FREUK , RFORLEFIHE AMI BERE | BEEFI
FUEBFRIE TEL  2F ERIARE , RERWAZHEZNE LA, BB T -5,
£ EMEGLE RELE  ERERNTERE , REEE ‘T

EENEMEMEERNEL  EREANEEMRERE , ARWALNIENEMBENEE
E’g%%o ii?%-lt_io

EEMDXIRBETREL , BZRUTRABRHRITER

- MHEMBAAEEIEN RES RN TE—XE , X1 RES FEENP EHS 3 Eitig ik
ENKH, FRARSEIAE , HEMFEA Image Builder [REH X136 2% H EC2R %,

- MREBEZANXEFIHE RES , JUERVNEFN I A REAENRERNES XS,
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7. 1217 EC2 Image Builder Ei& :

a. ERBEEYT , HIHEEECENEE
b. &EF BFE , RRLERE BTEE

ZEBARFEEKRY 45 5NNt T eI AMI BRER,

8. ET4AERK AMI B9 AMI ID , FRFE BT InfrastructureHost AMI 3k % Athe section called
“F1E5 BT W

®E VPC KiFT =

E¥E RES HEHEMRE , AWS RS FZHRENLE TN, BHSIRE VPC KT SR M
FAIRBERNRR , F AFEXNENM R T REEXESRK,

1. MRZAAREEZTLET R, FEREAWS RSS ERAE O VPC Kin T K15 R R AT U B 1T
.

2. ERMNTRAXAREE-IREFN,

AWS % BRS5 &

M FAFEF Auto Scaling com.amazonaws, region. N B3N

AWS CloudFormation com.amazonaws. region.cloudfor

Amazon CloudWatch com.amazonaws, region. Y

Amazon CloudWatch B& com.amazonaws., region.logs

Amazon DynamoDB com.amazonaws, region.dynamodb ( FEEMKLIHT
R)

Amazon EC2 com.amazonaws. region.ec2

Amazon ECR com.amazonaws. region.ecr.api

com.amazonaws, region.ecr.dkr
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
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AWS BRE

Amazon Elastic File System

Elastic Load Balancing

Amazon EventBridge

Amazon FSx

AWS Key Management Service

Amazon Kinesis Data Streams

AWS Lambda

Amazon S3

AWS Secrets Manager

Amazon #4 R85 RS

I 5% SES

AWS Security Token Service

Amazon SNS

Amazon SQS

AWS Systems Manager

ARSS & 75

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws.
HY R R L im T R

region.elasticfilesyste
region.elasticload bal
region. B4
region.fsx
region.kms
region.kinesis-streams

region.lambda

region.s3 ( FEE RES FEIAQIE

ERESBEPRIXZERFEREZH I/ Amazon S3 #

A 45T R

TR
com.amazonaws,
com.amazonaws.

com.amazonaws.

Ro BZH15E Amazon f& £ 7 RS E DO Kin

region.secretsManag

region.ecs

region.email-smtp ( A THAXRAT X

¥F : use-1-az2, usel-az3. usel-az5., uswil-az2, usw2-

az4, apne2-az4, cacl1-az3 # cac1-az4, )

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

region.sts
region.sns
region.sqs
region.ec2messages

region.ssm
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https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html
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AWS BR%5 ARSS & 75

com.amazonaws, regi on.ssmmessages

%8 VPC Kim T QBN T EEEIRS

EE5RXHE VPC Kin T SREVIRS &K , B LAE VPC N RB FMPIRENERSSR. £ Identity
Center 3 AWS S RMHRE , BRUTIREUBEAMAREIETFEHEMFN KT HNER

RERS R

1.

EIENAT RES SPEH VPC B FMHF B3I —4 Linux E41,

« Linux R%| — W 3 Linux 2 /I L7k Linux 3

« %219 — x86

o EHIEBE — t2.micro REEMRA

- 24 — M 0.0.0.0/0 FF#AEIKO 3128 LK TCP
EEFEALLRERERS R

a. EF-U:F http EEO
b. AFMFIBEMEXFRERESLTE

- .amazonaws.com ( EATEARS ) AWS
- .amazoncognito.com ( & F I &3 Cognito )
- .awsapps.com ( AT &A1)
- .signin.aws ( AT HHBH L )
« . amazonaws-us-gov.com ( & A F Gov Cloud )
c. IEHFREHMER,
d. BUEHBEHRERSR,.
e. BTRERSFHFEWHIRD,
BEEZNBARUATFRNAERS R,
a. BEIEW VPC 2HlE , BELNATEMREENM VDI THH F MK H XK.
b. RERBARUATFAEAAEZEINENEDSRP IRNNRERS /KM,
c. XERAT InfVDIs rastructure/ WFFEFM ( TEHRIERKRN ) BIEHRNITIIEE,

ELEFAE VPC ( Al )
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4. BRRERSR EC2 XFNZLd , ABREAFERERSSH[MTHIRO LHIT A TCP &
%,

REFE VPC HESH

EHthe section called “58 1 &5 : B~ m” , BB EE CloudFormation AP AR LS E, BHZH
BREERENTSEH , LERIDIHBBREN N EEHNFE VPC #,

S Input
InfrastructureHostAMI ERA AN EM I HE AMI ID the section

called “#%& Amazon H1E58R & (AMIs)”,

IsLoadBalancerinternetFacing REN false,

LoadBalancerSubnets ERTEF R ERMNFAE FM,
InfrastructureHostSubnets ERTEF R ERMNFAE FM,

VdiSubnets ERTET R EBRMAE F M,

ClientIP &I LLE R 8 H VPC CIDR A2 FFFE VPC IP

3k 1T Ao

HttpProxy o~ http://10.1.2.3:123
HttpsProxy o~ http://10.1.2.3:123
NoProxy Bl

127.0.0.1,169.254.169.254,169.254.17
©.2,localhost,us-east-1.res,us-east-
1.vpce.amazonaws.com,us-east-1.elb.a
mazonaws.com,s3.us-east-1.amazonaws.
com,s3.dualstack.us-east-1.amazonaws
.com,ec2.us-east-1.amazonaws.com, ec2
.us-east-1.api.aws,ec2messages.us-ea
st-1.amazonaws.com,ssm.us-east-1.ama
zZonaws.com, ssmmessages.us-east-1.ama
zonaws.com, kms.us-east-1.amazonaws.c
om,secretsmanager.us-east-1.amazonaw
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S8 Input

s.com,sqs.us-east-1.amazonaws.com,el
asticloadbalancing.us-east-1.amazona
ws.com,sns.us-east-1.amazonaws.com, 1l
0gs.us-east-1.amazonaws.com,logs.us-
east-1l.api.aws,elasticfilesystem.us-
east-1.amazonaws.com,fsx.us-east-1.a
mazonaws.com,dynamodb.us-east-1.amaz
onaws.com,api.ecr.us-east-1.amazonaw
s.com, .dkr.ecr.us-east-1.amazonaws.c
om,kinesis.us-east-1.amazonaws.com, .
data-kinesis.us-east-1.amazonaws.com
, .control-kinesis.us-east-1.amazonaw
s.com,events.us-east-1.amazonaws.com
,cloudformation.us-east-1.amazonaws.
com,sts.us-east-1.amazonaws.com, appl
ication-autoscaling.us-east-1.amazon
aws.com,monitoring.us-east-1.amazona
ws.com,ecs.us-east-1.amazonaws.com, .
execute-api.us-east-1.amazonaws.com

ISR R IR

It CloudFormation ik IZ2EXM, =%, SEzh B XFEIEPH ( PortalDomainName INREMH T ) , &
DIREXENTRRT e E™ Mo

SER LA BRE 2 Bl T BB 5 R AR
ERERTE : KLY 40-90 & &

1. BEF AWS B2 F|A HE hitps://console.aws.amazon.com/cloudformat ion 3T FF
CloudFormation %14,

(® Note
BRIEERANRERRKS

2. HEEFEDEHER,

MRMEEE AWS GovCloud ( EEFELP ) X 1TEE , 157E GovCloud 7 XK/ 5 31 #E4R.
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml

MRASIEIAEE

RAriEmE

3. WARRSH :

s

DomainName

SubDomain ( GovCloud 1X
fR )

AdminPassword

BINE

corp.res.com

iR

BATFEZEZMNE, BRIAMER
ERESISAFPHWLDIFX#4
IR, IREEFERERIA
ArF , BzEREZRERIA
B, EEWXE , FEMHRE
H—NBEILDIFXX . X
FEEERTEZ B FZWEM
T,

NFEEXE , WSHI Ak
H , 18X F GovCloud X

—YBEN.

R B MH SubDomain , N

SHIFLL DomainName 124
WS R EIR. RER Active
Directory 13 & R Fi5

Zo

BB REEANZER (AP
FAdmin ) . WAFRELR
SIS ERTEES B RPOIE
W, 2ETER.

BE  KFERHBAATUR
(1) BXAFB (2) I
BB AWS Z4ARY ARN,
key/value {"passwor
d":"somepassword"}

AE AN EBAIUR R
A ctive Directory #1588 %
MER,

BIEAEDE IR
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements

W5 TR s
S 2RIAE iR
ServiceAccountPassword BT el RS k5 1 218

XS

LDIFS3& &

aws-hpc-recipes/ma
in/recipes/res/res
_demo_env/assets/r
es.ldif

(ReadOnlyUser ). LtIKF
RATES.

BE FBRARATUR
(1) BXAFB (2) KXY
B AWS 2408 ARN,
key/value {"passwor
d":"somepassword"}

AE . AFNEBAIHEE
A ctive Directory f #2158
MER,

£/ SSH & im i E R
Bl

AEE : AWS Systems
Manager &% & 25 7] A
FiE#ES A,

EEHEFRENSISHE
S A LDIF 3X## Amazon
SIBR. BXEZER , #F
égﬁ]LD”:SUQQOﬁoigégﬁl
EEFTE — AN, ZXXHA
EEHBEFHRUES I

EBEFZH , FSRPREM
B res.|dif X4, GitHub
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif

MRSTRIFS A m
el ERIAE iR
ClientlpCidr A1 B IZ MY 1P

ClientPrefixList

EnvironmentName res-[environment
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PortalDomainName

4. WINDBETHAIBEEIRE  RBIEFOIEMERK,

#yk, Hlan | BATLAERR
BHCW IP it , REEH

{X [IPADDRESS]/32 RiF=x
M TiHR,. B UESREG
BEHEAR.

AR5 R AR ES) B
FEETRNBRRR, Bx
R ERMRIIRNEER , 1B
SHERESEENERI
Ko

MmREHPortalDom
ainName 7 , MIKSEHAT
NERZRARINIRE |, UE
AUERRERERATN]. X
EEESHZE RES #HikAIER
WEnvironmentName &3
MTE, MREELEKS P
ELZNRER |, NZHE LT =
HE— 8

3 F GovCloud Z&8 , E%
ALSH, EPHBARERL
REMHRFHOIEDN,
ZJK 77 £ Amazon Route

53 HHEE. MRRMET
XA, MK —NaHiE
BB HFHE L& EF
AWS Secrets Manager.
REEECSNEBMIES ,
NEnvironmentName AJEA
FHSHAMEZE,
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https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html

MESIRIER ArfEm
F1%5: BaIIiFEm

BREBAT R step-by-stepii BAEL B~ MmN HITBRENIK,

ERERTE : KLY 60 5 &

LA LUE T 1% R H CloudFormation #4x , RAEBHITHE,

WMREEE AWS GovCloud ( EEFER ) TE , EHEALLER,

res-stack-f£ A LLERE 0 = mAFTERBRAH. BRIABESE RES FHKRMB BRI, 8w G is%E
Bo

(® Note

AWS CloudFormation #JR&ZM AWS Cloud Development Kit (AWS CDK) (AWS CDK) ¥33&
BN,

% AWS CloudFormation ##x7E AWS FEB THZEEIREIHRE, AWS CloudERB otk 2l , &
RAITUR B SRS

1. &F AWS BEIERF|A HE hitps://console.aws.amazon.com/cloudformat ion 3T FF
CloudFormation #&lA&

2. BIER,

ZE1 AWS GovCloud ( EFEHER ) #E , BRI ELER,

3. BMIABRT , ZEREXRERL (FFRIMILE ) XEE3. BEUEMFEHHERT R AWS
X , FEAEG A S XENERERS.

(® Note
7= m{E A Amazon Cognito fRSS , BB BIHIEFMERSETAH. AWS Xig & A4ME A

Fl Amazon Cognito AWS [XiF Bt 5 &K bk f. BXZFE XXM EHITRAY , F5
FAWS XigrmE RE SR

4. E'SH T ERRFmERNSYAREFTERTER. NRERFTAIASRR , WETR
FESNER B IR AR B9 o H I TR P R BIX E S
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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fritosib, BNSREEAK K WA H BT
EHEFRER/ER, MLAF
E A AT SR IRIEA o

( Tk ) WA LUR A TrrE
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IsLoadBalancerinternetFacin
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LoadBalancerSubnets

InfrastructureHostSubnets
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ActiveDirectoryName corp.res.com
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ERNEFM) . XTEHEERH
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HEHPED, MR LM
REEBETHANULE | HEFEFT
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FEZ, MRINERM L5 HAx
BTAAMUE , BEEFRAEE
Bl A,

mHEFENE. ETEES]
P2 A PEL .

& B R EIR. XA
NetBIOS %*’J’_\o

i
N3

i3
o
i
Bo

39



MREIRIEE AFiEmE
¥ iAE 15 B8
LDAP E7H DC=corp, DC=res,DC= LDAP 2k & 43R 15 [ B R
com LDAP B&£E,
LDAPConnectionURI & B R ERS R A UR

ServiceAccountCred
entialsSecretArn

UsersOU

GroupSOU

SudoersGroupName

ComputersO

13, & TLSCertificate ¥+

RESAdministrators

&) 22N |dap: /R, TR
AN AD HIBE T B34
AR , WA LAERA Idap: //
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RM—/NWE ARN , H
& Active Directory
ServiceAccount f P #Y A
BMNEZE , KX NAF key/
value B/ZBX],

AD FHVALN BN | HFERF
SHRFER,

AD R TRERDZHEERN
PLBA,

HE K BELERNTIRFESF
sudoer 5 RIXPRFE RES k£
BEEEERAHRNENMER
e

SEHIF AR AD 4R
fi,

( ANk ) R_EE TLS IEH &
%3 ARN LLS A& AD /9 TLS
BfE,
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EnableLdaplDMapping

£ ADJoin False

ServiceAccountUserDN

SharedHomeFilesystem & 13
iE

CustomDomainNamefo
rWebApp

CustomDomainNameforVDI
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¥E UID M GID Zs =
SSSD £/ , -2 EA AD
RENHFE, MRFHEH SSSD
£ HE UID # GID , Mg &
A True , MRFEA AD 1R1H
B UID # GID , M&E N
False, ERZHEBERT , Lt
SHNIRER True,

Ef51E Linux EHLIA B
i, EEXH True. BN ,
BHREBERINRE “False’,

B R PRERS KA
FHEYE 3 #EFR (DN)o

AT Linux VDI E¥HHEE
XHREM EFS ID,

( ATiE ) Web [] 7 M35 {5 A
By F B N RER Web #B5
R,

( A& ) Web [] P M uh (£ A
B FER N RER VDI &2
RIEEEE,

41
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S8 RIAE B
ACMCertificate ARNf ( Ak ) EAERIABCERT
orWebApp FmEMENARFRREERE

amazonaws.com H T, &7]
DEECHEE TREF MR
%, MRELE T NI E
B, MXRAEERN , HE
Al LA TEres-bidEtk Y 5 R 3%
IMER, MBEEEN Web
BARFERIES , HSHEE
BiEM.

CertificateSecretARNforVDI ( @ik ) tt ARN B4A1E46E IR
B9 1 P s 4 SEIE 5 A9 28 ETE
B MRERBHAIRIRIZ
B T1FE#E , WA LATE res-
bi 4k Outputs I+ T

KEZE
PrivateKeySecretARNforVDI ( /% ) tt ARN Z4AF %8

WP MR FALR . TR
BREINTBRRRE T
R , W TATLATE res-bi %
B9 Outputs IEINF T HK EiZ
=

5. 1%&$® Create stack ( BIE23ftk ) LIERZ MR,

&R LATE AWS CloudFormation #2H1 8 8 “RE” FIFEFHERIRES. EHEKRY 60 2HENE 6
B SRR,

E24H5 BRER

ELENKFAPRERERE , BFKE —-HEE SN ERENE FRYE, FH1Z URL BFENIK,FH+
REMBAFPEE T/EZEE,

F25 BREX 42
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[EXTERMAL] Invitation to Join RES Environment: res-test - Message (HTML)

File Message Help @ Tell me what you want to do
gk (=2l - i
IS Ignore m E éJ: <éJ: :% [5] Meeting T4 ssana > To Manager EJ/ =1 Rules (%Iv_l EE 5% S Find A}) C)\
B Team Email ~ Done Onehate . I Related ~
p Junk ~ Delete Archive Reply Reply Forward Eﬂu Mare ~ €5 Reply & Del -% c N Move Mark Categorize Follow | Translate Read Zoom
| Al eply & Delete reate New «  [BActions~ | Unread  ~ Up~ vy Select~ Aloud
Delete Respond Quick Steps N Move Tags ] Editing Speech Zoom A
[EXTERNAL] Invitation to Join RES Environment: res-test
e - B Repl: 5 Reply All — F d
no-reply@verificationemail.com O Reply © Reply orer
7o | Man 10/16/2023 12:35 PM

| CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you can confirm the sender and know the content is safe.

Hello clusteradmin,
You have been invited to join the res-test environment.

Your temporary password is:

You can sign in te your account using the link below:

https://res-test-external-alb-801427597.us-east-1.elb.amazonaws.com

RES Environment Admin

BRBRE , BLUE Web NP EEBEIREEREE SSO =R, BXPEENEEREE , HS
F, BLEISEEEERE , clusteradminiX 2 — breakglass tkF , fRAT AR ©RAIE T B H JixX LI
BRHRAPSFEKR RS ; EFENEC 2B HKRRBERHE.

25 BRER 43
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B m

Research and Engineering Studio (RES) ERMEFH~mNFZE , XBRTHRAEHFEETEENER
IREEH,

RES fEFET BHNRAZRHE TR, TEMAMEAFOMAR , RERAELENFMNFHS, Bl
W, ARAS 2024.01 F 2024 £ 1 AEANEERAERA ; A 2024.01.01 BIZRAKREREERT.

ES ]
- FEREEH
« RERAERH

EERAER

Research and Engineering Studio £ 1REERZIFMIEIH RES REIBEIRIHEA , MTALEXRRE
BIIREIR B, AP ABRZET | 83 o] LA A I AR SN i A B I ER B I B 5o

EFEARMRAN RES BEHENIR , FHITUTERE

1. BIEHERENRE, ESHthe section called “BIERE",

2. FERAFMRAEFHIE RES., S Hthe section called “58 1% . BIIF@"
3. FREBRATEMIIFE, 1§ Hthe section called “Ri A RER",

4. WIFFMEHEC RN B EFIFE,

IR ERRAEFT

F RES A EBRAEAERH , FTEEEHLZE, B lEIEHINEN RES #ik CloudFormation 1R
REFZMR, ERBEH2H , FEFTREY CloudFormation B RES B ARAS, R A LAIEE AR
B FF Sk B IRAS5

{530 : "Description": "RES_2024.1"
EHTRERAER , FRIATUTRE

1. TEHRTHFEFH CloudFormation #E#kthe section called “ 1 25 : BEI~= Mm%

2. ¥ https://console.aws.amazon.com/cloudformat ion _£$TFF CloudFormation 12 %15

FERAERH 44


https://console.aws.amazon.com/cloudformation/

MEEIRIERE AriEE

TP | W HEREHK. ENZERA<stack-name>,

R EH,

R B EER

¥ F Template source(EHRKIR) , & Upload a template file( L EAE MR H),
RIS IR T RER,

EEEERFEAGE £ &R T2, ELEEFHSH.
EERE#RIET L &R T—%,

10. £ “&&<stack-name>” | & B

© © N o 0 kW

RERRAE R 45
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EH & ™ m

RATAEA AWS BB & SHEE AWS 7= @ L # Research and Engineering Studio AWS
Command Line Interface. #8247 F o il BR bt 7= fa 61 22 89 WL 5% &) £ 72 6% BR S5 (Amazon S3) 77,
MREZMTERZHOBIE , A= BT B3MER < EnvironmentName >-shared-storage-security-
group o

EA AWS ERZGH A

1. &% AWS CloudFormation 24l &,
2. EMKRTEL | &R RN &K,
3. IEERMIER

£ AWS Command Line Interface

¥§E AWS Command Line Interface (AWS CLI) E NN EFRETH, BXLEHA | 5
3 (AWS CLI FIf#ER) AWS Command Line Interface AR, BN RBEMEXENEER
kP ARECERENEEAKFE , BTUT®HS. AWS CLI

$ aws cloudformation delete-stack --stack-name <RES-stack-name>

1IE 7E /1 B® shared-storage-security-group

/A Warning
BRUABERT , ZFmeRBLEXHRS , B LEBESEAER, NREEFEMRZ S HMKE
HXHRS , NRBEXEREFNAEBREDRFEKAMER. RMNBURZHHBEIRBEE
MoBmEFNERA,

1. BF AWS EEIEH A HITHF Amazon EFS ###& , Mk https://console.aws.amazon.com/
efs/o

2. MIBREZREXMIFTE X REK<RES-stack-name>-shared-storage-security-group. |
E, BANHXENHEREEFTIES S —NRESAREFHIE.

£ AWS EEEZEF A 46


https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/efs/
https://console.aws.amazon.com/efs/

MEEIRIERE AriEE

3. EF AWS BEEHES HITFF Amazon EC2 #2#|E& , Wik Jhttps://console.aws.amazon.com/
ec2/o

4. MBR <RES-stack-name>-shared-storage-security-group.

I ER Amazon S3 FiE 4

WMREREMER AWS CloudFormation ## AR ILBIEEAE X |, Wiz RECE RN RE ™ m o2
Amazon S3 FfH ( A TEMEXEHTHE ) . HETmE , MREFFERZHRE , WTUFI)
BRI S3 FEME, BIRLLT SEMIBR Amazon S3 7M.

R AWS BEEEG|A HITH Amazon S3 #B&|E& , Mt Jhttps://console.aws.amazon.com/s3/,
ESMBERPERTFHER.

¥ % S stack-name 3 ZfE @,

EFES Amazon S3 FEE , RFIERBERE., BUIEZEZB N EHRR.

%EF S3 FiERE , AEERRIER,

o M w0 bnhp =

EFEAMBR S3 F#EME AWS CLI , FETUTHS :

$ aws s3 rb s3://<bucket-name> --force

(® Note
Z--force TRBFZFHEBPIHNANR,

MIB& Amazon S3 & 47


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/s3/

FREIRIEE AriEE

BLEfEr

FEBEENBRARZARHTHEEES , WHANMAE AWS FmtE-—PEFHMEMARAEIEITHE
ko

£

- SHEE

- BB FIEE

- 13 ACM iE$

« T 5i# CloudWatch B&
- REEHEIRRBR

+ fiti& RES-ready AMIs

BEOER

MREIRIEZJUAERATMARFSES SAML 2.0 iREN S MRRMEE. EFEA Amazon Cognito 15
AYAFER, ATAFER Co VDIs gnito AR S EFRITF ML Linux , iHZ5H, REI S
Cognito A~ IR EEANBRIFIHE RES SHitXIEA IAM 050, FZREA IAM S HHP0RE
B O &3 (SS0), MREBEECHAES SAML 2.0 FrEN B HIRMEE |, S NE &5 (SSO) BLE
B0 5 HREE,

£

« ZEI ¥ Cognito A

- EHEFEL

- £/ IAM B IRE S R EE (SSO)
- NP QFF (SSO) RELEN S HIRME
- AAFRERD

RIBEI G5 Cognito A F

MEEIRIEE (RES) AR Amazon Cognito RE A AHLEF B F. XAFHAFER Amazon
Cognito AF B HEFITFMIEFET Linux VDIs I, EERAATLUER AWS #2EH&F 8 csv X

SHEE 48
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BRZANAPSARP T, BXMERAFSANESZFE , 5[ Amazon Cognito FF R EIEFEHHIMN
CSV XHFHAFRSAAP M. RES XERIMNFEAET Amazon Cognito K7 A F~ B &M SSO,

BRI E

EN RES BER , EfF RES BB E N FE A Amazon Cognito ENAFER , BESNEERE L
P E A Amazon Cognito E R AF B REZFH , ZTTHEH UM ‘SREEE” THIFH. BEATAFBITE
fit | BER—TNE LA F 8 BEMRE.

Identity Management

Identities Management

AWS Cognito Directory

Cognito user pool metadata. Use this for debugging issues related to the Cognito user pool.

Provider Name User Pool Id Domain URL

cognito-idp [F us-west-1_CTi3SJMAD [ https://res-cafar-gefS9aa3-ff5a-4e94-8938-

76861e1ef7c1.auth.us-west-1.amazoncognito.com

Provider URL
https://cognito-idp.us-west-1.amazonaws.com/us-
west-1_CTi35]JMAD

Use AWS Cognito as user directory

@ Enabled O
User self registration

@mbe®©

A F up/sign BFZRE

WREATAFBEEM , MA@ AR REEN Web NARFH URL, EHE , AFSKRE—1MNE
o, LEEE “ETRAF 2 BXEEM.

I 5% Cognito &A1& E 49


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-using-import-tool.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-using-import-tool.html

WREIBRIHEE

RriEmE

EMRE

EERETRAF AR ? EHAEAF R E R A A8 B F a4 M2 LA K,

Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

U )

Password
Enter your account's password

[ )
. emm )

Forgot Password?

Not a user yet? Sign up here

Verify account

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

T 3% Cognito & 131& &
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RriEmE

Create account

Email

Password

[ ]

Minimum 8 characters with numbers and special symbols (@#$*&)

Re-enter password

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

FEREMREN -3, REFER P 5 A B FHR 4P I B A 0 IERD BATE BOE TR 72

T 3% Cognito & 131& &
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Verify email address

To verify your email, we've sent a verification code to your email.
Email

[ )

Verification Code
Enter the verification code

{ )

Resend verification code

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

MBEHATEBEMN , WA SERIEMERE, T8 RAMME RES 2 M Amazon Cognito F1E &
AF. (1Z# Amazon Cognito F X EEEHIWUEER SHAIZAFK,. )

T 3% Cognito & 131& & 52


https://docs.aws.amazon.com/cognito/latest/developerguide/how-to-create-user-accounts.html

MREIRIEE RAriEmE

Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ )

Password
Enter your account's password

[ )
s

Forgot Password?

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

BRI HEIED

WMRERE A SSO M Amazon Cognito , M&HI—MEALLR SSO BFRMET, HAF R HIZEDN
B, EFMNEREDRHE SSO EXMH. RIAMBERT , MR B A Amazon Cognito , N -G
F8 Amazon Cognito # 1T & /K1,

T 3% Cognito & 131& & 53
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ )

Password
Enter your account's password

[ )
e )

Forgot Password?

Not a user yet? Sign up here
Verify account

Sign in with organization SSO

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

NES

- &M Amazon Cognito HAEMREZANITEANFR ; RESNEFH,
« Amazon Cognito EMAR A FERARA AP B MEEEE A T E 6 B F b4t

T 3% Cognito & 131& & 54
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- WMREATS A Active Directory 1 Amazon Cognito , FERZERNEAFBREE , MR ARVEFE
FKAPHRTEHARIE, BB A NXIERE%E Amazon Cognito R EEFE R AGREEENAF
=

« BT RES FX#FETF Amazon Cognito #9 Windows SE413# TE F I & # Cognito # & 4 11E |
VDIs Bt A /¥ Cognito AP Ba1E T Windows HI & KL,

EE7

RES B/ @ EHBIEES Amazon Cognito FHAFMNEBAFERES, EAET “EER" AN
FERERBH P RIsudoX R, VDIs

&M A LA Lambda #2#| & FaEFRES.
FHEHEIIRE :

1.  ¥TFF Lambda &l A&,

2. 3 Cognito E% Lambda, It Lambda BEUATHBRLE..
{RES_ENVIRONMENT_NAME}_cognito-sync-lambda

3. &E Wi,
4. ENAEHEIH  EEALANNEHEE, SAEXEATKEE,

Cognito IR £ EEEM

£ 202412 lxA 2w , BRIAE B T 4R Amazon Cognito Plus it XIZhEE— B0 89 B FIERN D Fe FrAll
FEMNEEIBERHIR , MEFNEERE RESHEFTERLR. EUUREZSEEHSALLINEE , )
RALN=LZLRERE o

& B ERE S
ZITHEE

EREIREP , MEEE3 B 5 (AD) XK CFN S # 2 1HER,

B B EREL 55


https://console.aws.amazon.com/lambda
https://docs.aws.amazon.com/cognito/latest/developerguide/feature-plans-features-plus.html

WREIBRIHEE

RriEmE

Active Directory details - Optional

ActiveDirectoryName - Optional
Please provide the Fully Qualified Domain Name (FQDN) for your Active Directory. For example, developer.res.hpc.aws.dev

[ Enter String

ADShortName - Optional

Please provide the short name in Active directory

[ Enter String

LDAPBase - Optional
Please provide the Active Directory base string Distinguished Name (DN) For example, dc=developer,dc=res,dc=hpc,dc=aws,dc=dev

[ Enter String

LDAPConnectionURI - Optional
Please provide the active directory connection URI (e.g. ldap://www.example.com)

[ Enter String

ServiceAccountCredentialsSecretArn - Optional

Directory Service Root (Service Account) Credentials Secret ARN. The username and password for the Active Directory ServiceAccount user formatted as a username:password key/value pair.

[ Enter String

UsersOU - Optional
Please provide Users Organization Unit in your active directory for example, OU=Users,DC=RES,DC=example,DC=internal

[ Enter String

GroupsOU - Optional
Please provide user groups Oganization Unit in your active directory

[ Enter String

SudoersGroupName - Optional
Please provide group name of users who will be able to sudo in your active directory

[ Enter String

ComputersOU - Optional
Please provide Organization Unit for compute and storage servers in your active directory

[ Enter String

DomainTLSCertificateSecretArn - Optional
AD Domain TLS Certificate Secret ARN

[ Enter String

EnableLdaplDMapping - Optional
Set to False to use the uidNumbers and gidNumbers for users and group from the provided AD. Otherwise set to True.

[ Select String

DisableADJoin - Optional
Set to True to prevent linux hosts from joining the Directory Domain. Otherwise set to False

[ Select String

ServiceAccountUserDN - Optional

Provide the Distinguished name (DN) of the service account user in the Active Directory

[ Enter String

MNEEEE , EERATNESHEERRE N RES Web [MFHERTRE AD BE :

B ERES
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RAriEmE

Active Directory Global Settings

AD connection information

Provider Automation Directory

Microsoft AD (Self-Hosted or On-Prem) /internal/res-deploy/directoryservice/automation
AD Automation DynamoDB Table Name Password Max Age

res-deploy.ad-automation 42 days

Active Directory Domain .~

Configuration setting for a specific AD domain

Domain Name Short Name (NETBIOS)

corp.res.com CORP

LDAP Connection URI Service Account User DN

Idap://corp.res.com
CN=ServiceAccount,0U=Users,0U=CORP,DC=corp,DC=re
s,DC=com

Users OU Users Filter

OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,DC=com -

Groups Filter Sudoers Group Name
- RESAdministrators

AD Automation SQS Queue Url
https://sgs.us-east-
2.amazonaws.com/992382841930/res-deploy-
directoryservice-ad-automation.fifo

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN
arn:aws:secretsmanager:us-east-
2:992382841930:secret:CredentialsSecret-BI-
DirectoryService-1XPUQLS6CS5TZ-wh1bjo

Groups OU

OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,DC=com

Computers OU

OU=Computers,OU=RES,0U=CORP,DC=corp,DC=res,DC=

com
Enable LDAP ID Mapping Disable AD Join Domain TLS Certificate Secret ARN
true false -

EHERAS 57



WREIBRIHEE RAriEmE

Active Directory Synchronization @

Active Directory Name
Type the name for the Active Directory. It does not need to match the portal domain name.

[ corp.res.com ]

Short Name (NETBIOS)
Provide the short name for the Active Directory. This is also called the netBIOS name.

[ CORP ]

Service Account User DN
Provide the distinguished name (DN) of the service account user in Directory.

[ CN=ServiceAccount,0U=Users,0U=CORP,DC=corp,DC=res,DC=com ]

Service Account Credentials Secret ARN

Provide a Secret ARN which contains the username and password for the Active Directory
ServiceAccount user, formatted as a username:password key/value pair.

[ arn:aws:secretsmanager:us-east-2:992382841930:secret:CredentialsSecret-Bl-Dire ]

The secret should contain the username and password in the format username:password.

LDAP Connection URI
Specify the connection UR| for the Active Directory server.

[ Idap://corp.res.com ]

LDAP Base
Specify the LDAP path within the directory hierarchy.

[ dc=corp,dc=res,dc=com ]

7] Disable Active Directory Join

To prevent Linux hosts from joining the directory domain, check the box. Otherwise, leave in
the default setting of unchecked.

("] Enable LDAP ID Mapping

Determines if UID and GID numbers are generated by 5550 or if the numbers provided by the
AD are used. Check to use 555D generated UID and GID, or uncheck to use UID and GID
provided by the AD. For most cases this parameter should be checked.

'Ij-l-'l- . [(s1V)]
¥ provide the Organizational Unit within AD that will syne.

Users OU
i k1




MEEIRIERE AriEE

EE R WLUBE A A/ ERSR M HARER ETREERDSHNA S RNEFAL, HiESFSTER
LDAP ¥t 2515 %, SIEBRRAIMT

(sAMAccountname=<user>)

XN FEITRHR R EMZ ARN (5l

|, ServiceAccountCredentialsSecretArnZDomainTLSCertificateSecretArn) , &%
HEFRAP MM THIRE | LME RES RS EIFEAERNINR

« # : res:EnvironmentName , {8 : <your RES environment name>

- # : res:ModuleName , & : directoryservice

1P P SE R VAR AD BCBEHTEBRE T —RFE/ ERE ( 8/ et ) MEB3)3RE. AFEERAD
BERARFEEMEE SSO (i, MRMAMIIHREIEMm AD ) .

WAIFHETEZL (R 2024.12 RESHRA )

Active Directory AIZ SR ENSEHEESREMREENEBIEFHN — A ML S RERS
(ECS) £F. ZEZITXIE/NZET—IX , AL <res-environment-name>-ad-sync-
cluster&EH TH Amazon ECS 2 #I& PR B EEZE1TH ECS £5,

EFHEPE , HHITUTRE

1. SME| Lambda 2§ & H1EFREL HW lambda, <res-environment>-scheduled-ad-sync
2. #FF Lambda B¥H 2N i
3. TEE#H JSON FHALTHEA :

{
"detail-type": "Scheduled Event"

}
4. EENR,

5. 7 - BE4A CloudWatch- FTEFIEEZETH AD Sync £% M B E<environment-name>/ad-
sync. BFEIENEEETH ECS FESHEE, EERFN , EFAE

B B EREL 59


https://ldap.com/ldap-filters/
https://console.aws.amazon.com/lambda

MEEIRIERE AriEE

® Note

- MREEHR AD SHEFH M AD HiEdF , RES HBREFEMIEENS BB, , HMBR <80
ERFEFBEEHE LDAP ERZEHFHAF,

« RES FTEBBR user/group EE P ELETERN ., Eik RES FRAPNRERRBIRR , XIUFH
MIEB R,

SSO Eti&

READEERE , AFLMREERIES (SSO) , T8 AD AFSHEF RES 177, SSO BEEM
“BARE THBEHNSHEERE, AXRESSONESEERE , BZHASHEE.

5 IAM B IMEE S &% (SSO)

R IR 18 ARG B 17 O IERE D EE Active Directory , BMIFHBSE 1 . REE D0, MRIEEEN
/P OEREER Active Directory IEZEE—E , BMIFHR LI 2 . Connect IEEZIF B H D

(® Note

MREEZREER AWS GovCloud ( EEFE ) XiF , i57EEBE Research and Engineering
Studio B9 AWS GovCloud (US) % X i F~ 1% & SSO.

FER1 REFMGHO
/8 A 1AM Identity Center

1. &% AWS ldentity and Access Management 2 %14,

2. fIFHBHL,

3. BEEEM.

4. &$F “BRAFI” AWS Organizations,
5. EFME,

f£R IAM & 3 F/0IRE SSO 60


https://console.aws.amazon.com/iam

MEEIRIERE AriEE

® Note
BREENXEEREES B RAAERNXEEE,

FIAM 43 ERSIRE R B
BRIAM EHH0E , BERUATHEENRESR

1. ESMERTD , BRRE,

2. EHHXRE T, &R BE RAEER BERFHRE
3. BERBEER T, &EREMNE R,

4. HET—%,

5. BEFELENERHEEINEACCEPTHHA A

6. EREXHMDIR.

R MEEAR DS E &0 D0

PN ERTRE , FHIA- N FZENBEIAEE, F IAM 5P 0ERIEEEDER

1. EWIAEED  EEEHEISHRE,

2. EEEEMMRHT  AET-F.

3. ®AFHIT  WARRSHAF,

4. EFARD.

5. &ET—F,

6. ERFENENR , AGERRFEE.

7. AFIRATRIFR/NSH. URERIEXAFREASHNESHEE , BEARRERS.
BRAF

1. MEEBEFHEE AP,
2. EBRERNEBRABRNERHNAF,
3. EBRBHAAFHRENE,

A 1AM B35 DR E 5SSO &



MEEIRIERE AriEE

&8 2 : Connect EEEI & H 0

£ IAM B0 iRENAREF

1.

© N o o bk~ w0 DN

10.

11.

12.

3TFF IAM Identity Center 2 %14,

ERENARRF.

EERARMBARR.

FRE RIFRET , B BEERENNAERRE
ENARFEET , &% SAML 2.0,

EET—%,

MALEFAN I REHRANER,

IAM SRR OTHET , £5 1AM F40 50 SAML TBEXHH8EE, E£4A RES [P ERE
IAM Z3 0 , BRFFEXAN

ENAERFEY T, AALZHNNARFRER URL, i <your-portal-domain>/sso,
£ “NMARRRFE ACSURL” T , #iARE RES NTFWEEM[ URL, EHEIXA :

a. T HEEE T, &R “EMNRE

b. %EF ‘HHRMUE ETF,

c. T 'BRER T, LFKRE SAML EE@MIL,

£ “NARRF SAML ZX” T , A Amazon Cognito URN,

EQBEIRE , BT TRE

a. ERESIFH, T “EMRE".

b. Z“‘SMRME EWFT , KA D,

c. fFRAFM IDAMEATFRHFE :
urn:amazon:cognito:sp:<user_pool_id>

# A Amazon Cognito URN jg§ , i3,

7 N B R M ARG

1.
2.

EEHFOH  TFECENNARFNEARESR.
ERBRE , REERRERERS,

A IAM B3 0EE SSO 62


https://console.aws.amazon.com/singlesignon/

MRASIEIAEE

RAriEmE

© © N o o b~ ©

EEET , @A ${user:email},
R T, SRR B FER b,
RN INF R MRS
ENAERFHAFEMT , WA “BFH4
7 1AM Identity Center FERFEIWFRHFRERAFBEMET , HiA${user:email},
ERXT , WA KREE
EREREFER,

£ IAM & 43 /0 e R AR A 0 A

1. £ Identity Center 7 , RIRBIENWNARFIT A SENAF , AREREIEAF,

2. EREBEFENREFBRNRHAS.
3. & FEAF.

¥ RES HMEHIRE IAM &7 0

1. EMIREIBRIFEE HEF , £ HNEEE T, 7 “EARE"

2. T ‘BORMRE ETF,
3. BEBRER T, &R “RE (ERE 3L ),
4. ERBFEEUTEER:
a. 1&#¥ SAML,
b. HE“BHEBW T, WARFPRENEN.
c. EFEWATEIENIRR URL,
d. WMAZLETHEEFN URL £ IAM SHPOIRENAEF.
e. HERHUBBFEHAELE T, WA BFEMH"
f. BEERX

5. BFHAEHRERESRBETHNEER,

f£R IAM & 3 F/0IRE SSO
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N REF (SSO) BLEZRM H AR

Research and Engineering Studio S4Efi] SAML 2.0 AR MHEEK , LBRIEAFX RES [/ XL
SRIBME T SEEEN SAML 2.0 SHREEERNES. WRETEER IAM B4FL0 |, ESHAE
A IAM B0 EE R EF (SSO).

(® Note

£ IDP SAML S # Active Directory 1 , AP B FHR4F ittt A ITEL, BEEFEN 54
MRS Active Directory E#ZiE2X , HEBRZ AR,

ES1}

- BELZNSHRRED

- F RES BENEREHN S B RHE
- EFREFHEPEELN S DR
 @id SAML IdP [A]#

(RN V=g yig ]
ARFTIRM T £ H RES Amazon Cognito AF P HEERRE S B IRHENS R,

1. RES RiZ&EE - AD (AWS £E AD L BEE AD ) , HAFSMAFHRE RES TFAFMIE,
FEN AD EEIEHNEORFREBHRLS AL S0, FEEENSOREENN | THNM
EEEN AD NIBS AR &%, flin , ESRAWS IAM Ildentity Center i P8R HIEH Active
Directory #E8 &R

2. W B IREE (IdP) F9 RES BLE SAML 2.0 N AEF. EEFEUATSH

« SAML EEMMit — &K 1dP FARE RS REEL3E SAML 2.0 g 57 /Y R ik,

® Note
BIE IdP WF[E , SAML EE@M UL ATEER TR B
- MARERF URL
- WIS HTRERS (ACS) Mt
+ ACS POST 437 Mt
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https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html

MRASIEIAEE RAriEmE

R B 11k

1. UBEEBAREREERFHEFRES,
2. SMIE “HEEE - “ENIRE > ‘FHIEMHSE,
3. & SAML EE @M,

» SAML A& URI — IRSFRMH A A E SAML ZARSEARRIIE— 1D,

® Note
BAE IdP WFE , SAML 24 URI B A BEBATTE :
» ClientlD
- NMARRF SAML X
« SP{KID

BT REREE A

urn:amazon:cognito:sp:user-pool-id

ETREMN SAML 4 URI

1. UEEAREREER SMHER RES,
2. SME HEEE - “EARE > ‘FHRM
3. EEAFMID,
3. X% RES B SAML Wi S XIFLL T A A fields/claims & & 1 A - B & FER 4ttt
« SAML =B %% ID
- SAML EBFHB4

4. BRIFEEE , Z8 IdP 2710 fields/claims | SAML BiE F. RES FEEXEFH, RIAMERT , KZ
BRHEF2AFEEXLEFR, NRLANERTEE , BZRUATFEREANE,

« AudienceRestriction : I®EJ urn:amazon:cognito:sp:user-pool-id. user-pool-id&
BN IEH Amazon Cognlto AFHH ID.
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<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

 MR-i%EInResponseTohttps://user-pool-domain/saml2/idpresponse, user-
pool-domain&if &) Amazon Cognito B FPSthEYig A .

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
IssueInstant="Date-time stamp"
Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

« SubjectConfirmationData— i% ERecipient RIEMW A Fithsaml2/idpresponse&KixTi =
MInResponseTo/R#E SAML iE3KR ID,

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement— RU T AR HITHEIE :

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152T2"
SessionIndex="32413b2e54db89c764fb96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

5. WREW SAML RAREFE XS URL B , BHEHIRE N, <domain-url>/saml2/logout
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FRERIE A M 41k

1.
2.
3.
6. MR

UERRREHEER F 10 ER RES,

SME REE > “EARE > ‘BOHRHEE

EFE A Wit

IBHY 1P S X R BLLEYE Amazon Cognito BIE{E , B T8I 5% Cognito £&iEH H

MH EEFEW 1dP .

REZEZIER

R

5.

£ “AI7” HITF Amazon Cognito #2#l& AWS EEinE &

EREBNAF M, BHMAFMRIZREres-<environment name>-user-poolo
T BRAR R,

EREHHRREBERNY , ERERLRILS.

Cognito user pool sign-in info
Users can sign in using their email address, phone number, or user name. User attributes, group memberships, and security settings will be stored and configured in your user
pool.

Cognito user pool sign-in options User name requirements

User name User names are not case sensitive

Email

Federated identity provider sign-in (1) info @ ( Add identity provider ) [( View signing certificate )]

Your app users can sign-in through external social identity providers like Facebook, Google, Amazon, or Apple, and through your on-prem directories via SAML or Open ID
Connect.

[ Q. Search identity providers by name ) 1 ()
Identity provider A | Identity provider type v | Created time v | Last updated time v
O  idc SAML 2 weeks ago 3 hours ago

& BT LASE A L iE B ZER T LR E Active Directory IDP relying party trust. #inAl
B SAML X,

(® Note
XFEA T Keycloak # IDCo

NARFIRETRE , T8 SAML 2.0 ARFTHIE XML & URL, fREET—TFEH

Bo
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
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RAriEmE

R’ RES EL& N EREN S MRS

TR RES F & QB FIRE

1. UEERREHEERFHESR RES,
2. SME PREE - “BARE - "SORME

Environment Settings

ma ME

Environment Name
res-gaenvl

General Network

Identity Provider

Provider Name
cognito-idp

Managers Group Name
managers-cluster-group

Single Sign-On

Status

Identity Provider

AWS Region
us-east-1

Directory Service Analytics Metrics

User Pool Id
< 1_reuFs £

Domain URL
https://res-gaenv1-9d4688cf-5c14-48d0-850f-
ce96d346a24c.auth.us-east-1.amazoncognito.com

SAML Redirect URL
https://res-gaenv1-9d4688cf-5c14-48d0-930f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/sam|2/idpresponse

$3 Bucket
r

CloudWatch Logs

Administrators Group Name
administrators-cluster-group

Provider URL
3 https://cognito-idp.us-east-1.amazonaws.com/us-east-
1_reuFsmB8SE

0IDC Redirect URL

3 https://res-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/oauth2/idpresponse

3. EBRER T, ARRSETRRZUNFERRUITIT ‘AR E2XEE" RH.
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Single Sign On Configuration

Identity Provider

Choose the third-party identity provider that you would like to configure.

® sAML ® oibC
Configure trust between Cognito and Configure trust between Cognito and
a SAML 2.0-compatible identity an OIDC identity provider,
provider.

Provider Name

Mame used for the provider in cognito

Metadata Document Source

Provide a SAML metadata document. This document is issued by your SAML provider.
@® Upload metadata document

@ Enter metadata document endpoint URL

Metadata document

[ Choose file

Provider Email Attribute

The Email attribute used to map email between your idp and the Amazon Cognito user pool

Refresh Token Expiration (hours)

Must be between 1 and 87600 (10 years)

12

a. NTEHORHER , HikF SAML.
b. HERHEBENP , WALHNSORUBHE—B.
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MRASIEIAEE RAriEmE

(@ Note
AATFERAUTER :
» Cognito

* IdentityCenter

c. T TBIEXHEFKIFE T , LEAMBAETH L& TR XML SR 5 DR AR AN
URL,

d #E“REFMEFEHEES B, BAXEEemail,
e. ﬁ*¥;§53léo
4. EFMEFFRENE., IREEEHR , IEAEIER,

HIREFEREBEEN S HRHAD

MREERARER AT F R OIR T IEET RES TR IAM Identity Center BLE N S 712477 , M AT
REEEREHMSMIRAE |, flM0 Okta, RES SSO BAREERREMH=AEESH .

1. REBRBIR-EEBR
2. TUEHEAEE URL-AT BB 2L
3. RELE R FHERFE - AT LS R

EEUABENAENREEERFHRAEEY  BRITUTRE

1. %% Amazon Cognito 2#| &

2. MNEmiEd&EE At

3. ®REHWAFHUES AP EhR,

4. EERFERETFF , IERESORMUEESR , AT EREN FHRERS,
5

BE , CAEEEUARBBEAREGEERFTE, BEEHNREUERS  FhREE. EERTHEX
B, BRESRTHEE.
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Attribute mapping (1) info

View, add, and edit attribute mappings between SAML and your user pool.

User pool attribute | SAML attribute

email email

Metadata document 1o

View and update your SAML metadata. This document is issued by your SAML provider. It includes the issuer's name, expiration information, and keys that can be used to
validate the response from the identity provider.

Metadata document source Metadata document endpoint URL
Enter metadata document endpoint URL https://portal.sso.us-west-2.amazonaws.com/saml/metadata
/MDg40DM3NTczNjYOX2lucyO4M2EyYTcyMGUzZTFIMDI4

6. WMRBEETEMBE , NEETKE DynamoDB R E H<environment name>.cluster-
settings¥o
a. 3T7F DynamoDB #£#l& , RAENSMEPEE ‘R,

b. B HiEFE<environment name>.cluster-settings&xi& , REM “BIE K hikE
‘BB,

c. E‘AEFLEAWMB T, BE BE HEWAUTSH :
- BB — key

- #ifE — identity-provider.cognito.sso_idp_provider_email_attribute
d. &HIZ=E1T.
7. EERENEm" T, &EiZxidentity-

provider.cognito.sso_idp_provider_email_attributeFZ/FEHikF “RE" , EHF
FFERLAPCELSRIE Amazon Cognito T E X
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MREIBIEE RFiERE
I ¥ Scan or query items '
[ O scan ] [ O Query '
Select a table or index Select attribute projection ‘
[ Table - res-jan19.cluster-settings v ] [ All attributes v ]
v Filters | §
\ 4
Attribute name Type Condition Value
[Q key X] [ String v ] [ Equal to v ] [ identity-provider ] ( Remove )
Add filter
N 4
Run Reset
~
{ (® Completed. Read capacity units consumed: 13 X
.

Items returned (1) Edit String

D ( Actions ¥ ) ( Create item )

[ email

Enter any string value.

O key (String)

a identity-provider.cognito.ss

i SAML IdP [a] &

Cancel Save

1 & X
) | @
v | version v
; l’—. 1

SAML-tracer — ¥R A BA%E Chrome | K88 R EFAX AT RERFRIRER SAML 15K 10 E SAML i S
B, WMETHMEZER , B2 Chrome W LR AIEFH SAML-Tracer,

SAML FF & A i TE — Onelogin 127 A T ##%8 SAML &RIBENKLE SAML #iE P XIEFERHN T
B, BXEZEE , 55 OnelLogin Mk _E# Base 64 Decode + Inflates

Amazon CloudWatch B

B L TE “BE” BEE RES CloudWatch AESF EREBERRESE, &

WEENTFEHERN NN AE AR res-environment-name/cluster-manager,
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https://chromewebstore.google.com/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch?pli=1
https://www.samltool.com/decode.php
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Amazon Cognito X#4 — % SAML & Amazon Cognito £EXMNEZELR |, §5H (L S# Cognito
FER&ERE) TR SAML B A RERE RIS AP,

ARAPFRERE

1. #EDirectory Service #Hl & , 7O HERIER B R,
2. EBRIEEET &R EEAFEE

3. EEAFHBMAMED,

4., EREEFN.

SIEFEA

MREEANREELEE  WERREFEHBUZEFH Web M VDI #45

® Note

MRIEEZREE AWS GovCloud ( XEAES ) X , TERESAHEEXEHN R 5 XK
FHiRE Web MAERFHM VDI FH,

1. #TF Route 53 2%l &,

REEOENRE , AEEFEEIZR.

A “‘web” ENIZFKE o

#%$E CNAME ERIBFREH,

£ B EF MABEYSR B FER4 R IR B R,
pri= e FE ARl 38

EH VDC 2 id% , 5K 3R NLB i,

N o g M b

a. 3ITFF AWS CloudFormation #2414,

b. #%## <environment-name>-vdc,
c. EEBEREHITHF<environmentname>-vdc-external-nlb,
d. M NLB FEH DNS &#,

8. #TF Route 53 ##Hl A
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://console.aws.amazon.com/directoryservicev2/
https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/cloudformation
https://console.aws.amazon.com/route53/

MESIRIEE RAriEmE
9. KIELWEAFRFECEIZFR,

10. & “iEFRBH T Avdc,

11. BIBFERET , &#F CNAME,

12. X¥F NLB , &% A DNS,

13. EHEHEIER,

2lE ACM iEH

KRIMBER T , RES 18 amazonaws.com TR R EEERNARFAREGESET. EFRAECH
8, BEEREHEIRMEHERE AWS Certificate Manager (ACM) BJ2A # SSL/TLS i, MREME
A ACM , &R KEI—N AWS BIREW , EEEFEENSHRES , UNEEFFHHN Web FRFEHZ
B #Y SSL/TLS Bi&,

® Tip
NMREERBABRFERE , NEEEFPBBNIBRIFHEZPortalDomainNamedt1E A 5
AR BRI 6 SRR,

ENEENFHBIUEDR , BT TERE

1. MEHBIBITFFAWS Certificate Manager BARIBEAHKIEF, MREEE AWS GovCloud ( XEFE
I8 ) #HITERR , ETELH GovCloud 7 XK F A BIZIEH,

EFE CREAKIER", RREE “T—F",

£ “9H” T , A*.PortalDomainNameHi&ERIE#PortalDomainName,

£ WUEBE" T, E#F DNS Kk,

EFEER,

FIERSIRS , FTHFEBERNIER,. BMEBRRSEFGR FRIE

o a0 K~ WD

(® Note
MREETEERIED | BRIFSIR,

7. BERITUTREZ—
- BlZHE

B2 ACM iE$ 74


https://console.aws.amazon.com/acm/home#/certificates/request
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MENBERNVIEPNIERFAEEF , EEE Route 53 REIRIEHK, IEPWRENERH

«  GovCloud Zp& :

WMREERE AWS GovCloud ( EFEED ) #8F , FEH CNAME ZHME, Eril o XK
B, FRAXEEEAHREEXEPCERICR, ERRRENESRN BELER

8. EFIEHANIIED ARN ERSE. ACMCertificateARNforWebApp

I 55 CloudWatch B&

MEREIREIHEZHELRRE CloudWatch SREFLEIEUATHEEE. AXRMNMRENAR , BERA TR :

CloudWatch BE4 =&

/aws/lambda/ <installation-stack- KRS HA
name>-cluster-endpoints

/aws/lambda/ <installation-stack- KT HA
name>-cluster-manager-scheduled-

ad-sync

/aws/lambda/ <installation-stack- KT HA

name>-cluster-settings

/aws/lambda/ <installation-stack- KA HA
name>-oauth-credentials

/aws/lambda/ <installation-stack- KA HA
name>-self-signed-certificate

/aws/lambda/ <installation-stack- KRS HA
name>-update-cluster-prefix-list

/aws/lambda/ <installation-stack- KT HA
name>-vdc-scheduled-event-transf
ormer

I 5# CloudWatch B& 75
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CloudWatch BE4 R

/aws/lambda/ <installation-stack- KRS HA
name>-vdc-update-cluster-manager
-client-scope

/<installation-stack-name> [/ 31NMAH
cluster-manager

/<installation-stack-name> /vdc/ 31MAH
controller
/<installation-stack-name> /vdc/ 3MAH

dcv-broker

/<installation-stack-name> /vdc/ 3/NE
dcv-connection-gateway

MREGEFHNAEANEBIAREE |, AT BICIoudWatch #4| & HIRBE X HEFH CloudWatch H
SRR E R B B TR E,

RE B EXNRIL R

M 2024.04 Fria |, BET UL RGBS BN B E X R RKkEH RES A2 A G, B Boundary
SEHARRMENRIL T ARN |, ATV B E XA RIBL R E XA RES CloudFormation Z&EH —&8%
IAMPermissionf1 G It S EZE | MFRAFEM RES A®IXENRLR. LTE RES AGEREMSE
WIRESIR, BRETTRIERNE ARG R MARARTFHITATERE -

"Effect": "Allow",
"Resource": "*",
"Sid": "ResRequiredActions",
"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",
"airflow:*",
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https://console.aws.amazon.com/cloudwatch
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
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"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:
"appmesh:*",
"apprunner:*",
"aps:*",

"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",

* 11

"codestar-notifications:*",

"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend: *",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

RE B EXRRE S
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"daX:*",
"detective:*",
"devops-guru:*",
ndlm:*n’

"de:*",

ndrs:*n’

"dynamodb:*",

nebs:*n’
"ec2-instance-connect:*",
neCZ:*n’
"ec2messages:*",
"eCI:*",

uecs:*u’

neks:*n’
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
nes:*n’

"events:*",
"firehose:*",

"fis:*",

"fms:*",

"forecast:*",

"fox:i*",

ugeo:*u’

"glacier:*",

"glue:*",

"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",

RE B EXRRE S
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"kinesis:*",
"kinesisanalytics:*"
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
"mq:*",
"neptune-db:*",

"organizations:DescribeOrganization",

"osis:*",
"personalize:*",
"piixt,

"pipes:*",
"polly:*",
"qldb:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",

"redshift-serverless:

"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb3:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"s3.x",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

RE B EXRRE S
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"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"

Bl & RES-ready AMIs

BB AT EER Amazon RERE (AMI)

AUEBEN AMI EREEIUKE LS (VDI) ¥ RES

k®iW, £/ RES-ready AMI A A48 %E 55 AT S5 AR 19 VDI SEBIEY ;B 30 B El . A EC2 Image
Builder , &0 LAY B C© B4R FERF EUE A AMIs R EFTEY B ., B < Image Builder WE 215
B , 2% Image Builder B ¥/,

HEFFHR Bl , BIERE R RAR RES,

£}

- EZ IAM A€ LLFR RES 5

B2 EC2 Image Builder 4 4

« ERFEW EC2 Image Builder & 75

+ Bl EC2 Image Builder EitiZE#3

fii & RES-ready AMIs
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
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& Image Builder B&EE

« 1217 Image Builder B{&E &

* F£ RES RUEM#TAYER 4 3HEAR

HEZ 1AM A& LA RES M5

Z M EC2 Image Builder 57 RES ¥F5ERS , B4 MEIBRHEHE N RES-IY IAM A&
EC2InstanceProfileForlmageBuilder, & <El&7E Image Builder R A IAM ABHEER |, ESH
Imag e Builder Fi P8R FYAWS Identity and Access Management (IAM),

TRHAEEE .

- HA{EXFRBIE Amazon EC2 fR%.
- I §#SSMManagedinstanceCore 1 EC2InstanceProfileForlmageBuilder B3,
« BEMX RES %H# , 3 DynamoDB # Amazon S3 X E2fE# RES HEM A E R RE R,

(HBRTUREFERNRBENE , A LREF AR, )

AfERRRE

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {

"Sexvice": "ec2.amazonaws.com"

},
"Action": "sts:AssumeRole"

}

]
}
A4 RERBUR -
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-setting-up.html#image-builder-IAM-prereq
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "RESDynamoDBAccess",

"Effect": "Allow",

"Action": "dynamodb:GetItem",

"Resource": "arn:aws:dynamodb:us-east-1:111122223333:table/{RES-

EnvironmentName} .cluster-settings"”,
"Condition": {
"ForAllValues:StringLike": {

"dynamodb:LeadingKeys": [
"global-settings.gpu_settings.*",
"global-settings.package_config.*",
"clustexr-manager.host_modules.*",
"identity-provider.cognito.enable_native_user_login"

"Sid": "RESS3Access",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": [
"arn:aws:s3:::{RES-EnvironmentName}-clustexr-us-
east-1-111122223333/idea/vdc/xes-xready-install-script-packages/*",

"arn:aws:s3:::research-engineering-studio-us-east-1/host_modules/
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#%5 {Image Builder FIF$ER) VI BAEEA Image Builder 2% & S22 A 4,

#% EC2 Image Builder A4

82


https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-component-console.html

MEEIRIERE AriEE
WMALNAFIFMAEE -

1. NF KB &R WE,
2. XNTFBRERERS (0S), HiER Linux 2 Windows,

3. HEHHBFEW P, MA—NEENNEN , flllresearch-and-engineering-studio-vdi-
<operating-system>,

4. WMALAHRRES , Al R IIH#ER,

5, EENXHEP , MAUTEN XM, MREBBFEMFEIR , BBL YAML X4 ZEEBEHZE , XR
ﬁbIE_J'zk%ﬁ E’JEEO

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
AWSAccountID:
type: string
description: RES Environment AWS Account ID
RESEnvName:
type: string
description: RES Environment Name

RESEnvRegion:

type: string

description: RES Environment Region
RESEnvReleaseVersion:

type: string
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description: RES Release Version

phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'mkdir -p /root/bootstrap/logs'
- 'mkdir -p /root/bootstrap/latest'’
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/linux/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination: '/root/bootstrap/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'tar -xvf
{{ build.DownloadRESLinuxInstallPackage.inputs[@].destination }} -C /root/
bootstrap/latest'

- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-1linux/
install.sh -r {{ RESEnvRegion }} -n {{ RESEnvName }} -g NONE'

- name: FirstReboot

action: Reboot

onFailure: Abort

maxAttempts: 3

inputs:

delaySeconds: 0

- name: RunInstallPostRebootScript

action: ExecuteBash

onFailure: Abort
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maxAttempts: 3
inputs:
commands:
- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-1linux/
install_post_reboot.sh'

- name: SecondReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:

delaySeconds: 0

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-windows
description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
type: string
description: RES Environment Name
- RESEnvRegion:
type: string
description: RES Environment Region
- RESEnvReleaseVersion:
type: string
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description: RES Release Version

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/windows/
res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination:
"{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res_windows_install_{{ RESEnvRelec
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'Tar -xf

res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
'Import-Module .\virtual-desktop-host-windows\Install.psl'
- 'Install-WindowsEC2Instance'
- name: Reboot

action: Reboot

onFailure: Abort

maxAttempts: 3

inputs:

delaySeconds: 0

6. GIREMALEIRE , REEFCIEAH
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R R EC2 Image Builder Bt /5

EC2 Image Builder Bt 5 EX TEN QIR G E SN EMBREG , URELTEFMMHV—HATFEENX
BRGH I — Y RERMHETHAN, BLTERIERE S S EREEEXLEN RES B4 KHIN
WEM AMl, BXRIENELEFER , FZREERIL,

RES X#EFUTHBIRIERLE !

« M 5#h Linux 2 (x86 1 ARM64)
« Ubuntu 22.04.3 (x86)

« RHEL 8 (x86) # 9 (x86)

* Windows 2019, 2022 (x86)

Create a new recipe

1. 3TFF EC2 Image Builder ##|#& , it A https://console.aws.amazon.com/imagebuilders
EERTFNER T, EF ‘BEERS

EERAERGRE S

BAME—NEHRARES,

% RES X ENEME R,

£ SKPIERE T, MRRMEE SSM RE | FRE, EAFBENEAEEFIENAFKE
RRAREE,

2

@ Note
BRUALIER SSM RENEE , F5H

- EF@Q@ EAT Linux B EC2 4] E F3h %% SSM KRE,
« £ Windows fR585HY EC2 k6l E F & MEE SSM KIE,

7. XNTFETF Linux VB , B ISHEENaws-cli-version-2-1inux¥EE 4R INE
BAH, RES REMAME AR DynamoDB £k BE EEA VDI iR E. AWS CLI
Windows T EEXA 4,

8. AMAEM Linux = Windows S EBIZE M EC2 Image Builder A4 , R AFE[ 4
ENSHE, LTSHENEBM A : AWSAccountlD., RESEnv&#. RESEnvitXHl
RESEnvReleaseVersion,
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/A Important
3FF Linux 348 | AIRIARFERINX B4 | H LR Maws-cli-version-2-
linux¥ZB4A 4,

9. (#FE)FMIIEZHEENsimple-boot-test-<linux-or-windows>i®4A 4 LARKIE
AMI RBANEZN . ZRHERENEN., EALUEREMRFSEERMMNHAH,

10. MRFE , BEAFRATERS , ANEAEMAFNAS , REEE QIBES.

Modify a recipe

MRAEEE EC2 Image Builder Bt 75 , M AT SUERFIMU THSERERAT -

1. WFETF Linux WEH , BFTIDHEENaws-cli-version-2-1inux¥E A4 RINZT
BHH, RES REMAEFAIRMI DynamoDB £&REEH BEM VDI HRINE. AWS CLI
Windows T EEXNA M4,

2. RIAER Linux 2 Windows HESIZE# EC2 Image Builder A4 , ARG AE [
ENSHE. LTSHENEB A : AWSAccountlD., RESEnv&#., RESEnvitXHl
RESEnvReleaseVersion,

/A Important
X F Linux 38 | RPURIRFERINX LS |, FHERlaws-cli-version-2-
linux®¥EB4AH,

3. WRFTE A6 FEAMEAEHS , RINEMEMAENAN  REEE QIBES.

Bl & EC2 Image Builder 221

&R LAfE A E R IR MEEL B RIEE Image Builder FSRAZE MM = B ARG A& A 2R AR AV Amazon EC2
B, ES RESESER , KA LUARCIEMAEMBYEE , b BLUERERNAEMEE
o

- ZOEFNEMENEE  FSHREMENEE,

- EEANAEMENEE  FENEMENEE.
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=R

1.
2.

iE Image Builder i , FHITUTERE :

XTF IAM A6, FRALZHEPEENARER IAM ABUTF RES ik,

NFRFIRE | FRENEFED 4 GB EXFLERNER AMI £EHKE, S Amazon EC2
KBIRE,

F VPC, FRMEZLAH , BUAATFEKRMIGR ST ETHRRED. ELTMAWFTHE RES MR
cluster-settings DynamoDB F% ] Amazon S3 & F# .

Bl & Image Builder B EE

Image Builder REGEBLE T EMMREGE, ATHENNANAH, EMEMEENSRIRE, BN

B &

EEHEEN RES-ready AMIs , AILUARCIRHMEEREAINBEE. AXREZER , F5H

Image Builder AP EEFHNAIEMERHT AMI BBREE,

Create a new Image Builder pipeline

1.

2
3
4,
5

T Image Builder #F|& , Bk https://console.aws.amazon.com/imagebuilder,
ESMERT , TERGKEE.

% PEEGEE,

BEmARE—ERN, TEELR, RHERMMRREELNEEFHAESS.

FUARRE B, 2R ERANARE , AekBFEEDCIZNE T £ FEH EC2 Image
Builder it 75, RIFEHRIEFMESREERA,

FENEGUERRE F , BEAMERRIASBENLTERE, EAZHERT , RIATHE
FEREE T, BXEZEE , HSRIEMN EC2 Image Builder EEBE E R G TERE

EENEMENRES , ERERIAEMENEE , ARERETRENEMENRERE
EC2 Image Builder £t 221, WiFFNEMBEHFMAEERT LR,

FENDRIEE F , &R “FRARSRAECNES R IZE, BHBRLNSEN RES IKE
AWS X5 B[R, ERARSIIAME , FEMEA Image Builder By XI5 6 2 E &,

EEEEFAGEHERUNREE,

Modify an existing Image Builder pipeline

1.
2.

EFANEEE , BFEIFAERUEAFRIRNE S EZFEN EC2 Image Builder Bt/ o
ERRFER.
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ELREENAHESG  LABHEREE. WERETRFERE M, EFBRTERAEESH
AHHBE.

EEZTEGEE , BHITUTRE
1. NEGEED , 2FEEPEIENEELE Image Builder BREE,

2. MBE RGERE EITEE

£ RES R EMHT B R4 SR

1. REBHMthe section called “FR4F 4% () AMIs 5 B SE M ER 4 3% o
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FEBRAEMABRARZIRERTBAXUNAHR—-SES AWS FRAEMRETEITFEEEAB Etr

EERAEM
.
S

- ZHAEE
o BN AEZE
- SEEE

. RIEEE

ZHEE

MREIRIEEFEAUTRER T4 AWS Secrets Manager. ESIZREHIE | RES 2Bz

#H. EEREEERMANRAENSHE A

ZAB

<envnhame> -SSO-
client-secret

<envhame> -vdc-
client-secret

<envhame> -vdc-
client-id

<envname> -
vdc-gateway-
certificate-pr
ivate-key

<envname> -
vdc-gateway-
certificate-ce
rtificate

5

MR8 1 &S OAuth2
=P in &4

vdc ClientSecret

vdc Clientld

HHWEERIEBHIA

BHBEERIEPR

E4 KA RES

v

EERAEMA
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FEABT 1%, B5 24K RES EERCHEA
<envhame> EHEEE ClientSec v

-cluster- ret
manager-c

lient-secret

<envname> £HEEE Clientld v
-cluster-

manager-c

lient-id

<envname> - HH BEBIEBFAA v

external-

private-key

<envname> - HHBEZEULH v
external-

certificate

<envname> - B EZR BT v
internal-

private-key

<envname> - B BXRIES v

internal-

certificate

<envname> ServiceAccount f 2 v
-director A ME—¥|5I7 (DN) B

yservice- .

ServiceAc

countUserDN

DynamoDB BJ<envname>-cluster-settingsxHF EE L TH#HE ARN {E :
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Key
identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certifica
te.certificate_secret_arn

vdc.dcv_connection_gateway.certifica
te.private_key_secret_arn

cluster.load_balancers.internal_alb.
certificates.private_key_secret_arn

directoryservice.root_username_secret_arn
vdc.client_secret

cluster.load_balancers.external_alb.
certificates.certificate_secret_arn

cluster.load_balancers.internal_alb.
certificates.certificate_secret_arn

directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id

cluster.load_balancers.external_alb.
certificates.private_key_secret_arn

cluster-manager.client_secret
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BATE VGBI AWS Cos t Explorer SIE2TE , URBEERAE, MMEAR2RETL. METHES

#15 , FSEEBIMHNEN M R the section called “AWS A= FHF KRS,

NTEEFATRARE | BT L RES Bl B 5SHEE S GIZATEMEXE AWS Budgets, BELER

BORIK B XA D BARE N IMEIRE,

1. BF AWS EEEHE FITIT AWS IKESRAERE #4658 , Mik A https:/

console.aws.amazon.com/costmanagement/,
2. BEERADERL,
3. #EEHikFres:ProjectHres:EnvironmentNametrZ,
4. EFHE.

Billing X
Cost allocation tags
Home Cost allocation tags activated: 3
v Billin
9 User-defined cost allocation tags AWS generated cost allocation tags
Bills
Payments i
Credits User-defined cost allocation tags (2/47) info
Purchase orders
‘ Q Find cost allocation tags 11 matches
Cost & usage reports
Cost categories Clear flitecs 12 > @
Costallocation tags (19
Free tier - -] Tag key 'y Status v Last updated date v Last used month v
Billing Conductor [ (] res:BackupPlan ® Inactive November 2023
¥ Cost Management a res:ClusterName @® Inactive November 2023
A
Cost explorer [4 ] res:DCVSessionUUID ® Inactive November 2023
Budgets
Budgets reports ] res:EndpointName ® Inactive November 2023
Savings Plans [4 res:EnvironmentName 3 ® Inactive November 2023
v Preferences O res:Moduleld @® Inactive November 2023
Billing preferences O res:ModuleName ® Inactive November 2023
Payment preferences _
O res:ModuleVersion @® Inactive November 2023
Consolidated billing [4
Tax settings O res:NodeType ® Inactive November 2023
v Permissions res:Project ® Inactive November 2023
[
HEG SHERZAWREFE —RNEF S HIN
=] A, RES "8 % Al BE75 B 18 M,
5| Sk ) s /= I~ = 'VE
AN .
BN RES RRCIETE , WHRITUTRE .
f ZHEIEH , EEME
1. ERREEFES , ERWE,
IEFRIRTE
2. ERBIEmME.
Jebe S Ry = =
3. EMEIRET , EFEEN (B4R ).
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4. EMERET  EERAME-#E,

5. ﬁ?¥ —F - 5 o
Billing X

Home

¥ Billing
Bills
Payments
Credits
Purchase orders
Cost & usage reports
Cost categories
Cost allocation tags
Free tier

Billing Conductor [4

¥ Cost Management
Cost explorer [4
Budgets | 1
-
Budgets reports

Savings Plans [4

¥ Preferences
Billing preferences
Payment preferences
Consolidated billing [4

Tax settings

¥ Permissions

Affected policies [4

Step 1
Choose budget type

Step 2
Set your budget

Step 3
Configure alerts

Step 4 - Optional
Attach actions

Step 5
Review

Choose budget type .«

Budget setup

3

.

) Use a template (simplified)

Use the recommended configurations. You can
change some configuration options after the
budget is created.

© Customize (advanced)
Customize a budget to set parameters specific
to your use case. You can customize the time
period, the start month, and specific accounts.

Budget types

© Cost budget - Recommended \&/

member accounts.

Manitor your costs against a specified dollar amount and receive alerts when your user-defined thresholds are
met. Using cost budgets, the budgeted amaunt you set represents your expected cloud spend. For example,
you can set a cost budget for a business unit and then add additional parameters such as the associated

) Usage budget

Amazon 53.

Maniter your usage of one or more specified usage types or usage type groups and receive alerts when your
user-defined thresholds are met. Using usage budgets, the budgeted amount represents your expected usage.
For example, you can use a usage budget to monitor the usage of certain services such as Amazon EC2 and

) savings Plans budget

underutilized.

Track the utilization or coverage associated with your Savings Plans and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by Savings Plans, while setting a utilization target lets you see if your Savings Plans are unused or

) Reservation budget

ElastiCache, and Amazon Elasticsearch reservations.

Track the utilization or coverage associated with your reservations and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by reservations, while setting a utilization target lets you see if your reservations are unused or
underutilized. Reservation alerts are supported for Amazon EC2, Amazon RDS, Amazon Redshift, Amazon

5

& Ccancel Next

6. HEFHAFET , NENMERMA—NRENNAEERHN , WHEHEKF PN EMETMEX 2K, B

W <EnvironmentName>-<ProjectName>-<BudgetName>,
7. EREMESI T, GATMBNMEESH
8. HEMETEET , REMEE AWS BIARLE,

9. IEFE ARINTRIESRM
10. HEET |, EEIRE,

1. £ “RZ” T , %#F “RES: Project

(® Note

RENERZTRFEMRNESREZENATH, MEBRARE , ERATUEIENE,

12. £E T, BB B

B 0 R 422 )
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Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part of this budget

Scope options

() All AWS services (Recommended) O Filter specific AWS cost dimensions
Track any cost incurred from any service for this Select specific dimensions to budget against.
account as part of the budget scope For example, you can select the specific service

“EC2" to budget against.

Filters info Remove all

Dimension

\ Tag y. v

{ Tag \

\| res:Project y, v
/Values N

| Filter tags by values v

project1 X

\ J/

Cancel Apply filter

Add filter

¥ Advanced options

Aggregate costs by
Unblended costs v |
Supported charge types v |

Upfront reservation fees X | ‘ Recurring reservation charges X | | Other subscription costs X |

Taxes X | ‘ Support charges X ‘ | Discounts X |
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15. ( ®k, ) FAMERSE,.

16. &FET—F,

17. ( "k, ) MREETER , BEAMINRENBREEFRMENERE,

18. ®&FET—F,

19. EEMEREABINE ‘HUEMESH TRE T EBHRE,

20. EHRVEME,

oz MECHR , EULUNTEEATME, ENMEFEME , HZMthe section called “JrE
B, MREHME 6 ENREREELRY, IREEFEANNBERE , NZAEXVGFREE
7o

RES Environme

Projects

Environment Project Management

Groups Updated On

r budget: RES1-Project1-Budget1 « DemoUsers
* DemoAdmins 10/31/2023, 12:44:12 PM
Forecasted: 394534 USD * ProductUsers

NMREFEELTE , FREZHAREMESH. EAKRSTRFEZTHS T EEE RES PEMK,
HE , BURBIE UERATE,

SEER

AFEEEHFRANLLFERMRT RENWRERT S, FAEEAF , AR RS ELTE RS
HEANEERERLE,
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. EHIER
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122 %1 TE Al

Research and Engineering Studio

2)

v Home
Virtual Desktops
Shared Desktops
File Browser

SSH Access

ADMIN ZONE

v eVDI
Dashboard
Sessions
Software Stacks (AMIs)

Permission Profiles

res-stage (us-west-

<
Virtual Desktop Dashboard

Instance Types (1

Summary of all virtual desktop sessions by instance types.

méa.large
Debug
Settings
& B méa.large
» Envir M

Base0S (3

Summary of all virtual desktop sessions by Base OS.

Windows

Amazon Linu...

W Amazon Linux2 [ Windows

Availability Zones (5

Summary of all virtual desktop sessions by Availability Zone.

us-west-2a

W us-west-2a

L & demoadmin1 Vv

Session State (2

Summary of all virtual desktop sessions by state.

STOPPING !

) STOPPING

Project (4

Summary of all virtual desktop sessions by Project Code

project1 !

W projectl

Software Stacks (6

Summary of all virtual desktop sessions by Software Stack.

Software Stacks

Amazon Linux 2 - x86_64

o -
0

0.5 1 15
No. of Sessions

N}

W Sessions

R HE R
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SEEEMURRUEERTUREESE :

1. SRR E
2ERE
EmiRERS
Projects
ATAX
SRR

2 R S

A EEREAM

7. RIFTURRAEFE R
8. i ‘BERFRWE USEME “2F"

21

LBEEREMREIRIFEFUENMAELRE. £ ‘21F NEHP , EAUFENEEXEEE
H e EHFE

RES Virtual Desktops Sessions

Sessions (2)

Virtual Desktop sessions for all users. Endﬁ see these sessions eal Desktops. 9
QLG OR AN  Create Session

@ Created ¥ Last 1 month

Q Search 0 All States ¥ All Operating Systems ¥
(-] Session Name v Owner v Base OS Instance Ty... State Project Created On

[ demoadminiami21 [ B demoadmin1 Amazon Linux 2 méa.large @® Stopped project1 9/27/2023, 8:31:50 AM
O demoadminiwindows1 demoadmin Windows méa.large @® Stopped projectl 9/27/2023, 8:38:23 AM

1. FRAZXEREREENEABSENEREFTNERIEE R,
2. BE—IN2E , REEA BRE RERNITUTRE

a. ME2E

b. Stop/Hibernate &iF

2 100
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c. 58l Stop/Hibernate &1i&
d. £IELE
e. BHEILIESE
f. & Health
g. BIEIHHER
3. &R “DIELE UOIEHRE,
4. REMERSTE , ARRSNBRERSHITHIE,
5. i FRFEEMUEEELHAF R,

B SE

EiE QELE, ‘BIFELNKE BT,

2. WMAFSENFEAES.

3. (Wik, ) I "EFERET URAESHMAESR , HIU0FM ID M DCV 21FRE,
4. BEBREXR,

—
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21iF

r'

__Storage Size (GB)

Launch New Virtual Desktop

Session Name
Enter a name for the virtual desktop

[

Session Name is required. Use any characters and form a name of length between 3 and 24
characters, inclusive.

User
Select the user to create the session for

(@

Project
Select the project under which the session will get created

[

Operating System
Select the operating system for the virtual desktop

[ Amazon Linux 2

Software Stack
Select the software stack for your virtual desktop

[

Enable Instance Hibernation

Hibernation saves the contents from the instance memory (RAM) to your Amazon Elastic Block
Store (Amazon EBS) root volume. You can not change instance type if you enable this option.

®

Virtual Desktop Size
Select a virtual desktop instance type

(@

Enter the storage size for your virtual desktop in GBs

[ 10
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LIEEE

M 2F FIFRG  REREFBMUERERERARES.

RES Virtual Desktop SESSS 8765705b-8919-48ba-901a-19e2c49cf043

Session: demoadmin1amli21

General Information

Session Name Owner State
demoadmintami21 demoadmin1 ® Stopped
Details Server Software Stack Project Permissions Schedule Monitoring - >

Session Details

RES Session Id DCV Session Id Description
8765705b-8919-48ba-901a-19e2c49cf043 bd63e69a-e75a-427b-b4c8-39d7c43b95ad

Session Type Hibernation Enabled Created On

VIRTUAL No 9/27/2023, 8:31:50 AM
Updated On

9/29/2023, 11:01:20 PM

A () AMIs

® Note

EREFETIRMHN Cent SO7 FifFHtk AWS GovCloud (US) , BEE AWS Marketplace £
FAXBRMIREKFITEESRH AMI,

ERHHERTE L , B LEE Amazon REMRE (AMIs) HEEINEFREK,

B () AMIs 103


https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/getting-started-standard-account-linking.html
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R Virtual Desktops > Software Stacks (AMIs)

Software Stacks

All Operating Systems v

Name Description AMIID Base 05 Root Volume Size Min RAM GPU Manufacturer Created On

2 CentOS7 - ARM64 CentOS7 - ARM64 ami-07f692d95b2b9c8cS Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
CentOS7 - x86_64 CentOS7 - x86_64 ami-00f8e2c955f7ffa9b Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHELS - x86_64 RHELS - x86_64 ami-0b530377951178d6b RedHat Enterprise Linux 8 10GB 4GB N/A 6/7/2024, 11:25:19 AM
UBUNTU2204 - x86_64 UBUNTU2204 - x86_64 ami-073ff8e13d826b7f8 Ubuntu 22.04 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHEL7 - x86_64 RHEL7 - x86_64 ami-0bb2449¢2217ch9b0 RedHat Enterprise Linux 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - x86_64 Windows - x86_64 ami-0667133d0dc6089e 1 Windows 30GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - AMD Windows - AMD. ami-05df91be1d294f195 Windows 30GB 4GB AMD 6/7/2024, 11:25:20 AM
Windows - NVIDIA Windows - NVIDIA ami-00d7af9d003819a90 Windows 30GB 4GB NVIDIA 6/7/2024,11:25:20 AM
RHEL9 - x86_64 RHELD - x86_64 ami-099185fc24d27c2a7 RedHat Enterprise Linux 9 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - ARM64 Amazon Linux 2 - ARM64. ami-04ed2b27d86¢17f09 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - x86_64 Amazon Linux 2 - x86_64 ami-Oee5c62243ab25259 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM

1. ERRUANHMEHER | FERARERE T RZRERSHITIRIL,
2. ERRHHRNEHRUAEFTE R HERNEAGE.
3. IEBRHMHSE , ERREREFEEMERITHERIESLTE,
4. R EMERAF AR 4 AT DA BB R AR
1. &F TR,

2. RAFTRAHERBFRER.
3. EEEZXR.

AR () AMIs -
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RriEmE

.
Register new Software Stack

Name
Enter a name for the software stack

[

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[

AMI Id
Enter the AMI Id

[

AMI Id must start with ami-xxx

Operating System
Select the operating system for the software stack

[ Amazon Linux 2

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[ N/A

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

(0

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

(o

Projects

FCICL: appl;\_ablc 'JI UjCLt.D fUI thc :uftvval L= :ta\_lr\
B () AMIS
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LAT84E -

(® Note
BREFRAHER DSBS EFRBHDIE

—

M ERFERR” TUE IR IR BN EI T B BV
EFRERE,

R

£/ ‘R THFRERTE

EERR.

o & w0 DN

&t T BAM AR T RS B U E dm B R A AR
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Update Software Stack: Amazon Linux 2 - ARM64 X

Stack Name
Enter a name for the Software Stack.

[ Amazon Linux 2 - ARM64

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ Amazon Linux 2 - ARM64

Projects
' Select applicable projects for the software stack

[ ")

EERMHERFARGRE

MR SIR T | ERRAEEREBENUAERTFAGRE . EFAGERERES , B LUAREERRE
AR

BHERERSELNKREAMEXAERRE, S UEALERRNEEN 2 BNES), VD Host B+
EREBETROIES , VD 2BEERFE R EERITHNREED
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View hosts and sessions registered with NICE DCV Broker
v Home

Virtual Desktops

Shared Desktops

VD Host VD Sessions
File Browser
SSH Access
of 1 item
O©"servers" : [ 1 item
ADMIN ZONE ©0: { 15 items
v eVvDI "id" : "aXAtMTAtMy@xNTctMTkOLmNvcnAucmVzLmNvbSOxMC4zLjEINy4x0TQtNmRmY j ImNWYyYTQANDEYN2EIMzgwZDU4Y jIzM2I2Zjg:
"ip" 1 "10.3.157.194"
Dashboard

"hostname" : "ip-10-3-157-194.corp.res.com"
Sessions .
"default_dns_name" : "ip-10-3-157-194.corp.res.com"
Software Stacks (AMls) " "
port" : NUEE
P ission Profil .
ermission Frotiies ©"endpoints" : [ 4 items
Debug ©0:{ 3 items
Settings "port" : 8443

KRHEKRE

BOLER ESHRE NTHXEESELEEXKNER, BY ‘REET EM I AFRATRE
DCV £iEZ= REat

ELEEZfE , DCV 21EF AW, XTLERXRALXFRE ,
W BERRR A 21E

ZERENES

R4 M DCV B/ ImEL Web

EHRRZE , NOEFRAE HERES
CPU MR RE

EMANERB CPU FEAE,
=§LUﬁFJm$EJ'ﬁ§Y

BARPREAENBETBHTH VDI 2R, MRAFEISEIME , WEIFTEN K E
WRE REBHF2E. BE ‘2F NHEBHXENEOFZLENRM,
RABRERND

FE AR E 2 1E R RSHIFIA KD
ARVFRYSRBIRE

A LAt RES SRR SR SSHIRFIM AN IR, BHEZIEARIIMKGRNEE,

flan | nRIE
BiE ‘m7a” , WFrE K/NE m7a RFEAER VDI 2FERB 5. MREIEE “m7a.24xlarge” , MR
B m7a.24xlarge AT BMEN VDI 2F B3, LIIRSFMARFNFAEIE.,

SHEIRE

108



MRASIEIAEE RAriEmE

res-beta08 (us-east-2) <

Virtual Desktop Settings

uuuuuuuuuuuuuuu

nnnnnnnnnnnnnnnnnnn

WERER

£ Research and Engineering Studio #J “*MEEE” 5 , EEAFTUNEARM IR A CIEZNE
ERENRE, XERFEAUSFEITERR. FENEMGSENEG  MEXEEHRCTRENREHR, A
FAURENEEUXEIMELURZHIBNBSEER , NTERW I #FRA RJHTRE. ML
K, MAFEE MBI E HIHE,

hY

F&

« BRIRRE
- RIRIRE
» Users

- 4

* Projects
- REREM
- XHRZ
- RBEE
 Amazon S3 14 i

IEIRES

“BDIERA” THETRTmTERENRGAEN, ESRENRERE, BREVMNEMBREEE 23X
MfER.

HIEEE 109
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. Resear: nd Engineering Studio PN & demoadmin4 v

RES Environment Management Status ®

Environment Status

Modules @

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets

Global Settings global-settings - @Conflg © Deployed © Not Applicable

Cluster cluster 2023.10 © Deployed © Not Applicable o default

Metrics & Monitoring metrics 2023.10 @© Deployed © Not Applicable ¢ default

Directory Service directoryservice 2023.10 @© Deployed © Not Applicable o default

Identity Provider identity-provider 2023.10 @© Deployed © Not Applicable o default

Analytics analytics 2023.10 @© Deployed © Not Applicable o default

Shared Storage shared-storage 2023.10 @© Deployed © Not Applicable o default

Cluster Manager cluster-manager 2023.10 @© Deployed @© Healthy o default

eVDI vdc 2023.10 @© Deployed © Healthy o default

Bastion Host bastion-host 2023.10 © Deployed © Not Applicable o default
Infrastructure Hosts ©
Cluster hosts and status

Instance Name Module ID Node Type Version Instance Type Availability Zone Instance State Private IP Public |

res-demo2-bastion-host bastion-host @Iﬁfra 2023.10 mb.large us-east-2a @® Running 10.1.3.148 3.145.1¢

res-demo2-vdc-controller vdc @APP 2023.10 mb.large us-east-2a @® Running 10.1.129.105

res-demo2-vdc-broker vdc @lﬂﬁa 2023.10 mb.large us-east-2b @®@ Running 10.1.149.12

res-demo2-cluster-manager cluster-manager @App 2023.10 mb5.large us-east-2b @®© Running 10.1.155.249

res-demo2-vdc-gateway vdc @ Infra 2023.10 mb5.large us-east-2b @® Running 10.1.153.135

TR IRIE

* General

EREEFRIVAFPNEEARFRBNEFHAHESEE. B URE S MIGARE MR LA,

- BORHEE

o

28 110
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ERENEQBEFRREZEKBNESR

* Network

£ R VPC ID, HRIBIZRSIZ IDs .
- BXBRS

T RAFBNEBEES B FIREMRS K HHAEESR ARN.

Users

MERES B XRSNAMBERAFERERE ‘AP TH L, EEE~mYE , AFEHEEEAAR
B, AXMBAFRENESEE , BEHAEEREHM.

(® Note
EERARARNERAFGEXE, ANBRT , AP EERT MR 2 g T IFES)
K. MEAFLTIFENRES , BEANMNIBZSKFEZHERMMNZFR,

- Research and Engineering Studio L & demoadmind v

RES Environment Management Users (6)

Users (@) ( actions a ) 9

Environment user management Set as Admin User

n Q Search Disable User
Username uiD GID Email Is Sud... Role Is Active Status Groups
* |DEAUsers
(o] demouser2 3006 3006 demouser2@demo. No user No © Enabled

e DemoUsers

(@) sauser2 3011 3011 sauser2@demo. No user No © Enabled e SAUsers

¢ DemoAdmins

O demoadmin4 3003 3003 demoadmin4@demo. Yes admin Yes @© Enabled * AWS Delegated Administrators
e |DEAUsers
O pmtuser02 8001 6001 pmtuser02@demo. No user No © Enabled « ProductUsers

ERAP MEL , &R

1. BRAF.
2. EERPERE, R BRE KETL

a. BRENEERAF

Users 111
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b. ZERAF

H

FIENED BERETHEHARMERE BHEe" THL. BXRXEAEEVNEENESER , FEREERE
o

- Research and Engineering Studio PN & demoadmin4 v
RES Environment Management S (6)
Groups (©) (hctions = )
Environment user group management Disable Group

0 Q Search 1
Title Group Name Type Role Status GID
[ 0o IDEAUsers IDEAUsers external user © Enabled 4000 ]
(@) SAAdmins SAAdmins external user © Enabled 3035
O AWS Delegated Administrators AWS Delegated Administrators external admin © Enabled 3999
Users in IDEAUsers (3 v
O Username uip GID Email Is Sudo? Role Is Active Status Groups Syn

¢ DemoAdmins
O demoadmin1 3000 3000 demoadmin1@demo. Yes admin Yes © Enabled * AWS Delegated Administrators 10/3
* |IDEAUsers

¢ DemoAdmins
0O demoadmin4 3003 3003 demoadmin4@demo Yes admin Yes @ Enabled ¢ AWS Delegated Administrators 10/3
e |IDEAUsers

ERE mELE , &R

1. BRAP4L.
2. EERPAR , R BRE REERWE A ZHA.
3. ERAF4AR , EUNRTRBRESN AP BERUEFTZATHAS,

Projects

TEMKTEMRE. ARNTMENRR, tlZnEN  FEEXHRE , HIWEH, HAMPRE
B, HERERFE ISR, IUXNERTEELUARZTENFERR , flMitER7RRE
AN, BRI EEE

£}
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- EEWAH

- pEmA

+ HEME

- WA BRMABRITE

- BESWAXKNIHRSE

IS B AR

EFIWHE

Research and Engineering Studio L & demoadmin4 v

RES Environment Management Projects

®
.
Pro’ects @ Actions & ) Create Project
nvironment Project Management e Edit Project e
0 Q Search Disable Project

1

Update Tags
Title Project Code Status Budgets Groups Updated On
[ (o] project-1 project-1 @© Enabled - * IDEAUsers 10/3/2023, 7:04:18 PM ]

‘BB URIRBEH T A HEEANTE SR, 7 BB NERRP , BT

1. A ERERFBRREKTE

2. EWMEB A , B LMER “BRE RERITUTRE
a. B E
b. ZARERATE
c. EFTUL B AR

3. WA Lk BRI B REIZHIE .

Sl E

1. EEGIETR,
2. WMATBEEFARER.

B ID R—1MNEEREKRE , TR TREREFPEASH AWS Cost Explorer Service, BXEZ1{E
B, BSRRERAPEXHNEAD BFEE,
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html

MEEIRIERE AriEE

5.

6.

/A Important
B IDENBETEER,

BXERETNESR , BSHEFNEHER.
(AE ) AMBFEHME. AXMENESEER , TSR RAENMEZE,

FERNHGRGEALURREZEEXHRS (BRIA ) . EFS A FSx T Lustre. FSx NetApp ONTAP
= EBS B1F

ESIENR , HEETXH RS, FSxEAT Lustre B9 EFS 1 FSx NetApp ONTAP A[LAE Z4
MBZRAHE , LUKk, VDIsfER , EBS BEFEMETUFERZMAPHEA VDI HEBEHWEE
F , ZERTEHMINE VDIs B 2B HE,

Create new Project
Project Definition

Title
Enter a user friend

— )

Project 1D

Do you want to enable budgets for this project?

e ]

Resource Configurations

Storage resources
Add file systems and/or 53 buckets to the project.
[ ] ©

Home directory filesystem
Select the filesystem that will be used to create the user home directories on Linux desktops

[ Shared Storage - Home [efs] v ] @

» Advanced Options

AAF andor AR EAHNNAE (“HIEKRA” R MEMEE") . RUNREEXHBERENA
BRLRMWERE , BSH,

EERRER

Projects 114
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Create new Project
Project Definition

Title

Enter a user friendly project title

(

Project ID
Enter a project-id

)

derscores (), or periods (). Must be between 3 and 40 characters long
4
Do you want to enable budgets for this project?
e}
Resource Configurations
Add file systems
Select applicable file systems for the Project
[ ] ©
» Advanced Options
Team Configurations
Groups Role
Select applicable Idap groups for the Project Choose a role for the group
[ group_1 v ] [ Project Member
Add group

Users

Role
Select applicable users for the Proje Ccho

ct se a role for the user

[ user v ] [ Project Member

Remove user
)

4REETE

KB S RFEE—ITE,
M BRE REDIER “RBIE,
A SEHEH

AN

MRETEERME | &
TR INE AT S EER LB &, AR

R

AN

BRBRLETWEES ,
EERR.

BES RIS 3 ER.

S, THREAENNZFHESES.

HENTEREMER , METH

ETIRNGIZNTE , HEETHIIRZDHRIF R,

Projects
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Edit Project
Project Definition

Title
Enter a user friendly project title

( Project1 J

Project ID

Enter a project-id

Project ID can only use lowercase alphabets, numbers, hyphens (), underscores (), or periods (). Must be between 3 and 40 characters long

Description
Enter !

Do you want to enable budgets for this project?

(@ ]

Resource Configurations

¥ Advanced Options

Add Policies

Select applicable policies for the Project

( ] ©

Add Security Groups
Select applicable security groups for the Project

( ] ©

» Linux

» Windows

Team Configurations

)

Groups Role

Select applicable Idap groups for the Project Choose a role for the group

{ group_1 v ] { Project Member
Add group

Users Role

Select applicable users for the Project Choose a role for the user

[ user1 v ] [ Project Member

Remove user
M ]

I E AN BRIRE

T EfREF RN EZIE T eI2IRA K62 B iR,
1. &EHEIRPEE-ITE,

M BRAE RERIER “BTHIRE

R RIRE , REA Key IA—ME.
EBRIRE |, BFREEBRNIREZUN B,

w0 D

Projects
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EEEWM A XBRNHRS

EEMEE , BAURTRBERSN X4RE EEUAERSZM B XK XHFRS,

Projects © G ) CIXED

Environment Project Management

Q Search
Title Project Code Status Budgets Groups Updated On
[ (o] project-1 project-1 © Enabled - e |DEAUsers 10/3/2023, 9:06:30 PM ]
1
File Systems in project-1 v
Title Name File System ID Mount Target Projects Scope Provider Created through RES?
No records

NN JE B AR AR

tIERmETM AR, BAUERTEEERNSRETHFMEFER, SHERNTE HHFRE VDI
KHIRGE T HMEE , Sz 2H, IAM RENZE A,

YIS

SERIBAARIN 1AM R BESRIZHIE BT E TEFBMNATARGIR VDI B EMNER, EMARKE  FERANUT
BEXNIFIZIZERE

res:Resource/vdi-host-policy

BX IAM SENESER , B5H | AM FEERAR.

iyl Eoge |

RN INZ £ ARZHIE TFE VDI KA EAMADEKE, ENMALZSLE , BEANTREXY
HcRE24E :

res:Resource/vdi-security-group

Projects 117


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

MEEIRIERE AriEE

BXRERAMNESZEER , 556 Amazon VPC AFERMANEAZEAES AWS BRRE,

AN INE B A

BRI LURMB A | XEMACRFEE FFE VDI 2R E3), RES X3#F#E Linux M Windows
FEHHIAR, ESHHAR |, BALUERTE—EIN :

VDI Bz BiE TR A

EE RES BiBRLZHEZTZH , WkINE VDI KHIHFF KB,
& VDI Fiz T A&

LR IE RES BB A B 3 B AR,

RIZS SZ 45 AR IR I
A B & 451
S3 URI s3://bucketname/script.sh
HTTPS URL https://sample.samplecontent.com/sample
R 34 X #:///.sh user/scripts/example

XNTSH , BRERESTRNMBESH.

Projects 118


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
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¥ Linux

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
[ https://sample‘sampIecontent.com/sampIeJ ( J ( Remove Scripts )
[ file:///root/bootstrap/latest/launch/script ) [ 1.2 ] ( Remove Scripts )

Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©O

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ) [ 1,2 )
Add Scripts

v Windows

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[53://sample-res-scripts/sample.sh ' } [ 1,2 }
Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
Add Scripts

T B B & =Bl

X PR 2R Hg

Research and Engineering Studio (RES) A ¥ EBEAFAEZBENXNRBREEXH , (EENAFRRF
EEMIMSENIEWIARR. BN NEBERNRANREEXXH — “TEKE” # “TLE Fr
BF  UUEBBENEH#ITEE L.

BEl , EERAAUEANREEXHRTFRIMIRES !

1. IEEENR , 8 EMMEKARE ( RATFEERAFSEMR A MARINEB B NI E F 8
BR ) M EHMBMERS ( AEEAFBEARERATE )
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2. VDI 2EEENR , 2§ QELXE (AFEEAFERTE T8/ VDI & ) M “6Z/4& - Hitb
APFH&E ( ATFEERFETE eI L UL HMBAFHRE ) o

BEXMAN  EEATURETHENNREREHTREHNIFEER,

H
S

/-

- DB EENR

VDI 2iEEENR
EERRELE X
AR B i X 44
REXEREXH

71 B IR
ERTULE XA TS

ERRAFIRBEZNRNFFEERAFERE FHAMABBRAFREA, ©EAFEIRENREE
N REZIE AR MBFARNTEERB.

Team Configurations

Groups Info Permission profile Info
| group_1 v ‘ | Project Owner v ( Remove )
é Users/groups assigned to this permission profile can grant themselves or
others higher privileges for this project by re-assigning personnel to a
different permission profile
Eroup_2 v ‘ [ Project Member v ( Remove |
Add g P
No user hed k'Add u bel 4 d
Add user
) D
RS
B E RS

WRRAVREGENROEERRASER B NHELN BRE ZEEARERATE,
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Research and Engineering Studio

" - go
v Environment Management [ O  projec3 Project3 ® Enabled y - 7/15/2024, 8:05:20 AM

Projects

VDI 2 iEEENR
BB LIE

EEHREATAPN BNENRE NHEEHCH VDI 2F, ZRAMENAELIFERRARTE
HECHW VDI 2iF, AP TUERELMLIEEEH VDI 215,

MRFERAAFETNGESE , NN BfENKE REREER , TR

Virtual Desktops

test2  Connec t

© Ready ows  t3.medium @ No Schedule

1:05

Tuesday, August 6
& DCV Session File
BIEHL L EMANSIE

AVFEERRAFNEMNSMERTR ‘21F" NHEH. XERFFEBERGSUARNTE PR EHME
RAFBEz VDI £iF,

MRIEBRAAFENNEMAFPBEH2E , NN EMNSRERSECEEERTHERAESE
¥, WTFR:
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RES <

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

v Session Management

Sessions

’ _1// _1// _1// o

MEFEEAAFPTNANEMAVNESE , MMM ENSRERNTLAERSEER , 0T
g

RES <

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

’ _1// _1// _4// _—

EENREE XX

7 RES BE R , B MMITU T REREENRE E X,

PR 5 RE 122
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51| HH X PR G I 34

«  1E Research and Engineering Studio Z#H|ATHEH L , EREMNSMERPNRERE, FEHAE
BB, B, SIH, EFEMMRNRE E X 4.

Project roles Desktop sharing profiles
Project roles (2) © [ cresteroe ]
[ Q Find role by ID ] 1 [
Role ID v Role name v Description v Latest update v Affected projects v
O project_owner Project Owner Default Permission Profile for Project Owner 2 weeks ago 0
O project_member Project Member Default Permission Profile for Project Member 2 weeks ago 10

EENREENH

1. ERBREEXH ETNEHL , EREEEONREEXHNEN. EUTE L , S ESH
BRi%k E A9 A BREC B 324+

Project Owner

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 3 weeks ago

Latest update

3 weeks ago
Permissions Affected projects

Permissions (4)

Permissions granted to this permission profile.

Project management permissions (selected 2/2)

Update project membership Update project status
Update users and groups associated Enable or disable a project

@ Enabled

@ Enabled

VDI session management permissions (selected 2/2)

Create session

Create/Terminate other’s session

@ Enabled

2. &R ‘ZBRWENTE"ETF , EEYNEANREEXHNTE,

NPRR B 123
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RES Permission Profiles Project Owner

Project Owner

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 2 months ago

Latest update

4 hours ago
Permissions Affected projects
Affected projects (2)
List of projects using this permission profile.
Project name Groups Users
Project1 [ 1 2
Project3 [ 2 0

IR RES B X4

1. ENREEXH TREL , &&F CIEEEX4 e ZRREE X
2. WANREEXHEMRNER  REEBEEQDELZEE XA FS AR TFRINER.

RES Permission Profiles Create Profile

Create permission profile

Permission profile definition

Profile name
Assign a name to the profile

Must start with a letter. Must contain 1 to 64

Profile description

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
Update users and groups associated with a project. Enable or disable a project

o ) o

VDI session management permissions

Create session Create/Terminate other's session
Create a session within a project Create/Terminate another user's session within a project

(0] (@ ]

)
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YR PREC B 34

ENRREEXHEREL , AEREXHZUNERBERZEEX M , ERERE  RAEERRER
B XA AR A PRECE Mo

Edit Project Member

Permission profile definition

Profile name
Assign a name 1o the prof]

[ Project Member ]

Profile description

Default Permission Profile for Project Member

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
Update users and groups associated with a project Enable or disable a project

VDI session management permissions
Create session Create/Terminate other's session

sessions with or without this permission. (—)-‘--
©

o

i BRAX BRBC B S A

HRREEXH TNELE  EEREXAZINEBFELES  ERRE , REEENREE
Mo B REM BRAEMINEIE A AV BRECE XX
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v

<4

4

4| Research and Engineering Studio

RES @© 1 permission profile deleted successfully. This deletion did not impact any ongoing projects.
Desktops RES

My Virtual Desktops Permission Profiles

Shared Desktops

Create and manag rofiles

File Browser

SSH Access Instructions

Profile name Description Creation date Latest update Affected projects
Session Management O Project Owner Default Permission Profile for Project Owner 2 months ago 3 minutes ago 2
Dashboard
. (@] Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2

Software Stacks
Desktop Shared Settings
Debugging

Desktop Settings

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Permission Profiles
Environmen t Status

Snapshot Management

AIAX PREC B M

B RES MB AR NMRUNBREREXH £ REEAATUNERITEHE, (U, 2REERT

AT E eI Z NS SN REEX . ) TRERTRURBREEXH (“HEKR” M “TE A
) ATFHNR, NREEXHRERTFHEEERAFHNROGER TMNFABENTE ; 2REER
RERAF , WAERBTE PREUATAENRR.

Permissions 1%, BF B &5 MEmMER

BIEXTE tIEACHS X X

H, TeRER
BLMER , AR
#RBJ LARE A5 L2

KIEAEMNS
o

BIZ/RIEEHMA ETE SRR X
M &1E LIEE AR RY

21,

PR SR A
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Permissions 15, B B K& mMBEFfEE

EHMWMBERAT  EHMSTEXE X
1% BV R P B

BRREZEAM X
BHo

BT E RS

MR SR

BRI RAAFMREIREIEE (RES) EERARENELIEEANMERFERHNR, XEBEX
XA SSH R, KENRINKRESRREFNR.

ering Studio & clusteradmin ¥

RES Environment Management Permission policy (6)

Permission policy

Manage user permissions throughout the environment.

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes,
read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@ Display
View the remote desktop. This permission is critical, review
implications before disabling.

@ Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@© Mouse

Use local mouse on remote desktop. This permission is critical,
review implications before disabling.

@ Audio Out
Playback audio from remote desktop. This permission is critica
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

@ Keyboard
Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling.

@ Keyboard SAS
Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling.

@ Screenshot

Save screenshot of remote desktop.

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste

Copy from local clipboard to remote desktop.

@ File Upload

Upload files to remote desktop storage.

@ File Download

Download files from remote desktop storage.

B B ST 5T 25 U5 R AR PR

RES B R A BAE XA BRI R NI Bk A BRI EIE. MR Access BIFEHRH , AFFELERE
HWeb MTPHREBEIXHRRRSM , BT EZLEHTHMMBELRXHREN KR BRABGRK

NPRR B 127



MRASIEIAEE RAriEmE

&R, AP AU REN MR R XA REEESM XA LA TR EL/BXHREN
iz,

Research and Engineering Studio

res-new (us-east-1)

<

Desktops
My Virtual Desktops

Shared Desktops

@ Permission policy key concepts
Properly managing a

Before making any changes, read the Info.

v Session Management

Dashboard

Sessions Environment boundaries
Software Stacks Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
e profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'
ebugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Environment Management @ Access data
o ey and acce
Projects
Users D ssHac
Access d desktop via Secure Shell(SsH), displa he navig isabling
Groups
File System: @ info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [
S3 Buckets

Identity Management
Permission policy » Desktop permissions (enabled 12/12)

Environment Status

Snapshot Management » Desktop advanced settings (enabled 8/8)

General Settings

HpRBEDRETBE XXM , EBRITF MR AFRTE AT, BMEMRTEHEMRN T
H LRk, o, SR RELS , SMREREX.

BLE SSH 5 R ER

EERA UM BREB R #49 N RES HRESAHER SSH, BYEL2F MK SSH 5\, VDIs &
SEWTFR/E , RES 2BELEH , HOAFE R SSH FHHEBARE, FHAFXE , RES F&
SSH 7R , KILBR2FH , HBBRAFH SSH HREARE. RIAMBERT , WXL FERRS,

(@ Note

X RES HEEELFVAS , ©2TELH AWS K- FFIN— t3.medium Amazon EC2 3%
Bl, BN EREFBXBMEZANT. BEXEZEE , 55 Amazon EC2 EM A H,

J& A SSH A [E AR

1. #E RES #HEMNEMNSMERT , ERNEEE , AGERENRRE, £ HELR T, &R
SSH i EIF X,
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| Research and Engineering Studio

res-new (us-east-1)

v Desktops
My Virtual Desktops

Shared Desktops

v Session Management
Dashboard
Sessions
Software Stacks
Debugging

Desktop Settings

v Environment Management
Projects
Users
Groups
File Systems
53 Buckets
Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

2. %153 A SSH HRMNR,

Research and Engineering Stud|

res-new (us-east-1)

v Desktops
My Virtual Desktops

Shared Desktops

v Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

v Environment Management
Projects
Users
Groups
File Systems
53 Buckets
Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

3. FmELETNE , HEH

| Research and Engineering Studio

res-new (us-east-1) <

v Desktops
My Virtual Desktops
Shared Desktops

SSH Access Instructions

v Ses:

n Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

v Environment Management
Projects
Users
Groups
File Systems
3 Buckets
dentity Management
Permission policy
Environment Status
Snapshot Management

General Settings

Permission policy

@© Permission policy key concepts
Properly managing a

policy requires the cascading effects permissions can have across the environment. Before making any changes, read the Info.

Environment boundaries
Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally’

v File browser and SSH permissions (enabled 0/2)

O Access data

he navigation menu and access data via web portal

D ssHaccess

Access data and desktop via Secure Shell (SSH), displayin c uctions' in the navigation menu. Disabling SSH removes the menu item as we

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)

© SSH access is being enabled. The application will auto-reload once the change takes effect.

Permission policy

© Perr n policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes, read the Info.

Environment boundaries
Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profileslisted below, while disabling permissions overwrites their status and automatically turns them to Disabled globally.

ns (enabled 1/2)

browser and SSH permis:

@ Access data
o

lay File browser in the navigation menu and access data via

SSH access

A removes the menu item as wel

1 access instructions'in the navigatio

@© Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)

SSH 1AH],

Permission policy

@ Permission policy key concepts.
Properly managing a c

policy requires the cascading effects permissions can have across the environment. Before making any changes, read the Info.

Environment boundaries
Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profies lsted below, while disabling permissions overwrites their status and automatically turns them to ‘Disabled globally

v File browser and SSH permissions (enabled 1/2)

D Access data

@© ssHaccess

cess data and desktoy H access instructions' in the navigation menu. Disabling SSH removes the menu item as we

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [2

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)
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AP BNEN S EEFE R SSH 13RI ¥ ARHE,

Research and Engineering Studio

res-new (us-east-1) <

SSH Access
v Desktops

My Virtual Desktops

Shared Desktops

T |

v Session Management Access environment using Linux / MacOS Access environment using Windows (PuTTY)
Dashboard Follow the below steps to connect to the cluster using Terminal on your Linux or MacOS laptop/workstation: Follow the below steps to connect to the cluster using Terminal on your Windows laptop/workstation:
Sessions
Software Stacks Step 1: Download my Private Key Step 1: Download my PuTTY private key

Debugging Download the private key file, and save it your ~/.ssh directory. & Downlo y

v Environment Management

Step 2: Configure PuTTY
Deers Step 2: Modify key permissions + Download PuTTY 2
* As hostname, enter 3.92.72.222
Groups Run: chuod 600 ~/.ssh/adninl_res-new_privatekey. pen « Navigate to Connection > SSH > Auth and enter the path of your key admin1_res-new_privatekey.ppk
File Systems under "Private Key used for Authentication"
&3 Buckets Step 3: Connect to the cluster + Save your session

« Click connect/open to access the cluster
dentity Management RuN: ssh ~{ ~/.ssh/adninl_res-new_privatekey.pen adninie3.92.72.222

Permission policy

Environment Status Step 4: Create SSH config Step 3: Enable KeepAlive

Snapshot Management

If you don't want your session to be automatically closed after a couple of minutes of inactivity, edit I you don't want your session to be automatically closed after a couple of minutes of inactivity, go to Connection
General Settings ~/.ssh/config and add: and add "3" as "Seconds between KeepAlives"

Host res-new-us-east-1
User adnin
Hostnane 3.92.72.222
ServerAliveInterval 10
ServerAliveCountMax 2
IdentityFile ~/.ssh/adninl_res-new_privatekey.pen

Once updated, you can simply run below to connect to your cluster:
ssh res-new-us-east-1

£ SSH 17 A1 BR

1.

£ RES 46N ENSHERS |, ERNEEE K RAEEENREKE, £ HFELR T, &
SSH FEFF Xk,

| Research and Engineering Studio

res-new (us-east-1) <

Permission policy

v Desktops
My Virtual Desktops

Shared Desktops

@ Permission policy key concepts.
Properly managing a

SSH Access Instructions

policy requires the cascading effects permissions can have across the environment. Before making any changes, read the Info.

v Session Management
Dashboard Environment boundaries
Sessions. Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profies lsted below, while disabling permissions overwrites their status and automatically turns them to ‘Disabled globally
Software Stacks
Debugging ¥ File browser and SSH permissions (enabled 1/2)
Desktop Settings O Access caa

v Environment Management

Projects. @© ssHaccess

Access data and desktop via Secure Shell (5SH), displaying 'SSH access instructions' n the navigation menu. Disabling SSH removes the menu tem s w
Users
Groups © Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [2
File Systems

3 Buckets

dentity Management » Desktop permissions (enabled 12/12)

Permission policy
» Desktop advanced settings (enabled 8/8)
Environment Status
Snapshot Management

General Settings

&1F SSH R #ER,
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| Research and Engineering Studio

res-new (us-east-1)

v Desktops
My Virtual Desktops
Shared Desktops

SSH Access Instructions

v Session Management
Dashboard
Sessions
Software Stacks
Debugging

Desktop Settings

v Environment Management
Projects
Users
Groups
File Systems
S3 Buckets
Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

© sSH access is being disabled. The application will auto-reload once the change takes effect.

Permission policy

Mana missions throughout the e

@ Permission policy key concepts
Properly managing a

policy requires the cascading effects permissions can have across the environment. Before making any changes, read the Info.

Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and

profiles listed below, while disabling permissions overwrites their status and automatically turns them to ‘Disabled globally'

¥ File browser and SSH permissions (enabled 0/2)

@ Access data

Display File browser in the navigation menu and access data via web portal.

SSH access

s data and desktop via Secure S

@© Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)

3. ZER\TME , SSH R EEM.

| Research and Engineering Studio

res-new (us-east-1)

v Desktops
My Virtual Desktops
Shared Desktops

v Session Management
Dashboard
Sessions
Software Stacks
Debugging

Desktop Settings

v En

onment Management
Projects

Users

Groups

File Systems

53 Buckets

Identity Management
Permission policy

Environment Status

Snapshot Management

General Settings

BLE REXFR

Permission policy

er permissic hout the environment

@© Permission policy key concepts
Properly managing a

policy requires the cascading effects permissions can have across the environment, Before making any changes, read the Info.

Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and

profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'

¥ File browser and SSH permissions (enabled 0/2)

D Access data
Display File brow

D ssHaccess

Access data and desktop via Secure Shell (SSH cess instructions'in the nav

tion menu. Disabling SSH removes the menu iten

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)

EEAALUFEHXRAKEARR , L&REEMABEMN VDI TEE, ABEXENRRN—BoNREATH
TOERERAZEREXH  UBESCHAERKANAF TRITHLERE, MRERTEAKENE ,
NeBHRAREHAZREEXHPHANNR, XERRFERISH 2REAR". EEERBAER
HRENR , REAEEEXHPHNREFREZARS  EXEERFIHEHENR.
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& clusteradmin ¥

ering Studio PaN

RES Environment Management Permission policy (6)

Permission policy

Manage user permissions throughout the environment.

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes,
read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Dpisplay
View the remote desktop. This permission is critical, review
implications before disabling

@© Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@ Keyboard
Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling

@ Keyboard SAS
Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling.

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste

Copy from local clipboard to remote desktop.

@ File Upload

Upload files to remote desktop storage.

@© Mouse

Use local mouse on remote desktop. This permission is critical,
review implications before disabling.

@ screenshot

Save screenshot of remote desktop.

@ File Download

Download files from remote desktop storage.

@ Audio Out
Playback audio from remote desktop. This permission is critical,
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

REXZFRENHF

EEAAUGEMNEEXHANERTEENL, AEAFSBUTNTRXEREXH , HEEEMAR
EREMER, EXEREENHFTRTHRANRFAEEL SR/ AR RENR,

B2 B & XX A

EEAALIAR QIREENH REBFMVEEX . Ae , MNABMANANERER, BEXH
R, RE TR VIR R IF AR E K
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Project roles Desktop sharing profiles

Desktop sharing profiles (3)

{ Q Find profile by ID

Profile ID v Profile name

O observer_profile View Only Profile

©)

reviewer_2 Reviewer-2

(@) reviewer Admin Profile

v Description

This profile grants view only access on the DCV Se...

The studio of Jadé Fadojutimi, the British artist,...

This profile grants the same access as the Admin o...

Create profile

1 &

v Latest update v
2 days ago
27 seconds ago

24 hours ago

r Profile definition

Profile name
Assign a name to the profile.

[

Must start with a letter. Must contain 1 to 64 alphanumeric characters

Profile description - optional
Optionally add more details to describe the specific profile.

[

Permissions

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

¥ Desktop permissions (enabled 12/12)

@ Display

Receive visual data from the NICE DOV server

@ Pointer

View NICE DCV server mouse position events and pointer shapes

@ Mouse

Input from the client mouse to the NICE DCV server

@ Audio out

Receive audio from the NICE DCV server to the client

@ unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

WEMATR

@O Keyboard

Input from the client keyboard to the NICE DCV server

@ Keyboard SAS
Use the secure attention s
Requires Keyboard permiss

+Del). Note:

@O screenshot

Save a screenshot of the remote desktop

BERBMAGH , FRITUATERE

1. EFEAEREE XXM,

2. &EBRE, Rk RE S RE B X

@ clipboard Copy

Copy data from the NICE DCV se

ver o the client clipboard

@ clipboard Paste

Copy data to the NICE DCV server from the dlient clipboard

@ File upload

Upload files to the session storage

@ File Download

Download files from the session storage

PR SR G
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3. REFEREMNR,
4. EEREREEX.

X BC B S A P B9 (R B R BRI ML BN R A T L BT AT A 215

Project roles Desktop sharing profiles

Desktop sharing profiles

Manage your desktop sharing profiles.

[ Q, search

Desktop sharing profile ID Title

Description

© e o) CEEZID

-

&

Created On

testProfile_1

[ Q  testprofile_t

9/15/2024, 9:29:55 ¢

(@] observer_profile View Only Profile

This profile grants view only access on the DCV Session.

Can see screen only. Can not contrel session

9/11/2024, 2:10:22 1

»

r Profile definition

Profile name
Assign a name to the profile.

[ testProfile_1

Must start with a letter. Must contain 1 to 64 alphanumeric characters.

Profile description - optional
Oprionally add more details to describe the spedific profile.

[

Permissions

1

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

v Desktop permissions (enabled 12/12)

@ pisplay

Receive visual data from the NICE DCV server

@ Pointer

View NICE DCV server mouse pasition events and pointer shapes

@O Mouse

Input from the client mouse to the NICE DOV server

@ Audio Out

Receive audio from the NICE DCV server to the client

@ Unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

@O Keyboard

Input from the client keyboard to the NICE DCV server

@ Keyboard SAS
Use the secure attention sequence (CTRL+Alt+Del). Note:
Requires Key

board permissions as wel

@ screenshot

Save a screenshot of the remaote des

(® clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

(O clipboard Paste

Copy data to the MICE DCV server from the client clipboard

O File Upload

Upload files to the session storage

@ File Download

Download files from the session storage

PR SR G
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NHRE

RES Environment Management File Syste
File Systems
Crea manage ops

1anage ns for Virtual D

Title Name File System ID Scope Provider

Shared Storage - Home home fs-0b4cesh1914913e4 cluster efs

FSx Lustre fsx_lustre fs-0a9042e216f9e3109 project fsx_lustre

FSx ONTAP fsx_ontap fs-0105118574b5e3330 project fsx_netapp_ontap
efs home efs_home fs-0df4c9ac93b975142 project efs

FOXHRG WE L, &R
1. BRMXHRS.
2. EBRXHREGE , ER BRE KRBT

a. FXHRERMEIBE F,
b. MILE PBERI M RE
3. HAMBXHRLE,
4. BEEXHRSGE , EUURTRBRSNERUEENHRENEAES.

e
« BAXHRE
BAXHFRS

1. & REXHERLS
2. MNTHIIRFERE-ANHERGE. BESRTR , ARNESATRE,
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r 3
Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ .

[ fs-0013c7a86bbd5f79e [efs] ]

fs-0edf4f076a4631d76 [efs]

fs-0303cda359d042ca8 [efs]

L fs-0ff091b934dda5208 [efs] ‘

3. MAMXHREEFAES.

® Note
MINERT , EERNTBE A E A EQERFT A MEREXHRS , BZRTENH
HATHEo
ERAFEME X B RN XAFRELTETFHER B RBEIREN. /homelXREEHEFX
HFRETHERFEXCRANMFRE. LUEEHTRIETE ANKERE , AR
BETBXBKNAF T B H VDIsTHRIXXHFRS, VDIs [EXH R ME B IEFH
EHREHFRE.

4. EEEXR,
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r 3
Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ fs-0edf4f076a4631d76 [efs] v ]

©

Title
Enter a user friendly file system title

[ )

File System Name
Enter a file system name

[ )

File System name cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers and underscore (_). Must be between 3 and 18 characters long.

Mount Directory
Enter directory to mount the file system

[ )

Mount directory cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers, and hyphens (-). Must be between 3 and 18 characters long. Eg. /efs-01

A 4

RIREE

REEERL T ERREZRARFNIBHIENIE  NABERT —HENEBE. EARK , BAILMR
FRERSH FERETB I EAHERSHHRR S,
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RES Environment Management

Snapshot Management

Created Snapshots ‘= ©

Snapshots created from the environment

] 1

Created On

@ Apply Snapshot

] 1

[ Q, Search

S$3 Bucket Name Snapshot Path Status
No records

: 3

Applied Snapshots =

Snapshots applied to the environment

[ Q  Search

S3 Bucket Name Snapshot Path Status
No records

HERRBREEREL , &7

1. EEMACRMNRBRERES,

2. BRI, ERIBRBZE , AEECR—NEEHNN RN FEE,
3. EEMAEMANRBRERS.

4. NRARR,

E&
- BIBRE
- MARE

Created On

4

@Oy
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MEEIRIERE AriEE
B R EBR

FERRREZAT , BAGH Amazon S3 BRABRULENNR. BXREHEBNES  BoEoE
TR, RNRUEREEBRARSNRS BT ARIIR. BB, THUEFEEN EY %R
R R AR E,

(® Note
tt Amazon S3 FREBNAERFAHR/ALETRARTERE, LFEEIRHSEEFRHBN
£ EH.

EEFERRINMNIR , AT TRAE

1. MWEEBIIRPERENENFHET.

2. EENRETF,

3. 1E Bucket policy ( &K ) T , BEF Edit (HE ) -

4, F[UTBARMEFEBERED, FXLEESRNEECHE

« 111122223333-> 18Ky AWS K=

« {RES_ENVIRONMENT_NAME}-> {R#J RES IREZFR
« us-east-1->I&FTHE AWS B8 [X

« amzn-s3-demo-bucket-> {RHY S3 FHEBBE

/A Important

X EARNRAFEHFE AWS, BXEZEE |, 55 hitps://docs.aws.amazon.com/IAM/
latest/UserGuide/reference_policies_elements_version.html,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "Export-Snapshot-Policy",

REREIE 139


https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_version.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_version.html

MRASIEIAEE

RAriEmE

"Effect": "Allow",
"Principal": {
"AWS":

"arn:aws:iam::111122223333:xrole/{RES_ENVIRONMENT_NAME}-cluster-manager-role"

},

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AboxtMultipartUpload”,
"s3:PutObject"”,
"s3:PutObjectAcl"”

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
}I
"Principal": "*"

EOERR , FHTUTRAE

1. ERQIERE,
2. HAZBIEM Amazon S3 FEEHEZ .

3. WMARFZLELRBEEEEEEPNEEZR, HW0 october2023/23,
4
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r )
Create New Snapshot X

S3 Bucket Name
Enter the name of an existing S3 bucket where the snapshot should be stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter a path at which the snapshot should be stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (1), asterisks (¥*), single

guotes ('), parentheses (), and hyphens (-).

I 4

5. HE+HHME, £ “RR WEHLIER RE AEBRS. BREN EEHITH BN BEX Z
Bl , BRI

RS F 1R BR

BIRIMERR G , WL ZRENAZMRR AT BHIE, SFE0FEBRMNH R , LFHRIERE
RER

NMARBSNAFNR, TIH. F4#HKR, NREE XN XHRESHIER B E 6 E#H

R, ToEFAF4E. NARRER , caRESARRIEZNERER , MAEHRERE

ZFHE. NTFEEMNIERK , RBEAISEFHRERURRR. X THELNIEE , fIHEZTER

HEA , EHEERRREESTHER , eNHEAUTAECNEZEGBEREHRMNBEHANFIE

3% : RecordName_SnapshotRESVersion_ApplySnapshotID, ApplySnapshotIDE iR &t
&8 A6 ATHRANARBHNERZEE,

ERENAREFHE , RBESREFTRNTANE. FT2OEFHREFFTTANRR, ¥ TERRBER
MRR  RESRERBARNATAE, MREBRRERSATH , ©FEIRSBRBERNERR.
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MRFHIAEARAD TR BN HE |, M AT LLEF CloudWatch BEA SR BE/res-<env-name>/
cluster-manager A T FHAEE. 8N AEEHGE [NARR] 5L, MARRE , B LUMthe
section called “RIBEE" NHERHIRS,

B[O FEBRINMNR , AT TRE

1. M Bucket s FIRPIEFRECENFHRE.

2. EEMRETR,

3. 1E Bucket policy ( &K ) T , BEF Edit (HE ) -

4, FUTBRRMEFEBERED, HXLEESRNEECHE .

« 111122223333-> &89 AWS Ik &

« {RES_ENVIRONMENT_NAME}-> R RES IRE R TR
« us-east-1->&FT1E AWS i [X

« amzn-s3-demo-bucket-> {RHY S3 FHEFE I

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "Export-Snapshot-Policy",

"Effect": "Allow",

"Principal": {

"AWS":
"arn:aws:iam::111122223333:x0le/{RES_ENVIRONMENT_NAME}-cluster-manager-xole"
},
"Action": [
"s3:GetObject",
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}I
{

"Sid": "AllowSSLRequestsOnly",
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"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
},
"Principal": "*"
}
]
}
BENARR
1. &R RARR,

2. WABEREMN Amazon S3 FERHIAE M.
3. WA RIRRE SR,
4. BEERX
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I

Apply a Snapshot X

S3 Bucket Name
Enter the name of the S3 bucket where the snapshot to be applied is stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter the path at which the snapshot to be applied is stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (¥*), single

guotes ('), parentheses (), and hyphens (-).

5. HE+ZHME, & “RREE NH AR FIFE URERE.

Amazon S3 F &

MREIRIEE (RES) X Amazon S3 FEMERE Linux B REEAMIZHE (VDI) Xfl. RES
EE R WLN S3 FREMEMA RES , REMMBME , mEEEE , HE HHEEE TH ‘S3 &R
IRTF H  BR A A 4

S3 FEMEHEREMR T THEEANERA S3 FHBNTIR. £ S3 FEHBEFERT , 89
B
1. ERARMFEEN S3 FHMNEE RES,
2. & S3 IFiER , ARERBRERBMITUUTIRSE
« REBTFHER
3. FARRFREFHBAEMHTERAERC MM S3 FER,
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RES Environment Management

S3 buckets

Bucket name Bucket ARN Mount point Mode Custom prefix Projects

53 Bucket arn:aws:s3:res-s3-example /53-bucket RAW %p default

DLTETNENAEERN RES BB REE Amazon S3 F# .

T

- [BE VPC ZEH Amazon S3 Fi#E A REZ M
« ¥/ Amazon S3 F4E 1

- %% Amazon S3 FAE1F

- BRI D% S3 7

- BEERE

 BBK AR U5 R AR

« PR VPC RHERIEIE

- [EEHE

- B A CloudTrail

fRE VPC #BEH Amazon S3 ZEMF LIRSS

MREERER VPC $ 582 Research and Engineering Studio , i1 AWS lkFH & RES 5§ , &
BLUTLSBREH lambda Bl ES .
1. BRFEBARESIEIEEN AWS KFH Lambda #ZH &

2. BERHSHBLB N Lambda E#. <RES-EnvironmentName>-vdc-custom-credential-
broker-lambda

3. GEERHEHM EE AT+,
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e @ This function belongs to an application. Click here to manage it.

¥ Function overview s

Diagram Template )

Related functions:

(__Export to Application Composer ) ( Download ¥ )

Description
‘vele lambda to provide temporary credentials for mounting object
storage to virtual desktop infrastructure (VDI) instances.

| select a function v
Last modified
s ‘ 17 hours ago
‘ £3 Layers ©)
E— Function ARN
(_ + Adddestination )
m API Gateway 2 Y
(_+ Add trigger ) Application
Function URL info
Code | Test | Monitor | Configuration | Aliases | Versions

General configuration Environment variables (16) (edit )
Triggers The environment variables below are encrypted at rest with the default Lambda service key.

| Q Find environment variables 12>
Permissions
Destinations Key Value

AWS_STS_REGIONAL_ENDPOINTS regional
Function URL

CLUSTER_NAME
Environment variables

CLUSTER_SETTINGS _TABLE_NAME
Tags

DCV_HOST_DB_HASH_KEY instance_id
vpe

DCV_HOST_DB_IDEA_SESSION_ID_KEY
RDS databases

DCV_HOST_DB_IDEA_SESSION_OWNER_KEY
Monitoring and operations
tools MODULE_ID

Concurrency and recursion OBJECT_STORAGE_CUSTOM_PROJECT_NAME_AND_USERNAME_PREFIX

detection
OBJECT_STORAGE_CUSTOM_PROJECT_NAME_PREFIX

Asynchronous invocation
(OBJECT_STORAGE_NO_CUSTOM_PREFIX

Code signing
File systems.

State machines

4. HEEM , EBEHRREEUNEE LD
5. &R Edit FFUTHHRZERMBIEES

o # : AWS_STS_REGIONAL_ENDPOINTS
« { : regional

6. EEFEF

N h0 Amazon S3 12 4@
BN S3 FHEMBAIMBEHN RES 5 | EHITUTEE :

1. %&$F Add bucket (RINZEMERE)o
2. WMATFHMBENEAGE , flUFEBEEH. ARN FEES.

/A Important

- BIBETEESFIRHANEFEE ARN, EHRIMER

idea_session_id
idea_session_owner

vde
PROJECT_NAME_AND_USERNAME_PREFIX
PROJECT_NAME_PREFIX

NO_CUSTOM_PREFIX

o

o]
6

Amazon S3 1ZfE &

146



MESIRIER ArfEm
o 7 ARN AILEE —1MEIR , ZAIRFEMEM S3 EHBEZIBBEIT XK.

RN E BRI,

w

/A Important

- ARUERECRARERXATHERENESEE , F5H.

4. HEBREW T , B LRHE IAM S ARN RESFEBUHITERSIHR, HEPHEIKS
TFER RRSREBEBIKS B RIFAFEN IAM B,

5. (Wit )NEFHE\EESHEXRE , WEAUNERITER, B2 , TEF S3 FREBRAITE NN
B VDI 2EF, AEETEEFEBXEKEEINSES QERFET,

6. ZEERXR.

Amazon S3 174 147



MRASIEIAEE RAriEmE

RES En T

Add bucket

Currently only available for Linux desktops

Bucket setup

Bucket display name
Type a user friendly name to display

Bucket ARN

Paste the copied Amazon Resource Mame (ARN) from A

Mount point
Type the directory path where the bucket will be mounted

Mode

3 even across different accounts

() Read only (R)

Allow user only to read or copy stored data

© Read and write (RW)

Allow users to read or copy stored data and write or edit

o create a prefix automatically

| Mo custom prefix v

» Advanced settings - optional

1AM role ARN
' bucket, paste the I1AM role

urce Mame (ARN) copied in Identity ar

Project association

Pi

jects - optional
Associate the bucket w

(o) DD

Y% Amazon S3 12

1. 1E S3 FE@HIKRPIER — S3 FMEW,
2. R REDIEE B

3. WMABMWER,.
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/A Important

- FIB & S3 FHEXERT R FMBERIZT E VA ENKEEMIEH (VDI) 3%
Pl, AEEMBE FEH VDI 2EEZFREBXEE , ZEERTSEHINZME FE
Y VDI 21iF,

- BUETIE & S3 #RANXERRFA ST S3 FRBTHHE , ELSBEREAFEED
A Z I

4. LEERREFHEBIRE,

RES » Environment Management

Edit S3 Bucket

Bucket setup
Bucket display name
Type a user friendly name to displ

53 Bucket

Project association

Projects - optional
Choose the projects to associate tc

| default X |
default

[ cancel ) Save bucket setup

BRI D S3 741

1. & S3 FEMFIKRPIEE—1 S3 FEM.
2. MR KEHIEE BIBR

/A Important

o« SRRAIR T TR RE AR R B BRAT R T B K BXo
- BIBRRIER LI S3 FRBPHHE. ER2MER S3 F#ES RES #IXEK,

- BREMBHSHIEN VDI SEERKEWEERNS (X4 108 ) HEEHRERE
LT RN
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HiERE

5 S3 R MFME RES i , BAEBRHERBANREREARENAA A, EFNEHE
BUEL , BALUER R (R) RiEE (RW) #=,

R

WMRES |, Read Only (R)NIBIEFMIE ARN BIHIZR ( Amazon BREM ) sEIMITHIERE,
Bl MREEAFEA ARN @ RES RNF# 2 X |, arn:aws:s3:::bucket-name/example-
data/HFkF#EIXEIE A MIE B XEEX , M| VDIs NILE A FIIE B FEsH AR ReEiE
B F#&ZEbucket-name THIEIE, /example-datafb iR IZBEZANEIRE. MREME
¥ ARN S BEMIIEIER , MEBEMNFE BN TEHESEXBRNETMmE £/,

BNE

WERRead and Write (R/W)i&d , N{PHLIREFMETE ARN B a1 EE S ITHIERE |, W EFTR,
WEXEEHMED , AFEEAN S FEHBRHEETTENIR., P /FRead and Write (R/
W), “BEMAIIR BoFERNTH , ZHI7RHIEUATEIMA TS .

- SREBEMNAETER

* /%p

* /%p/%u
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RES Enviro nt Management 53 buckets

Add bucket

(@ Currently only available for Linux desktops

Bucket setup

Bucket display name
Type a user friendly name to

— )

Bucket ARN
Paste the copied Amazon Resource Name (ARN) from AWS 53 even across different accounts

Mount point
Type the directory path where the bucket will be mounted

( )

Mode
(O Read only (R)
Allow user only to read or

Associate the bucket with the following projects. To add 2 new project, go to Create Project

A EENBIERE

WMENo custom prefixiki¥ “BENBIR , WEFHTEMEEXBERENER TRMNE
. XATEFERXBENEMAIME EFEMMEANR, fln , mREEZEANo custom
prefixi&EH ARN arn:aws:s3:::bucket-name FF# 2 XFME RES , HFFHIXS
TiEH A #BE B MEXE , M| VDIs NIE A T E B REsINA P RAEX ZFM# 2 XH TR &
EEMNR,.

E8/UEEE L THIERE

MR /%pikF “BENIE , WFEHEBPNEESEEXENE MIENMBRE., spEERRME
KRB, Bl MREERFEH/SpikEM ARN arn:aws:s3: : :bucket-name, HEHRHNNEME
WRMFE#NE/bucket , R ZEMBSTE A FTA B xBEX , MTE A FHAF A TG
BEAXH., /bucketTH AFKAF B A/ LERAF A BAWXH /bucket, BR , IRAF
B#EWE B /33 VDI H#1TEE /bucket , i THETEAF ABARNXH , EAKERZEN
BREN. AR ABARNXHM TR TH S3 F#ME+T , /ProjectAMAF B ReEEFEAIE

B VDIs Y3 /ProjectBitF 8E1 A
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EBINHE. SMRAPR EHTHIERS

MR /%p/%uikiR ‘BENHR , NE#EFBPFHOBENSZIMEBXENEMIEMBENAFE

B, SpLERRIMENRE , suRFKAFE. #ln , EERAMFEH ARN arn:aws:s3:::bucket-
name M EMEWERIE RES & |, /%p/Suit P BIEH SN, /bucket W FHEEITNE A FIME B
HXB, T1E AFKAF AAEEEAXH /bucket, SZRIRERSpRENZETRE , £IX
ERT , AF B RETEAF, AEIE A PBEANXH /bucket , RABIEHIBE MAFR
B. AR ABANXHNTEHIR T S3 FfM@+ , /ProjectA/UserAM A/ B REE VDIs &£
B A RN /ProjectA/UserBEf F&ETT A,

BT P 17 A 15 R AR

RES ATLAMEAM AWS IKFHERF#RE  IREXLFERBESEINNR. EUTHRD , KA
Y RES SRR RENKS B PR S3 FHM.

SR 1 EEE RES WIKF I IAM A6 (XHHAKS A) -

1.
2.

BRFEDE S3 FHEMA RES IKF (K A) B AWS EEEZH A,
17 |IAM 2% &

a. SHE IAM ZFIEAR,
b. ESMERF , EFRE.
BIR R

a. ERBERE,
b. 1%&# JSON &I+,
c. FEMELLT JSON KBE ( amzn-s3-demo-bucket B RIKF B F ) S3 FHBHEF ) .

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject",
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"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

}

d. :\lij:%-l:_i"zo
4. BBERHOIERR .

a. RMERMEEIER (HIW , AccessPolicy“S3”) .
b. AINAE R ER BRI B Y.
c. BEERBHALEERIEEK,

5. ¥ IAM ZHIE&

a. SfE IAM ZEIER.
b. ESMBEEF , EEAE,
6. BIZAG .

a. EEMEAE,
b. EFBEENEERKENAERFIRE,

c. FEMELLT JSON RBE ( 1111222233338 #RIKF A HISEBRIK P
ID. <ENVIRONMENT_NAME> RES ZEBH B us-east-1BF LK RES EFH AWS X
=) -

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
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"AWS":
"arn:aws:iam::111122223333:role/<ENVIRONMENT_NAME>-custom-credential-
broker-lambda-role-us-east-1"

3,

"Action": "sts:AssumeRole"

}

d. J\.i?%—l:_ﬁo
7. HEONRPREKRE -

a. BRIEREZHCIENKRE,
b. J\.i?%—l:_ﬁo
8. #rid, EEMCIEAG® .

a. WARBEZF (HIW , AccessRole*S3” )
b. EHE3IT , EEFMRL , RAERMAUTRNE

- # : res:Resource
« {H : s3-bucket-iam-role
c. EFACALRUIEAEG,
9. ¥ RES Hif£f IAM A .

a. EHEEN IAM A& ARN,

b. ZF RES #4l4,

c. EEMSMERD , &F S3 FHE,

d. EFBRNEER  RASEABKS S3 764 ARN EEXRE,
e. EFR‘SRRE-E THIIE,

f. 1 1AM B ARN ZEFHAAE ARN,

g. &R RIEERE

SR 2 BRKS B RV RERARE

1. BFIKF BH AWS EEZEA
2. ¥TFF S3 #&HA -
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a. SMF S3 EHIEMR.
b. REEEERFHRMNRAFEM.

3. ‘mEEMMARE:

a. EE R G+, ARG FHERE.

b. RMATREUARTKS A PH IAM BEFRIFEBIINR ( 1111222233338 KT A
HISEBRIK P ID Ml amzn-s3-demo-bucket S3 F#WIIBIR ) -

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/S3AccessRole"
},
"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
}
]
}

C. iij:¥1%ﬁo
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BrIEFAE VPC FEY BRI &

NBFIER P HEENT S S3 FHMMER B CKS R S3 FHMES |, ALK VPC KinT /K
R IENFE VPCo, U THRUEAMAN S3 RS I VPC KT R, ZL&IRT /51T B &R K-
P S3 FREBAREMEMREEKS, FEBNIKS.

1. I LS VPC ##H & -

a. EFAWS BEZHE
b. FIHLE# VPC 414 , MutJ https://console.aws.amazon.com/vpc/e
2. 7 S3 8 VPCKigT A :

a. EEMNSMERT  ERLET
b. EHGIBRIRR.
XNTRSKR , FEFES AWS RS

d. ‘RSB FEBF , Wi Acom.amazonaws.<region>.s3 ( <region>F#& AWS FREH
X Ei ) RBER “S3%

e. MHIRAIEE S3 RS,
3. EBEBERRIRE :

o

a. XFVPC, BREHEHFGERIN VPCo
b. WFFW , FAFHBEHEAT VDI FREFHNLE TN,

c. XT “ERDNS &, FHARENZET. XAVRFIE DNS THLE BT 2 <M 455
Ho

4. NRBEEENRFIHER

a. TR T, EFEBEN,

b. TERBEREIRT , MARBHREHNKFRISEKS N TR REE, LT 2K RG] (amzn-
s3-demo-bucketE#n N IEH S3 1FEM4444555566668 111122223333 B E (4]
IDs BYAERI AWS K= ) -

JSON

"Version":"2012-10-17",
"Statement": [
{
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"Effect": "Allow",

"Principal": "*",

"Action": "s3:*",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,

"Condition": {

"StringEquals": {
"aws:PrincipalAccount": [
"111122223333",
"444455556666"

a. KRNEMIRE
b. EFE/RBIES.

6- Bﬁiﬁégﬁﬁjl-__"—’\\\ :

a. BIBEKXRTNRE, & VPCEHEPSME BRI R 82,
b. EFEFIBRIRES.
c. WIPRBREBEANTH.

BRIXESRRE , BALIGIR—N RV S3HRE VPC KT R, BRRTEHNKSHEEKS ID
Ga: O

I8 B 25
AR E B RBTEE VDI LS
MBAEHBIEE VDI 55 NANEL M BERERBFERE, BEEUTSERRA,

1. EF VDI AE:

a. BFEAWS EEEZEAE
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b.
C.

d

77T EC2 2% & H S EISKHI,
EREFHH VDI KB,

BLEEERERES VDI,
BITHT 885 :

sudo su
cd ~/bootstrap/logs

EXE , RULUKESIS AR, EAXKBFEMAEREFEconfigure.log. {time} XHH
#®E,

WA, BEEE/etc/message HELIRIMEZHFMER,

2. BEBHTEMEIERIE CloudWatch Lambda B :

B F AWS B4l A
$TF CloudWatch =5 & H S B BEA

BERAEH/aws/lambda/<stack-name>-vdc-custom-credential-broker-
lambdao

*\ﬁﬁﬁ—/\jﬁﬁﬁ’] H /l.,\éﬂ ;:FTZE H lu\qu:kEIJFﬁﬁ 'Lno iX‘Lb H E’I@@?ﬁ*ﬁg Tt”z% S3 ﬁ{%ﬁ
Rftmet B E L EIENBERENFAEE.

3. BEFEEHEMNEIIENRE API Gateway CloudWatch B & :

a. BXAWS EE#EHA
b. #TFF CloudWatch &%l & H S#Z A &4,
c. BEHEHA<stack-name>-vdc-custom-credential-broker-
lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>,
d. *\Aﬁﬁ—/\—]ﬁﬁﬂ’] H /u\éﬂ ;:FTIT: H /mq:'ﬁ',ﬂ}’ﬁﬁ 'Lfo xlkb H /u\‘{vf'@ ﬁ;&r‘ﬂ API Gateway
AR S3 FHBATEN B E L ERNEME RGN FEMER.
MAEANREREFEREN IAM ABEE
1. &3 AWS DynamoDB ###l4,
2. EERE
a. EEMSMERS , &F &,
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MEEIRIERE AriEE

b. T H%kF<stack-name>.cluster-settings,
3. PERT:

a. EFEFERIE,
b. WWREIEE “HE"
4. AR

a. &R WIERR LTI “TRikeERSR B &0
b. FLIEIRE N FEMNZHAETE-

- Bt mAEH,
o FfFEE TN

- {8 : #i Ashared-
storage.<filesystem_id>.s3_bucket.iam_role_arn<filesystem_id>Ei#A

FEBRNNHFRSENE,
5. HITHH#E:

‘R BT UEATIERZETEE
6. KREHE:

MRZEZEEE , FRACEHEBN IAM € ARN EBREZE,

WMRIZFBTFFE -
a. EFRGIEWE,
b. WAEMIFE :
« XTXREEM , iH% Ashared-

storage.<filesystem_id>.s3_bucket.iam_role_arn,
- ANINEFEH IAM B ARN,
c. &R R LAURNINZINE
7. E#ME3 VDI XA

EFXH] , VDIs BREBXREFHZHEIR IAM B2 ARN #IIHy K4,
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/2 A CloudTrail

E(F A CloudTrail ##|A& CloudTrail TEEH KR E A |, BZBAWS CloudTrail AF SR H £
CloudTrail # 4| & 6|2 R ER P IREMN B TIRME, CloudTrail BT idFi5E S3 F#EN IAM £
BRICKX S3 FH B IH R PR, X a] LLEEREEISEHI ID |, ZRHIIDEEESIME A,
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MESIRIER ArfEm
A — |
FERZ™m

AN ARAFPRBEBEREAENMKEEEMAFIMENES.

ES ]

« SSH %A
- ENRE
- HERM|

. SR

SSH 7]
E(FH SSH iFRIELZ2EM , BHITUTEE :

1. M RES ¥#ci%# SSH ifH,
2. RBEELMEBAMSA SSH = PuTTY #7151,

BRI

ERLRmHED (VD) BRAFAFE L AWSEIZEMEE Windows B Linux EE\SHE. AP aJLfEE
ZERAGBEBCEXNW I ENMMARFNER T B3I Amazon EC2 41,

XEBNRERS
RES BRIXIFEANTRERGEHENRE :

« WG5#h Linux 2 (x86 1 ARM64)
» Ubuntu 22.04.03 (x86)

« RHEL 8 (x86) # 9 (x86)

* Windows 2019, 2022 (x86)

£}
- BEFHNEE
- BREHNRE
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« BHEHKRERS

- BRENEE

- REKEER

- REENEE

- ERREAEBEN

B RE

1. MREFRE BNEMKE
2. AR BIFMEMKE

RES Home Virtual Desktops
Virtual Desktops S © QI e T o)

3. WMAFRHMNFAEE.
4. EEBEXR,

—KESLNKRAGEENFHFHRRUANEI , EHKREFE 10-15 7HAERHRE. BINEIRT
P& B, RES %M GPU SEHIH ZEMIXNESIEF.

BN O T

BEVRELRE , FEFRKEF , REEA Web = DCV & int TER,
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Web connection
B Web HI%Es15 R RE R EEREES
«  J%&#F Connect , EERFRBUAEEBN N K7 RGN EHE,

MyDesktop3-windows (2 Connect

(avcvseiomric )( @) .

DCV connection
BT DOV B 15 S E ATREREMLE, BB DOV W, EHTUTERE :

1. & DCV 2BEXMHUTRZ.devX ., BFBEERS LZE DCV B iR,
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Virtual Desktops QI e | o)

rheld & Connect

@ Ready RedHat Enterprise Linux 9 t3.medium @ No Schedule

2. BREFEUH , HEEF? B

How to connect to your Virtual Desktop?

Windows Mac 0S Linux Ubuntu Web Browser

Step 1) Download DCV Windows Client.

& ZIP & MSI

Step 2) Install the DCV client on your computer.

Step 3) Download your virtual desktop connection file. (DCV Session File) & Download

Step 4) Open your .dcv (DCV Session File) with DCV viewer client.

15 [F] 4% B9 R TE 164
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R RERES

ERFHRKENRS , BIITUTRE

1. EERE.

tual Desktops

Virtual Desktﬂps C ':‘ ETOGTIERED Launch New Virtual Desktop

2. EEREURERS. BEDANMNATAER
- Stop (f£1k)

EFLENSERCEZREE , EAUENEREIESFLNLE,

. ER
EFEDLTAE,
. st

KAGRRE, MREEANRIGNFE , WAL EARKSBBERR. BLIE2H , BN
ZRHIER DR RES XHRE,

* Hibernate
FLHEHRSGREFEAEFY. EFEFIRARE , EVNARFTIRE , EMEEEEZEH 6L

ERo AFMAEXRPIBZEFNRE , BZERIABENFICBBRAERAES TR, ERIEENEHE
RABXFIRE |, BSR KR TRE .
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1SR LR

BALEMELNREANEHRERLEE R,

1. BEEUEERBIKPNZE , BDIUFLERIE -
a. ii?%?;%ﬂzo

irtual Desktops

RES Home Virtua
Virtual Desktops Ot © QI e )

b. EFRELEERES.
c. &‘EEEIL,

(® Note
BRI EEMNESERNRE AN,

BWARECFLE , &F BE REEE EHXE
ERRBEBMBEETENREKRN,

EERRER

XpEHE , ERRE

o & 0N

a. ﬁ#:%ﬁ{,ﬁo
b. EREMREIRE.
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C. ii?%%i—)bo

RREXEER

1. EERE.

tual Desktops

Virtual Desktops — s © G e | )

2. &R ERER

ZHEELRE

MANBERT , EELRERBRER , HEFLERL LS F2R2—ELTEDRS. aXIEZRT
HeFE | URIESNMELE, ZRRSRHED 15 DHRKBENEEN CPU EARET 15% RE
B, BT RIEEN B3 Eai MELRE,

1. ERRE.
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RES » Home ) Virtual Desktops

Virtual Desktops D e mnsmniesge O I wondows T e )

rhel9 [ Connect

@ Ready RedHat Enterprise Linux 8 t3.medium @ No Schedule

2. 1%&# Schedule,
3. BEBXWBRELRH.
4. EBRREF
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Schedule for windows-session X

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ (@ Cluster Time: October 20, 2023 4:32 PM (America/New_York)

Monday

[ No Schedule

Working Hours (09:00 - 17:00)
Stop All Day
Start All Day

Custom Schedule

[ No Schedule

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day
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RE R SR HE B 31 F 1

FEERAAUUREREUATFELERLLRNE VDIs, § 4 HAEENRE

R - BT T ZERRS BECPURI ARE T HEMN 2 FFE,

2. CPU FAXRE : REXEABRTUHHENSBEHUNEZERNLTE, WRFHRERN O, NKEZTFS
FEFERNZER,

3. ¥ERE  ZRENE , 2IEFTEIWRES (EFLERLL ),
4. BEHIT R MBEAPUAT , WA ARERHITHNRERZRMEFELNRE,
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Update Session Settings

Idle Timeout (minutes)

1440

Sessions idle for this time with CPU utilization below the threshold will time out

CPU Utilization Threshold (%)

60

Sessions under this threshold are considered idle

Transition State

Stop

Sessions will transition to this state after idle timeout

Enforce Schedule

Enable to allow schedule to resume a session that has been stopped for being idle

Allowed Sessions Per User

)

Maximum sessions allowed per user

Cancel Submit

REERE ‘RERE” WHEHW ‘RF[EDMFT. BEEREFNRESG , BE "BR” URFIR
LEREAEHRNRE  BFEIE A2 ENHERABIHNINRE,

BEE , 2EFREEREELLEHIIESISTOPPED_IDLERE. AFMEEB M U B
ZISTOPPED_IDLEZiE,

VDI BZ1{EM
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HEEME

EREREL  SUNUEIEEEAENRE, BEEIRE , RIFEREERIMEE , SNELM
EEXEREE.

RES Home Shared Desktops

Shared Desktops (2)

List of Virtual Desktops shared with you. Unless user has Admin or Owner profile, session owner must be connected in order for them to connect.

@ Session Created ¥ Last 1 month

Q Search All States ¥ All Operating Systems ¥
Name Session Owner Base OS Instance Type State Permission Expiry Download DCV File Join Session
DemoSession demouser2 Amazon Linux 2 méa.large [©] Ready 10/26/2023, 5:00:00 PM Download Connect [4
MyDesktop6-linux-gs demoadmin1 Amazon Linux 2 t3.medium © Ready 10/22/2023, 5:00:00 PM Download Connect [2
1

HELFEN , BUUNEEEERENR, fl0, EANEEESZESENRERT RIERHRNR,

[ ] [ ] H'I’
A =
o7 |4t

H (3
b |

A

=

M
i
=

1. ERERIES , GERE,

172
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Virtual Desktops Auto-refresh

rhel9 [ Connect

(@ Ready RedHat Enterprise Linux 8 t3.medium @ No Schedule

2. EBRSENR.,
3. EEAFPMXBRR, &0 LAk E ZIHRT ),
4. EBERE.

Update Permission for MyDesktop5 X

Select the username, permission profile and the expiry date of the rules
[Q demoadmin1 XJ [ Owner Profile A ] [ 2023/10/22 }

View Only Profile

This profile grants view only access on the DCV
Session. Can see screen only. Can not control
session

Admin Profile

This profile grants the same access as the
Admin on the DCV Session

Collaboration Profile

This profile grants certain access on the DCV
Session. Can see screen, control mouse and
keyboard.

Owner Profile
This profile grants the same access as the v
Session Owner on the DCV Session
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BEXANBRMNEZELR |, 5 @the section called “IXPRFEHE”,

BRXELEH

AHEREF , BUUEESEHAENKREAEZSIRG, EIBEIMEN LR/ DCV A, B
TiEE  BREPHHARITRFELHENEHE,

A B

AR YR ER A B Web IR HEIXHRSE. BUUEBRREXHRE LEERGENAMETRAX
. FiHTFME (Amazon EFS) A T A Linux =, X F Linux  Windows & , E FSx #HEH
F ONTAP WA, EFELRE LN X4SBEILIRHET Web B X4 "’“%EE%EI#H‘EHO

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®m root / home / demousert
Q 2 items 2. Upload files Create folder Actionsv W Favorite C' Refresh i= 8 Options v

Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

FR

- LXK
- BIERX
- EERHEXR
- RENXH
it B8

e

1. & LEXH
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. BAMBRXH , BELARKE EEH XX,
3. &E L& (n) MK

A B 32

1. EEREMERE X,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 = root / home / demouseri

Q 2 items 2. Upload files Create folder Actionsv # Favorite C' Refresh i= i Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. EBIRE,
3. %R CHIBRSTH,

gE SO ARETEMANXHRIMER , REEE BIBRTH

I B 3244 175
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i PS

BEEEEENNHEMIARK , ATCRERINE WK,

1. EENXHFRIHFX,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ™ root / home / demouser 1

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. IEEECWUHE
HE , B AR ETEMXFRIIAFR , RIFIEE WHE
(@ Note

WHRRFEEAR R TR T, NREERIERIEFRET , WEEERMUERE R

4 8 AT
A ATE Web (17 FR 4R B T SIAK AR R A,
1. RRBREFOX. BT - EEXHRBEES.
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. BMITEHHLEE “REF

& ¥ SLAF

R “XAHER ERANBI AR ARFRA R . BTN TRARE LR | REH
FR R A LAY BRAE B 30 A

« FileZilla ( Windows., macOS. Linux)

* WiIinSCP (Windows)

« AWS Transfer for FTP ( YL &i# EFS)
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RES Home

File Browser

My Files Favorites File Transfer

File Transfer Method

We recommend using below methods to transfer large files to your RES environment. Select an option below.

O Filezilla () WinSCP () AWS Transfer
Available for download on Windows, MacOS and Linux Available for download on Windows Only Your RES environment must be using Amazon EFS to use
AWS Transfer
FileZilla

Step 1: Download FileZilla
* Download FileZilla (MacOS) [4

* Download FileZilla (Windows) [
* Download FileZilla (Linux) [3

Step 2: Download Key File

( & Download Key File [*.pem] (MacOS / Linux) ) ( % Download Key File [*.ppk] (Windows) )

Step 3: Configure FileZilla

Open FileZilla and select File > Site Manager to create a new Site using below options:

Host Port

Protocol Logon Type

SFTP Key File

User Key File

demouser3 /path/torkey-file (downloaded in Step 2)

Save the settings and click Connect

Step 4: Connect and transfer file to FileZilla
During your first connection, you will be asked whether or not you want to trust . Check "Always Trust this Host" and Click "Ok".

Once connected, simply drag & drop to upload/download files.
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HUEHEER

R YEH R UMM IE R G SR AAIXS A B R A Y 43 E 8] AR 1T B PR HR BRIV 15 2o

F&

- BARRMEE
« [A& RunBooks
« BHEHE

FARNR :

- BAREENGE
- EANBENEHEEKRR
« IR Amazon EC2 £6I B B &304
+ CloudFormation ##%
- HTRBESHNRSEHE , HRBE Amazon EC2 Auto Scaling A&z #
- BBYTSH EC2 HH &AM
- ERiEHEN
- ERiEMENAENEE
o RFLIDRSHEMN
- 5E5B % (AD) XN ERmTHSE
+ Windows DCV iz,
« &3 Amazon DCV IRAEE
* [A& RunBooks
« REEBE
- RBEERERES 2 EREBENHE
« CloudFormation ##& 8IZ & M , HE REE “ WaitCondition EWEIXMBEE. Hix KB,
TaskFailed”

BBl CloudFormation HE#% /5 R W Z B8 F R 4438 A0

o EBIIEERBIRS vde 2 HI85 4 T HERS

- ATEBXNREIR , TTEMBRIFIE CloudFormation ik
- BIERERIBEZE CIDR S HEEIR
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WRETRIAE AP s
+ CloudFormation 22 ¥4 35 H ] 4% 61 22 K W
- BIEASBEIR CER ) #HAXMK , #E R AdDomainAdminNode CREATE_FAILED
- BHEEAR
« EFERINIT iam : PassRole
o BREAF AWS K UANABT AWS BRIRFRABRNARSEIREIEE
- BENER , BEVEREERIE
« ZRBRAHI KAEAS HiIR
- AFEAmENEFE RSP , BE RES FEX
- BlESERAFTAA
« CloudWatch £FEESR AE P HIE KD RHEIHIR
- RHERS
- RBY RESBIETXHRE , BEXERES VDI EHL
« BB RES & 7 — M XH4RS , BERERES VDI FH L
o RFEEM VDI M read/write £ FF
« FXBRALIE A 50 R4
« M RES #1227 Amazon FSx for NetApp ONTAP B & B MAE N EH A
« RERVREN "KW
- REBNALM , BEETREES ALK,
* Infrastructure
- AESIESRERBESEETEENES
- BYELKE
- UEEITHENRETEBR I ERE
- BRABERED 5 NENKE
« RME Windows EEZHAM , HETR EEESKA, EHER
« VDIs FEEEZRE
 VDIs B3 G ABHIRKRE
- ENEEAH
e Amazon EC2 SEflfEE4I S E S AKX IE
- BT EEMA AD/eVDi IR E R API Health Check %k , vdc-controller 354 iE 1£ f& 3R
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« RERAERURINTERN , B FTSHIE THIIRF

« cluster-manager Amazon CloudWatch HEE R “< user-home-init > lKFE R AT A, EEEFF
RArELS (ERKFRAFSE)

o EHXBFHATH Windows RHEE TR “CHKF EHER, BRAECHNEER”
 external/customer AD Eti&HY DHCP i%&If 7] &
» Firefox $81% MOZILLA_PKIX_ERROR_REQUIRED TLS FEATURE_MISSING

ER35 ) BR

+ res-xxx-cluster ¥4 F “DELETE_FAILED” IRZA , HTF “AEETHRRLERIR Hix , TZEF
o il BR

- WEBE

« EEFE VDI BE

« M Linux EC2 RHITEHAE

« M Windows EC2 EHI T & B &

« IEfEUEE WaitCondition £51%H ECS B &

ERIRNE
o REXNERREEN S HRIEE RS HIERHMEEFRER
« SERHER keycloak THE/EH

« 2024 x EHEA

2024.x EHIRE

(2024.08) ERl R AL EEE T A B4 A ARN H B E X F18kM read/write Amazon S3 24 1&
(2024.06) ¥ AD AAHTEZEREN , MARBELAK

(2024.04-2024.04.02) 4K 1AM PRI F AR MNZE VDI EHIM AR

(2024.04.02 R E R A ) ap-southeast-2 ( F&JE ) Y Windows NVIDIA EHIF B 5
(2024.04 #1 2024.04.01) RES MiER %M GovCloud

(2024.04-2024.04.02) Linux B\ REEER N AR T “RE" RES

(2024.04.02 R ERIRA) TTiER S “ SAMAccountt &> BHEE AEZRERFHH AD A

(2024.04.02 RERRA ) AT RS2 ENNFBER
(2024.06 RERRRA ) £ AD EIFSHAE |, BER R AKS RES @F




MEEIRIEE ArfEm
AR i A

AT EEAKXE RES FMAATUKIEEENEE.

- EANBENSBHEEKRR

« IR Amazon EC2 E6 EH) B A4

+ CloudFormation 4%

- HTRBESHNRSEHRE , HRBE Amazon EC2 Auto Scaling A&z #
- BBPYTSH EC2 HH &AM

- ERZEAEN

o ERMBEMENMNELRE

o ATFLIEREBHEN

- E5EZB R (AD) XK ERGmTHsE
+ Windows DCV iz
« & Amazon DCV AEE

ERAMBENEHEEFRR
RENEEXRRZTZHE | JEBEERNSEENSE,
R38& Amazon EC2 £ L/ B E T4

HEXHEET RES EEEAM Amazon EC2 £l L, SSM £iEEEIRTAFITHFSEHIHNSIE
REXE S,

EEHEEIEM vde-controller EEMZESEHI L |, aiIAEULATNERIINBAEFMEMBE L,

+ /opt/idea/app/logs/application.log
 /root/bootstrap/logs/

» /var/log/

+ /var/log/sssd/

» /var/log/messages

+ /var/log/user-data.log

* /var/log/cloud-init.log
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+ /var/log/cloud-init-output.log

# Linux EELRE L , LTHAEBESEANBEXH

 /var/log/dcv/
+ /root/bootstrap/logs/userdata.log

 /var/log/messages

# Windows E#IRESSAI L, AIAELTHiutRE BE

* PS C:\\ ProgramData n ice\ dcv\ log
« PS C:\\ nice\ProgramData\ n ice\ DCVSessionManagerAgent\ log

# Windows £, ATATE AT M3k B — £ N AR FRY BRI

* PS C:\Program Files\ NICE\ DCV\ Server\ bin

£ Windows £ , NICE DCV iE P XA LU EU TN EHKE :

» C:\Windows\System32\config\systemprofile\AppData\ Local\ NICE\ dcv\

Amazon CloudWatch BE&4H

Amazon EC2 1 AWS Lambda it E&RREEIEKET 5# CloudWatch BEH, EFRWBERBE A
DEHERERENERERANEER , W REH—KRER.,

XEFHENTERWT ¢

« /aws/lambda/<envname>-/ - lambda related
 /<envname>/
* cluster-manager/ - main infrastructure host
* vdc/ - virtual desktop related
* dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related

* controller/ - main desktop controller host
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* dcv-session/ - desktop session related

ERERSAR , FRARENNEZRNRHRTHEAERSBEEL , MTFAR. XFRX@HBEIEA
B R R AVH R

?"ERROR" ?"error"

BERENS - ERUEETE ERBNBHIEN AR Amazon CloudWatch 2 HIEH 4R,

plan , sl —ANhEE AT HEZRFRERNERVEIUAE , FRENSHE &R, KRG ER
ERMBRNBERRRRARACREZLHES,

DT REMENENN TG, EFAIIEE , BEEERTT , HF¥<envname>FH<region>EHEEIR
NHERE,

{
"widgets": [
{
"type": "log",
"x": 0,
"y": 0,
"width": 24,
"height": 6,
"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, e@message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
stats count() by bin(30s)",
"region": '"<region>",
"title": "infrastructure hosts",
"view": "timeSeries",
"stacked": false
}
}
]
}
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EHIR A RBIATBELI T AR -
CloudWatch » Dashboards > res-stage2-errors-lines Autosave: Off @ Period override 5 minutes (auto)

res-stage2-errors-lines v ¢ ‘ =) ‘ ‘ 1h 3h 12h 1d 3d 1w Custom UTC timezone ¥ H C I v H byd H Actions ¥

infrastructure hosts

1. count
40.00 o 0

30.00
20.00
10.00

p— o =
10-28 21:11:48
19:00 20:00 2100

22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00

CloudFormation 1%

MR B HiE 028 CloudFormation kB8 SRR BEEXN TR, BS4MNHEHES.
NTF 8 HE , ATUSEHE B4, RIR M R R SEREERHERNER.

RES % :

* <envname>-bootstrap
« <envname>-5£&

. <envname>-fg#x

« <envname>-B FR%E
« <envname>-Z {7127
« <envname>-HEZ1FfE

« <envname>-£HEE S
* <envname>-vdc

« <envname>-E2 E4

ERTEH (MREEERERRAEF LA EANARTRA , WAER AWS B HE
FRBERBER TR, )

+ <envhame>

« <envname>-Bx X

« <envname>-DirectoryService

« <envname>-1#fi&
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+ <envname>-WindowsManagementHost

AT RBSBNWRSEHE , HRBIE Amazon EC2 Auto Scaling A&
MR RES Uls kARG RHEIR , NRERRATRERNARF KRG HHE B,

FNEMIZHE Amazon EC2 =Bz R4 (ASG) MEE— “E3)” W+ , TATRMEFNYT R
SE. MR Ul REAIEAEIRBTEHE , HRE Amazon EC2 BHIAHRBEZSNEL LR
5l , H#EFH X ASG B Auto Scaling HIEZNIETF , LAUEE Amazon EC2 EHI R B4 F AR,

WMRE , BHEAXHINMER Amazon CloudWatch BEEARBERBIZRK T AJeERARIBRE MW IR,
EEBIMFRICH T REHA M ASG Kb 2Hl , LA LAMERA SSM &R AT A 5ZER FEIZITHSE
BIMESE , AREZEH LN BEEXHLBRERR,

MRBILEFER , ASG 2BFI B AR ERREATRERNTER.

EC2 Dashboard X C EC2 > Targetgroups > res-bicfn3-web-portal-e2958adc )

EC2 Global View

Events res-bicfn3-web-portal-e2958adc

¥ Instances

Instances Details
Instance Types

Launch Templates

Target type Protocol : Port Protocol version VPC
Spot Requests.
Instance HTTPS: 8443 HTTP vpc-011d10e23ad 10cbse [
Savings Plans
Reserved Instances 1P address type Load balancer
-bi - ¢ - 2
e 1Pv4 res-bicfn3-external-alb [2
Capacity
Total targets Healthy Unhealthy Unused Initial Draining
v Images 1 @1 ®0 0 0 0
AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)
Select values in this table Al lied to the
¥ Elastic Block Store
Volumes
Snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

v Network & Security Registered targets (1) Register targets

Security Groups

‘ Q Filter targets 1 [o]
Elastic IPs
Placement Groups O Instance D v | Name v | Port v | zone v | Health status v | Health status detalls
Key Pairs
O 1obasds08631£20043 res-bicfn3-cluster-manager 8423 eu-central-1c @ healthy

Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Sealing Groups

HRIAYD Dk EC2 2 & S\
AHAEREERARS FETHRERE,
ERhZRAE

YEESRHEZTR , Amazon EC2 #H|ABEERREUTAHARE L, ETHEHFIR RES Eitiikik
Amazon EC2 E£4#l. EHIBHFIEIZRE RES HRER Mo
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EC2 Dashboard X Instances (5) nfo
ECZ Global View | Q Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X | | Clear filters
¥ Instances

O Name ¢ v | Instance D | Instance state 4 | Instancetype ¥
Instances

O res-stage2-cluster-manager 1-095bdc4c87321a4ff @ Running @ a mb5.large
Instance Types

OJ res-stage2-vdc-broker 1-041867308771e71d3 ® Running @ mb5.large
Launch Templates
Spot Requests [ res-stage2-vdc-controller i-08800976C757717e6 ® Running @ Q m5.large
Savings Plans O res-stage2-bastion-host i-0523e5480f434581a © Running @ a ms.large
Reserved Instances O res-stage2-vdc-gateway 1-00773bc97ccle841d ® Running @ Q mb5.large

Dedicated Hosts

Capacity Reservations

EMRYENNELRE

f£ Amazon EC2 ##l& % , ¥EUKEETH , eNFERELUTFUTRE, EXMERT , ELR
EULdERE, XPIEMNEERUERENAF. PENEMEEHNRENXERN , TUEHIA
“MyDesktop” , 2 A] LA F FiREH B Fro

EC2 Dashboard X Instances (7) o
ECZ Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X ‘ | Clear filters
v
Instances O Name r's | Instance ID | Instance state v | Instance type ¥
Instances
O res-stage2-bastion-host -0523e5480f434581a ® Running @ Q m5.large
Instance Types
O res-stage2-cluster-manager i-095bdc4c8732 1a4ff ® Running @ Q mb5.large
Launch Templates
res-stage2-MyDesktop1-demoadmin4 1-022826¢122d8c78d5 Runnin méa.large
Spot Requests U [ 9 4 P j © g @Q e
Savings Plans (] res-stage2-ProjectWork1-demoadmin4 i-09ba5d8ae152¢6f25 ® Running @ Q méa.large
Reserved Instances O res-stage2-vdc-broker 1-041867308771e71d3 @ Running @ Q m5.large
Dedicated Hosts O res-stage2-vdc-controller I-08800976c757717e6 ® Running @ a mb5.large
Capacity Reservations O res-stage2-vdc-gateway [-00773bc97cc1e841d ® Running @ Q m5.large
¥ Images
AMIs
AMI Catalog

R F L IEPRSH EH

4 Amazon EC2 ##|58 EREL LKA , EMBERELENREEN. MREFFHEITELTL
IR EMBHEN , BRI RESMHBERENEMBHEN , WATERRRSGRBEERE.

TERERT ELIENKERXA,
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EC2 Dashboard % Instances (10) info
EC2 Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 ‘ X | | Clear filters
¥ Instances
[l Name /' 'y Instance ID | Instance state v | Instance type ¥
Instances
O res-stage2-cluster-manager i-095bdc4c87321a4ff © Running @ Q mb5.large
Instance Types
O res-stage2-vdc-broker 1-041867308771e71d3 (® Running @ a mb5.large
Launch Templates
Spot Requests O res-stage2-vdc-controller i-08800976¢757717e6 (© Running @ Q m5.large
Savings Plans O res-stage2-windows1-demoadmin4 i-092cdf6a7e52e9b%a © Terminated @ Q mé6a.large
Reserved Instances O res-stage2-rhel91-demoadmin4 1-0b3d134f606a53636 © Terminated @ Q mba.large
Dedicated Hosts O res-stage2-bastion-host 1-0523e5480f434581a ( Running @ a mb5.large
Capacity Reservations O res-stage2-aml21-demoadmin4 |-023844b29c12b9393 ® Q mé6a.large
¥ Images O res-stage2-MyDesktop1-demoadmin4g 1-022826¢122d8c78d5 © Running @ Q mé6a.large
AMIs [} res-stage2-ProjectWork1-demoadmind i-09ba5d8ae152¢6f25 © Running @ Q m6a.large
AMI Catalog [l res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q mb.large

&3 B % (AD) XV BT HEE

AR 2 Idap X SHRE , AAUEEMENEN LR AXLERSUES AD BEMXER. AN
R H A S BN = BRAE B BN E R i A S B

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

Windows DCV i#iz
£ Windows SE £ , B UEAUTERFIHSEEBEHLIE

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files

\NICE\DCV\Server\bin\dcv.exe'list-sessions

Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console
name:windows1)

Windows DCV iz 188
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&, Amazon DCV RA&E R

Amazon DCV ATEMKEKXiE, AWS L Si# DCV. BAT R4l BA a1l E E T 2 &0 DCV FHHI AR
¥/

Linux

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version

Amazon DCV 2023.0 (rl4852)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

7] & RunBooks
T—F3ETREHIAY )RR, L0RIA N IX LL ja) 7 LA B 40 4aT 8 R (0] B A9 222 1%

o ZEE[A
s REELERES 2FiREHENEHA
+ CloudFormation #tRalE LMK |, H & RBEE “ WaitCondition EWEIAMEEE ., &iR KRS,
TaskFailed”

« FIhBIE CloudFormation 4% g Ak Uk 2 &8, F HB 4438 40
o SCIEEEIRD vde 418540 T IR A
s T RE IR , TTEMBRIAE CloudFormation 4%

& Amazon DCV RARE R 189


https://aws.amazon.com/hpc/dcv/

WRETRIAE AP s
- BIEFRIEE CIDR REHEIR
+ CloudFormation 22 ¥4 35 H ] 4% 61 22 K W
- BIEASBEIR CER ) #HkKXMK , #E R AdDomainAdminNode CREATE_FAILED
- BHEEAR
« EFERINIT iam : PassRole
o RBEAF AWS K UANABT AWS BRIRFRAERNARSEIREIEE
- BENER , BEVEREERIE
« ZRBRAHI KAEAS HiIR
- AFEAmENEFE RSP , BE RES FEX
- BlESERAFTAA
« CloudWatch £FEESR AE P HIE KD RHEIHIR
. RRERS
- RBY RESBIETXHRE , BEXERES VDI EHL
« BB RES & 7 — M XH4RS , BERERES VDI FH L
o RFEEM VDI M read/write £ FF
« FXBRALIE A 50 R4
« M RES #1227 Amazon FSx for NetApp ONTAP B & B MAE M EH A
o REBHPIREN KK
- REBNALM , BEETREES ALK,
* Infrastructure
- AESIESRERBESEETEENES
- BYELKE
- UEEITHENRETEBR I ERE
- BRABERED 5 NENKE
« RME Windows EEZHAM , HETR EEESKA, EHER
« VDIs FEEEZRE
 VDIs B3 G ABHIRKRE
« S EAH

FET RunBooks ———— 190
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BT FEEMA AD/eVDi IR E R API Health Check kM , vdc-controller S245 IE £ fEFR
SRR LURNIMIE i, B A HIE THSIRS

cluster-manager Amazon CloudWatch B&E 7R “< user-home-init > Ik AR AT A, EESEH
FRL (ERKFRAFR)

ZiR B FZAH Windows £HE R “CHkF EHERH, EFRACNEER”
external/customer AD Bt E#Y DHCP #£1 [a] @&
Firefox 5= MOZILLA PKIX ERROR_REQUIRED TLS FEATURE_MISSING

« IRIEMIBR

res-xxx-cluster 40 F “DELETE_FAILED” IRZ , AT “BARELMBLERR Bk , TEFH
B

WEBFE

EETH VDI AF

M Linux EC2 EHIT&H BE

M Windows EC2 EHITH BE

IEfE Y& WaitCondition $5iRHY ECS A&

BERR

L3 B IREEHN B ARIEE R HIUE R EEREIR
ERHER keycloak TE/EFA

RIR[AE
1

BERELRE RES 2 G REBENES

CloudFormation #8122 &M , HERHEE “ WaitCondition BRI LABOE B, Hix  RE.

TaskFailed”
I 8lE CloudFormation 4% f5 & WK F BB 7 #iF 44 38 %01

KB IE BN vdo 2 HIZR4E T HEIRE

H T RE51% , TTEMBRIAE CloudFormation 4%

BIEIEATIEE) CIDR REHBEEIR

CloudFormation &I 22 2535 Hf (8] 4% 61 28 5

BIENZER (ER ) AWK , HE R AdDomainAdminNode CREATE_FAILED

REAE =



MRASIEIAEE RAriEmE

BEELRE RES 2mIREBAENEA

(® Note

FRFM  ERMITXESRZE , BDIFIUEB R PrivateKey AR T71& £ Secrets Manager %

.

SHEBIFINE Web B i

1. EFMINBISED alb AFHEBRYTIRAVIES

a.
b.
C.
d.

e.

£ AWS #2588 EC2 > B FH > AHBEE T SME RES A AHTHER,
BRERmEIENNEITESE <env-name>-external-alb,
KEEEI AR I[N MR,

BT AL FAE SRR IN SSLTLS iEFH Ay iiras.

REER,

2. HEEBRERT

f£ DynamoDB-> &#§-> R EEHIZRE R, <env-name>.cluster-settings
BENEIE HZEUERE — B B, “FRFE. &4 @2 FE “external_alb”,
®Ecluster.load_balancers.external_alb.certificates.provided® True,

ERTHY

{fEcluster.load_balancers.external_alb.certificates.custom_dns_name,

X=2 Web AIFRENBEELES.
ERTHY

{fEcluster.load_balancers.external_alb.certificates.acm_certificate_arn,

XRFMEEL DRI EESR (ACM) 894 RIEH I D R EB R (ARN).

3. EHEN Web BFIROIEZMNMEA Route53 FIHBRIEFK , FHIEMIA alb A IZH DNS &

#ro <env-name>-external-alb

4. MRIMFHELZEET SSO , FEAERHYE RES TP MUK “EMRE” > ‘FHRMEE > &
REF >R >R RAPEANERHAREHREKE SSO.

R

192



MRASIEIAEE RAriEmE

FHEBARE VDIs

1. BIYEBATDBRMUATHRE , #F RES NAREFX BHMIT GetSecret BAENNR :

e res:EnvironmentName : <env-name>

* res:ModuleName : virtual-desktop-controller

2. HERRERY:

a. 1£ DynamoDB-> &ki&-> IR BIEFHIRE R, <env-name>.cluster-settings
b. ®IFIEUEHRBEUERE — &% “BH". “FHE". ZHE I NE
“dcv_connection_gateway”,

c. 1&iEvdc.dcv_connection_gateway.certificate.provided? True,

d. E#HM{Evdc.dcv_connection_gateway.certificate.custom_dns_name, X2
VDI R B E IEE .

e. FEHH
fEvdc.dcv_connection_gateway.certificate.certificate_secret_arn. Xz
REFILEBANBHELAN ARN,

f. B

fEvdc.dcv_connection_gateway.certificate.private_key_secret_arn., X2

RIFFHLARNBTNZHE ARN,
3. EHATMXEAINGEER

a. 1E AWS ##1A# EC2 > Auto Scaling > Auto Scaling > A uto Scaling A T 3TF A uto
Scaling 4.,

b. %#E5 RES HEX RAIM % auto Scaling A, ZE M EBEHBEBl<env-name>-vdc-
gateway-asgo

c. HEFHAFERDPRIFITHBHER,

d. HEHAGE >BRE>T , EREIUER ( QIBFTRE ) .

e. MTRIE “ERFIE

f. RIPBSEHHN AEBE

g. SHHEECERTIFICATE_SECRET_ARNFIPRIVATE_KEY_SECRET_ARN. ERARFIEH (SN

SR 2.c) MFHA (ZAPR2d) NENFZHEHXLE. ARNs
h. #34R Auto Scaling A E B & )9 £ A &L 61220 B s BB ARRZS ( 5k B Auto Scaling AT1H )
4. BEHERNEVURELIEZNMEM Routed3 FiiBidx , EHIEMMINE nib EITHEERAY DNS &

o <env-name>-external-nlb
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5. & ILTAEM dev-gateway 3£l : <env-name>-vdc-gatewayREEFFHEHIZ 3.

CloudFormation Bl kM , HE REE “ WaitCondition 2Bk MCEE, ik :
IRAS, TaskFailed”

EWERM , ERERNH Amazon CloudWatch HE4 <stack-name>-
InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, MRFHZA
BENEEL  FREEF-NMTANATEHE, BEPHNHEREENRHEXZENENESZEE,

(® Note
BINSBERREZER,

R Zh 1% CloudFormation ik f5 R UK ZI &+ #R 4438 %1

MR BI2 CloudFormation Mtk fa H AR B FERHFEATE , BRIEATAR :
1. WIABFER AU S8 m A ER,

MR FHB it R IEFRITE TG |, 1M BRH E#HEPE Research and Engineering Studio ¥k
R

2. 1BEEE Amazon EC2 ##| & LUEREVEIR L HIHIESE,

WMRA<envname>HIRIE RN DL LR Amazon EC2 26l |, RIEHETSSHIER | MK Active
Directory Bt & AJ BEF £ R &

3. WMRMEEHEBT AWS SHEETTEER FRAUIENIBRIE , BHIA VPC, REFRMALBEFRURHE
ik E NS B2 R BIER,

MREAMSHAER  WAREENRAEHIBE RES KR, AXESZELR  F5H HE~m.

4. WMREBFEABCHABERBET M , HEIAMEM Active Directory ST HAET & # PTEL,

FIAERIZESEHIR I A Active Directory Z2XEE, EZ iR P AL Bthe section called “SE4IIE
FEfEIR S vde R HI8RA TSP IRAS" R R R [ RE

R 194
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SEBIEE IR vde 2 HI8R 4k TR
Lt B B Bk AT RE Y R R 2 IR TR E BT A Active Directory,
ERIEFRBA , BRITUTERE .

F|_\|.

WHITH |, 7 vdc B HIBFNIZ1TRH LB E SSM B 4&iF.
2. 1&1T sudo su -o

3. 1217 systemctl status sssdo

fﬁ

MBRSAEES. KMHEEBSFEIER , WHAZSEHITEMA Active Directory,

[root@ip-: 1# systemctl status sssd
® sssd.service - System Security Services Daemon
Loaded: Jloaded (/usr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)
Active: |active (running) |since Tue 2023-11-14 12:12:19 UTC; 1 weeks 0 days ago
Main PID: 317248 (sssd) Might see “inactive”/“failed” here
CGroup: /system.slice/sssd.service
[—-31248 /usr/sbin/sssd -i --logger=files
[—-31249 /usr/libexec/sssd/sssd_be --domain corp.res.com --uid 0 --gid 0 --logger=files
[-31251 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files
L-31252 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step

Might see errors
highlighted in
RED here

NRRRENFEFRERRERNR

SSM #HixB &
ERIZANFE |, ERITATERE

o HERE—AMHFITEHIF , BfTcat /root/bootstrap/logs/userdata.logliERE,
ZRBARE = NN RERERZ—.

BARE1: AW ldap EZFAEETFTER
EEHE. MREZXREBFIUTHNEREES , WHAZEFFEMA Active Directory,

+ local AD_AUTHORIZATION_ENTRY=

EEAE 195
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(L -z ' 11

[[ 0 -1e 180 1]

local SLEEP_TIME=34

log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'
++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization,

+ o+ o+ o+

retrying in 34 seconds ...
[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...
+ sleep 34
+ (( ATTEMPT_COUNT++ ))

1. WIEE6E RES #ik AR EBWBA T UTEINSHIE.

« directoryservice.ldap_connecti
- BH%XBRS.Idap_base

« B 3%BRS5.users.ou

- B 3% service.groups.ou

« directoryservice.sudoers

« directoryservice.com

« B MRS .name

2. ¥E# DynamoDB RAMWFIEEIRE, %KM T DynamoDB #EHIEH “R” T, RBN N <stack

name>.cluster-settings.

3. EWRE , MRS ITHRELHINEFEESF vdc-Controller, Bzh¥ BfF A DynamoDB
RPN EBFEH,

BARE 2 : % AW ServiceAccount AR Z R IE#H

MRRE H&EInsufficient permissions to modify computer account , M4k 62 HE
W AR ServiceAccount ¥ A BER EHE,

1. 1£ AWS 25l & H T FF Secrets Manager.

2. #3*K directoryserviceServiceAccountUsername., WIRRIZZE<stack name>-
directoryservice-ServiceAccountUsername,

3. HEHUEEFAGERNE, & NEE T , & BRRYIEE" , RRGEEF HXX,

MBZECEH , BERERFEFHFEESITWERHEESRM vdc-controller 361, B3I H G E
FA Secrets Manager Y & BB s #F =6,

s
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BARER 3 : i AK ServiceAccount i IEH

MRERBEINvalid credentials , MIEBIZEMHERR AT A B ServiceAccount ZR3 A[REAR EH,

1. 1 AWS 2%l & 3T FF Secrets Manager.

2. #F directoryserviceServiceAccountPassword, MiRNZE<stack name>-
directoryservice-ServiceAccountPassword,

3. TABAUERERMAGEENH, & NBE" T , EE REVNEE" , RFEE MK,
4., MRLSETEBREFHEMANEBIEEIER , WA BTE Active Directory M Secrets
Manager P EEHB,
a. EREDPEERB , iHINIT AWS Managed Microsoft ADLA T IR4E :

i. ¥TFF AWS ##1 & H 3 ZE Directory Service.
i. RS RES BRMER ID, RBEFRRE,
i. EFREEAFBBE
iv. %A ServiceAccount &,
v. BAFEDL K AREREEZDB,
b. Z7E Secrets Manager PEEF , BRITUTERE :

i.  ¥TFF AWS #2#1 & HB11E Secrets Manager.

i. #¥FEdirectoryserviceServiceAccountPassword. MiRNZE<stack name>-
directoryservice-ServiceAccountPassword,

ii. IABHAUERFRAGEERNEH, £ NFHE T, & RRINEBE , RFEE AX
7/

iv. ii?%gﬁ?ﬁo
v. A ServiceAccount AFIREFZE , ARFIER “R1E.

5. MRIBEHTME , HMERFRH LI EEZTHEREERM vde-controller X4, Auto
Scaling £ A & #E = 3h ¥ 61

!

H
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HFHRBN KRR , ToEMBRFE CloudFormation ik

MEBRTFHREBIREIR (HIA ) §B<env-name>-vdc CloudFormation4 il Bk 2
Mvdcdcvhostsecuritygroup , M AT gER A T EAEH & Amazon EC2 L4613 3h B E 022 H
FRHEZEHH AWS,

ERIFE , FERHLLEFRANXM S RE3H Amazon EC2 KB, RfE , &7 LASRE I BRER

%,
RIEINERTE T CIDR SR
BIEIRERT , CIDR REBLHIEIR |, WMABARZASHA [FAILED],

BiRRH

Failed to update cluster prefix list:

An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

RNTBRRZXANEE | FHAERR x.x.0/24 5 x.x.0/32
CloudFormation €I Z2 535 Hi 8] H#E4% 6] 28 2K I

BIEHRES K —RINEFTROUNERE, EELEXE , et BIARERBE , NS B CloudFormation 3
REIBAM,

MEBHILXFEL | EHRAERSRGRE, NE , FUNEEMKE SRR,
BIENIRERR (JETR ) Hk AWK , HE R AdDomainAdminNode CREATE_FAILED

WERERIMEHER BB AT HBUA T 461X |, MATEER A T Amazon EC2 EXHIE 3 EMELE L ZH
BT T BN
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AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

EWERMERR , EHMITU TR

1. E SSMRAEERT , RERFEREBHWARRENMERXRMIEE T B ERF.

2. 1 SSM RunCommand/Automation $#i1T/i £ 1IEx+ , RESH T HXH SSM XHWRITRE S
XBIEZEYE.

3. TEIEM Amazon EC2 R BEXHF , EFEA#MRFIEER , UBEXRfERENRARETEN
B3l

MR FBERBEEIEIEN , FEBHEED 15 D HIEER RES KB EFN

B4 EE R &

BOEFE (SSO) MENERFEANAZSROTHRHTEEE IR ERN. HXIRE SSO BEMEEL
BESH

« the section called “EE A IAM B F % E SSO”
« the section called “}y SSO BB &K F IR

ERASSOEEMNEMREIE , SN TRERSTEDR

£

« EFEBINIT iam : PassRole

o REAF AWS K UAWABES AWS BRFRABRNARSIEIES
- BRHERE , BEVAREEZRRE

- ZHEFAHT KFIAF BHIR

- BREFmEEs BEF , 87 RES HEX

- BIELERAFTAH

+ CloudWatch B EE S HEP HIVE H KD RFIEIR

SHEERBR 199
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KL AT iam : PassRole

MBHRKRENEIREE | BRETINIT iam: PassRole &1 , MIATMEFENRERUATEG A EED
¢ RES.

K& AWS RS AT RN AREERSIZRS , MARERMNKRSACIRSHXAE, it , &
HMEBR A EEEDRSHNR,

HE A marymajor B IAM A P2 E RSB RES AHITIEREN , SHILT RAIEIR, B2,
RFMHMEERSBERARFHNBRES AIRITIERE, Mary TEBE RN A B%LE B RS HNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFERT , AIEFH Mary BIBUR LA B30 1T iam: PassRole #1E, MREFEEFHE , BHRE
HAWS BEE R, ZNEERRRMUBEZEIEN A

EIE VT AWS IKF SN ABE AWS RIRIFRIFMNARSIREIEE

HA AR - AE | SUEE AN i P R L AN A R TR R A BRI AEHER, BT
SUSEREBER  UURASS, WTSREFRFNERRRHFE (ACLs) BB , BT
{58 PR 0 S B ) A AT 5 1R 0 B RO AR

ETHREZER  BSHRANUTHRER :

- ETHIMUBEERAERN AWS IKFREXRRNIHENR | ESE IAM B ER T EEEEH0
5— AWS K R IAM B P IREFRRR.

- ETHRINMEEZT AWS KFIREXN SN ERRNIGRNIR  ES5E IAM BFRiEEFNEE=H
AWS K 7 3= 4 17 R 4 BR 6

- ETHRIMBENKE SHRIERMAHENIR , HSE IAM AP iR @253 5058 5 48U B
RAEFENER ( BKEEMRIE) .

 ETHEAACNETRERNRBHTERKFHEHNXS | HSE IAM AFERTHN IAM AE5E
FRENEREARE,

O EE R B 200


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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BERWRRE , RAVANREIEFAE

W SSO EEEH RN , eI EE, EREREME , BREZEFR NP BEAEETERE
-LQIEqJIECIﬁE%'LiO

1.  FTFF CloudWatch 24| &

2. EHFEAS , KBIBAWEH/<environment-name>/cluster-manager,
3. El:T3:F H/l.»éﬂklﬁ%an.:\l)lhqq E’Jﬁ:‘ﬂ

ERERERE , THRITUTERE

1. $TF DynamoDB ##l&
2. #EXR"S, REBRNWKR<environment-name>.cluster-settings,
3. FTARKHER WERKIE",
4. RIFTHESRFHTD  ARWAUTEER :
- BHEM-XBE
- RR-2E
- #ME —sso
5. 1&FEIETT,

6. HEREMNFERFEH  RIESSOHEERELER, MREHIFIERE , BF sso_enabled R4 EE
A False,

Edit item

You can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more [4

Attributes
Attribute name Value
key - Partition key [ identity-provider.cognito.sso_enabled J
Y
[ value ] O True © False

7. JE[E RES AAF R EEHMEE SSO.
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https://console.aws.amazon.com/cloudwatch
https://console.aws.amazon.com/dynamodb

MEEIRIERE AriEE

SR B RN HI “RABAF #HiR
MRAFEZRER RES REMYE “RIKXBAF” HiR , HEiZAF- HIE Active Directory F
- R RES F&BIZAF , MAKIEE [/ ZAFRME AD

FAF ALk E$ B RES, RES /N NES—K , AL ETHEELAHRERASRARE
TRESEFN. BYNRS | ERBHHSRIBERS DFMEEHE 25 | 84 RES £E
%,

- MRAFLIHE RES 7 :

1. BREMRFEEER, BXESER , 2 NELER (SSO) BELN S HRAHE,
2. ¥R SAML R SAML = F BB H-ER AR & I FA 7= 1Y B8 F BB 4 ttb 3t o

AFERMESEZERAF , BFE RES FEX

(® Note

AIEMAT RES 2024.10 RERIRA, BX RES 2024.12 RESRANEES , B25H. 0
FEHETES (BRA 202412 RESHRA )

MRS AP RINZ Active Directory , {87 RES AAIBRDZAF , WEEMAS HES%, AD @S
B Lambda BB/ NIHIT—IX , ZEET AD 2B S A RES ®hiE, Art , ERMFAFRFALASE ,
T— 1 ESERELEER, EALUET Amazon BIERAIIRS Fa B3RS,

FHEHRSIRE :

1.  FTFF Amazon SQS #4|5&,

2. M “BAF)” ik <environment-name>-cluster-manager-tasks.fifoo
3. EEREMBLUER.
4. FEBRHFIESCH |, WA

{ "name": "adsync.sync-from-ad", "payload": {3} }

SEHERRB 202


https://console.aws.amazon.com/sqs

MESIRIEER RFiERE
5. EHEYLA IDH , WA : adsync.sync-from-ad

6. HHEESHEMERIDH , A -—NMEVNFRYFZFHR, LXEBLTRE T ED HRKET
MATRREE , BNZERFRBEE.

SRS ENAFTAH

MRIGEEER , EHERERE , BECIELIEN XM Active Directory FHAF AR A , NZAF T
BEEEEARER, RENERAFCESE, BHRAFPSMEDBEFIINE— IR,

CloudWatch S8 EE 88 A&+ HIE H K/ BERFI 1%

2023-10-31T718:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []1}

MR IEE CloudWatch EHEEE B EF KRB EIR , BBAL ldap BERAEERE T AZHWAFIESR, B
ORI A | EIREEMN IDP B Idap B RLE REH,

- BB RESHBIETXHRE , BEEELRES VDI FH L

- REY RES & T — 1" XHRE , BERERES VDI FHE

« RFEM VDI M read/write EITF

« &M RES #1327 Amazon FSx for NetApp ONTAP B E;&EMA R EH A

HET RES ST X RS , BERBLREE VDI £HE

XHRGLTAT ‘A A RS , AEFEEH VDI EHNER. BRUTIRRIUEXHRERELTAE
RS
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Amazon EFS

1. BI{E Amazon EFS 244,
2. REXUHRGNREZRERN “TTAH”
3. MRXHRERERN “Fu B, BEF , AFEER VDI =4,

T 5% FSx ONTAP

1. BI{fE Amazon FSx #Z&l &,
2. RERSEERATH,
3. MR WM™ R/ ‘AU, HEE , RAEERBZ VDI £4.

KB RES M T —MXHRS , BeXEREE VDI WL

RES LRAMNNXHRENEEFMFENZEEMN , LAY VDI ENERXMHRE, HTXEXHRE
= RES /AEeIZr , it RES NEEMXRHEZEAMN,

BEEHAXHRERBENZ2EANAFU T AYRE

« 3RE linux VDC E#L# NFS JR& (&0 : 2049 )
3B Windows VDC EAMHF/NEPWRE (IwHE : 445)

T EM VDI E£4 read/write EFTFF

ONTAP Z#H4EH UNIX, NTFS FfiBEEZ 2N, ZEXERET ONTAP A T EIBIE T R X R
ER LR A UMETUX R B imE A,

Fltn , RABFERA UNIX Z2RH , B TF ONTAP SR , SMB &2 i 5 5R 7] LA Al 2k iR
(HREREMNMSMEBHAITEHARIEFMZEMN ), B2 , ONTAP A UNIX PR , RE UNIX BEFimS
BEfE A A T ESSUX LR,

PR AL A 651 =5
X Linux T/ESREERA UNIX XIEH
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https://console.aws.amazon.com/efs/home#/file-systems
https://console.aws.amazon.com/fsx/home#file-systems

MEEIRIERE AriEE

sudoer AIA RN HMAF B ENR, flwn , A TARIRFMEN AN Z/<project-name>H xF
#<group-ID>35E 4 read/write fXBR :

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

£ Linux # Windows T/EMEHFEA NTFS NN EE

AUEAREXHRNAZEMREELZNR, H0, FE—MAFPuser_01M— /X4
Kmyfolder , fRATLAFFull ControlChange. SREVIPRiI&ZEReadHAllowHiDeny :
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RriEmE

_I_

Documents Properties X

”

\I\
<

>

E:[] ~ Permissions for Documents

Share Pemissions

GFEIUFI Or Lser Names:

Everyone

e

 folder

folder

Pemissions for Everyone

Full Control
Change
Read

folder

folder

folder

folder

folder

folder

folder
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R Linux # Windows B FIRHEMFH1ZE , RIIFEEE SVM LiREZHME | T Linux AP
E5HEEAFAS5E AP &8 NetBIOS H & &N MHx Bk, X2 Linux ] Windows A 2 B # 1T
BRAFAEN, BXSE , BESREMER Amazon for NetApp ONTAP 5 A Z MY TYES 5 FSx

FEM RES 812 7T Amazon FSx for NetApp ONTAP B &% B A EKRIT A

AT, HEM RES #2414 62 Amazon FSx for NetApp ONTAP B , X REGEHEBEFRSMA

H, ENAIER ONTAP XH R4 SVM INAZRWIE , B2 F A SVMs Microsoft Active Directory
HIZRRIL D% FSx #2HA LSRRI TRE. BRYEAENEZIRSE AD FH Amazon FSx RS Ik
Fo SVM BIIMAEG , #% SVMBE > LigT < > SMB DNS % , AIFEH DNS £%; , EAE
BEAEET,

G , EEEIRE DynamoDB X 4%%E SMB DNS EE 4R :

1. B 5% DynamoDB #&lA .
2. & ‘KR, RiFkFE<stack-name>-cluster-settings,
3. “WEREIMB” T , BIF “Thikss” , Row AL T LR
. BYEH-H
. BT
« #ifE-shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
4. EFBRENREM , RAREERERE. REWA,
5 ERBZREFIN SMB DNS B E X E,
6. IEFREH KM,

A, BREMGREXBKNRESEIZRR Amazon VPC W XHREHEEHPHEBIATRE, £
NHRERF VDI EHIME AT EREMAR SVM MXH4HRER .

HE , B LUER RES Onboard File System ZhEEnE EMA B IE XHERE
T XHRE, RESERE

N FREER o
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://console.aws.amazon.com/dynamodbv2/home
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html

MESEIRIEE AFiEmE
- REBEVREZR ‘KW
'HQHE}_\_FH%)& E/LIJ.L/_F ‘;i%lﬂs—%o

HREBRIRZS T K

£ RESHEBMHEHL , MERBARSH “AW” , MALUET i AEEHEEEEM Amazon CloudWatch
BERAFEEHRLEFNEBRBEEREA,

[2023-11-19 ©03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

m,\\\rﬁﬁ%)& E/LI\J.L/-.F L:/f_.rl:\s_‘%o

MRMERE R RRORBITENA THHR | FEREFHEERM CloudWatch B &L E F&,
MRFABRITEZSAFENR , FRIUERBREL THRRS.

1. T# metadata.json X#4H BN REVIRES R A ExportStatus 1 “BETER’. BRENKREBIZE
TExportManifestFE, MRERKE LRFERE , MRBATFTERRES , TEESRARRBINEE—
LM,

2. BRREIRSE , FHAERBIRSHE RES hE&H ‘B . ’P?&HE@IJEL&Ei%%E 5% 10 58
EMMBSHEFHGR RBER” NE , LEERADCIEZRR. XFEKRCIZRRLTERRS.

Infrastructure

£}
- MBI RERBEERAEETEERNSES
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NS E R ERRAREETEERNEA

MRAFRAEPHIRSREREERNKRERELEZEESFRR , N7 gE R REMIRE Amazon EC2
KB EFERE,

BERBIRBFENAER , BERE Amazon EC2 #4lAF REEEEEMLFRE LK Ik HHFSSHIEL
B Amazon EC2 =4, MR 2X#MiE , & Amazon CloudWatch HERsESBERK,

E—MEERRERGPNAREERR. WRHE Amazon EC2 24| & LRIV E A AT ITERAE R
FEMAEEMNSITEERNSKS , NRAAIRFERSAZE

EEALE R T IEEAA R

EC2 Dashboard X C EC2 ) Targetgroups > res-bicfn3-web-portal-e2958adc )
EC2 Global View

Events res-bicfn3-web-portal-e2958adc

¥ Instances

Instances Details

Instance Types
Launch Templates

Spot Rex 5 Target type Protocol : Port Protocol version VPC
Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad 10chse [3
Savings Plans
Reserved Instances 1P address type Load balancer
- - ¢ - A

Dedicated Hosts 1Pv4 res-bicfn3-external-alb [2
Capacity Reservations

Total targets Healthy Unhealthy Unused Initial Draining

v Images 1 ©1 ®0 0 o o

AMIs
AMI Catalog

v Elastic Block Store

Volumes

Snapshots Targets | Monitoring | Healthchecks | Attributes | Tags
Lifecycle Manager
v Network & Security Registered targets (1) Register targets
Security Groups
‘ Q Filter targets 1 @
Elastic IPs
Placement Groups O Instance D v | Name v | Port v | zone v | Health status v | Health status detalls
Key Pairs
O 1obasds08631£20043 res-bicfn3-cluster-manager 8423 eu-central-1c @ healthy

Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Sealing Groups

MR “EE”%HBR O, MEKREE Amazon EC2 EH| AT A F A EEK,

MR “REE"RBFR 0, WK Amazon EC2 LB REIEHEEHR, XARERATRENNARFHK
FRBISITIRNRLEFI

MR CER M TRE ZEBHN O, IRTARFENZRERIR. HlU, 2B FHNMALE TR
RBXRL AZsH FM, MRHIXHIFR , Wiz & LB Bt XA RB\EFEMNLIRS,

B ELLRE

£}
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UBNE T EN R E T E BT ERE
- RREEY 5 MNERNREE
« RME Windows EEZHKXN , AETR “EEEXA, ERIER
- VDIs FBEBEZERS
- VDIs B3l e ASIRIRE

LARIIZE 1T BY RE 00 R IH TC 55 B R Sh i 452

MRKSEEZKRARELEEEZTZERE , NRFEAEERHTEE Amazon EC2 EHIHIIHFE | =
# Amazon EC2 SEfIAJEE 7 RES RIBEZ AR IEHELL, EERMRSTELKES RMERS ,
{BZiREE LM,

RIfEF Amazon EC2 ZH|ARWEXLFIRBEL LHEFL, WREFLE , BRHEHE. MBRE
Lk, NBABES - RE. AHXFEE , FEREASEERPHNEABEDBIZMAT A,

MRZHAMBRGNEREEERERE L , NARFEFAEEREFELL,

EReEEs 5 NELLRE
RPALENENSERENRINREN 5, EEAMUERERRAEH#TER , MWTAAR

Bl “RERE
« R CRRSSER R,
« ¥ DCV 2EERT , BHAMBEEERR,
« R BURAPATNRER PHEESNAENTE,
- ERER.
I 8T T TED LA B TA R iR B 2 B

KH Windows EERHAXN , FE TR EEEXMA", ERER"

R Windows S HIEZAMHE RAMEEIR EEE KA. F@wEiR , RRTUEREHT DCV REHF
4P IFEESE Windows 3246 EIZIFBA XK |,
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Amazon CloudWatch H& 4 <envname>/vdc/dcv-connection-gateway AJRELEARLUATH
BHWHEHBIEREZEZHEIR

Nov 24 20@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:
Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"
protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (@): [s/n: QE9ESC4DE7194B37687DC4D2COF5E94AFQODD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: IO error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

MREREXMIER , BRHRTRERER SSM 2EFEERITIT 5 Windows KHIREREFHMBRIAT 2
MNEUEB AR

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name
-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem

MEHEMIBXLEX S  FENEZEZHATRESKI,

MBI FEBRT AE , HEFBIH Windows SEF~EMHEMEIR , BEEACIERGHRINGESER
B4 RV IEB X4 I 2 E ESEHIAFT Windows &k, X AIsES 4 K AT A T 5208 3 MiE 5
Windows 4 3#Et%,
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VDIs FEEEZNRS

NMRKEEHHEEERARNLETEERS , WARRHATSHFEEERN.

ERERRA , BREZAEH LN EEHHERTRESHEBENEIR. AXHERE “EANAEM
EHEER HoFBEMEXEEN BEHF Amazon CloudWatch B EAH F5I&K,

AT R UL RIER B ERE
- FREEAR AMIID BEM N B |, 1B RES ¥,

SISEFEEMARETRK , BN Amazon REMEG (AMI) SREFMENTAHERERTE, =4 (4
0 Linux 3£l ) /root/bootstrap/logs/ LW BEXHIREEESEXNEREE. AMIs N
AWS Marketplace FIREXH ID A8 FEHA F RES @S, EMNEENXUBIACIIREEEX
#.

- MBEX AMI 53 Windows EE#I RESEHIET , ToHITHAFBTERA,

BRNBERT , AP BIEMATE Amazon EC2 RBIEFFHETT—IR. WRENABELKEKHI 6/
AMI , RJETE AMIER R4 F 2 R E R R R B3 5 — N ERNRE |, WA BEM AR T
EENEMRERS LETT.

EEEHRE , FUBER FHERTOE AMI B RIBELSEES EITH PowerShell 55 &0
REZITUTHS :

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

RENIZEHICIE— N AMIl, ERSUERFEY AMIEM R REEIFNELRE. &
AR BTN ENLTREERSHXRG LETHERNG T RAEERZRFIMEEENREXE ,
BERMEEHIRN AMI B3 % —PMEMKEN , SFERESEENRZ,

VDIs Bzl g A iRIRAS
TEEMEE 1 ENHRENEETRE POSIX R AFARET B &,

WMRLATHERBESK , X AI6E R /RE I HY [F R
1. EPBH RES MRAH 2024.01 HE SR
2. £ 50FE RES #iHiA , WEMIREEnableLdapIDMappingATrue,
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3. £ RES # & BRI EMN EXNHRAEE RES 2024.01 ZHIMNMRAFER , REEIRENW
FEIHRERFEM, EnableLdapIDMapping False

FRLSR  MBRNHERETFHWAF B,

SSM EIEFHEEREN.

cd /home.

1s-N3IHBREERAFETENB R, flfladninl, admin2... %,

MBRE % , sudo rm -r 'dir_name'. FZEMIER ssm-user M ec2-user B F.
MRAFELZRSBFHRE |, HMEFH DDB X ( clusteradmin BRFh ) F I BRiZ B B9 ER R,

Bz AD E%¥-sudo /opt/idea/python/3.9.16/bin/resctl ldap sync-from-ad &
£ EE R Amazon EC2 Hia1T,

7. A RES MITEBErrorft TIRAEH VDI 3£, RiE VDI EKRY 20 24 g RE ik EIReady iR

2 e

FE SR 4R

FH

« Amazon EC2 KfpIERFEFREEREL L

« BT FEZEMA AD/eVDi #E3RE R API Health Check kM , vdc-controller SEf5I IE FE &3
s RERMMHRUAMIEN K METSHAETRIIERF

« cluster-manager Amazon CloudWatch BEE 7R “< user-home-init > IKF AR AT A, EEZFFAF
B (ARPKFRAFR)

o ZIXB R Windows REE R “CHKFEHEZER, FEHALNEER"
+ external/customer AD Ei & H#) DHCP %1 5] &5
» Firefox 8% MOZILLA_PKIX_ERROR_REQUIRED TLS FEATURE_MISSING

Amazon EC2 £flfE#EH AT REETRELL

MR EMIRHESLFIE Amazon EC2 BH AP REETANELL , NRRATRERHEERX , ABURT
ERigEEGINER, UATREERRNSZ.
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8 vdc-controller 32 f514E Amazon ECZ REAPETRESNKILRA , NAERHTZANETER
FiE. H RES *E?F%@%ﬂﬂﬁﬁx , X LEARE 7] A VER B B A% #E Amazon EC2 SE6I#9 IAM 178

PR HI R B Ry — o MR vdc-controller IEFE &} B CloudWatch BEAFHIM LA TR , NIRRT
ﬁbiiklEfﬁWlE%ﬁ‘fﬂo BAER , FEEFRAUATARKRIEER !

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"

&SRR Amazon CloudWatch B EE BN TR :

An error occurred (AccessDeniedException) when calling the GetSecretValue

operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5W9SPUXFO8IB-F1sNRv

because no identity-based policy allows the secretsmanager:GetSecretValue action

2 Amazon EC2 4| LML H WA E LA HIRABTE,

BT T &M A AD/eVDi #E3RE 7R APl Health Check %M , vdc-controller 245 IE 7E /&R

R eVDIi ERHWSTRARERY , EFERRRESH 2 ERATAR,
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RAriEmE

Modules

Environment modules and status

©

Module Module ID Version Type Status API Health Check Module Sets
Global Settings global-settings @Coﬂfg @® Deployed ( Not Applicable

Cluster cluster 2023.10b1 @5tec< ® Deployed © Not Applicable « default
Metrics & Monitoring metrics 2023.10b1 @Stem ® Deployed (© Not Applicable s default
Directory Service directoryservice 2023.10b1 ®5tac< @® Deployed © Not Applicable * default
Identity Provider identity-provider 2023.10b1 G)Steu @ Deployed (© Not Applicable « default
Analytics analytics 2023.10b1 @5t6C< ® Deployed © Not Applicable e default
Shared Storage shared-storage 2023.10b1 @5t8C< ® Deployed © Not Applicable * default
Cluster Manager cluster-manager 2023.10b1 @ADD © Deployed @ Healthy s default
evDI vdc 2023.10b1 @f«pp @® Deployed ®) Failed o default
Bastion Host bastion-host 2023.10b1 @5tec< © Deployed © Not Applicable « default

EXMERT , HidH —REE:

name>/cluster-manager. )

BEEHEERCloudWatchBE, (EHRBIWHEHEH<env-

A BE/Y [A] 7R -

MBHEBEXAInsufficient permissions , ¥R AIEE res HH AT 4A HEY ServiceAccount

AP EHEIERA,

HETRA

Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

000020E7: AtrErr: DSID-03153943, #1: 0: Q00020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data @, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 3@ seconds

o IBALAM SecretsManager # %1 & 15 R RES ZPEHAEIRALH ServiceAccount AF &, 7E Secrets
EEBPRIENNZES , ARER REANXAKR, IRAFETER , FEFEREUAERZD
B, AL LFIMNERFETESM vdc BHIZEEZ6, /L TFRERS.
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https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups
https://console.aws.amazon.com/secretsmanager/listsecrets

MEEIRIERE AriEE
- MRBEFEFABRRENNTRFHEZVNBIEIR , W AP B4 ServiceAccounty 7, HIRIEER
£ RES HiEf$iZDisableADJoinS k& N False , iE#{R ServiceAccount “” P BT AD
FAIZITENIN R,

- MEGFEANAFAEER , BEAEREENARInvalid credentials , NI&H AR R0 Al LS IR SR
23 HA,

BETRHA

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

B E Secr ets Manager 4 & PiHEFE BB E , BULUEEEELIBINER AN
B, EEFA (Hl<env_name>directoryserviceServiceAccountPassword ) , REiE

B RBEAXE,

- MRBRATNEBAER  FEARRBUAENMEEZATNE, LLELNEREERN vde 2
RSBl FKRAFEAERMBFGHL TRERS.

- MRZRWBIEY , VT8 RIEREM Active Directory FIIRBETH, RUMETE Active Directory
REEFE , AREFBB, BHLUEE Directory Ser vice %] & 1 Active Direc tory FEE A
FHES :

1. EFHEMMEFRID
2. &R B, ‘EERFPEE , AREREPEBERAF/RA ( H0 ServiceAccount ) MFT B,
3. MREMRENEBBEZHNEBRE , HEMIERA Secret Manager A F I ( fl

i , <env_name>directoryserviceServiceAccountPassword.

4. L IF LT EEFEESRM vde 2HIBRSNH. FSEAIRA TRIERS.

URIBRAEERR BURINTL B B |, BIE A2 HIAE TR 5IRS

WRBEAREELATENAFK,S AD BEZHEXNREEx, MRHINLEE @ BEREEHEES
Amazon CloudWatch B&EF R EFEL IR <user-home-init> account not available
yet. waiting for user to be synced* , \ERRE2MEREEZHEx,
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https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/directoryservicev2/identity/home

MESIRIEE AriEE

cluster-manager Amazon CloudWatch H&E 7R “< user-home-init > lKF AR AT A, IE

EFFHPES (HFKFRRAFS )

SQS TRZEMR T ZHTEAFKS MICERA BATLRER. ERAFRSHEZHNASQEEXHFR
SRt , 2ERRMARE,

ChEBRAFPKFHERAERXENEEFERN AD EBEE RES, 5l , €12 BI/RES HERT
fEAMServiceAccountCredentialsSecretArnSH{EREH,

IR B FZEH Windows RHE R “BHKFEHER, TR AEZNEER”

CORP\adminT

Your account has been disabled. Please see your system administrator.
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MRAFEZEFERVNERS , NARKRTNZAFEEY SSO A2h&EF/A , B&EN RES BLEH/ AD
PIWEH

WREAD FEATRAFIKS , SSO BFZNZE XM

external/customer AD Bt E#) DHCP &I [a] &

MREEBSH Active D "The connection has been closed. Transport error"
irectory R RES BEZ|451R % B Windows EE#\&EH , i&E%F dcv-connection-gateway Amazon
CloudWatch HEFREBERLUUATARTHNAR :

Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc08a"}: Error in websocket
connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

MR AD HiEHIZZ AT HCS /Y VPC Y DHCP &3 , NIFEE :

1. ¥ AmazonProvided DNS 75 b/ /N 5352 %1 88 IPs,
2. FERIZRE RN ec2.internal,

WAERT — A Rfl, MREEWERE , Windows SENE RMEMESIR , KA IEEE RES/DCV #
ip-10-0-xx.ec2.internal EH1B,

Domain name Domain name servers
ec2.internal 10.0.2.168, 10.0.3.228,
AmazonProvidedDNS

RE LR EA 218



FREIRIEE AriEE

Firefox £5i% MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

HIREEA Firefox M KEERAT , MRS HNERIELKEN , RAUEKIBTHEIRBEERE
MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING.

FEREZ RES Web fR$E51RE 7 TLS + Stapling On , (BEFEREITRIE&EMN ( S https:/
support.mozilla, org/en-US/questions/1372483,

YRUE]LAIR BR LA T stk B9 15 B R RIX MBI ¢ https://really-simple-ssl.com/mozilla
_pkix_error_required_tls_feature_missing.

IR S5 M B

£

« res-xxx-cluster #4k4bF “DELETE_FAILED" X% , HT “BSLRBELERIR” Bix , TEFIM
&

WERE

EETH VDI A&

M Linux EC2 £6I T B &

M Windows EC2 KB TE A&

IEfE W EE WaitCondition 5ix#Y ECS HE

res-xxx-cluster ##4:F “DELETE_FAILED” JRA , AT “ATHRHTLTERR Hix ,
7o 3 F ol Br

R BEE R “ res-xxx-cluster #1424 F “DELETE_FAILED” RSB T EFEIMIER , M A UBRITUT
SRR E M BR

NRIEEFMERLL T ‘DELETE_FAILED” IRE , BAZAFHITEMBR. © e H —NEIAMRIER
MR EE, EEMIBER,
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https://support.mozilla.org/en-US/questions/1372483
https://support.mozilla.org/en-US/questions/1372483
https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing
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Delete stack? *

Deleting this stack will delete all stack resources. Resources will be deleted according to
their DeletionPolicy. Learn more [

@ You may retain resources that are failing to delete
This stack previously failed to delete because the following resources failed

to delete. If you choose to retain resources, they will be skipped during this
delete operation.

Resources to retain - optional

Selected resources will be skipped during the delete stack operation

idea002clustersettings
idea-002-cluster-settings

Cancel Delete

BEf , BIEERER T AL FAHKRER , ENTRLFIALEZRENTRAEE, EXHERT ,
FREAMBRREN BRENTR , REIEE ‘BER

RABESE R — M T RAVEIR Role: arn:aws:iam::... is Invalid or cannot be
assumed
TR
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[Option+5]

® Role arn:aws:lam::417328936112:role/cdk-48fa4d69fb-cfn-exec-role-417328936112-us-east-2 is invalid or cannot be assumed

CloudFormation > Stacks

Stacks (15)

| Q_ Filter by stack name

X B E M BR AR T B Y A B A HER B SCA M BR. BEMRXANRA , BEFAGHNER. Bl IAM
BHE , FRLLIANSHZERZENNARL  SESHE .

o WFAMERMER | FEBRAWS RS,
o« XSFHH , iETE Use cases for other AWS services “i&#” T A CloudFormation.

IAM > Roles > Create role
: Select trusted entity e
Select trusted entity

Trusted entity type

O AWS service AWS account Web icentity

SAML 2.0 federation Gustom trust policy

Use case
Alow an AWS senvice like EC
Common use cases
EC2
Lambda

Use cases for other AWS services:
CioudFormation v

© CloudFormation

EBRT—%, BENAEEF “AWSCloudFormationFullAccess” Ml “AdministratorAccess”
MR, BT ENO TR
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Name, review, and create

Role details

Role name

173289361

Description

Allows CloudFormation to create and manage AWS stacks and resources on your behalf.

Step 1: Select trusted entities

Step 2: Add permissions

Permissions policy summary

Policy name ' Type Attached as

AWSCloudFormationFuliAccess AWS managed Permissions policy

AdministratorAccess AWS managed - job function Permissions policy

Tags

ARFIREl CloudFormation 2 #| & FH I BRiftik, BRIBAGLUR , EMEMZITLUFEMBR. &F5 , &
£ 1AM 2# & HHBI RS EZN A G,

WEER
M EC2 2| & & 5 EC2 X4l

o BT BEEFEM Linux EC2 =41,
o REBULTHABFRERN Windows EC2 3241, R/FITFF Windows PowerShell BLE TGS,

WEER R EN B

1. Cluster-Manager : NA T EREEFEERNW AL , FHEMMBIFIEH,
a. BEAHRHFTE CloudWatch H&E<env-name>/cluster-manager,

b. <env-name>-cluster-managerEC2 3£l £ /root/bootstrap/logs B X FMFE A&,
BRATFF LM M EC2 #2514 F K EC2 KHI” A EEiZZIAY 1% 8 B R B M =61,

2. VDC-Controller : MEAT{zE3KEX vdc-Controller B B |, FHFEKMMBIZEIFH,
a. BEAFMFTAE CloudWatch H&E<env-name>/vdc-controller,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-with-systems-manager-session-manager.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
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b. <env-name>-vdc-controllerEC2 3£t /root/bootstrap/logsEZTHMAERE, &
BRAFIFFSLHY “M EC2 #5244 B 5 EC2 354" P EEZTI A9 1 B B FIE R R4,

BRI BENTEZ —RERM Linux EC2 KB T8 B EART R AR TRE. EREMHREX
BIE o

IWE VDI B&E
1R BI B R A9 Amazon EC2 324

WMRAFE T HBEXEBMM VDIVDIL , N Amazon EC2 #2 & & LAYHE R SE 61 & R

£, <env-name>-VDI1l-<user name>

UK £ Linux VDI B&

RBATIIFFLH “M EC2 #HI B B K EC2 KHI” PEEEM A , M Amazon EC2 2§ & B R M
#y Amazon EC2 32|, 3REX VDI Amazon EC2 34l £ /root/bootstrap/logsHl/var/log/
dev/BRTWAERAF.

REBENFEZ —2Ee &R 3, REMNBETH, At , BAZRBUTETRMN—1ER
FIREFAE AL , ARNHE £
1. RBLUT S| /Toot /bootstrap/logsBE R T E#l dev BE :

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2. BT —THIENPRTHRARLR, EFETH VDI HE
I & Windows VDI B&

BREBARTIFFSLHY “M EC2 3515 &K EC2 24" eV EAET , M Amazon EC2 25| & & F 4
R Amazon EC2 3=4l, 3RER VDI EC2 24|l E$env:SystemDrive\Users\Administrator
\RES\Bootstrap\Log\B ZTHFABE.

RMESNEEZ——FElEER S3, REMNBETH. Akt , FRET T HhIHNSRET
BR{E-EHETH VDI B,
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RAriEmE

FE&ET#H VDI BE

1. FE$F VDI EC2 3£ IAM &L A4 S3 i,
2. Hi{E EC2 #2%|A& Hik B &K VDI 241,

3. ERTCIEEMFANIAM AL,
4

£ DMIBR” THXEWN “IXPREREE o , &R ‘MK , AREEFE AmazonS3 FullAccess &

B
14278 DA PR LA B B0 % SR B
6. xJ& , RIFEEH VDI RE K ERTHIEHSRTHAT, BREBFEREBH.

o

a. M Linux EC2 326l & HEEB T Linux.
b. M Windows EC2 =4I T & HEEAF Windows,
7. BE, REAGUMBERANazonS3FullAccessE g,

® Note
FrEA&E8 VDIs fEAMERMN IAM A <env-name>-vdc-host-role-<region>

M Linux EC2 24| T & B &
FEEMNPTEHBEEWN EC2 3246l , RARETUATHSNMERLELER s3 2 :

sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap
tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/

${MODULE}_logs.tar.gz

2iE , #%E S3BElA BT HEBMMNEMN , <environment_name>-cluster-<region>-

<aws_account_number>%l§‘|—ﬁ2 5l Ef£#<module_name>_logs.tar.gzX#-

PR IE I B
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M Windows EC2 £fI & A&

FEENFTHEEN EC2 R4, AEEITU TS NAMERE AT S3 F&8

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

2JE , %E S3 BflE BT EBMNEMME , <environment_name>-cluster-<region>-
<aws_account_number>fAE T 28l L& B <module_name>_logs.zipXX -

IE £ U && WaitCondition 5= ECS A&

1. HRICHBHER LR “RIF BRI,

2. RBJFE#BE ResearchAndEngineeringStudio~ Z#&#&F — 1£5 CreateTaskDef- CreateContainer—
LogGroup , REEFEITHF HEM CloudWatch A E4H,

3. MZBAERAFIREEFH B Eo

E&
« BN EMRREEENSARIEERS HIERREEREIR
 SERMHEMK keycloak R iE/EH
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RO IEXT & IR AR & 0 U E K ET B IUE RIME R R IR
[A] &

MREZRABFZHKE LEEHREEN S HRIEERSTHIENER , WENFEIEETH, X
AR REHBEZNAFNER , LA LARIRH Active Directory Service I,

ZHITE

1. EEERFZEFEFEBEAF MBS K, ZB,
2. ¥ S ecrets Manager FHVERSF tk P #58 , FHEERE LEA AN ZEHECTE -

« 3 F Keycloak 1% : PasswordSecret-... -RESExternal-... -DirectoryService-... M #iR : 4%
Active Directory B %33

« XF RES : res-ServiceAccountPassword-... # #iR : Active Directory Service i 25
3. HE EC2 £HAHKRIEEHEEEEH, Auto Scaling FLNIF B oAb & FEHIHEE,

JE AR keycloak R 1EFA
8]

WRAREY keycloak BRS52RAR T , HIREFB RS ERET , KA IP RETEL , XTRLSHEHR

B8 5 Fp BT RV RES NP ERRNEEAT AN , BABATTEET RS,
ZRITE

EBEERRINEEMEMHENIE Keycloak ik , T 884 Keycloak IEEEERS. BRBUT S
Bt 1TIRME -

1. & Cloudformation YR iZ7E BRE & EIW N5 keycloak tH< Ay
* <env-name>-RESSsoKeycloak-<random characters> ( Stack1)

<env-name>-RESSsoKeycloak-<random characters>-RESSsoKeycloak-
* ( Stack2 )

2. MIBR#ERK 1. MRRSRREMBRMEHELK | FRE B UM EBRSREHK.
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https://console.aws.amazon.com/directoryservicev2
https://console.aws.amazon.com/secretsmanager
https://console.aws.amazon.com/ec2

MESIRIEE AFiEmE
H iR AR B 2 MIER,

3. 7EA T % RES SSO Keycloak itk 84k,

4. FRAESERHREXRTEESHEENSHREFHIIBIHER, BIRFRIEMHEK - FRMER (&) -
BRI AEENR > LEERSH , M CloudFormation 24| A3 T8, A S MR #EXRERENE
AREEFRENS K, EALLUENE K CloudFormation 4] A LTRSS H &R S M+ |
EOMBREVER PR FX LM A, BRFEEN, key pair IEMSHERIA LS HME T,

5. BEHKE , BNRERMAUBRERT . B E S EFHK ApplicationUrl BY “%i H” &I~
#,E,

& & 5] &

« 2024.x BHEH
« (2024.08) B\ RE T EZEHE AR E#EE ARN B E LB BH read/write Amazon S3 174 i@
+ (2024.06) 3 AD HEM TS ZEHRET , NARBANK
* (2024.04-2024.04.02) 248 IAM RIS R AR INE VDI LI AE
« (2024.04.02 RERRRA ) ap-southeast-2 ( &JE ) FH Windows NVIDIA E6I LB 3
« (2024.04 1 2024.04.01) RES Bk kM GovCloud
* (2024.04-2024.04.02) Linux EEE\REEE SR AL T “RE" RS
+ (2024.04.02 REERA) TEEB S “ SAMAccountitE &’ B EEAEFZRFIEKRZERFHN AD AP
« (2024.04.02 REEMA ) ATFHRELEHNHFATH
+ (2024.06 RERIRA ) £ AD EFHiE , HEARRA KRS RES BAS

+ (2024.06 RERMA ) CVE-2024-6387, Regre SSHion, # Ubuntu K% £ KA RHEL9
VDls

2024 .x B H 5@
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-sso-keycloak.yaml

MREIRIEE RFiERE
(2024.08) EE\EE L EERTERFMIE ARN F B E L FIERH read/write Amazon S3
5

HIRER

£ AR 17 1# read/write # ARN ( Bl ) IBENEIR (M BBMITEB EMMAFE )
B} , Research and Engineering Studio 2024.08 o3& S3 F#BZ &I E N S EMEM RN
(VDlarn:aws:s3:::example-bucket) &4l L,

AR RBLMHFEBEESE

- RIRTFHE

- EATRERNEMEE ARN ( Blarn:aws:s3:::example-bucket/example-folder-prefix )
MEENHR (MEEMIMBEMANATE ) Ni/EFEE

- EARFEE ARN R/ EFER , BEXERENLIR

EEEE VDI KBS |, iZ S3 ERBNIEEERBE XHEFTAKRZTFME. RE VDI LHNEHBE G
FE  BEZEZHANZETETEEHBNWLETTAS, HEBFEHLIHEXHEAB RN , Permission
denied, unable to write a filef¥s5|%4ix% , HEXHABRT S LEZZHENA S3 FHEM.

-3 2L TS
2024.08
R

1. ETHNTHAFAT X ( patch.pyHMs3_mount_custom_prefix_fix.patch) ,
BIETUT@S , <output-directory>E#ANETEANT HAMAT XHWE FUR
<environment-name> RES EMN B :

a. ZANTLUERT RES 2024.08.
b. *THAEZE AWS CLIv2, Python 3.9.16 SLE S hRA LK Boto3,

c. NEPE RES WKFMXEHEE AWS CLI , HBREHAE Amazon S3 ERXREAH RES 6
BOEMERE,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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2.

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch

SME TEATHAMST XHHBE FK. STUTHTHS :

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
s3_mount_custom_prefix_fix.patch

BRI ST BN E LS E L4/ (vde-controller ) X4l , HETUT @S, (EFE—F+H , LEL
JFENVIRONMENT_NAMEZ BiZ BN RES BB )

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note
NFFE VPCIRE , MRBEGEXMHEM , FE L NW<RES-EnvironmentName>-
vdc-custom-credential-broker-lambda#RIMEnvironment variable®
FRAWS_STS_REGIONAL_ENDPOINTSHI{E. regionalidZHfEE VPC ZE A Amazon
S FEHBERARHETHRESFEER,

BLiZB I kB B REIEIT<RES-EnvironmentName>-vdc-ext EEfG , VDIs EEBIFHH
@@, UEBREHEIEFM® read/write 18 ARN F1 B E X BIEH S3 718,

(2024.06) 3 AD HEM TS =T , MARBEK

(7] &

MR AD ANBMRFIEZEH , W RES 2024.06 T 7E M A S RIMRAHI R R,

2024.x B[ 8 229
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£ AD RIZHiE , EHEE SR CloudWatch B ( f£<environment-name>/cluster-managerH
SAT )OS TEE

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20}:(user|group)$

ZHEIRBHT RES ESHEUATERNAS !

- ERETEPEMAEN ASCI &, BF. WS (). 9K () MTUL ()
« FAWERWITS () ERNE-—IZH
- ETHERZE

/

/

S M IR
2024.06
BT

1. ETEHANTBIAFNT 324 ( patch.py F g roupname_regex.patch ) , BT T
T, <output-directory>&#HN EF M4 B XM RES HE<environment -name>MH
o

a. ZANT{GERAT RES 2024.06
b. *FTHIZAREE AWS CLI v2, Python 3.9.16 & & R4 LK Boto3,

c. HNEPE RES WK MXIEEE AWS CLI , #HAREHE S3 NEXRE A RES BIEN1F64
o

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. SMBTERAITHRIAMST XHNEF. SBTATHT@E :
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/groupname_regex.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. EERUNEMERETESXRN , FETUTH®  BHE LM Amazon EC2 B H| A4 1EZSE
i,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(@ Note

ZAT R AD AEHBENEMAEN ASCI 28, BZF., B¥L (). 92 (). T ()
DEEEKENT1E302H () HEE,

(2024.04-2024.04.02) 249 IAM BRI KM NE VDI RHHAE
XA A B

ELASRASFELEEBMEREMBNNBRIREE, XERANEDE QIZEHE , Boundary S8 EXH
R IAMPermissionill &k IE# 9 Bl 481210 E o

2 AR A

2024.04-2024.04.02

ZERE
FREATSREBEEDBELTENNRLR : VDIs

1. ERHATEIARFIRNT X ( patch.py  vdi_host_role_permission_boundary.patch ) , #Eiz{THA
Tane , Bift<output-directory>NEFR AL F :
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch

FREIRIEE AriEE

a. ZANTPUEA T RES 2024.04.02, MREFERANRMRA 2024.04 = 2024.04.01 , AT EAZ
BN H S 5 R BRRARE T S BRI E R IRE EHE 2024.04.02,

b. M T BIZARZEE AWS CLI v2), Python 3.9.16 RE &AL K Boto3,
c. AEPE RES WK~ M XFEE AWS CLI , HHAREIHE S3 NREKEA RES tIENEF#M.

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY}/vdi_host_role_permission_boundary.patch

2. SMBITHEATHIARRMIT XHE F. BT T THS , <environment-name>EirR
RES INEN BT -

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. BEETUGSHELNKEFERSEHETEIRESM , <environment-name>E#H RES IFEH
E#o B A LUBEE Amazon EC2 BIBiE4| & 4K 1HiZS24,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

2024.x 2HE A 232


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

MRASIEIAEE RAriEmE

( 2024.04.02 R E R HRZA ) ap-southeast-2 ( &fE ) H#Y Windows NVIDIA =T %E R
)|

XA R

Amazon Hl25# & (AMIs) AT RES A Ea/ EE R EREMNEINRE (VDIs). 81 AMI #E —1x
Bx ID , ZIDE#X M. £ RES FEEH AT ap-southeast-2 ( F&JE ) H/a3h Windows Nvidia 3£
BiEy AMIID B BTN IEH,

ap-south ami-0e190f8939a996caf east-2 ( EJE ) AEF IR H T HERHIFEEH AMI-
ID, ami-027cf6e7le2e442f4RN A AMI ID,

APRE=RAEHARIA ami-0e190f8939a996caf AMI Ba1EHlat LB R T iR,

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0e190f8939a996caf]’ does not exist

ENZERNSR , SFROIEE XM

« £ ap-southeast-2 XiF & RES,
« £ Windows-NVIDIA ERINE 4 H#EAL (AMI ID) B3h3EHl, ami-0e190f8939a996caf

553210l
Fi8 RES R4S 2024.04.02 S5 F AR A8 32 2§00
REFE
LT E#BIEREE RES IRA 2024.01.01 E# 47 7R -
o AT REEMETH MR

e AMIID : ami-027cf6e7le2e442f4

- BERZ : Windows

« GPU #:&m : =iFiK

. &/ FEZERIKD (GB) : 30

EEE/J\O Wﬁ (GB) 4

o {5 F b ERAF3EAR SIS 3 Windows-NVIDIA =451
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(2024.04 1 2024.04.01) RES #ilBR 2 GovCloud
XA )

£ RES MIBR T/ERFEF , UnprotectCognitoUserPoolLambda &= S S4Bk Cognito A
F A BRRI . Lambda $1THE 3, InstallerStateMachine

BT &R GovCloud XiF 2 BRI BRIA AWS CLI fRAFHEZER , FIt Lambda
Mupdate_user_pool A EXEH GovCloud fFX M,

EFEZRMER GovCloud XiEAH K RES Bf2IBE LT 4ER

Parameter validation failed: Unknown parameter in input: \"DeletionProtection
", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

EPZHRVIR

. EEA GovCloud X2 RES
. HBR RES 4%

3 AR

RES fRZ 2024.04 1 2024.04.01

B E

UTEBEREE RES RAs 2024.04 L3177 i

« #TFF UnprotectCognitoUserPool Lambda
- BB : <env-name>-InstallerTasksUnprotectCognitoUserPool-...
« BEITENRE-> YriE-> %&& “E1TH" Python 3.11->“RTE"
« ITF CloudFormation,
- MR RES #4k-> BUHEH “RE R EKRFRIR-> ‘MR,
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(2024.04-2024.04.02) Linux E\REEE S Y AT gEAL T “IRE” RS
AN B
EFHRURELFEHREZE | Linux ELEETRLEEE “EERE RS,

XBIERE , S AWS ystems Manager T 2IE{TEMZEG SR AEHHN DCV «1F , 3 H vdc-
controller CloudWatch BH& (EAEAT ) FERD LU T AKBEE. | <environment-name>/vdc/
controller CloudWatch

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

2R MWEY IR

2024.04-2024.04.02

ZRITE

EMEFEE EERE RSHEMRE , FRITUTERE

1. MEC2 #%|ABd SSH iE#Z R =6,
2. TERHIEBTUTHS :
sudo su -
/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/

configure_post_reboot.sh
sudo reboot

3. HFRXHIER.

EpLHOEMKEETEHFNRZ , FRITUTRE

1. ERHATHIARFIRNT X ( patch.py F vdi_stuck_in_resuming_status.patch ) , iEZETA T &
T, BRANETFHRXHME R : <output-directory>

(@ Note

o ZANTLHGEAF RES 2024.04.02,
o XNTHIZRZEZE AWS CLI v2, Python 3.9.16 S{E S hRALL K Boto3,
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- NEE RES WK~ MXHAE AWS CLI , HHAREHE S3 MRKE A RES tIBHF
8o

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. SMBITEATHAMIT XHENE FK. BT T4 T @S , <environment-name>Eix
RES HrEM<aws-region>BHMEE RES WX :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>
3. EEFMBIHEMIFER VDC HHEIZEES , BETUTHH , <environment-name>&ikA RES
IERNAER

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 RERRA) T3:ES “ SAMAccounttE B” BB EAXAEZREHREFTH
AD R F

X AR R
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SSO BEEALTHNMT (FNMNAD BEZ AR ) 5, RES LiARZ AD A, EFHEEES CloudWatch
H& ( £<environment-name>/cluster-manager B&EA T ) £ AD BFHIEEZE U T IR -

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}$)
. DA 1{21) [a-20-9. _1+(?<![_.1)$

ZiRIR2HT RES UEZHELUTERMN SAMAccount AF A&

- TRETENEM ASCI F&, BF. AR (). T (.
s FATEAIRRTHEENE - SEE—DFR.
- ENREEFNMEENAR/ETRIL (B, . . o )o

/!

/

oA L) TN
2024.04.02 RE BRRA
BT E

1. ETEHMNTBIARFNT 324 ( patch.py F s amaccountname_regex.patch ) , &7 T an
%, <output-directory>BMANEEKRXHNER :

(® Note

« ZANTIUER T RES 2024.04.02,
o ¥pNTHIZARZEZE AWS CLI v2, Python 3.9.16 ¥ 5 RA LK Boto3,

- HEFE RES WKk MXEE & AWS CLI , HHEREHAE S3 NRFKEA RES 22/ 1F
8,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch
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e
2. SMBITEAITHAMIT XHENE R, BITUTHTEHS , <environment-name>F#H

RES SRR B

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. EEFRINENERTESRELH , BETUTHS , <environment-name>&# 7 RES HiE
HE . BB LUBT Amazon EC2 BRI &| A 4K 1HiZ32H],

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\

--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 RERRA ) BFiARZ2FVNHFEFATLR
X AN 5] £

HAFMNRES MRS THAANLRELEHN , BANBATER , ZITHTHN 1T, XER
ZHREY. HAFPZHEATHENZRABRELENE |, PRI TER

Load key "<downloaded-ssh-key-path>": error in libcrypto

<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

52 S0 B9 iR A
2024.04.02 RE BRRA
B E

BARWAER Chrome TEES , BALKERAZ N,
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(2024.06 RERMZA ) £ AD @ HE , HAEK GRS RES @S
EIRER
R GroupOU 5 userOU & , FFARAFNLEEBWED E RES,

2HEE AD AR , RES 28] |dapsearch M 885, HaNTIEEFHEIRMMER T userOu 8
M= groupOU ¥, £REZEBRAKREREEMAF . REE UsersOU Hl groupOU FRIEIR T F
SHIAXMITRH.

2 R AR A

WRBEMATE RES MRAS 2024.06 HERIRA

RRTTE

FRRIT SR RFIE

1. ZETE patch.py BIZF] group_member_sync_bug_fix.patch 3X# , EZ{TUA T @+ , <output-

directory>BMNETE XA A1 H ZMEIE4MY RES IRA : <res_version>

(® Note

« ¥NTHIARZEZE AWS CLI v2, Python 3.9.16 RE & MRALA K Boto3,

- NEBE RES Bk M XS ELE AWS CLI , HEREEE S3 NREXEA RES 812K 7F
& o

« ZATIXE#E RES MRAs 2024.04.02 #1 2024.06, WMREFEHZE 2024.04 =
2024.04.01 , MERM AT 281 , ARZEBRPIHHNSRGENIRELETAEREE
#12) 2024.04.02,

« RES W7~ : RES 2024.04.02

T FE8EEE 20 24.04.02_group_member_sync_bug_fix.patch
« RES WA : RES 2024.06

#NT TE8EE - 202 4.06_group_member_sync_bug_fix.patch
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OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch

2. SMBITHEATRIARRMIT XHHE F. BT THTHS , <environment-name>EirR
RES INEN BT -

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. EENRIMEMEREEREH , HETUTHS

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.06 X E B4 ) CVE-2024-6387, Regre SSHion, # Ubuntu FH &L £ K
RHEL9 VDIs

BRI
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27 OpenSSH MR5 28 iR 5 H & 9 regre SSHion By CVE-2024- 63870 IIRTEERR B A1 T
BRGEEBEZEFRRSF|LINTEERE , NMAEFEA OpenSSH #ITLZEBENREFTRTER

B o

*F RES ﬁ)ﬁ@ﬂl_%ﬁ‘ FRL2FHET SSHHAERLEE , B2V AZHRENE M, BE , &
R it E’J?ﬁl}\ AMI ( ED#hRZM{E ) RHELO FMATA RES MRASH A Ubuntu2024 VDIs ( Bl SEE
AhZER ) ﬁ%ﬂ’ﬂz@%&iﬂﬁé@%ﬁlfﬁﬂ’] OpenSSH MR,

XEBEIA RHEL9 M Ubuntu2024 VDIs ATEE#E A A , EREEEEHRLLE.
BXRZABHNESHT AT LEXERE,
5 S Y iR A
L E B &P E RES MAs 2024.06 = E R R4S,
ZE#E7E

Ubuntu RHEL9 MUbuntu#i & T8 E Z£REAOpenSSHMN T . AILAMEAFENMENRH I EER
HATHRH.

WMREEHE Ubuntu RHELY 5 Ubuntu VDIs , BB WERBLA T AT VDIsiiA#TRE, EiE
*MAREK VDIs , FHATEWIZE P AT CH FUTURE # VDIs% BA# 1TIR/E, X LR AR T Az T2
LU AEHMNATERN VDIs,

*NT B7F%E VDIs
1. BIUTHSRMEAFAEIMAER Ubuntu M : RHEL9 VDIs

a. F#NTHIZAEE AWS CLIv2,

b. NEBE RES MIkFFXEFHEE AWS CLI , HEBREEE KiE S AWS ystems Manager 1T
K Systems Manager R,

aws ssm send-command \

--document-name "AWS-RunRemoteScript" \

--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \

--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'
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2. BALEETHS AELRIEHARERNET, BE ‘@ ALIER" BT+ , BEHHN®E
T ID, RIEHWIAFTARA IDs BERIER.

*NT R3k VDIs

1. ETEANT AT X ( patch.py # update_openssh.patch ) , IBE{TA T a8
+ , <output-directory>&E#¥RAETH MK B FM RES K <environment -name>k &
L/

(® Note

- ZAMNTUEA T RES 2024.06,
« *PNTHIZARZEZE AWS CLI v2), Python 3.9.16 ¥ & R ALK Boto3,

« NEE RES WK~ FMXEE E AWS CLI BIAs , HHRENAE S3 XEFRE A RES t
BHNE#E,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. BITATHTEHS :

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
update_openssh.patch

3. FEAUTHSEHRBIEMNINEN VDC 2 HIZFEAl

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
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--query "Reservations[@].Instances[@].InstanceId" \

--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important
R A RES IRA 2024.06 X E S R4 X #FE4h fut VDIs ure, E VDIs R4 E T 2024.06 #Y
RES R HEFN future , EE REA A TR RES BMEHARE] 2024.06, EERAER

2024.x B[ 8
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R X 7= BA

B Amazon EC2 SRfIEHMHTAMNATEERBENNZRRERS ( XWmRS ) WAk, tES TR
IBHEEREEXEFANE, EBa LA AWS Systems Manager Session Manager , © R E&E
RDP &R Tz & & Amazon EC2 36l , 8 R FEE RDP A, MRAFEFNANZERERS T
AJE , M| CALs RMBERRMAR T AIIFLEELWEZRREAS . CALs EEERBHRENZERER
HAFPAEZEZHAEBI ALY |, TUNESH S AWS Bk (HE ) APHE, BEXEHTTRERE
RF TR ENFNEFTIEINER , ESHERNRBREHLID .

BERFERENAXEFHEEHTRMITN, &AXHF : (a) RESE | (b) KK AWS ZHEH ™= mAts
ML, WBER , BRBTEA , UK (c) FREHEXERNT., ARG A 5 8 E &S SR
AWS AWS = mIm RS “REHE" =#4 , FTHTEAEANEBR. BFRREZG , TieRATERE T
AWS & FTEMTES AWS VRS , RAXBEAETHEHEF ZBNEAMIN , B FaXNH
AWS H 1T K,

Research and Engineering Studio AWS 21R#& Apache Bl E £ 1R EA Apache A RZR 2.0 Y%
FIRBIFAH
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2024 £12 A

2024 £ 10 A
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2024 £ 6 A

EK
« RIhRAS 2024.12

MEET —

- JEF B XES.

- BERENR.

o FoiE AR B 2R G RN R,
- Eii& SSH i RHR.

- REINS# Cognito AF.

EERWET —
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- BEFE VPC (A% ) .
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- REHERENH.
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