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https://aws.amazon.com/dynamodb/
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https://aws.amazon.com/systems-manager/
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https://aws.amazon.com/cloudwatch/
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https://aws.amazon.com/s3/
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https://aws.amazon.com/kms/
https://aws.amazon.com/kms/
https://aws.amazon.com/secrets-manager/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/iam/
https://aws.amazon.com/iam/
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https://aws.amazon.com/sqs/
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https://aws.amazon.com/sns/
https://aws.amazon.com/fargate/
https://aws.amazon.com/fsx/
https://aws.amazon.com/fsx/netapp-ontap/
https://aws.amazon.com/fsx/netapp-ontap/
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/backup/
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
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https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
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https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/security/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/security.html
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https://docs.aws.amazon.com/vpc/latest/userguide/security.html
https://docs.aws.amazon.com/cognito/latest/developerguide/security.html
https://docs.aws.amazon.com/efs/latest/ug/security-considerations.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/security.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/security.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/security.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-security.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/security.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-fargate.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/acm/latest/userguide/security.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/security-considerations.html
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/scale-your-group.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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TWA#X (FRE) ap-northeast-1 = =
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TWA#X (FEE ) ap-southeast-2 = =
IEXR (I ) ca-central-1 B =
BN X (E==E eu-central-1 = =
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RRMHE X (K= ) eu-south-1 = =
Rt X (R ) eu-west-1 = =
Rt X (82 ) eu-west-2 = =
ROt X (B2 ) eu-west-3 b =
PR X ( HTEE R eu-north-1 S =
E)

&5 (fSh4EX ) il-central-1 = =
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://console.aws.amazon.com/iam/
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c. HEREAHTEL ,, WMANUTFEHEE :
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. ETRAMHE | BEE

S BAF%B
BBIEERSE (0OS) Linux
REANWBRIERSERA W 5@ Linux 2, 5% Linux 2023

RHEL8, RHEL 9 5 Windows 10 # 11

HHEBW WMA—NEBZF, HlW : <research-
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4 AR AR BAIEWM 1.0.0 5.

% EH ERNAFEE,

d. E“SIEAH TEL 6 & “EXXREAB
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https://console.aws.amazon.com//imagebuilder
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® Note

AddEnvironmentVariables@ %R , IR EAFFEECEMEMENPEA
BESGMETE |, WA SUS EMIER,
MRBIEFIEBhttp_proxyMhttps_proxyHELXE | NEEFHIX
no_proxyZ ¥R IESEHIERAREREBAEN. KHITEHIE P tatf%
¥ VPC KimT RHARS .

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is
distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
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destination:

installation-scripts.tar.gz'

- name: RunInstallScript

ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'cd /root/bootstrap/res-installation-scripts

action:

'/root/bootstrap/res-installation-scripts/res-

- name:

action:
onFailure:

- 'tar -xf res-installation-scripts.tar.gz'
- 'cd scripts/infrastructure-host'
- '/bin/bash install.sh'

AddEnvironmentVariables

ExecuteBash

Abort

maxAttempts: 3

inputs:
commands:

echo -e

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1localhost,
res,{{ AWSRegion }}.vpce.amazonaws.com,

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1.
.elb.amazonaws.com,s3.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.

1}

amazonaws.
amazonaws.

com,s3.dualstack.
com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.

api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com, ssm.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, ssmmessages.

com, kms.

com,secretsmanager.

com, sgs.

com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.
com, logs.

api.aws,elasticfilesystem.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
com,api.ecr.

com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.
{{ AwWSRegion }}.amazonaws.com,cloudformation.

ELEFAE VPC ( Al )
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{{ AwWSRegion }}.amazonaws.com,sts.
{{ AwWSRegion }}.amazonaws.com,application-autoscaling.
{{ AwWSRegion }}.amazonaws.com,monitoring.{{ AWSRegion }}.amazonaws.com,ecs.
{{ AwWSRegion }}.amazonaws.com, .execute-api.{{ AWSRegion }}.amazonaws.com
" > Jetc/environment

e. EZRBIEAH,
4. B2 Image Builder B 585 o

a. HEOIRREREL, HAURTRAE:

Section S BAFP%B
BikiFE A BMAESNA, B0 res-
recipe-linux-x 86,
hR 7% BWMA—NRRAE , BEM
1.0.0 FF 1k,
iR AN EE IR,
HEuB® A EERA ERFEERS,
0S MU 5552 Linux SRELAE

Linux (RHEL)

BB KR PEAT (LEHER )
AR B PR T 55% Linux 2 x86, T4

#b Linux 2023 x86., 4ItE1
Al Linux 8 x86 SRAL gl

Linux 9 x86
B 3l AR 4438 ) 3% 1 ERARMN A ARERSR
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IR E - FrEANARBFERINEE

o, FERRER EEE
MITRBER SSM KE",
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Section S RF%E
THEER THEBEFRERE [root/bootstrap/res-% & i
P
A R R A 4 BRAZEUATAE

M= 4R 4

b. EFBIEES.
5. 62 Image Builder EMiZEWEE,

a. EEBRENHER T K6 GREMIENEE.,
b. EHEGIBZEMIREEE.
c. HUEZEMEMEENEL , WANUTAE

Section S8

— R E =20

o IEFERE : -2-linux
aws-cli-version

« TL#HEE : amazon-cl
oudwatch-agent-linux

« IHIBFRE : 2 HIBIER
Amazon EC2 . &F
P A B LAY AWS
X1,

BRAIEE

- IE#HEE : simple-bo
ot-test-linux

APF%E
MWAEZAEN , Bl res-

infra-linux-x 86,
AN AR IR

EEZAIEN 1AM £
==
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Section S8 AF%H
AWS Ertig ke S il EFE t3.medium,
VPC, TRMZEH ER— N AT EBRIG R
158 Amazon S3 FE /Y

EW, MREBEFEECNERZS
4, MR BAGE A BAT S A
Amazon EC2 ##| & BlE —
N2 4d -

- VPC : BT EMIR
MEEER[E— VPC, It
VPC 2475 ] LA 7] B Bk
Mo

o AYEALI
« XK : SSH
» Source : Custom
- CIDR #iE#R : 0.0.0

.0/0
d. %“FIEEMREREE,
6. BIEFHH EC2 Image Builder Ei& :

a. RIEBGEE , AEEFEZRAEE.
b. EEEEEFMAEENEL , MAUTAEHERET - :

- EERMM AR

« WTFERITX , FREUK , RFMORLEFIHE AMI BERE | BEEFI
c. E'ZEEFERW MHEL K6 &F “ERIFEE , REWAZEZNR LR, B#ET—F,
d. T “EXNEGLE REL  ERRATERE K RBEEE‘T-F

e. EENEMFEWEENEL , ERFEANEEMRERE K RAERALILENEMENEE
E’g%%o ii?%-lt_io

f. HE'ENSFTRERE WHL , FZRUATRARHITIER
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- BMHREBLASEHEN RES IR TRE — X8 , X RES F e\ EWE 3 &Rtk
ENRB, EARSIMINE , FEMEA EC2 Image Builder ARSS #Y X 13 1 22 fi HH BR

- MREESNMXEIHE RES , JUERVNEFN I A REHENRERMNES XS,
g EELMNERHERIEEE
7. 1217 EC2 Image Builder Ei& :

a. EBRBEET , HIAEREENEE,
b. &EE BE, RELER STEE

ZEEWRFEEARY 45 D8 F — NIt e el AMI R

8. ETAERKH AMI B9 AMI ID , FFE BT InfrastructureHost AMI S % A the section called
‘1L BIIT@R

RE VPC KimT =

EIHE RES HEHEMRE , AWS RS ZFZHRIENAE TN, BHUIRE VPC KinTh S R
FABRBHRNR , FAEFEENENMLRTREEXEDR,

1. MBZHAREBEESLKFETR , FRBAWS RS FHEO VPC Kin T 215 A =AU BEHITE

.
2. ERMNTARPZRERE-IRBETFN,

AWS %5 ARSS B R

App Auto Scaling com.amazonaws. region. NFARRF BN

AWS CloudFormation com.amazonaws. region.cloudfor

Amazon CloudWatch com.amazonaws. region. W5i%

Amazon CloudWatch B& com.amazonaws. region.logs

Amazon DynamoDB com.amazonaws, region.dynamodb ( EEMKLiHT
R)

Amazon EC2 com.amazonaws., region.ec2
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html

FREIRIEE AriEE

AWS AR5 BRS5 B
Amazon ECR com.amazonaws. region.ecr.api

com.amazonaws. region.ecr.dkr

Amazon Elastic File System com.amazonaws, region.elasticfilesyste

Elastic Load Balancing com.amazonaws. region.elasticload bal

Amazon EventBridge com.amazonaws. region. &

Amazon FSx com.amazonaws., region.fsx

AWS Key Management Service com.amazonaws. region.kms

Amazon Kinesis Data Streams com.amazonaws. region.kinesis-streams

AWS Lambda com.amazonaws., region.lambda

Amazon S3 com.amazonaws, region.s3 ( EEfE RES FERIAGIZE

HYR R LR R )

ERBERERRINLZRFEBEEH /N Amazon S3 %
ALiHT Ro 1HSF15F Amazon f& £ 74 IR S5 O L im

AWS Secrets Manager com.amazonaws. region.secretsManag
Amazon # AR com.amazonaws, region.ecs
I 5 SES com.amazonaws, region.email-smtp ( A TAAXATX

¥ : use-1-az2. usel1-az3. usel-azb. uswil-az2, usw2-
az4, apne2-az4, caci1-az3 #l cacl-az4, )

AWS Security Token Service com.amazonaws. region.sts
Amazon SNS com.amazonaws, region.sns
Amazon SQS com.amazonaws. region.sqs

WEALA VPC (T ) 5


https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
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AWS Systems Manager com.amazonaws. region.ec2messages

com.amazonaws. regi on.ssm

com.amazonaws, regi on.ssmmessages

%8 VPC KT QIVER T EEEIRS

ES5TXHE VPC KinT REVIRS &K , B LAE VPC N RB FMPIRENERS SR, £ Identity
Center 3 AWS S RMHRE , BRUTIREUBEAAREIETFEHEMFN KT HNER

RERS R

1. HEENAT RES SBEH VPC HAEB FMF B3I — Linux E4H6l,

Linux &% — 5% Linux 2 RIL D% Linux 3

- ZE¥J — x86

SEEISEA — t2 micro HE = ARAS
Z44H — M 0.0.0.0/0 FFEAMY IR O 3128 £#Y TCP

2. EEIRMHILLRERERS R

a.
b.

C.
d.

e.

EFT3:F http Ego
AREMFERX FFEZSATHE :

- .amazonaws.com (@A TEARS ) AWS

- .amazoncognito.com ( i&A FIL 5 i# Cognito )

- .awsapps.com ( BF B H )

- signin.aws ( AT &M@ H0 )

« o amazonaws-us-gov.com ( & F Gov Cloud )
B4 A HftiE

BEHEHNRERS .

B TRERSHFERIRO,

3. EEZEMRARIAAFTERERSSR.

a.

HEEH VPC 268 |, BELRATEMIREEANN VDI EHH FMAEEE AR,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html

MESEIRIEE AFiEmE
b. RERHARUATMERAEEFIEIETRPUENRERSEZEH.
c. XEAT InfVDIs rastructure/ BIFFE FM ( ToiETHRI BB ) BIB&HRINITILERAE,

4. BRRERSR EC2 XFNZLE , ABREATFERERS /M IKO LFIT A TCP &
%,

REFME VPC HESHK

£ Hthe section called “S8 1 & : BaI=m” , IBEE CloudFormation iR A K LS, HHH
BREERENTSEH , LERIDIHBBREN N EEHNFE VPC #,

S8 Input
InfrastructureHostAMI fEA B2 EM R AMI ID the section

called “#%& Amazon HLE5ER & (AMIs)”,

IsLoadBalancerinternetFacing RE N false,

LoadBalancerSubnets EERE BRI R RFAE F M,
InfrastructureHostSubnets EERE BRI R RFAE F M,
VdiSubnets BEXBEERMNITRNRNLE M.

ClientIP &I LLE R 8 H VPC CIDR A2 iFFRE VPC IP

b3k 1T Ao

HttpProxy T~ http://10.1.2.3:123
HttpsProxy Bl http://10.1.2.3:123
NoProxy ol

127.0.0.1,169.254.169.254,169.254.17
©.2,localhost,us-east-1.res,us-east-
1.vpce.amazonaws.com,us-east-1.elb.a
mazonaws.com,s3.us-east-1.amazonaws.
com,s3.dualstack.us-east-1.amazonaws
.com,ec2.us-east-1.amazonaws.com, ec2
.us-east-1l.api.aws,ec2messages.us-ea
st-1.amazonaws.com,ssm.us-east-1.ama
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S8 Input

zonaws.com, ssmmessages.us-east-1.ama
zonaws.com, kms.us-east-1.amazonaws.c
om,secretsmanager.us-east-1.amazonaw
s.com,sqgs.us-east-1.amazonaws.com,el
asticloadbalancing.us-east-1.amazona
ws.com,sns.us-east-1.amazonaws.com, 1
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onaws.com,api.ecr.us-east-1.amazonaw
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om,kinesis.us-east-1.amazonaws.com, .
data-kinesis.us-east-1.amazonaws.com
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,cloudformation.us-east-1.amazonaws.
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wS.com,ecs.us-east-1.amazonaws.com, .
execute-api.us-east-1.amazonaws.com
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2. HEEFEHEHER,

MRBEEEAN AWS GovCloud #:[X# TEE |, EEEM GovCloud 2 XK F A /3 shiE4R ( 45
m , thAb 4T3 AWS GovCloud ( EEFESR ) X )

3. WARRSH :

S8 ZRiAE L
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key/value {"passwor
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https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
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https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
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EN IAM BRNEIER- , &
B 12 MFH,

IAMResource &2 / ( 7 ) AT RES HEH
EH IAM BIRAVEEE |, FFL
MERE R/

Vpcld FEREAFHEHFIA VPC B
IDo

IsLoadBalancerinternetFacin &R true EPEE M Internet

g WISt ( ABROESRFE

ERNATN) . HTEERH
HEEM RN EE , HEEF

falseo

LoadBalancerSubnets ETENTRAXRFERZEDH
NFR , AERIERIFEHESP
Bal. WTEEZREBRMIA
EHEBE |, EERFAE M,
NFFEEHREBRMNIE ,
BEELNEFM, RN
FHRBBTANAL | BFiE
BB RIEMNAH,

i
N3
g
g
H
a0
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S ZRIAE i BF
InfrastructureHostSubnets ETRNTAXPIEREDH

MEFH , ERiREER
EHPE. MRAIMEH
REETAMNAL | EEFERR
BERENAHF.

VdiSubnets ETENTRAXFEREZEDH
ANFAEFM |, VDI =R EH
RE3h. MR LEHR 0l
BTEAMAL  BEBRFERS

BRI KA,
ActiveDirectoryName corp.res.com A BN, EARES]
FPigA T
ADShort®& # corp ST B R EI R, XM
NetBIOS & #Fo
LDAP E#t DC=corp,DC=res,DC= LDAP EX&EFigmEatf
com LDAP B&#%,
LDAPConnectionURI &3 B KM E RS R A BATE

B YA |dap://BER. WMERE
fEABRIA AD HEBE T B340
EBFR , WM BT LAEA Idap: //
corp.res.como

ServiceAccountCred RBE—1W%E ARN | H
entialsSecretArn @& Active Directory
ServiceAccount PRI A

BHNZBE , BXRAF key/
value B/Z1EXT,

UsersOU AD HHVAR RN | HNFERF
SWHAFFER.

i
No
m
o
i
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RAriEmE

B BINE
GroupSOU
SudoersGroupName RESAdministrators

ComputersO

18, & TLSCertificate 4 $5

EnableLdaplDMapping

£ A ADJoin False

ServiceAccountUserDN

SharedHomeFilesystem & 17
iE

CustomDomainNamefo
rWebApp

458

AD R TRHERDZHEER
PLBLY,

HE K BELRERNTXRFESR
sudoer AR PR MTE RES £
BEEERGRNERNE R
e

SEHIF AR AD HH944R
.

( ATik ) B4tE TLS kP&
£ ARN LAG &5 AD 9 TLS
BE,

#E UID # GID /S5 =
SSSD £ /kky , IE2EA AD
REMKT, WWRMEH SSSD
AR UID # GID , M&E
7 True , INRFEA AD 12t
B UID # GID , W& &R
False, EAZHIERT , Lt
SEMNIRE RN True.

ERH Ik Linux MDA B F
1w, FERH Trueo BN |
BREEBRINKE “False’s

i BR PRERSKS A
FEY AT 2 ZE B FR (DN)o

AT Linux VDI =¥ HRE=E
XHZREM EFS ID,

( I3 ) Web TP M4 fE A
By F B N RER Web #5
RIRaEE,
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S8 RINE B

CustomDomainNameforVDI ( A% ) T Mk 58 A BV F131
BRAREH VDI E o iR 4eE
.

ACMCertificate ARNf ( Ak ) EAERIABCERT

orWebApp FmEMNENARFRREERE

amazonaws.com H T, &7
DEECHEE TREF MR
%, MRELE T BRI E
B, MXRAEERN , HE
Al LA TEres-bidtEtk By 5 R 3K

BEE, MRIEBEENR Web

BARFERIES , HSRE
BiEmM.

CertificateSecretARNforVDI ( ATik ) bt ARN B4R 26K 18
B9 17 P PR 2 FEIE B A 23 FEHIE
Fo. MRERN BN ERR
BT 1FER , WA LATE res-
bi #4X#Y Outputs I+ T

K EZE.
PrivateKeySecretARNforVDI ( 73 ) Bt ARN ZRAFMER

W RS IE R, R
BREHABRBRE T
HA , WA LATE res-bi etk
B9 Outputs &I+ T K F)Z
=

5. %% Create stack ( Sl ) AZBEMHEK,

& 0] LATE AWS CloudFormation &1 & 8 “RE” SR EFBHKRWNRS. BFEKRY 60 28 FKRE “¢l
B TR IRS.

i
No
m
o
i
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MESIRIEE ArfEm
E2L BRER

EHRNKFPIEE RHEKRE SR E—HasS8NEREN B T4, FH1Z URL BREHNKF H
NEMAFEEIEZE,

[EXTERNAL] Invitation to Join RES Environment: res-test - Message (HTML)

File Message  Help Q@ Tell me what you want to do
1 o (== - )
Soee [ 5 51 &) T Ewesing | Do > To Manager [ Bkule 5 B M | b P A
B Team Email ~ Done I35 OneNate [ Related ~
2 Junk~ Delete Archive | Reply  Reply Forward g0 € Reply &Del F Createl Sl | Move Mark Categorize Follow | Translate Read | Zoom
© All teply & Delete 7 Create New «  [BActions~ | Unread  ~ Up~ ~ [y Select~ Aloud
Delete Respand Quick Steps [F] Move Tags [E] Editing Speech | Zoom ~
[EXTERNAL] Invitation to Join RES Environment: res-test
- . Repl € Reply All > Forward
no-reply@verificationemail.com ) Reply © Reply e
7 [ Mon 10/16/2023 12:35 PM
| CAUTION: This email originated from outside of the I Do not click links or open attachments unless you can confirm the sender and know the content is safe.

Hello clusteradmin,
You have been invited to join the res-test environment.
Your temporary password is:

You can sign in to your account using the link below:
hittps://res-test-external-alb-801427597.us-east-1.elb. om

RES Environment Admin

BIRBXE , BULTE Web NP PEBREBELUEZE SSO Rit, AXABEENRESERE , 5
5, BLEERMEEE , clusteradminiX 2 —4 breakglass Mk /= , YRE] LA © KR4I B H 7 iX L1
BAPEBEAFSFEERARE  ETNEBE S ERTHERIBERE,

B2 HEREZR 44



MESI/IEE AFiEmE
B m

Research and Engineering Studio (RES) BRI EFH MmN AL , XA THRAEHEETEETHMER
IREEH,

RES £ AET BMNRAZEF TR, EBRAEAFONMAD , RERAELERFNFIS. 5
W, M7 2024.01 F 2024 F 1 BEERNEEMA RS ; B4 2024.01.01 B ZRAAREMRAE#o

ES}
- EERAERH
« REREEH

EERAEF

Research and Engineering Studio £ ARBRZIHMUFIR RES IMETEBIHZHEAE , MF2EXE
WIRRIRE, AR ABRZE , BT LU A IR SR i M i SRR R B,

BEEARIRAN RES BEFENIME |, FHITUTERE

1. RIEIBIHSRRIIRIR, 1§ZHMthe section called “BIERER",

2. FEAFREEFRIE RES, iHZHthe section called “88 1 & . BziF=@m"
3. FREBENATEMIFE, 1§ HMthe section called “Ri AR,

4. WIFFMEHIECRINTBIFIAE,

IXRERRAEFT

/A Warning
M RES 7 2025.06 A% F 2025.06.01 EEFEAZIE. TEZRAEERH

NTF RES WREMAEH , FREEHNRE., BLUELEFRINER RES #4k CloudFormation 4k
KREMZMKR, EHBEFH 28, BEPKREZ CloudFormation Bl RES FERIMA, #RAIAERR
RV FF KBRS,

{5140 : "Description": "RES_2024.1"

EERAERR 45



FREIRIEE AriEE

ERTRERKNER , FHRITUATRAE

P TEEHFH CloudFormation #4xthe section called “5 1 % : B3I m’s

£ https://console.aws.amazon.com/cloudformat ion 3 F CloudFormation & &1 4&
TP | W HEREHEK. ENZERA<stack-name>,

EEEH

R B EER

Xt F Template source(EHRKIR) , & Upload a template file( L EAE MR H),
RIS IR T RENR,

EREEHKRFEMAEEL , ERT -5, BLFEFSH.

EERE#RIET L  EBT—%,

10. £ “&&<stack-name>” # | EF “EBR,

© © N o g bk~ w0 Db =

RERAEH 46


https://console.aws.amazon.com/cloudformation/

MESI/IEE AFiEmE
EH & ™ m

RATAEA AWS BB & SHEE AWS 7= @ L # Research and Engineering Studio AWS
Command Line Interface. #8247 F o il BR bt 7= fa 61 22 89 WL 5% &) £ 72 6% BR S5 (Amazon S3) 77,
MREZMTERZHOBIE , A= BT B3MER < EnvironmentName >-shared-storage-security-
group o

EA AWS ERZGH A

1. &% AWS CloudFormation 24l &,
2. EMKRTEL | &R RN &K,
3. IEERMIER

£ AWS Command Line Interface

¥8E AWS Command Line Interface (AWS CLI) EEHNHREFREBH, BXRZEHE | HSH
(AWS CLI AFF#§m) AWS Command Line Interface#Y “B11 4", BN REPBATE XIiZH S E
AFAAEERENEEAKSE , BT THS. AWS CLI

$ aws cloudformation delete-stack --stack-name <RES-stack-name>

1IE 7E /1 B® shared-storage-security-group

/A Warning
BRUABERT , ZFmeRBLEXHRS , B LEBESEAER, NREEFEMRZ S HMKE
HXHRS , NRBEXEREFNAEBREDRFEKAMER. RMNBURZHHBEIRBEE
MoBmEFNERA,

1. BF AWS EEIEH A HITHF Amazon EFS ###& , Mk https://console.aws.amazon.com/
efs/o

2. MIBREZREXMIFTE X REK<RES-stack-name>-shared-storage-security-group. |
E, BANHXENHEREEFTIES S —NRESAREFHIE.

ffEF AWS BB & 47


https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/efs/
https://console.aws.amazon.com/efs/

MEEIRIERE AriEE

3. EF AWS BEEHES HITFF Amazon EC2 #2#|E& , Wik Jhttps://console.aws.amazon.com/
ec2/o

4. MBR <RES-stack-name>-shared-storage-security-group.

I ER Amazon S3 FiE 4

WMREREMER AWS CloudFormation ## AR ILBIEEAE X |, Wiz RECE RN RE ™ m o2
Amazon S3 FfH ( A TEMEXEHTHE ) . HETmE , MREFFERZHRE , WTUFI)
BRI S3 FEME, BIRLLT SEMIBR Amazon S3 7M.

R AWS BEEEG|A HITH Amazon S3 #B&|E& , Mt Jhttps://console.aws.amazon.com/s3/,
ESMBERPERTFHER.

¥ % S stack-name 3 ZfE @,

EFES Amazon S3 FEE , RFIERBERE., BUIEZEZB N EHRR.

%EF S3 FiERE , AEERRIER,

o M w0 bnhp =

EFEAMBR S3 F#EME AWS CLI , FETUTHS :

$ aws s3 rb s3://<bucket-name> --force

(® Note
Z--force TRBFZFHEBPIHNANR,

MR Amazon S3 12 1% 48


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/s3/

FREIRIEE AriEE

BoEEr

AEERMABARZIXRERTHEERES , WHANMAE AWS FrLtE - EFHNEMNRELRITHEE
Lo

F&

- SHERE

- Bl FIEE

o BIE ACM iEH

- Amazon CloudWatch B&
s REAENN R

+ FiE RES-ready AMIs

- & RES FiREBENEA

BEOEE

MAEIRITEZTUEREMA/FS SAML 2.0 FERN S B 1R 4. E£EM Amazon Cognito /£
FHAFBE S, RFAFEER Co VDIs gnito AR HHEFRIF MM Linux , H5H. RELDE
Cognito i/~ SN RIEME A AR REE RES HiTRIER IAM HHHL , FSHAEA IAM H 5 0RE
B REF (SS0). MREBHHCHWASE SAML 2.0 fENSHRER , TSR NERE 5 (SSO) BE
B S R,

£

» ZEW ¥ Cognito A

- EHEXRES

. EA 1AM B ROEE S SBF (SSO)
- NEREF (SSO) BELN S IRMR
- FAFPREED

RIET S# Cognito AP

MRS IR IER (RES) AFEN Amazon Cognito B A AHLAF B K. XA YFRAF A Amazon
Cognito AF B HEFTFMIEFET Linux VDIs I, EERAALER AWS #2EH & F 8 csv X

SHEE 49
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BRZANAPSARP T, BXMERAFSANESZFE , 5[ Amazon Cognito FF R EIEFEHHIMN
CSV XHFHAFRSAAP M. RES XERIMNFEAET Amazon Cognito K7 A F~ B &M SSO,

BRI E

EN RES BER , EfF RES BB E N FE A Amazon Cognito ENAFER , BESNEERE L
P E A Amazon Cognito E R AF B REZFH , ZTTHEH UM ‘SREEE” THIFH. BEATAFBITE
fit | BER—TNE LA F 8 BEMRE.

Identity Management

Identities Management

AWS Cognito Directory

Cognito user pool metadata. Use this for debugging issues related to the Cognito user pool.

Provider Name User Pool Id Domain URL

cognito-idp [F us-west-1_CTi3SJMAD [ https://res-cafar-gefS9aa3-ff5a-4e94-8938-

76861e1ef7c1.auth.us-west-1.amazoncognito.com

Provider URL
https://cognito-idp.us-west-1.amazonaws.com/us-
west-1_CTi35]JMAD

Use AWS Cognito as user directory

@ Enabled O
User self registration

@mbe®©

A F up/sign BFZRE

WREATAFBEEM , MA@ AR REEN Web NARFH URL, EHE , AFSKRE—1MNE
o, LEEE “ETRAF 2 BXEEM.

I 5% Cognito &A1& E 50


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-using-import-tool.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-using-import-tool.html

WREIBRIHEE

RriEmE

EEETRAS AR ? FIAEARRERE A6 B Fap A M= L2 K,

Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

U )

Password
Enter your account's password

[ )
e D

Forgot Password?

Not a user yet? Sign up here

Verify account

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

T 3% Cognito & 131& &
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RriEmE

Create account

Email

[ )

Password

[ )

Minimum 8 characters with numbers and special symbols (@#$*&)

Re-enter password

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

FEREMREN 32 , REFER P 5 A B FoR 4P I B A9 30 IERD BASE BOE AT 72

T 3% Cognito & 131& &

52



WREIBRIHEE

RriEmE

Verify email address

To verify your email, we've sent a verification code to your email.
Email

[ )

Verification Code
Enter the verification code

{ ]

Resend verification code

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

MREZATBEM , WAFPNERR EMEERE., B8 A MIIE RES 248 Amazon Cognito &
AF. (&2 Amazon Cognito F X BIEEHPHWUEER SHAIERFKS,, )

T 3% Cognito & 131& &

53


https://docs.aws.amazon.com/cognito/latest/developerguide/how-to-create-user-accounts.html

MrEIRIEE AriEE

Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ J

Password
Enter your account's password

[ ]
e )

Forgot Password?

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

BRI HEIED

MERRFERE A SSO M Amazon Cognito , & HIM—MEALLR SSO BFRMED, HAF R HIZEDR
i, ERQFMUMNEREREHE SSO BFXNHE. BMIAERT , l1RE A Amazon Cognito , W A~
FA Amazon Cognito 31T & %1,

T 53 Cognito &3 i% & 54
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ )

Password
Enter your account's password

[ )
. aw D

Forgot Password?

Not a user yet? Sign up here
Verify account

Sign in with organization SSO

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

£93R

« ##) Amazon Cognito HEHBMRZAUNBEAN TR | REZIEFH,
« Amazon Cognito A A FERARA AP B MEE{EE A T E Y B F i 4t

- MERERE A Active Directory 1 Amazon Cognito , # BERXZERNBAFEEE , WRAAFES B
FAF#TEHRIE, B8 A RNREEEE%E Amazon Cognito REES B Rz BEEEENAF
Fo

+ BT RES FX#FETF Amazon Cognito # Windows 3£ 1TE T & ¥ Cognito B &3 11E |
VDIs E itk A 2 ¥ Cognito AP Bz E T Windows B & 451 .

I 5% Cognito &A1& E 55
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Amazon Cognito AFWEERA

BRINBERT , RES #Fadmins4AA MY Cognito AR EE R NR, EFAFAME Cognito admins &
B, FRITUTRE

1. SME Amazon Cognito ##l& , RE%EFEAT RES WIERAF .,

2. SMEIAPREE" THW BA" RAREE CIERA".

3. HEOIEBANEMBEAEZNTP , Wi Aadmins,

4. EFELEMNadminsF A , RABEEFFAFBMEZFH LR Cognito AR,

5. REUTIRFIIREZ Cognito @F. BF

R IE 2 Amazon Cognito & , W iINEadmins B4 8 A PR BEE R R,
EiE7

RES &/ it #&FEEKIEEFES Amazon Cognito PR MBAGFEERAY ., FAET “EER” ANA
FEFIRBE P HIsudot R, VDIs

WA LA Lambda 26| & FFEFRES.
FHEHEIIRE :

1. 3TH Lambda #Z2&l&.

2. 1% Cognito A% Lambda, Bt Lambda BEL T mBLE..
{RES_ENVIRONMENT_NAME}_cognito-sync-lambda

3. EE M,
4. ENHBHEHDP , ZRALANNREE, SHAEXBRATKEE,

Cognito IR £ EEEM

£ 202412 lxA 2w , BN B T 4R Amazon Cognito Plus it XIZhEE—ZB 089 B FIERN id Fe FrAll
HENEEBEFHBER , MEREERXF RESHEFTERLR. EUURESESEHZALLIIEE , K
EREANTSRLRBRE—

mal B EEL

B B EREL 56


https://console.aws.amazon.com/cognito/home
https://console.aws.amazon.com/lambda
https://docs.aws.amazon.com/cognito/latest/developerguide/feature-plans-features-plus.html

WREIBRIHEE

RriEmE

T EE

EREIEDS , IESESEF (AD) #%XH CFN SHEE &M,

Active Directory details - Optional
ActiveDirectoryName - Optional

Please provide the Fully Qualified Domain Mame (FQDN) for your Active Directory. For example, developer.res.hpc.aws.dev

[ Enter String

ADShortName - Optional
Please provide the short name in Active directory

[ Enter String

LDAPBase - Optional
Please provide the Active Directory base string Distinguished Name (DN) For example, de=developer,de=res,de=hpc,de=aws,de=dev

[ Enter String

LDAPConnectionURI - Optional

Please provide the active directory connection URI (e.g. ldap://www.example.com)

[ Enter String

ServiceAccountCredentialsSecretArn - Optional
Directory Service Root (Service Account) Credentials Secret ARN. The username and password for the Active Directory ServiceAccount user formatted as a username:password key/value pair.

[ Enter String

UsersOU - Optional

Please provide Users Organization Unit in your active directory for example, OU=Users,DC=RES,DC=example,DC=internal

[ Enter String

GroupsOU - Optienal
Please provide user groups Oganization Unit in your active directory

[ Enter String

SudoersGroupName - Optional
Please provide group name of users who will be able to sude in your active directory

[ Enter String

ComputersOU - Optional

Please provide Organization Unit for compute and storage servers in your active directory

[ Enter String

DomainTLSCertificateSecretArn - Optional
AD Domain TLS Certificate Secret ARN

[ Enter String

EnableLdaplDMapping - Optional
Set to False to use the uidMumbers and gidNumbers for users and group from the provided AD. Otherwise set to True.

[ Select String

DisableADJoin - Optional
Set to True to prevent linux hosts from joining the Directory Domain. Otherwise set to False

[ Select String

ServiceAccountUserDN - Optional
Provide the Distinguished name (DN) of the service account user in the Active Directory

[ Enter String

B ERES
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RAriEmE

N TFziTetRENEAZEH ARN (B
|, ServiceAccountCredentialsSecretArnZDomainTLSCertificateSecretArn) , B
MEZAFRIMUATIRE |, LUE RES SREZIZEHAENR

« # : res:EnvironmentName , {§ : <your RES environment name>

« % : res:ModuleName , ff : directoryservice

1P P SE R VAR AD BREBEEHEBRE T —RFE/ SRF ( 8/ 6t ) MEBE3H3RE. AFEERAD

BESWRFEEMNEE SSO (Hlan , mRMIIIREIEMAD) .

REERE , EERATUESHEERNE T RES Web TP HhEEH4E AD B E :

Active Directory Domain .~

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
QU=Users,QU=RES,OU=CORP,DC=corp,DC=res,DC=com

Groups Filter

Enable LDAP ID Mapping
true

Short Name (NETBIOS)
CORP

Service Account User DN
CN=ServiceAccount,0U=Users,0U=CORP,DC=corp,DC=res,DC=co
m

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Start AD Synchronization

Latest AD synchronization completed at 3/5/2025, 3:01:16 PM

LDAP Base
de=corp,dc=res,dc=com

Service Account Credentials Secret ARN
arn:aws:secretsmanager:us-east-
1:905418417732:secret:CredentialsSecret-res-deploy-
RESExternal-GZBJSY]BLAW4-DirectoryService-1TAUMFPSAPKVEE-
TvYM7Q

Groups OU
0OU=Users,0U=RES,0OU=CORP,DC=corp,DC=res,DC=com

Computers OU
OuU=Computers,OU=RES,0U=CORP,DC=corp,DC=res,DC=com

Domain TLS Certificate Secret ARN

B ERES
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Active Directory Synchronization

Active Directory Name
Type the name for the Active Directory. It does not need to match the portal domain name.

[ corp.res.com

Short Name (NETBIOS)
Provide the shart name for the Active Directory. This is also called the netBIOS name.

[ CORP

Service Account User DN
Provide the distinguished name (DN) of the service account user in Directory

[ CN=ServiceAccount,OU=Users,OU=CORP,DC=corp,DC=res,DC=com

Service Account Credentials Secret ARN
Provide a Secret ARN which contains the username and password for the Active Directory
ServiceAccount user, formatted as a username:password key/value pair.

[ arn:aws:secretsmanager:us-east-2:992382841930:secret: CredentialsSecret-BI-Dire ]

The secret should contain the username and password in the format username:password.

LDAP Connection URI
Specify the connection URI for the Active Directory server.

[ Idap://corp.res.com

LDAP Base
Specify the LDAP path within the directory hierarchy.

[ dc=corp,dc=res,dc=com

[C] Disable Active Directory Join

To prevent Linux hosts from joining the directory domain, check the box. Otherwise, leave in
the default setting of unchecked

[CJ Enable LDAP ID Mapping

Determines If UID and GID numbers are generated by 555D or if the numbers provided by the
AD are used. Check to use 555D generated UID and GID, or uncheck to use UID and GID
provided by the AD. For most cases this parameter should be checked.

Organizational Units (OU)
Provide the Organizational Unit within AD that will sync.

Users OU

[ 0OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,DC=com

Groups OU

[ OU=Users,0U=RES,0U=CORP,DC=corp,DC=res,DC=com

Computers OU

[ OU=Computers,0U=RES,OU=CORP,DC=corp,DC=res,DC=com

Sudoers Group Name

Provide the group name that contains all users with sudoer access on instances at install and
administrator access on RES.

[ RESAdministrators

» Additional Settings

B ERES 59
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HgE

T 6 SR
EERALAER R iEESR M AR ANFEERSHASHEL, HikRSIUETE LDAP
Tk ERE R, TIERRAIMT -

(sAMAccountname=<user>)

BEMX SSSD 2#

EERAUTURMITE SSSD S HAENBEXNFH , LEALEFH| LM SSSD BEX
#+[domain_type/DOMAIN_NAME]Zf% . RES £ BzIR A SSSD E#H , LEEH LM LEH S
SSSD Ar$H Atk AD RIF IR,

—LERNNEEN SSSDIRESR :
« enumerate-iXiEN “‘true” LEFBEZBRSHHMERAFPNEALRE.,. BRALETRESBERAFEBRX
BERMEER,

« ldap_id_mapping-i&EA “true” LUF LDAP/AD B F MBS IDs ElA&#s UIDs F Linux R
GIDs £, ERALMBETUREEINE POSIX HAMNARFHREK.

B SSSD BB XM EEBMR , iFZ 54 Linux FM R, SSSD

Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value
[ true v ]
Key Value

(e )

( Add Parameter )

SSSD SHAEAM S RES SSSD BERE , MTAHA

. id_providerf RES WEFigE , FEEH.

B B EREL 60


https://ldap.com/ldap-filters/
https://ldap.com/ldap-filters/

FREIRIEE AriEE

« AD fB<EE (2
$E1dap_urildap_search_base, ldap_default_bind_dn#l ) ldap_default_authtok=
RIERENEM AD BREREN , TEHER.

AR RBliE A SSSD BEMRIHE 3 :

Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value

[ true v ]
Key Value

[ true v ]
Key Value
[ debug_level ] [ OxFFFO ]

Remove

( Add Parameter )

WAFHEHHFLLRL (RA 2025.03 RESRA )

EMBEMNEBERME , R/FTE A ctive Directory HBEFFI%F “F3h AD @5 24 , HFAA AD F

=]
&

\
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Active Directory Domain .~

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping

true

Additional SSSD Configuration

Short Name (NETBIOS)
CORP

Service Account User DN

CN=ServiceAccount,0U=Users,OU=CORP,DC=cor
p.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Start AD Synchronization

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN

arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISyIRg

Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,0U=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

EEFILERE#HRITH AD @ |, BT Ac tive Directory IH ARSI “=1k AD B5” R4,

Active Directory Domain ./

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,0U=RES,0U=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping
true

Additional SSSD Configuration

AD Synchronization in progress... Stop AD Synchronization

Latest AD synchronization initialized at 2/20/2025, 3:20:19 PM

Short Name (NETBIOS)
CORP

Service Account User DN

CN=ServiceAccount,0U=Users,0U=CORP,DC=cor
p,DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN

arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISyIRg

Groups OU
OU=Users,0U=RES,0U=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

E A BATE Act ive Directory IR HFEE AD BT RSMEFE L 8tE,

B ERES
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Active Directory Domain

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping
true

Short Name (NETBIOS)
CORP

Service Account User DN

CN=ServiceAccount,0U=Users,O0U=CORP,DC=cor
p.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Start AD Synchronization

Latest AD synchronization completed at 2/20/2025, 3:21:00 PM

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN
arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISylRg

Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,OU=CORP,DC=corp,DC=

res,DC=com

Domain TLS Certificate Secret ARN

Additional SSSD Configuration

MAFHZITED (AR 2024.12 F1 2024.12.01)

Active Directory X I ENEHEESREMEHEENEBIEEHN — AL SN RERS
(ECS) %, ZERBITNB/NIIEIT—IX , A LAE<res-environment-name>-ad-sync-
clusterfEH TH Amazon ECS &5 PR E| EEE1TH ECS £5,

EFNBEHT , ERTUTERE

1. SME| Lambda 2§ & H1EFEE HW lambda, <res-environment>-scheduled-ad-sync
2. ITH Lambda BR¥H F 2

3. HESEH JSON HBHAUTHE :

"detail-type": "Scheduled Event"

4. EENR

5. 1 - H&4H CloudWatch- TEEFIEEEZE1TH AD Sync EEFH BE/<environment-name>/
ad-sync, BNEIESNEEZITH ECSESHEL, RBRBHHN , EFEE.

B B EREL 63


https://console.aws.amazon.com/lambda

MEEIRIERE AriEE

® Note

- MREEHR AD SHEFH M AD HiEdF , RES HBREFEMIEENS BB, , HMBR <80
ERFEFBEEHE LDAP ERZEHFHAF,

* RES TABKBREFPELTNE M, user/group Eik RES HAFMNREFRBERR , HIURHEM
1 B R ER,

SSO Eti&

READEERE , AFLMREERIES (SSO) , T8 AD AFSHEF RES 177, SSO BEEM
“BARE THBEHNSHEERE, AXRESSONESEERE , BZHASHEE.

5 IAM B IMEE S &% (SSO)

R IR 18 ARG B 17 O IERE D EE Active Directory , BMIFHBSE 1 . REE D0, MRIEEEN
/P OEREER Active Directory IEEE—E , EMITIRE 2 & : Connect FEZEF FHH Do

(® Note

MREEILEBZEA GovCloud X1 , i51EZFE Research and Engineering Studio £J AWS
GovCloud (US) 7 Xl Hi% & SSO.

FER1 REFMGHO
/8 A 1AM Identity Center

1. &% AWS ldentity and Access Management 2 %14,
2. fIFEHBHL.

3. BEEREH.

4. &$F “BRAFI” AWS Organizations,

5

R GREE,

A IAM B3 0EE SSO 64


https://console.aws.amazon.com/iam

MEEIRIERE AriEE

® Note
BREENXEEREES B RAAERNXEEE,

FIAM 43 ERSIRE R B
BRIAM EHH0E , BERUATHEENRESR

1. ESMERTD , BRRE,

2. EHHXRE T, &R BE RAEER BERFHRE
3. BERBEER T, &EREMNE R,

4. HET—%,

5. BEFELENERHEEINEACCEPTHHA A

6. EREXHMDIR.

R MEEAR DS E &0 D0

PN ERTRE , FHIA- N FZENBEIAEE, F IAM 5P 0ERIEEEDER

1. EWIAEED  EEEHEISHRE,

2. EEEEMMRHT  AET-F.

3. ®AFHIT  WARRSHAF,

4. EFARD.

5. &ET—F,

6. ERFENENR , AGERRFEE.

7. AFIRATRIFR/NSH. URERIEXAFREASHNESHEE , BEARRERS.
BRAF

1. MEEBEFHEE AP,
2. EBRERNEBRABRNERHNAF,
3. ER‘BRAAFPFERNE,

f£R IAM & 3 F/0IRE SSO 65
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2 2 & : Connect EEZE| & B H

£ IAM B0 iRENAREF

© N o o bk~ w0 DN

10.

11.

12.

3TFF IAM Identity Center 2 %14,

ERENARRF.

EERARMBARR.

FRE RIFRET , B BEERENNAERRE
ENARFEET , &% SAML 2.0,

EET—%,

MALEFAN I REHRANER,

IAM SRR OTHET , £5 1AM F40 50 SAML TBEXHH8EE, E£4A RES [P ERE
IAM Z3 0 , BRFFEXAN

ENAERFEY T, AALZHNNARFRER URL, i <your-portal-domain>/sso,
£ “NMARRRFE ACSURL” T , #iARE RES NTFWEEM[ URL, EHEIXA :

a. T HEEE T, &R “EMNRE

b. %EF ‘HHRMUE ETF,

c. T 'BRER T, LFKRE SAML EE@MIL,

£ “NARRF SAML ZX” T , A Amazon Cognito URN,

EQBEIRE , BT TRE

a. ERESIFH, T “EMRE".

b. Z“‘SMRME EWFT , KA D,

c. fFRAFM IDAMEATFRHFE :
urn:amazon:cognito:sp:<user_pool_id>

# AL S Cognito URN Jg , E#RIER,

7 N B R M ARG

1.
2.

EEHFOH  TFECENNARFNEARESR.
ERBRE , REERRERERS,

f£R IAM & 3 F/0IRE SSO 66


https://console.aws.amazon.com/singlesignon/

MRASIEIAEE

RAriEmE

© © N o o b~ ©

EEET , @A ${user:email},
R T, SRR B FER b,
RN INF R MRS
ENAERFHAFEMT , WA “BFH4
7 1AM Identity Center FERFEIWFRHFRERAFBEMET , HiA${user:email},
R T, WA CKREE
EREREFER,

£ IAM & 43 /0 e R AR A 0 A

1. £ Identity Center 7 , RIRBIENWNARFIT A SENAF , AREREIEAF,

2. EREBEFENREFBRNRHAS.
3. & FEAF.

¥ RES HMEHIRE IAM &7 0

1. EMIREIBRIFEE HEF , £ HNEEE T, 7 “EARE"

2. T ‘BORMRE ETF,
3. BEBRER T, &R “RE (ERE 3L ),
4. ERBFEEUTEER:
a. 1&#¥ SAML,
b. ERHBENT , WARAFKENEN.
c. EFEWATEIENIRR URL,
d. WMAZLETHEEFN URL £ IAM SHPOIRENAEF.
e. HERHUBBFEHAELE T, WA BFEMH"
f. BEERX

5. BFHAEHRERESRBETHNEER,

f£R IAM & 3 F/0IRE SSO
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N REF (SSO) BLEZRM H AR

Research and Engineering Studio S4Efi] SAML 2.0 AR MHEEK , LBRIEAFX RES [/ XL
SRIBME T SEEEN SAML 2.0 SHREEERNES. WRETEER IAM B4FL0 |, ESHAE
A IAM B0 EE R EF (SSO).

(® Note

£ IDP SAML S # Active Directory 1 , AP B FHR4F ittt A ITEL, BEEFEN 54
MRS Active Directory E#ZiE2X , HEBRZ AR,

ES1}

- BELZNSHRRED

- F RES BENEREHN S B RHE
- EFREFHEPEELN S DR
 @id SAML IdP [A]#

(RN V=g yig ]
ARFTIRM T £ H RES Amazon Cognito AF P HEERRE S B IRHENS R,

1. RES RIREE —1AD (AWS HE AD XBEEAD ) , HAFSHAWHE RES MFHmAE, &
1) AD EZEZHN SORSREFARTAF 56, FEELZNSHRMUBMY | THINME
BEEN AD ML AP M. Hlin , iE25 (AWS IAM Identity Center FIFF#5R) FHIEH Active
Directory #E8 &R

2. IR B HRERE (IdP) 3 RES ELE SAML 2.0 NARF. WEEFELUTSH

« SAML EEMMit — &K 1dP FARE RS REEL3E SAML 2.0 g 57 /Y R ik,

® Note
BIE IdP WF[E , SAML EE@M UL ATEER TR B
- MARERF URL
- WIS HTRERS (ACS) Mt
+ ACS POST 437 Mt

N SSO B E&H & RME™ 68


https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html

MRASIEIAEE RAriEmE

R B 11k

1. UBEEBAREREERFHEFRES,
2. SMIE “HEEE - “ENIRE > ‘FHIEMHSE,
3. & SAML EE @M,

» SAML A& URI — IRSFRMH A A E SAML ZARSEARRIIE— 1D,

® Note
BAE IdP WFE , SAML 24 URI B A BEBATTE :
» ClientlD
- NMARRF SAML X
« SP{KID

BT REREE A

urn:amazon:cognito:sp:user-pool-id

ETREMN SAML 4 URI

1. UEEAREREER SMHER RES,
2. SME HEEE - “EARE > ‘FHRM
3. EEAFMID,
3. X% RES B SAML Wi S XIFLL T A A fields/claims & & 1 A - B & FER 4ttt
« SAML =B %% ID
- SAML EBFHB4

4. BRIFEEE , Z8 IdP 2710 fields/claims | SAML BiE F. RES FEEXEFH, RIAMERT , KZ
BRHEF2AFEEXLEFR, NRLANERTEE , BZRUATFEREANE,

« AudienceRestriction : I®EJ urn:amazon:cognito:sp:user-pool-id. user-pool-id&
BN IEH Amazon Cognlto AFHH ID.
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<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

 MR-i%EInResponseTohttps://user-pool-domain/saml2/idpresponse, user-
pool-domain&if &) Amazon Cognito B FPSthEYig A .

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
IssueInstant="Date-time stamp"
Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

« SubjectConfirmationData— i% ERecipient RIEMW A Fithsaml2/idpresponse&KixTi =
MInResponseTo/R#E SAML iE3KR ID,

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement— RU T AR HITHEIE :

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152T2"
SessionIndex="32413b2e54db89c764fb96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

5. WREW SAML RAREFE XS URL B , BHEHIRE N, <domain-url>/saml2/logout

7 SSO ELEZM F 13 RIERS
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FRERIE A M 41k

1. UEBAREREER 5HEHERES,
2. SMIE HEEE - “ENIRE - ‘FHIEMHRSE,
3. EFREE MU,

6. REH IdP EZ XKL PLLE I E Amazon Cognito BIEE , F FEH I S # Cognito E&IEH H
SHE FETIRE 1P .,

RN BUEH

1. TF Amazon Cognito #Z#| & .

ERENAF . BHAFMNIZREres-<environment name>-user-pools
T BRAR R,

EREHHRREBERNY , ERERLRILS.

R

Cognito user pool sign-in info
Users can sign in using their email address, phone number, or user name. User attributes, group memberships, and security settings will be stored and configured in your user

pool.

Cognito user pool sign-in options User name requirements

User name User names are not case sensitive

Email

Federated identity provider sign-in (1) info @ ( Add identity provider ) K View signing certificate )]

Your app users can sign-in through external social identity providers like Facebook, Google, Amazon, or Apple, and through your on-prem directories via SAML or Open ID

Connect.

[ Q. Search identity providers by name ) 1 ()
Identity provider A | Identity provider type v | Created time v | Last updated time v

O idc SAML 2 weeks ago 3 hours ago

& BT LAGE A i BAEZER 5 £’ B Active Directory IDP relying party trust. ¥iNA
B SAML X,

(® Note
XFEA T Keycloak # IDCo

5. MARFEETRE , T8 SAML 2.0 MARERFTHIE XML = URL, RFET—THER

Bo
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https://console.aws.amazon.com/cognito/v2/idp/user-pools/

MRASIEIAEE

RAriEmE

R’ RES EL& N EREN S MRS

TR RES F & QB FIRE

1. UEERREHEERFHESR RES,
2. SME PREE - “BARE - "SORME

Environment Settings

ma ME

Environment Name
res-gaenvl

General Network

Identity Provider

Provider Name
cognito-idp

Managers Group Name
managers-cluster-group

Single Sign-On

Status

Identity Provider

AWS Region
us-east-1

Directory Service Analytics Metrics

User Pool Id
< 1_reuFs £

Domain URL
https://res-gaenv1-9d4688cf-5c14-48d0-850f-
ce96d346a24c.auth.us-east-1.amazoncognito.com

SAML Redirect URL
https://res-gaenv1-9d4688cf-5c14-48d0-930f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/sam|2/idpresponse

$3 Bucket
r

CloudWatch Logs

Administrators Group Name
administrators-cluster-group

Provider URL
3 https://cognito-idp.us-east-1.amazonaws.com/us-east-
1_reuFsmB8SE

0IDC Redirect URL

3 https://res-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/oauth2/idpresponse

3. EBRER T, ARRSETRRZUNFERRUITIT ‘AR E2XEE" RH.

7 SSO ELEZM F 13 RIERS
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Single Sign On Configuration

Identity Provider

Choose the third-party identity provider that you would like to configure.

® sAML ® oibC
Configure trust between Cognito and Configure trust between Cognito and
a SAML 2.0-compatible identity an OIDC identity provider,
provider.

Provider Name

Mame used for the provider in cognito

Metadata Document Source

Provide a SAML metadata document. This document is issued by your SAML provider.
@® Upload metadata document

@ Enter metadata document endpoint URL

Metadata document

[ Choose file

Provider Email Attribute

The Email attribute used to map email between your idp and the Amazon Cognito user pool

Refresh Token Expiration (hours)

Must be between 1 and 87600 (10 years)

12

a. NTEHORHER , HikF SAML.
b. HERHEBENP , WALHNSORUBHE—B.
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MRASIEIAEE RAriEmE

(@ Note
AATFERAUTER :
» Cognito

* IdentityCenter

c. T TBIEXHEFKIFE T , LEAMBAETH L& TR XML SR 5 DR AR AN
URL,

d #E“REFMEFEHEES B, BAXEEemail,
e. ﬁ*¥;§53léo
4. EFMEFFRENE., IREEEHR , IEAEIER,

HIREFEREBEEN S HRHAD

MREFERREM NG RO T IEE RES TR |, R 1AM Identity Center BLE 1 & 312 4t75 , N
AREZEEREHMS MR , SIW Okta. RES SSO BAREERRH=ABRESH

1. REBRBIR-EEBR
2. TUEHEAEE URL-AT BB 2L
3. RELE R FHERFE - AT LS R

EEUABENAENREEERFHRAEEY  BRITUTRE

1. %% Amazon Cognito 2#| &

2. MNEmiEd&EE At

3. ®REHWAFHUES AP EhR,

4. EERFERETFF , IERESORMUEESR , AT EREN FHRERS,
5

BE , CAEEEUARBBEAREGEERFTE, BEEHNREUERS  FhREE. EERTHEX
B, BRESRTHEE.
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M

6.

Attribute mapping (1) info

View, add, and edit attribute mappings between SAML and your user pool.

User pool attribute | SAML attribute

email email

Metadata document 1o

View and update your SAML metadata. This document is issued by your SAML provider. It includes the issuer's name, expiration information, and keys that can be used to
validate the response from the identity provider.

Metadata document source Metadata document endpoint URL
Enter metadata document endpoint URL https://portal.sso.us-west-2.amazonaws.com/saml/metadata
/MDg40DM3NTczNjYOX2lucyO4M2EyYTcyMGUzZTFIMDI4

MRERE T EHEMRE | WFEEHL DynamoDB A E#H <environment name>.cluster-

settings¥o
a. 3T7F DynamoDB #£#l& , RAENSMEPEE ‘R,
b. ZE#H,H%EFE<environment name>.cluster-settingsFi& , REM “BIE" HHEPiEF
“NIEBE",
c. E‘PEGLERATB" T, BE HE HEAUTSH
- BB — key
« #ME — identity-provider.cognito.sso_idp_provider_email_attribute
d. &EEE1T.

£ ERENEM" T, &EiZxidentity-
provider.cognito.sso_idp_provider_email_attributeFZ/FEHikF “RE" , EHF
FFERLAPCELSRIE Amazon Cognito T E X

7 SSO ELEZM F 13 RIERS
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I ¥ Scan or query items 1

[ O Scan ] [ O Query ] ‘
Select a table or index Select attribute projection ‘
{ Table - res-jan19.cluster-settings v ] [ All attributes v J
v Filters (B

N
Attribute name Type Condition Value

(O\ key X] [ String v ] ( Equal to v ) [ identity-provider ) ( Remove )

Add filter

@F
Run Reset
~
[ © Completed. Read capacity units consumed: 13 X
S/

Items returned (1) Edit String D ( Actions ¥ ) ( Create item )

[ email ) 8 1 & X
@
Enter any string value.
O key (String) v | version v
(J  identity-provider.cognito.ss Cancel B > L 1

id SAML IdP [8] &

SAML-tracer — ¥R A BA%E Chrome I K88 R EAX T RERFRIRER SAML 15K 10 E SAML i S
BH. METMESFEE , 550 Chrome W LR AEHH SAML-Tracer,

SAML FF & A B2 TE — Onelogin 124t A T ## %5 SAML &RIBENKLZE SAML #iE P XIEFERHN T
B, BXEZ{EE , 55 OnelLogin M5 £/ Base 64 Decode + Inflate,

Amazon CloudWatch A& — &R LATE “AE” P &EF RES CloudWatch BEFREEHIRRE S, &
WEHENTFEHERN AN BELASR /res-environment -name/cluster-manager,

Amazon Cognito ¥4 — 3% SAML & Amazon Cognito ERXHNEZEL , 21 (L D# Cognito
FE&EERE) TN SAML BB RMEERME AP i,

NRAPIRERS

1. #EDirectory Service %l & , 7OV HERIER B R,
2. EBEXET , AR ‘EEBRAFEB

NAFREZRD 76


https://chromewebstore.google.com/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch?pli=1
https://www.samltool.com/decode.php
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://console.aws.amazon.com/directoryservicev2/

MEEIRIERE AriEE
3. ERAFHEAFERL,
4., EEEERE,

BIEFE A

MREFEANREENES , WFEBREFEHBUZEFH Web M VDI #8556

(® Note

MREEHEIEA GovCloud X , FHELEZE LA TEXERE I 2 XK/ HIRE Web
B2 FH VDI FiH,

1. §TFF Route 53 &,

REZOENEE , ARERFCRIZR,

A “‘web” ENIZFKE o

#%E CNAME ERIBFREH,

£ E =P, MAGEDRS A PRI e,
®EEIRIZR,

=) VDC #IZid% , B E NLB Hhit,

N o g M b

a. 3ITFF AWS CloudFormation #2414,

b. #%# <environment-name>-vdc,
c. #%F “BIR” HiTF<environmentname>-vdc-external-nlb,
d. M NLB FEH DNS &5,

8. #F Route 53 il &,

9. KILWIMAHEFECEIZFE,

10. £ “iBFEWH T, #Avdc,

1. EIEFREHT | %F CNAME,

12. X¥F NLB , iE%A DNS,

13. EFIEIER,

B FIH A 77


https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/cloudformation
https://console.aws.amazon.com/route53/

MRASIEIAEE RAriEmE

2lE ACM iEH

FIAERT , RES EAE amazonaws.com FTANEEEENARFARSEST. EFAECH
17, BEELREHSRMARIERB AWS Certificate Manager (ACM) #9283 SSL/TLS iE$H, MREME
A ACM , ZRIKREI— AWS BIREWN , EEERHEENSHRERMY , UMEEFHHM Web RS EHZ
[Bl#Y SSL/TLS &i&.,

® Tip
MRELBERBHABERERE , WEEEPLBAH R IFEMHEKLPortalDomainNamedt 7£ AR
ABIERRIE O B A SRR,

ERNEENFHABIUEDR , BIRTUTERE

1. MEEHIBITFFAWS Certificate Manager AR EARIUEH, MREBEEEA GovCloud ith X i# 175
E , BEEM GovCloud 7 XK P H & BiE B,

TR CREAKIER, RREE “T—F"

£ “9H” T , A*.PortalDomainNameHi&RIEFHPortalDomainName,

£ RUEFE" T, &% DNS Kik,

EEER,

FIERSIRSD , FTHFEBERNILER, BMEBARSEFER “FRIE

o gk~ w D

@ Note
WMREBTFERIES , BRI,

7. BHITUTE®REZ—:
- BT
MNEMNERWIEBWIERFMAEFEEP , %EFETE Route 53 FEIEICFK, IEBHRESNERRN
“BEE,
GovCloud % & :

WREEEA GovCloud K HEE , FEH CNAME BAME, EELsXKFAH |, FHA
XEEEA{EEXFPUEHMICR, IEPHRSNEHRN BEX
8. EFIEHMANIIESR ARN ERSE. ACMCertificateARNforWebApp

BIZ ACM i+ 78


https://console.aws.amazon.com/acm/home#/certificates/request
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Amazon CloudWatch B &

MEREIRIHEZEHERRE CloudWatch BEFLEIEUATHEL. AXRMRINMRENAR , BZRA TR :

N

CloudWatch B&4A RE

/aws/lambda/ <installation-stack- KA HA
name>-cluster-endpoints

/aws/lambda/ <installation-stack- KA HA
name>-cluster-manager-scheduled-

ad-sync

/aws/lambda/ <installation-stack- KA HA

name>-cluster-settings

/aws/lambda/ <installation-stack- KA HA
name>-oauth-credentials

/aws/lambda/ <installation-stack- KA HA
name>-self-signed-certificate

/aws/lambda/ <installation-stack- KA HA
name>-update-cluster-prefix-list

/aws/lambda/ <installation-stack- KA HA
name>-vdc-scheduled-event-transf

ormer

/aws/lambda/ <installation-stack- KA HA

name>-vdc-update-cluster-manager
-client-scope

/<installation-stack-name> [/ 31MAH
cluster-manager

/<installation-stack-name> /vdc/ 31NMNAH
controller

Amazon CloudWatch BH& 79
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CloudWatch BE&4A RE
/<installation-stack-name> /vdc/ 31MNAH

dcv-broker

/<installation-stack-name> /vdc/ 31MAH

dcv-connection-gateway

MREEFE N B SANBRIARER |, AT LB CloudWatch #2515 HRBE i HEHH CloudWatch H
SRR B HIRY i B AT R4k

IRE B EXNRID R

M 2024.04 Fria |, BE UL RGBS M0 B E X R RKEH RES AIZMN A G, B Boundary
SHPRERENRIZ RN ARN |, ATSUF B E U RII R E XA RES CloudFormation Z%H —EB% .
IAMPermissionf1 2 fF th S Bz | MAELIEM RES BEIRENRLR., UUTE RES AEBEMSE
WIRESIR, BRETRGERVEANRIL REAE R TFMITUATERE -

[
{
"Effect": "Allow",
"Resource": "*",
"Sid": "ResRequiredActions",

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",
"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",
"athena:*",
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https://console.aws.amazon.com/cloudwatch
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
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"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",

"codestar-connections:*",
"codestar-notifications:*",

"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend:*",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"dax:*",
"detective:*",
"devops-guru:*",
"dlm:*",

"dms:*",

"drs:*",

"dynamodb:*",

"ebs:*",
"ec2-instance-connect:
"ec2:*",

"ec2messages:*",

RE B EXRRE S
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"ecr:*",

"ecs:*",

"eks:*",
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
"es:*",

"events:*",
"firehose:*",
"fis:i*",

"fms:*",
"forecast:*",
"fox:i*",

"geo:*",

"glacier:*",
"glue:*",
"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
‘mg:
"neptune-db:*",

RE B EXRRE S
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"organizations:DescribeOrganization",

"osis:*",
"personalize:*",
"pitt,

"pipes:*",
"polly:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",

"redshift-serverless:

"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb3:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"s3.*",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",

RE B EXRRE S
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"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",

"xray:*"

Bt & RES-ready AMIs

BB EER Amazon REME (AMI) , BAIMEBEX AMI LR EE M SEEHI (VD) B RES
KB, A RES-ready AMI B LA%E 58 52 A Tl ML S RGBS VDI SR BIRY B 3B [El . 28 EC2 Image
Builder , &7 LA B © RS 4EERR HOF EE M AMIs HEFRY B4 3E#k . % Image Builder WE %15
B , 534 Image Builder FiFF {5/,

TRz Bl , BIERE SRR AR RES,

FH

o EZF—NIAM AEBLLIAE RES 5
+ B2 EC2 Image Builder A #

o HERIFER EC2 Image Builder Bl 5
 BL& EC2 Image Builder Efti%E43
& Image Builder B&EE

« =17 Image Builder B{&EE

« £ RES FrJE M #THY B4 3R

HEEZ—NIAM A& LR RES 35

E M EC2 Image Builder 178 RES SR ERS , 4B ERIE KB N RES-H IAM A
EC2InstanceProfileForimageBuilder, B<El&E £ Image Builder R IAM AGBHEER |, ESH
Imag e Builder P8R H BIAWS Identity and Access Management (IAM),
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-setting-up.html#image-builder-IAM-prereq
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THAEEE .

« A3 Amazon EC2 BREHEEX R,

« AmazonS3 ReadOnlyAccess. I &#SSMManagedinstanceCore #
EC2InstanceProfileForimageBuilder BUK

£|Z EC2 Image Builder A #

%5 (Image Builder A1) W IHBASE A Image Builder #2515 Q22 A 4,

WALZWAFFRES -

1. XF KB, EBEE,

2. XFBRGRERS (0S), Hik#E Linux 5 Windows,

3. FEHHBEH B, MA—NEENNEN , filllresearch-and-engineering-studio-vdi-
<operating-system>,

4. WAAHNRES | WA RINER,

key : value

5., HEEXNXHEHF , WANTENXX . MREEIEMEIR , L YAML XHENZERER , RA
RER R,

/A Important

EENXHH , MREH RES IMEMA T RRIMMEAR , B TEH URI (- source:
's3://research-engineering-studio-us-east-1/releases/latest/res-
installation-scripts.tar.gz'2025.06) latest R ER N BN IRES ( Fi
m),

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at
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#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- GPUFamily:
type: string
description: GPU family (NONE, NVIDIA, or AMD)
default: NONE
phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "mkdir -p /root/bootstrap/logs"
- "mkdir -p /root/bootstrap/latest"
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: "s3://research-engineering-studio-us-east-1/releases/latest/
res-installation-scripts.tar.gz"
destination: "/root/bootstrap/res-installation-scripts/res-
installation-scripts.tar.gz"
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "cd /root/bootstrap/res-installation-scripts"
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- "tar -xf res-installation-scripts.tar.gz"
- "cd scripts/virtual-desktop-host/linux"
- "/bin/bash install.sh -g {{ GPUFamily }}"
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "cd /root/bootstrap/res-installation-scripts/scripts/virtual-
desktop-host/linux"
- 'sed -i ''/“export AWS_DEFAULT_PROFILE="bootstrap_profile"$/d""'
install_post_reboot.sh'
- "/bin/bash install_post_reboot.sh -g {{ GPUFamily }}"
- name: PreventAL2023FromUninstallingCronie
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "rm -f /tmp/imagebuilder_service/crontab_installed"

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-vdi-windows

description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.

schemaVersion: 1.0

phases:
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- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://research-engineering-studio-us-east-1/releases/
latest/res-installation-scripts.tar.gz'
destination:
"{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res-installation-
scripts.tar.gz'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'tar -xf res-installation-scripts.tar.gz'
- 'Import-Module .\scripts\virtual-desktop-host\windows
\Install.psl'

'Install-WindowsEC2Instance -PrebakeAMI'

6. GIREMALEIRE , REEFCIEAH

KR FIER EC2 Image Builder Bt 75

EC2 Image Builder Bt 75 X 74BN QI @ #TIR G2 AV EABRER | UREXL T EFMMN—ARTEENX
REFRIE -V RERTMESTHAMY. ELAIBRBISHE S S ENEERLERN RES BRA KRB
BB AMl, BXRENESFEE , BEREERIE,

RES X#EFUTHEBIRERLS !

. WD Linux 2 (x86 1 ARM64)
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« Y55 Linux 2023 (x86 A ARM64)
« RHEL 8 (x86) 1 9 (x86)
* Rocky Linux 9 (x86)

- Ubuntu 22.04.3 (x86)

* Windows Server 2019, 2022 (x86)

* Windows 10, 11 (x86)

Create a new recipe

1.

2

8.

$TFF EC2 Image Builder ##%|A& , Mt} https://console.aws.amazon.com/imagebuilder,
i EREFNER T, &8 B&ES.

TEAERGRE S

A ME— BB AR S,

1%# RES XIFMEM TR,

RBIEE” T , MRAFRE SSM RE |, FRE. EAFBBENTAEGEENRF8E
PRAE S

@ Note
BXRUM%ZE SSM RENEER , F5H :

- @@ EAT Linux B9 EC2 34l E F3h %% SSM R,
- 7£ Windows BR$5E5H) EC2 £fil EFah REMEEH SSM KE,

NFETF Linux WELS , BT DHEEMWaws-cli-version-2-1linux¥E2AH R MNE
A, RES REMAE AR DynamoDB &R EE BER VDI HRNE. AWS CLI
Windows T EEXAMAH,

WA ER Linux 2 Windows 3581 # EC2 Image Builder A4,

/A Important

S F Linux /38, TR FRINIX LY | HERMaws-cli-version-2-
linux®¥E2B4AH,
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https://console.aws.amazon.com/imagebuilder
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You can select a maximum of 20 components (including build and test) for a recipe. Drag the components up and down to sort the sequence after selection. Components cannot be modified or replaced after a recipe is created. Automatic version
choices are provided for each component.

Build components (2)
Build components are software scripts that define a sequence of steps for downloading, installing, and configuring software packages. They also define validation steps.

1 1 aws-cli-version-2-linux :

Use latest version

2 i h-and-eng g-studio-vdi-l 2 Owned by me
atest version

9. (¥E)FMISHEEMNsimple-boot-test-<linux-or-windows>M i 4E #LAKE
AMI REANEZN. XREERENEN, EANEEEMFSEERNMNHAHE,

10. MMRFE , BEMABTER D , FNEFMEMEFRENAG , AEER SRS

Modify a recipe

WMREER EC2 Image Builder B 75 , MAILAUE AU TEAARERTE !

1. XNFETF Linux WE S , BT LB EEMWaws-cli-version-2-1inux®2A &R ME
BAH, RES REMAME AR DynamoDB £k BE EEA VDI iR E. AWS CLI
Windows T EEXAE 4,

2. AHIAER Linux 2 Windows ¥ 3E 82/ EC2 Image Builder 44,

/A Important

SF Linux 38388 |, HRIRIARFRINX A4 |, HEFRMaws-cli-version-2-
linux®EB4AHF,

You can select a maximum of 20 components (including build and test) for a recipe. Drag the components up and down to sort the sequence after selection. Components cannot be modified or replaced after a recipe is created. Automatic version
choices are provided for each component

Build components (2)
Build components are software seripts that define a sequence of steps for downloading, installing, and configuring software packages. They also define validation steps.

1 i aws-cli-version-2-linux ;
n

Use latest versior

2 i rescarch-and-enginesring-studio-vdi inux-al oo I

Use latest version

3. WRTFE K BEAMBAEHD , RIMEMEMARENEAYN  REEE QIBES.
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BLiE EC2 Image Builder EAtZE 1

&7y
ELfi
o

- B
- B

=i

1.
2.

LA A B HE Bl E R FE X Image Builder AR5 Z R 1= #8 #Y AR B 4 B 2R R &Y Amazon EC2
i, EERESEEFEA , EUERCIEFTNEMENEE L IERFERANEEMENT

CIRMAEMBUEE K BFSHEEMENERE,
ERNAEMENEE  FEMEMENEE,

& Image Builder &% , FEHITUA TR :

NFIAM Ae , FRAZZIEPRENACERZ - IAM A®LLEF RES #HiE,
NFRPIER | FEBFEAFED 4GB BEXHFMEER AMI £ E, S0 Amazon EC2 3E4l
KH,

NF VPC, FRMZEH , EXTATERMIGRFBETHAMGE. ELMAFTHE RES RN
cluster-settings DynamoDB F&# Amazon S3 B EF M.

BLiE Image Builder R&E &

Image Builder REEELE 7T EmiRG, ATHENMNXNAYG, EMENEENS R RE. BN

B &

EEEEN RES-ready AMIs , B LUERAEFHEERFERIEEE, BXEZER , BSH

Image Builder B iEEHHIEZMEH AMI BEEE,

Create a new Image Builder pipeline

1.

2
3
4.
)

$TFF Image Builder ##1& , Bt A https://console.aws.amazon.com/imagebuilders
ESMBERT , EERBEE.

R DEEGEE

BERAK -, EER, TXAMEREECNEEFHER.

FERERIE P, AR FRAANERE , AREREFLIENE S AR HFEH EC2 Image
Builder fit 5. RIEZLHNRILFMEERET LR,

NTFELEGUERRE  FREAGERRKIASLEELTERE. EAZHIERT , MIATHE
FERE®E T, BXEZEE , HSRIEMN EC2 Image Builder EEBE E R G TERE,
WTFENEMRMEE  EREFRVNGEMENEE A ERETUENEMENEERE
EC2 Image Builder Eti 28], WIFEHEMERFAEERBTER,
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-infra-config.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/update-infra-config.html
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/ami-image-pipelines.html
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8. HEBUDKEE H , &F ‘BFRABRSRINMECES RIRE", hHEBRLMNSEN RES FE
AWS XiF tHE. FERARSERIAE , ™HEFEA Image Builder By X i3 61 2 B £,

9. EFEERAGEFARMEEE,

Modify an existing Image Builder pipeline

1. EFANEEE , BN FHAEEUFERAPIENE F ERHFER EC2 Image Builder Fi 55,
2. ERREER.

=17 Image Builder B{&E &

ELREENAHES  LABHEREE. WERETRFERE M, EFBRTERAEESH
AHHBE.

1. REBHMthe section called “FRAF % () AMIs 5 B SE M ER 4 3% o
2. XF AMIID , B ARNE A HERGH AMI ID 1217 Image Builder B&E &,

£ % RES FiREBENHE

(® Note

FRFM  ERMITXESRZE , BDIFIUEB A PrivateKey AR T71& £ Secrets Manager %
A,

SHEBIFINE Web B i

1. EFMIINBISMER alb B IS EERMNTERAVIES
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d.

e.

£ AWS ZH &K EC2 > AEFH > AHBER T SME RES A AHDHE R,
BRE/mBAENMEITE S <env-name>-external-alb,

REEZIN A R[N MR,

BT AL B ¥ AE SR IIA SSL/TLS iERH TSR,

REER.

2. HERRERY:

#£ DynamoDB-> F&#&-> IR FELFRE K. <env-name>.cluster-settings
HEREIE HREMRE — BF @, “FHP. FH4 28 F{E “external_alb”,
®Ecluster.load_balancers.external_alb.certificates.provided# True,

ERTHY

fEcluster.load_balancers.external_alb.certificates.custom_dns_name,

X2 Web AP RENBENEE.
EHTHY

{fEcluster.load_balancers.external_alb.certificates.acm_certificate_arn,

XRFEAELDRIEHEERR (ACM) PEVENIEF I DEEFREF (ARN).
&7 Web &P iR Sl 2R Route53 FEIAIERK , EEERINER alb LB E A DNS &

#ro <env-name>-external-alb

4. MRMEHPELEET SSO, FEAES RESWeb TP FHINEEE > SNEE > B o %F > R
A > iRBERAFRAEANEBDMAREFREE SSO.

FHEB AR VDIs

1.

BEEZARRMUATHRE , #F RES NARFXNZHANIT GetSecret RENNR :

* res:EnvironmentName : <env-name>

* res:ModuleName : virtual-desktop-controller

2. HERRERY:

a.

b.

C.

£ DynamoDB-> F&#&-> IR EIELFRE K. <env-name>.cluster-settings
HERKED A HIRELRE — B ‘B, ‘FHE. 4@ NE

“dcv_connection_gateway”

®Evdc.dcv_connection_gateway.certificate.provided# True.

1
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d. FEFHH{Evdc.dcv_connection_gateway.certificate.custom_dns_name, XZ
VDI AR H B E SUEHE .

e. EHH
fEvdc.dcv_connection_gateway.certificate.certificate_secret_arn., X2
REFLEBABTHEZLAN ARN,

f. W

fEvdc.dcv_connection_gateway.certificate.private_key_secret_arn., X2

REFHLARNBTNZHE ARN,

3. EMRATMXEAINGEHER :

a.

= ® o 0

Q@

h.

4. TE
7o

£ AWS ##| A EC2 > Auto Scaling > Auto Scaling > A uto Scaling A ¥ FF A uto
Scaling 4.,

%125 RES SREX AR auto Scaling ., ZBAMEREARB<env-name>-vdc-
gateway-asg.

HiFMES A2 BB HITTH B ER.

EFAER > BRE>T , EBEIUER ( BIEHRE ) .
[ TR BRFR

R B RIREH AT

\

$BW2c) MAA (SRR 24d) ABHNBRAEHXLE, ARNs
R Auto Scaling AEEE N FEARKIECIEN S EIRMRAS ( 5k B Auto Scaling ATNH ) »
FBREURE AR Route53 FIHAR IR , FEEERIEIE nib AFIIEEZH DNS &

o <env-name>-external-nlb

5. &ILTAM dev-gateway 3EHl : <env-name>-vdc-gatewayREEFHEHEF,

S ERICERTIFICATE_SECRET_ARNFIPRIVATE_KEY_SECRET_ARN. EAREFIUH (SN
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BEEAEE

FAEEREEABRRZIRRERTHEXRNAE-TESH AWS FRAEMREIREITFEEEAR EAtLE
8o

F&

- ZHAEE

o BN AEZE
« AT HAUERR
- 2EEE

- MREE

ZHEE

MEEIRIEZERUTHREHRITEI AWS Secrets Manager. ERIERERE , RES 2831612
%, EERAEYEREN M ANZRENSER A,

FEBT 1%, BF 24K RES EEBEREmMA
<envname> -ssoO- IRIE 8 1 B OAuth2 V4

client-secret =P

<envhame> -vdc- vdc ClientSecret v

client-secret

<envhame> -vdc- vdc Clientld v
client-id
<envname> - B EZRIEPFAL v

vdc-gateway-
certificate-pr
ivate-key

<envname> - B BEZRIUEH v
vdc-gateway-
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BB i A E4RKHY RES EEACAA

certificate-ce
rtificate

<envname> £ B E SR ClientSec v
-cluster- ret

manager-c

lient-secret

<envname> EHEEES Clientld v
-cluster-

manager-c

lient-id

<envname> - B LR IEHFAEA v
external-
private-key

<envname> - B EZRILS v
external-

certificate

<envname> - o SRR IR v
internal-

private-key

<envname> - HHBEZLHFIEH v

internal-

certificate

<envname> ServiceAccount A v
-director K ME—¥ 517 (DN) B

yservice- .

ServiceAc

countUserDN

DynamoDB H<envname>-cluster-settingsRHAEELLT#E ARN & :
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Key
identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certifica
te.certificate_secret_arn

vdc.dcv_connection_gateway.certifica
te.private_key_secret_arn

cluster.load_balancers.internal_alb.
certificates.private_key_secret_arn

directoryservice.root_username_secret_arn
vdc.client_secret

cluster.load_balancers.external_alb.
certificates.certificate_secret_arn

cluster.load_balancers.internal_alb.
certificates.certificate_secret_arn

directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id

cluster.load_balancers.external_alb.
certificates.private_key_secret_arn

cluster-manager.client_secret

S S 92 )
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BATE VGBI AWS Cos t Explorer SIE2TE , URBEERAE, MMEAR2RETL. METHES
#1E |, BSEBWMMEN M R the section called “AWS 257~ i F R RS o

5T HEEARARE | BTG RES W E SR IR TBAREE AWS Budgets, AEAEE

BURIK B XA D BARE N IMEIRE

1. &% AWS EEIEH A HITHF B AWS illing and Cost Management 2% & .

R AT EARE

2.
3. EEHikFres:ProjectHres:EnvironmentNametr&,
4

EERE.

Billing X
Cost allocation tags .
Home Cost allocation tags activated: 3
v Billi
" User-defined cost allocation tags AWS generated cost allocation tags
Bills
Payments
Credits User-defined cost allocation tags (2/47) inte

Purchase orders
‘ Q_ Find cost allocation tags

Cost & usage reports

11 matches

[ Download csv

12> @
Costallocation tags (£
Free tler = -] Tag key Status v Lastupdated date Last used month v
Billing Conductor [3 [m] res:BackupPlan ® Ina November 2023
v CostManagement [0 resClusterName ® Inax November 2023
Cost explorer [2
ost explorer [ [ resDCVSessionUUID @® Inactive November 2023
Budgets
Budger: O ® Inactive November 2023
Savi 3 ® Inactive November 2023
v P [m] ulel ® Ina November 2023
Bl (] ulel ® Ina November 2023
Payment preferences
] ModuleVers ® Inax November 2023
Consolidated billing [
Tax settings u] NodeType ® Inactive November 2023
v Permissions Project ® Inactive November 2023
Rbtmrend i 2
ok =

IEfE , RES FrZEBRZ T

Bern

E) RES RRCIETE , BHITUTERE .

1. EREZEAH , REWME.

ERGETME.

EMERET , BREEL (BR) .

2.
3.
4. EMERET , ERIME-HE,
5.

jij:¥-|:_$o

E—-RitEF 2HI,

B 0 R 422 )
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https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://console.aws.amazon.com/costmanagement/home
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6.

. Step 1
Billind X
9 G Choose budget type
Home
Step 2 Budget setup
Set your budget 3
¥ Billing \ 4
Bills Step 3 ") Use a template (simplified) © Customize (advanced)
Payments Configure alerts Use the recommended configurations. You can Customize a budget to set parameters specific
change some configuration options after the to your use case. You can customize the time
Credits budget is created period, the start month, and specific accounts.
Step 4 - Optional
Purchase orders i ’
Attach actions
Cost & usage reports
Cost categories Steps Budget types
Cost allocation tags Review
Free tier O Cost budget - Recommended =
Billing Conductor [ Monitor your costs against a specified dollar amount and receive alerts when your user-defined thrasholds are
met. Using cost budgets, the budgeted amount you set represents your expected cloud spend. For example,
You can set a cost budget for a business unit and then add additional parameters such as the associated
¥ Cost Management member accounts.
Cost explorer [4
Budgets | 1 Usage budget
Budgets report Monitor your usage of ane or more specified usage types or usage type groups and receive alerts when your
udgets reports user-defined thresholds are met. Using usage budgets, the budgeted amount represents your expected usage.
Savings Plans [2 :Dr examsust!, you can use a usage budget to monitor the usage of certain services such as Amazon EC2 and
mazon S3.
v Preferences
Billing preferences © savings Plans budget
Track the utilization or coverage associated with your Savings Plans and receive alerts when your percentage
Payment preferences drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
; covered by Savings Plans, while setting a utilization target lets you see if your Savings Plans are unused or
Consolidated billing [ underutilized.
Tax settings
w Permissions ) Reservation budget
Track the utilization or coverage associated with your reservations and receive alerts when your percentage
Affected policies [2 drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by reservations, while setting a utilization target lets you see if your reservations are unused or
underutilized. Reservation alerts are supported for Amazon EC2, Amazon RDS, Amazon Redshift, Amazon
ElastiCache, and Amazon Elasticsearch reservations

9. & AINTEIEFA,

EHAEET , NENTEHA -1

10. £ “4E" T , &8 “BRZE%
1. £ “RZ” T , %#F “RES: Project

® Note

FENERS TEEERARESEENTH, AELHARE , &

12. EE" T, ERIME B
13. & NAMESRY , A imEFMIBmE.
14. ii?%jt_z":o

\§/ Cancel Next

BUNTEER , LFESKFPNEMTREX ST K, 5

W <EnvironmentName>-<ProjectName>-<BudgetName>,
7. EREWMESI T, WATBENAESH.
8. HEMELET , REMEE AWS BA%LE,

MATLBIRTE

B 0 R 422 )
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15.
16.
17.
18.
19.

20

Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part of this budget

Scope options

() All AWS services (Recommended)

Track any cost incurred from any service for this
account as part of the budget scope

© Filter specific AWS cost dimensions
Select specific dimensions to budget against.
For example, you can select the specific service
"EC2" to budget against.

Dimension
), d
(Tag \
d res:Project ) v ‘
{/ Values \

‘ Filter tags by values v ‘

project1 X

~—

¥ Advanced options

Cancel

Aggregate costs by
‘ Unblended costs v ‘
‘ Supported charge types v ‘

‘ Upfront reservation fees X ‘ ‘ Recurring reservation charges X ‘ ‘ Other subscription costs X ‘

‘ Taxes X ‘ ‘ Support charges X ‘ ‘ Discounts X ‘

(A, ) AMERSE,
BET—F,
("Wik, ) MREETER , FEAMMREENBREERENERAE.
EET—F,
EEMEREHBIAE HUMESH TRET EBNFRZL.
. RRCIRWE,

BRAS R 422 1)
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oz MECER , EULUNTEEAME, ENMBEFEME , HZMthe section called “JrE
B, MREHME 6 ENREREELRY, IREEIAANNBERE , NZAEXVGFREE
7o

Projects
Environment Project Management

MREFEELHE , FREZHARENMESH. EAKRSURFZTHS T EEE RES PEMK,
HE , BURBIE UERATE,

XA 53 Hr A T/l

RA DT RIRAYF RES EEAM RES TP UE—RINBANIMEMENT B KE&, AIUAEREE
TH 5 3% R AR o

. ERFH

- HAMEDERRNINE

- —BENERADTEE

« % CSV

FTRFMH

EFAMRSIRIEZTNRAEHER , BURERITUTIRE
- BIELIE.

- £ B AWS illing and Cost Management ###l & F IR E

- FMEMMEBME SR (SAEETE )
« NEBF T H RES WK AUERA T B R, At , FRBUUTSRIRE

1. AEIENTEEE VDI, IXLTE Cost Ex AWS plorer FfitEres:Projectis® , X&ZH
BEEE 24 /I,

RAEHER o


https://console.aws.amazon.com/costmanagement/home
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/

MrEIRIEE AriEE

2. PIERLR , BEANGSRMEEEE, £ Cost Explorer FIEFZEHMLUBIERE . LB AREE
FE 24 Mt

Cost analysis onboarding info

To start tracking expenses incurred over a period of time, take the following steps.

Step 1 - Launch desktop Step 2 - Enable cost tags

Launch your first desktop within this account and wait up to 24 hours for cost allocation tags to create. Once tags are created, enable cost allocation tags for the web portal and wait another 24 hours for data

to display.
Launch desktop Pay

mRAME DB ERE

‘BEAEMENTE BRETR RES MERELRMENT B NTMERS, MABRT , ZEREWE
EHERE 5 NAE . BUNE THEERHBSE THIRPERBENTE , ZTHIIRSMBTR
BT E WX,

Projects with budget assigned @ ( Review projects ) ( Create project )

Track the current status of budgets.

Project name

test-project-2

test-project

0 2000 4000 6000 8000
Budget (USD)

M spent [ Exceeding Remaining

v Display settings

Filter displayed data

[ Find project by name v ]

[ test-project-2 X] [ test-project X]

test-project-2 test-project

ZERAZAHETEREINTENIE, RRNEAESH, FEFREERF LA TERENRIING
PETEH, BUTNUDFEFELG LANERETE NIZT B ZRARTIF “TE” M “CI2WME” WH,

TRMESEERNEE 102
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Projects with budget assigned

Track the current status of budgets.

Project name

test-project-2

W Spent 1,792.09 USD
@ Exceeding 0.00 USD
Remaining 8,207.91 USD

test-project

0 2000 4000
W spent [ Exceeding

Remaining

v Display settings

Filter displayed data

@ ( Review projects ) ( Create project )

6000 8000
Budget (USD)

[ Find project by name

test-project-2 test-project

[ test-project-2 X] [ test-project X]

— ER B[R] Y B AN 0 A B

—BRERANEADITERER T EENBERARTE XN DHRAAE, RABRT , BERERTE6
MNAHRBNMNANEE. CURRRANES RIEENBESSERNREKAESING 5 MNIE, RTAS

S, FREHMART B ECEE “Hi K3 T

Cost analysis over time

Track expenses incurred over a period of time.

@ Download csv ¥

Costs (USD)

25.00

20.00

15.00

10.00

5.00

0.00

Aug 2024 Sep 2024 Oct 2024 Nov 2024 Dec 2024 Jan 2025

Wasd Wabc-123 M projectl
v Display settings
Filter displayed data Time range
[ Find project by name v ] [ 2024-08-01 — 2025-01-31 ]

project’ X abc-123 X asd X .
[ project1 abc-123 asd Granularity

[ Monthly v ]

—ERET R A D ATE &
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Tk SR A

B LRIE . NESEEMMERTHE , ABEL —RIFEANKA S ITERAE, WMREEFETEM
THOLIERAES , NLBE-—MESED , LEATERRER LN EEREZEHMGNTIRSEFL
BRI

Project

HIRER TR ERNBEE THIIKREN , REEFHF RES IMEFIM BN TRIIR, LLBEIMBER
M, ERBERE FH.

[a I
abc-123

abc-123

asd

asd

project1

project1

0 res-integ-test-gw1

res-integ-test-gw1

[ Find project by name A ]

projectl X abc-123 X asd X
project1 abc-123 asd

EERESEE

HIEE B SEER , AR ERALISTESANTE, EFEAXTEN , HERATENREEMCITE
B, fitn , wREE 2025 F 2 AEFE X 6 NA7 &M, NetESEER A 8/1/25-1/31/25,

Relative range Absolute range )

Choose a range
O Past1day

O Past7days

O Past 1 month
(O Past 6 months
O Past 12 months

O Custom range
Set a custom range in the past

Clear Cancel

— ER BRI R AR 40 A B 104
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( Relative range Absolute range

< August 2024 September 2024 >

Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat

2 3 1 2 3 4 5 6 7

4 5 6 7 8 9 10 8 9 10 11 12 13 14
1 12 13 14 15 16 17 15 16 17 18 19 20 21

18 19 20 21 22 23 24 ||22 23 24 25 26 27 28

25 26 27 28 29 30 31 29 30J

Start date End date

[ 2024/08/01 ] [ 2025/01/31 ]

Clear Cancel

R

BRLLERRE A, SRYBNIHHNNEEERE. 8PENENXERS 14 RWEHEE. AN
ERXEFERSZ 14 MANBHER.

[ Monthly v ]
Daily
Hourly

[ Monthly A ]

T# CSV

ESHIRNEEAS AR |, HEE HER R LA D T BRA LA “TH CSV'. TEH CSV
BESMEET A ERENBERNNKAES , URIRM B MetE R 58 B2 &8,
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Home Insert Draw Page Layout Formulas Data Review Vii

P\

'Q'Dv & Calibri (Body) vii12 A A
TR

1]
11|
11l
I

Paste B I U+~ | i Av A

Q Possible Data Loss Some features might be lost if you save this workbook in the coi

Al . fx | res:Project
A B C D E F

1 |res:Project lasd($) abc-123(S) project1($) Total costs(S)
2 res:Project total 24.136179 21.67188038 12.9429946 58.75105397
3 8/1/24 0
4 9/1/24 10.7180966 10.7180966
5 10/1/24 10.95378378 10.95378378
6 11/1/24 24.136179 24.13617901
7 12/1/24 0
8 1/1/25 12.9429946 12.94299457
9
10
11
12
13

2EEE

LEEBNFLANALFRMT DENRERRE, ENERAF , BTUAEAAELAERES
HBNEERERAE,

£ i

. EHIEIR

. 2

. BAEERR () AMIs

. SERE
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122 %1 TE Al

Research and Engineering Studio

res-stage (us-west- <

2)

v Home

Virtual Desktops Instance Types \1/
Shared Desktops Summary of all virtual desktop sessions by instance types.
File Browser

SSH Access

ADMIN ZONE

v eVvDl
Dashboard
Sessions
Software Stacks (AMIs)

Permission Profiles

mé6a.large
Debug
Settings
& M méa.large
» Environment Management
Base0S (3

Summary of all virtual desktop sessions by Base OS.

Windows

B Amazon Linux2 [ Windows

Availability Zones (5

Summary of all virtual desktop sessions by Availability Zone.

us-west-2a

W us-west-2a

LAFEEBENRRUETERUUREES
1. EHIER

2. SFERA

3. EMiRERSR

Virtual Desktop Dashboar

Amazon Linu...

4L & demoadmin1 v

Session State (2

Summary of all virtual desktop sessions by state.

STOPPING ,

[ STOPPING

Project (4)

Summary of all virtual desktop sessions by Project Code

project1 !

M project1

Software Stacks (6

Summary of all virtual desktop sessions by Software Stack.

Software Stacks

Amazon Linux 2 - x86_64

o -
0

05 1 15
No. of Sessions

~

[ sessions

R HE R
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4. Projects
5 AKX
6. Bk

LA EERAKERU

7. RN RRAERE S
8. B “BERERE USME ‘&

21
SERREMRSIRIFZPUENTERELEE. & '2F THEF , BTUAFENEEXEEER
SR SE,

RES Virtual Desktops Sessions

Sessions (2)

Virtual Desktop sessions for all users. Endﬁ see these sessions eJaI Desktops.

T -

e All States ¥ All Operating Systems ¥

@ Created ¥ Last 1 month

-] Session Name v Owner v Base 0OS Instance Ty... State Project Created On
[ demoadminiaml21 5 demoadmin1 Amazon Linux 2 méa.large @® Stopped projectl 9/27/2023, 8:31:50 AM
a demoadminiwindows1 demoadmin1 Windows méa.large @® Stopped project1 9/27/2023, 8:38:23 AM

1

1. FAZXEREREENEASENESETRNERRELE R,
2. BE—A2E , REER “BE XEWMITUTRE
a. MEAF
b. Stop/Hibernate £1&
c. @ # Stop/Hibernate &1iF
d. &IE&iF
e. BEILIELE
f. 2% Health
9. DI
3. EF BB UeIEHME,
4. BEMBERFE | AERRSHNBRERSHITIFIE,
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5. RS EBRMUEEEZFAFE,

B SE
1. EEMBXE. ‘BIFELRE BT,

2. WMAFSENFAES.
3. (Wik, ) I "EFERET URAESHMAESR , IU0FM ID M DCV 21FRE,
4. BEBREXR,
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r
Launch New Virtual Desktop

Session Name
Enter a name for the virtual desktop

[

Session Name is required. Use any characters and form a name of length between 3 and 24
characters, inclusive.

User
Select the user to create the session for

(a

Project
Select the project under which the session will get created

[

Operating System
Select the operating system for the virtual desktop

[ Amazon Linux 2

Software Stack
Select the software stack for your virtual desktop

[

Enable Instance Hibernation

Store (Amazon EBS) root volume. You can not change instance type if you enable this option.

©

Virtual Desktop Size
Select a virtual desktop instance type

Hibernation saves the contents from the instance memory (RAM) to your Amazon Elastic Block

(a

Storage Size (GB)
Enter the storage size for your virtual desktop in GBs

[ 10

Show Advanced Options

©

RAE I

M RF FIRG  RERXEFBMUERERERARGS.

21iF
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RES Virtual Desktop Sessions 8765705b-8919-48ba-901a-19e2c49cf043

Session: demoadmin1ami21

General Information

Session Name Owner State
demoadmintami21 demoadmin1 @ Stopped

Details Server Software Stack Project Permissions Schedule Monitoring
Session Details
RES Session Id DCV Session Id Description
8765705b-8919-48ba-901a-19e2c49cf043 bd63e69a-e75a-427b-b4c8-39d7c43b95ad -
Session Type Hibernation Enabled Created On
VIRTUAL No 9/27/2023, 8:31:50 AM
Updated On

9/29/2023, 11:01:20 PM

A () AMIs

AR TUE , LB E Amazon R & (AMIs) EBIHREK,

RES Soft Stacks (AMIs)

Software Stacks

All Operating Systems v

Name Description AMIID Base 05 Root Volume Size Min RAM GPU Manufacturer Created On

2 CentOS7 - ARM64 CentOS7 - ARM64 ami-07f692d95b2b9c8cS Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
CentOS7 - x86_64 CentOS7 - x86_64 ami-00f8e2c955f7ffa9b Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHELS - x86_64 RHELS - x86_64 ami-0b530377951178d6b RedHat Enterprise Linux 8 10GB 4GB N/A 6/7/2024, 11:25:19 AM
UBUNTU2204 - x86_64 UBUNTU2204 - x86_64 ami-073ff8e13d826b7f8 Ubuntu 22.04 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHEL7 - x86_64 RHEL7 - x86_64 ami-0bb2449¢2217ch9b0 RedHat Enterprise Linux 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - x86_64 Windows - x86_64 ami-0667133d0dc6089e 1 Windows 30GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - AMD Windows - AMD. ami-05df91be1d294f195 Windows 30GB 4GB AMD 6/7/2024, 11:25:20 AM
Windows - NVIDIA Windows - NVIDIA ami-00d7af9d003819a90 Windows 30GB 4GB NVIDIA 6/7/2024, 11:25:20 AM
RHEL9 - x86_64 RHELD - x86_64 ami-099185fc24d27c2a7 RedHat Enterprise Linux 9 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - ARM64 Amazon Linux 2 - ARM64. ami-04ed2b27d86¢17f09 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - x86_64 Amazon Linux 2 - x86_64 ami-Oee5c62243ab25259 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM

1

1. ERRY AN B |, BERARERS TRIIRBREREHITIHE,

2. EERBRAHKRNEMAEEE R HERNFAER.

3. IEFHMF AR F LN RIRRE , REERREREREHEMRGTHHERIBESTE
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S AT B R A S AR

2R EME AR AR R T DA BB AT

1. &R R,
2. RWAFREERBFERES.
3. BEEREXR.

Register new Software Stack

Name
Enter a name for the software stack

[

Description
Enter a user friendly description for the software stack

Use any characters and form a name of length between 3 and 24 characters, inclusive.

[

AMI ID
Enter the AMI ID

[

AMI ID must start with ami-xxx

Operating System
Select the operating system for the software stack

[ Amazon Linux 2

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[ N/A

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

(50

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

(0

Projects
Select applicable projects for the software stack

[

v)

Tenancy
The type of tenancy

[ Shared

")

ca ncel m

=

ATE 7 E AR

BTN R HERE , UK S ELTR., BR , MREFEEVROESFHERRNMB B+ |

BT TRIE

BRIHERR () AMIs
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® Note
R R R D BAEFENIE .

1. EREERREL , RRERNEITE AR GRS R 8% 24,
HERBRAE,

RS

£/ B ThIRERTAR,

r v
Update Software Stack: RHELS - x86_64 X

0D

Stack Name
Enter a name for the Software Stack.

[ RHELS - x86_64 ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ RHELS - x86_64 ]

Projects
Select applicable projects for the software stack

[ ")

Tenancy
The type of tenancy

[ Shared v ]

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

[ )
(oo x) (2

5. EEER.

I

BRIHERR () AMIs
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&t A AN SRR 13 R4S B U E R 3 TR AR AR o

18 SR 3ERR Y VDI 324151 &

XN TFHANEMBO AR | BALLUER RFHSRAIRFINRE, SMRFHERATSREEEREF
TE XA AT R, B REBERIAERE R ARFIKAIRFIFEKE,

j Research and Engineering Studio 4 8 admin1 v

res-deploy (us- Review the virtual desktop settings s
east-2)
Module Name Module ID Version
v Desktops virtual-desktop-controller vdc 2024.12.01

My virtual desktops
Shared desktops

General Notifications Server Controller Broker C i [ Logs
¥ Session management .
Session ®
Sessions
Software stacks Idle Timeout CPU Utilization Threshold Enforce Schedule
Debugging 43200 minutes 30% Yes
Desktop settings Transition State Allowed Sessions Per User
. Stop 5
v Environment management
Dashboards New
Projects DCV Host @
Users
Allowed Security Groups Max Root Volume Size
Groups
1000 GB
File systems
53 buckets Allowed Instance Families and Types Denied Instance Types
Ident ¢ ; gld
N
lentity management New . gadn
Permission policy . g5
Environment status * méa
. 3
Snapshot management . meg

Environment settings

BB R R UFRISEAIRFIMRE B |, BT TRE

1. ERMFERTEL  GRRHERR 2R EE,

2. EERBRE  RBIERREHER,

3. M RFHIRAIRFIMRE" TH TRIIRPIEFEFAFRERFIMEKE,
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4. EERXR.

® Note

MRER/AVFHRBIRIIMRKBEETE —NKRBIRFIMZRI P —DSRBISEE (5

Update Software Stack: RHELS - x86_64

Stack Name
Enter a name for the Software Stack.

( RHELS - x86_64

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

( RHELS - x86_64

Projects
Select applicable projects for the software stack

[

Tenancy
The type of tenancy

[ Shared

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

(

Wt3Mt3.large ) , MERAMEERE “RVFRVKAIRFIMRE” B 1R ] FETURHR 245 % 3K 6

R,

/A Important

o ERFERBIM AR FIRBDHIBRSES type/family 5 , %326 R B 31 M B4 3#E4% 5 I BR o
« types/families FEERE R B AR NV SZ 1T 2 B 3R N2 ER 4R R

B () AMIs
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ERLTAENERRES , EATUERBERRBRMBARENRE, ST ERENRE .

Register new Software Stack

Name
Enter a name for the software stack

[

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[

AMI ID
Enter the AMI ID

[

AMI ID must start with ami-xxx

Operating System
Select the operating system for the software stack

[ Amazon Linux 2

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[ N/A

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

(s

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

(0

Projects
Select applicable projects for the software stack

[

")

Tenancy
The type of tenancy

[ Shared

v)

o EHERA-TE L AWS icense Manager F 812K =M EIRA

« EHID-BHEMEN ID

BRIHERR () AMIs
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EIEELEERATATNERES VDIs RN EME

Tenancy
The type of tenancy

[ Dedicated Host

Tenancy Affinity
The relationship between an instance and a dedicated host

[Off

Target Host By
The type of target host

[ Host Resource Group

Host Resource Group ARN
The ARN of the dedicated resource group

[

Tenancy
The type of tenancy

[ Dedicated Host

Tenancy Affinity
The relationship between an instance and a dedicated host

[ Host

Target Host By
The type of target host

[ Host ID

Tenancy Host ID
The ID of the dedicated host

[

License Manager AWS A FIEMFIXLE AMIsiFA[IESR

TEBEWALE , RERRKXEEHEEVFAIEAM

Y AMI A8 < Bk

0 Rocky Linux 9 k44 Et%

RES & B3& AT Rocky Linux 9 FWERIAE 34 | b AT RME T BXEA B Rocky AMI AR 4047

ERENEN.

1. BRAWS 2ElA , REHT EC2 BHEFH AMI B FHH,
2. 1 AWS Marketplace T+ AMIs T# 3 &7 Rocky Linux 9.
3. M Rocky Linux #i%£## &R Rocky Linux 9 ( B ) -x86_64 B9 AMI,

BRIHERR () AMIs
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FREIRIEE AriEE

2 Rocky Linux’ [Rocky Linux 9 (Official) - x86__(-34]
By Rocky Linux [? | Ver 9.5.20241118

ok Kk 73 AWS reviews [

Starting from $0.00 to $0.00/hr for software + AWS usage fees

Select

Rocky Linux is a free, open, community enterprise operating system
designed to be 100% bug-for-bug compatible with the top
upstream enterprise Linux distribution. Built by the community, for
the community. With fully open and transparent development,
there's plenty of opportunity for anyone to...

4. EFE , EFE AT
5. MmLRs , REEHFTE AMI K AMI ID,

AMI Catalog

An AMlI is a template that contains the software configuration (operating system, application server, and applications)

required to launch your instance. You can select an AMI provided by AWS, our user community, or the AWS Marketplace; or
you can select one of your own AMls.

AMls
Selected AMI: (ami-0a73e96a849c232cc)

‘; Q, Rocky Linux 9 X ]@

Quick Start AMis (0) My AMis (176) AWS Marketplace AMIs (589) Community AMIs (500)
Commonly used AMIs Created by me AWS & trusted third-party AMIs Published by anyone

( Create Template with AMI ) Launch Instance with AMI

6. BI{E RESTIF , AL AMI £ “BREFHEAR” TUE TIEMH AV 4 34

HHEREREEMKEMEXENERRE, SR WERRKMEEN 2B EYESN. VD Host B~
EREBETRHIES , VD 2B RTFE R EERITHNREED

View hosts and sessions registered with NICE DCV Broker

v Home

Virtual Desktops

Shared Desktops N
VD Host VD Sessions

File Browser
SSH Access
of{ 1 item
©"servers" : [ 1 item
ADMIN ZONE ©0:{ 15 items
v eVvDI "id" : "aXAtMTAtMy@xNTctMTkOLmNvcnAucmVzLmNvbS@xMC4zLjEINy4x0TQtNmRmY j ImNWYyYTQ4NDEYN2E1MzgwZDU4YjIzM212Zjg=""
"ip" : "10.3.157.194"
Dashboard
"hostname" : "ip-10-3-157-194.corp.res.com"
Sessions

"default_dns_name" : "ip-10-3-157-194.corp.res.com"
Software Stacks (AMIs) " "
port" : NUEE
Permission Profil
ermission Profiles ©"endpoints" : [ 4 items

©0:{ 3 items
Settings "port" : 8443

Debug
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RES Virtual Desktops Settings

rtual Desktop Settings

tual deskt gs

Module Name Module ID Version

virtual-desktop-controller vdc 2025.03b1

General Notifications Server Controller Broker Connection Gateway CloudWatch Logs

Session ®
Idle Timeout CPU Utilization Threshold Enforce Schedule

43200 minutes 30% Yes

Transition State
Stop

DCV Host ®

Allowed Security Groups Max Root Volume Size
1000 GB

Allowed Instance Families and Types Denied Instance Types
-3

s gddn

* gdad

. g5

¢ méa

* még

— R M [R] &
BE EW ETFAGRRTRE
QuIC

BRA QUIC , A TCP ENATE E MK E A B IAR X AZ fthilo
I\ DCV 2ifkE

RATHRAEEMKEMNIIADCV 21EFRE, HRETEATEAMCIBRNRE. XMUERA TRAIRE
MBEREFEATEFEERENER,

BB NEMNRAPRANRTFHSER
FBAOTESMHF AR VDI 2EBHARIAE,

ARS5 28
B RS R EMF A BRI TRE
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RAriEmE

DCV & 1i& Z2 /R A

FLtatEZfE , DCV
B BRRHARTE,

ZERENES

HUEREZE , FEAEFREHZE
CPU A AXRHE

CRES

EMANZRMN CPU EAZR,
RABERND

EARE X TE R RBHIFIAK D
VTR SRAIRE

A LA Rt RES SMBE BRI R PR KNFHIER, HEZZARFIFEH K NAE,
BE “m7a” , MFRAE K/DK m7a R5|ER4ER VDI

LEFEPIMT. IT2ERRAL

EHRES , RaM DCV EF I Web

filzn
2EBB. MREEE “m7a.24xlarge” ,

MRE
JUBA

A m7a.24xlarge AILMEN VDI £ER 3. WIIRSZEMFRHNAELE

RES Virtual Desktops

Virtual Desktop Settings

Review the virtual desktop settings

Module Name Module ID
virtual-desktop-controller vdc

General Notifications Server Controller Broker
General

Quic

Quick UDP Internet Connections (QUIC) is a protocol that attempts to improve streaming in higher latency
environments.
Toggle on to activate QUIC in favor of TCP as the default streaming protocol for all your virtual desktops

© Disabled O

Subnet AutoRetry
@ Enabled

Default DCV Session Type

Default setting will only apply in cases where Instance Type and Operating System supports either Virtual
or Console Session Types.

( Console v ]

Connection Gateway

Version
2025.03b1

CloudWatch Logs

eVDI Subnets
. subnet-0631e566e706ad31e
. subnet-00d930afd7485c9a5

Randomize Subnets
© Disabled

Default Allowed Sessions Per User Per Project

Default value for allowed sessions per user per project.

5 .£

SHEIRE
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HEEE

£ Research and Engineering Studio #9 “SMEEE” &4 , EBEAFPAUAERAERMNIETECIENE
BRERE, XERBAUUIFITERR. FHENEMLXENAYG  AEXERLTEZLNRET, A
FRAINEREMNBESGXLERELURERTIEWBEEER , NI ERA X #RT RFTER, ML
£, MALEEE A B HIFE,

£

- REBRS

. FIEEE

* Users

. 4

* Projects
o NPRZEHE

- XHRS
- REEE

« Amazon S3 7Z& &

IR

“IMERA THERTmPEHENRENEN. ESRBENRERES, EREVMNEMWREER X
MfER.

HIEEE 122



MRASIEIAEE RAriEmE

Research and Engineering Studio L & demoadmind v

Environm nagement tatus ®

Environment Status

Modules ©

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets

Global Settings global-settings - @Conﬁg @ Deployed © Not Applicable

Cluster cluster 2023.10 © Deployed © Not Applicable o default

Metrics & Monitoring metrics 2023.10 © Deployed © Not Applicable * default

Directory Service directoryservice 2023.10 @© Deployed © Not Applicable « default

Identity Provider identity-provider 2023.10 @ Deployed © Not Applicable * default

Analytics analytics 2023.10 © Deployed © Not Applicable o default

Shared Storage shared-storage 2023.10 © Deployed © Not Applicable o default

Cluster Manager cluster-manager 2023.10 @© Deployed © Healthy o default

evDI vdc 2023.10 @ Deployed @ Healthy o default

Bastion Host bastion-host 2023.10 © Deployed © Not Applicable * default
Infrastructure Hosts ©
Cluster hosts and status

Instance Name Module ID Node Type Version Type ilability Zone State Private IP Public |

res-demo2-bastion-host bastion-host @\nfra 2023.10 mb5.large us-east-2a @ Running 10.1.3.148 3.145.1¢

res-demo2-vdc-controller vdc ®App 2023.10 ms.large us-east-2a ®© Running 10.1.129.105 -

res-demo2-vdc-broker vdc @\nfra 2023.10 mb.large us-east-2b © Running 10.1.149.12 -

res-demo2-cluster-manager cluster-manager @App 2023.10 mb5.large us-east-2b © Running 10.1.155.249 -

res-demo2-vdc-gateway vdc @ Infra 2023.10 mb5.large us-east-2b @©@ Running 10.1.153.135 -

INEBIRE
HRERENHI ™" mEENFHAESE , Hlu
* General

EREEFRVAFNEERARFBNEFHAESER. S ARE] T NIGARE MR A,
- BORHE
L RENEQBEFRRBZEKBESR

* Network

£ R VPCID, L REIAIZRSIZ IDs o
- BERRS
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ERAFANEZBRES B FREMBRS K, HHEESR ARN,.

Users

MNEWED B RRIHRERFHRERE AP TH L, EEE~mYE , AFa#HSEEEARPS
BX. BXRVBAFRENESEE  BEREERER.

® Note
EERARBERNERAFCE2E, RAMBRAT , AR EERT RIMEZ A ERFL T IEED
RS, MRAFPLTIEENRS , BEAMEINIELFZERMEIZR,

, Research and Engineering Studio

®

Set as Admin User

Disable User

Username uip GID Email Is Sud... Role Is Active Status Groups
* IDEAUsers
o demouser: 2 3006 3006 demouser. 2@demo, No user No @ Enabled
* DemoUsers

O  sauser: 2 3011 3011 sauser. 2@demo. No user No @ Enabled * SAUsers

* DemoAdmins

O demoadmin4 3003 3003 demoadmin4@demo. Yes admin Yes @ Enabled * AWS Delegated Administrators
* IDEAUsers
(@] pmtuser02 8001 6001 pmtuser02@demo. No user No @ Enabled * ProductUsers

EAPTREL , &R

1. BRRAF
2. EERPERE, R BRE RERITUTRE

a. RENEERRAF
b. ZEMAF

H

FIENED B RETHHFABMERE ‘B THL, BXBFARENEENESER , FZREER
o
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- Research and Engineering Studio L & demoadmind v

®
© Gam ) @

Disable Group

1

Title Group Name Type Role Status GID
[ (o] IDEAUsers IDEAUsers external user @ Enabled 4000 ]
O SAAdmins SAAdmins external user @© Enabled 3035
O AWS Delegated Administrators AWS Delegated Administrators external admin @ Enabled 3999
Users in IDEAUsers 3 B v
O  username uID GID Email Is Sudo? Role Is Active Status Groups syni
* DemoAdmins

(] demoadmin1 3000 3000 demoadmin1@demo. Yes admin Yes @© Enabled * AWS Delegated Administrators 10/3

* IDEAUsers

* DemoAdmins
(m} demoadmin4 3003 3003 demoadmind@demo Yes admin Yes @ Enabled * AWS Delegated Administrators 10/3
* IDEAUsers

ERAE mELE , B

1. BRRAF4L.
2. EERPAR , R BRE REZERDTE R ZHA.
3. EERPFAR , BUURTRBRSN A BRUEFZATHA,.

Projects

TBEMKTEMRE. ARNTMENRR, tlZNEN  FEEXHRE , HIWEH, HAMPRE
B, NEBECRR —IHSMNE , AUNERTEENUAZTMBENBEER |, flMitERRHRE
AN, BREHER MM EEE

£}

- EFYH

- BIETH

- REBIE

- ZERTHE

- HIBRIE

« HEUE PR BERIRE

- EESTE XK XHRS

« BIEHER
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EFWHE

, Research and Engineering Studio L & demoadmin4 v

(6]

ezl -..... I8
o Edit Project

Disable Project

Update Tags

Title ProjectCode @ Status Budgets Groups Updated On

1

[ O  project-1 project-1 @ Enabled = + IDEAUsers 10/3/2023, 7:04:18 PM ]

‘BB URRBEH T A HEEANTE SR, & BB XERRP , BT

1. B ERERTFRREKIE,
2. FMB G, BAUER “BE XEHITUTRE
a. YmEEI B
b. EANEAME
c. EFU B HRE
d. MiBRLIE
3. A LUE R “CIET B REIEHIE .

BIET R

1. EFRCIBWE,
2. WAMBEAREES

B ID R2—1MNEFRRE , TRHTREFHEASE AWS Cost Explorer Service, BXxE Z1(E
B BSREERPENLHRAD RS,

/A Important
TH ID ERIEREEEER.

BXREBRETNER , BSRRINE I ER.
(k) NBEFEME, BEXTENEZEE , BSREEAENMZEH,

4, FREFRXHREAUFHEEXHRS (BRIA) . EFS A FSx T Lustre, FSx NetApp ONTAP
= EBS B1F M,
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MESIRIER ArfEm
ESIENR , HEETXH RS, FSxEAT Lustre B9 EFS 1 FSx NetApp ONTAP A[LAE Z4
MEZEHXE , UKk, VDIs{ER , EBS BFHETNERZIMEPNEAN VDI HEBEEHWER
F, ZEFFAEHMIE VDIs M B 2 AHE,

RES Virtual Desktop Projects Create new Project

Create new Project

Project Definition

Title
Enter a user friendly project title.

[ )

Project ID
Enter a project-id

( )

Project ID can only use lowercase alphabets, numbers, hyphens (-), underscores (), or periods (). Must be between 3 and 40 characters long,

Description
Enter the project description

Enter Description ...

Allowed sessions per user
Maximum number of sessions a user can launch in this project

E )

Enable budget assignment and tracking
To track budget status in the cost dashboard, specify the budget created in AWS Budgets

(® )

Resource Configurations

Starage resources
Add file systems and/or 3 buckets to the project

[ ] ©

Home directory filesystem
Select the filesystem that will be used to create the user home directories on Linux desktops.

[ Shared Storage - Home [efs] v J @

» Advanced Options

5. AAF andlor AN EANNAE ("MEKRA” N MEMEE") . RUNREEXHBERENA
BRLRIMWERE , BSH,

6. EERER.

mEIE

1. WA FRPEE-RE,

2. MU RE kR RIETAE",
3. WALMER.

MRETERRAME , F20 , THREZENNZEFHESFER. SENNBEENEN  METH
DAY I AT RE R AER JL |, REBFZININ CIZNTE |, HEFTHIIRZ D FIFHRE,
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BXERETNESR , BSHEFNEHER.
4. BEERX

RES rtual Desktof Projec

Edit Project

Project Definition

Title
Enter a user friendly project title

| test ]

Project ID

Enter a project-id

Project ID can only use lowercase alphabets, numbers, hyphens (-, underscores (), or periods (. Must be between 3 and 40 characters long.

Description
Enter the project description.

Enter Description

Allowed sessions per user
Maximum number of sessions a user can launch in this project

(s )
Enable budget assignment and tracking

(o ]

Resource Configurations

v Advanced Options

Add Policies
Select applicable policies for the Project

\ J©

Add Security Groups
Select applicable security groups for the Project

» Linux

» Windows

ZRHBAE

EZRAMA , FHATHATRE

1. BEWEIIRPEE-IHE,
2. MR REPiEE EABE".

Projects
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Research and Engineel L & admin1 v

res-deploy (us- RES Environment Management ro o)
east-2) .
Projects © G ») CEEZED
¥ Desktops nvironment Proj 2 Edit Project
Disable P
My it deskiops
Update Tags
Shared desktops
Title ProjectCode v Status v Budgets v Groups v Users Delete Project v
. deleteProject2 004 © Enabled - « group_1 « admin1 1/28/2025, 2:12:38 AM
¥ Session management
Dashboard disableProject 002 © Enabled = « group_1 « admin1 1/28/2025, 4:03:18 PM ]
Sessions test 001 @ Enabled - « group_1 « admint 1/27/2025, 12:59:53 AM
Software stacks
Debugging 1

Desktop settings

v Environment Management
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

3. WREANTMEHER , NEZMBXKNAE VDI 2EHHEFL, BAMEBER , TEEFBIX
E2iE,

Research and Engineering Stu L & admin1 v

res-deploy (us- @ Successfully disabled project with ID: 5242¢9f2-8895-483f-9389-ba9bff278598, and all associated sessions will be stopped ®
east-2)

Ll

Deskeops Projects ©)

My virtual desktops

Environment Project Managen

Shared desktops

v Session management Title v ProjectCode v  Status v  Budgets v Groups v Users v  UpdatedOn v
Dashboard

asnboar O deleteProject2 004 @ Enabled - « group_1 « admint 1/28/2025, 2:12:38 AM
Sessions

Software stacks O disableProject 002 © Disabled - « group_1 « admint 1/28/2025, 4:35:29 PM

Debugging O test 001 @ Enabled - * group_1 « admint 1/27/2025, 12:59:53 AM
Desktop settings

<

Environment Management
Projects

Users

Groups

File systems

S3 buckets

Identity management New
Permission policy

Environment status

Snapshot management

Environment settings

1B BRI B
EMBRTE , FRITATRE -

1. EHEIIRBPERE-IIE,
2. MBFE KEAIEE WERBE .
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74| Research and Engineering Studio 4 & admin1 v

res-deploy (us- ES > Environment Managemer ®
east-2)
v Desktops Edit Project

My virtual desktops Disable Project q

Update Tags

Project Code v Status v Budgets v Groups vV Users Delete Project | v

Shared desktops

. [ O deleteProject2 004 @ Enabled = - group_1 « admint 2/1472025, 1:40:52 PM
v Session management
Sessions O disableProject 002 © Enabled - « group_1 « admint 211412025, 1:40:28 PM
Software stacks O test 001 © Enabled - « group_t - admint 112712025, 12:59:53 AM
Debugging
Desktop settings 1

v Environment management
Dashboards New
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

3. BT IHWINEHED, MATIENEYN , REEE B FEMER.
Delete Project: test-proj-deletion X
Are you sure you want to delete this project?

All associated sessions will be terminated. This action cannot be undone.

To confirm deletion, enter the name of the project in the text input field.

[ test-proj-deletion ]

Cancel

4. MRTEHMER , MEZBE XBKNAA VDI 2EEFL L,
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j Research and Engineering Studio 4 & admin1 v

res-deploy (us- @© Project with ID: ea231a4c-7€01-4d1c-8590-55703918¢87e has been deleted successfully @
east-2)

RES nwir gement
@ G ) CEEZED

My virtual desktops

Shared desktops

v Session management Title v ProjectCode Vv  Status v Budgets v Groups Vv Users v Updated On v
Dashboard
O  disableProject 002 @© Enabled - * group_1 * admin1 1/28/2025, 4:40:03 PM
Sessions

Software stacks O test 001 @ Enabled « group_1 « admin1 1/27/2025, 12:59:53 AM

Debugging

Desktop settings

Environment Management
Projects

Users

Groups

File systems

S3 buckets

Identity management New
Permission policy

Environment status

Snapshot management

Environmen It settines

I E PRI BRIRE

TR N EZIE T eI FRA 62 BiRE,
1. BEWEIIRPEE-IHE,

M BRAE RERER “BHIRE

EEE HMIRE" , RIEN Key I A —ME
EBBRIE | FREEBRNIREZUN B

> Wb

EE 5T B XX RE

ERETE R, SAUETRERN XHRE BRUAEESZIE XK XHRS,
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.
Projects © G ) R
Environment Project Managemen

1

Title Project Code Status Budgets Groups Updated On

[ (o] project-1 project-1 @ Enabled - e |IDEAUsers 10/3/2023, 9:06:30 PM ]

1
File Systems in project-1 v
Title Name File System ID Mount Target Projects Scope Provider Created through RES?

No d

AN INJE B AR

BB B, BAERATEEERHNSRETRMESIER. SHERNITE HHFRE VDI
KAIRMTHMEE  SIRES4H,. IAM RIS A,

NN SR

SET AN IAM R EESRIZHI BT E TEFROAARAIR VDI THRNR, EMAKE  SEAUT
BEXIRICZERE

res:Resource/vdi-host-policy

BX IAM BENEZER , T5H | AM FRIREE AR,

AR A

ERLUAINZ £ARZEHTE A VDI RFMEANMACOHKE. EMAREA , EEAATREN
RiciZZ£4

res:Resource/vdi-security-group

BXTZLHEHNEZSEER , SR Amazon VPC AFERBHPWNFERAZ A ES AWS BRRE,

ANINJE B B A

A LURMB A | XLEMAFETE FFFE VDI 2R F 31, RES Z#FE Linux M Windows
R, EFFHA | BALUER U TE—IEIA ;
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MRASIEIAEE

RAriEmE

VDI Bz BHiE T HIAR

AR RES REBRERFBITZHI , MR VDI KBIMTT KB,

& VDI Fiz TR A&

LR IE RES BB AL/ B 3 AR,

BN AR ST AT IR T

RN
S3 URI
HTTPS URL

A< 1t 34

XNTSH , BRERESIRNMBESH.

Rl
s3://bucketname/script.sh
https://sample.samplecontent.com/sample

X #://1.sh user/scripts/example

Projects
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¥ Linux

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
[ https://sample‘sampIecontent.com/sampIeJ ( J ( Remove Scripts )
[ file:///root/bootstrap/latest/launch/script ) [ 1.2 ] ( Remove Scripts )

Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©O

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ) [ 1,2 )
Add Scripts

v Windows

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[53://sample-res-scripts/sample.sh ' } [ 1,2 }
Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
Add Scripts

T B B & =Bl

X PR 2R Hg

Research and Engineering Studio (RES) A ¥ EBEAFAEZBENXNRBREEXH , (EENAFRRF
EEMIMSENIEWIARR. BN NEBERNRANREEXXH — “TEKE” # “TLE Fr
BF  UUEBBENEH#ITEE L.

BEl , EERAAUEANREEXHRTFRIMIRES !

1. IEEENR , 8 EMMEKARE ( RATFEERAFSEMR A MARINEB B NI E F 8
BR ) M EHMBMERS ( AEEAFBEARERATE )
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2. VDI 2EEENR , 2§ QELXE (AFEEAFERTE T8/ VDI & ) M “6Z/4& - Hitb
APFH&E ( ATFEERFETE eI L UL HMBAFHRE ) o

BEXMAN  EEATURETHENNREREHTREHNIFEER,

H
S

/-

- DB EENR

VDI 2iEEENR
EERRELE X
AR B i X 44
REXEREXH

71 B IR
ERTULE XA TS

ERRAFIRBEZNRNFFEERAFERE FHAMABBRAFREA, ©EAFEIRENREE
N REZIE AR MBFARNTEERB.

Team Configurations

Groups Info Permission profile Info
| group_1 v ‘ | Project Owner v ( Remove )
é Users/groups assigned to this permission profile can grant themselves or
others higher privileges for this project by re-assigning personnel to a
different permission profile
Eroup_2 v ‘ [ Project Member v ( Remove |
Add g P
No user hed k'Add u bel 4 d
Add user
) D
RS
B E RS

WRRAVREGENROEERRASER B NHELN BRE ZEEARERATE,
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Research and Engineering Studio

" = group_1
v Environment Management [ O  projec3 Project3 ® Enabled i - 7/15/2024, 8:05:20 AM

Projects

VDI 2 iEEENR
BB LIE

EEHREATAPN BNENRE NHEEHCH VDI 2F, ZRAMENAELIFERRARTE
HECHW VDI 2iF, AP TUERELMLIEEEH VDI 215,

MRFERAAFETNGESE , NN BfENKE REREER , TR

Virtual Desktops

test2  Connec t

© Ready ows  t3.medium @ No Schedule

1:05

Tuesday, August 6
& DCV Session File
BIEHL L EMANSIE

AVFEERRAFNEMNSMERTR ‘21F" NHEH. XERFFEBERGSUARNTE PR EHME
RAFBEz VDI £iF,

MRIEBRAAFENNEMAFPBEH2E , NN EMNSRERSECEEERTHERAESE
¥, WTFR:
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RES <

¥ Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

¥ Session Management

Sessions

MRFEBEAAFTNNEHMARNESE , MMMV ENSRERET2ERXFEERE , TR
N

RES <
¥ Desktops

My Virtual Desktops

Shared Desktops

File Browser

SSH Access Instructions

EENREEXHF
fEh RES BB R , BAUNTUTRIERERRERE M

51| H A PR G I 34

£ Research and Engineering Studio ##|ATHEH L , EEREENSMEEPHNRER, FEHAE
BB, B, SIH, EFEMMRNREE X 4.
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Project roles Desktop sharing profiles

Project roles (2) © [ creace rote

[ Q Find role by ID ] 1 [
Role ID v Role name v Description v Latest update v Affected projects v
O project_owner Project Owner Default Permission Profile for Project Owner 2 weeks ago 0
O project_member Project Member Default Permission Profile for Project Member 2 weeks ago 10

EENREENH

1. B RREEXH ETNEHL , EREEEONREEXHNEN. EHTEL , S4B
BRi%k E A9 A BREC B 324+

Project Owner

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 3 weeks ago

Latest update

3 weeks ago

Permissions Affected projects

Permissions (4)

Permissions granted to this permission profile.

Project management permissions (selected 2/2)
Update project membership Update project status
Upda d groups associated Enable or disable a project

@ Enabled

@ Enabled

VDI session management permissions (selected 2/2)

Create session Create/Terminate other’s session

P @ Enabled
@ Enabled

2. &R ‘ZBRWENTE"ETF , EEYNEANREEXHNTE,
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RES > Permission s > Project Owner

Project Owner

General Settings

Profile ID

project_owner

Permissions Affected projects

Affected projects (2)

List of projects using this permission profile.

Project name
Project1 [2

Project3 [4

IR RES B X4

1. ENREEXHEREL , EF6ZEE XA e BN RE B X4

Description Creation date
Default Permission Profile for Project Owner 2 months ago
Latest update
4 hours ago
Groups Users
1 2
2 0

2. WANREEXHEMRNER  REEBEEQDELZEEX4FAFS AR TFHINR.

Permission profile definition

Profile name
Assign a name to the profile

Permissions

Permissions granted to this permission profile.
Project management permissions
Update project membership

Update users and groups associated with a project
VDI session management permissions
Create session

Create a session within a project

(@ ]

Update project status
Enable or disable a project.

@ ]

Create/Terminate other's session
Create/Terminate another user's session within a projec

d

o
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YR PREC B 34

ENRREEXHEREL , AEREXHZUNERBERZEEX M , ERERE  RAEERRER
B XA AR A PRECE Mo

Edit Project Member

Permission profile definition

Profile name
Assign a name 1o the prof]

[ Project Member ]

Profile description

Default Permission Profile for Project Member

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
Update users and groups associated with a project Enable or disable a project

VDI session management permissions
Create session Create/Terminate other's session

sessions with or without this permission. (—)-‘--
©

o

i BRAX BRBC B S A

HRREEXH TNELE  EEREXAZINEBFELES  ERRE , REEENREE
Mo B REM BRAEMINEIE A AV BRECE XX
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v

<4

4

4| Research and Engineering Studio

RES @© 1 permission profile deleted successfully. This deletion did not impact any ongoing projects.
Desktops RES

My Virtual Desktops Permission Profiles

Shared Desktops

Create and manag rofiles

File Browser

SSH Access Instructions

Profile name Description Creation date Latest update Affected projects
Session Management O Project Owner Default Permission Profile for Project Owner 2 months ago 3 minutes ago 2
Dashboard
(@] Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2
Sessions
Software Stacks 1

Desktop Shared Settings
Debugging

Desktop Settings

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Permission Profiles
Environmen t Status

Snapshot Management

AIAX PREC B M

B RES MB AR NMRUNBREREXH £ REEAATUNERITEHE, (U, 2REERT

AT E eI Z NS SN REEX . ) TRERTRURBREEXH (“HEKR” M “TE A
) ATFHNR, NREEXHRERTFHEEERAFHNROGER TMNFABENTE ; 2REER
RERAF , WAERBTE PREUATAENRR.

Permissions 1%, BF B &5 MEmMER

BIEXTE tIEACHS X X

H, TeRER
BLMER , AR
#RBJ LARE A5 L2

KIEAEMNS
o

BIZ/RIEEHMA ETE SRR X
M &1E LIEE AR RY

21,
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Permissions 15, B B K& mMBEFfEE

EHMWMBERAT  EHMSTEXE X
1% BV R P B

BRREZEAM X
BHo

BT E RS

MR SR

BRI RAAFMREIREIEE (RES) EERARENELIEEANMERFERHNR, XEBEX
XA SSH R, KENRINKRESRREFNR.

ering Studio & clusteradmin ¥

RES Environment Management Permission policy (6)

Permission policy

Manage user permissions throughout the environment.

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes,
read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@ Display
View the remote desktop. This permission is critical, review
implications before disabling.

@ Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@© Mouse

Use local mouse on remote desktop. This permission is critical,
review implications before disabling.

@ Audio Out
Playback audio from remote desktop. This permission is critica
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

@ Keyboard
Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling.

@ Keyboard SAS
Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling.

@ Screenshot

Save screenshot of remote desktop.

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste

Copy from local clipboard to remote desktop.

@ File Upload

Upload files to remote desktop storage.

@ File Download

Download files from remote desktop storage.

B B ST 5T 25 U5 R AR PR

RES B R A BAE XA BRI R NI Bk A BRI EIE. MR Access BIFEHRH , AFFELERE
HWeb MTPHREBEIXHRRRSM , BT EZLEHTHMMBELRXHREN KR BRABGRK

NPRR B 142



MRASIEIAEE RAriEmE

&R, AP AU REN MR R XA REEESM XA LA TR EL/BXHREN
iz,

7\| Research and Engineering Studio

res-new (us-east-1) RES Environment Management Permission polic

Permission policy

v Desktops
Manage user permissions throughout the environment.

My Virtual Desktops

Shared Desktops

@ Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

v Session Management

Dashboard
Sessions Environment boundaries
Software Stacks Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled
Deb profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
ebugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Envir M D Accessdata
Display File browser in the navigation menu and access data via web portal
Projects
Users (O sSHaccess
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well,
Groups
File Systems @ Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [
S3 Buckets

Identity Management

Permission policy 14 ktop permissi (enabled 12/12)

Environment Status
» Desktop ad d settings (enabled 8/8)

Snapshot Management

General Settings

HipRBIEDREFBE XXM , EERITF NSRRI E AT, BMEMRTEHEMR T
H L2k, o, SR RELS , SMREREX.

BLE SSH 1 B X R

EIER AT LM “BREG S &80 RES HE/E A EEA SSH, BEELEH VDIs EA#T SSH 15
Flo BUEMFTRIE , RES 2EBELEH , FOA/ER SSH THEARE. FRAFXE , RES #

B SSHipRE , KULEL2EH , ABKRASH SSH FRIGARE, RIAMBRT , lLFAXLTERR
A

Lho

® Note

Y RES HFBELZ2FHA , BLELH AWS K- FRHIN—4 t3.medium Amazon EC2 3£
Bl, BiZEFIMXWMEZAYREEE, BXEZEER |, 55 Amazon EC2 EM A H,

J& A SSH 1 B X BR

1. #E RES #HEMNEMNSMERT , RRHNEEE , AGERENRRE, £ HMELR T, &R
SSH HEIF X,
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Research and Engineering Studio

res-new (us-east-1) RES > Environment

Permission policy

v Desktops
Manage user permissions throughout the environment
My Virtual Desktops
Shared Desktops
® Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making
v Session Management
Dashboard
Sessions Environment boundaries
Software Stacks Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |
Deb profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
ebugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Environment Management @ Access data
Display File browser in the navigation menu and access data via web portal
Projects
Users (D sSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well,
Groups
File Systems © Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/
S3 Buckets

Identity Management

Permission policy » Desktop permissions (enabled 12/12)

Environment Status
» Desktop ad d settings (enabled 8/8)

Snapshot Management

General Settings

2. ZE&BH SSHiFRNER,

Research and Engineering Studio

res-new (us-east-1) @© SSH access is being enabled. The application will auto-reload once the change takes effect.

Environment Management Permissiol
v Desktops : IaBEmS "
. . .
My Virtual Desktops Perm ss on pollcy
Shared Desktops
P throughout the environmer
v Session Management @ Permission policy key concepts
Dashboard Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any «
Sessions
Software Stacks
Debugging Environment boundaries
Desktop Settings Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled perm
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
v Environment Management
v File browser and SSH permissions (enabled 1/2)
Projects
Users D Access data
Display File browser in the navigation menu and access data via web portal.
Groups
File Systems SSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well
S3 Buckets

@ Info

Identity Management . . . . o .
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/

Permission policy

Environment Status

Snapshot Management 4 p permissi 12/12)

General Settings

> p advanced i 8/8)

3. AmMELEWE, FEA SSH HHE,

NPRR B 144



MRASIEIAEE RAriEmE

Research and Engineering Studio

res-new (us-east-1) d onment M

Permission policy

Manage user permissions throughout the environment.

4

Desktops
My Virtual Desktops

Shared Desktops

@ Permission policy key concepts

SSH Access Instructions . o . . . o . .
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

v Session Management
Dashboard Environment boundaries
Sessions Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |

profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
Software Stacks
Debugging v File browser and SSH permissions (enabled 1/2)

Desktop Settings O Access data

Display File browser in the navigation menu and access data via web portal.

v Environment Management
Projects @ ssHaccess
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well
Users
Groups @ Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [
File Systems
S3 Buckets
Identity Management » Desktop permissi bled 12/12)

Permission policy

» Desk . . : bled
Environment Status P settings 8/8)

Snapshot Management

General Settings

RPN EN S EERFE R SSH 15RI B AR HE,

Research and Engineering Studio

res-new (us-east-1) RES > Home > SSHAcce:

SSH Access

4

Desktops

My Virtual Desktops
Shared Desktops
SSH Access Instructions .

Access environment using Linux / MacOS Access environment using Wind

<

Session Management

Dashboard Follow the below steps to connect to the cluster using Terminal on your Linux or MacOS laptop/workstation: Follow the below steps to connect to the cluster u:
Sessions
Software Stacks Step 1: Download my Private Key Step 1: Download my PuTTY private key

Debugging Download the private key file, and save it your ~/.ssh directory. L Download Private Key
Desktop Settings
& Download ate Key

v Environment Management Step 2: Configure PuTTY

Projects
U Step 2: Modify key permissions « Download PuTTY [2
sers
. . * As hostname, enter 3.92.72.222
Groups Run: chmod 600 ~/.ssh/adminl_res-new_privatekey.pem + Navigate to Connection > SSH > Auth and er

File Systems under "Private Key used for Authenticatic
Step 3: Connect to the cluster Save your session

S3 Buckets
 Click connect/open to access the cluster
Identity Management Run: ssh -i ~/.ssh/adminl_res-new_privatekey.pem admin1@3.92.72.222
Permission policy
Environment Status Step 4: Create SSH config Step 3: Enable KeepAlive
Snapshot Management If you don't want your session to be automatically closed after a couple of minutes of inactivity, edit: If you don't want your session to be automatically
~/.ssh/config and add: and add "3" as "Seconds between KeepAlives"

General Settings

Host res-new-us-east-1
User adminl
Hostname 3.92.72.222
ServerAliveInterval 10
ServerAliveCountMax 2
IdentityFile ~/.ssh/adminl_res-new_privatekey.pem

Once updated, you can simply run below to connect to your cluster:
ssh res-new-us-east-1
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Research and Engineering Studio

res-new (us-east-1)

Permission policy

v Desktops
Manage user permissions throughout the environment.
My Virtual Desktops
Shared Desktops
Py issi licy ki t:
SSH Access Instructions © permission policy key concep s_ - . . . - . .
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making
v Session Management
Dashboard Environment boundaries
Sessions Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
Software Stacks
Debugging v File browser and SSH permissions (enabled 1/2)
Desktop Settings D Access data
N Display File browser in the navigation menu and access data via web portal.
v Environment Management

Projects @ sSHaccess

Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well

Users
Groups @ Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [
File Systems
S3 Buckets
Identity Management » Desktop permissi bled 12/12)

Permission policy

» Desk . . : bled
Environment Status P settings 8/8)

Snapshot Management

General Settings

2. %45 SSH HRIEER,
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Research and Engineering Studio

res-new (us-east-1) @© SSH access is being disabled. The application will auto-reload once the change takes effect.

+ Desktops RES > Environment Management

My Virtual Desktops Permission pol cy

Shared Desktops
Manage user permissions throughout the environrr

SSH Access Instructions

® Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

v Session Management
Dashboard
Sessions
Software Stacks Environment boundaries
Debugging Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled f

profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
Desktop Settings

v File browser and SSH permissions (enabled 0/2)

v Environment Management
Projects D Access data
Display File browser in the navigation menu and access data via web portal
Users
Groups SSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well
File Systems
Info
S3 Buckets ®

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. view module status [7
Identity Management

Permission policy

Environment Status > ktop permissi d 12/12)

Snapshot Management

. » Desktop advanced settings (enabled 8/8)
General Settings

3. ZERBTME , SSH HFRREEM,

Research and Engineering Studio

res-new (us-east-1)

Permission policy

v Desktops
Manage r permissions throughout the environment
My Virtual Desktops
Shared Desktops
® Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making
v Session Management
Dashboard
Sessions Environment boundaries
Software Stacks Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled [
Deb: profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
ebugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Environment Management @ Access data
Display File browser in the navigation menu and access data via web portal
Projects
Users (D SSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well
Groups
File Systems ® Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/
S3 Buckets

Identity Management

Permission policy 4 ktop permissi bled 12/12)
Environment Status

> 1 " " : (enabled
Snapshot Management v settings 8/8)

General Settings
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RES Environment Management Permission policy (6)

Permission policy

Manage user permissions throughout the environment.

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes,
read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Dpisplay
View the remote desktop. This permission is critical, review
implications before disabling

@© Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@© Mouse
Use local mouse on remote desktop. This permission is critical,
review implications before disabling.

@ Audio Out
Playback audio from remote desktop. This permission is critical,
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

REXZFRENHF

IR R ] AR A BB S B
LIS X F R TR R AR RE

EXEMEM, EIX

B2 B & XX A

@ Keyboard
Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling

@ Keyboard SAS
Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling.

@ screenshot

Save screenshot of remote desktop.

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste

Copy from local clipboard to remote desktop.

@ File Upload

Upload files to remote desktop storage.

@ File Download

Download files from remote desktop storage.

EEAALOAR QIREENH REIBMOEEX . Ale , A8 A DN B,

iR, 1%

I8 FIT 75 B9 A PR H fr 17 PIT I B BE 2K

ITEHEN. MERFESANERXEREEXH , AESHMBAH
TB2RATHRENR,

& X fF
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Project roles Desktop sharing profiles

Desktop sharing profiles (3)

{ Q Find profile by ID

Profile ID v Profile name

O observer_profile View Only Profile

©)

reviewer_2 Reviewer-2

(@) reviewer Admin Profile

v Description

This profile grants view only access on the DCV Se...

The studio of Jadé Fadojutimi, the British artist,...

This profile grants the same access as the Admin o...

Create profile

1 &

v Latest update v
2 days ago
27 seconds ago

24 hours ago

r Profile definition

Profile name
Assign a name to the profile.

[

Must start with a letter. Must contain 1 to 64 alphanumeric characters

Profile description - optional
Optionally add more details to describe the specific profile.

[

Permissions

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

¥ Desktop permissions (enabled 12/12)

@ Display

Receive visual data from the NICE DOV server

@ Pointer

View NICE DCV server mouse position events and pointer shapes

@ Mouse

Input from the client mouse to the NICE DCV server

@ Audio out

Receive audio from the NICE DCV server to the client

@ unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

WEMATR

@O Keyboard

Input from the client keyboard to the NICE DCV server

@ Keyboard SAS
Use the secure attention s
Requires Keyboard permiss

+Del). Note:

@O screenshot

Save a screenshot of the remote desktop

BERBMAGH , FRITUATERE

1. EFEAEREE XXM,

2. &EBRE, Rk RE S RE B X

@ clipboard Copy

Copy data from the NICE DCV se

ver o the client clipboard

@ clipboard Paste

Copy data to the NICE DCV server from the dlient clipboard

@ File upload

Upload files to the session storage

@ File Download

Download files from the session storage

PR SR G
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3. REFEREMNR,
4. EEREREEX.
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Project roles Desktop sharing profiles

Desktop sharing profiles

Manage your desktop sharing profiles.

[ Q, search

Desktop sharing profile ID Title

Description

© e o) CEEZID

-

&

Created On

testProfile_1

[ Q  testprofile_t

9/15/2024, 9:29:55 ¢

(@] observer_profile View Only Profile

This profile grants view only access on the DCV Session.

Can see screen only. Can not contrel session

9/11/2024, 2:10:22 1

»

r Profile definition

Profile name
Assign a name to the profile.

[ testProfile_1

Must start with a letter. Must contain 1 to 64 alphanumeric characters.

Profile description - optional
Oprionally add more details to describe the spedific profile.

[

Permissions

1

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

v Desktop permissions (enabled 12/12)

@ pisplay

Receive visual data from the NICE DCV server

@ Pointer

View NICE DCV server mouse pasition events and pointer shapes

@O Mouse

Input from the client mouse to the NICE DOV server

@ Audio Out

Receive audio from the NICE DCV server to the client

@ Unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

@O Keyboard

Input from the client keyboard to the NICE DCV server

@ Keyboard SAS
Use the secure attention sequence (CTRL+Alt+Del). Note:
Requires Key

board permissions as wel

@ screenshot

Save a screenshot of the remaote des

(® clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

(O clipboard Paste

Copy data to the MICE DCV server from the client clipboard

O File Upload

Upload files to the session storage

@ File Download

Download files from the session storage
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NHRE

File Systems

Create and manage file systems for Virtual Desktops

Q 1

Title Name File System ID Scope Provider

Shared Storage - Home home fs-0b4cesh1914913e4 cluster efs

FSx Lustre fsx_lustre fs-0a9042e216f9e3109 project fsx_lustre

FSx ONTAP fsx_ontap fs-0105118574b5e3330 project fsx_netapp_ontap
efs home efs_home fs-0df4c9ac93b975142 project efs

’Tﬂ_: “I#F/%/)b J\ ’,@—J-J')\

1. BRMXHFRS.
2. EBENHRER , R BRE KR

a. FXHRERNMEIBE F,
b. MILERBRXHRS
3. HAFMBXHFRL,
4. EEXHRGRE , EUURTRBERSNERAETXHRENTEAES.

F&
« BAXHRE

BMANHFRE

® Note

ERIMBXHERE , eXAHEZHER VPC MELD— RES ¥, LEAEREEEE
TRE4H | X8 VDIs BF e R XHRENA R

1. E&H RBHERLS
2. MNTHIIRFEE-NXHERGE. B/ R , ARNESHATRE,

RS =



MESIRIAEE

RAriEmE

3.

4.

Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ 4

( fs-0013c7a86b6d5f79e [efs] )

fs-0edf4f076a4631d76 [efs]

fs-0303cda359d042ca8 [efs]

L fs-0ff091b934dda5208 [efs] A

BMANXHREFAER

(® Note

MRABERT , EEANTEMAEETUAECRHFME PERENHRE , BT ENE

HATRE

ERFRE FERNXHRELIBTREER B RBEREN. /homeXFHEEBRX
HRE TR PERERANXHRS, KRB THRIENE BHNKERE , BHR
BETEXRBRNAF T EESE VDIsTH R XX RS, VDIs RFAEICH R 50 bk 2 EE 8

ERRERXXMHFRLS,

EERXR,
-
Onboard New File System X

Onboard File System
Select applicable file system to onboard

{ fs-0edf4f076a4631d76 [efs] v ]

©

Title
Enter a user friendly file system title

[ )

File System Name
Enter a file system name

[ )

File System name cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers and underscore (). Must be between 3 and 18 characters long.

Mount Directory
Enter directory to mount the file system

( )

Mount directory cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers, and hyphens (-). Must be between 3 and 18 characters long. Eg. /efs-01

v

XHRGE
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RES Environment Management napshot Management

Snapshot Management

2
1

Created Snapshots © CEEEZD

Snapshots created from the environment

[ Q Search ] 1

$3 Bucket Name Snapshot Path Status Created On

No records

4
~

Applied Snapshots & ©

Snapshots applied to the environment

[ Q Search ] 1

S3 Bucket Name Snapshot Path Status Created On

No records

ERBEER@EL , &AL

1. EEFAE IR B R IR,

2. BIEMRR, HOERR e , EEERE-— N ERHENNERENFEE,
3. EEMMAENAKNRBR RS,

4. RRARR.

ES ]
- BIERER
- NARRE
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FERRREZAT , BAGH Amazon S3 BRABRULENNR. BXREHEBNES  BoEoE
TR, RNRUEREEBRARSNRS BT ARIIR. BB, THUEFEEN EY %R
R R AR E,

(® Note
tt Amazon S3 FREBNAERFAHR/ALETRARTERE, LFEEIRHSEEFRHBN
£ EH.

EEFERRINMNIR , AT TRAE

1. M Bucket s FllFRHIEFEQI BN IFE R,

2. EENRETF,

3. 1E Bucket policy ( &K ) T , BEF Edit (HE ) -

4, F[UTBARMEFEBERED, FXLEESRNEECHE

« 111122223333-> 18Ky AWS K=

« {RES_ENVIRONMENT_NAME}-> {R#J RES IREZFR
« us-east-1->I&FTHE AWS B8 [X

« amzn-s3-demo-bucket-> {RHY S3 FHEBBE

/A Important

X EARNRAFEHFE AWS, BXEZEE |, 55 hitps://docs.aws.amazon.com/IAM/
latest/UserGuide/reference_policies_elements_version.html,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "Export-Snapshot-Policy",
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"Effect": "Allow",
"Principal": {
"AWS":

"arn:aws:iam::111122223333:xrole/{RES_ENVIRONMENT_NAME}-cluster-manager-role"

},

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AboxtMultipartUpload”,
"s3:PutObject"”,
"s3:PutObjectAcl"”

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
}I
"Principal": "*"

EOERR , FHTUTRAE

1. ERQIERE,
2. HAZBIEM Amazon S3 FEEHEZ .

3. WMARFZLELRBEEEEEEPNEEZR, HW0 october2023/23,
4
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Create New Snapshot X

S3 Bucket Name
Enter the name of an existing S3 bucket where the snapshot should be stored.

( )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter a path at which the snapshot should be stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (*), single

quotes (), parentheses (), and hyphens (-).

5. HE+ZHME, & “RR UHLIER RIFET AEBRS. BREN EERITH ZRN BEX Z
Bl , REBTSEX

I AR R

BIRIMERRSE , ELRHZIR BN A IR LT B HE, SFE O FE BN RE | RFHRIRE
RER o

MARBSFAFPNE, IE. RHEF#EKR, NREEXHNXHREEFHRERAEXBKEFIEH

g, FT2E8FfAF2E. NAREBN , EaRESFARIEZNELREE , MBEHERERE

7. XTEENRER , RELBRIERMEFLUERR. N THEUNIER , fIOLZEER

REP , CEHAEERNFREESTHEE , eREAATAECEERSEREHMNBEHAIIC

3% : RecordName_SnapshotRESVersion_ApplySnapshotID. ApplySnapshotID%E i R&atE
8, ATHRIRNARBHEXEEH,

ERENARFHE , RESREFTRNTANE. T2EFHREFFTTANRR, N TERRBER
MRR  RESRERBRARNATAME, MREBRESATH , ©FEIBRSBRBERNERR.

MRFHIAE AR TR BIHE |, M AT LLEF CloudWatch BEAHH HE/res-<env-name>/
cluster-manager A T B FAELE. BN BEEHNE [NARR] 7L, NARRE , &AL Mthe
section called “RIEEE" MHERHRS.

B FEBRIMNR , BT TRE

1. M Bucket s JIRFPIEREVENFER.

2. EENRIETF,.

3. 7t Bucket policy ( 7R ) T , iHERF Edit (R ) .

4., FUTEDRMBFEBRED, FXEESRAILZESHE
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e 111122223333-> &89 AWS K&

{RES_ENVIRONMENT NAME}-> {R# RES NEZ
s uUs-east-1->BFr1E AWS B X
« amzn-s3-demo-bucket-> {RH) S3 FEFEW

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS":

"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-role"

}I

"Action": [
"s3:GetObject",
"s3:ListBucket"

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resourxce": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
}I
"Principal": "*"
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ENARR , BHITUTERE

1

2
3.
4

5.

%R N ARR

WMATEREH Amazon S3 FHEBH B,
AT RN IR B SR,

HERR R,

Apply a Snapshot X

S3 Bucket Name
Enter the name of the S3 bucket where the snapshot to be applied is stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter the path at which the snapshot to be applied is stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (*), single

quotes ('), parentheses (), and hyphens (-).

A 4

RE+oHE , £ REEE THLER RBIFT URERS.

Amazon S3 F &

MREIRIEE (RES) X#FHF Amazon S3 FEMER S Linux LR EEAIZHE (VDI) X6, RES
EER ALY S3 FEMHA RES | REKMEME , REHEE , HE HEEE” TH S3 F#E\F
IRTF H BRI A 4

S3 FEREHHREHR T THEERANESEA S3 FHBNIIR, £ S3 FREBEHERS , &9

A

1. ERARIFRER S3 FHMME T RES.
2. 1&FE S3 NG , REERREREHITUTERE

3. ERERFREFHBREMATERAEKCIMERE S3 FH#M.

© REFHERE

BERIF#R

Amazon S3 1ZfE &
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RES Envirol nt Management

S3 bhuckets

Onboard and manage 53 buckets far Virtual Desktops

Bucket name Bucket ARN Mount point Mode Custom prefix Projects

) 53 Bucket arn:aws:s3:res-s3-example /s3-bucket RW 1%p default

LTEFNEMAESRN RES BB P EE Amazon S3 FE 1.

£

- [BE VPC ZEH Amazon S3 kA RE M
- 70 Amazon S3 1FH 4

- Y% Amazon S3 TFHE

- BRI D% S3 FHHE

- BERE

o BIKF AR TR AR

- BFIEFAE VPC FHIEEM B

- RIEHE

- IF7E/5 A CloudTrail

fRE VPC #BEH Amazon S3 ZEFF LIRS M

MREEHEREMN VPC HEPE Research and Engineering Studio , &7 AWS Ik~ %82 RES Jg ,
BREBUTHBRES lambda BES .
1. BXUBHRRESIRIEEZEN AWS IKFH Lambda ##H &,

2. BRHSHBILB N Lambda E%. <RES-EnvironmentName>-vdc-custom-credential-
broker-lambda

3. GEEREHM EE AT,
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e @ This function belongs to an application. Click here to manage it.

¥ Function overview s

Diagram Template )

Related functions:

(__Export to Application Composer ) ( Download ¥ )

Description
‘vele lambda to provide temporary credentials for mounting object
storage to virtual desktop infrastructure (VDI) instances.

| select a function v
Last modified
s ‘ 17 hours ago
‘ £3 Layers ©)
E— Function ARN
(_ + Adddestination )
m API Gateway 2 Y
(_+ Add trigger ) Application
Function URL info
Code | Test | Monitor | Configuration | Aliases | Versions

General configuration Environment variables (16) (edit )
Triggers The environment variables below are encrypted at rest with the default Lambda service key.

| Q Find environment variables 12>
Permissions
Destinations Key Value

AWS_STS_REGIONAL_ENDPOINTS regional
Function URL

CLUSTER_NAME
Environment variables

CLUSTER_SETTINGS _TABLE_NAME
Tags

DCV_HOST_DB_HASH_KEY instance_id
vpe

DCV_HOST_DB_IDEA_SESSION_ID_KEY
RDS databases

DCV_HOST_DB_IDEA_SESSION_OWNER_KEY
Monitoring and operations
tools MODULE_ID

Concurrency and recursion OBJECT_STORAGE_CUSTOM_PROJECT_NAME_AND_USERNAME_PREFIX

detection
OBJECT_STORAGE_CUSTOM_PROJECT_NAME_PREFIX

Asynchronous invocation
(OBJECT_STORAGE_NO_CUSTOM_PREFIX

Code signing
File systems.

State machines

4. HEEM , EBEHRREEUNEE LD
5. &R Edit FFUTHHRZERMBIEES

o # : AWS_STS_REGIONAL_ENDPOINTS
« { : regional

6. EEFEF

N h0 Amazon S3 12 4@
BN S3 FHEMBAIMBEHN RES 5 | EHITUTEE :

1. %&$F Add bucket (RINZEMERE)o
2. WMATFHMBENEAGE , flUFEBEEH. ARN FEES.

/A Important

- BIBETEESFIRHANEFEE ARN, EHRIMER

idea_session_id
idea_session_owner

vde
PROJECT_NAME_AND_USERNAME_PREFIX
PROJECT_NAME_PREFIX

NO_CUSTOM_PREFIX

o

o]
6

Amazon S3 1ZfE &
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- 7 ARN AJBLEE —NAIR , ZATRSFEMER S3 FERE X RREIT K.

3. BEE—MmBFHENEN,

/A Important

- BRUERECABREEXHTHRERENESEE , E5H.

4. HEBREW T , B LRHE IAM S ARN RESFEBUHITERSIHR, HEPHEIKS
TFER RRSREBEBIKS B RIFAFEN IAM B,

5. (Wit )NEFHE\EESHEXRE , WEAUNERITER, B2 , TEF S3 FREBRAITE NN
B VDI 2EF, AEETEEFEBXEKEEINSES QERFET,

6. ZEERERX

Add bucket

‘ ® Currently only available for Linux desktops

Bucket setup

Bucket dis| ply name
dly name to d

Bucket ARN
Paste the copied Amazon Resource Name (ARN) from AWS 53 even across different accounts
Mount point
Type the di path where th ket will b d
Mode
R ad o Iy [R]
ow us ad or copy

0 Read and write (RAW)
Allow users to read or o

| Mo custom prefix v

w» Advanced settings - optional

IAM role ARN
To access the bucket, paste the IAM role on Resource Mame (ARN) copied in Identity and Access Management (IAM)

Project association

P j cts p[ nal
As e the b with the following projects. To add a new project, go to Create Project.

| * ] (©
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Y548 Amazon S3 148

1. % S3 FHMFIRPIEFE—1 S3 FHE,
2. MBFE REPIEE RE
3. WALHER,

/A Important

- FUEE S3 FHBXRALFHEBERIZINENNEEMNKEEMEN (VDI) 3£
Pl, ABEEME FEH VDI KESZFHBREE , ZFEBET XEHINZIME T 5
ZHH VDI 21iF,

- BUHTIE & S3 #RRNXERT ¥ S3 FRBTHHE , EaSBREAFEED
A IR

4. LEERREFHEBIRE,

Edit S3 Bucket

Bucket setup
aaaaaaaa

Project association

Projects - optional
Chaose the projects to assaciate to the

[ default x
default

( cancel ) LTI

BRI D% S3 126448

1. %&£ S3 FMFIKRPIEFE—1 S3 FM,
2. MR KEAHIEE BIBR

/A Important

o SRRLIR T IR RE AR R B BRATAR T B K BXo
« MIBRRIERSTIE S3 FRBPHHE. CER2BER S3 F#FS5 RES #IXEK.
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- BEREF#BNSBIAEN VDI 2BEEZLSENFTIERH ( KXY 1 /et BRI R ZF
ERPHRNE.

HiERE

R S3 FMAME RES &Y , B LLERNEFEBANBERESEFENTENAF . EHNEH
BUEL , £AEERRE (R) RiEE (RW) B,

R

WMR%ESH | Read Only (R)NIBIEFMEIE ARN BIEIZR ( Amazon BIRBM ) s@EMITHIERE,
Hlin | MREERFEH ARN [ RES RiNEM# 2K |, arn:aws:s3:: :bucket-name/example-
data/HFlE#EIXEmME A #MIAE B XEKEXR , Il VDIs N\TIE A FI B B REz1H AP REEiE
B F#&ZEbucket-name TR, /example-datatb i EL R ZBEZANEIE. MREFME
¥ ARN S BEMIEIER , MEBEMNMFE BN TEHSEHXBRNTMmE £,

ENE

WRRead and Write (R/W)ikd , M RIFEFHEME ARN MR RBEHMITHRIERE , 0 LR,
WEXNEEEMEDN , ATEERRN SIS FRRAREETTENIIR., %P /FRead and Write (R/
W), “BEMBIR M/ EANTAH , ZEHsRETEUATERN FTHXE

- XEBENAR

* /%p

* /%p/%u
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RES Environment Management
Add bucket

BB EENBERE

WMRNo custom prefixiE#F “‘HENMER , WEFAHTEMEEXBFERENER T HME
. XAWTEFHBXRNEMIE EEXBMNEANR. fl0, mMREFEAFEANo custom
prefixiEEM ARN arn:aws:s3:::bucket-name FFEME 9D XA MNE RES , HFHtEFE#HIXE
TR AFMIE B #HXEk , Il VDIs \ILE A M E B FEzH AP FIREX ZFMH 2 XH TR
RENR,

E8NN B EE#ITHRIERS

MR/%piEF BELHER , NFEBETFHBESEEXENSMEVN ERE., Z%pEERT
BR®E, flin , MREBERFER/%pEEK ARN arn:aws:s3:: :bucket-name, EHFERINNE
ERRINTFEMEME /bucket , HF ZEETEESIE A MIE B XREKEX , NIMEB A REVAF A AT
MEAXH. /bucketTiB AHRWAF B A UAEEAF ABEANXH bucket, B2 , NRA
F BEIHE BHE3 VDI H#HITEE /bucket , TG ETEAF ABEANXH , RAKERIR
MEREN. AR ABAWXHN TR TH S3 F#EF , /ProjectATNAF B REEEMFEHIM
B B VDIs I X #/ProjectBr# T4,

EEINHE. SMRAPR EHTHRIERES
MR /%p/%uikFE BENLBIR , NiF@EBEPNHEREZIE KNS MEETN B MA SR

B, SpZTERKRMEARE , SuRTAF B, il , EEHAFMA ARN arn:aws:s3:: :bucket-
name FE#BERME RES & | /%p/suith BEFH RN, /bucket it FHBETE A MIE B
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HXB, B AFMAF ARIEEBEAXH /bucket, 52 RE%pRENZEFRE , X
BRT , AF BEEFREAF AETE A RBEANXH /bucket , RATIEMAFEEE 7K
B AP ABANXHMNTRIRTH S3 F#MEF , /ProjectA/UserAMiAF B REE VDIs £
B AR XH/ProjectA/UserBEf F&ETT A,

BT P 17 A 15 R AR

RES ATLAMEM AWS IKFHEBRFHERE  IREXLEFER\BEFEINNR. EUTHRD , K/ A
Y RES IMEREAENKS B RHER S3 718,

HPR 1 EEE RES WK/ HEIE IAM A8 (I XFHHRAKS A) -

1. BFREEHR S3 F#HEN RESIKF (KF A) B9 AWS BEEBEH A,
2. I 1AM EE&IE -

a. SME IAM 2EIER.
b. ESMERF , EFRE.
3. BIEXHEE

a. EFRBIBREE,
b. i%$#® JSON &I+,
c. FAMELAT JSON ZHBE ( amzn-s3-demo-bucket B A B iy S3 FHEBHEH ) -

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
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"arn:aws:s3:::amzn-s3-demo-bucket/*"

}

d. ﬁ?¥-|:_$o
4. BEHOIERR

a. RHZREEEF (Bl , AccessPolicy“S3” ) o
b. ANINAIE R AR R B A&,
c. ERERMAEFRCERRE,

5 TF IAM £H A& :

a. SE IAM ZEIER.
b. ESMBEEF , EEAE,
6. SIEAG .

a. GEERMEAG,

b. EEBENEERBIENATERENRE,

c. FEMELLT JSON REE (1111222233338 AIKF A BISEERIKF ID A
{RES_ENVIRONMENT_NAME} RES SPEBHIMEZR ) -

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam::111122223333:xo0le/<ENVIRONMENT_NAME>-vdc-custom-
credential-broker-lambda-role"
}I

"Action": "sts:AssumeRole"
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d. iij:%-lt_io
7. YOI PR R ES

a. BIRALEFRLEZFCIENKR,
b. ii*%jt_io
8. Iid. EEMCIEASR .

a. WAABRM (H/I , AccessRole“S3”) ,
b. E‘SE3I T, & HFNHFRZ , REW AT RIE

- ¥ : res:Resource
- {8 : s3-bucket-iam-role
c. EFABALERUERAG,
9. 7 RES HER IAM A& :

a. EHIELIEN IAM BE ARN,

b. %3 RES #£#l&,

c. HEEMSMERS , &HF S3 FMM,

d. B®EEFNFER K RSEABKS, S3 7#M ARN EERE,
e. BEE ‘BRKRE-AE THIK,

£ IAM B ARN FEHH A AT ARN,
g. EE HDINEFERE,

—h

SR 2 BRKS B REVEFRERERE

1. BXKF BH AWS EEEH A
2. 7 S3E2HA

a. SME S3 ZEHIEMR.
b. REEREERTFHRNRAVFER.
3. REBIFHMRE

a. EE N ETMF , REGERE FHERE.

b. RIMUATHREURTIK, AT IAM ARG RFEBRINE (1111222233338 RAKF A
HISEBRIK P ID Hl amzn-s3-demo-bucket S3 FEBIE ) -
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JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::111122223333:role/S3AccessRole"

}I

"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:DeleteObject",
"s3:AboxtMultipartUpload"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}
]
}
C. ﬁ*¥ﬁﬁo

Br b FAE VPC FRRYERSEM

ABIEAFRBENR S S3 FRBM RS B SIK/ PRY S3 F#EH , BRI VPC KiRT R
RIFIENFE VPCo, LTS REBAMAN S3 RS IR VPC KiImT R, A& WRT /RIS R ERIK S
P S3 FHBUAREMEARAERS FEBKS,.

1. TR LS VPC 2§ & -

a. BRI AWS EEBEEHA
b. FTFF Amazon VPC #2#|& , Bt https://console.aws.amazon.com/vpcconsole/o
2. 7 S3BIE VPC AWmTT R :

a. EEMSMERSD , EHELET K
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b. EFOIRIKR,
c. XNFRSES , FEFRIED AWS RS
d. & “BREBW FE&P , Wi Acom.amazonaws.<region>.s3 ( <region>F#& AWS FREH
#h X E#R ) R “S37
e. MIIKRPERE S3 RS
3. BMERRRE
a. XTFVPC, EREXZEHFPEIEKIH VPC,
b. NFFM , FEFEHFHEAT VDI FHHFHENLE TN,
c. XTF “BFDNS B, FHRREFZED, XAVFRIFAE DNS EHLE BT Blin < W &5

Ho

4. FEREEENRHEME

a.

b.

ERKB TN, BB BEN,

EXRBEEST  WARHHRENKFIESEKRKFNRBRNERE, UTR2EE R (amzn-
s3-demo-bucketBIRNIEH S3 FEM4444555566668F 111122223333 & E 0]
IDs HYFERL AWS IKF ) -

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,

"Condition": {

"StringEquals": {
"aws:PrincipalAccount": [
"111122223333",
"444455556666"
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}
5 BIEZKRTR
a. RUENRE,

b. “EEMERR,
6. WiIFLRHT &S

a. BIBARTRE, £ VPC Z#HAFEME ‘KHETR 0,
b. EEFCIEMNIRS,
c. RiF“REF 2EN “AA

BREBXLESRIFE , B LGE—N Y S3 RN VPC KIRT R, BXRTENKSSIEEKS, ID
Y B R

A HEE

AR EFEBRDTIIEE VDI LER

MREFEREEE VDI LEH , NAINE/LMEREREBFEHIR, BREUTSRRAE,

1. &F VDI BZE:

a. BFRAWS EEEHA

b. $TFF EC2 #ZHI & H SMEISKHI,
ii#!&’?FﬁJE’\J VDI 3£,

d. BESEFEEREES VDL

e. ﬁi'TEijt mJTJZ

o

sudo su
cd ~/bootstrap/logs

FEXE , RAKEEI S AR, EAXMNFEMEEH T Econfigure.log. {time} X HH
#®E,

WA, BEEE/etc/message HELUIRINE ZiFMEL,
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2

55

a.

b.

&

WAEA

4.

Bx
ik
a.
b.
B
a.

b.
A

a.

b.

B E MAZEIFRE CloudWatch Lambda B & :

B F AWS SRl A
$TH CloudWatch 5 & H S B BEA,

BERAEH/aws/lambda/<stack-name>-vdc-custom-credential-broker-
lambdao

KREE-NAANBEE , AEBSHERIFAEHIR, IEATRIEERNLE S3 FHR
RMtEr BELEERNEERBENEHAE S

B E N EIUERE API Gateway CloudWatch B :

B F AWS B4l A
$TH CloudWatch ##H & H S EIBEA,

BRHBEH<stack-name>-vdc-custom-credential-broker-
lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>,

REE-NTHNBEA , HEBEZPRKRIMESER, XEBALEFEBEEXME API Gateway
A HWER S3 FHEAMTEN B E LERNEME RN IFHE L
REREFEEN IAM SEEE

AWS DynamoDB 2414,
=RIE -

EEMSHMERS , EF Ko
B HEFE<stack-name>.cluster-settings.
R
pri= 5 SN =
BREERE “A#E
JIRES
B LIERRT AT “ThiksRR B # o
IR ERRE N 58 2 AN -
- B WAER,
o M EFR TN
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- {8 : #i Ashared-
storage.<filesystem_id>.s3_bucket.iam_role_arn<filesystem_id>&¥A

FEBUNNHRENE,
5. HITHH#HE

ER BT UERATIERZETHEE.
6. KREHE:

MRZEZEELE , FHREHAEEN IAM &€ ARN EBREZE.
MBIZEZBEARETE :

a. ®EEQEmMAB,
b. WMABEMIFE :

« N¥FXBEM , B Ashared-
storage.<filesystem_id>.s3_bucket.iam_role_arn,

« WRIMEBH IAM &€ ARN,
c. &R “RE LAARIMZME,
7. EHRE3 VDI =4

BEFXH|, VDIs BEREXEFZEIR IAM & ARN A6,

IF#£ B B CloudTrail

ZEFH CloudTrail ##|A& CloudTrail 2K R A |, EIZBAWS CloudTrail AF B
CloudTrail 24| & 6|2 R B P 2 AV 1 BA# T84, CloudTrail B2 id FifE S3 F#EER IAM £
BRIZFEKX S3 FE MM IF R R, X AJLAEEREEISEHI ID |, iZRHIIDEEREEIME A,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html

MESIRIER ArfEm
A — |
{8 %7 mn

ANHAFRBEREAENAREEEMAFMENE S

25

« SSH %A

. ERRE

. AZAR

. XHEHYE

SSH 7 d]

BEF SSH BRBL A | WHITUTRIE -

1. M RES ¥#6%# SSH iF1H,
2. BRBRELWIHBFER SSH = PuTTY BAT1HA,

RE L SR TE

EREED (VD)) ERAFRFE L AWSH|ZEFEE Windows = Linux ERlRH, AP TRETL
ZENEEBCERNIENNARFWER T B3I Amazon EC2 =41,

X BNRERS
RES BRIXFEANTRERGSEHENRE :

« W5 Linux 2 (x86 1 ARM64)

« W5k Linux 2023 (x86 A ARM64)
« RHEL 8 (x86) # 9 (x86)

* Rocky Linux 9 (x86)

» Ubuntu 22.04.03 (x86)

» Windows Server 2019, 2022 (x86)
* Windows 10, 11 (x86)
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F&

- BHFHEE

- FEENEE

« EHEHKRERS

- BRENEE

- REQEERE

« ZRPFEDRE

- EXRESREBHEN

BRI RE

1. MERERIEE RNEMKRE
2. AR BIFMEMKE

RES > Home > Virtual Desktops
Virtual Desktops

3. WAFAEAYBFAREE.
4. EBRXR.

—KEESENKRACENFHFR2UANEI , ENKRER/E 10-15 THRERRE. BINEERT
FriEBR R, RES 28N GPU KA A ZEMXNEINERF

i B & H R E

BEVRELRE , HEFRKERHFERH Web X DCV FF iRHITIERE,

BHHFNEE 174
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Web connection
B Web HI%Es15 R RE R EEREES
«  J%&#F Connect , EERFRBUAEEBN N K7 RGN EHE,

MyDesktop3-windows & Connect

C .Jg,DCV Session File )( () )

DCV connection
B DCV BEFimiG R KRHE A RS REMRE. EBET DCV HA |, BT TEE -

1. &FE DCV 2BEXMHLUTEIZ . devX ., BFBEERS LR DCV B/ .

B R R 175
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Virtual Desktops utorefesh

rhel9  Connect

©Ready RedHat Enterprise Linux9 t3medium @ No Schedule

2. AXRZFEUH , HiEE? B

How to connect to your Virtual Desktop?

Windows Mac 0S Linux Ubuntu Web Browser

Step 1) Download DCV Windows Client.

& zIp & Mmsi

Step 2) Install the DCV client on your computer.

Step 3) Download your virtual desktop connection file. (DCV Session File) & Download

Step 4) Open your .dcv (DCV Session File) with DCV viewer client.

25 Y RERAS
BRERENRS , BRITATRIE
1. BERE

EHEEH KERES
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RES > Home > Virtual Desktops
Virtual Desktops

2. EREURERE. SEEANNATHIER
« Stop (f£1k)

EFLENSERSEZREE , EAUENERSIESFLNLE,

- BER
EMRF LT KE,
- &b

KAGREE, WREFEANRIGFR MWL LS FARLSBEBEERER, LI , BN
ZRHIER R RES XHRE,

* Hibernate

PHRERSHREEAEY. EFNEIRER , EVNARFHRE | BB ZREES TR
ERo AFMAXRFIBZFNRE , BRERRABENFIRBBRAEAES TR, ERIEEVKHE
RABXFIRE |, BS R KR TRE M.

1Z UL R
EAUERELNRANEHRERLEEH,

1. BEEUEERPIKPDZE , BIUFLERE -
a. ﬁ?¥j§%1’ﬁo

ERELRE 177



https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/hibernating-prerequisites.html
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RES > Home > Virtual Desktops
Virtual Desktops

b. &R “EBEAKERE
c. &EEEI,

® Note
RBIEEMARBRR BN REA D,

BUAREDRLLE 55 B RELE ENLE,
ERAEEHRLBF BN AR,

BER

SROEHE , BEAE -

o & b

a. EEFRE,

b. &E ‘ELKERE,

c. EBE3.
BRESEER

1. ERRE.

BREASEELE 178
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RES {ome Virtual Desktops
Virtual Desktops @ Auto-refresh CX =~

rheld  @connect

ZHEE LR

HIAMBERT , EREEITNEAATNEARBESEL, ITUERENEE LN “BE XRFRB L)
BEOXRFAEENEEHLEWBARLH , T —TR. ETHRESZEE , EENMEFRERIAITRIIE
Sz D, BRVNEAREREREL , UBHRENE, ENEEAEENENETHEX VDI
Autostop WEZER |, i8S,

ES ]
- REMAREHAERH
- EENREPRERIATE

BENMNARHBERZH
1. &BRE,

ZHENRE 179
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RES om

Virtual Desktops ‘ e © G e | )

rhel9  Connec t

2. %&3# Schedule.
3. BRESXWBREZRHE
4. EBRTE

ZHELRE 180
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Schedule for windows-session X

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ (@ Cluster Time: October 20, 2023 4:32 PM (America/New_York)

Monday

[ No Schedule

Working Hours (09:00 - 17:00)
Stop All Day
Start All Day

Custom Schedule

[ No Schedule

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day

EENMRPIRERIAITX

A BAfE DynamoDB HEFTER AT

1. BRERBEWEBIRER : <env-name>.cluster-settings,

R ER AR T


https://console.aws.amazon.com/dynamodbv2

FREIRIEE AriEE
2. EFEWEmMAE",

3. & “THiERR” TRANTRANRILSS

TR Rs 1

BB = key

JR)% = Contains

« KA =String

{& = vdc.dcv_session.schedule

TiEsg 2

BMHEEZ = key
K% = Contains

« KH =String

- {# = type
ilters - optional
ibute name Condition Type Value
key X] [ Contains v ] [String v ] [ vdc.dcv_session.schedule ] ( Remove )
key X] [ Contains v ] [String v ] [type ] ( Remove )
\dd filter
un Reset

XFERENRKE  XEZFERRTREPBROIRKIATTRIE
#lydc.dcv_session.schedule.<day>.type. BXEN :

* NO_SCHEDULE

STOP_ALL_DAY

START_ALL_DAY

WORKING_HOURS

CUSTOM_SCHEDULE

4. YNERCUSTOM_SCHEDULEBIZE , MIAFIRE B E LW B MEILRTE, Nk , FEEFZERSP
FRAUTIESS :
ZHENEME 182




WEE IR IS A
« BMEWN = key
« JR)R = Contains

- KA =String
« {€ =vdc.dcv_session.schedule

5. ER#EXAvdc.dcv_session.schedule.<day>.start_up_timeEREHBENX BRENHEN
HHAMWIIE ., vdc.dcv_session.schedule.<day>.shut_down_timefEHE & , Ml Null
ZEHAGHEHBRNFHERE , TR

B & = value
« {§ = <The time>

« KH =String

AEF 24 DEHERRFRTBEIERRIE R XX XX #lin , EF 9 =2 09:00, M4 5 2= 17:00,
WA EBASEE RES HEMN AWS XI5/ 2 it B (8] A8 XS B o

FE AR TH SR HE B 31 &1

EEAVUREREUAAFLERLLERE VDIs . B 4 HABRENRE :

ZZREE R TFZERRAS BCPURIARE T REN & F B,

2. CPU EAXRERE  REXEHETIHHE (VCPU AR ) NEBEHRUANER2FE. NIRFHRE
N0, MEFEKEFSEHANZRRES

3. HERE  ZRENE , 2IEFTEIIRS (FLEHLLE) .
4. BEHEIT R - MBEAPUAT , WA LARE B iITRIRERZRMEFE LN RE,

VDI BZ1{EM 183
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Update Session Settings

Idle Timeout (minutes)

1440

Sessions idle for this time with CPU utilization below the threshold will time out

CPU Utilization Threshold (%)

60

Sessions under this threshold are considered idle

Transition State

Stop

Sessions will transition to this state after idle timeout

Enforce Schedule

Enable to allow schedule to resume a session that has been stopped for being idle

Allowed Sessions Per User

5

Maximum sessions allowed per user

Cancel Submit

XEREE R RERE REA RS| AT, REBREHRES , 26 EX URFR
B, FILEHEAEFNIRE  BFIE  NE2ENHEARINNRE,

BEE , SR EERERER ST ESISTOPPED_IDLERAS. AP MEEBM Ul B
idJSTOPPED_IDLEéiﬁo

HERM

EHEREL , EUNRIECEEAZTNRE,. BEERIRE , RFEREERAIMEE , BNELLS
EEXERRSE,

u
i
=
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RES Home Shared Desktops

Shared Desktops (2)

List of Virtual Desktops shared with you. Unless user has Admin or Owner profile, session owner must be connected
@ Session Created v Last 1 month

Q Search All States ¥ All Operating Systems ¥
Name Session Owner Base OS Instance Type
DemoSession demouser2 Amazon Linux 2 méa.large
MyDesktopé-linux-gs demoadmint Amazon Linux 2 t3.medium

HEQEN , BUUNESEERENR, i

[ ] [ ] H
A=
=T C
H (A
b |
A

=]

ok
Alr
B

7N\

1. &

Al

HESR |, EEREE,

tops

irtual Desktops

rhel9  Connec t

2. &R 2ENR

3. EEAPFANRER. EtBrLIRE S HeTE,

4. EBEREF.

Permission Expiry Download DCV File Join Session

10/26/2023, 5:00:00 PM Download Connect [4

10/22/2023, 5:00:00 PM Download Connect [4
1

, AL EE S 2 SENARR T RRHRRR,

[ | e ) (T

HERE

185
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Update Permission for MyDesktop5 X

Select the username, permission profile and the expiry date of the rules Add User

[ Q, demoadmin1 X J [ Owner Profile

View Only Profile

This profile grants view only access on the DCV
Session. Can see screen only. Can not control
session

Admin Profile
This profile grants the same access as the
Admin on the DCV Session

Collaboration Profile

This profile grants certain access on the DCV
Session. Can see screen, control mouse and
keyboard.

Owner Profile
This profile grants the same access as the v
Session Owner on the DCV Session

BEXANBRHWEZELR |, 1555 the section called “IXRFEHE”,

HRHXELH

EREREG  BUNEESLHAENKEFEESIKAE, ETLUET Web 35255 DCV thA, &
HATERE  BRBHPNHEARTREL D EHEHE,

SN 52 2R

XX ESR AVHRBER TSN RIS RHEZH EFS XHRS. BUUERREXHRE L MEHUF
RINAAAAXH. X5 Lnux ERKERENXHREAE. EFELNRE LN XHEBILRHE
T Web B934 53 52 38 E#T SXAFHE

BEHAZEREE 186
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®m root / home / demouseri

Q 2 items 2. Upload files Create folder Actionsv ¢ Favorite C' Refresh i= £ Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

E&
- EENXH

+ BIBRXAF
. EERERX
* EEXAE
» feHxAr

LR

1. BB EEXH,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 = root / home / demouseri

Q 2 items 2. Upload files Create folder Actionsv W Favorite C' Refresh i= 8 Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. BAMBRXH , BELARKE EEH XX,

EEX 187
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RAriEmE

3. &E L& (n) DX

A B 32

1. EEREMERE X,

RES Home File Browser

File Browser

My Files Favorites File Transfer
1 ™ root / home / demouser 1
Q 2items

Desktop

storage-root

2. EBBRAE,
3. &R CHBRSTH,

gE BTN ARETEANXHRIMR , REEE BIBRTH

B WK

BEEEZNNHEMHER , ATCRFERME “WRER

1. EHE—DIXHFHIHFR,

es Create folder Actions v

W Favorite C' Refresh := 8 Optionsv

Oct 20, 2023, 11:10 AN —
Oct 20, 2023, 11:10 AN —

T BR 3245
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. R CUWGR
RE , BUNARETEAXHFRFR , REEFE WE.

® Note
WRRAF AT KB, NREERNLBRERER , WEEEHHERHER.

Y BB LA
A ATE Web (17 FR RS E T SIAK R R A,
1. BREEFOM. BIF - EEXHENBNES,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®m root / home / demousert

Q 2 items 2. Upload files B3 Create folder Actionsv v Favorite C' Refresh i= %8 Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. BITEMHLEE “REF
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&% XA

fER SR RSN SR RN AR R B, EUUMUTNARFPHTIARE KGR
RES LRV EAtE 3.

« FileZilla ( Windows., macOS, Linux)
* WiIinSCP (Windows)
« AWS Transfer for FTP ( YL &i# EFS)

File Browser

My Files Favorites File Transfer

File Transfer Method

We recommend using below methods to transfer large files to your RES environment. Select an option below.

O Filezilla O AWS Transfer

Available for downlead on Windows, MacOS and Linux Available fer download on Windows Only

O Winscp ’

FileZilla

Step 1: Download FileZilla
* Download FileZilla (MacQS) [4

+ Download FileZilla (Windows) [4
= Download FileZilla (Linux) &

Step 2: Download Key File

( & Download Key File [*.pem] {(MacOS / Linux) ) ( & Download Key File [*.ppk] (Windows) )

Step 3: Configure FileZilla

Open FileZilla and select File > Site Manager to create a new Site using below options:

Host Port

Protocol Logon Type
SFTP Key File

User Key File
demouser3 fpath/to/key-file (downloaded in Step 2)

Save the settings and click Connect

Step 4: Connect and transfer file to FileZilla
During your first connection, you will be asked whether or not you want to trust . Check "Always Trust this Host" and Click "Ok".

Once connected, simply drag & drop to upload/download files.
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R BB E

R YEH R UMM IE R G SR AAIXS A B R A Y 43 E 8] AR 1T B PR HR BRIV 15 2o

F&

- BARRMEE
« [A& RunBooks
« BHEHE

FARNR :

- BAREENGE
- EANBENEHEEKRR
s EMEASKREMRETE
+ ¥R Amazon EC2 3:f] LB BHEXXHF
+ CloudFormation ##%
s HTRBESHNRGHE , HRBE Amazon EC2 Auto Scaling 45&3)
- BBYTSH EC2 HH &AM
- ERHEHEN
- EREMENFNENRE
o ATFTLIEREHEN
- 5EZB % (AD) XN ERmTH#SE
+ Windows DCV ifjiz,
« &3 Amazon DCV IRAEE

 [A]& RunBooks

. RERB
+ CloudFormation &8l LM , HE RHEE “ WaitCondition BB XMEE ., fHix K,
TaskFailed”
« FZh Al CloudFormation 4% f& R U 2 58 F #4438 &1
« EHIEFEEIRS vde 22540 T MRS
- BTHRBXNREIR , TEMBRIFIE CloudFormation ik
- BIERERIEZ CIDR RSHEIR
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WRETRIAE AP s
+ CloudFormation 22 ¥4 35 H ] 4% 61 22 K W
- BIEASBEIR CER ) #HAXMK , #E R AdDomainAdminNode CREATE_FAILED
- BHEEAR
« EFERINIT iam : PassRole
o BREAF AWS K UANABT AWS BRIRFRABRNARSEIREIEE
- BENER , BEVEREERIE
« ZRBRAHI KAEAS HiIR
« 2P NE Active Directory & |, {B7E
- BlESERAFTAA
« CloudWatch £FEESR AE P HIE KD RHEIHIR
- RHERS
- RBY RES BIE T XHRE , BEEXEEFES VDI EH L
- RBY RES IR T — MRS BEREERE VDI EH L
o RFEEM VDI M read/write £ FF
« FXBRALIE A 50 R4
« M RES #1227 Amazon FSx for NetApp ONTAP B & B MAE N EH A
o REBHPIREN KK
- RBREALM , BEERTES AR,
* Infrastructure
- AESIESRERBESEETEENES
- BYELKE
- REE VDIs ERES TP M LEFH/MREXERR
« Windows B\ R EMN B FRIKFRENEER
- EANERIRA IS H CertificateRenewalNode
- UEEITHENRETEBR I ERE
- BRABERED 5 NENKE
« RE Windows EERHAK , HE TR “EEEXA". EHEEIR"
+ VDIs ERFEBERIRE
 VDIs B3 G ABHIRKRE
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WRETRIAE AP s
- BRE VDI 2EHAZHRE
- ENEEAH
« Amazon EC2 LA EERFHEFREEREL L
- BT EEMA AD/eVDi IR E R API Health Check %k , vdc-controller 3545 iE 1£ f& 3R
s REREHERUINTIE N , TIEFSHIE TSRS

« cluster-manager Amazon CloudWatch HEE R “< user-home-init > lKF &R AT A, EEEF
RArELS (ERKFRAFSE)

o ZREFNH Windows SHE R “BHKFEHER., FERENEER"

« external/customer AD FtE#) DHCP &I jb] &

* Firefox 1= MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING
 IRIEMIBR

+ res-xxx-cluster ¥4 F “DELETE_FAILED” IRZA , HTF “AEETHRRLERIR Eix , TZEF
o il BR

- WEBE

« EEFE VDI BE

« M Linux EC2 EHITEHAZE

« M Windows EC2 EHI T & B &

« IEFEYE WaitCondition $5iX# ECS HE

- EXNSARHEENSHRIEERNHIVETHREEREIR
« SERHER keycloak FHE/EH

« &30 B EFAI-
- BH VDI KitEATERERS , REE VDI £ERERRTZU AD AR FHEF VDI
« BliE SSO BFERLZEER RES 1ML
« B VDIs B Zh/E3h Linux , AD AP o £ A RIS ER 15 7 & B %
- BASSHIiGR/GE , AD EBEARPTEFRIELEMN
- EFENEEH RES IR IFRHERIFZR Active Directory

« 2024.x B4 H

« 2024.x B4 H
* (2024.12 F1 2024.12.01 ) SEARHE Cognito F 7 B IE M RA K KK 193
« (2024.12.01 RERRA ) F£HABEEEEES VDI i HIALHWERIEPEIR
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( 2024.12 F 2024.12.01 ) Active Directory A /2 Fo3k83d SSH HEE IR L2 EH

(2024.10) 7ERES IR P ERE M RES FRE A |, VDI auto stop i T VPCs

(202410 RERIRA ) TENBFEEBLHIKEF3) VDI

(2024.08) & EMiZHE AMI HFE

(2024.08) ERl R AT EEE T AR ZME ARN H B E X F18kH read/write Amazon S3 24 1&
(2024.06) 24 AD HEH I EE=HET , NARBAK

(2024.06 RE R/ ) AD @S HRFHERRAKRRELSE RES

(2024.06 R E EARA ) CVE-2024-6387. Regre SSHion. #1 Ubuntu F %4 %8 RHELY
VDIs

(2024.04-2024.04.02) 1249 IAM BRI B KM NE VDI BN A E

(2024.04.02 R EEHIRA ) ap-southeast-2 ( EE ) F# Windows NVIDIA £HI1 % B3
(2024.04 F1 2024.04.01) RES Ml B % % GovCloud

(2024.04-2024.04.02) Linux B S EHEESM TEL T “RE" RS

(

2024.04.02 RERRA) TiERS “ SAMAccounttE&” BB EAXEFZRHEHRFZ/N AD A
P
(2024.04.02 RERRA ) AT RS2 ENNFBER

= AL i 0 A 1

AT ZEHXRE RES AL ALK BERNESR.

jilll

- EANESNEHEERE

- EREATUAKRFIHIEEE

« IfiE Amazon EC2 £ LW BEH

 CloudFormation 1%

s HTFRBESHNRSHE , HRBIE Amazon EC2 Auto Scaling 45Ez) #

- BMAMTOE EC2 #2515/

- ERhEWE

- EMERNENNELRE

« RTFLIPRTHEN

- 53 B (AD) MM EARTHSE

« Windows DCV iz
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« &K Amazon DCV [RAE R

RENEERRESHSE , AHRBEHFRNERRSE,
EWE A SR IRREE

RANBERT , BALUEATUERIEEZE , IS ERBENAFS

e Linux : /etc/environment

* Windows : C:\Users\Administrator\RES\Bootstrap\virtual-desktop-host-
windows\environment_variables. json

PR3E Amazon EC2 E4I L/ BES 4

BEXHFET RES EEMEAB Amazon EC2 =4 £, SSM £ E R A FIT AN SIFEUR
X,

EEHEESM vde-controller EEMIFESEH £ AINEUTNERIINARFMEMBE,

+ /opt/idea/app/logs/application.log
* /root/bootstrap/logs/

* /var/log/

* /var/log/sssd/
 /var/log/messages

+ /var/log/user-data.log

« /var/log/cloud-init.log

+ /var/log/cloud-init-output.log

# Linux E\RE L , ATATESBANBEEXH

* /var/log/dcv/
+ /root/bootstrap/logs/userdata.log

 /var/log/messages

BERANBENBHEERE 195
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+ /opt/idea/app/logs/
+ /opt/res/logs/vdi_idle_check.log

£ Windows EB#I S E=4l £, TR TR EI A&

* PS C:\\ ProgramData n ice\ dcv\ log

« PS C:\\ nice\ProgramData\ n ice\ DCVSessionManagerAgent\ log
« PS C:\IDEA\Logs\ RESIdle checkVDI\

» C:\Program Files\ RES\ app\

£ Windows £ , AT EL TR B — N ARFN B EICTE :

» PS C:\Program Files\ NICE\ DCV\ Server\ bin

£ Windows £ , NICE DCV iE P XA LELU TN EHKE :

+ C:\Windows\System32\config\systemprofile\AppData\ Local\ NICE\ dcv\

Amazon CloudWatch H&A

Amazon EC2 1 AWS Lambda it E&FREEIEKET 5# CloudWatch BEH, EFRWBERBE A
DfEHEREREMNEREANEGEER , U REE—KRER,

XEFHANBEDT :

 /aws/lambda/<envname>-/ - lambda related
* /<envname>/
* cluster-manager/ - main infrastructure host
* virtual-desktop-app/ - virtual desktop bootstrap and DCV related
* vdc/ - virtual desktop related
* dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related
 controller/ - main desktop controller host

* dcv-session/ - desktop session related

BERANBENBHEERE 196
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EREASEN , FAABNNEFZNFRRITIHETRSBERY , WTFATR. X/ NEEHBLEESE
BF R ERAHE

?"ERROR" ?"error"

BERRENE - EER A BEEEE RBMBEEN A Amazon CloudWatch 32 HIE R

i, el —NNEE , AT EZFSRERNE RN EIURE , FRelathgsk. XMHETHR
ERMBRNBERBRKRABEACREZTLHES,

DT REMBEHENN T, EFEALINE , BEEERAT , H¥<envname>F<region>EFEHEEiR
7 MERIH B

{
"widgets": [
{
"type": "log",
"x": 0,
"y": 0Q,
"width": 24,
"height": 6,
"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, @message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
stats count() by bin(30s)",
"region": '"<region>",
"title": "infrastructure hosts",
"view": "timeSeries",
"stacked": false
}
}
]
}

FEFIMRAY R B ATRE AN T AR

BRKBENEHERRR 197



MEEIRIERE AriEE

CloudWatch » Dashboards > res-stage2-errors-lines Autosave: Off @ Period override 5 minutes (auto)

res-stage2-errors-lines v ¢ ‘ =) ‘ ‘ 1h 3h 12h 1d 3d 1w Custom UTC timezone ¥ H C I v H byd H Actions ¥

infrastructure hosts

1. count
40.00 o 0

30.00
20.00
10.00

s o e . =
10-28 21:11:48
2100 22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00

19:00 20:00

CloudFormation 1%

MR B HiH 028 CloudFormation kB8 SRR BEHXN TR, S4MNHmEHES.
NTF 8 HE , ATUSH B4, RIR M R R SERERERHERNER.

RES % :

* <envname>-bootstrap
« <envname>-5£&

« <envname>-1§#5

« <envname>-B FR%E
« <envname>-Z {712
« <envname>-HE1FfE

« <envname>-£HEE S
* <envname>-vdc

« <envname>-E2 E1

BERASHR (MROEEPERRFEN DA EAMARTA , WATLEA AWS BT ER
FRBERBER TR, )

+ <envhame>

« <envname>-Bx X

« <envname>-DirectoryService

« <envname>-1#fi&

BERANBENBHEERE 198
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+ <envname>-WindowsManagementHost

AT RBSBNWRSEHE , HRBIE Amazon EC2 Auto Scaling A&
MR RES Uls kARG RHEIR , NRERRATRERNARF KRG HHE B,

FNEMIZHE Amazon EC2 =l Bz R4 (ASG) BEE—NEIETF , ARTRNE=FINYT BIE
o WR Ul MEAXVEMEERRTEFR |, HRE Amazon EC2 B4 AHEBE SN EL LM,
HEEFMX ASG B Auto Scaling ASEZNIET~ , SAAE Amazon EC2 Rl R B FREIFIRES.

WMRE , BHEAXHINMER Amazon CloudWatch BEEARBERBIZRK T AJeERARIBRE MW IR,
EEBIMFRICH T REHA M ASG Kb 2Hl , LA LAMERA SSM &R AT A 5ZER FEIZITHSE
BIMESE , AREZEH LN BEEXHLBRERR,

MRBILEFER , ASG 2BFI B AR ERREATRERNTER.

EC2 Dashboard X C EC2 > Targetgroups > res-bicfn3-web-portal-e2958adc )

EC2 Global View

Events res-bicfn3-web-portal-e2958adc

v Instances
Instances Details
7
Instance Types

Launch Templates

Target type Protocol : Port Protocol version VPC
Spot Requests.
Instance HTTPS: 8443 HTTP vpc-011d10e23ad 10cbse [
Savings Plans
Reserved Instances 1P address type Load balancer
-bi - ¢ - 2
e 1Pv4 res-bicfn3-external-alb [2
Capacity
Total targets Healthy Unhealthy Unused Initial Draining
v Images 1 @1 ®0 0 0 0
AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)
Select values in this table Al lied to the
¥ Elastic Block Store
Volumes
Snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

v Network & Security Registered targets (1) Register targets

Security Groups

‘ Q Filter targets 1 [o]

Elastic IPs
Placement Groups O Instance D v | Name v | Port v | zone v | Health status v | Health status detalls
Key Pairs

O 1obasds08631£20043 res-bicfn3-cluster-manager 8423 eu-central-1c @ healthy

Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Sealing Groups

HRIAYD Dk EC2 2 & S\
AHAEREERARS FETHRERE,
ERhZRAE

YEESRHEZTR , Amazon EC2 #H|ABEERREUTAHARE L, ETHEHFIR RES Eitiikik
Amazon EC2 E£4#l. EHIBHFIEIZRE RES HRER Mo

HART 5% EC2 &I AN 199
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EC2 Dashboard X Instances (5) nfo
ECZ Global View | Q Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X | | Clear filters
¥ Instances

O Name ¢ v | Instance D | Instance state 4 | Instancetype ¥
Instances

O res-stage2-cluster-manager 1-095bdc4c87321a4ff @ Running @ a mb5.large
Instance Types

OJ res-stage2-vdc-broker 1-041867308771e71d3 ® Running @ mb5.large
Launch Templates
Spot Requests [ res-stage2-vdc-controller i-08800976C757717e6 ® Running @ Q m5.large
Savings Plans O res-stage2-bastion-host i-0523e5480f434581a © Running @ a ms.large
Reserved Instances O res-stage2-vdc-gateway 1-00773bc97ccle841d ® Running @ Q mb5.large

Dedicated Hosts

Capacity Reservations

EMRYENNELRE

f£ Amazon EC2 ##l& % , ¥EUKEETH , eNFERELUTFUTRE, EXMERT , ELR
EULdERE, XPIEMNEERUERENAF. PENEMEEHNRENXERN , TUEHIA
“MyDesktop” , 2 A] LA F FiREH B Fro

EC2 Dashboard X Instances (7) o
ECZ Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X ‘ | Clear filters
v
Instances O Name r's | Instance ID | Instance state v | Instance type ¥
Instances
O res-stage2-bastion-host -0523e5480f434581a ® Running @ Q m5.large
Instance Types
O res-stage2-cluster-manager i-095bdc4c8732 1a4ff ® Running @ Q mb5.large
Launch Templates
res-stage2-MyDesktop1-demoadmin4 1-022826¢122d8c78d5 Runnin méa.large
Spot Requests U [ 9 4 P j © g @Q e
Savings Plans (] res-stage2-ProjectWork1-demoadmin4 i-09ba5d8ae152¢6f25 ® Running @ Q méa.large
Reserved Instances O res-stage2-vdc-broker 1-041867308771e71d3 @ Running @ Q m5.large
Dedicated Hosts O res-stage2-vdc-controller I-08800976c757717e6 ® Running @ a mb5.large
Capacity Reservations O res-stage2-vdc-gateway [-00773bc97cc1e841d ® Running @ Q m5.large
¥ Images
AMIs
AMI Catalog

R F L IEPRSH EH

4 Amazon EC2 ##|58 EREL LKA , EMBERELENREEN. MREFFHEITELTL
IR EMBHEN , BRI RESMHBERENEMBHEN , WATERRRSGRBEERE.

TERERT ELIENKERXA,
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EC2 Dashboard % Instances (10) info
EC2 Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 ‘ X | | Clear filters
¥ Instances
[l Name /' 'y Instance ID | Instance state v | Instance type ¥
Instances
O res-stage2-cluster-manager i-095bdc4c87321a4ff © Running @ Q mb5.large
Instance Types
O res-stage2-vdc-broker 1-041867308771e71d3 (® Running @ a mb5.large
Launch Templates
Spot Requests O res-stage2-vdc-controller i-08800976¢757717e6 (© Running @ Q m5.large
Savings Plans O res-stage2-windows1-demoadmin4 i-092cdf6a7e52e9b%a © Terminated @ Q mé6a.large
Reserved Instances O res-stage2-rhel91-demoadmin4 1-0b3d134f606a53636 © Terminated @ Q mba.large
Dedicated Hosts O res-stage2-bastion-host 1-0523e5480f434581a ( Running @ a mb5.large
Capacity Reservations O res-stage2-aml21-demoadmin4 |-023844b29c12b9393 ® Q mé6a.large
¥ Images O res-stage2-MyDesktop1-demoadmin4g 1-022826¢122d8c78d5 © Running @ Q mé6a.large
AMIs [} res-stage2-ProjectWork1-demoadmind i-09ba5d8ae152¢6f25 © Running @ Q m6a.large
AMI Catalog [l res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q mb.large

&3 B % (AD) XV BT HEE

AR 2 Idap X SHRE , AAUEEMENEN LR AXLERSUES AD BEMXER. AN
R H A S BN = BRAE B BN E R i A S B

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

Windows DCV i#iz
£ Windows SE £ , B UEAUTERFIHSEEBEHLIE

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files

\NICE\DCV\Server\bin\dcv.exe'list-sessions

Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console
name:windows1)

Windows DCV iz 201
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&, Amazon DCV RA&E R

Amazon DCV ATEMKEKXiE, AWS L Si# DCV. BAT R4l BA a1l E E T 2 &0 DCV FHHI AR
¥/

Linux

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version

Amazon DCV 2023.0 (rl4852)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

7] & RunBooks
T—F3ETREHIAY )RR, L0RIA N IX LL ja) 7 LA B 40 4aT 8 R (0] B A9 222 1%

« RERA
+ CloudFormation #8122 &M , H 8 =HEE “ WaitCondition EWEIAMBEE . iR KD,
TaskFailed”
« AIh8IZ CloudFormation 4% f& & W E 58 7 R 4438 &1
o EHIEFEEIRS vde 2 HI28 4 T MRS
« BTEBXNREIR , TEMBRIFIE CloudFormation ik
. BIERERTEE CIDR REHBSEIR

& Amazon DCV RARE R 202


https://aws.amazon.com/hpc/dcv/

WRETRIAE AP s
+ CloudFormation 22 ¥4 35 H ] 4% 61 22 K W
- BIEASBEIR CER ) #HkKXMK , #E R AdDomainAdminNode CREATE_FAILED
- BHEEAE
« EFERINIT iam : PassRole
o BREAF AWS K UANABT AWS BRIRFRABRNARSEIREIEE
- BENER , BEVEREERIE
« ZRBRAHI KAEAS HiIR
« 2P %A Active Directory & |, {B7E
- BlESERAFTAA
« CloudWatch £FEESR AE P HIE KD RHEIHIR
- RHERS
- RBY RES BIE T XHRE , BEEXEEFES VDI EH L
- RBY RES IR T — MRS BEREERE VDI EH L
o RFEEM VDI M read/write £ FF
« FXBRALIE A 50 R4
« M RES #1227 Amazon FSx for NetApp ONTAP B &€& B MAE M EH A
o REBHPIREN KK
- RBREALM , BEERTES AR,
* Infrastructure
- AESIESRERBESEETEENES
- BYELKE
- REE VDIs ERES TP M LEFH/MREXERR
« Windows B\ R EMN B FRIKFRENEER
- EANERIRA IS H CertificateRenewalNode
- UEEITHENRETEBR I ERE
- BRABERED 5 NENKE
« RE Windows EERHAK , HE TR “EEEXA". EHEEIR"
_+ VDIs EBHFEZIRE
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WRETRIAE AP s
- BRE VDI 2EHAZHRE
- ENEEAH
« Amazon EC2 LA EERFHEFREEREL L
- BT EEMA AD/eVDi EIRE R API Health Check %k , vdc-controller 3545 iE 1£ f& 3R
s REREHERUINTIE N , TIEFSHIE TSRS

« cluster-manager Amazon CloudWatch HEE 7R “< user-home-init > KPR AT A, EEEZEFA
FRZ (ERKFRAFE)

o X B FHATH Windows RHEE TR “CHKF EHER, BRAEHNEER”
 external/customer AD Eti&HY DHCP i%&If 7] @&

+ Firefox £ix MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING
« TREMIER

+ res-xxx-cluster %4 F ‘DELETE_FAILED” X% , HTF ‘BT HTERIR (Fix , TEFI
B

- WEBE

« EETFE VDI BE

« M Linux EC2 EHITEHAZE

+ M Windows EC2 £ T & B &

« IEFEYE WaitCondition $5iX# ECS HE

« BN FHREENSHRIEERNBIVERHERFEIR
« SERHER keycloak THE/EH
. J&E3N B FKEA
- BH VDI KifEL FEERS , REE VDI AZRERRETEZNAD AFSHEF VDI
- BLE SSO FEERELEZER RES 1Mk
- BDfE VDIs A Zh/E3) Linux , AD A= th FosE fE F SO SE 2R 15 B0 = B 3%
- BRI SSHIARE , AD EBRRAPEERREL2EH
- EFENEEH RES IR IFRHERIFZR Active Directory

D

7] &

W
P
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m

204



WREIRIHEE A5

+ CloudFormation #tik BlZ LMK , HERHEE “ WaitCondition S WEILAMBEHE . &ix RS,
TaskFailed”

« FZh A% CloudFormation 4% f& R U El 88 F #4438 &1

« EHIEERIFS vde EHIZRL THERS

« ATEBNRE R , TTEMBRIFE CloudFormation 3tk

- BIEHERIBEZE CIDR SHEIR

» CloudFormation 8|2 ¥R3% Hf A Ak 8 2 K K

- BIEASBEIR CER ) #HRKXMK , #E R AdDomainAdminNode CREATE_FAILED

CloudFormation #t& Bl LMW , H & REE “ WaitCondition BB XBUEE, iR :
RS, TaskFailed”

EEEEA , ERER I Amazon CloudWatch H&E4H <stack-name>-
InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, MRFZA
BENEEL  FREF-NMNTANATE., BEPHNHEREENRHBEXZENBENESELE,

(® Note
BINSBERREZER,

R Zh 8% CloudFormation 4% f5 & YR 2 &8, F MR 4438 A1
R IEI2 CloudFormation #ik B RUEI B FER4EE |, FRIEUATAR -
1. TIAE FER bS8 A E#,

MR FHB it R IEFRITTETAM |, B BRH E#HEPE Research and Engineering Studio ¥k
%,
2. 1E&EE Amazon EC2 & LUREEIA LB IEHE,

MR A<envname> B E RN B L IER Amazon EC2 Sl , ARAIEHETSEHIER | ML Active
Directory fit & AJ BEF1E [B] &

TR 205



MRASIEIAEE RAriEmE

3. MRIEHMET AWS SHRETER A RGZBARAR , FHIAVPC, RBETFHMLABFRUKRE
ftbi E RV S B2 HHERR B2 Y,

MREASHEAES , WA EEMBRH EFHIE RES B, BXEZEER | BSH HE™ @o
4. MBEFEABSWABERBES~ R , BEHIAMEH Active Directory STRHAEL E A8 TE.

FIAERIZESEHIR I N A Active Directory Z2XEE, HFZ1R PR P Bthe section called “SE4IIE
AR vde R HIZRL T IRk R R B &

SLI ETE &3S vde R HIER AL T MRS
LeIR B AT BE Y R R R B IR TR E B M A Active Directory,
ERIERE , EHITUTRE

1. TEWS1TH , 7 vdc-controller BNE4TSEHl L BZ1 5 SSM A E,

MBREBFIETFD., KMFEEBEPERER , WIRAZEFIFEMA Active Directory,

[root@ip-: 1# systemctl status sssd
® sssd.service - System Security Services Daemon
Loaded: Jloaded (/usr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)
Active: |active (running) |since Tue 2023-11-14 12:12:19 UTC; 1 weeks 0 days ago
Main PID: 31248 (sssd) Might see “inactive”/“failed” here
CGroup: /system.slice/sssd.service
[-31248 /usr/sbin/sssd -i --logger=files
[—-31249 /usr/libexec/sssd/sssd_be --domain corp.res.com --uid 0 --gid 0 --logger=files
[—31251 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files
L-31252 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step

Might see errors
highlighted in
RED here

NHEFRRERNRERRERRENRE
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ERXANEE , BRITUTRE -

«  ER—-MNGSITXRHIG | B{Tcat /root/bootstrap/logs/userdata.logliAERX,

ZEBAEE= TN BERRERZ—,
BAER1: AR ldap EEFMAEETER

EEHE. MREZXREFIUTHNEREES , WHAZEFFEMA Active Directory,

+ local AD_AUTHORIZATION_ENTRY=

+ [[ -z "' 1]

+ [[ @ -1e 180 1]

+ local SLEEP_TIME=34

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'

++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 18@) waiting for AD authorization,
retrying in 34 seconds ...'

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...

+ sleep 34

+ (( ATTEMPT_COUNT++ ))

1. WIEESIE RES HKXHRARETEBMA T UTEINSHIE,

« directoryservice.ldap_connecti
- HZBRS .Idap_base

« B*XMRS.users.ou

- B3k service.groups.ou

+ directoryservice.sudoers

« directoryservice.com

« B3RS .name

2. E#¥1 DynamoDB RHM B HIRE, Z&KRMUT DynamoDB 2FI5H “KR” TH, REN

N <stack name>.cluster-settings.

3. FEHERE , MEBRIFFSITHRESFIMEFHEEEIM vdc-Controller. B4 B A DynamoDB
E%'?E’\JEE%HEEIJJ%‘E%{’JUO
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BARER 2 : AR ServiceAccount AR EZAEH

WMRIRE H&XInsufficient permissions to modify computer account , MI7EBZEHER AT
1 A ServiceAccount BFRATRERIEH,
1. & AWS ##| & H T Secrets Manager.

2. #F directoryserviceServiceAccountUsername, MiRNZE<stack name>-
directoryservice-ServiceAccountUsername,

3. THEHUEEFAGERNE, & NEE T , & BRRYIEE" , RRGEE HXX,

4. MRZECEH , ERRFEP YA EESTHEFEES M vdc-controller 261, B3I 48 BUEE
F Secrets Manager ® # & #1185 3 #13=

BARER 3 : i AK ServiceAccount ZiE T IEH

WMRERHZEInvalid credentials , MTE 2R #EAR BT 4 ABY ServiceAccount B AJBER IEHE,

1. & AWS #2515 B $TFF Secrets Manager,

2. #3*K directoryserviceServiceAccountPassword. #IRRIZZE<stack name>-
directoryservice-ServiceAccountPassword,

3. IABALUERERMAGEENH, & NBE" T , EE BRRVIEE" , REEE EXK,
4., MRLZETEBRETHEERMANEBREER , WA BLTE Active Directory M Secrets
Manager FEEZB,
a. BEAEDEERD , BT AWS Managed Microsoft ADLA FIR4E :

i. 3T AWS #251 & H 3 ZE Directory Serviceo
i. EEEH RES BRMBERID, REEERRE,
i. EEBEERSHE
iv. #A ServiceAccount AF A,
v. WAMER 6 RAEER BEERE
b. E7 Secrets Manager PEBEHE , FTMITUTRE .

i. 3TFF AWS &I & H B Secrets Manager.

i. #3*EdirectoryserviceServiceAccountPassword. RN ZR<stack name>-
directoryservice-ServiceAccountPassword,

!

H
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RS TRIfSE A m
i. ITHABAUEFTEMAEENE. £ NBE T , ER RENEE , RFIERE A
7,
iv. EREE
v. 7 ServiceAccount AFIEBHER , REEE “RE"

5. MRIBEHTME , HMERFRH LI EEZTHEREERM vde-controller X4, Auto
Scaling £ A & E = 3h ¥ 51

HTFHRBN KRR , T EMBRFE CloudFormation ik

MEBATFHREBIREIR (HIA ) SB<env-name>-vdc CloudFormation4 il Bk s
Mvdcdcvhostsecuritygroup , M AT gERH T FEAES & Amazon EC2 L4613 3h B E #0122 H
TFRHELZEHAP AWS .

EFRERE  FERALILEMBAXT A NS Amazon EC2 K6, AR5 , RIS BRER
i::

o

RIZEINER BT CIDR SR
BIEIRERT , CIDR REBLHIEIR |, WMBARZAS A [FAILED],
BiRRH -

Failed to update cluster prefix list:

An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

AT EHERXANEB | AKX E x.x.0/24 = x.x.0/32,
CloudFormation 225 3E Hi (8] 4% 6] 2 Kk W

BIERES R —RINEFTRUNERE, EELEXE , et BIARERE , NS B CloudFormation
REIBAM,

IR AR 209
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MRHIXMER , ERBRIEHAERGER. HE  EUTAEEGXEERLGE.

BIEAZRIR (&R ) HR KW , HE R AdDomainAdminNode CREATE_FAILED

MSERIEHR IR AMHF BT THEIR , WWTEERMA T Amazon EC2 ERBIEFEHEREZESH
BT T B4

AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

ERERMER , HFHRITUATERE

1. HZSSMRAEESRT , RERBCEEBIARRENEXRFIERE T B EF.

2. 1£ SSM RunCommand/Automation 1T L IEFRF , RESHN T HXH SSM XHEHHITRERE
XBIEZMEYE.

3. TEIREM Amazon EC2 R BEXHF , EFEAMIRFIEER  UBEXRflERENRARETEN
B3l

MEFBEEEEIEIRY  BERNSED 15 HHIEE RES STHIB SN
B ERE R B

BOER (SSO) M BN EBFHNAZHNTEAMERTFEEEIRERN. BXIRE SSOLENEE ,
BSH

« the section called “fEfH IAM B8 E SSO”
« the section called “4 SSO B E &K & P IEARS”

EMRSHHEBEHEXNEMRD  BSHUTRERS TR

ESi

o RILBINIT iam : PassRole

« R AWS IK U AET AWS BRIFRIENFEETIRIEE
- BFEFWER , RaVEREEZFTH
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WREIRIHEE A5
- TREBFNHA “RAIAFL HiR

- EFAFPAIE Active Directory & |, {B7E

- SIELERAFTAHA

+ CloudWatch £#E a8 B & HIHE H KN RFIEIR

R LRI AT iam : PassRole

MRERFFIRFEE , BREFTRINIT iam: PassRole 4 |, MSAEFEHNRBU AT EFABEE
45 RES,

HEAWS RS AT ERIIEARELESIZRS , MARCERMNKRSACIKRSHXAE, it , &
HMEBRABELE I RSFHNR,

HE N marymajor By IAM AP =R EAES S E RES FHITIREN , 2HIUT ROIHER, B,
RS HAERFRS AR THNRT THITIRIEE. Mary TEBF A B&E I RSHNR.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XMEH Mary FBUER L A F-EIAIT iam: PassRole 1, MREFEZHRE , BHRRAE
WAWS BB R, ZHNEEARRMBEREILEN A,

BB R AWS IKF AN ABE AWS BRI RNAREIRIEE

FAatE—1Ae  WEEMKFPHNAFSIEELANARTUERAZABKRIGRIEHRIR, &7
BIEEWESER , TURAAG., X TXHETRFRA R REHTIEK (ACLs) WIRS , BN
{5 AR IX L5 SR BE [0 ATV IR T 173 (R R BY SR A A PR

ETHREZER , BZRAUATHRE :

- ETHIMIBETERBEN AWS K/ REN TR G FEAR  E5H IAM AF S P S HEEH
5 —4 AWS IKF Y 1AM A P iR E B RIR,

« ETHRNMAEE=T AWS K RENENERABRNR , E5H IAM AR EETFHNEE=%5
AWS Ik P 1R 4415 R AR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html

MEEIRIEE ArfEm
- ETHRUOMABIRES FARIERBFRNR , FSH IAM AFREREPNEELSAB I HRIENAS
REFRNE (RESMRIE)

- ETHEAACNETRARNRBETERSHRNXS  F5H IAM AR EETH IAM ARS5E
THRENKBEEATE,

BERRRE , RAVANREEFAE

LI SSO EFEEH IR , MBI RE, BERERSE , FRERFS[ZFEEHEERERE
FREBFERER.

EEERAE , BHITUTERE

1.  $TF CloudWatch #2#l &,

2. EHFEAEAS , KBEIBAWEH/<environment-name>/cluster-manager,

3. I BFRAUEBRALERPHEME IR,

EREERERE , THRITUTERE

1.  §TF DynamoDB &l &

2. RS, REBRNWKR<environment-name>.cluster-settings,
3. FTARKHER WEREIE",
4. RIFHIERITD , ATRAUTEER .

- BHEM-XBE

- RR-IE

- #ME —sso

5. 1&#E17,
6. HEREMNFERFEH  RIESSOBEERELER, MREHIIFIERE , BF sso_enabled Z4INEE
A False,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://console.aws.amazon.com/cloudwatch
https://console.aws.amazon.com/dynamodb

FREIRIEE AriEE

Edit item

You can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more [4

Attributes
Attribute name Value
key - Partition key [ identity-provider.cognito.sso_enabled -]
4
[ value ] O True © False

7. 1R[E RES AFRENAEREE SSO,

SR E R HI KA EAF 8%
MRAFEZHER RES REMKE “RIKXFAF” #Hix , HFHZAFHINE Active Directory H
« MR RES & BEZAF , MERESFZAFRME AD

« HFFPTEEEARELE RES, RES B/ HRELS—K , ALEBEESESSEHREAFRSEET
REZERM. EXERY , BEBHINSRBZESFHEA L RME Active Directory |, 1B1E,

- MRAFHIHE RES # ¢

1. BREMRFEEBER. BXESEE , 20 NELER (SSO) RELN SRR,
2. TR SAML BN SAML & F BB &R AR & I F 77 By BB F e A b 3t o

2~ A P % 0% Active Directory A |, {B7E

(® Note
AFEMAT RES 2024.10 RERIRA, HXx RES2024.12 RESRANEL , HSH, W
AFEFHZITESE ( R4S 2024.12 F 2024.12.01 ) HX* RES 2025.03 RESRANEER |, S
. MAFZEBELRD (AR 2025.03 RESHRE )
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MRS AP RINZ Active Directory , {87 RES AAIBRDZAF , WEEMAS HE%, AD @S
B Lambda BB B/ NITHIT—IX , ZEEE AD 2B S A RES g, Art , ERMFAFRFALASE ,
T— 1 ESERELEER, EALUET Amazon BIERAFIRS Fa B3RS,

FHEHRIIRE :

1.  3¥TFF Amazon SQS #4lA&,

2. M “BAFI” iR <environment-name>-cluster-manager-tasks.fifo,
3. BERREFNEUWCEER.
4. TEBRHIENH , BWA -
{ "name": "adsync.sync-from-ad", "payload": {} }
5. EHEYA IDH , WA : adsync.sync-from-ad

6. EHEESHEMERIDF , WA -NMEVNFBRFZFHHR, HRXBLARE TR HED HRKT
B ERE , BUZERMFE B,

SIELENASTAH

MREEEER , EHEREATE , BEECIERLEN KX Active Directory FRAF AT A , MZAF A
REZEXRER. RENERAFPNESE, FERAFRSINELBERHE X,

CloudWatch S£&3EHE 88 B S HIE B /N RBIEIR

2023-10-31T718:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []}

MR IEIE CloudWatch EHEEE HEFWRBLEIR , AL ldap BERAEERE 7T AZHWAFIESR,. B
ORI RIE | EIREEMN IDP B Idap ERLERE4,
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https://console.aws.amazon.com/sqs

WREIRIHEE A5
RiBEY RES BIETXHRS , Be3FHEHRKE VDI 4L

ZEY RES MR T —IMXHRE , BESEEHE VDI EN L

EFEM VDI EH read/write EITF

EM RES 82T Amazon FSx for NetApp ONTAP B E& B A RN IT A

BN RESHIBRTXHRSE , BEREESFHT VDI £H L

XHEREHIATF AT A7 R, REF8ER VDI ENES,., BRBRUTSRRIINHRERBATHME
KRB

Amazon EFS

1. Bi4X Amazon EFS 2#l &,

2. REXHRENRDZREN “TAH,

3. MEXHRGERE RN AR, EEF , RAEHBEB3 VDI £4l,

T 5# FSx ONTAP

1. BI4E Amazon FSx #4l&,
2. RE “RE® 2EBR “AA,
3. MR RE™Z R AU, BERF , AREBER3 VDI 4#l,

FBET RES T —MNXHRE , BEREERE VDI £ L

RES EHRAMNNHRENEERMENZTEEMM , BARF VDI ENER X4 RS, BTXEXHRS
= RES /A eIER , Hit RES NEEMXRHZ2AMN,

BEEHAXHRERBENZ2EN AU T AWRE

+ 3R H linux VDC E#LH NFS Ji& (%0 : 2049 )
« kB Windows VDC EHEYHR/NEPIRE (50O : 445)
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https://console.aws.amazon.com/efs/home#/file-systems
https://console.aws.amazon.com/fsx/home#file-systems

MRASIEIAEE RAriEmE

T EM VDI E£4 read/write EFTFF

ONTAP Z#F4EH UNIX, NTFS FIBEZ X, ZE2XHERET ONTAP A TR HIEIE R AV R
AP R A LMEBOX R BZ iR R,

Fltn , INBRAEBMEHA UNIX 22X, NBTF ONTAP SR , SMB & k{0 AR 7 LA B 5 iR
(FRRECMNSAEBFEITEHRRIEMTN ), 82 , ONTAP £/ UNIX IR , RE UNIX BF S
BEME A A T EfESUX LR,

R PRAN2E AR 451 7= 451
X Linux T/ESRAEERA UNIX XIEH

sudoer I LA N EMAFEENRE, flil , L THRFRTFAERAXNZ/<project-name>HH
#<group-ID>3E4 read/write fXBR :

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

£ Linux A Windows TEHREAFER NTFS NI = £

AUEAREXHRNAZEMREERLZNR, flW, FE—NMAFuser_01/—/NX 4
Fmyfolder , fRATLUFFull ControlChange., KX PRiIZEReadWAllowEDeny :
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+ Documents Properties X

T - Nt 4

Q) Permissions for Documents X

Share Permissions

GI'CILIFI ar user names:

pe

¢ folder

¢ folder

Add... Remove folder

Permissions for Everyone Allow Deny ¢ folder

Full Control O ]
Change ] ]
Read a8 O folder

s folder

folder

folder

5 ¢ folder

N ¢ folder

—e folder

W Linux A Windows BEF I E/EHZE | ﬁ'ﬁ]?%g"ff SVM FiRERFRIRESS |, FEM Linux AR
EE5MHERAFEE5E AR A0 NetBIOS HE& B XX, X2 Linux M Windows P Z B3 T4
AT EN, BXSZE , ESER Amazon for NetApp ONTAP B Z i TIES1E FSx o

M RES €127 Amazon FSx for NetApp ONTAP B & E A KT A

LE , HIBM RES #2#|A B2 Amazon FSx for NetApp ONTAP i, MRGLHITHEE , BT

FetmAE. EFCIERN ONTAP X R4 SVM MAZMIE , SR MA SVMs Microsoft Active

Directory #1288l T % FSx ##HI & L BB THRME, Fﬁﬁﬁﬁﬁ%ﬂﬁﬁéiﬁéﬁ AD ##y Amazon FSx

H& K. SVM RIDINAESGE , #3 SVM B E > KigT = > SMB DNS &%: , REE %] DNS &%5 |
NEHRELEEE,

MAEE , EEEHRE DynamoDB K+ 4% SMB DNS EE4A

1. B 5% DynamoDB #&lA
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://console.aws.amazon.com/dynamodbv2/home

WREIRIEE e
2. kB R, RiFEE<stack-name>-cluster-settings,
3. E“RRKRKTB" T , BIT “Mhikaz” , R ALLTikss
- BHAR-EH
- ZHE-FET
- {M{E-shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
4. EFREBRENAEM , RAREEERE, KEWAB,
5 FREZREHIN SMB DNS B E#1%E.
6. WERRTFH XM,

A BREXHREXRKNRLEIER Amazon VPC W XHREH ARG PHEBRATRE. £
NHERSHH VDI EHIMAE T UEREIMAR SYM MXH4RER .

HE , WA LAFEA RES Onboard File System IHEEME: E M AT I A LH RS
R XHRE, RBEXHERE

M EREIR”

- REEREN KK
- RENAXY , BEERLEF AR,

RIBEORSH kI

ERESHREMNHL , MRREHRERN KM, WA LB s FEFHEE M Amazon CloudWatch
BEAFEFERIRREREBRKRBERR,

[2023-11-19 ©03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html

MEEIRIERE AriEE

RENARY , BEEREES AR,
MRMERRR R IRBNRBITEN A THNE | FEFEHEERM CloudWatch BELBERE,
MRABRITESAFMEFNR , FRIERBREL THRRS.

1. & metadata.json X4 HBIEENRIVIRSEE ExportStatus F “BEFEK". BRENKRERE
TExportManifestF ., MRKRKE LRFEE , MIRBLATFERRES , TEESNARBINGE—
EER,

2. BHRRGIRE , FHAERKRSHE RES HEZH ‘BREK . RBUEIRHEZHFE 5 F 10 2%,
EMMBHEFH TR RBEER” NE , UEREADCIERR. XFERGIZARRLTERRS.

Infrastructure

F&
- NESEEREREAREEITERERNES

NEBER B REERBETEENEHA)

MRAFREPHARSR[EREEIRAXFELEZEESFRE , N TR REMIRHE Amazon EC2
KBIFE RE

BWERBIBRNGER , BEKE Amazon EC2 #H| AP REEEEMUF R E 4L 1L H W FTSSHIEK
#J Amazon EC2 3£fl, MR 2IXHME , EF Amazon CloudWatch BEAsELTER K.

B—MEFERRERZPHNAREESRE. WRE Amazon EC2 4 & LR EWEMATITERERE TR
FEMEEMNSITERERNSH , NRAARFERSRE,

LA E R T IEESAIAYRAB
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EC2 Dashboard X ( EC2 > Targetgroups > res-bicfn3-web-portal-e2958adc )

res-bicfn3-web-portal-e2958adc

EC2 Global View

Events

v Instances
Instances Details

Instance Types

Launch Templates

Target type Protocol : Port Protocol version VvPC
Spot Requests

Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad10chse [2
Savings Plans
Reserved Instances 1P address type Load balancer

1Pva res-bicfn3-external-alb [3

Dedicated Hosts

Capacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining
v Images 1 @1 ®0 0 0 0

AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)
Select values in this table ta see corresponding filters applied to the Registered targets table below.
v Elastic Block Store

Volumes

snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

Security Groups

‘ Q Filter targets 1 [o]
Elastic IPs
Placement Groups O instance I v | Name v | port v | zone v | Health status v | Health status details
Key Pairs
[m] 1-0ba5d508631£20043 res-bicfn3-cluster-manager 8443 eu-central-1c @ healthy

Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Scaling Groups

MR “EE"ZBRN 0, MERREEB Amazon EC2 247 B FAEEK,

MR “RNERE"ZBATR 0, WEKRF Amazon EC2 LB REIEE B, XARERHATRENNARFK
FRBEEITIRRREFI

mPER FTRE RESN 0, WRFTRFEMAREHR. M, A5 FRAREFRTL
RENE AZSHF R, MRBEIERER , WS4 L TRSE R ARAFERNERE,

B3 B AR TH

£

- BEE VDIs E RES MMM LEF/MEREBEAR

+ Windows B\ RENBERIKFRENEER

« FERANERIREAEFIHE CertificateRenewalNode

s QTN ENSETEBRINERE

- KRR S MNELRE

« SRME Windows EEZHAM , HETR EEEXA", EHER
« VDIs BREEZRS

« VDIs B E# AR IRRES
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-« B%E VDI 2EHAZARR

HKFEE VDIs E RES 1M LEB/MEXBRE

LB ERHHIME KEHER , BHFH Dynamo environment-name.vdc.dcv-
broker.dcvServer DB XEE T EERHLE (5-20) , EMIRATELL TFHIRRS. VDIs

EfRERIE | B LRER S REMFEABIEE D AWS ynamoDB &l & ERenvironment -
name .vdc.dcv-broker.dcvServer RN R RKIEEVEARESN , IR :
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Edit read/write capacity

Capacity mode i

simplify billing by paying for the actual reads and writes your application performs. Manage and optimize your costs by allocating read/write capacity in advance.

() On-demand ] [ © Provisioned

» Capacity calculator info

Table capacity
Read capacity

Auto scaling | info
Dynamically adjusts provisioned throughput capacity on your behalf in response to actual traffic patterns.

O on
O off

Minimum capacity units Maximum capacity units Target utilization (%)

(s ) (= ) (o )

Write capacity

Auto scaling | info
Dynamically adjusts provisioned throughput capacity on your behalf in respense te actual traffic patterns.

© on
O off

Minimum capacity units Maximum capacity units Target utilization (%)

G ) (= ) (o )

¥ Historical capacity usage vs current selection

To see detailed historical read and write usage data for your table, go to Cloudwatch [%

Read usage vs current unit selection Write usage vs current unit selection
The number of read capacity units consumed over the last menth. Learn more [7 The number of write capacity units consumed over the last month. Learn more [
Filter displayed data Filter displayed data
[ Filter data v ] [ Filter data v ]
20 == e e e e e e e e e e e e e e e 30
25
15
20 -
10 15
10
5
5
0 P °
Mar 30 Apr6 Apri3 Apr 20 Mar 30 Apr6 Apr13 Apr 20
07:00 07:00 07:00 07:00 07:00 07:00 07:00 07:00
Time (UTC) Time (UTC)
== Maximum capacity units == Consumed read capacity units == Maximum capacity units == Consumed write capacity units

EFEE , B3 5VDIs EEAYN 1 WCU WEARE , EXR/EREBRUAIRESFIEN RES K
X, BXEZIFMEE |, iEEE Amazon DynamoDB EN WE EWTHEEREEN

Windows Bl S HHWEZIKFRENEER

WMRIREEBE RES 17 HE3) Windows ERVREH , BEEMREZRNEZEZKFRENEER , MR
Windows VDI AIEEREL B BN A Active Directory.
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https://aws.amazon.com/dynamodb/pricing/provisioned/

MEEIRIERE AriEE

ERITRIE , M Amazon EC2 #2#| AE#EE Windows 3£6] , RAEEE THEMNSIS A&, C:\Users
\Administrator\RES\Bootstrap\virtual-desktop-host-windows\LAFFkHY4EiRH

B [Join AD] authorization failed:&RRIZZEHIKREEMA AD, BXEMHEZFMER |, B

BE BEHEZ# CloudWatch /<res-environment-name>/cluster-manager FEHEERE

X

* Insufficient permissions to modify computer account

o B RRREH RS K FREFITENRINE AD BSELNR, BEHIZ N MEL Active Directory 1%
B ARSSMK &8 BA T #R IR S5 ik S PR B BV AL BR o

e Invalid Credentials
o BEAD PRSIk SEIECTH  ELCRENERTEH, EEEFAETHENRSKSE

i , i57E Secrets Manager ##|& P iF R FHEZEBHZEH. ¥R RES IMEN ‘SHEE" TEHF A
ctive Directory i T #Y “BRS K F EE 4 ARN” FE L2409 ARN IEEB TR,

AN EIRAHER I E CertificateRenewalNode

MRIEIE T HEFIRE S HEERET Linux FTIEEI4IR VDIs , "The connection has been
closed. Transport error"NHEYUENRERIBIEPESEE , BT Linux L8 pip ZEEREFE
W, SRETEERIF., EBNE 3 MNABEEH,

Amazon CloudWatch &4 <envname>/vdc/dcv-connection-gateway AlRESEARLATA
ARERIEREESHER

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Error in connection task: TLS handshake error:
received fatal alert: CertificateUnknown | redacted:/res-demo/vdc/dcv-connection-

gateway | dcv-connection-gateway_10.3.146.195 |

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Certificate error: AlertReceived(CertificateUnknown)
| redacted:/res-demo/vdc/dcv-connection-gateway | dcv-connection-gateway_10.3.146.195

ERRFAB , FHATUTRE

1. EZW AWS KA | 811 EC2, MMBREFEHEBRAMWEH|*-CertificateRenewalNode-* | MK
1EZ 34,
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https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/ec2

MEEIRIERE AriEE

2. BifE Lambda., #ZBRZLEFE—IMNEHNH Lambda & *-CertificateRenewallLambda-* , i&
EBE Lambda REBHAREEXLUTUTRENRSA :

export HOME=/tmp/home
mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

python3 ./get-pip.py

pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

git clone https://github.com/Neilpang/acme.sh.git
cd acme.sh

3. HEUAEREIATEIRIEPHERER, EERFPET Lambda 18 : BR - B
CertificateRenewalLambda— %8, B e XML LUFUATHRENAEA :

sudo yum install -y wget

export HOME=/tmp/home

mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

mkdir -p pip

python3 ./get-pip.py --target $PWD/pip

$PWD/pip/bin/pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}"'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates
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https://console.aws.amazon.com/lambda
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/security/public_certs/assets/main.yaml
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cd certificates

VERSION=3.1.0

wget https://github.com/acmesh-official/acme.sh/archive/refs/tags/$VERSION.tar.gz -
0 acme-$VERSION.tar.gz

tar -xvf acme-$VERSION.tar.gz

cd acme.sh-$VERSION

4. J¥ *-CertificateRenewallLambda-* Lambda EZKFLE 2 P EHR NS E 3 FHIK
B, &R HB , FEREBERER.

5. EFZftR Lambda B , BRENHET+ , RAFEFENL, TEHMEEA, XNZ20E—
AMNEH EC2 3£ , BFEH Secret Manager FHIIERH PrivateKey 1%,

6. #IEIA dev-gateway 4l : <env-name>-vdc-gateway R G auto Scaling A B EE—
NSRBI,

LARIZ 1T HY B L SRIE TT 5 B A D 4%

MRKSEEZEKRARELEEEZTZERE |, NRFEAEERHTKE Amazon EC2 KA HIHFE | =
# Amazon EC2 E#IAJgEE 7 RES WiﬁZ%é‘i‘ltjrlto EEAERSTRESHESE RMERS
BERERE LK,

RIfEF Amazon EC2 ZH|ARBWEXLFIRBEL L EFIL, WREFLE , BRHEHE. MRRES
Lk, WSABES - RE. AHRFEN , FEREASEERPNEABEDBRIZMATH,

MRCHAMBRGNMEREERRAE L, WREEEAEEREMELL

BReeEs 5 NELRME

RPALENENSERENRINREN 5, EERAAUERERRAEH#TER , MTAAR
Bl “RERE

« EERENRDFR,

« EE BIMABEMNAFRUAATNSER AUNRERR , AR ZEESNFIENTE,

« EERER
« RBIFTTREBIAFRE SR,
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K H Windows EZEZRAAN , HER EEEKA", FREIR

R Windows KENEZEXMAERAEEIR EECKA, FHER, RRTEREHTS%E Windows
KB EBZUEB AR DCV RS H[HUM4FHERE,

Amazon CloudWatch H#& 4 <envname>/vdc/dcv-connection-gatewayAlRESEARLUATA
ARERIEREESHER

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:

Resolver lookup{client_ip=Some(52.94.36.19)
session_1id="1291e75f-7816-48d9-bbb2-7371b3b911cd"

protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (@): [s/n: QE9E9C4DE7194B37687DC4D2COF5E94AFODD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: I0 error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

MREEXMER , BRLRTRERMER SSM 2EEERITIT 5 Windows KHIRVEREFHMBRIAT 2
MNEUEBHEF X

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name
-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem

MEHEMIBXLEX S FENEZEZHATRESKI,
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MR FEHRT AT , HEFBIH Windows SEF~EHERER , BEAQNBRREMHRINEER
B4 RBEP X0 R E ESSHIRE Windows Bk, X e K AT KB 3 FiE
Windows %43tk o

VDIs FEEERRS
NMREKEEHEEERARNLETEERS , WUREHTZHEEEKRN.

EHERRN  BREFEXH LN BEXHHERTESBRENE IR, NXEERE “GRNBEEH
EHEER o FEBEMXEEN BEHF Amazon CloudWatch BHEA XK.,

LT R R EE R E
- FREEAR AMI ID BE3EM N B4 | B RES T

SISEFEEMAKRETR , BN Amazon REME&K (AMI) SXEMENMHEERTE, =46 ( Hl
0 Linux 3541 ) /root/bootstrap/logs/ LR BEXHAEETESHEXRNERESE. AMIs A
AWS Marketplace F3KEAY ID ATAEREA T RES SEHEH, SIIEENRUBINEINREEIX
.

- MBEEX AMI /331 Windows EEH\REKFIES , FIT A BIERIA,

MIABERT , AP BIEMAE Amazon EC2 KAIEFEHEIT—IR. WRENAFELREXI0IZ
AMI , RJEE AMIER R H R ER LR ES S — M ENKE , WA BEART
EERE R E KA £51T,

EEELAE , FUEERSHEAT O AMI B RRE R SEERHI LT PowerShell HHE D,
REETUTRS -

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

RENZEHIRIE— N AMI, B AEAFE AMIEM R #ER  RAEEIFNELRE. &
AR, BETUENLTREERSHES LETHARNG T ARERZSFIMEEENRERE ,
BERMEEHIRN AMI B35 —MEMKEN |, BFERES AR EE.
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VDIs B3 gt AEIRIRES

ARENER 1 EXHRENERFTE POSIX RRAFRHET BF.

MBEIUTERESE , X8R E IE#Y =3
1. #BBH RES R4 2024.01 HE SR,
2. £ EB¥ RES #ixHiE , WEMIREEnableLdapIDMapping A True,

3. £ RES # LB RIS EMN EXHRAEE RES 2024.01 ZHIMNMRAFER , REEIRENN
FEIHRERFEH, EnableLdapIDMapping False

BARALSER  MBRNHRETFNAF B .

SSM EIEREEREN.

cd /home.

1s-NAIHEREERFEERENEB R, flfladminl, admin2... &,

MIBRE % , sudo rm -r 'dir_name'. FZEMIBR ssm-user # ec2-user B .
MEAFERXRSENFHHE , HMAFH DDB 5% ( clusteradmin BRHL ) F#IBRIZ A FHRE,
Bz AD E%¥-sudo /opt/idea/python/3.9.16/bin/resctl ldap sync-from-ad 1
£ HEEES Amazon EC2 Hi21T,

7. \ RES M E R Errorit TIRARY VDI K6, IiE VDI XY 20 2 #EREHIREIReady IR
A

BhNo

o ok~ w D=

Z%jG VDI 2EHAZHRE

BRE , SEHE2EREN VDI 2EANZATERA |, XEWRE X RSR[EHM. XAIERHBET
BRERGRB , DCV EAZHRNERRE , BXFTEBNRHE, KAURNERR Xorg BERF
B, BITUTRS AP ERIA Xorg B EH KRB

HF&ELLEM Linux :

dpkg-divert --package nice-xdcv --divert /usr/bin/Xorg.orig --rename /usr/bin/Xorg 1ln -
st /usr/bin/Xdcv-console /usr/bin/Xorg

E T4t/ Linux :

rpm -q --whatprovides /usr/bin/Xorg && \
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cp /usr/bin/Xorg /usr/bin/Xorg.orig && \
In -sf /usr/bin/Xdcv-console /usr/bin/Xorg

B REAHF

£l

« Amazon EC2 EHIERHEFREETEL L

« BHFFEEMA AD/eVDi #E3RE '~ API Health Check %k , vdc-controller SEf5l IE £ f& ¥R

s FEREERUANTIEN , METFSEIAETHNIIERSP

« cluster-manager Amazon CloudWatch HEE 7R “< user-home-init > IKF AT A, EEZFFHAF
B (ERKFRAFE)

o ZIHBRNMN Windows EHEE T “BHKFEHER, FEHENEER”

« external/customer AD FiE#) DHCP 1% (5] &

+ Firefox 1= MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Amazon EC2 £ EEFHIEHAREERBLLE

WMRER R FELFIE Amazon EC2 #HaFREERHNEL L, WERATREEEREERX , FEURT
ERiRERAIRRE, UTRAERRNTT *.

R vdc-controller SEHI7E Amazon EC2 #HI AR ERESMA LIRS , NWERHTHZANRSITIER
Fi®l. B RES £ MWBRAEERE |, XLIRZ T AEH MBI EMZHE Amazon EC2 £4I#Y 1AM (4]

EEIRBEH — 2B, R vdc-controller IEFEfEEAH B CloudWatch BEA R HIMA TR , WERT
BERAREWIRCE, FEE  ZEBHAFTEAUTRERIE

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"

AR IR Y Amazon CloudWatch A ZH BN TAR ¢

An error occurred (AccessDeniedException) when calling the GetSecretValue
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operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5WI9SPUXFO8IB-F1sNRv

because no identity-based policy allows the secretsmanager:GetSecretValue action

¥ & Amazon EC2 £l EHNHREHBIANEI 5 LA FIRMATHE,

BFEMA AD/eVDi 3R & /R APl Health Check %k , vdc-controller SE45ll IE 7£ {& ¥R

R eVDIi RRHWESTRAREXRY , EFERRRESH DT ERATAR,

Modules ©

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets
Global Settings global-settings @C:mfg ® Deployed ( Not Applicable

Cluster cluster 2023.10b1 G)Stam @® Deployed © Not Applicable » default
Metrics & Monitoring metrics 2023.10b1 G)Steu @ Deployed (© Not Applicable « default
Directory Service directoryservice 2023.10b1 ®5tec< ® Deployed © Not Applicable s default
Identity Provider identity-provider 2023.10b1 @5tac»< @ Deployed (® Not Applicable * default
Analytics analytics 2023.10b1 @5t€C< ® Deployed ©® Not Applicable o default
Shared Storage shared-storage 2023.10b1 ®5t6C< @® Deployed ( Not Applicable » default
Cluster Manager cluster-manager 2023.10b1 @ADD ® Deployed @© Healthy ¢ default
evDI vdc 2023.10b1 @ADD ® Deployed ®) Failed ¢ default
Bastion Host bastion-host 2023.10b1 G)Stam @© Deployed @© Not Applicable s default

EXHERT , Hidh —igE:

name>/cluster-manager. )

BEEHEERCloudWatchBE, (EHRBIWEHEH<env-

ATBERY (A
« MRAZBBEXAKRInsufficient permissions , IFHEREIE res HEAT4A HEY ServiceAccount

RPEHEIER,
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BETRA

Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

Q00020E7: AtrErr: DSID-03153943, #1: 0: Q00020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data 0, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 3@ seconds

o BALAM SecretsManager 25l 5518 RES B HAE 2 HEY ServiceAccount AF &, 1 Secrets
EEBPRIENNEZR , ARER REAXAR, MRAFBTER , FEBEREUEHZS
B, KIEYEWEFHEERM vde-Controller 326, FEHIRFL FRERS,

o MRBIEEFHRREENNIBRFEHEXRVBOTIR , AP 2% MServiceAccounty 7, INRIESL
£ RES HiEf$iZDisableADJoinS IR E N False , iEH{R ServiceAccount ” B F BT AD
FAIZITENI R,

- NMRFEANAFEER , BEEEPEENXAERInvalid credentials , M&E AN ZBE A e RS
B2 H,

BETRA

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

- BT Secr ets Manager ## & & PG RIFMEBBAER |, B LUREURE 01 B IME N A&
B, E&EFH (Hli<env_name>directoryserviceServiceAccountPassword) , ARGk

B RRAXS,

« MRBHTNEBAER , FERREUEREEZHAPNE. LEIFNEHEESEN vdc-
Controller 3Kl # KB A E#AY BB HL TRERS.

- MRFBIEY , N TEERIEREM Active Directory FHZBENH. RAMETE Active Directory
REERB , RAEEFHE, B LUEN Directory Ser vice 24l & 7E Active Direc tory FEE A
FHE :

1. EFEMMNRERID
2. £ ‘B, ‘EERAFEE , AREREPEERAF A ( Hlin ServiceAccount ) FFTEB,
. MRMRENBBEZHINEBRRE , HEMIMERH Secret Manager A IS ( Bl
il , <env_name>directoryserviceServiceAccountPassword.
4. £ 1IEYFINEBHEEEEH vde-Controller E6l, FEHIRL FRERS.
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https://console.aws.amazon.com/secretsmanager/listsecrets
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WERAHERMMIME R , A TS EIAETRIIRF
WABA ST SRAMKS S AD BSHANEABEX, DRENLAD , FREEFEEH

Amazon CloudWatch HEHF REFELEIR <user-home-init> account not available
yet. waiting for user to be synced“ , AERREZMERE2HEx,

cluster-manager Amazon CloudWatch HZEE 7R “< user-home-init > lKF AR A, IE

EEFAFRL (HPKFRAFS )

SQS THEM T EZHRRAFKS MICERHA BMATLTRER. £RAFRSHEZRANASQEEXHR
SRt , 2ARRIARE,

ChRZEHRAFPKFHRERAEREXBENEEERN AD EHBEE RES, i , €12 BI/RES HERd
fEAMServiceAccountCredentialsSecretArnSH{ELREH,

R EFEH Windows REE R “EHKS EWER, FERNENEER"

CORP\admin

Your account has been disabled. Please see your system administrator.
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MRAFEZEFERVNERS , NARKRTNZAFEEY SSO A2h&EF/A , B&EN RES BLEH/ AD
PIWEH

WREAD FEATRAFIKS , SSO BFZNZE XM

external/customer AD Bt E#) DHCP &I [a] &

MREEBSH Active D "The connection has been closed. Transport error"
irectory R RES BEZ|451R % B Windows EE#\&EH , i&E%F dcv-connection-gateway Amazon
CloudWatch HEFREBERLUUATARTHNAR :

Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc08a"}: Error in websocket
connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

MR AD HiEHIZZ AT HCS /Y VPC Y DHCP &3 , NIFEE :

1. ¥ AmazonProvided DNS 75 b/ /N 5352 %1 88 IPs,
2. FERIZRE RN ec2.internal,

WAERT — A Rfl, MREEWERE , Windows SENE RMEMESIR , KA IEEE RES/DCV #
ip-10-0-xx.ec2.internal EH1B,

Domain name Domain name servers
ec2.internal 10.0.2.168, 10.0.3.228,
AmazonProvidedDNS
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Firefox £5i% MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

HIREEA Firefox M KEERAT , MRS HNERIELKEN , RAUEKIBTHEIRBEERE
MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING.

FEREZ RES Web fR$E51RE 7 TLS + Stapling On , (BEFEREITRIE&EMN ( S https:/
support.mozilla, org/en-US/questions/1372483,

YRUE]LAIR BR LA T stk B9 15 B R RIX MBI ¢ https://really-simple-ssl.com/mozilla
_pkix_error_required_tls_feature_missing.

IR S5 M B

£

« res-xxx-cluster #4k4bF “DELETE_FAILED" X% , HT “BSLRBELERIR” Bix , TEFIM
&

WERE

EETH VDI A&

M Linux EC2 £6I T B &

M Windows EC2 KB TE A&

IEfE W EE WaitCondition 5ix#Y ECS HE

res-xxx-cluster ##4:F “DELETE_FAILED” JRA , AT “ATHRHTLTERR Hix ,
7o 3 F ol Br

R BEE R “ res-xxx-cluster #1424 F “DELETE_FAILED” RSB T EFEIMIER , M A UBRITUT
SRR E M BR

NRIEEFMERLL T ‘DELETE_FAILED” IRE , BAZAFHITEMBR. © e H —NEIAMRIER
MR EE, EEMIBER,
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https://support.mozilla.org/en-US/questions/1372483
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Delete stack? *

Deleting this stack will delete all stack resources. Resources will be deleted according to
their DeletionPolicy. Learn more [

@ You may retain resources that are failing to delete
This stack previously failed to delete because the following resources failed

to delete. If you choose to retain resources, they will be skipped during this
delete operation.

Resources to retain - optional

Selected resources will be skipped during the delete stack operation

idea002clustersettings
idea-002-cluster-settings

Cancel Delete

BEf , BIEERER T AL FAHKRER , ENTRLFIALEZRENTRAEE, EXHERT ,
FREAMBRREN BRENTR , REIEE ‘BER

RABESE R — M T RAVEIR Role: arn:aws:iam::... is Invalid or cannot be
assumed
TR
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[Option+5]

® Role arn:aws:lam::417328936112:role/cdk-48fa4d69fb-cfn-exec-role-417328936112-us-east-2 is invalid or cannot be assumed

CloudFormation > Stacks

Stacks (15)

| Q_ Filter by stack name

X B E M BR AR T B Y A B A HER B SCA M BR. BEMRXANRA , BEFAGHNER. Bl IAM
BHE , FRLLIANSHZERZENNARL  SESHE .

o WFAMERMER | FEBRAWS RS,
o« XSFHH , iETE Use cases for other AWS services “i&#” T A CloudFormation.

IAM > Roles > Create role
: Select trusted entity e
Select trusted entity

Trusted entity type

O AWS service AWS account Web icentity

SAML 2.0 federation Gustom trust policy

Use case
Alow an AWS senvice like EC
Common use cases
EC2
Lambda

Use cases for other AWS services:
CioudFormation v

© CloudFormation

EBRT—%, BENAEEF “AWSCloudFormationFullAccess” Ml “AdministratorAccess”
MR, BT ENO TR
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Name, review, and create

Role details

Role name

173289361

Description

Allows CloudFormation to create and manage AWS stacks and resources on your behalf.

Step 1: Select trusted entities

Step 2: Add permissions

Permissions policy summary

Policy name ' Type Attached as

AWSCloudFormationFuliAccess AWS managed Permissions policy

AdministratorAccess AWS managed - job function Permissions policy

Tags

ARFIREl CloudFormation 2 #| & FH I BRiftik, BRIBAGLUR , EMEMZITLUFEMBR. &F5 , &
£ 1AM 2# & HHBI RS EZN A G,

WEER
M EC2 2| & & 5 EC2 X4l

o BT BEEFEM Linux EC2 =41,
o REBULTHABFRERN Windows EC2 3241, R/FITFF Windows PowerShell BLE TGS,

WEER R EN B

1. Cluster-Manager : NA T EREEFEERNW AL , FHEMMBIFIEH,
a. BEAHRHFTE CloudWatch H&E<env-name>/cluster-manager,

b. <env-name>-cluster-managerEC2 3£l £ /root/bootstrap/logs B X FMFE A&,
BRATFF LM M EC2 #2514 F K EC2 KHI” A EEiZZIAY 1% 8 B R B M =61,

2. VDC-Controller : MEAT{zE3KEX vdc-Controller B B |, FHFEKMMBIZEIFH,
a. BEAFMFTAE CloudWatch H&E<env-name>/vdc-controller,
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MEEIRIERE AriEE

b. <env-name>-vdc-controllerEC2 3£t /root/bootstrap/logsEZTHMAERE, &
BRAFIFFSLHY “M EC2 #5244 B 5 EC2 354" P EEZTI A9 1 B B FIE R R4,

BRI BENTEZ —RERM Linux EC2 KB T8 B EART R AR TRE. EREMHREX
BIE o

IWE VDI B&E
1R BI B R A9 Amazon EC2 324

WMRAFE T HBEXEBMM VDIVDIL , N Amazon EC2 #2 & & LAYHE R SE 61 & R

£, <env-name>-VDI1l-<user name>

UK £ Linux VDI B&

RBATIIFFLH “M EC2 #HI B B K EC2 KHI” PEEEM A , M Amazon EC2 2§ & B R M
#y Amazon EC2 32|, 3REX VDI Amazon EC2 34l £ /root/bootstrap/logsHl/var/log/
dev/BRTWAERAF.

REBENFEZ —2Ee &R 3, REMNBETH, At , BAZRBUTETRMN—1ER
FIREFAE AL , ARNHE £
1. RBLUT S| /Toot /bootstrap/logsBE R T E#l dev BE :

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2. BT —THIENPRTHRARLR, EFETH VDI HE
I & Windows VDI B&

BREBARTIFFSLHY “M EC2 3515 &K EC2 24" eV EAET , M Amazon EC2 25| & & F 4
R Amazon EC2 3=4l, 3RER VDI EC2 24|l E$env:SystemDrive\Users\Administrator
\RES\Bootstrap\Log\B ZTHFABE.

RMESNEEZ——FElEER S3, REMNBETH. Akt , FRET T HhIHNSRET
BR{E-EHETH VDI B,
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RAriEmE

FE&ET#H VDI BE

1. FE$F VDI EC2 3£ IAM &L A4 S3 i,
2. Hi{E EC2 #2%|A& Hik B &K VDI 241,

3. ERTCIEEMFANIAM AL,
4

£ DMIBR” THXEWN “IXPREREE o , &R ‘MK , AREEFE AmazonS3 FullAccess &

B
14278 DA PR LA B B0 % SR B
6. xJ& , RIFEEH VDI RE K ERTHIEHSRTHAT, BREBFEREBH.

o

a. M Linux EC2 326l & HEEB T Linux.
b. M Windows EC2 =4I T & HEEAF Windows,
7. BE, REAGUMBERANazonS3FullAccessE g,

® Note
FrEA&E8 VDIs fEAMERMN IAM A <env-name>-vdc-host-role-<region>

M Linux EC2 24| T & B &
FEEMNPTEHBEEWN EC2 3246l , RARETUATHSNMERLELER s3 2 :

sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap
tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/

${MODULE}_logs.tar.gz

2iE , #%E S3BElA BT HEBMMNEMN , <environment_name>-cluster-<region>-

<aws_account_number>%l§‘|—ﬁ2 5l Ef£#<module_name>_logs.tar.gzX#-

PR IE I B
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M Windows EC2 £fI & A&

FEENFTHEEN EC2 R4, AEEITU TS NAMERE AT S3 F&8

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

2JE , %E S3 BflE BT EBMNEMME , <environment_name>-cluster-<region>-
<aws_account_number>fAE T 28l L& B <module_name>_logs.zipXX -

IE £ U && WaitCondition 5= ECS A&

1. HRICHBHER LR “RIF BRI,

2. RBJFE#BE ResearchAndEngineeringStudio~ Z#&#&F — 1£5 CreateTaskDef- CreateContainer—
LogGroup , REEFEITHF HEM CloudWatch A E4H,

3. MZBAERAFIREEFH B Eo

E&
« BN EMRREEENSARIEERS HIERREEREIR
 SERMHEMK keycloak R iE/EH
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RO IEXT & IR AR & 0 U E K ET B IUE RIME R R IR
[A] &

MREZRABFZHKE LEEHREEN S HRIEERSTHIENER , WENFEIEETH, X
AR REHBEZNAFNER , LA LARIRH Active Directory Service I,

ZHITE

1. EEERFZEFEFEBEAF MBS K, ZB,
2. ¥ S ecrets Manager FHVERSF tk P #58 , FHEERE LEA AN ZEHECTE -

« 3 F Keycloak 1% : PasswordSecret-... -RESExternal-... -DirectoryService-... M #iR : 4%
Active Directory B %33

« XF RES : res-ServiceAccountPassword-... # #iR : Active Directory Service i 25
3. HE EC2 £HAHKRIEEHEEEEH, Auto Scaling FLNIF B oAb & FEHIHEE,

JE AR keycloak R 1EFA
8]

WRAREY keycloak BRS52RAR T , HIREFB RS ERET , KA IP RETEL , XTRLSHEHR

B8 5 Fp BT RV RES NP ERRNEEAT AN , BABATTEET RS,
ZRITE

EBEERRINEEMEMHENIE Keycloak ik , T 884 Keycloak IEEEERS. BRBUT S
Bt 1TIRME -

1. & Cloudformation YR iZ7E BRE & EIW N5 keycloak tH< Ay
* <env-name>-RESSsoKeycloak-<random characters> ( Stack1)

<env-name>-RESSsoKeycloak-<random characters>-RESSsoKeycloak-
* ( Stack2 )

2. MIBR#ERK 1. MRRSRREMBRMEHELK | FRE B UM EBRSREHK.
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https://console.aws.amazon.com/directoryservicev2
https://console.aws.amazon.com/secretsmanager
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MESIRIEES AFiEmE
H iR AR B 2 MIER,

3. 7L T & RES SSO Keycloak itk 84K,

4. FRAESERREXRZEESHEENSHEFHIBIHER, BImFQIEMEK - FRAMER (F5E) -
TR EENR > LEERSH , M CloudFormation 8 &| A3 1TEE, FH S EHIBRMHEXREREN A
AREEFRENS K, ELUENE K CloudFormation 4] A LTRSS HER S I+ |
EOMBREVHER PR FIX LM A, BRFEEI, key pair IEMSHERIA LS HME T,

5. BREHRRE , BNRERMAUBERERT . S E B E H X ApplicationUrl By “%i H” &I
=,

&) B FEE
£33

« BE VDI Kt FTEREBRS , REKE VDI HZREFREELAD AP 5HEF VDI
- BE SSO FEHELZEFE R RES I M4

- BIfE VDIs B Zh/E3) Linux , AD AP T £ A XA R RR 15 R X B &

- BASSHIiER/E , AD EBRARFTEBRIELEMN

- EENEEH RES AEBREFEHZRIFZER Active Directory

&M VDI KETEILE TEERA , HEE VDI #EZRMEFRITEN AD AR &4 2% VDI

BERE VDI REMNEE AL ( /root/bootstrap/logs/Linux #/opt/idea/app/logs/B F=H
C:\Users\Administrator\RES\Bootstrap\Log\ Windows B¥C:\Program Files\RES\app
\logs\EBx ) PREFEEMALZESEEH IR,

W RIE KD RE B IZSZHI T EM A Active Directory , XBERERNEREEER T EEEMN AD F
RIZRGIFRITENKSF . BREBEATHEREEEH/environment-name/cluster-manager
CloudWatch & , # ik H B EM4EIREE [preset-computer], ELRBIEHE :

« AD BRIk SR EUET K.

- REZIREMS RESHWRSKFZEE, BRAFPENZBBURAEBENNWERER |, {(username:
password}} BERBEN. BFEEBELL LIEXHIH AT auto Scaling HELERRS K, =
R BB RHIREREFEERESM. REB3IH VDIs IRARUMAER,

B B FIRE 242


https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-sso-keycloak.yaml

RS TRIfSE A5
« RS MKSFTANTE AD FEIZITENKF,
- FEHRENWERSKSEBFDPHIHAMESLFENRIMEL Active Directory ZERRFZ K. £& AD
YIRS 1K SAXPR VDIs 5 , BEEZHHFHM,
- TEIEREZT| LDAP RS

- MBRER AWS HRFEE AD , BHRIRE AD BB ¥ VPC M LDAP/LDAPS iE$% , 3 H1E6]
ERFR AWS HE Microsoft AD i DHCP % TiE 2 f5 , IEHIRE T VPC #y DHCP %1,

« X F LDAPS i#£#Z , DomainTLSCertificateSecretArnS N KB | BATIBHEEMH CA
EBTRERPERE. CFEEBIL EIMELFH AT auto Scaling AEEX TLS iEBELAFEHB
BRI EHIR AN E A EREERE M. REZ3H VDIs lRALNAER,

- ENid RES 580 AD 2 [BMER , BFHEEHEESRSH LZ1TLULT Idapsearch @5 ( AP
OU, LDAP E# URI, RFKFAFBNEE ), MREHN AD EEBREEN A FERE , Nktd
SRIREFTRMEHN OU THAIERF.

ldapsearch -x -b "OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,DC=com" -D
"ServiceAccount@corp.res.com" -H ldap://corp.res.com -w service-account-password
"(objectClass=group)"

MREtrueTR 3 RES BfADJoin ¥ “ZA REXN , MEH Linux VDI ReEiEEE| Active Directory ,
MA=EY SSSD RFMAZE F. M EC2 ZHI&EEEIEHN VDI KFIHid usernameX Hiz1T
We. MRZGHEEREMER AD AF#H UID/GID , 57 VDI Eflsudo systemctl status
sssdEFEAMTRE SSSD RFRASUK B FTH SSSD BRFAFE. /var/log/sssd/

MRBEEFFE N SSSD ELELAEREE AD , N A LAF h4m%E SSSD BLE X 4 (/etc/sssd/
sssd.conf) , RETE infra/VDI 4l ( 2024.12.01 FRARERMA ) sudo systemctl restart
sssd LFEASRHEH/E3 SSSD RS , EM RES N MuLiR#tHb SSSD B & |, FE/G/E30 B %G
SXERENEHNNATRENLEFH (2025.03 AKX ) . VDIs

BLE SSO ERTEEF RES 177 Mih

&EEenvironment-name.accounts.usersHl environment-name.accounts.groups
DynamoDB % , &F A ME#A R B S MNEH Active Directory @5, MRRIEAEZHHRDRIE
EEFRWAFR , BERAXRYA (2024.12 fxA& 281 ) 2 /environment-name/cluster-manager
CloudWatch /environment-name/ad-sync CloudWatch BE&4A ( 2024.12 [RARESHRA ) A&
& AD @FHE,
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BT LEEINEN AD BEERIBARH VDI KatEL FEEIRES |, iEE VDI #EZMERR T E
AD AF B EF VDI, HittsE iR ATREE BT :

- BREKETNE AD hEWA S MEA,

- FRREHWERSKSEE Y HIFTE SLENR N HE Active Directory 1% & RSk o
« Active Directory F#YF /4R R 2> B8 F R 44 it it S X E B 14

o B R7ith BEHTREY P BE A R M LS B b (R R

e SRLSHARE , BULESFEIRNEE-RNT—XRENIT GRS , A ARB U F3iz1TE
5% ( BRZR 2024.12 F1 2024.12.01 ) ( 2024.12 1 2024.12.01 B4 ) 8 ( BRAS 2025.03 K& B & ARAN )
PRI Fa R 1ZEE, MIFI B IEREZD (A 2025.03 REERA )

BlfE VDIs B I1E3) Linux , AD AP EER XN KRR ER *

BEEEBHEEREXNMId username LIZTHSRREEHEERRETN AD AAF, WRZGT
Fo3EIREIFE N AD AR UID/GID |, % &/environment-name/cluster-manager CloudWatch
HEEATHEHREERAE , HEREXB SSSD RFNEMHEIR. NREHEERAEFRERE
=, BEAEREERENHlsudo systemctl status sssd EMIH SR B R TH SSSD RS AX
K& SSSD lREMKAS. /var/log/sssd/

MREEHEERIUFTNLAD AAF , BT SREAFEH % (/home/username) L# UID/

GID, 1s -n /home¥FHF * B %A UID/ GID 5&wiRER UID/GID #1THE., id usernameftl®
UID/GID FIthL , MEKERA P EE R TRERE RES ZACIEN , LA RERMZHIH RES HEH
BIEN. FOMEEENAFLKE , BIREBE R , ARSZAF —EB3HFH Linux VDI, FIHEEH
VDI & , FMERE®A UID/GID EFtIEEH .

R SSH1GRE , AD EERAFRETREL2E

BEFEEL2FNEHlid username LETHTREEEZLZ2FHESTN AD AP, MR ZGSEER
E# R AD AP # UID/GID , ## & /environment-name/bastion-host CloudWatch HEAE T
B2FHAE , HEREXED SSSD RFHNEMEIR. MRELFHNAFTPEEHER , FEAESL
FHEPlsudo systemctl status sssdEMIHHEUAKREBFZTTH SSSD % AEKE SSSD RS
R&S. /var/log/sssd/
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BEEMEEH RES /&R RHEREBERY Active Directory

MRER AWS F£E Active Directory B RES F\EB % iR #4k AdDomainWindowsNode-external -
resource-stack-name-WindowsManagementHostZB& , MERH AWS kP TR iZE — MBI
FFL 893265 AT A TG R ME R Active Directory, ERIAERUA T EIEEN EC2 #2415 R ARSI EE 25
BREH -

- AFA . EEBA

. B BN EFEHALETHZ A AdminPassword S8

E AWS BB ITE Active Directory , HEEAWS B ZXBEEEEEHMMER Amazon EC2 3:4
EEAF MBS,

& & 5] &

« 2024.x B AR
« (2024.12 %1 2024.12.01 ) JEMFH Cognito A F~ B IE N FRE K KW
(2024.12.01 RERRA ) FHBEFEEES VDI i I TR ERIEPEIR
(2024.12 F1 2024.12.01 ) Active Directory i Fo 3833 SSH EEFIE 24
+ (2024.10) ZERREHRE AP EEM RES IREA |, VDI auto stop i T VPCs
« (202410 REFMA ) TENEFBBEHIRAF3) VDI
+ (2024.08) A% ERHiZHE AMI #EE
+ (2024.08) BN RE T EZESH T AR EZ#EE ARN B E LB ZH read/write Amazon S3 174 i@
+ (2024.06) 3 AD HEM T SZHKAT , BARBEK
« (2024.06 RERMZA ) AD BS HRAFERAKXRFLSE RES

+ (2024.06 RERMA ) CVE-2024-6387, Regre SSHion, A Ubuntu K% £ KA RHEL9
VDls

« (2024.04-2024.04.02) 2489 IAM X BRIZ S AR MME VDI EHIN AR

+ (2024.04.02 REERA ) ap-southeast-2 ( EJE ) I Windows NVIDIA EHI T LS 5h

+ (2024.04 F1 2024.04.01) RES il Bx % I GovCloud

* (2024.04-2024.04.02) Linux EE#\ REE B /5 Y AT RERL F “IRE” IRFS

+ (2024.04.02 REERA) TEEB S “ SAMAccountitE &’ B EEAEFZRFIEHKRZERHN AD AP

=% 245
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« (2024.04.02 REEHRAE ) BT HHELFHRATR

2024 .x B H 5@

(2024.12 1 2024.12.01 ) EM#THY Cognito A B IE M FRik = K K
HHR R

MREZ BT M EM B IR TE" B9 AWS Cognito AP . “, il , XS4
ix<firstname>.<lastname>@<company>.com, {EH Cognito AR B EE XK ENRKEXEXT
T

r N

(® Invalid parameters: Username doesn't match the regex pattern Aa-z][-a-

z0-9_}{0,31}%. Username may only contain lower case ASCII letters (a-2),
numbers (0-9),and the following special characters: underscore (_), and hypen

(-).The maximum length of username is 32.
\ y,

WHEIREHT RES MNAFWEFIMERIRBsIERAFA5EN, B2 , £ RES XIFMEL Linux
KRITHRVDIs H , %8 “"HWAFBETRERNWAF., LiEERFELEKAF BNMBR T 8 FHE 4814
REVAE ., BMEIZAF B 7E RES Linux LB VDIs,

2 AR
RES 7 2024.12 1 2024.12.01
B

1. BITUAToo#HT FTEpatch.py, cognito_sign_up_email_fix.patchX FhR4x 2024.12
AR 2024.12.01 , <output-directory>&i#tcognito_sign_up_email_fix.patchAHE
TENTHARNNT XHEMN B UK RES F#E<environment-name>H B H :

a. iZ¥PT5ER T RES 2024.12 1 2024.12.01,
b. *h T BIZARZEE AWS CLI v2, Python 3.9.16 B E & M4 K Boto3,
c. AERE RES MK P M X E & AWS CLI , HEREIHE S3 NRXKREA RES Gl E#E,
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OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>
RES_VERSION=<res-version> # either 2024.12 or 2024.12.01

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/cognito_sign_up_email_fix.patch --output
${OUTPUT_DIRECTORY}/cognito_sign_up_email_fix.patch

2. SMETEAITHAMSTXHNE R, SBTUATHTHS :

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --
res-version ${RES_VERSION} --module cluster-manager --patch ${OUTPUT_DIRECTORY}/
cognito_sign_up_email_fix.patch

3. NEMMEBEEMBIEFHEEREH, BB LURE Amazon EC2 EIEIRHI & L& 1E1ZKH,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4. BEREZFIF LM auto Scaling ASES) , WIFEHE B SHIAIRAS<RES-
EnvironmentName>-cluster-manager-asgo. ZFEIFEHIKIhB3.

FRETENTFIEE BN EFREE S M RES B, CertificateRenewalNode Fo3ERIET VDI EZEH
TLSiE$ , $iRWF : /var/log/user-data.log
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{

"type": "urn:ietf:params:acme:error:unauthorized",

"detail": "Error finalizing order :: OCSP must-staple extension is no longer
available: see https://letsencrypt.org/2024/12/05/ending-ocsp",

"status": 403

Hit , HYRIE RES TP FEEFHRN Web PR, (REBE—NMEIR , LEERE
net::ERR_CERT_DATE_INVALID Error code: SSL_ERROR_BAD_CERT_DOMAIN
(ChromeFireFox) 2 ()o VDIs

5 S0 B9 iR A
2024.12.01 RE R RA&
ZEREFE

1. BfinZl EC2 #24lA. MRBEEBNWEHICertificateRenewalNode- |, MK 1EiZ 34,

2. 5% Lambda #B#l5. 7B NH Lambda BEEHVRRB. -
CertificateRenewalLambda-#HHLAFFLM1T./acme.sh --issue --dns dns_aws --
ocsp-must-staple --keylength 4096 H#Er--ocsp-must-stapleS#,

%R EE  FHERBERERK.
EFFMA Lambda B , BHATUATERAE  gi4E " EIF |, AFER Wi, THEHME
Ao ERZABIE—MIEPH EC2 3Kl , BT E# Secret Manager FEVIEH F PrivateKey #1%.
RIAEHE , ZREHLL,

5. #IEIA dev-gateway 4l : <env-name>-vdc-gatewayREE#F auto Scaling A B EE—
NSRBI,

AEER

Let's Encrypt $FF 2025 481k OCSP X#, M 2025 F 1 A 30 B2 , RIFEFBRKFZHALKTES
OCSP Must Staple y BR&HIEH , BN OCSP 4R ITMiBERF AN, iBESE https://letsencrypt.org/
2024/12/05/ending-ocsp/ T AR Z1¥1E.

( 2024.12 1 2024.12.01 ) Active Directory i & EB SSH E#EFE 24

HIRHEIR
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https://letsencrypt.org/2024/12/05/ending-ocsp/

MRASIEIAEE RAriEmE

Active Directory i P #3258 RES 17 M4 kY5 B E 2 B R 2 FHLaT 2 W B BRI IE L RV 5 1R

HTROHRTE , FERLEH LFETH Python NARFLEE 3 SSSD RF. it , BEREFA
BAD HF , Rt TEEF,

2 R HY AR AR
2024.12 1 2024.12.01
ZERITE

1. M EC2 #BHl&ERETE 2 F K6,
2. 1£ IDEA_CLUSTER_NAME T 4% /etc/environment #Hflenvironment_name=<res-
environment-name>H 1T,

3. EXRPILEZEITUTEHS :

source /etc/environment
sudo service supervisord restart
sudo systemctl restart supervisord

4. BB RES P MUENUABREREREL T,

(2024.10) ERE IR E LB RES HEH |, VDI auto stop B T VPCs
IR HIA

£ 2024.10 RES KRZ<Fh |, 350 VDIs T VDI auto stop , B3 SA1E — BatiE jkb FZRRA, AE
KEKRE - kFeE - 2EPHRELRE,

fRES VPCsZFEH RES 5 B BI A X #F VDI auto stop,
R ARA

2024.10

ERFE

RMNBEMEERAR—MEERF , ZBEEEFRIESERRNRAEAF, BR , EREHLEN RES IEF
VDIs # , HARALAFZF 1L VPCs,
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(202410 RERRA ) TENBFERBLHFIEKAEF 3 VDI
IR R

UEERPEBRIHIHR (g4, g5 ) EBEFHWDE Linux 2-x86_64, RHEL 8-x86_64 = RHEL 9
x86_64 VDI B} , ZEHFEBERERS. XEWREZEZFPFKETEZH A “FE" RSH AT AESE,

REXMIBERRERN X Server EERS L IEBWEHI, NALITE , RIERTUEHFEFLEHR
HHER AR S RN EINE) 50GB , LAIRA B8 1 = R R 2R R8I,

2 R MAY AR A
FE RES k7 2024.10 HE BhrRA,
BRI

1. T# patch.py # g raphic_enhanced_instance_types_fix.pat ch , FEREUL TS F<output-
directory>8B#AETEHAN T MIARFK T XHR B FUK RES IMEMNEF : <environment-

name>

a. TN TPUERF RES 2024.10,
b. *A THIZNEE AWS CLI v2, Python 3.9.16 E & RALL K Boto3.
c. NEPE RES WY M X E E AWS CLI , HEREHEE S3 NERFKE A RES BRI Z#E .

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patches/graphic_enhanced_instance_types_fix.patch --
output ${OUTPUT_DIRECTORY}/graphic_enhanced_instance_types_fix.patch

2. SMEBITHANTEIAMIT XHHNE FK. BITUATHTHS :

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.10 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY3}/
graphic_enhanced_instance_types_fix.patch
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3. EBERIEHHENENSEESSE ( vde-controller ) 3kl | FiZ{TU T e , H#FATRHN RES Ik
BE M

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4. TERBM<RES-EnvironmentName>-vdc-extF A BFHRAZTEERBHFEML, BRITE WS
HEFEFEMEE IR EADE 50GB B 1F6E 22 E .

(2024.08) & BRI AMI BFE
iR R

BAE FRIRFM AP SRV BAE A EC2 Image Builder & AMI B , #EEBAMH ERUTHIR
HE

CmdExecution: [ERROR] Command execution has resulted in an error

3 2 B T SRS SR ALY AR I ST A P T T AR

2RI

2024.08

BT E

#IE#H EC2 Image Builder &R

( MBLMAK AMIs H RES EHIMITES | FRBUTSRIBAE)

1. TEHEHEMW res-installation-scripts.tar.gz 34,
2. BBECAFZMTUELESR Amazon REMRE (AMIs) T 5 HH S BREF 1TIRME,
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samples/res-installation-scripts.zip

MRASIEIAEE RAriEmE

EEFHZE# EC2 Image Builder &R :

( MREE AMIs 7 RES SKHliiF R |, HIRRUTIRIEE)

1. THEHEK res-installation-scripts.tar.gz X4,

S 1%l EC2 Image Builder - A#f -~ K5 N R RES MAIZENAH AMIs,

FEE ‘NE” > “THRESInstallfif 4" 8], > w A > R NESIHAY S3 L&,

LEKRFN S3NETRABEANKBIXRNYG , ERL X ERNE - TR,

> W Dn

(2024.08) BRI R E T EEFHFH B EMHAE ARN F B E LM read/write Amazon S3
5

iR

£ AR 7 1# read/write # ARN ( Bl ) IBENEIR (M BBMHMEB EMAMAFE )
B} , Research and Engineering Studio 2024.08 o3& S3 BT E I E N S EMERM RN
(VDlarn:aws:s3:::example-bucket) &4l L,

FAEBRBELWOFEBEESE

. RigfEHR

- EABRERNEMS ARN ( Blarn:aws:s3:::example-bucket/example-folder-prefix)
MEENHR (MEBEEMIMBEEMNAFE ) WiEFEE

- ERAREFHEE ARN W/EFER , BREAENHIR

EREE VDI K65 |, % S3 FHENIECES XTI ZFMETE. RE VDI LHEHEFRE
FE  BZEZHNZETTEEHBNETAR, HEFERALXIREXHEEAB XN , Permission
denied, unable to write a filefi5|k%Eix , HAEXHRHNBETFTL LETIHEMNI S3 F#E.
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1. ETRHITHIARFANT X ( patch.pyFMs3_mount_custom_prefix_fix.patch) ,
BIETUT®S , <output-directory>EMRAETHNT MAMIN T X4 E FUR
<environment-name> RES BB :

a. Z4NT{UERM T RES 2024.08,
b. *THIAZEE AWS CLI v2, Python 3.9.16 LE &AL K Boto3,

c. NEE RES WIKFMXEEE AWS CLI , HHEREHEE Amazon S3 RXEFEKEAH RES 4
BRfFEA.

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch

2. SMETERAITHAMSTXHNE R, SBTUATHT SRS :

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
s3_mount_custom_prefix_fix.patch

3. EBERIEHRENELSMmIZEHIZ ( vde-controller ) 3£l , BETU TS, (EE—FH , BER
fFENVIRONMENT_NAMEZE1IRE N RES SR EMEFr. )

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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® Note

MNFFE VPC RE , MRBEGRIXEM , iH5F S H<RES-EnvironmentName>-
vdc-custom-credential-broker-lambdaB#URMENvironment variable®
FRAWS_STS_REGIONAL_ENDPOINTSHI{E. regionalidZHEEE VPC ZBEH Amazon
S FHRBERARRH TRESEER.

4. LDAZBIIT LM BIRAIZIT<RES-EnvironmentName>-vdc-extEEfG , VDIs EERE W
R, LEARLREHEIRFEM read/write 8 ARN F B E MBI/ S3 1.

(2024.06) 3 AD HEFMTE=IRET , NARBAK
1A 28
WME AD AMBFHPETEZEH , N RES 2024.06 [T 5% M & BT KRR

£ AD RIZHiE , EHEE SR CloudWatch B ( #£/<environment-name>/cluster-manager H
HAT ) OB TRIE

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20}:(user|group)$

ZEHIRBHT RES ESHEUATERNAS

- EREYEPNEMAEN ASCII F&, BF. IS (1), AL () MTRL ()
« FAWERBINS (1) FAE-NFH

R RS
2024.06

ZRITE
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1. ETEHMNTBARANT 324 ( patch.py 1 g roupname_regex.patch ) , EZ{THA T 5
%, <output-directory>&#H EFMH4HH B X RES HiE<environment -name>M A
L/

a. ZANTIXERAT RES 2024.06
b. *THIAZEZE AWS CLI v2, Python 3.9.16 iE S ALK Boto3,

c. HEE RES Wk MXIBEE AWS CLI , HHRREHEA S3 NREXKXREA RES tIEMW1F4E
&

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. SMETEAITHAMSTXHNE R, SBTUATHT SRS :

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. EERMEMNEREERIH , BETUTHS LA Amazon EC2 EEZH| 4 1EEK
B,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[0].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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® Note

ZANT AV AD HEMBRNENAEWN ASCI F&., #F. B (). A< (). TR ()
BUREKENT 1530 2H (&) HZERK,

(2024.06 RER/MZA ) AD RFZHREFFA K B REFE| RES
BiRER
R GroupOU & UserOU A [E , AR BT EEHE L E RES,

ZiAELS AD A AF AT , RES 8|2 Idapsearch i385, YHarIIEs45 1R 1A T userOu S
M =& groupOU ¥, EREZEBRARBEREEAMAF . RBEE UsersOU F groupOU FRIER T F
SHIXMITRH.

2 A9 MR A
FT B RES HR7 2024.06 HE FRA
ERTE
FRRIT SR RFIE
1. ET# patch.py BIZ<# group_member_sync_bug_fix.patch X# , EZ{TL &9 , <output-
directory>E N ETH X4 A B ZMEMELIH RES A : <res_version>
(® Note

« ¥NTRIAZEZE AWS CLI v2, Python 3.9.16 SE S RAIA K Boto3,

« NEPE RES WK MXEEE AWS CLI , FAREHEE S3 MERKEA RES tI2H7F
Mo

o« ZFMNT X RES fRA< 2024.04.02 7 2024.06, fREFEARIZE 2024.04 5
2024.04.01 , MAENA*NT 281 , SRR 5 H B S RRFIRAVIRR K EHRXERAE
#1% 2024.04.02,

« RES W7 : RES 2024.04.02
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T FE8ESEE - 20 24.04.02_group_member_sync_bug_fix.patch
« RES WA : RES 2024.06

T FEgESEE : 202 4.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch

2. SMBITEATHAMIT XHENE R, BITUTHTHS , <environment-name>F R
RES IMEH B :

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. EEWMBHMRMNEHEEREH , HETU TSRS :

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/2024.04.02_group_member_sync_bug_fix.patch
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/2024.06_group_member_sync_bug_fix.patch

MRASIEIAEE RAriEmE

(2024.06 X E B/ ) CVE-2024-6387, Regre SSHion, # Ubuntu FH &L £ )FE
RHEL9 VDIs

HiRHE R

B 7 OpenSSH BRS5E5 iR 5 H & 7 regre SSHion B9 CVE-2024-6387, ItiRAFEREZ §HRIEHIZ
BREEEBEEMRSHELPITEERRB , NA A OpenSSH #HITREBENRETRTER

B o

F RES, irEERERESELEINEN SSHH#ARBLREE , E2FVNAZRRENTM, B2, &
TR EABRIA AMI ( T REME ) RHEL9 FFTA RES MRAF A Ubuntu2024 VDIs ( ﬁuiﬁg
MERHE ) FRANER S SR EMEN OpenSSH RN,

XEWREIA RHELY 1 Ubuntu2024 VDIs ATEEHMAIA , EREEZEHREL M.
BXZRABHNESAT AT EXEHRT,

2 a9 kR A<

8 RES KRZ 2024.06 HE RS,

EWRE

Ubuntu RHEL9 MUbuntu#f &% T8 L2 REHOpenSSH4M T . AIMEA T AN R4S EERR
HATHRH.

MRS EH Ubuntu RHEL9 = Ubuntu VDIs , BATZIEIZB TEH PAT CH EASTING VDlIs i BB 3
T8E, EE3MER¥K VDIs , BRATEIIRE P AT CH FUTURE B9 VDIs# BAH1TIR4E, XL BAERT
WA ITHEI AR LU S A EH M A TEK VDIs,

T B21F% VDIs
1. BIUTHSRMEAFIEIMAER Ubuntu M : RHEL9 VDIs

a. *NTHIAREZEZE AWS CLI v2,

b. A#E RES WK MXEHEE AWS CLI , HBFREHBE KX S AWS ystems Manager iE1T
T Systems Manager R,

aws ssm send-command \
--document-name "AWS-RunRemoteScript" \
--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \
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--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash

patch_openssh.sh"]}'

2. BALEETHS NELRIEHNARERNEZET, BE “GwALER BIF , BEHHNS
T ID, REWIAFTAESRH IDs #H MK IHEE.

#NT &3k VDIs

1. ETEATHIARMANT X ( patch.py F update_openssh.patch ) , EEITHA T
T, <output-directory>BRANETB XK B FH RES HiE<environment-name>H &
o

® Note

- ZANTUER T RES 2024.06.
o X*NTHIZRZEZE AWS CLI v2), Python 3.9.16 SE & RA LK% Boto3,

« NEFE RES MK MXFHEE AWS CLI BlZ& , HAHREEE S3 NRKEA RES ¢l
BHF#EE,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. BIUT#THw

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
update_openssh.patch

3. HEAUTHSEMBIIEMINRER VDC 2 HIZRLM
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INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important

2B RES IR 2024.06 X E S R4 Z#FE4h fut VDIs ure. £ VDIs R4 E T 2024.06 #Y
RES R H &4 future , FE EEA LT RN RES FRAHEF 2024.06, EERAEH

(2024.04-2024.04.02) 1AL IAM RS R AKRKNE VDI 2B A E
XA B B

ENSASELTEAEBHEEMBENNROAEE, XERNETECIZREE , Boundary SEE YLK
PR IAMPermissionil 5tk IE# 0 BL4R1Z 10 H .

2RI AR A

2024.04-2024.04.02

BRI
FERUTSREBBASELTEWRRIALR : VDIs

1. ERHITEIARFANT X ( patch.py # vdi_host_role_permission_boundary.patch ) , 1T
Ta® , Bift<output-directory> NEFH A AR B % :

a. ZANTLGEA T RES 2024.04.02, IR EFERARRA 2024.04 =% 2024.04.01 , AT B3R
RAH XD HARERTEFTN S RFENIMEEFE 2024.04.02,

b. M T BIZARZEE AWS CLI v2), Python 3.9.16 RE &AL K Boto3,

c. IEPE RES Wk MXEE E AWS CLI , HEFRERE S3 NRXEA RES BN F#EM.
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OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY}/vdi_host_role_permission_boundary.patch

2. SMBITEHAITHAMIT XHENE R, BITUTHTEHT , <environment-name>F#RH
RES SRER A :

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. BEETUESGSELSNNEFEZERTESEIH , <environment-name>E# RES IMEH
HA¥, BT LU Amazon EC2 BB 144 & 1% 241,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

( 2024.04.02 B E R ) ap-southeast-2 ( &fE ) H#Y Windows NVIDIA 3E6I7F3E /3
)|

XA R

Amazon HlE & (AMIs) A T#E RES HE EERERENELKE (VDIs). B4 AMI #E —/x
BX ID , ZIDE#X MR, £ RES FEEH A T ap-southeast-2 ( 3&fE ) /33 Windows Nvidia 35
filEy AMI ID B BI FIEH,
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ap-south ami-0e190f8939a996caf east-2 ( EfE ) H&EiRYIH T LEXZHIBE EH AMI-
ID, ami-027cf6e7le2e442f4RiBF AMI ID,
APEZAEREIA ami-0e190f8939a996caf AMI BEIEHIEt £IB R T 4R,
An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The

image id ‘[ami-0e190f8939a996caf]’ does not exist

EYHERNIR , 2B ROIEEXH

. £ ap-southeast-2 XiZ & RES,
« £/ Windows-NVIDIA ERIAE 434k (AMI ID) B3h3EHl, ami-0e190f8939a996caf

F M R A
Fif8 RES M7 2024.04.02 R E R ARAEZ 2§00
ZE#E7E
LT EMERTE RES MRS 2024.01.01 £ T T

o AT IREEM A B4
« AMIID : ami-027cf6e71le2e442f4
- BERS : Windows
« GPU #li&m : RiFKR
- &/ FiEZEA/ (GB) : 30
- &N NTF (GB): 4
o AR B E Windows-NVIDIA 3L

(2024.04 %1 2024.04.01) RES B} % GovCloud

A B

£ RES MIBR T#EF T , UnprotectCognitoUserPoollLambda &= A EF#MIBRAY Cognito

PRI BRR3 . Lambda $11TH/E 3, InstallerStateMachine
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BT & ARF GovCloud XiE 2z B HIERIA AWS CLI A& FEZER , itk Lambda
Hupdate_user_pooli@A7EXiE A GovCloud &% M,

EFEZIRMER GovCloud XiFH K RES Bf 2BE| L T 48R

Parameter validation failed: Unknown parameter in input: \"DeletionProtection

\", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

EPZFERNVIR

« X/ GovCloud XiZiZfE RES
- B} RES 1k

2 M AR A

RES kr7 2024.04 1 2024.04.01

ZERE

LT &8RS E RES RA 2024.04 £#4T TR

« #TFF UnprotectCognitoUserPool Lambda
- mAMHIl : <env-name>-InstallerTasksUnprotectCognitoUserPool-...
o EITEFNRE-> $riE-> %&&{ “E1TH" Python 3.11->“RE"
« #TFF CloudFormation,
« MIER RES #4k-> BUHE P “REBZEREFTIR-> “BIBR"

(2024.04-2024.04.02) Linux Bl REEES R A EL T “RE” RS
XA A B

EFHHITRELEEFRBE , Linux EUSEAELSEFERE “EERE" RS
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SBIERE , S AWS ystems Manager T 2IE{TEMZEG S RLEHHN DCV «1F , 3 H vde-
controller CloudWatch B& (EAEAT ) FBRADLUTHFER : /<environment-name>/vdc/
controller CloudWatch

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

2 M H ARA

2024.04-2024.04.02

RER &

EMEFEE EERE RSNELSEE , BIITUTERE
1. MEC2 #%I588d SSH E#FI B EXEH,

2. HEXPFIEBITUTHT :

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

3. FEHFXHER.

BRI ENKEBIEFARE , FHITUTRE

1. ERHATHIARFIANT X ( patch.py # vdi_stuck_in_resuming_status.patch ) , iHETA T &
T, BRAEFHMHHE F - <output-directory>

@ Note

« ZANT SGEA T RES 2024.04.02,
« *NTHIARZEZE AWS CLI v2, Python 3.9.16 RE & MRALA K Boto3,

« HEFE RES WK M X E & AWS CLI , HEREIHAE S3 NREFKEA RES 221 1F
&

OUTPUT_DIRECTORY=<output-directory>
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. SMBITEATHAMIT XHENE R, BITUTHTHS , <environment-name>F R
RES F#E M <aws-region>B MM EE RES HI X1

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

3. EEHNRBIEHNINEN VDC #HI85%Hl , BEEITUTHT , <environment-name>Eit RES
BB

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 RERE/A) T3:E L “ SAMAccountit & BHEEXREFZRIEHRERFH
AD A

X /N A]
SSO BBELHEAMNIE (FH AD BSHEH ) /5 , RES B£E% AD A, EHEEEE CloudWatch
H& ( f£/<environment-name>/cluster-manager B&EA T ) £ AD BEF A E U T IR -

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~A(?=.{3,20}%)
DAL 1{2) [a-20-9. _1+(?<![_.1)$
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ZEIREHT RES [EZHAESUTERE SAMAccount AF & -

- BRAREENEN ASCI Z&, BF. AR (). FX% (.
AWERARE T IEENE - IRRE—IZEH
- ENREEFNMEENAR/ITRIL (B, . . o )o

A

52 S0 B9 iR A
2024.04.02 R E B RRA
ZEREE

1. ETEHNTBIARANT X4 ( patch.py F s amaccountname_regex.patch ) , HETHA T a8
T, <output-directory>ERNEFBHHE X :

(® Note

« ZANT PUEA T RES 2024.04.02,
« ¥PNTHIAZEZE AWS CLI v2, Python 3.9.16 B E & M4 K Boto3,

« HEFE RES WKk X E & AWS CLI , HHEREIHE S3 NRFKEA RES 22/ 1E
i,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. SMBITEATHAMIT XHEHE R, BITUTHTHS , <environment-name>F#n
RES INEN BT -

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch
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3. EEVMEINENERTERIN , HETUTHS , <environment-name>#i#tH RES K
HE . BT LUBET Amazon EC2 B4 A 4K 1HiZS2H,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \

--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 REERAE ) BT iHEEL2FHNFBALTR
XA |

HAFPMNRES MM THAANBEELENN , ZANKATES , %ﬁ*&?;ﬂv—ﬁ , XES
BZALTH. SRAPZHER THNBRATREL A |, IIRFKREIATE

Load key '"<downloaded-ssh-key-path>": error in libcrypto
<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

32 R0 ) A
2024.04.02 R E R4
ZHE 7
BATEWAERA Chrome TEEHR , AR X KBFZ M,

HE , TR ERANHEECE —INHT , ERlIHE----- END PRIVATE KEY----- BB — N
T----- BEGIN PRIVATE KEY----- , SREFH KL ZEA T,
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MEMIBIEEZFHE

WHREIRIEE (RES) AN ZEFEZMEA, RES FAYYYY.mm.patchiRAFR , HAYYYY.mmk
REERAE, YYWYRERFEMD , mAREMAD , patchRRIBEXFH. B RES RAEBE—IHE
# Support Life £3R BE (EOSL) , Bl +1 FYYYYHRZmmAR KRG —KR. #la0 , 2025.06 F#) EOSL H
HiR 2026 £6 A 30 H, £ EOSL BHHiZz/g , THRIZRARM# —THRFHEF,

MO EERAT ISP, tetdt, REERMEREE (YYYY.mm) o NTFREEE , BIH
T AWS R#EE , BLUER T AREE EOSL BARAS.

NRER—FERAFPMNATIRAZ B ZFRER (120, M 2024.04.01 E 2024.04.02 ) . EFEFAH
MWEE RES RANER , BFEEENZRIZRAN. ABRRETLFRIKHIVENZLER , RIEIL
IBH) RES %% up-to-datefRIFHHFRA

MRBETHRASEBEE L IFHEDLIE (EOSL) BE , BitXIARBERIFHAMA |, BURIEXS B F s
XM AR, BXHR RES WiFEMREA , BSHBINNE, MRENAREETARASFE
#:Bh , HEXER Su AWS pport,

MESIRIEZRE £k %5 (EOSL) B A
2023.11.x 11/30/2024

2024.01.x 1/31/2025

2024.04.x 2025 4 A 30 B
2024.06.x 6/30/2025

2024.08.x 8/31/2025

2024.10.x 10/31/2025

2024.12.x 12/31/2025

2025.03.x 2026 3 A 30 H

2025.06.x 6/30/2026
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R X 7= BA

B Amazon EC2 SRIBMEMNMNATEERANMNERKRERS ( XiwARS ) FANE. LEETRBE
NEE R B EX LG, Bt LAEH AWS Systems Manager Session Manager , B A FERE
RDP W& T2 % % Amazon EC2 £l , B R HFE RDP i AJif. MRFEZFANEZRKERS T
AE , M CALs MMM TIELEEmA MR ZEREAF. CALs EEERHHRENZER
HAFPUESWAEBIIMMAS |, TUNESE AWS Bl ( HE ) R3S, BXETTHRERE
R AEBIENEZNTTIENER , BZRELRNEREN LTS .

BERFERENAXEFHEEHTRMITN, &AXHF : (a) RESE | (b) KK AWS ZHEH ™= mAts

ML, WBER , BRBTEA , UK (c) FREHEXERNT., ARG A 5 8 E &S SR
AWS AWS = mIm RS “REHE" =#4 , FTHTEAEANEBR. BFRREZG , TieRATERE T

AWS &P EMTES AWS RS , AXEFREEZF ZEMEAPUHN—H7 , B FRaXH
AWS H 1T K,

Research and Engineering Studio AWS 21R#& Apache Bl E £ 1R EA Apache A RZR 2.0 Y%
FIRBIFAH
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RAriEmE

217

BREZER

B

20257 A

2025 £ 6 A

BESREEEDH changelog.md X#. GitHub

B
« RIhRAS 2025.06.01

A IhRE

« ERARSKEIA Python 8%E 7 EREZRHEEN
# /S 3h et E 0 VDIs BRiAE.

« #1073 Ubuntu 24.04 VDI #9323,

L3

e Infra =H , MR RS EIA Python AT BAF
& RES EXR ( lkAx&7F 3.9.16) , Ml VDIs
MEFEARSEERIA Python,

HiIRIEE

- fR7T disable_ad_join N ERH Windows
F Linux VDI & F[[)&,

o BRTARFNBEEN IAM KB NI B 45
EHBWR,

« KAmHRZA 2025.06

EEIEE

- ®INTX AWS GovCloud ( EEFRZP ) itk
X# X%

- T X goe SKHIZEB T,

o T NEALDE Linux 2023 J3 3h KE #L
KESENXZF,.

- 84073 6EA Rocky Linux 9 B EELRE
R2NEN X

o T IAM BRI BRNEEEEN X
o
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MREIRIEE

RAriEmE

B BX

WY M RES Ul AfiBRE ZRE X HREH
IhEE,

T M Amazon 83K VDI 5| S BEHTH
fE, CloudWatch

27 RedHat 8 fl RedHat 9 /& AA{KEEZH
g, VDIs

BX

g2/ T BEENRMEENLF VDI EHLEY 1AM X
PR o

ot T BB ENA VDI EHH 5SS TR
=

£ DCV X DynamoDB & WCU M 20 18
nEl 100,

HiRIEE

fERT RES F3:%|H Elastic XHRSEH T
ABRKY B &,

f#RT Elastic YRS RS HH RES
5 1A IR BB A (R R,

RT3 FE DCV BEALTFE D PEN
&),
BRTEFBEMEINERTEFHRE
VDIs it Xl 8s 8] BAR BR B & it R 89 R,
fERT AD FIZTE RER P MBAR , XH
X 98 25 ] BE 7T 3 I j37 Y 2] 7

BRT SFEEET RS VDI &1/ ]
B,

RRT “BHNELKE E K82 VDI
LEW A,

R T 7E /B ARERR BN T 22 AR T4
AR VDIs @&,
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B B

o FRRT B AMIs B THIBM RES MR
ZAH9 R

2025 £ 3 A « KMARA 2025.03

WEET —
- ZRAWA.
- HIBRIE .
© BAED AR

EEHNET —

- EXIEME.

o B4 () AMIs.
 BLi& RES-ready AMIs.
- RERE.

« BiE SSH iR ER.

- JEFBFEED.

2024 £ 12 H o KAHRA 2024.12

MEET —

- JEF B XES.

- BERENR.

o FoiE AR BT R G RN R,
- EiiE SSH i RHR.

- REIWS# Cognito AAF.

EEXRNET —
o INREIHR.
- BEFE VPC (it ) .
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2024 &£ 10 B o BHWMRA 202410 - BTN — X
- BN R.
- SEHXEHEXH.
- EREEAEEEN.
2024 £ 8 A o KAARZAS 2024.08 : NT XN — XiF
* F Amazon S3 F#EBE L ZEE Linux E#LR
HE £ %7 (VDI) 3£fl, ESHEAmazon S3
TR,
- BEMITMENR , — g RER | &
FEENIMEACNANBENAG, TS
3% X BR R BE o
- AF{EE : VETZBHEERD .
2024 £ 6 A o RFIRA 2024.06 — Ubuntu X3 , IB A
ERR,
- AF1ERE : B 818 ERIME
2024 £ 4 B KRAARAS 2024.04 — RESH R AMIs F117
=l ot
2024 £ 3 A Hib5R g & X, CloudWatch AERE.
FORERRA
2024 £ 2 A RARRAS 2024.01.01 — B B2E R
2024 £ 1 A RAMRA 2024.01
2023 £ 12 A GovCloud B 7Lk F1E
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