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AR AWS R4 H P HBHEE ?

® Note
Amazon Pinpoint B #EX B THBET RSN AWS REAFEE.

f&Bh AWS RRAAFEEHE | B IBEHEABANRBELEHEABAN , NMRSINAEFNAF, &
11323 Apple #HEX B HRS (APNs), Firebase =HE (FCM), LI #EEHE (ADM) M EEH#HIE,

hY

FH
- BEBERMEHAWS SLAFEEHENA,D ?
- AWS AR EERHIENIIAE

« i5E AWS R R FHEHIE

- XEAM%

EREXRER AWS AR HEEENASE ?

MRERERER AWS RAAFEHEHENAP |, RINBIUEEEUTEY ;
« REB— AWS IKF°

« AWS LR EEHIEAN

- QIEBNARERHEB#IERE

AWS LB FPEEHIARIhEE

B LT HEBARS ER 2 MHRE | UFEERBAREREHNARR

» Firebase Cloud Messaging (FCM)
- EREXBHRS (APNs)

BRERER AWS REAFEEHENAPE ? 1
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® Note

YRATLAER APNSs [6] iOS i&%& ( Hl#0 iPhone #l iPad ) £3%HE , A LA[E macOS &%
( Bltn Mac EieARBEFAMAE XYL ) LB Safari X HEFRIXE S

- BESHIE
+ Amazon Device Messaging ( ADM )

R AWS &L AP JHE#IE

R ERAREBRSHRNENFTEAR , TieRBEIEF S, CLIXERZ AP,
WO AERALTARAEERE AWS L HFEHEHIE

AWS R AP EEHEEESFS

ATRIENEE AWS EAAFEHEHIEREN Web 5iE. MRESEM AWS K |, WATLAMT
B AWS L AP EEHIAEF A AWS EBZEHA,

AWS Command Line Interface

EA ST shell FAHTSE AWS RESFHITRE, £ AWS Command Line Interface
Windows, macOS # Linux L# %, BXxEZELE AWS CLI, iEZH (AWS Command Line
Interface AAFFIERE) - BAILE {(BHSE) FKE AWS BLRAFEEHIEZAWS CLI 5,

AWS SDKs

MRER—BHRUFRAR , EERERARBEESHWENAREF , APIs MAREY HTTP =
HTTPS XX#ER , F AWS R#tE, ~HIRHB. HENHARR, XEFERHT BIRTESH
EAINEE , SINXERH#TNBLESR, ERERNLGEE RV, XEDRFPTRSEHANHK
R, AXREZER  FEHATHE AWSEHITHENTE,

X157 A %

AWS RELRAFEEHIEE AWS XiF E46E, BN, IR AEMNNS MK #EL, E80XiEH

AWS £ ZANTAX, XETTHXNYEVEREEREN , EEIFAE, KER, SHEHENS
ENRNMBEEREE—E, XETHXKSATRUFEESHTAMNTRYE | BARERTURARE
R D HER

R AWS R& R FIEE R 2


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/reference/
https://aws.amazon.com/developer/tools/
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ETHMEZEE AWS X3 , BSEHWIEE AWS X5 &9 0K 7] LLEE B # W B Amazon Web
Services —f&5ZE, BXBRRMH AWS RAAFPEE#HENEXEURB N XFH LR S
HIZk , ESHEFAH Amazon Pinpoint APl FIAWS RS54 in T 2L is T S MBS, Amazon Web

W

Services — S ZEBF A THREBANXIGHRUTANTRHXEKE , FS5H AWS £ EREMIZHE,

X35 7] A i


https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#pinpoint_region
https://docs.aws.amazon.com/general/latest/gr/pinpoint.html
https://aws.amazon.com/about-aws/global-infrastructure/
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wiE— AWS Ik

EFERAWS BAAFPEEHREMENNARFAEAHEBH 2 H , BMAMEIRE AWS kP EEEH
B IAM R, X AWS K Al AR F AWS ERREF N EMRS .

E3-

o SEMFREL AWS K

- SIEEAEEIHRINENAF

SEMEREL AWS K
MBEEH AWS IKF , BB TETBREKRIE -1,
E3E A AWS K

1. $TFhttps://portal.aws.amazon.com/billing/E AR
2. ZEBR®LMHBARE,

FEEME , REIEERRIERS  BEREABERENA —INRIES,

HIGEMET AWS IKF , LR BIZAWS IKFRAF —1 RAFERGRIZKS RHRE AWS
RS MRF. FAREREREK , FAAFIEERLRANR , A BRERARAFRKKTEER
AP HRRRNES

AWS EMERERELEERE —HBINB FEH. EaLABEAT8IE https://aws.amazon.com/FH 1%
‘R, EFEHEIKFEDHEREZNIKS,,

SIZEREELENRBYAF

EME , BRIPENZSE AWS IKF AWS KPR AP AWS IAM Identity Center , /5 A X SI2EEH
P, XEERT 26 root AFHITHEES,

R IREY AWS T 7= 48 A 7

1. i%#% Root AP FHALN AWS Ik~ BTl , UKFFAENSHER, AWS EEE4
AET-R L, HALHERS,

SEMERER AWS TK 2 4


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
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ERIMEABRAFRERIENEE |, B35/ (AWS &% AF#ER) HH Signing in as the root

usero.

2. RENBAFPBRZESHRIE (MFA),

BXEH , B IAMAFEETRHNN AWS K- BRAF (2416 ) BAEL MFA R&.

BIEEEER T E R A
1. J3 A 1AM Identity Center,

BXUE |, BSE (AWS IAM Identity Center FiFF1§8) ##Y Enabling AWS IAM Identity
Center,

2. £ IAM Identity Center 7 , AP R FEEIHRINR,

BXREA IAM Identity Center B & N S RNHE , 525 (AFIERE) 1AM Identity Center
B A B9 A BRIAREELEAWS IAM Identity Center F P 17 R4 R

UERERBRNRNAFSHER

EE S 1AM Identity Center A B0 %% , BEERSBELIZE IAM Identity Center i P BT &%
S Y BB F R4 3 41k A9 B 5 URL,

BXMEH IAM Identity Center AP Z2ZH#HE , B HAWS 2% AP EEFHER AWS iHE)|]
o

77 14X BR 40 Bic 4 EL At A P
1. f£ IAM Identity Center 1 , B —MXRE , ZANREFERE R A RIKAXBRAY R AEMWE

BXRUHA , HSHE CAWS IAM Identity Center A $8R) Y Create a permission seto
2. HMARSEE—ME , RAERNZESEE L BFZIHRNE.

B , H30 (AWS IAM Identity Center FAF#ER) ##Y Add groups.

BIZEFEE I RR A 5


https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/addgroups.html
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AWS LB FEEHIEA]

Eiﬁ AWS RERAFHEHEEREEY M ENNARF RS HEZEA , 88 T LMRHARN AWS &
LRAPEREZEOENNARFAISEENERE, SRENFKIIR T EERNEEBARE

« X Apple #XBEHARS (APN) ZiE |, S Apple FF A& XRFH “M Apple IREUNN%: 2248 #7122
48 ID” # “M Apple SREUR B IUEPR",

- BXTEH Firebase % A IREH Firebase =H B &% (FCM) £ , i5S 1 Firebase =EHE&
%o
- BXEER SHEE,
« B3X Amazon &%/ﬁ 2 (ADM) &Fiif , HZRIREUEIE,



https://developer.apple.com/documentation/usernotifications/establishing-a-token-based-connection-to-apns#Obtain-an-encryption-key-and-key-ID-from-Apple
https://developer.apple.com/documentation/usernotifications/establishing-a-token-based-connection-to-apns#Obtain-an-encryption-key-and-key-ID-from-Apple
https://developer.apple.com/documentation/usernotifications/establishing-a-certificate-based-connection-to-apns#Obtain-a-provider-certificate-from-Apple
https://firebase.google.com/docs/cloud-messaging
https://firebase.google.com/docs/cloud-messaging
https://push.baidu.com/
https://developer.amazon.com/docs/adm/obtain-credentials.html
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IR AR B A#IARE

EHEA AWS BAAFHBHEREHIEBA N , B4ALOE—NNARFHEBHEBANE,

(R EES
MARF

RARFRE AWS AR EEHERENERES. ZNARFEFHERN Amazon
Pinpoint K&, JEMRERE.

AWS RLRAFEEHEFEANIESEENR , ATX APNsE R RIETHH#ITMELSE, EAUMN
I&W Apple FF R AR IK P FRIREVZ X B B4R,

MRERUEBEN , WAWS HL R FHEHIEHERA T BN ERE APNsH S MEXBARTS
BRI, ERENEEERN , B LA[E APNs £FEFDEIRE KX HIE B

SEH#FE , EERATLTE, CRBERE—XBHDT , TANSEEST. £TLUTRAKEY
SEBHATSARARE. BXESEL , 51 Xcode BEIHE APNs £/ 5 ARIISIE5E
.

UE$

RIEHEXEH APNs B, “AWS RAFAFHEHIEX AT HTE MR TLS iE$H, APNs iE$H T
LEIRXFEFRENDERE | WA X EADEIRNE, B LM Apple FF & A B Ik FIREUZIE
+,

EHE-—FEEH. REXMERN , BXRACE—NES , ARRERMLS AWS REAFH
BHEUZITTHEBHN RN, BXEZEE , 5K Xcode FBIHH APNs A TLSEH 52
BfS.

TR

EEAEMAEEREZH  SFEEFRNEERFEILE. ARARPEPHNESEE , BSHAWS &L
AP HEHEAT,

(EE LIPS 7


https://help.apple.com/developer-account/#/deva05921840
https://help.apple.com/developer-account/#/deva05921840
https://help.apple.com/developer-account/#/dev82a71386a
https://help.apple.com/developer-account/#/dev82a71386a

AWS & R P E B X RAriEmE

Tz

BRUATHANEZNARFHERAEMHEARE, ExREE  GREERMANRAEFEHET, &
ARG B A AR HERIE.

1. ITFF AWS R R P HEHIXEE A |, Wik A https://console.aws.amazon.com/push-
notifications/,

2. ERSENARERF
3. ENAEFEMNTRANARENEN.
( Wik ) BB ANES RS A Apple HEABHRS (APNs ) .

s

a. XT Apple #iXBEARS (APNs) |, HiEEF “B A"
b. NTRIASHEIERR  FRFEUTE—&ED :
i. WMREERZPEIL , BRESEHN Apple FREBERKFAFPHUTEER, AWS BLAFEE
HEAEEXLEEEXRWES ARSI,
. B4 1D - DELBNZEEFLEAHN ID,
o WY IIRINFT - P ELAIER I0OS RARFH ID,
« HEIBAFRIREF - D ELAIREY Apple FF R A R IK P HBAKY IDo

- BRRIEF - HEESHRIEFARMNEN Apple FEARKF TEHH .p8 X
o

i. WMREEFUEBFIE , FRUEATER :

o SSLiE$ — &M TLS iEBM .p12 X4,
« UEBEDB - MREE@IEBDE TEB , BELAR A,
« IEPRE - ZREFANIERRE,
5 (W& ) RBUALESRIE A F irebase =HBZIE (FCM),
a. XT Firebase =HE & (FCM) , BEERE A,
b. MNFHRIASHRIERE | FEFRUATE—E :
i XNTHEEL (#EF) , EREEXM , AREEFEENIRS JSON X4,
i. XTFEAEL , FE AP ZHPEMALNER,
6. (H&k)RBUAESEREABERRIE,



https://console.aws.amazon.com/push-notifications/
https://console.aws.amazon.com/push-notifications/

AWS B E B % Ar s
a. NTEEZRMER, FEEBA.
b. EIRELAPI %4 , B AZK API 240,
c. NTHH , BRMALNER,

7. (W) RBHA®RSERE A Amazon BREEE.

a. XF Amazon REHE , BEE ‘BR"

b. NFEFID, B ALZNEFR ID,

c. NFEFNEH , BWMALHNEFIES.,
8. ERVIENARR.
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2 R A8
IO T SR A R,

1. T “AWS RRELRAFEEHIER" #2558 , Wik R https://console.aws.amazon.com/push-
notifications/,

ERTEBNHEEREIENNARRF,

( A% ) X T Apple #i£ B ARSS (APNs) |, 58] “B A"

( @i ) 3 F Firebase =HE &% (FCM) , BER “BA”
(A% ) NTEERME , BER BA

( @ik ) F Amazon I&REHE , BB “BA

1% Save changes ( REEN ) -

N o o bk~ Db



https://console.aws.amazon.com/push-notifications/
https://console.aws.amazon.com/push-notifications/
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RIEHEE

AWS A AP EHEMIE APl AT MEEMNREMRAFAERZHIEXBEL, AT ETENRBRA ,
SR T] LA A IX L R 5E T AWS SDK BT AWS A A Y EHIE AP RIEHEX B A,

BRI FERAXETRABET AWS HRAAFPEEHEIFENEMHIEBARS ZIEHEER, B,
AWS R AFEEHIATIFLITRE : Firebase =HE (FCM), Apple #HEBARS (APNs), BE
SHIEFT S #ig % 5E 2 (ADM),

BRER, BEFA7NRENESNRBRE , FSRABERH.

(® Note

LHIRB Firebase =H B2 (FCM) FRERIEHIXBHAT , FEAA “AWS RELAFEER
#E%E APl BHERIZBRS B GCM, B Google E2F 2018 £ 4 A 10 BHfZ1E T Google Cloud
Messaging (GCM) Bk , B2 , AWS A AFEEHIE APl £AHEENY FCM GCM BRF Kix
HEENERSEN , MRES GCM RFBEAZIREN APl RIBBH B %,

GCM (AWS CLI)

DT RBIERLZXEERE GCM HIXBEH, AWS CLitokenBR N IREN M — T
M61le3e3cdd47474c9c1399a50examplef& iy B AR FARIRA .

aws pinpoint send-messages \

--application-id 611e3e3cdd47474c9c1399a50example \
--message-request file://myfile.json \

--region us-west-2

Contents of myfile.json:
{
"Addresses": {
"token": {
"ChannelType" : 'GCM'
}
I
"MessageConfiguration": {
"GCMMessage": {
"Action": "URL",
"Body": "This is a sample message",
"Priority": "normal",



https://docs.aws.amazon.com/pinpoint/latest/developerguide/service_code_examples.html
https://docs.aws.amazon.com/cli/latest/reference/pinpoint/send-messages.html
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"SilentPush": True,

"Title": "My sample message",
"TimeTolLive": 30,

"Url": "https://www.example.com"

}

UTREIERLZFEEFEAFREIHRARIE GCM #HIXBH, AWS CLitokenBRNiIZTZHNM—F
M611le3e3cdd47474c9c1399a50examplelBI B AR FFRRF .

aws pinpoint send-messages \

--application-id 611e3e3cdd47474c9c1399a50example \
--message-request
{
"MessageConfiguration": {
"GCMMessage": {

"RawContent": "{\"notification\": {\n \"title\": \"string\",\n \"body\":
\"string\",\n \"android_channel_id\": \"string\",\n \"body_loc_args\": [\n \"string
\"\n 1,\n \"body_loc_key\": \"string\",\n \"click_action\": \"string\",\n \"color\":
\"string\",\n \"icon\": \"string\",\n \"sound\": \"string\",\n \"tag\": \"string
\",\n \"title_loc_args\": [\n \"string\"\n 1,\n \"title_loc_key\": \"string\"\n },
\"data\":{\"message\":\"hello in data\"} }",
"TimeTolLive" : 309744
}
1,
"Addresses": {
"token": {
"ChannelType":"GCM"
}

} 1

\ --region us-east-1

LA R~ BIfEF send-messages £ &% A FCMv1 SEEREMN GCM #HiXEH, AWS

CLitokenBi# iR E MM —hEM611e3e3cdd47474c9c1399a50examp 1 e &I B TR FHRIR
o

aws pinpoint send-messages \

--application-id 6a2dafd84bec449ea75fb773f4c41fal \
--message-request

{



https://docs.aws.amazon.com/cli/latest/reference/pinpoint/send-messages.html
https://docs.aws.amazon.com/cli/latest/reference/pinpoint/send-messages.html
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"MessageConfiguration": {
"GCMMessage": {
"RawContent": "{\n \"fcmV1lMessage\": \n {\n \"message\" :{\n \"notification
\": {\n \"title\": \"string\",\n \"body\": \"string\"\n },\n \"android\": {\n
\"priority\": \"high\",\n \"notification\": {\n \"title\": \"string\",\n \"body
\": \"string\",\n \"icon\": \"string\",\n \"color\": \"string\",\n \"sound\":
\"string\",\n \"tag\": \"string\",\n \"click_action\": \"string\",\n \"body_loc_key
\": \"string\",\n \"body_loc_args\": [\n \"string\"\n ],\n \"title_loc_key
\": \"string\",\n \"title_loc_args\": [\n \"string\"\n 1,\n \"channel_id\":
\"string\",\n \"ticker\": \"string\",\n \"sticky\": true,\n \"event_time\":
\"2024-02-06T22:11:55Z\",\n \"local_only\": true,\n \"notification_priority\":
\"PRIORITY_UNSPECIFIED\",\n \"default_sound\": false,\n \"default_vibrate_timings
\": true,\n \"default_light_settings\": false,\n \"vibrate_timings\": [\n \"22s
\"\n 1,\n \"visibility\": \"VISIBILITY_UNSPECIFIED\",\n \"notification_count\": 5,
\n \"light_settings\": {\n \"color\": {\n \"red\": 1,\n \"green\": 2,\n \"blue\":
3,\n \"alpha\": 6\n },\n \"light_on_duration\": \"112s\",\n \"light_off_duration
\": \"1123s\"\n },\n \"image\": \"string\"\n },\n \"data\": {\n \"dataKeyl\":
\"priority message\",\n \"data_key_3\": \"priority message\",\n \'"dataKey2\":
\"priority message\",\n \"data_key_5\": \"priority message\"\n },\n \"ttl\":
\"10023.32s\"\n },\n \"apns\": {\n \"payload\": {\n \"aps\": {\n \"alert\": {\n
\"subtitle\": \"string\",\n \"title-loc-args\": [\n \"string\"\n ],\n \"title-loc-
key\": \"string\",\n \"launch-image\": \"string\",\n \"subtitle-loc-key\": \"string
\",\n \"subtitle-loc-args\": [\n \"string\"\n ],\n \"loc-args\": [\n \"string
\"\n 1,\n \"loc-key\": \"string\",\n \"title\": \"string\",\n \"body\": \"string
\"\n },\n \"thread-id\": \"string\",\n \"category\": \"string\",\n \"content-
available\": 1,\n \"mutable-content\": 1,\n \"target-content-id\": \"string\",\n
\"interruption-level\": \"string\",\n \"relevance-score\": 25,\n \"filter-criteria
\": \"string\",\n \"stale-date\": 6483,\n \"content-state\": {},\n \"timestamp\":
673634,\n \"dismissal-date\": 4,\n \"attributes-type\": \"string\",\n \"attributes
\": {3,\n \"sound\": \"string\",\n \"badge\": 5\n }\n J\n },\n \"webpush\": {\n
\"notification\": {\n \"permission\": \"granted\",\n \"maxActions\": 2,\n \"actions
\": [\n \"title\"\n 1,\n \"badge\": \"URL\",\n \"body\": \"Hello\",\n \"data\": {\n
\"hello\": \"hey\"\n },\n \"dir\": \"auto\",\n \"icon\": \"icon\",\n \"image\":
\"image\",\n \"lang\": \"string\",\n \"renotify\": false,\n \"requireInteraction\":
true,\n \"silent\": false,\n \"tag\": \"tag\",\n \"timestamp\": 1707259524964,\n
\"title\": \"hello\",\n \"vibrate\": [\n 100,\n 200,\n 300\n J\n },\n \"data\": {\n
\"datal\": \"priority message\",\n \"data2\": \"priority message\",\n \"datal2\":
\"priority message\",\n \"data3\": \"priority message\"\n }\n },\n \"data\": {\n
\"data7\": \"priority message\",\n \"data5\": \"priority message\",\n \"data8\":
\"priority message\",\n \"data9\": \"priority message\"\n }\n }\n \n}\n}",
"TimeTolLive" : 309744
}
},

"Addresses": {
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token: {
"ChannelType":"GCM"
}
}
)

\ --region us-east-1

WMEHF fi ImageUrl eld BF GCM , pinpoint & ZFBRENKFEEN L
Epinpoint.notification.imageUrl , B4R , XHEA U ILEGFAHEA, EFEH
RawContent SURIIF BIEZ AR | 505G E 0 R ARFSER AWS Amplify,

Safari (AWS CLI)

YRATLAER “ AWS B AP EE A M Apple Safari M4 ¥ 8889 macOS BN K IZEE,
= Safari MWERAIXEE , XTEERKREEANR , BEXATEEEERABRT ISR EEME. I
It , A LAFE A mazon Pinpoint P EEET RS SRR EEENARNHEBHER  REEE
BRI HEREERKREENS.

(@ Note

FEMEA Safari web X K 25H macOS E1EAEMM A N EBMAIXHEER , WSKEMER
MNFEW, MIEM IOS ’RE (Bl iPhone M iPad ) KiFHEER , LAFEREMEHIELFN,

E [ Safari web X MERAIXEE , XAMEERKREEERNE . REEEERARMLME aps Xt
KRHPBE—Murl-args Hl. EE Safari web X MEF A AHEBA |, % url-args A RME
W, B , AP ITERNERRZIUESZN,

AR RBIER ZEEE [ S afari MERI MBS ZEBH., AWS CLitokenB NiR R M — &
M61le3e3cdd47474c9c1399a50examp e &l B AR FARIRAT .

aws pinpoint send-messages \
--application-id 611e3e3cdd47474c9c1399a50example \
--message-request

{
"Addresses": {
"token":
{
"ChannelType":"APNS"
}

}I



https://docs.aws.amazon.com//pinpoint/latest/userguide/message-templates-creating-push.html#message-templates-creating-push-raw
https://docs.aws.amazon.com//pinpoint/latest/userguide/campaigns-message.html#campaigns-message-push
https://docs.aws.amazon.com/cli/latest/reference/pinpoint/send-messages.html
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"MessageConfiguration": {
"APNSMessage": {
"RawContent":
"{\"aps\": {\"alert\": { \"title\": \"Title of my message\", \"body\":
\"This is a push notification for the Safari web browser.\"},\"content-available\":
1,\"url-args\": [\"\"1}}"
}
}
)

\ --region us-east-1

BXx Safari HEBHNEZEE |, HS 5 Apple FF A E ML LREE Safari #ix@BH,
APNS (AWS CLI)

BUTR RBIE R &5 E B R3E APNS #IXBH, AWS CLitokenB RN IRZEAIME—

k8. 611e3e3cdd47474c9c1399a50examplel&y R AR FARRGAME_ INVITATIONF}%HHE ¥R
'L/\ﬁo

aws pinpoint send-messages \

--application-id 611e3e3cdd47474c9c1399a50example \
--message-request

{
"Addresses": {
"token":
{
"ChannelType" :"APNS"
}
},

"MessageConfiguration": {
"APNSMessage": {

"RawContent": "{\"aps\" : {\"alert\" : {\"title\" : \"Game Request\",
\"subtitle\" : \"Five Card Draw\",\"body\" : \"Bob wants to play poker\"},\"category
\" : \"GAME_INVITATION\"},\"gameID\" : \"12345678\"}"

}

}
3

\ --region us-east-1
JavaScript (Node.js)

{8 Atk R BIES £/ Node.js JavaScript F189 AWS B4 A TEGREHEBEH, HROMRIZE
B2 1E Node.js JavaScript F 2% H B E T SDK,



https://developer.apple.com/library/archive/documentation/NetworkingInternet/Conceptual/NotificationProgrammingGuideForWebsites/PushNotifications/PushNotifications.html
https://docs.aws.amazon.com/cli/latest/reference/pinpoint/send-messages.html
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RAIEBREAEEFALZZIENGREENE AFNHEBANMARLRIZEHR. BXESZE
B , B2 Node.js F R AR IEREPHEF KAWS TES JavaScript FigEEIL,

'use strict';

const AWS = require('aws-sdk');

// The AWS Region that you want to use to send the message. For a list of
// AWS Regions where the API is available
const region = 'us-east-1';

// The title that appears at the top of the push notification.
var title = 'Test message sent from End User Messaging Push.';

// The content of the push notification.
var message = 'This is a sample message sent from End User Messaging Push by using
the '
+ 'AWS SDK for JavaScript in Node.js';

// The application ID that you want to use when you send this

// message. Make sure that the push channel is enabled for the project that
// you choose.

var applicationId = 'ce796be37f32f178af652b26eexample’;

// An object that contains the unique token of the device that you want to send
// the message to, and the push service that you want to use to send the message.
var recipient = {
'token': 'a@blc2d3e4f5g6h7i879k011m2n304p5q6r7s8t9udviw2x3y4z5a6b7c8d8e9f0!’,
'service': 'GCM'

};

// The action that should occur when the recipient taps the message. Possible
// values are OPEN_APP (opens the app or brings it to the foreground),

// DEEP_LINK (opens the app to a specific page or interface), or URL (opens a
// specific URL in the device's web browser.)

var action = 'URL';

// This value is only required if you use the URL action. This variable contains
// the URL that opens in the recipient's web browser.
var url = 'https://www.example.com';

// The priority of the push notification. If the value is 'normal', then the
// delivery of the message is optimized for battery usage on the recipient's



https://docs.aws.amazon.com/sdk-for-javascript/v3/developer-guide/setting-credentials.html
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// device, and could be delayed. If the value is 'high', then the notification is
// sent immediately, and might wake a sleeping device.
var priority = 'normal';

// The amount of time, in seconds, that the push notification service provider
// (such as FCM or APNS) should attempt to deliver the message before dropping
// it. Not all providers allow you specify a TTL value.

var ttl = 30;

// Boolean that specifies whether the notification is sent as a silent
// notification (a notification that doesn't display on the recipient's device).
var silent = false;

function CreateMessageRequest() {
var token = recipient['token'];
var service = recipient['service'];
if (service == 'GCM') {
var messageRequest = {
'Addresses': {
[token]: {
'ChannelType' : 'GCM'
}
},
'MessageConfiguration': {
'GCMMessage': {
'Action': action,
'Body': message,
'Priority': priority,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url

}
};
} else if (service == 'APNS') {
var messageRequest = {
'Addresses': {
[token]: {
'ChannelType' : 'APNS'
}
I

'MessageConfiguration': {
'APNSMessage': {
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'Action': action,
'Body': message,
'Priority': priority,
'SilentPush': silent,
'Title': title,
'TimeTolive': ttl,
'Url': url

}
I
} else if (service == 'BAIDU') {
var messageRequest = {
'Addresses': {
[token]: {
'ChannelType' : 'BAIDU'
}
},
'MessageConfiguration': {
'BaiduMessage': {
'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url

}
I
} else if (service == 'ADM') {
var messageRequest = {
'Addresses’': {
[token]: {
'ChannelType' : 'ADM'
}
},
'MessageConfiguration': {
'ADMMessage': {
'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'Url': url




AWS L& B P H B RAriEmE

i

return messageRequest

function ShowOutput(data){
if (data['"MessageResponse"]["Result"][recipient["token"]]["DeliveryStatus"]
== "SUCCESSFUL") {

var status = "Message sent! Response information: ";
} else {
var status = "The message wasn't sent. Response information: ";

}

console.log(status);
console.dir(data, { depth: null });

function SendMessage() {
var token = recipient['token'];
var service = recipient['service'];
var messageRequest = CreateMessageRequest();

// Specify that you're using a shared credentials file, and specify the

// IAM profile to use.

var credentials = new AWS.SharedIniFileCredentials({ profile: 'default' });
AWS.config.credentials = credentials;

// Specify the AWS Region to use.
AWS.config.update({ region: region });

//Create a new Pinpoint object.
var pinpoint = new AWS.Pinpoint();
var params = {
"ApplicationId": applicationId,
"MessageRequest": messageRequest

};

// Try to send the message.
pinpoint.sendMessages(params, function(err, data) {
if (err) console.log(err);
else ShowOutput(data);
1)
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SendMessage()

Python

SZIRG| , B EAT Python (Boto3) 9 AWS SDKAEH#EEE A, W REBRELEREM
B EiZ SDK for Python (Boto3),

WREIEBRELCEEERARERUNHREENE ARNHEZBHAMAZ L RZER. BXEZE
B , 2@ (AWS SDK for Python (Boto3) APl &%) iy &Eil,

import json
import boto3
from botocore.exceptions import ClientError

# The AWS Region that you want to use to send the message. For a list of
# AWS Regions where the API is available
region = "us-east-1"

# The title that appears at the top of the push notification.
title = "Test message sent from End User Messaging Push."

# The content of the push notification.
message = ("This is a sample message sent from End User Messaging Push by using the

"### Python (Boto3) # AWS SDK.")

# The application ID to use when you send this message.

# Make sure that the push channel is enabled for the project or application
# that you choose.

application_id = "ce796be37f32f178af652b26eexample”

# A dictionary that contains the unique token of the device that you want to send
the
# message to, and the push service that you want to use to send the message.
recipient = {
"token": "a@blc2d3e4f5g6h7i8j9k0@11m2n304p5q6r7s8t9u@viw2x3y4z5a6b7c8d8e9f0",
"service": "GCM"

}

# The action that should occur when the recipient taps the message. Possible
# values are OPEN_APP (opens the app or brings it to the foreground),

# DEEP_LINK (opens the app to a specific page or interface), or URL (opens a
# specific URL in the device's web browser.)

20
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action = "URL"

# This value is only required if you use the URL action. This variable contains
# the URL that opens in the recipient's web browser.
url = "https://www.example.com"

# The priority of the push notification. If the value is 'normal', then the

# delivery of the message is optimized for battery usage on the recipient's

# device, and could be delayed. If the value is 'high', then the notification is
# sent immediately, and might wake a sleeping device.

priority = "normal"

# The amount of time, in seconds, that the push notification service provider
# (such as FCM or APNS) should attempt to deliver the message before dropping
# it. Not all providers allow you specify a TTL value.

ttl = 30

# Boolean that specifies whether the notification is sent as a silent
# notification (a notification that doesn't display on the recipient's device).
silent = False

# Set the MessageType based on the values in the recipient variable.
def create_message_request():

token = recipient["token"]
service = recipient["service"]

if service == "GCM":
message_request = {
'Addresses': {
token: {
'ChannelType': 'GCM'

I
'MessageConfiguration': {
'GCMMessage': {

'Action': action,
'Body': message,
'Priority' : priority,
'SilentPush': silent,
'Title': title,
'TimeTolive': ttl,
'Url': url

21
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}

elif service == "APNS":
message_request = {
'Addresses': {
token: {
'ChannelType': 'APNS'

},
'MessageConfiguration': {
'APNSMessage': {

'Action': action,
'Body': message,
'Priority' : priority,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url

}
elif service == "BAIDU":
message_request = {
'Addresses': {
token: {
'ChannelType': 'BAIDU'

I
'MessageConfiguration': {
'BaiduMessage': {
'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url
}

}
elif service == "ADM":
message_request = {
'Addresses': {
token: {
'ChannelType': 'ADM'

22
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I
'MessageConfiguration': {
'ADMMessage': {

'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'Url': url

}

else:
message_request = None

return message_request
# Show a success or failure message, and provide the response from the API.

def show_output(response):
if response['MessageResponse']['Result'][recipient["token"]]['DeliveryStatus']

== "SUCCESSFUL":
status = "Message sent! Response information:\n"
else:
status = "The message wasn't sent. Response information:\n"

print(status, json.dumps(response,indent=4))

# Send the message through the appropriate channel.
def send_message():

token = recipient["token"]
service = recipient["service"]
message_request = create_message_request()

client = boto3.client('pinpoint', region_name=region)

try:
response = client.send_messages(
ApplicationId=application_id,
MessageRequest=message_request
)
except ClientError as e:
print(e.response['Error']['Message'])
else:
show_output(response)

23
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send_message()

H b B3R

- BXREEREBERNESZFES , S8 Amazon Pinpoint B F 1558 H #Y 61 2 #1518 AR R

HAR 24


https://docs.aws.amazon.com/pinpoint/latest/userguide/message-templates-creating-push.html
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kAR IEBA. it , Apple #IXBHARS (APNs) ELBH , RATHAELN. LA RIEZBA
Y, BWEIRERYHE RWIEA APNs,

& Android i & Al

&34 Android N T2 Fr 9 #E3X @ &N{E F Firebase Cloud Messaging (FCM) 3R &3% , FCM BR{X 7
Google Cloud Messaging (GCM), &% EIREN FCM &EiE , AASEF 8EME Android &% K% H#EX @

H, R, B LAERXEEIEAIE Android 1B /330 T BRI HEIE B AN REINARF. S LE
A AWS mplify XN EXEBASI RIBEXTHXLESTRNESEE.,

RIE Swift H#E3X @ 25


https://docs.amplify.aws/lib/push-notifications/getting-started/q/platform/ios/
https://docs.amplify.aws/lib/push-notifications/getting-started/q/platform/android/
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AWS Amplify Flutter X iSM“#IXBE" S0 THRTHIX LT RNESE R,

% & React Native #iX B4
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REELNIIESAEERANEEBARE,
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1 eIENAEFFHE AHEERE,

EE T LAER API, AWS SDK 2 AWS Command Line Interface(AWS CLI) REIZFZENARERF.
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« APNs 3I1& , i/ Apple #IZBHI RS [ iOS REFMWAF KIEEE,
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- BHEERE BEERZEABEARF,
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https://docs.amplify.aws/gen1/react-native/build-a-backend/push-notifications/set-up-push-notifications/
https://docs.aws.amazon.com/pinpoint/latest/apireference/
https://aws.amazon.com/developer/tools/#sdk
https://docs.aws.amazon.com/cli/latest/reference/pinpoint/
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https://docs.amplify.aws/lib/push-notifications/getting-started/
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https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
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KINZFEE © AWS RLERFERHR IR,

BEEXM & B R FA

MERRERFZIERT AWS REAAFEEHESSZN A EFIHMNAREFZE , Uk AWS R4 H
FEEH#EER— AWS X E M AWS BIRZ B EEZFRE. AT e FMCE 7 AR B 21 R
AWS LA FHEHIENMBRRERFA.

AWS RARAFEE#HIEER M EPisMNAREFZENRE

EEAWS RARAFPERHEERNE LN EFIRNNARF 2 REYIAEER , JUEA Direct
Connect, X fE#RREM 158 A #RAE AU S 4T SR B 4 1 4 Y P 4% 5 % E — /> AWS Direct Connect &,
AN — I E SN HE | B —%%EEE Direct Connect B HEE. BXEZEL |, 214 (Direct
Connect FAF$8R) H AV L2 Direct Connect ? o

NTHBYRLIEREAH AWS WRLRAFEEHIE APIs , BIENEEST API A AWS R4
FPHEBHZEER, AWS RAAFPEEHIAEREFHRFERAZEERS (TLS) 1.2 RESHRE. BF
kMM FEETLMEERE (PFS) WEBEMH , Hluniged Difie-Hellman (DHE) =5 i A4 & #h £
Diffie-Hellman (ECDHE)s AZEIMAR RS ( W Java 7 REGMA ) X FXLER,

WA, AFERGRZEA ID 5 AWS Ik # AWS Identity and Access Management (IAM) ZE3E A X
BB ILRIZANBER#ITER, HF , BAILAFEA AWS Security Token Service (AWS STS) &£ 5
I§Ef R 2 EURE R FER,

AWS RAFAFHEHIESHM AWS BRZBHRE

RNTRP AWS HLAFEE#HEER— AWS XEREM AWS FRZERES , BRIAERT ,
AWS AP HEHIEFEH HTTPS # TLS 1.2,
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https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html

AWS R4 AP HEE#IX AFiEm
AWS AP EEHEN SO MIGRIER

AWS Identity and Access Management (IAM) AWS fR$5 T #EIEE R T2 iR HIX AWS BIRY 5]
PR, |AM B B 2SI AT S 1T S/ RAE ( 2% ) MBI (BN ) £/ AWS LA EEHEER
Ro BAILAMEMA IAM AWS RS |, TEXFEATEA,

FA

- BX

- ERASHHITEHRIE

- EAXKEERH

- AWS BRLAFEE#ENAE IAM B &

- AWS BLAFEEHIENET S MK KR RHA)

o X AWS FL AP EHEX 54 M TR E R

Z AR
BRI EH H X AWS Identity and Access Management (IAM) Ri&H AR :

- BEAF  REBFTEBENEE  BMNEERLERNE (BESRT AWS S4B EEHE MR
5 18] 3 1T i BE HEBR )

s REEER  BEAPBRMNEHERINRESR (ESHAWS LA HEHIENME IAM Bl & F
A)

s IAM BEER . mEATEBRHRNRNERE (1BSHAWS SRARAFEEHENE T SO EER
Bl)

£ & 21T & IR AIE

SHRIERE AWS FRAFHEIEZBRN AN, BLTL IAM AF FH#THHRIUE AWS IKFRA
P, EBETEE IAM Ae# 1T ORI,

& LAME RISk B 54 RIVIEPH AWS IAM Identity Center ( 5120 ( IAM Identity Center ) , B RE X5
B EIE® Google/Facebook iE$ , ABXE F B R, BXREZNEZER , S (AWS &% AF
B PRMAEFEN AWS IKF,

MNFREHRE , AWS 1214 SDK H CLI KN FER#ITINELE. BREZER , F5H (IAM AR
M) FMERT APl ERAWS LE A 4,
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html

AWS L& B P H B RAriEmE

AWS K F root FiF°

BIEET AWS K7 , BESBE—1NEN AWS IKF root BFHNEREH , RSO AUZELHRIAERIR
AWS RS MR R, BRIMBENBWABRCERARAFEITEERES. EXFERAFRILENGES , BEH
(IAM FiF{ERE) RVEZERA S FIENES.

RE&5H

FERNRESRE , ERARAFERAESHREBNRS 5 HRIESE AWS RS A IEFER#HITH
Al

BRESHREXRBENDILE R, Web HHRMEEM AP Directory Service , & AWS RS FEHX
BEMRNERHTHEANAF. ReSORATREBRNZIIENAR,

BEAEHIFRME , BWWHEM. AWS IAM Identity CenterBEXEZE 8 , 51 (AWS IAM
Identity Center AP 38™) H I+ A R IAM Identity Center ? .

IAM AP M4

IAM AP RNENMNARRNARFEERENRN — 150, BUERAGNEIE , MIEEFKHPEIE
B IAM B, AXEZER , BZH IAM AFERPHNERARASERASHREFNRE S HKIE
F 88 AWS i A I B IE B 4T 5 0 o

IAM AEEE—4A IAM AP , ETERMENABRAF#ITNREE, BXEZER , H5H (AM A
FiEmE) B/ IAM A A RS,

IAM B

IAM AEREERENRNEH , TREKNFIE. SUEINASHRE IAM A (255 ) R
A AWS CLI 5t AWS API RERRAB R, BXESEER , BZH (AM AFERE) FHEEAE
By 5 %

IAM e TEREAFIER. G IAM AFXIR, BIKFER, BRS R UKRE Amazon EC2 L&
TRRRAREFFEEER. BXESER , F2H (AM BFEE) FH 1AM FEVEIKS R IRG R,

£ F SR = 7 ]

EREL AWS B el 2 RS EM IR AWS SRR FERZEFFHHRNR. REELTESHR
RRRKETNR, AWS EZERARH BRI IFEXLEBR, RSHEREELL JSON X1y AWS F&
XNiF@#EES. BX JSON KBXHENEZEFEER , 28 (AM BFERE) $#Y JSON Kk,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json

AWS & R P E B X RAriEmE

EERERARE , B E AN E AR BE 4 LS4 T PR RINT LR RS E WA NG R
4o

RABRT , AFNAERENR, IAM EERE IAM REFREFNBEEH , REAFTUE
EXEAE, IAMERKBEUNR , SHRITREMANG ELR.

ET 508K

ETHNNRBEEMMBSH (A/., ARNAR ) B JSON NRKM A, XEREIZH S5
BRATH ZRE, NMEFTRIITAREFLAZAETIT. ETHOMCIRET BORNKRE , 55
(AM FiFiEE) FNEATMEEARKE L BE X IAM RIR,

ETEMNIRBEALURARKKRE ( EZRAZNENFHP ) AEERE (OIS HHHIRILE
i) o BETHROAERERMAREKE 2 BRITER , H2H (AM AFERE) PHERERKRSE
NER R B 2 R AT o

ETHRAVKEE

E T HIRAVREEZ M NE R IRA JSON KX, P2 IAM BBEERKMN Amazon S3 1741
Kb, EXHETRARNKBHRS T , BRSEEATUERACIREFNBERRNGR. BL0E
E T RIFH RS P IEE £ 4

ETRFHNRERNM T ZRSFHRNEKERKE, ETREETRARNKBEHER IAM P AWS EX
B

Hfth R EE R E
AWS HIFHAIRHRR | XERBEXBTLIZBER DN REXERTFHRARR -
- RIBLF - REETSHORBTURT AV ZANBARNR. EXESEL , #5358 (IAM AP

) B IAM AR .

BRZ5 12 HI SR BE (SCPs)-ERIEEH A H R H AR KR AWS Organizations. BEXEZER |, &
2 (AWS Organizations FAF1§F) KRS = HI KR

- BREFHIKRE (RCPs)-REKF R ABRNBKEATANERE. BXEZER |, i55H (AWS
Organizations FAFER) I EIRIEHIZKE (RCPs),.

- SEERR -ERNACIRSAFURIGENSEN |, EASBEENSREK, BXEZER , BHS
7 {IAM BFPiEmE) PHSEFRRE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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S REERE

SN RBEWRBEEA T —MERE , ERORREMERNELIRE, BT HRES RS HRIEE R
W AWS BERBAWER , F5H IAM AP BTN ERBITEEE,

AWS A APFPEE#HAN[AE IAM BL& A
EER IAM BB AWS RLAFHEREN T RMNRZE] , BT H#EEL IAM hEEa A F AWS

RERAFEERE,

BALAE AWS R AP HEHEFERM IAM IhEE

IAM Zh&E AWS RLRAFIHRHEIE X
EF 5 BH R =
E T RIRA R =
RERE =
REEHR =
KRR =
ACLs )
ABAC ( BRI ) i)
F AR =
REAE =
REXEKAE B

E4E TR AWS RLRAFEEHXENEM AWS REZMAIEXRZH IAM HEERESER |, 535 IAM
AFEETE IAM B & FEHAHAWS RS
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS B8RP R Ak AP i
AWS BLBFHREENE T 578K
XEFETHOHRE : B

ETEMNNRBETMMEEZH (N IAM AR, AFASAR ) B9 JSON R RREE A, XLREE
EHIRFNA SR EMPSEA T BERRTHERE, BETHRNMGEZET HHHRE  FSH
(AM AiFfEr) PEAEFEEREERE LBENL IAM IR,

B IAMETSHNKRE , BRULEEATRELNRENRRUARAGFRIELIRIENZG, B
THETI1E JSON REEFREAMFIE R |, B5HE (AM AF#ERE) B8 IAM JSON FKEE T3R5 F,

AWS KL R FIHBHEME T 5 108 K i =5

EERET AWS REARAFHERHEESONERK R , B2/, AWS LA EEHEENET S/
R R

AWS A AP HEHIEPE T RIRN KR
TRETFRFNER : 2

ETRIFHREE M N BRAY JSON KM, ETRIFHRENRESHE IAM AGEEREMN
Amazon S3 FEMERE, EXHETRARNKBEHNERES T , RSEEATUERCIREFHNBFER
REVTAR. XS FTHEEPMMNRBEHER , RIEEIEEEET X LR RRATWLEREUAREFLZH
THIT,. BUFEETRENRBEHEEEE, ZERATUEEKS, AR, A2, BERAFZH AWS
e

ESABK/ER , SR UHENKSHEMBKS R AM XEEEAETRRNREINEE, B
XEZER , FEH (AM AFER) PR 1AM FEEIK S R IR R

AWS R4L R HEHIENRISIRE
TRERIRE 2

EIE R A LAER AWS JSON REERIBEW ARG RMT L. BRI , BN EEATLNF AR RINITER
1, UREMFARHETHIT,

JSON HEEH Action TEMA A THERE T RAFRIELLFHARE, EREPISHREARTR
ITRERIRERI R,

EEE AWS RAAPFHEHEREIIR , B5H (RSENSE) Bl “AWS LM IEEHEX
MHVERE,

AWS B R EEHENAS IAMBE6ER 36


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
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AWS &L FHEHEIE R REIREERERER U TRIR

mobiletargeting
ERBEMEAUPIEESTRE , BEMAESFHENRIT.
"Action": [
"mobiletargeting:actionl",

"mobiletargeting:action2"

]

EERET AWS REAFHREESHNRE RG] , H3H. AWS RLAFEEHEENET S HH
SR R

AWS B AP EEHIENERER
THEHRBER: 2

EE R WLAER AWS JSON REERIEEEERRIBEMF L, BRER , BN EETUANT AR FRITER
B, UREMFAZRHETHIT,

Resource JSON KB TEZEEEQHNAREN PRI IR, EAZESXE , HEHAHE Amazon
HBERAF (ARN) BBERR. WTAXEFERERNRWIEE , BERAEERRS ) BEREONATHER
Ro

"Resource": "*"

EEE AWS BAAFHEHERFREKRHATIR ARNs , B2 (RFENSE) Y “AWS L
APERHEEELKNAR . BT BEUERABLEREREESMRIRN ARN , FSHAWS LA
P OH B A TE AV RAE

EERET AWS REAAFHRHEESHNRE RG] , H3H. AWS RLAFEEHEENET S HH
SR R

AWS £ 48 F P 5H B HEE B SRS SR A R4
RHHETRSHRMEMR 2
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions

AWS L& B P H B RAriEmE

EE R WLAER AWS JSON REERIEEEERRIBEMF L, 2R , BN EETUANT AR FERITER
B, UREF ARG THIT,

Condition TERBENNRMEEFVMENIT. BALGIRERZEZEN (FlW, FFTHN0
T ) WEHRER , MERBPNFEEERPVERTE, EEEHME AWS 2R&ZHRE , F5H
IAM AFEREPHAWS £ 354 £ T XEHA.

EEER AWS RARPHBHERMGRIIR  FSH (REFENSE) T AWS LA HEHIESR
HER, BTHUUERFRGRNRENRE , B3 HAWS LR EBHEE L RE,

EEFET AWS RLAFHEHESNHREE RG] , HSH. AWS KLAFHEHEENET 5 HH
R R

ACLs £ AWS R4 AP H B H#IEH

*# ACLs : &

REFIFIR (ACLs) 2HBLERFEA (KFKA, AFRA® ) BNBRER, ACLs SETHIRM
REERL , RECMTEEA JSON B,

HH AWS B4 M B R HEIATEER ABAC
¥ ABAC ( EREHPIIRE ) : Bo X

ETEMENTERNRES (ABAC ) B—HRECKE |, ZRBEE TN EMERE URR, ERTEL
FHRZEMINE] IAM KR AWS IR , RE1RIT ABAC REUATEZERANGESR IR LHRET
B B 21T R4

EETHREEH R, BEEMFEA aws:ResourceTag/key-nameaws :RequestTag/key-name =
aws:TagKeys R4 EBERBNRHE TEZPRUFEER,

MRENMRSH TEMRBRREBXIEMEX =GR , WNTIZES , ZENR. NRENRSFN
NTHDFRREIESMBEX=AZMHR , MZENTD.

Ax ABAC MEZEER , B2H (IAM AIFiEm) FREA ABAC RAUEXIR, ZEEHIXE ABAC
SEHROHRE , wFSH (AM AFER) PRERAETEMBNTHRNREZES (ABAC) .

£ AWS 4 A EBE X P A IREHES

Y EFImAEILE ; 2
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html

AWS & R P E B X RAriEmE

B IE IR A AWS RIRRVEHIHRINR , H ERELEARE OB TRACH B3I EIEN.
AWS BUEHSERIGEHES , MARERAKBHRZRHA, BXESEE , H2H (AM BFE
) FHYIAM PRV IGRS R FEMER IAM B, AWS RS

AWS &R FIH B HEE RS BRSS AR
XEFERBEKXE (FAS) 2

HRFI2TE (FAS) A E A ZHFAINER AWS RS , Bt AWS RS @ T RS & HiERNE
Ko BXRAH FAS ERIFHEREFE , BEREREALE,

AWS LA P HEHEENRSAE
XHRSAS R

& AERHR—TRSFEE, KRREWTREN IAM A€, IAM EE R ATLTE IAM RO, SR
BREESAEE, BXESER , 2R (IAM AFERE) FHEIER AWS RSZERENEE,

/A Warning

EARRSACHNRATERSTYM < AWS RELRAFHEHIE" gE. REHE “AWS RLRAFEER
Hix RERXESH S RERSAE,

AWS AP HEHIENRSHEXAR
TREBSHEXAE B

BRSHERABR-TERSHEXEKN AWS RFRF AR, BSTURARKENTRENAR. KBS
BXAEHNELZNH AWS K |, HFEBRSHE. IAMEERTUEESEFREERSIEKA®
YRR o

BXREUBRFEERSHERACHEAEE , FSHEEES IAM BEEHANAWS RS, ERPERRS
HXABIFEE Yes Bk, EER %“H%J«)\EEVHERE’JHERW%EQKHO

AWS R FHEHIANE T & 408 K& =5l

RINBERT , ARFMACTNCESIEN AWS RLAAFEEHRERRER, EZFAPNMERRIITE
ERIRR |, IAM B2 R ] LBl 2 1AM KRE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS L& B P H B RAriEmE

BT RMAERXLRSE JSON REXHLIEET IAM BHHERE |, 56 (IAM BFiEE) P8
2 IAM K (#2F8 ) o

AR AWS AP HEEHEAE L WRENGRAE (2B ARRENER ) NEAER , FSH
(REENSE) Py AWS FLRAFHEHIENERIE, RBEMEZHEH". ARNs

£}

- RESEREK

- A AWS A RFIEEHEIAERIA
- AFAFERMITESHRR

R R fE SRR

ETEONKBRERBTEATUEENKS, T, HRIEMER AWS RLAFERHEERR, XL&
BRIETTRERSE AWS IKF =R, tIENEEETSHMRKEN | FEENATERMEIN

- FFHAER AWS RE R H RO RENBENR — BEFBOAFPNITERBR TR , BEANTS
ERAPIRTNRHAWS FHERE, SIEMRNRARTH AWS IKF, RMNBUEETELHN
EHRABIN AWS ZEFRERBRAE-TBINR, BXESZEER , BZH (AM AFERE) F/Y
AWS F£E R THERREERNAWS FHE R

- MARENR : EFEA IAM RERENRN , BRTFHRITESAENNERE. At , BEUEX
EREXRHETUUNBFERBRNITWIRE , SN RENRTFT, BXER IAM NANRRHESE
B, #EZH (AM AFER) B8 IAM R FIR.

« R 1AM SRRE AR Ay S 43t — S PR HIT5 R AN PR ¢ 8 AT LA [5) 5 B 7 BN S 44 SR PR I XS R RN A R BV 15 8] o
flan |, B LUREREZ M REESTER SSL KEMAEIER, MERFBERBEIBENSRE
AW, MBI AERARERE T RSFIEENTFRINER AWS BRS , il CloudFormation, BXxE
SEL , ESH (AM FF5R) 19 IAM JSON EMTE « &4,

 f£/ IAM Access Analyzer BiF&EY IAM REE , DUBERN BN Z MR IhEEM - IAM Access
Analyzer 2KIEF REEMIM B KR , LIBERRERFS IAM REIES (JSON ) M IAM HESE
B, 1AM Access Analyzer £ 100 ZTRBEREMAIRENEI , UHBBEREELS BINEEMREN
i, BXEZER , BH5H (AM AFEM) P IAM Access Analyzer BiE KB,

- FEZESHRIU (MFA)-IIR AWS IKFENZRFE IAM AFSRAF |, BEA MFA BIRE X
&M, EEEREA AP BENTFE MFA |, B MFA R4RMEIEN RS, BXESER , B2
59 <IAM A $ER) FRVER MFA RIP APl 514,

BX IAM AR REIRNESELR , H20 (AM AFER) #1 IAM R £ HEXEK,

ET 508 RA 40


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS L[ FE B HEE RAFtEmE
£/ AWS RL AP EEHEERSH A
EiFE AWS RAAMHERRREHNA | BXFRE - ARERR, XERBLARAFLERIIHASE

BEBAXAWS RAAFHEHIERFNFHAGFE AWS K. MRGBLXENRENRENHRHNE
TEHEORERR , FTHMT ZRBENKE (AFRAE ) | EH8RTERMPERET.

X FAREMA AWS CLI % AWS API WAIF |, @ FNHREKERFSNR. R , IR HRSHE
ZEMITH API REHE ER R R 1E.

NERAFPMACMNATUER AWS RALAFEEHIEES S , EFEEFAWSENdUserMessaging
AWS EERBEH MBS, BEXEZER , B350 (IAM AFERE) PN AR INNR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AWSEndUserMessaging",
"Effect": "Allow",
"Action": [
"mobiletargeting:CreateApp",
"mobiletargeting:GetApp",
"mobiletargeting:GetApps",
"mobiletargeting:DeleteApp",
"mobiletargeting:GetChannels",
"mobiletargeting:GetApnsChannel”,
"mobiletargeting:GetApnsVoipChannel"”,
"mobiletargeting:GetApnsVoipSandboxChannel",
"mobiletargeting:GetApnsSandboxChannel",
"mobiletargeting:GetAdmChannel",
"mobiletargeting:GetBaiduChannel",
"mobiletargeting:GetGcmChannel",
"mobiletargeting:UpdateApnsChannel”,
"mobiletargeting:UpdateApnsVoipChannel",
"mobiletargeting:UpdateApnsVoipSandboxChannel",
"mobiletargeting:UpdateBaiduChannel”,
"mobiletargeting:UpdateGecmChannel"”,
"mobiletargeting:UpdateAdmChannel"
1,

"Resource": [

myn
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1
}
1
}

RFAFEFMITE S KR

ZORBIGER T B R EE |, BLAAYE IAM AP BRI EAS SO NERNIEE R, R
DIEEEFE LR AWS CLI X AWS API B4R 5 TR LR ER AR

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

1,
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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X AWS &4 H PO B HIE B 4 #1583 17 i FE HERR
FRAUTEERSECHAISEEER AWS LA FHEHAR IAM B ] 828 2IME I [ &,
FB;

« REME “ AWS LR FHEHEIX” i TIRIE

o BRIEMINIT iam : PassRole

s REAFRIUNAMAFEIRMN AWS K “ AWS LA EHER#IX &R

KL “ AWS BRL M FER R FIRITIRE
MBERBERRTR | WABEARRTENMRE | W RXREH RIS RAT IR,

X mateojackson IAM AR ZRAFERAEGEHAEEEXREM my-example-widget BRIRNIFHAEFE. |
BEFHEEM mobiletargeting: GetWidget MRET , @& £ LT ROIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
mobiletargeting:GetWidget on resource: my-example-widget

FERERT , BNEFH mateojackson AFKIEEE , LAY mobiletargeting: GetWidget
BAEWRE my-example-widget &iRo

MREBEERE , ERREN AWS EER, ZFNEERRREHEFREIENA,

FEFRINAT iam : PassRole

MRERE —FEIRHEE , BHELTRHITIZiam: PassRolei@fE , M AT E # IR HY SR B LA S VF 80FF
AekiEs « AWS BRE AP HRHEIE.

BE AWS S A ERIIAEABKEL1ZRS , MAREIRMNBSALIRSHERAR, it ,
BB A LS RSHNR.

HENW IAM Al marymajor=ERARFIAE “ AWS LA HEHE piITREN , 2K EBL
TRBIER. BR , RELAMEFRFACHRTHNERT ATMITIHRE. Mary TEBFACEEED
AR S5 R BR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,

MREEERE , EHRRAMN AWS EER., LHEERRBHEFFIEMNA,
REAFRISH AR AWS 0K © AWS RLE R FHEHEE BIR
ZANUGR—ANAS  LEHMKSFHAFREALANARTUERZAGRTALHRR. £

BIEERESER , TURAAG., X TXHETRIFRARERHREHTIER (ACLs) WIRS , BN
158 P 3 L5 SR B 1) AATT 4R T 17 ) S8 B9 BR AV AR BR

ETHEZER , BEAUATHE :

- ETHRAWS REAAFEEHERAIIFXENEE , HSHAWS RLAFEEHE TS IAM B &
fFH.

- BETHRIMIEREXEHENTRAFRNE AWS kP | F55 1AM A EETR R EERE AWS
WP 85— IAM AP RE TG R RER,

- ETHENAEE=FREXNEHEROGRNE AWS IKF | E5H IAM AFREETHEE=5E
HiFEBR. AWS Ik

- ETHIMIES BHBRARIEEMBRNR , H2H (AM AFER) PHHILINTSHRIEN
B ( BRBESWIE ) BEIFRNER.

- ETHEAACNETRRNREHTEKSFHRZBENER , 26 (AM AFIERE) F8 1AM
F Y S IK P R R B

AWS BB EEHEZEN SN MR

ETHREBTRESMIURAEE , BSHAWS RS “REAIT KK DHEE"" , RFEFEEHERN
BHEMITR. AWS RS AX—KREE , BSHAWS &M HIAWS,

BRI LAMERATEE=SFitikE AWS Artifacte BXREZEER |, BSRPMW “THIRE” F/ “AWS
Artifact,

BHEMER AWS RS TN EATEBR T ENBRENHBME, RATANENBIRUARERNERNE
M. AXREBEEANNESARENESEE AWS S , FSHAWS B,

AWS &£ FPH B AR BT

AWS £ REMIRIERE S AWS Xif TAXHERN., AWS XiE RHS/MMERENRENTAKX ,
XEMTAXBIEER, SEHLENSETRHMNEGEE. MATAX , ZANRITNREETARZ
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BT Mt B S SRR A EBHNARFNRERE, ERAENENHSNEEH OEMIRAEMAL , T
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BXAWS X MU AXNESER , FSHAWS 2 IREM R,

BT AWS £ RERBIIN , AWS BARFBBMETRESTUNE , UBDEBENRER NS
BER.

AWS RARBAFPEEHEPHEMRREZS

ER—MREERS , AWS AR EEHIESZ (Amazon Web Services : Z&RBEMA) BEHPHE
RE AWS £IRMEZ LB F R

B LAMER AWS EXMM API HABEME R AWS RRLAFEEHIE, BRRANZEFEHE
ZEMPM (TLS ) 1.2 RESHAE. BEFRFHEXTNZHEETLEBIRE (PFS) WEBEH , flm
DHE (Ephemeral Diffie-Hellman) 2 ECDHE (Elliptic Curve Ephemeral Diffie-Hellman), KZ#IMK R
S (WJava7 RESRAE ) BFXLEEN,

Lo\, HAERTG RIS ID M5 IAM EAEXBRAORZER B BHARNBERH#TZEE, HE , BUUER
AWS Security Token Service ( AWS STS ) £ R If it Z £ FIERFTFERFITZEE,

B & AR R 20 AT

ERN—MIEERS , AWS BLXAFHEEHIET (Amazon Web Services : ZE2REMIAR) AR PHIHE
R AWS 2 HM B L2 RBFRF., XEKEZ AWS EEEBENRTEEANZLESNRER , L. ©
i, EFAMUEHAAREF ENEKFPNTRNEZEMEN, XERECEIMANE=AFZMIAIL,

REREXEK

£/ AWS S5 MIBREE (IAM) KPS AP BRENTRNR , LHROE. SR ERERVER
Eo T APl , RFRBFETE ., EHFIRE,

- WEE RFENEMNA (2BRELAC ) QI MEMNAF, TEFEH AWS REILEREERIF,

- BFSUAPRTERIEMENZENRE.

- /A IAM AERHEEER TS MNAFP R,

- BRI IAM FiE,
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NEHFEH, BEXEZEER |, S Amazon CloudWatch FF 15,

« Amazon Lo CloudWatch gs & gef 5z, FEMIBERBLSE EC2 EHIMHEMRIRN BEX
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E T EZEE CloudTrail , i5ZEAWS CloudTrail fF#ER,
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THRERENEH AWS K. BXESZER , BZRAEASHALIZFEF CloudTrail S,
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CloudTrail f B & 42 5 2| Amazon S3 Fi#EH. MRIERT , EEFEPCIRRIRICEKN |, HERER
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{
"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"mobiletargeting:CreateApp",
"mobiletargeting:DeleteApp"

1,

"Resource":"*"

}
]
}
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