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https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/how-control-tower-works.html#how-it-works-setup
https://docs.aws.amazon.com/controltower/latest/userguide/how-control-tower-works.html#what-shared
https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-with-control-tower.html
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IAM &3 1TihRE, BT LAER AWS Security Token Service ( AWS STS ) IfETEREHEIE , ©
FHE — B T B B Y B[R] SR B

A B AWS Ik B IAM 4R O0BEB AN ENHENR, SISV A THARSTEUIENA
ARKF , T UBEEECHNZBNZSESMRIE (MFA) BRAR , AT M3 ToANE
BiHENR. BLE MFA R , BAERARESE , IS HRIRENARRF , SO UEREHSE ,
f5la0i% %, YubiKey

IAM B 0EZEFRBAT S HIRMEE (IdPs) BWEXE , 120 Okta JumpCloud. # Ping Identity, &
REZER  BSRZEFNEHIEEE (IAM Identity Center documentation X4 ) . &3 553 IdP
BKE , B LlBERAEFEEAF BHRIE , RESEH IAM Identity Center B4 E M AREF R F G
PR, AWS ik F
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
https://aws.amazon.com/blogs/startups/how-setting-up-iam-users-and-iam-roles-can-help-keep-your-startup-secure/
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/supported-idps.html

AWS FSEHES EESEEZ AWS Ik

R{EXE

- BREEAFHRMBRNZEHESKE (1AM XHE) .

- REAMARNMABFREEKFHRNPR, £ IAM Identity Center & | S| RREHN ST ZEIEERY
¥, Bl BRAILAIRE, WS, HEN-mEEREIIEA,

- BE , REZEVRAA AWS IKF WA (BERAERZHENR ) URFZEHREN AWS KR
ADTFRENA, BNBWENBACAUATHEAE , WET R EEHAXEKN AWS K- FR
PR o

<prefix>-<account name>-<permission set>

o lgn , 33FH AWS-A-dev-nonprod-DeveloperAccess , AWS-A 2 —MNEI4R , KRR LK
BRI AXPR , dev-nonprod 2IKFHIE s , DeveloperAccess 2o BAZANNEE, NTF4A
AWS-0-BillingAccess , AWS-0 BIZRREEXNEMNMALMIFRIMNPR , BillingAccess &R
HNNRE, ERGIR , B THERNFRIENELR  RHAEPEEERKS B,

« MR IAM Identity Center SAZET SAML 89 1dP —2FEH , HEFZEER MFA , N AT LU
BETEHENHERRIES (ABAC ) NEMGRIESEM IdP %% Zl IAM Identity Center, XLEE
BT SAML iE Rk, BXEZEER , BERAEANEE R FZEHHEYE (1AM Identity Center X
B)o

¥ %18 IdPs , 52045k Azure Active Directory 1 Okta , ATLAfEA SAML M S Y B 43 IE 5%
2#& (amr) FHFAFH MFA RISEES IAM B0, ATHE MFARSHFEBRREEXE
IdP &, BXEZER , ESREMN IdP #IHE R XY,

ARJa , B LAE 1AM Identity Center H 8| A PR 52 SR BE Sk B8 T2 1 7] LATA M I8 /Y AWS BIR. HEBEHA
ABAC H#i5EE AT , IAM Identity Center &2 ERRIIMAFNEMELER IAM , LUEEXR
B ERER. BXEZEEL , SRR ABAC SIENPRERE (1AM Identity Center (4% ) o #nLA
TROIFTR , A LAER aws:PrincipalTag &4%#7 MFA S22 15 R HIF N,

"Condition": {
"StringlLike": { "aws:PrincipalTag/amzr": "mfa" }

}

EER A K

EATH  BREBEEENFENKSNALR | AFRELALAPUERKS, LIEN-—PEEL
PREMATHEREZEREEMNIKS, AIRE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac-policies.html

AWS HE RS EEDERZAN AWS Ik
AFEEUTHES :

- BELLENFEENKS

- EFBEN VPC iRE AWS Control Tower

- EMTERAEE

B E I8 S Bl F RV IK

FEANEB AWS Organizations , A ABER LT AN EENKSMAZHHAR, REHADNERK
FAaBUREREMKAMA, HZBRFAEERZESHN , ZKFSMEMAALR |, LN EREKF &
BHRAKF=ENFIERA. BXEZELR , BSREIE AWS K MASBRALMESRIEL K
B4 42815 ( AWS Organizations X4 )

(® Note

REGEANKF ISR EEMEAR DT , BT EBFZKSMALAR, RENKSRAEGEA
SRR, WEXTHEMNALPRER, MRENKSREROENS —NMANEEKS
T A7 PR T2 4R 4R

/A Important

MREFZRRENFENKEPNEATLERAHEARRES  WATAER AWS BAH
ERBRRE FXEFEEFHIL SRR R F#ERS (Amazon S3) i, FEEIMAA
LRBIE AT ERE. ERPMALLE , BFTERRIZKFNAEHE. BXES
B8 , BN EEMERABERREIRE Amazon S3 7R ( AWS RAFMERERIRE X
) o

RERE

s BRNBUEFAEENKS ( TESESE~TEME ) NNBEE BINAL LN FRIEN TR
£ > Prod 4R 847,

« BMIAMBRT , AANEEKRFAFNZBEMAZALNRAKFSEEEHENE, MREFEEENK
FPIAEEEEHEN , N ABAE KR IKF 42 OrganizationAccountAccessRolelAM £ & 3 6 & 12 ik
PEFRAZACHNER, EXELZER , BZRAEZ B AIKF OrganizationAccountAccessRole
i 8lZ ( AWS Organizations 3X#4 ) -
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_invites.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_invites.html#orgs_manage_accounts_accept-decline-invite
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_invites.html#orgs_manage_accounts_accept-decline-invite
https://docs.aws.amazon.com/cur/latest/userguide/cur-s3.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_create-cross-account-role
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_create-cross-account-role

AWS FSEHES EESEEZ AWS Ik

« WFEBEMAZALNETNTFENKS, , BFEFERAKF HWRESSE ( AWS Organizations X
), FEIANZKFRFEX LR,

EHFBHENX VPC ®{E AWS Control Tower

BATEWE AWS Tk Bid Y Account F actory B 1T#BLiE AWS Control Tower, &id {5
Account Factory , ] AE I 2K~ /B EIEA 5 5## AWS Control Tower ££/ EventBridge 3k
BB AWS IKF &R,

HIBRETNELFE R (VPC) iF AWS Ik , RELBIERERIANELFAE R (VPC). BRZ ,
LIRBIS Account Factory i EFT KBS , AWS Control Tower & Bz ELEFI/NN VPC, BXES
§8 , S HEAWS Control Tower F#EAR VPCs ( AWS Control Tower 344 ) » XEKE , BRIAER
T , AWS Control Tower /N #IKF VPCs REBLTRE M N ERIAE,

NEBEHEMBAENIKS VPCs AP ERFIN, FZABEERFEHHAARS AWS CloudFormation ,
f5lgnHashicorp Terraform=ZPulumi , RiZEMEEMIIN, VPCs&ERI B E X Account Factory i%
& , AB5LlE8IZH AWS Control TowerBl ERY H At VPC, BXUWHA , SR EE Amazon VPC &
& ( AWS Control Tower X#4 ) , RENMANTIRE :

1. BAES BB 7R 8 F MR,
2. W THEFMBRAHE |, £ 0,
3. EOIE VPC WX , BRATE X,
4. AKX , £ 3,

REREK

- BRSBTS P EZEENIRIA VPC, XA AP ERBEAUIEET A VPC BIER TEKF,
HFEAE EC23Rfl, BXREZEFEER , S FM BRI IAFMHAEIA VPC ( Amazon Virtual Private
Cloud X1 ) . &t LARLEE A T Terraform BIAWS Control Tower Account Factory ( AFT ) ,
B h i BRI 22 K = R ERIA VPC,

o TR > “HEAEERT) PEE— AWS IKF B4 d ev-nonprod BFTHRZ<. NonProdft &y FF
RINERFERKF, BXi%8 , 55 Provisi on Account Factory ik F*AWS Control Tower
AWS Service Catalog ( 3X#4 )

EHRHEEN VPC i&E AWS Control Tower 12


https://docs.aws.amazon.com/organizations/latest/userguide/best-practices_member-acct.html
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://docs.aws.amazon.com/vpc/latest/userguide/default-vpc.html
https://docs.aws.amazon.com/controltower/latest/userguide/vpc-concepts.html
https://docs.aws.amazon.com/controltower/latest/userguide/configuring-account-factory-with-VPC-settings.html
https://docs.aws.amazon.com/controltower/latest/userguide/configuring-account-factory-with-VPC-settings.html
https://docs.aws.amazon.com/vpc/latest/userguide/default-vpc.html#deleting-default-vpc
https://docs.aws.amazon.com/controltower/latest/userguide/aft-overview.html
https://docs.aws.amazon.com/controltower/latest/userguide/provision-as-end-user.html

AWS FSEHES EESEEZ AWS Ik

E B E FEFRHE

BEBRER LN FAEREREEREN™ MR ERNIRE AWS K. ERIBRENFMUSEHIEE
BKF, R BURERBHE (HIE, NiAH QA ) BEKS, . BRLFAN A CHAEIAERE A
CHEXR. AWS K/ BE , T RENMAFERKS KR , EFZFEUT=1ERE :

- PHEBESHM — RZEAREPES AWS RS TURR., BEMNMEHRENFTKE AWS K, MR
TEITEABRZEF-NKS , M—DNIEARER T K L BRSRE , M sE X E— K~
FRE - NIEMETEAETN, MREXE , BUEEENXIETEARSBTRNKS F, B
XEZER |, BESH AWS RS BREL (AWS —f&SE ),

o BARE  FIEABREIEZBHKSF , FEESERAMERBERIRE FEFKF R K,
HRASANTEARFEARD —NKFE , TUERARERBHEREMRRER. BXFIENESER,
BSERAAWS BRAINFE JAWS —f5E,

o EHEIGRMNER  ETEARKZR/N , BFEEZERNMAEE IAM policy , LABR HiIX K /= 22 R 89 77 6]
NR, BRAFPETEFTRFAFENIEAR. ERBRAR , AL IAM Identity Center £
SN ARE |, BEX A A S #9175 R AR

Kk

En
B

- EEER landing zone AWS Z Ik - KBS B &1 AWS Control Tower S5 ( AWS Control Tower X
)

- HIEBMAOIFICEKEE , BB RAMNEE AWS BiR, BUEARE |, AR, WEH], HREHH
AR ER BRHITDE. EXEZSERE , BERAFGICHRESE (AWS —ZE XH ),

s FEUKFABS SN IENRE. IRTIEABNERBIERSREA , WAIESBEIMERNE, &
AUSHEEESNIEARS A TRNIERRE , AWS K/ Al AR EEMERESES. EXES
BE , BSREREMREH ( RFEREI) X8 ).
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/controltower/latest/userguide/aws-multi-account-landing-zone.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html#tag-best-practices
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html

AWS FSEHES EESEEZ AWS Ik

B K 2R B AR 17 =] £ PR

ATNEEUATER :

« ITRXLEHEAEEER
- BIENRE

- BIENRLR

- BEEMANRR

TREX S HERNEESM

Well-Architect AWS ed BRIt —REMIZE . HARSTARAEERN , R MAMNERIL S K
RETEAENER. LFARARE SRR , SEBAERE , FNBIAMERER |, FTRELTFETRU
H[E /Y B FRo

HTATFEHNENQARARDRE , REARFHESMNABHEES N NAR, XEAFHEX AWS K
FHRENRARNENEIHFTDN, EELARNAR , MBEEFEERKENRNEL , FEXEZ
TRAPTERITEMENNRER. I 7THBRGSEE , &R LER AWS Identity and Access Management
Access Analyzer EE AP IAM AESSFRER 7HLENPR , NS EEBREMZ RAONR,

FEREFRLTHFHLEAENRLYE IAM BE0UEREE, XEEREANBENIEZ, BEANRBREREH
FayBEBCHNRRIGRNEBE. Fla , IRAFHNREERETSIERTN IAM 86 , NiZ
APl HBEENA AdministratorAccess IEERKBE IAM BE&FIEAENER,

—ERNFR IAM BERERHNETEARAAKNERKEK, XIMFENRIZ , XMEHABRRR
SRARB , RATLFFRBEERAE AWS BRSS FE -1 IAM B iEfE. FRABRER , BULUE
ARREANREF R, WX, EHMNEREHZEMRENAFET IAM FENR. BRRERG
FSFANRL R R H] (GitHub).

FFRIZE (DevOps) HIRA , BN FEHER , BEREESIMNET RAKN BBIRS HESNRAERF
BITREMZ BEEGTE, ETHEZAEF—MoLm BN, BEREDM B AR TR AT LAAS BY 3R
FB\. TERMINFEUERESHAXTHIE , MAXMRBEANESME. MR DevOps HBAAE
B BB RS FRIR AR | WIE A LUR A B A g 247 52 B TAERY B i o

BIENRE

B LAMER P REREE AWS K 7RI EE AWS IAM Identity Center, — PMYXBRER —H
EiR |, ATEBIRE — N2 IAM policy BB EIZA AWS K, HIBGNRED B4 AWS K
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/operating-model.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://github.com/aws-samples/example-permissions-boundary
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html

AWS FSEHES EESEEZ AWS Ik

Bt , IAM Identity Center 28| —/ IAM &€& , FFEH IAM policy MBI ZAG, BXEZER,
BRI EHEEMNRE (IAM Identity Center 3X#4 ) o

AWS BB Z 5l PR A EX AR RE,

B, S&AT LRI TREE
- KERPRE

« ARARRRE

- AFRRE

LT BRER AWS CloudFormation iR F B, BARBERKRBENER , HIREEH L ST
Hit{TAENX. B CloudFormation #IRNEZE LR , 58S HF I EREHM R ( CloudFormation
XA ) .

MK 2 A PR &=

Tt 25 A BA 5 A BillingAccessPermissionSet AWS Billing #3 &l &1 & 4R AWS Cost Explorer &Nk 7
BEERHBE,

BillingAccessPermissionSet:

Type: "AWS::SSO::PermissionSet"

Properties:
Description: Access to Billing and Cost Explorer
InstanceArn: !Sub "arn:${AWS::Partition}:sso:::instance/ssoins-instanceId"
ManagedPolicies:

- 1Sub "arn:${AWS::Partition}:iam: :aws:policy/job-function/Billing"

Name: BillingAccess
SessionDuration: PT8H
RelayStateType: https://console.aws.amazon.com/billing/home

FRANGNPRE
T 72 R\ fiE Fl DeveloperAccessPermissionSetif [A] JE £ 7= ik

DeveloperAccessPermissionSet:
Type: "AWS::SSO::PermissionSet"
Properties:
Description: Access to provision resources through CloudFormation
InlinePolicy: !Sub |-
{

T B AR PR &R 15


https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/gettingstarted.templatebasics.html

AWS FSEHES EESEEZ AWS Ik

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:${AWS::Partition}:iam::*:role/CloudFormationRole",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${!aws:PrincipalAccount}",
"iam:PassedToService": "cloudformation.${AWS: :URLSuffix}"

"Effect": "Allow",

"Action": [
"cloudformation:ContinueUpdateRollback",
"cloudformation:CreateChangeSet",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:RollbackStack",
"cloudformation:UpdateStack"

iF
"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app-*",
"Condition": {

"ArnLike": {
"cloudformation:RoleArn": "arn:${AWS::Partition}:iam::${!
aws:PrincipalAccount}:role/CloudFormationRole"
},
"Null": {
"cloudformation:ImportResourceTypes": true

}
iy

{
"Effect": "Allow",

"Action": [
"cloudformation:CancelUpdateStack",
"cloudformation:DeleteChangeSet",
"cloudformation:DetectStackDrift",
"cloudformation:DetectStackResourceDrift",
"cloudformation:ExecuteChangeSet",
"cloudformation:TagResource",
"cloudformation:UntagResource",

FRARRE
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"cloudformation:UpdateTerminationProtection"
1,
"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app-*"
iy

{
"Effect": "Allow",

"Action": [
"cloudformation:CreateUploadBucket",
"cloudformation:ValidateTemplate",
"cloudformation:EstimateTemplateCost"

]I

"Resource": "*"

}
InstanceArn: !Sub "arn:${AWS::Partition}:sso:::instance/ssoins-instanceId"
ManagedPolicies:

- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSServiceCatalogEndUserFullAccess"

- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSBillingReadOnlyAccess"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSSupportAccess"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/ReadOnlyAccess"

Name: DeveloperAccess

SessionDuration: PT8H

EFRRE

T 2 AR A ProductionPermissionSetif Rl £ 7=k, WWINREEEERMN. NEREFMNIH RN,

ProductionPermissionSet:
Type: "AWS::SSO::PermissionSet"
Properties:
Description: Access to production accounts
InlinePolicy: !Sub |-
{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:${AWS::Partition}:iam::*:role/CloudFormationRole",

"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${!aws:PrincipalAccount}",

EFRRE
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"iam:PassedToService": "cloudformation.${AWS: :URLSuffix}"

}
}
.
{
"Effect": "Allow",
"Action": "cloudformation:ContinueUpdateRollback",
"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app-*",
"Condition": {
"ArnLike": {

"cloudformation:RoleArn": "arn:${AWS::Partition}:iam::${!
aws:PrincipalAccount}:role/CloudFormationRole"

}
}
},
{
"Effect": "Allow",
"Action": "cloudformation:CancelUpdateStack",
"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app-*"
}
]
}
InstanceArn: !Sub "arn:${AWS::Partition}:sso:::instance/ssoins-instanceId"
ManagedPolicies:

- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSBillingReadOnlyAccess"

- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSSupportAccess"

- !Sub "arn:${AWS::Partition}:iam::aws:policy/job-function/ViewOnlyAccess"
Name: ProductionAccess
SessionDuration: PT2H

I MNRL R

MENRER  BUUBYRRLR. EHRRLRAR-FHE , REFEL Uit BHINERENEE
MR AT IAM B RRR, XL/ P REEMITRIEMRL R AR IRAE,

& LA1E AWS CloudFormation AR & R S , A EAFEREE CloudFormation
StackSets E|ZNKF, XEMTHRBESE —BREETENMNELAPBINEFIELEE, BXESER
Mi%BA , ESFER AWS CloudFormation StackSets ( CloudFormation 3X4#% ) o

LLF CloudFormation #RARTAE T —/ IAM B H 4122 T & UNRD A IAM KrE, & 0] LA F K
ENNHERSEBINALTHIFAERAKS

BB RIL R 18


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
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CloudFormationRole:
Type: "AWS::IAM::Role"
Properties:

AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
Effect: Allow
Principal:
Service: !Sub "cloudformation.${AWS::URLSuffix}"
Action: "sts:AssumeRole"
Condition:
StringEquals:
"aws:SourceAccount": !Ref "AWS::AccountId"
Description: !Sub "DO NOT DELETE - Used by CloudFormation. Created by
CloudFormation ${AWS::StackId}"
ManagedPolicyArns:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AdministratorAccess"
PermissionsBoundary: !Ref DeveloperBoundary
RoleName: CloudFormationRole

DeveloperBoundary:
Type: "AWS::IAM::ManagedPolicy"
Properties:

Description: Permission boundary for developers
ManagedPolicyName: PermissionsBoundary
PolicyDocument:
Version: "2012-10-17"
Statement:
- Sid: AllowModifyIamRolesWithBoundary
Effect: Allow
Action:

- "iam:AttachRolePolicy"

- "iam:CreateRole"

- "iam:DeleteRolePolicy"

- "iam:DetachRolePolicy"

- "iam:PutRolePermissionsBoundary"
- "iam:PutRolePolicy"
Resource: !Sub "arn:${AWS::Partition}:iam::${AWS: :AccountId}:role/app/*"
Condition:
ArnEquals:
"iam:PermissionsBoundary": !Sub "arn:${AWS::Partition}:iam::
${AWS: :AccountId}:policy/PermissionsBoundary"

- Sid: AllowModifyIamRoles

BB RIL R 19
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Effect: Allow
Action:

- "iam:DeleteRole"
- "iam:TagRole"

- "iam:UntagRole"
- "iam:UpdateAssumeRolePolicy"

- "iam:UpdateRole"

- "iam:UpdateRoleDescription"
Resource: !Sub "arn:${AWS::Partition}:iam::${AWS: :AccountId}:role/app/*"

- Sid: OverlyPermissiveAllowedServices

Effect: Allow
Action:

- "lambda:*"

- "apigateway:*"

- "events:*"

- "s3:*"

- "logs:*"
Resource: "*"

CloudFormationRole &, PermissionsBoundary & #fDeveloperAccessiX REHE R F LU TR :

« JEi¥ReadOnlyAccess AWS L EKEE AWS JRSS , AFPN AZSHARERS RiEFiHENER,

- APALUBE TR AWS B R BEAWSSupport i/ 8] Kk f#REY 1523261,

- BidAWSBIllingReadOnlyAccess AWS FEE K , AP X AWS Billing & 8RR EH R KRG R
PR o

- AP A LLUENAWSServiceCatalogEndUserFullAccess AWS FEE KBS M Service Catalog # it &7~
o

- AP AU R ER SR BE 36 U M £4 E 4E A CloudFormation &R HY B A<,

- B A CloudFormationRolelAM &€& , AP AT ARIER, FEH=MBREML app/ FFLH
CloudFormation 4%,

- AP AILAERA CloudFormation I, FE#ZMIBRI app/ FFLHY IAM A€, |
PermissionsBoundaryAM R & 7] B 1E I 2 AR EANR

- AFPREBESFEAXREELS#H AWS Lambda, 1 5i# EventBridge CloudWatch, I 55 8] &8 174
BR%% (Amazon S3) Simple Storage S3 1 Amazon API Gateway %R, CloudFormation

TEERTRIXAF (FIMFEAR ) MAERASRERPTENNRE. IAM AENNRIDAEKRR
TP R BT 1AM A

BB RIL R 20
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1. AP 1E |IAM B3 /03 1T & B 38E F B 4F | DeveloperAccessAM A€,

2. AFB3cloudformation:CreateStackigfEHEE CloudFormationRolelAM &€,
3. AFE3iam: CreateRoleiREH A €I % CloudFormation H IAM &€,

4. | PermissionsBoundaryAM ZRE&I R A T# 89 IAM A€,

) ~AWS Cloud

Management account

1@@0

User 1AM
Identity Center

Member account

L
v

x

DeveloperAccess
permission set

l

'
v

x

AdministratorAccess
managed policy

DeveloperAccess
IAM role

CloudFormationRole
1AM role

T

New I1AM role
CloudFormation [

—0

v

X

PermissionsBoundary
|AM policy

ZCloudFormationRole & & B K flAdministratorAccessE B X B , {EHF PermissionsBoundarylAM
KB , iZCloudFormationRole & & kY B MR 5% PermissionsBoundary R B #H &
#ZPermissionsBoundary5 KB 1E fo¥fiam: CreateRoleif L3I A BE S , MR R B FARER

BREFRELRAE,

EENANNR

B FEAMNERE., NPRILEFM CloudFormationRolelAM & &

R PRENE, X
o

BT LAIRFIFERE RS E
B TEEELAANAEMERBRNR , ARBERAR FHRENRNRZERERX

LEIMEREA

B UEARSHEXAR , ©0 AWS BRERTFNR , AREMEER. BULURRSRFNE , M
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall-rule-actions.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-fms-network-acl.html
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https://docs.aws.amazon.com/waf/latest/developerguide/fms-chapter.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
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https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/centralized-access-to-vpc-private-endpoints.html#interface-vpc-endpoints
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https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/environment-configuration-savedconfig.html
https://repost.aws/knowledge-center/elastic-beanstalk-migration-accounts
https://repost.aws/knowledge-center/elastic-beanstalk-migration-accounts
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-eips.html#transfer-EIPs-intro
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-eips.html#transfer-EIPs-intro
https://docs.aws.amazon.com/lambda/latest/dg/configuration-layers.html#configuration-layers-permissions
https://lightsail.aws.amazon.com/ls/docs/en_us/articles/amazon-lightsail-exporting-snapshots-to-amazon-ec2
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-copy-snapshot.html
https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-share-snapshot.html
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https://repost.aws/knowledge-center/opensearch-restore-data
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-owner-condition.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-owner-condition.html
https://aws.amazon.com/blogs/aws/heads-up-amazon-s3-security-changes-are-coming-in-april-of-2023/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-batch-replication-batch.html
https://repost.aws/knowledge-center/sagemaker-cross-account-model
https://repost.aws/knowledge-center/sagemaker-cross-account-model
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-fms.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-fms.html
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/consolidated-billing.html
https://docs.aws.amazon.com/cur/latest/userguide/cur-consolidated-billing.html
https://aws.amazon.com/solutions/implementations/account-assessment-for-aws-organizations/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-best-practices/welcome.html
https://aws.amazon.com/blogs/startups/how-setting-up-iam-users-and-iam-roles-can-help-keep-your-startup-secure/
https://aws.amazon.com/blogs/security/how-to-let-builders-create-iam-resources-while-improving-security-and-agility-for-your-organization/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/transitioning-to-multiple-aws-accounts.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/set-up-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/centralized-egress.html#best-practices-egress
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/centralized-egress.html#best-practices-egress
https://docs.aws.amazon.com/en_us/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/set-up-organization.html#organization-best-practices
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/billing-considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/resource-migration.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/network-connectivity.html#connecting-applications
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/network-connectivity.html#connecting-applications
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/create-landing-zone.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/add-initial-users.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/centralized-egress.html
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