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Steven Guggenheimer # Ananya Koduri , Amazon Web Services ( AWS )

2023 F 8 A ( XHEHLIEFH )

THELRBEXRUAIL? XR-—IMIENAE , BWSHEHALHNERAITHE. ERESH
ERMIEIERNEFRERIE,

BARGFBEFAR , ANALAREBRER LS K, XTHEARRER - , EREEAAT—NER?
BREZMEXERENME  ERNZBNAEEZ ? BE , AAHBEIRRERAS @R , DUFEEE
FEABBEENE N, FERERFNFERM (CI/ICD ) ERNKEES , EHE—EM, FZART
RENBEFIHUR , BEANFRESE,

CI/CD is the process of automating the source, build, test, staging, and production stages of the
software release process, and it is commonly described as a pipeline. Today, the cost savings and
speed of CICDEHLERSHALME T ENNME, BEEINXMHFTHEAEZS, LEEHBRAT
BEIRERAE) , FEAR-LRF , AGFEAHNR, WX, BAUEH, TEEEKR, KSHER
T, BEEZLSHITXEDTE , URBALERN,

ANHENBENERENHERTE CI/ICD REEWREMF L, ERET —HIERKTEEBEFNRE , HA

HARKXAWRERENE L@, XRENERRIE-—BMHR. AXRERESR , HRTHZEER
BREAN A THREEUAR YA EMIRERR. RMNBUESBFREERS , ME. BFHRBHEITH

o

B #5
SEHEAN SR R B B L AT A SR A TR E AR S -

- ME —£HCICD FEIRAUBRDSERM, BLIHEE , HRPFRERER., MITFIRENLSE
FENEBE, BXEZSER , BERABERTINILE . BIE—ETechAhead BEXE |, Z Cl/
CD REMEEMITT AT AT E20% et E ., BHFER.

« RASHDAE : #B3F Forbes Insight R% |, ‘o2 =WEEIAN , HEBRTHUEF XS FHAE BT
BEEPNEESEMNNE, SENTR , EEFWEAANEEXES D, " FRAHEE , B4
DGR HE T RETE EFERY AT ) time-to-marketS2 B3I 2K B AR HITESEN LS,

- HE — BE , 5SEMCI/CD pipeline is able to release software changes to customers within a few

hours. Especially in cases with quick fault isolations and small patch pushes, the CI/CDEEHBIF
FRETIMmERE (MTTR), BXEZEER , 53 Reducing MTTR,
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https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://www.techaheadcorp.com/blog/how-ci-cd-save-app-development-time/
https://www.forbes.com/sites/forbesinsights/2017/03/16/how-it-service-management-delivers-value-to-the-digital-enterprise/
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/reducing-mttr.html
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« % — %% Cl/ICD EEE AR REN TREA A RSFRBEANBROKE , NTIRF RKHBIRE,
£H83) ClI/ICD EEFRNZ2 BB THLAKBFELE, RSPMFERNANERNER.

« BERAR  SFRARTWUARRESHN R ANRIZHENIIE , MAREATRIERNES MNERE
Het , NS ENRS. ¥TAAMS  XERERBERNEMERS|IMBERRAS

- FHNABRE — FRARNVNMEBLSXNRABRAMIREFEES |, XEMGINEBRITHITU

i ( BrowserStack & XE ) , IAFTENK , MBRLESAMNLAZTHERR , AMHEIRZIX
BER. ENTRARRHKTXE , A THLEFRRBRALEFHE, RKEFRARBITHXESR
BT RmERERAE , AEFERRE.

- 4 P ANEFRFE-—RHerRNXERs. ER  FTEERESENERXARS, EALUE
A CIICD BEEEREARNRIITEY , MR KRE iR S HLAT R RIS BER 20
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https://www.browserstack.com/guide/what-is-parallel-testing
https://www.browserstack.com/guide/what-is-parallel-testing
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T # CI/CD

FEEMAFERMN (CICD ) RAFPITRUHERMERFAHHNIR, EXLERBRT , D CI/CD AT
RNEE, BEXNNEFERECANXFNFRAERBNEFTRENTER, N THEXM , EHEIX
EFRENTECHFTEFIME, FEMBENRBIRTUATREERZFRINEL , FTEER A4,

BT RIS R — ik CI/CD #1% , Rttt BN ERER TREXNNFEHE L %

Cl/CD automates much or all of the manual processes traditionally required to get new code from

a commit into production. A CI/CD pipeline encompasses the source, build, test, staging, and
production stages. In each stage, the CI/CD pipelines provisions any infrastructure that is needed to
deploy or test the code. By using a Cl/CDpipeline & , F X FIBA AT LASTRBHHITER , REXH#1T
Bz H AR ERF .

ERMEB—TFTEAX CI/ICD I , AEB Tt —LEEESLEMRES N ENTECI/CD. The
following diagram shows the CI/CDI EXFI5EZN I F o

CONTINUOUS
INTEGRATION (CI) CONTINUOUS DELIVERY OR CONTINUOUS DEPLOYMENT (CD)

SOURCE

Code repository

BUILD TEST STAGING PRODUCTION

Development environment Development environment Preproduction environment Production environment

Feature branches are
committed to the main
branch of a code
repository.

Resources are Multiple tests are Resources are The code is released to

provisioned in a performed, such as provisioned in a pre- the production
development unit, integration, production environment.
environment. acceptance, and environment, and final

performance tests. unit and integration
tests are performed.

Main branch

Feature ]\A“[ Feature

branch branch

Feature
branch

RXTRHEEX

BEENERDFEEPRT , W0 GitHub ) Git FiE, EF—IMEDIWARBENELR
R, AUETRGEER DX, SEERFHNETNED LEHER , RIS XEXRTETX
Fo WEDXKEFEERZIN LERE, AXEZEE , BEALERTNETETHE %,

RTHEER 3
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3. EUERRMASS , FRARQBIE—MAE D XN BFRAVALELER ( GitHub X4 ) ©

4. RIBFHHEITHEE,

5. YRMIRBHMEE  HeaaHIEDTXH.

%X F R

BFEXNEFRBRENEFRREERBHEPHT. BHRRDRITHRETERERTE. BF , £
—IMERZ-ATHELAGHITENR , AeBHRE, HENVKAELERRE , SMNEYERNRHNE
Ho ATHERNMMNZHFZFRNHRERETHER , ERMNEBWEEARAZDLR. EELD , IR
HEEEEMINFHTEN  EEFKREENSHE |, BIEFHE,

BEXRE

ELNBFERINBIBEUTHERES  NEFHENED IRBRBHFHEEIWEN R, F#
FERVERR MRS (1aC ) XHEBIR T ES NN BRIITHES. REMFEA 1aC XU HIERHIER |
BrAZIENFER 1aC REHIE |, #ial AWS CloudFormation X AWS Cloud Development Kit (AWS
CDK), ELNLTRIIE

1. BT
2. RIBYIE
3. BIRTEE
4. SRR

R E LM R HIEMERSUEAN AR, Wb B EIRFI R 2 aVRES , FRELH
ik, JEEME BN 7 B R IT 48 7 ST B4 CI/ICD Y1,

Cl/CD E&M i

HEBELTPLERINAELEHEZHNHR 2 TN EMERN K. B2 , BFZLEBHN AT
ERBEMIF X EHIEIT. AWS Deployment Pipeline Reference Architecture X 7 LA TR E KN
i

e Bl XENHHEASTHNAEFARD  URITIEMEREAFTATY. SELRBEHFEH
MRTE AR, 2 xilid T B REIEIE JUnitJest F py testo
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-pull-requests
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/cdk/latest/guide/home.html
https://docs.aws.amazon.com/cdk/latest/guide/home.html
https://pipelines.devops.aws.dev/application-pipeline/
https://junit.org/
https://docs.pytest.org/en/stable/
https://jestjs.io/
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o BN XL HBEI XN TIFEANRRER TN HRRIENAEFREHREEARER, SR
T BHRHIEFE Cucumber, vRest NG # integ-tests ( A F AWS CDK ) o

o WO - XN EHBEE X AR R ER TN AR IENAEFREFEAFER, BN
T B RHI2FE Cypress M Selenium,

o ZENE  XENMNREFARLET , MERAREHRIRARTEEET. RN TEN RS
$& Amazon Synth CloudWatch etics #l Dynatr ace & X ¥,

o MEENE LN HNELDEFRIENEE, HRAENAEFRESHREMEER , HHEREIENY
BEHITHR, MEENR T B/ RHIBHE Apache JMeter, Locust Fl Gatling.

o FIMENNS - EFRRREN | X LN NHEEARES | BURBIXRXE., AE , FEARE
R B B B 508 B R A [E R AT R . BN T E /YR BIBHE AWS Fault Injection Service #

Gremline
- BAMARRFZRENE (SAST)  XENHALSMRBHPREFELZSEMNITH , flln SQL *

ARBISHIAR & (XSS ) » SAST TEMRHIEIEIL T CodeGuruSonarQube, # Check
marxo

s PIANARFZENR ( DAST) : XLNHtBFRREBINIRHK pen Wik, ETLUREIRRE |, 4
ITRE N ARE R SQL SEAR XSS, DAST TEH REIGIE Zed HHLIE (ZAP) F HCL,
AppScanBXEZEE , 5ZH Penetration Testing.

FIEMBEEETH CI/ICD EEHMRESTARXEN R, ER , EXELNNABEZTETNHM
SAST Wizt , FX3 X ER T2 17 5 A = A58 WOl 3=

Cl/CD EE&#E#F

BRIFAWS HEEESELN , BEDNIRER CI/CD EEMN A TEMNE

- BIERE  EARRIFTLHFALEFHRERENTLENE, RMNBURBEVEARS , SaiEatE
WEE 1/DE 1 XKZ0E,

- ERBINRK . AEMBEBRANEFTBEBRE, BRNBVWRBEENFERARS  FHBHRRENERER
BEAMRZE,

o FIHFEEIERTE (MTBF ) : NI EL B EIBESLZ 2 AN FEntE, RINBIOEERT
BEEH MTBF, BEXEZEE , 5 M Increasing MTBF,

- EIHRERE (MTTR) : NEELEHE T —MNRIIEL B3 2 BN F90tE, BIMNBRER
ATEEEM MTTR, BXEZER , iS5 Reducing MTTR,
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https://cucumber.io/
https://vrest.io/
https://docs.aws.amazon.com/cdk/api/v2/docs/integ-tests-alpha-readme.html
https://cypress.io/
https://selenium.dev/
https://www.dynatrace.com/monitoring/platform/synthetic-monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://jmeter.apache.org/
https://locust.io/
https://gatling.io/
https://aws.amazon.com/fis/
https://www.gremlin.com/
https://owasp.org/www-community/attacks/SQL_Injection
https://owasp.org/www-community/attacks/SQL_Injection
https://owasp.org/www-community/attacks/xss/
https://www.sonarqube.org/
https://aws.amazon.com/codeguru/
https://checkmarx.com/
https://www.zaproxy.org/
https://www.hcltechsw.com/appscan
https://www.hcltechsw.com/appscan
https://aws.amazon.com/security/penetration-testing/
https://pipelines.devops.aws.dev/application-pipeline/
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/increasing-mtbf.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/reducing-mttr.html
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XEIEFR A LA B AR IR R E LT 522 CI/CD M E, BAMNSEHANFEERERFEBRNIZZ
FARTLTF NI, FTREAR , EETRBAMRNBRMERERR K,

EENREILE , RE, BANZBEEEMEINFAZNEE, REBR , DRKIVME, HXH
R, B CI/ICD EENERZEXKNEDT 3 /Mat. MR-DEARITHREARBIERREN 5.2 X,
WERNMAESRILVBRE—R. EZARNRENEZRE -XHEEREGE , HUUREEZKFEHR
A, NEEARMEARFBIEXREANNELER |, o FmE g1 e &t E B Ar.

R



AWS ABHES i# ClI/ICD £/ : fRNEEREBTERE CI/ICD?

Cl/ICD BN TR 2B Z K

C/CD EEMfAETETHIARIFERE , EXMNITERED , FRARNENNEFEATESX
(RET ) F, ZOXBETRELEER CD HoHENMNAN, CIUCD ZITFEREENRT Gitflow
THERE , EPNFRAR B XBIRBIUT DT, EHSALKF | Gitflow IARR —FHRITHRA

??:%U%ﬂ%%)’ilfo BR 6 eWUERIANNREEN , EEKE CI/ICD BEERTREEF KM,

NFEFZHLAME , M Gitflow TERBEETETHIERENRRERTR , SHENEIBIE
REFRE , NMREZERE CI/ICD, FTAAH , EMNNELNARB BRITEREBNRELRR , FE
BEBIECHNTERS. €8 Git TEREFANER , AR THRERAIBRIERENUTAFEREM
2 -

. M

. RITI

- &M

N7 ERRIRFNAEEPNIBR Git TEREBRR , LERMNER—T Gitlow EETETHIANKA
o

Gitflow 73 7&

THERER Gitflow T/ERTE. Gitflow FEFEAZS N D RN BESNMNTRMANRB, B itRIEXR
REANFNEREGRNARFER , MAXARDMNYEREAVRKBHRETF L, EFETHEEETLE
FIheesr &R B HY |, 1B Gitflow BRIANE L IHEE,

Gitflow 3% 7
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branch branch
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i integration testing |
e e e o
Development
branch
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| Scheduled |
| releases |
e e e e e e e e
I :- __________ 1
i I
_— . Un!t and . ——>  Preproduction environment
i integration testing |
S
Release 0"
branch R B |
| Unit and .
. . . |
I integration testing |
e — = I _____
Hotfix Production environment
branch

Gitflow T ENEGRZ—RMARFHRREBETEL ., EE Gitflow SEHEF , FFRIMERIR T RIBH =

BPRAS |, M4~ MAEFRENREEREMRAN KB ERS.

HEFRERHREN  FARESER , RANRFTRERRMHIIE , FRARAERANKBE
REESHEEFHER, Gitflow LEXBERN A XREREIEF. MR DX EIBEIEFD
X, REEERNFBIN LRHE, BHEFIXBEEEHRTRD X , MERBERIERN.

Gitflow 3%
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THERETETHIFERE, EETETHIHERES  FRAREIED XPARBENN AN
B, AEHREEREHIETXH. R, BRINFRED IWREITFT R, MEFMEFHE, 8N F
Bz B @MaITE TN MERN

I I

Feature Feature
branch branch

| |
W e

i .
X Unit and I :
0]:8 | integration testing :—)- Development environment

Main branch

| Unit and !
| integration testing |

Production environment

ERLTHERE , FEREHETHRNREE, LERRIFTEBIEFIX , ANEAUEESX
PREENR , MLFRERRTNIIE. HEAREETSIIERE, RERBABRTURS, X7 AH
BB HEEM N CI/CD EEBRINKIR , ZEETAEEEFHAMAHEHR B3N HMEBEENABDE,

ETETHAE 9
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FMFZFRAGZFABHIE , —XRBEREN TR EHIEHNA ( American Scientist 3
B) , - 1MEUEKNBIMRERSIREBRE , SHEETINER. FRAGBEXAI#ITEE
REUKREHBRER,

BERFTRRA , 2FZFHAESNIRE  XRANMMRA, BRNREXBAMXRAR T KB R
BRzATEMEE, MRIPRAPHRATXRAPXEHIANER , BLAE-—NERBR2NZHAE,

FHHEBFNZEANRKRA , FEMMSRUANMUNNREA, XA TRHMENNRAES LRFRHNR
Ax2MEN , TERENUHERTRAEN, MEREEKX , £ LEERRIRIEH TR
Ko MAEN , MRRBEEFEESHREPRY , RNTEELEMNRRPRYK , IEECTHRKIZEE
ERAEF . BRENMTANR—IZNESNMNE (MFENRFRIEFHREERS ) RERSHER
Ho XMNPRTEMY,

EM5EE CI/CD REN BIBRRERAFE, ERETETH I EFRERRTEM | JLFTLUH
MEIEFNER, EETETHIERES , AR 28 LHIEETHER,

£ Gitflow 773574 , R EFEERFZI LERHTRE , BREFMEFRSXH. I2REBZEER
FUERRRAER. BER , 2B EFREERBENRAEFIRSTH RN AN, BEZEHME
FREEFHRERERET , SEEF R XPHNRANDEREN , TR EAEE, HTEETH
ENBINEFBEEIETF , BEXSSHT RARATRRFANNNEZ R EZEIEFEREERTT RHF
B, BEWZHRT , XARSBEFRRES , FREF KRN SARBEM,

R RENER , IRERBRER , SUERRRE T EUBIRRS. NRBENEAERENMNE
—BREFEHEL. HEFHEFEIHARBEN |, BEHNZBESBNELHIT, SEALSTET
BROREML 2L TRTMERTEHTNREEE TUZBEAIT. AT TERENSIENRERIR
BAEFHRREIRERAR , HEEY Gitflow AL XEHRER —HARET ATLERKE.

ETETHENEHRES

EBRIERES , FRAREEFRNNARFRESTRESSMNERBRAEFNRRHIEE , MX
FERSHFEBIEFNERZ —. £AFHRRENMTRBRRYGITHEAFNTLESL , REEIILIUED
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=, SEEH CI/CD REEITMAREBTILE , NMIRE T REM. 5 , FE&R CI/ICD B —1X
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https://www.americanscientist.org/article/understanding-the-butterfly-effect
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https://litmus.devops.aws.dev
https://docs.aws.amazon.com/cdk/api/v2/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
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https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/continuous-delivery/
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