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--Creating the server audit

use master

GO

CREATE SERVER AUDIT [Audit-<<servername>>]

TO FILE ( FILEPATH = N'D:\rdsdbdata\SQLAudit', MAXSIZE = 2 MB, RESERVE_DISK_SPACE =
OFF)

WITH ( QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)

GO

-- Enabling the server audit

ALTER SERVER AUDIT [Audit-<<servername>>] WITH (STATE = ON) ;
GO

BIETRENE

BIBRGSEFITE , BAUEAUTRBAURBRSH[FITASE , LIERRESHFREH4. HIBREE
REBFITHRAERENAR., BXI1BX. SEMRE , S5 Microsoft SQL Server X%, A TH
SBaFITAMNBERRE , HRERSH/NRWAUE, EXFMMPIER. BXREESIR , 1S5 Microsoft
SQL Server X4,

--Creating server audit specification

USE [master]

GO

CREATE SERVER AUDIT SPECIFICATION [Audit-Spec-<<servername>>]
FOR SERVER AUDIT [Audit-<<servername>>]

ADD (FAILED_LOGIN_GROUP), ADD (SERVER_OBJECT_CHANGE_GROUP)
GO

--Enables the audit

ALTER SERVER AUDIT [Audit-<<servername>>]

WITH (STATE = ON);

GO

BRI LERAUTRBBRIEEZBEERSHNBEETITIE. RHIFIT INSERT BE, BXiE
k. SBAEZ R, 5 Microsoft SQL Server X4,

--Creating database audit specification
USE [<<DBName>>]
GO

CREATE DATABASE AUDIT SPECIFICATION [DatabaseAuditSpecification-<<DBName>>]
FOR SERVER AUDIT [Audit-<<ServerName>>]
ADD (INSERT ON DATABASE: :[<<DBName>>] BY [dbo])

BIEFEAE 8
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https://learn.microsoft.com/en-us/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-actions
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WITH (STATE = ON)
GO

EEFRAR

FRAUTERNEEFITAL, FiItAELREBEREERFH , EE2FH E£ZF Amazon S3, IR
&7 SQLSERVER_AUDIT &I /5 AR & , Amazon RDS &8 X ¥ ARE XX D:\rdsdbdata
\SQLAudit\transmitted,

IBE ] LB LB E N D:\rdsdbdata\SQLAudit\transmitted\*.sqlaudit R&EEFR
BN HRFPEITIER,

--Viewing audit logs

SELECT k
FROM msdb.dbo.rds_fn_get_audit_file
('D:\rdsdbdata\SQLAudit\*.sqlaudit"
, default
, default )
--Viewing audit logs in retention folder
SELECT k
FROM msdb.dbo.rds_fn_get_audit_file
('D:\rdsdbdata\SQLAudit\transmitted\*.sqlaudit"
, default
, default )
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- FHBEHIK : 528 Amazon RDS R4 #9 f§F FA E BiE R

- C2 WitERXSH : iH5S 1 Microsoft SQL Server XRHEY c2 audit mode Server Configuration
Option,



https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.html
https://aws.amazon.com/blogs/database/set-up-extended-events-in-amazon-rds-for-sql-server/
https://aws.amazon.com/blogs/database/set-up-extended-events-in-amazon-rds-for-sql-server/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-cloud-watch-events.html
https://learn.microsoft.com/en-us/sql/relational-databases/track-changes/track-data-changes-sql-server
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.CommonDBATasks.CDC.html
https://learn.microsoft.com/en-us/sql/database-engine/configure-windows/c2-audit-mode-server-configuration-option
https://learn.microsoft.com/en-us/sql/database-engine/configure-windows/c2-audit-mode-server-configuration-option
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