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BHEEERRYMER A PLREBEXANELPLREEN,

DATIEE VPC MEMHILREER | AT VPC i BE, ARG , FANSHAEESHEALS
':F'J_'fT#‘E"JF_Fﬁ*Er_ HoMmRBEPHNELURE,

VPC i HESIEREH VPC PAMEL IP RE. AF , T3# VPC HBEEXRLZEETL IR £ 17
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BREZEENERRA , FSRUATARE :
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« WM{AEEM VPC 3 CloudWatch BEFRFEABENFEER ? (AWS FHRFL )
« CloudWatch HEN ## & 11&5% ( Amazon CloudWatch A& F 18R )

BX VPC RBEHIRWEELHEMWIFMELS , 155 Amazon VPC AFERF KR B EIEFK R,
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https://docs.aws.amazon.com/athena/latest/ug/vpc-flow-logs.html
https://aws.amazon.com/premiumsupport/knowledge-center/vpc-flow-logs-and-cloudwatch-logs-insights/
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£ Amazon Athena CloudWatch = Logs Insights E 2 #T {28 VPC 7 B &8 , BHARMITU TR
(=

- BENSTREEZINENNARFEAN TR ENSEON AWML ERE,
- MEMNDITRLIERET NAT MXHNEZEONWNAEFRE,
- BYFHERPARBIORANEZEONIE IP ik , BRHERIINEZEONMELHLRE.

ABHENR , OEENAREER, (Hln, MBRENNBARFSE =54 (HI80 HTTPS AP
WA ) HITEBE , NETUENETSANTEEXEME, )

- PESMFOMBEIRIP N ERE, (i, FTFEL2FEHHNEEH SSH M Git REEF#HENE
MAS , HBHRIKA 22 AJRERIEEM, )

JJT]

@ EXE
MR EEREXER Amazon Athena , BE X EEERNERME, EXEHHE , 5H Amazon
Athena B FISEEHIE A Athena B AIEEETRERMNE,

Amazon Athena Zif) 7= 4l
RESRKEFEMEZZONHILEERE R REN Athena Eif) =1

LLF Athena EfIREIRBMKEOMET 200 FHLEERRENGE R , ZMEZFEOMN IP it X
10.100.0.10 :

SELECT * FROM "<vpc_flow_logs_table_name>"

WHERE interface_id = 'eni-1234567890000000' AND srcaddr LIKE '10.100.0.10' AND dstport
< 1024

LIMIT 200;

i =l
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/athena/latest/ug/querying.html#query-results-specify-location-console
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version 2

account_id <account-id>
interface_id eni-123456789000000
srcaddr 10.32.0.10
dstaddr 11.22.33.44

srcport 36952

dstport 443

protocol 6

packets 25

bytes 5445

start 1659310200

end 1659310225

action ACCEPT
log_status OK

date 2022-07-16
© EE

BEAPHHAERXRATREREN , EENRE LARSBMTE.

REINEFE VPC EWHRZREMNINER IP #bit#Y Athena B RHl

LT Athena EH AILUREIM VPC #I& % HIGRERIINER IP it MmO , CIDR 3RE“10.32"FF -

SELECT dstport, dstaddr,

£/ VPC M BEDHTER VPC #9 vt R E R R ESRER 5
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count(*) AS count

FROM "<vpc_flow_logs_table_name>"

WHERE dstaddr not like '10.32%' AND interface_id = 'eni-1234567890000000'

GROUP BY dstport, dstaddr

ORDER BY count desc

LIMIT 200;

i R A
# Dstport Dstaddr count
1 443 52.x.x.x 1442
2 443 63.X.X.X 1201
3 443 102.x.X.X 887

REIRB45E VPC BIE4L K HiEFREM Athena i) /R4l
LLF Athena i AJLUREIR B VPC MYMIEL4HY H U5 RE |, CIDR 3REL“10.32"FF 3k -
SELECT *

FROM "<vpc_flow_logs_table_name>"

WHERE srcaddr like '10.32%' AND action LIKE 'REJECT'

& i Rl
# 1
version 2
account_id <account-id>

£/ VPC RBEDEHN VPC W HIEREN HIEREK 6
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interface_id eni-123456789000000
srcaddr 10.32.0.10
dstaddr 11.22.33.44
srcport 36952
dstport 443

protocol 6

packets 25

bytes 5445

start 1659310200
end 1659310225
action REJECT
log_status OK

date 2022-07-16
@ IE

EEAPNEHERARNATEREN , EENRE LAR2BRTE,

BRINARE Athena ERWE RN EZEL |, 1551 Amazon VPC AFEEH KGR HEI1EF,
CloudWatch BE&E N EfRHI

CloudWatch Logs Insights &R , ZRFIERERBEFEMNEEONLULEELRE

o
s
belo
=

~

AR CloudWatch Logs Insights IR [EISR B IP #4k59 10.100. 0.10 BIMEKEOMN HILEE
Bl 200 N

fields @timestamp, @message

£/ VPC M BEDHTER VPC #9 vt R E R R ESRER 7


https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html#flow-log-records
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| filter interfaceld = 'eni-1234567890000000'

| filter srcAddr = '10.100.0.10'

| filter dstPort < 1024

| limit 200

fa Hi R 1
Field Value
@ingestionTime 1659310250813

@log <account-id>:/aws/vpc/flowlogs

@logStream eni-123456789000000-all

@message 2 <account-id> eni-123456789000000
10.100.0.10 11.22.33.44 36952 443 6 25 5445
1659310200 1659310225 ACCEPT OK

@timestamp 1659310200000

accountld <account-id>

action ACCEPT

bytes 5445

dstAddr 11.22.33.44

dstPort 443

end 1659310225

interfaceld eni-123456789000000

logStatus OK

packets 25

f£H VPC R BEDHTEM VPC b REN FESKE



AWS FSEHES BRI AWS =HER VPC I H M & RE

protocol 6

srcAddr 10.100.0.10
srcPort 36952

start 1659310200
version 2

5l CloudWatch Logs Insights &) , ZZEHIREIR B4 E VPC MREZR SIS IP it

LAF CloudWatch Logs Insights Z#IR[EIM CIDR $ 1L '10.32" Ak VPC #ZEIE& % HILRER /B
IP 3t 31k F i

filter @logstream = 'eni-1234567890000000'
| stats count(*) as count by dstAddr, dstPort
| filter dstAddr not like '10.32'

| order by count desc

| limit 200
=Bl
# dstAddr dstPort count
1 52 x.x.X 443 439
2 51.79.x.x 63.X.X.X 25

IREISR B4 E VPC H#iE4 Bt E/ CloudWatch B E&JEEZE i 7R4HI

LR CloudWatch Logs Insights ZifiR[E5k B CIDR 3REL '10.32' FFL#9 VPC HEIEL N HILTRE

filter @logstream = 'eni-0123456789000000'

| fields @timestamp, @message

£/ VPC M BEDHTER VPC #9 vt R E R R ESRER 9



AWS ABHES

BRI AWS =HER VPC I H M & RE

| filter action='REJECT'

i =)

Field
@ingestionTime
@log
@logStream

@message

@timestamp
accountld
action
bytes
dstAddr
dstPort
end
interfaceld
logStatus
BiEa
protocol
srcAddr

srcPort

Value

1666991000899
<account-id>:/aws/vpc/flowlogs
eni-0123456789000000-all

2 <account-id> 'eni-0123456789000000"
185.x.x.x 10.10.2.222 55116 11211 17 1 43
1666990939 1666990966 REJECT OK

1666990939000
<account-id>
REJECT

43

10.10.2.222
11211
1666990966
'eni-0123456789000000'
OK

1

17

185.x.x.X

55116

f£H VPC R BEDHTEM VPC b REN FESKE
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start 1666990939

version 2

£/ VPC M BEDHTER VPC #9 vt R E R R ESRER 11
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TPEEMANEEREERG , FFHRIER VPC NELLEMNNILUFERALNEZLER, BEREMELEN
WA, B EFRR IP bR MBI 2L E N RFFIRSF,

BXHUE , 55 Amazon VPC AAFERAPNFERZ A2 FRIRE,

© EEST
ENRREREH VPC WRLEANE | BEABNEH N ARENEREET. AXES
BB, ESHAEENER VPC F B &S H AR VPC HIER B M BERERS,

BE AWS RENXBEZLETEEM
Amazon Elastic Compute Cloud ( Amazon EC2 )

BlE VPC B , EFE—MATABEHELRENIKIANLZE4E, Amazon Elastic Compute
Cloud ( Amazon EC2 ) SKHIFRIAE AL Z 24 |, RIEFBCEBESHNEEN LTSS,

® BEERT
ERREN Amazon EC2 SEHITERFRBRINLZSHPWXEE , BRBRIZAMAEHLHN, &
XEZEE |, 55 H Amazon VPC AFIERERERZEAMNEB D PEMIBRZ 2L M0,

Amazon Relational Database Service ( Amazon RDS )

BIEBBEERYEZ U , BUFTE Amazon RDS DB =Sl Hit L AN EB AT AR, AXxEZ(E
B, %2 Amazon RDS AFEEHH VPC Z2HABIAR,

Amazon ElastiCache

BRIEIZSEBI R Y FFiE , BT LAMIBRIE % ElastiCache (Redis OSS) 1L & # ElastiCache
(Memcached) SEHIFFE HMZSHAN, BEXEZER , TSR TIAER :
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/default-custom-security-groups.html#default-security-group
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/default-custom-security-groups.html#creating-your-own-security-groups
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#working-with-security-group-rules
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.RDSSecurityGroups.html#Overview.RDSSecurityGroups.VPCSec

AWS B IS S RIP AWS EHEH VPC 0 H IR AT
« #44 : EC2-Class ic ElastiCache ( L% ( Redis 0SS ) AF{E®E )
« 7% ElastiCache #\L 5 # VPCs (L 5 # ElastiCache (Memcached) A 1678 )

5 AWS Network Firewall #1 DNS EH1Z R4l VPC NI R E

HNARFERDS P hute , HESKERMEA DNS EHERMEHR VPC WHILRE , MARE
R IP #bsik, flgn  MRNARFEEFEANARFARSEESR , MIZNARFHXE P iR £
It, AT RaTWT B, BEXMPERT , £ DNS EHEBHIEHIEMERELLERRES IP it E
Z2,

B LAEA AWS Network Firewall f$588 VPC BB Is BB R BREIN —HEHE , H HTTPS RE
qqﬂﬁﬂﬁx%%%%’_\j:ﬁ/j__\ ( SNI ) j:iE{/\o

BXREZEE M Network Firewall REEHNRBI , EFSH AWS Network Firewall F& & % 1578 # #9355
%o BXRFEMULEA , FHSHIT AWS Prescriptive Guidance ( APG ) = : £ Network Firewall A
HIEREN RS IR B ISR ((SNI) #H3Rk DNS 5%,

® &%
SNI £ TLS W B , ERBHRIERMBRE. CEREFHIREET HTTPS WM B
HE.

© EERT
FENAFR I FH Network Firewall REANSE | FHRENSARFDHRABET. BR
SNI 1248t f A EHy DNS 8 KM,

e b

TERSRTEHA AWS Network Firewall DNS E#H1E15E VPC HuE R REIZEN -

£ AWS Network Firewall #1 DNS EH.Z R4 VPC B HE 13


https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/SecurityGroups.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/mem-ug/VPCs.EC.html
https://aws.amazon.com/network-firewall/
https://https.cio.gov/sni/
https://docs.aws.amazon.com/network-firewall/latest/developerguide/suricata-examples.html#suricata-example-domain-filtering
https://docs.aws.amazon.com/network-firewall/latest/developerguide/suricata-examples.html#suricata-example-domain-filtering
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/use-network-firewall-to-capture-the-dns-domain-names-from-the-server-name-indication-sni-for-outbound-traffic.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/use-network-firewall-to-capture-the-dns-domain-names-from-the-server-name-indication-sni-for-outbound-traffic.html
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Internet gateway route table

Destination Target
10.0.0.016 Local
10.24.34 128127 Network Firewall endpoint AZ-A
10.24.34.160/27 Network Firewall endpoint AZ-B

Internet gateway

Bl Aws Cloud

| ; Avallability Zone A { ! Availability Zone B
| NetworkLoad !
Balancer

: ¥ ! VPCCIDR ! : :
' | . Public subnet H 102434004 . Public subnet H H
@ 1 ; 10.24.34.128127 ; : 10.24.34.160727 ; '
| | : ! ! Public subnet route table

Destination Target

@
eﬁ_
rﬂ?)

AWS Network Firewall : : 4.%_; ! Network Firewall 3 - -
) L \/ endpaints v 10.24.34.0124 Local
Puh\.ll; subnet route table / f ConTe \ntemet qateway
Destination Target | : Endpoint AZ-A Endpomt AZE
1024340124 Local H |
Stateless 0.0.0.0/0 Internet qateway ! |
rules ' |
| | 1024345427 : |B2434 96/27
Protected subnet route table | | | Protected subnet route table
Destination Target | | | Destination Target
10.24.34.024 Local | ] | 102434024 Local
i H ; H 0.0.0.0/0 Network Firewall endpoint AZ-B

0.0.0.0/0 Network Firewall endpoint AZ-A | | |
Stateful : ! NAT Aﬂzﬁ"h Y
rules | ; Aazon Elastic Kunametas
: | / Benvice (Amazon EKS] \

Private 3Lbn
10243202
Private subnet route table - Private subnet route table
Destination Target | N | Destination Target
10.2434.024 Local ] [ Worker nodes ' ; Worker nodes [ ] 10.2434.024 Local
0.0.0.00 NAT gateway AZ-A | AWS Auto Scaling | . | 0.0.0.0/0 NAT aateway AZ-B
group i | |

TEERTWOTIER :

1. HUBERMNLREFRAEE , ARRKEBZ R FRBH NAT WX,

2. NAT Rx W E8 HTTPS REMFEHEILNE FMAH AWS Network Firewall £ w7 Ko

3. AWS Network Firewall # & 153K 3 B FA Bt EHYBH X 3% KBS H N SR ZF HIELZ1E I Internet FIRHY
HKo

4. AP HEANHIBERFLEB TN M <,

5 REEBRMMx<MAZMENRENS A EZBEBEM LG RITEA URL ( B SNI fE3EMZM HTTPS
Pr3kARiEM )

£ AWS Network Firewall #1 DNS EHZ R % VPC BWH M HE
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B AWS &R

VPC 4imT R VPC MX M AWS lRF 2 B RMABEERE , TREEBRMMA I NAT WX, Hla,
EAILAE R VPC % =¥ VPC i&E#E] Amazon Simple Storage Service ( Amazon S3 ) 8 Amazon
Elastic Container Registry ( Amazon ECR ) »

Amazon VPC 2 =F3E K VPC KR :

« BOKIHT 2 VPCs EEZIZIFR Amazon VPC RS AWS PrivateLinko
- MXmR , HE[TRME S Amazon S3 Hl Amazon DynamoDB 2 [A] i 7] SiE .

- Gateway Load Balancer i 5 VPCs ZE#Z| £ E 7 Gateway Load Balancer FEK BEXNAE
FFo

BRAIENRSEYIXR , 555 Amazon VPC X HH S AWS PrivateLink & EIAWS IR

Gateway Load Balancer & i 5 & E*AT’%?H?&F VPC & AWS IKF 2 AWAFRENAE
FREEERA. BXEZER , AT EENENBNARF ZBELAEEZERD .



https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/gateway-endpoints.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-gateway-load-balancer.html
https://docs.aws.amazon.com/vpc/latest/privatelink/aws-services-privatelink-support.html
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ERNEBN AR F 2 (B2 M AR B

B EA AWS PrivateLink , IAERHFATHEZEE T AWS ZHRNABRFNRR. BXESEREUR
RBIZEK , ES R AWS Privatelink 3244,

BXREMNWEZRH , ST AWS AEHIESER !

« {£ /A AWS PrivateLink 1 Network Load Balancer £ Amazon ECS Lt ZRiFRIASENARF

« £ AWS Fargate, AWS PrivateLink#] Network Load Balancer £ Amazon ECS L% H] B85
R AR

o {# /A AWS PrivateLink 1 Network Load Balancer £ Amazon EKS AR [0 RSN ARRF



https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-ecs-by-using-aws-privatelink-and-a-network-load-balancer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-ecs-by-using-aws-fargate-aws-privatelink-and-a-network-load-balancer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-ecs-by-using-aws-fargate-aws-privatelink-and-a-network-load-balancer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-eks-using-aws-privatelink-and-a-network-load-balancer.html

AWS FSEHES BRI AWS =HER VPC B HIEM 4R &

B 5 VPCs 7418 AWS X i3

% VPC Emig e LLRS BhH LX) % Ifﬁﬁﬁmrjtﬁgm,alo HRBEEETEMN., M AWS K-
FH AWS RSEEERT VPCs AWS X5 |, XFhZE It ol fEH SR Bk o

EEREZBEIERE VPCs , AILUEA VPC X EHAWS Transit Gateway, VPC SN EEZEER
EZRNMEERE , ©EMAT VPCs A IPv6 tbiit IPv4 it EHE ZEEHRE. AWS Transit
Gateway VPCs ZE#E|# 4 Transit Gateway K , ZZFPFHLNEAN AWS BHEEESE — M
Fo

BEXEZER , FSRBAETYT EELZ£MZ VPC AWS MEEMIZE AWS AR $,

@ EE
EAAEORMEES VPC AWS MEERIZHE , BIETEEMEMA AWS Transit Gatewaye

£ VPC X EIEZFAWS Transit Gateway 2 Al HiE R AR X BEEEM
VPC Xt &
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