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https://d1.awsstatic.com/whitepapers/compliance/AWS_SOC3.pdf
https://aws.amazon.com/compliance/soc-faqs/
https://aws.amazon.com/compliance/iso-27701-faqs/?refid=sl_card
https://www.iso.org/standard/71670.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/org-management.html#mgmt-tower
https://docs.aws.amazon.com/controltower/latest/userguide/data-residency-controls.html
https://docs.aws.amazon.com/controltower/latest/controlreference/ds-preventive-controls.html
https://docs.aws.amazon.com/controltower/latest/controlreference/ds-preventive-controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/mandatory-controls.html
https://docs.aws.amazon.com/securityhub/latest/userguide/service-managed-standard-aws-control-tower.html
https://docs.aws.amazon.com/securityhub/latest/userguide/service-managed-standard-aws-control-tower.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_management_policies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-ec2.html#trojan-ec2-dnsdataexfiltration
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_management_policies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies-enforcement.html
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#mgmt-cloudtrail
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#mgmt-cloudtrail
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-create-trail.html#cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-examples-single
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html#creating-a-trail-in-the-console
https://docs.aws.amazon.com/controltower/latest/userguide/configure-org-trails.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-an-organizational-trail-in-the-console.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-an-organizational-trail-in-the-console.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-config
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
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https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-nist_privacy_framework.html
https://aws.amazon.com/blogs/aws/new-aws-config-rules-now-support-proactive-compliance/
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-guardduty
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://aws.amazon.com/identity/data-perimeters-on-aws/
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-iam-analyzer
https://docs.aws.amazon.com/macie/latest/user/what-is-macie.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-macie
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-macie
https://docs.aws.amazon.com/macie/latest/user/custom-data-identifiers.html
https://docs.aws.amazon.com/macie/latest/user/discovery-asdd.html
https://docs.aws.amazon.com/macie/latest/user/discovery-asdd.html

AWS ABHES AWS [BISELRM

RNFHFEBIIEFRBTHBE  AEREEENRES RFENXEHEHTRIE. EEl
R, LAERERS K% B [@1 48 B1AY FT & B BA A B2 FA B BA B #R 20 SR AR IR AR 0 RV 5 4R o

BAILAE A R AL R FT K /Z A Macie, AWS OrganizationsBXEZEE , S Amazon
Macie RERFEEHL,

Z% OU - BEFHEKS

© W=
BNERENIRAENEL, HEEHE0ASRE AWS X PRA KR,

ASFHEKS RESPEEEMRE,. RENNAEF ASRENEE. AXEKFNESEER , B
FIAWS £S5 ELH (AWS SRA), BEZETHEEKS, , B UANAE BERENE - HVIRER
B, HAREHTENAREBN—NMEEHRIXEBEHCEAES. SEATUE-—MAREZSE
HERNRERE RE , XEBALBARESTANEDRE, TERERTEASFEKSPEERN
AWS Z 2 MEBFBRS .

T2 OU - BEFEHIKF 18


https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao-integrate.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao-integrate.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/log-archive.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Subscriptions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/security-lake/latest/userguide/add-rollup-region.html
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
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SERBEFAOLMERTAR. HAFPBERER—ERENNAEN CloudFront , iZiER S & B EER
RENIGER, BXIMIEZLBEEFFERALBRSNEZER , 558 AWS 225 EEH,

BHRAITY B RIFREGHRREBXEEZNER, IREN TEABMRTHRE T XEXEHHEF
FRERS , BAEATURERRERERE LR EEGX SN ERER, ERILER CloudFront i
PR &SRR L 45 E b 3B BRI A P 17 B 881 CloudFront RITHRD KEIAR. BXxitERHFNESER
MEEILET , 1525 CloudFrontXX R RF A BN #IE S,

BIE T LABLE CloudFront AAEKAR B , EHREEHE > CloudFront WEIMWENAFERNIEFAE

B. AXEZER , BZH CloudFront XA EEMNFEAMERE (HREE) . &fEF , MREE
CloudFront R E—RIBEKNERFRNE , WAIUEREFAEEWE, W TELAOAWME , BXSE
BREURASIBEREECAEZRNIR,

AWS Resource Access Manager

AWS Resource Access Manager (AWS RAM) AJ#B AL £ HZRIR , AWS IKF MR EEFF
HHRHEATAMENATFITE, A AWS RAM , AL SABRGHIHL AWS BIRAT I EHAL AWS K-
FREMASE=SKFPHLE, BEXELEE , BSHATHEE AWS BR. EREKRS,H , BUUER
AWS RAM # = VPC FRAEHM*IERE, MBHRER5E - MNAREZHETLEIERE AWS KA |, 1)
ARZRBIFERREEREERLYM AL HE AWS Xif AHFESEWHEITZEER, AWS RAM

BRT H=E VPCs MfERM<ERES |, & AWS RAM AT AT HEFRXE IAM BT RRMN R E R
NFREENAZIE OU AN TR , ERTLAER AWS RAM A T #3489 OU YN A BHE
AWS Ik, BXEZER , BSHMNAKE OU-PD NARFEKF 9 FH AWS Resource Access
Manager.
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html#network-cf
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html#network-waf
https://owasp.org/www-project-top-ten/
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FBEAH T UERIRIL —NETHHRERS | XEER AT UELEE N ABBEENNERIRER
To NRBERFR2ELEHIERERANE R , ZRMABEFIANRBEFRITENR LB
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HOBR , IREERENEKFWRELRIVF R , BEERD>ZHIWAEE,
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-groups.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-use-case.html#aws-managed-rule-groups-use-case-sql-db
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-baseline.html#aws-managed-rule-groups-baseline-known-bad-inputs
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-bot.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-atp.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
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/BN .

A ZE ER A BFEEWRERZMENBILRY BFR. Amazon Athena B—HREAERWRS , T
B G ERAPRE SQL B Amazon S3 RO EIRE, BEFFBIEMEE Athena 1 ; ERIBIERELL
B S3 FEAPHHE.

Athena I —MNERLEARFIZNBES THERREHEHCALIBERANBIESR, IRBEEESA
R, &AL H AP AR B 0 AT BAMME RS KN ABIR SR AT E R E , NI BIRE#H1TE

. BXRESZEE ,F

SR A mazon AWS Lake Formation Athena AWS X3 £t 3E 88 & 9 B3B8 it 17
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https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://aws.amazon.com/blogs/big-data/anonymize-and-manage-data-in-your-data-lake-with-amazon-athena-and-aws-lake-formation/
https://aws.amazon.com/blogs/big-data/anonymize-and-manage-data-in-your-data-lake-with-amazon-athena-and-aws-lake-formation/
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MBEENBREERSEZETEB Y Athena IZFRBZANESREY , BAE L BENEE | X
BB AR P E BB (UDF ) » RATBAEIR R4 Athena 19 SQL &1 UDFs iR , AR EAIH
A& IEIT, AWS Lambdaf& A LA UDFs #£ in SELECT # quer FILTER SQL ies F{EfA , th AT LAFE
E—1Z&i# UDFs FiAAZAMNEN., A THRFBRAL , BIUEIE UDFs HUTHER BN BIER KN K
&, IR ERINPEMENREOENFR,

Amazon Bedrock

Amazon Bedrock 2 —IEE£RXENRS , AFHRREMEHNATEELT (20 AI21 K

Z. Anthropic. Meta, Mistral Al F S ) HEMER, SR UBEBALRBNT BERRNALERE
MARF. TRXAMATE  EERAERRNAIEEN , ALHWAIsEEIGERFANE , LEMALIET
REHUH R, REBNMBEHRUAREMER EMAENER.

Amazon Bedrock = £ @3 £ Amazon Bedrock AERRXA THET AT P IRLZEMENM
RESRR , REREXEXNR, ATEERRNBENEATEHXFTERFE—MNHLANBRIANEN
ER, EFAERRNAIERERN , AATESHEHREFHERASENEE , RAXEERE IR
LIBEREINHRFE S, Amazon Bedrock FEE 144 A F A FE B 0w Rk & Bh R BeFA. B&m
S, MRBABRFESENMNALRE , WERENHREFRAIEFETXEEEHEENXE,

Amazon Bedrock # =12 # T HXAE , AT RBHRERT REABBHERERNVBERE. TR
HASTHEEE , ATRUFELEHRAFHIALRE  REZTERFNBILEFEFAELSHBRANE

HERATRENERFRIFEERRTINEERNBRRL, XEIhEE T L TESBRIBRET
WEH , Lt ERTERALN@E , FEEFFEEER, XEINEEBREZBERENATEEERT
A2TEHA B M ENALIE. Amazon Bedrock Guardrails & X #%%t Amazon Bedrock 2 Zh9 % A
R TR G, BXEZELR , HSEMER Amazon Bedrock =L SER T RN L L EHE ( AWS

BEXE ),

f&Bh Amazon Bedrock #12 , A LA £ T X — MR ERITEERMBEN DRI AFERME , A
PREEEF=ELOREREE, fla0, BE-—ITMEHRAEFNERXRATIERNARER , ZNARFERE
BRER (RAG ) NABRFHRFERATE=ZAHEXRR. L TX—BMURERTH T HER @R SIX L
BIERRITLEX , HAHEE T HEBNMN, £ AWSPRAMERT |, B LE TEAFEIKF R
Amazon Bedrock Guardrails , E2BHISKEE N BN THEARERES EF WIS ERFABRFE,

AWS Clean Rooms

FEESALIREIIOMHERIRESNBRBEIRERSIFULEI N ME |, A4 XL LT HIEN
REMMBIAMERRN TEB, AWS Clean Rooms RERB S BHIE T 42E  XE— LA UM
HiE  EXE , FAATUUNEHEWEBRBEEHR TN, MEEHEZEFEREBEALAS, BEUUEISOH

Amazon Bedrock 29


https://docs.aws.amazon.com/athena/latest/ug/functions.html
https://docs.aws.amazon.com/athena/latest/ug/querying-udf.html
https://docs.aws.amazon.com/bedrock/latest/userguide/what-is-bedrock.html
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails.html
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails-sensitive-filters.html
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails-denied-topics.html
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails-word-filters.html
https://aws.amazon.com/blogs/machine-learning/implement-model-independent-safety-measures-with-amazon-bedrock-guardrails/
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails-contextual-grounding-check.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/
https://aws.amazon.com/what-is/retrieval-augmented-generation/
https://docs.aws.amazon.com/clean-rooms/latest/userguide/what-is.html
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A RREE G RNBRRERMENLE , AWS MEFHEEMNBCHKFPBHIEF LK , BF4
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XERESE , ERLERBRNBERRURZESIME , HOUBRTRNRRARE, SRR UL
EMERAXZNHEE , FRETUER 8 E LD A NRREN BT RS IMES B BIEHR T2
BR BSR4 o

BR 7 BRFI @ M EIR A BIE LA R H b pl R NI E FH IX LE B3 SN , AWS Clean Rooms A 12 7 LA I
BESREB B IR RIP R FA -

« EFIRAER-—FBFLEAR , BEIEHFEPMAEER OV ARNGSRKEBASBRRT. XABT
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HEE, BIAEMUERHERMELXE , AWS Clean Rooms #lE8# I W] UBBEETRER
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YE AWS Clean Rooms, ZREXNLTVGHNERNTLEFNMAENR,

« SEAZEENITE (C3R) SN —EEH , UNBRBKRIEFSENE, ©BIIMBFEHEARITH
EM M — ARV E R HITTIR4l, A CIRIMBEF K , HEERAL ZHET A HHIT
&, AWS Clean RoomsH FHIERE LEZE Amazon S3 2RISR ZE P IwINEZE T E#TIMEL
B FFUABIE—EL TNBRES , HELAEBEIEHRBUEERE,

£ AWS PRA /1 | RINBWEESIEIKF 812 AWS Clean Rooms ME., B LLAENIREE=5
HEMBRENEFHEE, NEMEHNBEEEEEEBNELT , TEATH]. BXNAREEENE
Z{EE , ¥3 [ AWS Clean Rooms 49 5| & 5 473 m,

Amazon CloudWatch B &

Amazon CloudWatch Lo gs AI&EBIREFRMERSGMNUAREFN AL , AWS RS XHEH#ER 7] LA 12
ClH R LT EFN, £ CloudWatch BEH , BRI UNFHWRIAEN A XA FEABERTFER , )
BB A PREE i BRAR N A BB BRIXE . BURRYT KB AT AN B &R BREKE |, Sl ABE.
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https://docs.aws.amazon.com/clean-rooms/latest/userguide/differential-privacy.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/differential-privacy.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/machine-learning.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/crypto-computing.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/analysis-rules-list.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-data-protection-policies.html
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B x CodeGuru Reviewer AJ A MBI N B TEIIR |, i5SH Amazon CodeGuru M EFE

Amazon Comprehend

Amazon Comprehend 2—HBRIBESAE (NLP) RS , TESHSRFI A MR BEXARXHFNE
MELFEMAXR, Amazon Comprehend BEB RN HmBLEI, FEMCHIELE LRI XA
HNABIE. BXEZEER |, 155 H Amazon Comprehend XRFHMNAEMEE (Pl ),

B F Amazon Comprehend BiFZ R AT2F AWS SDKsERKIEI , F L& T LA A Amazon
Comprehend £ &, FREMLCEBREN TS TEMUERAINMALKIE, BALUFEA Amazon
Comprehend HLESZ I EERE N MBRERAREFAWS BE (BEXE ), BEFEFIM4G, XBET
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codeguru/detector-library/
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
https://docs.aws.amazon.com/comprehend/latest/dg/pii.html
https://aws.amazon.com/blogs/machine-learning/redacting-pii-from-application-log-output-with-amazon-comprehend/
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BRBHBENALREG  BEMEE. AN, XERBEHAEETRCL THMEXNBERAER , kAR
EREEREARMAEMNME. Amazon DataZone #EBIBIEFTE & MBIEAE A A B IE BN HIELE
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FRRFXMAFEN. HXBEAAUERABRFRABE , ENRLFSESH 2. REREMEE
EFHBEEAAENHERR , RUNEENEERERTFHEANRE K MEFTEER TMSH B HIE.

ERRFLASE , Amazon DataZone RAILAE LA T RGI A BI 124 HEBY -
- AOEFHNARFAERERASEE  XEHFETUSMINES LOB £, BEEWHERUTIRL
BB ENEHEENETEFNWEBEAHE B ZF,

- BRNEFPHBEC LS , BERERRMNEZFTX (EEA) B LOBsYi AT, EXEZEL , FSH#E
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o
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https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://www.youtube.com/watch?v=m8xtR3-ZQs8
https://www.youtube.com/watch?v=m8xtR3-ZQs8
https://docs.aws.amazon.com/datazone/latest/userguide/what-is-datazone.html
https://aws.amazon.com/blogs/big-data/enhance-data-security-with-fine-grained-access-controls-in-amazon-datazone/
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A2 B BERITHE, BE. FEMB3N. AWS Glue THRESER BB LI, HB., WEMEH
BATo#. NSEEINNARFFEANBIEE, SLER AWS Glue ERNEHREEZ LT
HBRALM. AWS Glue Data Catalog AWS Glue DataBrew, #1 AWS Glue BiER 21X AWS Glue
Thee AT AR B 25 AL BRFAE R,

AWS Glue Data Catalog

AWS Glue Data Catalog AI#BI @B \J 4P VEIESE. BIER XS EXAEPRE, HiEMmEK
(ETL) ML R0 B SRV IR AWS Glues| . BIEBERHINEENER A TBER , B8/ RIEBE
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JEMZF R BIEE KEATEE. SPNTHIERAAE RV G S EEE EEER ( FIOMIBRIN ) |
AETUEMAEFRRNABRBEROERA TN, AWS Bx {6 A H%IE B F B3 RNX &g
R RG |, HSEMER Amazon S3 Find and Forget 2B 3 IE M I BUIREBRIER (AWS BEX
B), B, WREWALMER AWS Lake Formation EEBHNHKIEE, R, TR THRHITREAN
HEER  BEEZRRE— M RRBAMRE D, Data Catalog BEHEKFHIERLE | HEBBERETIR
LWIHEREFRAANESERESR (AWS BEXE ), BXEZEE , SR FH AWS Lake

Formation,

AWS Glue DataBrew
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o BAURUEMARE , HREEXSGITHER | ST E 8 M ABRBHN I HRE LR EERZES
E, A, BUUFEANENATERFAAENBERRER , 9 B8R, BHE. NBENBRBERE, —
B LEREEMNRE, RE , EUUANEFEALEINBREERTEEN DT, IREMN[FIE
%o A AN —LHIERBEAR DataBrew i :

- 2% NIENARHHH.
- BRI ABBEERNHEMBERREXNE,
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https://docs.aws.amazon.com/glue/latest/dg/what-is-glue.html
https://docs.aws.amazon.com/glue/latest/dg/catalog-and-crawler.html
https://docs.aws.amazon.com/glue/latest/dg/add-classifier.html
https://aws.amazon.com/blogs/big-data/handling-data-erasure-requests-in-your-data-lake-with-amazon-s3-find-and-forget/
https://docs.aws.amazon.com/lake-formation/latest/dg/what-is-lake-formation.html
https://aws.amazon.com/blogs/big-data/easily-manage-your-data-lake-at-scale-using-tag-based-access-control-in-aws-lake-formation/
https://aws.amazon.com/blogs/big-data/easily-manage-your-data-lake-at-scale-using-tag-based-access-control-in-aws-lake-formation/
https://docs.aws.amazon.com/databrew/latest/dg/what-is.html
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A LATE Amazon il & B3R EventBridge , F AR HFTEM MR A 1T4M K. AWS Glue Data
Quality & X FEAE TEHMNIES EAN , B2 8 E LN BEREMRN,

AWS Key Management Service

AWS Key Management Service (AWS KMS) &5 Bh & 6132 M3 &l i 2 2 A AR B R P S BB,  AWS
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AEZLBFREPEALRBRSNESER , E5H AWS Z25E 5,

AWS KMS SR Z#IRHENEZINEE AWS BRSS NBHER , BN ELENEE N ABRENNAER
REEMA KMS B4, BAILER AWS KMS KRB X IFEN B HBRERARPNMIARE |, 25

- FRAESEFEEARATMEGRRE, ik, FIHIa RN E AR,
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s EMBEDRRH , HABIMBIEEEL I TRANEFEFBEEERERH, HlM, B ER—
NEHRMBRERRE | MER S —MNBHRMBEN ABE,

« BhERAMBIKS R KMS B,
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o X KMS ZAEBMEAXRTIRRSE, EXEZEE , BSRNOMER KMS F 1AM J3 S3 ARV
REREBRMINZ L4 (AWS BEXE ),

o XL TRS M A R AP SRR B SEHE R A B B iR
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https://docs.aws.amazon.com/databrew/latest/dg/recipe-actions.pii.html
https://docs.aws.amazon.com/glue/latest/dg/glue-data-quality.html
https://docs.aws.amazon.com/glue/latest/dg/data-quality-alerts.html
https://docs.aws.amazon.com/glue/latest/dg/dqdl.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-kms
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://aws.amazon.com/blogs/security/how-to-use-kms-and-iam-to-enable-independent-security-controls-for-encrypted-data-in-s3/
https://aws.amazon.com/blogs/security/how-to-use-kms-and-iam-to-enable-independent-security-controls-for-encrypted-data-in-s3/

AWS ABHES AWS [BISELRM

BIAMERT , KMS BAAHTM , 3 A R0 RRBANKENER. NRANE LN KIERS
AEMAREER , WER—FSXE KMS BHRTERTANEARA. XA%HLTERRY
KMS %48 AWS Kl , TEERER, SIS XASHANTRATANBAMHERAWS Xl BF
AWS KMS , BB R4 Z KT T4 5 AR AR A B AR TR, BERULFIEN — 5 % R
ERATERRN KMS B4 , AINKSBENES BT ERRE,

NERE A E

X FHFZELARY , PRIRIN AWS KMS B f7# AWS &= A LURREHBFEENN —REEER,
BE-LHERARERNBBRANESIMEZANERNEY |, A BEFEEEMUNBRNNEITHERE,
B FE N EH AWS KMS |, &0 LA A SR A RIE SR E TSI BAM RN A ARGz 1T 0
#AWS &=, BMRBEE—HE AWSKMS API RE , BRgE5ERRHEMNNTRAFELE (XKS
RE ) BHF#HT AWSKMS RE, RfE , ENASBHERAESEREENNBEHAEER AWS
KMS 2 B FiBERE.

ERANBZAFEBETHRENEN  EENRE L EFEZREE AWS KMSH4EF R | AT gy
BERAN. WTHBBRAEMR B4R, BENEFINTRAFME, AL, MRIFENERIRE
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AR S5 R AL o

AWS Lake Formation

FZENEREABFEEZNERBEERTHEENSENEAL  FFLESALTBEANHRZIXLERE
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& (FPC Wik ) ATRER R , EHENFEERDE S HuER , MBBENZEARIFEE,

o, BRI FERASENEE , BNl AERBHBEARBBRNEFEXMLR, — N4
AN ARBSBTFEH A UEFE— M FHTHE , BENBES ( LAERTENMABENRIES ) #17T
BEIRBMEBANEE, AWS Lake Formation BEB BB B EHRZHE ( TiLRRKBE —KFEEHK
FEHHRIENZNRR ) FHEBEREMGRER. £ AWS PRA &, A LA Lake Formation XY %%
K P R R E BRI R P N BAR R TR ARy 7 B2 &

& A LATE Lake Formation FEAE THREMNHRIEHITHEE. ETHREMIGMEZESIR —HRNER , ©

BRIEEMRENNIR, £ Lake Formation & | IXLEBMWEFI A LF FrZ, BEFEA LF #7Z , B LUF
IXLEARSH B IR E FREEE, RN L, FFHEBNORZSRT IAM 4, HEEBRT, AT
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https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/keystore-external.html
https://docs.aws.amazon.com/kms/latest/developerguide/keystore-external.html#concept-xks-proxy
https://docs.aws.amazon.com/kms/latest/developerguide/keystore-external.html#concept-xks-proxy
https://www.fpc.gov/resources/fipps/
https://www.fpc.gov/resources/fipps/
https://aws.amazon.com/big-data/datalakes-and-analytics/datalakes/
https://docs.aws.amazon.com/lake-formation/latest/dg/what-is-lake-formation.html
https://docs.aws.amazon.com/lake-formation/latest/dg/tag-based-access-control.html
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AWS Local Zones
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S—1MXHE, BX SCPs MMAEAEF BRHBEERMPENESEER , BSHMEMA AWS Local Zones
landing zone EHIEEHFERENRERE (AWS BEXE ),
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MLEBAEERENBIED BRXE , flutkA Amazon Elastic Compute Cloud ( Amazon EC2 ) &it
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B, HAEEANEAZ enclave B Vsock ( BIA TR enclave 5ERXEFIZRBENEET ) .
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https://docs.aws.amazon.com/local-zones/latest/ug/what-is-aws-local-zones.html
https://aws.amazon.com/blogs/compute/best-practices-for-managing-data-residency-in-aws-local-zones-using-landing-zone-controls/
https://aws.amazon.com/blogs/compute/best-practices-for-managing-data-residency-in-aws-local-zones-using-landing-zone-controls/
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave.html
https://docs.aws.amazon.com/whitepapers/latest/security-design-of-aws-nitro-system/security-design-of-aws-nitro-system.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-concepts.html#term-socket
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https://docs.aws.amazon.com/enclaves/latest/user/kms.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://aws.amazon.com/identity/data-perimeters-on-aws/
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I 5% SageMaker Al
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Monitor AT A B F SRR B SIHWEEM T ENTER,
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https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/ram/latest/userguide/security-ram-permissions.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_PromoteResourceShareCreatedFromPolicy.html
https://aws.amazon.com/blogs/machine-learning/implement-model-independent-safety-measures-with-amazon-bedrock-guardrails/
https://docs.aws.amazon.com/sagemaker/latest/dg/model-monitor.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
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EATFEHRNBERIMNE , MFEEFi 7 FE0]F#E ML ENBIE AWS AR BIEN S M2
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https://docs.aws.amazon.com/macie/latest/user/data-classification.html
https://securiti.ai/blog/evolve-your-data-mapping/
https://securiti.ai/
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B8 AL AH X SR & 7 B

© W=
BABEFERRENENL, HEHENAERE AWS A3 PRA R,

A BEHBBIENALEBEATMBP LS E , EENIBP SRS ERN MmN EG, AR

T AWS Identity and Access Management (IAM), AWS Organizations# AWS Key Management
Service () FIBRFAMEX B RN ~fl. AWS KMSIXLERBERATMMME S L , AR B AN HLQKIEIP4E
A, BERGNEEHIEEANEBABIR, XEMNALTHEIATHP TSR,

AT IEUTROIKR

« EXRMETE IP btk [a]

- B VPC RIRFEELHLAKAFH

- REIBHEE R AWS X5

« BFX4EE Amazon DynamoDB & 14K 17 18] X BR
- BREIX VPC BB EX

- EENIESBEEARI AWS KMS

ESRMNEE IP bk i5[a

© W=
BAERERIAN SR, B HENAERE AWS H% PRA KR,

RYEFIRBETEE 192.0.2.0/24 = 203.0.113.0/24 WY IP #babpst | LESRBESF F
john_stiles AF#EE IAM A&, LLRBEABLENMABBEEABRENTXENBRBIEEE,
Bl MRENALPFEZTERRNMNABENE,IFAR , WEAMREFEZZIFTARNMNLTHE
EFENDANTHRIXLEHIE AWS Xig, bboh , ERSREAX PIWENL , RARLREITEEER
Condition T Principal BHRFEIZIGFER /D IP bt By i7H,

{
"Version": "2012-10-17",
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
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"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:user/john_stiles"
iy

"Action": "sts:AssumeRole"

},
{
"Effect": "Deny",

"Principal": {
"AWS": "arn:aws:iam::123456789012:user/john_stiles"
},

"Action": "sts:AssumeRole",
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24",
"203.0.113.0/24"

HE VPC BRREEALKA B 7

© W=
BANBEFERRENENL, HEMHE0AERME AWS A3 PRA R,

It VPC i =R BE{X AWS Identity and Access Management ftifo-1labcdel23H LA FMHEIETA
F%IR1A B Amazon Personalize (Amazon S3) Ais T R, XM EHETEIEEXHE LD
ABIED R, BRARBRNABEBRFALPNBRIANNMNABENESZER , BSRAARERTRH AWS

PrivateLink,

"Version": "2012-10-17",
"Statement": [
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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{
"Sid": "AllowOnlyIntendedResourcesAndPrincipals",
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": "o-labcdel23",
"aws:ResourceOrgID": "o-labcdel23"
}
}
}

BR &S TR L AWS X33

© W=

BNREETRENERL, BBYEENAERA AWS X PRA IR .

BRE S AWS Identity and Access Management (IAM) A& | LIRS IEHIREEIEL eu-west- 1A

AWS X1 SM X3 AWS BRS5HY APl 8 Aeu-central-1, itk SCP Al SAFSBIBS L EAREH AR #1 X

Bl AWS FE ML IEARS . X ATLARE RS IEiX EE AWS IR X SE £ BANABIE. LRI ZFTEL

fEANotActionS 8 AWS RS , RRNEZEREIKERS ( flE 1AM ) ME5LIKRFSERNIRS AWS
Key Management Service ( {520 (AWS KMS) #1 Amazon ) CloudFront, A A ESHEPRIX L4

KBRS NEMTEANBSEEAFIN. BXRERBUMHEBRPALPNBRMNNABBENESE

B, BZHAERPH AWS Organizations,

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "DenyAllOutsideEU",

"Effect": "Deny",

"NotAction": [
"a4b:*",
"acm:*",
"aws-marketplace-management:*"
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/regional-services.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/global-services.html
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"aws-marketplace:*",
"aws-portal:*",

"budgets:*",

"ce:*",

"cloudfront:*",

"config:*",

"cur:*",

"directconnect:*",
"ec2:DescribeRegions",
"ec2:DescribeTransitGateways",
"ec2:DescribeVpnGateways",
"fms:*",
"globalaccelerator:*",
"health:*",

"iam:*",

"importexport:*",

"kms:*",

"mobileanalytics:*",
"networkmanager:*",
"organizations:*",
"pricing:*",

"routeb3:*",
"route53domains:*",
"route53-recovery-cluster:*",
"route53-recovery-control-config:*",
"route53-recovery-readiness:*",
"s3:GetAccountPublic*",
"s3:ListAl1MyBuckets",
"s3:ListMultiRegionAccessPoints",
"s3:PutAccountPublic*",
"shield:*",

"sts:*",

"support:*",
"trustedadvisor:*",
"waf-regional:*",

"waf:*",
"wafv2:*",
"wellarchitected:*"
1,
"Resource": "*",

"Condition": {

"StringNotEquals": {
"aws:RequestedRegion": [
"eu-central-1",

IREIBLH IR AWS X
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"eu-west-1"
]
},
"ArnNotLike": {
"aWS'PrincipalARN"' [
"arn:aws:iam::*:role/RolelAllowedToBypassThisSCP",
"arn:aws:iam::*:role/Role2AllowedToBypassThisSCP"

£ F 3145 E Amazon DynamoDB & £ /Y 15 [R1 #X bR

© W=
BNREEFRENER, B HEH0AZRE AWS 5% PRA HR B,

HIEMNALR T EYENZE L2 BEMNAREN RGN |, FEREL AWS F#RS X AWS Identity
and Access Management (IAM) REVAR E G RIIEHRE, UTETEOHNRBERXATFNE R Users
#9 Amazon DynamoDB &kH# % UserID, SignUpTime # LastLoggedIn B, #l0 , &0 LR
LREHMAEFZHAR , ﬁ'ﬁ’F%E%iZﬂ@%EAA%&E%E’JW@*XFEO B R BE a7 Bh R
HAOAPRWRBMNMNABENESES , BSHAREEPH AWS kRS UAREEITH D BIEHN hEE.

"Version": "2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": [
"dynamodb:GetItem",
"dynamodb:BatchGetItem",
"dynamodb:Query",
"dynamodb:Scan"
1,
"Resource": [
"arn:aws:dynamodb:us-west-2:123456789012:dynamodb:table/Users"

]I
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
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"Condition":{
"ForAllValues:StringEquals":{
"dynamodb:Attributes": [
"UserID",
"SignUpTime",
"LastLoggedIn"
]
.
"StringEquals":{
"dynamodb:Select": [
"SPECIFIC_ATTRIBUTES"
]

PR#&IXT VPC BB RYE X

© W=
BNBRFERIRANEL, HENHE0AERE AWS A% PRA KR,

FRITARE T XEBRBERHER (SEMNEHER ) AWS WEMENZE , BAeZ 2 LS
B ATHRFEHREETEHL VPC BEEEBRENMEN. ZRBIELIFTNEBRMMXERE, VPC
WNEEE, PRMIEBEURTN VPN EE, BEXXRRBEUOMSBBHRFALPHRBMNMABENE
ZER , FSRAERETBH AWS Transit Gateway,

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"ec2:AttachInternetGateway",
"ec2:CreateInternetGateway",
"ec2:CreateVpcPeeringConnection",

ec2:AcceptVpcPeeringConnection",
"ec2:CreateVpc",
ec2:CreateSubnet",
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
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"ec2:CreateRouteTable",
"ec2:CreateRoute",
ec2:AssociateRouteTable",
"ec2:ModifyVpcAttribute",
"ec2:*TransitGateway",
"ec2:*TransitGateway*",
"globalaccelerator:Create*",

"globalaccelerator:Update*"

1,

"Resource": "*",

"Effect": "Deny",

"Condition": {

"ArnNotLike": {
"aws:PrincipalARN": [

"arn:aws:iam::*:role/RolelAllowedToBypassThisSCP",
"arn:aws:iam::*:role/Role2AllowedToBypassThisSCP"

FEENEFBEMFE AR AWS KMS

® Bz
BNREEFRENER, HELHE0 AR AWS 5% PRA 1K B,

LN AWS Key Management Service (AWS KMS) %40 5K B /o 1%F AWS Nitro Enclave 25X &R
ZE2XMIANEXEERGEAFHNEEMEEERNER KMS £48, XK ATFZEEN Enclave
BT, BEXRARBENAREBRFPALFHBRAINMNABENESEER , BSRKNERTH AWS BHE
Tkith, BRI AWS Identity and Access Management (IAM) SREE K AWS KMS %
HEZPANTEIK , BSREANZEEHR AWS KMS,

"Version": "2012-10-17",
"Statement": [
{
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-nitro-enclaves
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"Sid": "Enable enclave data processing",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/data-processing"
},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey",
"kms :GenerateRandom"
1,
"Resource": "*",
"Condition": {
"StringEqualsIgnoreCase": {
"kms:RecipientAttestation:ImageSha384":
"EXAMPLE8abcdef7abcdef6abcdef5abcdef4abcdef3abcdef2abecdeflabecdeflabcdef@abcdeflabcdEXAMPLE",
"kms:RecipientAttestation:PCRQ":
"EXAMPLEbc2ecbb68ed99a13d7122abfc0666b926a79d5379bc58b9445c84217f59cfdd36c@8b2c79552928702EXAN
"kms:RecipientAttestation:PCR1":
"EXAMPLE@50abf6b993c915505f3220e2d82b51aff830adl4cbecc2eeclbf@b4ae749d311c663f464cde9f718aEXAN
"kms:RecipientAttestation:PCR2":
"EXAMPLECc300289e872e6ac4d19b0@b5ac4a9b020c98295643ff3978610750ce6a86f7edff24e3c@atasss5T2fFEEXAN
"kms:RecipientAttestation:PCR3":
"EXAMPLE11de9baee597508183477f097ae385d4a2c885aa655432365b53b812694e230bbe8elbbl1b8de748felEXAN
"kms:RecipientAttestation:PCR4":
"EXAMPLE6b9b3d89a53b13f5dfd14al049ec@b80a%9ae4bl59adde479e9f7f512f33e835a0b9023ca51ada®216QEXAN
"kms:RecipientAttestation:PCR8":
"EXAMPLE34a884328944cd806127c7784677ab60al54249fd21546a217299ccfalebfe4fa96al63bf41d3bcfaeEXAN

}
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