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¥f.NET Framework N AREFHITIMRILN EZE R{ERE
AWS

Vijai Anand Ramalingam # Sreelaxmi Pai , Amazon Web Services (JAWS
2022 F 7 B ( XHEHLIEFEK)

NAREFIMRL2IEE Amazon Web Services £ E T Microsoft Windows #J4&4t.NET Framework
NARFENSIEMNNETRSIHZIRBRHNET HERSZELANERE (). AWSHERESENFLEERM
44 (CI/ICD) BB AR 5 .NET Framework B A2 < B BB EE 1T IR L S

AIEREMT AWS =X FAESR (AWS CAF) Z£ A EFTHEN .NET Framework M ARFIRL A&
IXER, ZEENETNARFRINEZERESER, ETEEERBHAN TS HIEIE,

AIEFER THEERLE AWS =HEILNET Framework EARFIRICNRARFEFAAR, BRAR
BRAmAIAACRT, ©EET :

o SHRIUFFREN

- NABRFBEER

- BREE

- NARFRETRARE

XxT AWS CAF

AWS ZRAEZR (AWS CAF) Aigit, XNMNEFREM AWS THEAHRRHRTES., HEXKRMNE
Wo AWS CAF EMINEXRETEMN IT REMXNENAS

- Rz
- R2MH
- HHEMH
- MERENME

« AL

o

BX AWS CAF 22 ANESZER , 50 (AWS Z2EHRIGNIEFE) .

%*TF AWS CAF 1


https://aws.amazon.com/professional-services/CAF/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-caf-security-perspective.html
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AWS Identity and Access Management (IAM) ZEE AN AWS ¥ & LIRMEBEAR G EES, EFEH
IAM RIEEE TIAEBLEZH T HEBLRSFER. AM TBATFEEERTIMNREHNRE , B
RIRRIE. RIENREE=IHETEHEN W AWS ell-Architected Framework &{E3XE.

DTRETNBUNAESHRIE, RNMNAFEEESHER IAM 1 Amazon Cognitos
EH
- EFRFEPREA IAM

- EEFHREREA IAM
- £ Amazon Cognito

EFREBRFEM IAM

RTEMEFERMNEES , ARG RIZA ID MAEHRZRANEARRECWIES , BTLE
MIFRIRE, BRI LU E 240 1D MAEFRZRAEREAFPEEXHTHNERXEF, EH.NET
Framework Ri T2 /7 {F A L Bl B U FE AN s FF & F A 5 18] AWS BRESHI N BRERF .

EEAFFIUNRESE

- BOEEMARZEEIL,

« AFKEBDBEAENRENR (RENR ) .

- REDESFRERBERREPFRHAEZATFFLREN,
- EHRBRER,

- ZEFITEIL,

- BAZRESMHREIE (MFA),

EFRIMERER IAM B TRFEAH

o SEEREY AWS Ik 7

- ERFE@@ MEk Visual Studio

« AWS Command Line Interface (AWS CLI) ix%4s 2 , ELXEHEENHRIEHN AWS K (SR
)

EFRPFEHER IAM 2


https://docs.aws.amazon.com/wellarchitected/latest/framework/sec-design.html
https://visualstudio.microsoft.com/downloads/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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« AWS Toolkit for Visual Studio , S & E ( W1 )

£ B E U AWS CLI

BRI LAE R TR B ID MAE AWS TR A ZESE AWS CLI REBENDMARE, ERTRTR
F , BITUATHS. BENDMARHAEEERERE,

aws configure

AWS Access Key ID [NoneJ: XXXXXXXXXXXXXXXX

AWS Secret Access Key [NoneJ: XXXXXXXXXXXXXXXXXXXXXXXXX
Default region name [None]: <specify region name>
Default output format [None]: json

i A F K 45

FRFARKAENREMEREERRNKFAREERAF~HER MFA., AP ATUEE IAM AR HA
AWS Ik, HBFEREE IAM BEMWEEX41=E1T.NET Framework R FAFEFAY , Visual Studio &f&
FARED B SAHYIEP R A A AWS Security Token Service (AWS STS) #iEREEEABWIREFHES, K
REENX AP XA EBEsts:assume-role AIEERBENXHHHNACHINIR, ZABSME
BEATREEXHFHNAFPEAACGHNEEXR. REACAEFEARMNIIEPHIREEMNIRAS
B, BXER IAM B&HEHAM AWS FRKFHADEKRFHNER , ESHEAWS CLI X, AF , &
AILERAFF Rk PSP &Kk AWS FF A TR B Visual Studio HI.NET ERERAF R , BAIBUE
FA.NET i 54T# 0 (CLI) ap HRF X FMHX.NET ERFRE Zo

EEFHREFEM IAM

XNTEFRE  KREMERER IAM AEMARLRZEH, IAM ASERARRIGHRZH, EELSZ
ITHNARERF AWS 23 FHRIEMZRN , AIlZS, THEMBER AWS HiR.

(EES BN

BB R ARFERA—N AWS Lambda BI% , ZBEEIG R Amazon DynamoDB FREAITRIZE,

B, E#. MR (CRUD) BELURBILEEHFMBEE. CloudWatchE &8 T b =¥, Lambda EEX
EEHEBISKREERMAENNER, CloudWatch ERFIXLEMNPR , BERIE Lambda BERES AN

HITAE,



https://docs.aws.amazon.com/toolkit-for-visual-studio/latest/user-guide/setup.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-role.html
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@ Access policy

1AM role

RS

o

IAM policy

Execution role

APl calls

C\'@ ) Logs

Amazon CloudWatch AWS Lambda Amazon DynamoDB

IR
o IABIER IAM KBS LR F X3 D% DynamoDB FRAWS B AWS Lambda R R ( Z£1EE )

o IAM HZ 2 HERE (IAM XHY)
+ AWS Lambda #1178 ( Lambda X#% )

£ Amazon Cognito

Amazon Cognito &K Web MBI NARFRUESARIE. BENNAFEE., AFREAZREILES
BEE=A ( flmFacebook, ME#H, ARRER ) BIEEER.

Amazon Cognito WANEEHHRAF MM S 600, AFRMENNARFAFPRAEMNEFIETN
AFBEF. SOhEREEQENAFRTFNEM AWS BRSHHRINR, B EmRESER S5
SWAAF M, BXEZELR |, HSH Amazon Cognito XA #E ILE D i# Cognito 75,

152 F =6 =Bl

TERETRTEATARSEE ASP.NET Core MR ATERF. Amazon API Gateway M SKIIL 552
Cognito BIR"#Hl, AWS Lambdatt R 2&E S FEHA A TEESKI

« Amazon Cognito AFMEENXN AP #HTH AR, FHERMNEE,
+ ASP.NET Core M NBARFITETE Lambda # , B APl Gateway £5-

IR 4


https://aws.amazon.com/blogs/security/how-to-create-an-aws-iam-policy-to-grant-aws-lambda-access-to-an-amazon-dynamodb-table/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-scenarios.html
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o BFImkIZAIRYIE Amazon Cognito XA F#1THMRIE. ZMIAM Amazon Cognito (1) 4t JSON
PETHEE (JWT) , FFEAER HTTP BAIRLEIELS Web APl FEHRTERN. AT JWT #E&EA
AP| Gateway # 1T (2),

AWS Cloud

JWT

ASP.NET Core web app
hosted in Lambda

CalendarEvent

Amazon API Gateway EventsController

. ®

8
@ O

JWT

Amazon Cognito
Amazon Cognito user pool

83

IR

s BILELS# Cognito 35 ( LSi# Cognito X% )
« A A@@ mazon Cognito 3 TBR$- 88 ASP.NET #/OM &M FATEF#1T B M IIE (950 )



https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-scenarios.html
https://www.youtube.com/watch?v=M6qTrI7kmZk
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FFH*EF E /uxlai

AWS BHEEFFICHE , USUNKEZTHTE, EFEMNTLERERE, XETETqUEYL
R FERER , L end-to-end T SR REW IT ARFELLHEAXHNED,

BALERTRPHHN.NET BEELFE.NET Framework B F 5 Amazon CloudWatch &
R, UM NARFR B ERIEH,

HEESR iR T&EH A
AspNetCore ASP.NET Core B AWS =3 NuGeta &

ILogger , ATRAFERIZR
. B & R4l
B 5% CloudWatch B, —=

NLog & BEEE 2% E Amazon NuGet@3 &
CloudWatch Logs #J AWS B
NLog B #%o BELH

Serilog AT EAFHEEIEHEE NuGet2 &
Amazon L CloudWatch ogs HJ L
Il AWS SeriLog 2. BERH

Log4net —/N AWS Log4net Fff tn¥2 NuGeta =

F, ATNHAEERIERE i_
Amazon Logs., CloudWatch HERAI

7R

« 53 CloudWatch FAFF 5/ ( AWS X#% )
« Amazon CloudWatch BEF.NET BEAELR (AWS FFAE T EEE )
« Amazon.Lambda.Logg AspNetCore ( GitHub =& )

1

R 6


https://www.nuget.org/packages/AWS.Logger.AspNetCore/
https://github.com/aws/aws-logging-dotnet/tree/master/samples/AspNetCore
https://www.nuget.org/packages/AWS.Logger.NLog
https://github.com/aws/aws-logging-dotnet/tree/master/samples/NLog
https://www.nuget.org/packages/AWS.Logger.SeriLog/
https://github.com/aws/aws-logging-dotnet/tree/master/samples/Serilog
https://www.nuget.org/packages/AWS.Logger.Log4net/
https://github.com/aws/aws-logging-dotnet/tree/master/samples/Log4net
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://aws.amazon.com/blogs/developer/amazon-cloudwatch-logs-and-net-logging-frameworks/
https://github.com/aws/aws-lambda-dotnet/tree/master/Libraries/src/Amazon.Lambda.Logging.AspNetCore
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ZHEE

FANET FANARERN , EEF#NARRF ID. NAEFZANBEEEEFTHRERH, XL
AN EZEFRAEEEEappsettings. jsonFweb.config, F R A RBE XL EXHR
MBINHREFEES , XSENZLREAAOXKE, BALUBEEEHA AWS Secrets Manager 1 Parameter
Store REEEXTXEE , EANREBENNARFRL M FHENRRXLEE, A TETHBAMMAN.NET
Framework B FATEFBLE Secrets Manager MSEE# .

F
- IEfEBLE AWS Secrets Manager
- BESBUIFHE

IEEBLE AWS Secrets Manager

AWS Secrets Manager #BIERIFIGRIBMARE. RS IT BRAENIE. ZRZFTULLHEF

i, BB, MEMNLRBFEEZIE. API ZAMEME , B OAuth T , HRMETL T KR
BEERS (Amazon RDS), Amazon Redshift ;I\ &i# DocumentDB R4 EK. AP MNAREFE
S A Secrets Manager K& ZRHLZ APIs , XHER T TR A BRE E#1THESwIZ, Secrets

Manager SIERFA A EZRFINER , HRET —NEPUERFHREABFE=ZSFHEFRH AWS =F

SRR,

ENET EENARFFFEH Secrets Manager # 5t R &4

- JEERHY AWS Bk F

- BEXZE@@ % Visual Studio

« AWS Command Line Interface (AWS CLI) kx4 2 , EREHEE N HEEH AWS kP (SR
)

- AWS Toolkit for Visual Studio , BEE ( S N7 )

- {£/ Secrets Manager ##IA5 AWS CLI ( S8 ) SIE MK RH 4

A
Z7E ASP.NET Core Web API ((NET 6) #11/[8 Secrets Manager 48 , BH T T4k

1. FBT NuGet B2 0ZE ASP.NET Core Web AP,

IEfEEE AWS Secrets Manager 7


https://visualstudio.microsoft.com/downloads/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/toolkit-for-visual-studio/latest/user-guide/setup.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/managing-secrets.html
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AWSSDK.SecretsManager.Caching

2. 1EProgram.csX#H | BT TE R,

« A fNAmazon.SecretsManager@&ZEE (1)o

using Amazon.SecretsManager;

« SEMBRS (2)o

builder.Services.AddScoped<IAmazonSecretsManager>(x =>
new AmazonSecretsManagerClient(RegionEndpoint.EUWest2)

-using Amazon;
using Amazon.Extensions.NETCore.Setup;
| using Amazon.SecretsManager;|

var builder = WebApplication.CreateBuilder(args);
// Add services to the container.

builder.Services.AddControllers();

// Learn more about configuring Swagger/OpenAPI at https://aka.ms/aspnetcore/swashbuckle
builder.Services.AddEndpointsApiExplorer();

builder.Services.AddSwaggerGen();

builder.Logging.AddAWSProvider();

// When you need logging below set the minimum level. Otherwise the logging framework will
builder.Logging.SetMinimunLevel(Loglevel.Debug);

- builder.Configuration. AddSystemsManager("/dev/myapp/", new AWSOptions

{
Region = RegionEndpoint.EUWest2
};
builder.Services.AddScoped<IAmazonSecretsManager>(x => e
new ﬂnazcnSecre:sHanaqerClieﬂt(RegionEndpoint.EUWestZ)
J;

builder.Services.AddHealthChecks();

3. EM Secrets Manager P RE |, BWXEFIZRR XA T T ER (4

tivaluesController.cs ),

o NIFEBEE (1)o

private readonly IAmazonSecretsManager _secretsManager;

public SecretsController(IAmazonSecretsManager secretsManager)

{

_secretsManager = secretsManager;

=l 8
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}

+ XY GetSecretHE (2)o

string secretName = "arn:aws:secretsmanager:eu-west-2:111122223333:secret:dev/
myapp/tenant-gSj6qd";

GetSecretValueRequest request = new GetSecretValueRequest();

request.SecretId = secretName;

request.VersionStage = "AWSCURRENT";

Task<GetSecretValueResponse> response =
_secretsManager.GetSecretValueAsync(request);

return Ok(new { Secret = response.Result.SecretString });

Hrp 111122223333 5 —KF 1D,

[Route("api/[controller]")]
[ApiController]

public class SecretsController : ControllerBase

{

private readonly IAmazonSecretsManager _secretsManager;

public SecretsController(IAmazonSecretsManager secretsManager) o
{

}

[HttpGet]

_secretsManager = secretsManager;

public IActionResult GetSecret() 9
{

string secretName = "arn:aws:secretsmanager:eu-west-2:[l :secret:dev/myapp/tenant-gSjéqd"”;
GetSecretValueRequest request = new GetSecretUalueRequest();

request.SecretId = secretName;

request.VersionStage = "AWSCURRENT";

Tashk<GetSecretValueResponse> response = _secretsManager.GetSecretValueAsync(request);

return Ok(new { Secret = response.Result.SecretString });

@ Note
secretNameiE AW B I Amazon BEIRE M (ARN). BIEZ4A/5 , ATLAM Secrets
Manager ###| & PR RIE, ERNiZsecretName B HAZMNAETEFA, TEEE
FEIRE X X ME B 1T E 4R .

=l 9
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B E S W17

S IFME R —TIZhEE AWS Systems Manager. A RERZEN S EFE , ATREHRREREENEZNRE
B, SALHED, BEEFFH. Amazon REREK (AMI) IDs MTFTRBERBFEFRNSHE.

ENET ERNARFFERASHEFEERESF

. SHERHY AWS Ik 7
- BEZE@@ %K Visual Studio

« AWS Command Line Interface (AWS CLI) ix%4s 2 , ELXEHEE N HRIZHN AWS IKF (SR
H)

« AWS Toolkit for Visual Studio , BELE ( W% )

- Systems Manager 8 , £ S ecrets Manager £ &l A5 AWS CLI

]

EM ASP.NET Core Web N HEFE APl S HE# PR EER , FRITUTIRE :

1. LT NuGet B4R nE ASP.NET Core Web AP,

Amazon.Extensions.Configuration.SystemsManager
2. fEProgram.csX#H , #ITUTER,

o ANhlusingi®A (1)

using Amazon;
using Amazon.Extensions.NETCore.Setup;

BN AWS Systems Manager ELi& (2)o

builder.Configuration.AddSystemsManager("/dev/myapp", new AWSOptions

{
Region = RegionEndpoint.EUWest2

1)

B ESHEF# 10


https://visualstudio.microsoft.com/downloads/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/toolkit-for-visual-studio/latest/user-guide/setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/parameter-create-console.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/param-create-cli.html
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using Amazon;
using Amazon.Extensions.NETCore.Setup; o

using Amazon.SecretsManager;

var builder = WebApplication.CreateBuilder(args);
// Add services to the container.

builder.Services.AddControllers();

// Learn more about configuring Swagger/OpenAPI at
builder.Services.AddEndpointsApiExplorer();
builder.Services.AddSwaggerGen();
builder.Logging.AddAWSProvider();

// When you need logging below set the minimum level. Otherwise the logging framework will
builder.Logging.SetMinimumLevel(LogLevel.Debug);

- builder.Configuration.AddSystemsManager("/dev/myapp/", new AWSOptions
: 12
Region = RegionEndpoint.EUlWest2
i2H

builder.Services.AddScoped<IAmazonSecretsManager>(x =>
new AmazonSecretsManagerClient(RegionEndpoint.EUWest2)

);

builder.Services.AddHealthChecks();

(@ Note
BR1Zsh A /myapp/devilRegionEndPointS 3 , EMIFEZE (Region =
RegionEndpoint.GetBySystemName("eu-west-2")) FiAH. FEEETHRERXY
X LE{E TSRS
3. BIE— M EXHHFEMBParameterOptions.cso IFXHEHFMUATRE,

public class ParameterOptions

{
public const string ParameterName = "Tenant";
public string keyl { get; set; } = string.Empty;
public string key2 { get; set; } = string.Empty;
}

4. EM Parameter Store ®FRE , BXNEHIBTE X4 HITUTER ( Hl

ValuesController.cs ),

« ANINFEEEER (1).

private readonly IConfiguration _configuration;
public ParametersController(IConfiguration configuration)

{

_configuration = configuration;

| 11
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}
- NS¥ERE (2) PRERE.

var parameterOptions = new ParameterOptions();
_configuration.GetSection(ParameterOptions.ParameterName).Bind(parameterOptions);

return new string[] {
parameterOptions.keyl,
parameterOptions.key2

I

[Route("api/[controller]*)]
[ApiController]

public class ParametersController : ControllerBase o
{

private readonly IConfiguration _configuration;

public ParametersController(IConfiguration configuration)
{
_configuration = configuration;

}

/{ GET: api/<ParametersController>
[HttpGet]

public IEnumerable<string> Get() 9
{

var parameterOptions = new ParameterOptions();
_configuration.GetSection(ParameterOptions.ParameterName).Bind(parameterOptions);

return new string[] {
parameterOptions.keyl,
parameterOptions. key2
h

TR
+ AWS Secrets Manager $##: Lambda Bk ( F&FE ) GitHub

« AWS S@@ ystems Manager BY.NET BLEY & , 71X ( GitHubi7 & & )
« W{A7E.NET F{# Secrets Manager & iR EF (AWS Z2E%F )



https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas
https://github.com/aws/aws-dotnet-extensions-configuration/tree/master/samples/Samples
https://aws.amazon.com/blogs/security/how-to-use-aws-secrets-manager-client-side-caching-in-dotnet/

AWS HE RS SEHL.NET Framework M AERFIRRLHN R L HESKE AWS
NMABRFHRETRRARE

NTHENARFZS , ETRARERE T —MBRNAREFEM REATAMNERGE, MK
J9.NET Core 2 Health Checks H a4 ME., RMNBWEEFANAREFRNFERAE . £z
TRRRESE N B2 KH %5 1ERS CloudWatch 3R & 0L & #h 3% 4+ B 8§ AR S5 (Amazon ECS) 2
KK AEPAEE (Amazon ECS) —EfFH, BXFAKEETRARENEZER CloudWatch , i
2% Amazon Route 53 X1, HX1 ASP.NET Core FEEZTRARENESER , ESRAMEX
D



https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/monitoring-health-checks.html
https://docs.microsoft.com/en-us/aspnet/core/host-and-deploy/health-checks?view=aspnetcore-5.0
https://docs.microsoft.com/en-us/aspnet/core/host-and-deploy/health-checks?view=aspnetcore-5.0
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IS

AIEEMEE T BINEEN —LEHEESSE , MRFENIAK.NET Framework R ARERF AWS, H

ML RETEZEELTRELZSRB TR RE AWS, Z T L CodeSuitefFiX L& ERE
5CloudFormationAWS Lambda. 2 AMS &&MA , £ L BaMEMAOEMMIEN , AWS HABRAE
BREBHAESERENEL, XEYFETUREREFLEFAEESFTERNENRR. Bal{LETURER
2HARNAE , HEWTESHOERANZTSEMEN, EBEE3CFAER AWS TEHEMNREK
ZeEHE  BUUEFFAZL. HAH.NET Framework B HEF AWS =,



https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/managedservices/latest/userguide/code-suite.html
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MR R IE R

TRNMATAEEN - LEEF R, NREFLERINBERRKEHMABEA , ATLLITH RSS iR

TE i8R B

IR R — 20227 H15H



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-net-applications-security/modernization-net-applications-security.rss

AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

AWS Fe g SRR

LT 2 AWS SSE i SRHENER, FRNEXPNERARNE, ®2EERRK , BEARERRE
RV R R IR B

Sz
D

7R

A

==

%

FRARFEIBIZTM 7 ELTIBERE, XLEREKL Gartner T 2011 £HERN 5 R HEAL |
SEUATAR :

- BER/ENRNY RO ANACREDRRESBEGE. N BYE , UEBNARFHEK

HEN, XBESRIBERERENBIERE. 76 : FAH#h Oracle BIEETH E Amazon
Aurora PostgreSQL # & .

- ERTA  BRARFIBHES HET-ERESNRL  URASDE. 6 R

Oracle BIEEIT B E AWS =H K Amazon Relational Database Service ( Amazon RDS ) for
Oracle,

- B  RRIBHMT M, BERMER T A SaaS B, Rl HEFXRERE

( CRM ) R %% Salesforce.com,

- ENRE (EEIR)  SRRAEFEIBIZS  EERTEAEXNTRARIIE, =6 &

Z#h Oracle ZHIBEIT B E AWS = EC2 324 EH Oracle,

- EFTHE (EPVEESFERERTIR ) REMREIBI =D , TEWXTFES, EENA

BEFSERIERE, BERZSSBEMNEBEETIBER —FENRSF. 76 : FHMicrosoft
Hyper-VR A2 FE#E AWS,

- RE (B )  FURABRFREERMESR, HHAeEEERTERENNNRAERF , 78

BHRENTHEHERIINGE , UREHFERENEZENAERF , ARNEBENRAEIL EHNER,

- FH FRAERBRRARFTEFTENNAERF.

ABAC

BFSRAETEMEA LIRS,




AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

MRS

BESREERS.

ACID

WSRETE, it BEE. SR,
3B

—MHBEEIBL L, EXNEES , REEENBERBEEARFRS (BIEANOEH TER
RNEHE) , I BEESEIBHALERBERZNABRFNES ., IMAEISNMME, TiE
HE®R R MATE—AMEE. eI HIEIBERTE , BEIHREEK.

E3-WaER

—MBREEIBLE , EXNEEP , REEENERBEEREFRS , BEFHREEH R B
EEN , ARREEFLERBEENARFNES. BRBEFEIBHEATEZEMNES,

RAEH
—% SOL B , X —EMETRIEF T HRAN L NEEE, ARG RHDE SUM A
MAXo

Al

BFSRATERE,

AlOps

BSRALIEREEE,

E&1t
KABBBIREEFMAGCENTE. EBCTUBBRPDMARBRL, EZCBEFBEANNAK
=

RE
—MATHRREHANFABENERBRAR , MEXRKEES , KBERSREGER. THHF
MBRERER.

RI T2 PRl

—MEE2FE, AATEAZSLENNARRF , UABBRF RELZIEERENRE.




AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

RRARFAE

BRALEANSINARFNFAGENES , SENENEF ZNARFHRARE LS50
H, XEFEERTRESAUNDMIENFE , BB TRAIFERTIR. TCLMELE A
BFABEELER.

ATER (Al)

TENNZFIEBN TERTERARRITEE S ARKMEXRBINATIGE , flmE>, #REBEMIRG
B, BXREZEE ARG LEATER?

AT E8ERYE (AIOps)

FANBFEIRRBREZEQE, BLPEEERMARNTRUARESRSRENTRE. BXxAE
AlOps AWS TBRBHPEANELER , BSRAREERIERE.
IEFIFRINER

—MNEREE, FA-NEH , —P2HARATNE , —MRARTEHESR, SUNAERNH
TRTHZ , BXNAAN TR NZ B =R,

R, —3tE, RBEM. FA% (ACID)

s
S
\Y;

—ARHEEMY , IMEEHIER, SREEIEGRZENERLT , BRRRIEREFNHERREN
BRFTT SR,

ETREMENERNRES (ABAC)

BEAFEMY (WH], THEEAGNENEN ) CIEBAFRNRNEE. EXEZEER , BN
AWS Identity and Access Management (I AM) X & AWSHH) AB AC,

R SRR

FHEBEHFEREANVMVE , BHIANREUENEER. S LUNEIEMNNEIEKRE S 2 H b
B, UELEBESEXEBIE , Sl BEHITERL. REIBRABE.

ATAKX
R —NTEVE AWS XiF, , A2 HMTAXEHENRW |, HoRE—XiEH e HXIiEdH
B, RIERAI M ERE,

AWS =R FEHESE (AWS CAF)
ZRERITERSHFHAMRESK AWS | ATEBALFHESHAEERNITR , URIIEBE =,

AWS CAFRHES S A ANERIUE , MAMA U, AR, BE, FH, T2MEE. LF,
ARNBEAEMETUSHEENRE ; T8, ZR2VNEEAENETRAKENRE. Hl, A

A 18


https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html

AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

RAEHNHNRATALRR (HR) ., AREREREMAREENNBEEXE. NXNBERE ,
AWS CAF AARKE. BIRABRHETES  UBBALAHAIXACMTFEEZ. BXESZE
B , 2 H AWS CAF M5 AWS CAF HEH,

AWS THEABREELR (AWS WQF)

—MIIEREEIBRIEAR, HEIBERANREIEAENIE, AWS WQF BE1E AWS
Schema Conversion Tool (AWS SCT) 1, ERAXRZDHHRBEELELRFTRBNR. NAEFKB, &
B RFMEREAFE , FHIRMATENIRE

B

EEHRA

—MEERILTAE N ARERNLEE A
BCP

FSWSEE TR,
1TH

—EBRRERNERTANXRENSGE—XERNNE., EBaLA#EH Amazon Detective BT H BRI E X
WM EFZ=i, T8RN AP HRAMELCNRE, BXREZEER |, BESH Detective XBEHHITHE
B,

Kim Fr R 5%

—NAREHEBEEERETNRR., BESHFTINF.

i o
— RN LR (AN TRENRBZ— ) IR, fl , B8 ML ER TR EEFN E % B
FHRF R BN NIREBH 2 XN mePiERRE 2" Z2EM A

bloom ik s 44

—REEN, NESUNEIESN , ATURTERENESHRA,
p AT
—HBEEN , CAUYNRF M TERLARNKE, £ NRERETLHNARFRE (&

&)  ES—AFETETHLARFAS (86 ). KRS THYCEFNENOER TR
%o



https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html

AWS MEHIES SEIL.NET Framework N ARFIRRLH R & HFEKE AWS

BT
— BN ERRETEIESHEMAXREZIRRENRENAERF. BEVSAZREASER
B, BlanfEEBXM ER5|EEM Web BREF, 18 —LEWHATEENFZANVEA , EANE
MASAEMABAL,

BEFME
WEEHRUHRBRERAZ RS (MHNEFPMEZZEFHERERPMERESE ) ZHNEPNE, BFRER
REANT EBVSARESW DI,

a3
REFHEN—NMNEEXE. EERETRENE M2 IRES . BUUNNES Z0IEHD
X, REEF D XPHA RIS BERIR. NEBRIIEMAUEN D XBEMNIES X, ZHIhEET
DEME , BUEIXEHEEST X, BXEZER , BSHAXTHX ( GitHub X8 ) .

%2 ( break-glass ) ¥lH]
ERFERT , BIHENRRE , AP AWS K/ AT URRGRMEITEE X BHRNBRAINE. B
REZEER |, 1525 AWS Well-Architected Guidance HH Implement break-glass procedures 1§
TERo

KR R
EIRER NI AR, 5 RERNXAREERN | £EEES Y5 RSN ERE R
KIBITEEM, MEEEET RIAEMEHE AT EERANL T EREL,

B E

P &E I RNBENRNFXE,

A S5RE

b el EE (Fln , HE, BRFRFIEH ) o BRSREMITRRK AT LAH 5582 H K
., ARESZER , BEHE AWS EETERRLHBRS AR BFRNESRISEDHTEALRT

W SSELMITR (BCP)

TR, EENNAMETBEHRAIMEANZENBERRE , AELLEBREREZE,

C

CAF

BHS AWS =X AESR.



https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

L EE

EB T RARE RIS, YEWETRE , MTBBHRA | 5o 8BS RA,
CCoE

BFSHAEHA L.
CDC

BZ A E N IERR,
BEiEHIK (CDC)
IRERBIERR (B EER ) NERHICREXEAN ABENIE, BN CDC AT&ME
B, PINEFITREFERREPFHNERURFRD,
B TE
B ABERBIIEE4RVRRENTM., EATLUER AWS Fault Injection Service (AWS
FIS) RHITER: , XM AWS TSRS MM E 0 H 1744 EE R,
Cl/CD

BESRERERFNEFERN,

5%
—HEHTERTUNHERE, 9RABH ML ERTNERE, BRERLEETR, Hi,
— MR TR ETEE G REAE,

P HME

B FF AWS RS RBIBEE A , NBEH TN,
RO (CCoE)

—MNSEBAN , ARHEFBNALANSRATLE , SBRFARHESIK, BIRR,. SIEETB
Bk, OSHEHATRANERE, BXEZSER , 850 AWS &= U KEEE LM CCoE 1+,

=it

BEATZESZEFEN 0T RFEENSEAR, SUTEBEREEILSITERR,

EITALAR , —dATHE, TENREC—IHSINCHRENZERE, BXESREE , FSRANY

BENDZERE,



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html

AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

ZXRABER

PFLATBE AWS ZHINBEESLFTENHE

« WE - ETFHERIENEIEN , FR-EERMEXHTE

- Eif — #TEMBRAUT XAZXRAER (fiW, eIBBEMX, EXL CCoE, BUZERE)
- IR - EBRENNRAER

« BB - L mMBRS  ERDelE

Stephen Orbanft AWS = Ml X BEEENBEXE (ZMRLMARABER) FEXLT XL
B, BXREAMNES AWS EBRRBHNXRNESR , FSAIBERER,
CMDB

FSHAEEEERIERE.
(\EZEER " Jcd

BERAZEFESEFENERNRCEMEMRS (03X, ROIFMEAE ) IuE, EANSERE
‘@& GitHub = Bitbucket Cloud, B MRANRBEHN -0 X, EWRSEHT , FMEEE
#HENAT—1YEE, £ CICD BELTUEAS N ERE.

mERF
—fZEW, ERFERTEINITEXBENEHAXETF, XELEMERE , B BIEESSHI4M
MNEAFHHE R , XENRAPXREFIEREE,

mEBE
BRAOBRINEE , BEERHEHE, EHLEKEN , BETUNESERER, FXEREEAR
FIMRERIE B A E RN F 2 N7 7T AR AR,

TTEHMAN (CV)
—fh Al GitE , EEANSEZI RS TNERBEFEGNUMEAREXFHER. FlE , Amazon
SageMaker Al 7 CV 1=t 7T RBGLEE L,

BEmRB

NFIEAEME , —EETHRSVEEER. XARRXSBEIEARETE/TEN , BBEER
HHE , TREEN.
FEEEHIEREF (CMDB )

—MEEE  ATEFERNEEAXBEEFERE ITHENGEE , SRE4ANRHAAGRERE. £8
FEIBNTRESRIAND B EREARE CMDB BV#IE.



https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/

AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

CyRE)

— R %I AWS Config N FM#bHEHe , BAILULHRX LRV AMIBIERE , LEBEXENEAMMNE
EMRE, BAILER YAML B — B aFEN BN SKEEEE AWS K MXEHEZENMEHA
B, BXEZER , HZH AWS Config XEH I —HMH .

B E R RB SR (CUCD )
BHRTRAELFIRORRE, WE, Wi, TENESNRNER, CIUCD BEBMENE
B, CUCD TUMBESIARE L. BEETH, RERBRENERERN, BXESE
B ESHEBESANMRS. CD tTURTRENE, AXELEL  BEHEERI5EEE
B,

CcVv

BESRITENAR,

D

BAWIE

W& hEe 1 BIE | Bl PR BIE.
BRENEHFHREABENBBMENERTIRIMIENTE, SEREMNELEXEERFRIEH
KBARED , BRI UBBEBENBFENEYRPMEREZES, BIEDEE Well-Architecte
AWS d Framework R Z £ XN — MK 2. BXEFEMAER , BSEBES L,

BEZE®
EFEBREEARIIGHSFIRENBFECANESVER , REWMABERER AHEBHNEENET
t. BIFEBAREBRENEFIENTTNNBRERE, HHEENL T,

R BEE
EMEREIBIIHE , SINERNZRIRRBHHHE,
R

—MRWER , TRES AN, EPOMENBERERAREFXNEENLGE,

BIEHERIL
REFHL LI D ERIERN RN, EHRTHRER/IME AWS = AT REBRLKER, RAMD T
B B 5



https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html

AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

HiEL R

AWS SRERI—ATRP PR , THEBBRERIRBAGEEHNI L FARETHNENTERE
Ho BXREZEE , BEAELWEREDLR. AWS

HETmALE

RRBHERRN ML RE S THETNEN, MAERETRERENRELTIHT , FLER
R, T—HIHEENE,

AR
EHRENEBENEGBAPRIRERFENDENERE , SINBELNETER. EHRANEME,
BIEEH
EEWEMSCEEBTFEN DA
BECRE
—FREEL B (FlNs ) WEIEEERS. BECEEREEARERERE , EEATER
MDA,
BIEEENIES (DDL)
EHEEFURSBUARMNREENBTIRTT.
BIEERMEIES (DML)

EBEEFERER (BA. ERABE ) ERNETRB T
DDL
BESRBEEFEEES.

RERE

PESNMREFIERFITN, SUUERRERSRIREEHEBENTNRAETN POTHEE
o
RE]
— N ML FEBRERAZE A THELMERKIRZE ABENBNBH B iREE 2 B HRS,
defense-in-depth

—MEEREEE , EIRBARE , EBRMIENMNEH 2 EXE—RINZ SN HIFRHERE |
DR MEREPHBEONZE, TEENTRAE. SRRAXMEEE AWS , f(REE AWS

D 24


https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

Organizations &M T EEE RS MNEHKEB BRI BIR. B0 , —F defense-in-depthJ3 &7
DEEZREEHRIE, MEDERMMNE,

EREER

£+ AWS Organizations , FREMARS AT SUEM AWS B &tk PR E R A LMtk - H B2 Z R
SRR, WKFEBANZBRSHNERERR, BXESZEENRERFIIER , ESH AWS
Organizations X #7 {£ f AWS Organizations#J k55

ERE

ENAER. MYEIABEEEERAEPTANTRE, MBELSRERBEFXNER , ABHE
R REFRHE R HENEITZRBE,

FFRHE

BSHHE,
M M2 )
— MR | FEAREERTRN, BRESNESHIEE, XERHSS 8RS | REE

BER AR RS, SXESEL | BHHE AWS EITHEZ 2 125 th o ol 12
&l

FFERMERES ( DVSM)
FA TR B XS SR TF & A i B HB R B 53R BE A5 B A SR 820 B BR 1 R 3 B E HAR R RV R

. DVSM § B T RN BHEF KRR IRITHMERRF TR, HEQIKREFERFFRIEFRCE
NEBNERENSRAMER.

WFFh
HESXHRAGNEUEN , NRAW, T TLRENEFE, RFFLIHMNELP . TR
W R P (R 1L

BER
EREMFN—HRINE  RPSESEXRTERNENKER Y, SEXBEBRENATH
FANEUT XANEEBT., REREERATEROR, FirisREmE,

R

EIETHERBHREGERETENREVEXRNRLFEFNES. SESAHTERREARARE. BARK
FRANRENER , AINESHEERRVBERMFR T,



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html

AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

R¥EWE (DR)

FBRARBEARE D HIGEERNENNENBEEXNREIRRE. BXEZELR , 5
Well-Architected Fr ame AWS work F R “TAEREZFLNHERE : =ix AWS RE”,

DML

BSAREEREFES.
SR B R IT

—MAREXRDRBRENF E , B FHAMGEREDSMNASPTIRS BT BT & R 8 Sus s ool
% B#R. Eric Evans E HEESUHEZ R | MEROEZRMERFT 21& ( Boston: Addison-Wesley
Professional, 2003 ) M4 TiX—8l2. BXUAFIFESN & 1T 5 strangler fig X E S FERHI
ER , B RFAREH Amazon API Gateway ZEF FREEK Microsoft ASP.NET ( ASMX ) Web
RS IR,

DR

BSRRTHERE,

RERMN
BIESEAERENRE. Hl0 , £aLLEH AWS CloudFormation RN ARG FFRFHRE |, A
LUfEF AWS Control Tower 3R#& & X A Al gE 820 M B ESR S EN b,

DVSM

BS AT ZMETRRS .

E

EDA

BFSRREEHED .
EDI

FSH BT HIERR,
BEITE

ZEARTRSMT loT MELENERRZINITER D, ETELRN , W& ITETRDERE
HESR F 4 %2 Ve R At [H]



https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html

AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

BFHEREE (EDI)

ARAELFSXHNBEIRR, ARXESER , BERMTLEE T HRERTR,
oz

— R AR AEN A A BRE R RN MBZE X FHITERE.

e
MMZEEEERNRENCNNEFZFL, BANKETREEMTE , MASMEAHBHRIT AT AR
5)'1']5_“&_0

FIRF

FHETEINAEFNERITF. REFREXFERERSERFT. MrFRELFRREFTRT
Tio

—MAUEEMRESR (VPC ) P1EE , GHMUAFPXENRS. SUUERAHEM AWS KF
AWS Identity and Access Management (IAM) A IR L usT RBRS , AWS PrivateLink 3@ H
BRPNR, XEKFREAELAEED VPC R RAFEERZTENRIRS. BXESZE
B |, 2 Amazon Virtual Private Cloud ( Amazon VPC ) X #4/ #9822 IR S o

kB RAMXI ( ERP )

—f B CNEERELLRBUSRE (HlMit, MES MIEEE ) WRS

(EEpks
RS —IMNEBEZANNBZPAHRTNEBENLRE, BXEZER |, i5Z AWS Key Management
Service (AWS KMS) XX E{EE N5,

E28:

EEBITHNABRFNXSG, UATRESITERERARERE

- FRHE — EESTHRRARFNSES , REATEPNARFNROANTEER. TRHE
BRATUNRENR , ARBRERAR LEHE., XRHMFERHAN AR,

- TERE — NABRFNAMBETRHE , LA THHREENNLARER,



https://aws.amazon.com/what-is/electronic-data-interchange/
https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping

AWS MEHIES SEIL.NET Framework N ARFIRRLH R & HFEKE AWS
o EFIRE — RLRAPANFRNERSITHNARFNKSl, £ CI/CD BEH , £ ERK
BE—NEBIRER,
o FRINE — RO REARRUAANAF LG RIPAERE, XUESFEFRE, LSRR
B A P BONRERE

epic

HEEREFT , AR THERTHENBEML LRSS, epics A THFERMKBESHE
RiER, Hla , AWS CAF Z2 LI ESHNBREE, NEREs, EMixERe. BERPN
EHmRL, HX AWS EBERET epics WEZER , BSHITRIEEER.

ERP
ES R FIFEME
RRMEBIEDHT (EDA )

DMBREEATHATERENTRE, SRESCERE  AHTOSEE , UxIARKX, IR
EHARERERER. EDA B IHEC ST BIEN I BRBIE TR BAHRIT,

F
BEXR
ERRMPHP LR, EFHERULSEENEERE. BF , ESXIXREEHHREND : IBE
BRSNS EERAMENT,
TRIE 5K 4l

—MEAMERAEEXNNARERET REREAPNES. XRBESEZNXREID.
HEREL SR
EHAWS =, BUAARX AWS X, 26 FERBEFEKNLR , SRS T RN mH
B TREIERENEE. AXESRER , F5H AWS BEREIL R,
WRED X

BFZHAD <o
FHIE

ERRBTINAV M ALSE, Al , EFERRED  BETRRERNEFLHROE K.



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html

AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

BIEEEM
BN TRATAUNEZENE, IEERTABESH , JLELEMEARIITITE , £l40 Shapley
IUERERE (SHAP ) MRS #HE, BXEZER , BTSHAERANGEF I RN A #RE AWS,

Rek iR
A ML REMCHE  SRERARERREELRE. FREINENMEEZRFENZARFER.
XS ML ERENRTEF RS, fl, WRERF2021-05-27 00:15:37" B 5 73 “2021", “H
A7, “BHAM“15” , WA AR BZ I ERRBER T HAXNEEZIBAER,

DERRETR
HEEXR LLM FITROUES 28l , EaERHDERE , UERESNTH . ERRRETXA
FIN—MNA , EPFERAUMNRERPRANTRS (HAR ) P23, ¥TEERESRK, HEF
GEAANES  PERRTRAREERN. ZHESHAEELTET

FGAC

BSPBAS RS,
B RS (FGAC)

ERA SRR TFHIELTHRIE R,

RIAER
—MBEEIBLE, BUERSERRERAERRESS , £RENRBRIBHRSE , MIEEH
D BRBEE. BR2FEIRERERE,

FM

FEREMER,

EAiEH (FM)

—MREREZIBEME , —ERE] XARFCHENRERIESE E#HTUIZ. FMs 88BHITH
MEEN—RES , SINEFES. ERAXAVTERGURABREBESHITNE, BXESEE , F
SR AREMER,

G
ERANALER

AlBEN—MFE  XEEHELIREBHRE L , TUAEARENXARERROZFHABTNY
f, BlEE, 5. XANEH,. BREZEE , FERTLRERXATERE.



https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/generative-ai/

AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

Hu P IE

FSRIERE,
HbIBPRH) ( #IEFELE )

1£ Amazon # CloudFront , —#fHIEFEER/MXWAFFRAR D KWL, EaAER T
PIRWALEFIRKIEESHAFNCELENER/MBX, BEXEZEE , S CloudFront XREHH
FBREINBSHHIE D o

GitFlow L{EM=E

—MEE, BEXMEER , TENELEHRRERRBE#EREATRERND X, Gitflow THEREH
WHRESHIERE  METHA4N TERENRIRE. BENGE.
BTG

RERBHENRE , AEBEBZREIRENIEONER. S, £HEld  AESRETAT
EZMRZFLMERRG , AR TRESREFNERENRE, T BEMESRR,
Ex

EHFREFRONEEM R, EXRARNRALFERN | CTURBFEHEAR ARSI
BRI (BHN G ) REMNES, NRALES BNAEMEHE | TG E R
SHEMEL.

B4 B4

HMYEBESHALMHRR, REMNESNENSREMAN (OUs), FPHHERF HLE ST REEUHER
BEANERE, SIRERARSEHREMN IAM BRI RS, UM RS8N RSN
MEMERB , HERREUHTEE, ©iBIFEA AWS Config, . Amazon, AWS Security
Hub CSPM GuardDuty AWS Trusted Advisor, Amazon Inspector 1B E X AWS Lambda X ZE3k
X,

H

HA

BRI A%,
FERBEFEIBIEATRBIEESIZNERBIERE (HlE0 , M Oracle T E| Amazon

Aurora ) . FUITEBEEREMRY TN -0 , MBREWTER -—HERENES. AWS B
7 AWS SCT K#HBIKI R HER,



https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

S A% (HA)

FEBE PR AR , THERBLTETREI T ESLSITHRESN. HA RESHEBIHITHERS.
FERREHRIFME , UK DWW ET R AR NEE,
A L BRI

—MATRIZEERK (OT ) RGN CMARAEFHE &L FERN T E. AEBEER—H
ATHRENEF#ELI PEMRERBENEREE,

REBIE
MWATF UGS BB RREFRBY —BHOINF S MR, BOFRLTNSRB KBS
THB | EANME AR BHRR IR,

RS RS

FREBEIBIHRZE —HBBESIZH B HRBIEE (A0 , M Microsoft SQL Server E#BE|
Amazon RDS for SQL Server ) , M EIBRBEEREREINIERFEETEN—3B0. EAUFER
ANBEELARFRIBEN,

ZF L RHSE , FIIKNBEIILPHRCBE. SEREEEFESHETHEENFHRF S
REIR AL IRIE N 1R VE R
EXNE R

HWEFRREPXBRBENESEE, HTHZEY , SHEFEEREHREMN DevOps KM T
TEZINEHITH,
hypercare @A

By s , TBRARIEEBEMERESPEIBNNARRURREMARENER, BE , X4MNE
Hi3E4E 1-4 R, 7E hypercare AHIE RE , TBHNBEESRNNABRFNREBRATZEHRR.

®
laC

ESEERME AL,
HET5HHER

Y E —NHZ A IAM ZHEARKE | BT EXMEI1E AWS & SRR EIRER,




AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

ERNAERF

90 RA¥1Y CPU MINTFERARAE 5% T 20% 2HNNARERF, EEIBHEF K BEREFRAXL
MRAEFSREREEARE,

lloT
BHSF Tl Y ERM
A AI 3 B At 1R e

— iR  AAEFIENRISBHNEMIRE K MAR2EH. BSIREXNEEMIRE, FAIE
EMtigAR LT EMEREE—H, EafFE, Eal, EXEZEE , 55H AWS Well-
Architected Framework A Y £ F 1~ 0] & E At ig e 1T S0 B R E SRR,

A¥ (A0 )VPC

£AWS ZIKF2EEF | —iES, REMNBKARENARFIATHMEIEEN VPC, AWS 24
SELMEVEELRHNMNER, |, S/AW, HENRLE , VPCs MRV EHNNBARFEE 21
BEMZ BN @EEAQ,

BETH
—MEERE  EXTRED  EALENARF D RN RTER  MAR - B,

o, BHRAARIFILANMRESIALEIRIFTRE. EBIN—VEEE , EAUES IR HM
WBRSHAFT , ETEFEABRERLS, IMERBEET AAEIBHRIRE,

Tk 4.0

ZARiEH Klaus Schwab £ 2016 Fi2H |, EWRBEIERE. SHEIE. 831it. 2 A/ML B
5K HERENITRAL,
HugHE

NMARFAEREENFIERBENES™,

ERL RN (1aC)
BY —4dREXHTMAGRMNEENARZFEMZENTE, aC EEHBBEZEFEBEEM R,
WRBFRELCTIREY B, FFAEEETEEN., TEHEN—B,

T B (I10T)

AT L IUHERKMNEARBRNRE , SldEl, &R "E. BErfRE. £adZziKil, &
XESEE , FZEFET U YER (lloT) HF LR,



https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://www.weforum.org/about/klaus-schwab/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html

AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

K& VPC

£ AWS S REF , —FEFR VPC , ATEEXN VPCs ( AR TR AWS XiF ) . BB
MARE 2 MW MERENRE, AWS Z£SERNBVREENMEIKS |, SEAE, Hik
MRE , VPCs MRFENNARFEE ZNERMZBHMNEED,

YIEBXM (10T )

HHEARAN BR[O ERVERENREARNMNE | XEARB[HLLERET BB A it
BEMEEEMXRZFNRASHITERS. BXEZER  BSAMTLE 0T?

R

TRISBEFIREN —FBE , BB T AXRTUEBRERNTNNFAEBRTFEEANEE. BXE
ZER  FHRAFERISEZ I ERN A #EREE AWS,

YIER
BES RPN,

ITS8E (ITIL)

BT RS HEXEREF LS ERN—ERETE., TIL 2 ITSM HE R,
IT RS & (ITSM)

NALRIT, KiE, EENZE T BRSHAXED. ARAHFRESEE ITSM TEEHANER |, F5
FiZEERIERE.
ITIL

BHSE T EEE,

ITSM

BFSH T RSEE,

L
ETHREN RS (LBAC)

EEEEE (MAC ) W—MXEAN , EFABAAFPNBEASIE T Z2REE, AFEE
RENBREREIREZ RN RERE T A5 A LLE BIHRLTMS,



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html

AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

2RKX

landing zone B — MNEMBEMZKS, AWS 35 |, EAMT BMHNZEM, XR—IMER , BB
HATTUNXEROMBER S NEM EHARPRESHNBBLEARFNNARF. BXERXX
NWESZEER , BSRNIEEZSHUT BNk, AWS i,

RESHER (LLM)

—METREHFEHTRIGHNREZST AIRE, LLM TBRITSIES , SINEERE, B4
XHE, RXABEREMESURTERAT. BREZER , BSHMTLE LLMs,
AR TR

T 300 BHEZ RS
LBAC

FSPE TIREAY 1 R14EH),
RIKNPR

BFITESHENRENRNRELZELXK, AXESFEE , B IAM SR N A RERR
A,

EEIB

#2H 7R,
INTEY

—NEERREERFZFTHNRE. ZESHZTIF,
LLM

FERAHESER,

TRHE

BFSHARE.

M

HBEFS (ML)

—MERAEEMRARRTENXAINNEINATER. ML X EZHHYE ( FINYWERM (10T ) #&
7)) #TOMMNEY , DERETEANSGITHER, BXEZER  FSANSEF .



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/what-is/machine-learning/

AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

FOX

BESHR DX,

TERM

EERSHENZEIRMNRG. BERATRSBATENRS, HEHRERIRERER
RWHRRR. BERGNROSERES. TR, IRUGE. KD, BIERGMNER SRS

KEXNRS
AWS RS © AWS ETEMIREE., BERSNFAE |, B LLiG i 2RI # ML FEHK

#&. Amazon Simple Storage Service ( Amazon S3 ) 1 Amazon DynamoDB # 2 & RS K =
i, XLRRS IR HRRS

FIEMITRE (MES)

—MRAERS , ATRER, B2, CRNEFHEERFREM SR RBNES TR,
MAP

BESRIER ME T X,
WL

—ARENERE, BTUEEPNETE I TENEA , AGREERUHTRE, HH2
—REZEIERFERBICNUENEL, BXEZEER , HSHTE Well-Architect AWS ed HE2R
RS,

X 5 T P
AWS Ik BRE THLAHRNEEK . 2 AFTEMK S AWS Organizations, — /MNP — X REER —
MNMALKK R o

MES
BSRGHERITRS.

SHERAGIEN &% (MQTT )
—fE T X AATRER VR ESR machine-to-machine (M2M) BEM |, EHA TR RZ RV YEN
"o

MRS

— /NN RS | BEARNEHITER APIs |, BEHRDENMIEANABE, Hlu, RE
RO aFERARWSED (MEENEH ) FE (NER, BRJOH ) HEKRS. RS

M 35


https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html

AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

Rt aEEE, REYT R, BTHE,. TESECRANKBNRERN. BRXESER , BSRE
H AWS ToRRSS 85 AR S5 & AR AR S5 o

AR SS IR

—MERIMAFHBENARFNGE , REAHREINNARFERENMERSET. XLEHR
SEABRESBITE LA EORTER. APISZERMPHENMURSEHMTUETR. HENT
B, UBRNNARFEENRENER. AXESEFEER , BERELXIHES. AWS

EBMETXI ( MAP)

AWS ZITRIRHEF A ZRE, HNMRS , UHBHERNIBIZRERSNESEERM , FAFHBK
HEBREAAE, MAP T —MURENAXHTRZIBNIBEE , UR—ERTEHIR
THMEERERZRNTE,

RARITR
RABIEARFASDRIBIZHINLE , BB - KPUERNEETIBESNRAERF. £/

REANEHNBRREBNREIEMLBHY , XEHEEAK, TEMRBARNIBI K BE8
FEMBREIMECTEARNEIR. X2 AWS EBEBHNE=ZMER.

TBI

BEREHIRA , BE B3, BENGERCIERRTIR, TIBRI ARBERREEE. LEoH
MAFFEE, TBIRM, FRARAFTMNERRTIEH DevOps Tl Ao 20% Fl 50% Kyl B
RARFEASHAEL I FERCNEEERAEARK. AXESZEE , FERAAREREXERT
TN ER T B,

T T HeE

BRTERIBAMENNARFNRSHENES. SNEIBEABFTEZE-—ETRANEIBAHE. 8
THENROSEBIRTH, ZEAM AWS KK/

EBER
—MUESNIEBES , FAYETEBRE., IBENURMEANIBRARFIRS. =
Bl : £A AWS NARFIBRFSEFHEE D Amazon EC2 BT,
EBAESTEN (MPA)
—MELXITE  BHTATRIEEIRE AWS s L ESRENES. MPA Z# T IFMANEESITEN
( RFBARFE, EM. TCO bR, TBMADH ) UREBITX ( NAREFHIED T A EIEW

£ NABRFDA. IBALERIEFANBIRAK ) . B AWS HIRIHM APN S HEIBR 15 7] 5 5%
R MPATE (FEEX).

M 36


https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://mpa.accelerate.amazonaws.com/

AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

EREZFRTN (MRA )

£/ AWS CAF RA T BREALNZHARS, BELBMESHLURFIETHITRINE NERIAZEE
MEE. RREZER , BERIBEZERE. MRA Z AWS T8 RENE—B K.

TR RS

FIEARTIBE AWS ZHAE. EXESEL , BSAREBERTH 7 RAK , URIALBHA
AR AHAEE R o

ML

BFSHANEF .
AL
HEEH (FEENSES ) NARFREEMRBEEEATTHE, BUENSETANRS | UE
BEA, BRERRAFACFH. BXEZELR , BEHE AWS =R LI N AEFIALHY K,
AL ERBR TG

— it AR A THEALANARFHNIARCEZER ; BERS., XERMAKRBXR ; BEA
LARBPESARE LXHXENRARFNRFRS, THMEERRBMEMNER. FARBIARL
HEERXEMBNERHNBLEURBRERIEENTHIT. BXESER , FSHE AWS
mHRIME N AREFR A ERER.

BHNARERF (248X)

ERNEFREREHEN R MRS EZTHNARF, BENARFR/L MR, NRENNAREF
DREM T REE |, MGy BRENRY, EEABENER  MISEEERRARFNIIEES
THEMESR, FERRXLERE , TUAEAMERSRY, BXEZEE  FSRANEED BN

B

MPA

FSREBAES TN,

MQTT

FHSFE SR SIEN L .

e ES
—MEB NS IR ERTN (FAURMALER— ) WER, FlI0, ML ER TSR XA
FmEH, AEERFN? WUEFEBNBAALRFINTm?”



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS FSEHES

SEHL.NET Framework B AREFINLH R £ HRESZE AWS

A 2R EL A IR e

— A TEFMERES TEAFNNEEMRENER, FTRS . AISEEMaiEu
4, Well-Architect AWS ed Framework 22 {# 7 7] 28 Bt % e e h J SRR,

O

OAC

ES SRR R 2,
OAl

ESHRIRL R & 6.
OCM

FSAALATEEE,
BYE®

—MEBEE , ERHEEP , RIFEABRSEIBLRESF

BERT/NEIERE TR,
Ol

FSHIZ E R 1
ELIER

hlA

flsbesy

Tar

To XM ESERFEIASE ,

—MIEBSE , EXHIED  RIEAREFELANTERIBERRE, EEBERES , EET
FERBHNNARF I UASEEIT, XSG ENENNEANETRGEE  BEATXBES THERE.

OPC-UA

FSHATBREEE - S — 2.
FFRUORIZESE - 48 —2_# (OPC-UA)

—# A F Il B31{LH machine-to-machine ( M2M ) B{EtH, OPC-UA £# T — N E&5EM

2, FHRIENRNG RN EREMRE,

38



AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

BEERAHIL (OLA)

]

—IMY , EEAT IT RN TAEHERNTNANE , USRS KFEHI (SLA) .
ZEHEEBERFEE (ORR)

— @A B E R MR RESR | THRBETH, TME, WMHREDESENTENHENT

Bl. BXESZEL , 53 H AWS Well-Architected Framework FHIZE #ZERETE (ORR)
ZEERHAR (OT)

SEYEREREEANESHNTILZE, REFNEMRENEHNRERSE. E6ELP , OT FE
BEAR(IT) RENERR T 4.0 HEHXBER,

EEBS (0l)
EPRUEEARCHIRE , SEHREITN. BNCHNER. EXEZEER , BSHZEESE
Mo

A A0 IR R
B AWS CloudTrail b2 IRERIZFH LN AWS K- B AR FTEE4 AWS Organizations.

ZRERESN AWS K PR  BTEALAN —H0 , ARKRSNMNK/NES. BXESE
B , FZ 0 CloudTrail 3£ 7 1y Jy LA A 6 2 R ER

NTEEE (OCM )

—IMMAR. XHNFSHAEEREER, FEMISHENER, OCM BYMREERA, #
R ERIBAR R ACMARTE | HBEARNHFREME M EZNTE, £ AWS IBX
B R, ZERBEHAARME , RASRATEFTEXENEE. BXEZER , 5K OCM 15
o

SRR A2l ( OAC )

£ CloudFront , —/MERRMYIEL , T PR &5 B SR S8 T 5 52h 4] 2. 76 AR 5 (Amazon S3)
NA. OAC £EZFMAE S3 7 AWS X5, A AWS KMS (SSE-KMS) # 1T iR 5585w AN
B, LUK S3 FHEERI B ASPUTHIDELETEE K,

SRR E & 43 ( OAl)

£ CloudFront , — A TR &5 B R AEF 28 Amazon S3 ABMIET, K& OAl B
CloudFront 2812 —/ Amazon S3 AN EF#TERRIEINEZILEA. ETEHRRIENEZIEAREE
B3 45 E CloudFront ZBLiF M) S3 FEEHNNE. B1ESH OAC , HAAEMH T ERAMEBEN
T E R,



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

ORR

FEHEEEZBAFE,
oT

BZREZEEHEAR,
Hik (#0O ) VPC
£AWS ZKFEMGD |, —MGEBEMNRARFADBE N MEEZEN VPCo AWS Z25ELEWE

WIRBHRAMEK S | SIFAY., HIEMKRE | VPCs UEF LN NBARFEEE TN EBKMZA
A mEEEO,

P

R PRiL 5

BEANE IAM E4R IAM EERE  ATREAFIAGATUHEANEARR, BXESZER , #F
5 1AM AR RRID R

MABBER (PI)

EEEFEMEXBERS RN TATESEERMAFONEE. Pl N REISEESR, A
BREER.

PlI
BZEANASHEER
playbook

—EWEXHNSR , ATHREIBAXNIHE , fINESP IR OEE R, playbook AT LR
RAMZA, BaLETFRNER , B URBERARCIREMENREISRINFE,
PLC

WEH R B,
PLM

B mEmAHEE,
policy

— AR, ARENRR (BFZRETEHNER ). BEEHEEZYS (FSRETHERNER )R
7E X AWS Organizations AL FRBEKF R AR ( BZHARSEHER ) .



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

ZEERFAM

BEHREGFAEIMEBER , MITEREMERSNEEFERAR. WRENHIRS X AR HBE
FRER , EMNATRLSBESNIET R EETE. NRUBRFEARESEFZRNEERFE , WA
UER I RIMARS , AREEFERN AT B,

AETEN
—ANRIA, SMNBEENARFASRERUAYNIBNIRE. BXESER , BFSHMETRE
18

57

IR[E true = false WEHZRH , BEN T WHERE FaHH,

1818 T #E
—MHIEEEARICEAR  TEERAZBFEEATHRE, IFROMNXRBBEERLEZNLERN
BIEE  HiEEEAMRE,

I BA 1 2
—fheRE  SEMLESEHRE, XEBREIRE—EL , BB IERZLZRAHE I NEH
BENER, BEXELEER |, §SHE AWS LSRR 4| rh i Taps 1241,

Ek
I AWS T BURATIRER G R BRI EE, SXEBER IAM ACWBAFSAF, AWS IKFHE
REZER |, BSH IAM X F A aRENEES P ERK,

FaFAIRIT

— M EBNMNTTASEGDHEERANREIRES .

AEREX
—NB88 , HPhEaEEFXEFEE Amazon Route 53 f1{ala R4t 3 — AN HZ A VPCsEHZ R H FHH
# DNS EHINER. BXEZEE , S Route 53 AW EREXWFEMH,

FEohizsl

—MZ2EE  EEMLERBFEARKF, XERFL2ERFEMEIXNERITAR, IRBRE
EHTRE , WF2MEBE. AXESZEELE , i55H AWS Control Tower XAEHRIZFIZE R ,
HSRE EXBREZF PR EBIZH AWS,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

FmEmARERE (PLM)

NEmEREBRNMNEGARNNBEENRENER , MRt FRARS , JERMNER , BERER
MK

EIRZ S )

BSHTE.
AHIREEREIE (PLC)

EHELP , —HEEASE, SNEENITEY , ATSENRASIHEIZ AL,
RS
EA— LLM #R REEERA T —MRROAA , UEREFNIER ., ZERATHEENESS

BRFIES j‘c%iiﬁﬂ*%ﬁ?ﬂﬁ*ﬂiﬁﬂﬂ}*o CEBTRESEL AR EREMEXY , FRF
REERMANMELLES

BAE1L

ASNUFESERBESETNARRTNERE, RBICAUIBBERT AR, BRECBENEAHN
NABIE

publish/subscribe (pub/sub)

—MXFEHRSAFRLSBENER , TRETT REMBNED, S, FETHRSH MES
B, MRS TARSEHEEE RN EAMRSTSUTRNIE, REAUETERRTBRSHER
TR ARSS

Q

Eif)it X

—RIATIHR SQL XRABBERGEHNBENLSR , RUTES
Eif)itxIES

HSBEERSEICEFEENSZETI T NBEEFERRERERER(LZHIR, XAEEHASITH
&, AR, MERE, EWSHHEERNBIEFESIZEIMERN.

Q 42



AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

R

RACI %R

F2RRE, HR, EWMAE (RACI) .
RAG

WS RAE A
BRUMH

—MESRM4 , SEBRLEXNITENRGSIHEN TR , ESERN L,
RASCI 4B

BFZREME. AR, FEMAE (RACI) .
RCAC

ST 5B S,
QB
AT RREWHREERAR, STTEHEEIREEE  UREEREEN AR,
N
HSH 7R
145 5 B4 (RPO )

Bt - M BEREQURTEZNERETE, XRETME—MIEREBIIRSS i 2 [ T2 R %
BEXER

1% & B iE) B 4% ( RTO )

ARSS P T A AR S5 IR B o B AT R YR ALER .
X

Region

IR XIHAK AWS BIRES. BN AWS X SMAERE , Kty |, URHAHE, REMM
Hit, BXREZER , BHREEEHNIKST ATAEAN AWS XiF.



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html

AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

=13

—MINBEN ML &R, i, ERRZXEETHNENRSZD 2 "HIRIE ML RE AT LUE AL M
ERER  REEEMNCHSEX (WERRAER ) RMNEENHEENE.
EMRE

#2H 7R,
R
EBERET | BT FETENTH.
EHRE
#2H 7R,
FRTA
#2H 7R,
E H R
#2H 7R,
i
R I S R I RS BB D . 4E AWS SRMEISER | B A B AIUEE R
WEEREEZ, BXESEL , HSH AWS = P,
BT SR 50

— M N R IR KB , HI20 AmazonS3 M. ImRBMMB R, LLRRIEE T RIFHLEEH
i, XERFRIRAELUR AU B R A H AR
TE. HE. BWMAE ( RACI) %/

ENZEIBEIVNEENTERANAGMITENER. EEAHREEFEPELHTESR
B:AR(R). AR (A). BH(C)MAE (1), X¥F (S) RERWEN. MRBEXE,
M ZFEREF N RASCI %R |, tNRRFHEBEBRTES , WK RACI %/,

W 37 14 428 )

—MREEH  SEEIXNTREHAIURELZLELNBERARTESE. AXESEE , FSHAE
AWS £ 3K e 22 4 422 1 o 9 Pl 57 14 22 1

RE

FSH 7R,



https://aws.amazon.com/resilience/
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html

AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

= H

BHZH 7R
REEBER (RAG)

—MAERXATEREAR , Hip LLM FEE R\ 2 7 5| A B Y SBIERIR 2 AR R EEHRKIF.
Hlan , RAG RE AT ALNHAIRER B ELBENTIEER, BXESEE , FEHAMLE
RAG.,

¥

TEHA T #4 BB T T 1 A RO R
751155424 ( RCAC )

FERAEEXHRANWER, RTFHN SQL KXiEHX. RCAC HITIRAMHIBIBHNK.
RPO

FSHAMRE S B F.
RTO
FS IR E T E B FFo
=17 F At
WITRERSAHEN—EFIHEIEF. SINBEERN THCEEMHRFERSHRENEF MR
iTEY,

S

SAML 2.0

W2 BRRMEE (IdPs) ERNFF MFrE, WINREZFRE 2 AE S (SSO) , At AFEEE IAM

RRARFNAE ACZAFE &S AWS EE244 HEHA AWS AP| ##1E, BXET SAML

20 NEXEBHRIINEZER | H3H IAM XAFHXTET SAML 2.0 WEE B M KIE,
SCADA

FSA% B NMBIERE.

SCP

FS PR S5 12 HI R B



https://aws.amazon.com/what-is/retrieval-augmented-generation/
https://aws.amazon.com/what-is/retrieval-augmented-generation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html

AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

HE %

£ AWS Secrets Manager , BUMBEXEFZHENVINERZRER , SIUEBIAFLEILE. ©H
RIAERETBTELAR. BRETUARSHS, ENFRBIASNINFRBE, BXEZER , H5H
Secrets Manager X R H #1142 Amazon Secrets Manager 241 ? .

2@t

—MEBNMTRAIEFHBERLZENRETLRES .

Zai2H
—MBEARKEERLFIE , Al RUNFFERBTAEIRALZERBNED. ZE2EHEUT
MuRpSRRE  FEAME, RN, MR ED .

Z2EY

GOWEHE , FHERREHRENLE. XTRSFENRFIBRENER, SR TFRENRNR
TR ERRFEREE X P T LENIERFRE.

Z2ERMEHEE (SIEM ) RE

HETREEEREE (SIM) NRLEHEE (SEM ) REMITEMERS. SIEM REL2WE, 4
BN MRERSEHE. ME, RFANHMGKROKE , SRURBNZ2RE , HERER.

ZEWNEBY
—MPMENNEFLRE, SEAPRNREERLENH, XEAFLAEN RSN Z S

EERE | BEESSE AWS Z2 RESKE, B MAIRENTROSEBER VPC 224, 181
Amazon EC2 E4|sh e #EiE,

AR 55 2% i D0 2

R BIEN ATE B 33 338 AWS BRSS BTN,
BRSS 1R HIKEE ( SCP )
—FEEE , BT EFRFIELDFTEKF PR AWS Organizations, SCPs TE X B 18 7 5 R

EERAUEZERESAFIACHNEE, BULUFER SCPs AF5IRIIELFIRKIEE R IFHEE LT
ERESSIRE, BXEZEL , H559 AWS Organizations A% Y AR 5535 4 5 B o

AR S5 i R

FIA R KH URL AWS fRSS. BAILEARK , BIREANEED BIRRS. BXESER | #F
ZH AWS —RSE Fl AWS RS KR



https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html

AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

AR5 KL ( SLA )

— @, BT ITARFREOEFRANAS , LRSS EEETEEMEEE,
RS KFHEREE (SLI)

MRS FENEE |, fINERE, THAEIEHE,
RS KFEB¥R (SLO)

RERSZSETRRANERIER , ARSKTFIEREEE,
REHBEER

WREECREEEM A EAREE AWS HRENEE, AWS ARZNELE , MANRAREH
WEx, BXEZER , TEHREHBEES,
SIEM

FERZ2EENEHEERS,
B _JHE ( SPOF)

MARFHENRBAFHINKE  TRSPHRS.
SLA

BB R SS KF
SLI

BES R RS KFIE RS,
SLO

BES R RS KTE B R

split-and-seed & #l
—fy BEMIERK T E VRN, EEFDENTREATHNEN , OB F D AR EHN~
mEAR. XEBTT BALANBEINES , REFRARNIERR , XFREH, BXESZE
B, BZHEAWS =R NARFIRRILH DM RS E.

SPOF

LTG0
SLET

—MBEFEALQLEH , EERA— N ARBEEXRIREFERESHWEINERSE , AERA - ISR
MEERRFEBRERM. LERETHNELRECEFEASA TELEEENmRIT,



https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html

AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

strangler fig &=,

—MEIZERSEENMSRAAYEEZTUEARENRERINEAREINRICH T E, X
BEXALTRRBERNEE  SMBEERKN R, REEBEHABRTEE, ZEXRHE Martin
Fowler RHEH , N EERFRENEENKRN —THGE, BXOANARERXNRE , FSHEE
A& Amazon API Gateway Z 5 & /E B K Microsoft ASP.NET ( ASMX ) Web BRFZ I AL,

T

:{&R\EI‘J VPC WE,}]_/l\ IP i&iltﬁ@o %M%?ﬁﬁ[ﬂ:i/l\ﬁfﬁﬁ Izq:'o
GEERFIANBIERE ( SCADA)

EHRELH , —FEREGNREREEXY A~ NE~RENRE,
X3 FR 0

—MNEEE , CERAERNRARNBENEZRRE,
REM

DEEAFRENARNMNARE , RN EER B LG E R, RALER Amazon S
CloudWatch ynthetics SR8 21X £

RERT

—MA LLM B LT, HASAENRESETANER, RERTAEPTRELTXHFEER
FRERHM,

BEX , AFALARFEN THIE, AWS REFBTERERE, A3l A4, BRMFEE HR. BX
EZER , FEARICEN AWS BF,

B

BEBER ML A2 EHTMNNE. SRR ANERETE. Fi, EHEHRD , BRETETRERES
miER A

E5IIR

—MEIETFMATRERXENTRE., E5IRESETFRHBLRNETHN ERAESIIR,
NTFEMENAES , e2BMUAERNE, AEENREE.



https://martinfowler.com/bliki/StranglerFigApplication.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html

AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

Wik R E

BSARE.

gk

NEN ML BRERZIWE, WEBELAESEBER, FIEEEIEABEHER SR ALK
REERFZNER (EHFETNUHNER ) WERX, RehbBRXEERH ML EE, RE , &7
BAEA ML R EXS T HIE B ARay#T BTN o

S ETUES

— AL, TATHENMNE VPCs MAMNEEE, BXEZER , S AWS
Transit Gateway P AR LR MK,

ETH4p THERE

—MEE  FRAREDRS PR EMN A  AERXLEXEHIESIXP. RFE,
BIFFHED XHWERF R, MEFMEFHRR,

AT RAER

AEEENRSR TR , ZBRSATURREEEKS PHITES. AWS Organizations HEE
REMEANAER , FEENRZ2ESINEKFPUE—INEE , NERTEERES. BXEZE
B , 2% AWS Organizations X#HHIAWS Organizations S E i AWS R — M,

L1t

ERUGTENENAE , LIS ML EERNERM, flm, EUNBRERFEE, ML
AETRNRETZREEXESRRMAMER | MNTiIZ ML REL,

TR 4877 A BA
—“N> DevOps HBA , fRATAARMEEERRE . WIKFEARNAETHRERGTFRIRH RS
e

U
THEM

X—BSENRTER, TEEIRINELE , XEFRTRLBIFTNN ML BENATEM, T
BEEARMPRE  AHTHEMRBHERN., FTEENBFEERN , MAEATHEMERBHIEF
EANREMENMESHN, BXESERE , FEHENMREFIRETNTHELIERM,



https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html

AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

EENES

BN EETHE , BN TNRARFAENIE  EFENSLAFRHERNEIZ SN
B, TEFNESHRESERE, EFNETENL.

LRIR

FSHARE.

Vv

vacuum 4E

—MBIEFELPRE  QEEEEENEHRHTEE , LEREHEZRFES MR,
R A $2

RIEFHANIENTE , fINF#EEDRRBHER.
VPC Xt FiE

MEZERERE VPCs , AWTEERRLE IP uimiE, BXEZER , FZH Amazon VPC
MR LR VPC XN FiEH,

MERG RS RIEE AR

W

—MESEERRNANEXBENEFIXER. BIEEXGIATUMNERXEFERE , XENER
PR ZIER,

B 203

TEHRINEIE, EHLERER  EEUESHhEE#,
& OR

— M EHEERAREMXERN —ATHRITITEN SQL B, EORBNTLAEESRER | HI
Mt BB FHESRE L TR EX BT RTHE,



https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

TR

—RAARARE | SNATMEHELNME | MEEES N ARFRERTE,

THR
ABWE i E— AR EASHNIREA NG, SATARSSIRTHN | 8 35T A o 19 E 4 TR,
Bl | BATERAKBERAEFORER. BRAYNANKETS THIE. A4 TERGXLR
ERAATEB IR , AETBRSENRAER.

WORM

FSH—XBEAZIRIEG
WQF

FSH AWS THEMBREREEER,
—RBEAZIXIEE (WORM )

—MEEER | T RBEABEH B IEBEERRSE R, RXASATURERES RIESE |
BRENERITER, WBEFEEMRBRIANTATE,

Z

F BRI A A
—MAAZERRENEE , BEANEERG.

F R
EFRGERAABENREIFE. RBEATEIAXMPRENFRARERE, FRAREER
W m SR BRI,

FHARET

7 LLM RERITESRIUA | BRBTUHEBIESH RS (HA ) o LLM S5 6E R TS UIZRr A
ARLEES . EFARTHNAERERRTESHEXMNREINRE, SESHIELRET.
EFNRAER

15 CPU MAFEARKT 5% WNARRF. EXIBTMES  BESFARENARER.

4 51



AWS HSEHIES SEHL.NET Framework B AREFINLH R £ HRESZE AWS

AXETHRBERE, EARXANBEREBERERXFEER , W —EUERXEXX RN,




	AWS 规范性指导
	Table of Contents
	对.NET Framework 应用程序进行现代化的安全最佳实践 AWS
	关于 AWS CAF

	身份验证和授权
	在开发环境中使用 IAM
	管理用户凭证的最佳实践
	在开发环境中使用 IAM 的先决条件
	使用配置凭证 AWS CLI
	访问开发环境

	在生产环境中使用 IAM
	使用案例示例
	资源

	使用 Amazon Cognito
	使用案例示例
	资源


	应用程序日志记录
	资源

	密钥管理
	正在配置 AWS Secrets Manager
	在.NET 框架应用程序中使用 Secrets Manager 的先决条件
	示例

	配置参数存储
	在.NET 框架应用程序中使用参数存储的先决条件
	示例
	资源


	应用程序级运行状况检查
	后续步骤
	文档历史记录
	AWS 规范性指导词汇表
	数字
	A
	B
	C
	D
	E
	F
	G
	H
	我
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

