aws
ey LT
AWS HSEEiES

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS FSEHES hoE M AR R

AWS FsettiE S NN AER

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon FIEFRFE L AR A BB FEMIE Amazon WERBRS , AR BLEAATRESIEEZFE
&, BRKIKS Amazon WA REH., PIEIE Amazon HEMEMBEIRO AR BFIEENMT | XL
FrE& T BEME T Amazon., 5 Amazon BxBk=iH Amazon #Bh , th AIEER 2 aNkk,




AWS FSEHES hoE M AR R

Table of Contents

111 OO OO OO SE USRS SOSRUPRRRTON 1
= = NSO TSRS SRU RS SURRORRRSRPRSON 1
BB et ettt et e et et e ete e teeraeeteeteeeeateeteeteeteaneens 2
B T TR B I ettt ettt ettt sene s 2
TUBFNTZIE ..ottt et ettt et e et e e b e et e e b e e se e st et et e et e e b e eaeereereent et et e eteeaeereereeneas 2
BRI D ITMR ..ottt 3
UM ZEEY oottt ettt ettt b et s et a st b st n et n e 4
B B R N ettt bttt ettt et ne et ne et neeaereenenas 4
BETE TR oovoveeieeteeeeeeee ettt bbbttt a ettt et b st et b st et b ettt ne st nens 4
B BT B .ottt e ettt 4
BRI TR oot b ettt ettt s ettt s e bens 5
BT BB I T BE .ottt a et a e a ettt b ettt ettt et e et e e sene s 6
BUME oottt ettt a ettt a et et h A et et b et b st teb s ettt s ettt se s bt ene et s sene s 7
R oottt ettt a et A oAt b s et et b s ettt s st s s et b ettt s e st ne s enens 7
LIy I ) SRRSO 7
TR BB R R oottt 7
P T B ..ttt ettt et ettt et e et et b e a e s et et et e bt heeae st eat et et e eteebeereeheeas et et et e ebeeteebeereeneeneenes 7
T OSSR 8
G PP 8
V4= 0= - R 8
LV L= o OSSR 8
N o2= o =T 11 = (=Y PP 9
BARNABIMIRETFIE AWS oottt 9
JED oottt ettt h et b s e ettt a et a s e ettt s et et s et et s sttt ne st s 9
T e ettt ettt ettt et et et et e te et e ete e et e ateeeeaaen 10
) - SRR 11
AWS THTENZREE ..ottt ettt et et e et et e et e e aeeete e e te et e ereeete et e eteeeteeneeaaeens 11
PSSR 11
SERHFTTEEARIR oottt h et et et b et a et R ettt a et R ettt ettt ne et e sene e 12
R T R ittt h ettt e bt eh e bttt ea e et e teebe et e ebeeaeeae et et et et e ebeeaeereeae et ete et e 13
B ettt oo eeeeeeeeeeeeeeeeeeeeeeeeeeeteeeeeeeeeaaaaaaaaaeeeeteeeeeeeeeeaeeeeeeeaaaaannnneanteeeeeeaeeaeaeeeeeeeaaannnnnnnreees 13
A e eeeeeeeeeeeeeeeeeeeeeeeaaaaeaeeteeeeeeteeeeeeeeeeeeeaaaaannannateeeeteeaaeaeeeeeeeaaaannnnnrareeeees 13
B ettt e et e eeeeeeeeeeeeaa e e a——aaeeetteeeeeeeeeeeeaaaaannnnttaeteeaeaeaaaeaeeeeaaaaannns 16
it e eeeeeeeeeeeeeeeeeeeaaaeaaaEeeteeeeeeeeeaeeeeeeeaaaaaannnttaneteeeeeaaaaeaeeeeaaaaannnes 17




AWS FSEHES hoE M AR R

DD e e ettt eeeee———————————eaeeeeeeeeeeeeeeeeeeeettteete————————————————————aaaaaaaaaaaaes 20
e e e e e e e e e eeeeeeeeeeeeeeeee—————————————————aeeeeeeeaaaaaaeaeeeeeerrrrrrar————. 23
B oo e oo e e e e e eeeeeeeeeeeeeeeee——ee———————————eeeeeeeeeeeeeeeeaeettteetere—————————————————————— 25
B e eeeeeeeeet—a———————eeeeeeeeeeeeeeeeeeeeeettettee—————————————————aaaaaeaaaaaaaeeeeeeeens 26
H oottt et e ettt et e e oo oo oo oot eeeeeeeeee——————————— e aeeeeeeeeeeeeeeeeeeeetetete—————————————————————aaaaaaaaaaaees 27
T 28
L et e e e e ettt e eaeeeeeeeeeeeeeeeeeeetetttteettta——————————_aaaeeeeeeeeaeeeeeeeeereeterrrrrrrnrrr———_ 30
VL ettt e e e e e e e eeeeeeeeeeeeeeeee—e———————————————aeeeeeeeeeaaeeeaeeeerererrerrrrr———————— 31
O e e et — . eeeeeeeeeeeeeeeeeeeeeetetee—————————————————— e aaaaaaaaaaaeaeeeeeens 35
P e e e e e e e e e e e e e————————————————eeeeeeeeeaaeeeeeeeeteeeat——————————————————— 37
Qi oo e et eeeee——a———————eeeeeeeeeeeeeeeeeeeeteteeteea————————————————— e aaaeaaaaaaaeeeeeeeens 39
R e ettt ettt et et oo oo oo oo et eeeeetea——————————eaeeeeeeeeeeeeeeeeeeeettteee———————————————————— e aaaaaaaaaaaes 40
S o e e e e e eeeeeeeeeeeeeeeeeeee—e———————eeeeeeeeeeeeeeeeeeeeetttteteee————————————————— e aaaaaaaaaaees 42
e et ettt ettt e oo eeeeeeeeeeeeeeeeeeeeeetttteetettt———————————aaaeeeeeeeeeeaeeeeeeeeeererrrrrrrrrn——. 45
U oo ettt e oo e e e e e e oo ettt eeeeeeee——————————aeaeeeeeeeeeeeeeeeeeeeetttetee———————————————————— e aaaaaaaaaaees 46
N e ettt oo oot eeeeeeeeeea—————..eeeeeeeeeeeeeeeeeeeteetteeetteettt—————————__aaaeaeeeeeeaeaeeeeeeererrrrrrrrrntes 47
N ettt ettt eeeeeeeeeeeeeeeeeeeeeeteeetee—————————————aaaeaeeeeeeaeaeeeeeeerererrrrrnrnta, 47
Z e eeeeeeeeeeeeeeeeeeeeeeeeeteeee————————————————aaaeeeeeeeeeeeaaeeeeeeeeeeerrrrrrrrr———_ 48
........................................................................................................................................................... xlix




AWS FSEHES hoE M AR R

AEN N AR

Nicola D Orazio #1 Jonatan Reiners , Amazon Web Services ( AWS )

2024 F£ 12 A ( XHFFIEFE)

BITRBNARN TREFXRNARFRERITHRENTRES. REREINGEZRENARERF
LERAE , BETUESRRINSN T BRI, AEERY T TR N5 R R T RR
KRS, EERMFERANHARME , BB IEETN RSB, &5, AEFRETRLRTERR
ERM.

THRBENERESR

£ Amazon Web Services ( AWS ) LETREMATUEHZLE. BEXREZELE , BRI #H
T E = (Amazon EC2) MIHA R, ReEEARTFH AWS IRE LET@Q@ 2FEN iR, 2 IEL AR
55 (DDoS) M4 B T e #t A AWS Partnerfy A R 1T

A RBER AN AT LKA AR BSH RS RE, SN HERTRIBEINE AWS TR
FRENBRE. AT , RNBUETEH EBECZIRENSTMNIAARFNEMIREN KRR
i, RMNEBWELEKLERE , UERESONERS A

BEEEFER 1


https://aws.amazon.com/ec2/testing/
https://aws.amazon.com/ec2/testing/
https://aws.amazon.com/security/penetration-testing/
https://aws.amazon.com/security/ddos-simulation-testing/
https://aws.amazon.com/security/ddos-simulation-testing/

AWS FSEHES hoE M AR R

OO i R Z A X

EHEAENENEBIENRE K BEAERABZTNENER, A TREATES EHNH3ER Sk
AR

- BHNABRFREAZSDONEH?

BHNAREFREEAE X 8 ?

BEHNARFT2B3Y 42

BHNARFITHARBSME X UEERE MM T E ?

BENNARFRAEE T ? (XT2EBNAENIR | BET SUEA BN IR T EREE SN K
ARFRERMMIET. )

HEN 8 R

AHBERXMEERT IHENTRERE. Hey 3 ab FEATE TSN ENNAREF URI B1TIHER. X
ETERSERRN , BEeMXNRANARFN— 1 H, ERERLT , E2R%, Sl , mMREE
ARy R, ARV [URTEA , EEN AN EEFRINAR. Hl, CPU AR ATUARE RN BRI
B, WAILIR™ L CPU BN EEITE, NMREEANRIHARSE , NARFEEFA —MRIKE
HEZEN D AR,

HEMBERLT  TFEEINHARNTERNTN, filN, CEEERIREZNESR , HELEE
A LFFIARTE MPTHWROITRRE, XTNEBEN 7R, NHA7SFEES XN T
B, EXETER  BAUREIGRFEIRARIERS . XRERER  BRUERAXLEERRTE
RER PR B Y RE.

EXNNASERRERRELFEREZ N, WTETHAENE , TREEZEEIE  EEZRIETZ
TEMRS , ECPUNNETRERREEN S H, RITFIANABNRITENREATRSSIE IR
R, Blm, —BTENFTRUNERRFHBERIBRAR. EXMERT , LTRED BN AN
He B—FHH , HERFNIEQEENMNRSHBLFEESNAT, XFENHRENITCHRAE

&

AEMNRE

BME RN ARENATRRME, WREEZE - MAERTERSFNAREWYNY | BAERZINEK
LRAPHBERTANHE  HEQEZSWEARALNN AR ARSBREE. A, BEFERBHR
B, UNXMAENREENESD , EREEFENABNHRE. Fit , ABRNHBEEERD. KW

BENAE M 2


https://github.com/rakyll/hey
https://httpd.apache.org/docs/2.4/programs/ab.html

AWS FSEHES hoE M AR R

RELZET , BAUEAXERENEFTMEMERIR. BUYELHIEEERKN IR AT LR F

B1To

RENBREMNAEFNHARE  IHEERE T —NELABNAE , TR BRI RHN R NESE
TABNER.

ZREMBEPZABNALWHAETE, BRANLBESRTENMN CPUMNE , BEFEER
HpEX B EER

—NARNEERR , REZABENMNEHF L ARSIBINR. ¥ TELERMEZNRSHDHX
R, BEBEETMNGSG. EAXNNBREFREMNEDAEN IR thSGKEMNEEMIREFEED.

MEEEN D Z N

NFAERNIR , SN AIRPFENRBEHTEE, —HERNGERCRDSHE | BEN
FIRHERZEHE MO, XFNENTREUBTENKBER , £EEBE XN RASTHEHEANE
it, ERIELHNARFAXNRR , SEFEERTRHSEERNARERBRHAR T BN,
HIZFHENARE , EREINRAEFUETRENNRR, SRFERTHTARENABR , BIRN
RARFEHERBERATTARENSTMHA. fla, INLEIWRERN , B HENRARFEEAE,

EREFENTE , EuUREARENVHANEE. IFEX —BREHBERAFTEZO0E , LREFU
MR L.

REZBEAXTERRGTITLIE  FELACKEBRIEMA, EREBCHEAN , BRF2EN
BEZERFENIER. SRR EXHBERMMFNER , IERF2BRE L IRERNER,

AEEEN D ZN 3


https://aws.amazon.com/builders-library/using-load-shedding-to-avoid-overload/

AWS ABHES oo B AR
TN SR A
SUR M3 2 F 7530 B0 B A9 B L

BN ABRFREAZZ DN ?

HRENANBENARFIRZINARN K BEXERERAEVERY (req/s ) . WRAEE (¥ )
ERUARAFBREE, TeWER  BEEXNANAERFNB -2

c NBUH[IR2—MaE , BIHRSATERER , FEEINEMNEREATBNSHEN LN KIS
REPFEREI, ZEEATUESIFEATAIES2PHEANEARATERINX—K. HTFEEEER
BARFNEEARSY , AtBERERBTEENRFIEEEE.

c MRESHIEREETEFSXMNIE , LLMFERBEERT , EERZAEEHBEBHSH, A, B
TEREEESIRESH L TXHPEXMER , HENBENESHITIHREN AR |, ZTESMN
FEHAERNBIMWBIES A H, ALV Apache JMeter # k6 T EE B N REHIXEHIES.

NERRENMEMNBRRELTEZNEE. N TRERS , BURAXOMANE , SERIDALE
SHET, XTHSNARERF (HNMEFRFXEDERNNARERF ) , EXKLRAF TESIHRS,
DERITNINBEREHEY. NHREES—SHRTMEMN , ERRTELHRE, HTEENH , &
AN Z BT R IREE I HF SR, OB DR P THSR | BRGNS R,
BHNAEFERLE X AE?

Bz el e, PR ATUENRN req/s EMAAKRAF , BABURTETNRE N ARE
FRMR, MR E— MR R LRA. XB  KARRGENTEAR , FERGNZEBLLE
To ME-RXBEEMEAREBNNHITEIEEE,

ST R BT AR, RELGNHSTHERKN , FRRARIIFLELE, Fim, ROEDTE
2SS H, MRESFEFREABHARNGL , STNHMENNE TR LRGN
MR

BWNABRF2T2B3Y 4

HBUHRSNAERR , UERERTHREREF. WHEHNNARFRESERYT B, EGR MO
Mt 2, XNIZREN R ZRE —32 .

A 4



AWS FSEHES hoE M AR R

FEBEATAERT BRXRER. BF , XRBHRRSH CPU gk, APR™4% CPU kK E
7B FRo

RN ZMIAFERARRE , FFAETUNECLTEHEA R QP IRE. BEFFLERTI —DMRERR
FRRIZRNEE  NEBIEFEREA T ETLENRAE LA,

DERITNR , BHEINAE. ARNEBK , AEESNTRT , BB Rz B, flm, MR
ERMNZ CPU BT 5 PHANET 70% , MALHI RN ZKT 5 58 , UMENBINETH R
SHEHE, BEFLERIY RERTHE , AEE T EUENABIBER,

ZREZERSSELTHRT BN, £ )EKEF  FEEETERE , FESNAHRLER

#o EC2 Auto Scaling £EBEH K/NABEEIN—1F, XEKE , MRN—EARFHFFRHIASH AT
R MBANERT BEHRERMERSSE, MRERNABEE-ARSSE , EEFINT RS
% IXTEEEE 20 D HHEKAE,

By REHMENMESURT BREESSERAH,

MEZRERUEREY , BAUURSH TR, URBREEERATHAERE , ABIATXIAEBIRG
¥ B
EREESARNBERT , ROSARFTIREAREN G KRBH
TE& 7

RESZKNEFEREN , TEREMRIIFELEE RN, FEENE Nz —FREAED. XEKRE , YREE
EXEMEELNBERNEELEBERKER , HEFIRREHNMERS TR,

MABERGERARER , WERZNRIX-—R. EEEXNRESD , RAEHARN A mEE
B, FREMEENR, B WD HRNREF EBAIRS Z A K9 WE B1AY (8] 49 IR ERfFR 75 /AR AT LA R
B RER , R UFHBRA LRI KL EAIUBEMN BEXHHIREUE SR A ID KRB
ARG, ERREIRFNEZNRES , FMEREBEREMEEH ID,

EAMERM ID JUEBERERENEEELEMETRAHFTRNENMRE. B TXEEE , BTN
TEHEERESNAHHLERTE ( processing_time = departure_time — arrival_time ) , HEERE
BI8MAH., Zipkin, Jaeger Ml AWS X-Ray 2iZIIBHWRHBRA R,

NTREHRARNER , FERFREEEBERERNTE, XBWE , WREFREXE , WK
TENHRELTBMRRE req/s TE. HREMNUTFHETEN , MESAESHNEE , BREASRE
BMIENFERER, BEAEEEREXNIEEREHARNLTEBMARE , BFERBEIXK. &
MESHEREERAMNFERRGE , MARBEIRINM req/s REEMEET .

s N 5

o


https://zipkin.io/
https://www.jaegertracing.io/
https://aws.amazon.com/xray/

AWS ABHES

BEHNAEFRREETLHE?

hoE M AR R

BE , BTt 0E  MEUESEREMERKRIEIEE, LETESR AU RINHRENE
B EFIMERAT IR | BUHTT S —RKE,

—SEER , BHYNABENACIRNZRTUERE T RABNESFHEFER,

M ARRFIhEE



AWS FSEHES hoE M AR R

PN 124 /Y 220

TREH BT TRMEER | G5k BB RSN L4 BB

R A

U BB TR BRI RR | B AMA RN KN AETON BB SRS

AEUSEFEAXRBTREMNSESEE, NERXMER , R , FZRERS DR, WEIR
REHTHNNEE , WFETRTINER,

E=ZFAMAAM

HNHANRECERRAE=7RSH , EARKIBRRANTETLENRAS . WRAEE , BEAE
MIEE=FRE , FEAENRTER, BIFABRSERNEBERENTFR , A REEREERHNIE
BI , XEEHMSRIM T MU, BAUFNRESRKEECHNARERF L,

MREBEHX=FRE , ENHANERN—Hr, HEEREN , 2FEEITREAED. MREMNF
A, M&s| ATHEXBBRER.

A PR R

BITRBENRARBTSHBEBLUFTEFAD AL ERERE. WAZTE, NEFIIBEEDS
Amazon Simple Storage Service ( Amazon S3 ) &R ERALTMEBLERERFEHREHELENEH
Thee. BBEFEEMIRSHF RN, 2XNBEFH. IRERATVHRBRE  XHRFT2EE,

P 45 75 B

ABNZBEFTEAENTR K X2ERSH|EMED. BT BE2TRAENHNERESEE. BERME
FEREHEBHOTE , UERABET. EASHERT , FEABNRSSHEHELD TERABHNARE
FRFSBEHE, Atk , MEXRSHEFEEFZHNTR. £ AWS |, Bl n HEEE Amazon EC2 SEHl1E 4
T IEEMER M IhEE




AWS FSEHES hoE M AR R

TRAIE

k6

k6 B —RB R , TRMXE, ABRRNEEURATAR, SITMD MBI ER Web
o

k6 A Go REH , HERNENTHRITXH AT, SHEARRENFERZ L. EEAN—NFE
JavaScript RETEZXNZR , REENHAEEXH. SAUEHFPOIESMZ1T JavaScript BWE Z
MiEAE, MHATNUERHE , Ut URSIMNERE#ENFARE, XSV R , ERRTELAN KT B
2 VR4 RENYT R,

MRBSHEBR , AKSBAFN K ATUERENMRS R/ LET , IHT#EEE RN D HAAEN
o

AENE 4 R A LA R4 Prometheus BT B 3£ IR SS . CIoudWatchIt&lﬁﬁﬁﬂﬂ”"%ﬂﬁ% , B
TEEFEMAN D, ETUEZERBHRIERINE , LEERFEEK (Cl) EEFET.

Vegeta

Vegeta EMIXEBE RS, EXLFELARERAREEMAE , MREL —EMNER, A
&, ZT RSB T RS0 RAY E Y 8.

XR-—FRFEERHEROEDGRIKBITINNERSX , EXTERT |, BFE BRI B RN
HOEE, ZTETERTERNTH , BEATUNETEAFTFEECZAEEEENERF,

Vegeta W ATLLAE Go NARRFE, XH , B UEABRANERINACSHAEN R, RECHAE
e TETRELSTECHNAERTE L,

Hey Hl ab

Hey #l ab ( Apache HTTP lRS&REHNXTE ) REATE , IMNSHITEAENEENMNER LETT
EEAH. MREARSFSFITNETILETE  IRERABERO S E. BIERAEIZABMEEE
BT, RETCARFABEKR , TEFESAR.

k6 8


https://k6.io/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html
https://github.com/tsenart/vegeta
https://github.com/rakyll/hey
https://httpd.apache.org/docs/2.4/programs/ab.html

AWS FSEHES hoE M AR R

Apache JMeter

Apache JMeter R\ FENBE, ZFEXR , Apache IMeter TEEMATSE |, HiBINT heE, FA
BERE , EEEERREESHTERERNNE., & WMEN L FE BlazeMeter S Apache
JMeter,

THRAAENHETFE AWS

AWS ##R75 5= E 8 20 1 A FN X FE A B E X Apache JMeter IS, £ AWS ERAGREERS
HRAENEHET |, B EEER Apache IMeter AL EZF BTN, 55— MNFA R H < #HF.
RS R LRI ERBEE , ERAEITEREN , NTIRATHEZEHNIRE1T, BEEH
TE  EFEAWS 25 & T B3 ER,

yIEas

NERETHOZEFIINEE, Aterler AWS IKF y R HThEEZ — R EEB FE AT IRS 2R ( HlLn
AWS Lambda B ( B8R ) Mo AWS Fargate XFERS[/ A EZLEETETAEMENR , RHAEK
MR TESEATBAZFIENBRAR,

BEEERRNENELIE , ATEENRBNTUARENER, SRAETETRE , TRREEM
RIEENMAE (1aC) MAHFHEERRR IR, Arterly AISMLEMBESEE  XEARNIARZRENAERF
M EREX T RA AR FRIER

RfE , BEXEEINRERFEERMRIA (CI/CD) BEEEKH GitHub 173,

Apache JMeter 9


https://jmeter.apache.org/
https://aws.amazon.com/solutions/implementations/distributed-load-testing-on-aws/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?&templateURL=https://solutions-reference.s3.amazonaws.com/distributed-load-testing-on-aws/latest/distributed-load-testing-on-aws.template&redirectId=PrescriptiveGuidance

AWS FSEHES hoE M AR R

it
THREBMNABN AP FEIFTLAFEEE, XFFHLEREBENTEMERPNIRE , LIREEBRN
BER, ROIBRZREPTENBELEESENFMR. KBERANTEMHIFSIFIAT , AJBELIR
B, BEFRE-LENRATRASEARXLETE,

FER , ANENHFEEXNEMRESETEARNER. SUFHTERERE , NTFHUERER, Wl
Ruge , BHEPNEME | FRARMN , UENENXNHEEHEBNSIL,

HEENTIBHINRTME HIE , AWS Tl RS AT AR B BRI RE RN,




AWS FSEHES hoE M AR R

7 R

AWS 3= 3% B

. W% EC2 Wik
. HHRIBLIRS (DDoS) Rt
. BB

TE

+ ab

* Amazon Managed Service for Prometheus
- BE

« Distributed Load Testing on AWS R 5
* Hey

» Jaeger

» Apache JMeter

. K6

* Vegeta

* AWS X-Ray

-+ Zipkin

AWS = K B 11


https://aws.amazon.com/ec2/testing/
https://aws.amazon.com/security/ddos-simulation-testing/
https://aws.amazon.com/security/penetration-testing/
https://httpd.apache.org/docs/2.4/programs/ab.html
https://docs.aws.amazon.com/prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html
https://www.artillery.io/docs/load-testing-at-scale
https://aws.amazon.com/solutions/implementations/distributed-load-testing-on-aws/
https://github.com/rakyll/hey
https://www.jaegertracing.io/
https://jmeter.apache.org/
https://k6.io/
https://github.com/tsenart/vegeta
https://aws.amazon.com/xray/
https://zipkin.io/

AWS FSEHES hoE M AR R

MR R IE R

TRNMATAEEN - LEEF R, NREFLERINBERRKEHMABEA , ATLLITH RSS iR

& 1% B8R S:t
EEMERE EEFEHANIE EZBHRARM 2024 F12H2H
TN,

IR R — 2022 5 B 17 H



https://docs.aws.amazon.com/prescriptive-guidance/latest/load-testing/load-testing.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/load-testing/tools.html

AWS FSEHES hoE M AR R

AWS Fe g SRR

LT 2 AWS SSE i SRHENER, FRNEXPNERARNE, ®2EERRK , BEARERRE
RV R R IR B

Sz
D

7R

A

==

%

FRARFEIBIZTM 7 ELTIBERE, XLEREKL Gartner T 2011 £HERN 5 R HEAL |
SEUATAR :

- BER/ENRNY RO ANACREDRRESBEGE. N BYE , UEBNARFHEK

HEN, XBESRIBERERENBIERE. 76 : FAH#h Oracle BIEETH E Amazon
Aurora PostgreSQL # & .

- ERT A RNABRFIBI=G  ART-—ERENMRL , RARRARNEE. 76 FX

#s Oracle HIEET B E AWS Cloud¥ # Amazon Relational Database Service ( Amazon
RDS ) for Oracle,

- B  RRIBHMT M, BERMER T A SaaS B, Rl HEFXRERE

( CRM ) R %% Salesforce.com,

- ENRE (EEIR)  SRRAEFEIBIZS  EERTEAEXNTRARIIE, =6 &

Kb Oracle #h3EFE 1% 2 AWS Cloud® EC2 324 £H Oracle,

- EFTHE (EPVEESFERERTIR ) REMREIBI =D , TEWXTFES, EENA

BEFSERIERE, BERZSSBEMNEBEETIBER —FENRSF. 76 : FHMicrosoft
Hyper-VR A2 FE#E AWS,

- RE (B )  FURABRFREERMESR, HHAeEEERTERENNNRAERF , 78

BHRENTHEHERIINGE , UREHFERENEZENAERF , ARNEBENRAEIL EHNER,

- FH FRAERBRRARFTEFTENNAERF.

ABAC

BFSRAETEMEA LIRS,




AWS FSEHES hoE M AR R

MRS

BESREERS.

ACID

WSRETE, it BEE. SR,
3B

—MHBEEIBL L, EXNEES , REEENBERBEEARFRS (BIEANOEH TER
RNEHE) , I BEESEIBHALERBERZNABRFNES ., IMAEISNMME, TiE
HE®R R MATE—AMEE. eI HIEIBERTE , BEIHREEK.

E3-WaER

—MBREEIBLE , EXNEEP , REEENERBEEREFRS , BEFHREEH R B
EEN , ARREEFLERBEENARFNES. BRBEFEIBHEATEZEMNES,

RAEH
—% SOL B , X —EMETRIEF T HRAN L NEEE, ARG RHDE SUM A
MAXo

Al

BFSRATERE,

AlOps

BSRALIEREEE,

E&1t
KABBBIREEFMAGCENTE. EBCTUBBRPDMARBRL, EZCBEFBEANNAK
=

RE
—MATHRREHANFABENERBRAR , MEXRKEES , KBERSREGER. THHF
MBRERER.

RI T2 PRl

—MEE2FE, AATEAZSLENNARRF , UABBRF RELZIEERENRE.




AWS FSEHES hoE M AR R

RRARFAE

BRALEANSINARFNFAGENES , SENENEF ZNARFHRARE LS50
H, XEFEERTRESAUNDMIENFE , BB TRAIFERTIR. TCLMELE A
BFABEELER.

ATER (Al)

TENNZFIEBN TERTERARRITEE S ARKMEXRBINATIGE , flmE>, #REBEMIRG
B, BXREZEE ARG LEATER?

AT E8ERYE (AIOps)

FANBFEIRRBREZEQE, BLPEEERMARNTRUARESRSRENTRE. BXxAE
AlOps AWS TBRBHPEANELER , BSRAREERIERE.
IEFIFRINER

—MNEREE, FA-NEH , —P2HARATNE , —MRARTEHESR, SUNAERNH
TRTHZ , BXNAAN TR NZ B =R,

R, —3tE, RBEM. FA% (ACID)

s
S
\Y;

—ARHEEMY , IMEEHIER, SREEIEGRZENERLT , BRRRIEREFNHERREN
BRFTT SR,

ETREMENERNRES (ABAC)

BEAFEMY (WH], THEEAGNENEN ) CIEBAFRNRNEE. EXEZEER , BN
AWS Identity and Access Management (I AM) X & AWSHH) AB AC,

R SRR

FHEBEHFEREANVMVE , BHIANREUENEER. S LUNEIEMNNEIEKRE S 2 H b
B, UELEBESEXEBIE , Sl BEHITERL. REIBRABE.

ATAKX
R —NTEVE AWS XiF, , A2 HMTAXEHENRW |, HoRE—XiEH e HXIiEdH
B, RIERAI M ERE,

AWS =R FEHESE (AWS CAF)
ZRERITERSHFHAMRESK AWS | ATEBALFHESHAEERNITR , URIIEBE =,

AWS CAFRHES S A ANERIUE , MAMA U, AR, BE, FH, T2MEE. LF,
ARNBEAEMETUSHEENRE ; T8, ZR2VNEEAENETRAKENRE. Hl, A

A 15


https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html

AWS FSEHES hoE M AR R

RAEHNHNRATALRR (HR) ., AREREREMAREENNBEEXE. NXNBERE ,
AWS CAF AARKE. BIRABRHETES  UBBALAHAIXACMTFEEZ. BXESZE
B , 2 H AWS CAF M5 AWS CAF HEH,

AWS THEABREELR (AWS WQF)

—MIIEREEIBRIEAR, HEIBERANREIEAENIE, AWS WQF BE1E AWS
Schema Conversion Tool (AWS SCT) 1, ERAXRZDHHRBEELELRFTRBNR. NAEFKB, &
B RFMEREAFE , FHIRMATENIRE

B

EEHEEA
— M EERILBFENAIEALNILEZ A,

BCP
BRI SELE MR,

THhHE
—EBRRERNERTANXRENSGE—XERNNE., EBaLA#EH Amazon Detective BT H BRI E X
WM EFZ=i, T8RN AP HRAMELCNRE, BXREZEER |, BESH Detective XBEHHITHE
B,

RinFRE
— N EGHBESERETHNERSE, ZESRFETINF,

i3
—RFON —#HIER (WANREMNES 2 — ) WERE, fl , & ML BB TTeEEETN iz
FER R B RNBIREBH 2 XN REPERTE 272K R

bloom ik s 44
—MELEM, AEESMOBREEY , AT TEZERENESHRA,

i3S

—MEEXRRE , SAULGER NIV EZTEMENRE. E—MRERSTIARNARFRA (&
&)  ES—IHRRPESTHRNARFRE (ZE ) . KEKAUHBBEEXLHR/DNER T IRER
Ro



https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html

AWS MM S &M R AR

B
—MEBEIERMETENESHERNALETIIRENRGNARERF. BENBSARERAREAR
B, FIINEEEBM ERE|EEMN Web [EREF, BB —LHHNBENJ[ANVSEA , HEHZE
MASAEMABAL,

BEFME
WEEHRUHRBRERAZ RS (MHNEFPMEZZEFHERERPMERESE ) ZHNEPNE, BFRER
REANT EBVSARESW DI,

a3
KBEFEEN—NBEXE, EEHEEFUIENE— N2 XRED X, BAUNNES X 0IEHD
X, REEN D XHPFRINESBELE IR, NUERNEMAUEBN S XBEMNIIES X, ZHIheER
DEME , BUEIXEHEEST X, BXEZER , BSHAXTHX ( GitHub X8 ) .

%2 ( break-glass ) ¥lH]
ERHBERT , BIHUERNRE , AP AWS Ik AT BURIE G RMEITBE S B HRNENAS. &

KXEZER , 52 H AWS Well-Architected Guidance F#J Implement break-glass procedures #§
T E%o

KR R
EIRER NI AR, 5 RERNXAREERN | £EEES Y5 RSN ERE R
KIBITEEM, MEEEET RIAEMEHE AT EERANL T EREL,

B E

P &E I RNBENRNFXE,

A S5REN

b el EE (Fln , HE, BRFRFIEH ) o BRSREMITRRK AT LAH 5582 H K
., ARESZER , BEHE AWS EETERRLHBRS AR BFRNESRISEDHTEALRT

W SSELMITR (BCP)

TR, EENNAMETBEHRAIMEANZENBERRE , AELLEBREREZE,

C

CAF

BHS AWS =X AESR.



https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS FSEHES hoE M AR R

L EE

EABTHH B RA RN, YEWERIRE , MUBEFRE , F 72 R HRE,
CCoE

FESRZEHH D,
CDC

BZAENERIR,

BEEiERHIK (CDC)
IREBERER (MBEER ) NERARKEXEIXNAHENIRE., SRS CDC AT&ME
B, PRI HEFERREPHNERUAREFRD,

B TIE
WES|IAMERHEIIEEHRNZRENE S, SR AWS Fault Injection Service (AWS
FIS) RHITER , EH AWS TES M INE D H T4 Em R,

Cl/CD

BSRABEEANFERN,

5%
—HETERTUNHLRE, 2RABH ML ERTNERE, BSRERLEETR, 6,
— MR TR EEE G REAAE,

B HME

B AWS RS WEIBIE 281 , N BIE#H TR MR,
=E#AP L (CCoE)
—NESEREN , ARHEHENANZRATIE , SEFARESER, AzxRR. SETB

%, ASEAERAMERE, SXTSEEL  HSH AWS Cloud 2l BEEE F# CCoE s
D

nit&E
BEATZEHEFEN oT RFEENSEAR, UTEBEBREEILSITERR,
nEERE

EITHRSR , —HATHE, TENLLC-—IPRSANZHRNEEERE, BXESER , FEAY

BENTEERE,



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html

AWS FSEHES hoE M AR R

ZXRABER

HQTHE AWS Cloudh BT BEE L A ER -

- B - HTFHERIEMNFEIAN , FE-LE5E=MHEXHNEE

- Bt — HITEMBEAT XAEZXAX (W, tIEBEMX, EXL CCoE, BUZEHEH )
- T% - IBENRARERF

- BE - tF@mAMRS , B elE

Stephen Orban?t AWS Cloud 2l S BEIEENEENE (ZMLEZMMEAME) REX TiXLR/H
B, BAXEll5 AWS IBRBHNXRNER , BSHIRERIER,
CMDB

FSHAEEEERIERE.
(\EZEER " Jcd

BERAZEFESEFENERNRCEMEMRS (03X, ROIFMEAE ) IuE, EANSERE
‘@& GitHub = Bitbucket Cloud, B MRANRBEHN -0 X, EWRSEHT , FMEEE
#HENAT—1YEE, £ CICD BELTUEAS N ERE.

mERF
—fZEW, ERFERTEINITEXBENEHAXETF, XELEMERE , B BIEESSHI4M
MEABFREA IR , IENEAXBFENEE,

mEBE

BRAOBRINEE , BEERHEHE, EHLEKEN , BETUNESERER, FXEREEAR

7:|J’|'.1F. ERIE B A BRI F 6B 25 7T AR B AR,

TTEHMAN (CV)
—fh Al GitE , EEANSEZI RS TNERBEFEGNUMEAREXFHER. FlE , Amazon
SageMaker Al 7 CV 1=t 7T RBGLEE L,

BEmRB

NFIEAEME , —EETHRSVEEER. XARRXSBEIEARETE/TEN , BBEER
HHE , TREEN.
FEEEHIEREF (CMDB )

—MEEE  ATEFERNEEAXBEEFERE ITHENGEE , SRE4ANRHAAGRERE. £8
FEIBNTRESRIAND B EREARE CMDB BV#IE.



https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/

AWS FSEHES hoE M AR R

aAna
— X5 AWS Config MU FIXRIEHE | £ T BUCHX LM RANRIESRE | S BB VM SRR L
2HRE, BALER YAML BT — Bt SR AN SAHEE AWS Tk FKEsHBANER
th, HXETSHEL , 5 AWS Config SR — it a,

B E R RB SR (CUCD )
BHRTRAELFIRORRE, WE, Wi, TENESNRNER, CIUCD BEBMENE
B, CUCD TUMBESIARE L. BEETH, RERBRENERERN, BXESE

B ESHEBESANMRS. CD tTURTRENE, AXELEL  BEHEERI5EEE
B,

CcVv

BESRITENAR,

D

BAWIE
P& B LRV BE | HIanTE e R IV BER
REME P HIEHRBUEMBRBEN HAT RN KNTE, EREMANZZENEEEREN
KEEMED , BT URBEEEXN BIENES R MERE RG], BIEDER Well-Architecte

VANE, S

AWS d Framework FZ £ XN —PMAKE 2. BEXIFMAER , HSRBED X,

EFBEEARIIGHRZIEENGRECANAELER , AEMABRERNAEBNEENE
t. BIEEBARERENFZIREMVNECRE, HEBHENLFE,

R BEE
EMEREIBIIHE , SINERNZRIRRBHHHE,
R

—MRWER , TRES AN, EPOMENBERERAREFXNEENLGE,

BIEHERIL
RUEFALEBLX L EHIERN RN, EHFTHITER/IME AWS Cloud AT BARRRERAXEL, AR
2 AR T,

20



https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html

AWS FSEHES hoE M AR R

HiEL R

AWS SRERI—ATRP PR , THEBBRERIRBAGEEHNI L FARETHNENTERE
Ho BXREZEE , BEAELWEREDLR. AWS

HETmALE

RRBHERRN ML RE S THETNEN, MAERETRERENRELTIHT , FLER
R, T—HIHEENE,

AR
EHRENEBENEGBAPRIRERFENDENERE , SINBELNETER. EHRANEME,
BIEEH
EEWEMSCEEBTFEN DA
BECRE
—FREEL B (FlNs ) WEIEEERS. BECEEREEARERERE , EEATER
MDA,
BIEEENIES (DDL)
EHEEFURSBUARMNREENBTIRTT.
BIEERMEIES (DML)

EBEEFERER (BA. ERABE ) ERNETRB T
DDL
BESRBEEFEEES.

RERE

PESNMREFIERFITN, SUUERRERSRIREEHEBENTNRAETN POTHEE
o
RE]
— N ML FEBRERAZE A THELMERKIRZE ABENBNBH B iREE 2 B HRS,
defense-in-depth

—MEEREEE , EIRBARE , EBRMIENMNEH 2 EXE—RINZ SN HIFRHERE |
DR MEREPHBEONZE, TEENTRAE. SRRAXMEEE AWS , f(REE AWS

D 21


https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS FSEHES hoE M AR R

Organizations &M T EEE RS MNEHKEB BRI BIR. B0 , —F defense-in-depthJ3 &7
DEEZREEHRIE, MEDERMMNE,

EREER

£+ AWS Organizations , FREMARS AT SUEM AWS B &tk PR E R A LMtk - H B2 Z R
SRR, WKFEBANZBRSHNERERR, BXESZEENRERFIIER , ESH AWS
Organizations X #7 {£ f AWS Organizations#J k55

ERE

ENAER. MYEIABEEEERAEPTANTRE, MBELSRERBEFXNER , ABHE
R REFRHE R HENEITZRBE,

FFRHE

BSHHE,
M M2 )
— MR | FEAREERTRN, BRESNESHIEE, XERHSS 8RS | REE

BER AR RS, SXESEL | BHHE AWS EITHEZ 2 125 th o ol 12
&l

FFERMERES ( DVSM)
FA TR B XS SR TF & A i B HB R B 53R BE A5 B A SR 820 B BR 1 R 3 B E HAR R RV R

. DVSM § B T RN BHEF KRR IRITHMERRF TR, HEQIKREFERFFRIEFRCE
NEBNERENSRAMER.

WFFh
HESXHRAGNEUEN , NRAW, T TLRENEFE, RFFLIHMNELP . TR
W R P (R 1L

BER
EREMFN—HRINE  RPSESEXRTERNENKER Y, SEXBEBRENATH
FANEUT XANEEBT., REREERATEROR, FirisREmE,

R

EIETHERBHREGERETENREVEXRNRLFEFNES. SESAHTERREARARE. BARK
FRANRENER , AINESHEERRVBERMFR T,



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html

AWS FSEHES hoE M AR R

R¥EWE (DR)

FBRARBEARE D HIGEERNENNENBEEXNREIRRE. BXEZELR , 5
Well-Architected Fr ame AWS work F R “TAEREZFLNHERE : =ix AWS RE”,

DML

BSAREEREFES.
SR B R IT

—MAREXRDRBRENF E , B FHAMGEREDSMNASPTIRS BT BT & R 8 Sus s ool
% B#R. Eric Evans E HEESUHEZ R | MEROEZRMERFT 21& ( Boston: Addison-Wesley
Professional, 2003 ) M4 TiX—8l2. BXUAFIFESN & 1T 5 strangler fig X E S FERHI
ER , B RFAREH Amazon API Gateway ZEF FREEK Microsoft ASP.NET ( ASMX ) Web
RS IR,

DR

BSRRTHERE,

RERMN
BIESEAERENRE. Hl0 , £aLLEH AWS CloudFormation RN ARG FFRFHRE |, A
LUfEF AWS Control Tower 3R#& & X A Al gE 820 M B ESR S EN b,

DVSM

BS AT ZMETRRS .

E

EDA

BFSRREEHED .

EDI
FSHE T HETHR,
HETHE

ZEARTRSMT loT MELENERRZINITER D, ETELRN , W& ITETRDERE
HESR F 4 %2 Ve R At [H]



https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html

AWS FSEHES hoE M AR R

BFHEREE (EDI)

ARAELFSXHNBEIRR, ARXESER , BERMTLEE T HRERTR,
oz

— R AR AEN A A BRE R RN MBZE X FHITERE.

e
MMZEEEERNRENCNNEFZFL, BANKETREEMTE , MASMEAHBHRIT AT AR
5)'1']5_“&_0

FIRF

FHETEINAEFNERITF. REFREXFERERSERFT. MrFRELFRREFTRT
Tio

—MAUEEMRESR (VPC ) P1EE , GHMUAFPXENRS. SUUERAHEM AWS KF
AWS Identity and Access Management (IAM) A IR L usT RBRS , AWS PrivateLink 3@ H
BRPNR, XEKFREAELAEED VPC R RAFEERZTENRIRS. BXESZE
B |, 2 Amazon Virtual Private Cloud ( Amazon VPC ) X #4/ #9822 IR S o

kB RAMXI ( ERP )

—f B CNEERELLRBUSRE (HlMit, MES MIEEE ) WRS

(EEpks
RS —IMNEBEZANNBZPAHRTNEBENLRE, BXEZER |, i5Z AWS Key Management
Service (AWS KMS) XX E{EE N5,

E28:

EEBITHNABRFNXSG, UATRESITERERARERE

- FRHE — EESTHRRARFNSES , REATEPNARFNROANTEER. TRHE
BRATUNRENR , ARBRERAR LEHE., XRHMFERHAN AR,

- TERE — NABRFNAMBETRHE , LA THHREENNLARER,



https://aws.amazon.com/what-is/electronic-data-interchange/
https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping

AWS B IES BN R
o AR — RLRAPTUBRNEESTHNAREFNXSG, # ClI/CD EE8Y , £ MER &
Ja— M ERBHIE,
o LRWR — BRUITT REAUIAN AP AT B RINFIE TR, XA aFEEFHR, MEFK
B P BB,

epic

HEEREFT , AR THERTHENBEML LRSS, epics A THFERMKBESHE
RiER, Hla , AWS CAF Z2 LI ESHNBREE, NEREs, EMixERe. BERPN
EHmRL, HX AWS EBERET epics WEZER , BSHITRIEEER.

ERP
ES R FIFEME
RRMEBIEDHT (EDA )

DMBREEATHATERENTRE, SRESCERE  AHTOSEE , UxIARKX, IR
EHARERERER. EDA B IHEC ST BIEN I BRBIE TR BAHRIT,

F
BEXR
ERRMPHP LR, EFHERULSEENEERE. BF , ESXIXREEHHREND : IBE
BRSNS EERAMENT,
TRIE 5K 4l

—MEAMERAEEXNNARERET REREAPNES. XRBESEZNXREID.
HEREL SR
£H AWS Cloud , BT A X AWS XiF, & FEIBFEFEENLR , SRS THRENZE
AR TREIFEABRNENE, AXESEE , BSH AWS HIEREL R,
WRED X

BFZHAD <o
FHIE

ERRBTINAV M ALSE, Al , EFERRED  BETRRERNEFLHROE K.



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html

AWS FUEHES PSR 5 L FARE P
BIEEEM
BN TRATAUNEZENE, IEERTABESH , JLELEMEARIITITE , £l40 Shapley
IUERERE (SHAP ) MRS #HE, BXEZER , BTSHAERANGEF I RN A #RE AWS,
Rek iR
A ML REMCHE  SRERARERREELRE. FREINENMEEZRFENZARFER.
XS ML ERENRTEF RS, fl, WRERF2021-05-27 00:15:37" B 5 73 “2021", “H
A7, “BHAM“15” , WA AR BZ I ERRBER T HAXNEEZIBAER,
DERRETR
EEXR LLM TR OUES 28, EaEREDERE , UERNMESNBHE. LRRARETXA
FIN—MNA , EPFERAUMNRERPRANTRS (HAR ) P23, ¥TEERESRK, HEF
GEAANES  PERRTRAREERN. ZHESHAEELTET
FGAC

BSPBAS RS,
B RS (FGAC)

ERA SRR TFHIELTHRIE R,

RIAER
—MBEEIBLE, BUERSERRERAERRESS , £RENRBRIBHRSE , MIEEH
D BRBEE. BR2FEIRERERE,

FM

FEREMER,

EAiEH (FM)

—MREREZIBEME , —ERE] XARFCHENRERIESE E#HTUIZ. FMs 88BHITH
MEEN—RES , SINEFES. ERAXAVTERGURABREBESHITNE, BXESEE , F
SR AREMER,

G
ERANALER

AlBEN—MFE  XEEHELIREBHRE L , TUAEARENXARERROZFHABTNY
f, BlEE, 5. XANEH,. BREZEE , FERTLRERXATERE.



https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/generative-ai/

AWS FSEHES hoE M AR R

Hu P IE

FSRIERE,
HbIBPRH) ( #IEFELE )

1£ Amazon # CloudFront , —#fHIEFEER/MXWAFFRAR D KWL, EaAER T
PIRWALEFIRKIEESHAFNCELENER/MBX, BEXEZEE , S CloudFront XREHH
FBREINBSHHIE D o

GitFlow L{EM=E

—MEE, BEXMEER , TENELEHRRERRBE#EREATRERND X, Gitflow THEREH
WHRESHIERE  METHA4N TERENRIRE. BENGE.
BTG

RERBHENRE , AEBEBZREIRENIEONER. S, £HEld  AESRETAT
EZMRZFLMERRG , AR TRESREFNERENRE, T BEMESRR,
Ex

EHFREFRONEEM R, EXRARNRALFERN | CTURBFEHEAR ARSI
BRI (BHN G ) REMNES, NRALES BNAEMEHE | TG E R
SHEMEL.

B4 B4

HMYEBESHALMHRR, REMNESNENSREMAN (OUs), FPHHERF HLE ST REEUHER
BEANERE, SIRERARSEHREMN IAM BRI RS, UM RS8N RSN
MEMERB , HERREUHTEE, ©iBIFEA AWS Config, . Amazon, AWS Security
Hub CSPM GuardDuty AWS Trusted Advisor, Amazon Inspector 1B E X AWS Lambda X ZE3k
X,

H

HA

BRI A%,
FERBEFEIBIEATRBIEESIZNERBIERE (HlE0 , M Oracle T E| Amazon

Aurora ) . FUITEBEEREMRY TN -0 , MBREWTER -—HERENES. AWS B
7 AWS SCT K#HBIKI R HER,



https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS FSEHES hoE M AR R

S A% (HA)

FEBE PR AR , THERBLTETREI T ESLSITHRESN. HA RESHEBIHITHERS.
FERREHRIFME , UK DWW ET R AR NEE,
A L BRI

—MATRIZEERK (OT ) RGN CMARAEFHE &L FERN T E. AEBEER—H
ATHRENEF#ELI PEMRERBENEREE,

REBIE
MWATF UGS BB RREFRBY —BHOINF S MR, BOFRLTNSRB KBS
THB | EANME AR BHRR IR,

RS RS

FREBEIBIHRZE —HBBESIZH B HRBIEE (A0 , M Microsoft SQL Server E#BE|
Amazon RDS for SQL Server ) , M EIBRBEEREREINIERFEETEN—3B0. EAUFER
ANBEELARFRIBEN,

ZF L RHSE , FIIKNBEIILPHRCBE. SEREEEFESHETHEENFHRF S
REIR AL IRIE N 1R VE R
EXNE R

HWEFRREPXBRBENESEE, HTHZEY , SHEFEEREHREMN DevOps KM T
TEZINEHITH,
hypercare @A

By s , TBRARIEEBEMERESPEIBNNARRURREMARENER, BE , X4MNE
Hi3E4E 1-4 R, 7E hypercare AHIE RE , TBHNBEESRNNABRFNREBRATZEHRR.

®
laC

ESEEMIEEEE,
HET5HHER

MINE — AN BA IAM ZREAN KR , AT E U A17E AWS Cloud HREFRHIIER,




AWS FSEHES hoE M AR R

ERNAERF

90 RA¥1Y CPU MINTFERARAE 5% T 20% 2HNNARERF, EEIBHEF K BEREFRAXL
MRAEFSREREEARE,

lloT
BHSF Tl Y ERM
A AI 3 B At 1R e

— iR  AAEFIENRISBHNEMIRE K MAR2EH. BSIREXNEEMIRE, FAIE
EMtigAR LT EMEREE—H, EafFE, Eal, EXEZEE , 55H AWS Well-
Architected Framework A Y £ F 1~ 0] & E At ig e 1T S0 B R E SRR,

A¥ (A0 )VPC

£AWS ZIKF2EEF | —iES, REMNBKARENARFIATHMEIEEN VPC, AWS 24
SELMEVEELRHNMNER, |, S/AW, HENRLE , VPCs MRV EHNNBARFEE 21
BEMZ BN @EEAQ,

BETH
—MEERE  EXTRED  EALENARF D RN RTER  MAR - B,

o, BHRAARIFILANMRESIALEIRIFTRE. EBIN—VEEE , EAUES IR HM
WBRSHAFT , ETEFEABRERLS, IMERBEET AAEIBHRIRE,

Tk 4.0

ZARiEH Klaus Schwab £ 2016 Fi2H |, EWRBEIERE. SHEIE. 831it. 2 A/ML B
5K HERENITRAL,
HugHE

NMARFAEREENFIERBENES™,

ERL RN (1aC)
BY —4dREXHTMAGRMNEENARZFEMZENTE, aC EEHBBEZEFEBEEM R,
WRBFRELCTIREY B, FFAEEETEEN., TEHEN—B,

T B (I10T)

AT L IUHERKMNEARBRNRE , SldEl, &R "E. BErfRE. £adZziKil, &
XESEE , FZEFET U YER (lloT) HF LR,



https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://www.weforum.org/about/klaus-schwab/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html

AWS FSEHES hoE M AR R

K& VPC

£ AWS S REF , —FEFR VPC , ATEEXN VPCs ( AR TR AWS XiF ) . BB
MARE 2 MW MERENRE, AWS Z£SERNBVREENMEIKS |, SEAE, Hik
MRE , VPCs MRFENNARFEE ZNERMZBHMNEED,

YIEBXM (10T )

HHEARAN BR[O ERVERENREARNMNE | XEARB[HLLERET BB A it
BEMEEEMXRZFNRASHITERS. BXEZER  BSAMTLE 0T?

R

TRISBEFIREN —FBE , BB T AXRTUEBRERNTNNFAEBRTFEEANEE. BXE
ZER  FHRAFERISEZ I ERN A #EREE AWS,

YIER
BES RPN,

ITS8E (ITIL)

BT RS HEXEREF LS ERN—ERETE., TIL 2 ITSM HE R,
IT RS & (ITSM)

NALRIT, KiE, EENZE T BRSHAXED. ARAHFRESEE ITSM TEEHANER |, F5
FiZEERIERE.
ITIL

BHSE T EEE,

ITSM

BFSH T RSEE,

L
ETHREN RS (LBAC)

EEEEE (MAC ) W—MXEAN , EFABAAFPNBEASIE T Z2REE, AFEE
RENBREREIREZ RN RERE T A5 A LLE BIHRLTMS,



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html

AWS FSEHES hoE M AR R

2RKX

landing zone B — MNEMBEMZKS, AWS 35 |, EAMT BMHNZEM, XR—IMER , BB
HATTUNXEROMBER S NEM EHARPRESHNBBLEARFNNARF. BXERXX
NWESZEER , BSRNIEEZSHUT BNk, AWS i,

RESHER (LLM)

—METREHFEHTRIGHNREZST AIRE, LLM TBRITSIES , SINEERE, B4
XHE, RXABEREMESURTERAT. BREZER , BSHMTLE LLMs,
AR TR

T 300 BHEZ RS
LBAC

FSPE TIREAY 1 R14EH),
RIKNPR

BFITESHENRENRNRELZELXK, AXESFEE , B IAM SR N A RERR
A,

EEIB

#2H 7R,
INTEY

—NEERREERFZFTHNRE. ZESHZTIF,
LLM

FERAHESER,

TRHE

BFSHARE.

M

HBEFS (ML)

—MERAEEMRARRTENXAINNEINATER. ML X EZHHYE ( FINYWERM (10T ) #&
7)) #TOMMNEY , DERETEANSGITHER, BXEZER  FSANSEF .



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/what-is/machine-learning/

AWS FSEHES hoE M AR R

FOX

BESHAD <o
LR

55
ol

EERSHENZEIRMNRG. BERATRSBATENRS, HEHRERIRERER
RWHRRR. BERGNROSERES. TR, IRUGE. KD, BIERGMNER SRS

KEXNRS
AWS RS © AWS ETEMIREE., BERSNFAE |, B LLiG i 2RI # ML FEHK

#&. Amazon Simple Storage Service ( Amazon S3 ) 1 Amazon DynamoDB # 2 & RS K =
i, XLRRS IR HRRS

FIEMITRE (MES)

—MRAERS , ATRER, B2, CRNEFHEERFREM SR RBNES TR,
MAP

BESRIER ME T X,
WL
—NEENSE  SUNEHAPURIE  EHITENXA , ARRELRUBHTHAE, NFH2

—REZEIERFERBICNUENEL, BXEZEER , HSHTE Well-Architect AWS ed HE2R
RS,

X 5 T P
AWS Ik BRE THLAHRNEEK . 2 AFTEMK S AWS Organizations, — /MNP — X REER —
MNMALKK R o

MES
BSRGHERITRS.

SHERAGIEN &% (MQTT )
—fE T X AATRER VR ESR machine-to-machine (M2M) BEM |, EHA TR RZ RV YEN
"o

MRS

— /NN RS | BEARNEHITER APIs |, BEHRDENMIEANABE, Hlu, RE
RO aFERARWSED (MEENEH ) FE (NER, BRJOH ) HEKRS. RS

M 32


https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html

AWS FSEHES hoE M AR R

Rt aEEE, REYT R, BTHE,. TESECRANKBNRERN. BRXESER , BSRE
H AWS ToRRSS 85 AR S5 & AR AR S5 o

AR SS IR

—MERIMAFHBENARFNGE , REAHREINNARFERENMERSET. XLEHR
SEABRESBITE LA EORTER. APISZERMPHENMURSEHMTUETR. HENT
B, UBRNNARFEENRENER. AXESEFEER , BERELXIHES. AWS

EBMETXI ( MAP)

AWS ZITRIRHEF A ZRE, HNMRS , UHBHERNIBIZRERSNESEERM , FAFHBK
HEBREAAE, MAP T —MURENAXHTRZIBNIBEE , UR—ERTEHIR
THMEERERZRNTE,

RARITR
RABIEARFASDRIBIZHINLE , BB - KPUERNEETIBESNRAERF. £/

REANEHNBRREBNREIEMLBHY , XEHEEAK, TEMRBARNIBI K BE8
FEMBREIMECTEARNEIR. X2 AWS EBEBHNE=ZMER.

TBI

BEREHIRA , BE B3, BENGERCIERRTIR, TIBRI ARBERREEE. LEoH
MAFFEE, TBIRM, FRARAFTMNERRTIEH DevOps Tl Ao 20% Fl 50% Kyl B
RARFEASHAEL I FERCNEEERAEARK. AXESZEE , FERAAREREXERT
TN ER T B,

T T HeE

BRTERIBAMENNARFNRSHENES. SNEIBEABFTEZE-—ETRANEIBAHE. 8
THENROSEBIRTH, ZEAM AWS KK/

IHER
—MAEENIBMES , FANETIBERKE, TBREMMURFERANIBNAZRFRES. T
Bl EA AWS R ARFIBRZEFHTEE R Amazon EC2 iR,
EBASTEN (MPA)
—fELTE  BETHTRIFTEE AWS Cloudty L FEMIWES., MPA 124 Ti#FHANA ST
M ( RFEEHAEFE, BN, TCO LR, TBRADHT ) UREBITX ( MARFEIES THHE

e, NARFOE, IBRRLERFFNRRINL ) . FIE AWS BUE M APN S4ERFBIRE A%
BEAMPALE (BEEEH),

M 33


https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://mpa.accelerate.amazonaws.com/

AWS FSEHES hoE M AR R

EREZFRTN (MRA )

£/ AWS CAF JRA T BALNZHARS, BELEMESHURFIETHITRIAE NERIZEE
MEE, BXEZEE , BEAIEEZER. MRA Z AWS TR RS —K B,
TR KR

R THEAZIEIBE AWS Cloudi 5%, BXEZRFER , BSARERFHN 7TRAK , BRI A&
RYB LSRR AHUE TR
ML

BSHANEF .
AL

HEEH (FENSES ) NARFREEMRBEETATTHE, BUNSETANRS , UE
BEA, BRERRANACFH. BXEZELR , HSHE AWS CloudF LI N AREFILLEE
B&o

AL AR BR TG

—MIHESR A THEALANRARFNIARLCERER ; BERS, RENEBXR ; BEA
LRBESARE LXHXENARFNARARRS. TMEERRBEMRERENER. FABAIRL
HEREMNBMNEEHABLEURBRERINEENTHIT. BXESER , FSHEAWS
CloudF it M AEFHIRRLERER,

BHNARERF (248X)

FERNEREREREHBN R INRSZTHNERAERR. 24NARFRE/IMAR. IREMNARR
TIREM TR |, M4y BENRY, HEABENER , Ml 2ENRAEFNIIEES
TEEMER, FEFRRXLRE , TUEAMRSREY, BXEZEE  FSANEED BN
B

MPA

RERAERAGTN,
MQTT

FHS 5 H S BAFEN AL i o
SRR

—MEB NS IR ERTN (AR MALER— ) WER, FlI0, ML ER TSR XA
FmEH, AFEERFN? WUEFEBNBALRFINTMm?”



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS ABHES

hoE M AR R

A 2R EL A IR e

— A TEFMERES TEAFNNEEMRENER, FTRS . AISEEMaiEu
4, Well-Architect AWS ed Framework 22 {# 7 7] 28 Bt % e e h J SRR,

hlA

flsbesy

Tar

To XM ESERFEIASE ,

O
OAC
BSREFRIR RS,
OAl
BSRARREFRF B,
OCM
BSRHELATEEE,
BL&I®
—MEBFE, EXMEEFR , RIEARSETIBIEF
BERTMEEXBIEMR.
Ol
lﬁ%%lﬂg%%mo
OLA
BESRIZE R
E&T®
—MEBFE, EXMEER , RIEASRETEELINTEHFHIBERRSE., £EBIREF , EET
EREN B AREFRTUSEZET,. XMAENENNEIZTRERE , BEATXBEFTHEMAR.
OPC-UA

FSHATBREEE - S — 2.
FFRUORIZESE - 48 —2_# (OPC-UA)

—# A F Il B31{LH machine-to-machine ( M2M ) B{EtH, OPC-UA £# T — N E&5EM

2, FHRIENRNG RN EREMRE,

35



AWS FSEHES hoE M AR R

BEERAHIL (OLA)

]

—IMY , EEAT IT RN TAEHERNTNANE , USRS KFEHI (SLA) .
ZEHEEBERFEE (ORR)

— @A B E R MR RESR | THRBETH, TME, WMHREDESENTENHENT

Bl. BXESZEL , 53 H AWS Well-Architected Framework FHIZE #ZERETE (ORR)
ZEERHAR (OT)

SEYEREREEANESHNTILZE, REFNEMRENEHNRERSE. E6ELP , OT FE
BEAR(IT) RENERR T 4.0 HEHXBER,

EEBS (0l)
EPRUEEARCHIRE , SEHREITN. BNCHNER. EXEZEER , BSHZEESE
Mo

A A0 IR R
B AWS CloudTrail b2 IRERIZFH LN AWS K- B AR FTEE4 AWS Organizations.

ZRERESN AWS K PR  BTEALAN —H0 , ARKRSNMNK/NES. BXESE
B , FZ 0 CloudTrail 3£ 7 1y Jy LA A 6 2 R ER

NTEEE (OCM )

—IMMAR. XHNFSHAEEREER, FEMISHENER, OCM BYMREERA, #
R ERIBAR R ACMARTE | HBEARNHFREME M EZNTE, £ AWS IBX
B R, ZERBEHAARME , RASRATEFTEXENEE. BXEZER , 5K OCM 15
o

SRR A2l ( OAC )

£ CloudFront , —/MERRMYIEL , T PR &5 B SR S8 T 5 52h 4] 2. 76 AR 5 (Amazon S3)
NA. OAC £EZFMAE S3 7 AWS X5, A AWS KMS (SSE-KMS) # 1T iR 5585w AN
B, LUK S3 FHEERI B ASPUTHIDELETEE K,

SRR E & 43 ( OAl)

£ CloudFront , — A TR &5 B R AEF 28 Amazon S3 ABMIET, K& OAl B
CloudFront 2812 —/ Amazon S3 AN EF#TERRIEINEZILEA. ETEHRRIENEZIEAREE
B3 45 E CloudFront ZBLiF M) S3 FEEHNNE. B1ESH OAC , HAAEMH T ERAMEBEN
T E R,



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS FSEHES hoE M AR R

ORR

FEHEEEZBAFE,
oT

BZREZEEHEAR,
Hik (#0O ) VPC
£AWS ZKFEMGD |, —MGEBEMNRARFADBE N MEEZEN VPCo AWS Z25ELEWE

WIRBHRAMEK S | SIFAY., HIEMKRE | VPCs UEF LN NBARFEEE TN EBKMZA
A mEEEO,

P

R PRiL 5

BEANE IAM E4R IAM EERE  ATREAFIAGATUHEANEARR, BXESZER , #F
5 1AM AR RRID R

MABBER (PI)

EEEFEMEXBERS RN TATESEERMAFONEE. Pl N REISEESR, A
BREER.

PlI
BZEANASHEER
playbook

—EWEXHNSR , ATHREIBAXNIHE , fINESP IR OEE R, playbook AT LR
RAMZA, BaLETFRNER , B URBERARCIREMENREISRINFE,
PLC

WEH R B,
PLM

B mEmAHEE,
policy

— AR, ARENRR (BFZRETEHNER ). BEEHEEZYS (FSRETHERNER )R
7E X AWS Organizations AL FRBEKF R AR ( BZHARSEHER ) .



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS FSEHES hoE M AR R

ZEERFAM

BEHREGFAEIMEBER , MITEREMERSNEEFERAR. WRENHIRS X AR HBE
FRER , EMNATRLSBESNIET R EETE. NRUBRFEARESEFZRNEERFE , WA
UER I RIMARS , AREEFERN AT B,

AETEN
—ANRIA, SMNBEENARFASRERUAYNIBNIRE. BXESER , BFSHMETRE
18

57

IR[E true = false WEHZRH , BEN T WHERE FaHH,

1818 T #E
—MBEEERMEAER , IEARZBFEERPNEE. XFBONRRBIBEERZNLLER
BEE 6 HiIEeEAMEE

TR B 4 42
—fheEs | SEMLESHAE., XEEFEIRE—EE |, # BB ARZLBARE T E) T W LE B
ENEHR, BEXEZER |, HSHE AWS LS i 4| h iy Faps 14,

FE4k
I AWS T BURATIRER G R BRI EE, SXEBER IAM ACWBAFSAF, AWS IKFHE
XEZEER , B5H IAM XFHEREMNHESPHEMRE,

FaFAIR T

— M EBNMNTTASEGDHEERANREIRES .

AEREX
—NB88 , HPhEaEEFXEFEE Amazon Route 53 f1{ala R4t 3 — AN HZ A VPCsEHZ R H FHH
# DNS EHINER. BXEZEE , S Route 53 AW EREXWFEMH,

FEohizsl

—MZ2EE  EEMLERBFEARKF, XERFL2ERFEMEIXNERITAR, IRBRE
EHTRE , WF2MEBE. AXESZEELE , i55H AWS Control Tower XAEHRIZFIZE R ,
HSRE EXBREZF PR EBIZH AWS,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS FSEHES hoE M AR R

FREGEAREE (PLM)

NEmEREBRNMNEGARNNBEENRENER , MRt FRARS , JERMNER , BERER
MK,

EIRZ S )

BSHARE.

AYmiZIBEILHER (PLC)

EHELP , —HEEASE, SNEENITEY , ATSENRASIHEIZ AL,
RS
FEA—N LM BROBHEAT - PMRTIHEA  LEREFHNBN, ZRRATHEXENESS

BRFES , IFERETERY RYOSEN, EEBTRESEL MMM EEEMMEXY  F AW
REERHANMELE R

BAE1L

ASNUFESERBESETNARRTNERE, RBICAUIBBERT AR, BRECBENEAHN
NABIE

publish/subscribe (pub/sub)
—MXEMESEARSEENER , TRS AT BEMNBREED, flm , ZETHKRSH MES
B, SRS AR B EE R B H MRS AT LT RV IE, REE AT UAERERR B RSHER
T AN R AR ST o

Q

BT

—RIATIHR SQL XRABBERGEHNBENLSR , RUTES
Eif)itxIES

HSBEERSEICEFEENSZETI T NBEEFERRERERER(LZHIR, XAEEHASITH
&, AR, MERE, EWSHHEERNBIEFESIZEIMERN.

Q 39



AWS FSEHES hoE M AR R

R

RACI %R

F2RRE, HR, EWMAE (RACI) .
RAG

WS RAE A
BRUMH

—MESRM4 , SEBRLEXNITENRGSIHEN TR , ESERN L,
RASCI 4B

BFZREME. AR, FEMAE (RACI) .
RCAC

ST 5B S,
QB
AT RREWHREERAR, STTEHEEIREEE  UREEREEN AR,
N
HSH 7R
145 5 B4 (RPO )

Bt - M BEREQURTEZNERETE, XRETME—MIEREBIIRSS i 2 [ T2 R %
BEXER

1% & B iE) B 4% ( RTO )

ARSS P T A AR S5 IR B o B AT R YR ALER .
X

Region

IR XIHAK AWS BIRES. BN AWS X SMAERE , Kty |, URHAHE, REMM
Hit, BXREZER , BHREEEHNIKST ATAEAN AWS XiF.



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html

AWS FSEHES hoE M AR R

=13

—MINBEN ML &R, i, ERRZXEETHNENRSZD 2 "HIRIE ML RE AT LUE AL M
ERER  REEEMNCHSEX (WERRAER ) RMNEENHEENE.
EMRE

#2H 7R,
R
EBERET | BT FETENTH.
EHRE
#2H 7R,
FRTA
#2H 7R,
E H R
#2H 7R,
i

B ARFEEPIHSIMN PR IRENEED, £ AWS Cloud M XIF R , SATAMNTERERE
ANERER, BXEZEE , 8ZH AWS Cloud #1%,

E T RIRAY RS

— M N R IR KB , HI20 AmazonS3 M. ImRBMMB R, LLRRIEE T RIFHLEEH
i, XERFRIRAELUR AU B R A H AR
TE. HE. BWMAE ( RACI) %/

ENZEIBEIVNEENTERANAGMITENER. EEAHREEFEPELHTESR
B:AR(R). AR (A). BH(C)MAE (1), X¥F (S) RERWEN. MRBEXE,
M ZFEREF N RASCI %R |, tNRRFHEBEBRTES , WK RACI %/,

W 37 14 428 )

—MREEH  SEEIXNTREHAIURELZLELNBERARTESE. AXESEE , FSHAE
AWS £ 3K e 22 4 422 1 o 9 Pl 57 14 22 1

RE

FSH 7R,



https://aws.amazon.com/resilience/
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html

AWS FSEHES hoE M AR R

= H

BHZH 7R
REEBER (RAG)

—MAERXATEREAR , Hip LLM FEE R\ 2 7 5| A B Y SBIERIR 2 AR R EEHRKIF.
Hlan , RAG RE AT ALNHAIRER B ELBENTIEER, BXESEE , FEHAMLE
RAG.,

¥

TEHA T #4 BB T T 1 A RO R
751155424 ( RCAC )

FERAEEXHRANWER, RTFHN SQL KXiEHX. RCAC HITIRAMHIBIBHNK.
RPO

FSHAMRE S B F.
RTO
FS IR E T E B FFo
=17 F At
WITRERSAHEN—EFIHEIEF. SINBEERN THCEEMHRFERSHRENEF MR
iTEY,

S

SAML 2.0

W2 BRRMEE (IdPs) ERNFF MFrE, WINREZFRE 2 AE S (SSO) , At AFEEE IAM

RRARFNAE ACZAFE &S AWS EE244 HEHA AWS AP| ##1E, BXET SAML

20 NEXEBHRIINEZER | H3H IAM XAFHXTET SAML 2.0 WEE B M KIE,
SCADA

FSA% B NMBIERE.

SCP

FS PR S5 12 HI R B



https://aws.amazon.com/what-is/retrieval-augmented-generation/
https://aws.amazon.com/what-is/retrieval-augmented-generation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html

AWS FSEHES hoE M AR R

HE %

£ AWS Secrets Manager , BUMBEXEFZHENVINERZRER , SIUEBIAFLEILE. ©H
RIAERETBTELAR. BRETUARSHS, ENFRBIASNINFRBE, BXEZER , H5H
Secrets Manager X R H #1142 Amazon Secrets Manager 241 ? .

2@t

—MEBNMTRAIEFHBERLZENRETLRES .

Zai2H
—MBEARKEERLFIE , Al RUNFFERBTAEIRALZERBNED. ZE2EHEUT
MuRpSRRE  FEAME, RN, MR ED .

Z2EY

GOWEHE , FHERREHRENLE. XTRSFENRFIBRENER, SR TFRENRNR
TR ERRFEREE X P T LENIERFRE.

Z2ERMEHEE (SIEM ) RE

HETREEEREE (SIM) NRLEHEE (SEM ) REMITEMERS. SIEM REL2WE, 4
BN MRERSEHE. ME, RFANHMGKROKE , SRURBNZ2RE , HERER.

ZEWNEBY
—MPMENNEFLRE, SEAPRNREERLENH, XEAFLAEN RSN Z S

EERE | BEESSE AWS Z2 RESKE, B MAIRENTROSEBER VPC 224, 181
Amazon EC2 E4|sh e #EiE,

AR 55 2% i D0 2

R BIEN ATE B 33 338 AWS BRSS BTN,
BRSS 1R HIKEE ( SCP )
—FEEE , BT EFRFIELDFTEKF PR AWS Organizations, SCPs TE X B 18 7 5 R

EERAUEZERESAFIACHNEE, BULUFER SCPs AF5IRIIELFIRKIEE R IFHEE LT
ERESSIRE, BXEZEL , H559 AWS Organizations A% Y AR 5535 4 5 B o

AR S5 i R

FIA R KH URL AWS fRSS. BAILEARK , BIREANEED BIRRS. BXESER | #F
ZH AWS —RSE Fl AWS RS KR



https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html

AWS FSEHES hoE M AR R

AR5 KL ( SLA )

— @, BT ITARFREOEFRANAS , LRSS EEETEEMEEE,
RS KFHEREE (SLI)

MRS FENEE |, fINERE, THAEIEHE,
RS KFEB¥R (SLO)

RERSZSETRRANERIER , ARSKTFIEREEE,
REHBEER

WREECREEEM A EAREE AWS HRENEE, AWS ARZNELE , MANRAREH
WEx, BXEZER , TEHREHBEES,
SIEM

FERZ2EENEHEERS,
B _JHE ( SPOF)

MARFHENRBAFHINKE  TRSPHRS.
SLA

BB R SS KF
SLI

BES R RS KFIE RS,
SLO

BES R RS KTE B R
split-and-seed & #l
—fy BEMIERK T E VRN, EEFDENTREATHNEN , OB F D AR EHN~

mEA. XBEP T BRALANREINRS , RETRARNITERE  IFRECH. BXESE
B , B HE AWS Cloud ¥ 3XH N AEFIRILH 2B B %

SPOF

LTG0
SLET

—MBEFEALQLEH , EERA— N ARBEEXRIREFERESHWEINERSE , AERA - ISR
MEERRFEBRERM. LERETHNELRECEFEASA TELEEENmRIT,



https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html

AWS FSEHES hoE M AR R

strangler fig &=,

—MEIZERSEENMSRAAYEEZTUEARENRERINEAREINRICH T E, X
BEXALTRRBERNEE  SMBEERKN R, REEBEHABRTEE, ZEXRHE Martin
Fowler RHEH , N EERFRENEENKRN —THGE, BXOANARERXNRE , FSHEE
A& Amazon API Gateway Z 5 & /E B K Microsoft ASP.NET ( ASMX ) Web BRFZ I AL,

T

:{&R\EI‘J VPC WE,}]_/l\ IP i&iltﬁ@o %M%?ﬁﬁ[ﬂ:i/l\ﬁfﬁﬁ Izq:'o
GEERFIANBIERE ( SCADA)

EHRELH , —FEREGNREREEXY A~ NE~RENRE,
X3 FR 0

—MNEEE , CERAERNRARNBENEZRRE,
REM

DEEAFRENARNMNARE , RN EER B LG E R, RALER Amazon S
CloudWatch ynthetics SR8 21X £

RERT

—MA LLM B LT, HASAENRESETANER, RERTAEPTRELTXHFEER
FRERHM,

BEX , AFALARFEN THIE, AWS REFBTERERE, A3l A4, BRMFEE HR. BX
EZER , FEARICEN AWS BF,

B

BEBER ML A2 EHTMNNE. SRR ANERETE. Fi, EHEHRD , BRETETRERES
miER A

E5IIR

—MEIETFMATRERXENTRE., E5IRESETFRHBLRNETHN ERAESIIR,
NTFEMENAES , e2BMUAERNE, AEENREE.



https://martinfowler.com/bliki/StranglerFigApplication.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html

AWS FSEHES hoE M AR R

Wik R E

BSARE.

gk

NEN ML BRERZIWE, WEBELAESEBER, FIEEEIEABEHER SR ALK
REERFZNER (EHFETNUHNER ) WERX, RehbBRXEERH ML EE, RE , &7
BAEA ML R EXS T HIE B ARay#T BTN o

S ETUES

— AL, TATHENMNE VPCs MAMNEEE, BXEZER , S AWS
Transit Gateway P AR LR MK,

ETH4p THERE

—MEE  FRAREDRS PR EMN A  AERXLEXEHIESIXP. RFE,
BIFFHED XHWERF R, MEFMEFHRR,

AT RAER

AEEENRSR TR , ZBRSATURREEEKS PHITES. AWS Organizations HEE
REMEANAER , FEENRZ2ESINEKFPUE—INEE , NERTEERES. BXEZE
B , 2% AWS Organizations X#HHIAWS Organizations S E i AWS R — M,

L1t

ERUGTENENAE , LIS ML EERNERM, flm, EUNBRERFEE, ML
AETRNRETZREEXESRRMAMER | MNTiIZ ML REL,

TR 4877 A BA
—“N> DevOps HBA , fRATAARMEEERRE . WIKFEARNAETHRERGTFRIRH RS
e

U
THEM

X—BSENRTER, TEEIRINELE , XEFRTRLBIFTNN ML BENATEM, T
BEEARMPRE  AHTHEMRBHERN., FTEENBFEERN , MAEATHEMERBHIEF
EANREMENMESHN, BXESERE , FEHENMREFIRETNTHELIERM,



https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html

AWS FSEHES hoE M AR R

EENES

BN EETHE , BN TNRARFAENIE  EFENSLAFRHERNEIZ SN
B, TEFNESHRESERE, EFNETENL.

LRIR

FSHARE.

Vv

vacuum 4E

—MBIEFELPRE  QEEEEENEHRHTEE , LEREHEZRFES MR,
R A $2

RIEFHANIENTE , fINF#EEDRRBHER.
VPC Xt FiE

MEZERERE VPCs , AWTEERRLE IP uimiE, BXEZER , FZH Amazon VPC
MR LR VPC XN FiEH,
NG

MERG RS RIEE AR

W

—MESEERRNANEXBENEFIXER. BIEEXGIATUMNERXEFERE , XENER
PR ZIER,

B 203

TEHRINEIE, EHLERER  EEUESHhEE#,
& OR

— M EHEERAREMXERN —ATHRITITEN SQL B, EORBNTLAEESRER | HI
Mt BB FHESRE L TR EX BT RTHE,

\% 47


https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS FSEHES hoE M AR R

TR

—RAARARE | SNATMEHELNME | MEEES N ARFRERTE,

THR
ABWE i E— AR EASHNIREA NG, SATARSSIRTHN | 8 35T A o 19 E 4 TR,
Bl | BATERAKBERAEFORER. BRAYNANKETS THIE. A4 TERGXLR
ERAATEB IR , AETBRSENRAER.

WORM

FSH—XBEAZIRIEG

WQF

FSH AWS THEMBREREEER,
—RBEAZIXIEE (WORM )

—MEEER | T RBEABEH B IEBEERRSE R, RXASATURERES RIESE |
BRENERITER, WBEFEEMRBRIANTATE,

Z

F BRI A A
—MAAZERRENEE , BEANEERG.

F R
EFRGERAABENREIFE. RBEATEIAXMPRENFRARERE, FRAREER
W m SR BRI,

FHARET

7 LLM RERITESRIUA | BRBTUHEBIESH RS (HA ) o LLM S5 6E R TS UIZRr A
ARLEES . EFARTHNAERERRTESHEXMNREINRE, SESHIELRET.
EFNRAER

15 CPU MAFEARKT 5% WNARRF. EXIBTMES  BESFARENARER.

4 48



AWS FSEHES hoE M AR R

AXETHRBERE, EARXANBEREBERERXFEER , W —EUERXEXX RN,

xlix



	AWS 规范性指导
	Table of Contents
	负载测试应用程序
	开始前的重要信息

	负载测试的基础规划
	确定测试复杂性
	测量和设置
	负载建模和分步测试

	负载测试类型
	我的应用程序能承受多少负载？
	我的应用程序能否处理 X 负载？
	我的应用程序会不会自动扩缩？
	在持续高负载的情况下，我的应用程序行为是否会随着时间的推移而下降？
	我的应用程序是否正常工作？

	负载测试的影响
	成本
	第三方和可用性
	测试数据积累
	网络带宽

	可用工具
	k6
	Vegeta
	Hey 和 ab
	Apache JMeter
	分布式负载测试已开启 AWS
	炮兵

	结论
	资源
	AWS 测试策略
	工具

	文档历史记录
	AWS 规范性指导词汇表
	数字
	A
	B
	C
	D
	E
	F
	G
	H
	我
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

