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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_IAM.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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ATSEETHONERRERE , XEREERT ARE FHMIELNER. CloudFormationf& a] LA fiX
LRFIRBEFFRRITEC R | XEREEFRENREREN,

£ X CloudFormation 4 EREMEZHNIIER , BSHMIZHIIEIE. FIR AWS CloudFormation
FMAWS CloudFormation &8, BXASZRMEESFERANRFREESIEK , BFSH AWS FRAE L
s E,

A IE LT ROIKRE
- REERHENER

- RFETEROE R
- 140 SR SRMI BRIEAR

AWERHENER

BEEHRNREENREREMNIF AR, CloudFormationiXfh K A geE S LR EEEME
CloudFormation3#4£ Y IAM £ A, AWS IKF LA T REIKREE IR FEE K F FR1E{T CloudFormation 3
HAEAE B HNIR,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStackResource",
"cloudformation:DescribeStackResources"

1,
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudformation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html#using-iam-template-conditions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudformation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
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"Resource": "*"
}
]
}

RFE T RROE MK

PR RBIKEE AT IAM ZERANERAFEERSEL D E 2 7RSS (Amazon S3) FiEE Y
CloudFormation iRk B2k, WEMEEEHN my-CFN-templates, EAISARFHEAERNENR 4%
Bl FaERE, REPH cloudformation:TemplateUrl S48 a1 Fh L IAM 3448 B 4E 4] H b & A
SROIEHEK,

/A Important

AW IAM E45F 1 S3 FHEBER RIZHRINE, XAEBITFRLE IAM 4500, BERZHEHE
R REAR

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"cloudformation:CreateStack"

1,

"Resource": "*",
"Condition": {
"StringlLike": {
"cloudformation:TemplateUrl": "https:// my-CFN-templates.s3.amazonaws.com/*"

15 48 55 3 S BR AR

T HBBRPEERBILS AWS BRI E CloudFormation 4% | & ARSI Z 4G EHR N EFH M
I BRIEVE, BREAFDBIEEN IAM EERITIXEIRE | MIBLIREFNEAMEM IAM EEHITX
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teiRiE, AT RBEFRHIEL BEHSMIBRIEE AWS X5 A AY43E CloudFormation HE#R BT R AWS
K.

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": [
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"

1,

"Resource": "arn:aws:cloudformation:us-east-1:123456789012:stack/
MyProductionStack/<stack_ID>"
}
]
}

It BR B 75 B 45 40 B8 FT e M BkMy ProductionStack CloudFormation ¥R BN PR | Z#ER A Fus-
east-1 AWS X5 fMAF 123456789012 AWS K7, BB LATE CloudFormation &l & & FHX
ID, LA 2RI A RAIE LB AN Resource TTEH —LLERH

o BAILEHEMHIResourcetE IDs R IMNZ 4 CloudFormation 4%k,

« BALAMEMarn:aws:cloudformation:us-east-1:123456789012:stack/*BhlE IAM it
AEHEMIBR1234567890120K FF Aus-east-1 AWS [XiF #H B 1E{aTHEd%

EEN-—SRREBNRBUITSULFER, S LU FE AR T LT R

o HEINE IAM ZERANETHSHNRE — FRHETHREPSRIISEN IAM Z1EA I HIER
¥ EHEIK., CloudFormation

- HEINE IAM EERMRRD R  FEARERREF SRR E, EREZN IAM ZRACESR
M BR4FE CloudFormation 3tk , (B RREIREFHFAERE A

o MEONEIMKS, HABVEALR SCP : FEHAMRALFREDLSAENEREIFE, SEFIBERK,,. 4
MBEALAFTHE IAM ZEABIZESM R4EE CloudFormationfik,

BR , IREBFAWED—NIAM ZERA ( FREREA ) EFZMBR CloudFormation #k , M4
EFRENBEI L HEREENRRHTEMNER. APSTFREL (#E ) T A SR ER,
MRIEEGRBIZE N SCP , BATRME W KALU T REEFH,
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{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Deny",
"Action": [
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"
1,
"Resource": "arn:aws:cloudformation:us-east-1:123456789012:stack/
MyProductionStack/<stack_ID>",
"Condition": {
"ArnNotLike": {
"aws:PrincipalARN": [
"<ARN of the allowed privilege IAM principal>"

FWEAF , Condition JLREN T M SCP HHERREY IAM 4K, LB AELEM IAM £1E
AEF MR CloudFormation R HIR |, BRIE IAM ZIEAR ARN ETEFH ARN T
Bt, Conditionaws:PrincipalARN £H¥EEZ -k , XERBEEATURBEFIRFE ,
MBREI R HEBRZ AN IAM 48, X L8 CloudFormation BIRHIZE{LL SCP , 54 SCP-
CLOUDFORMATION-1 (GitHub),

B RS A CloudFormation

R A ER AT AWS CloudFormation 812, FE#T kMl BRI B IREY AWS Identity and Access
Management (IAM) B, MREFRERSZAE , U CloudFormationfEA IAM Z1EARIES
RATHERRIRE, MBEHBERS A CloudFormation HERIBHRBHEERS AR |, N
CloudFormation A ZRS A EIERRHPITRE , MT R IAM ZREAIES,

FRARSAER , MNE IAMZREANETEMNRBTIETEREERFELHIE AWS BRI
BR. CloudFormationfl RIEEEEHEZHFBLFLXEEBNRBUFZZETRE AWS BIR ( AWS #E
WRESSER )  BAEARSACTUAFHRRERRN—EZHANRTF AWS, LA ZENES

BSAE 9
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f5lan | E4|E S E Amazon Elastic Compute Cloud ( Amazon EC2 ) SEfI#yiEik | IAM EAEEGR
BIETEMIEREEZE EC2 3£4l, #& , CloudFormation ATLAR A —NERNRRZFLABIE EC2
KBINERFAG, BELAE , IAM ZEAUCIEMK | BETER IAM ZERF MR ZERH
7] 9 AR 55 B9 33 F 2T 02 RO A BR o

EFEARS A EAE CloudFormation #1% |, IAM ZIEAMARETRS B EELIBANR
CloudFormation , F BiZRSS A BHEEREELM CloudFormation RFRAZEE,
AHEBEUTER :

« SE3 CloudFormation Bz A& & R KR

- BERSAE®

- @ IAM ZRE AT FHEH CloudFormation iz & &KX R

* 7 CloudFormation IR5 A B E BEERK

- WIS A 5 HER KK

£ CloudFormation RSS & & 8 &R {KINR

ERSAGT , BALEY —MURER , ZHEBBEIEERS THRTMERE, XERIETLH
IAM ST SRR BT, RATRUEM CloudFormation IRAEHE , tIRGA REREEN
S ETTER

EBRE IAM TANETHONRKTEAEERENRSAE , HRRSHECNEERBTER
ERARAFRBENERRAZBE , SEPTHLETRESRSASHTRAHR.

RERSAE®

® Note
REACRE IAMAEREN, ECARRFSAC , BLTHEHENINER. EXCIEAEFH
RN IAM ZRATUREAB SR, AWS EI AWS S I8N A2 588 —1
RS A, FABIGIZE CloudFormation RFARRE , BANUATAFFEHENEFSAE
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f£3% 44 CloudFormation, BXATFRAFARBRSACHNE T SEHNEKE RS , 555 IAM X
A RS AR,

BXNAMNERSACHRE  BSRUERZRNENAE AWS RS, $EE CloudFormation
(cloudformation.amazonaws.com) fEA AR AN BEBHRS. XA IAM EEHEBEE2RAA
B NEEBAHMES. BERSA®KN , Effect, Action M Resource TEESEN, Bt
LU TE X Condition T,

BRXETENESEE , BSM IAMJSON EHTESE, AXREHE. ARNZHRITEIR

2 Actions, resources, and condition keys for Identity And Access Management,

[ 1AM Z3E AT FE A CloudFormation fRE A R E

E A CloudFormation RS A CloudFormation BXEERIR , IAM ZEIEAMNNEEEZEZRS AR
KR, BEEEANNBRHIEEAERHN ARN |, BAILUF IAM =N RBEHEIINEEZEERAE, §
XEZEE ,BFSHE IAM XHFP R AP R FRLLCHAGEIES AWS RS,

UTET IAM SR FBH AT EMREE cfnroles BEPNAG , SRHRFACR. THLEEE
TRBREFHNHE,

{
"Sid": "AllowPassingAppRoles",

"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::<account ID>:role/cfnroles/*"

}

HEEARESAEEHENE —F A E2# A CloudFormation REAEEZBMNBIR. AT KEFHA
¥ 1AM E4EEIETH CFN- BIRIN A,

{

"Sid": "AllowPassingAppRoles",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": "arn:aws:iam::<account ID>:role/CFN-*"

}

BT ZHNEBRERN  BETLUER cloudformation:RoleARN 4B EE T HHMNEK IR
St — S B MES | U KENBRN R, UTEHEFBHRXAGT IAM ZIEACIE., EH MR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#id_roles_create_service-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsidentityandaccessmanagement.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html

AWS HSEHIES RAUT IR HE KPR EE AWS CloudFormation

Hk |, AR EHRELE THER CloudFormation IR A, EAENK , BAILEZRHRFELSZN

CloudFormationfR&S &, ARNs

"Sid": "RestrictCloudFormationAccess",
"Effect": "Allow",
"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"
1,
"Resource": "arn:aws:iam::<account ID>:role/CFN-*",
"Condition": {
"StringEquals": {
"cloudformation:RoleArn": [
"<ARN of the specific CloudFormation service role>"

WA, IR EAEH cloudformation:RoleARNZAEIRF IAM ZHE AR HERIBIEMZE
=X PR CloudFormation [RF A, E—FEETXNRFMHEER , M StringEquals & H
StringNotEquals.

"Sid": "RestrictCloudFormationAccess",
"Effect": "Allow",
"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"
1,
"Resource": "arn:aws:iam::<account ID>:role/CFN-*",
"Condition": {
"StringNotEquals": {
"cloudformation:RoleArn": [
"<ARN of a privilege CloudFormation service role>"

& IAM £ AE T A CloudFormation BRE A B KRR



AWS HSEHIES RAUT IR HE KPR EE AWS CloudFormation

A CloudFormation fREZ A B E EEEREE

AGEIREEMNMNE IAM BENXENETRENERE, SERBENHL IAM E4ETARA LS
B, EEEXKSD  BUEERAF., €. KFERSERNEME, AL IAMEZEREASHNERSAG
f£i% CloudFormation AEMRS , B L EACHNEERE P IEE CloudFormation AZEFE A,

LT EEEBEN R CloudFormation FREIEBERS A6,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "cloudformation.amazonaws.com"

iy

"Action": "sts:AssumeRole"
}
}

FARSS A EHERKER

NERSA/CRE , B EQEHRMNEHESHIE XK, BXEZEL |, BRI EMHLET, EEE
REARCH , BRIAM EHAEEEZZ2ZBRHONE, BEXEZEE , BSH O IAMERAEZTFFER
CloudFormation fRSS A RINER,

CloudFormation 1% 55 B&

HRERA T LR T REMERETIEPRHEAETHTRMBIER, HEREHEE - JSON X | Z
NHEEX N EERFRRITHERRE, BRIAERT , FAMEBcloudformation:UpdateStackiX
BREY IAM Z3EAZB A LLEFT AWS CloudFormation P B RR. EF USSR, thalse
LT MBRA B R EIR, S0 AU RSB B E R RN R AT, R SR B W] LR HEA N R
=3

MINBERT |, HERRBEEBTRIPHERFORERR. B2 , HEREBNETEFLRENNHE
CloudFormation # F#8Z & AWS FIRIZMH T HRAMAVIRG, 7] LASE A A SR B R &S BY (R 3
BANBERR , FAAVFERNIMRE — R PWEMR R, EAFNRSERFRETER , A E#EK
REHESHNXLFFRNER Allow A,

HEAR RGN EAATIEER CloudFormation AR IR ATRFA 112 H], Bt RBER —MHEREREE | BR
A LAGE R iZ AR SRS SR A BYRIP ZER NNV A IR, BRI LU RGN A T 21 itk

A CloudFormation RS A &R EEE R 13


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html#configure-stack-options
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Bl , RIREE—NMNEL , ZELENBEREGHNH G F47 Amazon Simple Storage

Service ( Amazon S3 ) F# B A — S4B, S3 E#EMEHEE CloudFormation , } BFfEMHE
MWL RFBERD L. WREEHKRER , FRETRESCEEILEMFELNENERERNF
ARZEMW S3 FMM , HEEBRBYE., NRENHRNA THEXRE e ERIAFRITRIYS
ENEFRMIBRR A

AT EBEUTER :

- EiEMEAR KB

- RENBRHER KK
o« PREIMZR U KB

Be B Mk R B

BB HEAR R MERT | Effect. Action. Principal # Resource TERMEN, B TLUEREN
Condition Jt#,

T OE MR IERT |, BIANBERT |, ERBAENERFNRAE R RETER. ERLEESCERRIEE
MR AR FIRLERE. WRBERERE , BULEXL - MEFREREN Allow #4 , AFEEERX
Deny IHANRMA LR BFERFNIRE, WFSZE , FSH CloudFormation 3UA4 Y HEAR KB R Bl

BEAFEAXEAZCEAEHREBNEZEREUREZ RHIER , 35 CloudFormation 349
B9 TE SHEAR SR B T 5E 2 R ISR SR B o

1R 1B M 78 2 MEA SR G
BIRMRERSE | FHSHRAK, NREFHRERSBATEHR , WBHAER AWS Command

Line Interface (AWS CLI), B2 , i1 REE QI E MR S BRI , WATLAEA CloudFormationi® &l &
= AWS CLIl, BXi%BA , i3 CloudFormation 347 Y 1% & HEAL R B o

HEWIBRATAFEFIMRERPORIFN , CEETNBSHLRRR, LBESATFET MRS
B Z R RIFEHRITRABIEL IR, XYL , 155 CloudFormation 345 BY EE# 3 R 1P 5K

R 751 A 22 5K s A% SR g

FENRENRTFINRERXR , FERER IAM 40 EHEAR KB A RS 1AM E4T] S5 B A H R
. % IAM TR NERN B C KR O Z N5 B B E ORI
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/protect-stack-resources.html#stack-policy-intro-example
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/protect-stack-resources.html#stack-policy-reference
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/protect-stack-resources.html#stack-policy-samples
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/protect-stack-resources.html#protect-stack-resources-protecting
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/protect-stack-resources.html#protect-stack-resources-protecting
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BIRHRRIET , RIMNBUSRIX LR L£EE S3 F#EE. AR, BUUER
cloudformation:StackPolicyUrl &M@ H1E S3 FHEMPIRMMEKR RN URL , K5I Aix i
KRR,

R T B oA SR RV AR

ERRIEN RN PR S AESKER |, AT LAZEBR &I IAM Z 5 A BT LART hn B Mtk B9 HEAR SR AR
CloudFormation 7£ IAM &M E T B MRS | BALIEE IAM EEEN 2 B LR R, X
ARG IE IAM =R INERBEAR KRS | N FRKE B IR XL

i, —MNALRERETRENE , B EARBETENER. FHit , S EARBNEFARSER
CloudFormation ik HIE a4k KM, EHEHEH |, MAAMBHNEFHERRBFEER —S3 7
fEfE |, WUEABAEL R AT BB B o0 — Nl B @ A T H A BA#4R Y CloudFormation k5K, iR
XMIER , BAIEN — MRS |, RV 1AM AR D045 E B HE R BE

AR R BISKEE BV IAM EKK 757 S3 M8 P 4G TE T FIBARY SR SR AR Y tEAR SR B . A8 AT SR UL
T 48 o 170 © HE AERY AR SR BE

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cloudformation:SetStackPolicy"

]I

"Resource": "*",
"Condition": {
"StringLike": {
"cloudformation:StackPolicyUrl": "<Bucket URL>/<Team folder>/*"

LERBEFARER IAM EER T MR D ECHER KRS, BIE IAM E4AERER 45 E MR RS 012 HE
%, AR A BUE R 62 % Bk RS R Hik,
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TR R

NIRRT |AM E460 H itk 0 B R |, B LUR RS2 HIREE ( SCP ) SRR E ATk,
jZiak S8

DT RAIEEREE R T AR EER IAM E41E Q| 2 HR I 2 B R R A SCP, 1R IAM

EACRMI IR KRB |, WTTECIE MR, B, LERBEATRS L B MR EFRE IAM E4K
£ BT A B M BRMEAR SR B . X RBEEM cloudformation:StackPolicyUrl S&45EFR &

cloudformation:UpdateStack &4,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": [
"cloudformation:CreateStack",
"cloudformation:UpdateStack"

1,

"Resource": "*",
"Condition": {
"Null": {
"cloudformation:StackPolicyUrl": "true"

B REFRAISE SCP MARNRILAF , B ENATALAPHRAEKS, XA LR
TELTRAE -

1. BRI R I INE AWS IKF R 2 1AM EEN TFEE, NRIE A REEZHNME IAM £
%,

2. BLATE AWS K I ZMERESMRLREIAN THEE, IFAUREESMIRNRILZR
IR EFRVRK,
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® Note
SCPs R R R , BTEMNKFAHAL P IAM ZEFRANZATANR, XLERE
Fam IAM EEBRFEMNR, MREBEFHECENK P HALFHE IAM 45 B
KREBHNER , IEERNEANRPENET SO KK,
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AWS HSEHIES RAUT IR HE KPR EE AWS CloudFormation

NENER N RREE&KIENENE CloudFormation

AWS CloudFormation R ZEEFZAREXEMN AWS TR, MARNEREEL S —ANRFBE
BT, AERBHANHRXERR, E—Z0M7EEHBFMER CloudFormation BRE B R
AL, ANEE A48 0] S AR AN BR IR U B2 A F 3833 CloudFormationi& & B9 &R o

EXREES , LFFAgEeEE a @i CloudFormationBt ERYE3K AWS REMN T2 BN HEKE,
MRENEMBIERSELRR , BINBWEEFZRSH X, KZHAWS ;S XEEETE LTI
PUREXRERAZBSHAENENEE., X AWS RS XN TEYR | 535 AWS XY,

LTRERSLTXANERTR , WU URIUX LSRR SZFSRENRENE CloudFormationt&

M

1. EZ— O RITRIEREEN EIREE CloudFormation,

2. 5SS AWS X THEMEXES K HEEEXZEHEMHREENEY, XNHEBETHEETR
S ERMEW

3. RS R EN S B P IRERNE B Ri&1T CloudFormation BIRFIREL KRS | X RN A FFFER
R ME 4 P A AR,

BETXR , XERRTEBUAERAEXASITE CloudFormation 4R # 51 A &R 1K A BR R W B9 7R 6l

T~ AT EHELWHER Amazon S3 FiE S,

L RBIR R E—NA T 7% AWS CodeBuild T B ¥9##) Amazon Simple Storage Service ( Amazon
S3) F#M. AWS CodePipeline EAXLFEEEH, BALET RS A CodePipeline f&1F
CodeBuild A tk S3 76548 , H A Amazon S3 ZE R IR HZ R RR, AT RAREIH
RBERER

« Deployfiles_builds@ CodeBuild It B B & #5,
« Deployment-Pipeline@ R EEH A CodePipeline,

E X Amazon S3 1@

B % , 7£ CloudFormation iR E N S3 FMW , ZEFEMEEE — 1 YAML BB XA 4,

amzn-s3-demo-bucket:

=l : Amazon S3 1765 1E 18


https://docs.aws.amazon.com/index.html
https://docs.aws.amazon.com/index.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html

AWS ABHES

RUT BIEHE KR PRF B AWS CloudFormation

Type: AWS::S3::Bucket
Properties:
PublicAccessBlockConfiguration:
BlockPublicAcls: true
BlockPublicPolicy: true
IgnorePublicAcls: true
RestrictPublicBuckets: true

E X Amazon S3 17 &K

T 3K , 1 CloudFormation #& 1R 8| 2{X /2 ¥ Deployfiles_buildHWi H MDeployment -

Pipeline® & 15 R {7 KB AV 7 MR SR B

MyBucketPolicy:
Type: AWS::S3::BucketPolicy
Properties:
Bucket: !Ref amzn-s3-demo-bucket
PolicyDocument:
Version: "2012-10-17"
Statement:

- Sid: "S3ArtifactRepoAccess"
Effect: Allow
Action:
‘s3:GetObject'
’s3:GetObjectVersion'
‘s3:PutObject'
‘s3:GetBucketVersioning'
Resource:

- ISub ‘arn:aws:s3:::${amzn-s3-demo-bucket}'
- ISub ‘arn:aws:s3:::${amzn-s3-demo-bucket}/*"

Principal:
Service:
- codebuild.amazonaws.com

- codepipeline.amazonaws.com

Condition:
StringlLike:
‘aws:SourceArn':

- !Sub ‘arn:aws:codebuild:${AWS: :Region}:${AWS: :AccountId}:project/

Deployfiles_build'

- !Sub ‘arn:aws:codepipeline:${AWS::Region}:${AWS: :AccountId}:Deployment-

Pipeline'

- !Sub ‘arn:aws:codepipeline:${AWS::Region}:${AWS: :AccountId}:Deployment-

Pipeline/*'

=l : Amazon S3 1765 1E
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FEBAXRZFHEBRBENUTEAGE

* % Resource nEIHTHAMFRXENER , ©MEALT Amazon BIREE (ARN ) &3 :
« S3IFHRM ARN X7 arn:$<Partition>:s3:::$<BucketName>/$<0bjectName>,
« S3 1Z#M ARN I8N arn:$<Partition>:s3:::$<BucketName>,

s3:GetObject, s3:GetObjectVersion fl s3:PutObject FEE SINRAFIREKE , B
s3:GetBucketVersioning FE S3I FEMHBRRXE, EXEMMREMENRREENESE
B , BZ# Amazon S3 WIR{E. BRMEZHR.

« Z Principal TRIIE T AFHITIEIPENK Amazon S3 BEMNE, EXRERT , RAKF
CodeBuild ¥ CodePipeline #1TixX g4,

« ZConditiontER#FE—FSRHE TX S3 FHMEVIFRINER , Ht R BEDeployfiles_build
CodeBuild BB, Deployment-Pipeline CodePipeline BiE & ERES ALV R ZE#ERE,

tIERFAG

REF#BRBESNFZEBNIHRINE , BEFZFiHR CodeBuild M CodePipeline i 8] 1F & 8
BR. ERFIHREINR , BEENSMRSUE—IMZSARL , HESMNRSDHFINUTED. RSA
T CodeBuild ¥ CodePipeline 4 1FfRF1H R S3 FHBEEN R,

Sid: "ViewAccessToS3ArtifactRepo"
Effect: Allow
Action:
- ‘s3:GetObject’
- ‘s3:GetObjectVersion'
- ‘s3:PutObject’
- ‘s3:GetBucketVersioning'
Resource:
- ISub ‘arn:aws:s3:::${BuildArtifactsBucket}"
- ISub ‘arn:aws:s3:::${BuildArtifactsBucket}/*"

=l : Amazon S3 1765 1E 20


https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazons3.html
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EIKX PR X R AV £ B AWS CloudFormation

AIEEEM T ARMN A EME LB ER | S0 SUE XL 5 E N KR E BN R RN FENES
[ 1 BR AWS CloudFormation FlifEid HEE M RIR. CloudFormationZA{§RE K/ 48 CloudFormation
BE IAM ZRA. BFACNMKRREEHRENR. BHENBYUANRESEKSEHBBHRFENTK,
MR B REZRNAFPNENREURTEINASIENRAEEREENRE.

UTRAEEHANENRESROFE, XEHKESET LA BEERE#FHAMNPR CloudFormation
B3 CloudFormation A T 5 R ELE & RATESF HAKNREFEN -

- BEAFMEAKFEGF AR RIRRS g% CloudFormation BRSS , H R FATRMIRIKS
FIPR, BN, MRIJEMFIHARTFEENR , EFAAWXERENAT IR, EHAMRER,

- WFEEES CloudFormation #LEE SR E AWS BRH IAM ZIEA , IUEZEEFARS AR
CloudFormation RAFRRERARERR , MAREENZEREAETSMHNEERE AWS IRFS 1Y
BREYE [F A PR

« £ IAMZRANETHHEEES , FHcloudformation: RoleARNS A48 K12 &I ] LA 1% R LE
CloudFormation fR5 A&,

o REBIFGLENRALR , FRITHUATRE !

« P EFTE B NG EZ CloudFormation BRSFHY IAM ZEREARE G E SR 5.

o FRAENE IR TRLE A PR BATh EX L IAM 4

o R EEAESNERSAEEHN IAM ZFEANTES . CloudFormation & A1 AL NEL E
FERHRBELIE IAM R , BT MEENRSAETUEIER IAM &R,

- AEQEEFEERFRNHER  REEEHKRER, XUUSBRFABEKTREZ TS HXL
R S B R BN E#T.

- BXEIEEMNEIR CloudFormation , iHFZHIZRFNIH R EERERNN L RERK,

c ATHEAEFFHNETSONEBNE T HRNEBROEN , °7TUE RN FENRRRE BRI
WS, flanRSEHIRE () SCPs MIINRRULR., BEXEZEE , BEH GETRK,

sy

Z CloudFormation X @8 HEMRESEMELZ £ HEXE | A& BIE CloudFormation E&
M, EReHER, A BSAXRERPHNAFZENRIHREEET B HO0REIEHN&ESSE

CloudFormation,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/security-best-practices.html
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IS

BRMERRERPNEENRE , FHREENALAFNAKENREN, BRINBWEEERFE—TH
MEMARR , Eh a2 TS ELLRBIAINESENTE,

AI5E B EHBEEF A5 HE AWS CloudFormation SRR BRIAE,. BER , B A H KRR KRB AT L
HENEELALAPIMBEZFENREN, RBFENIBERNLSER | BAEESHEAER P RSN
B, T—FUREXRESZER , RINBVUEEEUTERENBRMNE E 15 R MR EEAXNES :

« IAM SEARRIR BRI SR

- RSEFIFERE (SCP)

- ATEK,HENAE

- RESH

- EF IAMW EXIGREER

AT T EA] AR B IR US4 CloudFormation B SRR PR 15 [ FA R :

« AWS Identity and Access Management Access Analyzer

« AT LAER AWS Identity and Access Management ( 1AM ) 35 &) & 89 17 B I PR #EE ThREE T+ |
KRB 1AM B HEENPR, BXRl, iSH Tighten S3 permissions for your IAM users and
roles using access history of S3 actions ( AWS & XE ),

« FBALAMERAKETE [HII cfn-policy-validator ( GitHub ) 1, R#&BhiR 51 Z AR,

EEFBEBENEE CloudFormation NRE , BWEFERFEERMIFER(T ( CI/ICD ) BLKEE
&K CloudFormation iR, XK T AR IRBIXEE | HF MR T BEBILE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html#role_cross-account
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html#id-federation
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data.html
https://aws.amazon.com/blogs/security/tighten-s3-permissions-iam-users-and-roles-using-access-history-s3-actions/
https://aws.amazon.com/blogs/security/tighten-s3-permissions-iam-users-and-roles-using-access-history-s3-actions/
https://github.com/awslabs/aws-cloudformation-iam-policy-validator

AWS FSEHES

RAUT IR HE KPR EE AWS CloudFormation

7 R

AWS CloudFormation 3 #4

{FF AWS Identity and Access ManagementiZ &l i 8] & bR

« AWS RIRNMEMRESE

1% & AWS CloudFormation 4% i%& I

« AWS CloudFormation [RE A&

AWS Identity and Access Management (IAM) 34

IAM R B9 5% BE R A PR

IAM JSON KBt ESE

REEITEZ 5

5 |AM BE&EFAAWS RS

BIE A B EAZTIRNER AWS RS

BERIEA R

IAM Z4& H{EXE

Hh AWS &2 3@k

« AWS IRFWRE, RENZHR (BRSBERSE)

BT RARD R 15 B4R ( WellArchitect AWS ed Framework )

BEBEAUER IAM ZEHIET (AWS BEXE )

CloudFormation 344
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-add-tags.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-servicerole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/service-authorization/latest/reference/reference_policies_actions-resources-contextkeys.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://aws.amazon.com/blogs/security/techniques-for-writing-least-privilege-iam-policies/
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ERRNALERRES

R R — 2023% 3 A9 H
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https://docs.aws.amazon.com/prescriptive-guidance/latest/least-privilege-cloudformation/least-privilege-cloudformation.rss
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AWS Fe g SRR

LT 2 AWS SSE i SRHENER, FRNEXPNERARNE, ®2EERRK , BEARERRE
RV R R IR B

Sz
D

7R

A

==

%

FRARFEIBIZTM 7 ELTIBERE, XLEREKL Gartner T 2011 £HERN 5 R HEAL |
SEUATAR :

- BER/ENRNY RO ANACREDRRESBEGE. N BYE , UEBNARFHEK

HEN, XBESRIBERERENBIERE. 76 : FAH#h Oracle BIEETH E Amazon
Aurora PostgreSQL # & .

- ERTA  BRARFIBHES HET-ERESNRL  URASDE. 6 R

Oracle BIEEIT B E AWS =H K Amazon Relational Database Service ( Amazon RDS ) for
Oracle,

- B  RRIBHMT M, BERMER T A SaaS B, Rl HEFXRERE

( CRM ) R %% Salesforce.com,

- ENRE (EEIR)  SRRAEFEIBIZS  EERTEAEXNTRARIIE, =6 &
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