aws
N RIERER M INEE AWS RS

AWS FUe*E %

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS FSEHES BN B AESRER R ZhBE AWS BRSS

AWS BB 41ES: VIR REREMNINEE AWS RS

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon FIEFRFE L AR A BB FEMIE Amazon WERBRS , AR BLEAATRESIEEZFE
&, BRKIKS Amazon WA REH., PIEIE Amazon HEMEMBEIRO AR BFIEENMT | XL
FRE & WREME T Amazon. 5 Amazon BXEEH Amazon #B) , thaJgE R 2 Mt




AWS FSEHES BN B AESRER R ZhBE AWS BRSS

Table of Contents

1111 OO 1
SR 7= 4 N 1
L I~ 3
YN SRRy T = TR 3
11—~ 3
FRHEERIINERETE AWS oottt n et n et ae et an e e 3
FETTFRIEIBIR oottt ettt ettt ettt et e et et e et ae e aeenere e, 4
FEFTFRIMER <ottt ettt ettt ettt e et e et et et e et e et e st neete et eneeeenas 5

B I R BRI ..ottt ettt ettt ae et e 5
L R NV S O PRORRR 6
R I R E SRR ..ottt ettt e ettt et ae et e e eaeenanas 7
5 22 =TS 7
CEd Thask - €=y 1 OO 7
BEASBIIBINZR ..ottt ettt ettt ettt ettt ne et et e et neanen, 8
BUINZRBRIESEER AWS BRSS oottt 9
AWS ClOUATTAI ..ottt e e e e e e e e e e e e et e e e e eeeeaaaaeeeeeeaaaannssssssnnees 9
AMazon DYNamoODB ... e 10
Amazon EC2 Fl AMAzZon EBS ..ottt et anes 11
AMAZON ECR .ottt aaaaaaaaaans 12
AMAZON ECS ...ttt e e e e e e e e e e e e e e e e e e — i ——————— 13
AMAZON EFS oottt a e e e e e aaaaaaaaaaaeeaer—————— 14
AMAZON EKS L. e e e ——————————————— 15
AWS ENCIYPioN SDK ... .ottt ettt e e s e e e e e e e e e aaaeaaeeeeeeeeeeeaenrrnaaaanas 16
AWS KIMS ettt e et e e e e e e e e e e e e e e e e bbb ——————raaaaaaaaaaaaaaaaaane 17
AWS Lambaa ...t a e e e e aaaaaaaeaaaeeaea—————_ 19
AMAZON RDS ..ottt e e e e e e e ————————————aaaaaaaaaaaaes 20
AWS SECIEIS IMANAGET ..ottt e et e ettt e e e e e e e e e e e aeaaaeaeeeeeeeeeeessssssnaannns 21
AMIAZON S ...ttt e e oo e e e e e e e e e e ——————————————— e eeaaeeaaaaaaaeeeeeeeer———————————— 22
AMAZON VP C L.ttt e et oo e e e e e e e e e e ettt eeaeeeeeaeeaaaeeeeeraer————————————— 23
4 RO 25
B =177 < T = -SSRSO 26
/N S 27
et ——eeeeeeeeeeeeeeeeieieisssssseeeeeeeteeeeeeeeeeeaaaaeaiatabee———eetataaaaaaaeeeaeaaaaannnrareees 27

A e oo e e e e —t————————teeeeeeeeeeeeeaeeiaaa————eeeaaaaaaaeeaaeaaaaaaaarraraaaaes 27




AWS FSEHES BN B AESRER R ZhBE AWS BRSS

PSP PP 30
OO PO PP PP PPPRPPP 31
D PO 34
PSP P PP OPPPRPRPP 37
B e e e e e e e e e e e e e e e e s e n e e e e e s e e e e e e e naeas 39
GO P PP U PR PPRPPPPPPN 40
o PSP PP 41
2SS 42
PO PSP PTT PR PPTTPRIN 44
PO PP P PR PPN 45
O TP TP PP U PP PPRPPPPRP 49
P e e r e e e e e e e e e e e e e e aeas 51
Qe b e oo e e b e oo e h e e e e et e e e h e e e e n e e e e nn et e e anne e e e 53
R e e oo e oo r e e e e e e e e e e e e e e e e e e e e e s e e e e e e e e 54
S PSP P PSP PPRPTN 56
PO PP OPPPUPRRPT 59
U e e e e e e e e e e e e e e e e e e e e e e e e e e e e e r e e e e e 60
Y PO PP PSPPI 61
L PP PSPPI 61
AP PP ROPPPUPRRPT 62
........................................................................................................................................................... Iiii




AWS FSEHES BN B AESRER R ZhBE AWS BRSS

Ry DN Br 1= SR M ZhBE AWS BRSS

Kurt Kumar , ¥ 5% Web Services

2026 F2 A ( XHEHHLIEFH )

NEZRERFRHREFHRBENEANEZLZETE, HEAAURBKBBEREDEEZE , 2F%
BMAATEREHE , BIRANMNBERERRFFXERNENEEERNEERERT RBENERAK
. AEmR AR T B inE RENA AWS RER I8,

HRANELZ LB 2BEHERBOXNE , REENFERENEEAT2FHBIEEXR, HEE Ml
SRF  NSNMMAREBRIM—T W, TALSER/EE, WHEITR, RIFXEHAD, K
SEWRERP EHIE,

AR ME T AR RGN SHIE | EEREMEREG RN, ENBLEBNRERET —F
Prl. BinE AWS ZHHMERE , AFFEREERZARZINR | URERABEAMENRSH
R, MEREXFHEMR , PR EZRENERTHE.

BE , SUUAME=fRENEE, FATRERENKZPEDBIHNKE  SINERNETRZEZS
H#E. BESRERBENKRNESE , fINFFEPOBIE. S0, REE. IREHE, BEE 85X
HMYIERR (10T ) k%, EAPHRBERENARFIRS EERRLCEREANRE. BIEEAN
RIFBIE |, AL BRI ERXER,

REFWE T MEEATFHBFENBSSBENIEETINREREKR. ©EEBR T V2 MRS+ 1] A
ThEEMIZH AWS BRSS. &R EAE AWS = HR R BRSS R A K REX L2 i & 2 W

BFRZ X

REMAHEAXNAERIA/NE, PERMABALERH, KiEAVALL T I S HIE R RS
MHNEMER , ERAMBIMAREEZEFHNBIR , REEHAINBUMIEEEEUATER !

« AWFHEBRHNHITE , fINEFENITE (CEOs). HERARE (CTOs), BFEEEE (ClOs) 18
FEEERLE (CISOs)

- ARFIEFEARFENEARER , MEABSEHMNE K

- WHERSHEXENNARFAEE , ti1R%E
o WERKERR, BIEsEMRFER
- BEXBEALIHENETER

BREA 7



AWS FSEHES BN B AESRER R ZhBE AWS BRSS

- ARBESABE (BREENEREAHE ) BFERNEN,. AMFITNEEER




AWS FSEHES BN B AESRER R ZhBE AWS BRSS

AWS Zi5F 15 %

MBS R— MG | BEREREN (N5 ). XK (GEREARIBANTES ) ITTE
U (BFER ) SRLBS. NRETHREND, MEMEXRE , RNBUEEREARAIEEZ
B B0 T BRI

AWS ZARE 2 E Rt

ZEFRZENEBRAMIT. AWS AWS RS AT, BSTANFPHRBEBEITHNE, &
ABERNEMAWS HFER AWS EiE M EEXEFFH 7 A 6B &R AR IRHE T X ERMM
Z I RER FIRE

AWS EfE D BEREEXRRPENERIE. AWS RS ERAFSTLIVEF ERERELMNTENER
Eo REEEZYRNHARENBEMNZRMRNTE, HXIESHBUT, LRAMZERRZES,

AWS BRIAASRENMZRN , HEEERSHHWEHBICBRER, BRIV MEBEZOE AWS-LC 7]
FERFFRER , MRS EREMELTILEENESEMEH. AWS-LC FMiFSMRE EZSMHBRIIE
NEU , URENESANTEFAE LW EEENZTLSMNRIE, ZEELE T NIST's FIPS-1 40
2R H AL,

NEZE*
BAIIEN T =N INZE L :

o EXNTMBFER—FZ : BTME (SRR ) WA THRE (HXH ) Wi, BUUHE
N, ENETATHEE , EXRANFRINZI=ERS. AWS BF XRFITNZHEEFE
% , a0 ML-KEM 1 ML-DSA. AWS BR% EXFESNMBE L | a0 RSA K E fhLk i
(ECC)s

o NHMBEAERNZARNENBBRE , IENBEHTESORIIENKIE. AWS RS BES
AWS Key Management Service (AWS KMS) SR AN ESEIE , ©FEH AES-256 X,

- HIMBNGESENMANMEBFEESER , AEME, TBYE, SOHRIENFTAIRTANENARR
MEZRE, SANBL. ROSERFREMNZHREER.

REFRINE SR AWS

TRELT AWS UWHNEEEERSHHBEURFENBENMBEE L. BEXNBHAKRND, EENER
ENERR , ZERSREENEANEBMAR.

AWS 52 EAt 3


https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/about-data-encryption.html
https://aws.amazon.com/blogs/security/aws-digital-sovereignty-pledge-control-without-compromise/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://github.com/aws/aws-lc
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
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https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://gitlab.com/cryptsetup/cryptsetup/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
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* Amazon Virtual Private Cloud ( Amazon VPC )
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-kms-key-policy-for-cloudtrail-update-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-log-file-validation-enabling.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-and-interface-VPC.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-kms-key-policy-for-cloudtrail.html
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N TS ST | EORFRN , WLUER AWS KMS keys T Z# /T, EAUER AWS A
W, AWS EERARESEETH. RIRUEAEFEENSES  ENENARTHUES RS
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(® Note
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https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-encryption-enabled.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-permissions-for-sns-notifications.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/blogs/mt/aws-cloudtrail-best-practices/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://docs.aws.amazon.com/dynamodb-encryption-client/latest/devguide/what-is-ddb-encrypt.html
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® Note
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-ddb.html#iam-policies-ddb
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DAXEncryptionAtRest.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DAXEncryptionInTransit.html
https://docs.aws.amazon.com/config/latest/developerguide/dax-encryption-enabled.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
https://docs.aws.amazon.com/ebs/latest/userguide/what-is-ebs.html
https://docs.aws.amazon.com/ebs/latest/userguide/what-is-ebs.html
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https://docs.aws.amazon.com/ebs/latest/userguide/ebs-encryption.html
https://docs.aws.amazon.com/ebs/latest/userguide/work-with-ebs-encr.html#encryption-by-default
https://docs.aws.amazon.com/ebs/latest/userguide/work-with-ebs-encr.html#encryption-by-default
https://aws.amazon.com/blogs/security/how-to-protect-data-at-rest-with-amazon-ec2-instance-store-encryption/
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/encryption-at-rest.html
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),

- FABHALRIRS (Envoy) 3 ACM () FIEEWIESD , £ App Mesh BRI @ TLS (GitHubm
TL)o

Amazon ECS 13


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_gateways.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_gateways.html
https://aws.amazon.com/blogs/containers/enable-traffic-encryption-between-services-in-aws-app-mesh-using-aws-certificate-manager-or-customer-provided-certificates/
https://aws.amazon.com/blogs/containers/enable-traffic-encryption-between-services-in-aws-app-mesh-using-aws-certificate-manager-or-customer-provided-certificates/
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
https://aws.amazon.com/blogs/aws/aws-nitro-enclaves-isolated-ec2-environments-to-process-confidential-data/
https://aws.amazon.com/blogs/aws/aws-nitro-enclaves-isolated-ec2-environments-to-process-confidential-data/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/create-tls-listener.html
https://aws.amazon.com/blogs/aws/new-application-load-balancer-sni/
https://aws.amazon.com/blogs/compute/maintaining-transport-layer-security-all-the-way-to-your-container-part-2-using-aws-certificate-manager-private-certificate-authority/
https://www.envoyproxy.io/docs/envoy/latest/configuration/security/secret
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-mutual-tls-file-provided
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/config/latest/developerguide/efs-encrypted-check.html
https://docs.aws.amazon.com/efs/latest/ug/efs-enforce-encryption.html
https://docs.aws.amazon.com/efs/latest/ug/efs-mount-helper.html
https://docs.aws.amazon.com/efs/latest/ug/efs-mount-helper.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/efs/latest/ug/using-iam-to-enforce-encryption-at-rest.html
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https://docs.aws.amazon.com/whitepapers/latest/efs-encrypted-file-systems/encryption-of-data-in-transit.html
https://docs.aws.amazon.com/whitepapers/latest/efs-encrypted-file-systems/encryption-of-data-in-transit.html
https://docs.aws.amazon.com/eks/latest/userguide/getting-started.html
https://etcd.io/docs/v3.5/faq/
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-encryption.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-encryption.html
https://github.com/aws/secrets-store-csi-driver-provider-aws
https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://docs.aws.amazon.com/eks/latest/userguide/efs-csi.html
https://docs.aws.amazon.com/eks/latest/userguide/efs-csi.html
https://kubernetes.io/docs/tasks/administer-cluster/encrypt-data/
https://aws.amazon.com/blogs/containers/using-eks-encryption-provider-support-for-defense-in-depth/
https://aws.amazon.com/blogs/containers/using-eks-encryption-provider-support-for-defense-in-depth/
https://docs.aws.amazon.com/eks/latest/userguide/enable-kms.html
https://kubernetes.io/docs/reference/access-authn-authz/authorization/
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https://kubernetes.io/docs/concepts/configuration/secret/
https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://github.com/kubernetes-sigs/aws-encryption-provider
https://github.com/aws/secrets-store-csi-driver-provider-aws
https://github.com/aws/secrets-store-csi-driver-provider-aws
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/programming-languages.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/supported-algorithms.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/supported-algorithms.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/best-practices.html
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https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/configure.html#config-keys
https://docs.aws.amazon.com/cli/latest/reference/kms/re-encrypt.html
https://aws.amazon.com/blogs/security/improved-client-side-encryption-explicit-keyids-and-key-commitment/
https://aws.amazon.com/blogs/security/improved-client-side-encryption-explicit-keyids-and-key-commitment/
https://aws.amazon.com/blogs/security/improved-client-side-encryption-explicit-keyids-and-key-commitment/
https://docs.aws.amazon.com/kms/latest/developerguide/requests-per-second.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/data-key-caching.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/thresholds.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/thresholds.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/implement-caching.html
https://aws.amazon.com/blogs/security/aws-encryption-sdk-how-to-decide-if-data-key-caching-is-right-for-your-application/
https://aws.amazon.com/blogs/security/aws-encryption-sdk-how-to-decide-if-data-key-caching-is-right-for-your-application/
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://aws.amazon.com/kms/features/#AWS_Service_Integration
https://aws.amazon.com/kms/features/#AWS_Service_Integration
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#kms_keys
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html#key-policy-default-allow-root-enable-iam
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html#mrk-sync-properties
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requestedregion
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#grant-best-practices
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
https://docs.aws.amazon.com/kms/latest/developerguide/enabling-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/tagging-keys.html
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https://docs.aws.amazon.com/kms/latest/developerguide/programming-aliases.html
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awskeymanagementservice.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awskeymanagementservice.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-customer-policy-blocked-kms-actions.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-inline-policy-blocked-kms-actions.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-customer-policy-blocked-kms-actions.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-inline-policy-blocked-kms-actions.html
https://aws.amazon.com/blogs/mt/identity-guide-preventive-controls-with-aws-identity-scps/
https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-auth.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-encryption
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.Oracle.Options.AdvSecurity.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.TDE.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.TDE.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.Oracle.Options.NetworkEncryption.html
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_WorkingWithParamGroups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_WorkingWithParamGroups.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.Keys.html#Overview.Encryption.Keys.encryptioncontext
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.Keys.html#Overview.Encryption.Keys.encryptioncontext
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html#Overview.Encryption.Enabling
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html#Overview.Encryption.Enabling
https://docs.aws.amazon.com/config/latest/developerguide/rds-storage-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-snapshot-encrypted.html
https://docs.aws.amazon.com/securityhub/latest/userguide/rds-controls.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
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https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html#security-encryption-encryption-context
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
https://docs.aws.amazon.com/kms/latest/APIReference/API_GrantConstraints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/default-encryption-faq.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/default-encryption-faq.html
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https://aws.amazon.com/blogs/security/how-to-use-bucket-policies-and-apply-defense-in-depth-to-help-secure-your-amazon-s3-data/
https://aws.amazon.com/blogs/security/how-to-use-bucket-policies-and-apply-defense-in-depth-to-help-secure-your-amazon-s3-data/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingClientSideEncryption.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-server-side-encryption-enabled.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/add-bucket-policy.html
https://aws.amazon.com/premiumsupport/knowledge-center/s3-bucket-policy-for-config-rule/
https://aws.amazon.com/premiumsupport/knowledge-center/s3-bucket-policy-for-config-rule/
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-ssl-requests-only.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/userguide/security-group-rules.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
https://docs.aws.amazon.com/kms/latest/developerguide/best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/service-integration.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-protection.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/encryption-best-practices.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/aws-cryptography-services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/aws-cryptography-services.html#algorithms
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/aws-cryptography-services.html#algorithms
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/general-encryption-best-practices.html#encryption-of-data-in-transit
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/aws-cryptography-services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/aws-cryptography-services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/aws-cryptography-services.html
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