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fm ] BA AT A5 PR i L hn iR 28 Sk S Bh 1 M AR R hnEkEl CI/ICD A, XEE B AT ETFTFRHE

A S5 ThEE.

IERRAEEN, SAURKERNETR, MBFS. RENEANSF, £H 1aC TR, EALIRE
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« AWS CodePipeline
» GitLabCIl/CD
« GitHub 12

» Jenkins

LEERRT REVHEAWS SHEEESELN (DPRA) RE LAY RESKREKZ L,

fF4Z DPA? 1


https://github.com/aws-samples/aws-devops-pipeline-accelerator
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.gitlab.com/ee/ci/index.html
https://docs.github.com/en/actions
https://www.jenkins.io/doc/book/
https://pipelines.devops.aws.dev/
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DevOps Pipeline Accelerator

Cl/CD services and tools
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Entry points
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npm build H npm lint
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SAST scan
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SCA scan
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AT EA R ME E/ DPA

£ DPA WA 1.0.0 # | #E T EMENE BEEEM plug-and-playt8iR, XLEHRETE DevOps HfESE
%, Sl ELRLEEH, 8338, RAEFHINREE,
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https://pipelines.devops.aws.dev/application-pipeline/index.html
https://pipelines.devops.aws.dev/application-pipeline/index.html
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T B |, #ig0 Terraform, M., AWS CDK CloudFormationiX (&R T AR AR S 5 CI/ICD RS I E
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EiiZ#¥, CodePipeline AWS CDK
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TRERTET Terraform WNABRFNSEEE , ZEEBHME Terraform AO R, EXBEM RS
i, RBEALZMEE , ATHEBEINEEMEFTRTE,

Publish Terraform
artifacts

Terraform format 1aC SAST Package artifacts Secret detection Dev terraform plan Dev terraform apply

‘ Terraform init

Dev terratest ’

Evidence for license
scan

Terraform validate tfsec or checkov test

Evidence for secret

terrascan detection

Evidence security
scans.
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HpullFREHEETH XA , EESNERREMSL. AWS Cloud

- ETerraformEBEBFHREBE 2R , ZEEFEARLPAEITE ( HI0 tisec. Checkov T errasc an ) 3k
MAZREES, XTF CloudFormation , ZEE®EFEA cfn_nag # cfn-lin to XF AWS CDK , ZE&E
&R cdk- nag,

- DPA £6|2% A Docker ZBHFHIEEE Amazon ECR FEH, XL Docker BIEEEITE |
)40 Terraform CLI #1 Toolki AWS CLIt, AWS CDK FTitf&ik#EMih CI/CD R AR , EEH L
FEE{TRERXETE,
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https://aquasecurity.github.io/tfsec/v1.28.4/
https://www.checkov.io/1.Welcome/What%20is%20Checkov.html
https://runterrascan.io/docs/
https://github.com/stelligent/cfn_nag
https://github.com/aws-cloudformation/cfn-lint
https://github.com/cdklabs/cdk-nag
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£ DevOps E B Ni*EzS

DevOps &&E %S (DPA) X5 f CI/ICD REMITE, AYRMAXEHT CIICD BEHITEX
ECEMIEREREEEENHBMNER :

« CodePipeline Fi F&8& Terraform M#&#x CloudFormation
- fE£ C GitLab I/CD %2 Terraform, AWS CDK F1#&#x CloudFormation

CodePipeline Bl T2 Terraform &4k CloudFormation

£ DPA & | B[ LAME AR A AWS CodePipeline Terraform # 1aC &2 iiiEas,
CloudFormation & T A ABIKNIATHSA :

- RELEBS
- ATEEEANHBRMMAEL
- ATREHBNERTE

DPA Z#ESE Terraform M. CloudFormationBNMNX4REBDEUTHNFIXHEF -

- pipeline-module s — Xk T E A THBERELEBLEHHNRE,
« S@@ h ared — LXK TE DPA B ERFIE L BY ready-to-use buildspec X,

FRF M

.« SHERHY AWS Ik 72
- £/ laC EiRE B TR INFR
« 8|2 AWS CodeCommit Ffi&E # CodePipeline 4 #F#Y X R

TE

« cfn-lint R —FBTFEERFEMBALE CloudFormation YAML 5 JSON #E4RH linter, AWS

CloudFormationBEE 2HITHMR E |, ik EXREENEREUARREEFREXRK,
« cfin_nag 2—MFRIE , eBIERERRKIRG CloudFormationt&E iR B B E R £ B &,
« Checkov R—1#ASRBITIE , ATRE laC REFETEMNENMEREE.

/A CodePipeline 5


https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/aws-codepipeline/terraform
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/aws-codepipeline/cloudformation
https://github.com/aws-cloudformation/cfn-lint
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-resource-specification.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-resource-specification.html
https://github.com/stelligent/cfn_nag
https://www.checkov.io/1.Welcome/What%20is%20Checkov.html
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o TFLintR— e ETerraform{BEEFERERRURREETRIEZEMlinter,
s tfsec 2—MESKEBLIWIE , HATRE Terraform KB 2 ‘ﬁﬁiﬁﬁﬂ’ﬂﬁﬂﬁ%’ﬁ%o

39
813 CodeCommit 17

1. RUT HERBIER N LA CodeCommit 171& FE
- common-repo— WFEHEDEHEFE. buildspec XA FNALFIN,
« app-repo— LtF#EST SR THEEMIEMH Terraform = CloudFormation 11\,

BRI | HSH0IE AWS CodeCommit 74,

2. fEcommon-repofEEEF |, Bl —NEBshared WX, R Buildspec XM GitHub DPA 1%
g EEFR Y Terraform s CloudFormation R EXHREHIBF X UK, EXiHE |, HSREGIEXXHS
1] AWS CodeCommit 174 FE 7R 03245

3. ffapp-repoFEEH , RIE—NMNB AW HKentrypoint, FFIXHM GitHub DPA FEFE Y
Terraform = CloudFormationentrypoint X R EFIFIF X HR, BERAXEXHNESZER |, S
¥ 7 #& A0 = JSON 34,

4. EF Terraform = CloudFormation/~"fl B 3 , RERIFIX L REIMEENapp-repoX HK, XL
BXBEeHBILER#HEMITE R (Amazon EC2) K425 & #h & £ 7% Bk S5 (Amazon S3) F A& A HY
il

5 MEFIEUATHANBDZ— -
- BIBEEEHENE (Terraform)
- BIEEIEHE Y B (CloudFormation)

Bl EEHE LK ER (Terraform)

1. % DevOps EiE MIEEE (DPA) 4% MBI GitHubTI#RH9 2 it T 43K,
2. ERMBWNEMES  S$MZTiZaws-codepipeline/terraform/pipeline-modulesX#¥%,

3. 7£ terraform.tfvars X#H , EFHFMBIE Terraform RAH (IAM) BETF HEBWEE, AWS Identity
and Access Management

4. B3 Docker &%, BXUHA , iIHSHIE CodeBuild (GitHub) F# F# Docker HE &A1 E,
5. B3 terrafor m.tfvars XHHE X Wbuilder_imageE £,
6. IAUT@S, XMNED Terraform #A{L., TR MIBBERLEN,

BiEA 10


https://github.com/terraform-linters/tflint
https://github.com/aquasecurity/tfsec
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-create-repository.html
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/aws-codepipeline/terraform/shared
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/aws-codepipeline/cloudformation/shared
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-create-file.html
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-create-file.html
https://github.com/aws-samples/aws-devops-pipeline-accelerator/blob/main/examples/aws_codepipeline/terraform/entrypoint/terraform-infrastructure.json
https://github.com/aws-samples/aws-devops-pipeline-accelerator/blob/main/examples/aws_codepipeline/cloudformation/entrypoint/config.json
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/examples/aws_codepipeline/terraform
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/examples/aws_codepipeline/cloudformation
https://github.com/aws-samples/aws-devops-pipeline-accelerator
https://github.com/aws-samples/aws-devops-pipeline-accelerator/blob/main/shared-docker/docker-images/README.md
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terraform init
terraform plan
terraform apply

7. B3XE| AWS K, £CodePipeline ZHlaH , BIAFEEBE AR,

AR MRFIREITA T failedRES , BEE L -FRE,
8. I #T CodePipeline BE&/G , I B3I N LIE# AWS CodeBuild By IAM &€&, XNEFCIENAE
B #ALER-codebuild-role., EAMBEMBHIFNNREM LB E,

BB E & H E U B (CloudFormation)

1. 4% DevOps & B NEEE (DPA) 174k M E I GitHub B0 2t T 35
2. ERBENEMES , M EFlZaws-codepipeline/cloudformation/pipeline-modulesX
x.
3. #F%& pipeline- CloudFormation cft.yaml #4R, AT 2E%MEEEIHKRHLES T,
« ArtifactsBucket— BEGEFHNEETHNFHEENENR
« EcrDockerRepository— W HEFRZM Amazon ECR ZiEEM S5 — & FFRIRAF (URI) image
« CodeCommitAppRepo— BEEIRH CodeCommitTz iRy & #5
« CodeCommitBaseRepo— BEHEXHH CodeCommitiF i FEH A Fr
+ CodeCommitRepoBranch— CodeCommit 17 E 2 X B9 & #5
« SNSMailAddress— FAF#UIL 5 & £ & A RS (Amazon SNS) Simple Notification Service
BXREERSHIE A B Ff 4t it
BXUH , 559 CloudFormation XX #4# #Y 5 HE#% o
4. B AWS k7, ECodePipeline &A% , BIAHEESBIE,

5. B2 %1 CodePipeline Bi&Jg , ¥ B3 812 % AWS CodeBuild B IAM A, XMNEFCIENAE
HAMULER-codebuild-role, FAPEEMEMFTENNEENLAE,

T#HAO R JSON Xt

Terraform A O &34

XREMENF. FHXHAF , BANBEL, BERAREAZELE. NREERAEINR , ET2NEE
PR BERIZES. MR , EETH BT M K.

THAOS JSON X 11


https://console.aws.amazon.com/codesuite/codepipeline/home
https://github.com/aws-samples/aws-devops-pipeline-accelerator
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacks.html
https://console.aws.amazon.com/codesuite/codepipeline/home
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{
"build_stage_required" : "true",
"test_stage_required" : "true",
"predeploy_stage_required": "true",
"deploy_stage_required": "true",
"postdeploy_stage_required": "true",
"destroy_stage_required": "true",
"bucket":"tf-state-dpa", # S3 bucket used for Terraform backend
"key":"terraform_test.tfstate", # S3 key to be used
"region":"us-east-1",
"dynamodb_table":"tf-state-dpa" # DynamoDB Table for Terraform backend
}

CloudFormation A O &34

XREMENF. FHXAF , BUTUEBELMERABRAREACH. NREERAENIHNER , EF2MN
EEPHBRRBRIZES. Mk , EESEETRBT XK.

{
"init_stage_required" : "true",
"test_stage_required" : "true",
"createinfra_stage_required": "true",
"envType" : "cloudformation",
"stage_required" : "true",
"cft_s3_bucket" : "pipeline-bucket", #S3 bucket from the destination
account to keep CFT templates
"stack_name" : "aws-cft-poc", #CloudFormation stack name
"account!' @ MEERFEExkEkkAXN #Destination AWS account to
deploy stack
"roleName" : "codestack-poc-cross-account-role", #Cross-account IAM role name
"region" : "us-east-1",
"destroy_stack" : "false" #To destroy the provisioned
stack, set this value to "true"
}

£ C GitLab I/CD 22 Terraform. AWS CDK Fi& 1k
CloudFormation

DPA &% GitLab CI/CD #&4R , B LU H A EZEE Terraform 1 aC KBHER, AWS Cloud
Development Kit (AWS CDK) CloudFormation ¥ " Bt B AL TR EA :

fEA GitLab CI/CD -
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- FELEEBS

- AEEEANK RN

- EELSEHAN

- ATREHBENERTE

FRF M

- JEERHY AWS Bk

« £/ laC #EARE & R R R

- GitLab #iE X #F GitLab CI/CD ThREWE IR EM R IFAUE. SRR E U KREY K
* GitLab X FEWIZITREE N A E Docker EHEZ TR

TE

« cdk_nag BR—MFRIE , EEAMANSTHEERKEE AWS CDK NARFREFEREREK,

AWS CloudFormation Linter ( cfn-lint ) @ —FBTERFEMBRE CloudFormation YAML 5 JSON

EARE lintero. AWS CloudFormationE E2HITHMRE |, fIIRERREENEREURREE

FEREXE,

« cfn_nag B—NMFRIE , e BIEEERKIRS CloudFormationt&E ik B B £ R £ B &,

« Checkov R—fEBSRBITIE , ATRE aC REFELZEMHNENMEREE.

- REEMEHEARBZS KICS) R—RFARIE , IEFAAHNERRZLRE. SRR
MEIR M B4R,

. tlsec R—HBSRBIMIE , ATRE Terraform RBREFEEENEREHEIR.

gL

1. E4liZgitlab-ci B FRHFELEREH GitLabHLAEA,
2. MR AR FE AL EEE DPA iR GitLab H4REH4E .,
3. NTRARRE , BiEEEN DPABEADS , TR :

e Terraform

include:
- project: <GITLAB_GROUP_PATH/<REPOSITORY_NAME>

TR 13


https://github.com/cdklabs/cdk-nag#readme
https://github.com/aws-cloudformation/cfn-lint
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-resource-specification.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-resource-specification.html
https://github.com/stelligent/cfn_nag
https://www.checkov.io/1.Welcome/What%20is%20Checkov.html
https://github.com/Checkmarx/kics
https://github.com/aquasecurity/tfsec
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ref: main # best practise to create release tag and use the same
file: gitlab-ci/entrypoints/gitlab/terraform-infrastructure.yml

+ AWS CDK

include:
- project: <GITLAB_GROUP_PATH/<REPOSITORY_NAME>
ref: main # best practise to create release tag and use the same
file: gitlab-ci/entrypoints/gitlab/cdk-infrastructure.yml

* CloudFormation

include:
- project: <GITLAB_GROUP_PATH/<REPOSITORY_NAME>
ref: main # best practise to create release tag and use the same
file: gitlab-ci/entrypoints/gitlab/cf-infrastructure.yml

4. R TFRARRE , EXUATEZELSHTEDEVHMINTEGRATIONNE EHEE,

AWS_REGION: us-east-2 # region where deployment should happen

DEV_AWS_ACCOUNT: 123456789012 # Dev environment AWS account number

DEV_ARN_ROLE: arn:aws:iam::123456789012:ro0le/dpa-gitlab-access-role # IAM role ARN
that will be used to provision resources in Dev

DEV_DEPLOY: "true" # true / false to enable deployment to DEV environment

DEV_ENV: "dev" # Dev environment name

INT_AWS_ACCOUNT: 123456789012 # Integration environment AWS account number
INT_ARN_ROLE: arn:aws:iam::123456789012:role/dpa-gitlab-access-role # IAM role ARN
that will be used to provision resources in Integration

INT_DEPLOY: "true" # true / false to enable deployment to Integration environment
INT_ENV: "int" # Integration environment name

15 A 14
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