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NEIEHEE L Amazon S3 FHEBHEEER

Andres Cantor , I 53 Web Services

2025 F 4 B ( XHEALIEFH )

ISR BB A EE LI S E E 2 176 RS (Amazon S3) FE AR B MR E — B
WERAE. AWS RIZIEmE X Amazon S3 FHBMB RN BRI E BB R RS HIE BN EEN T
MEM | ZHIEERBERA AWS K, HRMEEHHE AWS Identity and Access Management (IAM) &
BHEEI it

BNBUEHEBESAPEDEA=ZANYER | HEBNEHER EIRA Amazon S3 7@, BR , ¥
LRI REFEF I Amazon S3 FREBNKIERE | EEEURTEERMEMNVEIERE, Hlw, o
REFHEBRAE , RINBWEERAEREXBREEMNEIRN Amazon S3 7M. UTIRERT HE
MBEHAEEN = ER -

- RARHBER-2ERANE  REVENHRENE, R , RINBVERBRAXHEERRHE
Amazon S3 1Z& 8 P FF 5 MR A3 4,

- FEVRER-IELIMCHPELELHIE (HlE0 , M CSV El Apache Parquet R H R 8 X4 33K
FEE ) . AWS Glue ElL N\ R EREV XA H IR, RE |, % AWS Glue fEAL G HIEFHE
Apache Parquet 8§ RN X , T#HFEFEEFHERF. AWS Glue Data Catalog

- SHBERE — LEREAPNRESBE , RATHERNER | HI2 Apache Parquet.

BFRZ X

AEFMNBUETEEEERATRS H[HBIEHESLR (SDLF) SMAEHALENER , EATRZEETR
55 ER I HHEZR (SDLF) R MR HIERAIM, BETEMBHERG RELF, AWS =ER ,
FHELBPERIERENTE , UARRARNBERMER,

ZIEEAEUTHY
- HWENBIEE
- EERNEBIEE DA Amazon S3 FiEE

« f¥ Amazon S3 TFE @RS BB M F Y IAM KB
o WEBHBEE

BREA 7
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https://sdlf.workshop.aws/en/
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ERFEBNEEAD BRE |, RENBEE LR R4
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- BT EEETT R A G RR BAEE A AT SR L BIE R IR ER AWS X35 AWS Tk /=

BiRl SRR 2


https://docs.aws.amazon.com/AmazonS3/latest/userguide/CostAllocTagging.html
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&, BRNBUUEER SN D E & 2 7RSS (Amazon S3) FRBENEREX. RE , EREER
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BNBRERHBLIE — N2 Amazon S3 FiEl. TRER THENBER.
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FEHRERIEZE BTN F .

IR TEE | BRR B R RS
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FRFF /3 MR AR &,

DEZT MK PRI B TE
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AWS Glue 1El )RR E132ER
MHHBIEBE RE , &%
AWS Glue fElFHIEFMEE
Apache Parquet &3\ B9 324
B, TBREFEEERHRP.
AWS Glue Data Catalog
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B89 SC B EE,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/storage-class-intro.html#sc-infreq-data-access
https://docs.aws.amazon.com/AmazonS3/latest/userguide/storage-class-intro.html#sc-infreq-data-access
https://docs.aws.amazon.com/AmazonS3/latest/userguide/glacier-storage-classes.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/glacier-storage-classes.html
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HEENBITFER T8 Amazon S3 7

LTRTRETRERREPIL DR E 2 F4# RS (Amazon S3) FERBN B LM, BR , BAILURE
ALMER BE N Amazon S3 FREBHNBEERNR. RMNBUENSNRIMNECIZRINMNFMEE
NBNMENFE, RAES, BRMNNEZEZRATERBRTE.

TEERTHENBIEHET Amazon S3 FREBHNEEGREEN, RBEERRSMLSET. 4K
XM X2 FF Ko

) AWS Cloud

Data lake AWS account

Landing zone S3 bucket Stage layer 53 bucket v Analytics layer 53 bucket

1t /source . fsource_region i
i D /source_region i - - :
Isource_region o 1 ;;| /business_unit_a || fbusiness_unit_b | :

ftable_name

a
a8
=)
%y =
[=)] =
= "
5| 8
=
=
(=]
=
1+
3

Isource

Isource_region

ftable_name | /business_unit_a H /business_unit_b ‘ | ftb_regi‘on_format || /tb_region_format |

i

fyear=yyyy Iyear=yyyy | ftablé_name || ftable;ﬂame || dtzW—mm-dd || fpartlﬂon_[) |

P 1 I} . ] :
/month=mm L[ sdt=2021-05.06 H parttion b || ! Ipartition_Oa
L P T '

| : /day=dd i ‘ Ipartition_a ‘ | fiile_date parguet | ffile.snappy.parquet
i ~ & ‘ . L X s
3 | ftable <yyyymmmdd=.csv | D | Itable_<yyyymmmdd=_csv | i | flile_date parquet | 11| fiile.snappy.parquet ;

/month=mm

/day=dd

i

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

/A Important
Amazon S3 1ZE X IBE Amazon S3 X FEEEGEANFHN B EIE™E.

BURFBEALANERBARBES X, B2 , BRNZEANEMEEXN (W0, year=yyyymF
Byyyy ) , MEUUFERABTSEHRE R, MSCK REPAIR TABLE

EXDXRBEERTHEBEAMER , REEZNR , BIATAFRERNMER. BNEBWESTHERE
MBELEES , URIFESSELNER, BE K ERABERLREESHEREZ (5
year=yyyymonth=mmday=dd, M) , THEZHIEE (HSIWMEREMDHTE ) LRERENERE
MEFNREELN,. XREANRARBEREBEESERFELEEERENE R EEER,



https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html
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&EkEX Amazon S3

NMRBRBBEESEENBEBRERAEERZALTFBNTE , WFEEEEMEXER Amazon S3

FHEM.

TREHRT

wEER

s3://companyname-landingzon
eawsregion-awsaccount|uniqi
denv/source/source_region/t
able/year=yyyy/month=mm/day=dd/
table_<yearmonthday>.avro|csv

R

R\

HNEfEXES Amazon S3 FRBHRELE

R~

« companyname — HAZFR ( Wik )

« awsregion — BJ AWS XiF , #ilfus-
east-1 B sa-east-1

« awsaccount|uniqid — ME—FRIRFF
AWS ik ID

. BERHERMEIRRE

s3://anycompany-landingzone
useastl-12345-dev/socialmed
ia/us/tb_products/year=2021
/month=03/day=01/products_2
0210301 .csv

env— FBIFE | flildevtest, = prod

source— RRFAR , Hla0 MySQL iz
E. BFEFH SAP

source_region — £BXig | 4l
us= asia

table : tb_customer . tb_transa
ctions =X tb_products
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[R¥8/E Amazon S3 14

FHRBEESEHAKRBEXAREBXHER (Hlin JSON 5 CSV ) HIREHE, XLEHIEEEZRK
FEENREERZIFEABIEEN Amazon S3 2R B Eidt1TAHLE,

TRE#THBREN, DBREWERURFEHBRBIER+F Amazon S3 FEFEHNERRA

mEERX Pl
s3://companyname-raw-awsregion- s3://anycompany-raw-useastl
awsaccount|unigid-env/source/ -12345-dev/socialmedia/us/t
source_region/table/year=yyyy/ b_products/year=2021/month=03/
month=mm/day=dd/table_<year day=01/products_20210301.csv

monthday>.avro|csv

« companyname — HAZFR ( Wik )

« awsregion — BJ AWS XiF , #ilfus-
east-1 B sa-east-1

« awsaccount|uniqid — ME—FRIRFF
AWS ik ID

« env— EPEWIR | fflfdevtest, = prod

« source— RRFAZA , Hlal MySQL ¥iIE
E. BFEFH SAP

« source_region — £HEX1E | Hlan
us= asia

 table : tb_customer . tb_transa
ctions =X tb_products

REE Z
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#£LH 2 Amazon S3 174

SZAETHBEEMNEREIZIMERN (Fl , EIER AWS Glue 5 Amazon EMR il ) . It
SRESKRIERE (o, ESRERFERENRL ) , AETEFEEANETERAOXHRER , flm
Apache Parquet, JTEIEF#HEEHRHRFAWS Glue Data Catalog,

TREH#RTENEEABUIRE P Amazon S3 FRBMN R ELEH, wESWHEHBRMBHRO,

mEERX Pl
s3://companyname-stageawsregion- s3://anycompany-stagesaeast
awsaccount|unigidenv/source/ 1-12345-dev/sap/bxr/customer
source_region/ business_unit/ s/validated/dt=2021-03-01/t
table/<partitions>/table_<table able_customers_20210301.sna
_name>_<yearmonthday>.snap ppy.parquet py.parquet

« companyname — HAZFR ( Wik )

« awsregion — BJ AWS XiF , #ilfus-
east-1 B sa-east-1

« awsaccount|uniqid — ME—FRIRFF
AWS ik ID

« env— EPEWIR | ffldevtest, = prod

« source— RRFAZA , Hlal MySQL ¥iIE
E. BFEFH SAP

« source_region — £HEX1E | Hlan
us= asia

» business_unit — &EHIEH SR



https://docs.aws.amazon.com/glue/latest/dg/components-overview.html
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wEEN

 table : tb_customer . tb_transa
ctions = tb_products

« partitions — NEAEBRESKEMENSD

X, AFENEIE# R TBNBERE

o2 Amazon S3 1

=~

IMEEEAREMN , RN SERAZSLENXHFER  BRESREREAANERTNBITEHITR

A
Ho

TREHRT BN D HTBIRE P Amazon S3 PRI E LN, W& SWHERMBHRHG,

WEER

s3://companyname-analytics-
awsregion-awsaccount|uniqgid-
env/source_region/business_unit/
tb_<region>_<table_name>_<file
_format>/<partition_0>/<par
tition_1>/.../<partition_n>
/XXXXX.<compression>.<file_
format>

« companyname — HALAZF ( Ak )

« awsregion — 9 AWS Xig , fl#Nus-
east-1 B sa-east-1

« awsaccount|uniqid — ME—FRIRAFEHR
AWS IKF ID

- env— ZBIRE | fHladevtest. = prod

R~

s3://anycompany-analytics-u
seastl-12345-dev/us/sales/t
b_us_customers_parquet/<par
titions>/part-000001-20218c
886790.c000.snappy.parquet

DR
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wEEN

« source— REHAE , fla0 MySQL ¥z
E. BFE%EEH SAP

« source_region — £HLEX1E | N
us=} asia

« business_unit — &EEHIFEH SR

 table : tb_customer . tb_transa
ctions = tb_products

- partitions — AERAERERZEMENS
X , AFEH5IZBEETENRERDR

=~

DR
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R Amazon S3 17 fifl fB R 5T 2V ER AR By 1AM R BE

BANE VR BIE M T D20 3 2 746 IR (Amazon S3) 7Zf& @A B Z ST AWS Identity and Access
Management E| (IAM) XA R, BT IAM RESACEHFFEAEEBEHIRE. TRE
T Amazon S3 FREBEMHHN RG] , ARATHRLLEFEB 1AM KB =60,

TOIXS SR ER R IAM 3% B 7= 45
L5 S3 FiE#@E ¥ — <companyname>- .
Traw-<aws_region>-<aws_accountid "Version" : "2012-10-17",
>-dev "Statement" : [
{
5% S3 F MK — nosql/us/ "Sid" : "s3-nosql-us-customers-
customers/year=2020/month=0 get-list",
3/day=01/table_customers_20 Eﬁ_cecJ_c it
"Principal™ : "*",
210301 .csv "Action" : [
"s3:GetObject",
"s3:ListBucket"
iF
"Resource" : [
"arn:aws:s3:::<companyname>-
raw-<aws_region>-<aws_accountid>-de
V/*”
]
}
]
}
(® Note

XRE—A 1AM K#RAl , 87" T Amazon S3 FERMNEEGBInHE, BR , BENBRREA
£ 19 SR A 225K IE T i (B8 1 1 AV SRS
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AL BRI AR

BE K #RBEESENMNASGEERE PI) HIHTEAIEZERRLIMARFANEEE. MRIAFE
EARYIRBBTME | BMNEBWEEH landing zone R, XZ2EB0 BB,

BR 6 MREBENFEEFIANZRBBE |, RMNEWAEARLMA T D% #2744 KRS (Amazon S3)
Service FEBERFHEATE, IRSEHBHYE. SMBEEFHLAEHAXLLIEHN Amazon S3 7
&, HEFERNENPNES R,

BNEWEFEREF K INEER AWS Key Management Service (AWS KMS) INEBURF M. ik
AIE B PR I B SR N2 FR R B Y AWS Glue 1B, RIEXEF#HBFNHELCEEEAR (Hl
EEH IAM A ) EREFFHINZR. AWS Glue XEABUREGHNANRFREFERAEEHN KMS
UM ERNBEAZ#ER

{1 landing zone R kBB IIE

BRI LAY EB - R BIE SR 2 A landing zone BB ( flfn , MR RAFEETHIIRB#HTMNE ) » X
ERFEQHIRMEEMXH Amazon S3 FEEH , RAEHFER. BEEFERE , 2NHENRIIERER

E# Amazon S3 FMEES ., MR Amazon S3 FEE#4A (SSE-S3) B IR %5 25 i N 228 17 40
F, MRFE , JUENREH N EERMIFE,

FEAELFBNEEDBTUARIEMEX , EES AZRHBZER Amazon S3 FEFEH. Xt TE0 BB
BEE , RN TEERNTRRS ; —MRIINFAEBREERZETHRMNE , 5 — MBI REETFR
SEBRATMS,

TEERT —MHES , BB BRNBEEEASRXRESHBESE , M ERBOBBEENE
FEMBINE R Amazon S3 FfEE, ERARHIM IAM MEHEBRBEREEMRX , MENFHEBE
RAEFImMmeE, AWS KMS

f§ A landing zone R i BUR I IE 12


https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/serv-side-encryption.html
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Sl AWS Cloud {?
foo_
Client-side encryption :I
AWS KMS
Sensitive Sensitive Sensitive
3 -— -— : E -—
Sensitive data E E ! E
o Raw layer Stage layer ! Analytics layer |
S3 bucket S3 bucket ; 53 bucket :
_____________________ ..: H
i Isolated area . " Y
! orma Transformation
: Sensitive < - o e
On-premises unmasked data | | transformation AWS Glue job AWS Glue job
data sources
° Landing zone
! S3 bucket ! ) _
Server-side encryption
""""""""""" Amazon S3
° Data maskmg —l
' '
Non-sensitive or masked data E E
Raw layer Stage layer o Analytics layer
S3 bucket S3 bucket S3 bucket
@ [ E |
Format ] Transformation
transformation AWS Glue job AWS Glue job

TEERTUHTIER:
1. BEBRNBER/RE

N

S3 FfEME T,

B0 SRR IR R

FBRBREERRE

\loum:boo

T

. AWS Glue EFRIEFHLN

B IR TR R PRV INE Amazon S3 FER.
. AWS Glue FFSRIERTEH FEFKR A TEERNERX | RAEHXERAZERINE Amazon

. AWS Glue 5 RBRIFLSERRERIE , FHHBBEHRA 2 HEHINE Amazon S3 FEEH.
%8 landing zone 1Z& 1,
BRATHNII SRR , ARREERERREBEPH Amazon S3 7.
< E|RIBEFH Amazon S3 FfiE .

. AWS Glue EF2RIEBIEH AR A TEERNERX  RAEHXERAZEEEHN Amazon S3 77

AMERCERE |, HHBTEBRA L TERN Amazon S3 FHEEH.

A landing zone B R BUB IR
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w0 R A E

AT M T HRTE X Amazon Simple Storage Service (Amazon S3) Z#EMN L RIEHERERENE
WEBENER. AWS =

BN ZAZXBEEBERTLAEIRR?
A AR RSN Amazon S3 FRAH B BRI E S AWS K BE., RASHE

examplecompany-raw-useast1-12345-dev M examplecoompany-raw-uswestl-12345-
dev,

ERATEEARRE., TN MEARNBFERZNRI?

T, BAUBREECHERGERER. ER , RIMNENEBVWEEAESREXHERANBEZN
Amazon S3 R , H N ZFENRE AREES,

BB LLEMH Amazon S3 FERE ?

R, MREEFEHTEMN Amazon S3 FHBEEN , WAMEAFEHRUE—INTFNEER. X2
HEIEWF Amazon S3 FEBRXABEBEN B —BNSBFENERZ—,

MRBBEBRFERABEEEHZENRER?

MBIEMIERT Amazon S3 FHBHEEVREBZNFHFZMEE , NMXAMEFZEMBARTH, EX
AIBEEE 48-72 NI FREE N, BEMEREVZF 48 MITECIBREE FA X BHNF 164
. Amazon S3 EBEBMELICEAN M —M , HAE AWS KF HEF—MoB ZEH,

B UEFRERBENIRERTESHANBTERFG ?

Amazon S3 FREBEMPRAAERANEFTR, BF. WS, FEBEHMHKELINN 3—63
NEW AR FZRFRFTANEE , ABTEERA IP X, XEZRELAREIKE -/,

T Amazon S3 FERERE , BULEAXREFZS , BRMNBEVWENERANEFR, BEHLTUNIE
Hff s , BRIMNBWEREA TRIL, BITS, fIINKF.

BMZNZXEAFEBERTLEH? 14
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LBET MR Ob= . R E. E5ENSHE V&
KeeAEALBERPINEGEX. RHRE. BE5EMNOWMEEZNE
ZE?

=, RALUREEECREEHRENRER, B2 , BIMNEBICOVREBHIERE — landing zone MR
wE, IR MBEREFEE , N SEEENBERE—IER.

MRBXBENZHAEF?

HeESH (HIILEE] ) FEESHE Amazon S3 EEEBMT |, B MMERNBEN —ZD, X=
KELTELABERE , RAAESIZE Amazon S3 F#ERRNMEE,

un4a] R Rl 5556 17) = TH BY B AN ?

XEUR TRV IK P SR, ANSRERLSSERIT] RN A AWS IKF , AT BAJY Amazon S3 748 0 B B
ROBARZE |, BURBREA L SSERIT R 17 M R AR o

MR B REE BT LS IS AFRREEBT AWS K, BAERTURATMULFER]
FEATEND X, FLSIIIRMEFEBESRD , flllexampleco-businessunitl-raw-
useastl-12345-dev, B2 , XERBFELNEE % Amazon S3 .

Eol2amAinER BN ZEEWBLEIEE ?

BB RIEHN Amazon S3 FREFRMMERREFH BRI AT HAIZHEE, Fl0 , RAIRE, FREME
E MR LB ZHRELCER TEA Amazon S3 7. XEWEEIER T F# B EX KM

4
%o

NRRFEHER-INFEERNEENGE. BNIZNRHBER Amazon S3 7B AREES, X
B A DU RERIER £ B RES AT AT R AR AR A, B2 , AT REF &4 X3 BiE M - R T R B B AT R AN 42
%, FERESIMRA TR SF BT L EREA

ReBEALBENTNEGX, REE. SEENITEESHWEE ? 15
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7 R

« AWS Glue JT X EEE ( AWS Glue X1 )

« AWS Glue A% ( AWS Glue (1% )

- FERmEAN (L% S3 XY )

« FREEFIHMEBEE AWS KMS keys (SSE-KMS) EE& A ( Amazon S3 314 )
s FEARASE S3 FHBIFE (L S# S3 X )

- APEMHAARDEIFE (AWS IKEESRANERE 1Y)



https://docs.aws.amazon.com/glue/latest/dg/what-is-glue.html
https://docs.aws.amazon.com/glue/latest/dg/components-overview.html
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