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HIRE ) -

- MEFIERIERMG SQL B8 ARSI BRENER. f
i, sql_tokenized.stats.sum_timer_wait_per_call EREXIAA SQL BN FHIER
(UAERREBEN)

SQL it #idE 19


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.UsingDashboard.AnalyzeDBLoad.AdditionalMetrics.MySQL.html
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SQL St BB AIE ML iFE EHEHRNETELERPWEE SQL ETRHKE,
Top waits Top SQL Top hosts Top users Top databases

Top sSQL Learn more [}

Q 12 > [o}
Load by waits (AAS) SQL statements Calls/sec Avg laten... Rows exa..
[ ] <001  INSERTINTO 'shtests’ ( 'k, "c’, ‘pad’ ) VALUES () /*,.."/ 3.50 010 0.00
<001  INSERTINTO "sbtest1” ('k’,"c’, "pad ) VALUES (.} /*, ../ 3.15 130 0.00
[ ] <001 INSERT INTO "shtestS” ( 'k, "¢’ "pad’ ) VALUES () /*, . "/ 5.53 1.00 0.00

CloudWatch ##E &L BBV 545

I 5# CloudWatch ‘@& 5i# RDS B3l K MKV EFR. LT AWS/RDS @5 H& Z2 B PV IEPR = LB
EAR , $8M R Amazon RDS ( RS ) 26l ( BMERFETHMIBIEERE ) K MARTEENL LN
mysqld RPN BIEESES, it , BRBERBHFEENL , XERIAEGFPHASHEETRER
S iEbrmE S, RAIEEE - CPUUtilization, WriteIOPS, SwapUsage & Efh, T3 , H—L5&
FF MariaDB #1 MySQL KIZXIERE L FlIE#x

« BinLogDiskUsage : —# &l B EFT SRVBEE 22 [E K71,
« DatabaseConnections : 1% E HIEE LI E F s P &EZE G
« Replicalag : RERIALKIEERGIFE T REEERF AR E,

Y4

¥ Performance Insights CloudWatch

Amazon RDS Performance Insights 512 K &80 BEERFIERNLE , HET AWS EEZFIE LW
Performance Insights 2 &I EARIE X LIS M4ERE, HEFEREEESBEENEHFENRARER
2. BR , TEEMBEFEP N EHEEXINERCESE. MREET Performance Insights 3545
BIBREIR , MXLERMMETEEF CloudWatch,

Performan ce Insights B 3 [6 & 45 $§#% CloudWatch, A LAM Performance Insights # CloudWatch
EWEBNKE , ER2FERSSEPALELRM CloudWatch BIR FH SRR MEINE
CloudWatchf{ &R+ . ITHEERBEREMBIEEMEEEFR , Sl os.memory.free T
db.Locks.Innodb_row_lock_time, BRERZEHRBERATHERBEIERE, WRXMAEREGE
7, NEsHRE—REBRERSER. MRFEEREE" NSWEFTER B BRANNRERSIER.
BEXREZER , 52 Amazon RDS X#4HHIFF /5 < 1858 27,

CloudWatch ¥4z = K5I #9 F5 #x 20


https://dev.mysql.com/doc/refman/8.0/en/mysqld.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-metrics.html
https://console.aws.amazon.com/rds/home#performance-insights-v20206:
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.Cloudwatch.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights_Counters.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.Enabling.html#USER_Monitoring.OS.Enabling.Procedure
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Performance Insights A& BIEESRFIMNTIE E 5 B E VIEREHERS HE. CloudWatch& 1]
DU EAR MU TRIR S ARV TRAR , B A LU ELR BT A CloudWatch kMR H . & Performance
Insights #§#% CloudWatch #ZHIEARS HEZFIER , AR EREPE I EREXNIER , Fla
EC2 =4, WE#zE M H4HRE (Amazon EFS) BRAH M AR FH (ELB) IR , URKIEES=FIIE
PR, NG —, 2EHMTHRREAZNEITIRR.

&R LA A CloudWatch DB_PERF_INSIGHTSIERMRENF EEARIER B #Y Performance Insights $8FR &
WA EERFME R CloudWatch, E1E Performance Insights fe#r L 8IZ2BR , IR CloudWatch
MR EARTERE, fl, MREEREREEFERFIPHNERES LRI EREN MR EE | F
RARZAE LAY EA TIRME , A LT DB_PERF_INSIGHTS HrFREN , REERENA :

DB_PERF_INSIGHTS('RDS', 'db-BQ2TPYY7HG2GDFC7APMB3BVB3M',
'db.Transactions.active_transactions.avg')

Hrh db-BQ2TPYY7HG2GDFC7APMB3BVB3M R HIERESSHIMRIR 1D, IBERER (Hla , 1 24 ) M
&M (Bl , KF1000) , EXREENQE | FEHESERE , FNBEHRAER , ARTMEMCIE

B
[mm]

=o

fF Performance Insights CloudWatch 21


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/PI_metrics_export_CW.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_alarm_database_performance_insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_alarm_database_performance_insights.html
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BRIERG I

Amazon RDS for MySQL =% MariaDB Y HIEESKBIIE Linux BERE LZ1T , ZRERGEAKR
RERR : CPU, AE. MEMEM,

MySQL [(none)]> SHOW variables LIKE 'version%';

R ittt R ettt +
| Variable_name | Value |
R ittt R ettt +
| version | 8.0.28 |
| version_comment | Source distribution |
| version_compile_machine | aarch64 |
| version_compile_os | Linux |
| version_compile_zlib | 1.2.11 |
R ittt R ettt +

5 rows in set (0.00 sec)

BRENRERERSHEBEAMEERABE LBRTREFRNAAR, 0, CPU BRREERER
XRAH  RANTCESTHREFERGESHEREARSERR, MR CPUBKSERNA (A, MRAHFE
ZH CPU & ZERE DT N BIEESLFITUAELR CPU RLZERED ) |, Uikt () REHSF &2 00 2542 B Y M BE MR
EtE, N IREH N AR P ERE MR E M.

BEFSIZHRIENBRRNEF. 3 RAM FEEEBHNAEFERTEHIEG IAEN , REXFANFIERE
AUTHE ENRRAF. ATHELRNFESS , REIE#HEET SSD NVMe AR , AfFS B
ZHESHMETR, SAFIARCSEREFRNIEREM , BN I HH KN 8 I XHH
ANNF. IRAFIESISUAEERT RAM AIMAEFZER , WHBEERSTESETSETATA, A
FHREASWMER|#E I [ERROR] mysqld: Out of memory (Needed xyz bytes) ZEMEHIR,

MySQL Ml MariaDB #EEERREMAEFERE FRE , ZFREBUAER , ATEHEHELNS
1, flwk, R, —HHEAE, EMAE. HEBEINEEPX XY, Bt , SHAAWEBHRHAHE
te, BIRELTHITRERETES . N THREEENREEZT , KEMNFAEEE /0 NIARNYED
B2EIFEFEE, BIEEXI#HEIIFNRK IOPS EHENREN | BIEEMETELZ TN,
flgn , ReIPESBNENGRIBRRATEQRSHEYAE /0 BF , XRATEQIRIEEFHNE
#lo ERIFAWAEERIAE IOPS Rl , EEMARESSBUBHRFTNEUNSELE, HIEWAZ
BoEHERRBEZEXEE , INEW 0S error code 28: No space left on device z3%
IR AT RE 2 5 BEUE E T 7 A MR,
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https://dev.mysql.com/doc/refman/8.0/en/innodb-architecture.html
https://dev.mysql.com/doc/refman/8.0/en/innodb-architecture.html
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Amazon RDS AEIEERXHIZETHIRIERSGETIZREIEIR. Amazon RDS £ H3h[E CloudWatch &%
—ABRERSG IR, BT LLTE Amazon RDS ##l& M CloudWatch 2 $IH AR & R0 7 iX LL3EHR |
BT LL#E CloudWatch X Tt fsfriRBE S B, ~HISFE :

CPUUtilization : CPU ER B2 X,
« BinLogDiskUsage : Z#t#l| B &R & B E 2R KD,

« FreeableMemory : M#HlFERNEFEN THA KN, XFKR /proc/meminfo B MemAvailable FE&
H1{E.

« ReadIOPS : ¥ ¥ 15RAE 5EN I/0 BIEEK.
« WriteThroughput : it FEBVEAMENFEEFTE.

» NetworkTransmitThroughput : BIEET R LNEZLHNERE , ©EE TREERENA TEE
ME K Amazon RDS &,

A< Amazon RDS [ CloudWatch £ T B IR TESZE | 5@ Amazon RDS X &+
Amazon RDS # Amazon CloudWatch %%,

TEETRT Amazon RDS #4l& + & REY Amazon RDS # CloudWatch 3g#rR 40,
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-metrics.html
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Summary

DE identifier
database-3

Role
Instance

Connectivity & security

CloudWatch (18)
Legend: | database-3
Q

CPU Utilization (Percent)

Monitoring

N 1/
12:30 13:00
Freeable Memory (MB)

6,000
4,000
2,000
o

121 nn

12:30 13:00

CPU Status

— 50.84% @ Avallable
Current activity Engine
10 0.00 sessions MariaDB

Logs & events Configuration

DB Connections (Count)

Maintenance & backups

500
400
200
o —
12 12
12:30 13:00
Write IOPS (Count/Second)
400
300
200
0
11421 11/21
1230 13:00

Class
db.még.large

Region & AZ
eu-west-3a

Tags

[ Add Instance to compare | [ Monitoring ¥

Free Storage Space (MB)

20,000
15,000
10,000
5,000
o
1/ 1/
1230 13:00

Read IOPS (Count/Second)

40

30

20

o

o Ao
/2 1w
12:30 13:00

Last Hour ¥

THEESRT CloudWatch 2 H|E R & RAVKLUEFR.
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CloudWatch Dashboards

MariaDB-database-3

MariaDB-database-3 v

Explorer [4
@

All resources - ReadThroughput

Bytes/Second

12Zh id 3d w

All resources - ReadIOPS

Custom | C

v |@ Actions ¥ |

Count/Second
14k A
100,000
6.0
80,000
60,000 40
40,000 [
2.0
20,000
x‘ - x
1-2111:25
11:00 1195 aneEn 1145 11:00 1115 11:30 11:45
@ ReadThroughput 2022-11-21 11:25UTC @ ReadlOPS
1. @ ReadThroughput 114,335
All resources - WriteThroughput i All resources - WritelOPS i
Bytes/Second Count/Secon o
1.000M 100.00
800,000 80.00
600,000 60.00
400,000 40.00
200,000 20.00
11:00 1115 11:30 1145 11:00 115 11:30 11:45
B WriteThroughput B writelOPS

3 —ABRERZIEFRH Amazon RDS #3858 1 2K,

, L&

F8

) A7 IX

LERNREER

W TREMRo

ZIEBESRMUIXRGERNRIERS#
AJ LA R A T ## Amazon RDS for MariaDB 1 Amazon RDS for MySQL #3EFEEHlf =
?ﬂk/ﬁlo HEEREESG LS A EREE HREMENNERN ,
E8 , B LAfE Amazon RDS #4|& FERM%

i3

ZIESWERERSIBIRAIRE
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.overview.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.Enabling.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.html
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Enhanced monitoring (9) | C | | Manage graphs | | Monitoring ¥ 15 minutes ¥
11/21/2022 1 v |:|25 v
Q 1 O]
Free Memory Active Memory CPU User
3.81 GiB 401.86 MB 20
3.62 GiB 401.37 MB 10
3.43 GiB 400.88 MB 0
3.24 GiB 400.29 MB -10
11/21 11721 11/21 11/21 11421 11/21 11/21 11/21 11721 1121 11721 11721
11:25 11:30 11:35 11:40 11:25 11:30 11:35 11:40 11:25 11:30 11:35 11:40
Free Memory Active Memory CPU User
CPU Total Used Filesystem Load Avg 1 min
100 4.77 GB 20
50 3.81 GB 10
(1] 2.86 GiB (1]
-50 1.81 GiB -10
11721 11/21 11/21 11721 11/21 11721 11/21 11/21 11721 1121 11721 11721
11:25 11:30 11:35 11:40 11:25 11:30 11:35 11:40 11:25 11:30 11:35 11:40
CPU Total frdsdbdata —_ Load Avg 1 min

“HERR IR R — R BERR

e cpuUtilization.total : fEA# CPU BB Lk,

- cpuUtilization.user : AFREFEMAK CPU Bo L.

- memory.active : EXEHNAFE (ML KB NEM ),

« memory.cached : ATEFETXHREMN I/I0 WAFE.

« loadAverageMinute.one : &% 1 28 A1ER CPU B EINHER.

BXREMNTEIXK , 361 Amazon RDS XAy 158 52" P IR ER ST

£ Amazon RDS ##l& £ | RERGHBIIREHR T HEEXFP TSI EENFAER. &7

RORA=AEY -

- BERGHE ATLETHAARNRSHENHE, XEHBBENBIRFESRNFEEESR
Ko
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring-Available-OS-Metrics.html
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« RDS #72 : AT BLAR T 2% Amazon RDS BIEFESLHIFTER AWS #1E, Hlan , Ed@#E Amazon
RDS EEAE, BWEMZEEEURELCNHEE,

« RDS F#E : AFHEIR T X IEHIBESLHIH Amazon RDS #Hi2 | EAHIF A mysqld HERHL
2o mysqld &KRLUUFREER mysqld HEET,

UTREBEBEERT Amazon RDS #2158 FRIRERSHEIIXR.

Connectivity & security Monitering Logs & events Configuration Maintenance & backups Tags
Operating system process list C | Monitoring ¥
Process List
Q 1 2 3 4 > ®
NAME 7 VIRT 7 RES v CPU% MEM®%: 7 VMLIMIT
0S5 processes 1.41 GIB 106.72 MB 01 1.36
RDS processes 6.18 GIB 458.25 MB 7.6 5.84
mysqld [723] 7.59 GIB 1.8 GIB V] 23.51 unlimited
mysqld [733] [+]
mysqld [734] 1]
mysqld [735] 1]
mysqld [736] 1]
mysqld [737] 1]
mysqld [738] 1]
mysqld [739] 0

Amazon RDS 1858 ¥ N A B 54545 5 B S8 CloudWatch Logs K. Amazon RDS 2 #H|&FE
TS EBIERM CloudWatch Logs FRFER . &iER LA CloudWatch Logs H#6 FEIE E L4
HIEFRERN HER. XLIEFRIL JSON X7, o, BN EEFHNKEERSEHET Amazon
CloudWatch Logs fE /i858 4 JSON %t

ZE 1 CloudWatch #HIHR L E RERHCEEE , MEEERBEHEXNRENBRE , B2
B3 CloudWatch Logs £ CloudWatch ElﬂﬁlJE?a*/TJ’rﬁﬁ%#o BXRFMHEA , S H AWS re:Post 3'(
B | TRk 1858 % CloudWatch Logs BA%E B Amazon RDS ¥ B3 B E X iE#r.

LUTRRBIGE T Custom/RDS @5 Z2E /Y B E XIE#HR CPU.User, LtAENIERRBEERIEREA
CloudWatch Logs #J cpuUtilization.user“i#8sa iR SRl M,

27


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.CloudWatchLogs.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.CloudWatchLogs.html
https://repost.aws/knowledge-center/custom-cloudwatch-metrics-rds
https://repost.aws/knowledge-center/custom-cloudwatch-metrics-rds
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CloudWatch X
Favorites and recents [

Dashboards
¥ Alarms Ao @z

In alarm

All alarms

¥ Logs
Log groups

Logs Insights
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All metrics
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¥ X-Ray traces
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Event Buses

CloudwWatch Metrics
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Metrics (3) info | Graph with SQL | | Graph search |
All Custom/RDS engine, instancelD Q 1
CPU.User [% &
B2 engine 3/3 v ‘ instancelD A Metric name v
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L MysqL database-2 CPU.Usar
(] MYSQL database-3 CPU.User

HZ¥E#rfE CloudWatch 7+ Al AT

ERIREE,

R

70N

A LA CloudWatch 2 &R & R iz I8 R
H-—IHBEFNEREZE  AREGEUERLESERER , AENEINESEANETESHT 36

, M

28




AWS HE RS Amazon RDS for MySQL #l MariaDB #1228 T B R XK

4., BENFITRERISR

BERBIEEROEFRNRERSER. 2B REREEEERTLR , UAREEBLE LRER
ERRE  XEHMEFHEBESSIM ML Amazon RDS BIEERFINATEME, ATAM, HERZEMEN
HEMZEXK, B2 , TENERGTRELMNEIE MySQL M MariaDB BIEENBEESH. BE

MHEMEITRERIE R,

Sections

« Amazon RDS E#
- BIEEEX
. BWRZIRE

Amazon RDS E

Amazon RDS E# 3k~ Amazon RDS MERMER, il , SBEESFRSNEERFHE

R A ARt , Amazon RDS £4 %4 RDS-EVENT-0088 The DB instance has been
started. Amazon RDS JFE 4 F35at 4% % 2 Amazon EventBridge, &R LUEY Amazon RDS
#&|&A. AWS CLI 5% describe-events 5, Amazon RDS API #4E DescribeEvents i8] S 4, LT
REHEERT Amazon RDS ##l4 LE RNEHMAE,

Amazon RDS E# 29


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/rds/describe-events.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeEvents.html
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Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags

CloudWatch alarms (3)

Q

Applicationinsights/RD5-DBS/AWS/RDS/CPUUtIlization/database-1/

Applicationinsights/RD5-DBS/AWS/RDS/ReadLatency/database-1/

Applicationinsights/RDS-DBS/AWS/RDS/WriteLatency/database-1/

Recent events (9)

Q

Time

November 28, 2022, 14:31 (UTC+01:00)

Logs (14)

Q

MName

A System notes

Backing up DB instance

A State v

0K

0K

0K

Finished DB Instance backup

Applying modification to database instance class

DB Iinstance shutdown

DB instance restarted

Fy Last written

Create alarm

error/mysgl-error-running.log
error/mysqgl-error-running.log.2022-11-28.16
error/mysgl-error.log

mysqglUpgrade

November 28, 2022, 17:00 (UTC+01:00)
November 28, 2022, 16:40 (UTC+01:00)
November 29, 2022, 11:20 (UTC+01:00)

October 10, 2022, 17:05 (UTC+02:00)

1 @

More options

view
view
view
1 2 > @
v
2 3 )
v Logs ¥
0 bytes
3.3kB
0 bytes
1kB

Amazon RDS £

30



AWS HE RS Amazon RDS for MySQL #l MariaDB #1228 T B R XK

Amazon RDS 2R H T ERENEH , SEHEEXLEMH. BEFESHASH. BEEREESE
. BIEERRBEH, RDS REEHNE/ZBESH. F525HF .

o REBMHMMKIFREA ; 0 : "Sourceldentifier": "database-1", "SourceType":
"db-instance"

o EHAHEMETE ; Fl0 : "Date": "2022-12-01T09:20:28.595000+00:00"
o SEEHXEKMHE ; Hlin : "Message": "Finished updating DB parameter group"

- EH3RF ; I : "EventCategories": ["configuration change"]

BEXRTESE 5 Amazon RDS X#H# Amazon RDS E43E 5 F =45 2,

BATBRWARKEE Amazon RDS 4 , AN XLEEHRTRBEBEEFESFTAMNRSER, BEEXR. R
REIRNRSENR, ROMNMESBH. XAREBRE. BESH. N22EANBIUARTZHMBA,
m, MRELRERRENTBIFEERFIURSBIEENMENFAML | BNBWUBEESBIEESFIx
B RIRRIARSE 425189 Amazon RDS B4, X2FF#EI RDS-EVENT-0057 Replication on
the read replica was terminated ZEMNEHRALH AR ATBEEZHEEXIIRSLS. @
NEHARBIRAE T LEEH BB T RNEMHEE B, Amazon EventBridge FE Mt AWS RS [
il AWS Lambda, Amazon Simple Queue Service ( Amazon SQS ) 1 Amazon Simple Notification
Service ( Amazon SNS ) | AT AR B BZ MM REEH |, Bl 0%z E 7T AR = 7R E Ko

£ Amazon RDS ##l& Lt , B#a R RT £ 24 Mt EH, WREFEH AWS CLI 5 Amazon RDS
APl EFE4 , WA describe-events i TR RN X 14 KRN EH , TR,

$ aws rds describe-events --source-identifier database-1 --source-type db-instance

{

"Events": [

{

"Sourceldentifier": "database-1",

"SourceType": "db-instance",

"Message'": "CloudWatch Logs Export enabled for logs [audit, error, general,

slowquery]",

"EventCategories": [],

"Date": "2022-12-01T09:20:28.595000+00:00",

"SourceArn": "arn:aws:rds:eu-west-3:111122223333:db:database-1"
},
{

"Sourceldentifier": "database-1",

"SourceType": "db-instance",

"Message": "Finished updating DB parameter group",

Amazon RDS E# 31


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Messages.html
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"EventCategories": [
"configuration change"

1,
"Date": "2022-12-01T09:22:40.413000+00:00",
"SourceArn": "arn:aws:rds:eu-west-3:111122223333:db:database-1"

MERKBEREH  WLTER—EFHEIEENZRHRERKAFSE , BFATLFEA CloudWatch
Logs Ki2&A X Amazon RDS £ N EBHNER. EXEHBRA R , B LA Amazon SNS
FRkFEW Amazon RDS E4BEA , AFHEA Lambda EREUFE 42 RKE CloudWatch Logs #,

1. I/ ESHLFARAMN Lambda B , A NFSEHHRIEE 23RS CloudWatch Logs. CloudWatch
Logs & Lambda &£/ , HI2H T —FMERAFERIEREHEE |, BIEEA print KEGEEEMHE
stdout,

2. @3 1T ¥ Lambda A2 SNS & ( FMRERN Lambda ) , HHimRIREREBEL—SHbl
BH Lambda EEH Amazon BIREH (ARN)

3. BLiE AV SNS B AW Amazon RDS EHEBH, BXxiFMiEEA , i5ZH AWS re:Post XE | 7
R fN{AI Lk 2B Amazon SNS E UL Amazon RDS &4,

4. 7£ Amazon RDS #£#|& £ , RIS HITH. HEFREN ARN ?N‘Ji?:% 2 BIBIERA SNS
FH, RESHNERZERRERENBEIENEHET, E%E%Em , &2 Amazon RDS 3 #4
FRY1T ] Amazon RDS E4&EH,

BHEE S

MySQL 1 MariaDB #iEEE«4E K BE , B LRI L FitMABEHE, XEAER
- Hif : FITRRIERR—HRERBEFHEINIERK. NTENINEFLHRXE , CHR2ERBEEIRS
= (AFPBENEN )., ST THEER, HRTHERARESR T HLERFEEE,

- IR LBEITERSEH (mysqld ) BEHMXEARE , URIZEEE | flERSEEE 31 MK
BB AR RS 21T A EMNE IR, BEFNEEE,

« BM  WAXREF mysqld BWED , BREENELHRNEENNTERES , URNEFIREZERN
SQL Eif], HEMEHIMBRAEBY THEF KL mysqld KETHARER , EREHBEER
BEIEER A,

- BEEW  AFTRRTRRBREESHITH SQL B,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://repost.aws/knowledge-center/sns-topics-rds-notifications
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Subscribing.html
https://mariadb.com/kb/en/mariadb-audit-plugin-log-format/
https://dev.mysql.com/doc/refman/8.0/en/error-log.html
https://dev.mysql.com/doc/refman/8.0/en/query-log.html
https://dev.mysql.com/doc/refman/8.0/en/slow-query-log.html
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ERBIERRE |, BNIZEHIEE BEM Amazon RDS % 7 2] Amazon CloudWatch Logs. &1
CloudWatch Logs , A AN A EBIBEH TER 247 , FHBEEHEESFALEES , HEA
CloudWatch Logs REEEBIE, BRI LA Amazon RDS I8 RMEFE LN HEEBE, BET
LA A CloudWatch Logs Insights , B XX B A XB R H 74 CloudWatch Logs HHY A EEIE. UT
REIEB TR EITAENER , ZEHNALKE CONNECT BA4EARFHIARE, #EZEURIXLEE
HEMNBANEFiE (1P it ) EEN. FitASFNHRATEN TR

20221201 14:07:05,ip-10-22-1-51,rdsadmin,localhost,821,0,CONNECT,,,@,SOCKET
20221201 14:07:05,ip-10-22-1-51,rdsadmin,localhost,821,@,DISCONNECT,,,@,SOCKET
20221201 14:12:20,ip-10-22-1-51,rdsadmin,localhost,822,0,CONNECT,,,@,SOCKET
20221201 14:12:20,ip-10-22-1-51,rdsadmin,localhost,822,@,DISCONNECT,,,@,SOCKET
20221201 14:17:35,ip-10-22-1-51,rdsadmin,localhost,823,0,CONNECT,,,@,SOCKET
20221201 14:17:35,ip-10-22-1-51,rdsadmin, localhost,823,0,DISCONNECT,,,@,SOCKET
20221201 14:22:50,ip-10-22-1-51,rdsadmin,localhost,824,0,CONNECT,,,@,SOCKET
20221201 14:22:50,ip-10-22-1-51,rdsadmin,localhost,824,0,DISCONNECT,,,@,SOCKET

AP Log Insights EME R , rdsadmin & 5 Z#M localhost HEBIHEE—IX , BHERET 22
X, MTFEMR, XEERKA , ZEHRBAE Amazon RDS i |, flERRELR S,

BREERS 33


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Procedural.UploadtoCloudWatch.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Procedural.Watching.html
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CloudWatch Logs Insights

Logs Insights sm 3m 1h  3h  12h  Custom
Select log groups, and then run a guery or choose a
sample query.

v
Jaws/frds/instance/database-1/audit X
1 fields @timestamp, @message
2 | filter @message like /(71){CONMECT)/
3 | parse @message ',*,%,' as @instance,@user
4 | parse @message /(7<@ip>\d{1,3}\.\d{1,3}\.\d{1,3.Nd{1,3})/
5 | stats count() AS counter by @user, @ip
5 | sort by @user desc, @counter desc _
T | limit 5@
P
[ un ey e | [rimony |
Queries are allowed to run for up to 15 minutes.
Logs Visualization | Export results v | | Add to dashboard &
showing 1 of 22 records matched @ Hide histagram
22 records (2.3 kB) scanned in 3.25 @ 6 records/fs (746.057 B/s)
2
1
0
03:15 03:30 03:45 04 PM
# Buser &ip counter
v 1 rdsadmin 22
Field Value
@ip

Euser rdsadmin
counter 22

ASEHBELSELBERITNERHER , flAXE MySQL M MariaDB 2z & LA X BR R #
FERNBEEIER. Hl, MRRERY  WARLREHRPFRERIFERAEXSHH , ITFR

BEERE 34
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7~ : ERROR 1114 (HYQ@Q): The table zip_codes is full, BHREEELIEXERBUT
REERRLEMY, B LMEABIESEHEMN Amazon RDS BERIE B E M CloudWatch $8%r , B AR
Amazon RDS #EEFERLEN B KR , N\MERBSERSHPHRERRN , AEHIERMT RN E
H8. fflawn , AEEKA /aws/rds/instance/database-1/error BIE—NERBEESY , AT
BERERAEHERSEES | fl0 ERROR, FMiFEERIREN ERROR , FHEMREIREN 1. kR
HERNBRETEXREF ERRORMWARIER , HAFEENNEZEERROR'WAZE $1¢E’Ji‘|'§‘&i‘i‘§ﬂl] 1, Bl
BIFIARHRE , BULHERBEE , LI7E MySQL = MariaDB 451% B & F4  B 45 1% A 8 &1 48,

EiFA T R {AEE 62 CloudWatch #ZHIEMRH A CloudWatch Logs Insights k¥ 118X E i
HEMBIRAE |, BHSHIEEXE Creating an Amazon CloudWatch dashboard to monitor Amazon
RDS and Amazon Aurora MySQL,

B R IR ER

FITREER (RFITEER ) BEHE AWS KPR Z 2 HERXNE4HNEEIRFIZFEK. EFPEHE Amazon
RDS HWE# , XEEHAEMENBREESRNENEINFRME T BEIEE. £ Amazon RDS for
MySQL = MariaDB # , A% it RERIZFI K :

s BEBEEXHFEITEE
« 54 AWS CloudTrail A #Y Amazon RDS API AH

*F Amazon RDS ¥iEERS| , FitHWBrEESIE -

« AUTABRERRZEH :
« NWEHHREHRENITHERK
- EHEERNY. RFTHFHIITHRE  IEZWBENDTHIRE
- ARKRNAMBE
- AEEIRAUNBFE
« RNRRERA ; Flgn , RB1EEMAFSAFRA ok A T R R TR

HREEFITRERCRHEBEEATHERDR - §EFHER T BEFEPBBHE ? IRTLMRER
A0 7 BERFPNBELREHE? BRAFREERTELRBRNR ?

MySQL # MariaDB #& £/ MariaDB & it 4SS MIEE S FI = 1T IRERIS K IR, AHRXIEHR
BUREZED , AP EFZBEENNBEEZTHNERN. REEIFILCXEEEASEXGS., BEH
BEiTBE , IEESSH S TEHES MARIADB_AUDIT_PLUGIN M B ESM LA, BEXEZE

HRZRER 35


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CreateMetricFilterProcedure.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CountOccurrencesExample.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://aws.amazon.com/blogs/database/creating-an-amazon-cloudwatch-dashboard-to-monitor-amazon-rds-and-amazon-aurora-mysql/
https://aws.amazon.com/blogs/database/creating-an-amazon-cloudwatch-dashboard-to-monitor-amazon-rds-and-amazon-aurora-mysql/
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B , 2% Amazon RDS X4 H MySQL B MariaDB & it flifr <. ®it B EFHIEFUESE XL
B ER N FM. BRI MariaDB RSB X EFHRIFXFITASHEANEZFHAEE.

BH) AWS Tk B AWS =& iHERERIZFEH AWS CloudTrail BRE#E#t. CloudTrail & Amazon RDS
# APl HR{EREHHIR. FTE Amazon RDS #E#212%,. CloudTrail 2T AP, A% AWS
fR%5 7 Amazon RDS FATHMITIRENIE R, SHIEE AWS EEZEH A, AWS CLI, AWS SDK
API| BRI IT VR E,

]

FHBENFITZSED | B EEN AWS CloudTrail REESHIEEF 1T BEM Amazon RDS E#%
BELEES, fla , BUREBINERR , B Amazon RDS $IEESLH ( HlN database-1 ) KR
FEZHEsd , ENESRAERRTTER. EXTHLENEUREXRKENE,

BERRAES  BRITUATIR

1. I R EEBIEESH| database-1 E# Amazon RDS =4 , ##EZKF configuration
change FRBFHEEEHE Finished updating DB parameter group HIZE#,

$ aws rds describe-events --source-identifier database-1 --source-type db-instance

{

"Events": [

{

"Sourceldentifier": "database-1",

"SourceType": "db-instance",

"Message": "Finished updating DB parameter group",

"EventCategories": [

"configuration change"

1,

"Date": "2022-12-01T09:22:40.413000+00:00",

"SourceArn": "arn:aws:rds:eu-west-3:111122223333:db:database-1"
}

}
2. BEMBEFXGEEEAB N BIEFESHA

$ aws rds describe-db-instances --db-instance-identifier database-1 --query
'DBInstances[*].[DBInstanceldentifier, Engine, DBParameterGroups]'
[

[
"database-1",

ayt]| 36


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.MySQL.Options.AuditPlugin.html
https://mariadb.com/kb/en/mariadb-audit-plugin-log-format/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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"mariadb",

L

"DBParameterGroupName": "mariadbl@-6-test",
"ParameterApplyStatus": "pending-reboot"

3. £/ AWS CLI 2% database-1 WXEHF , TEFZE 1 PRI Amazon RDS E4-8i /R BT
EJEXA , # % CloudTrail £ , E# EventName=ModifyDBParameterGroup.

$ aws cloudtrail --region eu-west-3 lookup-events --lookup-attributes
AttributeKey=EventName, AttributeValue=ModifyDBParameterGroup --start-time
"2022-12-01, 09:00 AM" --end-time "2022-12-01, 09:30 AM"

"eventVersion": "1.08",
"userIdentity": {
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Rolel",
"accountId": "111122223333",

"userName": "Userl"
}
}
.
"eventTime": "2022-12-01T09:18:197",
"eventSource": "rds.amazonaws.com",
"eventName": "ModifyDBParameterGroup",
"awsRegion": "eu-west-3",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"parameters": [
{
"isModifiable": false,
"applyMethod": "pending-reboot",

ayt]|
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events-cli.html
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"parameterName": "innodb_log_buffer_size",
"parameterValue": "8388612"
},
{
"isModifiable": false,
"applyMethod": "pending-reboot",
"parameterName": "innodb_write_io_threads",
"parameterValue": "8"
}
1,
"dBParameterGroupName": "mariadbl@-6-test"
.
"responseElements": {
"dBParameterGroupName": "mariadbl@-6-test"
},

"requestID": "fdf19353-de72-4d3d-bf29-751f375b6378",
"eventID": "@bba7484-0e46-4e71-93a8-bd01ca8386fe",
"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

CloudTrail E4Z 7~ , AWS K 111122223333 H A A Rolel BWAF Userl F 2022-12-01 at
09:18:19 h 18K T HIEESLH| database-1 FRANKIEES A mariadbl0-6-test, &R TH
NS, HiIFERAUTE :

* innodb_log_buffer_size = 8388612

 innodb_write_io_threads = 8

H {1 CloudTrail 1 CloudWatch Logs Zh#g

B LUB 7E CloudTrail #BHI AP EFEHA LTI T E 90 RNWIREMZ B HFH TRIBHE,
ERKREBHHFBEMEIRINEE | L0 LMER AWS CloudTrail Lake, f&B AWS CloudTrail Lake ,
B LEEHBEEHRPRESHBREREREF. A, KRSZHFEREN SQL £l , HEEEHHE
BERPNELEFRAEERNRMANNE , SEERERERA, ETEEXNEHRE.

RSN FITRERICR, RESFEAEREERENBEBLA , BFEEN CloudTrail B & TR
FRiCF &% E CloudWatch Logs. fFRERIEFZM S CloudWatch Logs J& , &0 LAE SLIEFR I & 544

Hh CloudTrail 1 CloudWatch Logs &g 38


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/monitor-cloudtrail-log-files-with-cloudwatch-logs.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/monitor-cloudtrail-log-files-with-cloudwatch-logs.html
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KTt B SEHUEEFE, FERE , HHERIESLERRIESRG, A, BET IR BIEERE
TERY R E B E B AE AT CloudWatch 8. flin , B NEBESEE , AARNEARKEELN , UEMH
AT AREUE H 93 HE. &4 A LU CloudWatch ELE J1 B B U ATIRELANE R B4R

Hh CloudTrail 1 CloudWatch Logs &g 39
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=R

BIGHY IT ERIREN IT RSHLZEME, TAKE. HENTEENS  RERKREENFEERFEZ—
EMNSBEH T AREXEFEFEENZTLEM. RSHH, HREIEARXREHESRER.

SEPHARERIZHEE (ITIL) , 232 1T RESERE (ITSM ) X |, S HIRERENLENIDE
BEREHEERESBRNES

EHREREEZRTELARREERE , LBMNENARMBENLIE (X THAFBRAENTE ) BXITH
BHNENR, SRERBEIHRE, ITRERPLREPHRNESEEREASHNE —EHL, B
Bap IR REH ER T UMK ESUREE | T FRA A7 bAER KRR BE 3t Rk A5 AL B i) 5 B BE 2 T SR Y &
BB

YE RN BRFESEE , Well-Architected Framework S E B AT UAE SR A R E T ERWBE A |, HEh#1T
SR AR, AWSHEA CloudWatch Sl = F ISR RFZIREER , LU RIEFRMAB HTAERR,

REEENENREUSH. HAELHNERF , BEATER, 2K, BEENAXE, XANEEFEE
EHRALEE IT HXEVEIMEH

Sections

« CloudWatch 1R

- EventBridge #NI
- BERE. BRANEZEREE

CloudWatch 23R

FE#R1E Amazon RDS #iEERHInt , KFERETERENER. BA4AMBERALEKIEE, N T
MySQL # MariaDB ##ERE , XEMEBRRRBIEESSIER., RERGER, S4, BEAFIT
RIERIE S, HATEWESE M CloudWatch B4 K s Ml & 48 TE RY B[R] R A Y B2 ME AR

LUTRRGIEBB AR BELE , MWMPATA Amazon RDS #IEESEHIRY CPUUtilization #8#45 ( CPU |
AXRBEDL ). BULIHEERERN | FAKEESESIN CPU RIARE 5 2 ITAHNES 80%
A A& o

CloudWatch 1R 40


https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_monitor_instances_post_launch_generate_alarms.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_monitor_instances_post_launch_proactive.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_monitor_instances_post_launch_generate_alarms.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_monitor_instances_post_launch_proactive.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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Cloudwatch > Alarms > Create alarm

o Specify metric and conditions
Specify metric and
conditions
Metric l Edit
Step 2
Graph
) This alarm will trigger when the blue line goes above the red line for 1 datapoints within 5 minutes
Steg
=
Percent Namespace
10,47 AWS/RDS
Step 4 l\
| Metric name
CPUUtIlization
10.11
Statistic
\/ Q, Average >
Period
14:00
@ cruUtilization 5 minutes v
Conditions
Threshold type
© Static Anomaly detection
Use a value as a threshold Use 3 band as a threshold
whenever CPUUtIlIZatIon s,
© Greater Greater/Equal Lower/Equal Lower

» threshold »= threshold <= threshold < i holc

than...

‘ao '_‘

XERE , MRENEMHRIEELE S5 7R EKNBEAHITS CPUMAR (Y 80% ) , 58S
# A ALARM IR7ZS. IR CPU EERBEIABREXRIEE 80% ULENFAE  REBIBREREAT ,
M4 2053 3E OK RS, THERIHEA T B8,

CloudWatch 1R 41



AWS HE RS Amazon RDS for MySQL #1 MariaDB ¥ MIEE T E R KEXER

After 3 periods
overthreshold, an
actionis invoked A

3 A Onlyone period
over threshold, no
actionisinvoked

s T hre shold
—j gl
z

Units
(¥ 4]
---.-_-_-_--

Time Periods

CloudWatch iR ZFErMESER.

o IBIRBREMEA CloudWatch 384% , H BRI UM ZERRITHFEREN, EREEAMURE
Amazon SNS S , T Amazon SNS B S A SMRIEEIREMAN TAEREE SN HREIRANE , M
1T STURF,

- EEHFBETANKRER | ZREXNTESNEEWRS , A ARBEAZANNFIE RGN T 258
A ALARM R7S., EREEBEREATROTLENRERE. 4N, BURE—IE65E , AT
EENMRENNTHITRIENEIREE, SEASPNAEE N ERSEHNCSESE ALARM 1Y |, &
EEBENRERE

CloudWatch ¥k R el CloudWatch 1E¥r. MR ERFEH IR, BEERH— MK B EIEER , X4
M BEHBIE CloudWatch 1EfR. MAIEHMNRERGEENSH., BENFIHRRIERT AR | &
AIAEARIEREREE A SSHLEER , kXX —K. @, EXNERGERERALER , X0&
“ CloudWatch B&” CloudWatch H Z2 f5#RIHIERS .
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
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EventBridge # N

Amazon RDS E# 451X 2T T EventBridge , & 7] LA EventBridge M NIX X B4 H R B o
flan , & A7 LA8) 2 EventBridge N , LAME £ — M E B IR B K615 1L 203 30 B B &N 48 H KBTS
MU TRE R

Amazon X Amazon EventBridge Rules
EventBridge

Rules

A rule watches for specific types of events. When a matching event occurs, the event is routed to the targets associated with

¥ Developer resources

Learn the rule. A rule can be associated with one or more targets.

Sandbox

Quick starts Select event bus
¥ Buses

Event bus

Event buses Select or enter event bus name

Rules default v

Global endpoints

Archives

C | create rute |

¥ Pipes

Pipes @ Q rds X | 2matches | Anystatus ¥ 1 . > ®
¥ Integration Name A Status v Type v Description

Partner event sources

API destinations rds-shutdown-database-3 © Enabled Standard

rds-startup-database-3 ® Enabled Standard

¥ Schema registry

#M The DB instance has been stopped E4HHNIEE Amazon RDS ZE# ID RDS-
EVENT-0087 , RULE AT LURFiZ MK Event Pattern BHIREN :

{
"source": ["aws.rds"],
"detail-type": ["RDS DB Instance Event"],
"detail": {
"SourceArn": ["arn:aws:rds:eu-west-3:111122223333:db:database-3"],
"EventID": ["RDS-EVENT-0087"]
}
}

BEAL AN s R BB B SRl database-3 , H UM RDS-EVENT-0087 =, 2 EventBridge # 2|
ZEH4N , EQNSHREIRRREHETR (MNER ) . BEXE |, BAILUEEE Amazon RDS

EventBridge #1N 43


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Messages.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html

AWS FSEHES

S AR BRITHIRE, BRLUNEHRAT TSN BR , B8 SNS £/, W7 E R
HIPRSS (Amazon SQS) Simple Queue BA%I, AWS Lambda B %, AWS Systems Manager B3

{t. B, Amazon AWS Batch API Gateway %, a0 , A LABIE — SNS Bk K EBH S
TEBHFIERE , H0F1Z SNS TBIEERMNE EventBridge BFro. IR Amazon RDS FriEESE
fildatabase-3Ef=1t , Amazon RDS £RDS-EVENT-0087:FE41£1A %) EventBridge , REEHRE
KN EZEH, EventBridge AFEAEMS , Bl SNS &, SNS EBEE N K EHFHH (M TEFT
& ) F1 SMS,

Amazon RDS for MySQL #1 MariaDB ¥ #MEE T E R HERR

- 11:54 al FTE
d;.l" AWS Motification Message - |

Message @ <
NDTICE

RDS-Events-1> DB instance
stopped for db-instance
mariadb-3

RDS-Events-1>
{"version":"0""id":"65f0bafe-3
aec-cch8-
da98-710e2b35e0a0","detail-
type":"RDS DB Instance
Event""source":"aws.rds" "acc
ount":"012345678912 " "time™:
"2022-12-03T700:45:11Z","regi
on":"eu-west-3""resources":
["arn:aws:rds:eu-
west-3:012345678912 :db:dat
abase-3"],"detail":
{"EventCategories":

{"version":"0","id":"65f0bafe-3aec-cc58-da98-710e2b35e0a0","detail-type":"RDS DB Instance

Event","source":"aws.rds","account":" M"ime":"2022-12-03T00:45:112", "region":"eu-
west-3","resources":["arn:aws:rds:eu-west-3: :db:database-S"],"detaiI":
{"EventCategories":["notification" ] SourceType "DB_INSTANCE","SourceArn":"arn:aws:rds:eu-west-
3: :db:database-3","Date™:"2022-12-03T00:45:11. 3832 ,"Message":"DB instance
stopped"” J’Sourceldent‘lﬁer database -3","Event|D":"RDS-EVENT- ODS? }}]

If you wish to stop receiving notifications from this topic, please click or visit the link below to

unsubscribe:

'>https://sns.eu-west-3.amazonaws.com/unsubscribe.html?
SubscriptionArn=arn:aws:sns:eu-west-3: :RDS-Events-1:d911c18e-f196-44c7-af16-
8f14a68a8641&Endpoint=

Please do not reply directly to this email. If you have any questions or comments regarding this email,

please contact us at https://aws.amazon.com/support

ERE, ERANMERGTE

A] LAfEA CloudWatch

["notification"],"SourceType":"
DB_INSTANCE" "SourceArn":"
arn:aws:rds:eu-
west-3:012345678912 :db:dat
abase-3""Date":"2022-12-03
T00:45:11.3832" "Message":"
DB instance
stopped","Sourceldentifier":"d
atabase-3""EventID":"RDS-

EVENT-0087"}}

BiRRIEEEIRTEOKALARM, FIINSUFFICIENT_DATARSZ B XKEZ

{Lrt B SREREV R, CloudWatch A& 7 5 SNS £BHJLNFEAF Amazon RDS EFrHI H b
BRERBNER , Hl0 SEEMEITE R (Amazon EC2) #E5 Amazon EC2 Auto Scaling B4
#1E. EventBridge B%E A THEMNFE X TE Amazon RDS fE#rft & IR et REITIHY B 45,
CloudWatch EventBridge B3 CloudWatch BiRAZEERSH |, L@ AEEH, BUUERAXERE
RRSEREH R AL PIEH B R EventBridge, BXEZER , SR EIRE4A EventBridge
CloudWatch 3244,

BAREFEEESE ; Sl , B NNEEERIN AR BIZERETE  AREITINREERE
EMBATE, flm, MREFITIN, MENBBEERGEARFTEST , A BLNBERFEBREET

EERE. BRANZERGE 44


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-eventbridge.html
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A ARTBCE |, M aTBAEA R E APl RIEF = DisableAlarmActions #lEnableAlarmActionsenable-alarm-
actionsin 5 k2 A disable-alarm-actions /5 A&k AWS CLI, &7 LA%E CloudWatch #2H|& L&

BEERNALIEE , b AL DescribeAlarmHistoryAPI 2 4E5] 1 #9describe-alarm-history @i 5 3R &
BERMNAEL1EFE AWS CLI, CloudWatch &7 EidxkRFMAE,. & CloudWatch E#l Lt | &

&
DESMERPIERE WRXMGE” %8 , LRENFEEKERNERANZIEHEHNER.

EERE. BRANEREE

45


https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DisableAlarmActions.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/enable-alarm-actions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_EnableAlarmActions.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/enable-alarm-actions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_EnableAlarmActions.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/disable-alarm-actions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DescribeAlarmHistory.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/describe-alarm-history.html
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JR & SRR

BXRMXRBIEEFEIZE AWS ZWESEE , iS5 AWS SIS 5| Muh LR ST RES

 RRBEENTIBERR

B LAE AWS ISBIES| FIRRBIFFTIBER | THEXE AWS ZHETHREXRRBEEFEND S
WEA , EEERE, TRNMBEEEMEXNES

BXREMTR , FSHAUATRIE

+ Amazon Relational Database Service Fi F {558

« Amazon CloudWatch F F {558

» Amazon RDS & I [8] &

- MEEFEEREE

+ Deliver Amazon RDS Performance Insights counter metrics to a third-party Application

Performance Monitoring service provider using Amazon CloudWatch Metrics Stream ( AWS 1H%& XX
)

» Creating an Amazon CloudWatch dashboard to monitor Amazon RDS and Amazon Aurora
MySQL ( AWS BEXE )
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