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Agent:
Instructions: "You are a support assistant who has extensive AWS knowledge and
serves internal engineers."
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- provisionDevInstance
- openTicket
KnowledgeBase: CompanySupportDocs
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https://aws.amazon.com/bedrock/prompt-management/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
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- ETHERE — FONEXSHNEER, FHENS)ITHRERENR

#£ Amazon Bedrock AgentCore SKIlH | BN EH MR AN FARE XN A4 TAFER
AgentCoreRuntime ¥£& , M.t T XA H St FiF AR BERF . AgentCore iXFh A5 EHER T Xt
Fa LT XBHESBENESHEENFINER,

RBR, RENERLEGEAREERE

fEECIMKRBEREESRERALER , 25, RAENERLEGFHREERN —NEMEN. ©T0
REAF, FRARNALAGEZZHNR : TENTARE. BHANEEHE, EREENEZLURT
A & HIREK,

BUFEOERAREESE , BATURS BTN , DRRENATEETIO—RIE, THE
P BHE LU ENE D
A i A58 E

HEATERBINTRSF[EET , RENETNANERNADAERER, AR , FEMATNIAR
BRENMABESEE (LLM) HAAFHNE, TRS[HRENTERERE.
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- ATEERAERR N FENSHNHRET
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- ERNEHEI THEREDRERANHE

- RBENRREINGE S B SHLE R R

NTHEBBREXLRB , PRERK Al REFENEMBEL, BB Al THRITZSERIE,

ZohRSsEr Al BV B

WHATHRS R A NARFEE—MN2ENSE, BEAEESNNARFNHAER , XERRBET
Al IRE, RATNEANBERAUEE, ReMNEREXREENNIARE,
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BN HARIER 7258 ( HIMMAWS Lambdaff#g ) o XENRAEXREE , BN TIIATUIBIRER, 5
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https://docs.aws.amazon.com/bedrock-agentcore/latest/devguide/what-is-bedrock-agentcore.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/devguide/memory.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/devguide/agents-tools-runtime.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/devguide/memory.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
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LA Lambda ¥ R AT RER R RN HEEBTIR

def test_format_text_for_model():
raw_input = {"name": "Aaron", "topic": "feature flag"}
result = format_text_for_model(raw_input)
assert "Aaron" in result and "feature flag" in result

M i3t

B RAEEZH LN EENETMM, XENAEXEE , RARTFRIEFSEXERARE  HA
M ER ARSI AR E o

LT EAEemANRAERT MAHEREREBIERIEL

Prompt:
"You are a helpful assistant. Summarize this paragraph: {{input}}"

Test Case:
Input: "AWS Lambda lets you run code without provisioning servers."

Expected OQutput: "AWS Lambda enables serverless execution."

Validation: Does response contain "serverless" and avoid hallucinations?

REITEFRAN

RETERANHRIE agent—to-toolLﬁE%ﬂﬂfiﬂﬂﬁTo RENKEXEE , RAClIUBRAEER
EBNSHEAERNTE , AW EZETEHEEL

LUTREFERT TEERAN -

Agent Input: "Where is my recent order?"
Expected Lambda Call: ‘getRecentOrderStatus(userId)’

TERBEERN R

TAETRERON R AT 3 iE 2B B 4m Bk ( 5140 , AWS Step FunctionsTEREE ) o XENXEXREE , @
REeEMNTUBEIAEA4R. BHtR, SREENERZE,

AR Step Functions 5] AT B8R LAY THERFRIZ1T end-to-end A BB FE S -

Test Flow:
- Upload file to S3

TR & Al AR _


https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
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- EventBridge triggers state machine
- Step 1: Textract

- Step 2: Classifier

- Step 3: Bedrock summary

Assert: Output file is created in S3, and summary includes key clause

RAIIEM S LIt

EHBIENMSLHN AR Al HHEER, SENKEXEE , RACTATURF THERE £ ZHAE
RAYA TE BeMm AR R0

LA 7R354 BA 20AT B L AR AR IR LLM B i S BT RS i

Expected Output:

{
"summary": "string",
"risk_score": "number",
"flags": ["array"]

}

Test: Validate response against schema using “jsonschema®™ in Lambda

Human-in-the-loop #1&

Human-in-the-loop (HITL) &R Ef, ERMBERER TEMRE, XETFENTETRE. ADHE
B (HR), ZZNEFLXFEGIETEHEXEE, TRZEETL, mEARSELXBEXFTLE
i)

=

BUF HITL RERIE (QA) MARHIER T IR EERE -

1. EF 100 MEIE
2. BT D (EXAEWEMY ) . BRMKTEA
3. HHRLARFFRIENES

L& Mn FN

Z2MBANATHRTIEMRKEFRSBEHEE. SENAEXEE , ANERIETETAGHITR
%] (RBAC), BTRIEABMEMBZPINREN. ENEPHTHRARRENRZEMREERERR,

LTFREERT REN S

TR & Al AR _
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password."
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o AWM A CloudWatchiE#rAWS X-Ray, FEHFH AL,
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- 8 — %22, ANAESERNESGR

Wi FREREZEM 52


https://docs.aws.amazon.com/nova/latest/userguide/what-is-nova.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.github.com/en/actions/get-started/understanding-github-actions
https://docs.aws.amazon.com/codebuild/latest/userguide/how-to-create-pipeline.html
https://docs.pytest.org/en/stable/
https://www.postman.com/product/what-is-postman/
https://docs.python.org/3/library/unittest.html
https://json-schema.org/overview/what-is-jsonschema
https://docs.aws.amazon.com/apigateway/latest/developerguide/models-mappings-models.html
https://docs.pydantic.dev/latest/
https://www.promptfoo.dev/
https://www.langchain.com/langsmith
https://docs.aws.amazon.com/bedrock/latest/userguide/bedrock-pricing.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/bedrock/latest/userguide/model-invocation-logging.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html

AWS ABHES

NREBATERWETLIRSEREE AWS

AWS X-Ray

CloudWatch &k A R\ 15FR1& 3K

Amazon Bedrock X2 IR
ERAERBEAAE

Amazon Pip EventBridge es

MR EM R

AWS CloudTrail

i &# OpenSearch RS

Amazon S CloudWatch
ynthetics

T~

ERuERETRENIFITERE |

1. B3 APl Gateway By 21 —
2. AL HEBS Lambda B ¥ — WMizA
3. Amazon Bedrock {3 — ¥4

BE AR ERITRAGEH

R,
4. TH Lambda B# ( ffliigetOrderStatus ) —

BLRSHREHITRIR , &
$& Lambda, API Gateway #
Step Functions

P EREMNEHLR

tI-I-DJ

R4 Amazon Bedrock Agent

MITIRE., TEREAMRAG R

2

Eﬂ%%ﬂ%hﬁméé
=

BNEHE

ICFEFTE API BRANMSH LT
X

FEIMEMEA, £MLAES
Hitidxk

FRHRABEN Hiw LT E
MENRE

BERATRENEIERE

FEREMEXN TEREMN RERUTHER

W5 J2 i) 7 BF[E] A 5xx 4B iR

5 5 MR AT K Mo

. BB

« RAERRD#H
© HRBIR KRGS

EERMFAERDAERAS
#

EER BTN HEEBREE

- BB RNEH
- BREE—HME

. BR
- BeFi
. BAEBYS
AR

HARENTERE

o SRR g R
o VUMM 2SI ER

TR B AR A Y IE iz 178 (8] #
o] )3 W 3

TERMARER, AMEAMILE.
BRGNP RN T EERRH.
— ISR R 1 0 A ER R Y B Ao

R BERETRENXBIERRE


https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format.html
https://docs.aws.amazon.com/bedrock/latest/userguide/trace-events.html
https://docs.aws.amazon.com/bedrock/latest/userguide/trace-events.html
https://docs.aws.amazon.com/bedrock/latest/userguide/model-invocation-logging.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-pipes.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-schema-registry.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/whitepapers/latest/big-data-analytics-options/elasticsearch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
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https://docs.aws.amazon.com/bedrock/latest/userguide/inference-profiles-support.html
https://docs.aws.amazon.com/bedrock/latest/userguide/inference-profiles-support.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://docs.aws.amazon.com/macie/latest/user/what-is-macie.html
https://docs.aws.amazon.com/bedrock/latest/userguide/knowledge-bases-logging.html
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https://eslint.org/
https://yamllint.readthedocs.io/en/stable/
https://pypi.org/project/black/
https://docs.pytest.org/en/stable/
https://www.promptfoo.dev/docs/intro/
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https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://www.terraform.io/docs
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/bedrock/latest/userguide/what-is-bedrock.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/lambda-at-the-edge.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
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https://docs.aws.amazon.com/nova/latest/userguide/what-is-nova.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/welcome.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/welcome.html
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com/bedrock/latest/userguide/agents-how.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-managing-costs.html
https://docs.aws.amazon.com/cost-management/latest/userguide/ce-what-is.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-cost-categories.html
https://docs.aws.amazon.com/bedrock/latest/userguide/monitoring.html#br-cloudwatch-metrics
https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/monitoring-overview.html
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https://docs.aws.amazon.com/bedrock/latest/userguide/what-is-bedrock.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
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https://aws.amazon.com/blogs/machine-learning/best-practices-to-build-generative-ai-applications-on-aws/
https://aws.amazon.com/blogs/machine-learning/build-agentic-systems-with-crewai-and-amazon-bedrock/
https://aws.amazon.com/blogs/aws/build-rag-and-agent-based-generative-ai-applications-with-new-amazon-titan-text-premier-model-available-in-amazon-bedrock/
https://aws.amazon.com/blogs/aws/build-rag-and-agent-based-generative-ai-applications-with-new-amazon-titan-text-premier-model-available-in-amazon-bedrock/
https://aws.amazon.com/blogs/security/securing-generative-ai-an-introduction-to-the-generative-ai-security-scoping-matrix/
https://aws.amazon.com/blogs/machine-learning/new-capabilities-make-it-easier-to-use-amazon-bedrock-to-build-and-scale-generative-ai-applications-and-deliver-impact/
https://aws.amazon.com/blogs/machine-learning/new-capabilities-make-it-easier-to-use-amazon-bedrock-to-build-and-scale-generative-ai-applications-and-deliver-impact/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-operationalizing-agentic-ai/
https://docs.aws.amazon.com/prescriptive-guidance/latest/agentic-ai-frameworks/
https://docs.aws.amazon.com/prescriptive-guidance/latest/agentic-ai-patterns/
https://docs.aws.amazon.com/prescriptive-guidance/latest/agentic-ai-multitenant/
https://docs.aws.amazon.com/prescriptive-guidance/latest/agentic-ai-foundations/
https://docs.aws.amazon.com/prescriptive-guidance/latest/retrieval-augmented-generation-options/introduction.html
https://docs.aws.amazon.com/bedrock/latest/userguide/agents.html
https://docs.aws.amazon.com/sagemaker/latest/dg/serverless-endpoints.html
https://docs.aws.amazon.com/sagemaker/
https://docs.aws.amazon.com/nova/latest/userguide/agents-use-nova.html#agents-bedrock

AWS FEMES NREBATERWETLIRSEREE AWS

H#i AWS &R

« Amazon EERERE

« Amazon EEH

« Amazon E& HiRE

+ Amazon Bedrock Z£ M2 FA
o £ Al BIFTH O

« £ Al EFF AWS

« FAERR Al ETEHER
. 4% RAG (RFIEEERK)

Hfth AWS BIR 70


https://aws.amazon.com/bedrock/flows/
https://aws.amazon.com/bedrock/guardrails/
https://aws.amazon.com/bedrock/knowledge-bases/
https://aws.amazon.com/bedrock/security-compliance/
https://aws.amazon.com/ai/generative-ai/innovation-center/
https://aws.amazon.com/ai/generative-ai/
https://aws.amazon.com/ai/generative-ai/
https://aws.amazon.com/what-is/retrieval-augmented-generation/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/agentic-ai-serverless/agentic-ai-serverless.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/agentic-ai-serverless/cicd-and-automation.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/agentic-ai-serverless/cicd-and-automation.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/agentic-ai-serverless/introduction.html#aws-services-powering
https://docs.aws.amazon.com/prescriptive-guidance/latest/agentic-ai-serverless/cicd-and-automation.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/agentic-ai-serverless/introduction.html#aws-services-powering
https://docs.aws.amazon.com/prescriptive-guidance/latest/agentic-ai-serverless/event-driven-architecture.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/agentic-ai-serverless/cicd-and-automation.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/agentic-ai-serverless/event-driven-architecture.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/agentic-ai-serverless/cicd-and-automation.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/agentic-ai-serverless/event-driven-architecture.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/agentic-ai-serverless/cicd-and-automation.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/agentic-ai-serverless/event-driven-architecture.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/agentic-ai-serverless/orchestration-models.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/agentic-ai-serverless/cicd-and-automation.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/agentic-ai-serverless/cicd-and-automation.html
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