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s XENITENARERENFGL

» AWS Panorama Appliance #13¢

« BRSSIREA



https://console.aws.amazon.com/panorama/home#get-device-quote

AWS Panorama FEANGIER

AWS Panorama #%:

£ AWS Panorama # , &R A1 2 T EN A N AREF H G HEE E AWS Panorama Appliance =
RARZ L UM RENEBREIOAINTR. ETLLA Python RENBREFAB , H6H Docker
HWENBARFASN. B LR AWS Panorama Application CLI #FEZAS# 5 A Amazon Simple Storage
Service (Amazon S3) S AHZEEFIEE, MAEFFEA AWS Panorama MAREF SDK ERKBE
BANAMmA |, HEERH#TRE,

B
« AWS Panorama Appliance
- RERE

- MARERF
* Nodes

- BE

&b

AWS Panorama Appliance

AWS Panorama Appliance B2{TN AREFNEH., BAERA AWS Panorama #£H| &R %, Ef
BEHHL ko EISEBNAREF. AWS Panorama Appliance £ I3 4 ] E R GAASTUR | |8 R
RARERAEWEN , HAEEENERE LS RIE L.

AWS Panorama Appliance £ —® H Nvidia Jetson AGX Xavier X ENBEEE. EFLFREG
KIZE) AWS mimit T E |, MR EL TN EGH EAMZITNARF. XEEREEB K 2T WmH
EARNIELER, REFEFEERMEZUBRSEHRS, LEBFEURRNITREEHNITE,

EXEZEER , H5SH ¥ AWS Panorama &%,
RBIRE

BR T AWS Panorama &% 7k , AWS Panorama it X AWS EEIKFHRENFZRRE. REREXE
5 AWS Panorama Appliance tHEIFIZhEE, A LAEA AWS Panorama 251 & # AP SE M H &3 3%
ARE , AUMHEN AR NBENAER.

« B%#8 ThinkEdge® SE7 0 — H Nvidia Jetson Xavier NX {2t %%

KIEEHHABN RGN ARER 2@ A AWS Panorama Appliance FF&X#, X RZEET MG
INEEMEAER |, BS R EIEREIY XA,

i

ap


https://techtoday.lenovo.com/us/en/solutions/smb/thinkedge

AWS Panorama FRARIER
NMRARRF

M FfEF7E AWS Panorama Appliance L1217 , A TR MIRPTITEN AT ES . ERILA
& Python KEBFMYLF[EIEE | UMBITENARNARER , AEBEIERMGHIFEE AWS
Panorama Appliance t. NARFANUMAEEE RS , LI AEHA AWS SDK FERKIEE
AWS R

EMBNSBNARR , BFEEFH AWS Panorama M ARRF CLI. AWS Panorama R AR CLI
2E—ImSITIE ATERRIANAER X HXMEEX 4., A Docker ERIBEH LERF=, &
AUE—BRELEZETZNNAER,

EXEZER , 5SH E¥E AWS Panorama M AREF.

Nodes

NMARFISEZIMMATRANAHSF , KKREA, Bl, EEANRBE, TRUUXERERE (A AR
), LA EEEE (EREANRE ), NARFNRBET S B4 EE 4L Amazon S3 EARKWT
K8H , AWS Panorama Appliance AIATARIXET R, NMARFEFEREN T RZENEENEEX
#.

BXESER , BEH LARFT A
Eic

TENAREER —HIRFINE , 2R YETULEE G, TENARERATURNITERES , W
23, BN, DEMBER. TENAXEEREBGEN A , ARHAEXEGIEEKPHRBELR.

AWS Panorama X # £ PyTorch, Apache MXNet 1 TensorFlowtdZ#IER, KT LA Amazon
A SageMaker | BT RIMEFHEER, BXESZER , H5H 272

BRAERF 9



AWS Panorama FEANGIER

% & AWS Panorama Appliance

EFREREN AWS Panorama Appliance iR A18% , 151E AWS Panorama 2§ & FEM H E#

B, FIRETED |, B LIE AWS Panorama F 8| B R RYEBRZVRRRIR , ABEH USB K
BRI EHBZIRE, RFR A IX LU P MEE X EE AWS Panorama Bk, ARG , BRI
F AWS Panorama &1 & EfME & R4 HEMBREGEL,

Sections

. HEREH

« SEMFHEE AWS Panorama Appliance
- ARIEBRH

o AIEGAIR

- EESR

FRZM

ERFTAHE |, BEE—A AWS Panorama Appliance SR B RZ UK A TEH -

- ER"EE - TR HDMI AN E RS  ATERERPIRRAEFAE,

« U #& ( AWS Panorama Appliance FEff ) — — % FAT32#&V{LEY USB 3.0 NEE , EHZERIEDH
1GB, ATHa iR EXHMERHHRLHEE AWS Panorama &%

- B - W RTSP YIURK 1P RE&H.

(B F B GBI PR A T A3 BTG P M IETIER, SALERNERE (1
VLC ) SSEAERN MERARITFF | SIS URL :

& Open Media

Y File = Disc T Metwork 1 capture Device
Metwark Protocsl

Flaase enter a network LURL:

ritsp: 192, 168.0. 77 e fmpegd



https://www.videolan.org/

AWS Panorama FEANGIER

AWS Panorama ##| & EAH MW AWS RSEAXNAEFAF. EENRNRIERE, BIEMREH
HERINARR , EFEEUTNR :

« AWSPanoramaFullAccess— 2 #Xt AWS Panorama, Y 5i# S3 F#) AWS Panorama AR
AWS Secrets Manager, FHIRZIEBML S PR IRE BERTLIE R CloudWatch, SIEH
AWS Panorama 8l k55 Hx A ERNER,

« AWS Identity and Access Management (IAM) — BXIZ1TEt , AT 812 AWS Panorama B #
AWS Panorama i & AN A,

MRLEZEE IAM REIZBZEHNNE , FHEEE R ITH AWS Panorama £ A HEZAUERERSAE
IR

JEM HBCE AWS Panorama Appliance

AWS Panorama Appliance & —MEH#ig% , TEI R NEEEIZFHMNEN RGN, ZREER
ETF Linux BWRERS , B3 AWS Panorama M AERF SDK M AT ETIHENARENAEFN X
Ly QN

ANT AWS HITIRBREEBNNARFIE , IRFEARZULER, EOJLER AWS Panorama 8§ &4
RFBIEH, REFEARIGFHERTRADEREH FEKRZILER,

/A Important

BELTEPERNAEILERNE 5 DHABER. MREREZEEATEGEMRE , M AM
EXMFRA,

MR Z

1. F USB BEREEZENITEN, EEMEMBRL  UERRE, RFBIHFHEE USB
Eahae.

2. FTFF AWS Panorama &4 AT T EH,
3. EERMEE

4. EBEFHRIZE.

5.

A AWS Panorama AR IZZNIRERRNBHMER, ZEBET—F

EMHELE AWS Panorama Appliance 11


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSPanoramaFullAccess
https://console.aws.amazon.com/panorama/home
https://console.aws.amazon.com/panorama/home#getting-started

AWS Panorama

FRARER

Set up device: Name

Specify name Configure

We'll help you set up your
device

You'll use the name to find and identify your device later, so pick
something memorable and unigue. The optional description and
tags make it easy to search and select by location or other
criteria that you supply.

Download file

O

Done

Power on

What do you want to name your device? infe
Name

OVIOE 3 unique name. You can T edit this name Later

my-appliance

Description - Optional

Application development and testing.

Key

Q, asset_tag X

Value - optional

Q 1234ABCD X

-

Exit Previous m

MREBEEFFHOHE IP ik, NTP RS2k DNS &8 , FEFRERNEERE. &N , FiEgFET

—%,
®E THEN, BB T-F,
HEEFHESE USB W3y E E F.

f USB IX3h 88 2R Z Bl 4wAY HDMI 3 03538/ USB 3.0 i H,

LERE USB K Eeet , RESFEEFHIMEEREXAEH S A S HEES AWS miF, 1%

#FRKEERE K REETTNEZEENER , RAEXEEE,

10. Bz | BB T -5,

EMHELE AWS Panorama Appliance




AWS Panorama

FRARER

Set up device: Plug in USB device and power on

© ©

Specify name Configure

Plug the USB storage device
and cables in, and power on

The configuration file is read from the USB storage device when
the device is first powered on. The device connects to your on-
premise network, and then establishes a secure connection to
your AWS account in the cloud. Further management of the
device is done from the AWS Panorama console.

© ® O

Download file

Power on Done

Plug in the USB storage device, cables, and
power on your device infe

Now plug the USB storage device with the configuration file into
your device. Plug in the power cable, ethernet cable (if you're
using that connection type), and press the power button to
finish the initial set up.

The lights will flash for a few moments while the device reads
the configuration and connects to your on-premise network.
MNext the device will automatically establish a secure connection
to your AWS account in the cloud, and all further status and
device settings are then managed from the AWS Panorama
console.

| () Your appliance is now connected and online.

1. EETKo

TR Z A

AWS Panorama Appliance BZMNREHH , BIE Linux BERLK. AWS Panorama B AR SDK

DR XFONITENMREEMER, VEREVTUERE LERASTNIRNNARERF , BERETRE
BETRAEMNARERY

ERTIR B

1.
2.

$ITH AWS Panorama 4l & H1%E W H.
ERIRR,

ARRZ R


https://console.aws.amazon.com/panorama/home#devices

AWS Panorama

FRARER

3. ‘EEIRE.
4. HERGERHET , BRZRBFERR,

System software

Version

4.1.34

» Update history

Install software update

Updated date
10/12/2021, 10:02:04 AM

5. EEMRAE  RRERLR.

/A Important

HEHEREZH , FMNRZHEE USB BRI HECUBIBREANARE, BEFHESH

BEEE , F2A3MER.

ARIREABEEE 30 THRNEEFKETE, BALATE AWS Panorama #2H A80E N E RS L SEH

BE, ZERTHE , REFEHFSD.

AN I ER R SFUR

TR , £ AWS Panorama 4| & E5X MBS A TR

A R ARALASTUR

1. 3TF AWS Panorama 12&l & H “BIERE T H.

2. EBANMBIERIRF,

AR AR


https://console.aws.amazon.com/panorama/home#data-sources

AWS Panorama FRARIER

Add data source

Camera stream details info
Mame

exterior-south
Description - optional

Stream 2 - 720p

3. BEUTRE.

. B - BEYLISTRN B .
o IR - WA, HUBSEMAFERE RN EERR,
+ RTSP URL - I EHR B IP it M7 EM URL, #l0 , rtsp://192.168.0.77/1ive/

mpeg4/
o EiF - MR FEAZBERPREIATR , BEEAFBMEB,
4. EBRE

AWS Panorama & M HLEUE R £ #7767 AWS Secrets Manager. N3 ATEF A AR AT AL 2B
& — MR EA IR

RSB
MRRELEFBIEIR , FESH BHEHER.

ERBROINARR , BREET —NEH,




AWS Panorama FEANGIER

ZF2 AWS Panorama IR AR F

FIRE AWS Panorama RESRBREHARERMGE , BETRCNAER. EUTEHSF , BF6E
A AWS Panorama Application CLI S ARBIRARERF , HEA AWS Panorama #2& & #1TE8E,

TREIRRREFERAVEFIERITREMNEFEELNWAM PN R#TEE, EFEH AWS
Panorama MARFHF XTI ESMFEEE, REEGHETER, AR , NARFNERENERAN
e b HFERAETEENE RS,

AEEHRRTD K BYOMEREER , BUUATNEREKF, BIRSTEEMBERES |, L7
TRTREMEMFDEEMHARER , GRS ENEHEINERYE IR TIVENERFE
®,

Sections

. SEREMH

- SATRBINARERF

- BENARERF

- EFRL

« 73 Python /8 A SDK

- BESR

FRF M

NTEBREAHRPNLIR , BFE NP TTLRY Shell , MEEZEToRT. ERBIRD , HEIH
RN (5) MURTBE KB (WER ) -

~/panorama-project$ this is a command
this is output

XNTFReT , RINERELFER (\) B HFo ST,

£ Linux M macOS # , AIEALEENATEFNEFTEESR. & Windows 10 7 , AU ZE
Windows Subsystem for Linux , 3REX Ubuntu 1 Bash & Windows &K/ RA, & >x7E Windows
RETTZINENE |, HS6 £ Windows R EF KIHE,

HENRARERF 16


https://docs.microsoft.com/en-us/windows/wsl/install-win10
https://docs.microsoft.com/en-us/windows/wsl/install-win10

AWS Panorama FEANGIER

B L ME A Python F /& AWS Panorama MR , HF A Python WRH D EHERR pip RETE, W
RIEE %A Python , BRESZHRA. MREE Python 3 BI&E pip , BEARERENIEERR
% pip , ALEKHE pip —EBHEMFIRAH Python,

ERHIEF |, RRIER Docker £RETNARFRIEBNARR. M Docker Mk %% Docker : 3REX

Docker

REFEMEA AWS Panorama Application CLI S ATRAIR AREF. HERFSN LAMHE, AWS
Panorama R &/F CLI £/ AWS Command Line Interface (AWS CLI) @A RS API #4E, IRE
24248 AWS CLI , B REARBIETHRA, ELIK AWS Panorama B AFEF CLI #l AWS CLI , &
HApip.

$ pip3 install --upgrade awscli panoramacli

THREINARER , FARERRE THEXH,

- R AT — aws-panorama-sample.zip

SATBINAER

ESATRHINARFEUEENIKF,FER , BEMA AWS Panorama Application CLI. R FATEF#Y X
BRAMBLEGEN HUFKENEIA, EEFAENKSEFRXLERNS , HIE{T panorama-cli

import-application @,
aws-panorama-sample$ panorama-cli impoxt-application

packages BH3XHH SAMPLE_CODE BZENAEFNABNEE , 2EFEANAREFEMBR
& panorama-application KY Dockerfile, EE4AKERZF LETHNAREFASS , BFEA
panorama-cli build-container &%,

aws-panorama-sample$ ACCOUNT_ID=$(aws sts get-caller-identity --output text --query
'"Account')

aws-panorama-sample$ panorama-cli build-container --container-asset-name code_asset --

package-path packages/${ACCOUNT_ID}-SAMPLE_CODE-1.0

AWS Panorama N AR CLI WERE—SRAMNAEFNABMERY S | HEE~ LEZRS
BMHA Amazon S3 EAR, XER~IERBHBSRMREGE, ERNENETHRBTXH., EEMT

Rt LR | BE1T panorama-cli package-application @i,

SATPIRARR i


https://www.python.org/downloads/
https://docs.docker.com/get-docker/
https://docs.docker.com/get-docker/
https://github.com/awsdocs/aws-panorama-developer-guide/releases/download/v1.0-ga/aws-panorama-sample.zip

AWS Panorama FEANGIER

aws-panorama-sample$ panorama-cli package-application

Uploading package model

Registered model with patch version
bc9c58bd6f83743f26aa347dc86bfc3dd2451b18f964a6de2cc4570cb6f89119

Uploading package code

Registered code with patch version
11fd7001cb31leab3df6aaed297d600a5ect641a987044a0c273c78ceb3d5d806

HEBENRHARERF
£/ AWS Panorama B &l &8N AREFHERNENIZE,
EREBNAER

1. ¥TF AWS Panorama 2 #|& S BN N AEFUH,
2. EERIBNAER.

3. [FRARFBELMNANS graphs/aws-panorama-sample/graph.json R X AREEIRF,
EET—%,

4. ™NF NARFEM , @A aws-panorama-sample,

5. EBRMEIE,

6. EFEFTHIE,

7. BEET-F K MTAERAE,

8. EBERRE A6 RBERENREZ., ERT %,

9. HEERBERFRY A EREBRA , ARNEGELIRANANBER. EFT—F,

10. ERES RS , #ET—F,
1. ERIE , RAEEEZK.
12. EEMBEWNARFYIKRS , %EFaws-panorama-sample,

R b ST D BASREE#r , SERA U THIAMN S TSN ERE

Example monitor-deployment.sh

while true; do

aws panorama list-application-instances --query 'ApplicationInstances[?Name=="aws-
panorama-sample ]

sleep 10

HENRARERF 18


https://console.aws.amazon.com/panorama/home#deployed-applications

AWS Panorama

FRARER

done

"Name": "aws-panorama-sample",

"ApplicationInstanceId": "applicationInstance-x264exmpl33gq5pchc2ekoi6buu™,
"DefaultRuntimeContextDeviceName": "my-appliance",

"Status": "DEPLOYMENT_PENDING",

"HealthStatus": "NOT_AVAILABLE",

"StatusDescription": "Deployment Workflow has been scheduled.",
"CreatedTime": 1630010747.443,

"Arn": "arn:aws:panorama:us-west-2:123456789012:applicationInstance/

applicationInstance-x264exmpl33gq5pchc2ekoibuu”,

"Tags": {3}

"Name": "aws-panorama-sample",

"ApplicationInstanceId": "applicationInstance-x264exmpl33gq5pchc2ekoi6buu™,
"DefaultRuntimeContextDeviceName": "my-appliance",

"Status": "DEPLOYMENT_PENDING",

"HealthStatus": "NOT_AVAILABLE",

"StatusDescription": "Deployment Workflow has completed data validation.",
"CreatedTime": 1630010747.443,

"Arn": "arn:aws:panorama:us-west-2:123456789012:applicationInstance/

applicationInstance-x264exmpl33gq5pchc2ekoibuu”,

"Tags": {3}

MR ARFLEFHBEIT , i1 Amazon Logs & F N ATEFMi& % CloudWatch B,

EEM

BTG , MRARFITHRAERHURHHF B ERIEEF CloudWatch,

3:

F#&EE CloudWatch A&

1. ITHFBFEIEREG A/ CloudWatch B EATTH,.
2. BEUTAHZERK AWS Panorama MARFFEREEE :

ERHH


https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups

AWS Panorama

FRARER

« ®%H& - /aws/panorama/devices/device-id

- MARFHXE - /aws/panorama/devices/device-id/applications/instance-id

2022-08-26 17:43:39 INFO
2022-08-26 17:43:39 INFO

{'PATH':
'xterm',
2022-08-26
2022-08-26
2022-08-26
2022-08-26
2022-08-26
2022-08-26
2022-08-26
2022-08-26
2022-08-26
2022-08-26
2022-08-26
2022-08-26
2022-08-26
2022-08-26

'container':
43
43
43
43
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:

17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:

39
39
39
39
19
19
19
19
19
29
29
29
29
29

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

INITIALIZING APPLICATION
## ENVIRONMENT VARIABLES

'/usr/local/sbin:/usr/local/bin:/usr/sbin:/usx/bin:/sbin:/bin"',
'podman'...}

Configuring parameters.

Configuring AWS SDK for Python.
Initialization complete.

PROCESSING STREAMS

epoch length: 160.183 s (0.936 FPS)
avg inference time: 805.597 ms
120023.984 ms
1065.129 ms
max frame processing time: 149813.972 ms
epoch length: 10.562 s (14.202 FPS)
avg inference time: 7.185 ms

max inference time: 15.693 ms

avg frame processing time: 66.561 ms
max frame processing time: 123.774 ms

max inference time:
avg frame processing time:

'"TERM' :

EEENRAREFOASH Y |, BEA HDMI BEMRFEETE TR, MABRT , NABRF2ETR

BEEET 20% NEMDERER.

Example squeezenet_classes.json

["tench", "goldfish", "great white shark", "tiger shark",
"hammerhead",

"electric ray",

"stingray", "cock", "hen", "ostrich",

"brambling", "goldfinch", "house finch", "junco", "indigo bunting",

"robin",
Ilkitell’

"bulbul",
"bald eagle",
"European fire salamander",

Iljayll'

"magpie",
"vulture",
"common newt",

"chickadee", "water ouzel",
"great grey owl",

Ileft n ,

"spotted salamander", "axolotl", "bullfrog", "tree frog",

RIEEE 1000 N6, BEFZHY. RYNMBERYE., ZIRFRESSXT AR HIMBER,

ERHH

20


https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/squeezenet_classes.json

AWS Panorama FRARIER

coffee mug (24%)

AEEEL  RENARFERARERRER, ZERAH - A  HPESES/ RNE8R, U
Kt AN AEFEMEMERAESSEMHANRONER, EXEFEEXREENRIINARRF
BESH ~OINAERF, MANMER,

79 Python /& A SDK

R~ RN P2 FE A 8 Amazon &K% 4R CloudWatch, AWS SDK for Python (Boto) /5 A tbIhAE |, i&
BE—NAG , ZABRTRARFRAERNNE , AEEMPEMM T ZABGHNARRF.

RIS AEF2E — CloudFormation 1k , ZERATLEZEEMENRNAE, BZCEAE , F

£/ aws cloudformation deploy &%

$ aws cloudformation deploy --template-file aws-panorama-sample.yml --stack-name aws-
panorama-sample-runtime --capabilities CAPABILITY_NAMED_IAM

A Python /8 SDK 21



AWS Panorama FEANGIER

EXNHBENARR

1. $TFF AWS Panorama 2%l & 25 EH N AEF R H.

2. EBRNARER.

3. &EHIR,

4. ERUATSRUBBNARRF. £EE IAM Ated | EERECIENAR, EHEFIL aws-
panorama-sample-runtime Ffk,

5. EPBERJG , ITFFCloudWatchizfl & HEHAWSPanoramaApplicationin & EE R KSR, &
150 M1 , IR 10 FH L& Mk 32 A HEE i 8] AV $E 45

BB
MREBEFERATREINARR , MR LAER AWS Panorama 12 &1 & 5 E MR P 1 ER.
EMIR R B BRR AR

1. FTFF AWS Panorama #2#|& BB N ARERF T H.
2. EBRNARERF.
3. EBMIEEZ PR,

RS I]R
NREBERETROSARFIBIHE , B HEHER.

BEVM T RGN AREFRI IR MK | WA T —FH,



https://console.aws.amazon.com/panorama/home#deployed-applications
https://console.aws.amazon.com/cloudwatch/home#metricsV2:graph=~();namespace=~'AWSPanoramaApplication
https://console.aws.amazon.com/panorama/home#deployed-applications

AWS Panorama

FRARER

& AWS Panorama N AR

BRI LAE R RBIR FATEFE 7 8 AWS Panorama R RREFEH , HEANEBESHWMARFNR S,

TEERTE AWS Panorama Appliance EIZTHNARFNEEAY, NAEFRRBFER AWS
Panorama M AR SDK SRENEGHSEERE , BREZEZFRER, ZNARFSFWMHE L2
EENLETE , ETaNRGBEREB R ME 2,

Sample application

On-premises

’i[; AWS Panorama Appliance

T

D @

LLLLL

LLLLL

IP cameras

Application code

AWS Panorama SDK

m::nJ L@

Y Amazon Web Services cloud

Telemetry

Logs

tITl'O AWS Panorama
=)

Amazon CloudWatch

ETROIF , NARFEA AWS Panorama M ATEF SDK MERGALIRERI SRR |, X9 snEEE# 170
LB RENBELEZITRNNROITENAKEER, SARFEEZETREN HDM ER85LE

RER.

Sections

- NAEFEE

£ A R BI N AR R E
ERrEYAEE
kL2 E 15

{# /8 SDK for Python E{&$5%x

FRNAER

23



AWS Panorama FRARIER
NMNAREFEER

MARFERR graphs MHRFE R graph. json WX, FREENTHNARFNAH , BIEF
<. TRAGL,

RHETEENAEFAR, #8, RGN RBOKRE, EM-HHXMH, ERGINAREFER 4
MEFS :

Example graphs/aws-panorama-sample/graph.json- EF&

"packages": [

{
"name": "123456789012::SAMPLE_CODE",
"version": "1.0"

.

{
"name": "123456789012::SQUEEZENET_PYTORCH_V1",
"version": "1.0"

.

{
"name": "panorama::abstract_rtsp_media_source",
"version": "1.0"

.

{
"name": "panorama::hdmi_data_sink",
"version": "1.0"

}

]I

AFANEFENENNNARFHH packages B, BEltNARFEENRBANER, EHEAE
R AWS Panorama [RFIEHHNEAENINE RESEF T, abstract_rtsp_media_source &
SBEREGVNSUE , B ERBHEFEEE, hdni_data_sink BFERKIEEZ LK HDMI %
HiEREES

TRREFESNED U URFRHFESHNED  IESHERINE , B UEREMTHEE,
RBAMEREFSEEERAMNGHN package. json XHFHREED |, XLEXHITUARATRBE
ABFERE | HIINZFER, ARJFRFRERE,

{5120 | code_node T A8 2 SAMPLE_CODE BFAHKEO,

"nodes": [

{

NRABFERE 24
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"name": "code_node",
"interface": "1234567890@12::SAMPLE_CODE.interface",
"overridable": false,
"launch": "onAppStart"
},

WEOREREFBEENH package. json FEMNN, ZEOBEEFEA LS EE , HHEER
video_in BIMIRF —NE R threshold BZERBIERB A, ZEOXAE K RKBEE—IER
video_out BYMLIIR S H = sEF 0 50k HH B & R Es

Example packages/123456789012-SAMPLE_CODE-1.0/package. json

"nodePackage": {
"envelopeVersion": "2021-01-01",
"name": "SAMPLE_CODE",
"version": "1.0",
"description": "Computer vision application code.",
"assets": [],
"interfaces": [

{
"name": "interface",
"category": "business_logic",
"asset": "code_asset",
"inputs": [
{
"name": "video_in",
"type": "media"
},
{
"name": "threshold",
"type": "float32"
}
1,
"outputs": [
{
"description": "Video stream output",
"name": "video_out",
"type": "media"
}
]
}
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}

ENAREFEESF , camera_node TRARRKRERENVAHR. T REFE N EMR , TEHF
MAEFNSEIAERESES , RBREEEREIAIR,

Example graphs/aws-panorama-sample/graph.json - &1 =

"name": "camera_node",
"interface": "panorama::abstract_rtsp_media_source.rtsp_vl_interface",
"overridable": true,
"launch": "onAppStart",
"decorator": {
"title": "Camera",
"description": "Choose a camera stream."

+,

ST K threshold_param EXNARFRBEANEFSERESH. BRINMEN 60, AEHEILE
hES,

Example graphs/aws-panorama-sample/graph.json - T X

{
"name": "threshold_param",
"interface": "float32",
"value": 60.0,
"overridable": true,
"decorator": {
"title": "Confidence threshold",
"description": "The minimum confidence for a classification to be
recorded."”
}
}

MRAEFERENRE -2 edges , RETRZEEIUERE, REVATRNRESBIEEI DT
KREVR AR | AT KBV HiE SIS RER,

Example graphs/aws-panorama-sample/graph.json - 1%

"edges": [
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{
"producer": "camera_node.video_out",
"consumer": "code_node.video_in"
.
{
"producer": "code_node.video_out",
"consumer": "output_node.video_in"
.
{
"producer": "threshold_param",
"consumer": "code_node.threshold"
}

EARGINAREFEE
B URRBIR AR F N B SN ARFNEA,

EENKFF , SIEFENEMLARKE —HN. MRENEKFAINS—CAFBERABRARFES
#r ( fl#0 code B model ) , NMEF ALK EIFHRVEFERA. FRBEZHBHBNERRE
Y N AR FFRY B BRo

ExnifBa

1. EMBERFREXHX : packages/123456789012-SAMPLE_CODE-1.0/,
2. BEHMUTNENRERITEN.

- BIAEFEE - graphs/aws-panorama-sample/graph.json
- BFEBE - packages/123456789012-SAMPLE_CODE-1.0/package. json
o £RMIA - 3-build-container.sh

EXNAREFAR

1. £ packages/123456789012-SAMPLE_CODE-1.0/src/application.py FIEXRARERF
KR53,
2. BEWERS , Fiz1T 3-build-container.sh,

aws-panorama-sample$ ./3-build-container.sh
TMPDIR=$(pwd) docker build -t code_asset packages/123456789012-SAMPLE_CODE-1.0
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Sending build context to Docker daemon 61.44kB
Step 1/2 : FROM public.ecr.aws/panorama/panorama-application
---> 9b197f256b48
Step 2/2 : COPY src /panorama
---> 55¢c35755e9d2
Successfully built 55c35755e9d2
Successfully tagged code_asset:latest
docker export --output=code_asset.tar $(docker create code_asset:latest)
gzip -9 code_asset.tar
Updating an existing asset with the same name

{
"name": "code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"98aaxmpllclef64cde5acl3bd3be5394e5d17064beccee963b4095d83083¢c343.tar.gz",
"descriptorUri":
"1872xmpl129481ed053¢c52e66d6af8b030f9eb69b1168a29012f01c7034d7a8f. json"
}
]
}

Container asset for the package has been succesfully built at ~/aws-panorama-
sample-dev/
assets/98aaxmpllclef64cde5acl3bd3be5394e5d17064beccee963b4095d83083¢c343.tar.gz

CLI 283 M assets XHXRHHRIBRFRR=HEFTEFIEE,

EL£ERFS , 51217 4-package-application.pyo

#T7F AWS Panorama #2%|8 B EN N AREF T H,.

ERNARRF.

ERER,

ERATHTRIUBENAREF. MRFE , EUUERNARFEEE. BEINIMRZSH.

N o g &~ w

ERITEAEE

TOINARFSFITEYNMEER, EFHECHER  BFERERTINEE , AEEHR AWS
Panorama RIATE/F CLI MEERNE~S A,

LT R BIEA MXNet SSD ResNet 50 5 |, HA AMNAIEREEH GitHub FMEEF THIZES
ssd_512_resnet50_v1_voc.tar.gz
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R AR R R A I

1. EwBERSXHX , NCEENER, il , i
packages/123456789012-SSD_512 RESNET50_V1_V0C-1.0/,

2. EHMUTNENEFZEW.

- MARFER - graphs/aws-panorama-sample/graph.json

- BFEBIE - packages/123456789012-SSD_512_RESNET50_V1_V0C-1.0/
package.json

3. ERFBBENXH (package.json) ., Ff assets ERANEHA,

"nodePackage": {
"envelopeVersion": "2021-01-01",
"name": "SSD_512_RESNET50_V1_vocC",
"version": "1.0",
"description": "Compact classification model",
"assets": [],

4. ITRAEFBHEBHFXH (descriptor.json). E#H framework  shape B , LACERHE
B,

{

"mlModelDescriptor": {
"envelopeVersion": "2021-01-01",
"framework": "MXNET",

"inputs": [
{
"name": "data",
"shape": [ 1, 3, 512, 512 ]
}
]
}
}

shape {8 1,3,512,512 R EEBANEGHE (1). SKESGTHNEERK (3-46. &E
MEE ) URBBHRT (512x512) . BANENIIFRERTR,

5. fEMA AWS Panorama R FATEF CLI & AERE, AWS Panorama M AR CLI & B A iR 7F 3
HEHIBEEH —BHM assets XX | HEFEFELEE.
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aws-panorama-sample$ panorama-cli add-raw-model --model-asset-name model-asset \
--model-local-path ssd _512_resnet50_v1_voc.tar.gz \
--descriptor-path packages/123456789012-SSD_512 RESNET50_V1_V0C-1.0/descriptor.json
\
--packages-path packages/123456789012-SSD_512_RESNET50_V1_V0C-1.0
{
"name": "model-asset",
"implementations": [
{
"type": "model",
"assetUri":
"blal589afes49b346ff47375c284a1998c3e1522b418a7be8910414911784cel . tar.gz",
"descriptorUri":
"a6a9508953f393f182f05f8beaa86h83325f4a535a5928580273e7fe26f79e78. json"
}

6. EL{£EHE  EE1T panorama-cli package-application,

$ panorama-cli package-application
Uploading package SAMPLE_CODE
Patch Version 1844d5a59150d33f6054b04bac527a1771fd2365e05f990ccd8444a5ab775809
already registered, ignoring upload
Uploading package SSD_512_RESNET50_V1_VOC
Patch version for the package
244363c74d01e082ad012ebf21le67eef5d81lce@destdbadlae2b69d0Obc498c8fd
upload: assets/
blal589afe449b346ff47375c284a1998c3e1522b418a7be8910414911784cel.tar.gz to
s3://arn:aws:s3:us-west-2:454554846382:accesspoint/panorama-123456789012-
wc6bmb5eishfiasissz5jefhx
63a/123456789012/nodePackages/SSD_512_RESNET5@_V1_VOC/binaries/
blal589afe449b346ff47375c284a1998c3e1522b418a7be8910414911784cel. tar.gz
upload: assets/
a6a9508953f393f182f05f8beaa86b83325f4a535a5928580273e7fe26f79e78. json to
s3://arn:aws:s3:us-west-2:454554846382:accesspoint/panorama-123456789012-
wcbbm5eishf4sissz5jefhx63
a/123456789012/nodePackages/SSD_512_RESNET50_V1_VO0C/binaries/
a6a9508953f393f182f05f8beaa86b83325f4a535a5928580273e7fe26f79e78. json
{
"ETag": "\"2381ldabba34f4bc0100c478e67e9ab5e\"",
"ServerSideEncryption": "AES256",
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"VersionId": "KbY5fpESdpYamjWzZ@YyGgHo3.LQQWUC2"
}
Registered SSD_512_RESNET50_V1_VOC with patch version
244363c74d01e082ad012ebf2le67eef5d81lce@desdbadlae2b69dObc498c8fd
Uploading package SQUEEZENET_PYTORCH_V1
Patch Version 568138c430e0345061bb36f05a04a1458ac834cd6f93bf18fdacdffb62685530
already registered, ignoring upload

7. EFRNAREAB, AP, RBANEESEH. BRPNHNFERBIERE process_results
FER,

def process_results(self, inference_results, stream):
"""Processes output tensors from a computer vision model and annotates a
video frame."""
for class_tuple in inference_results:
indexes = self.topk(class_tuple[@])
for j in range(2):
label = 'Class [%s], with probability %.3f.'%
(self.classes[indexes[j]], class_tuple[@][indexes[j]])
stream.add_label(label, 0.1, 0.25 + 0.1*j)

RESWER B EFEEEH preprocess Hito

T Al 32 ] £

ENARFFEGREIER 2, C2RBRBENHFREREISL , EEMTER, NA

BFEANEREZEES =/ HEEEWN 224 x 224 GEEG , UEEAEE-ENRAR. NARFF

BIHEERGRN 0 I 1 2ANKT , BREZHAENFEE , BRUGEES MRS HEHEH. &
&, CEFHRBEEFFERRNERTULEN NumPy B4,

Example application.py - F&tE

def preprocess(self, img, width):
resized = cv2.resize(img, (width, width))
mean = [0.485, 0.456, 0.406]
std = [0.229, 0.224, 0.225]
img = resized.astype(np.float32) / 255.
img_a img[:, :, 0]
img_b img[:, :, 1]
img_c = img[:, :, 2]
# Normalize data in each channel

kb2 E 15
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img_a = (img_a - mean[Q]) / std[0]
img_b (img_b - mean[1l]) / std[1]
img_c = (img_c - mean[2]) / std[2]
# Put the channels back together

x1 = [[01, [1, [11]

x1[0]1[0] = img_a
x1[@][1] = img_b
x1[0]1[2] = img_c

return np.asarray(xl)

HEREN 0 NP O AITNSEE NS HERE, ESNATI

R—MIRERE , BEMREARELKBRTE,

{# A SDK for Python &34

2RISR AR A

Example application

EATF Python WEHIT A TESFERLZFLS# CloudWatch,

.py - SDK for Python

def process_streams(self):
"""Processes one frame of video from one or more video streams."""

logger.info('epoch length: {:.3f} s ({:.3f} FPS)'.format(epoch_time,

epoch_fps))

logger.info('avg inference time: {:.3f} ms'.format(avg_inference_time))

logger.info('max inference time: {:.3f} ms'.format(max_inference_time))

logger.info('avg frame processing time: {:.3f}
ms'.format(avg_frame_processing_time))

logger.info('max frame processing time: {:.3f}
ms'.format(max_frame_processing_time))

self

self
self
self

.inference_time_ms = 0
self.
self.
self.

inference_time_max = 0@
frame_time_ms = 0
frame_time_max = 0@

.epoch_start = time.time()
.put_metric_data('AverageInferenceTime', avg_inference_time)
.put_metric_data('AverageFrameProcessingTime',

avg_frame_processing_time)

def put_metric_data(self, metric_name, metric_value):

GHEETEGKNTLEMRTE , X

"""Sends a performance metric to CloudwWatch."""
namespace = 'AWSPanoramaApplication'
dimension_name = 'Application Name'

f§ A SDK for Python E{&35#x
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dimension_value = 'aws-panorama-sample'
try:
metric = self.cloudwatch.Metric(namespace, metric_name)
metric.put_data(
Namespace=namespace,
MetricData=[{
'MetricName': metric_name,
'Value': metric_value,

'Unit': 'Milliseconds’,
'Dimensions': [
{

'Name': dimension_name,
'Value': dimension_value

.
{
'Name': 'Device ID',
'Value': self.device_id
}

1]

)

logger.info("Put data for metric %s.%s'", namespace, metric_name)
except ClientError:

logger.warning("Couldn't put data for metric %s.%s'", namespace,

metric_name)

except AttributeError:

logger.warning("CloudWatch client is not available.")

HNBERBLEREIEPIENEZTHNAE, ABTaws-panorama-sample.yml
CloudFormation 4R # & X

Example aws-panorama-sample.yml|

Resources:
runtimeRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
Effect: Allow
Principal:

f§ A SDK for Python E{&35#x
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Service:
- panorama.amazonaws.com
Action:
- sts:AssumeRole
Policies:
- PolicyName: cloudwatch-putmetrics
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action: 'cloudwatch:PutMetricData'
Resource: '*'
Path: /service-role/

IR AR ER pip Z% SDK for Python ME KB, WENAREFBEN , Dockerfile &1
TS EEMMEGHNEM FR2ERE,

Example Dockerfile

FROM public.ecr.aws/panorama/panorama-application

WORKDIR /panorama

COPY . .

RUN pip install --no-cache-dir --upgrade pip && \
pip install --no-cache-dir -r requirements.txt

EENAREFREPFER AWS SDK , BEESERUFIMSARFERANRE APl BRIENNER, 1-
create-role.shBXR#HITE NN EBEEZITREF CloudFormation #ik, RE , NEXIEEIN A
BFR1EH,

NTEAREARANBERRNERE  KREMEZREERNETPNER Resource EEBMIEN , B

REFHPURBIEE, AXBIRSIENREENTRNFAGE  FSARSENSERNEE,
RIRM SRR

RSB IR

BXBEH AWS Panorama M ARERF CLI NKFHHBREENARFMEIZERFIMNILA , i5SE CLIHY
README X4,

» github com/aws/aws-panorama-cli
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METHEFZROIKREBMNRTE  WEESEBHRIENAREFNR |, FiFR AWS Panorama RHI1E
&,

+ github com/aws-samples/aws-2 S B R
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XENITENARERNREL

AWS Panorama X # /A PyTorch, Apache MXNet 1 TensorFlowtdZBHEH , HEPENAREF
B , AWS Panorama 27t A SageMaker | Neo H4miREHNIER, LJEMLRFEHA S A SageMaker | Neo 3
BWE , B AT LUE Amazon SageMaker Al iF KN R 2E R,

RTHERAHRNELZZERNESG , AWS Panorama &% FH RTSP iUz Z H.264 HiIEH
MIH. AWS Panorama Mid 7 & E RFGLHW R,

Sections
- TENES

« XENREX

XIEFHES

HIBN AWS Panorama WENRARFEN , REERENABRFATITENARNNR[ZIER, &9
DIERERNERRHEAOTIERMTYIGER, REERHEB S ERMYISGREDR,

(® Note
BXBEEA AWS Panorama MM EZERP IR  BESREEFZAM,

BB N FAFEFAT , AWS Panorama £/ A SageMaker | Neo 4RiRE5 R FENITENMBEER,
SageMaker Al Neo 2 —M4miEss , AILILIEREUEBHRFEARLERZTT , ENRFEAUURT S 4
IT&E = (Amazon EC2) HWYSEHI , B A AR B &R % , HIEIAWS Panoramai® &

AWS Panorama 3z Apache MXNet #1 TensorFlow A SageMaker | Neo X 358930 1% % hx
K, PyTorchidZBECHERRS , A LAEH SageMaker Al Neo % 1T BA B HHIVEZR IR AR, 7E
SageMaker Al 1 , A UMERARNENE GO EKEE,

BXTE AWS Panorama FEAERNEZER | HSH ITEVMEER,
X ERGL

AWS Panorama ®& xR BES At M &5 H RTSP BB HLH H.264 M5HHk. NFARKF 200 7
BENBGEAARARN LR , REL2TRGE /DT 1920x1080 FEH R B RIELEHZER KD,

LUTHEEGLBEELXINR , 15 AWS Panorama & 3# %A :
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i — M3057-PLVE., M3058-PLVE., P1448-LE, P3225-LV Mk II

BRIZFZFWNEMHNKE , S AWS Panorama Appliance #3E,

LaView— LV PB3 -040W

Vivotek — 0-H IB936

Amcrest — M-841B IP2

Anpviz — IPC-B850W-S-3X, IPC-D250W-S
WGCC - Dome PoE 4MP ONVIF

X R
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AWS Panorama Appliance #13%

AWS Panorama Appliance

A1

S E 7 GPU
BAAM=

USB

HDMI %i

B R
B 4 A
B A B R AR 3

EMI/EMC ¥ %

A1 R
THERE
THEEE
FiORE
FHORE
B

LIRIET

aM

BERUTEHAAE,. N THMERETRE , FSRBIERAYXE,

e

4 32GB RAM B Nvidia Jetson AGX Xavier

2x 1000 Base-T ( FIK=FT1 )
1x USB 2.0 1 1x USB 3.0 Type-A f [
2.0a

7.75 % x 9.6 Y x 1.6 F (197K x 243
ZXK x40 BXK )

3TEE (1.7 F=)

R E 100V-240V 50-60Hz 65W
IEC 60320 C6 ( 3 7L )
IP-62

FCC# 15 %% (X8 )
IEC-62368

-20°C Z 60°C

0% | 95% X EE

-20°C Z 85°C
EEETAZES., SETHENEEN 90%
BEIZSRERR (XE )
MERZEFMILE

RENE
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Hir 7B

BIRE BHER (1.8K)

B R 22 74

BB B B FF 5%

RASFML LEDs A4%7E 3 & RGB LED $E7RIT

®R&EH Wi-Fi, B SD F1F6EIhEE , BT A,

AWS Panorama Appliance BiFABA T REERSH[VR LR, B LE 19 ZTHHE side-
by-side L ZER A 1RK .

RENE 39



AWS Panorama FRARIER
AR 55 PR &t

AWS Panorama £@X & EKF Rl 2N R FRNBEBENNAREFEH ., MREBESN AWS Xig6EH
AWS Panorama , N EEE 2 35E A T84 X8, AWS Panorama FREIAF AJ %,

AWS Panorama AR R 2FRE. NARFTRRESNNARFEH.

- 1% - FIMXEES 50 AEMIRE.
- TREHE - 8MXE 50 MRHEE , NME&RS 20 MRA,

- NARFRS - BARERS 10 MNERAER. BIMNABRFRSIUUKE 8 MEEHIIR. 84
REFFRHOEFFEERSIH 200,

LB AWS Panorama R F#EF CLI 5 AWS BT X TES 5 AWS Panorama lREE&SFERART
FLEE A T &3 1T/ AP AR $., AWS Command Line Interface8BW R Z A LA H 5 MER,
RIS ERNI D AP BESTHNAER 1 MEROEE,

BXRBREMTEYXR , BHRRSEIZEGA |, S Amazon Web Services —fi8SZEHREEF AWS
Panorama i = F R & .
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AWS Panorama X E

A LAE A AWS Identity and Access Management (IAM) SREE 3T AWS Panorama BRE &R ( 20
RENMMARER ) WiHRNE. X FEKFRERANAF AWS Panorama , #27] LATE X BR SR BE A B 18
BR , ZRBEAUNAT IAM A, EEEEBENARFANR , BE-MNEAEHRESELENAR
Fo

EEELKFPRAPHNER , H#EA AWS Panorama BEMNFEERE , RETRE. EEEiHEHAM
AWS IREMNRF e ARRFMIEZ EE,. EFEFRURNNARFPEAE,

AWS Panorama & EEERFHIGE AWS RSN ERNNRN AR, BENACERSARKE
BRI EMRSHWERS AR Z—. AWS Panorama

NMAEFAGRENNARFCENRMRS A , ATRTFTNARFER AWS BREHER AWS
SDK for Python (Boto), ESIENARFAE , LEEEENRIEE AN,

A EREFT N RIR |, ARERLEER T EHIAASZAERRBREAFRR, S, BULNNAERF
By Amazon BIRE R (ARN) IEHEEX , ERAFREAFB QS EECBRNNARFNENF. AX
BFEREIFNRBFENZS  FSARSENSEHHWAWS PanoramafyRE, FRMEMHE,

BXEZEERE , FZH IAM AP EEHRHNTLE IAM?

£l

- AWS Panorama HWE T S #) IAM 5B
« AWS Panorama R A €& ¥ R 55 %R
- ANAERFEFNR
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AWS Panorama HWE T 558 IAM KB

ERFEMKF AR AWS Panorama BIXER |, BRI LAFE AWS Identity and Access
Management (IAM) FERAE T HANER. NETHONREEATERARXEKN IAM A6, &
AURFS - NKFHFHNAFEZNKSPRABEMIFEEZHN AWS Panorama BRI FR.

AWS Panorama 121 E XK | 12 F 3 AWS Panorama API #2ERIFRIRE , EEEE R TET
WA EMRS , BTFFAXFMEE AWS Panorama &R, AWS Panorama BIEEEEFNEERK |, 1
RIEW AP ENEFHIEEL M FEITIHE,

« AWSPanoramaFullAccess— E#tX} AWS Panorama, I 5i# S3 9 AWS Panorama A &
AWS Secrets Manager. FHIRZIUEP L S 1RE BENTLHE R CloudWatch, BEH
AWS Panorama BRI RSHEXBBWNERE, EF K

AWSPanoramaFullAccess KB A FEFRIE AWS Panorama &R , B EH AWS Panorama 24l
BERWAME SERZEHEXTPNE, BERFIXLENR , BRMT KB,

« ResourceGroupsandTagEditorFullAccess— & & B %

AWSPanoramaFullAccess FKEEASIEM AWS Panorama 24| 8 MR EZHWNE, B FIiXLEN
BR , BRI TR,

« ElementalAppliancesSoftwareFullAccess— & & BUK

RERBET AP RENNR , MARGAS TSRV TR, ERTERMANES  ETNGER
CHRBERRE A RRAERE. £ATE T RREENRERER,

0 tIBRSAE
BXfEA AWS Panorama 25| &8 , BEEIREAE AWS Panorama RRZFERANERESAGH
MR, BSALRTFTRSEERERSHMBERZIRENNR, ERFAFHEMNERZE |, HE
Bt AE,

BXTHTER& AWS Panorama F A FIXREE N ERMFHNIFMER , BSHRARSBENSESFNH
AWS Pnorama BVIE{E., BIRMSFMHFE,
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSPanoramaFullAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorFullAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ElementalAppliancesSoftwareFullAccess
https://console.aws.amazon.com/panorama/home
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awspanorama.html
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AWS Panorama [RZ B BMERS TR

AWS Panorama A HftE AWS JREKEE AWS Panorama 8% . FHBENSANAEFRFRER. R
SABRTRSEERARIEHMBSKENNR. HEEHREZEF AWS Panorama #2H| &8 , LR o)
BUTHRSAE

« AWSServiceRoleForAWSPanorama— f&iF AWS Panorama B3 AWS ¥JBM. AWS Secrets
Manager #1 AWS Panorama ##9 &R,

FEEX B . AWSPanoramaServiceLinkedRolePolicy

« AWSPanoramaApplianceServiceRole— 721 AWS Panorama &8 & Ff B & L E| AWS Panorama
BIEH Amazon S3 #EARHMNFIREXN R, CloudWatch

FEE R - AWSPanoramaApplianceServiceRolePolicy

EEERMASN AALHNE , BEA IAM 254, EUENERLT , BENNEMNETE AWS
Panorama AN G BERCEN AR, Hl0 , RAWSServiceRoleForAWSPanoramai® ¥ RS A 8]
HEZ panoramaF ZEM AWS loT BIRH R,

Sections
- RPEERAE
- FAEMRS

R RBEAR

AWS Panorama i& & f#f AWSPanoramaApplianceServiceRole A& HEIEKF N ER, %
REEPFAE E£Z B CloudWatch &% AWS Secrets Manager, M A iEEUR G ALE B ZE LA K% (R
AWS Panorama & 2L 5 7 f&] 2 7% AR S5 (Amazon S3) #A RN AREFTE,

@ Note

MRAEFMERRZFHNR, ERTFENNAEFER AWS BRSHNR , BEIBNAEF A
==

REAE 43


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSPanoramaServiceLinkedRolePolicy
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSPanoramaApplianceServiceRolePolicy
https://console.aws.amazon.com/iam

AWS Panorama FEANGIER

AWS Panorama N &k FHNFIEIRZEAMRNRS AR  HET2EBKFEAAR, A THENE
2F  Bu SRR ACHNETREABEBEFNTIIIESE  HEEAACKERFRSHBKS FER
FIUPRAT | X R ERIERE,

EFMRZABEERRE

1. 1£ IAM BH & FITHFIRE A | AWSPanoramaApplianceServiceRole
2. ERERBEEXR.
3. EFMRMAR K AREREMEETRE,

UTEEREIE—NEMY , ZEXHHRE AWS Panorama BEREA G , EAXNEKF FHIRE
1T IR, aws:SourceAccount &&5F AWS Panorama IEEMWIKF ID 5488 EFKKPK S
ID #1THE,

ExamplefS{E5KBE - $5E MK

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "panorama.amazonaws.com"

}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"

R — R & AWS Panorama , F AFENEBEERZENAE | B LUET ARN EEIR
%o aws:SourceArn &4 AWS Panorama IEEMIRZH ARN SEBEEERKEHH ARN #H1TH
&,

RIrEEAE 44


https://console.aws.amazon.com/iam/home#/roles/AWSPanoramaApplianceServiceRole?section=trust
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ExamplefS{E5KEE - £ MRZ

JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Principal": {
"Sexvice": "panorama.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn'": "arn:aws:panorama:us-east-1:123456789012:device/
device-lk7exmplpvcr3heqwjmesw76ky"
},
"StringEquals": {
"aws :SourceAccount": "123456789012"
}
}
}

MEEEHAEHRBRIRE , AL MERER ARN &4 , REERAFMNIZE ID BRI,

ARXEZHNESER  URBRSEAACHRKS RRNNZEKRESXKE , F5H IAM AFEE
PR EERIERE,

FEREMRS
AWS Panorama ELA FIRSHRIEHIF R FIR :
« AWS loT - AWS Panorama ixZHEY). KB, iEPHFEL

« Amazon S3 — ATEFERNARFESR, RENEENEAR.
« Secrets Manager — AWS Panorama & &M & H&EiE .

EREMRS 45


https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiot.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazons3.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awssecretsmanager.html

AWS Panorama FEANGIER

BXREBURSH Amazon FIRAE (ARN ) BXINRCENEE , FSHRLIRHPEZEIINIAM A
FiEERNER,

EREMRS 46



AWS Panorama FEANGIER

[8] B A 72 7 352 T A PR

FBALANARFUE—NAGURFHIER AWS REWR. BRINERT , RARFSEEMN
Ro &AILLE IAM FEIZNAEFAE  AENEHRANEIRANARERF. ERACARFRTH
FENNR , BAECER-IMEBERE API RERRNBE,

RENARFSEATOENARFEARDN CloudFormation iR FEIZAS, X2 AWS Panorama 7] LA
HENERSAC., AR FMARERFEA L&IEFR CloudWatch IR,

Example aws-panorama-sample.yml — N AfEF A E

Resources:
runtimeRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
Effect: Allow
Principal:
Service:
- panorama.amazonaws.com
Action:
- sts:AssumeRole
Policies:
- PolicyName: cloudwatch-putmetrics
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action: 'cloudwatch:PutMetricData'
Resource: '*'
Path: /service-role/

SERBUERE A Action MEREE AP BRFSE K FIRRKY R ILEIA B @ E b RS 5% F R

BX AWS Panorama FIXRMNEZEE |, iFH AWS Panorama R,

NARFAG 47


https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/aws-panorama-sample.yml
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&I AWS Panorama i%&

AWS Panorama B & 2EITNARFWEH, EJLEHA AWS Panorama B4l &FMigE. EFHE
RUEHOHIBBRARERF. AWS Panorama ¥ & EWHEEZZIREYR , QBN NRARERZIEMR
i, HEEENE RS LEE RUHHE L,

REFRBEJHMRFTRER , EULIMREHNAEENAREF —EER. ERLE AWS
Panorama #2#| A EERGIERE. BENARFER , B UERERIR R B B RS BL RSV ATRN
ftaL 3,

EXEARBNARFENE AWS Panorama IR&ZH#E , 52 AT AWS Panoramas,

FHB

- & AWS Panorama Appliance

« ;¥ AWS Panorama Appliance ZEZZI &K W &
« 1£ AWS Panorama FEE RS VLMMR

« £ AWS Panorama Appliance - B2 N HREF
« AWS Panorama &% R M =T

48
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B AWS Panorama Appliance

BRI LA AWS Panorama ZH|I B EE. AR ES AWS Panorama Appliance M E 3R A %%

ERERE , BRBAIIEEDWHBPIRE, RETEE AWS Panorama FEIZER , A TREEZHN
REHIDAERMNIE,

EEH AWS Panorama AP| JEAH& % |, 52 R HaHRTiREEM.

Sections

- EHIRERY
« EHERE

- ERRE

- BEERE

EIRB RN

O LAE AWS Panorama B HIAFEFEMNHBIRENEHHEH ., EFUURSLEN , ol 2%
B, UMLENEFHAAR , #2HESRREHTNA, BUUERZRENE LENAAEER.

BEIRE R
1. #TFF AWS Panorama 2% & X% H,
2. EFERE

3. EFERE.

4, BERSHHET K ERLTEREER.

System software Install software update
Version Updated date
4.1.34 10/12/2021, 10:02:04 AM

» Update history

5. BEMERAE  RRERLRR.



https://console.aws.amazon.com/panorama/home#devices

AWS Panorama FEANGIER
TR

MBHREFEATIRS , WA LAEA AWS Panorama 12 & & 1 52T 44 FHMIERME%< AWS loT &R,

i BR iz &

1. #TFF AWS Panorama 12 H| A 1ZE NH,
2. BEBREZEW.

3. EEMIER,

4. BWMANREBBMHHEEDER,

MBI AWS Panorama RS FMBRE R |, iR2 LHNHRIETFLBIHEK. CEUHIMMIRE T EER
2| AWS RS , H BEEEB 2RI EEF T

ERRE
TR ERERRE.
BREE

1. #TFF AWS Panorama 12 H| A 1ZE NH,
2. BEBREZEW.
3. ERER.

BHASBIRZEEAE—FHEHE , EREFRR, EERES | IR LTMEEBIERE AWS loT, EFH
AWS Panorama APl ER&R% , B8 EFEHEE.

EERE

EETRXEHBIFTEAKSEARE , LNEERBAAFTNILEPEFMNE. EBERZF2NAMEN
B ER A MRS B BR PR K 7 34

EFREERE , KTEBRZERARN. BNREERENEER 5 Wi, WFRMERE , REE
RMI2AGEE, SERBERTANZEEBMERSIMITIRZEE.

FHALEERZHRYE , MARBRRE LNIER, BXESEER , H5H BRANEER,

AHIRE 50


https://console.aws.amazon.com/panorama/home#devices
https://console.aws.amazon.com/panorama/home#devices
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£ AWS Panorama Appliance & 2 Bl & #Y P £&

AWS Panorama R & & ERAHEREE AWS Rig MG A P FENME, BRLUFRZEET AR
Bt 5 E ARG BN K, SR IRBNFNMEEZO D EZITEN TN, TeBER , &
BRI IRBOMGEELT M | U IERERTG REN ZEI AR

Sections

s BANMEEE

NE ML E

B B AR S5 15 R X AR

B (& 7S 4t ) 48 175 (8] AX BR
IEER

BAMEEE

REAMMAAM T O, NREELENRAREEAHRZINABERE , WA LEASE = MrAE
RAR , U EE-—NrONYEEEPH. BEEENKREHS  £RE REEEI RGN AR BB
M, FIELEREHAFRAE TS XNEF AEME,

On-premises

Camera network

| AWS Panorama Appliance

JARYAR
FLLLL W\y
| |

—D— Qe

TTTTT P cameras

LiLLL
Imrnrn

LiLLL
LA RAI

Router Firewall Internet

BRREZFFEVENRAMBELINFAEE SR BEERS L RNR M ELE A 5 4% 175 R R

MR E 51
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X E M LB

NESZEM  BUUERRETERGVINETENERMEZEMEH, ZREFGVMEZIZEZ ML
Z BB RERATFIRZHRIMFAR. NRHTFLZELEZR , ENEGVINEZ XA TRERSE |, &7
RREENXMEZ , MARTRBYINEEZSEN A FIH R BB EAHES L,

UTFROERTRBEES MO LEEITEN TN, BEHBFT etho HMOBTERIRENMEN T
ML, FR/ethl OB TERINEBRMH 7ML,

On-premises

Restricted network Internet-connected network
Lilll 1Ll

: = :: IP cameras ’ AWS Panorama Appliance

:-H-n-l -—--l-u-u-: ———————————————————————

: : IethO subnet | I ethl subnet I
. 1k ! :
I [} I
I | I J,
: Router Firewall : : Ro'u er Firewall | Internet

& O] LATE AWS Panorama ##| & FHEIAE N R A/ IP it F MAC ik,
& AR %17 8] #X BR

EMERE , R RRBEENERIEEN IP ik, RANER IP it AR AEERE , HEARIR
BEKNRABELR U R E2TL,

ZIRFZ A AWS RS RIDARFEFMMELE . BB KEU R T RBEEDIX LR R
BERR 15 [7]

« AWS loT ( HTTPS # MQTT , # 0 443, 8443 % 8883 ) M Ri&& &S AWS loT Core o &
KEHMEER , S5 Amazon Web Services —fixZZHH AWS loT Device Management Ui 5 4 FR
o

« AWS loT &Zif ( HTTPS , #% 0 443 ) credentials.iot.<region>.amazonaws.comflFig
Fo

« Amazon Elastic 28 M& (HTTPS, #wH 443 ) -
api.ecr.<region>.amazonaws.com, dkr.ecr.<region>.amazonaws.com HFi3,

NEMEEE 52


https://docs.aws.amazon.com/general/latest/gr/iot_device_management.html
https://docs.aws.amazon.com/general/latest/gr/iot_device_management.html
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« 53 CloudWatch ( HTTPS , #igH 443 ) —monitoring.<region>.amazonaws.com.
« W5 CloudWatch B ( HTTPS , i 0 443 ) — logs.<region>.amazonaws.coms

« Amazon Simple Storage Service ( HTTPS, %M 443 ) - s3.<region>.amazonaws.com, S3-
accesspoint.<region>.amazonaws.com f¥iF,

MRENNARFAREMAWS RS, NRZFEFEZTAXERSHLHETR. BRESER , §5
158 AR 55 i SR BRE

i 2N 3t ) 465 17 18] £ PR

& BB E RTSP MR , EFASEIERMBE. RENHKE , A FEEENDET 554
#% 08 RTSP 3% , B AR B EB MM EBME A,

A3 15 [A]

« RESREATD ( RTSP, 0 554 ) - A FIREURGH AR,
« MERRIPML (NTP, %0 123 ) - AFiRFHNRHREBRS, MBREEZEEME LT NTP RS
25, MRt LUBN BEBRERE T/ 3 NTP RS 88,

FhRER

WRERF AWS Panorama R ZFZBBEEE VPN EEWFAE VPC FRH | MFEEH R BB AWS,
A LAfE A Site-to-Site VPN =} Direct Connect fE A1t 3% R85 Fl 2 A 812 VPN E3E AWS, EEWFL
B VPC ¥WF , WO UBIEBLET R , iR EEE Amazon FREEFEERSMEMRS. AWS loT
BEXEZER , BSH R EEIRAEFN,

B B AN 3 ) 4% 1 ) A PR 53


https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html

AWS Panorama

£ AWS Panorama R EE RSN 7R

FRARER

EFASTREM N N AR EBIERR , i AWS Panorama ##4l& . — NN ARF ] ARG E
BN, 2B LUEZERIE — MR

/A Important

DI 72 o] BUZE S B4R AT A ELEE SR A9 A 3th 9 43 3% R Y R AL LSO . N BRWIIR R £ |,

FEHWMEE B NN A TR RTSP &, BXEZEE , i55H AWS Panorama ':F'E’Jzzé
.

MR GV IR

1. 3TF AWS Panorama 12&l& H B3R KE T H.
2. EERMBIEFRR,

Add data source

Camera stream details info
Mame

exterior-south
Description - optional

Stream 2 - 720p

3. BEUTRE.

« B - REBAIATRB B
< R - NREY., EUERHEMAFAEEHRERRE,

BB 54


https://console.aws.amazon.com/panorama/home#data-sources

AWS Panorama FEANGIER

« RTSP URL - 5 E&E B IP #hut MR EH URL, 0, rtsp://192.168.0.77/1ive/

mpeg4/
- Zif - MRFEARBRPBRGIATR , BIEEAFRBNHRE,
4. B‘ERE,

EEH AWS Panorama AP| SEMHREHISIR |, S BT Z £,

BX5 AWS Panorama Appliance BN RGILIIR , B ZHFNITEVUXERMNERESGL,

& T LATE AWS Panorama &l & 5 il BR IR SR A5

BERR B AR

1. 3TF AWS Panorama 12&l & #“HIERKE T H.
2. EERBHBIMIR.
3. IEERMIBREIERIR,

MEREFBRBEVIRTISENFARFFLEZET , B FAAM Secrets Manager F I BRBEEHLE
if, EMIERZ4A |, {5 Secrets Manager & A .

BT 55


https://console.aws.amazon.com/panorama/home#data-sources
https://console.aws.amazon.com/secretsmanager/home#!/listSecrets
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£ AWS Panorama Appliance - 2R HRERF

MARFRAB, EENEENEASE, &£ AWS Panorama ZHIEMNIRZNH , BANEERE NN
ARERF,

#£ AWS Panorama Appliance -t B2 AEF

1. $TFF AWS Panorama ###| & #1ZZ WH,
2. EERZ.

ERENNARFRNHERENEINRENNAERF.

EALLREENETINRZFRERERBFNNRAESF , REAFRAEREESTHONARRF. &HT
UnENARERF ( EEESTHHERRONARZER ) , SESEEHTEAR,

BRAERF 56


https://console.aws.amazon.com/panorama/home#devices

AWS Panorama

FRARER

AWS Panorama iX & 240 F 5 R~ET

AWS Panorama &M EBERZHM EFERD LED {7 , A TEREZRDFMMEEE,

Status . Network

RSB
LEDs BB & H NG RRS, BBNEGRE=F—X, REAGRER —K,
R LED RS

« FITRENS - REEER3D.

« ZITKRE - RBBTER.

- BREAGES-RFEEEHEEX4HZRME AWS loTEM.
o BETPORNK - RFIEER A SREEHZE USB Eahes.

o AMTHRENS - REFERILEFBIHERII A,

- BITERBNK - RE EEMERHMAVRMFIRA,

< RITHRBEAL - RE EEREKERFRE,

& AT
W% LED BAUTRE :
W% LED 475

o FITRT - UAMBLS EiEE.
- BN - REEEBEIMERITER
© OITRSE - REZUAMBEL,

BEMERET
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BRMEE R
BFEMEBRANTREEANRFETH. EBRARDEAMB, A MRLTRERRE.
BEGRE

1. RELABABRRAXALRR, BEXARZER , FREBRRE 1 W, ARFEXRIFIIT
Blo RILFIKRAFE 10 ¥

2. BEBR® , BEAUTRELAS. BN 1¥. KE-XN5¥. NTHRESNZEANE
& |, BRI ZREF N RE,

- TREE - KRBERAEE.

MRE AR R A H W BR P B B B XA F R R o
« MRESHHBHFRE - BREE.

MRITBRGEMERNATIRE
« MRESREBRFRE - KEREE.

MAENSTRGERETNA T RS
3. MAMNMRE, RFEE , REETITEREBNKEILD o
4. RFHEFRER , REERITEKBNF.

EERBZTSFTEM AWS Panorama RS F IR, BXEZELR |, HSH TH 8%,

BIRMEEZRHE
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S AWS Panorama M AREF

R FTE AWS Panorama & L1217 , A TXASURMTITENARES . ETNELSAS
Python KB M BRFIEERMBRIUTENARNAREF , ARBLERMFEIIAEER AWS

Panorama &% L. MARF FHIMAIEEERER , BT AER AWS SDK H&ERKRIEE AWS AR

%o

FHB

- BENAERF

- 1£ AWS Panorama 4|8 P EENARF
- EFGBE

« AWS Panorama NHAEF/EFE

- NARFTR

- NAEFSE

- HEEINENBENEE
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HENAER

ERNBNARERF , BULER AWS Panorama NAERF CLI FHESALZHKS,  WERER , LENE
M= RARUBNRARFXA. 2ZBERANTATHINENTR , ANEFERE,

MREEKREBENARER , BSH Al] AWS Panorama SAIREUESk,

EXEHMNT BROINAREFNIFMAEES , S5 922 AWS Panorama N AR F,

Sections

« &% AWS Panorama N FEF CLI

- SARMAER

- HWERHIRE

- SAER

« LERRAEFREF

« fEF AWS Panorama 4l & HENAREF
- BaftNAREREE

=% AWS Panorama R ATEF CLI

ER% AWS Panorama R A2/ CLI #1 AWS CLI , A pip.

$ pip3 install --upgrade awscli panoramacli

EfEH AWS Panorama NARERF CLI WENARFREG , BEEMEA Docker, £ Linux £, EEE
qemu MAEXREE, BXRLEMEE AWS Panorama BARRF CLINEZEEL | 2R A GitHub
EEFN IR,

« gitub, com/aws/aws-panorama-cli

BXRFEHAE Windows FiR EMERIEM I WSL2 , IS 1E Windows F1& EFF K&,
SANARER

MEBEFEFERATIINARFRE=FRHEVNARR , BEEA AWS Panorama MNARERF CLI & A%
NARRF,

= 60


https://github.com/aws/aws-panorama-cli
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my-app$ panorama-cli import-application

L TERAENIKS ID EdBENARFRAEE. REEEMUAEIEKSHNIKS ID FFk. RNARE
FHEINZNKSE , KTAFNIKST 23S ANTENRAERF.

o, NEEWRAINARFR—IMBEN MG M8 SVFKS ID 58
Zimport-application@ S EMEwmABANER CLI NEH TEZEREFE R HMTHAIKS, 1D,
AWS

/aws-panorama-sample

### assets

### graphs

# ### my-app

# ### graph.json

### packages
### 123456789012-SAMPLE_CODE-1.0
#  ### Dockerfile

### application.py

### descriptor.json

### package.json

### requirements.txt

### squeezenet_classes.json

### 123456789012-SQUEEZENET_PYTORCH-1.0
### descriptor.json
### package.json

H OH O O OB

EHHBEREHNERXLINRARFBEL (graph.json) A, 123456789012 fFF# B 18K
K ID, LA Baws sts get-caller-identity®iAEHIKF ID AWS CLl,

$ aws sts get-caller-identity

{

"UserId": "AIDAXMPL7W66UC3GFXMPL",

"Account": "210987654321",

"Arn": "arn:aws:iam::210987654321:user/devenv"
}

HERRRE&

W R R RERIB T 27 Docker BREgRG AP | EHIIFEMRTE Dockerfile FEZEN N ARFRBHE,
8 AWS Panorama RIA#EF CLI build-container #3532 Docker MG H S H X R E M,

MR R E 61


https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/graphs/my-app/graph.json
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SQUEEZENET_PYTORCH-1.0
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my-app$ panorama-cli build-container --container-asset-name code_asset --package-path
packages/210987654321-SAMPLE_CODE-1.0

{
"name": "code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"5fa5xmplbc8cl16bf8182a5ch97d626767868d3f4d9958a4e49830e1551d227c5.tar.gz",
"descriptorUri":
"1872xmpl129481ed053c52e66d6af8b030f9eb69b1168a29012f01c7034d7a8f. json"
}
]
}

Container asset for the package has been succesfully built at
assets/5fa5xmplbc8c16bf8182a5chb97d626767868d3f4d9958a4e49830e1551d227c5.tar.gz

T RIZE N code_asset B Docker BR1& , HFNXHRESHE assets XHFXHHW .tar.gz
FHF, CLI 21RIER AR Dockerfile FTi& , M Amazon Elastic 25tk (Amazon ECR) H312HL
Ri FATE - E R AR

BRASRENI | CLIESNEFIHERA (descriptor.json) BIBES, AN EHERARBRT R
B FHENM —FRAFER R, AWS Panorama MARRF CLI 2 ERFEBEEFRMT —P 5t |
ATREREXMHETNEN. XEEMNSHRZEBBLEFER,

Example packages/123456789012-SAMPLE_CODE-1.0/package.json — i & 7=k

"nodePackage": {
"envelopeVersion": "2021-01-01",
"name": "SAMPLE_CODE",
"version": "1.0",
"description": "Computer vision application code.",
"assets": [
{
"name": "code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"5fa5xmplbc8c16bf8182a5ch97d626767868d3f4d9958a4e49830e1551d227c5. tar.gz",

MR R E 62


https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/package.json
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"descriptoxUri":
"1872xmpl129481ed053c52e66d6af8b030f9eb69b1168a29012f01c7034d7a8f . json"
}
]
}
1,
"interfaces": [
{
"name": "interface",
"category": "business_logic",
"asset": "code_asset",
"inputs": [
{
"name": "video_in",
"type": "media"
.

build-container T HIEEMNREA=BEMMNERFSEES asset FERWEMTE ., EHIE
BBl mMEH R code_asset,

SAEH

BHRARFNRSXIHRDEEEAEER  ELUURMTE, IREEMER, FHNERS
EHMERERRT X |, E6EH add-raw-model i FE S A,

my-app$ panorama-cli add-raw-model --model-asset-name model_asset \
--model-local-path my-model.tar.gz \
--descriptor-path packages/210987654321-SQUEEZENET_PYTORCH-1.0/descriptor.json \
--packages-path packages/210987654321-SQUEEZENET_PYTORCH-1.0

MREAFEEFRERF S , MWALERRAFBERPHANGEE, EUREEEMERRF M , HUE
BEIZE/IBERNENEE. flm, UTHARRT OFAER RPN AREFHRITZERE.

Example util-scripts/ .sh update-model-config

#!/bin/bash

set -eo pipefail
MODEL_ASSET=fdlaxmplacc3350a5c2673adacffab06af54c3fliadabfesta8be24cac687a386e
MODEL_PACKAGE=SQUEEZENET_PYTORCH

ACCOUNT_ID=$(1s packages | grep -Eo '[0-9]1{12}' | head -1)
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panorama-cli add-raw-model --model-asset-name model_asset --model-local-path assets/
${MODEL_ASSET}.tar.gz --descriptor-path packages/${ACCOUNT_ID}-${MODEL_PACKAGE}-1.0/
descriptor.json --packages-path packages/${ACCOUNT_ID}-${MODEL_PACKAGE}-1.0

cp packages/${ACCOUNT_ID}-${MODEL_PACKAGE}-1.0/package.json packages/${ACCOUNT_ID}-
${MODEL_PACKAGE}-1.0/package. json.bup

HEMER CLI EMS AEREF B RPNERT X428 , T2 RANHERA X4 ER. CLI
ERFNAETENETRERFEEE , RUTEERRRNEFNARFRBEREN N,

LENREFRAS

ELZIEMNRARFRS  SfREGFYE. RRXHREFEREBRRFXH , FH6EA package-

application &%,

my-app$ panorama-cli package-application

Uploading package SQUEEZENET_PYTORCH

Patch version for the package
5d3cxmplb7113faaldl30f97f619655d8cal2787c751851a0@el55e50eb5e3e96

Deregistering previous patch version
e845xmpl8ea®361eb345¢c313a8dded30294b3a46b486dc8e7cl74ee7aab29362

Asset fdlaxmplacc3350a5c2673adacffab@6af54c3fladabfesa8be24cac687a386e.tar.gz already
exists, ignoring upload

upload: assets/87fbxmpl6fl8aeaesdle3ff8bbc6147390feats7d85b5da34f8374974ecc4aaf. json
to s3://arn:aws:s3:us-east-2:212345678901:accesspoint/
panorama-210987654321-6k75xmpl2jypelgzst7uux62ye/210987654321/nodePackages/
SQUEEZENET_PYTORCH/
binaries/87fbxmpl6fl8aeae4dle3ff8bbc6147390feaf47d85b5da34f8374974ecckaaf. json
Called register package version for SQUEEZENET_PYTORCH with patch version
5d3cxmplb7113faald130f971f619655d8cal2787c751851a0el55e50eb5e3e96

MRRAFXHIEFEEEXEEN , CLI 23,

Uploading package SAMPLE_CODE

Patch Version ca9lxmplca526fe3f07821fb0c514f70ed0c444f34chb9bd3a20e153730b35d70 already
registered, ignoring upload

Register patch version complete for SQUEEZENET_PYTORCH with patch version
5d3cxmplb7113faaldl30f97f619655d8cal2787c751851a0@el55e50eb5e3e96

Register patch version complete for SAMPLE_CODE with patch version
ca9lxmplca526fe3f07821fb@c514f70ed0c444T34cb9bd3a20e153730b35d70

All packages uploaded and registered successfully
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CLI &8/ EFENE~ L& ZEKFEERN Amazon S3 AR, AWS Panorama HEEEEA
K, #ET DescribePackageAP| 2 BEXEARNES. CLI 8N N EFENA™ LEFINHESHRN
NiE , HRREFTE ERIANIEENEFME AWS Panorama AR,

£/ AWS Panorama &§| A SBN AEF

&R LAER AWS Panorama 2HI & MENAREF. EEBTRES , S LUERRHBL RGN T RE
BENARFAD , AEENARFTRARRHERED

HENARER

1. #TFF AWS Panorama ##l& 2 HEN N AEF TH,

2. EEWMEBNRAER.

3. HUNARFEEMNMNA graph.json MBI AREERP, EBT—F,

4. WABHAELR,

5. EBRMEDE,

6. EFEFTHIE,

7. MREHMNARFEAAE , ENTHXERIER, BT %,

8. EBERERE A RBEEENREZ. ERT %,

9. EEBRBIERSERT 6 EEEFWA , ARFNEELRFIMIERER. £ET—F,

-
o

 EEESRY  BEFRARENNAERETNRAERFNRE, BFT—F.
1. BEHE , RAEEETHK.
12. ZERBNNARFIIERT  EREERRLRSHNAERF.

HESREEFE 15520 o8, HNARFEFN , RENEHAEKNRAL TEARS. NREEE
BIRHE |, B2 BEHR.

Bt NRAREFERE

BRI LAE A CreateApplicationinstanceAPI BaiH TR ARFHEIE. API RAR/MNEEX4HENE
Ao NARFEEHBTEANEFIREXR, FS/NAXHREEXHN , ATEEDBENNNARER
BEPENES. FAZEXATULEZFERAERNNAREESE , UTENBREVEERTR I E N
AERF , AEEHMNARFHNIERE.

BREZEEURFTERENSRNTEIMAE , BS0 B LEAEFIE.
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£ AWS Panorama &8 FEBN AR

5/ AWS Panorama B #l A EEBEHENNAREF.

Sections
- ENREFINAER
o MIBRARAFIN TR

EMREFINAERF
BEFNARE  EEAERLT. BRUAREN  CUNERLRORER,
BEHNARF

1. #TFF AWS Panorama ###l& 2 EN N AEFTH.
2. EBRNRARER.

3. EERER.

4, RREACNEFRASINARER.

EE—ANREIAT , RERRUTESR , EXBBRIBRANEAEF. EAERLERERFLIE
EETHMRANIER TN AEFNER , REFTERE S HIBRE RS,

A B hix A< 11 B2 A 2
EERREANNARFIRE , BRENEE TR,
B SRR

1. FTFF AWS Panorama #2#|& BB N HAREF T H.
2. EERARER.
3. EBRMIEE PR,
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EFaiE

LIREA AWS Panorama R CLI &84 panorama-cli package-application Bt , CLI &%
BREFNREF L4£3] Amazon S3 HFHEEMEI AWS Panorama. #®7F=EiEZ#HIX4 ( BESBEH
B ) M#EREFXH , AWS Panorama R &R EH BB FHXLEXH, EEIMINE> |, Bt —
MMM EREXH , ATEN S, HAFMEO,

UTFROERTEFE-MRAN - MAHNABRT QNSEE, WMHARENKRERELRAEHN
BGHBEATR. @HTH L ERNEGREDERE.

Example packages/1234567890-SAMPLE_CODE-1.0/package.json

"nodePackage": {
"envelopeVersion": "2021-01-01",
"name": "SAMPLE_CODE",
"version": "1.0",
"description": "Computer vision application code.",
"assets": [
{
"name": "code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"3d9bxmplbdb67a3c9730abb19e48d78780b50713340ec3871201903d8805328a.tar.gz",
"descriptorUri":
"1872xmpl129481ed@53c52e66d6af8b030f9eb69b1168a29012f01c7034d7a8f. json"
}
]

1,
"interfaces": [
{
"name": "interface",
"category": "business_logic",
"asset": "code_asset",
"inputs": [
{
"name": "video_in",
"type": "media"
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"outputs": [
{
"description": "Video stream output",
"name": "video_out",

"type": "media"

assets Zp4EE AWS Panorama Rif CLI L& %) Amazon S3 BWHHMI BT, MRES A RHIRA
EFIREEMAFNRARR , MBI AZE , US| AR ELNKS PNE~, HEET
panorama-cli package-application Bt , AWS Panorama N CLI & ERMNEETR ILE
Do
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AWS Panorama N ARFE

HENAEFR , EEERE-IEBNNRAEFBEENREX . KXHFNARFELXNERT]M
BENEE. NARFERERNARFRABHN -2 , F#E graphs BFZH,

Example graphs/aws-panorama-sample/graph.json

"nodeGraph": {
"envelopeVersion": "2021-01-01",

"packages": [
{
"name": "123456789012::SAMPLE_CODE",
"version": "1.0"
},
{
"name": "123456789012::SQUEEZENET_PYTORCH_V1",
"version": "1.0"
},
{
"name": "panorama::abstract_rtsp_media_source",
"version": "1.0"
},
{
"name": "panorama::hdmi_data_sink",
"version": "1.0"
}
1,
"nodes": [
{
"name": "code_node",
"interface": "123456789012::SAMPLE_CODE.interface"
}
{
"name": "model_node",
"interface": "123456789012::SQUEEZENET_PYTORCH_V1.interface"
},
{
"name": "camera_node",
"interface": "panorama::abstract_rtsp_media_source.rtsp_vl_interface",

"overridable": true,
"overrideMandatory": true,
"decorator": {
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1,
"edges":

{

TRBEYD &iEsE ,

A, EE—1TEF.

"title": "IP camera",

"description": "Choose a camera stream."
}
"name": "output_node",
"interface": "panorama::hdmi_data_sink.hdmi@"
"name": "log_level",
"interface": "string",

"value": "INFO",
"overridable": true,
"decorator": {
"title": "Logging level",
"description": "DEBUG, INFO, WARNING, ERROR, or

}

[

1 ", n 3 n
: _ . L ,

"producer camera_node.video_out

"consumer": "code_node.video_in"

"producer": "code_node.video_out",

"consumer": "output_node.video_in"

"producer": "log_level",

"consumer": "code_node.log_level"

CRITICAL."

WEIEE T TREAMB L2 BHARE ., — T RNAHEREDS - T RNA

BMRARFEE
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FRARER

R EE MBS AR JSON REHER, BRI LEERE ZBIER JSON AR MIEERE
M4, JSON ZR¥AIEAIERRY GitHub 17 fi B R 2,

« JSON % #J — aws-panorama-developer-guide/ % &

JSON 221y 71
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MNAEFTR

TREFEEE, KB, HIR. HENSH. TRE-NMED , ATEXER AN Y, ZEOALE
BIKFHWREFZ. AWS Panorama REHNEFSHRNERE P E L,

ELUTRBIF |, code_node M model _node 5| BRI FARRFMH B REICEFER
‘@, camera_node #fH AWS Panorama N HH SR EELSHEIEENHEILRAIE S5

Example graph.json - 1 &

"nodes": [
{
"name": "code_node",
"interface": "123456789012::SAMPLE_CODE.interface"
b
{
"name": "model_node",
"interface": "123456789012::SQUEEZENET_PYTORCH_V1.interface"
b
{
"name": "camera_node",
"interface": "panorama::abstract_rtsp_media_source.rtsp_vl_interface",
"overridable": true,
"overrideMandatory": true,
"decorator": {
"title": "IP camera",
"description": "Choose a camera stream."
}
}
]
Edges

BEF - SEHRAE RS - M SWE A, EUTRAS | B—NAZFEIRT 2895 H R g
ANARFREBY SNM A, B video_in M video_out EH mE8MEORE N,

Example graph.json — i1 4k

"edges": [
{
"producer": "camera_node.video_out",
"consumer": "code_node.video_in"
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},
{
"producer": "code_node.video_out",
"consumer": "output_node.video_in"
},

ENARFARBRSP , £/ inputs M outputs BEMNBARPRIEE G , HHEGKRIEEE R,

Example application.py — #3514 A F % H

def process_streams(self):

"""Processes one frame of video from one or more video streams.
frame_start = time.time()
self.frame_num += 1
logger.debug(self.frame_num)
# Loop through attached video streams
streams = self.inputs.video_in.get()
for stream in streams:
self.process_media(stream)

self.outputs.video_out.put(streams)

HRTR
ENAREFREEYD  MRTAREHE AWS Panorama EXWEFS , Br Ll FHAENAREREE S
B 5 %F. AWS Panorama 2 EFHMPRAMWBHRT <o
o MK - REBNAEFEIZ R €A EYR.
BMHEE R - panorama: :abstract_rtsp_media_source

EOZM - rtsp_vl_interface
- HDMI %t - 8RR ARE R W,

BMHEEFH - panorama: :hdmi_data_sink
EOZ#M - hdmio

LUTREIERT —AEANE, FTaMibsk  ATABENARTNIMAEIE RSFONARRF.
T = A AWS Panorama 1 abstract_rtsp_media_source 8r#ED , AES S MEYRER
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#WA. 5|A hdmi_data_sink BWEHT [RAFNABRFRBIFRIMIZEE HDMI iF% O % H AW R E
X,

Example graph.json — iR R

"nodeGraph": {
"envelopeVersion": "2021-01-01",

"packages": [
{
"name": "123456789012::SAMPLE_CODE",
"version": "1.0"
.
{
"name": "123456789012::SQUEEZENET_PYTORCH_V1",
"version": "1.0"
.
{
"name": "panorama::abstract_xtsp_media_source",
"version": "1.0"
}I
{
"name": "panorama::hdmi_data_sink",
"version": "1.0"
}
1,
"nodes": [
{
"name": "camera_node",
"interface'": "panorama::abstract_rtsp_media_source.rtsp_vl_intexface",
"overridable": true,
"decoratoxr": {
"title": "IP camera",
"description": "Choose a camera stream."
}
},
{
"name": "output_node",
"interface'": "panorama::hdmi_data_sink.hdmi@"
}
1,
"edges": [
{

"producer": "camera_node.video_out",
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"consumer": "code_node.video_in"
},
{

"producer": "code_node.video_out",

"consumer": "output_node.video_in"
}
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NMRAERFZH

SHRERENRRENT R, AILENREHREES

RAPNAREEE.

SHRR

« string - FfF&H., fHl , DEBUG,
- int32 - B, Hlm , 20

« float32 - F . flan, 47.5

« boolean-true =& false,

THNRERANSH , — N ZEZFEN—IF

Example graph.json - 2

SHAILLERRINENBMEE  ATETINARR

CAMER B AREBRBT Ko

"nodes": [
{
"name": "detection_threshold",
"interface": "float32",
"value": 20.0,
"overridable": true,
"decorator": {
"title": "Threshold",
"description": "The minimum confidence percentage for a positive
classification."
}
},
{
"name": "log_level",
"interface": "string",
"value": "INFO",
"overridable": true,

"decorator": {

"title": "Logging level",
INFO, WARNING,

"description": "DEBUG,

]I

ERROR, or CRITICAL."
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"edges": [
{
"producer": "detection_threshold",
"consumer": "code_node.threshold"
},
{
"producer": "log_level",
"consumer": "code_node.log_level"
}
]

AUEEENARFFERBURSH , tTUERBNRERHEFTBERNTE. AXESZEER

B N E BB

ESH
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T 78 o D) BE Y SR B AT Bl &

BN ERERORESHMHERT R MREEMH AWS Panorama 2| & #1THE , WAL AED
SPEE—ME , FEEMEIRNEmMERN WA, NREFEM AWS Panorama API B ENHERF , T
ALMERABEE N EEEXERE.

BENHESH EENARFFERMY. NXTEFERRENSH , BUUEL - K. XTHIR
Afef , BUNEXRHE I EEMEIRAREROTING, A, IEIMTREL-—1NER , ZBE
EETCHBERNNARFBREFHT Ko

Example overrides.json

{
"nodeGraphOverrides": {
"nodes": [
{
"name": "my_camera",
"interface": "123456789012::exterior-south.exterior-south"
},
{
"name": "my_region",
"interface": "string",
"value": "us-east-1"
}
1,
"packages": [
{
"name": "123456789012::exterior-south",
"version": "1.0"
}
1,
"nodeOverrides": [
{
"replace": "camera_node",
"with": [
{
"name": "my_camera"
}
]
I
{
"replace": "region",
"with": [
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"name": "my_region"

}

1,
"envelopeVersion": "2021-01-01"

ERENRAF  ZXHEENLT - INEFESHAN— M HRENT SMWEBEE. nodeOverrides &if
AWS Panorama AXEHHN LT 2B EN AR ELEPRHHET 2,
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33 AWS Panorama R ATEF

R FTE AWS Panorama & L1217 , A TXASURMTITENARES . ETNELSAS
Python KB M BRFIEERMBRIUTENARNAREF , ARBLERMFEIIAEER AWS
Panorama ®& L. MRAREFIFIMAET R RS , bl BUER AWS SDK R4 RKRIEE AWS BR

%o

BHIMEGURMA, FHNEMENR. REVNSIEFEINERG RS FECANEFRE

R4, URENBCHBUESRED. BUNAERECHRBREEISRER ST UNERFEERYK
Eﬁ&éo

MAEFHABLERERGIATRNBSEG  RERZIRE  RARLEER, —MERTES
RAUBZANR , ARBEPRNCE, ZABITUAERAXEER QAR AHEE  FEREK
EE AWS RS FEESE — S E,

ENERPRIESG. SEEXBEHHEAM , NARFRBERAAWS Panorama N AREF SDK. K
& SDK 2 — Python FE , ©X#&# A PyTorch MXNet, Apache H TensorFlow4 SR HIEH,

F&

- TENAEER

- PN REFRE

- NEWNMAERFKIEBEA AWS RS
« AWS Panorama R AR SDK

- BIIENEE

- BEAMRE

- £/ GPU

* 7 Windows FiREFF KR
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TEN AR E

TTENARERR —HELFVENRGER , ATRIBSPHNR. BREEBIINED XL R
MR , NTZEIRG—AN R, TEVNAREERSRGENGAFREEXRERNFNNRNER ,
Bl KRB RHEMNE, AWS Panorama X #F{EH PyTorch, Apache MXNet #] TensorFlowyZE iy
TTENAEER,

(® Note
BXREMEH AWS Panorama MMM EEEMN IR | BHSRERZA M,

Sections
- ERBPEAER
- HERENER
- TR

- YRR

ERERERER

BEEREE —IMHZNMER  HP AUt 2BFRNIN R NEBE, NEFSSMEMEHEE, UTRIERT
AAIXS TR P RV E BSOS T HIE | HRE R A ORI E R

Example application.py — #2

def process_media(self, stream):

"""Runs inference on a frame of video."""

image_data = preprocess(stream.image,self.MODEL_DIM)
logger.debug('Image data: {}'.format(image_data))

# Run inference

inference_start = time.time()

inference_results = self.call({"data":image_data}, self.MODEL_NODE)
# Log metrics

inference_time = (time.time() - inference_start) * 1000
if inference_time > self.inference_time_max:

self.inference_time_max = inference_time

self.inference_time_ms += inference_time

# Process results (classification)
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self.process_results(inference_results, stream)

UTRBERT —MBEASRERERNEY. ROAKRERE-MIRHA , ZRARERBEAF
Ry — MR ME—mE.

Example application.py — {0 B4R

def process_results(self, inference_results, stream):
"""Processes output tensors from a computer vision model and annotates a video
frame."""
if inference_results is None:
logger.warning("Inference results are None.")
return
max_results = 5
logger.debug('Inference results: {}'.format(inference_results))
class_tuple = inference_results[0Q]
enum_vals = [(i, val) for i, val in enumerate(class_tuple[0])]
sorted_vals = sorted(enum_vals, key=lambda tup: tup[1l])
top_k = sorted_vals[::-1][:max_results]
indexes = [tup[@] for tup in top_k]

for j in range(max_results):
label = 'Class [%s], with probability %.3f.'% (self.classes[indexes[j]],
class_tuple[@][indexes[j]])
stream.add_label(label, 0.1, 0.1 + 0.1%j)

NRARFRBATREERENE , STRLBS B LR MR RR R IHRE,
HE B ERE

A LATE Apache MXNet 1 AWS Panorama N A TensorFlow REA B HENESR, PyTorch
YEN 1 SageMaker Al FHIEMIIGERNERFR , BAUFERALS GRS EA X HFNERDY
BEMNGECHER | ARNES HEIAXRMIFER Amazon 2 EC2,

(® Note

Bk SageMaker Al Neo ZHFHERMAFM X HERXNFHMES , S Amazon A
SageMaker | FF X EEEH N ZFHRES,
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KIEMNWEREERBT — N REISATRE , WL TensorFlow SavedModel ¥ =& R Keras #H Ik T4
FiE. ©fFH TensorFlow 2 , AT MAEEHIIRIE S Docker B A#IZ1T, ROINAREEAIFERT
£ Amazon EC2 3£l - ¥ 2 & B Rt A A B 4K,

- BENERROINARESR

E Devenvironment
: Amazon 53
Local build Amazon Sagemaker Neo
I o JIIE
Virtual Container @ Model o
environment o |
& O0—| Compilation job
€ o—
Compiled
Amazon EC2

model

1

G4 [

Trrr

}
Cloud build ”E”

Build container GPU

Ll

AWS Panorama £ A SageMaker | Neo 4miIFHEELLE AWS Panorama & EEA. X TE8ME
28 A SageMaker Al Neo Z#FHES , HEERITIE . tar.gzFHH,

BXEZEER , 53R Amazon A SageMaker | FF A BIEREH I FEH Neo fmiFMEPEER,
TaEs

BHEIHBEREY, SREMERENEARK. SNAEFREGE—&  BEFaBEESSH AWS
Panorama fRS5EE MR FFE Amazon S3 FIVFEMENE,

Example packages/123456789012-SQUEEZENET_PYTORCH-1.0/descriptor.json

"mlModelDescriptor": {
"envelopeVersion": "2021-01-01",
"framework": "PYTORCH",

"frameworkVersion": "1.8",
"precisionMode": "FP16",
"inputs": [
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"name": "data",
"shape": [

1,

3,

224,

224

(@ Note

NIEERERAEANEERERIRERAR, BXZEFEL PyTorch, Apache MXNet
TensorFlow iRAFIRAFIR |, S H ZIFHNEZE,

ESAER  EFEH AWS Panorama RIS CLI import-raw-model %, MRX#EH = H R
FHITEMENR , WMSREFETHGSTUEFNARFNES. BXEZER , B85HE EXHEN

AHEEE,

BXRERRFXHH JSON 24y |, iHZ[H assetDescriptor.schema.json,
YIZEE

YIGHEEE | BEABRTESRS BRHEEERCHN RN EDNE G, FEZRUT R mE R M
BEMEE -

- R - ARNRRANKERE T RELMD AT E, ERAXLTENBERNREBRIILHE
BEFAIERMRRARTELER T,

« DPR-RENWAXNNDBEBER 224 B 512 BER AN TR | 2HFHEE, BR/—mdA
SRR AER 2B, AL RS N REBFUERNFAFNR Y.

- BERE - AINEENRAPR2SBEGEZEBESTONBS HIRE, BT EHRE
THEXNKRHMPLZFEBEW TR, Sl , FE ARINSRENERRN KR TERHONSER
BENRNITE , MEARNREFFON2E RARN KM EHERRE.,
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ERRXERE , TAEREGRAESERANERITHAE  AERRASNMERERNE ZHE
BENGER, IR - NMEEFTEERAZRG TEASTHANETRE  WFEESHIEHTIIL. Bk
THEEZEGZIH , EEFTUETIRURRERTRXRNIE RGN ZERIRIME ZIGHIE.
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¥ 22 N R R R &

AWS Panorama Appliance AMNEHENRGEH S HN BB X G RENERETNARERF. BT
Dockerfile 15 7E N AR HRBIAEIR , iZ Dockerfile £ AWS Panorama N T2 Fr B BR & 4E
NER,

ERENARFBSG &9 LUMER Docker 1 AWS Panorama R AAFEF CLl, &M RHINAREFS
AT REER T X LR,

Example packages/123456789012-SAMPLE_CODE-1.0/Dockerfile

FROM public.ecr.aws/panorama/panorama-application

WORKDIR /panorama

COPY . .

RUN pip install --no-cache-dir --upgrade pip && \
pip install --no-cache-dir -r requirements.txt

A LLT Dockerfile %

- FROM - tnE B AR FEMME (public.ecr.aws/panorama/panorama-application)s
« WORKDIR - fEBR{& FiR B T#EH %, /panorama B TR ARFRBMMERH, HigERELERE
ERE , TEEEMNARFETHNIEER (/).

« COPY - FFXHMNAMERFEFBMRPAER, COPY . . FHGBEX (EBFIEF) FH
XHEFIEMR ENTEERP. o, NAEFRREBEM packages/123456789012-
SAMPLE_CODE-1.0/application.py £%l%| /panorama/application.py H,

* RUN- FEFZZ BRI X BRIZ 1T shell v . B EMTZAEA && , £ RUN BEFTURIGFIZTS
NnT. WRHIEH pip EFIEES , AFRE requirements. txt R HIE,

A LAERERRNIEEERANEMIES |, 5120 ADD M ARG, BIARBRINEITHRREESEMUEA (4
m ENV ) FEAF AWS Panorama, AWS Panorama T2 MBRGEHIZTRER. NEARGSHXHR
g, REFHEEmBNRE,

1B E KB

requirements.txt — Python EXX#4 A ATEENARFEANE. R"ENARFER
Open CV # &M F Python (Boto3) # AWS SDK,
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Example packages/123456789012-SAMPLE_CODE-1.0/requirements.txt

boto3==1.24.%*
opencv-python==4.6.%

Dockerfile F#Y pip install S SFXEELRKE /usr/local/lib TH Python dist-
packages B3 , MEEHNNAREFRBAILUFES A,

7N 3t 77

AWS Panorama R & T A T E# R FAREFM /opt/aws/panorama/storage B %. BHNARFA
DERER EBFER MY, EE#HEXPUEBN XM EERBIENESRE, Httig XHNES
ERBEEER.

PR R BT 7

£ AWS Panorama MAREF CLI ANARFSHWERGE , CLINERFE B FXHI=1T docker
build, XFER—NMNETENABRFRBHNAREFREG, A5, CLI 2tIE—/1A8 , SHEXHR
&, WNHEHBITES , AREHFME assets XHRA,

$ panorama-cli build-container --container-asset-name code_asset --package-path
packages/123456789012-SAMPLE_CODE-1.0

docker build -t code_asset packages/123456789012-SAMPLE_CODE-1.0 --pull

docker export --output=code_asset.tar $(docker create code_asset:latest)

gzip -1 code_asset.tar

{
"name": "code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"6f67xmpl32743ed0e60cl51a02f2f@dalbf70a4ab9d83fe236fa32a6f9b9f808.tar.gz",
"descriptorUri":
"1872xmpl129481edd53c52e66d6af8b030f9eb69b1168a29012f01c7034d7a8f. json"
}
]
}

Container asset for the package has been succesfully built at /home/
user/aws-panorama-developer-guide/sample-apps/aws-panorama-sample/
assets/6f67xmpl32743ed0e60c151a02f2f0dalbf70a4ab9d83fe236fa32a6f9b9f808.tar.gz
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B FH JSON BIERRRSEN , CLIFHRMEREFIEE (package. json) A , FHEM AWS

Panorama B§%5. CLI RS HHERXH , ZXHEET NARFHANEE (NARFHNAD
K)o

Example packages/123456789012-SAMPLE_CODE-1.0/descriptor.json

{
"runtimeDescriptor":
{
"envelopeVersion": "2021-01-01",
"entry":
{
"path": "python3",
"name": "/panorama/application.py"
}
}
}

FERFEXHRS | #HRFHNNARFREIHE SHA-256 REBaE. HTE Amazon S3 i B F=AT ,
It FR R A IZ B 7 RO ME — FR IR AT o

FEREHE

W
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MEW R AEFABIEAR AWS RS

# 0] LAGE @S SRR 5 R 88 AWS SDK for Python (Boto) i@/ AWS BRSS. filan |, iR SRS R
MB|FEBER , BRI D% AR , AL D SNS X% EA CloudWatch |, FFEGREFE
Amazon S3 , & A Lambda EEH 1T —SAE, KZEH AWS RSEELH API, BRI LUGH
5 AWS SDK Bi& .

MINBERT |, RBRBHEEM AWS RSHNR, ZEAHBZFNR , EANAEFE— 186 , #
EEHEHEFHE D ESNARRFEHA.

Sections
« 5/ Amazon S3
« A AWS lIoT MQTT =&

£/ Amazon S3
BRI LAE A Amazon S3 FELE L R ME M N AEFHE.

import boto3

s3_client=boto3.client("s3")

s3_clients3.upload_file(data_file,
s3_bucket_name,
os.path.basename(data_file))

£ AWS loT MQTT £&

& LAMEFEA T Python B9 SDK (Boto3) [&] AWS loTH I MQTT =B AEEE ., T REIF | &
ARFASRXAENEREYENBANET D , BABIEAWS loT 24 &8 PR EZES,

import boto3

iot_client=boto3.client('iot-data"')

topic = "panorama/panorama_my-appliance_Thing_a@le373b"
iot_client.publish(topic=topic, payload="my message")

ER—PMEEE RBERNIEE ID REMIFRFTNEN. EXHAHE , NAERFEEREB AR
iot:Publish H9F PR,
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https://docs.aws.amazon.com/iot/latest/developerguide/topics.html
https://console.aws.amazon.com/iot/home#/thinghub
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3= MQTT A5

1. FTFFAWS loT #Z#H &M MR TTHE,

2. WMFTHAEA , MAETEEHR, 0, panorama/panorama_my-
appliance_Thing_a@le373b,

3. EBRITHEA,

£/ AWS loT MQTT & 90


https://console.aws.amazon.com/iot/home?region=us-east-1#/test
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AWS Panorama R AR SDK

AWS Panorama R A& SDK 2 —MNATFF K AWS Panorama R AR FRY Python B, EEMNNA
BEFREH , EALER AWS Panorama N ATEF SDK ME T ENAIER, Z17H#E H R0 55w
B8 R ER.

(@ Note
RNERETTLUER AWS Panorama B AR SDK BT IIEE | i A SR Z 8t

BRNAERF SDK EXMREEGENEHAEE , BEREAERF SDKZE,

Sections

« ERHASRRNXAENSE

T Fan HE A0 55 AP A 0 SO 5 A

5/ AWS Panorama SDK , Al LU MSTR M BRI E RS, MU EBEE rEEBE, NARFY
BPRAS EABIEN XA A E,

video_in BHEAWEBINREER BEZIEZNREVNIMARNE G, ERIRAOXHRI
panoramasdk.media,. TEEERBGRNXAFMELENSZE , ARETLLGE 5 B4 video_out
Bl

EUTROF , RONARFANBNIERAMT — ML, SMERBUTHRNENVLE K BESET
&,

for j in range(max_results):
label = 'Class [%s], with probability %.3f.'% (self.classes[indexes[j]],
class_tuple[@][indexes[j]1])
stream.add_label(label, 0.1, 0.1 + 0.1%j)

EERHEGPHIMGHE , F6EMA add_rect. WHFERMA 4D 0E 1 2ENE , RRFEL LA
ATANME,

w,h,c = stream.image.shape
stream.add_rect(x1/w, yl/h, x2/w, y2/h)
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EBITE N &TE

BRILLE TR ARFEZEAELRE WA UEARGERELEREMEEHE. flW , BN
HTTP REREFRANLRE , &R —MNEEHEE R HEIERIAE AWSHLE.

BETEMLE , WAMER Python FREERNLEERNENMERUE—IMERE, AT ROIERTAE
HRSHROILARFNERR , ZBEHRCET —IMRERARFNRAEAEREIT=ILE.

Example packages/123456789012-DEBUG_SERVER-1.0/application.py - &

def main():
panorama = panoramasdk.node()
while True:
try:
# Instantiate application
logger.info('INITIALIZING APPLICATION')
app = Application(panorama)
# Create threads for stream processing, debugger, and client
app.run_thread = threading.Thread(target=app.run_cv)
app.server_thread = threading.Thread(target=app.run_debugger)
app.client_thread = threading.Thread(target=app.run_client)
# Start threads
logger.info('RUNNING APPLICATION')
app.run_thread.start()
logger.info( 'RUNNING SERVER')
app.server_thread.start()
logger.info( 'RUNNING CLIENT')
app.client_thread.start()
# Wait for threads to exit
app.run_thread. join()
app.server_thread.join()
app.client_thread.join()
logger.info( 'RESTARTING APPLICATION')
except:

logger.exception('Exception during processing loop.')

HAELREBELN , NARF2BTEFRRET. run_cv BRLERBREINNMEHNE K. WRE
WEFILES  meaxARREFERE , MAREFAREE HTTP RSB/ LEIT , TEBTXA. &
MRV EEBRER. IRABRACEKER  WEEFUABRLXIEL.
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Example packages/123456789012-DEBUG_SERVER-1.0/application.py - £ E &I

# Processing loop
def run_cv(self):
"""Run computer vision workflow in a loop."""
logger.info("PROCESSING STREAMS")
while not self.terminate:
try:
self.process_streams()
# turn off debug logging after 15 loops

if logger.getEffectivelevel() == logging.DEBUG and self.frame_num ==

15:
logger.setlLevel(logging.INFO)
except:

logger.exception('Exception on processing thread.')

# Stop signal received
logger.info("SHUTTING DOWN SERVER")
self.server.shutdown()
self.server.server_close()
logger.info("EXITING RUN THREAD")

SZREELNARFN self WRATERF. BEHNSINARFLER/S , BiABFLESFA stop

FiE. WAHFEIRET — terminate BY , MEMLELXEXAES,

Example packages/123456789012-DEBUG_SERVER-1.0/application.py - 21k 5%

# Interrupt processing loop
def stop(self):
"""Signal application to stop processing."""
logger.info("STOPPING APPLICATION")
# Signal processes to stop
self.terminate = True
# HTTP debug server
def run_debugger(self):
"""Process debug commands from local network."""
class ServerHandler(SimpleHTTPRequestHandler):
# Store reference to application
application = self
# Get status
def do_GET(self):
"""Process GET requests."""

logger.info('Get request to {}'.format(self.path))

if self.path == "/status":

BIIENERE
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self.send_200('0K")
else:
self.send_error(400)
# Restart application
def do_POST(self):
"""Process POST requests."""
logger.info('Post request to {}'.format(self.path))
if self.path == '/restart':
self.send_200('0K")
SexrverHandler.application.stop()
else:
self.send_error(400)
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RBEALRE

BA L EBTNRARFRBHNEFNEIT HTTP RSe: , NMEASERLBARNARRF. EAABR
ERMERS , B L AWS Panorama & LR AOMA BN AREFARSE LKA,

/A Important

ZRINBERT , AWS Panorama REZF TN EZE MR ONEARE. I EZFLNHEOFEREN
ZENR, FAKINEER  XARBREMSRRRF EEEZHBRENET T , HBERENEF
FimEig& 2 BNBEERLE,

TIEEFIENRORBAATEREN , FRASHRIE. BNHME,

&R LATE IR % L$TFT 8000-9000 SEEIMAYMR Mo X i O 1E ] FF 8 AT B2 UK B A2 A AT 8% FR 2 P Um RO O
B, HENRAEFN , EFEREETANRA , AFRBFLOREORFINARFERLNKERA, ]
EHRHNREERRIASR  HARBALERERE, EEENRSZRO LEBGER | EREVLAYIE IR O
R HE R,

BLE A dhim O

BUNENARFEEFHN=MIEEERAMRE . KB EH package.json, BALUEERBTHTR
# network SRAIITHIIR A, TEAVRAIFAT QB 80 ik AT,

Example packages/123456789012-DEBUG_SERVER-1.0/package.json

"outputs": [
{
"description": "Video stream output",
"name": "video_out",

"type": "media"
}
1,
"network": {
"inboundPorts": [
{
"port": 80,
"description": "http"

=
1]
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ERARBFRBEER , BFPT —KEHAAN , ZHNFEEZE LWKORSENABRFRIEEE LNIK
He LATRBIRINT —AN | FH&E EMw O 8080 BT E| code_node BE8 LMIw O 80,

Example graphs/my-app/graph.json

{
"producer": "model_input_width",
"consumer": "code_node.model_input_width"
},
{
"producer": "model_input_order",
"consumer": "code_node.model_input_order"
}
1,
"networkRoutingRules": [
{
"node": "code_node",
"containerPort": 80,
"hostPort": 8080,
"decorator": {
"title": "Listener port 8080",
"description": "Container monitoring and debug."
}
}
]

BB ARFR , BRI LLIE AWS Panorama 2 A RIS EMENAN |, REFEHEZES
CreateApplicationInstance APl B9 &1, BAMELBIBHLEEE , UBIAELEIRR LITHiE
Ho

Example graphs/my-app/override.json

{
"replace": "camera_node",
"with": [
{
"name": "exterior-north"
}
]
}

1,

"networkRoutingRules": [
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{
"node": "code_node",
"containerPort": 80,
"hostPoxrt": 8080

}

1,
"envelopeVersion": "2021-01-01"

WRFARFELPEENREHOEALCNARFER , U TN ERES LS RO,
EHERE

ERSHFLITAROG , T AEREFRZTRFSHZRLEEEZ AER, debug-server RHERT E
TTENAXNARFRE—REZTH HTTP RFB|HERII,

/A Important

ZRBIERN TEFARKEHAR RS, WBEREZERRE , BLAERBNMEEEF
SN ] Uk ree b ]

Example packages/123456789012-DEBUG_SERVER-1.0/application.py — HTTP AR$588

# HTTP debug server
def run_debugger(self):
"""Process debug commands from local network."""
class ServerHandler(SimpleHTTPRequestHandler):
# Store reference to application
application = self
# Get status
def do_GET(self):
"""Process GET requests.
logger.info('Get request to {}'.format(self.path))
if self.path == '/status':
self.send_200('0K")
else:
self.send_error(400)
# Restart application
def do_POST(self):
"""Process POST requests.
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logger.info('Post request to {}'.format(self.path))
if self.path == '/restart':
self.send_200('0K")
ServerHandler.application.stop()
else:
self.send_error(400)
# Send response
def send_200(self, msg):
"""Send 200 (success) response with message."""
self.send_response(200)
self.send_header('Content-Type', 'text/plain')
self.end_headers()
self.wfile.write(msg.encode('utf-8'))
try:
# Run HTTP server
self.server = HTTPServer(("", self.CONTAINER_PORT), ServerHandler)
self.server.serve_forever(1l)
# Server shut down by run_cv loop
logger.info("EXITING SERVER THREAD")
except:
logger.exception('Exception on server thread.')

ARS5ERIER /status BRELK GET BR , URRBXNABFNELES ., ©EERN /restart
B POST BRUEMB I NARF

N TERIIhEE , ROINARFERMMNLELIZIT HTTP B, ERRERHETABE A i M
R /status BBE , HE/LOHEENBINRAEF.

Example packages/123456789012-DEBUG_SERVER-1.0/application.py — HTTP & 7 i

# HTTP test client
def run_client(self):
"""Send HTTP requests to device port to demnostrate debug server functions."""
def client_get():
"""Get container status
r = requests.get('http://{3}:{}/status’'.format(self.device_ip,
self.DEVICE_PORT))
logger.info('Response: {}'.format(r.text))
return
def client_post():
"""Restart application
r = requests.post('http://{}:{}/restart'.format(self.device_ip,
self.DEVICE_PORT))
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logger.info('Response: {}'.format(r.text))
return

# Call debug server
while not self.terminate:

try:
time.sleep(30)
client_get()
time.sleep(300)
client_post()
except:
logger.exception('Exception on client thread.')

# stop signal received
logger.info("EXITING CLIENT THREAD")

ITRAEELRE , A ELERHNENRBINARERF.

Example packages/123456789012-DEBUG_SERVER-1.0/application.py - E{&¥

def main():

panorama

= panoramasdk.node()

while True:

try:

# Instantiate application

logger.info('INITIALIZING APPLICATION')

app = Application(panorama)

# Create threads for stream processing, debugger, and client
app.run_thread = threading.Thread(target=app.run_cv)
app.server_thread = threading.Thread(target=app.run_debugger)
app.client_thread = threading.Thread(target=app.run_client)
# Start threads

logger.info('RUNNING APPLICATION')

app.run_thread.start()

logger.info('RUNNING SERVER'")

app.server_thread.start()

logger.info('RUNNING CLIENT")

app.client_thread.start()

# Wait for threads to exit

app.run_thread. join()

app.server_thread.join()

app.client_thread.join()

logger.info('RESTARTING APPLICATION')

except:

logger.exception('Exception during processing loop."')

RERE
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ERBROINARER , BSHAER GitHub i FEF AV .

REGAE =


https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/debug-server/README.md
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£/H GPU

A LA ] AWS Panorama Appliance ERIE AL SR (GPU) , SAMER GPU ERE , KENAREF
REPETHEFIEE, ZEA GPU HENRR , FEMENARFRBARGEN GPU RN RAE
N—MERRMEERFIEEF,

/A Important

MBEZA GPU HRINER , MIEEZERELLNEANARFERZTEREY S, HTReE
B, HiRF1Z1THE A SageMaker Al Neo miFHERR , GPU HRI&ZZIRE. BT GPU A
EIR , BARENARFABTAPETERE  HBRELWAAENAEFEHEE GPU M5
B A PR o

BEREWRARFZA GPU HENR , iEEAFEA AWS Panorama AR CLI MEREFSEEHE
FoiiE. ATRHIERTENARRKBT RN GPU ARMXRA requirements BiEHR,

Example® ERB#EHRH package.json

"nodePackage": {
"envelopeVersion": "2021-01-01",
"name": "SAMPLE_CODE",
"version": "1.0",
"description": "Computer vision application code.",
"assets": [
{
"name": "code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"eba3xmpl71aa387e8f89be9a8c396416cdb80a717bb32103c957a8bf41440b12.tar.gz",
"descriptorUri":
"4abdxmpl5a6f047d2b3047adde44704759d13f0126c00ed9b4309726F6bb43400baY9. json",
"requirements": [

{
"type": "hardware_access",
"inferenceAccelerators": [
{
"deviceType": "nvhost_gpu",
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"sharedResourcePolicy": {
"policy" : "allow_all"
}

}
]I

"interfaces": [

EFRTERENHENTESReAENEFIEE,
#EH GPU iR RM N AREF

1. EELERNARFAS , BEMFEH build-container 8%,

$ panorama-cli build-container --container-asset-name code_asset --package-path
packages/123456789012-SAMPLE_CODE-1.0

2. f¥iZ requirements BEFERAMEEFSEED,
3. ELRABAFNEFBTEE , BFEA package-application i,

$ panorama-cli package-application

4. HE NRAERF

BXRERA GPU HRINEH REINARRF , iBihElaws-panorama-samples GitHub 77 .

£/ GPU 103
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£ Windows FiREFF R IHE

EE AWS Panorama B ARRF , BEZEFF A Docker, 1T I EAR Python, £ Windows & |, #&
AT LAE A & Windows Subsystem for Linux Al Ubuntu 32 & # Docker Desktop RiZEFF KM E, A
EHESETHMFER AWS Panorama TEMRFINAZFNAEHFXFENRETE,

Sections

- RREH

Z% WSL 2 5 Ubuntu
Z % Docker

fiZi& Ubuntu

. BESR

FRZM

EZI)ARHE , BEE—/15 Windows Subsystem for Linux 2 (WSL 2) B Windows kR4,

 Windows 10 iRZ 1903 R ESRA ( Build 18362 R E S A ) = Windows 11
« Windows Ih#E

* Windows Subsystem for Linux

* Hyper-V

- ERHLTEE

REFEEA AT RERATT Ko

e Ubuntu 20.04
* Python 3.8.5
* Docker 20.10.8

#% WSL 2 5 Ubuntu

1R ARAE Windows 10 BRZS 2004 B EBARA ( Build 19041 REBRA ) |, NTUEAN TR RE
WSL 2 #l Ubuntu 20.04, PowerShell

2 - Windows FF X5 104



AWS Panorama FEANGIER

> wsl --install -d Ubuntu-20.04

X TFRIAH Windows MR , FRR WSL 2 X HBARITIRE | BERAFIHZESTR

#Z % Docker

E L& Docker Desktop , iHM hub.docker.com THEZEREFIHEZE1T. WEF R , FIZER Docker
P v B9 5 BA 3 1T#84E - Docker Desktop WSL 2 5.

1=1T Docker Desktop HIZBRE R ZITHHEMNE RHIAS.

® Note

Docker Desktop R E B IA XK IThRF /5 A Docker, MR BHEEITARKE ZBILE 7 HAth Linux
RATHRZAS |, BEFHLER Ubuntu KITARHF , ERIR. WSL &5 T H Docker Desktop % & 3
& fh /3 A Dockero

BLE Ubuntu

I AE A LAE Ubuntu EEEIHLHIETT Docker B8t o BTG TITAE , BN BEEEITRITRA,
BT  EEREAFPENED  ATETEEATD.

EERAAHENEE , FEMELNNREHZEIE,
i & E A1
1. B Ubuntu B# M4,

$ sudo apt update && sudo apt upgrade -y && sudo apt autoremove

2. fER aptZEFRIE,

$ sudo apt install unzip python3-pip

3. f£HA pip &% Python F,

$ pip3 install awscli panoramacli

4. TIFH—NFLE , RFE1T aws configure BAELE AWS CLlI,

!
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https://docs.microsoft.com/en-us/windows/wsl/install-manual
https://hub.docker.com/editions/community/docker-ce-desktop-windows/
https://docs.docker.com/desktop/windows/wsl/
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$ aws configure

MRRBHRZR , B IAM 25 5 FEK,

RfE , TRASATRONARRF,
IREL R B B R RE R
1. THHBERIINAERF.

$ wget https://github.com/awsdocs/aws-panorama-developer-guide/releases/download/
vl.0-ga/aws-panorama-sample.zip

$ unzip aws-panorama-sample.zip

$ cd aws-panorama-sample

2. B1TREMIEVEIALAN IR RIR, WENAREFRESHEREFS LEE AWS Panoramas,

aws-panorama-sample$ ./0-test-compile.sh
aws-panorama-sample$ ./l-create-role.sh
aws-panorama-sample$ ./2-import-app.sh
aws-panorama-sample$ ./3-build-container.sh
aws-panorama-sample$ ./4-package-app.sh

AWS Panorama MR CLI & L EEFSHEEEME AWS Panorama RS, TE |, BOLAEH
AWS Panorama &% & 22 R~ B8 AERF .

A SR

BRI MREIE XM, BT ER XA RRE R F WSL BRI RIFE (IDE).

EHREMIB XGRS, BHANERREESHESHEDRHA \\wsl, AR SEEZFER
PR X RS (Ubuntu-20.04) F Docker BIEMI X H R E#E, £ Ubuntu-20.04 T , BWAF

B %M F home\username,

(® Note

ZEM Ubuntu A iA R Windows £ XY , FSME /mnt/c B, Hla , Bl l@diz
1T 1s /mnt/c/Users/windows-username/Downloads K5 H T B ZH X4,
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https://console.aws.amazon.com/iamv2/home?#/users
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B LAEA Visual Studio Code EF A EFRENARFRB , HEIERLKIFKZTHD. BELZEK
Visual Studio Code , &8 code.visualstudio.com. ERREE , WmINLZE WSL ¥ B

E—EBEEFEAFRAHE Ubuntu KImE{TanS , T Windows KRR EEBER AR, ©XFZ MW+
PowerSheII TREVF?%@E’JEHH@?&*‘JE’J Linux J:L'fT‘ mRRTIATNA R, ©XEFEAME
’E%IJCtrHC%[l*EWECtrHV URLs, ATt AREMERARNS0H, ELE Windows &K% , iE1HA]

microsoft.com,
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https://code.visualstudio.com/
https://marketplace.visualstudio.com/items?itemName=ms-vscode-remote.remote-wsl
https://www.microsoft.com/en-us/p/windows-terminal/9n0dx20hk701
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AWS Panorama API

BT LAE R AWS Panorama BRE VN API KRBT IREZEMNARFEBE ITERE. £H AWS
Command Line Interface 5 AWS SDK , A A A XA TEB R RMIBNHALNAREF. AEmE
B GitHub R EIEMA , B LEEAEE S RBHE R,

* aws-panorama-developer-guide/util-script

Sections

- BEITIREZEM

£ AWS Panorama APl EEi% %
Bt AEFEE

/8 AWS Panorama APl BB N AREF
A VPC s =&
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts
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B ITIRE £

ERBEiIR%E , BFEHA ProvisionDeviceAPl, MNEFE—/ ZIP X#4 , EF I ERBZOEE MG E
W, N XH#HITHRE  HEEREFEENRN certificates-omni_ BEMF,

Example provision-device.sh

if [[ $# -eq 1 1] ; then
DEVICE_NAME=$1
else
echo "Usage: ./provision-device.sh <device-name>"
exit 1
fi
CERTIFICATE_BUNDLE=certificates-omni_${DEVICE_NAME}.zip
aws panorama provision-device --name ${DEVICE_NAME} --output text --query Certificates
| base64 --decode > ${CERTIFICATE_BUNDLE}
echo "Created certificate bundle ${CERTIFICATE_BUNDLE}"

BEEFHPHNEIDNE S seEdHM. EAKEMA USB B FHftamIlgmies.

EXMEGL , BEMA CreateNodeFromTemplateJobAPl, Itk APl RABELAFE., FBM URL
WRRS RS, ATLAfEA Bash FRFRREF IS E LR JSON XY,

Example register-camera.sh

if [[ $# -eq 3 1] ; then
NAME=$1
USERNAME=$2
URL=$3
else
echo "Usage: ./register-camera.sh <stream-name> <username> <rtsp-url>"
exit 1
fi
echo "Enter camera stream password:
read PASSWORD
TEMPLATE="{"Username":"MY_USERNAME", "Password":"MY_PASSWORD", "StreamUrl": "MY_URL"}'
TEMPLATE=${TEMPLATE/MY_USERNAME/$USERNAME}
TEMPLATE=${TEMPLATE/MY_PASSWORD/$PASSWORD}
TEMPLATE=${TEMPLATE/MY_URL/$URL}
echo ${TEMPLATE}

B ITRZ M
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https://docs.aws.amazon.com/panorama/latest/api/API_ProvisionDevice.html
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/provision-device.sh
https://docs.aws.amazon.com/panorama/latest/api/API_CreateNodeFromTemplateJob.html
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/register-camera.sh
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JOB_ID=$(aws panorama create-node-from-template-job --template-type RTSP_CAMERA_STREAM
--output-package-name ${NAME} --output-package-version "1.0" --node-name ${NAME} --
template-parameters "${TEMPLATE}" --output text)

HE , WA LMNHFIE JSON EE.

--template-parameters file://camera-template.json
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FRARER

£ H AWS Panorama APl &%
#RF] LU AWS Panorama API B3 T8 E BB S,
EFERR

EIRI G818 FIE IDs , HHEA ListDevicesAPl,

$ aws panorama list-devices
"Devices": [
{
"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere",
"Name": "my-appliance",
"CreatedTime": 1652409973.613,
"ProvisioningStatus": "SUCCEEDED",
"LastUpdatedTime": 1652410973.052,
"LeaseExpirationTime": 1652842940.0

ERNAEXRRENEZIFMEES , 5 H DescribeDeviceAPl,

$ aws panorama describe-device --device-id device-4tafxmplhtmzabv5lsacba4ere
{
"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere",
"Name": "my-appliance",
"Arn": "arn:aws:panorama:us-west-2:123456789012:device/
device-4tafxmplhtmzabv5lsacba4ere”,
"Type": "PANORAMA_APPLIANCE",
"DeviceConnectionStatus": "ONLINE",
"CreatedTime": 1648232043.421,
"ProvisioningStatus": "SUCCEEDED",
"LatestSoftware": "4.3.55",
"CurrentSoftware": "4.3.45",
"SerialNumber": "GFXMPL0013023708",
"Tags": {},
"CurrentNetworkingStatus": {
"Ethernet@Status": {
"IpAddress": "192.168.0.1/24",
"ConnectionStatus": "CONNECTED",
"HwAddress": "8C:XM:PL:60:C5:88"

EERE
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https://docs.aws.amazon.com/panorama/latest/api/API_ListDevices.html
https://docs.aws.amazon.com/panorama/latest/api/API_DescribeDevice.html
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},

"EthernetlStatus": {
"IpAddress": "--",
"ConnectionStatus": "NOT_CONNECTED",
"HwAddress": "8C:XM:PL:60:C5:89"

}

3,
"LeaseExpirationTime": 1652746098.0

FHRILE B

MR LatestSoftware Atk CurrentSoftware MRAH , BAIAARIEZ., FH
CreateJobForDevicesAPI 8% over-the-air (OTA) E#HES

$ aws panorama create-job-for-devices --device-ids device-4tafxmplhtmzabv5lsacba4ere \
--device-job-config '{"O0TAJobConfig": {"ImageVersion": "4.3.55"}}' --job-type OTA

{
"Jobs": [
{
"JobId": "device-4tafxmplhtmzabv5lsacba4ere-0",
"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere"
}
]
}

FEMZAS | ATLAEA Bash FRF B RFEFRMFULE B X4+ AYRBIR AN F B

Example check-updates.sh

apply_update() {
DEVICE_ID=$1
NEW_VERSION=$2
CONFIG='{"0TAJobConfig": {"ImageVersion": "NEW_VERSION"}}'
CONFIG=${CONFIG/NEW_VERSION/$NEW_VERSION}
aws panorama create-job-for-devices --device-ids ${DEVICE_ID} --device-job-config
"${CONFIG}" --job-type OTA
}

BREFTHEENHRERAEHBITERH. £ DescribeDeviceJobAP| BEFEFHE,

$ aws panorama describe-device-job --job-id device-4tafxmplhtmzabv5lsacba4ere-0
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https://docs.aws.amazon.com/panorama/latest/api/API_CreateJobForDevices.html
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/check-updates.sh
https://docs.aws.amazon.com/panorama/latest/api/API_DescribeDeviceJob.html
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{

"JobId": "device-4tafxmplhtmzabv5lsacba4ere-0",

"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere",

"DeviceArn": "arn:aws:panorama:us-west-2:559823168634:device/
device-4tafxmplhtmzabv5lsacba4ere”,

"DeviceName": "my-appliance",

"DeviceType": "PANORAMA_APPLIANCE",
"ImageVersion": "4.3.55",

"Status": "REBOOTING",
"CreatedTime": 1652410232.465

EREFMEEEEITHELMSIR , EEEHListDevicesJobs,

$ aws panorama list-devices-jobs

{
"Devicelobs": [
{
"DeviceName": "my-appliance",
"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere",
"JobId": "device-4tafxmplhtmzabv5lsacba4ere-0",
"CreatedTime": 1652410232.465
}
]
}

BXRENNAEHHNREIMAK , FHSHARER GitHub F#EFH check-updates.sho
BENEHRR

EEFIRE , 15 H CreateJobForDevicesAPl,

$ aws panorama create-job-for-devices --device-ids device-4tafxmplhtmzabv5lsacbha4ere --
job-type REBOOT

{
"Jobs": [
{
"JobId": "device-4tafxmplhtmzabv5lsacba4ere-0",
"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere"
}
]
}
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https://docs.aws.amazon.com/panorama/latest/api/API_ListDevicesJobs.html
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/check-updates.sh
https://docs.aws.amazon.com/panorama/latest/api/API_CreateJobForDevices.html
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EMAF | BAILRBIR R SR , HER-—NMRBURBEAXER B,

Example reboot-device.sh — F%

$ ./reboot-device.sh
Getting devices...

0: device-53amxmplyn3gmj72epzanacniy my-se70-1
1: device-6talxmpl5mmik6qgh5moba6jium my-manh-24
Choose a device
1
Reboot device device-6talxmpl5mmik6gh5moba6jium? (y/n)y
{

"Jobs": [

{

"Deviceld": "device-6talxmpl5mmik6gh5moba6jium",
"JobId": "device-6talxmpl5mmik6gh5moba6jium-8"
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/reboot-device.sh
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Bt NRAREFE

ERBNARRF , B LIEREHR AWS Panorama B ATREF CLI #1 AWS Command Line
Interface, WENFAREFASRE , FEMEME = L& E Amazon S3#EAR., AR, BLIER
CreateApplicationlnstanceAPI| ZB& K A2 F o

BREAMTRHEANES ETXMUE , FERRROINAERF BB P HBARTRE.

Sections

- FERSFBHIMTL
- HENAES

- EEHE

HER R

EELARNARFEASE , BHFH build-container 5. L HA2E— Docker B8 , U H
ERNER X RERIFE assets XHRA,

Example 3-build-container.sh

CODE_PACKAGE=SAMPLE_CODE

ACCOUNT_ID=$(aws sts get-caller-identity --output text --query 'Account')

panorama-cli build-container --container-asset-name code_asset --package-path packages/
${ACCOUNT_ID}-${CODE_PACKAGE}-1.0

\

EALEARTITERRERRESH , FERRBANDRE , RFEK TAB,
$ panorama-cli build-container --package-path packages/TAB
LEABRAIMTR

ELENARF , B# A package-application %, WS EFAE~M assets XHR E£E
AWS Panorama &/ Amazon S3 #EA =,

Example 4-package-app.sh

panorama-cli package-application
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https://docs.aws.amazon.com/panorama/latest/api/API_CreateApplicationInstance.html
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/README.md
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/3-build-container.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/4-package-app.sh
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AWS Panorama B AfERF CLI 2 LEEBIMN R4S RHSEE (package. json) 5| AN A S M RRF
B’ AERAEEMN AWS Panorama TR, ARE , ERNARFESE (graph. json) A5 X
EH R BRARER

HENARERF

ERBNARER , WA LER CreateApplicationinstanceAPl, BREMAI | WIRERXR AU TS,

« ManifestPayload - EXNARFTR., €. BENSHBHNARFEE(graph. json).

* ManifestOverridesPayload - £8=MNER , BEE—NFEFNS . NABRFBEETHRAN
MARFRPHBESER HbBSZELRETATAENSENBIMNRE.

 DefaultRuntimeContextDevice - B#ri&%&,

* RuntimeRoleArn - NFARFATHR AWS lRFME RN IAM BAEH ARN,

- ApplicationInstanceldToReplace - EMNRZHRBRIINENARFEFIN 1D,

AREMBREARE JSON X, BFTENREES — M NEFWZRFHERM. Hit , HANZRS
FERAMXHEREFR , FEMjg TEMREREXH,

Example 5-deploy.sh - #EF %

GRAPH_PATH="graphs/my-app/graph.json"

OVERRIDE_PATH="graphs/my-app/override.json"

# application manifest

GRAPH=$(cat ${GRAPH_PATH} | tr -d '\n' | tr -d '[:blank:]1")

MANIFEST="$(jq --arg value "${GRAPH}" '.PayloadData="\($value)"' <<< {})"

# manifest override

OVERRIDE=$(cat ${OVERRIDE_PATH} | tr -d '\n' | tr -d '[:blank:]')
MANIFEST_OVERRIDE="$(jq --arg value "${OVERRIDE}" '.PayloadData="\($value)"' <<< {})"

EEMAMEMA ListDevicesAP| ZREVH I Kigi F 2R B IR |, AP RERREF A4
MR EEEE,

Example 5-deploy.sh - B &%

echo "Getting devices..."
DEVICES=$(aws panorama list-devices)
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https://docs.aws.amazon.com/panorama/latest/api/API_CreateApplicationInstance.html
https://stedolan.github.io/jq/
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/5-deploy.sh
https://docs.aws.amazon.com/panorama/latest/api/API_ListDevices.html
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/5-deploy.sh
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DEVICE_NAMES=($((echo ${DEVICES} | jq -r '.Devices |=sort_by(.LastUpdatedTime) |
[.Devices[].Name] | @sh') | tr -d \'\"))

DEVICE_IDS=($((echo ${DEVICES} | jq -r '.Devices |=sort_by(.LastUpdatedTime) |
[.Devices[].DeviceId] | @sh') | tr -d \'\"))

for (( c=0; c<${#DEVICE_NAMES[@]}; c++ ))

do

echo "${c}: ${DEVICE_IDS[${c}1} ${DEVICE_NAMES[${c}]1}"

done

echo "Choose a device"

read D_INDEX

echo "Deploying to device ${DEVICE_IDS[${D_INDEX}]}"

echo -n ${DEVICE_IDS[${D_INDEX}]} > device-id.txt

DEVICE_ID=$(cat device-id.txt)

NMARFABRS —MNIZ (1-create-role.sh) 8I2, B AMPIREULAEKH ARN, AWS
CloudFormationf 1 R AR F BB ER R L |, MIEIAR S MNA M STHHIREVZ N AR FR68 1D,

Example 5-deploy.sh — £ ARN F&RS K

# application role

STACK_NAME=panorama-${NAME}

ROLE_ARN=$(aws cloudformation describe-stacks --stack-name panorama-${PWD##*/} --query
'Stacks[@].0utputs[?0utputKey=="roleArn ].OutputValue' --output text)

ROLE_ARG="--runtime-role-arn=${ROLE_ARN}"

# existing application instance id

if [ -f "application-id.txt" ]; then
EXISTING_APPLICATION=$(cat application-id.txt)
REPLACE_ARG="--application-instance-id-to-replace=${EXISTING_APPLICATION}"
echo "Replacing application instance ${EXISTING_APPLICATION}"

fi

RE , ZHALSRERSEAEE—E , JBNARFSSIANEARFHBERRE £, ZRFUSE
BIID ERBRL , MASFHEZSIH ID BEtBEER.

Example 5-deploy.sh — E8E RN TR 7

APPLICATION_ID=$(aws panorama create-application-instance ${REPLACE_ARG} --manifest-

payload="${MANIFEST}" --default-runtime-context-device=${DEVICE_ID} --name=${NAME}
--description="command-line deploy" --tags client=sample --manifest-overrides-

payload="${MANIFEST_OVERRIDE}" ${ROLE_ARG} --output text)

echo "New application instance ${APPLICATION_ID}"
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/1-create-role.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/5-deploy.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/5-deploy.sh
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echo -n $APPLICATION_ID > application-id.txt

HEERE

EREEE , EEHA ListApplicationInstancesAPl, WiEBIAMNN AREF B XA SUHFREEE ID
RAREES ID, HEATIIMEE CLI &it. ARTCLBEHAEM,

Example 6-monitor-deployment.sh

APPLICATION_ID=$(cat application-id.txt)
DEVICE_ID=$(cat device-id.txt)
QUERY="ApplicationInstances[?ApplicationInstanceId==\ APPLICATION_ID\ ]"
QUERY=${QUERY/APPLICATION_ID/$APPLICATION_ID}
MONITOR_CMD="aws panorama list-application-instances --device-id ${DEVICE_ID} --query
${QUERY}"
MONITOR_CMD=${MONITOR_CMD/QUERY/$QUERY?}
while true; do
$MONITOR_CMD
sleep 60
done

HBERE , BALUBE A Amazon BHE APl REF CloudWatch A&, EF BEMAER A
CloudWatch & GetLogEvents AP,

Example view-logs.sh

GROUP="/aws/panorama/devices/MY_DEVICE_ID/applications/MY_APPLICATION_ID"
GROUP=${GROUP/MY_DEVICE_ID/$DEVICE_ID}
GROUP=${GROUP/MY_APPLICATION_ID/$APPLICATION_ID}
echo "Getting logs for group ${GROUP}."
#set -x
while true
do

LOGS=$(aws logs get-log-events --log-group-name ${GROUP} --log-stream-name

code_node --limit 150)
readarray -t ENTRIES < <(echo $LOGS | jg -c '.events[].message')
for ENTRY in "${ENTRIES[@]}"; do
echo "$ENTRY" | tr -d \"

done

sleep 20
done

Wi = 118
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https://docs.aws.amazon.com/panorama/latest/api/API_ListApplicationInstances.html
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/6-monitor-deployment.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/view-logs.sh
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£ AWS Panorama AP| BN FAREF
A LAE A AWS Panorama AP| WS fEE N ARRF.

BERNAER
ERARR LETHWNARERFSIEK , BEA ListApplicationinstancesAPl,

$ aws panorama list-application-instances
"ApplicationInstances": [
{
"Name": "aws-panorama-sample",
"ApplicationInstanceId": "applicationInstance-ddaxxmpl2z7bg74ywutd7byxuq",
"DefaultRuntimeContextDevice": "device-4tafxmplhtmzabv5lsacbas4ere”,
"DefaultRuntimeContextDeviceName": "my-appliance",
"Description": "command-line deploy",
"Status": "DEPLOYMENT_SUCCEEDED",
"HealthStatus": "RUNNING",
"StatusDescription": "Application deployed successfully.",
"CreatedTime": 1661902051.925,
"Arn": "arn:aws:panorama:us-east-2:123456789012:applicationInstance/
applicationInstance-ddaxxmpl2z7bg74ywutd7byxuq",
"Tags": {
"client": "sample"

}I

ERREXNARFRMT RNEZFMER , EFEHA ListApplicationInstanceNodelnstancesAPl,

$ aws panorama list-application-instance-node-instances --application-instance-id

applicationInstance-ddaxxmpl2z7bg74ywutd7byxuq

{

"NodeInstances": [
{
"NodeInstanceId": "code_node",
"NodeId": "SAMPLE_CODE-1.0-fd3dxmpl-interface",
"PackageName": "SAMPLE_CODE",
"PackageVersion": "1.0",
"PackagePatchVersion":
"fd3dxmpl2bdfasle6felbe290a79dd2c29cf0l4eadf7416d861ce7715ad5e8a8",

"NodeName": "interface",

EENARERF 119


https://docs.aws.amazon.com/panorama/latest/api/API_ListApplicationInstances.html
https://docs.aws.amazon.com/panorama/latest/api/API_ListApplicationInstanceNodeInstances.html

AWS Panorama

FRARER

"CurrentStatus": "RUNNING"

"NodeInstanceld": "camera_node_override",

"NodeId": "warehouse-floor-1.0-9eabxmpl-warehouse-floor",

"PackageName": "warehouse-floor",

"PackageVersion": "1.0",

"PackagePatchVersion":
"9eabxmple89f0f8b2f2852cca2ab6e7971aa38f1629a210d069045e83697e42a7",

"NodeName": "warehouse-floor",

"CurrentStatus": "RUNNING"

"NodeInstanceId": "output_node",

"NodeId": "hdmi_data_sink-1.0-9c23xmpl-hdmiQ@",

"PackageName": "hdmi_data_sink",

"PackageVersion": "1.0",

"PackagePatchVersion":
"9c23xmplc4c98b92baeataft676c8b16063d17945a3f6bd8f83f4ff5aa0dob394",

"NodeName": "hdmi@",

"CurrentStatus": "RUNNING"

.
{
"NodeInstancelId": "model_node",
"NodeId": "SQUEEZENET_PYTORCH-1.0-5d3cabda-interface",
"PackageName": "SQUEEZENET_PYTORCH",
"PackageVersion": "1.0",
"PackagePatchVersion":
"5d3cxmplb7113faald130f97f619655d8cal2787c751851a0el55e50eb5e3e96",
"NodeName": "interface",
"CurrentStatus": "RUNNING"
}

BEBRGLRA LW

I&AILAE A SignalApplicationinstanceNodelnstancesAP| M1k & RGN EB T =

$ aws panorama signal-application-instance-node-instances --application-instance-id

applicationInstance-ddaxxmpl2z7bg74ywutd7byxuq \
--node-signals '[{"NodeInstanceld": "camera_node_override", "Signal":
"PAUSE"}]"

EEBGIRA LW
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{

"ApplicationInstanceId": "applicationInstance-ddaxxmpl2z7bg74ywutd7byxuq"

EMAR | BRI RIK , HERE- M IUARESZREFHIRE.

Example pause-camera.sh — &

my-app$ ./pause-camera.sh

Getting nodes...

0: SAMPLE_CODE RUNNING
1: warehouse-floor RUNNING
2: hdmi_data_sink RUNNING
3: entrance-north PAUSED
4: SQUEEZENET_PYTORCH RUNNING
Choose a node

1

Signalling node warehouse-floor

+ aws panorama signal-application-instance-node-instances --application-instance-id
applicationInstance-r3a7xmplcbmpjqeds7vj4b6pjy --node-signals '[{"NodeInstanceId":
"warehouse-floor", "Signal": "PAUSE"}]'

"ApplicationInstanceId": "applicationInstance-r3a7xmplcbmpjgeds7vij4b6pjy"

BEEENMERGAT R, BUUERCELRNLEREESHREIRNEH, i, B
%x@pkumiwﬁﬁﬂﬂﬁﬂ‘?éﬂ%m)ﬁiqﬂﬁ’ﬂﬁ—Eﬁl'n,mo

ELUT RIS | BEBFEFEHNMRE LR warehouse-floor M entrance-north
FHEIE—# AT R (camera_node). HNARFEZH B entrance-north " REFESTE
B , warehouse-floor R4 FiEIRS,

Example override-multicam.json

"nodeGraphOverrides": {

"nodes": [
{
"name": "warehouse-floor",
"interface": "123456789012::warehouse-floor.warehouse-floor",

"launch": "onAppStart"
},
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/pause-camera.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/graphs/my-app/override-multicam.json
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{
"name": "entrance-north",
"interface": "123456789012::entrance-north
"launch": "onSignal"
},
"packages": [
{
"name": "123456789012: :warehouse-floor",
"version": "1.0"
},
{
"name": "123456789012::entrance-north",
"version": "1.0"
}
1,
"nodeOverrides": [
{
"replace": "camera_node",
"with": [
{
"name": "warehouse-floor"
},
{
"name": "entrance-north"
}
]
}

BREM API RITHENEHMEE |, 18

R Bt RAEFHE.

.entrance-north",

EREHLRA LR
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A VPC im s

WMREETEH R BEBRMHB VPC RIHE , MATAGIE— VPC i 2 L5 AWS Panorama —
A, VPC iR AFERAEFFHIZTHEF R ELERHKN $¢§Eﬂ‘l E1E T AWS RS

HX AWS Panorama REZFEAN RO MK /N FAFR , HSH 227

Sections

- Bl VPC IR

- FREZFEEIMETFN

« =%l AWS CloudFormation 4R

217 VPC Im =

£ VPC #l AWS Panorama 2 B2 FAEE#E , 5812 VPC iw =, EFH AWS Panorama ~E£E
VPC iR, REELZEHRERMNHN VPC A ITER |, FEESIE VPC iR, 2 AWS CLI SR HFF
kI BEa%iKiEEE S AWS Panorama Bt , RE[ET VPC i i *HT%EE

FERLLTIRE N AWS Panorama 62 VPC % & :

« BRS5BFF — com.amazonaws .us-west-2.panorama
o RE - #0

VPC i R A {E A RS K DNS E#M AWS BEF AT EAZFIRKEGEE , MESEAFNEE. B
XERA VPC B AMEZELR |, 5% Amazon VPC BAFIEREF/ED VPC i =,

MRBEZEILE FW

AWS Panorama &% Al LLEE FAF VPN E#EZE AWS Site-to-Site VPN =3 1T3E % AWS Direct
Connecto, AWS BBIXERS , AU Z— MNEBREHRBERONILE FN, RRFEZEILEFRH
B VPC BRI R AWS RS

Site-to-Site VPN LA Direct Connect i TSN EIBEFH O L2 £ 1biE#EZE] Amazon VPC B RS . EH
Site-to-Site VPN , B A LAFERA T ENM KRR HTIERE, Direct Connect fEF AWS iR B H1TIERE,

+ Site-to-Site VPN — T4 & AWS Site-to-Site VPN ?
« Direct Connect — {42 AWS Direct Connect ?
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https://console.aws.amazon.com//vpc/home#CreateVpcEndpoint:
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/
https://docs.aws.amazon.com/directconnect/latest/UserGuide/
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AWK EREET VPC FRBEFME , BRAUATRSGIZ VPC iR,

« Amazon Simple Storage Service - & T Amazon S3 #JAWS PrivateLink

AWS loT Core - AWS loT Core 5# 0 VPC in R B & A ( BIEERMEILRHER )
» Amazon Elastic B2REMk - L 58 % MR RFMERED VPC v

I 55 CloudWatch — {£ A CloudWatch # 0 VPC &ix T &

Amazon CloudWatch B& — EAH A #E D VPC Lin T K #Y CloudWatch H&

ZIR L FIEREE AWS Panorama ;% . TEIHREERES AWS Panorama BE. AWS loT

BT VPC KimT7 24\ , Amazon S3 Fli& AWS loT FE{FF Amazon Route 53 A EREX ., FAF
HEXEMNKRE FE (2% Amazon S3 A SN MQTT TFM 718 ) WHAERHETERLN VPC %
B, BXxAEREXFHWEEL , 2@ Amazon Route 53 F R EIEREPNFERALEIEEXE,

BXEE VPC mAMAEREXIH VPC BLERH , 555 =% AWS CloudFormation &4,

T~ AWS CloudFormation & #x

AIEFH GitHub & ERME T AWS CloudFormation 4R , &0l LA X LEEARRBIZ AT AWS
Panorama FI&R. XLEERET —NEERIMEFN, —PMEFHA—1 VPC s K VPC,
BAILAER VPC FFAAE FRkEEEERMNBEBEN R R. A8 FRMPNERIUSERERRES ,
BERENEBEMIGEIAERR,

Example vpc-endpoint.yml| — A% F X

AWSTemplateFormatVersion: 2010-09-09
Resources:
vpc:
Type: AWS::EC2::VPC
Properties:
CidrBlock: 172.31.0.0/16
EnableDnsHostnames: true
EnableDnsSupport: true
Tags:
- Key: Name
Value: !Ref AWS::StackName
privateSubnetA:
Type: AWS::EC2::Subnet
Properties:
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/iot/latest/developerguide/IoTCore-VPC.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/cloudformation-templates/vpc-endpoint.yml
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VpcId: !Ref vpc
AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""
CidrBlock: 172.31.3.0/24
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${AWS::StackName}-subnet-a

vpc-endpoint.yml BHRER T WM{AH AWS Panorama 812 VPC xR, B AEALLKIET 28
& AWS #HFF X T ESEE AWS Panorama &R AWS CLl,

Example vpc-endpoint.ym| — VPC i &

panoramaEndpoint:
Type: AWS::EC2::VPCEndpoint
Properties:
ServiceName: !Sub com.amazonaws.${AWS: :Region}.panorama
VpcId: !Ref vpc
VpcEndpointType: Interface
SecurityGroupIds:
- !GetAtt vpc.DefaultSecurityGroup
PrivateDnsEnabled: true
SubnetIds:
- IRef privateSubnetA
- IRef privateSubnetB
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal: "*"
Action:
- "panorama:*"
Resource:

_ nxmn

PolicyDocument R —METHIRNNREKR , ATEXAERAR[EITH AP AR, B EHk
REESARFI AT BT in RUA R VIRENRR. BXEZEER , 55 (Amazon VPC User Guide) FH
Controlling access to services with VPC endpoints,
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/cloudformation-templates/vpc-endpoint.yml
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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FRARER

vpc-appliance.yml BiRER T @{TH AWS Panorama i & AN ERE IR VPC s R MAEKEE

X,

Example vpc-appliance.yml — TG FA B EXEHH Amazon S3 # A R R

s3Endpoint:
Type: AWS::EC2::VPCEndpoint
Properties:
ServiceName: !Sub com.amazonaws
VpcId: !Ref vpc
VpcEndpointType: Interface
SecurityGroupIds:

.${AWS: :Region}.s3

- lGetAtt vpc.DefaultSecurityGroup

PrivateDnsEnabled: false
SubnetIds:

- IRef privateSubnetA

- IRef privateSubnetB

:Region}.amazonaws.com

ISub "*.s3-accesspoint.${AWS::Region}.amazonaws.com"

second value

s3apHostedZone:
Type: AWS::Route53::HostedZone
Properties:
Name: !Sub s3-accesspoint.${AWS:
VPCs:
- VPCId: !'Ref vpc
VPCRegion: !Ref AWS::Region
s3apRecords:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !'Ref s3apHostedZone
Name:
Type: CNAME
TTL: 600
# first DNS entry, split on :,
ResourceRecords:
- !Select [1, !Split [":",

1Select [0,

!GetAtt s3Endpoint.DnsEntries ] ] ]

TOIEARCER T i £ A =~ VPC 812 Amazon VPC F Route 53 BR. & A LUBSHIER VPC IR

1=

70N

FRXFM, R2£EM VPC W5 AERN

HNRFRRFARXLERNS , LLEMER IDs A%l IDs

=45l AWS CloudFormation ##x
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/cloudformation-templates/vpc-appliance.yml
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RN AHER, AR

AIEFMY GitHub FER AWS Panorama R &ZFIBME 7T REIN AR, BIARFMER, XL RHEIK
ZFIREXBRHBINITHEI/ER.

Sections

- RBINAERF

- XABRFHAE

« CloudFormation 14
- EZRHAIMTE

I AR P

~BINARFERT AWS Panorama IheeVERAME RN ITENARES., XERFINAEFSEA
TFEHIRTREMNIBHMANER, REHTHRELNEE , NG THBNEFTRARER.

« aws-panorama-sample— TE D REHNERITENAI . EAFERLE AWS SDK for Python
(Boto) | CloudWatch, {XEEFi4-EM#EE S LUK EE HEIER,

- debug-server - ERFE LI F AU D , HEREXRAINARFRBER. EAZSLERMNETH
RREFAB, HTTP BRFE{H HTTP B i,

- BEVER _ \REHSHERHER SageMaker Al Neo #1T41% , L% 5 AWS Panorama
RENFREM, 7 Python FF&H, £ Docker Bes PRI S EC2 EH|h# TR INE, £ Keras
FE X4 ERA TensorFlow = Python RAS HMmFFFIENEN ARFEL,

MEEZRPIRARRE , thiFiFRlaws-panorama-samples 7 B

KRR

util-scripts B FZHHEIATTLAEE AWS Panorama BRI BT X TERE.

« provision-device.sh — FRB & %o

« check-updates.sh — REH B AR B HHFEFH
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/debug-server
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/custom-model
https://github.com/aws-samples/aws-panorama-samples
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/provision-device.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/check-updates.sh
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- reboot-device.sh - ERi& %

« register-camera.sh — JEfift — &4,

« deregister-camera.sh — il BRAAHL T =

« view-logs.sh - EFNARFEFIN A F.

« pause-camera.sh — EERIXEBYLRA L.

« push.sh-#&, LEMBENAERF.

- rename-package.sh- EmEBETREB. EMEREN. EXHNNARFEE.

« samplify.sh — &K ID BRARHIKS ID , RiEREZOEEUBBRAEE.
- update-model-config.sh-EF R X M4/5 , HEREHMAMEINARERT,

« cleanup-patches.sh — BUBEEMIB4MN T BRZA<HM Amazon S3 i BREE %,

BXRZENEAEE , B BERXH.

CloudFormation & #x

fffcloudformation-templates B £## CloudFormation #4&k73 AWS Panorama N A2 F 2
R

- alarm-application.ym| - | ZA TR ENAERFERNER. IRNARFZHAENERSFLEEIT
57% , BikRaRE—HBFERAHEL,

o alarm-device.ym| - BIEZA T URE R EENER, MR RFEFLELEERS 28 , Blkariz—H
BT HR & Al

- application-role.yml - BIEZNAREFAC, ZAGSIERAHLZEERNNR CloudWatch, EREEE
BRI NAREFRERANEM AP RER IR,

« vpc-appliance.yml — NRZ BB EFIE FMRSF 1A EMXER VPC, AWS Panorama EfFiR&iE
$#£%| VPC , A AWS Direct Connect 3% AWS Site-to-Site VPN,

- vpc-endpoint.yml — B — MR FFE FMIRSHRZKRFH VPC. AWS Panorama VPC KIEF#Y
RBELEEZERRMAIAERE |, AWS Panorama LASZFEE AWS Panorama &R

B FHPMcreate-stack. shiia#lZ CloudFormation ik, EEEATHENSH. E—ISH
SERNERN  ERSBEEEERTHNSH,

Pl , AT m At ENARFAG.
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/reboot-device.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/register-camera.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/deregister-camera.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/view-logs.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/pause-camera.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/push.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/rename-package.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/samplify.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/update-model-config.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/cleanup-patches.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/cloudformation-templates/alarm-application.yml
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/cloudformation-templates/alarm-device.yml
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/cloudformation-templates/application-role.yml
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/cloudformation-templates/vpc-appliance.yml
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/cloudformation-templates/vpc-endpoint.yml

AWS Panorama FRARIER

$ ./create-stack.sh application-role

EZRHIMTE

aws-panorama-samplesFEFEESHN RFINARFMEAN I E,

- NARERF - GERATEMEREEMNAGN RENARER,

« HENREZBEIE -RUEMEILR N E R,

« PanoJupyter— £ AWS Panorama & % JupyterLab £iz1T7

« Sideloading - TEWENBENAEFARANTEFNAREFKB,

ZAWS #HXEFETUTHFENIEMIERE : AWS Panorama. BEF U TR E GitHub,

« cookiecutter-panorama — R A EF K Cookiecutt er #1k, AWS Panorama
* backpack — A TGS T MEFMAFEE ., 2T FME IR HIEDA Python iR,

EZRHIMIE
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https://github.com/aws-samples/aws-panorama-samples
https://github.com/aws-samples/aws-panorama-samples/tree/main/samples
https://github.com/aws-samples/aws-panorama-samples/tree/main/tools/camera_stream_validation
https://github.com/aws-samples/aws-panorama-samples/tree/main/tools/pano_jupyter
https://github.com/aws-samples/aws-panorama-samples/tree/main/tools/sideloading
https://github.com/mrtj/cookiecutter-panorama
https://github.com/Neosperience/backpack
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53 AWS Panorama &R N ARF

B LATE AWS Panorama 4|4 Amazon L£¥5# AWS Panorama &R CloudWatch, AWS
Panorama 8 & BN BB MEEE AWS =i , UIREERBFEEZREINRES, FER , ®8EE
£3LA} @ Lo CloudWatch gs %3% B &o

ZREMNEEEIRER AWS Panorama # & A QI EN RS £ EIKEMEA AWS loT. CloudWatch B
EMEM AWS REHRE, BEREZEE , B5H AWS Panorama RS & M5 RS RR.

BREBRBEHRNAR , F5H BEDEKR.

FHB

« £ AWS Panorama #2#|& it 1758

- &F AWS Panorama A&

« £/ Amazon E1EIRZ MR AERF CloudWatch
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£ AWS Panorama 34| & it 1753

BT LAE A AWS Panorama 2% & 151288 AWS Panorama Appliance T &, #2%A AWS loT
AT SRR,

£ AWS Panorama ##| &8 RSB ENIRE

$TF AWS Panorama 2 #l& .

FTFF AWS Panorama 12§ & 1% % R H.
HERIRE,

EEENARRFXGINRES , BMIIERPIER,
EEEREMBFEONRS | BERRE.

o b w0 Dd =

NETH2ERREFN SRS, MBREN “EL”, WRRREBERE AWS HERRIERSEH.
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https://console.aws.amazon.com/panorama/home
https://console.aws.amazon.com/panorama/home#devices
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&#F AWS Panorama B&E

AWS Panorama B &# CloudWatch BERENARFNREEH., BERER |, S UFEHAEYH
HEREHB AR AWS Panorama R AREFSHERN AREFEERHE,

£ “B&” B9 &EF CloudWatch B&E

1. FIFBEEEZEHER CloudWatch BEA R H,
2. EUTAFERK AWS Panorama MABEFHIRZEE :

« ®%HE - /aws/panorama/devices/device-id
- MNARRFHEXE - /aws/panorama/devices/device-id/applications/instance-id

EHMREHHREHMEERZN , BETUEEME USB a3z LRI B .

Sections

- EFRZAXE

- BEENARFEE
- BENARFEE
- EREMERE

- MBS HBE

ERERFAS

AWS Panorama Appliance 2R RR BB —MNEEL , HAELHBBENWENNABFEFIEIE -1,
BREZEAXETEEXNARFRES. H4ALNRERENER.

¥ % B - /aws/panorama/devices/device-id

« occ_log - HEBEAENALH, ZRAEBARDANAEFNEE , ARSSNINLABRFRAT
R

« ota_log— 1 over-the-air (OTA) HHA IS BRI H

- syslog-iR%EHM syslog HENME , ATHARHIEZBRENER,
« kern_log - 3k B1i&% Linux AWNEH,
 logging_setup_logs— Bi& CloudWatch HEREH I H.
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https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups
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 cloudwatch_agent_logs— kB CloudWatch A &R .
 shadow_log - RBAWS loT & & & M H,

BEENARRFBEE
MARFXRFINBEHITEUAT RAwBENENT RN BER.
MARF AL - /aws/panorama/devices/device-id/applications/instance-id

o {78 - NARFABH AWS Panorama MR SDK HitH. BEXEB /opt/aws/panorama/
logs N AERFBE,

- B - FREREDAHEEFTRNIENR L,

« R - BEREYASREEFAEE,

« £ - WESR HDMI ik O WS 3 B R iy o

- mds - RBRZE THERSFH B L,

« console_output - IR DA ST F AR E B SRR

MREEHEHREFETE H CloudWatch & |, FEIAEN T EBR AWS XiE, 1R 2 , Ni&&E5 AWS
HIERE SR IR E AWS Identity and Access Management (IAM) £ &/ X BR 7] 8E 12 1E (B &,

EE fhﬁﬁiifhlﬂnﬁ

FLiE Python IBFREB|UFAEXHEA /opt/aws/panorama/logs. &%A'Ival%‘:'\}\AJtlﬁ_u_umEUﬁ
2| CloudWatch B&., AR AT SRAZE , BEAKAN 10 MB WXH , FBREA 1, L
TREIBRRT RIRBIERBNGE,

Example application.py - 1B3X 88L&

def get_logger(name=__name__,level=1ogging.INFOQ):

logger = logging.getlLogger(name)

logger.setlLevel(level)

LOG_PATH = '/opt/aws/panorama/logs’

handler = RotatingFileHandlex("{}/app.log".format(LOG_PATH), maxBytes=10000000,
backupCount=1)

formatter = logging.Formatter(fmt='%(asctime)s %(levelname)-8s %(message)s',

datefmt="%Y-%m-%d %H:%M:%S')
handler.setFormatter(formatter)
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-device-shadows.html
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/application.py#L181
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logger.addHandler(handler)
return logger

E2REBEANRLIERS , AEBRIMNARFRBFER.

Example application.py - #l#8{t i &25

def main():
try:
logger.info("INITIALIZING APPLICATION")
app = Application()
logger.info("PROCESSING STREAMS")
while True:
app.process_streams()
# turn off debug logging after 150 loops
if logger.getEffectivelLevel() == logging.DEBUG and app.frame_num == 150:
logger.setlLevel(logging.INFO)
except:
logger.exception('Exception during processing loop."')

logger = get_loggexr(level=logging.INFO0)
main()

EEMERE

EFREHIE , AWS Panorama Appliance &5 AEE#IZ A T HEEFHE RN EH USB R8s,
XL A ETHERRE AR R R IE R LTI E B B,

/A Important
B A SEATEMERMRA 4.3.23 RESRAHRE

MRAERF B

- /panorama/occ.log - AWS Panorama 12 #2855 # A &,
- /panorama/ota_agent.log— AWS Panorama over-the-air EFH{LE B &,
« /panorama/syslog.log - Linux Z& A&,

« /panorama/kern.log - Linux A% A&,
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/application.py#L205
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MNEgSHBE

MREEEZENNARKFBERE RE “ CloudWatch BE” &, M A LAEH USB R385 Mg % H3RER
m=w B EE B . AWS Panorama FRSSHRA 7] AR R B #E %2 B & H B3 1711 .

TEIRFZAF
ERRSREBEHE  CEBEUTESF

« U — —% FAT321&N1LHY USB NEE , ERZ=RZED N 1 GB, HTFTM AWS Panorama & &1&
W B A

MEZESHBE

1. HZ—N USB K385 , 7£ panorama XHREMA managed_logs X#H K,

/
### panorama
### managed_logs

& USB BahBRiEETRZ,

> AWS Panorama Appliance.

$TF AWS Panorama Appliance,

ZREFAEEFBRE ., EWNITIERER RS LED BRIT2ALKEE,
BT LATE managed_logs BXHPHBBEXXH , #XH

panorama_device_log_v1_dd_hh_mm.img

o g kA w N

BEEZETHRZATERSG. BE5EEFXE. AWS Panorama WEAREFLERBARSREHIFEE ,
= e 4TINS

WRESHAS T
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FEF Amazon ¥#E1E & MM AR CloudWatch

IR B FERAVIRZASET , AWS Panorama £ [b ¥ 5i#h & ix#5#58 CloudWatch, &\ EL7E CloudWatch
BHAEREAXEERYERRMNERNR , LSRR EDS , HREZR , LMEERIELINARESF
B IRFENE,

£ CloudWatch ##|& R EEF ISR

1. $TF AWS Panorama %] &I/ E ( PanoramaDeviceMetrics & ZEH ) o
2. EBREEEN,

3. ERERUNHEHFIMEBER,

4

ERFHMSKITBEHEENLRR , BEFEARKIERETF LNET, RIABERT , BREEH
FIEEFRH Average ST EE,

® EM
CloudWatch B “KiIz® %% E%, BHABREEREN , 2XHEFHR. XK, Bk, BEFMR
f# CloudWatch ¥ %%, BX1FEHMELR , 1S CloudWatch E s

BEXMEZE LR CloudWatch , 1§25 Amazon CloudWatch B F ™.

Sections

- ERRZER

- EANAREFER
- REER

EH IR Z BN

iR B FEAVIRSHE |, ©4 [ Amazon £iE1E#R CloudWatch, &7 LA X LS FR RIS IR R E
o, AEREELNMEER,

« DeviceActive - iIRBL T EIRESH EH &KX,

“4E - DevicelId M DeviceName,
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https://console.aws.amazon.com/cloudwatch/home#metricsV2:graph=~();namespace=~'PanoramaDeviceMetrics
https://aws.amazon.com/cloudwatch/pricing/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/
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& & DeviceActive 1EFRE Average St ##E.

{52 I BL I 22 - F6 7%

LNARERFBIHEIRN , ©2M Amazon ZiEIEFR CloudWatch, NARFEILEITH |, BRI AEAX
RS PRl & B iR,

- ApplicationErrors - i2RH R AR FHEIRH.
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https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingEncryption.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/encrypt-log-data-kms.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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EFER IAM B3 AWS Panorama KI5 BRI BR 2 B , &R 7 R WRLE 1AM ZhAERI A F AWS Panorama.
E4MHE T # AWS Panorama fME Mt AWS RS A5 IAM BEEER |, 55H IAM AFPEREYE IAM
BLEEANAWS RS

FX AWS Panorama fE AR, FEMAGWEIR , i3 AWS Panorama R,

AWS Panorama & F & 17 #9 3R BE 7= 451

BRIMERT , IAM AP MA LR ERESRIEKR AWS Panorama RRHIRR., it TEER AWS &
Bi&lA AWS CLI, = AWS APl HUITHES . IAM BB R AFEIE IAM X | LERNAFNARET
PR FT BB E RIRIMITISEMN APl R1E, AR5 , B A AJUFIX LR EEH N2 T EiX L APRAY

IAM AP =4

ETRMMAERXLRSE JSON REEXHEIE IAM ET HHHERE , §565 (IAM BFiERE) FHE
JSON JET+ L 632 KK

T

- EMSESRE

- {#£f AWS Panorama % &
- ATFAFEEHIIESHRR

REERIERE

ETESHNEBRBEENMNAZRSTLACIE, HRIMEREK S PE AWS Panorama &R, XLEg@4ET
BEAE AWS IKRF A RA, SRR EEETHONERER | HERBUATEENE

- FTIREER AWS RE R F RO RENRNE — BFMAASMITERRR TR , SEANTS
FIRAGIRTRRNAWS HEREE, ENEMRNRARITR AWS IKF, FRITZUEET E LEHXS
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- NASENR : EEA IAM RERENRE , BXEFRATESHENNR. At , EAER
ERERGT AAUNBERRRTHRE , RN RENRTAT. BXER IAM NANRBRNESE
B, B2 (AM AFEmR) P8 JAM R EYKEE AR

o R IAM SREE AR BSR4 — S PR FI T R AXBR : 8 0] LA[E) 58 BE 7 DN 5 A4 SR BR XS R AE R R IR AV 17 18]
i | WA LUREREEMRIEEXTMER SSL KEFFEER, MRBRSBEREIFENSXE
A8, M AEARARERE T RS IEENTFRINER AWS ARS , i CloudFormation, BXE
ZER , B5H (IAM BF18R) H#Y IAM JSON R TE @ &

£/ IAM Access Analyzer BiEZH IAM KB | SUAKRNEN LS MMINEENY  IAM Access
Analyzer 2K IEF REEMIM B KR , LUBERREAS IAM KEIES (JSON ) M IAM HESE
B, IAM Access Analyzer 12 100 ZTRBEREMTIRENEW , URBEBEHER S BEEMREN
Kig, BXEZER , BH5H (AM AFEM) FHFEH IAM Access Analyzer BiE R B,

- FEZEFOHRIE (MFA)-TIR AWS IKF BN RFE IAM AP SRAF , BEHA MFALURS X
2, EEEEA AP BENTFE MFA |, B MFA R4RMEIEN RS, BXESER , B2
59 <IAM B $ER) HREEA MFA R API 5HE,

BX IAM AR REIRNESELR , H20H (AM AFER) #1 IAM RS HEXEK,

£ AWS Panorama 41 &

EiHA] AWS Panorama #8#l& , B4 ERENRE, XLENBELMNAGFERIIEMEFTEETRE AWS
Tk AWS Panorama BRI FMAEE ., MRECENE T BB KRR LLFTENRKIENRE™E | N
TERNEBFZRBHOEE (IAM BFRFRAER® ) EESTES A,

EXEZEER , HSFEAWS Panorama WE T 54K 1AM FKEE

ARFAFESHINE SR

ZORBIGER T IS B2 KR |, LAY IAM AP EEMMBIEA S SO RERMITEEN R, LRE
DIEEEFE LR AWS CLI X AWS API SRR 5 5T IR ER AR

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
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"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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( ATBRYARSS ) Bt , AIRERREBRSEL, FTEURINER RS AERENERY Z - EF N ERET
B, BNZBRFFRNBTHRNR. N THEXFER , BN AWS ZH T -ETH | HBERFAE
RSHBIE  XERFSEEACER T REKS F 7 IFRAR,

RINBIERREEBFEHaws : SourceArnflaws : SourceAccount £ BEHG L T X RARREREIH
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« REIE AWS Panorama HFHITIRIE

« RFIMINIT iam : PassRole

- BEAVF AWS K B A BRI AWS Panorama %R

KL IE AWS Panorama B {Tie/E

MR AWS EEEZFE FIFEETIMITEIURE , WLABRREER FRED, EEARBRHA
FEMBBHAR

% mateojackson IAM AFZHFEARHFHAEEFTRENFEMEE , EFEF
panorama:DescribeAppliance fXBRE , &£ T RAIEIR.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
panorama:DescribeAppliance on resource: my-appliance

EXMERT , Mateo IERMHEE R EHMERM , LA FMSERA panorama:DescribeAppliance
B4R my-appliance ®iRo

R LRI AT iam : PassRole

WMREW R TN IT iam: PassRole BE'HEIREER |, M AMEF KR A IFELE @ AWS
Panorama & &,

BE AWS S A ERIEAGRKRZEAZES K MAREUEFNRSALIBSAXEE, Ak,
LY MERRABEKEIRSHINR.

LHE N marymajor B IAM AP ZHEAEH A 1E AWS Panorama FIITIRIER , R RELUT R
HiR, B2 , REXMEERFSACAHER FHNRET THITIIEE, Mary FEERAGEZEEIRSH
PR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , DAEFH Mary PR F 1T iam: PassRole #&1E,

MREFEHDY , BTHRREN AWS EER, ENEERARRHEREIEN A,

mBEHEE 157



AWS Panorama FRARIER

A8 A F AWS Tk P LAV A 1A R R EY AWS Panorama &R

ARG , UEAMKSFPHNAFREALNANARTUERZAGKILRIEN TR, &7
BIEEEESEY , AURAAG, X TXHETRIFARESRTEZEH IR (ACLs) WARS , BT
158 P IX L5 SR BE (0] ATV HR T 173 (R 8B BR AV A PR

ETHREZER , BZRAUATREA :

« ETH# AWS Panorama @B X FXLEAHE , 182 AWS Panorama I 5 IAM —&2E M,

- BETHIMARENESHEENERERNE AWS IKF | BS IAM AP EESR N EERE AWS
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- RREREMDIL (TLS ) . BINERER TLS 1.2, BIWUEA TLS 1.3,

- EERLMAERE (PFS) WHEIWEH , #lin DHE ( 58T Diffie-Hellman ) 8 ECDHE ( I B4 [ 4
¢ Diffie-Hellman ) o AZHIARE (W0 Java7 RESRA ) X IFXLEER,

IR BIE S 02028 AWS Panorama Appliance

AWS Panorama BREZ2ZEEZBBKMIF R F8ES AWS IRFZEE. EEEFHRZHNATREINE, B5
PFARECHNNELRE AN RZRUEFENTHRINE, MREHVEE T AWS Panorama
Appliance ZEHBABR IP REVNFENHFR , BFLD.
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