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THRERT S5 E Oracle Exadata 22+ AWS BIEIEAH OHMERE OCI KB SRR, &
AWS TTRKX (AZ) A , &AL Amazon VPC ESHEHR LB ENRERERNE, BN FXLER
&  VPC FHY N A ARS 88 o] LAIA Bl 7 Oracle Exadata EAi%E LiZ1TH Oracle HIEE,

#94% = Oracle Database@AWS

f&Bh Oracle Database@AWS , AT UM AT IhRERR Z 25
FF Oracle Exadata ##2 B THEAFITHE AWS

f&Bh Oracle Database@AWS , &R LR ¥ b 8RRV Oracle Exadata TAES 8T 2| & A E At
&’ e L #Y Oracle Exadata iEFERF R E H#Y & A Exadata A& L# Oracle BAIERE.
AWSEBRM THRINER., TENINETAM, RHRBMIUKREXM Exadata ZPEMERE /Y1
fE. BT LAEAFRER Oracle BIEFETIB TR | HlinikEEE S (RMAN), Oracle Data Guard,
A& %R ZEE, Oracle Data Pump, Oracle, AWS HIEEE® GoldenGatefR$ M Oracle B
%,

WA T R AREFIER

&I LATE Oracle Exadata ME L ETHNAREF 2 BRI KIERERE, AWSEILRENNAERF
AWS T ¥ 4R & K PR B )l > P 48 23R H iR & M AR
BEBIES —#ITOIEH

BEMFEAET ETL £/MKRESE —EA Oracle AR DT, NESFEIMER Al WEIE , BUUERER
A AWS B LR HFF & FH 813, B3 EH Amazon Redshift #1738 ETL £ , B UK FEEE S
R 2 EIE B IR PR 5 AT MALEE %S (ML), Oracle Database@AWS

LN E R FR/E
O LAM Oracle 2 BING — B AR AWS IMEX S, X, EBMEZEPR IR, B Oracle

BREERSAEAEREZIAE AWS &iEH Oracle ]k |, B30 Oracle Support Rewards, &
A LAEARIER AWS TEMAEKME, BEMEEEH Oracle Database@AWS HiR, &AL
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£/ AWS APIs, CLI fllEMEBRERFIR SDKs. AWS APIs HAMAH OCI APIs REL &
EEFR,

5 AWS BRS5 LK R

BRI EER - EREITHHEM AWS RENBMARFER. flin , B 5# EC2, L5i# VPC
#1 1AM Oracle Database @AWS &£/, &iE A LA Oracle Database@AWS 5 CloudWatch FA
F U542 Amazon F EventBridge Al TEHEEH Amazon & AWS IRFERK. N THREEZ®H ,
AT LAE A Amazon S3 , HigitiFAET 119 %,

X AWS R

Oracle Database@AWS S TIRSEEER , LARS Oracle BEENARFHN RN TT BY -

IS EC2 — 1R Oracle RAREFRSBH/NVE MRS/, SR ABEEREENFRE
PR EEH EC2HNABEF RS SR, AXEZEE , HS 6 Amazon EC2 AR,

« Amazon Virtual Private Cloud (VPC) — 2 s B EREN W EBRENELMNEFF3h AWS &

iR Oracle Exadata E#iZ M T —NE N ODB MEMIEHMED |, LA LUBLZMNES VPC 2
ANEXRR, RE , BLIE VPC HETRABRFRS [/ HIF R EH Exadata BIEE, BXEZE
B, &2 (Amazon VPC BBF ) .

« Amazon VPC Lattice — 12t M ODB B4&Xf Amazon S3 1 Oracle £ E & 9% AWS REH A #b 15

BIXR, BXEZEER , 5SRT A2 Amazon VPC Lattice ? o

Amazon CloudWatch — 2% # R Oracle Database@AWS., OCI WEH KRR
Oracle Exadata RGHVIEMRBIEHFHE XIZS|, CloudWatchBEXEZELR , S H Oracle
Database@AWS f#H Amazon #1712 CloudWatch,

« AWS Identity and Access Management (IAM) — #Bh &= £ #3125 F X Oracle Database@AWS

PRV RIAR, £ 1AM #2403 T LUE S AWS BIR ( BRIE ) AR A P ol BUB I BRLe 5
NEAMLERE (BN ). BXEZEE , BESH WEHMIFRIEE Oracle Database@AWS,
AWS B HTBRS — R\ ZBZFREN D MTIRS |, HBEHEE MM Exadata BIEEHIRB AL,
BURZSHEANSTOTAFATMHEE , fINRERDH. ABELE, BELE. =5, 28D
. AR TR. BEXREZFELE , S H LK Analytics AWS,

IEfE 1518 Oracle Database@AWS

BT LAMERABIZE, R FMEE Oracle Database@AWS AWS BRI A, CRHET —NTBFiHRIN
Web 5 Oracle Database @AWS,

HEXRES


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/
https://docs.aws.amazon.com/vpc/latest/userguide/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/what-is-vpc-lattice.html
https://aws.amazon.com/big-data/datalakes-and-analytics/
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BT LAM H R Oracle Database@AWS 7= fia AWS Marketplace. &8 St EB X Oracle &R XK.
5 , Oracle AWS Marketplace IRIBFAEEM DU EEREIZIRN. BH AWS K2 SIRIFEMFEH
EERTH.

MRIEK Oracle NARFH Oracle HEFEREER —MNTAKX (AZ) b, WEFXZSHEELRER,
2 8] B9 B 15 W EUAR A BB A% B 3% AZs,

£ Oracle Database@AWS HEEERK ( HIINZETL, OracletE %0 FAmazon S3) &t , BiEVPC
Lattice £ Z F 17 7] BF R URERFR AEZUIEAL 3B 2R . Oracle Database@AWS B E R R/t 3%,
BEXEZER , i3/ Amazon VPC Lattice Effto

BT RMTA?

WMAE , WA LAFF A G122 Oracle Database@AWS &R T o

1. T #% Oracle Database@AWS THERE., BXEZFEL , 3 W7 Oracle Database@AWS 1=
1Eo

® Note
MR EZH AWS & Oracle Exadata 28 ENFFAER |, BEE TR,

2. Oracle Database@AWS &I FHiEFAA RN AWS BEIREIA | REEZHN. BXEZEL | B
2 Bif Oracle BEENFERINQAWS,

® Note
EETERPRBERARN , ELMELR AWS SUFHE AWS KPRz R 1FH&RSP,

3. fERE4IAAIE ODB M4, Oracle Exadata EAtiZ MM Exadata BRI EE. AWS £ OCI
T B2 Exadata HIEE, BXEZEE , 55K Oracle BIEEAT@AWS,

4. fEF AWS Resource Access Manager (AWS RAM) Bk F REZHNRR. BXEZELR , H5H
{55 F A (S P P 9 2 = Oracle Database@AWS &R o



https://aws.amazon.com/vpc/lattice/pricing/
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Oracle Database@AWS ¥ Oracle =EAZE# (OCI) 5. AWS CloudELA T & e |, WAL T RS
SRR BHYE,

T AEMZEM LM Oracle Exadata BIEFE RS 2 — Uit Exadata ZIEEHLH OCI fk%. Oracle
Exadata HEENR—NER. FRENTEN RN LTS , EATELEEDL. BAUEH
AWS #Z#|& ., CLI RE AWS AR X (AZ) F 8% Oracle Exadata ERtiHEFELIAES, APIs

EROIEERE AWS , aJUUER OCI #IZMEE O APIs racle Exadata %#EE. 5T 3% VPC 3t
EH ODB ML Tk EC2 N ARRFIRS 8585 17 7 &MY Exadata BiiEE, B3 Xf 53 , Oracle
Exadata BiIEE T AEKEIFREH, AWS

TEERT Oracle Database@AWS %8#3,

OCI +M

Oracle =EMIZEIEEE OCI XM Al AHEF, OCI XigH OCI ] A (ADs) HEY , XL R
OCI KA MREREHLEE. OCI T2 OCI AMET BRENMNXEHM T AKX (AZ) 3k
B L. AWS Exadata BEREZEMEZE LB E OCI XEH |, EXREFE—MNXEHH, AWS

# OCl ¥4 =X Oracle Database@AWS EBrf F AWS BiEH 0 AR, AWS $£E Exadata EAtiZE
¥4, OClI TEHEH LA EBE B M4 Exadata EREEWIEM, B LUER AWS #Hl&. CLI HEE
Exadata EMiZEH, FAEMEZHMELYIER ., APIsETLAEREI Amazon EC2 Hl Amazon VPC 2
KK AWS RS R AR AR F 15 E £ E R 1% #E _EiZ T8 Oracle Exadata #IEE,

A& X Exadata EAZR 13

Oracle Exadata E A2 ¥ 21=1T Oracle Exadata B EN BB ERFS B MFERRFIENEEZEY, B
RERFEN T AWS TTAKX (AZ) ., E1E Exadata R EIBERINER | B LUER AWS 24
&. CLI =, APIs

Oracle Exadata 2R 5 M EMAMBEERSROMEN L, XERSHFEETERR , ROT
Amazon EC2 T AR5 8. BAREERSHBRE P RSNMEELNERREF LETHEB
(VMs). BRUEAXEXRNEWE  FS5HEAEMIRERREN LA Exadata BIEFRSS

£ Oracle Database@ " #12& Exadata ERIEHAWS , EEEEUTEES -

OCI F™ ik 4


https://docs.oracle.com/en/engineered-systems/exadata-cloud-service/ecsid/exadbd_overview.html

Oracle Database@AWS Oracle Database@AWS fii F* 157
- BIEERSSRNEH

- FHERSIRERK

« Exadata RGET (X11M)

- REEMRENATAKX (1HS R X1 Oracle Database@AWS )

E TR U828 Oracle Exadata 22 , HZ R, T 2 . EH 6|2 Oracle Exadata EAtZE#
Oracle Database @AWS

ODB M4

ODB MER— M EREMLE , £ AWS THK (AZ) H#EE OCl EatZE¥, ODB M4 H CIDREE
B IP #hut4A B, ODB MR EZEMEE| OCI FIt R P FEMNME , AT EH AWS M OCI Z B EE
FER, 612 Exadata EEAWIEE AT | XIIEE ODB & (ESH ) . HF 3 : £ 812 Exadata
ENBE S BAE R WLEEE Oracle Database @AWS

& LAME A Oracle Databas AWS APIs e@ £ ODB M BEL BRIFE. ODB MEMERE AWS |, {B1&T]
LU B ODB X & iE# LU Amazon VPC iE#2] ODB WM&, BXEZEL , 55 en ODB WEE
%o

£l2 ODB W& , EEEEUATEE :
- AIAKX —ODB ME&HBET /AKX,

YRATLAFE LA T Oracle Database@AWS H{EA AWS X :
EEFRL (HEFRLMILE )

BRI LS AZs 58 IDs usel-az4flusel-az6.
ZEEIP (HBEXMN )

BT LU AZs 53 IDs usw2-az3Musw2-aza4.
TAMK (FE)

IBAI LU AZs 59138 IDs apnel-azlflapnel-azas.
EERI (BEEM )

B LU AZs 5913 IDs use2-az1Muse2-az2.

ODB M & 5
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Mt X (EZ=%1E )

B LU AZs E¥)3 IDs eucl-az1Heucl-az2.
MEX (HE)

A LAEAEEYIE ID B AZ cacl-azbo
TAMK (ER )

IEA LAE A YIE ID B9 AZ apse2-az4o.

|
N

|
™
i
N
-
3

EEENKS R ERRG I EMETRAXNZEATRAXER IDs , 151

aws ec2 describe-availability-zones \
--region us-east-1 \
--query "AvailabilityZones[*].{ZoneName:ZoneName, Zoneld:ZoneId}" \
--output table

« Ef i CIDR #i3it — ODB WM& FEE Exadata BN EEN BAELHEEMNEFi% FM CIDR.

« &1 CIDR #3it — ODB MEEER M M CIDR KX EL VB EHTIEEREERD. W T
Exadata EIANESE K RO FREAEMN,

o AWS BREERK — BT LAR AWS BRFERK ( #1320 Amazon S3 R Amazon Redshift B9 Zero-
ETL ) BEEMKXER, BXEZER , HSH AWS BRI EH.

BXEZER ,FZH B 1 . EFLIE ODB ML Oracle Database@AWS,

Virtual Private Cloud (VPC)

EELFAE = (VPC) REE=H AWS tIBHNELING, CHEZE LS AWS =hiHMAEIMERE |
FHRO LTSRS ELNEIRE | QIR EFRECHN 1P it STE. 612 F MU R E %K /2R M E K
X, BXEZEER |, BHZRTARE Amazon VPC ?

BRI EENIL S VPC hEZL S # EC2 £l XL& EC2 KB AR E F Oracle Exadata ¥z
FEEENNAEFRSSR. EAE& VPC FRNEMEM EC2 K| —FEENBSHRNARFRSH.
BREZER , BERMTLELS#H EC2?

ZRIAER T , ODB MK TEEE, VPCSERN ODB MEEFETEHNIME AWS Efiik i , i57 ODB
PER— VPC Z RN ZFiERE, SR LNUEZ0IE ODB NEIEE VPC, BXEZER , EZHN T
B 1. P4l ODB M4 Oracle Database@AWS.,

Virtual Private Cloud (VPC) 6


https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
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ODB W& HiE

ODB WEEHEEAFGIEHNMEERE | ©AHE Amazon VPC f ODB ME 2B TERAEARE, VPC
1 ODB MEZBIFEE —FN—MKR, NEHER , VPC WK Amazon EC2 EHIT A5 ODB M
B Oracle Exadata HEEHITEE , MECNER —NMHEH —#,

(® Note
ODB X &5 VPC XNEEERE , RERRMEZRANNFERE , ATEME ZEHEBER VPCs

Eo

BRI AERANE—1KFFH ODB MEM S —1NkF Y VPCo AWS RAMUMIRESHMKFAHE
ODB W& , NZEEKF TABEZESHINEEIE, 531 ODB WHEEZENK A HERIZERE,

FERIE S EH ODB X &% CIDRs B , BALIEENEME, BIxMEN , B LUIEHNE VPC
H A TR LE 7 X | LA [B] 489 ODB M 4%, VPC IKF R BAEF#88 ODB MERRY1EIR T E# CIDR SEE.
BAXEZER , HSHTMNEES Amazon VPC B ODB X% %%, Oracle Database@AWS

VPC R BHR AT BB AT AKX (AZs), £ ODB M4+ , BIRAEEENATAKX, £ 6E ODB W
B E St AT A X

23 ODB X FiE#s

ODB W& EET 2 ODB MEMWISIL , MREEECH ID (FIEN ) MEGE IS

MER. odbpex-EBAILAMERA—A %L AN APIsSHEERREBNEEE, flw, &9

LA A Oracle Database@AWS #Z#| A API 8|2 53 HE ODB M4EH ODB I &k

¥, CreateOdbPeeringConnectionBXEZEER , iHSH £ Oracle BIEFEF 4|2 ODB X EiE

E@AWS,

£/ ODB I ZE#AT |, Oracle Database@AWS £ B Eh 1T TR4E :

1. WIEMEERE , BEREREE Oracle VCN CIDR E&H#) CIDR 3
. REERMENEEEEMEN
3. £/ VPC CIDR i1t Fit & ODB M4 ( A2 VPC ) BxH &

ODB W% HiE 7


https://docs.aws.amazon.com/odb/latest/UserGuide/configuring.html
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#13 ODB X Zi%3#/5 , £/H Ama EC2 create-route zon 8 S F e EHEMN VPC BB R, BXE
Z{ER | SR H ODB WEHIERE VPC BH &K,

AWS RS E R

N T HIEM Oracle BIEF IR IEAMNTHEERIEZIEI |, Oracle Database@ S AWS RS
Amazon VPC Lattice #1T 7TAWS &K, B LUFMERREEN AWS RS BE#EKE ODB W% , M
TEHITHI VPCs RE LN MEIRE,

Oracle Database@AWS X #FLL T AWS EERFE :

Amazon S3

BAI LB AT B R/ Amazon S3 & Oracle Database@AWS £ X :

« Oracle EET7TXISi# S3 ¥ EZ%E % — Oracle Database@AWS B 315 M &5 7] LA 1T
HEMD. TEBERAIER. WRETE OCI 248 F Amazon S3IRENIEEZMBFR , Nl OCI
2FEHED L&E S3 FERE

- M ODB M E#i5H Amazon S3-Z A LS AN S3 MiE# ODB M&1AF , A/G1E S3 F&R\

REEMA, SANSEXHFURMER G, ERAEALG RN, tIRES Oracle TENE
HF DB BIMEZHREX,

5 Amazon Redshift & ETL £/

B LB S Amazon Redshift # ODB M4EME ETL £/, XFPERK FEREEH T HIEME Oracle
Database@ Hiz1T#Y Oracle & E & #1%] Amazon Redshift , AWS ML EAFRIRE, A
gk (ETL) 8. XMEMRET BIFER Oracle #iiE S Amazon Redshift @45 |, SEHSERT 247
M A THERE,

BRT AWS IREMWIEEERI , BE T LAEA VPC Lattice 7B EEH MRS 25 P A RS FE IR
VPCs , 5&MBEH VPC 78 ODB M&EEfl, BRI LAERAVPC Lattice?®#l& . CLIFISKE 2 17 71
APIsBER. BXEZELRE , BSRUTHIR

* 1 Oracle BIEEHZHQAWS

« Oracle Database@AWS Zero-ETL 5 &i# Redshift 55X

« ft 4= Amazon VPC Lattice ? - H &M T Oracle ZIEFER VPC Lattice @AWS

AWS BRFERK 8


https://docs.aws.amazon.com/vpc-lattice/latest/ug/what-is-vpc-lattice.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/vcp-lattice-oci.html
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HRBZIMNRE VPCs

VPCs EAR % AHRI—4 ODB WM& K Oracle Database@AWS %R , & A LAE A AWS Transit
Gateway 2, AWS Cloud WAN,

AWS Transit Gateway

Amazon VPC £ #iMx 2 —MNA T EiE VPCs M7 ih R L& #Y N & 4% Fi H 0. ODB M &{X 2 ODB M
LZREA VPC 2B one-to-oneBEXNE, BALUNER ODB WM& 5 VPC W& , AEFI VPC E
BERZREmMR, MRALUEREEIZ/ VPCs, FEALLEARMNXIEE , BN Z/N VPC FRZERR
EXHEIE/ ODB ML,

BXEZEER , 555 B& Amazon VPC F3# M3 Oracle Database@AWS,

AWS =35 M

AWS Cloud WAN 2 —IfEE #HMN (WAN) fRS , AlitEE, EENERE -—NWE2KME |, EES
MAHIRBERIRR. FRAFREFER , BAILUEERE S P, BITEFHOHM VPCs AWS £EkH
%,

A LU S8 ODB &5 VPC W& , At VPC E#EEI = WAN BOME, BILEE , &AL
£/ Cloud WAN £Z4 VPCs Attt % 54K ODB M ZFIEHRE, AXESER , BEHA A
AR AWS & IEL & = WAN Oracle Database@AWS.

Exadata B\ &8

Exadata BRI BIER —HEZBEW Exadata, VMsE ARV ELE 7 TEH Oracle BiEE |, H
@4 Oracle AL AREIFF B ThEE , BFE Oracle Real Application Clusters (Oracle RAC) #l Oracle M
HEMIZE, S EEDYER LAIE — N2 Oracle Exadata 35, BXE R VMsHIEE #A#1
SREMNER , BT AEMEREAREN LW Exadata BIEFERS.

SIZENER , FEEEEQEUTARTHEER !

- —/N ODB M

- & X Exadata EAHZEH

- BEREEHPHE VMs WEEERS S
- A Exadata FH#ZRINEE

BREREZ M RE VPCs 9


https://docs.oracle.com/en/engineered-systems/exadata-cloud-service/ecsid/exadbd_vmclusters.html
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BRI UNERNERTNEN VM EE CPU A%, AFENAFR, BEXEZEER , BSH SR 3 :
£ Al Exadata BRI EES BEERIHELE Oracle Database@AWS,

HEELER

AEAMNEHETEREENRES  AEANREIN Al BIRTXRERES. SEEHBEEFT
B, BARABEELFAITHAATENEE. K. EF. FONEREERE.

BA LB ESN VM I ECPU OB, 8 CPU MBUEERNTZ. BIEEGHERNBARSEEEEN
BABE, BXRXEZEE , B5H S8 3 : £+ 6|2 Exadata BRI B E S B AELIEEE Oracle
Database@AWS,

& X Exadata #IEE

Oracle Exadata & —PME B ORITH RS , I NIE1T Oracle BIEEFERMEESMEEFE A, £ Oracle
Database@AWS , &R LA AWS #2244 612 Oracle Exadata BRI FNIEE Exadata BIRER
RIENER., RE , BALUEER OCI APIs REIBFMER Oracle BiipE, EXEZEL , BZH SR
4 : 1 Oracle =E & e A2 Oracle Exadata ZiiEFE .

BEELEEH 10
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A Oracle ZU3EFE@AWS

EFF A 2 Bl Oracle Database@AWS , iHHRESEM AWS HEIBXBENAF, RiE , B
AWS Marketplace &3 # 3 Oracle I FA AR HM3R Oracle Database @AWS o

SEMZRER AWS ik 2
MRIEZRE AWS IKF | BERATETBRREIE—1,
E3I M AWS K/

1. T FFhttps://portal.aws.amazon.com/billing/3E M
2. REBERELWHBARE,

FEEME , HEIEERRIERE  EREABERERNA —NRIES,

HEOEMET AWS K/, IR BIZAWS IKFRAF —1 BRAFERGRIZKS REFRE AWS
RS MAR. FAREREXEK , FHIAFTEERLAMNR , A ARACEABRAFRKRNITEER
AP RRBRNES.

AWS EMEREERE 2O RE —HRIABFHRH, SR AR 8IE https://aws.amazon.com/H 1%
‘BWIKF"  EFBLNKFEHEBENIKS,

SIZEREEHRNERNAF

EME , BRPENZE AWS IKF AWS KPR AP AWS IAM Identity Center , /B8 A X SI2EEH
P, XEERTSEA root BFRRITHERES.

R IREY AWS Tk 7= 48 A 7

1. #:4% Root FIF F4 LM AWS K/ BT MRfibst , LUK FA BN S ARR, AWS EERS)
AET-AL , HAGHERS,

EREERABAFEZAEMNELR , F58 (AWS EF AF#ER) FH Signing in as the root

usero.

2. RENBAFPBRZESHRIE (MFA),

BXRUHA ,, BZEIAM AFEETHAN AWS K- RAFEREL MFA iR% (£HE ).

SEMERER AWS TK 2 11


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
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tIREAEERENRIAF

1. J3 A 1AM Identity Center,

BXHEEA , BSE (AWS IAM Identity Center FAF1§8) S A AWS IAM Identity Center,
2. £ IAM Identity Center 7 , AP R FEEIHRINR,

BXREA IAM Identity Center B & N S RNHE , 25 (AFIERE) 1AM Identity Center
B A B9 A BRIAREELEAWS IAM Identity Center A P 17 R4 R

UERERBRNRNAFSHER

EE A 1AM Identity Center A B0 %% , BERSBELIZE IAM Identity Center i P i &%
S B8 F R4 3 41k A9 B 5 URL,

BXMEH IAM Identity Center AP 2 ZH#HE , B HAWS 2% AP EEFHER AWS iFE)|]
o

AR R o Bo s H o P
1. %E IAM Identity Center 7 , SI2 —MXPRE , ENREEREN A KENRE REME.

BXRUHA , HSHE CAWS IAM Identity Center A $8R) Y Create a permission seto
2. HNARSEE—1ME , RAERNZESEE L BFZIFRNE.

B , H30 (AWS IAM Identity Center FAF#ER) ##Y Add groups.

1§ Oracle BIEFEMNAEHRN@AWS

AWS Marketplace S=E3RFA TR TIREME R BEW @ R B X B iE H % UK Oracle B Oracle Database@AWS
ENMFRLAPTAMPNERK. &5 Oracle tIPEEMMER , RAJ Oracle NIEEEN RN AIEFA
AWS Tk Bt BESIFITRN , HRBENMEFERZR it , BRI Oracle
Database@AWS = #|H iR, HAEMUBHAN , EELBHHEIFRHOLFEN , ELBUHITH
Oracle Database@. AWSEXMARLENEZEE , HZHAPHFAMLE AWS Marketplace.

BiE HEZ I AIRM Oracle Database@AWS

1. BFIE AWS EEEFA,

BRERA AR 12


https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/addgroups.html
https://docs.aws.amazon.com/marketplace/latest/buyerguide/buyer-private-offers.html
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2. BRAFIERE Oracle BIEHFE @AWS,
3. &R “BERARN

® Note
EIREZFAIRMIE , Oracle Database@AWS = HIE RS 71 A,

£ Oracle =EAZEN (OCI) Mt £ |, EEFHAEER , Al XMNEHNEKRRER,
%15 OCI RREEHRAARHLARMN

£ AWS EEEH A | EREFMARLE.

EERN , RREE EFHRN

®EF QEER", AERBEELR REZILERN,

BEZMARNE , BFREHRENOCIKS . B BN FIEE Oracle FHUEHEE AWS EEE
#E.

© © N o o &

1. BRE AR , FME AT B

2. BEEHIAPRAM Oracle BUEtEiE, E , BT UERABET B TR RIEL BT 6
%,

3. £ Oracle BUEMHE L , B R BIEH MW Oracle =itk i& 2 m I A K R INDKF o
4. BBEREE LNIHATREEERE,

5. RRXBUERERGE , BFERER "BEERRT RS AWS EEEZH S |, BFEMRRF LI
A, AERER,

6. BUETER G , Oracle Database@AWS ZHIHRFERNTA , AFEEEEHSHER,
10. £ AWS EEEFIE |, EREHER.

£ ZANXIIT ¥ Oracle Database@AWS

BT R AWS Marketplace 3# Oracle Database@AWS TR ARG , BHHLYF SR AWS IkF 89
OCI FHAMXE, thEEEURMEXRR2B3EFIEIFTE Oracle Database@AWS A AR AWS X
H, ZRAFITEMIEIM—IX , MAXAN B MMXESZIRE,

Z Oracle Database@AWS EZMXIFHFEA , FHRITUTER :

1. 1T ¥ AWS Marketplace 3 Oracle Database@AWS TR AR TR

ESMXITE 13



Oracle Database@AWS Oracle Database@AWS A F 58
IR EHIRITH Oracle Database@ FTAWS , BEIK 7R E E X EUE. B A LATE Oracle =ZEAM SR
3 (OCl) HiaE £ X1,

2. B OCI % & 5 RGN EE X,

MBEKRTE OCl HZAENKI , ARBTE Oracle Database@AWS 25| & {1 R Z X1 |, NSl
B—REIRHEE , BHEERITE. EXMBERT , X0%E OCI AEALKXE , REFTEFERZ
X i # Oracle Database@AWS 2 #|HE R o

3. EEEEITHRZERTI5M Oracle Database@AWS £ Z X #FH AWS XiF,

124N XIT 5 14
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Oracle #¥#EE AT J@AWS

EF A Oracle Database@AWS , A LA Oracle Database@AWS ##|&. CLI RAIEUUT
IR APIs :

1. ODB M 4%

2. BB Exadata At %L1

3. Exadata BN EE S BaE AN EF

4. ODB X &iE#%

EEEREEM B2 Oracle Exadata BEE , A Oracle =EMZRH (OCI) 4l & RIEHIM
APIs #, Oracle Database@AWS H it , BAILER N EIMEREBERIR © S E 018 5 5 R
F OCI 7 AWS , MBEEEERHFENLT OCl ., BXEZEE |, 5 Oracle ZEMIRHEX
¥4Oracle Database@AWSHHY,

RIB M £ REMH Oracle Database@AWS

FEBLE Oracle Exadata MR 2 8] , BHLNITUTIRE -
o B Oracle ZHIEFEQAWSH S RIFE, BUMEBEZIARNTEEREA Oracle
Database@AWS,

- @MEWN IAM ZEREARTFHINHNRENRE LT AFEE Oracle Database@AWS FiR. XLERR=R
EFAFT %4 ER Oracle Database@AWS.,

¥ H OCI fRS Oracle Database@AWS

Oracle Database@AWS X # LT Oracle =& % (OCI) RS :

- THEMZEN LM Oracle Exadata BIEERS — RETEEFHRNZEIEEN T H Exadata IR
B, AWSEXEZER , BZH OCI X#EHPx T L AEMZMEA Oracle Cloud Exadata #(3EFE Bk

Fo

« %A Exadata 23R LN BERBESF — RUSEENL. TERENBIEERER , &£ OCI Fi2
17, ARHERANBANRGERER. BRESFELR , 5K OCI XHEPHX T L A Exadata Efi
R LB BOEBIERE

TR 15


https://docs.oracle.com/en-us/iaas/Content/database-at-aws/oaaws.htm
https://docs.oracle.com/en/engineered-systems/exadata-cloud-service/ecscm/index.html
https://docs.oracle.com/en/engineered-systems/exadata-cloud-service/ecscm/index.html
https://docs.oracle.com/en/cloud/paas/autonomous-database/dedicated/adbaa/index.html
https://docs.oracle.com/en/cloud/paas/autonomous-database/dedicated/adbaa/index.html
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& H X 18 Oracle Database @AWS

YRATLAFELL T Oracle Database@AWS H{EH AWS X :
EERE (FHFRLMILED )

BT LU AZs Y3 IDs usel-az4Husel-az6.
XEEE (HERM )

BRI LA AZs 58 IDs usw2-az3fMusw2-aza4.
TWA#X (FRKE)

BRI LA AZs 5¥)18 IDs apnel-azlfapnel-aza.
EERI (BXEBEM)

BRI LS AZs 58 IDs use2-az1fluse2-az2.
BN X (EX%E)

BRI LS AZs 58 IDs eucl-azlfleucl-az2.
EX (FE)

A LMERASEYE ID W AZ cacl-azb.
TAMX (&R )

BT LAE A YIE ID B9 AZ apse2-az4o

EELNKFPERRFINEYETAXNEEATAXER IDs |, iF1

|

i
i}
N
-
Bp
d4p

aws ec2 describe-availability-zones \
--region us-east-1 \
--query "AvailabilityZones[*].{ZoneName:ZoneName, ZoneId:ZoneId}" \
--output table

#K IP o3k Z2[E Oracle Database@AWS

FLRAM X |P 4k Z2 [B] Oracle Database@AWS, RIEBELNFENHEZ R IP bt EFE , SN
ELEZ ODB MEH VMs BNMNEBHNKE, BXESZFEER |, 52 H Oracle zEM 1R XS H ODB
B

TEFMXE 16


https://docs.oracle.com/en-us/iaas/Content/database-at-aws/oaaws-network-odb-network.htm
https://docs.oracle.com/en-us/iaas/Content/database-at-aws/oaaws-network-odb-network.htm
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£

- ODB MR IP ith ik Ay Rl

- ODB WM& EFim+ M CIDR ER
- ODB WM& &0 FM CIDR EX

- ODB M£&HY IP AR

ODB M43t IP kA PR &

BEZLLTHEX ODB M s CIDR SEEKIBRE

- #l3 ODB M4 fa , BREBUHF~mHEZ D FM CIDR SEE,
« SEFREMEM CIDR XRKBRIRHIFRF "X RXEL” 5 #E) VPC IPv4 CIDR SEH.

- XIF Exadata X9M , OCI Bah{t34¥ IP ik 100.106.0.0/16 F1 100.107.0.0/16 REBLEHFHEE , ®
LIS TEERATATHRE -

- FXLBE S HLS ODB MEMWEFims &% CIDR SEE,
« X Bl F TiE#ZE ODB M4£&H) VPC CIDR,
« LI CIDRSBEE 2N Oracle =EMEMREZHN , T8eHA T ODB M4 :
- FBX=RESEE CIDR 169.254.0.0/16
« D EFE 224.0.0.0 — 239.255.255.255
« T4 E 240.0.0.0 — 255.255.255.255
- BRI TFMAMEZMDFMNE IP thit CIDRSBETEEEE,

« BRESIBMAEZFIHENEZHDFME IP ik CIDR SEE S A TiER ODB M4 R VPC CIDR SEE =
=

Ho

+=+
B
+
pIEA

XL

e

HELWIER VMs RREEZ|E— ODB M4+,

ODB WM& EFim+M CIDR EsR

ETRP , SR RI RS MERMIREN F w1 ™ CIDR JHFER IP it &, T/ inFMAYE&/D
CIDR K/NA 127 , & RKINA 16,

ODB M43 IP kY PR &l 17


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-cidr-blocks.html#add-cidr-block-restrictions
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IP b3k % WOHFET EE

6 Oracle TiLETE ODB MEHEE T 2LV ERHLEE | XL IP it
Database@ LW RE, Oracle Database@AWS SHELLTHEA :
AWS

« 313 ODB M&RIFRER IP ik AWS
« 31N OCI MEBRSRERY P it

3 BIEUNESE TS IELNBEFEFEESDOANIP i |, XL P it
VMs RN E—FFHlIFE A (SCANs) RERT,

4 BAREL XL P bt TEEBUR T EAEN VMs FHRHBE,

ODB MEM &3 FM™ CIDR E3R

ETRS , BRI EHDFM CIDR RS HMERIZEMERN IP it g, &40 FMHE&/ CIDR
KANR 128 , ERKINRA /116,

|P b3k 3K WOHFET EE

3 Oracle TR TE ODB MEFHEE T 2O BIVEE |, XL P it
Database@ LW RE, Oracle Database@AWS JHELLTHA :
AWS

« 24N IP sty F CIDR SEE ATk
« 1N IP st {vF CIDR SEE K KRR

3 BEEUN XL P #hik SELBUR T EAHZRH VMs RRIHE,

ODB W4&H) IP EAZ S

ETRS , BLLER ODB MEFATARELNEEREN IP ik, RR /28 EEFHLFM CIDR
ZBE 1 NELHERMN 2 MNELVBEENFE AR EHIK CIDRSEE VMs , BERINBWEZDEH /27
CIDREBE, EXfERT , IPEERMELIBEERS LA , AT BTG IP i,

Backup ¥ CIDR E3R 18
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s EFYLIPs EHE EBF IPs&RIEE IPs EHEMNRM  Backup IPs &
R REXR

1 ANEBHER 176 MRS +3 4 32 (/27CIDRSE 9 (3 IR +3*2) 16 (/28 CIDR
2N VMs B +4%2) =) B )

1 MNEBNES 216 MRS +34 32 (/27CIDRE 12 (3 WARSS + 16 ( /28 CIDR

B 31 VMs B +43) & ) 3*3) SEE )
1 NERYIER 256 MRS +3 41 32 (/27CIDRSE 15 (3 HIARSS + 16 ( /28 CIDR
B 41 VMs £ +4%4) ) 3*4) SEE )
1 NERHIER 416 MBRS +31 64 (/26CIDRSE 27 (3 WARS + 32 (/27 CIDR
B 81 VMs B +478) &l ) 3*8) SEHE )

TRERTHAEREE w CDRSEEMNBERT , SMEERERAESZ DKM, Flw, 14 VM BE
4VMs SRAEFmFMHPH 24 4 IP #hik, 2R CIDRSEEN /25, ME 128 4 IP #hut AT A, Ht
ERBEFMAPEE 5 MELWIER.

ERHEREE wH 27T wHI/26 WH/25 wH/R24 238 /22 B
N F HEF N F HEF O W F
(321Ps)  (B41Ps)  (1281Ps) (2561Ps) (512 (1024

IPs) IPs)
1 NHH 2VMs (16 IPs) 1 3 7 15 30 60
MNERIYBEEE
1 NHH 3VMs (20 IPs) 1 3 6 12 24 48
MNERINBEEE
1 4NHH 4VMs (24 IPs) 1 2 5 10 20 40
MNERIVER
2 NERWIEEE , VMs 1 2 4 9 18 36
BNEBEF 21 (27
IPs)

IPEZGS 19
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EYSHEE wH /27T WH/N26 wH/25 wH/24 /238 122 Bt

HEF N F HEF HEF O N F
(321Ps)  (641Ps)  (1281Ps) (2561Ps) (512 (1024

IPs) IPs)
2 NERVEEE , VMs 0 1 3 7 14 28
BIMNEBHE 3NS5
IPs)
2 NERVEEE , VMs 0 1 2 5 11 23
BIMNEBHH 41 (43
IPs)

F 1 FEHRBIE ODB M4 Oracle Database@AWS

ODB MER— 1M HEREMLE , FU AKX (AZ) F#E OCI EitiZE€f, ODB ML H Oracle Exadata
EmMEMEEREE LV EENLE Exadata BIEEN ERFZM, BALURE—IRFEIZE ODB P& H
Oracle Exadata Eat%2H, BEXxEZEE , HSHODB MEMODB W& Bk,

WAESBIREC AKX IP #ikZ8 8 Oracle Database@AWS, EiEE1E MR ODB M4 | 55
B E I Oracle BIEFE@AWS,

#1E ODB M

1.

TF AWS EEEHIA HITH Oracle Database@AWS 12 FIA , Mk A https:/
console.aws.amazon.com/odb/,

EHLAGEEREE AWS FIENHX, BXEZELR , B5H ZFHXE Oracle
Database @AWS,

MEME #Hi%EF ODB ML,

1EFEBIE ODB M4,

£ ODB MEZEMH , MANZEN. BHRLAMHN 1-255 NEHF , HUFBFHATINELF L, ©
THOEBELNEFR,

NFIATAX , ERATRAXEH. BEXXHNANE AZs , HSHEZFHR X Oracle
Database@AWS,

WFEFIwmFM CIDR , BAEFImEEIEE CIDREE. BXEZEE , 2% ODB BN E
FPiumf ™ CIDR EXK,

ST 1 B ODB W% 20


https://console.aws.amazon.com/odb/
https://console.aws.amazon.com/odb/
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8. XITF Backup ™ CIDR , BFHARMEEIEE CIDRSEE, N TRESHREFRERSHMY , RIE
WIBRAEFZ 1 CIDR M1ZFFi% CIDREE8, EXEZEL , 55 ODB MKMW &1 FM CIDR
ER,

9. XT DNSEE , HEFELLTE—IAM :

RN
EFHBET , mA—NAEHBABRNEN. ZIBEEEN orac leven.com, filan , MRE
# Amyhost , NIT£PRERIFHA F myhost .oracleven.com,

BE A

EEHE P, MATENEE. Flw, R A myhost.myodb.com,

10. ((®iE ) N TFRSERK , BFEAVPC Latticeit BESZHMEER KRS . Oracle Database@
EZMBIEEAWS £R AWS RS , NEM Oracle BiEEIR BRI THAEMIE IR, ERLL
T :

Amazon S3
BHAX Amazon S3 HYiE# ODB MK ihE, BHBIEERLLGRE S3 UM THES A/SHE A

ENED. BALH A JSON K, EXEZER , S £ Oracle IEEFHASEEN
Amazon S3 B @AWS,

FETL

£/ Amazon Redshift ¥ R ZHIEBAZNIMHANEFET ., BEXEZEL , HSH Oracle
Database @AWS Zero-ETL il G# Redshift £

(® Note

£ 8122 ODB MRt , Oracle Database@AWS £ B3I Oracle &/ Amazon S3 &
B EMEH AR, B EZEARZEANER. BXEZEE , B5H AWS kFE
o

1. (W) EREH , AINZRARS 50 MrK, FER—NMREX , RAIUATRALMBRERR
HY &R

12. &#F 61 ODB M4,

ST 1 B ODB W% 21
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B2 ODB W& jg , B UFNHE VPC BUXNEXRR, ODBNERERAFCENNEERE , AT
£ Amazon VPC 1 ODB WM&z BIFA TR HARE. NERES , VPC WK Amazon EC2 E4IA LA E
ODB MZH M ERIHITEE , MBEMNER—INEH—##, BEXEZEL , 3R £ Oracle #iE
EPHEES Amazon VPC B ODB X EEZE@AWS,

FHIR 2 - T2 Oracle Exadata E A Z2#3 Oracle
Database @AWS
Oracle Exadata E i3 #J,2121T Oracle Exadata BHIEENBIEERS . FHRSSBNNENEESE

¥, 1%£$R Exadata XOM Z X1 IM ERRGE S, ARG , B LAEHAEG S £ Exadata ERtiZR 4 E6I1E
EEAHER., AWS

&0 LAIR{E — I F 812 Oracle Exadata EiZ2#3F1 ODB W&, SIEEMZEN K BLEBEENEE

/N O

B2 Oracle Exadata 25 , BRETENHHTER. EMIER Exadata ERtEH , FSMH. £F
fliBR Oracle Exadata £7itiZ8¥9 Oracle Database@AWS

12 Exadata ERZEH

1. BF AWS BEIZHA HITH Oracle Database@AWS #2#|& , Mtk R https:/
console.aws.amazon.com/odb/,

2. MEMBEEFI%EEF Exadata EREZERM,
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b. XFEMESR | FERU TR — :

* Rolling-—RAX =T QURHATERT , N A TFBIEEEEINRRERE TR,
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A#EwRO , FEEUTHOS : 248 4, 6100, 6200, 706 0, 7070, 7070, 7085 Al
7879, RBEBRT—%,

XF SSH Z4AX , FRA — NS NMEAXNN LA S , ZBEAXNAT SSH B RIE L
%ﬁo %Eﬁ?%T_ﬁo

( ik ) BT HREFDEANIRE

a.

EREZBNIHIEMH. Health monitor AR EH BEFMBRRWER B 2HINE, Oracle 1]
LIER K ZEESNRIRS, RERFMERRZ,

EFRESH | AELWESEHMARS 50 MrL, HRERE—NMEEX , IR LLAEREAR
BRERNER. RABEBRT—%,

1. ROEHIRE. RRRFCIEBELIER.

Autonomous VM cluster

B2 B E DR

1.

B AWS BEEEH|A HITIF Oracle Database@AWS & & , Mk A htips://
console.aws.amazon.com/odb/,

MEMBEEH | %R BAELER,

%R0 BIARE WL EEE,

EELDBESHRD , MA—NEBH. BHLAN 1-255 NEF , AUFRREFR T RILF
Lo, ETHBEELNEZH,

X AR,
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[E K~ ODB X%

B ER — K R ODB M4 F Amazon VPC Z a2 ODB X &iE#E, AWS
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- 5481 ODB ME&XEH VPC L THEH VPC . AWS IKF RN EFEE VPC K/, &5
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2 VPC,
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EHEZM Exadata EftZE¥ EQZR B ER

WMRIER AIENK T AT LA =8 Exadata AR ODB ML , W AT LATE L LAtk 4244 6 22
Exadata E#IHlB#5E. BEJAELMIE ST ODB X%,

(@ Note
FREEAZNERN | BATIEE Amazon BREBEFR (ARN) , M A XX EZEERIR Do

7HE

1. #TFF Oracle Database@AWS ##|& , Wit H . https://console.aws.amazon.com/odb/

AR I R R 5
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2. HESMBERTF , EF Exadata BRIV EFHR BERDVERH,

3. EFRCIEENNERDCEBRAELIER,

4. T Exadata EiEH , FERETH LOBRELUNERNHLE Exadata EREN,

5

6

RESEEEELNEFEENERTR,
RO E LA KRN OE BB ELHES,

AWS CLI

EFHAEHRLE Exadata EfEW L RIZELHESR AWS CLI , EEHL Fcreate-cloud-vm-

clusterin$ :

aws odb create-cloud-vm-cluster --region us-east-1 \

--cloud-exadata-infrastructure-id arn:aws:odb:us-east-1:111111111111:cloud-exadata-
infrastructure/exa_aaaaaaaaaa \

--odb-network-id arn:aws:odb:us-east-1:111111111111:0db-network/odbnet_aaaaaaaaaa \

--cpu-core-count 4 \

--display-name "Shared-VMC-1" \

--gi-version "19.0.0.0" \

--hostname "vmchost" \

--ssh-public-keys "ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQ..." \

EFHAEHRE Exadata EfEW L AIZBRELHEE AWS CLI , AL Fcreate-cloud-vm-

clustern$ :

aws odb create-cloud-autonomous-vm-cluster --region us-east-1 \
--cloud-exadata-infrastructure-id arn:aws:odb:us-east-1:111111111111:cloud-exadata-
infrastructure/exa_aaaaaaaaaa \
--odb-network-id arn:aws:odb:us-east-1:111111111111:o0db-network/odbnet_aaaaaaaaaa\
--display-name "Shared-AVMC-1" \
--autonomous-data-storage-size-in-tbhs 8 \
--cpu-core-count-per-node 16

B RWISEBHE IS M 3 Exadata SR LOIR | BEKAEKS A,
ERUEKSPHAZERR

WO LAER AWS EBRHI AR EESENIKF HEZMEIR AWS CLI,

EEHAERR 52
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7HE

1. $TF Oracle Database@AWS ##E#|& , Mk, hitps://console.aws.amazon.com/odb/
2. ESMBERKRT , EREEFENWRRER . Exadata ERiZEM T OD B M4,

3. EHAEREEHAENER.
4

REAERFUEEHFARR.

AWS CLI

EFFAEEHERRAWSCL , BEAEREEENNMN1istin S, Hli0 , EFIH Exadata EitiZe
3, ERATA T84

aws odb list-cloud-exadata-infrastructures
MEPERT EEZELZNER,
ERMEXBERAERENFACGE , BEATERRID WMERgetdm® :

aws odb get-cloud-exadata-infrastructure --cloud-exadata-infrastructure-id exa_infra_1

RESHE ODB M4HY ODB X Hix

EEHZ ODB MK LXINAREFMEBREE 2 BWEE , B E VPC X = ODB RME 2 \1iZE
ODB W&EXR, BXx ODB WENWEZER |, 55, £ Oracle HIEEF BIE ODB W HFEE@AWS

BHEa

1. 3TFF Oracle Database@AWS #Z#|& , Wit A, https://console.aws.amazon.com/odb/
ESMEKRD , %EE ODB WF,

%$F “BZ ODB MENE,

XF ODB M4 , FEFRESCEUNEFXRRNILE ODB ML,

NFREMLE | FEFEN VPC,

%$F “BIZ ODB MENE,

2
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AWS CL

EFHAELN VPC MIH= ODB MK 2 B BIEM KX EiERE AWS CLI , BFEHA®TS. create-odb-

peering-connection

aws odb create-odb-peering-connection \
--odb-network-id odbnet_1234567890@abcdef \
--peer-network-id vpc-abcdef1234567890

BN EERE  ENENEERUEANEEENS ZHANRE,

aws ec2 create-route \

--route-table-id rtb-1234567890abcdef \

--destination-cidr-block 10.0.0.0/16 \

--odb-network-arn arn:aws:odb:us-east-1:111111111111:0db-network/
odbnet_1234567890abcdef

REEGH#= ODB M&H ODB WEHIE 54
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BIE Oracle HIEFE@AWS

EBIZE K L Oracle Database@AWS &R 2 g , &0 A H it 1715 SR Bx o

E#H A H ODB M4 Oracle Database@AWS

BRI AE LT ODB M4 IR

« ODB MEEZ
- BT 5 ODB MR ODB 3 ZiE## Amazon VPC
« A[LAiAR] ODB W4 H HY Exadata BIEH VPC MERSEE

(® Note
BEEE CIDRSEE , B LRHEHLE VPC FMRERE , MARLEAN VPCHAT
ODB M4,

AFRIZEBELXESLET ODB ME, FH 1 : £ 622 ODB M4 Oracle Database@AWS

T # ODB M4

1. BF AWS BB A HITH Oracle Database@AWS #ZHI& , Wit A https:/
console.aws.amazon.com/odb/,

MNEM B ARiEFE ODB ML,
EREERBME,
1E$E Modify(1828).

( ®Jik ) £ ODB MEZRF , MAKKIME R, BMAIN 1-2556 NFHR , AUFRZHRT
X&FFk, ETRHEIBEENEFTH.

6. (T ) NTFXNEEE CIDRs , BIEEEEEEET ODB MEMNZ VPC 9 CIDR SEE. E/R4!
HENER , BIMNBNUERIEEMENRE CIDR SEE.

o & w0 DN

7. (W) NTEERSER , BEBEHEUEEE Amazon S3 HE ETL,
8. & “MRE  REER ‘B,
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£ F il Bx ODB M 4% Oracle Database@AWS

O] LAIBR ODB M4&, ATRIZEBELKEFCIET ODB MK, HB] 1. FEHAIE ODB M4 Oracle
Database@AWS T A M BREE A AL EE B L B IEFE £ FIRY ODB M 4K,

ffB& ODB M

1.

N o o bk~ WD

TF AWS EEEHA HITH Oracle Database@AWS 12 FIA , Mk Ahttps:/
console.aws.amazon.com/odb/,

MEME R FEEFE ODB MK,

ERERBRAYT MK,

R BR

(AT ) IEFRMIERERE OCI BIRSAMIBRE ODB M4k —E 412K OCl &R,
EXFEFH A delete me,

E I BR o

il B o B9 ER HAHLEE B Oracle Database@AWS

A LA B Exadata BBV BERBAERNEE. ATRRECELETLUR T —MNEUNERDS R
3 : P8I Exadata ERWEES BEELIHEELE Oracle Database@AWS,

i BREE HAHL SR B

1.

o K~ 0D

B AWS BEEH|A HITIF Oracle Database@AWS & & , Mt A htips:/
console.aws.amazon.com/odb/,

FEEMERKD , £ Exadata BRIV ER R BAEDVBE,
R M BRAY R AN SR B

R BR

HIRRET , A |, delete meAFEF ‘IR

FEH#IBR Oracle Exadata EHZ2#] Oracle Database@AWS

A LAMIBR Oracle Exadata EitiZRM, AW RIRECKEREIZET Oracle Exadata B, TH
2 : £ 612 Oracle Exadata E#i22#J Oracle Database@AWSIE T EMIBRE I EBF M EEEH

# Exadata EAZRH,

Mk ODB M 4% 56
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Oracle Database@AWS A #5/

fHB& Oracle Exadata Efit %243

1.

o ~ w0 b

B AWS BEEH|A HITIF Oracle Database@AWS & & , Mk A htips:/
console.aws.amazon.com/odb/,

MEME K P EF Exadata Bt RN,
EFEMBREY Exadata EMZRH,

iz

HIRRE , B |, delete mefRFIEE “MIBR",

fiBR ODB 3 i #:

HETBEE ODB W& |, ATLUREMIBR. MU EMBRFTE ODB X Fikk , RS aEMIER ODB
S

e

1.

B % AWS B A HITFF Oracle Database@AWS 2 #1& |, Wik Hhttps:/
console.aws.amazon.com/odb/,

2. ESMBE®RD , %EF ODB WEHiERE,

3. EEREMBRA ODB X EHiERE,

4. IERZEMER,

5. EWIAMIBR , 5% Adelete meFtiE#ZEMBR,
AWS CLI

Eff|gx ODB X &Fi£#E , EFA® T, delete-odb-peering-connection

aws odb delete-odb-peering-connection \

--odb-peering-connection-id odbpcx-1234567890abcdef

Bk ODB X & ik
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£ Oracle IEEH R LD Q@AWS

Oracle Database@AWS 12 7 L ZETURR T &/ Oracle BiEE., B IEH S Amazon S3
ToLEEERR K Oracle T E R0 , O LAEH Oracle IIEEE 2 (RMAN) SIZECHWAFEER 7T,

FEXEERT7TXNILS# S3 &7

f]2 ODB M 4&At , Oracle Database@AWS < Bzh7 Oracle #£E# Amazon S3 &7 Hl & M & 17 18]
MPR. OCI BLEXER DNS ZHMZ LK, XLEEERF OCl EEI=ML (VCN) M Amazon S3
ZERE, ODB MEFBAREHBENEM.

Oracle EEMN R ML H OCl B3, 8|2 Oracle Exadata ZUEFER , BAILUBE £ OCI #8414 Fik
BREREEOXRBERAEEHD. RBUTROBEIRZ—

« Amazon S3
« OCl MR 1FM
- BEMERS

BXEZEER , BH5R OClI X#HFH Backup Exadata ZIEE,

£ Oracle BHEEHR HAF EEHN Amazon S3 ZFB@AWS

f&Bh Oracle Database@AWS , BRI LAE A& AEAMZEH LY Exadata IBEERSCIEZA P EENE
FERM. BULAMER Oracle XS BT (RMAN) ZREIEH FHEEMIE Amazon S3 ZiEfEH, &
AU EHZAITH. REXBMNEEKAE , @rTRE Oracle Database AWS@ HIFEE RS L E,

(® Note
Oracle Database@AWS FXFEZT AEM R LN BAREERHTHFEENZ D,

AFEENEHE Oracle Databas AWS e@ R AWS REZ MR RAREEEE., BUUERF
HERMERFBREESHAMER, BXERNERESSHNELZHEETERENEN.

BRLMERATRAPEENZORAR
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Oracle Secure Backup

PAB {1 R & 1D B 45 f E] Amazon S3.

Storage Gateway

£/ Storage Gateway #{TfEHA NFS X EWE T K& 5B,
SIEHER

£ XXM P im ¥ Amazon S3 BRI A3 X RS,

£ Oracle B EEHFHAFEEH Amazon S3 &M EAZHE@AWS
£ Oracle Exadata ZIEEZ 173 Amazon S3 Z &l , HFHITATIRE :

1. RAFMNER ODB MEE#1HF Rl Amazon S3.
2. 1£ Oracle Database@ #1 Amazon S3 2[RI fit B M & E EAWS M,

AIFMEH ODB M4 iR Amazon S3

ENHEEFIIZHE Amazon S3 , iFE M ODB MEEEHE S3, ZEARAFENBIEE R
Amazon S3LUE R EER | GlNHBESA/SHBEAFEENE D, BRI UTEEHR P EEN
BirfZE , FEALAER VPC Lattice £ H K BEKR&IXT Amazon S3 B R,

BIAMBERT , AEAMER ODB MEEREHE Amazon S3, EA LAE 622 K&k ODB M B H
S3 iH R BR .

ZHlA
RIFMNER ODB MEEETH | Amazon S3

$TFF Oracle Database@AWS #Z#l& , MHiER . https:/console.aws.amazon.com/odb/
ESMERT , &% ODB ML,

EBREERNEF A Amazon S3 FRINPRA ODB M4,

1E$E Modify(1828).

1%+ Amazon S3,

( @ik ) BB Amazon S3 SREE SR L IR &I Amazon S3 BYIF RN PR, MBEKRIEEREE , MR
INREASRFELHRNE.

7. IR B RBERE B,

o a0 kA W N~

TR 59
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AWS CLI

EAYM ODB MK E#ETA IR Amazon S3 , B s3-accessEMupdate-odb-networkds
A

T .

aws odb update-odb-network \
--odb-network-id odb-network-id \
--s3-access ENABLED

EfE Amazon S3 REEX A , BEEMALLT--s3-policy-documentZ#, :

aws odb update-odb-network \
--odb-network-id odb-network-id \
--s3-policy-document file://s3-policy.json

/B8 A Amazon S3 hEjg , B LAMEA X8 DNS s3.region.amazonaws.com MIEH ODB M 4& 5
8] Amazon S3. BRIAER T , OCl &ELE It DNS &5, EFABEEN DNS B , BB HEMN VCN
DNS B4R B E X DNS 71 BRSSP &L iR Sl P bt

£ Oracle Database@AWS #1 Amazon S3 2 [B] Bl & M & iE 1%

EATHAFEERME Amazon S3 , BRI E LWL AIEER 15 S3 Amazon VPC 4LisT K. 7 OCI ##
FEF  BULUREMKXZEA (NSG) FNZEMANURFAOMEORE. N THFREENED ,
REBEIEFHFMMAREN FRRN. EUATIRYP , BFEHRE,mFMERM VPC LimT R
IP b hb By O, NSGs

AFERHLIFE Amazon S3 KRk &

$TFF Oracle Database@AWS ##|& , Wit H . https://console.aws.amazon.com/odb/
#%$E ODB M4,

1%4% ODB M 45K & o

1% OCI &R

R RS ER BT,

£ Amazon S3 T , FEEUTER :

o g kA w N~

- WE# VPC S3 LimTi R IPv4 Mttbit, BHREZEEMER. 110, IP bt A[RE
2192.168.12.223,

« 5% VPC S3 KimT RNER. BHEFEREE, S, S8 TERs3 . us-
east-1.amazonaws.com.

TR 60
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7. EEMNSMERT , &#F Exadata ERHESR , RAREEFRENELDEFE T

8. WM , & “HE ‘I +,

9. EBEELM , REEEFEMEIB R,

10. = DNS EMHNE, XREEERAEZEDIAEENEH B ssho

1. EE LA | &EFRE OCI PEE, X[FHTF OCI £HIE,

12. EERZMEFIRT L | EFEE ODB MEEFwm TN () WREZEL4H (NSG) 9
VCN, exa_static_nsgBXEZER , S OCI TN EE NSGC HEE£HI,

13. EFAGEENEL , RELEINNETIRITUATEREZ—

« EUREMMFL , BE MERETE2AE",
- BERRET , ERFZT LA,
14. REFHLFMEER NSG (exa_static_nsg)e
15. NI ZANETH VPC LimTh St 3t iR in— & O F N,

MM ERE LN S3 BYiE#E
1. sshATEEEZEIrootIRBH DNS BFRVER, EER , EFERAEN SSH ZRAEE—
N . pemX#,

2. ETUTHSUBERELIAL A LA | Amazon S3 Amazon VPC KT =, FAHASBZBIIETH S3
Ao

# nslookup s3.us-east-1.amazonaws.com
# curl -v https://s3.us-east-1.amazonaws.com/
# aws s3 1ls --endpoint-url https://s3.us-east-1.amazonaws.com

& Oracle Secure Backup & E1 &% S3

Oracle Secure Backup &% SBT #0 , A SIREEE S (RMAN) BBE&EH. RAILER RMAN
# Oracle Secure Backup fF#RE Oracle Database@AWS #3E E B %% 9 F) Amazon S3, Oracle
Secure Backup EBELL T :

« Oracle Secure Backup {£1t 7 RMAN # S3 Z [E]HI i1 5l o

- TEFEZDFMHE,

« Oracle Secure Backup BB & R EENEmER,
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{# A Oracle Secure Backup &3 21 T S3

1. 7£ Exadata ERIYIARSS 8§ L& & Oracle T2 R0 ER, T ENFESHRIEH AWS TFE 247
FMEFEZHE, BEXEZEL |, 55 HEEA Oracle 2 &0 =EREH B = LH Oracle X,

cd $ORACLE_HOME/1lib

java -jar osbws_install.jar -AWSID aws-access-key-id -AWSKey aws-secret-access-
key -walletDir $ORACLE_HOME/dbs/osbws_wallet -location us-west-2 -useHttps -
awsEndPoint s3.us-west-2.amazonaws.com

2. E# RMAN AEERZHEEMMIANRERE,

RMAN target /

RMAN> CONFIGURE CHANNEL DEVICE TYPE 'SBT_TAPE' PARMS 'SBT_LIBRARY=/u@2/app/oracle/
product/19.0.0.0/dbhome_2/1ib/1ibosbws.so, ENV=(0SB_WS_PFILE=/u@2/app/oracle/
product/19.0.0.0/dbhome_2/dbs/osbwssmalikdbl.ora)"’;

RMAN> CONFIGURE DEFAULT DEVICE TYPE TO 'SBT_TAPE';

3. WiIrEE,

RMAN> SHOW ALL;

4. BOBEE.

RMAN> BACKUP DATABASE;
5. WIFFHREKINTK.

RMAN> LIST BACKUP OF DATABASE SUMMARY;

£ 5% EfEH AWS Storage Gateway %17 E 5 S3 EC2

AWS Storage Gateway & —UUEE RS , TRENARMIFES AWS Cloud F#RSEERER, X T
Oracle Database@AWS %13 , A LAfE A Storage Gateway BIZ2E#EE A Amazon S3 HWE T X#
W& ITHERE. 5 Oracle RE£FMHHEATE , B lEEZ MW EWREAR,

FERBRARSD , B URIER— NI Amazon EC2 EfIKELE Storage Gateway, &3k 7] SR N
—4 Amazon EBS Bk &7FX Amazon S3 WiZEUFE A,

ERREEUATRER :
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« WA EER Oracle Secure Backup XK EAEEES,
- BEHDEIZHBFME.

ERE Storage Gateway HBIEBENHHE

1. ITF AWS BB HIA at hitps://console.aws.amazon.com/storagegateway/home/ , AREEFEE
EHPOIEMRH AWS XiF,

2. FEALD# EC2 ZHIMERFL , EBHBUE Amazon S3 XHMK, LR Storage Gateway A F
BTN S3 XHMXEE B E N Amazon EC2 FE 4|5 #9158 B TR E,

BLEXHFMXE , EHEERNITLTRAE

o BRI — Amazon EBS BN EFF#Z=E , EXPEDH 150 GiB,

. EEMNEZLADITIF TCP/UDP O 2049 A T NFS iAEl, XA FESIZE NFS XHHE,

« RAWREITH TCP w0 80 , LAMEEMKESEEIE AT — XM HTTP iFEl. BiERE , el
RAMIRO .

3. 7YREY ODB WM& H Storage Gateway Z [BIFVFAFEEZBIE — Amazon VPC RixTT R, BXE
ZER , BSREMERED VPC KigT KB AWS RS,

4. JAX Storage Gateway ¥ #|& N &K Amazon S3 FHBUENXHHRE, BEXEZER , BSH6
BMH4HE,

£ Storage Gateway fFEIE E % 4 £ Amazon S3
1. HELXRED , FREREsshZ] Exadata EELE DNS E#. E&E#H DNS &#r , 1S H7E Oracle
FEESHAFEEN Amazon S3 &M TREZH@AWS,

2. 1 Exadata BN BEERSZ LN NFS EH B —NMNE F. LT RAEI&EIE /home/oracle/
sgw_mount/ B %,

mkdir /home/oracle/sgw_mount/

3. ¥ NFS HEEZRIENIRIGENBE R L, AT RAEBFRLOEHRZ /home/oracle/
sgw_mount/. SG-IP-address&# &R Storage Gatew your-bucket-name ay IP it 5
S3 FHEMRIE o

sudo mount -t nfs -o nolock,hard SG-IP-address:/your-bucket-name /home/oracle/
sgw_mount/
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4. E#EZ RMAN HEHEERHOEEEZNE R, UTRHIGIEEErman_local_bkpHEAEKA
RERREREZDF R,

$ rman TARGET /
RMAN> ALLOCATE CHANNEL rman_local_bkp DEVICE TYPE DISK;
RMAN> BACKUP FORMAT '/home/oracle/sgw_mount/%U' DATABASE;

5. BAZRHXHEERRERPEE. UTREAERTHIEZH K.

$ 1s -lart /home/oracle/sgw_mount/
total 8569632

-TW-T----- 1 oracle asmdba 1112223334 Jul 10 20:51 la2b34cd_1234_1_1
drwxrwxrwx 1 nobody nobody © Jul 10 20:56 .
-TW-T----- 1 oracle asmdba 5556667778 Jul 10 20:56 la2b34cd_1235_1_1

£/ S3 EFAEHE Amazon S3

B LAEA Amazon S3 HEE R EEARBIERHD , AEFEHEFE Amazon S3, BLEREA M 1F
HolERH  RAEEAES S ENFEAHE Amazon S3, FAMELREMERE , AENEAEERH
FIRBAE

(® Note

TXEERAES SEZERZHDE Amazon S3 , TEEF, RMAN EEE Amazon S3 HEH SO
THRAENBEEXHRENR,

WHEARFFEBZFA Oracle Secure Backup ERMAEER, B UEEZHNEWTE,
£ H S3 EH R %Z % ZE Amazon S3

1. HEARED | FEHEREsshE| Exadata EIIHLAY DNS £, E&E#H DNS &F , 15257 Oracle #
EESDHBAFEEN Amazon S3 £ 198 X REZFHF@AWS,

2. 71f Exadata BN BERESB LLE Amazon S3EH A, AXRENBBNEZER | F5H
(I 5# S3 AF#ERE) ) Amazon S 3 T2,

$ sudo yum install ./mount-s3.rpm

3. BAE{Tmount-s3mHREIFRE,
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$ mount-s3 --version
mount-s3 1.19.0

4. 71£ Exadata R B ERSSHNAEFERE LABETPEZMHE R, ZEBEEZAILAMEE X,
AEFERAEHE S3 7M. U T RAIEIEEBR/u02/rman_bkp_local,

mkdir /u@2/rman_bkp_local

5. 7 Amazon S3 HEH [BIEB K., LT RHIEIZEB FxX/home/oracle/s3mount,

$ mkdir /home/oracle/s3mount

6. FRAEFSESHEN Amazon S3 F#ME. LT RHITEE F/home/oracle/s3mount L Z%&—4
S3 7M. your-s3-bucket-name&#RFEEERH Amazon S3 A M.

$ mount-s3 s3://your-s3-bucket-name /home/oracle/s3mount

7. WINEE LU Amazon S3 FEREBFHR R,

$ 1s -lart /home/oracle/s3mount

8. ¥ RMAN E#ZFEHERBBEEHNEZHIXRBERE FR. AT ROICIEE
EBrman_local_bkpHEHiZEE/u02/rman_bkp_local/#&RNIL&H F Ko

$ rman TARGET /

RMAN> ALLOCATE CHANNEL rman_local_bkp DEVICE TYPE DISK;
RMAN> BACKUP FORMAT '/u@2/rman_bkp_local/%U' DATABASE;

9. WARHRERMB KPR :

$ cd /u@2/rman_bkp_local/

$ 1s -lart

total 4252128

drwxr-xr-x 8 oracle oinstall 4096 Jul 10 02:13 ..

-TW-T----- 1 oracle asmdba 1112223334 Jul 10 02:13 abcd1234_1921_1_1
drwxr-xr-x 2 oracle oinstall 4096 Jul 10 02:13 .
-TW-T----- 1 oracle asmdba 5556667778 Jul 10 02:14 abcd1234_1922_1_1

10. FFHXHENAREE 7 B FEHE Amazon S3 EH K.
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cp /u@2/rman_bkp_local/* /home/oracle/s3mount/

1. BIANRE BRI X HE F/E Amazon S3,

$ 1s -lart /home/oracle/s3mount/

total 4252112

drwx------ 6 oracle oinstall 225 Jul 10 02:09 ..

drwxr-xr-x 2 oracle oinstall @ Jul 10 02:24 .

-rw-r--r-- 1 oracle oinstall 1112223334 Jul 10 02:24 abcd1234_1921_1_1
-rw-r--r-- 1 oracle oinstall 5556667778 Jul 10 ©2:24 abcd1234_1922_1_1

= FE#E151R] Amazon S3

MRETHEEM ODB MEERESE Amazon S3 , MATLUNHEZH, AR S3 WEZEMEZS
B R4 &M%} Oracle ¥ K Amazon S3 &P HIM LKA,
BEA

E1Z778 Amazon S3

1. $TF Oracle Database@AWS ###|& , Mk, hitps://console.aws.amazon.com/odb/
ESMERSP , %EE ODB WK,

R EZR Amazon S3 i EI A FREY ODB M4,

%42 Modify(f6 ).

ERR ‘B A S3 HRIR” EIEAE,

%18 ODB M4,

2

AWS CLI

¥ update-odb-network @ H 5 s3-access ZH—EEM,

aws odb update-odb-network \
--odb-network-id odb-network-id \
--s3-access DISABLED
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Oracle Database@AWS Oracle Database@AWS A F{5F
X Amazon S3 &R # T HEBERR

WRIEE Oracle FEER Amazon S3 £ EETF A Amazon S3 BFHEZIE B |, HZEUA T HEL RS
R

ToEMNEREIRE LB Amazon S3

BFREUTEM :

- HIAER ODB MEE /3 A Amazon S3 iFEIfX R, EAGet0dbNetworki2 ¥R
Es3AccessiRAB R A NEnabled,

- BREFEHANI2ERMNXE DNS &% : s3.region.amazonaws. com.
- WERHW Oracle BHIEFRBEFHEL S S3 ATH IR,
AEXEENZDPEAK

BERELTER :

- BIABRT , Oracle X Amazon S3 WRERBLTEARS , TEZEH. MRZFHXY , BE
& Oracle HEEFERBEHPREERENHERER.

- BYEERSERER , BiE Amazon VPC Lattice BRERBR A EH.

- EEKR Oracle X#FE(7] , JREVEX Oracle TE BN Z M RBN . EXEZEE , B35 K
BUX Oracle BUEFEN X IFQ@QAWS,

Xt Amazon S3 SR 1T FEHERR 67
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Oracle Database@AWS Zero-ETL 51 & Redshift 55X

ZETLERR—HELEENMHERSER , I Amazon Redshift FIRERBZ N RFEN R B MIZEHR
B FRLERAR S LUFEIEME Oracle Exadata LiE1THY Oracle HIEFES % A Exadata &
B LB BSAEIEE S HIE] Amazon Redshifte BaIESE & TAELSMIRE, HRMMER (ETL) I
B, TEXFXRNDTHMA TEAE. BEXEZEERE , 5[ (Amazon Redshift EEiEmE) FHT
ETL &£H.

FZETLERERBUTHA -

o EIREIEE H — NEIEM Oracle BIEFEIFL[E 2 F| Amazon Redshift , #ER & /)
« BEEEMETLEE — EENENEFEBENHIEERBRLR

c BLIZEFHEH —BIUATHAXTEINRENEE AWS APIs

- E{LAIBIRE K ZRH — Oracle Database@AWS #l AWS 47 RS 2 [B1 B To 48 SE R
- EEEZEMH — NEMZEM AWS IAM 15 R 42

34 F 5 Oracle Database@ BYZE ETL ££% , Amazon Redshift FIWEEIA TR, AWSEREERIAE
Amazon Redshift FiRF % , IEFRATLIEMLEES ETL EXFPOURNTERRE, BXESE
B |, 21 Amazon Redshift o

Oracle Database@ X #FE ETL ERHIBIEFERAAWS

F ETL £ ZEFLLT Oracle BB FERA -

- BE X Exadata — BE&XEIEE 19¢
- THEM RN BEEIEE — Oracle ZIEE 19¢ # 23ai

F ETL R 1E Oracle ZEFEFEH N TIEREQ@AWS

F ETL £ 27 Oracle Database@AWS fF##E & #1 2L 5%k Redshift, &R KA Amazon VPC
Lattice ROIEBR LM MEERE, TEHEHIK (CDC) BATHRSNHKERL, ETUBLIEEER
AWS Glue APIs,

FETL ERRHBEUATRE

o HOERE-FA TLS %0 2484 /Y SSL/TLS B 1TEIEE
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https://aws.amazon.com/redshift/pricing/

Oracle Database@AWS Oracle Database@AWS A F{5F

+ AWS S@@ ecrets Manager — % AWS A BB RS T &t FEBIEESENLS
- AWSGlue R — N B ETL EREME—NWEERE

SHERFEIUTSRET :

1. £ 0 2484 £ SSL #1I 5 Oracle BIEEN L LEE
2. MIEENBEE., RENRNITIHRTEREME

3. NEFEM N EFIRETEHIERIK (CDC)

4. FEFNHIEE A B Fr Amazon Redshift &

/A Important

BUBRT , KERAT ETL £, BX4RNERAXNHB#ITEE AWS Glue APIs, E&FTEER
Oracle Database@ E#RIEE ETL £, AWS APIs

£ Oracle BTEFEFEIME ETL £/ TRFHQAWS
EIREE ETL M2, WREHBZIAT OREH,
— R SER%

« Oracle Database@AWS R i& — BREBEHESITED —PMNEUVES,

- EEATETLER —BRENEVNEFRNERELDNBEESERTE ETL K ODB MEMHEX
BXo

« X#FM Oracle BIBEMA — A Oracle Database 19¢ ( Oracle Exadata ) = Oracle
Database 19c¢/23ai ( T A& & e L8 BIAHERE ) -

- #E AWS X5 — JR Oracle ZIEE R B & Amazon Redshift &% FE— AWS X1,

A& SO R o RS A

SR TR ERE B Oracle BEFE.

EHMAFRE

EEEHIN SN TIERAIERE (PDB) ol — % RS 5/~

TR 69
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« ¥F Oracle Exadata — £l &2 0DBZEROETLADMINZ B IZE A,
 WFETHEMEN LW BAEEE-FERAINEGGADMINAF,

B EH AP R TFUATRER,

-- For Autonomous Database on Dedicated Infrastructure only
ALTER USER GGADMIN ACCOUNT UNLOCK;
ALTER USER GGADMIN IDENTIFIED BY ggadmin-password;

-- For Oracle Exadata only
GRANT SELECT ON any-replicated-table TO "ODBZEROETLADMIN";
GRANT LOGMINING to "ODBZEROETLADMIN";

-- Grant the following permissions to all services.

-- For Oracle Exadata, use the ODBZEROETLADMIN user. For Autonomous Database on
Dedicated Infrastructure,

-- use the GGADMIN user.

GRANT CREATE SESSION TO "ODBZEROETLADMIN",;

GRANT SELECT ANY TRANSACTION TO "ODBZEROETLADMIN";

GRANT SELECT ON V_$ARCHIVED_LOG TO "ODBZEROETLADMIN";
GRANT SELECT ON V_$LOG TO "ODBZEROETLADMIN";

GRANT SELECT ON V_$LOGFILE TO "ODBZEROETLADMIN";

GRANT SELECT ON V_$LOGMNR_LOGS TO "ODBZEROETLADMIN";
GRANT SELECT ON V_$LOGMNR_CONTENTS TO "ODBZEROETLADMIN";
GRANT SELECT ON V_$DATABASE TO "ODBZEROETLADMIN";

GRANT SELECT ON V_$THREAD TO "ODBZEROETLADMIN";

GRANT SELECT ON V_$PARAMETER TO "ODBZEROETLADMIN";

GRANT SELECT ON V_$NLS_PARAMETERS TO "ODBZEROETLADMIN";
GRANT SELECT ON V_$TIMEZONE_NAMES TO "ODBZEROETLADMIN";
GRANT SELECT ON V_$TRANSACTION TO "ODBZEROETLADMIN";
GRANT SELECT ON V_$CONTAINERS TO "ODBZEROETLADMIN";
GRANT SELECT ON ALL_INDEXES TO "ODBZEROETLADMIN";

GRANT SELECT ON ALL_OBJECTS TO "ODBZEROETLADMIN";

GRANT SELECT ON ALL_TABLES TO "ODBZEROETLADMIN",;

GRANT SELECT ON ALL_USERS TO "ODBZEROETLADMIN";

GRANT SELECT ON ALL_CATALOG TO "ODBZEROETLADMIN";

GRANT SELECT ON ALL_CONSTRAINTS TO "ODBZEROETLADMIN";
GRANT SELECT ON ALL_CONS_COLUMNS TO "ODBZEROETLADMIN";
GRANT SELECT ON ALL_TAB_COLS TO "ODBZEROETLADMIN";

GRANT SELECT ON ALL_IND_COLUMNS TO "ODBZEROETLADMIN";
GRANT SELECT ON ALL_ENCRYPTED_COLUMNS TO "ODBZEROETLADMIN";
GRANT SELECT ON ALL_LOG_GROUPS TO "ODBZEROETLADMIN";
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GRANT SELECT ON ALL_TAB_PARTITIONS TO "ODBZEROETLADMIN";
GRANT SELECT ON SYS.DBA_REGISTRY TO "ODBZEROETLADMIN";
GRANT SELECT ON SYS.0BJ$ TO "ODBZEROETLADMIN";

GRANT SELECT ON DBA_TABLESPACES TO "ODBZEROETLADMIN";
GRANT SELECT ON DBA_OBJECTS TO "ODBZEROETLADMIN";

GRANT SELECT ON SYS.ENC$ TO "ODBZEROETLADMIN";

GRANT SELECT ON GV_$TRANSACTION TO "ODBZEROETLADMIN";
GRANT SELECT ON V_$DATAGUARD_STATS TO "ODBZEROETLADMIN";
GRANT SELECT ON V_$DATABASE_INCARNATION TO "ODBZEROETLADMIN";
GRANT EXECUTE ON SYS.DBMS_CRYPTO TO "ODBZEROETLADMIN";
GRANT SELECT ON SYS.DBA_DIRECTORIES TO "ODBZEROETLADMIN";
GRANT SELECT ON ALL_VIEWS TO "ODBZEROETLADMIN";

GRANT SELECT ON DBA_SEGMENTS TO "ODBZEROETLADMIN";

GRANT SELECT ON V_$TRANSPORTABLE_PLATFORM TO "ODBZEROETLADMIN";
GRANT CREATE ANY DIRECTORY TO "ODBZEROETLADMIN";

GRANT EXECUTE ON DBMS_FILE_TRANSFER TO "ODBZEROETLADMIN";
GRANT EXECUTE ON DBMS_FILE_GROUP TO "ODBZEROETLADMIN";
GRANT EXECUTE on DBMSLOGMNR to "ODBZEROETLADMIN";

GRANT SELECT on V_$LOGMNRLOGS to "ODBZEROETLADMIN";

GRANT SELECT on V_$LOGMNRCONTENTS to "ODBZEROETLADMIN";
GRANT LOGMINING to "ODBZEROETLADMIN";

GRANT SELECT ON GV_$CELL_STATE TO "ODBZEROETLADMIN";

#NFEBEICK
£ Oracle HiEE B A BERIEZRUBREEHIE,

-- Check if supplemental logging is enabled
SELECT supplemental_log_data_min FROM v$database;

-- Enable supplemental logging if not already enabled.

-- For Oracle Exadata, enable supplemental logging on both the CDB and PDB.
-- For Autonomous Database on Dedicated Infrastructure, enable supplemental logging on

the PDB only.
ALTER DATABASE ADD SUPPLEMENTAL LOG DATA;

-- For Autonomous Database on Dedicated Infrastructure only
ALTER DATABASE ADD SUPPLEMENTAL LOG DATA (PRIMARY KEY) COLUMNS;

-- Archive current online redo log
ALTER SYSTEM ARCHIVE LOG CURRENT;

E7£ Oracle Database@ 1 Amazon AWS Redshift Z [EJ1& BT ETL £/ , BLMEE SSL,

BRE R &M
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3¢ F Oracle Exadata Z3EE

BT O 2484 EFHEIE SSL, WESFSHRUATHE :
« (PROTOCOL=tcps)(PORT=2484)FEHHITELE listener.ora
- FAREEE sqlnet.ora

« ERHMEE SSL WP ( FESH My Oracle Support XK “an{a/fil B SSL/TCPS Exadata =&
&P (exacc/exacs) ( X435 ID 2947301.1) ")

T BR%IERE

RIABERT , 0 2484 £H SSL A TFTEARS., TEHMEE

/A Important
SSL iwmHEE N 2484,

AWS FRS5 R RF M

FIRBSE ETL £MX 28T , iHIRIE S AWS ecrets Manager HE & IAM X PR,
®E S AWS ecrets Manager

TR Oracle BIEEZBEMTE S AWS ecrets Manager # , 1 RF7R :

1. EZHEERSHLEEFFREE ST AWS £ (CMK),
2. A CMK GBIEEFEZEREFMTE S AWS ecrets Manager A,
3. BLE R REKBELL T Oracle Database@ W5 IRIAWS o

EIREX TDE %40 ID M= , EEA S Oracle 1E N AWS B3E FE T 8 AR 555K R B 0248 75 5% AR 3R Y
BAR. LTS ERK base64 £,

base64 -i cwallet.sso > wallet.b64

LLTFRHBIERT Oracle Exadata 89248, 3t Fasm _service name ,111.11.11.11RREBHT
RHERLIP, AT LAEEA SCAN Mt ASM Y5078,
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"database_info": [
{
"name": "ODBDB_ZETLPDB",
"service_name": "ODBDB_ZETLPDB.paas.oracle.com",
"username": "ODBZEROETLADMIN",
"password": "secure_password",
"tde_key_id": "ORACLE.SECURITY.DB.ENCRYPTION.key_id",
"tde_password": "tde_password",
"certificateWallet": "base64_encoded_wallet_content"
}
1,
"asm_info": {
"asm_user": "odbzeroetlasm",
"asm_password": "secure_password",
"asm_service_name": "111.11.11.11:2484/+ASM"

UTREIERT EAEMRE L BRBEFENER,

{
"database_info": [
{
"database_name": "ZETLACD_ZETLADBMORECPU",
"service_name": "ZETLADBMORECPU_high.adw.oraclecloud.com",
"username": '"ggadmin",
"password": '"secure_password",
"certificateWallet": "base64_encoded_wallet_content"
}
]
}

BLE IAM 1R

BB AFE ETL £RIREN IAM KB, AT RHEIKEE LTS Exadata EEVWIEESFRRITER, SlE, &
HAMERIEE, T BEBELWEE |, BHEHiZEcloud-autonomous-vm-clusterffcloud-vm-
clusterH®IR ARN,

£ Oracle BHEFEHERET ETL HIEEZET@AWS

f£ 7 Amazon Redshift Oracle Database@AWS Z [B1IRE T ETL KA , HZE R TR :

EEEM 73
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F A TR DN E AT i)

R R BUR T RIBEEN KD, ABEHFEEFTERFZ/LNNHILRF REERKAERSL .
B MBI R

ERHIEHIRTTEE2FIE Oracle BEEMRE , LHRESFSEANIERT. BATETL&/XRE,
B IEN BRI,

R ER

R Oracle BIEFEFWHBEENES (DDL) EXARERLFII TS REMCIEER. FHARK
RHEE,

BX—MOEREM |, 1S H7E Amazon Redshift #EAFT ETL £ REESIL,

Oracle BHEFEHE ETL X BREQ@AWS
EEEUT—RRS -
SANMERRE— PDB

8 Zero-ETL ERXRBEN—NAIREREIEE (PDB) E#I%#E. include: pdbl.*.*,
include: pdb2.*.* R XZHFEMILRNBIEILIEER.

BNBBBIEED Exadata BRI a3 178 — 8K

B Zero-ETL ER RAENT HERMIZKE LN — N EABURE S HI5dE.
ElE SSL A

SSL EREAMERwO 2484,

MEXEHER

JR Oracle Database@AWS E#L#15£8# A B #& Amazon Redshift £EB 4 FE—XiH, AWS T
XEBEXEEH,
%% mTLS

FXEFERME TLS (MTLS), MREH OCI BTEEFSA T mTLS , MXATFHEZERATREEAT ETL &
Fo
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THAENERKRE

IR EEMREKM ARN & KMS BJ5 , BT EXNHERITH R, EENXLRE , BLTRERHE
HOIZEERK.

TDE 5|4 hn%&

Oracle Exadata BIEER X FIFERHIFEME (TDE), NZHFTRZE B TDE,
BIERBTE

RERET Oracle WHERBETRFAIZTEXRE , AETRFEEEHRERTER. BRBERE
MEINEFREZE , FUEN A ENFEHRIERE,

1®ZE Oracle Database@ 5 Amazon Redshift AWS Y £E X

EEEM Oracle ZiIEFEF Amazon Redshift Z [HiRBEE ETL £5K , TR ATHE -

1. 1E8 8 ODB M%& LZAE ETL,

Bt & Oracle BERE LR

RiE S AWS ecrets Manager 1 AWS Z4AEERS .
B E IAM PR,

% & Amazon Redshift BRBXE,

BIET ETL &Ko

£ Amazon Redshift 82 B ¥ E3EE.

N o o bk~ w D

F1%: HIEW ODB MEFHT ETL

B R ERENERRBKE ODB MEBEAT ETL £/l. BIAMBERT , ERLTEARS.
mElA

BT ETL £/

1. $TFF Oracle Database@AWS ###|& , Mk, https://console.aws.amazon.com/odb/
2. ESMERSP , EF ODB ML,

3. ERENHBATETL £MH ODB ME,

4. % Modify(15tR).

<&
mi
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5. EEFTETL,
6. & M REGEE B

AWS CLI

ESHZTETLER , BEAWSHMNupdate-odb-network® : --zero-etl-access

aws odb update-odb-network \
--odb-network-id odb-network-id \
--zero-etl-access ENABLED

ERNSREDYIER KN ODB MEZAHT ETL &K , BFEATS. update-odb-networktin s

BLEFE ETL ERATHRAYMSEEM RN,

aws odb update-odb-network \
--odb-network-id your-odb-network-id \
--zero-etl-access ENABLED

S 2 BLEBER Oracle BIEE
BREBERZHHRTIRTR Oracle BIEFERLE :

- SIEEHAFARTHXENNR,

- BRAEHFENEHRBE,

 BtE SSL ( /XBR Oracle Exadata ) »

- WMREA , Ei&E ASM AF ( {XBR Oracle Exadata ) .

58 34 : iRE S AWS ecrets Manager 1 AWS Z4AEEBIRS
PEBEEFREEF (CMK) A EEEHNBIEEERE.
1. fEfcreate-key@m 1 AWS ZABEE RS HEIE CMK,

aws kms create-key \
--description "ODB Zero-ETL Integration Key" \
--key-usage ENCRYPT_DECRYPT \
--key-spec SYMMETRIC_DEFAULT

2. FEHBEEESTEFMEE S AWS ecrets Manager o

S 2 BERM Oracle HIEE
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aws secretsmanager create-secret \
--name "ODBZeroETLCredentials" \
--description "Credentials for Oracle Database@AWS Zero-ETL integration" \
--kms-key-id your-cmk-key-arn \
--secret-string file://secret-content.json

3. NEPMINEIRKEE L S Oracle Database@ 17 RAWS o

aws secretsmanager put-resource-policy \
--secret-id "ODBZeroETLCredentials" \
--resource-policy file://secret-resource-policy.json

EREMNGEH , secret-resource-policy.json@E LT JSON,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "zetl.odb.amazonaws.com"
},
"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,

"Resource": "*"

4. FRFEREHME CMK, CMK BIRKBE %EFE Oracle Database@AWS AR E & F1 Amazon
Redshift RS EAHRIR , FREXIFMBHE ETL Ko

aws kms put-key-policy \
--key-id your-cmk-key-arn \
--policy-name default \
--policy file://cmk-resource-policy.json

% 34 : IRiE S AWS ecrets Manager #l AWS Z4AE R RS 77
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Zcmk-resource-policy. jsonXHRBEUTBERERH, F£—FKiBEI A Oracle

Database@AWS BREiH1E) |, 5 =%iB 9 R Amazon Redshift 3 KMS 2348 612 B T hn & $izig

YRRV AN

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow ODB service access",
"Effect": "Allow",
"Principal": {
"Sexvice": "zetl.odb.amazonaws.com"
},
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey",
"kms :CreateGrant"
]I
"Resource": "*"
}I
{

"Sid": "Allows the Redshift service principal to add a grant to a KMS

key",
"Effect": "Allow",
"Principal": {
"Sexvice": "redshift.amazonaws.com"
},
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {

"kms :EncryptionContext: {context-key}": "{context-value}"

},
"ForAllValues:StringEquals": {

"kms :GrantOperations": [
"Decrypt",
"GenerateDataKey",
"CreateGrant"

% 3% : iRE S AWS ecrets Manager 1 AWS Z4AE RS
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SR 4 BE IAM X PR
SIS MR R ETL SRR 1AM 5BE,

aws iam create-policy \
--policy-name "ODBZeroETLIntegrationPolicy" \
--policy-document file://odb-zetl-iam-policy.json

aws iam attach-user-policy \
--user-name your-iam-username \
--policy-arn policy-arn

UTRERTHBENNR,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "ODBGlueIntegrationAccess",

"Effect": "Allow",

"Action": [
"glue:CreateIntegration”,
"glue:ModifyIntegration”,
"glue:DeleteIntegration”,
"glue:DescribeIntegrations",
"glue:DescribeInboundIntegrations"

1,

"Resource": "*"

"Sid": "ODBZetlOperations",
"Effect": "Allow",
"Action": "odb:CreateOutboundIntegration"

ST 4 BE IAM R
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"Resource": "*"

}I
{

"Sid": "ODBRedshiftFullAccess",

"Effect": "Allow",

"Action": [

"redshift:*",
"redshift-serverless:*",
"ec2:DescribeAccountAttributes"”,
"ec2:DescribeAddresses"”,
"ec2:DescribeAvailabilityZones",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribelInternetGateways",
"sns:CreateTopic",
"sns:Get*",
"sns:List*",
"cloudwatch:Describe*",
"cloudwatch:Get*",
"cloudwatch:List*",
"cloudwatch:PutMetricAlarm",
"cloudwatch:EnableAlarmActions",
"cloudwatch:DisableAlarmActions",
"tag:GetResources",
"tag:UntagResources",
"tag:GetTagValues",
"tag:GetTagKeys",
"tag:TagResources"
]I
"Resource": "*"

}I

{

"Sid": "ODBRedshiftDataAPI",

"Effect": "Allow",

"Action": [
"redshift-data:ExecuteStatement"”,
"redshift-data:CancelStatement”,
"redshift-data:ListStatements",
"redshift-data:GetStatementResult",
"redshift-data:DescribeStatement”,
"redshift-data:ListDatabases",
"redshift-data:ListSchemas",
"redshift-data:ListTables",

ST|4: BE IAM R
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"redshift-data:DescribeTable"
1,

"Resource": "*"

"Sid": "ODBKMSAccess",
"Effect": "Allow",
"Action": [
"kms :CreateKey",
"kms :DescribeKey",
"kms:Encrypt",
"kms :Decrypt",
"kms : GenerateDataKey",
"kms:ListKeys",
"kms :CreateAlias",
"kms:ListAliases"

1,
"Resource": "*"
},
{
"Sid": "ODBSecretsManagerAccess",

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:CreateSecret”,
"secretsmanager:UpdateSecret",
"secretsmanager:DeleteSecret",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecrets",
"secretsmanager:GetResourcePolicy",
"secretsmanager:PutResourcePolicy",
"secretsmanager:ValidateResourcePolicy"

1,

"Resource": "*"

£ 5 : BLiE Amazon Redshift &R 5K B

EZH Amazon Redshift £8 1R B R R R UIRIXAEERK .
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aws redshift put-resource-policy \
--no-verify-ssl \
--resource-arn "your-redshift-cluster-arn" \
--policy '{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "redshift.amazonaws.com"
.
"Action": [
"redshift:AuthorizeInboundIntegration"
1,
"Condition": {
"StringEquals": {
"aws:SourceArn": "your-vm-cluster-arn"
}
1,

{
"Effect": "Allow",

"Principal": {
"AWS": "your-account-id"

3,

"Action": [
"redshift:CreateInboundIntegration"

]
A

--region us-west-2

® Tip

qE , RASER AWS 2F A HE “ARIEE" R, LR B3 EEFRFERN Amazon

Redshift Xk , MEREFHEE,

% 5 45 : Bl Amazon Redshift %R 5 #
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S 6: EHGIESE ETL &K AWS Glue

FRADHRES ETL £X. AWS Glue create-integrationfElb e s |, BAILUEERERILE
70 B #8 Amazon Redshift 5% ZE 6,

LT REI8I2 T 5 Exadata BRH B E P pdbliZTHIAZ N PDB ERK, B AT LUETER ARN
cloud-autonomous-vm-cluster Acloud-vm-clusterBfAREIE RS F?&*ﬂ%ﬁo BE
KMS Z4RIIEN, MREEEFH , WZZATERSEETRENBATEE IS 88 SAWS
ecrets Manager 1 AWS Z4AE B RS

aws glue create-integration \
--integration-name "MyODBZeroETLIntegration" \
--source-arn "arn:aws:odb:region:account:cloud-vm-cluster/cluster-id" \
--target-arn "arn:aws:redshift:region:account:namespace/namespace-id" \
--data-filter "include: pdbl.*.*" \
--integration-config '{
"RefreshInterval": "10",
"IntegrationMode": "DEFAULT",
"SourcePropertiesMap": {
"secret-arn": "arn:aws:secretsmanager:region:account:secret:secret-name"
}
'\
--description "Zero-ETL integration for Oracle to Amazon Redshift" \
--kms-key-id "arn:aws:kms:region:account:key/key-id"

ZoHIREER ARN HIFRSIRE N, creating@aLAfEAdescribe-integrationsit ke
%EX’H‘/&;\O

aws glue describe-integrations \
--integration-identifier integration-id

/A Important

BNERNZIFE— PDB, fltn , BIERHIESSSHMIEELEAN PDB, include: pdbl.*.*3K
BRAT TR ERRMER AWS Xk A,

2 7 & : £ Amazon Redshift A 813 Bt 3B E
EREEE , BEM Amazon Redshift &£ 862 B R BUEE,
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-- Connect to your Amazon Redshift cluster
psql -h your-redshift-endpoint -U username -d database

-- Create database from integration
CREATE DATABASE target_database_name
FROM INTEGRATION 'integration-id'
DATABASE "source_pdb_name";

SIRBBIEER , B UEREHNKE,

-- List databases to verify creation

\1

Connect to the new database
\c target_database_name

-- List tables to see replicated data
\dt

WUFE ETL 55X

BEEPERERIRS AWS Glue HBEREH Oracle EX 2 & 41Z] Amazon Redshift RIRIFERES

N—

EEE1T.
BTN EETL ERRBEEEIT

1. REERRS.

aws glue describe-integrations \
--integration-identifier integration-id

RASRMANACTIVESREPLICATING,

2. BEEZH Oracle BBEFHITEXHREEFNREE E Amazon Redshift 7 |, RIRIEHFEE

#lo
3. ¥5# Amazon FEIE H$EFR CloudWatch ( IR E ) .

WIFE ETL £/
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FXIFE ETL ERHIEIE R JE Oracle Database@AWS

Oracle Database@AWS T ETL £ EFHIIBEIE . B LAEH ©RIZEFJR Oracle Exadata BUIEE N
MEBFEEFE B RBELE, BUUNA NSRS NMNFIEZGREEFHIESFIIRBFIENR , MF
EEFENBEE., XATNBIBERAIAGEEXKE  KiPBERCFENERMEE, HIENRTHIE
FEMREH . FZEFHRMITRIGIE,

Oracle Database 1 Amazon Redshift XN REM A/ NERNLEBFRXTE , XSEWBIERFIEIFEE M
BirEif), FEUTLA :

« BRIE CREATE BAFEXEIA , &M Oracle Database A XB R IFHIEE. £HAMNNREM.
flan | MREEZE mytable ( F# 5|5 ) |, Oracle BIEFHAFFXRBEM N MYTABLE, IR &K
BIBEBAFEI AXNKREF , Oracle IFEFHTGREZKNE,

« BETL BEFEBX2ANE | HEAMSME Oracle BEFHA T TN RBEHHN K NET LT
B, a0 , AR Oracle FEIFELRM AR BREINVENT .MYTABLE , NI{EA G2 %88include:
ORCL .REINVENT.MYTABLE,

- BRIELEXEIA , BN Amazon Redshift EWERIAR NEFN KRB, a0 , &if) MYTABLE ( 5
5 ) 2 & mytable,

£ 813 Amazon Redshift fFE &G MEWHEN , FIBEXNEER, WHEIEENSERT
Oracle Oracle Database@AWS B Amazon RDS H ik EE LR, BXRAIMMAE N Oracle
RERHBIEREEN RG] , i55H Amazon Relational Database Service AP iR+ # RDS f or
Oracle Rl

WS4 ETL &£5K
RS IS BETLER TBREEHE  HEBTRELADMFZA,
ERIRAS s

A Glue WIREME ETL EFRIRS. AWS APIs

7

# Check status of a specific integration
aws glue describe-integrations \
--integration-identifier integration-id

# List all integrations in your account
aws glue describe-integrations
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SRS EE

- BIE-EEIREBER

- active — ENERZTHEEEFIHIE

- FEZQQ@ BR-EEEMEHAEE

« ne@@ eds_acten tion — EREFEF T
o KM-ERBIIHIR

- [EEMR-EEBRER

\I.

PE s 1

B

>

IEHVE ETL SERMREAYLL T A

B

« SHIEER — Oracle F R EFE hAYETE S E X HIE Amazon Redshift B B [E] =
- BEFHE-SENNENEHNKES

- HIRR-SHERIABMAME

- BRFAR — RREMBFRSE LA CPU, REFENMKZEAE

£ Amazon CloudWatch M3 iX LE3EFR H N IR R R EIRBEZE R,

EHREET ETL £/ Oracle Database @AWS

B2 Zero-ETL £/ J5 , BULMTEMERRE , SFRBEUNBBRER. NTNEFETLEKBFE

&,
&= ETL £/

BRREEZXFNRELEFERT ETL ERHEH. HANBERERET, B EEAATNESE
B, RBIEESERREENE AWS AIEERSEHA.

18 SRR Y SE IR S AF
HIBHE ETL £ZH , FWEARBRATRY

o MENPR-BRT #rodb: UpdateOutboundIntegrationtX PR\ , &HY IAM F P 2 & ik 2403
HiZ AWS Glue X BR.
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o RFIRNRBSER-ERDLTA FACTIVEIRD , MAF 24 FCREATINGMODIFYING, DELETING,
KFAILED,

o BRHBIEIFIEREE - BIEIFIE RS S IEME XIFN include/exclude ERIE £,

18 AR Ik 25

BALESERBEFLERRKERBEFINRIENY, BIXMEN , ELFEMQERNEK , AT
HE B R RMEBBRBIEEN R

EBWERNBIERILS , HFEAmodify-integrationii®,

aws glue modify-integration \
--integration-identifier integration-id \
--data-filter "include: pdbl.new_schema.*"

BHALEMERERBHAER, BT ROF , BFHERPANRUINERBT. HERRTIE
g7, pdbl

aws glue modify-integration \
--integration-identifier integration-id \
--data-filter "include: pdbl.schemal.*, pdbl.schema2.*" \
--integration-name "Updated Integration Name" \
--description "Updated integration description"

/A Important

EWBIEIFERE , ERSHEAModifyingREANBFEHITEMEL ., ZERKXFLES ,
R RAFHHERIRE , FBEIERMBRERBRFEREES, BEEBCRSUBRIEERIE
Fo

FFBEFERERNT ETL KRR EM
ERBIEMmERN , HERUATLA

- %/ PDB R#E-BNMNERRERE —NIEKEBIEE (PDB). include: pdbl.*.*, include:
pdb2.* *FXIFE MK KIEL IS
- EHFH — BESHESREEDEL  HENAHFHESRERE.
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- BEEFME-ERANFENHERGNBEBRITTLERME,

MR- KEHFEHERERTEFTERKNASRER , AR TRSEERBELREEEN
’l'iﬁbo

&N ET ETL R IXE R R
HERBREETLERE , BT EBRUUTIEE

« S@@ ecret ARN — BEHITEEZIEMN Secrets Manager AWS Z4A
- KMS Z8-ATNENE R REEEH

« 3R ARN — Or acle Databas AWS e@ E I EEE

- B#F ARN — I 53 Redshift SE£8 = dp & Z= 8]

EFQUXEEE , BHERINER Zero-ETL ERHCIE —NFTHIEK.
MIBRE ETL MK

HETEEES ETL £, ATSUREBIERME L EFIH FEXERN IR,
£/ AWS Glue 3 1T B&

5 Glue API HIBRZ ETL &£ AWS ,

aws glue delete-integration \
--integration-identifier integration-id

S8 0] LA BRAL T A IR ISR

« RETIEHRE
+ failed
- EERS

1 BR B S0

MIBRE ETL /KA , BZEUTE MW :
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EHFLE

Oracle Database@AWS T2 & Il B# Redshift R #7 E Ko
NEBFELHERE,

EALEH|E|I 5% Redshift MR,
BRBREEDAREE.

B E R BIER Amazon Redshift ZIEET 4 B HIBR.

/A Important

BERRAAERN . MREFZEMBREREES , BB —NHOEK , ZERFNITTEN
R IR

L EENRESRE

XEREXER  BREFETLEREAREME, REEMBEMER,

bl

/i

1

Rk
)

EERERE
XERENBRBTRIFTRE, SMWF ETL £,
N

RE CloudWatch B LA 2 & Bz TR ML BERE AR,
FIERHR

EHRBRBIEERE HE S AWS ecrets Manager FE FHH1E,
Backup iiE

EHRIEER Oracle HIEFERZR B RBIEIEMREFFFNA N
PEREM it

MIRAFE ETL EERX Oracle HUIREEM RN , AHRERRASIER.
R EITX

ERRHERRRA TEFHRRZE , EFFRIPFE X E TR AN =
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= = [+ ok
TemEREK

EHEIX L R 2 SRR R B ETL ERAKIE,

RAKRRYS A

NEE&I AT AWS IAM BEEFHENRENR,
e

£ AR E M NACLs HF M 4% 175 7] PR ) 09 X BR P 7 89 s O AR
BAMmE

1R Oracle ZHIEEF Amazon Redshift £ & &R {E A S INZR,
witHFRIER

£ Oracle #1 Amazon Redshift £/5 A& it B B LR EEIE G R M E X,
ZERE

RATgefE A S AWS ecrets Manager B B zh 3 #2 I AE,

RAEAE
RIRXEREERMICRA , BN RFERNT ETL SR MHEE,
R IE

FRBHENBERERNEHFHBEENE , NMEREFEMNITERL,
I 53 Redshift {21t

35 FH i& 2 HY Amazon Redshift 77 =38 8 H 325 3058 & 48 LAE (L B A<

GERERER
JEiE AWS Cost Explorer EEiEEZNE ETL £ EABER MK,
BEAREANER

BERTBRENER , LUBRFEWSE.

XE ETL SR 1T FEHERR

AT NERE ETL EEBERRBRE T ES.
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T ETL ERIREXRW

BRI R BUREK

 1£ S AWS ecrets Manager P RiFE# AP 2R FEBFBIER,

- BREQEFAFRTFAELENNR,

- REZ4 ARN 2E EH B A& Oracle Database@ 5Al. AWS

- BIF CMK BIRKBE R A A iF Oracle Database@AWS RS £ &3 171718
P 4% 3 45 6]

- HB{REN ODB NEEEAE ETL £/,

- WiFim0 2484 £H SSLBERELE ( NFR Exadata ) »

- K& Oracle HEFLTREE ERSTHIERER,

- BRMEEZEHH NACLs RFIKA 2484 LR E,

- BIFBNERAPNIRS BMREEEERN Oracle RS A MM ITE,
PR IR

- REEZN IAM AFRSARREEFHIT AWS Glue ERIRIFFMENNR.

« BiF Amazon Redshift IR KRR L FNEHE L ERFHIT AUER

¥R Oracle Database@AWS BE#®E F 5 REHE AWS AN ZAERE RS ZHBNR,

£ ") &

A Ik & W

« B Oracle BIEFEREHE B% M HIRK X FHERIE,

- BRERBEELEA T EBAERIER,

- REZRFEEEM UM LEHERIANREYFII R,
B BAR IR A &

« K Oracle BHIEFREEEBNEMBIZRMRELR,

- RESHAFPREENFREFEHNEMBE,

- NFEHA ASM RS , EHAREHEE ASM AR,

« Y542 Oracle #iEFEMRE , R CDC F2SHFRFA.
SHERS

o WSy E HIZEIR B4R CloudWatch,
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- REFRBEFETRESEESEFEIXRES,
 ¥1iF Amazon Redshift R R BB EBHNBEXRLCEZ ANEIE.

BaE — B R

BIRERARFTE

- RIIRERERRELEMELENEYIAXK,

- REREBFEARSHERNRUN A IFNBIERE,

- BREHAFPNMEXENRES SELECT R,
BIER A BREIR

« &%& Oracle M Redshift 2 [A] M BIER B BR ST,

- REREFEARFERENLLER Oracle HEHIERE,

o EREIEMN Oracle BRI UEAERBTWHIERE,

32 ;i 1
AT A ERERNFAE ETL £RAM :

- ERRBLE — FREHREERRSaws glue describe-integrations,
* CloudWatch fE#R-15 128 HI14EaE M IRAY AT A CloudWatch $E#x.

« Oracle BiiEE K12 — Y12 Oracle BUEEMREF G RAAE,

« Redshift #5338 — %1% Amazon Redshift B M EF 2 6E R A =X,

NTEARFERSZIEEIEFROEFRET |, FHRR AWS i FRELUTER -

« 5 ARN FIHEPIRZS,

- REBERNEREEERTRE,

- BEXEIEEM Amazon Redshift EFHLE
. [RIREFF 3R R £ WA R,
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Z £ M Oracle Database@AWS

ZEEAWS BREFZE, FNAWS FF , BAUZRT TN REASHLZEHBREALNERMY
ERBAEROMMLZEY,

Z£ R OCl MEHARABNRE. AWSHARBEEFEHRNENRZENEZINRE !

« ZRE — AWS AERFE= AWS RS FEITHEMEE AWS Cloud, AWS &R ERAH AT A Z
EANERS. FEH AWS EAMITRIN -2 , E=ZAFRARFERN ANBIELZLENENR
o

« DIHEE-BHNRERSERAN AWS BSRE, EEFENEMRARNT , SFLENHFEHHR2
., SALNERANERREREN,

AT EBR T BEMSR 2 EFTEE R WM A Oracle Database@AWS, &5 ) Al £ A
Hh AWS IRERE B &K 2 R I EH Oracle Database@AWS &R

&R LLEEXY Oracle Database@AWS HIREV AR R, BAREE TR RN G EBRRTEREER
THIES KA Oracle Database@AWS :

- fEf AWS Identity and Access Management (IAM) KEE 2 B AR , AEEENEE Oracle
Database@AWS %R, #lan , A LAER IAM REE AR FESIE, #HiR, 1S FMER Exadata &
REZRH, RENERDIRICEIR.

£/ Oracle BEF 5| ZHN R L IhRERIZFIE A LB FHIFBESF EWBIERE. XLEIhRER G i
K ENBIREE B IE

« Xf Exadata BiEEEAZTLEER (SSL) SRR S (TLS) EE. BXEZEE , HZHAN TLS
TR TEZMES,

« Oracle Database@AWS Fo3EILBIM Internet 518 , AWS REEHBEAEFN L,

« Oracle Database@AWS {1 2 BRIABI & 4 I MY (TCP) s O T S IRIE, BXxImOMNTE
Hl&k , EZHARIARDO D E.

- EFEARKINERRNZERHIEINE (TDE) REFEMEEEZS |, ¥ Oracle Database@AWS £/ OCI &
EED O racle ZHAREFE., Oracle Database@AWS F X #F AWS Key Management Service.

« BUABRT , £A Oracle EEMMEZAREREE. ZBEEFELXGEFEENER.

- EEBBIERY , 15§ Oracle Data Safe 5#i & A Oracle Database@AWS.,

TR EB@EEN B M{A31TE E Oracle Database@AWS EUE BB R £ ME MM B #5o

93


https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.oracle.com/en/cloud/paas/autonomous-database/dedicated/vdosu/
https://docs.oracle.com/en/cloud/paas/autonomous-database/dedicated/vdosu/
https://docs.oracle.com/en-us/iaas/Content/KeyManagement/Concepts/keyoverview.htm
https://www.oracle.com/security/database-security/key-vault/
https://docs.oracle.com/en-us/iaas/Content/KeyManagement/Concepts/keyoverview.htm

Oracle Database@AWS Oracle Database@AWS A F{5F

F

il

- FHEIERY Oracle Database@AWS

- WEMHIERIER Oracle Database@AWS

- Oracle HEENSAMRIE@AWS

 ¥)M7E Oracle Database@AWS

- JFBRF <A AT Oracle Database@AWS
« Oracle Database@AWS AWS & K BE Y B #T

h§ B IER Y Oracle Database@AWS

HFHERERPFEHN , RINEBUERI AWS Ik ZIEHFEH AWS IAM Identity Center 3% AWS Identity
and Access Management (IAM) ZRENARAF, X , 8MNAFPRRBETH I ERRAMENNER,
REWEBES AT AR ERIEE

NENKFERAZES BRI (MFA)
ATF SSLTLS 5 AWS BiRERF. RIMNERMEH TLS 1.2, BIWHEA TLS 1.3,

ERARE APl A FE3 BE AWS CloudTrail, BX A CloudTrail lRERHEIR AWS SEZHNEE. |
FZ 6 (AWS CloudTrail A $ER) HPRYEAR CloudTrail #5.

£/ AWS INEBRF RUREFHRMERIAZSEHS AWS RS,

FARRTEERELRS ( H180 Amazon Macie ) , EA BT XM MR E#EIE Amazon S3 I EUR
iz,

MREE AWS BT ITRES AP #H TR EEZRT FIPS 140-3 WIER INZER | &6
FIPS . BXA AN FIPS RN ESZEE , B2 (XEKRFERLERAE (FIPS ) % 140-3
M) https://aws.amazon.com/compliance/fips/o

BARWE RN BEERHBER (WEFFNE TR ) RAREHEABAXNERFE

(MBHRFE) . XBELEABEEE. APIAWS B AWS RS A Oracle Database@ =X E M 15

Bfo AWS CLI AWS SDKsTEA TEMWIREH BHE AN ARFEPMANTEMAKET TSR Tt %
HIZHTE K. WREEMAZTRS EFIRME URL |, BZIBWEREEMU HEEZIUEBRBIEXZRSE
BHIER,
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LUK REREE E#R4E ( fl4n JOIN 7 SORT ) il , KM HFEHLLZ IR, BXEZER , BZRE
BRE.

&5 T &

Exadata ##EF £ R A4 Oracle MRS MEZEMTREMENERFRT EREFNEE, BXESEER
ESRERPBENRZ SN,

ZHEE

BRARBENZEERATZ2EHEINFZZANZAENR T8N EERAENRTRALTRE
MEBER, BXEZREE  BEREEREENEER.

H & 9 M5 A EE Oracle Database@AWS

AWS Identity and Access Management (IAM) 2 —I1 AWS RS , AI#BIEE R & R FIX AWS &
RETER, 1AM B8 R o U T ERRIE ( BF ) B (AN ) A Oracle Database@
TRAWS . IAM 2 —IEFFINIBREN A ERAN AWS RS,
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F
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- FRASHHITEHRIE

- FARKEEH

« 304 Oracle Database@AWS & IAM & &£

« JEA T Oracle Database@AWSH E T & 13K K #E

- AWS KB F B Oracle Database@AWS
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B PHIIEFEN AWS IKF,
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K, EXRHETRARNEBORSH  RSEERATUERACIREFNBERFENL R, BBMIE
ETRIFHREE P IEE X4,

ETRFNRERMTIZRSFHRNEKERKE, ETREETRARNKBEHERM IAM P AWS EX
A&

HREgRE
AWS X#EFEAMRIERE  XERBRBATUREFEENNRBERERTFHRANR

- NRBE -EBEETEOHRBEILURT IAM EEHRANE, BXEZEE , H55H (1AM AF
1EE) T IAM SRR PRIA R

o IRSIEFIKRE (SCPs)-EHFIBEALARALEMIHZE AR AWS Organizations, EXREZER , B
2% (AWS Organizations FAF ™) FHRFZEFIKE,

o BIRIEHIZREE (RCPs)-ZEKF A ERFRNHZRATANE. BEXELEL , ESH (AWS
Organizations FAFEmM) I EIFEZEHIFKE (RCPs).

- 2ERE -ENACIRSAFCRGNSER , FASBEENERER, BEXEZER , B
5 {IAM AFPiEm) PHSERR,

S REERE

S NREMNRBENA T —MERE , ERNNREMERNEIER, BETHRELSR SRR
WA AWS BER B AVER , HSH IAM AP EEH N ERRITEEE,

747 Oracle Database@AWS 5 IAM &t & fF F

A IAM EEXY Oracle Database@ KA RN R ZBIAWS |, iE5% 7 A WL IAM Thee ATA T
Oracle Database@. AWS

IAM ZhEE Oracle Database@AWS
ET S HNERRE =
BT RIRNRE B

#N4d] Oracle Database@AWS & IAM B & £ F 98


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

Oracle Database@AWS Oracle Database@AWS A F{5F

IAM Zh&E Oracle Database @AWS X
RERIE =

MR R =

ACLs =

ABAC ( REEHPIIIRE ) i

EBRE =

BEAE &

REXEAE =

E4ME 7 f## Oracle Database@AWS LUKk H i AWS RE TS X 23 IAM hEEE S ER |, B
IAM APiEETHE IAM B & EABAWS RS

E T 53K Oracle Database@AWS
XBFETEMNER : 2
ETHSHONREIIMMEZH (W IAM AR, AFASAE ) B JSON I RREE Y, XL

EHEIR S MA SR EMPRA T BERRITHERE, ETHRNMZRET HOMRE  FSH
(AM BiFfEr) PEAESEEREERE L BEXL IAM IR,

BEEA IAMETESORNEE , SUUEEATIELWRENTRURAFIELEFENTS, E
THETI1E JSON RESRERMFIELE , F5H (IAM AFHER) S8 JAM JSON KB TE5 A,

BT 548 KB RH Oracle Database@AWS

ZE&EF Oracle Database@AWS ETF SN RBEHN =B , S, EA T Oracle Database@AWSH)
ETSHNERKE

#N4d] Oracle Database@AWS & IAM B & £ F 99


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

Oracle Database@AWS Oracle Database@AWS A F{5F

NERE T & IRAVBUER Oracle Database@AWS

XBETHRRORKE : &

ETRIFH RIS MR FRAY JSON KM, BETRIFMNRENRESE IAM ABEERKEM
Amazon S3 FHEMERE, EXFETHRNRBHRS T , RSEE R JLMER EINREHIIFE R
BREVEE . N THEERM MR TR , REEE IS EEME AN 2R RINITHREREAREF LSRN
THIT, BEFEETRRNRBEPREEEE, ZEEATUEEKS, AR, A2, KSR/ AWS
R3S

ESABK/ER , SRCHEANKS SHEMBKS R IAM XA EENETRRNRBERNERE. B
XEZEE , BSH (AM AFER) PHY IAM VB TIK & F R T

B BER T3 Oracle Database@AWS
XERBEE =

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2Y , BN EETUNF LR FERITER
1, UREMFARHETRIT,

JSON EKHEHY Action TEEARTATERBP AN RIELIFRNRE, ERBEPISBREUR TR
ITRERIRERVR,

ZE & F Oracle Database@AWS #1E5I%k , EZH (RFERSE) AWSHH Oracle Database@ &
N BE,

EERITH R BEIRVETEIRMERT Oracle Database@AWS AL T4 :

odb

EEENMEYPEESTRE , BEMAESFHENRT.

"Action": [
"odb:actionl",
"odb:action2"

]

ZE&F Oracle Database@AWS ETF S RBEHN =B , 5S4, EA T Oracle Database@AWSH)
ET 5AH KR
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HYBUR %R Oracle Database @AWS

THEHEBRR 2
EE R ALAER AWS JSON REERIEEH AN G L. HEREW , BN EAT L L& RINITIR
£, LR EAAZBETHIT.

Resource JSON KB TEZEEEQHNAREN PRI IR, EAZERE , HERAHE Amazon
HREAF (ARN) BBERR. WTAXFRBFERNRWIEE , BERAEERRS ) BEREONATHRER
Ro

"Resource": "*"

ZE & F Oracle Database@AWS BREH K HIIEK ARNs , BSH (RFENSE) AWSHH
Oracle Database@ E XK IR, B T &R LUERABLREREESTHARN ARN , FS 5 Or acle
Database@ & M HVI&{E. AWS

ZE&EF Oracle Database@AWS E T HH MK R , S0, &A T Oracle Database@AWSH)
ETSHNERKE

fY SR BE 5 %548 Oracle Database@AWS
XERETRSHRBFGRE : B

EIE R A LAER AWS JSON REERIBEW ARG RMF L. WHRYN , BNEAATLI AR RNITER
&, BAREA ARG TIIT,

Condition TERBENNFMHEEEFEVMERNIT. BALGIRBERAZEZER (FlW, ST
T ) BEARER , MERBPHFAESERDINVEHETE. BEEERE AWS £R&H®E , 5
IAM AFEREPHAWS £ 554 £ T XEHA.

ZE & F Oracle Database@AWS &4 @%%k , S (RFENSZE) AWSHRE Oracle Database@
MR EH, BT HAIERASKARIVEENER , 55K Oracle Database AWS@ E X BV R 1F,

E & & Oracle Database@AWS E T S KM RHI , S5, EH T Oracle Database@AWSH)
ETSHNERE

ACLs in Oracle Database@AWS

*#EH ACLs : &
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REFIFIR (ACLs) 2 HIPLERFEA (KFKE, ARRA. ) BNBRER, ACLs SETHIRM
REEREL , REEAITEM JSON KB HEER,

ABAC with Oracle Database@AWS
X %5 ABAC ( REEHEIIRE ) : D <HF

ETEMMIGRMNRIES] (ABAC ) R—HMENRER  ZERETHRININEMEREUNER, E1TL
SAREHTINE IAM S24RF AWS BIR |, RF1%1T ABAC FEBUAFEZEANFRZEES R R LHNIREIT
[T prikag: L=

EETHREEEHER  BEEFEH aws :ResourceTag/key-nameaws :RequestTag/key-name
aws:TagKeys R BERBNZH T ZPRHEFZER,

MRENMRSN TENRARREBIGAEX=A&MGR  WNTZRS , ZEAR. IRENRSX
NTFHIRBFREXIGRAEX=/&%GR , WZERTD.

BEXABAC WEZER |, E#SH (IAM AF#ER) FWEA ABAC BINENNRE, EEFIRE ABAC
SHRNWHE , HSH (AM AFER) PREAETEMNIHRIMNEZES] (ABAC) .

FFIm Bt EIE 5 Oracle Database@AWS
S EIEEHEE - 2

B IE B IR A AWS RIFRVEH B RINIR , H ERELEARE S OB TRACH B3I EIEN.
AWS B SERIGEIHES , MARERAKBHIRRH, BXESEE , H3H (AM BAFE
) FHIAM PRV IGRS R FEMER IAM B, AWS RS

iy 5 BR 55 £ AR Oracle Database@AWS
YEHERERBRALTE (FAS) @ 2

HBRBFILTE (FAS) EAEM AWS RSHEFLANNBRIARFER AWS BRFHNR , @ RS K H
B3R, AXRARL FAS BRANKRBEFARE , BEAKRTGRSE,

Oracle Database@AWSH RS A&
XERSAE B

REABGRA—TRSFEE. KRENTREN IAM BE, IAM EE R T EE IAM RO, SR
BRESAR, AXESZEERE , B2H IAM AFERHPHNEIEA B0 AWS BRSSZERINER.
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/A Warning

FUWRS A BN R AT g4 B T Oracle Database@AWS ZhEE, REFE Oracle
Database@AWS RRIEIFIEESH T RERSAE,

# R %S #H< & & Oracle Database@AWS
XEFERFIEKAR : 2

BSHEXRABR TSRS REKN AWS BFAB, RSAUKARREHTRENAE, RSHEX
AEHRNELEND AWS K/ , HEARSHAE, IAM EE A ATUERENERERS KA BN
PR o

BXBIEHEE Oracle Database@AWS RFMEXABNFHEES , FZRHBRIHEXAECRAT
Oracle Database @AWS,

i&F F Oracle Database@AWSHE T 53K K #E

RINERT , ARMARLTNEIZR{EH Oracle Database@ &IRAWS . ERF AP FIEERINT
BRAENKR | IAM B3 5 o] L8122 1AM K,

BT RUNMAERXL RG] JSON REXHGIEET IAM HHNEE |, 56 (IAM BFiERE) $i8l
2 IAM KB (258 ) .

&K Oracle Database@AWSE L HVIREM B RER ( BEESMRRRBNER ) NWiFAER | ES
1B (REEWNSE) AWSHH Oracle Database@ HIiE#E, HREMEZHE, ARNs

=

x
- RRREXEK

« f£f Oracle Database@AWS & &

- RA¥FAFPHEE Oracle Database@AWS &R
- RATAFEEMAIE SR

;

REERIEREK

ETEBMNRBERET RBEATUUELENK, PR, 77RIZMER Oracle Database@AWS &iRo
IXLIRETTRESE AWS IKF AR A, AIERAEEE TS ORI , HERUTERMRIL
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- FTIRER AWS RE R H RO RENRNR — EFREAAFMITERERR TR , EEANTS
ERLAPIRTFNRNAWS FHEREE, SIEMRNRARTH AWS IKF, RMNBUWEEYELHN
BRI RAPIEY AWS BEFIEERBKE—SRINR, BXESEE , B2 (AM AFERE) HH
AWS FEEFRMEH TFREENAWS FEERMK

« NASENR : EEA IAM RERENRE , BXEFRATESHENNR. At , EAER
ERERGT AIUNBERRRNTHRE , RN RERRTAT. BXER IAM NANRBRNESE
B, B2 (AM AFEmR) Fi JAM R EYKEE R

« £/ IAM KB RV SRAFE — S BRBI TR R - 4877 LA ) SRR AN D0 Sk A4 K PR I X R AE M R AV U5 8o
Bl | BRI R E R R RIEELAER SSL RIEFMBER, WRESHRERBIREE AWS R
5 (Bl ) AR, Nt A AR R AR TR IX ERMEMNTHRIRR CloudFormations BXEZE
B, FZH (IAM fF$Er) 8 IAM JSON R T @ St

- £ IAM Access Analyzer BiEZH IAM KB , SUAKRNEN LS MHMINEENY  IAM Access
Analyzer 2KIFFH REEMIM B KR , LUBERKERFS IAM KEIES (JSON ) M IAM HESE
B2, 1AM Access Analyzer 12 100 ZTURBER EM AIRENEI , SHBBEFIELZ S BINREMRN
KEk, BXEZEER , BESHE (AM BFigm) MR IAM Access Analyzer BiF SR B,

- FEZEHFHRIE (MFA)-INR AWS IkFENZRFE IAM AFRRBAF, , A MFA URESR
=, ZELAR AP BENEE MFA , B MFA RERNMBZHNERD, BXEZER |, FS
F (IAM A F#8r) M ERA MFA RF API 1A,

BX IAMHFHREIRNESFER , 20 IAM AFERETH IAM AN 22 HETR.

{# A Oracle Database@AWS 4 &

E {58 Oracle Database@AWS #2#l& , BUAPE —HRENR, XENRLAATLIIENES
A XIEH Oracle Database@AWS HRHVFEMES ., AWS K MR B S ENRENRE N ™%
WET SRR , X THMTZRENZE (AFRRAR )  BHANETERTMBEEET.

NFREA AWS CLI 5t AWS API WA, BEFNEREFEEZHENR, R , IRFHREH
ZIAMITHY API RVEME TE RV RAE,

A F FELE Oracle Database@AWS &R

WHEAFAF £ RIEE Oracle Database@AWS AR, EMNEH VPC iRiE DNS #47 , FEl2
H ¥4 Route 53 fEFTES H RN | FFHA OCI HAB K DNS #EH X F OCI DNS Hirss IP,
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JSON

"Version":"2012-10-17",

"Statement":

{

[

"Sid": "AllowODBAndEC2Actions",
"Effect": "Allow",
"Action": [

1,

"odb:GetOciOnboardingStatus",
"odb:CreateOdbNetwork",
"odb:DeleteOdbNetwork",
"odb:GetOdbNetwork",
"odb:ListOdbNetworks",
"odb:UpdateOdbNetwork",
"odb:CreateOdbPeeringConnection”,
"odb:DeleteOdbPeeringConnection”,
"odb:GetOdbPeeringConnection",
"odb:ListOdbPeexringConnections”,
"odb:PutResourcePolicy",
"odb:GetResourcePolicy",
"odb:DeleteResourcePolicy",
"ec2:DescribeVpcs",
"ec2:DescribeAvailabilityZones",

"ec2:DescribeVpcEndpointAssociations"”,

"ec2:CreateVpcEndpoint",
"ec2:DeleteVpcEndpoints”,
"ec2:DescribeVpcEndpoints"

"Resource": "*"

"Sid": "AllowSLRActions",
"Effect": "Allow",
"Action": [

1,

"iam:CreateServicelLinkedRole"

"Resource": "*",
"Condition": {

"StringEquals": {
"iam:AWSServiceName": [
"odb.amazonaws.com",
"vpc-lattice.amazonaws.com"
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]
}
}
}I
{
"Sid": "AllowTaggingActions",
"Effect": "Allow",
"Action": [
"odb:TagResource",
"odb:UntagResouxce",
"odb:ListTagsFoxrResource"
]I
"Resource": "arn:aws:odb:*:*:odb-netwoxrk/*"
}I
{
"Sid": "AllowOdbVpcLatticeActions",
"Effect": "Allow",
"Action": [
"vpc-lattice:CreateServiceNetwork",
"vpc-lattice:DeleteServiceNetwork",
"vpc-lattice:GetServiceNetwork",
"vpc-lattice:CreateServiceNetworkResourceAssociation",
"vpc-lattice:DeleteServiceNetworkResourceAssociation"”,
"vpc-lattice:GetServiceNetworkResourceAssociation",
"vpc-lattice:CreateResourceGateway",
"vpc-lattice:DeleteResourceGateway"”,
"vpc-lattice:GetResourceGateway",
"vpc-lattice:CreateServiceNetworkVpcEndpointAssociation"
1,
"Resource": "*"
}

RIFRAFEEMITE S KR

ZORBIGER T BRI EE |, BLARYE IAM AP ERM MBI EAS SO RNERNEE R, R

SREERHE LSEERA AWS CLI = AWS API U425 = 58 B R AR PR

"Version": "2012-10-17",
"Statement": [
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{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

AWS HIIEE XK RE Oracle Database@AWS

EMNRENBEFNNER , £H8 AWS REXRILECHEERBRERZES, QBN AKRMHRE
R IAM EFEEAREFENRAMET LR, BREAN , BAILEARINN AWS HE KK,
XEREREENEARG , ATHEEN AWS IS HEM. BX AWS REXRBNESER , 55
IAM AP ER R RVAWS FEE K,

AWS BRS5 4 MEHT AWS REXRMK, BTLEER AWS RERBEPHINR, RSB RME AWS
ERBENMEANRAZGHIEE, LRBNERLFEMMN T RENFAESH (NRENAR ), 4
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KRR EMBETAN , RESREAUEEHR AWS REXRK. RST2M AWS BERBKHBER
PR, E R EH T BAER BN,

S, & AWS XEFBE SRS THFRENIEE R, fl , ReadOnlyAccess AWS FEEREER
HXNIFFERIR AWS RS MBLRMRZHRNR, LIRS B3 —HHBEER , AWS LAFBREMFTIR
AR R. X THERBERMHNSIRMEE , FSH IAM AFEEHEA T TEREMNAWS £
ERE,

£
- AWS FEE KB : Amazon ODBService RolePolicy

AWS IEE XK : Amazon ODBService RolePolicy

7FoiEFF AmazonODBServiceRolePolicy SREGHIANE] IAM KR, LLRBEHIMNE R FRREMITER
{E Oracle Database@AWS WIRFHX AR, BXEZEER , SR NEFSHEXAEHT Oracle
Database@AWS,

EEREFXRZBENEZHAGFE , SIERIREH JSON KK |, HSH (AWS REXRKSEE
) ODBServiceRolePolicy# # Amazon,

Oracle Database@AWS OCI H#Y & 1736 iF 1% X

IR AWS APIs J 812 % JRAT Oracle Database@AWS , X R REZE B BB
Oracle =EAiZHE (OCI) A+, EFMBXLRIR , HRKE AWS 5 OCI APIs /HiE, T EMEER
ELVAEE R , OCI H# Oracle Database@AWS £ AWS STS ERN AIE XM KGRI 2iERER
RARITEEXRBRERT APIs F{EMA OCl, Eitk , 23K B OCI IP Z[EM sts:getCallerIdentity
AP| EHIEFZEER AWS CloudTrail IRERFMEBHAEIEFKH. EANSKEXLEEH Oracle
Database@AWS APIs,

¥t Oracle Database @AWS 5 7 F7 [0) 3t 17 # BE HEBR

F AU TEBRBEEL KIS EEFEA Oracle Database@AWS H IAM B AT REIB EIHY F IR &,
£
o BENEUTMERNITIRIE Oracle Database@AWS

o EEINIT iam : PassRole
- BBATEUAHA AWS K 5 A KK Oracle Database@AWS IR
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BEREU T ERITE®RIE Oracle Database@AWS

MREWRERETR |, ERETIMITEMRE | W AFER R ARVFITIZRE,

% mateojackson IAM AP ZRAFERAEHAEFTEXREM my-example-widget BRIRNFHAEFE. |
BARAEEN odb: GetWidget HRET , &K ELT RAIEEIR.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
odb:GetWidget on resource: my-example-widget

FEHRBERT , BHOEH mateojackson AFKER , LAFER odb: GetWidget BIEHE my-
example-widget &Ko

MBREEIRY  EHRALZHAWS EER, FNEERAREAEZETIN A
R FILIN1T iam : PassRole

MREWE| —FEERHEE |, BHEENIMITZiam: PassRolel®E |, M AIE HIEH KBS LA fo VR 185
£ B 1£3% 45 Oracle Database@AWS.

BE AWS RS A ERIAEABKEL1ZRS , MTARAIRMNBSAGIRSHEXAE, it ,
BB MEBF A ELEIRSHNR.

HEZAH IAM A FPmarymajorZid A%l & Oracle Database AWS@ HITIRIERT , 2 HIL
TrflER. BER , RELTNEERFSHACHETFHNRS AIMTIIHRE. Mary FTEEFARRKEED
R 55 R A PR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XEH Mary RIREE LR F bR 4T iam: PassRole #&1E,
MBHEEERY , BHEREMN AVS SER, CHESERREHEREITNA,
BREATRIUANA AWS K 177 EFKRY Oracle Database@AWS iR

gaptlE—1ae  UEREMKSPHAPREERANARTUERZABRIGRIEHNRIR, &0
BIEEEESEY , AURAAR, X TXHET R R RZEH IR (ACLs) WARS , BT
158 PR 3 L5 SR B o) AAT1 4R T 1 ) S8 B9 BR VAR BR

ETHREZER , BZRAUATREA :
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- E T Oracle Database@ RHAWS XIFXLINEE , HSH. {7 Oracle Database@AWS &
IAM Bit & 15 F

- BETHNMARENSRENERNIGRNR AWS K | BSE IAM AP EER N EERE AWS
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{

"Action": "iam:CreateServicelinkedRole",

"Effect": "Allow",

"Resource": "arn:aws:iam::*:role/aws-service-role/odb.amazonaws.com/
AWSServiceRoleForODB",

"Condition": {

"StringLike": {
"iam:AWSServiceName":"odb.amazonaws.com",
"iam:AWSServiceName":"vpc-lattice.amazonaws.com"

}

}
}
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REEENHZNE W B IR HES. Oracle Database@AWS B AT BAMA T RIRER :

EEIKE AWS

XLEEH4ZM Oracle Database@AWS APIs AWS AR , FEERBNRIASHEL AWS
T o

kB OCI By3&E3)

XEEHEREM OCI £/ , HlinE Oracle Exadata ERE R E N LB <N EH, 1T
Oracle Database@AWS , FEF I EH B FIRaws . partner/odb/MEHEL , AWS IkF AF
EWRE OCl =4,

Oracle Database@AWS XK HHIE4 AWS

Oracle Database@AWS IV EH AWS SIEELIZMMIBRIT R+ S ODB MR L s B HIE Ko
XEEAFEEBENRIAZHEL AWS Ik, BEXRBEERIMA.
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=4 EHID Message
il B ODB-EVENT-0002 BRIl ODB M4 odbnet_ID
il Bk 2k 1K ODB-EVENT-0012 fi Bk ODB M 4§ odbnet_ ID %MK

R ODB M alZEH

LT RGIERE I 812 ODB MG E 4,

"version": "Q",

"id": "@1234567-EXAMPLE",

"detail-type": "ODB Network Event",

"source": "aws.odb",

"account": "123456789012",

"time": "2025-06-12T10:23:437",

"region": "us-east-1",

"resources": [
"arn:aws:odb:us-east-1:123456789012:odbnetwork/odbnet-1234567890abcdef"

1,
"detail": {
"eventId": "ODB-EVENT-0001",
"message": "Successfully created ODB network odbnet-123456789Qabcdef"

}
}
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REBEHHREREMM OCI £/ K., Oracle Database@AWS SIBHH R RNEHE
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Bx OCl xFMHEBMHREMFAEEMNESEER , 5 M O racle Exadata BIEFERF KT T H
Exadata 2% - BARIEFEN T AEMIREEFNEL,

3% Oracle Database@AWS E4

A LAE Amazon BY7ESN B4 FIB1E EventBridge BiUHES) B &R B R {ERK EventBridge. 1RIEE
HABGI , AT LR E EventBridge MNIRTFIEEHME R , LEBRNEASEH.

fifik ODB M4 E/4KE AWS
NFXREBH ODB MBEMH AWS |, BAILERA U T ESHEXFTIRIE

{

"source": ["aws.odb"],
"detail-type": ["ODB Network Event'"]
}

BT LME AT A BRINEH B 4K EventBridge put-rule API SRR AER, BEXEZES , H3H
Amazon EventBridge APl £ZPutRule i,

%3%3k B OCI Oracle Database@AWS =4

*F kB OCI Oracle Database@AWS HEH , & AILAE A5 Amazon EventBridge APl £
ZPutRule B RAIZEMH G HRIREMN, EFEUT AN

- REEDENSH4RE  EREENEHEN,
- i&EEventBusName}y Oracle Database@AWS & 2 1Y 5.4 B & Fro

B WA EESHMBEIKFIZE EventBridge BFrNEZER , BZRAWS IKF £ Amazon &%
FIZWEH EventBridgeo
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MREHEFHIRXNBEINB L EESRZ |, ERITUTRE

- WMFTH ODB MEES) , BB R AWS X,
- WR ODB M4 Oracle Database@AWS EHLAAIEH , BB R Oracle Cloud Supports

EXEZEER |, B RE Oracle BIEFEN ZIF@AWS,
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{# {12 3% Oracle Database@AWS API 8 H AWS CloudTrail

Oracle Database@AWS SAWS CloudTrail—HRF &R , ZRFRHEAT. AEHBEMNITERE
g AWS BR%. CloudTrail f577E API A #83R Oracle Database@AWS N E#H., HRWIFAS
$&3k B Oracle Database@AWS 2§ & 8 A M3T Oracle Database@AWS API REMKEBR A,
EAWERNEE CloudTrail , &7 LA#EE @ BNMER A H Oracle Database@AWS., & HiEREY IP b
Hb, & HiERAV R E AR E i RER,

BIMNEHHATREBESEXRERBFRNAREGR. SOEEABTEHEUTRE !

- BRECFARAFKIEEZAFPEIEL LN,

- BHREBNEK IAM Identity Center AF & H,

- BRRFEAACERKREAFNBNZLEIEREHN,
- BREGHHEM AWS BFKH.

® Note

Oracle Database@AWS TE&H CloudTrail A E# 12K B AWS Security Token Service
(STS) B GetCallerIdentity APl M. X STS APl BALRIIRKRES OCI RE
Oracle Database@AWS B 53, EIREEBZEM AWS 2ESD , T EHBIE
B,

CloudTrail FEZRIZ2MKF AWS K BEZBIK S P4 TENRES |, HEEBB A LLER CloudTrail
SESAFIER, CloudTrail E4AFIEREMRTHE 90 RARRKNEBEHNTEE, AER, A
THEFTEMNIER, AWS REEXEZER , 2R (AWS CloudTrail AF#ER) +H “FEA
CloudTrail EHA Ei2%". BFEFENFHLIEFKT CloudTrail fBEMRFE A,

ERFEIEFEK AWS KPP 3 E 90 RKAMEH |, BRI RIS CloudTrailLake EHBIEEME,

CloudTrail &&

BRER LV CloudTrail ¥ B & X & % E| Amazon S3 FiE#E. E£ACIENAABRIER AWS EE2F
A HERZXEN, SBUBEYER AWS CLIgIZAXERN S XHRER, BiIE2S XERE ,
BT LIRS AWS X8 HFTETES) ., MREZEXERE , WABEERREN AWS X
HHIERNES, BXRRIENEZER , BZ5H (AWS CloudTrail BFEE) FHNEH AWS JK
eI IR ERM 7 AL I IR ERo
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BYGIRRE , SRR S EERTHNEERSHMN — N EISMEIEREM Amazon S3 1F4E |
B & UKHY Amazon S3 Zf# %t . CloudTrail 3 CloudTrail EMHEZELE , HSHEAWS
CloudTrail Eft. B3 Amazon S3 EMWEER , 55 Amazon S3 EM,

CloudTrail i#’8 S 4= 7

CloudTrail LQ@ ak e AR BESWEHZTE T SQL &, CloudTrail Lake HEFITH
JSON AWM BB HFIRA Apache ORC ¥, ORC = — Tt IRIER RHFE#H ITHRILHIFI
R, SHEERSIE4BETFHT  cRETEZBINASASHAEFERNFZENT
ATHNERES, NATEABEEHENERSATRIBEE4FEFEHTHEESR, BX
CloudTrail Lake WEZEE. , FZEAWS CloudTrail BFIEER M ER AWS CloudTrail Lakes

CloudTrail HHEHHEEHENEASTERA, AESHEBUEEMN , BB ERTEHK
BEFENEMET, EMETURE T ERME#ESHNORE , UEREHEEEENRIANZEEKRE
#, B> CloudTrail EMMWEZEER , HSHEAWS CloudTrail EfTo

Oracle Database@AWS HFHIEEE# CloudTrail

EEEAREAEERANINERIITHEERENEE AWS K/, XEdHNEFIERIEE. BRIAER
T, CloudTrail iEZEEEH4,

Oracle Database@AWS J¥7f & Oracle Database@AWS 24| FEIREICK N EEEH,
Oracle Database@AWS E4 R4l

EHARREBEMARRAEMNER , BEBAXMERG AP RE, BRIENBHATE, ERSHBEN
{£8. CloudTrail BEX#HFARLH APl BHNE FH#ERRE , RtEHT2BREMBEEIRF LM,

UTFRBIERT —INERIZCreateOdbNetworki&4E CloudTrail B9E 4,

{

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE:yourRole",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/yourRole",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
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https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
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arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

I

"attributes": {
"creationDate": "2024-11-06T21:17:29Z2",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2024-11-06T21:17:447",
"eventSource": "odb.amazonaws.com",
"eventName": "CreateOdbNetwork",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "python-requests/2.28.2",
"requestParameters": {
"availabilityZoneId": "usel-az6",
"backupSubnetCidr": "123.45.6.7/89",
"clientSubnetCidr": "123.44.6.7/89",
"clientToken": "testClientToken",
"defaultDnsPrefix": "testlLabel",
"displayName": "yourOdbNetwork"
I
"responseElements": {
"displayName": "yourOdbNetwork",
"odbNetworkId": "odbnet_1234567",
"status": "PROVISIONING"
},
"requestID": "daf2e3f5-96a3-4df7-a026-863f96db793e",
"eventID": "797163d3-5726-441d-80a7-6eeb7464acd4",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": "odb.us-east-1.amazonaws.com"
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- WERHR-T£ Amazon VPC ZHI&H , IKEIMMEZTNAEFNFHHEHARK. REB i
CIDR &5 ODB MM & Fi%FM CIDR EERIERH., FIALEEHIEEERA ODB M4 ARN, 1R
BRAEHE , BE ODB MEMEF %M CIDR iR N—&#HEEH,
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