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K ARRHEBRENR , FTEATHHRECKS PRRS RN, EERTLUE IAM P alE, B
MWERBSAE, BEXESEFER , B5H (AM AFERE) BrRIE[E AWS RS ZE IR £
&

- BEHEXAE-RSEXRACGRE—MEZEINRSAR, AWS BRERFZITURARKREHITERE
KA, Nimble Studio *XFRZHEXAE,

- £ A@@ mazon LZE{THRI AR EC2 — EBAILAEA IAM ABREEE EC2 Rl LETH AL
AWS CLI 5% AWS API iERE N AR FHIEFHES, XHEE EC2 SRflhFR TR ZHETR, E
7 EC2 £fl0E AWS AEHEETHREMENAREER , BFEE0E — M EZE IR K6
BEXH., ZHREXHETEZAR , HAWHE EC2 26l LiEZTHNREFRERIRE, BXESE
B, B8 IAM AFPEERNER IAM BB E1E Amazon EC2 £4] EiETHNARFR TR,

ETHIEAIAMAGKERAF , B2R (IAM AFEE) AWl IAM A6 (MARRF )
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FRAREEETA

BRI AWS B oI 2 RS EM IR IAM B4 AWS ZHRFZHLRINR, KEERZHEPR— X
K AWS |, SEHHFRRXEKEN , EQELENR, EALESRAFIATFHER , BAIUKAA
IAM B, R, SERHERN , AWS 2FEHEXNETEOHETRFENRE, KEPHNRE
ERAFERELFR, KRSHKMELL JSON XK AWS XA FREF . BX JSON KA IR
ZMANENESELR , BESHE (AM AFERE) H#H JSON KHELE,

EERWLER AWS JSON REERIEEHERRIBEMF L, BR2ER , BNEETUAN LR FERITER
&, ARIEMHAZRHETHIT,

BN IAMERE (AFRAR ) RIXBEMANR. #5<2 , MRBERT , ARALEHTEMS , EET
RRERMITECHEDL, ENAFRTHITELERENNR , 2R LFRNREBHMIA,. =
E,EEANRAFRNIERMANRNEASR., SERANENERTFHENRN , ZARNEE
AP BMRIREXEHRNR,

IAM RBETE SURFRVINER |, TR FEERAMR T ZNITRE, Fl0 , RIREF - R1F iam:GetRole
BRENXKE, MEZRBHAF UM AWS EEZE]A AWS CLI, = AWS API RERABFEE.

ET 508K

ETHMNRBEAMMNESH (WAF., AFEARAE ) 19 JSON RPRFEE XY, XLERgEH A
FRAGAEMRPRYE T HLRRTHLRE, ETHRNAUEET SRR , H25E (IAM
AFER) FHBIE IAM policy.

ETEHNRBALR -SARNAKRKEREE R, NRREEERARZNAS, AAEH, £
EREERIR KRR  BULUREMMBPN SIS, FRANAE AWS K, HERBEE AWS
RERBNESRERK, BT ROMAERERBMABRRE ZRARITIER , 58 (IAM B
M) PHERERBERNRER 2 RFITEE,

ETHRV K

ETRIFH RIS MR R JSON RN, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHEMEKE, EXFETHRVRBHRS T , RSEE R JLMER ENRZHI 4 E R
FREVEE. N THEERM IR EIR , REEE IS EE MR SN 2R RINTREREAREF LSRN
THIT. EETRARNKRBHEEEE, ZRATUZEKS, AF, A6, KSR/ AWS RS,

ETHARVREEN T ZRSPHAKEKE, ETREETHRAREPER IAM Y AWS EEXR
B
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Nimble Studi ACLs o Y1/ A3 H 51 3X ()

TREFIFIR (ACLs) 2HMERFTEA (KFKA. AFRAR ) ANBRER, ACLs SETHIRHN
REERL , RECFEEA JSON I,

Amazon S3 # Amazon VPC M2 X#EM RS R~ ACLs. AWS WAFE TE Z{SE ACLs , EZ 1
(IO EBEE#ERST X EIER) FHIEREZES FIER (ACL) #ER,

Hfth SREESRH
AWS SHFE AR AR NIRRT, X LSS R AT DR B 38 % A I SR M SR 2L [ SR T A B KRR

- RRLA  RRLAR-IERBE, BTREETHONRBALRN IAM X4 (AFrfiAge ) &
FHHEANR, BANKRFRENRLR, XELERNBRENFHET FHHRERENRLFHR
%, £ Principal FEERAFRAGHETRRVRBEAZNRL RS, £-TREPHIERE
BREBEZAW. ARANBRULANESER , F5H (AM AFER) B 1AM AR RS o

« BRS51EFIRRE (SCPs)- SCPs & JSON %B , i T#EE Organizations AL HA L L (Y (OU) &
AR, Organizations @ — MRS , ATREMNBULRENZAN AWS Ik #HIToEMEPEE,
MREBRALPNFAEEE , M SUFRSEFIZKE (SCPs) N A TEMNEMHFIE K. SCP
BRIl B, 53 M P R SRR R AN PR |, ZIEEAS AWS IKF root A7, Bk Organizations MINEZEE
SCPs , {52 ( AWS Organizations FiFF388) H# SCPs T{ERE,

- DERE  SERBRIEUFEAXNAGTRESA /IR IGN 2ENMENSBUREN SRR
ZROFENNRRAFIACHET HONRBNSERBIRE, NREATLUREETHRER
B, E—URBPHNENIELFEREAN. BXREZER , 550 (IAM AFERE) PHLSER
& o

S RBERE

HAZMNRBEMRBENA T —MERE , ERNNREMERNEIER, BETHRELSRSHREREN
WA AWS BERBAWER , HSH IAM AP EEHHERITEEE,

Amazon Nimble Studio f1{A 5 IAM BB T4E

EEH IAM B3 Nimble Studio FI15 18] 2 81 , B 1% 7 #RWFLE IAM 434E 7T A F Nimble Studio.
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Amazon Nimble Studio BB RIS

A5 Amazon Nimble Studio —#2 AR IAM 43E

IAM #51iE Nimble Studio X #
Nimble Studio ) KB 4E X
Nimble Studio # % B % R =
Amazon Nimble Studio 5B &4 %40 =
Nimble Studi ACLs o Y5 B2 HIFIZR () )
£/ Nimble Studio FYE T B M 7 B2 4 =
(ABAC)

@ B IE A T Nimble Studio =
Nimble Studio #Y#5 R 55 E AR =
Nimble Studio RS AE =
Nimble Studio RS HXAE &

E 27 # Nimble Studio M Eftt AWS RS hEE S XS IAM heEE S 6EH AWS RS |, 55
1AM AP iEEHR TS | AM BEER.

& AT Nimble Studio WE T S P KK

X BET 5 MR =

ETHHNRBEETMMNEEH (WAF., AFARAR ) /Y JSON RPRFME XY, XEREgES A
FHASITEMMEZF TN HERRINTHERE, ZTHRNANEZETSHNERE , BFSH (IAM
AR FrB6IZE IAM policy.

B IAM ET S H0KE | B USE R TFRELNRENTRUR R IFRELEREFENZE. &
TEEETEONRBHEEETE , BN CERTEMMNAFHAE®, BT HAE JSON K E
RWFrETE , F5H (AM BFERE) S8 JAM JSON KB TES A,
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Amazon Nimble Studio EERER

E BT Amazon Nimble Studio B E T 5 4 &Y KBS R

EEE Nimble Studio ETF BRI EEI RG] , 555 5EFH T Amazon Nimble Studio WEF BHRIE
B =5

Nimble Studio A& F %RV KB

X FE T RIRAYREE &

Nimble Studio A #F&E T HRWRBEREKS FE. ET RIFAREZ M N FIRAY JSON KL

B, ETHRIVREH RO IAM BEEEREN Amazon S3 FHEFERE, EXFETHRNR

BEERSF , RSEERATUERAEIIREFXNFERRNTE, N TEEPHMKRBHRR , KEE
MIEEEA AT ZFARRATHEREUAREFARKETHIIT. EETRARNRBEPEEEE, FEA
ALEEKS. A, At BREAF® AWS RS,

Nimble Studio KK BEIR/E

XFRBERE =

EE R WLAER AWS JSON REERIEEEHEARIBEMF L, BREER , BN EETUANT LR FERITER
&, ARIEMHAZRHETHIT,

JSON KHEHY Action TEEARTATERKP AN RIELIFRNRE, KRBEBEEEXREKN AWS
APl BEFE. B—LHFINMER , GIINEEEE AP BAENBRINREE, &8 —CREFTEERK
PRITZSNEE. XLEMIRERNHERERE.

HREEFELEREUR FHATRERENRR,

WEE Nimble Studio BENFIER |, FSHE (RFZXINXSZE) A Amazon Nimble Studio E LAV IR 1E,

Nimble Studio R RESIRETEIRIERIERALL T BRI -

nimble

EREMEAUPEESTRE , BEMAESFHENRIT.

"Action": [
"nimble:actionl",
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Amazon Nimble Studio EERER

"nimble:action2"

]

EEE Nimble Studio ETF BRI EEIKRE| , 555 5EFH F Amazon Nimble Studio WEF BHRIE
B& =~

Nimble Studio B KBS &R

3 3 R G R R =

EE R AR AWS JSON KEERIEEHEAIFEMMF L, BRMER , BNEATUN AT RNITER
1, UREFAZHBETHIT.
Resource JSON R TEIBEEMENAREN —IPHZ AR, BIULIMEE Resource |

NotResource T, EANREXE , BHFERH Amazon BEE# (ARN ) ERR. N TXFHE
FWRER (MR BRBRRNR ) WIRE , B URITIERE,

X TFAZFRRENRAORE (NI HRE ) | BEABES () ENEANATHRAERR,

"Resource": "*"

E&EF Nimble Studio ET 5B MR RG] , 555 & T Amazon Nimble Studio W E T S54RI
B& =l

Amazon Nimble Studio BY R B R 4524R

X BFREFAESA =

EE R WLAER AWS JSON REERIEEERRIBEMF L, BREHR , BN EETUANT AR FERITER
1, AREMAAZKHETHIT,

Condition jt¥& ( = Condition block) lets you specify conditions in which a
statement is in effect. The ‘Condition t& ) BRAN&T, B UGIEFERZGZE
T (fm, EFHNT ) OERHERER |, MERBIHNFRESERPOEMETE,

MRBE—MBEAPFIBEZA Condition THE , RELE/ Condition TEFIBEZMNE , W AWS
B AND ZEIREEN]. REBRENFKHERIEESZNE , W AWS EHZ5 OR EERIFMER
., ERFIEUNNRZBILTHE B FTE NS,
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Amazon Nimble Studio EERER

EIEERMSN , ZEUUEALSNAEE, fli0, NEAFPEAEAFRB#HITIREN , BFTRERT
HRERANR,. BXEZER , BSH (IAM AFERE) B8 IAM policy TE : FEMNKRE,

AWS XF2RAFHEHNBETRSNFGZH, BEEME AWS £2RFM4% , HZH (AM A/
B P AWS 2BERH LT XHE,

EEE Nimble Studio ETF SR EEIRE| , 555 5EFH F Amazon Nimble Studio WEF HHRIE
B& =l

Nimble Studi ACLs o Y1/ R 32 H51 3X ()

% ¥ ACLs &

Nimble Studio F 215241315 (ACLs). ACLs RHBLEERLA (KPR, BAAAE ) BN
A&R. ACLs SETARNEMAL , RETITEMA JSON B,

£ A Nimble Studio FWE T & R G A2 &I (ABAC)

3 ABAC ( REEHRIFRZ ) =3

ETREMENIERES (ABAC) B —HERMNKRE , ZRBETEMERENNR. EH AWS | XEEMEFR
NIRE, EELE IAM £ ( BFRAR ) MiFS AWS TR INARE, $RCKENME IR ABAC B
B—F, RERIT ABAC Kig , LEEANAREE M 75 R B BRI T E At 7 VR AR,

EETHREEH R, MEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys ZUHBERMBMAZHTEPREFRZIER

EXABACHEZEE |, BZR (IAM AFEE) AT AR ABAC? , EEFIRE ABAC SR
B, BESH IAM BFER) FNERETEMEIEEZES (ABAC).

fF i B £ AE A F Nimble Studio

X Bt A p ]

LREAIERHEBE R | B AWS RS TREEHA. BXEZER , SEML AWS RE EATIN
FHER |, FS5H IAM BREETHNAWS S 5 IAMBEEANER.
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MREEARAFBNEBZANEAGEES , U AWS EE2F 8 FANREIES. Sl =
& AWS EARNTNE[LE R (SSO) #E#ITHRHE , ZEE2 B CIRIGHIES. HEUAFFH
BxEHE  ARUHRACHR , S8BT, AXVRABGHNESER , H2H (IAM
RAPisE) FTRIAe (258 ).

BRI LAMER AWS CLI 5 AWS APl F8IBIGREHER ., ARE , EALMER X EISEHE R HITIH
AWS, AWS BIUZHBERIGEHESR K MAREAKBHRZRA. BXEZEL  EFSH IAM F 1
I Bt &2 2 EALE

Nimble Studio B9 ¥ RS 3 X R

X AR 2
Nimble Studio WRE A&
YTRERESAG 2

BRSAGRHE-TURSEME. KREWITREN AM S, REACRELENKS NRAHRNER ,
FTRATHEREEKFHHRSEN. EERATUE IAM P2, BRARBRRSEE. BXES
8, BZHR (AM BFiEE) RelEr AWS lREZMNEREHNAE,

/A Warning

B RS A BN R A BESHIR Nimble Studio HZhaE. X% Nimble Studio {RAtHHX1E S8
FRERSAR,

Nimble Studio WIRZ <A

XERSHEXAE -

Nimble Studio TXFRFHEXAE, RSHERAGR —MHERFHEXEKN AWS RSRFAE. RS
AURARKRERITRENACG. BRSEXARETREEN IAMK/H , FRZKRSHE. EEAT
UEEETREBRSEXABHNR,
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BRUZREERSHEXRACHNFAGFE  FSREA IAM BAWS S, ERPERRSHEXAERT
PEE Yes ik, ERREEUETZRSNRSHEXB B,

BT Amazon Nimble Studio B E T & 4% 89 K& R~ Bl

RIAMBERT , BPNA®EE6ERE K Nimble Studio BRI, i1t EER AWS BB &
A AWS CLI, = AWS API {T1ES% . BERAHBIZE IAM policy , AERAFHNABETINE , X
MERFERTERE. AF , EBEAMXTNXEREHMBIEEXENBEMWAFPRAE,

ETROMERIXL RG] JSON REEXHBIE IAM ET HHNER , 555 (IAM AFER) PHE
JSON JETNF L 632 KK

ES ]
- RESEREK

REERERE
ETHMNRBEIFERN. BINAERMARSTLUIZE, 7RISM EREK S F 49 Nimble Studio %

Ro XERETBEQE AWS IKF=ERAS. CIENFEETHSONKKEN |, HEEUTHEEMREIN

. IR AWS IEE R — EPIEFBE A Nimble Studio , FEH AWS EEX IR TEREME
MR, XERBEOESNK,ARIEM | H\ AWSEHFNEN., BxFEZEE |, 555 1AM AFiE
BEHRHER AWS FEERBHBREA .

« BEFBENR : SIBREENEKER  NBEFRITESHENGTT.,. EFBRRBFRENE , ASEERE
ZERFHENR, IHEMLEE—FARRFITREANREMEBEZRRENBEREENZS. &
XEZEER ,BSH IAMAFERE PR FRENE,

« NBRIRERHA MFA : HiliEZ2M K EXRAFFEAZESHRIE (MFA) RiGRSBRRR AP| 12
., ETHREZER |, BHSH (IAM AFERE) FWWE AWSHERZESHEIE (MFA),

- FARBREREEZSY  EYXRATHEER , EXET BRI REE A FHERRENZE, Bl
m, BARERERIEETERATREATN IP #huE, BEAUEERYE  UENXATFIEEH
S ESEE M ER , BEREH SSL H MFA, BEXEZELR |, 55E (AM BFIERE) 98
IAM JSON ZRBETTE : &,

AWS I &5 Nimble Studio WIEEBER

EQAF. B#BEANARKNNE , FA AWS REXKIEBCRERXKERZBS., SIBRNAIHARRES
FIENERN IAM ZEFEEAFKREERAMEWAIN, EREAN] , BALLERARINN AWS EEX
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B, XLERBEEFENERARE , AIEEN AWS IKFHER. BXx AWS REXRBNEZER , H5
59 IAM I FisE R AWS FEE R,

AWS RS 4EIF MEFH AWS HERM, BT EEHR AWS HERBHFHNNR, RSB R2E AWS £
EARBIMAADRUZ L. WREMFWMMEBNAAESS (AF. ANA6 ). S5
IR RETAN |, RESHEETRLEH AWS HEX KK, RST2M AWS HERBEHBER
R, FIL R EH A BRERNIEN R,

BAN | & AWS X HBEZ MRS TEIRENITE R, HI40 , ReadOnlyAccess AWS & R BE IR 4
FETE AWS BRS MERHN RIRFENR. MRS BN , AWS &R FIREFNEIFRFINR 3
R, BxTEREFEBNIIRNEE , F30 (AM AR FRERT TERENAWS EEE
B o

BN RLAFPFEZEMSEA Nimble Studio [T M4 158 Amazon Nimble Studio. £/ StudioBuilder 3§
Nimble Studio #Z##| A RIEZTEER , 2ABNIHRZEABGLUE—NIAM AR : THEEZEEBEANIEE
BF. SMNAREMINT &EH IAM EE XK, Nimble Studio TP RHMNERE | AR REEFHME
RE G R B R IR.

Nimble Studio A RENERE , A/ Rees HMEREMNERIBRNER , FETFVERREM
BT X LRBENAR. Nimble Studio &AL AP RERZIFHREMNNEZTHEE. Hit , SEE
R fEF 812 TFERT StudioBuilder , 2 A FEBRR THEZENEMACE - IAM A, XBEITHE
EEAMIEZRAS, , HHMNT & 86 IAM EE XK,

BRITFIRERKHNIIRMER , HSH (AM AFERE) PREMT THFRENAWS HEXRRK,

AWS ITE KBS : AmazonNimbleStudio-LaunchProfileWorker

BA LURF AmazonNimbleStudio-LaunchProfileWorker FKESHIINE] IAM B4,

b SR BE Y A0 E) Nimble Studio Builder B2 # EC2 324l , AR F Xt Nimble Studio /531 Bt & X4 T
A B P& B IREY 15 R AR

RRFHRER
R EE A TRR.

« ds-f1F LaunchProfile T#EA & &I AWS Managed Microsoft AD SXEXHIHIEIZER
LaunchProfile,

« ec2-1F LaunchProfile TEA R XU A FIEZENZ£4AMFMEE LaunchProfile,
« fsx-7o¥F LaunchProfile T/EA A A 5KBH Amazon FSx BHEEEE ., LaunchProfile
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{
"Statement": [

{

"Effect": "Allow",

"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSecurityGroups",
"fsx:DescribeFileSystems",
"ds:DescribeDirectories"”

1,

"Resource": [

"y n

1,
"Condition": {

"StringEquals": {

"aws:CalledVialast": "nimble.amazonaws.com"

}
1,
"Sid": "GetLaunchProfileInitializationDependencies"

}

1,
"Version": "2012-10-17"

AWS FEEFES : AmazonNimbleStudio-StudioAdmin

BALURF AmazonNimbleStudio-StudioAdmin FKEEHINEI IAM B4,

FHRBEHNBSEIEEXBKNEERA®  UWRFIHENBRABREIEEZERE R XEMN Amazon
Nimble Studio BRUAR BRSSP HHERX TEERR,

RERFAE R
ZERBIE U TR,

« RJE-RUF Studio AP THRIZEFEL AR Nimble %R, StudioAdmins

- sso: AT IHEZEAFEEIEEDPHMARNES,

« identitystore : AT THZEAFEEIEERHMAFNKE,

« ds-71F Nimble Studio 5 T#EZE AWS Managed Microsoft AD <Bx#9 BB £\ TESE R INE L T4E
o

* ec2 : jtiF Nimble Studio FFEE#\ TAEUAF INEEREER VPCo
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Amazon Nimble Studio EERIEN
 fsx-JoiF Nimble Studio fFE#l TEMEEIBEEM T Zi# FSxE,
« cloudwatch-7tiF Nimble Studio # Z&$g%x CloudWatch o

"Statement": [
{

"Sid": "StudioAdminFullAccess",

"Effect": "Allow",

"Action": [
"nimble:CreateStreamingSession",
"nimble:GetStreamingSession",
"nimble:StartStreamingSession",
"nimble:StopStreamingSession",
"nimble:CreateStreamingSessionStream",
"nimble:GetStreamingSessionStream",
"nimble:DeleteStreamingSession",
"nimble:ListStreamingSessionBackups",
"nimble:GetStreamingSessionBackup",
"nimble:ListEulas",
"nimble:ListEulaAcceptances"”,
"nimble:GetEula",
"nimble:AcceptEulas",
"nimble:ListStudioMembers",
"nimble:GetStudioMember",
"nimble:ListStreamingSessions",
"nimble:GetStreamingImage",
"nimble:ListStreamingImages",
"nimble:GetLaunchProfileInitialization",
"nimble:GetLaunchProfileDetails",
"nimble:GetFeatureMap",
"nimble:PutStudiolLogEvents",
"nimble:ListLaunchProfiles",
"nimble:GetLaunchProfile",
"nimble:GetLaunchProfileMember",
"nimble:ListLaunchProfileMembers",
"nimble:PutLaunchProfileMembers",
"nimble:UpdatelLaunchProfileMember",
"nimble:DeletelLaunchProfileMember"

1,

"Resource": "*"

1,
{
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"Effect": "Allow",
"Action": [

]I

"sso-
"sso-

directory:DescribeUsers",
directory:SearchUsers",

"identitystore:DescribeUser",
"identitystore:ListUsers"

"Resource": [

"

"Effect": "Allow",
"Action": [
"ds:CreateComputer",
"ds:DescribeDirectories",

]I

"ec2:
ec2:
"ec2:
ec2:
"ec2:

ec2:

ec2:
"fsx:

DescribeSubnets",
CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",
CreateNetworkInterfacePermission",
DeleteNetworkInterfacePermission",
DescribeSecurityGroups",
DescribeFileSystems"

"Resource": [

1,

"

"Condition": {
"StringEquals": {

"aws:CalledVialLast":

"Effect": "Allow",
"Action": "cloudwatch:GetMetricData",

"Resource": "*",
"Condition": {
"StringEquals": {

"cloudwatch:namespace":

"nimble.amazonaws.

"AWS/NimbleStudio"
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1,
"Version": "2012-10-17"

AWS IEE KBS : AmazonNimbleStudio-StudioUser

R

R4\

AT LASF AmazonNimbleStudio-StudioUser REEKMNE IAM 54,

FH R MBS TEEXRRNAS AR , BFHRMNRUBRES THEZEAFXEKH Amazon Nimble
Studio IR R H MRS PR THEERIR.

R FHE R

ZERBEBEU TR,

RIE- 7LV Studio A BRI ZEFEL MR Nimble &R,  StudioAdmins

sso: A TITHEZERFEEIREFHMAFRNES,

identitystore : A THEEZERAFEEIEEPHMAFRNOBE,

ds-72¥F Nimble Studio [B15 T # % AWS Managed Microsoft AD <BxBY B #L T/ESH A NS I T4
/8

ec2 : fo¥ Nimble Studio ¥ #l T#E35 Kt N2 BB ERY VPC,

fsx- /0¥ Nimble Studio FFEE # TEUhE#EEI SR EMN L S FSxE,

{

"Statement": [
{
"Effect": "Allow",
"Action": [
"ds:CreateComputer",
"ec2:DescribeSubnets",
"ec2:CreateNetworkInterfacePermission",
ec2:DescribeNetworkInterfaces",
"ec2:DeleteNetworkInterfacePermission",
ec2:DeleteNetworkInterface",
"ec2:CreateNetworkInterface",
"ec2:DescribeSecurityGroups",
"fsx:DescribeFileSystems",
"ds:DescribeDirectories"”
1,

"Resource": [
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"

1,
"Condition": {
"StringEquals": {
"aws:CalledVialLast": "nimble.amazonaws.com"

"Effect": "Allow",

"Action": [
"sso-directory:DescribeUsers",
"sso-directory:SearchUsers",
"identitystore:DescribeUser",
"identitystore:ListUsers"

1,

"Resource": [

g n

"Effect": "Allow",
"Action": [

"nimble:ListLaunchProfiles"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"nimble:requesterPrincipalld": "${nimble:principalId}"

"Effect": "Allow",

"Action": [
"nimble:ListStudioMembers",
"nimble:GetStudioMember",
"nimble:ListEulas",
"nimble:ListEulaAcceptances",
"nimble:GetFeatureMap",
"nimble:PutStudiolLogEvents"

1,

"Resource": "*"

iy
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{
"Effect": "Allow",

"Action": [

"nimble:StartStreamingSession",
"nimble:StopStreamingSession",
"nimble:DeleteStreamingSession",
"nimble:GetStreamingSession",
"nimble:CreateStreamingSessionStream",
"nimble:GetStreamingSessionStream",
"nimble:ListStreamingSessions"
"nimble:ListStreamingSessionBackups",
"nimble:GetStreamingSessionBackup"

iF

"Resource": "*",

"Condition": {
"StringEquals": {

"nimble:ownedBy": "${nimble:requesterPrincipalId}"

3
}
3
1,
"Version": "2012-10-17"

Nimble Studio E# 7 AWS £ E K

& E& B Amazon Nimble Studio AWS FEEBERA RIBREFXLETFLRZBRSZSEFTNFHAEE,

B

AWS E£E KR : AmazonNim
bleStudio-StudioUs
er : EHKRE

AWS IEE KRS : AmazonNim
bleStudio-StudioAd
min : BEER

AWS IEE XKL : AmazonNim
bleStudio-StudioUs
er : BEIRREE

DU

Amazon Nimble Studio B T
SRR E 5 E#RSHER
B& o

Amazon Nimble Studio B T
SRR E 5 E#RSHER
B& o

Amazon Nimble Studio E#H &%
BUATFIHEZEAFPEEHET
Euh & 1D o

B

2023 9 H22H

2023 9 H22H

2022 F£12 A 20 H
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EK

AWS EE KL : AmazonNim
bleStudio-StudioAd
min : BEEE

AWS 1EEKRE : AmazonNim
bleStudio-StudioUs
er : EIKRE

AWS EE KR : AmazonNim
bleStudio-StudioUs
er : EHKRE

AWS IEE KL : AmazonNim
bleStudio-StudioAd
min : BEER

AWS IEE KRB : AmazonNim
bleStudio-StudioUs
er : EEIREE

AWS EE KR : AmazonNim
bleStudio-StudioUs
er : ¥KREE

AWS EE KL : AmazonNim
bleStudio-StudioAd
min : ¥R

DU

Amazon Nimble Studio B K
BAAFIEZEEEREEH
THEURD,

Amazon Nimble Studio 7 T
—mMBE , AT ITEEEER
# & CloudWatchig#x.

Amazon Nimble Studio B %
BUARFITHEZAFBHHNE
1IE T 3L,

Amazon Nimble Studio E# %
BUATFIEZEEARTIN
Z1E THEY,

Amazon Nimble Studio E# %
B, UMEA LG ATFHEE
F nimble:ownedBy T3k
nimble:createdBy HIH&
EHRRo

Amazon Nimble Studio 7§

T U REE |, LEREE RFIA
B 5 T/EZ AP ERN
REMBRSZSHNEXIEER

3
WMo

Amazon Nimble Studio i T
— IR EE |, LESREE A )
ETEZEEEZHEXHEIRA
RHAMRSPHMEXTEER

3
VN o

B

2022 £12 A 20 H

202111 A 11 H

202111 A1H

202111 A1H

2021 58 A 16 H

2021 54 A28 H

2021 54 A28 H
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BEX iR H HA

AWS I E XKL : AmazonNim Amazon Nimble Studio 1T 2021 % 4 A 28 H
bleStudio-LaunchPr —IFT R B |, LLIREE A iE R

ofileWorker : ¥KHE Nimble Studio BEiEE X4 T

EARFRER IR,

Amazon Nimble Studio FF#58  Amazon Nimble Studio FF288R 2021 4 B 28 H
REE BRE AWS EHERENEE,

Bl ES AR S5 IR BN E

BAEREREAR-IMLZE2AE , RERITRENRNVXETRIIEEEENRVKERITZIRE, &
B AWS , BERFEGTRLKSFSBRILNEFRZ, — MRS ( FURS ) BWAS —TURS ( ATiSRR
%) B, TRRSREBRSEL, TLURINEA RS AERAERREX S —MEFNRRETRE , N
ZRFTRBEHENER, APEXHER , AWS REATRBERIFAAERSNSBENTE , MXLR
S HHRS EEANRIGFRIKS PR FIR.

BANBWERARRREHH aws : SourceArn M aws:SourceAccount £FFRH L TR | BRE
Identity and Access Management (IAM) [a] Amazon Nimble Studio R ERIGENR, MREAH
NEREBLETXE , EE—KREEIPFEAN |, aws:SourceAccount {EH aws:SourceArn EH
MK = A E AR 1D,

aws :SourceArn EHX4MEITHEER ARN , H# H aws:SourceAccount %ME2EHNK, ID, EIE
ERECH , BRL2HMETITEZ ID, KA ID 28 Nimble Studio £58. BIEIHEG , EaUE
HEMER , HEYRAMWI/EZ IDIREN aws:SourceArn.

SR EREBERBRERN A ERMEA aws :SourceArn 2B &G L TXE N E RN TE ARN,
MREEBFANERFENTE ARN , FEEEESIMNRR , BHX ARN RAOBo ERATEBEA (*) Y
aws:SourceArn £/ L TX&H#, #l1 , arn:aws:nimble: :123456789012: *,

H IR KL R P %% Nimble Studio TP ML | {1 FEEEN IEZEAR, SIZT/EER , AWS
BEEAGHITMAEKRE, AWS 2EEHEHN—NAF &% Nimble Studio [P R |, L IFHIZEKR,
BEVNBI/EERTEEIE N aws : SourceArn, BIBTEIEER |, BALLA aws:SourceArn £
studioArn,

UTRAIZ—TEBEFEAEKE  EERUMAER Nimble Studio FHY aws : SourceArn F
aws:SourceAccount £RFM4 T XRKEEERERE,

BILERS RARE vy
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{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "identity.nimble.amazonaws.com"
1,

"Action": [
"sts:AssumeRole",
"sts:TagSession"
1,
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"

I
"StringLike": {

"aws:SourceArn": "arn:aws:nimble:us-west-2:123456789012:studio/*"

Amazon Nimble Studio & #1158 [ EHEE

ERUTER ATH B2 NS S E A Nimble Studio A IAM B A58
£}

« RFERIE Nimble Studio FHITERME

B FTAINIT iam:PassRole.

BEZEEERNHRZENA,

BREEAAFLEAFEMATLRE Nimble Studio.
BEAFRUAAB AT EIER AWS IKF # Nimble Studio &R,

K FTAIE Nimble Studio F#1TIR4E

MREWRERETR |, ERETRIMITEMRE | WS E R REE L RVFAT

BEHEL

A2

ZERE.

R
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X mateojackson IAM AP ZRAFERAEHEHAEETEXREM my-example-widget BRIENIFHAEFE. |
EBFRHEEM nimble: GetWidget IRAY , 2K E LT RAIEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
nimble:GetWidget on resource: my-example-widget

FEHRBERT , BAEH mateojackson AFKER , LATFER nimble: GetWidget BAETH R my-

example-widget &R,
MREFEHEE , FRREHAWS EER, FHNEERZRERMERZIEN A,
L FTAINAT iam:PassRole.

MRERBFIREE , RREFTRINAT iam: PassRole B4 |, MHABKRRENEE R T RAEB, BFR
EERENENERE , LEATFEFAREEL Nimble Studio.

BE AWS iS5 A ERIAEAGRKEAL1ZKRS , MAREIRFNEBSACHERSHEXNACR, K
bt , AR EBRAEELEDRSHNR,

HE A johndoe WAFZRFEAEEI BT Nimble Studio RHITIRIER , 2R EUT RAIHER, B
=, BELAERRFAGHRTHNRT AIHITRIE, John TEEFABEKEIRSHNIR.

User: arn:aws:iam::123456789012:user/johndoe is not authorized to perform: iam:PassRole

EXMERT , John TLAEREBE R EHERR | LUIIRFHMIT iam: PassRole #EHNNER,
REEEFRNHAHH,

Amazon Nimble Studio TR HEEH. ETHEXRBHEBANEER , H5H (AM
B F#8) https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-
keys.html#Using_CreateAccessKey s B & 2 1 8 248

/A Important

FAEQF=FRHEBARH , AMERN THEPRIEHIEHAS ID BF1T7. NREXH
g, ATEE S @ E AR BRI 7 B K A5 R R

HEQBFRBANN , RESRTEFHRIZESR D ABBFTRBAREE-—INL2NUE. WEHR
ZARELCBZEN AT, NREEXRTHBRLRZS , AR EENAFRIFNERZHR, E&S
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https://docs.aws.amazon.com/general/latest/gr/acct-identifiers.html#FindingCanonicalId
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ARERNMEIREHR. MRECSEFRIFR , WATHRER-IRAN , AEBUERFTNEZR. EERR
B, B2H (IAM AFER) FHEEREHEZH,

EKREEAHFZEATFHMAR Nimble Studio.

ERFEAMA TR Nimble Studio , B4R FETHRIRRHAR TN ARRFCE— IAM £46 (A
FEAE ), SITRERZEANZIELR AWS, AE , FREMINTSSE , UERER T ERANX
PR o

Nimble Studio RZRME T AWS BEZEI A FH AmazonNimbleStudio-StudioUser, B2l
AW ITEERFERALLEREOEMARTTEEHRNER,

BEXAEAEEARKNHE , BHEF RE Nimble Studio #EM. ETHNMMTHIAEERRE (FlIMAFRXK
RSB EEN R ) NBAS | ESRAE IAM AR (EHE ).

BEXEAKRBHNEER , EZHE (IAM AF$ER) https://docs.aws.amazon.com/IAM/latest/UserGuide/
getting-started_create-delegated-user.ntmIF Y BIREHVEE — N IAM ZEREAFMNER A,

BRAWTBERUAN AR AWS K B Nimble Studio & JR.

HANR - AE | SEE IS i AR REAAANAR TSR EACRHAEHER, BT
SUSERBEBER  TURASE, WTSBETFRFOERRTEZHFIR (ACLs) BES , £
55 7R 5 S ) A ATV 5 1R S B TR MO AR

ETREZEERE , BSAUTRR

« ET#% Nimble Studio B X IFIXE4EE |, S8 Amazon Nimble Studio 2/ & IAM t[E T 1E.

« ETHRIMIEMNERENGENIHENE AWS IKF |, 36 IAM AP EERH [ EEE AWS
K S —1 IAM B PR R AR,
« ETHRNMAME=FRAENEZRENIFRIE AWS IKF | EFSE IAM BFREETHNEE=HIE
BiARBR. AWS K
s ETHIMIBEY EMRBRERITREFENER , HSH (IAM BFEE) WAL SIS HEIEN
B ( BRBRERIE ) BEFRIE,
- ETHREAACNETRRNRBHTERSFRZENER , E36 (AM BFIERE) P16 IAM
ASETRENEBEMATE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-delegated-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-delegated-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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£ Nimble Studio IeFZMEInL L+ EH

512 24535 Amazon Nimble Studio FRHY AWS SRS R AT SEM, ATAMMMENEELHRIS .
M AWS fRFRWATE B0 WEISZEHIE | MEE HIN 2 S BFER 7] LA E B X E# T

AWS F1 Nimble Studio 2 7T AT Y EENRBEMUNEESHNIE , IFEFEAIZHE Nimble Studio
&iE AWS CloudTrailfIAWS CloudFormation A #E/.

£ % Amazon Nimble Studio 204/ /Y E % {E & CloudFormation , &3E JSON 1 YAML &K =
Bl , FSEAFEETH A mazon Nimble Studio HRFEMES#Z, AWS CloudFormation 7 f# 40
A fE A CloudFormationt&1Rk , 52 ¥ CloudFormation =,

B
« {EH1i2% Nimble Studio &i& AWS CloudTrail

£ 12 & Nimble Studio #&i%& AWS CloudTrail

Amazon Nimble Studio 5 AWS CloudTrail— B RGERK , ZRFSRERMHEAF., A€IAF AWS RE &
Nimble Studio # R IE/ERMIEF. CloudTrail 3 Nimble Studio WFFA APl BABIRNEH., Ik
#YiA F #8$EK B Nimble Studio #2&1 & 88 A LA KR Amazon Nimble Studio WA E H.

MRECIETRE , MA LA CloudTrail E4FL & HZE] Amazon S3 7 #E , ‘23F Nimble
Studio WEH., MBEAREBRER , BMATLE CloudTrail BEIAN “BEHALIER DEERFN
=, FRAKRENEE CloudTrail , LA LIAE M Nimble Studio & HEIER, K HIERE IP ok,
WERETHER, ANEHERUAREMFEAER,

Nimble Studio F#Y{E & CloudTrail

CloudTrail ZEZBIEIKF AWS IK/” REEENIKF EEM. = Nimble Studio R ATESIRY |, 2B
S5 HA CloudTrail B4 —RIZRE AWS RS EHALIERP, BANEFER. BRITHFKE
RENEH AWS K, BXESZEE , BEAEASHALIERESR CloudTrail .

ERZICFRPHEMH AWS IKF |, B1E Nimble Studio WS4 | FRIERIR, RERAV CloudTrail
A& RSl Amazon S3 FM. FIRTEAT , HRE A HIRRERICRKA , WRERICRNA T
B AWS X, BRERIEFK AWS 5 XHRAXENEHSF , i B EXHEIETEEERN Amazon S3 17
M. L BRI BEEHE M AWS RS |, M —F 2 AL E CloudTrail H SR IRENSHHIEE.
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B R ERIC R BR
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_NimbleStudio.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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CloudTrail X8RS FERK

BtiE Amazon SNS &4 CloudTrail

FEWSk B ZAMNXER CloudTrail B & X4
BERSkBZ4MKF B CloudTrail BHE 4

Nimble Studio BYi&/ER L &% Nimble Studio APl £#1i23% CloudTrail Fi2FEZXE, i , @A
GetStudio 1 DeleteStudio ##/E27E CloudTrail BENXHEF4ERKKZE., CreateStudio

BIMNEHHATREBESEXRERBFRNARGR. BOEEEMTEHEUTRR !

« ERREHBIEHER AWS Identity and Access Management (IAM) A F&EIE4 Ho
- BREFHAGERERSAFNIGNZEEIELHHN,
- EREGHEM RS KL,

EXEZEER |, S FCloudTraill AR 59 TE,

IE#% Nimble Studio BEX 4% B

BIRE—MEE , APNEHENBEXGEHEEIEIEEN Amazon S3 F##, CloudTrail B &4
BE—NEENMNAEFZRB. ~NEHRRREBEMEN—NMER , BIEEXRMMERWIRE, BENBH
MetiE, ERSHEFENES. CloudTrail BEXHRELAMA AP BANEFHRRE | Bite]
FEUFEABEIRFE R,

XA JSON ROIERT =ZAMERIE -

« ACTION_ 1: CreateStudio
+ ACTION_2: GetStudio
 ACTION_3: DeleteStudio

{
"eventVersion": "0Q",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE-PrincipalID:EXAMPLE-Session",
"arn": "arn:aws:sts::111122223333:assumed-role/EXAMPLE-UserName/EXAMPLE -
Session",

"accountId": "111122223333",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
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"accessKeyId": "EXAMPLE-accessKeyId",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principallId": "EXAMPLE-PrincipalID",

"arn": "arn:aws:iam::111122223333:role/EXAMPLE-UserName",

"accountId": "111122223333",
"userName": "EXAMPLE-UserName"

},

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-03-08T23:25:49Z"

}
}
I
"eventTime": "2021-03-08T23:25:497",
"eventSource": "nimble.amazonaws.com",
"eventName": "CreateStudio",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "EXAMPLE-userAgent",
"requestParameters": {
"displayName": "Studio Name",
"studioName": "EXAMPLE-studioName",

"userRoleArn": "arn:aws:iam::111122223333:role/EXAMPLE-ServiceRole-User",
"adminRoleArn": "arn:aws:iam::111122223333:role/EXAMPLE-ServiceRole-Admin"

iy

"responseElements": {3},
"requestID": "EXAMPLE-requestID",
"eventID": "EXAMPLE-eventID",
"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "111122223333"
},
{
"eventVersion": "0Q",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE-PrincipalID:EXAMPLE-Session",
"arn": "arn:aws:sts::111122223333:assumed-role/EXAMPLE-UsexrName/EXAMPLE -
Session",

£ F12% Nimble Studio &i%& AWS CloudTrail
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"accountId": "111122223333",
"accessKeyId": "EXAMPLE-accessKeyId",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLE-PrincipalID",
"arn": "arn:aws:iam::111122223333:role/EXAMPLE-UserName",
"accountId": "111122223333",
"userName": "EXAMPLE-UserName"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-03-08T23:44:257"

}
}
},
"eventTime": "2021-03-08T23:44:25Z",
"eventSource": "nimble.amazonaws.com",
"eventName": "GetStudio",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "EXAMPLE-userAgent",
"requestParameters": {
"studioId": "us-west-2-EXAMPLE-studioId"
1,
"responseElements": null,
"requestID": "EXAMPLE-requestID",
"eventID": "EXAMPLE-eventID",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "111122223333"
},
{
"eventVersion": "Q@",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE-PrincipalID:EXAMPLE-Session",
"arn": "arn:aws:sts::111122223333:assumed-role/EXAMPLE-UsexrName/EXAMPLE -
Session",

"accountId": "111122223333",
"accessKeyId": "EXAMPLE-accessKeyId",
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"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLE-PrincipalID",
"arn": "arn:aws:iam::111122223333:role/EXAMPLE-UserName",
"accountId": "111122223333",
"userName": "EXAMPLE-UserName"

.

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-03-08T23:45:142Z"

}
}
},
"eventTime": "2021-03-08T23:44:147Z",
"eventSource": "nimble.amazonaws.com",
"eventName": "DeleteStudio",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "EXAMPLE-userAgent",
"requestParameters": {
"studioId": "us-west-2-EXAMPLE-studioId"
I
"responseElements": {
"studio": {
"adminRoleArn": "arn:aws:iam::111122223333:role/EXAMPLE-ServiceRole-Admin",
"displayName": "My New Studio Name",
"homeRegion": "us-west-2",
"ssoClientId": "EXAMPLE-ssoClientId",
"state": "DELETING",
"statusCode": "DELETING_STUDIO",
"statusMessage": "Deleting studio",
"studioEncryptionConfiguration": {
"keyType": "AWS_OWNED_CMK"
I
"studioId": "us-west-2-EXAMPLE-studioId",
"studioName": "EXAMPLE-studioName",
"studioUrl": "https://ss0111122223333.us-
west-2.portal.nimble.amazonaws.com",
"tags": {},
"userRoleArn": "arn:aws:iam::111122223333:r0le/EXAMPLE-ServiceRole-User"

iy

£ F12% Nimble Studio &i%& AWS CloudTrail 49



Amazon Nimble Studio EERER

"requestID": "EXAMPLE-requestID",
"eventID": "EXAMPLE-eventID",
"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

ERflH | BEFEEINEHERTXE, IP hut MEM FERSE , Hl0 “” userRoleArn
“adminRoleArn” , BN BIRIRBI B4, BALLE "creationDate" R EZRIRTEIM HE , ARiERAIXK
B, ERIEFRIEA "eventSource™: "nimble.amazonaws.com",

CloudTrail FE& 81K AWS IKF R EEEMNIKS EE M. 5 IAM 3 AWS STS FRLETERRT | %
mEI a5 EAD CloudTrall B4 —BIERE AWS RS SHALIERF, EUNEFER. BRNTH
RILRERNEF AWS IKF

AWS CloudTrail 3 IAM 1 AWS Security Token Service (AWS STS) BFfE APl BRBRAEH , 2
EXRBE4A0ABRN API A, ET#AX CloudTrail 5 IAM Ml —EFEAMNEZ{EE AWS STS,
ESFEMEAIESE IAM 1 AWS STS API A AWS CloudTrail,

BEHXRHEZEE CloudTrail , 555 (AWS CloudTrail AF1EE) .

BXUDHRENHMGEZERSNES , BSMILS% CloudWatch A F 5.

Amazon Nimble Studio BJ& #1436 iF

Amazon Nimble Studio B E L EEN , SMBEBRMNNEFF HXRE AWS &HE,

ETHREBBTRESAIURAEE , FSHAWS RS “REAIT XKD AEE" ", REEFERN
BHEMITR. AWS RS AXx—KREE , BSHAWS ST HAWS,

BAUEATRE=LFIHRE AWS Artifacte. BXEZER , BEHEHTH "THRS" FH " AWS
Artifact,

BEMERA AWS RS R EAREBR T ENBENERBM. RARNEN B R URE R ERENE
Mo AWS RE T U T RRKAEB IS

- ZEEEPMREANTER — XERBEFNC TRWIESH , AR THBUZLHNEAN
NER AWS NEEMER SRR,

EMMERAE 50


https://docs.aws.amazon.com/IAM/latest/UserGuide/cloudtrail-integration.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/
https://aws.amazon.com/compliance/shared-responsibility-model
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance

Amazon Nimble Studio EERER

- £ A@@ mazon Web Services L2 HIPAA 225650 — ABRPBHER T LB WA A
AWS REIZFE HIPAA BEH N AREF.

® Note
HIEMAE AWS IRF ABRFE HIPAA B, BXEZEE , HZHANSE HIPAA ERHRS
ZE,

« AWS EMEIRAWS — It TAEEMIEra S vl 885E A T IEFRE AV 1T L MR 1E 3 X

« AWS BEFEHliE — MNENAETHEEHEEN, XLERMELETHRFWRESEK |, AWS RE
HHERMMHA R ESNMER ( BEEEERFESHEARFZEER (NIST), XFFTULEZLFEERS
(PCI) MERRTELAL (1SO) ) Kz 24,

« EAAWS Config ¥ & A & 5 E HEIFN T {4 5 R — % AWS Config RS I SN R REEES K
BELRFEAEKEK, 1Tl AEMNNEMR.

« AWS Security Hub CSPM— iX AWS Bk Al A2 H T BRI 2 2R AWS, Security Hub B3 &
2RHERITEEN AWS RRAREERRAFSRETUFENRESR. BXZIIHRIZREH
ERINFIR  BSHE Security Hub 2 #IE S Z,

« Amazon GuardDuty — BB KRB AWS IKFIRERERFEEMEEES |, 5k AWS RS
BNENTEAR, REMBERGNEERMP. GuardDuty BXHEELEAHERAEHNAR
RAUWER  JUEBEHESHEMNEER , Hlan PCI DSS.

« AWS Audit Manager— X AWS RS A AR B84 it AWS EAER , M fai{bXUBS & 38 LA K
FEMMIT AL FRER S HM

Amazon Nimble Studio P EMIZTHE LS

ER —FEE RS , Amazon Nimble Studio 3| AWS £ MERZLMFRT . Ax AWS ZLBRE
KA AWS RIFERIREBNEER , BSHAWS =22, EFAEMRERSNRESIERKIRITEN
AWS IRE | S S AWS ecurity Pillar Well-Architected Fram ework ##9 5t iZ HER T .

O LAE AWS EX W AP BB M5 R Nimble Studio, BEFmMAMTIFUTRA -

- RREREMDIL (TLS ) . BINEREH TLS 1.2, BIWUEA TLS 1.3,

- EERLMAERE (PFS) WHRIBEH , N DHE ( 8T Diffie-Hellman ) 8 ECDHE ( I B4 & b
¢ Diffie-Hellman ) o AZHIARE (W0 Java7 RESRA ) X IFXLEER,

BNz eM 51


https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html

Amazon Nimble Studio EERER

Lo\, HAERTGRIZEE ID M5 IAM EAEXBRAORZR B BARNBERH#TZEE, RE , BUUER
AWS Security Token Service (AWS STS) £ K If it Z £ ZIERNERH#ITESR,

Nimble Studio WL £ HR{EE

Amazon Nimble Studio 18t T E L A MTHECHN R L ERNESEENABRR BT, UTRE
TEE—RESEN  HTRAREERLMASE, XERERBTETEARERTHELREER
EEENNEANERRETT 2.

g

B2 R 44 Nimble Studio FER) AWS R F R T FEM, ATAMMMERNERAKS T, AxkER
Mg EAHNFMAES , FS0 £8 Nimble Studio iBFMERLZ 2 E4,

BHERY
HTFHERFEHN , BNBUERF AWS Ik EUEHEH AWS Identity and Access Management

(IAM) IEEMNAKF ., X  SMNAFRRBETHIERIRAMENNR, EEWWEEL LT ARRP
B -

s NBNKFERZSESHRIE (MFA)

« £/ SSL/TLS E®RBEEE, AWS ZEiIUFHA TLS 1.2 RE S A,

- EARE API M FE3 BHE AWS CloudTrail,

- FH AWS MEZEBRARUAREHDHFERINZ S EBH AWS RS,

- FASRIEELZERS (HI Amazon Macie ) , BEEBITFAIMRI E6TE Amazon S3 N A

- MREBSHSITERED API GE AWS RIEEZS FIPS 140-2 BRI INZER | EFEH FIPS iw
R, BXUAM FIPS mRMNEZEER , BSRXEKPEELERAE (FIPS ) 5 140-2 Mo

BARZIBR VST 7 SHBNARAES (HINEEFNIKS ) RABBAERZR (HMBHRZER) .
XBIER AWS RS EHE4IA. APl 55 Amazon Nimble Studio s E f#l# AWS CLI&ERT,
AWS SDKs#&#i A £l Amazon Nimble Studio i RS PV EMHERB UM IENIB SRV AE
., YBENIIRSESEM URL it , 2% URL FEEEIEE BRI 1Z RSB ER.



https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://aws.amazon.com/compliance/fips/

Amazon Nimble Studio EERER

PR

ERAF. IAM AeUREAFRTFRERRKERN AWS BRNHRRR, SIEATHR, 7K.
RINBOE AWS BTREIENTIEEERBANEF. AXESZELR , H2H (AM AFERE) #1 JAM

RIEXE.

R 53


https://docs.aws.amazon.com/IAM/latest/UserGuide/IAMBestPractices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/IAMBestPractices.html

Amazon Nimble Studio EERER

Nimble Studio B9 X ¥

AR T Nimble Studio RYSZ#EFIET |, 440 an{al £ B B S AE I ARSS R HAH X N A2 BT3RS & Bl

AE

- Nimble Studio ®iz
- NARRFXHE

o XF B

o X It

Nimble Studio 123z

W RIEXT Nimble Studio HEE8] , iEiA18 Nimble Studio 181z, EXE |, A UMEXF AWS iL1ZHR
FABEIRB B X Nimble Studio ThEE, HEARBFMMFELEERE BN ZE R,

R AR &5

Nimble Studio AU TR AREFEMHE T HE4 xRy,

AWSThinkboxDeadline

FRERBERKFH B T #0124 Deadline 171518 ,  AWSThinkboxDeadline 314,

Nimble Studio File Transfer

BET@RX R THEFRE | 1525 Nimble Studio X &R haEA - 5.

XEF RO

3 §F Center ROIZNERIFRANP L. TRENZIHEFRNTRNR , SEKSEMERE RS
. ARG, FIRPOWIA, AWS SRR 3 IR I,

X EF 1A

XIS, RIFRE, BREVNAZIRR. BX XF EENESZEFE , FSHALL
B x5 EE.

Nimble Studio i3z 54


https://forums.aws.amazon.com/forum.jspa?forumID=398
https://docs.thinkboxsoftware.com/products/deadline/10.1/1_User%20Manual/index.html
https://docs.aws.amazon.com/nimble-studio/latest/filetransfer-guide/what-is-file-transfer.html
https://console.aws.amazon.com/support/home#/
https://aws.amazon.com/premiumsupport/plans/
https://aws.amazon.com/premiumsupport/plans/

Amazon Nimble Studio EERER

BX AWS AN ERHXENESER , BHRBRARIITE,

B TR 55


https://aws.amazon.com/contact-us

Amazon Nimble Studio

EERES

M A EiE 3R

o APIRRZA : &3

- ERETNHIYER 2024 £ 10 A 2 H

T&R#EE (Nimble Studio EE R IEM) BARBNREITHNEEEHR.

B
KA

AWS FEERIEE
#

MRS M=

DU

KIEFIEHEBEH . AWS FTF 2024 5 10 A 22 HELEXNT 2024 £10 A 2
5 Nimble Studio B9 %15, 2024 £10 B 22 A2/E , R A
ST 2B 15 Nimble Studio E£#15% Nimble Studio &g,

E#H AmazonNimbleStudio-StudioUser 0 2023 F 9 A 22
AmazonNimbleStudio-StudioAdmin RHELAER H
BRFRAH) AWS IAM Identity Center RS

&= Amazon Nimble Studio #1 {Amazon Nimble Studio 2023 £ 6 A 19
EREE) NAPBRAR, |

iz
=

56



Amazon Nimble Studio EERER

AWS 1FC &K

BXREH AWS RiE |, 52 (AWS HECLR SER/E) FHAWS ELEK,

57


https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html

	Amazon Nimble Studio
	Table of Contents
	
	什么是 Amazon Nimble Studio？
	特征和优点
	相关应用程序
	Nimble Studio 定价
	开始使用 Nimble Studio

	Amazon Nimble Studio 的概念和术语
	主要特征
	关键概念和术语

	设置 Nimble Studio
	设置 IAM
	注册获取 AWS 账户
	创建具有管理访问权限的用户

	相关资源

	开始使用 Amazon Nimble Studio
	设置 Nimble Studio
	步骤 1：配置工作室基础设施
	步骤 2：查看并创建工作室

	其他工作室设置
	配置工作室用户角色
	AWS IAM Identity Center
	配置 AWS KMS 加密密钥
	配置标签


	删除工作室
	中的安全性 Amazon Nimble Studio
	更多信息
	设置 AWS 账户 安全性
	删除账户的访问密钥
	启用多重身份验证
	相关资源

	全部启用 CloudTrail AWS 区域
	设置 Amazon GuardDuty 和通知
	设置 Amazon SNS 主题和端点
	为 GuardDuty 调查结果设置 EventBridge 活动


	中的数据保护 Amazon Nimble Studio
	静态加密
	使用带有 AWS KMS 密钥的授权

	传输中加密
	Amazon Nimble Studio 的密钥管理
	关于等待期限

	数据安全措施
	诊断数据和指标
	收集指标的类型


	适用于 Amazon Nimble Studio 的 Identity and Access Management
	受众
	使用身份进行身份验证
	AWS 账户 root 用户
	用户和组
	IAM 角色

	使用策略管理访问
	基于身份的策略
	基于资源的策略
	Nimble Studi ACLs o 中的访问控制列表 ()
	其他策略类型
	多个策略类型

	Amazon Nimble Studio 如何与 IAM 协同工作
	适用于 Nimble Studio 的基于身份的策略
	适用于 Amazon Nimble Studio 的基于身份的策略示例

	Nimble Studio 内基于资源的策略
	Nimble Studio 的策略操作
	Nimble Studio 的策略资源
	Amazon Nimble Studio 的策略条件密钥
	Nimble Studi ACLs o 中的访问控制列表 ()
	使用 Nimble Studio 的基于属性的访问控制 (ABAC)
	将临时凭证用于 Nimble Studio
	Nimble Studio 的跨服务主体权限
	Nimble Studio 的服务角色
	Nimble Studio 的服务相关角色

	适用于 Amazon Nimble Studio 的基于身份的策略示例
	策略最佳实践

	AWS 亚马逊 Nimble Studio 的托管政策
	AWS 托管策略：AmazonNimbleStudio-LaunchProfileWorker
	AWS 托管策略：AmazonNimbleStudio-StudioAdmin
	AWS 托管策略：AmazonNimbleStudio-StudioUser
	Nimble Studio 更新了 AWS 托管策略

	防止跨服务混淆代理
	Amazon Nimble Studio 身份和访问问题排查
	我无权在 Nimble Studio 中执行操作
	我无权执行 iam:PassRole.
	我想要查看我的访问密钥。
	我是管理员并希望允许其他人访问 Nimble Studio。
	我想允许我以外的人访问我 AWS 账户 的 Nimble Studio 资源。


	使用 Nimble Studio 记录和监控安全事件
	使用记录 Nimble Studio 通话 AWS CloudTrail
	Nimble Studio 中的信息 CloudTrail
	理解 Nimble Studio 日志文件条目


	Amazon Nimble Studio 的合规性验证
	Amazon Nimble Studio 中的基础设施安全性
	Nimble Studio 的安全最佳实践
	监控
	数据保护
	权限


	Nimble Studio 的支持
	Nimble Studio 论坛
	应用程序支持
	AWSThinkboxDeadline
	Nimble Studio File Transfer

	支持 中心
	支持 计划

	文档历史记录
	AWS 词汇表

