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https://docs.aws.amazon.com/migrationhub/
https://docs.aws.amazon.com/application-discovery/
https://aws.amazon.com/application-migration-service/
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https://github.com/awslabs/windows-web-app-migration-assistant
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https://docs.aws.amazon.com/transform/latest/userguide/what-is-service.html
https://aws.amazon.com/support
https://aws.amazon.com/support
https://aws.amazon.com/support
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
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https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/addgroups.html
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https://docs.aws.amazon.com/migrationhub/latest/ug/policy-templates.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

Migration Hub SR B&E1X ArfEm

FFia{E A Strategy Recommendations

ARER 9 A7 4B WA FF 44 A Migration Hub Strategy Recommendations.

ES]

Strategy Recommendations B %6 R &4

FB 1 . T Strategy Recommendations W& 25

$I® 2 : #E Strategy Recommendations W& 25

S 3 . &% Strategy Recommendations Y 5E 85

B 4 : 18 B Strategy Recommendations Y85

% 5 : £ Migration Hub ##l& F #Y Strategy Recommendations 3R 5221

N

Y

Nil

Strategy Recommendations Y 55 R4

LU & Migration Hub Strategy Recommendations Y 56 )R A 44

[

BRIRE—NHZN AWS 1K, HEXRMRAXEERFREAF. BXESEER , B2H &
Strategy Recommendations,

Strategy Recommendations N AR FHFEWERREF P iR LIEE MRS FERRERE. it , &
MIE R —HE R T ENAE Windows lRFB|HEIL , UKk —HBEATEFE Linux RFEBNE
i, NI EFEEHN RS 28+ 02 R R B KRR,

EREIE vCenter FHIUNEERS IR A X 2 vCenter Serv VMware er M4 6.0, V6.5, 6.7 5% 7.0,

&35 7] LA F W 5288 AMI 7£ Amazon EC2 IR EfB U EES.
RIEEHIRERS (0OS) IRRZ X !
 Linux

* Amazon Linux 2012.03, 2015.03

« Amazon Linux 2 ( 9/25/2018 EFME S RA )

* Ubuntu 12.04, 14.04, 16.04. 18.04. 20.04

* Red Hat Enterprise Linux 5.11, 6.10, 7.3, 7.7, 8.1

* CentOS 5.11, 6.9, 7.3

+ SUSE 11 SP4, 12 SP5

 Windows

TR 8



Migration Hub SR B&E1X ArfEm

» Windows Server 2008 R1 SP2, 2008 R2 SP1
+ Windows Server 2012 R1, 2012 R2

* Windows Server 2016

* Windows Server 2019

« EHTRABON , BHFEE GitHub M GitHub il F# EMXMEE A 5 Strategy
Recommendations WEREZEFmEEZENFEETENMABRSE. EXFEAFEEETCEAENA
BRTSHNESELR , TS HGitHubXX B M6l N A5 ATk,

E9# NET 76 FELLIR1B Porting Assistant for NET B , &SI &S Porting Assistant
for NET BHEN T EREMN Windows It &, BXEZER , 152 H Porting Assistant for NET
User Guide H#Y Getting started with Porting Assistant for NET,

- EJ3 A Strategy Recommendations #{THIEEFE DM , BAUME AWS Secrets Manager i A%
if, BXEZEER , 55 Strategy Recommendations & 2 47 o

- TEFEARBEELZE AWS Application Discovery Service , &4 B E AWS Migration Hub 33 4
BHRIRERSENMNARFNHEXERE, SaUERANTHES —fh5 ERIERIE,
« Migration Hub & A — &8 Migration Hub & A |, A LLEX TN A RS [N ARFNE

E 5 A Migration Hub, BXEZEE , 55 Application Discovery Service User Guide F#Y
Migration Hub Import,

-« AWS Application Discovery Service TN ERR- TR B E R 2 — K E VMware FEIAHLAEX
=2 M VMware 8% (). VMsBXEZEER , i5Z 1 Application Discovery Service User Guide
A Agentless Collectors

- AWS A@@ pplicat ion Discovery Agent — Discovery Agent R ZZE AN RSS 25 LB AWS 3
%, VMs ATHRRASAEENRERAMBEZNFAEE. BXESZEELE , HSH Application
Discovery Service User Guide Y AWS Application Discovery Agent,

- FHREBWHERES — MREWRSFFIEETE VMware vCenter |, H B RRME T IHRINR , NE
BE 2T LA B IREVE I IR SS 2578 %, Strategy Recommendations 2| & 458 F W E H915 Bk th Bh
T,

® Note

ERiE Migration Hub S ARERIITER , #E1E Migration Hub ZHI & S M B KN K TiE
BREE. MBS ANERSHET2IIE,

TR 9


https://docs.github.com/en/free-pro-team@latest/github/authenticating-to-github/creating-a-personal-access-token
https://docs.aws.amazon.com/portingassistant/latest/userguide/porting-assistant-getting-started.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/discovery-import.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/agentless-collector.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/discovery-agent.html
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NRWAEER VMware I35 R FFUESZ T BUE UL TF RS (OVA) XH4-ERF 7 BRI (VM)

UT RN EIAESRE vCenter Ser VMware ver SR E 228 “SH RS INEESE,
1 vCenter RERBUNEERS

1. LUEE R 5 )&% vCentero VMware

2. HRBEELSE 1 R TEHMN OVA X, OVA XHSFREWESF T A Fi5[H Strategy
Recommendations API B9 CLI,

& R LUBT LA T 8 T 8 OVA X4+ -

https://application-data-collector-release.s3.us-west-2.amazonaws.com/ova/latest/
AWSMHubApplicationDataCollector.ova

BATBRVERAR 2 AT AL,
Strategy Recommendations U588 & A HLHL#&

* RAM - &1K 8GB

. CPUs— E4 4

1£ vCenter PEPBUNEERS 11


https://application-data-collector-release.s3.us-west-2.amazonaws.com/ova/latest/AWSMHubApplicationDataCollector.ova
https://application-data-collector-release.s3.us-west-2.amazonaws.com/ova/latest/AWSMHubApplicationDataCollector.ova
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® Note

NEREEANRIEMEFIENEREENTIIRAUESS | FEISBUWESS OVA Xt
BEARWMES. BRIMAARNER , FSHE AL Strategy Recommendations WSS,

£ Amazon EC2 £f5l# 82 Strategy Recommendations U525

MREEEREIRGH AWS NARRF , W] LAERARIEER IS ARZEFHEWESS Amazon Machine
Image (AMI),

LTSRN E A MU EESS AMI B3I Amazon EC2 341,
EREB U EERS Amazon EC2 324

1. FTFALTF https://console.aws.amazon.com/ec2/ #) Amazon EC2 12#| &

2. EREMDBHESMES , 2R TRHE Xig , i, XERPXERI (HZEM ) . M Strategy
Recommendations £ A Xig iR ESEBERWXE, BrxXEXFHIIEK , FSHE AWS —
f%3>#£ ®i) Strategy Recommendations endpoints.

ESMERF , £ ‘BR” TiEEAMIs,
MNERENTHRIRFERLABTRE,

EFREREHMNKEPERE AMI B,

1 A& R AWSMHubApplicationDataCollector.

EHR AMI RAREXR , ERIEKFFAEERE N 703163444405,

EMI AMI BEIEH | FikBIESEH , RFIERE Launch, BXEAZHABHFINESZER ,
BZ5 % Amazon EC2 A FIERAFIIM AMI B 31ZE4,

©® N oo o bk~ w

FEATEI Amazon EC2 SEHIHE R A T A%,
Strategy Recommendations 8§ Amazon EC2 SEHIH 4%

« RAM - &1K 8GB

- CPUs— 4 4

Strategy Recommendations AMI X 42 E W sE 35 F1 7] A T %A Strategy Recommendations API #Y
CLlI,

EBBULEE R AMI 12


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/general/latest/gr/migrationhubstrategy.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/launching-instance.html#choose-an-instance-type-page
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® Note

NEREFEANRTESMEMDENE RIEENRITMAKES , 51T Strategy
Recommendations U ESEFE N Amazon EC2 EHIE AR UERS, BXRUNMARKIIRE |, &
S F 4 Strategy Recommendations YT,

HIR 3 . B Strategy Recommendations U525

AER A1 4B ] & % B ZPE /M Migration Hub Strategy Recommendations B R F iR ESS. WE
B FRHXNBORTENEE L N,

« BEFEET vCenter WINEFREBER U ESS
o B F/ERN Amazon EC2 SE5IER 2 H W EEBS

BRHEET vCenter WINEF BRI W ESS
BEREET vCenter WIME R EFBH Strategy Recommendations W8S

1. FEAUTHTED SSH B imEET W ERR.

ssh ec2-user@CollectorIPAddress

2. HRTFWAEBREN , WARIAED aq1@ WSde3, BXEREN , BLTNELHE,

B FAEN Amazon EC2 EHIZBHY R E RS
B FAEN Amazon EC2 RfIFBH Strategy Recommendations Y 525

AT RET SSH & iniE RTINS,
ssh -i "Keyname.pem" ec2-user@CollectorIPAddress

Keyname.pem &M EEE AMI 53 Amazon EC2 SEHIRt 4 BB FASR

B3 BRWESR 13
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S 4 : iRE Strategy Recommendations Y585

AN BUMAEABSIT collector setup @S REE Migration Hub Strategy
Recommendations N AR FHEWERR. XL EE R IFME,

ZE# A collector setup if , BAMEMEALT docker exec i HEKE SR Docker e85+l
¥ Bash Shell £1i%,

docker exec -it application-data-collector bash

collector setup WHRELETUTHMAEGS , BERAULMEZTXERS !

« collector setup --aws-configurations-igRE AWS ElE

e collector setup --vcenter-configurations -iXiE& vCenter Hti&

(® Note
YU LSS 7E vCenter LIEERT |, vCenter BLBRBEF AT, B2 , BAUEH

collector setup --vcenter-configurations &%/ E vCenter ELE,

e collector setup --remote-server-configurations - REBZERSFEE.

« collector setup --version-control-configurations - RERAKZEHEE.

Bt E AR WA E B

1. WAWT&HS.

collector setup

BB A AWS BEBFERIRE AWS BiE

BRBRIZE vCenter ELEFFATIR , A vCenter EEEME R
RBREZERSHEERIR , MAZERSFEENFES.
RBRERAZFRE, PR , WARNEZFIERENEE.

BB HHIEWE#EZENIZE Windows 1 Linux fRESEE BRI |, HINESHIERELEZEN
Windows # Linux BR538.

o o K~ w0 N

SH]R4

s
[mf

g = 14
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KB AWS B &

EiFBAWSEE , BEFHcollector setupiificollector setup --aws-
configurations®H &,

1. NTHERBEEREIAMBRE......AE , BAY , R’ KR Strategy Recommendations /2
MAE FNSE , HEMEH AWSMigrationHubStrategyCollector BRI LLE
AU EEBRAT , AT LR EX LR,

2. BREBEHHISBREAALNIHRIZANBEER | % AWS IKFHE LGN A FRIA R WE
g3Strategy Recommendations AP &€,

3. AR, HliN us-west-2, M Strategy Recommendations K X kR ESEBERNX
g, BXRXEXFHWIIE , BSHE AWS —ix5ZE B Strategy Recommendations endpoints.

4. FWFREBFWESR[/MEXENRLEINTIBPORBRZS ?2HE , WAY , X2, BIREEEMT
AWS HIRREEELH T,

5, NWTREAEMNKERMAXAS LEINTBHORBRS 2RE, MAY , KRR, KEEEHER
BET AWS NERHEEHNXR.

LTRABRTHALETR , 21 AWS BEER RHIFE.

Have you setup IAM permissions in you AWS account as per the user guide? [Y/N]: Y

Choose one of the following options for providing user credentials:

1. Long term AWS credentials

2. Temporary AWS credentials

Enter your options [1-2]: 2

AWS session token:

AWS access key ID [None]:

AWS secret access Key [None]:

AWS region name [us-west-2]:

AWS configurations are saved successfully

Upload collector related metrics to migration hub strategy service? By default
collector will upload metrics. [Y/N]: Y

Upload collector related logs to migration hub strategy service? By default collector
will upload logs. [Y/N]: Y

Application data collector configurations are saved successfully

Start registering application data collector

Application data collector is registered successfully.

AWS Bt & 15
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%2 vCenter Bt &

£ collector setup @R E collector setup --vcenter-configurations A&
iE vCenter B & :

1. WMREAMEA vCenter ERHAITEHRIL |, BE “‘REEMAH VMware vCenter ERHFH 1T HHRIUE”
BIEHRHA Y, VMware

® Note
£ vCent VMware er EfE#HTEHRITEE VMware EHIFRSSE LLZE T E,

WAEHN URL , ATAR vCenter IP #3it 5} URL., ASF , #i A VMware vCenter B i F° B M %13,

2. WMERRAEBEE Windows IRSES , IBE “REH VMware vCenter B Windows 1T EH13” 5] &
FHEA Y,

A Windows W FF & &3,

® Note

R IEH Windows iZF2 RZ-25/8 T Active Directory 13 , MAEEA CLI R EZER
SERflBusernamedt , XA F B A RNdomain-name\. B0 , WREHEHE
& exampledomain , #E# A& £ Administrator , BRLIEE CLI R ANAF B R
exampledomain\Administrator,

3. WMRERE Linux RS , B “FH VMware vCenter 2% Linux” BB A Y RTE,

WA Linux WA F &ML,

4. WMREEN vCenter ARSI EERRRSEFZULE , WX FREBEFEA NTLM (FATF
Windows ) #1 SSH/Cert ( EA T Linux ) 3 vCenter AN IRZ[RBEZILEE , WAY , K

ﬁ(i%”o

5. WX vCenter 2 AFEER Windows 1T EHHZEIESHE & vCenter Windows it EHLEVEUERT 12
SR EIEAER , XN T REBEFEA vCenter REHIRIAIMEE Windows EIERIE |, FRAY , &k
TR BN, mAN, XRREB

MRBEEEY , RF R, WRELRALL T AL,

vCenter Bt & 16
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a. XNTLEREBEEE , FERE Windows RS52|/XER , IREBRZEZ H E AR b 176 IR S5 271E
FH2EE , FRWAY , KRR

b. MREIEEE SSH FHRIE , WX T ALRNETEE , ERA 1o

MREEFEER SSH S HRIE , BLIFERNBRAFTIEES R Linux RS/, BXESE
B, B5H & Linux REHFLREETEHANSHRILE,

LTFREAERTERHNANE , @3 VMware vCenter BLER RIS E .

Your Linux remote server configurations are saved successfully.

collector setup —vcenter-configurations

Start setting up vCenter configurations for remote execution

Note: Authenticating using VMware vCenter credentials requires VMware tools to be
installed on the target servers

Would you like to authenticate using VMware vCenter credentials? [Y/N]: y

NOTE: Your vSphere user must have Guest Operations privileges enabled.

Host Url for VMware vCenter: domain-name

Username for VMware vCenter: username

Password for VMware vCenter: password

Reenter password for VMware vCenter: password

Successfully stored vCenter credentials...

Do you have Windows machines managed by VMware vCenter? [Y/N]: y

NOTE: For the best experience, we recommend that you create a new Active Directory user
in the Domain Admins group.

Username for Windows (Domain\User): username

Password for Windows: password

Reenter password for Windows: password

Successfully stored windows credentials...

You can verify your setup for vCenter windows machines is correct with "collector diag-
check"

Do you have Linux machines managed by VMWare vCenter? [Y/N]: y

Username for Linux: username

Password for Linux: password

Reenter password for Linux: password

Successfully stored linux credentials...

You can verify your setup for vCenter linux machines is correct with "collector diag-
check"

vCenter Bt & 17
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Would you like to setup credentials for servers not managed by vCenter using NTLM for
windows and SSH/Cert based for Linux? [Y/N]: vy

Setting up target server for remote execution:

Would you like to setup credentials for servers not managed by vCenter using NLTM for
Windows [Y/N]: y

Would you like to use the same Windows credentials used during vCenter setup? [Y/N]: y
Are you okay with collector accepting and locally storing server certificates on your
behalf during first interaction with windows servers? These certificates will be used
by collector for secure communication with windows servers [Y/N]: vy

Successfully stored windows server credentials...

Please note that all windows server certificates are stored in directory /opt/amazon/
application-data-collector/remote-auth/windows/certs

Please note the IP address of the collector and run the script specified in the user
documentation on all the windows servers in your inventory

You can verify your setup for remote windows machines is correct with "collector diag-
check"

Would you like to setup credentials for servers not managed by vCenter using SSH/Cert
based for Linux? [Y/N]: vy

Choose one of the following options for remote authentication:

1. SSH based authentication

2. Certificate based authentication

Enter your options [1-2]:

Would you like to use the same Linux credentials used during vCenter setup? [Y/N]: vy
Generating SSH key on this machine...

Successfully generated SSH key pair

SSH key pair path: /opt/amazon/application-data-collector/remote-auth/linux/keys/

id_rsa_assessment

Please add the public key "id_rsa_assessment.pub" to the "$HOME/.ssh/authorized_keys"
file in your remote machines.

You can verify your setup for remote linux machines is correct with "collector diag-
check

REIZIEARSS AR ECIE

A collector setup ™= collector setup --remote-server-configurations @

THRIRERERSFREE

1. WREBEE Windows R 2R , X FEREEMEA NLTM ( AT Windows ) 7 3E vCenter £

ENRSF[EEZIERZ , BWAY , KT’

A WinRM #I 7 & %58,

RS RERE
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® Note

IR IEH Windows iZF2 RS-25/8 T Active Directory 13 , MEEA CLI R EIZER
SeeBtBusernamelt , AR F B ANdomain-name\, HlE0 , MREHFHA
= exampledomain , & & & Administrator , BBAKRTE CLI FRANAFER
exampledomain\Administrator,

FNFEREBRE , FBXRE Windows FRESBRERN , WMESRESIHEREFEMHRSSI[ESR ? [
B, BERAY , RT“R” Windows Server if $ 774 7E /opt/amazon/application-data-
collector/remote-auth/windows/certs HxXH,

BATSE R R SS B8 EIE & #1218/ Windows BRSS88. BEXEZELR |, 1§51 £ Windows R
SR LRETERSSREE,
2. WMREHEBE Linux RE3E , MIXNTFR2EFERA SSH = Cert iIR& Linux [, @AY , BRR"
3. MRELHEBEET SSH ZAMN MR , NN FiaABRLETRIE | F@mA 1.

MBEERFER SSH BEMRRIE , BATFERNZRAZTIEEF T Linux BER. BXEZEE
ESH £ Linux RSB LIREETRAN S HRIL,

4., MREGEHEETIUEPLNEORIE , WX FHALNETEZR , BEHA 2,

BRREETIEPHNEHRIENER , FSHAE Linux RS R LREE TR FHKIE,

UTREIRRTHALETR , BRZERSHEEN RFIZE.

Setting up target server for remote execution
Would you like to setup credentials for servers not managed by vCenter using NLTM for
Windows [Y/N]: y

NOTE: For the best experience, we recommend that you create a new Active Directory user
in the Domain Admins group.

Username for WinRM (Domain\User): username
Password for WinRM: password
Reenter password for WinRM: password

RS RERE 19
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Are you okay with collector accepting and locally storing server certificates on your
behalf during first interaction with windows servers? These certificates will be used
by collector for secure communication with windows servers [Y/N]: Y

Successfully stored windows server credentials...

Please note that all windows server certificates are stored in directory /opt/amazon/

application-data-collector/remote-auth/windows/certs

Please note the IP address of the collector and run the script specified in the user
documentation on all the windows servers in your inventory

Would you like to setup credentials for servers not managed by vCenter using SSH/Cert
based for Linux? [Y/N]: Y

Choose one of the following options for remote authentication:

1. SSH based authentication

2. Certificate based authentication

Enter your options [1-2]: 1

User name for remote server: username

Generating SSH key on this machine...

SSH key pair path: /opt/amazon/application-data-collector/remote-auth/linux/keys/

id_rsa_assessment

Please add the public key "id_rsa_assessment.pub" to the "$HOME/.ssh/authorized_keys"
file in your remote machines.

Your Linux remote server configurations are saved successfully.

REMRAZHEE.

E#EMH collector setup ™= collector setup --version-control-configurations
WEARERFZEFIRE

1. WTFRABREFRKBDHT?AE , TRAY , RTE

2. WMREAEE Git RF|/mR , WX FRASETE B | BHA 1.

FF GIT R E5ma : , B A github.coms
3. WRERE GitHub® L IRFER , B “f ABRIED RBH A 2,

AT https://MW KR , WTFIR : GIT RFEFIKR : git-enterprise-endpoint
4. HWAZRK Gitusername MM AR BR token,

5. MRELHH C# KRB, U TFEREEEMEERE Windows THEH L5 MHY csharp 1F1& FE[d]
B, EEAY, RRR

MRAS 2 B E
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® Note
E5H NET 76 ELAIR 8 Porting Assistant for NET 21X , B4R EES Porting

Assistant for NET BN T Ei8ER Windows it &, BXEZEL , S Porting

Assistant for NET User Guide H#J Getting started with Porting Assistant for .NET,

6. WTLRRELEXAITEN LERIAEMN Windows Filf ? R, MRATF C# RABDHT
# Windows ITEHEAMNEIES 2 RI7EIRE - -remote-server-configurations % - -
vcenter-configurations RN EIEMERE , BRAY , RTR

MRERMAFBEL , FWAN, KRB

7. EfEA VMWare vCenter Windows it EHLEHE , E7E Windows R LA T ®RIIZ —F 5 A 1,

8. A Windows itE#HY IP #biit,

UTRBIRRTHHARETR , BERAEHEEN RFIZE.

Set up for source code analysis [Y/N]: vy

Choose one of the following options for version control type:
1. GIT

2. GIT Enterprise

3. Azure DevOps - Git

Enter your options [1-3]: 3

Your server endpoint: dev.azure.com (http://dev.azure.com/)
Your DevOps Organization name: <Your organization name>
Personal access token [None]:

Your version control credentials are saved successfully.

Do you have any csharp repositories that should be analyzed on a windows machine? [Y/
N]: vy

Would you like to reuse existing windows credentials on this machine? [Y/N]: y
Choose one of the following options for windows credentials:
1. VMWare vCenter Windows Machine

2. Standard Windows Machine

Enter your options [1-2]:

1

Windows machine IP Address: <Your windows machine IP address>
Using VMWare vCenter Windows Machine credentials

Successfully stored windows server credentials...

MRA R IR E .
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RNEIEUNE HEZ B IZFE Windows ] Linux PRS28

® Note

MRIEAEF vCenter ZIUFRE Strategy Recommendations B 2 FHIEWESS , M EERIT
LSRR

REZERSHOES , WREFHNR collector setup command = collector setup
--remote-server-configurations &% , BATEREHNZERS SR , LUE Strategy

Recommendations N & IR E RS o] AN P IRERTE,

(® Note

BAAR | REF[AULLES EMNEAE IP tuitifR, ExUAESENFE = (VPC) RE
IR LU TIZIBIZ TR —F i 88 |, 1§23 @ Amazon Virtual Private Cloud /M. AWS

BHEREHIZRE Linux IR , B2 FEZIZE Linux RS8R,

EHREMIZIE Windows fRE85 , IS HE Windows fRSE: LR BEiZ RS ERHLE .

HZIZE Linux IR 28

£ Linux RS iR EE THHAN 5 HRIE

MBEEBEHTIERRSB/EEAIEEFERN Linux REBE T SSH BN S HRIE , BUNIRBUATSRE
fR5E8 iR EE T AN FHRIE , SAME Strategy Recommendations 5112 FF 5U4E W EE 85 AT SA SE 3K
.

£ Linux lREF[LREETEHAN S ORIE
1. MNBESF[PHET XKD EHEL B id_rsa_assessment.pub £ 4R -

/opt/amazon/application-data-collector/remote-auth/linux/keys.
2. NEHNLEMMBIFAEZREITENN $HOME/ . ssh/authorized_keys X4, MRZET
R X , A touch B vim S RIRX 4,

3. BREZERSESE LEENHRINBERBIN 755 HEK, WMRE 777 , BRTFAET . BAILMER
chmod & % 3R R #IHBR .

NEBRERE R BN TERS SR 22
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£ Linux RE B LiIREE TIEBH BB RIE

MBEBEHTERRSH[EBAERERA Linux REETIERHNSHRIE , BUTRBUTSRIEE , U
{& Strategy Recommendations R 7% BB U &R 28 AT AR B3R o

MREBEANNARFRSS|RE TIUERMANY (CA) , RINBWEER LIED,

£ Linux RS LIREETIEBHN S HRIE

1. EHERTHRAZERSHNAFE.
2. FBEBRNLHEHE CA,

WEBN NP UEATERE :
/opt/amazon/application-data-collector/remote-auth/linux/keys/id_rsa_assessement.pub

ZNASLTRINE SR CA FREERKES,
3. NE—FHEMNIEPEHRTWERPHUATHLE :

/opt/amazon/application-data-collector/remote-auth/linux/keys

IEBH B A2 id_rsa_assessment-cert.pubs
4. EREHERMIERXHE.

1£ Windows R8s LiIRBEIZERS B E

MRS W ERF IR B PR TIZEIRS B B A IERIRE Windows , BATIRBUT SHRIEE |, LUE
Strategy Recommendations 7] BAY SEEEHE

Q@ EBETHRAXREZERSE LINITH PowerShell AN EZE S, BFRIBEMIHA,
ZHIA S A PowerShell 122 & G RIEH ZERARDPEZANAEFHRIES %, XA
F Windows NT FEMEEES (NTLM) , F “AllowUnencrypted” WSMan MR iE
A false AARFOIENMTFNIEZNBRE, ©FEA Microsoft IRALKIHEIA New-
SelfSignedCertificateEx.psl , BIEZBHZERILH,
ETEHE HTTP {7 28H WSMan EFIEHHFSIMEMN HTTPS iiTsE —EMiR. A5, ©20
EIHH HTTPS 785, ©iEaf TCP w0 5986 SIE AP AEHN, &S , WinRM RS
HMEHBE.

NEBRERE R BN TERS SR 23
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1£ Windows 2008 R85 LB R EEIRERIEWE

1. FRAUTHSREIRS 2L PowerShell ZER RS,

$PSVersionTable

2. R PowerShell IRATR 5.1 , FERUMBXEPRENEE WMF 5.1 AR FTEHA LR
WMEF 5.1,

3. 1E¥7 PowerShell B AR SRR S L% PowerShell 5.1,

$PSVersionTable
4. BRBT—EASEHITERE  XESBENFUMAAE Windows 2012 R E S R4S LB T miEE R ig
BEHEWE,
£ Windows 2012 R EF VRS2 L BT B E i EREWE
1. MUT URL TEI&EERA :

https://application-data-collector-release.s3.us-west-2.amazonaws.com/scripts/im RMSetup .ps1

2. MELF URL F# New-SelfSignedCertificateEx.psl , RENMA MR BT
WinRMSetup.psl IR —N3 ke

https://github.com/Azure/azure-libraries-for-net/blob/master/Samples/Asset/New-
SelfSignedCertificateEx .ps1

3. ERXEREZE , BEFMENARRFIRSES LE1TTEHE PowerShell B A,

.\WinRMSetup.psl

(@ Note

R Windows Remote Server £ R IE#iZE Windows Remote Management ( WinRM ) , 1l

MZBRSH[WEBRRFEN =T LA, MREEXTER , BATNEE LHUTER RS Z
PR 5525 X BRIV UE :

/opt/amazon/application-data-collector/remote-auth/windows/certs/ads -server-id.cer

BERERE , BEERBEREEEER.
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RAriEmE

RIFRE S ARBRERELCHWERNIRS 2R
WIF R A CEA LT oSN RIEKEERRE SN R EBRS S

collector diag-check

Lan SRS REENT —RIVERE , FRHEABMEENR A

HEE-aKA THERAZGRH , REZRG , £¥1E DiagnosticCheckResult.txt X 13k

collector diag-check -a

IERLAME R ZARSS 2RV IP kX B B RS BN RS HEERITEHRE.
LTREIERT RINRENTH,

Linux fRSS 28

Provide your test server IP address: IP address
Start checking connectivity & credentials...
Connectivity and Credential Checks succeeded
Start checking permissions...
Permission Check succeeded
Start checking 0S version...
0S version check succeeded
Start checking Linux Bash installation...
Linux Bash installation check succeeded
All diagnostic checks complete successfully.
This server is correctly set up and ready for data collection.

Windows AR5 85

Windows PowerShell Version Check succeeded
Provide your test server IP address: IP address

Bt
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Start checking connectivity & credentials...
Connectivity and Credential Checks succeeded

Start checking permissions...
Permission Check succeeded

Start checking 0S version...
0S version check succeeded

Start checking Windows architecture type...
Windows Architecture Type Check succeeded

All diagnostic checks complete successfully.
This server is correctly set up and ready for data collection.

AT RARR T ZRRSBETTERNE RNBREE,

Unable to authenticate the server credentials with IP address ${IPAddress}.
Ensure that your credentials are accurate and the server is configured correctly.
Use the following command to reset incorrect credentials.

collector setup —remote-server-configurations

HIR 5 : £ Migration Hub 2% & # B Strategy
Recommendations 3R 1521

ARE DN B £ A Migration Hub %] & H#Y Strategy Recommendations B XIREEBEIL,
RBEI

1. EABFEFRIRE Strategy Recommendations 82 AWS k=, EF AWS EBEH & HITH
Migration Hub #2#1#& , Mt https://console.aws.amazon.com/migrationhub/o

2. 7& Migration Hub & & S BEE S , EFKE,
3. £ Migration Hub Strategy Recommendations TWHE L , & BIREBEW.

4. WMREEZE S Migration Hub EEBH K F FRIZRSHEXAE (SLR) |, FiEERE, HX SLR
WEZEE |, BHSHMER Strategy Recommendations K RZ XA,
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5. EEHREKIR

a. EEEHFERRNEL , BLTNUTETHIEREESS RS SF[HKIE

. REEUNAEFRHEWRERN — EuFEARKENVRESRBIREKEERX VMs BETE
VMware vCenter FIIE R, ARG , BLEHRITHMIRE.,

i. FHESA-MEELBEBMISABXRBRFZHMNBNARFOIE , B/ LAER Strategy
Recommendations § AR, S AERE— JSON X4 |, BV EEFREETAHANE
B VMs,

iii. Application Discovery Service — A LA A Application Discovery Service kKW &EE <&
By A ith B AR F A AR B MV1S B.. 7 Migration Hub 4| AMN T ELH ST , BAUMELI
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mework 4.6.2”, “4.6.2”, “Do
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.6.27, “4.6.2”, “4. DotnetFra
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amework DotnetFramework
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mework DotnetFramework
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HTF NET "NET Core 3.0", ".NET Core
Core ) 3.1"
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IAM BEREERENRNSH , TRHEIRNZILE. SABEINAF YRS IAM A6 (268 ) R
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ETRFHNRERM T ZRSFHRNEKERKE, ETREETRARNKBEHER IAM P AWS EX
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- 2EERK - ENACIRSAF VRGN EN , EASBEENERRE. EXESZER , S
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

18—/ Amazon S3 72 1F

EARRHIFR | EBRRFEEN IAM AP AWS IKF 5 REB Amazon S3 FAEMAIRPR, amzn-s3-
demo-bucket&AEBE R IFIZA AN, EF AR K.

BRT R FiZAF s3:PutObject, s3:GetObject Ml s3:DeleteObject MR |, LLRBEERF
s3:ListAl1lMyBuckets, s3:GetBucketLocation #l s3:ListBucket R, XLERIEEIAFT
FWEMNPR, 4L, s3:PutObjectAcl # s3:GetObjectAcl BIEFZEEREBEIRH APEH.
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HIMBEEXN R, BxBAFRFRAEAZS SN HXENREVES RS, 55 H An example

walkthrough: Using user policies to control access to your bucket,

JSON

"Version":"2012-10-17",
"Statement":[

{

"Sid":"ListBucketsInConsole",

"Effect":"Allow",

"Action":[
"s3:ListAl1lMyBuckets"

]I

"Resource":"arn:aws:s3:::*"

"Sid":"ViewSpecificBucketInfo",
"Effect":"Allow",
"Action":[
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource":"arn:aws:s3:::amzn-s3-demo-bucket"

"Sid":"ManageBucketContents",

"Effect":"Allow",

"Action":[
"s3:PutObject"”,
"s3:PutObjectAcl”,
"s3:GetObject",
"s3:GetObjectAcl",
"s3:DeleteObject"

1,

"Resource":"arn:aws:s3:::amzn-s3-demo-bucket/*"
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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FRALTIRSBF A Strategy Recommendations 812 VPC % & :
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-limits-endpoints.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
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TE 24X Strategy Recommendations By im SR EBE R, ZHMtiNEIGEw et , RSB RERLHY
A EHTEF 35| HEY Strategy Recommendations #4175 8] B R

{
"Statement": [
{
"Principal":"*",
"Effect":"Allow",
"Action":[
"migrationhub-strategy:ListContacts",
1,
"Resource":"*"
}
]
}
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ETHREABTRESAIURAEE , FSHAWS RS “REAIT XK DAEE" ", RFEFERN
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
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IORRIEEW APl B AWS CloudTrail

Migration Hub REEZ 15 AWS CloudTrail—WRFEK , ZRSERBEEWNFIERAF, A6
= AWS RFATRENI R IE. CloudTrail FEREEHER API AR NSEH., HRNIAASERE
Strategy Recommendations % & B8 A FX Strategy Recommendations AP ##EM KB REA,

MR EQEIRER , W ATLUFF CloudTrail B4 E M E| Amazon S3 i , SIERMEBWNSEH., W
REREERER , BOHAT LI CloudTrail BHIANEHFTLERHEERHTNEN. FRRENE
& CloudTrail , &7 LA E [ Strategy Recomplications & HEVER, K HiERW IP ik, #EAXHT
BEXR, AREERAREMBIFEAER,

ETHEZEEL CloudTrail , 52 EAWS CloudTrail ¥R,

KEEEIE BT CloudTrail

CloudTrail & BIEIKS AWS IKF REEENKS LEA. ZEIHNERKEWFRN , ZEHLE
Hft AWS BRS5 CloudTrail B4 —EIZEREBHALIETKF, BULUE AWS KFHEER, BEMTR
R EH. BXESEERE , BEAEASHTLIERES CloudTrail .

EFZILRENEN AWS K/, BRREEWNSEN  BHEIBRER. RERY CloudTrail 1 B &34
£ E| Amazon S3 FiM. RMINBERT , HERH AP RIBRERICRE , WRERIZZNATHRE AWS

X, RERICHK AWS 2 XA XENEH , 787 B EXHEEREEERN Amazon S3 7. Ut
S, BB EHM AWS BRSS , Ut — S5 MLLE CloudTrail B SR IRENEHHIE. BXESE
B, BZHATIREAE :

- BIERERICFRELA

« CloudTrail ZFHRFFER

- BLE Amazon SNS &#1 CloudTrail

- BEWCKBEZ i XH CloudTrail BEXHMERFK B SN K/ R CloudTrail BEXXH
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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KRBT FEUTREERNEHIZRKE CloudTrall BEX M4 -

» GetApplicationComponentStrategies

» GetApplicationComponentDetails

* GetAssesment

» GetlmportFileTask

* GetPortfolioPreferences

* GetPortfolioSummary

* GetServerDetails

* GetServerStrategies

» ListApplicationComponents

» ListCollectors

» ListlmportFileTask

* ListServers

* PutPortfolioPreferences

» StartAssessment

» StartimportFileTask

» StopAssessment

» UpdateApplicationComponetConfig

» UpdateServerConfig

BIMNEHHATREBESEXRERBFRNAREGR. SOEEABTEHEUTRE !

o BEREZMEARIERIER AWS Identity and Access Management (IAM) A FZiE % H
- BRREAACERKEAFPNIGRZLFEIEAHN
- EREEHHEM AWS RS K H

BHXREZER , i3 H CloudTrail userldentity T3,
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https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetApplicationComponentStrategies.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetApplicationComponentDetails.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetAssessment.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetImportFileTask.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetPortfolioPreferences.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetPortfolioSummary.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetServerDetails.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetServerStrategies.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListApplicationComponents.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListCollectors.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListImportFileTask.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListServers.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_PutPortfolioPreferences.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_StartAssessment.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_StartImportFileTask.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_StopAssessment.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_UpdateApplicationComponetConfig.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_UpdateServerConfig.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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B, BHRSWEFENELR. CloudTraill BEXHFFRLH AP HANBEFH#EKRRE , AtENT2ERE

A4S EIRF H.

AT RBIE R T ERIZGetServerDetailsi®ERY CloudTrail BE% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "777777777777",
"arn": "arn:aws:sts::111122223333:assumed-role/myUserName/...",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "777777777777",
"arn": "arn:aws:iam::111122223333:role/myUserName",
"accountId": "111122223333",
"userName": "myUserName"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2021-09-20T01:07:16Z",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2021-09-20T01:07:437",
"eventSource": "migrationhub-strategy.amazonaws.com",
"eventName": "GetServerDetails",
"awsRegion": "us-west-2",
"sourceIPAddress": "",
"userAgent": "",
"requestParameters": {

"serverId": "ads-server-006"
I

"responseElements": null,

"requestID": "@7D681279BD94AED",

"eventID": "cdc4b7ed-el71-4cef-975a-ad829d4123e8",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
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https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetServerDetails.html
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https://docs.aws.amazon.com/general/latest/gr/migrationhubstrategy.html#limits_migrationhubstrategy
https://docs.aws.amazon.com/general/latest/gr/migrationhubstrategy.html#limits_migrationhubstrategy
https://console.aws.amazon.com/servicequotas/home
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
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