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iR %5 A P — mREE A Rigration Spaces lRFER TR T , MENEE B SN ERUPTFEHZIEFNN
R, UBFERAESEMZTRNEERTRIIER , BUEEELMNPR, 7 #FIN{E IR 75 R4 PR AT & B 18
MERERABFEREGHNR, MRELLFRIEMZ=E PN —TEE , HSH. EEHE AWS Migration
Hub E#J Spaces & 13 #1771 #X.

BREEER— NMREELTATENZARE , WETEEENTLHRNE, BETTHERNA
T N5 R BRLE Rigration Spaces THEERE R, AfE , BX40E IAM BEEAERRIERUEXRSAFH
MR, BEFZRALMNERNUTH IAM WERES, BETHEXENLTNMAE IAM SEHZEE
BEANESZELR , HSHEAWS Migration Hub EfZ A A S IAM Bl & .

IAM BEER— MREZ IAM BEER , BAREFE THREXRETUNATHRERELEEI Rigration
Spaces TN EMEE, EEFLETE IAM hERNET 54K Rigration Spaces RHIE
B , %2, AWS Migration Hub FVE T 5K KRS R,

5 B 02 1T B DI E

BENRIIREFERASHEIEERK AWS BW5E, BXREAAWS EBERFHAEZNESZELR | HSH
IAM AP smE ML IAM AP R F B )& FAWS EBEZEHEIA,

IEATERAWS IKFIRAF . IAM AP SHAA IAM BELHTERRIE ( BFIAWS ) . BIETL

FRANTRINE —BZZEMNRIESE , EEM# A Google 5 Facebook BF, HXEBRT , ENEER
DBIfER IAM ACRE TEREFHRIE, EEFEARBEECARMNEIETR AWS B, &EEBAA

TA®,

EEEERIAWS EEEH S , FEEBSRAF B IAM AFRE—REER, BaLE
HBRAFS IAM AP iR Z4A A REARIER AWS, AWS 12T SDK M STITE |, AERAEHN

FIEF B ERJBITNRZEE, MRELER AWS TE | NAMBETHIERE R, FH Signature

Version 4 ( AFX AlE APl BRH#THRIEVIHN ) TRLEE, BXRIEBERNESER , BFSH
(AWS —#&2£) HH Signature Version 4 Z& iz,
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TRERAMSHRIESE , BUREFERMECT2EE. flW , AWS BULERAZESHRIE
(MFA) kZEK N EE2M. ETHRESEER , F5H (AM BFERE) FHWEAWS REAZESH
BiE (MFA).
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HERRGEAWS KPR, RYUEANR — I NKSFABAWSERSMERETL L RANRHNEQLE
50, LHEOGHNAWS IKFRAF , ERAECIRKS AT AN E FIR it MBRBER , BRE
ZH M, BARWENEARAFIITEELRS  IEREEES. Mk , BEEEAEAS 6E

BHE - IAM A& ESRER, REBEZERERASEIL , XACNRITOBRKS MRS EEE

%o

IAM B P #H

IAM A= RAWS IKF AN ENMNARREARFEERENRN -S40, IAM AP TRREFKHRE
i, SIAFENEBR—HiGFRIEH. ETHROMERFEZES , 5560 IAM AFER PHNEE
IAM BRI Z . A IAM RPERBRZAN  FREAEEHZ2REEAN. BUETERE
MBI REA | TRSIE KR R Z AN,

IAM AR —NMEE—4A IAMAFNE B, BREEREANEHREFRK, BAUAERAR—XERNZN
BAREENR,. MEERERAF , FAATUERMHEEBERFNER, flin , B&ugEEg—18R
IAMAdmins B4R , HRZAE FRRUEE IAM &R,

RPREAeTE. AFE—#5ENMARINARFXE  MAGSHEILFTECNEAARA. AFE
BRANKHEILE L MACRHGNEILE. ETHRESER , 558 IAM AF B[ 62 1AM
AP (MARAE ).

IAM A&

IAM BE2AWS KPP EEHENRNEH. BELUT IAM AP  E5EBEARTXEK, BAUE
S EeE | £ AWS BEE4 A FEREA IAM AR, SR LLEH AWS CLI 5 AWS API 24ESRE
AEEX URLURAAER, BEXERAACHNEENESZER , B5H IAM AFEE 90 ER IAM A
&,

BRI FEIER IAM SeEU0TERTRER !

o IGEY IAM AR - IAM AP AT AEA IAM B, BLEIRETRNRRUBITHENES.

- RESMAF R - SR UFRCIE IAM AF , M2 A% A Directory Service, I AFE
F Web B REEHNE SN, XEAFMARKEEHAF . B S HREMARIERGENR
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B, AWS HABESBAFTEAC, BXREFUAFNESER , F5H IAM AFER #
MERESHRAFNEE,

- BTk - BALUER IAM BB R TRKARHREAA (TEEREA ) HRGHIKS =%
R AEEETEKSHRNREOIESR, B2 , 0T REAWS B | BTG H R BRI M)
AR ((MTREARGENRE ), ETRATEKSFANACRET AR M2 AOES ,
S5 1AM FIF 5T R 1AM B 65 BT R RN R AR E.

- BRFIEHE - FLEAWS REEAEYE AWS [RSHHIIEE, flwn , SEEENRSHHTEAN ,
ZIRSFBEE 2T Amazon EC2 HIz{T N AR FHAE Amazon S3 HEFHEXNR. RFAELEAK S
FANZEEANNR, £ARSAGHERARSHEXABRNITHEE,

« ZREANR - YEER IAM AFRRARE AWS hITIRER |, BFEMANERL A, KBREE
ABRFNR. FARLRSH , BURESMIT—MNRE , RREABETARS PR S — MR
B, EXHBERT , BLTMEFRITEAMRENNIR, EEFEMNREREEERK P EME
Kg{E , 3. AWS Migration Hub ByigE, BREMZHBFNRSENSE.

- BSAE - BRSACRBRSAREELENKS, FHITREMEEN IAM A, IAM EER A E
IAM FoI2, EXARBRESACG. BXESZER , H2H IAM BFEEHRREIER AWS RS
ERRXENEE,

« BEHEXAE - BSHAXABREE AWS BEXREN—MEBRSF AR, RS ATURARKREHITRE
MAEE, REEXABEREEN IAMIKSH |, FRZBSHAE. IAM EER TUERETER
BRSHEXABHRR,

« £ Amazon EC2 L ETHN AR - B UFER IAM SEEEE EC2 =4l LiZ1TH & H AWS CLI
= AWS API iR ARG EIE. XL THE EC2 SKflhFR TR ZEHR. BN AWS A6
DELLE EC2 EPIHEHEINZEFWFIERNARER A , &0 602 — /N 0 EI 251 # KB E E XX
#, ZHBREXHITEAE , HEEC2 X LETHREFEBRREBRNZILE, BXELERE , B
5B IAM i i ER IAM B3 Amazon EC2 k4] LT N AR FE FR,

BETREER AV ABER IAM A, 25 1AM PR FRER0IE AV A6 (ITEA
F)e

£ F SR E IR 17 )

SR RI R KBS FORF A0 IAM HHHAWSHIR , SUERFAWSHEIHR. KEZAWSHENR ;
SRR RIRAEXEKE |, REEELEMNHNR, ZALUEE root AP IAM AR S0 EF , tha 3L
KA IAM A, BE , SERHERS , AWSKTEHEXNET S ORE T HIRARE, KEEH RN
REBERATERELIFR, KSHRMIE AWS F174EH JSON X#4, Bx JSON K XA EH
MABNEZEE , F2H IAM B8/ H#Y JSON KEHEE.
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EE R WLAER AWS JSON REERIEEHERRIBEFLARNST. UREY , MNBFXA AU LR
BHATRE | UREMLAZRAETHIT.

BN IAM R (AFHAS ) RIXBEANRR, S5z  MRBERT , AR LHTEY , BEF
RERMMNECHED. ENAFPRTRITELRENNR , EEALTHNRRMEH MBS, R
E, EEAWLRASMNEERTBMBRNAS, HEERNENARTHRNRE , ZANNEER
AP ELKIREXLEHRNR,

IAM KBS E SREINR |, TR FEEA RS EZRITRE, Al , BRIREBE - AW iam:GetRole
BENEKR, EEZFERIAF UM AWS EBiRE A, AWS CLI = AWS APl FENBEEE,

ET BRI RES

ETEHNRBETMMESZH (0 IAM AF, AFASAER ) B9 JSON FRRREE A, XLRE
EHEIRFMASAEMPRA TN BERRNITHBERE, ETHRNTEZRET HORRE  FSH
IAM R e AT 81 IAM K,

ETEMNRBALUE -SARNARKERIEERNRE, ARKBEERALENHS, AHABH,
REXRBER LM MEAWS IKF RS MAF., ANARHMIUKE, EEXRKIE AWS £E
ARBENEFREXNRE, ETHROAEREXNRBNNRRE BHTEE  FSH IAM AFERE
P ERE RS AR < B2 TR

BT RIRM R Mg

ETRIFHREE M N BRAY JSON KM, ETRFHNREENREIEE IAM AGEEXRE
Amazon S3 MK, EXFETHRVRBHRS T , RSEER JMER EMNREHIIFER
BREVEE. N THEERMIMRBHER , REENEEREATUN ZHRRITHREREARESFLFE
HTHIT. BXTEETHRERENRBIEEZREA. ERATNEEKS, AR, g6, RE50AF
= AWS BB

ETRFNRERMTIZRSPHRNEKERRE, ETREETRRNRBEHEARE IAM B AWS £F
R

IR Bk (ACL)

EEFIFIR (ACL) ZBHMEREA (KFRA. AFSAS ) BRBERAR. ACL EETHRFNE
BEREL , REEMTEEMA JSON R,

Amazon S3. AWS WAF #1 Amazon VPC %1 ACL WIRE ~¥l. ETHAEX ACLMNEZER |, &
2% Amazon Simple Storage Service FF X A R IgF A5 A2 &5 5= (ACL) #E% .
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HERBERE

AWS ZFEFFIIMNY, TAEARRIERE, XERBRETUREETEHNRBEREDER FHRAN
PR,

« NERBR -NRBAR—NERNEE , AT REETHHHERATLRN IAM K&K (IAM AFHA
B)BRFNRANR, BANZEEENRLR, XLELRNREXANET SR RENRL
RMRE, £ Principal PEEAFRACHETRRNRBAZNRAL AR, F—TREHH
ERNELFBEERYT. BXNRLRANEZEL | BHSE 1AM AP EREHH IAM SRR RBRID R,

- RFEFIKRE (SCP)— SCP RIEEEFHALARALRE (OU) IR ANPEA JSON KBk, AWS
Organizations.AWS Organizations A T 2 A MEHREE S MRFAWS KRS IEERH, MR
FHLANERTAERE , WAXNEERRS K, NARSEH KM (SCP), SCP BRI &K
KRR , SIESN AWS K BAF . B3 Organizations 1 SCP WEZER , 5/ (AWS
Organizations FIFF#8®) FH SCP W TIEFHE,

« 2EEK - 2ERBERIBUREAXNNAGHBREFHAT RGN 2FEHMENSBUEENER
Kb, GRLGFNNRRAFIAGHNETEONKBENIERBIRE, NRETUKRBETH
RAVREE, F-—TRBAPNENELFEZAN. AXRESER , F5H IAM AFEETRN21ER
B&o

S REERE

S NRBEMRBEYA T —MERE , ERNNREMERNELER, EETH AWS NABEEES R
ZHRBERAENREATER , HSH IAM AP EREPRRETEZE,

AWS Migration Hub E¥Z=[E 11 5 |IAM B & A

EER IAM BB EMZEENIGRZE , 57 #HBL IAM et SEMZE AEERER,

&AI L5 AWS Migration Hub —E2 K IAM TheE E 922 (H]

IAM Zh 8 B X
ET SR % 2
BT R 2
HIRE =
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IAM ZhgE BEMZERXZREF
REEFMHR =

ACL &

ABAC ( REEPRHIFRE ) B85
ZREANER =

RFAE B
RFZHERAE =

BRI ERERZEEMEMS XWEBRAWSRSER T AZE 1AM TheE | BSEHAWSEH IAM
MRS RIAM BAFiERE.

ERATHET S REENZE R

XFET MR =

ETEMNRBETMMEEZH (N IAM AR, AFASAER ) B9 JSON fRRREE A, XL R
EHERFMNASREMPSEA T BERRTHERE, ETHRNMTEZRET HOMRE  FSH
IAM R e A 812 IAM KB,

BEEA IAM ETESORER , EUUEEATIELNRENTRUR A FRIELRENTSE, &
TEEETEONRBPEEZRA , ANCERTHHRMONAFARAE, ETHTHE JSON Kt
ERNMERE , SR (IAM AFiEE) F#9 IAM JSON R TEsI M.

ERATHET S0/ KRG

EEREM Space ET SRV RA , FS60, AWS Migration Hub B E T 5 17 #Y R B R 5.
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E#H Space P E T B IRAI KRB

X FET R RS =

ETRIFHREE M N BRAY JSON KRB, ETRFRH KRB REEHE IAM AGEEXRE H
Amazon S3 FEMERE, EXHFETRARNKBHERES T , RSEEA AUERACIREFHNBFER
REVTAR. XS FHEEPH MR TR , REEIEEZEA TN ZARRITHBEREAREMFASF
HTNIT, EETEETRRNRBFIEEEZREA. ZERATLUSEKS, A/, A6, RESFHRAF
= AWS BB

ESABK/ER , SRLHENMNKFHECKS P IAM XEEENETRFRNRBEHNETLA,
REKFZREARMIBETHARIRBARBIEEXRRIAN —¥ME, HEXATRRLTTE
RYAWS IKF e , EEKS N IAM EERELARTERAZE (AFHAR ) X RFNIHER
fRo BT FET 50 REHINBISHEURTRIR, ER , WRET R RN RBEE E—MKS P
ZRARTHANRR , WAFEFANETHONERE, BXESZEE , 50 (AM AFER) F
B IAM ABS5ETRENKBEEMATE.

EMZE RN R B IRE

XFRERE =

EER W LAER AWS JSON REEREEHRRILEFTLARAT. HRIEWR , BNEFEA T LR
B PATIRME | AREMA L &H THIT,

JSON XKHEHY Action TEEARTATERBP AL RNERE, KBREEEEXREKN AWS
APl BRERE. B—EHINER , HlIRBTE API BENNBRNR R1E, & -LREFTEETRK
RIITSMRIE. XM INREF N AR RE

EREPESREURTFRITHXBENNR,

EEF EMEE BENSIR  ESE. AWS Migration Hub E X HIBEFHRESENSE.

ENZEPHRBREERFEINEANTIR

refactor-spaces
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EERMEAPEESTURE  BEMAESHENRT.

"Action": [
"refactor-spaces:actionl",
"refactor-spaces:action2"

]

EEFEW Space ET SR RH , FSH. AWS Migration Hub I E T 548 KB =41,
B X ZE (6] By R RS R

XIFRBEAIR =

B R A LAER AWS JSON REEREERANBRTLARNE, BHER , MMZLEATUM AR
BHATRE | UREMFLAZHAHTHT.

Resource JSON K TERIEEEMHNAREN —IMHZ MR, BAXMEE Resource 5
NotResource T, ENFEXE , HFHH Amazon Resource Name ( ARN ) IEERR. WFX
BFRERFERE (MARBENR ) HNIRE , B LRITHHIRE,

NTFAXFERBENRORE (WIHRE ) | BEABERY () EREIRATAERR.

"Resource": "*"

EEEFEN Space BRIFERERHE ARN B35k , 5. AWS Migration Hub E XV ERFHI RS E
NSZE ETHRETUFERABLERERBESNEREN ARN , 2. AWS Migration Hub & X IR 1E.

EEFEW Space ET SRR RH , HSH. AWS Migration Hub I E T 548 K& =41,
Bz B B R BE SRR

XFRBERMFH =

EIE R A LAER AWS JSON SREEREERENBRTLARNET, BHER , BMZEATURMARE
BHATRIE | UREMFLAZHSETHT.
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f£ Condition Jt¥& ( = Condition 3t ) A , AT EBAERMNEH. Condition TEETE
N, BUCIEFERAZRGZER (i, FTFHNT ) BEHRER , UERBPHNREESERPHE
HMTE,

MREE—MEAPEESZ A Condition THE , WEEA Condition TEFIBESMNME , I AWS
ERZ % AND BEITMEEN]. IRENENZHRBEESME , W AWS £RZE OR EEXRITMESR
o ERTEWNNRZALITUREARBENRME,

HEEESMR , BUANERSUNFEE, fl, REEEA IAM AF AR IAM BFEt , B8R
HEFHERFONR, BXEZFELR , B8 IAM AFER 91 IAM BB TE  TEFRE,

AWSKEHEREFHBNBETRSNFM4E, BEEME AWS £2RFM4E , BZH IAM AAFErm+
By AWS £ /&M T XXE.

EEEFEN Space RHRBIFIXK , BES. AWS Migration Hub &4 ERHRESZENSE. ETHE
AT AN BRLE IR ER R ERASKHE |, 55 H. AWS Migration Hub TE X EYIR1E.

EEFEW Space ET SRR RH , FHSH. AWS Migration Hub W E T 5 48 K& =41,
B 972 (Bl R WY 1A (Rl $3= &l 51 & (ACL)

X ACL a

REEFIFIR (ACL) BEMLEREA (KFRA. AFHAS ) BRBEAR. ACL EETHRFNE
BEREL , REEMTER JSON KB HEER,

FEREMZRNETEMENIAREZES (ABAC)

X ABAC ( REEHEIFRE ) 5

BT RIEE] (ABAC) B —MRAEKRE | ZXBETEMRENUNR, £ AWS F | XLEEMER
jﬂT\_Lo BT LUSFREMNE IAM 324K ( AP SRA® ) LURAWSHEIR, MRICEEMERE ABAC
—%, RFRIT ABAC KB | LLIEZEFEANRZE S 159 89 & RRZ ITE AT fo i iR 4,

ABAC EREE KW EFEERR , AERBERTSEMUNITR T AT UHRHEF B,

EETHREEHER , BFEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys ZUHBERBANZHTEPFREFRZIER,
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BX ABAC HESEE FESH (IAM AFERE) AL R ABAC? , EEFIRE ABAC SR
2, BESH IAM BFER) FMNERETEMEMIEEZEE ( ABAC)

Rt R SENZHESER

XAt I ]

REAWSRSEEEARNFIERRNEERERTH, AXESFEE , BEAWSKRS SRR KRS
£/ , F5HE (AM BFEE) FHvEAM IAM BAWSHRSS

NREFERAAFRENEEMARE R EZBRIAWS EEZEE , NEAIRNEIE. Sl , HE6E
RS RRINERESR (SSO ) #EILRAWSH |, ZEEF A EIGHFIE. SEURAFSHEFRE
#E , REURAGKH , SE2BHCIRIGREILE, BXVRAGHNESEFER , BZH (AM AFE
) PRRIEAE (EFHE ).

B LAEA AWS CLI 3 & AWS API B2 IGRTEiE, Z2fE , B AER X LiEetEIE iR AWS, AWS
BWAHSER BN EILE , MAREAKSEHEZERA. BXEZEE , BEH IAM AN RN Z2E
'LIEo

EMZEE YRS EENR

XFEEANR =

LINER IAM AP RABEAWSHHITIRER , BFEANEZRA. RBEOZERARFNR, £H

RUERSET , BAEKHIT—NMEE , KREABEFTRARSHMES —MRE, EXMERT , &
HMEBFRITEHNMRENNE. EEEEMRERSEERRPNEMEXRE , B2H. AWS

Migration Hub B#1E, BREMZHEPHNRSENSE.

ENZHNERSAE

XERSAE -

RE AR -—TURSEE, KRRENTREN IAM A€, IAM EER AL IAM RO, SR
BRESAR. AXESEE , 2R IAM AFERHPHNEIED AWS RSZERNBRH AR,
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UTRERT 7B EREMNZRAMENFNANR,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {

"iam:AWSServiceName": "transitgateway.amazonaws.com"

"Effect": "Allow",
"Action": [
"ec2:CreateTransitGatewayVpcAttachment"

]I

"Resource": "*"

"Effect": "Allow",
"Action": [
"ec2:ModifyVpcEndpointServicePermissions"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"tag:GetResources"

]I

"Resource": "*"

"Effect": "Allow",
"Action": [
"ram:*"

1,

"Resource": "*"
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"Effect": "Allow",
"Action": [
"lambda:*"

1,

"Resource": "*"

LAF RAWSMigrationHubRefactorSpacesFullAccessBiR,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "RefactorSpaces",

"Effect": "Allow",

"Action": [

"refactor-spaces:*"

1,

"Resource": "*"

.
{

"Effect": "Allow",

"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcEndpointServiceConfigurations",
"ec2:DescribeVpcs",
"ec2:DescribeTransitGatewayVpcAttachments",
"ec2:DescribeTransitGateways",
"ec2:DescribeTags",
"ec2:DescribeTransitGateways",
"ec2:DescribeAccountAttributes"”,
"ec2:DescribeInternetGateways"

1,

"Resource": "*"

.
{

"Effect": "Allow",
"Action": [
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"ec2:CreateTransitGateway",
"ec2:CreateSecurityGroup",
"ec2:CreateTransitGatewayVpcAttachment"
1,
"Resource": "*",
"Condition": {
"Null": {
"aws:RequestTag/refactor-spaces:environment-id": "false"

"Effect": "Allow",
"Action": [
"ec2:CreateTransitGateway",
"ec2:CreateSecurityGroup",
"ec2:CreateTransitGatewayVpcAttachment"
1,
"Resource": "*",
"Condition": {
"Null": {
"aws:ResourceTag/refactor-spaces:environment-id": "false"

"Effect": "Allow",
"Action": [
"ec2:CreateVpcEndpointServiceConfiguration"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:DeleteTransitGateway",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:RevokeSecurityGroupIngress",
"ec2:DeleteSecurityGroup",
"ec2:DeleteTransitGatewayVpcAttachment",

ec2:CreateRoute",

"ec2:DeleteRoute",

ec2:DeleteTags"

1,

AWS EE XK 29



AWS Migration Hub E 3z d] ArfEm

"Resource": "*",
"Condition": {
"Null": {
"aws:ResourceTag/refactor-spaces:environment-id": "false"
}
}

"Effect": "Allow",
"Action": [
"ec2:CreateTags"

1,

"Resource": "*"

"Effect": "Allow",

"Action": "ec2:DeleteVpcEndpointServiceConfigurations",
"Resource": "*",
"Condition": {
"Null": {
"aws:ResourceTag/refactor-spaces:application-id": "false"
}
}

"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreatelLoadBalancer"

1,
"Resource": "*",
"Condition": {
"Null": {
"aws:RequestTag/refactor-spaces:application-id": "false"
}
}

"Effect": "Allow",

"Action": [
"elasticloadbalancing:DescribelLoadBalancers",
"elasticloadbalancing:DescribeTags",
"elasticloadbalancing:DescribeTargetHealth",
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:Describelisteners"”
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RAriEmE

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"elasticloadbalancing:RegisterTargets",
"elasticloadbalancing:CreatelLoadBalancerListeners",
"elasticloadbalancing:CreatelListener",
"elasticloadbalancing:DeletelListener",
"elasticloadbalancing:DeleteTargetGroup"

1,

"Resource": "*",

"Condition": {
"StringlLike": {

"aws:ResourceTag/refactor-spaces:route-id": [

"

"Effect": "Allow",
"Action": "elasticloadbalancing:DeletelLoadBalancer",
"Resource": "arn:*:elasticloadbalancing:*:*:loadbalancer/net/refactor-

spaces-nlb-*"

}I
{

"Effect": "Allow",

"Action": [
"elasticloadbalancing:AddTags",
"elasticloadbalancing:CreatelListener"

]I

"Resource": "arn:*:elasticloadbalancing:*:*:loadbalancer/net/refactor-

spaces-nlb-*",

"Condition": {
"Null": {
"aws:RequestTag/refactor-spaces:route-id": "false"

"Effect": "Allow",
"Action": "elasticloadbalancing:DeletelListener",

AWS REFKH
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nlb-*"

* 10

}I
{

"Resource": "arn:*:elasticloadbalancing:*:*:listener/net/refactor-spaces-

"Effect": "Allow",

"Action": [
"elasticloadbalancing:DeleteTargetGroup",
"elasticloadbalancing:RegisterTargets"

]I

"Resource": "arn:*:elasticloadbalancing:*:*:targetgroup/refactor-spaces-tg-

"Effect": "Allow",

"Action": [
"elasticloadbalancing:AddTags",
"elasticloadbalancing:CreateTargetGroup"

1,

"Resource": "arn:*:elasticloadbalancing:*:*:targetgroup/refactor-spaces-tg-

"Condition": {
"Null": {
"aws:RequestTag/refactor-spaces:route-id": "false"

"Effect": "Allow",

"Action": [

"apigateway:GET",
"apigateway:DELETE",
"apigateway:PATCH",
"apigateway:POST",
"apigateway:PUT",
"apigateway:UpdateRestApiPolicy"

1,

"Resource": [
"arn:aws:apigateway:*::/restapis",
"arn:aws:apigateway:*::/restapis/*",
"arn:aws:apigateway:*::/vpclinks",

arn:aws:apigateway:*::/vpclinks/*",

"arn:aws:apigateway:*::/tags",

"arn:aws:apigateway:*::/tags/*"

1,
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"Condition": {

"Null": {
"aws:ResourceTag/refactor-spaces:application-id": "false"
}
}
I
{

"Effect": "Allow",

"Action": "apigateway:GET",

"Resource": [
"arn:aws:apigateway:*::/vpclinks",
"arn:aws:apigateway:*::/vpclinks/*"

]

I
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack"

1,

"Resource": "*"

I
{

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "*",

"Condition": {

"StringEquals": {
"iam:AWSServiceName": "refactor-spaces.amazonaws.com"
}
}
I
{

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "*",

"Condition": {

"StringEquals": {
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NFTREZEA AWS CLI i AWS API VR , TRENERHBEEEHENR, Hk , ARFHRE
= IMITHY AP RVEME LB VIR AF

NBERAFPNAGDAFER EMZEE" 12454 , RiEMMEMZE ConsoleAccessE LReadOnly
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ARFAFEEMIIE SR

ZORGIER T B MBI EKRE LAY IAM AFEERNIERAF SR ABKNITERN KK, hRK
SREEEHE LRI REREURESXFERH AWS CLI 2 AWS API FrER IR,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

1,
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
refactor-spaces:GetWidget on resource: my-example-widget

, BT

FEXFERT , Mateo BRI EE R EHMERKRE , LATHMAEER refactor-spaces:GetlWidget
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , Mary BRI ER R REMERE | LA FMINIT iam: PassRole 1k,
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arn:aws:iam::111122223333:role/aws-service-role/refactor-spaces.amazonaws.com/
AWSServiceRoleForMigrationHubRefactorSpaces

EfZ=EEHAAWS RS IER HubbreFactor ZRINAGBRITEKF EXRNERSZSHEXAR, ZABLHL
MEETENKFHFREFERAENZR, MRECAEE , EWNZEEAENUT AP BRHEAET :

* CreateEnvironment
» CreateService
* CreateApplication

* CreateRoute

BB ERSHEAXAEM iam: CreateServicelLinkedRole R, MR RZHEXABEELEN
KPR ARFEHBELEGE , NCreateBIEFELAM, EFEAEHMZEE 8] , HIME IAM 2FH &R 6IE
REMHEXAE , RIEGBEEFERAERZTHIZEA,

EERHABRIKTE , EfY Spaces T EARFSHEXAR, flH , QIBNARERN  EMZELSE
HREFRFTE VPC , SMEECMN T EFHRINN VPC #1TEE. MR VPC EHAK S | MEH
Spaces FEARZHXABHec2: CreateRouteE E ik F F 5 H B R AIR

RNTH—ST RAUBMAREFTA , ERIENAREFA |, Refactor Spaces A EFHFRENELLER
(VPC) Yt &kCreateApplicationi§ A, X# , VPC MiAJASHEHRIEM VPC #1THEE.

FEE#AiBec2:CreateRouteHMNTAREFBHRNINE, WNREETRSZSMEXACH |
{B Refactor Spaces ~MEAEAE K PR RSHE <A GKREUNR, #HR , ARABSIHE
Bec2:CreateRoutei R, BN , FHAFES KM,

BREEFERARSHEXABHREHNNR, BHKFXAE LA RS <A SNNRT 8EXT E Ak~
HITER, XLEXEAE : AWSMigrationHubRefactorSpacesFullAccessEERIELAR R FEHIN
FIENRBRNREEN TRREMNZRRRIMENFIELXENR, RSHEXACRXENRNFE , A
FHRENEKFIEM, % AWSMigrationHubRefactorSpacesFullAccess WEZELR , H31
AWSHEE KB : awsmGigation HubbreFactor ZE B 5E £ 1519,

Tags

HENZHEENKSPRIRN , S HERAEINERZERIR ID #ITHRIZ. S, N

Bl K Transit GatewayCreateEnvironment##5id Hrefactor-spaces:environment-
idBAREE ID EREMIRE . MBIE API Gateway APICreateApplicationifi#rid Nrefactor-
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spaces:application-idANAREF ID FAEH, XEFEATENZHERXLERR. WREE
MIBRIRE | EMZE R EBERM LM BRE IR,

MigrationHubRefactorSpacesServiceRolePolicy

£ A& 7 Migration ationHubreFactRolePolicy FI A& REKEE , AFEWZEENIEENERTRAT
BYE

Amazon API| Gateway &4E
apigateway:PUT
apigateway:POST
apigateway:GET
apigateway:PATCH

apigateway:DELETE

Amazon Elastic Compute Cloud /€
ec2:DescribeNetworkInterfaces
ec2:DescribeRouteTables
ec2:DescribeSubnets
ec2:DescribeSecurityGroups
ec2:DescribeVpcEndpointServiceConfigurations
ec2:DescribeTransitGatewayVpcAttachments
ec2:AuthorizeSecurityGroupIngress
ec2:RevokeSecurityGroupIngress
ec2:DeleteSecurityGroup
ec2:DeleteTransitGatewayVpcAttachment
ec2:CreateRoute
ec2:DeleteRoute

ec2:DeleteTags

EARSEXAL T
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ec2:DeleteVpcEndpointServiceConfigurations

AWS Resource Access Manager &1E
ram:GetResourceShareAssociations
ram:DeleteResourceShare
ram:AssociateResourceShare

ram:DisassociateResourceShare

Elastic Load Balancing ; /€
elasticloadbalancing:DescribeTargetHealth
elasticloadbalancing:Describelistener
elasticloadbalancing:DescribeTargetGroups
elasticloadbalancing:RegisterTargets
elasticloadbalancing:CreatelLoadBalancerListeners
elasticloadbalancing:Createlistener
elasticloadbalancing:Deletelistener
elasticloadbalancing:DeleteTargetGroup
elasticloadbalancing:DeleteloadBalancer
elasticloadbalancing:AddTags

elasticloadbalancing:CreateTargetGroup

BT RN ERBAEATE AR IRE TR RS

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",

ERARSHEXAR
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"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcEndpointServiceConfigurations",
"ec2:DescribeTransitGatewayVpcAttachments",
"elasticloadbalancing:DescribeTargetHealth",
"elasticloadbalancing:Describelisteners",
"elasticloadbalancing:DescribeTargetGroups",
"ram:GetResourceShareAssociations"

1,

"Resource": "*"
},
{

"Effect": "Allow",

"Action": [
"ec2:AuthorizeSecurityGroupIngress",
"ec2:RevokeSecurityGroupIngress",
"ec2:DeleteSecurityGroup",
"ec2:DeleteTransitGatewayVpcAttachment",
"ec2:CreateRoute",

"ec2:DeleteRoute",
"ec2:DeleteTags",
"ram:DeleteResourceShare",
"ram:AssociateResourceShare",
"ram:DisassociateResourceShare"

1,

"Resource": "*",

"Condition": {

"Null": {
"aws:ResourceTag/refactor-spaces:environment-id": "false"
}
}
I
{

"Effect": "Allow",

"Action": "ec2:DeleteVpcEndpointServiceConfigurations",

"Resource": "*",

"Condition": {

"Null": {
"aws:ResourceTag/refactor-spaces:application-id": "false"
}
}
I
{

"Effect": "Allow",
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"Action": [
"elasticloadbalancing:RegisterTargets",
"elasticloadbalancing:CreatelLoadBalancerListeners",
"elasticloadbalancing:CreatelListener",
"elasticloadbalancing:DeletelListener",
"elasticloadbalancing:DeleteTargetGroup"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"aws:ResourceTag/refactor-spaces:route-id": [
T
]
}
}
I
{
"Effect": "Allow",
"Action": [
"apigateway:PUT",
"apigateway:POST",
"apigateway:GET",
"apigateway:PATCH",
"apigateway:DELETE"
1,
"Resource": [
"arn:aws:apigateway:*::/restapis",
"arn:aws:apigateway:*::/restapis/*",
"arn:aws:apigateway:*::/vpclinks/*",
"arn:aws:apigateway:*::/tags",
"arn:aws:apigateway:*::/tags/*"
1,
"Condition": {
"Null": {
"aws:ResourceTag/refactor-spaces:application-id": "false"
}
}
I
{
"Effect": "Allow",
"Action": "apigateway:GET",
"Resource": "arn:aws:apigateway:*::/vpclinks/*"
},
{
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"Effect": "Allow",

"Action": "elasticloadbalancing:DeletelLoadBalancer",
"Resource": "arn:*:elasticloadbalancing:*:*:loadbalancer/net/refactor-
spaces-nlb-*"
},
{

"Effect": "Allow",

"Action": [
"elasticloadbalancing:AddTags",
"elasticloadbalancing:CreatelListener"

1,

"Resource": "arn:*:elasticloadbalancing:*:*:loadbalancer/net/refactor-

spaces-nlb-*",
"Condition": {

"Null": {
"aws:RequestTag/refactor-spaces:route-id": "false"
}
}
},
{
"Effect": "Allow",
"Action": "elasticloadbalancing:DeletelListener",
"Resource": "arn:*:elasticloadbalancing:*:*:listener/net/refactor-spaces-
nlb-*"
},
{
"Effect": "Allow",
"Action": [
"elasticloadbalancing:DeleteTargetGroup",
"elasticloadbalancing:RegisterTargets"
1,
"Resource": "arn:*:elasticloadbalancing:*:*:targetgroup/refactor-spaces-tg-
xn
I
{

"Effect": "Allow",
"Action": [
"elasticloadbalancing:AddTags",
"elasticloadbalancing:CreateTargetGroup"
1,

"Resource": "arn:*:elasticloadbalancing:*:*:targetgroup/refactor-spaces-tg-

"Condition": {
"Null": {
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"aws:RequestTag/refactor-spaces:route-id": "false"

MREERR , 2 IAM KK (AR, ARAe ) tIE, FEIMERBRSHEXAG. AXESE
2, B2 (AM AFER) PRRSHEXABNR,

NEHW Spaces BIERFZHEXAE

TEFHEERFZHEXAR, EFPCIREMN Spaces HhiE, NARERF. BRFSHEHERNAWS BB
#& , AWS CLI , EAWSAPI, Rateway Spaces fFHZRERSH<AE, BXRNENZESIZER
SHXACGHNESER , FSRENZRNERZHEXAGNE.

MERBRLRSZHEXAR  AETERBXCE , TUAEAMRREEKFFEFCRLAR®, HEAE
EfJ Spaces HhE, MAER. RSB KB AFER , Refactor Spaces B XA ECIEZRSHERAG,

YmEB RN EH Spaces RERSHEKRAR

RS HxA BT ARIFE%&mE AWSServiceRoleForMigration HUBREFactSpaces RS Hx A, BIEAR
SHXABEE , BLLEXRACEN , ANAREZII A AZAG, ERAUSER IAM REAE
WEH, BXEZER , HZN (AM AFERE) PHRERSHEXAE,

fH BRE ¥J Spaces HRZHXHE

NRTBFEEAENTERSHAXACHURIRS , RNBUEHRZAC, XIHEERIBERRE
HEEREFWAREASKE, BR , BLTEBRBRFSERACHNRER , RAEFTEFINRE.

(® Note

WMREEAEMBRFIRITERN Spaces RFIEEEAZAE , MMREETES AN, MRK
EXMER , BEF/LOHEER

1 Bk AWS ServicerOleformMigation HubreFactSpaces £ A EMZE B ER , BEAEWZ A EE
BMBREIR , X EIREAMIER AP #21E, BXMER API RIENEZER |, ESHENZE APl SZ.

£/ IAM Fah M BRERS X B &
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https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/APIReference/Welcome.html
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£/ IAM #2#|& , AWS CLI , REAWSHIBR AWS ServiceRoleForMigration HubbreForSpaces RS
MXAEBMN API, BXELZER , B35 (IAM AFEE) WHBRRESHEXAE,

RS AR A BRI ER Spaces XM X1
YEHERSTANMEXEHREARSHEIAR, BXEZER , B5H AWS XEMAIRT Ko

AWS Migration Hub BY& #1438 E

ERNSAITEW—EBD , E=FHFit A FiFf AWS Migration Hub N Z2MMEME. AWSEH LT
X, HAa#E SOC. PCl, FedRAMP, HIPAA REE,

HIRAWSHESMEITREERMRS , TSRS ITISEE AN AWS RS BXENER , BS
FIAWSE MM it &,

BALAERA AWS Artifact TEE=ZFFitikt. BXEZELR |, BHS T AWS Artifact FHIIRE

R EF H ReFration Space V&M MR T HENWHRIBEBNHERML., BLATRNEAMERURERNE
BEMRE. AWSIEA LR EU T RIFEREBEISSIESHME -

- Z2MEEHM Quick Start 15§/ - XEMEEMITIL TREESI , HREMTHE AWS LBEE
FREMMNEAENELIEN TR,
QRIS HPAA Z2MFEMMERNEN) BED - WBR BN ELRNAEAAWSCIERFE
HIPAA ¥R ER BRI ARR T
« AWSEMMSRIR - kil FFMMEEESTREERTENTLINVE,
{AWS Config FF R AR 18 HHVEAFNFL R — AWS Config ; ¥4 &8V B IRELE X N ZB3E
BB, TAEmAEANERBER.
« AWS Security Hub CSPM — lLAWSIRSF 2 TAWSHZ RSN EUE , IHEBERERRH
BRETUFRHENREER,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://d0.awsstatic.com/whitepapers/compliance/AWS_HIPAA_Compliance_Whitepaper.pdf
https://aws.amazon.com/compliance/resources/
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{58 A Bt AR S5

AWS Migration Hub E#4Z2[E] B sl AR , ATBE2 R EE 1,

AN NMBHMAWSEEMZEAREN RS

£ 8 CloudFormation f%2 & #3258 '& JR

AWS Migration Hub E#JZ=[8] SAWS CloudFormation , 2 —TRS , AT BB EHTREFNRE
AWSEHZRFZRRIVNERUENEERRSEM R, SO - MERKRERFIEAWSFIEDN
BR (GImRE, NARF. RSFMEH ) , ALK CloudFormationy 8T B M & B X L& TR

E&EFE AR CloudFormation , A] & A SRR MRR T M it B & 18 B & HY Rreation Space #R. #HiR
—RIEBWER , RREZN AWS IkF X R EMBHERBHERR.

E#JZ2 8 # CloudFormation &R

E N Rreation Space MXRFRENEERIE , BHUM T . CloudFormationtEix. Hix=Z JSON
= YAML KB XA, XEERIFIREE CloudFormation & FiAEN TR, NREFTAER
JSON =} YAML , ATBA%E CloudFormation Designer EY#5Bh T FF 28 CloudFormation 1#1x, BXE
Z{ER , 15 H AWS CloudFormation AP B A T 4L =2 CloudFormation Designer ? o

B4 Spaces XIFHEHOIEFE, NARRF. RFMEHCloudFormation. EXEZER (BEAT
R, MARER. RSMEEER JSON M YAML R ) |, ESRAWS Migration Hub 4% 8] A
HAWS CloudFormationfl 5 /.

BB

LU RBIEMRGIE T — Virtual Private Cloud (VPC) f1E#] Spaces HiR. ZH#RIEFEE
CloudFormation#& iR K 6 E R EMIMR AT EEF |, EXZEEIEF & FBE UL TER.

Example YAML E#3Z= 8] &

AWSTemplateFormatVersion: '2010-09-09'
Description: This creates resources in one account.
Resources:
VPC:
Type: AWS::EC2::VPC
Properties:
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CidrBlock: 10.2.0.0/16
Tags:
- Key: Name
Value: VpcForRefactorSpaces
PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]
CidrBlock: 10.2.1.0/24
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: RefactorSpaces Private Subnet (AZ1)
PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]
CidrBlock: 10.2.2.0/24
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: RefactorSpaces Private Subnet (AZ2)
RefactorSpacesTestEnvironment:
Type: AWS::RefactorSpaces::Environment
DeletionPolicy: Delete
Properties:
Name: EnvWithMultiAccountServices
NetworkFabricType: TRANSIT_GATEWAY
Description: "This is a test environment"
TestApplication:
Type: AWS::RefactorSpaces::Application
DeletionPolicy: Delete
DependsOn:
- PrivateSubnetl
- PrivateSubnet2
Properties:
Name: proxytest

EnvironmentIdentifier: !Ref RefactorSpacesTestEnvironment

VpcId: !Ref VPC

ProxyType: API_GATEWAY

ApiGatewayProxy:
EndpointType: "REGIONAL"

E 72 AF CloudFormation 14k
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StageName: "admintest"
AdminAccountService:
Type: AWS::RefactorSpaces::Service
DeletionPolicy: Delete
Properties:
Name: AdminAccountService
EnvironmentIdentifier: !'Ref RefactorSpacesTestEnvironment

ApplicationIdentifier: !GetAtt TestApplication.ApplicationIdentifier

EndpointType: URL
VpcId: !Ref VPC
UrlEndpoint:
Url: "http://aws.amazon.com"
RefactorSpacesDefaultRoute:
Type: AWS::RefactorSpaces: :Route
Properties:
RouteType: "DEFAULT"
EnvironmentIdentifier: !'Ref RefactorSpacesTestEnvironment

ApplicationIdentifier: !GetAtt TestApplication.ApplicationIdentifier
ServiceIdentifier: !GetAtt AdminAccountService.ServiceIdentifier

RefactorSpacesURIRoute:
Type: AWS::RefactorSpaces::Route
DependsOn: 'RefactorSpacesDefaultRoute'
Properties:
RouteType: "URI_PATH"
EnvironmentIdentifier: !'Ref RefactorSpacesTestEnvironment

ApplicationIdentifier: !GetAtt TestApplication.ApplicationIdentifier
ServiceIdentifier: !GetAtt AdminAccountService.ServiceIdentifier

UriPathRoute:
SourcePath: "/cfn-created-route"
ActivationState: ACTIVE
Methods: [ "GET" ]

T B XM E CloudFormation

E T fEHX CloudFormation WEZEE , BSRUTER :

AWS CloudFormation
AWS CloudFormation B g/
CloudFormation APl &%

AWS CloudFormation s S {TREAF ™

T #EB XM E CloudFormation
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FE 2% EH Spaces API A FAWS CloudTrail

AWS Migration Hub E#J%2 8] SAWS CloudTrail , ##AF. AGEAFFIXEURIENIERNERS
AWSEHZRIFHIRS . CloudTrail MEWZRINFATE APl BAENEHHER. BRNBAASEXRE
E# Spaces E%'J"‘E’Jlﬂﬁﬁ*ﬂi‘fi*ﬂ Spaces API 2ERIRIBIAH., MREET —MNEER , AT LE
CloudTrail EH#FL151% | Amazon S3 &M ( 2IEEH Space WEH ) , MRBFEHEEBRERIZR ,
M3 A 1E CloudTrail ##| & FH Event history ( EH4ARIEF ) PEFERHEMH. A CloudTrail ¥
EMER , BULIBEREMN Spaces X H THAER, KHERH IP thut, MALZHHER, BEXR
W& A RIA R i EER.

ETHEX CloudTrall WEZEE |, 55 AWS CloudTrail A8,
E ¥ CloudTrail RHYZEEIE R

IR AWS Ik Bt , REZIKF LS A CloudTrail, HEMZERAPREFEN | ZEHFIZRKE
CloudTrail 49 , A 5HEMSEH —FREFEPAWSHHBRSZSEHEMHICFK. B UE AWS K HE
E. BRENTHEHEN. BXESZER , FSHMEMA CloudTrall EHA L IEFEEEH.

ERSZIEERTNES , BREIERAWSEIEZRE ( BRENZEHNENH ) . BXRE |, CloudTrail 7
FFHEXHZIEE Amazon S3 FEfE. BIABERT , EEH AP RREKIZRA , HRFRIEFRNAT
FIBELSBHERE X, REE AWS 2 XHPiERAMEXEFNEHS , FFEEXHEEZRIEEN
Amazon S3 7M. AL, BRAILBEERECAWSES , #—F 27 CloudTrail A &R SN EHK
EHAXETH. BXREZERE , BZHATIAE :

- BIEREREBLRK

» CloudTrail ZFHERFMER

* 73 CloudTrail fit & Amazon SNS &4
- MNBEANXiF#ER CloudTrail BEXH
« MNBENIKF#EU CloudTrail BEXXH

CloudTrail I8k EWZ=RIRIE , HICRKEEN Space API ZZE. flan |, 3t
CreateEnvironment. GetEnvironment  ListEnvironments ##EMIEHSLTE CloudTrail H
BN HHRER%KE,

BIMEHHBATREBESEXRERBFROARGR. BOEETHBEHEUTRR

- ERRERBAFEIERZ AWS Identity and Access Management (IAM) F P &EIER HEY,.
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FXHTE—NEBZNMNAERB, NEBEHRTKEBEMAEN—NER , BIEEXRMBERWIRE, BE
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FERAAZEHZEIINFEAWS RAM
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