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ft AR S FEE XREE (AMB) &if ?

Amazon Managed Blockchain (AMB) @ — B2 ENRS , EEBWEELHRNABX R L2
HMH Web3 RIARERF. £/ AMB Access Xt ZNXIREEH TR LRSS | 1HE. TEWBEEZITH
XHrgEEMREHREFEXREMNZNERE , TR EF Web3 WA ARERF. 58 AMB Query , &
AR RARKFH AP RERIG MK B SN XREMNSZN T LHIE, AR XRERIE T

5 AWS RSER , TELITHWXRAEEMIZES ETL ( I2E., #RFMMEK ) . FiE AMB hagig
T2V B, EATHIHREMERERENARFEE,

Amazon Managed Blockchain (AMB) EH#Z X RN, ZXREBFEEN RS SH[HEART T X

ARKEFW API 46, LAILAERA AMB Query IRIBEAFRERE —PMNHS ML XREFIENNARE
F, MEEXAHEMXREHRE, RESANLEFTIINRSIEMZHENTE. TRERSHTERLR
MERTAERRTNAERTRE (NFTs ) , EEATCHBHUNRBALIER , EENUABE

FEEMZHE TN D HmITEESH , AMB QueryEB R 1R BT A] X3R5 5IE .

B2 EIXER AMB Query BRI 2

MREREXRER AMB Query WAF |, RIMNBWEREFERUTES -
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- RETW S#EE XREE (AMB) i)
- TOBHEEXRE (AMB) EHA]
- TOHEEXRE (AMB) EiHHHI

B ERER AMB Query G ? 1
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FEMS  LERHEERXRE (AMB) £

® Note

FEERREATZESIWXRER . XEFSLFEEP L. R, &4, X5 proof-of-
work, . &2, XHNRA. BE. XF. BFESF

Amazon Managed Blockchain (AMB) & & Al L5 {E #1757 2 KR EM B IR | XFEEAIUERA
#h IR AN XIREESESN MR £ T XXBIE. B LAER AMB Query M XREEM L (il a0t 4F T E W
MEUAARSHER ) BTREBE, SETSEREVER |, Hlinith it §9 L5 F7A R , & BT AIREVA E /T E
BHANXRERZ IR, A, BEATURREESSNEAEE , IURZEH , BALUH—F 5
XLEAT  RENEATHNARFNLSZEETF,

AT S EE XHREE (AMB) &8/ )T E =10 R F
£/ AMB B , BEERUTILR :

- AARXE

EZERI (FHHFELILE ) us-east-1XEFZHF AMB &Eif,

« RS KU
AJEAER LT iw [R5 IR AMB &1

https://managedblockchain-query.us-east-1.amazonaws.com.

© TIERRYXIREEM 45

AMB Query XA T A HXIREEM L -

« T ER — @3 proof-of-workHIRRIF R A H ST XREEM L | Lh43™ (BTC ) MZEHET R
EZRNELERITHNRZN, TN ENRZEEERNE (B2 , SN EXRFREAR ) , Hig
REAHXHREE L,

o LEEFETMIER — S ERBN LR, ZME ENEET (BTC ) 5EXMEET R , #A
BEREEANE,

FERT S EEXREE (AMB) K EE BT R F 2
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o DUIKRHHEMN — 2 H ARG XREE proof-of-stake N EM K, TM LW Z EBKFHME ( BRER
W, EMNSFEXREGERA ) , AEFREIHAKS L.

» Sepolia WX — LUAHLEMBN AN, ZMEZ LRELAT (ETH ) 5EW ETH 22 7F6Y , # 8
BERAEEMANE.

- XEHXRERTNEY

AMB Query X#E T REMFHEUKR B EAKRT,

o NHXREFENRT
- M (BTC ) — XRLAFMMEXXRENRENRT,
« LK™ (ETH) — XRUKRHHEXXRENRER T,

« BIKIHEAIRIHE

- ERC-20 X Ti#5H — ERC-20 RAIHERKTWIcTE, EE—NEMY , IAFEEN ERC-20 K
E%ENS —1MNERC20 RME£MERE (EXREMNEL ) , XEKRE —MHOIMEFERESE
TrREREMR T, RTHESZEE |, 55 H Ethereum.org £# ERC-20 X H#5/E,

« ERC-721 A HERAMIrAE — ERC-721 RFABERRTHIRE ()o NFTsIXFPREWAHEIE
—Z=H , HNMETRESR—EYFN S —MAMAFE , XUERHTHFR, FEERHMWE
MBS, MTMEZEL , S Ethereum.org £# ERC-721 R TitR/E,

ERC-1155 ZR MR — ERC-1155 R —MIBEAFEOMNIRAE |, ZFEOUUKRTMZEFTE
BENTERMTATERANNATRE, BdxfHAF R , ERC-1155 K TMIEE A LA 5 ERC-20
# ERC-721 K TAERE , EE AL EN X EREHNEA. ERC-1155 KTt T ERC-20 F
ERC-721 R THEE , FHEMSM , BNYETHIENENE R, KTHREZER , BSH
Ethereum.org £#) ERC-1155 X M54,

- KR

EXRER  KREAMEREFRNRZ T ATREEEE, N THEHER , AMB QueryINARX S 6
MRERATER. HTHGMAUHAN , BNARBENXRHE0THETEK , AL ENE X
FXEFHUKRLEMEE , AMB Query NARZE 64 MNXRERL T

AMB Query WX MREFEY API BREMUREIEERAIEIE, B2 , AMB Query WR BN ZE
# AP BETLUREI XREEM L FERIAN X BNETE | AIEXEREHARLABEE,

« PxFzEdt



https://eips.ethereum.org/EIPS/eip-20
https://eips.ethereum.org/EIPS/eip-721
https://eips.ethereum.org/EIPS/eip-20
https://eips.ethereum.org/EIPS/eip-20
https://eips.ethereum.org/EIPS/eip-721
https://eips.ethereum.org/EIPS/eip-1155
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- LERAE 45 AP FARITER

A AMB &ifjit APIs , B BEFERASARA 4 ERAREHITEHRIULMN HTTPS E##HTH
B. XERERE AWS Ik HIREBIZNH IAM ZIEATEEAH AMB i APl, Jitk | 2504 Ry
iR AWS iE$ (AR 240 ID MAEHREZR ) .

/A Important
TEEEOAFHNNARFPRAT S RER.

- AMB Query XEFLXEFTRZFIRFNRZ G H

X F LTRSS , AMB Query APl R ERIRN XX BIFIRAF (transactionId) MR HM
% (transactionHash), transactionId23XZHMN SHA B&HE , TEENIEAR
&, transactionHash@XZWN SHAKBFHE , LELIEARE (EHARIEAKRSZ ID) .

ERETMEIEAGetTransactionsx ListTransactionEventsAPI B4ERT |, A LUIE
EtransactionId®., transactionHashittd) , tb4EH WL EFTAEIRE a transactionId 5 a
# AMB Query #{E#transactionHashiFEN T EXHMEERNERE —F 5

ERALDEEE XHREE (AMB) K EZ ST R 4


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_GetTransaction.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTransactions.html
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RET D ITEXREE (AMB) £1f

EEERERALDBHIEEXRE (AMB) EZ8l , FRBATHHNSROE AWS K/~ UTHD
IMAF e ER AMB Eif,

FRFEFEFEEM
EBXBEH Amazon Web Services Z 81 , A H —N AWS K,
®kEZ S AWS

L AESEM Amazon Web Services (AWS) B |, #&8) AWS Ik BEMATE K S AWS RS |, 2L
Ot E XH4E (AMB) £ifl, BRENFEANRS %,

MREAWS IKF BLE , BT -5, MREBEEE AWS K, , EFERAUTESERGIE,
B AWS K/

1. $TFhttps://portal.aws.amazon.com/billing/7E AR
2. EBERELNHBARE.
XM, FEIEELWIERE , EREABEFRERMA —NRIEBE,

HIEEMET AWS IKF , RS BZAWS IKFRAF —1 RAFBERGRIZKS PHRE AWS
RS MAR. ENZEZEXEK , FARFIEERBRMNER , FAREARAFKRNITEER
AP HRRRNES

REEFRINEN IAM AF

EQEMFERA AMB Query , BATMBIE—/ AWS Identity and Access Management (IAM) £ A
(AFPEEYE )  ENRATHLENREXRERE,

HE IAM ZE AL H AMB &£if] APl i8R, A AMB &ifIff APIs , Al LUBE R X E A 4
ZZRERITERRIEN HTTPS EE#H T AR, XEKRERE AWS K- hIREENN IAM EEAS

A AMB £if) APl, Fitb , AFERIFRIRHE AWS iIE$ (FRZESA ID MRBHREH ) -

BXRUOFAGE IAM AFHNER , BSHEEN AWS IKF 012 IAM A . BX{amE A XERR
KHENEZEE , BERERIAM AFBNRER. BXATATRAFRTFEH AMB Query BI R R B
ARG, FZRTDBEEXRE (AMB) EANE T SO ERK RO,

FRFMFEEE 5


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html
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ZHENBE AWS Command Line Interface

MREERZFM , FREZHH AWS a5 1T5RE (CLI) AERARBL IR AWS HiR. BXEZE
B, BEARESEH AWS CLINRFRA.

(® Note
BT CLIEH , BFEWRREYA ID NRWBHFRFEH, MRARE , FEARNETIERE Y
WREH, GRIESEERZSA ID. BEBRZR , AR—MERFIEANIHNZES
. BXREZEER , HZH IAM AF EEFHRIERERS AWS BIRE S FER.

EAEALDHEEXRE (AMB) ERE R XHREE AWS S22
L

[

A LAE A Amazon Managed Blockchain (AMB) &) , HEX I XREM L £ AWS BRI H A3
TEH, UTTRETR 7 IR ITECERE

I Dz XREE BRI E A , Bt A https://console.aws.amazon.com/managedblockchain/o
M Bl &80 FikF ‘BERRER .

MEZRHHXIREMEHEFE -,

EREETHERERE,

RMAFTEERRBENEXRSE , AREITER,

o M w0 Dd =

AMB Query HETENENR , BREEALREOPEIER.

ZEFEE AWS Command Line Interface 6


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://console.aws.amazon.com/managedblockchain/
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T D #h & X $R 45 (AMB) ZifJ Al

[T ) step-by-stepBIER S ST AT AT DEHEE KRG (AVB) BWRAITES, KL
BE—ERRH, MRETHE AVB Query , THUEEREENRERS. HXESEL  H5H
% B T DI R EE (AMB) i),

(® Note

XERFPH—LEXERUREEFEN. ESTXERMZE , BRENBERNEECSHEYR
o

.
- BIBATIAE AMB Eif) API RIEHN IAM KB
£ Go R L #hEEXREE (AMB) Eif] APl R
£/ Node.js X H S EE X4 (AMB) Eif] APl 53K
£/ Python & HI S E XREE (AMB) Eif) API iF3K

{F F E# Amazon Managed Blockchain (AMB) Zif] AWS B2 414 Kz (TiRE
GetTokenBalance

SIZ A F 5 AMB £ API /ERY IAM KB

ExRH AMB E£i) API R , BATEANT SHEE XRE (AMB) ZEG M IAM RBRHY A FIE
$ ( AWS_ACCESS_KEY_ID #1 AWS_SECRET _ACCESS_KEY ), £ AWS CLI % 7 W&+ |
ETUTaSeIZA TR AMB Query API I24EHY IAM SRRE

cat <<EOT > ~/amb-query-access-policy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Sid" : "AMBQueryAccessPolicy",
"Effect": "Allow",
"Action": [
"managedblockchain-query:*"

1,

"Resource": "*"

BIZ IAM KR 7
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}

}

EOT

aws iam create-policy --policy-name AmazonManagedBlockchainQueryAccess --policy-
document file://$HOME/amb-query-access-policy.json

BIEREES |, FHZEMHME IAM AP AGUERER, £ AWS EEEH A , SHE 1AM R
%, HIFEmEM fIAmazonManagedBlockchainQueryAccess®| 2 B AN FERZRESH IAM AFH
Ak, BXEZER  BSRCIEAGHSELS IAM AP,

(® Note

AWS BIUER FXEE API BENTFENR , MAREABRERN. “AXEZFELR , F5H
R ERN I D3 EE XRE (AMB) Eif) AP #1E,

A Go X HI LB EEXREE (AMB) Eiff APl iFR

& B Amazon Managed Blockchain (AMB) i , Bl X BB R RAWE , SO AT UMEKH T
ENEdim R XKREBIEN N AERF. AMB Query XEFZMAF |, fIINEZEKINRZFHLIER, BREX
SRFREEXRRZINLETXER , REBFBRIEERT LR ERC-721, ERC-1155 #l ERC-20 X #Y

LUTRGIER Go IS0 , HEM AMB i) API R1E. BX Go MEZEE , B2 Go Xt A
X AMB & API WEZEE , BRI D EMETE XKREE (AMB) i API & 314,

LR RPIERAListTransactionsfl GetTransaction APl 4E B &IREVA K3 = W £ 4 E N ER A
Bttt (EOA) WAMERZWFIR , RAE T M RIIMNIRHPRERERFHRZFMAER

Example— £ Go # 1T ListTransactions AP| #&1E

U T RBE HZListTransactionsBxX1listTransactions.goR & NP X4,

package main

import (
"fmt"
"github.com/aws/aws-sdk-go/aws"
"github.com/aws/aws-sdk-go/aws/session"
"github.com/aws/aws-sdk-go/service/managedblockchainquery"

£/ Go Kyl 8


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://go.dev/doc/
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_Operations.html
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Iltimell

func main() {

// Set up a session
ambQuerySession := session.Must(session.NewSessionWithOptions(session.Options{
Config: aws.Config{
Region: aws.String("us-east-1"),
I
1)

client := managedblockchainquery.New(ambQuerySession)

// Inputs for ListTransactions API

ownerAddress := "0Ox00000bf26964af9d7eed9e@3e53415d*******x"
network := managedblockchainquery.QueryNetworkEthereumMainnet
sortOrder := managedblockchainquery.SortOrderAscending
fromTime := time.Date(1971, 1, 1, 1, 1, 1, 1, time.UTC)
toTime := time.Now()

nonFinal := "NONFINAL"

// Call ListTransactions API. Transactions that have reached finality are always
returned
listTransactionRequest, listTransactionResponse :=
client.ListTransactionsRequest(&managedblockchainquery.ListTransactionsInput{
Address: &ownerAddress,
Network: &network,
Sort: &managedblockchainquery.ListTransactionsSort{
SortOrder: &sortOrder,
},
FromBlockchainInstant: &managedblockchainquery.BlockchainInstant{
Time: &fromTime,
I
ToBlockchainInstant: &managedblockchainquery.BlockchainInstant{
Time: &toTime,

}I

ConfirmationStatusFilter: &managedblockchainquery.ConfirmationStatusFilter{
Include: []*string{&nonFinal},

iy
1)
errors := listTransactionRequest.Send()
if errors == nil {

// handle API response

£/ Go Kyl 9
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fmt.Println(listTransactionResponse)
} else {

// handle API errors

fmt.Println(errors)

RIFXMfE |, #EListTransactions B FRPEAU T HIETRE 1 go run listTransactions.go.

BLTRERUTUTAR

Transactions: [
{
ConfirmationStatus: "FINAL",
Network: "ETHEREUM_MAINNET",
TransactionHash:
"Qx12345ea404b45323c@cf458ac755ecc45985fbf2b18e2996af3c8e8693354321",
TransactionTimestamp: 2020-06-01 01:59:11 +0000 UTC
},

{
ConfirmationStatus: "FINAL",

Network: "ETHEREUM_MAINNET",
TransactionHash:
"@x1234547c65675d867ebd2935bb7ebe@996e9ec8e432a579a4516¢c7113bf54321",
TransactionTimestamp: 2021-09-01 20:06:59 +0000 UTC
b

{
ConfirmationStatus: "NONFINAL",

Network: "ETHEREUM_MAINNET",

TransactionHash:
"@x123459df7clcd42336cdlcbtbbcae@eb660cctl3ef3a159f05061232a24954321",

TransactionTimestamp: 2024-01-23 17:10:11 +0000 UTC

}

Example— £ Go #1T GetTransaction AP| &1k

WRBIFERALHREFHORERR, FUATRIBEHEIGetTransaction B FGetTransaction.go¥
BRI,

package main

£/ Go Kyl 10
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import (
"fmt"
"github.com/aws/aws-sdk-go/aws"
"github.com/aws/aws-sdk-go/aws/session"
"github.com/aws/aws-sdk-go/service/managedblockchainquery"

func main() {

// Set up a session
ambQuerySession := session.Must(session.NewSessionWithOptions(session.Options{
Config: aws.Config{
Region: aws.String("us-east-1"),
},
1)

client := managedblockchainquery.New(ambQuerySession)

// inputs for GetTransaction API

transactionHash :=
"0x123452695a82868950d9db8f64dfb2f6f0ad79284a6c461d115ede8930754321"

network := managedblockchainquery.QueryNetworkEthereumMainnet

// Call GetTransaction API. This operation will return transaction details for all
// transactions that are con#rmed on the blockchain, even if they have not
// reached #nality.
getTransactionRequest, getTransactionResponse :=
client.GetTransactionRequest(&managedblockchainquery.GetTransactionInput{
Network: &network,
TransactionHash: &transactionHash,

1)
errors := getTransactionRequest.Send()
if errors == nil {

// handle API response

fmt.Println(getTransactionResponse)
} else {

// handle API errors

fmt.Println(errors)

RIFXMHfE , EGetTransaction B RHFEAU T REITHREE : go run GetTransaction.go.

TR Go B bl 7
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LTRERUTUTAR

Transaction: {
BlockHash: "@x000005c6a71dlaftbc@@5a652b6ceca71cd516d97b0fc514c2a1d0f2ca3912345",
BlockNumber: "11111111",
CumulativeGasUsed: "5555555",
EffectiveGasPrice: "44444L444444",
From: "@x9157f4de39ab4c657ad22b9f19997536* ¥ ***** 1,
GasUsed: "22222",
Network: "ETHEREUM_MAINNET",
NumberOfTransactions: 111,
SignatureR: "0x99999894fd2df2d039b3555dab80df66753f84be475069dfaf6c61@3*******x1,
SignatureS: "0x77777al0le7f37dd2dd0bf878b39080d5ectf3bf082c9bd4f40de783ex ****** 1,
SignatureV: 0,
ConfirmationStatus: "FINAL",
ExecutionStatus: "SUCCEEDED",
To: "Ox55555641282bf135d62168c1e51328Qd******xxx
TransactionHash:
"0x123452695a82868950d9db8f64dfb2f6f0ad79284a6c461d115ede8930754321",
TransactionIndex: 11,
TransactionTimestamp: 2022-02-02 ©01:01:59 +0000 UTC

}

% GetTokenBalance APIN M T —fIREUE4ENRT (ETHRBTC ) REM A ZE , ZRETHT
FREVE AN B SNSRI BRI ( EOA ) BYHETRF,

Example— £ GetTokenBalance API #/E3REX Go F RER T RE

FEUUTRAIF |, #EH GetTokenBalance API TE AR EM L3REUEHE AR (ETH) K&, FHUT
K13 E #1F|GetTokenBalance B &GetTokenBalanceEth.goH & R I X,

package main

import (
"fmt"
"github.com/aws/aws-sdk-go/aws"
"github.com/aws/aws-sdk-go/aws/session"
"github.com/aws/aws-sdk-go/service/managedblockchainquery"

func main() {

fEF Go K9 Rl 12
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FRARER

// Set up a session

ambQuerySession := session.Must(session.NewSessionWithOptions(session.Options{

Config: aws.Config{
Region: aws.String("us-east-1"),
1,
)

client := managedblockchainquery.New(ambQuerySession)

// inputs for GetTokenBalance API

ownerAddress := "OxBeE510AF9804F3B459C0419826b61225* ****xxxn
network := managedblockchainquery.QueryNetworkEthereumMainnet
nativeTokenId := "eth" //Ether on Ethereum mainnet

// call GetTokenBalance API
getTokenBalanceRequest, getTokenBalanceResponse :=

client.GetTokenBalanceRequest(&managedblockchainquery.GetTokenBalanceInput{

TokenIdentifier: &managedblockchainquery.TokenIdentifier{
Network: &network,
TokenId: &nativeTokenId,

},

OwnerIdentifier: &managedblockchainquery.OwnerIdentifier{
Address: &ownerAddress,

iy
1)
errors := getTokenBalanceRequest.Send()
if errors == nil {

// process API response

fmt.Println(getTokenBalanceResponse)
} else {

// process API errors

fmt.Println(errors)

REFNXME , EGetTokenBalance B FHRFERA U T HETHAHB : go run
GetTokenBalanceEth.go.

MTHERUTUTRS :

AtBlockchainInstant: {

Time:

2020-12-05 11:51:01 +0000 UTC

£/ Go Kyl
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},
Balance: "4343260710",
LastTransactionHash:
"Qx00000ce94398e56641888f94a7d586d51664eb9271bf2b3c48297a50a0711111",
LastTransactionTime: 2023-03-14 18:33:59 +0000 UTC,
OwnerIdentifier: {

Address: "0x12345d31750D727E6A3a7B534255BADd* * % ** x % %"
.
TokenIdentifier: {

Network: "ETHEREUM_MAINNET",

TokenId: "eth"

f# Node.js & H I O# £ & X R4 (AMB) Zif] APl R
EZ1TiXE Node =6l , EEREUTEREH -

1. BRI EH ESRELET SIRAEESE (nvm) M Node.js. EBRAILAE AR BIRERTHRE A,
2. fffnode --versionm S HWEINEEAMNE Node R4S 14 HESHRA, MREE | EAIUUE

Anvm install 14%S$Hnvm use 14t S TERZA 14,
3. METEAWS_ACCESS_KEY_IDFIAWS_SECRET_ACCESS_KEYM4MBE 5K <EBEMEIL,

EAATHTRXELTEBENFHESHIF W, FMUATREEROEZERN IAM A7 IKS B
EJVRIER

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

(@ Note

- ERFBESLREZFNGE , BRLUEE HTTPS R XA M IE R RIS+ E X 3Rk (AMB)
Eif) API BB A Node.js FEYRAE hitps EIRIBHER , LA UER AXIOS FE=%
EEH M AMB Zifj i RHIE,

o XERBIFEAE=F HTTP E % Node.js , BB AT LAER AWS JavaScript EF AT
B &M AMB Query & HiEK,

« LUTRROIBERTRT W{aI6ER Axios 1 Sigv4 B9 AWS SDK 3Rk H AMB &if] API &R,
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U Tpackage. jsonXHE H B A IFH TR FF

{
"name": "amb-query-examples",
"version": "1.0.0",
"description": "",
"main": "index.js",
"scripts": {
"test": "echo \"Error: no test specified\" && exit 1"
b
"author": "",
"license": "ISC",
"dependencies": {
"@aws-crypto/sha256-js": ""4.0.0",
"@aws-sdk/credential-provider-node": "~3.360.0",
"@aws-sdk/protocol-http": "7A3.357.0",
"@aws-sdk/signature-v4": "A3.357.0",
"axios": "MN1.4.0"
}
}

Example— £ AMB &if] API N EM I EBFTA itk (EOA) B R LR M RH GetTokenBalance

BRI LAE A GetTokenBalance API 3REXEFX T ( iz ERC20 ERC721, M ERC1155 ) MERE™M
(flan , ETH M BTC ) BIRE , B AFERAX L REIBRIEFH F timestamp ( Unix B EE-F ) FREHL
HBHEBERIKF (EOA) HHBIRE, FELLRAIH | BEA GetTokenBalanceAPl £ LAY M EIREX
ERC20 X USDC Hy b1t K&,

BN GetTokenBalance APl , IR AT RIBEHF B NI X Ftoken-balance. js , Rz
XHREFEB-INITEB RS :

const axios = require('axios').default;

const SHA256 = require('e@aws-crypto/sha256-js').Sha256

const defaultProvider = require('@aws-sdk/credential-provider-node').defaultProvider
const HttpRequest = require('@aws-sdk/protocol-http').HttpRequest

const SignatureV4 = require('eaws-sdk/signature-v4').SignatureV4

// define a signer object with AWS service name, credentials, and region
const signer = new SignatureVa4({

credentials: defaultProvider(),

service: 'managedblockchain-query',

region: 'us-east-1',

sha256: SHA256,

& A Node.js B R4l 15


https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/GetTokenBalance.html

Amazon Managed Blockchain Z i FERARER

1)

const queryRequest = async (path, data) => {

//query endpoint

let queryEndpoint = “https://managedblockchain-query.us-east-1.amazonaws.com/
${path}";

// parse the URL into its component parts (e.g. host, path)
const url = new URL(queryEndpoint);

// create an HTTP Request object
const req = new HttpRequest({
hostname: url.hostname.toString(),
path: url.pathname.toString(),
body: JSON.stringify(data),
method: 'POST',
headers: {
'Content-Type': 'application/json',
'Accept-Encoding': 'gzip',
host: url.hostname,
}
18

// use AWS SignatureV4 utility to sign the request, extract headers and body
const signedRequest = await signer.sign(req, { signingDate: new Date() });

try {
//make the request using axios
const response = await axios({...signedRequest, url: queryEndpoint, data: data})

console.log(response.data)
} catch (error) {

console.error('Something went wrong: ', error)
throw error

let methodArg = 'get-token-balance';

let dataArg = {

& A Node.js B R4l 16
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" atBlockchainInstant": {
"time": 1688071493
iy

"ownerIdentifier": {
"address": "Oxf3B0073E3a7F747C7A38B36B805247B2*x****%*\" // externally owned
address

iy
"tokenIdentifier": {
"contractAddress":"0xA0b86991c6218b36c1d19D4a2e9EbQcE********" = //USDC contract

address
"network" :"ETHEREUM_MAINNET"

//Run the query request.
queryRequest(methodArg, dataArg);

BETRT , WEXHAERRTIFAE , AEETUTHS |

npm i
node token-balance.js

B TIETHIA , EARBFELNSE , BLUERAARSHER LS HAEOAR ERC20 USDCRE,
RRLPTFUTAR :

atBlockchainInstant: { time: 1688076218 },

balance: '140386693440144",

lastUpdatedTime: { time: 1688074727 1},

ownerIdentifier: { address: '@xf3b0073e3a7f747c7a38b36b805247b2****x***x" 1

tokenIdentifier: {
contractAddress: '©xa®@b86991c6218b36c1d19d4a2e9ebce******x*x!
network: 'ETHEREUM_MAINNET'

£/ Python & iH I S FEE XREE (AMB) Eif] API iF3K
EiZ1TX Python "l , EEREUT EREZMS

1. YREGITE N E SRR E T Python, BELAE AR IIRIERZHI L LA,
2. REFEHT Python ¥ AWS FF & T E4 (Boto3).

2
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https://wiki.python.org/moin/BeginnersGuide/Download
https://aws.amazon.com/sdk-for-python/
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3. ZEAWS th ST REHETEHFaws configureNAccess Key IDSecret Access Key, A
®REZERegion,

SERFTESREME |, B LUEE HTTPS /A AWS &R T Python WEETF & T EG%k % HI 5
B X R4 (AMB) Zif] APl 3R,

LA Python 7RI boto3 HEVIEIR[E] AMB &if] AP| REL XM H S E Sigva RkHE
Ko ListTransactionEventslt REIKFEUAFEN LA ERZ X HHNEHIIEK,

ML Flist-transaction-events.pyX# S4B A IR EHN TER FH :

import json

from botocore.auth import SigV4Auth

from botocore.awsrequest import AWSRequest

from botocore.session import Session

from botocore.httpsession import URLLib3Session

def signed_request(url, method, params, service, region):

session = Session()

sigv4 = SigV4Auth(session.get_credentials(), service, region)
data = json.dumps(params)

request = AWSRequest(method, url, data=data)
sigv4.add_auth(request)

http_session = URLLib3Session()

response = http_session.send(request.prepare())

return(response)

url = 'https://managedblockchain-query.us-east-1.amazonaws.com/list-transaction-events'
method 'POST"

params {

'network': 'ETHEREUM_MAINNET',

'transactionHash': 'Qx125714bb4db48757007fff2671b37637bbfd6d47b3a4757ebbd0c52229841905"

}
service = 'managedblockchain-query'
region = 'us-east-1'

# Call the listTransactionEvents operation. This operation will return transaction
details for

# all transactions that are con#rmed on the blockchain, even if they have not reached

# #nality.
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listTransactionEvents = signed_request(url, method, params, service, region)

print(json.loads(listTransactionEvents.content.decode('utf-8')))

ENRHANRBIETEIListTransactionEvents , BN XHREEI/EEZRH , REETZS®
Spython3 list-transaction-events.py. WaSETHA , EARBARELNSE , LEXR
DA EMESELERZWHFERNES, WAERLUTFUTHAS :

{
'events':
[
{
'contractAddress': '0x95ad61b0al50d79219dcf64elebcc@lf**x*xx*xx*t
'eventType': 'ERC20_TRANSFER',
'from': 'Oxab5801a7d398351b8bellc439e@5c5b3*****xx%xx1
'network': 'ETHEREUM_MAINNET',
'to': 'Oxdead00000000000000004L20694206942* ****xk* 1
'transactionHash':
'@x125714bb4db48757007Fff2671b37637bbfd6d47b3a4757ebbd@c522* **x**x%x 1
'value': '410241996771871894771826174755464"
}
]
}

#/H £# Amazon Managed Blockchain (AMB) &Zif] AWS &EE {2l
B RIZ1T#R1E GetTokenBalance

UTREABRRT WAERL S EE XREE (AMB) EHFEUAA S EMN LRI T RE AWS EEZF

AN
[

Example

1. FIFLEHXREEEEFE , Wik https://console.aws.amazon.com/managedblockchain/o
MBIl &0 Pk ‘BRRER

R DA B £ M AE R XR8P 45

1% ¥ GetTokenBalancefE R &K H,

AR R XIR b3k

BMARTHNEYHUL,

o g bk~ w b

ERRGI AWS EEES A 19


https://console.aws.amazon.com/managedblockchain/
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7. BWATHEEESME D,

8. EENAMRTMHELABAHE,

9. ANRMRFHAMEN Attime,

10. EBEZTEMN,

AMB Query FE{TENER , ZNEEREREOFFIE

ARG AWS EEEFIA 20
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I 53 E X365 (AMB) 18 A 4l

AEFTERMET AMB Query AHIFIR,

£}
ER S MALRTREA

- RRALRZHE

« IRERGEE 3 BYFRA K T RER
- JIHARZ R HNEHF

- RENBENFANRT

« JIHENHRIERES

B L B M7 LA TR

GetTokenBalanceAP| RS\ ERIHE K 7 498 A Bd[E B ( Unix B [EIBERC20 , ERC721A¥ 7
BT ) FKEKENART (. . ) MELET (ETH, BTC ) WAH , WM HALRTA ().
ERC1155 EOAsfln , A LAEM GetTokenBalance APl B LAAYS £/ E3REY ERC20 &
USDC Wyitbit 58, BE T LAEA BatchGetTokenBalance APl BEHBER ZRXTHNRETHR
i,

BXEZER , BRI I HEEXHREE (AMB) EHSEER,

RRNERZHHE

f&Bh Amazon Managed Blockchain (AMB) &if] , A UM A ARSEFI LS M E N R XK REFK R F
o LWMREXEZHAL , SRR REEB LN EAFIERIBERZIBFRMEXRRZINLT
XER, BALIER ListTransactionsAPl BRETELAARIF XM EIREVA ESN SR A it (EOA) B9
RFHER , RETLAEER GetTransactionAPI REMIIRFIRREERZNRZEFAEE,

BREZER , FERLIREEXRE AMB) EWSEERE,

FRENGR TE b 31k Y PR X T R &

BRI LAEA ListTokenBalancesAPl R2ERRENERE. AP RME., web3 EREBFENRE, It
AP| REFERAEN AP BEREIAEA HXHREE LT (ERC20 ERC721, . ERC1155) MFE4£M

ERLFMAERHRA 21


https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_GetTokenBalance.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTransactions.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_GetTransaction.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTokenBalances.html
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(ETH, BTC ) WFRBREAFIR, il , SRR HAIHARN L (EOA) MM ( AAHEN ) |
H B R BAFE W B AP I B 48 T FURAE R 5 R

BREZER , FERLIBEEXRE (AMB) EWSEERE,

JIH ARG X ENEH

WA LAMER ListTransactionEventsAPI BERRRZRAERZMAHNAENEHIR | XEEH
HEWRE ( XSWFIAF ) 518, Hln | EBALERAListTransactionEventsi il A LA X 65
£ ERC20 R EARBNRINEREN , flI1E ERC20 AT HEKEHHIBREH.

BREZELR , FERLIREEXRE AMB) EWSEERN,

RMEANBENRERT

LRSI ER AR |, BAILMER ListTokenBalancesAPl #ERE & A B EN A IFH
™ ( ERC20 ERC721, . ERC1155) Hy%ilsk, fltn , e LAEA APl BRERREU A X HEE L
ERC721 BAMEBEN T ERAM (NFTs) HXHEE. ListTokenBalances

BREZER , FERLIBEEXRE (AMB) EWSEERE,

FIH SN HRMERER

O LAEMA ListAssetContractsAPl BES H AL E - EFA ERC-721, ERC-1155 5
ERC-20 €49, Mt , MR EEEA i , MBI LAEA GetAssetContractAPI BIERKREANE
M B4 LR 2 E wh ik MR X BT TTERIE,

BREZER , FERLIBEEXRE (AMB) EWSEERE,
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https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTransactionEvents.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTransactionEvents.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTokenBalances.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTokenBalances.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/ListAssetContracts.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/ListAssetContracts.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
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I 533 E X365 (AMB) £if) APl &

TSt E XREE (AMB) EHRMATERAZIFNXREN APl B1E, XBIE APIs EART., X5
MEeEY, BXEZER , BHSHR AMB &if) API 3 Z,

23


https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
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I 5t E X EE (AMB) R Z M

TEEAWS REFZE, fFANAWS FF , BAUZRT LT HNREASHLZEHRBEALNERMHY
BOBEHROMMERN,

ZERNA AWS WHERE. REHBEEREHRNRRENZEM , BRTRNEE

« TRE — AWS ARFKFESRIZIT AWS BRSHIEMEY AWS =, AWS EABRE T AR 246
RHERS. N AWS EMM I RIN -2 , BE=ZAFRARFERN ANRIEZLMNERME. B
THERTIDHEEXRE AMB) EHNEMNITH , FSHEAITXCENKAWS RS

« DIREE-BHNRERSERAN AWS BSRE, EEFENEMRARNT , SFENHFHHR2
. BRANERANERREREN,

R TREBERY. BHRRIEMIRES] , Amazon Managed Blockchain £/ T £ & XREEFIZIT
HFFRIEZRAThEERM AWS IhEE,

XY T EBER T BREFE A AMB Query RIIAIR ARAERBER, UTEHRENFUOAEE AMB
Query VB RENZEFEMME B IR, BETTUZT WA EAE M AWS RS REBBIE L EMFRT 20
AMB Query &R

EH

- BEMER

- TR EEXREE (AMB) EiHM 54 M50 S8

AR InE

HEMBRB T IERZEZRVA S MNKIREMZNERNBFEFERGRIBE. XTEERNEHE
WA T REM =BV IR | BIE R P R BdE.

& %8 R &

MINBERT , EXREER HTTPS/TLS EERIMFBEM AWS CLI ZF imtk f 2] AWS RS in B PR
BRIE,

Lz = 24


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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I S e E X EE (AMB) &1/ & 17 15 8] & I

AWS Identity and Access Management (IAM) AWS fR$5 T #EIEE R T2 iR HIX AWS BIRY 5]
PR, |AM B 5 260 ] SUH 1T S RIE ( BF ) MB!I ( BNR ) /4 AMB Query &R, BRI
£ IAM AWS RS , TEX TN,

FA

- BX

- ERASHHITEHRIE

- EAXKEERH

- IO EEXREE (AMB) EHNAS IAM BRE6EA

- IO EEXREE (AMB) EHHNE T B0 EIERA
- WO EE XREE (AMB) SEXBREE IR 54 8 5 E R

Z AR
BRI EH H X AWS Identity and Access Management (IAM) Ri&H AR :

- RSAF  MRETZHRIEE , EMNEBERLERNR (BFSRILEHIEE XRE (AMB) S f##
EERFHRHER )

- RFEER BEAFPFRMRARINBRER (FSRALIHEEXRE (AMB) ER A5 IAM
BafEA)

« IAM BEER . mEATEERHRNRWERE (ESRILSHEEXRE (AMB) EHNETSME
BTE )

£ & 21T & IR AIE

SHRIERE AWS FRAFHEIEZBRN AN, BLTL IAM AF FH#THHRIUE AWS IKFRA
P, EBETEE IAM Ae# 1T ORI,

& LAME RISk B 54 RIVIEPH AWS IAM Identity Center ( 5120 ( IAM Identity Center ) , B RE X5
B EIE® Google/Facebook iE$ , ABXE F B R, BXREZNEZER , S (AWS &% AF
B PRMAEFEN AWS IKF,

MNFREHRE , AWS 1214 SDK H CLI KN FER#ITINELE. BREZER , F5H (IAM AR
M) FMERT APl ERAWS LE A 4,

Identity and access management 25


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
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AWS K F root FiF°

BIEET AWS K7 , BESBE—1NEN AWS IKF root BFHNEREH , RSO AUZELHRIAERIR
AWS RS MR R, BRIMBENBWABRCERARAFEITEERES. EXFERAFRILENGES , BEH
(IAM FiF{ERE) RVEZERA S FIENES.

RE&5H

FERNRESRE , ERARAFERAESHREBNRS 5 HRIESE AWS RS A IEFER#HITH
Al

BRESHREXRBENDILE R, Web HHRMEEM AP Directory Service , & AWS RS FEHX
BEMRNERHTHEANAF. ReSORATREBRNZIIENAR,

BEAEHIFRME , BWWHEM. AWS IAM Identity CenterBEXEZE 8 , 51 (AWS IAM
Identity Center AP 38™) H I+ A R IAM Identity Center ? .

IAM AP M4

IAM AP RNENMNARRNARFEERENRN — 150, BUERAGNEIE , MIEEFKHPEIE
B IAM B, AXEZER , BZH IAM AFERPHNERARASERASHREFNRE S HKIE
F 88 AWS i A I B IE B 4T 5 0 o

IAM AEEE—4A IAM AP , ETERMENABRAF#ITNREE, BXEZER , H5H (AM A
FiEmE) B/ IAM A A RS,

IAM B

IAM AEREERENRNEH , TREKNFIE. SUEINASHRE IAM A (255 ) R
A AWS CLI 5t AWS API RERRAB R, BXESEER , BZH (AM AFERE) FHEEAE
By 5 %

IAM e TEREAFIER. G IAM AFXIR, BIKFER, BRS R UKRE Amazon EC2 L&
TRRRAREFFEEER. BXESER , F2H (AM BFEE) FH 1AM FEVEIKS R IRG R,

£ F SR = 7 ]

EREL AWS B el 2 RS EM IR AWS SRR FERZEFFHHRNR. REELTESHR
RRRKETNR, AWS EZERARH BRI IFEXLEBR, RSHEREELL JSON X1y AWS F&
XNiF@#EES. BX JSON KBXHENEZEFEER , 28 (AM BFERE) $#Y JSON Kk,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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EERERARE , B E AN E AR BE 4 LS4 T PR RINT LR RS E WA NG R
4o

RABRT , AFNAERENR, IAM EERE IAM REFREFNBEEH , REAFTUE
EXEAE, IAMERKBEUNR , SHRITREMANG ELR.

ET 508K

ETHNNRBEEMMBSH (A/., ARNAR ) B JSON NRKM A, XEREIZH S5
BRATH ZRE, NMEFTRIITAREFLAZAETIT. ETHOMCIRET BORNKRE , 55
(AM FiFiEE) FNEATMEEARKE L BE X IAM RIR,

ETEMNIRBEALURARKKRE ( EZRAZNENFHP ) AEERE (OIS HHHIRILE
i) o BETHROAERERMAREKE 2 BRITER , H2H (AM AFERE) PHERERKRSE
NER R B 2 R AT o

ETHRAVKEE

E T HIRAVREEZ M NE R IRA JSON KX, P2 IAM BBEERKMN Amazon S3 1741
Kb, EXHETRARNKBHRS T , BRSEEATUERACIREFNBERRNGR. BL0E
E T RIFH RS P IEE £ 4

ETRFHNRERNM T ZRSFHRNEKERKE, ETREETRARNKBEHER IAM P AWS EX
B

Hfth R EE R E
AWS HIFHAIRHRR | XERBEXBTLIZBER DN REXERTFHRARR -
- RIBLF - REETSHORBTURT AV ZANBARNR. EXESEL , #5358 (IAM AP

) B IAM AR .

BRZ5 12 HI SR BE (SCPs)-ERIEEH A H R H AR KR AWS Organizations. BEXEZER |, &
2 (AWS Organizations FAF1§F) KRS = HI KR

- BREFHIKRE (RCPs)-REKF R ABRNBKEATANERE. BXEZER |, i55H (AWS
Organizations FAFER) I EIRIEHIZKE (RCPs),.

- SEERR -ERNACIRSAFURIGENSEN |, EASBEENSREK, BXEZER , BHS
7 {IAM BFPiEmE) PHSEFRRE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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ZAEmRH

SN RBEWRBEEA T —MERE , ERBORREMERNENIRE, BT RESRSHRBERER
W AWS BERBAWFER , F5H IAM AP BB ERBITEEE,

I D3 e B X585 (AMB) Z A S IAM B &6 H
EEA IAM EEX AMB EHMIGRINRZ AT , BE T HEEHL IAM HEERT AT AMB £if,

B B EL D3R E X REE (AMB) EEHERAK IAM ThEg

IAM Zh&g AMB &l X #
ET 5HH K =
BT RIRA R B
RERIE =
RETR A
KRR B
ACLs )

ABAC (B HFHIHRE )

7|

I SEUE =
ERRR =
RsAe 3
REXBAG &

E4£MH T f## AMB Query FIE M AWS RS E XZE IAM TheeB &R |, 55 IAM AF SR+
W5 IAM L& FERAAWS RS,

AMB BN E T 5P RIEE
TREFEHNER: 2

T Dt E X HREE (AMB) ER S 1AM BL& 28


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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managedblockchain-query:
EEaMEAPEESIRE , BEAESRENRT.

"Action": [
"managedblockchain-query::ListTransaction",
"managedblockchain-query: :GetTransaction"

]
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Y]

AMB &R EIR
THERDR &
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EEF AMBEHRFEREKRHEIIRK ARNs , HZH (RFENSE) FH Amazon Managed
Blockchain (AMB) EHIE L HIR. BETHRETUERAMEREREESTHEIERN ARN , ESH A
mazon Managed Blockchain (AMB) &1 7E Y BV R 1E.
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

RS EM L DTS X HReE (AMB) Zi API 184E

@ Note

EipE AMB Bk H API A , BFEESR AMB EifER IAM ARRAY A FIEH
( AWS_ACCESS_KEY_IDFAWS_SECRET_ACCESS_KEY ) o

ET 508 RA
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Exampleif B FF A I B £ E XREE (AMB) EiHHY IAM BUER APIs

WREIIRFEFE IAM AP AWS K GBI FTE AMB i APIsBIRER.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AccessAll1AMBQueryAPIs",
"Effect": "Allow",
"Action": [
"managedblockchain-query:*"
]I
"Resource": "*"
}
]
}

Exampleif A1 &3 & X R EE (AMB) &EifiListTransactions#y IAM B GetTransaction APIs

WRHIRFEFE IAM BF AWS IKF 158 AMB EifjListTransactionfIf R , LK
GetTransaction APlIs

@ Note

BRI LU R B APIs RV BHREUR NN B APIs |, AAFIHRIEMSHES APls, BX AMB &
WHYFIR APIs , BS I DR EE XREE (AMB) £if) APl SE 15/,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AccessAMBQueryAPIs",
"Effect": "Allow",

ET 5 R R 35
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"Action": [
"managedblockchain-query:ListTransactions",
"managedblockchain-query:GetTransaction"

1,

"Resource": "*"

DT B X REE (AMB) SEEREE 8 B 149 F0 17 7] R

FERAUTEERBEIESEAIEEEFER AMB Query F 1AM B AT 8238 249 & I [8] &,
E3-
« REMNIE AMB Query FIITIRIE

FEFTAIE AMB Query FRIITIRE
MBFBKBEIRER , IBRELTITEMRE | N AMEFH R AR FRITIZIRE,

% mateojackson IAM AR ZREABEGHAEETEEXEM my-example-widget BIRNIFHEFR ,

BRI EE M managedblockchain-query: :GetWidget RE , @& E£ LT RHIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:

managedblockchain-query: :GetWidget on resource: my-example-widget

EHBERT , BNEH mateojackson AFHIZERE , LAFER managedblockchain-

query: :GetWidget BYEHE my-example-widget BiRo

MREFEHDY , BHRRAEN AWS EE R, ENEEARRHEREIENA,

B BEHEE
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R, UEEEASZIIRSHEANIRES, EXE5RSEM CloudWatchERNEZER , HZSH A
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AMB Query £AWS/Usage@n & Z AP XML APl $8%rA K Amazon Managed Blockchain
QueryfRF Ao

EiR L

CallCount £ AMB EHFREN APl KHEHBEAEH. S
UM RRTEIEER B ERAX API 898 B S8,

Amazon Managed Blockchain (AMB) &) F £ 15 & 1 BIAWS /Usagetn A Z2E , HEEWT,

®E BN

R S5 BERFH AWS BRFHEH. Amazon
Managed Blockchain Query fFHRAR %4
ENE,

Type WRIRM SRR, APINBRARZEENE

R ERENRIREKE, FIEMAN AMB Eif) APl 2
ERNERRZEENE.

% FEBRENRENZES, NoneFHRARZAEE

BB,

T 5%k E#Y API £ FAZR$EHR CloudWatch
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