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FEMS . LEHEERXRE (AMB) Access Polygon

® Note
TIEERRIRRAZE Polygon R A DHELS. XEHFSIERR. EPMUNARER. X
2. &3, BaesY. Polygon (POL , BI&H MATIC ) &, EFEALS#HIEEXHEE (AMB)
Access Polygon 281 , BATEWEEF Polygon FF &M P olygon £ E,

Amazon Managed Blockchain (AMB) Access Polygon &2 33 Polygon M # Polygon 3 M M 4
WELRE SRR , TEEMENEREM Polygon EftigHE , 2FT . W LM Polygon T Rt
7 Polygon XIREEIRD, RURBHSEHRUERXRERS. BAUAFEALEERFRERE
A7) Polygon M4& |, M BRIK SR E KA,

£ AMB Access Polygon , ¥fRA[ L% [A] JSON izf2i3 2 (JSON-RPC) A, &R LA Polygon
JSON-RPCs , BEREXREETENT R 5 Polygon XReE# 1TEE. YRATLAER AMB Access
Polygon BRE5kRFF & M £ 5 Polygon KRR B LA UM AR (dApp). dApps RIS EREY —
B REEEN, YRULUEER AMB Access Polygon BI2ERES A HFEEFE R Polygon KReEH,
IBE A LABIERPCs ¥ AMB Access Polygon in R A JSON- KRR EHR BRI, XZHFFE. HER
A% | iXLif S 7E Polygon MEMFIEXNET & EAEFR LA RIEIT. Polygon MR EM T =&
AUFEMBEEESY,

/A Important

AT OIRE, #3. FRMEEEN Polygon ik, EEERTER Polygon it BN A AR,
AWS X4 8 Amazon Managed Blockchain £ Polygon ¥ R 282 = A AN EA R Z BT R

=
Do

F AT DT E X HREE (AMB) Access Polygon B9 3E =210 1 R %5l
L RME AT D FEE X EE (AMB) Access Polygon B, iHZ B TJLA :
S ESE AL

AMB Access Polygon T T AHM L

AR BT R 2


https://polygon.technology/developers
https://wiki.polygon.technology/
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« M — B proof-of-stake £ iRR I HI 2 # Polygon X#4E | Polygon (POL) X R iZXk4E b

RITNREZH . EMERRZEFEREMNE (R , ENSFEXMFRA ) , FEFELAHRK
gL,

Polygon TE X FM %

« IEZ0 Polygon LabsFiZ sV 8BtF , XN AN &N TF4BHAEA. SHEE— , AMB
Access PolygonT2024F4 1584 1L TN 2R IAM 27, BRI AN = MR 2
BHR TR,

. TEXEFHEME,

5L, AMB Access Polygon F&31EXT P olygon zke VM MM X 5

- ERITNE=AREERS

AMB Access Polygon SH{THRIEE ( M ethers.js ) #E , AFFAAAFERARBNIES
Polygon XI3R##HTRE , NI BN ENEXIMER B RIETF XFTNAREF.

. TEHXE

NEERI (FEFRILILE ) X THF RS
- BELmTH R
LA 2 AMB Access Polygon FlRGImR . BEERS , BXMERSSEP M IHENXFHL

uﬁ -l_" A Yed

* mainnet.polygon.managedblockchain.us-east-1.amazonaws.com

« IXEFERA

AMB Access Polygon T % #&F %8 (POL) BiIEEET R, proof-of-stake
« LEMA 4 3F Polygon JSON-RPC #ER#HTZH

RPCs £ Amazon Managed Blockchain £ i8H Polygon JSON B} |, Al LUBEFEHZ B RA 4 £F
MERITHMRUER HTTPS EE# TR, XEWRERE AWS K PREERNN IAM EEAS
BEXE1T Polygon JSON-RPC @A, Atk , AIAEMFUPREM AWS iE$ ( FRIZ4A ID MFAEHEF
).

/A Important
- TEEHOAFHNMARFTRRAZTFRER.
« IBAREEMER IAM KEESR R #1338 4 Polygon JSON-#Y 17 B X BRRPCs.

AR BT R 3


https://polygon.technology/blog/polygon-pos-is-cooking-the-napoli-upgrade-means-better-ux-the-mumbai-testnet-takes-a-bow
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html

AMB 1 57 F&ARIEE
* Support XFE TSN TR

834 7] LAfE A 17 1R 25 = 25T Polygon M &&im R 1T JSON-RPC A , AILER LB MR 4 (Sigv4)
ZELRBRNEREER TR, BHXNEME—BILLING_TOKENXR B&E 6|2/ Accessor Fh# |, H 9 H
ERSBORMEIAR S,

/A Important
c MREFZEUNMTFITEETERMEZ L |, FXA Sigvs ELRE.

« RPCs &AILAEA X AR 4 (Sigv4) ME T A5 RN PRK G E Polygon JSON, {8
2, REERERER XA , NIENIERFBIEL,
- YI7EEBAFPHNARFEPERA Accessor ThE,

- MXFHRRAERZ

£/ eth_sendrawtransaction JSON-RPC 123X E# Polygon KRR F o

AR BT R 4


https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateAccessor.html
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RIE ST E X3 EE (AMB) Access Polygon

EEEXERTDEHITE XREE (AMB) Access Polygon 2 Bl , iR BAT iy S BHEIE AWS K,
T —EiHL A B A AMB Access Polygon,

£ AMB 157\ ZU R o R4
AR AWS E—REAZH , RBRE— AWS P

w®ABS M AWS

LEGEME , RESBIEMATE AWS IRSAF AWS AWS kP, SFE TSR EE XREE (AMB)
Access Polygon, &R ERFERANRST R,

MREAWS Ik 2428 , THRET -5, MREESEE AWS Ik |, BEAUTSROIE,
E0E AWS K

1. #TFFhttps://portal.aws.amazon.com/billing/3£ A -
2. EBEFLNHBARE.

EEME , HEIEERRIERE  EREABFERERNA —NRIESE,

HRGEMET AWS IKF |, LR BIZAWS IKFRAF —1 RAFERGRZKS RHRE AWS
RS MRF. FAREREXXEK , FAAFIEERLRANR , A BRERARAFRKKTEER
AP HRRRNES

RIEEFREINERN IAM AF

Z0|ZAEM AMB Access Polygon , 24518 — 4~ AWS Identity and Access Management (IAM)
ZERA (AFPSEYE )  ZERAMTEFATHITHLENITE XRERENR,

RPCs £ Amazon Managed Blockchain £i8f Polygon JSON B} , BRI LB FEAZ B RA 4 &R
EHRHTEORIEN HTTPS EZ#HTEA. XEKRERE AWS IKF PIRERNE IAM £ AT RERH 1T
Polygon JSON-RPC M. At , HAEMFWARRME AWS IEH (HEZE4E ID MABHEZER ) .

&3& ] LAE A 15 18] 88 5 XY Polygon M 4% =it 1T JSON-RPC VA , ALER LB R 4 (Sigvd) &
ENENEESRAE, BHNMIEMH—BILLING_TOKENR B&E6|ZERM Accessor £ , FFHENR

2/ AMB 15 B 238 B9 Se RS 4 5


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateAccessor.html
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SHARMEEAT, B2 , BNAFE IAM T RNERT EIRGER AWS EEZE & AWS CLI,
SDK &3 15 R 28 & B R o

BXRUMEIE IAM AFNER , BSRELEH AWS IKF H41E IAM AR, AXi0MmE AP <BRR
FENESERE , BSRERIAM AFNNR. BXAATERTFAFEA AMB Access Polygon HI1X
BREERE B , HSHIL SR E X3 4EE (AMB) Access Polygon HIE T 5 19 89 5K B =4l o

ZEFAEE AWS Command Line Interface

MRIEBEZEXEM , BLREZHH AWS Command Line Interface (AWS CLI) BAfEFA L% LB AWS
BiR. BXEZER , BSHLEDEMH AWS CLIKSHT IR,

(® Note

E#IT CLI AR , BEEHRZES ID MWFHRFH, MR | FEAENEIERE K
WA Z, EetEIESIEHRZLA ID, WRBRFRE , Uk — /\}am N EHNZES
., BXEZER , FSH IAM AP ERPWNFIRFIERES AWS BRE S F A,

REFEE AWS Command Line Interface 6


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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U 5 FEE X B EE (AMB) Access Polygon A7

FERATHRNEENERF , FHREA Amazon Managed Blockchain (AMB) Access Polygon.
£

- BIERATi5IR Polygon XIREEM /Y IAM ZREE

« £ AMB Access RPC ¥r%E25 & H Polygon izf2 32 A (RPC) &R AWS EERE A
« f£ AMB Access Polygon JSON-RPC &3k 3t 3k awscurl AWS CLI

« 7£ Node.js F1 & i Polygon JSON-RPC & 3K

SIZ B F 58 Polygon XIREEMLEHY IAM IR BE

E5[A Polygon MM A HLIRT KLU T JSON-RPC A , B4RHEN T S HIEE
X#REE (AMBAWS_SECRET_ACCESS_KEY) Access Polygon 8 5 IAM X BRI A FiE B

( AWS_ACCESS_KEY_ID# ) , £ AWS CLI ZETHLXIHKYF , BTUAToStZATHEFHEAN
Polygon i 17 K9 1AM KB

cat <<EOT > ~/amb-polygon-access-policy.json

{
"Version": "2012-10-17",
"Statement": [
{
"Sid" : "AMBPolygonAccessPolicy",
"Effect": "Allow",
"Action": [
"managedblockchain: InvokeRpcPolygon*"
1,
"Resource": "*"
}
]
}
EOT

aws iam create-policy --policy-name AmazonManagedBlockchainPolygonAccess --policy-
document file://$HOME/amb-polygon-access-policy.json

BIZ IAM KR 7
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® Note
BIE M RO R RIFTE T Y Polygon &, BifR4EERS , EEAL TActionds
AL .
™

* "managedblockchain:InvokeRpcPolygonMainnet"

BIBRRESE |, FHZREHIMEIEH IAM AFNABUEREN, £ AWS EBEHA , SME 1AM
RS , HIFERREHMI iNAmazonManagedBlockchainPolygonAccessEl £ BL4A R IAM AR AR,

£ AMB Access RPC 4585 & H Polygon 2B A (RPC)
iHR AWS BEEZH S

BAT LA AWS BB H| A £/ AMB Access Polygon £ Eiw%E, BEEMRERZEIEEA (RPCs). &
71X RPCs , A LATE Polygon M LiEBBBENBEARS , SERRHIENE Polygon MLEFRE R
X5

Example

LU R BB A eth_getBlockByNumber RPC SREVEXHEH XRNEL ., HREE THWEE
ERAEACHEA , REERIHEMN RPC FiEZz— , RERAFTEHHEIXE A,

1. HAREXREEFE , Mt Ahttps://console.aws.amazon.com/managedblockchain/e

%1% RPC 4iEaR,

£ ER" BWAH , %EF “POLYGON_MAINNETHER" Blockchain Network,

i eth_getBlockByNumbertER RPC Hi%o

#i Alatest}y , Block numberfRiEik#EFalsetEN “&HRHB" iRk,

RE , EERX RPC,

B LAE ‘MR Mo P EE latest KRRMER, RE , BUUERTENRERZ UMt —F 5
MRENAREFNLSEEPER,

N o o bk~ w0 DN

BXEZEER , B3/ AMB Access Polygon RPCs X #FH)

#4%l& RPC Rl 8


https://console.aws.amazon.com/managedblockchain/
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-api.html
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£ AMB Access Polygon JSON-RPC &K # 3 awscurl AWS
CLI

Example

FERAZLERZA 4 (Sigvd) FAEH IAM AFIEBZEEER , LME[ AMB Access Polygon 4T 2 & H
Polygon JSON-RPC &R, awscurl ST TER U BEFER Sigvds LE X AWS RFHER. &
KEZELR , 15 awscur | README.md,

awscurlfEAEAENIRIEREN FEHITERE, £ macOS L |, #%E HomeBrew R TR ATE
7

brew install awscurl

MBEBEARZEHABET AWS CLI, NIE IAM AFEBFERIN AWS X1 iE B [FFERH
REFRIZEH ARG Eawscurl, FMHawscurl , BIEA RPC [ Polygon MR R iE
Ko eth_getBlockByNumberlt AAESSLERREEENRXREMEN NN ZHFESH,

LT e S EMparams AP K XRESHKIEFER RIRKHEFER , M\TIM Polygon =M RXIRHK
=

awscurl -X POST -d '{ "jsonrpc": "2.0", "id": "eth_getBlockByNumber-curltest",
"method" :"eth_getBlockByNumber", "params":["latest", false] }' --service
managedblockchain https://mainnet.polygon.managedblockchain.us-east-1.amazonaws.com -k

® Tip
B EASEcurlFfE T AMB Access ThEIF R TheE & B EMMIER, Accessorfx
BEZEE , B5H AETSHENFRNRIZNEIEH RS UL H AMB Access Polygon iF

SN
“JNo

curl -X POST -d '{"jsonrpc":"2.0", "id": "eth_getBlockByNumber-curltest",
"method" :"eth_getBlockByNumber", "params":["latest", false] }'
'https://mainnet.polygon.managedblockchain.us-east-1.amazonaws.com?
billingtoken=your-billing-token'

F-THRNEBLREEXEHXRNES. HTHBABN , FZRUTRH

awscurlRPC R4l 9


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://github.com/okigan/awscurl
https://github.com/okigan/awscurl#readme
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{"error":null,"id":"eth_getBlockByNumber-curltest", "jsonrpc":"1.0",
"result":{"baseFeePerGas":"0x873bf591e", "difficulty":"0x18",
"extraData":"0xd78301000683626T72886761312e32312e32856c696e757800000000000000009a

423a58511085d90eaf15201a612af21lccbfle9f8350455adaba@d27effOecc4133e8cd255888304cc

67176a33b451277c2c3clabab482d2ec25eel573e8bad00",

"gasLimit":"@x1c9c380", "gasUsed":"@Ox14cal4d",
"hash":"0x1ee390533a3abc3c8e1306cc1690a1d28d913d27b437c74c761lelas9*****x*x*x. 1
"nonce":"0x0000000000000000" , "number" : "Ox2f@ec4d",

"parentHash" :"@x27d47bc2c47a6d329eb8aab2c1353f60e138fb0@c596e3e8e9425del63afdbdec”,
"receiptsRoot":"0x394da96025e51cc69bbe3644bctel302942c2abcabbf@cf241a5724c74c063fd",

"sha3Uncles":"@xldcc4de8dec75d7aab85b567b6ccd41ad312451b948a7413f0al142fd40d49347",
"size":"@xbdéb",
"stateRoot":"0@x7ca9363cfe9bat4dlc@dca3159461b2cca8604394e69b30af@5d7d5clbeeabe3”,
"timestamp":"@Ox653ff542",

"totalDifficulty":"0x33eb@1dd", "transactions":[...],

"transactionsRoot":"@xdal602c66ffd746dd470e90a47488114a9d00f600ab598466ecc@f3340b24e0c",
"uncles":[]1}}

£ Node.js H % i Polygon JSON-RPC #& 3K

YRATCAEA HTTPS IR EEMIERRPCs kA Polygon JSON , £/ Node.js FHE4 hitps 18
RI5 A Polygon EMMLE , WA SAMEASE =7 , #1201 A XIOS, AT Node.js RAIEERE TR T 2047
FHZERA 4 (Sigvd) ME TSR EIRI B AMB Access Polygon % & % tH Polygon JSON-RPC i
Ko B—NREIFRBZMN— Nt KIEE S —Pitrsk , AT REAMXREFB R ZEBENRIAE S

Example
Bz 1T Rl Node.js I , R AT BREH -

1. BT EN LSRR ET QAIREEESR (nvm) M Node.js, BAE LA R BIRER SN RE A,

2. fffnode --versionm S HBEINEERANRE Node R4S 18 RESMA, MREE |, BRI UUEH
WS HMnvm install v18.12.0M A LM 18 , B LTS AX4HY Node, nvm use v18.12.0

3. FREFTEAWS_ACCESS_KEY_IDFAWS_SECRET_ACCESS_KEYXIMAEEEEH K <BKAYIES,

Node.js RPC 45l 10


https://nodejs.org/api/https.html
https://nodejs.org/api/https.html
https://axios-http.com
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-tokens.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-tokens.html
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-tokens.html
https://github.com/nvm-sh/nvm
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EAATHTRXETEBENFHRSHIF R, MUATFHFRRNLSEZRNEN IAM A
T P FR B9 AR R {EL

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

ERARERFMHE  ERAEERNABREERFATXHEF A EIMEHNE FF

package.j
{
"name": "polygon-rpc",
"version": "1.0.0",
"description": "",
"main": "index.js",

"scripts": {
"test": "echo \"Error: no test specified\" && exit 1"

i
Ilauthor": IIII’
"license": "ISC",

"dependencies": {
"ethers": "76.8.1",
"@aws-crypto/sha256-js": "A5.2.0",
"@aws-sdk/credential-provider-node": "~3.360.0",
"@aws-sdk/protocol-http": "7A3.357.0",
"@aws-sdk/signature-v4": "A3.357.0",
"axios": "MAl.6.2"

dispatch-evm-rpc.js

const axios = require("axios");

const SHA256 = require("@aws-crypto/sha256-js").Sha256;

const defaultProvider = require("@aws-sdk/credential-provider-node").defaultProvider;
const HttpRequest = require("@aws-sdk/protocol-http").HttpRequest;

const SignatureV4 = require("eaws-sdk/signature-v4").SignatureV4;

// define a signer object with AWS service name, credentials, and region
const signer = new SignatureVa4({

Node.js RPC =4l 11
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credentials: defaultProvider(),
service: "managedblockchain",
region: "us-east-1",
sha256: SHA256,

1);

const rpcRequest = async (rpcEndpoint, rpc) => {

// parse the URL into its component parts (e.g. host, path)

let url = new URL(rpcEndpoint);

// create an HTTP Request object
const req = new HttpRequest({
hostname: url.hostname.toString(),
path: url.pathname.toString(),
body: JSON.stringify(rpc),
method: "POST",
headers: {
"Content-Type": "application/json",
"Accept-Encoding": "gzip",
host: url.hostname,
},
18

// use AWS SignatureV4 utility to sign the request, extract headers and body
const signedRequest = await signer.sign(req, { signingDate: new Date() });

try {
//make the request using axios
const response = await axios({
...signedRequest,
url: url,
data: req.body,
1);
return response.data;
} catch (error) {
console.error("Something went wrong:
}
I

, error);

module.exports = { rpcRequest: rpcRequest };

sendTx.js

Node.js RPC =4l
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/A Warning

DT RBEAERIEBFAERE S Signer , XEthers. jsERZ . BAEETHRERE
AURE , ANCEEXREHFELZENK,
MEMLE , FRRENEFHN , RERESNIEENRETRERZI.

const ethers = require("ethers");

//set AMB Access Polygon endpoint using token based access (TBA)

let token = "your-billing-token"

let url = “https://mainnet.polygon.managedblockchain.us-east-1.amazonaws.com?
billingtoken=${token}";

//prevent batch RPCs
let options = {

batchMaxCount: 1,
i

//create JSON RPC provider with AMB Access endpoint and options
let provider = new ethers.JsonRpcProvider(url, null, options);

let sendTx = async (to) => {
//create an instance of the Wallet class with a private key
//D0 NOT USE A WALLET YOU USE ON MAINNET, NEVER USE A RAW PRIVATE KEY IN PROD
let pk = "wallet-private-key";
let signer = new ethers.Wallet(pk, provider);

//use this wallet to send a transaction of POL from one address to another
const tx = await signer.sendTransaction({

to: to,
value: ethers.parseUnits("@.0001", "ether"),
1);

console.log(tx);

i

sendTx("recipent-address");

readTx.js

Node.js RPC 45l 13
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let rpcRequest = require("./dispatch-evm-rpc").rpcRequest;
let ethers = require("ethers");

let getTxDetails = async (txHash) => {
//set url to a Signature Version 4 endpoint for AMB Access
let url = "https://mainnet.polygon.managedblockchain.us-east-1.amazonaws.com";

//set RPC request body to get transaction details
let getTransactionByHash = {

id: "1",

jsonrpc: "2.0",

method: "eth_getTransactionByHash",

params: [txHash],
};

//make RPC request for transaction details
let txDetails = await rpcRequest(url, getTransactionByHash);

//set RPC request body to get recipient user balance
let getBalance = {

id: "2",

jsonrpc: "2.0",

method: "eth_getBalance",

params: [txDetails.result.to, "latest"],

};

//make RPC request for recipient user balance
let recipientBalance = await rpcRequest(url, getBalance);

console.log("TX DETAILS: ", txDetails.result, "BALANCE: ",
ethers.formatEther(recipientBalance.result));

I

getTxDetails("your-transaction-id");

XL THREIENERE | BAUTHSREETRBIFEHEBRIT ;

npm install

Node.js RPC =4l 14
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£ Node.js FRIER 5

BIEMNROIBEEER S HFER AMB Access Polygon fFE T #2] Polygon =M |, /&4 Polygon £

ThE (POL) N— Mttt ZIXEI 5 — Nttt Jitk , EEAZBZAR | ZsendTx. jsHAER —NRTT
MEEEthers. js , AT EUAKBMPolygonERBUA N XREHRHITRE, BFEBRABPUL
BRHERN=/1ZE , 8#FbillingToken A TFE T TEFFRIA Accessor THE, ATZXEERXRZHFA
£ALA R U POL RY U4 A bt

® Tip
BINBUEANHENCIR— NN (&2 )  MIAEREEFRIENES , LUEREESH
KHIX S, YRATEAER Ethers FEMVE2 2K 5 7% createRandom () £ER—MNEM X Z. It
S, MREFEM Polygon EMEE POL , M AT SAERA LN POL Kk kBRiFEDER TN,

FREXEHIVNADPANBRANIRINBRKEBHE , ERTUSTUTREBREE-EXS , &
.0001 POL M#Z#billingTokentthtit RiAF 5 —Mbk , ASFEAAMB Access Polygonif i JSON-
RPCE T #Z|PolygonEM , EFHAMB Access Polygonif eth_sendRawTransaction JSON-
RPC,

node sendTx.js

WEHNEERUTUTAR

TransactionResponse {

provider: JsonRpcProvider {},

blockNumber: null,

blockHash: null,

index: undefined,

hash: 'Ox8d7538b4841261c5120c0a4dd66359e8ee189e7d1d34ac646a1d9923*****x*%1t
type: 2,

to: 'Oxd2bb4f4f1BdC4CB54f715C249Fc5a991 ***x***x%x 1
from: 'Oxcf2C679AC6chb7de@9BT6BB60Q42ecCF@5*****x%% 1
nonce: 2,

gasLimit: 21000n,

gasPrice: undefined,

maxPriorityFeePerGas: 16569518669n,

maxFeePerGas: 16569518685n,

data: 'Ox"',

value: 100000000000000nN,

EERS 15


https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-tokens.html
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chainId: 80001n,

signature: Signature {

r: "0x1b90ad9e9%e4e005904562d50e904f9db10430al8b45931c059960ede337238ee",
s: "Ox7df3c930a964fd07fed4a59f60bsee896ffc7df4easlbOfactfe82b470dbss8b7",

yParity: 0,
networkV: null
},

accesslList: []
}

EEMERS KR, REBMENEhash, XRERINER S XRENRZZ NIRRT, SAIUERNE
SRPIRERALLEMEM Polygon EMRMEXLESHNEZSFHES

EiXEblockNumber , MIRinullfblockHash® and, X2HE N R 5 8 K12KFE Polygon M4k LAY
Xk, FEE  XEERHMEENN , SEBET—THERRZEAEEN , BT Sl

£ Node.js FiZEN—¥XKX 5

EARTHF | B EHAAMB Access PolygonEPolygonE M & XK REE R KB R AR ZIHR
ZIFHER , HEHAAMB Access Polygonfy i ERiE K K U Attt BIPOLRE, HEreadTx.jsX
i BiftbRyour-transaction-idBhash&fE L —FHETRENHNHPRENEE,

HARBEAH N EARFdispatch-evm-tpc. js , ZEARFEM AWS BREF R TEaHU4E
MZEEIRA 4 (Sigv4) HERE E [ AMB Access Polygon B HTTPS iR , R ZEAN HTTP &
P AXIOS RiEiER,

WEHEERUTUTAR

TX DETAILS: {

blockHash: '0x59433e0096c783acab0659175460bb3c919545acl4e737d7465b3dde****x**x* 1
blockNumber: '0@x28b4059',

from: '@xcf2c679ac6cb7de@9bf6bb60@42eccf@5b7fal394 ",

gas: '0x5208',

gasPrice: '@x3db9ecabd’,

maxPriorityFeePerGas: '@x3dbYecasd’,

maxFeePerGas: 'Ox3db9ecabd’,

hash: '0x8d7538b4841261c5120c0a4dd66359e8ee189e7d1d34acb646a1d9923******xx1
input: 'Ox',

nonce: 'Ox2',

to: 'Oxd2bb4f4flbdcacb54f715c249fc5a99 1 ****xx%x% 1

transactionIndex: '0xQ',

value: '0x5af3107a4000"',

XS 16


https://axios-http.com
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://axios-http.com
https://axios-http.com
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type: '0Ox2',

accesslist: [1,

chainId: 'Qx13881',

v: '0x0',

r: 'Ox1b90ad9e9e4e005904562d50e904f9db10430al8b45931c059960ede337238ee’,
s: 'Ox7df3c930a964fd07fed4a59f60bsee896ffc7df4easlbOfacfe82b470dbss8b7!
} BALANCE: 0.0003

MYRTXZ S, FEE , EAAEblockNumber B2 E X TblockHashfl, XR AKX Z EiERKE
X, MRXEEMAEENLL , FEF/Lo8H , ARBRETREURELNRZEEESRE
Xireh, BJ5 , BEAEtherst 75 EIFUH A ik SR8 ( 0x110d9316ec000 ) B+ A% SIER R i
NT#E , ZformatEther () AEFHN# GlERERN T# &, HRF BB 18 (100 18) , LABH
POLAHYEKRE,

® Tip
BARTEMN KRB RAEIEEA T WA A Node.js. Ethers Hl Axios RPCs £ AMB Access
Polygon LA —LX3FH JSON , BRAIMER ROIHREHMAB , FRLERSE
Polygon E¥ZEN AR, B> AMB Access Polygon RPCs E3z3%#) JSON B FIK | &
SRITEXREE API 1 JSON-RPCs £3F AMB Access Polygon.

ERWR 5 17
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AETTRNTANRCIEZENERTRSEULKE AMB

Access Polygon 53R

S8E B] LAE A 15 R 255 XY Polygon M & im /it 1T JSSON-RPC B |, AILERNZ B 4 (Sigv4) &
AAENERERA R, BUHIRM—PBILLING_TOKENR BZBIZM Accessor Thf , FHRFEMAER
SHRINEIEAH,

/A Important

 MREFREMNTFITHETERNME 2L , B Sigvs R RE

+ RPCs BuLAMERAZLZMA 4 (Sigv4) MEF A HRNBRR R Polygon JSON, B2
MREEZREERXFARIDI , MEPERGUHIEL,

- YI7EEBAFPHNAREFPEA Accessor T,

ERHEF , SRPRISNEE R TAEHRSETENSIR  SBUUERAXESENEF iR LIRS
& H AMB Access Polygon JSON-RPC M. AWS Ik

B X AMB Access Polygon JSON-RPC ERHNEZELR , B5 M. EEXREE APl Fl JSON-RPCs %
¥ AMB Access Polygon

B UERACENERGRBZTE. AWS BEEERGAEETUERANUT AP RECIENEE
Accessor T h# : CreateAccessor GetAccessor, ListAccessors, # DeleteAccessor., A
BILLING_TOKEN 217 B2 E M. ttBILLING_TOKENE A T RERE Accessor , B F AR A
H & AMB Access Polygon JSON-RPC &K1t %, AWS kP

S8 FEE Accessor T HEMKXNFIEAPIEEHR AIEN AWS BB &S AWS CLI, F1 SDKs3k
B,

AET SR BREIERR SRS

YRATLABIZE Accessor TR G A EERIEM AMB Access Polygon 7 = L1 AMB Access
Polygon APl, AWS [k /=

FEH B E RIS S LA H AMB Access Polygon JSON-RPC 53R AWS EIR24| 4

1. FIFFREXREZS A , Wik https:/console.aws.amazon.com/managedblockchain/o

NETTHEETR G2 R 18


https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateAccessor.html
https://docs.aws.amazon.com//managed-blockchain/latest/APIReference/API_CreateAccessor.html
https://docs.aws.amazon.com//managed-blockchain/latest/APIReference/API_GetAccessor.html
https://docs.aws.amazon.com//managed-blockchain/latest/APIReference/API_ListAccessors.html
https://docs.aws.amazon.com//managed-blockchain/latest/APIReference/API_DeleteAccessor.html
https://console.aws.amazon.com/managedblockchain/

AMB 18 %387 A& AR
2. EETEIEESR.

B Bl IFRIZR.

EE—NERE Polygon XREEM 4,

( A% ) RIERTH R INIRZ,

TR QIR TFRIZR ARIEFNIGRE S,

2

FERABIRIG BT L H AMB Access Polygon JSON-RPC &3k AWS CLI

aws managedblockchain create-accessor --accessor-type BILLING_TOKEN --network-type
POLYGON_MAINNET

WML R R"PIFFRBillingToken , BI— B 5AccessorId—i#2iRE

{

"AccessorId": "ac-NGQ6QNKXLNEBXD3UIG*******xi,
"NetworkType": "POLYGON_MAINNET",

"BillingToken": "jZ1P80UI-PcQSKINyX9euJIDC5-IcW9e-n*****%k*u
}

BEEhHXBERREBiIl1lingToken. YRAILAE A LB M3 1T AMB Access Polygon JSON-RPC i
A, HTFZ2ER , ™MPHWELECSHENLE BT HIESEFRBALIF,

(® Note
BRFZITRHE , TEXRERNETENEETE, KIENKERRTHSEE,

ERTRETHNFAES

B LLEREBCS AWS IKF BN E Accessor THENE M., Hln , WAL EFHREZENIHRE ID
= Amazon FIREZEFR (ARN), ZRAUEFRES, RE, cIZAHMBillingToken,

EZEFHHESTHENER , FEH AWS EERFIA

1. ITAAEXRERFIE , Bt Hhttps://console.aws.amazon.com/managedblockchain/o
2. ESMERP  EESEIARER.
3. MIIRAEFETHENIEESR D,

ERTHETENEAEE 19


https://console.aws.amazon.com/managedblockchain/
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BEEMZE A FiEERNE, CHTEL , BAUEESHNEM.,
EEFHRESHENER , BEFER AWS CLI

EITATHSERTTRSETENIFEMAES. ¥ --accessor-idEERFEMHHEE ID,
aws managedblockchain get-accessor --accessor-id ac-NGQEQNKXLNEBXD3UIG********

REBillingTokenMEMBZAREY , WL T RPIFIR, HTZREER , ROIFHELESHREMLS
B, BExX2HNEXRBAF,

{
"Accessor": {
"Id": "ac-NGQ6QNKXLNEBXD3UIG*****x %%
"Type": "BILLING_TOKEN",
"BillingToken": "jZ1P80UI-PcQSKINyX9euJJIDC5-IcW9e-n******xxu
"Status": "AVAILABLE",
"NetworkType": "POLYGON_MAINNET"
"CreationDate": "2022-01-04T23:09:47.7507",
"Arn": "arn:aws:managedblockchain:us-east-1:666666666666:accessors/ac-
NGQ6QNKXLNEBXD3UIG***** %%
}
}

1 BR 15 [R] & 5

MIRMIER GBI B S RERT |, iZ S RERIRAS M ZEAVAILABLENPENDING_DELETIONIRAS . B R 154
ES I E5PENDING_DELETIONRAS —REH,

EMERIARESE , BEEHA AWS EEEGHEIAS

1. FIFREXREZRS S | Wik https:/console.aws.amazon.com/managedblockchain/o
2. ESMERP , EFTHEIBRER.

3. MIIRAPEFRFAENILEIZRT M,

4. EEMER.

5. WIABHIER,

SN EHAEMBRNIG R ESHEIRE R SR & TH., %X HE /RPENDING_DELETIONRZS.

AR BR 5 18] & 5 hE 20


https://console.aws.amazon.com/managedblockchain/
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EMERIG R ESHE , EFEA AWS CLI

AR RBIEBE IN{AI I BR HE., EFAdelete-accessorin MRS, --accessor-idfEREMIHFR
ZIDRENE,

fERA CLI MIBRTAMI BT AWS &
aws managedblockchain delete-accessor --accessor-id ac-NGQEQNKXLNEBXD3IUIG* **%*%*x*x*%*

MREHTEILET , WAKREEMER.

WBGRESE oY
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FEEXHREE APl F1 JSON-RPCs &3 AMB Access Polygon

Amazon Managed Blockchain 24 7 API #4E , BT 8I2MEE AMB Access Polygon B 1/ (8]
. BXEZER , BSHAREX R API 3£ 15,

LU EBIRME T AMB Access Polygon 23##) Polygon JSON %X fSE %X, RPCs BNXFH
JSON-RPC #EHRAZHNE EH R, BEILAEERA Polygon JSON-RPCs RERFIRENE RES A BIE.
RKEXRZ1FE, BERXXZUREMIATE , flIONRBETREMGESEH.

AMB Access Polygon Z# LT JSON-RPC 5%, 8/ X#FH JSON-RPC #HE — KR |, HITHE
ARFAMBRIANEREMBTT HERHR, EERANELT , RATELDHEEXREFFEA JSON-
RPC 7R IdsE EED,

® Note

© IXBEMARIIEE T E,

« RPCs #£ Amazon Managed Blockchain L Polygon JSON Bt , A B FERAZE
RZR 4 EEREHTHHRIEN HTTPS EZHTRAA, XEKERE AWS Ik PRER
W IAM ZE A F REH 1T Polygon JSON-RPC . At , HAHE MW AEM AWS IEH

(HE %A ID MFBHREZER ) .

o BETERAETSRNGEEANZSBRAE 4 (Sigvd) SETLENEEBRER, NREY
ZEMATFITEETERNMEZ L, BEXA Sigvs LB RE. BER , MREREA Sigv4
METSHENABNE , MENERFELEEST,

o LT AR S HE B X R EE (AMB) Access Polygon 323 JSON-RPC #t&iE K,

« TRPWEHIEH T2 JSON-RPC WEH, EHUFN JSON-RPC NENXEZN S
M (EW ) IBYHERY (RPS) BEMIRE,

ERINEE , BXTERR X, EBRR X5, BEEFAWS Support Center Console,
EERAEBRA, EEF BR, EBRREEXREENEHIRS . 1%£#F Access: Polygon /£
NIEWER , EFR—RIESENTEM, A RPC BIEENEE , HERRXAKEFS
i JSON-RPC U KERATFENEFERNVEARS ( ZRENMNXBEENZBFEMEH RPS &
R) o BRREBHEH,

22


https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-tokens.html
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-tokens.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://console.aws.amazon.com/support
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K3

LA

JSON-RPC

eth_blockNu

eth_call

eth_chainid

eth_EstimateGas

eth_fee[fi 18

eth_gasPrice

eth_getBalanc

eth_ 15 % getBlockBy

iR
IR B &IT X R 3y £
Fo

MANEITHAYE R
ReEERIRR

iR [E EIP-155 H
PN EEE
EChain Id{ERY
EM{E. Noneln
FZETHAChain
Id , MERE,

GEEEE R
KREHERT |
CEEREEEY)
BT,

REHERRSE
BEWES,

JR[E B Wei F#47

VETTRSE P S
Ni&o

IR B 55 E K 7 b 11k
X IR R IR LAY K
P RE

RE A XA KR
s % 18 ERY XIRAY
=-B

eth_calliH%£ 0
gas , EXITFHEEE
HHEE , eE—N
gas S,
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https://github.com/ethereum/EIPs/blob/master/EIPS/eip-155.md
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K3

JSON-RPC

eth_ (¥ getBlockBy

eth_ getBlockReceipts

eth_ getBlockTransaction CountByHash

eth_ getBlockTransaction CountByNu

mber

eth_getCode

eth_getLogs

iR

REH A XR
SHEENXRNE
S8

o

REF A XR
SHEERNXR U
=

R E A XREH
BEERXRANR
ZHE,

RE A XRSIE
ENXRPHRZ
HE.

IR B 45 TE K 7 b 41k
MXIRERIARFALRY
KB,

IR E 5 ET AT
KREVFTE BEAVEL
4,

MRREHTEN
#hak , WA LATE
EIAXRSBE R
1K BT X3RS
ElReth_getlo
qs KXHiEXR. 5&
RESHEH R
R TFR/PMHX R
B, MEKBM
AL |, X
SBEFA 8
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K3

JSON-RPC

eth_ getRawTransaction ByHash

eth_ getStorageAt

eth_ getTransactionBy BlockHash
AndIndex

eth_ getTransactionBy BlockNumb
erAndindex

eth_ B % getTransactionBy

eth_ getTransactionCount

eth_ getTransactionReceipt

eth_ getUncleBy BlockHashAndIindex

iR EBEW

IREIREEDN
RSN RBET
Ntransacti
on_hash &

IR 2] 45 TE K 7 b 41k
MXRIRIARFAYIE
EfF#EMENE.

£ A E /Y X R 0G
FENXZ RS
BIREAXRZH
E5

EREENXRS
MRBREIME
REFXRXZNE
2.

REAXEREE
REWFENRS
HfER.

IR B M FE E 31k H
XRIRARF R IER
BI_Q% i&%o

EREENXZR
FIRE R Z W,

iR B8 XA XR
e 7 B MR ZE B
B E R X IR
HER.
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K3

Debug

JSON-RPC

eth_ getUncleBy BlockNumberAndIndex

eth_ getUncleCount ByBlockHash

eth_ getUncleCount ByBlockNumber

eth_ maxPriorityFee PerGas

eth_ X R A

eth_ sendRawTransaction

debug_ M % traceBlockBy

iR

IR B A 5K fE A X 3R
YRS AR5
& 15 E Y BURRYAE

/BN O

iR B8 F RS 45
TE B R B 1T R
o

IR B 6 A AU R =
EERRUR R IT
B

RE LMY 5
A, ZRARER
RRZESELHE
X 3R /1 AT BASZ A
RYPE BB /R
Ry fh 1T 8o

IR 2] = 5 A AR 3
AR AR

BIEFAVE R AR
REJHNEXEARR
REBEEN.

I fE A BR ER AR A
ITXREFEE
HXRAPBFAER
2 , BE A RERYIR
BERE (FER
BRI ) o

=% -301}

BE 6 &&EHR
ML 7 EIR E#Y
fEmaxFeePer
Gas EHRIERH
BEERESHHITIR
B

REXREN IR
RERZ. ERE
RH A, BB
UEHLEER S,
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FRARER

e JSON-RPC

debug_ ¥ traceBlockBy

debug_traceCall

debug_traceTr

2B ZETEN

HRER RL IR

BEREE

I
58
xt
o

iR

I f6E A R ERER A
THRFEENX
RAPNFAERZ K
RERIRER (&
BEREERX ) o

AT ERRATH
ETFSCHHAT eth
WA, BB A
RELRUE (B
EREM ) .

RELER S AR
BRIER (FEREK
B ).

IR 3] = B Y P 4%
1D,

REXRPEEH
FBEXZHmEHE
RRFERN TR
R ERER

LA TEXRNITHY
ETFXHRAT eth
A , EE ]8R
RIRGRME (F
BREERN ) o

REAER S PR
BRE (FERIR
B ).

E3

=301
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K3 JSON-RPC iR =% -301}

Tx Pool  txpool_content IREIFAEFLLERN
HERAIZZ 53 .

txpool_status REYFISE
T— MR
FIERZURE
HEBAEY R 5 B9 1T 3R
(R ITRITE TR
7)o

Web web3_clientVersion IR [B] 24 B 1Y 2 P U
MR,

28
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I 5 i B X 3R 4E (AMB) B9 Polygon FA#l Access Polygon

Polygon X3REEEF A THWEES Web3 MR MLAS NFTsEM X EHR ML AR (dApps)o
AEBHIE T & T LAEH Amazon Managed Blockchain (AMB) Access Polygon SEEI Y — &£ F 5,
£}

- DWZBF NFT Bz

« X NFT X

- Bl Polygon &&

- RBARS

- KMNEER

DITZBATF NFT BE

B LR EER X Polygon BYEIE NFTs , @REER BEBRRNNERESHN NFT tHESEERE. AE,
AU IXEHIE  UBH - IME , il NFTs L E2#E HEWPEAFASESLTEESHTR
H,

BXESEL , 55 KEX R4 AP #1 JSON-RPCs X3 AMB Access Polygon.

X NFT 3%

e LAE A AMB Access Polygon ER#IHEM . FARER-_HTHRIMENFTHIRZ. A
B, SEERHEM AWS kS , BANARFEAGAFHITEX B EERHIMBLET , HWNME
MR FIESEXEBHITRRLEE,

BEXEZER , B2 KEXREE APl #1 JSON-RPCs £ #F AMB Access Polygon.

£ Polygon &2

&0 LAfE FAAMB Access Polygon R i2 It F R =8 B #Ihee , FlIInMXREE EN B S Y FIRE
ARFRTREZFEZBENRSZ T EEIXREE,

BEXEZER , BSH EEXREE API Al JSON-RPCs X # AMB Access Polygon.

DB NFT BiE 29
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HZENARSS

IEA LAE A 358 Polygon JSON- | 8 AMB Access Polygon FF & X E L& E3X 5 wallet-as-a-
serviceFTBMWIRIE , fINEF R, AF-HB. BFERXENEAMGE. RPCs

BEXEZER , BSH EEXREE API Al JSON-RPCs X # AMB Access Polygon.

KmITEER

BRI LAE R AMB Access Polygon FAFITERMIEEK, fl , BEUAEZEX@4EE NFT /Y
FAIEERENE-—RNENHENER, Hitt | SR XREE S ERF ik NFT ARG

BXEZER , B £ERXREE APl #1 JSON-RPCs X # AMB Access Polygon,

®RaBRS 30
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I 5 #h £ B X 3R EE (AMB) Access Polygon ##2

AVERNANUTHERLERXE | XEXERM 7/EL AWS re:Post , AT & BYRZ ] a0l A
AMB Access Polygon £ Polygon X% E#iT—EE NES,

« 8/ AMB Access Polygon # web3.js £IEX 5

& /8 AMB 1/ 18] 238 FZH Hardhat Ignition SFBEfES 4

588N EY

{# F§ AMB Access Polygon # Chainlink $t3E R 7E 85 TH T M 5N & IR
£/ AMB 15 8] & BR7E Polygon £ M _E % #r ERC-20 X M $iE

31


https://repost.aws/articles/AR4_8KnunzSta9ARvlS-8YrA/send-transactions-on-the-polygon-mumbai-network-with-amb-access-and-web3-js
https://repost.aws/articles/ARMiTkQJ-GRaqeDCxHVIoPhA/deploy-a-smart-contract-on-the-polygon-mumbai-network-with-amb-access-and-hardhat-ignition
https://repost.aws/articles/ARsoZGkfl3TC-4s_nqtPcajw/interact-with-your-smart-contract-on-polygon-mumbai-with-amb-access
https://repost.aws/articles/ARx1_64bGAQRubDfM_ci20pQ/retrieve-current-price-data-off-chain-with-amb-access-polygon-and-chainlink-data-feeds
https://repost.aws/articles/ARqK_QBbYFQLWEntK0E6Svbw/analyze-erc-20-token-data-on-polygon-mainnet-with-amb-access
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I b FE & X R EE (AMB) Access Polygon I Z £

TEEAWS BREFZE, ENAWS BFF , BAUZRTENREASHZEBBREALNERMY
ERBAEROMMLZEY,

ZE2RNFHEHEE AWS WRE, TEHEEEFEHRNERTRN LTSN , XESENRS !

- ZRE — AWS ARRFPEZHIEIT AWS REWEMZEE AWS =, AWS BN EIRHITURLE
FAMERS. ER AWS M EITRIN—2D , F=AFERARNERNZNBITLEENER M, B
THERTIDREEXREE (AMB) Access Polygon BIE#HITR | S FH AT RISEENHAWS
B

- TIRRE-BHNEHEFERAN AWS RERE, EEFTENHMEEAT , SEEHNHIENBR
M, BLTNERUREANEEEN,

N TRERERY. BHORIEMIEIEE , Amazon Managed Blockchain 8 7 &8 XREEHIZIT
W FFRAEZRAY ThBERD AWS ThEE,

AT R BY IR T MR 6E A AMB Access Polygon BN A0 BREEE, UTEBEEE R T
fAIEL & AMB Access Polygon BUB R BN LR MEMMEBIR. LEFEI WAEAHM AWS RSk
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FR , FEREERILELRE, BXEBNBERIFNESR , F35H AWS Security Blog L#) AWS
Shared Responsibility Model and GDPR & X%,

HFHERERPFEHN , RIONEBUERT AWS Ik ZIEHFEH AWS IAM Identity Center 3% AWS Identity
and Access Management (IAM) RENA AR, X , SMNAFPRRBETHIERRAMEFENNER,
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Access Polygon & 1317 R # 1T SR HERR )

- REEER  BEAFHENBEHERINRER (1FSHIL S IEE XREE (AMB) Access Polygon
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E AR EE TR
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AMB 173 [/ i 7% FRARER

ET 508K
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BRATH ZRE, NMEFTRIITAREFLAZAETIT. ETHOMCIRET BORNKRE , B55H
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ETRFHNRERM T ZRSFHRNEKERKE, ETREETRARNKBEHER IAM P AWS EX
B

HREgRE
AWS ZIFHARERR  XLUKHEBATUREEENNEBRLBERFHZANR
- RRILA - REETEHONEBALURT IAM RENFEARR, BXEZELR , FZH (IAM A/

EE) B IAM EER R PRE .

- PRSIEFIKRE (SCPs)-EHFIEELALARAL LM HZE AR AWS Organizations, EXEZER , B
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- BREFHIKEE (RCPs)-ZREKF R ARNEATANERE. BXEZER |, i55H (AWS
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- 2EERK - ENACIRSAF VRGN EN , EASBEENERRE. EXESZER , S
5 {IAM AP ER) P2 1ERK,
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AR E R 36


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

AMB 173 [/ i 7% FRARER
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Access Polygon,
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ET 551K =
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RERE =
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EARR &
ReEAE &
REREAE &

E4£E 7 ## AMB Access Polygon M E b ThEE 04 AWS BRSS S ARZE IAM ThEEE S /A , E5H
IAM BFEEFHN S IAM BAERANAWS RS,

AMB Access Polygon BWE T &K KRS

XBETHEHIRE : 2
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ETHONRBETMMNESM (W IAM AP, AFASAE ) B9 JSON RRRM I, XLRK
ZHAFANASAEMAMES T BLERFNITHLERE, BETHRNTUERETSHNRE , F5H
(AM BFiEE) FEATT EEARRE L BE X IAM &R,

BEMERA IAM ET 500K , BUMEE R TRIELNRENTRUAR A THIELBRENRSE. B
THET1E JSON RESREMMFIETE , 5K (IAM BAFiER) S8 JAM JSON KB TE5 A,

AMB Access Polygon B9 & F & 17§ 5K B R4

E&EF AMB Access Polygon ETF B H RN RE , 2 H,. LI EE X4 (AMB) Access
Polygon HE T &4 R =5l

AMB Access Polygon & F & RHI K rE
XHETRENER . &

ETRIFHRE MR FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHEMBEKE, EXFETHRVRBHRS T , RSEE R JLMER EINRZHIIFE R
BREVGE . N THEERM IR TIR , REEE IS E AN 2R RINITREREAREF LSRN
THIT, BUFEETRBENRBEPEEEE, ZEEATUEEKS, AR, A2, KSR/ AWS

e

ESABK/ER , SRCHEANKS SHEMBKS R IAM XEEENETRRNREHINERE. B
XEZEE , BZH (AM AFER) PH IAM R EYEIK - 7R 5

AMB Access Polygon HJ 5K B& 2 4E
TEHRRERE: B

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2E , BNEETUNT LR FERITER
&, UREMH ARG THIT,

JSON KM Action TEBRT A TERKP AWRIEL L RINRIE, ERBPISREURTR
ITRERIRERVR,

E&EE AMB Access Polygon ##1E5I&k , B5H (RFBNSE) K Amazon Managed Blockchain
(AMB) Access Polygon E X KV 4E.

AMB Access Polygon F KRB IREEIRIETIFER LT RIS :

managedblockchain:
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EERMEAPEESTURE  BEMAESHENRT.

"Action": [
"managedblockchain::actionl",
"managedblockchain: :action2"

]

O LAERBES () BESMRIE, 0, BIEELLEE InvokeRpcPolygon kWA
£, BIEUTRE -

"Action": "managedblockchain::InvokeRpcPolygon*"

E&EF AMB Access Polygon E T SR RE , ESH. LID#HIEEXREE (AMB) Access
Polygon BWE T & 3K KB =51

AMB Access Polygon B 5k B& & R
YRHERER &

EIE R A LAER AWS JSON REERIBEW ARG RMF L. HHRY , BN EEATLIMT AR RINITER
1, UREMFARHETHIT,

Resource JSON R TR EEMHENAREN —NMHZ AR, FARESXE , HFEHAE Amazon
HBRAF (ARN) BBERR. N TAXERBERNRWERE , EERBEES ) ENBONATHER
Ro

"Resource": "*"

E&EF AMB Access Polygon BREE K H|%K ARNs , 52 H (RESENSE) FH Amazon
Managed Blockchain (AMB) Access Polygon EX &R, BT SRETUAERBLIREREBEESHRE
JRH ARN , 2@ A mazon Managed Blockchain (AMB) Access Polygon & Y BV E,

E&EF AMB Access Polygon £ T SR RE , ESH. LDHEEXREE (AMB) Access
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EE R WLAER AWS JSON REERIEEEERRIBEMF L, 2R , BN EETUANT AR FERITER
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TREFIFIR (ACLs) 2HMLERFTEA (K/FKA, AFRA® ) BNBRER, ACLs SETHIRM
REERL , RECAFEA JSON MR,

#A AMB A ZBFH ABAC
¥ ABAC ( EBHMRE ) « &
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BEXABACHEZEE , 2R (IAM AFERE) RWEH ABAC BINE YR, BEEFIZE ABAC
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BT RMAERXLRSE JSON REXHLIEET IAM BHHERE |, 56 (IAM BFiEE) P8
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A X AMB Access Polygon EXIREFEFRER (IRBNAREENER ) WiFAER , FSH
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REERIEREK
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« fEF IAM FKRE PR K43 — SRS E AR ;4807 LA 5K R IS4 SR BR #IX R R R R T E .
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. |IAM Access Analyzer 12 100 ZURIEK BN IRMENEN , UHBBEFELZ S BIgEMH RN
KEk, BXEZEER , BESHE (AM BFigm) MM IAM Access Analyzer i SR B,

- FEZESHRIU (MFA)-IIR AWS IKFENZRFE IAM AFSRAF |, BEA MFA BIRE %
=M, EERAR APIRERNEE MFA |, B MFA 47BN EKRES, BXEZER |, 5
7 <IAM AFiEm) PR MFA &3 AP G,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R 2 HEXE,

{5 AMB Access Polygon &1 &

Eih R ST E X HEE (AMB) Access Polygon #8#1& |, AR —HRENR, XLNRAM A
YRS HAMEFERE AWS K AMB Access Polygon BIRHVFMES, NRAELMSEHNRIEN
REANCENETEONRE , X THMNT ZRENZE (AFRAEL ) , BHAGEERMBEEEZ
1T

X FRFA AWS CLI X AWS API IR, BEFANEREFKEZHFHENR, R , IRFHREH
ZEHMITHY AP RVEME ITE VIR AF

NBERAFFTAGMATLER AMB Access Polygon ##|& |, i E ¥ AMB Access Polygon
ConsoleAccess BReadOnly AWS FEE R MMBISKE, EXEZEE , H56H (IAM AFE
) AP RIER,

ARFAFEEMHINE SR

ZORBIGER T BRI R |, BV IAM AP EER MBI EAS B ONNERANEE R, R
BEEEFE LHER AWS CLI X AWS API BU4RE 7 R LR ER R

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",

ET 508 RA 43


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",

iam:ListPolicyVersions",
jam:ListPolicies",
jiam:ListUsers"

]I

"Resource": "*"

AL SvEiATES

(® Note

Eif A Polygon MY/ H & i1 Mmainnet ¥mainnet# 1T JSON-RPC
HBA , #EEEH AMB Access Polygon #85 IAM X BREY A FiEH
( AWS_ACCESS_KEY_IDFAWS_SECRET_ACCESS_KEY ) o

Example A Fi5E FiE Polygon M4 IAM KB

WRBIRFERE IAM AP AWS 1K 5 EIFTA Polygon M4&RIXER

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AccessAllPolygonNetworks",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcPolygon*"
]I
"Resource": "*"
}
]
}
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Example A F 1518 Polygon MM &R 1AM 5K #E

IR BIERFEFPH IAM B AWS 1K/ 1518 Polygon M M 4RI IR,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AccessPolygonTestnet",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcPolygonMainnet"
]I
"Resource": "*"
}
]
}

S 5 #h B X 3R 8E (AMB) Access Polygon & 19 #1177 (7] 3 17 B P HE

FERAUTEEXREBEE L MAIEEE A AMB Access Polygon 1 IAM B A BEIB EI AV & I 8] 7%,

£

« RFEMIE AMB Access Polygon HL{TIR4E

« RFIMIAIT iam : PassRole

« REAFRIUAN AFRIEE AMB Access Polygon &R AWS ik F°

EFTNIE AMB Access Polygon i 1TiR1E
MRABRFERET , BAESENHITEMRE , M ATEFHREE AL TFINITZIRE,

% mateojackson IAM AR R HEREFHAEETEEXEN my-example-widget BIRNIFHER ,
BFHHEE managedblockchain: :GetWidget RBRES , 2K EL T REIEE IR,

B BEHEE 45
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
managedblockchain: :GetWidget on resource: my-example-widget

EWBERT , BAEH mateojackson AFHEKRE | LA ER
managedblockchain: :GetWidget ¥4EEIR my-example-widget &R

MBRBEERE  FHRRALEHWAWS EEG, FNEEBRASRMHEZEILEN A,
RN IT iam : PassRole

MBEWBEIREE | BAREERIAITiam: PassRolelfE , MAMEFHIEHKIEU AR A BLE
%45 AMB Access Polygon,

BE AWS B AR ABKEAL1ZKRS , MARCIRMNBSALIRSHERAR, it ,
LM MEB T A LT RSHINR.

LEZAH IAM A FPmarymajor=id A H &7 AMB Access Polygon F#ITIRER , SHIILLTR
iR, BER , RELTMEERSHACHETFHNERS AIMTIHIRE, Mary FTEEFACRKETRS
HIA PR .

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , XIEF Mary B KBS L A F#EINAT iam: PassRole #1E,
MREFEERY , EHRRALZHN AWS BEER, FHNEERZRHEEREIENA,
R AT RN ATEE R AMB Access Polygon &R AWS ik

ZaeR—1MAG , UMEAMKFPHNAFREALNANARTUERZAGKIL RSN TR, &7
LEEH#ESREY , AURAAE, XN TIXHETHRMNRBEHIEFZHFIER (ACLs) KBRS , &ATEL
158 P IX L5 SR BE (0] ATV HR T 173 (R 8B B R A A PR

ETREZEERE , BSANUTRE

« E T AMB Access Polygon 2B XFIXEThEE , HS R S #EE XH 8% (AMB) Access Polygon
mas IAM Bl &M,

- BETHROMARENSRENERNGRR AWS K | FHSE IAM B EER N EERE AWS
KB5S — 1AM A P iR i B AR .
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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- ETHNMAEE=SREXNENEROIHRILE AWS KF , E5H IAM AR EBTFHEE=5RE
HIFER, AWS 0K

- ETHNMES B HRERIERMFRNE , H2H (AM AFERE) PR AELEAE S BRI
AP ( BRBRERIE ) REHRNER,

- ETHREAACNETRENRBHITER,IGRIZEANEZS , H2H (IAM AFERE) /1AM
HR Y BB K P 3 R 1A [ o

B BEHEE 7


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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FERIERKT DT E X REE (AMB) 1717 Polygon 4 AWS
CloudTrail

@ Note
I 5 # & X 3R EE (AMB) Access Polygon R BB EH,

Amazon Manage AWS CloudTrail d Blockchain IZ{TEZRF L , ZRSERREXREFAF. A
B AWS RSFTREAVIRENIESR. CloudTrail #HIRHFITE XHREERN AMB Access Polygon i R
ERNBREFESE4EA,

MREVNETLIEREENRE , ZRERSITRUBEKRFAENEETESEHS , Nz ELE S3
FfE@fE AR AMB Access Polygon #85< CloudTrail 4. EHKENEER CloudTrail , A LAEE
A EEA -1 AMB Access Polygon &inT RAH TiER, BRXKEWA IP bk, #REHTIEKR.
REERB S E AR EMIFAER.

ET7HEZEE CloudTrail , i5Z® (AWS CloudTrail AF ) o

AMB iF 8]l F Y 28 F2{E B CloudTrail

CloudTrail ZE{R A1 AWS Ik NEEARLEA. B2 , BX4NEESETASHUEFTEREAT
AMB Access Polygon i 5.

BEREIERENEYS AWS Ik | &2 AMB Access Polygon WE# |, BRIERE. BREAWT
CloudTrail fF AEXH&RIXE| S3 FEME. BMINBRT , BRI &P AIERERICRE |, HERERIEF N
FrE AWS Xif, RERIEEK AWS 2 XHAEZXHXEHNES , HFAEXHZIZEEIEEN S3
FER. ok, BB EEA , AWS BRS B — 5 24 HRHE CloudTrail B &P UWRENEH4EIE
KXW, BXEZER , BSRTIRNE :

« CloudTrail i TiEER Polygon JSON-RPCs

- BIEREFICFEER

e CloudTrail ZFHRFZFEK

 E¢E Amazon SNS B4 CloudTrail

o EWXRBZANXEM CloudTrail B & MEWR B ZA4NKF B CloudTrail B &34

AMB 5 [8] F #9 Z B FX4E B CloudTrail 48


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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JBid 5 4 CloudTrail BIEEH , B LA EERA T AMB Access Polygon i R

BIMNEHHATREBESEXRERBFRNAREGR. SOEEABTEHEUTRE !

- EREREARAFIEREE AWS Identity and Access Management (IAM) f F&EIE X H
- BREEAACERKEAFNGENZEREULR HN
- BREEHHEMARE AWS RS

BEXEZER , 28 CloudTrail userldentity T3,

T % AMB Access Polygon B &M% H

NTHEFESEH  BRERE—MEE , RATPHEHEN BSXHEIAZEEN S3 F#E, #4
CloudTrail BEX#AHEE—IHZNMNEERE , REZFBARRKEFEMAKRFENENER, XEFBER
HEXBFREFENFAGE , SHEEFN B BN R UREFEXNERSH,

® Note

CloudTrail B EXHFHEIEEHT 2 AMB Access Polygon API ARG FHERIRE , Rtk
el 2RESEENIRE I,

CloudTrail A T3&ER Polygon JSON-RPCs

IEALAE R CloudTrail SRIRERIEHIIK - VA T AMB Access Polygon i s , AR B4 JSON-RPC
WEARAANBESG. RABERT , SZCEREN , T2ERBESH. BidFKiEF AMB Access
Polygon &1 R 7 CloudTrail 5iiEE4 , BXTHERNHERE TN IHFN TR T RELTAR
WINEIERERF ., AMB Access Polygon X# A AWS BEE#4|& AWS CLI, F SDK R INEESE4,
BXEZER , H55 (AWS CloudTrail AF{ErR) PHERASREREFIERELS

EEREDICERBESH  BEVEREGFEHput-event-selectorsi@fE, EMAiZ--advanced-
event-selectorsitWEEAWS: :ManagedBlockchain: :Network ®/REER | LUEFHICREIE
=4, NmBEEH AR T AMB Access Polygon i ..

ExampleFfi &M B AMB Access Polygon &inT SR BESHAERE

BT RBERIMAE A Zput-event-selectorsRERIEZEHIK F 4 X Zus-east-1XFH R
Ermy-polygon-trail® P& AMB Access Polygon 4T SiE K,

T f# AMB Access Polygon A& 45 H 49


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-advanced
https://docs.aws.amazon.com/cli/latest/reference/cloudtrail/put-event-selectors.html

AMB 173 [/ i 7% FRARER

aws cloudtrail put-event-selectors \

--region us-east-1 \
--trail-name my-polygon-trail \
--advanced-event-selectors '[{
"Name": "Test",
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["Data"] },
{ "Field": "resources.type", "Equals": ["AWS::ManagedBlockchain::Network"] } 13}1'

TG , B REREZE E—NMROIFEENREN S3 FRMBTHERBR.

DUTERERTHKENE R CloudTrail WEIEE#H A LS E CloudTrail, A AHE Polygon
JSON-RPC &R 2@ E F —4 AMB Access Polygon i =& H#Y, ERREM IP sbit, #AXHTiE
R, EHBEROSAUAREMEFEAEE. ETZ2ZER , UTROIFPHELECHERNLE B2 H
MEXRPRAZEZRB H,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA554U062RJI7KSB7FAX:777777777777",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/777777777777",
"accountId": "111122223333"

.

"eventTime": "2023-04-12T19:00:227",
"eventSource": "managedblockchain.amazonaws.com",
"eventName": "gettxout",

"awsRegion": "us-east-1",

"sourceIPAddress": "111.222.333.444",
"userAgent": "python-requests/2.28.1",
"errorCode": "-",
"errorMessage": "-",
"requestParameters": {

"jsonrpc": "2.0",

"method": "gettxout",

"params": [],

"id": 1
.
"responseElements": null,
"requestID": "DRznHHEj*#****%%xu
"eventID": "baeb232d-2c6b-46cd-992c-0e4Q**F*xEkxKkEN"

CloudTrail A Fi&ER Polygon JSON-RPCs 50
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"readOnly": true,
"resources": [{
"type": "AWS::ManagedBlockchain::Network",
"ARN": "arn:aws:managedblockchain:::networks/n-polygon-mainnet"
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111122223333",
"eventCategory": "Data"

CloudTrail A FiEER Polygon JSON-RPCs 51
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AMB Access Polygon AP 18RI XA F ik

TRIERT AMB Access Polygon B9 STRSRR S,

& 1% B8R S:t

¥ # 7 JSON-RPC KB & AMB Access Polygon &4 2024 4 A 12 B
*#%H JSON-RPC ZiFHE #
EE .

HLIENEZENRAMMERNZE  AMB Access PolygonT2024 2024 £4 A 10 H
FA4H158L 1L TR ERM M

E S

FIEREEH X B AWS re: Post it X X EE 2024 £4 A9 H
789 AMB Access Polygon #
=

BT I 5 3EE X REE (AMB) 2023 £ 11 B 24 H

Access Polygon BREZHI A FF

i
WX o

52


https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-api.html#quotas
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/key-concepts.html#retired
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/tutorials.html
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/what-is-service.html
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