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AR SR EXREE (AMB ) HRILE4ET ?

Amazon Managed Blockchain (AMB) Access N &I LA R ML T A H XREETT X |, BB LA
£/ Hyperledger Fabric R A2 EXREME, NEMHFERERESAHXRER , IENL
HXRETIHNTLREE., £/ (A ) ALTHRFS[SHE, APIEE, I TFiAREHREENA
Bl , BARNTELERENRBEXREME R ITIER. FFECH AP BEALSEZ2REN MR
AigiE LEIEY Y R , Rt SR A EXRENARF,

AMB Access AR MHARMTRIFEMN XREEM RS - S/ XREMLIGR AP BEAR %
FRXRET SFME, BT ANXREREMIZHE , B AR ER O HA LUK XREET S
FABH Hyperledger Fabric X3RN EZHEBE2FER, B2 , ETAPINZHE/A ™M , HIIAMB Access
Bitcoin , HAPIZEHM — AT REANK , B IZEF , KEXFETIEMERBEEFAHE,

tEEmR—NEPOMEHXREM L |, ATASKIAZMEWREMZEL T HSET (BTC) it E2
#ME peer-to-peerX F. MNA. TR, SEBFENT. BNERMEFRLISTNE, HEETRER
—MTRESN , —HATREANER , IERATERAZRBEN LA TRIEETATENKAR, &
Amazon Managed Blockchain (AMB) Access Bitcoin , A BUBM X34 is 15 = 77 8] b 45 = A
B , BIXELRENT/STUBEARS, EREKAFHBEARBAALFETZOT ST RLT
Fi#9 JSON-RPC &R, EBIERSSHEFITRFETR , BAUTEITHENARE , MASRRTE
EZRNIE, fIEE, 4FNARFHLEFITHR, TREREMELSTERE. BIMNEHRTRS
Fr, dRDHIST XRERE | £ A EFEHAAMB Access Bitcoin i@ b4 M iR & H BV iE R A5 5%

REERERAMB AccessttiEmBI A, 2
MRER2EHREFHAMB Access BitcoinfI AP |, RINBWBLFELTEY

- XBHE  TSRHEEXRE (AMB) 15 R LD

- FREALISHIEEXHREE (AMB) 15 E tb4FM

- WERITEXREE (AMB) B Lb 45 A 617 8] Lb 4
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HESS TSR EXRE (AMB) 7R LT

® Note

RIEFERIEEBABLBENSLTFTITLAB S, XERSBEEHROME. TR, KB proof-of-
work, &8, LHAMAEA. B¥E, E£H Amazon Managed Blockchain (AMB) 17 /8] b 4% T
2, BOBWERRES T AXEAZELET,

Amazon Managed Blockchain (AMB) Access Bitcoin &2t Lb4G ™ XIREEMN TIRS 22 RNER |, T
TEMBENERTMALSTEMER  SETR. EUUFERALREERSREREHRLFTRHE , N
T R AR SR8 B A,

AMB Access Bitcoin A B ETHEFT R OBTF RN TET QAR SIS | ENER&EY
g , HEXEFZNISONZERRF (JSON-RPC ) A, AR JSON RPCs SREXHEEE
BEWESTTRHETERS , N\MESETREHITRE, AT JSON-RPCs , &0 LUSREREIEH
EAXRS , B#EEA Amazon Managed Blockchain RS EHHIEMELLETNERRX S,

/A Important

FBOROE, 4, ERANERESNLSTu, SENNEN STt RNB AR,
AWS FfE AT DB E X R & ERV LA M W REBZ A AN ERARZBMA AR,

FERT DT EXREE (AMB) B EZEIMARF5 0 L4E™
« TENLESETMSE

AMB Access tb4FH U T N HM L -

« £M — & proof-of-work HiRRIF M A HLASTHXHREE , LLiF™ ( BTC ) K T REIZXIREE
FEITHNXREZN. TN ENXZEEXERMME (EREHR , EMNSFERBRRA ) , HieRELH
XiréE L,

« Testn et —NiAM A FN R BR ST XS, WiAMEHSRFRALET (BTC) 22 H
B, FEBEESEEANE,

AR BT R 2


https://developer.bitcoin.org/
https://github.com/bitcoinbook/bitcoinbook
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® Note
TRIFEMLE,

- TEFHX :

AT RULBRSS SKIFHY X8

X i & #5 R Region
EERS (FFRILMILE ) IAD us-east-1
TWA#X (RR) NRT ap-northeast-1
WA#X (BR) ICN ap-northeast-2
0 A X (703 ) SIN ap-southeast-1
Rt X ( BR= ) DUB eu-west-1
ROt X (22 ) LHR eu-west-2

- BFLHRTR
LAUTF & AMB Access Lt RS R, BEERS , EX4NEASEER M RN XN L5
T Ro
* mainnet.bitcoin.managedblockchain.Region.amazonaws.com

+ testnet.bitcoin.managedblockchain.Region.amazonaws.com

f5ltn : mainnet.bitcoin.managedblockchain.eu-west-2.amazonaws.com
- TXREEY
AMB Access tbM A FLHL4ET (BTC) 25,

« LERAE 4 4T JSON-RPC Bif#1TER

RPCs £ Amazon Managed Blockchain EiffLL4E™ JSON i, BA LB AL EZMA 4 L2 H
EHRHTEORIEN HTTPS EZ#HTEA. XEKRERE AWS IKFHENH IAM ZFEASEE#ITE
™ JSON-RPC @M. At , AIEMFMLGIRME AWS iEH (HRIZA ID MABHREZH ) .

AR BT R 3


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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/A Important
s FEAEEMAFPHNARFYRATFHER,
o BAEEMER IAM KEESREHIXT EALL4FT JSON M5 EIRPCs,
s REBRERFEBRS
£ sendrawtransaction JSON-RPC R E#FLLF T X RERSHR S
« AWS CloudTrail B&X#

A LABLE CloudTrail i FEM 4T JSON-RPCs, BEXEZER , F5H 2FZTLHEEX
R4E (AMB) EF AR b4 HEH AWS CloudTrails

EEETUA R 4
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RETSEEEXHEE (AMB) 15[ t4sH

R ERER Amazon Managed Blockchain (AMB) 5 R4S M2 8l , BRBATT RS ERLE AWS
WP, T—EiieWAFFHRERAMB Accesstb o

ERZGFFREESIN
IR AWS E—RERZ 8, IRAFAE— AWS TKF,
IREZS M AWS

LREMET AWS |, SREBBIEMATE AWS IKF IKF AWS RS |, 21T SR EE XREE (AMB)
Access Bitcoin, BRENFERNRS A%,

MREAWS IKF BLE , BT -5, MREEEE AWS KF |, EFERAUTSEREIZE,
B AWS K/

1. $TFhttps://portal.aws.amazon.com/billing/5E Mt o
2. ZEBEELMHBARE,

FEEMET , FHETBRENREIEE  EREAREFREHA — MRS,

HRGEMET AWS IKF , IR BIZAWS IKFRAF —1 RAFERGRIZKS RHFRE AWS
RS MRF. FANREREIEK , FAAFIERERLRANR , A ARERARAFKKTEER
AP R RNES

RIEZEEEHNIREN IAM AF

Ea|ZMEA AMB Access Bitcoin , 4B E — AWS Identity and Access Management (IAM) &
A (RAPSEYE )  ZERAMTEEATHITHENITE XRERENR,

RE IAM ZF AT LR IT 4T JSON-RPC . RPCs £ Amazon Managed Blockchain LiE ALt
$ JSON Bt , B BRI EALEERAE 4 EEREHRTHHRIAN HTTPS EEHT A, XEMK
BERAE AWS Ik FRNH IAM ZEATEEHTH4S™ JSON-RPC @A, HIt , H97E RO IR 43
AWS iE ( 7EZ4A ID MFBHFRER ) .

FRFMFEEE 5


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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AXMAGIE IAM AFPHNEER | BSREEN AWS K- F2 IAM B, BXxMAmE AP BN ER
KHENESZELR , BZRERIAM AFRPNNR. BXAATERTFAF®A AMB Access Bitcoin X FR
HEERH| , FS 0 Amazon Managed Blockchain (AMB) 5[] b 43 T BV B T 5 4 B9 SR BE R8I,

ZHENBE AWS Command Line Interface

MR RIXBFE , BREKRHH AWS @i 5175 E (CLI) AERLE LR AWS BIR, BXESE
B, BEHARESEH AWS CLINRFRA.

(® Note
BT CLI G , BFEWRREYA ID NRHHRFEH, MRARE , FEARNETIERE Y
WREH, GERIESEERZSA ID. MEBRZR , AR—IMERFIEANIHNZES
. BXREZEER , HZH IAM AF EEFHRIERERS AWS BIRE S FER.

REFEE AWS Command Line Interface


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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FraafE AL S & X3REE (AMB) 5B LE4F ™

FERAART PR step-by-stepFERE S afaE AL B E X H4E (AMB) Access Bitcoin RHITES
XL RHIERIBTER —LERRE M. MRETHTE AMB Access Bitcoin , BEEAREREMNIREL S |
BRECERXLEEREZNE. BXELZEL , F2H RELIAREEXREE (AMB) HE M.

o BIZE—/ IAM FE BRI R 4E T JSON-RPCs

£/ AMB Access RPC fmEss X b4 M iz2 B @A (RPC) H3R AWS EEEHIA
£ awscurl & & AMB 5B 4™ JSON-RPC &3k AWS CLI

£ Node.js B & i HL4FM JSON-RPC iF3K

£/ AMB i8] tb4& ™ AWS PrivateLink

B2 —/ IAM K&K 5 A b4 ™ JSON-RPCs

i [A] He 43 =3 BRI 3 P Y 2 H i S LA AT JSON-RPC B A |, S4B REMENN IAM R A
PIE# ( AWS_ACCESS_KEY_ID 1 AWS_SECRET _ACCESS_KEY ) , FaEiFRItE4ET. £ AWS
CLIZETHREH , BITUTHRZATFHRB N EETLIET 2R IAM KR

cat <<EOT > ~/amb-btc-access-policy.json

{
"Version": "2012-10-17",
"Statement": [
{
"Sid" : "AMBBitcoinAccessPolicy",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcBitcoin*"
1,
"Resource": "*"
}
]
}
EOT

aws iam create-policy --policy-name AmazonManagedBlockchainBitcoinAccess --policy-
document file://$HOME/amb-btc-access-policy.json

BIZ IAM KR 7
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® Note
BIEA R R ERER G E ST EMMN RN, BHEEERS , HEMALTActiond
STl

* "managedblockchain:InvokeRpcBitcoinMainnet"

* "managedblockchain:InvokeRpcBitcoinTestnet"

BIEREEIS |, FiZFMHMEBIEN IAM AFNAGUEREN, £F AWS EERFE , SME IAM
BR% , HIFRBEHM flAmazonManagedBlockchainBitcoinAccessEI B4 EH IAM AR AR,
BEXEZER , BoRERAGHIELS IAM AF,

£ AMB Access RPC mEss A H Ltz EEFA (RPC) iEK
AWS BB & A

&R EL AWS EEZFIE £F AMB Access E EREBNRXIZEIRZIFA (RPCs)s B TXL RPCs
REA AT AIE L4 T W 4% EiRENEE, BEANRRXX S,

Example

TR RBIERT EERA RPC 3RENEX
00000000c983704a73af28acdec37b049d214adbda81d7e2a3dd14a3dd146f6ed09 blockhash KI{E
B, getBlock A RECHAABRREE RNEE  SEERIENEM RPC itz — , REWA
FrEE AR5 A

il

1. FIFFEEXREZRE S , Wik https://console.aws.amazon.com/managedblockchain/o
2. 1% RPC 4migsEs.

3. TEBEREHHF , EFEBITCOIN_MAINNETHER XIREEM LK,

4. EBgetblockfER RPC ik,
5

I A00000000c937983704a73af28acdec37b049d214adbda81d7e2a3dd146f6edo9tE
RAXRE HEF0EREAREE,

RfE | IEFREX RPC,

7. BREXAAWN ‘BE WBIRBER. A, EUUSHZBENRERZUMH - T o MIAB TN
RAEFNILSSZE,

o

#4%l& RPC Rl 8


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://console.aws.amazon.com/managedblockchain/
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MTHMEZELR , 55 AMB Access b4 MRPCs 23&HY

R awscurl X1 AMB 58 tb4EH JSON-RPC E3K AWS CLI

Example

FERZERA 4 (Sigvd) FERER IAM BFIEPZEER , LUEDB AMB Access 4% mim st 1TEE 4
M JSON-RPC M. awscurl s F1{TTE A LAE B2 A Sigv4 LB X AWS REMER, BXES
{£8 , {2 awscur | README.md,

FERESENIREREN S ERE awscurl, £ macOS L |, #%H HomeBrewfE B LT R ARF :

brew install awscurl

MRECLKLRHABET AWS CLI, NIEE IAM AP IEBMERIA AWS XEEFESNIMERIREH T
LAix 1R awscurl, A awscurl , B A RPC @ LE4FH EM AN LM IZRER, getblocktb A
SELERRACENXREFEN NN FRESH

DT sfEAparans AT XRIBHFRIEFRERZFLWFEXIR , AT ER ERRXR
SEE, WRBIEAus-east-1KIRT R, RALUEEBRNREEN ST JSON-RPC MRS

I E XIREE (AMB) 5 R LE4S T X0 AWS XiF, AL, Ba B Ed S ERmainnety |, @
MNP EmM A REMEZEHER, testnet

awscurl -X POST -d '{ "jsonrpc": "1.0", "id": "getblockheader-curltest", "method":
"getblockheader", "params":
["0000000000000000000105bebab2f9dd16234a30950d38ecb6ddc24d466e750a0"] }' --service
managedblockchain https://mainnet.bitcoin.managedblockchain.us-east-1.amazonaws.com
--region us-east-1 -k

ZRUBXFIRAPHNEFACEURBRERFEENRZRHIIR, BESRUT RO

{"result":{"hash":"0000000000000000000105bebab2f9dd16234a30950d38ec6ddc24d466e750a0",
"confirmations":2,"height":799243, "version" :664485888, "versionHex":"279b4000",
"merkleroot":"568e79752e1921ecf40c961435abb41bc5700fe2833ecadc4abfc2f615ddcl1b8"”,
"time":1689684290, "mediantime" :1689681317, "nonce":2091174943,"bits":"17053894",
"difficulty":53911173001054.59,
"chainwork":"00000000000000000000000000000000000000004F375cf72ff64e2404c1589c",
"nTx":2135,

"previousblockhash":"00000000000000000002ffetefe@7ae74ec8b92c7696f5e12b5da506f@15babb",

awscurl RPC R4l 9


https://docs.aws.amazon.com/managed-blockchain/latest/ambbtc-dg/bitcoin-api.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://github.com/okigan/awscurl
https://github.com/okigan/awscurl#readme
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"nextblockhash":"000000000000000000038f05ddcf3f483fdcb74f4be606c022bcb673424fFa4ca"},
"error":null,"id":"curltest"}

1E Node. js & Hi Hb45 JSON-RPC #R

B LAMER HTTPS RRXZZMERR BRI LS ERFNIRMin S , HEH Node.js FEYEAE https
HERFH 4T JSON-RPC API VA , th T LAMERE=5FE |, #lin AXIOS., UTREIEERR T M
AMB Access tb4Fmim 2 & H 4™ JSON-RPC iE3K,

Example
EE1TURPI Node js BIZAS |, BERIABLT BiRSEM

1. BT EN EMMBET SMRANEESS (nvm) 1 Node.jso BAISAEIAL KR BIBRERSEHN L E A,
2. Ffnode --versionm S HBIAEEARNE Node IR 14 RESHRA, NMREE | BOLUFE

Anvm install 14%SHnvm use 14 S RERK 14,

3. IMETEAWS_ACCESS_KEY_IDFIAWS_SECRET_ACCESS_KEYXA4MAESEMIKF REAMIES, I
A EAMB_HTTP_ENDPOINTAM B E K AMB Access Hbi4Emim s

EAATHTRXETEENFHRSHIT K, HUTFAFRFREETHEERNEHN IAM
PP R E

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

SERFIBERREME , FRRESN T package. jsonXHMindex. jsHIAE HIF| A IR FEH

T json
{
"name": "bitcoin-rpc",
"version": "1.0.0",
"description": "",
"main": "index.js",
"scripts": {
"test": "echo \"Error: no test specified\" && exit 1"
},
"author": "",

Node.js RPC 45l 10


https://nodejs.org/api/https.html
https://axios-http.com
https://nodejs.org/api/https.html
https://axios-http.com
https://github.com/nvm-sh/nvm
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"license": "ISC",

"dependencies": {
"@aws-crypto/sha256-js": "74.0.0",
"@aws-sdk/credential-provider-node": "~3.360.0",
"@aws-sdk/protocol-http": "7A3.357.0",
"@aws-sdk/signature-v4": "A3.357.0",
"axios": "Al.4.0"

index.js

const axios = require('axios');

const SHA256 = require('e@aws-crypto/sha256-js').Sha256

const defaultProvider = require('e@aws-sdk/credential-provider-node').defaultProvider
const HttpRequest = require('@aws-sdk/protocol-http').HttpRequest

const SignatureV4 = require('e@aws-sdk/signature-v4').SignatureVs

// define a signer object with AWS service name, credentials, and region
const signer = new SignatureV4({

credentials: defaultProvider(),

service: 'managedblockchain',

region: 'us-east-1"',

sha256: SHA256,
1DF

const rpcRequest = async () => {

// create a remote procedure call (RPC) request object definig the method, input
params
let rpc = {

jsonrpc: "1.0",

id: "1001",

method: 'getblock',

params: ["00000000c937983704a73af28acdec37b049d214adbda8ld7e2a3dd146f6ed@9"]

//bitcoin endpoint
let bitcoinURL = 'https://mainnet.bitcoin.managedblockchain.us-
east-1.amazonaws.com/"';

// parse the URL into its component parts (e.g. host, path)

Node.js RPC =4l 11
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const url = new URL(bitcoinURL);

// create an HTTP Request object
const req = new HttpRequest({
hostname: url.hostname.toString(),
path: url.pathname.toString(),
body: JSON.stringify(rpc),
method: 'POST',
headers: {
'Content-Type': 'application/json',
'Accept-Encoding': 'gzip',
host: url.hostname,
}
1)

// use AWS SignatureV4 utility to sign the request, extract headers and body
const signedRequest = await signer.sign(req, { signingDate: new Date() });

try {
//make the request using axios
const response = await axios({...signedRequest, url: bitcoinURL, data: req.body})

console.log(response.data)

} catch (error) {
console.error('Something went wrong: ', error)
throw error

rpcRequest();

BIE R RO ER Axios B MiK /K H RPC EXR , HEAEHSH SDKv3 TR |, FEAMEMAE
BRRA 4 (Sigvd) FRAXNXEFERFTER, AWS BETRE , FEXHFAEERTITALE , ARG
BITHATEHS :

npm i
node index.js

ARG RFRUTUTARAR

Node.js RPC =4l 12
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{"hash" :"00000000c937983704a73af28acdec37b049d214adbda81ld7e2a3dd146f6ed@9", "
confirmations":784126,"height":1000, "version":1,"versionHex":"00000001",
"merkleroot":"fe28050b93faeablfa88c4c630f0elf0alc24d0082dd0eldd369e13212128F33",
"time":1232346882,

"mediantime" :1232344831, "nonce":2595206198, "bits":"1dooffff", "difficulty":1,
"chainwork":"000000000000000000000000000000000000000000000000000003e903e9039",
"nTx":1,

"previousblockhash":"0000000008e647742775a230787d66fdf92c46a48c896bfbc85cdc8acc67e87d",
"nextblockhash":"00000000a2887344f8db859e372e7e4bc26b23b9de340f725afbf2edb265b4c6e",
"strippedsize":216,"size":216, "weight":864,
"tx":["fe28050b93faeablfa88c4c630f0elf0alc24d0082dd0el0d369e13212128F33"]},
"error":null,"id":"1001"}

@ Note

B — NP R RBIERE R 5/ awscurl &4 AMB 5 1R tE4$ ™ JSON-RPC &K AWS
CLIRBIHRNMASHXREFHTgetblockiBA., B THMEA , BEATRMN LT
JSON-RPC &I AR rpcT R, BAILAHENBEHIETMNEHR N EAET | testnet MEHEZ
im s E R ITEBAE,

£ AMB 58] tb4E ™ AWS PrivateLink

AWS PrivateLink 2 —fE@EAH. AT BHNER , EAUERAEXRATEREEN VPC MBS ,
BIX LRSSV TEN VPC F—, BFRLERAEBRMMK, NAT &%, F IP tbik, AWS Direct
Connect E#EH AWS 5 R EE = VPN EZEI TN ENFAE FR SRS EE. BX AWS PrivateLink
REIRBEHE ZEE AWS PrivateLink , S 42 AWS PrivateLink ?

AT LA AWS PrivateLink £/ VPC K in¥5 =@ AMB Access Bitcoin &i%Lb43™ JSON-RPC &R, X
ZABARSHNERTSEIF RN EBRMEE | RS LAERHERBRN Sigv4 B RIEREREREL
ERLETIRS. BXEZELR |, FSREN AR AWS J§SS AWS PrivateLink,

EEERFEN , BEAWS IRFEHER Amazon Managed Blockch aine BXESER , SH5E
SERHAWS RS AWS PrivateLink, KinT RBRFBMFRALUTHER : com.amazonaws . AWS -
REGION.managedblockchain.bitcoin.NETWORK-TYPE,

5140 : com.amazonaws.us-east-1.managedblockchain.bitcoin. testnet,

AMB &3 15 [R Lb 4% M PrivateLink 13


https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/aws-services-privatelink-support.html
https://docs.aws.amazon.com/vpc/latest/privatelink/aws-services-privatelink-support.html
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https://console.aws.amazon.com/support
https://developer.bitcoin.org/reference/rpc/#blockchain-rpcs
https://developer.bitcoin.org/reference/rpc/getbestblockhash.html
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https://developer.bitcoin.org/reference/rpc/getblock.html
https://developer.bitcoin.org/reference/rpc/getblockchaininfo.html
https://developer.bitcoin.org/reference/rpc/getblockcount.html
https://developer.bitcoin.org/reference/rpc/getblockfilter.html
https://developer.bitcoin.org/reference/rpc/getblockhash.html
https://developer.bitcoin.org/reference/rpc/getblockheader.html
https://developer.bitcoin.org/reference/rpc/getblockstats.html
https://developer.bitcoin.org/reference/rpc/getchaintips.html
https://developer.bitcoin.org/reference/rpc/getchaintxstats.html
https://developer.bitcoin.org/reference/rpc/getdifficulty.html
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https://developer.bitcoin.org/reference/rpc/getmempoolancestors.html
https://developer.bitcoin.org/reference/rpc/getmempooldescendants.html
https://developer.bitcoin.org/reference/rpc/getmempoolentry.html
https://developer.bitcoin.org/reference/rpc/getmempoolinfo.html
https://developer.bitcoin.org/reference/rpc/getrawmempool.html
https://developer.bitcoin.org/reference/rpc/gettxout.html
https://developer.bitcoin.org/reference/rpc/gettxoutproof.html
https://developer.bitcoin.org/reference/rpc/createrawtransaction.html
https://developer.bitcoin.org/reference/rpc/decoderawtransaction.html
https://developer.bitcoin.org/reference/rpc/decodescript.html
https://developer.bitcoin.org/reference/rpc/getrawtransaction.html
https://developer.bitcoin.org/reference/rpc/#rawtransactions-rpcs
https://developer.bitcoin.org/reference/rpc/#rawtransactions-rpcs
https://developer.bitcoin.org/reference/rpc/sendrawtransaction.html
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https://developer.bitcoin.org/reference/rpc/testmempoolaccept.html
https://developer.bitcoin.org/reference/rpc/createmultisig.html
https://developer.bitcoin.org/reference/rpc/estimatesmartfee.html
https://developer.bitcoin.org/reference/rpc/validateaddress.html
https://developer.bitcoin.org/reference/rpc/#util-rpcs
https://developer.bitcoin.org/reference/rpc/verifymessage.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

AMB 58] tb4E T FEARIERE
s NENMNKFFERZESHRIE (MFA)
« £/ SSL/TLS 5/ RBEES., AWS BRERAFEH TLS 1.2, B TLS 1.3,

- FAHRE API A FEZI B & AWS CloudTrail, B<{# A CloudTrail IRERIEIR AWS JEFIHNEER
ES (AWS CloudTrail BF#E®E) RMEAR CloudTrail o

- £/ AWS BB RARUREFHFERINREEH AWS BRF.

- FAESRIEELZERS ( HI Amazon Macie ) , EEBI T AT MR Z47E Amazon S3 FEVBUR

o MREBE AWS BEHSTRER AP #HTHENEEZLE FIPS 140-3 WIEMMEFER | EFEH
FIPS iR, BXTA AN FIPS MRMWEZEER , TSR (ZERADEELERE (FIPS ) 5 140-3
B o

BB ENEEERBBER (MEBEFNE R4t ) MANREHEBREERANEFTE
(MBMER) , XSTHEUREHZF A, APl  AMB Access Bitcoin SiE tt AWS RS 75 =\ £ F B
AWS CLl, AWS SDKsTEATEMHWHFREREHEANARFEP M ANT ABERBTELATITHRR
ZHWAE, MREEATRSFBEML , BB BT EEMNU P EFIEE B REIEX ZRS [
BKo

&R

BREMBAEBTHEARZENB A MK RENFENEXNBEFERGENBE, ISFENEHE
MR A REAREEAVEE | R R BdE.

& %8 0 &

AMINBRT , EXREER HTTPS/TLS EERMBEMNSTHE F im it EAE B RS K ST B
#&. AWS CLIAWS

BT ERITIETIRERTI A HTTPS/TLS, BRIEEFERAGSHEN AWS CLI i RERBEEZERAE , &N
TCHRALTFBARS. --no-verify-ssl

Amazon Managed Blockchain (AMB) 89 & 13 #15 [7] & ¥ 1 (8] LE 4%

AWS Identity and Access Management (IAM) AWS BRSs AJ#HBIEE R T2 iR 53 AWS BIRMN
B BR. IAM B RBHETURTERRIE (BF ) MBN ( BNE ) £H AMB Access LM &
Ro BAILAMERA IAM AWS RS |, TEXFEANTEA,

Lz = 21


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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THIT, BUFEETRBENRBEPEEEE, ZEEATUEEKS, AR, A2, KSR/ AWS

e

ESABK/ER , SRCHEANKS SHEMBKS R IAM XEEENETRRNREHINERE. B
XEZEE , BZH (AM AFER) PH IAM R EYEIK - 7R 5

AMB Access Bitcoin BB T3
TERERIRE B

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2E , BNEETUNT LR FERITER
&, UREMH ARG THIT,

JSON KM Action TEBRT A TERKP AWRIEL L RINRIE, ERBPISREURTR
ITRERIRERVR,

ZEEE AMB Access LM RESIXK |, 82 H (RFENSZE) FH Amazon Managed Blockchain
(AMB) & X B9 177 8] L 45 T BV R4

AMB Access Bitcoin F YRR IRIEERIETIER LA TR :

managedblockchain:
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
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EERMEAPEESTURE  BEMAESHENRT.

"Action": [
"managedblockchain::actionl",
"managedblockchain: :action2"

]

BT LAERBERA (*) BEZSMRE. 0, BEIEELLHEIE InvokeRpcBitcoin FFkWIFIE R
£, BFEUTER®E

"Action": "managedblockchain::InvokeRpcBitcoin*"

EEE AMB Access LiFTE T B R RG] , 3. Amazon Managed Blockchain (AMB) 177
b TR E T 5 108 5K B =

AMB Access Bitcoin BB & &R
YEREBRAR &

EIE R A LAER AWS JSON REERIBEW ARG RMF L. HHRY , BN EEATLIMT AR RINITER
1, UREMFARHETHIT,

Resource JSON R TR EEMHENAREN —NMHZ AR, FARESXE , HFEHAE Amazon
HBRAF (ARN) BBERR. N TAXERBERNRWERE , EERBEES ) ENBONATHER
Ro

"Resource": "*"

EEE AMB Access LLiF T RFRRBE R HEFIR ARNs |, 55H (RFZFBENSE) HH Amazon
Managed Blockchain (AMB) EX IR F R LT, BT RETUERAMEREREESHERN
ARN , 52 A mazon Managed Blockchain (AMB) & X Hyi&4EiF R L4,

E&EF AMB Access LLETE T HEHERERE , 555, Amazon Managed Blockchain (AMB) i (7]
e E T 500 R =G

AMB Access tbsm B BER G %4
TEHBETHRSVEBZYER - &

T e E X HREE (AMB) 158 L 4% T a0l 5 1AM BL & 27


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-resources-for-iam-policies
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EE R WLAER AWS JSON REERIEEEERRIBEMF L, 2R , BN EETUANT AR FERITER
B, UREF ARG THIT,

Condition TERBENNFMHEEEFEVMERNIT. EALGIRBERAZEZER (FlW, ST
T ) BEHARER , MERBPHFASERTNEETE. BEEEME AWS £R&H®E , 51
IAM AR MAWS £ B4 £ TXHER.

E&EEF AMB Access LM EFH4HZRIIEK , BEH (RFENSE) BB Amazon Managed
Blockchain (AMB) 5 RILELST & HRE. ETHREUTUFEABLERENTREAZGER  B2H
Amazon Managed Blockchain (AMB) & X F R 4ETHR b4

EEFE AMB Access ST E T BRI R , 5. Amazon Managed Blockchain (AMB) 18]
T E T 5 48 KRB R 5l

ACLs 7£ AMB Hif 8l tb4sm
% ACLs : &

TREFIFIR (ACLs) 2HMLERFTEA (K/FKA, AFRA® ) BNBRER, ACLs SETHIRM
REERL , RECAFEA JSON MR,

ABAC i AMB iia Lb4Em
%#F ABAC ( RBEHIIRE ) 1 &

ETEMMIGRMNRIESE] (ABAC ) R—HMERER  ZERETHRAININEMEREURER, ErTL
SHAREHINE IAM S24RFT AWS BIR |, RF1%1T ABAC FEBUAFEZEANFRZE SRR LHIFEIT
[ prikag: (=

BEETHREEGHE , BEFEEMFEA aws:ResourceTag/key-nameaws :RequestTag/key-name =
aws:TagKeys R BERBANFZH TEPREFZEE.

MRENBRSEN TEMBERREBIFMAX=AFMER , IXT RS  ZEAR. NREMRSN
NTHDFRREIESMBEX=NZMHR , NZENTD.

BEXABACHEZEE , 2R (IAM AFERE) RWEH ABAC BINE YR, BEEFIZE ABAC
SHRNHEE , BSH (AM BFER) PNEAETEMNIHRIMNRIZES] (ABAC) .

1£ AMB Access Bitcoin L & F Il BsHIE P

XEFIEEEILE : &

WD A& KR4 (AMB) 5 BILLAS T A5 1AM BB &8 28
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-policy-keys
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AMB 15 [F] L4 FRARER

B IE IR A AWS RIRRVEHIHRINR , H ERELEARE OB TRACH B3I EIEN.
AWS BUEHSERIGEHES , MARERAKBHRZRHA, BXESEE , H2H (AM BFE
) FHYIAM PRV IGRS R FEMER IAM B, AWS RS

AMB Access b4 BV IS AR S5 E AR
YERERFRLSE (FAS) : &

BRIFE2E (FAS) £ABAEHEANR AWS RS , BilL AWS RS @ T RS R HERNE
Ro BXRAHH FAS ERITREEFE , BSRERL A 21E

AMB Access Bitcoin By IR ER {7
YEEBRSZAR B

R AR —TURSEE, KRRENTREN IAM A€, IAM EER AT IAM PO, SRl
BRESAE, AXESER , 2R (AM AFERE) FHVEIER AWS RSZERKENEE,

/A Warning

ERRS A EMNINEE A 8e4 S AMB Access Bitcoin B9IheE, KRB AMB Access Bitcoin 12
HEXESHI RERSAE,

AMB Access Bitcoin WIRSHHR AR
XERZFMERA® &

BSHAXABR -SRI AXKN AWS BSRFAR. RSEAUKARRERTRENEE, RS
MXASHAELNH AWS K/~ , FRBBRSHAE. IAM BEERTUERSETEEERSKXEKAR
YA R

BXREUBFEERSHERACHEAEE , FSHAEES IAM HEEHANAWS S5, ERPEXRS
MXABIHPEE Yes R, BEREEUERTZRSHRSHEXBEN,

Amazon Managed Blockchain (AMB) 5[] tb 45 T BV B T 5 17 #Y SR BE 7= 451

BINBERT , ARFAARTRAESREN AMB Access tEAFM AR, ERTFRAFNABERRRITRE
HYARER , IAM EIE R AT LLGIE IAM KR,

ETRONMAERXL RG] JSON KEEXHLIEET IAM BN ER , 555 (IAM AFiERE) PHal
B IAM FrE ( BEHA ) .
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
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B x AMB Access Bitcoin E X WIREMBFRLE (BESHRRERENENX ) NiFHAEE , BESH

(RE RS E) B Amazon Managed Blockchain (AMB) 58] th4 M RVIR 4, FRMEZHZRE,
ARNSs

£

- RMBREXEK

- {8 AMB Access tbigmizHl &
- ATAREEMHIIB SR

- G EEAE T L

REERIEREK

ETHONRBRE T EARBAUELNK/ PRI, RIS ERAMB Accesstb M HR, X LELHF
ERREREE AWS IKP AR, SIZRREBET BN REE | FEFEU T ERMEI

- FaER AWS RERBEH EORKENRNE — EFBEAAFPMIEARR TR , BERANTFS
ELAFIRTFRRHAWS EEXEE, SINEMRBMRAIRTH AWS IKF, BRITEEEDE LEXY
BEABIN AWS BEFRREREKFE —DHPONR, BXEZER , 5S5H (AM AFER) B
AWS FEE RS T/EIRBEMNAWS EE R,

« NASENR : £EA IAM RERENRE , BREFRITESHENNR. At , EAIER
EREFRG T AUNBERRRTHRE , B NRENRFA. BXEM IAM NARRNESZE
B, SR (AM AFiEE) B8y IAM B KB FER.

o {F8 1AM KRR S — S REIHRIAER 44 7] LA ) 5K B N S 440 SR BR I X 2 4E RN SR A 17 ) o
Bl | AR BRI RIEESMER SSL £ EFIEER, NRRSBRERBEIHEE AWS R
SH (Bl ) AR , M el UERAZARRE T RFSBRENGRMNE CloudFormation, BEXEZ
R, F2H (AM BFEm) 98 IAM JSON ErETE @ &t

 f£/ IAM Access Analyzer BiF & EY IAM REE , IR RN Z MR IhEEM - IAM Access
Analyzer 2KIFF REEMIM B KR , LUBERKERFS IAM KEIES (JSON ) M IAM HESE
B, 1AM Access Analyzer 12 100 ZTURBEREM AIRENEI , SUHBBEREIELS BINEEMREN
Kig, BXEZEE , EZ2H (IAM AFER) FHEA IAM Access Analyzer KRB,

- FEZESHRIU (MFA)-IIR AWS IKFENZRFE IAM AFSRAF , BEA MFA BIRE %
=, EEEFA APIHREREE MFA |, BT MFA ZH4RMEEHNKRES, BXEZER , S
5 CIAM AFiER) FHER MFA R API 15[E,

BX IAM AR REIRNESELR , H2H (AM AFER) #1 IAM RS HEXEK,

ET 5 R R 30


https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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AMB 58] tb4E T FEARIERE
£/ AMB Access Lbismizdl &

EifE) LB XR4EE (AMB) Access Bitcoin #B#1& |, BATRE —HRIENR, XL
TSI HMEEE AWS K8 AMB Access tERFMBRRWFAFEE. MRUBHAFHNRENRE
AEENETSONER , X THMTZRBHEE (ARSAS ) |, BHEFEEEMBEREET,

X FRFA AWS CLI 5t AWS API SR, BEFNEREFKEZHFHENR, R , IRFHREH
T API RVEHME TRV RAE,

FEFEAFPMASNARTLERA AMB Access Bitcoin #2414 , EE5F AMB Access Bitcoin
ConsoleAccess HReadOnly AWS FEERBEM MBIk, BEXEZER , H5H (IAM AR
) FHR AP RINBR.

AP ERMIE SR

ZORBIGER T BRI |, SV IAM AP EENRMNEEAS B ONNERANEE R, R
BIEEEFE LHER AWS CLI X AWS API BU4wIE TR LR ER R

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",

ET 508 RA 31


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"iam:ListPolicies",
"iam:ListUsers"

1,
"Resource": "*"
}
]
}
T 8] Lb 43 T P 4%
(@ Note

R TiFREETRARLET SmainnetfMtestnet#4T JSON-RPC
AH , BEEEH AMB Access Bitcoin BYFE R IAM X BREY A FiE$H
( AWS_ACCESS_KEY_ID*ﬂAWS_SECRET_ACCESS_KEY ) o

Examplei/ B Ff A Lb4S T M & IAM BUR
B RBIRFEFH—A 1AM AP AWS K 35 B FTA E 4 T M & B AR .

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AccessAllBitcoinNetworks",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcBitcoin*"
1,
"Resource": "*"
}
]
}

Example i/ 8] Lb 4% T R &R 1AM BUR
WRHIRFEFE IAM AF AWS IKF R4S Mtestnet MERIINER,

ET 508 RA 32
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AccessBitcoinTestnet",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcBitcoinTestnet"
]I
"Resource": "*"
}
]
}

Amazon Managed Blockchain (AMB) 1517 Lt 45 T & 15 1 175 [7] £ PR £% 3 ff 25

RN TERRABEEZMAIESEFER AMB Access tE4FMm A IAM B AT BEIE B HY 5 L 8] &

£

« RFEMNFE AMB Access Bitcoin FIITIRIE

« HRFEAIAIT iam : PassRole

s BEAFRUANATRIEZ AWS IKF 89 AMB Access tE4FM &R IR

TS TE AMB Access Bitcoin TR
MREWRERETR , BHELPIITEMRE | N AMEFREE L R IFRITIZIRE,

% mateojackson IAM AR ZHERAEGHAEEEXEM my-example-widget BIRNIFHEFR ,
BFRIMAEE M managedblockchain: :GetWidget R , 2% 4E LT RAIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
managedblockchain: :GetWidget on resource: my-example-widget

B BEHEE 33
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EWERT , BAEH mateojackson AFEKREE | LA TFEH
managedblockchain: :GetWidget &4EA[E my-example-widget BiRo

MBBEERE  BHRRENHW AWS EEG, FNEEBRASRMHEFZEILEN A,
KT 1T iam : PassRole

MBRBUNE —KEIRHEE | WEBTNNITiZiam: PassRolei®fE , M AREHEHBE , LATFES
£ @& 151% 45 AMB Access Bitcoin,

BE AWS RS A ERIAEABKEL1ZRS , MTARAIERMNBSAGIRSHEXAER, it
BB MEBF A LSS RSINR.

LHEZNH IAM AP marymajor=id A2 H & 7 AMB Access Bitcoin RHITIRIERT , @K EMUT R
iR, BER , RELAEERSACMETFHNRT THITIHRE, Mary FTEERABRIETRS
HI A PR .

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMIERT , XIEF Mary BISRBE LA R P EINIT 1am: PassRole #B1E,

MBBEEHRE  FHRRALHWAWS EEG, FNEEBRSRHEFZEILIN A,
RAEAFRUN AGREIFER AWS I B9 AMB Access HE4ETH R IR
BAUSR—ANAE | BUERAIK S 8 S AR AR TR A BRGS0 AR, B

DEEH#EREY , AURASE, XN TIHETHRNRBEIIE FZH SR (ACLs) KBRS , &RIE
15 A IX L5 SR BE (0] ATV HR T 175 (R R BY B R A A PR

ETREZEERE , BSANUTRE

- E T AMB Access Bitcoin BB X IFIXLINEE | ST SR E X HREE (AMB) GRS H A5
IAM B & 6.
« ETHRIMIEMHNERENGERENIHENE AWS IKF |, F36 IAM AP EER N mEEa AWS
K 5 —1 IAM B PR R SR,
« ET7RIAIME = FREIEH RN IFRINEE AWS K | 5255 IAM BFiEET i mE= 512
BiARBR, AWS K
- ETHIMIBEY BMRBRERITREFENER , FSH (IAM BFEE) P AL SIS HEIEN
AP ( BHRBRERIE ) BEIFEINR,

mBEHEE 34
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- ETHEAACNETRRNRERTERSHRZBHNZS , 20 (AM BFER) $1 1AM
o Y S K P BR 5 ]
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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BRI O EE XREE (AMB) ERAGE ST EH AWS
CloudTraill

@ Note
Amazon Managed Blockchain (AMB) Access Bitcoin T X S BB EH,

Amazon Manage AWS CloudTrail d Blockchain S—IRSERK , AiEKAF. AR AWS RESER
EXREEPREWIEIE, CloudTrail #IREEA T HEXIREER AMB Access Lb4% ™ im S BIEF
HEH,

MREZBBETELI EHRENRRUBZWAMENRELESH , N ATLUELERS AMB Access
Bitcoin ¥ <K E 4 &% E| Amazon CloudTrail S3 7. FAKERNER CloudTrail , B LAE R
BEHEH— AMB Access Bitcoin it R A H TEXR, BERKEWA IP ik, #AH THER, KEHBER
Y B (8] LA R HL A iE AR B

ETHWEZ(EE CloudTrail , FZFAWS CloudTrail A5,

AMB 17 [A] Ltk 4F T {E B CloudTrail

AWS CloudTrail B2 2N TFEAIRS AWS IKF, B2 , EEFH A T AMB Access tbismim
8, BAEE CloudTrail HieEHEFEEH,

B iIFRENEHS AWS Ik~ | GEAMB Access BitcoinfI I FEEHS , B4 BRI, BERA
LA CloudTrail ¥ HEX & % Z] Amazon S3 7. BRINBERT , HEEFLRBIRE AWS EE#E
$lEa , ZBRESNATMARE AWS Xif, BERICEK AWS 2XAMESXEXENEHS , HEAXE
XHEEBIEIEER Amazon S3 2. tbHh |, BATLIE B H A4 AWS BRS LA — 5 2 #TiX e BE 3
3t CloudTrail BEPKENEHBEXINT. EXEZELE , BSRTIANE

« AT CloudTrail i&ERtb45 ™ JSON-RPCs

- BIERERICFRER

» CloudTrail XFHERFMER

- BLi& Amazon SNS E4%I CloudTrail

- BEWCKBEZ i XH CloudTrail BEXHMERK B SN K/ Y CloudTrail BEXH
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
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B 94 CloudTrail IS4 |, Bl A% EA T AMB Access b4 Mim =,

BIMNEHHATREBESEXRERBFRNAREGR. SOEEABTEHEUTRE !

- EREZLAHRIEPIER AWS Identity and Access Management (IAM) A F&IE 4 Ho
- BREEAACERKEAFNIGN ZEEUL R HN,
- HEREAHHEM AWS RF K.

BEXEZER , 28 CloudTrail userldentity T3,

T % AMB Access tb43m B EX 4% B

NTHEFESEH  BRERE—MEE , RATPHEHEN BSXHEIAZEEN S3 F#E, #4
CloudTrail BEX#AHEE—IHZNMNEERE , REZFBARRKEFEMAKRFENENER, XEFBER
HEXBFREFENFAGE , SHEEFN B BN R UREFEXNERSH,

® Note

CloudTrail BEX 4R HIEEHTE AMB Access Bitcoin AP BN E FHKER , RkE
MNARLBREMFENIRE HIL,

HF CloudTrail iB¥RtE4F T JSON-RPCs

A LAE A CloudTrail SRIRERIBEYIK - P T AMB Access tE4Emim R , AR A 7 HiL JSON-
RPC EABIEEH. BIAMBERT , YZECIEBBERRN , T2 BZBESEH. EidFiEN AMB Access
Bitcoin i R A CloudTrail BIEEH , EAMABRBME RN HIKRETNN ZIFN R IRFTIRE

#, Amazon Managed Blockchain ¥ H AWS BEEHE A, AWS BRHF 5 T ESHMRFINEE
E#H AWSCLl, BXEZER |, HSEAWS CloudTraill AFERESMER S REFFICFEH,

EEREDICERBESH  BEVEREGFEHput-event-selectorsi@fE, EMAiZ--advanced-
event-selectorsitWEEAWS: :ManagedBlockchain: :Network ®/REER | LUEFHICREIE
=4, NmBEHE AR T AMB Access Bitcoin it 8.

ExampleFT B~ # AMB Access Lbmin RIERNBEEH AERE

R RBIERT A Zput-event-selectorsiEERIEFEMK Fus -east - LT 1% XIF R Emy -
bitcoin-trailBIFTEAMB Access Bitcoin& w11 R iE Ko

T & AMB Access Lb4ET HEXH%E 37


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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aws cloudtrail put-event-selectors \

--region us-east-1 \
--trail-name my-bitcoin-trail \
--advanced-event-selectors '[{
"Name": "Test",
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["Data"] },
{ "Field": "resources.type", "Equals": ["AWS::ManagedBlockchain::Network"] } 13}1'

TG , B REREEE - NMROIFIEENREN S3 FRBTHERBR.

UTERERTHKENER CloudTrail WEIEEMHHESKE CloudTrail, & LAHE L4 JSON-
RPC &R 2mHEF —4 AMB Access Bitcoin i RA Y , iIERK BB IP #bik , R TiER , A
RARHER , AREMFHAER.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA554U062RJI7KSB7FAX:777777777777",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/777777777777",
"accountId": "111122223333"

I

"eventTime": "2023-04-12T19:00:227",
"eventSource": "managedblockchain.amazonaws.com",
"eventName": "getblock",

"awsRegion": "us-east-1",

"sourceIPAddress": "111.222.333.444",
"userAgent": "python-requests/2.28.1",
"errorCode": "-",
"errorMessage": "-",
"requestParameters": {

"jsonrpc": "2.0",

"method": "getblock",

"params": [],

"id": 1
I
"responseElements": null,
"requestID": "DRznHHEjIAMFSzA=",
"eventID": "baeb232d-2c6b-46cd-992c-0e4033aace86",
"readOnly": true,
"resources": [{
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"type": "AWS::ManagedBlockchain::Network",
"ARN": "arn:aws:managedblockchain:::networks/n-bitcoin-mainnet"
11,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111122223333",
"eventCategory": "Data"
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