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AR L# Linux 2 ?

T3 Linux 2 (AL2) 21 3i# Web Services (AWS) #H# Linux I#ERS. AL2 EFE R Amazon
EC2 tETHRNARFRERE, Z2NEHENKE, CRa8ETEZERERNRHEZAWS ,
REYEEIENTFSERAMAWSENITE, AWSHAIAEESTHSAEHIEEN LN FHn
AL2, %7 CentOS EF KM AR ARELIN R TARE AT AE LEIETT. AL2 AL2 FULERERS

=R

(® Note

AL2 THET D% Linux Y BTHRA, AL2023 BEMHIE, ALEXEZEER | E5H (
AL2023 AP ER) M “Hbi AL2 #1 023" A% AL2023 F#Y Package BEiil&R, AL2

(® Note

AL2 F4)5<5% L% Firefox Extended Support Release (ESR) WA , H# RIREFHEI T —H
ESR. BXEZEE , iHS 1Y Firefox ESR &% HA M F irefox £ 1T,

Amazon Linux A A

AWSH21t AL2 023 AL2, FIT D% Linux 1 ( AL13T &R L D% Linux AMI ) . HIRAENEM Linux
KATHROER BT 53 Linux , BATEWETBE| AL2 023,

® Note

FIFREE AL1 EF 2020 £ 12 A 31 HE R, AL1 EHPXEFEMERE T 2023 £ 12 A 31 H
£R, X AL1EOL M4EHXHFNEZER |, FSREBEEXE Amazon Linux AMI end-of-life
FHEH,

AX Amazon Linux WEZER , 15 H AL2023 AL2, F, AL1

A2 Amazon Linux BE5HE& , 23 1¥ (Amazon Elastic Container Registry AAF#§R) ## Amazon
Linux A28,

Amazon Linux 7] 1 !


https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html
https://docs.aws.amazon.com/linux/al2023/ug/
https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html
https://docs.aws.amazon.com/linux/al2023/release-notes/compare-packages.html
https://docs.aws.amazon.com/linux/al2023/ug/
https://whattrainisitnow.com/calendar/
https://www.firefox.com/en-US/releases/
https://aws.amazon.com/blogs/aws/update-on-amazon-linux-ami-end-of-life/
https://aws.amazon.com/blogs/aws/update-on-amazon-linux-ami-end-of-life/
https://aws.amazon.com/amazon-linux-2/
https://aws.amazon.com/linux/amazon-linux-2023/
https://aws.amazon.com/amazon-linux-ami/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/amazon_linux_container_image.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/amazon_linux_container_image.html
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REFHRIZIEE AL2

UTEWNEPXFF AL2 MR R FERNIHAE AL2023, XREMIhEEMNRG B 2ENTEE , ENFE
T AL2 , BRFETH AL2023 |, B R MNEIH AL2023, BXRUIIEXFSKETE |, HSEH AL2
X4 AL2,

compat-#H4E

RENBNNABERH Scompat-HREN T AL2 5EREN ZRAH SN IARAERM 1B =3 5324+
BT R HIFRE . Amazon Linux BN EERABA 20 A2 R A REHWEM compat- BF
Do

Amazon Linux Z1ThHR ( flan AL2 ) FEIFTEcompat-BRHEEEE= , HAT S HIEFLRAF
( BlEn AL2023 ) o FATRRZUERIET X EHTARASEY BE EFT B,

EFEHANIEEERSER AL1 , ETEHMIBR AL2

ATNEPRENIIEE ALIUR P RBRARNIIEE AL,

(@ Note

BRI I BRI — 85 AL, RERHERY end-of-life (EOL) BHAR T EOL, AL1BXE
ZER , FZRAL EFEXEFFH,

@® Note
R AL EEERBRAFREEFEH. BXEE , BSRAL1 £1T71H 8,

FH

« 32 {I x86 (i686) AMIs

- aws-apitools-*EX M 2 k2 AWS CLI
« systemdE#tupstartiz AL2

compat-H#4a 2


https://docs.aws.amazon.com/linux/al1/ug/support-info-by-support-statement.html
https://docs.aws.amazon.com/linux/al1/ug/relnotes.html
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32 i x86 (i686) AMIs

EHR 2014.09 lRAM —E5 , ALITLE#E Linux ERXFRRE — N4 32 LRE. AMIsEL
M 2015.03 lRAFF 5 , AL1Amazon Linux TEX##E 32 UER TIZ1TRE. AL2 7 x86-64 Hl L
B 32 N —HFIXHRE T HRNETNXE , FATREF X ERIISWERN 32 L =3 HI3X 4,
AL2023 TBESEM 2 MAFZERE, BMNEWAFEIEE AL2 023 ZHIEK M 64 L ABHY
Eo

MREFEHE 023 Liz1T 32 L ZH IS4, MATBAM AL2 023 2 EB1THY AL2 B85 AL2 AEBERA
2fLAFZEE, AL2

aws-apitools-*Elm{ =2 AWS CLI

£ 2013 AWS CLI £ 9 AR Zzal , REFAWST —HmSTXARRF , FESARFREPIIMN
Java , A FAF @A Amazon EC2 APl, XETEBETF 2015 £/~ , AWS CLIRABEGRTE
Amazon #1TRXE EC2 APIs W EEF . XAGMTITEABRFIEIUT aws-apitools-* BF S,
* aws-apitools-as

* aws-apitools-cfn

* aws-apitools-common

* aws-apitools-ec2

* aws-apitools-elb

* aws-apitools-mon

3 aws-apitools-* BFEEHN ELHEXEFET 2017 £3 AR, REMRZ Lifx#F , Amazon Linux
MBEREEP —EFSITEARERF (W aws-apitools-ec2) , L@mAFRHEREREM. Z
AWS CLIZTElbaws-apitools-*HH4BEBRK, EXE , RANECER THMEF , HERHT —5
ERPMBE RIS EAWSAPIs,

aws-apitools-* BFEET 2017 £3 RHA , T2k E# —FSEH. HPEA— NG
BERFPERNAWS CLIRRRIEBE|, XLEREITE AL2 023 FFIFHE.

AL1 E3RH T aws-apitools-iamMlaws-apitools-rdsBHH 8 , XEHRHEBEHEFFER ALT, M
AL2 LB R 1FEFE T Amazon Linux #,

32 i x86 (i686) AMIs 3


https://aws.amazon.com/amazon-linux-ami/2014.09-release-notes/
https://aws.amazon.com/amazon-linux-ami/2015.03-release-notes/

Amazon Linux 2 AriEE

systemd&i#tupstartiE AL2

AL2 RE—MEAWsystemdiA{t REEH Amazon Linux M4 |, BElifSupstartz AL R, EMR
FTARZAHY Amazon Linux X% AL1 ZIEFMRANEEFR , BAE R T AupstartFENEE. ©F T
fesystemdfE EER AL1 , Bitsystemd REEfEE B upstartBI&HHY Amazon Linux EZERRA ( 4l
0 AL2 2 AL2 023 ) B FBEE R

EETFHA AL2 i EREY ZhEE AL2023

AN BPERME ALEFTBRENIIEE AL2023,

£

« 32 {1 x86 (686 ) FEFE

aws-apitools-*&#23 AWS CLI

« awslogsBHFHA , B A% —# Amazon CloudWatch Logs I
* bzr RAEEZFI RS

* cgroup V1
* log4j #%MT (log4j-cve-2021-44228-hotpatch)

+ Isb_release 1 system-Isb-core £ a

* mcrypt
* OpendDK 7 (java-1.7.0-openjdk)

» Python 2.7
« rsyslog-openssIEXX rsyslog-gnutls

- MBEERS (NIS) /yp

« Amazon VPC HHZME# create-dhcp-options
+ Sun RPCH Hglibc

+ audit BEHH OpenSSH F4AIELL

+ |d.gold #E3Z25

* ping6

systemd&#ftupstarti AL2 4
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32 i x86 (1686 ) BFE

ER 2014.09 A8 —#5 AL1 , BRMNERXFREZE —N7=4 32 VAIRA. AMIsELL , A
2015.03 [RAFF 4R , ALTIE S Linux REXRHE 32 WER TIE1TRS. AL2 7 x86-64 T LAY
2 U —HBNHRMTHERNEITRXE , FAETRHUFRERZFWEIA 32 L ZHHIXH
AL2023 THE=EM 32 AR ZRRMHE. RINBWEFTRE 64 LABHIE,

MREFEHE LIET 32 (VT HI3X4F AL2023 , NI AT BAE EEIE{TH AL2 88 AL2 RERA 32 v A/~
Z2[E, AL2023

aws-apitools-*#i#jy AWS CLI

£ 2013 AWS CLI £ 9 AR Zal , Rt AWS TS BSITZARRF , FESHABRFEEPEI
Java , AFEF @A Amazon EC2 APl, XETEBETF 2015 FHFH , AWS CLI RABEGTITE
Amazon EC2 #4173 H APIs W EEF . XBIELT aws-apitools-* BF e,

* aws-apitools-as

* aws-apitools-cfn

* aws-apitools-common

* aws-apitools-ec2

* aws-apitools-elb

* aws-apitools-mon

3t aws-apitools-* BFEN LFEXFET 2017 £3 B4R, REHRZ LikiE , Amazon Linux
MBERUEP—EHFSITIHARER (HIW0 aws-apitools-ec2) , MEREFFIRMHOEREAM, Z
AWS CLI TEttaws-apitools-*##HIERK, EXE , RNECER TRELEY , HEREM T —
ERAPMBERHIN G E AWS APIs,

aws-apitools-* BFEET 2017 £ 3 AHA , §TFakI# —FSEH. HPEA— NG A
BHRP#EMN AWS CLI RIREBE, PAREFEXLERHEST AL2023,

awslogsB &M , HEMEAS —# Amazon CloudWatch Logs LI

ZawslogsHHBEEFHFA AL2 , FEFETH. AL2023E E#amazon-cloudwatch-
agentBRHFBHRMMN L — CloudWatch HERIEFEK. BXEZEE , 2 H Amazon
CloudWatch B&E B FIER.

32 1 x86 ( 1686 ) R 5


https://aws.amazon.com/amazon-linux-ami/2014.09-release-notes/
https://aws.amazon.com/amazon-linux-ami/2015.03-release-notes/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AgentReference.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/UseCloudWatchUnifiedAgent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/UseCloudWatchUnifiedAgent.html
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bzr MAZEFI RS

GNU Bazaar(bzr) IRAEFIRZEEF AL2 , FERFET AL2023,

BW bzr AFFMHEEFHEETIBE git.
cgroup v1

AL2023 BES —RFIHFEIREH (cgroup v2) , M AL2 £ cgroup vl BT AL2 R cgroup
V2, A ZEEEIBINIEFERULEIE, AL2023

log4j #%MT (log4j-cve-2021-44228-hotpatch)

(® Note
Zlog4j-cve-2021-44228-hotpatchBHBEERFMA , AL2 H7EHMIBR. AL2023

7 BRI CVE-2021-44228 , ML B#h Linux & 7 &M T Ap ache Log4j # Hotpatch B RPM 3T @hR
A CEATM, AL1AL2TEE R [E Amazon Linux FRINEAANT B | BAVIEE : “RERIT H TR
E B E#% CVE-2021-44228 5 CVE-2021-45046 BY log4j lRAs, ”

BAIT R—RERFIERE , AR HBEKER logsj. HE—PNERKMRA AL2023 2
CVE-2021-44228 %% 15 NAE , FHit AL2023 RH# i T ( EREFBH ) .

E1E Amazon Linux LZ1TEHCH logsj RAMNEFSLEFHEIARZ CVE-2021-44228
CVE-2021-45046 ST AR,

1sb_release #l system-1lsb-core 43

HE , BERHELEAZLsb_release®® ( AL2 B ifFsystem-1sb-core@BiRMH ) KIFMAE*

HIZ1TH Linux Z1TARAYE R, Linux Standards Base (LSB) Bl A T lt#n9 , Linux RITAREA T b s
To Linux RITIREZET N EAERENITE | FXEFEERFE /etc/os-release MEMIMEX
XA,

os-release #rEXKH systemd. BXEZEE |, iS5 systemd os-release X 14,

AL2023 TBE1lsb_releasetnt —IZH , t T BIEsystem-1sb-coreH B, HHEMNERKE os-
release FREMNTEE , MURIFS Amazon Linux FEMIEE Linux KITHREVFESM,

bzr RAEH RS 6


https://en.wikipedia.org/wiki/GNU_Bazaar
https://alas.aws.amazon.com/cve/html/CVE-2021-44228.html
https://aws.amazon.com/blogs/opensource/hotpatch-for-apache-log4j/
https://aws.amazon.com/blogs/opensource/hotpatch-for-apache-log4j/
https://alas.aws.amazon.com/announcements/2021-001.html
https://alas.aws.amazon.com/cve/html/CVE-2021-44228.html
https://alas.aws.amazon.com/cve/html/CVE-2021-44228.html
https://alas.aws.amazon.com/cve/html/CVE-2021-45046.html
https://www.freedesktop.org/software/systemd/man/os-release.html
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mcrypt

ZmcryptEMMEXPHPY BEEEHRHFA AL2 , FBEFEETH., AL2023

L PHP £ PHP 7.1 FFHA T mcrypt ¥ & , RRAZH T 2016 F 12 AR , ZRERAT 2019
F£10 AR

EBmcryptERE —REXHRE 2007 F , HKE 2017 FXRFTIRR SourceForge FRER cvs iR
BENTE  BE—REX (ZBRE3F) Z2M 2011 £FHAN , BIBRT ZME 5L ENERZE.

BUFMERRmcryptW AP FERBEEROpenSSL , B Amcrypt AR ME| AL2023,

OpendDK 7 (java-1.7.0-openjdk)

@ Note
AL2023 12 7 Z/NMRAHY Amazon Corretto SRZIFE T TR, JavaOpendDK 7 B2
EALERFER , HETBEE T+, AL2023BH a1 A &S E AL2023 #Y JDK H Corretto
8 121Ht,

B X Amazon Linux £ Java WEZELR |, S Javatt AL2,
Python 2.7

(@ Note

AL2023 KT Python 2.7 , RItL{EAEE Python WIRERKAKHE RN 75 Python 3 B A
FEAMREN. E4EMA Amazon Linux IREEH XM Python MRA |, &¥F Python 2 3%
#27 Python 3,

B3k Amazon Linux £ Python WEZ{EE. , 12 PythoniE AL2,

rsyslog-opensslH{X rsyslog-gnutls

Zrsyslog-gnutlsRHBEERFA AL2 , FBEFETH. AL2023rsyslog-openssl BFEN
BEEEE X rsyslog-gnutls BFESHNME AR,

mcrypt 7


https://www.php.net/manual/en/migration71.deprecated.php#migration71.deprecated.ext-mcrypt
https://sourceforge.net/projects/mcrypt/files/Libmcrypt/
https://sourceforge.net/blog/decommissioning-cvs-for-commits/
https://sourceforge.net/blog/decommissioning-cvs-for-commits/
https://aws.amazon.com/corretto/
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MBS ERS (NIS) /yp

MEEERS (NIS) , RUMMANER , REYPEEDRFH AL2 , FBEFETH AL2023, XBEUTE
S : ypbind, ypserv Ml yp-tools, SZERWEMERHTNISS TP MIBR T tLIhEE AL2023,

Amazon VPC Ay Z N & create-dhcp-options

£ Amazon Linux 2 1, AT BAfE domain-name S8 H @ create-dhcp-options ZEZNMEE
XS B /etc/resolv.conf BEZE L search foo.example.com bar.example.com 9
MZ&. Amazon VPC DHCP fR% 85 A DHCP £ 15 K ERHMIH AR |, ZETXEZHFEAN
W& (S RFC 2132 58 3.17 17 ) » BT AL2023 systemd-networkd A FMEEE ( MM TFFR
7~ ) RFC , Eit® AL2 RIFELES\IHEE AL2023

AWS CLI #1 Amazon VPC X #4X tbiRBEINT : “BLE Linux BERZEZ UK RN Z NI E., 8
= , Windows AR EHAM Linux BERSHZERNENT , AMESBENTH. MREH DHCP &
MESHPLHMETRERSFZEN N ENEHHN Amazon VPC kB | HIEE—MESB. 7

EXERS E AL2023 , FIINERADHCPIET 15 (R AW — ) BEFMNE , HEABRTFEHEZFH
TEERFZHFLEN , XNSBEEEZFEIREBR032 , NTTS B /etc/resolv.conf@&Esearch
foo.exmple.com@32bar.example.com,

NAXFTFZ A , DHCP RS2 M EA DHCP &3 119 ( 2 RFC 3397 8 2 17 ) . B3X Amazon
VPC DHCP 55 8IaY X35t BHREME R , EZ W (Amazon VPC AF1EFE) .

Sun RPCH #yglibc

in WXIMESun RPCEHRFglibcA , AL2 HEFMIBR, AL2023MRFEESun RPCIIEE , BiIUEF
#®MEAZlibtirpcE (£ AL2 MHEH AL2023 ) , XA libtirpc FeEENAREF X IPV6,

WEERRTE ZHXI LB glibc BRI IHEERI K4S , 630 Fedora M\ glibc F#BR Sun RPC
EO LK Gentoo FHIELEE,

audit HEHH OpenSSH H4AHELL

HEEWBEYNER AL2 , # OpenSSH &R MT — MM , BTALEATEORIENBAEL. F
LTI EE AL2023,

1d.gold 4E3%33

1d.goldg#EsRER A A AL2 , A BEEHMIBR. AL2023+5EAH5| A gold RN 4N EF N
EBEEM (1d.bfd) &E#ESR.

M&EEERRS (NIS) /yp 8


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-dhcp-options.html
https://www.rfc-editor.org/rfc/rfc2132#section-3.17
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-dhcp-options.html
https://docs.aws.amazon.com/vpc/latest/userguide/DHCPOptionSet.html
https://tools.ietf.org/html/rfc952
https://tools.ietf.org/html/rfc952
https://www.rfc-editor.org/rfc/rfc3397#section-2
https://docs.aws.amazon.com/vpc/latest/userguide/DHCPOptionSet.html
https://fedoraproject.org/wiki/Changes/SunRPCRemoval
https://fedoraproject.org/wiki/Changes/SunRPCRemoval
https://wiki.gentoo.org/wiki/Project:Toolchain/Glibc_2.26_porting_notes/RPC_implementation
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35 GNU Binutils #9 2.44 fix (2025 £ 2 A& ) KW iIRAIRRT 1d.gold WBER : “ERNAEM
EARE , ELERRAAF | binutils-2.44.tar EEBFEE gold SRR, XEEN gold &iEFME
A, RFEEEEBEEREERETANEY  SNKLFEBER.

ping6

AR AL2023 , EMpingEARFR4EZE IPV6 , /bin/ping6 FBEEDF. F AL2023 , /ust/
sbin/ping6R#8[E/usr/bin/ping AT H1T XM BF S 4EHEE

X—TLREE ZHNEXRARBINEEN R iputilsiRAZ F#TRY , Hlf0 Fedora FH) Ping
IPve EE&O

ftp EF 2

MAL2 023 TR AL2 |, FEFtpBRHEBELD#: Linux FFRBATH. WREREINN T2, W4
NIRRT RRRIFEAEN —8 2. FRNTBE AL2023 B—82 (28l ) , BITEVCHXY
BIRftpBRAFBNEREAIBIEBERTRZ —

db =
B3

REW ftp BEF 28X LIFESFABIRNLE,, HRABHN&E —XEEZERREHE 2000 FRH)
B, BRBFERBEEEERTH. RE—L Linux RITHRIEHTZE2REAT , BZRBEESR L)
RTF T NG RES.

BUNEBRLAR
AL2023 7 FTP ZheeRMt 7 LMK, RIWEFWEBERL R .
1ftp ( 7£ 023 AL2 1 AL2 023 R HJ A )

—NERN X ERINBERRF , X FTP, HTTP, SFTP MEMHI, TLHEASH ftp B iRE
HEZHEE , FEEIRMES.

LGS : dnfinstall Iftp,

curl ( £ 023 AL2 #1 AL2 023 A aJ A )
— AT HEABRIENSIEDSTIE URLs , X# FTP. FTPS. HTTP. HTTPS ¥ Z Hittth
Wo

BAMBIRT , £ AL2 023 B curl-minimal 4 83RE. MBE ZHMDIZE |, AEFE

A curl-full #LKZE dnf swap curl-minimal curl-full,

ping6 9


https://www.gnu.org/software/binutils/
https://lists.gnu.org/archive/html/info-gnu/2025-02/msg00001.html
https://fedoraproject.org/wiki/Changes/PingIpv6
https://fedoraproject.org/wiki/Changes/PingIpv6
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wget ( 7 023 AL2 1 AL2 023 H AT )

—NMNEATFMARETHEXENIERBERGTITERARSF , X HTTP, HTTPS # FTP 1%,

EAMUTHRRYE : dnfinstall wget ( #IEFTE AL2 023 BUEHBERIAR % )
sftp (£ 023 AL2 1 AL2 023 Al [ )

— BN SSH Z1THEE X EmIhee M |, IBAEMBH 1L 5
YE7 OpenSSH 2 E VA KRB0 ERINR 1,

EBEEEM
MREHNNARF M AKBESN ftp T, FERUTERSE !

1. BEFHAUERAIREBERER  BREHMARLUER 1ftp, curl, wget, = sftp BRESZW
ftp BFF o

2. RERFEMKHXR . RENARFUREEHEFEABEDY ftp BFEHHKBI , BIFETA]
NHREEIBREAIRMN. EXEERT , RERGFFtpEPRD AL2 023 , ENAREFNAREE
023 LIE®IETT. /usr/bin/ftpiERENARFHISZFRER , MIENKBIF AN KB X R,

. ENNARFEBXR . N TEREFNNFRKY ftp EFSEXGRHREANKARER , BEH
EFOTBEUBRKRILEFA X ENRBIN

ZEERERE

FTP MM R A RHBIE , S/RBHRIUEFILE. N TERLBRENARRF , RATEZUEWEA M
BENRFR (BFIWSFTPH HTTPS ) , RELRYZJHEBRITENZE.

ftp BF2 10
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RIEREE AL2 023 #MiF HEE

S ERAY AL2ER , fRATBUER B E AL2 023,

F&
- BF AL2023 FHNEEFS
« McronfEll E#& Elsystemdit i 25

BHE AL2 023 FRE

AL2023 X EEIL/E AL2SKSEME R FMIIR, EEMT “tb& AL2 # AL2 023" EH, £
AL2023 ) Package TE 0 hik iR T HH BT ENTEIIX,

AL2023 ~@fFamazon-linux-extras. MR , ERETHBAZRNHREEZ , EHREHE T Z MR
R, HTFEZHHSTREE AL2 023 FEHH , it AL2 023 AR EARRAATEEL B T S M A IREVA AR

A, amazon-linux-extras

(@ Note
RINBIWIELREH S amazon-1inux-extras , BREBEE~,

§EI1‘éEFE’JJA bEo e, BAIEE AL2 023 P REFEAREFELRERRUENTIBHNE R,
flan | R EEFE ER LT Python 2.7 BIZART & E Python 3,

McronfEll T# Flsystemdit it s

FKIMBERT , cronR7E AL2 023 A& %, BAI Ll cronEFEBEsystemdititdy , HEBE AL2
023 #iEZ. AL2 systemdEBFZMR , K0 LAE B #1251t 85 412 17 6 8 M et Y B R
Ko

EEF AL2 023 FHETEFE 11


https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html
https://docs.aws.amazon.com/linux/al2023/release-notes/compare-packages.html
https://docs.aws.amazon.com/linux/al2023/release-notes/compare-packages.html
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AL2 R4

T EEERET ZFMRE AL2 , URIXERHRE S EHMAH Amazon Linux REEIERR,

£

- yumTERUEER GPG FRAGIER GPG £&

yumZER U GPG FEAHIER GPG &35

PR rpm AL2 RS EESRRARBrpmA N T XN RIEER GPG FEABMENZE BN I, MRE
BERRECRENRAE AL, WRERAREASHST —H0 REHN GPGC LR EH rpm AL2

ATHFRAEAFNEABREMLE | in RAR AL2 BREZLEEBHE. rpm
AL2023 rpm FRVRA X FRIEER GPG THAGIENREIEER.

yumZSERIEE R GPG FR4A4I4EN GPG &8 12
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b AL1 0 AL2

DTEEHRT AL1 MIZENEEXF AL2, EfEBEEXEAFTNZFUREETENER,
FH

« AL1 X EOL

- ¥ AWS Graviton 425

- systemd E{X upstart #E7 init R4

« Python 2.6 1 2.7 # Python 3 FREUX

- R AL M ELRRVREE AL2 AMIs

- WREZFHERRLAREST ALT M AL2 EMBFEE

AL1 X#H EOL

AL1 BIEEBELERT. ALT H 2020 12 A 31 BiBZ L THAERRS , #HE&E 2023 F 12 A 31 A
Bl — B T 44 XM R

BB WA RS ZFAIIL S Linux RA,

*#F AWS Graviton 2225

AL2 3| A 73t Graviton &MBB8RI X, AL2023 43 Graviton &N EE8# 1T 7 ¥ — 5481k,

systemd BUX upstart 5 init X%

£ AL2 , systemdBE#tupstartHinitR4&,

Python 2.6 1 2.7 #% Python 3 FTEX{X

RETE 2018.03 A F 5 Python 2.6 AL1 FRidH EOL , BXERKHEBNEEREFEERE, AL2
Python 2.7 B & B X #FH Python AR 4R,

AL2023 TR T [@ Python 3 MidE , F#EF R E Python 2.x RRAK,

b AL1 Ml EZ &= F 2 AL2 AMIs

AL1 X3#F# EOL 13
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RAriEmE

BFa
GeolP
PyYAML
acl

acpid

alsa-lib

amazon-linux-extras
amazon-linux-extras-yum-3& 4

amazon-ssm-agent

at

attr

audit
audit-libs

authconfig

aws-amitools-ec2

aws-cfn-bootstrap

aws-cli

awscli

basesystem

bash

bash-completion

AL1 AMI

2.2.49

2.0.19

1.0.22

3.2.1705.0

3.1.10

2.4.46

2.6.5

2.6.5

6.2.8

1.5.13

1.4

1.18.107

10.0

4.2.46

AL2 AMI

1.5.0

3.10

2.2.51

2.0.19

2.0.3

2.0.3

3.2.1705.0

3.1.13

2.4.46

2.8.1

2.8.1

6.2.8

2.0

1.18.147

10.0

4.2.46

2.1

AL1 1 AL2 AMI 3t Eb
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BFa AL1 AMI AL2 AMI
bc 1.06.95 1.06.95
bind-export-libs 9.114
bind-libs 9.8.2 9.11.4
bind-libs-lite 9.11.4
bind-license 9.11.4
bind-utils 9.8.2 9.11.4
binutils 2.27 2.29.1
blktrace 1.0.5
boost-date-time 1.53.0
boost-system 1.53.0
boost-thread 1.53.0
bridge-utils 1.5
bzip2 1.0.6 1.0.6
bzip2-libs 1.0.6 1.0.6
ca-certificates 2023.2.62 2023.2.62
checkpolicy 21.10

chkconfig 1.3.49.3 1.7.4
chrony 4.2
cloud-disk-utils 0.27

cloud-init 0.7.6 19.3

AL1 1 AL2 AMI 3t Eb 15
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RAriEmE

BFa
cloud-utils-growpart
copy-jdk-configs
coreutils

cpio

cracklib
cracklib-dicts
cronie
cronie-anacron
crontabs
cryptsetup
cryptsetup-libs
curl

cyrus-sasl
cyrus-sasl-lib
cyrus-sasl-plain
yBilE53

db4

db4-utils

dbus

dbus-libs

AL1 AMI

3.3

8.22

2.10

2.8.16

2.8.16

1.4.4

1.4.4

1.10

1.6.7

1.6.7

7.61.1

2.1.23

2.1.23

2.1.23

0.5.5.1

4.7.25

4.7.25

1.6.12

1.6.12

AL2 AMI

0.31

8.22

212

29.0

29.0

1.4.11

1.4.11

1.11

1.7.4

1.7.4

8.3.0

2.1.26

2.1.26

1.10.24

1.10.24

AL1 1 AL2 AMI 3t Eb
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RAriEmE

BFa
dejavu-fonts-common
dejavu-sans-fonts
dejavu-serif-fonts
device-mapper
device-mapper-event
device-mapper-event-libs
device-mapper-libs
device-mapper-persistent-data
dhclient

dhcp-common

dhcp-libs

diffutils

dmidecode

dmraid

dmraid-events

dosfstools

dracut

dracut-config-ec2
dracut-config-generic

dracut-modules-growroot

AL1 AMI

2.33

2.33

2.33

1.02.135

1.02.135

1.02.135

1.02.135

0.6.3

4.1.1

411

3.3

1.0.0.rc16

1.0.0.rc16

004

0.20

AL2 AMI

1.02.170

1.02.170

1.02.170

1.02.170

0.7.3

4.2.5

4.2.5

4.2.5

3.3

3.2

1.0.0.rc16

1.0.0.rc16

3.0.20

033

2.0

033

AL1 1 AL2 AMI 3t Eb
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RAriEmE

BFa

dump

dyninst

e2fsprogs

e2fsprogs-libs
ec2-hibinit-agent
ec2-instance-connect
ec2-instance-connect-selinux
ec2-net-utils

ec2-utils

ed
elfutils-default-yama-scope
elfutils-libelf

elfutils-libs

epel-release

ethtool

expat

X

file-libs

filesystem

findutils

AL1 AMI

0.4

1.43.5

1.43.5

1.0.0

0.7

0.7

1.1

0.168

3.15

21.0

5.37

5.37

2.4.30

442

AL2 AMI

9.3.1

1.42.9

1.42.9

1.0.2

1.1

1.1

1.7.3

1.2

1.9

0.176

0.176

0.176

4.8

21.0

5.1

5.1

3.2

4.5.11

AL1 1 AL2 AMI 3t Eb
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BFa AL1 AMI AL2 AMI
fipscheck 1.3.1 1.4.1
fipscheck-lib 1.3.1 1.4.1
fontconfig 28.0

fontpackages-filesystem 1.41

freetype 2.3.11 2.8
fuse-libs 294 29.2
gawk 3.1.7 4.0.2
gdbm 1.8.0 1.13
gdisk 0.8.10 0.8.10
generic-logos 17.0.0 18.0.0
get_reference_source 1.2

gettext 0.19.8.1
gettext-libs 0.19.8.1
giflib 4.1.6

glib2 2.36.3 2.56.1
glibc 217 2.26
glibc-all-langpacks 2.26
glibc-common 217 2.26
glibc-locale-source 2.26
glibc-minimal-langpack 2.26

AL1 1 AL2 AMI 3t Eb 19
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RAriEmE

BFa
gmp
gnupg2
gpgme
gpm-libs
grep

groff
groff-base
grub
grub2

grub2-common

grub2-efi-x64-ec2

grub2-pc

grub2-pc-modules

grub2-tools

grub2-tools-minimal

grubby
gssproxy
gzip
hardlink

hesiod

AL1 AMI

6.0.0

2.0.28

1.4.3

1.20.6

2.20

1.22.2

1.22.2

0.97

7.0.15

1.5

3.1.0

AL2 AMI

6.0.0

2.0.22

1.3.2

1.20.7

2.20

1.22.2

2.06

2.06

2.06

2.06

2.06

2.06

2.06

8.28

0.7.0

1.5

1.3

AL1 1 AL2 AMI 3t Eb
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BFa

hibagent
hmaccalc
hostname
hunspell
hunspell-en
hunspell-en-GB
hunspell-en-US
hwdata

info

initscripts

iproute

iptables
iptables-libs

iputils

irgbalance
jansson
java-1.7.0-openjdk
javapackages-tools
jbigkit-libs

jpackage-utils

AL1 AMI

1.0.0

0.9.12

0.233

5.1

9.03.58

44.0

1.4.21

20121221

1.5.0

1.7.0.321

0.9.1

1.7.5

AL2 AMI

1.1.0

3.13

1.3.2

0.20121024

0.20121024

0.20121024

0.252

5.1

9.49.47

5.10.0

1.8.4

1.8.4

20180629

1.7.0

2.10

20

AL1 1 AL2 AMI 3t Eb
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BFa

json-c

kbd
kbd-legacy
kbd-misc
kernel
kernel-tools
keyutils
keyutils-libs
kmod
kmod-libs
kpartx
kpatch-runtime
krb5-libs
langtable
langtable-data
langtable-python
lcms2

less

libICE

libSM

AL1 AMI

1.15

1.15

4.14.326

4.14.326

1.5.8

1.5.8

14

14

0.4.9

1.15.1

2.6

436

1.0.6

1.2.1

AL2 AMI

0.11

1.15.5

1.15.5

1.15.5

5.10.199

5.10.199

1.5.8

1.5.8

25

25

0.4.9

0.9.4

1.15.1

0.0.31

0.0.31

0.0.31

458

AL1 1 AL2 AMI 3t Eb
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BFa

libX11
libX11-common
libXau
libXcomposite
libXext
libXfont

libXi
libXrender
libXtst

libacl

libaio
libassuan
libattr
libbasicobjects
libblkid

libcap
libcap-ng
libcap54
libcgroup

libcollection

AL1 AMI

1.6.0

1.6.0

1.0.6

0.4.3

1.3.2

1.4.5

1.7.2

0.9.8

1.2.2

2.2.49

0.3.109

2.0.3

2.4.46

2.23.2

2.16

0.7.5

2.54

0.40.rc1

AL2 AMI

2.2.51

0.3.109

21.0

2.4.46

0.1.1

2.30.2

2.54

0.7.5

0.7.0

AL1 1 AL2 AMI 3t Eb
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BFa
libcom_err
libconfig
libcroco
libcrypt
libcurl
libdaemon
libdb
libdb-utils
libdrm
libdwarf
libedit
libestr
libevent
libfastjson
libfdisk
libffi
libfontenc
libgcc
libgcc72

libgcrypt

AL1 AMI

1.43.5

7.61.1

2.1.1

2.0.21

3.0.13

1.0.5

7.2.1

1.5.3

AL2 AMI

1.42.9

1.4.9

0.6.12

2.26

8.3.0

0.14

5.3.21

5.3.21

2.4.97

20130207

3.0

0.1.9

2.0.21

0.99.4

2.30.2

3.0.13

7.3.1

1.5.3

AL1 1 AL2 AMI 3t Eb
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BFa
libgomp
libgpg-error
libgssglue
libicu

libidn
libidn2

libini_config

libjpeg-turbo

libmetalink

libmnl

libmount

libneftfilter_conntrack

libnfnetlink
libnfsidmap
libnghttp2
libnih

libnl

libnl3
libnI3-cli

libpath_utils

AL1 AMI

1.1

0.1

50.2

1.18

2.3.0

1.2.90

1.0.3

2.23.2

1.0.4

1.0.1

0.25

1.33.0

1.0.1

flink-client

AL2 AMI

7.3.1

1.12

50.2

1.28

2.3.0

1.3.1

2.0.90

0.1.3

1.0.3

2.30.2

1.0.6

1.0.1

0.25

1.41.0

3.2.28

3.2.28

0.2.1

AL1 1 AL2 AMI 3t Eb
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BFa
libpcap
libpciaccess
libpipeline
libpng

libpsl
libpwquality
libref_array
libseccomp
libselinux
libselinux-utils
libsemanage
libsepol
libsmartcols
libss

libssh2

libsss_idmap

libsss_nss_idmap

libstdc++
libstdc++72

libstoragemgmt

AL1 AMI

1.2.3

1.2.49

0.6.2

1.2.3

2.1.10

2.1.10

2.1.6

21.7

2.23.2

1.43.5

1.4.2

7.2.1

AL2 AMI

1.5.3

0.14

1.2.3

1.5.13

1.2.3

0.1.5

2.4.1

2.5

2.5

2.5

2.5

2.30.2

1.42.9

1.4.3

1.16.5

1.16.5

7.3.1

1.6.1

AL1 1 AL2 AMI 3t Eb
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BFa AL1 AMI AL2 AMI
libstoragemgmt-python 1.6.1
libstoragemgmt-python-clibs 1.6.1
libsysfs 2.1.0 2.1.0
libtasn1 2.3 410
libteam 1.27
libtiff 4.0.3
libtirpc 0.2.4 0.2.4
libudev 173

libunistring 0.9.3 0.9.3
libuser 0.60 0.60
libutempter 1.1.5 1.1.6
libuuid 2.23.2 2.30.2
libverto 0.2.5 0.2.5
libverto-libevent 0.2.5
libwebp 0.3.0
libxcb 1.11

libxml2 2.91 2.91
libxml2-python 291
libxml2-python27 291

libxslt 1.1.28

AL1 1 AL2 AMI 3t Eb 27
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RAriEmE

BFaE
libyaml
Im_sensors-libs

log4j-cve-2021-44228-hotpat
ch

logrotate

Isof

lua

lvm2
lvm2-libs

1z4

mailcap

make

man-db
man-pages
man-pages-overrides
mariadb-libs
mdadm
microcode_ctl
mingetty
mlocate

mtr

AL1 AMI

0.1.6

3.7.8

4.82

51.4

2.02.166

2.02.166

2.1.31

3.82

2.6.3

4.10

3.2.6

2.1

1.08

AL2 AMI

0.1.4

3.4.0

3.8.6

4.87

51.4

2.02.187

2.02.187

1.7.5

3.82

2.6.3

3.53

7.5.2

5.5.68

4.0

2.1

0.26

0.92

AL1 1 AL2 AMI 3t Eb
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BFa

nano

nc

ncurses
ncurses-base
ncurses-libs
net-tools
nettle

newt
newt-python
newt-python27
nfs-utils

nspr

nss

nss-pem

nss-softokn

nss-softokn-freebl

nss-sysinit
nss-tools
nss-util

ntp

AL1 AMI
253
1.84

SN

51/

5.7

1.60

0.52.11

0.52.11
1.3.0
4.25.0
3.53.1
1.0.3
3.53.1
3.53.1
3.53.1
3.53.1
3.53.1

4.2.8p15

AL2 AMI

2.9.8

6.0

6.0

6.0

2.0

2.7.1

0.52.15

0.52.15

1.3.0

4.35.0

3.90.0

1.0.3

3.90.0

3.90.0

3.90.0

3.90.0

3.90.0

AL1 1 AL2 AMI 3t Eb
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BFa

ntpdate

ntsysv

numactl
numactl-libs
openldap
openssh
openssh-clients
openssh-server
openssl
openssl-libs
os-prober
p11-kit
p11-kit-trust
pam
pam_ccreds
pam_krb5
pam_passwdqc
parted

passwd

pciutils

AL1 AMI
4.2.8p15
1.3.49.3

2.0.7

2.4.40
7.4p1
7.4p1
7.4p1

1.0.2k

0.18.5
0.18.5
1.1.8
10
2.3.11
1.0.5
2.1
0.79

3.1.10

AL2 AMI

1.7.4

2.0.9
2.4.44
7.4p1
7.4p1
7.4p1
1.0.2k
1.0.2k
1.58
0.23.22
0.23.22

1.1.8

3.1
0.79

3.5.1

AL1 1 AL2 AMI 3t Eb
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BFa
pciutils-libs

pcre

pcre2

perl

perl-Carp
perl-Digest
perl-Digest-HMAC
Perl-digest-MD5
perl-Digest-SHA
perl-Encode
perl-Exporter
perl-File-Path
perl-File-Temp
perl-Filter
perl-Getopt-Long
perl-HTTP-Tiny
perl-PathTools
perl-Pod-Escapes
perl-Pod-Perldoc

perl-Pod-Simple

AL1 AMI

3.1.10

8.21

5.16.3

1.26

1.17

1.03

2.52

5.85

2.51

5.68

2.09

0.23.01

1.49

2.40

0.033

3.40

1.04

3.20

3.28

AL2 AMI

3.5.1

8.32

10.23

5.16.3

1.26

2.51

5.68

2.09

0.23.01

1.49

2.40

0.033

3.40

1.04

3.20

3.28

AL1 1 AL2 AMI 3t Eb

31



Amazon Linux 2

RAriEmE

BFa
perl-Pod-Usage
perl-Scalar-List-Utils
perl-Socket
perl-Storable
perl-text-ParseWords
perl-time-HiRes
perl-Time-Local
perl-constant
perl-libs

perl-macros
perl-parent
perl-podlators
perl-threads
perl-threads-shared
pinentry

pkgconfig

plymouth
plymouth-core-libs
plymouth-scripts

pm-utils

AL1 AMI

1.63

1.27

2.010

2.45

3.29

1.9725

1.2300

1.27

5.16.3

5.16.3

0.225

2.5.1

1.87

1.43

0.7.6

0.27.1

1.4.1

AL2 AMI

1.63

1.27

2.010

2.45

3.29

1.9725

1.2300

1.27

5.16.3

5.16.3

0.225

2.5.1

1.87

1.43

0.8.1

0.27.1

0.8.9

0.8.9

0.8.9

1.4.1

AL1 1 AL2 AMI 3t Eb
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BFa
policycoreutils
popt
postfix
procmail
procps
procps-ng
psacct
psmisc
pth
pygpgme
pyliblzma
pystache
python

python-babel

python-backports

python-backports-ss|_PEE =

%=

python-cffi

python-chardet
python-configobj

python-daemon

AL1 AMI

2.1.12

1.13

3.22

3.2.8

6.3.2

22.20

2.0.7

AL2 AMI

2.5

1.13

2.10.1

3.3.10

6.6.1

22.20

2.0.7

0.3

0.5.3

0.5.3

2.7.18

0.9.6

1.0

3.5.0.1

1.6.0

2.2.1

4.7.2

1.6

AL1 1 AL2 AMI 3t Eb

33



Amazon Linux 2

RAriEmE

BFa AL1 AMI
python-devel
python-docutils
python-enum34
python-idna
python-iniparse
python-ipaddress
python-jinja2
python-jsonpatch
python-jsonpointer
python-jwcrypto
python-kitchen
python-libs
python-lockfile
python-markupsafe
python-pillow
python-ply
python-pycparser
python-pycurl
python-repoze-Iru

python-requests

AL2 AMI

2.7.18

0.12

1.0.4

2.4

0.4

1.0.16

2.7.2

1.2

1.9

0.4.2

1.1.1

2.7.18

0.9.1

0.11

2.0.0

3.4

2.14

7.19.0

0.4

26.0

AL1 1 AL2 AMI 3t Eb
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BFa AL1 AMI
python-simplejson
python-urlgrabber
python-urllib3
python2-botocore
python2-colorama
python2-cryptography
python2-dateutil
python2-futures
python2-jmespath
python2-jsonschema
python2-oauthlib
python2-pyasn1
python2-rpm
python2-rsa
python2-s3transfer

python2-setuptools

python2-six

python27 2.7.18
python27-PyYAML 3.10
python27-babel 094

AL2 AMI

3.2.0

3.10

1.25.9

1.18.6

0.3.9

1.7.2

2.6.1

3.0.5

0.9.3

2.5.1

2.0.1

0.1.9

4.11.3

3.4.1

0.3.3

41.2.0

1.11.0

AL1 1 AL2 AMI 3t Eb
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BFa
python27-backports

python27-backports-ssl_matc
h_hostname

python27-boto
python27-botocore
python27-chardet
python27-colorama
python27-configobj
python27-crypto
python27-daemon
python27-dateutil
python27-devel
python27-docutils
python27-ecdsa
python27-futures
python27-imaging
python27-iniparse
python27-jinja2
python27-jmespath
python27-jsonpatch

python27-jsonpointer

AL1 AMI

1.0

3.4.0.2

2.48.0

1.17.31

2.0.1

0.4.1

4.7.2

2.6.1

1.5.2

2.1

2.7.18

0.11

0.11

3.0.3

1.1.6

0.3.1

2.7.2

0.9.2

1.2

1.0

AL2 AMI

AL1 1 AL2 AMI 3t Eb
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python27-kitchen 1.1.1
python27-libs 2.7.18
python27-lockfile 0.8
python27-markupsafe 0.11
python27-paramiko 1.151
python27-pip 9.0.3
python27-ply 3.4
python27-pyasn1 0.1.7
python27-pycurl 7.19.0
python27-pygpgme 0.3
python27-pyliblzma 0.5.3
python27-pystache 0.5.3
python27-pyxattr 0.5.0
python27-requests 1.2.3
python27-rsa 3.4.1
python27-setuptools 36.2.7
python27-simplejson 3.6.5
python27-six 1.8.0
python27-urlgrabber 3.10
python27-urllib3 1.24.3
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python27-virtualenv 15.1.0
python3

python3-daemon
python3-docutils
python3-libs
python3-lockfile
python3-pip
python3-pystache
python3-setuptools
python3-simplejson
pyxattr

grencode-libs

[T 4.00
quota-nls 4.00
rdate

readline 6.2
rmt 0.4
rng-tools 5
rootfiles 8.1
rpcbind 0.2.0

AL2 AMI

3.7.16

223

0.14

3.7.16

0.11.0

20.2.2

0.5.4

49.1.3

3.2.0

0.5.1

3.4.1

4.01

4.01

1.4

6.2

6.8

8.1

0.2.0

AL1 1 AL2 AMI 3t Eb
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BFa

rpm

rpm-build-libs

rpm-libs
rpm-plugin-systemd-inhibit
rpm-python27

rsync

rsyslog

ruby

ruby20

ruby20-irb

ruby20-libs
rubygem20-bigdecimal
rubygem20-json
rubygem20-psych
rubygem20-rdoc
rubygems20

scl-utils

screen

sed

selinux-policy

AL1 AMI

4.11.3

4.11.3

4.11.3

411.3

3.0.6

5.8.10

20

2.0.0.648

2.0.0.648

2.0.0.648

1.2.0

1.8.3

2.0.0

422

2.0.141

4.0.3

4.21

AL2 AMI

4.11.3

4.11.3

411.3

4.11.3

3.1.2

8.24.0

20130529

41.0

422

3.13.1

AL1 1 AL2 AMI 3t Eb
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selinux-policy-targeted 3.13.1
sendmail 8.14.4

setserial 217 217
RE 2.8.14 2.8.71
setuptool 1.19.11
sgpio 1.2.0.10 1.2.0.10
shadow-utils 41.4.2 4151
shared-mime-info 1.1 1.8
slang 2.2.1 224
sqlite 3.717 3.717
sssd-client 1.16.5
strace 4.26
sudo 1.8.23 1.8.23
sysctl-defaults 1.0 1.0
sysfsutils 21.0

sysstat 10.1.5
system-release 2018.03 2
systemd 219
systemd-libs 219
systemd-sysv 219
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systemtap-runtime 4.5
sysvinit 2.87

sysvinit-tools 2.88
tar 1.26 1.26
tcp_wrappers 7.6 7.6
tcp_wrappers-libs 7.6 7.6
tcpdump 4.9.2
tcsh 6.18.01
teamd 1.27
et [ 1.7 1.7
tmpwatch 2.9.16

traceroute 2.0.14 2.0.22
ttmkfdir 3.0.9

tzdata 2023c 2023c
tzdata-java 2023c

udev 173

unzip 6.0 6.0
update-motd 1.0.1 1.1.2
upstart 0.6.5

usermode 1.111
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ustr

util-linux
vim-common

vim-data

vim-enhanced

vim-filesystem

vim-minimal
virt-what
wget

which
words
xfsdump

xfsprogs

xorg-x11-font-utils

xorg-x11-fonts-Type1

xxd

Xz
xz-libs
yajl

yum

AL1 AMI

1.0.4

2.23.2

9.0.1712

9.0.1712

9.0.1712

9.0.1712

9.0.1712

1.18

2.19

3.0

7.2

7.2

9.0.1712

5.2.2

5.2.2

3.4.3

AL2 AMI

1.0.4

2.30.2

9.0.2081

9.0.2081

9.0.2081

9.0.2081

9.0.2081

1.18

1.14

2.20

3.0

3.1.8

5.0.0

9.0.2081

5.2.2

5.2.2

204

3.4.3

AL1 1 AL2 AMI 3t Eb
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BFa

yum-langpacks
yum-metadata-parser
yum-plugin-priorities
yum-plugin-upgrade-helper
yum-utils

Zip

zlib

AL1 AMI

flink-client

1.1.31

1.1.31

1.1.31

3.0

1.2.8

AL2 AMI

0.4.2

flink-client

1.1.31

1.1.31

3.0

1.2.7

LERZEERRF ENEESE AL 1 AL2 EH B SRES

BFa
amazon-linux-extras
basesystem

bash

bzip2-libs
ca-certificates
chkconfig

coreutils

cpio

curl

cyrus-sasl-lib

AL1 Bss

10.0
4.2.46
1.0.6
2023.2.62
1.3.49.3

8.22

7.61.1

2.1.23

AL2 Bzr
2.0.3

10.0
4.2.46
1.0.6
2023.2.62
1.7.4
8.22

212
8.3.0

2.1.26

AL1 1 AL2 BESHLIR
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Bra
db4
db4-utils

diffutils

elfutils-libelf

expat

file-libs

filesystem

findutils
gawk
gdbm
glib2

glibc

glibc-common
glibc-langpack-en

glibc-minimal-langpack

gmp
gnupg2
gpgme
grep

9zip

AL1 &B28
4.7.25

4.7.25

0.168
21.0
5.37

2.4.30

3.1.7
1.8.0
2.36.3
217

217

6.0.0
2.0.28
1.4.3
2.20

1.5

AL2 &g

3.3
0.176
21.0
5.1
3.2
4.5.11
4.0.2
1.13
2.56.1
2.26
2.26
2.26
2.26
6.0.0
2.0.22
1.3.2

2.20

AL1 1 AL2 BESHLIR
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BFa

info
keyutils-libs
krb5-libs
libacl
libassuan
libattr
libblkid
libcap
libcom_err
libcrypt
libcurl
libdb
libdb-utils
libffi

libgcc
libgcc72
libgcrypt
libgpg-error
libicu

libidn2

AL1 &B28
5.1

1.5.8
1.15.1
2.2.49
2.0.3

2.4.46

2.16

1.43.5

7.61.1

3.0.13

7.2.1
1.5.3
1.1
50.2

2.3.0

AL2 &g
5.1
1.5.8
1.15.1
2.2.51
21.0
2.4.46
2.30.2
2.54
1.42.9
2.26
8.3.0
5.3.21
5.3.21
3.0.13

7.3.1

1.5.3

1.12

2.3.0

AL1 1 AL2 BESHLIR
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BFa
libmetalink
libmount
libnghttp2
libpsl
libselinux
libsepol
libssh2
libstdc++
libstdc++72
libtasn1
libunistring
libuuid
libverto

libxml2

libxml2-python27

lua

make

ncurses

ncurses-base

ncurses-libs

AL1 &B28

1.33.0
0.6.2
2.1.10
21.7

1.4.2

7.21
2.3

0.9.3

0.2.5
2.9.1
2.9.1
51.4
3.82
5.7
5.7

5.7

AL2 &g
0.1.3
2.30.2

1.41.0

2.5
2.5
1.4.3

7.3.1

4.10
0.9.3
2.30.2
0.2.5

2.9.1

51.4

6.0

6.0

6.0

AL1 1 AL2 BESHLIR
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nspr

nss
nss-pem
nss-softokn
nss-softokn-freebl
nss-sysinit
nss-tools
nss-util
openldap
openssl
openssl-libs
p11-kit
p11-kit-trust
pcre
pinentry
pkgconfig
popt

pth

pygpgme

pyliblzma

AL1 &B28
4.25.0
3.53.1
1.0.3
3.53.1
3.53.1
3.53.1
3.53.1
3.53.1
2.4.40

1.0.2k

0.18.5
0.18.5
8.21
0.7.6
0.27.1
1.13

2.0.7

AL2 &g
4.35.0
3.90.0
1.0.3
3.90.0
3.90.0
3.90.0
3.90.0
3.90.0

2.4.44

1.0.2k
0.23.22
0.23.22
8.32

0.8.1

1.13
2.0.7
0.3

0.5.3

AL1 1 AL2 BESHLIR
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BFa

python
python-iniparse
python-libs
python-pycurl
python-urlgrabber
python2-rpm
python27
python27-chardet
python27-iniparse
python27-kitchen
python27-libs
python27-pycurl
python27-pygpgme
python27-pyliblzma
python27-pyxattr
python27-urlgrabber
pyxattr

readline

rpm

rpm-build-libs

AL1 &B28

2.7.18
2.0.1
0.3.1
1.1.1
2.7.18
7.19.0
0.3
0.5.3
0.5.0

3.10

6.2
411.3

4.11.3

AL2 &g
2.7.18
0.4
2.7.18
7.19.0
3.10

411.3

0.5.1
6.2
411.3

4.11.3

AL1 1 AL2 BESHLIR
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BFa
rpm-libs
rpm-python27
sed

RE
shared-mime-info
sqlite
sysctl-defaults
system-release
tar

tzdata

vim-data
vim-minimal
xz-libs

yum

yum-metadata-parser

yum-plugin-ovl

yum-plugin-priorities

yum-utils

zlib

AL1 &B28
4.11.3
4.11.3
4.21
2.8.14
1.1
3.7.17
1.0
2018.03
1.26

2023c

522
3.4.3
flink-client
1.1.31
1.1.31
1.1.31

1.2.8

AL2 &g

4.11.3

422
2.8.71
1.8

3.7.17

2023c
9.0.2081
9.0.2081
522
3.4.3
flink-client
1.1.31

1.1.31

1.2.7
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5 EC2 £ER AL2

(® Note

AL2 THET D% Linux Y BTHRA, AL2023 B, NI E AL2, BXESZEE , B35
{AL2023 B 1Y AL20237#Y “LtbE AL2 AL2023F]” # “Package EEFI K",

£}

- £ AMAL2 | BzhII5i# EC2 L4
» {8 Systems Manager E & & FH K AL2 AMI
« EE S EC2 K6

« AL2 AMI BaI#E

- EFOF#EE

« £ on EEAT=KIL AL2

- BLiE AL2 3241

- AFRMHHAX

« AL2 AMI B 4%

- BB MAL2 ATE SEERE

o AL2 #iFE

EA AM AL2 | B3I S5# EC2 4l

BRI ER AMI BRI 55 EC2 3R6l. AL2 BXEZEE , BZRALR 1 B3EHbl,

£ Systems Manager . &K AL2 AMI

Amazon EC2 12t AWS Systems Manager H22 3 AMIs 437 /A S8 AWS | S& 0] LAIE /5 3 SE 5l A
FRXLESH, flin , EC2 BREMNSHEMERXE/aws/service/ami-amazon-1linux-latest/
amzn2-ami-kernel-default-hvm-x86_64-gp2&8 WA , # HIRLKIE A E XiE & HARAH
AL2 AMI,

£ AMAL2 | BT S5 EC2 4l 50


https://docs.aws.amazon.com/linux/al2023/ug/
https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html
https://docs.aws.amazon.com/linux/al2023/release-notes/compare-packages.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance

Amazon Linux 2 AriEE

EFAERSZH AL2023 AMI AWS Systems Manager , 528 A |71 AL2023,

ELUTRESEM Amazon EC2 AMI AES K :
/aws/service/ami-amazon-linux-latest

BRI LUBEZEITELT AWS CLI i 5 3REFE YA AWS X5 AMIs FFFH Amazon Linux B51%&.

aws ssm get-parameters-by-path --path /aws/service/ami-amazon-linux-latest --query
"Parameters[].Name"

ERARBS KB
LUTFRGIER EC2 RN LI HSBER KR AMAL2 | F3Im5. x1argeSkfl,

BEEGPTIEESH , BERAUTIE. : resolve:ssm:public-parameter , £/ resolve:ssm
ZIHERIZ , public-parameter ELAESHHBEEN BN

EARRBIF | B --count M --security-group 3. XTF --count , BikH 1, MEBRIA
VPC MERIANL A , NREAE.

aws ec2 run-instances

--image-id resolve:ssm:/aws/service/ami-amazon-linux-latest/amzn2-ami-kernel -
default-hvm-x86_64-gp2

--instance-type m5.xlarge

--key-name MyKeyPair

HXEZEER , 55 RAWS Systems Manager BB IER LA XS,
T D% Linux 2 AMI BB R
W5#h Linux 2 AMI EFRERUATHEAE

amzn2-ami-[minimal-][kernel-{5.10,default,4.14}]-hvm-{x86_64,aarch64}-
{ebs,gp2}

« M@@ in im AMIs alim Fff# —4HHK/MEA TR , LR DBE KD,
o NIZMRASRE TR AMI EFRR M AR
« kernel-5.10i%# Linux ARZARZA 5.10, XREFENHAZRAE AL2,
« kernel-default HEFHENRIANZ AL2, ER2H#Z 5.10 BW3IHE,

f# A Systems Manager ZEH & #THI AL2 AMI 51


https://docs.aws.amazon.com/linux/al2023/ug/get-started.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/parameter-store-public-parameters.html

Amazon Linux 2 s

« kernel-4.143%$%F Linux AR 4.14, XREBR T HREREN AMI RAMRHN, BOER
BERRA B sh R 6, ittt AMIEFRBEZE X,

- FE—ABHKN AMI B, BRI ARBENARK, XLE AMIs 2% 4.14 B51H, RBHEHXLE
AMis RN TEREMN AMI A RSB, H2FEAL AMI BREFEH, MitXLRHZ AMIs
LFEH

 x86_64/aarch64 REIZIT AMI B CPU ¥ &, M TETHE/RH AMD B EC2 =41 | ik
x86_64, FJ EC2 Graviton 3:4i%4% aarch64,

. ebs/gp2 BER T HMEMK AMI R4 IRSH EBS BK A, ES M EBS BRALHSE, HBRIEE
gp2.

120 D3 EC2 4

A LUBY i A R IEEAER Amazon Linux 354 , @35 SSH l EC2 In AWS Systems Manager
Session Manager stance Connecto. BXEZEE , 55 (Amazon EC2 AAF{Erm) HIEREE
Linux SE41,

SSH A F# sudo

BRIAMERT , WEE Linux FAFrootFARZBEZ ST (SSH). bk , ZRZE & B RIEBSIE
8 hWiE. B Amazon Linux 26l LS A SSH B % |, B4R ERHIB s e N HIEHREAN, B&
PITRERTRNEHINZ LAY SSH B[R, BRINERT , BE—AILAEA SSH iz & R MK/
Eec2-user, K, thBsudofR. MRZEBHZEErootEF , HEETCT KB ZRAX M B A
F&%,

AL2 AMI BEH1ER

AL2 AMIs SR B REBRHERS K. WBIIHEH AL2 AMIs BRESEFIRENBRINSHERE. BXE
Z{EE , 3% Amazon EC2 AT EER.

B aiFEE

HEEFEAT AL2, BXEE AL2023 , &2 Amazon Linux 2023 A/ IER AL2023h I BB 4H4a
FIRERZEH

AL2 F1 AL1 ETEESE/ Amazon ECAWS 2 XERENELVHIEME—EFH, XLEFEMEEE
FrEXEHREM AR yum EFMTEHTIHR, ESESMNXEBREEMEE L BIITARERBE
¥, FAFEEAREER T,

HERE Dk EC2 K4 52


https://docs.aws.amazon.com/ebs/latest/userguide/ebs-volume-types.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ami-boot.html
https://docs.aws.amazon.com/linux/al2023/ug/managing-repos-os-updates.html
https://docs.aws.amazon.com/linux/al2023/ug/managing-repos-os-updates.html
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/A Important

HERHFRARAL1 EF 2023 F 12 H31 BA%H , H2024 £1 A 1 BENTF2KIEMNZLE
HEBEIREE. BEXREZEELR , 15 Amazon Linux AMI end-of-life.

MREFFENXRPREBFESIEESRE , WATLAFEHALE AL2 AMI B2 #FE6l, REHIFEE
RESHINBHFEREENRE |, MATLLET Amazon Linux S-S EE XL, XEF#E
DEFMBENENEFS. EUEREXEEHRNAZEESTHES R, BIERM T HRAE , AMI
MEF T RERADATEEA,

(® Note

=7 Amazon EC2 k6l L EFHMZELE LR BEBRNNZRHE , HSRNAEZ1TH Amazon
EC2 3Kl L& yum SR EEBRMIGRNER TRERE T ALTAL2 , X AL2023 ?

ERRERFS , BEAUTHS :
[ec2-user ~]$ sudo yum install package

MREEZI Amazon Linux TEBERFENMARRF , B LUEETE Amazon Linux 3541 E 23 1Z KA
BF. Amazon Linux £/ RPMs Mlyum#THHBEE , XUERZENNARFNREE S, &
BiZBAEFRINVPR Amazon Linux 7 E A BEEPERRELREENARER , RN TZSNAERF
ERERAAKRE, AFE , BRI LUFXLENARFRNEIERN Amazon Linux SE4IH,

ENNARRF LA BIEREIZITH Amazon Linux 3541 , 1B scp = sftp , AR BT B FRFIKEE K
AR, BEaLERRE cloud-init RFaF ) PACKAGE_SETUP ##4 , EXfIE et , LERMA
BF. BXEZEER , 5SHE on LEASWHIL AL2,

ZEEH

REEHMREARGOFERERMEN . REEMNEHEH AMI TLEIRIHTE Amazon Linux Z£H
DEM. BXAWS REXBNEZELR , AEREZLEE , FHR AWS T2 £,

ALT HABE AL A ERHN THNZEXBHAEENREEH, EEBEFT2RERNKEN.

£ AL2023 , 5 AL1 MM, HEERXETEIL AL2, XL EHNEZELE AL2023 , ESH
Amazon Linux 2023 AFEEH N Z £ EFH M IhEE,
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RAriEmE

BINBUEBERIRHNEWAFIHTLXENEN. Hl , BUEFEESINNAMBER ( MFX
NRZZ2EH ) , RETEBINEFHNNAZATENRENERH ., XFEALT cloud-init &R
#1724 . repo_upgrade., T 7 cloud-init BL&E F BRE R T a{a 48 Sl 1&iE 2 S2 B #D 2 1L A 7= BUE S A

FHIRE :

#cloud-config
repo_upgrade: security

repo_upgrade WA REEM TFIR :
critical

BRARERBFEREER,

important

RRARTERNRBENERZZ S EH,

medium

MRAARTRNRE, EENPELRELEHN.

low

RRAFBRTERNEZEEN  SREARTEENT2ERN.

security

RiF Amazon FRriE A L EFMNAEXRBREEEHN.
bugfix

RIF Amazon #RIEHERFAIE ERYERT. BREBEER —ABRKNEN
HttMNRRRIEEEH.

all

B & E05E A E#T (Fie3kA)o

none

SE 51 5 3 0 7 R FAE T E 7

, R aER e EHRNEN M

REFH
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® &X
57 Linux FFEAEFHIRIEFbugfix. ERARBELS# Linux WEZE£TRNWER ,
EEArepo_upgrade: all,

repo_upgrade WERIANRBER L2, RN , IREBREAFHBETEEHME , ERIAER
T , Amazon Linux 2 BaI N HITEHNFIE ERERFIHNEELH K. Amazon Linux EER /
etc/motd MHFHEZRNTAEHINKE K BHNECLERFENTMET. ERXEXLEEH , &
FEE RS Ei=4T sudo yum upgrades

Tt L iE

AL1 Fl1 AL2 , AMIs 2812 AMI B o] BV IRER | BELZ 2 EHRA, FAFERKE AMI BT
BITNZENRESHETR2TANRIRAE. ERIATANZTFRESE AL2 |, Ei121Tyum update -y,

© HIEHBRHET

W RIRTE nano KK E Ei=1T yum update BTiEZE] cannot allocate memory f&ix ( 0
t3.nano ) , MAJEEEE S B RIRZE B T REE AEH.

XF AL2023 , 5 AL1 FMELE , FRERERE 7L AL2, BX AL2023 BRENESER , 5
FEERESNRERSEN.

ZBTH AR AEE AL2023 RIS ERR , M Amazon Linux B — MR ERRAR R BT —MRA
(EHAREM ) o FAREREK , RITBUEFEN AMI EFHRFH AL AMI, MARE3)
IBEYSEH AMIsH 1R E#io

X Amazon Linux £E Linux MRA 2 BT , HlaM AL1 B AL2 M AL2 ZI
AL2023, BEXEZEEL , 1§50 Amazon Linux 7] F %,

£ on LEA =YKL AL2

cloud-init 2F &=~ H Canonical MENFRNARER , BTERITERR ( fl20 Amazon EC2 ) H
5|% Linux B &, Amazon Linux @& cloud-init B B E XA, X A8 EXZGIE B 38 R ITH
BE, BaIRplnt , BB SAFBEFENEENREZZET cloud-inite XEWRERTLEHFZ
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AMIs BBl ER common , HEBZEZIAEE S, Amazon Linux & cloud-init k1T ec2-
user Ik PRV RELE

BEXREZEER , 15 cloud-init X4,

Amazon Linux A #E /etc/cloud/cloud.cfg.d M /etc/cloud/cloud.cfg FEIH cloud-
init 4, BWAIBAE /etc/cloud/cloud.cfg.d FRIZE2H cloud-init BEXH., LLEFRHPHIME
X439 cloud-init IEL. EIIRZRIALIMFHTRERN , F AXHBENBEEZHXEFFHE,

cloud-init B F 2 FERB AR RFRITXE UAREAM) EARETS

- RERIAXFHIRE.,

- REBEHAE,

. FRATHAERFEE.

- £REHIE SSH B,

- FHFHAE SSH Z4ARINE . ssh/authorized_keys , AEFEZFNERE,

- EREREUHITEFSEE,

- REAPBEPE NG RE,

- BITEAFPBEFRIINAFEA,

- RYHIFES (MREA).
« BRIABERT , ephemeral® Kfl7FMBREE /media/ephemerald (MR EFEBTEEUH

XHRE  BVNFF2RE).

« BRMABRAT , MEHEXFIRBKHAAERHRSE (PGEAT ml.small A cl.medium SKAIZEH),
« BRI ERLLT cloud-init IE B ERMIAROIFRHBERE !

#cloud-config
mounts:
- [ ephemeralo ]

EXENRENTLE4 | BSH cloud-init ST IR,

- EXRBlIEE , FRERNIZHF TRIM WEFIFEES |, Bitk , BATENXLEH# 1T XM
L, RETEEREN. EXEZERE , BREMFRBTRIME S, B EE 38 E£H
disk_setup BN EHNEHE#HEH T XFMERL. BEREZEER |, BSH cloud-init X4
WELEIRE,

£ on LEA=#HIL AL2 56
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XFEFNAHFHERN

cloud-init MBI ST XA AP BERELLE

RAriEmE

« Gzip
- MRAFPBIERE gzip E4 , M cloud-init &8 E MR IR H T E BT ELYNLE,
« MIME ZH57ARH
- £ MIME B2 NBE XY , B EESHHERRE, il , B LR EER P HBIEH A

NoEERE, IRSHIAREXAFNWRARZIFNHEX , U cloud-init ATAALEEHN&EE 5
R&E.

+ Base64 f##5
o MEAFPHIEFRA base6d 45 , N cloud-init FHRECEREHBRBENHRBEERAIIISNRE

—. MRTREEBMHRELENHIE  NWSREEHIE 6 HFHTEHLE, MRETEE , e TBiRE
base64 #iE,

- APBIEHIZA
« FFSkR #! = Content-Type: text/x-shellscript,

o ZBIARH /etc/init.d/cloud-init-user-scripts FEREHIRFET. BEESER
FEENEREE B THREERER).

- AEXH
« FFkR #include = Content-Type: text/x-include-url,
- LABRR—NEEXH. ZXHBE—15I%K URLs , B1T—1. 88— URLs #IRE , 11/
NEHREZLIEFHENANE. M URL EZEBIRB A ELZ gzip ERHAEXAE. MIME-multi-part
- SEEHE
« JF3kB #cloud-config = Content-Type: text/cloud-configo
- WNBRCSEEHE.
« Upstart fEill ( A% ) AL2
« FF3kR #upstart-job = Content-Type: text/upstart-job.
s XENBFEREPHXHEF/etc/init , iIR2BULBHMERF —HEEXILERNS,
+ Cloud boothook
« FF3LB #cloud-boothook = Content-Type: text/cloud-boothook,
« LA N boothook #HEz. EFMEE /var/lib/cloud TH—MNXHHH I ENHEIT,
- XRHEF AN hook, HFTARAIZIT—IREIHF. boothook A B ITHRRILEIE, ERIMETE
INSTANCE_ID a3 &3:fl ID. FEAEERM— once-per-instance4l boothook #iE,

XEHRFBEER
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& AL2 L4

BUBEa HEF AL2 B6IE , BUUANERTER. JUBIESTRAAREESSGILUHE RS ERA
BFHER, TER—LEARBBEATNELES.

Hx

- EABBAR

- EEEH AL2 6] Y

« &K Amazon EC2 AL2 ARV AR B IR A2 5l

« B 1/O BERERF AL2

- FREH AL2 EEINENSE

o LM AL2 EPI EIREZFZS DNS

« £/ ec2-net-utils BLEZHIMEIED AL2

ENEERR

Amazon Linux WEARRTHRESERBSHREFMFNRGSNIATE, BR , EHR4EFRESL
REFSRAE , CEESRESTHENFERBRITHE, BANXELELZENEERHNESE
B, FHRAEELN AL2 56 EAVERHA.

Amazon Linux EHIFRELER ec2-user , B2 , BAUREEERINEEBRIAFPXENEMAF, Bx
WIMFMBRBEFPNEZESR |, 1§55 Amazon EC2 AFIERMPHEIEEH Linux =4 ERA /.

MREBCHEIMTHBENME , WTUAEREFINENSE , FTEEEHRRRNZEEN—B5. BiET
DEFTERENBRENBRATERRGRT , LETREEENNENR. BXEZER , BSREXE
f) AL2 SEBI ENE . BALUEEHIEEREAZIZA DNS RF5RRMHE. BXEZER , BSHRELEN
AL2 326l EigEZNZS DNS,

HIRIE Amazon EC2 HEaIEfint , LB NAFRSELZZEITATHITELEETSEEEEY
BIREITHARNES, &a]LLHERFEIEEE S Amazon EC2 : cloud-init 3§ Shell B Z<,
EXREZEER |, HS8 Amazon EC2 AF MM BB ELinuxSESl LiE1TH 5,

BEHER AL2 K4 LR R

Amazon Linux HEAXREZTIRESEARARS[REMENRGEENZAIE,

B iERHI 58
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WERERT AL2, BXEE AL2023 , &2 H Amazon Linux 2023 A F1ER AL2023F K EERH S
MR ERTEH,

EREREEFMEFEE, Linux RITIRPNTSEFELXLEENR , MEEHIR, Hmzhee , A%
EZ2mE. BREZEE , BSR EFEARE L1 AL2 SKAIE 4.

MIAERT , AL2 RPIEBR B R TRM#E

e amzn2-core

e amzn2extra-docker

SERXLEFHEPETSHENMSNRHEE AWS , B5 M EFREPTRISLERENRGEE. §
XEZEE , S £ AL K EFNEF#EE, AXERRANEFRETERNZEEFENHED , F
S & AL2 K6l EERARERG .

HFMERAINEERERFRNRETPRE ; BERFLIERS EMEFABRITHRE. X
EZER , FEH ERE AL2 K0 EREFERA,

AL2 EHIEA yum SEBEEEBREME, yum BFSERETRE. NRNEFRE  UREBRE
BIFFERBER.

oE

. EFENALH AL2 SR

. #EAL2 SHIERIERE

. TEAL2 SHl EBERARERES

. BB AL2 A BB

BEHIEH B LR AL2 SE6IER 4

FHAERESEHIIEEEE, Lnux RITIRPNEFELLEEH , MEEHIR. BINThEE , URBIER
2R, HZEXBEHIEEE Amazon Linux EHlEt |, Bt B RETEZ2BENEREBEFHHI
HHE, ATNEBNAEHRBENRESINETFENEFE,

HEEFEAT AL2, BXEE AL2023 , {2 Amazon Linux 2023 A IEREE AL2023h I BB 44
MIBIERZEH.

EXTEMEHNEE AL2 , ESRAL2 X1THH,
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BEXTEMEHMNE R AL2023 , ESHAL2023 K171,

/A Important

MR IETE IPVEX R FM B B3N T A Amazon Linux 2 AMI 9 EC2 241 |, M| ABE BRI SE
flHiz{Tsudo amazon-linux-https disable. X# , &# AL2 SZHIFEL AT IPV6fE
http %M T BRZE T ERE R S3 FHyumEMEE,

B AL2 26| ENFRERGE

1. ( ®[i& ) 7£ Shell EOFF 3 screen &iF, BRETRESBEIMEFRT | XM R 2618
SSH iE#, MRERKMWREGEFHE L EXTPER , AL FEI., BIRENRS. BIFEE
Erhl | B screen 2B AIREETEN , FREUEFEEILLE , T2HHHE,

a. 1T screen ML UTFHBLIE,

[ec2-user ~]$ screen

b. MRLKXFEFU , EFERBXXEHILATRARR.

[ec2-user ~]$ screen -ls

There is a screen on:

17793 .pts-0.ip-12-34-56-78 (Detached)
1 Socket in /var/run/screen/S-ec2-user.

c. fEM screen-rinSMEl—aTSHHE ID EFMEEIRE,

[ec2-user ~]$ screen -r 17793

d. fEH screen TRIRER , A exit X 21E,

[ec2-user ~]1$ exit
[screen is terminating]

2. 1217 yum update TR, BELUEERRM --security #/Rid , X RXNAREEH.

[ec2-user ~]$ sudo yum update

3. EFEMIINERFZ, MAy FEZEnter EXEH . ENRELNWMAEEFEAURER/LD %, yum
R REMETRES.
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4. (Wi ) ERLEHNSES, MBREERANRERTNEFIRGINE  AFEERFFT 2 MERK
EH. EHEM glibc FEHNHITER. X TARZHBRSHEFZNERN , ENEI/RST
REMENEENREN  ERGESTHRRMAEZANEFSNEERBRTEN,

BEH AL2 L6l L AN R4S
FRALKIERATEFE N ERFS (REAHXRK), MIEERNRE,
1. FRAEZEEFHNEFRSINBMIZIT yum update &3,

[ec2-user ~]$ sudo yum update openssl

2. BEMINERFAEE Ay H& Enter BEXEH, IRFELIABRTHNEFSKRBRR B
NFHSMEZ. yum i HEREMZTRES.

3. (k) EEEHRS , MBRECANRENFNEFNREESIE ; RBEER T 2MBAXK
EH. EHEM glibc FEHNHITER. X TARZHBRSHEFSNER , ENEI/RST
REMENEENREN  ERGESTHRRMEZINEFSNEERDBRTEN,

£ AL2 326 BN InfEfE

WEEFEAT AL2, BXEE AL2023 , i§Z % A mazon Linux 2023 B8R AL2023 7 B @IS ki 4<
b E#ERITHREME AR,

RIAMBERT , AL2 RPIEHRSBERAUTEF#EE

* amzn2-core

e amzn2extra-docker

RETE Amazon Web Services EFHXEFZHEFEFZEFST , EREAEELZENEFSIURER
fhIEfEEH,

EFA yum NTRE#ERERFS , LEENEERERFERME /etc/yum. conf X#H | HFR
% repository.repo BFRHEHEHCEH /etc/yum.repos.d XHH, BRI LFIHRITIIRE , B
REBB yum FHEEEEFMEE URL IRMHE B! repository.repo X

BESREMN yum FEE

EANUTHTHIHERER yum FHEE
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[ec2-user ~]$ yum repolist all

AHERQFIHERENERE , HIRESNFRENRS. BANEFRESEREPEENEFEH

o

Hein

F yum ZEEERINE /etc/yum.repos.d

-_—

B .repo XHHNNUE, XEERNNEFEEREMST. EXRREF , .repo XHTF https://

www.example.com/repository.repo.

2. {#£H yum-config-manager o5& N IN1FM# B,

[ec2-user ~]$ sudo yum-config-manager --add-repo https://
www.example.com/repository.xrepo

Loaded plugins: priorities, update-motd, upgrade-helper

adding repo from: https://www.example.com/repository.repo

grabbing file https://www.example.com/repository.repo to /etc/
yum.repos.d/repository.repo

repository.repo | 4.0 kB 00:00
repo saved to /etc/yum.repos.d/repository.repo

TREWER , XTRBUTIRBRAFM®E,
£ /etc/yum.repos.d 3 A yum EMEE

{#£A# yum-config-manager ¥r&H) --enable repository 5. LA TF&$ M Fedora B B A
Extra Packages for Enterprise Linux (EPEL) 77f&&E. BRIAERT , LbF#EERTE Amazon Linux
AMI 34 B9 /etc/yum.repos.d |, BRB A,

[ec2-user ~]$ sudo yum-config-manager --enable epel

RTHBESEEHATRUBRHEBHORIIRAE , S https://fedoraproject, org/wiki/EPEL.

£ AL 2| EERALZEKRHST

BOLEARFIEEIEXERNLZERHFE, £ AmazonLinux2 & , RIANHHEZEETER
YUM, EH AL2023 , RIANHH I EETEEDNF, EXEZER , 28 (5% Linux 2023 A
FIER) M Pack age EE I E,
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 AL2 K6 EERRGEZ

BRI LAMER yum search i S ERELBRENERESRITANEFENELR, IRTHNEELZENER
SNEYER , SLHEHE, REFXEFZERMMEZGS N TZ2FREER , BFEASSEEE
=REif,

[ec2-user ~]$ yum search "find"

THRRHHEH,

Loaded plugins: extras_suggestions, langpacks, priorities, update-motd
============================== N/S matched: find ===============================
findutils.x86_64 : The GNU versions of find utilities (find and xargs)
gedit-plugin-findinfiles.x86_64 : gedit findinfiles plugin
ocaml-findlib-devel.x86_64 : Development files for ocaml-findlib
perl-File-Find-Rule.noarch : Perl module implementing an alternative interface to
File::Find

robotfindskitten.x86_64 : A game/zen simulation. You are robot. Your job is to find
kitten.

mlocate.x86_64 : An utility for finding files by name

ocaml-findlib.x86_64 : Objective CAML package manager and build helper
perl-Devel-Cycle.noarch : Find memory cycles in objects
perl-Devel-EnforceEncapsulation.noarch : Find access violations to blessed objects
perl-File-Find-Rule-Perl.noarch : Common rules for searching for Perl things
perl-File-HomeDir.noarch : Find your home and other directories on any platform

perl-IPC-Cmd.noarch : Finding and running system commands made easy

perl-Perl-MinimumVersion.noarch : Find a minimum required version of perl for Perl code

texlive-xesearch.noarch : A string finder for XeTeX

valgrind.x86_64 : Tool for finding memory management bugs in programs

valgrind.i686 : Tool for finding memory management bugs in programs

ClRkil: vk 22 ﬂ?%?fiﬁl’lﬂ& EREHIERNER, IREXERIFENEFC , HBHERML
HN—APKREF , AGARER, SEAUZHFEAXEFRE AR XBREE,

BXRHEENESEFER AL, BSHEUTAE !

- AL2 FSNABE
- EFOR#E
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 AL2 26l ERFR4

EHR AL, yym R BEETEQEFMACEANFEREPERTENRASE , ALERGZELY
BHNEAEBXR, BEXEPRERBSNE LR AL2023 , iS5 Amazon Linux 2023 AR iEEH
MNEERA I MR ERTERN.

M ERERAF2

£ Ayum install packagetn & , packageBMRABERENRHEN BN, N, EERE links ET XA
B9 Web 385 , EH AN TGS,

[ec2-user ~]$ sudo yum install links

REEETHN RPM B2 #F

EERERA yum install R REEENEBRM TR RPM BFE2XfF. Nt , & RPM XHAVEREZ T
mARFRERFSEHM MBI RRG T,

[ec2-user ~]$ sudo yum install my-package.rpm

JIHBERERMFE
EERXM LERENRGANIIR  FEAUTH S,

[ec2-user ~]$ yum list installed

HRTE AL2 26 ERiRay

BEEMEEFRRE  XERGRHRTRT , INEFSFEEETH. EUERL2KXIUFELEAMN
BRARBRBNRED. BT EENREEEBE AL2 Amazon Linux RRZFHGE , BEBEREZHFRT
Bmake , fflilgcc, Fautoconf,

RABFRETRED Amazon EC2 RAIMEBEMES , AUERUBRTFAILZRZXLETER , 7T,

MAFRIEWEFSEPEIEXETE K MEXNMEFILTES yum groupinstall 455 75 & #7540
EI3= 6,

[ec2-user ~]$ sudo yum groupinstall "Development Tools"

RERRBIBEETLUMERNER TR (#RR tarbal | ) TE ( M https://github.com/F] http:/
sourceforge.net/ ML ) o XL tarball WX U BRBEENR .tar.gz. BALUEH tar W HRELRIX
LEFN,
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[ec2-user ~]$ tar -xzf software.tar.gz

SRR SMBEHBNE , NIERAEEZPER README 5 INSTALL X4 , XEXHEEEXRFF
ML RABR#E—FHEA,

& Amazon Linux 2 F S8 RKH

Amazon Web Services IRt T WREF IRRB, EALEA yumdownloader --source a5 T &
EZENEAREFSHNRAE,

1= {Tyumdownloader --source packagetn s T E MR Bpackage. Hlal , EET & htop BF3IH
BRE , BRAUTHS,

[ec2-user ~]$ yumdownloader --source htop

Loaded plugins: priorities, update-motd, upgrade-helper
Enabling amzn-updates-source repository
Enabling amzn-main-source repository
amzn-main-source

| 1.9 kB 00:00:00
amzn-updates-source

| 1.9 kB 00:00:00
(1/2): amzn-updates-source/latest/primary_db

| 52 kB 00:00:00
(2/2): amzn-main-source/latest/primary_db

| 734 kB 00:00:00
htop-1.0.1-2.3.amznl.src.rpm

B RPM WU BN TFEBETomSE x4,
B9 Amazon EC2 AL2 S4B 4L BE B8R A F2 4

C RSB Z /0L T 22 PR B 7T U ARVBERR S 5. C IREM CO (RAZRIRE , KR LTS
MEEHEHITIED) TthRS , —EE#HE C6 (RRZWRES , IAIBOKH).

PRSI B O FTEMERE ( L CPUSIERTR ) o P IRSM PO (RS MEEIRE | LB OAIAER
Intel BIANIERE RIS INR) FRES , REN P1 (BERBAERETERN P IRA) —E8NEF P15 (7
BERR KAV IER),

T CRAH PR RE A LG ML BB MR — B |, BAMER | B0 U X435 E TR LB SRl
TR, BN CIREM P RS RETRMEAMRE , RASHITEABNRELE, BR , MRER
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MARFEESUAEHREN EZIEZMRN G ARBERILER , AFBEREMR TRISFTBEMRE
(MAEEEARREAFTHINENE) , BAATUZRZANRXLEEHATAN CIREH P IRFRE,

ERAFBRIERZIZHIALTESE CIRASF P IRAM Amazon EC2 SEHIZRBEKWEER |, S Amazon
EC2 AP M T/ Amazon EC2 SEHIHI AL B BIR A I 4,

UTEHANETAENCESRSRABEELARNMAMEREENRE, XERBFENT D Linux KEW |, &
ATFILO% Linux ; B , Sl AEEER T HA Linux ERAR 3.9 RESRAH Linux ZITHR.

(® Note
AT ERNRBIERAUTAR :
o ERACEZIMEN CIRASEEN turbostat EAEF. BIANERT |, turbostat SEAREFE
Amazon Linux E124t,

o Bl TEMEM stress BH. BEELRE stress , B ELiBTIZ1T sudo amazon-linux-extras
install epel /3 Al EPEL Ff#E , /51217 sudo yum install -y stress,

MBEHETFER CRBER , BEGSHIA -debug &I (sudo turbostat --debug stress
<options>),

il
A

EESEAREHINEFEN &S ML
- BERFIRE C RSN S HRENKIR
- BEPWEHEMRE

ERRAREHMNEMRN &S 4R

iIX 2 Amazon Linux AMI B ERIAAL BT IRSIEFIEE K HERSKRIEMERER, KEEREES
ge , BTMED, AFEEIROEAREERRSTREAZSEIZHEZEFAEWRZE |, LUEFIK
IR BB

i3
A
LTRAERT EARMNERNIT THEERIHKALERENINE SRR OM c4.8xlarge 3K

B,

[ec2-user ~]$ sudo turbostat stress -c 2 -t 10
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stress: info: [30680] dispatching hogs: 2 cpu, @ io, @ vm, @ hdd

stress: info: [30680] successful run completed in 10s

pk cor CPU %c@ GHz TSC SMI %cl %C3 %C6 %c7 %pc2 %pc3 %pc6 %spc’/
Pkg_W RAM_W PKG_% RAM_%

5.54 3.44 2.90 © 9.18 0.00 85.28 0.00 ©0.00 0.00 0.00 0.00

94.04 32.70 54.18 0.00

@ 0 0 0.123.262.99 © 3.61 ©0.00 9.27 0.00 0.00 0.00 0.00 0.00
48.12 18.88 26.02 0.00

6 0 18 0.12 3.26 2.90 0 3.61
0 1 1 0.12 3.26 2.90 0 4.11 0.00 95.77 0.00
0 1 19 0.13 3.27 2.90 © 4.11
6 2 2 0.13 3.28 2.90 0 4.45 0.00 95.42 0.00
6 2 20 0.11 3.27 2.90 0 4.47
06 3 3 0.05 3.42 2.90 © 99.91 0.00 0.05 0.00
@ 3 21 97.84 3.452.906 0 2.11
1 1 10 0.06 3.33 2.90 © 99.88 0.01 0.06 0.00
1 1 28 97.61 3.44 2.90 0 2.32

10.002556 sec

L RBIF , v CPUs 21 Fl 28 LERAETMMEMEIZT , RN EMAKESH ACCERRSUTE
ThEH N TENZEBEIDRMEBARZE, vCPUs 3 F 10 ( #3515 v CPUs 21 Ml 28 HE—/NMLEEEA
*;- ) &L?lﬁ(ﬁl*ﬁ(u J-.E;rj_:%‘fé-fj:ﬁ To

ELUTREIF | FrE 18 NAKEBBERMINIT IE | RSB ZRIRENHZFKEHINE , BE11ELL
3.2 GHz #9 “&# Turbo Boost” R E 1T,

[ec2-user ~]$ sudo turbostat stress -c 36 -t 10
stress: info: [30685] dispatching hogs: 36 cpu, @ io, @ vm, @ hdd
stress: info: [30685] successful run completed in 10s
pk cor CPU %c@ GHz TSC SMI %cl %C3 %C6 %c7 %pc2 %pc3 %pc6 spc’/
Pkg_W RAM_W PKG_% RAM_%
99.27 3.20 2.90 © 0.26 0.00 0.47 0.00 0.00 0.00 0.00 0.00
228.59 31.33 199.26 0.00
@ © 0 99.08 3.20 2.90 © 0.27 ©0.01 0.64 0.00 0.00 0.00 0.00 0.00
114.69 18.55 99.32 0.00

@ 0 18 098.74 3.20 2.90 0 0.62
0o 1 1 99.14 3.20 2.90 © ©0.09 0.00 0.76 0.00
@ 1 19 098.75 3.20 2.90 0 0.49
@ 2 2 99.07 3.20 2.9 ©0 ©0.10 0.02 ©0.81 0.00
@ 2 20 098.73 3.20 2.90 0 0.44
@ 3 3 99.02 3.20 2.90 0 0.24 0.00 0.74 0.00
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@ 3 21 99.13 3.20 2.9 0 0.13
@ 4 4 99.26 3.20 2.90 0 0.09 0.00 0.65 0.00
0 4 22 98.68 3.20 2.90 0 0.67
@ 5 5 99.193.202.9 0 ©0.08 0.00 0.73 0.00
@ 5 23 98.58 3.20 2.90 © 0@.69
@ 6 6 99.01 3.20 2.9 0 0.11 .00 ©0.89 0.00
@ 6 24 98.72 3.20 2.90 0 0.39

BERERE CRSXIAS MR

C RS H ZH % 0L T IEEN RS AT sE AV EERR S Bl BUREFERF C REKBERRSEMNLR
Etee, RROETERRSFTENE , REERFHNROANEMERORERESZRAUMNEEES
MR | BIZERPHZOHFEENEREMREFNITIFE, Sl , MRENATLERZHITE ST
BV OAL TRERRIRES | ABAELLE MR P HTat AT HIER ., B HREEEN FERRE C IR
A, XA BREAERNRNIER | BREKRtE2H DB &S TR R A ZEE,

ZRREERASHEILEER Redis BEFNAERF , ZNABFRBBEEFHERERSAEFS , U
SIS ARIE B & 1 A KL

ERFREERERS , BB AL2

1. {ERAPTERIEIRITH /etc/default/grub X#,

[ec2-user ~]$ sudo vim /etc/default/grub

2. Y% GRUB_CMDLINE_LINUX_DEFAULT 4T3t intel_idle.max_cstate=1 M
processor.max_cstate=1 &I , LU C1 RENZHW AR RE C R

GRUB_CMDLINE_LINUX_DEFAULT="console=tty® console=ttyS0,115200n8 net.ifnames=0
biosdevname=0 nvme_core.io_timeout=4294967295 intel_idle.max_cstate=1
processor.max_cstate=1"

GRUB_TIMEOUT=0

intel_idle.max_cstate=1 ZBATHE TREBFRLER[RPZHIEE C KSR
#| , processor.max_cstate=1 WA FAETF AMD LB EHIEE C RSREH, BT
BEXFAEAMETUR BB B, XA SRIES BN G EE TSR AMD L EBes LREMENIT
Ho

3. REXHHEHEHNEES.

4. BIIUTHGTEFHERIEE,
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[ec2-user ~]$ sudo grub2-mkconfig -o /boot/grub2/grub.cfg

5. ERRHILE R RBEDL,

[ec2-user ~]$ sudo reboot

FE4) Amazon Linux AMI £ /R EERIRZS

1. ERAFTEY4mEERITIT /boot/grub/grub. conf X4,

[ec2-user ~]$ sudo vim /boot/grub/grub.conf

2. REFE—1REMW kernel THAI intel_idle.max_cstate=1 M
processor.max_cstate=1 &I , LU C1 BRE N ZHAABEBRRE C R

# created by imagebuilder
default=0
timeout=1
hiddenmenu

title Amazon Linux 2014.09 (3.14.26-24.46.amznl.x86_64)

root (hd0@,0)

kernel /boot/vmlinuz-3.14.26-24.46.amznl.x86_64 root=LABEL=/ console=ttyS0
intel_idle.max_cstate=1 processor.max_cstate=1

initrd /boot/initramfs-3.14.26-24.46.amznl.x86_64.img

intel_idle.max_cstate=1 ZBATHE TREFRLGER[RVZHIEE C KSR

#| , processor.max_cstate=1 WA FAETF AMD LB EHIEE C RSREH, BRI
BEXFAEMETUR BB B, XASRIES BN EEERSRM AMD L EBeS L iREMEMNIT
Ho

3. FREXHHRUENRER.
4. ERRBILAE AFHNZIED,

[ec2-user ~]$ sudo reboot

LT RAIERE c4.8x1large SEFHEFRAN L PIE K OBMINIE" B OARE RIHIT TEMNRZ O
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[ec2-user ~]$ sudo turbostat stress -c 2 -t 10

stress: info: [5322] dispatching hogs: 2 cpu, @ io, @ vm, @ hdd

stress: info: [5322] successful run completed in 10s

pk cor CPU %c@ GHz TSC SMI %cl %C3 %C6 %c7 %pc2 %pc3 %pc6 %spc’/
Pkg_W RAM_W PKG_% RAM_%

5.56 3.20 2.90 © 94.44 0.00 0.00 0.00 0.00 0.00 0.00 0.00

131.90 31.11 199.47 0.00

@ 0 0 0.032.082.90 © 99.97 0.00 0.00 0.00 0.00 0.00 0.00 0.00
67.23 17.11 99.76 0.00

@ ©0 18 ©0.01 1.93 2.90 © 99.99

o 1 1 ©0.02 1.96 2.90 © 99.98 0.00 0.00 0.00
@ 1 19 99.70 3.20 2.90 0 0.30
1 1 10 0.02 1.97 2.90 © 99.98 0.00 0.00 0.00
1 1 28 099.67 3.20 2.90 © 0.33
1 2 11 0.04 2.632.90 0 99.96 0.00 0.00 0.00
1 2 29 0.022.11 2.990 © 99.98

L RBIH |, v CPUs 19 M 28 AR 3.2 REETT GHz , Eftt 4L T C1 CREA , EESFFE
To BRBITHNK BRI EZAEHMINEME | {8 IF5E 2080 XS 15 R I 1B B R L EAL TR
& C6 CRERREZ,

ROV EEERE

BALUER P RSB DA ERFENE, PIRBEH R OAIFIFEMREE (M CPU HIENFN), XASH
THEAEE PORS THRELYN , WRASERRATHMERFE, ER , BURFEZARRSURER
EtgEmIERE AR K MREAXMEAELERAEIIMENRGFHI,

REFRERREY B (AVX T AVX2 ) TEARATUERENMRTRIARYE , 1 AVX 5 A LUE#RE
EZHER, BIEASTMINERABIRAVRRZITAIERR | AT ARV R RIS ERER R
E., BXRMARFIEEN AVX TEARBENESELR  B5R RERLF M,

CPU ZRRZBFHATEE PIRES. BF—KH CPUZEEHFSARRIIN A CPU ZRRSNE
F, MM~ :

o Linux ARZARZA 6.1 RESRAE — ZFEHR Granite Rapids ( #40 R8i )

o Linux ARARZA 5.10 RESMRA — X% AMD Milan ( f5120 m6a )

o Linux ARZARZA 5.6 RESRAE — ZRFEKER Icelake ( fl0 M6i )
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ERNEEZTHRENANZREIRS CPU , BIETUATHT.

if [ -d /sys/devices/system/cpu/cpu@/cpuidle ]; then echo "C-state control enabled";
else echo "Kernel cpuidle driver does not recognize this CPU generation"; fi

MR HTHAHERTIXE , WBVUEARAK.

BT A T WARGIREERRSUREATHINE (BIER PLPRE) , N AXERBNTH
ﬁﬁh{/\ﬂii_f\_ﬁﬂiﬂ\ﬂlﬂkiiﬁﬁ ;EEI{KO

ERGIREERRASHEZA Turbo Boost FF /g AL2

1. ERAMmM&ERERITI /etc/default/grub X,

[ec2-user ~]$ sudo vim /etc/default/grub

2. Y"% GRUB_CMDLINE_LINUX_DEFAULT 17#/7t0 intel_idle.max_cstate=1 #
processor.max_cstate=1 &I , B C1 RENZHRARZNTRE C IRE

GRUB_CMDLINE_LINUX_DEFAULT="console=tty® console=ttyS0,115200n8 net.ifnames=0
biosdevname=0 nvme_core.io_timeout=4294967295 intel_idle.max_cstate=1
processor.max_cstate=1"

GRUB_TIMEOUT=0

intel_idle.max_cstate=1 #&IWMATHETRFRAERZNEHIEE C RBER

#l , processor.max_cstate=1 EWMATHE T AMD L EEHEHIEE C IRSREH, &AL
MO AMNETURMEEER, XARIBELTENMEEERF/RAM AMD AR FiREFMFENT
Ho

3. REXMHHBRHENEERSR.
4. BEBIATHTEFHEEIEE

[ec2-user ~]$ grub2-mkconfig -o /boot/grub2/grub.cfg

5. EBRBILE AR AR,

[ec2-user ~]$ sudo reboot

6. WREFE PLPRBBEHNBRILEREER , BEITU TS ERTHME
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[ec2-user ~]$ sudo sh -c "echo 1 > /sys/devices/system/cpu/intel_pstate/no_turbo"

7. EIEARERE  BUNREAN TGS ERSAERMNE

[ec2-user ~]$ sudo sh -c "echo 0 > /sys/devices/system/cpu/intel_pstate/no_turbo"

BR#| Amazon Linux AMI £ RE BEIRIRZS H 2 B 5 iR

1. ERAFTEY4mEERITIT /boot/grub/grub. conf X4,

[ec2-user ~]$ sudo vim /boot/grub/grub.conf

2. REFE—1REMW kernel THAI intel_idle.max_cstate=1 M
processor.max_cstate=1 &I , LU C1 BRE N ZHAABEBRRE C R

# created by imagebuilder
default=0
timeout=1
hiddenmenu

title Amazon Linux 2014.09 (3.14.26-24.46.amznl.x86_64)

root (hd0@,0)

kernel /boot/vmlinuz-3.14.26-24.46.amznl.x86_64 root=LABEL=/ console=ttyS0
intel_idle.max_cstate=1 processor.max_cstate=1

initrd /boot/initramfs-3.14.26-24.46.amznl.x86_64.img

intel_idle.max_cstate=1 ZBATHE TREFRLGER[RVZHIEE C KSR

#| , processor.max_cstate=1 WA FAETF AMD LB EHIEE C RSREH, BRI
BUDX A NETOR MBI B E S, XSS BESENREEESRIM AMD A8 i RBEFTENIT
Ao

3. FREXHHRUENRER.
4. BRSPS B#FHHNARED,

[ec2-user ~]$ sudo reboot

5. MREFEPIPRSRHNBRILEREER , &

ffll
>\_'_
-
Bp
4p
i3
H
I
=
=)
=
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RAriEmE

[ec2-user ~]$ sudo sh -c "echo 1 > /sys/devices/system/cpu/intel_pstate/no_turbo"

6. EILHEAREZRE , BUUEANTHTENREAEHME,

[ec2-user ~]$ sudo sh -c "echo @0 > /sys/devices/system/cpu/intel_pstate/no_turbo"

DTFRBIERT—NEE 2V Hcs.8xlargeskffl , EEERODMEBTCPUs EFHMITIH , BXEE

55 H03E o

[ec2-user ~]$ sudo turbostat stress -c 2 -t 10

stress:
stress:

128.48 33.54 200.
6 0 0 0.04
65.33 19.02 100.
0 0 18 0.04
0 1 1 0.05
0 1 19 0.04
6 2 2 0.04
06 2 20 0.04
o 3 3 0.05
@ 3 21 99.95

1 28 99.92
1 2 11 0.06
1 2 29 0.05

info:
info:
pk cor CPU

[5389] dispatching hogs: 2 cpu, @ io, @ vm, @ hdd
[5389] successful run completed in 10s
%c@ GHz

5.59 2.90 2.90

00 0.00
2.90 2.90
00 0.00
2.90 2.90
2.90 2.90
2.90 2.90
2.90 2.90
2.90 2.90
2.90 2.90
2.90 2.90
2.90 2.90
2.90 2.90
2.90 2.90

TSC SMI
Pkg_W RAM_W PKG_% RAM_%

S 06 ©6 ©8 0 O 6

S o

94.

99.

99.
99.
99.
99.
99.
99.

0.

0.
99.
99.

cl

41

96

96
95
96
96
96
95
05

08
94
95

%C3

0.00

0.00

0.00

0.00

0.00

0.00

%

o

c6

.00

.00

.00

.00

.00

.00

[J

%C7

0.00

0.00

0.00

0.00

0.00

0.00

%pc2 %pc3 %pc6
0.00 0.00 0.00
0.00 0.00 0.00

spc’/

0.00

0.00

v CPUs 21 # 28 Y& 2.9 WE AL EREERIRINIT LI GHz , FRBFEZIAKE C1 CIRE
TUEEREET , B ATUEZES.

B 1/0 AERF AL2

/0 scheduler is a part of the Linux operating system that sorts and merges /0O 3K H RE S KA B

i P o

I/O schedulers are particularly beneficial for devices such as magnetic hard drives, where seek time
can be expensive and where it is optimal to merge co-located requests. I/O{AE T2 F 31 B 1R & FE
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PILIRENERR D, XRENNFERREMS , MFHRISEIGEDREXE , M FELMLIR
5, MBEENREEELHNRER

AEBNILL G E Linux /0 T RITEF. BXRET Linux RITIREAN B A/AMEAERNESEE , F
SRENH,

£}

- XENIRERSR

- MIANHESR

T EWEE S
W5 Linux XIFLLT 110 BERF :
« deadline— Deadlin /O e AERX /0 ER#1THRF , HIEEREESRWINFLEBIEFER, ERIEEN

ZFLE Rt E S R H1/0 request. It also gives I/OTESRERE F & B9 4L L KBV FF 2R A [E] o

« cfg— T2 FRAFI (CFQ) I/0 HERFZ1RIFI1/0 resources between processes. It sorts and
inserts I/OER A FE it p BB FNHEAIRSIP,

« noop— “TIME” (noop) I/0 scheduler inserts all /0 iERMA FIFO A% , REFEMEHI—ME
Ko WBAERTHFEMBER,

AN E 2R

TSR 4E (noop) & Amazon Linux BIERIA 110 AERRF. FALLBEESHNERNT

- FEXRPIREBEAEIRE , ERREENRAXRFARITRE,
« B RZBATHSRGIRE , EXEXFIXES | /0 FERFHABEERN.
- ERERAMRDN /IO BERRF , IUREFEXNHH#ATHE L.

B E =R

ER /O HERAURESHFRER  EARRTRAEEFRELAENANTRESEREDH I/0 1§
Ro RERAKEE LBURTEN TR, EEFEANRAIRENERAREETHRNIRENRE, W
REFJEEERN /O BERRF , BB WEEMAEN iotop XMW TEREE /0 MREEHBEENK

—RENENRBIEF,
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BOLERALATHSERTREZN /0 BERF , ZwSnvmednl AERAG, FUTHSHE nvmednl
B RIEEH LK /sys/block AFIHENIRE

$ cat /sys/block/nvmednl/queue/scheduler
ERRRRE IO BERRF , BEAUTH S,
$ echo cfg/deadline/noop > /sys/block/nvmedni/queue/scheduler
Flan , B xvdaiZ &M 110 HERFRENcTq, noopBEFEAUTHR,
$ echo cfg > /sys/block/xvda/queue/scheduler
BRI AL2 SEHINENA
LI HIZ e EIFAE VPC FEY , Amazon EC2 20 B —MNREREREEN A, Amazon EC2 7 EL

HENBRERMRTEHTFNIRE, BXx EC2 FNBHNESZEE |, i5S R Amazon EC2 AFEEHHY
Amazon EC2 EH|EHBEH,

BREANFERAET IP WA IPv4 it #y EC2 SEHIAYEE Amazon EC2 A DNS A# U TFR

R :ip-12-34-56-78.us-west-2.compute.internal , EFEZHERNIRE. RS ( EARHIH
Acompute ). XM —FERXNNFE IPv4 it BE K, HEEFREHNT , Shell fRFLEREEMN
BH—EB5 (B0 , ip-12-34-56-78), BREFEILHER Amazon EC2 EHIRT ( BRIEEEARY 25
M P st ) , AF IPv4 it BEE R , BHAE DNS B, REEHBM shell R RFthEakET
1t

/A Important
LE BEMT Amazon Linuxe BXREMERTRANES | BS A E T ZMRAH XA,

ERREENA

MR FEHIE 1P ubsFEM T 2 DNS B#5 (21 webserver .mydomain.com) , M AT G B RE E
£, AEXRGFECHRRAZEBEN -0, XELEX shell BRF , FEHERUEMNE—HS , M
F=H AWS (flilip-12-34-56-78 ) UM ENE, WMREEEMLADNS & , ERANUERE
HE , EdEREER,
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NEENBRFEERN , BYLIHIN preserve_hostname cloud-init REEIRA true, BALUZEITH
TaTRBESFMEIRE :

sudo vi /etc/cloud/cloud.cfg

MRKFH preserve_hostname R& , B RERI T XART :

preserve_hostname: true

HMREENBERN LA DNS B
WMREFM T 2A DNS B, HRITIHIRE,

1. « XF AL2 : EAhostnamectlin TR BEZRN ENBURMELRENZA (6

ilwebsexrver .mydomain.com) ,

[ec2-user ~]$ sudo hostnamectl set-hostname webserver.mydomain.com

« X¥F Amazon Linux AMI : EZHEHI £ | FAERANXAGRESFITIT /etc/
sysconfig/network BLE 4 , X HOSTNAME & B URMELREF A ( Hlan
webserver.mydomain.com) .

HOSTNAME=webserver.mydomain.com

2. EREMINEZHENS.

[ec2-user ~]$ sudo reboot

HE , BHAILER Amazon EC2 #HIAER ( EXAIRE L | EEXH , RFAMIERELGHR
S BEBZEH) .

3. BERXH K BWIEFHEREBEECEH. BERANETRHENSE (EEE—/") , hosthame &H K
EREEREFSE

[ec2-user@webserver ~]$ hostname
webserver.mydomain.com
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FEF . DNS BHHVER T ERREEHN B

1.« XF AL2 : A hostnamectl i FiRBEERNEN B URBMIAENRSEENSE ( HI
Wwebsexrver ) .

[ec2-user ~]$ sudo hostnamectl set-hostname webserver.localdomain

« ¥¥F Amazon Linux AMI : TEEHIRBI £ ERAERAN XK EESRITIF /etc/sysconfig/
network ELE M4 , Bk HOSTNAME & B AR BRFTEMN REEHE ( B0 webserver )

HOSTNAME=webserver.localdomain

2. EEERNMAEERTPITIT /etc/hosts XM, EREL 127.0.0.1 FHEMFRE |, AEELT
R, BRANEEESHENSE,

127.0.0.1 webserver.localdomain webserver localhost4 localhost4.localdomain4

3. ERXHINEZHENE.

[ec2-user ~]$ sudo reboot

HE WA LER Amazon EC2 #HIAER (EXFIME L |, mEFEXRM , REMREREXGIR
. BBRXH) .

4. BEZH , RIEENEREECEH. BRANERHENS (BRE—1N") , hostname WH R
ETRTREREFHE,

[ec2-user@webserver ~]$ hostname
webserver.localdomain

BRTUXREZHNREBRAR , fINEERFBEUEBENES, MBEENKIFRE3T BEN
—%0 , BRI LMEAEGRARESNENRAFEE, BXEZEER |, ESH (AWS CloudFormation A
/Y PHBIIEE Linux 356 Eiz{Ta S MA TS 3 £ m B EN,

EXEMENBHER T EK Shell IBREF

MRETBERKPINENSE , EFEETHRENMBEEN ( Hlllwebserver ) EEAMREEN
AWS ( flfip-12-34-56-78) , M T LA4m%E shell 12 RAFECE XA LB RGN REBeFR T A= EH
o

BERENA 77



https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/user-data.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-autoscaling-lifecyclehook.html#aws-resource-autoscaling-lifecyclehook--examples--Lifecycle_hook_for_instance_launch

Amazon Linux 2 AriEE

+ Shell 2 RAFE LN EHBIH

1

£ /etc/profile.d HBIE— 1 XH , B TFEHA NICKNAME H’Jﬂ‘iﬁ TEIRENETE Shell 12
TR ETRHE, flin  EENRSEHRIREN webserver |, HETUTHR,

[ec2-user ~]$ sudo sh -c 'echo "export NICKNAME=webserver" > /etc/profile.d/
prompt.sh’

FREERAN XA RHESS (HI /etc/bashrc B /etc/bash.bashrc ) TF vim (Red Hat)
nano (Debian/Ubuntu) X, BEEERESRTHPFMEH sudo , AR /etc/bashrc M /etc/
bash.bashrc 3 root Fif&,

SRE M | N Shell R RFEZE (PS1) ERRNERINBMARENR. £ /etc/bashrc =/
etc/bash.bashrc FEHRLUTIRE Shel BRFNT (AT LETXEE , TEAZERTJILIT;
BIREL[ "$PS1" FFLMIT)

# Turn on checkwinsize
shopt -s checkwinsize

[ "$PS1" = "\\s-\\v\\\$ " ] && PS1="[\ue\h \WI\\$ "
# You might want to have e.g. tty in prompt (e.g. more virtual machines)
# and console windows

FFZITHE \h (hostname KWAFF) Eky NICKNAME T2/ E,

# Turn on checkwinsize
shopt -s checkwinsize

[ "$PS1™ = "\\s-\\V\\\$ " 1 && PS1="[\u@$NICKNAME \WI\\$ "
# You might want to have e.g. tty in prompt (e.g. more virtual machines)
# and console windows

(%) B¥F Shell BO LMHRBIRENFBE , BERHUATEER,

a. BIE—NBRWXH /etc/sysconfig/bash-prompt-xterms

[ec2-user ~]$ sudo touch /etc/sysconfig/bash-prompt-xterm

b. AT EEIMF AR,

[ec2-user ~]$ sudo chmod +x /etc/sysconfig/bash-prompt-xterm
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c. EELERMXAEESR (W0 nano = vim ) F#FF /etc/sysconfig/bash-prompt-
xterm X#, BREERRERD SR sudo , A /etc/sysconfig/bash-prompt-
xterm 3 root FiE.

d. CRELCFATARIENZI M.

echo -ne "\033]0; ${USER}@${NICKNAME}:${PWD/#$HOME/~}\00O7"

5. X A6 BEMEZR, UEIHIBE,

FEEA Linux ZKITHR EERENA

R EEWSESGER T Amazon Linux. BXEM Linux X1TIREZER , FSHEBEXRANT
HXE

« #{AN=1T RHEL 7 5 Centos 7 F9%,F Amazon EC2 Kl BLEASENSE ?

T8/ AL2 3R] iR EBIZS DNS

UIRBD) EC2 Kplnd , RESNEDELE IP it MAEHBZ RS (DNS ) B, BALL
Bid BEM 5 A it M ZEFR. BN Amazon Web Services B EIEFEZEH , FTAIX L
PABMMBARBETREETNERER—, BEK Amazon EC2 /AF DNS BA# U T AT

R :ec2-12-34-56-78.us-west-2.compute.amazonaws.com , EFZFH Amazon Web
Services ., BRE ( EAHIF RNcompute ) AWS XiF, M—FEXNAE IP HitH K,

)72 DNS RSHEHBXEHPRHUEEENE  XEFHNAETICRL , BEEEZHNERRMENME
Ko HPF—LERFBR BT, BN Amazon EC2 EAZIZS DNS REH , I RbIREN =
RRBI BB ERE#T 50 DNS BRRREREY IP shat, AW SFRNEBEHEBITER , FIEEFANE
BRIMAERR AR AR MA@ ETDER &R EEFRER.

% Amazon EC2 fEHz17 DNS

1. [E3)7 DNS BRFIBEEEM H R A HRS EM LA DNS B, X/NIEFEMARKE noip.com/free
W 5 B IR S1E R =Bl

2. FEEzIA DNS EfiEFim. B 7317 DNS lRFRRMEHH BEFEAERS M 7 2H DNS 845 ,
% DNS B IE@RFIRY IP hut, RZRMERE (2IE noip.com ) AFENEEHE ML LMK/ TT
FHHTHERE , FEIRSEIHFRGEFHFEFiR. IREFHEFFIRIEE EC2 X461 =17, NE
RIP Mt FER ( MXHHAERE ) MLEHZIA DNS ik, EAXRFF |, FZE noip2 EF ,
ZE P WA A noip.com BEMRS.
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a. BAEATRA Linux WEABHA S (EPEL) FREENLRENnoip2 & Fin#y i R R,

(® Note

AL2 SBIZRINZ % T EPEL F#EN GPGC ZRANEHEEFE. ATHMEZEEHT
F UL B BRI |, 1§55 https://fedoraproject, org/wiki/EPEL.

[ec2-user ~]$ sudo amazon-linux-extras install epel -y
b. %% noip B,
[ec2-user ~]$ sudo yum install -y noip

c. PIEEMENH, ERFHNBARZENELER K ARLERENBEURER K.

[ec2-user ~]1$ sudo noip2 -C

3. JBH noip BB,

[ec2-user ~]$ sudo systemctl enable noip.service

4. 33 noip RS

[ec2-user ~]$ sudo systemctl start noip.service

ZomTRIE im , ARSI EMNEE XY (/etc/no-ip2.conf) , HEEHEEERN L H
DNS &K IP thiit,

5., WUEEHEFIRREBENZIZA DNS BIIRIE T EFAY IP #hut, F/HFJ150 ¥4 DNS iEFHITE
o, REEEERAGELRIREPEEN2H DNS BFEY SSH EEZEIKH,

A ec2-net-utils BLEZRHI MO AL2

Amazon Linux 2 AMIs AIfE A RENEMBEIA AWS |, 7 ec2-net-utils, X LERIAS AT LAk 32 1t 1t B
FEEBENMEED, XEMAK AL2 GEA T,

i ec2-net-utils Bt B M &40 80
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® Note

5FF Amazon Linux 2023 , iZamazon-ec2-net-utilsH 84 EBRPERBETED
#9/run/systemd/networkBilE., BXEZEE , 55 Amazon Linux 2023 AF{ErRH
A BX P R SS o

MERHEBERRE , WEAUTHTRHEZREEL ; AR NREREHBRHAMERTA , WER
U ERITER

$ yum install ec2-net-utils

LLTAHE T ec2-net-utils B —24% ;
udev BN (/etc/udev/rules.d)

EMEEOMM, 2 EHEHMMMEESITHSEFIEIRBEN] , F8R hotplug BIZAZET (53-
ec2-network-interfaces.rules), & MAC it BRET B[R R AR (£ 75-persistent-
net-generator.rules By 70-persistent-net.rules),

hotplug 7

£ —NERT DHCP WO & E X (/etc/sysconfig/network-scripts/ifcfg-
ethN)o HER—NEHEEXH (/etc/sysconfig/network-scripts/route-ethN),

DHCP B 7
FHMEEOWE —NHTEY DHCP AR , WAL ERHM IP it SKHI T hdE, N TH #

P bl , EANBHERBEHEIBERNN—NAN |, BEK B Zibut i G RE 6 ETEN R %E
O, EXSFEENAE P it ERHBI IR IMEMKEO,

ec2ifup ethN (/usxr/sbin/)
¥ EBARA ifup B9ThEE. EUMAEEBREXH ifcfg-ethN Hl route-ethN 2f& , EfE1T
ifupo

ec2ifdown ethN (/usxr/sbin/)
¥ EARA ifdown BYTHEE, ZHULMIZANMES B RBEHUE E R RIBRNEEZONEARNGE , eFHE1T
ifdown,

ec2ifscan (/usr/sbin/)

RESAEENMEZEOAXNENHRTEE.
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LI AR AE F) I MR A B ec2-net-utils R AR A,

E5 HHEMIE ec2-net-utils ERWE B |, HFEAUATHS :

$ 1s -1 /etc/sysconfig/network-scripts/*-eth?

EZRAENL , B EC2SYNC=no HIMEMMH ifcfg-ethN X, Hlin , WA ERL T
TH eth EOEA B :

$ sed -i -e 's/AEC2SYNC=yes/EC2SYNC=no/' /etc/sysconfig/network-scripts/ifcfg-ethl
EMEZEABDL , AIERA T SHRZSE

$ yum remove ec2-net-utils

P RERNRNZ

WRIEH Amazon EC2 S5l LEEHE N AR , BAIUMNBEL TEEENRZN AMI FF 15 |, FEEHSE
Bl ERBFEENANZ , HEHSISNMERFUEDFTAZ. ZIERBENVAMIFIERANELLEE
R, BXEZEER |, 1§25 Amazon EC2 AFIERHH Linux AMI E#ILERE,

A&
+ HVM AMIs (GRUB)
- ¥EBL AMIs (PV-GRUB)

HVM AMIs (GRUB)

HVM KB ER B RYIBEE. 5ISYRRUTH D XBENSISMBEBFHRIBRIERS  £TEDS
EHBIFNAE Linux ZRITHRFITE. RELHS|SMNHEFZE GRUB Ho GRUB2

MINBERT , GRUB T EMH ARG E  RACKERTIINGHEE. BRESZEEL,
FZ 0 (Amazon EC2 A #E/) HFRIESIEZEFI G5, MREZRAENLARK , WEEERE M
GRUB #i it

TEEEREAXK , BREMNEBWEEN AT AR ERFEREAK. URFTNRKEHREN , GRUB
ALUEREE S — M. MRBEEARK , ZOBERKBRIFAKBERITEIS,

RAFRHEH R 82
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ERATFILE# Linux B9 4 GRUB £/ /boot/grub/menu.lst, GRUB2 it AL2 fEf /etc/
default/grub, BEXEFHEISMBERFFNRIANZNESZEE | S H Linux Z1TAREI SR,

¥ E L AMIs (PV-GRUB)

AMIs ER¥ERML (PV) BRULBAFER I IEFRFERE N PV-GRUB R %, PV-GRUB 2¥E
BB S MERERF |, T2 1538 GNU GRUB 0.97 iRZA, H&Ez24iat , PV-GRUB 2315 &
T, REE N BMRGEE menu. 1st XHBEN RN,

PV-GRUB Ef##r A grub.conf 2 menu.lst % , IS YA XHMNATE Linux £1TIREE
FA, BIBALZITAR ( 20 Ubuntu 10.04 LTS, Oracle Enterprise Linux 2 CentOS 5.x ) B4 %
fec2’H xen'NZHAH S , MBEM A THRERAARRH TP I ERMERIERF.

RBBFEERL AMI FTEBIAE IR TEA PV-GRUB AKI (23 Amazon EC2 Launch Wizard Quick
Start E 2 PIRMHMATE EELL Linux AMI) , TEHRITIASRENATESRS LEATRNAK , 82
REEFEANAREENEITRERS, EXHLESTEENARNRESRNENER TEEEZN XL
AMI Fig |, RRERG LHBFEEXAKHER menu. 1st XHLUERZAKHRITEIS,

BT LARHE AMI YA R A I PV-GRUB AKl, E1TEL T describe-images i ( B BB A
B ID) , HREE Name FEREAB S pv-grub 7k :

aws ec2 describe-images --filters Name=image-id,Values=aki-880531cd

Bx

« PV-GRUB HJ PR &l

« A¥EIPMLEE GRUB AMIs

- I 5% PV-GRUB N#4% IDs
- E# PV-GRUB

PV-GRUB HY PR #l
PV-GRUB EELLTRA :

- IEBTEEMER 64 (VARAHY PV-GRUB R/E3) 32 UM% , R2 MR
- HIBERA PV-GRUB AKI B} , TEEFEE Amazon Ramdisk Image (ARI)o

« AWS BN HKIUE PV-GRUB EATUTXHRERKRN : EXT2, . . JFSEXT3 EXT4, XFS
ReiserFS, EfttXXHREHAAIEFER.
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- PV-GRUB AJLA5| S§ M gzip., bzip2. 1zo M xz EREXNERN N,

o B AMIs "X HFHFFE PV-GRUB , ANEIMEANRZENBEHELL (HVM), HEERLE
fBIfE A PV-GRUB Xk/Ez8f , HVM 2B AEXREE , HEBEESTE 2 XA M| S MK
EFNRIIRERSHERLL,

« PV-GRUB M7# 1.03 REERAETX#F GPT 27X ; ©41X%Z#EF MBR % X,

- WRFITKIET Amazon Elastic Block Store (Amazon EBS) BB EEEE (LVM) , IFEEE
LVM AB MR NEIS 7K. RE , BAES LVM SIEZZES,

AFELMLEE GRUB AMIs

E5|% PV-GRUB , GRUB menu.lst X4 MEFETREF ; KX RENMNER /boot/grub/
menu.lst,

UTRATFBW PV-GRUB AKI B AMI B9 menu. 1st BB X R, EZREIP , TEHDPAK
%% B 3 1Ti%#® : Amazon Linux 2018.03 ( It AMI B9R# A% ) , AKX Vanilla Linux 4.16.4 ( 3R B
https://www.kernel.org/ FIE#T Vanilla Linux P& ARZA ) . Vanilla B 2MIk AMI B RS E EH

B , kernel Minitrd BMECEFTAFMNE, default 0 SHFESISMBEEFEQELANE—
% B (BEWHIF R Vanila &B), fallback 1 ZHESISE—INFENIERREBETN , 5[50
HEFEOT—1%E,

default 0@
fallback 1
timeout 0
hiddenmenu

title Vanilla Linux 4.16.4

root (hd0@)

kernel /boot/vmlinuz-4.16.4 root=LABEL=/ console=hvc0
initrd /boot/initrd.img-4.16.4

title Amazon Linux 2018.03 (4.14.26-46.32.amznl.x86_64)

root (hdo)

kernel /boot/vmlinuz-4.14.26-46.32.amznl.x86_64 root=LABEL=/ console=hvc@®
initrd /boot/initramfs-4.14.26-46.32.amznl.x86_64.img

ZHREE menu.lst XHHEERFZEANR , BREMNBUEEN AT AKN ERFRZEAK. WRHA
BREME , PV-GRUB AT BAEREIHME AN, MRBEREAK , KEIEMESH R EH A% BT 5

=]
=T o
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PV-GRUB REU T VEREFET menu.lst , FFRAKIIME—I :

* (hd0)/boot/grub

* (hdo,0)/boot/grub
* (hd0,0)/grub

* (hd0,1)/boot/grub
* (hdo@,1)/grub

* (hd0, 2)/boot/grub
« (hd0@,2)/grub

* (hd0, 3)/boot/grub
« (hd0@,3)/grub

EEE , PV-GRUB 1.03 REEMAREELINERPHEHMIE,

I B3 PV-GRUB A& IDs

PV-GRUB AKI £74 Amazon EC2 [Xi5 ( Fa$EL A# X ( ABR ) ) FEBE A, & 32 AKls 1 F] 64
UEMPHER, KSHIAHFBIA AMIs EH PV-GRUB AKI,

BB WS R A ERABRMRARN PV-GRUB AKI , A H R EATERN PV-GRUB AKI hix 4 #Rgg 5 £ 858
BIZERFRE ., AT describe-images i H3REN S B X1 #Y PV-GRUB AKls %5 :

aws ec2 describe-images --owners amazon --filters Name=name,Values=pv-grub-*.gz

PV-GRUB & ap-southeast-2 Xigifh—a K AKl, &K E S $1 2 XS E AMI 2B
Lt X1ig s ] A PV-GRUB kRS

LTRSMNXERZHE IDs AKl,  AMIs A hd0 AKI #AT#HEM .

(@ Note
AL IRHE hd00 , AKIs BAEE LRI A A B X A /5 R Ao

HEERE AMIs (PV-GRUB) 85
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ap-northeast-1 , W AKX ( KR )
BR 2 5

BR{& ID
aki-f975a998

aki-7077abl1l

ap-southeast-1, I AKX ( #nE )

AR ID
aki-17a40074

aki-73a50110

ap-southeast-2, W AKX ( &fE )

BR{R 1D
aki-ba5665d9

aki-66506305
eu-central-1, BN ( EZZXRE)

BR{K 1D
aki-1419e57b

aki-931fe3fc

)

4
N

eu-west-1, BN ( BR

R ID
aki-1c9fd86f

pv-grub-hd@_1.05-1386.9z
pv-grub-hd@_1.05-x86_64.9z

AR5 2 FR
pv-grub-hd@_1.05-1386.9z

pv-grub-hd@_1.05-x86_64.g9z

R PR
pv-grub-hd@_1.05-1386.9z

pv-grub-hd@_1.05-x86_64.9z

AR5 2 FR
pv-grub-hd@_1.05-1386.9z

pv-grub-hd@_1.05-x86_64.9z

BR {2 PR
pv-grub-hd@_1.05-1386.9z

86
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RAriEmE

BR{ ID R PR
aki-dc9ed9af pv-grub-hdo_1.

sa-east-1, EEM ( ZRF )

B ID BRAR 2 TR
aki-7cd34110 pv-grub-hdo_1.
aki-912fbcfd pv-grub-hdo_1.

us-east-1, US East (N. Virginia)

R ID AR & R
aki-04206613 pv-grub-hdo_1.
aki-5c21674b pv-grub-hdo_1.

us-gov-west-1 , AWS GovCloud ( EEZ] )

BR{% ID BRARE 5
aki-5ee9573f pv-grub-hdo_1.
aki-9ee55bff pv-grub-hdo_1.

us-west-1, EETEZ ( MAIERILILEP )

BR{R 1D AR 2 PR
aki-43cf8123 pv-grub-hdo_1.
aki-59cc8239 pv-grub-hdo_1.

05-x86_64.gz

05-1386.9z

05-x86_64.9gz

05-1386.9z

05-x86_64.9z

05-1386.9z

05-x86_64.9z

05-1386.9z

05-x86_64.9z

HEERE AMIs (PV-GRUB)
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us-west-2, XEFEZP ( HBX )

BR{E ID AR5 2 5

aki-7a69931a pv-grub-hd@_1.05-1386.9z

aki-70cb0el0 pv-grub-hd@_1.05-x86_64.9z
¥ ¥ PV-GRUB

BINBEWEHRAEARTRER PV-GRUB AKI , RN HTREFIAR PV-GRUB AKI MR A #B8E 5 2 EBK
BIRBEFE . BWIBRZAH PV-GRUB 3 IEEFMBXEERATAH , Rt MR LR/ ERARIBMRAR AMI £
FEA T ZRANXE , WEESISMNZ AMI BFINES | EXESERAKREG, EAUTIER
KEEHNEPIHN PV-GRUB REAAELENEFHE,

KEEH PV-GRUB x4~

1. BERENEFINAE ID.

aws ec2 describe-instance-attribute --instance-id instance_id --attribute kernel --

region region
{

"Instanceld": "instance_id",
"KernelId": "aki-70cb0el@"

HRHIBARZ ID 2 aki-70cb0el0,
2. BEIZAXID WRAEEE,

aws ec2 describe-images --image-ids aki-70cb0@eld --region region

{
"Images": [
{
"VirtualizationType": "paravirtual",
"Name": "pv-grub-hd@_1.05-x86_64.g9z",
"Description": "PV-GRUB release 1.05, 64-bit"
}
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]

AR EZ PV-GRUB 1.05, MRZEH PV-GRUB AR 2R FMRA (10 L 5# PV-GRUB A
BE& Ds FiR ) , MREANUATEIRERE.

BE#ER PV-GRUB A
MRIEREBIERARIBRAL PV-GRUB , IR E E# N RIFARA.

1. B3 T5# PV-GRUB A5G IDs HEEH XA B S 2 WM & PV-GRUB AKl,
2. 1ZILIBHISEH, SBHY SIS L F BEAS SR AT f6E A RO PN AZ AR 1R

aws ec2 stop-instances --instance-ids instance_id --region region

3. BHATEAEAEIR ARG,

aws ec2 modify-instance-attribute --instance-id instance_id --kernel kernel_id --
region region

4. EFBEHENEH

aws ec2 start-instances --instance-ids instance_id --region region

AL2 AMI & 0 i Al
BEFHTDE Linux %7 AMIs MRS , T UERTDH SNS HATITH.

BXRITHEBAMEER AL2023 , 2 Amazon Linux 2023 AP B PN ERE < EFRE,

® Note
FFRERE AL1 EF 2020 F£ 12 A 31 HE R, AL1 4P XEFEMERE T 2023 £ 12 A 31 H
Z£R, X AL1EOL M4EHPXHFNEZEL |, FSREBEEXE Amazon Linux AMI end-of-life
EFHEH,
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iT % Amazon Linux &4l

1. 1 v3/home EFTFF IS #h SNS £l &, https://console.aws.amazon.com/sns/

2. MRFE , IESMEPHXEERNEZERE (FERLILER ) . KFUEEFTITEIR SNS B
o2 AT A X

3. ESMBEHEP , X% Subscriptions #l Create subscription,
4. FFTF Create subscription XiEHE , HITLATIRME -

a. [AL2] 3 FEB ARN , EHHREMELLT Amazon BFEEZF (ARN) : arn:aws:sns:us-
east-1:137112412989:amazon-linux-2-ami-updates,

b. [Amazon Linux] X¥ FE& ARN , E#IH ML LU Amazon Resource Name
(ARN) : arn:aws:sns:us-east-1:137112412989:amazon-1linux-ami-updates,

c. XTFhil , EFEBFERH,
d. XFiwR , fl AW ASREYOE KA B FER it
e. IEFEBIRITH.

5. LR —HEFN AWS BH-TTHEREIN NEINEFER4. T 2B FER4 , EEEINTEX
SR

B4 AMIs Xt , RMNBLABNEBENITHERNSBHN, eTEABRBXEELN , FEANTEE
BUHT B,

BUH1T I Amazon Linux &%

1. 7£ v3/home LI FF IS # SNS £ &, https://console.aws.amazon.com/sns/

2. UMRFE , IESMEPNXEBESANEZERS (FEFRLILE ) . HIEALIE SNS BAHNX
=,

3. HESMBERKP , EFITHE , EFITHE , RAEEFREMMBIBRIT .

4. YRZFE|RHI|ITEING | %R Delete (HIBR ) o

Amazon Linux AMI SNS EE& =

SNS EEH R UM TP Ro

"description": "Validates output from AMI Release SNS message",
Iltypell: "Object",
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"properties": {
"vi": {
"type": "object",
"properties": {
"ReleaseVersion": {
"description": "Major release (ex. 2018.03)",
"type": "string"
I
"ImageVersion": {
"description": "Full release (ex. 2018.03.0.20180412)",
"type": "string"
I
"ReleaseNotes": {
"description": "Human-readable string with extra information",
"type": "string"
I
"Regions": {
"type": "object",
"description": "Each key will be a region name (ex. us-east-1)",
"additionalProperties": {
"type": "array",
"items": {
"type": "object",
"properties": {
"Name": {
"description": "AMI Name (ex. amzn-ami-
hvm-2018.03.0.20180412-x86_64-gp2)",
"type": "string"

},
"Imageld": {
"description": "AMI Name (ex.ami-467ca739)",
"type": "string"
}
.
"required": [
"Name",
"ImageId"
]

iy
"required": [
"ReleaseVersion",
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"ImageVersion",
"ReleaseNotes",
"Regions"
]
}
.
"required": [
ny1"
]

L& M AL2 ATE RHEER

MATE REREEMERRATNELEE AMIs |, #RWT :

".NET Core x.x, Mono x.xx, PowerShell x.x, and MATE DE pre-installed to run
your .NET applications on Amazon Linux 2 with Long Term Support (LTS)."

ZRERET - NMENNEFERAFRE , THREARSITHAER AL2 20, ZAEEAERLE
&, BlmERR, EA. TEE, Xk, BENKEDEMGF. ET GUNRETETHTHITELE
%o flm , A-ETEATRATHRMMBERRG. NAEH, AAXH. BHRFMEARSETRT.

/A Important
xrdp & AMI FIESNZRKRERE. MIABERT , xrdp FABZXE TLS iEHERMEZER
HRiE, xrdp4#H&E AWS U ARBWHEAEFHERFEABZBIUED, MR MNMERHIUERM A
4 (CA) SREUE P HNHZREEENZF L, BXTSLEENEZEER , SR xrdp Wiki £
M TLS 2=,

(® Note

MREEERFEAEUMNEITE (VNC) RS MA R xrdp , S FWAEEZ1T AL2 AWS FiH 5
OB Amazon EC2 3£4| E %% GUI — X,

FRZM

EZTAETEDERNGS , L% AWS Command Line Interface (AWS CLI) 2 AWS Tools for
Windows PowerShell , REHEE &K AWS B & X4,

B E MATE SEERE 92


https://mate-desktop.org/
https://github.com/neutrinolabs/xrdp/wiki/TLS-security-layer
https://repost.aws/knowledge-center/ec2-linux-2-install-gui
https://repost.aws/knowledge-center/ec2-linux-2-install-gui
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b

1. ¥ AWS CLI — BEXxEZEER , 525 (AWS Command Line Interface A IER) FHIZ%E
AWS CLIFN & & Erd 2115,

2. ZEERT Windows B9 T & PowerShell -EXEZELR |, 5 (AWS Tools for PowerShell A F~
/) PHEE AWS Tools for Windows PowerShell 1 Z &£,

® Tip
EAZTEZENENRFTR AWS CLI , BEJLAERAWS CloudShellE 1M 3 3 89 & T3 58
KA ERIEMINFT, AWS EEZFAFEDZF AWS XiT , BREESMEN X
A,

BLiE RDP &

BREUTHIRIRETEREDP (RDP) EE , NA#bitEHIEEZE1T MATE REER AL2 3£,

1. EIREAMI BEHFHEE MATEAL2 B9 AMI B9 ID , S8 AT BAERA A& 51T TEHH d escribe-
images R, MREHKRRZEGRTITIE , MALEEM AWS CloudShell 2FHRHITUTE
., BXIAMEBS) shell £iFRIE B CloudShell , iFZE A1 AWS CloudShell, M Amazon
EC2 #H&F , BALEEH , REE AMI BREFRBA MATE , LUEKRITE MATE 85 AMI,
&K T MATE B9 AL2 RIEA TR EINERRLE R,

aws ec2 describe-images --filters '"Name=name,Values=amzn2*MATE*" --query
"Images[*].[ImageIld,Name,Description]"
[

[

"ami-0123example@abcl2",

"amzn2-x86_64-MATEDE_DOTNET-2020.12.04",

"_.NET Core 5.0, Mono 6.12, PowerShell 7.1, and MATE DE pre-installed to run
your .NET applications on Amazon Linux 2 with Long Term Support (LTS)."

1,
[
"ami-Q456example@def34",
"amzn2-x86_64-MATEDE_DOTNET-2020.04.14",
"Amazon Linux 2 with .Net Core, PowerShell, Mono, and MATE Desktop
Environment"
]
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-set-up.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-set-up.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up.html
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]

EEREEEERN AMI,

2. EREEL-SPERIN AMlF'z;b ECZ Khl. MREEABREN AR O 3389 AYALL TCP i
B, AXREERSANESRFER , E5H VPCHZEH, HEEMSEEYER RDP F-imiEER
SR

3. M SSH E#ERISHA,
4. BEIHEH ERNBRENRZ,

[ec2-user ~]$ sudo yum update

HEHTHE , ERXRAIUBRXGFEANEREENNEHNEFSNE  ERREMNTRMERR
BEHM.

[ec2-user ~]$ sudo reboot

5. EFEEIIEHIHAE Linux K EZETU T T UIRE ec2-user WE,
R R W 2
6. ZTERIEBFNEH,
MREECLWHIUPLNER , FelEHE /etc/xxdp/ BF , TR :

« ifP — /etc/xrdp/cert.pem
- B4} — /etc/xrdp/key.pem

MRERBEPNER , VWERAUTHRTE /etc/xrdp B FFERK,

$ sudo openssl req -x509 -sha384 -newkey rsa:3072 -nodes -keyout /etc/xrdp/key.pem
-out /etc/xrdp/cert.pem -days 365

(@ Note
s T 24 A ML 365 REVIEH.
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7. EEEEIEMINITEN LITIF RDP B ( a0 , =17 Microsoft Windows Ky &EHl L HZE
KREEE ). BiAec2-user FENAFRE , AEBAZLE L —SHIRENF,

I8 Amazon EC2 =4l EZ A xrdp

B LGB 7 Linux 26| EETUA TR 2 —MEREA xrdp. U TR FEEMEEST X11 RESHEE
FH MATE E’Jﬁb o

[ec2-user ~]$ sudo systemctl disable xrdp

[ec2-user ~]$ sudo systemctl stop xrdp

£ 1289 Amazon EC2 =41 £/Z A xxdp

EEHBAxrdpMER A UL EIZ 1T MATE SHEIMEMN AL2 354 , 7 Linux 26 EE1THA T
Az_o

[ec2-user ~]$ sudo systemctl enable xrdp
[ec2-user ~]$ sudo systemctl start xrdp

AL2 #Hi=

UTHEMERRT NAERELEZITH Amazon EC2 SEFIRITERES AL2, BXMINHE |, 5
] AWS =R RK

Bx AL2023 %8 , iESFHT S Linux 2023 AP B P HIE.
iz
- HRE  ELERE LAMP RS 88 AL2

« HFE : SSL/TLS FREE AL2
o 1T . £ L &% WordPress {%& AL2
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https://www.aws.training/
https://docs.aws.amazon.com/linux/al2023/ug/tutorials-al2023.html
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HiE : ELLZE LAMP fRS288 AL2

LRI HBEEE AL2 BRISEH] ( BRFN LAMP W& RS 2SS LAMP #i% ) EREXiE PHP #
M ar iaDB ( #:XFF K MySQL %3¢ ) B9 Apache MRS 28, BRI LAME A LRSS 2SR EBRSM L
R BRENBTFEEFNEENTRERENZAS PHP RAER.

/A Important
MREZREEMEITR (H120 Ubuntu RAME M Linux ) £iRE LAMP Web ARS8 , MIZA
YETES. AXEE AL2023 , HZRELLZE LAMP RS 88 AL2023, X T Ubuntu , i§5
F AT Ubuntu 3 X 34 : SQLPHP, ApacheMyBXxHEMAMIRAE , HSRIFE T ZRAHY
X4,

&I : A Automation TR AT

E#H AWS Systems Manager B3l LT AU TESRKEREHE , B1=1T AWS Docs-Install-
ALAMPServer A AL2 utomation 3244,

%
- ZE]1 . EE LAMP RF 8
« ZEF 2 Mk LAMP fRF 88
- SR 3 BREEEFERSSENTS
« HB,4: (A& ) RE phpMyAdmin
o HRFEHERR
X EH

HI 1 ER LAMP RS5ER
FORFA

- AYBRRRECELER AL2—NMNTMNEBEM R AE DNS EMEE T — M H%bl. BXEZE
B, %25 (Amazon EC2 A #Em) FHE LS, BELABEREA , WEAY SSH (A
22), HTTP (4% A 80) M HTTPS (i 443) EHE. BEXRXLEERFHFNESESR |, 25 Amazon
EC2 AFEEPHNZ AN,

« UTHBNLELA AN PHP fR4php8.2, AL2ZNR&itXIEARKRHPIIRE PHP B
BF 2 PHP NARF , NINKREHRS php8.2 WFHERAM,
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https://mariadb.org/about/
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https://help.ubuntu.com/community/ApacheMySQLPHP
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% LAMP fR55 88

1.
2.

7.

EERER L6,

NEREVFABERESEL THEIRES | BXNENZFIMITRERGER. KIEBTEREE/LDH
Ryt , EAFTBREBAERINZTLERNRBIEES

-y PR EEH TR RN, MREFEELENREEN , WA B EEZET,

[ec2-user ~]$ sudo yum update -y

Z % mariadb10.5 Amazon Linux Extras 7Zf#E , LAZREX MariaDB 12 /F @ &R #ThR A

[ec2-user ~]$ sudo amazon-linux-extras install mariadb10.5

MREBWKEER sudo: amazon-linux-extras: command not found HI4EiIR , MR REH
LR & Amazon Linux 2 AMI —#2/83h ( B ¥FE RIS A Amazon Linux AMI ) o AT LA 5L
TS &EE Amazon Linux #JARZS,

cat /etc/system-release

Z % php8.2 Amazon Linux Extras 7 fi& B SUR BN #TAR A PHPE 448 AL2,

[ec2-user ~]$ sudo amazon-linux-extras install php8.2

MELBHSRBIR FHIFORES | BT LR E Apache Web BRZ525. MariaDB Ml PHP Bt &, &H
yum ZEa S F 8 2R SN R BN ATE R R B

[ec2-user ~]$ sudo yum install -y httpd
FBAUEAU TR SETXERF I HATIRE

yum info package_name

JB3) Apache Web ARZ 25,

[ec2-user ~]$ sudo systemctl start httpd

{# A systemctl a5 B & Apache Web RS 88 , FEAEBRREBHNBE,
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[ec2-user ~]$ sudo systemctl enable httpd
A LBRIE T TSR httpd REERA

[ec2-user ~]$ sudo systemctl is-enabled httpd

8. MRMEEARXBEM , BRMEZEMAN UL FSEAEHIHN AL HTTP (%O 80) Ei#E, BRINER
T, EYRICEHE A ENEFEE T BIQSNESAH, HATE—FAUYF SSHIEREHHAN,
a. 3TFF{ITF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 2% &,
b. %$F Instances HiEFEHIEH,
c. HERLEMFL , EFAUMAN, ERNFELATHA

Port range Protocol Source
22 tcp 0.0.0.0/0
/A Warning

£/0.0.0.0/07VFFRA IPv4 #3138 SSH 15 RIERYKHI, XN HERT A A] LA
B/ REE , EREEFHRRPHATRE, BEFHEF , BNEREE IP #bit
it 1k 38 ] 5 (B AR A9 SR

d. GERZLANEE, EFAOZSERNANPRNSER , FMEFUTENHFABERZEAN

« RH . HTTP
- MY : TCP
* Port Range : 80

* Source : Custom

9. MiAEH Web RS8R, £ Web XK+ , BALKLHIMNE DNS Hitt (RAHE IP k), 40
R /var/www/html F&EBAR , EBRIZSEEF Apache i HEH. &R LAEA Amazon EC2
P H B IREEHIRY 28 DNS (&£ Public DNS (4% DNS) 3 ; tnR 54 FRENRS |, EikE
Show/Hide Columns (& 7/B#5) ( A5 IREFR ) Hi%&#E Public DNS (28 DNS) )

RIFRFINELARRTIEATIHRO 80 LW HTTP REMNMN. EZEE , BSHE @ TS EHFIN
A,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/working-with-security-groups.html#adding-security-group-rule
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RAriEmE

/A Important

WMREFERAT R Amazon Linux , J”JJ‘T*EI“”%EE?—%J:EEEFEKi FHE
B, AXNMEERNENEZES  HSHERTEE BN,

ERVFIXEIE

Test Page

This page is used to test the proper operation of the Apache HTTF server after it has been installed. If you
can read this page, it means that the Apache HTTF server installed at this site is working properly.

If you are a member of the general public: If you are the website administrator:

The fact that you are seeing this page indicates that You may now add content to the directory svar /www

the website you just visited is either experiencing /heml/. Note that until you do so, people visiting

problems, or is undergoing routine maintenance. your website will see this page, and not your
content. To prevent this page from ever being used,

If you would like to let the administrators of this follow the instructions in the file setc/httpdscont.d

website know that you've seen this page instead of fwelcome.conf.

the page you expected, you should send them

e-mail. In general, mail sent to the name You are free to use the image below on web sites

"webmaster" and directed to the website's domain powered by the Apache HTTP Server:

should reach the appropriate person.

For example, if you experienced problems while
visiting www.example.com, you should send e-mail
to "webmaster@example.com".

2.4

APACH

Apache httpd IR XHRFER I Apache XHHIB B FRH B FH ., Amazon Linux Apache X #41R B

A /var/www/html , RINBER TIHABRBFAAE,

EARW ec2-user WFIRELL B FHIXH , XTEREFMBERMNR. LA XN TUTEHKLE
%, EAHKESD | A ec2-user HME apache & , FF /var/www B FWFFENE T apache

A, ANZAEEBEANR,
B AR

1. FEWAF X218 ec2-user) %1% apache,

[ec2-user ~]$ sudo usermod -a -G apache ec2-user

2. SEREBEHRBFLLEAEGE , ARRIEERNKRTRK.

& LAMP EZ% AL2
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a. B (FAexit RRXALIKEND )

[ec2-user ~]$ exit

b. ERWIEMREEN apache AWAKR , FEIFERISM , RAESTUTHT

[ec2-user ~]$ groups
ec2-user adm wheel apache systemd-journal

3. F /var/www RERNBNHAFRENEHRZT apache 4,

[ec2-user ~]$ sudo chown -R ec2-user:apache /var/www

4. EFMABARBRUARKREARKFEFRLENAID, FER /var/www X EF B FH B FNR.

[ec2-user ~]$ sudo chmod 2775 /var/www && find /var/www -type d -exec sudo chmod
2775 {} \;

5. ERAMABANR , HEHBER /var/www R EF B FHXHNR -

[ec2-user ~]$ find /var/www -type f -exec sudo chmod 0664 {} \;

X# | ec2-user (M apache AMEMAIARKAR) AR, MBRM4mE Apache XHHAR B FH I
%, AFERIAS , MEBEASREE PHP NAERF.

BRI EH Web BRSSES (FTiE)

IZ1T HTTP #HY Web RFBF N H R XS BRHNBIERMAEER LTS, HEFEA Web X KEFEEE
HTTP fRSS e80T , MERF L E A ANGHEHATUERERGRNAE, KW ASURER
RHEM HTML REMNAR (2EHE ) . URLs RIPEM Web RSB HIEZERERE HTTPS
(HTTP Secure) X , ©F M SSL/TLS MERF LN EKIE.

BXRERSBLERA HTTPS MEE , BSH #iE . SSL/TLS FREE AL2,

FHIR 2 : Mt LAMP IRS538

WRRFR/EREIHIET , EXHRBRIRELER , W ec2-user WP MIZBEBTE /var/www/html B
% (AIM Internet 15 8]) 812 PHP 34,
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RriEmE

M ZH LAMP BRS587

1. *& Apache X#1R B FKH 62— PHP X4,

[ec2-user ~]$ echo "<?php phpinfo(); ?>" > /var/www/html/phpinfo.php

ZRAETZGHE , MR I “Permission denied (FRIFIE4HE ) 45

, 18 ﬁﬁt%/i%ﬁ BEHE

F, BIREUEHE REXHUR PEENELANR.

2. £ Web X3R5 , BAENIRIGIZA AR URL, Itk URL 2

B Hlon -

SSHIRY 2 A DNS ey |, fRERIER

http://my.public.dns.amazonaws.com/phpinfo.php

BRNZLER PHP EERE :

php

System Linux ip-172-31-22-15.us-west-2.compute.internal 4.9.62-10.57.amzn2.x86_64 #1 SMP Wed Dec 6 00:07:49 UTC
2017 x86_B64

Build Date Dec 13 2017 03:34:37

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path fete

Loaded Configuration File fete/php.ini

Scan this dir for additional .ini files fete/php.d

Additional .ini files parsed

fetc/php.d/20-bz2.ini, /ete/php.di20-calendar.ini, fete/php.df20-ctype.ini, /etc/php.d/20-curl.ini, fete/php.df20-exif.ini,
fetc/php.di20-fileinfo.ini, fete/php.df20-ftp.ini, fete/php.di20-gettext.ini, fetciphp.df20-iconv.ini, fetc/php.d/20-json.ini,
fete/php.d/i20-mysqgind.ini, fetciphp.d/20-pdo.ini, fete/php.df20-phar.ini, /ete/php.df20-sockets. ni, fetc/php.d/20-
sqlited.ini, /ete/php.d/20-tokenizer.ini, fete/php.di30-mysaqli.ini, fete/php.df30-pdo_mysgl.ini, fete/php.df30-
pdo_sqlite.ini

PHP API 20170718

PHP Extension 20170718

Zend Extension 320170718

Zend Extension Build API3201TOT1BNTS

PHP Extension Build

API20170718,NTS

MRERBEMRT

#8386 A1 LAfE R J«XTﬁ T

, BRI E—SHEFEEREE /var/www/html/phpinfo.php X#.
RIIELLZRTAELENERS,

[ec2-user ~]$ sudo yum list installed httpd mariadb-server php-mysqlnd

MR PR EEMALENREFS , B sudo yum install package i ZEEl. BiF
UETE php7.2 G SHEEHZ AT lamp-mariadb10.2-php7.2 Hl amazon-linux-extras

Extras,

1£ LAMP &% AL2
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3. MiBR phpinfo.php X#. RELEEAREREA , EHTRELER , TANHEHAES Internet,

[ec2-user ~]$ rm /var/www/html/phpinfo.php

WM, BRZET —NUEETEH LAMP Web fRSS85. MRBFRBRMNE| Apache 4R B F (I
F /var/www/html) , BN ZAEBERHIEHIEY /N DNS it F ERZHN B,

S| 3 BREEERSSNLE

MariaDB fRS 2R BIANZ R EMRE LM IEE , XEHEEXN TN EMF L BRERE , EXT~RERS
25, MNEZAEMERIXLEIIEE, mysql_secure_installation R A 5| S EIEBERZDHMBRZHEHN AL
2IRE, EMELTITE A MariaDB RS 28 , BRITBBIGITIH ST,

{R3* MariaDB R85

1. B3) MariaDB R 88,

[ec2-user ~]$ sudo systemctl start mariadb

2. 1217 mysql_secure_installation.
[ec2-user ~]$ sudo mysql_secure_installation

a. HERTE, BARKSNED,

i. %A%Eﬁﬁg\ﬁgo ﬁi)\'%?ﬂ? , ﬁﬂﬁ?fﬁﬁiﬁlﬁ’%ﬂo B‘i Enter,

i. BAYREERSE, K ARBARAREEN. EXUERLFENESER , FS
[ https://identitysafe.norton.com/password-generator/s ARG ZBEEEREME,

RE MariaDB REBNERFPBEENZELRER. EEWERLERTEFRXIIKNA
BFEN , SEEAUNZNARFBBEERS AR |, H# R ERRKSHITREERE
EELUIRAE,

b. BAYMBRESAFKF,
c. BAYEAZERRBRER,
d. BAY BRI EBERE,
e. BAYEFMENRRARFENEL.
3. (W) MREFITEMEIEA MariaDB fRS5Er , BFLE. BUUAEEENBAEFED.
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[ec2-user ~]$ sudo systemctl stop mariadb

4. (Tik) MBBFLEFRBAS MariaDB BRE28E3 , HRAUTH T

[ec2-user ~]$ sudo systemctl enable mariadb

FT|A4 . ("% ) TE phpMyAdmin

phpMyAdmin2 —fRETF Web WHEFEETE , A TEENRE EC2 4] LM MySQL BIERE.
BRETRSERIENE | 88 Amazon Linux 346 EREFMEE phpMyAdmin,

/A Important

BRIEEEE Apache SSL/TLS FEA , BNEATFE WA phpMyAdmin3kihE LAMP BRS
2]RN , BNEEFEEARBNEMAKESTRZLtET Internet &, BXTFRXARRE
HHZEBI , FSRRERPEH phpMyAdmin 2%, BXE EC2 K4l L&R# Web IRE25H0—
WRES , HS 0 #iE . SSL/TLS FEHEE AL2,

EZ % phpMyAdmin
1. REFENKBI,
[ec2-user ~]$ sudo yum install php-mbstring php-xml -y

2. EF Apache,

[ec2-user ~]$ sudo systemctl restart httpd
3. EF php-fpmo

[ec2-user ~]$ sudo systemctl restart php-fpm
4. SMBEMITF /var/www/html B9 Apache X#4#&,

[ec2-user ~]$ cd /var/www/html

5. M https://www.phpmyadmin.net/downloads % &% phpMyAdmin lRAHRK4ET. EFXHE
BETRHRIEHES , FEHEEATEEME woet 7 F , AR ATIR
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[ec2-user html]$ wget https://www.phpmyadmin.net/downloads/phpMyAdmin-latest-all-
languages.tar.gz

6. FEAUTHESOIE phpMyAdnin XHRHFEFSRNIHESP,

[ec2-user html]$ mkdir phpMyAdmin && tar -xvzf phpMyAdmin-latest-all-
languages.tar.gz -C phpMyAdmin --strip-components 1

7. MIBRphpMyAdmin-latest-all-languages.tar.gzEH .

[ec2-user html]$ rm phpMyAdmin-latest-all-languages.tar.gz

8. (Wik) MR MySQL RS AKRE1T , BB E.

[ec2-user ~]$ sudo systemctl start mariadb

9. 7E Web M2 | A phpMyAdmin R%H# URL, It URL 23HI#/A7% DNS i (A% IP
Modt) , FEERMIMEZEE ZHNEM. Hlu

http://my.public.dns.amazonaws.com/phpMyAdmin

RRIZ 2 E R phpMyAdmin ERAH :
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php
Welcome to phpMyAdmin

Language

English j

Login &

Username:
root

Password:

Go

10. FAZZHRIEN oot HF & MySQL BHZ B EFZEH phpMyAdmin £,
ENRENFTHITERE , ARTERAER. BNBEVUEEEFICREENXH , MTHAR :
a. EMNRIWEENXHGFE , BEALZEANXEARESRCIE—NIXH , REF
config.sample.inc.php WA EHIBZXHH,
b. FX#HZENconfig.inc.phpE@&EH phpMyAdmin B&HFindex.php,

c. BXEMEMIRE 6 BFSRREUAMN “EH phpMyAdmin ZEMIZ" o P X402 F B
B,

BRERAMWEE phpMyAdmin , EZ R {phpMyAdmin AFIER) .
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HUE BERR

AEDRM T BREIRER LAMP IRS52201 AJAEIE 2RV R IR RV 1L

BIEMER Web H e E B RNWRS
PITU TR ELEE BN Apache Web FRE 88 2B EEE{TREALLARL
« Web fRFB|EFLZITH ?

B LBRIE T TSR httpd REEEA

[ec2-user ~]$ sudo systemctl is-enabled httpd

R httpd HERIZIT , FEEER LAMP RS 28 P HIRRI IR,
- BXBREEELER?

BIIRPINZLAREIEATIHRD 80 LK HTTP REMMAN, ELEL , HSHEZTLATMA
e

RIEMERA HTTPS EEFEMN RS 5
PATUA TR ELLEE Apache Web FRZ 2R BB E N X HTTPS,
- Web RFHEHERSIER ?

4% Apache 5 , RS 834X HTTP REHRTEE, EXF HTTPS , BHERSSHFLBA TLS #
#E SSLiEH, BXER , BHSH #iE : SSL/TLS FREEE AL2,

- BXEBREEELER?

&=
&=

WIFSEPIN LA ERTSERTHEND 443 LB HTTPS RENMN, BXEZER  FoEELs
4R AR

MxER

BRI E BB EFIHIE Web RS 85 LR % WordPress BENEZEER |, BSREUT X -

o SERPRSCHE B ERY Linux SEHIWINSCP,
« EASCPE i X5 Rl Linux K61,
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« ¥FE ;. £ LK% WordPress & AL2

BXRAHETERANDTNRENESESE , FSHAUATRR

« Apache Web BRZ528 : http://nttpd.apache.org/
« MariaDB ##EFF fRS588 : https://mariadb.org/
« PHP 4#EiES : http:/php.net/

« chmod# < : https://en.wikipedia, org/wiki/Chmod

« chown®@i® : https://en.wikipedia, org/wiki/Chown

BXFM Web BRF 3B HINEEHBEBILENNEZEELR |, 1S Amazon Route 53 F A A
RIEREAPH A g H I EFEE Amazon Route 53,

72 . SSL/TLS FEBEE AL2

Z2EETF Layer/Transport E&Z £ ( SSL/TLS) creates an encrypted channel between a web server
and web client that protects data in transit from being eavesdropped on. This tutorial explains how

to add support manually for SSL/TLS#E A AL2 Apache Web R58589 EC2 =6l £, AEEBRER
KEA B ERS, MRMEIEEFEA Elastic Load Balancing , W AT LAk R AR E AWS Certificate
Manager WiEHEREKIGE R LEE SSL HE.

HFALER , Web iZBER#HHR SSL, BAR Web M B[ MZIF TLS , BT —RIML TLS FES
FERE, RIAMERT , AL2 AFIERAH SSL ZARSSEHXHF. ZEMENMEIAA TLS1.0 R
L2, TLS1.0MTLS 11 EF 2021 £3 AERFA. A ENTEEXEA TLS 1.2 ES. TLS
1.3 BF 2018 TR/ , AL2 REXIFHBEAKE TLS & ( A¥FEF M OpenSSL ) , BITFER. EF
i AIE 2023 £ 6 A 28 HZRIXF TLS 1.2 EBRE. BEXEFWNERANESELR , SN
RFC 7568 1 RFC 8446,

EARHREF , FIAK Web tNFHEEFRHA TLS,

/A Important

XERFEAT AL2, BINEBEEMNFE Amazon EC2 EHIFF1h, MREBIEEZHIZEE
TTEZEH EC2 3] , RFREIZITIHMAKISEH AL2 , MIAHKRHHREL S RAIGETTE
Z1T. XIF Ubuntu , HSRBLLT#X X4 : Open SSL on Ubuntu, B3 Red Hat Enterprise
Linux WER , BSHELT : iR & Apache HTTP Web [R5, BxHMEMRA , BSH4%
E T ZhRAH 34,
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https://mariadb.org/
http://php.net/
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https://help.ubuntu.com/community/OpenSSL
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/deploying_different_types_of_servers/setting-apache-http-server_deploying-different-types-of-servers
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® Note

W& , A LA AWS Certificate Manager (ACM) AT AWS Nitro 22X , X2 — ML £2XK
BREF , AFEETF A Nitro Enclaves B9 Amazon EC2 3£l Eiz1TH Web R T MRS 25
L ERAEMIE SSL/TLS iE$H. AWS Nitro Enclaves 2 —I1 Amazon EC2 Zh&E , B© A
SIRREMNITERE , MEAF MRSt BESERBMEE |, §la0 SSL/TLS ERMFAH.
EFF Nitro Enclaves B9 ACM 532 1T# Amazon EC2 Linux 3% L&) nginx &4 68 , L6l
BIEZH. 2 XIEPANAEZHUAREBIERET,

EFEFER T Nitro Enclaves B9 ACM , %ZfEA/ZA T Enclave B Linux 34,
EXEZER , ESRMTALRE AWS BE ki ? BURAWS Certificate Manager {Nitro
Enclaves AAF$8R) ## AWS Nitro Enclaves,

>3
)

k

e i
- B ERSBERA TLS
« HB 2 : K CA EEMIEH
- W3 WRABRLRE
+ BIEHR

aa
=]

AR SR AT
EFBARRZE , BERATSR :

* B3I H Amazon EBS X#FHY AL2 Kfl. AXEZER , 52 (Amazon EC2 A fEm) FHE3
=6l

« BERSANAFERISSHIEZ LT TCP im0 LHES
. SSH (0 22)
« HTTP (80 80)

« HTTPS (% 443)

BXEZER , 2/ (Amazon EC2 AFERE) RHZ2AMN,

« Z% Apache Web R85, BX step-by-stepiiifi , ESFHIE | £ L% LAMP Web %5
AL2, NFEE httpd BREMMBII , Ktk AT AZEES K PHP A MariaDB #9488,
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https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules.html
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ERF AU |, TLS N E R EMIZHE (PKI) 4# T 157 X4 (DNS), EFH EC2 XRHIItE
"ﬂlﬂlﬁ BEERN Web REEEM — M ER , EFIEE R K LLLEH Amazon EC2 41,
SRZHE=FEEMA DNS FHE RS KNITIIRIE , BRI LAEMA Amazon Route 53 #1TItb#R

1’!50

ST ERSEBELEBRATLS
RN ; FH Automation TR AEIE
E#FH AWS Systems Manager BEI{LM A RUTESRKER AR |, Hi21T B30T,
WEENEISETER AL2 FHBEZXEHRFIEBIZE TLS WEE,
® Note

BZXRZIEPEXNFINRARAE#ESH , EXTFEFFR2, MRBHEZLZIERLTFE Internet , &
MM ITENEEIREESE,

ERSGERLBA TLS

1. EEDEEEHHEEIA Apache IETEIETT,

[ec2-user ~]$ sudo systemctl is-enabled httpd

WMRRENERRZA", MESN Apache HRERBENBRXBRE—REE.

[ec2-user ~]$ sudo systemctl start httpd &% sudo systemctl enable httpd

2. NBRENFABERHESELTEIRLY , BNENKORTRERGER. EIRTERFEE/LD
RYBIE] @le\éﬁﬁﬁﬁfé‘\?ﬁﬁ%%ﬁﬂ’ﬂﬁé%%ﬁ%ﬂﬁkl‘aﬂi‘ﬁo

® Note
-y EMZREMNTRTEIN NREFEERENREEH , WA AR IZET,

[ec2-user ~]$ sudo yum update -y
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://console.aws.amazon.com/systems-manager/documents/AWSDocs-Configure-SSL-TLS-AL2/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
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3. DMfE , BB RFIFH , BEZRE Apache IR mod_ss1 LG TLS X,

[ec2-user ~]$ sudo yum install -y mod_ssl

FHRBIMEEBUT XN | AIEAXENHREZT 2RSSR QB UEH LT
« /etc/httpd/conf.d/ssl.conf

mod_ss| B E X+, ©EE —LES L8R Apache EALERUTEE : MBERAMNILE
. BEAFH TLS URAU R BEEZ N INBEZD,

« /etc/pki/tls/certs/make-dummy-cert

ATHARSHFENERNBEZLE X509 EHHMFAEZHBEAR, ENif2E EWMHIRE Apache 2L
£/ TLS , ZEPRIFEFAN. ATFREFMIER , At , FREEFHERFERIZIUE
P MBREEFHRERFERZIES , NIFE Web X BEHEHaRES,

4. BITHIALAE R BEA EBUES M BHA R TR.

[ec2-user ~]$ cd /etc/pki/tls/certs
sudo ./make-dummy-cexrt localhost.crt

X&TE /etc/pki/tls/certs/ BRAER —MNIXH localhost.crt, HENWXHEE /
etc/httpd/conf.d/ssl.conf ## SSLCertificateFile & EHRIAETE

ZXHBEEER LB URIEBPHIERN. Apache ERIEBHMEHAXA PEM #X , AP a&
Base64 4mf3#9 ASCII F£F , 3 A“BEGIN"M“END"fTAERR K , LA T R RGIAT R0

MIIEvgIBADANBgkghkiGOw@BAQEFAASCBKgwggSkAgEAAOIBAQD2KKx/8Zk94mlq
3gQMZF9ZN66Ls19+3tHAgQ5Fpo9KIDhzLjO0CI8ulPTcGmAah5kEitCEcOwzmNeo
BC1OwYR6GOrGaKtK9Dn7CuljvubtUysVyQoMVPQ971deakHWeRMiEJFXg6kZZ@vr
GvwnKoMh3D1K44D9dX7IDua2PlYx5+eroA+1Lqf322SaA0@bBIMIYTHigwbHMZoT

56tE7THVH7VvOEf4/iU0sIrEzaMaJ@mgkmY1A70qQGQKBgBF3H1gNRNHUyMcPODFs
27hDzPDinrquSEvoZIggkDM1h2irTiipJ/GhkvTpoQlv@fK/VXw8vSgeaBuhwlvS
LXU9HvYqOU604FgD3nAyBOhI@BE13r1HjUvbjT7moH+RhnNz6eqqdscCS@9VtRAO
4QQvAgOa8UheYeoXLdWcHaLP

MIIEazCCA10gAwIBAgICWxQwDQYJKoZIhvcNAQELBQAwgbExCzAJBgNVBAYTAiLQt
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MRIWEAYDVQQIDA1Tb211U3RhdGUXETAPBgNVBACMCFNvbWVDaXR5MRkwFwYDVQQK
DBBTb211T3InYW5pemF@aWOuMR8wHQYDVQQLDBZTb211T3InYW5pemF@aWOuYWxV
bml1@MRkwFwYDVQQDDBBpcCOxNzItMzEtMjAtMjM2MSQwIgYIKoZIhvcNAQkBFhVy

z51RUE/XzxRLBZ0OoWZpNWTXJkQ3uFYH6s/sBwtHpKKZMzOvDedRE jNKAvk4ws6FQ
CuIljvubtUysVyQoMVPQ971deakHWeRMiEJFXg6kZZ@vrGvwnKoMh3D1K44D9d1U3

WanXWehT6FiSZvB4sTEXXIN2jdw8g+sHGnZ8zC0sclknYhHrCVD2vnBl1ZJKSZvak
3ZazhBxtQSukFMONWPP2a@DMMFGYUHOd@BQE8sBIxg==

NHEENTREBRRANTRHER , XU EXMW, fln , RE ssl.conf XH4FHIMEXIE
ERAMEENEN , BRMATHERHENRN cert.crt, cert.pem REMEMHA,

® Note
EEREBACHNBENLXABEMRAIAN TLS X#FaT |, HRRENIRA PEM X,

5. FALERANXARESESS (W vim = nano ) AIBAF BH$THF /etc/httpd/conf.d/
ssl.conf XHHERELUTIT, RABEZXIBERMIERBITEFRH, MBREEK T—F2a&E
SEREIZIT , Apache RS L ER3,

SSLCertificateKeyFile /etc/pki/tls/private/localhost.key

6. EJ3 Apache,

[ec2-user ~]$ sudo systemctl restart httpd

(® Note
W{R TCP i O 443 /&880 EC2 24| EE2FiFEE |, iz AR,

7. BUE , 15K Apache Web FRSS S RIEN ik O 443 3% HTTPS (€4 HTTP), B IS4&M EC2 =
BlEY 1P et T2 REF B SHIR https:// —&EH AN KES URL kX Hit 170,

HTAREEEABZENAAEENESEREIM] , ALEHNNEHFTERL2ER—RIIZLE
IZ o ?ZJI.:\?‘)L' Ebf%#é&éﬁz E%ﬁljj/“\o

WMRERIA Apache WIHTEITTT , XEREERSRNNERS R LEE TLS, ENRER[MRS|/Z
EfZ AP E BEREH S ME,
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® Note

ANTHLEUERQRREBIESRS | BLFHRIN—1E CALRIED , ZIEBNHT
mnE  MAELAFRIIZRENURIIFEE,

S8 2 JREL CA LZMIEH
SRA LA B LA O 23R AR CA B RiEH -

- N\AEZPERIEBZEER (CSR)
« fF CSR XA PMANH (CA)

o REZEZRENIEH

« BL& Apache SAERIEP

MMEAEE , BEXE TLS X.509 EHIERE CAZRIEFRTLMEE. —EZBNXIIETHRE

H , MIEHRFEHE. CAKiE , ERARFERRLER 28 , ELRIFFHNAENR. 1 Web 3 52750
BEX R ABIE CAs FEMNIIR. X509 EHEEEE —NEENAERSHRHAN NN L EHH
M=—MMBLXEZLBERARKN CANER, HXUR[EL HTTPS EEE Web RS2, R
SIRoRH -S|, HNER[RE\EEAGEIREITEX CAs, MREBANMTIIRE , HATETH
H [ ELEEAARN —RIEFEER , WX KRR SRS SRR —MRUR N2 BEREH .

HTRIEBERFERAAD , EPEERTERA , ERNKELE=R, — LN F%% CAs BEHEXRER
BIBEP. HAPHKEIAEBME CAsLet's Encrypt BB , B X ZFEBAIZMEITIENES
{t. BXMEH Let's Encrypt iE PHEZFE L. , S HIREL Certbot,

MREITERMEEI KRS , AWS Certificate Manager 2 — N TSR

THAEBHER A, M 2010 FFH | BUEATLBARY RSA S48 2048 {I/ B/ 54

(H3) AN, SR — BRI E 2030 &£, OpenSSL 7EHh £ BMIBIAERA /NS 2048 1 |, i&
AT AL2 # CA EEMIEBHER, HUTERT , hESEENEANAREBRT — A TESR
Bltn | BARAERERERTENEE AN SR,

/A Important
BRIFGRBEZMAFLERN DNS =5 , BN , AXRIRW CA LR ENIEFHXLEHBFER,
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https://letsencrypt.org/
https://eff-certbot.readthedocs.io/en/stable/install.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r4.pdf
https://cabforum.org/wp-content/uploads/CA-Browser-Forum-BR-1.6.5.pdf
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FREX CA £EEMIEH

1. EEIENEGHS M Eletc/pkiltls/private//, X277 TLS WRFSH/MEZHANE R, IRESH

EHERANENENNEALER CSR, BRRILR 3,
2. (ALk) ERFHLEER, TER—ERHAEETRS . FAEXRNZHEABTRTEN Web RS
2, BEelXRELNEENMREFHRTE.

« RO 1: BIEERIA RSA EHEH, EHHIXH custom. key B —1 2048 {1 RSA B E4,

[ec2-user ~]$ sudo openssl genrsa -out custom.key

« "2 QIEEAEREHRNETKE RSA B, £ H custom.key B —1 4096 1
RSA B EH.

[ec2-user ~]$ sudo openssl genrsa -out custom.key 4096

- Rl 3 : QIEEEZRIBRIFH 4096 L INZFH RSA Z4H. £REIH custom.key 2—NEMF
H AES-128 1L N/ 4096 i RSA FABF4H,

/A Important
NEZEA/TNRAERL M , EATNENBAFTERD , RIEKB T M= 2HAR
SEEATE. FHEEALZRAN , MLAEY SSH ERREZD (£ L—FFA
HJy“abcde12345” )

[ec2-user ~]$ sudo openssl genrsa -aesl28 -passout pass:abcdel2345 -out
custom.key 4096

« 1Pl 4 ERE RSA BB EIER. RSA MFAERENEKE , RAELXEBRANKNETHEN
REHHTR, T, AN TLS ¢IZEMAIE RSA ZEBHNER. EXNRSFRIINTEMAT
ETHRMENBFZZENFHED , TEERER.

[ec2-user ~]$ sudo openssl ecparam -name prime256vl -out custom.key -genkey

23RN —MER prime256v1 ( OpenSSL XHFHY“an & M%” ) Ky 256 (UM E ML FLERHA, BIE
NIST , EinZ8ErE T 2048 f RSA &4,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r4.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r4.pdf
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® Note
HIEFTE R4 ER CAs 1215 RSA elliptic-curve-based Z4AMRBEH X F %K 5o

BRFNVILPEESERFIMNFTE AR ( owner=root , group=root , fCERFEE ) -
read/write a8 R AL T REIFTRo

[ec2-user ~]$ sudo chown root:root custom.key
[ec2-user ~]$ sudo chmod 600 custom.key
[ec2-user ~]$ 1ls -al custom.key

PR EERATE

-IW------- root root custom.key

EFREAERBHRENZLHE , TEEIE CSR,
3. FALEENZGE CSR, THHNRHIMERT custom. key,

[ec2-user ~]$ sudo openssl req -new -key custom.key -out csr.pem

OpenSSL FHTHF — MW FE , HEREBAATRPIETNER. W TFEARNLFHERIUEH ENIEPH
X% , B Common Name LLAKIFTE FERE R I FER,

Name 15 BA =Pl
ER/MXE ARERHWXWANFERISOEE, US (=%E)
r
MHE B HAFREMNHEN B, LEHRTAFERASE Washington
B,
FRTE 2 R BHHLAFERME | Bl ™, Seattle
HAOZFR HAKZEESEM. BARBHLREBN. Example Corporation
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RAriEmE

Name

PLE]A

B8 F B 4 3t
ik

58

FAWARER (MRAB).

EXREEFHERF R AN KT Web
it TELE, BE , XRFUAENEHAE
FH1E L HFX A www.example.com &Y
BB, EFEABXRIUEPBEAE DNS #Firt
TR, AABAREREEENRE. CAs
RREHESRWVIEP , XEFPESIBERAR
#, Hlt0. * . example.com

AR S5 25 B T G Y BB F R AR 3 ko

=~

RBIERT]

www.example.com

someone@example.com

&5 , OpenSSL R ERM A ALENRIAFL, LEBLUERT CSR MEE CA 2ANES ,
HibFETE CA RUNARMEZEBUREMIIEFTR, TEXTAENER. CSRAAEBILE

e BR 35 2R 4R 1E

RN X csr.pem BERNLNERH,. BN LAEFRHANEFIR R EH AN THIE

4. T CSRIEXR4 CA, XBEESHEENERRERTITIF CSR XHHFHANBEHE Web &
B, WA, TEREAERGREH—ARZNEBR AEH (SANs) UREIEH £, IR
www.example.com 228 % , N example.com F2—NMREFMH SAN , R 2R, ERIEH
TEMRMAXANERWEA -, EUEI—NRBHERNERE, MREH CAWeb RESR
T, BEVNRPEBEERHS SANs, BEREZ) CAs 25K,

HIERERREGHAT |, LRFWE — B CAZBAHENIER, A RETRLKERETEF
BB, ZXHBETHK CA NEEEENEAIES,

(® Note

IR CA TTRERET X B AR RIE SN XM, EAHED , BNIAEA PEM X
RNER XM, KERXNBES (BFER ) I8 .pemH .crt XHY ER. IRETHE
EEABNXM , BEANERESRITTXEXHS , AER —NMEE—IPRZNUTHEHN
ITIFHRBY R S
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B RN THEBNTS R

- - - -END CERTIFICATE - - - - -
BT AR T LR, TR,

[ec2-user certs]$ openssl x509 -in certificate.crt -text
RIEXETRBEERENSHP. BAEALEEN .p7b. .p7c BERLUNXMHT BRI

5. f9¥H CA ZZIEPAEMABUEPLMKTE /etc/pki/tls/certs BFEH,

@ Note
AEE S ERMIES LR EC2 X4, EREE. RARNAARERNBITENM
EC2 2f|l E4TFF — AN AR YmiESR ( FlA0 , vi. nano Hi2EXR ) , AREXHEZBEHH
MIEXHRNE, £ EC2 Kf| EMITX LR , BFER [sudo] R, X , —BHERE
FAIRRFERREFE , BRI EIER, BiFNMVEE  FTEEEHRNBRRINEMZRE
THAEFA A NERTRE.

f£/etc/pki/tls/certsBFRAIM , REXHFEN., AFMNRRERTSRHIEREN AL2
ERIAEATE ( owner=root , group=root , fUEATFEE ) . read/write A T REIERTEFEH

M5

[ec2-user certs]$ sudo chown root:root custom.crt
[ec2-user certs]$ sudo chmod 600 custom.crt
[ec2-user certs]$ 1s -al custom.crt

XEWTRERNTER,

-IrwW------- root root custom.crt

RENER XA RA T (FIEE=R, A=1R., AAEETNUEA, ATRW, EAAGHER
), UTROIERTEEANGT.

FF SSL/TLS BEE AL2 116




Amazon Linux 2 AriEE

[ec2-user certs]$ sudo chown root:root intermediate.crt
[ec2-user certs]$ sudo chmod 644 intermediate.crt
[ec2-user certs]$ 1ls -al intermediate.crt

XEWTRERNTER,

-rw-r--r-- root root intermediate.crt

6. A THIE CSR WABEZFHAMIE /etc/pki/tls/private/ B XM,

® Note

TEIZMAENBENRH LEF EC2 £l , BERERE. RARNITEREASITEN
M EC2 £ EHF —ANXARRESR (B2, vi. nano RiEEXR ) , RAEEXFEZEE
FHKME AR, £ EC2 K6l LHITIXLERER |, BFEER [sudo] R, X# , —B
BEMNRERERE , BRI ES, BEFE/NMMRE , FEEEF AR INEMTS
ROTHIUEFALSRERAR.

f£/etc/pki/tls/privateBZRAE , FAUTHSRIEXHMEN,. AFNRREERESSE
P& H AL2 BRINEABPCEL ( owner=root , group=root , fCEBA FFIEH ) . read/write

[ec2-user private]$ sudo chown root:root custom.key
[ec2-user private]$ sudo chmod 600 custom.key
[ec2-user private]$ 1s -al custom.key

XERTRERNTER,

-IW------- root root custom.key
7. Y% /etc/httpd/conf.d/ssl.conf LA BRIGHYFTIEP F B 4A X4

a. 7t Apache #J SSLCertificateFile IETH R CA LR TV PHBENXHE

SSLCertificateFile /etc/pki/tls/certs/custom.crt

b. MREWE—ANPENEBXXH (LLRBIFHN intermediate.crt ) , A Apache KV
SSLCACertificateFile EFREHBREN KA !
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SSLCACertificateFile /etc/pki/tls/certs/intermediate.crt

@ Note

BEHFEYIEBF B ELED CAs EHE - HFH , AEEVEFER
ZSSLCACertificateFilefs v, BHEWERN CA BHMIEH,

c. £ Apache B9 SSLCertificateKeyFile ETHEELERANBENIHE ( EZRH
F7 custom.key ) :

SSLCertificateKeyFile /etc/pki/tls/private/custom.key

8. {R&1F /etc/httpd/conf.d/ssl.conf H#EF Apache,

[ec2-user ~]$ sudo systemctl restart httpd

9. BN URL =B AT A https:// BIRMNEE RN AEN RS 2R, LATR K27 MEY
HTTPS bn# st 5T A &7~ £ 5F iR

HB 3 MNHANBILRZERE

ETLS IREALNTFRAE , MMRHESSFRLEM, FATELRS (0 Qualys SSL Labs , RS
ANEHLLREHRITRBRNELES N ) UTBRMHBITIRE, BELR , BV UREBI R FZEZHH
W, BENZEBNERNBERBILRINZLEE, BXEZEE , B3 Qualys lIAALAXNEKTE

/A Important
KM AX RS HRNLZEMFRER, PEREFRAESBENRERANBEER. B
TRUNRZENRATMBCAMNBEMHT XD At ERZETHEN T REFNRSHFE
ERGERLAADH,

£ Qualys SSL Labs W= £ , 55 www.example.com XM ARS /N TLREFE. IF o
fa , BRWBEEE[ITR (M AEF) MERNFAEE. TRLETIREESHIA Apache Bl EHE
BHEABERIA Cert AL2 bot IE HHY M IR o
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https://www.ssllabs.com/ssltest/analyze.html
https://github.com/ssllabs/research/wiki/SSL-Server-Rating-Guide
https://github.com/ssllabs/research/wiki/SSL-Server-Rating-Guide
https://www.ssllabs.com/ssltest/analyze.html
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BEAiF B
EF 100%
NS ZE 95%
A TR 70%
R EL Y 90%

SRR EEEREEEARER  BHAREIFC TILNEENRE (EHLRFEERRFSL )

X ZRER AR LR/ IFEM L RC4 Bih, ZBEEMBEENHFRK L. RCAZ—MATINE TLS
BHERHRREZD , XFEAH , ER/LNENER. RIFEEERIEAZFIEMRRKESE &N , NE
RZEZE,

X XFIA TLS frAs. ZEEXFFTLS1.0( EFA ) MTLS1.1 (EFEFA ) . M 2018 7 , NE
WHEMA TLS 1.2,

X TREXFOERENE, QEREER—MEENE , EEAMMEERAREN G S EZARIT
&, XEKE , EXEP , WHELTEME HTTPS HIE , BMEMI1AE Web RSBV EKHRER
o

4 1E TLS Bl E H AL REA
1. EXARRESFHITHF /etc/httpd/conf.d/ssl.conf BEX M4 , HELUTITHIF K8 A“# LA
AREZIT,
#SSLProtocol all -SSLv3

2. BMETES:

#SSLProtocol all -SSLv3
SSLProtocol -SSLv2 -SSLv3 -TLSvl -TLSv1l.1l +TLSvl.2

ZESENEER SSL WA 2 M 3 LUK TLS M 1.0 M 1.1, I#E , RS[IELEZEHER TLS
1.2 BANEMPUNEFEF w2 BN NZEE, BESPNNKXFEBTE MO ARREEHRN KRS
SRECEM AR,
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http://www.imperva.com/docs/hii_attacking_ssl_when_using_rc4.pdf
http://www.imperva.com/docs/hii_attacking_ssl_when_using_rc4.pdf
https://en.wikipedia.org/wiki/Forward_secrecy
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® Note
LAtk NEE A TLS 1.0 1 1.1 AR ATBE LE — /N EB 3 3 BT HY Web 31 55 25 17 7] 48 9 P 5

BRATFNEBIIR
1. 1& /etc/httpd/conf.d/ssl.conf BEEXHH , #E|EE SSLCipherSuite IETHERS |
HBESEIHETHIF LR A RKIEREZIT,
#SSLCipherSuite HIGH:MEDIUM: !aNULL:!MD5

2. BEESANEEBEN  HEEZFBINFUALEEAOTREEABETLZENEB, LLERN
SSLCipherSuite ¥ ETF Mozilla SSL BlE A KM , ZERBRIBRS SR LETHEE
BRHUHEEHTLSEE, g%, BIFEAUTHSHMETE Apache 1 OpenSSL kR4,

[ec2-user ~]$ yum list installed | grep httpd

[ec2-user ~]$ yum list installed | grep openssl

Flan | MRIREKEERE Apache 2.4.34 1 OpenSSL 1.0.2 , RIVFEMASIERKEEF. MRE
RN FAMER | XFHE—% SSLCipherSuite }Em , BRZESTHN LM , B
MERATARZHNEEE, MRENFH4TZHFIREE , WAUAEFRRER I EF A EEE

SSLCipherSuite ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-GCM-SHA384: ECDHE-
ECDSA-CHACHA20-POLY1305:

ECDHE-RSA-CHACHA20-POLY1305: ECDHE-ECDSA-AES128-GCM-SHA256 : ECDHE-RSA-AES128-GCM-
SHA256:
ECDHE-ECDSA-AES256-SHA384:ECDHE-RSA-AES256-SHA384 : ECDHE-ECDSA-AES128-SHA256 : ECDHE -
RSA-AES128-SHA256

REMZRBEHARITE ECDHE , B & Elliptic Curve Diffie-Hellman Ephemeral 4 E., Ri&
ephemeral &R @ 81 {R 2 Mo lllxﬁlﬁ a, XEFBAXZREF. RC4

BUEERZBNARIIR  MARKBTREFSTRANRINERERES.

FERNIESESR /etc/httpd/conf.d/ssl.conf /i,
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® Note

LA R FEREEFIETERAILT , BEEHER /etc/httpd/conf.d/ssl.conf &,
ZESTHAUT—TH , HEEBEMZBARE-—1ES (XZK ).

3. &fE , BIMERUTITI LN Y RBUER ZITHER,
#SSLHonorCipherOrder on

ZETRFRSH/ALCAFBRSNED , 8 (EEZ~HP ) IFAREENEZED. BAL
ETE BRSHRSEERIATHNREMRENEZB  ZHELSEREMNEE,

ERRXFENLRRE , NEXRES /etc/httpd/conf.d/ssl.conf HEFE3h Apache,

WRIEFE Qualys SSL Labs EBRMIAZEE , BNZLEE RCA RENMEMESSHEKX , HENOT
FiRo

B A
iE$ 100%
NSRS 100%
R 90%
#7558 E 90%

TESIXEH OpenSSL BY , 5| AFTHZBHBIBRI BEBHXF. REEH EC2 AL2 K4 up-to-
date , EEXKHE OpenSSL L2 nE , HEBEARFEA LEXHZLRANERE.

B HERR
- BRIERMAZE , FNIEKM Apache Web [RE BT B3N

MRERETZEBRFVNEBNLBRSRHFR , RMHITA.
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BADMNEZERPRBRNBNZBER, RIRERAEZRHEE —MHN custom. key HWINZENFAE
RSA Z4f , A Bt ZE4 L BB R abcde12345 , NIXY EC2 AT T an & ATE B BARI K
NERRAR

[ec2-user ~]$ cd /etc/pki/tls/private/

[ec2-user private]$ sudo cp custom.key custom.key.bak

[ec2-user privatel]$ sudo openssl rsa -in custom.key -passin pass:abcdel2345 -out
custom. key.nocrypt

[ec2-user private]$ sudo mv custom.key.nocrypt custom.key

[ec2-user private]$ sudo chown root:root custom.key

[ec2-user private]$ sudo chmod 600 custom.key

[ec2-user private]$ sudo systemctl restart httpd

Apache ME BT R iZF 2R RIERHFE,
« RFEIZE1T sudo yum install -y mod_ss| Bt Z T £EiR.

N SSL ZEMEMNEFEN , BUELEIEUTRAERLNEIR,

Error: httpd24-tools conflicts with httpd-tools-2.2.34-1.16.amznl.x86_64
Error: httpd24 conflicts with httpd-2.2.34-1.16.amznl.x86_64

XBEEWREEZN EC2 KRBT AL2, FHEERRXZIFNE T AL2 AMI # I ZRISEHI,

2 £ L &% WordPress % AL2

LTS BEE AL2 X6 ERE, BEEMERF WordPress %, Z!K%I*"?E!l%iﬂzﬁ 47 W fE A
Amazon EC2 , AN B LT 212 FIFEE WordPress 1% #H Web RS 8 , XEESREERSHHAE
o

BAREHBRUEBHANEHNRFSBLEF L2 T. I TAFES Web REFEREEEXREN BN LE
EESM WordPress &% , i CloudFormation ARt 7 — /N AT AR BY S RIE A THY WordPressi&

o BXEZEE , IS MAWS CloudFormation AAFEEHHA]. MREEEEGIEREENS
AAMBRAR , BSRATAAREETHNHES M WordPress M5, AWS Elastic Beanstalk

/A Important

XERBFEEES—EBERH AL2, BXEMEATRANEZEE | ESREEARR, AHEH
HRZ LTI Ubuntu SEHIHFERH. BxTE Ubuntu 3E4I WordPress EZEWNEE | BSH
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Ubuntu X #5WordPressH iy, ¥Rt 7] LAfE A CodeDeploy#E Y &3 Linux, macOS =k Unix &
& EEREES

« &% WordPress
- FELR

- #Bh ! RHNE DNS BMREF XS BANEERER

FTRGFZM

AHBBRECEKRBINFAESRE 7T — N AL2 R4 |, ZRSEFXHFT PHP FMHKIEE (MySQL
= MariaDB ) , %R 852 4F PHP M#IEE ( MySQL = MariaDB ) . #i2 : £ E %% LAMP R%E5
ALRHBENBTEHBERSHAUAY HTTP M HTTPS REMNSE , URATHERHN Web RS ER
RENXHENRHLNT R, BXARLEARNANNEE , BSHE@Z S ERMAN,

AR RV WEORF R P ik (EIP) XEXEA THEE WordPress & HIRA], X R EHLEERISKHIRY
78 DNS it EXMF BN LR, MREE-NEB AT EFEATENESE  NTERMZHEHN
DNS 8% , fEEIEMER EIP it (NFHE , BERREHEHRIEMRE), ETUARTR—1 EIP it
BEFEETHXRGEXE. BXEZEELE , 55 KR (Amazon EC2 FiFiER) VR IP ik,

MBEWEELREESR , MR A Route 53 STt — M B H[FEMEFH EIP it 5& 115 & <
B, BXEZELR , HZS 1 Amazon Route 53 FF X A RIS F Y H Amazon Route 53 JEMHE A o

# % WordPress

%I : A Automation TER AN TR

E#EH AWS Systems Manager Bal{t M A RUTESRKRERNARHKE |, H21TEHII{L T,
EEEEHRH , AR T WordPress £ S,

THHMRESR WordPress B8

1. FEAwgetin B FEHRFH WordPress R 8. AT RHRASTREIRA.

[ec2-user ~]$ wget https://wordpress.org/latest.tar.gz
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https://help.ubuntu.com/community/WordPress
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2. BMEABEEREY. RRXHFREETEN wordpress BIXXH R,

[ec2-user ~]$ tar -xzf latest.tar.gz

HIEH) WordPress Z 3|2 ¥R ER P MR E

&HY WordPress Z X R ERBENENAF TCEERFRELRERFT, KIEFBELEACHE
FRERE , AR - NMERERZBEENEEFFEEREFIZBEFNAF,

1. BIBEFERS SR,

[ec2-user ~]$ sudo systemctl start mariadb

2. Blroot AFSMBERBEERS R ERERTHBMALHEIERE root B3 , ©HRESEMN
root REEBFRE ; MREEREGENBIREERSHZNE , eEETRERZEMN,

MRBEHREENBIEERSSEME |, MATRITXIIRE, BXEZEER , BZH R
MariaDB AR5 85 (AL2).

[ec2-user ~]$ mysql -u root -p

3. NEHK MySQL BIEFEQIEZAFMER, 8 WordPressZREHEAX EESEN MySQL HiEE#
TERE,

BRAGHAFOEBEDL, BAELNFRHEALSSZEN (), BAXRHMEIENSS,
EFNEEEANRED , ARRNIBEBREELENNVE,

MALT@®S , LBRE—NAFENEDG,

CREATE USER 'wordpress-user'@'localhost' IDENTIFIED BY 'your_strong_password';

4. BIBHHEE. NBREERR-IPEEUNHERERF , flW wordpress-db,

(@ Note
UTaSHBEFEMMULNIIRNSHAREIS. EMERE L, k515 () BEFEL
T Tab B EH, ATERFEREIS , BEREMNATEEREEAMPEREMBIIEE
FHR, FIIEFF.
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CREATE DATABASE ‘wordpress-db’;

5. MZEIBIER WordPress A F B FHIBENTENR,

GRANT ALL PRIVILEGES ON “wordpress-db’ .* TO "wordpress-user"@"localhost";

6. RIFBIEBENRUESZEFIAEE R,

FLUSH PRIVILEGES;

7. EH mysql B,

exit

B2 M4 wp-config.php L4

WordPress 2 X 4RI EE N RHIEE X Hwp-config-sample.php. EALERF |, BFEH
W HRITRELVEAENESREE,

1. $¥ wp-config-sample.php XHEHIHN—1E N wp-config.php BIXHF. XEFEMSBNETH
BREXHHNRENTHEREXHFREREENRZD

[ec2-user ~]$ cp wordpress/wp-config-sample.php wordpress/wp-config.php

2. RABERMNAYgmESS (20 nano = vim ) 4538 wp-config.php XHHHAEA TEHNZ RN
B, MRSEEANXARES , nano LRESHWFEEA,

[ec2-user ~]$ nano wordpress/wp-config.php

a. BIKEN DB_NAME 91T HFF database_name_here BN IRTE Step 4 B9 FIEH
WordPress R8I 2 EIEER - MBEE PR BIEESR .

define('DB_NAME', 'wordpress-db');

b. Z#E X DB_USER WI{THIF username_here EH NG Step 3 B NEH WordPress &
ROERIEERAFABEE PRIENBIEERF.

£ %% WordPress &% AL2 125



Amazon Linux 2 AriEE

define('DB_USER', 'wordpress-user');

c. EHEN DB_PASSWORD HI1TH ¥ password_here ER R IERTE Step 3 9 HIEH
WordPress Z3x I 2 EIEE A~ MBIEE FRIBAIEERE,

define( 'DB_PASSWORD', 'your_strong_password');

d. EB N Authentication Unique Keys and Salts F9—77, XLEKEYRMISALTENR
WordPress i P72 At 1T E AL LRI Y88 Cookie BRI T —FEME, EMmEZ , wk
BN ERFEERN R E LS, 1 https://api.wordpress, org/secret-key/1.1/salt/ LABEHL 4
R—AZAE , BULLGEES H M Elwp-config. phpXHH, ERMIIAZT| PUTTY £
i, BEAGREESEME AR | HE PUTTY KigA AR E T EIR.

BEXRLZ2RPMEZELR , 1§59 https://wordpress, org/support/article/editing-wp-config-
php/#security-keys.

@ Note
UTERBERS ; B2EAUTERTEE,

define('AUTH_KEY', " #USS+[RXN8:bA-L @(WU_+ c+WFkI~c]o]-bHw+)/
Aj[wTwSiZ<Qb[mghEXcRh-");

define('SECURE_AUTH_KEY', 'Zsz._P=1/|y.Lq)XjlkwS1y5NJI76E6E].AVOpCKZZB, *~*r ?
60P$eJT@; +(ndLg');

define('LOGGED_IN_KEY', 'julgwre3V*+8f_zOWf?{L1GsQ]Ye@2Ih",8x>)Y [;( [Iw]Pi
+L G#A4R?7N"YB3');

define( '"NONCE_KEY', 'P(g62HeZxEes [LnI*i=H, [XwKOI&[2s [ :?ON}VIM%?;v2v]v+;
+79eXUahg@: :Cj');

define( 'AUTH_SALT', "C$DpB4H[IK:?{ql "sRVa:{:7yShy(9A@5wg+ JIVblfk%_-

Bx*M4(qc[Qg%IT!h');
define('SECURE_AUTH_SALT', 'd!uRu#}+q#{f$Z?Z9uFPG.${+S{n~1M&%@~gl>U>NV<zpD-@2-
Es7Q10-bp28EKv');

define('LOGGED_IN_SALT', ';j{00P*owZf )kVD+FVLn-~ >. |Y%SUg4#I"*LVd9QeZ &XmK |
e(76miC+&W&+"0P/"');
define('NONCE_SALT', '-97r*V/cgxLmp?Zy4zUU4r99QQ_rGs2LTd%P; |

_eltS)8 B/, .6[=UK<J_y9?IWG");

e. WREXMHFHBREHNXAEESR.
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fF WordPress X & %7 Apache X#4iRBE x T

U , BEKMERTREXHR , 21T MySQL BIBEMAF , #FBENXT WordPress Bt
BEXH , BETRBRALLERZEHESE Web REF[XEBERT , IERAMUETERNRE
WEZEMART, XEXHHMNEBRTELEFLE WordPress BEE Web IRSSE5HISEBRE B
( Bl#my.public.dns.amazonaws.com) FAA , ERERBEFTHFB R XHFX (4
Wimy.public.dns.amazonaws.com/blog ) H T A,
R WordPress BEEX IR B X Ti21T , BROTARES wordpress Z&E B ZFHWAR (B
FTREFRAEXE) :

[ec2-user ~]$ cp -r wordpress/* /vaxr/www/html/

2R WordPress EEXHBBE R THEABERPIET , FEUEZBER , AEHX4EHF
ZB %, EHRHIF , WordPressFIMELT B Fiz1Tblog :

[ec2-user ~]$ mkdir /var/www/html/blog
[ec2-user ~]$ cp -r wordpress/* /vaxr/www/html/blog/

/A Important
HTFZ2RRA , MRERTEILEH AT —NIRE , BB 1E Apache Web ARS8
(httpd). FHREBE Apache XHRBERXRTE , WordPress ZEMAFRZ R , R
Apache Web R EFIEEIEIT , WTE UEESQHRIEMNIEE, EL 1L Apache Web ARS8 |
B AT sudo systemctl stop httpd, MREENFHREZI T —NER , MFRFEELIE Apache
Web B85

oI WordPress i 7k X §E1E

WordPress kK A 42 EE A Apache .htaccess XHFEEEE T4 , ER Amazon Linux EERIATFR
BRALLIhEE, FRERET AU Apache X4 E RHMAMEEE.

1. FREERNXAREES (0 vim % nano ) 7 httpd. conf X, MREEERANXERRE
&% , nano LBEEHMFEMER,

[ec2-user ~]$ sudo vim /etc/httpd/conf/httpd.conf

2. ¥EILL <Directory "/var/www/html"> FFLE9E5
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<Directory "/var/www/html">
#
Possible values for the Options directive are "None", "All",
or any combination of:
Indexes Includes FollowSymLinks SymLinksifOwnerMatch ExecCGI MultiViews

#

#

#

#

# Note that "MultiViews" must be named *explicitly* --- "Options All"
# doesn't give it to you.
#
#
#
#
#

The Options directive is both complicated and important. Please see
http://httpd.apache.org/docs/2.4/mod/core.html#options
for more information.

Options Indexes FollowSymLinks

#

# AllowOverride controls what directives may be placed in .htaccess files.
# It can be "AILl", "None", or any combination of the keywords:

# Options FileInfo AuthConfig Limit

#

AllowOverride None

#
# Controls who can get stuff from this server.
#
Require all granted
</Directory>

3. U LZIH PR AllowOverride None 72X iEEL AllowOverride All,

(® Note
WX HFREZA AllowOverride 1T ; HHRER <Directory "/var/www/html">
& T,

AllowOverride All

4. REXHFBRHXARER.
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B2 L% PHP BELEE AL2

PHP By GD FER T RSB &, MREFERNFEENRERGR , FRRLE. £REK phpMyAdmin
HYRRAS AT RE TR B UL FE V4 E B RARAS ( Blan , 7.2 /R ) o

FRAUTHSELRE PHP RZLEE AL2, fit | NREELLE LAMP #iefL2% T php7.2 , N
SR L% PHP B4 BERN 7.2 lR. amazon-linux-extras

[ec2-user ~]$ sudo yum install php-gd
ERIFLENRE , EEAUTHS :
[ec2-user ~]$ sudo yum list installed php-gd
THEHRRHIH S
php-gd.x86_64 7.2.30-1.amzn2 @amzn2extra-php7.2

1&& Apache Web AR5 E5HY X4 X R

YR LT A Zh 88 WordPress B EXS Apache XHEHIRE REABANR (flBES “EBE” RE L&A
WK ) , MREERXBEM , ENAUATHARNIBERMNE (FRPHE £ LZE LAMP 5 E
AL2) o

1. ¥ /var/www RERABHXHRENER T apache AF,

[ec2-user ~]$ sudo chown -R apache /var/www

2. ¥ /var/www RERABHNAFMBENIRF apache 4,

[ec2-user ~]$ sudo chgrp -R apache /var/www

3. EMH /var/www REFEHFZWBEZNERE , UWRIMABANRBEREERRKRFEFZFLEWAE ID,

[ec2-user ~]$ sudo chmod 2775 /var/www
[ec2-user ~]$ find /var/www -type d -exec sudo chmod 2775 {3} \;

4. BEFAMEHR /var/www K& EHF B FHHR,

[ec2-user ~]$ find /var/www -type f -exec sudo chmod 0644 {} \;
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® Note

MR BEITE R WordPress 1€ FTP kS5 8s , NEEEHAHTERMWEHERE, BE
EHMBITBRMEZEIRE WordPressEASE K LR 1E.

5. EJ3 Apache Web BR% 88 |, LA M REERK

[ec2-user ~]$ sudo systemctl restart httpd

£z 1T WordPress R A AL2
FERRIFHITRE WordPress, BFEAMNGSERTRAERS., KIBEFH@STAT AL2,
1. fEH systemctl T HHER httpd MBEERSEBRXREBIN B,
[ec2-user ~]$ sudo systemctl enable httpd && sudo systemctl enable mariadb
2. RiUEBEERSHFREBEREIET.

[ec2-user ~]$ sudo systemctl status mariadb

MRBFEERS KRBT , BRI,

[ec2-user ~]$ sudo systemctl start mariadb

3. KFEH Apache Web fRS8% (httpd) EEE1T.

[ec2-user ~]$ sudo systemctl status httpd

MR httpd RSB KETT , BB

[ec2-user ~]$ sudo systemctl start httpd

4. 1E Web ¥E2F+ , A WordPress &K URL ( ELREHEHIEN/NE DNS it , ELARZ
it FBRblogX#HR ) . BRIZAEEF WordPress ZREEMIA, 12 WordPress ZEEFIEMNE
Bo BEERE WordPressMATER R, BXEZER , 152 WordPress Wt EFIR 5 : 1517
TR,
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IEEEA

Mt 5E WordPress &5 , JUEEEHRHEEE.,
FREENER

MBEE—NEEH EC2 SEHIMY EIP it B ER , N NHENEEREENFERZEREMAR EC2
N5 DNS titit, BXEZER |, FSREXMUE LR WordPress Muh URL,

BELNEE

FBA RSN BERENEATRNEIINE T , AOENREREEEMCHER. BR , B
ZRUBRARESRSE , NTISBEEXENENMER, BABNWEEEZRZREAETELE R 20T ,
N IEH KRB 8] — D& Amazon Machine Image (AMI) , SAMEE RS2 H HIE MR BET |, £E 7]
DERRENEE, BXRELZER , BSHUEB 2K AMI,

b YIS
WRIER WordPress BREMNKMBZIRID  FHEFEESHNITER IR FMER , FERUATIER

« NPT BE#EZE., BEXEZELE , 5% (Amazon EBS AAF#E®) HH Amazon EBS 3#4%
%,

- FFEH MySQL BIEER I E Amazon RDS LA RS BB AT B IhAE,

1RE BB MR ERY R 4 aE

MEHELNBEERSIERZAFHNRE , HER AWS Global Accelerator, Global Accelerator
BEXEAFNEFHIEEFETH WordPress AR Z BN ERMTEMEE |, #BEBREKIER
AWS, Global Accelerator fEFAAWS £k EFRES|ISEERE A IRKIEN AWS KB HIZ1TRHFH
MARFLRT R

T ¥ %X T WordPress

BXREE WordPress , 525 WordPress Codex #BIX#4 , Mk A http://codex.wordpress.org/o

BXRLEREBENESRFER  BEHAELLZERE,

BXEST WordPress BEZEMMNEER |, 55 {t WordPress,

BXRE WordPress &M E LR up-to-date , FSFIE#H WordPress,
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https://wordpress.org/support/article/changing-the-site-url/
https://wordpress.org/themes/
https://wordpress.org/plugins/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html#creating-an-ami
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-modify-volume.html
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http://codex.wordpress.org/
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https://wordpress.org/support/article/hardening-wordpress/
https://wordpress.org/support/article/updating-wordpress/
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B | MW LHE DNS BEMREERS RN BERR

&9 WordPress R 2 RS EC2 EHIA/A%E DNS it BB BN, MREFLEHEZSEH , 2
5 DNS it R 4EER BRIFTSHME IP bt MxEK) , HBEENBERFT2BET , ANENEER
SIRTABREENI (REFELE S — EC2 EHItbut) EMEIR, Foih =2 URL F#EELAR T (9
B E MR LI AT BER R R 5 R

WS WordPress TR XA T XMER , WA ESU TS RIREERE | ZIEFERAwWp-cliti TTR
H WordPress,

EF HE QISR WordPress 51k wp-cli

1. fEM SSHE&EIER EC2 R4,

2. BHICTEMSEFIR IS URL M A URL, R%6T |, IHMh A URL R AJER G/ EC2 SEHIRY 2
5 DNS & #r WordPress, #its URL 228 EC2 S=4I8 X4 B1/0H DNS Z#r, MR EBFRHBEIH
WR URL 244, MA@ TasSER curl RERE.

[ec2-user ~]$ curl localhost | grep wp-content

BRZEEREPEINENIELE DNS BMHEIA , TR (IHWK URL ALEKRT)

<script type='text/javascript' src='http://ec2-52-8-139-223.us-
west-1.compute.amazonaws.com/wp-content/themes/twentyfifteen/js/functions.js?
ver=20150330'></script>

3. FEAMUTHESTE wp-clio

[ec2-user ~]$ curl -0 https://raw.githubusexrcontent.com/wp-cli/builds/gh-pages/
phar/wp-cli.phar

4. FERAUT@TERAER WordPress ZEFHIHIE R URL. A#F AR URL BH#RER EC2 3541
M WordPress Z2KZE ( BE N o /var/www/html r/var/www/html/blog ) .

[ec2-user ~]$ php wp-cli.phar search-replace ‘old _site_url' 'new_site_url' --path=/
path/to/wordpress/installation --skip-columns=guid

5. 1 Web &S+ , ¥ A WordPress BHEMNFMIL URL , LRI ZMIEREBMEEEZT, IR
TR, BSHAERHR URL MENLZERB THRESZEER,
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EN S EC2 2/MERA 5 Linux 2

AL2 BBRBRHRALERBTNBRR[ETHHERIET,

BR T B$7 Amazon EC2 Liz{Tzoh , AL2 B AT BUMERN E L ZE FHLETT,

(® Note
AL2 BB ELE TR T AL2023,
IR RIS AL2023 , BESSLEFERELLE EC2 2 AMEA T 5 Linux 2023 , HAZEHEE LA
FHEEZFA AL2023,

EA M AL2 EREENLIE 1T

5 AL2 B (VM) BREGF TTARBF ZMNiK. RIMNAENZEN AL2 ELLEESREEHTEMNER
PR, A LATE Amazon Linux 2 ERHRGTTHEE X FNFEA X,

N AL REWMBESZFNERMLEAZ—BEER , BIRITHUTERE
- ST HFE seed.iso BB

- HE2: THAL2 ERHESG

- SR 3 BEnEESIF VM

S’ 1 HER seed.iso B E
seed.iso BHMGIERIFELVAIENNKBREEESE , UNKEE. EVBMNAHPEE.

(® Note
seed.iso BEMREREERS VM AIENERERFS. ETEBHE AL2 BERSE XK.

E4 R seed.iso BaRG , EERMEE XN :

« meta-data- LtXHEE VM WEHNBHNBESMNERE,

- user-data- WXHBEERAFKF , AEEEHZE, ZHAXNURFRYE . BRINVERT , AL2 E#l
MG L0IE —Pec2-user B, , EH user-data BEXHREEINAA KN R,
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B2 seed.iso BaE

1. BIEZ—1NE AN seedconfig WFTXHRHSMBZ MK,
2. BJZ meta-data BB XH-

a. PIEL N meta-data W4,
b. FEHABEILRIEESITI meta-data X4, HHMUTAHE,

local-hostname: vm_hostname
# eth® is the default network interface enabled in the image. You can configure
static network settings with an entry like the following.
network-interfaces: |
auto etho
iface eth@ inet static
address 192.168.1.10
network 192.168.1.0
netmask 255.255.255.0
broadcast 192.168.1.255
gateway 192.168.1.254

vm_hostname BN EEZFNELVENS , HIEBEEEREMKIRE,
c. RTEHXI meta-data BELiE S,

AR meta-data BEEXH ( AFIEE VM £#H1¥E (amazonlinux.onprem) . EEERIAN
Z#EO (etho) HAMENMBRBIETEHS IP ik ) |, S H =6 Seed.iso 3.

3. BIE user-data BEX .

a. BIEBE RN user-data WS4,
b. FEHABEIEREESITIT user-data X4 , A HMUTAHAE,

#cloud-config
#vim:syntax=yaml
users:
# A user by the name ‘ec2-user’ is created in the image by default.
- default
chpasswd:
list: |
ec2-user:plain_text_password
# In the above line, do not add any spaces after 'ec2-user:'.
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plain_text_passwordERENRIAec2-user APk FIERNZEER,

c. (HE)BANERT , VM 8RBT , cloud-init BBRNAMNBZRE. RIMATHE , WU
Ik cloud-init #ER BRI EHMNAMEIRE , HREEREHHENANMNERE,

# NOTE: Cloud-init applies network settings on every boot by default. To retain
network settings
# from first boot, add the following ‘write_files’ section:
write_files:
- path: /etc/cloud/cloud.cfg.d/80_disable_network_after_firstboot.cfg
content: |
# Disable network configuration after first boot
network:
config: disabled

d. ®RIEHXM user-data B& 4,

AN tZEMAFR K HiEEREFRNG., BHANREART. BXSZERESHNESER | 55
FiERSE, BXRUB=ANEMAFP FANERIA user-data AFKFIEEBEE N ZBWRE] ec2-
user X# , BZ R R Seed.iso X4,

4. fEM seed.iso # meta-data BLiE MBI user-data BRI,

¥¥F Linux , IEEAZELL genisoimage WL E, $MZE seedconfig X#HX , HETUAT@H,

$ genisoimage -output seed.iso -volid cidata -joliet -rock user-data meta-data

FF macOS , EFEAZEML hdiutil W TE, M seedconfig XHRFLSM—K , BTUTH

PN
T o

$ hdiutil makehybrid -o seed.iso -hfs -joliet -iso -default-volume-name cidata
seedconfig/

FBR 2 TH AL2 ERHR G

BNABNIEN AL2 Bt E A RETENELYIRG, BUUEEXENERYEK , HE
Amazon Linux 2 B ETTHE P AFTIEFE A FTEI N VM BR&,
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SR 3 BRI FAEEIF VM

ERFEEINEOIFELN , B4 Bseed. isoBNRE (DR 1 FOIE ) T AL2 EHIHLAR
& (ELZR2HPTH) . EASIREACEEN VM FEMR,

VMware vSphere

B E LA VMware B EL OVF iR &,

A VMware vSphere Bz E #141

1.

2
3.
4

N seed.iso XHBIEFHBIESME , IREBMBTENREFEFED.
I8E OVF iRk , BT BEE.
£ Navigator (Sn28) HRH , ARETHELYL , A/FEE Edit Settings (REIRIE).

£ Virtual Hardware (BEEME#) £ L , 3 New device (¥11% %) i&# CD/DVD Drive (CD/
DVD Wzh88) , AREIEEFE Add (7F).

T “##E CD/DVD W3h&R" , &8 “BIEEFM SO XM, 1EEFRF seed. iso XHRMEIHEK
EEeE , NERHER seed. iso X, RFERE OK (BE).

X F “#E CD/DVD WzhE” |, ##F Connect , ARBEIF “BE",

ERBEFEEEDIXRERG , BN1ZEB 5 SZEU.

KVM

£ KVM 5| S E L

1.
2.
3.

$TFF Create new VM (B2 BV E M) @5,
FFLSE 1, %8 Import existing disk image (5 AT E W REZRR)o

FNFLE 2, NEBHEFEOVREGE, T OS type ( BERSLER ) M Version ( BrA)
7 5ll3%#8 Linux # Red Hat Enterprise Linux 7.0,

ELRIF , IEE CPUSEFANANFENRE.,

FWFLE] 4, mAFTELNEER , RF1EE Customize configuration before install (Z %81 B
ENEE) , AF%FF Finish (EHK).

FEELIAE Configuration (BLE) B O , %&#F Add Hardware (7 NEEH),

£ Add New Virtual Hardware (R IN#ETHYE SUE4E) B O |, 1%3% Storage (£1#).

£ Storage configuration (TF&BLE) #F , 1%E$F Select or create custom storage (1E£ZF £
BEENFMH). XTF Device type (8% EH) , i£# CDROM device (CDROM & &), &#
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9.

Manage (B3) , 1% Browse Local (X 54 #) , ARG SMEIHIERE seed. iso X, EF
Finish,

%% Begin Installation (FFIA &%),

Oracle VirtualBox

£ Oracle BaIE#\#L VirtualBox

1.
2.

¥TFF Oracle VirtualBox FikiR#HHEE,

XF Name ( B ) , MAERBYABERMER , T Type (K& ) M Version ( xAE&) , 2
B3 Linux 1 Red Hat (64-bit) ( Red Hat ( 64 i ) ) » 4% Continue (#££),

XNTAFERD , BEEEIREELNNAETRE | REERRRE,
XTEE  ARERNAEMERE XN | R ATFELDREG , REEFCE,
HEEHELH ], BLTEELANEB TP seed. iso X4 :

a. EBHHERL , &R Settings (IREB) , AT Storage (F£1%)-
b. HEFEMEZINIRSD , EEFIES: IDE TIEZBEZE=MHIK,

c. TEXIM Attributes (B 1) Bho R , EERXKZ4 , %4F Choose Virtual Optical Disk File
QEBRERAAXZ M) , AFIER seed.iso X, EEBRE , UBMAERHXAERE",

FERF seed.iso XHRMBIEL KRG , BRIZEED B3 ZELL,
Microsoft Hyper-V

Microsoft Hyper-V BV EE\NIBRGE 4 1 — zip X, BATIRENZ zip XHHWR B,

£ Microsoft Hyper-V 5| S E#14]1

1.

2
3.
4

6.

HAFEELNE S,
ERRIEERNRA | 1%£3F Generation 1 (F—1X),
IR REE B MEEB ST , N Connection (E#E) #%4% External (943F).

ERRGEEELERR | 3 Use an existing virtual hard disk (E M EWEIER) |, %&#&
Browse (X 1) , AR SMEBI HIEFELYVIEREG, %= Finish (FER) ARIEE LY,

EREGFELAN , AEIEEE Settings (IRE). 7 Settings (X&) EOF , 7 IDE Controller 1
(IDE #2438 1) FE%$% DVD Drive (DVD B E8).

XF DVD Bzh85 , % Image file (BRESLHF) , RER TR H1%EEF seed. iso X,
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7. NAERHBIEL,

EVMBaE , AT user-data IEXHHEMWAFRKF 2 — 8%, BERE—XREBEFRZE , B
A LA seed.iso BEIMEE VM HERE,
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12 %3] Amazon Linux SE45|F1RR A

BB T ERIER SRS SEHIE T B Linux KITIREREMRATEEIEEEE, Amazon Linux 124t 748
NMENEREESEM Linux RITRX 2T , HIRBIBRG&FTE B Amazon Linux & hRAR,

XN BUANRESEE. SMNNERYE , HES —LERRABTRA,
FH3
« {£ os-release triAE

« Amazon Linux %8 X4
j:m'T/’E%\/JL*\A/mIJ/T@MtE%

£/ os-release ¥r/ff

Amazon Linux B A FiR 3 Linux KITHRH os-release i, ZXHFRERX TFIRERSEIFBFR
ZIK1E SN EIJ *ﬂ:%g—.h—*ﬂzu /Sho

(® Note

ZARENEE EEWBENT /etc/os-Trelease , EIXR /usr/lib/os-release, RiFE&
BERXXH BB ERNRE,

£

- XBRRER

o FERERA : HlERANES AKAE
- /etclos-release R4l

- BEEMRITRAVER

KBIAFER

os-release U F /etc/os-release , MRZMEFREHE , M{LF /usr/lib/os-release. &
BEBFEEN os-release i,

HESZHIREIZ1T Amazon Linux RAISEMN G ERKE os-release AW ID FE,

/etc/os-release 139


https://www.freedesktop.org/software/systemd/man/latest/os-release.html
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XoFAEMRASZUEN G ERKLE os-release BHY VERSION_ID FER :

- Amazon Linux AMI : VERSION_ID S &E T AHf R ( 4l 2018.03 )
- AL2: VERSION_ID="2"
- AL2023: VERSION_ID="2023"

(@ Note

H18{E , VERSION_ID 2 —MEGREZEFEAMNHIERiEFE , M PRETTY_NAME R AEAFER
MR . BXRXFEREHENVEZEER |, HSH the section called “FEFEA”,

FERAE : MBRTREAXTR

/etc/os-release X ( HEWMR /etc/os-release FFFE , WA /usr/lib/os-release X
#) BERMHEENTFER  HEECANNETEFER , URMOAFENEEANAETRTE,

PR Al F B

XEFRERMELLKS  SEHMNEA, EFEEESNEMEzLIELE, BINEENEFTH,
BFNMERNIFRGTS (IR, TRILINEZH) .

« ID : BERSGHRRKF. Amazon Linux EFIBERRAFRFER amzn , AL X B FH AL A ITHR , 20 Debian
(debian), Ubuntu (ubuntu) =% Fedora (fedora)

« VERSION_ID : #/mEFEANBRERSZRAE ( Fla0 2023 )

« ID_LIKE : XKRITHRIVZEE S FRFIFR ( Hl20 fedora)

« VERSION_CODENAME : iR ERAN R mAKS ( Hla0 karoo )
« VARIANT_ID : AT HRERRNEMAIRIRGF

BUILD_ID : REMEKHMEIRIREF

« IMAGE_ID : BaR{LIERYREIR AR

« PLATFORM_ID : EAARRAF (M0 platform:al2023)

ARTRF &
FEFREEEAFLR  THEESEEHK, BAANENEREXES, EAFRETESRNRERLEER
R EREN.
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NAME : AT ETHBRERSEEM (Sl Amazon Linux )

PRETTY_NAME : AT E RN B EMANTEBRERSEEN ( Hl20 Amazon Linux
2023.8.20250721)

VERSION : EEMAF2INRAEEER
VARIANT : BT ERHEAGIRAZH ( Bl Server Edition)

HiE 8 7R

XEFREHRBRBEERGHIN THE

HOME_URL : T H £® URL

DOCUMENTATION_URL : X#% URL

SUPPORT_URL : X#EE URL

BUG_REPORT_URL : 4Rk & URL

VENDOR_NAME : ft g% #5

VENDOR_URL : f#tRiF URL

SUPPORT_END— YYYY-MM-DD #& 3 ##9 End-of-support B &f
CPE_NAME : @R ¥ & BEARIREF

ANSI_COLOR : A T4 iR E RH ANSI B {3

HIREFELURES IR Amazon Linux BB AN RREFE |, EEHANSEEFER , 0 ID M
VERSION_ID., ¥mAFERBERSEEEN |, BFEAAXTIEFER , 8 PRETTY_NAME,

/etc/os-release Rl

/etc/os-release R ZATE Amazon Linux ERABERAE :

AL2023

[ec2-user ~]$ cat /etc/os-release

NAME="Amazon Linux"
VERSION="2023"
ID="amzn"
ID_LIKE="fedora"

/etc/os-release R4l
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VERSION_ID="2023"
PLATFORM_ID="platform:al2023"
PRETTY_NAME="Amazon Linux 2023.8.20250721"
ANSI_COLOR="0; 33"
CPE_NAME="cpe:2.3:0:amazon:amazon_linux:2023"
HOME_URL="https://aws.amazon.com/linux/amazon-1linux-2023/"
DOCUMENTATION_URL="https://docs.aws.amazon.com/linux/"
SUPPORT_URL="https://aws.amazon.com/premiumsupport/"
BUG_REPORT_URL="https://github.com/amazonlinux/amazon-1linux-2023"
VENDOR_NAME=""AWS"
VENDOR_URL="https://aws.amazon.com/"
SUPPORT_END="2029-06-30"
AL2
[ec2-user ~]$ cat /etc/os-release
NAME="Amazon Linux"
VERSION="2"
ID="amzn"
ID_LIKE="centos rhel fedora"
VERSION_ID="2"
PRETTY_NAME="Amazon Linux 2"
ANSI_COLOR="Q;33"
CPE_NAME="cpe:2.3:0:amazon:amazon_linux:2"
HOME_URL="https://amazonlinux.com/"
SUPPORT_END="2026-06-30"
Amazon Linux AMI
[ec2-user ~]$ cat /etc/os-release
NAME="Amazon Linux AMI"
VERSION="2018.03"
ID="amzn"
ID_LIKE="rhel fedora"
VERSION_ID="2018.03"
PRETTY_NAME="Amazon Linux AMI 2018.03"
ANSI_COLOR="0; 33"
CPE_NAME="cpe:/o:amazon:1linux:2018.03:ga"
HOME_URL="http://aws.amazon.com/amazon-linux-ami/"
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BEHMAITHRALER

E 7 # Amazon Linux EEJ 2 Linux £5RSGHRWMNE , N H /etc/os-release i XS5 Hb
FERITHRHITHER :

Fedora

[ec2-user ~]$ cat /etc/os-release

NAME="Fedora Linux"

VERSION="42 (Container Image)"
RELEASE_TYPE=stable

ID=fedora

VERSION_ID=42

VERSION_CODENAME=""
PLATFORM_ID="platform:f42"
PRETTY_NAME="Fedora Linux 42 (Container Image)"
ANSI_COLOR="0;38;2,;60;110;180"
LOGO=fedora-logo-icon
CPE_NAME="cpe:/o:fedoraproject:fedora: 42"
DEFAULT_HOSTNAME="fedora"
HOME_URL="https://fedoraproject.org/"
DOCUMENTATION_URL="https://docs.fedoraproject.org/en-US/fedora/f42/system-
administrators-guide/"
SUPPORT_URL="https://ask.fedoraproject.org/"
BUG_REPORT_URL="https://bugzilla.redhat.com/"
REDHAT_BUGZILLA_PRODUCT="Fedora"
REDHAT_BUGZILLA_PRODUCT_VERSION=42
REDHAT_SUPPORT_PRODUCT="Fedora"
REDHAT_SUPPORT_PRODUCT_VERSION=42
SUPPORT_END=2026-05-13

VARIANT="Container Image"
VARIANT_ID=container

Debian

[ec2-user ~]$ cat /etc/os-release

PRETTY_NAME="Debian GNU/Linux 12 (bookworm)"
NAME="Debian GNU/Linux"
VERSION_ID="12"
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VERSION="12 (bookworm)"
VERSION_CODENAME=bookworm

ID=debian

HOME_URL="https://www.debian.org/"
SUPPORT_URL="https://www.debian.org/support"
BUG_REPORT_URL="https://bugs.debian.org/"

Ubuntu

[ec2-user ~]$ cat /etc/os-release

PRETTY_NAME="Ubuntu 24.04.2 LTS"

NAME="Ubuntu"

VERSION_ID="24.04"

VERSION="24.04.2 LTS (Noble Numbat)"
VERSION_CODENAME=noble

ID=ubuntu

ID_LIKE=debian

HOME_URL="https://www.ubuntu.com/"
SUPPORT_URL="https://help.ubuntu.com/"
BUG_REPORT_URL="https://bugs.launchpad.net/ubuntu/"
PRIVACY_POLICY_URL="https://www.ubuntu.com/legal/terms-and-policies/privacy-policy"
UBUNTU_CODENAME=noble

LOGO=ubuntu-logo

BEEEN R EFERMNMEME ZI1TIRE —BFRIR -
« ID : ME—#RIREEIER S : Amazon Linux B amzn , Fedora i fedora , Debian 1
debian , Ubuntu § ubuntu

« ID_LIKE— EREATXER : I5# Linux £A fedora (AL2023) 5 centos rhel fedora
(AL2) , T Ubuntu ME 7R T H Debi debian an & %;

« VERSION ID— 12HH B MITHRAELR : 2023 AL2023., Fedora. Debian, 42 Ubuntu 12
24.04
2T, ARTERZRZTNOAFERMIRIT :

« NAME : AP RIFMIBERSE B : Amazon Linux, Fedora Linux. Debian GNU/
Linux, Ubuntu
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* PRETTY_NAME : @8 MRAKTEEREHM : Amazon Linux 2023.8.20250721, Fedora
Linux 42 (Container Image). Debian GNU/Linux 12 (bookworm). Ubuntu 24.04.2
LTS

« VERSION : EEMMETY (KRB HREAHER ) B9 AETEMRA

WmEEFAMAN , NBKERAYESAEFER ( ID, VERSION_ID, ID_LIKE ) 31Ti% 5 ¥ M AR
®, HXERAAELAIEFER (PRETTY_NAME, NAME ) BAFERER,

Amazon Linux 48 X4

£ — %43 ETF Amazon Linux B934 7 B TR %] Amazon Linux R ERAE, FIARBRER /etc/os-
release $PREMKRIMBRITRFRS . THMEMEM Amazon Linux %58 X,

£}

- Jetc/system-release X4

- BRGIRIRXH

- Amazon Linux 83X =4l

/etc/system-release X

Amazon Linux @& /etc/system-release X4 , ATEEHIELZENRAE, KXHEIEFS
EIEEEH , £ Amazon Linux F2 system-release BFEBMN—%20, BA Fedora EEME TR
B , BET Debian B&1THR ( @1 Ubuntu ) FRETE,

@ Note
/etc/system-release XHEE—NMNAXTENFRE , TRUREARNATIRERER
SHEMRA. FHHA /etc/os-release (REBEUWMR /etc/os-release FFE , NFEH
/usr/lib/os-release ) MBS AR ER,

Amazon Linux JE#E /etc/system-release-cpe X4 EEF/EHFAKE (CPE) MEH /
etc/system-release BYHLES AR A,
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BR R FR IR S A

1 Amazon Linux BEBEEE — M HE—M /etc/image-id X |, iZXHFRHE < Amazon
Linux FRA & BB R IR BRG AV IS 2o kb X4 E T Amazon Linux , FEE A Linux K1ThR ( @0

Debian, Ubuntu = Fedora ) AT &, b XHTEEXMEHNUTEER

- image_name, image_version, image_arch : REATHEZMGNEERE S HHE,

- image_stamp - BREG A1 ER BRI BEAL £ AT —/NHE— BV 75 B
« image_date— BGGIER UTC BHE , ZAYYYYMMDDhhmmsst& &R Ro
« recipe_name, recipe_id : AT RGN IEE F B ID,

Amazon Linux 38 344 7~ 4l

UTEH D RHESANEE Amazon Linux BRAEY Amazon Linux 8RR X4 =6,

(® Note
EEAEFRRRBS , 1R /etc/os-release XHF1FFE , MRERA /usr/1ib/os-
release,
AL2023

UTREIERT AL2 023 FRIR I

AL2023 /etc/image-id KR :

[ec2-user ~]$ cat /etc/image-id

image_name="al20@23-container"

image_version="2023"

image_arch="x86_64"
image_file="al2023-container-2023.8.20250721.2-x86_64"
image_stamp="822b-1a9%e"

image_date="20250719211531"

recipe_name="al2023 container"
recipe_id="89b25f7b-be82-2215-a8eb-6e63-0830-94ea-658d41cs"

AL2023 /etc/system-release HIRHI :

/etc/image-id
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[ec2-user ~]$ cat /etc/system-release

Amazon Linux release 2023.8.20250721 (Amazon Linux)

AL2
BTRRBIERT BIFRRX M AL2,

#/etc/image-idRf| AL2 :

[ec2-user ~]$ cat /etc/image-id

image_name="amzn2-container-raw"

image_version="2"

image_arch="x86_64"
image_file="amzn2-container-raw-2.0.20250721.2-x86_64"
image_stamp="4126-16ad"

image_date="20250721225801"

recipe_name="amzn2 container"
recipe_id="948422df-a4e6-5fc8-baB9-ef2e-0elf-elbb-16f84087"

B /etc/system-release Rfil AL2 :

[ec2-user ~]$ cat /etc/system-release

Amazon Linux release 2 (Karoo)

Amazon Linux AMI
AT RBIE R Amazon Linux AMI B9FRIR 4.

Amazon Linux AMI B /etc/image-id =¥l :

[ec2-user ~]$ cat /etc/image-id

image_name="amzn-container-minimal"
image_version="2018.03"
image_arch="x86_64"

image_file="amzn-container-minimal-2018.03.0.20231218.0-x86_64"

image_stamp="407d-5ef3"

Amazon Linux 4§58 =4l
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image_date="20231218203210"
recipe_name="amzn container"
recipe_id="ble7635e-14e3-dd57-blab-7351-edd0-d9e0-ca6852ea"

Amazon Linux AMI #J /etc/system-release R~ :

[ec2-user ~]$ cat /etc/system-release

Amazon Linux AMI release 2018.03

BRAF RGN RBICHD

LT RBVERIMAER /etc/os-release X ( BWMR /etc/os-release FFE , NIFEH
/usr/lib/os-release X ) UREBAXRNMIRERZHRAR, XLRHETRNAX 2 Amazon
Linux SEAM&Z1TH , AR AR ID_LIKE FERBEL TR

THHNMEALLSAENFEREESSSY , XS~ EEENA H,

Shell

#!/bin/bash

# Function to get a specific field from os-release file
get_os_release_field() {

local field="%$1"

local os_release_file

# Find the os-release file

if [ -f /etc/os-release ]; then
os_release_file='/etc/os-release'

elif [ -f /usr/lib/os-release ]; then
os_release_file='/usr/lib/os-release’

else
echo "Error: os-release file not found" >&2
return 1

fi

# Source the file in a subshell and return the requested field.

#

# A subshell means that variables from os-release are only available
# within the subshell, and the main script environment remains clean.
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(

. "$os_release_file"
eval "echo \"\$$field\""

is_amazon_linux() {

[ "$(get_os_release_field ID)" = "amzn" ]
}
is_fedora() {

[ "$(get_os_release_field ID)" = "fedora" ]
}
is_ubuntu() {

[ "$(get_os_release_field ID)" = "ubuntu" ]
}
is_debian() {

[ "$(get_os_release_field ID)" = "debian" ]

# Function to check if this is like Fedora (includes Amazon Linux, CentOS, RHEL,
etc.)
is_like_fedora() {
local id="$(get_os_release_field ID)"
local id_like="$(get_os_release_field ID_LIKE)"
[ "$id" = "fedora"™ ] || [[ "$id_like" == *"fedora"* ]]

# Function to check if this is like Debian (includes Ubuntu and derivatives)
is_like_debian() {

local id="$(get_os_release_field ID)"

local id_like="$(get_os_release_field ID_LIKE)"

[ "$id" = "debian" ] || [[ "$id_like" == *"debian"* 1]

# Get the main fields we'll use multiple times
ID="$(get_os_release_field ID)"
VERSION_ID="$(get_os_release_field VERSION_ID)"
PRETTY_NAME="$(get_os_release_field PRETTY_NAME)"
ID_LIKE="$(get_os_release_field ID_LIKE)"

echo "Operating System Detection Results:"
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echo "==================================

echo "Is Amazon Linux: $(is_amazon_linux && echo YES || echo
echo "Is Fedora: $(is_fedora && echo YES || echo NO)"

echo "Is Ubuntu: $(is_ubuntu && echo YES || echo NO)"

echo "Is Debian: $(is_debian && echo YES || echo NO)"

No)n

echo "Is like Fedora: $(is_like_fedora && echo YES || echo NO)"
echo "Is like Debian: $(is_like_debian && echo YES || echo NO)"

echo

echo "Detailed 0S Information:"

echo "==========z====z==z=z====z======"

echo "ID: $ID"

echo "VERSION_ID: $VERSION_ID"

echo "PRETTY_NAME: $PRETTY_NAME"

[ -n "$ID_LIKE" ] && echo "ID_LIKE: $ID_LIKE"

# Amazon Linux specific information
if is_amazon_linux; then

echo ""
echo "Amazon Linux Version Details:"
echo e e e e e e e e e e e e et e e e L
case "$VERSION_ID" in
2018.03)
echo "Amazon Linux AMI (version 1)"
2)
echo "Amazon Linux 2"
2023)
echo "Amazon Linux 2023"
*)
echo "Unknown Amazon Linux version: $VERSION_ID"
esac

# Check for Amazon Linux specific files
[ -f /etc/image-id ] && echo "Amazon Linux image-id file
fi

Python 3.7-3.9

#!/usr/bin/env python3

present"

R RB
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import os
import sys

def

def

def

def

def

def

parse_os_release():

"""Parse the os-release file and return a dictionary of key-value pairs.

os_release_data = {}

# Try /etc/os-release first, then /usr/lib/os-release
for path in ['/etc/os-release', '/usr/lib/os-release']:

if os.path.exists(path):
try:
with open(path, 'r') as f:
for line in f:
line = line.strip()

if line and not line.startswith('#') and '=' in line:

key, value = line.split('="', 1)

# Remove quotes if present
value = value.strip('"\'")
os_release_data[key] = value
return os_release_data
except IOError:
continue

print("Error: os-release file not found")
sys.exit(1l)

is_amazon_linux(os_data):
"""Check if this is Amazon Linux."""
return os_data.get('ID') == 'amzn'

is_fedora(os_data):
"""Check if this is Fedora."""
return os_data.get('ID') == 'fedora'

is_ubuntu(os_data):
"""Check if this is Ubuntu."""
return os_data.get('ID') == 'ubuntu'

is_debian(os_data):
"""Check if this is Debian."""

return os_data.get('ID') == 'debian'

is_like_fedora(os_data):

"""Check if this is like Fedora (includes Amazon Linux, CentOS, RHEL, etc.)."""

R RB
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def

def

if os_data.get('ID') == 'fedora':
return True

id_like = os_data.get('ID_LIKE', '')

return 'fedora' in id_like

is_like_debian(os_data):
"""Check if this is like Debian (includes Ubuntu and derivatives)."""
if os_data.get('ID') == 'debian':
return True
id_like = os_data.get('ID_LIKE', '')
return 'debian' in id_like

main():
# Parse os-release file
os_data = parse_os_release()

# Display results

print("Operating System Detection Results:")
print("==================================")

print(f"Is Amazon Linux: {'YES' if is_amazon_linux(os_data) else 'NO'}")
print(f"Is Fedora: {'YES' if is_fedora(os_data) else 'NO'}")

print(f"Is Ubuntu: {'YES' if is_ubuntu(os_data) else 'NO'}")

print(f"Is Debian: {'YES' if is_debian(os_data) else 'NO'}")

print(f"Is like Fedora: {'YES' if is_like_fedora(os_data) else 'NO'}")
print(f"Is like Debian: {'YES' if is_like_debian(os_data) else 'NO'}")

# Additional information
print()
print("Detailed 0S Information:")
print("=======================")
print(f"ID: {os_data.get('ID', '')}")
print(f"VERSION_ID: {os_data.get('VERSION_ID', '')}")
print(f"PRETTY_NAME: {os_data.get('PRETTY_NAME', '')}")
if os_data.get('ID_LIKE'):

print(f"ID_LIKE: {os_data.get('ID_LIKE')}")

# Amazon Linux specific information
if is_amazon_linux(os_data):

print()

print("Amazon Linux Version Details:")
print("=============================")
version_id = os_data.get('VERSION_ID', '')
if version_id == '2018.03':

print("Amazon Linux AMI (version 1)")
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if __name__ == '_main__"':

elif version_id == '2':
print("Amazon Linux 2")
elif version_id == '2023':

print("Amazon Linux 2023")
else:
print(f"Unknown Amazon Linux version: {version_id}")

# Check for Amazon Linux specific files
if os.path.exists('/etc/image-id'):
print("Amazon Linux image-id file present")

main()

Python 3.10+

#!1/usr/bin/env python3

import os

import sys
import platform

def

def

def

def

def

is_amazon_linux(os_data):
"""Check if this is Amazon Linux.
return os_data.get('ID') == 'amzn'

is_fedora(os_data):
"""Check if this is Fedora."""
return os_data.get('ID') == 'fedora'

is_ubuntu(os_data):
"""Check if this is Ubuntu."""

return os_data.get('ID') == 'ubuntu'
is_debian(os_data):

"""Check if this is Debian."""
return os_data.get('ID') == 'debian'
is_like_fedora(os_data):

"""Check if this is like Fedora (includes Amazon Linux, CentOS, RHEL, etc.)."""

if os_data.get('ID') == 'fedora':
return True
id_like = os_data.get('ID_LIKE', '')
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def

def

return 'fedora' in id_like

is_like_debian(os_data):
"""Check if this is like Debian (includes Ubuntu and derivatives)."""
if os_data.get('ID') == 'debian':
return True
id_like = os_data.get('ID_LIKE', '')
return 'debian' in id_like

main():
# Parse os-release file using the standard library function (Python 3.10+)
try:
os_data = platform.freedesktop_os_release()
except OSError:
print("Error: os-release file not found")
sys.exit(1)

# Display results
print("Operating System Detection Results:")

print(f"Is Amazon Linux: {'YES' if is_amazon_linux(os_data) else 'NO'}")
print(f"Is Fedora: {'YES' if is_fedora(os_data) else 'NO'}")

print(f"Is Ubuntu: {'YES' if is_ubuntu(os_data) else 'NO'}")

print(f"Is Debian: {'YES' if is_debian(os_data) else 'NO'}")

print(f"Is like Fedora: {'YES' if is_like_fedora(os_data) else 'NO'}")
print(f"Is like Debian: {'YES' if is_like_debian(os_data) else 'NO'}")

# Additional information
print()
print("Detailed 0S Information:")

print(f"ID: {os_data.get('ID', '')}")
print(f"VERSION_ID: {os_data.get('VERSION_ID', '')}")
print(f"PRETTY_NAME: {os_data.get('PRETTY_NAME', '')}")
if os_data.get('ID_LIKE'):

print(f"ID_LIKE: {os_data.get('ID_LIKE')3}")

# Amazon Linux specific information
if is_amazon_linux(os_data):

print()

print("Amazon Linux Version Details:")
print("=============================")
version_id = os_data.get('VERSION_ID', '')
if version_id == '2018.03"':
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print("Amazon Linux AMI (version 1)")
elif version_id == '2':
print("Amazon Linux 2")
elif version_id == '2023':
print("Amazon Linux 2023")
else:

print(f"Unknown Amazon Linux version: {version_id}")

# Check for Amazon Linux specific files
if os.path.exists('/etc/image-id'):
print("Amazon Linux image-id file present")

if __name__ == '_main__"':
main()

Perl

#!/usr/bin/env perl

use strict;
use warnings;

# Function to parse the os-release file and return a hash of key-value pairs
sub parse_os_release {

my %o0s_release_data;

# Try /etc/os-release first, then /usr/lib/os-release
my @paths = ('/etc/os-release', '/usr/lib/os-release');

for my $path (@paths) {
if (-f $path) {
if (open(my $fh, '<', $path)) {
while (my $line = <$th>) {
chomp $line;
next if $line =~ /A\s*$/ || $1line =~ /A\s*#/;

if ($line =~ /A([*=1+)=(.*)$/) {
my ($key, $value) = ($1, $2);
# Remove quotes if present
$value =~ s/~A["'1[["'1%$//9;
$os_release_data{$key} = $value;
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close($fh);
return %os_release_data;

die "Error: os-release file not found\n";

# Function to check if this is Amazon Linux
sub is_amazon_linux {

my %os_data = @_;

return ($os_data{ID} // '') eq 'amzn';

# Function to check if this is Fedora
sub is_fedora {
my %os_data = @_;
return ($os_data{ID} // '') eq 'fedora';

# Function to check if this is Ubuntu
sub is_ubuntu {
my %os_data = @_;
return ($os_data{ID} // '') eq 'ubuntu';

# Function to check if this is Debian
sub is_debian {
my %os_data = @_;
return ($os_data{ID} // '') eq 'debian';

# Function to check if this is like Fedora (includes Amazon Linux, CentOS, RHEL,
etc.)
sub is_like_fedora {
my %os_data = @_;
return 1 if ($os_data{ID} // '') eq 'fedora';
my $id_like = $os_data{ID_LIKE} // '';
return $id_like =~ /fedora/;

# Function to check if this is like Debian (includes Ubuntu and derivatives)
sub is_like_debian {
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my %os_data = @_;

return 1 if ($os_data{ID} // '') eq 'debian’';
my $id_like = $os_data{ID_LIKE} // '';

return $id_like =~ /debian/;

# Main execution
my %os_data = parse_os_release();

# Display results
print "Operating System Detection Results:\n";
print "::::::::::::::::::::::::::::::::::\n";

print "Is Amazon Linux: " . (is_amazon_linux(%os_data) ? "YES" : "NO") . "\n";
print "Is Fedora: " . (is_fedora(%os_data) ? "YES" : "NO") . "\n";

print "Is Ubuntu: " . (is_ubuntu(%os_data) ? "YES" : "NO") . "\n";

print "Is Debian: " . (is_debian(%os_data) ? "YES" : "NO") . "\n";

print "Is like Fedora: " . (is_like_fedora(%os_data) ? "YES" : "NO") . "\n";
print "Is like Debian: " . (is_like_debian(%os_data) ? "YES" : "NO") . "\n";

print "\n";

# Additional information
print "Detailed 0S Information:\n";

print "=======================\p";

print "ID: " . ($os_data{ID} // '') . "\n";

print "VERSION_ID: " . ($os_data{VERSION_ID} // '') . "\n";

print "PRETTY_NAME: " . ($os_data{PRETTY_NAME} // '') . "\n";

print "ID_LIKE: " . ($os_data{ID_LIKE} // '') . "\n" if $os_data{ID_LIKE};

# Amazon Linux specific information
if (is_amazon_linux(%os_data)) {

print "\n";
print "Amazon Linux Version Details:\n";
prlnt ":::::::::::::::::::::::::::::\n"’

my $version_id = $os_data{VERSION_ID} // '';

if ($version_id eq '2018.03') {
print "Amazon Linux AMI (version 1)\n";
} elsif ($version_id eq '2') {
print "Amazon Linux 2\n";
} elsif ($version_id eq '2023') {
print "Amazon Linux 2023\n";
} else {
print "Unknown Amazon Linux version: $version_id\n";
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# Check for Amazon Linux specific files
if (-f '/etc/image-id') {
print "Amazon Linux image-id file present\n";

EABRSE LSITH , ZMAR~EUTAE

AL2023

Operating System Detection Results:

Is Amazon Linux: YES
Is Fedora: NO

Is Ubuntu: NO

Is Debian: NO

Is like Fedora: YES
Is like Debian: NO

Detailed 0S Information:

ID: amzn

VERSION_ID: 2023

PRETTY_NAME: Amazon Linux 2023.8.20250721
ID_LIKE: fedora

Amazon Linux Version Details:

Amazon Linux 2023
Amazon Linux image-id file present

AL2

Operating System Detection Results:

Is Amazon Linux: YES
Is Fedora: NO

Is Ubuntu: NO

Is Debian: NO

Is like Fedora: VYES
Is like Debian: NO
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Detailed 0S Information:

ID: amzn

VERSION_ID: 2

PRETTY_NAME: Amazon Linux 2
ID_LIKE: centos rhel fedora

Amazon Linux Version Details:

Amazon Linux 2
Amazon Linux image-id file present

Amazon Linux AMI

Operating System Detection Results:

Is Amazon Linux: YES
Is Fedora: NO

Is Ubuntu: NO

Is Debian: NO

Is like Fedora: YES
Is like Debian: NO

Detailed 0S Information:

ID: amzn

VERSION_ID: 2018.03

PRETTY_NAME: Amazon Linux AMI 2018.03
ID_LIKE: rhel fedora

Amazon Linux Version Details:

Amazon Linux AMI (version 1)
Amazon Linux image-id file present

Ubuntu

Operating System Detection Results:

Is Amazon Linux: NO
Is Fedora: NO
Is Ubuntu: YES
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Is Debian: NO
Is like Fedora: NO
Is like Debian: YES

Detailed 0S Information:

ID: ubuntu

VERSION_ID: 24.04

PRETTY_NAME: Ubuntu 24.04.2 LTS
ID_LIKE: debian

Debian

Operating System Detection Results:

Is Amazon Linux: NO
Is Fedora: NO
Is Ubuntu: NO
Is Debian: YES
Is like Fedora: NO
Is like Debian: YES

Detailed 0S Information:

ID: debian
VERSION_ID: 12
PRETTY_NAME: Debian GNU/Linux 12 (bookworm)

Fedora

Operating System Detection Results:

Is Amazon Linux: NO
Is Fedora: YES
Is Ubuntu: NO
Is Debian: NO
Is like Fedora: YES
Is like Debian: NO

Detailed 0S Information:

ID: fedora
VERSION_ID: 42
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PRETTY_NAME: Fedora Linux 42 (Container Image)
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"Statement": [

{

"Sid": "AllowRequestsByOrgsIdentitiesToOrgsResources",

"Effect": "Allow",

"Principal": {

"AWS": v

},

"Action": "*",

"Resource": "*",

"Condition": {

"StringEquals": {
"aws :PrincipalOxgID": "principal-org-id",
"aws :ResourceOrgID": "resource-org-id"
}
}
}I
{

"Sid": "AllowAccessToAmazonLinuxAMIRepositories",

"Effect": "Allow",

"Principal": {

"AWS": MU

}I

"Action": [
"s3:GetObject"

1,

"Resourxce": [
"arn:aws:s3:::packages.region.amazonaws.com/*",
"arn:aws:s3:::repo.region.amazonaws.com/*",
"arn:aws:s3:::amazonlinux.region.amazonaws.com/*",
"arn:aws:s3:::amazonlinux-2-repos-region/*"

]

}
]
}

{5 F B2 SRS %b

BRI LMEAEHAR NS TERENES LB AMERNERANT |, AT LAER Syst AWS ems
Manager £ —4HEEXH L5 AMERRNZER*NT o
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BXE—AREXRF LEANEAARERNNTHESZEE , 38 (AWS Systems Manager A 1§
M) FHE AL2 56| EFERA AT,

F&

- B ARZSEEEA

- ER AN AKEKEAT

- NARBREFT

- EFNANAKEEHEIER
- AN B

B A SR aHE b

MINBERT , AR TATEARS. ALZEFEASKEHMEA | SN AESRAHEFN R yum &
%, H B ASEEHERNIEE,

FRFM

MZEMEAMEE binutils, MREARRE binutils , BEAUTHRHITRE !
$ sudo yum install binutils

B8 AR SREHEFb
1. AR TERTUT AL2 RZRA

« x86_64 BYHWHNBIRZA 4.14 5 5.10
« ARM64 ZEFIHIAZMRA 5.10

EREARMA , BETURTH R,

$ sudo yum list kernel

2. MREBELWERZIF/HNAKRE , BRI R, MREIEZIIZHNRBMRE , BETHUT @
THAREMBRIREHER KA.

$ sudo yum install -y kernel
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$ sudo reboot

3. NABERHEANEE yum 4

$ sudo yum install -y yum-plugin-kernel-livepatch

4. ARBREHEFNE A yum @,

$ sudo yum kernel-livepatch enable -y

Lo Tk S MEL B Y 17 8 B R R R IR A WK EHMEFMEF RPM,
5. EWIANATAKEEIET yum BHERIZE , BEITUTH T,

$ rpm -qa | grep kernel-livepatch

BRARNEKEHMEFT | BB AZEHN AR EIHMERF RPM. BIRKIIE R T ALK ER
W HRHEE -k, ERSFNHENZRKEEFNT RPM, T EZ R,

yum-plugin-kernel-livepatch-1.0-0.11.amzn2.noaxch
kernel-livepatch-5.10.102-99.473-1.0-0.amzn2.x86_64

6. =% kpatch B2,

$ sudo yum install -y kpatch-runtime

7. MR ZHRES kpatch RS , BEFE.

$ sudo yum update kpatch-runtime

8. JB3h kpatch BRS5. WERSEXRILRE S S IMEFTE ALK T o

$ sudo systemctl enable kpatch.service && sudo systemctl start kpatch.service

9. TEExtAL2ras EF B ‘NIRRT T8, KETBIEAKLEMEINEF

$ sudo amazon-linux-extras enable livepatch
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EEUTANAKERNANT

Amazon Linux Z2ER 4 KX H 2 Amazon Linux £ H0. HX AL2 Z2 2R ( BFERN
BRRANTEIR ) WEZEER |, 1§21 Amazon Linux Z£F 0. RBSEEFFNT BRI R
ALASLIVEPATCH., Amazon Linux &£ H /O A EEF 25 H i REIRI L SERT 4 T

SEETT LA CVEsER i B ITER AT AR N RSKETAMN T SIREL 2 & o
5| AR A AR SR BT 4N T UREUE &
ERUT®T,

$ yum updateinfo list

THERT RlHH,

Loaded plugins: extras_suggestions, kernel-livepatch, langpacks, priorities, update-
motd

ALAS2LIVEPATCH-2020-002 important/Sec. kernel-
livepatch-5.10.102-99.473-1.0-3.amzn2.x86_64

ALAS2LIVEPATCH-2020-005 medium/Sec. kernel-livepatch-5.10.102-99.473-1.0-4.amzn2.x86_64
updateinfo list done

5 FrE AT ARy AR SRRt T CVESs
ERART®S,

$ yum updateinfo list cves

THERT R,

Loaded plugins: extras_suggestions, kernel-livepatch, langpacks, priorities, update-
motdamzn2-core/2/x86_64 | 2.4 kB 00:00:00

CVE-2019-15918 important/Sec. kernel-livepatch-5.10.102-99.473-1.0-3.amzn2.x86_64
CVE-2019-20096 important/Sec. kernel-livepatch-5.10.102-99.473-1.0-3.amzn2.x86_64
CVE-2020-8648 medium/Sec. kernel-livepatch-5.10.102-99.473-1.0-4.amzn2.x86_64
updateinfo list done

BI A AR SR B4 T

FEALER yum BFOEEENARKLENESHIER , A XENAEHEHRERE. AT Kemel Live
Patching B yum & & 52 ] 4t N A 9 ISR RT 4 T s
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® Tip
RNBWEEHEANKERNEINETAR , LARERETUES 2AEREENEENX
BE2BE, FERERAFHMEBECTATAIAKERE , XEEELEENE/NHT
HE  AEXEBERTEMHESEAXER.

ERBUER N AR EN AR AT | ENAEAATAB ALK T AR ERLEEH.
Rz R 45 E AR SRES 4 T

1. A EFTANAZERNT PHERS S Z —REAZLEKE AT RRE.
2. RNIEM AL2 AN AR AT .

$ sudo yum install kernel-livepatch-kernel_version.x86_64

Bl LTSRN AL2 A#ZARZAS 5.10.102-99.473 M AN SEFHEXNEF.

$ sudo yum install kernel-livepatch-5.10.102-99.473-1.0-4.amzn2.x86_64

Rz FAEAR] o] A 9 Az SR b T BAR E B R & AT

FERUT®ES,
$ sudo yum update --security

HHE --security RIFG I ERIRIEE.

/A Important

« NARZKERBIERFE , ARREAFT2EH. REXFERE  RETSEHBHRA,

- WAL Z2WEINBH=NAHAZERIT , =MNANRBEEIEG , TN ZARKRE LR
AR EEN SN ERF. EE=NARREBERNZENEHNER , BUMEREHIB
HBFN AR | R ZRAFEET RO =N AHEZERAZENEINERF. BERE
ARMRANZIFED |, H121T yum kernel-livepatch supported,

ERABRI B o


https://docs.aws.amazon.com/linux/al2/ug/install-updates.html
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EENANRNBREHEIMERF

EENANAKREAT
ERANUTHS.

$ kpatch list

Z TREEMRNZENZT 2 EH AL THSIR, TERTAE L.

Loaded patch modules:

livepatch_cifs_lease_buffer_len [enabled]
livepatch_CVE_2019_20096 [enabled]

livepatch_CVE_2020_8648 [enabled]

Installed patch modules:

livepatch_cifs_lease_buffer_len (5.10.102-99.473.amzn2.x86_64)

livepatch_CVE_2019_ 20096 (5.10.102-99.473.amzn2.x86_64)
livepatch_CVE_2020_8648 (5.10.102-99.473.amzn2.x86_64)

® Note
BAABRKHIT A EEML RS NRETHT .

AR R Ah
MRETBREEEARALKE B, AIUENEAT,
Z R AZSREHE N D RE

1. MIERRLA BN SERHEAMEFBY RPM B2,

$ sudo yum kernel-livepatch disable

2. HEAKSEEHEANIIEER yum .

$ sudo yum remove yum-plugin-kernel-livepatch

3. ERBRXxH
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$ sudo reboot

PR 1
PIRESRAHE A A AT IRA -

o ERAAZERTE , B ERITHRE., EASRBHIE (Hl40 kprobes METF EBPF T
8 ) RiFRIAKEE AN T ERRAERAN ftrace Mt 3. SystemTap

@ Note

HTHEARRE , BERBTEETZMEFER, Bt , XEBEFF2ENKEMEIE
FEarhRft  MNERAKEFEEFRFRE. EAUGER —HZETINARRHBE
MABEFB N RELBOEINT o

w R &

EXRNZERNITHEREZR AL2 |, 535 Amazon Linux 2 RSN T B R A B #HZ,

PRI
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AL2 IR BE

/A Warning

E epel xtra B RS =5EPELTIRfEE, B 2024 & 6 A 30 B2 , FELPE=7 EPELT 77
&,

WE=ZFEHERRKETBEH. XEWKE EPEL B ETHNEFERNTF2ELLEE,
ERELEEPELERM4ARIED |, 52 Amazon Linux 2023 AP IEMMWEPELEE % .

f& AL2B) , S& W LAGE R Extras FEEEHIRA LR RNMABRFNRGERH . SERGEFRHRNER. &
AUEZRETBNERERAI N ZBEEARIRAIRAEES . FADEFHTREERERSEHRE
A E] AR BV R 8 2 2 (R 1T 4T R A R A

Extras EFH AR N ZX T KPSFFN ZHFIRABME Amazon Linux BEREVA R, FHEBRBREHN

BERHBFIRBBRANR, RESWREATELKLEEH , REARES2HENNBERNFZZHF
AL2,

(® Note
MAFARBRERTREKERR OOL 28l AL2 #F M.

EIHTATE , EEAUATH S,

[ec2-user ~]$ amazon-linux-extras list

ERAFEARRERHENRIMRAUBRAGEE , EEAUTH S,

[ec2-user ~]$ sudo amazon-linux-extras install topic

ERRTBAREERHONBERETUBREBEY , BEARTH S,

[ec2-user ~]$ sudo amazon-linux-extras install topic=version topic=version

ENEEFRBRZZNORGEE , EEAUATH T
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RAriEmE

[ec2-user ~]$ sudo yum remove $(yum list installed | grep amzn2extra-topic | awk
'{ print $1 }')

(® Note
L ir & R 2MIBRES Extra B R RS,

ERAEATEE yum AEREEETAXERED , FEANTHS.

[ec2-user ~]$ sudo amazon-linux-extras disable topic

/A Important
ZoTERATERAF. IRKREBERZNT , TRESEEFEREMEFR,

5 Linux 2 IR R ZE

#HNBF EFABEH
BCC

GraphicsMagick1.3

R3.4

R4

ansible2 2023-09-30
aws-nitro-enclaves-cli

awscli1

collectd

collectd-python3

W3k Linux 2 FISAAABRFR
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RAriEmE

MALF
corretto8
dnsmasq
dnsmasqg2.85
Docker

ecs

emacs

epel

LY
R 58
gimp
golang1.11
golang1.19
golang1.9
haproxy?2
httpd_modul
java-openjdk11
kernel-5.10
kernel-5.15
kernel-5.4

kernel-ng

EFHBEH

2025-05-01

2018-11-14
2024-06-30

2022-11-08

2018-11-14

2023-08-01

2023-09-30

2018-12-14

2024-09-30

2022-08-08

W3k Linux 2 FISAAABRFR

179



Amazon Linux 2 AriEE

MALF EFABEH
lamp-mariadb10.2-php7.2 2020-11-30
libreof

EEAT

HE

lustre2.10

lynis

mariadb10.5 2025-06-24
mate-desktop1.x

memcached1.5

mock

mock?2

mono

nano 2018-11-14
nginx1

nginx1.12 2019-09-20
nginx1.22.1

php7.1 2020-01-15
php7.2 2020-11-30
php7.3 2021-12-06
php7.4 2022-11-03
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RAriEmE

MALF
php8.0
php8.1
php8.2
postgresql10
postgresql11
postgresql12
postgresql13
postgresql14
postgresql9.6
python3
python3.8
redis4.0
redis6
ruby2.4
ruby2.6
ruby3.0

rust1
selinux-ng
squid4

pl NS

EFHBEH
2023-11-26

2025-12-31

2023-09-30
2023-11-09
2024-11-14

2025-11-13

2022-08-09
2018-08-22
2024-10-14
2021-05-25
2026-01-31
2020-08-27
2023-03-31
2024-03-31

2025-05-01

2023-09-30

W3k Linux 2 FISAAABRFR

181



Amazon Linux 2

RAriEmE

#INEF
tomcat8.5
tomcat9
unbound1.13
unbound1.17

vim

EFHBEH

2024-03-31

2025-05-01

2018-11-14

W3k Linux 2 FISAAABRFR
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AL2 RER R MEA

AL2 ERHEMENZEELRAEIHE K MESEISENAFPMA, A THIEREHRR | AFHT
AP, A UIDs REXE GIDs WA/, BAMBA,

S
e« WM Linux2 MEBRAFEE
o WO Linux 2 TREBE¥AF R

W% Linux 2 B RAFRZE

& UID 5l i

RAFP& uiD
root 0
bin 1
daemon 2
adm 3
Ip 4
CEZ 5
shutdown 6
=1k 7
R 4 8
uucp 10
operator 11
i 581 12
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RAF& uiD
ftp 14
NG 16
pkiuser 17
squid 23
named 25
postgres 26
mysq| 27
nscd 28
nscd 28
rpcuser 29
rpc 32
amandaBackup 33
ntp 38
R % 5 41
gdm 42
mailnull 47
Apache 48
smmsp 51
Tomcat 5%
ldap 55
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RAF& uiD
tss 59
nslcd 65
pegasus 66
avahi 70
tcpdump 72
sshd 74
radvd 75
T 76
arpwatch 77
fax 78
dbus 81
postfix 89
quagga 92
radiusd 95
radiusd 95
hsqgldb 96
dovecot 97
g4 98
nobody 99
gemu 107
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RAF& uiD
usbmuxd 113
stap-server 155
avahi-autoipd 170
pulse 171
rtkit 172
dhcpd 177
sanlock 179
haproxy 188
hacluster 189
systemd-journal-gateway 191
systemd-network 192
systemd-resolve 193
uuidd 357
5 358
stapdev 359
stapsys 360
stapusr 361
systemd-journal-upload 362
systemd-journal-remote 363
B ELRY 364
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RAF& uiD
pesign 365
pcpga 366
pcp 367
memcached 368
ipsilon 369
ipaapi 370
kdcproxy 371
ods 372
sssd 373
gluster 374
fedfs 375
dovenull 376
corognetd 377
clevis 378
clamscan 379
clamilt 380
clamupdate 381
colord 382
geoclue 383
aws-kinesis-agent-user 384
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RAF& uiD
cwagent 385
unbound 386
polkitd 387
saslauth 388
dirsrv 389
chrony 996
ec2-instance-connect 997
rngd 998
libstoragemgmt 999
ec2-user 1000
nfsnobody 65534
BREWI
RAF& uiD
adm 3
amandaBackup 33
Apache 48
arpwatch 77
avahi 70
avahi-autoipd 170
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RAriEmE

AP &

aws-kinesis-agent-user

bin
chrony
clamilt
clamscan
clamupdate
clevis
colord
corognetd
cwagent
THH
daemon
dbus
dhcpd
dirsrv
dovecot

dovenull

ec2-instance-connect

ec2-user

fax

ulD

384

996

380

379

381

378

382

377

385

76

81

177

389

97

376

997

1000

78

WOk Linux 2 REBRAFEE
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RAF& uiD
fedfs 375
ftp 14
I 12
gdm 42
geoclue 383
gluster 374
hacluster 189
=1k 7
haproxy 188
hsqgldb 96
) 98
ipaapi 370
ipsilon 369
kdcproxy 371
|dap 55
libstoragemgmt 999
Ip 4

R 4 8
HRIE 5 41
mailnull 47
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RAF& uiD
memcached 368
mysq| 27
named 25
nfsnobody 65534
nobody 99
nscd 28
nscd 28
nslcd 65
ntp 38
ods 372
operator 11
oMAR 16
pcp 367
pcpga 366
pegasus 66
pesign 365
pkiuser 17
polkitd 387
postfix 89
postgres 26
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RAF& uiD
pulse 171
gemu 107
quagga 92
radiusd 95
radiusd 95
radvd 75
rngd 998
root 0
rpc 32
rpcuser 29
rtkit 172
B ELAY 364
sanlock 179
saslauth 388
shutdown 6
smmsp 51
squid 23
sshd 74
sssd 373
stap-server 155
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RAriEmE

RFA&

stapdev

stapsys

stapusr

GEZ
systemd-journal-gateway
systemd-journal-remote
systemd-journal-upload
systemd-network
systemd-resolve

E

tcpdump

Tomcat

tss

unbound

usbmuxd

uucp

uuidd

3% Linux 2 TS BE4A 5%

B GID 3

ulD

359

360

361

191

363

362

192

193

358

72

53

59

386

113

10

357

WS Linux 2 TR BB R
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HE GID
root 0
bin 1
daemon 2
sys 3
adm 4
tty 5
disk 6
disk 6
Ip 7
mem 8
kmem 9
wheel 10
cdrom 11
R 4 12
uucp 14
man 15
oM AR 16
pkiuser 17
dialout 18
floppy 19
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HE GID
HEIK 20
slocate 21
utmp 22
squid 23
named 25
postgres 26
mysq| 27
nscd 28
nscd 28
rpcuser 29
rpc 32
g 33
g 33
utempter 35
kvm 36
ntp 38
55 39
= 40
HRIE 5 41
gdm 42
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HE GID
mailnull 47
Apache 48
ftp 50
smmsp 51
Tomcat 558
BiE 54
|dap 55
tss 59
audio 63
pegasus 65
avahi 70
tcpdump 72
sshd 74
radvd 75
saslauth 76
saslauth 76
arpwatch 77
fax 78
dbus 81
screen 84
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HE GID
quaggavt 85
wbpriv 88
wbpriv 88
postfix 89
postdrop 90
quagga 92
radiusd 95
radiusd 95
hsqldb 96
dovecot 97
) 98
nobody 99
AP 100
gemu 107
usbmuxd 113
stap-server 155
stapusr 156
stapusr 156
stapsys 157
stapdev 158
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HE GID
avahi-autoipd 170
pulse 171
rtkit 172
dhcpd 177
sanlock 179
haproxy 188
haclient 189
systemd-journal 190
systemd-journal 190
systemd-journal-gateway 191
systemd-network 192
systemd-resolve 193
usbmon 351
wireshark 352
uuidd 353
B 354
systemd-journal-upload 355
sfcb 356
systemd-journal-remote 356
B ELRY 357

WS Linux 2 TR BB R 198



Amazon Linux 2 AriEE

HE GID
pesign 358
pcpga 359
pcp 360
memcached 361
virtlogin 362
ipsilon 363
pkcs11 364
ipaapi 365
kdcproxy 366
ods 367
sssd 368
libvirt 369
gluster 370
fedfs 371
dovenull 372
Docker 373
corognetd 374
clevis 375
clamscan 376
clamilt 377
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HE GID
virusgroup 378
virusgroup 378
virusgroup 378
clamupdate 379
colord 380
geoclue 381
printadmin 382
aws-kinesis-agent-user 383
cwagent 384
pulse-rt 385
pulse-access 386
unbound 387
polkitd 388
dirsrv 389
cgred 993
chrony 994
ec2-instance-connect 995
rngd 996
libstoragemgmt 997
ssh_keys 998
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HE GID
input 999
ec2-user 1000
nfsnobody 65534
BREWI M
HE GID
adm 4
Apache 48
arpwatch 77
audio 63
avahi 70
avahi-autoipd 170
aws-kinesis-agent-user 383
bin 1
cdrom 11
cgred 993
chrony 994
clamilt 377
clamscan 376
clamupdate 379
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HE GID
clevis 375
colord 380
corognetd 374
cwagent 384
daemon 2
dbus 81
dhcpd 177
dialout 18
= 40
dirsrv 389
disk 6
disk 6
Docker 373
dovecot 97
dovenull 372
ec2-instance-connect 995
ec2-user 1000
fax 78
fedfs 371
floppy 19
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HE GID
ftp 50
X 20
gdm 42
geoclue 381
gluster 370
haclient 189
haproxy 188
hsqldb 96
8% 98
input 999
ipaapi 365
ipsilon 363
kdcproxy 366
kmem 9
kvm 36
|dap 55
libstoragemgmt 997
libvirt 369
BE 54
Ip 7
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HE GID
R 4 12
R % 5 41
mailnull 47
man 15
mem 8
memcached 361
mysq| 27
named 25
nfsnobody 65534
nobody 99
nscd 28
nscd 28
ntp 38
ods 367
oM AR 16
pcp 360
pcpga 359
pegasus 65
pesign 358
pkcs11 364
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HE GID
pkiuser 17
polkitd 388
postdrop 90
postfix 89
postgres 26
printadmin 382
pulse 171
pulse-access 386
pulse-rt 385
gemu 107
quagga 92
quaggavt 85
radiusd 95
radiusd 95
radvd 75
rngd 996
root 0
rpc 32
rpcuser 29
rtkit 172
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HE GID
B ELRY 357
sanlock 179
saslauth 76
saslauth 76
screen 84
sfcb 356
slocate 21
smmsp 51
squid 23
ssh_keys 998
sshd 74
sssd 368
stap-server 155
stapdev 158
stapsys 157
stapusr 156
stapusr 156
sys 3
systemd-journal 190
systemd-journal 190
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HE GID
systemd-journal-gateway 191
systemd-journal-remote 356
systemd-journal-upload 355
systemd-network 192
systemd-resolve 193
B 354
g 33
g 33
tcpdump 72
Tomcat 53
tss 59
tty 5
unbound 387
usbmon 351
usbmuxd 113
AP 100
utempter 35
utmp 22
uucp 14
uuidd 353
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HE GID
MR 39
virtlogin 362
virusgroup 378
virusgroup 378
virusgroup 378
wbpriv 88
wbpriv 88
wheel 10
wireshark 352
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AL2 RE 42

BRI LAER Amazon Linux PN I E K BELCERM LRENREEBHERE KRS EEE, &7
LA&EE Amazon Linux IEL S4B EMERTENETRESHNREREE. BAEELZRNWERERTSH
BHEEEM , REMERAyumdownloader --source i B EE [E & THSEFIHHRARB, a0 :

[ec2-user ~]$ yumdownloader --source bash

ALBERRPM , A TETSE |, SaLERARE RPM TEEFFRAEN. TR zE , ZHRHE
BEHER
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FHZE2MHEEHM AL2

SREAWSREHZE, ENAWSEF , BUUZRTENAEASHZEBRBEARNERMIGE
B9 B4R D AR 45 2R 4

RERVMFHBEABAWSHTE, TEHBEXFRERNCHNRZEMNZPHREMN

. ZES  AWS AFERPEAWSE RIETAWSBSWERIEM, AWSEH EIZEA RS A
BR5. ENAWSAMIHH AR HAMITHEN -85 , B=FFHMEBNRARTRINZLH
BN, ETREMT AL2 023 WAMITY , BSWZANTRIS HEENHAWSES AR it
£,

. ERRREM | BHREELERANAWSES AT, SIEENETRENE | SEENKREOH
B, BATRERURE AN EEEA,

B FIPS &3 AL2

AFNBUMAELE AL2B A (BIBEELAERA) (FIPS), BX FIPSHEZER , F5H :

o EEBIESAEIRLE (FIPS)
o SHE FAQs : BRIPE BALIBHRH

FRFM

o ALUFREBMNTEAMERESNIAE AL2 Amazon EC2 3£l, BXE3I AL2 Amazon EC2 SEHI/Y
BEZEE , BSELE#H EC2 L AL2,

o IBAPUER SSH SIEEFER Amazon EC2 EIAWS Systems Manager.

/A Important
ED25519 FIPS X T # SSH AF %4, MR EAMEH ED25519 SSH H4AXt B 3h
Amazon EC2 k4| , M AMEREME L ( Hla0 RSA ) £X#HZH , BUNERSHA FIPS BX G
A RE A R EFTEHINFEMNE, BEXEZEER |, 555 Amazon EC2 A5 M 612 347
Mo
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https://aws.amazon.com/compliance/services-in-scope/
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B FIPS =

1. {FF SSH SiEZE &M AL2 EHIAWS Systems Manager.
2. BRRGEREFRE., BXELEER  FEH BEFaE#E,
3. BIIUTHSREHBMHZdracut-fipsiEiR,

sudo yum -y install dracut-fips
sudo dracut -f

4. ERLTF@®SHE Linux WS TITLEEA FIPS #R, XFHAENRBHEZHI HNERERSTE
WS A FIPS 3 AL2

sudo /sbin/grubby --update-kernel=ALL --args="fips=1"

5. ER&EH AL2 361,

sudo reboot

6. ERIIRACEAFIPS B , BEMEEIIHIHET

i
N
-
=l
b

sysctl crypto.fips_enabled

EREEATE S
crypto.fips_enabled = 1

BB LB IE T T S K BIE OpenSSH &4 T FIPS # -
ssh localhost 2>&1 | grep FIPS

BRIBEF U TR

FIPS mode initialized
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