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# A WebRTC B9 Amazon Kinesis Video Streams 24 4 ?

WebRTCR —IHF MEARAME , AFEIHEMNAXZIN K ENBNARFZ B ERE
(RTC) . APISEEANEFREEZNNER]ZRIFITRNBIERR , HiEM human-to-human3
B EMRIER B . WebRTCHSEBFE —AIETFIMY , @EEVYRENERE, FANATEEN S
#EA (TURN) AATEIEENNAT 2ERBFASEAER (STUN) , URAT peer-to-peeriZ 1%
ENATUENZ 202 EEFBERO DT,

Amazon Kinesis Video Streams I2HEF SR HER WebRTC SEIMER T EHNIINEE, B LA
Amazon Kinesis Video Streams with WebRTC &£ b3 1T iR SSrt RN 12 5 |, SRAE TR G SK W Ek
Mg & 5/RFS WebRTC MIBaIZ Web B Z BTN EZFMBAMRE, BHXTLEEENI
B, BAME, BESYT BEAES WebRTC XMW =EMZMH ( FlESHFESAFARSES ) EE
Z 4 1 B AR F MR B R A% R

A H WebRTC B Kinesis Video Streams , IR AR EN AR , AT peer-to-peerE &R &
R, EHNZM A EREYEKMIRE. W%,XIJ WER MBHIRE ZBAIH TR FMFEMMRE, X
#E’\JJ\“‘FE%EF—IJ«X%E‘EJJ CRFGER)LNER , FEEUUEAUMIIRRRERED , FXERGL
HHBEARLBNREETUBSETEFI LHOENBEELRRZEBEHNBA L EF,

WREE Kinesis Video Streams with WebRTC WEFTAF , BWEFAIEUTHE :

- THERE

« WG Kinesis Video Streams A WebRTC FAXTEAK CESRA , EATHARIERE
« 48 WebRTC F & T E&HK Amazon Kinesis Video Streams 3& i T W& N B 2 JavaScript
s ERATZEMITE# Kinesis Video Streams WebRTC SDK

« SERAT i0S Wil & # Kinesis Video Streams WebRTC SDK

- PHIRE APIs

o B¥E¥H REST APIs

- BETFEMNEZEEF APIs



https://www.ietf.org/rfc/rfc5245.txt
https://tools.ietf.org/html/rfc5766
https://tools.ietf.org/html/rfc5766
https://www.ietf.org/rfc/rfc5389.txt
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/what-is-kinesis-video.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Streams.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Signaling_Channels.html
https://docs.aws.amazon.com//kinesisvideostreams-webrtc-dg/latest/devguide/kvswebrtc-websocket-apis.html
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X35 AT A 1

(® Note

B 814 F X &% 8 WebRTC #9 Amazon Kinesis Video Streams, AWS GovCloud (US)

Region

Amazon Kinesis Video Streams with WebRTC ThEE 24 T 5l X FF 1% :

XA
KERSD (BEZEM )

KERE (BFRILMIEER)

EEFEE (BBRM )
EM ( FFER)
WAHK (B )
WAMK (&EX )
WAMK (ER )
A X (5 )
TA#K (ERE )
WA X (DRET )
WA (FR )
MEX (I )
RN X (E22 3 0E )
BRI X ( FR=)

AWS ith X5
us-east-2
us-east-1
us-west-2
af-south-1
ap-east-1
ap-south-1
ap-northeast-2
ap-southeast-1
ap-southeast-2
ap-southeast-5
ap-northeast-1
ca-central-1
eu-central-1

eu-west-1

X35 7] A i
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X 5% 75
WX (123 )
WX (B8R )
RN ( FEHESF )
HEN (2R )
7R (B )

TERER

AWS ith X 55
eu-west-2
eu-west-3
eu-south-2
sa-east-1

me-south-1

w8 WebRTC B Amazon Kinesis Video Streams Z#EMENKEE5. B RZFMEMIEF WebRTC HY
NARFZENENUMBE. CHHEMIRNARR. LBES. BERURSHM AWS REE
REFSREETEZHETT BENEMEN, KTNARSHEEENY, AHFNITIERE , HBBRBRHER

T R AL

£}
- BABE

« STUN, TURN # ICE f{althE T4

. @

EEH=

LT B4 % T Amazon Kinesis Video Streams with WebRTC B @ RiEFE S

ErEE

—fER , FRARFEEEIRRETEHERLIN, RE, BHMLL peer-to-peeriElE, EF
SHERFANNARFHE R peer-to-peerEEH THIE, It TR S BHEARED SN
RERSHREAMREEEE | RN ARREME 1T SERR A& 5 A sE 68 A /B W &R ik

BB,

RAERNARFUIUASETEERFFEER , ASTRONARFEZIEN. HEF ,
RAAEYeEEXRNREAR , FRERIETEE, FEEEEA —MEWHEETZ

THeRE
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EERNES | R AREFEBE one-to-fewlE R i BiERE, KB EZNNAREFEH
ConnectAsMaster API FEEREZFNRE , HEFEFREE, AT, 2R 10 MNNARFATU
B A ConnectAsViewer APl REABEEFRTE , WEEFZEFBEE. ECIEZIESE
BE , ENARFNEESNABRFIUEHELZEESHEE | LB BEBE peer-to-peerfi B iE
.

PUE

FAELE BT H A WebRTC B Kinesis Video Streams #7328, WEEBNERE RN BRF
(Hlm  BHINENARRF., WERGHL, REZSRGL, BILEMHRISE) .,

Master

REEBEAEEZICETRENNES , #BRARECHSEMAETEEN CEEESSRIMEML,

/A Important

BEl , —MEREERER -—IMERZ

EEE

EEIETBENNESREBLIETRENTRERANTRESR, EERTEBLLENET
BEANHMAEERREERE, —METEREKRZULUE 10 MNEENEER

2

MIRFFEA{E R A WebRTC B Kinesis Video Streams Bt , #RE AT SAMET LM HEE X BRP NP2
#= , WebRTC AR EX LM APIs FEKZE D o

NAT WEEEBHEA T E (STUN)

— i, AT ARNEN LG U H 8 ERHSI[PELESNES EZEEN TR,
{8 A R 4kseis NAT BEF (TURN)

BE#THE TURN REB|BHEZEH BT ZRSZEFPHRFIEEEREI XN NAT BREIFRSES.
LFER MY ( SDP)

—MEREENSHEENBONE , flino R, BX, REGR, N2F  UE-BERHE,
AN E 5 R A A B IR R

EAREE 4
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SDP 21
HAEARIEN SDP EHE , RELANSERRN RSB RLE, CHAFMREEBENENS
Mo

SDP R %
RIEE MM BAKB BRI AEN SDP HE, NEEHTEESINENSHE. S, RBiL
FREYFRE F MR R B BHES

RENEER (ICE)

RV Web B BREXNFHEZENER,
ICE {551

RENEHREB A TRENS %,

STUN, TURN #1 ICE 1A t/r[E T4E

UERMNKEEFINES AN BHER , ©NEER WebRTC MER@EERN LR (Sl , WK
WRNAERF ). 3 ABITRIES BREREMFAL?

EEEINBHNARR , ANNAREFSMER SDP 1. SDP RNETEEX ANNARFERY
MSENEER , SREEANRELR. IRFNKEFERAMNKESF. ©EEE ICE REMFIX ,
XERIETUR B N ARERF AU FRERS A B IP MigOX o

EWE ICE REMFIFR , ANMARFE STUN IRSFS|AH —RIER, RE[ERREFRNLE
IP it Mg A X . A W ARFRSANXNRME ICE RETFIRP , ROYFH , ©WE ICE RED,
—B AWNAREFTRWE ICE {RIET , A LURE SDP,

ETX ANNARRAESXENARFATEENESEEBN SDP 4124 B N AR
Fo WebRTC #RHEFRRIEEA TR ERIDIN. ©RAILIEY HTTPS WebSocket, ZT& MU TAE
M E B E IR IT.

% , BHNRABRFLMER SDP NE, BHNAREFERE A EL-—SHEANMERLER | KK ICE
RiEDE, AlE , BHERAREFFEERNI SDP NEIRELS A HNARRF

£ A BXHTESG SDPs , 1T —RIEBUERE. BIMNNAEFFH ICE EENS—HH
SDP HIREIp FI R P EREN IP/port —XHMRIEXS , REEEKIE STUN iR, MRS —MNARFIEE
TR, WRENARFQSIINAKRERD , HIFiZ IP/port SHFRIEH B AT ICE RIEX R

STUN. TURN # ICE tnfaIthE T4 5
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SERFTE IPlport BEXAEBMRERS , NABRFHTHEHREFEARRNERBE Nz —. HiEE—
M, BEFHRENBRERZE R

MEEP—ANNARFERAIESEZRLER IP/port BXS , EATRE TURN ARE 884 H STUN Bk
DUREUR AR R gkttt , ARkt 2 —FAE IP utfiw0 , AT N ERNERES®RAIINARFIMN
BARFPHEAREINBIES , SUgBEP4ithut, AR , FZzh iR mBRESIRS , HEIE
TEEH TR,

48 14
Kinesis Video Streams with WebRTC A3FU T A4 -
s BEEM

PRI E A B AT A4 Kinesis Video Streams with WebRTC ESEE., BXEZER | &
2% Amazon Kinesis Video Streams APl &%,

- EEREES

THHEEEWebRTCET A , FEMI/AATRARF T2 thHEEEAB TN FEER. peer-
to- peer1.:. A4 3FE Amazon Kinesis fSfE T APls REST F1—4 Websocket, APIs

+ STUN

HWAHEE STUNKRTR , SELKIGET RENARFEBEENMT NAT SRR EEENAZTEL
B IP thit,

* TURN

LAHERE TURN IR, SNARFRERNEREMEN | XK QA VFIET R w17 574 5 4

peer-to-peer,
» Kinesis Video Streams Streams WebRTC SDKs

B ERBNNARFEFHRLE TR, RRVIEEXLEHRGE , FEBWebRTCIIEER AE LY ER

M i% % e it 171K peer-to-peerE R IFEE R, ©11 SDKs BFEZRE, IOSHINEZENARFE - inde
% IFKinesis Video Streams5WebRTCE S . TURNFMSTUNINAE SRS WebRTCHRERN BB
PR 4B FE hR 2R SR FK o

W3 Kinesis Video Streams /8 WebRTC FA T E S CiEEMA , EATHRARIEE
- 48 WebRTC FF & T E&# Amazon Kinesis Video Streams & A T M & N 2 JavaScript
- ERTZREMNTL L Kinesis Video Streams WebRTC SDK

- SEAT i0OS W D Kinesis Video Streams WebRTC SDK

At 6


https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Streams.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Signaling_Channels.html
https://docs.aws.amazon.com//kinesisvideostreams-webrtc-dg/latest/devguide/kvswebrtc-websocket-apis.html
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REER

RN R Amazon Kinesis Video Streams & WebRTC Bl & FEANEARRSEER , BIEMEERM
g, ehaEaxifiiERENER.

Bx X 25K

Kinesis Video Streams with WebRTC HE SRS HAN —MEERE :

« HTTPS AEETE https://*.kinesisvideo. {region}.amazonaws.com B93H =
« WebSocket SimRERK wss://*.kinesisvideo.{region}.amazonaws.com

« {4 F stun:stun.kinesisvideo.{aws-region}.amazonaws.com:443 B9 STUN fRS523%

« fF turn:_._.kinesisvideo.{aws-region}.amazonaws.com:443 F
turns:_._.kinesisvideo.{aws-region}.amazonaws.com:443 9 TURN ARS5 85
@ Note

IPv6 STUNFITURNBRSS 25 B Bl X it tit o

¥EA RTCPeeriE#ZY —& 7 , WHFMK 2B LRI ATAE T TCP 5 UDP,

REHBNARFHIEEBEIBESNTEAD IP ik LR B4R ICE 1Rk O MM SRELE
# peer-to-peeriEfE, XEFRETA TEHFERAXEBRETEEER, G253 , ERTLUE
MIEE,

SIS

MRBERBEEES[WHEHELAXBFREZHIERKTEM No valid ICE candidate 2ZEWBEZE , N
AERBEMEEZER, WREHANIEHEIEEEERE  SINELEHR , NAESEEXTER.

EFREEEB | BT TERE
- MREBLREZTRZWER TURN | BS54 B A TURN,

TURN £ C SDK HBRIAKLF /B FAIRA. £ JavaScript SDK # , TURN only#E NAT &7 Hik
FSTUN/TURNER,

« NTERBROME , flmilMeg  FEAEMATANME (BERHTENE ) .

REER 7
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MRIEEREZERE VPN |, BT ER.

® Note

& O] LLZ B Kinesis Video Streams TURN RS 251REIfY 403 Forbidden IP 48i%. AR ER4E
2@@’%‘localhost IPs192.168. *5 23K ICE {&%i%X110.0.0. *,
ARESSH—L& ({EFR2EP ) ICE fRiEX LM,

i IEFE R THYIE S
BNAFETELSHERIN, B4 WebRTC EZMIAME , BRE AWK,

BT LA R & export AWS_KVS_LOG_LEVEL=1 HIFETENRFEIARKE SDK #9 VERBOSE £ 3|
B &,

@ Note
AR 2 B RV R B B B R B BMRIERY |, ICE RIEFFIR E 5 1IRIRAS 0x52a00000d.

EXBELFINEZEE , BSREGIitHuUb,

export AWS_KVS_LOG_LEVEL=1
./kvsWebrtcClientMasterGstSample TestChannel

FBEERRCTUTHRNAE. MXERAESP , BUUBIARERNEZE] (ICE) REXNR (IP i
MO ) MATEREXS

2023-02-13 05:57:16 DEBUG  iceAgentReadyStateSetup(): Selected pair wlUdVSfE+_/

CuBellpl, local candidate type: srflx. Round trip time 7 ms. Local candidate priority:
1694498815, ice candidate pair priority: 7240977859836116990

2023-02-13 05:57:16 INFO onConnectionStateChange(): New connection state 3

2023-02-13 05:57:16 DEBUG rtcPeerConnectionGetMetrics(): ICE local candidate Stats
requested at 16762678365731494

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate IP
Address: XXX.XXX.XXX.XXX

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate
type: srflx

B EER TR ES 8


https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-c/blob/master/README.md#setup-desired-log-level
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2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate
port: 38563

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate
priority: 1694498815

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate
transport protocol: udp

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate
relay protocol: N/A

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate Ice
server source: stun.kinesisvideo.ap-northeast-1.amazonaws.com

2023-02-13 05:57:16 DEBUG rtcPeerConnectionGetMetrics(): ICE remote candidate Stats
requested at 16762678365732111

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate IP
Address: XXX.XXX.XXX.XXX

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate
type: srflx

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate
port: 45867

2023-02-13 ©05:57:16 VERBOSE signalingClientGetCurrentState(): Signaling Client Get
Current State

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate
priority: 1685921535

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate
transport protocol: udp

A WebRTC RSECEH ML Z# Kinesis Video Streams
Kinesis Video Streams with WebRTC EB U T IRERE :
/A Important

UTRSEFMELRKREH [s] ( TLAEM ) , ELARELH [h] ( TEEM) o ETRF , &
HEEMRSEFHZLEE [s] M [h.

(@ Note
TPS KRERBUHIRZ KB

ES}

[ink:id 9
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« 2% FE API BRSE
5% API RS Bi &l
TURN AR5 B &
WebRTC 5%EUAR S5 EC &l
RIS

2P H AP RS BLHR

T—T ARG EONRSE APIs,

API AT K API ER
ER AWS ik F

CreateSignalingCha 50 TPS [s]
nnel

DeleteSignalingCha 50 TPS [h]
nnel

DescribeMediaStora 50 TPS [h]
geConfiguration

DescribeSignalingC 300 TPS [h]
hannel

GetSignalingChanne 300 TPS [h]
IEndpoint

ListSignalingChannels 50 TPS [h]

ListTagsForResource 50 TPS [h]

B ARBRASNE AWS
TP ) AWS X5

- NREERED ( 35
HFRWLALEB ) (us-
east-1) MEXEHA
BB (BB ) (
us-west-2 ) ——
10,000

- AEMXIFHEX

1-5,000

FEH

TEH

FEH

FEH

TEH

TEA

BB S A API

ERE

RER

5 TPS [h]

5 TPS [h]

5 TPS [h]

FEH

FEM

5 TPS [h]

PRI E AP RS B
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API

TagResource
UntagResource

UpdateMediaStorage
Configuration

UpdateSignalingCha
nnel

E5 APl RS BLE

BANBZKAPIER  BANBXIMEAWS SMNMIUEHSK AP
R AWS K MK % AWS X3 ERE

50 TPS [h] FERA 5 TPS [h]

50 TPS [h] FER 5 TPS [h]

10 TPS [h] FEH 5TPS [h]

50 TPS [h] FER 5 TPS [h]

LU &85 T 4R Kinesis Video Streams with WebRTC FIE A BN RSB, EXEZEER , B

5 THEFE,

API KIEEEZHNRX BNEE BNMEEN EREEE RAKZRE

GO_AWAY jE 2 7T R & &K APl BAFRE LiHH ZE Rt E

BERER E#
ConnectAs 1 % (h) 3 TPS (h) 1 (h) 1 /et (h) 10 744 (h)
Master
ConnectAs 1 %4 (h) 3TPS(h) 10 (s) 106 (h) 10 24 (h)
Viewer
API B K API FRER RRXHEARKD
SendAlexaOffertoMaster - BIMETIEE 5 TPS (h) FEH
- AWS X3 &4 100 TP
AWS K S

&% ICECandidate /> WebSocket 1% 20 TPS 10k (h)

(h)

55 API FRSSBLER
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API B K AP| iEREE BAHE AR KN
&% SDPAnswer S WebSocket #E# 5 TPS 10k (h)

(h)
&% SDPOffer S WebSocket #E# 5 TPS 10k (h)

(h)

TURN BRS5ELEh

AT E5 M4BT Kinesis Video Streams W|th WebRTC H Traversal Using Relays around NAT
(TURN) AW BRS PRI, BXEZELR , B2 TERE,

APl ZR&H =]
GetlceServerConfig - BNMETIEE 5 TPS (h)

« AWS Xi3 8/ 100 TP AWS IKF~ S

Heag R 5Mbps (h)
EE 4 A AR 5 2% (h)
LR HMETEE 50 (h)

WebRTC SEUAR S5 B &

LT &9 48 T Amazon Kinesis Video Streams WebRTC FiE4AF&IA GRS BEH. BXxEZE
B, #®2 FA% A WebRTC B9 Amazon Kinesis Video Streams RiREUF 176 H1E

JoinStorageSession

« API| :
- 8 AWS Ik /= -50 TPS (h)
- BNMIE-2 TPS (h)

- MAEDH
 LE4FE-1 Mbps (s)

TURN BR&ELER 12
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o 2EEHK-1 /DA (h)
- ZERER-3 2% (h)

JoinStorageSessionAsViewer

« API :
« 8 AWS K/ -50 TPS (h)
- ZME-2 TPS (h)
- MAFEH :
« REPRRHAXEFIRE-3 1TEK (h)
o 2EEHK-1 DA (h)
- ZEREET-1 D4 (h)

Rl EHEE

AR EREA— RSN EEREEIBMESEE,
RN S E R4 EH AN ESERE.,

85§ WebRTC i8] Kinesis Video Streams

WA LB L TR A XA Kinesis Video Streams with WebRTC :
AWS EEinEl&

AT AWS EEEFI&

ZEHAR—NMETRRENAR , BTHRIMER AWS RS , 2FHE WebRTC B Kinesis
Video Streams,

AWS SDKs

AWS RMHRHTFAEH (SDKs) , HAFEREATEMERESNES (fHlu

Java, Python, Ruby, .NET, iOS. Android & ) BEMTRHINKB, X SDKs 12t 7 —fi@Eid
WebRTC #|Z3 Kinesis Video Streams H 4w H RN RVERHF K. HXEL AWS SDKs , &
WMATHEMEZREN] , HSHEER T Amazon Web Services T E,

mBEHEE 13


https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://aws.amazon.com/tools/
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Kinesis Video Streams with WebRTC HTTPS API

YRA]LUET WebRTC 58] Kinesis Video Streams , tB aJ SAEAHH We AWS bRTC B Kinesis
Video Streams LA4wFE A R 1517 Kinesis Video Streams , B R FREZEB RS XL APIs API &
Ko BREZEER , HSHI S Kinesis Video Streams Video Streams APl %,

5 WebRTC 14 Kinesis Video Streams 14


https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_Reference.html
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i fER

K ¥ 418 aN{a] £ Amazon Kinesis Video Streams with WebRTC F#1T FEMES :

- REBEWN AWS IKF HAIBEER,
« £/ WebRTC E5iBiEA|Z Kinesis Video Streams,
+ 7£ Ingenic T31 B4 £ WebRTC 1% & Kinesis Video Streams,

MRS EEHEH Kinesis Video Streams with WebRTC |, B &k T/ERHE,

RE— AWS Ik

B X fEA Kinesis Video Streams with WebRTC #i , B2 TES :
i

o SEMFRER AWS K F°

- SIEEEEEGERRNAS
- B2 AWS K 24

EMEREL AWS ik 7
MRERE AWS K, BERATTREUNE -,
EE M AWS Ik
1. $TFFhttps://portal.aws.amazon.com/billing/5E A o
2. EZEBE®ELMHBARE.
et | FEIEFIKRIERE , EREADFRERA —NRIEE,

HIGEMET AWS IKF |, LR BIZAWS IKFRAF —1 RAFERGRIZKS RHRAE AWS
RS MRF. FAREREREK , FAAFIEERLRANR , A BRERARAFKKTEER
AP HRRRNES

AWS EMERERELEERE —HBINB FEH. &AL 8IE https://aws.amazon.com/F 1%
“BOKF” , E5EYINKFENHEBEENK,,

RE—N AWS K- 15


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/

Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FF & A R 155

SIEEREEGRNRNAF

EME , BRIPEINESE AWS IKF AWS Ik R AP AWS IAM Identity Center , S X CIZEEH
P, XEERAAER root AFRFRITEHEES.

RIFIREY AWS T 7= 48 7

1. %32 Root AP HM AR AWS K B Fitbut | UKFFIEENEHEFK, AWS EEZF
BET—IL , RAZHNBE,

EREMERABAFEZAENEE , 51 (AWS & AF#RE) FH Signing in as the root

USEro

2. NENRAFBRAZEFHRIL (MFA),

BXREHE , ESEIAMAFREERNN AWS K- RAFPBAEL MFA RE (EHE ).

IR EEEREHENRENAF
1. J3 A IAM Identity Center,

BXRUHA |, BHSE CAWS IAM Identity Center A8 FHE A AWS IAM Identity Centero
2. £ IAM Identity Center 1 , AP R FEEIH RN,

BXEA IAM Identity Center B & fEN S RNHE |, 25 (AFIERE) 1AM Identity Center
B F & HERIARER BAWS IAM Identity Center FA P i5 R R .

UERERERNRIAFSHER

EEAEH 1AM Identity Center A B0 %% , BEFEREELIE IAM Identity Center A P BT &%
ZI &Y B T BB 44 e 1k By B F URL,

BXHEF IAM Identity Center FIF7 E RV AE) , S FHAWS B3R AP EREHAIE R AWS R[]
o

A B BR 2 Bo 46 H At A P
1. 7E£ IAM Identity Center 7 , SIE—MXRE , ZNREERENAREN R REME,

BXUEA , BHSE (AWS IAM Identity Center A $5R) Y Create a permission sets

BIZEFEE I RR A 16


https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-create-a-permission-set.html
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2. MAPFDEI-—1M , REAZESTEEIEFBRNR.

BXiEA , HS0 (AWS IAM Identity Center AP #5R) F# Add groups.

B2 AWS Ik F 2347
PREE— AWS Ik /7 2340 7 R8T WebRTC U 4R E A R i [ElKinesis Video Streams.

E6E AWS KB, BHITUTERE

1. BFAWS EEEHEA HITH 1AM #2&H & , Wik Rhttps://console.aws.amazon.com/iam/o
2. TESMERIEE Users (AF) , ARFIEEFE Administrator (BER) AR,

3. EBRRE£FILETIF , ARERBFREHA.

4. BRFEEH D, ERWRHRBAIITERETR , REEEWELRESR.

RESEE

WA WebRTC S5 EEM Kinesis Video Streams A {E#H £ WebRTC & F i 2 [B) 2 3 M4 E T E
WESHEERIR, peerto-peere B AFHRDIL (SDP) N ML FSHERNHE , URKER
HEEE Y (ICE) 1R M KEBNRHE,

EQRBESEE , A CreateSignalingChannelAPl, ATV EER RUOMER AWS BB &
AWS CLI, MEAF—AKIFAZ API AWS SDKs,

/A Important
i THE ARN , EIR&AEIA,

AWS EEin4S
MITUATRE :

1. 1 HOME/#/Signal ingChannels E3TFF Kinesis Video Streams 15 7 578 #2 &l & https:/
console.aws.amazon.com/kinesisvideo/,

2. i%4% Create signaling channel (B|2E S &),

3. HUEFMETEEREL , AGTEENEN.

B2 AWS Ik /%47 17


https://docs.aws.amazon.com//singlesignon/latest/userguide/addgroups.html
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_CreateSignalingChannel.html
https://console.aws.amazon.com//kinesisvideo/home/#/signalingChannels
https://console.aws.amazon.com//kinesisvideo/home/#/signalingChannels
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FFERIA Time-to-live (Ttl) EREH 60 B,

%% Create signaling channel (BIZ{E S EE).
4. —BRIBREDEE , AEENFAGENE LEEHEMAER.
AWS CLI

HWIANEE AWSCLI ZEHEET. BXEZEEL , 55 AWS Command Line Interface {fF
EE)

BAREWE , H5M (AWS Command Line Interface AFIERE) » RETHKGE , AWS CLI{ER
ERMXEHTAHE,

HE , ITFE AWS CLI REMEEH AWS CloudShell &k, BEXEZER , H5H AWS
CloudShell FiF 5/,

FERAL T SIEITELT Create-Signaling-Channel &84 : AWS CLI

aws kinesisvideo create-signaling-channel \
--channel-name "YourChannelName" \
--region "us-west-2"

WA EREREGATHAERM

{
"ChannelARN": "arn:aws:kinesisvideo:us-
west-2:123456789012:channel/YourChannelName/1234567890123"
}
AWS SDK

ARBFEREERRTOAERERT v2 89 SDK SIEHH WebRTC 55 EEM Kinesis Video
Streams, AWS JavaScript {EEF5HMIEET R AWS SDKs , E—fgRENER. £ LEER
WA RHIGitHub,

8% Kinesis Video Streams & i, XZH T CreateSignalingChannel APl B& i,

const clientConfig = {
accessKeyId: 'YourAccessKey',

BEETEE 18


https://docs.aws.amazon.com//cli/latest/userguide/
https://docs.aws.amazon.com//cli/latest/userguide/
https://docs.aws.amazon.com//cli/latest/userguide/getting-started-install.html#getting-started-install-instructions
https://docs.aws.amazon.com//cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com//cli/latest/reference/kinesisvideo/create-signaling-channel.html
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/createSignalingChannel.js

Amazon Kinesis Video Streams WebRTC FF X A R I8

Kinesis Video Streams

secretAccessKey: 'YourSecretKey',
region: 'us-west-2'

};
const kinesisVideoClient = new AWS.KinesisVideo(clientConfig);

FAEFI®AA CreateSignalingChannel AP,

const createSignalingChannelResponse = await kinesisVideoClient

.createSignalingChannel({
ChannelName: 'YourChannelName',

1)

.promise();
T ENME RZ
console.log(createSignalingChannelResponse.ChannelARN);
BERBRAIER M AE EFEAGItHub, MIAZRKHXIE, AWS FIEMESIHEN A M.

EF “OIEE,
5 Ingenic T31 £/

@ Note
AWS FUEMARIATZSHE , B FRIEERLEREZET. REMETILE? Kinesis
Video Streams Video Streams FIRAKINIE , EEHEBEFREIRE .

B LLT S B]RIE Ingenic T31 FEH LA WebRTC ZET & # Kinesis Video Streams,

TEAE
1. RBEEKB .
EAHED , EDownloadsXHRingenicHFEIE—NENE R,

mkdir ~/Downloads/ingenic

RIEAIT @ Ingenic T31


https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
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cd ~/Downloads/ingenic

2. FUTEMEEREIEINETE ZT : https://github.com/aws-samples/amazon-kinesis-video-
streams-media- interface.

git clone https://github.com/aws-samples/amazon-kinesis-video-streams-media-
interface.git

REEIRR

1. REBEIEHEMNTMERN docker EEHFEBMANHR, ingenic

/A Important
TE#ETRRERM CPU KREMR, BEHENEHERERN TR,

2. f0# d Ingenic-T31-app-build.tar.gz ocker &%k,

docker load --input ./Ingenic-T31l-app-build.tar.gz

FERsa

580272b5675c: Loading layer [==================================================>]
1.666GB/1.666GB

Loaded image ID:
sha256:76d41ef9b2f53ad32a33f00ael10df3d1b491378a4005e19€a989ce97e99bcl

i FImage Id. T—%H{RE o

3. BEITUTHSHENLMNYEIEF (~/Downloads/ingenic) ##F Docker BEEHNHY/
ingenicMappedFolder B &,

A %JIJE LR BEERBEER TIETER. REFEAERERAM Bash shell 7, ERFRE

docker run \
-v “pwd’ :/ingenicMappedFolder \
-it 76d41ef9b2f53ad3f2a33f00aell0df3d1lb491378a4005e19€a989ce97e99bcl \
/bin/bash

REMEHRR 20


https://github.com/aws-samples/amazon-kinesis-video-streams-media-interface
https://github.com/aws-samples/amazon-kinesis-video-streams-media-interface
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4. BFZ/ingenicMappedFolderXHRHNBLUBINBEESESRE KM,

B

1s /ingenicMappedFolder

el R

AWS-Solution-Remote-Diagnostic-Media-Interface Ingenic-T31-app-build.tar.gz

5. I8 docker REERBRETHELE -

B

env

el R

CC=mips-linux-gnu-gcc
CXX=mips-linux-gnu-g++

PATH=/mips-gcc540-glibc222-64bit-r3.3.0/bin:/usr/local/sbin:/usr/local/bin:/usr/

sbin:/usr/bin:/sbin:/bin

6. WIF docker A EAREE T E4EH Ingenic SDK, BMiZM F/ingenic-sdko

B

1s /

el R

bin
boot
dev
etc
home

ingenic-sdk
ingenicMappedFolder
lib

1ib32

lib64

1ibx32

media
mips-gcc540-glibc222-64bit-r3.3.0
mnt

opt

proc
root
run
sbin
SIv

sys
tmp
usr
var

REMEHRR

21
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£ WebRTC RN HEFME Amazon Kinesis Video Streams

1. BAUTHE :

cd /ingenicMappedFolder/AWS-Solution-Remote-Diagnostic-Media-Interface

cp -r /ingenic-sdk/* \
/ingenicMappedFolder/amazon-kinesis-video-streams-media-interface/3rdparty/T31/

export LDFLAGS=-W1l,--dynamic-linker=/1ib/1d.so.1

mkdir build

cmake -B ./build -DBOARD=T31 -DCMAKE_BUILD_TYPE=Release -DBUILD_WEBRTC_SAMPLES=0ON \
-DBUILD_KVS_SAMPLES=0ON -DBUILD_SAVE_FRAME_SAMPLES=0N

cmake --build ./build --config Release

Zkvswebrtcmaster-staticMAE~F{ZF/ingenicMappedFolder/AWS-Solution-
Remote-Diagnostic-Media-Interface/build/samples/webrtc/,

2. BITLLTHSIEY docker 2% :
exit

3. EEMENL  ¥iFkvswebrtcmaster-staticMARFERFE.

1s ~/Downloads/ingenic/AWS-Solution-Remote-Diagnostic-Media-Interface/build/
samples/webrtc/kvswebrtcmaster-static

MMARF LETIRE

1. EENENL  FHSHH XA EHZE micro SD R,

cp ~/Downloads/ingenic/AWS-Solution-Remote-Diagnostic-Media-Interface/build/
samples/webrtc/kvswebrtcmaster-static /Volumes/IngenicSDCard

2. TEIXA .pem XHAHFEBA micro SD £ , @, cert.pem
3. ¥ micro SD =M A micro SD R,

Connect EEZNEE

1. HHETROTEEEIER , WTAR.

£ WebRTC R AR FHITHE 22


https://www.amazontrust.com/repository/AmazonRootCA1.pem
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2. FMUARMEFELBEBAIRSE., 46 LED R,
3. FEHEVIEZEIETHAOTE R micro-USB 1,
4. REEZENIRE :

1s /dev/tty.*

(® Note

MREEZANTTY BE , FEEBD TTY 8% 2 Ingenic T, MFFREZESEVMIE
B, IsRAREHMET. kRS THEAREER.

5. fffscreensEMBTIHOTE (HIW Tera Term ) EER T, FRIEFRRERN 115200,

screen /dev/tty.usbserial-XXXXXXX 115200
6. RFEERAVRTEEHENERE

« WR shell 2ENER# , WEHEHFM, EAbootaw TR Linux BIERS , REHREMITIL
SROHERED

Connect E#EEE % 23
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« WA shell 2FEREEF , FRALHNEZE,
- MERFFNZEH , 5 Enter,

- MRRBIE REEIRCannot exec '/dev/tty.usbserial-XXXXXXX': No such file
or directory , BFHAREFZIRMEN 2 BN FTEWIEEE,

¥ micro SD FZEEERL

1. BIEBF:

® Note
EXANMIFH , HEANRsdcard,

mkdir /tmp/sdcard

2. BALLTHZAS micro SD FRERIX 4K :

mount /dev/mmcblk@pl /tmp/sdcard

3. EFRXMHRHIANE:

1s /tmp/sdcard

EITNARER
1. SMIEZEWEZR
cd /tmp/sdcard

2. NEBLSHENTUEMHEMES !

export AWS_ACCESS_KEY_ID=ID

export AWS_SECRET_ACCESS_KEY=key

export AWS_DEFAULT_REGION=us-west-2
export AWS_KVS_CACERT_PATH="pwd /cert.pem

& micro SD FZEEER L 24
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3. BITNARER:

./kvswebrtcmaster-static channel-name

EERRK
EEERG  AUEEESMERIESINE. AXTH , FSANTHS

« JavaScript
AWS EEmEl 5
* Android

+ 108

B E
AT IERIBRGE N &) B A 5] &
HERGEEREZIRNVENHZTHLs /dev/tty.* | RRETFSHI,

RIDEENARLARERE , URRERBEH . BE USB-to-TTYIRZ LMFTHE LED BRI R
Beid, MREMARIBIFEE , BEHRHENEHUE — S LM EREE R,

BARFLEEEIES

MR THEIRZ—

SSL error: certificate is not yet valid
®E

2024-09-19 08:56:34.920 WARN lwsHttpCallbackRoutine(): Received client http read
response: { "message": "Signature expired: 20240919T085634Z is now earlier than
20240919T155135Z (20240919T155635Z - 5 min.)" }

XEWRE Ingenic TR LAVREAFER, BIIZ{T date TR ITHIE. RIFHANEHHBRERH |
REBREITRNRAER.

ERRME 25
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BIENHERE , NARFBEITER

MRBIRW TR

-sh ./kvswebrtcmaster-static: not found

XERERERETERIINARFI ELF FREP I HAKBI, 40, libcEiRE L
i

¥ BERTAEANTEESTRARTRE , REFESFIRE (LDFLAGS) K IEW S [0 i 75 B B B%
£, NS BS TR RARER,

BRI TESE (uclibcSHRAXNL ) glibc 5SER EWEAEICE , HLDFLAGSIEIEH 3
1Tthe section called “fEf WebRTC M AR F#HTHERE.,

L04a] EN &% micro SD & ?

E % microSD F , HERAUTHS :

umount /tmp/sdcard

mBEHEE 26
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[E B (SDKs)

£ Amazon Kinesis Video Streams WebRTC A , W F ik ZF 2B ENBIESEEH TEN, NEEH
Hi&k%, %48 WebRTC B Amazon Kinesis Vid SDKs eo Streams easy-to-use R #FE , B LG H
TEHARREEE A EGTRERENINEREFNRENNAREEPin L,

#H WebRTC B Amazon Kinesis Video Streams BIELLTHZA : SDKs

« WG Kinesis Video Streams w8 WebRTC AXTEBW CEERAE , EATHRARER
« 48 WebRTC & T E&HK Amazon Kinesis Video Streams 3& i T M & N B2 JavaScript
s EATEEMIS# Kinesis Video Streams WebRTC SDK

- &R T i0S Ml B3 Kinesis Video Streams WebRTC SDK

B SDK #EEMHNK RHIM step-by-steplii B , AIHBEHEMZTXENAREF. BUUERAX
L # RIEWeb/Android iOSR AR F RMARNRENEMAS B ITEREER, E7E. NEFMAN

SIRA R AR SR, RAE W |, B USSR F MMM R A R KR B R A AZ 8 2| Android 5
Web MARERF , HEM Android N AREF 2RI TRINEH.

I 5% Kinesis Video Streams w8 WebRTC A AT EEZH CiES
MRA  EHTFR®RARIKZ

AR step-by-stepii AR T A A BARIRE T8, WENETHAE WebRTC SDK# CIESF X
T EAM Kinesis Video Streams & E 48R R4,

TEHU T RAEES

o B
 G.711 A-Law
+ G.711 U-Law
* Opus

< 4
+ H.264
+ H.265
+ VP8

ERATMARIZREN CSDK 27
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& SDK

ETE C hERATHARIZEZM Kinesis Video Streams with WebRTC F AT ES  EETHUA T

A .
T .

$ git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-c.git

% SDK

/A Important

£ macOS LERXEL R |l , IRIFEM macOS WA |, BAMIZIT xcode-select
--install THHFEGFTTIENGRLNHMH4 T, ARFBEHTF/Library/Developer/
CommandLineTools/Packages/mac0S_SDK_headers_for_mac0S_10.14.pkgHizBR
ZREFZEDTITIENRL, XEREIFEEAA cmake BIIT—R. MREEL R
KTwSITIENGRL  WEEBRETRSES,

SERUATSER -

1. &% cmake :

« £ macOS Liz1T brew install cmake pkg-config srtp

 f£ Ubuntu £321T sudo apt-get install pkg-config cmake libcap2 libcap-dev

2. FRIERTIETR AWS K/ /5 R4 R4,
3. EITUTHESHELTEHN WebRTCC FATEQFBE—4 build B , FMBHIT cmake :

$ mkdir -p amazon-kinesis-video-streams-webrtc-sdk-c/build; cd amazon-kinesis-
video-streams-webrtc-sdk-c/build; cmake ..

4., IM1E , SHMBINER ERSREIEMN build B , ABE1T make A WebRTCC F XL E
SR EIBEHE RG],

T & SDK
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® Note

MRREHARRE gstreamer , MFTEME kvsWebrtcClientMasterGstSample,
EWRER (£ macOS L ) MEWN , BAUIIZEIT : brew install gstreamer gst-
plugins-base gst-plugins-good

1Z4T SDK R4
ERERTEE  BRAAESN build B RHERUT REMERE -

* kvsWebrtcClientMaster-ltNARFELETEERIEFEAR H264/0Opus M ( BE#E : /samples/
h264SampleFrames and /samples/opusSampleFrames ) » BHIEZ £ AN ZIN ( MREN K+
BA). EXNRSEPIEN , ©EITENLRPUEINFMEBIESIHN THE.

« kvsWebrtcClientViewer - tb N ARERF$Z3 R~ H264/0pus M H 3T ED Hi>kK,

« kvsWebrtcClientMasterGstSample-tt R AEF MNEIBE K IEHEZAR H264/Opus 11, GStreamer

BEETEMAXERS , BREA TSR

1. EREH AWS K EREIRESIIFE

export AWS_ACCESS_KEY_ID=YourAccessKey

export AWS_SECRET_ACCESS_KEY=YourSecretKey
export AWS_DEFAULT_REGION=YourAWSRegion

MREFANZIEET AWS iE |, BRANSHENSESHE
export AWS_SESSION_TOKEN=YourSessionToken
MREEZREHEN CAERER , WALAMFERAUTAZEHITIRE !

export AWS_KVS_CACERT_PATH=. . /certs/cert.pem

(® Note
ERINER T , SSL CAERIRENR ... /certs/cert.pem , BiEMELEMEEFNIH, GitHub
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2. BYINZEREFETRERMUNBENEEARINAREREZTE-—NARRF. NARFREASRERMS
HEMBIBZETEE, i, EREZ—NE RN myChannel WESTEEHFHREN ZEEXIERG
H264/Opus 1l , HETUATHT :

./kvsWebrtcClientMaster myChannel

LS ITRIATRFEITE Connection established At , AT MAME T —5,

3. HELNESEECHE  HEEENFREEEFEARIERITE , EAUEFLR. Hl,
BT LAE Web MARFHEFIIINR. Atk , BRBER RGN ARER P LSBT WebRTC
SDK MiATNmE , HEALE LEAERSS[IBEN AWS HEERENERNESEERENUT
' :

- FRIZ4A ID

o WG E B4

- ERBEEN

« B ID (A )

1£4% Start viewer (B3I EE2F) LUZ 31 Rl H264/0pus MiAYSERF ISR N AR $ o

HIEEMM

RMFCER T MALEREZE G L HF B EHAER T WebRTC B Amazon Kinesis Video Streams.

#HH WebRTC 7 & I EAr Amazon Kinesis Video Streams &
T M N AR JavaScript

YRA] LATE R 48 B A2 F P # 258 WebRTC SDK JavaScript B Kinesis Video Streams K E N R
i, GitHub

x
« &% SDK

« WebRTC ¥#FF & I & JavaScript 23+
- EARBINARERF

- RETHINARERF

R

1
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% SDK

BEUR AL ERAH WebRTC SDK # Kinesis Video Streams BUR T3 2 FE#E R JavaScript i
1716 R KRR A 1TNode . jso

NodedS module

£ Node.js & %A WebRTC SDK JavaScript B9 Kinesis Video Streams B & ik 5 5% 2 F H
Node.js DEEEE npm,

ZEHEIEEE https://www.npmijs.com/package/amazon-kinesis-video-streams-w ebrtc,

E7ENode.jsH B &% SDK , FHEALHSMEISH A HEH B Fpackage. json :

BALUTHEA
npm install amazon-kinesis-video-streams-webrtc
PRAT LG BB Node.js IR —# S A SDK 3£ -
// JavaScript
const SignalingClient = require('amazon-kinesis-video-streams-
webrtc').SignalingClient;

// TypeScript
import { SignalingClient } from 'amazon-kinesis-video-streams-webrtc';

Browser

BEFLZEFTRITEQUERNREMARERE, ERIE HTML TEF AWS £ AR A BN
£& SDK &.

EHERRIB|[PER SDK , FHEER HTML TEF NI THIZATE

<script src="https://unpkg.com/amazon-kinesis-video-streams-webrtc/dist/kvs-
webrtc.min.js"></script>

METNEFAIESZE , AIMEBER KVSWebRTC ( 5 window.KVSWebRTC ) AF AT
84,

f5ltn window.KVSWebRTC.SignalingClient,

i
P
%)
=}
=

31


https://www.npmjs.com/
https://www.npmjs.com/
https://www.npmjs.com/package/amazon-kinesis-video-streams-webrtc?activeTab=readme
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WebRTC ¥#4F & T & JavaScript ‘=34
SDK H MR T GitHub BRSTAS T4y T,

£ A B, RETEXNIL SDK SATHEET Web 1 JavaScript EE RN ARFH AWS
SDK RN EZEE.

BXZENARER (BEXZACHNEEEARG ) WRHl , S HexamplesB R,
SEATRHINRAER

#HA WebRTC B Kinesis Video Streams &3 EE T —MNROINARF |, S ERZNBARFAESR
HESEEREEITEMEHSERAEEMEREETS.

#HA WebRTC B Kinesis Video Streams ;REIRARFM T, GitHub

IR AR R EB L Fexamples B &,

E&A

- peer-to-peer NI AREF R EHE AWS EEEFE

- peer-to-peer NI AEF R ZHME RGN ARERF

« peer-to-peerff i WebRTC Ingestion M /R4 T HE &R RGN E

peer-to-peer N RBIN AR RN AR E AWS EEEZEF A

1. 3TFF Kinesis Video Streams with WebRTC Rl 5 AT H TR IA T81E -

« AWS XiF, I , us-west-2,
- BB IAM AFSRARK AWS FRZAMNZH, IREFEANRKE AWS IE$H |, BHSETHE

B 5o
EEIEE'O

- EEENETEEN AN
MREEFEEIFNESHEE , HiksF C reate Channel AEAEFRENEVR - METEE,

® Note

NFHEKFMiX , BNETHEEMLARKE -, BAUERFR, BF. T
% () MEFF (), ETRREAZER

o
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https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js?tab=readme-ov-file#documentation
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js?tab=readme-ov-file#usage
https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
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« BREEEM. WMERME,
« WebRTC BEMEM, B NTRFHERUATRIAZ— :
- R BB ERIER,
- BRRER BEERIUERX" , HFRFHBERRERN ‘KA

(® Note

B3 EREER LN AREFE A DescribeMediaStorageConfigurationAP| SR E
EWMER TE1T ( = Peer-to-peer WebRTC #EL ) o XANEIE API V& 18 40
DEBFETEL

MRESREAEREFTBEEWHEXTZE/T , BEAFHBEARBEI L API B,

- BEBRIZEA—R., RESTUN/TURNIZEFIRASHREFTrickle ICERARES.
2. %3 Start Master LLUEEIESEE,

WMREFE | AFHREHERSEL andlor ERMX,
3. TEHITFF Kinesis Video Stream s 2&l&, AWS BEZ& &

BRIER T EENXE,
4, EE{LJ%M*JEP ﬁj:*'fn TJJ’FILO

ELHERESEENEN. URFE , FEARRE,
5. BIf ‘B@HBERESR A0
6. IEFRUEMER ENBBRE, XERN P AMATWebRTCRiE, viewer

SRR E ERIENREABBLE RE AWS EEEZH A,

peer-to-peer\ RN ARFRANZREIROINARERF

1. 3TFF Kinesis Video Streams with WebRTC RGN ARFEHIEBLUTEER

« AWS X5, #l#0 , us-west-2,
. B IAM AP AWS HRIZFAMNZFH, MREBERANEKE AWSIEP |, BN ESHE

go
I o

BEEEZENETBEEN BN,
MREEEIFHESHEE , Hik#F C reate Channel AEAEFRENEVNR-—METEE
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https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_DescribeMediaStorageConfiguration.html
https://console.aws.amazon.com//kinesisvideo/home/
https://console.aws.amazon.com//kinesisvideo/home#/signalingChannels/
https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
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® Note

NTFHAKF X | ENECTMESHLARE -, BANERAFE. HF. T
% () MEFF (), BETREERZEE.

« RRZEEH, AHERRE,
* WebRTC JREHM7fE, BT RARBUATEIZ— :
- R BIEERIUER,
- BERRER BIBERIER" , AFFHBERZREN XA

(® Note

B3 EREER LN AEFE A DescribeMediaStorageConfigurationAP| SR E =
EWMER TIE1T ( = Peer-to-peer WebRTC #EL ) o XANFIE API V& 18 40
DSERE,

MRSREFTAEREFTBEEWRHEXTZE/T , BEAFHEARBEI L API B,

- BERRIEA—K. RESTUN/TURNIZE RS HRIZFTrickle ICERARE.
2. %3% Start Master LAmaster A& §MEEINESEE,

WMREE  AFHEEHEREGL andlor ER X,

3. ITHB—PEERIEI+ , RFITH Kinesis Video Streams with WebRTC RGN AR, £—
ST A E B EB R INE 5T EE,

4. MTRIHER BHEESE, NviewerB & B EEIESINE,

BRI ZeE FlmasterMz B EEXR R EAviewer,

peer-to-peerff | WebRTC Ingestion M~ 71 H E & 2| ~FITUE

1. the section called “MX| K EFREIUEAR ZBREEEFISEEZEHABRECEZEIFEESIE,
2. LR {Ethe section called “FM AR RNINBFERSFR RIMMEESESE,

EEESEENEEFHEIEANPEBEME, A L0F LG FMAEE 7 21F,

FHAENTRENTSEENEEESSEMERIINE LR  REEELASIENNE Wik,
3. RALUER Kinesis Video Streams EHRZEE FH 7 R EUAY 14K,

A WebRTC RN ARERF 34
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mERGINARER

BEHTHRBNYE SDK MRPINAERF , TR T HARITERE.

TR

NodeJdS A 16+

® Note
EAITEWAM https://nodejs TEFFMBI KR (LTS) lR%F. org/en/download.

YmiE R BI N RREF
1. T #HH WebRTC SDK 8 Kinesis Video Streams, JavaScript
HELHFRALUTAR
git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js.git
2. BMEFBE package.json XHHE F. ZXH N TEEENRE ZRF,
ELHEPRBALTHEA
cd amazon-kinesis-video-streams-webrtc-sdk-js
3. RRMEKBI,

FELIHRHPEALT npm CLI 7 5 :

npm install

4. J33h Web RS ERUTTIRIREN T,

FELRWFRBALT npm CLI @9

npm run develop

5. fEXYEEFH , B http://localhost:3001/,

B B Bexamples B R X HREBEMN T,

wETPINARER 35
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https://docs.npmjs.com/cli/v10/commands
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http://localhost:3001/
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FERTRENT % Kinesis Video Streams WebRTC SDK

AR step-by-stepift BAEIR T a0fAIfE A L =R WebRTC SDK T &, HEFIZ1T Kinesis Video
Streams K& H 8N R Hl.

(@ Note
I 5 Kinesis Video Streams T IPv6 XFZ 218 & Lit, EFBFRELM Android 8%
IPv6 FZANEZEE,
T SDK

E £ Android T8 WebRTC F X T EA |, HZTUTHS :

$ git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-
android.git

732 SDK
T Android FHIE WebRTC FATES  BERUATSE

1. ERELIMB KX ITFFITHF amazon-kinesis-video-streams-webrtc-sdk-android/
build.gradle , & & WebRTC SDK & A Android Studio £ FF & IF%E ( IDE )

2. WMREBHE-XITFWME , e2BFRAL, WRFR , MEKEELS, SBFIRFHERN , BERER
KiRK SDKs By SDK 43 , REER ‘B2 ATKZE , NMERZEMBENEANE,

3. FElE Amazon Cognito ( AFMAI F it ) RiE. BXRFATR , BSHNRGEF AT ETREE
Amazon Cognito, X&4 K2 Android WebRTC F X LEGFEMN FHRIEMBIILE,

4. 1£ Android IDE & , #TF awsconfiguration.json ( M src/main/res/raw/ ) . B340
TR :

{
"Version": "1.0",
"CredentialsProvider": {
"CognitoIdentity": {
"Default": {
"PoolId": "REPLACE_ME",
"Region": "REPLACE_ME"

Android SDK 36


https://www.cactusvpn.com/tutorials/how-to-disable-ipv6-on-android/
https://www.cactusvpn.com/tutorials/how-to-disable-ipv6-on-android/
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}
}
},
"IdentityManager": {
"Default": {}
.
"CognitoUserPool": {

"Default": {
"AppClientSecret": "REPLACE_ME",
"AppClientId": "REPLACE_ME",
"PoolId": "REPLACE_ME",
"Region": "REPLACE_ME"

}

}

FERBEZETHEHF % T ESEE Amazon Cognito P B S BRAE K EE

awsconfiguration.json,

5. WREH Android %% 2% ZEIZ1T Android IDE B9itE#l. 7£ Android IDE & | i&FREEMR
% , REHEHIZ1T WebRTC Andr0|d FRIBEA,

W BRGE R Android 8% EZE—1E R AWSKinesisVideoWebRTCDemoApp KN AE
F. ERLBARR , B RIEEs). MEMYEMIEEE iR ER Web audio/video RTC
=R

ZE1TBINRAERF

ERATEER -
1. 1ES&#Y Android 8% L , ITFFAWSKinesisVideoWebRTCDemo N Bf2F HEAFH ( £EIE ) =
A Amazon Cognito K & &,

2. TEAWSKinesisVideoWebRTCDemo M FAREFF , SMEGEERERHE , AECEFNESEEDR
EERINEETEE,

(® Note

Bal, EAL SDK R RGIB AR , BLRBEE AWSKinesisVideoWebRTCDemoApp
RE{T—MERRIE,

BT RGINRAERF 37



Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FF & A R 155

3.

Wik MREBUEERSOERIIMEE | HEEM— Client Id (FF % ID), RISZINEF
FREED —NBER , TREEFR ID. XABTEENTRZRISCANERSR.

%R AWS X AR BRBEREZIMEMALIE , IERERMEZ.
ERIF peer-to-peerEiE , BHITUTE—&E .

® Note
BSHERNERPEANMEE K LIEEMHENETHMESEH. AWS X, MW ID
AWS B 1D,

« Peer-to-peer M A Android BB ZBIHITERE : TIRENEEHR

- FRALERSE , TH Android 8% L&, WEFIZIT Android WebRTC F X T EH,

« £—#A Android %% £ EE X ITFFAWSKinesisVideoWebRTCDemo M AR ( i£#F S
TART MASTER ) , FIAFHAE (E4E8E).

® Note
BHl , FALEETBERER —MNERE,

- EEESRER TESE =A Android 8% LITFAWSKinesisVideoWebRTCDemoM AATEF , XA
EENE LRSBRPBINESINE (21F ) (1E£F START VIEWER)

RIFTEFEERASULERE AW audio/video FiiE,

 Peer-to-peer EHA R SDK EUMBZ R RBZEFRZAH TR LH

« EEBNEE L, TH., ¥ME T I5#% Kinesis Video Streams #/8 WebRTC FF A T E&H C
BEMA  EATH®RANERZ HUFRIFEAEITE,

o A EIRPE | £ Android 8% L&, WEMIZ1T Android WebRTC FATEE, EEE
B3E X T It Android 18 & L FTFFAWSKinesisVideoWebRTCDemoR T2 F , INEF & T
LAEEl#R AR, SDK x audio/video FRE 28R ERIE.

* Peer-to-peer EEN IR ZEH Android IREFENEFIRNM LR TR 2 EFH TR A H

- FRALERDSE , £ Android ®FE L TE. WEMNIZ1T Android WebRTC F AT EE, X
EX TFTF bt Android 1% & EBIAWSKinesisVideoWebRTCDemoR FATEF ( i£3F S TART
MASTER ) , FFBR#FINAXE (EFEE) -

X

|
a
Sl

BIRI AR 38
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- T, ¥E A8 WebRTC FF X T ESH Amazon Kinesis Video Streams & F T M 4& B FA 12
Fr JavaScript HUEBRFHZTE , ARIUIEFRR BT TIUEFE Android FIRZHZ UM
o

NEHIF x TEBEE Amazon Cognito
FRFMH

« BWMEA Android Studio BE, REMETHNARFRE. BIMNEBNERSRHTNRERD,
« ERFIRBH  BEERMIT I Cognito EilEs

REBLL T S BIRE Amazon Cognito Pt #l & 475t

RER P

REAF M

1. &% Amazon Cognito 2| & H KU X B EH,
EEMSHEF | EFE AP

2.
3. EAPM By, ERBBBAFM,
4. FTERATEY :

a. HE1% BEBZRAR-TE Cognito AP MEFIETE S |, LRI,

ﬁ#%jt_z":o
b. F&]2: BELTLEREFRMERAYED,
iij:¥-|:_$o
c. 2 3% MEEMAEK-EFMENRYIED,
ﬁ#%jt_z":o
d. R4 BEEEARE-EFRERED,
£ IAM AEEFREFERY  ERIEAGHCIENAE,
ﬁ?%jt_io
e. H5F  ERENNARF-EFHEMNIED,

NEPHF X T EIEE Amazon Cognito 39



https://developer.android.com/studio/index.html
https://console.aws.amazon.com/cognito/home

Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FF & A R 155

£ NRRARFES S TR | RE YEESE,

ﬁ?%jt_io
f. SHoe  EFEHUER-EFLETNEBLPNIER K AEERFNEAF M,
5. E AP WAL , EEENRI 6,
SHAFPMID HIETRUAREM, fFawsconfiguration.jsonX#H |, X
x=CognitoUserPool.Default.PoolId.
6. ®“ENABRFER ETF , RAEHRITEEKD,
7. ENAERFEFmIIKRED , ERENNCIRZNNAREREF RS T
EHEFE ID HIEFRUEFEH, Fawsconfiguration. jsonX#H |, X
x=CognitoUserPool.Default.AppClientId,

8. HREFHIEBEHIETRURZRFA. Fawsconfiguration.jsonXHH |, X
=CognitoUserPool.Default.AppClientSecret,

REH 7t

RESHM

1. 3% Amazon Cognito 2| & H I K 2 FIER,
2. EEMSHEF , &F FHH,

3. EERABEM,

4. BESM,

a. W1 BEESHBEE-ZTHATHD

« AP RRR-ERZLN B 4510 #9758 4 PR
o &3 5 RRIEH 5 197R-1%£3# Amazon Cognito A i

ii?%-F_Z’Fo

b. TW2: BMENR-Z EISHRIENAR” B , EEUTFE
- IAM A EF0EHN IAM AE
- IAM ABER-MABMHIE T RBEEERSRER.

NEPHF X T EIEE Amazon Cognito 40
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ﬁj:%-lt _io
c. H3:Connect HHIRME-E AFRMFEMAEERE o , EEUTFE :

- APt ID-EREE IR A,
- NARFEFR D-EREZH BN NARERFEF R ID.

iij:%-lt_io
d. R4 REBM-E FHMRER FRPBAEN.

iij:%-lt_io
e. B55  EEHVNEEFLESNEITNIER , ATEFRIESH M,
5. EEMMTEL , EFRENHE 6,

S5 5/ ID HIETRUREMH, ffawsconfiguration.jsonX#H | X
x=CredentialsProvider.CognitoIdentity.Default.PoolId,

6. E#H IAM BEHNNR,

a. BFAWS BEIZEFHA HITH IAM #2F|& , Wik https://console.aws.amazon.com/iam/.
b. FEEMWSMEH  EE AE,
c. KREHEBREZELHAENAG,

® Note
MRFER , BEARRE.

d. EFEM MR REKM,

ERRE,
e. J&FE JSON LI+ , RERREEBRANUTAR

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

NEPHF X T EIEE Amazon Cognito 41
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"cognito-identity:*",
"kinesisvideo:*"

]I

"Resource": [

"

ii?%jt_io
f. WRERER FUIMRAIR N EBIARER ZH EEE,

ERREFER.

FERATF i0S B Z# Kinesis Video Streams WebRTC SDK

AR step-by-stepiit BAEIR T 1A £ iOS T 8. MWEFIEZ1T Kinesis Video Streams WebRTC SDK
e HLAE R Rl

T & SDK
E£ iOS A T8 WebRTCHFATEG , BETUTHT :

$ git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-ios.git

% SDK
STRATETER :

1. BidKinesisVideoWebRTCDemoApp.xcworkspace3TF ( B&%¥ amazon-kinesis-video-
streams : webrtc-sdk-ios-AWSKinesis VideoWeb RTCDemo /Swift/ App.xcWorkspace ) , i
XCode iOS WebRTC SDK & A iOS =% W ERFT £ E (IDE).

2. WMREE-IRITTFZME , e2EHWE, MRRE , NWTHHE,

RSB EIUTHEIR

error: The sandbox is not in sync with the Podfile.lock. Run 'pod install' or
update your CocoaPods installation.

iOS SDK 42
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MREBDEIR | FHRITUATERAE

a. TFYBIHEHFZREHRN amazon-kinesis-video-streams-webrtc-sdk-ios/Swift 3}
ERSITHETUTHS

pod cache clean --all
pod install

b. YU I/EBFEHRN amazon-kinesis-video-streams-webrtc-sdk-ios H&EMmS
THRIETUATHS

$ git checkout Swift/Pods/AWSCore/AWSCore/Service/AWSService.m

c. Build.

3. ElE Amazon Cognito ( AFFI &5t ) RiE. BXFMALTR , BSANRGAF AT ETERE
Amazon Cognito, X&4%MME iOS WebRTC F A T ESEN S HRIEMBAIRE.,

4. 7 IDE # , #TFF awsconfiguration.json X ( 3RB /Swift/KVSiOSApp ) . WXHmT

TR :
{
"Version": "1.0",
"CredentialsProvider": {

"CognitoIdentity": {

"Default": {
"PoolId": "REPLACEME",
"Region": "REPLACEME"
}
}
.
"IdentityManager": {
"Default": {}
},
"CognitoUserPool": {

"Default": {
"AppClientSecret": "REPLACEME",
"AppClientId": "REPLACEME",
"PoolId": "REPLACEME",
"Region": "REPLACEME"

}

}
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}

FRBEZETRISHF AT EGBE Amazon Cognitod IS B4 K B E 5

awsconfiguration.json.

5. 7 IDE # , TF Constants.swift X# ( KB /Swift/KVSi0SApp ) » WWXHW TR ;

import Foundation
import AWSCognitoIdentityProvider

let CognitoIdentityUserPoolRegion = AWSRegionType.USWest2
let CognitoIdentityUserPoolId = "REPLACEME"

let CognitoIdentityUserPoolAppClientId = "REPLACEME"

let CognitoIdentityUserPoolAppClientSecret = "REPLACEME"

let AWSCognitoUserPoolsSignInProviderKey = "UserPool"
let CognitoIdentityPoolID = "REPLACEME"

let AWSKinesisVideoEndpoint = "https://kinesisvideo.us-west-2.amazonaws.com"
let AWSKinesisVideoKey = "kinesisvideo"

let VideoProtocols = ["WSS", "HTTPS"]

let ConnectAsMaster = "connect-as-master"
let ConnectAsViewer = "connect-as-viewer"

let MasterRole = "MASTER"
let ViewerRole "VIEWER"

let ClientID = "ConsumerViewer"

FRBEZETHSEHF % T ESEE Amazon Cognito R B S B4 KB E
Constants.swift,

6. HRPRH IOS RECEEIMREEZITH Mac B XCode, TEH XCode , EIFEZENIRE , A
E¥EH =T WebRTCiOS FATEA,

WS BIFIE i0S 8 F L L EE N AWSKinesisVideoWebRTCDemoApp KN FAFEF. {3 FH Itk R FH
BF , B URIERs, MEMYBMIREEFiRHZEHN Web audio/video RTC E#%,
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BT BN AR

SERELTHER

1.

ELREY i0S %% £ , FTFFAWSKinesisVideoWebRTCDemoM A2 F , REERFN ( £l )
HIAH Amazon Cognito K 7 & F,

EAWSKinesisVideoWebRTCDemoN AfEFH , SMEEERENHE , AGREFNESEER

RERIB/EFEE.

® Note

Bal, EAL SDK R RGIBARER , LR BEE AWSKinesisVideoWebRTCDemoApp
PIE{T—MERRIE,

(miE ) MREBLUEEFRFMEZTEE |, FEEFEME—H ClientId (FF % ID), REZANE
EREET—NBEN , TFEEX R ID. XEBTEENFERANGTENEESR.
EEAWS X URRBERASMBINBIE , IERERMEZ.

ERI peer-to-peerE % , BIITUTE—&%E .

® Note
BSYERERPHEANMEE K LIEEMHENETMESEH. AWS X, WA ID
AWS B 1D,

* Peer-to-peer EM A i0S RBEZEFHTHRALH : TREFNEESR
- FRALRLSER , AN IOS RELTH, WEHMEZ1TIOS WebRTC FRITES,

« £—Ai0S &’ & L UEEK FTFFAWSKinesisVideoWebRTCDemo M AR F ( kR E3 &
X)), FHRFNLE (ESEE).

® Note
Bal , FALEETBERER —MERE,

- EEEBRERATEE=A IOS &% LITFAWSKIinesisVideoWebRTCDemo M AR F |, EH#E
tHESBRHPEHNESIE (21F ) (EEBHEESRE) .

BT RGINRAERF
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KUrEFERSALERE AN audio/video BHE.
* Peer-to-peer AR SDK iRZ M iOS REFEF R ZAIHITRAAH
o EEGLER L, TH., WE L 37 Kinesis Video Streams #H WebRTC FATESH C
BEMAE  EATHRAREE AUFRFENETE.
- FRALARSE , E—1I0S RE LT, WEMEZITIOSWebRTC F AT ED, EERHRE

R T F I i0S &% L BIAWSKinesisVideoWebRTCDemoR AR F , HHIA iOS &EEHEET
LLERH#R AR SDK % audio/video RS 23HI IR,

* Peer-to-peer HEEN EIREH i0S REFNENEFRNMBZ R TR 2 EFH TR LR

- FRALARSE , E—1I0OS RELTE., WEMEZITIOSWebRTC FATEFT, BEXEXT
FTFF It i0S &% _EBIAWSKinesisVideoWebRTCDemo N R F ( BB EEN ) |, FFHA
MH2E (ETREE).

« T8, WEBHLUEEFEETHE WebRTC F & T EEHK Amazon Kinesis Video Streams & F
W 4% B A2 7 JavaScript 885217 , HRIEEFEER B W LAEF Android F RS589 F 50/M
5, JavaScript

NEHIF x TEBEE Amazon Cognito

FRF M

« BB XCode RE, REFNETRARFRB, RIEERFTRA
- ERfIREH  BEERMELSE Cognito Fi,

REBLLT S BIRE Amazon Cognito B FSthFl & 145t

REMF

RER it

1.

2
3.
4

&% Amazon Cognito 2l & HRIF X2 E EH,
EEN Sz | &FE BFW,

AP B, EE RIBAFMm,

TR TET

a. ®E1% MEZFRAR-7E Cognito AP MEFIEIE 2 |, LR HEBHIED,
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iij:%-lt_io
b. |2 BERLER-EFEMEMAED,

iij:%-lt_io
c. 3% BMEEMAEK-EFEMERRTIED,

iij:%-lt_io
d. R4 BEEEAE-EFREBED,

£ IAM AeiEFRS  ARIGACHGERAE,

iij:%-lt_io
e. HE5F  ERENNARERF-EFHERMNIED,

EUREARFESE TR | BE NEESR,

EET—F,
f. SH6: EFEACR-ERTLENEBYPNER , REERCZR i,

5. EAPM REL , ERENN 62,

EHIAFM ID HiETRAZFEA. Fawsconfiguration.jsonX#d | X
x=CognitoUserPool.Default.PoolId.

6. ®EENABRFER ETF , RAREITEHESR.

7. ENRARREFRIIKED , ERENINCIEZNNARFEF RS M.
SEHEFE ID HIETFRUZFEMH. Fawsconfiguration.jsonX#H |, X
x=CognitoUserPool .Default.AppClientId,

8. HWREFHIZBHIETRULZREH, Fawsconfiguration.jsonX#H , X

=CognitoUserPool.Default.AppClientSecret,
RE S0
REH 4t
1. %% Amazon Cognito ##| & HRIFXFHIEEEH,
2. EEMSmER | EE B4,

NEPHF X T EIEE Amazon Cognito
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3. EERAES MG,
4. BESDH,

SR BESHBEE-TRATHS

0

o AP R BR-ERZ & 1750 10E #9753 AR
- &3 5 RIEH F19R-1£#¥ Amazon Cognito A i

iij:%-lt_io

b. FEW2: K BENR-ZE EI5HRIUENAR By , EEUTFER
- 1AM BE-EF0EH IAM BE
- IAM ABER-MABMHA L T REEEIREA,

iij:%-lt_io

c. B3 :Connect BHRIREME-E “AFPMFEAGE o , EEUTFE :
« APt ID-EREZHIOIEN AP,
- NARFEPIR IDARECHENNARFEEF D,

iij:%-lt_io
d. R4 REBM-E ‘FHMRER FRPBAEN.

iij:%-lt_io
e. B5L  EBEHMVNEEFLESNEOTNIER , AREFRIESH M,
5. EEMMTEL , EFRENHE 6,

S5 5/ ID HIETRUREM, f£awsconfiguration.jsonX#H |, X
x=CredentialsProvider.CognitoIdentity.Default.PoolId,

6. E#H IAM BEHNNR,

a. BFAWS BEIZFHA HITH IAM #2F|& , Wik https://console.aws.amazon.com/iam/.
b. TEEMWSMEH  EE BE,
c. KREHEBREZELHAUENAG,
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® Note
MRFE , FEALRE,

d. EFEM IR RE,

it
e. & JSON LI+ , RERREERANUTAR :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cognito-identity:*",
"kinesisvideo:*"
1,
"Resource": [
i
]
}
]
}

iij:¥-|:_$o
f. WMREREP FLHITREIR N ERIARR" SRS IEE,

ERREFER.

C SDK KV & F w5 ¥R

£ Amazon Kinesis Video Streams with WebRTC MEZHN N AREFH S B IB4AR , BIEMLE.
B5. RiEX#, NEEZENBIETERIE, CBS M Kinesis Video Streams with WebRTC X ##EHE
FPiRiER , FEEBEENREXLEAGENARFPHMEENERAER. XENERsIAAEK . %
7 Kinesis Video Streams SEBUE MM LM E XK BE LIEHR , URIRE W3C RN FEANEKIENR
KIPAEFEIEPR. BEE |, C B S Kinesis Video Streams with WebRTC B #I{X X 1F W3C FrEIERR
Y F £,

C SDK MY & FIRIE4R 49
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2
. ERiEHE

 C SDK X #f W3C #r/EIE#R

ERER

ErENRAAT TRETENRENARFEZTNNITH. EAUER
STATUS signalingClientGetMetrics (SIGNALING_CLIENT_HANDLE,
PSignalingClientMetrics) API RREUXEETElR. THR— N ROIERAER :

SIGNALING_CLIENT_HANDLE signalingClientHandle;

SignalingClientMetrics signalingClientMetrics;

STATUS retStatus = signalingClientGetMetrics(signalingClientHandle,

&signalingClientMetrics);

printf("Signaling client connection duration: %" PRIu64 " ms",
(signalingClientMetrics.signalingClientStats.connectionDuration /

HUNDREDS_OF_NANOS_IN_A_MILLISECOND));

signalingClientStats BE XA BATE Stats.h R E,

BRIXIEUATERER:

AR i BA
cpApiCallZEiR TTERSIER APl B AR

R, FRE#HB L (EM
A) #HITIHE, HXHBESD
#& : describeChannel, Creat
eChannel #1 DeleteChannel,

getChannelEndpoint
dpApiCallZER TTEXRIEER AP B AR

B, EREHBIFHL (EM
A) #ITIHE., KREKHFILE
F&: getlceConfig.
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1R 5t A

signalingClientUptime XRIAEFmNREFEENE
B, #REALERN , Ba
RESHWEEEZTHEE,

connectionDuration MREHEEEY , MoK
A TR RS FEE AT
H, &N , 2K HEN 0, X
BERXHEFRKIEEZTHES
SXE , RREERKREE
signalingClientUptime , {B&

TEFPHNREE,
numberOfMessages B2 & % HWERERIERN., MEH

ICE f&izInet |, th{ESEH.

numberOfMessages 2 Y F| 5 “ numberOfMessages B2 &
B AE, LIERSHIEMZE
HWNESHEHRTEN. 5
HERYREL T SIGNALING
_MESSAGE_TYPE  H#Zl,

iceRefreshCount @A , 1% getlceConfig &
2iBE, ENFRRRETIR
FI8Y ICE BEEHHY TTL, 8IR
WB—AFH ICE BLERS , #
2FFITERRIRE N TIRRIFT
AR R E & PRI A R
E—BRERE,

numberOfErrors ZiT B A TRERESES
PR EIRBE, RERRE
ICE Bi&. REMETIRE, B
BRETIER. KEEDHEHEMN
REESEFIHEEE Web
EEFLUREUE BT £ R

=, send/receive
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EiR B

numberOfRuntime4s i% ZEMSREESES WK
TRAENEIR, HAREKRE
FEZERM., HEEW R KA
ICE Bl ERIFBEIXERE R

numberOfReconnects ZENEBREMEZEN S
B8, ZENRERT THRIRE
R EZENRE M,

C SDK X #f W3C #r/EEFR

£/ WebRTC C SDK #JEZ K N AR B Bl X1 W3C #rEIEIRAY 78, XEERN T RS

o BXW :

 ICE f&iET : XEBRRERBEREEN A AT EEETNES , AEENFREZEHTHER
. XBFERETHRS|/HKIER, 1P ik, NEBEFERNRERBNRERER, XEEHRTAH
RIS

* ICE fRS5%8 : REBERATRERRXENTE ICE REHF[NEEEE. ZAPTEHATHER
ATBENEERERNRSSR., EEEERT  MRRETURERY , N FEHTREXLERER.

« 1@@ ce Candidation Pair : XEIERA T T XN EH 2 R TIRHNHRE LR St RIEXHN N EE,
bytes/packets

o« BAFBE
« EEAY RTP : REBIRRRREFRENBERN KNS,

o HUE RTP : XEEREHRAXRME R RTP RHNES. EFMAERNRIREFELE , EMTHEIFEES
Mo

« AUARTP : REBEREREXEARBNES

- BURBERE | XEEFRTUABPES MBEIREBERENBERAERNZTHR, TUERABE
ID {REUERR.

WA LAE A STATUS rtcPeerConnectionGetMetrics (PRtcPeerConnection,
PRtcRtpTransceiver, PRtcStats) APl W& E ICE. RTP M#EEEHEKXNIER,. TER—
BERA
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RtcStats rtcStats;

rtcStats.requestedTypeOfStats = RTC_STATS_TYPE_LOCAL_CANDIDATE;

STATUS retStatus = rtcPeerConnectionGetMetrics (pRtcPeerConnection, NULL, &rtcStats);
printf(“Local Candidate address: %s\n”,
rtcStats.rtcStatsObject.localIceCandidateStats.address);

UTRE—NRE, BRTHREURB[AEXEITHRENFERAER

RtcStats rtcStats;

PRtcRtpTransceiver pVideoRtcRtpTransceiver;

rtcStats.requestedTypeOfStats = RTC_STATS_TYPE_OUTBOUND_RTP;

STATUS retStatus = rtcPeerConnectionGetMetrics (pRtcPeerConnection,
pVideoRtcRtpTransceiver, &rtcStats);

printf(“Number of packets discarded on send: %s\n”,
rtcStats.rtcStatsObject.outboundRtpStreamStats.packetsDiscardedOnSend);

£ EERRHIS | 2R rtcPeerConnection GetMetrics () B9 =423 NULL , MREFIRFFE—4
W R BV ERE

B9 Y rteStatsObject ATLAFE Stats.h. 3% E) , B9 X RtcStats AT Include.H F K F,

B LL#E WebRTC C SDK 72 B9 45| B 5 APIs F K inesis Video Stream & R 3% B FEE
FREY R BIA

5 WebRTC C SDK ¥ZH M AR B 8 XL T W3C FrAEERR.
ESi

* Networking

- B

. BIEBEE

Networking
ICE BRE23484% :
FEFR ;!
URL FERERM STUN/TURN RS

22 H URL
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18HR
WA

I

RIEHER S

WE Y@ E S5

eSS YN

ik
BPREANEOS

M ICE AR%5 88 URI FiRERAI1%
BWiHi, WMR{ER UDP , ICE
=i #¥ UDP , BN ICE
=X B, TCP/TLS. If the
URI does not contain transport

, ICE tries TURN over UDP
and TCP/TLSHIR 2 STUN Ak
Fae , WFBRANZE,

B srilx RIEFRARMN
TURN {®i£I & XS E R
B, ZEEESEH,

IR E| STUN 487E e R AT
ZEERSER.

BRI ENE R FE RIS |

ZEMLEH. EUARKNH
AR H MG P IRERFRE
=,

ICE fRIEMEEIHES | REBFEBEXRFMARED ( A HZE ) HEE.

iR

address

port

protocol

L

RAAMNIZZIRIER P i
ik

Rikw A5

A THREURETAI DL, B
{E% UDP/TCP,

C SDK X %5 W3C #rAEE R

54



Kinesis Video Streams

Amazon Kinesis Video Streams WebRTC FF X A R I8

1R

candidateType

priority

url

relayProtocol

ik

PR EDRIEE - =
*J-I:\ srflx ER:P?%O

PRI 7 3 M A2 R 3 BURY 4L 52
%o

PRIE A HARIETRY KRR, XK
B AT iEIRIE TR M STUN BRSS
2714 = TURN BRS5 288U

WMREA TURN RS 88KIK
HUEE Ry A b fRGE T , Mt =
BRERNER T B M RIREX
. BREN TCP/UDP,

ICE RIEXLITHER | NEBEFXRFIEMRENHWER.

EiR
localCandidateld
remoteCandidateld
state

nominated

packetsSent

oL

B o A e A5 AR AE TR 1D
BUH A SRR TR 1D,
EERBEWRLETIRS.

REN TRUE , B ERERE
IEEMRENNSEITES

RENBEIH. X2E
writeFrame VERASH .
AHitESHN, XEEEtN
AT LAMAE BB RTP St EdE e
E , ERAHT Ice fRIEX
‘€ lastPacketSent B a1 & |
it ER AT A R Z B R IERY
BEOBETRESBRER.
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1R 5t A

packetsReceived R BAANBEHRLES
incomingDataHandler

bytesSent X2E writeFrame() A
FH iceAgentSendPacket
() HUHESHEN. XEITE
tetsRRER. HA1, X&
BIEMRAANER , AR ICE R
ZBET RTP BiEE#&N,

bytesReceived BRI ARANESBEHMLER.
incomingDataHandler 24 &1 ,
XESDERLNER , @R
ICE ZZ 8T RTP HIEIH
o

lastPacketSentTimestamp BAREEBREEHHLETIL
ER. ©ALLE packetsSent
MicFKMFFBetELESER
BATH I BEaLEER,

lastPacketReceived 1 incomingDataHandle

Timestamp r() HEBBENEHRLLE
B AILAE packetsReceived
GEFRREMSNBES
BRORE, FFIaafEAmic S
ERNAREFEN transceiv
erOnFrame() [EifHd,

firstRequestTimestamp HE— STUN BEERE
iceAgentSendStunPa
cket() HRZhAHETIZR
WEE. BAILLE lastReque
stTimestamp # requestsSent
—EEM , LERK STUN 4%
B3Rz B FTetE,
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1R

lastRequestTimestamp

lastResponseTimestamp

totalRoundTrip#+ [E]

currentRoundTrip A 8]

requestsReceived

requestsSent

responsesSent

responsesReceived

ik

)X STUN #EERE
iceAgentSendStunPa
cket() HAEXHEIEHSIZ
RIER.

IR E| STUN 48 7E e 57 B B
LKEFRMER.

FE W B8 SR 49 48 7E e S B B
#o TSR NE R AR HE A0 M AR
SEmRRHERTD

SR BB RIRIEX FRAVGE
MRE , R EIRAESE
#o

EWEIEA STUN EFER
B, ZitBE A EH .

£ iceAgentSendStunPa
cket() AFARHSZA STUN
BEFRE , Rt HEHTFLE
#o

£ handleStunPacket()
f 9 i R4 E R R HEA
STUN 48E N R AY | Zit¥has
MEH,

£ handleStunPacket()
IR EIE STUN 45 7E i 57
B, ZiTEERER A EH,

C SDK X %5 W3C #rAEE R
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R i 88
packetsDiscardedOn% i% BIEORERMEERH. R

g , BATE iceUtilsS
endData() XMETEH, X
BB THREESERERER

EFNBREINE DL,
bytesDiscardedOn & i% BIESAERMETERH. B

AFER , ©2E iceUtilsS
endData() XRMBTEH., X
ERERERFENBEAERRN
BEENETENRER. &
EE BRI RBESN

PRk
pER
Hik RTP &KitE &
B4R 5% 85
voiceActivityFlag iX B 812 Include.h FEXH

RtcEncoderStats KR
B0 MRFF—NFMBIE

BIEEE , WZFERERN
TRUE, #AHBRIRIREZ

&
packetsSent XRRNIEER SSRC RIEH

RTP #iES L8, X= https://
www.w3 B —# 9. org/TR/
webrtc-stats/ #sentrtpstats-
dict* FEN KIS T IR

— Mo BEEN. BXAA
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1R

bytesSent

encoderlmplementation

packetsDiscardedOn & i%

bytesDiscardedOn & i%

framesSent

hugeFramesSent

i BA
writeFrame() B , Z{E& <%

#,

RIENBZTEH , T8HF RTP
RAFEFRE, IR writeFrame
WA , ZEHSEH.

CHNMARFEERN
RtcEncoderStats X R — 3B
PHITEH

MR ICE RETE iceAgentS
endPacket FAHRHBETHE
AIRERBEREINEZER RTP
Ba, WaEMEFER,

IR ICE fR¥E7E iceAgentS
endPacket FARAHTHBETE
ARE REERIENZ RTP
Ea , teEHMLEFER,

REHRERHERRE N
MEDIA_STREAM_TRACK
_KIND_VIDEO ®Y , ZEF £
® i,

AR/ BIF K25

fZut , LItHEELEH. B
ROMBBEIITHE fps (ETF L

IR B HEY i Tt 28Rt 8] R0 4% B+ 1]
&) PR 4mAS Ry %k ) FH6E AR
2 RtcEncoderStats i& B
targetBitRate XIRBHY.
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1R

framesEncoded

keyFramesEncoded

framesDiscardedOn & %

frameWidth

frameHeight

ik

{XTERR T X Wi 1T RS /S

S E XS ST 8 BT 1T
g5, E2ESEIX writeFrame i
AR E T,

RERDmEXENE , T2
SRS BB BERECE il A
TSR writeFrame 8 F it
E#

L HTF iceAgentS
endPacket FAAXMMS
B REXME , 2FEHFHLL
EE. — M —4EBESA
B, Z80 , MR framesDis
cardedOn& E BT F 45 IR M=
ETEAHES , MREFX
Mo

BEBRT , BRRAEE -
‘mESMIEYIREE, B AT, B
EFFHIZRERN RtcEncode
rStats *W—8F D HE , BEXF
Ko

BEBRT , ZRRAEE -
wmEmMAMmE. Bal, ZE
BANARFREN—ME , £
FNEBPH —E % RtcEncode
rStats , EX T K,
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E¥R L
frameBitDepth XERTERE—NREMHN S5

ERENMRE., Bl , X
EHENARFRE RN HMESIT
EEH—E49 , RtcEncode

rStats F# RN HUESEITHE

/N O

nackCount FIRWE RTP BiEE L1
NACK HEHZE iR Kk %R
St MoFHMLE, #HxX
12 E] NACK B EH1E
=3,

firCount ZESERE FIR BES

RTE#T (onRtcpPacket->on
FIRPacket tCP), ©&R %
& J5 B AT Bk BEEE £ RV 4R
R, BRITERDB FIR BE
BURINFER , Fit , BMFER
BT itE , RS XEUYE[E
1E.

pliCount ZENERE PLI BIESNE
¥ (onRtcpPacket-> PLIPacket
onrtCP). EFRRIE— MK 2 i
REXRT —EHENRIBUIM
iz

sliCount ZENERE SLI HEaNE
¥ (onRtcpPacket-> SLIPacket
onrtCP), ERRESHMEAN
Ry ST

qualityLimitationResolution® BEl, #RZRFIER , B
' =, HIETAN B mHY s

o 5 P 32 B ME 42
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1R

lastPacketSentTimestamp

headerBytesSent

bytesDiscardedOn & %

retransmittedPacketsSent

retransmittedBytesSent

targetBitrate

totalEncodedBytes B #&

ik

RIARE— N BIESH AT E
B, ©2ESX writeFrame
AR E#,

Atk SSRC KIAH RTP #r3k
MERFTER , TEEXER
B RTP B A E.

LA TF iceAgentSendIEZ A
FA R W S BUmUR K R MR
LEMLER. Mih—A%E
BER , XEBEIXBHFT
K, AT, R bytesDisc
ardedOn &% Rt B F IR E
FTERABES , WEEFK
Mo

W B et EFA WA BIE SN
PLI/SLI/NACKE &, B#l ,
FRXEFHETF PLIMSLINE
Fieh , HAR{UTE NACK E
M EENBES.

ERREFEHNET

., PLI/SLI/NACKE®I , BT
AXEET PLI A SLI W EST
£, HERMUTE NACK EF
XRENAERFRINZEN,
F|IRFI W T 4RESAT , B AR
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izE. XREREREHET
R NSBHRITER

C SDK X %5 W3C #rAEE R

62



Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FF & A R 155

B L

framesPerSecond XRBRRERE 1B HYwiE
HiEFKetE A —BHRREN
Mgkt E B HA,

totalEncodeTime ENAEFRPEHEERENEE
B, HEAZER A HGESET
EE,

totalPacketSendZiEiR BT Packet 23 Bl k3%

iceAgentSend##E 2 , Etix
EHBRERN 0,

AW RTP RIHER.

EiR L

roundTripTime ZERM RTCP #W 7 K E %
A% 201 #9 RTCP 32 (3EUW
FHRE)WIRE PRI, %
BRESEHEM EREKEFRE
B LEREETIRE KA EE
BHEFAEL , LUTERRR
B, K4E 200 EWER—X
REFRE , P aEMNHLL
SIHEEPRERINEES , flm
EENBRESBEMNEIENF
T,

totalRound Trip# [&] T & H Y 3R A 8] B

fractionLost F B LR KIE reporfrac
tionLost 2A3k SSRC E %KY
RTP ##E 38 LL 6l sender/re

ceiver o
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1R

reportsReceived

roundTripTime il &

A¥E RTP SRR -

1R

packetsReceived

jitter
jitterBufferDelay
jitterBufferEmitted i1+ %%

packetsDiscarded

framesDropped

ik

BRREER SR EREHSE
SRS EH.

RRERENTEEREIR
B # SSRC & B, B2,
HAXMEMR2EIEH |, Pl
T E X5 reportsReceived
HRE,

oL

LK% E SSRC WEIEE
B, TR EH.

BEIEFRR R4 E SSRC HIHK
Eais (AR RAHETE

E)o

ZIEMRKR I E X PN
iR QPR Te 52 AV B 1R S

KREB B E XA F AR
B TLUT: PR 68

HEEHXEFHBTEREK
BEEHEAERE , TRBRLE
o XA LAAHRITEEREER
HRAEFNBFEINE D L.

2iAA onFrameDr
oppedFunc() B&EHIL
B,
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B
lastPacketReceived
Timestamp

headerBytesReceived

bytesReceived

packetsFailedDecryption

IR I

1R

label

protocol

dataChannelldentifier

state

ik

FTKE SSRC W&EEF—1
BE LR,

WE RTP #iER/E |, iTE=RED
SEH.

BERHNFTH. HPTER
XFH, ERTATITERE
AR,

4 SRTP HiE QM B2 KW et
, ZEREE,

ik

HEREERENBIEEER
B o

BT RAIK#ERER SCTP
Rt E N EE SCTP,

AT HE—MAREEEN AR

HEFHIRRF, AR SDK B2
W&, WERATHE ; MR

SDK RNZEE , WEMHN B
Eo

EiRSITHE B BUEEEN IR
o BEl , TEHENHRHPRS
2 RTC_DATA_CHANNEL S
TATE_CONNECTING ( &
ESIERT ) §1 RTC_DATA_
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EiR B
CHANNEL_STATE_OPEN

( £ onOpen() EHHi%
B ).

messagesSent L SDK BEIHEEEREEHE
B, T ERSE#H.

bytesSent 2T EER AR H AR B
MNFTEH. XALAART#
BELFHHTABMEAELR
®, RN, ALART #
RENFHED .

messagesReceived ZISFRTE onMessage() [E

B,

bytesReceived ZIEFRTE onMessage() [E
B EK.
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FERA#H B WebRTC B Amazon Kinesis Video Streams &
XA 17 4% R4

Amazon Kinesis Video Streams X #EEid WebRTC S M F ML aHE I =i T EE. BBRMND
B, BFFOLUFERABAI1EEAWebRTC SDKH APIs =3RS SERT R ALK B =im i BUR 4,

B, BUUEEMARLESL AWS loT A IE REFNRE LRETEHE WebRTC SDK #Y
Amazon Kinesis Vide o Streams , R/ AAPIsENHRE BERET 1 WHEERAR ZiRH T
IMEHE. BEUE , S LABEE KA easy-to-use APIsM 41 8] EHIE3E. Amazon Kinesis Video
Streams FAREBBRATERNSIBENENAM , BT SIS Rekognition Video 1 Al &5 ,
PRIE KD ZE R A T E L3 SR SageMaker 2 B R AR F o

. APl 184E

« HARTH WebRTC HREUMFfEZ1BEM Amazon Kinesis Video Streams ?
- BIEETEE

- BIEWMITR

« BFXR

- BEEN

o REUESE

- BRI ESE

+ Connect EIF#AE

s BREERSEEENEBE

API #&/E

EALLT API &/ER B Amazon Kinesis Video Streams WebRTC 12 :

* DescribeMappedResourceConfiguration

DescribeMediaStorageConfiguration

JoinStorageSession

JoinStorageSessionAsViewer

UpdateMediaStorageConfiguration
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https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_DescribeMappedResourceConfiguration.html
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https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_UpdateMediaStorageConfiguration.html
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T AR®H WebRTC BZEHMZ# ZhBER Amazon Kinesis Video
Streams ?

Amazon Kinesis Video Streams X #5813 WebRTC MR F 5NN mtZ B =in T2, BHRA
DL E, REBHREIRBEMERAIRANAN WebRTC SDK # APIs =ik step-by-stepifiBF , LASE
I =0 Y SERT R IR AR F IR AR SR BN, X L BB @ $E A AWS Command Line Interface #l Kinesis Video
Streams #ZH| B HIIEM.

B X {E A Amazon Kinesis Video Streams with WebRTC i , i5Z ¥ the section called “i& & —
AWS K",

T % WebRTC Ry & EUH 176

LLT&TiHBE TH A WebRTC B Kinesis Video Streams = 8] A # 7 E R EXF 17 6 & I .
FB

- NRESEH

s TAFMASEEE—E

RRESEZE

FE A ELEET WebRTC E51E#7 Kinesis Video Streams. the section called
“ConnectAsMaster’## T~ K , #4158 JoinStorageSessionAP| it 7% L& B3 WebRTC iE#E, BY
WebRTC i£#/5 , BAEHIENRIIEEMN Kinesis MR F,

t 4R WebRTC Ry SEXVM 744 2
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WebRTC Ingestion Flow

Master participant SIS Y50 JUELS Wil Kinesis Video stream

WebRTC Storage Session

[1] ConnectAsMaster

-
JoinStorageSession
[2] age -
Wait for SDP ﬂfferbl
< [3] SDP offer
< [4] ICE candidates
[5] SDP answer >
8] ICE candidates
[6] >

Connected via WebRTC DI

[7] [8] Media stored to

Audio and video frames > Kinesis Video Streams >

Master participant SIS Y50 JUELS Wil Kinesis Video stream

WebRTC Storage Session

FAMARSEEE i

MxS5&H KB T WebRTC E1£1£Z! Kinesis Video Streams, the section called
“ConnectAsViewer'# T3k , #2419 A JoinStorageSessionAsViewerAP| it 7% & 1E 53 WebRTC i
B, B WebRTC E#F , REXSE5EEY , REXSESENMERAASEENASREAR SR
FEIE B Kinesis L3R

FRLXEESHAMBUNEESEENTMANERRGEISEE, EFES5EBWKEETSEENAS
BREU R FRLEPREEAHMEETESSENTM,

T % WebRTC Y 5% EUH 77t 69


https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSessionAsViewer.html

Kinesis Video Streams

Amazon Kinesis Video Streams WebRTC FF X A R I8

Master participant

WebRTC Ingestion Flow with Viewer

Kinesis Video Streams with
WebRTC Storage Session

Viewer participant

Kinesis Video stream

Master participant

Connected via WebRTC I)|
ConnectAsViewer
-
< JoinStorageSessionAsViewer
Wait for SDP offerbl
SDP offer
-
ICE candidates
-
SDP answer
-
ICE candidates
-
Connected via WebRTC
Audio and video frames Audio frames
< ‘iewer participant's audio Master participant's media >
Combined media ingested (stored) to Kinesis Video Streams

-

Kinesis Video Streams with

WebRTC Storage Session

Viewer participant

Kinesis Video stream

EF#2EEML WebRTC &E#

AT E#HSENT Amazon &R , At FE#ESIER MBS 5E K% relay (TURN) fRiE<iE, R
SEZENWME A, MATBAER srflx (STUN) RETUEZ R FH#E. RAEFEN K MNSE5ENAEX
E,OHHREARNBREBREATURsflxHrelay , MEEBRBREAKRL Rrelay,

ERbiEERE | F2FBhostiFE AKERFE#HSIE, 2FEETrickle ICEERAFE#AIE,

the section called “FESTHEZERERT ERREFHFAERZEDR | BESH,

ERRARBREY WebRTC EE
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= AR
N E2ETEE

w8 WebRTC S5 EEM Kinesis Video Streams AJ{E#H £ WebRTC & F i B 2 M4 E#PTE
WESHERXRKR, peer-to-peergEF RN (SDP) MMM FTSHERNWINE , URREX
EREE Y (ICE) fRIEMEE BRI,

EHEESEE , A CreateSignalingChannelAPl, ATV EERERINMAER AWS SE244
AWS CLI, MEH—/kIFAHZ APl AWS SDKs,

/A Important
i2 THUE ARN |, FRIHR2AEIN,

AWS B4 S
PATA T IRE -

1. 7£ HOME/#/Signal ingChannels £ 3TFF Kinesis Video Streams 1§ % ii& 2 #l & https:/
console.aws.amazon.com/kinesisvideo/,

2. %$# Create signaling channel (B|2Z{ESEE).

3. HHIEFMETEENEL , AGTEENEN.

FFERIA Time-to-live (Ttl) EREH 60 B,
%% Create signaling channel (BIZ{E S &EE),
4. —BOIREETEE , TRENFAGENHLETEHFHAEE.
AWS CLI

BWIAEE AWSCLI REHEBEE T, BAXEZEER |, 5 AWS Command Line Interface (A F
B o

BxLENE |, 55 (AWS Command Line Interface AFERE) . fETHGE , AWS CLIEH
FEREAMXEHITEE,

H# , TS AWS CLI REFEEM AWS CloudShell L%, BXEZEL , HSH AWS
CloudShell BF1E®.,

BEETEE 71


https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_CreateSignalingChannel.html
https://console.aws.amazon.com//kinesisvideo/home/#/signalingChannels
https://console.aws.amazon.com//kinesisvideo/home/#/signalingChannels
https://docs.aws.amazon.com//cli/latest/userguide/
https://docs.aws.amazon.com//cli/latest/userguide/
https://docs.aws.amazon.com//cli/latest/userguide/getting-started-install.html#getting-started-install-instructions
https://docs.aws.amazon.com//cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
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FERALUT®SIEITLLT Create-Signaling-Channel &84 : AWS CLI

aws kinesisvideo create-signaling-channel \
--channel-name "YourChannelName" \
--region "us-west-2"

IHNEERSATHEEL

{
"ChannelARN": "arn:aws:kinesisvideo:us-
west-2:123456789012:channel/YourChannelName/1234567890123"
}
AWS SDK

LARBEEREERRTIAERERT v2 89 SDK SIEHH WebRTC 55 EEM Kinesis Video
Streams, AWS JavaScript {EEF 5 HMIEET R AWS SDKs , E—fgRENER. £ LEER
BB RFIGitHub,

B2 Kinesis Video Streams & i, XA T A CreateSignalingChannel APl & F i,

const clientConfig = {
accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2'

};

const kinesisVideoClient = new AWS.KinesisVideo(clientConfig);

FAZEFI®AA CreateSignalingChannel API,

const createSignalingChannelResponse = await kinesisVideoClient
.createSignalingChannel({
ChannelName: 'YourChannelName',

1

.promise();

§T ED WA RZ

console.log(createSignalingChannelResponse.ChannelARN);

SEMARBRAIMNERMRT AT £ EFEAGtHUb, MIAZKKIE., AWS ZIERE S MEN B .
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https://docs.aws.amazon.com//cli/latest/reference/kinesisvideo/create-signaling-channel.html
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/createSignalingChannel.js
https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
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prid=gnlfe BTN

BIEMR

REUATSROBEZBFEANR. MRECLET BHRR , BRI SR,

/A Important
WebRTC Ingestion EEHBERER AT 0 B Kinesis IR mEHN 1 Mad,

EHEER , HEH AWS B2 A AWS CLI, SHEH—19 AWS SDK i CreateStreamAPI,

/A Important
iIE FIE#& ARN , HEHRS A SN,

AWS B4
PATUATRE -
1. TEXRAHFIFF Kinesis Video Streams 1 Flhttps://console.aws.amazon.com/kinesisvideo/ & /.

2. 7E Video streams (#137%) IHE L , 1&# Create video stream (81 IR).

3. &£ “DIEFHWIR RELYourStreamName , BIAEBE M. REF ‘BIAEE” R4 Tik
IR A

R - M RERERKT 0 B9R.

i%#& Create video stream (81 ITR).
4. Kinesis Video Streams SI2E#EfE , BEB M YourStreamName L FME B,

AWS CLI

HWIAEE AWSCLI REHBE T, BXEZEER |, 5 AWS Command Line Interface (A F
SR o

BXLHEHE , F5 (AWS Command Line Interface AFERE) . RETHKGE , AWS CLIEH
EREMXEHTEES,
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https://console.aws.amazon.com//kinesisvideo/home/
https://docs.aws.amazon.com//cli/latest/userguide/
https://docs.aws.amazon.com//cli/latest/userguide/
https://docs.aws.amazon.com//cli/latest/userguide/getting-started-install.html#getting-started-install-instructions
https://docs.aws.amazon.com//cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
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§E , FTFE AWS CLI ZEMELER AWS CloudShell Kix, BXEZEER |, i5SH AWS
CloudShell 8™,

EHALLTCreate-Stream@ S EITA TS AWS CLI :

aws kinesisvideo create-stream \
--stream-name "YourStreamName" \
--data-retention-in-hours 24 \
--region "us-west-2"

HNEERSATHEEL

{
"StreamARN": "arn:aws:kinesisvideo:us-
west-2:123456789012:stream/YourStreamName/1234567890123"
}
AWS SDK

WA E B BERR T WMAER AWS &R JavaScript T v2 BEETF X T BB Kinesis M5
o EENSHMIBELTE AWS SDKs , B —fRENHEE. £LEFEZENRBRHIGItHUb,

1% Kinesis Video Streams & F i, X2 T H CreateStreamAP| & F i,

const clientConfig = {
accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2'

};

const kinesisVideoClient = new AWS.KinesisVideo(clientConfig);

FEREFHAA CreateStream AP,

const createStreamResponse = await kinesisVideoClient
.createStream({
StreamName: 'YourStreamName',
DataRetentionInHours: 48,

)

.promise();

§T ED W RZ
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https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/createStream.js
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_CreateStream.html
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console.log(createStreamResponse.StreamARN);

BE MRS RBIAYKES M T A E L EAGitHub, WAL XIE, AWS FIENESIEN A .

BT WebRTC mEUMFET R , BRAEREN , RREFCER. #HEQXWREEEREE

BHEN /DS, WMA—IKRT 0HE , RREFCIER.

R TR

PRAAEREY IAM B EIE T EBNE S BT WebRTC £ Amazon Kinesis Video Streams F#fi% 8

&

@ Note

RS A RH —TRSEE. ARENTREN IAM BE, IAM EE R AT IAM P,
ERABRERSAE, BXESZER , H2H (IAM AFER) PREIERE AWS RS ZE IR

[REAE,

FABNEEEARLEMSMEBDescribeStreamGetDataEndpoint, BAK [ Kinesis Video
Streams W FEABPutMediatX R,

BSRTEAN TS 5H0RH IAM B :

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"kinesisvideo:DescribeSignalingChannel",
"kinesisvideo:DescribeMediaStorageConfiguration"”,
"kinesisvideo:GetSignalingChannelEndpoint",
"kinesisvideo:GetIceServerConfig",
"kinesisvideo:ConnectAsMastex",
"kinesisvideo:JoinStorageSession"

1,

RFRR
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https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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"Resource": "arn:aws:kinesisvideo:us-west-2:123456789012:channel/
SignalingChannelName/1234567890123"
},
{
"Effect": "Allow",
"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:DescribeStream",
"kinesisvideo:PutMedia"
]I
"Resource": "arn:aws:kinesisvideo:us-west-2:123456789012:stxeam/
VideoStreamName/1234567890123"
}

1
}

FLiE B MY ih
B2 Kinesis Video Streams BR/E , FEELSIFETMENERFE WM EEF,

R ERERESIME SR MR , XA EBEUEXEK, 1§25 /the section called “BUE{E T 58 M E %
K< BR”,

HEETMENERS

£ A UpdateMediaStorageConfigurationAPI 3% A Z<HBk ARNs Y Kinesis Video Streams #JR.

/A Important

jBAEStorageStatus , A BFEEREE peer-to-peer ( EEE ) EE, NEHBEEERE
B E#EE, BH4MEA JoinStorageSession APl FREfi % SDP RN KX HEXNEH
FREZ REIIERE,

AWS EEB#EEH &

(® Note
Kinesis Vid AWS EI2i24|& eo Streams H B A X iB4E,

B iE B A it 76


https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_UpdateMediaStorageConfiguration.html
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ITFFE AWS CLI RERMBEEH AWS CloudShell &%, BXEZEL , 5 AWS CloudShell
BAFiEmm.,

BB AWS CLI T~ A Ry Ut B 2t 1T 4R 4F
AWS CLI

WIAEE AWSCLI REHBEB T, BXEZER |, HSHEAWS Command Line Interface 3244,

BXLHEHE , F5 (AWS Command Line Interface AFEE) » RETHKGE , AWS CLIEA
ERMXEHTOE,

HEF , ITHE AWS CLI REMBEEM AWS CloudShell &%, BEXEZELR |, 5 AWS
CloudShell BF¥E®™.

ffUpdate-Media-Storage-Configuration A N EiE{Tan+H AWS CLI :

aws kinesisvideo update-media-storage-configuration \
--channel-arn arn:aws:kinesisvideo:us-
west-2:123456789012:channel/YourChannelName/1234567890123 \
--media-storage-configuration \
StreamARN="arn:aws:kinesisvideo:us-
west-2:123456789012:stream/YourStreamName/1234567890123" ,Status="ENABLED" \
--region "us-west-2"

AWS SDK

RBHEREEERROMAFEAERT v2 19 SDK BEEE S BELUFEAHIEEIEEN Kinesis #1507
Fio AWS JavaScriptiZ B 5 HMIEETRE AWS SDKs , E—fRiERHEE. £ LEETENR
B RHIGitHuUb,

f2 Kinesis Video Streams & i, X2HH T @A UpdateMediaStorageConfigurationAPl H%& F~
o

const clientConfig = {
accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2'

};

const kinesisVideoClient = new AWS.KinesisVideo(clientConfig);

FEAEFI®AA UpdateMediaStorageConfiguration AP,
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https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com//cli/latest/userguide/
https://docs.aws.amazon.com//cli/latest/userguide/getting-started-install.html#getting-started-install-instructions
https://docs.aws.amazon.com//cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/updateMediaStorageConfiguration.js
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_UpdateMediaStorageConfiguration.html
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await kinesisVideoClient
.updateMediaStorageConfiguration({
ChannelARN: 'YourChannelARN',
MediaStorageConfiguration: {
Status: 'ENABLED',
StreamARN: 'YourStreamARN',

iy
1)

.promise();

BE A RAIAY LR T AT E EEAGItHUb, MAZKIXIE, AWS ZIERMETIER B .

RIT WebRTC REIMERT R , BRAEREN , AR EMREFAFREE. ZIEFHEE N
R R E R,

HUHE B HUE MIERBHY X Bk

/A Important
RERHETIMERER 2R RE , =8 =M kR,

MREFRHEFESMENEERIREEREH , FFEA UpdateMediaStorageConfigurationAP1 BUE X
Bk Kinesis Video Streams # R, BUESUEEER , AR EEHE peer-to-peeriE##,

AWS sl L

(@ Note
Kinesis Vid AWS B2 #|& eo Streams B B 23R 4E,

TFFE AWS CLI ZEMBELEM AWS CloudShell £ix, BEXEZER , 25 AWS CloudShell
AP,

IR AWS CLI &I+ PRy B B 1T IR 1F
AWS CLI

WIAGEE AWSCLI REHBEB T, BXEZEER |, HZHEAWS Command Line Interface 3244,
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https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_UpdateMediaStorageConfiguration.html
https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com//cli/latest/userguide/
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BXAREHE , H5M (AWS Command Line Interface AFIERE) » RETHK/GE , AWS CLI{ER
ERMXEHTOHE,

HE , T E AWS CLI REMBEEMN AWS CloudShell &%, BEXEZEL , 5 AWS
CloudShell HFIE®M.

f£Update-Media-Storage-Configuration A TLEZTHT AWS CLI :

aws kinesisvideo update-media-storage-configuration \
--channel-arn arn:aws:kinesisvideo:us-
west-2:123456789012:channel/YourChannelName/1234567890123 \
--media-storage-configuration \
StreamARN="null",Status="DISABLED" \
--region "us-west-2"

AWS SDK

WRESEROERRNAEAERT v2 1 SDK BLE S S EE LU RAHIX RIS EM Kinesis Y157
o AWS JavaScriptid &z 5 HIEEZTE AWS SDKs , B — R MEE, £ LEEFTENAR
B R HIGitHub,

£1% Kinesis Video Streams & i, X2 T iAA UpdateMediaStorageConfigurationAP| % F~
Ui o

const clientConfig = {
accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2'

};

const kinesisVideoClient = new AWS.KinesisVideo(clientConfig);

FAZEFI®AMA UpdateMediaStorageConfiguration AP,

await kinesisVideoClient
.updateMediaStorageConfiguration({
ChannelARN: 'YourChannelARN',
MediaStorageConfiguration: {
Status: 'DISABLED',
StreamARN: 'null’',
.
)
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https://docs.aws.amazon.com//cli/latest/userguide/getting-started-install.html#getting-started-install-instructions
https://docs.aws.amazon.com//cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/updateMediaStorageConfiguration.js
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_UpdateMediaStorageConfiguration.html
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.promise();

BE MRS RBIAYKRS M T AT E EEAGitHub, WAL XIE, AWS FIENESIMEN A .

BJF WebRTC BEUMEF#ET R , Wk “REW FREEBNZE , RAELE ENHFEEREE . %
S8 T B EL B [G18 E B B HEE AR

HE EUER AR
AT BRHE I -

- REFERE  —/E, BAE
- EHEE  BRABKERERS , SMNEFSS 100 4

ES ]

« MR RS RRERIR 4K

« M\ WebRTC C SDK H iz EUE &
o AR INE RIS FF

MR 5 25 FR BN R A

/A Important
Chrome = B 8 M — 2 5H% 588

1. ERPITESRHFHE WebRTC SDK Bl S #h Kinesis Video Streams., JavaScript
2. EEUTEER:

« KVS BipT J- ‘K" FRAP , mBENXE,

B0 us-west-2,
« AWS &1

EEUTFE

- HERIZEE ID

REVR 80


https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
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. WV A4
- RETHE-TAMNARFXFHRNMKBILES, NREFEANRKE IAM i | BT FERE
o BXEZER , BZH IAM R Z£iEH,

TEE-E “GERW FBY  BALCZIEENESEENEM. BXEZELR , H5H
the section called “Eti& B 193",

o B B-EER CREG M CRIEFHR

« WebRTC EEMEFM#-BA T RHER ‘HaEERBUER", HIEDUE RGN ARFEA
DescribeMediaStorageConfigurationAP| LA T E £ B Fp#E X T & 17

3. ﬁ#:FEﬂJE-LX%O

mERFEA DescribeMediaStorageConfigurationAPI FESTBERENER , WRFINARFEE
EEINESBEER AN AZEA JoinStorageSessionAPl LS WebRTC EBE TE#RE.

M WebRTC C SDK A2 BV &

R ER the section called “SEA THRA N IZREZH C SDK” IBER RGN AER,

1. EREH AWS IKF R IREZAVRE

export AWS_ACCESS_KEY_ID=YourAccessKey
export AWS_SECRET_ACCESS_KEY=YourSecretKey
export AWS_DEFAULT_REGION=YourAWSRegion

MREFEANRIGE AWS iE$ |, FEANSHENXTFSHE
export AWS_SESSION_TOKEN=YourSessionToken
2. BT :
N
SMEIZbuildX#X , HER 1" ERE=ANSH, K& .

./samples/kvsWebrtcClientMaster channel-name 1

GStreamer XK

SEMEZbuildX 4% , REME A audio-video-storage “” ERE NS, KA .
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https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_DescribeMediaStorageConfiguration.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_DescribeMediaStorageConfiguration.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSession.html
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./samples/kvsWebrtcClientMasterGstSample channel-name audio-video-storage testsrc

X B3 WebRTC #=RE,

@ Note
BRUNESBESNE BN TEM. A DescribeMediaStorageConfigurationAP| 31T
Ao

R AR IR BREL = 1

EEEEH AWebRTCEEERG , UEESEENTHERERI IS EE, EFESEHFEREE
BIEMoE, EFESEEBERESEERENER , UEESEETURESEERETEZ I,
REFZEECEZIFMST , UK EBENEMAZMET KA L EZER 0 S 1E HKRE Kinesis
Video Stream AT EHMITE S,

BTRRS 2R -

c RAMEBEAL : 3
s BRXEQQ@ ESEEEZNERT , EEESEEUNEZIFHSENRKENE : 3 24

/A Important

NREFEWMAEEMIENERE (RANSFEE ) , WEES (EFERS ) FE1 28R
REFHEE, EXN1 78R, EFETUERAERNES I ID WAL API LEFHMAZE
MAFERFNANMNEEERHT. 1 o5  UKREFERK , ATHEHEMBIARIMA.

Rl

/A Important
Chrome =M —ZFHIX 25,
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https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_DescribeMediaStorageConfiguration.html
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1.

2.

ERBITESITHHHE WebRTC SDK I & Kinesis Video Streams H Y 5 —MNMEIF,
JavaScript E—TIWFIEEEEHNEER. RFR , FEEIUTER !
- KVS RiFT R-1E ‘X" FEAP |, EBRENXE,
I us-west-2,
« AWS EiE
EENTFE :
- FEEA D
- WERIGN R
« RESE-RANMARFIFRNMEEIER, MREEANRKE IAM EiE |, BHEFEE
ZE, BXELZEE , BZH IAM P IE 2 £UEH,
- EREE-E GBEREW FBRY , BALZIRENESEENEN. BXELER , EEH
the section called “Bt & B fy#th”,
- HIB-EERRIATM, FEE  MREDP REMM , WEEE “BHERR M EHEUHE
o,
- WebRTC EBUMF#-BA TR LR ‘BaEERIER". LENFERGFNAEFAR
DescribeMediaStorageConfigurationAP| SAT E 7 B i X T 17
®RBHEER
NARFEEEIESEERYEA3EA JoinStorageSessionAsViewerAP| , L& & FEREE
EREH SDP #Rift.
(® Note

£ peer-to-peer WebRTCH , EEESEEREFINES , TS E5EERZEXNE
F. £ WebRTC BEUER T , B ASFEINEREHNEH, EEEESHERE
JoinStorageSessionAsViewer , & & FEMRBSDPIRYT , HBIWebRTCEI EZ#AIEN

T,
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https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_DescribeMediaStorageConfiguration.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSessionAsViewer.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSessionAsViewer.html
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® Note
FRQNFERRXKETURNIRIEA. NSEENAERSE —NICERIEAR |, ERREAFHRELR
FHrelayh,

1B IR E Y 1R AR

BALBES RS EPETRERERCERAREEAKE SN CIREREXAER (HLS) MR HIRE
RAEBIENNARRF,

EERFIEPREFRE
ES— MR B|ETFA |, 77 AWS BEEZH &, 7 Kinesis Video Streams 2 H|E R+ |, i£FW

EEBHRTEBEENEEEH. NELE  BERERE,
BRI BAER B9, NEWAPELE  WLER, MBLEDER , HELEBENE:L,

£/ HLS & F IR AR

BRI LAEA HLS Bl AXR B Kinesis SR BENEF RN AR, BXAEFER HLS JHFEERMK
BIEN N AREFNELR |, 1535 Kinesis Video Streams & M.

ERROEGEEERNRAREFEERE

T 5% Kinesis Video Streams #1227 — /1 8EB7E HLS = DASH HF#& X Kinesis Video Streams BV %
HEFBNROIMAXRIN, EAUEFRRBGtHUbbHZHEREEN .

1.  ¥TFF Amazon Kinesis Video Streams R{A&E & 28,
2. EEBELTZFE:

« Xig-1%#F us-west-2,

« AWS 7[R % 4A

« AWS #4A

- BB

- ERER-ERERE,
3. IEBRFFHRIBK.
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https://us-west-2.console.aws.amazon.com/kinesisvideo/home?region=us-west-2#/streams
https://us-west-2.console.aws.amazon.com/kinesisvideo/home?region=us-west-2#/streams
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/how-playback.html
https://github.com/aws-samples/amazon-kinesis-video-streams-media-viewer
https://aws-samples.github.io/amazon-kinesis-video-streams-media-viewer/
https://aws-samples.github.io/amazon-kinesis-video-streams-media-viewer/
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Connect Bl Z&1E

BERUTSRAUBEHXFHB 3 WebRTC EEZETE, TS 5F M HEJoinStorageSession, MRS
5 & N3 # JoinStorageSessionAsViewer,

XEEFHAEEIEETRNENEEN IS SEABIERNIEEEEES E5E KX EFthe section

called “ConnectAsMaster” , ZASDPI RN FICEIRIE A, the section called “ConnectAsViewer”

1.

ﬁﬂyﬂq 1|:| EIJ ARN .jj —F_iﬂlﬂ%iﬁﬁilo ﬂﬂ%fﬁfa%ﬁﬂﬁ ARN s i%é%ggé-lt_io
AWS EEEE 4

1. 3TFF Kinesis Video Streams E & B 2445 .
2. ﬁ?%ﬁ?\ﬂﬁﬂ: 'I'JJ’J E’J%?_\o
3. HEESMEERRIFT , HIEHWESIER ARN,

AWS CLI

BWIAEE AWSCLI ZEHEE T, BXEZEE , HZE AWS Command Line Interface
CAFPEM) .

BAREHE , 5/ (AWS Command Line Interface AFIERE) . RETKG , AWS CLI
EREREN IZﬁh_ TEE,

H# , TS AWS CLI REFEEM AWS CloudShell L%, BXEZEE , HSH AWS
CloudShell B/,

FRALUTHSEITLLT D escribe-Signaling-Channel @55 : AWS CLI

aws kinesisvideo describe-signaling-channel \
--channel-name "YourChannelName" \

MR EERKEUTRAERL

{
"ChannelInfo": {
"ChannelName": "YourChannelName",
"ChannelARN": "arn:aws:kinesisvideo:us-

west-2:123456789012:channel/YourChannelName/1234567890123",
"ChannelType": "SINGLE_MASTER",
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https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSession.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSessionAsViewer.html
https://console.aws.amazon.com//kinesisvideo/home/#/signalingChannels
https://docs.aws.amazon.com//cli/latest/userguide/
https://docs.aws.amazon.com//cli/latest/userguide/
https://docs.aws.amazon.com//cli/latest/userguide/getting-started-install.html#getting-started-install-instructions
https://docs.aws.amazon.com//cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com//cli/latest/reference/kinesisvideo/describe-signaling-channel.html
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"ChannelStatus": "ACTIVE",

"CreationTime": "2024-07-07T23:28:24.941000-07:00",
"SingleMasterConfiguration": {

"MessageTtlSeconds": 60

+
"Version": "WsOfZvFGXzEpuZ2CE1s9"

}

BRENRBPKIFETEE ARN, ChannelInfo
AWS SDK

RBEBEERRT MAFERAERT v2 89 SDK 8IE#HHE WebRTC EHEER Kinesis
Video Streams. AWS JavaScript & SHMIBEETRRE AWS SDKs , B — & REBEMEE,

& 1] LA&E & JoinStorageSession 3 B T E 18 R~ il JoinStorageSessionAsViewer,

fI# Kinesis Video Streams & F i, XA T A DescribeSignalingChannel API,

const clientConfig = {
accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2'

};

const kinesisVideoClient = new AWS.KinesisVideo(clientConfig);

FEAZEFI®AA DescribeSignalingChannel API,

const describeSignalingChannelResponse = await kinesisVideoClient
.describeSignalingChannel({
ChannelName: 'YourChannelName',

1)

.promise();

R RL o

const channelARN =
describeSignalingChannelResponse.ChannelInfo.ChannelARN;

2. 3REYR WEBRTC &KinT 8, M0 EHIEEIR S % HJoinStorageSessionAsViewerXt 4§ EE 7 EE R

&R JoinStorageSessionSH & M iZE S BER ER.

Connect E|Zfi &1

86


https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/joinStorageSession.js
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/joinStorageSessionAsViewer.js
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_DescribeSignalingChannel.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSessionAsViewer.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSession.html
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AWS EmEimsl s

® Note
Kinesis Vid AWS BEHE124|& eo Streams H B X iR E,

ITFE AWS CLI ZEFEEBH AWS CloudShell Kk, BXEZEL , 5[ AWS
CloudShell AF 8.

IR AWS CLI &I+ Y R B BEAT IR 1E,
AWS CLI

BIAEE AWSCLI ZEHEBE T, BAXEZEER |, IHZHAWS Command Line Interface X
=

BXAREWE , B3 (AWS Command Line Interface AFIER) » RETHKG , AWS CLI
FEREEMXE# T E,

HE , T E AWS CLI REMBEEBEM AWS CloudShell &%, BXEZEL , H5H AWS
CloudShell HFIE®M.

£Get-Signaling-Channel-Endpoint A U BEiz1Tdr < AWS CLI :

aws kinesisvideo get-signaling-channel-endpoint \
--channel-arn "arn:aws:kinesisvideo:us-
west-2:123456789012:channel/YourChannelName/1234567890123" \
--single-master-channel-endpoint-configuration
"Protocols=['WEBRTC'],Role=MASTER" \
--region "us-west-2"

ZNA RN IZR BT FHIAE

"ResourceEndpointList": [

{
"Protocol": "WEBRTC",
"ResourceEndpoint": "https://w-abcdl1234.kinesisvideo.aws-
region.amazonaws.com"

}
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https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com//cli/latest/userguide/
https://docs.aws.amazon.com//cli/latest/userguide/getting-started-install.html#getting-started-install-instructions
https://docs.aws.amazon.com//cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
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]

AWS SDK

RBFEREERT T WAERAEART v2 19 SDK BAHHE WebRTC EHEER Kinesis
Video Streams 9 GetSignalingChannelEndpoint APl, AWS JavaScript &% 5

HMFEEATRE AWS SDKs , E—fRiEfRMERE. &FJoinStorageSessionZ K TE B R
5l JoinStorageSessionAsViewer,

#12 Kinesis Video Streams &P if. X2 A T i8HA DescribeSignalingChannel AP| Y&
Uit

MREZHBET Kinesis Video Streams & F it {TDescribeSignalingChanneli@fA ,
NALEEFRAR—NEF iR,

const clientConfig = {
accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2'

};

const kinesisVideoClient = new AWS.KinesisVideo(clientConfig);

FRAZEF®IAA GetSignalingChannelEndpoint APl

const getSignalingChannelEndpointResponse = await kinesisVideoClient
.getSignalingChannelEndpoint({
ChannelARN: channelARN,
SingleMasterChannelEndpointConfiguration: {
Protocols: ['WEBRTC'],
Role: 'MASTER',
},
b

.promise();

RIFNE L :

const webrtcEndpoint =
getSignalingChannelEndpointResponse.ResourceEndpointlList[@].ResourceEndpoint;
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https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/joinStorageSession.js
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/joinStorageSessionAsViewer.js
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_DescribeSignalingChannel.html
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3. fEMASNE ARN 1 WEBRTC % =33 1T APl HH. WRSEEE
JFConnectAsMasterConnectAsViewer WebSocket APIsZ {# FHWebRTC{E B IE #aiE 3
Kinesis Video Streams , M F & EHR N ES5E X ESDPILEMICEREHEER. WebSocket

AWS EIBEFA

(® Note
Kinesis Vid AWS EI2#24|& eo Streams B B A& b4k,

ITFFE AWS CLI ZEFEEH AWS CloudShell £, BEXESELR , i5H AWS
CloudShell FiF 5/,

IR AWS CLI &I+ P EY i B 1T 1R 4
AWS CLI

BIAEE AWSCLI ZEHEE T, BXEZEER , IHSHEAWS Command Line Interface X
=

BAREHE , H5/M (AWS Command Line Interface AFIERE) » RETHKG , AWS CLI
FEREEM IZﬁh_ TELE,

H%& , ITFE AWS CLI REMELEH AWS CloudShell &k, BEXEZER , HSH AWS
CloudShell FiF 5/,

AWS CLI fER eI E S BRFAIME ARN 1 WEBRTC isR H £S5 5%&z1TJoin-Storage-
Session® ¥ :

aws kinesis-video-webrtc-storage join-storage-session \
--endpoint-url https://w-abcdl234.kinesisvideo.us-west-2.amazonaws.com \
--channel-arn arn:aws:kinesisvideo:us-
west-2:123456789012:channel/YourChannelName/1234567890123 \
--region "us-west-2"

BIETE , REZEEN BRI EMEMAR.

MRARNUNXRZS5#H , F AWS CLI A ZHTH & ARN 1 WEBRTC in REHIZITIA T Join-
Storage-Session-As-Viewer@s :
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https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com//cli/latest/userguide/
https://docs.aws.amazon.com//cli/latest/userguide/getting-started-install.html#getting-started-install-instructions
https://docs.aws.amazon.com//cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com//cloudshell/latest/userguide/welcome.html#how-to-get-started
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aws kinesis-video-webrtc-storage join-storage-session-as-viewer \
--endpoint-url https://w-abcdl234.kinesisvideo.us-west-2.amazonaws.com \
--channel-arn arn:aws:kinesisvideo:us-
west-2:123456789012:channel/YourChannelName/1234567890123 \
--client-id "ExampleViewerClientID"
--region "us-west-2"

RIEITIE , BEZEEN AR EARR.
AWS SDK

HRBAROERR T MAERERT v2 BER4TF X TESHEA Kinesis Video
Streams # WebRTC {§ % E&# Kinesis Video Streams BJoinStorageSessions}
JoinStorageSessionAsViewer APl, AWS JavaScript BENSHAMIEETR

[E AWS SDKs , 1B —i&REHHE. &E&JoinStorageSessions i ST L R

5l JoinStorageSessionAsViewer,

B2 Kinesis Video Streams WebRTC F# & Fim. XZAFTIHAJoinStorageSessiond
&% , JoinStorageSessionAsViewer 52 BIZBRHAIER Kinesis Video Streams &
FiwTE,

const webrtcStorageClientConfig = {
accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2',
endpoint: webrtcEndpoint
};
const kinesisVideoWebRTCStorageClient = new
AWS .KinesisVideoWebRTCStorage(clientConfig);

FRAEFIHANESSEMA JoinStorageSession AP,

await kinesisVideoWebRTCStorageClient
.joinStorageSession({
channelArn: channelARN,

1)

.promise();

MREMNEESEE , WEAZEFHAA JoinStorageSessionAsViewer AP,
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https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/joinStorageSession.js
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/joinStorageSessionAsViewer.js

Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FF & A R 155

await kinesisVideoWebRTCStorageClient
.joinStorageSessionAsViewer({
channelAxrn: channelARN,
clientId: "ExampleViewerClientID",
1)

.promise();

BRI BRI KET M 3T AT £ LR BIGitHub, BIAZLWXIE, AWS FIEMESIEN A
o BIT WebRTC REVMF@ET R , BUREH B3I AEREUER.

FFHBZVBRNTEHERE REZHAUFBEA JoinStorageSession APl and/or &£ Rz
SkF A JoinStorageSessionAsViewer APl

HIZIEE B EREEE N BHEFR N, ENAEFETConnectAsMasteriEEEIE
S EConnectAsViewer , FHIN—PMRM |, Lt FELSEEIENZESH WebRTC &R , M
TRMARFEEZIESKIAENRA API,

RIRE 1 215 ERER F&

A RGAARRBNEER T 25NN 7622 0 S RS IS .
0]

. BRHREHEG

- EEXENRRESR
- MRMERMEFER , bW 400 InvalidArgumentException

PR A HIE AT

FEWebRTCH , #2HIX F4 BT RIESDPHRMN KB SR LN EENERE, XN T peer-to-peerif , M
E#25%8BHd Signaling AIX S 5ERIEBNREFIERE. ERIFESEHRITWebRTCEREA , 7
ESEREHXNEER, NTESEE  WDARZESEE, BR , UBEESEENEFIRIIZ
7z,

B 8 JoinStorageSession= At JoinStorageSessionAsViewer , FIESEEHH4AEE SDP &R , 5
FHAERER ICE RiE A,

BXFHIE , FS0 7 ## WebRTC BEXVMF# .

FHSEEREERE 91


https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSession.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSessionAsViewer.html
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/A Important
MNE#ELSEFEZRNESEETE JSON F3&F senderClientld FE , X5 peer-to-peerX fR55 85
TR, FELEREWRTE SDP &4 ICE {&i% senderClientld F £,

EEXFNRAEDSR

FER% SDP BERH SFHLERR ICE REARE , RIMNEWEE R correlationId9 88 a.
fEiHBcorrelationIdh @8 A FEFEM# 2ERE statusResponseld B, XEHEFEERMAH
EcorrelationIdFMAR , AFERREZEEstatusResponseETH&KES . X# |, BRATIA
S BN EI B X B SDP ZRUIEL K R R M R 15,

BX correlationId # statusResponse WEZEE , i5S# the section called “F & H B #

”
o

FEEREIEYSE SDP BEEN N ELREREHRAEL L EZIERPEEN RFEBESE. &
flstatusResponseAIEEM R AR :

{
"correlationId": "1700186220273",
"errorType": "InvalidArgumentException",
"statusCode": "400",
"success": false

}

EEE SDP ZEXRNAN , FEFEUITXMNITa=rtpmap AR IEFEEREEEFHE L EIFNRED
ERAEEE, T RIBopusE MU SDPREIZRM . VP8

a=rtpmap:111 opus/48000/2

a=rtpmap:120 VP8/90000

JoinStorageSessionBEX XM wmRERNIIxK , 5SS,

EREXFNRETR
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https://docs.aws.amazon.com//kinesisvideostreams-webrtc-dg/latest/devguide/SendSdpAnswer.html
https://docs.aws.amazon.com//kinesisvideostreams-webrtc-dg/latest/devguide/SendIceCandidate.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSession.html
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W RSTEARRET R ERE |, b H 400 InvalidArgumentException

EEWRRRERSE
¥ SDP R , EEWMANFT MR A RN A AL, HREPHSERXHL

a=sendrecv
a=recvonly

MNFRMRFER , BUATER :

« H.264 M50 : R KIE

« Opus &M : sendonly = sendrecv

XNTUKRSEE  FEREUATER :

« H.264 #35 : recvonly

« Opus &M : recvonly = sendrecv

MBERHRZRFZER , WNREXKEZZRITIRMT correlationID , NI lllegalArgumentException iR El
{7 400 By StatusResponse,

£/ KVS 248 WebRTC BEURSI N AR FAT

- ES5E BRI M REFM REBEERA
- NEESEE  BREM "REWN RE

EF ICE {R& AR
M KVS Signaling SDK #U ICE fRIEXN R , NARF IR ERNFRAHRERN ICE REXN R,
MNEELFFWEIN ICE FRESN KA A S SDPMID B4 , B F# A, senderClientld

EELNNARFZE , MESMZEZWH ICE RIEXNRNNEINFAEFH C RTCPeer onnection
&R,

EE ICE R ABFAZ %8

T EET addiceCandidate API M\ F & F P WRBINFTBEIREIEICERINE RTCPeernE# A,

MRFE ARG EERE , theHiH 400 InvalidArgumentException 93
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REFHESEE ICEREANZBIRIL SDP it , BERTESHELENRSMER , NABRFARSE
U ICE fRIZHRN < BT E! ICE 1RIEFR M

EXHERT , (REEXRI—MEITEFXRER ICE RIEA

KVS REINAEFHRANEBUN TR :

1. XEH AL E RTCPeer5S HiZ$E senderClientld FYBRST,
2. XERARET R —Ki#B® , 2R T senderClientld FEHRIE K LIREA B R,
3. WBIBRERIRIEAG , iI5EE PeerConnection #1E, R PeerConnection i BE&AERE | BN

HEARMBFLEY RSB, BN, B8 ICE &i%& A INE PeerConnection,

4. WEIRNE , ©E2BlE RTCPeernEZEH T E AT PeerConnection 1B &, AJE , HFLERAS
FREVFRE ICE fRiE AR INE|BAFIH PeerConnection,

MRFE ARG EERE , theHiH 400 InvalidArgumentException 94
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£} IPv6 /Dual-Stack x5 =& Amazon Kinesis Video
WebRTC Bt &£ A

B A LURF Amazon Kinesis Video WebRTC & IPv6 9 A T4 FEmMEIEFmigE, XFEEN A
TR FREms (& A BT XU S A b3t 5 Kinesis Video WebRTC RS HITEE. IPv6

® Note

IPv6 ZIFEEREN SDK AMBE EiIRE, BHREM Kinesis Video WebRTC #i#rF X T E
SR S# Web Services MFF A TESRAZFNHER LR T R,  IPve ML i1 [ E R
X IPv4 M IPve g , A EEATEE X ELRS,

Amazon Kinesis Video WebRTC IPv6 BEXN XA BT RXFENAEFNEERSNARER. &1L
TR RAREFBEERNFERA IPv6 /Dual-Stack s 23 1T 412 APl B MBIEF migE,

1 IPveN ik LT Sl Amazon Web Services HiEF AT E4S

MREBEEFREFFERTDE Web Services SDK A Kinesis Video WebRTC 2 #|SFH APIs |, NI
AUBETEREBEXR A E T akEH. IPv6 Amazon Web Services i A TESEM T SR\
SER B ARG L iR Ao

/A Important

BRARHERARRTRE , SDK 2ZHEANERKRTRRHNEER, IRBSHAXHBFE
FEXCER LT R, IFRFEB

EAREEZE
B TS E RS A IPV6 LA -

export AWS_USE_DUALSTACK_ENDPOINT=true

A% Web Services Bt & 4

FLATRERNEEH T % Web Services B & X4 (~/.aws/config) & :

H IPveR ALK& i S ElE Amazon Web Services BT AT EA 95
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[default]
use_dualstack_endpoint = true

/A JVM REE M (XBR Java # Kotlin SDKs )

7 F Java M Kotlin SRR , HREHUT JUM REEH -
-Daws.useDualstackEndpoint=true

RELEIRE Java RIBHLBRESR :

System.setProperty("aws.useDualstackEndpoint", "true");

SDK %%

LA Amazon Web Services SDKs ZIFNk LK ixT S iE :

SDK X BESE

AWS CLI v2 = HRETE , BEXMH

BT C++ iy SDK = HETE  BEXH

FEAT Go V2 (1.x) By SDK = RETE , BEXH

FEAT Go1.x (V1) H SDK = RETE , BEXH

&R T Java 2.x #J SDK = HEEZE, BREXH., WVME
:3

EAT Java 1.x B9 SDK = X

EA T JavaScript 3.x B4 = RETE | BEXH

FAIES

FEAT JavaScript 2.x B SDK £ RETE , BEXH

& AT Kotlin B SDK HETE, REXH. JVME

(3

fim

A JVM REE M4 (XBR Java #1 Kotlin SDKs ) 96
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SDK X ¥ BLiE 75 %

EAT.NET 4.x 9 SDK = NETE  BENH
JEATF .NET 3.x 9 SDK 3 NETE  BENH
EAT PHP 3.x 8 SDK 2 HNETE  BEXH
=R T Python (Boto3) B SDK £ RETE , BEXH
EAT Ruby 3.x #y SDK £ WIRTE , BENXH
EA T Rust B9 SDK = WIRTE , BEXH
ERAT Swift B9 SDK 2 HRETE  BEXH
FEAT PowerShell V5 ITE & nETE  BEXH
EAT PowerShell VA TR 2 HETE  BENXH

BB LT S5 , Amazon Web Services SDK £ Kinesis Video WebRTC ##|FHET < H3h
fEF IPv6 KimTi . APls

A /Dual-Stack i = Bt & Kinesis fil51 WebRTC B4 HF xTES
IPv6

Kinesis Video WebRTC SDK F12#|SF EMEEFHRERME T IIREEIET, XEREERATIE
# Web Services A AT E @MLK inT [REE,

BitiE WebRTCC FRITES

EFEANK AWS KVS im QA ZHWE IPv6 ICE Rk R , FIRELTIMNETE

export KVS_DUALSTACK_ENDPOINTS=0ON

ERELERAT | ICE WERZHAEE IPv6 RIEXNR , ERBFURLBDURT A4 M £ 5 EMBZRNE4F
HYZh&E.

EZEANKEN , FECHEREMRLE

A /Dual-Stack i S ELE Kinesis #37 WebRTC 547 2 TE3 IPv6 97
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unset KVS_DUALSTACK_ENDPOINTS

BIE P Hm R0 PR

X FEIEFERE , Kinesis Video WebRTC SDK £/ GetSignalingChannelEndpoint 1% API X4 %
FIBIMY /dual-Stack BiEFHik 2. IPV6ELE /Dual-Stack J& , SDK £ B3hiEK IPv6 /Dual-stack i &
IPv6,

/A Important

GetSignalingChannelEndpoint APl EE#7 X# IPv6 in k. HEREEAN IR
& SDK fR7<,

79 IPv6 /Dual- AWS CLI Stack Bt &

MREFEHA AWS CLI F Kinesis Video WebRTC ##4E ( & H T proof-of-concept T4 ) , MIaJ LA
B EENHERESRE A, IPv6

ERPREE

export AWS_USE_DUALSTACK_ENDPOINT=true

E A S% Web Services B & X4
FUTABRMEIEL AWS CLI BE X ( ~/.aws/config ) :

[default]
use_dualstack_endpoint = true

Bl B XU LI RS , F AWS CLI £/ IPv6e MUK KR ST E T DB NERS AR , 2%
Kinesis Video WebRTC 1&4E.

EESI

WIEX P ST 4R L 7S
o0 RIGE A WK PSR 4T & IR

B FHERR D PR 98
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o WIERP UL iR R X FF IPV6

- FABTEEIRAIFRE Amazon Web Services B F A TE QR E S ZEREN KK FRT R
- MIBMEIERES Kinesis Video Webrtc 3 ENEE 22 FF 9 IPv6

PR ER

- BREH M B ERIRME K IPv6 EHk
- RIFRHEZLANMNERE ACLs R IPv6 RE
« MR ERBIAE S Amazon Web S IPV6 ervices 4K if 17 MY E 2
« REHXHELERSAUEARKRLETR , BRIEBRXESNTHAME

SDK #AM

- BHREFEANRZ TN Amazon Web Services BREFF A TESRA (SAHBMHER)
« EAT Java B Amazon Web Services SDK 1.x FAXEN R LK iHT SfiiE
« X¥F SDK for Go 1.x (V1) , GG AMNEEXHMBEFEFEARZREXHRE

W =t F0 56 F
X IPv6/E A T Kinesis Video B WebRTC M ARFEIBRE~IEZH , BHHITUTRE :

o MAEEFIFEBRE (SUERIE. BIBR. FIH )

- WIFBIETEHRE (RE, HEHN WebRTC 7 )
« I®IF peer-to-peerBE S E K INEIL

- BIFBHMEINE P NERME

* 1217 canary Mid LAFA{R IPv6 TheE— B

« ERRBESAFATARMRREERITH

SHREWNE - EIE IPv6

MIRF IPv6 BB Amazon Kinesis Video WebRTC Bt , B[t EEE SN NEBEHINEREMERE , X
BWREEET. APERTEES IPveE A THHARNEE TSN EXE,

B E S 99
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IAM KBS IP b3k 5 1%

WMREHE IAM AP RE, ARRBRETRRNRBEPERR P thitiwix  NEEEMXLERELD

£ IPv6 HhtSEE,

/A Important

£ IpAddress = NotlpAddress &£ IPv4 CIDR 3REIE IAM REEF L BZERT

IPv6 #thiit, RAFERTERIN IPV6 SBE LA4E 14 A2 &,

LTRAEN IAM BEREH R IPV6

{
"Version": "2012-10-17" ,
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "kinesisvideo:*",
"Resource": "*",
"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24",
"203.0.113.0/24",
"2001:db8::/32"

IAM BUR B R EIEZEI

- EIAH IPv4 SBE 5S40 IPv6 CIDR #

o XIFHA IPv6 ik &R IPv4 £ aws: Sourcelp &4 % 4A

- EEBBZA , EEFEFTHRERN IR K

- ZEFH aw RequestedRegion s: 177 1858 22 £ M HY B IS4

IAM ZRBEFN P bk ik
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P 4% &2 = 40 M0 17 9] 452 1 51 2R

MREELSBHRFIHEM EC2 W BB RS L1Z1T Kinesis Video WebRTC AR , NFEE
ENRLAMMBLATRE. ACLs IPv6

o Z24-7 IPv6 CIDR BRI ASEF B IEHN (/0 ZEATFFE IPv6 RESSFE IPv6 B )
o P& ACLs-BEF FMERBIRIMLE ACLs ARFFTIE IPVE im0 FHHRE
- BEAR — BREN VPC BRAREE IPv6 HEZEEEBMM < NAT M<K H

HE&ICFRMiE#E
IPv6 ﬂﬁi.ltﬂlj*g’_t,% IPv4 iﬁ’,iﬂ:z_l_.] g E’"ﬂ"“—{ﬂﬁ H JCA Ilkj:f?*u *ﬁ%a}bo
AWS CloudTrail B#&

AWS CloudTrail & HiERet , BEFERIPAddress ZERFAE IPv6 #ilk IPv6, EIEN B EHBAT
TEFMBIARLULIE IPv6 it &R

AWS CloudTrail BERH IPv6 it =l :

{
"sourceIPAddress": "2001:db8::1",

"eventName": "CreateSignalingChannel",
"eventSource": "kinesisvideo.amazonaws.com"

}

NMARRFBAE

MREWRARFICKE, R IP it SHTET IP NS, FERARESH B EEMEH LA E IPV6
ok

 SEET A ST ENRAXUEEES IPv6

- MREFEABEREFREFM® IP it | HEXBIEERY
« EH O MERNIERRAGER IPv6 ik

- ZREA IP it bR ER T — AL E

BEMRE
EHENEENERRELUERE IPv6 RE :

48 22 4 4B F 15 (R 32 41 B 3k 101
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o« 3% IP it %R Amazon CloudWatch IEFRFIE R
- RERET IP WEXW B EIER

- AToMRERXNRZLEETE

o« F IP i yk BRET B4 & B ith 3R E (U AR S5

F=ZFEMK
EEHFHSEMN Kinesis Video WebRTC M ARRFERNE=AFBRSZNITE :

- NBD XKML (CDNs) — IPv6 fNR&EAEA CDNs M55 & , iE#4R CON BLE X HF
- AFHER-RENARFATISERIMEZARIERULERE IPv6

- DNS AR% — E#1 DNS i2 R EBE AAAA thiitid % IPv6

« HARENZSRZ-BHEMEKRSIREUAN IPV6 HE

- BBRTERIEFE=FAUEENSNMIEREXHE IPv6 g

M AREFABEN
EECNNARFRD , TRTLEEEFN PUBERE :

o |P b1t 36 UF- T AR IE LA IPv6 ik A& 3K

- BUREEZRM-FR IP it FERAILAFEM IPv6 it (BEBEEANFTEREKRD)
- BEXH-EHMEERD IPv4 it CIDR 3R

- BFIGE-RIE HTTP BEF MM ER S X IPv6

o HIRAE-FHEIRAEUBR PV E M EEEIR

A i A 32 1E

HAEFHER IPve RERZE , FHEN G NAREFMEREN
o EENR-RIUEFFA A TES AT S ARITIES IPV6

« RN — LB IPv6 M IPv4 B2 LUR UE AR [R]E

« Z2NH — RIFREEFIREEERLE IPV6 RE

« WEHRBNE- IPv6e EEA T AENRITA

102



Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FF & A R 155
- BEDH-BIIAEMNERERERBEBLE IPv6 bt
- ERNRA-ERRABMAFIEE=HERK IPv6

T KB

ZRR 2 BAY I3 E# AT IPv6 KA

1. TMEM B — BRFEREHAE IPv6 AZER
2. EEHMER-EHMER, R2ANNARFRE

3. M ER- IPv6 EF KM EFHRRFE A

4. RRMEB — IPv6 REBDEF=RER

5. £EBB-EFLSEM IPv6 RE , BEEIZELHE
6. MM B — IFSa iR B AR AL AL

o« EEREAM-IGE IPv6 M4EEREF DNS AT

SDK £Ei® — BWREEAN R XFMIKIE RN FHRE SDK MRA
WU R B — $iA IAM REANIERLERT IPv6 KT R
KigTRATA-URBEFIXFHAFEENKRL R T K, WERFEK

I 25

- REREBXHHEFIRE T AWS_USE _dualstack_endpoint=True i EBEBEXHHEFRET
use_dualstack_endpoint = true

« iF Kinesis Video WebRTC SDK B E#rE 2R IRE [EH IPV6

« Mit 5 Amazon Web Services |Pv6 £ 77 s B9 X 4% 3% 52

- BENARFELE, TH IPVeBETESANEIRER

- WINEFIER i X 2 #F Kinesis Video WebRTC B K iwm T =

TR R 103
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BLERiE

BRI BEREUL TARRBIEEN XL IR T QEE

« IRELE : echo $ AWS_USE _DUALSTACK_ENDPOINT
- W5 # Web Services EiE X # : cat ~/.aws/config | grep use_dualstack_endpoint
- JVM B (Java) : RENAERFHEFHNREEMS

MFEEMIFNEERE , SR AWS XHHERREFER AWS,

RERIL 0
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% 1B TH] (€51 T

Amazon Kinesis Video Streams Multivewer 2 —RETF = WebRTC BRAF R , e A FZ VU KBET
— ARG RBERMAZNOMERESE, LDEESESRLCENIARE RIS IRZNTFRMITE
BR&El , MARERREVEENMNEFELE LI MITR .

F&

o ERFMBEIR

- REZHEH B
- SEREERK

. E{ERE

RN

R 5LH peer-to-peer WebRTCEZERMHIRFRIMA VN B ERENMN , XABELKEFRRITE
RERARNRZFRRTIBER, Multiviewer BIERET R BER RERXNEZA , ZEEFR
« EPOR B BBIRZNANWIR

- REEEFREERALS MUK

« NEZAXNENTHES

- RELGREBENTENTRRE

Multiviewer X4 F LA AH4F 51 B ME -

- BRERELZE  ZINFRERATURREFERGLER , M AR EMERE
o il ES . Z2HBA LR SR Feed

- AENE  FRAZLBENZFR TURRNERERREL
« MBANMTEAN : SNREERTUEZREERS

- HB/EE  ZREERTUNEZ KT

- ZEEST  BITHARATUSERERY

B 105
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S
/; ~

ERAFIR

E/EA Multiviewer , fREZELLTEIR :

« Kinesis Video Streams Streams Streams Streams Stream : MM FMA BN ERIFE B0Vt
« WebRTC E4EE : A FFEA KVS We bRTC H¥F AT E@EREIRE
- BIRE#BEE : £ UpdateMediaStorageConfiguration API %2 & & #1578

/A Important

ZEHEERBAXTESWebRTCERE AN T TR, EEIAMEEZHTLLZ3) WebRTC
BEAE |, MMMZ M E R Z# 7 Kinesis Video Streams #SA7HAF |, Eit 9 X424 N

Ko

WEREK
o FFLIRE SAZEF KVS WebRTC BT AT ES

- EERNARF LML KVS WebRTC HHFATESD
- A 5ERERIFA-MERFEE

HMBEEXK :

- ¥25%& : WebRTCRELEEZ MM 5 #h &
c MARSESE  TURETNEENIBRATREEMEE. MEBELERENN B

1% & 2 8] [H] ] [
BRUTSBRAEGHNARFEE Multiviewer :
1. BIBLENRR

fEAEHIA. CLI Al Kinesis Video Streams B WebRTC EFEBE. SDKsHEXi¥4lthe
section called “BIZ2E BB %A , i§Z Fthe section called “BIZ M TUR"F o

2. EEERIR
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£ UpdateMediaStorageConfiguration API XEX B EEME, KEESHAZEHEmESEED
fiE. BxEHthe section called “BLE B " MWFMAEER , SN,

3. EEMINARR

£ KVS WebRTC ##F % T EEXIAHN S AREFLLUAMA APl JoinStorageSession X /5
I HEHMMEE TUAMANBERSE,

4. BEERRNARRF

£ KVS WebRTC R#-F AT EGNEFRNARFLER APL,
JoinStorageSessionAsViewer Z ML A AR B HIA B — PN &1,

EBmMEX

Multiviewer 2#E2023F # Hi fYWebRTCEREXNhsERY £ At E M EH . XMEMBUTILANEFA ¢

- BEIFS  MEZEHEERXIEH2 B3I FHZ Kinesis Video Streams # , 1 B S 247
o RAE WA BERRRIT , AR TR RENITERE

- AT REN ETENFETULESAMARNSEHERTE

o —BWAELR - TICMEZRM4IMA , WAREERESHERNESREEE

TRNDENAESERNERRIENTERER :

1. MHIRZ M FF IR JoinStorageSession [6] = i #R EVA 371

2. MWMARAEINEHFHEBER Kinesis Video Streams i
3. ZAMEHIRZ W JoinStorageSessionAsViewer 1A & 1&
4. Cloud mixer FHLSR 5 K 46 PRAB E A X

5. fEZE5EENTMPLTEYREMND X

AP| 124k

ZEMEERFERE WebRTC Ingestion tHEIH API #24E, X% APIs 81F :

« UpdateMediaStorageConfiguration-f{5 418 18 4% 13 B = #& LA HREL
« JoinStorageSession-MHHIR & B B AE

SREEK 07


https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_UpdateMediaStorageConfiguration.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSession.html
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« JoinStorageSessionAsViewer- 7t ¥ ML A I SE BR B R AR & 1
« DescribeMediaStorageConfiguration-# 3% 24 5 Y iR A 1265 BL B

BXRFEMH API BETRHE , ES#Ethe section called “S1FE41EE I WebRTC E#7,
BI{EXEE
FESEI Multiviewer Bt |, i5E8EUL T RESEE

o HXBERRFHITMHAL : TINEZTERT 2-3 MHEAEFRINER Multiviewer , RAXBEE 2%
REREHEMS WA 5

- Y52 Session Health : KBS RUREQXERENEE EEE

o REEERWY  RIMENNEEREENEHLZE

- BMERE  ERRINEURET , UHLEXBELSFPHIA TR G
- RIFE  BREMAXEIT2EN EHMEEWebRTCiE#

R fEXEK 108


https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSessionAsViewer.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_DescribeMediaStorageConfiguration.html
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ZEH

ZEEAWS REFZE, FNAWS BF , BRZBTINREARSHLZEHREALANERMBE
Y BIE O M 45 2R K

RERMFHEEE AWS W E, REHEEXFEFHRAISHN 22N Eh WEEH .

« TRE — AWS ARFEHFE AWS =HE1T AWS RESHEMZEHE, AWS BN GEEETULRLER
HRSS. YER AWS EHEITRIN —3 9 , RITNZ BN EREEHHRE=Z S FITRF TN
FMEIE, BT #EMAT Kinesis Video Streams WA MEITR] , HSREAMITREENAIAWS R

Fo
« SIRBE-BHREHEERN AWS BRSRE, BEFENHMRRAR , SHENBENBR
., SARNERUNERREREN,

AT EEBY I8 T R 4E WebRTC # £ Amazon Kinesis Video Streams A 20{a 57 f 0 B RAFE R,
LT EEOERERT MR WebRTC ELiE Amazon Kinesis Video Streams , LISRIEHZ £ MEH
B¥r. B G2 maERAEM AWS RS , XERS TS EEET WebRTC BREZEMRF EH
Amazon Kinesis Video Streams,

ES]

« A WebRTC &R HIF T 5% Kinesis Video Streams BJ15 8] &R AWS Identity and Access

Management
« Amazon Kinesis Video Streams with WebRTC B4 M M5 iiF

« 5 WebRTC =I5 i# Kinesis Video Streams A58 4

+ fF WebRTC 3 Kinesis Video Streams FHVEMIRELZ £

- fEF WebRTC =I5 i# Kinesis Video Streams H & £ {FLEE
+ WebRTC %

£ WebRTC &JRi=#IFT % Kinesis Video Streams K1/ [8] X
PR AWS ldentity and Access Management
B’ AWS Identity and Access Management (IAM) & Amazon Kinesis Video Streams 5 WebRTC

BAER , Sl shfdhimArRRE T LERER WebRTC API BEM4EE Kinesis Video
Streams U 1TES , ARMIIRE T AEABEERR. AWS

2R 1AM 23T 3R89 15 B X R 109


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
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BXIAMNEZEE , BSRENUT XY :

* AWS Identity and Access Management (IAM)
« IAM A7
- IAM AAFiEm

AEN

- REIEE

AP| B4

I 5% 3 /R B 75 (ARNS)

o H Aty IAM K P % F 5 8] Kinesis P70 X R
R g

KB E
IAM SRR B E—MNHZMEAK JSON X #, FMEAMEHINT ;

{

"Statement":[{
"Effect":"effect",
"Action":"action",
"Resource":"arn",
"Condition":{

"condition":{
"key":"value"
}
}
}
]
}

HRBANENTEUT -

« Effect : It effect ATLL2Z Allow = Deny, FEEINERT |, IAM A& EFERRRM AP RER
A, Bt , FrIEERESKELE, EXAPREERIAAN, EXELNBEZEFAAET,

« Action : action ER‘IEE?CE?E%*XFEE’JCF%E APl 21,

+ Resource : ZREZMHNRR, EXEIREERR , EFEEFEAH Amazon BREEF (ARN)
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https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/
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o R FARTEN. N H A TEREIREE SRV ETE,

ERIEMEE IAM policy B , BATREHRZEMEA IAM Policy £ R E5H IAM Policy Simulators

API #

£ IAM RESIFAH |, LA UM ZHE IAM BEFIRS F 18 EET API 846, 3T Kinesis

Video Streams with WebRTC , fER AT AI4A APl #4E85 & : kinesisvideo:. #i

i : kinesisvideo:CreateSignalingChannel, kinesisvideo:ListSignalingChannels
M kinesisvideo:DescribeSignalingChannel,

EEENBEAOPIEESUERE  BERESHEIRT , TR :
"Action": ["kinesisvideo:actioni", "kinesisvideo:action2"]

U U ERABRFEESTURE, fla , BAILIEEB AR E Get" FF KM MBERE , TR :
"Action": "kinesisvideo:Get*"

EEEFAE Kinesis Video Streams 1#F , RO TAHAXNFEAES (*) BESFF
"Action": "kinesisvideo:*"

Bk Kinesis Video Streams APl R TE XK , i§Z M Kinesis Video Streams APl &%,

WU B 5% 5% R & #5 (ARNS)

B4 IAM BERFARER TEERAEEEN R IR ARNs,

iF3¢ Kinesis Video Streams AL T ARN &EKRR :

arn:aws:kinesisvideo:region:account-id:channel/channel-name/code

fFln -

"Resource": arn:aws:kinesisvideo::*:111122223333:channel/my-channel/0123456789012

& AT LAE FFREUAIERY ARN, DescribeSignalingChannel

AP| 124k 111


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-generator
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Reference.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeStream.html
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o E At IAM K #5157 Kinesis #5505 B X PR

BOREFE M EM IAM K F X Kinesis Video Streams with WebRTC S5 @ EHTIRENIR.
RBESACGRH—TURSEME. AKRERTREN AM A6, IAM EE R T LE IAM 61, SR
RIRSAR, BXEZER , E25H (IAM AF#ERE) FWEIERD AWS RFZFZRNEHNAE,

BN
AT B R BE R4 B P X Kinesis Video Streams with WebRTC @& i8] o

Example 1 : £ AP MNEAE S EERIEKE

LR BE A A P A X E{T DescribeSignalingChannel S5 EEHIT
GetSignalingChannelEndpoint, ListSignalingChannels #l ListTagsForResource #
(=

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kinesisvideo:Describe*",
"kinesisvideo:Get*",
"kinesisvideo:List*"
]I
"Resource": "*"
}
]
}

Example 2 : RFAFAIEETEE
IR RE A F PR AT CreateSignalingChannel &4k,

{
"Statement": [

{

mEAM IAM K7 R F 156 Kinesis #4557 B PR 112


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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"Effect": "Allow",
"Action": [
"kinesisvideo:CreateSignalingChannel™

1,

"Resource": "*"

Example 3 : ¥ AF5RIFTA Kinesis Video Streams ] Kinesis Video Streams with WebRTC K&

it
LR Fo i A P A X AR IRIITE Kinesis Video Streams #4E, WERKERATEER,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "kinesisvideo:*",
"Resource": "*"
}
]
}

Example 4 : RFAF NS EETBRERDNME

LEERBE A VF A P AN ERE S BERIETE.

o

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "kinesisvideo:DescribeSignalingChannel",

REE R
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"Resource": "arn:aws:kinesisvideo:us-west-2:123456789012:channel/
channel_name/0123456789012"

}
1

Amazon Kinesis Video Streams with WebRTC BY& 3 18 iF

ETHRREETRESAUXINEER , FZHAWS RS “ZEEA XIS HBE" ", RERFEERN
BHEMITH. AWS RS AXx—KREE , BSHAWS SMITHAWS,

EAMERA TRE=HFIHRE AWS Artifact. HXESEL , BSEPH THIEE" PH “AWS
Artifact,

BEMERA AWS RS R EAREBR T ENBENERBM. RARNEN B RUARERERENE
M. AXREEEANNEATENESFESE AWS S , FSRAWS L&,

£ WebRTC =2 & #h Kinesis Video Streams BY3E 14

AWS £IKERIRERE S AWS XiF TRAXHERN, AWS X RHSMEIRIRENTAX ,
XETHXEIELEE, SEHENSETRIMEER, SAUMNATAXKRITNESTEATAXZE
Tt B RIMBEEBNNARFNRERE. SESNENHS I REROEMREEL , TAKX
ERESNTAM, FEEINTT B,

BX AWS X MATAXNESER , BSRAWS £ IREM %,

£ WebRTC 3£ Kinesis Video Streams FHIEMiZEZ S

ERN —IHEE RS , Kinesis Video Streams ( ‘@iEHWebRTCIhgE ) % AWS W EHBHMNEZRS | ZEM
BHRERBPERNSRNEREEFIRT,

BAILAER AWS EA Y API B M 1718 Kinesis Video Streams, B RMAMXIFERER
2 (TLS ) 1.2 REEMRA, BNBIFER TLS 1.3 RESRAK, BEFRESMATIFEETLEEIR
2 (PFS ) WZBEH , 620 Ephemeral Diffie-Hellman ( DHE ) 8 Elliptic Curve Ephemeral Diffie-
Hellman ( ECDHE ) » AZEINRRLE ( W0 Java 7 REFMHRAE ) HZFXLEEN,

o, HAERF RIS ID M5 IAM EAEXBKAORZRG B BARTBERJITZE. E , BUTUER
AWS Security Token Service ( AWS STS ) £RIEAT R £ EIERITERI#ITER,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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£ WebRTC I &% Kinesis Video Streams N &Z £ R{ESCEE

Amazon Kinesis Video Streams ( ‘@& H WebRTC Ihat ) T HREF X NEEE SN RZ SRR E
EEENTFZRLIE, UTHRERRE-RESEN , A FIRRZTEREHBRAR, XEKESRET
EAEEHRRBITHERAEER , BHHUNEANERREM T2 S,

BXAERRENRLBESR  BEARERENTLRESE,
K SRAR AR PR 15 7]

ERFIRE , B LUREEIRB WL Kinesis Video Streams RIRAYEFLEN R, B A AKX ERIRE
AHREATFNEERE. BHilt , BNNRFHITESENNR, ERKENER RN FRE/DNEZEXE
LR AERE R EEERERNENEXRETE,

f5lan | @ Kinesis Video Streams &K IEIFEHN IR ENFEE PutMedia, GetStreamingEndpoint
M DescribeStream, FZMAIEENARFR FAERME (*) SHEHMIEE ( HlWN GetMedia ) B
PR

BXEZEER , B5SH Apply least-privilege permissionss
£/A 1AM B
BIRENEFRNARFSANEEERWEIERA M Kinesis IR, BARRK AWS IEHEEFHEE

&P ium M AR Amazon S3 F#EEF. XERT2EHRRVKHEIL , MRENIIRE , T8
2N WEFF=EEREME,

MR, ERIZER 1AM A ERER G ENF 5 i M AR F R IG R EUE LA R Kinesis MR, HEE
RAer , 874 6ER KRBTSR R E AR R

BEXEZER , "W IAM AP EEHPHUTER .

- IAM Bt
- BENELYS A, NSARFENRS

CloudTrail F F &= API @A

A WebRTC ) Kinesis Video Streams AWS CloudTrail 5—IREZ &£ , ZBRFEHEA,. ABH
R ER(EH WebRTC B AWS Kinesis Video Streams HF REXY IR ERY i F.
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https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-DetectMetricsMessagesBestPract.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios.html

Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FF & A R 155

FERAWERNE B CloudTrail , &7 LU E 8 FWebRTCEKinesis Video Streams X HHER, XHER
AIPHesE, #IRHER, [ArtxHERAREMIFAEE,

EXEZEELR |, 1§51 the section called “EH1i2F APl A CloudTrail’,

WebRTC 1%

wEIRINZE 2 HAH WebRTC B Amazon Kinesis Video Streams 2% IhEE | Kinesis Video Streams
EESREFTNEAIBBEREANFAEAEG LEREFEAREIHKMNE, TILEE R peer-to-peer@T
Kinesis Video Streams Video Streams TURN i SUE 24K , AT WebRTC BE{E #@3 Fr L inZE i
WHITREME,

i &z & Websockets (WSS) RIRERHE. , FABERERMEZ S (DTLS) WHTBHRIT MR , B
Tl A 22 Rat & mihi (SRTP) #1705,

WebRTC Nz 116
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WEERAN APl EH

Wi 2FH WebRTC MER AR A E43 Amazon Kinesis Video Streams B R 5EtE, TR M4 AEE

WEEALARID. AWS ERIZM AWS RFENFIE S 7 WEKERE , SMEEHIN S SRR A
DERMMR ERTIAR, T3, EF BRI Kinesis Video Streams with WebRTC 281 , &R #IE

BT RHETRPEE TS EE

- BERENRMAAL?

« B BREBERIR?

o« WEIRIX LR IRAY SR Q04 2
- RERMLEEZRTE?
« WRERNITHEZRES?

o« HIEEIRET RE A ?

EENGEBERHACRKEZRITRE , T—SRELENIFEPREL Kinesis Video Streams with WebRTC
EEMENEE, BNZETENBENMTREAZESFHE TUE Kinesis Video Streams with WebRTC %
gt, M5¥Z Kinesis Video Streams with WebRTC B |, &R FAEFTURERN MKW FidRk. B
LBl Kinesis Video Streams with WebRTC MeESXLHEHF#H TR , XEFETEAEEMEN
EFEEXNBEEN | SUREE B ERRX AT 88 H A BB,

T3
« {E M WebRTC Y12 Kinesis Video Streams
- A2 APl @ AWS CloudTrail

£ WebRTC % # Kinesis Video Streams

BRI LAE AL S 7 83T WebRTC %12 5%k Kinesis Video Streams , I 5i# i@ WebRTC WEXH
CloudWatchill B Kinesis Video Streams K RIGE#E , HHHLE R AEN, EFEMNNIER X

ESUTBBELREF 15MNE , NEEREBIHRIFELER , HEBEFih T HREN Web R ARFRR
SHHITHER.

I 53 Kinesis Video Streams 12U TIE#r :

£}

f# /A WebRTC 4% Kinesis Video Streams 117
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. E5EH
« TURN IE%x
« WebRTC ZEEUEFR

EH1ENR

ATREAXRNMAER B SRBENBERSESHERNABMHES. CloudWatch

BIREWNH i, BF By Dimension
S
Failure R4 E PR FAVIREIRE 200 KRR T B’E,
Bl , MK EO0" . BUHR, Signaling
ChannelNa
me
HER 187 2 AR S5 B2 W0E SR AR [B] i B Fr 76 32 19 =% B®E,
B Al o Signaling
ChannelNa
me
MessagesT —MUE &R IA R AT E B S8, T Signaling
ransferre ChannelNa
d.Count me

ZOperation#EFZATUTHAR APIs :

+ ConnectAsMaster

+ ConnectAsViewer

» SendSdpOffer

» SendSdpAnswer

+ SendCandidate

+ SendAlexaOfferToMaster

* GetlceServerConfig

FERER
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» Disconnect

TURN 15#R
AR MAE X MM EA CloudWatch BE SRR RESHEXBBENEER,

BB B By

TURNConne XF—2#AATFRINZABITENSE TURN T8
cted %+ DECERA K7,

WebRTC &EEUSFR
A=A A < A A B S M FRWebRTCEREX B BME S, CloudWatch

FEIRB % B8 By
Failure R4 IR BIHIR/EIRE 200 ARG T3k

B, M&&RH 0" BNH

>3

HER 187 8 AR 55 3= WK SR MR 20 0 2 FT 7% 3% Y B 18] Z¥

\&

TotalBitrate REMEBLEBE, MRIEET “A® , WRTE  bps
SEEZEREANELEERR VIEWER S 5& %1%
B B4R,

TotalPack RENBESER,. MREET ‘A€, WRT T

etCount FSEERIEZNELEEERSY VIEWER 3 5EX%
ERE R,

Dimensions

Signaling
ChannelNa
me

Dimensions

B’4E,
Signaling
ChannelNa
me

B’4E,
Signaling
ChannelNa
me

2
Signaling
ChannelNa
me. A

%
Signaling
ChannelNa
me. A&

TURN $g%5
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BB 1 EA By Dimensions
P 4% SUE H I Y P 4 RTCRecording 70 4 #, T8 BR1E.
RTCReco Signaling
rding2 i 4L ChannelNa
= me, A&
) 2% STUE H I B & RTCViewer 7 £ 85 1T ]
RTCViewere Signaling
WLE ChannelNa
me, A&

ZOperation#EFATUTHSA APIs ;

» JoinStorageSession

» JoinStorageSessionAsViewer

Role4 [ :
« A
« VIEWER

EA1Z% API FH AWS CloudTrail

8 WebRTC B9 Amazon Kinesis Video Streams AWS CloudTrail5 WebRTC £ , iZREEEHA
F. At AWS RS 1E WebRTC B & Kinesis Video Streams H R EUAYIE#EIESR, CloudTrail
LA WebRTC R EH#3KT % Kinesis Video Streams BIFFE APl A, HRWARIERE
Amazon Kinesis Video Streams 2] & #Y 18 A LA KX Amazon Kinesis Video Streams with WebRTC
APl 2ENRBIER, WREQNERE , ML A ER CloudTrail E4F4 %M E Amazon S3 7
i , FEET WebRTC R G# Kinesis Video Streams BHEMNEH., NRETEERKRIZHE ,
{3 AI1E CloudTrail ##| &8 Event history ( B4 L 1ERK ) PEEEWNEH. FAKENER
CloudTrail , A LAHAE@iT WebRTC [8 Amazon Kinesis Video Streams X BBV ER., KHERS IP
thuk, WRHEER, ARAHBERAREMIFEMBERS.

ETMEZEEL CloudTraill , BFEWMMEBEEMZSAE , 5SS EAWS CloudTrail B F M,

12 API @A CloudTrail 120


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
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I 53 Kinesis Video #id WebRTC E#E Kinesis Video Streams #
CloudTrail

CloudTrail & AIE AWS IkF RN EEENIKS EEH. AXFNSEHEHINEFTE WebRTC B
Amazon Kinesis Video Streams AR} |, ZiE31F AWS SEMRS EH — 18X CloudTrail B4
FiExkH, BUUEBEH AWS KFPFEE, BENTHEERENSH, BXEZER , BSHAE
BAEHREIERESE CloudTrail B4,

ERFESICRAEMN AWS K FNEH |, BFEFERA WebRTC B Amazon Kinesis Video Streams fIZE
%, BRIRIBER, BRERAW CloudTrail A& 412 2| Amazon S3 FiEH. BRINVBERT , EEFA
FAIRRERICRAR , WIRERICRNATAE AWS XiF, RERIEE AWS 2 XFAMEXBHNEH , HH
HEX L IEZIRIEEN Amazon S3 F##E. AL , BAIEEH M AWS RS , Wt —S ok
¥ CloudTrail BEFKRENEHEIE, BEXEZER , BEATIRNS .

- BIERRER

« CloudTrail Z# MRS FEK

B Amazon SNS &% CloudTrail

« BWRBZANXIEH CloudTrail B EXHMEBRKE S MK, B CloudTrail B EX %

Amazon Kinesis Video Streams with WebRTC X #F#E CloudTrail BEX LU TIREIEZIEH

* CreateSignalingChannel

* DeleteSignalingChannel

* DescribeSignalingChannel

* GetSignalingChannelEndpoint

+ ListSignalingChannels

» ListTagsForResource

» TagResource
» UntagResource

* UpdateSignalingChannel

BIMNEHHATREBESEXRERBFRNARGR. BOEEEMTEHEUTRE !

o BEREMFEHABIEFRER AWS Identity and Access Management (IAM) B FEIE. H o
- FREFAACERKEAFNIGRNZEE TR EHN,

I 55k Kinesis Video #3Y WebRTC E# Kinesis Video Streams #l CloudTrail 121


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_CreateSignalingChannel.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_DeleteSignalingChannel.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_DescribeSignalingChannel.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_GetSignalingChannelEndpoint.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_ListSignalingChannels.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_ListTagsForResource.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_TagResource.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_UntagResource.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_UpdateSignalingChannel.html
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- FREBTHEM AWS RSF K H,

BXREZER , 2 H CloudTrail userldentity JTH&,
Bl BENXHEE

BERERE—MEE 6 AFTSHENBEIXHEHEEIEERN Amazon S3 71, CloudTrail B &34
BE—NEENMNAEEZE. BHRAKRKRBEARENEMER , B/EXFRWIRE. BEN BN
B, BRSHBENFER. CloudTrail BEXHTRAH AP BANEFHKRRE , HILET2RE
4% E IR HE .

AR 7RI E R T 5ERiZCreateSignalingChanneli#E# CloudTrail B &% B,

"eventVersion":"1.05",
"userIdentity":{
"type":"IAMUser",
"principalId":"EX_PRINCIPAL_ID",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"EXAMPLE_KEY_ID",
"userName":"Alice"
I
"eventTime":"2019-11-19T22:49:0472",
"eventSource":"kinesisvideo.amazonaws.com",
"eventName":"CreateSignalingChannel",
"awsRegion":"us-west-2",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-sdk-java/unknown-version Linux/x.xx",
"requestParameters":{
"channelName" :"YourChannelName"
},
"responseElements": {
"channelARN":"arn:aws:kinesisvideo:us-west-2:123456789012:channel/
YourChannelName/1574203743620"
},
"requestID":"df3c99c4-1d97-49da-8569-7de6c92b4856",
"eventID":"bb74bac2-964c-49b0-903a-3501c6bde632"
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AP| &#&

B
« WebSocket K37 = APIs

- RIHEER

WebSocket & w7 & APls

LT RHE WebRTC LT 2 # Amazon Kinesis Vide WebSocket o Streams : APls
£

» ConnectAsMaster

» ConnectAsViewer

ConnectAsMaster

NFERZNFHEEIHL T RIEENETEE. £ WebSocketiR ik FEER A A TiEZETIM
Get51gna11ngChannelEndp01nt API| i H3R1BHI T £ websocket (WSS) iR, EHEER
Amazon BIRE T (ARN) ZFERNERAFHESHREL, FEMNLRETRATATENTRENESR
FRHTEE, URSINEFFRENTRZJEEIRERE , NSENERLE. FNEETBENES
MEEETBIE.

H3R

"X-Amz-ChannelARN": "string"

« X-Amz-ChannelARN - E$&E/ ARN,
- R . ZRFEA
- KERS : RDKER 1, KELERR 1024,

« R : arn:aws:kinesisvideo:[a-z0-9-]+:[0-9]+:[a-z]+/[a-zA-Z0-9_.-]1+/
[0-9]+

= MLEE - B
s ERME B

WebSocket 4375 = APls 123
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W

200 OK HTTP RARB LUK — M ZEIE X,
Fix
* InvalidArgumentException
EENSHBEHERS, FEXFRALEERA. BXESER , FEHERENEE,

HTTP IRZSAH : 400

* AccessDeniedException

ABRDRARABHRSENBERTEEIH,

HTTP RS : 403

* ResourceNotFoundException
BEREFHE,

HTTP RZSMREE : 404

 ClientLimitExceededException

HUSEHERFA APl iF, BXEZEER |, B5RTEHE WebRTC FRFEF A S Kinesis
Video StreamsHP IR E X FIEHURS . AWS

HTTP RZSE8 : 400

J5 PR /BR

MRS ERERREA API, b APIREK S KB Z BRG], 32 2R S8R E 1R AR

ClientLimitExceededExceptlono

BE

WMREEM clientld MBEEFHEERE , NERAFEREMERETHE.
ERTH

XA AP B
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H %8 A
AFHKXRA N TFESNARABLETMEZETHIE.

ConnectAsViewer

NEERFNERIHA KT RIEENETEE, £ WebSocketF AR FEER T A TEZEIIM
GetSignalingChannelEndpoint API A H3REM T £ websocket (WSS) iR, EFEIERY
Amazon FIRETR (ARN) MZF % ID BTENEAFHESHRE, FEMNKRTRITATHERE
BENEER[/HTEE., WRBEESEREEN ClientId HENNEERE  WFNHEZERKE, FHES
FNEZEZETHE.

H3R

"X-Amz-ChannelARN": "string",
"X-Amz-ClientId": "string"

« X-Amz-ChannelARN - f§5&EH# ARN,
o RE PR
- KERS : PhKEN 1. RAKER 1024
- B : arn:aws:kinesisvideo:[a-2z0-9-]+:[0-9]+:[a-z]+/[a-zA-Z0-9_.-1+/
[0-9]1+
- EOLF =
* X-Amz-Clientld-& = i B9 M — $R IR R
. KA . =prs
- KERS : PIEKEN 1. RAKENR 256,
« X : A(?1(?1)AWS_. *)[a-zA-Z0-9_. -]

(@ Note
X-Amz-ClientId—F B FRITAWS ,

= MeEeE - B
- EBMNE &

a5

200 OK HTTP RSB UK — N IE X,

ConnectAsViewer 125
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A ix

InvalidArgumentException
EENSHELERS, FTIXFRALEER. BXESEE , FSHEEESR.
HTTP RZSMRE : 400
* AccessDeniedException
AENBERALHESLAENBERTHETH,
HTTP R : 403
* ResourceNotFoundException
BERFE.
HTTP RS : 404

* ClientLimitExceededException

HLUNESHERERFA API R, IEEZIBENEETRHEBIIFENREABEN, BXEZE
B, 52T A WebRTC FREEFH AT & Kinesis Video StreamsH Y55 B M IS HUIR SR
AWS

HTTP RZSE : 400

[ PR /BR

MRUSENERBAZ AP, RLEEZEIZBENEER/BEEIZIFNEARER , 2EKF R
BR#I1Z APl 3 2IPR et ﬁlﬁlﬁawﬁk{& ClientLimitExceededException,

BE

MRIEEN ClientId MEEEFLER  WEANEEEMEZTHERE.
BiTH

AR FE AP A

R

AUFHEAR  NTEMIABLENERTHRIE,
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M/
S EHBER

FRIEMRLE BEENSHRSERAER (i , SDP RN SDP jERZE )  ATREBHHEEE
L8

S

{
"senderClientId": "string",
"messageType": "string",
"messagePayload": "string",
"statusResponse": {
"correlationId": "string",
"errorType": "string",
"statusCode": "string",
"description": "string"
}
}

« senderClientld-& # A& P im AY I —FRIARF o
- KB . PR

KERS : &/ PKEN 1. RAKERN 256,

« R : [a-zA-Z0-9_.-]+

- messageType - -EHHIER,
« FH : ENUM
- BWE
Al . SDP_OFFER, SDP_ANSWER, ICE_CANDIDATE, GO_AWAY, RECONNECT_ICE_SERVER, STATUS
- KERS : ZPMKERN 1. EAKENR 256,
- & : [a-zA-Z20-9_.-]+
- BREXLE R
- messagePayload - JA base-64 wBBHEE N R,
- KB . FHH

- KERS : &PKERN 1. RAKERN 10K,

.Nﬁ : AN
RHESER - 127
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« correlationld - RAFIERVE B —PMRARF, XREFFmHES (Hl , SDP 2. SDP N&E ICE
{RIEIN ) PIZMEEVAERE correlationld,
- RH . PR
- KERS : I KERN 1, ZRAKER 256,
« R : [a-zA-Z0-9_.-]+
- BRELE R
« errorType - A THE—RIRE RN BA R,
- KB . PR
- KERS : PMEKEN 1. ZRAKER 256,
- ¥ : [a-zA-Z0-9_.-]+
- statusCode - S0 R HY TR RIEY HTTP RA&REB,
- R FHEH
- KERS : I KERN 1, RAKER 256,
- B : [a-zA-Z0-9_.-]+
« description - SRR FR B R,
- KA . PR
- KERS : &PKEN 1. ZFAKERN 1K,

SendSdpOffer

FRWAKIZEABRERS. IRZHEEFHULINELIEZZEIM GetSignalingChannelEndpoint
API| 3REXHY WebSocket it Ko

MBEEHLAEEESR , WELFRUARAFIES, A REXERE
RecipientClientId , H#¥f#ZBEAN RecipientClientId IEEMNEME, MRKES
KHRFIRE , BIFKRIEZFIH RecipientClientId EEMNBHREESR, EXMER
T , RecipientClientId R&4EMH A

AT ERBEFHNABRFOAEAEERAERY , MAAEERFTAREARFFRUAERER
BEEFRNARERF. IREERFARMNARFZROEMERRENRNARFRASREY , WAL
ZZiER, MRE-FFHHARTREIE AR , MZRCHEHIRNES.

SendSdpOffer 128
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HR
{
"action": "SDP_OFFER",
"recipientClientId": "string",
"messagePayload": "string",
"correlationId": "string"

- action - EFE RIAMEERER,
« XA : ENUM
- BM{E : SDP_OFFER, SDP_ANSWER, ICE_CANDIDATE
- KERS : PIKEN 1, ZRAKER 256,
« &3 : [a-zA-Z0-9_.-1+

= YEE - B
s BRAME 2

- recipientClientld-W # A B9 1 —FR1RAF o
- XKH . FHHR
- KERH : &RPEEN 1. ZRAEKERN 256,
- R : [a-zA-Z0-9_.-]+

s . B
Al S~

. 25,
-+ messagePayload - LA base-64 fiIBHEE AR,

- RH . PR

- KERS : ZPKER 1. EAKENR 10K,

MEE . =
Y . B

- R
« correlationld - JH S HYME —#RIRFF. SN ATESH.
- KB FHH
KERS : &/ PKEN 1. RAKER 256,
« R : [a-zA-Z0-9_.-]+

SendSdpOffer
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W

MRESHRRINZVCEHE |, NI F2REEAEA, MREKESERER, HEEBRPEET
correlationId , NM4EiR1FLME B /F/EN STATUS_RESPONSE ;HEIRE, EXxEZEER |, 554
the section called “F5 8 BB W,

Fix
* InvalidArgumentException
EENSHELERS, FTRXFRALTEER. BXESEE , FSAEREMESR.

HTTP IRZSAH : 400

* ClientLimitExceededException

HUNSWERFA APl Bt, BXEZELR , HSHTHE WebRTC RS ELENAY I 5% Kinesis
Video StreamsF W EEREXFMIEBES ., AWS

HTTP IRZSAH : 400

[5 FR/BR

MR SHZERIFA API, it AP REKS RBIZRRE, 23 REBIIREHEIRAKR
ClientLimitExceededException,

B

It API TRESH,

BiATH

XA R FE AP A

RV

AR EARA. BRAARE— KR

SendSdpAnswer

FRERIZABERERS. IRZFHEEFHULINCLIEZZIM GetSignalingChannelEndpoint

API| ZREXHY WebSocket i 5o

SendSdpAnswer

130


https://docs.aws.amazon.com/general/latest/gr/api-retries.html

Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FF & A R 155

MRREFEKBEEEFRS , T2 PRNERELEFRE. I, FEXEEE
RecipientClientId , # &N RecipientClientId IEEMNEME, MREIES
EBHFRE , NEFRIEZIA RecipientClientId EENBHFREER, EXMER
T , RecipientClientId RH4EMH A,

AUFRBEEFHNABRFOEAEERRENE , MAATEERFNRNARFFINERETER
EEFHNARRF. IREERFIHNARFZROEMERSSRENFRNARFROEINE , NT 2
RiZHER, MRE-—FFIWNARTHREEE RN, WiZNEFEHTNEBS,

R

{
"action": "SDP_ANSWER",
"recipientClientId": "string",
"messagePayload": "string",
"correlationId": "string"

}

action - IEfE KIxHHBRIZER,
« KA ENUM
- BM{E : SDP_OFFER, SDP_ANSWER, ICE_CANDIDATE
- KERH : ZPMKER 1. ZFAKENR 256,
- B : [a-zA-Z0-9_.-]+
- BREXE R
- recipientClientld-U # A B9 1 —FR 1R 5F o
- R FHEH
- KERS : ZFPMKER 1. ZEAKENR 256,
- B : [a-zA-Z0-9_.-]+
- BREXLE R
- messagePayload - JA base-64 wBBHEE N R,
- RH . FHEH
- KERH : &R/PKERN 1. EAKER 10K,
- BREXLE R
« correlationld - J§ 2RI —RIRRF,
- R FHEH
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- KERS P KEN 1. ZAKERN 256,
« B3 : [a-zA-Z0-9_.-]+

e

MREFEREDZBCER , WARLEREEMEN, MRRFEFHER  FEEERFEET
correlationId , MI4&iR¥ 405 254 STATUS_RESPONSE HEIREl., EXEZELR , SR &
$HEER,

Fix

« InvalidArgumentException
EENSHEHERS, FEXHFRALTEER. BXESEE , FEAREMNES.
HTTP RZ&AES : 400

* ClientLimitExceededException

LN ENERIFAA API BHRE, BXEZER |, 55T HE WebRTC RS EL & A & # Kinesis
Video StreamsHF W EEREXFMIEBES ., AWS

HTTP IRZSAH - 400

J5 PR /BR

MRS SHEFFA API, Ik AP FEKFRBIZEIRS. A
ClientLimitExceededException Bt 1TPR#IRIRE4EiR,

BE

It API TREEH,

BiATH

AR FE AP A

R

AV FHEAM. 8IRIAMERE— KB,
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SendlceCandidate

& ICE RETURIEL B ERS . ARFGEEFRANELEETIN
GetSignalingChannelEndpoint API 3REXEY WebSocket i R o

MRRFERBREERR , WeLF ICEREMARELERE. A, FELEEE
RecipientClientId , # &M N RecipientClientId I EEMEMME, MREIEHFHK
R FIRE , ICERIEVUNXEEIA RecipientClientId FEEMN B R, EXHERT ,
RecipientClientId 2&4EMNB A,

AT EREBFFHNARFOEAEERAKIE ICEREDN , MRAATERREFKNAREFF ICE &
BIAERETREEFHNARF. MREEREMREARFZAOEMERRE N AREFRIE
ICE fRi&T , MF2ERZFR,

HR

"action": "ICE_CANDIDATE",
"recipientClientId": "string",
"messagePayload": "string",
"correlationId": "string"

- action - EERIXHEEMEE,
« A : ENUM
B3 {E : SDP_OFFER, SDP_ANSWER, ICE_CANDIDATE
- KERH : ZPhEKER 1. ZAKENR 256,
« R : [a-zA-Z0-9_.-]+
« recipientClientld-W # A By i —FR1R5F o
- RE TN
- KERH : ZPMKER 1. ZAKENR 256,
« BR : [a-zA-Z0-9_.-]+
- BE A
« messagePayload - bA base-64 fwmBBAEERNE
- RE . FNEH

SendlceCandidate 133
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- KERH : ZPKER 1. EAKENR 10K,
- correlationld - J& 2./ M —FRIRFF,
- RH . PR
- KERS : ZPMKER 1. EAKENR 256,
- B : [a-zA-Z0-9_.-]+
. RE B

e

WRESFHANBUVCER , MRLREEMBA, WMREFERER , HEEBERPEET
correlationId , M4EIRI¥4E 2 F4ER STATUS_RESPONSE SHEIRE, BXEZFELR , BZHA &
B ER.

Hix
* InvalidArgumentException
EENSHELHERS, FPIXFRALEEH. BXESEE , FSAEEMESR

HTTP RZSAH : 400

 ClientLimitExceededException

M ESHERFA APl it, BXEZELR |, 5T A WebRTC FREE &R &% Kinesis
Video StreamsF W EE =B FMIEHES ., AWS

HTTP RZSAHE : 400

=i BR/FR 1

MRUISHERFA AP, Itk AP REKFRBIZRRE, =Z2IRGEHREHIRUKR
ClientLimitExceededException,

B»F

Itk API TR EFH,
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BiATH
XA R FE AP A
R

AREHRBAR. SXEAARE— KRB,
Disconnect

FEFum ] SARERT R ERE. WebSocketRBREIGFRAIIAE, XMEER , REIHEFIRRICH
HNBEETERELTHIRE , #EF2ZHEBEMER. BTN HERTERERERE
Ho

ZRSE B FFmAOEMTEREER , fli , EHEIRSR[EF A, UTRELHETRER
« GO_AWAY : IWHEERATREEREXM, EEFFIREBEFLEZANER, MTERE , AREF
EEMEZIETEE.

- RECONNECT_ICE_SERVER : IHE AT REFRYEREKRA , AEF S inae® EF A ERE | &K
Y ICE FRSS2RECE , A EF BN EMEETFHRSSR.

Disconnect 135
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Amazon Kinesis Video Streams with WebRTC #[EHER&

fE AL T E B kHEZE Amazon Kinesis Video Streams with WebRTC A 8282 /Y ¥ . [a &,

1] peer-to-peer&iEAY A A
WebRTC A 546 B4 A i T A e L B8 7 3L ) 5

o M HEEER (NAT)
- B
« WHFREZZEHRE

WebRTC ## 7 —/MEZ , IENFEF EEH AL EE. CRRE®T —RELENSE
peer-to-peeriEZ B )R T B TURNAR S 25 Fh 4k IR AR R AL #5

ZRIEBNEEMFNEANY  ALETHR - EAREPHERSFELIAXEAENTE,
£

« 2TEHARPI (SDP) RWHMME

il ICE fRIEIRAY £ A

- BEMEA T WRLARIETURE M &

- EikExmER

SEFER I (SDP) BILH B Z
SERRY (SDP) BIA M EFX G188 2 B RTC 2iF# TR,
TTHAX SDP MUMESES , BSHNT.

o EEB WA ERK , 15 LE T WebRTCTEKinesis Video Streams® L “F AN B0 5EZERE
TIHENNE S EITRR,

- NEBRRWHEREEK,

RWMBEBRERTIRERN , RECATREIZESHIEELWERN ICE RED,

#1I peer-to-peer& iE#Y B8 136


https://www.rfc-editor.org/rfc/rfc4566#section-5
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FERAT C 1 Kinesis Video Streams WebRTC SDK 88— M2 WFETE | RAULUFHRIRELIZHE
SDP, XEBIT 7 HBIRBIRVIR I E KA R E

SDPs EstdoutM SDK &3k , BiIREMUTIFEZLE : export DEBUG_LOG_SDP=TRUE., #&i&TA]LA
B iZsdpOfferEH7 JavaScriptE TE WA EF P iR ik SDP WIRNMNER, EEFWET
EZHGitHub,

BEXEZELR |, 55 the section called “f#H WebRTC %12 Kinesis Video Streams”’,

MRAKIEE SDP &R , WA RERNFRETEESR SDP R1L , EAZRUFLEEAREHNEE SR
fRiEER. BRFEIRUUATRENAR

I/webrtc_video_engine.cc: (line 808): SetSendParameters: {codecs:
[VideoCodec[126:H264]], conference_mode: no, extensions: [], extmap-allow-mixed:
false, max_bandwidth_bps: -1, mid: videol}

E/webrtc_video_engine.cc: (line 745): No video codecs supported.

E/peer_connection.cc: (line 6009): Failed to set remote video description send
parameters for m-section with mid='videol'. (INVALID_PARAMETER)

E/peer_connection.cc: (line 3097): Failed to set remote offer sdp: Failed to set remote
video description send parameters for m-section with mid='videol'.

E/KinesisVideoSdpObserver: onSetFailure(): Error=Failed to set remote offer sdp: Failed
to set remote video description send parameters for m-section with mid='videol'.

D/KVSWebRtcActivity: Received SDP offer for client ID: null. Creating answer

E/peer_connection.cc: (line 2373): CreateAnswer: Session error code: ERROR_CONTENT.
Session error description: Failed to set remote video description send parameters for
m-section with mid='videol'..

E/KinesisVideoSdpObserver: onCreateFailure(): Error=Session error code: ERROR_CONTENT.
Session error description: Failed to set remote video description send parameters for
m-section with mid='videol'..

£EE SDP RUMAAR , EERI a=rtpmap FFXEMT , AEFERN WL FEAKRBFILDR.

a=rtpmap:126 H264/90000

a=rtpmap:111 opus/48000/2

WMREMEA Safari EAEEREETIRIE H.265 EENEN , MLBEIUTHER

* InvalidAccessError: Failed to set remote answer sdp: Called with SDP
without DTLS fingerprint.

AFHENW (SDP) BUAME 37


https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-c#getting-the-sdps
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/983b62f07330e05277fd072f8062fecd8233bce7/examples/master.js#L123
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* InvalidAccessError: Failed to set remote answer sdp: rtcp-mux must be
enabled when BUNDLE is enabled.

BN RN S B E Y SDP 3R £, 1£ SDP #ite |, R L H.265 FFkM&k B a=rtpmap , &
EREERA H.265 W&, ENITAR :

a=rtpmap:104 H265/90000

MR ZREMBIBETFE , BT Safari iIREF S A WebRTC 9 H.265 4mEIEER
£ Safari X REBRMEPSMAE=S |, AT TR

« & Safari FIER > RE... > BR. &P “ER Web FTFREMNTHEE" EiRAE,
o EIR THEERRE", % WebRTC H265 4 fifiEes 8 iE4E,

EMB R RRUEE RERK,

P ICE fRIZTAY 4 X,

ICE RIS mE STUN IRZ 82X HARMNEFIRERK. X F Kinesis Video Streams with WebRTC
SR , STUN fR%S85 2 stun:stun.kinesisvideo.{aws-region}.amazonaws.com: 443,

BRT7AA STUN RS BIIREURIE TN , B ImEEIESEA TURN BRSE8, IS THBARANTETL
SRS B3 peer-to-peernEZMNF P A RF B AERZ RS,

SERIBAER LT TEREMK ICE RIENR :

« Trickle ICE WebRTC ##7% , H{# Trickle ICE RUKEIRIEIN

* |lceTest.Info

FERXHANTE, B A STUN F TURN BRS 2815 B SR IN & (R IE TR,

E@ENT WebRTC 3RHY Kinesis Video Streams B TURNBR S 25E E ML EREIE |, & LLAA AP 2
{E, GetlceServerConfig

LR AWS CLI i FER 7 AMARBUL S B LA T RHE AN TR,

export CHANNEL_ARN="YOUR_CHANNEL_ARN"

44 ICE 1RIE TR £ B 138


https://webrtc.github.io/samples/src/content/peerconnection/trickle-ice/
https://icetest.info/
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_AWSAcuitySignalingService_GetIceServerConfig.html
https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_AWSAcuitySignalingService_GetIceServerConfig.html
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aws kinesisvideo get-signaling-channel-endpoint \
--channel-arn $CHANNEL_ARN \
--single-master-channel-endpoint-configuration Protocols=WSS,HTTPS, Role=MASTER

get-signaling-channel-endpoint @A EM TR :

{
"ResourceEndpointList": [
{
"Protocol": "HTTPS",
"ResourceEndpoint": "https://your-endpoint.kinesisvideo.us-east-1.amazonaws.com"
},
{
"Protocol": "WSS",
"ResourceEndpoint": "wss://your-endpoint.kinesisvideo.us-east-1.amazonaws.com"
}
]
}

f£H HTTPS ResourceEndpoint {E3REX TURN fRF 885K , W TFA R :

export ENDPOINT_URL="https://your-endpoint.kinesisvideo.us-east-1.amazonaws.com"

aws kinesis-video-signaling get-ice-server-config \
--channel-arn $CHANNEL_ARN \
--service TURN \
--client-id my-amazing-client \
--endpoint-url $ENDPOINT_URL

G R ‘=& TURN RS 2BBMIFMES , 2IE TCP M UDP Wik KR AR F B e B i,

(® Note

MRIRE TTL ERE T XEE N B RER ( A REN ) . FE Trickle ICE WebRTC R4l
=K.Info IceTest P ERXLEE |, £ Kinesis Video Streams & RS R4 K ICE {®Rik{E,

BEMH T WL RE TR E M E

THEhERI XENFERTHERETNTERXEMEE,. MRENMNNEZFFKRETETEEUNS
i, WA BAE A MER webrtc-internals X 27 7£ Google Chrome HEEIX LFEE.,

WEMER T MEARIEDURE I E 139


https://docs.aws.amazon.com//kinesisvideostreams/latest/dg/API_GetSignalingChannelEndpoint.html
https://webrtc.github.io/samples/src/content/peerconnection/trickle-ice/
https://icetest.info/
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=R AT+ P FF WebRTC 2iF,

EB—MEW+d |, 3ITFF chrome://webrtc-internals/., EAUERIEMFHEEMHITLEN
mMAEE.

FEIRRCEMEENER. Hlu

» Create Dump
Read stats From: | standardized (promise-based) getStats() AP| ~

R

AN

Note: computed stats are in []. Experimental stats are marked with an * at the end and do not show up in the getStats result.

GetUserMedia Requests

https://awslabs.github.io/amazon-
Kinesis-vid: brtc-sdk-

ic/avamnlac/inday html [ rid- GN25

https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js /examples/index.html, { iceServers: [stun:stun.kinesisvideo.ap-northeast-1.amazonaws.com:443, turn:3-113-249-125.t-6618366e.kinesisvideo.ap-
northeast-1.amazonaws.com:443?transport=udp, turns:3-113-249-125.t-6618366e.kinesisvideo.ap-northeast-1.amazonaws.com:443?transport=udp, turns:3-113-249-125.t-6618366e.kinesisvideo.ap-northeast-
1l.amazonaws.com:443?transport=tcp, turn:18-183-42-89.t-6618366e.kinesisvideo.ap-northeast-1.amazonaws.com:443?transport=udp, turns:18-183-42-89.t1-6618366e.kinesisvideo.ap-northeast-1.amazonaws.com:4437
transport=udp, turns:18-183-42-89.t-6618366e.kinesisvideo.ap-northeast-1.amazonaws.com:443?transport=tcp], iceTransportPolicy: all, bundlePolicy: balanced, rtepMuxPolicy: require, iceCandidatePoolSize: 0 }

ICE connection state: new => checking => connected
Connection state: new => connecting => connected
Signaling state: new => have-local-offer => stable
ICE Candidate pair: 6950 <=>

» ICE candidate grid

:35795

Crare Tahlac

83E ] LATA A B B M IEERRY LT FE 4R

¥ Stats graphs for candidate-pair (state=in-progress, id=CPaYGwieso_EsxKSWoY)
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60 20T
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BikBxAER

F 3 ICE Ri& T BRiAB AT {EKvsRtcConfiguration. X4 F K Z AP KA
FENHH#TRE  UARSEIRENNEEILEZENIS, BUNENARFHEEX

Al e
=8

EEHEUTHBRERINR

2024-01-08 19:43:44.433 INFO

iceAgentValidateKvsRtcConfig():

MNENZZ® T , BRE

X SEBRIA

EikERNER

140


https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-c/structKvsRtcConfiguration.html
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icelLocalCandidateGatheringTimeout: 10000 ms
iceConnectionCheckTimeout: 12000 ms
iceCandidateNominationTimeout: 12000 ms
iceConnectionCheckPollingInterval: 50 ms

MRENNERERE=ABRERSERE/LE | FHFRUTE

« icelocalCandidateGatheringTimeout-38HNLt B RE , MINEE LB EREASIHIERE,
B A E RENRIER , Bt , IREHMERRFE | B INLLRH A E HE S et R TR
%

plan , MREHUREATEER , FEZSHRSF B[RS (srlx) ARERIEA |, MAEFELERIEE
B EYE, HTMETRE , REAREEZERE , NABFTRAELSR LR FEI20W, #EinE
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