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ft 4 2 Amazon Kinesis Analytics ?

Amazon Kinesis Analytics (Windows Kinesis Analytics) 2 — M aEEM AT BHAE, ©7E Windows
KETEVMRSEAS L1217 , AIERME AWS =HIETT. Windows Kinesis Agent &3
ATEMINE, BT, BIREE, BEHNER , ARXEHEZM AWS RS , B#EKinesis Data
Streams, Klne5|s Data Firehose, Amazon CloudWatch, #lCloudWatch Logs (CloudWatch B &),

BEXERS  ERMERAETEM AWS RS F#E. oM AMATALERE  S/RUATRS

* Amazon Simple Storage Service (Amazon S3)

* Amazon Redshift

* Amazon Elasticsearch Service (Amazon ES)

» Kinesis Data Analytics

* Amazon QuickSight

* Amazon Athena

* Kibana

TEHEAT Windows Kinesis Agent W £ B E , B BEXHRIEH E Kinesis Data Streams
imple.

Artifacts Kinesis Agent for Microsoft Windows AWS Service

Source Pipe Sink
Log Files
— — - EMNERGENI G, — — — — — + —— = hlnesl;Strean1 s
Sink
Kinesis Data
Streams

BXRER, EBNEZERSNEZER | 55 ELHE Windows B2 Amazon Kinesis X3,

TERHBATEARCEERYEEE N ERNBFEEEN — 5%, XEERTIE Kinesis Data
Analytics, Y 5i# EMR E£# Apache Spark 1 AWS Lambdas,



https://docs.aws.amazon.com/streams/latest/dev/
https://docs.aws.amazon.com/streams/latest/dev/
https://docs.aws.amazon.com/firehose/latest/dev/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonS3/latest/gsg/
https://docs.aws.amazon.com/redshift/latest/gsg/
https://docs.aws.amazon.com/elasticsearch-service/latest/developerguide/
https://docs.aws.amazon.com/kinesisanalytics/latest/dev/
https://docs.aws.amazon.com/quicksight/latest/user/
https://docs.aws.amazon.com/athena/latest/ug/
https://aws.amazon.com/elasticsearch-service/kibana/
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*xT AWS

Amazon Web Services (AWS) R FEMERRSHES , BUEFEANAEFNFERAXLERS. X
ERSTFEITE, 7. BEE. 2 WANARFRY CEEREMBT]), AWS EHBENMSEVA KBRS
B, ERENCEANRSIENRARFERANRS %, A, AWS RRRUEZFHEER , UE
FEHRSES THTRERITNRR, EHEEF  BETEREAKENERS2REN. X AWS K
ANMRBRER  FSRAABEARERT L. EOE AWS K/ , HHFF AWS =7 HEM.

B4 &5 Windows Kinesis Analytics ?

Windows Kinesis Analytics 8 T 4R THAE

WEBE, BHEMERRE

Windows Kinesis Agent &, 47, HRRSHEMEXVRATINBE, SH4FER , HEERS&H
B—AMHRZN AWS RS, XERFBERVABRTURASRBETENEN. Flm , BETEMUSE
XA (B0 syslog #3 ) FETERSEF L. Windows Kinesis Agent AT SAEE BT 1Z XA
HALERFHEELRS JSON &K | flan , TR EWE AWS Zai#t Tk, XEBTEL—LFEH
JSON 9 AWS RS #HITEBEMNLE, R & E Kinesis Data Analytics B SUZE£E4L 57 =0 1% 4 2
Kinesis Data Analytics , A4 B EMIEFRFADC EIEFR , M AR EFIERREE XS, SUUERASN
AWS fR55 ( Bt Amazon S3 ) FFEEIE , EABRTHREZHREEEPN THREA SR,

—T—
0

5 AWS BREE MK
2 0] BUF Windows Kinesis Agent BRE A B &, ESHMNERREEZSANTERN AWS RS :

« Kinesis Data Firechose— B#AE R & B IEF# E Amazon S3, Amazon Redshift, Amazon ES
K Splunk A3 — 5 5

« Kinesis Data Streams— £ Kinesis Data Analytics 8{Amazon EMR, & Hiz{TfEAmazon
EC23R sk B E X TARS5 BB BAEAWS Lambdas

*F AWS 3


https://docs.aws.amazon.com/FeaturedArticles/latest/TestDriveFreeTier.html
https://portal.aws.amazon.com/gp/aws/developer/registration/index.html
https://docs.aws.amazon.com/firehose/latest/dev/
https://aws.amazon.com/quickstart/architecture/splunk-enterprise/
https://docs.aws.amazon.com/streams/latest/dev/
https://docs.aws.amazon.com/emr/latest/ManagementGuide/
https://docs.aws.amazon.com/AWSEC2/latest/GettingStartedGuide/
https://docs.aws.amazon.com/AWSEC2/latest/GettingStartedGuide/
https://docs.aws.amazon.com/lambda/latest/dg/
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* CloudWatch— EEFEHEFRNLEEN , BACHHASIZHERY. A5, REBBEHTIR
B {E RV EPRMEAL R K CloudWatch Bk,

» CloudWatch Logs (CloudWatch B&)— F# RN E AEMEH |, HE AWS EERFAHPEFTMN
BREel], IFEREEERH —F T IHLE,

Es

RIEL R MEE

IBREANSRE AT LEMEE Windows Kinesis Agent, BXEZER |, HSH 2EERAT
Windows B Kinesis X2 1 7 #4%X Windows Bt & Amazon Kinesis iz 172, — /M EIAWNFHMLERE
XEEREUATHE

- BEREN AR, EHNERIRENER.
- ENATRENRENER, TS EMNKE  F BN RRNmENEHE,
« RAEARABEN B , UERALEBRENER. 5HMEHX,

Windows Kinesis Agent 73 & ILEY Microsoft )l [RFZ4E KK B EXHFRUEABHETERF | Fla0

» Microsoft Exchange

+ SharePoint

« Active Directory 132 %25
- DHCP ARS8

Windows Kinesis Agent BaIENEMERM A EZXREAHE. HPIFERERR, EEEMEUAR
ISt PR SR BRSSP U . BT LU Windows Kinesis Agent Bit B 7 B3 EH BIETARAS, & EREA1ER
TEHFAZEERER T,

Bt 4F#&E Windows Kinesis Analytics ? 4


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
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" 2

ERTTRHEITY R

MREAMEIIENANER/G TR AEERSHIANNRSE , MATLUBES I FEHRT E Windows
Kinesis Agent. ¥fa#HRN BE. EHFIERE AR B, EA T Windows B Kinesis RERZFF
# R 4% 58 1] BLFE https://github.com/awslabs/kinesis-agent-windows

Benefits

Windows Kinesis Agent # B&., SH4HMBIEEENEMRITIRERERE. RRMRNGE, HEIX
EHREEEFT TSRS

-'-
SHMTIL

Windows Kinesis Agent & Kinesis Data Firehose R E#%REEFEE Z TEZRTRN DA M TR
RS :

« Amazon QuickSight— EF=H Bl RS , TUMN S A TEBIRIREL. Windows Kinesis L2
FF Rl LSRR B3R | B ZE 33 Kinesis Data Firehose &5 R & #i 2 Amazon S3 A Amazon
Redshift, IiZFE R LAEH Amazon QuickSight AT #1{L MBXIE A DUR A B I #E

« Athena— BAET SQL WHTEEWHREXNEHRS. EA T Windows B Kinesis KERZF AT
FHIRE R AR Z M E Amazon S3 BT Kinesis Data Firehose, /& , Athena A AR B 5 #h X
ZEHERIT SQL Bl , MREREMN S B EMEH,

« Kibana— FFRHBE AT ML TE, EATF Windows B Kinesis IR F 7] AR MR = 4% W BUIE 2L
S ES BX Kinesis Data Firehose, A5 , BAILAEA Kibana FRIX LEE., SIBRNITHFRE/
AMILERE , BFELR, LR, HE. ARMNMEZREE.,

Security

Benefits 5


https://github.com/awslabs/kinesis-agent-windows
https://docs.aws.amazon.com/quicksight/latest/user/
https://docs.aws.amazon.com/athena/latest/ug/
https://aws.amazon.com/elasticsearch-service/kibana/
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‘@& Kinesis Agent for Windows Hy BEMEBHHES MEEB AT URMMBRALPNZLITE , N
5 B R BE L RAF LE

=~
et S

L=

Ri T2 PRtk Be

Windows Kinesis Agent AIAREE X NARFHRSHEN AR, SHEMNERRE. A5, TBHE
EEA U TXLEHIE, o mBESRNFARETERHENRE , BBERSNARFEMRSEREN
RuSFEH, Flan, SR NERES AP EANRITRBENEAER, SHEMEXEA |, LIRS B
IR B H R RERE AN RS I RERI

RS 1RAE

BREEETUADITNENESE , UTUNBENRERS | FREAMNMELRS RN E, S, &9
BoBE, BHNER , MAESTNMITNEECAER , AEERSAFZ IR aiELR A
FNBRE, MRRERSHU , BTG MBELEEETHBENEFHEE,

&

A\

Auditing

WIEEE A LA E Windows Kinesis Agent INERFIRNBE, E4FER. A , EUUFERAER
AWS RS T RZILAEBIEIE, B0 , Kinesis Data Firehose A BAM Windows Kinesis Agent 12U EE
W, EERBEFEE Amazon S3 ., AfF , BABEIFEA Athena TR ER SQL EHRFHKIL
Bz,

&

Benefits 6
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Archiving

BE K REENRERERSIOCVRENHE. B2 , NEFRKENEXNARFNRSWEIEHRITD
WHRERER , flm, ATKBAN, REXEHETERELSH. JEAT Windows B Kinesis {3 A
LUBE Kinesis B BB B WE., HRMFME Amazon S3 AV EIE, Eik,Amazon S3 Glacierd]
AT RARFIB IR AR,

Alerting

EATF Windows Y Kinesis VIR F R EMRR &M E CloudWatch, Rk , &AL
CloudWatch 3k , LAEIIAmazon Simple Notification Service (Amazon SNS) L $EFRIALK B R ER
B, XFEIRMEBEFHTHRENBARERF MRS HWIRERE,

Fr a6 A ER T Windows B Kinesis K I
= 7 ##48X Windows Kinesis Agent WEZEE. , RINEWENUTED AF

- EME#E Windows 2 # Amazon Kinesis X3
« & AT Microsoft Windows B Amazon Kinesis X3 A 7]

FF 4 6EAER T Windows B9 Kinesis A2 7


https://docs.aws.amazon.com/amazonglacier/latest/dev/
https://docs.aws.amazon.com/sns/latest/gsg/
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T RE [ Windows B9 Amazon Kinesis fAE2 ( & T Windows B Kinesis X2 ) WEEH AL

EE R E S XA MRS SRV A SR L iR 2%k

Artifacts

Sources

™. DirectorySource
: il e B ExchangelogSource g
‘ “ ~| e 1\/3SVCLogSource
\
_
WindowsETWEvent
Source

Log Files

’f’n

Trace Events

Windows Event Logs

WindowsEvent

LogSource

Windows Performance
Counters

WindowsPerformance
CounterSource

_KinesisTap
MetricsSource

JHS%UEM‘ llﬁ,ﬂﬂ TTE‘JQH#'*”ML*E .

Kinesis Agent for Microsoft Windows

= ki | VAN M=
FEENRIRID , U#HITAE,
AWS
Services
Pipes Sinks
KinesisStream
- - : - —
T~ . s E
PR
e © Gl Kinesis Data
v
P Streams
~ G
G
~
~
~
@ .
e _ e
-G - - - +E%
n,\ Kinesis Data
~L Firehose
e
S
CloudWatchLog
B % Coud et
CloudWatch N
- ™ ] Amazon
CloudWatch
CloudWatch
™ = ——rb Sink?

BEBEMERNNERBEXMS. SHNERSHHE | XEMHH Windows B —PEZ4 Kinesis {CE

WEEKIR, Bl ,

ARE , B ( EXRPFEXARER ) ATLURE Windows B — MR Z A Kinesis KEBEEE, —1NEE

ALLEBRMN AN AR AABEINR.

(mH

F—ANREERZ] Windows B — Kinesis X sink, &8 AT L% 14 #h 75 %k H A A BRI,

BT LLUE R MRS TR BE SRR  JSON = XML AT R, EWESEHBEREZZREN
AWS ARSS |, f5l30 Kinesis Data Streams. Kinesis Data Firehose 5 Amazon CloudWatch,
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ERAZANEE , —MNRALCHEENHERESSMERES (H , SHAEFHNEEFNG) . £
ZNEE , TRRATLRBERAWE 2 MERES (FlM, SHARTHNEEA. BMC) ., EAIME
AZNEERBENS N EZERERAERIZNR. R, BRSNEEERRE B REPTUSF
ZNR. EBRETEE,

BXFEHER, BRRNEENEEXH RS, F5HERT Windows B Kinesis X2 & R Hl,

£
- BIEEE
» Sources

* Sinks

* Pipes

HEEE

ABEEEATIE, LB, TLARTHEERLARFARSHOER, BAT Windows B Kinesis

Agent AIMEF AMINBASIREE | o A&, BHANGRIERRMA R EH RS R IKE
. Windows Kinesis B M MR R £ WEM AR BEERRBHWER AWS BS. REE
EEARH , UK TS ERSHETRRAE AT RS IRFESNRELES, BSE

TR BRIR S T BAAT A TAE— 184 -

. EREPWIBSESOARZE , 6 IRAELIEER.

- BURTAREAEY  BYIRASRERBSNRA, XEBHEBON TR AERRL
2, EEXEEDT RS R

- HAESEFREQRE , RENEEARRN AR, X TAMRER L DB D ZBRA,

BXERERAT Windows B Kinesis KEMEHEEEN 2 S R~Hl , BSREE  FRERAT
Windows B Kinesis I JSON B EX 4R EH E Amazon S3,

Sources

ERAT Windows B Kinesis X¥Esourcel & BE, BHFHER. FMNRSEBRERENISELESE B
FRERBKEZEIE, 0, DirectorySource RENNHRSEFNZBEB ZRERAEXH.
RBEEMREDL (MELRBHBAEH ) , WENXARTBIARELLECERN , RakEE
A, 8MNERETF—MEENREBEERT Windows B Kinesis fX¥appsettings.jsonBilEX

HiEEE 9
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#, REAREXEFAGE  ATERERABERERFERESERRESIR. TUEENIFMEEE
HRFREXHEMTF, HlI0 , DirectorySource REHREEEFEMAEHHE ZHHE.,

BRERENEFANEAEE , BTEREFH,

Sinks

EATF Windows B Kinesis 1 ¥EsinkZREXH Windows J& Kinesis K EBURERNIIE , H I ZBBERAE
AEIMRBEEER RIS NZHAEE AWS REZ2—. BNKEXNRT—MNEENERSB[FHEEA
F Windows B Kinesis ¥ appsettings.jsonflEX #. EKWBFHEMLEFHAELE , ATEHE
BWEURBERERFERNERATRREFNZEKSE. TURENFAGERBEREKRSEXEMR. F
m, —SERBRRBATEREFASGNRERENBEEEREFI Format, EEWSFFAPIE
E TR , BANKRENKBTFEHTFIL , ARBEEERSZRE SEKEEXEKN AWS RS,

BREVSBRRENZWBZFANESEE , BSREREFH.

Pipes

EAF Windows B Kinesis X2 E & HF Windows JREY Kinesis A K % HiE3Z 2] Windows $EUkE%
M Kinesis REMMA . ERERLEER , TEERNHEHTHIR, 8MNEEXNNT Windows #Y
Kinesis fRIBH K — MEFEE EFHappsettings. jsonBEXH. EEFHREUEEEEN L EF
MEER , HlnEBARMEWES.

EXEEXBAEESHNESEL  BSREES,

Sinks 10
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A F Microsoft Windows B9 Amazon Kinesis {£E A |]

#& ] LASE 3 A T 838 Windows B9 Amazon Kinesis fRIBFR2F ( B F Windows 8 Kinesis X2 ) M
Windows BAFIMIEE, 247, BBRAARN LM AT, EHFERESH AWS BF. ATEE2EART
Windows B Kinesis fRIEFEF Y o RFZH M2 1588,

FH

 Prerequisites

- iZE AWS IKF

« REFEFEAT Windows B Kinesis {32

- EMB3ERT Windows 8 Kinesis A

Prerequisites
£ R % Windows Kinesis KB 28l , BRREERUT EREH :

« 47 Windows B Kinesis RE# =, BXEZER , HSH HOHME Windows 28 Amazon
Kinesis X,

- AWS Ik , AT EAEHIEEEMXNER AWS R, BXCIEZNEE AWS KFHNEZER ,
BHSHIEE AWS K,

« Microsoft .NET Framework 4.6 EFERA , LEREFMNFZEIT Windows REEFNEXINHRS
L., BXEZER , BZH Microsoft NET XHEFHLEROIFXARZK NET Frameworko

ERTEAEANBRS [ LELEM NET Framework IS ETHRAS |, A LLT PowerShell BIZ :

[System.Version](

(Get-ChildItem 'HKLM:\SOFTWARE\Microsoft\NET Framework Setup\NDP' -recurse °

| Get-ItemProperty -Name Version -ErrorAction SilentlyContinue °

| Where-Object { ($_.PSChildName -match 'Full') } °

| Select-Object Version | Sort-Object -Property Version -Descending)[@]).Version

« BHFLEMNEATF Windows B Kinesis LI ZIXEIERR ( DR FEH Amazon Kinesis Data
Streams ) . f£MKinesis Data Streams ##l& , AWS CLI , & &H T Windows PowerShell £
AWS TE, BXEZEE , BZH . tIENENHIER P HWAmazon Kinesis Data Streams F7F & A

R

Prerequisites 11


https://docs.microsoft.com/en-us/dotnet/framework/install/guide-for-developers
https://console.aws.amazon.com/kinesis/
https://docs.aws.amazon.com/cli/latest/reference/kinesis/create-stream.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-KINStream.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-KINStream.html
https://docs.aws.amazon.com/streams/latest/dev/amazon-kinesis-streams.html

SEHTF Microsoft Windows Y Amazon Kinesis {32 AriEE

- BFHEM Windows Kinesis X & X BIEM Firehose £5i7 ( MR A Amazon Kinesis Data

Firehose ) » Bl {47 AKinesis Data Firehose $##|4& , AWS CLI , S#& & A F Windows
PowerShell By AWS TE, BXEZEE , 5l . 812 Amazon Kinesis Data Firehose 1% #i 7

B Amazon Kinesis Data Firehose FF & A R 15/,

RE AWS Tk

WMREERE AWS IKFP |, BRA T SROIE—NKS
IfER AWS K P

1. #TFF https://portal.aws.amazon.com/billing/signup.

2.

REBRE LN RARITRE,

EEME , LD —ERIE , ERXREGEABFEREMA —NRIUED,

BTOREERARFARZAPANEEERSA (2F7)

1.

BRINAM Z2HEEAKSEE , TERERRAS H ALK AWS K/ B FERfFibit. £
—E , MAEKNERD,

(® Note

BINBIIEETUTHMESE : FHAdninistratorlIAM A | BSFHIZEREFRAFS
Fif, RERITOBIKF RS EBESHFIENRAFRER,

ESMERT , EERAF , RARERFMAF.
XF User name (AAFR) , #i A Administrator,

1% H AWS Management Console access (AWS BEEEHIA1HR) SUMWEIRE, REEBREEN
B, HEXSRERHAFTERD,

(A ) BMIABRT , AWS EXRFTRAFEBEXREZRNCIEZHZE, BALUERR User must create
a new password at next sign-in (A %4M7E TR B XN CIEFBR) SUNEEEUATFRAFE
BERREBEHZB,

EERE R,
FIREMRT , EEFHFRNEA,
EFECIRA,

RE AWS K~ 12


https://console.aws.amazon.com/firehose/
https://docs.aws.amazon.com/cli/latest/reference/firehose/create-delivery-stream.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-KINFDeliveryStream.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-KINFDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://portal.aws.amazon.com/billing/signup
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
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9. £ Create group (BI24) JiEHEAH , X F Group name (AE ) , #A Administrators,
10. ERERFFEREKRE | RERBAWS £E-THEREERSERENS.
1. FERBEY|RSD | i AdministratorAccess BIEIEHE, AFiE#ER Create group (BIEAH),

® Note
BRAMEBCE IAM AR KA IFRNIR , REFEEFER
AdministratorAccess IXBRiFE AWS IKE MR AEEBIRFH A, Nk |, HRB @ KE
A ERG R HIESE 1 Shaii A 1TIRE,

12. REIFASIRF , EPENFTAMN NN EERE, MBLE , & Refresh LEIIRPEF X
A,

13. EBRBE : 5%,

14. (Wit ) BSUBENWEAMIPRERGOAFFNTHE. BXE IAM RERARENESE
B, FZHERIE IAM EERBIAM AP ER.

15. ERE  FRUEFEMMIFASNEAKARENIIR, NRECHERFHRE | FiRIF

Create user,

BAERAHBNRENRESHNEANMAR , AARWENAFHR AWS KRR, ETHREXEAR
B BRI A P XY 45 E AWS BRIVIRRME R |, 55 M1 H EE MR IR

EM AWS H eI ZEE R K

1. WMREZHE AWS Ik | F$T Fhttps://aws.amazon.com/, EFBIE AWS IKF |, REKR BB
B 1E,

FERNEMREN - , B2BI—IEF , FELERABEFRERMA — PIN 83,

2. EFAWS BEEEFE , FHBEILATMuLITH IAM #2H|& : https://console.aws.amazon.com/
iam/,

3. HESMBERKT , %EF Groups (4) , AFiEEF Create New Group (BIZHT4A).
4. WNFAE , MALANEF , HlE0 Administrators , RFEE T —F,

5 1EZRBEHIFRA , & AdministratorAccess REEE N EIRE, B LA Filter (7Fi1E) £
Search (%) X FIE K&K,

6. 1%3F Next Step, EZRRIEA , BHFAFEREAET,
7. ESMBERTIEERF  ARERENAS.

RE AWS K~ 13


https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_billing.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_billing.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_examples.html
https://aws.amazon.com/
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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8. HE1H WMARFSE , BRNSNAFLPERTRZASZHNEIRE K ABERIE,

9. ERAFIIXRSF , ARENCZNAFNENR (MARERE ) . BAUEABERERBRZAF A
o

10. IEFBAGRTF , RREFFHFRNEZANA,
M. RPFEEREASNERE , REEEFNEZSNE,

12. 1%&#% Security Credentials (£ UE$) I+, £ Sign-In Credentials (BFKiEH) T , &#F
Manage Password (B2 #1),

13. RBESFEAENES  EFBABAZBEPHAZE , AEERNA.

R FEATF Windows BY Kinesis 1t
£ Windows LB =f7EXKZEHRER T Windows B Kinesis X :

« £/ MSI ( Windows Z&EF 3 ) #1TRK,
o \NZHEAWS Systems Manager , X2 —4HA TEEBRSH[MAE RN RS
« =T PowerShell Bl 7,

(@ Note

T5HBABRAEARIE KinesisTap Ml AWSKinesisTap, XL 8 7 FKIEMNE LS Windows
Kinesis {{EBAERE , EERITIXLEIESH , BAARMEIBEECH].

A MSI L%FH T Windows B Kinesis {3

& A LAM Windows MSI 248 T8 HFH Kinesis KIBRFSBMGitHub EHZIARIEE O FEE,
T MSI /5 , I Windows B EHRRELZEEFRERHIITRIE, ZEF , (RULGHEEM
Windows R FfEF —#,

A A UERZA A R S URRARZER, T AFRIERANEBE , WL T RAEIFR
o ReplaceAWSKinesisTap.1.1.216.4.msi with the appropriate version of
Kinesis Agent for Windows for your application.

B BRARLEEHAT Windows B Kinesis R :

msiexec /i AWSKinesisTap.1.1.216.4.msi /q

ZE5EA T Windows B9 Kinesis A3 14


https://docs.aws.amazon.com/systems-manager/latest/userguide/
https://github.com/awslabs/kinesis-agent-windows/releases
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/msiexec
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FLRFEERIEFEI B Nlogfile. log :

msiexec /i AWSKinesisTap.1.1.216.4.msi /q /L*V logfile.log
EFAGSERRFHEERT Windows B Kinesis X |, FHITATIRE -

msiexec.exe /x {ADAB3982-68AA-4B45-AEQ9-7B9CO3F3EBD3} /q

£ AWS Systems Manager Z%:3i& A T Windows # Kinesis 1

£/ Systems Manager Run Command , BRI TS RELEEA T Windows B Kinesis X, &
X Run Command HEZE LR , TS FAWS Systems Manager Run Command® BJAWS Systems
Manager 6. BT A Systems Manager Run Command 2% , #&E A LAE A Systems
Manager4E 3 it R FPR S EE B R B3 B EE A T Windows B Kinesis KEREF,

® Note

i&F T Windows ) Kinesis {K¥2#) Systems Manager Z#EAWS Systems Manager{B A~
1BERBRA

e cn-north-1
e cn-northwest-1

-« FiB AWS GovCloud XiH,

£ A Systems Manager 2% & F Windows ¥ Kinesis {2

1. BRELFELZEERT Windows B9 Kinesis REBREFHEH L , ELZE TR 2.2.58.0 HFE
SlRA, BXEZEER , B5H . £ Windows 3£ EZEFAE SSM K EFRBAWS Systems
Manager i F 8/,

2. $TFF AWS Systems Manager #2414 , Mt} https://console.aws.amazon.com/systems-
manager/o

3. MNEBE#EEINode Managementd , i%£#FRun Command , RA/F1%&#Run Command,

4. M SXHEFIFRP |, EFAWS EE AWS-ConfigreAWSPackage 3 #4.

/A AWS Systems Manager Z%3i& A F Windows B Kinesis {32 15


https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-maintenance.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-state.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#ssm_region
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-install-ssm-win.html
https://console.aws.amazon.com/systems-manager/
https://console.aws.amazon.com/systems-manager/
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* Applitatics Masagessent

e Run a command
Pt ot S0

Command docurment

L4 L& .
ALRDwaliy
1 *
r al
Manlenance Windsws
hame Dremniid Flatfaem types

Complances
[0

Mundgod Insban

Fytrid A o
Seiakon Mg

Siabe Mana

¥ Shared Resounet

5. UDER@HZH, ATEH , AALRL, FHMRERENKINME,

\

(® Note

B TT WA Z2 B BAREE AWSKinesiStap BB RFTHRAS. ( A ) BRI A B RED
FERRA

Command parameters

£ AWS Systems Manager Z%3& T Windows # Kinesis {42
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6. UDEREBE#H , EEENHETH S, BoLUERBREEXHIRBEKARSIEESS] , thrfL
FohnEFEspl , W lEES E%Viﬂﬂ’\]’ﬁ)ﬁ\éﬂo

7. NHAEHMREREBERIAE , REERET.

£/ PowerShell Z%3& A F Windows B Kinesis &
AN RERETUTHS ’E%UE'JB'ZFF':P RIEFERIERN PowerShell Bias, FHAE

FInstallKinesisAgent.psl , SR TRE,
Param(
[ValidateSet("prod", "beta", "test")]
[string] $environment = 'prod',

[string] $version,
[string] $baseurl

# Self-elevate the script if required.
if (-Not ([Security.Principal.WindowsPrincipall]
[Security.Principal.WindowsIdentity]::GetCurrent()).IsInRole([Security.Principal.WindowsBuiltlI
'Administrator')) {
if ([int](Get-CimInstance -Class Win32_OperatingSystem | Select-Object -
ExpandProperty BuildNumber) -ge 6000) {
$CommandLine = '-File "' + $MyInvocation.MyCommand.Path + '" ' +
$MyInvocation.UnboundArguments
Start-Process -FilePath PowerShell.exe -Verb Runas -ArgumentlList $CommandLine
Exit

# Allows input to change base url. Useful for testing.
if ($baseurl) {
if (!$baseUrl.Endswith("/")) {
throw "Invalid baseurl param value. Must end with a trailing forward slash

(QVADR
}
$kinesistapBaseUrl = $baseurl
} else {
$kinesistapBaseUrl = "https://s3-us-west-2.amazonaws.com/kinesis-agent-windows/
downloads/"
}

£ PowerShell 2%55& M F Windows BY Kinesis A2 17
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Write-Host "Using $kinesistapBaseUrl as base url"
$webClient = New-Object System.Net.WebClient

try {

$packagedson = $webClient.DownloadString($kinesistapBaseUrl + 'packages.json' + '?
_t='" + [System.DateTime]::Now.Ticks) | ConvertFrom-Json
} catch {

throw "Downloading package list failed."

if ($version) {
$kinesistapPackage = $packagelson.packages | Where-Object { $_.packageName -eq
"AWSKinesisTap.$version.nupkg" }

if ($null -eq $kinesistapPackage) {
throw "No package found matching input version $version"

}
} else {
$packagedson = $packagelson.packages | Where-Object { $_.packageName -match
n.nupkgn }

$kinesistapPackage = $packagelson[Q]

$packageName = $kinesistapPackage.packageName
$checksum = $kinesistapPackage.checksum

#Create %TEMP%/kinesistap if not exists

$kinesistapTempDir = Join-Path $env:TEMP 'kinesistap'

if (![System.IO0.Directory]::Exists($kinesistapTempDir)) {[void]
[System.IO0.Directory]::CreateDirectory($kinesistapTempDir)}

#Download KinesisTap.x.x.x.x.nupkg package

$kinesistapNupkgPath = Join-Path $kinesistapTempDir $packageName
$webClient.DownloadFile($kinesistapBaseUrl + $packageName, $kinesistapNupkgPath)
$kinesistapUnzipPath = $kinesistapNupkgPath.Replace('.nupkg', '')

# Calculates hash of downloaded file. Downlevel compatible using .Net hashing on PS < 4
if ($PSVersionTable.PSVersion.Major -ge 4) {

$calculatedHash = Get-FileHash $kinesistapNupkgPath -Algorithm SHA256

$hashAsString = $calculatedHash.Hash.TolLower()
} else {

$sha256 = New-Object System.Security.Cryptography.SHA256CryptoServiceProvider

£ PowerShell 2%55& M F Windows BY Kinesis A2 18



SEHTF Microsoft Windows Y Amazon Kinesis {32 AriEE

$calculatedHash =
[System.BitConverter]::ToString($sha256.ComputeHash([System.I0.File]: :ReadAllBytes($kinesistar
$hashAsString = $calculatedHash.Replace("-", "").ToLower()

}
if ($checksum -eq $hashAsString) {
Write-Host 'Local file hash matches checksum.' -ForegroundColor Green
} else {
throw ("Get-FileHash does not match! Package may be corrupted.")
}

#Delete Unzip path if not empty
if ([System.IO.Directory]::Exists($kinesistapUnzipPath)) {Remove-Item -Path
$kinesistapUnzipPath -Recurse -Force}

#Unzip KinesisTap.x.x.x.x.nupkg package

$null =
[System.Reflection.Assembly]::LoadWithPartialName('System.IO.Compression.FileSystem')
[System.I0O.Compression.ZipFile]::ExtractToDirectory($kinesistapNupkgPath,
$kinesistapUnzipPath)

#Execute chocolaeyInstall.psl in the package and wait for completion.
$installScript = Join-Path $kinesistapUnzipPath '\tools\chocolateyInstall.psl'
& $installScript

# Verify service installed.
$serviceName = 'AwWSKinesisTap'
$service = Get-Service -Name $serviceName -ErrorAction Ignore
if ($null -eq $service) {
throw ("Service not installed correctly.")

} else {
Write-Host "Kinesis Tap Installed." -ForegroundColor Green
Write-Host "After configuring run the following to start the service: Start-Service
-Name $serviceName." -ForegroundColor Green
}

TARANSTRAMIED. EXATHIWEFZH , FAUTHSREITHA

PowerShell.exe -File ".\InstallKinesisAgent.psl"

EELZEERAT Windows BV EMRAH Kinesis K2 |, EfF-versionitIm :

£ PowerShell 2%55& M F Windows BY Kinesis A2 19
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PowerShell.exe -File ".\InstallKinesisAgent.psl" -version "version"

ReplaceversionfE A Windows R4S M E M Kinesis KEBEF. BXMAMELR , HSHGitHub £#Y
PAREEOE#HE,

BT ZHEBTETLURENIT PowerShell B, B THTFERSSIBERASXILEBIIZTR
Windows Kinesis RIBR%,

it & M B 30 5& B F Windows B9 Kinesis L&

23 5E AT Windows 8 Kinesis RES | ZAARBEHEHRE, HUZE  NETEE —SHRE
F .

B2z E AT Windows B Kinesis (X H 5

1. BIERMZPERFA T Windows BB XHM Kinesis KB, b 4B EER., BKSEMNEE K URE#M
£ REE,

BX Windows Bt & Kinesis VBN EZEE , B5H I HE Windows Bl & Amazon Kinesis 1517
RE,

BXREUULBENHZENWZREEHRE , B2 HERT Windows B Kinesis {CEBHL & 7R
Bilo

2. IF—MEAK PowerShell (i IR AFED , REFEHALLT PowerShell a5 /337 Windows
Kinesis X\ EBfEFF :

Start-Service -Name AWSKinesisTap

R EMB3EA T Windows B Kinesis {£3 20


https://github.com/awslabs/kinesis-agent-windows/blob/master/README.md
https://github.com/awslabs/kinesis-agent-windows/blob/master/README.md
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1 #%Er Windows Bt i@ Amazon Kinesis =T

ER3EH T HE Windows BY Amazon Kinesis B2 8l , BANBIREENHHITEE, ZBEENX

HRETHAENES , ATH Windows BRSHENEXITEN LRBERE. BRARI LI TEN

AWS BRS5, BEXHEN AR, BHBRSENNREZEIERSRNEER , LR TIENER,

Windows B & X4 #Y Kinesis {X¥2& appsettings.json. it XHEFEZ) SPROGRAMFILESS
\Amazon\AWSKinesisTap.,

£

- EXEELSH

- BEH

- BWRIFRFH

- EEFH

- BREBFERM

« EAT Windows #Y Kinesis X & 15

< BEEN

EXEIES

Amazon Kinesis By Windows Ft & X4 ft E X HFWEARERZ EG LU TEIRN JSON X4 :

{
"Sources": [ 1,
"Sinks": [ 1,
"Pipes": [ ]

}

+ Sources WER—IMHZNREFH,
« Sinks WER—NMRBZNMNEWESFH,

* Pipes HER—IMHRZNEEFH,

BXH Windows JR, EWEMEERS , BSRE DI Windows B2 Amazon Kinesis £,

EXRELH



SEHTF Microsoft Windows Y Amazon Kinesis {32

RAriEmE

TR RBIR—NTEMappsettings. jsonBEX#4 , HFEE L Windows M ARERF BEEHR

& 5 B Kinesis Z3E H B 250

{
"Sources": [
{
"LogName": "Application",
"Id": "ApplicationLog",
"SourceType": "WindowsEventLogSource"
}
1,
"Sinks": [
{
"StreamName": "ApplicationLogFirehoseStream",
"Region": "us-west-2",
"Id": "MyKinesisFirehoseSink",
"SinkType": "KinesisFirehose"
}
1,
"Pipes": [
{
"Id": "ApplicationLogTotestKinesisFirehoseSink",
"SourceRef": "ApplicationLog",
"SinkRef": "MyKinesisFirehoseSink"
}
]
}

BXREMWRBEFANES , BSHAUTET .
- BB
- EINERF

. BEEH

BEXDKNE

JSON BAMXHBEBEX 2 KNE |, HEEBRERE Windows BlE X4 Kinesis FTERMEEX 5

K/NE, appsettings.json BBEXHHFHNELRBNEFX D KXNE |, flm :
- EWERM Format BMEXNWNE. BEXEZEER , H5H BEWEFH,

BEXSAXIME

22
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« JRMY SourceType B/EXME, EUESH SinkType BMEXNWELUR EEME LN Type B/EX
ORI=S

« RecordParser JRH) DirectorySource B/{EXNWE, BXEZEE , 1S H DirectorySource
BB,

« JREY InitialPosition B#MEXNWE., EXEZEE , HSR BIEE,
- TEBHRNEIR. BXEZELR | B BEBEKETERSKR,

R B8R

1£3E A F 5%k Windows 9 Amazon Kinesis {RIBREFH |, BREBHIERMZEMLKWERLERE, B4
Mgz, SR TLUERMHIEEA THRITBENES  MEXNKEBHITHER, UTHINBTH
¥ Windows #J Kinesis REF AT AHNABREENWEE, BT Windows B9 Kinesis REZ T RBH ,
Hit , BALURMBEESUREE, SHRERABENFERENRPEZREEEXNISER/EX,

FRIERERBANEDSTE AT RER !
Id

—IME—-F& &, BTHRREEXHPHNEERNR.

SourceType

RN RERKBEN AR, RREEEHWRNREEREN BT, SHIERBENRIFE, B©iEE
A ERRYEM S EH.

BXRERATEXENEFPENZEBEEXHN RO , HSRMNTEIERAZHZ Kinesis Data

Streams,

F&
- DirectorySource Bt &

« ExchangelogSource it &
+ W3SVCLogSource Bi&
+ UlsSource Ei &

« WindowsEventLogSource fit &
- EOCNMNAERAREE
« WindowsETWEventSource Bt &

R 23
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« WindowsPerformanceCounterSource Ei &
« Windows HE1EHFIRH Kinesis X3

- EAT Windows 1E¥RRY Kinesis X5l &
- BEXERE

DirectorySource Bt &

Overview

DirectorySource RREMEFHEERER RTFHXMAHRERE, HTEEXHBUSFTRANER
Rt , DirectorySource FEARVIEE B EXAHHHIENEN, RE , LALUF R ERBRRRN
PROERRSN (40 JSON 2 XML ) , REBRZATRAEWEZH AWS RS,

LA 2Rl DirectorySource FH :

{
"Id": "myLog",
"SourceType": "DirectorySource",
"Directory": "C:\\Program Data\\MyCompany\\MyService\\logs",
"FileNameFilter": "*.log",
"IncludeSubdirectories": true,
"IncludeDirectoryFilter": "cpul\\cpu-1;cpu\\cpu-2;load;memory",
"RecordParser": "Timestamp",
"TimestampFormat": "yyyy-MM-dd HH:mm:ss.ffff",
"Pattern": "\\d{4}-\\d{2}-\\d(2}",
"ExtractionPattern": "",
"TimeZoneKind": "UTC",
"SkipLines": 0,
"Encoding": "utf-16",
"ExtractionRegexOptions": "Multiline"
}

FiB DirectorySource FEAEAI SAR LA TN R/MEXT -
SourceType

MR AFRFEE "DirectorySource” ( £%F )

Directory

BERAEXHHNE FHNBRE (XF).

DirectorySource Eti& 24
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FileNameFilter

(WiE ) BREBRAXHTEEINRINPBEAZHENEZPHNXXLHE, NIREEZNMNAEX
HEER |, NI AT EERENDirectorySource , M T RAIFT R

FileNameFilter: "*.log|*.txt"

REEERAARSEANAERXH 2B ESR B S, MREBIEE"*. *"EFileNameFilter , B
Y ESR XA IREFWEER, MIhEERIFALE . zip, gz, M. bz2 XHHEBHARNER. MRKREE
LEMEX , MERRIAER T 2B E B R A XAFPRBEE.

IncludeSubdirectories

EEFFEREUESRERERFINTIERE., LIENTHREEESNMMILH Web fRS 2R3
EEH, Bt fEHAIncludeDirectoryFilterBH AN KM TEB[PEENRELE 7B F,

RecordParser

$E7E DirectorySource JRERENMMAFEMERER FZPRIN I, HB/EXNRLEN ,

BEREM TR :

« SingleLine— AEX#HHNEB—THR—FALKILR,

 SingleLineJson— AEXHMNEB—1TH R —5% JSON BXM BLHIERK. HERFEATNRE
i JSON FIMEME/EN R , kETEFIEEER. BXEZER , B5MH BEEWEE

. BXMEM SingleLinelson iEXMEMEFHRE , ESHHE  £AEAT Windows K
Kinesis fXZERF JSON BEXH R 1Z 5 E Amazon S3.

« Timestamp— —fTHZTALBE —XBEHIER, BRIEERWIFLANEE, HENERIEE
TimestampFormat #/{EX,

* Regex— BRICFMUEEFE ENREXHAFT L, HEMERIEE Pattern BH{EXN
* SysLog— $ER BEXHE AsysloghrERR. RI|IZAEH B E XA A IE T,

» Delimited— —MNEMERY Regex IBFEMBEFRA , HF BFEFPHEEIR - BN DR
ok, kIt Regex BMEFERZEABNITREER , SHATATAN , EREIE, &
ER LT |, BAHIEE Delimiter B/M{EXS,

TimestampField

EEW JSON ZERREBE BRI AR, ©MNA5 SingleLinelson RecordParser £4&
B, BEXETEN, MRRIEELM , Windows B Kinesis {XIE F BRI F A& B 47 B 1A)
B. EEHBMENH— MR , B Windows B Kinesis KB4 BRMWIERZIHEE E AR,

DirectorySource Eti& 25


https://en.wikipedia.org/wiki/Syslog
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TimestampFormat

EE MMM 5 FXBKMN BN E, ZETURFRFE epoch = .NET B H/mF AKX FHF
B, MRENRN epoch , MR UNIX L ThfERFMETE, BX UNIX 2B EZESR |, 5
9 Unix BfiEl, B> .NET BHI/RERXZRENESZER , FSH Microsoft NET XIEFHWEE
Y HEAMEEXFEER, BB/ENNEATERTRLEN 7T Timestamp IBXFNEF
¥ SingleLinelson iEXMTIEFE TimestampField B/EX —IEE,

Pattern

EEMAETRNSTICENE-—TEENENREN, WEMEXNNT Regex iBRENEFZ
S

ExtractionPattern

EENEAGAANENRER, FALENRIKXENICEK , AEREAMKEHENTICRKNF
B, Rl , XEFEHRAHFERE JSON = XML X RETHAVER, |, XLEX R AR B iZERER
AL R B ER AWS RS, B/EXNRANER , 3 B A TRegexiC R RN ET H BT

Timestamp AR ML L EHKRAIE , AN TR Regex BNMTEFERBNEFREBESNAEXHHE
0B B HAFN A ] o

Delimiter
BEESREZBFRCRFEMNNENFHIFTAE, WE/EXNSIM (BREE ) AT Delimited i
XENMER. FRANFERFFY \t RTERE

HeaderPattern
EEATIER BENHFRIERERHRLAENTHWENRER, IRAEXHTETEFMIRLE

B | A Headers B/EXIEERNIFE, HeaderPattern B/EXNRAHERN , AN
Delimited IBRBINEFE N,

@ Note
FIMZE (0 KE ) #r3k5% B SBM DirectorySource T H B H L& 5 H 55k Hiz 5l
Bz,
Headers

EEERAEED REEMNEEIINBR. WR/ENRTEN , #F B Delimited iBREMNE
FEM.
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https://en.wikipedia.org/wiki/Unix_time
https://docs.microsoft.com/en-us/dotnet/standard/base-types/custom-date-and-time-format-strings
https://docs.microsoft.com/en-us/dotnet/standard/base-types/custom-date-and-time-format-strings
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(@ Note
HIEZE (0 KE ) #rk%R B SHM DirectorySource ST H A R L5 H F iF ik HiZ 5
I EIE
RecordPattern

EEMRAEZEXHP IS RRBENTHENRER, BRT HeaderPattern FRiRH AJIEAR

BT2H , EiCRABYE N 2K EEEN RecordPattern FIEE/IT, WRMEN Rk
B, HEMNX Delimited BRWBITEFEN. MERBHII , MERIAER TFHEMSTE
HeaderPattern s A% CommentPattern FEE M TM A EE W IEZHTFEN T,

CommentPattern

BEE—NEMNRBN | ZFRENAFRERN B E X4 PEIE 2 5l REEBREY B EXXHH 1T,
HR/EX R ALER , H HX Delimited iERBITBFER. MRAKREALT , MERIAE
R TFHEM S A% HeaderPattern FEEHNTR N T E MM ICRBIENT , BRFEBET
RecordPattern,

TimeZoneKind

BERNERMMXER UTC RXFZEBEXHFRI AR, X27EN , BRIAER UTC,
LLE/EX M —BRERN Local =X UTC. MRKRIEE TimeZoneKind HEN UTC , MLETF
L2FERATEE., EENERN UTC BTimeZoneKindfE N Local , EUAT B BRI ZIES I

CloudWatch Logs , ST EMNIER A HAZEWESE, ToRREEREIRARN BHRETE,

SkipLines

ERELRTE , BHEERBAREZHESN BEXHHFTLZBNTHR. X2 , BIAE
7 0,

4mig
BINBRT , Windows #Y Kinesis RE AT LB MM FTIRICHREG, BR , B RBAUBETE
ERLERIAM unicode KX LEFE I, LUTRAIEERN/LZH Microsoft SQL Server B EFTERY
Ym0

"Encoding": "utf-16"

BREBEMBNIIR , FSAREEIIREMIK NET XHF,
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https://docs.microsoft.com/en-us/dotnet/api/system.text.encoding?view=netframework-4.8#list-of-encodings

SEHTF Microsoft Windows Y Amazon Kinesis {32 AriEE

12 BUIE NI FRok = IE T
A LAfE FlExtractionRegexOptionsREMLEN RIER, BMEXNRAIEN. BRIAB "None",

T RGIEE" . "REXNEEEMFR , 2FE\r\n,

"ExtractionRegexOptions" = "Multiline"

BRENENREXIETN AIREFERNIIK |, HSH ENRXLETACEEHRE NET 3XHH,

Regex iZ RKBENEF

IBA LU Regex 1B X MEATFEFS TimestampFormat, Pattern fl ExtractionPattern &/&EX
HLEFERAXRBINELWIXARAE, il , RZEHBAEXHN TR

[FATAL][2017/05/03 21:31:00.534][0x00003ca8][0000059c][J[ActivationSubSystem]
[GetActivationForSystemID][@] 'ActivationException.File: EQCASLicensingSubSystem.cpp'
[FATAL][2017/05/03 21:31:00.535][0x00003ca8][0000059c][J[ActivationSubSystem]
[GetActivationForSystemID][@] 'ActivationException.Line: 3999

&AL Pattern B/EXNBEEUTENRER , UHEFAEXFoBANERBTIEE !

MWL (?<TimeStamp>\d{4}/\d{2}/\d{2} \d{2}:\d{2}:\d{2}\.\d{3})\]

B IENFRIA KB LT3

1. BEIENFRENIT L,
2. HAFESEEN — MRS N LAFH
3. HAESEENNEE, NABTEATES
a. MR FE 5
b. ERHT
c. AuEAH
d. IERHT
e. B ¥ B 1
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https://docs.microsoft.com/en-us/dotnet/api/system.text.regularexpressions.regexoptions?view=netframework-4.7.2#fields

&R F Microsoft Windows # Amazon Kinesis {2 RAriEmE
f. ZRFH
g. B{uHUEY
h

.B5

i, FAfIER D 4
i B

k. BB
. AR

m. = HER

ZABAR TimestampFormat B/EXNIEENATHER , LGSR RIZ 7 B BMetE
yyyy/MM/dd HH:mm:ss.fff
FRIERANTENRAXET ExtractionPattern B/EXN R A EEZHNFER,

M[(?<Severity>\w+)\I\[(?<TimeStamp>\d{43}/\d{2}/\d{2} \d{2}:\d{2}:\d{2}\.
NA{3IONINLLATININCLATININCLATIANINL(?<SubSystem>\w+)\I\[ (?<Module>\w+)\I\[[*]]1*\] '(?

<Message>.*)'$

BEIENSRIA K PCHE 75 PR AT A -

—

. Severity— AFFESHEN — NS NEAFH,
TimeStamp— SR At EIBERY £ — iR,

BE=ANTE 0 NS ANFRNALFESEENRTE RS,
SubSystem— AFFESHEN — MRS NERAFH,
Module— AL HESHEEN — NS M EFFH.
BE—1NEE OANESNFRNALFESEENRDE R,
B — PN RIEEEZER

Message— AR 5| SHEEMN 0 NRZBNFR.

©® N o o bk~ w D

LTRFESXLEENREIXF B EERASE—E , 7 Windows Y Kinesis (RIEBIRE T HX
i3k B E S TR B,
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"Id": "PrintLog",

"SourceType": "DirectorySource",

"Directory": "C:\\temp\\PrintLogTest",

"FileNameFilter": "*.log",

"RecordParser": "Regex",

"TimestampFormat": "yyyy/MM/dd HH:mm:ss.fff",

"Pattern™: "A\\[\\wH\\I\\[(?<TimeStamp>\\d{4}/\\d{2}/\\d{2} \\d{2}:\\d{2} :\\d{2}\\.
\\d{33)\\1",

"ExtractionPattern": "M\[(?<Severity>\\w+)\\I\\[(?<TimeStamp>\\d{4}/\\d{2}/\\d{2}
N\\A{2} :\\d{2} :\\d{2 I\ AN CIONNINNLLATIN\NINNL LA T S\NINNL LA TT\NINN\ L (?<SubSystem>\\w
+)\\I\\L(?<Module>\\w+)\\I\\[[*]1*\\] '(?<Message>.*)'$",

"TimeZoneKind": "UTC"

}

(® Note
WIRAE RSN RRHATXY JSON 48 TURY STAF FR Y R RHAT#E 1T 8 Lo

BXRENKEXNWEZESR , S Microsoft NET A4 IE N FRiK K E

H
il
|
.
[
o
o

Delimited iZZ@ENTESF

&R LAMEM Delimited EXEMBEFREMF S ATNEEXH  HREFEE-BNFFFS , A
ToRESTHEPNEIBSE. FlW, CSV XHERESIREBIIHIE , TSV XHEAETF.

BRI IS E BT M & R BE IR SS 85 4E LAY Microsoft NPS #iEFEM NN BES . HEXHETREM T
g

"NPS -
MASTER","IAS",03/22/2018,23:07:55,1,"user1", "Domainl\userl",,,,,,,,0,"192.168.86.137", "Nate
- Test 1“,,,,,,,1,,0,"311 1 192.168.0.213 03/15/2018 08:14:29
1Y, s rrrsrsrrerrerrrrererrerss,'Use Windows authentication for all users",1,,,,
"NPS-
MASTER", "IAS",03/22/2018,23:07:55,3,,"Domain1\userl1",,,,,,,,0,"192.168.86.137","Nate
- Test 1",,,,,,,1,,16,"311 1 192.168.0.213 03/15/2018 ©8:14:29
1, 000 r v rvrvrvrererersrsrreresrs,'Use Windows authentication for all users",1,,,,

ARl appsettings.json BEX#HEE— DirectorySource B8 , ZFHAFEH
Delimited B XM F KRG X EABRMANKEKTIER. AT, ©F JSON BXHWHEERXEHE

Kinesis Data Firehose :
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https://docs.microsoft.com/en-us/dotnet/standard/base-types/regular-expression-language-quick-reference
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/cc771748(v=ws.10)
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"Sources": [
{
"Id": "NPS",
"SourceType": "DirectorySource",
"Directory": "C:\\temp\\NPS",
"FileNameFilter": "*.log",

"RecordParser": "Delimited",
"Delimitexr": ",b",
"Headers": "ComputerName,ServiceName,Record-Date,Record-Time,Packet-

Type,User-Name, Fully-Qualified-Distinguished-Name,Called-Station-ID,Calling-Station-
ID,Callback-Number, Framed-IP-Address,NAS-Identifier,NAS-IP-Address,NAS-Port,Client-
Vendor,Client-IP-Address,Client-Friendly-Name, Event-Timestamp,Port-Limit, NAS-Port-
Type, Connect-Info,Framed-Protocol,Service-Type,Authentication-Type,Policy-Name, Reason-
Code,Class,Session-Timeout, Idle-Timeout, Termination-Action, EAP-Friendly-Name,Acct-
Status-Type,Acct-Delay-Time, Acct-Input-Octets,Acct-Output-Octets,Acct-Session-Id,Acct-
Authentic,Acct-Session-Time,Acct-Input-Packets,Acct-Output-Packets,Acct-Terminate-
Cause,Acct-Multi-Ssn-ID,Acct-Link-Count,Acct-Interim-Interval, Tunnel-Type, Tunnel-
Medium-Type, Tunnel-Client-Endpt, Tunnel-Server-Endpt,Acct-Tunnel-Conn, Tunnel-Pvt-
Group-ID, Tunnel-Assignment-ID, Tunnel-Preference, MS-Acct-Auth-Type,MS-Acct-EAP-Type, MS-
RAS-Version,MS-RAS-Vendor,MS-CHAP-Error, MS-CHAP-Domain, MS-MPPE-Encryption-Types, MS-
MPPE-Encryption-Policy,Proxy-Policy-Name, Provider-Type, Provider-Name, Remote-Server-
Address,MS-RAS-Client-Name, MS-RAS-Client-Version",

"TimestampField": "{Record-Date} {Record-Time}",

"TimestampFormat": "MM/dd/yyyy HH:mm:ss"

}
1,
"Sinks": [
{
"Id": "npslogtest",
"SinkType": "KinesisFirehose",
"Region": "us-west-2",
"StreamName": "npslogtest",
"Format": "json"
}
1,
"Pipes": [
{
"Id": "W3SVCLoglToKinesisStream",
"SourceRef": "NPS",
"SinkRef": "npslogtest"
}
]
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RAriEmE

}

MR E Kinesis ##EEH X 25H) JSON AR BIBMTAR

"ComputerName": "NPS-MASTER",
"ServiceName": "IAS",
"Record-Date": "03/22/2018",
"Record-Time": "23:07:55",
"Packet-Type": "1",
"User-Name": "userl",

"Fully-Qualified-Distinguished-Name": "Domainl\\userl",

"Called-Station-ID": "",
"Calling-Station-ID": "",
"Callback-Number": "",
"Framed-IP-Address": "",
"NAS-Identifier": "",

"NAS-IP-Address": "",

"NAS-Port": "",

"Client-Vendor": "0Q",
"Client-IP-Address": "192.168.86.137",
"Client-Friendly-Name": "Nate - Test 1",
"Event-Timestamp": "",

"Port-Limit": "",

"NAS-Port-Type": "",

"Connect-Info": "",

"Framed-Protocol": "",

"Service-Type": "",
"Authentication-Type": "1",
"Policy-Name": "",
"Reason-Code": "0Q",

"Class": "311 1 192.168.0.213 ©03/15/2018 ©8:14:29

"Session-Timeout": "",
"Idle-Timeout": "",
"Termination-Action": "",
"EAP-Friendly-Name": "",
"Acct-Status-Type": "",
"Acct-Delay-Time": "",
"Acct-Input-Octets": "",
"Acct-Output-Octets": "",
"Acct-Session-Id": "",
"Acct-Authentic": "",

"Acct-Session-Time": "",

1|l’
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RAriEmE

"Acct-Input-Packets": "",
"Acct-Output-Packets": "",
"Acct-Terminate-Cause": "",
"Acct-Multi-Ssn-ID": "",
"Acct-Link-Count": "",
"Acct-Interim-Interval": "",
"Tunnel-Type": "",
"Tunnel-Medium-Type": "",
"Tunnel-Client-Endpt": "",
"Tunnel-Server-Endpt": "",
"Acct-Tunnel-Conn": "",
"Tunnel-Pvt-Group-ID": "",
"Tunnel-Assignment-ID": "",
"Tunnel-Preference": "",
"MS-Acct-Auth-Type": "",
"MS-Acct-EAP-Type": "",
"MS-RAS-Version": "",
"MS-RAS-Vendor": "",
"MS-CHAP-Exror": "",
"MS-CHAP-Domain": "",
"MS-MPPE-Encryption-Types": "",
"MS-MPPE-Encryption-Policy": "",
"Proxy-Policy-Name": "Use Windows authentication for
"Provider-Type": "1",
"Provider-Name": "",
"Remote-Server-Address": "",
"MS-RAS-Client-Name": "",
"MS-RAS-Client-Version": ""

SysLog iC X EMERF

MNTF SysLog iExX@EMERF , RNEFTHMEHIEUATER

B

RE

st

all

users",

SysLogTimeStamp

Hostname

N
&

~F

M A

syslog #& K BEXHHH R B HA
F8tE] o

syslog #& K AR AT ER T EHL
By Fho

DirectorySource Eti&
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. £ EKHE  ER

Program F&F AR BAFZEXGNNARFRRSHA
=2 Mo

Message FR NMARFIRSERN BEER,
=2

TimeStamp & ISO 8601 &= WY AEATHY B B AN B[],

1 i

LA R ¥ JSON By SysLog B3R Rl -

{
"SysLogTimeStamp": "Jun 18 01:34:56",
"Hostname": "myhostl.example.mydomain.com",
"Program": "mymailservice:",
"Message": "Info: ICID 123456789 close",
"TimeStamp": "2017-06-18T01:34.56.000"

}

Summary

LT RAMT DirectorySource IR EMEXN AR 5X LR MEX XK RecordParser WHE,

BB RecordParser ==

SourceType NFHREB—RLER PIMEEE
Directory
Source

Directory NFAENRXAEN

FileNameFilter N FRrE IR AER

RecordParser X FRABIE A ER

TimestampField *F SinglelLineJson

= AR
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RAriEmE

ZHEW

TimestampFormat

Pattern

ExtractionPattern

Delimiter

HeaderPattern

Headers

RecordPattern

CommentPattern

TimeZoneKind

SkipLines

RecordParser

F Timestamp R4
T , I TF Singlelin
eJson R=AEH ( MR
E TimestampField )

3 F Regex RAEM

3 F Regex AL

34F Delimited BHE

;1)

3tF Delimited R W%
£

X F Delimited R
5]

S F Delimited ETi%
5]

3tF Delimited R W%
5]

XF Regex, Timestamp

. SysLog M SingleLin

eJson EAMERY ( WSRFR
RETRIBFE )

3t F 7 T2 A i

#&x

31 F Regex BH4E
W ( REWSEE

E json 5 xml &
)

DirectorySource Eti&
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ExchangeLogSource Bl &

ExchangeLogSource & HF M Microsoft Exchange W& A&, Exchange ML Z AR BEHER
A BEE. WEEREBTMAEXEAE, BARTLUN DirectorySource KB 5 Regex IBRFTE
FESERARMBITFAE , B ExchangeLogSource Ef#£E5%, XREANBRIEEN AEHHK
NIRRT MRHEENFRAK, LT RARH ExchangeLogSource FH :

{
"Id": "MyExchangelLog",
"SourceType": "ExchangelLogSource",
"Directory": "C:\\temp\\ExchangelLogTest",
"FileNameFilter": "*.log"

}

FRERRFEAER AR H LT RMEX
SourceType

MR NARZRFE "ExchangeLogSource" ( #F ),

Directory

BEREXHHE FHBRE (XF).

FileNameFilter

(g ) REBEFXAREREXREAMPKRESESHEN B RPHXHE. IRREELEE
X, MERIAER T 2WE B FHAAE XA B SRR,

TimestampField
DEILFEMN AN BN SN BT E/EXNRTERN , MRFEAN date-time
DateTime , MIEFEEE. &Nl , ERLFEW,

W3SVCLogSource Bt &

W3SVCLogSource & A TF M Internet Information Services (II1S) for Windows W% B &,

LA 2R%] W3SVCLogSource 7B :

{
"Id": "MyW3SVCLog",
"SourceType": "W3SVCLogSource",
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RAriEmE

"Directory": "C:\\inetpub\\logs\\LogFiles\\W3SvC1",
"FileNameFilter": "*.log"

}

FiB W3SVCLogSource FHAH AT SURM T B/MERT .
SourceType

MR NARZRFE "W3SVCLogSource" ( 4F ) o
Directory

BEBREXHHNE FHERE (XF) .

FileNameFilter

(k) REREFX4AHERXREAMNPKREIESHEN B RPHXHE. IRREELEE

X4, MERIAER T 2 W E B FRHA X448 B S8R,

UlsSource Bti&

UlsSource & A F M Microsoft SharePoint WE BE., AT 2RI UlsSource FHA :

{
"Id": "UlsSource",
"SourceType": "UlsSource",
"Directory": "C:\\temp\\uls",
"FileNameFilter": "*.log"

}

FiE UlsSource FEAEB AT AR ML T R/MEX -
SourceType

MR NARFZRFE "UlsSource" ( 4FE ),

Directory

B EEXHE FHBE (HLF) .

FileNameFilter

(g ) REBEFXAREEXREAMPKRESESHEN B RPHXHE. IRREELEE

X, MERIAER T2 E B FHAE XA B SRR,

UlsSource BELi&
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WindowsEventLogSource Bl &

WindowsEventLogSource & A F M Windows Event Log R WESEH., LT 2R
WindowsEventLogSource FHf :

{
"Id": "mySecuritylog",
"SourceType": "WindowsEventLogSource",
"LogName": "Security"

}

P8 WindowsEventLogSource FERAR ] LAR LA T #/EXT -

SourceType

MRMRNARZRFE "WindowsEventLogSource" ( #F ),

LogName
MEERBEWESEH, FNESIE Application, Security M System , (EEAIIEEEMAHE
MH Windows B4 BEB M. LWR/EXNZRLEN,

Query
( /& ) BRHIM WindowsEventLogSource i EH, MRRIEEHE/EX , WERKIABER TS

MUPTESH. BXUHENEENELR , B2 8 Windows XEFHEHERFEH XML, BXH
HERBENLNEE , ESF1 Windows K*éEFEﬁ%#%'Ei”o

IncludeEventData

LU RMENNER "true" B, ( Wik ) BASIEE Windows B4 B EFHEARBNBEE TR
HEFHNSHHENBRENRNEH, NSEATRDFICHSAHE, WR/ENRAEN , MR
AEEE  WF2BERETRHEFNSHRE.

(@ Note

BEEHBEURLEZE MM RRAZANBIEE, SHNKRAKNALR 262143 F
T ((BESHEE)

M WindowsEventLogSource BT HHEBEUTEER -

WindowsEventLogSource i & 38


https://msdn.microsoft.com/en-us/library/bb399427(v=vs.90).aspx
https://docs.microsoft.com/en-us/windows/desktop/eventlog/event-types
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RAriEmE

&
EventId
Description

LevelDisplayName

LogName

MachineName

ProviderName

TimeCreated

Index
UserName

Keywords

EventData

Int

X3R5

DU
EHRENIRIRR

RS 1F 15 BRI XA

EHRA (HER, BE. BR
BRHER, CKMERZ— ).

BREBHNNLE (HBEENR
Application . Security M
System , EERZ A8 ),

ER T EHWITEN.
EXTEHNNRAEFSRS.

EE&E (A 1SO 8601 K ) Bt
&,

Tt H SR E,
T el2E (WRAE ).

EHERA, HRHEBESHE AuditFail
ure (XMHNZLHERKE

# ). AuditSuccess ( FXIIEY
ZEEKEH ). Classic (&£

A RaiseEvent BEH5Bl%

BEH ). Correlation

Hint (fZ%%4 ) . SQM ( Service
Quality Mechanism 24 ) , WDI
Context ( Windows Diagnostic
Infrastructure £ T34 ) M wDI
Diag ( Windows Diagnostic Infrastru

cture 2 HISEH ) o

BREESEANTENBETRM
BRFOFNSIE. NE IncludeEv

WindowsEventLogSource Bt &
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B e il iR
entData ®R/{EXNHKIEN "true" B
SEWI,

AT RE#R ) JSON KRBIEH

{L
"EventId": 7036,
"Description": "The Amazon SSM Agent service entered the stopped state.",
"LevelDisplayName": "Informational",
"LogName": "System",
"MachineName": "mymachine.mycompany.com",
"ProviderName": "Service Control Manager",
"TimeCreated": "2017-10-04T16:42:53.8921205Z7",
"Index": 462335,
"UserName": null,
"Keywords": "Classic",
"EventData": [
"Amazon SSM Agent",
"stopped",
"TPctBAMZFhYubF8zVLcrBd3bTTcNzHvY5Jc2Br@aMrxxx=="
1}

BOtNBESRWEREE

WindowsEventLogPollingSourcefEAETRAMNENEH BETPREERENSHITENATE
MEH. RELXRAHRKRENSHRE , RARRKRAKTE 100 ms F| 5000 ms ZRAZSEH. AT

2~ windowsEventLogPollingSource 78§ :

"Id": "MySecuritylLog",

"SourceType": "WindowsEventLogPollingSource",
"LogName": "Security",

"IncludeEventData": "true",

"Query": "",

"CustomFilters": "ExcludeOwnSecurityEvents"

P8 WindowsEventLogPollingSource FBAER AT LAR ML FR/MEXT :

EOt/MNAEREREE 40
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SourceType

AR NARFFFE "WindowsEventLogPollingSource" ( 4% ) o

LogName

EERAE., BRETM HApplication, Security, SystemzHAtBEK AL,
IncludeEventData
Ak, fIEttrue , IEES JSON F XML X RN E R T2/ EventData, ERIAS
false,
Query
Ak, Windows =4 AEXFFER XPath RIEXNEREH , B LEMAQuery, BXEZEER
BZH . SHERNENHF XMLEMEXXEE,

CustomFilters

wik, Ao ERITNIRIERTIE (;). TUIBEELTIRiERR,

ExcludeOwnSecurityEvents

HEBR Windows & &K Kinesis RIEBERMN L 2E4,

WindowsETWEventSource Bt &

WindowsETWEventSource EH A FE I HE N Windows BHIRER (ETW) MIThaeskRINE N BREF AR
SEHRE, BXEZELR |, B5H Windows X EH R,

AT 2R WindowsETWEventSource FHR :

{
"Id": "ClrETWEventSource",
"SourceType": "WindowsETWEventSource",
"ProviderName": "Microsoft-Windows-DotNETRuntime",
"TraceLevel": "Verbose",
"MatchAnyKeyword": 32768

}

T WindowsETWEventSource FEAES AT LUR ML T R/1EXT -
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https://docs.microsoft.com/en-us/previous-versions/bb399427(v=vs.90)
https://docs.microsoft.com/en-us/windows/desktop/etw/event-tracing-portal
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SourceType

MR AZRFE "WindowsETWEventSource" ( 4E ),
ProviderName

EERATRERSREHANEHREHERF. ILARELZENREHEFNAR ETW REEFE N,
ERELRE T PLRMEERF , BE Windows SR IFEOHFHITUATSHS

logman query providers

TracelLevel

EBEMNKEMLRFWREREES. AIFNETE
Critical, Error, Warning, Informational # Verbose, #t1& Y EURFATIE ETW 18
HERF,

MatchAnyKeyword

ZER— 64 UH , A MIRR-NEMIRET. SIXBFHER T ERENBHE
Ao BXZIFNXBFIREBURENS TraceLevel WXBKAR , BSRAZRHEEFNX
B, i, BX CLRETW RHEFKESR | FS 5 Microsoft NET Framework X#H#) CLR
ETW X #F MR 5,

FERIEA REIH | 32768 (0x00008000) &/~ CLR ETW R#FEFH ExceptionKeyword , iR
BHEFWREEXSIANRENES, BR IJSON AELXEHETAHFIEE  BETUEDFEA]
BRE—NZFHEF A MatchAnyKeyword IEEEN]. BHEAUEESZ/NER (AESSRE) . 4l
m, FERAUTHSEE ExceptionKeyword  SecurityKeyword (0x00000400) :

{
"Id": "MyClrETWEventSource",
"SourceType": "WindowsETWEventSource",
"ProviderName": "Microsoft-Windows-DotNETRuntime",
"TraceLevel": "Verbose",
"MatchAnyKeyword": "0x00008000, 0x00000400"

}

NTEARNREEBFERAMAEEENXRET , €A ORASS N RBFEFIFHEBALZREME
FFo

X B WindowsETWEventSource W HBEBNEHNUTEER

WindowsETWEventSource Bt & 42


https://docs.microsoft.com/en-us/dotnet/framework/performance/clr-etw-keywords-and-levels
https://docs.microsoft.com/en-us/dotnet/framework/performance/clr-etw-keywords-and-levels
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B KR iR

EventName FRIER RENEHHIRE,

ProviderName FRIER KU SESHNRERRF,

FormattedMessage FRES EHNIERE,

ProcessID Int |/E T EHNIRE,

ExecutingThreadID Int RETEHNIERHNLE.

MachineName FR®R REEHNEMEZHRSEN
B o

Payload BAER EEFHHRENETAXENNR

FERENEK. BEARTER,
ERABTNE, AREB TR

HEF,
AR 2%## 7 JSON HRBIEH
{
"EventName": "Exception/Start",
"ProviderName": "Microsoft-Windows-DotNETRuntime",
"FormattedMessage": "ExceptionType=System.Exception;\r

\nExceptionMessage=Intentionally unhandled exception.;\r\nExceptionEIP=0x2ab0499;\r
\nExceptionHRESULT=-2,146,233,088;\r\nExceptionFlags=CLSCompliant;\r\nClrInstanceID=9

n
’

"ProcessID": 3328,

"ExecutingThreadID": 6172,

"MachineName": "MyHost.MyCompany.com",

"Payload":

{
"ExceptionType": "System.Exception",
"ExceptionMessage": "Intentionally unhandled exception.",
"ExceptionEIP": 44762265,
"ExceptionHRESULT": -2146233088,
"ExceptionFlags": 16,
"ClrInstanceID": 9
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}

WindowsPerformanceCounterSource Bt &

WindowsPerformanceCounterSource K& M Windows FUREMREIT B ERIEIR. U T 2 RMI
WindowsPerformanceCounterSource FHH :

{
"Id": "MyPerformanceCounter",
"SourceType": "WindowsPerformanceCounterSource",
"Categories": [{
"Category": "Server",
"Counters": ["Files Open", "Logon Total", "Logon/sec", "Pool Nonpaged Bytes"]
},
{
"Category": "System",
"Counters": ["Processes", "Processor Queue Length", "System Up Time"]
},
{
"Category": "LogicalDisk",
"Instances": "*",
"Counters": [
"% Free Space", "Avg. Disk Queue Length",
{
"Counter": "Disk Reads/sec",
"Unit": "Count/Second"
.
"Disk Writes/sec"
]
},
{
"Category": "Network Adapter",
"Instances": "ALocal Area Connection\* \d$",
"Counters": ["Bytes Received/sec", "Bytes Sent/sec"]
}
]
}

B WindowsPerformanceCounterSource FEAER AT LUIR UL T R/EXT -

SourceType

MRMRNARZRFE "WindowsPerformanceCounterSource" ( #F ),
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Categories

BEZEM Windows RUREERY —HMEETTEERIEIRA ., BNERARITEUTRMERT -
Category
EEEWNEWIEIRNITHRESE (XFE) .
Instances
UM REE —HME— O MREITERESN |, HERMBHINRE, Hlin , L3RR
LogicalDisk B , B NE R EFEE —AMeeit =t B/EXNEUEN., B AFERBE
TF* M2 CBZBANEG, EREFAEXRGINE , FIEE _Total.
BRI A InstanceRegex , TEZ B *BREFENEZHBEHHN —B2,
Counters
BEENIBEXIWENIEIR. WBMENEXEN, B UEAEERS ~ 1 ? EEZANT
g, BULMNERABHEERABMMEMNRISEE Counters, MEREEITEREREN , NI
Windows B9 Kinesis REBAZIHMN B MR EN, MEXLHEBRER , NJLIBABIEES

I, MREFE  BALLEXR Counter B, TIBBNEEXNRRERAREGUTREXNH
PUE S

Counter

HRBHET. HR/ENRAEN.

Rename
ERASBERENITTRENEN. B/EXNZTIEN,
Unit

BEHBRXENENE L. EXEBREZBMHNTEIR | ESFMetricDatum® BYAmazon
CloudWatch API &#,

UTREFKIT BTN RE

"Counter": "Disk Reads/sec,
"Rename": "Disk Reads per second",
"Unit": "Count/Second"
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}

WindowsPerformanceCounterSource RaE53EE Amazon CloudWatch EWENEEL S
. R Windows Kinesis REEREIEFR BRI LB E CloudWatch , B {E A £V ERES
REFZHT Windows B Kinesis RKEHZE , MBEERIEELMNA |, NITHESHEE T Bty

fZ, WindowsPerformanceCounterSource® 8, £/ PowerShell EZERRI, EHIFITEHEBRNE
ER

EERRXMARIINER ( BRESITTHSBREXRKNITRES ) , B PowerShell EAFHITU T @

Get-Counter -ListSet * | Sort-Object

EWEITHRFEP S MBI AT ANSES | 57E PowerShell B O RHATRLT U T RO

Get-Counter -Counter "\Process(*)\% Processor Time"

Counter SHMERME L — Get-Counter -ListSet s SAAFIHA PathsWithInstances
R REZ —,

Windows &R Kinesis G2

BT ZBIEFRFR ( MWindowsPerformanceCounterSourcek# ( FS
EWindowsPerformanceCounterSource Eti& ) , CloudWatch $ZUESRE i LN\ IRE B <& A
F Windows & & # Kinesis IRV IEFRIV IS BRIRIZEWISIR. Windows 184RHY Kinesis A IEIE AT A
FKinesisTapZE Bl Windows MAEIT BRES.

XEXIHE : MetricsFilter# Kinesis EXIEEWLREIZMAER Windows IR EBREFIEFRR
AL WE CloudWatch, ZER—NFR/E , EHEE 12 NMNAIES2RBAKERIER ; Hil

"MetricsFilter": "FilterExpression1; FilterExpression2"

B ANHZAEERIER CE N ERERIZHE CloudWatch,

Windows AEIEFRIREY Kinesis G 46
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EXFERAR LR/ , TERENRIIZERSHE XK, SXPERESEN , FEAETRIEWES
B Id. 8NRIEEWERRBEGTTERF -ATFERER.

B X Windows BB A E Kinesis REBHFIEK |, HSREH T Windows $EF:HY Kinesis 1L 5
o

X3 F R RAIFEIR | TR RANZIER B ; Fla0

"MetricsFilter": "SourcesFailedToStart;SinksFailedToStart"

FNFZRHlER , BEREXNMRXIEEREN. A1 () MERZIEFRWRRIZWESFHN Id. #
m, Ri&E— Id I MyFirehose BY#EURES B

"MetricsFilter": "KinesisFirehoseRecordsFailedNonrecoverable.MyFirehose"

IEELAER B X 7 B R FIHEAR N Z KA IEIR AV S B E A E

« BN (%) FEE O AMRSAIAFER , AR (1) BRIk

« A5 (?) EE-NF/, AR

- EMEMAFRFNEES S,

« _Total B—1MREHKHIRE , EaSHEEERSMBEEENZKHE,

LAF RO R B Pl B SR FE AR

"MetricsFilter": "*"

HTESEARFHILEE , Ait , REBEEXHIER.

LU RBICBC A 2 SR A4S R

"MetricsFilter": "*. *"

T RBICEFR AR (2SS ) ¢
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RAriEmE

"MetricsFilter": "*;* *"

T ROIBFARMNZWRZRREFIEZXEIER

"MetricsFilter": "*._Total"

LT RBIZREFTE Kinesis Data Firehose WESHIATE Kinesis BB X EBHF :

"MetricsFilter": "*Firehose*._Total"

LUT R B PC B i 3 SR 2 SR SRR I R

"MetricsFilter": "*Failed*;*Error*.*;*Failed*.*"

ST R R B BRI SR & RO 7 1 0 SREH

"MetricsFilter": "*Nonrecoverable*._Total"

BRWNAEEFEHAERT Windows B Kinesis REH RN EIRIFENEER |, 5 HHF Windows EEEE

L& Kinesis {$I8,

i& B F Windows $8#rH Kinesis (X% &

LT RXERT Windows 89 Kinesis 132 A] A HY & LIS 4R M 2 SR BIE#R 1Y B R

B fliEtr
R T AT RXBIIE
KinesisTapBuildNumber

Windows B Kinesis RIEBH RS,

PipesConnected

ERIREREEIHEEBSENEENHE.

PipesFailedToConnect

BRI HFEET EERENEENRE,

EAT Windows ¥8#rHY Kinesis {AE %5k
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RAriEmE

SinkFactoriesFailedTolLoad

A IhNE 2 Windows B Kinesis {CIBRYIZUIREE R B M E .

SinkFactorieslLoaded

2 A Ih inE E Windows Kinesis XYW BS R BIMERE
SinksFailedToStart

KB (BERRBZEVSBFATERS N ) WEWSEHNHE,
SinksStarted

BB SR KRN ERE

SourcesFailedToStart

KEWED (BERRRFAFTEBSHN ) HRNVEE

SourcesStarted

EREFRRVEE .

SourceFactoriesFailedTolLoad

KR INNE 2 Windows B Kinesis REBRERENHAE

SourceFactorieslLoaded

2 A Ih inEL 2 Windows Kinesis (X ERRERNEE .

Z R BIFER
RETUTZXAER
DirectorySource 8%
DirectorySourceBytesRead

fEtk DirectorySource WEFEHA RN FTRIEE .

DirectorySourceBytesToRead

2 A i EVE 8 R B Kinesis RIBIEIFTHE (EATF Windows ) .

DirectorySourceFilesToProcess

FEREEEAKRE Kinesis KR Windows REHN EHXHHEHKE .,

EAT Windows ¥8#rHY Kinesis {AE %5k

49



SEHTF Microsoft Windows Y Amazon Kinesis {32

RAriEmE

DirectorySourceRecordsRead

£t DirectorySource B[E FEHAE 2 REAY 10 R 2,

WindowsEventLogSource 1E#r

EventLogSourceEventsError

AR IHEEAY Windows B4 B EEHHEE.,

EventLogSourceEventsRead

B A ZhiRERY Windows B4 B EEHHEKE

KinesisFirehose #Z U235 #R
KinesisFirehoseBytesAccepted

[ElfR A 2N F T,

KinesisFirehoseClientLatency

EFRERMIEFZARRXEH 2 Kinesis Data Firehose BRES 2 B2 T Ry Bt E],

KinesisFirehoselLatency

Kinesis Data Firehose IRF I KR FF R MER 2 B R

KinesisFirehoseNonrecoverableServiceErrors

T ETA R R A IEE Kinesis BB HBRERS WA (RE

KinesisFirehoseRecordsAttempted

=R R Z AR Kinesis BB HH M ERS WIS KB

KinesisFirehoseRecordsFailedNonrecoverable

AR INR AL 5 B Kinesis BB B HERSHICEHIHE (R

KinesisFirehoseRecordsFailedRecoverable

ERIR AL M E Kinesis BIEHRERSFSWICKHHE (BEREEEHNERT ) -

KinesisFirehoseRecordsSuccess

ER IR Z T Kinesis BIREMB A BERSHICKWEE (XFEER )

BEEH ),

EAT Windows ¥8#rHY Kinesis {AE %5k
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KinesisFirehoseRecoverableServiceErrors

FHEF M R IEE Kinesis BIRHBRERSHWRE (EREEHANBERT ) o

KinesisStream 1§#r
KinesisStreamBytesAccepted

ENEREIEIRE 3 3: Dk a8

KinesisStreamClientLatency

IEFRAERFMIEFZRREH 2 Kinesis Data Streams RS Z B2 i3 I BF 4],

KinesisStreamLatency

Kinesis B RIRSZ W IEZRNF B MLE R 2 BRI BT E o
KinesisStreamNonrecoverableServiceErrors

TET IR ISR AZIEE Kinesis BIERBRSZWAE (REEER )
KinesisStreamRecordsAttempted

22 iA R E Kinesis BIERRSHICKHIEE .,

KinesisStreamRecordsFailedNonrecoverable

AR ARTE Kinesis BFERBSHICRKHKE (RESER ),

KinesisStreamRecordsFailedRecoverable

2R ZHEE Kinesis BIERBRFSHWIERHKE (ERXREEENERT ).

KinesisStreamRecordsSuccess

257 K 4& 5 2 Kinesis Data Streams FRSRIIEZMIEE

KinesisStreamRecoverableServiceErrors

FHEF B R IEE Kinesis BIERBFSHRE (EREERWIFRLT ) -

CloudWatchLog $E#%
CloudwWatchLogBytesAccepted

[ElfR A 22N F T,
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CloudWatchLogClientLatency

WBFRERMIEFZRAEL B E CloudWatch Logs ARSS Z B2 S KIS E],
CloudWatchLoglLatency

CloudWatch Logs BRSFHYiE RRAFF ML R 2 A AL L RIAT A,

CloudWatchLogNonrecoverableServiceErrors

T ETEIRIFIE R K E R CloudWatch Logs BREHIAE (REEER ) -
CloudWatchLogRecordsAttempted

E=id AN ZH#E CloudWatch Logs FREZHiCZHIEE .

CloudwWatchLogRecordsFailedNonrecoverable

RELZIRAAE R E CloudWatch Logs BRFHIIERHHKE (REEER ),
CloudwWatchLogRecordsFailedRecoverable

2RI R & 2 CloudWatch Logs lREHIIEZHNEE ((ENXEEEHMBERLT )

CloudwWatchLogRecordsSuccess

BRI F LB CloudWatch Logs FREHIICZEIERE o

CloudwWatchLogRecoverableServiceErrors

FHEF AR R EEF CloudWatch Logs BRFHIRE (BEREERNBERT ) o

CloudWatch ¥§#x
CloudwatchLatency

CloudWatch BRS5 R fERR BV IT 46 T 45 3R 2 8] P9 £ S RIS Al

CloudWatchNonrecoverableServiceErrors

T ETE IR FFEIR R %R CloudWatch IREZEIAE (REEER ) .

CloudWatchRecoverableServiceErrors

TR i /B R R & B CloudWatch BRSFHVAER (BEREEHMNIFRT ) o

CloudWatchServiceSuccess

TAS IR MR EFR & 12 B CloudWatch FREHIAER ( EEER ) -
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PLEEE

ZIABER T , Windows B9 Kinesis REFAFCRREINERES I ERIENZKESE, At , RER
HEFRERBRER , Al , HEBHFEHHRFLFNCIENAETICR, PIWETRED ZIETEKES
i, ¥ Windows HY Kinesis KELA FREEAXRH BT , E2FE Windows B Kinesis XIE{E
LRI MMERFR CREHERIENEMARIER—ERIE. BEEFILTH , ETXHHNREFHTL
ERBIEATRIEX -

InitialPosition

BEEBENNHRER. ATREN TR
EOS

EERLE R (EOS). URFEMRESITHGIEMN B ST RETEWER.

BUOKEFIETRANBECERNESH. RE , IBPIUBREANREZECRPELECENSE
EZFBEFRFNEYS, , T RBEEEZET,

Bookmark

FEXNBRICABRFTWEECERREBHZENPEX, AF , IZESIUBARBEATLAEZECERZL
FUENERFERLCRKNEN  TREEEEZET.
RINBERTEBRAPL, XHEMEESProgramData%\Amazon\KinesisTapH %,

Timestamp

KIATE InitialPositionTimestamp fE ( EXWT ) ZECIEN BRIERNEH, AT, €
EPZUARSAFTREZUEPZIFOUENSRMATCRNES, , TRRBEHEET.

InitialPositionTimestamp

EEFMENREAFCRREBLINESB, N InitialPosition WEN Timestamp KEE
BIEX,

BookmarkOnBufferFlush
AL RBRMEE AT EER, MRIRENtrue , BRPIEFHNEEWETRINE AWS Kix

SHEFHRIT. ERENRITEAENL, IREBFESKEINSNEN | FEHIRE 2 KR
ERBEBERE,
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% Windows B Kinesis KEEFEIEBRK—RETE |, ATREEEMBRILERE  RASANPZIHARE
ERNEHATRETEEE. 4TR ID HBZXHLT SPROGRAMDATA%\Amazon\AWSKinesisTap
\source id.bms,

PEFEATEEGERBMHN M. BT ETW BHFMETHRINMER , TERENRMBE,

R B

BEWSHEFH BEENMNBEMARENF AR, EHNBRAEEER AWS BF. UTHIER

T Microsoft Windows #J Amazon Kinesis KEFR AN AN EZWEFRBEWEE. AT Windows HY
Kinesis REZ AT EBH , Hit , B LURMBEIZKEREKE, BEESEMERSBXRBXBRVEE
FHG  FEEEZERESERENE —R/EX,

FRIERWRFATUIESUTREX
Id

H—FH , EREXHHINABERRES (£F).
SinkType

ARV IR R BB ( 4F ) o BRSBREEEHERFRANEHH AR, SHTERHK
=R B ARo

AccessKey
BEEERNIA R SERERRE RN AWS BRSET , AN AWS iR ZH, B/IEXNZAEN. &
XEZER N BURSELRERE.

SecretKey

EEERRGE SERERRBERER AWS BRSSE , AN AWS HREZHA. BEXNEREN. &
RXEZEER , BEMH BHRSELLHRE,

Region

EEBN AWS KEEERATRAEHN BRAR. B/EXNRTIEN,

ProfileName

EERTHHRIER AWS BEEX#H, R/ENR LN , BMREE , WEBREMEEN T RE
MNBERH. BXESZREE , TN BREFELZE2RE,
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RoleARN

EERIA M SERIB[RBE RN AWS IRFEEAN IAM B8, 3 Windows Kinesis Agent 7£ EC2
Xl LETEREMACLEIFREXHFEIANARESERN , AT EEER. flU , B, A
B AT EMS EC2 £HTEMEE AWS IKFHHER. BEXNRTEMN,

Format
EEERNGHze , NATAENE4BENFIER, BRERN json Ml xml, HBIFEEE

PR TSN EERRFISERNARES | WETEERR, WR/ENTE , MRREE , WF
R BRHYE B X AMERER R AL 0 B 522 B R BB AWS BRSS.

TextDecoration

KIETE Format B , TextDecoration EEERA LA AEHEHLRNNEBENEMIE, B
XEZER , FEH GLERWEEN, RENRTIEN,

ObjectDecoration

{EE T Format BY , ObjectDecoration IEEEFILMB XM zE , BERBHIERHPITE
MLEHMBIE. BEXELER , BSH REERSE S, BIEXNZTEN.

BufferInterval

RNTRABRDX SZWEEREXREH AWS IRSH API A , Windows Kinesis Agent £}
XEMZBAEFNZSNEE, BHRIBIRICF. XATREITEIR API 8B U ZH RS 77 & 5%

. BufferInterval BEEERIEHE AWS RE 28l , EHICENBEANEKE (AR E
i), WRIENTE , EIEEN , FRFFRREKRE,

BufferSize

NTRABRD XN SZWEERBEH AWS JRSH API A , Windows Kinesis Agent £}
NERZARFPZNEE, EHRIERIER. XATURNENER AP BHAKZERN RS T & 2%

M. BufferSize EEERNEHME AWS BRF 28 , BHANERICEE. LWR/EXNTE , £EE
B, ERAFHFERKRE,

MaxAttempts
BEAERDABIFLELAMET , Windows Kinesis Agent Zifff—4H B&., EHMERICRKAESH
B AWS RS, BIEXNRTIEN., EEEN , FAFRBERKTE. BRIAMER 3

BXEATEERERRNTERB AR, BSHM Windows RIRRFEH B SRR SR EK
£,
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RAriEmE

£

KinesisStream KBS E

KinesisFirehose #Z KW E5HL &

CloudWatch £ =REL &

CloudWatchLogs W E5Hl &

A FileSystem iz I 25 Bt &

BRHBLZEERE

Bt & ProfileRefreshingAWS CredentialProvider il 1 AWS EilE
i B R ER1E 1

RERWRTEER

Fic BB BERA

NERREERIE

EEZLRMPRERNTEE

£ AWS SCH /A RoLearn BM A EE AWS STS Xig&iwmT K

N AWSCEE VPC KixT R
EESRKRAREAR

KinesisStream ZWEREE

f'ﬁﬁzf"ﬂfi BERAEmEIERA Kinesis BIERE

xlt"l:iiﬁﬁ KinesisStreamiZW R AT AR IEFZMEH R Z M E Kinesis Data Streams IR

, & B Kinesis Data Tata Stream HWEEHR — MRS NMEA R AWS REHRITH E;E)L

Kinesis Data Streams FF A A R 35/,

LA & Kinesis Data Streams 12Uk 88 S A R -

"Id": "TestKinesisStreamSink",
"SinkType": "KinesisStream",
"StreamName": "MyTestStream",
"Region": "us-west-2"

BREER. AXESZER,

&M . Amazon

KinesisStream ZEWEE &

56
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FTE KinesisStream ZEWEF AT IR MU THANR/IEX -

SinkType

MPIETE , BESMHNXARFERE KinesisStream,

StreamName

FE7E Kinesis IBRMN BN , ZBEERBEWMMKinesisStreamlCHRE ( 4T ) ., ERNERETE
28, BE AWS EEEHEA. AWS CLI SEE A Kinesis Data Street API #9 8 AT 7 REL &

Mo

RecordsPerSecond
BESWARAEH T Kinesis Data Streams R KIExKE. BIEXN2AEN, MRIEE , NEHE
BRERTE. RIAMEF 1000 MEF.

BytesPerSecond

BESWRAEHE Kinesis Data Streams WBRAF T, B/EXNRAEN, MRIEE , NEHE
BRERRE, BIAMEHR 1 MB,

LRSS R BRIA BufferInterval A 1 ¥, BRiA BufferSize 8 500 Nid%o
KinesisFirehose U ESEE

XEXIHE : KinesisFirehoseZWEFK AN HRIERMEMH RN 1%L M2 Kinesis Data Firehose B
%, Kinesis Data Firehose R ARNBIBERELHMERESHTFHE. BF , BT REREEEN
BEMBFALIMEENERE. BRERNLZHEIFEA Kinesis Data Firehose Bl B IEEE R HR. BX
EZER , 558/ . Amazon Kinesis Data Firehose JF X A R 1§ .

BUTF R Kinesis & B e Z W Es F A R -

{
"Id": "TestKinesisFirehoseSink",
"SinkType": "KinesisFirehose",
"StreamName": "MyTestFirehoseDeliveryStream",
"Region": "us-east-1",
"CombineRecords": "true"
}

KinesisFirehose #UESE & 57
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FTE KinesisFirehose #ZWEF AT LR MU T AN R/IEX -

SinkType

WHIPIEE , BEMNN XA FERFE KinesisFirehose,

StreamName

8% Kinesis Data Firehose 2 HIRWBIEBR B , ZRIFEWMKinesisStreamLKE (X4F ),
ERNERBIER , BER AWS EEB#4HA. AWS CLI B # A Kinesis Data Firehose API
B B AR RELE & AR

CombineRecords

MRRENtrue , BEFZ M IEREHBR—PHRAKDNA 5KB P KRIEFK, BEF LN,
FEAERBAEMIZSEE\N. NREFEH AWS Lambda ¥#2 Kinesis Data Firehose i23% , N
Lambda RBEEEZ R D RBAFFH.

RecordsPerSecond

BEBW RN LT Kinesis Data Streams R KIZxKH. BIEXN2AEN, MRIEE , NEHE
BRERRME. BIAER 5000 FidF.

BytesPerSecond

EESYWRINEME Kinesis Data Streams BN AF T, RB/EXNRWIEN, MREE , NEHE
KRR RE. RINMEHR 5MB,

LR ES L A M BRIA BufferInterval A 1 ¥, BRiA BufferSize 8 500 Nid%o
CloudWatch UK ESEL &

XLXIEA : CloudWatchiEWEs KB FiEbR RN 1E M E CloudWatch Service, EA[1E AWS EE
HAEPEEFRF. BXEZEER , 1551 Amazon CloudWatch A F /.

LA CloudwWatch $2URES/5HR -

"Id": "CloudWatchSink",
"SinkType": "Cloudwatch"

CloudWatch £ E5H & 58
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P CloudWatch KRR A A AR A T ESMY BMEXY

SinkType

MPIEE , ESLMANXAEZRFE CloudWatcho

Interval

8 Windows Kinesis X2 [ CloudWatch FRFIREFBIRAVIAR (UMW NEN ) . BMEXNZET
ER, MRIEE , MEAEBRKRE. BRIAMERN 60 ¥, NMREBHFLEFTH LM CloudWatch 1§
¥R, MIEE 1B,

Namespace

REERREIEIR S 2/ CloudWatch €5 & Z2Al, CloudWatch M & ZEEFigtrE D HT —i2, #B/E
XEAIEN ., BRIAMERN KinesisTap,

Dimensions

EERTESBZHPREREIREN CloudWatch £, X&FEEEH , 4

W, AENERNB RS HFRERIMOEFERE, LR/EXTE , £

ER , EEXAFEUTER : "keyl=valuel;key2=value2...", BRIAEN
"ComputerName={computername};Instanceld={instance_id}"., HEXFZKETES
B, BXEZER , oM LEEVSETEER,

MetricsFilter

& E ML IS bR WL IS AR M B BY Windows Kinesis XEBRR FIEfRBE R /& # ZE) CloudWatch, B
X Windows ERRIIMNIE Kinesis Agent WFHER , BRELB/EXNNWENELZFHAEE A B
FEWindows N EFRIREY Kinesis KB,

CloudWatchLogs #ZWERHELE

XLEXIHE : CloudWatchLogsEWEREE N HFIEFMEH R 1L E Amazon CloudWatch
Logs. #ZAI1E AWS EEZEHIATERRL , AEBIHEEENHMM BRLEE]. BTERNER
ZI7£ CloudWatch HEFRRENIEE BER. BEREBRIBENBEAHY, BEXESER , BS
) . Amazon CloudWatch Logs A FF 1§/,

LU & CloudWatch Logs #UKE5F= BERY R A1 -

{

CloudWatchLogs EWESEE 59
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"Id": "MyCloudwWatchLogsSink",
"SinkType": "CloudWatchLogs",
"BufferInterval": "60",
"BufferSize": "100",
"Region": "us-west-2",
"LogGroup": "MyTestLogGroup",
"LogStream": "MyTestStream"

FiB CloudWatchlogs #U a7 B AR A T AR R/EXS
SinkType

RIRXAFHFE CloudWatchLogs,
LogGroup
8 XE CloudWatch Logs Logs AEAMEH , ZASEITEMW BEREWHCloudWatchLogsiCE
B, MREENAERLATEE , Windows B Kinesis REFZIREIETE,
LogStream
$EE CloudWatch Logs MEVE# , ZAEMACLloudwatchLogsi LR, EXFZEKSRETE

fh, BXEZEL , BSH BEEWSITESR, IREBENHERTEE , Windows B Kinesis
REFZXVET,

L iEIRES KB BRIA BufferInterval A 1 #, BRIk BufferSize v 500 Mgk, RAREHRX KD
73 10000 MiEF.

AFileSystemizNESHl &

JLREFileSystemf ABRMEHFIERAFI R XMFRE LHXFF , MARRERNEAZREE AWS
ARS5. FileSystemCXt FMHAMISUIFEEER, Hli , ErILUERA L EKERRBERFICFRRIEE
AWS Z B E1E R,

BFileSystem#zliss , BEALMERAEESBORBELIHALE, REIMFRAER , SURLIKER AWS
LT A,

REMBERNABICREETIFileSystemiZW B RFEIFEENFilePath, WERFilePathKig
E, MaFiEZRREEBNSinkId. txtPFHSTEMP%E % , BERC:\Users\UserName\AppData
\Local\Temp , HH | SinkIdRZWRHHE —FRREF , UserName2iE3 AP # Windows AAF &,

AthFileSystemiZ W ESEL B 60
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BERERREIFNARGEE, AXESEER  BEH BEEEWEEEM.

— N RBIFileSystemZWERXE B EE RENT REIH,

{
"Id": "LocalFileSink",

"SinkType": "FileSystem",

"FilePath": "C:\\ProgramData\\Amazon\\local_sink.txt",
"Format": "json",

"TextDecoration": "",

"ObjectDecoration": ""

XERXIHE : FileSystemBi BRI TR/EXNARK,
SinkType

DA N ARFHRFE FileSystems
FilePath

EERTFIEFMNBEENMG, BIEXNZUTEN. MRKREBE , BRIAMERN TempPath\
\SinkId.txt , BEf | TempPathRFEMESTEMPSZEEMSinkId2EWNEZHI M —IRIZAT.

Format

HEHANBRREENjsonFHExml, LHREXNETEN , FRIANE, MREH  SHFUEX
KRB A

TextDecoration

GERTURAX AR EEN S, B/IEXNZTIEN,

ObjectDecoration

PEER FFormati®E RN json., B/MENEWIEN.

BREH — 1ICFKBRHMEBERLL

FileSystemdl BUBE BRI FKRFIKELL AWS LT, AIERA LT RB-EXNEE SRR HIM KK
BRIV o

BERNEFXENYEHBEILEREHRTEA , BOLMERAFileSystem I REL ML EME K £
BF AWS SCHITT R,
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SEHTF Microsoft Windows Y Amazon Kinesis {32 AriEE

UTREIERT —1FileSystemfiE SELE 1%,

"Id": "LocalFileSink",

"SinkType": "FileSystem",

"FilePath": "C:\\ProgramData\\Amazon\\local_sink.txt",
"TextDecoration": "",

"RequestsPerSecond": "100",

"BufferSize": "10",

"MaxBatchSize": "1024"

RequestsPerSecond

AEHIEENFTREER, MEEE , RIAER"S", BHBZRBLENERER (IBAX
#)  MARIEEE. FEAT Windows B Kinesis {CE B AWS KT s & HitEiEFR , Rik—4
BRAEEEZNMNER

BufferSize

IEAEENZTHERE, BEEARFIXFz , BRSFHLENZAEFEREH.

MaxBatchSize
AIEHEEANFHRER, EEBERBIERFI X2 ENEAEHIERBIEE (UFTH
B ),
BARIEFERRFIZBufferSize , EHEBMBERNZKIZREK , RequestsPerSecond, &AL
FEAUTARNITESDIERERRF,
I8 F#E=BufferSize*RequestsPerSecond

SELERATHEEE , BARRERNEY 1000 KiZF
Bl ERREEE
Be & & ik

¥¥F Windows Kinesis Agent ff B&, EHMERRNERE AWS RS , B THRIH#ITH GBI,
BZMAER LN Windows RS HRIE, ARM S BIIEBURT Windows B Kinesis Agent AR
REALANBELRLER,
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- R Windows Kinesis Agent for Windows £ Amazon EC2 £#l 1T , MIRE S HRIIHEE R
£MHEER , EXNAE AWS RSHNMEREEFEBIHENEN IAM A6 , UK AZAGH
EC2 LfHlf B X . BXxIBXFIREXHNER , BSRERAEMIEE X, 855K HL R H
nE IAM BEHNEER , BFSREERN.

BIELHIRENH2E , BALUFHEFEAERT Windows B Kinesis Agent BJEE EC2 i<
B, MRS ERKAEHIEEH |, S0 LA KM N2 522 AEE4XERNAR,

R Windows Kinesis Agent for Windows £ —MNK /= Ry EC2 EHL LEHT , BEREKER IR
WERNTARKSF , BAUCIE IAM BEATEKFHE, BXEZELRE , 20 . ¥E -
F/A IAM BEZEREE AWS IKFHIERNE, CIEBKFAGZE , ABKFA®IEE Amazon
FRE TR (ARN) fE9R01eARNE/MEXT . A5 , TR S ZE KRB R KB AWS HR
Bf , Windows Kinesis Agent 21X AIBEN K- A,

IR Windows Kinesis Agent 7 Amazon EC2 2 S\ 4T ( il |, A&Rib ) | MIFFEZNEI

s MRAFNARSEIRAE N ITEVEM A Amazon EC2 REEERBAEXS , BEAUTERE
KRB E F DRI
1. FREEESHEFIZE AWS Systems Manager FNMBHESREFRZERS AR, HEEXHI
BEUE U R RE SSM RE,
2. N ERBEMMBIRS AR , LA Windows Kinesis Agent 7 8] MFFBL B 12 UL B R =A%
BENMENRR. BXEMERIEMME IAM BEHEER , BEREERN.
3. FABLEProfileRefreshingAWSCredentialProvider ¥ AWS &Il Rl AWS &Eil,

HTSMIEAE SSM M AWS 2 ERE | RitiX BE WA TIF EC2 EHIM FE.

- MRAWEREAFPMARRIAREKS TR Windows 11T AWSKinesis sisTAP RS , i H

LIRS -

1. TEFER AWS BREHI AWS IkFHEIE IAM AR, ERIZS3EF , WELAFHIERIZAM
AEFH, EIEPHEENSREEXLEEL,

2. FFREEHIME IAM AP , BRFNAAERSWABIRETENR. B FHLLReH M= IAM A
FREER , BSHEERN.

3. EENAXNBIRSF 2 L E X AWSKinesisTap RS , FEREZTERSERAFMARRINRSEKF
To

4. FAZHIEERN I RZRPNAERAEFRAIEAE#PUERE Y., EXELEL , B3
R E AWS Fik,

5. 7£ %$PROGRAMFILES%\Amazon\AWSKinesisTap B &HEH

AWSKinesisTap.exe.config X# , EEE L —SHOEBNEEXHNER. BXEZE

B, BZHREE AWS Fif,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-managedinstances.html
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/net-dg-config-creds.html
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/net-dg-config-creds.html
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XN FTREERNEERFINE EC2 TH , XRHEFZE , BARBEFTNNEEAFHFEILERMNE
fYo

- MREFEEBERIARZEK S TR Windows 11T AWSKinesis sisTAP RS , BU4RFERAREZEIEX
#, FRENREKFZEATERAFAIESTEHEN Windows AFPEBEX . REZIEXHK
=, ABMNBWFEFEALLSZ, BXNAFEARZEREXHNER , BSHEE AWS &
EHMERT NETHWAWS AR I EG, MREFAKAZE , BRAEVEER NTFS Iz H R &l
NHEFREXHFNIHENR. EEFENZERES  HEEHITEARRNANERTRLEREX
#.

SRTUEZEERFRFERRRTAZANBERN , BFIBWUERLSE , RAFHKRNE,
BLE RN

FHAE R KB NE IAM B RAE® | EAT Windows B Kinesis Agent FERAXERAFRABRAR
EHEBIEDR AWS RS :

Kinesis Data Streams

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditoro",
"Effect": "Allow",
"Action": [
"kinesis:PutRecord",
"kinesis:PutRecords"
1,
"Resource": "arn:aws:kinesis:*:*:stream/*"
}
]
}

ENRNBEHAEFEXE, KPRREH , BERABSEESHR ARN PHHENES., BXEZER | iF
SFEER IAM 24X Amazon Kinesis Data Streams ‘&3R5 8 B #Y“H F Kinesis Data Streams B9
Amazon B REBFR (ARN)",
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Kinesis Data Firehose

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditorl",

"Effect": "Allow",

"Action": [
"firehose:PutRecord",
"firehose:PutRecordBatch"

1,

"Resource": "arn:aws:firehose:*:*:deliverystream/*"

}
]
}

ENRNBEHFESEXE, KPR REHN  EEASEESR ARN AFNENES, BXEZE
B, B2l . £H Amazon Kinesis Data Firehose 121/ 5] /7 B Amazon Kinesis Data Firehose 7 %
AR,

CloudWatch

"Version": "2012-10-17",
"Statement": [

{
"Sid": "VisualEditor2",
"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*"
}

BEXEZER , BZH . EEEM CloudWatch 7R KT 7] £ PR #EE H B9 Amazon CloudWatch Logs
AP,

BEENAEEAMBERD CloudWatch BE
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https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/iam-access-control-overview-cw.html
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "VisualEditor3",

"Effect": "Allow",

"Action": [
"logs:DescribelogGroups",
"logs:DescribelLogStreams",
"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:*:*:log-group:*"

"Sid": "VisualEditor4",

"Effect": "Allow",

"Action": "logs:PutLogEvents",

"Resource": "arn:aws:logs:*:*:log-group:*:*:*"

ERHENSEXE, K, AEARBERWGERE , BEAERMERER ARN FHENES, BXES
B , BZH . EEEM CloudWatch Logs R 7 [H] X PR 81 A ¥ Amazon CloudWatch Logs F /2
E®.

CloudWatch Logs EB &S REY CloudWatch Kinesis EEBEBEBE , AF Windows SlZ BHE
HFBEER

"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditor5",

"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:DescribelogGroups",
"logs:DescribelLogStreams",
"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:*:*:log-group:*"

}I
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{
"Sid": "VisualEditor6",
"Effect": "Allow",
"Action": "logs:PutLogEvents",
"Resource": "arn:aws:logs:*:*:log-group:*:*:*"
1,
{
"Sid": "VisualEditor7",
"Effect": "Allow",
"Action": "logs:CreatelLogGroup",
"Resource": "*"
}

ERFNFEXE., kP, BFRASBERNTE , BEEAMMERER ARN FRENES., BXES
B8 , BZH . EEEM CloudWatch Logs R 7 [H] X BR 8 A ¥ Amazon CloudWatch Logs F /2
EME.

EC2 irEXBY RATFERINIR

B ec2tag TENRFEALTEY BEE ec2:Describe* PR,

{
"Version": "2012-10-17",
"Statement": [{
"Sid": "VisualEditor8",
"Effect": "Allow",
"Action": "ec2:Describe*",
"Resource": "*"
}
]
}
@ Note

HEZ/MEAMW Sid EXREHH— | ERAULLEZSMEAEERENKE, BXRCIERBNE
B, BSECE IAM FBRFHNIAM BFEE.
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BliEProfileRefreshingAWSCredentialProvidex il AWS &Eil

MREFERERTREESHEN AWS Systems Manager SREE AWS iE$ , Systems Manager &% c:
\W1ndows\System32\conflg\systemprof11e\ aws\credentials, BXEEHENEZE
B BSHNEAHEIRE AWS Systems Manager BIAWS Systems Manager F F 18/,

BT AWS net F A TESF2BZIREGTIES , RLLEAR
ftProfileRefreshingAwWSCredentialProviderfE#H Rl &,

A LAEACredentialRef/E AWS X5|fCredentialsENX , HACredential TypeBMHiIRE
HFProfileRefreshingAWSCredentialProvider fLA R RBIFFRo

"Sinks": [{
"Id": "myCloudWatchLogsSink",
"SinkType": "CloudWatchLogs",
"CredentialRef": "ssmcred",
"Region": "us-west-2",
"LogGroup": "myLogGroup",
"LogStream": "myLogStream"
1,
"Credentials": [{
"Id": "ssmcred",
"CredentialType": "ProfileRefreshingAwSCredentialProvider",
"Profile": "default",
"FilePath": "%USERPROFILE%//.aws//credentials",
"RefreshingInterval": 300

]

FEEXLHAUTEMAR , R — EX,
Id

ENEWERE LA LAfFEACredentialRef S| AL EREEE
CredentialType

BERANARZRFERProfileRefreshingAWSCredentialProvider,
Profile

E.I-J‘io gﬁi}\ﬂg default,

fiiEProfileRefreshingAWSCredentialProviderfl# AWS &Ik 68


https://docs.aws.amazon.com/(systems-manager/latest/userguide/systems-manager-managedinstances.html)
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FilePath

ik, T AWS FIEXHMIEER, MRERE , Il SUSERPROFILES%/.aws/credentials 22RiA
=R

RefreshingInterval

ik, RIETERERGER (UWNEN ), WRER , N 300 RERRIAE

B E B ER IS 1

BUFRFATUERIEEEER AR R AWS RSHFABENR/EX , ATEBMNRKRE
AYiE 5o

TextDecoration

FEEWERFAPKRIEE Format B , FAKE/EXN. ZERHTEEERNIREXEZFH. F
m, RIgHEKESRET "{ComputerName}: :: {timestamp:yyyy-MM-dd HH:mm:ss}:::
{_record}" B TextDecoration, HFEAHBENAR The system has resumed from
sleep. WBEFIERE , RBIEEERETEWEE , RFXA MyComputerl:::2017-10-26
06:14:22:::The system has resumed from sleep. RALHEI S ZFWEFREXKN
AWS RS, {_record} Z 25| BIRAT/L H R B X AIE R,

ObjectDecoration

EEWRBFRFRAPIEET Format B, EALE/MEX , LEIERKFIL

ZEIRINEAEIE. B, RIRFIEE JSON Format WIEWSFRET
"ComputerName={ComputerName};DT={timestamp:yyyy-MM-dd HH:mm:ss}" §9
ObjectDecoration, MRIZHEI SEWERREEKR AWS BRFHFTER JSON |, EXRBRHNIER
BBEZN , SETHIRMEX !

ComputerName: "MyComputer2",
DT: "2017-10-17 21:09:04"

BXEA ObjectDecoration WAl , EZHEHIE : £AEAT Windows K Kinesis RIEH
JSON AEM AR 4L H El Amazon S3.

B E KA IS 69



SEHTF Microsoft Windows Y Amazon Kinesis {32 AriEE

ObjectDecorationEx

BE—1MRER , ZREXARFEObjectDecoration, WEERITATFELCHERX N json, R
NB AWML TR

"ObjectDecorationEx":
"attributel={expressionl};attribute2={expression2};attribute3={expression3}(;...)"

5l , LA TN ObjectDecorationEx/E 4 :

"ObjectDecorationEx":
"host={env:ComputerName};message={upper(_record)}; time={format(_timestamp,
lyyyyMMddl)}n

B FIER
System log message

ERARAINIZOAVERA JSON R , TR :

{
"host": "EC2AMAZ-1234",
"message": "SYSTEM LOG MESSAGE",
"time": "20210201"

}

BXEHFREXANFEMER , BEREXRRERERANER, H

H , ObjectDecorationFHNZFERAMBETH , ENEEBLTER
o A{timestamp:yyyyMMdd}FEIFEObjectDecorationZk R
HF{format(_timestamp, 'yyyyMMdd' )}7EObjectDecorationEx,

TextDecorationEx

BE—IMRER , ZRERALIFETextDecoration , MU T RBIFT R,

"TextDecorationEx": "Message '{lower(_record)}' at {format(_timestamp, 'yyyy-MM-
ddl )}Il

Al LA TextDecorationExRA K JSON R, FH '@ {HNEXES , ML T =BT,
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"TextDecorationEx": "@{ \"var\": \"{upper($myvarl)\" }"

MR EZWEEENFRIREERER DirectorySource , NBWSBTUFEA=MNHMZTE ;
_FilePath

A& TR,

_FileName

XHEBMXFHT BE.

_Position

—NEH , RIEREBSXFRHNIE,

HEERAMNERI B NMERBFEN S M N WE B S EENFFFA IR AR ENRE , XEX
EFERRA, NXETENEIARCRPAIERBEEEN TERTON , RERXHNES DX H4H
B ERBFFiE o

AXRFERENNRT
FEX AL ATE—H

N

- BERIER , i 'hello'. 1. 1.21, null. true. false,
- FRARBNARRER , BT ROIFTR.

regexp_extract('Info: MID 118667291 ICID 197973259 RID 0@ To: <jdeacme.com>', 'To: (\\
\\S+)"', 1)

BHRFA

FERNMNRBHILRE L ®RF R,

Nesting

EHEBEA T BE |, AT RBIFTR.

format(date(2018, 11, 28), 'MMddyyyy')
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Variables
E=MERENTE : BHTE, tTENERETE,

- REBEEMITa$HIMImessage. EMNATENMEHNRNENE. NREHARFTHIZBERNEHF
= JSON MERHEM. NRBHBEETESZRIEIKRFZN , BEMASISHRIEE , flW$ date

created’'s
« REEUTRIEFXL (_) , HATHEMNBHAOHE. MESHEETIFUTIEE,

_timestamp

SHFEER,

_record
EHNRBXAERTER,

BEEHXFUTHMTEER,

_filepath

_filename

_position

_linenumber

- 2RTEMWTAHFETE, EC2 XHItBIES EC2Tag. N TIREBEFHWMEEE , RINEBWEERH
BRFIERTE , Hla{env:ComputerName}, {ec2:Instanceld}, M{ec2tag:Namel},

NERE

Windows Kinesis {EXFUTHERE. NMRFASHENULLHBZERBTRR T4
EENULL , aNULLY IR E,

//string functions

int length(string input)

string lower(string input)

string lpad(string input, int size, string padstring)
string ltrim(string input)

string rpad(string input, int size, string padstring)
string rtrim(string input)

it & U 2R 184 72
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string substr(string input, int start)

string substr(string input, int start, int length)

string trim(string input)

string upper(string str)

//regular expression functions

string regexp_extract(string input, string pattern)

string regexp_extract(string input, string pattern, int group)

//date functions

DateTime date(int year, int month, int day)

DateTime date(int year, int month, int day, int hour, int minute, int second)
DateTime date(int year, int month, int day, int hour, int minute, int second, int
millisecond)

//conversion functions

int? parse_int(string input)

decimal? parse_decimal(string input)

DateTime? parse_date(string input, string format)

string format(object o, string format)

//coalesce functions

object coalesce(object objl, object obj2)

object coalesce(object objl, object obj2, object obj3)

object coalesce(object objl, object obj2, object obj3, object obj4)

object coalesce(object objl, object obj2, object obj3, object obj4, object obj5)
object coalesce(object objl, object obj2, object obj3, object obj4, object obj5, object
obijb6)

BlEEKRTEHR

KinesisStream, KinesisFirehose #l CloudWatchlLogs #EWESFBHEE LogStream =
StreamName &/{EX ., ENETELLEEH Windows B Kinesis KE B BTN ETESIFH. EH
FCloudwatchLogs , LogGroup@B/MEX b 2 AT , H B A LLEEH Windows Kinesis X3 B 3 fi#
WHEZESIH, FRAEIR {(prefix:variablename} IEEXE , Hoh prefix: Alik, ZFMEIRI

TFIR :

* env—

ZES| AEMANEEHNHRELENE.,
B 5| AT AR R/ EC2 KBt R,

.« ec2— %

« ec2tag— &

BEXEZER , B2 EC2 HETEY BATENNR,

E5| BT ABERBMN EC2 EHIIREMNE, %

HRISEHIFREEE ec2:Describe* R,

BERKRTERR
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MRRIETEHR , ABENRETEEHFS variablename HENEH , TES|IHBTANIFETEN
B, &N , 2R variablename H instance_id = hostname , TE5| AT HEREM EC2 Tk
FEHNE. MEEYTHER , THITEE5I R,

LT REAZES ANEREMEX RF

"LogStream": "LogStream_{instance_id}"
"LogStream": "LogStream_{hostname}"
"LogStream": "LogStream_{ec2:local-hostname}"
"LogStream": "LogStream_{computernamel}"
"LogStream": "LogStream_{env:computername}"

CloudWatchLogs #EWBFAXFRFHREANNEABERE , AFRERN AEZREAHICIA EEHE
FHEHRNEI. BN {timestamp:timeformat}, HFS ML T RH :

"LogStream": "LogStream_{timestamp:yyyyMMdd}"

MEBEELEHICRE 2017 F6 A5 BEK , E—HlH LogStream B/{EX B EFHEMN N
"LogStream_20170605",

WREEN , REERNEN , EREA CloudWatchLogs EWB[RAB AL BF B AER. N T
HERERRE  ATENERBMIATERLMEE , B ENITIRAE,

RERENAMIREMPHANIHREER R, AXESEERE , S KEEKEEEM,

B E AR FERA

KinesisStream, KinesisFirehose # CloudWatchlLogs #UKES /5B o] LLUE R N R B F i e iE
BB  BREERNEHESXLEREERB BN AWS RS , WS AiEEH. EEAHEANE
EERENNBEIRANEHER , FEBEKSFAPERUATRMER

QueueType

EEEEABEANGRIRE, H—XFHNER file , IRTIEFKNEXHPHR, LHR-EXNE
HFEH , LB AEAT Windows 89 Kinesis fCEHIRAFIZIAE, MRRIEELI , NWEINTHBNE
RFEHPHERA , BEINEHABRBIE R ER N AE R
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QueuePath

EETSCHRNICFKIXHIXHR, BEXNZ LN, BRIAES SPROGRAMDATAS%
\KinesisTap\Queue\Sinkld , £ Sinkld &2 EENZWEZFHN Id BEIRIRF,

QueueMaxBatches

BR &l Windows Kinesis Agent ZEBFRA IR KU ITHRAZ AR T UFERANZEHLE, ZHER
FRLE/ENWERLAE—HHUFZERKFTHH, KinesisStream, KinesisFirehose
CloudWatchLogs EWBXENE—HNERFTH 57 5MB, 4 MB # 1 MB, JAEIFRH
B, ERABMARN AW TR , HIRE AT TIRENHIE, R/ENZMIEN. BRIAEHN 10000
AN,

NEWEREENRE

ERNHR AWS RS H Windows WK ENRE , BHREMN TH Windows Kinesis Agent Bt & X
#. %Program Files%\Amazon\KinesisTap\AWSKinesisTap.exe.config, BXWE , ES
Fproxy &5 AWS SDK for NET K ELE XS ZE FHHIAWS SDK for .NET Developer Guide,

EEZLRETEERNTEE

DTRRAIERT BKESEE | ZBWEEEEFEHARegionhELX ENERegionEHR/EN . ER
FRoleARN , BIE EC2 #rZF4AMyRoleARN , ENITEE RN SZBXBENE,

"Id": "myCloudwWatchLogsSink",
"SinkType": "CloudWatchLogs",
"LogGroup": "EC2Logs",
"LogStream": "logs-{instance_id}"
"Region": "{env:Region}"
"RoleARN": "{ec2tag:MyRoleARN}"

£ AWS CHf#EH RoLearn B ATEIE AWS STS XK g1 =

L ThEER £ I8 1E Amazon EC2 LA KinesiSTAP H{#HRoleARNE MR AN IAM &€ | LUMEET
B#r AWS FREHITH HRILE,

BidfFi%EUseSTSRegionalEndpointsE|true , BRI MEERBEFAXFHLETS (4
Whttps://sts.us-east-1.amazonaws.com) MARELRBLKET R (HW , https://
sts.amazonaws.com), EAXIE STS LimT /R AR BRENTIRIER , HRH£BLIKRS
AR
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N AWS LEE VPC KT K

B AR WES B B IS E VPC Lin T " CloudWatchLogs, CloudWatch, KinesisStreams,
MKinesisFirehose[ £ H, VPC KimT R EEEEH N VPC A HEEEIIFH AWS RS
VPC i SRS ( B AWS PrivateLink 12ft2$F ) , MEAFEBKMM K, NAT &%, VPN EED
AWS Direct Connect i&#, VPC HIEFITELE IP it E SRSFHRRBEE. VPC MEAR
S ANBETALEI Amazon RE, BXEZER , H5H . VPC LinT = A HIAmazon VPC A
P,

&7 VPC fEFServiceURLE M , AA T RHIFTR. CloudWatchLogsLEE., FEIRE
HServiceURLIREFNVPC KT S RIFEI+ L |, #£A Amazon VPC #Z#lA&,

{
"Id": "myCloudwWatchLogsSink",
"SinkType": "CloudWatchLogs",
"LogGroup": "EC2Logs",
"LogStream": "logs-{instance_id}",
"ServiceURL":"https://vpce-ablc234de56-ab7cdefg.logs.us-east-1.vpce.amazonaws.com"
}

HESRXKRKKELK

WIBEA T EFER AWS FATEEGRNENREXFMFARE NET REBEZEKEHEENRERSSE. U
B, FREEENEARENM—FZEZ26/H NET WAYIIEE , 23R EBXHPELHNRES
I EFTE HTTP/S 3R,

MRBLUFEFERAREERERSS[—EFER  WEEEXRAAFEAHILL A E,

BRI LAEAProxyHost MIProxyPort B B ER ANRIE , ML T RHEIFT R

{
"Id": "myCloudwWatchLogsSink",
"SinkType": "CloudWatchLogs",
"LogGroup": "EC2Logs",
"LogStream": "logs-{instance_id}",
"Region": "us-west-2",
"ProxyHost": "myproxy.mydnsdomain.com",
"ProxyPort": "8080"

}
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=g ==
= 18 7= A

FREEFHEZR (BSHESH ) RmE—NMzWEE (ESREWREEFB ) £ Amazon Kinesis 1%
I8 Microsoft Windows, BEEFBHERRA—1 JSON IR, EF31 Windows ) Kinesis REBZ G , H
EEEEBENRKBERR, EHRIENR. R, FASZEEXKNZERES | FXEHERIEFHEIZFD
AWS BRSS,

THRRP EEFH :

"Id": "MyAppLogToCloudwWatchLogs",

"SourceRef": "MyApplLog",

"SinkRef": "MyCloudWatchLogsSink"
}

B

*

i
cud

BEEE
« 3 Windows EEEEE & Kinesis LI

I

BREEE
FEEEERTaE N TR/MEN :
Id

EEEENEN (XF ). ZBNEEREXHFLIH—,
Type

BTN B EBENREEEEKERN S ENANKRRRE (WF ). RegexFilterPipe 2
—RXFNE, WERAN A RICROERIRRRETENRIANRE, 570N
XAREREAFTRAEREEE , NTIRDERANFEEAR, BEXNRTEN, RAMENTRER
o

FilterPattern

EEEAMBERSECE , XRATKRE B RIEZHTIHFEFTARN RegexFilterPipe E&
WENRERX, SENREXEIERHERNARKRIEER , B RegexFilterPipe EH
EEAHBERILRK, ATERNEHM{LBFIER (0, £ DirectorySource FHAREHA
ExtractionPattern #/{EXES ) , AR RegexFilterPipe #HLEIRMEE, X2 HE N tHLH
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RAriEmE

TEBRAT 2 BN A XA R R TR, HRMEXNRWIERN , BEEERTE RegexFilterPipe £

Bt AR,

THRR M RegexFilterPipe EEFHA :

{
"Id": "MyAppLog2ToFirehose",
"Type": "RegexFilterPipe",
"SourceRef": "MyAppLog2",
"SinkRef": "MyFirehose",
"FilterPattern": "~(10]11),.*",
"IgnoreCase": false,
"Negate": false

}

SourceRef

EERFHNEN (Id B/ENNE) , ZFAEXNEERERS, SHNERER (45 )

SinkRef

EERWSRFHANEYN (Id B/EXHNE )  ZFAEZEREEN BE,. SHEMERVEIES

(BF)o

IgnoreCase

ik, ¥ EtruexEBfalse, MRIEENtrue , MENREIRFURX 5 K/NER 5 R ITE

123K
Negate

ik, ESHEtruemiEfalse, MRIRE Ntrue , BB NHE AT EE ENRER,

BEXBEH RegexFilterPipe EEBXBENTEBREXH Y , ESREAEE.

A Windows EEEEBHE & Kinesis {tE&

BAMABIEIRE_KinesisTapMetricsSource , £ A XEH T Windows B Kinesis RIBHNEE
E¥R. MEABCloudWatchiEWESFBHIdMIMyCloudWatchSink , AR /RBIEE BB Windows 4

RIEFRAY Kinesis A& B ZEWNES -

A Windows EE£&ERE Kinesis L&
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"Id": "KinesisAgentMetricsToCloudWatch",
"SourceRef": "_KinesisTapMetricsSource",
"SinkRef": "MyCloudWatchSink"

}

B X Windows B Kinesis A EBRE IRV EZE L |, SR Windows NEEIRRMN Kinesis {AE,

MREEXE R Windows MRETTEERERR , BINBWEEA LMW EENEREE  MARN
Windows ¥R Windows tEBETT #RaR I8 #RfE A MR AV EEIRER .

B & B3 E#

£ appsettings. jsonB&EX# , LG A Microsoft Windows #J Amazon Kinesis X B
HEHUAKER T Windows #Y Kinesis RENEENXH, ERHEHTH , BEREXH+TS
Sources, Sinks # Pipes tHRIMEBIEE Plugins #/M{EX,

Plugins #/BEXEEREIR. BKEBNEERPNEANEM—MINEE, fl0, E— N EGHAT
FE# Windows B Kinesis R , B — MNaA T E#Happsettings. jsonBEXH. BHRTH
JSON XK , HIBLEE Type B/EXN. Type BEAILUABHIEENHME/EXN . IFUTHEHFE

piche
PackageUpdate

8 E Windows BJ Kinesis VBN EHR EREF SRAEE X HF. IREFSRAEAXFIER
NMZ&EAREMRAEH Windows Kinesis {2 , ) Windows BY Kinesis X T IZRAH &
%, PackageUpdate FAHR/MEX SIE :

Type
ZEXMNFHFE PackageUpdate , HERMHEN,
Interval
EEREEFSREAXHFIREEEMERNMER  UoH N ENHRTIAFRE, BEXNR
Ak, MRRIEE , WEBIAMER 60 28, MREDNT 1, WFHTEFRE,
PackageVersion
EERFERAE JSON XHNUE, ZXHIHEEXHHRE (file://), — ML
(http://) & Amazon S3 (s3://). Bt , EEHNs3://mycompany/config/agent-

package-version. json}g§’R Windows Kinesis R EB RN &Econfig/agent-package-
version. json®f X HmycompanyAmazon S3 Ei##. CRBBZXHFNRABHITER.
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® Note
#{EPackageVersionXF Amazon S3 , B/EXNFHWERX D K/NE,

BT REFEMAFARERE

{

"Name": "AWSKinesisTap",

"Version": "1.0.0.106",

"PackageUrl": "https://s3-us-west-2.amazonaws.com/kinesis-agent-windows/
downloads/AWSKinesisTap.{Version}.nupkg"
}

XEXEE : VersionB/MEXNIEE M Z A Windows Kinesis AR ( MR AR ZE

% ). PackageUrl #5| A {Version} ZXEMMEN Version B/EFNIEENE., EX
Tl TERRTANFHEL1.0.0.106, RUENTERTEN T EEFSHREXEHFE -
BB A TEME S EFEMRA. B LERZMER SRS K242 B AR A
Windows Kinesis R TE , MERAMENIE 2 ai# TR, ZEEIR Windows B Kinesis
RENEE  BER— MRS EFSREXYE , EESHNAELHRFEAN Windows IR
BIMRAH Kinesis K,

PackageVersion @/EXNHWEZZEERNEN , ATHEYEIERETENEFSTRAXHF.
BEXRTEBRNELER  FoAREZVEETEER,

AccessKey

EEEXN Amazon S3 FEFBRAXHNILEHRTEHARIN , EEANTGRESR. BEXNR
wikly, BRNFEUEALEEN, AXEENEAFORILE  FSREES KK,

SecretKey

EEEXN Amazon S3 FEFBRAXHN LR TEHARIN , EFEANLERNA. BEXNR
Wikly, BRNTEWUEALEEN, AXEENEAFORILE  FSREESHKIT.

Region
EEEM Amazon S3 TG RIEFBRA it EERA KN XL RT R B/MEXN 2 AHER,

ProfileName

EEEN Amazon S3 FEFBRAXHNILEHRTEHRIN , EFANZLEEXH. BX
EZER  FEA RESHRI, BENRWTIEN,

BB B3 ER 80



SEHTF Microsoft Windows Y Amazon Kinesis {32 AriEE

RoleARN

EEEBKF#HSET , £ Amazon S3 HEFBMRA 4G TR , ERANA
B, BXEZEER , BZH RESHRIE. R/EXNZIEN,
WERKRIEE PackageUpdate i , IFREEFBRANXHFRBERETSTEEN.
ConfigUpdate
FEE Windows Kinesis RN EHR EF #HMappsettings. jsonEEXHEEEHHRE,

MLk Amazon S3 A, MREFEEEFNEENH , N THRH LR IZXHN Kinesis KEER T
Windows., ConfigUpdateB/EXNSFEUTHA :

Type
ZENMNFERFE ConfigUpdate , FEEXLEN,
Interval

EERENEENHRMR , Lo N ENARTAFRHS, LEEXR , MRKREE , M
MINA 5 D, MRENT 1, WAREREXHFERR

Source

EEEMLERCEMVEEXH. ZXHTEZEXHRE (file: //), — ML (http://)
= Amazon S3 (s3://). fltn , EZE N s3://mycompany/config/appsettings. jsonig
7~ Windows Kinesis RN Econfig/appsettings. json®#I X mycompanyAmazon
S3 FiEM.

(® Note
K{ESourceXIF Amazon S3 , B/BEXNHNERX D KNE,

Source BEENWEZSTEERNIE , TATHEY A REFRANEEXF, BXTEHR
MEZER K FEREEEREETESER,

Destination

BEAEAMITEN L FHEEXHNMNE, XTUURENEER, 4XNEERETSHETESA
HYER#E , f5l20 %SPROGRAMDATA%, ZNRZHNEEE , MEMX T Windows B Kinesis XIE &%
WiLEB, BEENNA .\appsettings.json. WREXNRHEN,
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AccessKey
EEEXN Amazon S3 HEEXHHFRIET S ORI , EEANERIER. BEXNRARE
B, BNTERWEALREN, BXEENERSIHRIILRE , FEREES ORI,
SecretKey
EEEX Amazon S3 FEEXMHHHE#THORIEN  EfANLERH. BENRTIE
B, BINTEWEALEEN, BXEENERSIHRIILRE , FZREESHRIL,

Region

EEEM Amazon S3 T3 RIEL B XA BEANXELRT K. BENR LN,

ProfileName

?‘EEEXT Amazon S3 FE B XA IFRIFTEARIEN  EEANT2EE X, BREZE
,ESE BRES MR, B/EXNEREN,

RoleARN

EEEEKSZRT , £X Amazon S3 FEEXHNIER#HITE BRI , ERANAE. B
RXEZEE , BEARESHREIE. B/EXNZAIEN,

WMRAKRIEE ConfigUpdate #litF , MARERENHRBERBRERITREXHEN.

THEHR—MNRHAl appsettings.json BEXH , % XHET PackageUpdate M ConfigUpdate
BHNER, EXRMS  BFEEBRAXHAM FmycompanyAmazon S3 F# % N config/agent -
package-version.json. KAH 2 MR EK NG REEREMAERH. NRERFSMRAXHH
EE 7 TRRAM Kinesis Agent , MIMEFBRAN4HHIEENELREEENRERAE,

WA\, BB —appsettings. jsonBiE X4 FEEmycompanyAmazon S3 FiEH & Nconfig/
appsettings.json. AAE 30 PR ZX 4 ELHTRHEXHFHTXNE, MRREER , MM
Amazon S3 THREHMEE X H L% Elappsettings. jsonfitEX .

{
"Sources": [
{
"Id": "ApplicationLogSource",
"SourceType": "DirectorySource",

"Directory": "C:\\LogSource\\",
"FileNameFilter": "*.log",
"RecordParser": "SinglelLine"

}
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1,
"Sinks": [
{
"Id": "ApplicationLogKinesisFirehoseSink",
"SinkType": "KinesisFirehose",
"StreamName": "ApplicationLogFirehoseDeliveryStream",
"Region": "us-east-1"
}
1,
"Pipes": [
{
"Id": "ApplicationLogSourceToApplicationLogKinesisFirehoseSink",
"SourceRef": "ApplicationLogSource",
"SinkRef": "ApplicationLogKinesisFirehoseSink"
}
1,
"Plugins": [
{
"Type": "PackageUpdate"
"Interval": "120",
"PackageVersion": "s3://mycompany/config/agent-package-version.json"
1,
{
"Type": "ConfigUpdate",
"Interval": "30",
"Source": "s3://mycompany/config/appsettings.json",
"Destination": ".\appSettings.json"
}
]

E A F Windows B Kinesis X EEEL & 7=l

XLEXEHAE : appsettings. jsonBlEXH R — JSON X4 , #FIHE[E Microsoft Windows #Y
Amazon Kinesis REBIMAINE AE, EHFIEIR. ©IEEH Windows Kinesis Agent MG EiE ki
NBFEHFERIEHEEN AWS BF. EXEEXHFHR,. BRSNEEFANFHAEE , B
FREE, EREFHMEEREHR,

UTEHDEBE2NTRER I SWE E X,
FHT
« M\NFEIRFR 4L ZE Kinesis Data Streams
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« M Windows N A FEH B AR & a2 ZWKER

- EREE

- FASNMRNEE

MAREIRR AL # 2 Kinesis Data Streams

AR R flappsettings. jsonfliE XHERFR BT RIREN B EMEH R & HE Kinesis Data
Streams 1E#5 , AR M Windows t8E 1t EkEF M 1% #i El Amazon CloudWatch %7,

DirectorySource., SysLog ickEMiEF

BUR 344 FF syslog MY BEIERK , MATE XX, MAERE . LogXHH B&EC:\LogSource\ R
XHF#ISyslogKinesisDataStreamus-east-1 X1iFH#Y Kinesis Data Streams, HAFEIL —F
X, BRREXRE BEXHENFERE , IEREXAHBEEER. BEXNARERF A SURERILE
B SyslogKinesisDataStream f#id %,

{
"Sources": [
{
"Id": "SyslogDirectorySource",
"SourceType": "DirectorySource",
"Directory": "C:\\LogSource\\",
"FileNameFilter": "*.log",
"RecordParser": "SyslLog",
"TimeZoneKind": "UTC",
"InitialPosition": "Bookmark"
}
1,
"Sinks": [
{
"Id": "KinesisStreamSink",
"SinkType": "KinesisStream",
"StreamName": "SyslogKinesisDataStream",
"Region": "us-east-1"
}
1,
"Pipes": [
{

"Id": "SyslogDS2KSSink",
"SourceRef": "SyslogDirectorySource",
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"SinkRef": "KinesisStreamSink"

DirectorySource., SingleLinelson i ZEEF

PAUR 3 JSON R BEKIER , NFTEXH , RNEHE . LogX ¥ BEC:\LogSource

\ B ZH M IsonKinesisDataStreamus-east-1 XiFH Y Kinesis Data Streams., fEFRIALZHZ

BI , ComputerName FYB/{EXI M DT BARMEIZ/ JSON W& , HEBIHENBHHNEURLER
KM BHEAREtE, BEMMARE JLUEEMLESNRE JsonKinesisDataStream FikYiE S,

"Sources": [
{
"Id": "JsonLogSource",
"SourceType": "DirectorySource",
"RecordParser": "SinglelLineJson",
"Directory": "C:\\LogSource\\",
"FileNameFilter": "*.log",
"InitialPosition": 0
}
1,
"Sinks": [
{
"Id": "KinesisStreamSink",
"SinkType": "KinesisStream",
"StreamName": "JsonKinesisDataStream",
"Region": "us-east-1",
"Format": "json",
"ObjectDecoration": "ComputerName={ComputerName};DT={timestamp:yyyy-MM-dd
HH:mm:ss}"

}
1,
"Pipes": [
{
"Id": "JsonLogSourceToKinesisStreamSink",
"SourceRef": "JsonLogSource",
"SinkRef": "KinesisStreamSink"
}
]
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ExchangelLogSource

LA X445 Microsoft Exchange £ Ry B &1Ek , AR FMTE . logh B&C: \temp\Exchangelog
\B FHHExchangeKinesisDataStreamid JSON # X & R us-east-1 XiZH#Y Kinesis 71
ZHER. BA Exchange BHEHIE JSON # 3 , Windows Kinesis {2 F A LAfEAT B £
HEHE JSON, FEARN LM , ComputerName FE/EFT M DT BFMEIZ A JSON &R

B, HPESTtENEMHEARAEIE RN ARG, BEXNARFTLUREMAERE

ExchangeKinesisDataStream JRfYiE o

{
"Sources": [
{
"Id": "ExchangeSource",
"SourceType": "ExchangelLogSource",
"Directory": "C:\\temp\\ExchangelLog\",
"FileNameFilter": "*.log"
}
1,
"Sinks": [
{
"Id": "KinesisStreamSink",
"SinkType": "KinesisStream",
"StreamName": "ExchangeKinesisDataStream",
"Region": "us-east-1",
"Format": "json",

"ObjectDecoration": "ComputerName={ComputerName};DT={timestamp:yyyy-MM-dd
HH:mm:ss}"

}
1,
"Pipes": [
{
"Id": "ExchangeSourceToKinesisStreamSink",
"SourceRef": "ExchangeSource",
"SinkRef": "KinesisStreamSink"
}
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W3SVCLogSource

AT X R 1 X e ST AR L B BY Windows BHRIEH , AR AWM BIIISKinesisDataStreamus-

east-1 XigH Y Kinesis Data Streams. B E X R FATEF Al LUSEAALESR B
IISKinesisDataStream #HiEHK. IS 5FATF Windows B Web RS 25,

{
"Sources": [
{
"Id": "IISLogSource",
"SourceType": "W3SVCLogSource",
"Directory": "C:\\inetpub\\logs\\LogFiles\\W3SvC1",
"FileNameFilter": "*.log"
}
1)
"Sinks": [
{
"Id": "KinesisStreamSink",
"SinkType": "KinesisStream",
"StreamName": "IISKinesisDataStream",
"Region": "us-east-1"
}
1)
"Pipes": [
{
"Id": "IISLogSourceToKinesisStreamSink",
"SourceRef": "IISLogSource",
"SinkRef": "KinesisStreamSink"
}
]
}

/A E I WindowsEventLogSouxce

DT X/ ABEEHM Windows REEH BERTRALE , XEBEHEBCriticals

FError (/M FHETF 2) ik EHNSystemKinesisDataStreamd JSON KX B RHE us-east-1 XiF

B Kinesis 1ZHEH. BENNARF JLUREMLERE SystemKinesisDataStream FiHY
183K,

"Sources": [

{

M EIRERR & E Kinesis Data Streams
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"Id": "SystemLogSource",

"SourceType": "WindowsEventLogSource",
"LogName": "System",

"Query": "*[System/Level<=2]"

}
1,
"Sinks": [
{
"Id": "KinesisStreamSink",
"SinkType": "KinesisStream",
"StreamName": "SystemKinesisDataStream",
"Region": "us-east-1",
"Format": "json"
}
1,
"Pipes": [
{
"Id": "SLSourceToKSSink",
"SourceRef": "SystemLogSource",
"SinkRef": "KinesisStreamSink"
}

WindowsETWEventSouxce

AT X4 Microsoft A 1EF121TE (CLR) REMZ 2 B4 RNEHEIC1lrKinesisDataStreamid
JSON #% = & R~HY us-east-1 XiZiH# Kinesis hFHER. BENNAEF JLUEEMLAER B
ClrKinesisDataStream FHiMic .

{
"Sources": [
{
"Id": "ClrETWEventSource",
"SourceType": "WindowsETWEventSource",
"ProviderName": "Microsoft-Windows-DotNETRuntime",
"TracelLevel": "Verbose",
"MatchAnyKeyword": "0x00008000, 0x00000400"
}
1,
"Sinks": [
{

"Id": "KinesisStreamSink",

NFERER &% 2 Kinesis Data Streams 88



SEHTF Microsoft Windows Y Amazon Kinesis {32

RAriEmE

"SinkType": "KinesisStream",
"StreamName": "ClrKinesisDataStream",
"Region": "us-east-1",
"Format": "json"
}
1,
"Pipes": [
{
"Id": "ETWSourceToKSSink",
"SourceRef": "ClrETWEventSource",
"SinkRef": "KinesisStreamSink"
}

WindowsPexrformanceCounterSource

LT XA RAET A XAt HaE,. ERURNBERZREHR, SYMERIBARZRE R

Bk, B EHE us-east-1 XiFH Y CloudWatch 845
B, MNEFEE R RIS EEESRER ZEEHNER,

{
"Sources": [
{
"Id": "PerformanceCounter",
"SourceType": "WindowsPerformanceCounterSource",
"Categories": [
{
"Category": "Server",
"Counters": [
"Files Open",
"Logon Total"
]
I
{

"Category": "LogicalDisk",
"Instances": "*",
"Counters": [
"% Free Space",
{
"Counter": "Disk Reads/sec",
"Unit": "Count/Second"

A LAFE CloudWatch H42 #iiX tEF8 ¥R I

MFREIR AR & 2 Kinesis Data Streams
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]
}
1,
}
1,
"Sinks": [
{
"Namespace": "MyServiceMetrics",
"Region": "us-east-1",
"Id": "CloudwWatchSink",
"SinkType": "CloudwWatch"
}
1,
"Pipes": [
{
"Id": "PerformanceCounterToCloudWatch",
"SourceRef": "PerformanceCounter",
"SinkRef": "CloudWatchSink"
}
]

M Windows M HRZFE4 B ERNA B EWRES

AR Rflappsettings. jsonfiliE X HERHF Windows MARFEHBERNZHEIL Amazon
Kinesis RE & MEUEE, BxF A KinesisStream M Cloudwatch USSR AW RA |, F5
B MF BRI AE 2 Kinesis Data Streams.,

KinesisFirehose

LR X ##Critical®&EErrorWindows B AR FFNEHIER
FlwindowsLogFirehoseDeliveryStreamiE us-east-1 X3 #Y Kinesis Data Firehose & #i i
MR E Kinesis Data Firehose HWiE#EFH , M EEFSHEENETHB, ETX , IELKE | XEE
BEME FNXHRER , EEMEERE. AT, SHENHERHRE , FREMHS4.

&I LABLE Kinesis Data Firehose , MIRIEHBEEBER , AN EANBBEE#HIZ/NTEXEY
M DRSS

{

"Sources": [

{
"Id": "ApplicationLogSource",
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RAriEmE

"SourceType": "WindowsEventLogSource",
"LogName": "Application",
"Query": "*[System/Level<=2]"

}
1,
"Sinks": [
{
"Id": "WindowsLogKinesisFirehoseSink",
"SinkType": "KinesisFirehose",
"StreamName": "WindowsLogFirehoseDeliveryStream",
"Region": "us-east-1",
"QueueType": "file"
}
1,
"Pipes": [
{
"Id": "ALSource2ALKFSink",
"SourceRef": "ApplicationLogSource",
"SinkRef": "WindowsLogKinesisFirehoseSink"
}
]
}
CloudWatchLogs

IR #E#iCriticalsFErrorWindows N AR BEE 4 CloudWatch Logs EH R & i

FIMyServiceApplicationLog-GroupHEH, FENRABFLL Stream- Fk, BUBIERA M
VEHFR, MUBAGURFUBBHRLERE , AERFERE & (I, Stream-20180501 2 6|E

T 201855 A1 BEIR) .

{
"Sources": [
{
"Id": "ApplicationLogSource",
"SourceType": "WindowsEventLogSource",
"LogName": "Application",
"Query": "*[System/Level<=2]"
}
1,
"Sinks": [
{

"Id": "CloudWatchLogsSink",
"SinkType": "CloudWatchLogs",

M Windows RIS B ER A & B ENER
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RAriEmE

"LogGroup": "MyServiceApplicationLog-Group",
"LogStream": "Stream-{timestamp:yyyyMMdd}",

"Region": "us-east-1",
"Format": "json"
}
1,
"Pipes": [
{
"Id": "ALSource2CWLSink",
"SourceRef": "ApplicationLogSource",
"SinkRef": "CloudWatchLogsSink"
}
]
}
EREE

AR R4l appsettings.json BB X ERERASEEMHERNINEE,

ARG BEZB RN A B Ec: \LogSource\

BlApplicationLogFirehoseDeliveryStreamKinesis Data Firehose £ #ii. ENXNEEES
FilterPattern B/MEXNFIIEEMNENRANCEHRNIT. E4KIER

o1& #i 2 Kinesis Data Firehose.

y /\ﬁ H /L,\I#':EFJ’/L].@:E%].].'{#I)IL

{
"Sources": [
{
"Id": "ApplicationLogSource",
"SourceType": "DirectorySource",
"Directory": "C:\\LogSource\\",
"FileNameFilter": "*.log",
"RecordParser": "SinglelLine"
}
1,
"Sinks": [
{
"Id": "ApplicationLogKinesisFirehoseSink",
"SinkType": "KinesisFirehose",
"StreamName": "ApplicationLogFirehoseDeliveryStream"
"Region": "us-east-1"
}
1,
"Pipes": [
EREE 92
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{
"Id": "ALSourceToALKFSink",
"Type": "RegexFilterPipe",
"SourceRef": "ApplicationLogSource",
"SinkRef": "ApplicationLogKinesisFirehoseSink",
"FilterPattern": "~(10|11),.*"
}

FRAZNENEE
LAR Rl appsettings.json BEEXHEREASNENEE,

WRBERARER. Z2MARS Windows B4 BERNZHEIEventLogStreamKinesis Data
Firehose &% , EA=NE , =NEE , —MEKES,

{

"Sources": [

{
"Id": "ApplicationLog",
"SourceType": "WindowsEventLogSource",
"LogName": "Application"

I

{
"Id": "SecuritylLog",
"SourceType": "WindowsEventLogSource",
"LogName": "Security"

},

{
"Id": "SystemlLog",
"SourceType": "WindowsEventlLogSource",
"LogName": "System"

}
1,
"Sinks": [

{
"Id": "EventLogSink",
"SinkType": "KinesisFirehose",
"StreamName": "EventLogStream",
"Format": "json"

I
1,
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"Pipes": [

{
"Id": "ApplicationLogToFirehose",
"SourceRef": "ApplicationLog",
"SinkRef": "EventLogSink"

1,

{
"Id": "SecuritylLogToFirehose",
"SourceRef": "SecuritylLog",
"SinkRef": "EventLogSink"

3,

{

"Id": "SystemLogToFirehose",
"SourceRef": "SystemlLog",
"SinkRef": "EventLogSink"

}
]

B EEN

REUEHFNZE  ERIAMBERT , EAT#E Windows B Amazon Kinesis X IEUE R XK IER IR
EHFEREST AWS, HEEFTELEERAMATIERIER, EFRESEMAEKES RN EHE AWS
REHEIE. BT 60 2 HKRERS 1 5 2 KB BILLIBFHREIE,

B LLUERBRHBENERHXLERITER. ERTHRE , BRUATHR/EXNRINE
appsettings.json EEXHHER. ZWBENEEBHBRNR.

"Telemetrics":
{ "off": "true" }

plan , ATEREXHEER, ZRENEE , AZEAEN :

{
"Sources": [
{
"Id": "ApplicationLogSource",
"SourceType": "DirectorySource",

"Directory": "C:\\LogSource\\",
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RAriEmE

"FileNameFilter": "*.log",

"RecordParser": "SinglelLine"
}
1,
"Sinks": [
{
"Id": "ApplicationLogKinesisFirehoseSink",
"SinkType": "KinesisFirehose",
"StreamName": "ApplicationLogFirehoseDeliveryStream",
"Region": "us-east-1"
}
1,
"Pipes": [
{
"Id": "ApplicationLogSourceToApplicationLogKinesisFirehoseSink",
"SourceRef": "ApplicationLogSource",
"SinkRef": "ApplicationLogKinesisFirehoseSink"
}
1,
"Telemetrics":
{
"off": "true"
}

RINERH 7TENTUELL TSR ¢
ClientId

RERPH BZ 5 ERME— 1D,

ClientTimestamp

WEEN /Y B BB E

OSDescription

BRIERGH IR

DotnetFramework

LBTH NET LA,

MemoryUsage

T Windows B Kinesis R FEHAHNRNEFEE (MB),

B iEEN
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CPUUsage

LR REY Windows CPU FIBZEE oLk, #li0 |, 0.01 RR 1%0

Instanceld

R IEA T Windows B Kinesis X2 IEfE Amazon EC2 324 EiZ1T , W48 /R Amazon EC2 3E4l
IDo

InstanceType (string)

Amazon EC2 £#HIZ2E & ( 218 Windows Kinesis {X 32 2 F 1 Amazon EC2 4l LiE1T ) -

LA, BRATWEEEFA T Windows $EFRHY Kinesis 1S3 51 & & 51 BBV F8 47

EEEN 96
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2 . EAEMAT Windows B Kinesis {X¥E4F JSON BE
H = E 5w E Amazon S3

BN E T FH Amazon Kinesis Agent Microsoft Windows (Kinesis fVI2) R EHIEE B XML

o
THEEREUATIR

+ {8 Windows MRAESF JSON Kinesis B B & X7 RN 1& fi ElAmazon Simple Storage Service
(Amazon S3)i&3d Amazon Kinesis Data Firehose, BX&HTF Windows B Kinesis XEHE S
S 4R Amazon Kinesis Analytics ? o

s ERANfEHmE , FARNREMIEREBERE,. EXEZELR | BSH BB EWEFEM,
« fEFAmazon Athena# R4 EXR B MW B EidFK.

Prerequisites

MREEEE AWS Ik |, BIERBIZE AWS K RKIRE—

4

© M
S

2 1: it AWS R
B2 Z&, BEMNETEHT Windows Biz1TE
% 3: 7£ Amazon S3 F & B EHIE

- BESR

Y

Nil

SR 1 BIE AWS BRSS

HATU T SBKMAEZIRE | LUEME A Amazon Kinesis Agent ¥ B & #3E R £ % 2 Amazon Simple
Storage Service (Amazon S3), BXREZEEMEREZM , FSRHE | ¥ JSON HEXH R LM

Z| Amazon S3.

FH AWS ER24I A B & AWS Identity and Access Management (IAM), Amazon S3. Kinesis Data
Firehose ##L & #» Elastic Compute Cloud (Amazon EC2) , LAE AR B EBIEM EC2 EHIFH N 1/£
1 2 Amazon S3,

£}
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https://docs.aws.amazon.com/AmazonS3/latest/gsg/
https://docs.aws.amazon.com/AmazonS3/latest/gsg/
https://docs.aws.amazon.com/firehose/latest/dev/
https://docs.aws.amazon.com/athena/latest/ug/
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- BE IAM XBENAE

812 Amazon S3 Ef

817 Kinesis Data Firehose &5

8122 Amazon EC2 EHILE1TE A T Windows B Kinesis X2

EEEZ

BE IAM XEMNAE

BIEBLATREE | ZEKBEREN Windows Kinesis Agent ’fid &£ #i 24 E M Kinesis Data Firehose
fRHR

"Version": "2012-10-17",
"Statement": [

{
"Sid": "VisualEditorl",

"Effect": "Allow",

"Action": [
"firehose:PutRecord",
"firehose:PutRecordBatch"

1,

"Resource": "arn:aws:firehose:region:account-id:deliverystream/log-
delivery-stream"
}
]

Replaceregion , 87 AWS X E# , ZXERNEHE A L Kinesis Data Firehose 2 #iift ( us-
east-1, 5l ) . ¥ account-id BN/ EHEPLIREH RN AWS KPR 12 1K 1D,

HESMER | BEXE  RARXEFH L. BIAERN 12 AHFKFS (D) REREXFFOLSNE
i 3ot

FRAUTERECERE, NRBHEN log-delivery-stream-access-policyo

BE IAM KBANAE 98
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£/ JSON 2R B 4w 48 25 O 2 SR BE

1.

Xk AWS BEZE A , HEI L TMUEITH IAM $#8&]4 : https://console.aws.amazon.com/
iam/,

EEMNSMEESD |, i£#F Policies (RH#E).

WRIX 2 EIRER Policies , & &R Welcome to Managed Policies TWH. #%# Get Started

o

ETEMTNER , #%3F Create policy (BIZEZKE).
1%E$% JSON &I+,

WA JSON FHEM#, Ax IAM XKEBESHWIEAFEE , HSHEIAM JSON FHESZHMWIAM BF
fEF.

TG  AREE R, KERIEEFRREEMEEER.

® Note
BB E AT b miERR A JSON I~z E )R, ER , IRBHITERRERES
REEFH AL RESFETRH |, IAM A2 AREN KR EM XN T REIRHIT
Rit. BXEZELR , BSH ., AERBEEWPHIAM AFERE.

£ Review policy (BEEXE) MHE L , AEIZHN KM A Name (B #5) F Description (#iR) ( 7
%), EEREBEUEELANRBRETHNR. A , ERUBRRBIURTFENIHE,

BE IAM ZEBENAE 99


https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_policy-validator.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_policies.html#troubleshoot_viseditor-restructure
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Create policy o 2

A policy defines the AWS permissions that you can assign o a user, group, of role, You can create and edif a policy in the visual editor and using JSON, Leam more

Visual editor JSON Import managed policy

“Version": "2812-18-17",
“Statement™: [

{
*5id": "VisualEditerl™,
"Effect™: "Allew”,
"Action™: [
“firehose:PutRecord”,
“firehose: PutRecordBatch”™
1.
"Resource™: "arn:aws:firehose:us-east-1:812345678981 deliverystrean/log-delivery-stream™
}

Cancel Review policy

#12 [ Kinesis Data Firehose & F Xt S3 F#ENIHRNXENAE

1. BIFEAL—TRE , B MEAMT JSON EXME RN firehose-s3-access-policy MK
B

"Version": "2012-10-17",

BE IAM XA E 100
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"Statement":

L

"Effect": "Allow",

"Action'
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

1,

|:[

AbortMultipartUpload",
GetBucketLocation",
GetObject",

ListBucket",
ListBucketMultipartUploads",
PutObject"

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:: :bucket-name/*"

"Allow",
[

"logs:PutLogEvents"

]
},
{
"Effect":
"Action":
1,

"Resource": [

"arn:

aws:logs:region:account-id:log-group

group:log-stream:firehose-error-log-stream"

]

:firehose-error-log-

£ bucket-name BN 17 B SN —FEMEM. Replaceregion (FEHFPOIE

CloudWatch Logs A1 HERA AWS XH ) . ENATIERAEET Kinesis Data Firehose F%K
FERA&EE Amazon S3 R EMEA4EIR. ¥ account-id BN FERHPREZBEANA
EROIKFH 12 2K 1D,

& IAM RIEMAE
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A policy defines the AWS parmissions that you Can assign 1o 3 user, group, of rple. You Can create and it 3 policy in the visual editor and using JSON, Leam more

Visual editor JSON Mpodt managed policy
“{
“Version™: "2812-18-17",
“Statement™:
[

"Effect™: "Allow”,

“Action™: [
“s3izabortMultipartUpload™,
"s3: BucketLocation"”,

tBu ltipartUp |
PutDbject
1.
"Resource”: [
"arn:aws:s3:: imycompanyname-streamned-logs -bucket™,
“arn:aws:s3:: :mycompanyname-streamed-logs-bucket/*"
1
¥,
{
"Effect”: "Allow™,
“Action”: [
"logs:PutLogEvents”
1
“"Resource™: [
“arn:aws:logs:us-east-1:812345678981: log-group: firehose-error-log-group: log-stream: firchose-error-log-stream”
]
}

]
}

Cancel Review policy

£ IAM Z2HENSMEREF , £1F Roles , A/Fi1E$R Create role,

ERAWS REABER | REIEEKInesisiRS .

1% Kinesis Data FirehosefE N Aifl , REIEEREFL : R,

EERES |, W Afirehose-s3-access-policy , EFRZKE , REEERE
£ Role name (A&& %) ¥ , # A firehose-s3-access-role,
EFRUEAE,

N o g &~ 0 b
W
H}
¥

BIEE5FIZ1T Kinesis Agent B EC2 SR EBIE EX BN AR

1. £ IAM Z£HENSMERF | %% Roles , AJF1E#F Create role,
HEREAWS REAEER | AFIEEEC2,

EEREE . R,

HEHERES |, WA log-delivery-stream-access-policy,

w0 DN
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5. EERERME , ARREREL  ¥&.

6. 7£ Role name (A& &%) 9 , M A kinesis-agent-instance-role,

7. ERNEARAG,

B2 Amazon S3 FiE 1§

#12 Kinesis Data Firehose TE AR 1L % B EH S3 FiE i@,
BIEA T BEFMEN S3 FWE

1. BT MULITFF Amazon S3 ##& : https://console.aws.amazon.com/s3/o
2. i%&3#% Create bucket (BIEEZ ).

3. % Bucket name (FEEEM) EF , MALELE IAM KM A S RERFNE— S3 FHES
*/Jl_\o

4., EBRNOIEBE#BNXE, XBFEEZITETEHEPBEIZE Kinesis Data Firehose & #iiF Amazon
EC2 SLHIf X1+ = o

5. &EBIE,

#1172 Kinesis Data Firehose & %7

BIEFE RN ICFKIFMEE Amazon S3 FH Kinesis Data Firehose &%
#1172 Kinesis Data Firehose & #ii

1. $TF Kinesis Data Firehose %A , Pk https://console.aws.amazon.com/firehose/o

2. 1%&#% Create Delivery Stream,
3. 7 Delivery stream name (%Z#R& ) 1+ , # A log-delivery-stream,
4. XF Source (JR) , Bi%&#F Direct PUT S H MR,

B2 Amazon S3 i@ 103


https://console.aws.amazon.com/s3/
https://console.aws.amazon.com/firehose/
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New delivery stream (2]

Delivery streams load data, automatically and continuously, to the destinations that you specify. Kinesis Firenose resources
are not covered under the AWS Free Tier, and usage-based charges apply. For more information, see Kinesis Firehose
pricing.

Delivery stream name* log-delivery-stream

Acceptable characters are uppercase and lowercase letters, numbers, underscores,
hyphens, and periods.

Choose source

Choose how you would prefer to send records to the delivery stream.

Firehose data flow overview

Source Firehose delivery stream Destination
Source Processed
opnh | — records records — | ODD

DOD| PRB
DOD | BRB !

““““ Optional

Source* @ Direct PUT or other sources
Choose this option to send records directly to the delivery stream, or to send records from
AWS loT, CloudWatch Logs, or CloudWalch Events.

Kinesis stream

L AV SV SV S S SV S S S S S S S N

1%#E Nexto

BRiER Next (T —%),

XFB#r , EFEAmazon S3.

tF S3 bucket (S3 77 M) , EFMEELIE Amazon S3 FHE i I EMNEHEBHN B

© N o o

#I# Kinesis Data Firehose & #i# 104
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Select destination (2]

Destination* ® Amazon S3 @
Amazon Redshift €
Amazon Elasticsearch Service €
Splunk €

Firehose to S3 data flow overview

Source Firehose delivery stream S3 bucket

Source Processed
B B B —* | records .I:E-G-D-r(-j?------. — g:
D D D [a @ @ (destination)

S3 bucket

________________________ B

(optional backup)

------ Optional

53 destination

83 bucket® mycompanyname-streamed-log... * - Create new

View mycompanyname-streamed-logs-bucket in 53 console &

Prefix

i ]

L
]
14]
(]
1]

* Required Cancel Previous m

9. & Nexto

10. 7£ Buffer interval (&4 [EFR) EH , HA 60,

11. 7£ IAM role (IAM &) T , 1£4% Create new or choose (FTERiEF).
12. X¥F IAM role (IAM A& f2) , #%#% firehose-s3-access-role,

#1% Kinesis Data Firehose £ %% 105
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13. 1&# Allow,

#1% Kinesis Data Firehose £ %% 106
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Configure settings (2]

Configure buffer, compression, logging, and 1AM role settings for your delivery stream.

S3 buffer conditions

Firehose buffers incoming records before delivering them to your S3 bucket. Record delivery will be triggered once either of
these conditions has been satisfied. Learn more

Buffer size® 5 MB

Specify a buffer size between 1-128 MB

Buffer interval® 60 seconds

Specify a buffer interval between 60-900 seconds

S3 compression and encryption

Firehose can compress records before delivering them to your 33 bucket. Compressed records can also be encrypted in the
53 bucket using a KMS master key. Learn more

53 compression® @ Disabled
GZIP

Snappy
Zip

53 encryption® @ Disabled
Enabled

Error logging

Firehose can log record delivery errors to CloudWatch Logs. If enabled, a CloudWatch log group and corresponding log
streams are created on your behalf. Learn more

Error logging® Disabled
® Enabled

IAM role

Firehose uses an 1AM role to access your specified resources, such as the S3 bucket and KMS key. Learn more

IAM role* firehose-s3-access-role

inesi i Create new or choose
812 Kinesis Data Firehose 1 {7 L = 107
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14. 1% Next,
15. #%&$% Create delivery stream (B2 & #7R)o

2|2 Amazon EC2 £fILIZ1TE A F Windows B Kinesis X3
BIZ A Windows Kinesis Agent @33 Kinesis Data Firehose =\ & i B 12 % EC2 =41,
Bl EC2 £

1. B LT MuLiTFF Amazon EC2 #2#l& : https://console.aws.amazon.com/ec2/,
2. 1&B Amazon EC2 Windows SEAIATTHRMRAEE , HERUTHASR :

o XITFEHIEY IAM role (IAM BE) , #%# kinesis-agent-instance-role,

. MREBEEEEZEFHEMA 2 Virtual Private Cloud (VPC) , BB A Amazon EC2 #1T
& EHPHERT Windows E4I#9 Amazon EC2 AAF 1B,

. ﬁlﬁijﬂ%ﬁﬁ NEEH | ZRSARATFNENITENHELNITENHRKSG, BXRESE

B #EZR . £/ Amazon EC2 #1Ti%EFHIER F Windows =4Iy Amazon EC2 A F#8
ﬁo

- MBFREENEZRAXN , BHEAENHRZAXNNALERH, & , QIBFTNZEN |, HHELE
ZRHREELZSME,

- BB, BEERIESTHEEFBEIETRARE,

s BHERBIEE—NNE IP Htilit, MBEARDE— , BIERREM IP #tat AAIER T Windows
LAY Amazon EC2 A i8/.

PR 2: 7K, BEMEITERT Windows 1T E

FT]2: &, BEMNZTERT Windows iz 1T

EHSTRE | BEA AWS EERGH A ZEEZDEELE Amazon EC2 6| ELUZ1TE A T Windows
# Kinesis {XI2, RJE , B XH| L% % Microsoft Windows B Amazon Kinesis Agent , 4 Windows
BIZEME ' Kinesis Agent WELEXH , HEILRLRS,

\

1. @)X Remore Destorage Destorage Destorage Destorage Data (RDP) = #93 BR R 4 SRIZ 12 i 32
B2, S 2: EEEIEHEHIFEER T Windows 3=4I#9 Amazon EC2 AAF 5/,

B Amazon EC2 E4ILLUE1TER F Windows B Kinesis {CE 108


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/EC2_GetStarted.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/get-set-up-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/get-set-up-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/get-set-up-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/elastic-ip-addresses-eip.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/EC2_GetStarted.html#ec2-connect-to-instance-windows
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2. TEXHIE , $£A Windows Server Manager 1 A P MIE 2 i 22 A Microsoft Internet Explorer 1§58
NEZ2BE. BXEZELR |, 155K Microsoft TechNet Pk £ #9 Z1aI>< [ Internet Explorer 858
NELBE,

3. EXRflL , RENEEERT Windows B Kinesis KB, EXEZEE , B 2 EEHT
Windows B Kinesis X,

4. TEXRHILE , FAIBEARN Windows BLE X H LI Kinesis K3, fFtXHREE
%PROGRAMFILES%\Amazon\AWSKinesisTap\appsettings.json. R’ TRBRNNELE
BEXHF

{
"Sources": [
{
"Id": "JsonLogSource",
"SourceType": "DirectorySource",
"RecordParser": "SinglelLineJson",
"Directory": "C:\\LogSource\\",
"FileNameFilter": "*.log",
"InitialPosition": @
}
1,
"Sinks": [
{
"Id": "FirehoselLogStream",
"SinkType": "KinesisFirehose",
"StreamName": "log-delivery-stream",
"Region": "us-east-1",
"Format": "json",
"ObjectDecoration": "ComputerName={ComputerName};DT={timestamp:yyyy-MM-dd
HH:mm:ss}"
}
1,
"Pipes": [
{
"Id": "JsonLogSourceToFirehoselLogStream",
"SourceRef": "JsonLogSource",
"SinkRef": "FirehoselLogStream"
}
]
}

SR|2: 2, WENSITERT Windows iz TRE 109


https://blogs.technet.microsoft.com/chenley/2011/03/10/how-to-turn-off-internet-explorer-enhanced-security-configuration/
https://blogs.technet.microsoft.com/chenley/2011/03/10/how-to-turn-off-internet-explorer-enhanced-security-configuration/
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RAriEmE

XS ELE N Windows Kinesis Agent JA %% JSON #& =K B &12FkMc:\logsource\ B &

( source ) &R Kinesis Data Firehose &%t ( & F1log-delivery-

stream ( sink), £

FEXEFRBEFHRNEHE Kinesis Data Firehose 281 , 2FERAHANTINNR/EX (28iTEN

BT EE ) X HE#EITHE,

5. 12 c:\LogSource\ B , ¥}{# A Notepad HEiZB ZFRIEZEEUTHNEMN test.log X

% -
{ "Message": "Copasetic message 1", "Severity": "Information" }
{ "Message": "Copasetic message 2", "Severity": "Information" }
{ "Message": "Problem message 2", "Severity": "Error" }
{ "Message": "Copasetic message 3", "Severity": "Information" }

6. TEIRFH PowerShell 2FH | FHU T &S B3) AWSKinesisTap RS :

Start-Service -ServiceName AWSKinesisTap

7. FRANXHREREEES , S ZE SPROGRAMDATA%\Amazon\AWSKinesisTap\logs B, {IF &

ME BB, BEXHFNRUTUTAR :

2018-09-28 23:51:02.2472 Amazon.KinesisTap.Hosting.LogManager INFO
factory Amazon.KinesisTap.AWS.AWSEventSinkFactory.

2018-09-28 23:51:02.2784 Amazon.KinesisTap.Hosting.LogManager INFO
factory Amazon.KinesisTap.Windows.PerformanceCounterSinkFactory.
2018-09-28 23:51:02.5753 Amazon.KinesisTap.Hosting.LogManager INFO

factory Amazon.KinesisTap.Core.DirectorySourceFactory.

2018-09-28 23:51:02.5909 Amazon.KinesisTap.Hosting.LogManager INFO
factory Amazon.KinesisTap.ExchangeSource.ExchangeSourceFactory.
2018-09-28 23:51:02.5909 Amazon.KinesisTap.Hosting.LogManager INFO

factory Amazon.KinesisTap.Uls.UlsSourceFactory.
2018-09-28 23:51:02.5909 Amazon.KinesisTap.Hosting.LogManager INFO
factory Amazon.KinesisTap.Windows.WindowsSourceFactory.
2018-09-28 23:51:02.9347 Amazon.KinesisTap.Hosting.LogManager INFO
factory Amazon.KinesisTap.Core.Pipes.PipeFactory.
2018-09-28 23:51:03.5128 Amazon.KinesisTap.Hosting.LogManager INFO
factory Amazon.KinesisTap.AutoUpdate.AutoUpdateFactory.
2018-09-28 23:51:03.5440 Amazon.KinesisTap.Hosting.LogManager INFO
counter sink started.
2018-09-28 23:51:03.7628 Amazon.KinesisTap.Hosting.LogManager INFO

Registered

Registered

Registered

Registered

Registered

Registered

Registered

Registered

Performance

KinesisFirehoseSink id FirehoselLogStream for StreamName log-delivery-stream

started.

SR|2: 2, WENSITERT Windows iz TRE
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2018-09-28 23:51:03.7784 Amazon.KinesisTap.Hosting.LogManager INFO Connected source
JsonLogSource to sink FirehoselLogStream

2018-09-28 23:51:03.7940 Amazon.KinesisTap.Hosting.LogManager INFO DirectorySource
id JsonLogSource watching directory C:\LogSource\ with filter *.log started.

WEEXHERRESERS , HEIMEEEM c:\LogSource\ B ZWEBFIEFEK. F—1THK
R —N JSON MR, iHEN B BHNR/EXNFFIMETINRF. AEEERN &R

Fl Kinesis Data Firehose.

8. BE—MI®E , Amazon S3 MEIEEBIZE Amazon S3 FFEEFEA AWS EBZE &, WREES
A LiEE T EERXiE,

EZEEED , B MY EONXHR, THFZXHRUAEREE A B XHR, THFEZX
BRUERERWXMFR, HFZXHERUERYF/NT (A UTC RR ) XXX, TFEXH
RKUUER—PMREZNMUEH log-delivery-stream FFLHIE,

*

Owverview

Q
+ Create folder US East (M. Virginia) &
Viewing 1to 1
Hame Last modified Sipe Storage class
[ log-celwery-stream-1-2018-00-28-23-51-05-07200477-b500-4205-b471-bec 44c Sep 28, 2018 45211 PM GMT-0700 45808 Standard
Viewing 1to 1

9. IFZRIMUEMNNBLUEINB TR E K FMEAE Amazon S3 AT T ATFER B, WMR—1]
BEER, IREFERRUTUTRE

{"Message":"Copasetic message 1","Severity":"Information", "ComputerName":"EC2AMAZ-
ABCDEFGH","DT":"2018-09-28 23:51:04"}

{"Message":"Copasetic message 2", "Severity":"Information", "ComputerName":"EC2AMAZ-
ABCDEFGH","DT":"2018-09-28 23:51:04"}

{"Message":"Problem message 2", "Severity":"Error", "ComputerName":"EC2AMAZ-
ABCDEFGH","DT":"2018-09-28 23:51:04"}

{"Message":"Copasetic message 3", "Severity":"Information", "ComputerName":"EC2AMAZ-
ABCDEFGH","DT":"2018-09-28 23:51:04"}

10. BXBRUTEMRIBENEER , BSRE XN HE Windows B9 Amazon Kinesis 13 5F 3 fF 2 -

« Windows BEXHF I ELEIR,

SR 2. RE, BEMSTEAT Windows HIZETRE 111
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» Amazon S3 R FIE XK B T 1FETE.
+ Amazon S3IMEMABAREHA,

RELR

$HIB 3: 1£ Amazon S3 H & B EHIE

1% 3: £ Amazon S3 &R BHEEIE

£t Amazon Kinesis X E Windows Wi —F#Hizd , &FE A Amazon Athena &if) Amazon
Simple Storage Service (Amazon S3) F 2% B EEHIE.

1. M https://console.aws.amazon.com/athena/ ¥TFF Athena 2 #1&,

2. EEMS (+) QIEFNEREN.

New query 1+
£ Run anm RANSI SQI . ive Data Definition Language (DDL sTatement g

iew from query Format query Clear

Results

3. HEEHBEOFRBALLTIAK :



https://console.aws.amazon.com/athena/home
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CREATE DATABASE logdatabase

CREATE EXTERNAL TABLE logs (
Message string,
Severity string,
ComputerName string,
DT timestamp

)
ROW FORMAT SERDE 'org.openx.data.jsonserde.JsonSerDe'

LOCATION 's3://bucket/year/month/day/hour/"

SELECT * FROM logs
SELECT * FROM logs WHERE severity = 'Error'

F bucket B RIEIELIZE Amazon S3 FiE @RI ENFH BN S
.o Replaceyear. month, dayMhours 58 Amazon S3 HEX #HHIeIZAtE ( A UTC &
) RRE, A, BANEL,

4. 3%# CREATE DATABASE EBEAMINXZA , ARFERE Run query (Z1T&E ), 1XIF7E Athena H &
IU\Z&EJEO

5. %3#¥ CREATE EXTERNAL TABLE BAIMINA , AFB%EE Run query (IB1TEH). XFHeIE—1
Athena & , Z&XER BEHIESI A S3 F6E1@E , HIF JSON BIZEMRETE| Athena REVEEM,

6. EEHE— SELECT BAMNXAE , AFBEERE Run query (B1TEH). XFEREKPHMET.

$I% 3: /£ Amazon S3 &l B EHRE 113
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RAriEmE

New query 1 & New query2 @ +

CREATE DATABASE logdacabase

CREATE EXTERMAL TAELE logs |
Message scring,
Severicy acring,
Computeriams scring,
DT timescamp

)
ROW FORMAT SERDE ‘org

enx.data.jsonserde. JaonSerDe!

LOCATION '"23://mycompanyname=streamed=logas=bucket/2018/08/28/23/"

SELECT * FROM leogs

SELECT = FROM logs WHERE severit

wom 'Ery

¥

m Save as Create view from query

aul

Results

message
1 Copasetic message 1
Copasetic message 2

Problem message 2

= oW P

Copaselic message 3

severity
Information
Information
Error

Information

(Run time: 1.39 seconds, Data scanned: 0.46KE)

computername

ECZAMAZ-KTUSTTT
ECZAMAZ-KTUSITT
ECZAMAZ-KTUSITT
EC2AMAZ-KTUSITT

Format query Clear

dt

2018-09-28 23:51.04.000
2018-09-28 23:51:04.000
2018-09-28 23:51:04.000
2018-09-28 23:51:04.000

7. IEFE_A SELECT IBAMXAE , RF1ERE Run query (B1T&E#H). XNERKFRTER
Error KB EMH BRIEFNT. LEEFRANTHERANBRCRETEREBMHAEFIZR,

%8 3: £ Amazon S3 & B EEHIE
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RAriEmE

New query 1 @ New query 2 @ +

CREATE DATABASE leogdacabass

CREATE EXTERMAL TABLE logs= |
Measage atring,
Severity string,
ComputerName string,
DT timestamp

]

SELECT = FROM logs

m Save as Create view from query  (Run time: 1.8 seconds, Data scanned: 0.46KE)

Results
message severity computername
1 Problem message 2 Error EC2AMAZ-KTUSITT

IFEEA

£/ AWS EEREF BB RAHEP CIRVTIR :

1. 1k EC2 34l ( 8 Amazon EC2 Windows EFIA RIS 3 ) o

/A Important

MREBHNKRFIREAWS ZREE , WEFENKFIZAHRXTER , EF

Blo

2. MBR Kinesis Data Firehose 1&#i o

Format query Clear
B]
dt
2018-09-28 23:51:04 000
R IR

#TFF Kinesis Data Firehose ##l#& , Wit Jyhttps://console.aws.amazon.com/firehose/o

a.
b. EREBIEMNL TR

%% Delete,

d. %% Delete delivery stream (M BR4& #i57)o

o

W
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https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/EC2_GetStarted.html#ec2-connect-to-instance-windows
https://aws.amazon.com/free/
https://console.aws.amazon.com/firehose/
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3. Bk S3 F#ME. BXHEA , BSHEW{AHIBR S3 74 ? FHIAmazon Simple Storage Service
BHERAFERE.

BXEZEE , BSAUTER :

J % Windows Bt Amazon Kinesis iz 1T{4IE
4 2 Amazon Kinesis Data Firehose ?
« ff4 & Amazon S3?

« £ 42 Amazon Athena ?



https://docs.aws.amazon.com/AmazonS3/latest/user-guide/delete-bucket.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
https://docs.aws.amazon.com/athena/latest/ug/what-is.html
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& X ER Windows B9 Amazon Kinesis 18R 5% X fif &

BERBUAT YRS M H 4 IER A& R T Microsoft Windows B Amazon Kinesis 132 F2 FF B #9 ]
=,

£l

- REBENRESRSFRAAL BTN AWS RS

- MBNBEERSEX

- BREIENEATHIRERX

o MERERIE

- WEZRTE

- WEHKRIE

REBEBREMNEHI RSB RN A HBITAERH AWS RS
Symptoms

YR EREE NMNERATF Windows B Kinesis RIBEWHEE RN S AWS REFIREENEE, =
HRIEFRE | TR EREHRE.

Causes

BAEMURNERNSS B R

« R, BEUERSEEREFER,

« SEAT Windows ¥ Kinesis X2 # & 13 10 UL & T IE 85,

» Windows Kinesis X2 R INELE T E#,

« DirectorySource FEAFRREMN ENRERFELE IR

- 7 DirectorySource FHREE T — M EFEMNEF.

- IEfE[E AWS BRSRMUMETH , AELEL K BEER T Windows Y Kinesis KEHE K.
- BWEBESIABENSRN AWS XKigH R EFENRIR,

« 7 WindowsEventLogSource FERIEE T TR &,

REBENEEDRSZRDALWMEITHIN AWS RS 117
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« AEK InitialPosition {MEFIEE T XRE.

- appsettings.json BEXHREFEZIXHFH JSON £,

- BIEERAEEIE AWS EEEHARERNXETRNXE,

« EAT Windows ¥ Kinesis REREBEZERKIZT,

Resolutions

ERRABBEBAH#HITRCENRED , FHITUTIER -
1. ®E Kinesis KEBREFFAH Windows B E%PROGRAMDATA%\Amazon\AWSKinesisTap\logsHE
Fo BERFRFE ERROR,
a. MRARMBRBIZWES , BRITUATIRME -
. REHIRHEE , HERBRIEWEEH Id.

i. ®&EE %PROGRAMFILES%\Amazon\AWSKinesisTap\appsettings.json BE&XHFH
Id HRMRRBWRBFER , UERERINEREEMEINETAER, BXELER B
%] 3 % %% Windows EgiE@ Amazon Kinesis 21TV E,

iii. 38 1E S48 IR M X W AT B i XA R L
iv. ZIEFZ3h AWSKinesisTap 6, RF , EERFN AEXHUARITERERBEE SFR,
b. RHEIREEIETAKEEEN SourceRef = SinkRef , FHITLL TR
i. IBTEE Id,
i. % %PROGRAMFILES%\Amazon\AWSKinesisTap\appsettings.json BREX#+H5id
TH IdXNNNEEFH, BRN TEESIANRERMZEWEEFH |, SourceRef M SinkRef
BIENNEEBHHERN Id, FEFAHBHERIHERIR, MREEX4PRDRIIZER

22 BEARINEHRH, BXESZER | BSE NHE Windows BLE Amazon Kinesis 1z 1718
H,

ii. ZIERZ3) AWSKinesisTap 3£6l, A , EERFN B EXHLURIIEE AL EHBR,
c. MRERHERTIENMNEN IAM AR AR EZTUATRERE | BHRITUTERE
i. BERERT Windows 9 Kinesis REEEMFEANREEN IAM AFRSHAR, NRTR | BE

BEWSELZeEE , HREERT Windows B Kinesis RIS HRIEMNF , LARREANR
FHEWY IAM BFRSAe,

i. MRFEANEERN IAMAFRSA® , 5FA AWS EBEFARESEZAFPIABCKENEK
B, X FEATF Windows B Kinesis REBIFRINFATE AWS ®R , BREAFSACEGHENE
REHEPEINFIENE, EXEZEE B BEEEN
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iii. FIEMZ3h AWSKinesisTap k#l, AFE , EEEFHWAEZEXHURIEIZLRBEE 2H R,

d. MREEIRE BB RIEMMN SPROGRAMFILES%\Amazon\AWSKinesisTap\appsettings.json
BEXHHIENENRIXNEFEESHER , BIRITUTRE

i. BEFEREXHFPHENRER,

i. WUFENRAKXWEZ. BILNFNETAHATRIFENRESX , B UEARTHSTRE
DirectorySource JRFEBHMENFRER :

cd /D %PROGRAMFILES%\Amazon\AWSKinesisTap
ktdiag.exe /r sourceld

fF sourceld BN EBHERENRIERE DirectorySource JRFEMN Id B/EXNME,
iil. WEREXHPHENRIXHTEMAXENEE , UFEEHER.
iv. FIEFZ 3N AWSKinesisTap K6, RF , EERHNW AEXHUARITRERBEE SFR,

e. MREIRE BB RIEMIT SPROGRAMFILES%\Amazon\AWSKinesisTap\appsettings.json
BEEXHPTEENENREXNNFESHEIR , HEZENREREFEZREEX , BT
AT #]RE -

i EEEXAPRIEKSRFSR,

i. WIFS AWS IRESPAFHEXHB/EN REEFRATEZBRFZNRIEANNBEF. H
0 , CloudWatch Logs A BTN BEFEAENREIXIEENBEFTHE. [\.\-_/#A-Za-
Z®-9]+o

iii. EIERKEBRFANR/ENFTNEALTRER , ABRKRE AWS PEBEE T XERR.

iv. FIEME 3 AWSKinesisTap E£fl, RfF , EERMH BESXHURIEEERBERE SR,
f. MRBRHEETATSHENERRDSUMITEMBIRTIZWR S | FHRITUATERE :

i ERRTEWEEN Id,

i. %25 %PROGRAMFILES%\Amazon\AWSKinesisTap\appsettings.json MEXHFE
BT Id EEMNRRFEWETFH,

ii. EFRBEWERF AP RENR/EYN , SHEXZERSI[REN 7B Windows ELiE Amazon
Kinesis iIZ{TUE XEFRRSIZWERRBEBRETLR, FRDOEFALFRAEX LR
RIHWERF AP,

iv. fZIEFB 3 AWSKinesisTap 3Efil, AFE , EERFNBENMHURITEEERBERZEEHER,
g MRBREEETERERER , BHITUTRIE

i. 7£ %PROGRAMFILES%\Amazon\AWSKinesisTap\appsettings.json BEXHFKEIT
Resolutions?f(ﬁ"] E i% 1‘/]'_\0 119
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i. BRIELBRREFEATENRIALME BENX M.
ii. EEEREXHHIEEN B RENPNEAHEHE R,
iv. LM E3h AWSKinesisTap k#l, A5 , EEEFHWAZXHURIEERERB S 2R,
h. MREBRBEEERENERAEE -
i. ¥ Zl SPROGRAMFILES%\Amazon\AWSKinesisTap\appsettings.json Bi& 3 #HERK
FRE AR A EFEENRRN TR A,
i. B AWS EEEHAEREWRFHPREANER AWS KEHHRIRR, FESEREXH
HIEEMNABHITHR,
iil. EREEXHPRERKRFER  FEEBEBNRIRE MM EBNXSE,
iv. ELEFZ3) AWSKinesisTap &6, AE , EERFNEEXHLURIIE B HERE S ER,
i. WMREIRHEEREE WindowsEventLogSource EREN , BT TIRME :

. £ %PROGRAMFILES%\Amazon\AWSKinesisTap\appsettings.json BEEX#+H , & Z
SHERHEEFHMENAESHERE Id B9 WindowsEventLogSource FBi,

i. WIBRFBAS Query BEXNMERERE SHEHRFEH XML,

iii. N EWHITEMERAERLRFEINE,

iv. fFLEME3h AWSKinesisTap kfl, AR5 , EEEFHWAFZXHURIEEERB IS 2R,
. MREREEETREELTRNIBAE , FHITUTERE

i. £ %PROGRAMFILES%\Amazon\AWSKinesisTap\appsettings.json BEXH+ , K
SHREEFHMENBRESHER Id WRFH,

i. ESURFBER InitialPosition B/ENWEUFEATE , WHLREHRFR,
iii. f=IEFM/Z 3 AWSKinesisTap £fl. ARE , EERFNAENNHURIEEREERBEZECHER,

2. 1R %PROGRAMFILES%\Amazon\AWSKinesisTap\appsettings.json EEXH#&F4S JSON
2,

a. EHTRAFEQS , BANTT

cd /D %PROGRAMFILESS%\Amazon\AWSKinesisTap
%PROGRAMFILES%\Amazon\AWSKinesisTap\ktdiag.exe /c

b. EIEfE A SPROGRAMFILES%\Amazon\AWSKinesisTap\appsettings.json E& XM
SR eGP

c. BIEFF 3N AWSKinesisTap £fl, RE , EERFNAEXHURIEEERFEZECHER,
3. ENHFRFERLF AL HKRMEFMAN B EIERKER.
a. ¥ %PROGRAMFILES%\Amazon\AWSKinesisTap\nlog.xml BEEXHEHLAUTRHSA :
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<?xml version="1.0" encoding="utf-8" ?>

<nlog xmlns="http://www.nlog-project.org/schemas/NLog.xsd"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://www.nlog-project.org/schemas/NLog.xsd NLog.xsd"
autoReload="true"
throwExceptions="false"
internallLoglLevel="0ff" internallLogFile="c:\temp\nlog-internal.log" >

<l--
See https://github.com/nlog/nlog/wiki/Configuration-file
for information on customizing logging rules and outputs.
-——
<targets>
JIpE
add your targets here
See https://github.com/nlog/NLog/wiki/Targets for possible targets.
See https://github.com/nlog/NLog/wiki/Layout-Renderers for the possible layout
renderers.

-—>

<target name="logfile"
xsi:type="File"
layout="%${longdate} ${logger} ${uppercase:${level}} ${messagel}"
fileName="${specialfolder:folder=CommonApplicationDatal}/Amazon/
KinesisTap/logs/KinesisTap.log"
maxArchiveFiles="90"
archiveFileName="${specialfolder:folder=CommonApplicationData}/Amazon/
KinesisTap/logs/Archive- {#############H#4#4#]} . 1og"
archiveNumbering="Date"
archiveDateFormat="yyyy-MM-dd"
archiveEvery="Day"
/>
</targets>

<rules>
<logger name="*" minlevel="Debug" writeTo="logfile" />
</rules>
</nlog>

b. ZIEMZ 3 AWSKinesisTap kfl, RAEREEFNVAENH , LEEHEHDREEHMEET
LA#S Bh 12 b #0 #R R (B /L

4. AREGEEEE AWS EEEZH A EBXEPRIR R,
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&R T Microsoft Windows #J Amazon Kinesis 1% 2 AFEE
5. B4R Windows Kinesis KB EZEH BIEEIZ1T.
a. £ Windows # , & F 1R , AESHIEHEKR. EE2ITE, RS
b. & AWSKinesisTap fR%
c. NREFE| AWSKinesis B , BERRBRPNHBALEEA T Windows H Kinesis REREF. EHA
F Microsoft Windows B9 Amazon Kinesis {3 A 7.
d. MREBEZERS , FREZBRZIEEEEET. MRKRET , HITHFZBRZINWLETX ( GRE
i) ¥ ABREBFH,

e. BYRE %SPROGRAMDATA%\Amazon\AWSKinesisTap\logs B FH M & B EXHREIEZ
REREERE,

&

%A

H

a:

BEATFEAT Windows 1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.

il

HANBEREN2ER

Symptoms

ERAT Windows B Kinesis R K ZHEHMEL R EMEBIE , BERREEX—LEIE.
Causes

BEMURNERSS BRI !

- REAPZEE
- BEBRSHYEE  BHT AWS RENWHIFBRZERH,
« AWS BREH APl ARERERFIFIRIE L FIMappsettings. jsonBit &3XHF AWS K F R &,

Resolutions
EMREABENESE , FRITUATSE :

1. ZREA PERE PIERNPZINEE. SEMTHREAKAREMESRIE , B Windows Kinesis 1%
BEIEHBEt 20t

2. ERAER T Windows A EBIRE Kinesis B R &I A1 :
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a. BAEAT Windows B Kinesis X EISFRII AR AE M , LHFTIA R Windows EEEERE
Kinesis X3,

b. IR—NMHEMERBEFEEAREFTARENER , FHRESVRENZTHRRIEEHK. AR5, #
EMNBEREVTHEEEPRAEEWBEL XFHMKS PR AL AWS RSEERN RN,

c. BHIRHN , EARBAAEHENERIKE  FRESRHES , ELENSF (UREAH)
d. E#TRAER , L LW Windows Kinesis KEEHAEIEHR , LBRXMIE R E S EIHER,

A% Kinesis Data Streams PRI E ZE LR , 152 [@Kinesis Data Streams BR &l B Kinesis Data
Streams F X ARIER. BX Kinesis Data Firehose [RFINE Z{EE , Sl Amazon Kinesis Data
Firehose PRl

EAT

ZESERTERT Windows 1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.
BEEARNRA T HIRIEX

Symptoms

BiER AR ENENE AWS RS

Causes

RAEHMURNERSSBEA

 appsettings.json BEENX A ZWEFHEMN Format BMEXNWEFER,
« DirectorySource =B RecordParser B/EXNHNET EH,
. £/ Regex iIBFKMEITIEZFH DirectorySource FBAFKENRERNFIER,

Resolutions

BERREXTEBNRA , FHRITUATIR

1. & %PROGRAMFILES%\Amazon\AWSKinesisTap\appsettings.json & X#HHHEKEEE
B,
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2. ARNBNMEWERFRIEE T EWH Format BIEEXE. BXEZFER , B5H BWEFH,

3. MREE DirectorySource FHNFRBELEEEREEIN Format #/{EXIEE xml = json EY
EWES |, FHAXLIRIEE RecordParser BEXNHNUTEZ— :

* SinglelLineJson

* Regex
* SyslLog
* Delimited

HEX@EMEFNETXAR , #AATXEZEFEE XML = JSON AN ERR—EIERE T,

4. f1R DirectorySource REERFEBMAXTILR , BEGFSRAFEORFERAUTITURIE
DirectorySource 7 B3 F 15 E By B (B B AN EE NI RoX X E/MEXS -

cd /D %PROGRAMFILES%\Amazon\AWSKinesisTap
ktdiag.exe /r sourceID

$ sourceID B AU FRBIEE TEM DirectorySource JREHAM Id B/EXNHNE, FIE
ktdiag.exe REFWEA R,

ERAT

ZEEERTERT Windows 1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.

M BE 0] &

Symptoms

ZRHBEA T Windows B Kinesis KB/ , NARFMRSH IR &8,

Causes

BEMURNER2S BRI :

+ 11T Windows Kinesis {EBEW it EHEE EBNRER RN EHMATENEIEE,

s THRENBBEERNEHE —MNHZD AWS RS,

- 3EAT Windows B Kinesis REBEEFHTFEBRIALHE AWS RS , BEXERSESEEREXATH
BiEEE,
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« AT Windows B Kinesis X B IEE B AWS RS HVIRE |, ZKF 8 API B EER S XK.

Resolutions

BRRMEEREE , FHITUTESR

1.

£/ Windows BR4EMBINARFRERNT . CPU, MENMNEERABER. WREEAMA Kinesis
Agent B Windows R ZHMARHE , NEFEE—EXEPEEEFEESIENITEN , E4
BURTFEE,

BRI LAMERTRIE S RER D IE R RIEE ¢

&2 # WindowsEventLogSource EiE F# Query #/EXT,
- BZH LEEERHNEEMRIE,

&2 # Amazon CloudWatch $E#RFEiE , 1§25 CloudWatch W E).

. £ A Windows HaES 125 8 ARFEEE Windows IE#RH Kinesis KB FHE X LR HT(E

fi E| CloudWatch #1238 ( ZHWindows HEIEFFIRH Kinesis X3#), £ Windows 1 EEY #1238 N F
BFEH | & LLR Windows W ESFURA M Kinesis X1t #k85. ©1135# AWSKinesisTap Sinks
(AWSKinesisTap £ 25) 1 AWSKinesisTap Sources (AWSKinesisTap /&) 1T #k85£ 51T,
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RriEmE

@:rlf('r'ﬁ'r'-r.’.'-'l\!-'!
(%) File Action View Window Help
@2 Ew B

- & X

() Performance
+ _g Monitoring Tool

B8 Performance
» % Data Collector Sef
» g Reports

J Add Counters

Available counters
Selact counters from computer:
|<Lud::afrp|.mr} w| [

ASP.NET w4.0.20319

Authorization Manager Applications
AWSKinesisTap

AWSKinesisTap Sinks
AWSKinesisTap Sources

Battery Status

BitLecker W

Browse. |
ASP.NET v2.0.50727 ¥ oA
-
v
-
v
-
v

Instances of selected object:

<l instances >
0

1
2
3

il Search

Add >>

[ show description

Added counters

Parent [nst...

Computer

Ramove <<

oK

M

5:53:24 PM

e |

Show Color Scale Counter

I~

Instance

Parent

Object

Computer

1:40

Bign , EiZ i Kinesis Data Firehose FIME8ERE , FFEFfKinesis Firehose a5 1 BE LT BIER

Resolutions
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{ S‘l
)
ol

]

w

File Action View ‘Window Hglp - &5 =

= | | - ﬂ =
Peformance PR X s 1 ]
@ Monitoning Tools
B Pedformance Monitor -
2 Data Collector Sets L
@ Reports
20
m_
40;
204
]
6:23:12 PM G23:25PM  6:23:35PM  &2345PM B22535PM G2405PM G2&T4PM E2424PM 6:2&34PM 6:24:50 PM
Last sesseeses  Average e e % [y T sesesnees haximum sssssecss  Duration 1:40
Show Color Scale Counter ) Instance Parent Object ()
[+ 1.0 EinesisFirehoseBytesAccepted ryfirehosesink ANSKinesisTap Sinks
[ 1.0 KinesisFirehoselstency myfirehasesink AWSKinesrsTap Sinks
¥ 1.0 KinesisFirehoseMonrecoverableSenviceEmors ryfirehosesink AWSKinesisTap Sinks
[ 10 KinesisFirehoseRecordsAtternpted myfirchosesink ANSKinesisTap Sinks
I 1.0 KinesisFirehoseRecordsFailedMonrecoverable ryfirehosesink AWSKinesisTap Sinks
[¥ 1.0 KinesisFirehoseRecordsFailedRecoverable miyfirehosesink AN5KinesisTap Sinks
" 1.0 KinesisFirehoseRecordsSuccess ryfirehosesink AWSKinesisTap Sinks L
< >

MRFERETRENHEIR , BREFH Windows BEH R Kinesis REFRF. %PROGRAMDATA
%\Amazon\AWSKInesisTap\logs Bk, R KinesisStream & KinesisFirehose #ZUk27

H

TIBRE , HWMITUATIRE -
ﬁﬂiﬁﬂziﬁﬁ%’iﬁ??&ﬁ EESRMEIES |, HEEIES Kinesis BIBRN S EH. BXESE
B iBSR . EFokL. ¥EMHTLERKinesis Data Streams FF XA R B,

ZERS Kinesis Data Streams B9 API BARSI , & E API 1§ 3 2R I8t 18 10 1Z B &)
XKPh, BXEZEER , i55W . Kinesis Data Streams PR % H BKinesis Data Streams FF & A
RiEm,

MRBIBEFRRERELR , FEZERBERIES Kinesis Data Firehose £ ERRS], HE
MR AP BRAEZEIRS , MEREH API BARSI ( i5ZH Amazon Kinesis Data Firehose R

) BB IR ER Y R X A,

BINFNREFRIE R 0 F B E B - hN Kinesis #X Kinesis Data Firehose £ #iRHERRREIG | &
2 Windows Y Kinesis fXEappsettings.jsonEEX#HRIGMFZWRENEVIEZHIERF
T, BN , FAT Windows B Kinesis SBT3 I B 18t BR &,
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https://docs.aws.amazon.com/firehose/latest/dev/limits.html

SEHTF Microsoft Windows Y Amazon Kinesis {32 AriEE

Symptoms
E AT Windows B Kinesis REBEEEZTHITEN L — NS MNEERSN [ ENHEZRIEED,
Causes

REHMURNERSS B ER

« SEAT Windows BEIEREEBE X IEH,
« EAT Windows #J Kinesis (X B A BASIEI B £,
- HEEAMNNAREFIRS EESBREZEE,

Resolutions
EMRHETREE | FHITUTSE

- MR TE Windows BEXHH Kinesis REMNHE FWHAZRTRE , FREENMGER (BE
) %PROGRAMDATA%\Amazon\AWSKinesisTap\logs). BWRFAZSEHREN BEZXH , HBHRAR
EXHEHRNEE, SBaLR4ER T Windows BER Kinesis KB E., REMFARE , H
R mB%PROGRAMFILES%\Amazon\AWSKinesisTap\Nlog. xml & & ¥,

- BREWEHRAINEER , BREMCRIZINEMNZWEEFH, B QueuePath B/BEXNEIFHEERE®
RN EZIRENES | UEEB B ER QueueMaxBatches B/EXNIEENZABEN R, WRELE
HEIX— = , M/ QueueMaxBatches B/EXNWE , LEHRERIMNESEENHME RN ZNER
WAz,

« A Windows X R REESKE S AREZEAXH , HEHIBRZROXH. EREAKRE
REZRNNAEFSRSHEE.

B

H

a:

ZEBRFERTFEATF Windows 1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.
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HESRTE

BRTYRIIE B2/ , B LlfEAktdiag.exeTE | ZTEREEREMFERERT Windows B
Kinesis IR R4t 7 EM Ui 2 M MR R R BAI ThEE, ktdiag.exe TE{ITF %PROGRAMFILESS
\Amazon\AWSKinesisTap H %",

 MREBUNEEREXHEANBEXHEEEABFERBAE , HEA/WTFRUARIEREER
MNEXLEFR, Fl, RIREFLEHH *.log XHBEANBEXHFHEA c:\foo B F. 1T
ktdiag.exe TR , AILEM /w FFXFHIEE B FMIXMFERN :

cd /D %PROGRAMFILES%\Amazon\AWSKinesisTap
ktdiag /w c:\foo *.log

MREEBEABEXM , BRUBRRRCUTUATRRARE L

Type any key to exit this program...

File: c:\foo\logl.log ChangeType: Created
File: c:\foo\logl.log ChangeType: Deleted
File: c:\foo\logl.log ChangeType: Created
File: c:\foo\logl.log ChangeType: Changed
File: c:\foo\logl.log ChangeType: Changed
File: c:\foo\logl.log ChangeType: Changed
File: c:\foo\logl.log ChangeType: Changed

MEREXENREHE  NRXRREBEABENEENARFERSAE  REFZERLEEREMF
=B REA Windows Kinesis VBRI, MREEHIMXHEN@E L , BEB T Windows B Kinesis
REMAKEHENERR , FSREEREMNRESRRSE 0L H BTN AWS RS,

- BENRAEBREARRE , BRIE Windows B Kinesis RERBEEZTSBREM. FH /loginet
FFRERER Logsnet EEARENNARER ; Hl0 -

cd /D %PROGRAMFILES%\Amazon\AWSKinesisTap
KTDiag.exe /log4net c:\foo\log2.log

X&fF Logbnet XMW BAEXHEA c:\foo\log2.log BEH , HERT EMNEZ BT TR
IR BESRE . BAINUEXHEFEREMIEER M KA E S /ML

BiE : -1Im, -1i = -1le

EABBEEATEF iz —REBH BEXHFHBES N :
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-1m

AEXHERRDENBE , NS AERE TR B S,
-1i

Rﬁlﬁl_i&ﬁmﬂggiﬁj— HETW":TJ H/l_,\o
-le

—RAB-—MEBEALUGR AR XRMIAER,
-tn:##

EEBERXREBEAREZEMN##E. BIAMER 1000 ER (18),
-sm: ##

?E}Ff§/|\ HEZ%B E’J##Mo %ﬁl}\ﬁj} 1000 %jﬁo

-bk:number

*EEE_;KEA H /u\% E E’J##O ﬁl}\ﬁjj 1o

- B , BEIE A Windows B4 RENNAREFREA. A /e FF<7E Windows E4HEHFEAR
IU\% E 16“ ZZU .

cd /D %PROGRAMFILES%\Amazon\AWSKinesisTap
KTDiag.exe /e Application

X&FHEERXBEEA Windows NARFEHAE , BEERT—MNE, SR ERERH/EHEE
ELAT M pnikIn
-tn:##

EEREREBEAREZ A8, BRIAMERN 1000 ¥ (1#) .,
-sm: ##

BEESNBEZE##8. MINMER 1000 F15,

-bk:number

?EE_;KEA H lu\%ﬁ E’J##O ?ﬁl}\ﬁﬁ 10
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A Windows @812 Kinesis {tE&

NFRZBHERT , FEENME Windows F#8]2 Amazon Kinesis X, Windows Y Kinesis
Agent SEAEE , AT ESEERRNIREMEZEWKES , fliiDirectorySourcefMKinesisStream,
XN FALSHBERBEBT . BXAERMNBURB[VFAER , HSH N HE Windows ELiE Amazon
Kinesis 21TV,

NFARELNZSR , TeEEEFEAEHIFE ST B Windows B Kinesis RIB, XHH— iz ST

« £/ Regex o Delimited iERMBHEFIT TZE R DirectorySource B , FHE FESH
TERENEEXHPNA,

- BIEHFETNHBEEDL TRNEICRENMEFFTIREETIIEENFIR.

- 1 AWS RSB YT ZIFERES.

£l

- EAT Windows HE#HH Kinesis {XE Al
« 7 Windows ¥ T SEHE Kinesis {K32
X Windows it Kinesis RIBEF
K Windows HHZWERH Kinesis K3

& AT Windows 4 Kinesis XX A

XTEENBHEERKER. MENEGRNBZEREFERANIG , 58EEHE Windows /& 31830
HHYLHIHERE |, FEiEEappsettings. jsonBit & X4,

% Windows B Kinesis fIBREFER |, BEZRBUTIRF#HIT

1. Windows Kinesis X EA#EZ&E B ZHPHEFE ( SPROGRAMFILES%\Amazon
\AWSKinesisTap ) , ATFEKIMIFactory<T>#EOHPE L Amazon.KinesisTap.CoreZF&,
WEEOE X FEAmazon . KinesisTap.Core\Infrastructure\IFactory.cs Kinesis X EZ
FF#9 Windows R,

2. Windows Y Kinesis R EINHE B EXLRNEFEH BARegisterFactorysit,
3. AT Windows B Kinesis fX¥E &k appsettings.jsonBEX 4. N FEEXHEFHENR

AR , BB SourceType M SinkType RAEN. MBHTI WEMEHS SourceType A
SinkType ®#/{EXHHNEME , MFAXLT £# CreateInstance F%, Createlnstance

EAT Windows E##9 Kinesis {CE Al 131
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FEMREMEAMERERN IPluginContext MR &i#E, Createlnstance FENTEEMIDLEA
L

EEEGERIE , LTEQEBANEIMIN KX, ARBEHRESHBIMEE Lo

Windows Kinesis X 21 F https://github.com/awslabs/kinesis-agent-windows.

A Windows ¥ I 3Kk Kinesis I

BB TSEBEEE Windows iEH T B Kinesis X,
A Windows i L] 812 — 1 Kinesis VI

1. BIEE{ER .NET Framework 4.6 B9 C# FEI B,

WX Amazon.KinesisTap.Core BF&EMSI A, WEFEMN T%PROGRAMFILESS\Amazon
\AWSKinesisTapH R2Z/EH Kinesis {LEH# 1T Windows &%,

f#F NuGet Z% Microsoft.Extensions.Configuration.Abstractions BF&.
{8 NuGet %% System.Reactive BF &,
{5 NuGet Z% Microsoft.Extensions.Logging &,

BB NIRSEHE IFactory<IEventSource> SN #EWERSEHE IFactory<IEventSink> W I[™
3, A0 RegisterFactory M CreateInstance /A%,

N

o g bk~ ow

filgn , LTS8 Windows & 4F T/ #Y Kinesis X3 , 2T Sl 4E KBEBENIR

using System;
using Amazon.KinesisTap.Core;
using Microsoft.Extensions.Configuration;

namespace MyCompany.MySources

{
public class RandomSourceFactory : IFactory<ISource>
{
public void RegisterFactory(IFactoryCatalog<ISource> catalog)
{
catalog.RegisterFactory("randomsource", this);
}

public ISource CreateInstance(string entry, IPlugInContext context)

{

7 Windows 4 T 3£HE Kinesis X2 132
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IConfiguration config = context.Configuration;

switch (entry.TolLower())
{
case '"randomsource":
string rateString = config["Rate"];
string maxString = config["Max"];
TimeSpan rate;
int max;

if (string.IsNullOrWhiteSpace(rateString))

{
rate = TimeSpan.FromSeconds(30);
}
else
{
if (!TimeSpan.TryParse(rateString, out rate))
{
throw new Exception($"Rate {rateString} is invalid for
RandomSource.");
}
}
if (string.IsNullOrxWhiteSpace(maxString))
{
max = 1000;
}
else
{
if (!int.TryParse(maxString, out max))
{
throw new Exception($"Max {maxString} is invalid for
RandomSource.");
}
}

return new RandomSource(rate, max, context);
default:
throw new ArgumentException($"Source {entry} is not
recognized.", entry);

}

7 Windows 4 T 3£HE Kinesis X2
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RAriEmE

3

BAFEEBEI LOBTEXBMWEHIAT , switch BT CreateInstance HEHE

BERET (ZT ORFRTETRENERE ) | BERXLT RN

using System;

using System.Collections.Generic;

using System.Ling;

using System.Text;

using System.Threading.Tasks;

using Amazon.KinesisTap.Core;

using Microsoft.Extensions.Configuration;

namespace MyCompany.MySinks

{

public class NullSinkFactory : IFactory<IEventSink>

{
public void RegisterFactory(IFactoryCatalog<IEventSink> catalog)
{
catalog.RegisterFactory("nullsink", this);
}
public IEventSink CreateInstance(string entry, IPlugInContext context)
{
IConfiguration config = context.Configuration;
switch (entry.TolLower())
{
case "nullsink":
return new NullSink(context);
default:
throw new Exception("Unrecognized sink type {entry}.");
}
}
}

7 Windows 4 T 3£HE Kinesis X2
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2 Windows @ Kinesis RIEREF

BRBUTSERESEHE Windows IFEHERM Kinesis K,
12 Windows #@# Kinesis X EBEF
1. FSEHE IEventSource<out T> EOMISRMBILARINIRAIEMIE,

Blan | 6EATRBERE L EABEHBIER

using System;

using System.Reactive.Subjects;
using System.Timers;

using Amazon.KinesisTap.Core;

using Microsoft.Extensions.Logging;

namespace MyCompany.MySources
{
public class RandomSource : EventSource<RandomData>, IDisposable
{
private TimeSpan _rate;
private int _max;
private Timer _timer = null;
private Random _random = new Random();
private ISubject<IEnvelope<RandomData>> _recordSubject = new
Subject<IEnvelope<RandomData>>();

public RandomSource(TimeSpan rate, int max, IPlugInContext context)

base(context)
{
_rate = rate;
_max = max;

}
public override void Start()
{

try

{

CleanupTimez();
_timer = new Timer(_rate.TotalMilliseconds);

_timer.Elapsed += (Object source, ElapsedEventArgs args) =>

23 Windows i@ Kinesis KB F
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{
var data = new RandomData()
{
RandomValue = _random.Next(_max)
};
_recordSubject.OnNext(new Envelope<RandomData>(data));
};

_timer.AutoReset = true;
_timer.Enabled = true;
_logger?.LogInformation($"Random source id {this.Id} started with
rate {_rate.TotalMilliseconds}.");
}
catch (Exception e)
{

_logger?.LogError($"Exception during start of RandomSource id
{this.Id}: {e}");

}
}
public override void Stop()
{
try
{
CleanupTimez();
_logger?.LogInformation($"Random source id {this.Id} stopped.");
}
catch (Exception e)
{

_logger?.LogError($"Exception during stop of RandomSource id
{this.Id}: {el}");

}
}
private void CleanupTimer()
{
if (_timer != null)
{
_timer.Enabled = false;
_timer?.Dispose();
_timer = null;
}
}
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N o o bk ow

public override IDisposable Subscribe(IObserver<IEnvelope<RandomData>>
observer)

{
return this._recordSubject.Subscribe(observer);
}
public void Dispose()
{
CleanupTimex();
}

EAXRRHIF |, RandomSource E%HE B EventSource<T> K, RATCERMT IdEM., BAX
TR ZEFEPL  WER B A TREIZINE. EHREHT —HEE T RENSEETERERTR
NEMBIZWEEN S LA, RandomData RET—FAEN , RRKREENREYIRAER,

AR BIL B ELNBE |, 23 E a8 NRRAE 8 BEE.
plan | BEHBENRRTUAENL N TR

namespace MyCompany.MySources

{
public class RandomData
{
public int RandomValue { get; set; }
}
}

EIFLARIE LA .

R FEEHE Windows B Kinesis REH Z&E F.

Bl EHappsettings. jsonBEX |, HFHEME Windows K Kinesis KM ZHEE R,
FIEARFEFHZ 3 Windows B9 Kinesis {KE,

K E L5 Kinesis fXXEH Windows BEXH ( BHELT%PROGRAMDATA%\Amazon
\AWSKinesisTap\logs B % ) AR B E UREH & BREE,

BRBIERE B R AWS RS

BXRWAYT EDirectorySourceThRERLHEMATISE B SN IHEE |, S
M Amazon.KinesisTap.Uls\UlsSourceFactory.cs#flAmazon.KinesisTap.Uls
\UlsLogParser.cs# Kinesis X322 F /Y Windows BB,
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BROMIZRERZNEENRN ARG , ESMAmazon.KinesisTap.Windows
\WindowsSourceFactory.csHlAmazon.KinesisTap.Windows\EventLogSource.csfE
Kinesis XK Windows JEXTE A,

SR Windows 412 IRESHY Kinesis X

BB T SBKEHE Windows 4 EIREEH Kinesis Y,
A Windows ##F1ZU 81722 Kinesis REBREF
1. FERAMBZEENNIE (%W E>XM IEventSink #0O ),

flan , AR EIRES | ZEWERER T SR BE# T B BB RZATHITEMERE  ERE
FEEWIE R,

using Amazon.KinesisTap.Core;
using Microsoft.Extensions.Logging;

namespace MyCompany.MySinks

{
public class NullSink : EventSink
{
public NullSink(IPlugInContext context) : base(context)
{
}

public override void OnNext(IEnvelope envelope)
{
_logger.LogInformation($"Null sink {Id} received
{GetRecord(envelope)}.");

}
public override void Start()
{
_logger.LogInformation($"Null sink {Id} starting.");
}
public override void Stop()
{
_logger.LogInformation($"Null sink {Id} stopped.");
}

}
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}

FEURBIF | NullSink EUWERKME B EventSink K | RACREFIERKERNTREFIIL
#%3 (Bl JSON F XML ) By ZhEe,

2. wWIBLLEIENHIE,
3. FRREFEE£EE4IZ) Windows B Kinesis B & B &,

4. BIEYEHappsettings.jsonBEXH , FHRHEKE Windows B Kinesis RIEBMN LB &,
f5lgn , EEA RandomSource M NullSink BEMIEH , BELUEALT appsettings. json
BEXH :

{
"Sources": [
{
"Id": "MyRandomSource",
"SourceType": "RandomSource",
"Rate": "00:00:10",
"Max": 50
}

1,
"Sinks": [
{
"Id": "MyNullSink",
"SinkType": "NullSink",

"Format": "json"
}
1,
"Pipes": [
{
"Id": "MyRandomToNullPipe",
"SourceRef": "MyRandomSource",
"SinkRef": "MyNullSink"
}
]
}

IELE B2 & )% RandomData FYSEAIRIR , A RandomValue &FE 10 #ZE N 0 & 50 2|
HEENEFE, T©elE—MEZWES | I A RandomData SEHI#%# R JSON, i2%i% JSON RE=E
HFxfl, FRRSEZAAMENIEPHRFII . RandomSource JRZE LK NullSink EUES
3 LA A B Bl i 32
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5.
6.

ZIEREEFHZ3H Windows B9 Kinesis X,

K E Y5 Kinesis fXXEH Windows BEXH ( BELT%PROGRAMDATA%\Amazon

\AWSKinesisTap\logsB X ) LR EEEWBHHEERE,

BREIERE B R AWS BRS. BT R NullSink FRAEEE AWS RS

EREWENEREMN BT EERBIEERSENRIELER,

HHIRYE , B AERROUT T BB

2018-10-18 12:36:36.3647 Amazon.KinesisTap.Hosting.LogManager INFO
factory Amazon.KinesisTap.AWS.AWSEventSinkFactory.

2018-10-18 12:36:36.4018 Amazon.KinesisTap.Hosting.LogManager INFO
factory Amazon.KinesisTap.Windows.PerformanceCounterSinkFactory.
2018-10-18 12:36:36.4018 Amazon.KinesisTap.Hosting.LogManager INFO

factory MyCompany.MySinks.NullSinkFactory.
2018-10-18 12:36:36.6926 Amazon.KinesisTap.Hosting.LogManager INFO
factory Amazon.KinesisTap.Core.DirectorySourceFactory.

2018-10-18 12:36:36.6926 Amazon.KinesisTap.Hosting.LogManager INFO
factory Amazon.KinesisTap.ExchangeSource.ExchangeSourceFactory.
2018-10-18 12:36:36.6926 Amazon.KinesisTap.Hosting.LogManager INFO

factory Amazon.KinesisTap.Uls.UlsSourceFactory.
2018-10-18 12:36:36.6926 Amazon.KinesisTap.Hosting.LogManager
factory Amazon.KinesisTap.Windows.WindowsSourceFactory.
2018-10-18 12:36:36.6926 Amazon.KinesisTap.Hosting.LogManager
factory MyCompany.MySources.RandomSourceFactory.
2018-10-18 12:36:36.9601 Amazon.KinesisTap.Hosting.LogManager
factory Amazon.KinesisTap.Core.Pipes.PipeFactory.
2018-10-18 12:36:37.4694 Amazon.KinesisTap.Hosting.LogManager
factory Amazon.KinesisTap.AutoUpdate.AutoUpdateFactory.
2018-10-18 12:36:37.4807 Amazon.KinesisTap.Hosting.LogManager
counter sink started.
2018-10-18 12:36:37.6250 Amazon.KinesisTap.
MyNullSink starting.
2018-10-18 12:36:37.6250 Amazon.KinesisTap.
MyRandomSource to sink MyNullSink
2018-10-18 12:36:37.6333 Amazon.KinesisTap.
MyRandomSource started with rate 10000.
2018-10-18 12:36:47.8084 Amazon.KinesisTap.
MyNullSink received {"RandomValue":14}.
2018-10-18 12:36:57.6339 Amazon.KinesisTap.
MyNullSink received {"RandomValue":5}.
2018-10-18 12:37:07.6490 Amazon.KinesisTap.
MyNullSink received {"RandomValue":9}.

INFO

INFO

INFO

INFO

INFO

Hosting.LogManager INFO

Hosting.LogManager INFO

Hosting.LogManager INFO

Hosting.LogManager INFO

Hosting.LogManager INFO

Hosting.LogManager INFO

, BRI BEEK

Registered

Registered

Registered

Registered

Registered

Registered

Registered

Registered

Registered

Registered

Performance

Null sink

Connected source

Random source id

Null sink

Null sink

Null sink
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2018-10-18 12:37:17.6494 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":47}.
2018-10-18 12:37:27.6520 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":25}.
2018-10-18 12:37:37.6676 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":21}.
2018-10-18 12:37:47.6688 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":29}.
2018-10-18 12:37:57.6700 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":22}.
2018-10-18 12:38:07.6838 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":32}.
2018-10-18 12:38:17.6848 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":12}.
2018-10-18 12:38:27.6866 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":46}.
2018-10-18 12:38:37.6880 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":48}.
2018-10-18 12:38:47.6893 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":39}.
2018-10-18 12:38:57.6906 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":18}.
2018-10-18 12:39:07.6995 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":6}.
2018-10-18 12:39:17.7004 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":0}.
2018-10-18 12:39:27.7021 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":3}.
2018-10-18 12:39:37.7023 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":19}.

MREBIEFE AWS BREWVEZEWSE , WA XTERFEEER. X TF
FERAAWSBufferedEventSink&3 |, i5Z&#Amazon.KinesisTap.AWS
\CloudWatchLogsSink.csfE&EA T Windows K Kinesis (AR RRBH,
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& F T 85 %k Windows B Amazon Kinesis Agent X471 $£128
3K
API| W7 : 2018-10-15

TRNE 7 XEA F#E Windows B Amazon Kinesis KB F A PSR (A 4).

EH-MEIER-EX E - B F- R EH-MEicxk-BH
FENHERH wINTBX MSI REN A, 2021 £2 R 23 H
BT BFREEANMT

BOEtNAERRBR. XTFiE
WESELE , RN T R HFR
SRIFEE ; B &R
AwsdentialProject ; 53 X &
#if, BITLEMEFHNEE,
FCEE STS XiBLiRT .
BliE VPC Kin T RUAREER
ARERSHHER. NTE
B, ANTEEEM.

BT X EHTET, 8 Amazon S3 2018 F 11 A7 H
NEMBX D KNE,

#HE AR 1.0.0.0.0.0.0.0.0. EAT Windows B Kinesis X 2018 11 A 5 H
0.0.0.0.115 BERFEENE—INMRA,
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For the latest AWS terminology, see the AWS glossary in the AWS General Reference.
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