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https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
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https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_PutDefaultEncryptionConfiguration.html
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REREXH v



HIEEE R AWS loT Device Management FERARER

HEEE

BREERTRGPHRENEREREM, A CEXFENMIZXIZEAR end-to-endi@BF. X¥
THESK , FATAREERE., TESRBEEENYREFEEELN AWS X, eNEHELUZ
&, BEAAMNESR , FEATERDER,

NTE=FRE , SAMBEREBATREAAS, REERNE=TRHECANER. ERHEX
BRMEREENRZGTNREBHZENER | FEFA Cloud-to-CloudE #2788,

ES}

- FEERBEER

« AWS Y #iEE R A SSE

- BIEREEY

RESRHRERE
REERBEEREERAAFSERESEKCEANAEBRE,
RBERIREGH

endpointMcapabilityBELEA THREESKBEERFWIRZ,
endpoint

endpoint RN ZIBERHNEBE O RS,

{
"endpointId": { "type":"string" },
"capabilities": Capability[]
}
Capability

capabilityfXF&xiR & IhEE,

{

"$id": "string", // Schema identifier (e.g. /schema-versions/
capability/matter.On0Offel.4)

"name": "string", // Human readable name

REERKBIEER 12
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"version": "string", // e.g. 1.0
"properties": Property[],

"actions": Action[],

"events": Event[]

JtFcapability##EtEk , E=/MEBE MWK ZIME : propertyaction, fMevent, BiITATE

REXEMGEE,

- Bl RIBRERES , FINTIARTH LS REERE M,

"name": // Property Name is outside of Property Entity

"value": Value, // value represented in any type e.g. 4, "A", []

"lastChangedAt": Timestamp // ISO 8601 Timestamp upto milliseconds yyyy-MM-
ddTHH:mm:ss.ssssssZ

"mutable": boolean,

"retrievable": boolean,

"reportable": boolean

}

o B WHMRITHES , BIWENS LS. BETRLFERBME R,

{
"name": { "$ref": "/schema-versions/definition/aws.name@l.@" }, //required
"parameters": Map<String name, JSONNode value>,
"responseCode": HTTPResponseCode,
"errors": {
"code": "string",
"message": "string"
}
}

s B AR ERIERBELRNICR, RS HpropertyRERYFTAVIRES , BRI EM AL,
SREEFBIEHVITHREE. HABANREER,. SlZEFEHERRSER | URTERSSUNHRERE
#property,

{

"name": { "$ref": "/schema-versions/definition/aws.name@l.0" 3}, //
required

"parameters": Map<String name, JSONNode value>
}

RESHBERER
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FRARER

AWS YT BEEEIHY S

Matter BIERHEK AWS X EBEREEREE=FRUBEZANMBRERS.

BXREZER , BZH M atter BIEEE . FREBFR

RERIREN
ERANBETERATHEIAIRE  endpointHcluster,
endpoint

endpointRNZIRERHNEBEORRS.

{
Ilidll: { Iltypell:llstringll}'
"clusters": Cluster[]
}
cluster

clusterf{ T/ IR INEE,

{
"id": "hexadecimalString",
"revision": "string" // optional
"attributes": AttributeMap<String attributeId, JSONNode>,
"commands": CommandMap<String commandId, JSONNode>,
"events": EventMap<String eventId, JsonNode>
}

MNFclusterBiEBxE , E=Z/TMBHKIZIEB : attributecommand.
EXEMEEE,

- Bl RBRERES , AT IAXTH LS REERE M,

{

"id" (hexadecimalString): (JsonNode) value

}

Fevent, EMfITHTFER

o W MRITHES , SIWENH LS. ST AURAERBREME R,

Ilidll: {

AWS T B R B A ST
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"fieldId": "fieldValue",

"responseCode": HTTPResponseCode,
"errors": {

"code": "string",

"message": "string"

}

s B ARLESERASERNIEREK, BASHattributesKRELYHNRS , BHEEEWEIE ,
SIERFEIEHITEES. HEBMNMELER. SNIFHERRDER , URTERSRUNEER
#attributes,

Ilidll: {
"fieldId": "fieldValue",

HIER AR

RESERZEFARRMRE  DEMRBEL, MRECRAE NHERE |, WERA JSON 2219304
REMAE—REMNEN, BMREXENFRFHERSS 50,0000

CEPAE 32

DRERARBRANGEDENESNEIR, EBITHE , EUUERAEYE. RENSHNRZRBNITA
HATEE, BUEET ARG EREAFAERERENRFNRSEERITEE, BENSHNR
BENTHARTEE  SFRZFAUPITHS TN TURENE S

TERIERTRIZHNSREN,

Capability
I
|-- Action
| -- Event
| -- Property
B’yE

RIERBIDEHRENNE, flan , BRIEFEETH

BRE AR 15
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B4

REKRBRBDENBHHE, RETUREEMHURESH. BRIKREERF (Sl
) BER.
B
RRRBRSTHERMNTME, Fl, #EmERTET TR
BIM R EE - ME—N A Z MR, RAEEREARER, £ ERE RS RE
FaERaEN  BEetiE A,
BREZER , F5H BENENEWY,
REENEW

REEUR—MEAMNERCBERE XA TERENATASNE, BENLT MIAELHMRE
FR. EAREENIE loT R R OB E(LBIERN.

SARBE Y BHE -

- E—HEE ZERRA

« PR

.« R

« EXBEEANYREZEVELE

REFLUREENET , SIMERENRFINBERI TR , LA URERNEN , fINBKERERS
NFRIBEXNR, REENEH JSON RWIEERIEELR , S/ MENBEAE., FHERE
R AR,

BXELEL  BEH LT LEM,
BE N E MR

—UUZhRE R EAFBHMERY JSON MAHIERE , RMHENZIRERSFNETHRNREMR THBOH
Mo

NFXEE , HBTTENSiIdname, extrinsicId., , extrinsicVersionHBEALELUT—NED
FEE—1NTE:

REE IR 16
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* properties
* actions

* events

e AL TER$reftitle, description, version, $defsfextrinsicProperties,
BXRIEE , $refSMSHaws. capability,

UTEWHEHANETRATREDENNEN,

$id (%17 )

$id TRIMREME L, ©LTEBREUATLEN !

« M /schema-versions/ URI BI&FT 84

« B¥EcapabilityZR#gEa

- EAERT (/)R URI BEDRE

- SEEMIRR, FERZEAARDRE ()

- FHeFAPREN ID MRA

- Llsemver RALRE , FRAR (.) PRERARE

EMFRRMTAKE R -2 N FRANBETEZRFL , AERUEN FinE ZRME .

semver IRASIEEERA (JHZ 3N ). RERAK (&S 3 ) MAENANTHRA (&2 4 1
) o

(® Note
BREEFERARENHRZTEED aws matter

Example =l $id

/schema-version/capability/aws.Recordingel.®

Sref

Zref AESIARGHTHNFRED, CERBSSIdARERNLIR,

BENENZE 17
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FRARER

® Note
RKBFEURIIRESA TG Sref X4 REWEMEE,

Example R~ $ref

/schema-version/definition/aws.capability@l.®

HE (HE)
BEMRER—NFNE , RIREXEPHRMEEN. CREEEHE

- NEBEFRRFEZH. 98 (). ERHL (). EZH (-) Mz
o LLFEHFFL
- RB% 64 NEH

Amazon Web Services #Z=F| 2 AR REAMXEPERBHR TR,

Example 5% 5
Door Lock
On/0ff

Wi-Fi Network Management

PM2.5 Concentration Measurement
RTCSessionController

Energy EVSE

) BR 3K 51 1R BR

B TERREXERRNRENEREFHE, EANESEAFR , AEXEPER.

HEARKEN 256 N7,

Example#R & R4l

Real-time Communication (RTC) Session Controller
Energy EVSE Capability

, IR

EBREATAN

AE D PR
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description

Zdescription TR F MR T RGP RNTME, EANEEEMFR , TENETER, &
DR FRARKEN 2048 NFH

Example Rl iR

Electric Vehicle Supply Equipment (EVSE) is equipment used to charge an Electric
Vehicle (EV) or Plug-In Hybrid Electric Vehicle.
This capability provides an interface to the functionality of Electric

Vehicle Supply Equipment (EVSE) management.

version
version TERTWIEN, ER— MR TREMNX RN ERFE, TEBLUTRS :

- £ semver BX , U TFRAFBA. (AR ) 2k,
* MAJORRRA , &% 3 U ¥k
* MINORMRA , &% 3 U ¥k
« PATCHRRAS (A& ) , &% 4 UK

- KEWUNTF 328 12 MNEHFZEL

Example R Bl iR A

1.0
1.12

1.4.1

155 F T RERR AN

NEER — M AT AR A LSRR, AR UERF BRI RA, REEEM MAJOR.MINOR.PATCH #&5
YR AR A2, B

- BERAFTREN API B, TERALEN
« LEERAENSAFNEERN , RERELEM

BENE LBRHY 19
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« FEIhEEF AN —ETRFEARNRERME , b T RASE I,

JRE Matter EBMITHEER T 1.4 iR , T8 Matter lRAE NS AZI RS D, BT Matter iRA BB
SHFE semver WEEMAREL S , Rt EERREEMEH PATCH iR,

£ R Matter /&b T ARAET | i5E%EEE| Matter FERIRFISITHR. FTE PATCH MRAEHLAEE
Matter #1358 P10 ZMIEITIR , HE AT EERE

ERERMAERTRENFE , BLMASEEREIRE (CSA) S1EHRIT PRI H R fHIET
FiRo

AWS-FEETHREIVHIRIRA N, 1.08 TXE , A AMERRE =K.
HNEBRRAS ((4E )

XE—NERFE | RRE AWS loT RE2HEBHRA, XF Matter B0 , extrinsicVersionfk
5%l revision

CUFRBMCHNBHRERT , KEALUE 1 2 10 LHF

Example R BIRRZA

1567

extrinsiCid ( #41F )

ZextrinsicIdtERRTE Amazon Web Services YIBtMN R 2 N EEMWIRIRF. YT Matter &
clusterIdattributeId , commandIdE&£BEIE LT XM E|fieldId, . . o eventId

extrinsicIdAIARFRFR(LAY T3 HIEEER ( 1-10 L% ) , B AR FRIRH + B FIEE (O
= OX BI4R , FER 1-8 M AHFHF ) .

(® Note

NF AWS , #5817 ID (VID) 73 0x1577 , X F Matter , WA 0. REHRBENREFT2MER
XL VIDs N UREREHRE,

BENE LBRHY 20
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Example =4l extinSICID

0018
0x001A
0x15771002

$defs

Z$defsEf D R FRMMME , £ JSON REANIERT , AINEREXEF S| AL FRY, &
teiER  BATABSEENL , ERHET JSON 24,

(@ Note

RENBHERIZRF $defsRERNMRE , HESNFRUHBEH A JSON £, F5&EH|
AT E AF,

EAENE | FEEULTRS :

- EEXBRFNER URI REFFRF
- BREMEBR-—MERNFEL
- BEAFSRMMEPDRENGESHEN TN

SR

ZextrinsicPropertiestEzEZE—HENABREHPEN EREELEERFNEM, 3T Matter
Ihee , TMREE| ZCL &8, B, P REBHPFEANRBER B EENTHR,

AERMELIUETEL TIRE
- BHEMSARFEIET , F2ERIERFTH

- BHEERLRMEM JSON £3E
- &% 20 B

ZREXESHIhREextrinsicProperties , &
¥Raccess, apiMaturity, clicliFunctionName, FMEAf, XEEFEMET ACL BHITEIEER
BAWS (RZTR) .

BENENZE 21
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® Note

IhgEMaction, event, MstructFRTEXGHAIBEMproperty , ERXIFREINES
x5,

REFHINERE M

RECREATRBEERBIBENER. B, IR BHEM , BEBERE ZCL HM ZCL &
frextrinsicPropertiesHiEl —#F :

access
BNMEXNKRBITZUTAR :

- op-BREBE Nenum , HEXR : readwrite, = invoke

« privilege-$$f & Nenum , EEXRN : viewproxy_view, operate. manage, =|

administer
« role-RRBEAABHNERFHH
apiMaturity

RERRAENKFHNTRAEFRFR, £ ZCL PREEEN , enumH(E

7 : stable., provisionalinternal, =% deprecated

side

DHMETEREE , HER : eitherserver, M client
mREM

DTEMRMRIFE :
* isFabricScoped
« isFabricSensitive
* mustUseAtomicWrite

e mustUseTimedInvoke

FHEEME
UTERERTATRAFZRS

e cli

BENENZE 22
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* cliFunctionName

« functionName

* group

* introducedIn

« manufacturerCode
* noDefaultImplementation
* presentIf

* priority

« removedIn

* reportableChange
 reportMinInterval
* reportMaxInterval
 restriction

* storage

HAETEEM

3F ZCL ZHeextrinsicProperties , TEHEAB U FEHE®RE D, FAXKINDENBELEET
LT ZCL ¥, BR , RBITXERI BENEEEI ZCL ik , MATNFABELRAEF/FHRE
BH1TEME | extrinsicPropertiesHEEMMAEE, EX ( ENRER ) MIEKEZENWIR, X
FER THEMTHBREFRIED EBL XL,

M2 T, X TFEREESMN AWS it | extrinsicPropertiesMBAFTEREERN , FRNEEFERX
FAREEXLEMT,

& %

BUHRTZUNENRFEERS. BMRSERELN —MREN , HPREDRTSHER , BHFERR
BHE Lo

ERE MR, FERE T RS :

- EEMEBENTFRNEAFRRFEN  TEERAERIRKFTH
- BRFASRYNEANRFNESHENES

BENE LBRHY 23
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EREM

YREFHNEER—IMEEARE , EARBARESERERIFNREFNFTERS., ERRRFIHIYITRE
FEE. EECXERENEXNEN  ERERETBAKRETEFEFNIRBZEBHITEN
BIE , AmeliEFs B BERERKR,

FFeehEY , HETERNextrinsicIdMvalue, EENBHRMTETE
descriptionretrievable, mutable, reportableMextrinsicProperties,

=]
—MTREN , ATFERBRREEMARFS JSON RN RKE BN HIERE,
EXER , FEEUATYOR

o JWFEBERR FEAtypeMEMEMEE JSON £HAER |, A=K maxLength maximum
- WFEEEE | FFEHone0fallof, Hany0f, REARAXFiZnotxBFE
- E5|AREMERRE , FirefEAAERN AT RIEIA

« NTIRBZEMY , BIEME OpenAPI RERBHMENL , NAZBHRHA RIS (truellRAFHENR
null )

T~ -

{
"$ref": "/schema-versions/definition/matter.uintl6@l.4",
"nullable": true,
"maximum": 4096

}

AR
ERRBSRE RN A RE,.

RS AR S R EIR BN NN KT, RERELERSERE TR, BrlEFAIFERNIRE
FIHREFRSHNX—FH , Rt FEFERSERBEHNIT.

Rl true = false
Mutable

ERRSRE BN MRE,

BENENZE 24
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RENATEM S EHHERIREXNDENRN., RERELTERSREAE. BT XFEENIRE
PHRERSHX—FGE , R A XFERSERBEF AT,

R~ true = false
AR &
—ANARE , ATHERRSAXETLFREREHRERS,

RS IR EE S @R FRZENNENEN, RERELERSEETRE. Bl AEFHERE
JREPHRERSHX—FE , AU IFERSERBFRIT,

Rl : true =k false

R1E

BRERERBER-MAREHRYERRE, SMAEBRKR—MRBZANRE,
FERFERER | HEEILTRS

- ERERAPNTEE—HHE

- BEFERMNHADPRENEERENRE

ER#ERE

BRERSREERRSTNREDERITRENZHWIRAELERN, ERRAERE LHITHRESRT
HRE , HRALEBRIEN , ATHEAXENERLMESHHTERE, SERERAFERNRSE
BREENFR , IXINFRRENERREZFIT - AIFEARE,

NFigE , HETERNnameMextrinsicIld, AlETE

sdescriptionextrinsicProperties, request#response,
DU

RN R AKERSIHN 1536 MNEH.

HR

BEREORWIEN , MRRBERSH , WALl EHE, MREH  WREIFERBRREXBEM
BREAHERACtion, XA THLRIRE , HILIITFZHKRALT

BENE LBRHY 25
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EXENFEFTEFTINSH. Hl , ERRBIEXNERITEIEERECANRESDHUREZEF
EEREIBEE RRENSH.

XN F#EMEER , MELENparameters, AlETTERdescriptionextrinsicld,
MextrinsicProperties,

BERER
BRREAEE 3.5 THEANKEN , RREKER 2048 NFH.
i 2

EREEERT , X TFEE SendManagedThingCommandAPI K%K EAIREER | iZERELIER
ZEHBLEBIRI N, BEWMNEN T ZERHEN,

NFREBER , BETENparameters, AlETE

xnamedescription, extrinsicId, extrinsicProperties, errors®responseCode,
W R R

ER XA SHEEMNERdescription , RAKE R 2048 MNEHF

W B & 5

ZEMIRAEUTATHEBRRS (XE) , BEUATHEALT

- IMNHENBHRE2BEILM MResponseEIREBFB LI,

- MREFEAEMB , WA name TEFRBIZEN. WRMNFIRMET aname , NLEHE
SRS TFERETH.

iR
MBRELLBERSHIMEE IR |, NEWR P REMNHE—HENTRHA,
AR

- SHEIFHR JSON WK , EFFEUTFE :
- code: BEFBYFFHN_( TXE ) WERFHE , KENT 1 2 64 NFERZME
- message: —MNERRWFHFHRE

BENE LBRHY 26
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Examplef&ix;E B R~ fl

"errors": [

{
"code": "AD_001",
"message": "Unable to receive signal from the sensor. Please check connection
with the sensor."
}
]
0ja] R 1R 58

ERERCEAXNEHRD, RNBIRZABREEA HTTP BRS 23R\ ARSBASTH K |, L
KI RGN I — B

YR =TT 100 T 599 2 RIKIBHIE.
BRI S

S EX N BHRNFREXIRE , MBALUBNERY AR, WA EFRSBPELETK
BNSH

ZREMRREEFRUFFH. FTATERAZEIEMEMLFZR.
SHFER

a MR ETTEparameterfextrinsicIdfvalue, AETE
HdescriptionMextrinsicProperties,

iR T RN 5B description , JRAKE R 1024 NER.
extrinsicId}extrinsicProperties®=

extrinsicIdflextrinsicPropertiesBE =X EextrinsiCid ( 418 ) MABRINELSM , BELTE
AT -

- MREBFEBRIMBPRMT |, extrinsicIdMZENREERS TERERINBHNE. REX
MextrinsicId%fE M request/response X+ , MR D NIFERRERF extrinsicId

- WRextrinsicPropertiesEIRRIWIMAB PIRM , MIXLEFEENLLERS TERERFIRMHM va
B, RELAXIRERSlextrinsicProperties H B iZHFIREHREX request/response
extrinsicProperties

BENENZE 27
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FRARER

Example extrinsicID # extrinsicProperties

{
"name": "ToggleWithEffect",
"extrinsicId": "0x0001",
"extrinsicProperties": {
"apiMaturity": "provisional",
"introducedIn": "1.2"
},
"request": {
"extrinsicProperties": {
"apiMaturity": "stable",
"manufacturerCode": "XYZ"
.
"parameters": {
}
.
"response": {
"extrinsicProperties": {
"noDefaultImplementation": true
.
"parameters": {
{
}
}
}

LR RIS, BEERHEREDN :

# effective request

"name": "ToggleWithEffect",

"extrinsicId": "0x0001",

"extrinsicProperties": {
"apiMaturity": "stable",
"introducedIn": "1.2"
"manufacturerCode": "XYZ"

iy

"parameters": {

28
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# effective response

"name": "ToggleWithEffectResponse",

"extrinsicId": "@0x0001",

"extrinsicProperties": {
"apiMaturity": "provisional",
"introducedIn": "1.2"
"noDefaultImplementation": true

}I

"parameters": {

}

NE3NE

NTFAENRE , LA EAXEFReadStateMINITBE W IRHEUpdateState., XA MRIEXEFH
ERTHRIEREPE R IhERRE .

ReadState

[ &iEmHmanagedThing AR RS EHEMNE, ReadState AERMEIEMEZ RSN —F5
o
UpdateState

RiEm T BT LR,

EUTERT , @R RSE LS UEREH -

1. RBUATFELIRS—EBEE |, REHEMES,
2. ZIREZNNEETE , HMAREPFEFEMRS.
3. BEMREBEREZNWEGRREFTRESL,

ReadState ¥

£ SendManagedThingCommandAP| & T 2FFE 2% :

{
"Endpoints": [
{
"endpointId": "1",

BENE LBRHY 29
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"capabilities": [
{
"id": "aws.OnOff",
"name": "On/0ff",
"version": "1",
"actions": [
{
"name": "ReadState",
"parameters": {
"propertiesToRead": [ "OnOff" ]
}
}
]
}
]
}
]
}
EHZmatter.OnOfFIEEMFI B RSB -
{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{
"id": "aws.OnOff",
"name": "On/0ff",
"version": "1",
"actions": [
{
"name": "ReadState",
"parameters": {
"propertiesToRead": [ "*" ]
// Use the wildcard operator to read ALL state properties for a
capability
}
}
]
}
]
}
BE B SLBRH 30
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]
}

UpdateState =4l

£ SendManagedThingCommandAPI EXOnTime R T ¥ :

{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{
"id": "matter.OnOff",
"name": "On/0ff",
"version": "1",
"actions": [
{
"name": "UpdateState",
"parameters": {
"OnTime": 5

=4
EHRHARFXRUNENEENLEES,
BIELLT BRBIKIEH

- EEHBERNTEHE-—NEHS
- BRASEMNEPRINESHENSH
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RESERRETHEH

A3 B

EHR-—MEH THRZFIEFERERMNIRALTR. ERTRBIFREJHNEBESH |, BUE
HEXRERFLEATEEREPRAZINATNES. ATXESHREERN , RtEF AT EERG
A ERA BRI S ES M AR E P RANFHAE B R,

NFEH , XEXENnameMextrinsicld, AETERdescriptionextrinsicProperties,
Mrequest,

DU

£

HREAEFmRERR KR description , RAKER 512 NE/,

Pd

R

Zrequest# o RAEN , MERXBERSH , NALIERE, MREH  WREXFRENEASH
EMREREEAERNBNEMHER, XATHENSES , IR ENERSRZHE , IERSH—F
LB REE VBRI ERE

EXENFEFTEFTIINSH, Sl , ERRBIEANERTELEERECANRESDHUREZEFH
EEREIBEE RREBENSH.

FFESER , METENparameters, REWIETE,
0a) /87

B A A X G E 4 E R,

RAE LR

LTRETHANET BTREELHRY,

$id

$id TEFIREEEN . EHXTEBBUATEN

« M /schema-versions/ URI BI&FT 4
« A¥fdefinitionZBy3Eal
- ERERT (/) ER URI BE SRR

REE IR 32
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- BREEEFR, FRZBABARSRE (.)

- ERF/ADREN ID MhkZA

- Llsemver RALRE , FRAR (.) PRRARE

RARRBTRKERN - 12 N FRHNRBBEZAFTX , ARRTEN FRBZRMER.

semver [RASEEEREK (JZZB 3 M) . RERAE (HZ 3 ME ) MAENATRE (&% 41
),

@ Note
BIREFEARENID AR aws matter

Example =%l $id

/schema-version/capability/aws.Recording@l.®

Sref

$ref TESIARGHIABNREENL, CERBSSIdTERARNLYI R,

(® Note
REFE NSNS MG Sref XM HRENEMR.

Example =l $ref

/schema-version/definition/aws.capability@l.

B
EMATRR—NFHR , RIEROEXETNRGEN. CERAERE , LPEFEATAN

- RASFRETTH. AR (). ERML(). EFH () NSk
. LTIk




HIEEE R AWS loT Device Management FERARER

c BZ 12 NFH

Amazon Web Services #ZH| 2 AR RAAMXEHFERABHTE,

Example =1 & #
Door Lock
On/0ff

Wi-Fi Network Management

PM2.5 Concentration Measurement
RTCSessionController

Energy EVSE

il BR SE 51 1R BR
HETERRMXEMRRNEANHREFTRE, ST EEAFTH , IEXHEPEA.
Example#r & =4l

Real-time Communication (RTC) Session Controller
Energy EVSE Capability

description
ZdescriptiontRF MR 7T REXEMRRNZSE, ETNTETAFR , IEXEPERA,

Example R B R

Electric Vehicle Supply Equipment (EVSE) is equipment used to charge an Electric
Vehicle (EV) or Plug-In Hybrid Electric Vehicle.

This capability provides an interface to the functionality of Electric
Vehicle Supply Equipment (EVSE) management.

extrinsiCID

ZextrinsicIdtERRTE Amazon Web Services YIBtM RS 2 N EEMIRIRE. X T Matter &
B, E2BH BclusterIdattributeIdcommandIdeventId. . fieldId. & , E4BURTF LT
X,

extrinsicIdAI AR ZRFR{CAY+BEHIRE ( 1-10 Uk ) , b T URFEFBILH+ B HIBE (0x
=;OX B4R , FERE 1-8 M AHEHT ),
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® Note

FF AWS | R ID (VID) 7 0x1577 , 33 F Matter , WA 0, REBRBENRBEFEH
XL VIDs RIhEERBHRNE.

Example =45l extinSICID

0018
0x001A
Ox15771002

SN

ZextrinsicPropertiestZEE—4AENARBREPEN ERFELEERPWEM, X T Matter
Ihee , TSR ZCL &8, B, P SSBHPFTEANRBER D2 EEN TR,

A ERBELTUEEUA T RS :

- BEEMSARFRET  FTEZRIBHRZN
- BHEETTUREM JSON EHAE
- BRE20E”

ZREXEZHINREextrinsicProperties , 8
$Faccess, apiMaturity., clicliFunctionName, MEf, XEEHET ACL B THIEER
!’AWS (RZHTR)

® Note

IheEMaction, event, MstructFERTEXIFNAIEMproperty , EFRZFEENRNEFF
g,

REFHATEE

REQBEUATAREESBOEBENESRE. B, 0SB HEM , MERIRE ZCL HM ZCL #
frextrinsicPropertiesHA|E —#¢ :
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FRARER

access

BMIANKRBELEATAE

« privilege-4¥tXE#E Nenum , HfEXN : viewproxy_view, operate, manage, =

op-REEE Nenum , HER

administer

: readwrite. = invoke

« role-RRBEAABHNERFHH
apiMaturity

RERRAENKFHNTRAFRFR, £ ZCL PRFEEEN , enumHE

# : stable. provisionalinternal. = deprecated

side

DI EE  HERN : eitherserver, # client
HREME

UTEMRBRIFE :

isFabricScoped
isFabricSensitive
mustUseAtomicWrite

mustUseTimedInvoke

FREREM

UTERERTATRAFZRS

cli

cliFunctionName
functionName

group

introducedIn
manufacturerCode
noDefaultImplementation
presentIf

priority

REE IR
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« removedIn

« reportableChange
* reportMinInterval
* reportMaxInterval
* restriction

 storage

HETEEM

XF ZCL ZHeextrinsicProperties , THEAEEAFHEEHED, FAKINENBELRET
2T ZCL iR, BR , WRBITRRKI BENREZI ZCL ik , MAANIBE LR A FRFHRE
BIMITEE |, extrinsicPropertiesHE X EmMMAR, EX ( EMRERX ) MEKEZEWAR, X

MR TETHREZRRIED ERAEIXLHMHE,

M2 T, X FEREEEMN AWS it | extrinsicPropertiesMBAREHEER , R ERESFENX
EF'T;E xﬁ;“'éﬂizﬁo

FEREN R P HENMERAREE L
é’nﬂ*@ﬁiﬂﬂ’]ﬁﬁﬁii%ﬂﬁﬂﬁﬁ%‘éﬁiiﬂo XERMEUEARFRBREEN (HlWHmRE, FHHE,. W
F), BEARWEBZERAREEN (AFEER , REFEFRHBXBEVHENREEN ) .
ENBENEME , TUERARARE X MarE = REREE L
Hx
« FRIRRBETEN

;f'ﬁ/J\

- BRERBXE
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FRARER

o aws RH

« WEIRBEENY
- BERBEX
FRIEREE X

E#S?E”UEXE?%%%EEqJESLE’\JFJ’TE?@E&ESLE’\JEEO B
BE$refRBFRBFHRITNERERE L, type

ERAXBFUUNEHRARBRE ,

WmREE

i

MRREZERIAE,

~EIEN -
{
"type" : "boolean",
"default" : "false",
"nullable" : true
}
BRRATE

BYRBEXIBFUTAR

« default &
« maximum &
« minimum &
« exclusiveMaximum &
« exclusiveMinimum &

« multipleOf {&

MRXEERIEZE , WATRGELANE

e X 2minimum

ZHEN , BEEENKEE

HEABEAnullable X BFRIFRTERBEE,

3, #B

type

FEREN IR PR AMEAEEE Y

38



HIEEE R AWS loT Device Management FERARER

e X >exclusiveMinimum

e Xx <exclusiveMaximum

@ Note
MBI ATHNBFHEANEY , BFEIZLIB

1.0 // Schema-Compliant
3.1415926 // NOT Schema-Compliant

BAREALAERFEEMinimum# exclusiveMinimum /=% [E 6118
EmaximumMexclusiveMaximum , ERIIFEBRWNEERARE.

TIE S
{
"type" : "integer",
"default" : 2,
"nullable" : true,
"maximum" : 10,
"minimum" : O,
"multipleOf": 2
}
BREN :
{
"type" : "integer",
"default" : 2,
"nullable" : true,
"exclusiveMaximum" : 11,
"exclusiveMinimum" : -1,
"multipleOf": 2
}
2

MHRFREATEARERE , 2RBHAZERIH
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FRARER

BFREXFEUTRE

« default &
« maximum &
« minimum &
« exclusiveMaximum &

« exclusiveMinimum &
« multipleOfMEM. FEAIURZERE

MRXEERIEZE , WATRGELANE

e X 2minimum
e X >exclusiveMinimum

e Xx <exclusiveMaximum

BAREALAERTEEMinimum# exclusiveMinimum /=% [E 6118
EmaximumMexclusiveMaximum , BERMNFAENENEATE.

~IEN

"type" : "number",
"default" : 0.4,
"nullable" : true,
"maximum" : 10.2,
"minimum" : 0.2,
"multipleOf": 0.2

BREX :

"type" : "number",
"default" : 0.4,
"nullable" : true,
"exclusiveMaximum" : 10.2,
"exclusiveMinimum" : 0.2,
"multipleOf": 0.2

FEREN IR PR AMEAEEE Y
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}

FR
RHRERBFUATAR

i

 default &
- KEAR (XMR2IFNAE ) , @¥EmaxLengthFminLengthfE
- patterniENFRIEXME

EXENRFZRE , MIRZREAEFZHEFNESMNELE , NZFRHFRER. Hla, ENERE
ApEEEMITE p WFRFE |, HIA “apple” , MARNBFRE p’e NERBEN , RINBWHEEMNE
BRXBEMEA. .. $ (B, ~p$) , BRIFELEEANEHTIXEM.

TIE X
{
Iltypell : "String",
"default" : "defaultString",
"nullable" : true,

"maxLength": 10,
"minLength": 1,
"pattern" : "A([0-9a-fA-F]{2})+$"

null
Null EE{EZEME : null,
~IEN

{ "type": nnulln }

o |
HARBIIFUTAR

o default— FMFAERIAMEN YR,
« items— WFFEHATERME JSON EHE Y,
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- KERS ( BTMRFERE)

e minItems

 maxItems
« patternENFREXWE
« uniqueltems— —MERE , RABEFHN A ERETETER—
« prefixItems— —NEHA  HhSMHNEHR —NERE , W TXEBEANEN KL ELHRRFE ,

— A, ERF I aRRIIAABRENE IR, B RXRIEMAREANE-ITE | K
BEERH#E,

RIESL

"type": "array",
"default": ["1", "2"],
"items" : {
"type": "string",
"pattern": "A([a-zA-Z0-9_ -/]+)$"

b
"minItems" : 1,
"maxItems": 4,
"uniqueltems" : true,
}
BUA L RAI
//Examples:
cear, 2", "3", "4"] // Schema-Compliant
[] // NOT Schema-Compliant: minItems=1
[rar, "1"] // NOT Schema-Compliant: uniqueIltems=true
["{"1 // NOT Schema-Compliant: Does not match the RegEx pattern.

ERATHRIENERENL

"type": "array",
"prefixItems": [
{ "type": "number" },
{ "type": "string" },
{ "enum": ["Street", "Avenue", "Boulevard"] },
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{ Ilenumll: [IINWII’ IINEII’ IISWII’ IlSEII] }

]
}
//Examples:
[1600, "Pennsylvania", "Avenue", "NW"] // Schema-Compliant

// And, by default, it's also okay to add additional items to end:
[1600, "Pennsylvania", "Avenue", "NW", "Washington"] // Schema-Compliant

PIE
MRRBEZFUATAR :

« BIERE

- properties— FAXBFENTNRHEM (BEX ), propertiesf{BEproperties@—1
R, HHEMNBEREMNEN , SMEHFRATRIEZEMENEN, FAEXBFHHNEAEM
BMET CE M E M i Zproperties kB F ZHE,

- required— BRIABER T , Hproperties kxBFENHNEUTERSLEN., B2 , BAILE
FArequired xBFREMEBHMNIIR, ZrequiredxBEZXAHBENH SN EZFEHARNEK
H, XEFREPHNT—NELTRHE—H,

- propertyNames— WWXBFAFEHIEMBME RegEx BN, Hlun , BUEZEERFHERITR
WArEE MR EEERFERBGIN BN

+ patternProperties— XRFEMRAXMHF IR, WRERHEHRELENENRAKX T
B, NZEMESTIREEMAYEEHTRIE, flin, TEAERELRNBEHBEMHERLT , £
HpatternPropertieskiEEENSHELR M THE,

« additionalProperties— LB FEFI MM EIFNE M, FTNE R IEE MR properties
RKBFHRIHBFEFWEMENRERCEYEEpatternProperties, BRIAMBERT , RTFME
BHMEME. FhFRIEBNfalseERBETAFFEHEME 4,

« unevaluatedProperties— bt XEF5KadditionalPropertiesfil , FRIZAEFE R
NP FLEEPEREMNEM. unevaluatedProperties@EidNEREAL BRI RIIBITNFIER
MPRHEHAEARTHNEMIIRKRIE, XATRBMESRNEE , SINERGFHANEYE. BXE
SZHAEER , BSRAUT RO

« anyOf— LXBFHELANEEZHAE, BAPNEN B HFLALERH JSON 25, WMREH

RN ZXBFHNEELNED —NEFITERIUE , WiZSZF Tt N X BF#HTRIE,

« oneOf— LEXBFNELMNEEZHAE, BAPHWENUE HFLALERH JSON 25, WMREH

{RE X ZKBFHEE LA —NEM B TIE | T1Z 355 5L Th it £t X4 2ok B F# TRl .
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B TRBI -

{
"type": "object",
"required": ["test"]
}
// Schema Compliant
{
"test": 4
}

// NOT Schema Compliant
{3

PropertyNames R :

Iltypell: "Object",
"propertyNames": {
"pattern": "A[A-Za-z_][A-Za-z0-9_]*$"

}
}
// Schema Compliant
{
"_a_valid_property_name_001": "value"
}
// NOT Schema Compliant
{
"@01 invalid": "value"
}

PatternProperties 7~ :

{
"type": "object",
"patternProperties": {
"AS_": { "type": "string" },
"AT_": { "type": "integer" }
}
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}

// Schema Compliant
{ "S_25": "This is a string" }
{ "I_0": 42 }

// NOT Schema Compliant

{ "S_0": 42 } // Value must be a string
{ "I_42": "This is a string" } // Value must be an integer

AdditionalProperties =4l :

{
"type": "object",
"properties": {
"test": {
"type": "string"
}
},
"additionalProperties": false
}
// Schema Compliant
{
"test": "value"
}
OR
{}
// NOT Schema Compliant
{
"notAllowed": false
}

UnevaluatedProperties R4l :

"type": "object",
"properties": {
"standard_field": { "type": "string" }
},
"patternProperties": {
"r@": { "type": "integer" } // Allows properties starting with '@’
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FRARER

}I

"unevaluatedProperties": false // No other properties allowed

}

// Schema Compliant

{
"standard_field": "some value",
"@id": 123,
"@timestamp": 1678886400

}

// This passes because "standard_field" is evaluated by properties,
// "@id" and "@timestamp" are evaluated by patternProperties,
// and no other properties remain unevaluated.

// NOT Schema Compliant
{
"standard_field": "some value",
"another_field": "unallowed"
}
// This fails because "another_field" is unevaluated and doesn't match
// the @ pattern, leading to a violation of unevaluatedProperties: false

AnyOf R4l :
{
"anyOf": [
{ "type": "string", "maxLength": 5 },
{ "type": "number", "minimum": @ }
]
}
// Schema Compliant
"short"
12

// NOT Schema Compliant
"too long"
-5

OneOf R4l :

"oneOf": [

FEREN IR PR AMEAEEE Y

46



HIEEE R AWS loT Device Management FERARER

{ "type": "number", "multipleOf": 5 },
{ "type": "number", "multipleOf": 3 }
]
}

// Schema Compliant
10
9

// NOT Schema compliant
2 // Not a multiple of either 5 or 3
15 // Multiple of both 5 and 3 is rejected.

A EEREE R

DERERRAEYRBERABERAEBWNER, XERBUFBEREnamespace . typename . FTEEEK
ffawsHImatter® A ZE FRETE LKBEHER, BRTREZAawsHHBZB 2, BALRE
ENKBFEREMwmatterAZE,

EERTAHNGEZRRBEN , BEATypedIEEFIZE N ListSchemaVersionsAPl, definition

matter £ H

£ ListSchemaVersionsAP| fEmatterf® & ZEE FTEHRHTFEL Bmatter , TypelFitzRigE
Fdefinition. Namespace

aws £

£ ListSchemaVersionsAP| fEawsti & 22 B F EHRBIEX Baws , TypelFitsiikE
HFdefinition. Namespace

I EREE Y
VEAER N LENELE

« typeAMENR
- properties#ARITEBMIENHNR, BMIBR—NMNEEEBextrinsicIdEFAYXY
HRvalue, BMIMNELAR—NEY , ZR/MER O, ZRRKEEDIH 1,

B E SR
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KIFEEERK AWS loT Device Management

FRARER

"title" : "Sample Bitmap Type",
"description" : "Type definition for SampleBitmap.",
"$ref" : "/schema-versions/definition/aws.bitmapel.@ ",
"type" : "object",
"additionalProperties" : false,
"properties" : {
"Bitl" : {
"extrinsicId" : "0x0000",
"value" : {
"type" : "integer",
"maximum" : 1,
"minimum" : 0
}
I
"Bit2" : {
"extrinsicId" : "©@x0001",
"value" : {
"type" : "integer",
"maximum" : 1,
"minimum" : 0
}
}
}
}
// Schema Compliant
{
"Bitl1": 1,
"Bitl": 0
}
// NOT Schema Compliant
{
"Bitl": -1,
"Bitl": 0
}
B RRE Y
BEFE=/EM :

« typeAMEINR
« enum MR —MNHME—FRFBRELARNEAE K EL3E—1HE

FEREN IR PR AMEAEEE Y
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« extrinsicIdMapR—INKR , HEMERKEE, S NEMENERNZRSHEEMEX MY SRR
RAF.

B TE SURBI -
{
"title" : "SampleEnum Type",
"description" : "Type definition for SampleEnum.",
"$ref" : "/schema-versions/definition/aws.enum@l.Q",
"type" : "string",
"enum" : [

"EnumValue@",
"EnumValuel",
"EnumValue2"

1,

"extrinsicIdMap" : {
"EnumValue@" : "0Q",
"EnumValuel" : "1",
"EnumValue2" : "2"

// Schema Compliant
"EnumValue@"
"EnumValuel"
"EnumValue2"

// NOT Schema Compliant
"NotAnEnumValue"
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B loT REFM T MNEH

REFVTRHUTZEEEYERZBNIIE  RTHITRBNZ S, BRENEGERN , ETBAX RS
MEeEE. N TEANRESH , AEREFMINITH T AUNBMNMREXRARTES. REDTHE
FEMRMERBREER , ERIRXLUBHFNRZEMH. LRBFBARMEADREIFTERE
#Y B Ry RV B A

F

=

N

M

s
&5

53
dp

=

a5

REZFWD

WREREMEZFLENTD. DOERBE—NERAH , ATEEERTHERE , SIMITHITE,
BERRIRBZGD , FEERRRBL AP A SendManagedThingCommand APl , AE & SiERA
REIHRE

3} a B9E R SendManagedThingCommand 2 atraceld , fRATLIR ATREEA EtraceId RBES T
A FEMAE R By a5 E B THERE

B SendManagedThingCommand API #ENEZE L , S SendManagedThingCommand,

UpdateState &1F

EEMEEORE , flaT R TEEE , IFEWA SendManagedThingCommand API B
FUpdateStatel®fE, REEFHHHREEREMHMFEparameters, AT RO THIBE
#¥0nTime} SendManagedThingCommand APl &3R5,

{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{

"id": "matter.OnOff",
"name": "On/0ff",
"version": "1",
"actions": [



https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendManagedThingCommand.html
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{
"name": "UpdateState",
"parameters": {
"OnTime": 5
}
}

ReadState #&E

ERIRZFNRIRES , SEFEREEREEENLeE , 5T 1AM SendManagedThingCommand
API Bt FlReadStatei®fE, EHpropertiesToRead , LA LAEA LA T EDN :

- RHEENHEREEEUIRIREHE , flIonoffEETRFERRK.
- ERABEEMESEN (*) ERETYENARIRZRESE T,

LARRHBI5EBE T fEFAReadStatel® 3 1T SendManagedThingCommand API BRI FH#IZ & :

{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{

"id": "aws.OnOff",
"name": "On/O0ff",

"version": "1",
"actions": [
{
"name": "ReadState",

"parameters": {
"propertiesToRead": [ "OnOff" ]
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}
]
}
{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{
"id": "aws.OnOff",
"name": "On/O0ff",
"version": "1",
"actions": [
{
"name": "ReadState",
"parameters": {
"propertiesToRead": [ "*" ]
}
}
]
}
]
}
13

REEHF

RESHEIRRZIHNIAINRS, TTRERERBZEESCRS , HEMNERSAKRER , b EEREER
Do CEREREEETFENNEUERENSEH. SHTRRERIEREZR , REERRESEIEK
LRAPRENERRE.

REEHBEH

BRARAFULATHAMMN A ERBEREEHMEENBERFEENENM, ECREFEENEMN
# , FIAA CreateDestination APl, HiFZMEITEEEXIRETRBZEBH , WREERZEH , N
ABHEFEENBENM,

RESMH 52
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MICERNIEERK TR

NTHPEEEMALRE , BUNEEMRENEANEBINHRIE B SHTHE, NBDNMERL
FHU R A BB FR

R E AR

BEAERREURRNG R (FlW , ZAR, AMEEIHE ) N REERRFRITOR. XELER
MEXRENTSRRENSBRERA - B LMRES AR FRNARSRERIE R S8MEBILELERN
B —MNEN—DAE, A, BRI ASYREE L —AIRERFB Y EERBEBERRE, RIMNBWE
NBRARCE-ARRZENTRVIRER, EH-HAESNRER B2 BRNSEMEN,

BRI URIE RIS N AR R S8 R M TEIE TR & Al AE ARSI RIRAI AR, a0 7 1AM KB
REARE PRI,

NETEM, AWS EEEZHAPHRERERRERT —RHED., F—HHARUIBNEEREL, BX
BREE , BSAEHAAWS EREHATHNERARSRERS.

BB LAER AWS CLI fIIEEERK AP RACEBHRE, ELIEREN , BAUEAUTHS
WTagsFRFGREERESY. REREXH. FUL#EYWERN over-the-air (OTA) E55HH<E :

» CreateManagedThing

» CreateProvisioningProfile

» CreateCredentialLocker
CreateOtaTask

» CreateAccountAssociation

BAUERNATHSAXERIEHNRERFRM, &SRR

« TagResource
« ListTagsForResource

« UntagResource

EA SIS RAE | EULERHRORNFS. ETUHRENEE N ENTHSR | BRETE
GHENEE, DRFMNFENRSZAR LAEHENRER , FERLELRE. NRNBE
B, AT SRR RO PR 2RI B o
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https://docs.aws.amazon.com//iot-mi/latest/APIReference/API_CreateCredentialLocker.html
https://docs.aws.amazon.com//iot-mi/latest/APIReference/API_CreateOtaTask.html
https://docs.aws.amazon.com//iot-mi/latest/APIReference/API_CreateAccountAssociation.html
https://docs.aws.amazon.com//iot-mi/latest/APIReference/API_TagResource
https://docs.aws.amazon.com//iot-mi/latest/APIReference/API_ListTagsForResource
https://docs.aws.amazon.com//iot-mi/latest/APIReference/API_UntagResource
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PR PR

THREAT REWERRS

- BNRIRERAIREE - 50

. BRAZHKE - 127 4 Unicode & ( XA UTF-8 =)
« BRREKE - 255 4 Unicode & ( XH UTF-8 =)

- FERENEX S KNE,

« BOERSBRREFER aws: BIR. ERREMHR AWS AN, BT ERBEZM R L BTRAVFR
LEMTE. ERERIRVIRERIT AN R RNVIRELRS,

c MRESNMRSNRFEPEAEHRIEAR , FioE , HERS TN ATEANFZHERS. oW
ERNFRHEE  TA UTF-8 RXRTNFE, ZEMBFURATERZN (+-=._1/@-

1AM KB E AR

BRI TRESEK APIHREDN IAM KRR NARE THRENTRENR. XAIiLEEFibRs A5
AR, SURRNEABLRIR, £ IAM KBS Condition THE ( #4E Condition R ) EELT
FUHELTNRNESSERARETRRRSESAS TR (KR ) -

- £/ aws:ResourceTag/tag-key: tag-value W RFSIEL T4 EMRS KRR LA AP RE,

- £/ aws:RequestTag/tag-key: tag-value AIEREXHBIBRIIEXR A FIRZH AR AP
BEXREER (HFER ) BEFRZ,

- M aws:TagKeys: [tag-key, ...] AZREXRHVIEIIERATHENRIRN APl EFKREE
A (T ER ) —ABERSE,

(® Note

IAM REEHPIZG ETXEBANEIGER THRLERESRRE , HPEBHEIRICHRIR
WIRMART R LIES ., Bl , REFHLTXEANE , TATRIELER , RLiE
KPR AEAARIENERR (FKESY. BERENH. FE@EYWIE. overthe-airfE
%) o GetCustomEndpointEX AR EERRRREZIFNREFRNESEER | BH
BRAWS loT HEERWRIE., REFMEZHEHAINEE. AWS loT Device Management
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https://docs.aws.amazon.com//iot-mi/latest/APIReference/API_GetCustomEndpoint
https://docs.aws.amazon.com//service-authorization/latest/reference/list_awsiotmanagedintegrationsfeatureofiotdevicemanagement.html
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BXERAMRENESZELR , 5 (AWS Identity and Access Management i FI§F) FEARE
ZHERR. ZIEFA IAM JSON EHESZE —&2 88 IAM F JSON KM TR, TEMITHZ
BHEMEE. RIBRRTA,

LT RAIEEICreateManagedThingREN A TRANMNE FIREN RS, ZLHREERFIN IAM A
o

o TEBBTE “env=prod” iFENRESY ( ERBIF , ZMiZ1T ) . "aws:RequestTag/env"
||prod||

s TREUHHBFERAERZ ‘env=prod” WIEEEY ( ERHIF , ZNZ
1T ) . "aws:ResourceTag/env" : "prod"

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Deny",

"Action": "iotmanagedintegrations:CreateManagedThing",

"Resource": "arn:aws:iotmanagedintegrations:us-east-1:123456789012:managed-

thing/*",

"Condition": {

"StringEquals": {
"aws:RequestTag/env": "prod"
}
}
}I
{

"Effect": "Deny",

"Action": [
"iotmanagedintegrations:CreateManagedThing",
"iotmanagedintegrations:DeleteManagedThing",
"iotmanagedintegrations:GetManagedThing",
"iotmanagedintegrations:UpdateManagedThing"

]I

"Resource": "arn:aws:iotmanagedintegrations:us-east-1:123456789012:managed-

thing/*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/env": "prod"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
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"Effect": "Allow",

"Action": [
"iotmanagedintegrations:CreateManagedThing",
"iotmanagedintegrations:DeleteManagedThing",
"iotmanagedintegrations:GetManagedThing",
"iotmanagedintegrations:UpdateManagedThing"

1,

"Resource": "*"

RN EENREREES MEE , HERFENBEEINRD , WTFAF :

"StringEquals" : {
"aws:ResourceTag/env" : ["dev", "test"]

}

@ Note

MREETHEAFRIELAFIHRIZR , WAREREXIEL A 3T A8 R 53R Ml BRix
ERENEED, BN, AP R 8 R RIS RS SR PR B HH IR G BIR T3 FER.

REF IAM F B
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(s 4 B
RESEEA

REERBATRAKRBRENEFTNRBLE, BHNIBEERSH, REFDT. £0EFHSE
#+. OTA ( Over-the-Air ) EF M IRME. SENFERME T TRENEE , ATOREICLITHER
. MEIREYTE HFEE BRI ITHESEER,

Ba , XX Amazon Kinesis BIEFREANREER BN E N, EREBHZH , FELETERE
Amazon Kinesis BERH R FEEERTFRIZBER.

% E Amazon Kinesis LA 32Uk & Al

I 5# Kinesis % B 5R
- 81 % : 812 Amazon Kinesis $#E#i
- ST 2 BIENREE
- FB| 3 SME IAM BFHERFERER
- IR4: FREENEERK
- £55  NALWKREH
- FR6:.MARABEN

ZE ¥ Amazon Kinesis IR E N IZEWIHEERBEH , FREBUTTRIRE

8 14 : 812 Amazon Kinesis #iE 7
Amazon Kinesis IER TSN BERAEHRIE , BAFEMEBE , AEBEIHNARERER,

#12 Amazon Kinesis #3#E 7

EHE Kinesis BUIER , FIRBAENEE Kinesis BB 7R P LR 0 B 1T 1E,

SR 2 . BB RKEE
BIRINRIER , RYFEEERITRBMN Kinesis BIRH.
IR AR PREE G
BORIREN  BEU TR AERBEA JSON 4t 8 615 5 B HLA 1 S B TIRIE

iZ B Amazon Kinesis LAZW0E &1 57


https://docs.aws.amazon.com/streams/latest/dev/working-with-streams.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-json-editor
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Action": "kinesis:PutRecoxd",
"Resource": "*",
"Effect": "Allow"
}
]
}

S 3 S IAM Z2HERA LRSS

T77 IAM Z2HER , REET AR
S E IAM 2 FIE AR
T77 IAM 2HER , REET AR

BAXEZER , 5259 (AWS Identity and Access Managementf F i8R 1 IAM A @612,

SR 4 ERHBENEERR

ST AE PR B R AR S [ FE SRR T3 Kinesis BB A0 V54X R,

(L B AR AR S
R AGHERATUEARYK. & T—5
UTREAFREERBERAR , ZConditionBHAERTFHILRERTFAME.

JSON

"Version":"2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
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{

"Effect": "Allow",
"Principal": {

"Sexvice": "iotmanagedintegrations.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {

"StringEquals": {

"aws :SourceAccount": "123456789012"

}I
"ArnLike": {
"aws:SourceArn'": "arn:aws:iotmanagedintegrations:ca-
central-1:123456789012:*"

}

5% NAKKHNREKRR

FEESR 2 FRIZNRRRBEAMMEIBEH,
AN DX BR 5% B
© EMIRBRREL , #BRAPNEEDSR 2 heIBANRKE, 85 T—F%

SR6: WABBEN
- WABGEN  ARLE HURAS

REFXEEKEH

BHREDSR

- £1% . MAFKRTIAA CreateDestination APl FI X FR
- % 24 . @A CreateDestination API

- 28 3 : A CreateNotificationConfiguration API

B55  NAZWNIRER 59
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EREREEREH , BREBUTSRIRE
$£ 1% mAPETIAA CreateDestination API X R
- M[MAFPETFIAM CreateDestination API IR

LUTEENTBAPAEB CreateDestinationAPl FHER,

EIREEE E R KpassroletX R , S HEAWS Identity and Access ManagementF FP i8R Y 3%

TAPRABEES AWS RSN,

JSON

"Version":"2012-10-17",
"Statement":[

{
"Effect":"Allow",

"Action":"iam:PassRole",
"Resource":"arn:aws:iam: :123456789012:role/ROLE_CREATED_IN_PREVIOUS_STEP",
"Condition":{

"StringEquals": {

"iam:PassedToSexvice":"iotmanagedintegrations.amazonaws.com"

}
}
},
{
"Effect":"Allow",
"Action":"iotmanagedintegrations:CreateDestination"”,
"Resource":"*"
}

£ 2 & : B CreateDestination API

« 1AM CreateDestination API

%1% mAFKETFIAMA CreateDestination API BIFX R

60


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateDestination.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
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#12 Amazon Kinesis BERFRIG R ARSE , WA CreateDestinationAP| 3k £ 228 &% & i 2| HY
BHAEBEKM, 3 FDeliveryDestinationArnS#k , B A EHEH Amazon Kinesis BIE# &

B, arn

"DeliveryDestinationArn": "Your Kinesis arn"
"DeliveryDestinationType": "KINESIS"
"Name": "DestinationName"

"ClientToken": "string"
"RoleArn": "arn:aws:iam::accountID:role/ROLE_CREATED_IN_PREVIOUS_STEP"

(® Note
ClientToken2—EMfRic. WREERARNES mTEAISHER KKK
MER , WERAZHDREIMEFTRTEMR - SHNEE.

% 3 & : 1A CreateNotificationConfiguration API

« VM CreateNotificationConfiguration API

&/J& , £/ CreateNotificationConfigurationAP| BIZZBEEL & , FHFATESHRE KB EIH Kinesis
BIERKTIHE N, EDestinationNameZ ¥+ , A SH¥AA CreateDestination
AP| B #EEIRY B 458 #Ro

"EventType": "DEVICE_EVENT"
"DestinationName" // This name has to be identical to the name in

createDestination API
"ClientToken": "string"

ERREERGEIRNEHRE
AT REMEEERBAKRNEHRD .

« DEVICE_COMMAND

% 3 % : A CreateNotificationConfiguration API 61


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateDestination.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateNotificationConfiguration.html
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- SendManagedThingCommandAP| i G EVIRZS. BMENR succeeded = failed,

"version":"Q",
"messageld":"6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"messageType" :"DEVICE_COMMAND",
"source":"aws.iotmanagedintegrations",
"customerAccountId":"123456789012",
"timestamp":"2017-12-22T18:43:482Z2",
"region":"ca-central-1",
"resources":[
"arn:aws:iotmanagedintegrations:ca-
central-1:123456789012:managed-thing/6a7e8feb-b491-4cf7-a9f1-bf3703467718"
1,
"payload":{
"tracelId":"1234567890abcdef0",
"receivedAt":"2017-12-22T18:43:487",
"executedAt":"2017-12-22T18:43:48Z",
"result":"failed"

« DEVICE_COMMAND_REQUEST
« REMEEEES (WebRTC) BaHiE R,
WebRTCHRERFANNE S 2 B TEE, XENSATLUERSSANM,. SMAEZHRIE,

REERTEWebRTC , MEEEFNBINARFNRARAFNIRE 2B RIXLEXRB TR
&%, BX WebRTC MHEMNEZER |, F5 % WebRTC,

"version":"Q",
"messageld":"6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"messageType" :"DEVICE_COMMAND_REQUEST",
"source":"aws.iotmanagedintegrations",
"customerAccountId":"123456789012",
"timestamp":"2017-12-22T18:43:48Z2",
"region":"ca-central-1",
"resources":[

"arn:aws:iotmanagedintegrations:ca-

central-1:123456789012:managed-thing/6a7e8feb-b491-4cf7-a9f1-bf3703467718"

1,
"payload":{

EREEERERNEHRE
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendManagedThingCommand.html
https://webrtc.org/
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"endpoints":[{
"endpointId":"1",
"capabilities":[{

"id":"aws.DoorLock",
"name" :"Door Lock",
"version":"1.0"
1]
1]

» DEVICE_DISCOVERY_STATUS
© REFHEIVRE

"version":"Q",
"messageld":"6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"messageType":"DEVICE_DISCOVERY_STATUS",
"source":"aws.iotmanagedintegrations",
"customerAccountId":"123456789012",
"timestamp":"2017-12-22T18:43:48Z2",
"region":"ca-central-1",
"resources": [

"arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-

thing/6a7e8feb-b491-4cf7-a9f1-bf3703467718"

1,
"payload":{

"deviceCount": 1,

"deviceDiscoveryId": "123",

"status": "SUCCEEDED"

* DEVICE_EVENT
« REBHRENBEH,

"version":"1.0",
"messageld":"2ed545027bd347a2b855d28f94559940",
"messageType" :"DEVICE_EVENT",
"source":"aws.iotmanagedintegrations",
"customerAccountId":"123456789012",
"timestamp":"1731630247280",

EREEERERNEHRE 63
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"resources":[

"/quit/1b15b39992f9460ba82c6c04595d1f4f"

1,
"payload":{

"endpoints":[{
"endpointId":"1",
"capabilities":[{

"id":"aws.DoorLock",

"name" :"Door Lock",

"version":"1.0",

"properties":[{
"name" :"ActuatorEnabled",
"value":"true"

1]

1]
1]

» DEVICE_LIFE_CYCLE
- RBEWEPRS.

"version": "1.0.0",
"messageld": "8dle311a473f44f89d821531a0907b05",
"messageType": "DEVICE_LIFE_CYCLE",
"source": "aws.iotmanagedintegrations",
"customerAccountId": "123456789012",
"timestamp": "2024-11-14T19:55:57.5682846457",
"region": "ca-central-1",
"resources": [

"arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-thing/

d5c280b423a042f3933eed@9cf408657"

1,
"payload": {

"deviceDetails": {

"id": "d5c280b423a042f3933eed@9cf408657",

arn":
thing/d5c280b423a042f3933eed@9cf408657",
"createdAt": "2024-11-14T19:55:57.515841147Z2",
"updatedAt": "2024-11-14T19:55:57.5158415597"

+
"status": "UNCLAIMED"

"arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-

EREEERERNEHRE
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FRARER

}

* DEVICE_OTA

« REH OTA BH,
 DEVICE_STATE

© REBRBERTHEA,

"messageType": "DEVICE_STATE",
"source": "aws.iotmanagedintegrations",
"customerAccountId": "123456789012",

"timestamp": "1731623291671",

"resources": [

"arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-

thing/61889008880012345678"

15
"payload": {
"addedStates": {
"endpoints": [{

"endpointId": "nonEndpointId",

"capabilities": [{
"id": "aws.OnOff",
"name": "On/O0ff",
"version": "1.0",
"properties": [{

"name": "OnOff",
"value": {

"propertyValue":
"lastChangedAt":

13
1}
13

Il\llonoff\ll n ,
"2024-06-11T01:38:09.000414Z"

EREEERERNEHRE
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Cloud-to-Cloud (C2C) £ #25

cloud-to-cloudiE#28 R F R ZNER L =HFIREE BN NEERF. AWS

.
s {42 cloud-to-cloud (C2C) E 85 ?

- C2C EEHFBER=EHAL?

« AWS Lambda A{E C2C iE#ig5

- REEREESIERE

« fff C2C (cloud-to-cloud) EZEH 155 RN
- W& C2C ( BRI ) iEES:

« f C2C (=8 ) EER

ft 4 2 cloud-to-cloud (C2C) i£3£85 ?

cloud-to-cloudiE R — M A MENRHST , THLLth4EE AWS & FE=FZRHUENIHR S,
£ C2C iE1EES , AR A RIZMAETLLRIA AWS loT Device Management B9 $E & 55 B SR 33 i 32 5
B=ATHERZ.

RESERSEEERE R, AWS BEFTUERPERNERMMNEZERNEESR, BXESER
BFSP) C2C EEFERERMTL 2,

RESERERFFMEESFFERN— AWS Lambda ZhEERKHL,

C2C EEFBEREMA

AWS loT Device Management BNt EE R EZEFBE RZR — R % C2C iE#ES , a[{E# AWS loT Device
Management WIEEEREE=A=REBZEANCAESF. BT AWS EEEFIE SHEFE
$#233 AWS CLl,

EREHEEERERKERRE X

1. AREERESAE
2. EEMSMERSD , BEREEX
3. HERXESEHEBHENENSMERT , EFBF.

42 cloud-to-cloud (C2C) #2285 ? 66


https://console.aws.amazon.com/iot/home#/managed-integrations/intro
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AWS Lambda F{E C2C iE$#35

§/ C2C E#ES Lambda RBEREERME=ZF A LNMENRECAZRNEEGSNEG. &
X Lambda WEZEE , TSt 4L 2. AWS Lambda

i, RIRELRAFREHE=7 OEM HENEREL A, 58 C2C E:R , RAAFUUBETRE
ERFERHTBRXALITNG T, RE , ZHTRHEERIEZSFZPEEN Lambda BH , 2K
BLRBERBERANTNE=ZFFEN API AR , ITFIXARZ,

MBEA APl Bt , EE# A Lambda Bd#. CreateCloudConnector#fE 2| Lambda BEF KB
MFRIAPRFWFIEZOMINEE, WE C2C (=Ex= ) E#ES

RESENEZSI TERE

FERARSAERITEEREM C2C EREST, AWS loT Device Managementltt ;S E A& 61228
BEREERRTR , B/ A LA EZ R AGE R iR IE R

(® Note

C2C EEBRREIXEER TN AWS loT Device Management I K — A T #iE | A TFiEdE
a8,

THRHERT C2C RS EHn TN BINARF R A EESNRZNFIINENAEG, C2C EEZSRR
% AWS loT Device Management T EERME=F=ZF A ZENERE,

£ C2C (cloud-to-cloud) #E#EEHE S EN

ERIEZNEM C2C EERMRENNE | ﬁﬁ"‘lﬁllﬂﬂ’JEEEﬂﬂ%FﬁUEE’J&ﬂ C2C EERMRFE=5
RNAE. AWS TRIEZHEEEM C2C EEB[FENEEERN —

LA EHMREERT S HAEER C2C EHEE., MRLXFM , NERN AWS FH &R RS R H#
R AWS #2H & L5 XL C2C EEB[NEXRBKRESR | AREAERM AWS EF A RE25EEK
Ro BERNRTRETFELHRIER C2C EEHF[NNR , UREEHEM AWS B 7R &RY C2C HEiE8R
Eﬁ1ﬂ:’ﬂ§7ﬁko

AWS Lambda FfE C2C &S 67


https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
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f3 C2C ( =i ) E#ESH

UT&ETNER AWS loT Device Management I EEE KW C2C ( == ) EESNIT R,

£}

- RRFH

« C2C EEHREXK

« OAuth 2.0 Ik XERER

« X3 C2C EHREORKE
- EAIREY C2C EHEER

- REN IAM B EFT IR
« FHMIERY C2C EHERR

TERFAF

R C2C ( SEE ) EEB2H , CEERRUTRMA -

- AWS Ik BT REAN C2C ERBBT EEERMTEM. AXESEL  HSMLIE AWS
LYt

- EfREESN  SFERL IAM R, EFEXER

- BREESRAEXNNE=FRUEBZE OAuth 2.0 B, BXEZER , 535 OAuth 2.0 I/~
FKEREX,

e, ENIRERERR | EESNTRARALTEZUAT RS
- REE=ZA=WEFIRID, ATE C2C E#FESFXEK
- REFE=ZFZNEFRBH , AT5EM C2C EHEIH{XE
« OAuth 2.0 & M1t
 OAuth 2.0 X M1t

- BHVE =T API FRFERVIE(T API B 4H

« IBHE=H API EMBIEER OAuth EEM AL F AT B B FTER M APl 340, AWS—LE5E = 5ER
¥ OAuth IMEEM URL FIAFITEE MR —EE=FNAEA/TABRFZNEMZ OAuth URL Y
THERRE. BERHREBENE=S , THREREER OAuth EERHRIIAFIZEZTEMFA

8 C2C ( =¥ ) E#ESR 68


https://docs.aws.amazon.com//accounts/latest/reference/manage-acct-creating.html
https://docs.aws.amazon.com//accounts/latest/reference/manage-acct-creating.html
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PRI R

FEHEEESEN  BFEERL IAM R, BRTE®Fiotmanagedintegrations: iR , BEFE
AR -

« CreateAccountAssociation., CreateConnectorDestinationGetAccountAssociation, F

StartAccountAssociationRefresh , 3R secretsmanager:GetSecretValue

e CreateCloudConnector 2 lambda:Invoke

BXiotmanagedintegrations: NERMBENEZER , BSHAWS HEERE LHIRIE
C2C E#EFEXR

IBFF KB C2C FEZESEH T AWS loT Device Management T BEER 5 HE = AN = 2 A KN E
BE., EESATTUTEERNED , AWS loT Device Management = e R & L& B P ITIRIE,
XLEFZEORM T XMKRLAFIRE. B3IM AWS loT Device Management B E R L IEREZF DB
RETHESHRBAFNINGE. I 7T XRHRBFRME  EERFLNEE AWS loT Device Management
REERSHRE=AF B ZEHERMERE 2R,

BUTR R C2C EEBMNER

- BEHBRIURSSH|LMAFE OAuth 2.0 SRR 5 HAE BOAuth Bl EZE R,

- EE[FH C2C EESRBRBRYABIFEER AWS SUFHFRAFT , HEASAEXEFEYRBEER
AWS RN MBI FEH, BXEZER , 5SH AWS YRHBEEREI,

« C2C SN IMALH BT & M IIE A AWS loT Device Manag APls ement FI3IEEE R, SigVaxd
F SendConnectorEvent Eid APl XiEMRFSE4 , XAFER AT EMEZSENER AWS kP &
ERZE % SendConnectorEvent &K,

o EEB[MIKRIIAWS . ActivateUser, AWS.DiscoverDevicesAWS.SendCommand,

FAWS .DeactivateUseri®{E,

o HIEM C2C EEBFUIERRBTMNRREZFRXIABRNE=SEHN , EATFEHERE S AP
MIEEE K. SendConnectorEventBXRIXLEHM SendConnectorEvent API NEZEER.
B2 ¥ SendConnectorEvent,

(@ Note
SendConnectorEventAP| R EERK SDK W —29 , BTFREFIHWEBNZEER,

C2C E#EZBRER 69


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateConnectorDestination.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_StartAccountAssociationRefresh.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateCloudConnector.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotmanagedintegrations.html#awsiotmanagedintegrations-actions-as-permissions
https://amazonaws.com/iot-mi/latest/APIReference/API_SendConnectorEvent.html
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OAuth 2.0 Tk P RERE K

B/ C2C E#SREMHB OAuth 2.0 BRURSHNZLAFRITIHRIE. BILERSHR , ZRLAFF
HE=ZFKFEEFNRZEFEXRKER, KFXBREZAMFER C2C EEB/FNREMENS
—%, BXRKFXKEM OAuth 2.0 FFEIBABHNESES  BEAKSXEKAR,

RREN C2C EEBIFEXNRENLFZTEERZFRIUARE , 5 C2C E#EERXERA OAuth2 .0
RS BB LAR R, OAuth Biig ZR

® Note

AWS loT Device Management fGEA T REERZFHERNABERL OAuth 2.0, BXE
Z{88 , 5 M RFC 6749,

KEXBKE—PMATRESEKNNEESBREABRSTHRARNRAAFRENERE. KSBRAKLARTY
B9 AWS loT Device Management 12T EER , SEEZSB LB AP HASRL AN EE#
TXRE, BXEZER , 858 K/ xKTERRE.

BMNBVUETENXEHFBRTRIERETMBAED, B2, IRSINEHERESD , RMNBWEEH
CloudWatch BEMBERF X KEHRBAEFTHTHE. BXEZER , 15 H Help protect sensitive
log data with masking.

MFEEE R AWS IoT Device Management FREZEKRBIFRITHE ; MBI BB RNEEIREHH
T, B % , AWS loT Device Management BNt ESE RS TIRBERENB. ARG , e HRBRRA I
SERARFSE. RFTHATEBRAESHIBEERFOHESH, MRIFRSEFNRBIFSESE
SH , MARBERHBITK XA, RATLUEN StartAccountAssociationRefresh APl #1E

RMENX — =Ko

/A Important
KB GRSRNERBMSIIZRRAF LD , BFEER OAuth EF KD . ZTRTANEHRNE
P FrrE AP NTEIREZR G R R,.
BRRSZ B LTI ITUA T RIEZ— -
- RITEEURINWRLAF (BRFAEE ) IDWNiGRSHE , HlI0 JWT-Token,
- REIENEMENHESHEORZRLEF ID,

OAuth 2.0 Ik 7 X BRER 70


https://datatracker.ietf.org/doc/html/rfc6749#section-1.3.1
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/mask-sensitive-log-data.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/mask-sensitive-log-data.html
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OAuth ELE ER

T &R T OAuth RIURSRF A FIEELEK AWS loT Device Management SAR 1Tk 7 < BX Fr B Y
S

OAuth fRE 2358

FE WIE e

clientId = B N R R I B FRRAT
CHATEIEMRRIDRRE , #
B U AFHRHE,

clientSecret = ATEIRNRS =X NARE

FHRITEHRIENEZSR , LH
R TEfE R RN R A T hE
B MHHEHRZE , TELATH

=,
authorizationType = LR E X R EL,
AT, “OAuth 2.0 Ef—%iF
1B,
authurl = BFZASREFEEMN URL,
tokenUrl = B=F=RHEBENSE URL,
tokenEndpointAuthe = “HTTP_BASIC” &
nticationScheme ‘REQUEST_BODY_CRED

ENTIALS” S RIEA R, H
TTP_BASIC RTREFIHEILE
BERDRLT , MPHBERT
B8 EEREXF,

DY IEERB OAuth BRFEFHITEE |, TR SRFRBELAEM UTF-8 FRFEHIT Basebs 4
L]

OAuth 2.0 Ik 7 X BRER 71
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TP RERA S

EOE C2C &R , IREE—1 OAuth 2.0 BRRSBMIKF KB, BXREZER , FSM K- XEK
IVE/)IL%EEO

OAuth 2.0 ERIK KRB EL T A TEANAS

1. BRRSS =5

2. BIRPREE (RERAF)
3. BRARSS =R
4. B i

LTABRENTXE OAuth ABHFHNE—1 .
RS 25

BRRSRBIANMBIUEE=FoHREAT HFONRSER. RS/ EH TR ET LR
AWS RERFHNEFFEKFEHE=ZF Atk REER, WEEMRNIKS KRB,

BRBRSBRE I R LT N B K FEM 7 R EX
ETEBERNH , #RAAFBRENRE, XBEHMRRIIHR.
« NREHFNHLRAFH#HITEHRIL,
- £ ATIRAIFZLAFPNRNE,
o JFRINIBLIEL AWS loT Device Management BIIEE £ K.

- 3% AWS loT Device Management £ E &KW TN , FHIREFRISE , AWS loT Device
Management WREEEXATATIHRREFRELAFNEE., XEEFBEITRMHN URI (MATHE
URI & :EJI_'IE/@\ ) 75}520

/A Important

RINARS 28 A2 FF OAuth 2.0 RINEBRE , 885 AWS loT Device Management
Connector BITEER —#2 M. AWS loT Device Management NIt EERIEZFHER
BR#IEA R4 (PKCE) B BRAE K.

BRI ARSS 27 &0

- RMEEURBNKAAFPIRIRFAESE ID WiHRSHE , Hl0 jwt-Tokens

- EEBREESNERBWTRTENZLAF ID

OAuth 2.0 Ik 7 R BXER 72


https://www.rfc-editor.org/rfc/rfc7636
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BN BHEESN T E XTI ENAWS . ActivateUserig e, XEHLEIREER P E
BE#ERS,

MREZEBFAESIMEEXELET BCWERNRSESE , NERNRNRS S|{LMAEESET R
EE=FFREENRRRERN, XEREREEINENRSFZERNEMSEEBLNEIR
ZF(®R) LRHEEENNZEBR, N, REAFSETATES —SRLAFPRZ LITH
T ZTEREAENNEAME B FANNER, LU Lights 2T R, YRKAF B EHIERESRN
K P BORIERT |, 1 EE R B RAURS 2T IEMEA L ights In corporated &3k M H., — Bff]
BERHAOEBFHETFNR , R RE—NSE , AVFEESEFHREE L ights In corporated i F
B IR o

BRAEE (RERFP)

ERBERFEE , B LUESHITIKF XBR AT AWS loT Device Management HF B IEEE
B B SR K P o BR BV B R. Blan |, AR AP 2% % Lights Incorporated #zh N A8 & 8E
TR, BEFMEEREUWEHBZZFRENELXKAFRK, ., EERNORES | BRFAEERER
7 Lights In OAuth2 corporated .0 Ik, ENRFMESE , LKA REXHBSHERRZHN
PR o

R IRBRSS 2R

XRREEEERNTRHHENZIRFER (REFHE ) WRSHE. AWSEFREERRRLAFH
B ZERPIER , 41 LUESE K F <BXE# AWS loT Device Management E3EZ 25T E SRk
HEZRPER. LZaNBeeTBRE , BFRIRSEFEL ights In corporatedii B —IE T
SRS , ATEJELLEXNEH#ITERE. BIRRKRSS , REMEETUEERET AL G
T, Bl EAT A FXH. SRIPHVERNERZLRF KSR accounts/entities 1A gE 212
FEA PR B9 E At ik = 3R AR

& i

EXHERT , W2 C2C iR, FFrIMENNIARKFLAFR TN ARKRSHFA
RENLRANRONAERF. KAXBRIEAREES (FMR ) , BREAE=ZAFRLAF
Ry B

REEREEER OAuth FF % , 18 AWS loT Device Management BYFEE £ A RIE T ITIRIE,
f5lan , AWS loT Device Management T E S K A TN ARS 28 &K HIREUG RIS EMNIER. EESH
PEAREFE , AN ECRHRRRBRSEPZRPER (RBFHBIE ) WEE—AH4,

DHRARFEZENEREITRBRAM, £FFFAFL ights In corporated A IR 5585 2 18] 52 Bk - < Bk
B, BEESAGUERERSHERE , UREREXELAFPERIIENER. ARG, EESHRTUMUE
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KREBLAPHNGS, XEFEET Lights Incorporated BIRIRS BRRMATIT A< AIT. B
I, BT EEREENEF .

JH\KF *H* IVE/JIL*HE

FFEFES C2C #EEEFE AWS loT Device Management ¥4 EHKRIRAFREHITRENITESE
K, T2BEUT TERERIGRITHE

1. HAPBIEFMARFENE=ZHIRZHE AT , AWS IoT Device Management BN EEE R <
R EIEFMN URI LK. Associationld
2. NAREFBIHFEM Associationld A HRAAFEEORE =S FANERTH,

- BRARAFEREZR. REAFRTFEFRHRAERFEENNR,

3. FE=ZFTEHELERNB, KRELAFPFHEERE AWS loT Device Management £ & B URI #9
REER , SEEEMFERFIMHRBE,

4. REERSFRUERBEE=SFAETHE URI XK,
5. Th URI BIERNEDHIRE S KL R/ XERA OAuth2 .0 15175 MM BT 5 o

6. FEEERIBAA C2C EEEHHITAWS. . ActivateUseriBE , LT HIK P R} EHRTE HIREL
Userld

7. REEHK OAuthRedirectUrl ( NEIZEREEEE ) FRIIN S HRIER EEEFNARRF.

® Note

MR HIHEE , AWS loT Device Management YL E &£ R & F451% M error_ description
BERSHHMEIEESNARFRESRIFEMESHOML,

8. BEPNARFNZRALAFPEEME, OAuth RedirectUrltkEt , MARFBIHME — S /A8
Associationld T <BX,

BIY C2C i#E3£23 M AWS loT Device Management T E&E KB E=Z = F B A HWFIEREE
R, flINEKIMBRZFMEAEGSHGRS , FFEE OAuth2 .0 TR T,

TERERTKPRERRXBEARE D ZEBIKR
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HIEEE R AWS loT Device Management FERARER
SCH C2C EHERRIE O BR1E

HIFEEE R AWS loT Device Management EX T #& AWS Lambda %A BRI O MEEFT B RBR N
EERE, 8K C2C EEF[MIEI L T EBIIRE

1. AWS.ActivateUser- AWS loT Device Management BRESHIIEEER AL APl kK ZE5FTIR
fEH) OAuth2 .0 TREXEBRN /K — AP FRRRF. AT LUER A IR ERRNITHK S KRBT B EA
HMER,

2. AWS.DiscoverDevices-AWS loT Device Management BRSBVITEER AR Lk AP BIIEHEERS
DEIMAFPHIRE

3. AWS.SendCommand-AWS loT Device Management fRZ L E E R 2 fF 8L AP 8 H 2R HIEE
B, UENAPERREGS

4. AWS .DeactivateUser-AWS loT Device Management [RE KT EE K S IF 1tk API 18 {810 E 2
2, UMERARAFPNIERTHE , MEEENENRSSFEPEUESERE,

HIEEE K AWS loT Device Management (8@ S 4R A A JSON FHFE MM Lambda &
¥, AWS Lambda invokeFunctioniZREEMKNEBMNERAKPEE —NoperationName=F
B, BXEZEE , H3HM AWS Lambda APl 2E KA.

BAORARAEMNRENFAY K MRPAXK , WHERAIR

BRIEERITIA Lambda FfoperationName NiE SR B R AEK AR —4 , HRDUAE B9 ThAE LARR &Y
HNE=H=:

public ConnectorResponse handleRequest(final ConnectorRequest request)
throws OperationFailedException {
Operation operation;
try {
operation = Operation.valueOf(request.payload().operationName());
} catch (IllegalArgumentException ex) {
throw new ValidationException(
"Unknown operation '%s'".formatted(request.payload().operationName()),
ex
);
}

return switch (operation) {
case ActivateUser -> activateUserManager.activateUser(request);
case DiscoverDevices -> deviceDiscoveryManager.listDevices(request);
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HIEEE R AWS loT Device Management FERARER

case SendCommand -> sendCommandManager.sendCommand(request);
case DeactivateUser -> deactivateUser.deactivateUser(request);

i

(® Note
TR T R B TR U A E RGP 5

MactivateUserManager.activateUser(request)deviceDiscoveryManager.listDevice
MdeactivateUser.deactivateUser#{E,

LT ROIFHANETREXEERNWBERAEERER , Eh @8 NLFRONLHZER. NRHlF
LA ABIBEBERIRK , REBERAH, BREBAESMREEZOFBRER,

{
"header": {
"auth": {
"token": “ashriu32yr97feqy7afsaf”,
"type": “OAuth2.0"
}
},
"payload":{
"operationName": "AWS.SendCommand",
"operationVersion": "1.0",
"connectorId": “exampleld”,
}
}

ARINFE RARK

ARINRRAF R TR

"header": {
"auth": {
"token": string, // end user's Access Token
"type": ENUM ["OAuth2.0"],
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}

EERRIEERNEM API BAFALEUTIRASH

FKIAPRB N F B

FE DS VIR iR

header:auth = C2C EZIBFE NS EERSS T
At HA [B] IR BV RN B

header:auth:token = HE=ZF=IRHBEEK
HEZINAFPHORENS
#HconnectorAssociati
onlID .

header:auth:type = PRV REL,

® Note
WNENEEBNATEBERBEMINFZLAFNBRITHE, SUUBRRERLARAFERESERES
Z BB FEK, RER,

HR AR

BRT ERAMRKI  SMERBEE-—IPERAR. ERLBERREANEHREREFIE—NFR , B
BMERBAHE —AMNANFTR , REFBRHRLAEFR.
FRAEMEAFER :

- operationName : AEERMWIRE , ETUTEZ
— : AWS.ActivateUser, AWS.SendCommand, AWS.DiscoverDevices, AWS.DeactivateUser,

- operationVersion : 8MREBEMRAES , LATHBEENBENHEBMESL , HAE=FEE
HREHERENEOENL., REEREMBBERNERER/mPEE - IMREFE,

« connectorld: BEMEXKIEERIIERESZMN ID,
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BRIA M RIAR K

FIWMACKIREEIET AWS loT Device Management BT EE R TR , AHIAER C2C EERS
EREERHATFHBALEFER, UTRE RSN ERRA

{
"header":{
"responseCode": 200

1,
"payload":{
"responseMessage'": “Example response!”
}
}

BNMRERNBLAEEUTEARK

"header": {
"responseCode": Integer

}

TRIIE T BRIARYIE RIFRL
BRIANE RI#R Sk M By

FER WA/ AT I it
header:responseCode = RITBERPITRESHERN K
%,

EARAXEPHEANZMEZSFZEON API 284 | B —/responseMessagemMessageF &, iX
—NAEFE , AT C2C iE#SR Lambda RN A XFREERMTHEM LT, RHFR , FAS
BRSNS IRER 200 M B E R HE IR E BB,

5/ API IR C2C iE$EE5RE1E R SendConnectorEvent

WIEEERER AWS loT Device Management BHEESREES A and REHHURS HRiE
{TAWS .SendCommand, AWS.DiscoverDevicesiXZEbki& X LEREMN KA R R “HIN BHY
C2C E#ESREWEIE R,
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£/ SendConnectorEvent API , RV EESR R T I RPN EBHEE L% EF for and

operations , AR EZREEMH ( HIMFHFZSMKXMALTH ) o AWS.DiscoverDevices

AWS . SendCommand EFEBERXEEHLB R HAFNIFMERA , FSHEEH AWS,
DiscoverDevices YEXHE AWS, SendCommand ##4E. #{EH SendConnectorEvent APl &i%i%%
=4,

flan | BRI C2C EZEFW EIDiscoverDevicesiEXR , M AWS loT Device Management 3£ &
ERFECELAEXNHNERBEL MR, RE , BAFERPERE AWS, DiscoverDevices 2
EE X WiERE N DEVICE_DISCOVERY S48/ SendConnectorEvent APl, API 8 R BAE
FEREENGRE C2C E#EEF AWS Ik Lambda EiE# #5317, SendConnectorEvent?E AWS
loT Device Management BN HEE S KR EH 25 , RELXARES 2K,

® Note

HEF , MAEMSE |, SendConnectorEventAP| @A A LAfE C2C E #2258 Lambda A B e B7 2 &
H1T, BER , XM RESHGFANRSERMEFE,

« SendConnectorEvent-#&#IiE #2858 A AWS loT Device Management AP T E £/ |, FiREEH

KIZE| AWS loT Device Management BN IEEERK . EEERIES=EBHEH .

- “DEV ICE_DISCOVERY’” — Wt EHRENAFEAEE = A= E IR E FIRLIREUS ERY 75 ]
S,

- “DEVICE_COMMAND_RESPONSE” — Wt EHBRENA T A EERNGTRITERNBEREE
#,

« ‘“DEVICE_EV ENT-ltEHZRENA T RERZATFTRETAFNGSHEZEERNEMEH, X
ALVERN —FEANBHERE  AFEHRFEFREST/LHREH,

SCHe AWS, ActivateUser 2

AWS loT Device Management IR E &£ T EMITIZAWS . ActivateUseri®fE , TREMNZRLRAFH
OAuth2 .0 THFRZRA PR, HNIEEERK AWS loT Device Management fF1E & R ¥Rk &%
OAuth™hE , HHEZRNERESENN AT IELRE—WAFRRE., HBRELXEEKFXKRE
BRI ZE.

BUTRBIRBR 7 EERRNER |, MERKIIAWS . Activate AP o

- &) C2C iE#85 Lambda AJLALLE R B AWS AWS . ActivateUser loT Device Management 3£&
ERHNIREBRER.
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« J&H C2C E#2R Lambda AT LAREE OAuth2iR /.0 THRBEM—WRAFIRAN. B%F  1IRE
JWT T, MIAT UM G RS PRE, BB MRS SR ERZS M,

AWS .ActivateUser T4E

1. MIEEERFEAUTERA AWS loT Device Management £ 18 &/ C2C %E$#EES Lambda :

{
"header": {
"auth": {
"token": "ashriu32yr97feqy7afsaf",
"type": "OAuth2.0"
}
},
"payload": {
"operationName": "AWS.ActivateUser",
"operationVersion": "1.0.0",
"connectorId": "Your-Connector-ID",
}
}

2. CCEERBITHEABIERNENE= "R RRSB/REAEETESEAWS. . ActivateUser ]
FEVAF 1D,

3. C2C E##EE 2RI Lambda AWS . ActivateUser #ERA , BIFEBRIANTHEURFZERANERN H
FFrR%F, userId

{
"header": {
"responseCode":200
1,
"payload": {

"responseMessage": "Successfully activated user with connector-id "Your-
Connector-I1d.”,
"userId": "123456"

}
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SCHE AWS, DiscoverDevices #24E

RELXDNSNRABFRENYEIRRZFIRES AWS loT Device Management FEEER P EF R L
APRENBFRTIERXRE—H. REEAF S AWS loT Device Management FIFEE &K Z B 58
BRIKFXRERE , AWS BEFFTERLAFPAENREZ LRITHEE, BEAAR—INRLSIRE , He
AWS IoT Device Management T EE R QA AEZSERENRZRIMER, C2C EZEBFRIIRED
RANZLAPERIEK , HHhIEREENERNSERRE (B NdeviceDiscoveryld) o

THEi%B T AWS loT Device Management &AL AP MEEER ZBNIEE XA TERRE

AWS, DiscoverDevices TEHRTE

1. BFRERZLAFPBIIEZRINRE,
2. MIEEEK AWS loT Device Management 24 R — NS EZFRRF |, ZFRREF
fdeviceDiscoveryIdA AWS BF £ KM E ZIER,

3. WREEMEMAAWS.DiscoverDevicesEEREM C2C EHSF AWS loT Device Management
BIFREZEIMER , BFER OAuthaccessTokenIBRLAF LK. deviceDiscoveryld

4. BHIEESSFEMdeviceDiscoveryId LB &7EDEVICE_DISCOVERYEF H, LEHEFIERS
FUNRAAFEENGIR , HEXTRFEKZEET AWS loT Device Management BIEEERK , I}
¥ SendConnectorEvent API #E9DEVICE_DISCOVERYEH KX,

5 &M C2C EEBNAARRRFSHBRRNZFLAFHENMERZ.

6. &K C2C E$EES Lambda £ Lambda A invokeFunction () , 7@ AWS loT Device
Management FYIEE SR & H ACK MaR; , ERIRIEM¥HBIR, AWS.DiscoverDevicesHEE
SRBEY ACK BHEFEENRERINRE.

7. BRRBRFH|2OLREZELAFRAENRENZRESIR,

8. IBHEERNEARLAPIREZEIN AWS loT Device Management FTEIRZ B AWIEEER
ConnectorDeviceIdConnectorDeviceName , @EBAIRBZWRENIRE,

9. C2C EHEHRERMUserIdERMRBMBEENEE. THUERRZIIRN —30 MNERYEIRR
FEPRE , LA UREEN R RRSEXABRETEMNBAAFRE,

10. #ETkK , &1 C2C EEIFEA AWS K- I HRIESBIRE RN
“DEVICE_DISCOVERY”SendConnectorEvent , B3 sigv4 A AWS loT R & EE
APl BIIEEE K. KIEE| AWS loT Device Management TEERN IR BRI RPN B AR

ZEHITHEZEBENSHE RconnectorDeviceld , flflconnectorDeviceName., #
a, capabilityReport
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- REZNBRRSEFEA , BEZMERHEH AWS loT Device Management BB & K.

Flin | MRENRRERS[FNBELAFPLZINREZIRHAT T oUW , AR TFERELH ,
BEAI LA R IE — N statusCodeS B AMI3xx B NDEVICE_DISCOVERYRES 4., MEER
BEEDMEHRTH  BEELES. 6 M 7,

1. WIEEERALBEF AWS loT Device Management XX EXEXNFLAFRZEHEH,

12. HIREH C2C EHEE X IEMDEVICE_DISCOVERYIEEEHstatusCodeSHEFH N 200 , NE
EERNBANEFIRRE RN ITEREE TR

/A Important

MREE SR7I 11 ALAELSR 6 28317, Hln , MRENE=ZHFFEE T
ATFIHRLAFZREN API, JHJJ‘IWE C2C %E$£388 Lambda F A ACK I
M SendConnectorEventZ &l & i% DEVICE_DISCOVERY E#,

RERIETH C2C EHEFJER

UTHRBART C2C ERRMNER , LETRIIRIRZ

« C2C i&E#288 Lambda a T LA B3R B AWS loT Device Management FEEE RN IR R XK TERHEE
HAEIRMHE, AWS.DiscoverDevices

- K C2C EEBTUEA A T EMMERESNEIE APIs BiT Sigv4 A AWS loT Device
Management B9 AWS k= FEEE /K.

RERITRE

DLTRESBREBLR T A EH C2C EZRMITE LR AWS loT Device Management BYi& & Z I 12,

RERDIE

1. RESERSMERERN

« fFERALLT JSON fagDiscoverDevicesE &i%x POST &K -

/DiscoverDevices

{
"header": {
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"auth": {
"token": "ashriu32yr97feqy7afsaf",
"type": "OAuth2.0"

}

},

"payload": {
"operationName": "AWS.DiscoverDevices",
"operationVersion": "1.0",
"connectorId": "Your-Connector-Id",
"deviceDiscoveryId": "12345678"

}

2. EESFWINRI
o EEBRETAELT JSON WEMHHIA

{
"header": {
"responseCode":200
b
"payload": {
"responseMessage": "Discovering devices for discovery-job-id
'12345678' with connector-id ‘Your-Connector-Id™"
}
}

3. EESREFRBRISBMH:

« {EHALLT JSON f1#i/connector-event/{your_connector_id}@E &% POST &K :

AWS API - /SendConnectorEvent
URI - POST /connector-event/{your_connector_id}
{
"UserId": "6109342",
"Operation": "DEVICE_DISCOVERY",
"OperationVersion": "1.0",
"StatusCode": 200,
"DeviceDiscoveryId": "12345678",

"ConnectorId": "Your_connector_Id",
"Message": "Device discovery for discovery-job-id '12345678' successful",
"Devices": [

{
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"ConnectorDeviceId": "Your_Device_Id_1",
"ConnectorDeviceName": "Your-Device-Name",
"CapabilityReport": {

"nodeId":"1",

"version":"1.0.0",

"endpoints":[{

"id"."1",

"deviceTypes":["Camera"],

"clusters":[{
"id":"0x0006",
"revision":1,
"attributes":[{

"id":"0x0000",

11,
"commands":["0x00","0x01"],
"events":["0x00"]

]

73 DISCOVER_D CapabilityReport EVICES ZE4#3i& — 4

mEEE YN EHERFTR , £ DISCOVER_DEVICES E4FHRENEAREZER
FFAWS .DiscoverDevicesiREMIME , HFEZE CapbilityReport SRR S 1% %KY Th
fE, "CapabilityReport' A& Matter B#& &R R AWS loT Device Management R & IhBEV FEE &
X, * CapabilityReport’ AR LA T FE -
« nodeld , F/HH : BEUTHBMIRET LMFRRHFF endpoints
« version, String : IR T RMRA , HEESFTRAERE
« endpoints , <Cluster>%l%k : IR Zim AXISENREHIFEEE AWS ZIFIK,
- id, FRFE  EESTRAERBENRSIRRS
« deviceTypes , <String>%ll5k : i RFIKRAVRZHREFIK |, B) “BRE&EL",
« clusters, Lis <Cluster>t : Wtim R ZIFHRGBTFEER M AWS KI; %K,
- id , FHFH : Matter Fr/EE LV EBR IR AT
« revision , B : Matter FREE LW EREITIRE.
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« attributes , <String, Object> #: & : BHARIRAFREX N HANRZBRSENBRE |, AR
MBEREH RIBEIRAEE Lo

« id, FRH . REBREEEN AWS STAEXHEX ID.

« value , XK : HEM ID EXHBEMHASRE. B WRBETUREREMEL,
ZvalueZBEN TENEMER LN , REHERERESR lambda 7] LATE & J1HA E) 78 E =4 8
KA, FREBEZFR.

« commands , <String>%3k : &8 Matter FREMNE N , LR IDs TENH IR,
« events , <String>%lk : RIFE Matter FREME XL , LLEEF IDs TFNEHTIxK,

BRYFRBFEERE TN INEREENAWS SEIH Hw15IFR | FE AR BIERE A,

X AWS, SendCommand &4E

ZAWS . SendCommandi®E 2 iF AWS loT Device Management (WIEEE KBS AWS BEFFHLAF
BN GTREEENRRERSSHE. ZNRERRSB[UEIFSHEBNRE  HhSHEARER

CHIERER, GEHTRE—IRSITRE , Hb AWS loT Device Management NIt BEER XK EHH
“TracelD” W HHITIER , i’.}\E’JJE?%%EH@EEiEﬁ “AP1” SendConnectorEvent % 1% [B] £ & £ A 1Y
MBI, AWS loT Device Management B 3T & 5 B B2 BRI S5 28R B — NA A B I E an w5 /9 1
B, BFR—ERTRGBTEHRIT,

TEHEBTRSHITRE , HEGUBTRLRAFZHITFEET X RA

REWSHITITERRE

1. RERAFPERAWS EFRFWNARFRAEFITHG S,

2. BEFEaSEESRAAFPNREZEEREIEL AWS loT Device Management BIITEE MK o

3. REERSER “TracelD” , BN EEBTENG PN LEBRRSHERAT,

4. AWS loT Device Management F3EE &£ R £ AWS . SendCommandiR/E R H @ R EZRF R IA TS

NN
T 1R 2

BEOEXHERRAFSEEZIRRRF. B Matter 23X #17E #9 1% % @5 S endpoints/clusters/
commands, RAAFNHETERAREMAENSE,

5. BHEESFMtraceldEEEEDSWAFHNRR.
. BHEEBRANRAEERGTIBERERNARRSI[HOMEMER,
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6. BHEEBUserIANREHNKRLAFNHRTESRE , ARESHTHEXK,

a. WRIIWT FRCHTHE , IATAEALRANRRANECHRERSSEPRE , o] UNIEE
ThEHRE, UserId

b. SRMEURTEMRFERS[NIGRITENEAESE.
7. BHEESBRATRRSSHEN T KLRAFNT.
8. HRIRFFH/ERERE,
a. EESRPHIFTFERESFETEADHH AWS IoT loT Device Management FEE &R , FH LA
ACK 1E R ¥1%4 [E 25 an 5 e RL#E 47 W BZ o
b. RiE, REENNEPHREFANARR.
9. REFNRE , ENRERSHBLIHRZREEH.
10. B R RBRS R EBHREEERES,

1. BNEESNRRRSF[ERNRZBHERNIEEER DEVICE_COMMAND_RESPONSE %=
PR,

12. #HERESEEA SendConnectorEvent APl |, 1#4ER “i&% &5 MR,

. TLENRIBERGKH EB AWS loT Device Management £ B &£ K traceIdIZ2 AR,
13. REERASBANEFEXRAAFPNRZREE,
14, BERFBHARLAFERIESE,

(® Note

LR ERRSBEERE THBAMNIEZHTIERMNOAEENZE, XBENGSE
FEEM referenceld HITHEFiX2iH,

BMATIRBE SR C2C EERRER

LUTHRBIRT C2C HEZESBWESR |, MEH RE DK IIMIT,

« C2C iE$#28% Lambda AT LAAWS . SendCommandfb 3k B AWS loT Device Management 38 S X Y
BEBEREE,

o B C2C EEBUNMBEREIEWARRS NG S , HWRHEME B “TracelD”,

o BULAER AT OEM C2C E#EEZH AWS FiE@EE Sigv4 A AWS loT Device Management RS
APl 89 AWS K~ FEEE /K.
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FRARER

1. RESHOEERRAEDS (FSHLETNSRL) .

/Send-Command

{
"header": {
"auth": {
"token": "ashriu32yr97feqy7afsaf",
"type": "OAuth2.0"
}
},
"payload": {
"operationName": "AWS.SendCommand",
"operationVersion": "1.0",
"connectorId": "Your-Connector-Id",
"connectorDeviceId": "Your_ Device_Id",
"traceId": "traceId-3241u78123419",
"endpoints": [{
"id": "1",
"clusters": [{
"id": "0x0202",
"commands": [{
"oxffol":
{
"Qx0000": "3”
}
1]
1]
1]
}
}

2. C2CEEBACKMT (BESHAN—BXRFNSR7

EEREIE ACK) o

"header": {
"responseCode":200

iy
"payload":{

, HAE#EERM AWS loT REEERSHFE

"responseMessage'": "Successfully received send-command request for

connector 'Your-Connector-Id' and connector-device-id 'Your_Device_Id'"

}

KU C2C R OBRE
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FRARER

3.

}

AWS-API: /SendConnectorEvent

URI: POST /connector-event/{Your-Connector-Id}

"UserId": "End-User-Id",

"Operation": "DEVICE_COMMAND_RESPONSE",

"OperationVersion": "1.0",
"StatusCode": 200,

ERFREREGTHNES (FSHLEPHNIR 1),

"Message": “Example message”,

"ConnectorDeviceId": "Your_Device_Id",
"TraceId": "traceld-3241u78123419",

"MatterEndpoint": {
"id": "1",
"clusters": [{

"id": "0x0202",
"attributes": [

{

"Qx0000" :

1,

"commands": [
"Qxffol":

{

"Qx0000" :

]

® Note

Fi@iE APl Y EI48 R H9 DEVICE_COMMAND _RESPONSE E42 81 , HT# S

11311

Il3/l

TSGR RAETFT 2RI AWS loT Device Management FIIEEE R F .

SendConnectorEvent X EE , FXEEERKITHESER 3 WEH20
BAAWNERERTRY , BRLEHRZRE,

KRV E R

KU C2C R OBRE

88



HIEEE R AWS loT Device Management FERARER

BB AWS FEEH “AiRTT R’ SendCommand &K

REERNERARZELANPEREVIEZIERBERZATUEZBEG S, BMIZIIERILES
AWS EMYRBFEERHRTEEN ; Hit , FIEEANGIEHRMNAEERFHHH “commands” F Ik
4, B/H "-F-E%Eﬁﬁﬁﬁﬁ ‘MR FB , WEMERMK Matter %%, AENE#TEER  MEEBRNGS
FRiIRE, BE , XEKRET Matter FIRE R RN ERH API ER,

RiTwoE , CHNEZESTYATHYRBEERN AWS ST E LN HLE ‘B Rt ZxE TEL. R
B, XEFERFES APl £3E8 API DEVICE_COMMAND_RESPONSE E#4#R &4 AWS loT Device
Management £ E &K . SendConnectorEvent

ZEUTRAAFEHIZEN R FE& : AWS.SendCommand

"endpoints": [{
"id": "1",
"clusters": [{
"id": "0Ox0202",
"commands": [{
"Qxffo1":

{
I'@X@@@@" : II3II

}
]
1]
]

BEENR , EEFRTUBEATAR

1. REZLRTRIAMERHER -

—

a. THK[IZREiIdRA “17%

(® Note

MREBRENLT Z N mA , FlIEANEE ( FlZ00n/Off) can control multiple
capabilities (i.e. turn a light on/off as well as turning a strobe on/off ) , MIfEA L ID
MR AE ERNINEE.

b. FFEERELIJN “0x0202” ( NEEFIEE ) .
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a. FWHRRFEERN Oxff01” ( EFRATPHEN ) o AWS
b. ERABEBRPRENEEFTITESNELITRR.

3. EHEM:

a. FEMARRFFIREN “0x0000” ( ME#EH &EFanMode BRIE M ) o
b. NEMEIREN 3 (ENFEE ).

REEHEXTHAM BEN HXRE | XERBRZAYMRBFEERDN AWS K=K E LD
ReadState #l UpdateState &5 5. EIRENMIZE Matter EXHNEHEY , TEER T RENIEESE
E—NAWS.SendCommandigk , HHEE S UpdateState (id: 0xff01) = ReadState (id: 0xff02) IDs
HXHWS , URMDINEMLERNENEESE. X TRENTE (TESH ) AAKRE ( ATRE )
WEM , IUANEMRFRBEFAXLEGS , XEEMEATUMMEAKN Matter ZIEER AWS 2T HRE
38

£ SendConnectorEvent APl &% 8% B4
BE B NEHELR

SR SendConnectorEvent APl A F R LR AWS . SendCommandFIAWS . DiscoverDevicesi®
£, BEEATREMREEINEHEANRESEN. REBINEHAUENNERREEEAFE
B FTHER TERNEAES, XERZEHTESEEFRTRERSETA., S3IRN. BHE
B%, ZALERA®ERE DEV IC E_LEVENT ¥ SendConnectorEvent APl X &EEH £ IXERESE
BXo

UTE 7 AERERTWERREL NG, H—FHAXEEHH TERE

BEEBHITERE

1. ZBHEGINSRNBIZE , HAIKER —PREBENERRSBNES,

2. MR BERSS[UCEBZEHHFELETEN C2C EES.

3. BHEESAFIILEHAREIRN AWS loT Device Manag DEVICE_EVENT ement O MIEEE K.
4

BH) C2C B F HREIRE RN “DEVICE_EVENT” SendConnectorEvent Y API F iR R =
HEREZIEEERK,

RESERATABEXRES  ARLEHRREES.
6. BEFRILEHHABIAFRRPREEREGAR,

o
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B X SendConnectorEvent API REMNEZELR |, 55 SendConnectorEvent AWS loT Device
Management £ E £ APl ZE 5.

REBFINEMHER
LT RRZFRINEMH—LER,

« 8W C2C EEBR RN IZREEBMNEN T RRSHFERFSRZSEH
- 18R C2C E#ESBR B IRRIZAHB EA A TIEM C2C E#EZRH AWS FIEBH Sigv4 A AWS loT %
BEEMRS API Y AWS K/~ FEEEK.

LT REERTEESREY API XIXRFig&ZMWEH . SendConnectorEvent

AWS-API: /SendConnectorEvent
URI: POST /connector-event/{Your-Connector-Id}

{
"UserId": "Your-End-User-ID",
"Operation": "DEVICE_EVENT",
"OperationVersion": "1.0",
"StatusCode": 200,
"Message": None,
"ConnectorDevicelId": "Your_Device_Id",
"MatterEndpoint": {
"id": "1",
"clusters": [{
"id": "0x0202",
"attributes": [
{
"Qx0000": "3"
}
]
1]
1]
}

MUATREIH | BIOATAEBIUATAR

« XXKRBIDEFT 1 HRFWRo
- SZEHEXIVIRBINENES ID 7 0x0202 , EXFEEGIRBEEEFEX.
- CEHRWEMR ID N 0x000 , EEFHFHNBERNRFEEX. CCEMNES , 5 High WEHRX.
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« BFconnectorIdR=RFERIERENSE , Bt Connectors AT EHAEH
GetCloudConnector FiEiEAc#ElambdaARN, M Lambda.get_function_url_config APl &
] lambda B2 MARN{E, XCloudConnectorId AT lambda FEIAE , WA 2GR 2 6 FE
BHITRSHE.

SCHE AWS, DeactivateUser 4k
AP {ERABLR

HEFRHBREEFKS  IBSLRAFAEICEEERSTHIKSE AWS BEFREHREKE , §E
FREANAFTRSE. AWS EXHAMF , FESKHEFEZEMEM C2C EZERFRH LU TR

=

TEEA T AABUER L AP IK T SR 50K ER

RAFERIERR

1. AFPRB3 AWS BEFIKF 55 C2C EESF KN E = A RINRS SR 2 B BRI BRTRE,
2. EPFBET AWS loT Device Management B3t & 5 53 Zh M BR A P < Bk o
3. REEREBEIFRARERBMEESALBERRSHEMALRE. AWS.DeactivateUser

Juser AR TEEEEFRNIRLF.
4. J&HY C2C EHRERFE R A A BN RS 85 KHBUHE & M Rk R EHNE A7 R AXER.

Flan | kKBARXBAFPKFWEHERITETINBAEZZIIEESERK. AWS.DeactivateUser
5. IBHVRNERS SFE0E U7 7] A PR HRF I B & X Bl IR #Y C2C iE3EET,

6. &K C2C iEEE 2 E AWS loT Device Management BT EE K &% A F 178+ EH BN
ACK.

7. REERSMBRELBAFRENSEN R IRRSF]KB A TR,
8. RESERKMEF,RIE ACK , Uil EENREMEXFTAREKE SR,
9. BEFBARLRAFEKS EEENFAEUEXE.

AWS. DeactivateUser E3R

« C2C i£3#8% Lambda REIZWKBREEER W BEREE LB/, AWS.DeactivateUser
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« C2C EEBRMLIURHRNIRS 27+ A/ RA8 OAuth2.0 5 A8 B BY B HT & ko

BAT B IEHEIZS SRR RHIAWS . DeactivateUseriEk :

{
"header": {
"auth": {
"token": "ashriu32yr97feqy7afsaf",
"type": "OAuth2.0"
}
},
"payload":{
"operationName": "AWS.DeactivateUser"
"operationVersion": "1.0"
"connectorId": "Your-connector-Id"
}
}

A FREY C2C &R

AWS Lambda A FE TR IR R ENEATLAFA Lambda, BT AWS IoT Device Management HJ
RESHMZ AWS RS , Rt @XM ATRESERET HRREEA C2C E#SE Lambda,

FELEFUTHRENRNEREEK INEIERA C2C iEESF Lambda, XIEMH T 5 Lambda EEA A
RN IEEERK. ABEIZE—1Condition®4 , AfHBZFEN T AR HlconnectorId WXER
B#rAF,

JSON

{
"Version":"2012-10-17",

"Id": "default",
"Statement": [
{
"Sid": "Your-Desired-Policy-ID",
"Effect": "Allow",
"Principal": {
"Sexvice": "iotmanagedintegrations.amazonaws.com"
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3},
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:ca-central-1:444455556666:function:connectox-

lambda-name",
"Condition": {
"StringEquals": {
"aws:SourceArn": "arn:aws:iotmanagedintegrations:ca-
central-1:444455556666:account-association/account-association-id"

RN 1AM & 7R IR

FIEREERE APIs FE AWS Sigv4 S RIFFEEAA. Sigv4 EESEMN , UEREHN AWS Ik
P ETEX AWS AP ER#ITHHRIE. ZATRAXESEHHN IAM A€ APIs X EFUTINRT 8E
RIEHA : APIs

"Version": "2012-10-17",
"Statement": [

{
"Sid": "Statementl",
"Effect": "Allow",
"Action": [
"iotmanagedintegrations:Your-Required-Actions"

1,
"Resource": [
"Your-Resource"

]
]

BRAMXERBRNESZEE , BHRR i
H 3R
EEMIER C2C E#ER , BFERBUATHRM -

o RNEBEIMVIERESIA Lambda ARN,

NER 1AM 8 & IR 94
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Foh M X/ C2C E#=R

EF N C2C E#ER end-to-end , BANRNELEFMFLAF,

ERBBUTER -

« RRIBE AWS Lambda it HYERESZH ARN,

- REZLN=FEHMNIR OAuth 2.0 APk,

« £ AWS loT Device Management T EE R FIEMIIEES. BXEZELE , B8SH £/H C2C (=
=) EER

£/ C2C ( =R ) &=

C2C EHERBEEFRNMACEENERE , AXBREEREE=FHABZANER. Bt TX
TENRZXRE, FANDPUHNE—2H , NI AMBEMEREE=F1RE.

LTERESH T EA C2C EEHFN TR,

£/ C2C E#EZRAIDIR

1. CreateCloudConnector
BEERSFURRARERREEZFHEB 2 ANNEER.
WREERESRAN , FRELTEFERAES -

« B NEESREE - NERMEBF.
- BWIR . FEBLREESRNARMINEE,
- AWS Lambda ARN : $EE 7 E S8 4tE8H AWS Lambda B39 I 3% %R E #R (ARN),

MENBBEE=FHHNEEEN AWS Lambda B# APIs LA BIZ8EREES, BTk, BHEEE

B A CreateCloudConnectorAP| , 3124t AWS Lambda B%k ARN # 1T £, #aRiZ AWS
Lambda BN EP B EIEEE R PO EIZSEN AWS Ik, REFHNESE—NHE—1EESE ID
KARBIERK o

CreateCloudConnector API & 3R 0 R ;=51

Request:

FHNRIEH C2C iEHR 95


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateCloudConnector.html

KIFEEERK AWS loT Device Management FERARER

{
"Name": "CreateCloudConnector",
"Description": "Testing for C2C",
"EndpointType": "LAMBDA",
"EndpointConfig": {
"lambda": {
"arn": "arn:aws:lambda:us-east-1:xxxxxx:function:TestingConnector"
}
I
"ClientToken": "abc"
}
Response:
{
"Id": "string"
}
BIEREE -
(@ Note

B 1EE E £ F GetCloudConnectorUpdateCloudConnector, DeleteCloudConnector,
ListCloudConnectors APls , H{T i3 %8,

2. CreateConnectorDestination

BB R EESEE = N EU RS EEMENREN S ARIIERE, £
Destinations fFEME =5 FHRIEEEEMBIEESER , Fl0 OAuth 2.0 BRIFHAEE , BER
M URL, SRR RUREPEFRN{E AWS Secrets Manager,

SoREZMH
£ 6% 2 8 ConnectorDestination , R4 :

« M CreateCloudConnectorAP| ##2E1#%85, £ CreateConnectorDestinationAP| API & /R
EAZEREUREM ID,

- KMREEtokenUr18EM 3P £AM., (fRALLA authCod e Hi# AccessT oken )

- RFREESEN 3P FEM authURL, ( REAFPALUSEAEAFRAENZRBHITEHRIE ) .
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_UpdateCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_DeleteCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListCloudConnectors.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateConnectorDestination.html

KIFEEERK AWS loT Device Management FERARER

- ERFHNFAEERFFERAclientIdMclientSecret (KE 3P &),

CreateConnectorDestination API i& 3R 1 57 = ) :

Request:

{
"Name": "CreateConnectorDestination",
"Description": "CreateConnectorDestination",

"AuthType": "OAUTH",
"AuthConfig": {
"oAuth": {
"authUrl": "https://xxxx.com/oauth2/authorize",
"tokenUrl": "https://xxxx/oauth2/token",
"scope": "testScope",
"tokenEndpointAuthenticationScheme": "HTTP_BASIC",
"oAuthCompleteRedirectUrl": "about:blank",
"proactiveRefreshTokenRenewal": {
"enabled": false,

"DaysBeforeRenewal": 30

}
}
},
"CloudConnectorId": "<connectorId>", // The connectorID instance from response
of Step 1.
"SecretsManager": {
"arn": "arn:aws:secretsmanager:*****:gecret:*xFrxkxl
"versionId": "x*FxxEkAN
},
"ClientToken": "*x="
}
Response:
{
"Id":"string"
}
=EREERE
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® Note

1B HEFEE# HGetCloudConnectorUpdateCloudConnector, DeleteCloudConnector, #l
ListCloudConnectors APls , $i{TIlb 312,

3. CreateAccountAssociation

KRR TBRAHAPHNE=ZS K EEZRERCANXR, EEIEXRAFZRLAFEREREK
XEJE , ANIRF BT M —AYKER ID HITHR. XMERFE=TREBIE  RIARE, K
Eanw MER S

SR
EBI2 281 , AccountAssociation &4 FE K LA T 124k -

« M CreateConnectorDestinationAP| I B W tth, ZEHBOIREIR ID AT
CreateAccountAssociationAPI & fH,

« @ CreateAccountAssociation APl,

CreateAccountAssociation API i& 3R 108 52 =4 :

Request:
{
"Name": "CreateAccountAssociation",
"Description": "CreateAccountAssociation",
"ConnectorDestinationId": "<destinationId>", //The destinationID from
destination creation.
"ClientToken'": "**x"
}
Response:
{
"Id":"string"
}
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_UpdateCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_DeleteCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListCloudConnectors.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateConnectorDestination.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateAccountAssociation.html

KIFEEERK AWS loT Device Management FERARER

® Note

1B HEFEE# HGetCloudConnectorUpdateCloudConnector, DeleteCloudConnector, #l
ListCloudConnectors APls , $i{TIlb 312,

AccountAssociationB R 7 2 M GetAccountAssociationfListAccountAssociations APIsH 2]
B, XL APIs ERTIHEMIRIR. StartAccountAssociationRefreshAPI 514 1 il 37 < k% 21 2 6 il
¥ AccountAssociationtR 73,

4. ®EFRI

BIMNEESYBERFBENFMEEAEXEK , fINHEHEISNBEER, BIEEEERTRE
MIngE , RATRITA, kX, ERSERHEMERNER, EXI P ERHNZIP REZCIE
ManagedThing , ZFURIAFHITAT SR,

a. @A StartDeviceDiscoveryAP| FF 8 & £ T L 18,

StartDeviceDiscovery API & 3R g 57 7R 45 :

Request:

{
"DiscoveryType": "CLOUD",
"AccountAssociationId": "*Fx*xEM,
"ClientToken": "abc"

}
Response:
{
"Id": "string",
"StartedAt": number
}

b. YA GetDeviceDiscoveryAP| k2 X T RHVIRA.
c. @A ListDiscoveredDevicesAP| 5l B X YR E o

ListDiscoveredDevices API i& 3R 10 87 = 5 -

Request:
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_UpdateCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_DeleteCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListCloudConnectors.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListAccountAssociations.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_StartAccountAssociationRefresh.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_StartDeviceDiscovery.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetDeviceDiscovery.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListDiscoveredDevices.html

KIFEEERK AWS loT Device Management

FRARER

//Empty body

Response:
{
"Items": [
{
"Brand": "string",
"ConnectorDeviceId": "string",
"ConnectorDeviceName": "string",

1,

"DeviceTypes": [ "string" 1],
"DiscoveredAt": number,
"ManagedThingId": "string",
"Model": "string",
"Modification": "string"

"NextToken": "string"

d. @A CreateManagedThingAPI NEXIFIRPEFRES AREERNIRR,

CreateManagedThing AP i& R F1E R R B

Request:

"Role": "DEVICE",
"AuthenticationMaterial": "CLOUD:XXXX:<connectorDeviceIdl>",
"AuthenticationMaterialType": "DISCOVERED_DEVICE",

"Name": "sample-device-name"
"ClientToken": "xxx"
}
Response:
{
"Arn": "string", // This is the ARN of the managedThing
"CreatedAt": number,
"Id": "string"
}

£/ C2C ( =¥ ) E#ER
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateManagedThing.html

KIFEEERK AWS loT Device Management FERARER

e. V@A GetManagedThingAP| REEFX N EIZEMmanagedThing, RS
= UNASSOCIATED,

f. @M RegisterAccountAssociationAPl managedThing HEES#EX
BXaccountAssociation. F(ZhKY RegisterAccountAssociationAPI 45 3R
J& , ASSOCIATEDIRA£managedThing & 431k,

RegisterAccountAssociation API & 3R ¥ 5z ;R4

Request:

{
"AccountAssociationId": "string",
"DeviceDiscoveryId": "string",
"ManagedThingId": "string"

}

Response:

{
"AccountAssociationId": "string",
"DeviceDiscoveryId": "string",
"ManagedThingId": "string"

}

5. M 3PEREREDGS

EiREH E&MiIRE |, B# A SendManagedThingCommandAP!I , {# /A 5T 22/ <8k ID FE
FIREZZFNINEENEFIRE, EEBFRAKFXEIBPFHNEROE=S=HITESHRIEH
RAARENMER AP EA,

SendManagedThingCommand API i& 3R 1&g Bz 7= 51

Request:
{
"AccountAssociationId": "string",
"ConnectorAssociationId": "string",
"Endpoints": [
{

"capabilities": [
{

"actions": [

A C2C ( =R ) iEHEes 101


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetManagedThing.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendManagedThingCommand.html
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{
"actionTraceId": "string",
"name": "string",
"parameters": JSON value,
"ref": "string"
}
1,
"id": "string",
"name": "string",
"version": "string"
}
1,
"endpointId": "string"
}
]
}
Response:
{
"TraceId": "string"
}

M 3P RERERIEDD ;

6. EESFOIHEEHRESH

SendConnectorEventAP| IHRMIEEZRFI R EERNW AR BN EH , B O peration Type S
FIA TR ERT -

- D@@ EVICE_COMMAND_RESPONSE : iE#288N N5 A XN RS ML,

- DEV@@ ICE_DISCO VERY : 1 THNig&EZINIRE , EESBEH AP FRIWRZ I REAIE
BIEEEMR, SendConnectorEvent

- DEVICE_EVENT : R%IKBIMRE =4,
- D@@ EVICE_COMMAND_REQUEST : MR & KRS HER. Bl , WebRTCIERRE.

EERAETLERTE AifuserIdS M SendConnectorEventAP| 3 X8 & E4,

« WTHBEUATARNRESFuserId :
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendConnectorEvent.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendConnectorEvent.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendConnectorEvent.html

KIFEEERK AWS loT Device Management FERARER
SendConnectorEvent API i& 3R #10d 57 7R~ 451
Request:
{
"UseIId" : ||*****||'
"Operation": "DEVICE_EVENT",
"OperationVersion": "1.0",
"StatusCode": 200,
"ConnectorId": "*x*x!",
"ConnectorDeviceId": "***",
"TraceId": "=***",
"MatterEndpoint": {
||id|| : ||**||’
"clusters": [{
}
1]
}
}
Response:
{
"ConnectorId": "string"
}
« XIF&Buserld : WiREEH
SendConnectorEvent AP| & 3R #10g R =5 :
Request:
{
"Operation": "DEVICE_EVENT",
"OperationVersion": "1.0",
"StatusCode": 200,
"ConnectorId": "*x*xx*!,
"ConnectorDeviceId": "*#**=*",
"TraceId": "*x#*=*",
"MatterEndpoint": {
nidn : n**n’
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"clusters": [{

1]
}
}
Response:
{
"ConnectorId": "string"
}

EMBRIFEMK S X BimanagedThing MK/ X Bk 2 B AV KRB |, FEERIEHILH -

DeregisterAccountAssociation API & 3R 0 57 ;R4 :

Request:

{
"ACCOUHtASSOCiationId": n****n’
uManagedThingId": k% % %10

}

Response:

HTTP/1.1 200 // Empty body

FIEBHR

7. FEEBRSEFN BLWH, EENHEAREEREF TR

BRANBRT , EERELEN , RACEERESRN AWS IKFFEE L, SR LUARMEERIRE
AN EMEEEREFS TN,

ESHMAFRRZENEES  BEAEERFAGETE AWS EB2H A £ gRTTN %
I, NEHERESS ID IRRAL AWS #EF, —BREBHE  ZEEREUHMEREERAR
A, AWS Xigtsl , B IDs Bt & SE #8555 Bk AWS Lambda Zh&ERY 1 8] 28 BE SR BR Hil X4
HIE AWS KPR IARINR. ABERENEESTHEMESER  BEESN Lambda MBMHE
ftz AWS I /= ZI 7] ILiE SRR 1AM 175 B AR
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ERERFRENAMEEEXT/ AR ZA , FEEEEERSFLEZNHRNRE AWS BRS
KRMALBEK,

£/ C2C ( =¥ ) E#ER 105
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FEEERK Hub SDK

fEFA AT P EBRE S A E A E £ R Hub SDK MNELREE loT k&, BXEEEMLIRIR
# SDKHMEZER , BEH, HEERLIRIRE SDK

.0 SDK 2843

RE L&
HEITIRERTEER 2 , BHRER Hub SDK AHMAIFRE L4k, AT NERBAAENER
EAst  aEROEERMNBDIEERENMAHETEALERRESHRIE, BEMASKRE.

A TFi&& e Hub SDK A4

SDK A

« BRUOBNES

- BET A ENEREN
o BET LAY PIE G

BRI ER

BROBBREE loT AOHMBFHERZEINZOEAH., EHRIEEERSENIMUISERBEEH
ZENFEBRE A BREZBIZELTR., YEMFREN , ROEERLBEI LT IHAEAE B H K
AE, BEE MQTT HEHAEBIRZIEK :

MQTT & #

EMQTT REEMEE , MEXHNITRRESR,
HEBFIMALEREF

RIF A B AE AR IR BR IR B 18 K o
hilEAER

BIEESARIENTLEMAER , SIHUBENEERBEHESER , ATREAN

A/l SDK 214 106
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H.0 SDK & i APls

BYCRBE R ENILA COMB BANRZURERS , ARHEERRIEEEN.

15 E T iRy R R R 1

BRETHUNEERFAEGHRATEETRAEEMUNRZMNENE, SMABIRIREROEERRF
Ky SRR BN IR B VS E T I RAE, IXEFBAMITATERE

o BET LAY PRARISHY
« ETROHNRBERNELBMAEREE
- BEFEE AP BABRIRE

BET PR PEF

BETHUNFEARLRZDUANEEER ZBANERE, ZAFLERGBE—EBRE HNR
NG T REREI DR |, AERERBRZFNBAFBIREFEBRED X,

RE LELRE

EE A Hub SDK MR F T RENREINF, ATERTAGEANNIRPHRELSR , ABRET
XEFEH I E,

ABRTRE

- HEIRE (SS)

- EMETEIRE (ZTS)

- AFESIRE (UGS)

IR E (SS)

REARPHTYBRMREFNER , AEARZIHEINNARFABE 418, A5 , REFIMIE
EERTFHEED B O

FARIRE (ZTS)

FAEIRE (ZTS) BYEMHME LFMXKIRFZRELIRE L. flU , RELARAFTEA#HRZ 4%
B, MRENTHLESR , AEFREZAERKIFSKS, Fli0, AUEEEFR LTRSS,
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HRELAFRIRZHTIN , EEHIEIMIAREERHHERIYBENF L , EREAHEMRE
]:;T%#o

ARS8 (UGS)

RARAPFRRZFARBIEXNSREEMARESER, XARESEET loT fOEHNRA, FRARE
FEBNNARFREMIZTRELHFNREZ LNRE, MRERRERW , WA SERLLSEE,

R

RESERTABRZIM. SEHRITNES, STUERAEHNENDRETRNRZEEEE, EXT
R Z R EMUAVER TITERL AR,

BERERE  GUUEFNERRZBRES , AINTERESRMIE, ZUWEIHIPRSELEESE
, BECHERAT oM. AN E,

FEHE

& W IREIRZ RS

BIERERVEENEIREEM. BALHE

« REWRS : HAlREEME

o EERE  RFTEEMERS

« He@@ alth status : RE{E , B MEBEFNEFSRE (RSSI)
RESZEBEH

HRFBUERNERRSRKEZ LRSS, Sl axERERBIRSE L,
B&EN

B B ERMER , REFWESE —PEHENF L ENHMBIRZEE, MEEEE , RBRS2E
=RF.
N CE7

RIRKBZIHRIE, REFEFNARFNFIIREBFENRSE,
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EFBENRESEKEHRZAMEN Hub SDK AHFRRE. REFNLE Edge Agent, Common Data
Model Bridge (CDMB) F45E F B HF WAIHE TH , UABRED S, EERBFRSTLER
[0 170 1S B9 M) Rz

REZFIRE

TEHBEIHRRKL AP AT ZigBee & REIALFKIER end-to-endif F I HIHRE,

BTFig& &8 Hub SDK A4

Hub SDK ZR¥IE AN T ARG BN BYERMII PN RZEHG T, B TERNRER
., EERBRSNLERESE , SEMABESBENER. UTETERANR T XEAHEEHN
#BF P T E T

Hub SDK A FEHARK , ETFEWHMNA O LB FMEHEE,
FEAM
DGR

R EYERM FOMITERKZ AR MK,
B BAEE RS (CDMB)

£ AWS BIEE B A 25 IR E R (10 Z-Wave M Zigbee ) ZE#1THiR. BEE MO
CDMB M4 E T i #y CDMB f&fF.

BEE
WAEBRZEENMLEL, CEEATEETHUHNAITESHROBEERMNEE TN EBSE
#,

REARAH

Hub ABR$ZI

NELBRHEEF A IWIEBMNESR , AXALENEBERE.
MQTT X2

REEREEKTSH MQTT &,
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AEIERERF

HESEAXHEREERS.

REHBIEFEESEK Hub SDK

FEUTEEBR EZRHITIER K EENRE LREXESEK Hub SDK , AWS loT Greengrass AT H
HEBBRFHLREMAR, KN NARMSEMNIEENBIUES R,

DEFHE
« FRAUTHSE%E Hub SDK AWS loT Greengrass

o FRAMAEE Hub SDK
- FARZEE Hub SDK

FERALT &S %% Hub SDK AWS loT Greengrass

£/ AWS loT Greengrass ( Java iR#4s ) HEMNIRZIFBIEESEK Hub SDK A4,

® Note

BB RZBEHE T H AWS loT Greengrass, BXEZELE , i5SFAWS loT Greengrass
F X EIER X AWS loT Greengrass I A A,

AWS loT Greengrass AP A EFB BRI T B FHNR

» /dev/aipc
+ /data/aws/iotmi/config
+ /data/ace/kvstorage

e

- ERMIEAY

© SEE

- WIFELBERE

- if CDMB HE{THER

REFEFAWIEFEEER Hub SDK 110


https://docs.aws.amazon.com/greengrass/v2/developerguide/what-is-iot-greengrass.html
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- BIUF LPW BLERNEITER

FE A 3t EPE 4R

{8 1% & £ CreateDeployment AWS loT Greengrass B9 AP £ Hub SDK A #, RAST 25
AW, RS ERANREmT. AU THEIFZRversion : com.amazon.io, TManaged
IntegrationsDevice AceCommon=0.2.0,

/greengrass/v2/bin/greengrass-cli deployment create \
--recipeDir recipes \

--artifactDir artifacts \
"com.amazon.IoTManagedIntegrationsDevice.AceCommon=version" \

-m "com.amazon.IoTManagedIntegrationsDevice.HubOnboarding=version" \
"com.amazon.IoTManagedIntegrationsDevice.AceZigbee=version" \

-m "com.amazon.IoTManagedIntegrationsDevice.LPW-Provisioner=version" \
"com.amazon.IoTManagedIntegrationsDevice.Agent=version" \

-m "com.amazon.IoTManagedIntegrationsDevice.MQTTProxy=version" \

com.amazon.IoTManagedIntegrationsDevice.CDMB=version" \
-m "com.amazon.IoTManagedIntegrationsDevice.AceZwave=version"

nEbE

BEBAWS loT Greengrass 7f X EIEF P RVIRBHITU T RR -

1. 1 E L& 3L 5% S3,
2. Bt 5 A8 E Amazon S3 THHLE,
3. BB L AHAHCESHE,

WIFSELRREIE

BIRELNEEXHRBINEERK, FTF/data/aws/iotmi/config/iotmi_config.jsonX
HHBIPAS R EIRE HPROVISIONED,

K UF CDMB Mz 1T1ER

REAZEXHFREE COMB BalHEMBE U #HRIL. logs fileNERRERLEME AWS loT
Greengrass o

tail -f -n 100 /greengrass/v2/1logs/com.amazon.IoTManagedIntegrationsDevice.CDMB.1log

fFRALREHRMEIT X TES AWS loT Greengrass 111


https://docs.aws.amazon.com/greengrass/v2/APIReference/API_CreateDeployment.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/upload-first-component.html
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ANl
[2024-09-06 02:31:54.413758906][IoTManagedIntegrationsDevice_CDMB][info] Successfully
subscribed to topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/control

[2024-09-06 02:31:54.513956059][IoTManagedIntegrationsDevice_CDMB][info] Successfully
subscribed to topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

BUF LPW BLERRREITER

BEAENXMHFREE LPW-Provisioner B31H B II#AEIL. logs filefNUBRARERZRERMNE
AWS loT Greengrass 1M o

tail -f -n 100 /greengrass/v2/logs/com.amazon.IloTManagedIntegrationsDevice.LPW-
Provisioner.log

=l

[2024-09-06 02:33:22.068898877][LPWProvisionerCore][info] Successfully subscribed to
topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

5 AR A EF 2 Hub SDK

EAREMATHBELERA Hub SDK A, RERTENE, ABNAMANTSRARELE,

£

- ERFENRE

* 1217 Hub SDK HiZx

- BIFELERE

- BUFRERE

« WiF LPW BLEBRNEITIER

HZ T IEHE
HI21T SDK ZRMAZ 8 , FERU TSR

1. EXHFEmiddleware A BIE—NE hartifactsBIXHXK,
2. G EL BT P M X E HIFZ X Hmiddleware¥,
3. £/83%) SDK 2 BIET¥ Bt v,
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FRARER

/A Important
BRAESKRENBIFEENRILH T

#Get the current user
_user=$(whoami)

#Get the current group
_g9rp=$(id -gn)

#Display the user and group
echo "Current User: $_user"
echo "Current Group: $_grp"

sudo mkdir -p /dev/aipc/

sudo chown -R $_user:$_grp /dev/aipc

sudo mkdir -p /data/ace/kvstorage

sudo chown -R $_user:$_grp /data/ace/kvstorage

1=1T Hub SDK Bz

SEMBEHE FRHETstart_iotmi_sdk.shiiiad, LEIARZEBWIAFE3 Hub SDK A4, EF

UTREIBEARUEREKINES :

® Note
FMIBEEETHWAHN BETHTEZartifacts/logsXHRFHRE,

hub@hub-293ea release_Oct_17% ./start_iotmi_sdk.sh
——————— Stopping SDK running processes---
DeviceAgent: no process found

All middleware libraries exist
——————— Verifying Middleware pre reqs---

55 B A<E8 28 Hub SDK
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AIPC and KVstroage directories exist

/data/release_0Oct_17/middleware/AceZwave/bin /data/release_Oct_17
/data/release_0Oct_17

hub 6199 1.7 0.7 1004952 15568 pts/2 S1+ 21:41 0:00 ./iotmi_mqtt_proxy -
C /data/aws/iotmi/config/iotmi_config.json

Process 'iotmi_mqtt_proxy' is running.

hub 6225 0.0 0.1 301576 2056 pts/2 S1+ 21:41 0:00 ./middleware/
AceCommon/bin/ace_eventmgr

Process 'ace_eventmgr' is running.

hub 6234 104 0.2 238560 5036 pts/2 S1+ 21:41 0:38 ./middleware/
AceZigbee/bin/ace_zigbee_service

Process 'ace_zigbee_service' is running.

hub 6242 0.4 0.7 1569372 14236 pts/2 S1+ 21:41 0:00 ./zwave_svc
Process 'zwave_svc' is running.

hub 6275 0.0 0.2 1212744 5380 pts/2 S1+ 21:41 0:00 ./DeviceCdmb
Process 'DeviceCdmb' is running.

hub 6308 0.6 0.9 1076108 18204 pts/2 S1+ 21:41 0:00 ./

IoTManagedIntegrationsDeviceAgent

Process 'DeviceAgent' is running.

hub 6343 0.7 0.7 1388132 13812 pts/2 S1+ 21:42 0:00 ./
iotmi_lpw_provisioner

Process 'iotmi_lpw_provisioner' is running.

—————— Successfully Started SDK----

BWIF SRR ECIE

KEPFMWiot_provisioning_state¥E/data/aws/iotmi/config/iotmi_config.jsonz
AIRE NPROVISIONED,

WIFRIEIRME
REASIHPREENRER MR ANHL.

tail -f -n 100 logs/agent_logs.txt
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Bl

[2024-09-06 02:31:54.413758906][Device_Agent][info] Successfully subscribed to topic:
south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/control

[2024-09-06 02:31:54.513956059][Device_Agent][info] Successfully subscribed to topic:
south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

(® Note
BEEWartifactsBFKAREFEEZiotmi. dbBIERE,

WiF LPW BEESHEITHER
REAEXHEHRREBELPW-Provisioner BaIEE MR INF B,

tail -f -n 100 logs/provisioner_logs.txt

THHRBERT —MNRE

[2024-09-06 02:33:22.068898877][LPWProvisionerCore][info] Successfully subscribed to
topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

FERRESEE Hub SDK

/A Important
E#readme .md & release.tgz X#FhubSystemdSetup B ZH K AR IREZFTEH.

AFNMEEET Linux WHOIRE EBBNEERSHANIE,
R

HELEHA N EEMAAR

&

« copy_to_hub.sh: EEH LETUFSLEXHEHEIRLSE
« setup_hub.sh: EE4% S LETUERERENEBERS
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A, Esystemd/deploy_iotshd_services_on_hub.shiE#E5|SIRFMHARNRER , 3#
Hsetup_hub.shBzifi %,

FREZMHF

I ERE FEER RS H B o RE M

- 43 EA systemd RE A A
- B3 SSH FRARLIRE

o BELKEREF LM Sudo R

s SCpREEENLMEAER

« sedREEENLNIARF

« FNERET unzip ERERF

N
NHEHEREETHRMNEEAZI MRS , ANTKIABH S RIS M.

hubSystemdSetup/

### README.md

### copy_to_hub.sh

### setup_hub.sh

### iotshd_config.json # Sample configuration file

### local_certs/ # Directory for DHA certificates

### systemd/
### *.service.template # Systemd service templates
### deploy_iotshd_services_on_hub.sh

£ SDK R1ThR tgz XHH |, SAENXHENR

IoT-managed-integrations-Hub-SDK-aarch64-v1.0.0.tgz
###package/
###greengrass/
###tartifacts/
##t#trecipes/
###hubSystemdSetup/
### REAME.md
### copy_to_hub.sh
### setup_hub.sh
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### iotshd_config.json # Sample configuration file

### local_certs/ # Directory for DHA certificates

### systemd/
### *.service.template # Systemd service templates
### deploy_iotshd_services_on_hub.sh

tE RE

BEHBMHTRAIERSS

tar -xzf managed-integrations-Hub-SDK-vVersion-linux-aarch64-timestamp.tgz

SMBBERNEFHEZIRGS -

# Create package.zip containing required artifacts
zip -r package.zip package/greengrass/artifacts

# Move package.zip to the hubSystemdSetup directory
mv package.zip ../hubSystemdSetup/

AN INIR % B B S
BRBIIHN AN S RO RFEE X AR EEHBIELRS

1. AINRFEE X GEENIRFZE B, SDK M X HRRIE IR
2. EHEEXALROIENEE XS FIRISELER.

X EFIBIR KSR
MBI ENZATERBHIA -

chmod +x copy_to_hub.sh
./copy_to_hub.sh hub_ip_address package_file

Example R4l
./copy_to_hub.sh 192.168.50.223 ~/Downloads/EAR3-package.zip

XEHT :
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FRARER

- BHaNH (EELI|/LEEWE N package.zip )

B 3
o AEP
° %édbﬂﬁﬁij[FF
REELER
SHXHE , B SSH ERIELBHEITE

ssh hubehub_ip
chmod +x setup_hub.sh
sudo ./setup_hub.sh

AP MEARE

R

RANBRT , BITRASHROMBLADOAT SDK A, BSMHAEATUNEHITRE

- ERBEXAFEE

sudo ./setup_hub.sh --user=USERNAME --group=GROUPNAME

- EBEITREMAZEFIHEIREAN

sudo groupadd -f GROUPNAME
sudo useradd -r -g GROUPNAME USERNAME

- FEFRM&SSsetup_hub.sh,

B RS

EENEIMERS , EM hub BTUTHIA

sudo /usr/local/bin/deploy_iotshd_services_on_hub.sh

ZRHAFORLENE R, REELSNNRHAH BBERS. MRERER SSH/SCP , N4

Jcopy_to_hub. shit3 B4 E ST 5 L

EHERE,

TiBtR, EEBEZE

, FRABILEEXHNEESE
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FHENEL B MATEE R K

BEEREMEMNEREN, EPFMREREXH , FENPLRZRENSREENHTER. XU
BELB[HATRGAGOAHE T, EPNEREXHNFEVE. ARG HIRZEEXHA
RrERELFIELIENSR,

Hub AITFR%

ELBBATREEAUATROAHRERERZHEENEE :

Hub AT %

BEBIERORE, BERENSQRIEMEREEROARRE.
RF BB XA

EREZE L GEHEENELSIRERE , 5

- REREREBRS (BEERKEE )

- EBMBHME

- BRBRITEEEM SDK #HI2 ( Hla MQTT RE ) 5| At X4 RBEELBFRASMERZRE,
ERABRERED

REATERANSEARSFIEPNBANIARFED, RUUASIXMEOXRSEA !
- XHREFHE
- BHZLER (HSM)
- AEFAER (TPM)
- EHRETFHEBRAR
MQTT RIEBHH

FERALTHEEE device-to-cloudi@fE :
. FELE N E RIS FEA

- BEXHPHNRZRBEE

- SREE/RMN MQTT E#Z

TEH#HRTELBHGAFRERUREAYS, WREFTER AWS loT Greengrass , Tl AT LA Z R& B F Y
ZAH
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Hub ABRIZE

HEFFRBASIBEATREZH , BEREBEPORENXLERESR, ATNMHBUMCIRIEESY.
5 B REHMEEFTFERNIES.

RIES R

- SH|1EMBEENLR

- R 2 BIEFREXH

- S]3: RIERESY (BAIIBE )
 FR4 . AEBEREN

- F£5% . @FLEZRME BEIEME
- SR 6 NERREEXH

75 SEREXHEFIEELES

B EAMBEN KR FETR

ABRLTANEERR , FNERFERAZRSSHEEERREEIE, ik NFTE device-to-cloudSH 2
(BIFRBEDD. ROEHAEHN ) BIRESHERES,

+ £/ RegisterCustomEndpointAPI 812 A F device-to-managedfE BB E MK R o

RegisterCustomEndpointig 3K 745l
aws iot-managed-integrations register-custom-endpoint
M L

{
[ACCOUNT-PREFIX]-ats.iot.AWS-REGION.amazonaws.com

}

® Note
T?‘ﬁ%*m/ \\i&iﬂ:o «R'I"fﬁ'ﬁg b;EJ&’fT future -LX%JE{EIO

ARRRE 120


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
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ERERAFEE , BFEA GetCustomEndpoint APl

BXEZEER , HSRIEEER GetCustomEndpointAPl SZ 15 #Y API
APIl, RegisterCustomEndpoint

SR 2 CIREE XM
BEXHEE 8N REERIREERNFTFNREFIENEERE
B2 S B & S A

« @A CreateProvisioningProfileAPl £ A TA A :

- ATENRZBEEIRBENEBRER
- ATiIRE SO RIER R M AL

/A Important

ZEWFHERBIER., RHENER ID, EFEXLEZRIEFRIMARESER. URE
ERTXEZHE , L6025 rY BB X4

CreateProvisioningProfilei& R /R4

aws iot-managed-integrations create-provisioning-profile \
--provisioning-type FLEET_PROVISIONING \
--name PROFILE_NAME

el R

{
"Arn":"arn:aws:iotmanagedintegrations:AWS-REGION:ACCOUNT-ID:provisioning-

profile/PROFILE-ID",
"ClaimCertificate":

————— END CERTIFICATE-----",
"ClaimCertificatePrivateKey":
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCustomEndpoint.html
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateProvisioningProfile.html
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"Id": "PROFILE-ID",
"PROFILE-NAME",
"ProvisioningType": "FLEET_PROVISIONING"

S| 3: QERESY (IIEE)

£/ CreateManagedThing APl HEW R LR R VERESY ., BN OHEEBCHREERAEN
N FHRIEME. BXEZER , BEH (KB KK CreateManagedThingAPI %) HH API,

BIRIEESYR , FHEEUTSH

* Role : CONTROLLERMN FAREZIFa S HIRHIMNELS , FHEREN , ENRENDEVICE,
« AuthenticationMaterialType : FFUIt{EIREANWIFI_SETUP_QR_BAR_CODE,

e AuthenticationMaterial : @#EUTFE. RAUUEAEHPUPC—1 , L] AR A , EANE
TEERERMBZ.

« SN: LLiRBRHIMHE—F 55
o UPC: LiRBRHVBA R
« EAN: WIS BRHEFRREmES

/A Important
BAREN S ORI B HAE —NME—HFHIS (SN).

CreateManagedThingi&E R R4l :

{
"Role": "CONTROLLER",

"AuthenticationMaterialType": "WIFI_SETUP_QR_BAR_CODE",
"AuthenticationMaterial": '"SN:123456789524;UPC:829576019524"
}

BEXEZER , BESHIEEER APl 3 CreateManagedThingH #Y,
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateManagedThing.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateManagedThing.html
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( ALk ) REFEESY

fEProvisioningStatus#k&E i #EPRE_ASSOCIATEDZ Bl , M EZRRIETEES. BEXANEZER
ProvisioningStatus , 2R ZEE. A GetManagedThing API RiIFENREESYREFELRE
EZEHHITERE, BXEZER , BZHAREEEK APl & GetManagedThingH #Y,

S|4 IREREN

RNEHNEEXHFEPRCIRE K, BRIAMERT , Hub ABURESEM, /data/aws/iotmi/config/

iotmi_config.json

BUNEREXHPNIERMMAEEBELERE. KRisEERAMIAEE/data/aws/iotmi/

certse

mkdir -p /data/aws/iotmi/config
mkdir -p /data/aws/iotmi/certs

/data/
aws/
iotmi/
config/
certs/

5 5% 1 [FORZ RIS DR

FEBMZAEFTENPORE , REURBRZIRENRENH. EREIESD , XEXFATEEH
EUBRNTEER AR LZLHER.

£ HREIEBFNZH
o NXEEHRIEXHM CreateProvisioningProfile API MR & & BB FORE -

« claim_cert.pem: REEH (EAFFAERE)
« claim_pk.key: ZIEIE Y FA4H

PN EEBIE/data/aws/iotmi/certs B &+,
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/A Important
B PEM B FFIEBAMFAAR |, HEL EBELERITHARBEREIXER, T PEM 45
BYSZHE , (\n) BACRHRITRFER A KEGRRT O RA , BN {RIFEE XV IRITRURRTE
13720 g

(® Note
MREFERALLER  BEXLEERFRECNZLERUEMTIRXHREH., BXE
ZER FEHA QEA TR F#N B EGEBALERERF.

SR 6 : BIRIRBE B

\|

BRI EM—RBRRN, IEBNENEBRENEEN . SDK FEELERIE 3 HiE 6 A 1t XA &
MIREHTHORIE, EEREBRSNEFHERRE,

® Note
BARLBRENFTRZEACHEEXH , HP2EH N IRBR/EE,

FRUATIEAESERENEEXY  AENEERBIELES.
RIS RECEXH (RAIIERE ) .
EREFRENXHFPEELUT HEFE :
- IFPREE
1. iot_claim_cert_path: BRI RBFIEHMME (claim_cert.pem)
2. iot_claim_pk_path: BRI FAAMMNE (claim_pk.key)
3. ERURLEFHIEBLERERN , XANFEREFEMA SECURE_STORAGE
. EERE

1. fp_template_name: ZBIfProvisioningProfile®& ¥,
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FRARER

2. endpoint_url : 3RH RegisterCustomEndpoint APl MK FEEERLIHT R

URL ( —MNXEIRMFIERZEER ) o

- REWRRH
1. SN: BE&# CreateManagedThing API A EE M EZFIE (BARZHIM—H )
2. UPCRB &M CreateManagedThing API A MERA™ mAB ( b= mEFTE R & &

=)

Iro

+,

"rw":

c

"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "<SPECIFY_THIS_FIELD>",
"iot_claim_pk_path": "<SPECIFY_THIS_FIELD>",
"fp_template_name": "<SPECIFY_THIS_FIELD>",
"endpoint_url": "<SPECIFY_THIS_FIELD>",

"SN": "<SPECIFY_THIS_FIELD>",

"UPC": "<SPECIFY_THIS_FIELD>"

{
"iot_provisioning_state": "NOT_PROVISIONED"

BEXHHAR

BEFEiotmi_config.jsonXHHA,

P

e

iot_provi
sioning_m
ethod

iot_claim
_cert_path

=] HEFPR AE

fn?
FLEET_PROVISIONING = EEEFANEE S .
IS TE W SRR = EBEEFANXHFRER
SECURE_STORAGE ZHSECURE_STORAGE

fltn , /data/aws/

ARIRE
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i =] HEFPR EE
fn?
iotmi/certs/claim
_cert.pem
iot_claim IR ER SRR b3 BEEMFEANXHEERE
_pk_path SECURE_STORAGE . 5{SECURE_STORAGE .
ltn , /data/aws/
iotmi/certs/claim
_pk.pem
fp_templa RA Bl Bt B 1= AR & 5 = ETZRIERANER
te_name NETFZrIERAN ProvisioningProfile
Z#. Provision
ingProfile
endpoint_url REERNARmT R = BRI R AL URL E#EET
URL, REERT. EREBUEER ,
& # A RegisterCustomEndp
OINtAPI,
SN REFHS, flan = BATMABRRZIRELE—F
AIDACKCEVSQ6C2EXAM B,
PLE o
UPC REZEBERAFBAE, fln 2 BATREZREERER,
841667145075 ,
managed_t FEESYW ID, B HEENEELRREFBEIA
hing_id EURAEAR I
iot_provi HRIRES = B & IR SR EFAINOT_PROVI
sioning_s SIONED
tate
iot_perma YIBRIE PR, Bltn/ & HEEFERLHFEEREITA
nent_cert data/aws/iotmi/io BRI
_path t_cert.pem
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i =] HEFR EE

fn?
iot_perma MBI AXHEE, Al & WEENEELFEERFET A
nent_pk_path W /data/aws/iotmi/ :I05% 7y I

iot_pk.pem o

client_id FHAT MQTT EENEF & WEEHEHELSEERHA

5 1D, ITRAERM , A E A E
58

mqtt_keep ST 30-1200 , B4 £ ERERIEE MQTT EEN RS

_alive_in DR, BRIAMER EBEEIRE.

terval 300,

event_man ERIAE R 500, B WEEREHELSRHERFHA

ager_uppe ITRIERM , A EMA GRS

r_bound Ho

B75  SEENHEHEIKLS

FIEME B XHE#IE]/data/aws/iotmi/configHREMN B E L B ZRBE, BFEATIEFRME
ltHubOnboarding =3t &I S B& X,

M TARAES &

/data/
aws/
iotmi/

config/
iotmi_config. json

certs/
claim_cert.pem
claim_pk.key
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mEREHERLSRPHERITRE

BEYGRREEREFFHERIELE  FRERENMHIREEX PO, THUBIHENRELA
FESNRERRZ NI ELER,

F&
- REME  ETNHMNRERSR
- EAFES THITRZMBFNRENRE

RERE , ETHHMEFRSE

BT RZBAFEERIENELSR , FENRBRENMBBEEERF V. ATNEEAR
BIRETHRIRE LARENT R,

TR
EZEMBRE 28 , BEAAT LR

c HELBREFBRAREEKF D
« AWS CLI M (FEEER AWS CLI S8 T52E) RRERIIRAL
- 1T DEVICE_L IFE_CYCLE S##4,

RESR

o ST AEFUE

- 25 FEIERMNEEN PO
- FRI: FARFEIERESY.

s R4 BARZBAREERS,

« S5 FREURZINEE

- FR6: MEEBYREGT

s FT7TH NELFFBBRIEENS

SR 1 BIEEUE

NIENIRE BB —NMEIEE,
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IR EIE

« {#H create-credential-locker @i, MITUTSEMEFEHIERRNECIE , 25 Wi-Fi
®IiE key pair FZFIEH,

create-credential-locker 745l

aws iot-managed-integrations create-credential-locker \
--name "DEVICE_NAME"

Ml R

"Id": "LOCKER_ID"

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:credential-
locker/LOCKER_ID

"CreatedAt": "2025-06-09T13:58:52.977000+08:00"

EXEZELR , 55 (EEE R create-credential-lockerfis 55E) FH AWS CLI @55,

825 REIERNNE S O
FEEARR MBI 0o
1B 489 *R D NS AEAR

- FERAUTaTREIEE BRI S ELSR.

aws iotmi --region AWS_REGION --endpoint AWS_ENDPOINT update-managed-thing \
--identifier "HUB_MANAGED_THING_ID" --credential-locker-id "LOCKER_ID"

SR 3 ERERIRREESY.
ERAREZFEUEREESY. BEREFVEZACHRE RS,
BEREESY

- f{ffcreate-managed-thing@ S HEHRZBIEILEEY,
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create-managed-thing R4l

#ZWAVE :
aws iot-managed-integrations create-managed-thing --role DEVICE \
--authentication-material '900137947003133...' \ #auth material from zwave gr code

--authentication-material-type ZWAVE_QR_BAR_CODE \
--credential-locker-id ${locker_id}

#ZIGBEE:

aws iot-managed-integrations create-managed-thing --role DEVICE \
--authentication-material 'Z:286...$I:A4DC0@."' \ #auth material from zigbee qr code
--authentication-material-type ZIGBEE_QR_BAR_CODE \

--credential-locker-id ${locker_id}

® Note
Z-Wave # Zigbee R EFREHNT T,

el R

"Id": "DEVICE_MANAGED_THING_ID"

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:managed-
thing/DEVICE_MANAGED_THING_ID"

"CreatedAt": "2025-06-09T13:58:52.977000+08:00"

BXEZEER , H5R (EEEMcreate-managed-thing@s 55Z) FH AWS CLI G555

FR| A4 BARBHAREERS
EEREFERAREELRS,

« fEMget-managed-thing@m TR EREZHRES. DIBIEENITEEY., ProvisioningStatus
BXxME %S A ProvisioningStatus , TSR RBALE.

get-managed-thing =%l
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#KINESIS NOTIFICATION:

{
"version": "1.0.0",
"messageld": "4ac684bb7f4c4ladbb2eeccle7991xxx",
"messageType": "DEVICE_LIFE_CYCLE",
"source": "aws.iotmanagedintegrations",
"customerAccountId": "12345678901",
"timestamp": "2025-06-10T05:30:59.852659650Z",
"region": "us-east-1",
"resources": ["XXX"],
"payload": {
"deviceDetails": {
"id": "1e84f61fa79a41219534b6fd57052XXX",
"arn": "XXX",
"createdAt": "2025-06-09T06:24:34.336120179Z",
"updatedAt": "2025-06-10T05:30:59.784157019Z"
.
"status": "ACTIVATED"
}
}

aws iot-managed-integrations get-managed-thing \
--identifier :"DEVICE_MANAGED_THING_ID"

Ml R

"Id": "DEVICE_MANAGED_THING_ID"

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:managed-
thing/MANAGED_THING_ID"

"CreatedAt": "2025-06-09T13:58:52.977000+08:00"

BXEZER , H5H (FEEEKget-managed-thingis 55 %) ) AWS CLI 55,

SR 5 FREVIRZ ThAE

f£Mget-managed-thing-capabilities HRIEN LR T R ID HEFRZ TRERMITHIRES
Ko
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FRARER

FREUE & B ThRE
- f{ffget-managed-thing-capabilities@®$Hid TR D,

get-managed-thing-capabilties =4l

aws iotmi get-managed-thing-capabilities \
--identifier "DEVICE_MANAGED_THING_ID"

el R
{
"ManagedThingId": "1e84f61fa79a41219534b6fd57052cbc",
"CapabilityReport": {
"version": "1.0.0",
"nodeId": "zw.FCB10009+06",
"endpoints": [
{
"id": "ENDPOINT_ID"
"deviceTypes": [
"On/0ff Switch"
1,
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/0ff",
"version": "6",
"properties": [
"OnOff"
1,
"actions": [
"off",
"on"
1,
"events": []
}
}
BXEZER , B (EEHE M get-managed-thing-capabiliiesfii 55
PN
To

) Ky AWS CLI 75

RERE , ETMEMBRERZ
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FR6: ARESYRETT

£ iZsend-managed-thing-command@ S AN IEEEY KAV RBER D,

AR IEESBYREGS
- ffFsend-managed-thing-command®@ S EENIEEEYELED T,

send-managed-thing-command =4l

json=$(jq -cr '.|@json') <<EOF

[
{
"endpointId": "1",
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/0ff",
"version": "1",
"actions": [
{
"name": "Toggle",
"parameters": {3}
}
]
}
]
}
]
EOF

aws iot-managed-integrations send-managed-thing-command \
--managed-thing-id "DEVICE_MANAGED_THING_ID" --endpoints "ENDPOINT_ID"

® Note
XANGIFERT jqcli, BIREAILMEIZEANFRFE endpointId

M 7
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"Traceld": "TRACE_ID"
}

EXEZEER , 21 (FEEHE MK send-managed-thing-commandfi$5#) Sy AWS CLI &

A
T o

B7L . NELSFPBREERNR
ENBREENREREEELE,

BRI EEY

+  {£Mdelete-managed-thing® S MRE R LBRIEENA,

delete-managed-thing R4l

aws iot-managed-integrations delete-managed-thing \
--identifier "DEVICE_MANAGED_THING_ID"

BXEZEER , H5R (EEEMdelete-managed-thingii $52%&) H# AWS CLI 5,

@ Note

WRIR AL T EMDELETE_IN_PROGRESSIRZ , % - -forcetrEMMNEl, delete-
managed-thing command

(@ Note
X F Z-Wave 2% , BREER TR R RZFETENERX,

ERPES TRITRZMEMBEFENRE

BEZEERBANEERIELSE  FRBFRENMBIEEEXP L. ATNEEAAFESR
BEKIRE LERENS R,
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FRARER

TERZ A
EXRMRREZH , BTRUTHE

- HELBRREBBALEREKP VO
« AWS CLI M (FEEER AWS CLI i 55 &) FREBZFHIREH
< THRZBRIRESEHBEH,.

RAFESHIRESR

o HEREZH  EZWave RELBARXNER
« FB]1: FRRBEED

- FIR 2 BWERIES ID

« B35 NENEEVERENE

- FR4 . EHRESY

- B55  REMEESYINEE

- FR6: MREEYREDT

B75 REXESYHRES

E8H NELBFTBRIEEANS

FRFZH - £ ZWave BB LERAEXNER

£ Z-Wave R& LEABXER, 85 Z-Wave RENEXNEXTEBRTRE , At BESHRENE

BALERRERNER, CBERAF LR TR,
HE|1: FRREFRU

NENELBFRHNRERI , IRIA T MHRZEHRIMES ID.
FragrE R

«  ffstart-device-discovery@n S IRE A IIES 1D,

start-device-discovery R4l

#For Zigbee

aws iot-managed-integrations start-device-discovery --discovery-type ZIGBEE \

EAFES TRHTRENBENRENRE
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--controller-identifier HUB_MANAGED_THING_ID

#For Zwave

aws iot-managed-integrations start-device-discovery --discovery-type ZWAVE \
--controller-identifier HUB_MANAGED_THING \

--authentication-material-type ZWAVE_INSTALL_CODE \
--authentication-material 13333

#For Cloud
aws iot-managed-integrations start-device-discovery --discovery-type CLOUD \
--account-association-id C2C_ASSOCIATION_ID \

#For Custom

aws iot-managed-thing start-device-discovery --discovery-type CUSTOM \
--controller-identifier HUB_MANAGED_THING_ID \
--custom-protocol-detail NAME : NON_EMPTY_STRING \

0 8
{
"Id": DISCOVERY_JOB_ID,
"StartedAt": "2025-06-03T14:43:12.726000-07:00"
}
® Note

Z-Wave % Zigbee R ZERENH T,

BEXEZER , B (KEER AWS CLI 55 %) M start-device-discoveryAPl,

TR 2 . ERRINESID
ffAlist-discovered-devicesHIREURZ W F O WIEH E
BHENEIES ID

. {FAKXIIES ID M list-discovered-devices i IR EVIR & K & 91 IE A ¥ .

aws iot-managed-integrations list-discovered-devices --identifier DISCOVERY_JOB_ID
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el R
"Items": [
{
"DeviceTypes": [],
"DiscoveredAt": "2025-06-03T14:43:37.619000-07:00",
"AuthenticationMaterial": AUTHENTICATION_MATERIAL
}
]

B3 NENRZRERERR
f£fcreate-managed-thing@® T ALEMNRZUERESY. B4 REBREACHIEERE.
BIREESEY

« f{f£Mcreate-managed-thing@m TN ENREZIEREESY,

create-managed-thing R4l

aws iot-managed-integrations create-managed-thing \
--role DEVICE --authentication-material-type DISCOVERED_DEVICE \
--authentication-material "AUTHENTICATION_MATERIAL"

el R

"Id": "DEVICE_MANAGED_THING_ID"

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:managed-
thing/DEVICE_MANAGED_THING_ID"

"CreatedAt": "2025-06-09T13:58:52.977000+08:00"

BXEZEER , B3R (FEEEMcreate-managed-thing@s 5% ) $# AWS CLI &85

SR 4 ERARESY

A L fEfget-managed-thingm TR EXESYWREEEE.

ERAFES TRHITRZMBAEENRE
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EHREEEY

- ffMget-managed-thingm TRERESVHEBRSEHIRENACTIVATED, BXEBERES

MEZEE , FERRERE,

get-managed-thing =4l

aws iot-managed-integrations get-managed-thing \
--identifier "DEVICE_MANAGED_THING_ID"

Ml R

"Id": "DEVICE_MANAGED_THING_ID",

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:managed-
thing/DEVICE_MANAGED_THING_ID,

"Role": "DEVICE",

"ProvisioningStatus": "ACTIVATED",

"MacAddress": "MAC_ADDRESS",

"ParentControllerId": "PARENT_CONTROLLER_ID",

"CreatedAt": "2025-06-03T14:46:35.149000-07:00",

"UpdatedAt": "2025-06-03T14:46:37.500000-07:00",

"Tags": {}

BEXEZER , B5H (BEHEKget-managed-thing@i $2%E) H# AWS CLI @5,

E5L  REFEESY L

RO EREERESYHN T ARESIRget-managed-thing-capabiltiies,
REIR BB ThAE

« f{ffget-managed-thing-capabilities®SIREURR ID, BIETEWREMNIRETIR.

get-managed-thing-capabilities =4l

aws iot-managed-integrations get-managed-thing-capabilities \
--identifier "DEVICE_MANAGED_THING_ID"
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Ma R

"ManagedThingId": "DEVICE_MANAGED_THING_ID",
"CapabilityReport": {
"version": "1.0.0",
"nodeId": "zb.539D+4A1D",
"endpoints": [
{
"id": "1",
"deviceTypes": [
"Unknown Device"
1,
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/0ff",
"version": "6",
"properties": [
"Oonoff",
"OnOff",
"OnTime",
"OffwWaitTime"
1,
"actions": [
"off",
"On",
"Toggle",
"OffwWithEffect",
"OnWithRecallGlobalScene",
"OnWithTimedOff"

1,

BXEZER , HSR (FEEEMget-managed-thing-capabilitiesti 55#) ## AWS CLI%

PN
T o

HR]6: AXESYREDT

& 0] LAME B % send-managed-thing-command& © B &N I E B Y KX IR ED S,
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FRARER

ERARRERRESYRED T,

- fFHiZsend-managed-thing-command@ <&

send-managed-thing-command R4l

json=$(jq -cr '.|@json') <<EOF
[

"endpointId": "1",
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/O0ff",
"version": "1",
"actions": [
{
"name": "Toggle",
"parameters": {}

EOF

aws iot-managed-integrations send-managed-thing-command \
--managed-thing-id ${device_managed_thing_id} --endpoints ENDPOINT_ID

(® Note

EXANFERT jgcli, BREATMEREANFZRFSE endpointId

e R

"Traceld": TRACE_ID
3
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BXREZER | B (EEEMsend-managed-thing-commandis $2#) H# AWS CLI &

\

PN
T o

E7L RERESUNRKS
REXEBWHRSURITEIEIRERT RIS,
REXESBWNRERS

- ffMget-managed-thing-state@®m TRIETIRBERTKII.

get-managed-thing-state R4l

aws iot-managed-integrations get-managed-thing-state --managed-thing-
id DEVICE_MANAGED_THING_ID

el R
{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/Off",
"version": "1.4",
"properties": [
{
"name": "OnOff",
"value": {
"propertyValue": true,
"lastChangedAt": "2025-06-03T21:50:39
}
}
]
}
]
}

.886Z"
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}

BXREZER | B (EEEMget-managed-thing-state@a $5&) FH AWS CLIGT

£8L NELBFBREENR
B BRI E N REREREL R,
MR EESEY

- fFHdelete-managed-thing@ S BRIETES Y.

delete-managed-thing R4l

aws iot-managed-integrations delete-managed-thing \
--identifier MANAGED_THING_ID

BXEZEER | B3R (FEEEMdelete-managed-thing@fi 5 2#) Sy AWS CLI &5,

® Note

MRIEREHIEDELETE_IN_PROGRESSIRZS , delete-managed-thingEE G S/EMH
Mihn--forcetrEo

@ Note
Xt T Z-Wave %% , ERBENTH T EFRFETRENEN,

SRR TREFHENAEERLERRF

EMAREERPON  RJFUEPEEEXREE, EARANBERTIEBEREXHRSET |, BET LG
BEEMERLERFAERZ2HNRENEREE,

FEEER End device SDK A EZ2FMEORH TIEBAERRF , BAURESITAHENR (.s0)
. WEZEFHEXIUEIMANBEANILS , REEEITHREX 442 HubOnboarding # 12
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FRARER

AP| & X FEH 4

BE L T secure_storage_cert_handler_interface.hppX# , T#ENZIM APl AH4FE

sk

£33

- API EN
. XiBAH
APl EX

secure_storage_cert_hander_intexface.hpp AR

/*

* Copyright 2024 Amazon.com, Inc. or its affiliates. All rights reserved.

* AMAZON PROPRIETARY/CONFIDENTIAL

* You may not use this file except in compliance with the terms and
* conditions set forth in the accompanying LICENSE.txt file.

* THESE MATERIALS ARE PROVIDED ON AN "AS IS" BASIS. AMAZON SPECIFICALLY

* DISCLAIMS, WITH RESPECT TO THESE MATERIALS, ALL WARRANTIES, EXPRESS,

* IMPLIED, OR STATUTORY, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY,

* FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT.
*/

#ifndef SECURE_STORAGE_CERT_HANDLER_INTERFACE_HPP
#define SECURE_STORAGE_CERT_HANDLER_INTERFACE_HPP

#include <iostream>
#include <memory>

namespace IoTManagedIntegrationsDevice {
namespace CertHandler {
/**
* @enum CERT_TYPE_T
* @brief enumeration defining certificate types.
*/
typedef enum { CLAIM = @, DHA = 1, PERMANENT = 2 } CERT_TYPE_T;
class SecureStorageCertHandlerInterface {
public:

API E S A4
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/**
* @brief Read certificate and private key value of a particular certificate
* type from secure storage.
*/
virtual bool read_cert_and_private_key(const CERT_TYPE_T cert_type,
std::string &cert_value,
std::string &private_key_value) = 0;

/**
* @brief Write permanent certificate and private key value to secure storage.
*/
virtual bool write_permanent_cert_and_private_key(
std::string_view cert_value, std::string_view private_key_value) = 0;
};
std: :shared_ptr<SecureStorageCertHandlerInterface>
createSecureStorageCertHandler();
} //namespace CertHandler
} //namespace IoTManagedIntegrationsDevice

#endif //SECURE_STORAGE_CERT_HANDLER_INTERFACE_HPP

REBAH

« CERT_TYPE_T-(£4& 8 L FRIZKEMIEHR,
« CLAIM-Ex#]TE 4k 28 £ B BRIEIE P SR B K AUEB
- DHA-ERARER,
o KA-ATEEREER R[N KAILES,
- read_cert_and_private_key- ( BIESFSEH ) MEPHNBABERASE M A, HWERBATEERIRE
CLAIM MK AUEH , HBRIE LRIEFHRBERTE S
- write_permanent_cert_and_private_key- ( B{EFEI ) FARAUPNZABEEAFMBNNLE,

TR

FARESBEIMIRLE LN HIED (secure_storage_cert_handler_interface.hpp) 27 , UMRETF
ANTREE, BIXMOE Sl EHBRIPLERFNENEEARNMEAHE,

(® Note

Efisecure_storage_cert_handler_interface.hpp A2 F o
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&

- IES

-« SREEEO

. Xifs

+ CMakelList.txt

WA 4

gRAIEO

B - MNEREOMNEMASE, FUAXHMEMXARRBERIRNERT , LEEHWENATUERRX S
MEMLHRK,

#ifndef IOTMANAGEDINTEGRATIONSDEVICE_SDK_STUB_SECURE_STORAGE_CERT_HANDLER_HPP
#define IOTMANAGEDINTEGRATIONSDEVICE_SDK_STUB_SECURE_STORAGE_CERT_HANDLER_HPP

#include "secure_storage_cert_handler_interface.hpp"

namespace IoTManagedIntegrationsDevice::CertHandler {
class StubSecureStorageCertHandler : public SecureStorageCertHandlerInterface {
public:
StubSecureStorageCertHandler() = default;

bool read_cert_and_private_key(const CERT_TYPE_T cert_type,
std::string &cert_value,
std::string &private_key_value) override;

bool write_permanent_cert_and_private_key(
std::string_view cert_value, std::string_view private_key_value) override;
/*
* any other resource for function you might need

*/

};
}
#tendif //IOTMANAGEDINTEGRATIONSDEVICE_SDK_STUB_SECURE_STORAGE_CERT_HANDLER_HPP
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SEHE
XU EEENKFMESE |, stc/stub_secure_storage_cert_handler.cppo

/*

* Copyright 2024 Amazon.com, Inc. or its affiliates. All rights reserved.

* AMAZON PROPRIETARY/CONFIDENTIAL

* You may not use this file except in compliance with the terms and
* conditions set forth in the accompanying LICENSE.txt file.

* THESE MATERIALS ARE PROVIDED ON AN "AS IS" BASIS. AMAZON SPECIFICALLY
* DISCLAIMS, WITH RESPECT TO THESE MATERIALS, ALL WARRANTIES, EXPRESS,

* IMPLIED, OR STATUTORY, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY,

* FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT.
*/

#include "stub_secure_storage_cert_handler.hpp"
using namespace IoTManagedIntegrationsDevice::CertHandler;

bool StubSecureStorageCertHandler::write_permanent_cert_and_private_key(

std::string_view cert_value, std::string_view private_key_value) {

// TODO: implement write function
return true;

bool StubSecureStorageCertHandler::read_cert_and_private_key(const CERT_TYPE_T

cert_type,

std::string &cert_value,

std::string
&private_key_value) {

std::cout<<"Using Stub Secure Storage Cert Handler, returning dummy values";

cert_value = "StubCertVal";
private_key_value = "StubKeyVal";
// TODO: implement read function
return true;

SUMBEOPENMW I BB src/secure_storage_cert_handler.cppo

RPIEE
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#include "stub_secure_storage_cert_handler.hpp"

std: :shared_ptr<IoTManagedIntegrationsDevice::CertHandler: :SecureStorageCertHandlerInterface>
IoTManagedIntegrationsDevice: :CertHandler: :createSecureStorageCertHandler() {
// TODO: replace with your implementation

return
std: :make_shared<IoTManagedIntegrationsDevice::CertHandler: :StubSecureStorageCertHandler>();
}
CMakelList.txt

#project name must stay the same
project(SecureStorageCertHandler)

# Public Header files. The interface definition must be in top level with exactly
the same name
#ie. Not in anotherDir/secure_storage_cert_hander_interface.hpp
set (PUBLIC_HEADERS
${PROJECT_SOURCE_DIR}/include

# private implementation headers.
set (PRIVATE_HEADERS
${PROJECT_SOURCE_DIR}/internal/stub

#set all sources

set (SOURCES
${PROJECT_SOURCE_DIR}/src/secure_storage_cert_handler.cpp
${PROJECT_SOURCE_DIR}/src/stub_secure_storage_cert_handler.cpp

# Create the shared library
add_library(${PROJECT_NAME} SHARED ${SOURCES})
target_include_directories(
${PROJECT_NAME}
PUBLIC
${PUBLIC_HEADERS}
PRIVATE
${PRIVATE_HEADERS}
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)

# Set the library output location. Location can be customized but version must
stay the same
set_target_properties(${PROJECT_NAME} PROPERTIES
LIBRARY_OUTPUT_DIRECTORY ${CMAKE_BINARY_DIR}/../1lib
VERSION 1.0
SOVERSION 1

# Install rules

install(TARGETS ${PROJECT_NAME}
LIBRARY DESTINATION 1lib
ARCHIVE DESTINATION 1lib

install(FILES ${HEADERS}
DESTINATION include/SecureStorageCertHandler

ERE

RBERE , BB —NlibSecureStorageCertHandler.soRZENFN RENG R EXBKNFTS
BERE, NE X ATFB85EE H2) HubOnboarding =3 #l X HFFEM ENLE
£

- BEEEEEM

- FRALZEEM

EEEEEM
- BRI A Pk~ 2E EE HubOnboarding =3 #3244
MlibSecureStorageCertHandler.soFEMIEEMNR,

« fR8Bsecure_storage_cert_handler_interface.hppAME—H N HL 4, FrEH ML 4
ER R B ERMFAERI AH,
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« WIFEHWHENREZ, EWER1ibSecureStorageCertHandler.so, HubOnboarding
AREEEEX AP ERBFENRAE |, flinlibSecureStorageCertHandler.so.1.0, &£
Alddin TR EFEABXRHREEECNEFTSEERE,

- MRAAZTFENINEFABEKRBIXR , HFHEEME HubOnboarding AT LATAEIK B & |, Hla/

usr/lib or the iotmi_commonB %,

EHREFHE

B Miot_claim_cert_pathMiot_claim_pk_path#BiRE RN KREFHE
fiotmi_config.jsonX 4 SECURE_STORAGE,

{
"ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "SECURE_STORAGE",
"iot_claim_pk_path": "SECURE_STORAGE",
"fp_template_name": "device-integration-example",
"iot_endpoint_url": "[ACCOUNT-PREFIX]-ats.iot.AWS-REGION.amazonaws.com",
"SN": "1234567890",
"UPC": "1234567890"
b
"tw": {
"iot_provisioning_state": "NOT_PROVISIONED"
}
}

B E XU

B LAE A B E UM UE RSN T B BRI E K El AWS loT Device Management £ RER T
EERP, BYENHABN SDK ZFO , BAMERE. EXHEEMLERMNEHRE , ANRES
FEEERMELS SDK AN T2 HEH,

LFHIRNILT BE XD EHR EERE.
BEEREAE YL

MEBETH AWS BIERBERY  AERERETHE LETREER. BUUBEEIFERE
EF'{EFH XEERR,
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KB IBAFKI
- EAMEBCHBEHEHST L SDK B .
« ATERIIEE (HIMEEMESH ) SERMNESG  EANFE QRS —NF /RN,
- EREEMRSNEBCHRAS (HlUpREAHER ) ZRRSHBAIRR  UXANRBEETH
ARG ELE,
BIEE N

MNTHREEF , ABURFIMARFH BELD , FRGHAELL BRBEEFEHTE,

TEUAT BE IR,

.0 SDK & 7 i

Hub SDK & FimE R ZEE S MK Hub SDK MER — £/ LIZTHE B S HMICER 2 RINED,
TR T —HREESR , APIs LA EENDPIIXE Device Hub SDK AR E., ASIIEAENE
etk BESGRAHMERMA 2588,

£}

- REVEMFEE L Hub SDK

« %F Hub SDK TEH

- £ Hub SDK BEFmAI RN B ENNAERF
- EITENBENNARR

« Hub BEF X T EGE ik AP

- BIERE

REVERVFEE S X Hub SDK

Hub SDK Z P infi £ E £ SDK. HREEESEKZEH ABRRE] , 15E Hub SDK.

*F Hub SDK T E3

T&ERE , B ER —1IotMI-DeviceSDK-ToolkitX ¥4k , EhE@EAE AL . soX 4R AT LLE
NMARFHRERAN Y. TEERBAANERMET —Mmain. cppAFEREWHRAE , URET ERE
PATHSE RN ARRF #5304, bin/Ea LR NEBENARFNE .
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£/ Hub SDK & Fim €2 & B E LN AR

ERUTSRUBENEELNAER.

1. ENARFHEELXM (h) MAZBEHRXMH (so0).

BYRENARFPEE /XN (h) MHZERIXM (s0). XN TF.so X, BALRFENKE
lib XHRHP, HRAFRFUMTAR

### include

# ### iotmi_device_sdk_client

# #  ### iotmi_device_sdk_client_common_types.h
# ### iotmi_device_sdk_client.h

#  ### iotshd_status.h

### 1ib

#  ### libiotmi_devicesdk_client_module.so

# ### libiotmi_log_c.so

2. EEXENAREFFEIE Hub SDK &FF i,
a. BEEXRARRFH , XMEMHI Hub SDK BEF iR , REFTREFERTREEER, ROJLIEE
W AREEREFwclientId,
b. HEEFWE , BULLEHERIEEENRRR SDK,

LA 2812 Hub SDK & = i LUK SAlE 2 89 7R Bl

#include <cstdlib>

#include <string>

#include "iotshd_status.h"

#include "iotmi_device_sdk_client.h"

auto client = std::make_unique<DeviceSDKClient>(your_own_clientId);
iotmi_statusCode_t status = client->connect();

(® Note

your_own_clientId#M 5 &% §S% 1% Estart-device-discovery F & 8 i% B
L& i create-managed-thing P I8 EH IR BHEE .

3. BERTUTIRETRHMITHE.
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a. BIEER , ZUEATUMNEESER Hub SDK iTH&E ANES. RANESATUREFES
FHEES. BEFERFERINESELECHNEEEE , HELBENAENL ETXHUA
TEHEHRERB/.

// subscribe to provisioning tasks
iotmi_statusCode_t status = client->iotmi_provision_subscribe_to_tasks(
example_subscriber_callback, custom_context);

// subscribe to control tasks
iotmi_statusCode_t status = client->iotmi_control_subscribe_to_tasks(
example_subscriber_callback, custom_context);

b. BMEERE , BUERLLERENARFHNERRHEILESEAK Hub SDK, BAUENLES
MESHEERE A TFENLSENERATRN AT, XEFRITUSFERFERNEEF
R, RUFITERE. &E , RAUARSE—Mkit , ibfRrspPayload AELZHI AN
E K Hub SDK 3R151E K.,

// publish control request
iotmi_client_request_t api_payload = {
.messageType = C2MIMessageType::C2MI_CONTROL_EVENT,
.reqPayload = (uint8_t *)"define_your_req_payload",
.rspPayload = (uint8_t *)calloc(1000, sizeof(uint8_t))
};

status = client->iotmi_control_publish_request(&api_payload);

// publish provision request

iotmi_client_request_t api_payload = {
.messageType = C2MIMessageType::C2MI_DEVICE_ONBOARDED,
.reqPayload = (uint8_t *)"define_your_req_payload",
.rspPayload = (uint8_t *)calloc(1000, sizeof(uint8_t))

;

status = client->iotmi_provision_publish_request(&api_payload);

4. BHOMECMakelLists.txt , RAEMNBEMENAREF. SAR LTI ATHRITH 8 8304
52N MyFirstApplication
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TEMBENYNRARER
EETEHENNARRFZH , BEBRUATSRFRKRETOHBHIEESER Hub SDK :

- BEREBPHARGBHATRE, HENELFEMAREERK
« TRFIERNEEIRLZEABIEFEESEMK Hub SDK,

BREEREMNRE , ERALNETENEELNARERFT. i :

./MyFirstApplication

/A Important

WIfEF A E5E Hub SDKERMAF R EHPIIHN B MATRREIACHNRAERF. IR
FREZE , T EEAIRF.
EHUTAET, EX

./IotMI-DeviceSDK-Toolkit/bin/DeviceSDKClientDemo >> $LOGS_DIR/
logDeviceSDKClientDemo_logs.txt &

F

./MyFirstApplication >> $LOGS_DIR/MyFirstApplication_logs.txtt &

Hub X4 X TESE ik API

Hub SDK % /i ( IR&SDKClient X ) N ENEENNARFRHT —MNMEO , ATEREERRE
SDK #1TRE. ERALE iR , B ARITEL TR

- NEESERAHFDITRSEEMZEHEXES
- MEESERAHRTEEENZEHBXIIER,

BXRIEEEKMEE AWS loT Device Management APls , 55t 42 AWS Lambda.

F&
- B mARIL

BTENBENLNBER 153


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_Operations.html

HIFEE R AWS loT Device Management FRAR ISR
- FBEESIT A

- BERES R

o EHMESITH

- BEHESEH

- BEINEE

- Hfth APIs

EFFimdlmit

EFMAEADeviceSDKClient , FEAZE S IE ID WEFTHHIL,

iotmi_statusCode_t DeviceSDKClient(const std::string& clientId)

XRHEREENBIZE — N FDeviceSDKClientkflclientId, clientId4MEEBEIREER BT
At B9 A T

e

clientId ( FRF& ) -LLRHIKVE i 1D,

connect()

f¥DeviceSDKClientSEfliE R FEEERK,

R [EE
« TOTMI_STATUS_OK-iFE#ERZh.
« TOTMI_STATUS_CUSTOM_ PLUGIN_CONNECTION_ERROR-ZFEZEZITEE R AT HE,

B ST Y

ERXEREZNREERAHFTHASEEMEXHES.

iotmi_statusCode_t
iotmi_provision_subscribe_to_tasks(DeviceSDKClient_SubscriberCallback callback, char*
context)
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MREERAHTRERBERXNES , HINRZEHNECEEE.

¥
« callback(Device SDKClient _SubscriberCallback)-W Z{E 558179 B8 B 3o
« context(char*)-f£iE 4 B AR BE N LT X,
REE
« IOTMI_STATUS_OK-iT BB h,
« IOTMI_STATUS_CUSTOM_PLUGIN_CLIENT_NOT_CONNECTED-1%%& SDKClient SEfiRIEZ T
EEM.
« IOTMI_STATUS_CUSTOM_PLUGIN_SUBSCRIBE_ERROR-iT HF5AT Hi4H .

BEEESEH
fEAX LS AT ERRA LT SRBERXNER,

iotmi_statusCode_t iotmi_provision_publish_request(DataModel::iotmi_client_request_t
request)

AREEERAHRBEREMEXNER. fll , REEBASHIEVERBRS
e

request(DataModel:: iotmi_client_request_t)-ig§ @2 iF M5 BN BERLE W IEH
REE
« IOTMI_STATUS_OK-ERERII L.
« TOTMI_STATUS_CUSTOM_PLUGIN_CLIENT_NOT_CONNECTED-i%DeviceSDKClientSEfik
EEFREEN.
« IOTMI_STATUS_INVALID_PARAMETER-EERAFH —PHZNMNSEHEN
« IOTMI_STATUS_INVALID_JSON_OBJECT-iERABFTEE MM JSON H K,
« IOTMI_STATUS_NO_MEMORY-%& 4% N 1F 7 Bl &8 iR,

EHESITE

ERX LR EITAEESEKANH P EEHIMEXNES.
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iotmi_statusCode_t iotmi_control_subscribe_to_tasks(DeviceSDKClient_SubscriberCallback
callback, char context)

MREERAHIT R EZEFBXRNES (HIMRFERHER ).

¥
« callback(Device SDKClient _SubscriberCallback)-UW ZI{E S a1 1TH B8 B 3K
« context(char)-f£i% A EREHHBEN LT X,

iR EME
« IOTMI_STATUS_OK-iTF R,

« TOTMI_STATUS_CUSTOM_PLUGIN_CLIENT_NOT_CONNECTED-iZDeviceSDKClientSEfizk
EEIEEEK,
« TOTMI_STATUS_CUSTOM_PLUGIN_SUBSCRIBE_ERROR-iJF{F55 BT H4E,

BHESKH
ERXER EMEEERAHR T SERBIEXHER,

iotmi_statusCode_t iotmi_control_publish_request(DataModel::iotmi_client_request_t
request)

ARESERAGRMEREMEXMNIER, fin , REBERNWEH, TS ERIRBREENM,
S

request(DataModel:: iotmi_client_request_t)-f8 B8 & ¥ M5 2N EREWHNIEH
REE
« IOTMI_STATUS_OK-iERERIN Ko
« IOTMI_STATUS_CUSTOM_PLUGIN_CLIENT_NOT_CONNECTED-i%#& SDKClient £l KiEZE$E
EEM.
« TOTMI_STATUS_INVALID_PARAMETER-IERAH —PHZNMSEHER
« IOTMI_STATUS_INVALID_JSON_OBIECT-EHERAHETEE MM JSON HH K,
« IOTMI_STATUS_NO_MEMORY-% 4% M 172 Bl 45 1R,
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HEIRE
ERAXLEFERIIMILE SRR BEINEE,

iExaRHm1L

void iotmi_devicesdk_log_init(const char* logger_name)

EEAEMESERYBEZE , KAKRILISHRKER.
e

logger_name-BIEEMIEFKEZE M. BIAMERN : MyApplication

iBREA
LOGGER_LOGD(. . .)

Eﬂﬁﬁﬁﬁﬁqqﬁﬁﬁﬁtﬁiﬁ ﬂﬁiﬁﬂum H/L,\laio
LOGGER_LOGI(...)

E}ﬁﬁﬁﬁﬁmﬁﬁﬁﬁtﬁﬁ‘ﬂ-1n é&b“ﬂ’] E/u\lﬂio
LOGGER_LOGW(...)

ENARFHEALRRTES RN BATIER,
LOGGER_LOGE(. . .)

ENARFREALR#TERRIN AEIER,

(® Note

BXBEDENESFELE , 20 Hub BERRERXHE, BENHUEHFZE X ERESEKRER
E’JFEEH/M jJﬁbo

Hb APIs

std::string get_client_id()
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https://docs.aws.amazon.com/iot-mi/latest/devguide/hub-log.html
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@ 51i% % SDKClient SEf5RBXAY & F ¥ 1D,

1R
R EE
B FFim 1D,

BiERE
AWENLTATEEND RGN EIERE,
iotmi_client_request_t

RANBERBIEEERAHNER,
HERE

SHEMER (CommonTypes:: C2 MIMessage £ #), LTy RERT ERE,

« C2MI_DEVICE_ONBOARDED: ®RAHAMX AN IZERZ B HEE.

« C2MI_DE_PROVISIONING_PRE_ASSOCIATED_COMPLETE : RAMKRBZZFMNEUHE BT
SERBEA.

« C2MI_DE_PROVISIONING_ACTIVATED_COMPLETE : RREBERZNECHE BES THK
A,

« C2MI_DE_PROVISIONING_COMPLETE_RESPONSE : R IREUHE &S B 5K IE R,

« C2MI_CONTROL_EVENT : R RAIRER £ RBRASTLWVIEFISH.

« C2MI_CONTROL_SEND_COMMAND: &/~ B A b2 Hles 2 H 5.

« C2MI_CONTROL_SEND_DEVICE_STATE_QUERY: RRREH A i F2FM 4R B RAEE
i,

reqPayl
BERAE , BER JSON BN FRFH,
RSPPayloa

HAEERAFERNBNERAH,

iotmi_client_event_t

RIAMNEEERAHKREINEH,
EH#_id

SR HE— PR
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length
BEHBENKE,

data

EOEAEIENIEH , BfBmessageType, U TFHIRERT WJRERE,

« C2MI_PROVISION_UGS_TASK : &'~ UGS RENEEES

« C2MI_PROVISION_SS_TASK : &R SimpleSetup RENE R TS,

« C2MI_DE_PROVISION_PRE_ASSOCIATED_TASK : RRTAKRKIEZNEVEE BES
« C2MI_DE_PROVISION_ACTIVATED_TASK : R REBF R ZEMECER BEES

« C2MI_DEVICE_ONBOARDED_RESPONSE: /% &k M R,

« C2MI_CONTROL_TASK : RR{ZHIES

« C2MI_CONTROL_EVENT_NOTIFICATION: RRA#IZFHIZFHIZRFIEHE A,

ctx

EEHXBENBEEN LT

S Al

ELRBHEREERLIKIRE SDK VY B , £AFE S Hub SDK HEIMQTTProxyAHXRE, fEEIE
SEREN , MU UERALRKIZE SDK ZURE , AEIHREERSEN LN RREFIBHELSS.
£ 21 SDK F/EN I 4B 1E Hub SDK A2t |, #RridNiot-managed-integrations-

hub-control-x.x.Xo

F&:
. FRFH

Kimig & SDK A4
- SRBEE SDK £
- 1l EELEEY
o XTI
- XEFN¥EAR

TERFAF
EREBELENY  CEEREUTRE -
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FRARER

« B8 A Hub SDK H5ELEE |, IRA 0.4.0 ES A
« NTEEHMANLImiZE SDK AWS EEEZH A,
- EELESLETH MQTT KEAM | R4 0.5.0 HESRA,

LimiR & SDK A4
ERARIREE SDK FRILATAYE :

- BEERENRBERRE
- BIERELLERR

BT Hub SDK EZEBAITREN=RERE , AEEFTEEUATEHEH

- MEA

- PKCS #0
- fELAbERE
- MQTT RE

E4urix#& SDK &5

1. BRBEFEEZ DA KEE PR HBAERESR C K13,
2. HRBEKLiRRE SDK FHHBRITATERE

a. RIEMEHE

ERFREN , ELS#F Linux 2023/x86_64 LB, RELEREFABIN

dnf install make gcc gcc-c++ cmake

b. FFREMEEERK

FESREH O EEBZ A , BT # AP B TERE, HRAIER On/Off BEEM OnOff Bt

FRimFIREZEE., AXx API NFAEER |, BFSRESR C B APIs,

struct DeviceState

{

struct iotmiDev_Agent *agent;

KiniR & SDK A#f
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FRARER

struct iotmiDev_Endpoint *endpointLight;
/* This simulates the HW state of OnOff */

bool hwState;
13

/* This implementation for OnOff getter just reads

the state from the DeviceState */

iotmiDev_DMStatus exampleGetOnOff(bool *value, void *user)

{

struct DeviceState *state = (struct DeviceState *)(user);

*value = state->hwState;
return iotmiDev_DMStatusOk;

C. I Uy o FE A A 4 [0 1 B B

LREHE , BREL[LISOEMENEE, TRATES :

i BEIREFAE
i. AEXFHWSINEHEWERERRBR
RELIRT KA EMZISHIER

struct DeviceState

{
struct iotmiDev_Agent * agent;
struct iotmiDev_Endpoint *endpointl;
/* OnOff cluster states*/
bool hwState;

};

/* This implementation for OnOff getter just reads

the state from the DeviceState */

iotmiDev_DMStatus exampleGetOnOff( bool * value, void * user )

struct DeviceState * state = ( struct DeviceState * ) ( user );

{
*value = state->hwState;
printf( "%s(): state->hwState: %d\n",
return iotmiDev_DMStatusOk;

}

_ func__, state->hwState );

B4 IRiE% SDK £/
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iotmiDev_DMStatus exampleGetOnTime( uintl6_t * value, void * user )

{
*value = 0;
printf( "%s(): OnTime is %u\n", __func__, *value );
return iotmiDev_DMStatusOk;

}

iotmiDev_DMStatus exampleGetStartUpOnOff( iotmiDev_OnOff_StartUpOnOffEnum *
value, void * user )

{
*value = iotmiDev_0OnOff_StartUpOnOffEnum_Off;
printf( "%s(): StartUpOnOff is %d\n", __func__, *value );
return iotmiDev_DMStatusOk;
}
void setupOnOff( struct DeviceState *state )
{
struct iotmiDev_clusterOnOff clusterOnOff = {
.getOn0ff = exampleGetOnOff,
.getOnTime = exampleGetOnTime,
.getStartUpOnOff = exampleGetStartUpOnOff,
I
iotmiDev_0OnOffRegisterCluster( state->endpointl,
&clusterOnOff,
( void * ) state);
}

/* Here is the sample setting up an endpoint 1 with OnOff
cluster. Note all error handling code is omitted. */
void setupAgent(struct DeviceState *state)
{
struct iotmiDev_Agent_Config config = {
.thingId = IOTMI_DEVICE_MANAGED_THING_ID,
.clientId = IOTMI_DEVICE_CLIENT_ID,
I
iotmiDev_Agent_InitDefaultConfig(&config);

/* Create a device agent before calling other SDK APIs */
state->agent = iotmiDev_Agent_new(&config);

/* Create endpoint#l */
state->endpointl = iotmiDev_Agent_addEndpoint( state->agent,
1,
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"Data Model Handler Test

Device",
(const char*[])

{ "Camera" 1},
1);
setupOnOff(state);

R R E RN

ELL BRI 4ERN Hub SDK @M —3 012, EL&BE4FEREERZLEUMNILE SDK TR
FE , iot-managed-integrations-hub-control-x.x.x}# BE8&TRME,

1. FRBERKNXHGBE X HFexampleX :

cp codegen/out/* example/dm

2. BHERELHIEMN  BEETUTHS

cd <hub-control-root-folder>
mkdir build
cd build

cmake -DBUILD_EXAMPLE_WITH_MQTT_PROXY=ON -
DIOTMI_USE_MANAGED_INTEGRATIONS_DEVICE_LOG=ON ..

cmake -build .

3. FAKLELMMQTTProxyHHE1TRAl , HiZ1THubONboardingMMQTTProxyH #,

./examples/iotmi_device_sample_camera/iotmi_device_sample_camera

RESHBEEEEXREEDR  E2H. ZERPNSR S THREALKES SDK RELIKHEER
LA P B2 E/EE iot-managed-integrations,

™ EBRRLEREY 10



HIEEE R AWS loT Device Management FERARER

X 5 HY R A

EREANR T AT RE

* iotmi_device_dm_air_purifier_demo
« iotmi IREERD M

* iotmi_device_dm_camera_demo

XFHFE

TRETRT XEFNELREHFE

£ BRIERS BEREZRARNRA  Binutils liRAE
X86_64 Linux 10.5.0 2.37
aarch64 Linux 10.5.0 2.37

/B A CloudWatch B &

Hub SDK 2t EM B FicF e, BIAMERT , Hub SDK £ BEEBEALR MY HERS, BR |, &7
LFRBAZ= API B ERBEE N CloudWatch BE |, Bt :

L BRRENE  BREANEINES  ETIHREEE. EENEEHTEABR AT NG
2
- W  ERRAN ASRE ST RELIS . ERRENRARFREH U TRARE,

« REMEFWEXILR  TFEEDARZFANTHITZEASTEE, FREASNMRENBASREE —
NRRNEFEESD,

FRZM

'qu‘é:lX%ﬁkAEﬁ%o ﬁ*ﬁéﬂﬁgg -lﬁ;/ElH—.IHUb AH’\.LXI_O
Bif Hub REEB I HR I EIL. BRFMEER , BSRLZEHA BRI EE Hub SDK.
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FRARER

@ Note
EQZBAEEE , ¥151H2 0 PutRuntimeLogConfiguration APl

/A Warning
BERBFZUTAZEERIITE, HiNA SR FSBESHHESEMFTAAL KA,

®E Hub SDK HEE E

JE -IJ-.IFH API ;E-LQE _/_E-.t Ei/._,\ﬁﬂ ﬁﬂ Hub SDK E/L/\‘LQ'E

Example API i& 3R 7Rl

aws iot-managed-integrations put-runtime-log-configuration \
--managed-thing-id MANAGED_THING_ID \
--runtime-log-configurations LoglLevel=DEBUG,UploadLog=TRUE

RuntimelLogConfigurations J& 1%
LTEHR %R , ATLA7E RuntimeLogConfigurations APl H#{TELE
LogLevel

REZITRRERARE™EM RS, & : DEBUG, ERROR, INFO, WARN

ZRIA : WARN ( E X ARAS )
LogFlushLevel

WE M ENEHEERF R AR FEN™EMHH S, E : DEBUG, ERROR, INFO, WARN

ZRiA{E : DISABLED

LocalStoreLocation

EESITHRERENEFEHME, BRIAE : /var/log/awsiotmi

« SEZAE : /var/log/awsiotmi/ManagedIntegrationsDeviceSdkHub.log

- B¥AXE : /var/log/awsiotmi/ManagedIntegrationsDeviceSdkHub.N.log ( N &R

RIIF )

R E Hub SDK AEELE
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LocalStoreFileRotationMaxBytes

2B AR 1R E R/ EHALR SRR

/A Important
NTREBRERR |, B4R NMRIFE 125 KB LT, FEFRH KT 125 KB HE.

LocalStoreFileRotationMaxFiles,

REBETFHPERFATHR KR T,
UploadLog

BESZTHNREEREIZR. AEFMTE/aws/iotmanagedintegration CloudWatch A&
A,

ZRIAE : false,
UploadPeriodMinutes

EMETHRIRER EAARIRER, BIAE : 5
DeletelLocalStoreAfterUpload

H R R SCAHIBR. RRINME @ true

(® Note

MRIZEENR false , M LAWK EFENRN : /var/log/awsiotmi/
ManagedIntegrationsDeviceSdkHub.uploaded. {uploaded_timestamp}

R B &S

20 TEM CloudWatch B &35 R4 :

XM Zigbee Fl Z-Wave R B EH

ATHETEBIREEAN AHAZZHNERLBEENRERE, REEXENZEFRERE
(SS)MAFESIRE (UGS)EA TIXERE,
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FRARER

WRYHT XM ZigBee %%,

Zigbee & & EH

ErekTa/mE X T/RGB £T
SRR

EREFT X

LED T %

K

(ENEE

R ERR

=3 15 Bas

5 R/IABFELRRER
& &R

kAL BER
Rz 15 BER
BENEEZ AR

TRIETZFMN Z-Wave &%,

XY ThRE

OnOff, LevelControl, ColorControl
OnOff

OnOff

OnOff, LevelControl, ColorControl
OnOff

18)R8% , 1T 8 OnOff2R

18885, . FanControl, E/ OnOffgs
WindowCovering, OnOff, LevelControl

BooleanState, OnOff TemperatureMeasurement, it 25,
HZE COAlarm

BooleanState
BooleanState, OccupancySensing
BooleanState
BooleanState
BooleanState

TemperatureMeasurement, RelativeHumidityMe
asurement

F#H Zigbee M Z-Wave R Z A

167



HIEEE R AWS loT Device Management FERARER

Z-Wave & & HEH X TEE

B REXT /AT SEAT OnOff, LevelControl

GRS OnOff

EEEFIZE OnOff, LevelControl

BEEIT ElectricalEnergyMeasurement, ElectricalPowerMea
surement

B8, 5th LevelControl

BE LevelControl

1E 3 % BAER BooleanState

& 1% =2 BooleanState

kAL RhER BooleanState

mEAL R TemperatureMeasurement

— R {LiRE RiaR #E COAlarm

BT 1% Riaz #E COAlarm

EMERLESITIRESENK

(® Note

Raspberry Pi £#) AWS loT Hub SDK 3EH R —NERIEB , XATEIFNHLBH , T4T
EEEFHERER, ERNERP , ATETHR , BREUTEHE :

AWS FiEFH#  NETEREN , BERMEREHEETHRNVE , ETURMF R, &£
PR ATUE 2 £ K174 )R 5 R AWS Secrets Manager , fl#N5; Systems Manager
Parameter Store, fi{1AMKIMEFSIMNE , HERE AWS loT T2 AN,

BN  WERUARANNRIZIT , AFAZRE AR ENZRERHECTFRIERE. &
AR | ABRNUAREERBNRIZIT,
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KIFEEERK AWS loT Device Management FERARER

MHEE  ZWEREAMEZHERE K ZEETLAFABFERE , ETAHNEE, B4~
ER | KHEEYHMERBEN DR , U IEREENHEABHRERE,

USB RZ PR : BATZRFIN USB RZFREIMNR , ETFRAEZEF KAERZ TN R
Bo HEFIHEF | LKA USB iRZEHI I | J«XFEJJ:&%HJ"\%IQEEO
XEREXFERENS , FEELEFHMEPEAH. BBINESHEN , FERBRZERESXER,
LABSIE =N REZ MR L RF RFIE

ERSEREZM | 1R E Raspberry Pi Z 8 , YR&IIRE Sonoff Zigbee USB 1N# %,
FFE R A Sonoff Zigbee USB 1% 1

FRFMF

« Sonoff Zigbee USB fNZ
« Windows : &% CP210x @A Windows Xz f&F

¥t & 4

T# Zigbee 1N ¥ E MRS 7.4.1.0,

ITFF Silabs B4 A7,

£+ Sonoff Zigbee USB Dongle £ B #REY BB X,

R3) ## 2 ZBDongle-E,

EEFEE

EFRBFEE

EFE EREH,

®iEEEBETHES,

# 3 Zigbee Dongle Firmware Build 7.4.1.0 FEMNEH FHiEF,

-_—

© © N oo o A~ 0D

10. B Install (£%).
1. EEFEHRE,

12. RETHRGIERF “HE",
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https://www.amazon.com/Plus-ZBDongle-Interface-Pre-Installed-Coordinated-Zigbee2MQTT/dp/B0B6P22YJC/
https://www.silabs.com/documents/public/software/CP210x_Universal_Windows_Driver.zip
https://github.com/darkxst/silabs-firmware-builder/blob/main/firmware_builds/zbdonglee/ncp-uart-hw-v7.4.1.0-zbdonglee-115200.gbl
https://darkxst.github.io/silabs-firmware-builder/
https://github.com/darkxst/silabs-firmware-builder/blob/main/firmware_builds/zbdonglee/ncp-uart-hw-v7.4.1.0-zbdonglee-115200.gbl
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BERINCHERME , ATUER,

ETEY HEET FB1TiE$F | £ Raspberry Pi LiE1THE S K Hub SDK, THEYIH T iS5 EMIE
ERIEANEZ 3

FH

- WERLBIEEER Hub SDK H &

- REERME IR LB Hub SDK Docker A28
- REERETRNARERF

PR L FEE SRR Hub SDK &£k

(® Note

Raspberry Pi £#) AWS loT Hub SDK fEHI R —MNERIAB , XATEIFMNHBH , F4T
EEEFHRERER, ERETRP , A TETHR , FREUATEE :

AWS FiEFH  NETEREWN , BERMEREHEETHRNVE , ETURMF R, &£
FEHEMNTER RSN EM R R AWS Secrets Manager , 215 Systems Manager
Parameter Store, fi{1AMKIMEFASMNE , HEE AWS loT TL AN,

BN  WERUARANNRIZIT , AFAZRE AR EHNZRERHECTFRIERE. &
AR | ABRNUAREERONRIZEIT,

MHEE  ZEREAMZFERE , ZEEALATABHAERE , ETEARMNEGEE, 245~
BEF | ZEEHNNEBENS R, U IERZTRNFRIANBRERE,

USB R&ZMPR : BATZRFIN USB RZFRER , ETFERAEZEF KAEREZ TR
o, HAFRIER | SEREKAY USB & Z 12 HI RIS | LABH IE &% IR .
XUEBMEXFEZENS  FEELEFNERFER. BEINEFREN , FEBREREREK,
LABS IE EHR G Z A AL TR AR EILE,

R
£ E=¥ Raspberry Pi 528l , BERUATER :

« T8 %% Raspberry Pi fi 1§25,
« JREL S D +o
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https://www.raspberrypi.com/software/
https://www.amazon.com/dp/B0CWPPDS3D?ref=ppx_yo2ov_dt_b_fed_asin_title

HIFEBER AWS loT Device Management FEARES
s REARE 2.4Ghz 64 fulH#% CPU ( 8GB RAM ) By Raspberry Pi 5,

« JE3Z Sonoff Zigbee USB %,

« fGE 4R A Sonoff Zigbee USB 1lZE .

« ## Silicon Labs SLUSBO01A fn& %,

« EM—1 AWS K,

« AWS CLI )\ (FEEER AWS CLI i B2 E) HRERHRAHN,

E#HY SD + Ll —3K Raspberry Pi & &
BREBEUTSREEES KRG R 2 ER SD + ¢

1. TEILEE K Raspberry Pi Hub SDK B K

2. 7 2@ L /E3) Raspberry Pi Imager,

3.} SD FHEATENMWAE SD Fi-FEEx/E USB iEF88.

4. ERIERIEE > WEIR 5,

5. R EFBRERS - “FHEEXL - “&# lotMI-HubSDK-RPi-Image-v1.0.0.img.gz X4~ - “§T
o

RRIRRFH > EFEH SD =R,

7. RIEEHNEERETEUTREMETE

o

8. BHT—%,
9. MERERZBEIKE :
o EHA : & r aspberrypi,
- AFPBNERE
- ERAREAFBNEE
« EAFAAF , i Ahub123456,
o £ BB P, WAshl123456,
- TELBEM :
- ERABEXLRBEMN,
- WMAKHIEMN SSID MEB,

’ERA
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https://www.amazon.com/CanaKit-Raspberry-Starter-Kit-PRO/dp/B0CRSNCJ6Y/
https://www.amazon.com/Plus-ZBDongle-Interface-Pre-Installed-Coordinated-Zigbee2MQTT/dp/B0B6P22YJC/
https://www.digikey.com/en/products/detail/silicon-labs/SLUSB001A/9867108
https://docs.aws.amazon.com/iot-mi/latest/devguide/setting-up.html#sign-up-for-aws
https://docs.aws.amazon.com/cli/latest/reference/iot-managed-integrations/
https://d2no7dt1utuyzo.cloudfront.net/IotMI-HubSDK-RaspberryPi/1.0.0/IotMI-HubSDK-RPi-Image-v1.0.0.img.gz

HIEEE R AWS loT Device Management FERARER

« SSID : iotmi-tplink
o BD ; kxxxxxrx (T 8§ ANFH)
- FBR"IZEBHUS,
B XiHigE
o fF “BX:” i&EEBRNAmerica/Los Angeles,
- FFBEMB RENUS,
« SSH :
o EBRSFIETR,
- %P E A SSH,
- EERFERABBEFHRIL,
108 AP B 3 H B O SUITIRER S B E L EAEMIER.
MEFBALETH,
12FRANTRERIERDTK :

138 THURER,
140 SD < HfFH 1\ A Raspberry Pi,

FEMEIRLIZ1T Hub SDK
ELRELE R Raspberry Pi £/33) Hub SDK BR% :

1. FAEZ TR SD Rl AMEIR 5 RE

FF Sonoff Zigbee USB tnZ ¥ H Silicon Labs SLUSBO01A 1% ¥1i£# % Raspberry Pi,
F )& Raspberry Pi,

4R Raspberry Pi F{REVITEH] ( BiS SSH MF3RE SSH ) EE—1PWLEK L,
FEREERGIERIRENEHE SSH £l Raspberry Pi,

S"':b.o-’!\’

ssh username@hostname

6. S E| hub SDK B 3% :

cd /data/aws/iotmi

7. FER Hub AR E B0 & 43 30 UF M B A1 %L

WERLWIEEER Hub SDK & 172


https://docs.aws.amazon.com/iot-mi/latest/devguide/managedintegrations-sdk-v2-cookbook-hubsetup.html
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FRARER

® Note
SR FYULSLDUBFRIE ith X F BB AT LB 3R

8. 21T Hub SDK :

cd /data/aws/iotmi
bash start_hub_sdk.sh

MERINES Hub SDK , RELE R TIHAT :

All middleware libraries exist
------- Verifying Middleware pre reqs---
AIPC and KVstroage directories exist

/data/aws/iotmi/middleware/AceZwave/bin /data/aws/iotmi
/data/aws/iotmi

hub1234+ 1780 0.2 0.1 1093936 16368 pts/1 S1+ 16:34 0:00
C /data/aws/iotmi/config/iotmi_config. json

Process 'iotmi_mqtt_proxy' is running.

hub1234+ 1884 0.0 0.0 236272 2624 pts/1 S1+ 16:34 0:00
AceCommon/bin/ace_eventmgr

Process 'ace_eventmgr' is running.

hub1234+ 1892 9.1 0.1 393040 8352 pts/1 S1+ 16:34 0:04
AceZigbee/bin/ace_zigbee_service

Process 'ace_zigbee_service' is running.

./iotmi_mqtt_proxy -

./middleware/

./middleware/

BEikLEIEEER Hub SDK S &
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hub1234+ 1923 0.0 0.1 1570736 12736 pts/1 S1+ 16:34 0:00 ./zwave_svc
Process 'zwave_svc' is running.

hub1234+ 1958 0.0 0.0 1067632 5776 pts/1 S1+ 16:34 0:00 ./iotmi_cdmb
Process 'iotmi_cdmb' is running.

hub1234+ 2001 0.2 0.2 2017712 21264 pts/1 S1+ 16:35 0:00 ./iotmi_device_agent

Process 'iotmi_device_agent' is running.

hubl1234+ 2045 0.0 0.1 1457824 12624 pts/1 S1+ 16:35 0:00 ./
iotmi_lpw_provisioner

Process 'iotmi_lpw_provisioner' is running.

hub1234+ 1813 0.0 0.0 875152 6848 pts/1 S1+ 16:34 0:00 ./iotmi_log_daemon

Process 'iotmi_log_daemon' is running.
—————— Successfully Started Hub SDK----

IFEEA

FXZE3) Hub SDK f5 , BB TIRZFMBNEE, EASES THTRBMBHNEENIRE

FEEERMER LM Hub SDK Docker B &8

@ Note

Raspberry Pi £#J AWS IoT Hub SDK HSRHI R —NERIAB , NATEIMNHER , T4T

BEREEFHRERER, BXNETH , ATETHER , FIREATEE :

AWS FiffFfi : RETEREN , FUNEBFEETHRNLE , ETUNENT R, £

PR A R E W IE M IR T R AWS Secrets Manager , #l208% Systems Manager
Parameter Store, fBI1AMSEIMEEAIND |, HEMFE AWS loT Z2 4N,

RN | WRRUARANNRIZT , ATFFZREI TR EHNFTRA BT RTERE. &

EFRRR | RBRNARKEERNNBREIT.

MFEE  HEREAMEFERE , ZEEANATAHNERE  EFTHHAMERE, £~

HER  KEESHNEREN DR , UL REBRTG RN M ERE,

USB RZRR : BATZRFIA USB RZLRMIR , ETBUERET RIABRE NN R R

B HEAEFESP | KM EHEY USB RZZBHIFBKIUE , SABHIEIRERIWKE.

XEREXFEENS , FEEEFHNERER, BFINESHEN , FERZEREREK ,

DBt ENREZ R MARLBRNIFREIL,

TR

docker B EERBUT L REH,

HEERMER L/ Hub SDK Docker 8%
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+ TEHZR% Raspberry Pi 1525

« 3REXS D F,

« REHE 2.4Ghz 64 {uH%% CPU ( 8GB RAM ) # Raspberry Pi 5,

+ %&£ Sonoff Zigbee USB &%,

« FEHRIA Sonoff Zighee USB HN%3 4.

» 3E# Silicon Labs SLUSB001A in# X,

o M- AWS K.

- REREEMAWS CLI ti 5ZEAWS CLI Ay R FRAH

« E£R IP #utHEHN B EL SSH 15 R E Ko

# Raspberry Pi L{E A E &R F 1 SDK Docker & &8

1. THEEE K Raspberry Pi Hub SDK Docker
2. £/ SCP X #E#IE Raspberry Pi :

scp ~/path/to/IotMI-HubSDK-Docker-v1.0.0.tar.gz [username]@raspberrypi.local:~

3. @i SSH % # %I Raspberry Pi :

ssh hubl23456@raspberrypi.local

4. MNR&E , BEZRZE Docker :

# Install Docker
cd
curl -fsSL https://get.docker.com | sudo sh

# Add your user to docker group
sudo usermod -aG docker $USER
exit # exit ssh

# Log in again

5 MREH , HZRI Docker Compose :

# Install Docker Compose
sudo apt-get update

EEERMER LA Hub SDK Docker B85 175


https://www.raspberrypi.com/software/
https://www.amazon.com/dp/B0CWPPDS3D?ref=ppx_yo2ov_dt_b_fed_asin_title
https://www.amazon.com/CanaKit-Raspberry-Starter-Kit-PRO/dp/B0CRSNCJ6Y/
https://www.amazon.com/Plus-ZBDongle-Interface-Pre-Installed-Coordinated-Zigbee2MQTT/dp/B0B6P22YJC/
https://www.digikey.com/en/products/detail/silicon-labs/SLUSB001A/9867108
https://docs.aws.amazon.com/iot-mi/latest/devguide/setting-up.html#sign-up-for-aws
https://docs.aws.amazon.com/cli/latest/reference/iot-managed-integrations/
https://d2no7dt1utuyzo.cloudfront.net/IotMI-HubSDK-RaspberryPi/1.0.0/IotMI-HubSDK-Docker-v1.0.0.tar.gz
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FRARER

sudo apt-get install -y docker-compose-plugin

6. I£E Hub SDK 344 :

# Navigate to the home directory

cd

# Extract the hub-docker.tar.gz file
tar -xzf IotMI-HubSDK-Docker-v1.0.0.tar.gz

7. SfnZ| hub-docker B & :

cd IotMI-HubSDK-Docker

8. FEAX Hub AR ELEE S HRIEMIRE.

® Note
AL FYULSDUBFRE # X F BEHITIL P IR

o

0N

9. B3 Docker 88 :

# The first time it's called, it will build the container
docker compose up -d
docker compose logs -f

FAs

[+] Running 1/1
# Container iotmi-hubsdk-docker-hubsdk-1 Started
| -\-\-\-\-\-\-Checking USB dongles-\-\-\-\-\-\-\-\-\-\-\-\-

hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1

| -\-\-\-\-\-\-Stopping SDK running processes-\-\-
iotmi_mqtt_proxy: no process found

ace_eventmgr: no process found
ace_zigbee_service: no process found

zwave_svc: no process found

iotmi_cdmb: no process found

iotmi_device_agent: no process found
iotmi_lpw_provisioner: no process found
iotmi_log_daemon: no process found

| -\-\-\-\-\-\-Starting Hub SDK-\-\-\-\-\-\-\-\-\-\-\-\

HEERMER L/ Hub SDK Docker 8%
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hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1

| -\-\-\-\-\-\-Creating logs directory-\-\-\-\-\-\-\-\-\-

| Logs directory created.

| -\-\-\-\-\-\-Verifying Middleware paths-\-\-\-\-\-\-

| A1l middleware libraries exist

| -\-\-\-\-\-\-Verifying Middleware pre reqgs-\-\-

| AIPC and KVstroage directories exist

| -\-\-\-\-\-\-Starting HubOnboarding-\-\-\-\-\-\-\-\-\-\-

| -\-\-\-\-\-\-Starting MQTT Proxy-\-\-\-\-\-\-\-\-\-\-

| -\-\-\-\-\-\-Staring Log Daemon-\-\-

| -\-\-\-\-\-\-Starting Event Manager-\-\-\-\-\-\-\-\-\-\-

| -\-\-\-\-\-\-Starting Zigbee Service-\-\-\-\-\-\-\-\-\-

| -\-\-\-\-\-\-Starting Zwave Service-\-\-\-\-\-\-\-\-\-

| /data/aws/iotmi/middleware/AceZwave/bin /data/aws/iotmi

| /data/aws/iotmi

| -\-\-\-\-\-\-Starting CDMB-\-\-\-\-\-\-\-\-N-N- - - - - - -\ -
| -\-\-\-\-\-\-Starting Agent-\-\-\-\-\-N-N-N-N-N-A-A-N-N-N-N-N-N-N-
| -\-\-\-\-\-\-Starting Provisioner-\-\-\-\-\-\-\-\-\-\-\-\-\-

| -\-\-\-\-\-\-Checking SDK status-\-\-\-\-\-\-\-\-\-\-\-\-\-\-

| root 105 0.2 0.2 1093488 16608 ? S1 20:51 0:00 ./

iotmi_mqtt_proxy -C /data/aws/iotmi/config/iotmi_config.json

hubsdk-1
hubsdk-1

| Process 'iotmi_mqgtt_proxy' is running.
| root 183 0.0 0.0 236272 3152 7 S1 20:51 0:00 ./

middleware/AceCommon/bin/ace_eventmgr

hubsdk-1
hubsdk-1

| Process 'ace_eventmgr' is running.
| root 190 12.0 0.1 319264 8352 7 S1 20:51 0Q:04 ./

middleware/AceZigbee/bin/ace_zigbee_service

hubsdk-1
hubsdk-1

zZwave_SVvcC

hubsdk-1
hubsdk-1

jotmi_cdmb

hubsdk-1
hubsdk-1

| Process 'ace_zigbee_service' is running.
| root 200 0.0 0.1 1365792 12480 S1 20:51 0:00 ./

| Process 'zwave_svc' is running.
| root 233 0.0 0.0 1198704 5760 *? S1 20:51 0:00 ./

| Process 'iotmi_cdmb' is running.
| root 268 0.2 0.2 2017424 21968 ? S1 20:51 0:00 ./

iotmi_device_agent

hubsdk-1
hubsdk-1

| Process 'iotmi_device_agent' is running.
| root 311 0.1 0.1 1523072 13008 ? S1 20:51 0:00 ./

iotmi_lpw_provisioner

hubsdk-1
hubsdk-1

| Process 'iotmi_lpw_provisioner' is running.
| root 132 0.0 0.0 875024 7232 7 S1 20:51 0:00 ./

iotmi_log_daemon

hubsdk-1
hubsdk-1

| Process 'iotmi_log_daemon' is running.
| -\-\-\-\-\-Successfully Started Hub SDK-\-\-\-
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FXZ/E3) Hub SDK /5 , BEYAE# TIRZFMBNEE, FASES THTRBMBFHNEENRE

® Note

« Eija] Docker &8% bash 4\ % , HIZTUTHT :

docker compose exec hubsdk bash

- BRERREMBRIRSR  BETUTHS .

docker compose up -d

« EFH Hub SDK , FE KT 4R Ay Z 3t 304 -

hub-docker/iotmi
- EERBEENRNZEMEZERN , BHRITUTERE

docker compose down
docker compose up -d
docker compose logs -f

RESBETRNARR

@ Note

Raspberry Pi L#5 AWS IoT Hub SDK HSRH R —ANERIE , NATEIMNHAB K , T4T
EEAEFHRERER, ERNETRR , ATETHER , B REUTERE :

AWS Fit & - NETEREN , FUEMERFHETHRNME , FTUENF LR &£
PN AE RSN IE M #RR T = AWS Secrets Manager , #2018 Systems Manager
Parameter Store, f{i1AMLIMEESINE , HEE AWS loT Z£EN,

AR  ZERUARANNRIZEIT , AFTZRE IR ENTRH-AFCTFZXIERE. £
AR | AN URBEERNNRIZIT,

MFEE : WEREAMSHERE  ZEEANATASBMNERE  ETRARMGEE, 47~
ER | KHEEYHMEREEND R , UL ARERNIHEABHRERE

USB i &RIX[E : BATZRHEIMN USB &R HEIMNR , B TFRAEETT &/ E R Z =%
o HEFHER | KHEMER USB iR ZIBEIFBIE , ARSI R BRI

REERERNARR 178
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XEMEFTHFEEINS , FEEEFHEPFERH, BEIEFHRN , FEBLTERESER ,
BFIEENNREZ R AL TG REILE,

HERRARFR—MET React WETRARE , BRT ATEERERE ERNEEERINLE,
BRARFEIIANR Web REET Z-Wave H Zigbee BB MR E B3, HHIMULEE,

TR

o EM—D AWS K,

- BB —NMEUE , ARFEIEMYERNEZN PO,

o JER Hub $TFAIRE

 Node.js 18+ A& npm,

« AWS CLIMN (EEEK AWS CLI iS5 E) PREZFHRAN,
- AMLEHEEE ( Chrome, XM ¥EEE. Safari, Edge)

ZRNEENAERF

THREEERETNAERF.
BERRAS

-_—

N

cd ~/Downloads
tar -xzf IotMI-HubSDK-DemoApp-v1.0.0.tar.gz
cd IotManagedIntegrations-DemoApp

3. RIRMKHI :

npm install

4., ERBEFRTBIE—.env :

# AWS Configuration
REACT_APP_AWS_REGION=your_region
REACT_APP_AWS_ACCESS_KEY_ID=your_access_key
REACT_APP_AWS_SECRET_ACCESS_KEY=your_secret_key
REACT_APP_AWS_SESSION_TOKEN=your_session_token

# IoT Managed Integrations Endpoint
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https://docs.aws.amazon.com/iot-mi/latest/devguide/setting-up.html#sign-up-for-aws
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REACT_APP_IOT_ENDPOINT=https://your-iot-endpoint.amazonaws.com

# Hub Configuration
REACT_APP_HUB_MANAGED_THING_ID=your_hub_id
REACT_APP_CREDENTIAL_LOCKER_ID=your_credential_locker_id

5. EMABHRRARERF :

npm start

6. VRIZNMARRF , MitHs :

http://localhost:3000

BXRXENEE , FSHAWS loT RR2EEEN RH LNIEEERED .

FAFEERKF O
Hub SDK A\ REBLR

ELBBELIRINELSTN AWS = EEREFBIR. H=imAKiEDeleteManagedThingi&Ret , %
HRAUKMAANEEBHF

RBIRIRE

- EEELBFNAIRES

o WIBRFT A 2 1R 17 B0 303E

« NIRRMIFHER , LR NERTEEFLL
=R iR1E -

- BREHRLKRBENEZER

- LM ELEIKFERE
EFRFEEEUTERTBIELSE T

« BEQFORRERIKS
- AFTRBERIBELSR
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ZERTHAREEAREEZAINTF, RENTE , ASSITEMNRZEBEMIKS REM,

FRFMF

« PRUMB—NEHRANELSE. BXUHHE , HZH Hub AITRE
« fE{uF/data/aws/iotmi/config/iotmi_config.jsonfI X e | B2
Hiot_provisioning_state:E RPROVISIONED,

- WIAFSIAMNKAERMFZEHiotmi_config. jsonFE T HIBEERESF,
.« #{R{CE HubOnboarding, BE&&M MQTT REEEREEH IEEET,
- WINELESRBEFIRE, EHEIRECH , BFEMA DeleteManagedThingAP| BBRFIE Fi18% .

Hub SDK 3z 5\
FREBUATSRIBHELS
¥ 3 hub_managed_thing ID

Ziotmi_config.jsonXHrATFERREEENFONEESY ID. IRRAFRATELSES
AWS loT REERBRFBENXRBES. RES®WID T?—ﬁ%"(j‘: JSON XHH rw (RE ) BN FE
Tmanaged_thing_id. EATREIEEFRAUAEFRIX—K :

Ilroll: {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "PATH",

"iot_claim_pk_path": "PATH",

"UPC": "UPC",
"sh_endpoint_url": "ENDPOINT_URL",
"SN": "SN',
"fp_template_name": "TEMPLATENAME"
},
"rw": {

"iot_provisioning_state": "PROVISIONED",
"client_id": "ID",
"managed_thing_id": "ID",
"iot_permanent_cert_path": "CERT_PATH",
"iot_permanent_pk_path": "KEY",
"metadata": {

"last_updated_epoch_time": 1747766125

R 5


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_DeleteManagedThing.html
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FRARER

}

A AELBFRIEGT
F RSN EL | HERE—F Fmanaged_thing_idRZIIMWERZITHS :

aws iot-managed-integrations delete-managed-thing \
--identifier HUB_MANAGED_THING_ID

WIFERL&BRE T
FERBWIKFEL , HEHA L —FPmanaged_thing_idRZRZWEREITHS :

aws iot-managed-integrations get-managed-thing \
--identifier HUB_MANAGED_THING_ID

BN R W7 =
I

MREHAT T BHELRNGS |, WS HIU T ROIREA

"Message" : '"Managed Thing resource not found."

HA  MBELBEELD ORI , Miotmi_config. jsonSMES LU T REl, BiE rw
o RENEETkiot_provisioning_statelItHiE. RO THIBER TLUIESZMN,
iot_provisioning_state# 412 NOT_PROVISIONED,

"ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "PATH",
"iot_claim_pk_path": "PATH",
"UPC": "1234567890101",
"sh_endpoint_url": "ENDPOINT_URL",
"SN": "1234567890101",

"fp_template_name": "test-template"

Hub SDK #4712
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},

"rw": {
"iot_provisioning_state": "NOT_PROVISIONED",
"metadata": {

"last_updated_epoch_time": 1747766125

}

}

}
KWH=

MRTERELFNRTRY , WIS HIAT ROIER :

{
"Arn" : "ARN",
"CreatedAt" : 1.748968266655E9,
"Id" : "ID",
"ProvisioningStatus" : "DELETE_IN_PROGRESS",
"Role" : "CONTROLLER",
"SerialNumber" : "SERIAL_NO",
"Tags" : { },
"UniversalProductCode" : "UPC",
"UpdatedAt" : 1.748968272107E9
}

MR ProvisioningStatus/DELETE_IN_PROGRESS , &% Hub |t & F i i BF # 1T IR 1E,

« R TR ProvisioningStatusZDELETE_IN_PROGRESS , M EREER=HFRMELBNTTEALK
M, BEARBEREERNTER. BB Hub RE PR TIRE,
- MBELARK , WEMNiotmi_config. jsonHRELT T EE REISH

"ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "PATH",
"iot_claim_pk_path": "PATH",
"UPC": "123456789101",
"sh_endpoint_url": "ENDPOINT_URL",
"SN": "123456789101",
"fp_template_name": "test-template"

iy

IIIWII : {
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"iot_provisioning_state": "PROVISIONED",
"client_id": "ID",
"managed_thing_id": "ID",
"iot_permanent_cert_path": "PATH",
"iot_permanent_pk_path": "PATH",
"metadata": {

"last_updated_epoch_time": 1747766125

( W% ) F4J/E Hub SDK

/A Important
LT3 T EB4% Hub SDK AMEEXRMN AERE , IELREBRERLEEFHMA
SRRt EREAVIRE,

BE#HEA
MR T, BFRRBES S  CIBEESY (AIEKE ) ARERNRBRZER TN Hub
SDK.
REFOED TENTUR T &RV

MR GetManagedThingAPI A kiREIManaged Thing resource not found/EE , EX
fiotmi_config.jsonB#H ¥R, BRI json X , BESREIITE.

ENXERFIRE , BS 558 SR,
REHOTEERB

XMERRE X Fiotmi_config. jsonRIEFEIEK. BXTH json X , BZHEAWIF =,

ENXFERPRE |, BESHEESIMER, WRMAKRBKN , iotmi_config. jsonll UK EL
BMEHRE,
BEFOLELNImEL AN

EXMERT , Piotmi_config. jsonKBiHl , ELIFIRASNACTIVATED,
2, DISCOVERED
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetManagedThing
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ENXTERPIRE , FSHEGIM R, 20558 B R K M AT R R
#l, iotmi_config.jsonMAIUFELBMEH RE,

S4B TELRSBEELERIRSH DELETE_IN_PROGRESS

EXMERT  SEABLTELRS  cRBIELS T,

ENXERFIRE , BS 58 SR,
5 5l BR

EEREBPORKMD TENBRTHREZHR , FREBUTIREE. KRFETRLKSBHMIR
BRETF -8, N ATRES B RAVIREHI R,

fE &4 2emanaged_thing_id# forc e A DeleteManagedThing API :

aws iot-managed-integrations delete-managed-thing \
--identifier HUB_MANAGED_THING_ID \
--force

BTk, A GetManagedThing APl A KiFE R &REManaged Thing resource not
found. X¥IAZHREHMBR.

® Note
FRWEARMTE , BN ECTRESEEMNEZRET—B. 8% , 2 1Rz RR2
B, REFERIZE ORI T4

15 T 1LY R4

/A Important
A RENXEMABERT FEFNSEXRN. EFREN SDK B —Eo RELEN,

BETHUNPEGEEREHPUKRRESFAEEEXEEZENER, HEEMK Hub SDK BYiRE ATH
REEHAHBEACRELRREFFITRE,

R AT AT ZhEe.
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_DeleteManagedThing
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetManagedThing
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- BERME— APIs ABEANHI , NFEMHNENRZDICERPHRER. APIs
- RERHERNTERE , IR AESR. SHAIETENBEEST.

1B ER
TENASEBRRT Zighee RN, HMBHIL (M Z-Wave ) HIFHANETBESLL,

BETHUNFEGEE =1 EELH.

« ACS Zigbee DPK : Zigbee iR & BHEEH (DPK) ATEANKEEHNRERZHHR , ANTI=:
AEEY, EAL | XTUBEANEHRKE (HAL) , ©RHET —HERAE APIs RZFIkBTRE#
RifE Y Zigbee & BH 5 2EE. Zigbee F B E Silicon Labs Zigbee R FAREFHELH DPK
API| 3£,

« ACS Zigbee fR% : Zigbee RFENTRAFTHEFZET. ©a8E—NAPILEBRERF , BY IPC BiE
ARBEBEFHBMARRFN AP BARIRMEERES. AIPC BE Zigbee 5&EL 25 M Zigbee BRF 2 A IPC
BE, eEREEMIbEE |, HlImLEIXFA async/sync i s, LR E HAL BEH LR ER ACS
EHEESHETEHEM AR,

« ACS Zigbee &HiL2s : Zigbee BEfiR R ENABRFHEFEZTHNE (EARHIH , NAERFZ CDMB
B ) . Zigbee EHiEFRM T —AMEFIRNARER ( Hl20 CDMB/Provisioner i # ) A |
ATEHAREZEHEZEE. APls

End-to-end F B4 57 =5l

LT RBE ZigBee HRH aF =R R Ao

LT RiEBE Z-Wave FEGITH SRR,

1 E T MR PEMFRIBALR

A¥i@E&HKIotManagedIntegrationsDeviceSDK-MiddlewareZ i EHR S MNAHFHRBMAE
NER. UTRUFHERHRLETINTH,

./IotManagedIntegrationsDeviceSDK-Middleware
|- greengrass
|- example-iot-ace-dpk
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|- example-iot-ace-general

|- example-iot-ace-project

|- example-iot-ace-z3-gateway
|- example-iot-ace-zware

|- example-iot-ace-zwave-mw

el
. Zigbee FEIHFAIBHALRA
+ Z-Wave HE#HRFGELE

Zigbee H AL IBA LR

UTERT ZigBee ZEHEMHRIBAHLR,
F

* ACS Zigbee DPK

+ EXRZE Zigbee SDK

+ ACS Zigbee RS

+ ACS Zigbee 5&fit 85

ACS Zigbee DPK

Zigbee DPK BB F T RAIFFIHH B FH :

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/

|- common

|— |- fxnDbusClient
|- |- include

|- kvs

|- log

|— wifi

|- |- include

|- |- src

|— |- wifid

|- |- fxnWifiClient
|- |- include
|- zibgee

|- |- include
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|- |- src

|- |- zigbeed

|- |- ember
|- |- include
|- zwave

|- |- include

|- |- src

|- |- zwaved

|- |- fxnZwaveClient
|- |- include
|- |- zware

SRR E Zigbee SDK

Silicon Labs SDK £ R7EIotManagedIntegrationsDeviceSDK-Middleware/example-iot-
ace-z3-gatewayX#HXH, XA/ ACS Zigbee DPK E R X4 Silicon Labs SDK EHH,

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zz3-gateway/
|- autogen

|- config

|- gecko_sdk_4.3.2

|- |- platform

|- |- protocol

|- |— util

ACS Zigbee BR%

ZigBee FRF MBI FZXMH4HK A, IotManagedIntegrationsDeviceSDK-
Middleware/example-iot-ace-general/middleware/zigbee/Btu B srcHMinclude¥X

R I E 5 ACS Zigbee FRF XA X .

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
src/

|- zb_alloc.c

|- zb_callbacks.c
|- zb_database.c

|- zb_discovery.c
|- zb_log.c

|- zb_main.c

|- zb_region_info.c
|- zb_server.c

|- zb_svc.c
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|- zb_svc_pwr.c

|- zb_timer.c

|- zb_util.c

|- zb_zdo.c

|- zb_zts.c
IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
include/

|- init.zigbeeservice.rc
|- zb_ace_log_uml.h

|- zb_alloc.h

|- zb_callbacks.h

|- zb_client_aipc.h

|- zb_client_event_handler.h
|- zb_database.h

|- zb_discovery.h

|- zb_log.h

|- zb_region_info.h

|- zb_server.h

|- zb_svc.h

|- zb_svc_pwr.h

|- zb_timer.h

|- zb_util.h

|- zb_zdo.h

|- zb_zts.h

ACS Zigbee S&fii 25

ACS Zigbee S&ELes I RBAL T XH KW, IotManagedIntegrationsDeviceSDK-
Middleware/example-iot-ace-general/middleware/zigbee/apillt{u &

BsrcHMincludeFXHKEE S ACS Zigbee Adaptor FEAE <Y FF A X

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
api/src/

|- zb_client_aipc.c

|- zb_client_api.c

|- zb_client_event_handler.c

|- zb_client_zcl.c
IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
api/include/

|- ace

|- |- zb_adapter.h

|- |- zb_command.h

|- |- zb_network.h
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|- |- zb_types.h

|— |- zb_zcl.h

|- |- zb_zcl_cmd.h

|— |- zb_zcl_color_control.h
|- |- zb_zcl_hvac.h

|- |- zb_zcl_id.h

|- |- zb_zcl_identify.h

|— |- zb_zcl_level.h

|- |- zb_zcl_measure_and_sensing.h
|- |- zb_zcl_onoff.h

|- |- zb_zcl_power.h

Z-Wave A EI{FCHEH LR

TEERT Z-Wave SZHEHRIBALS,
B

« ACS Z-Wave DPK

« SRIERE ZWare # Zip WX

« ACS Z-Wave R%
« ACS Z-Wave &fi g8

ACS Z-Wave DPK

Z-Wave DPK BB FiZXHF* MW, IotManagedIntegrationsDeviceSDK-
Middleware/example-iot-ace-dpk/example/dpk/ace_hal/zwave

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/

|- common

|- |- fxnDbusClient
|- |- include

|- kvs

|- log

|— wifi

|- |- include

|- |- src

|- |- wifid

|- |- fxnwifiClient
|- |- include
|- zibgee

AR ER
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|- |- include

|- |- src

|- |- zigbeed

|- |- ember
|- |- include
|- zwave

|- |- include

|- |- src

|- |- zwaved

|- |- fxnZwaveClient

|- |- include
|- |- zware

SRR E ZWare # Zip Mx

Silicon Labs ZWare ] Zip Gateway F9fX#B{Z FIotManagedIntegrationsDeviceSDK-

Middleware/example-iot-ace-z3-gatewayX#HXRMA, X4 ACS Z-Wave DPK E=H Z-Wave

C APIs 1 Zip M3 SEHE

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-z3-gateway/

|- autogen

|- config

|- gecko_sdk_4.3.2
|— |- platform
|- |- protocol
|- [— util

ACS Z-Wave R%

Z-Wave BRSSHYARIB AL T 1% 34K H 5Il Ay 304K
Mo IoTmanagedintegrationsMiddlewares/exampleiot-ace-zwave-mw/ L&

HsrcMincludeX#HREEE ACS Z-Wave RE <MW FTE X4,

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zwave-mw/src/

|- zwave_mgr.c

|- zwave_mgr_cc.c

|- zwave_mgr_ipc_aipc.c
|- zwave_svc.c

|- zwave_svc_dispatcher.c

|- zwave_svc_hsm.c
|- zwave_svc_ipc_aipc.c
|- zwave_svc_main.c

iR BAR
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|- zwave_svc_publish.c
IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zwave-mw/include/
|- ace

|- |- zwave_common_cc.h

|- |- zwave_common_cc_battery.h

|- |- zwave_common_cc_doorlock.h
|- |- zwave_common_cc_firmware.h
|— |- zwave_common_cc_meter.h

|- |- zwave_common_cc_notification.h
|— |- zwave_common_cc_sensor.h

|- |- zwave_common_cc_switch.h

|— |- zwave_common_cc_thermostat.h
|- |- zwave_common_cc_version.h

|- |- zwave_common_types.h

|- |- zwave_mgr.h

|- |- zwave_mgr_cc.h

|- zwave_log.h

|- zwave_mgr_internal.h

|- zwave_mgr_ipc.h

|- zwave_svc_hsm.h

|- zwave_svc_internal.h

|- zwave_utils.h

ACS Z-Wave EFi 25

ACS Zigbee SEEL2S I RBAL FXHFK A, IotManagedIntegrationsDeviceSDK-
Middleware/example-iot-ace-zwave-mw/cli/MEMsrcMincludeX#HREBES ACS Z-
Wave Adaptor 8% B Fr A U

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zwave-mw/cli/
|- include

|- |- zwave_cli.h

|- src

|- |- zwave_cli.yaml

|— |- zwave_cli_cc.c

|- |- zwave_cli_event_monitor.c

|— |- zwave_cli_main.c

|- |- zwave_cli_net.c

a4 S SDK &£/

LT &R TS #T R LR LN P R4S,

FrhEE SDK £/ 192



HIEEE R AWS loT Device Management FERARER

£
- REBHEEH (DPK) APl £5%
- ZEIHMKBALR

REZEBHEEH (DPK) API £/

AT FHEMSH AR EN SDK SR EMER , REM DPK (REBEEMNH ) BiRRME TIRHEN API
EO, REERRSRMEEZE ODMs FE APIs RIFEYIERM .0 EEAR Zigbee/Z-wave/Wi Wi-Fi
WHASFNERE SDK RETIX RS

ZEZXYNRBALR

BRAEPE4SN |, FREH MRS SDK A4 , HlaniEE LA Device Agent MBAKTFEEES (CDMB) , £BF
EAMEREIAERA , REER X HFHT,

FEGHNSNETFERTF Zigbee M Z-Wave #9 Silicon Labs SDK, MR [E4H# Silicon Labs SDK
SEHFHELEPFERAN Z-Wave f Zigbee A , MEFEFAEXRENTEASEDEGE, RRAFTER
XimEREMYG , AEERAUERNELSE LT,

Zigbee #y DPK ( RZBHEEH ) APIs AT AEHR K Elacehal_zigbee.c , DPK S EXI APIs {1
Fizxx#HRkH, zigbee

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/
zigbee/

|- CMakelLists.txt

|- include

|— |- zigbee_log.h

|- src

|- |- acehal_zigbee.c

|- zigbeed

|- |- CMakelLists.txt

|- |- |- ace_ember_common.c

|- |- |- ace_ember_ctrl.c

|- |- |- ace_ember_hal_callbacks.c
|- |- |- ace_ember_network_creator.c
|- |- |- ace_ember_power_settings.c
|- |- |- ace_ember_zts.c

|- |- include

|- |- |- zbd_api.h

|- |- |- zbd_callbacks.h
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|- |- |- zbd_common.h

|- |- |- zbd_network_creator.h
|- |- |- zbd_power_settings.h
|- |- |- zbd_zts.h

Z-Wave APIs B DPK AT fEF ¥ Flacehal_zwave.c , X¥*FH DPK APIs IS ZXLH, zwaved

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/

zwave/

|- CMakelLists.txt

|- include

|- |- zwave_log.h

|- src

|- |- acehal_zwave.c
|- zwaved

|- |- CMakelLists.txt
|— |- fxnZwaveClient

|- |- |- zwave_client.c

= |- |- zwave_client.h

|- |- include

|- |- |- zwaved_cc_intf_api.h
|- |- |- zwaved_common_utils.h
= |- |- zwaved_ctrl_api.h

|- |- zware

= |- |- ace_zware_cc_intf.c
|- |- |- ace_zware_common_utils.c
= |- |- ace_zware_ctrl.c

|- |- |- ace_zware_debug.c

= |- |- ace_zware_debug.h

|- |- |- ace_zware_internal.h

AN TEHNR SDK £ DPK ENER , AIMERNEXRSERY, BEXFTREMAMRE SDK ,
FEHRTUTHIUS K

1. RSB RIE SDK B 174 B AV LRI SDKo
2. APIs RIFEFHIF N SDK KB E 4 DPK (REZFBHEEH ) o
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= J.IJ.I hJ
FEE ML IRIRTE SDK

BHE—NMIBRFMEE , FERRFEZEIREER , ABESSE—WEHAELERS. XiKikE SDK
A BN RBEHER , HET SDK L&A HIRERLHIRE , AWS loT Core LAKE AWS loT &
ZEEBNLZSEE, NTHEFTRANWALIRIZE SDK AWS EB#ZF &

REENAMAEEFPRIMLIHIRE SDK, EERY., AHMNERIR , FHUEENII,

FH

- HARKIHIZE SDK?

- KiRi%E SDK EHMMA 4

- mEA

« Over-the-Air BT

- BIEREAKBERSE

- K5 C EHE APIs

- REERTHYENRERE
- FHREALRIRE SDK

HLRBRIKIRE SDK?
HARAimEE SDK?

LiRik%& SDK BHEMARAE. EMIENES AWS loT, ZRHEFRXITEITE N R RERIFE
MiEE , XIFAFEE 512 KB M 4 MB AfFYRE , HITIEEBA T Linux FXEHRERS (RTOS) £
BITHREGANZE{LER. MAWS loT EEZE & THREFRAFNLiKIRE SDK.

BB

SDK&&TATZEREHN MQTT KE, ATESEENFLLERFNREESR (BEERLE
) o XEAHMETHE , AEENREFNEESEK A RHRLZEWEZENBHBFE LR,

BXRAWHAER , BSABARSE,
LRI % SDK R FH 4

AN BLIHIRE SDK R REAAMASEE C WHBRE, TEHEAT SDK ERFHZ A K
HX %,
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https://console.aws.amazon.com/iot
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Kiumik & SDK A4

KiKik R SDK MBI EUTHTREERNEERWAH -

A
EREERSTOEIRZRR , AFEATES MQTT BEMNIRZIEP NI, XEEIEAEENR
EEREER AR EIERE,

MQTT {tIE
BY4ERE CEFREERE MQTT £, HEAREBELABZLENREFNGSRAY , TIRE
ZRNIEZEBENTIAN, HEBETIEEERFITAE,

ST SEE

LEBEREH., REMT MXHFEIED over-the-air (OTA) B#. RERSEEFE S IMER
HEHER

BiEE R8s
EH AWS'YREBIREDR X | EREERFER C KBz REKRiRE, BXEZER | FS
% LB M atter SXH4GitHubs,

FEARNE P

B PKCS #11 API EENZRRE |, AN XFEH LS ERMNMBZOFHRHZI, PKCS111lk API 1
TLS E#ZHIR 4B Provisionee i MQTT I HAH A HVIE B IRE,

g A

provisionee REEERMWARI D , TIFEFPHHTAIIEE. FAERESE , BUUZLHEELRN
®E, SODK A RZEECIZETHENER , EF 3N EEERZHRINIRFZIEBMAGA. HE8
EREBIREN  REBNREEMNEXRUVREETELEFHE RS , WJLAERAMEE.

£}

- BERATIERE

- RENEEE

- EMEEXLETR
- DIEEEXH
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https://project-chip.github.io/connectedhomeip-doc/index.html
https://github.com/FreeRTOS/corePKCS11
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- BIEREEY

- SDK AF? Wi-Fi L &
- BRBREAMEA

- REAEY 8L

IE% A I’VEIJIL*EE

ZEEREEDHMRZRITRE. FFrEESER , INEENHRK, REXHNIEESY. ®&E

BERFTHLES | HNE

1. ERAF IR EEITEER TR
BE SR BEHBRIERZESH

3. HiRE LIREUF i K AU M FAH

4. REEAKAEPERERE

5. ROIRBNAEHFH LEFREEK

BRYBER , RENEESEEERNHTERE, MEENEENEREESFEE.
RENETE
EENSHERRELT AWS &3

$ export AWS_ACCESS_KEY_ID=YOUR-ACCOUNT-ACCESS-KEY-ID
$ export AWS_SECRET_ACCESS_KEY=YOUR-ACCOUNT-SECRET-ACCESS-KEY
$ export AWS_DEFAULT_REGION=YOUR-DEFAULT-REGION

/Eﬂﬂ- QEMégﬁﬁuﬁ Tk \\

FEENEIREREA RegisterCustomEndpointAPI a5 812 A T device-to-cloudiB{E K B E X KL i T5

/AN O

aws iot-managed-integrations register-custom-endpoint

& 2 7R 51

{ "EndpointAddress":"[ACCOUNT-PREFIX]-ats.iot.AWS-REGION.amazonaws.com" }

BEAILERRE
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® Note

EHATRERESHNHEStbit, FH GetCustomEndpoint APl REIHRRIER . AXE
%28 , 2 HGetCustomEndpoint ({E& M RegisterCustomEndpointAP| $3 #5R) *#
API 1 API,

BIEEL & X fF

REATENNEHIEES ZNEREXH. EFENZIFEHIZT CreateProvisioningProfile APl LR
B A Fig & SRR FREIEB T -

aws iot-managed-integrations create-provisioning-profile \
--provisioning-type "FLEET_PROVISIONING" \
--name "PROVISIONING-PROFILE-NAME"

e B2 7R 451

{ "Arn":"arn:aws:iot-managed-integrations:AWS-REGION:YOUR-ACCOUNT-ID:provisioning-
profile/PROFILE_NAME",
"ClaimCertificate":"string",

"ClaimCertificatePrivateKey":"string",
"Name" :"ProfileName",
"ProvisioningType":"FLEET_PROVISIONING"}

B SR OPKCS11 F B MR E (PAL) , &%/ UPKCS11 ESENRBERE®EA. %0 PKCS11
PAL i O AFUR M7 REIE BN ANNVE. FALIIEE , ZANRSEFEHRZNFAANESR,
FEA LU A ATIE B IFHEEAGRESER (HSM) HAIEFEEER (TPM) L.

UERESY

£ CreateManagedThingAPI &N RBEEMBFREEN =, SFREZNFSS (SN) MEA~RK
% (UPC) :

aws iot-managed-integrations create-managed-thing —role DEVICE \
--authentication-material-type WIFI_SETUP_QR_BAR_CODE \
--authentication-material "SN:DEVICE-SN;UPC:DEVICE-UPC;"

UTERT API a5 =5l
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{
"Arn":"arn:aws:iot-managed-integrations:AWS-REGION:ACCOUNT-ID:managed-

thing/59d3c90c55c4491192d841879192d33f",
"CreatedAt":1.730960226491E9,
"Id":"59d3c90c55c4491192d841879192d33f"

AP REITTAFEERIEMNITESY ID. ZEERMHIZRFHS (SN) MBA~RARE (UPC) , XLEFF
FISMBEA~RAE (UPC) EERXRZHESHENTKESYHLTE, ZXFRENEREMTFUT
NA :

/**
* @brief Device info structure.
*/

typedef struct iotmiDev_DeviceInfo

{
char serialNumber[ IOTMI_DEVICE_MAX_SERIAL_NUMBER_LENGTH + 1U ];

char universalProductCode[ IOTMI_DEVICE_MAX_UPC_LENGTH + 1U 7;
char internationalArticleNumber[ IOTMI_DEVICE_MAX_EAN_LENGTH + 1U 1;
} iotmiDev_DeviceInfo_t;

SDK A/ Wi-Fi it &

BESEFNBRAZIEAEHAEGECHNETEWI-FIERBRS , B TEKMNEBWI-FiEiE. Wi-Fi i@
RS BEEATHANBINARERF, KIFEEST BLE) EEMEMZT AN , ENBREIREFZS
A& Wi-Fi EiE,

Kimig® SDK WEREMMKI Wi-Fi BBERS |, iR& T 8EIEE S| Wi-Fi M4,
BRRIE R AR

£/ provisionee , R AF AR EM —/IEH , HEARFARESFE IMBIEESEK.
ZPum ID 0] LA B B AR AR B2 55 1% R U A IREY <common name>“_”<serial number>
REXSYIhee

MEELZMNITESYINRE AL LEZIREEER. cENAREFNMEMRS AT LAERIXEI)
BERITIAME, ], Hft Web BEFHMBRSATLAER MQTT FMREBH MQTT B EHThae , thmJ LA
{5/ REST API £/ HTTP REF IhEE,

SDK A Wi-Fi Bt @ 199
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Over-the-Air ¥

OTA ZRF3#Eik

Over-the-Air ( OTA ) Ef RS RS NMAMHME T , AENRSZREEM4ER. TEURE T 0ERE
T 44w # SDK. Hub SDK MiZIRE 2 BRI X B RAE OTA EHTE R,

OTA B R AU TAMARK :

« B EES LA S3 EHBHES AP B EH
- OTA RS : A EBEFOE, RIENER

« AWS loT 1Bl : EBESHITH g &AL

« &% : £/ Harmony SDK U A N B E#

TRFMH

A2 OTA EF 28l , BAEET ZRFM -

BLiE Amazon S3 5 [E R

EEA OTA %7 , BABHES XA L1 F) Amazon S3 77445 3 B & #8 R RY 75 (R AR

1. FHEHY OTA £S5 XX L& R S3 171
2. 71 Amazon S3 fFHEMERESE , RFIEERK T RIERNES HEBNR

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Sid": "PolicyForS3JobDocument",
"Effect": "Allow",
"Principal": {
"Sexvice": "iotmanagedintegrations.amazonaws.com"

},
"Action": "s3:GetObject",
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"Resource": [
"arn:aws:s3:::YOUR_BUCKET/*",
"arn:aws:s3:::YOUR_BUCKET/ota_job_document.json",
"arn:aws:s3:::YOUR_BUCKET"

£HE Over-the-Air (OTA) 5%
B BEIRMARAE OTAES , EABATEANERERMRE EM K
—RM OTA ESEH

— XM OTA EFZE A THIT OTA EFMES BHRJI&K (ManagedThings), &—IR&Z A LR
100 NE#r. ZITEREFEATBAIIZRSIH AWS loT il , AREFEEERBRE.

ERAUTROI6IEZ—IRME OTAES ¢

aws iotmanagedintegrations create-ota-task \

--description "One-time OTA update" \

--s3-url "s3://test-job-document-bucket/ota-job-document.json" \

--protocol HTTP \

--target ["arn:aws:iotmanagedintegrations:region:account id:managed-thing/managed
thing id"] \

--ota-mechanism PUSH \

--ota-type ONE_TIME \

--client-token "foo" \

--tags '{"keyl":"foo", "key2":"foo"}'

BHETH OTA %

OTA ( Over-the-Air ) DA TEREBFEEB U UBRER EEHNEHETHBIRRA , FHATAENIE
5189 AWS loT 16l , B EF REEERBRE. TEN OTA FSFERAERNFHFEMAR2EE B o
MAZESERAZRENIRE#HLHIT OTA B , A BATHMERIMEERNRM. TEMN BREE ITED
£,

BLiE TR
HEOEESHN OTA ES5 28, BRMET BRFEM
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1. B3P A CreateManagedThingAP| 8|2 E =Y H 1T 5B
2. EENAERNBTHRARMTHRER LR TEREN,

ManagedThingff UpdateManagedThingAPI [&] & /7 iNE R T 3T -

aws iotmanagedintegrations update-managed-thing \
--managed-thing-id "YOUR_MANAGED_THING_ID" \

--meta-data '{"owner":"managedintegrations","version":"1.0"}"'

ER LT ROl EELH OTA 55 ¢

aws iotmanagedintegrations create-ota-task \
--description "Continuous OTA update" \
--s3-url "s3://test-job-document-bucket/ota-job-document.json" \
--protocol HTTP \
--ota-mechanism PUSH \
--ota-type CONTINUOUS \
--client-token "foo" \
--ota-target-query-string "attributes.owner=managedintegrations" \
--tags '{"keyl":"foo", "key2":"foo"}'

TSN OTA TERE
BE OTAEHITERRBER/UTIR

IEAILAE A UpdateManagedThingAPl B AR ENIEEEY,
FERHNEERZRENETAFTRHBRCE OTA i,

OTA AR5 AWS IoT Core RIEEHREMHEP OIEHSENA

loT FSELEERMNIEE LRITER

B LA ListOtaTaskExecutionsAPI ¥ # E , Al LUBN Kinesis B ( MREEH ) B
OTA BHIGEHE,

o & 0 Db =

REEMK OTA M¥Ex M4l iz 8§y X 51

EESEMK OTA M loT Jobs ZEIMBARXBIE TRSwEEMESNL. FHEEK OTARET —HE—R
SBRAR , THRZRSHANE M,

RESEMR OTA BEIHITRYIRE
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- FAREYALE . BRELENERNZEFBIIER AWS loT Core EYA,

- BREOYE HEAFHS (=P attributes.owner=managedintegrations ) ¥#2535FR
MR % B 5.

- RSEM  EWEBRMES AR EIARSS 28 AWS loT Coredtt T 4& 1,
- EREAHEE  LENQEIHTRZNED OTA THERE.

MI OTA SEHRR T+ 4 -

. EFBIEEYA AWS loT Core,
- EMEARNIANE,
. BIEBRYBEMES,

RESEMK OTA 2RFENENFRHBRERNBLEMA =TURE , BIRIFELRHANRE , R
BIR 10T £55 , A ATEN OTA TERE A MAFEEEEZM AWS BRFXE,

OTA EFEIEIRIE
BALLH OTA EFCIERE |, SURHIEREELHEFN SN, REPLEZANER BN,
f5lan . CreateOtaTaskConfiguration

ERAUTROIGIZ OTA E5EE !

aws iotmanagedintegrations create-ota-task-configuration \
--description "OTA configuration" \
--name "MyOtaConfig" \
--push-config '{
"AbortConfig": {
"AbortConfigCriterialist": [
{
"Action": "CANCEL",
"FailureType": "FAILED",
"MinNumberOfExecutedThings": 1,
"ThresholdPercentage": 90.0
}
]
1,
"RolloutConfig": {
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"ExponentialRolloutRate": {
"BaseRatePerMinute": 1,
"IncrementFactor": 3.0,
"RateIncreaseCriteria": {

"numberOfNotifiedThings": 1
}
},
"MaximumPerMinute": 1
},
"TimeoutConfig": {

"InProgressTimeoutInMinutes": 100

}
'\

--client-token "foo"

SFHERENAT OTA EF5%

BEERER , BWERNEICreate0taTaskiBER PRI ELE LA K H b E
B : taskConfigurationId

aws iotmanagedintegrations create-ota-task \
--description "OTA with configuration" \
--s3-url "s3://test-job-document-bucket/ota-job-document.json" \
--protocol HTTP \
--target ["arn:aws:iotmanagedintegrations:region:account id:managed-thing/managed
thing id"] \

--ota-mechanism PUSH \
--ota-type ONE_TIME \
--client-token "foo" \
--task-configuration-id "ae4f49352c5443369f43ad6c3a7f1580" \
--ota-scheduling-config '{

"EndBehavior": "STOP_ROLLOUT",

"EndTime": "2024-10-23T17:00",

"StartTime": "2024-10-20T17:00"
A\
--ota-task-execution-retry-config '{

"RetryConfigCriteria": [

{
"FailureType": "FAILED",
"MinNumberOfRetries": 1

A
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FRARER

__tags 1 {Ilkeylll : II.FOOII’ Ilkeyzll : Ilfooll}l
Wit OTA BEH

R LAE AR TR RS2 OTA 5T ¢

J®id Kinesis Data Streams #3i% & 41

BR OTABARE , EfrRSBH 2B HETEM Kinesis EFEFH . XFTURNEEERENE S

EHRE,

f£ A ListOtaTaskExecutions AP| 31Tk 1z

Al LA{E R ListOtaTaskExecutionsAPl FHK EIEEEY/ OTA EHRA

aws iotmanagedintegrations list-ota-task-executions \
--task-id "task-123456789" \
--max-results 25

ZIARRE T BN EESYHERAPITRE

"taskExecutionSummaries": [
{

"taskExecutionSummary": {
"executionNumber": 1,
"lastUpdatedAt": 1634567890,
"queuedAt": 1634567800,
"startedAt": 1634567830,
"status": "SUCCEEDED",
"retryAttempt": 0

.

"managedThingId": "device-001"

.
{

"taskExecutionSummary": {
"executionNumber": 1,
"lastUpdatedAt": 1634567920,
"queuedAt": 1634567800,
"startedAt": 1634567840,
"status": "IN_PROGRESS",

542 OTA BA
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"retryAttempt": 0
1,
"managedThingId": "device-002"
}
1,
"nextToken": "NEXT_TOKEN"

}

Lt API AR RIFE OTA S XN SN EESUNRFARTRES | SENEEN SRS,

CISE M G =

B2 OTA E5H , FSAEBRFLAELNRE LETUTESR. YREFATRLN , E2BE Y MQTT &

RES X,

1. T MQTT BAEE,

2. NEENEBNESEA StartNextPendingJobExecutionAPl,
3. EW AT EH,

4. RIFBEIEEN B RIGEEH .

ERFLLERRF , NARF A URE R M B REITEE R F 2 48 E RV E RSB E

SKHE OTA K

HEBRBIKREEEERNES AR , XTI ECH OTARE |, ZREBETWIULEFES X, THE

MAPATEMLRERE, OTAREBEERITUTIER .

1. #R#TE 4 Amazon S3 URLs HI{ESS 34,

2. B HTTP THEHE#H.

3. WIEBFER,

4, RRETBUENER,

5. iotmi\_JobsHandler\_updateJobStatusffASUCCESSTFAILEDIR AL FTEiFE,

MIBMIR B IR OTA BT , EXFAARSAH iotmi\_JobsHandler
\_updateJobStatus API JobSucceeded F &R & K IHHI1E,

/**

AbFR T AR AY
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* @brief Enumeration of possible job statuses.

*/
typedef enum{
JobQueued, /** The job is in the queue, waiting to be processed. */
JobInProgress, /** The job is currently being processed. */
JobFailed, /** The job processing failed. */
JobSucceeded, /** The job processing succeeded. */
JobRejected /** The job was rejected, possibly due to an error or invalid

request. */
} iotmi_JobCurrentStatus_t;

/**
* @brief Update the status of a job with optional status details.
*
* @param[in] pJobId Pointer to the job ID string.
* @param[in] jobIdLength Length of the job ID string.
* @param[in] status The new status of the job.
* @param[in] statusDetails Pointer to a string containing additional details about the
job status.
& This can be a JSON-formatted string or NULL if no details
are needed.
* @param[in] statusDetailslLength Length of the status details string. Set to @ if
“statusDetails”™ is NULL.
*
* @return @ on success, non-zero on failure.
*/
int iotmi_JobsHandler_updateJobStatus( const char * pJobld,
size_t jobIdLength,
jotmi_JobCurrentStatus_t status,
const char * statusDetails,
size_t statusDetailslLength );

BRERENBENKR

FIMAERABBERENRBERS. EXNAB AR TFIMENRFILERRNIRE ZE KRN
B,

TEE#ESEATOE C ABEREEELEEFNABERTE, UATEEHR T ABERSFNT
ERE.

£}

- RIBERTE

BIEER KRB ERSE 207



HIEEE R AWS loT Device Management FERARER
- IMEIRE

« NIRBERNRD

RBERTEE

RIBERBEFE=ZAETERACIE C R : AWS“KH Zigbee £ E (ZCL) 8 RFANYRHKIE

BH (.matter X ) BWSEH, AEFLLIEM Python IEAME L RIBEFI Jinja2 Bk, EERITE
H , Python BRI FMEFEEEN, BEHEXENKBARRALBEXRBUREXERER
8 BRI . matter X4

TE#ERT 62 CIRXHRBERSR,

L% % SDK ‘BIEAIFET B codegen.pyFHE MK Python 4  Jinja2 4R, connectedhomeipiX fi
HE 2 RTBEMN . matter XHMANBNEFERZ N C X

T FEBHER T XL M,
- Python &

- Jinja2 iR

- (Fli%E) BHEMEN

Python 4

B4 R ESEEAT . matter X4 | FHRHIX LS BN Python ¥R KX ZERHEMH. codegen.pyEHEXHES
FXLEBIEiotmi_data_model.py#HTALE , HEARMNWERZEIVRE S, LETHE -

1. WA AR {E BEcodegen.py , fline B/
2. WNBIELBHPATHRIMNER LR L EHRIE LURF

® Note
RIMNEF T REBRBERBARRZEEN , TieHRHBIRF 01T,

Jinja2 11

Limig# SDK BTN RERBLERFNER C WHE S EFIAY Jinja2 EiR.
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Jinja2 R

B AR A B HY SRR £x

cluster.h.jinja iotmi_device_<clus BIEEKS C BBk,

cluster.c.jinja

cluster_type_helpe
rs.h.jinja

cluster_type_helpe
rs.c.jinja

iot_device_dm_type
s.h.jinja
iot_device_type_he
lpers_global.h.jin
ja
iot_device_type_he
lpers_global.c.jin
ja

( Ak ) BEXERY

KimiR%E SDK TR LR BERSEEBENRUHBELES. XA H
BiEER, BENEH AR IRZ R device-to-cloudiBISEE N

ter>.h

iotmi_device_<clus
ter>.c

iotmi_device_type_

helpers_<cluster>.h

iotmi_device_type_

helpers_<cluster>.c

iotmi_device_dm_ty
pes.h

iotmi_device_type_
helpers_global.h

iotmi_device_type_
helpers_global.c

ERASEERELERFKIM
SEA B A B E s £

NIGETEEFRE, 1HE,

B R MG £ R IE R BB
JE?AO

NERBIERBE N C HER
i

NERBREENL C BIERE,

FRARERRERE , aFHR
B, BY, FR]¥. FHH,
VB, FIRMEH,

TR R FIEZ MY B Matter

BREEERYFERENFAREE , 2FEX. GUNER  FSREEERBIEERE,

fFMcodegen.pyTENBENEHER CRXMH , MRS :

RBERTE
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® Note
WNFUT=4AXH , BINEENEFHHETEMERNES D,

- BIEEENEN , HISONRKXRAEIRERUEFENKRTER | MEESPUEFNBEENE
B, IS Fcodegen/custom_schemas/custom.SimpleLighting@l.®.

- LEE5EENERERERNXMLIER A2 ZCL ( Zigbee S8 EF ) EXXH. £
B ZAP TEM ZCL XML £ RAREY Matter IDL X4, RIS Fcodegen/zcl/
custom.SimpleLighting.xml,

« ZAP TEHWMER , ©EN TMatter IDL File (.matter)5#&MBTE N EMHEX A Matter
B, XRNALIRIRLE SDK £ C RXHF K codegen.pyTEW# A, RFGISLHALF codegen/
matter_files/custom-light.matter,

BXRUNMGEENREERBERRERIRBER TEREPNIFAER , FSRE N EEZERILBE.

HIEIRE

T R fl B IRV IR B LAE A codegen. py REBE B B8

&

- KREH

- BEHE

FRFAF
ERBFRH A, BREUTHA

» Git
« Python 3.10 RE FARA
« BT 1.2.0 REFRAE

(=2
FEAUTIRFENREERENFEA codegen.py KIBER R

1. MNTFHEFRAEANLIRIZE SDK AWS EE#EFH A,

INERE 210
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2. 1%{& Python ¥R, RKBAEKILE E T python , £ Poetry B ITHKBI X REE,

fEcodegen B XH A poetry Z3IN B KN

poetry run poetry install --no-root
3. REZLHNEHE,

a. ZePEconnectedhomeipfFf&E. ©FEA{L Fconnectedhomeip/scripts/X#4k A
M codegen.pyMIBRER KB, RMTHEZFEL , HSH LK c onnectedhomeip, GitHub

git clone -b v1.4.0.0 https://github.com/project-chip/connectedhomeip.git

b. MHRMEFSIoT-managed-integrations-End-Device-SDK BXH4RMEEHEKS, &
X HREMN ST AAHETE :

| -connectedhomeip
| -IoT-managed-integrations-End-Device-SDK

(® Note
RAFERE AR FIER,

NRZFERNKE

FERAREERRBERTIENENRZAUNEBEN C KRB, XTNMBMMM SDK B # RIS
BEWABHERNRB, FINAEAERME, THRIEREARNAGIEFSREERNRB,
£}

. FREH

- FBEN matter XHE B

- RBBERIERE

FTRGFZM

1. Python 3.10 B & B AR AN
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2. \.matter XHFFHERRB, LimigE SDK BT XH4FHRME T RN RHIXHFcodgen/

matter_files folder :

* custom-air-purifier.matter

* aws_camera.matter

(@ Note
X LRGSR M AR R R E A,

EFo AL
BT T B out XK ALK :

bash ./gen-data-model-api.sh

7B E X . matter T4 BARES

ENRE matterXNHERRBRRERMEBCH . .matter X , BHRITUTES.
7B E . matter XHERREB

1. HERFIRE.matter X4

2. BITER@T :

./codegen.sh [--format] configs/dm_basic.json path-to-matter-file output-directory

(A ) 2R B E SRR E RS

1. RISONBX HEZBENEN
2. BITERGS :

./codegen.sh [--format] configs/dm_basic.json path-to-matter-file output-directory
--custom-schemas-dir path-to-custom-schema-directory

LENGSEASMEFEN matter XA4FHRIR I CRE

RIZEERNRE 212
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+ codegen.py3k B ConnectedHome &1iR 7= X1 B
« Python #&E# L F codegen/py_scripts/iotmi_data_model.py
o KA Jinja2 AR codegen/py_scripts/templates

ZHEGENTERES Jinja2 BIHENEE , AGEAXLETEERZLAN C KBHE. ANix--
format#rELW Clang &M A T ERKHKB,

RBERTERE

KRB E BRI TR ARBANAIEF RALEH .matter XHBIBEER, topsort. pyX#E A LAHER
BIEBRBRHERBRRNEBEEF,

RIE , ZHZARFEN . matter XHAEE Python BHALENEES , MERMBRLAENER. &
Ja , ENA Jinja2 BB ARGIEZLR C KRB,

It TAERE AT R . matter XA FHRBBEEREBBERNEREERNRSERNIIEN C R
B,

K4 C BHEX APIs

£ A RHVELR C-Function FEMNRBLTARBEREEMER. APIsSETTE AWS HFEREFF
NEFHTAN AP RE | LI RBIZHNESURE, THIOMKSNEERE, RESEH. BARE
MERUAR N RELinT ROEMER

XEH APl HH3IE -

1. BN SHEERBEHE
2. B RHEE

3. EMEEEAAE

4. EEOTMITNEE

BRI LEINEE APIs , B NERZNYERENTEERXN IR ERE—EHR , NTBART
sEENEE,

AT &4 588 7 OnOff 5= 8E AP,
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https://github.com/project-chip/connectedhomeip/blob/v1.3.0.0/data_model/clusters/OnOff.xml
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OnOff £&F API

EOonOf xmIBEXFUTEEMG .

- B

* OnOff (boolean)

* GlobalSceneControl (boolean)

* OnTime (intl6u)

« OffWaitTime (intl6u)

* StartUpOnOff (StartUpOnOffEnum)
we

« Off : () -> Status

e On : () -> Status

 Toggle : () -> Status

 OffWithEffect : (EffectIldentifier: EffectIdentifierEnum, EffectVariant:
enum8) -> Status

e OnWithRecallGlobalScene : () -> Status

 OnWithTimedOff : (OnOffControl: OnOffControlBitmap, OnTime: intlé6u,
OffWaitTime: intl6u) -> Status

NTEM RS, BIOEMEHET 11 RENEBES , RUUREREHRIEIIR,

BHMGTHAEQRAHRENERRAR C LR ENN,

R C &

struct iotmiDev_clusterOnOff

{
/-k

Each attribute has a getter callback if it's readable

Each attribute has a setter callback if it's writable

The type of ‘value' are derived according to the data type of
the attribute.

‘user’ is the pointer passed during an endpoint setup
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- The callback should return iotmiDev_DMStatus to report success or not.

- For unsupported attributes, just leave them as NULL.
*/
iotmiDev_DMStatus (*getOnTime)(uintl6_t *value, void *user);
iotmiDev_DMStatus (*setOnTime)(uintl6_t value, void *user);
/*

Each command has a command callback

If a command takes parameters, the parameters will be defined in a struct
such as “iotmiDev_OnOff_OnWithTimedOffRequest ™ below.

‘user’ is the pointer passed during an endpoint setup

The callback should return iotmiDev_DMStatus to report success or not.

For unsupported commands, just leave them as NULL.
*/
iotmiDev_DMStatus (*cmdOff)(void *user);
iotmiDev_DMStatus (*cmdOnWithTimedOff)(const iotmiDev_OnOff_OnWithTimedOffRequest
*request, void *user);

i
BRT CEMN , R NFMEEHEN TEMEEREEHK.

/* Each attribute has a report function for the customer to report
an attribute change. An attribute report function is thread-safe.
*/
void iotmiDev_OnOff_OnTime_report_attr(struct iotmiDev_Endpoint *endpoint, uintl6_t
newValue, bool immediate);

EXRERERNAERETEENSHENN, HTEONOfFERE EMSEH , U TR
ZCameraAvStreamManagement £ & KRB,

/* Each event has a report function for the customer to report
an event. An event report function is thread-safe.
The iotmiDev_CameraAvStreamManagement_VideoStreamChangedEvent struct is
derived from the event definition in the cluster.

*/

OnOff ££8% API
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void iotmiDev_CameraAvStreamManagement_VideoStreamChanged_report_event(struct
iotmiDev_Endpoint *endpoint, const
iotmiDev_CameraAvStreamManagement_VideoStreamChangedEvent *event, bool immediate);

BINEBHEERTEFHRIIE

iotmiDev_DMStatus iotmiDev_OnOffRegisterCluster(struct iotmiDev_Endpoint *endpoint,
const struct iotmiDev_clusterOnOff *cluster, void *user);

21% 45 & 17 3R BN EREY Al P I IR 45 B B B

REERFPNINENRERE

AFNAT C-Function EMPEAURRREREERRBINEZRNR E,
FB

- REBZEDD

. REBFREERNEH

ZRERTHARIRE SDK 5122 MM RERLE, UTREHER T MAERLRET BN R

MQTT & FiniE A A B LR A HIEE B ER

UBEAZBGTR , MQTT BEFIRAEW JSON BN EEERER. RE , ©NEXEEE
ii*Ai‘SIE*E*“&LIEEFO flan | RIGREERARESERRITIIT A, 788 —NXFOnOFEEFH

KIHTR#1. EXMERT , HLREETFTRANGSE , REERALBET MQTT @&&E KIEF
X, XRREERERS#1 LEA On &,

HREEHELERFRERFRBFFAAE]
BERBLEEF#EN JSON FR, HRFERTEBUIRE , WHERBELEBEEF2KRIHIH

BIG A AR E AR, fla, T, HHEEELERFRE MQTT EER , EQRE
BOnOff B E XK On i TN NH EEEHBRE SEMBLRT R #1 £

RFIERED 216



HIEEE R AWS loT Device Management FERARER

WERFM C BHBEIMITH S

WREALERFERCRINANEBEEHAAETI. R/5 . C-Function I VA MR EH
HHCR BB ERRTER, Sl TR | REERL R A AR FRA
FER, RE  BRERLTFTA,

BB TANBIE IR Bl AT L

BARAMAEERARSE  BEEELERFLEHTEER. RF , ©LL JSON BRAIT WAL , HE
A MQTT ZEFinRERRAIREERTH. NTHE , WAEHH MQTT HENITE R ARKT
FHTBNE R,

SLEAFEBERNEHN
KixigE SDK SHPHEL AWK EBRLEREZERNEM. UTRERR T RES %,
R % A HIRE R B R KRB

HREBMERRELN , HIMERE LR TYIEZEMER |, C-Function R SERRELBERNEH
B, HEAENNBARBRENLE A BREEELEERF,
BRERERLEEFBFREL

HEHEALNEREFLBEREIENFEERRN AWS BfEEE,
HEHEIANEREFORRAHEA

RE , BEEELEEFER MQTT EFRRNRZLEBERNEHFRBIEEERET.

FafE A4 iRiR&E SDK

BREBU TSR Linux RE LBTRIRIRE SDK, ATHESEEHHRERE, MEXEE, W6
KI MR [REE

/A Important

examplesBZFHETRNARFREFHNFEEHRE (PAL) EXH;platform/posixXtZ
Z. BAEEFHERFERAEA.

FAERUTIRHNEBN IR , BRZZEXEEUNEBER.
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ERA iR & SDK

1. RELD# EC2 KA

B3R AWS EEEHE AEALDE Linux AMI B35 EC2 K5fl, FZH (L@t RER
EMEBRAFIERE) EC2HRY “WEFE AT,

2. RIEMEHE

ERFFEEN , FEL T # Linux 2023/x86_64 EHRNKIE, RELENHFMRBIA
dnf install make gcc gcc-c++ cmake
3. (HE) REBEME
LiRiIRE SDK R EYEEHESER. WRER Amazon EC2 , EFREMITILS IR,

MREEERRBINARRF EC2 ZRIAREMA Amazon , FH) LM 4 H FFEMY IR B EES W AR
Wi-Fi M, HiIRFEEZHITTRMERE !

/* Provisioning the device PKCS11l with claim credential. */
status = deviceCredentialProvisioning();

4. BEEEZSH

® Note
EMEIRIECZ R, FIEE Provisionee ZREVZE R IE B FMFALA

example/project_name/device_config.shfEH L T BS S RE & ST -

BES
LEMSE 1%, B WTIREULE R
IOTMI_ROO B CAEB X4, B LAMAWS loT Core F X &1E
T_CA_PATH MM T2 Amazon 18 CA iEBE5 T

Sl e o
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-dc-prepare-device-test.html#iot-dc-prepare-device-test-step3
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EMS 5 89 AR ERBLAE B

IOTMI_CLA T X BB R EREFRIEHMNFALR |, EFEA

IM_CERTIF CreateProvisioningProfileAP| €12 E

ICATE_PATH BMXH., BXHHA , BZHEMERE
X

IOTMI_CLA AR X HI B R,

IM_PRIVAT

E_KEY_PATH

I0OTMI_MAN FEE SR L iRT R EFXREEER RS , BEA

AGEDINTEG URL, RegisterCustomEndpomtAPIo B

RATIONS_ENDPOINT B, ESREM B E AR o

IOTMI EEEK_THa_ REERRANIKOS ZRiIABERT , 0O 8883 AT MQTT

- m| EAEFMITRBRE, WA 443 KB RNIK
& {5 A K B A B il i (ALPN) TLS
R,

5. MEAETERINAERF

RERT WA LinuGERRARE | —IMIENZERELM—PNER2LEE  HEEH CMake
RERRERS.

a. FMENZEREINAERF

EXERHAZTNRER , BRTUTHS

>cd <path-to-code-drop>

# If you didn't generate cluster code earlier

>(cd codegen && poetry run poetry install --no-root && ./gen-data-model-api.sh)
>mkdir build

>cd build

>cmake ..

>cmake —build .
>./examples/iotmi_device_sample_camera/iotmi_device_sample_camera

SRR AT A RTC RFEFISRMFHEFNEMUREIRIA TER C B, EBTERATL
R 2 B TR F IR B RE.
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateProvisioningProfile.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
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FRARER

RN AR RE

[2406832728]1[MAIN][INFO]
[2406832728][MAIN][INFO]
ats.iot.region.amazonaws.
[2406832728][MAIN][INFO]
[2406832728]1[MAIN][INFO]
[2406832728][MAIN][INFO]
[2406832728][MAIN][INFO]
[2406832728][MAIN][INFO]
[2406832728][MAIN][INFO]
[2406832728][MAIN][INFO]

Device initialization and

com

pDeviceSerialNumber: XXXXXXXXXXXX
universalProductCode:
rootCertificatePath: XXXXXXXXX
pClaimCertificatePath: XXXXXXXX
pClaimKeyPath: XXXXXXXXXXXXXXXXX

WIFI provisioning

fleetProvisioningTemplateName: XXXXXXXXXXX
managedintegrationsEndpoint: XXXXXXXXX.account-prefix-

XXXXXXXXXXXX

deviceInfo.serialNumber XXXXXXXXXXXX
deviceInfo.universalProductCode XXXXXXXXXXXXXXX

[2406832728][PKCS11][INFO] PKCS #11 successfully initialized.

[2406832728][MAIN][INFO]

[2406832728][PKCS11][INFO]
through PKCS#11 interface
[2406832728][PKCS11][INFO]
[2406832728] [PKCS11][INFO]
[2406832728][PKCS11][INFO]
[2406832728] [PKCS11][INFO]
[2406832728][PKCS11][INFO]
[2406832728][MAIN][INFO]

into label
object.
into label
object.
object.

Writing certificate
Creating a 0x1 type
Writing certificate
Creating a 0x1 type
Creating a 0x3 type

Fleet-provisioning-by-Claim

Start certificate provisioning

Loading Root CA and claim credentials

"Root Cert".

"Claim Cert".

[2025-01-02 01:43:11.404995144][iotmi_device_sdkLog][INFO] [2406832728]

[MQTT_AGENT][INFO]

[2025-01-02 ©01:43:11.405106991][iotmi_device_sdkLog][INFO] Establishing a TLS
session to XXXXXXXXXXXXXXX.account-prefix-ats.iot.region.amazonaws.com

[2025-01-02 01:43:11.
[2025-01-02 01:43:11.

[MQTT_AGENT][INFO]

[2025-01-02 01:43:11.

connected

[2025-01-02 01:43:11.
[2025-01-02 01:43:12.

[MQTT_AGENT][INFO]

[2025-01-02 01:43:12.
[2025-01-02 01:43:12.
[2025-01-02 01:43:12.

[MQTT_AGENT][INFO]

[2025-01-02 01:43:12.

clean session.

405119166][iotmi_device_sdkLog] [INFO]
844812513][iotmi_device_sdkLog][INFO]

844842576][iotmi_device_sdkLog][INFO]

844852105][iotmi_device_sdkLog][INFO]
296421687][iotmi_device_sdkLog] [INFO]

296449663][iotmi_device_sdkLog] [INFO]
296458997][iotmi_device_sdkLog][INFO]
296467793][iotmi_device_sdkLog] [INFO]

296476275][iotmi_device_sdkLog] [INFO]

[2406833168]

TLS session

[2406833620]

Session present: 0.

[2406833620]

MQTT connect with

FFiaME ALK I%IR % SDK
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[2025-01-02 ©01:43:12.296484350][iotmi_device_sdkLog] [INFO]

[2025-01-02 ©1:43:13.171056119][iotmi_device_sdkLog][INFO] [2406834494]
[FLEET_PROVISIONING][INFO]

[2025-01-02 01:43:13.171082442][iotmi_device_sdkLog][INFO] Received accepted
response from Fleet Provisioning CreateKeysAndCertificate API.

[2025-01-02 01:43:13.171092740][iotmi_device_sdkLog][INFO]

[2025-01-02 ©1:43:13.171122834][iotmi_device_sdkLog][INFO] [2406834494]
[FLEET_PROVISIONING][INFO]

[2025-01-02 ©01:43:13.171132400][iotmi_device_sdkLog][INFO] Received privatekey
and certificate with Id: XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

[2025-01-02 ©01:43:13.171141107][iotmi_device_sdkLog][INFO]
[2406834494][PKCS11][INFO] Creating a 0x3 type object.
[2406834494][PKCS11][INFO] Writing certificate into label "Device Cert".
[2406834494][PKCS11][INFO] Creating a 0x1 type object.

[2025-01-02 ©01:43:18.584615126][iotmi_device_sdkLog][INFO] [2406839908]
[FLEET_PROVISIONING][INFO]

[2025-01-02 ©01:43:18.584662031][iotmi_device_sdkLog][INFO] Received accepted
response from Fleet Provisioning RegisterThing API.

[2025-01-02 01:43:18.584671912][iotmi_device_sdkLog][INFO]

[2025-01-02 ©01:43:19.100030237][iotmi_device_sdkLog][INFO] [2406840423]
[FLEET_PROVISIONING][INFO]

[2025-01-02 01:43:19.100061720][iotmi_device_sdkLog][INFO] Fleet-provisioning
iteration 1 is successful.

[2025-01-02 ©01:43:19.100072401][iotmi_device_sdkLog][INFO]
[2406840423]1[MQTT][ERROR] MQTT Connection Disconnected Successfully
[2025-01-02 ©1:43:19.216938181][iotmi_device_sdkLog][INFO] [2406840540]
[MQTT_AGENT][INFO]

[2025-01-02 ©1:43:19.216963713][iotmi_device_sdkLog][INFO] MQTT agent thread
leaves thread loop for iotmiDev_MQTTAgentStop.

[2025-01-02 ©1:43:19.216973740][iotmi_device_sdkLog] [INFO]

[2406840540] [MAIN][INFO] iotmiDev_MQTTAgentStop is called to break thread loop
function.

[2406840540] [MAIN][INFO] Successfully provision the device.

[2406840540] [MAIN][INFO] Client ID :

) 9.9.9.9.9.0.0.9.9.9.90.0.0.9.9.0.0.0.0.99.9.0.9.9.9.9.0.0.9.9.9.9.0.0.9.9.9.0.0.9.9.9.0:¢

[2406840540] [MAIN][INFO] Managed thing ID : XXXXXXXXXXXXXXXXXXXXXXX
[2406840540] [MAIN] [INFQ] ======================== gpplication loop

[2025-01-02 01:43:19.217094828][iotmi_device_sdkLog][INFO] [2406840540]
[MQTT_AGENT][INFO]

[2025-01-02 ©01:43:19.217124600][iotmi_device_sdkLog][INFO] Establishing a TLS
session to XXXXXXXXX.account-prefix-ats.iot.region.amazonaws.com:8883
[2025-01-02 01:43:19.217138724][iotmi_device_sdkLog][INFO]
[2406840540][Cluster OnOff][INFO] exampleOnOffInitCluster() for endpoint#l
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[2406840540] [MAIN][INFO] Press Ctrl+C when you finish testing...
[2406840540][Cluster ActivatedCarbonFilterMonitoring][INFO]
exampleActivatedCarbonFilterMonitoringInitCluster() for endpoint#l
[2406840540] [Cluster AirQuality][INFO] exampleAirQualityInitCluster() for
endpoint#l

[2406840540][Cluster CarbonDioxideConcentrationMeasurement][INFO]
exampleCarbonDioxideConcentrationMeasurementInitCluster() for endpoint#l
[2406840540][Cluster FanControl][INFO] exampleFanControlInitCluster() for
endpoint#l

[2406840540][Cluster HepaFilterMonitoring][INFO]
exampleHepaFilterMonitoringInitCluster() for endpoint#l
[2406840540][Cluster PmlConcentrationMeasurement][INFO]
examplePmlConcentrationMeasurementInitCluster() for endpoint#1
[2406840540][Cluster Pm25ConcentrationMeasurement][INFO]
examplePm25ConcentrationMeasurementInitCluster() for endpoint#l
[2406840540][Cluster TotalVolatileOrganicCompoundsConcentrationMeasurement]
[INFO]
exampleTotalVolatileOrganicCompoundsConcentrationMeasurementInitCluster() for
endpoint#l

[2025-01-02 ©1:43:19.648185488][iotmi_device_sdkLog][INFO] [2406840971]
[MQTT_AGENT][INFO]

[2025-01-02 01:43:19.648211988][iotmi_device_sdkLog][INFO] TLS session
connected

[2025-01-02 ©1:43:19.648225583][iotmi_device_sdkLog] [INFO]

[2025-01-02 ©1:43:19.938281231][iotmi_device_sdkLog][INFO] [2406841261]
[MQTT_AGENT][INFO]

[2025-01-02 ©01:43:19.938304799][iotmi_device_sdkLog][INFO] Session present: 0.
[2025-01-02 01:43:19.938317404][iotmi_device_sdkLog][INFO]

b. REMNZERRIRNA

BEAERABITRRAER , BETUTSHS

>cd <path-to-code-drop>

# If you didn't generate cluster code earlier

>(cd codegen && poetry run poetry install --no-root && ./gen-data-model-api.sh)
>mkdir build

>cd build

>cmake ..

>cmake --build .
>./examples/iotmi_device_dm_air_purifier/iotmi_device_dm_air_purifier_demo
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SRR AN EAR MR/ T IFNEFNRN 2RI TRR C WK

ZRALBRIB RN ER

Ui ] i
KR #: 2R OnOff
R R

HEPA 3 i85 ¥l

i M B R RR

B BRRRAERE TSRE
—ECBRE N &
FRGREN R
Pm25 RE &

Pm1 iR EN &

BEAMEEINEYRENE

WMHSHIVERNARFRL  EXEFENERETE,
6. BEIE:
REERKRRRHHF AT ESIERNARFNSEELEN Amazon EC2 R4l Liz1T, XER

BB EEHCHYERA EFRNMNANARRF, BRELLIRE , S UFAEERKRS RIEFE
AWS loT &%

a. FTREFEEREK

RN E AR A, FETH#E AP N ITHERE, tRGIER On/Off BEEMONOffE i
KiHIREIhEE, AKX APINEAEER , BSHIER C BE APIs,

struct DeviceState

{
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struct iotmiDev_Agent *agent;

struct iotmiDev_Endpoint *endpointLight;
/* This simulates the HW state of OnOff */
bool hwState;

i

/* This implementation for OnOff getter just reads
the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff(bool *value, void *user)
{
struct DeviceState *state = (struct DeviceState *)(user);
*value = state->hwState;
return iotmiDev_DMStatusOk;

}
b. RERKRQFEEBEMEHEK

KOG , BB RQUISFEMENE R, TR TES :
i flEREAE,

A. TEARAEMEM SDK BEEiotmiDev_Agent_new()Z 8l , FHAMIEIRZNRIE,
EHREXMELDEE thinglD # clientlD S,

C. fFHiZiotmiDev_Agent_initDefaultConfig()EE NI K/ NMMBERIKERE
SHRESENRIAE,

D. ERAE®RE , FHZiotmiDev_Agent_free()EFFEHBK, XH AT LB IER
FtRABRENARFPHTEINEREE,

i. NEXBNSIMEHSWEZERRBEH
ii. U T R EM SFRI R R

FRAGERLIET SiotmiDev_Agent_addEndpoint() , XEE :

A HE—RILIRT R ID,

Rt iR RB R

—FRSHFE AWS BIEEEE VHREERE,
IBLRTRE , ERAMNNERSEIMEEMER.

BIMEFHIMBREEAEEN S THNEARE. REFENAFT LT UEH%E
LEE , BERIRIERZEEREPRES.

m o O W
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struct DeviceState

{
struct iotmiDev_Agent * agent;
struct iotmiDev_Endpoint *endpointl;
/* OnOff cluster states*/
bool hwState;

}i2

/* This implementation for OnOff getter just reads
the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff( bool * value, void * user )

{
struct DeviceState * state = ( struct DeviceState * ) ( user );
*value = state->hwState;
printf( "%s(): state->hwState: %d\n", _ func__, state->hwState );
return iotmiDev_DMStatusOk;
}
iotmiDev_DMStatus exampleGetOnTime( uintl6_t * value, void * user )
{
*value = 0;
printf( "%s(): OnTime is %u\n", __ _func__, *value );
return iotmiDev_DMStatusOk;
}

iotmiDev_DMStatus exampleGetStartUpOnOff( iotmiDev_OnOff_StartUpOnOffEnum *
value, void * user )

{
*value = iotmiDev_OnOff_StartUpOnOffEnum_Off;
printf( "%s(): StartUpOnOff is %d\n", _ func__, *value );
return iotmiDev_DMStatusOk;

}

void setupOnOff( struct DeviceState *state )
{
struct iotmiDev_clusterOnOff clusterOnOff = {
.getOnOff = exampleGetOnOff,
.getOnTime = exampleGetOnTime,
.getStartUpOnOff = exampleGetStartUpOnOff,
};
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iotmiDev_0OnOffRegisterCluster( state->endpointl,
&clusterOnOff,
( void * ) state);

/* Here is the sample setting up an endpoint 1 with OnOff
cluster. Note all error handling code is omitted. */
void setupAgent(struct DeviceState *state)
{
struct iotmiDev_Agent_Config config = {
.thingId = IOTMI_DEVICE_MANAGED_THING_ID,
.clientId = IOTMI_DEVICE_CLIENT_ID,
I
iotmiDev_Agent_InitDefaultConfig(&config);

/* Create a device agent before calling other SDK APIs */
state->agent = iotmiDev_Agent_new(&config);

/* Create endpoint#l */
state->endpointl = iotmiDev_Agent_addEndpoint( state->agent,
1,
"Data Model Handler Test

Device",
(const char*[])

{ "Camera" },
1);
setupOnOff(state);

c. MERAMENLLERRFIREUEL Y
i KEXER OTA NARFWEA .

static iotmi_JobCurrentStatus_t processOTA( iotmi_JobData_t * pJobData )
{

iotmi_JobCurrentStatus_t jobCurrentStatus = JobSucceeded;

// This function should create OTA tasks
jobCurrentStatus = YOUR_OTA_FUNCTION(iotmi_JobData_t * pJobData);

return jobCurrentStatus;
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}

i. J@HAiotmi_JobsHandler_ startLAfIIB{b{ELLERRF,
ii. iotmi_JobsHandler_getJobDocumentBEMNIEEER TR RES X,

iv. FRINIREVES XH4fE , EprocessOTAREFBE ALK EE L OTA BEH R
Bl JobSucceedediA %o

static void prvJobsHandlerThread( void * pParam )

{

JobsHandlerStatus_t status = JobsHandlerSuccess;

iotmi_JobData_t jobDocument;

iotmiDev_DeviceRecord_t * pThreadParams = ( iotmiDev_DeviceRecord_t * )
pParam;

iotmi_JobsHandler_config_t config = { .pManagedThingID = pThreadParams-
>pManagedThingID, .jobsQueueSize = 10 };

status = iotmi_JobsHandler_start( &config );

if( status != JobsHandlerSuccess )

{
LogError( ( "Failed to start Jobs Handler." ) );
retuzrn;

while( !bExit )

{
status = iotmi_JobsHandler_getJobDocument( &jobDocument, 30000 );

switch( status )
{
case JobsHandlerSuccess:
{
LogInfo( ( "Job document received." ) );
LogInfo( ( "Job ID: %.*s", ( int ) jobDocument.jobIdLength,
jobDocument.pJobId ) );
LogInfo( ( "Job document: %.*s", ( int )
jobDocument . jobDocumentLength, jobDocument.pJobDocument ) );

/* Process the job document */
iotmi_JobCurrentStatus_t jobStatus =
processOTA( &jobDocument );
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iotmi_JobsHandler_updateJobStatus( jobDocument.pJobld,
jobDocument.jobIdLength, jobStatus, NULL, @ );

iotmiJobsHandler_destroyJobDocument(&jobDocument);

break;
}
case JobsHandlerTimeout:
{

LogInfo( ( "No job document available. Polling for job
document." ) );

iotmi_JobsHandler_pollJobDocument();

break;

}

default:

{
LogError( ( "Failed to get job document." ) );
break;

}

while( iotmi_JobsHandler_getJobDocument( &jobDocument, @ ) ==
JobsHandlerSuccess )

{

/* Before stopping the Jobs Handler, process all the remaining
jobs. */

LogInfo( ( "Job document received before stopping." ) );

LogInfo( ( "Job ID: %.*s", ( int ) jobDocument.jobIdLength,
jobDocument.pJobId ) );

LogInfo( ( "Job document: %.*s", ( int )
jobDocument . jobDocumentLength, jobDocument.pJobDocument ) );

storeJobs( &jobDocument );

iotmiJobsHandler_destroyJobDocument(&jobDocument);

iotmi_JobsHandler_stop();

LogInfo( ( "Job handler thread end." ) );
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R iRiR#E SDK BRI IRE L
FLAHIEE SDK BRIBHREFA. BRBUATSEFENRES AWS 0T REEDERZER,
THARIELRRE SDK

1. MEESEREH S FTHEMRAHLIRIRE SDK,
2. RIEEHFARBEXFNFEIRFSE | XFWFE,

(@ Note
£iRiRE SDK ERBEF A LHT TN, EFEAEAR , BEREINH,

3. i SDK XH{RH ( BESR ) BEH TIEX.
4. FERAUTREEELNHRIFE

o RXHERE
- AXHBEF
- FRENE
o miIF/ANEESFIITE
5. EBHETAMRE PAL) 25l , BRAFANELRYREEHKIL. TEEEHE .
- BERGES
- AERE
- MO
- BEFFANER

’ PAL BHERERYiRZ £

1. EHNATFEERPIBETFEANENCE— B R, flwn, MREFEH FreeRTOS , BEL
BB —1B %, platform/freertos
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Example SDK B &4

### <SDK_ROOT_FOLDER>
### CMakelLists.txt
### LICENSE.txt
### cmake

### commonDependencies
### components

### docs

### examples

### include

### 1ib

### platform

### test

### tools

HOH OHF OHF OH O OHF OH OB O OH R

2. fFPOSIXZEXINH (.c F.h) M posix XHREFIFIFHFEBFH, XEXHNREESE
DA R BRME T — MEMR.
- EREENNEFEE
- PKCS #11 3=
- MgEmED
- REES
- REERNEEYRE
- BFIEFENH
- BETREBNWERE
3. FATLS REZHERE (TLS) B KiE, MBed

- MREBEZLEE5FE LR SDK IRASHMETE R MBed TLS R4S , & AIREH POSIX 3£,
o FRATREN TLS A , B LAERAMR A TLS R IMEmES. TCP/IP

4. FHEFEW mbedTLS BESFHHRHFAIETER#ITHR, platform/posix/mbedtls/
mbedtls_config.hiBRFTEXFWEIME S/ M.

5. ZERHFRXITESEKE CoreMQTT SRIGHITRE, Rt , BAHSRIE A AT S8 & 4% 5
Z
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typedef struct TransportInterface

{

TransportRecv_t recv;

TransportSend_t send;

NetworkContext_t * pNetworkContext;
} TransportInterface_t;

BXEZEE , BS11 FreeRTOS Mk L /Y& 5 O 3T,

6. ( ™ik ) SDK £ PCKS #11 AP| SRAEEIE B {E. CorePKCS AT REZITHIIEEHISEM
PKCS #11 K¥l, RMNBWUEEEFHREFFEAZENMEZLESS |, I EFEEER (TPM), &
HREER (HSM) L TE

« BEMA Linux XHREFTEREEN PKCS #11 XHRHE| , it R, platform/posix/
corePKCS11-mbedtls

o FELAT{ZESLI PKCS #11 PAL R, commonDependencies/core_pkcsll/corePKCS11/
source/include/core_pkcsll.h

« £ EXH Linux X FR S platform/posix/corePKCS11-mbedtls/source/
iotmi_pal_PkcsllOperations.co

s EERUENEHERBENEF#HMMEI8Eplatform/include/iotmi_pal_Nvm.h,
o FEFSEIMIRAESIHIHBINRplatform/posix/source/iotmi_pal_Nvm.c,

BXREMNBERE , FZH FreeRTOS AP EMHPHBIER OPKCS11E,
7. ff SDK #SERMNEENHRFRS

© IRIEFBEUEREEEERRIB TSR
- WIFFFBMEBIX KRR A EHXE

A AR Y v O

A EARNEN RO ARERNSENED, FFETRNSLIEEETAHRRES.

(® Note
BRMNBWEMNRTRAENZSESLENARFTR. SMINARFREHER T SRNZESLE
&e.
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HEF AT ESMAH ZRER (ERAFET)

ZRIA MQTT RE & SBASI 480 =15 ( TR E )

i\ MQTT XE1E AR 320 7 ( AT UAELE )
=\

REDFIH T IEE TEE APIRAE,

/* return code for data model related API */

enum iotmiDev_DMStatus

{
/* The operation succeeded */
iotmiDev_DMStatusOk = 0,
/* The operation failed without additional information */
jotmiDev_DMStatusFail = 1,
/* The operation has not been implemented yet. */
iotmiDev_DMStatusNotImplement = 2,
/* The operation is to create a resource, but the resource already exists. */
jotmiDev_DMStatusExist = 3,

/* The opaque type to represent a instance of device agent. */
struct iotmiDev_Agent;

/* The opaque type to represent an endpoint. */
struct iotmiDev_Endpoint;

/* A device agent should be created before calling other API */
struct iotmiDev_Agent* iotmiDev_create_agent();

/* Destroy the agent and free all occupied resources */
void iotmiDev_destroy_agent(struct iotmiDev_Agent *agent);

/* Add an endpoint, which starts with empty capabilities */
struct iotmiDev_Endpoint* iotmiDev_addEndpoint(struct iotmiDev_Agent *handle, uintl6
id, const char *name);

/* Test all clusters registered within an endpoint.
Note: this API might exist only for early drop. */
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void iotmiDev_testEndpoint(struct iotmiDev_Endpoint *endpoint);
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TEEAWS REFZE, fFANAWS FF , BAUZRT LT HNREASHLZEHRBEALNERMHY
BOBEHROMMERN,

ZERNMFHEAE AWS 3E, RERAEEXFEHRNCZNRZEMNEZTN RSN

« TRE — AWS ARFKFESRIZIT AWS BRSHIEMEY AWS =, AWS EABRE T AR 246
RS, ENAWS EFMTRIEA TR ER TR EN—&2 , F=AFIHTERNAMBIERMNE
ENANME, ETHRERATREERNESARITR , FSRAREAT RN D HWEERNBAWS RS
BRI X.

« DIREE-BHNRERSERAN AWS BSRE, EEFENEMRARNT , SFENHFHHR2
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AP T RECAREESRIANARELERE, UTERGEEN BUMEELEERL
HRENZEMEAM B IR, BEFZEIMAEREM AWS RS REBBELEZNRFEEERRR.
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- REERPHBERY

- REERNSOMIFREE

- F§ AWS Secrets Manager F C2C T{ERENBIERY
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- REERHEHMERIE
- FAEED VPC KinT AN ITEER
« JE3EZ AWS IoT Device Management FIPS % R BV FE B £ R

RESRRPHBERT

2 AWS ERFEEEATREERPHETERT . AWS loT Device Managementl <18 & FiR
AWS | SIRRIPEITFIEARTNSIREMEE AWS =, BHTEP N EEELEMEN EHR
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and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
REWEBIE AT AR EIE

s NENMNKFFERZESHRIE (MFA)
« FAF SSL/TLS 5 AWS BREE. BAERFER TLS 1.2, B TLS 1.3,

- FEHIRE API MAFEZ BE AWS CloudTraile B A CloudTrail lRER#HIR AWS SEZIEER |
E5 (AWS CloudTrail BF#E®E) RHEAR CloudTrail o

- £/ AWS MERREFRUAREPHABERINZZEH AWS RS,

- FRAEREEZLRS (HlI Amazon Macie ) , ©EBIT XM AR Z#1E Amazon S3 HEV U
BE

- MREE AWS BB TITRED AP #ITHENFEELT FIPS 140-3 RIEMMEER | EERA
FIPS it R, BX<THAMN FIPS HRNEZEER |, B5H (EERIPEELERAL (FIPS ) 5 140-3
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BABNEY TR ZEESIBEBEE (WEEFWE FIR it ) RARSHBHERN X ARFER
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REERXEERAETUE, RENEENNNEFRERH, EUNTLRHIXE KMS #H , 2
FEREM M4 HRPAREE, IAM policy MR, ERANMEZEREAN. RBWEMBME, FNFE, 6E5
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BRERFBRBBENRETENER M, B , EEXBFHEFEFENBEAMMNEEERNZ LR
RERF.

ERABNRRINMNEZAR AWS BREEH, E , EMMBERHNTIE API

=PutDefaultEncryptionConfiguration,

BX AWS KMS IN#BZARBNEZER , BSHRAWS KMS %4A,

AWS KMS ATFIEEERK

RESERERAEHNBRNZNEBRMEESHIE. STRENMB RGN EXEHE  AEAK
FEAXMHEBITNE, ETR, FHSEZANNBEZRAEN A T NEEXAREN R HRERART
mE. EEHMES , JUEAEtERBEARNBEREEEFH BEEERININF2RER,
HTREBEZAHEIMFERNIEZANE , RGN REBEZANNZENEXAREFRE
B—{uiE. ZATATER. MBRNRBLERR , KALERSEFZARNBNEZLERH.
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AWS BIEEINZ SDK RIEMNEF i IZRIMRAEHNE, HX AWS BIEEMNE SDK #Y
EZEER , BSHEMA4E AWS HIEE R SDK ?

EXEHNE, JETH, SETHATARNESEE  HSHEENE. WERH. SEBHA
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« BAEReEncrypt*iER , AWS KMS ERFRENEF XEERHAEFT NEEERA.
- MAX#EDecryptiFR , R AWS KMS FRENEFIEERABRZHRIE,

{5E F N2 % 4R I 2 Y B SR B

REEREANZZARNZFSEFENSHRENEE, UATHRER T ERNZRARITHSMNER
RYBIERY SR A -

« IR (C2C) EEREM , AINRBRIMRBIRSER
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- HERKYERRNEESYN I ERERZLRUEIEMNRREEXH. B REFMRZEEXHH
FHED , BEHEENEE.

s BXEEBXAFNFEHNEEENEH. EXREEHNBANESZEE , BSRAREREENEA,

- RAAFPHNMNASHER (PI), flINEZFHRIEME. BREFIS., RELAFER. RERRA
FiZE Amazon BRZFF (arn).

RESEK AR X R AWS KMS

NTo<ZARBRNRS A  AEEANFERARBSRERACNNERH, FHAZARKHERRD
™

- DUREHSXENEM AWS ZERAEAMNEZSR,

BAREREEKTATEENZZRA T ANRNBARE RS |, FS6H 2 INE RN

(@ Note

NTF AWS HEMERSR L TEERAXRK , AN AWS HENZREHMEA AWS |, BREE
5, BEHMHERATE. MABERT , REERER AWS BENZEAXRBINEENBRATSHK
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BRTEABARBREESTE AWS KMS ZANMBEES , REEREER IAM Kbt BX IAM %
BHNEZELR , BSEFHRBEFNRE AWS Identity and Access Management.
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ERILAER AWS EE2HI S el MNE A AWS KMS APls,
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% B AWS Key Management Service Fr & A R38R €22 KMS 2240 09 5 Bt 1TIR1E,

Cagi

ZEABEFEBHEEIX AWS KMS Z4R R IR. B AWS KMS B4R XEBE — N ZAKRKE, Z
ZEARBERE T BFLE AWS EIE AT LAE AR AR NAER . BxEARARKEHER
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ATHRESRNBSHIENS 238


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/access-glossary.html#security_iam_access-manage

KIFEEERK AWS loT Device Management FERARER

LT RFABKRFHN RS , BU A EACREEXEERPEMN AWS KMS %41 AWS Ik 895
B FEEAER :

{
"Statement" : [
{
"Sid" : "Allow access to principals authorized to use managed integrations",
"Effect" : "Allow",
"Principal" : {

//Note: Both role and user are acceptable.
"AWS": "arn:aws:iam::111122223333:user/username",
"AWS": "arn:aws:iam::111122223333:role/roleName"

1,
"Action" : [
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
"kms:ReEncrypt*"
1,
"Resource" : "arn:aws:kms:region:111122223333:key/key_ID",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "iotmanagedintegrations.amazonaws.com"
1,
"ForAnyValue:StringEquals": {
"kms:EncryptionContext:aws-crypto-ec:iotmanagedintegrations": "111122223333"
.

"ArnLike": {
"aws:SourceArn": [

"arn:aws:iotmanagedintegrations:<region>:<accountId>:managed-thing/
<managedThingId>",

"arn:aws:iotmanagedintegrations:<region>:<accountId>:credential-locker/
<credentiallLockerId>",

"arn:aws:iotmanagedintegrations:<region>:<accountId>:provisioning-profile/
<provisioningProfileId>",

"arn:aws:iotmanagedintegrations:<region>:<accountId>:ota-task/<otaTaskId>"

}
},
{
"Sid" : "Allow access to principals authorized to use managed integrations for
async flow",
"Effect" : "Allow",
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"Principal" : {

"Service": "iotmanagedintegrations.amazonaws.com"
},
"Action" : [

"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
"kms:ReEncrypt*"
1,
"Resource" : "arn:aws:kms:region:111122223333:key/key_ID",
"Condition" : {
"ForAnyValue:StringEquals": {
"kms:EncryptionContext:aws-crypto-ec:iotmanagedintegrations": "111122223333"
},
"ArnLike": {
"aws:SourceArn": [
"arn:aws:iotmanagedintegrations:<region>:<accountId>:managed-thing/
<managedThingId>",
"arn:aws:iotmanagedintegrations:<region>:<accountId>:credential-locker/
<credentiallLockerId>",
"arn:aws:iotmanagedintegrations:<region>:<accountId>:provisioning-profile/
<provisioningProfileId>",
"arn:aws:iotmanagedintegrations:<region>:<accountId>:ota-task/<otaTaskId>"

}
I
{
"Sid" : "Allow access to principals authorized to use managed integrations for
describe key",
"Effect" : "Allow",
"Principal" : {
"AWS": "arn:aws:iam::111122223333:user/username"
},
"Action" : [
"kms:DescribeKey",
1,
"Resource" : "arn:aws:kms:region:111122223333:key/key_ID",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "iotmanagedintegrations.amazonaws.com"
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"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},

"Action" : [
"kms:*"

1,

"Resource": "*"

BREAENESER , FEREAE.

B INEEIE
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) B IAM AR .

o FRSIEFIKRE (SCPs)-EHFIEEAHLARALEMINHZR AR AWS Organizations, EXEZER , B
2 (AWS Organizations FAF1§F) KRS = HI KR

- BREFHIKRE (RCPs)-REKF R ABRNBKEATANERE. BXEZER |, i55H (AWS
Organizations FAFER) I EIRIEHIZKE (RCPs),.

- 2EEK - ENACIRSAF RGN EN , EASBEENERRK. BEXESZER , S
5 {IAM RFPER) P2 1ERK,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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ZAEmRH

SN RBEWRBEA T —MERE , ERHRREMERNELIRRE, BT HRES RS HRBEER
WA AWS ER B AWER , HS5H IAM AP EEHR IR ITEEE,

AWS FEESERNIEE R

EQAF. HANARFNKIR , A AWS REXBILLECHEERRERE TS, IR NAKRER
FIRARH IAM HEF EEARBFENRAMETWAR, BREAN] , EAIUERAEIIN AWS £EX
B, XLERBEEFENERARE , AIEEN AWS IKFHER. BXx AWS REXRBNEZER , 5
59 IAM I FisEHRAWS FEE R,

AWS RS54 MEH AWS HERM, BT EEHR AWS HERBHFHNNR, RSB R2@E AWS
EARBIMBAADRUZ L. WREMSFWHMEBNAESS (AF. ANA6 ). S5
FIBERFRIETAN , RSRETRLEHR AWS BREXKK . RST2M AWS BERBHPBIR
MR, FIL R E#H A 2B ERNTEN R,

LA, & AWS T HBEZ MRS TEIRENIEE R, HIi0 , ReadOnlyAccess AWS & K EL IR 4

FETE AWS BRS MERN RIRFRNR. MRS E—THFNEER , AWS S@AFBREMERRFIMNI
BB, AXx THEIREERNFIRMGE B30 IAM BFREETNERT THERENAWS HERXE
B o

AWS IEEXRRE : AWSloTManagedintegrationsFullAccess
B LA AWSIoTManagedIntegrationsFullAccess REEHIINE] IAM 513,

HHERFNEEERFMNEXBRSHELIFRNER,. EEFEFLBER AWS EEEZHE |, 5
i AWSloTManagedIntegrationsFullAccess.

RRFHER
SR A TR :

« iotmanagedintegrations— [&ZRMLREEHN IAM AP, BEANACREXNEESRKMMEXR
FHELIHRNR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://console.aws.amazon.com//iam/home#/policies/arn:aws:iam::aws:policy/AWSIoTManagedIntegrationsFullAccess?section=permissions
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« iam— R SEHN IAM AP, BFANMABESE AWS IKFRSHEXAE,

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iotmanagedintegrations:*",
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/

iotmanagedintegrations.amazonaws.com/AWSServiceRoleForIoTManagedIntegrations"”,
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "iotmanagedintegrations.amazonaws.com"

AWS IEEXRIE : AWS lo TManaged IntegrationsRolePolicy
BAT LU AWS IoTManagedIntegrationsRolePolicy SKREEHIINE] IAM B 17,
ZHERERFREERRKE XM Amazon CloudWatch B EFIEIREIIIR,

EREPEFUBER AWS EEEFA |, EZHAWSIoTManagedIntegrationsRolePolicy,

RRFAE R
ZERBBEUTR,

« logs— 12 8]2 Amazon CloudWatch HZEA H ¥ B ERI & M ENX LA ThEE,

« cloudwatch— E#t %% Amazon CloudWatch $8¥rHIZhEE, B X S # CloudWatch BRI E %
E8 , B2 A mazon FHIIEFR CloudWatch,
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https://console.aws.amazon.com//iam/home#/policies/arn:aws:iam::aws:policy/AWSIoTManagedIntegrationsRolePolicy?section=permissions
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
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JSON

"Version'":"2012-10-17",
"Statement": [

{

"Sid": "CloudWatchLogs",
"Effect": "Allow",
"Action": [
"logs:CreateLogGroup"
]I
"Resource": [
"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*"
1,
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "${aws:ResourceAccount}"

"Sid": "CloudWatchStreams",
"Effect": "Allow",
"Action": [
"logs:CreateLogStream"”,
"logs:PutLogEvents"
]I
"Resource": [
"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*:log-stxream:*"
1,
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "${aws:ResourceAccount}"

"Sid": "CloudWatchMetrics",

"Effect": "Allow",

"Action": [
"cloudwatch:PutMetricData"

1,

"Resource": "*",
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"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/IoTManagedIntegrations"”,
"AWS/Usage"

REERNIE AWS BRI ER

EFHZRSTHREER AWS HEERNEERBERTUARZIETEFNFAEE . BREAXMETEE
ERNAZIRE  FERESEKEALIERTE LT RSS feed.

BX iRk H &
REEREHFBRBREEX REERFTRIEBEREE AWS £ 2025 3 A3 H
BRI ER,

RESERUME IAM BESEH
A AV EEAEERNBERRZA , #5% 7 RTERATUEAMBLE AM ke,
AI{EFEE AR E A1) 1AM ThAE

IAM Zh#E REERTR
ET5HNEK 2
BT RBM R &
RERAE =
B BR =
R RIER 2
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IAM Zhgg RESERXE
ACLs e

7|

ABAC ( B #IBR2 )

B 2
BEAe 2
RERBEAE =

ELHTHRREEERMEM AWS RFWATEXRSH IAM HEEREER , H2H IAM AFEETNE
IAM B2 & ERAMAWS RS

ATRESRNVET SR
XBETHEMHRE : 2

ETHHNRBETMMESZH (W IAM BAF, AFASAER ) B9 JSON RRREE A, XLREE
EHEIRFMNASAEMPRA TN BERRITHBERE, ETHRNMTEZRET HHMRE  FSH
(AM BiFtEE) FNEATm EEARBE L BE X IAM R,

BEMER IAM ET 50K , BUEE R TRIELNRENTRUAR A TRIELBRENRSE. B
THRRI7E JSON REEHPEAMAAETE , H2H (IAM A #EE) #H IAM JSON KEET&E5I Ao

RESRNET 5 ORI RH

EEEREERETEONEBHN RO , F5H. EEERNET SO RE R

RESEKFET RIFAYRE

XBETHRROKE : &

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHRMERE., EXFETHRNRBHRS T , RSEE R JMER CINREHII 4 E R
BREVEE. N THEERMIMKRBEHO TR , REEE IS EEMAE AN 2R RNTHREREAREF LSRN
THIT, BXTEETRFENRBREEER, ZRATNSEKS, AP, A, BREAFH AWS

e
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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ESABK/ER , SR UHEANKSSHEMBKS R IAM XEEEAETRRNRBEHNEME. B
XEZER , FSHE (AM AFER) PH 1AM FEVEIK S R IR F.

RESRNBERER
XEFRBRE: R

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2ER , BNEETUANTLARFERITER
1, AREMHAZRHETHIT,

JSON REEH Action TEMRTATERKP AWRIEL L RINVRIE, ERBPISREURTFR
ITRERRERVR,

EERREEREEIR , BN (BEFENSE) PHEESEKRELBRE,

RESERTHRBERETRENEAUTIR

iot-mi
ExaNMEAPEESIRE  BEAEZSHENRT.
"Action": [
"iot-mi:actionl",

"iot-mi:action2"

]

EEEREERETENNRBNRA , FS5H. EEERNET 5B RE R
RE SRR KRR IR
XPBRERAR : B

EIE R A LAER AWS JSON REERIEEW ARG RMT L. WHRY , BN EAATLT AR RRITER
&, BAREA ARG TIIT,

Resource JSON R TEIEEEMENAREN —IPHZ AR, FAZRESXE , HFEHAE Amazon
FRET (ARN) EEERR. NWTFAZEFERBERNBENIRE , BEABERAS () BRBOMNATHMER
Ro
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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"Resource": "*"

EEEREEMARRERETIRK ARNs , HSH (BRSFRNSE) ) HEERELNHER . BT
RS T] DAGE AR IRERIEE BT HIREY ARN |, BSREE ERE XWEE.

EERREERETHONEBHN RS , ESH, TEERNET SO ERK KM
RESRNRBERFESR
XFRHETRSHRESRFR : B

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BRER , BN EETUANT AR FRITER
B, UREF ARG THIT,

Condition UEIEEE AR REE LARERT. BUNCIRERAZMHSES (HlM, FTID
T ) WERHRER , MERBPNFEEERPNERTE, EEEME AWS 2RFZHE , F5H
IAM AP EREPHAWS £ 554 £ TXER.

EERREEMFHBRAIR , H5H (RESENSE) dNHEERNFZAEZH. ETHAUUERS
HRNRENTR , BSREESERE LA RE,

ESERTERETFIONERNRE , B5H, TEERNETEHNER TS
ACLs EIEEER T

*# ACLs : &

TREFIFIR (ACLs) BHIPLEREA (KFKA, ARRAE ) BNBRER, ACLs SETHIRM
REEREL , REEMTEM JSON KRB HEER,

A e ERAABAC
¥ ¥ ABAC ( EMHMIRE ) « Bo X

ETEMENERNRES (ABAC ) R—HRECKE |, ZRBEETHNIRENEMERE URR, ErTEL
FHRZEMIINE] IAM KR AWS IR , RF1RIT ABAC REEUATEZERANGESR IR LHRET
B B BT R4

EETHREEH R, BMEEMFEA aws:ResourceTag/key-nameaws :RequestTag/key-name B
aws:TagKeys RHBERBNZH TZPRUEFZER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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MRENBREN TEMBERREBIFMAX=1FER , IX T RS  ZEAR. DRENMRSN
NTHDFRREISMBEX=ZM4E , MZENTD.

BX ABAC WEZER , 5K (IAM A 1ER) FHVEM ABAC BRRNEXRR, BEFIRE ABAC
SROHE , FSHE (AM AFER) PREAETEMEN TR NEEZES] (ABAC ) .

EFREEKT LA IEAES
X FIEERIE - =

G B IE B IR A AWS BRIFRRVEHHRINIR , H ARELERARE SO IRACH B EIEN.

AWS BWEHIDERIGFES K MAREAKBIHRZHA. BXEZER |, 558 (AM AF#E
) K IAM PRI 22 EERER IAM . AWS RS
REERE RS AR

XERRBASE (FAS) @ 2

BRI TE (FAS) £/ 8 M EMHAVINER AWS BRSS , B £ AWS BRSS @ TR S & HiE RV E
Ko ARERL FAS HREMNREFE , BERERBRSE,

RESEANERSAR
XEFRSAG R

& AR -—TRSEE, KRREWTREN IAM A€, |IAM EE R ATLTE IAM PO, SR
BRESAEE, AXESER , 2R (IAM AFERE) FHEIER AWS RSZERIENEE,

/A Warning

EFARFACHNRABLKPRIEERERNE, AEIREERREH/THAXES , TR
BRFSAE,

REERHRSHEXAE
EHREAKAG : 2

BSHAXABR—TMERSAXKN AWS BSBRSAR, RS AUKARKRERTRENAR, RS
MXASHIELN D AWS K/ |, FERARSHAE. IAM EERTUEEBTEEERSXKAR
YR BR o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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BXREUBRFEERSHERACHEAEE , FSHERES IAM BEEHANAWS RS, ERPEXRRS
HXABIHEE Yes R, BRRHEUAEFTZRSHNRSHERA B,

RESERNET H 00 K&~ HBI

MANBERT , AFNALENERESIREERTER. ERTHPNAERRRITERENNR , IAM
EER TR IAM KEE .

ETRMAERXLRSE JSON REXHGIEET IAM HHNERE |, E55 (IAM BFiERE) P8
2 IAM X (258 ) .

BRAEENENHNRENRFERE (BRSPHRRENER ) WEFAGE , F5H (BRSFENRS
Z) T RESERNRE. RRMZHEHA". ARNs

ES}

- RERRESNE

- ERKESEREZEHE

- ATAFEEMITESHRR

REERIEREK

ETEONRBERE T EARBAUELHNKS PR, HRBRBREEERR T, XERETELE
AWS KA R A, BIZREBEET HOHNKEEN , HEBUATERMRI

- FFHAER AWS RERBEH RO RENBENR — BEFBOAFPNITERBR TR , BEANTS
ERAPIRTFNRHAWS FHERE, SIEMRNRARTH AWS IKF, RMNBUWEETE LHN
IEHRABIN AWS ZEFRERBRAE-TBINR. AXESZEE , BZH (IAM AFERE) F/Y
AWS FEAX R TFREERNAWS HEEX KK,

- MAZRIKKR : £FEA IAM REZENRE , BB FRITESAENNR. At , BAILE XL
ERERGTUUNBERRINTHRE , EHEARENREFT, BXEA IAM BEANRHNESE
B, #EZH (AM AFER) B8 IAM YRR TR

« fEF IAM FEE R R4 — SR E1T5 B AR ;48 0] LA [6) 58 BE 7 DN 5% 440 SR BR A1 XS R AR R R RV 5 18]
flan | WA LUREREEMRIEEXTMER SSL KEFFEER, MRBRSBREREIFENHXE
A8, M AEARARE T RSIEENTFRIMNER AWS BRS , i CloudFormation, BXE
ZER , B5H (IAM BFiER) H#HY IAM JSON R TE @ &t

* £/ IAM Access Analyzer B iEERY IAM Kl , UBARN R L S MEMINEEM : IAM Access
Analyzer 2 IFF R FI B KR , LEAREBAS IAM KEIES (JSON ) M IAM FH{ESE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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B2, 1AM Access Analyzer 12 100 ZTURBERL EMAIRENEI , HBBEFIELZ S BINREMRN
KEk, BXEZEER , BESHE (AM BFigm) PMEA IAM Access Analyzer i SR B,

- FRZEHHRIE (MFA-NR AWS KFENZRFE IAM AFSRAS , BEA MFA UREZR
=M, EERFAR APIHRERNEE MFA |, B MFA 47BN EKRIES, BXEZER | 5
7 <IAM AFiEm) PR MFA &3 AP G,

BX IAM FRRESBRNESEE , SR (AM AFER) F8 IAM AR 2S£ SEXEK,

EREEERES A

BRI EREREZEH A  S4THRE - AKENR. SENBRLARFEFIENEFTHFREN AWS K
FPREERARNFACS . IRCIBLLFENRENRENHRNET HFOMNRE , X THMT XX
BESE (AFRAR ) | BHaRTERMBEREET.

NFMEA AWS CLI 2 AWS API WA F , BEENHBRERELEHANR, Hxk , RATFHRNEH
2 IITH API BREFE TE AV R 1E,

NERAFNACGNAAUEARESEKIEHE , EFERNEEERK ConsoleAccessHFEReadOnly
AWS ERBEHMEIEE, BEXESZER , H25H (IAM AFERE) R0 AR IRER,

ARFAFESHIIE SR

ZRGIGER T B G RKRE |, AV IAM BFEEMNBEAF S ONRNBRMTEN R, R
SREERHE LSEERA AWS CLI T AWS API MU4wE 75 = 5T B R AR IR

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

}I
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

KIFEEERK AWS loT Device Management FERARER

{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}

XEEEK. 5 0ME#*THRESER

AT BRME AL W NS S 1E (LA G ERA 1AM i T AEE I % A A,
)

© BEREREERTRITETRIE

o RFEMINIT iam : PassRole
« REALFRIUINAHA AWS K HIRERNITEERRIR

BN EREEXPHITEMRE
MBEBRFERETR , BRAESERNITENRE | NAFER R AARFRITZIERAE.

% mateojackson IAM AFZREAREHEHAEFTEEXEN my-example-widget BIRNIFHAEFER
BFRHEREN iot-mi:GetWidget WRAT , 2K ELUT RAEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform: iot-
mi:GetWidget on resource: my-example-widget
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FELHBERT , BIEH mateojackson AFKIERE , LAWER iot-mi:GetWidget BAEEE my-
example-widget &iRo

MBBEEHE , FREREMAWS EER, FHNEEARRHEFZEITIN A,
RN IT iam : PassRole

MRERFFIREE |, BHELTRNITiZiam: PassRoleiRfE , NS EHENRBUAAR T EFAE
RIBLTEEEK.

BE AWS B AR AGBRKEALZKRS , MTAREIRMNBRSALIRSHEXAR, it ,
LY MERRACLEIRSHINR.

HEB AW IAM A FmarymajorZ A E AR H B EREERPHITRIFN , ST T RHAIER, B
=, RELMERRSBEMR THNRS TMITIHEE, Mary TERRABEKZEIRSZHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXRERT , XMEH Mary BYREE L b 4T iam: PassRole #1E,

MREEERE , EHRRAMH AWS EER., LHEERRBHEFFEMA,
REAFHISNKA AWS K R K FEERKEIR
LAPE-NAG  DESMBKFFHAFREALANARTUERZABRBEENER, BT

BIEERESEY , AURKAAG, X TXHETRIFRA R EZEHFIER (ACLs) WIRS , &R
158 P 3 L5 SR B 1) AAT1 4R T 1 ) S8 B9 BR AV AR BR

ETHREZER , BZRAUATREA :

- ETHRESEARAXFXLEDRE  BSRAREERNAS IAM BEEFEA,

- BT7HNARENERENERNIGERERAWS K/ |, 28 IAM AFERETHEEREE AWS
K B %S —A IAM A PR R AR

- ETHRNMEE=FRENEHRROIGRERNE AWS KF | BZSHE IAM AFERTHNEE=51R
HFER. AWS Ik

- ETHNITBETSFHREVIERHBIFENR , B8 (IAM AFEE) PHRIELEARS HRIEL
AP ( BHBRERIE ) REHRGR,

- ETRERAAGHNETRRNRBHTERSFEZBENES , E565 (AM BFERE) #/1 IAM
Y BB K P BRI 18]
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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ERARSHAXABHRITRESRK

AWS loT IR EEAF AWS Identity and Access Management (IAM) RS XA BHIITEER. RS
HXAGE—MIEN IAM A6 , BEEEEIREER. RSEXACHREERTENL , SHZR
SRREGEAHM AWS REFTENFTENR,

BRSEXRACAUERMMIREBERERENK , RN ETLFHRMAENNE. AWS loT REEENIE
EERELTEHRSHXAGHNE  REZFEL , BNRABREERTEWEHLAG. EXHNR
BREEERBANREE , U TR IR EMEAtL IAM SRR PR KBS

REEEENREXFRRE , BFRBRESKEESE, XTUARFENEEEXRR , BAEFLTE
AP BERX B IRAY I R AR

BRXFRSERAGHEMERSZNEES , B5HE IAM BESEANAWS RS , AERSHEXARS]
HERIRE ‘B RS, EREENEE  EFZRSHBRSREB BN,

RESERNRSHEXAGBKR

AWS loT RBEBIEEEREHAE N Inte AWSServiceRoleForloTManagedgrat ions BIIRSH< A&
— 7 AWS loT REEEREREEK , AW EKRH BENER.

AWSServiceRoleForloTManaged &£ X RFHEX B EBEEU TRERRBZAE .

+ iotmanagedintegrations.amazonaws.com

B A A BNRER AWSloTManagedintegrationsServiceRolePolicy ft ¥ 1E & 5 MR X 18 E &R 5 B
TRE

« ¥4 : on all of your managed integrations resources. E#Y
logs:CreatelLogGroup, logs:DescribelogGroups, logs:CreatelLogStream,
logs:PutLogEvents, logs:DescribelogStreams, cloudwatch:PutMetricData

JSON

{
"Version":"2012-10-17",

"Statement" : [
{
"Sid" : "CloudWatchLogs",
"Effect" : "Allow",
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"Action" : [
"logs:CreatelLogGroup",
"logs:DescribelLogGroups"

]I

"Resource" : [
"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*"

]

}I
{

"Sid" : "CloudWatchStreams",

"Effect" : "Allow",

"Action" : [
"logs:CreateLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams"

]I

"Resource" : [
"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*:log-stxream:*"

]

}I
{

"Sid" : "CloudWatchMetrics",

"Effect" : "Allow",

"Action" : [
"cloudwatch:PutMetricData"

]I

"Resource" : "*",

"Condition" : {

"StringEquals" : {
"cloudwatch:namespace" : [
"AWS/IoTManagedIntegrations"”,
"AWS/Usage"

BB AEEFEAF, ANACESCIRE, FEINRBESHAXAGHNNIIR. BXEZER , S
59 <IAM A $ER) HPRIBRSS XA BNR.
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AREEEKURRSHXAR

BREEFHCUNERSKIEKACR, HEQBREHERE ( HlINEPutRuntimeLogConfiguration,
= APl A CreateEventLogConfiguration AWS B4 A, =
RegisterCustomEndpoint AP AWS | & ) B , TEER SN BEERSHERAR, AWS
CLIBxPutRuntimeLogConfiguration, CreateEventLogConfiguration=mME Z{E
BRegisterCustomEndpoint , %

¥ PutRuntimelLogConfigurationCreateEventLogConfiguration, ZXRegisterCustomEndpoint.

MBERBRZBSAKAR  AEEERME , AU UFEAHRREERKFPTFEFUREAG, H&
BIREHER ( HlIiHAPutRuntimeLogConfigurationCreateEventLogConfiguration, =
RegisterCustomEndpoint APl &5 ) BY , REERSBRAECERSHEXAR, BE , Bl
BE AT ARBER AWS E 7 X3F AWS Support Center Console, Hx AWS XEFiTRINEZES
BSH L AWS Support it%le

BETLAER IAM 24| &383 | oT Managedintegrations -5 & & & F 5l 2

REAXAER, £ AWS CLI 5 AWS APl /| FRARSEHABRS XA

2, iotmanagedintegrations.amazonaws.comBXEZER , BSH IAM AFER PH A2
[RSHEXAE. WRERBRTIHESHEXAS , AUFARENTIERRURAE,

REREERNRSHEXAS

REERT A IFE%E AWSServiceRoleForloTManagedE RIRSHX AR, BIERSKBKARE
ERTEERACNEN , ENTREESHSAHSIAzAR. BERAUER AM REABHER, X
BZEE , BZH (AM AFER) PRRERSXEKAE,

BEREESERNRSHEXAG

NMRTBEECAENFTERSKREKACHIIEIRS , RNBWERHBRZAC. XHEMKBREED
BERNEFHREASKE, B, #AEBRBSHAXAGHNTER , RETEFIMERE.

(® Note

MREZEMBRA RS REEREEERZAR , WRHBRATESAN, MRREXHER ,
FEF/LOHRER,

£/ IAM FE MRS KRB e
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5/ IAM #2=#|& AWS CLI, 3 AWS API il Bk AWSServiceRoleForloTManagedsE R RS Hx &,
BXEZER , H2H (AM AFER) PWRIBRRSEXAE,

REERBRSHEXABXFNXE

AWS loT RZEEREERXFERMBSNAMEXBFERARSHEXAR, BXESER , B5H
AWS X35 i K o

FA AWS Secrets Manager T C2C TEREN BRI

AWS Secrets Manager 2 — M ZHAFE# RS , TATRIPHBEEEE. API ZHMEMIZEER,
KRG, B LUFERBEIE RN I Secrets Manager #1T APl A, XEBTREIAEREEHN
KRBT SMERE , RARBPEERHA. BXEA , E25 (AWS Secrets Manager FAF 1§
F) https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html,

Secrets Manager 2 AWS Key Management Service AN HlZ#TINE, EXEZER , F5H
Secret encryption and decryption in AWS Key Management Service,

I FEE AWS loT Device Management 5f 555 , AWS Secrets Manager X b & ] LU R 7 £
Secrets Manager 7 , HEBREFFEAZEHA D,

RESRNFAFERNE

Open Authorization (OAuth) RZFTFRITRNNF AR E , AFTAFPEFTHEZBHER TR T
MARFHRAEERHMGNE ENEENNR, XREF=FANARFRXAFTRAFPEENZESR ,
NHAEZERUT —HELLNERF R,

P OAuth , FF i ID MEFF iR BARERT S ImAN AR FER RS X E BRI & BRI

Fik,

KEEMK , AT OAuth 5 AWS loT Device Management £ C2C TEFRENZFFA#1TEE. BEFE
ERMEFR D NEFRZRTEHITERE. REENEFATEH AWS KPR F#EF IR ID IEF
%, REERQERRMNERKFAPNEFL ID EFIE,

a1 gl 22 Z 4

EQERP , BRB ( AWS Secrets Manager AAF$ER) #6|% AWS Secrets Manager 4RV
B 1TIRE,

EMTEREFEENZANRENE AWS KMS 47 , WEHRTIEEER , TeEiBHAE, BXE
ZER , B35 W ( AWS Secrets Manager FAFF15R) B AWS KMS B4R
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BEVLIERT —T M IAM KR,
R FIEEERB T EINR AWS loT Device Management LA 32 %3 4A

BERTREEMM Secrets Manager e RZAE , B1ECE R ER AN FIRRMBEHIMALLTR
PR

JSON

"Version":"2012-10-17",
"Statement" : [ {

"Effect" : "Allow",
"Principal" : {

"Sexvice" : "iotmanagedintegrations.amazonaws.com"
}I
"Action" : [ "secretsmanager:GetSecretValue" ],
"Resource" : "*" ,

"Condition": {
"StringEquals": {
"aws:SourceArn": "arn:aws:iotmanagedintegrations:AWS Region:account-
id:account-association:account-association-id"

31

U T ERRMNEENE T EE AWS KMS ZHBYREEH,

JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms :DescribeKey"

1,
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"Principal": {
"Service": [
"iotmanagedintegrations.amazonaws.com"
]
},

"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/*"

1

RESEANSH LRI

ETBREERTRESHAITNNER , BZHAWS RS “BaR It XX 2EE"" , RFEFEERN
BHEMITR. AWS RS AX—KREE , BSHAWS ST HAWS,

BRI LAERATEHE=SFitikE AWS Artifacte BXREZEER |, BSRPM “THIRE” £/ “AWS
Artifact,

BEMER AWS RS R EARERR T ENBENERBME, RATNEN B R UK E R ERENE
M. AXREHEFEANNEARENESEE AWS RS , FSHAWS 22,

EAEED VPC KinT REVEEEX

EAILUBE B 0 Amazon VPC 4L is T RIESEH Amazon VPC Hl AWS loT REERKZBIEIFE
R, EORSH-MERIEMHRZIE AWS PrivateLink |, iz AR EEEESFERFLE IP it FAZR 15 9 AR
%5 AW PrivateLink S &# VPC MY BENIETEEK 2 BNAMEMERERFI LI BHMNE, EXF
EHBEMMK, NAT i®RE = VPN EE,

BT EFEH AWS PrivateLink , B2 ER., B% AWS PrivateLink 1 VPC KT R EZER | i
Z ¥ AWS PrivateLink 387 AWS PrivateLink P §Y3&E 3531517 AWS RS .

F

« AWS loT £EE R VPC KiFT S EEEM
« 7 AWS loT REERHBIEED VPCARKT R
o MiREH VPC KimT =

- EHIEE VPC KT KA RS
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- E

- R

AWS loT E£EERK VPC KixT R EFEEIM

R AWS loT B ERIRBREDO VPC KRigT a2 8l &EEAWS PrivateLink 18R AY O Kim T 2

J& HE R PR o

AWS loT HEESERZFBEEED VPC &KinTi KMER VPC BRAEFA AP B,
XL IRT R

AWS loT HEERFUTIRSEON VPC KT R -

- ¥2%|EHE API : com.amazonaws.region.iotmanagedintegrations.api

FREFNLIRT R
LT AWS loT EEEA A IR T RN VPC LipT R

« MQTTI®R : MQTT BEZEBEEHXBELHAFLKESR K MARHBELIKAFKHES AWS VPCs
Rtk 5 E AWS PrivateLink £/ .

« OAuth Bl S : W EZE=HAFETHE AWS EMIRBERNIZIT , XK T AWS PrivateLink X
OAuth RFEEHIFAL,

A A4

AWS loT FEEERK VPC KigT S A fELAT AWS XiEA :

- MEKX ( FEB ) - ca-central-1

BOM ( BRZ ) - eu-west-1

BEE AWS loT EESERN ATRAERMYT X, FXFEBXE,

Xk 32 5
AWS loT FEEEMK VPC L i 11 QEIR X5 IPv4 T IPv6 B, B AERLT IP iR E 62 VPC
KT R -
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations

B3R AWS loT Device Management FF & ARIEE
« IPv4: i KR MO 2B IPv4 ik

« IPV6 : NI A MKEODE IPv6 bt ( IPVBIXEETW )

« Dualstack : NimRME#E O D E IPv4 F IPv6 it

7 AWS loT RESEKBEEA VPC LirT R

8T LA B Amazon VPC ##l &3 AWS CLI (AWS CLI) 35 AWS loT JEEE£R RS 6122 VPC K3
=

/AN O

7 AWS loT HEE/MAIEED VPC KT R ( #HE )

1. B 5 VPC 4l & EITFF L 5% VPC #2515,

2. ESMBERT | ERIRKR.

3. i&F SIERR.

4. X FARSRA , EHE AWS IRS5.

5. ElRFEMH , EESEN AWS # XX N RS EM, i .

* com.amazonaws.ca-central-1.iotmanagedintegrations.api

* com.amazonaws.eu-west-1.iotmanagedintegrations.api
6. T VPC , HFEEMF TR AWS loT FEEEKE VPC,

7. W TFHMIZE , RINERTEF “SH DNS B, BRINBNUERBIEIZRE, XERTUBERIT AWS
loT FEEER LN H RS L imT 28 E KRB RIER Amazon VPC LimT =,

8. WTFFW , EREEHPUBEAMNEEON TN, BANSNINTRAXKEERE—NFH,

9. XIF IP address type ( IP #hut3EH ) | AT NSA R A 1TIEER -
« IPv4: Rim RAMEEO S E IPv4 thik
« IPv6 : RimRMEEOSE IPv6 it ( XNHFTEEEN FMITR IPv6-only B F H#F )
« Dualstack : NimRMEE O D E IPv4 F IPv6 Hr3it

1034 F Security groups ( Z£4 ) , EBREEERANZZEOXRGENEZEE, REAMN KM A IFLiK
TRMFEOSEN VPC FERSEFENRRZBHITES.

M TR  EREZLHRANBUAAFFEZERABLZEORRINMERFRFTAERE. EREH
|, EEER BENL HIEERE,

12.( @ik ) EERMIFE | HikE Add new tag ( FINFHFE ) , AR AZREHWENE,

133 B2 iR o
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https://console.aws.amazon.com/vpc/
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NYBRNIEEER (AWS CLI) fIZE#E N0 VPC KT R

{# Fcreate-vpc-endpoint@i 5 H1EE VPC ID, VPC KinT S3KE (0O ). BRSEH., FEALED
RHFRURELET IMEZEOXKNLZE4,

aws ec2 create-vpc-endpoint \
--vpc-id vpc-12345678 \
--route-table-ids rtb-12345678 \
--service-name com.amazonaws.ca-central-1.iotmanagedintegrations.api \
--vpc-endpoint-type Interface \
--subnet-ids subnet-12345678 subnet-87654321 \
--security-group-ids sg-12345678

MR B VPC Kk =

Bl VPC KT RJG , BALUER M VPC F Y EC2 3KHIX AWS loT HFEEE/MAK H AP A KN
T,

FRFMHF

- 1 VPC AFAE FMHHY EC2 =4I
« AWS loT EEERRENHER IAM X R
o RFHTTPS RE (w0 443 ) EIX VPC KinT R ZEAHN

A EHE

1. EREFWABEETEH Amazon EC2 3244,
2. WIrfAH DNS ZF#iH9 DNS 4T

dig api.iotmanagedintegrations.region.api.aws

3. Mk HTTPS #E#s -

curl -v https://api.iotmanagedintegrations.region.api.aws

4. AR AWS loT FEEERK API :

aws iot-managed-integrations list-destinations \
--region region \
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpc-endpoint.html
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--endpoint-url https://api.iotmanagedintegrations.region.api.aws

regionEM N L AWS FREM#X ( flf0 , ca-central-1),
BEHEE VPC KT RiF R RS

VPC KT AR EEECESIBHIED VPC KixT aatMiin2EQ VPC KixT am IAM BRE
B, MREQIER AT ARMMERE | AT RN EMMERIAREEL A TR RS HITEEHE, wRRER
LABEHER IAM APRBERSEENER, XE—NEENEKRE , ATERFMNESPRIEERS
HATHER,

mRARMYBITRA JSON BRXEE., BXRESZER , 5 Amazon VPC AFEEHRIER VPC 4
Ui 17 R AR XS AR S5 RY 15 1R

A~ - AWS loT BEERIRERN VPC KLipTh SR B

LT 2 AWS loT HEESE RN IR RRBRA, LREE R FEE VPC Kin T QUEEE| AWS loT EEEK
MAFEE B , BELHRFIEE,

{
"Statement": [
{

"Effect": "Allow",

"Principal": "*",

"Action": [
"iotmanagedintegrations:ListDestinations",
"iotmanagedintegrations:GetDestination",
"iotmanagedintegrations:CreateDestination",
"iotmanagedintegrations:UpdateDestination",
"iotmanagedintegrations:DeleteDestination"

1,

"Resource": "*"

1,
{

"Effect": "Deny",

"Principal": "*",

"Action": [
"iotmanagedintegrations:ListCredentiallockers",
"iotmanagedintegrations:GetCredentiallLocker",
"iotmanagedintegrations:CreateCredentiallLocker",
"iotmanagedintegrations:UpdateCredentiallocker",
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"iotmanagedintegrations:DeleteCredentiallocker"

1,

"Resource": "*"

R RENFREE IAM BEH VPC LinT SR

LT VPCARTREBNAFEEEFERERIETE IAM AEH IAM £ AR AWS loT BEE
M. FTIEEM IAM ZIEAEBIEL TR,

{
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",

"Condition": {
"StringEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:role/
IoTManagedIntegrationsVPCRole"
}
}

EM

BIEZMERATAE AWS loT TEERMED VPC KRinT B ERINERENR, BXEZER | 5
B AWS PrivateLink BT

R 75l

+ iZ CreateAccountAssociationAPIE £ OAuth EE = A =RF—Eiz1T , XEEFREFHF AmazonM
&, XX FEH AWS PrivateLink £ VPC A HIRENEFRIKIEFEEE , B AWS PrivateLink
T2 end-to-endiZ &tk API B,

AWS loT EEE KM VPC KinT REFRFAAH. AWS GovCloud (US) Regions
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BX VPC LinT R —MRR# , 28 Amazon VPC AFERMHTHNE DL iET KB MRS,

ZEFEE| AWS loT Device Management FIPS i R VI EE R

AWS loT 124t 7 X138 3PS BALEFRE (FIPS) 140 -2 RIS P EHIBE R . &FE FIPS fRENRK S5 E
AWS i iﬁ‘ﬁ FE. BUKE FIPS WAXSREEMRITT AWS loT Device Management X E , &4
FTRBRASHRE FIPS WEFIm—EBEM. % AWS loT EHARFE FIPS #rE,

LUTEBNENMAER REST APl, BHF X TESHIFFFE FIPS FrAER AWS loT KixT Ko
AWS CLI

122 31 TE AR e <

ST RIEERERIREN FIPS ZAEH THIR S RHEMEX AWS CLI s S HEZRS X 58 FIPS i
RH, £ FIPS BIRS X2 AT S5 , FEJAWS loT Device Management £ E &S , REE
?iz FHAWTR. AWS X1

EEVHREEERRENFERARTS FIPS RENLKIRE B EAES SRS AWS SDK = REST
APl, AWS X5

EAEZTHEEER CLI S MEASTS FIPS HART A , BEGSPRINHEHNALRT S/--
endpointZ#, AWS X1
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BEEESEK

BRREFREEERMENEM AWS @RS ROVTEME, TRAEMERNERZAKIS T, AWS 2HE
UTE#ZETE ATHEARESER  AHIRENRTRE , AEE N B3 REUEHE

« AWS CloudTrail¥iZk R K P HAA RS AWS K HTH AP BRMEXEY , FFEZEH
5B BIEERN Amazon S3 FMEMH. BT SURBIHRL B~ FMbk P12 $T 7 Bi3E AWS, & HFEW AR
IP b3t AR AL L £ EtE, BXEZEELR |, 52 AWS CloudTrail A8,

FERIEEIEEER APl A AWS CloudTrail

RESEMRESAWS CloudTrail —BRSS &K , ZRFSRERAF. BEIAGAHNITEREN AWS RS2
%o CloudTrail FIEEERWFTAE AP BRABRNEH. BRVAASEREEEEXREHEHAR
R EEER AP BENNRBER, £RAKENER CloudTrail , A LBEGEEERK HIVE
R, RHEERDP IP sk, & HFRAESE AR EMAFHAEER

BONEHRATSREBEEERERBFRVARAGE. SOEEREHTEBREUTRE

- BRECARAFPZSIERAFRZIIAEN.

- BHEREBNREK IAM Identity Center BF &% Ho

- BREFAACERKEAFNBNZEEIEREN,
- EREEHHEM AWS RFKH.

CloudTrail FEZRIZ2MKF AWS K BEZRIK S P4 TENRES , HEEB3 A LLER CloudTrail
SEAFIER, CloudTrail E4AFIEREMRTHE 90 RARRKNEBEHNTEE, AER, A
THEFTEMNIER, AWS REEXEZER , 5 H (AWS CloudTrail AFER) +H “FEH
CloudTrail E#HA Ei2%". BFEFENFHLIEFKT CloudTrail RBERFE A,

EREZICFK AWS K 3£ 900 RAMEH | BRIBRERS CloudTrailLake BEHEIEFEM,

CloudTrail &

BRER /LY CloudTrail ¥ B&E X4 & % E| Amazon S3 FiE#E, E£ACIENABRIER AWS EE2F
A HERZXEN, SBUBEYER AWS CLIGIZEXERN S XHRER, BiIE2S XERE ,
NIET LIRS AWS X8 HFTETES) ., MREZEXERE , MW AgERREN AWS X
HHIERNES, BXRRIENEZER , B5H (AWS CloudTrail B EE) FHNEH AWS JK
eI BRERM 7 AL I IR ER.
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BYGIRRE , SRR S EERTHNEERSHMN — N EISMEIEREM Amazon S3 1F4E |
BR , 2UE Amazon S3 F#%E A, CloudTrail 5% CloudTrail EMNEZEL |, FSEAWS
CloudTrail Eft. B3 Amazon S3 EMWEER , 55 Amazon S3 EM,

CloudTrail I HEHBIEEME
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* CreateCloudConnector

* UpdateCloudConnector

* GetCloudConnector

* DeleteCloudConnector

* ListCloudConnectors

* CreateConnectorDestination
* UpdateConnectorDestination
* GetConnectorDestination

* DeleteConnectorDestination
* ListConnectorDestinations
* CreateAccountAssociation

* UpdateAccountAssociation
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/EXAMPLE",
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKYSBQSCGRIC",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAZOZQFKYSFZVB2J2GN",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"attributes": {
"creationDate": "2025-06-05T18:26:16Z",
"mfaAuthenticated": "false"
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}
}
1,
"eventTime": "2025-06-05T18:30:407",
"eventSource": "iotmanagedintegrations.amazonaws.com",
"eventName": "CreateCloudConnector",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "PostmanRuntime/7.44.0",
"requestParameters": {
"EndpointType": "LAMBDA",
"Description": "Manual testing for C2C CT Validation",
"ClientToken": "abc7460",
"EndpointConfig": {
"lambda": {
"arn": "arn:aws:lambda:us-
east-1:111122223333:function:LightweightMockConnector7460"
}
1,
"Name": "EdenManualTestCloudConnector"
1,
"responseElements": {
"X-Frame-Options": "DENY",
"Access-Control-Expose-Headers": "Content-Length,Content-Type, X-Amzn-
Errortype, X-Amzn-Requestid",
"Strict-Transport-Security": "max-age:47304000; includeSubDomains",
"Cache-Control": "no-store, no-cache",
"X-Content-Type-Options": "nosniff",
"Content-Security-Policy": "upgrade-insecure-requests; default-src 'none';
object-src 'none'; frame-ancestors 'none'; base-uri 'none'",
"Pragma": '"no-cache",
"Id": "f7e633e719404c4a933596b4d0cc276e",
"Arn": "arn:aws:iotmanagedintegrations:us-east-1:111122223333:cloud-connector/
EXAMPLE4Q4c4a933596b4d0cc276e"
1,
"requestID": "c@071fd1l-b8ed-400a-bccO-EXAMPLESe4",
"eventID": "95b318ea-2f63-4183-9c22-EXAMPLE3e",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EZAMPLE",
"arn": "arn:aws:sts::444455556666:assumed-role/Admin/EXAMPLE",
"accountId": "444455556666",
"accessKeyId": "EXAMPLERJ26PYMH",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLE",
"arn": "arn:aws:iam: :444455556666:r0le/Admin",
"accountId": "444455556666",
"userName": "Admin"
},
"attributes": {
"creationDate": "2025-06-10T23:37:31Z",
"mfaAuthenticated": "false"

},
"eventTime": "2025-06-10T23:38:07Z",
"eventSource": "iotmanagedintegrations.amazonaws.com",
"eventName": "ListDiscoveredDevices",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "EXAMPLE-runtime/2.4.0",
"requestParameters": {
"Identifier": "EXAMPLE4f268483a17d8060f014"
b
"responseElements": null,
"requestID": "27aelf6l-e2e6-43e4-bfl7-EXAMPLEa568",
"eventID": "34734e81-76a8-49a4-9641-EXAMPLE28ed",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "444455556666",
"eventCategory": "Management"
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