adws

FA P45
Amazon Inspector

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



Amazon Inspector AriEE

Amazon Inspector: {5

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon FIEFRFE L AR A BB FEMIE Amazon WERBRS , AR BLEAATRESIEEZFE
&, BRKIKS Amazon WA REH., PIEIE Amazon HEMEMBEIRO AR BFIEENMT | XL
FrE& T BEME T Amazon., 5 Amazon BxBk=iH Amazon #Bh , th AIEER 2 aNkk,




Amazon Inspector AriEE

Table of Contents

R I N4 P=.de o B g T=Y o Y=Yo1 o) i OO 1
S RO 1
THIE] AMAZON INSPECLON ...ttt e ettt e et e e eaeeteeee e eneate et e eenearesteseenneneerees 3

A= L < RO 4
) O N Y=o T 101 oL el 1o A R 4
ATTERIR © BUE AMAZON INSPECION ...ttt seste e e e eae e 5

B B F oo h bttt a ettt 10
Amazon Inspector AR BIBEIR .. o 10
O g RO 11

= 07 = RO 12
AMAazon EC2 SR8 ..ottt 13
B Al b E OO 13
e A E TP 17
= by i o 19
M Amazon Inspector TR BEBRIEB .....oooivi et 19
I B E R ettt 20
LINUX SR B R B R BT .ot 20
FAHE WINAOWS EC2 SEB ..ottt ettt ene e 24
AmMazon ECR BRI . o ettt 26
AmMazon ECR 3B I Ia 0 T J0 oo 27
BN e e == SRR 28
R R E R G R I R A s 29
ELiE Amazon ECR EFTIAHIFEERTIAD ..ot 30
R Taal oY R O SR 32
Y oo T T O E = i R 33
g Do N o T T OO 33
Amazon Inspector Lambda FRIEFIIE ..o e 34
Amazon Inspector Lambda fREBFTHE ... 35
B R A I B ettt n e 36
Lz B RO 37

IS 33 e e 39

Amazon Inspector CIS FA#H Amazon EC2 SRBIZESR ..o 40
£, Amazon EC2 k4l Liz1T CIS 3% Amazon Virtual Private Cloud i RER ............ 40
el OF ISR = R 41




Amazon Inspector AriEE

FEFAEE Amazon Inspector CIS FIEHEZET AWS Organizations .........ccoveeeeeeeeveeeeenennnnn.s 41
Amazon Inspector #158 i F Amazon Inspector CIS $3##) Amazon S3 TFEM ....cocooovevveveevene 43
BUER CIS BT ...ttt ettt e et ananas 44
BB CIS AT R e 45
BRIE CIS BT ..ottt n e 46
A ST k- L R 47
Amazon INSPECIOr COAE SECUIMLY ....uuuueiiiiieie e e e e e e e e e e e e e e e e e e e e e e e e eeeeesessannans 48
) RO 48
O 070 e [ R 1= o U111 AT 48
BIBREFEBENZIAITIIE AWS KMS ..ottt 48

L 2= AT 51
T GHHUD BB EE R ..o e ee e e 51

H GitLab Self Managed BIZBEER ........ooveeeeceeeeeeeeeee ettt ans 53

BT B B TR oottt ettt et e et et e ere e 54
kR A = - =R 55
FBIBREE R ...ovevcveeeeeeeteee ettt ettt 56
B B B ..ottt ettt ettt n e 56
ok TP 58
T R 59
FBIBRITFEELEE ...ttt 60
R == = . OTR 60
B2 3 R 61
LSz I OTeTe LY T=Yo U111 AR 62
THERTAZE R I oottt ettt ettt ettt en e, 63
BB I 2 R ettt n s 64
o = RPN 64
CRE D=1 OO 64
T v, RO 65

B B BRI oottt ettt ean s 66
R i PR 67
BEFE AMAzon INSPECIOT T E ..ot 70
N Y=V 4o W g T=Y Y=Y (o gl i - R 70
i IH i RO 71

N AT & D= RO 72
) o b = i PP 72

ER D= = RO 73




Amazon Inspector AriEE

T B = PP 72
=T PO 76
B v - RO 76
£ Amazon Inspector ] A A B B IR .o 76
HIBIAZERIN ..ottt ettt ettt n et e s 77
Yz 11K PR 77
BEBRIBITTIZERIL .ottt ettt n e 78

E =R 78
FBUBRADBIIIIU ...ttt 79

e el b = RO 79
e B a1 O Y SRR 80

e T K R =X - - RO 82

ST 3 BB AWS KMS KBY -ooeoooeeeeeeeeeeeeee oo e e ee e 84

BB 4 BB S T R IR s 87

2 3= OO 90
FERABEFERTIELE R EVENIBIIAGE ..o iveeeeeeeeeeeee et e e e aeen e 90
BRI ZRHE ottt ettt et ere e 91

BIZ EventBridge F N LUEZIE Amazon Inspector BITIELER ..o 93
EventBridge & T Amazon Inspector ZMFIRE ..o, 97
2 T RO 08
E R T OO 98
TR R B I AR A . oottt ettt e et et ne e neens 99
2y =y I <) = 102
2 = I =) =R 102
IOV = L = = O 102
CVE TE S B oot 103
DK RO 103

B ettt 103

B SBOM .o 104
N g = o] T 1< 01T (o ] PP 104
OB M o T TR .o 109
FLE RN S HE SBOM ..o e e e e e 110
Va1 T [o TR < 2 OO 112
FF Amazon Inspector #9 Amazon EventBridge EZARZEH ..o 112
Amazon Inspector B R IVBHZRFTIRA ....ooeoeeeeeeeeeee et 113
Amazon Inspector FHEIFHTEREBH MR ...oooooeeeee e, 125




Amazon Inspector AriEE

Amazon Inspector BEIFREHZRMITRB] ..ot 128
Amazon Inspector BEIEFZRFITRBI ....oooeoeoeeeeee et 129
SO FBH A oo et e et e e e e 130
FEAT Linux B9 Amazon Inspector SSM FHAE ..o, 130
EE Amazon INSPector SSM FHAE ... e, 130
EHA T Windows B Amazon Inspector SSM $BHF .....c.oovviviieeeee e 130
EE Amazon INSPector SSM FHAE ... e, 131
Amazon INSPEctor SBOM AEFLES .....vo ittt ettt e e te e enes 132
R R T R et 132
B Oy ok RPN 132
g oYo) 11T =Y o TR 132
L3z I o oY 7o 110 IR 134
NABEBRBRERR SBOM H i G R e, 134
ME RINTZERYEE L SBOM ...ttt e et e et e et e e e et e e e e e e e e e e e reieee e 135

M Go T Rust BARIFZHEEISTH AR SBOM ..., 136
MIEEEEBEAL SBOM ..ottt 136
£ SBOM %3%E44 Amazon Inspector BEATIRIEIRB] ..oooveveeeeeeeeeee e, 137
] A T B A Tl T BE .o 139

B AR R AR R DRI LB R A e, 139

B P B B R BT oottt ettt ettt ettt 140
5/ Sbomgen BFAEEMRBITEBIRUL ..ot 140
R B B T B AL (TR ) oo 140
FERARER G ERITEDIIE oot 141
FERAERER T ERITEDIIE oo 141
KB Sbomgen BB PIZE IR oo 141
FEBTARZ <. oottt n sttt eneee 144
B R B R oo, 155
B R E R G I e 155
BT APK B R E R G R D oottt 156
T DPKG R E R A B D oot 157
T RPM B R E R G R R oottt 159
VINAOWS BB VE B G RN e . oottt e e e e e 160
ChaiNQUard B R R B R B oottt ettt e et et e e te et e ete e eneeee e 161
DIStrOlESS B R R B R B o oottt 162
MM O S B B R B oottt ettt ettt e e e et e et e e e et e et e e e, 163

R B T R EE B oottt e aaas 164

Vi



Amazon Inspector ArE
TR d T S - PR 164
Java R R ettt 167
JavaSCript BRI I T ..ottt 171
INET RIS R et 177
PHP R o8 BRI ettt 182
PYthON R0 R .ot 185
T AR S = R 190
RIS RS2 - 193
B AL RPN 196

B A R B R B oot 197
B = R N2 ORI 197
T ZiD S TR EE A oot e oot 200
Y ol (=Y N 2 = R 201
o TSP e N 2 = R 204
UM B S R B E B oottt 206
o P  TOY =Y o R N % -~ R 208
eTeoTe LN N 2 0= R 209
JAVA E B R R B et 211
LY TR SN -~ = 213
MariaDBRIMYSQLAZS TRBEEE D oo oo oo oo eeeeeeeeeee e eee e 214
Microsoft applications S R GTEE D . oottt ettt 216
o R N3 == RN 220
NOGE.JS JB T E R B .ottt et ettt e ree e 221
(O] o T=Y IS ] e N 2 5= RS 223
(O] oY=y I I o N = R 224
Oracle BB RS BR R B oottt ettt et e e e e 225
PH P S R R B oo, 226
VAo e Y R N -~ R 227
SO TS T A daA T oo e e 230
Sz IS oo aate o AT B RO 230
L4 o R8-S5 PRSI 233
== o 11 == NPT 233
I B R T 2 oot et e e e e e e e e e aar e 234
= T €= T =T U o PSPPI 241
PUR L 5 oottt e ettt et e e e e e et 241
B R B P .o e e e e e et e et e s 243

Vii



Amazon Inspector AriEE
B e e et 243
= 1 - PP 243
= A= 1 o 1 o) AU P PPPPPPPPPUPPPIRS 244
Y/ 1T o PRSP 244

3 I Yol foTa Y=Y B v =2 -1 OO 244
amazon:inspector:sbom_scanner SEAZEEIZDIE ..o 245
amazon:inspector:sbom_generator BB ZERI D .o 246

Cl D R B . oo e 251

FBEFEEEL «ovovoveeeeeeeeeee ettt ettt 251
= OV O D I3 == 252

EITE SUBE IR ovcveiiie ettt ettt 252

- R N b i 01 107 B I~ R 253
TE T TR AWV S T o et 253
Bl B B R T R A B R B P T oottt 253
FLE IAM A ELIHEIT CICD BEBX ..oovoeeeeeeeieee ettt 255

Amazon INSpPector DOCKENIIE FEET ...........ccoieeeeeee e ete ettt eee e e 256
fEF Sbomgen DOCKEIIE BEET ..., 256
B D LoToy =Y a1 R 258

BIZZETESL CI/CD BEBL ovoveveveeeieieieieeee ettt 263
Ee R R o <oy T A\ A O 263
B2 THE Sbomgen THEBISTHE ..o 264
e I - )= ST oo Ty Yo =) NP 264
S 4 A Amazon INSPector SCaAN APl ........c..co.o oo 264
(A& ) E 55, FRBNBEEBRTITHE SBOM ..o 264
AP B I8 T e, 265

L0 RIS < RO 272
BT D IRE =D AWS T oo 273
LI, 2 T Amazon Inspector Jenkins A ........coov e, 273
(Al ) 58 3 5, N docker FEAETRIIE] JENKINS «..oeveeeeeeeeeee e 273
(AIIE ) BE 4 250 I AWS FZIE oot 273
BB, 5, 1 Jenkins BIZKAIRIT CSS I ..o 274
SR 6. I Amazon Inspector Scan RMEREIFIEE oo 274
75, EEE Amazon Inspector TIHFRET . o.ocoe e 279
B T e B ... e 279

T AM Y J A oo e e 281

GItHUD BB oot 283

viii



Amazon Inspector AriEE

GILAD B e e 283
FEF CodeCatalySt ZRAE ....o.ooeeeeeeeeeeee ettt 284
5 Amazon Inspector FAHIRIE ..o 284

T U B B TR oottt et 285
TETUIK P BB TR TR oottt 286
T Amazon EC2 SEBIBITBEE TR oot 286
AMazon EC2 SEBIBTIRZS B ..ot 287

T AmMazon ECR TR B BT oot 288
AmMazon ECR TR EE IR R AN E . oottt 289

T Amazon ECR BEFHRIRIITEEE TR e, 289
Amazon ECR B BRI R A R TS B oot 290

T AWS Lambda BB IR ..ottt 291
Lambda BB F T R S B oo 291
=N RSO 293
TREREEBRAIK R R ettt 293
B B R B R B e 293
eI = X (R 294

B B T T e e et 295

g = OO 296
TE B BTl oo e e 296

b = B = o T R 297

g =5 RO 297

R AT BE Amazon INSPector FAH .......oooieeeee e 299
Q=)o Sl TR 302
BBBRZEMBITE DL oottt b bbbttt 303

0 R N R e e e e e 305
R L B B 1T e e 305

B I R e e e 305

9 Amazon Inspector BIRIRIIFRES ..ottt 306

BRI BRERZE <ottt ettt 307
M Amazon Inspector B IRA I BRERES ...t 307
B B oo 309
Tz RN - ST 309

T & Amazon Inspector AT E RS ...ocoovvieeeeeee e 310
KTF AmMazon INSPector BRI .....coiioeeeeee e 311

T B e e e e 312




Amazon Inspector AriEE

B B R e e 312
BB S I R e e e 313
FEBT DR oottt ettt ettt ettt ettt ee e e 318

BADFITIIEIEEER ..ottt a ettt 318
B R ettt e e et e e e e e e e e e e e e e e e eae e 319
FERBHITHADIE ..o 319
Bz g =y 11 PR 320
Amazon Inspector ZMAE 1AM BEAE ..ot 321
BT BBHIBEBETRB oot 326
AW S B B TR B .o 330
e =< == RO 342
LT 3OO 350

e ANy F=Vdo T [ o =Yox (o) C OO 351
ClIOUATTAI BT ..o e e ee e e 351

BHEIETE ..oceoeeeeeeee ettt ettt 355

B B 0 ..o e e e 355

B R G R T Bt o e 355

EEAFMEIRL .oocvvee ettt skttt a et 355

F AT S T o V7= 1 (= N | EEEEPRRR 356
TE B BTl oo e e 356
B B B T T .ot e e e e e e e e e e e a s 356

B T e e e e e e e e e e e e e e 358

$F Amazon Inspector 5 AWS Organizations .............ccceceeeeiueeeeeeeee e et eee e e, 358

Amazon Inspector 5 Amazon ECR BEB ......cooviuioeeeeeeeee e, 358

Amazon Inspector 5 Security HUD CSPM BEBX .....c.ooviiveieeeeeeee e, 358

FN Y=o Y =L O = RO 359
D O =3 o AR 359
FERASZIKFIRIEIIEERR oo 359

Security HUD CSPM BEK .....ooeiieee ettt e e eaeeae e saneneaneas 359
EFEFT D Inspector BAELZ R AWS Security HUD CSPM .......ovovviveeeeeececeee 360
BEMBLE Amazon Inspector 5 Security Hub CSPM BIEERR ..o 364
FEFRHELAKBEM Security Hub CSPM BU5E AmMazon INSPECLON ..........c.ooveveveeeeeeeee e 364
BRARBERITEERIUTT oot 364
£ Security Hub CSPM HZ&EF L I % Inspector IR EIREIHE ....ooveeeeeeeeee e 364

I R E R G A R B B B et 365

= kL (S RN 366




Amazon Inspector AriEE

TERIRERE  AMazon EC2 333 ..o, 366
XEFENEERS - A Amazon Inspector 1T Amazon ECR A ..o, 369
i*‘]‘ﬂ’]? 1"5%7“\2» : CIS EHE ..................................................................................................... 372
TIEMIRERS : AMazon INSPECtor SCAN AP ... 373

B R B R E R S oottt 375

I R B R B B oottt ettt ettt 379
TEMRIEIES  Amazon EC2 To R IBIaH oo 379
TEMRIEIES  AMazon EC2 TR E . oo 380
TEMRIEIES  AMazon ECR Fa3H .o, 380

I B T T B T BT ettt et 381
TIEMIZ T RS : Amazon Inspector Lambda BRI ..o, 381
TIEMIZ T RS - Amazon Inspector Lambda BB ..o, 383

FZFE AMAZON INSPEOIOT ...ttt ee e ettt ee e e 385
FERHALBEREIEN AMAZON INSPECIOT ......oovieeeeee et 386
FZFE AMAZON INSPEOIOT ... ettt et e e 386
D L ..ottt e e e e e — et e e — e e e e — e e e e ——e e e e —e e e e e e e e e aa——a 388
D G L .t ee ettt e e e et e e et e ettt e et e e e e — e e et e e e ee e e e e e e ee——eeae e e e e e e ae e e a e 389
Amazon INSPECtOr BYARSTIMAR .. veoveiee et e ettt te et e et eete e e ete e eteeteeneeneeeeeeeaeens 389
Amazon INSpector SCan API YR AL ....oveieiieeee ettt te et e et e e eaeeeae e eae e 389
B T DI I A T I oottt e, 396
A TT TR T oottt ettt ettt ettt et e, 401
J N T Lo AW g TY Y=Y (ol gt N | R 401
AmMAazon INSPECIOr T EIETT ...ttt et 421

B g B et e e e e e e e e e e e e e aaiaaaas 421
BIEHIERE Package FRE (BT 10 D ) oo, 422
AN S TR EB BR oottt ettt e e e e e e e e e e a e e r e aaaas 423
...................................................................................................................................................... cdxxiv

Xi



Amazon Inspector AriEE

ft 4 & Amazon Inspector ?

Amazon Inspector 2 —TUREEERS , TEI AN TEABHBFENEHH#ATHE , UERRKGRE
MEHNWMEZRE. Amazon Inspector A KIH T Amazon EC2 54, Amazon ECR R & 23R
BEAK Lambda Ei%. = Amazon Inspector M FRHREARNEANEREN , E2IB-—NMIEXR
N, FHANBRIBAE. EAILEER Amazon Inspector ##HIA 5 API EEREXR I,

@ Note

RRXXHERET , Amazon Inspector AIgE2 1A R ML EMEXBEL RN FHE AWS XiF i1
(BEEHBENHEME ) , UBEREE,

ES ]

« Amazon Inspector BY43E

« i}[A Amazon Inspector

Amazon Inspector BV 4F1E

EHEEZ/ Amazon Inspector Jik F

MEIEH AWS SREEZ Nk |, W ATLAEA Organizations BN — Mk P EHEEEH AWS IR,
SFERAZER , BAULLNE —IKF8E N Amazon Inspector WEFEEE R K.

RESH—TENA R EMNALBOE Amazon Inspector, AN | & ] LAERFRA K A AL LR B35
N1 BIEIRS . Amazon Inspector ZEREEAKFAIUEBRHALK AN RAERNBBPBNELRE,

XIEEEMERAKFACELERFAFGE., BEREANKAKSHNEE  UREF AWS 44

REEIR,

FEPEINE | ERIFREM MK K

BT Amazon Inspector , BELEFHLZHREEITNHEE. Amazon Inspector 2 B KT HF A H#H
FEZHWEIR. Amazon Inspector 2BFIEFARBR , LN ARESSIAFIRANEE | £ EIR
WEMNEGEARNBFRITNENRAE | ERTETHE £ EC2 XHIPREFNEFT. REHT , UK
RAEERNHENLRBAMNEE (CVE) . SEENZEHBRETRE , Amazon Inspector X7 #18#
MBERY I B T HL A

4 1


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/inspector/latest/user/findings-understanding.html
https://docs.aws.amazon.com/inspector/latest/user/findings-understanding.html
https://docs.aws.amazon.com/inspector/latest/user/findings-managing.html

Amazon Inspector AriEE

U RO SHIT BRI M & B Z BT , Amazon Inspector &4 R IFE L ITHEIEE, BRERXNTES
XKEE, TEMEFRNIRBEUNLEHEFAFEE. URENAELIHT 7T EHMXNE , Amazon
Inspector £ Bz M B4 MR35 1 H < A Z A E LI,

£/ Amazon Inspector X & 1F 2 5 1N & E

%4 Amazon Inspector B HBKWEERHNENEER , eaREHETHNENKEES EFIN™E
#i¥5 . Amazon Inspector 2R EMKRANERFEIHREE (NVD ) EXTrHWRLER , HRIE
BETTEIRER TR, fl , MBRREATESNERA , EERM &G B EHM N Amazon EC2 £
BlEYFF M L BR R, WZRSFS TRE SRR ZEHIMEAEXINE Amazon Inspector 45, ZiF5 KA
CVSS %3 , 251 NVD RENERERIREFITS R% (CVSS ) 5 BN,

£/ Amazon Inspector BHIEMRIRFEESE W AONFELIN

Amazon Inspector 2 H|ERATIREBNMNAEFPAELTNEANE, S ELEHERPEFTAE
RN FAEE. HEFHEHRIEERNEPHEBEETE. REENRERINURBAERNZSHRE
REYEMLIE 2. Amazon Inspector #EHERPE T X HAMERE R T EMEFMREHERZH
BELI, BINHER , FIUAERASBBENKREZ MR AN AELN , EERERINFEHAEEN
REBWHBRRE R,

ERAEENNEERRAERN

BT EFHIEMRI , Amazon Inspector 2 HI SRR T RELZIUE, KTTESE T ENRENFIE R
BRI, AR TEMIERINFAEE, BUUEEFREIITARESANBFELRI. E5M
B SHANERARRZER S EENE R, & ] LUERFIRSECIZIEMN | £90 8RR
FTEENRELN,

R MERATFEZANMMEANERBERNRE  BIFAERAERAIBELNFERI, HRETU
£/ CSV = JSON &R EEK,

EAHMRSNREEEMLERE RN

NTZEHESEMBRSNRENER , Amazon Inspector FFiAE L R EventBridgetEN AU EH A4
W5, EventBridge R —MERFH/EMHELRS , TR BEELERBIERMAII B4R , Hl0 AWS
Lambda B S 7 5] 22 38 AR S5 (Amazon SNS) Simple Notification Service &, & EventBridge
By, BALUE PR SR AMA B EAEER , FRNELRL5EATHEREN —B5.

MRLREBE AWS Security Hub CSPM , B84 Amazon Inspector 3 ¥$ @ Sec urity Hub CSPM % 7
HWEL R, Security Hub CSPM 2 —TifRS , A2 H T HREEEN AWS IMEHANZ2RR |, HHBE
BEZLTUFENRERRREEEWIME, 1§88 Security Hub CSPM , & 7] LU B #h W5 32 F b 12
FHRI  XRNARRESBHTE Zo TN —E2. AWS

4 2


https://nvd.nist.gov/vuln
https://www.first.org/cvss/

Amazon Inspector AriEE

A8 Amazon Inspector

Amazon Inspector £ K ZERA R E A A AWS X5, HXxZH 7 A#EA Amazon Inspector Ky X15#Y 5
% , {55 ® Amazon Web Services —f85Z H ) Amazon Inspector i R M ELE, BT f#iEHx AWS
XBHEZEE , 2% Amazon Web Services —fi§ZEH N EE AWS XiF, £E8MNXE , SF A
LUBE AT 5 £ A Amazon Inspector :

AWS EEZH A

AWS EEEZFIA B—METHRBNAE , TR TOEMERE AWS &R, ERZEFIAN—
4, Amazon Inspector 2% A B # 3+ Amazon Inspector I P F &R B, &R LAUEIE Amazon
Inspector & #.1T Amazon Inspector 1£5%

AWS i 5{TITE

FHAWS i SITIE , BRI LUEREN G TITH A5 XKMIT Amazon Inspector 5. 5#E#HlA
Mt FRAGSITER. EHE. NRENERTESHHA , a5 TIECMS 2B,

AWS R THAGSITIE : AWS Command Line Interface (AWS CLI) 1 AWS Tools for
PowerShell, BXZ&ENMEANER AWS CLI , 5 (AWS i S1ITARAEAFIER) « ARZENE
A “TEB” fW{EE PowerShell , i5Z @ (AWS Tools for PowerShell FEE) o

AWS SDKs

AWS SDKs @& &R T&MERIESMES (81 Java, Go, Python, C++ H.NET ) &Y EH R 4A
R, &1 SDKs 1=t T X Amazon Inspector M EMRN AN EERZEH R AWS B, MR RIT
ZMES , SINBA R ERITESR, EEHERURBHERERE., BXZENFEANER
AWS SDKs , EZRWETE AWS,

Amazon Inspector REST API

Amazon Inspector REST API ik & 8E% LA 4mFE 5 N2 E 15 /] Amazon Inspector i F'R R, S8k
, A LLiE %@ Amazon Inspector £3% HTTPS iR, ER , 5 AWS s 51T T EMFRE SDKs ,
ﬁﬁlﬂ: AP| EZEZM B ARFLEBERRAT ﬁlJilﬂiﬁkﬂA?%E;EX%lﬁ Ko

18 Amazon Inspector 3


https://docs.aws.amazon.com/general/latest/gr/inspector2.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/powershell/v5/userguide/pstools-getting-set-up.html
https://aws.amazon.com/tools/

Amazon Inspector AriEE

Amazon Inspector A[’]

ATTIRM T EBUE Amazon Inspector ZBIFEEZENEE , HEM—ANMANEHE | M EWNAECE
Amazon Inspector 7 Amazon Inspector 13 &l & LA K Amazon Inspector APl EFHE &I,
e}

« BUE Amazon Inspector 2 Bl

« AIJEE : BUE Amazon Inspector

B5E Amazon Inspector 2 Bl

£ BUE Amazon Inspector 281 , IHEFEUTILA :
Amazon Inspector £ — I X i3 R &%

B BB F M E 20T Amazon Inspector AWS X1 Bytth 75, 11t XIfEA Amazon Inspector BIFTE
AWS XiF #h)5 , EE A THEE—HoHPHSR,

Amazon Inspector 82 T SRS KX B E AWSService RoleForAmazoninspector 2 Hl AWSService
RoleForAmazonlnspector 2Agentless

fRS5#H>< A 5 2 AWS Identity and Access Management (IAM) 5 AWS RS KB AR,
AWSServiceRoleForAmazoninspector2 1 AWSServiceRoleForAmazonlnspector2Agentless JtiF
Amazon Inspector # 1T AWS BRSs Z & A FTEH 7R PR.

EEEE AR IAM F4H 7 LS A Amazon Inspector

& IAM 5 AWS IAM Identity Center RIE2AF , LR RFENEIE, XFEEBTEEBR
AFXEBEE Amazon Inspector FTEMINIR, BEXEZEE , BFZHAWS EEFKE .
AmazonlnspectorFullAccess,

B3 ERESHE

BERAHOEETRENAENTRERE. BIAMERT , Amazon Inspector EFiIEFEFRHNILS
# EC2 k| EERXERERE, BXREZEER | 52 HEH Amazon Ins pector 31 ¥ EC2 3£
il

Amazon ECR H### Lambda EEIH T EE SSM Agent

#E Amazon Inspector Z B 4


https://docs.aws.amazon.com/inspector/latest/user/findings-understanding.html
https://docs.aws.amazon.com/inspector/latest/user/getting_started_tutorial.html#getting-started-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonInspector2AgentlessServiceRolePolicy.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonInspector2ServiceRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/users-groups-provisioning.html
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2FullAccess
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2FullAccess
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agent-based
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agentless
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html
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ETRENBHER SSM Agent WERHFE, TREHHEER Amazon EBS IRERRERHE
L

(® Note
BKINBERT , SSMABEZREETILHRAMREGNIT S EC2 £fld, B2 , ERERE
T, BAREEEFHHE SSM Agente BEXEZEE. , S (AWS Systems Manager A
FiEm) PHEEA SSM Agent.

BARAETHHENITHERAR

BXEZEER |, iB5/ Amazon Inspector EHro

%K AWS Organizations

3 FERABEL AWS Organizations , Amazon Inspector X FZEHEE R EEMETHLORKNG
A, AAFHREHEDPEE  HEEAFKS . BXXFHAENFARR , FSEANHE . &

& Amazon Inspector,

AIT#32 : BUE Amazon Inspector

AEBNATWORMAMIULKFIRIR (HAKS ) ARZKFHIR (ZREZEAKF, ) BUE Amazon
Inspector, & Amazon Inspector [ , ERBHFABEAATEABRHAREPRESFERHRBENE
HMEZRE,

Standalone account environment

LTSRN AE T a3 E R A K FBUE Amazon Inspector, BELURTEFBCE Amazon

Inspector , inspec tor2-, enablement-with-cli

1. FEREBHNEIEE S , AAFFTE https://console.aws.amazon.com/inspector/v2/ home H3TFF
Amazon Inspector 2 %14,

2. BEEFFHER.
3. EEBUE Amazon Inspectors

9303 0K P BGE Amazon Inspector B, BRIANER TSBUEFEREER, AXRAKFHNEER ,
&2 H 7 ## Amazon Inspector P EREE G MK MK EA K -

A2 : BU5E Amazon Inspector 5


https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agent-based
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://aws.amazon.com/inspector/pricing/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://github.com/aws-samples/inspector2-enablement-with-cli
https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/inspector/latest/user/scanning-resources.html
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
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Multi-account (with AWS Organizations policy)

AWS Organizations K& A EEMNALF /S5 H Amazon Inspector I TEHREE, HEFEHALR
KRN |, REC BN EBZBEREENWFTEKFH Amazon Inspector B , F B K 5 MK &6
FA Amazon Inspector AP| (&R E B T,

TR

« IBEYIK A2 AWS Organizations A48 — 285 o
o BB BEEFLIRMNEE AL KIEANBR AWS Organizations.

« QT B A Amazon Inspector #Y A {515 [EIMX R AWS Organizations, HX %A , S FEAWS
Organizations Fi P8R #Y3 Amazon Inspector 8 A A1 E 17 18],

- Amazon Inspector REHEXACNTFETEEKA P, ZCRBEl] , BEEEKFFEH
Amazon Inspector , RENEBIKFETUTHS :

e aws iam create-service-linked-role --aws-service-name
inspector2.amazonaws.com

* aws iam create-service-linked-role --aws-service-name
agentless.inspector2.amazonaws.com

« Ri¥8%E Amazon Inspector WEIEEE R,

(@ Note
MEEEEBEKFNZREEE A FERFZHERE Amazon Inspector A€ | LA BN =T
F Amazon Inspector , 1B 5% 5 i FfF 7534 5 Amazon Inspector (A 42 < Bx Bt 1T EE iR EH
M EE,

£/ AWS Organizations &3 F Amazon Inspector

1. HECIBALFRE R , BN Amazon Inspector IEE—REZEHEER , LBERKAAKS S
Amazon Inspector ALAXER , LEEFEFRELER. X AWS Organizations EEKF |
£ https://console.aws.amazon.com/inspector/v2/hom e £$TF Amazon Inspector 2H|& , A
BB BRI TIRE, NEW AWS HLOEEEREER

A2 : BU5E Amazon Inspector 6


https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-inspector2.html#integrate-enable-ta-inspector2
https://console.aws.amazon.com/inspector/v2/home
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® Note

FEAEZELIEH AWS Organizations Amazon Inspector ZIEEE R Ik~ 1D #
Amazon Inspector IEENZFHEEAKFS ID RIFFE, MR AWS Organizations
ZREERAIKF ID 5 Amazon Inspector ZEEE A MK ID AF , M Amazon
Inspector 2L EFEARERIBEENKS ID. HKIRE Amazon Inspector ZIEEEF
{EE2& & AWS Organizations ZREE R BEEKFEETIRRERRFZHEXAE
B} , Amazon Inspector & B3I AWS Organizations ZXEEAKF ID 2B ALS
BHREAZRENEERR,

2. 7 Amazon Inspector ZHAH , NEEBKFSSMEIEMNRE, £ ‘FREEK T , %&F M
B, 1 “MYINKRESFEEE” JHEES , EFRE , £ ‘BB IABRECEERBH THRERTHIN
BR” , R/G%E$F Attach stat ement,

/A Important
EEKSSMEBUTRRS BEM MEFLBERFA .

« 3RB Amazoninspector2 FullAccess _v2 & KR Amazon Inspector R

« AWS Organizations organizations:PutResourcePolicy3k
B AWSOrganizationsFullAccess 1t & 5 k& B9 1 R

mRFRPorganizations: PutResourcePolicy iR , MIREF KW H E R
i%x : Failed to attach statement to the delegation policy,

3. T3k, #12 Amazon Inspector AWS Organizations . NSMERKDEE BB |, RE
EFE BE"

4. BERBDEERE. BEHEFAERUARKEBHNAMMER (k).
5. 7& “BLi& Inspector” WHERK “FHAEE" Ho , MARBNBEMAHER, £ BEHEE B, 1T
R E—#1E -
- BEREBEASAMAYRE (#E ) . XHEMAAHE Inspector TEE , 2E
EC2, ECR. Lambda #r#., Lambda RIBBIHFENRKBREL,
- ERERNEETFE. EREANTFEHRAELEREINEE,
6. T WFEE &y , EFUATETZ— :

A2 : BU5E Amazon Inspector 7


https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2FullAccessV2
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSOrganizationsFullAccess.html
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- MREFHEENATRHREAREMMMEKS, |, FEE EHRENMMEKS,,

- MREFEENATRENARRUNKS |, HiF BEARRUNKS, MRLERL
I, BEAERERARGHNREERNAZRENARRETHNIKS,

« MREAEREENA TEMAREUIIKT |, FEF THRBELIKS,
7. EXKE o, &R BAMEXE. ‘BRAMARE R EEXE,

- MRLEEBRMEXSE , NAURERE B3 B A XE,
« MRECEFRZERMEXE , WAURERE B EAFH X,
- MREREEXSE , WATUEREERANZEANXE,

( Ak ) BXRERRE , HSHEFHIIER AWS Organizations.

( ANk ) XN TRFERE , FHRERFMNRBEYN , UHBBEBWNIRIEE,

8. EE'T—F  EFEMNER , REEE NA". EHERK,ERERBHTEHEN. K&
MEERSERE R THHNRE, STHSRHREEXERE CEENIERMERS,
NTEAHE , FRBRABEENEEZEUNERESHARGE . EEFKS RAINBUEE , &
AUERRERHE ENALETF , AREREPRE—-IKS,

LA H A KBS A Amazon Inspector BY , ZBURPTE &= YK 7 Fo & 83d Amazon Inspector API
REFHAZARKEENTERE, EXxZREEANKRA K EALABER T Al A LT BEM
FAWEMES |, FHSREH Amazon Inspector BEIE Z MK AWS Organizations.

Multi-account (without AWS Organizations policy)

@ Note
BAIER AWS Organizations EIEMKF F eESE L3 E. 2B AWS Organizations B3
KETEEEEREER, TRFENRIEEEEREER,. AXEZER ,BZH &
EEREEAMENNE.

IR EIXBE Amazon Inspector B , Amazon Inspector 2 Ak F Sl Z RS XA
AwSServiceRoleForAmazonInspector. B> Amazon Inspector A {EFARFZEXRABNE
B, 53X Amazon Inspector E A RZ AR A,

$&§E Amazon Inspector ZIEEE R

A2 : BU5E Amazon Inspector 8



Amazon Inspector AriEE

1. &3k AWS Organizations EEIKF , RA/FTE https://console.aws.amazon.com/inspector/v2/
home L£3TF Amazon Inspector 2 #1&

EERFFA

EEREER"T , WA AWS K/ BEREENEREERMN 12 4 ID,

ERER , RARBIRIERER.

( A& ) InREFE R AWS Organizations ‘EIE MK F#UE Amazon Inspector , B “BRSER”
TR BELDHRERE,

o ~ w0 D

HIEEEEREERAN , MABR TSN ZKFBEMERAERE, AXEREEAKFHNER ,
EZ 5 7 # Amazon Inspector A BY R E B 5 K 7 M A 53 K o

AI1¥#2 : B5E Amazon Inspector 9


https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/inspector/latest/user/scanning-resources.html
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
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Amazon Inspector PR BaiEH

Amazon Inspector fEA TSI , REBRENERFPREFETRENRERENEANE SR
£, 3 Amazon Inspector RMBIRHFRARENNEREN , TROUIB—NMNEELRT. BRBE
Amazon Inspector B , BHWIKF 2 B3EMArEAEERE | HPh33E Amazon EC2 3. Amazon
ECR 133, Lambda #rAHEFHE,

(@ Note
Lambda {X#B#3## 2 Lambda BB AER |, & BABERY BUE Z

FH

« Amazon Inspector 33 #3 B R
- BUERBERE

« {#H Amazon Inspector 333 Amazon EC2 =4l

P

« {#H Amazon Inspector 33 Amazon Elastic Container Registry & &3 &
« £ Amazon Inspector #1733 AWS Lambda

« £ Amazon Inspector F{= A A

Amazon Inspector A B LR

Amazon Inspector 2 REMNAHEERR | XLXBNETH AWS REPHFERRER,
Amazon EC2 133

L IBBE Amazon EC2 13#8F , Amazon Inspector 213#EH) EC2 £l 2B EFEE LR EBANIR
& (CVEs), ML MERB, MEHREIMLERBE, BERENEEES 2WE. Amazon Inspector
A E 2%/ SSM Agent SiE I 35689 Amazon EBS IREB#ITHEE, BXEZELE , H5H
8 Amazon Inspector 333 Amazon EC2 3£, BRIMER T , TEBJE Amazon EC2 1R , &8
HEAREREEN. BXEZEE , BSALARELH,

Amazon ECR 3

BUE Amazon ECR 13#/5 , Amazon Inspector & [ B G MR FNFIE F#ENERT
BRSRTHERRNEBRAREREE. SUUEAS AN RERENXNEHENEE
HPAERFENFE@EE. Amazon Inspector X#3# ECR L FEZNIRAS ( imageStatusFE

Amazon Inspector 13338 B BER 10


https://docs.aws.amazon.com/inspector/latest/user/findings-understanding.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-resources.html#scan-types
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agentless
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JNACTIVE ) 9 ECR BE5HE B Amazon Inspector 2333 % 30 KA1 ECR F#IiE T EEIH
& (LastActivatedAt) HER E 90 KNEBRHAMEE &, BIABERT , Amazon Inspector &4
SUEEREG 90 X, BAMENESMNRE. BXEZEER , S H £A Amazon Inspector 33#
Amazon Elastic Container Registry 2388 B 1%,

Lambda ¥R

BE Lambda #R/EEHESE , Amazon Inspector & X IR F FEIFFHE Lambda BB EIFETE
MLAEHIRIE. Amazon Inspector 2 EEBFHE Lambda RBMEEXFNE#THAE, HE(EH
RN CVEs ARRT , Amazon Inspector 2EFHAMEN]. BEXAENESFER , BSHER
Amazon Inspector # 173 AWS Lambda,

Lambda ¥R/ + Lambda X313

BUE Lambda {53334 , Amazon Inspector & X IIEMK F Y Lambda REHE |, HHEE A
DEHRABRE. XHEESTME Lambda RBHPEANNARFSHRBXR, CVESEIELILIAE
KA , ®2B0E Lambda frERE, BXEZER |, S £H Amazon Inspector #1713
AWS Lambda,

Amazon Inspector {IB L £ M4

HRAERB LTI Amazon Q F A ERFAESIBXREFRE—FNARFRB. F=FNAEFKH
RRAMEM ZHBEREBUERFTE. BXEZEL , 826 Amazon Inspector KB Z £ M4,

AR ERE

B LABERTBUE RN AWER, BURENEFHEERESE | Amazon Inspector FH R X 1ZHEHEER R
HEFHNER,

Amazon EC2 1318

XFPEERR M Amazon EC2 SEHIIREVTHIE , AEBRNABESNZE AP RENMN#HITH

B, BUSHLHAHEEBEE , Amazon Inspector A - P B RS & HH Amazon EC2 3£41 , A&
BREPREFEEFQRBNME A SRS, BUEHAEEKRT SN ERFENFHPEFELEHA
HH BB E,

Amazon ECR 13#

SRR B SR Amazon ECR RV AR EBRMEN B REFME, BUSLWHAMRER , TURAEEM R
AR ERENESAEERNBBEAM, BUE Amazon ECR H#ifs , BRUERBREMBHRF
R R EE EERHNRENFEERE,

BoE AR -


https://docs.aws.amazon.com/inspector/latest/user/code-security-assessments.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html
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Lambda ¥r/EFH + Lambda {31

Lambda ¥R/EHREZBRIAN Lambda H3#EE R, BUE Lambda R EREE |, X ES X 90 KARAE A
HEFIWATE Lambda R THE | UEREFRREEERGRE. BUE Lambda $oEREE
O LATE Lambda BRBUATIFHEFEEHEN Lambda BRIV EE,

Lambda BB SAME Lambda MEHH B EXNARFNRE, BE Lambda KBHEHES |, HX
T%£ 90 RNBARAREFHIMNATAE Lambda EEHTHEE |, LEREFESEERERE. BE
Lambda $rAEREE , B LE Lambda BRBUEATI FEFR EERENRBKEMN Lambda REHIER

=
==N

(® Note
MR EBCE Lambda {AEBAHE |, W AM%EBUE Lambda I,

Amazon Inspector RIBZ M4

HIAHRRARBE - S RARFRE, 825K ARF KRR EMREE B RS FER
A. BOERBZELIE , Amazon Inspector 2B REN ARRBET B RSN RBERETREFER
B, BE Amazon Inspector RBELSE , B SERBEMEBT £ hEE EERRNRBEME
RS,

AR

AR SBANB T AE1E Amazon Inspector BBUEIFHEE R,

@ Note
MRERE AWS HANEZREER , A LAEA shell IR ZANXEH Z/NK P B A Amazon
Inspector HF#EEKE, HXEZEE , 55K insp ector2-enablement-with-cli on,  GitHub®&
M| , 7L Amazon Inspector ZEE RN F B EFKETERATT R,

Console
BUEHHE

1. 7E https://console.aws.amazon.com/inspector/v2/ home F 3T FF Amazon Inspector &l &

2. ERATEALANERE AWS Xl 88 , EREFEFABRENXE,

BUOERH 12


https://docs.aws.amazon.com/inspector/latest/user/scanning-lambda.html#lambda-standard-scans
https://docs.aws.amazon.com/inspector/latest/user/scanning-lambda.html#lambda-code-scans
https://docs.aws.amazon.com/inspector/latest/user/code-security-assessments.html
https://github.com/aws-samples/inspector2-enablement-with-cli
https://console.aws.amazon.com/inspector/v2/home
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3. HESMBERKT , EEK/SEE,

4. EKFEERERNEL , BEENHBEAMRENKS.

5. GEEEVE  RBEFREBENRHERE,

6. (#%F)EERTZRERENEN AWS X8 SRPIEEXESR,

API

Z1T/E A API B4E, EiERT , 121t IDs BEEBETRAENKS ., ERTEUAR—IHZ
ANEC2. ECRLAMBDA, =i , LAMBDA_CODEresourceTypes S BUEZK B MWW,

{# ) Amazon Inspector 31 Amazon EC2 3£

Amazon Inspector Amazon EC2 3 &M EC2 SKHIIRE TR , ARBUXERBESENLZELE

WEERI MM BT . Amazon Inspector 2Rl REFERFSRBMMBZ A EMEE , RiE
£ RIAELI . Amazon Inspector & 12 /NEHIT—IRAMERIFRIMIEHE |, HIRIES EC2 EHI<EXHY
REFEAT RN EHTRGSREAE.

EFeREAA#HATUERAETRERLTRENRE G EZHNIT, XWHEELERET Amazon
Inspector AN{AILA R (AIEF M EC2 SKHIMERMBERBFTEFSFARHE, ETRENTHEFER SSM
Agent WERHER , TREHHER Amazon EBS RRERERHHFFE

Amazon Inspector fERE R MK BRI F E. BIXEUE Amazon Inspector B , BHIKF 2B 3E
BEAHER  ANEAXAMNAESZ. T, BUMUBNEREE, BXMMBERERERELY
BR , BSRAREAEZERE, ATRMHTHX Amazon EC2 HEMER.

® Note

Amazon EC2 HIETFSARMEBEEA BN X HREE X , IFEXLEZRREESIRELEM
AERNEEMm, fi, BFERE /var/lib/docker/ BERA TARBZITN , AEkF&XH
TR,

ETFRENEDMHE

EFMEFERHNES L , RINEM SSM REFEZHTETRENRAHE. X TETRENE
# , Amazon Inspector £ SSM XBR AR BN X LERBRLZRNIBEBHFMNEHWRERGFTE, BRTXIER
EREEFEHRTEFERBEEEI , Amazon Inspector EFREBMWRABIEATUBBEE T Linux B
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_Enable.html
https://docs.aws.amazon.com/inspector/latest/user/findings-types.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agent-based
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agentless
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#scan-mode
https://docs.aws.amazon.com/inspector/latest/user/activate-scans.html
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Amazon EC2 3E4|#) Amazon Inspector JRERZE , KMETF Linux WEHIFHNARFREESER

AEEEFRIRE.
AR ERHEA T Amazon Inspector 2{AIEA SSM IREFEMPTE TRIENAE -

1. Amazon Inspector & TERHIMKF P B2 SSM XBk , BN ZHIRINEB L, 3 FRELLSFIKR
( Windows # Linux ) , X&EXBRSFEENEF ERFER/BUEUREFTE,

2. Amazon Inspector £/ SSM M\EHIHIZEEFTEE,

3. Amazon Inspector 1P HIREAE R , FE XN B WERRBERBELRIN,

(® Note
NFEFRENHEE , Amazon EC2 RHIAFHE— AWS K- FH SSM #HITEE,

vSE— e oA
MR SLHIH B LT %4 , Amazon Inspector FHERAETFTREN HEXNEB#THE

- ZROIEEXZEFENRERSE., BXIEFNIRERZIR | BSHthe section called “ZFHIRIER
% . Amazon EC2 H#"METREMNHEXEFS,

« KRfEA Amazon Inspector EC2 HERRIRZFZEHIHEBRERIEEE 25,

o ZEfHlH SSM B, BXRIEIMEEZRENIE , BSHEEE SSM LE,

ETRENHBITH
FRETREMNRAB A ZR , T THERT , Amazon Inspector 23 EC2 E4IF s #FHRIAEE

- B3IF EC2 %int,
- A EC2 =4l ( Linux M Mac ) EREF MRS,

« Amazon Inspector FEEEIEEFE PR MFHNE N RBMXEE (CVE ) I B , BiZ CVE 5## EC2 38

5 ( Linux 1 Mac ) fx<At,

FHRAWT KIS , Amazon Inspector £FE # EC2 kHIHy L X AERTEIFZR, tE , 2 Amazon
Inspector ¥ SSMBHEAT ( BRIANRE 30 8 —K ) , REHTEMEHIAFH CVE BARME
Amazon Inspector BiEFEMHFEEMAF XN , EXPABNEFZFERRSEN.

ETREHAH
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A SAB I K P T E Y SE IR TR RIBE £ ListCoverage i , REF LR EC2 6=
IZ:I_T?EIE;HEIJH-“E-JO

BliE SSM R

A 7 ik Amazon Inspector 2 E|EAE TREBH S LR Amazon EC2 R EHRE |, =41

I Z Amazon EC2 Systems Manager ( SSM ) R EE LS|, SSM HEXRPIEREHZ1TT SSM
R , SSM ENERZZH, MREBEALEFEH SSM REERS| , MATERITHMSRER , BN

HRETRENEME,

SSM REERIANLZEERFEEL Amazon REBE (AMIs) 812K EC2 £fHlLt, BREZEER , HSH
AWS Systems Manager FIF i ERH X T SSM K3, BR , BIFELZE T SSM RE , BB AJEE
FEFHHE SSM RE , HEF SSM EELFINNR,

LTESBNET WAEH 1AM SE6IE B XHF Amazon EC2 LB B N FEESRH, XESREFREET
&M@ AWS Systems Manager Al F i8R E L # HAE 2§,

B AN SEBIEL B U4 R, BEA AmazonSSMManagedinstanceCore R, ZKBE#HA Amazon
Inspector EC2 A I T E R,

(® Note

IR T LAER SSM MIAEHEERE , B31ET SSM EEMA EC2 X6l , MEFLER IAM
KPIBREXH. BXESZEE , BFSAMAIINEERE,

A Amazon EC2 3E4ifig & SSM

1. MRBRERGHNEARE SSMRAE |, FERE. BXEZEE , FS5HER SSM K,

2. AWSCLI FRARKIE SSM RERABIEEEIT. BXEZER |, BZHEKE SSM KBRS H B
H,

3. [ SSM BFEEZFINNE, B LUES 612 1AM SEBIED & X4 H 5 H 2S£ 615k % F 48
RAXBR. BAVEWAEER AmazonSSMManagedinstanceCore & , RN ZFEEH Amazon
Inspector 3 FTEAR SSM Distributor, SSM Inventory 1 SSM State Manager fX R, Bx a2
B X LAY BR A9 SE I BL B SO HIF EL B IR SE BI85 BB |, S8 Systems Manager B & 3= 511
bR

4. (") BUE SSM RENEHIEH. BXEZER , HSH B EH SSM KE,

( ATi% ) K Systems Manager B¢i& R £ H Amazon Virtual Private Cloud ( Amazon VPC ) i &
BXEZER |, S 6I2E Amazon VPC i K.
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https://docs.aws.amazon.com//inspector/v2/APIReference/API_ListCoverage.html
https://docs.aws.amazon.com//systems-manager/latest/userguide/managed_instances.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/prereqs-ssm-agent.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/managed-instances-default-host-management.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com//systems-manager/latest/userguide/ssm-agent-status-and-restart.html
https://docs.aws.amazon.com//systems-manager/latest/userguide/ssm-agent-status-and-restart.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-permissions.html#instance-profile-add-permissions
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-permissions.html#instance-profile-add-permissions
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent-automatic-updates.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
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/A Important

Amazon Inspector FEEZM MK - EH Systems Manager State Manager < Bk = £t
ERHNRAEREE, MEFRFEEMBRE , Amazon Inspector 2 BN BIE—1NE R
InspectorInventoryCollection-do-not-delete Hy3<BX,

Amazon Inspector A FERBRHERS , IRAFFEMEANRES K MBHCIE-IER
InspectorResourceDataSync-do-not-delete HEY$, BEXEZER , FSH AWS
Systems Manager F FF {§&# E’Jﬁﬂlﬁlﬁiﬂﬁﬁ/ﬁiﬂlﬁﬂ*ﬁ BANKF ARSI XEEE—
BENRRBERS, EXEZER , HSH SSM in s %ﬂﬁﬂ%ﬁqﬂﬁﬁ?ﬁlﬁﬁiﬁ’]aﬁkﬁi
( AWS Ik 81X ) .

NP CIZRY SSM IR

Amazon Inspector FEZRMIKF HH KE SSM BIFEFT 8EZE1T Amazon EC2 A, U TRERELE
JUBGE Amazon Inspector EC2 335 RS B /Y -

(® Note

MR E R LR K P B5E Amazon Inspector Amazon EC2 33 # B HIER T H F{E{a SSM &
& , Amazon Inspector F7E T —/N A B R = = B0 B2iX L7 R,

InspectorInventoryCollection-do-not-delete

X2 —/ Systems Manager State Manager (SSM) ><B% , Amazon Inspector { i © M &Y
Amazon EC2 Ll ERGNARFEE, MRENKFECLERTM Instancelds* HULEE
B Ky SSM %< Bk , | Amazon Inspector FHERZX B M AR E S 812,

InspectorResourceDataSync-do-not-delete
—NRBRBIEEL , Amazon Inspector £ A ERFUERF R EIEMN Amazon EC2 3L K % F

Amazon Inspector #iIEH Amazon S3 F &, BEXEZER , i8S M AWS Systems Manager A
FEEYHEEFENRREERS,

InspectorDistributor-do-not-delete

X & Amazon Inspector A T3 Windows SKHIRY SSM XBk, LEXBARTE Windows 326 £ &%
Amazon Inspector SSM ik, MRIBFBHFXHFWETEEFMRIER , WHXBCFET — N REKEREHRL

Y+
Kbo
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-inventory-datasync.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-inventory-datasync.html
https://docs.aws.amazon.com/general/latest/gr/ssm.html#limits_ssm
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-inventory-datasync.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-inventory-datasync.html
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InvokeInspectorSsmPlugin-do-not-delete

X2 Amazon Inspector i F#3# Windows SKBI#Y SSM xBk, LL<EXfE Amazon Inspector A 1A
ﬁﬁﬁﬁ?ﬁ#?iﬂﬂ}ﬁ , W I LAME A ©RIEEBHE Windows EHINBENERE, BXEZEER
&7 7 Windows SEFIHE#RE B E It X,

InspectorLinuxDistributor-do-not-delete

iX & Amazon Inspector FiF Amazon EC2 Linux JRERZEM SSM KBk, MRERSTE Linux 3E4] £
%% Amazon Inspector SSM 4,

InvokeInspectorLinuxSsmPlugin-do-not-delete

X2 Amazon Inspector FiF Amazon EC2 Linux SRER ER SSM Xk, ItXE{E Amazon
Inspector A A A iZ i@ 45 sh 133

@ Note

{2 Amazon Inspector Amazon EC2 R RERER , HMTABIEA SSM &R
InvokeInspectorLinuxSsmPlugin-do-not-delete,

ZARERHE

HENKF L FREAEENE , Amazon Inspector 2 FFEFRUNEFIFERATREBRE S . BRE
AR BETRENABEANTAERE | HEBUE Amazon EC2 iRt BZIE M.

NFERELHE , Amazon Inspector £ EBS RREBMIEHKFIKRERHF L, TREBELEAXI KA
THEE  BHRSFERFRGEFEINARFRREIESEFERE,

® Note

A Linux XPIREFENAEFFRESOREN , TRESZSPAEMETABE  mE
FREMNABREERIAREMNEEET Linux B9 Amazon EC2 SEHIB Amazon Inspector &
EREFEENHMEBR, XATRQXSHER—IRMEFENRAELRN , EABRTERER
ETRENFEERFEALTREB G E#THME,

AR 321 T Amazon Inspector #I{A £ /A EBS RIBUNEF L MHPTENRIERE

TRERHE 17
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1. Amazon Inspector 2 A M INEIE B PIE B RIE — > EBS R, = Amazon Inspector A EHY ,
MBI ELNIKS S | 26 InspectorScan FRZEHRITIRIC , FEAME—WEHE ID ERIR
Z1E,

2. Amazon Inspector £/ EBS Dire ct NREBHRREKIE , APIsHX REH 1TRE T, fXEMR
MEIRFRE , MERRELN,

3. Amazon Inspector £l B E1EE R IK 7 A/ EBS 1RER.

HEFERIE
MEZRPIHRUTFRA , Amazon Inspector AT IBIEN KAt 1T -

- ZRPIEFREFENRIERSE. BXREZER , HSMthe section called “ZHHIRIERSE - Amazon
EC2 H#E"METRENARZRE 5,
« ZEHIFIRA R Unmanaged EC2 instance, Stale inventory = No inventory.
 Z3E6IH Amazon EBS X , EEUTXHRGEBRAZ—
* ext3

* extsd
« xfs
« RFEMA Amazon EC2 HERRIRZ M IZSEFIBERRERMEE 2 5
o EEIZRGINEHENT 8, EEXNNFHETF 1200 GB,

TRERETH

LIRH K P BB N RS MRS , Amazon Inspector 2% 24 NI FEZHEHNEHIHIT—IRTRER
#. Amazon Inspector B/NITERSR N FPAEFHOFEKHHES , HPIIEEE SSM REHFSE
Bl , RERBSEEHHN SSM_UNMANAGED HIER A L4,

2 Amazon Inspector E R RBRABEAEMNEHIIREAV R B |, FBSFEFH Amazon EC2 EHIRY £
R A 2R,

& AT OB T P T T T Y “SE B T R S8 fE A ListCoverage fi s , REF LRI EC2 L4l
REEFEERBAEE,

TRERHE 18


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-accessing-snapshot.html
https://docs.aws.amazon.com//inspector/v2/APIReference/API_ListCoverage.html
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BELMHEN

EC2 FA##E N RE T Amazon Inspector ZEZRI K~ 1T EC2 3t [ E A ML E F L, B
EEARETHWECC HRRENHEERK,NAEERN. MK/ L Amazon Inspector ZREIE A
AL ERAEER . YRFREENIRERN Amazon Inspector EREE AR , RES N EHLADIFT
AR AMKFIREZIFHER, Amazon Inspector EE L THEESR

ETREMNANE - FHAEERT , Amazon Inspector EREREF R EMFNERAETRENA
HAZE. RAEEXXAEEKS P SSM EERS , BHEFARTIRMFEAE |, SR
CVE XL flMEck, ETREMNAEETUNFESFMZHFIRA Amazon Inspector RERE, X
EHFHEKFHOBRIAEER,

BEAEME - £ REERXT , Amazon Inspector FEAFEAETRENEREBN S AREEEFCR
W WFREHBEE T SSM REMFEEZMHH EC2 £4] , Amazon Inspector 2FEAETFRENF
Eo XNTFAZ SSM BEENFTAEZMMES , Amazon Inspector FXFE %4 BB EBS X IFHEHIE
BARERES .

FAHEER

1. FEREHNEIEERES , RIS https://console.aws.amazon.com/inspector/v2/ home F 3 FF Amazon
Inspector ##| &,

SEAREA LAERE AWS XiF 88 , R EE R EC2 AKX,
ENESHMERNERRET |, &% EC2 HMRE,

ERA#EEXT , BRERE.

EE-MEEENX  ARERREER.

o & 0N

M Amazon Inspector 33 # HERR S 451

A LAMERA InspectorEc2Exclusion Z4A7 Linux 1 Windows SEHIRIFRE | M EHEBRTE
Amazon Inspector HIEBE 2. MIFBHATX S K NE, BESRSERTIEN, BXRMESHE
B |, #SHRIE Amazon EC2 &R

LR EBIR RS LU EH BEBRTE Amazon Inspector 33 #SEE 2 /A8t , Amazon Inspector £3F1Z 3K fl#R
iBHEHR , BEF4REERELRI, BK , Amazon Inspector SSM A F ALK IAAR, Ef5LER
Rizsadt , 29 h B SE A T EIE R R

EEAHEHES 19


https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/work-with-tags-in-IMDS.html#allow-access-to-tags-in-IMDS
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® Note
BT T N HERRRY K14 2%

AL, B LUES FEARSHRIC A T NFRZEH AWS KMS Z4 |, i3 EBS BHRELTRIELME
25 InspectorEc2ExclusionBXEZER , HSHIRICER,

SR BRIERS

Amazon Inspector 2 X #FH Mac, Windows # Linux EHlP R EFERERGSEHPHNRE. T
Linux 354 , Amazon Inspector A LA EF Linux B Amazon EC2 3E4I# Amazon Inspector JRE
RE ERNARFREBESSNAERI. XTF Mac M Windows =6l , (NHBRERERF D,

BAXENWRERGHESRS , SRBRLTEMEM SSM RERTHEMBLRERS | 3 RN Amazon EC2
PIEVIRSE.

ETF Linux B Amazon EC2 3£fl#9 Amazon Inspector RERE

Amazon Inspector ¥ Amazon EC2 RiEBEXRT EERERE, BEIRERZE , Amazon

Inspector AJ LA E F Linux B Amazon EC2 SKBlF M N AREF AEESEFOREFEERER
Jil. Amazon Inspector 2AHREBIES BENRIARKR, B2 , BRTBRIAER T Amazon Inspector 3
HHBRERHN | BB LEE B E R,

(® Note

AUEERNTNNERREREREARERE, B2 , BXITCERFEARE T
ssm:PutInventory # ssm:GetParameter M AE,

R TIEET Linux B9 Amazon EC2 SR ITRERERH , Amazon Inspector BT Amazon
Inspector SSM R INENEIE, I T EE Amazon Inspector SSM & H XY Linux HITRER

& , Amazon Inspector & B EZHI K ]2 SSM KBk InvokeInspectorLinuxSsmPlugin-
do-not-delete, Amazon Inspector & 6 NEFME T Linux B9 Amazon EC2 EH|IREEFH IR AR
FER,

® Note
Windows = Mac EHFZFRERE,

XEHNRERS 20


https://docs.aws.amazon.com/kms/latest/developerguide/tagging-keys
https://docs.aws.amazon.com//inspector/latest/user/deep-inspection.html#deep-inspection-paths

Amazon Inspector AriEE

AFNE T MAEE Amazon EC2 SEHIHY Amazon Inspector SRER ZE |, S WA Amazon
Inspector & & B E X AERKE,

£

- FRISEARERE

» Amazon Inspector REREMN B E LK E
+ Amazon Inspector JRER BN B E X itX!
- IEHNREREES

THSERRERE

(® Note

XFFE 2023 £ 4 A 17 B 2/EB0E Amazon Inspector Bk |, SRER E /%R Amazon EC2
HEN -2 83E0E.

EERERE

1. FERENEIEESR , ARABTE https://console.aws.amazon.com/inspector/v 2/home F3TF Amazon
Inspector 2 #|&

2. ESMERT , EEFEMNRE , AFEE Amazon EC2 AR E.,

3. 7 Amazon EC2 SEfIRRERET |, AN EMALATEE Nk RE B E L KE,

& LAME A GetEc2 DeeplnspectionConfiguration APl SARIE S R E RN IK FBUEIRES., B LUE
F BatchGetMemberEc2DeeplnspectionStatus APl SURTE A R EZMNK P B BUEIR A,

MRIEIE 2023 F£ 4 A 17 B2 HiE5E T Amazon Inspector , Tl 7] LU IS 224 & M4 i@ =R
UpdateEc2DeeplnspectionConfiguration APl BB REKRE, MREE Amazon Inspector FEHLRHY
EREE R , AL BatchUpdateMemberEc2DeeplnspectionStatus API i B 2 F &K & ik Fi85E
RERE,

&R LUEE UpdateEc2DeeplnspectionConfiguration APl B ARERE, ARFTHRAKS T EZER
RERE, Hit, RAKF XABERRERE R FEH BatchUpdateMemberEc2DeeplnspectionStatus
API R,
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https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/inspector/latest/user/deep-inspection.html#deep-inspection-paths
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetEc2DeepInspectionConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchUpdateMemberEc2DeepInspectionStatus.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEc2DeepInspectionConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchUpdateMemberEc2DeepInspectionStatus.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEc2DeepInspectionConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchUpdateMemberEc2DeepInspectionStatus.html

Amazon Inspector AriEE

Amazon Inspector JRERER B E LKE

BRI IR E B E LB , LAME Amazon Inspector XY Linux Amazon EC2 SEAIHITRER E Y3 173
., HBREBE LR , Amazon Inspector 2B IZEZREFWMETFERFNEFZ.

FRIEPFEATUEN RS 5 MNEELRER, AANZREEITUENL 10 MEE KR,
Amazon Inspector Br T FRAEFIEK PR T BRIABR RN , &P E EE KR

« /usr/1lib
 /usr/1ib64

* /usr/local/lib

* /usr/local/lib64

® Note

HEYRELMEAR IR, Amazon Inspector TSRS HI M ERE |, BN E X HRE
HE#HH Amazon S3 XHREHEHEFRE,

BEXBENENRE

BEMBREFEEY 256 N F/F. AT ERAEMREARARE

/home/usrl/projectol

® Note

BNEHINRERFTBREIZ 5000 N, BEFTFLWRENE LR 15 24, Amazon Inspector
BIEEFEEENER , UIEIX LR,

£ Amazon Inspector #2 %14 1 Amazon Inspector APl 1% & B E =&

DT HZRER T A £ A Amazon Inspector 2] & LA K £ Amazon Inspector API 3 Amazon
Inspector REREIZREBE KR, REBENKREE , Amazon Inspector 2E T — X REREF D
P 4

SZBE,

Linux R0 RERE 22
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Console

1. UBRNEERFHESFR, AWS EE#EHA ABTE hitps://console.aws.amazon.com/inspector/
v 2/home LE3TFF Amazon Inspector ## &l &

£ AWS X1 i 22512 F BEUE Lambda FRAERHER X,
ESMERT , fOOERENIREMN EC2 HHERE.
HECKFHNBEEXRET , BEEFE.

HERAENAEREA B ENLEE,

EERF.

o o M v DN

API

1217 UpdateEc2DeeplnspectionConfiguration a8, X F packagePaths , EEEHHENEEREHK
4,

Amazon Inspector JREREN B E LitXl

ZINER T , Amazon Inspector & 6 /Nt METF Amazon EC2 SRAIRE—XNARFELE, T, T
LUZE1T AT @5 3k32 4] Amazon Inspector 1T IR /ERI SR,

WwHRE 1 FIHABAEERE ID MY EE R

LT ER*E InvokeInspectorLinuxSsmPlugin-do-not-delete H95%EX ID,

aws ssm list-associations \

--association-filter-list "key=AssociationName,value=InvokelInspectorLinuxSsmPlugin-do-
not-delete" \

--region your-Region

amRfl 2 - ERT KBRSV IERT R E R

TR EAXE InvokeInspectorLinuxSsmPlugin-do-not-delete HIXEX ID. &AL
schedule-expression HEM 6 NEHZERNFAEFE , Flan 12 Dt

aws ssm update-association \

--association-id "your-association-ID" \

--association-name "InvokeInspectorLinuxSsmPlugin-do-not-delete" \
--schedule-expression "rate(6 hours)" \

Linux R0 RERE 23


https://console.aws.amazon.com/inspector/v2/home
https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEc2DeepInspectionConfiguration.html
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--region your-Region

(® Note
BELHNERARY , MREF schedule-expression EEM 6 /NEHZE R 30 28X
WEIRE , MATRESBHS H SSMBERT, X2SHLERER |, HHEMEES2IEE Amazon
EC2 LfiE 04 FHEIRRSHIE R

XENREES

¥t F Linux 3541 , Amazon Inspector S REREETUERNARF REESEFSRBRERGSEFE
WAELX,

5F Mac # Windows 3245 , Amazon Inspector S RER ERAELERIBERSEEFENFAELRD,

BEXIFNREESNEZEER , B ENRIEIES : Amazon EC2 RERE,

£ Amazon Inspector 31 Windows EC2 =4

Amazon Inspector £ BZ K PTA XM Windows E4I , HFEAANELFTE | TEEATIMNEE,
BXTEFMLEXFINER , S Amazon Inspector ZIFHIRIER S FRIZIES . Amazon Inspector
£ TEHIZE 1T Windows 133, Windows EHIELX TR #HTHE , RS 6 NHAE—R, BR, T
FERRBEAZRIALEE R,

& Amazon EC2 13# /5 , Amazon Inspector £ Windows &REEIZ LT SSM x

BX : InspectorDistributor-do-not-delete, InspectorInventoryCollection-do-
not-delete # InvokeInspectorSsmPlugin-do-not-delete, EZEE Windows 4l E%&

% Amazon Inspector SSM #i# , InspectorDistributor-do-not-delete SSM XxEx & fF
AWS-ConfigureAWSPackage SSM X% #1 AmazonInspector2-InspectorSsmPlugin SSM
Distributor BF &, BEXEZELR , HSFEER T Windows B Amazon Inspector SSM ##F. EEW
S S BIBHE H 4 B Amazon Inspector E XM , InvokeInspectorSsmPlugin-do-not-delete
SSM XEx&# 6 /NEHiE1T—IXK Amazon Inspector SSM ¥, BR , WA LAE A cron = rate "I
BEMMIRE,

® Note

Amazon Inspector ¥ EFH T BURBRIENES (OVAL ) EXXHEFE S3 7
inspector2-oval-prod-your-AWS-Region., Amazon S3 F @S P ER/Y

4 Windows EC2 3£45 24


https://docs.aws.amazon.com/inspector/latest/user/assessing-coverage.html#viewing-coverage-instances
https://docs.aws.amazon.com/inspector/latest/user/supported.html#supported-programming-languages-deep-inspection
https://docs.aws.amazon.com/inspector/latest/user/supported.html
https://docs.aws.amazon.com/inspector/latest/user/windows-scanning.html#windows-scan-schedule
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/distributor.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/distributor.html
https://docs.aws.amazon.com/inspector/latest/user/deep-inspection.html#inspector/latest/user/deep-inspection.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/reference-cron-and-rate-expressions.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/reference-cron-and-rate-expressions.html
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OVAL E M, TMIEHIXL OVAL EX . BN , Amazon Inspector FEFTARA & CVEs B fF
X HEHBITHE,

Windows 3=4l# Amazon Inspector 33 ER

E134# Windows 3£/ , Amazon Inspector 3R L% B T &4 -

o ZEHIRE SSM EERHl, BRZEFWEHFINIREA , HSHRGEE SSM RE,
o LHIRERZRIIFN Windows BIERG 2 —. BEXIFNWRERGEXENTEIR  BS
i Amazon EC2 EHIHRAE,

« Z32lL% T Amazon Inspector SSM ##. Amazon Inspector 2 XKML E IRt B N EHRE
Amazon Inspector SSM k. BXRZBHNFHAEE , BSHET —NEE,

(® Note

MR FEHAE Amazon VPC Hiz1T , 1B B BB G EMER , W Windows I ERE
HleERS 15 8] X 15 Amazon S3 iwR. E THMMEE Amazon S3 Amazon VPC xR , i§5
%] Amazon Virtual Private Cloud FAFERF M CIEZM XIS, WMRER Amazon VPC Kix
T KRR PR HI3T SMER S3 ZAERERY TR |, NI LAZRBATE YRI5 18 B Amazon Inspector 4E37 I
FHER AWS XiF |, ZEMEEME A TG ENEA8 OVAL EX. WE#BERAUTE
N : inspector2-oval-prod-REGION,

A Windows SEHIHEH#RIE B E L it X

BATLAEA SSM A InvokeInspectorSsmPlugin-do-not-delete XEXi&E cron RERH rate
FIAX , N B E X Windows Amazon EC2 KBl z RV RIFRATEl, BXEZEER |, 58S H AWS
Systems Manager AAFEEH NS £ : &/ T Systems Manager #J cron #1 rate RiEZX, , REAUT
B8,

MU TRBREIFIEFRE— |, FEH rate KX cron XXX Windows SEFIRYIETENERIAN 6
NEEBRRA 12 MEt,

AR R SR 48 55 F B Associationld A 9 X Bk InvokeInspectorSsmPlugin-do-not-delete, R
A] LAAssociationldi@F IZ1T AT AWS CLI an &k ERH -

134 Windows EC2 324 25


https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-s3.html#create-gateway-endpoint-s3
https://docs.aws.amazon.com/systems-manager/latest/userguide/reference-cron-and-rate-expressions.html
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$ aws ssm list-associations --association-filter-list
"key=AssociationName,value=InvokeInspectorSsmPlugin-do-not-delete" --region us-east-1

® Note

Associationld2 XiZ ) , At EFEENBNXERE—NE—H ID AWS XiF, A5, &
ALUET LRSS , £E RN Windows EHiEE B EXAFHITNNENXEERHETE,

Example rate expression

$ aws ssm update-association \

--association-id "YourAssociationId" \

--association-name "InvokeInspectorSsmPlugin-do-not-delete" \
--schedule-expression "rate(12 hours)"

Example cron expression

$ aws ssm update-association \

--association-id "YourAssociationId" \

--association-name "InvokeInspectorSsmPlugin-do-not-delete" \
--schedule-expression "cron(0 0/12 * * 2 *)"

5 H Amazon Inspector 3% Amazon Elastic Container Registry &

an IR 15

Amazon Inspector £ 17 Amazon Elastic Container Registry FH RSB MGREEEFEHHETR
B, MEREFEREBEAELAN, B5E Amazon ECR 35 , &% Amazon Inspector RE AFAEE
MR BEIEPAERS,

@ Note

Amazon ECR EREM K@ AWS ZHEAR TR, ZEZEFEAFHE RSB Amazon Inspect
APIs or H{THEFIENNIR, REEMRKEWSBER , TEE deny FRI ecr: * B
PutRegistryScanningConfiguration. /8 AMZE A Amazon ECR iRt , XSS
BEEMRR A HIE IR,

Amazon ECR BREM G HAHE 26


https://docs.aws.amazon.com/
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BEEARHE  JUNERERENEHEENAHE  wAURTFHEE, EREEAK | TUEER
RENABBRERSNREEBESEFTFE. E side-by-sidett REAFEMEB AT BAHVXS |, &

2% Amazon Inspector % I8 B FZ

@ Note

EXRPFHEERFEY Amazon ECR Rt H#H Tt R, BXEZEER , 25 Amazon Elastic
Container Registry 41, EaE T ET Amazon Inspector IBEHH1TiTHR, BXESZE
B | 55 Amazon Inspector E#to

BRUOMHCE Amazon ECR HEHNELR , BZRAEHEXRE, AXRXUMNEFRAERINER , FS
& & Amazon Inspector HEXIN, BXRUAEREL 5EEF Amazon ECR ARERINER ,
%2 % (Amazon Elastic Container Registry AP 1§/) FHRGHE. ERIAER “ AWS RSH 77
RATFEARPHE RKREBEI , HIIOAWS Security Hub CSPM F1 Amazon EventBridge.

BA LU IRETTE M , £ Amazon Inspector FEEBNMNMEMENITEEE APIs, B2 , R8EE
Amazon ECR FE N EARFE EELAEMBEEIRE. Amazon Inspector R AXT X L% B /Y AT WA |
BEFREEZEHIEE, BXEZEL |, 55/ (Amazon ECR AAF{ER) FMTE Amazon ECR 13
HRGESFERGERE.

AITIRME T BHX Amazon ECR HEMEER , H 4B 7 W{R Amazon ECR ZFi&FEE E 18R,
Amazon ECR HEMRHEITH

B XCHME Amazon ECR $3# 8 , Amazon Inspector 283 & 14 KAHIENBE, AfF , Amazon
Inspector 2FAIX LM , FHFPAERZIREN ACTIVE, Amazon Inspector X33 ECR

P FSESRSHE B ( imageStatusFERHFACTIVE ) » Amazon Inspector FEIEFHFIRSH

ECR ( imageStatus=FEHARCHIVED ) HE .

MRS AELIME , Amazon Inspector FEEEKRTE 14 XA ( BAIA ) . last-in-use BHATE 14 X
A (BN IEEENEFREFENBRNEAERG. 3T 2025 F5 A 16 B ZH8E# Amazon
Inspector 1K™ , MIANBLBEREFHFUNKEMBKRESHEL E 90 RNBEHIER A, BXEZER
ES B E Amazon ECR B &,

X FIELEFE , Amazon Inspector 23 A TER ARG B FHREEA

- FYHIERTH R RRRE

« 3 Amazon Inspector E HEIEEF M FE L RBRXE (CVE ) B , B CVE 5Z&SR
BRGAE AT ({XPRIFERE ) .

Amazon ECR H#E/FHWITR 27


https://aws.amazon.com/inspector/faqs/
https://aws.amazon.com/ecr/pricing/
https://aws.amazon.com/ecr/pricing/
https://aws.amazon.com/inspector/pricing/
https://docs.aws.amazon.com/inspector/latest/user/activate-scans.html
https://docs.aws.amazon.com/inspector/latest/user/findings-understanding-locating-analyzing.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://docs.aws.amazon.com/inspector/latest/user/integrations.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://docs.aws.amazon.com/inspector/latest/user/scanning_resources_configure_duration_setting_ecr.html
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- BHARHRBE ECR FNEFHERNESIEET,

MR FREEFEREN AT |, NRABEEERER F S ERITHE

AT UB K - E T T E B A B RBIE T R S 2 ListCoverage APl REE L AR ERBMBRETF
EREMNEE. ZELLTEHRT , Amazon Inspector £ T Amazon ECR BR&H EixiF et B FER -

« Amazon Inspector X & 25 B &Y F 1 1A A

« BT Amazon Inspector BIEER RN T ¥MZBSMRENFHELREMXEE (CVE ) TH , ®it
Amazon Inspector B A BRI B AT,

EF 14K ECR BaRH &

Amazon Inspector F33#F#47E ECR (imageStatusisARCHIVED) AV A ESE %G, & ECR FHES
BB N FRE S , Amazon Inspector 2B XAPAELER , RABE 3 XEMBRAEER, R
RN AR[EBRTE ECR R NENESR , Amazon Inspector 2t & FEVITH,

MARRERHF B EESITHNARR

Amazon Inspector &3 ¥ & 25 B &R 53 2] Amazon Elastic Container Service ( Amazon ECS )
Amazon Elastic Kubernetes Service ( Amazon EKS ) FIETEZETH AR , RIEHLEANRRRLLE
B, XEMSTLESRATREETZTHRRE LRENRE,

(® Note

NEAFEENX KR AWSReadOnlyAccess TERMESR Amazon ECR RS EEETH AR
Z RN ZBNR, EEERR[MEBMEEE , BFERRFEHA AWSReadOnlyAccess #
AWSInspector2ReadOnlyAccess &N KB,

FBULUBREZENRBEECEIFENREER , HEBINBAREDREHRELZLEBESTE. BUUEF
HEEEFEANBISREHE , URE X 24 /NBTATE Amazon ECS 5 Amazon EKS &8 E&/EEA
W EEARBRMG, BETUEEILE T 24 Amazon ECS 55 Amazon EKS B854 ( pod ) o ATEL
£ Amazon Inspector #H AN ARG RELINIFAFEERTLHX FilterCriteria HIEER
£/ ecrImageInUseCount # ecrImagelLastInUseAt fFiER4REIIMES, X TFHHEEM
BB, BIEATEFEERIE 36 NMIFEEFEH. 25, WBES 24 MIEFH —X. EXEZELR
ES R EE Amazon Inspector HE XM FMEF Amazon Inspector FE & I A1 H(E E.o

HRBFRERHF B EEZITHERS 28


https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCoverage.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_FilterCriteria.html
https://docs.aws.amazon.com/inspector/latest/user/findings-understanding-locating-analyzing.html
https://docs.aws.amazon.com/inspector/latest/user/findings-understanding-details.html
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® Note

BUE Amazon ECR HEH NE#ERENELFERN , X EHIEB 3 KiXE Amazon
ECRBAEXRIM, HHME Amazon ECR FERINEBELIAE, BXEZER , BSH
{Amazon Elastic Container Registry FiF{5R) Y8R,

A URBEEFH PRI B R HEBE last-in-use B HEFHEX LR K,

&, Amazon ECS #1 Amazon EKS ¥ Fargate th X5tk Th&E,
TENBRERZENMERER

BEXIFNREREHVER , BSHZENIRERS . £/ Amazon Inspector #1117 Amazon ECR 3
1o

Amazon Inspector Xf Amazon ECR 17 ERHA#EEE U T XN EMAEER .
BRI&E S

« "application/vnd.oci.image.manifest.v1l+json"

« "application/vnd.docker.distribution.manifest.v2+json"

R ELE

« "application/vnd.docker.container.image.vl+json"

« "application/vnd.oci.image.config.vl+json"

BRE=

« "application/vnd.docker.image.rootfs.diff.tar"

« "application/vnd.docker.image.rootfs.diff.tar.gzip"

« "application/vnd.docker.image.rootfs.foreign.diff.tar.gzip"
« "application/vnd.oci.image.layer.vl.tar"

« "application/vnd.oci.image.layer.vl.tar+gzip"

« "application/vnd.oci.image.layer.vl.tar+zstd"

« "application/vnd.oci.image.layer.nondistributable.vl.tar"

XENRERGMEEIR 29


https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning-enhanced.html
https://docs.aws.amazon.com/inspector/latest/user/scanning_resources_configure_duration_setting_ecr.html
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« "application/vnd.oci.image.layer.nondistributable.vl.tar+gzip"

(® Note

Amazon Inspector X #E M "application/
vnd.docker.distribution.manifest.list.v2+json" &ERKITH Amazon ECR
AP,

BtiE Amazon ECR B 13418

Amazon ECR EFHAEIFLERTENRERE T Amazon Inspector 4151217 6 FE o 1) R 2SR AV B E] .
BRI LA BB last-in-use BEI. LIXIZER B EAFI#EA A Bl B EF AW F LR R, REMER , BESR
WIRE R E RS ENENHRTERE,

MRELBEHWERSG  FRARRENEHFENE, N TREEEANRE , HERERNVEEFTSEN
B, #IKF ( 2ERMBALRPRFKS ) BRI EFSERE R 14 X

REMGEESF LN EDXFERAR#ENEE 14 XKW ( BIABRT ) , Amazon Inspector R & 442 I 1%
MEFABURG, NMRMGEEENHEASN ERERBHRNAREHERKRESTHNEELER

M| Amazon Inspector fHELEXF H B TR, MRFE , ATUERRREE RN R LIXHIE B B
B MARKRLERERBHSRBEGE, 2 Amazon Inspector 1SRG | © 2 FMRERAERSK
BRENIIEEY , HERERBIRENCTEH. AF , Amazon Inspector £ 1t XI5% B 7 A #8 5< B BR &
RWELXI,

flan | NRIEKIVEY B BiIFLEATE , Amazon Inspector 2 ERN A TEE N FERENEFEDFT
BEEEFAENRSG, B2 , IEEEFNISEM B AHE T IEFHREG , eA1DETIEBTIRS

BEEREERK,EEEHAEZEES , Amazon Inspector £5FZ1& BN A FHLERHFTE R
RKF, MREFREE A, KRS H Amazon ECR it , ML EEEF API MIKHIEEE,

X T ZRWIRE , FXHF last-in-use BHARER. EASRERER | RINBUERIERGH IS HIES
#r A2 last-in-use A HAREERH , LBREBNERDHITH.

(® Note
2025 F 5 A 16 A BB EMAT A EM AR TR B IREFFRIFTE. G AKEER LoE
B ERINRIE.

Bt i Amazon ECR EF iS4t E 30
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BR (6 B 37 13 4 2 B )

RGBT AL ERE T Amazon Inspector ¥ ZRERVET I KE., BREGERDEELNESER

s . EXERABE (BIA) R LRIERBH, WREEERH Amazon E ECS/Amazon KS 85
PN EREABRE , BEFELRXEABRR (BN ) . MRERFER Amazon ECR BEH L)X N ELH

HIREFAHMRG |, HiaFE RN B, ERUTERDHIFEENER

« 14X (RN)
« 30 X

« 60 X

« 90 X

« 180 X

BR G B B S 42 A i)

BREGHEE B BAHF 4T/ RE T Amazon Inspector FE{FBRG #EIA B 7 FF 2 JE RIS B IR R AV S [R] +<
B AIIERR AT ERTE SRS EEW

« 14 X (BN

« 30 X

« 60 X

« 90 X

« 180 X

- A

Bt Amazon ECR E# S LEada

1. FEREHNEIEES , ARAETE hitps://console.aws.amazon.com/inspector/v2/ home FFF Amazon
Inspector £ HI A& -

ERZLERE Amazon ECR EfHA#EIFE AT A AWS Xif WL E.

EEMERD , fROOEREMNREN ECR HiERE,

£ ECR EFfPAEIIFEMNET , EEMGEFARERN | AR ERMENNFLENE,
ERGHIEBHT , ERREHIEBH,

ERRT

o o bk~ w0 DN

Bt i Amazon ECR EF iS4t E 31


https://console.aws.amazon.com/inspector/v2/home
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T ## ECR B:RBEHBRD

Inspector X3 ECR BRBBEHEPHACTIVER B, 1A TARCHIVEDIRZASH ECR B, E
THREXAHETHINESEER , BSMAmazon ECR HIEHNHAE TN,

% ECR BB R 7E ECR PHBEBIRAEM A , ACTIVEInspector &fFAi%lastActivatedAtFER
kNS E TP FFLLAT A,

{5 Amazon Inspector # 1T7133# AWS Lambda

Amazon Inspector Xf AWS Lambda ZhEEFIEH X IR MIFEHN B 22 R 1TE 4. Amazon
Inspector IBMHFHFPRAM Lambda I,

Amazon Inspector Lambda #r/#3#

HEE#ERE R RIAG Lambda H#KE, ©2HH Lambda RBMEFHNARFERBRR , UE
REFEZRIE.

Amazon Inspector Lambda X33

XfFELBLTE Lambda KB EREFHWEENNARFRL , LERAKBRE. BALUBCE
Lambda ¥/ |, t8 A LLEBYB0E Lambda FRAERE R Lambda X211,

WMREMSE Lambda KB | MAMEBE Lambda KB, EXEZER |, HSREBEAME

A,

BE Lambda B335 , Amazon Inspector & 1EEHI K F° F 61 28 LA

T RS M<EE : cloudtrail:CreateServicelinkedChannel #
cloudtrail:DeleteServicelinkedChannel, Amazon Inspector EEXLRE , HEFEHT
f13R4E #1348 CloudTrail B, XEE A FEREFKF PH CloudTrail B4 , MGERE—#
CloudTrail, FAVEWEEH GBS HIRER CloudTrail ABEBEIKF PN EH, EXRINMAEEXLE
EBHEER , 555 (AWS CloudTrail BF#E®E) FHEFRSZHEREE,

(@ Note

Amazon Inspector AXFHHEFEAEFFLERZAMEZN Lambda B, X—REMAF Lambda
FREIFHET Lambda BRI,

Lambda B 32


https://docs.aws.amazon.com/inspector/latest/user/scanning_resources_lambda_exclude_functions.html
https://docs.aws.amazon.com/inspector/latest/user/scanning_resources_lambda_code.html
https://docs.aws.amazon.com/inspector/latest/user/activate-scans.html
https://docs.aws.amazon.com/inspector/latest/user/activate-scans.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-service-linked-channels.html
https://docs.aws.amazon.com/lambda/latest/dg/security-encryption-at-rest.html
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Lambda AW EEITAH

BUESE , Amazon Inspector 23 EKF FE % 90 KA A A EFHHIFTAE Lambda Bk, EUTHE
T, Amazon Inspector 23 Lambda BREUS 31 iR -

« Amazon Inspector ZII A Lambda BKEAET,

- FFFTHY Lambda B ZEFE E| Lambda RSB,

- EBEBIA Lambda EEH R K N AR F B S K B I E#HAT,

« Amazon Inspector £ B E IR INFHE N RBEFMXEE (CVE ) B , BiZ CVE S&MEREHEX
Ao

Amazon Inspector & Lambda BB N Ear BEIAX H TR | B 2% 5B BRER 4 HE
BRERETEEZ .

BB EENERN Lambda BBUEIM <A ListCoverage APl k&EE £IR#E Lambda &
BREEERBNEE, XELLTEHE , Amazon Inspector 2 E# Lambda BB EY L)X 3386 =
B’

« Amazon Inspector SEEX Lambda B EREI#N 161 RS o

- BFT Lambda BEIEET,

- BT Lambda EEEIFT CVE T B A 1ZE Amazon Inspector B#EERH , Amazon Inspector E
A#EZEHE,

SR T REAG A KRR

¥t F Lambda #x/#33# ] Lambda #3333 , Amazon Inspector XETFREINETR RS, BXxEi
RAHRBTENETHNRENIIR | BSHZENIZEITERIRS : Amazon Inspector Lambda #5/£H
WA FNETIERS - Amazon Inspector Lambda KB,

BRTEEZIRFNETRRSEZH , Lambda RBUEFEFHZ U T FRM4F B EEHEIT Amazon
Inspector 334 :

« &% 90 XRWAAREFHT ZE .

o ZEBEIRIEA $LATEST,

o ZERBREBEMNETHE B,

Lambda EEHHEHHREITH 33


https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCoverage.html
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® Note

N & 90 KAKRBEARIE N Lambda BECE B HEBREREEE 250, W0E Lambda EEE
RS BB AE B 1T 7 K, W Amazon Inspector IR E 3 B s HEBRB BBV T34

Amazon Inspector Lambda $rAEF#E

Amazon Inspector Lambda #5/E#3# AR 51 &R N E Lambda BB BFNEN N AR SEBIHH

BERE, Bl , IR Lambda MR python-jwt BFBRAEFEE S HAMESEY , I Lambda ¥5
HERERERE N ZEBENAELIN,

IR Amazon Inspector 7 Lambda BN AR BB P RN BIAEES M , Il Amazon Inspector &
ERFHANEFTRBERBENRAELRI,

BRECERHERBENGR |, BSRABERERE,

(® Note

Lambda #RERE T SH#E Lambda 21T ERE R BRIAZ A AWS SDK #k#ilil, Amazon
Inspector {13 4 55 FA B B 55 L 4% B AR B 0 = M B 4R AR B AR B 00

(® Note

{2 Amazon Inspector Lambda #x A3 # th 4 E 8t Amazon Inspector Lambda X#513
#.

M Lambda ¥R/ 1 T HERREN K

BT LA[ Lambda BRBURIIARE | MTFEHEBRTE Amazon Inspector Lambda frAERE 2. WA
FEERRERBEEH B IE BT R R EVEIR, EEHEBRAERBUMMIRZN |, ZRSHMEFUTRER

« # : InspectorExclusion

« {& : LambdaStandardScanning

Amazon Inspector Lambda #5### 34
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AEBN B WA EENTIE PR ERBURINIFE ., HXE Lambda PIRINFZENEZER |, 5
7 Lambda BRE L ARZ,

MR HERRE B

1. ERAZMNELERSR , AFITIF Lambda #£51& |, MiuLR : https://console.aws.amazon.com/
lambda/,

MNEMERFEREE

R EHEBRTE Amazon Inspector Lambda ¥R 2 S0 B BR Y B #ho
%% Configuration ( Bt& ) , AF%EEF Tags (F7¥) .

EREERE , RAEEFRMFFEE,

o K~ 0D

a. XWF4, %A InspectorExclusion,
b. XF Value ({E) , #iA LambdaStandardScanning
6. EERE.

Amazon Inspector Lambda #3133

/A Important

ZAFE AT #3R Lambda BRI A B , ARHESKNEFE, XLEHBRTRE RERD
By R S L A BURAT B

EBIL4F1E , Amazon Inspector AJiRIE AWS Z2 REXEAM Lambda HBHHNAREFRERS
BFERERE , @NBIEHE,. EARE, ROMZEFMIEMMEZE, Amazon Inspector KfEF B HE
MAEFF KT Lambda BN ARFRIB. ©E2FEAE Amazon Q &1EFF &K A ZRA NI 25 KR
BliE R BURH AT R FIRE.

Amazon Inspector 7 Lambda B AR FRE PN EFEN , 2ERRERE. HFERNLR
SDERTABHABLRE  URABERBHINESMNE, I, EEBUNAEERE, BT IE
BEARER , ATE8REZIRENRET. RTHNZAEAINEEN —BRABIKIERSI |, Bt
TIXERBEE,

RBEERWH B HEERHUE, FEABIRRUAIRTERTREER, SN ECSRANNKG
HHBWAR. ERARBIREWH , FELAAFAXLERY,, EURFEENHBTHRE , B
RRABHESENTH. BXEZER , FEAATENA TEREE,

Amazon Inspector Lambda X333 35


https://docs.aws.amazon.com/lambda/latest/dg/configuration-tags.html
https://console.aws.amazon.com/lambda/
https://console.aws.amazon.com/lambda/
https://docs.aws.amazon.com/inspector/latest/user/findings-types.html#findings-types-code
https://aws.amazon.com/machine-learning/responsible-ai/policy/

Amazon Inspector AriEE

WMREHCE Lambda KBHAHE , WAMEBE Lambda RBAKE. EXEZER , BSHABEAME
B, AXBPE AWS KEXFNZBENEE , BSREE T XS SER Ak,

ERBIRRAE R INERRD

Amazon Q £7F M Lambda KBHARNBNSKBRERAELINERNRE LR, BRIABER
T , Amazon Q #H AT ZERBE AWS HENZHH, BR , Lo LB Amazon Inspector API i
FECHEFEBXEEHRRAHTNE., BXEZER , FEAXNFAERIN PP RIBHITRDSMNE,

M Lambda 1333 P HEBR B EX

&R LA Lambda BREURIIARE |, M\ FFE BEBRTE Amazon Inspector Lambda B 2. N
REEBREI B BEE B L M I TR IR E BR. M EFRMNEBORIRER |, RS SLAEF U TRER,

« B4H - InspectorCodeExclusion

- {& - LambdaCodeScanning

AEBNBWMAEBENRBIEFHE P BEBROERBURMIRZL, HXTE Lambda FRIFENEZELR , B
Z £ Lambda BB L HRZ,

MARBRE P HEBRE K

1. FRENEIEES , AEITH Lambda #H|A& , MuLR : https://console.aws.amazon.com/
lambda/,
NS BERPERER.

R EHEBRTE Amazon Inspector Lambda #3334 2 SN 8 BBk AV B 7o
1%#% Configuration ( Bt& ) , AF%EEF Tags (F7¥) .
EREERE , RBERRMFRE,

o & w0 DN

a. XWTF8, #A InspectorCodeExclusion,
b. XF Value ({&) , #iA LambdaCodeScanning
6. EERRF.

F£ Amazon Inspector R{ZE AR E

ERREREXRERE  SNLTEHRZABREEERNEMEAERN., MREREMRIEEE
# | Amazon Inspector 2RBFIERFEF N R BRRERFTNFELRN, MRELFRAELRN , AT

FRRAHERE 36


https://docs.aws.amazon.com/inspector/latest/user/activate-scans.html
https://docs.aws.amazon.com/inspector/latest/user/activate-scans.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/lambda/latest/dg/configuration-tags.html
https://console.aws.amazon.com/lambda/
https://console.aws.amazon.com/lambda/
https://docs.aws.amazon.com/inspector/latest/user/activate-scans.html
https://docs.aws.amazon.com/inspector/latest/user/activate-scans.html
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B AERIRENER |, FRAELRIS HE Amazon Simple Storage Service ( Amazon S3 ) 771
W, BEXEZER , H5H S H Amazon Inspector FEX IS, EAAEEREN  EHARAMBERDY
AWS tk P RIRES BRI T AL -

Amazon EC2 3

K 7 4= Amazon Inspector Amazon EC2 H#iat , LA SSM < BRIEFHMI & -

* InspectorDistributor-do-not-delete

* InspectorInventoryCollection-do-not-delete
* InspectorLinuxDistributor-do-not-delete

* InvokeInspectorLinuxSsmPlugin-do-not-delete

* InvokeInspectorSsmPlugin-do-not-delete.

b4, EMFTE Windows EHLAHEER Amazon Inspector SSM H#itF. BXESELR , E5H A
Windows EC2 34,

Amazon ECR 1318

R K E A Amazon ECR HH# /5 , ZIK B Amazon ECR 133X B M EH Amazon Inspector 3
THEERWE RN FEA Amazon ECR #{TEARHE,

Lambda #RAE 1

NI FEA Lambda #RER#EE , MRAFEEBEBUE , WLEA Lambda B, && 7T SURIBR
Amazon Inspector £ #5& Lambda #r/EH B CI2H CloudTrail RS HXRIE,

Amazon Inspector X3 Z £ 4

HENKFEARBRER , 2BREZHEXBROFEER, TENMAREKE. NRENKS RERR
ZREER , WERXFAECK WRBEE , MARKSFENIRILIKS,

FRHAHE

EFREANKFHNMERBERLAE AWS XEERZIKF# Amazon Inspectore BXEZELR | 25
¥ /£ Amazon Inspectoro

BEAEZKFIMEFSERIL SR |, IEE L Amazon Inspector ZEEEE A B HBEZRETRU TSR,

ERAE 37


https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-lambda.html#lambda-standard-scans
https://docs.aws.amazon.com/inspector/latest/user/scanning-lambda.html#lambda-standard-scans
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Console
=RAR

1. FRABKHMEIERSR , RETE https://console.aws.amazon.com/inspector/v2/ home H 3 FF
Amazon Inspector Z#| &,

ERAREA LA AWS XiF &ESE  EREFAARNXE.
ESMEET , ERKSEE,

ERIK PRI LR R IK P RV R RS

P EEFEARENFNKSX R EIEE.

BERE  RAENERAETIHEEREFERNEABRE,

(#% ) BEF AWS X AZAHERENS M AEREPEEXESR,

N o o~ w0

API

EITER API81E, EERS |, 121t IDs BEEFERRAEMNIKS , HresourceTypesiRft—1 %
“NEC2., ECRLAMBDA, E{LAMBDA_CODELA{Z=A1AH.

ERAH 38


https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/inspector/v2/APIReference/API_Disable.html
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Amazon EC2 X HlRER SR Center for Internet
Security ( CIS ) 133

Amazon Inspector CIS 333 ( CIS 133 ) AIX &M Amazon EC2 EHIRERSHITEAN IR , BRE
BHE Center for Internet Security FEEMN RETREBIUNEH#TERE, CISZ2EERBETATREE
ERGNTUINEREREEMNRERE, £AKF B Amazon Inspector EC2 35 , BRI BRITR
itXl CIS 9, BXxM{TEE Amazon EC2 HIENEER , BSREBEREER,

® Note
CIS #rifEE AT x86_64 RS, EET ARMHRERL , REREA L EZH T ITMATIRE
TIEEH A,

Amazon Inspector HRIEZFIFFE LR B E X EF#EITRIXS B ¥5 Amazon EC2 K417 CIS 3

#. Amazon Inspector 2Xf BN BIFERFIHIT—RIIEHIRE, BUREHSTEHENREEER
BHEBEN CIS EERY, BIRERME—/ CISKE ID Mz , 5ZF A CIS EHEEN
Bi. CISHATERGE , BANEEELERKRTHRZRENMEXfIRERT., BT EK,

® Note

BERATHITR CIS Bl , XABERENERMNERE, B2 , WRENAAXAFIZT CIS A,
M A7ER VPC iR

FH

« Amazon Inspector CIS 33$## Amazon EC2 EHIER

- &B17 CIS i

- FHAEE Amazon Inspector CIS HF#HHY FEEI AWS Organizations

« Amazon Inspector 38 i F Amazon Inspector CIS 333 # Amazon S3 1Zf i@
- Bl CIS HitEE

- BEECISHIEER

- RE CIS HEIE

- THCISHIEER

39


https://aws.amazon.com/what-is/cis-benchmarks/
https://docs.aws.amazon.com/inspector/latest/user/activate-scans.html
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Amazon Inspector CIS 3## Amazon EC2 LI E R

EEEH Amazon EC2 £4| £iZ17 CIS 34 , Amazon EC2 LI ATE B LA T &4 -

- RHIRERSGZ CIS HEZENRERSEZ—. BXEZEE , 2 Amazon Inspector ZHEH#
ERENREEIES.

« XHIZ Amazon EC2 Systems Manager 361, EXEZER , HZH (AWS Systems Manager A
FiEmE) FHEA SSM Agent.

« %32 %% Amazon Inspector SSM ##. Amazon Inspector £ B FEFEE 26| E R FH

o ZEBIEEEHIEE Y | ZEEXHETF SSM EELFIMRER , ##EF Amazon Inspector
YR BT CIS AR, ERFXENIR , R/ Amazon SSMManaged InstanceCore
Amazonlnspector2 *ManagedCisPolicy RE&E i N ZE| — 1 IAM A€, REHF IAM AeEREHIE
B XM INEZSEH. B2 MM NSEFIEEX 4 |, ESE (Amazon EC2 AAFERE) #
BER IAM B,

® Note
£ Amazon EC2 3= L3217 CIS Az 8l , BFEF/E A Amazon Inspector SRE R
&, MREZEA Amazon Inspector JRER ZE , Amazon Inspector & Bz Z% SSM

Agent , B2 BIHA SSM Agent RETRERE., 4 , Akt , BHNKFHREE
InspectorLinuxDistributor-do-not-delete XxBx,

£FF Amazon EC2 =4l _Ei=1T CIS 318 Amazon Virtual Private Cloud
U R E SR
B LABE Amazon M4&XT Amazon EC2 £4liz1T CIS HiE. BER , MREEEFLE Amazon EC2

61 Eiz1T CIS A |, MIAJ6IE Amazon VPC i . 51 Systems Manager #12 Amazon VPC xR
i, BEUATRSK :

* COom.amazonaws.region.ec2messages
* Ccom.amazonaws.region.inspector2
* COmM.amazonaws.region.s3

* COmM.amazonaws.region.ssm

* COom.amazonaws. region .Ssmmessages

Amazon Inspector CIS $33##) Amazon EC2 £ ZE R 40


https://docs.aws.amazon.com/inspector/latest/user/supported.html#supported-os-cis
https://docs.aws.amazon.com/inspector/latest/user/supported.html#supported-os-cis
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ManagedCisPolicy
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html#working-with-iam-roles
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
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BXEZER , 2 (AWS Systems Manager AP 1ER) Y Systems Manager 82 VPC i
o

/AN 0

® Note
Bal, B AWS Xif Fx#iZamazonaws.com.region.inspector2imso

=17 CIS i

BUEEEZET RN CIS A , ARV EERE. BEETHE , FEACNERELRE.
BAEPAEERER , BUUEERATERZHINFEREXN ., MRERALR Amazon Inspector EiRE
BR 6 WAL ERHEEREBDIEEZ /K, , Amazon Inspector FHEESNKF FERTHIEEREHE

Bl SRR RE CIS 2SR, NTENEENR , CIS BXBFSFH 1 NER 2HENXH , B
ERNTRNEARFENTEAREEFRREHEL,

 ER-BWAEEMRELEENELZ2RE, XEXLEREQUBRSROPHHBRERTLHF
o XEZWHBARRRDREAOLNEE , NREBENEZEXEK,

c ER2- AEREMPREBUESRINRZERE, XBXLEREFEHTAINMME , LEAREH
AR SSRMAI RS, XERWHN BRI EFERESAMER,

g2 RER1WEM, NMRERELR 2, Amazon Inspector SR EHFNER 1 MER 2 BIUWFFE
[T

EMRAESHE  EUERRFEEN —RMAEKREZT ( EEREEREET) , ERENEEA
EXEZ1T. EEAKETUUER. SARBAET , HEHEERE,

® Tip
RNBIGERFEETHE A AR SR B B A atE,

FERAEE Amazon Inspector CIS HIEHIEZEIM AWS
Organizations

LWIREH LA HIZIT CIS AT , Amazon Inspector ZREBRA MK AR 2LUFRREN HFRNES CIS B
BEEMRBELERHTRE,

iZ1T CIS 133 41


https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html#sysman-setting-up-vpc-create
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html#sysman-setting-up-vpc-create
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Amazon Inspector ZREE R A E CIS HARBENABLERHITRE

HEREEANREKFREGEXAK S CIZEHREEN  ZREQEAAME, AARANRHEEER
—MARN , FAR ID EEENREE :

arn:aws:inspector2:Region:111122223333:owner/0OrganizationId/cis-
configuration/scanId

ZEREEATNERELAMANPAHEE , IEXERERHEMWIKS 6E,
EREERJUEFEHARPEAKS VRS

MREFREERGETHBEBEHEE SELF AERKS , WEMEZEREEZATR , KRB ER
HEE, BER , ZREEATEL SELF N BHREXTREERN B 7.

(@ Note
ZRERRATEZAALREH CIS HFEERMIFL,

Amazon Inspector B & MK~ 2{a 5 CIS AEEREMEFRERHTRE
HE A AIE CIS AERER , ZBEBHHFE., ER , EREEATUEFTZEE, MRKAMK
FER K WEREBANLTEEETZEE.

(@ Note
ZREERATEREKRAKS QIRNEEERE,

BRAMKF . LA SELF NE/MHNEREER , UMUK BAEECOIENARRE, XEPREES
—MARN , R/ ID ERNREE :

arn:aws:inspector2:Region:111122223333:0ownexr/111122223333/cis-
configuration/scanId

BAKFAUEREKFREERHEER  SRZIREER TN CIS FENEHRE

fEAEE Amazon Inspector CIS 13 #IEZZEL AWS Organizations 42
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Amazon Inspector #1588 B F Amazon Inspector CIS i Amazon
S3 17 1

F iR RAMIEEIES ( OVAL , Open Vulnerability and Assessment Language ) 2 —HE 8% 4T
£, BEESETENMNFRSITENREHONZREEZIMIREN. TRIIET Amazon Inspector BN FTE
AT CIS 3##9 Amazon S3 F## & OVAL E X, Amazon Inspector 2% CIS H#EFTER OVAL
EUXH, VPCs IEMKE | RFI D% Inspector HEH Amazon S3 MBI AT TR E,

® Note
LN Amazon Inspector #iE KIS Amazon S3 F#E BN AEEEH T2 ETL, BER
ZRURESTERERH , URBRHF N AWS X3, B[ Amazon Inspector HEH
Amazon S3 F## A T HM Amazon S3 BREHELE B 2K Amazon S3 F#EHPER.

CIS 771 AWS X1
cis-datasets-prod-arn-5908f6f RO i X ( Hr SR E )
cis-datasets-prod-bah-8f88801 2R ( BA)
cis-datasets-prod-bjs-0f40506 FE (4R)
cis-datasets-prod-bom-435a167 TWAMX (&XE)
cis-datasets-prod-cdg-f3a9c58 RUM X ( B2 )
cis-datasets-prod-cgk-09ebl12f M0 AR X ( FEDDE )
cis-datasets-prod-cmh-63030b9 EERE (HE=EM)
cis-datasets-prod-cpt-02c5c6f IEM (FFER)
cis-datasets-prod-dub-984936f BN X ( Z/R= )
cis-datasets-prod-fra-6eb96eb M X (EZX%RE)
cis-datasets-prod-gru-de69f99 EEMN (ERT)

Amazon Inspector #1558 F§ F Amazon Inspector CIS 13## Amazon S3 77 #& 43
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CIS 7Ff&#@

cis-datasets-prod-hkg-8e30800
cis-datasets-prod-iad-8438411
cis-datasets-prod-icn-f4efflc
cis-datasets-prod-kix-5743b21
cis-datasets-prod-lhr-8b1fbdo
cis-datasets-prod-mxp-7blbbce
cis-datasets-prod-nrt-464f684
cis-datasets-prod-osu-5bead6f
cis-datasets-prod-pdt-adadf9oc
cis-datasets-prod-pdx-acfbd52
cis-datasets-prod-sfo-1515ba8
cis-datasets-prod-sin-309725b
cis-datasets-prod-syd-f349107
cis-datasets-prod-yul-5e@c95e
cis-datasets-prod-zhy-5a8each

cis-datasets-prod-zrh-67e0e3d

2l CIS HHEE

REBNAMACIE CIS HEEE.

AWS X1

TAR#X (FHE)

EEFRER (BHEFRILMALER )
TA#X (ER)
WA X (KER )

ROM X (123K)

R 3 X (K= )

TA#X (KR )

AWS GovCloud ( ZEEZFRER )
AWS GovCloud ( EEFEEE )
XEAEL (HBRM )
XEAEE (JLmAERL )
A H# X (IR )
TA#K (&R )

MEX (FE )

HE (TE)

RKM (7R ER4H )

BIE CIS HEE B
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1Z1T CIS 3

1.

2

~

FERENEIEER , REFTIF Amazon Inspector #2#IA& , MiLH : hitps:/
console.aws.amazon.com/inspector/v2/home,

£/ AWS X5 THFIREFRZEIZT CIS HH#ER AWS X,
ESMERTD  GRRFQHE  ABERE CIS H#.
prid=nlfe SRS N

EREEERNT , M ARHEER .

EERBFREF , MAZABNSHINRNENNE, ERSTUANSMMEEEENTENE ,
BEHALUEE 25 MEESEAEPIRZ,

XTF CIS BEHESFR , BUUNERZLBEERREFR 1, NERLLBRELREFR 2.

NFBEFRKF, , BEEETEE CISHEPNIK,, BXEZER , BH5H £HEE Amazon
Inspector CIS AR EEFE W AWS Organizations.

MRENKSREREZAMKS , MABLARREKS REEKS . FIEKFETRERALKDH
FIRKF . EEKPUREKRAKPHNBIKS . MREFLIED , WA LUEE FHES 2 RIKS K
BEEZNKF, SWa LA SELF MARKS ID RN ENK/F eIZHHEE

MRENKFRA[PRIRT K RERZAKS |, B UEREAERNENKF O EPRERE.

XTI, mFE-RERE  SFEFEEEAREEEREVAETHE  IELRESHAMAE ,
X EEEENNEZTEM,

10. WINERSE | BER6E,

EE CISH#EER

Amazon Inspector 2 N ETHEMNEHEBCIZ —MA#EAEL |, FAEAE—EHE ID KERHES
R, CISHELERE 90 RANAH, ZAUEBIREHHNFTRESR CIS HHEER !

- BRETCENHBEER - BREHEARTHITIRENAHERETIEH. XTHARE , £H2W

-G WARZOHERAN, BREHEL,

- BRENFRLCENARER - RARHRRAHERNS MR ENRA#EERETIE. X T

BRER, EH2WE—0HE , UARREZLRERN, BRIHEL,

AEBNAMAEE CIS HEER
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EERHEER

1.

o & b

FERENEIEER , REFTIF Amazon Inspector #2#IA& , MiLH : hitps:/
console.aws.amazon.com/inspector/v2/home,

£ AWS X1 THFIRERFE G CIS HIEE EN AWS X,

ESMERT , ARRFLHE , AFiEEF CIS B,

EERARERETF,

EITRIEST , GRBEFNHAMITY ID, RELXRBEFTNRAMHITK ID FAENIT , REERE
BERFARER

REERETEENTHEIRE , AFEFAENTRIESHHBABDERN SN ERN TR,

R LLEF TR CIS HENEFEHAER.

EFITRIH CIS HEMNFMAER

1.

o &~ 0N

FERENEIEER , REFTIF Amazon Inspector ##|A& , MiLH : hitps:/
console.aws.amazon.com/inspector/v2/home,

£ AWS X1 Thi%|RizFEeE CIS AHEEEN AWS X,
ESMERT , ERRFEH , AFEE CIS B#.
EFREITRIETF,

HREEERMIT  LAREEFNHBEENEN. IELREEENHREEMENIT , XA
EEREFFAEE.

YmiE CIS HEELE

REBNENAmE CIS HEEE.

418 CIS Pl E

1.

o & 0D

ERZNEIEEZR , SRAFITFF Amazon Inspector #2#|& , MikR : https:/

console.aws.amazon.com/inspector/v2/home,

£/ AWS Xig THI&REFECIE CIS HiBEEN AWS X,
ESMERF  EREFAME |, AFIERE CIS A,

R BT RIET,

ERERENEEMENTT , RAEEERE.
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T8 CIS HEER

A[fE A Amazon Inspector #2#| & APl & PDF = CSV &8 CIS :H#,

(® Note

X T 2024 £ 5 A 3 BzRWER CIS 3 , BT CSV XM CIS H#EE R,

AEBNFWMAER Amazon Inspector &4 T & CIS 31,

1.

o ~ @b

BEEHE A TH CIS HEER

fE B EIEE R , SAFHTFF Amazon Inspector #2#]& , MR : https:/
console.aws.amazon.com/inspector/v2/home,

£ AWS X1 ThiF|RiEFEE CIS AEEEN AWS X,
ESMERT , ERRFEH , AR CIS B#.

ERPMEE RETF,
EITRIEST , GRBEEFNAMITL ID, RELRBZEFTWAMITY ID FRENIT , REERE
BERAER

EERTE , RFEE PDF 5 CSV, MRALHKSREREEAKS , WA SUERERKSRTH
FER R KSR,

THCISHEER 47
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Amazon Inspector Code Security

Amazon Inspector 2 —HlREEERS , TEHRATEARHFENEH#ITHAE , LERERHR
EMENANRERE, BB) Code Security , Amazon Inspector 2 E— N ARFERERE, £=
FRRARFABRRURBEiMEREIAE" RHIRE. &R LAE Amazon Inspector 2§ & P BN
Amazon Inspector API #E& Code Security, #E& Code Security /5 , AIASIBRABERENENA
FHENRBEEE  UAEEPENMENNE, SOUUERES, FEMNBRAERE, BxEM
Code Security B9 AWS XIFHER , BZHAXENRS. BXENWEL , S H Amazon Inspector
Efo

RBREMTREM

EFFRERRBREZH , BLMEBERBREHREMMAMBENKE. LESTUARERZIE
RBFER mTLXzE‘—:J%EJi KRB EFRENTEBAXNEAEAER. MABRT , BHBEER
AWS BN ZHARTHNE. IEREFAHENES R, AENEE, IRERAFNEERATNE
HENES _IL,{ﬁIJE%F'?EME’J KMS 4.

BE Code Security
BUE Code Security WA SBEMME B AEREN ANMER,. BXEZEER , BSRBEHEE

Eii

ST EENEHAITIHR AWS KMS

BIABRT , EBNRESERA AWS HENZHARTNE, XEREZHRHENERESCE, AENEE,
NMERERENEEATNERIENZRSR | TMﬁ'JE@F‘?%”H’J KMS %4, Amazon Inspector &5
B BIEH TR E. Amazon Inspector (RMNEHRRBREA RSN FHEP BRI THE. el
EFEE KMS Z4ANER , 5@ (AWS Key Management Service iF#88) FH6IE KMS %
il

R B Rl
EECEERAN , EANTREERG,

(® Note

AT RBEHF Y FAS B PR45E T Amazon Inspector , B EM1X 2 Amazon Inspector .17 B
¥ APl

TR 48


https://docs.aws.amazon.com/inspector/latest/user/inspector_regions.html#ins-regional-feature-availability
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https://aws.amazon.com/inspector/pricing/?nc=sn&loc=3&refid=0d873978-11ec-4d4f-9e53-b563bf029726
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
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JSON

"Version'":"2012-10-17",
"Id": "key-policy",
"Statement": [
{
"Sid": "Allow Q to use Encrypt Decrypt GenerateDataKey and
GenerateDataKeyWithoutPlaintext",
"Effect": "Allow",
"Principal": {
"Service": "q.amazonaws.com"
}I
"Action": [
"kms :Encrypt",
"kms :Decrypt",
"kms : GenerateDataKey",
"kms : GenerateDataKeyWithoutPlaintext"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
},
"StringlLike": {
"kms :EncryptionContext:aws:qdeveloper:codesecurity-scope": "111122223333"

}I
"ArnLike": {
"aws:SourceArn": "arn:aws:inspector2:us-east-1:111122223333:codesecurity-
integration/*"
}
}
}I
{

"Sid": "Allow Q to use DescribeKey",
"Effect": "Allow",
"Principal": {

"Service": "q.amazonaws.com"
}I
"Action": "kms:DescribeKey",
"Resource™: "*"
},
{

fEE - EENZAITIHR AWS KMS 49
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"Sid": "Allow Inspector to use Encrypt Decrypt GenerateDataKey and

GenerateDataKeyWithoutPlaintext using FAS",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/inspectorCodeSecurity"
}I
"Action": [

"kms :Encrypt",

"kms :Decrypt",

"kms : GenerateDataKey",

"kms :GenerateDataKeyWithoutPlaintext"
]I
"Resource": "*",
"Condition": {

"StringEquals": {

"kms:ViaService": "inspector2.us-east-1.amazonaws.com"

},
"StringlLike": {

"kms :EncryptionContext:aws:qdeveloper:codesecurity-scope": "111122223333"

}

"Sid": "Allow Inspector to use DescribeKey using FAS",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/inspectorCodeSecurity"
}I
"Action": [

"kms :DescribeKey"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"kms:ViaService": "inspector2.us-east-1.amazonaws.com"

B2 KMS Z4H /5 , BRI BAMEALLT Amazon Inspector APIs,

BIREFEENZHRH

1Ti5 A AWS KMS

50
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« UpdateEncryptionKey — & f CODE_REPOSITORY or resourceType fl—i2 A CODEER TR
B BEEFEFEE KMS ZANER,

» GetEncryptionKey — 5 f CODE_REPOSITORY or resourceType Fl—i2{F FCODE/E R TR AISK
B E KMS AR EMK R,

+ ResetEncryptionKey — & for resourceType # CODE_REPOSITORY for —&{£HACODEA EE R
B KMS Z4RABELEH A AWS HIEH KMS E4.

£]2 Amazon Inspector SENRBIEEE 2 BER

A IEN B WMATE Amazon Inspector SENRBFHEZBAIEERNED, BIEERN , FIER
B EA6E FEE A1 Amazon Inspector ##& 8 Code Security TWHE EERTMBSIH, AT HRHEAMEE
MR T WA RIBHERFIE .

Code Security &% RgES A 10 AAMIE |, A BRUEESIMNERENR NG X, —PMIERZAUE
=AMRIAAHEEEXEK.

Code Security MK XX EHKZ 100 MEMK. Code Security £ ERREE 7 K /5K & K F o<
REBE=.

NERBFRE , BWFEZSREAR — B ENHTER
5 GitHub SaaS. GitHub Enterprise Cloud & GitHub Enterprise Server B 5k EE 2\ # B B R i 8] 1

PR o

/A Important
HTZ2ZEFEMER , F=AERATRIERZLBEHNRER TR HKAER,

#£ Amazon Inspector & GitHub Z B 8IZ &K

AEBZANF WA Amazon Inspector 5 GitHub Z [ BIEE &K .

(® Note

NRZXZEERGUEER , RESCRTEESE 2 THERAAHEE, FLERHEEERN ,
ALUAREEEE, Ao NEARNEEE. ERNAREESCIZENRHEEM

BIEEK 51
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BE. B2 , RARHEELE3 55 A Amazon Inspector BY {371 B A AW B <8k,
MEEGERINGEEES , FEBRSENEE, ZRENR—XRIAEHEE, MRE6IZEER
INAHEERE , RETELRREBRABRRNRBERE. SMNKF NS MNEAREEIE —IXBIA
RERE. MRETERIRMIANPDELRE , BFERIEERE, BER , TREBRERN , REL
RAEHEBBRAAREE, FEBRRAPERESYZRINEHEEES , AYEEQREE
RIERNEI S K BEEEZLRPAAERFAFE.

5 GitHub SaaS. GitHub Enterprise Cloud F1 GitHub Enterprise Server FI & R E B2\ & BB M 17 (814X

PR o

(® Note

Amazon Inspector RIFAEFUEIREWERIN D . MREQIEFVERIAD X , Amazon Inspector
SPBHERZIORIAD X,

/A Important

ERRERBEZE , RELBISEFNIE Amazon Inspector 5 GitHub Z BB iERE, &
MR LR, FRETRIZTRE, WREXABEHED , N ERENTERE,

£ Amazon Inspector 5 GitHub Z B 81 & X

1.

2 T

FEREWEIEEF, FTFF Amazon Inspector ##l & : https://console.aws.amazon.com/inspector/
v2/home,

MNEMBEHAR , iE3F Code Security, EFERET , RFERER GitHub,
EERFEHAEET , RAZHNEREN , RAEEFEEE GitHub,
1E58 M O IR BI , BAE Amazon Inspector # GitHub 2 |8 81 &£,
FERIERED |, EFEHE GitHub EEENHE,

WA GitHub M ARFNZE ID, MREE L% GitHub AR , WA LTE GitHub NARFR
E/ GitHub H#kE|%% ID , HEE GitHub B AT URL I REBHKF L% ID. MRERAKRR
% GitHub RIARRRF , BEBRLZRFMARF. XHESFES|SE GitHub , B EREP%EF
GitHub AR HIEE 7 FELE,

L EES GitHub.
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RIRBRERE , T8E2BE| Amazon Inspector ToERIFT G R T ENER. WRERENFTTAR
Amazon Inspector BEIEMBE R , At X EXME R, EES LR , ATLATE Code Security
NHNWERER AN EZEFHTHARIE. EREINT , ERETAIEEFIRES , HH Amazon
Inspector 2t T EFHTHMRIEMET, EREFHTEARIIE. BRBFEECRIERIER , &
AUEHPEREERE,

MREMBRERNRERE , JRERKTRBERERE, MRREXFER , B4 BRERHF o12 —1
MEOVER. MBREKRE , LRERMBETE ARBEZER KNS

£ Amazon Inspector & GitLab Self Managed 2 [B 8|2 & K

REBN LK WM{ATE Amazon Inspector 5 GitLab Self Managed FE R IB 176 E 2 B QI ZE Ko

=
o

H=ER

ol

EEEN  FERBEUATEES -

- ERABT - XBFMENERHE K EXHHE o
« WA URL - X2 A FinRZEH GitLab Self Managed SE#i# URL,

s NMAVETHE - PMABETHEERAEERIKSE GitLab Self Managed F 8|2 |, S BIELLTER
1 : api. read_api. read_repository M write_repository,

® Note

Amazon Inspector RIFAE MG IRENERIN D . MREQIEFIIRIAD X , Amazon Inspector
L2ABHAERZFNRIAD X,

£ Amazon Inspector & GitLab Self Managed 2 [8] €| 2 ££ 5%

AR SBANB T WEI4E Amazon Inspector 5 GitLab Self Managed F B X312 FE < 18] 8 B & 12,

(® Note

MRXEEBERVNEER , REAQRREBEF 2 THPLIBRIARREE., ELEHEEER ,
ATLLUEFRRAEME, AEIMNERENEREE. (2R RESBENRBEEME
B, B2 , RIAFHHEE S B3 5% A Amazon Inspector BY{ERIET I B A A I B <8k,
MREGERANFELE , FERMENREE, BREVEXRINABELRE, WRECIEER

A GitLab Self Managed Bl £/ 53


https://docs.aws.amazon.com/inspector/latest/user/code-security-assessments-connect-delete-integrations.html
https://docs.gitlab.com/user/profile/personal_access_tokens/
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WRHEE  RETRTEFCIEMAREEE. SMNKF NS MR RELE—IRIIA
HEEKE, NRETBCBMAREEE , FEERIRE. B2 , TREIEREXN , RE2
RAGEERANPHEEE. FUEMNEHREEIRIEZMNEBHREES , CREERES
BIERNE 3L  BRBEZSRIPBAERFAEE.

/A Important

ERRERVEZR , RELIRREFIE Amazon Inspector & GitLab B{TEE 2 |8 81 &E
B, BUOTMERESER , TETRZEE, MREXARETD , NLEMERITERE

BIE 5 GitLab BITEEMER

1. FEREHNEIEER, £ https://console.aws.amazon.com/inspector/v2/ home A ITF Amazon
Inspector #H| A& -

2. MEMBERKF , %3F Code Security, 1% Connect t o }iE#EGitLab BEREE.,
3. EERFAEET , WAUTHRE :

a. EERBHF , MARMBIEREXFHER.
b. MR URL # , A A FiHRIEMN GitLab BITEELAIH URL,
c. XNFMNAFEGHE , FHWASEMEEASNNALRTE,
4. EFEEE GitLab”,
5. EHEHEORIERZER , LLFTRIE Amazon Inspector H GitLab 2 |8 8| &2E /T,

BIRERKE , TTeESIEZ] Amazon Inspector ToiERIFT R ThEWIER . MREXKENAFTHE
Amazon Inspector BEIEMBE R , ATt X EXTER. BEEE LA , ATLAE Code Security
NMHNERER AN EZENHTHARIE. ERESINT , ERETRAEEFEIRES , 3} H Amazon
Inspector 2t T EF I T H B RIENIET, EREMHTIHRIE. BFEEEQIERIER , &
AUEHEPTERERRE,

MREPBRERNRSERE , TReLTRYERER, MRREXTER | BT BRE L H 62—
MEER. MRERE , BFEAMENE A AHSZERXBENEE,

EEESRBTFHEENENX

AEBNFWMAIE Amazon Inspector BHI AP EEFEEK.

EEFEER 54
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£ Amazon Inspector BH AP EEFER

1. ERENZEIERSR , AFITIF Amazon Inspector ##l& , Mt : htips:/
console.aws.amazon.com/inspector/v2/home,

2. MNEMBES , % Code Security,

3. BEEREM. EWABFF , EUNLEEMBCEENER , HEERXMERANELRNEE, 1E
EERERNEN, ERNRSUARRABREREERNR.

R HEEE TS HRIE

RIBRERE , T8E2EBE| Amazon Inspector TERFIGRTENER. WRERENFATAD
Amazon Inspector BEIEMBE R , At X EXME R, EES LR , ATLATE Code Security
D’iﬁﬁ’ﬂ%ﬁiiﬁlﬁi%qﬂﬂﬁﬁiﬁﬁﬁ%ﬁ?ﬁo FERBHT , ERERAIEEHRS , HH Amazon
Inspector 2t T EFHTHMRIEMET, EREFHTEARIIE. BRBFEECRIERIER , &
ALERPEREERE.

MREMBRERNRERE , T2 LTRBERERE, MRREXFER , BLHMI BRERH 012 -1
MEBER. MRERE , BFERAMAENE A RS ZERRBKNEE.,

EENBFEE

AEBNBMAE Amazon Inspector 84| & FEERBIEME,
£ Amazon Inspector 2 H AP EFRBEME

1. ERENEIERSR , AFFTIF Amazon Inspector ##l& , Mt} : htips:/
console.aws.amazon.com/inspector/v2/home,

2. MNEMBEHS , £ Code Security,

3. GEERNBEF@EE, AT+, BAUERFINTENMERBEREE K AEFFXENNER
FR. LEEEESNMENBHMBERES, EETUNETESTEMEANEEUR LRAHmE
BB A, EEETUAEERERFERIE

ERFHMEFHARESR

AREBNZWMAIE Amazon Inspector EFHIEHEFMENFHAFEE . WRENKFRELANERERE
A, BAUEERETHRAKFANIENFHARE.
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£ Amazon Inspector AP EF KB E

1. ERENZEIERSR , AFITIF Amazon Inspector ##l& , Mt : htips:/
console.aws.amazon.com/inspector/v2/home,

2. MNEMBES , % Code Security,

3. GEERNBEF@EE, AT+, BAUERFINTENMERBERE  AEFFXENNER
. LEERSEESNIENBHRNEERES, EETUEEETMEMEXNEENUR LR E
BB A, EEETUAEERERFRIE

4. BE-ATE. RFRE-ITE K RAEEREFFAEE. EU B RAEEREL  S&UUER
BEXZUBENEREER, LESSEMENAHM ID UREK ARN, B2EAEXTE AHEM
RERENEE, CEZUUEREETEMXNAERN , bt AlSHAERIANBAERIGE
HEIALN

i BR &R K

ARSI 4B T A0fAIFE Amazon Inspector #2518 FHIBRERK. MBRERE , BEEXFAEWE HHE
BSZERKKNEE.

f£ Amazon Inspector ¥ #l & # il BREE X

1. ERENEIERSR , AFFTIF Amazon Inspector ##l& , Mt : htips:/
console.aws.amazon.com/inspector/v2/home,

2. MNEMEHS , % Code Security,

3. BEEREM. EWATFF , EUNLEEMBCEENER , HEEREXMAERANELREE, X£
EEERERNEBN, ERNWRSMERREHBRIRE,

4. BEE-ANEN , REEERER.

SIERERE

EOIBRHEEE 2R , BSIEIES Amazon Inspector FWERK ., BXBIEBERN , RELIETRERE
RARBEE, FETBNANAUUEEAAELRE. RMARBEENEARAEREENXBIET , BRiAR
HEEABZMMIHT A, EaUBEeIZRINEEE,

RBELHBZMNZEF 500 NMEANLPHEE, ABRENZEFESNMNKFNSNMARE 1 MRINEHEE
B, —MAMEERZRES 10 FNIE XK.
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Amazon Inspector AriEE

— M E&RZAUEET 4 MEEREXRK. RCEIEMARHEEE , WXSFERARHEE, T
EFRMCALRRREEE.

MRALNEZRERZRBRMEE , WHAHEEREARRHCE , FNATAEARPNAE KK
Fo. MRFREFERCNERANLDHEE , L2 RERFRER.

EOZRAEEERN , TUERREER, QESMNERHENFEE, QEMRTURETEHMNES
By, wABlAEN, MREFETHANERTHE  WINEREHAEREHE, NRSAEHAH
WASCHFEERRRENAHREERLHAFHNER, BENRHEATEEREEXRBREAEE
R #TERAME, MREEERARBRGEAAHE  WEEESSES A MAEE R FAvE#HARKR
2o

WMRER ID HRENBERRAZL , B EE, N TERAME , MRERX ID &1 ARAHEZE
RAZ , NS Ef, NTEEFEAE , MREX ID £ 24 PtRPAHEEREEL , WapkEa
o

® Note

MREAFETEEREFEHNEHBERMNAEERNAR LSS , MNXENE] 25 NRBEIEERESE
R, HABREFRKBEEFLEPETR. &£ Amazon Inspector F A2 E REMRE,

SIREMRAHEE

1. EREHEIEE S, TE https://console.aws.amazon.com/inspector/v2/ home H3TF Amazon
Inspector #HI A& -

2. NEmMERKF , #RRBRL,
3. LAREE A ARREFCIRPEEE.
4. ERAEFHAGEET  WMITUTERE

NTERERYN , MARHEEENE .

5. HRAHMERT K BEUEFETRNERRHENAELHHRBENMEE | KiEERBHEHAYIR
=,

a. (B&T1) MREFRETTHNERLE  BEEEAEHAKIEREREH,

MRERERAEHAH  FESERERHEADNEAENN B HRREDHBIMNE,
b. (&M 2)MRAFRAENHEHE , FREREHEEIRB NG ARMURETERTH.
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10.
11.

i BEBRFRIABNERAMSIERRBNERAH, NREAREIREREAAME , BT
PR B piEER AR B ETE

i. AEEAEHAHIZRATHAHA, UREREAEHAA  FESERERHABNE
EEHM B BRRERENR, SUUREETSHNMARRTEE, XEEHIER
E X BIND ITFF MV EGERE |, UREREE FH AN ot BRI
FRNEEEHMBSITAMARE. BEMAFNEE | BxAFERTFHNEER,

HREINT  REREETHRAHITIEREE B ELHAH#HD
a. (&A1) MBREFRTRBEDN , FNALTREHED T

- BANABRFZE2NR - 2 MRRBRREFERR.
* laC B - 2 HrEd & MFE E 2 1R Ay M A M AR
- BAHRHAKD T - RENRAREFFIIT R,

b. (&M 2)MREFAEUNEESN , WLAMNTHREFERED -—MEIEEINAES
MraRE .

( Ak ) WTHRE , IRENATHENEEX. &3 50 MrZ,
ii?%-lt_io
ERF#EELET AR AEEREDIBEFEE.

a. (I&I1) MREEFAEFREE , WaXMEAIBFEERAEH.
b. (&M 2) MRERBEFRE , NN EEENFHEEFRALRH.
BET—F,

EEENIEE  REEFIBRPEEE.

® Note

EAAREENERTHREUNANRBEEE, SNT2NRATHRBEF#E.

EFERHEEE

AR EZBANLE T B{AI7E Amazon Inspector 24l AP EERMEE,
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® Note

UEEALARINEERHE BT , Code Security REFHWELFMERLERAE , ARM
&1 AWS TKF

EERHEENFARER

1. ERENEIERSR , ARFTIF Amazon Inspector &l & , Mt : htips:/
console.aws.amazon.com/inspector/v2/home,

2. MNEMBEHS , % Code Security,

3. EREBUEREMNPHEES R, NRERFREER , WIIRPISLELANAFRE, &7
LEISMABEEENBMUAREN N ARBEENEZE (AWS K/ ID AR ID ) . BEALUE
EMERERENPAWONRENATEE, CEZTURBREPNTAEFRIFEDHEEE.,

EERRENFHER
LT EBANLE T B{A7E Amazon Inspector 24l AP EERHEEMNFMES.
EEFRARELBENFAER

1. ERAZNZEIERSR , RFITIF Amazon Inspector ##l& , MukH : https:/

console.aws.amazon.com/inspector/v2/home,
2. MNSMEF , %E#F Code Security,
3. EREE.

4, EBRBEEHFAEENRE. AHEBYACERERGTARRENER. ELHREL AT
UEESHEE ARN, BT BLAMMRERURER T PLAHIFER, ShTUNLR
BOpBARER, NREIESERTENAANAREE | tTUELRE LETHE,

REREEE

BRI LABER B HHE B, ERBAMBERN , BrUERAHME, Q#EIT. FEUARERHENF
fEEE, Bl , BRI LREPHREE  WEENBEFFEENRDHE. UTIERNMFUMRERREE.
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RERHEEE

1. ERENZEIERSR , AFITIF Amazon Inspector ##l& , Mt : htips:/
console.aws.amazon.com/inspector/v2/home,

2. MNEMBES , % Code Security,
3. EEEE.
4. ZREREBHNEE K AGBERERRE. CHUAUEREERENEE K RSERBRERE.

il BR A HE L B

BT LB RS I BRI BB . A BN B AR EEE
BRI B

1. ERENEIERSR , ARFTIF Amazon Inspector ##l& , MutH : htips:/
console.aws.amazon.com/inspector/v2/home,

2. MNEMES , £ Code Security,
3. EEEE.
4. EBREMBRMEE , AEIEEMBR, NELERERRNEE , ABEIEZMBER.

PATERFERE

ALRENT B RITRERE, WTEREAHEN , MEERENPERENHENNATEETE, W
RENKFREALAWNZREEAKRS, , BAUNBETRAKSANIMERTEESAE., UTTRANETH
fil#E Amazon Inspector 2% & RHITIREHDHE,

WITERFELQE

1. ERZNZEIERSR , RFITIF Amazon Inspector ##l& , MukH : https:/

console.aws.amazon.com/inspector/v2/home,
2. MNSMEF , %#& Code Security,
3. BERKBE#EE.
4. EBREFPRNIAE  ARERERERFAM.
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Amazon Inspector

RAriEmE

Amazon Inspector Code Security Z#FHiES

AREBDE Amazon Inspector Code Security XIFHIES.
SAST XEFMIES

« C# (BIUEM Net6.0 REBRAUNNETIERA )
« C(C11 HERMK)

o C++ (C++ 17 ERMA )

« Go ( 1XBR Go 1.18)

« Java (Java 17 SE R )

« JavaScript ( EMCMAScript 2021 S £ xS )

« JSX ( React 17 HE RIRA )

« Kotlin ( Kotlin 2.0 E R R4 )

« PHP ( PHP 8.2 iEBiRA )

« Python ( Python 3 R%I## Python 3.11 RE RIRZA )
* Ruby ( 1XFR Ruby 2.7 #1 3.2 )

* Rust

« Scala ( Scala 3.2.2 E R4 )

« Shell

« TSX

« TypeScript ( FTIERA )

RUEEAR DT FNES

« Go (1XPR Go1.18)

. Java (Java 17 SiE R )

- JavaScript ( EMCMAScript 2021 E R R4S )

« PHP ( PHP 8.2 SRE A )

« Python ( Python 3 R%I## Python 3.11 RERIRA )
* .Net

« Ruby ( {XFE Ruby 2.7 1 3.2)

* Rust

XEFNES
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EMREAABNES

« AWS CDK ( Python #l TypeScript )
* CloudFormation ( 2010-09-09 )
« Terraform ( 1.6.2 ERRA )

{£H Code Security

BX{EH Code Security WEZER , BZREREHEEE,
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https://docs.aws.amazon.com/inspector/latest/user/deactivate-scans.html
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7 & Amazon Inspector IHE&E &I

2 Amazon Inspector %M 2| Amazon EC2 3=, Amazon ECR BEFMEH Lambda I FEAE
SRFEENREN , CRAERFAELN, CELHNEF—FTNARFRAEB. F=FNABRFK
BXxRUREMZEARBPIRMUENVARBRBDERNAELRIN, AELRZEXTEMEN AWS BRZ
—HIRBEIFAIRE,

BELERURETSE , FRETELER. BXZTEMWAWS BFEME AWS BENER , URER
AEER N B EREME S, Amazon Inspector A #EFIEZEFAELRIN , ESIHBIBE.,

UFRBEHMER, KUEHAIBASHAERKE , Amazon Inspector £ BE1 %A 5% FREXNIBELR
oM, H7E 3 KEMBRMEENBAELXN, NRAELXNERETMEMERERA , MSE 30 XS HEM
BRo

OH

(® Note

MRS BRE B EXHI , Amazon Inspector FEXAPEXRIAFN L RXRANEHRITFEHE
ENRERI,

MR EA Amazon Inspector , NAELZIGE 24 Pt EHIBR. MBRFLILE |, NEZERME<NE
RAERINIMPEE 3 XEBKR,. XTHMEFTBFERABERNERNTMRAERN , BRI,
MREEIK 4 AWS EF |, 90 REGMBREAINE R, SELERFINBAELIDL TENIRES,

RERIRS
Amazon Inspector FiBEX I DR AT ILARES,
EER

Amazon Inspector F i RAMNIFE L IAL R ESHREL I,
=E: L]

Amazon Inspector ¥ 2 —MH LW FIANARWBAELRNEAL I ENFHBELRIN,
23<H

HBEXNEFHRIE , Amazon Inspector 2FFZEKIMAL R EXARELN,

ES}
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Amazon Inspector AriEE

» Amazon Inspector H&E & I FEH

+ &%& Amazon Inspector BE XN

« & Amazon Inspector BE XTI HAE LS

« &F Amazon Inspector ¥ T BREIEIRIFHES
« 7 ## Amazon Inspector &L I = E R 5

Amazon Inspector H&E K IREH
A48 Amazon Inspector P REIAER LR,
F&

- EFSRE

- KBBiRE

- MEAAM

BF 2R

EFaRERERI ARG AWS IMEFREETERIREMMAK (CVE ) NEFSZ. EHEATUFAIX
LREINRARBABBEOREYE, TEERTAY , SHEHMRS, CVE RERM THI A
EANEERLRAMRRNSE L. BXEZEE , AN https://www.cve.org/o

Amazon Inspector AIEAH EC2 3Kfl, ECR BEMEM Lambda BBEREFEREBELRN, BF
DRABREANEEZAERNKEFMBFIENTNEMESR |, B Inspector T2 MIFAER.

S ED =YL

KBREAEXNEGE TR ATEAAHRET. RBREISFERDNE, BIEHE, EARBURS
In% ., Amazon Inspector Eid Lambda B E# K H Code Security Thag4E R ABRAFAELR M,

Amazon Inspector & fE A B3I HEFMALEEF 3 K1t Lambda BN ARFRE , U NARER
BHEARLEHME, EETE Amazon Q SEFRNATRNMEBIRIRANERBENTHNRE. B
KABEM RN FIR | ESH Amazon Q KNIEEE,

KRB ATHRRBE R RUAREE RRUBRRR. fla, B RIS AN AR RERBDHFEILE
FHEMBRAR. Amazon Q 2FHERBIRIFAXHRBL R, MABRT , £HRBER AWS
ENEHRITNE, B , MREREHFHEFHXEEE , WANBREFRREABZARMBENK
B, BXEZEE , FERAXNEERA RPN RBHTESINE,
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® Note
PLANBEMREER T EZEETERETHRAKFHRB AR,

e TIprY

MEAAMRERNKE , ENHEFPFEBEE Amazon EC2 EHIMFF M ERRE, ZEHY TCP

M UDP i AR BAM VPC 1% ( lIEBMMX , 2ENAREFARSERNEL B OBITEREHNR
Bl) . VPC WEEENFEMELIMRE VPN ZER , IS HIXLRERN, XERERARKER
TARETRMHIMEBEE , fINEEFTENT2A. HREHFIRIEBEMMK , HEMEEE AL
AR BENERLR.

Amazon Inspector X £t X} Amazon EC2 =14 KM K AR HiEE XM, B Amazon Inspector
J& , Amazon Inspector & 12 /NIt X LS AR B E R BT — XA,

Amazon Inspector FE A E M E KRN X TEUTEE .

« Amazon EC2 34
- NABRFAEYER

* Direct Connect

 Elastic Load Balancer
- EMMEED

« BERRMM X

- MGEH RS &R

- BER

- Z24

- 78

 Virtual Private Cloud
- EELZAMX

« VPC iR

« VPC MK =

« VPC N&iEHE

« VPN E#
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
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https://docs.aws.amazon.com/vpc/latest/userguide/how-it-works.html
https://docs.aws.amazon.com/vpc/latest/userguide/SetUpVPNConnections.html#vpn-create-vpg
https://docs.aws.amazon.com/whitepapers/latest/aws-privatelink/what-are-vpc-endpoints.html
https://docs.aws.amazon.com/whitepapers/latest/aws-privatelink/what-are-vpc-endpoints.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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& & Amazon Inspector AE XMW

A LATE Amazon Inspector #F| & FiBS Amazon Inspector ListFindings API EFFAELXI, &£
Amazon Inspector #Z2H| & , AU ERFHERNMBAELAINRELEEMERERI. RABRLT , X
ERENI TRENERNAENAELI, B2 , BULUMERAELY , b ERZRENEFTHE
B, MREEETXLER , BIEALTE S ecurity Hub CSPM #1 Amazon ECR REF — X%,
AT RS ERINTA T M{AITE Amazon Inspector #2215 F LA K EIE Amazon Inspector ListFindings
APl EFRERI,

Console
& & Amazon Inspector HEX DM
1. FEREHNEIEE R, £ https://console.aws.amazon.com/inspector/v2/ home H$TF Amazon

Inspector #2H| & o

2. (NE ) NEMERPIEFZHER, EHERERTHEESRNRN , XERENERM
XENBEERI,

3. (k) NEMBERPEFEERY, WERIETHREERAERN. B0 AERAMRHERS
KREFBENFELIN. EMNIIRDHFRFERD , FLIEDHAN, BEEFREERANEA
E5 , FEERAERIANER.

4. (Wik ) NEMBERFRETIET 2 — , BRFIEFRERN :

- BiFRE - EREsRxBEERINIFE,
- B - ETEEREEZRERINKS . REZREER S seERZEKR,

- B3RP - EREERXRBEERIMN Amazon EC2 £, IRBIFTIEEXMEARAMENE
Bo

- ARG - EREERFBAELINM Amazon ECR BEEM G, LEFEMEXEN
REMENERESE, cEESHEFMAEE |, HINEHE 7 24 Amazon ECS E5%H Amazon
EKS 884 (pod ) o NiZRES , BALLT T % 24 /NetA tasks/pods HZ D AEHIE
THEEL,

- RABEME - ERE8RX}BRAELAUNNAEREME,

« ¥ Lambda H¥ - ERBERKXBRAELXIA Lambda B,

EFERERI 66
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API
& & Amazon Inspector THE XM

11T ListFindings APl #4E, EiER™H , AILAEE filterCriteria RESFEN FELX M,

& E Amazon Inspector PE XM FHEE

ATEFHNSBNE T WAEFE Amazon Inspector BELX I EMER,

EERERINFHAFEE

1. FERENEIEESR , AABTE https://console.aws.amazon.com/inspector/v 2/home F3TF Amazon
Inspector Z#| &

2. EREEFRERINXE,

3. ESMBERT , ERAERIUE R BAERINIIK

4. (Wk) EABEEERSENRAELAIN. EXEZER , H5H /it Amazon Inspector FEX
.

5. EE—NMBEXRY , EFEHFAEEER.

REXNFACEERTERELINERRINBLE. XTFERERXINNIREURE X RAHER
iR, I MEBWMTERTD. BXEDNER , ESH 7 # Amazon Inspector THE & I ™ B R

5,

FERIANFAERRFERILENZ LMY FR M o

FARRERBESRALERN AWS K ID 5, FEM, RIXE, ERERNOERH , URE
BZARFAGENZIREZEES

WERAXBRET TATRAERAGIUEBNRDERES. REFERAXD  BRETFEHY
BELIFAES.

BEFaERE

EFaRRBERIERT EC2 £Hl. ECR FHRMEM Lambda B, BEXEZER , FSHE
FF i

EFaRERELINEEIE & Amazon Inspector 083 7 #REIEIRIFMER.
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_FilterCriteria.html
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Amazon Inspector AFiEmE
WHERMRBEFLUTHHARE
- BETA-RTARIRECESZENEFSNEFRREHEE, EFTIIEZ—
« YES , REREMASEENEFIEHE SBERBHIMRE.
- NO , ZEWEZHEMNERFTEE LBERTIIRE,
* PARTIAL , ZERE—IHZN (EFRLH ) XN EFTEFEBERBNRE,
- WEHWATA - ZXTRBEE AN RHERR,

« YES , XERBELNAERRINNWRBDEEES NN KEXE, Amazon Inspector TEEF IR
B EHRENRAER.

« NO , XEMKERERE S A BERK,
- ZYMNEFE -FHTRAERAPFENZZIRENENINEFE , URENMNEFSHEHAE

B .

/BN .

o XHHIRE - SRERVXEMN EBS B ID Mo XS5, WFRHMEFER TAELDHE 9 EC2
KON BERIAF,

- BERERT/ECEBERE -RNFRINLIEZEEFEBNRES, FELZENRASSHRHIT
(/) ENEH#HTLER. E-NMEIEERNINKEINREETNIRES | ZREASHSZKIE
K ELREFNIEE (CVEs) A0 EFRM, WRREEESMNREAFEFIEE , MtFENESIH
DEBENRIERER, MREEFRATR , WILEN None available,

(® Note

MRBFELXIZTE Amazon Inspector FFEFHFERAAFELI 20U E N , MF
EBWERNZE, T , JeEREMENIEE.

- EFeEESR - ATRELEFENEF2EER,

c WM -NMRTBEIEFEFEREEEHITEE , NEBI IS TUETHEHRRS. LN
EHRHN G T HERRFIETE,

(® Note

IR THENERERREYE  TRERERENR. FEFRAERNSERMIBRER
G, RNEEKNES,

- WAFAFE - X BAEXRIHPHEEN CVE , RHIBEEME A Amazon Inspector BI%ERIRAYE
# FINEEERFEKIEE (NVD ). REDHAT SiEAMIRERSHNRE, A , BETUEE

BEEERHAER 68



Amazon Inspector AR
FERINTEM T, BXTENTINESZFEEL , B2/ 7 # Amazon Inspector HE &I
NEEMEEH. REAT IS , URBITINITI FE :

- BETUNITS RE (EPSS ) 7%

* Inspector ¥

+ 3R B Amazon CVE #J CVSS 3.1

« 3RE NVD #J CVSS 3.1

- 3RE NVD FY CVSS 2.0 (R EH , EATRIBMA ) CVEs

« HXFE - BESFHERIAMXNEMRE. BF CVEs , RERKMARRGSREHEMA
7, RERERIMN CVECVEs ETR—EANHEMRE , HENEEE,

- BEMPERR - SEEREMEK. BHE. BREE, BRE D ARGRERENER. ©ES
FEEW R HIEBR G RTE, BT 24 Amazon ECS E5H Amazon EKS &84 ( pod ) BA
B % 24 Mt AREFERZBRENRE, INRESEEEM Amazon ECS 55 Amazon EKS
BEFA (pod) , MAUBEERZFENEREFFAGE. XHEFEISEHA—INRE , &
AUEHPEFENES ARN, 3% 24 M ARKEEARRNEE, BREESTNELENIT
B, URIEABNEMNEREFE,

KB IRE

REFBFERIAMERT Lambda B, AXEZER , BTERABEE, LEERIAXEER
BLTEFERER :

« BETH-XNFREFE , LEHRLAN YES,

« BNBZEMN - BTRURBREE Amazon Q AR B, BXRATRENRNMNIIR , FSH Q
RNEEE.

o KNZRIRE - SR NZ/KEXRY Amazon Q #7% , Amazon Q £ AFREXN KN # 1T 53K,

- MXH CWE — IDs 5RIBIRAEMEXHFE N T 243 (CWE),

o MHBRE - RBRRNXHLE,

s ®EME - X F Lambda REBHFHERERE , ltFEE R Amazon Inspector ZIRER # L1

817,
« BUWAANERE - XA T NARBABRMRFERIM R
S Epuy

MEMAMEBFERINERT EC2 Kl, BXRESZEE , FSANK LA, WAERINREER
LTHFEER :

« TR ASEE - ATLAE R EC2 RAIRY IR ASEE .
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o FHMEERE - SR EC2 SRAIMFRIAREEER, RFEERLNIIE TRRNEZELR,
o AN - HEESXATT BN RN G .

&BEH Amazon Inspector 7 ¥ 7 #HiREERIFHE R

Amazon Inspector & Amazon Elastic Compute Cloud ( Amazon EC2 ) E#l{Z&E X M &12 5 .

A LA#E Amazon Inspector 2| & 12 & Amazon Inspector 2/ EERIFME S . Amazon
Inspector IR THFAFE , BUNFEEEAREITY REPFHIBRHTHR, XEFHERN
ERTEFORERAELAN, KFNET WAERE Amazon Inspector A K J01A] 7 #2515 TR 1% 40

1% =]
(=R Y]

il

Amazon Inspector 5

Amazon Inspector 278/ Amazon EC2 BEX I |E — M2 #. Amazon Inspector BT FF CVSS
BERSBEEREXRELNITERRENEE ( HINM L ANAERFEN AT R AEEIE ) BRBRKREBES

. Amazon Inspector x# Amazon, Debian #l RHEL 5%, SMENEERM CVSSv3.1 X
D8, NTFHAMMRNR , Amazon Inspector ERAHERFFIHIEE (NVD ) IRMEHH CVSS EX 5 H,

BT FedRAMP BFER |, Amazon Inspector £ CVSS v3.1 EXR D EERNBRIAD B, {ER , & CVSS
4.0 BEXSHATARN , eSS ELNRETHED. CVSS 4.0 EXRSHIRM THANES , UK
BREITE, ZUUERAELXNNRBFAEEMSHNAERI KT CVSS BEAR 7D HHI KRR
Ko

(® Note

Amazon Inspector 2 #Fi&Ff Fi21T Ubuntu B9 Linux X4, Ubuntu fEf & CVSS 2~ E
WEENEMITRRE,

Amazon Inspector 2 iFME LR

ITHRAERXINFEAEENEHRE , B LUEE Inspector 2 BFRBHEIRETF, EARE REM TS
5 Inspector 72 BN ER, AT NE Amazon Inspector AR IETEF 2K Amazon Inspector %
MENETINEAESRSE™ERITR, WRFSAE , KEARSERENER,

£ CVSS " BUENRE D , BRAIEFEE -1 &RE , HPaEE CVSS Eft ¥ 2 1EFRS Inspector 73 BHIXT
tER. S5 HEHIEEIRR first.org 44789 CVSS #SE X P E X HERER, EMERLENT :
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W6 &

A A ARANIAE, XTF Amazon Inspector BELXI , XL ME, HAPMEH A,
wEE RN

XA T REEENARENERREERS . BI2ERERGERFTRERVIBRETEER
REMFZHNANAZERN. ST ERERGTEFTERARER DS BRI T AL IRRETR
o

FRR AR

XHER T R E R R REAENRERE .
AP EZ)

ZIEMREARIANARRRARITREREEERREGECANEBEAAS,
SEE

BRRA- N ERREAGTNRAREL2ENS ZIREANRETEUANNAHFH TR, MR
ERNFE , WZEEHEFRFLFEEMTR. WREENECESR , WRATINASZRENAH
SRR E RSN EENRIR.

=
X#EELRARAAN  NHRARBENEENEREE, LSERANNT ( FEEHEME )
IS (BRTFNFEEEHAME  IEZEIMNBZASINEEELME )

TEM

E#ELRARAAN  NZHWARAREZELENEREE, AREEERZIHEETRAM X
et , TEMRSZIEMN. ToOBEANE (IRGEELEZRETREREAEE ) 2 (WR
REAWAA , REEFAMERESHRAEXH , RETRBBEANNHKTEFERR ) .

A
FERLRARARN , NEEWHRTAMNEHRE. TOBEINE (RAXLTERTA
M) IS (MERREANE , REETUELELNORN ARG HBSFTA ) .
RIATER

ANELETIDRHREUNBEXCVENIABHRARMBRZENEMIRELZ LR (CISA) FTUINERE
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@® Note
3k B CISA = Amazon BWESRHTEATFTFIE CVEsA.

A LATE 3 4] & B E A BatchGetFindingDetails AP ZE R RERIFMER, BHAREUTIEAE
B .

/BN .

ATT&CK

AT ERTE CVE #HXH MITRE &R, FKIFFERF (TTPs). FERXE TTPs Il , MREH A
LLEER , TTPs M LLEREEEUEETEIIR, B —MEARIEAR |, a/%F MITRE Mg E3T
FHEXEMERIHEARBEE,

CISA

WHrEEEREEXKNBES, ZEENEREMEMIZEZSRE (CISA) BEZEFFABRHWIE
&, RERNIEHNENANREIEXTHER , UKk CISA it RSB ERBNELE B,
{£E3k 8 CISA,

EREERMA

EDFETAMARFENENFNASNITE,
IR & A i

te# 7 E RN &R —XEHALTTFA B H,

7 #& Amazon Inspector JHE X IH = E MR 7

% Amazon Inspector £ AR ERIN , CLEFI N BRELINPE=ERTHR. “EMHILRE
BF AT ERAEAMAXNERTREREF., AELAIUNTER TR TEREZSBNESR : 58
%, K. . SM™E. Amazon Inspector RIFFAELINEEABEFELXNPTER TR, ATNA
T Amazon Inspector ZfAIE S AERMLB W= EMH TR,

HtREF SRR BN

Amazon Inspector f£HiZ NVD/CVSS Z ¥BE N U4 BRATEM T2 WER ., iZ NVD/CVSS 23
2 NVD X% #H CVSS EVHRA™EH S, 1% NVD/CVSS AL £ERAR , flnEE
M, ®ERARERABEMFTENNE, Amazon Inspector 24K —1M 1 2 10 WEZFiTS
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AR BRI ™ E . Amazon Inspector FHBFEX N EMMTESD , AN ERBREFNAEHFERBRT
ANFEM , MIXEFET2BERBINHERSRE, ZTF2EBRET TRBEFREFSENTIAE
@, CVSS v3 #RAER CVSS ¥4 X R A T ™= EM TR,

o T

0 a4
0.1—3.9 1K
4.0—6.9 FH
7.0—8.9 =
9.0—10.0 BEX

EFERRARAERANTFEM B IRRRD XK, XEWE KRN LN BNIFRERERR TS, &
XRERT , BRIONBWER RIS E B URLs KA 52 % IR 4 B A8 R K 1 KL

EFERRARAERIESFEATEIMAXN T OE  SERETRERIANFAREE :

- EPSS 7%

« Inspector 7%

+ 3R B Amazon CVE #J CVSS 3.1
X B NVD # CVSS 3.1

+ SKE NVD B9 CVSS 2.0 ( t0i&EF )

RERE™EM

N TFREREAERIM , Amazon Inspector FFAENZEEXIK Amazon Q RNEFE XL TEMR
Ao A CVSSV3 o RERNBIMRNSFZPE—NEH,

PLEBA M= E M

Amazon Inspector RIFRERIIRSS. w0 M LSRR T HRER R/Y 3¢ B SR E M) 45 LA M IR R A 7™
B, TRENTXEFEMHTR, FHRETRIIFHERTIKBELMK, X¥F AWS Direct
Connect &M LR VPCsTT R, FTAEHMKRENRS., w0 MBI =EMH TR N RE",
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RDP
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SSH
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111, 135, 530
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B Amazon Inspector R IAE X I

&Bh Amazon Inspector , AILLATRRIN AR EBRELI ., AJLUIRREKERFELIN, ATARER
EFRGERAELI, TSGR MFIFN G — L AELIFREAELNIR N, BN

RELERS HE AWS Security Hub CSPMIL &5 F#1ME B # EventBridge# £ 7% Bk 55 (Amazon S3)
Service,

£

« 1% Amazon Inspector F&E &I

« 0% Amazon Inspector {H & & I

« £ Amazon Inspector & XTIk 5

- FERATIEIEIT Amazon Inspector T E L R B E Y EE EventBridge

5% Amazon Inspector & &I

A LA A i S 5% Amazon Inspector BEA I, MREMFERINELNHIESZGT
#F , Amazon Inspector 2FZFERAHEBRENBR 25, AT F an{a] 8 A ik K47 1%E Amazon
Inspector @& &I,

1£ Amazon Inspector &l & # 8) B iF 1% &4

ESNMAERVARG  SH I UAERAFEDEREREARERENRAERN, BEEMENFRNE
B, SRR SRR R,

RFAHEE— %N  HPEfBENNRLEAREEREE. THEMAEAFANRAERIFENFERI
FIRFHERR. Hlan , EEREENEBEAKSRBRROAESER | B LUERE AWS IKF ID B+ HH
5&80+ = AWS Ik 1D WERX,

BEFEZMMERTARRAERN , MAELHERANERATRENRRRERAERNRE,
X8 E & DL B B2 A 0 1k S A

1. FRENEIEES , ARAETE hitps://console.aws.amazon.com/inspector/v2/ home FFF Amazon
Inspector £H| A& -

2. ESMERT , RRFERI, RAAEBSKERHBERSNEINFERI,
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3. EEFAMEFEERI , FABMNFERAE  EFZNEERNAERERGNSIR, £FE
HY AL B o AT A Y TR SR R

4. MIIRFIEREETFEN RS

5. HEERABRDEAFEIEILENE L.

6. BEENA , MZBEFRHENATINER. BUUBERMERSE AL , T MHEABRIESR
o

7. (k) EEFERBIHCKANAELRN , FEMEFAEPIEREY  REEREBRIE KA.
REEREE , AER-—MBEPESEED. BREMNESXANBERN,

#0#l Amazon Inspector 1H#E & I

AT AR I FIMA KRR ASFENBERI, fln, AUEFEERITRCIBMNEANKBEAER
M, R Amazon Inspector £V RE LRI SHHEHNABRF , Amazon Inspector B2 HZFEL N
HEHRREEME 2. Amazon Inspector 2F#IFINFAELI , ERICESIEE. EEHNG
WIEEXIG , Amazon Inspector XA ZFAERIN, AUERHEPEFNHNFAERI,

FAI LI BN RN ZEEN A ERNFTRERSEF, HHANNBFELXIVEEEAEM ,
NENRXFRERIARBEAE 2. TEUBXAZEESREXIANIMFAN, BETUER
Amazon EventBridge MM H TR EHN £, AWS Security Hub CSPM AT R HI S RAN4E 7 an{a €l
B, £F. HEMNBIBRIMSIH,

(® Note
AAEEALNEIREERA S seeI2 MERIHIN,

B0 I

&R LA 2D HI AN R IEIE R A E R B ERIMFIK, EALUER CreateFilterAPI Fi8
TESUPPRESSHME , WEEH X AZEZELEMN, action

(® Note

HAEMIIKF F Amazon Inspector I EE G T RECIBAEFEMEIFN, HALAFHRET
L2ESMBE D E EIHHIH N A EDTT,

MEEELRI =
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EOZMEIMN (BHE )

1. FRENEIEES , AT hitps://console.aws.amazon.com/inspector/v2/ home F 37 Amazon
Inspector #EH| &,

2. ESMBERT , EBOHAN, RfE , EFEIAN,
3. NWTEMNFEM, BIITUTERE

o IEFTEIEEELLEF T LR 0 HD HIH N A Y E R AR SR
o NIEHVHDEIF WL T LR
4. FMEFRGE , WARNER , & AT ERH AENER,
5. EREREFEHMN, Amazon Inspector &3 EIM AFEMEIMN |, HERBAIEFEZHENRELRIN,

BEERBHIAELRN

ERINER T , Amazon Inspector &7 Amazon Inspector #2H| A H EREFNAELXIN. A , &1
DEFERBEANMEHNAELIN,

ETERENFAELRIN

1. FRENEIEES , ARBETE hitps://console.aws.amazon.com/inspector/v2/ home FFF Amazon
Inspector £ H| A& -

2. HESMERT , EFAMFAN,
3. HEIHEHMMBIEKSD | EFEAN IR,

4 28 10 7510 1
257 A B E S IR
EERMHAN

1. FREMNEILES , AR hitps://console.aws.amazon.com/inspector/v2/ home F ¥ F Amazon
Inspector #E#| &,

2. MSMERP , EFIEHN,

3. EREFERNMHEHANNEN , REERRE.

4. HITEBENENR , RAEERRE
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i) R #0051 80

HD AL BT AR BR. HHBREPHIM NS , Amazon Inspector 5§ B BRI RF & H N HR A B AR 4 H b A ) 40
HAFEERDMAETRERN,

BBRIMEAMAU G , FEZANKHENFTAERINABTRERAWRSIETENES ., XEKRECTIERIA
£ R1E Amazon Inspector A& H, LHh , Amazon Inspector X &% B EventBridge fERNEH A
AWS £ Security Hub CSPM #1iE &5,

2 1 BRAD A5

1. EREBHEIEER , RETE hitps://console.aws.amazon.com/inspector/v2/ home F 3 FF Amazon
Inspector #H| &,

2. HESMERKT , EFAMFAN,
3. IR EM BRAYHP BN BRI 3504 B R AR
4. EEBIBR , REWIAGHEZRSUK XM RN,

S 1 Amazon Inspector AE X MR &

BWERXIRER— CSV H JSON X4 , RETHFANRERIRE, BAAFHAELERRESEHE
AWS Security Hub CSPMIL 5 i# 11L& #» EventBridge & # 74 IRSS (Amazon S3), BB iAZE XK
&, FEEREEAERSGTEEWLERELI, RNBERT , BERINREIEMEEIRAERIHE
B, IRERALHNBREER , BEAARSNSERALPRMERAKFNEE. EEENLRAEXR
NKE BB EREHNENATZERE.

HIRGHBELERIRER , Amazon Inspector 2FEABREENMEZ LN AELERKIE. AWS KMS
key Amazon Inspector X AZEXNBBFEHTMEE , TR AERINIREFHEERIEEN Amazon S3
FEBET, &1 AWS KMS Z4A M58 Amazon S3 Z&#E AWS Xig #HE. B AWS KMS %
£ SR BE AR S Amazon Inspector AT , EH) Amazon S3 174 #@ SR B A4 L F Amazon Inspector
BERNNR, SHPELXMEF , ETLUM Amazon S3 F#E FTHZBEFEEBIFHLE, &
A LA Amazon S3 FHEBAEREMS HNAERNIRENFEE,

AN B UWMEIE Amazon Inspector ZEHI AP S HBAELIRE. A TESEREBHRIENE, BE
Amazon S3 F1##E. BLE AWS KMS key, BEMSHAELERIRE,
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® Note

R &EH Amazon Inspector CreateFindingsReportAPl S HHAELE RIRE , MREEEFR
NEREIN, MREEFMHIXANBAELRIN , MBRETTESZEPIEE SUPPRESSED &
CLOSED,

15
. H 1 WITEIAUR
. $W 2 FE S3 R

\

« $B 3 : BE AWS KMS key
- SR4 . BENSHRBRERIRE

- FIESHEIR

FER 1 RIEZRRIER

® Note

BEXSHRBAERNRER , B12FEISANAESR. RITXESRERTEREERAMEE
# Amazon S3 FEREIKR AWS KMS key A THMSHNBELE RIkEG, WREEEZHD
BR1-3EUREFRNSHAELRIRE , A Amazon Inspector CreateFindingsReportAPI
HYIR1E,

E£M Amazon Inspector SHFERXAREZH , FHIAGHESHRBERINIRGUAREEA T N
FRBENERAENNR, ZERIEEBRINER , EHEA AWS Identity and Access Management (IAM)
EEMMMEER 1AM F48 1AM REg, AF , FIXERBINEEEUTSHRAEANRENEEE
RATHREN P RFITHR,

Amazon Inspector

tF Amazon Inspector , IEHEIAB T UAHITATRIE -
* inspector2:ListFindings

* inspector2:CreateFindingsReport

REREATERZKSNBAERINKSE  ARXEHESHIRERIRE D,
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MRBET VAR ELS NS HAERE , WEAURIEEREAURITUT
#1E : inspector2:GetFindingsReportStatus , B TR EREHIR
2 ; inspector2:CancelFindingsReport , A FECHEEHITH S H,

AWS KMS

NTF AWS KMS |, BN R FEHIT U THRE
* kms:GetKeyPolicy
* kms:PutKeyPolicy

X LEIRE R ER RMEHIESE L Amazon Inspector FARIIZIREH AWS KMS key Z4A K EE

EFF Amazon Inspector B# &S HIRE , EEBIARB A FEHRITULT AWS KMS B1E :
* kms:DescribeKey

e kms:ListAliases

XEREARTERRZNERBEXREWKTH AWS KMS keys BER. RJF , BAILEFEHP —fhE
HRME RS

MR RICIRFTH KMS ZHARMBRE |, MEFERBNIT kms : CreateKey B,

Amazon S3

¥ F Amazon S3 , ERIFERE AT SARITA T84 -
* s3:CreateBucket

* s3:DeleteObject

* s3:PutBucketAcl

* s3:PutBucketPolicy

* s3:PutBucketPublicAccessBlock

* s3:PutObject

* s3:PutObjectAcl

XLERERTFESIZRMBEE Amazon Inspector A T F#EIREH S3 FEH. SIEATFEBERMER
H 7 0 R BR 3T R o

MREAFEA Amazon Inspector B H| A& S HIRE , EFERIEEE S AT LIAT
s3:ListAl1MyBuckets # s3:GetBucketLocation i, XEBRERFERZME RERE
WK S3 ERBINER. RE , B LUERHFP —NMEEBREFEERS
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MRLETERIT—ARSALENRIE  BEMET — 2@ AWS EER TR,
SR 2 BLE S3 17

RIINRE , RAURERTERBAERAAREN S3FERT. CAURELBCKINIBEES
AT R EMKS A AWS P BEAWRTGRINIBFHET, NREERREFHRENFERES
BESSRECRFHER.

S3 EMEMMERES HWAELS RHIE AWS X5 HE. fln , MREEZERE ( FEFRIEMIL
I8 ) X EMA Amazon Inspector , H B ESHZXENWRAERXILKE , N FHEHSELINTEER
B (BEERLMILE ) XiF,

BEAN | FAE B SRBE A S Amazon Inspector B FMERRRMNI R, AR EEA T WA E F 164
R  HRETEFNEREPWEIN RO, BEXRMNEFEFEBEBNIFAER , F5H
{Amazon Simple Storage Service FIF#§r) FHFEHE#EBERE,

MREBFREFREEMKSTREN S3 FREET , BELFRBNMEESHE  ENFHEBRE,
ElahE BIREVF @AY URl, SHIRER , FER AL URI,

5B T 17 0 4R SR

1. FERAZRERESR , ARETE https://console.aws.amazon.com/s3 E3TFF Amazon S3 #2#1&,
ESMBEED , ERTFHER.

EREFHFAERINREN S3 FER.

1%£$E Permissions ( #XBR ) &I+,

ERFEERBo P, EREE,

FUT RENEAEHIZBIMER

o o kW DN

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "allow-inspector",
"Effect": "Allow",
"Principal": {
"Service": "inspector2.amazonaws.com"

1,
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"Action": [
"s3:PutObject"”,
"s3:PutObjectAcl”,
"s3:AboxrtMultipartUpload"”
1,

"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"

}I
"ArnLike": {
"aws:SourceArn": "arn:aws:inspector2:us-
east-1:111122223333:report/*"

}
}

}
7. T Amazon S3 #HI AN FMMBRBRIERSRT , F LR FURERRES | SUFERNE RS,

AINEAR , FRAEEAN. FEMREER JSON KX, IEREZFTEEFTIZHRNZER
M—MES , EABRTERBPRANEINNVE. WRFEARNERE , BEIN—FTNAKR
BEEERMI—MES., NRFEARNAL-—MEY , RANERNAFTEGT2E , BEETH
ARBESRERMI—MNES,

8. HAERLRNEREBESEHED , He !

e amzn-s3-demo-bucket ZTREBH B o
« 1111222233332 ID AWS K,

« RegionZ{R AWS Xig EHE A A Amazon Inspector 37 L L Amazon Inspector [E11Ffi& 4
IS, Bl , us-east-1 RREEFRE (BEFRIMILE ) XiF,

(® Note

MR IBIEF 55 FANIRE S FER Amazon Inspector AWS X1, | EEEEZServiceFE
HE AR IR XA, FERIEE T Amazon Inspector Y ARSS E A&,

flan |, MREBERKR ( B ) XEFEH Amazon Inspector , 1% X1iFH X5

A me-south-1 , MEEFEAFM inspector2.amazonaws . com FiH
inspector2.me-south-1.amazonaws.com,
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FER , mMIEAEXTERARDN IAM £RFHRIZRAF

« a@@ ws: SourceAccount — LR S Amazon Inspector 9 &Y K 7 [ 176 48 7R D3R
&o E A LABSIE Amazon Inspector A EMKF O F#@PARMNES. EEAFME , ZZHEE
T AP AT LU E#EEA T aws : SourceArn &4 EMN R IRMIR/E,

BENEMKSEFERETEERSG  FELFKGPRINESNKSHKS 1D, Fl40

"aws:SourceAccount": ["111122223333","444455556666","123456789012" ]

- a@@ ws: SourceArn — LM RIEE IR INEN 1648 5 B XS Y SRR PR X3 12 & A8 #9177 (R A PR o
T AL AWS BRS B L H A A FEBIRIX R, ©E A LABL LE Amazon Inspector 7£ 9 &8 K
FHRATHMRERBEEBRINN R, FEAME  REYNNKRERAELIIRE , HEHXERE
HEHFIEENIKSERGPIEEN XA |, Z&Z 4T 1T Amazon Inspector [6 72 & #87R
JIIPSE#

E % Amazon Inspector X HIK P HITIEERE , BRENINK S HOL S #HERE
(ARNSs) 7 NEI & HH, Flm -

"aws:SourceArn": [
"arn:aws:inspector2:Region:111122223333 :report/*",
"arn:aws:inspector2:Region:444455556666:report/*",
"arn:aws:inspector2:Region:123456789012:report/*"

aws : SourceAccount Ml aws:SourceArn S48 E K R TH

XN AE#BE B FBA LE Amazon Inspector £ Amazon S3 B&HE AEEERE, BAILM
MR PR BRX LR |, BRMNHATEEXEM,

9. ERFHBERENG , ERRTEY.
S 3 BLE AWS KMS key
WU PR HEE S3 F#EE , N#AE AWS KMS key %8 Amazon Inspector RN iEZE X IR

HH . BHEMMREFEBHNXNMINE KMS Z4H. A , RAMNELEER T EMEIREN S3 F6#
W AWS X5 #E.

S| 3 : BE AWS KMS key 84
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ZETMUREZECKSRNIE KMS B4 , AT U2 HAAK A HENINE KMS %], REFEAH
M KMS %4 , BES4ECHCIEFRH. MREFEFAHMK S HENAERS , BRIZEHRN
Amazon BIRABAF (ARN). M Amazon Inspector # 5 HIRER , FEH AL ARN, BXBIBNEF
KMS Z4AiRBME LR , 5210 AWS Key Management Service F X A R I8P EE 4,

HEEMEAWN KMS B48f5 , [ Amazon Inspector - F R iZZ4ANR, BN , Amazon
Inspector FFLEMBM G HIRE, EEF Amazon Inspector EAZEANNIR , FEFFHANZAR
B, BXRBHARBEMEE KMS ZHIFRINRHNFEMAEE , HSHE AWS Key Management Service FF
ARSI AWS KMSF4AFBE,

@ Note

UTSBRATEFRINEZRP LAY Amazon Inspector FAE. MRERENERE , FSH
{AWS Key Management Service FF X A R ¥58) FHEIEZH.

BT B A SRR

1. FERENERESF , AAJBTE https://console.aws.amazon.com/km s & 3TFF AWS KMS #2414,
ESMBERY  EBEFRERH
EREATNHIREN KMS 24, ZBHAMLMANHMER (SYMMETRIC_DEFAULT) #4f,

HEZARBIETF L | 2R EE, MREOKARITREBREANZARE | LT TERTRE
AR,

5. T RHNETEH BT

nal

"Sid": "Allow Amazon Inspector to use the key",
"Effect": "Allow",
"Principal": {

"Service": "inspector2.amazonaws.com"
.
"Action": [

"kms:Decrypt",

"kms:GenerateDataKey*"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:SourceAccount": "111122223333"
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1,

"ArnLike": {
"aws:SourceArn": "arn:aws:inspector2:Region:111122223333:report/*"

}
}

6. & AWS KMS 25| 8N ZARM IR |, 7 51 H BV 15 5 %6 N B 2240 SRBE oh BURF RN I 2 SR B
o

AINEAR , FERAEEAN. BHARKER JSON KX, IEREFEEITT B /ERM
—MNES , BEABRTERBRRMIEINVE, NRFEAFMERRE , FEINEFETNAKRE
SREMI—MNMES, MBRREARMAE-—MEY , HAMEFRNABEI2E , FEEINSE
RESBEMNI—NES,

7. BEAERLRRNEREEHED , He !

e 1111222233332 F8MK ID AWS K,

* RegionR{RIEE fLF Amazon Inspector fEAZAN R ERITIMEN. AWS X a0, us-
east-1 RAREEFRT (HFFRLMILE ) XiFH,

® Note
MRIEEF 3B ANEFFEH Amazon Inspector AWS X1, , EEEEZServiceF
BRERRINAERMNXEABE, flan, MREEPR ( BA ) XA Amazon
Inspector , &4 inspector2.amazonaws.com E#:7 inspector2.me-
south-1.amazonaws.com,

SELt—SShFHERBRARAED—# , LTROIPH Condition FEREFEABHN IAM £BEMH
8

« a@@ ws: SourceAccount — LRSI Amazon Inspector 3R IK I ITIE EiRE, EE
b | BRE T BANKF TR aws : SourceArn RAIEEN BRRMIRIERITIEEMNIRE.

E 21F Amazon Inspector 3 EAbIK P HITREERME | BHELZG PR MEEZNKS WK,
ID, %0 :

"aws:SourceAccount": ["111122223333","444455556666","123456789012"]
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« a@@ w SourceArn s: — L& HS AWS RS FEIEEMARITIEENRE, SERASRBLE
Amazon Inspector £ B IK PR ITHMIRENERA R, RAOER , SEIANKRIRELRIN
e, ARXSERERFHFPEENKSEREFEENXFEARERN |, ZEZHT 1T Amazon
Inspector £ A Z4AMNE S3 XN KR,

E A 1F Amazon Inspector Xt H Ak P ITIEERIE , i ARNs & —NK Rtk &4,
flan -

"aws:SourceArn": [
"arn:aws:inspector2:us-east-1:111122223333:report/*",
"arn:aws:inspector2:us-east-1:444455556666:report/*",
"arn:aws:inspector2:us-east-1:123456789012:report/*"

aws :SourceAccount fl aws:SourceArn F4IEEK K- B TH,

XX A BB T B IE Amazon Inspector £ 52 31T R 5 i FAER 2T B EIF AWS KMS, &
ALUMEARRIBRIXLEZ M | BRNHTELEXEM.
;T-‘D

REZARBENG , BEREFER,

SH|4: BENMSHRAERIRSE

(® Note
BRARSH—DRAERARE, MRIAFNEESHRS , KFFISHTREE ST H A
BERIAMRE.

RIENRBRARERFAMBNFHAERARES  RAUURENSHERET.
ERENSEHBEERARE

1. FEAENEIEESR , AABTE https://console.aws.amazon.com/inspector/v2/ home F3TF Amazon
Inspector #E#| &,

2. HSMERFHNRAERIAT , EEMEEERN.
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3. (W) FABERARLAVHERE , SNEERE  BEEEREPISMWERAELI. A
&Rt , Amazon Inspector 2EF XK , FHNEIEFEKENBAELRI. ZREH/HTHREMS
BRI,

(® Note
BUURIIEIER M. MRETIXBEMY , MZREFTEZHE AWS X8 RER “BR WA
BEROWEIE, MREEEEALMN Amazon Inspector B R |, NXFEBESRALDFRE
R AERINBE,
MRBESTEAEIZSNRERINNBIE , WEXNSEHRETEFSERKNE , MA—
RS — RS,

4. EESHAERI,
5. ESHREBINSHEXHFRES | BEREGHXHFHERN

- BHEBEIEHIEN JavaScript W RFEXTIE (json) X, ik JSON,

MR EER JSON &I , NIFEHEEENMAELXINNAEFTR, BXTHEHN JSON FEHFI
% , 15 ® Amazon Inspector APl SZ i EE & N BIER A,

- ERIRESHNBIENESORE (csv) X, HikE CSV,

WMREIEE CSV AT, MBHERNTEENFERANT D FR , REFERIAEELEN
R 45 NFh, XEFRAE  BERIRE, HRE, FEH, RS, #R, aXEE. X
R, BETH. AWSJKF ID, %R ID. FHRREMAIHERE. BRTXEFRZI , E218
FENMNERUNITS BT RNSEXE URLs . A TRBEXRIMEF CSV BN RHI

AVHEEPRAEAR TR ESRSEHEHP acRIgRGE n bySisulbtiOiN WIS B SFar s A 7 Al CL drdbribala
WESHTEFENENDRE BRVCEMEERE 2 T NYSCYESBINN RS RRRRDREP ac®age
FPHAEE & —E & FPESRESE (X B ID Ao EoEREEEl AFAPVEETHR AW

O B OOE 1B SRR B FEOSESEC ISR  EER AEn
=) ARNERY ¥R ‘i Hiffy CVvEI®BRL  IPWRV4 A
ma X BME % B BEHE B A
g b3 Bt (A
*a !
A

6. ESHMNVET , X S3URI , EEEFMRER S3 7 .
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- EREFERELNKFIEENFMERTD |, BEEX K S3, Amazon Inspector 25 i EHI K
H S3 FEN. IRBEMENEEBMENTT , AREEHIEE,

® Tip
ER ARG E Amazon S3 BER A4 , iBTE S3 URI AE KV E /S HE M INFHAT (/) Fal
R, A , Amazon Inspector 2EFHR G R IMEIFHMWADRMNBILZR , Amazon S3 &4
B Z B BRIEE B R,
Bl , MREEEAESH AWS K- ID ERTIR , HEEWIKS ID
111122223333 , 57 S3 URI EFHV{E/FHEIEMN1%/1111222233331H,
BIEREMT S3 FHEBAN B RBR, CELTUNFHEUNFNRASE —NEEEH |
REFHEUXE —BFEHEEXGREN — I XEXP—&, BXFHAEE , BSH
Amazon Simple Storage Service F P {§mH H £ XK FE Amazon S3 &I & FHA
OB

- ENREFEHEHEKFEENFEHET | B AMENE#®YN URI, 40 s3://D0C-
EXAMPLE_BUCKET , E+ DOC-EXAMPLE_BUCKET R #EN B . FEEFIEERUELRE
ERHEEPBERIIXEEE,

7. XTF KMS 40 AWS KMS key , BIEEERTNEREMN !
- EEAECKPPNESR  BMNIIRPIEFENRH, ZIRERTEKFHNEFESEEXNHMNE
KMS Z4f,

- EFRAHEMKSFAENER  BEaAMEMZEHAN Amazon BFRBET (ARN), ZHAMEETNUE
RHBMPHBERIXLEEFE, BXFMER , HSF AWS Key Management Service FF & A
RIEMPNERES ID F ARN,

8. EESH,

Amazon Inspector £ REX RS , FALEEN KMS BANERTNE , REFERMEEE

EM S3 FMEF. RECEREREFEENAERIHE , KSR TAEZSE/LSHI/LNE. FH
SERJE , Amazon Inspector 2R R—FKHE , KPLHWRAELIRECK IS H, (7L ) EEHEF
EREFRE , TSME Amazon S3 RHIIRE .

FER  BRARESE-—ORE, MRIAPEESERE  FFASHEHEREZHS HEMRSE.
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ESHER

MRS HBAELIMIRER HIM4EEIR , Amazon Inspector 2 E R —&EREBIRWEHE, BUMERAE
BHNERENER , HEBRNITEERRNMBRAE R,

fln | 0AF S3 FRBEAL T L E#EEP , AWS Xif H# BiZE# B EKEE A1 Amazon
Inspector EZFEMBPMIT R, Les , FTERIALHBTXEE/E AWS KMS key A , HEERZHAREE ARG
Amazon Inspector £ iZ %48,

BEERRE , BRHBAS LIRS
TREZMREHEIR

MREZRERIRERT , Amazon Inspector EEEAEKIRE , MWaWF —&KERES , HRNEARNER :
TERLGEZS MRS, ZPTAEIEEIR , 2R Amazon Inspector X REER — Nk F £ K — 17
R

BERRER  BUUASHHMRETHHEUERE , REBBERHFHRS

BT LAME IR ERBR EREHVIRE |, BkGetFindingsReportStatusiR S IR B 24 5 1E £ 4 K BV TR £
IR & Do

MREFE , B ERRERENIRS ID BYiZGetFindingsReportStatusRERUE 2 5l E £
1T#9CancelFindingsReport$ .

FE AT S| ZEX Amazon Inspector AELE RN BENEE
EventBridge

Amazon Inspector L 5 #H EventBridge A T E W BEERICENAELE RCUIE—1 S

#, Amazon Inspector &4 X FERMWEMRESERGE—NEH, XEKRE , HEXIEN
ERRRRERSERABNIRE 2 EMIRER , Amazon Inspector AN AELXNCIE— NS
. 3 Amazon Inspector N EFHRELICIBRFHEHRT , BEERM id REFE,

(® Note

MRIERIIK - =& Amazon Inspector ZHEEEAKF , NN EH EventBridge & ZI IR K
FREHEEMPERKS
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£ Amazon Inspector FEH EventBridge B4t , BRAIBLEZINITES , UE BRI XN L
£RE, EEKREXET EventBridge E4H Amazon Inspector AEL RWEH , BAUMBIE
EventBridge #MI3J Amazon Inspector $7E B #5. 1% EventBridge M N EventBridge A iF KIEH X
Amazon Inspector KIMBEE , B 18 E 8 A & IEEA4L: .

Amazon Inspector FEH KA AWS XiF FREEIFEALSHRERNRIANEHLL, XEKREEL
A BE Amazon Inspector 4§ Amazon Inspector Bt & 71 1#Z U EventBridge EH & AWS X1
NEBEEZEHHMN, Amazon Inspector REKE h .k HEH,

AT N ERGEEEANTE | HNEMTIR EventBridge SN,
SHRY

TR EC2 HEXRIMEBHH Amazon Inspector EHER A, BXxHMBAELINEXBEMEHELEN
TBIZRY | ESREventBridge 2R,

"version": "Q",

"id": "66a7a279-5f92-971c-6d3e-c92da0950992",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-19T22:46:15Z2",

"region": "us-east-1",

"resources": ["i-0c2a343f1948d5205"],
"detail": {

"awsAccountId": "111122223333",

"description": "\n It was discovered that the sound subsystem in the Linux
kernel contained a\n race condition in some situations. A local attacker could use
this to cause\n a denial of service (system crash).",

"exploitAvailable": "YES",

"exploitabilityDetails": {

"lastKnownExploitAt": "Oct 24, 2022, 11:08:59 PM"

},

"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/FINDING_ID",

"firstObservedAt": "Jan 19, 2023, 10:46:15 PM",

"fixAvailable": "YES",

"lastObservedAt": "Jan 19, 2023, 10:46:15 PM",

"packageVulnerabilityDetails": {

"cvss": [{
"baseScore": 4.7,
"scoringVector": "CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:N/A:H",
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"source": '"NVD",
"version": "3.1"

1,

"referenceUrls": ["https://lore.kernel.org/all/
CAFcO6XN7JIDM4xSXGhtusQfS2mSBcx50VIKwQpCq=WelLt57aaZA@mail .gmail.com/", "https://
ubuntu.com/security/notices/USN-5792-1", "https://ubuntu.com/security/notices/
USN-5791-2", "https://ubuntu.com/security/notices/USN-5791-1", "https://ubuntu.com/
security/notices/USN-5793-2", "https://git.kernel.org/pub/scm/linux/kernel/git/
torvalds/linux.git/commit/?id=8423f0b6d513b259fdab9c9bf4aaa6188d054c2d", "https://
ubuntu.com/security/notices/USN-5793-1", "https://ubuntu.com/security/notices/
USN-5792-2", "https://ubuntu.com/security/notices/USN-5791-3", "https://ubuntu.com/
security/notices/USN-5793-4", "https://ubuntu.com/security/notices/USN-5793-3",

"https://git.kernel.org/linus/8423f0b6d513b259fdab9c9bf4aaab6188d054c2d(6.0-xc5)",
"https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-3303"],

"relatedVulnerabilities": [],

"source": "UBUNTU_CVE",

"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2022/
CVE-2022-3303.html",

"vendorCreatedAt": "Sep 27, 2022, 11:15:00 PM",

"vendorSeverity": "medium",

"vulnerabilityId": "CVE-2022-3303",

"vulnerablePackages": [{

"arch": "X86_64",

"epoch": 0,

"fixedInVersion": "0:5.15.0.1027.31~20.04.16",

"name": "linux-image-aws",

"packageManager": "0S",

"remediation": "apt update && apt install --only-upgrade linux-image-

aws",
"version": "5.15.0.1026.30~20.04.16"
1]
iy
"remediation": {
"recommendation": {

"text": "None Provided"
}
},
"resources": [{
"details": {
"awsEc2Instance": {
"iamInstanceProfileArn": "arn:aws:iam::111122223333:instance-

profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-@b7ff1a8d69f1lbb35",
"ipV4Addresses": ["172.31.85.212", "44.203.45.27"],
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"ipV6Addresses": [],
"launchedAt": "Jan 19, 2023, 7:53:14 PM",
"platform": "UBUNTU_20_04",
"subnetId": "subnet-8213f2a3",
"type": "t2.micro",
"vpcId": "vpc-ab6650d1"
}
.
"id": "i-0c2a343f1948d5205",
"partition": "aws",
"region": "us-east-1",
"type": "AWS_EC2_INSTANCE"
1,
"severity": "MEDIUM",
"status": "ACTIVE",
"title": "CVE-2022-3303 - linux-image-aws",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Jan 19, 2023, 10:46:15 PM"

£2 EventBridge F N LUEHE Amazon Inspector B AELE R

A 71RE Amazon Inspector HEL R AN | B LA EventBridge iIRB XX EEE R OMNE
HERIRE, AEBEERERINAIEEFHR4, Slack 3 Amazon Chime KA E M3 CRITICAL
M HIGH MNiAZEXIIRE, BFZFSWNMAHRE Amazon BRBHARSEE , AR ZETRKE
EventBridge 4N,

S’ 1 : IRE Amazon SNS B im 2

EiRBEBEFEIR , KT E %E Amazon Simple Notification Service iR EB — N EZH RN —Niw o
BEXEZEE |, BESH SNS 15r,

I3 72 AT E E 4 Amazon Inspector B E R MBIE L EE{A4k. FJLATE EventBridge 471 NI 4 22 87
B2 5 SNS =B ARMBEHAN

Email setup
B2 SNS &

1. 7£ v3/home L& FI5# SNS 2| A, https://console.aws.amazon.com/sns/
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2. NEMBERFEEREEE  RERFCEEH,

3. HRIBEEBHOF , kB HE, BTK, MAETESEH , W Inspector_to_Email, Hi¥
MIEERTIEN,

4. EERGEFTI, XFTF-NELEHEBFREBLNFHER

5. HEIJR&DH , EFIRITE,

6. a. MIBDPUCKEREREFD TR
b. HWK[AFERT , MINEEER THEBEMY B TRt

(® Note
SIBITRE , EFEET B FH4F w5,

c. IAEBIEITH,
7. HEBHRREWRITEER , RREREINTE,

Slack setup
A2 SNS &

1. 7£ v3/home L& FIS# SNS ###] A, https://console.aws.amazon.com/sns/
2. NEMBRPEREE  ARERLUEEH,

3. HECIEXBEH A , BRI, TR, mATERH , W Inspector_to_Slack, HfhiF
MEERAIEN, EFCEETUT RIS CIE,

EPRNARERFEFIRAEE Amazon Q FF R &R

1. SMBPXNAREFZEHEFH Amazon Q FFAERR , #hikJyhttps:/
console.aws.amazon.com/chatbot/,

2. MEENEFFIRERPIEEEERNES Ko
3. I&FF Slack , REEFEBELAFEIA,

(@ Note

FEIE#E Slack Bt , BB EE S VFRTEIA Amazon Q TR ERIEM R AEF
RS BEER R,
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4. HEEEENBENTTEEFMRESERS,

a. WABENEM.

b. XF Slack Bi& , EFELEFANBEE.

£ Slack # , FREHBERMHEFEFEE  SEFLEEENEE D,

d. EHIXRAREFHH Amazon Q Developer EOH | JF&EM Slack £ HI#ISE ID ¥ 04
FIFASUE ID FEBF. AWS EEERFHIA

e. HENRD K MRELZEAR  BERFEHERCE IAM B,

f. WFREENR , FERENNR, X2EKXMARERFFH Amazon Q FF A ERH IAM R
BEIEMR . ZRBEN CloudWatch iRk, SH4MBEK LR Amazon SNS TR T HER
BEEVAN I HABR .

S FIREI R BUER | 15i%# Amazonlnspector 2, ReadOnlyAccess
EFREZE2 SNS T X , RAEIEFREQENATME Slack BiE K iEE
Amazon SNS &,

5 EFEmE.

o

Amazon Chime setup
B2 SNS &

1. 7£ v3/home L& FI 5i# SNS #2# &, https://console.aws.amazon.com/sns/

2. NSMBERPEREEE A REEFIRER,

3. HTRIEBRXBIOS , EBFRE, ETXR, MATEZH , W0 Inspector_to_Chime, Hfthi¥

MESRTIEN, EECIEFFEIUTH.

EPXMAREFEFIRPEE Amazon Q FF X E MR
1. SMBIRNARFEZES A S Amazon Q FRFE/R , #bik R https:/

console.aws.amazon.com/chatbot/

MEE B EFF in E AR PR R E BT W,
% Chime , REIEREE LI,
EREFAEEERTD , WABRENEN.
f£ Amazon Chime R FFIENEIXE,

o &> oD

a. EBRALANUREN , AREREEE Webhook MBI EF.
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b. %EEEH URL A Webhook URL £ I 2 B3 M4 o

6. EHXNAREFTH Amazon Q FXEEOF |, FEEHIA URL #0EZE| Webhook Mt FER
F, AWS EIRiE4lA

7. ENRY , IREEXEAC , FEEEARRLE IAM BE,

8. X TREEHEIR , FEBRBHNR, XEMXMAEFFH Amazon Q FF A EME IAM KERIE
#o BH CloudWatch iR, E4F HEU KR Amazon SNS EFIR M 7 K ERYIEHUR 5 H R
PR,

9. REEBEZEIRIE SNS EBMXE , REIEZRECIZEMN AT B Amazon Chime BI X ZE %A & H
B Amazon SNS &,

10. EEBE.

S 2 : I Amazon Inspector BViA&EL R 6|2 EventBridge AN

1. EAENEILEER,

T 5% EventBridge ##l& , Mt 7 https://console.aws.amazon.com/events/o
MNEMBERPEFERN , RFEFCIEAN,

RMAMNER , 5 AERR AHEIR,

REEAEHEXNAN , RERET D,

EEHEAERP , BEAENER (JSON HiER ) -

T EM JSON KM FmERR T,

S L R

{
"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Finding"],
"detail": {
"severity": ["HIGH", "CRITICAL"],
"status": ["ACTIVE"]

}
}
(@ Note
R 24X Amazon Inspector M B B E MR CRITICAL = HIGH REZIRE
R REBEH,
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Amazon Inspector 33##) Amazon EC2 34, Amazon ECR B {&F] AWS Lambda B ¥ I E
Bokb. INREIERN Amazon Inspector ZHEIE 7 BT AWS Organizations EEZNKF |, 1834
FEINALKS EE, BE Amazon Inspector WK BB R AL EWANBEREE, £F
AT LA AR 1tk &6 90 K78 & BFLE & R £ Amazon Inspector W BESTE KN, XEFRAEEEESRE ,
XERBAESFEARNA , FENALAIBXR, EXEZER , BZ 1T Amazon Inspector
B AWS IRERN B EEE,

BEE—ANBECEAR , UHAFMEEANKFEENH,. KWREERHESE R T HX Amazon
Inspector B&RWFLEIK ., Amazon EC2 SEfIH Amazon ECR FEFEHIFH(E S

BEUEHMTAR :

- IKF

- 341

- RERTFEE

- BREBERE&

* Lambda
EEZRERY

EERAEAUBIRAETHREFEERINBEURKFEFFAERAELINER, E£4ATH , HE
BREBRMENRBE R, EXREEFEXRIMLUK Amazon Inspector AR EEEMNEZER ,
B2 7 # Amazon Inspector & XM,

ERE-NEBEERAERNAR , 2HAFMBRERINE , AEINARERH  EREMMES AT
BENRMEEERELRI,

EERERNAENTIR

« Amazon Inspector XBHRBLER

« Amazon EC2 EflR&E XM

- Amazon ECR BHBBFELIN
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« Lambda EEAE &I
EF X R R Rk

ETRRNIEBLETRANANFECERINEFS , XERBLEEREPH B TR £
EXEREFEUUEZRLHEHIGHNRBXRHBE, EREFSEHUAEFTAXRNFRAFAEE
A2 DY R

BEREZFERIANKS

DEREERERINKFAF P ERKETIEREZRAELRIANGTEN AWS K | SR ZKFS
MWIAELIEE. REZH Amazon Inspector IS AWS Organizations Bt &R Z M et , &L
BYZREEAKFEFLIT Y. OB THEBEREER T HAL N ERLENK 7 5 iE e X B &
Ko

BERIKF IDUEEEXZTEMEAAKFANWEZEL,
BDEREEAEXRIM Amazon ECR ZfEE

BERZEZRE XM Elastic Container Registry (ECR) FER 2 E RN EF I EREEA /M
BAERMBVETEA Amazon ECR FiEE. ZUEIE REFEHEESRZN. AWS K HRRARF, FHEL
B, FTERIKENRRESK. LUNETHEEEERLFEERIRB XS K.

EEFREASMUEEEXZZNEEEFENESER.
BEREZERERINBRRE

BEREERERINARREGH, ERMRPEEREZRERINANERRE, ZURE
TREFEHE, FRESN. REHE. AWS KFHRNY, FERERENFRER, AR
RN ARFEEREBERRRETRFEEEENENS I,

EEAFRRETEFEXIXNNIFZRENESELR,
BERERRERINES

FEREERAELANNEHB,ERBEREZREXIN T A Amazon EC2 £6l, ZMBER
SSEIARIRAF, AWS KFFRIRAF, T DEBHEEMRE (AMI) #FRi0%F, PFERDIBENREEH. W
B o B E AR EFTE & E ML S A T BEE B8 4b,

RG] ID LEREEXRZEMMA Amazon EC2 SRHINEZEE,
DEREERERINL SEHBFREG (AMI)

LERERRELXIANLIBIRRE (AM) B2 ERHEFLIESHREZFELIANBED AML
ZAEE R AMIARARF, AWS IKPARIRRF, ERRAPEITHREN EC2 RHINKE. AMI 8l H
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H, AMI RERST A, FERINHRENFE LK. HOETHSBEMREMREEBRERL AMI
AREFEEE,

ERZEMLFLLEFEERANZETHN AMI BIIHNEFNEZELR,
SBEREERAELIMH AWS Lambda B

BEREEAEXRIM AWS Lambda B2 E R EFEEREERAELXRIMWAEIHES Lambda
B, ZMEE R Lambda REB. AWS IKFHRRRFF, BITHRRSAHE, FTERINKE. §
BRANHENREES, HUETHBBEMIREREEBmERLE Lambda KR AREZEBE,

EREBBEMUEFTERZ NN AWS Lambda R EZE L,
TBEBEERDHLE RH Amazon Inspector K313

BEREERBFINNERsEFTSSEZRERINANANTE, EUNEE-—IMAEXRESR
BRFERAWFAER. SEFE—NTEN , SEQZBAERINMENFEE, “BHERIEHR
FERENRPAERINEHREETERE TR, CERTERBHPREN D TREKENBAELRIN,
TR ERENRAERINCHEZARILRS,
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# & Amazon Inspector J&AEIEE

& A LATE Amazon Inspector iAIEFEFE REBERAREEE (CVE ) - Amazon Inspector £ KA
BWIBERWEERERE CVE ID HBXMFMER., B L CVE FAEERELERXLFMAE
B Amazon Inspector £ BRERIRIEEREEFE N H 4R H £ FELI . Amazon Inspec CVEs tor {X
X CVE #AGEEREN “RUTEE HBoPIEHNEE. ATMBUNAEEA CVE ID #%E Amazon
Inspector J&IEEIERE.

(® Note
B &l , CVE # & A X #F Microsoft Windows.,

BRINEHEE

RIS B UAIER SIS P LUK EH Amazon Inspector AP 1 RiREHRIERE,

(@ Note
IR ATE L BT RRASHB0E Amazon Inspector , AWS X183 AR5 F #EiE BRI HIEE.

Console

1. FERAZMNEIERES , ARBE https://console.aws.amazon.com/inspector/v 2/home F$TF
Amazon Inspector #2414

2. NEMERT , 2RFRABEFER,
3. EEREF WMACVEID, AREEREER,

API

11T Amazon Inspector SearchVulnerabilitiesAPl , ##&filterCriterialA FHERNIZHEA CVE
ID : CVE-<year>-<ID>,

TH## CVE F4EE

AT AN ERE CVE FHEERHE.
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CVE 4E R

CVE FHAEEHI 2FEUTESR :

« CVE #12# ID
- CVE &Mt
- BRREITS RS (CVSS ) MIEBFTMN TS RS (EPSS ) 49

- RAFE

@ Note
MBHFERRAZE , N Amazon Inspector A X #F# M &M CVE ID,

- EREREEME (CWE)
- HNECIZNER RS

RIATR
WRERBSEMHT BRI ERAE  ALRARA B RN LREAN AT RANA B,

CHREETREMELZENEMRERZELBE (CISA) WEIE , HhaiEx K. CVE #Fma e
BRI AREE &M BHUK CISA HiEE Y FIEE CVE B A i,

sz

SERPRE T HIREE , THIKEBEX CVENESER,
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£/ Amazon Inspector &1 SBOM

RUMRER (SBOM ) RERBEDRFMEF RNME=SFHH4AGNEIREEE. Amazon Inspector

BEFNEMNERIZEME SBOM, A EAERA Amazon Inspector # %4 5 Amazon Inspector APl &R

4K SBOM. H LA Amazon Inspector XiFMEENMERRSEH SBOM, & 1A SBOM FigtE
REBHHEBMNER. ATUBIIEN AWS R ENBEEEZREFRFRIWRD, BN BNAEEN S H
SBOM,

—ERHAHNEFIEERFEARKEERDASA , MTREERARRIZNGB AR, XMHE
LT RBITNGEE , & Amazon Inspector 2IRBIMF R jar X , BT EFEHBRETBEN
BMARAHITRIERN. Amazon Inspector MESFXERFEMWHEEFEIEERHEYRBEL
(SBOM ) &Hid, EALZNXERFITHTFARE  EEMNRESFETESHNARIIRDP K

E,

(® Note
B & , Amazon Inspector % 3#%5 Windows Amazon EC2 3£t SBOM,

Amazon Inspector

Amazon Inspector 3L CycloneDX 1.4 #1 SPDX 2.3 # AKX St SBOM. Amazon Inspector ¥
SBOM LA JSON X8 & H EIEIEE M Amazon S3 7.

® Note

M Amazon Inspector & H# SPDX #& X 56/ SPDX 2.3 WR4GEHRA , BEElIFE2EELNA
REMIYL (CCO) FE&., FRANTELFER/ATAFEH Y KRBEEME.

5k B Amazon Inspector #J CycloneDX 1.4 SBOM #& =\ /Rl

{
"bomFormat": "CycloneDX",
"specVersion": "1.4",

"version": 1,
"metadata": {
"timestamp": "2023-06-02T01:17:46Z",
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"component": null,
"properties": [

{
"name": "imageId",
"value":

"sha256:c8ee97f7052776ef223080741f61fcdf6a3a9107810ea9649f904aa4269fdace”

},

{
"name": "architecture",
"value": "arm64"

},

{
"name": "accountId",
"value": "111122223333"

},

{
"name": "resourceType",
"value": "AWS_ECR_CONTAINER_IMAGE"

}

]
},
"components": [
{

"type": "library",
"name": "pip",
"purl": "pkg:pypi/pip@22.0.47?path=usr/local/lib/python3.8/site-packages/
pip-22.0.4.dist-info/METADATA",
"bom-ref": "98dc550d1le9a®b24161daaa@d535c699"
},
{
"type": "application",
"name": "libss2",
"purl": "pkg:dpkg/libss2@l.44.5-1+debl@u3?
arch=ARM64&epoch=0&upstream=1ibss2-1.44.5-1+deblQu3.src.dpkg",
"bom-ref": "2f4d199d4ef9e2ae639b4f8d04a813a2"
I
{
"type": "application",
"name": "liblz4-1",
"purl": "pkg:dpkg/liblz4-1@1.8.3-1+debl@ul?
arch=ARM64&epoch=0&upstream=1iblz4-1-1.8.3-1+debl@ul.src.dpkg",
"bom-ref": "9a6be8907ead891b070e60f5a7b7aa%a"
},
{
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"type": "application",
"name": "mawk",
"purl": "pkg:dpkg/mawk@l.3.3-17+b3?
arch=ARM64&epoch=0&upstream=mawk-1.3.3-17+b3.src.dpkg",
"bom-ref": "c2015852a729f97fde924e62al6f78a5"
.
{
"type": "application",
"name": "libgmplQ",
"purl": "pkg:dpkg/libgmpl0@6.1.2+dfsg-4+debl@ul?
arch=ARM64&epoch=2&upstream=1ibgmpl0-6.1.2+dfsg-4+debl@ul.src.dpkg",
"bom-ref": "52907290f5beef@0dff8da77901b1085"

},
{
"type": "application",
"name": '"ncurses-bin",
"purl": "pkg:dpkg/ncurses-bin@6.1+20181013-2+deb1l@u3?
arch=ARM64&epoch=0&upstream=ncurses-bin-6.1+20181013-2+debl0@u3.src.dpkg",
"bom-ref": "cd20cfb9ebeeadba3809764376f43bce"

}
1,
"vulnerabilities": [
{
"id": "CVE-2022-40897",
"affects": [
{
"ref'": "a74a4862cc654a2520ec56dadc8lcdb3™
.
{
"ref": "0119eb286405d780dc437e7dbf2f9d9d"
}
]
}

3k B Amazon Inspector 9 SPDX 2.3 SBOM #& = 7~ 45l

{
"name": "409870544328/EC2/1i-022fba820dbl37c64/ami-074ealsc@8effb2d8",

"spdxVersion": "SPDX-2.3",
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"creationInfo": {

"created": "2023-06-02T21:19:227",
"creators": [

"Organization: 409870544328",

"Tool: Amazon Inspector SBOM Generator"

]

iy

"documentNamespace": "EC2://i-022fba820db137c64/AMAZON_LINUX_2/null/x86_64",
"comment": "",

"packages": [{
"name": "elfutils-libelf",
"versionInfo": "0.176-2.amzn2",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/elfutils-libelf@@.176-2.amzn2?
arch=X86_64&epoch=0&upstream=elfutils-1ibelf-0.176-2.amzn2.src.rpm"
1,
"SPDXID": "SPDXRef-Package-rpm-elfutils-libelf-ddf56a513c@e76ab2ae3246d9a91c463"
},
{

"name": "libcurl",
"versionInfo": "7.79.1-1.amzn2.0.1",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/libcurl@7.79.1-1.amzn2.0.17?
arch=X86_64&epoch=0&upstream=1ibcurl-7.79.1-1.amzn2.0.1.src.rpm"

1,
{
"referenceCategory": "SECURITY",
"referenceType": "vulnerability",
"referenceLocator": "CVE-2022-32205"
}
1,

"SPDXID": "SPDXRef-Package-rpm-libcurl-710fb33829bc5106559bcd380cddb7d5"

}I
{
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"name": "hunspell-en-US",
"versionInfo": "0.20121024-6.amzn2.0.1",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/hunspell-en-US@Q.20121024-6.amzn2.0.1?
arch=NOARCH&epoch=0&upstream=hunspell-en-US-0.20121024-6.amzn2.0.1.src.rpm"
1,
"SPDXID": "SPDXRef-Package-rpm-hunspell-en-US-del9ae0883973d6cea5e7e079d544fe5"
},
{
"name": "grub2-tools-minimal",
"versionInfo": "2.06-2.amzn2.0.6",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referencelLocator": "pkg:rpm/grub2-tools-minimal@2.06-2.amzn2.0.6?
arch=X86_64&epoch=1&upstream=grub2-tools-minimal-2.06-2.amzn2.0.6.src.rpm"

1,
{
"referenceCategory": "SECURITY",
"referenceType": "vulnerability",
"referenceLocator": "CVE-2021-3981"
}
1,

"SPDXID": "SPDXRef-Package-rpm-grub2-tools-minimal-c56b7ea76e5a28ab8f232ef6d7564636"

}I
{

"name": "unixODBC-devel",

"versionInfo": "2.3.1-14.amzn2",

"downloadLocation": "NOASSERTION",

"sourceInfo": "/var/lib/rpm/Packages",

"filesAnalyzed": false,

"externalRefs": [{

"referenceCategory": "PACKAGE-MANAGER",

"referenceType": "purl",

"referenceLocator": "pkg:rpm/unixODBC-devel@2.3.1-14.amzn2?
arch=X86_64&epoch=0&upstream=unix0DBC-devel-2.3.1-14.amzn2.src.rpm"

Amazon Inspector 108



Amazon Inspector AriEE

1,
"SPDXID": "SPDXRef-Package-rpm-unixODBC-devel-1bb35add92978df021a13fc9f81237d2"
}
1,
"relationships": [{
"spdxElementId": "SPDXRef-DOCUMENT",
"relatedSpdxElement": "SPDXRef-Package-rpm-elfutils-libelf-
ddf56a513c0e76ab2ae3246d9a91c463",
"relationshipType": "DESCRIBES"
I
{
"spdxElementId": "SPDXRef-DOCUMENT",
"relatedSpdxElement": "SPDXRef-Package-rpm-yajl-8476ce2db98b28cfab2b4484f84f1903",
"relationshipType": "DESCRIBES"
1,
{
"spdxElementId": "SPDXRef-DOCUMENT",
"relatedSpdxElement": "SPDXRef-Package-rpm-unixODBC-
devel-1bb35add92978df021a13fc9f81237d2",
"relationshipType": "DESCRIBES"
}
1,
"SPDXID": "SPDXRef-DOCUMENT"
}

SBOM ik 544

S iH SBOM Y , ATLAMERA RS , AEERFRFEUERE. MRETRHUFESRLS NS R
BiED., TXENRIFK SBOM, ME , MIREREZEREER , IESTHERMERAN TR, AIEAN
TR ERM

* AccountlD — It TEEFH TR TS HSHEKS, ID XK FIRKN SBOM.

« EC2 RHIHRE — WIRERH TR TS HHFHRERZMN EC2 ZHIH SBOM,

- HBEN — WIHERG AT TS HEE Lambda BSEEY SBOM,

« REHRE — KBERGATATRHEBERERZNBR[MRELN SBOM,

 Lambda BBURE — WIHFEFZHATA TS HTERERZR Lambda BIEHY SBOM,

o BRRE — WIEEFM A THERIREE | EC2/ECR/Lambdas.

« BIR ID — WiFESRA AT AT S RS ER IR SBOM.
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- FRERR — WIFEAFKFTRATHEEFMEDNRR[REER SBOM,

Bl &S H SBOM

ESH SBOM , HMEEE Amazon S3 FiE M o 1F Amazon Inspector fEREY AWS KMS 41, &
AIUEABERHNBRRENEEFESEH SBOM, EH AWS AAFHZANKF S H SBOM |, E1EM
Amazon Inspector ZREEE RN G R EFKFERITUTE R,

TR

« Amazon Inspector £ N ZFXIFRIR,
- BLE T RBEHY Amazon S3 Ff# 4@ , /L1F Amazon Inspector B FE @AM R, BXREERENE
B, BZHEES HNE,

- BETRIEH AWS KMS Z4A , 2¥F Amazon Inspector fERiZRKIERMZ R, BXxEERBEHNE
B, FZHAREARA TS HAN AWS KMS #4R.

(® Note

MREZHBEE T Amazon S3 FHBMA T HER IS HAY AWS KMS B4, AT BURFX &£
BN ZHA AT SBOM FHi.

RN EIER B LRSS H SBOM,
Console

1. ERZNZEIERSR , RFITIF Amazon Inspector ##l& , MukH : https:/

console.aws.amazon.com/inspector/v2/home,
2. FATEALAN AWS XIBIEEFEREFENHSE SBOM WEIRFIENXE,
. ESmBEET , EESHEH SBOM,

4. (Wit )7ESH SBOM WEAF , FARNBERHREEEENHVUBRRENRRFE. W8
RIBMIELESZMY , Amazon Inspector FSFHFIEENRRNVIRE. NREREZEREER , XF
BIEBHLARN AR R IR,

5. ESHRET , EFFEN SBOM X,

6. H.A Amazon S3 URI SR % Amazon S3 , i£#E — Amazon S3 {uE X7 SBOM,

7. % AR Amazon Inspector LB 4R , AT MERSE. AWS KMS
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API

BELREASRXN I ERSH SBOM , & A Amazon Inspector API B CreateSbomExport #
(=

&R |, A reportFormat S#¥EE SBOM ’ftlj*%“t 1%# CYCLONEDX_1_4 =
SPDX_2_3, s3Destination Z¥EAER , MBBKIIEE —NEE T KKK S3 77&
1, LAY Amazon Inspector X E#TE A, ( Wik ) {EFH resourceFilterCriteria &
BRI EWSEE R H TS EN TR,

AWS CL

E# A AWS Command Line Interface B IR E RS H SBOM , FETATHS :

aws inspector2 create-sbom-export --report-format
FORMAT --s3-destination bucketName=amzn-s3-demo-
bucketl,keyPrefix=PREFIX,kmsKeyArn=arn:aws:kms:Region:111122223333:key/123

EEBAERS | &F FORMAT B & ZFHIHEIN - CYCLONEDX_1_4 5§ SPDX_2_3, A/ , ¥
s3 B#rHY user input placeholders BN ESHEIN S3 FHEMNWER, AT S3 i
HEEIE , URBATFMERERN KMS 248 ARN,

REAS H SBOM —


https://docs.aws.amazon.com/inspector/v2/APIReference/API_CreateSbomExport.html
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FAF Amazon Inspector =4 Amazon EventBridge =422
¥

Amazon EventBridge AIf$3k B B A2 F M H A AWS RSV EREIE R & #El AWS Lambda B

¥. Amazon Simple Notification Service & Amazon Kinesis Data Streams AV EIE R E B #r.
NTXEEHMNARER., BREMREWER , Amazon Inspector 2FRERINERNSHEAE
EventBridge. &R EAEA Amazon Inspector K BEXBELRI, BERNAENSEGH., XTRHET
EventBridge 489 RBIZRH,

£

« FF Amazon Inspector #J Amazon EventBridge EZAZ 3
« Amazon Inspector 2 & I E 4283 R Bl

« Amazon Inspector #3813 3 55 B B 4 22 44 R 4

« Amazon Inspector B & R EH LR 5

« Amazon Inspector B3 /5 A 214 R 5l

FiF Amazon Inspector B Amazon EventBridge E 422+

LAR & Amazon Inspector B EventBridge SHHNEREH R, EHFEREHEREMR,

{
"version": "Q",
"id": "Event ID",
"detail-type": "Inspector2 *event type*",
"source": "aws.inspector2",
"account": "AWS ## ID (string)",
"time": "event timestamp (string)",
"region": "AWS ## (string)",
"resources": [
*IDs or ARNs of the resources involved in the event*
1,
"detail": {
*Details of an Amazon Inspector event type*
}
}

AT Amazon Inspector # Amazon EventBridge £ 7482843 112
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Amazon Inspector &2 & I E 4 2R ¥ 7R 5l

LU & Amazon Inspector & & ZLHY EventBridge EH IR RHl, 2 Amazon Inspector & IR HE
ENBRRPEEHHREISIMNEREN , BB RERNES, BXAUBHNEESHNBNNIE
B, TS RERT D 8IEX Amazon Inspector &L R B E X [EE EventBridge.

AT PBRTRBER NS -

« detail-type I®EN Inspector2 Finding.
« detail R T RELH,
- detail.resources.tags RIF#HBEHRENE.,

BELFFRIETF , EEHNTRRRNMAERNRENBERNEHRY,

Amazon EC2 package vulnerability finding

"version": "Q",
"id": "4d621919-f1f4-4201-a0e2-37e4e330ff51",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",
"account": "123456789012",
"time": "2024-09-04T17:00:36Z",
"region": "eu-central-1",
"resources": [
"i-12345678901234567"

1,
"detail": {
"awsAccountId": "123456789012",
"description": "In snapd versions prior to 2.62, snapd failed to properly

check the destination of symbolic links when extracting a snap. The snap format
is a squashfs file-system image and so can contain symbolic links and other file
types. Various file entries within the snap squashfs image (such as icons and
desktop files etc) are directly read by snapd when it is extracted. An attacker who
could convince a user to install a malicious snap which contained symbolic links
at these paths could then cause snapd to write out the contents of the symbolic
link destination into a world-readable directory. This in-turn could allow an
unprivileged user to gain access to privileged information.",

"epss": {

"score": 0.00043
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3,
"exploitAvailable": "NO",
"findingArn": "arn:aws:inspector2:eu-

central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:59:44.356 UTC 2024",
"fixAvailable": "YES",
"inspectorScore": 4.8,
"inspectorScoreDetails": {
"adjustedCvss": {
"adjustments": [],
"cvssSource": "UBUNTU_CVE",
"score": 4.8,
"scoreSource": "UBUNTU_CVE",
"scoringVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:L/I:L/A:L",
"version": "3.1"

},
"lastObservedAt": "Wed Sep 04 16:59:44.476 UTC 2024",
"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 4.8,
"scoringVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:L/I:L/A:L",
"source": "UBUNTU_CVE",

"version": "3.1"
.
{
"baseScore": 7.3,
"scoringVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H",
"source": "NVD",
"version": "3.1"
}

iF

"referenceUrls": [
"https://www.cve.org/CVERecord?id=CVE-2024-29069",
"https://ubuntu.com/security/notices/USN-6940-1"

1,

"relatedVulnerabilities": [
"USN-6940-1"

1,

"source": "UBUNTU_CVE",

"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2024/
CVE-2024-29069.html",

"vendorCreatedAt": "Thu Jul 25 20:15:00.000 UTC 2024",
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"vendorSeverity": "medium",
"vulnerabilityId": "CVE-2024-29069",
"vulnerablePackages": [
{
"arch": "ALL",
"epoch": 0,
"fixedInVersion": "0:2.63+22.04ubuntu®.1",
"name": "snapd",
"packageManager": "0S",
"remediation": "apt-get update && apt-get upgrade",
"version": "2.63"

iy

"remediation": {
"recommendation": {

"text": "None Provided"
}
},
"resources": [
{
"details": {

"awsEc2Instance": {
"iamInstanceProfileArn":
"arn:aws:iam::123456789012:instance-profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-02ff980600c693b38",
"ipV4Addresses": [
"1.23.456.789",
"123.45.67.890"
1,
"ipV6Addresses": [],
"launchedAt": "Wed Sep 04 16:57:40.000 UTC 2024",
"platform": "UBUNTU_22_04",
"subnetId": "subnet-12345678",
"type": "t2.small",
"vpcId": "vpc-12345678"

I

"id": "i-12345678901234567",
"partition": "aws",
"region": "eu-central-1",
"type": "AWS_EC2_INSTANCE"

1,
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"severity": "MEDIUM",

"status": "CLOSED",

"title": "CVE-2024-29069 - snapd",

"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Wed Sep 04 17:00:36.951 UTC 2024"

Amazon EC2 network reachability finding

"version": "Q",

"id": "9ebl1l603b-4263-19ec-8be2-33184694cb92",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "123456789012",

"time": "2024-09-05T13:06:56Z",

"region": "eu-central-1",
"resources": ["i-12345678901234567"],
"detail": {

"awsAccountId": "123456789012",

"description": "On the instance 1-12345678901234567, the port range
22-22 is reachable from the InternetGateway igw-261lbab4d from an attached ENI

eni-094ad651219472857.",
"findingArn": "arn:aws:inspector2:eu-
central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Thu Sep 05 13:06:56.334 UTC 2024",
"lastObservedAt": "Thu Sep 05 13:06:56.334 UTC 2024",
"networkReachabilityDetails": {
"networkPath": {
"steps": [{
"componentId": "igw-261bab4d",
"componentType": "AWS::EC2::InternetGateway"
3, {
"componentId": "acl-171b527d",
"componentType": "AWS::EC2::NetworkAcl"
b i
"componentId": "sg-0d34debf87410f2d9",
"componentType": "AWS::EC2::SecurityGroup"
3, {
"componentId": "eni-094ad651219472857",

Amazon Inspector & & IS4 2R 19 Rl

116



Amazon Inspector AriEE

"componentType": "AWS::EC2::NetworkInterface"

o {
"componentId": "i-12345678901234567",
"componentType": "AWS::EC2::Instance"

1]

.

"openPortRange": {
"begin": 22,
"end": 22

.

"protocol": "TCP"
1,

"remediation": {
"recommendation": {

"text": "You can restrict access to your instance by modifying the
Security Groups or ACLs in the network path."
}
I
"resources": [{
"details": {
"awsEc2Instance": {
"iamInstanceProfileArn": "arn:aws:iam::123456789012:instance-

profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-02ff980600c693b38",
"ipV4Addresses": ["1.23.456.789", "123.45.67.890"],
"ipV6Addresses": [],
"launchedAt": "Wed Sep 04 17:41:24.000 UTC 2024",
"platform": "UBUNTU_22_04",
"subnetId": "subnet-12345678",
"type": "t2.small",
"vpcId": "vpc-12345678"

},
"id": "i-12345678901234567",
"partition": "aws",
"region": "eu-central-1",
"type": "AWS_EC2_INSTANCE"
1,
"severity": "MEDIUM",
"status": "ACTIVE",
"title": "Port 22 is reachable from an Internet Gateway - TCP",
"type": "NETWORK_REACHABILITY",
"updatedAt": "Thu Sep 05 13:06:56.334 UTC 2024"

Amazon Inspector & & IS4 2R 19 Rl 117



Amazon Inspector

RAriEmE

}

Amazon ECR package vulnerability finding

"version": "Q",

"id": "5325facf-alaa-7d97-6bce-25fde6f6d2fc",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2024-09-04T16:55:382",

"region": "eu-central-1",

"resources": [

"arn:aws:ecr:eu-central-1:123456789012:repository/inspector2/

sha256:84f507df33c6864d49¢c296Tb734192696e4cb6f78166ac51ac8b9b118181085d"

1,
"detail.resources.tags.testkey": "allow",
"detail": {
"awsAccountId": "123456789012",
"description": "Possible denial of service in X.509 name checks",
"epss": {
"score": 0.00045
.
"exploitAvailable": "NO",
"findingArn": "arn:aws:inspector2:eu-

central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:55:38.411 UTC 2024",
"fixAvailable": "YES",
"lastObservedAt": "Wed Sep 04 16:55:38.411 UTC 2024",
"packageVulnerabilityDetails": {
"cvss": [1,
"referenceUrls": [
"https://www.cve.org/CVERecord?id=CVE-2024-6119",
"https://ubuntu.com/security/notices/USN-6986-1"

1,

"relatedVulnerabilities": [
"USN-6986-1"

1,

"source": "UBUNTU_CVE",

"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2024/

CVE-2024-6119.html",
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"vendorCreatedAt": "Tue Sep 03 00:00:00.000 UTC 2024",
"vendorSeverity": "medium",
"vulnerabilityId": "CVE-2024-6119",
"vulnerablePackages": [
{
"arch": "ARM64",
"epoch": 0,
"fixedInVersion": "0:3.0.13-Qubuntu3.4",
"name": "libssl3t64",
"packageManager": "0S",
"release": "Qubuntu3.2",
"remediation": "apt-get update && apt-get upgrade",
"sourcelayerHash":
"sha256:1567e7ea90b67fc95ccdeeec39bdc3045098dee7e@c604975b957a9f8c0e9616",
"version": "3.0.13"
I
{
"arch": "ARM64",
"epoch": 0,
"fixedInVersion": "0:3.0.13-Qubuntu3.4",
"name": "openssl",
"packageManager": "0S",
"release": "Qubuntu3.2",
"remediation": "apt-get update && apt-get upgrade",
"sourcelLayerHash":
"sha256:1567e7ea90b67fc95ccdeeec39bdc3045098dee7e@c604975b957a9f8c0e9616",
"version": "3.0.13"

1,
"remediation": {
"recommendation": {

"text": "None Provided"
}
},
"resources": [
{
"details": {
"awsEcrContainerImage": {
"architecture": "armés4",
"imageHash":

"sha256:84f507df33c6864d49c296fb734192696e4cb6f78166ac51ac8b9b118181085d",
"imageTags": [
"ubuntu_latest"
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1,

"platform": "UBUNTU_24_04",

"pushedAt": "Wed Sep 04 16:55:28.000 UTC 2024",
"registry": "123456789012",

"repositoryName": "inspector2"

},

"id": "arn:aws:ecr:eu-central-1:123456789012:repository/inspector2/
sha256:84f507df33c6864d49c296fb734192696e4cb6f78166ac51ac8b9b118181085d",

"partition": "aws",

"region": "eu-central-1",

"type": "AWS_ECR_CONTAINER_IMAGE"

1,

"severity": "MEDIUM",

"status": "ACTIVE",

"title": "CVE-2024-6119 - 1libssl3t64, openssl",
"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Wed Sep @4 16:55:38.411 UTC 2024"

Lambda package vulnerability finding

"version": "Q",
"id": "9eadd71la-e49c-9864-6ba9-2a5d3f83c88f",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",
"account": "123456789012",
"time": "2024-09-04T16:50:37Z",
"region": "eu-central-1",
"resources": [
"arn:aws:lambda:eu-central-1:123456789012:function:VulnerableFunction:
$LATEST"
1,
"detail": {
"awsAccountId": "123456789012",
"description": "Flask is a lightweight WSGI web application framework. When
all of the following conditions are met, a response containing data intended for
one client may be cached and subsequently sent by the proxy to other clients. If
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the proxy also caches 'Set-Cookie’ headers, it may send one client's “session’
cookie to other clients. The severity depends on the application's use of the
session and the proxy's behavior regarding cookies. The risk depends on all these
conditions being met.\n\nl. The application must be hosted behind a caching proxy
that does not strip cookies or ignore responses with cookies. 2. The application
sets ‘session.permanent = True® 3. The application does not access or modify the
session at any point during a request. 4. "SESSION_REFRESH_EACH_REQUEST  enabled
(the default). 5. The application does not set a “Cache-Control® header to indicate
that a page is private or should not be cached.\n\nThis happens because vulnerable
versions of Flask only set the "Vary: Cookie® header when the session is ac",
"epss": {
"score": 0.00208
1,
"exploitAvailable": "YES",
"exploitabilityDetails": {
"lastKnownExploitAt": "Sat Aug 31 00:04:50.000 UTC 2024"
1,
"findingArn": "arn:aws:inspector2:eu-
central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:50:37.627 UTC 2024",
"fixAvailable": "YES",
"inspectorScore": 7.5,
"inspectorScoreDetails": {
"adjustedCvss": {

"cvssSource": "NVD",

"score": 7.5,

"scoreSource": '"NVD",

"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N",
"version": "3.1"

},
"lastObservedAt": "Wed Sep 04 16:50:37.627 UTC 2024",
"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 7.5,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N",
"source": "NVD",
"version": "3.1"

iF

"referenceUrls": [
"https://www.debian.org/security/2023/dsa-5442",
"https://lists.debian.org/debian-lts-announce/2023/08/msg@0024.html"
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iF
"relatedVulnerabilities": [],
"source": '"NVD",

"sourceUrl": "https://nvd.nist.gov/vuln/detail/CVE-2023-30861",
"vendorCreatedAt": "Tue May 02 18:15:52.000 UTC 2023",
"vendorSeverity": "HIGH",

"vendorUpdatedAt": "Sun Aug 20 21:15:09.000 UTC 2023",
"vulnerabilityId": "CVE-2023-30861",

"vulnerablePackages": [

{
"epoch": 0,
"filePath": "requirements.txt",
"fixedInVersion": "2.3.2",
"name": "flask",
"packageManager": "PIP",
"version": "2.0.0"

}

iy
"remediation": {
"recommendation": {

"text": "None Provided"
}
.
"resources": [
{
"details": {
"awsLambdaFunction":
"architectures": [
"X86_64"
1,

"codeSha256": "07jkFEmfPB+CK3Y6Pby5zW9gjG
+zusAagRRMGS8B27c=",

"executionRoleArn": "arn:aws:iam::123456789012:role/service-
role/VulnerableFunction-role-f9vs5mg8",
"functionName": "VulnerableFunction",

"lastModifiedAt": "Wed Sep 04 16:50:20.000 UTC 2024",
"packageType": "ZIP",

"runtime": "PYTHON_3_11",

"version": "$LATEST"

iy

"id": "arn:aws:lambda:eu-
central-1:123456789012: function:VulnerableFunction:$LATEST",
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"partition": "aws",
"region": "eu-central-1",
"type": "AWS_LAMBDA_FUNCTION"

1,

"severity": "HIGH",

"status": "ACTIVE",

"title": "CVE-2023-30861 - flask",

"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Wed Sep 04 16:50:37.627 UTC 2024"

Lambda code vulnerability finding

"version": "Q",

"id": "e764f7be-f931-fflb-204b-8cab2d91724b",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2024-09-04T16:51:01Z",

"region": "eu-central-1",

"resources": [
"arn:aws:lambda:eu-central-1:123456789012:function:VulnerableFunction:

$LATEST"

1)

"detail": {
"awsAccountId": "123456789012",
"codeVulnerabilityDetails": {

"cwes": [

"CWE-798"
1)
"detectorId": "python/hardcoded-credentialsevl.0Q",
"detectorName": "Hardcoded credentials",
"detectorTags": [

"secrets",

"security",
"owasp-toplQ",
"top25-cwes",
"cwe-798",
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"Python"
1,
"filePath": {
"endLine": 6,
"fileName": "lambda_function.py",
"filePath": "lambda_function.py",
"startLine": 6
I
"ruleId": "python-detect-hardcoded-aws-credentials"
I
"description": "Access credentials, such as passwords and access keys,

should not be hardcoded in source code. Hardcoding credentials may cause leaks even
after removing them. This is because version control systems might retain older
versions of the code. Credentials should be stored securely and obtained from the
runtime environment.",
"findingArn": "arn:aws:inspector2:eu-
central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:51:01.869 UTC 2024",
"lastObservedAt": "Wed Sep 04 16:51:01.869 UTC 2024",
"remediation": {
"recommendation": {
"text": "Your code uses hardcoded AWS credentials which might
allow unauthorized users access to your AWS account. These attacks can occur
a long time after the credentials are removed from the code. We recommend that
you set AWS credentials with environment variables or an AWS profile instead.
You should consider deleting the affected account or rotating the secret key
and then monitoring Amazon CloudWatch for unexpected activity.\n[https://
boto3.amazonaws.com/vl/documentation/api/latest/quide/credentials.html] (https://
boto3.amazonaws.com/vl/documentation/api/latest/quide/credentials.html)"

}
},
"resources": [
{

"details": {
"awsLambdaFunction": {
"architectures": [
"X86_64"
1,
"codeSha256": "07jkFEmfPB+CK3Y6Pby5zW9gjG
+zusAaqRRMGS8B27c=",

"executionRoleArn": "arn:aws:iam::123456789012:role/service-
role/VulnerableFunction-role-f9vs5mg8",
"functionName": "VulnerableFunction",

"lastModifiedAt": "Wed Sep 04 16:50:20.000 UTC 2024",
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"packageType": "ZIP",
"runtime": "PYTHON_3_11",
"version": "$LATEST"
}
1,

"id": "arn:aws:lambda:eu-
central-1:123456789012:function:VulnerableFunction:$LATEST",
"partition": "aws",
"region": "eu-central-1",
"type": "AWS_LAMBDA_FUNCTION"
}
1,
"severity": "CRITICAL",
"status": "ACTIVE",
"title": "CWE-798 - Hardcoded credentials",
"type": "CODE_VULNERABILITY",
"updatedAt": "Wed Sep 04 16:51:01.869 UTC 2024"

(@ Note
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Amazon EC2 instance initial scan

"version": "Q",
"id": "28a46762-6ac8-6cc4-4Ff55-bc9ab99af928",
"detail-type": "Inspector2 Scan",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-01-20T22:52:357",
"region": "us-east-1",
"resources": [
"i-087d63509b8c97098"
1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"finding-severity-counts": {
"CRITICAL": 0,
"HIGH": 0,
"MEDIUM": O,
"TOTAL": ©
},
"instance-id": "i-087d63509b8c97098",
"version": "1.0"

Amazon ECR image initial scan

"version": "Q",

"id": "fdaa751a-984c-a709-44f9-9a9da9cd3606",

"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-20T23:15:182",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:111122223333:repository/inspector2"

1,

"detail": {
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"scan-status": "INITIAL_SCAN_COMPLETE",
"repository-name": "arn:aws:ecr:us-east-1:111122223333:repository/
inspector2",
"finding-severity-counts": {
"CRITICAL": 0,

"HIGH": 0,
"MEDIUM": O,
"TOTAL": ©

},
"image-digest":
"sha256:965fbcae990b0467ed5657caceaecl65018ef44a4d2d46c7cdea80a9dffodlea”,
"image-tags": [
"ubuntu22"
1,

"version": "1.0"

Lambda function initial scan

"version": "Q",
"id": "4f290a7c-361b-c442-03c8-a629f6f20d6C",
"detail-type": "Inspector2 Scan",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-02-23T18:06:03Z",
"region": "us-west-2",
"resources": [
"arn:aws:lambda:us-west-2:111122223333:function:lambda-example:$LATEST"
1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"finding-severity-counts": {
"CRITICAL": 0,

"HIGH": 0,
"MEDIUM": @,
"TOTAL": 0

1,

"version": "1.0"
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}

Amazon Inspector & &= R E LK R

LR 2 Amazon Inspector BEEREHH EventBridge B4R RHI. % Amazon Inspector A IR
NWEBERRETR , 2ABMES, UTFRITRNBSERES

- detail-type FEBIZEN Inspector2 Coverage,
« detail WREE— scanStatus ¥R , AFERERNFHERS

"version": "Q",
"id": "@00adda5-0fbf-913e-bcle-10f0376412aa",
"detail-type": "Inspector2 Coverage",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-01-20T22:51:39Z",
"region": "us-east-1",
"resources": [
"i-087d63509b8c97098"
1,
"detail": {
"scanStatus": {
"reason": "UNMANAGED_EC2_INSTANCE",
"statusCodeValue": "INACTIVE"
.
"scanType": "PACKAGE",
"eventTimestamp": "2023-01-20T22:51:35.665501Z2",
"version": "1.0"
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Amazon Inspector B3 /3 F 2R #3 =

2 Amazon Inspector TEXIFHLAHRWRAKER , SNBIEAEHRELEZTREER, UTFE
ARG B3 EAEH

« detail-type FERI&EE RN Inspector2 AutoEnable,
- detail NREART HHEHEHIMHER,

"version": "Q",
"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%9ae",
"detail-type": "Inspector2 AutoEnable",
"source": "aws.inspector2",
"account": "123456789012",
"time": "2024-08-21T02:36:48Z",
"region": "us-east-1",
"detail": {
“version”: “1.0.0”,
“AutoEnableStatus”: “Failed”,
“Reason”: "The number of member accounts enabled with AWS Inspector has reached
the maximum limit of 10,000"
}
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* Red Hat RPM
- C#

+ Go

« Java

* Node.js

« PHP
 Python

* Ruby

* Rust

XENBASFRREEERE

Sbomgen AT HY Dockerfile HRTFENERGEXTLIERIREKRZLBHE, EXELER , B
2% Amazon Inspector Dockerfile ¥ &,

Z % Sbomgen

Sbomgen {GER T Linux BERS,
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MR HE Sbomgen F A EFHVERE |, N AME LR Dockere MREDHEN . tar XHFHHVR
BRREEEZERREMRPHBE , MFEFE Dockers,

Amazon Inspector B EZ D EF U TEH MK RS LIZ1T Sbomgen :

- 4% CPU
+ 8 GB RAM

E#% Sbomgen , BT TIRE

1. MR IEH URL F TE&H#T Sbomgen zip X4 :

Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/amd64/

inspector-sbomgen.zip

Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/

inspector-sbomgen.zip

HE , BALATH L BIARAR Amazon Inspector SBOM 4 B 28 zip X 4.
2. ERAUTHSHRERTHRHXH

unzip inspector-sbomgen.zip

3. RERINWBEFZRHEBLEUTH

 inspector-sbomgen— XZREHITHER T E SBOMSs,

« README. txt - X2 UWAMAEEA Sbomgen X4,

* LICENSE.txt - ltXX# 8= Sbomgen BYER#H1F ATIE,

« licenses - WX #XEE Sbomgen FIERANE=FEFENFTIEEE,
« checksums.txt — It X #iE24 Sbomgen TEMKEHE,

« sbom. json - X2 Sbomgen TEHY CycloneDX SBOM,

« WhatsNew.txt - b XHEEBELENTERS , ALETURIEEE S Sbomgen R4z B E
R E SR B,

4, (&) EANATHSRIEZTENERSMERMTEM
sha256sum < inspector-sbomgen

- FERE5 checksums.txt XHHABTHITHR,

Z % Sbomgen 133



https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/inspector-sbomgen.zip
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator-versions.html
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5. HANUAT@HEHZIERTFITRITNR,

chmod +x inspector-sbomgen
6. EANATHSRIEREEMIIEE Sbomgen :

./inspector-sbomgen --version
BN ZAARIRUTUOTARNBMEHAR

Version: 1.X.X

£ Sbomgen

A NB A LAER Sbomgen WARE AR, AIVBEAERGIH—2 T AR Sbomgen, EE

EIXLERH| , HEIEIT list-examples &5 :

./inspector-sbomgen list-examples

NESRRGLERK SBOM H i 4
& A LAfE FASbomgen SBOMs N ABREBRER I FLE R R XM, ALAEA container Fw
B ALk IhEE,

e

EUTRBFEF , ALY image:tag BN EECHBRE ID , F output_path. json BRANE
R7FHHABEER,

# generate SBOM for container image
./inspector-sbomgen container --image image:tag -o output_path.json

® Note

B RMMERIUR TREX N HER. REB/NTX A LIRS Sbomgen tH8E , EAILURD
BENRTEH. REB/NERTUBEREHE, THRN LARE,

Sbomgen5—i2 ARt ScanSbom , Amazon Inspector Scan APl F&4L# SBOMs EE#id 5,000
NBENEE, EXMERT , Amazon Inspector Scan API 23R [E HTTP 400 a5,
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MRMEIEHEREIHRE R , BEERMER --skip-files SHEHENHERE Sbomgen 25k,

Bl BERHEIRER

AR EHABTERUTHIRMAK !

« InvalidImageFormat - HPAWEEHRIF TAR Frk, BEXHREEXHNENBE RN BEFMRE
R,

« ImageValidationFailure— HABMBHHNREMIABTKERIEAMNRE |, fIIHNEK
ERLATLEE, FRERETERIRBIREEAMK, SHA256

« ErrUnsupportedMediaType - HBGAH B EFTZTZHFNEAXBEREE, BXRIHFNEFER
NEES , BEAXENERERSNEMFREKE,

Amazon Inspector A% application/
vnd.docker.distribution.manifest.list.v2+json {3 H, {82 , Amazon Inspector ¥
SYEHFREYR, YAMERSRIRNBRER , BALUER --platform 2% E KX I8 EE A WA
FE, MRKRIEE --platform S , W Amazon Inspector SBOM £ RS A RBBELNIZTEAEE
IEFEFR,

M B FHMIFEEK SBOM

& 7] LA FiSbomgen SBOMs M B RMERHPERK, AJLAEA directory = archive FanwE AL
IheE. MNREBMNIE XHX ( FIENTER Git FEFE ) £ SBOM , Amazon Inspector Z& 1 £ A itk
I

Rl 1

LTFRBERERTMNE FXHER SBOM B FiT.

# generate SBOM from directory
./inspector-sbomgen directory --path /path/to/dir -o /tmp/sbom.json

RS 2
DTFRBABRERTNFHEXHER SBOM WFinS. NEZFHF .zip, .tar Ml .tar.gz FHEER.

# generate SBOM from archive file (tar, tar.gz, and zip formats only)
./inspector-sbomgen archive --path testData.zip -o /tmp/sbom.json
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https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#ecr-supported-media
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M Go = Rust B4 % =3t #l X4 £E K SBOM

& 0] LA i Sbomgen SBOMs M4RiE/EHI X GoFMRust —#t HIXX 4K, AJLAEE binary F% %
B FLLIhEE

./inspector-sbomgen binary --path /path/to/your/binary

MEFEE K SBOM

YRAT LAE A Amazon Inspector SBOM £ 28 SBOMs MEZEMWEFEK. ATLAER volume ¥+
BRI, RINBWEEESNFHSE (HlIUESEREIRSEN Amazon EBS £ ) NEALIIEE. &5
BRFHSTRNE , ERSARTURNBREREEFSNREREE R,

BRI L BT S EBS & |, HERNEERETRE T Amazon Inspector SBOM 4 B 25 #Y I 5 #h S8
Bl , RERELEEZEC2 KMl L, N TFHAIT I EC2 A HFIEFEFEHL Amazon EBS &
B L RI2Z B M Amazon EBS R |, RERIFEZREBOIZEFH Amazon EBS BLU#HTHE. &
% Amazon EBS WEZEE , 55 (Amazon Elastic Block Store A #/) HHIH AR Amazon
EBS?,

Rl
LTRBERERT —MNESHBLERK SBOM BF@T, --path ZHNEEREFEHENRE F.

# generate SBOM from mounted volume
./inspector-sbomgen volume --path /mount/point/of/volume/root

Ml

LUTRBEFEBEERT —NFoD , EAUNEZENSEER SBOM , BrER --exclude-suffix &
BHBREBEENXHRBRR, Y58 E G (HIMEEXERESHE ) 8t , --exclude-suffix &
BENER. ERRUEERZLERERN SN B FFHERERETE 2 |, XFTLUR 3 ErE R
NEERE,

# generate SBOM from mounted volume with exclusions
./inspector-sbomgen volume --path /mount/point/of/volume/root \
--exclude-suffix .log \

--exclude-suffix cache
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BREFHME X B RS EC N ERBREER. A, HR\ERE /mnt/volume FE ( H
FEE /mnt/volume/var/lib/rpm/rpmdb.sqlite IS4 ) BF | BREBFFELERK SBOM H#R
HALH /var/lib/rpm/rpmdb.sqlite,

£ SBOM XK ix% Amazon Inspector 31T % E 12 5l

BR T 4K SBOM 4k | #3& A] LA{#E A Amazon Inspector Scan API EY B AN a5 K% SBOM #1743
#. Amazon Inspector £5%& ¥4 SBOM WABRREFERE , AEEFAZEXRIIREL Sbomgen,
BREEWNAA , 2ETFAERANRFEHEA M,

@ Note
BAIRE AWS Ik BB IEREUXPRAYSESI A InspectorScan-ScanSbom= gE 48 A b Ih
fEo

EFFILIhEE , B --scan-sbom S#Li%E 4 Sbomgen CLI, tHAILASF - -scan-sbom &% %A
LA R4Ef—4 Sbomgen ¥+ : archive, binary, container, directory., localhost,

® Note

Amazon Inspector Scan API 7o3%& SBOMs £ BT 5,000 NMBE, EXMERT , Amazon
Inspector Scan API £3R[E] HTTP 400 M Ri,

B LAMERA LT AWS CLI S8 AWS M AR A IAM A€ [ Amazon Inspector # 1T 5 4 RKIE :

--aws-profile profile
--aws-region region
--aws-iam-role-arn role_arn

B A LB [ Sbomgen BB TIRELEE |, k@ Amazon Inspector # 1T & 4K,

AWS_ACCESS_KEY_ID=%$access_key \
AWS_SECRET_ACCESS_KEY=$secret_key \

£ SBOM £ 3% Amazon Inspector #4THE1R 3! 137
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AWS_DEFAULT_REGION=$region \
./inspector-sbomgen arguments

EEEWNER , FMEH --scan-sbom-output-format cyclonedx S8 = --scan-sbom-
output-format inspector ¥,

./inspector-sbomgen container --image alpine:latest \
--scan-sbom \
--aws-profile your profile \
--aws-region your_region \
--scan-sbom-output-format cyclonedx \
--outfile /tmp/inspector_scan.json

APl T 2

SR AWS IERERNFIEEE [ Amazon Inspector # 1T & 1731,

AWS_ACCESS_KEY_ID=$your_access_key \
AWS_SECRET_ACCESS_KEY=$your_secret_key \
AWS_DEFAULT_REGION=$your_region \
./inspector-sbomgen container --image alpine:latest \
-0 /tmp/sbom.json \
--scan-sbom \
--scan-sbom-output-format inspector

RPleT 3

LS AIEA IAM AEH ARN @ Amazon Inspector 31T & 2310

./inspector-sbomgen container --image alpine:latest \
--scan-sbom \
--aws-profile your_profile \
--aws-region your_region \
--outfile /tmp/inspector_scan.json
--aws-iam-role-arn arn:aws:iam::123456789012:ro0le/your_role
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£ A H b3 425 18 58 40N Th g

Amazon Inspector SBOM £ F e 2 RIFEFTE R Mo B ATUE XIS,

BRI ERE
> Amazon Inspector SBOM £ F 2R Fan T E Bz MA L T ERIAFRHEERA.

« WFdirectory¥@m® : =i##l. programming-language-packages. dockerfile 333#254
« ¥FlocalhostF&% : os, programming-language-packages , £ S RSN HEHNA

« X¥Fcontainer¥@+ : 0os, . extra-cosystems programming-language-packages, dockerfile,
“HFIAESRA
ESy7 b

EAERIAFESEACANIANESE |, EFH --additional-scanners &I , EEM LEERMNA
HBENEH. UTE—NMERINMARTHIBEN TGS,

# Add WordPress installation scanner to directory scan
./inspector-sbomgen directory --path /path/to/directory/ --additional-scanners
wordpress-installation -o output.json

UTRERMAERES 2 RIIRFMSNAHEBRN 0T R

./inspector-sbomgen container --image image:tag --additional-scanners scannerl,scanner2
-0 output.json

B ARELENR AR DRECRREHE

ML ERRREET , BIAER T Sbomgen £13# 200 MB E /NI, KT 200 MB B L
ROUGERFEAEHE. SEERET 200 MB #9 Go 5 Rust Z# HIXX#FrY , AIREQBEI R HH
ZFBEANRE , EEM --max-file-size . XFERATLEMTERXHRIRS | FEIHE
BR A ST K B AR BR 1 BURL D R F 8

=~
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ATFRGIRBE T WA --max-file-size SERE ST/ KN,

# Increase the file size limit to scan files up to 300 MB
./inspector-sbomgen container --image alpine:latest \
--outfile /tmp/sbom.json \

--max-file-size 300000000

BELEBADTRHAMEAR. WEERANRAAEFENN,
R E S Res
Sbomgen& R —MEHMHEIE T , RIS TETHLSH CICD FHEF LIS BHMMIFH,

INFO[2024-02-01 14:58:46]coreV1.go:53: analyzing artifact

HN ~~— .~ —

NFO[2024-02-01 14:58:46]coreV1.go:62: executing post-processors
AILAERA LT --disable-progress-bar SHE A EE RS :

./inspector-sbomgen container --image alpine:latest \
--outfile /tmp/sbom.json \
--disable-progress-bar

5/ Sbomgen MABEM K 1TH B RIUE

BTN MRS BWIEEET , S5 SBOMs NAEEMRTRENESER. TEIUT
K5 IR X LR -

ERBENEERTEHRE (#E)

FNFRFZE , BEOBRRIMEBHTEMRIUE. Hlan , MREFERHHZ Docker , N ATLAE A Docker
login in H AR EMTFEITHEMRIE : docker login,
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1. MRFJEMKRFTESORIU, HlW0, MREFEABR Docker , WA LAEA Docker login arm
SEAR IR AT B D IRAIE

2. MBRFJEIMKRATHEORISS , EEMRPHBIB[RELER Sbomgen, BFERAUTRE , BF
image:tag BN ERHENREHET

./inspector-sbomgen container --image image:tag
EARERF EH#HITH AR
FNFXFSEE , BEERMVBAFPBENSE , Sbomgen 2 EZER R REBMALZEHRE,

EFERAUTRA , B image: tag BN EBEHEWBRBEW B , F your_username BRI BENA
BZMGHAFE

./inspector-sbomgen container --image image:tag --username your_username
EAFREXNFERTE ORI

NFEFGTE , FRENBLIEIMRTEFEE . txt XMHF,

® Note
HETA P R AU X . AXHFREDE —THEBHT .

EFAUTRA , BN your_username BN EWAF A |, ¥ password. txt BRABE—1THE
BHROMEY . txt X, & image:tag BN BETHNBKHI B

INSPECTOR_SBOMGEN_USERNAME=your_username \
INSPECTOR_SBOMGEN_PASSWORD="cat password.txt  \
./inspector-sbomgen container --image image:tag

3k B Sbomgen B9 % B A BA =B

THRM Sbomgen &R AESIREGH SBOM KA,
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RAriEmE

Regr{E SBOM

"bomFormat": "CycloneDX",
"specVersion": "1.5",
"serialNumber": "urn:uuid:828875ef-8c32-4777-b688-0af96f3cf619",
"version": 1,
"metadata": {
"timestamp": "2023-11-17T21:36:38Z",
"tools": [
{
"vendor": "Amazon Web Services, Inc. (AWS)",
"name": "Amazon Inspector SBOM Generator",
"version": "1.0.0",
"hashes": [
{
"alg": "SHA-256",
"content":
"10ab669cfc99774786301a745165b5957c92ed9562d19972fbf344d4393b5ebl™

}

}
1,
"component": {
"bom-ref": "comp-1",
"type": "container",
"name": "fedora:latest",
"properties": [
{
"name": "amazon:inspector:sbom_generator:image_id",
"value":
"sha256:c81c8ae4dda7dedc@711daefe4076d33a88a69a28c398688090c1141eff17e50"
1,
{
"name": "amazon:inspector:sbom_generator:layer_diff_id",
"value":
"sha256:eddd0d48c295dc168d0710f70364581bd84bldda6bb386c4asde@b61de2f2119"
}

}
+

"components": [

{

5k B Sbomgen B9 % H R & Rl
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"bom-ref": "comp-2",

"type": "library",

"name": "dnf",

"version": "4.18.0",

"purl": "pkg:pypi/dnfe4.18.0",
"properties": [

{
"name": "amazon:inspector:sbom_generator:source_file_scanner",
"value": "python-pkg"
1,
{
"name": "amazon:inspector:sbom_generator:source_package_collector",
"value": "python-pkg"
1,
{
"name": "amazon:inspector:sbom_generator:source_path",
"value": "/usr/lib/python3.12/site-packages/dnf-4.18.0.dist-info/METADATA"
1,
{
"name": "amazon:inspector:sbom_generator:is_duplicate_package",
"value": "true"
1,
{
"name": "amazon:inspector:sbom_generator:duplicate_purl",

"value": "pkg:rpm/fedora/python3-dnfe@4.18.0-2.fc39?
arch=noarch&distro=39&epoch=0"

}

]

},

{
"bom-ref": "comp-3",
"type": "library",
"name": "libcomps",
"version": "0.1.20",

"purl": "pkg:pypi/libcompse0.1.20",
"properties": [

{
"name": "amazon:inspector:sbom_generator:source_file_scanner",
"value": "python-pkg"

1,

{
"name": "amazon:inspector:sbom_generator:source_package_collector",
"value": "python-pkg"

},
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{
"name": "amazon:inspector:sbom_generator:source_path",
"value": "/usr/lib64/python3.12/site-packages/libcomps-0.1.20-py3.12.egg-
info/PKG-INFO"

},

{
"name": "amazon:inspector:sbom_generator:is_duplicate_package",
"value": "true"

},

{
"name": "amazon:inspector:sbom_generator:duplicate_purl",

"value": "pkg:rpm/fedora/python3-libcomps@@d.1.20-1.fc39?
arch=x86_64&distro=39&epoch=0"
}
]
}
]
}

S RTMRZA<HY Amazon Inspector SBOM 4 FX 25

I EBEEE B HKFRAF LA BIMAE Amazon Inspector SBOM 4 fi B8RV 858, XL % Sbomgen
WER , B2 H %% Sbomgen,

A& IS SHA-256 #3&

Linu AMD64 1112 bef68671bc532641b5
29500b62d7af836012

S0 R 1142 3cd967308d41ad0ce8
fA3F437762fb

4f11d7037efad43f44

2c4edf7ba28774c4fa
706fba7622e4fbab45
bb3ad3958¢c9

Linu AMD64 1.11.1 809eb7cb80d24fbf6f
fdd124438d53a90763

Linu ARM64 1111 2222e924913ebd610
44¢29494ca949490
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7L
=

Linu AMD64

Linu ARM64

Linu AMD64

Linu ARM64

Linu AMD64

Linu ARM64

TS

SHA-256 &%

057f9e4c9970aedadb
da0685e7e02436fd52
23fbe81cec65138551
c63ed77bal

5172a5556¢f46f9fbc
5cf1d35bd382919fb6
b41aca1ec938db3a75
530060b0cf

c9e2da7b076dc89dc3
9a962a962a7dd9c7d1
fd29230a4eec7eb95f
951d6a179093d0

9e33622a7874adfe71
9ab7db75a1e44f4b5f
ae3573374068b501c8
9f0accfcfe

78d5a7f800fc26ba86
adab5b634431a91c00
7075e06d6ce46e5068
7d5156184e

Ob7a553d7d2d17c40a
62f1a11013bc46fa2c
3814f407c11130e15a
f3f3fe3fe3fe313769

5ce9e315a4f8f90ff5
eed7ab058efc8dbffé
593dbf653d3d3d3fc4
55f1¢c37e882ec6466
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Linu AMD64

Linu ARM64

Linu AMD64

Linu ARM64

Linu AMD64

Linu ARM64

—
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SHA-256 &%

dOef4c14fec6cd2e70
ae55b3e44
d17d02713
2947596e8ef861c0ef
c3c0efc3c0e5a871

2d8145011c13f5611f
c30f4510785d53e98b
911717f6dbe69616af
4d4b0df61f

78b377b27
30eb15476
173e40885
4542e191€953663af3
€0928dddfb8608f465
5

985bdc06d25ecch87¢c
4a81995¢c8a2d3c78e1
c02beea309a620b2de
4954767591

54eed5a772f68320f3
906bec5920e3a19da9
04abdace10f985b878
59015eef89

febd74a397fb0cdd33
56072503f08465ab87
2d1620d59
a2ab7d83bdb076c929
d
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Amazon Inspector

RAriEmE
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=

Linu AMD64

Linu ARM64

Linu AMD64

Linu ARM64

Linu AMD64

Linu ARM64

RN
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SHA-256 &%

2e4e3c754e23004634
9dd975feb48fa953ea
5a2de190cbbc17c¢1c8
5043936b5a

449a49e22
2a2bdffe0353435d7b
04b0556b35a391c7b9
714ce46d1a5382bc3e
2

9ff7958e298d2b228b
0c7617f0a9a8732545
87fc26aee9826¢c3727
3650b389e9

6737584fd2c7d24b56
777d02846
d1737f47d0121344ba
ea217a3e5368fd98fcc

ef32e7fb4eelaf1e47
d6b528b47293fc7127
c7a7539f7354e84452
626a4c204d

0b82ddc691a517bb8f
c6ccd67b80ca566b11

7a1bb410c05764c9b7
e3ba76¢510
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.0/linux/arm64/inspector-sbomgen.zip

Amazon Inspector

RAriEmE

7L
=

Linu AMD64

Linu ARM64

Linu AMD64

Linu ARM64

Linu AMD64

Linu ARM64

RN
~
N

RN
~
N

—
~
—

—
B
—

SHA-256 &%

3fba95d44aaea55ad0
6d3c7635a671662c48
3474578376d3f11e84
474f8de25f

1f4b52e3d80de87b92

b563a78bac4a2d898e
7af82db5b6791d899d

516e97cfbb

c44ba9bficfeb3ea2d
6d0b15d25
816800a50
45a438474f2f77c390
bac41aedcb

d37c5b1605bf82260d
a0b0f36311c83b1646
a4327c3fd8169badb3
a978470c9c

bObeb602a
6ae439d4e
307bd99682bc8a419f
d7d5e78a278bfc718e
b18e00b05e

95ff2d9df2fcd1982d
d705df1e763f57a0b4
99b6fe06801e9a8086
9e2e464831

FEHIRRA

148


https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.3/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.3/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.1/linux/arm64/inspector-sbomgen.zip

Amazon Inspector

RAriEmE

7L
=

Linu AMD64

Linu ARM64

Linu AMD64

Linu ARM64

Linu AMD64

Linu ARM64

—

(©))
w

—

(©))
w

—

(©))
N

(o]

N

SHA-256 &%

a6316c2ecd5fde7091
d1099335f45f0e2400
b3977c92ee4d72bd1e
b359320e61

9751ba5e5c6¢c6¢c0aef

7d29b1c4adbd4088da
3a07bb77eaa7de3f04

aa33ad8562

b6a309e87
Q9aaa78d7d
8e224eb5214df5fd41
5244d370885e6c8876
db5a4181d2

59ed0b7eb
7d1eadadb691f058d3
2634a03a856ba03ac2
ddb8cd3599ceb55cb9
a

8d8ba0653
5be614a4d44b1bd74c
66d1fd4874ff9ab788
adbe23aa5229db9c68
7

2bd7b4a88b9c6b041a
6ff82f7f9bc116b76¢
f410bf6eb896fc8d68
e717b55f2a

FEHIRRA

149


https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.3/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.3/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/arm64/inspector-sbomgen.zip

Amazon Inspector

RAriEmE

7L
=

Linu AMD64

Linu ARM64

Linu AMD64

Linu ARM64

Linu AMD64

Linu ARM64

TS

RN
(o]
RN

RN
(o]
o

RN
(o]
o

RN
(6]
(@)}

RN
(6]
(@)}

SHA-256 &%

3e3d62dc794b31d9d2
de1904592cf42f25e9
f42c30eb90cc53385a
60b42f1a63

ad89f670908fb0b48b
ca0242f3ac58e7179f
6fabfcc9a2b3fd0e5c
3d79e27539

ffe671c2c1d1c2142a
4af056d1c179eaffbc
3925f5afaabf3d655b
d495cebelc

a733c0b00c7225369¢
68ad47c57846b4546e
2c9f47580ab98394ba

efc765c134

ebcfbe565631de5bc6
1b1d55d70
a2d15b965f628678a2
b60cffd01cd0c344 31

a8e018ceee3ar76dd42
71f966015¢c216438b1
1ee807fcd970753e78
6baa335b56

FEHIRRA

150


https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.0/linux/arm64/inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.4.0/linux/amd64/inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.0/linux/arm64/inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.1/linux/arm64/inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.0.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.0.0/linux/arm64/inspector-sbomgen.zip
https://docs.aws.amazon.com/inspector/latest/user/supported.html
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https://wiki.alpinelinux.org/wiki/Apk_spec
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Package: zliblg

Status: install ok installed

Priority: optional

Section: libs

Installed-Size: 168

Maintainer: Mark Brown <broonie@debian.org>
Architecture: amd64

Multi-Arch: same

Source: zlib

Version: 1:1.2.13.dfsg-1

Provides: libzl

Depends: 1libc6 (>= 2.14)

Breaks: libxml2 (<< 2.7.6.dfsg-2), texlive-binaries (<< 2009-12)
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https://www.debian.org/doc/manuals/debian-reference/ch02.en.html
https://www.debian.org/doc/debian-policy/ch-source.html
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Conflicts: zlibl (<= 1:1.0.4-7)
Description: compression library - runtime

zlib is a library implementing the deflate compression method found
in gzip and PKZIP. This package includes the shared library.
Homepage: http://zlib.net/
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https://www.debian.org/doc/debian-policy/ch-source.html
https://www.redhat.com/en/blog/introduction-appstreams-and-modules-red-hat-enterprise-linux
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 ProductName— Z#ERZBAMFARA ( Hla1"Windows Server 2025 Datacenter” )
« CurrentMajorVersionNumber— RER ST E B A

« CurrentMinorVersionNumber— RER S MR BIRA

* CurrentBuild— BERS N AR S

« UBR— BRERSGNEITS
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Package: tzdata

Version: 202l1a-1+debl1lul®

Architecture: all

Maintainer: GNU Libc Maintainers <debian-glibce@lists.debian.org>
Installed-Size: 3413

Depends: debconf (>= ©0.5) | debconf-2.0

Provides: tzdata-bullseye

Section: localization

Priority: required

Multi-Arch: foreign

Homepage: https://www.iana.org/time-zones
Description: time zone and daylight-saving time data
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https://edu.chainguard.dev/chainguard/chainguard-images/about/getting-started-distroless/
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This package contains data required for the implementation of
standard local time for many representative locations around the
globe. It is updated periodically to reflect changes made by
political bodies to time zone boundaries, UTC offsets, and
daylight-saving rules.

MinimOS BF 254

AHEIE Minimus RBRFESESXENTANIBRE, HXFESEL | 5 Minimus Mk,
ZRHWTE

ZRHUTFA.

* MinimOS

(® Note

¥t F Minimus BR& , Amazon Inspector SBOM £ K884 M /1ib/apk/db/installed X4
PR ERFITHE.

FE Ihee
UTREERIE.
- BEFEEMNES - RIS ERERFEINER

« RAEES - RN ERREFEHER
- BREFER - RIS ERERFENREFE

BATF 2 Minimus BUYE X8 B B

:ca-certificates-bundle
:20241121-11

:aarchb6s

:MPL-2.0 AND MIT

O A4 » < T

:ca-certificates
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REESKHXRES

Amazon Inspector SBOM £ KB X F AR EIMNRIZEIES MESR , SR TERAMFMANKRBRCRE
&o. £ SBOM AJLARSBIIR 7 MR , N A IRBIIAH RIEELL£FENEME. Amazon
Inspector SBOM 4 B8 X F A T w2 1E & M4,

Go KHix R

WIBES HMA4EE BN IEHX FARE#H E3am BAatRie B
s # B KER KER %
=
bs]
BaW
Go Go go.mod FEH FEH FEH FEH *
=

go.sum TERA TERA TERA TERA
Ge 2 rER  FER  FEA
Binaries =

S5E A FiEH FiEH FiEH
GOMODCACH &

E

go.mod/go.sum

£ go.mod F go.sum XHXKELHMBIE Go I B PHHAHEIX R, Amazon Inspector SBOM 4 8%
£1R1E Go TEHERAUTREA N EEIX L4,

FE Thie
« M go.mod WEMBARR ( R Go TEHFHRAN 1.17 RESHRA )

* M go.sum EMKBIXR ( R Go TEEMAN 1.17 HEEMA )
* B go.mod BLRBIFRAE B B AV MBS R MR H o< RARA

=%l go.mod TH#
LAR 2 go.mod XHHY R,
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module example.com/project
go 1.17

require (

github.com/gin-gonic/gin v1.7.2

golang.org/x/crypto v0.0.0-20210616213533-5cf6c0f8el23
)

5l go.sum T4

AR 2 go.sum XHH R,

github.com/gin-gonic/gin v1.7.2 h1:VZ7DdR10sghbA61VGSkX+UX02+J@aH7RbsNugG+FA8Q=
github.com/gin-gonic/gin v1.7.2/go.mod h1l:ILZ1Ngh2f1pL1ASUj7gGk81GFeNC8cRTaN2ZhsBNbXU=
golang.org/x/crypto v0.0.0-20210616213533-5cf6c0f8e123 hl:b6rCu+qHze
+BUsmC3CZzH8aNu8LzPZTVsNTo640ypSc=

golang.org/x/crypto v0.0.0-20210616213533-5cf6c0f8e123/go.mod hl:K5Dkpb@Q4ewzZW/
EzW1QphgJcUMBCzoWrLfDOVzpTGVQ=

@ Note

XETHPIHNE-—IMNBRERTEREFT URL M. th URL TR TEERRGEMRES
RIEEBXRHBNELR , HEAILE R ScanSbomAPI #, BXEZEE , BSHAMIE L
MNEHEIMIL. GitHub

Go =3t I3 4

Amazon Inspector SBOM £ B Za M E4miFHY Go Z 3t AP REUKBI KRR , LIRHX T EA KB
YR FE

(® Note

Amazon Inspector SBOM £ M2z XM EAE 7 Go fmiFERWER Go — i Hl 34Kk AT
AITEERE, BXEZERE , ESR Go ML LN THHAZE, MRBFERAREEMENE
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(#l20 Red Hat ) B Go TE&# T/ A MaBFEAI AR AREFEER , A ITHERATRE
T,

EE se
« EEM Go Z#HIX M FIREURBIX RER

o WS ZH B PERA R RBIR R
« RNFREA T IwiF = HHIXHH Go TEEEMRA,

GOMODCACHE

Amazon Inspector SBOM 4 RE £ Go MHER , INEAXEREMNXRNIEL. LEFL
R TRIER  UBRAET RN A AR,

TE ee

« 33 GOMODCACHE B LR BIEFHER
- REVFMMTHIE  SEERZH, RAFE URLs

R

LAT & GOMODCACHE 4389 =4,

~/90/pkg/mod/
### github.com/gin-gonic/gin@vl.7.2
### golang.org/x/crypto@v0.0.0-20210616213533-5cf6c0f8el23

® Note

hEH2ERTEREFE URL B H, Itk URL TR TEERREIRHERINIEER XM
BHWESR , HETLIEEE ScanSbomAPI H, BXEZEE , S HM LR RS M,
GitHub
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Java i< R
WEEBEES BHEE XN IE#EX FREH  GERAB BRERIE UEHEA
b # £ xR xR =
Java Maven BimiF TEHR TEA X EA X F
B Java
R EA TEA = EA =
F ( jar
[.war/.ea
r)
pom.xml

(® Note
NIRRT II8EX X Maven Central F#E. HBITXXEE=FF#E , 620 JBoss

Enterprise Maven Repository.,

Amazon Inspector SBOM 4 2518 2 #T B4R 1F M Java B AEFF pom. xml X #3R1T Java fKH
XRAHE, EARCHEINVNARFN , ARSBASER SHA-1 BHELUHTEEMRIE , BRERAN
pom.properties X# , HEMTEREMN pom.xml X #,

SHA-1 BHES (ERTEHRZEN jar, .war, .ear X )

Amazon Inspector SBOM £ e &= R KWET B FFFE .ear. .jar M .war XHH SHA-1 (% |
BURIE B4iFM Java MR TRMER BB,

FE hee

- NFFBEHIFH Java ALK SHA-1 8%

IR
BT 2 SHA-1 #9489 RO,
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{
"bom-ref": "comp-52",
"type": "library",
"name": "jul-to-slf4j",
"version": "2.0.6",
"hashes": [
{
"alg": "SHA-1",

"content":
}
1,
"purl": "pkg:maven/jul-to-slf4je@2.0.6",
"properties": [

{
"name": "amazon:inspector:sbom_generator:source_path",
"value": "test-0.0.1-SNAPSHOT.jar/BOOT-INF/1lib/jul-to-slf4j-2.0.6.jar"
}
]
}
(@ Note

HLERIEEFT URL B H, Itk URL TR TEERREIRHERINIEER XM
BNESR , HEFLIEE%E ScanSbomAPI H, BEXEZEE , S H M LR EMit,
GitHub

pom.properties

pom.properties XA T Maven 1B FLAF#HIIE THiE , SREFBEMNEF TR
7K, Amazon Inspector SBOM 4 B 28 i #7 bk SLAF LA E T B E B

= hae
- BTNRERERFSH4. BEFaENERFSRA

7~ pom.properties 3 #

LA 234 pom.properties BIRHl,
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#Generated by Maven
#Tue Mar 16 15:44:02 UTC 2021

version=1.6.0

groupId=net.datafaker
artifactId=datafaker

(@ Note

EXHLERETEREFE URL W H. 1t URL A TREERRGYRIBRNEER XK
PWER , FEALFEE ScanSbomAPI 1, BXEZEER , B RMN LA K2 ML,
GitHub

HEBRERE pom. xml AT

MREERFEHZFN Java MARFEHERR pom. xml 847 , EMEA - -skip-nested-pomxml &
o
pom.xml

pom.xml X442 Maven Bl B OB EXH., EEEEXTEMNIE KB XRWEE. Amazon
Inspector SBOM 4 FXBF AT pom.xml XA SUREKBIXR , HIEFHEPNIRL XHMEREF jar X
BR8N

FE Ihee
o« BRATFIREL pom. xml XAHHNEF MG, BFSANEFZMRE

M Maven fEAEHMRE
BIAX R EEILLT Maven fEREURER -

« compile
- RHEW
- BITH
o st
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RAriEmE

- RE

. B A

fegix R2BIE LT Maven FREUWER : <optional>true</optional>,

A 4E R ER RB] pom. xml 3 #
LT RH&EERER pom. xml X448 7RG,

<dependency>
<groupId>jakarta.servlet</groupId>
<artifactId>jakarta.servlet-api</artifactId>
</version>6.0.0</version>
<scope>provided</scope>

</dependency>

<dependency>

<groupId>mysql</groupId>
<artifactId>mysql-connector-java</artifactId>
<version>8.0.28</version>
<scope>runtime</scope>

</dependency>

X BEEREN RH pom. xml 34
AR 2B EREM pom. xml XHH RHE,

<dependency>
<groupId>com.fasterxml.jackson.core</groupId>
<artifactId>jackson-databind</artifactId>
<version>2.17.1</version>

</dependency>

<dependency>
<groupId>org.jenkins-ci.plugins</groupId>
<artifactId>plain-credentials</artifactId>
<version>183.va_de8fldd5a_2b_</version>
</dependency>

<dependency>

Java KB R
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<groupId>org.jenkins-ci.plugins</groupId>
<artifactId>jackson2-api</artifactId>
<version>2.15.2-350.v0@c2f3f8fc595</version>
</dependency>

(@ Note

XEXHPNE - NILERTEREFT URL W, It URL TRTREERBRGEMREE
REEEXBHBNESR , AR EETE ScanSbomAPI 1, BXEZER |, BSHAMIL L
RNE M, GitHub

JavaScript KB

WIEIES BMEE XM ITE#X FREB EREAB AERIE M)

H a5 (i = xER xR %
=]
bl
=

Javascrip Node node_modu &M TEHR = = =
t Modules les/ . . .
* /pac & H X & H & H )

e kage.json xsmpm 2 & & &

PNPM

& H = & H & H )

YARN package-

1
ock.json
(vi,

v2, and
v3) /
npm-
shrin
kwrap.jso
n
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RAriEmE

WIEES @ BHEE
R

package.json

package.json X# =2 Node.js BIE W OEH, ETEEXERERFBHTHIE. Amazon

XEFN IEHX
i3 £

pnpm-
lock
.yaml

yarn.lock

FF & Mt

RFR

1&3% AR
RFR

Inspector SBOM 4 eI X4 , LRI FEBAMIEF SR,

FE Ihee

* fRHT JSON X H45H LRIV - B B A AR A
- R EBRBENLREFE

5l package.json X #

AR 23X package. json B3R,

"name": "arrify",
"private": true,
"version": "2.0.1",

"description": "Convert a value to an array",

"license": "MIT",

"repository": "sindresorhus/arrify"

FHBFRIC

A

o ot 1T

JavaScript ki3

172



Amazon Inspector AriEE

® Note

HXHEERDERFS URL WE . It URL ATATFREERKGEYRFEMNIEES M4
SBHEER , HETWLIEEE ScanSbomAPI 1, EXEZEE , BSRAMNL L4 ML,
GitHub

package-lock.json

package-lock.json X npm B4R , A THIE NI B ZENKBIXRNELUIRE, CBIF
EATE KRB RARE FRB X RNBURARBRETRFERN — B, ZXHTUX D ERAKRER
RFTFF &K Ro

FE Ihee

 FEHT JSON M4 LAREUE 7 e 8 AR F SRA
© XEFFFREBIKRZLN

=4l package-lock.json 3 #

LA 23X # package-lock. json BR B,

"verror": {
"version": "1.10.0",
"resolved": "https://registry.npmjs.org/verror/-/verror-1.10.0.tgz",
"integrity": "shal-OhBcoXBTrlXW4nDB+CiGguGNpAA=",
"requires": {
"assert-plus": "71.0.0",
"core-util-is": "1.0.2",
"extsprintf": "21.2.0"
}
.
"wrappy": {
"version": "1.0.2",
"resolved": "https://registry.npmjs.org/wrappy/-/wrappy-1.0.2.tgz",
"integrity": "shal-tSQ9jz7BqjXxNkYFvVAGQNuMKtp8=",
"dev": true
.
"yallist": {
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"version": "3.0.2",

"resolved": "https://registry.npmjs.org/yallist/-/yallist-3.0.2.tgz",
"integrity": "shal-hFKQu36Dx8GI2AQcGoN8dz1lti7k="

}

® Note

hXHaERTEREFT URL B H, Itk URL TR TEERREYRHERINIEER XM
BHWER , HETLIEEE ScanSbomAPI H, BXEZEE , BSHME LR RS M,
GitHub

npm-shrinkwrap.json

npm 2 B31%E K package-lock.json #l npm-shrinkwrap.json 34 , A FBIERNT B T4
BRRNEUMRA, X#  BYFEAERBXRR FEREXRNEURE , TEREFTRFEFHN—
B, XEXHATXDERKBR R RAKBIXR,

FE Thee

o« fRMT JSON X H4E¥IHY package-lock KR 1, 2 f 3, UREVEEF B A MHARA

« XFFRARMEBARLN ( package-lock. json RFREFMFRKBARR , AT T ERBIF
EHERERTBERFZ )

« npm-shrinkwrap.json X#{t%F package-lock.json X4

Bl

LA 23X # package-lock. json R B,

"verror": {
"version": "1.10.0",
"resolved": "https://registry.npmjs.org/verror/-/verror-1.10.0.tgz",
"integrity": "shal-OhBcoXBTrlXW4nDB+CiGguGNpAA=",
"requires": {
"assert-plus": "71.0.0",
"core-util-is": "1.0.2",
"extsprintf": "71.2.0"
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1,
"wrappy": {
"version": "1.0.2",
"resolved": "https://registry.npmjs.org/wrappy/-/wrappy-1.0.2.tgz",
"integrity": "shal-tSQ9jz7BqjXxNkYFvA@QNuMKtp8=",
"dev": true
1,
"yallist": {

"version": "3.0.2",
"resolved": "https://registry.npmjs.org/yallist/-/yallist-3.0.2.tgz",
"integrity": "shal-hFKQu36Dx8GI2AQcGoN8dzlti7k="

pnpm-yaml.lock

pnpm-lock.yaml X pnpm £ 5 , A T4 ERERMBRRMANIEF. ©E LI RERIT X KB
xR,

FE Ihee

« R YAML XHF S SUREVE P 2 B BR A AR A
© XEFFFREBIKRZLN

=l

AT 23 pnpm-1lock.yaml #9R4l,

lockfileVersion: 5.3
importers:
my-project:
dependencies:
lodash: 4.17.21
devDependencies:
jest: 26.6.3
specifiers:
lodash: 74.17.21
jest: 726.6.3
packages:
/lodash/4.17.21:
resolution:
integrity: sha5l12-xyz
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engines:

node: '>=6'
dev: false
/jest/26.6.3:
resolution:

integrity: sha512-xyz
dev: true

® Note

hXHLERTEREFS URL B, tk URL TR TEERREIRHERINIEER XM
BHWESR , HEFLIEEE ScanSbomAPI H, BXEZEE , S H M LR RS M,
GitHub

yarn.lock

Amazon Inspector SBOM £ S22 HINET A H .ear, .jar M .war XHH SHA-1 8% |, MR
EEY4mE/ Java M ¢4HHY TR MR MBIt

FE Ihag
. NFFEBHFMN Java LK SHA-1 5%

P SHA-1 ¥4

BT 2 SHA-1 198 =l

"@ampproject/remapping@npm:~2.2.0":

version: 2.2.0

resolution: "eEampproject/remapping@npm:2.2.0"

dependencies:

"@jridgewell/gen-mapping": 70.1.0

"@jridgewell/trace-mapping": 70.3.9

checksum:
d74d170d06468913921d72430259424b7e4c826b5a7d39ff839a29d547efb97dc577caa8ba3fb5cf023624e9at9d0C

languageName: node

linkType: hard
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"@babel/code-frame@npm:~7.0.0, @babel/code-frameenpm:~7.12.13, @babel/code-

frameenpm:~7.18.6, @babel/code-frame@npm:~7.21.4":

version: 7.21.4

resolution: "@babel/code-frameenpm:7.21.4"

dependencies:

"@babel/highlight": 7~7.18.6

checksum:
e5390e6eclac58dcef@ldsafl8eatlfd2f1325528661ff6d4a5de8979588b9f5a8e852a54a91b923846f7a5¢c681b217
languageName: node

linkType: hard

(® Note

faERIEEFT URL B H, t URL TR TFEERREMRIERNIEER XM
BHWESR , HETLLEE%E ScanSbomAPI 1, BXEZEE , ESHME LR RS M,

GitHub
NET #k#ix R
HEIEE HH4EE  XEHH IE#gX FRa&s  ARBEEAH ABRRE AR
H a5 # = xER xER %
=]
bl
=
.NET .NET * deps.js Ti&EH FEH FEH TiEA 3
Core on B
T iE A 7T iE A 7T iE A 7T iE A
Nuget Packages. __ : _ : =
ey T iE A 7T iE A = 7T iE A
Nuget : : : : =
packages. 7B TER  TER  TER
oNEV lock. json =
.CSproj
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Packages.config

Packages.config X#H2RIBMRAH Nuget AKEET B KBIX R XML X4, EFIEH TIA 5|
RNFERFE , BEBERT,

FE Ihee

« BT XML S LAREVE & IDs MARA

Bl

LAUR 23X Packages.config HIRHl,

<?xml version="1.0" encoding="utf-8"? >

<packages>

<package id="FluentAssertions" version="5.4.1" targetFramework="net461" />
<package id="Newtonsoft.Json" version="11.0.2" targetFramework="net461" />
<package id="SpecFlow" version="2.4.0" targetFramework="net461" />

<package id="SpecRun.Runner" version="1.8.0" targetFramework="net461" />
<package id="SpecRun.SpecFlow" version="1.8.0" targetFramework="net461" />
<package id="SpecRun.SpecFlow.2-4-0" version="1.8.0" targetFramework="net461" />
<package id="System.ValueTuple" version="4.5.0" targetFramework="net461" />
</packages>

(® Note

WXHALERSERFES URL WY, It URL TRFEERKAEYEFERIEEE XY
SHEE , HETWLIEEE ScanSbomAPI 1, BXEZEE , BSRML L4 ML,
GitHub

*.deps.json

*.deps.json X#H NET Core MB4AER , BEEXAERBXRANIFHAEE , THEHBER. AN
ETRHEBR R, EXHFATRFRESTHESRA TN EBRETHEBXRNSLXEESE,

TE ee

* JEHT JSON LRI M KB X RFHAEE
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 f libraries FIRFREEFSZEHHMRA,

5l .deps.json X#

LT RX# .deps.json KRB,

{

"runtimeTarget": {
"name": ".NETCoreApp,Version=v7.0",
"signature": ""

.

"libraries": {
"sample-Nuget/1.0.0": {
"type": "project",
"serviceable": false,
Ilsha512": mnmn

iy
"Microsoft.EntityFrameworkCore/7.0.5": {

"type": "package",

"serviceable": true,

"sha512": "sha512-
RXbRLHHWP2Z3pq8qcL5nQ6LPeo0yp8hasM5bd@Te8PiQi3RjWQR4tcbdY5XMgQ+oTO9wA8/RLhZRn/
hnx1TDnQ==",

"path": "microsoft.entityframeworkcore/7.0.5",

"hashPath": "microsoft.entityframeworkcore.7.0.5.nupkg.sha512"

}I

(® Note

hXHLERTEEFT URL BEH, It URL TR T EERREMRIERINIEER XM
BHESR , HFETLLEEHE ScanSbomAPI 1, BXEZEE , FSHEME LR RS M,
GitHub

packages.lock.json

packages.lock.json XHHBERHIRAE Nuget AAKBIE NET I B IRBIX RV TIARA |, SURIE
EREIREH —HERHEBEN R,
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RAriEmE

FE Ihee

 FEAT JSON S5 L5 B Ky KB < &
o EBYIFE B RAEZIE BT R
- RIERFSRMNEBTHRE

=¥l packages.lock.json X

LA 23X # packages.lock. json #9R4l,

{

"version": 1,

"dependencies": {

"net7.0": {

"Microsoft.EntityFrameworkCore": {

"type": "Direct",
"requested": "[7.0.5, )",
"resolved": "7.0.5",

"contentHash": "RXbRLHHWP2Z3pq8qcL5nQ6LPeo0yp8hasM5bd@Te8PiQi3RjWQR4tcbdY5XMgQ

+0T09wA8/RLhZRn/hnx1TDnQ=="",

"dependencies": {
"Microsoft.EntityFrameworkCore.Abstractions": "7.0.5",
"Microsoft.EntityFrameworkCore.Analyzers": "7.0.5",
"Microsoft.Extensions.Caching.Memozry": "7.0.0",
"Microsoft.Extensions.DependencyInjection": "7.0.0",
"Microsoft.Extensions.Logging": "7.0.0"

}

.
"Newtonsoft.Json": {

"type": "Direct",

"requested": "[13.0.3, )",

"resolved": "13.0.3",

"contentHash": "HrC5BXdl@@IP9zeV+0Z848QWPAoCr9P3bDEZguI+gkLcBKAOXxix/tLEAAHC

+UVvDNPv4a2d1810ReHMOagPa+zQ=="
},
"Microsoft.Extensions.Primitives": {

"type": "Transitive",

"resolved": "7.0.0",

"contentHash": "umlKU5kxcRp3CNuI8o/GrZtD4AIOXDk

+RLsytjZ9QPok3ttLUelLKpilVPuaFT3TFjOhSibUAso@odb0aCDj3Q=="
}

NET &BiX R
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}

}

}

® Note
HXHESERDERFS URL . It URL ATATREERKGEYR FEMNIEES M4
SBHEE , HETWLIEEE ScanSbomAPI 1, BXEZEE , BSRMNL L4 32Mit,
GitHub

.CSproj

.csproj XHXA XML &E , & .NETHEWI B X4, ©EEX Nuget BF3. TIEEMEMYE
EER S A,

FE Ihee

« BB XML S AREE F 5|

Rl .csproj X#

LTFRXH .csproj KRG,

<Project Sdk="Microsoft.NET.Sdk">

<PropertyGroup>

<TargetFramework>net7.0</TargetFramework>
<RootNamespace>sample_Nuget</RootNamespace>
<ImplicitUsings>enable</ImplicitUsings>
<Nullable>enable</Nullable>
<RestorePackagesWithLockFile>true</RestorePackagesWithLockFile>
</PropertyGroup>

<ItemGroup>

</ItemGroup>

<ItemGroup>

<PackageReference Include="Newtonsoft.Json" Version="13.0.3" />
<PackageReference Include="Microsoft.EntityFrameworkCore" Version="7.0.5" />
</ItemGroup>

</Project>
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il .csproj X#

UTRXH .csproj BIRHI,

<PackageReference Include="ExamplePackage" Version="6.*" />
<PackageReferencePackageReference Include="ExamplePackage" Version="(4.1.3,)" />
<PackageReference Include="ExamplePackage" Version="(,5.0)" />

<PackageReference Include="ExamplePackage" Version="[1,3)" />

<PackageReference Include="ExamplePackage" Version="[1.3.2,1.5)" />

@ Note

XETHPANE-—IMNBRERTEREFT URL MH. th URL TR TEERRGEMRESL
RIEEBEXRHBNER , HEAILEET#E ScanSbomAPI #, BXEZEER , BSHAMIE L
MEHIMIL. GitHub

PHP &k®ix R

wIEEE HMH4OE XXENHR  IE#SxX  FRE&H  GEas AR MU
H2s #® = XFR xR %
=
bl
=X
PHP Composer composer. &M EHA X+ FEF b2
lock =
FEF FEF = FEF
/ =
vendor/
o
omposer/
i

PHP f&®ix Ri3#
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RIEES BMAEE XEFHm ITE#x FREB FERKB AERE M)

2R #® ¥ xR xR %
=]
bl
=
nstalled.
json

composer.lock

£1E1E1T composer install 2 composer update a8 =B B3I £ composer.lock X#. ZXHAR
EESMNAEREHREHBRMREINKE AR, XETRE-—FETEFNHELRE,

FE Ihee

« BRTER{LEIER JSON 85X
o REUKRBI X R A M AR

=¥l composer.lock X#

LAUR 23X # composer.lock BIRH,

{
"packages": [
{
"name": "nesbot/carbon",
"version": "2.53.1",
// TRUNCATED
I
{
"name": "symfony/deprecation-contracts",
"version": "v3.2.1",
// TRUNCATED
},
{

"name": "symfony/polyfill-mbstring",
"version": "v1.27.0",
// TRUNCATED
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}

]
// TRUNCATED

}

(® Note

BZXHLEROEREFES URL EE, Itk URL TAFEERBRGEYESENIEEEXHM4
SEE , HETWLIEEE ScanSbomAPI 1, BXEZEE , BSRMNL L4 ML,
GitHub

/vendor/composer/installed.json

/vendor/composer/installed. json X#fZF vendor/composer BEXH , BRI TAIEELE
EFaRkEFIRENFERTIR,

FE Ihee

« BRATERA{LEIER JSON 185
o REUKHIRX R B IR R A

Ml /vendoxr/composer/installed. json X

LR RX# /vendor/composer/installed. json B R4,

{
"packages": [
{
"name": "nesbot/carbon",
"version": "2.53.1",
// TRUNCATED
.
{
"name": "symfony/deprecation-contracts",
"version": "v3.2.1",
// TRUNCATED
},

PHP {k#1% R 184
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{

"name": "symfony/polyfill-mbstring",
"version": "v1.27.0",
// TRUNCATED

3
]
// TRUNCATED

}

(® Note

WX HLERETEREFE URL W H. 1t URL A TREERRGYRIBRNEERXRY
PWER , FEALFEE ScanSbomAPI 1, BXEZEER , B RMN LA K2 ML,
GitHub

Python #k#ix R

FEIETE HMH4EE XM IEHx  FREM REa® ABERFRE M
e # B xR xR i
=]
yal
=
Python pip requireme FEH TiEA TiEA 7T iE A 53
nts.txt ¥
Poetry TiERA TiERA T iE A T iE A
Poetry.lo =
Pipenv K & H & H TiERA TERA
E99/  pipfile.y TEA  TEA  TEA  TEA
Wheel =
TELS T5ER &R &R &R
.egg- =
info
/PKG-
INFO

Python & #ix R 185
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RIEES BMAEE XEFHm ITE#x FREB FERKB AERE M)

H a5 % ¥ xR xR %
=]
bl
=

.dist-
info/
METADAT
A

requirements.txt

requirements.txt X#R%E Python B ZEAN—MERX , ATEET B KBiIXR, X4
FHE—TEHE2E—NEAHREAARNZERFE. Amazon Inspector SBOM 4 K 88 & FRAT b T4 LUK
#IR B M 4w B ki< R,

TE ee

© XEFRAGEBR (==H"=)
© XEFERMERMRBRRIT

(® Note
PXFFRARARF <= M =>,

&Pl requirements. txt X4

L2 requirements. txt BIRHBl,

flask==1.1.2
requests==2.24.0
numpy==1.18.5

foo~=1.2.0

# Comment about a dependency
scipy. # invalid

Python & #ix R 186
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(® Note

WXHALERSTERES URL WY, It URL TRAFEERKEYEFERIEEE XY
SHEE , HETWLLEEE ScanSbomAPI 1, BXEZEE , BSRML L4 ML,
GitHub

Pipfile.lock

Pipenv 2 —REFTEIT S RBE (#H4., BENBREE ) T—8MWIE, Pipfile.lock AI8iE
T ROBTRA |, LMEXMBESEEE, Amazon Inspector SBOM 4 B 85152 B ST |, LABI H 4Kk
Hix RN H B BT ARA

FE Ihee

© BATERBOCRAEATE JSON =
© XERIAMKBIS R MIF RAABRR

R¥) Pipfile.lock X#

LR R Pipfile.lock BIRAI,

{
"default": {
"requests": {
"version": "==2.24.0",
"hashes": [
"sha256:cc718bb187e53b8d"
]
}

iy
"develop": {

"blinker": {

"hashes": [
"sha256:1779309f71bf239144b9399d06ae925637cf6634cf6bd131104184531bf67c01",
"sha256:8f77b09d3bf7c795e969e9486139c2c5e9c39d4ee@7424be2bc594ece9642d83™

1,

"markers": "python_version >= '3.8'",
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"version": "==1.8.2"

}

}

}

(® Note
WX HELERESEREFE URL WiEE., It URL TRTEERBAEYE EENIEEE XY
SHER , HETLLEETE ScanSbomAPI ., BXEZER | 55 RM L EW 4R,
GitHub

Poetry.lock

Poetry & —FU&E M T Python MBI XREEMITTITE, Poetry.lock XHASIEMRBRRNE
PIARAR |, LAMESSI —BHYERE ., Amazon Inspector SBOM 4 R 28 & MiZ 34 IR B ARV IR B o< RS

JBNO
EE se

« BTSRRI ERIER TOML #83K
o REUKHI X R B IR IRA

7~ Poetry.lock 4

LAR 23 Poetry.lock B9RHBI,

[[packagell

name = "flask"

version = "1.1.2"

description = "A simple framework for building complex web applications."
category = "main"

optional = false

python-versions = ">=3, 5"

[[package]]

name = "requests"

version = "2.24.0Q"

description = "Python HTTP for Humans."
category = "main"
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optional = false
python-versions = ">=3 5"

@ Note

XHeERBERFS URL MEH. tt URL TR TFREERREMREENIEEG XY
BNESR , HETLIEEE ScanSbomAPI H, BEXEZEE , S HME LR RS M,
GitHub

Egg/Wheel

N F2RBLER Python FE , Amazon Inspector SBOM 4 X 28 I TE . egg-info/PKG-
INFO f .dist-info/METADATA B RHFKREINWAHE X4, XEXHFRBETEXECREEFIWIF
0T EIE

FE Ihee

- REEFIBHMEAK
- BT egg M wheel FFHER

4 PKG-INFO/METADATA 3

LT RX 4 PKG-INFO/METADATA Y R4,

Metadata-Version: 1.2

Name: Flask

Version: 1.1.2

Summary: A simple framework for building complex web applications.
Home-page: https://palletsprojects.com/p/flask/

(® Note
WXHL2ERSERFES URL Wi E, It URL TR TEERBGEEFERIEEEEH
SWEE , HETWLIEEE ScanSbomAPI 1, BXEZEE , BSRML LG43 ML,
GitHub
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RAriEmE

Ruby #fk#ix R H

wWIEIES  RMHEE
HaR

Ruby Bundler

Gemfile.lock

Gemfile.lock XHAIBIEFM B MBIKX RAVEIIRA , LBERESNHREPEER BRI RA,

FE Ihee

b2 =0k I R
i3 =

Gemfile.l A&EH
ock

TEHR
.gemspec .
TEHR
globall
installed
Gems

FF R MKt
xR

o FEHT Gemfile.lock 344 LUR Bl i< R ANk Bix R A
- RERFANEFZEHRNEFSTRA

T~ Gemfile.lock X4

LT R # Gemfile. lock BRI,

GEM

remote: https://rubygems.org/
specs:

ast (2.4.2)

awesome_print (1.9.2)
diff-lcs (1.5.0)

json (2.6.3)

parallel (1.22.1)

& 3% 1K

xR

AR

g ot I Mk X

I

fim

Ruby ##iox &3
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parser (3.2.2.0)

nokogiri (1.16.6-aarch64-1linux)

(® Note

HXHEERSERFES URL W, It URL ATATHREERBREYREENIEES M4
SHEE , HETWLIEEE ScanSbomAPI 1, BXEZEE , BSRML LG43 M,

GitHub

.gemspec

.gemspec XHREBEXT Gem KW TEHIER RubyGem X4, Amazon Inspector SBOM 4 X 25 7l fi#
WX ARER X Gem HIEHARER.

FE Ihee

o FRFTHIEE Gem BF M Gem R4S

(® Note

TXFSENTE,

Pl .gemspec X #

LT RX M .gemspec By =B,

Gem: :Specification.new do |s]|

.name
.version
.date
.summary
.description
.email
.files
.homepage
.license

n u n n n nu n n un

"generategem"

"2.0.0"

"2020-06-12"

"generategem"

"A Gemspec Builder"

"edersondeveloper@gmail.com"
["1lib/generategem.rb"]
"https://github.com/edersonferreira/generategem"
"MIT"

Ruby ##iox &3
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s.executables = ["generategem"]
s.add_dependency('colorize', '~> 0.8.1')
end

# Not supported

Gem: :Specification.new do |s]|

S.name = &classl
s.version = &foo.bar.version
(® Note

hXHLERTEREFT URL BEH, tk URL TR T EERREMRIERINIEER XM
BHER , HFETLLEEHE ScanSbomAPI 1, BXEZEE , TS HEME LR RS M,
GitHub

2 RFEEN Gem

Amazon Inspector SBOM £ H 2 X IFHE LB LEN Gem , X& Gem U AR+ |, fila0
Amazon EC2/Amazon ECR F#Y /usr/local/lib/ruby/gems/<ruby_version>/gems/ #l
Lambda R #Y ruby/gems/<ruby_version>/gems/. X AHERIRBI Y B FTE LR T EH A
xR

B piE

« RBFEABIE R RBAE L BREN Gem

. RIS S RREN Gem HTHEFIEAEE
I E R4

BT 2 B R0 R,

### /usr/local/lib/ruby/3.5.0/gems/
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### actrivesupport-6.1.4
### concurrent-ruby-1.1.9
### 118n-1.8.10

(® Note

WEHAERSERFES URL WEE., It URL TRFEERKAEYEFERIEEE XY
ANER , FEAUAEE ScanSbomAPI 1, BEXEZELR

GitHub

Rust #kBix R

WIEES BT XEHE IEH#X
HaR i3 =3

Rust Cargo.tom Cargo.tom Fi&M

1 1 ‘
TEHR

Cargo.loc
K =

Rust
binary
(built
with
cargo-
aud
itable)

Cargo.toml

Cargo.toml X4 =2 Rust Il B #9584,

T R ARB:
xR

& 3% 418 11
xR

FBEFRIC

FS 5 M s LAY 2 M4t

2 ot 1T W X

I

fim

Rust ki< REAHE
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FE Ihee

 FEATHIREN Cargo.toml MHLURRBIT B 2728 HAMARA.

&%l Caxrgo.toml T#

LR 23X ¥ Cargo. toml KRl

[package]

name = "wait-timeout"

version = "0.2.0"

description = "A crate to wait on a child process with a timeout specified across Unix
and\nWindows platforms.\n"

homepage = "https://github.com/alexcrichton/wait-timeout"
documentation = "https://docs.rs/wait-timeout"

readme = "README.md"

categories = ["os"]

license = "MIT/Apache-2.0"

repository = "https://github.com/alexcrichton/wait-timeout"
[target."cfg(unix)".dependencies.libc]

version = "Q.2"

[badges.appveyor]

repository = "alexcrichton/wait-timeout"

® Note

hXHaERIEREFE URL B H, Itk URL TR TEERREIRHERINIEER XM
BHWER , HETLIEEE ScanSbomAPI H, BXEZEE , S HM LR RS M,
GitHub

Cargo.lock
Cargo.lock XHSBiEMBRRRA , SUARKRTICAR MR B 196 A HE R AR
FE Uk

* R Cargo.lock XHFBLURBIFRA R B R AR EIR RARAS
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¥l Cargo.lock 3 #

AR 23X Cargo.lock BIRHi,

# This file is automatically @generated by Cargo.
# It is not intended for manual editing.

[[package]l

name = "adler32"

version = "1.0.3"

source = "registry+https://github.com/rust-lang/crates.io-index"
[[packagell

name = "aho-corasick"

version = "Q.7.4"

source = "registry+https://github.com/rust-lang/crates.io-index"
(® Note

W HLERBEREFS URL Wt . b URL Al B FEER GG RBE RIS ER XM
SHEER , HETRLLEETE ScanSbomAPI 1, BXEZEER | BRI EW 4T,
GitHub

B A cargo-auditable #Y Rust Z i &l 3 #

Amazon Inspector SBOM £ 25 ER B A cargo-auditable FEIERE Rust =i &l S4B AKH
KR, X# , BEEAMNEEFoHFIXHPRIUKBI R |, AJREFAVKBXRER.

EE ee

- EEMBFEM cargo-auditable FEMEMN Rust —# FI XA FREUKBIXRER
- REZHHEXHFPBENKBARN THENREER

Rust ki< REAHE 195
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® Note

HXHEERDERFS URL WE . It URL ATATFREERKGEYRFEMNIEES M4
SBHEER , HETWLIEEE ScanSbomAPI 1, EXEZEE , BSRAMNL L4 ML,
GitHub

TEXENEH

AFNART FRZFNMF,

Java

Amazon Inspector SBOM 4 B 88X X #FX4 KR F £ Maven F i EMKEIX R TRERN,. FX

BIEHBEN Maven ZEE |, Bl Red Hat Maven 1 Jenkins. 8 7 W NRE , HHR Java
KPR RZREZMNER Maven FEEFHEN, KEHOEFE#ENKBXRT2ETEEREAHET,

JavaScript
esbuild #4522

33 F esbuild E4&#HLE4E , Amazon Inspector SBOM 4 A 85 A X i3I 6 A esbuild BT B # 1Tk #ix
ZA, A esbuild ERHRRE T2 EEREH Sbomgen FIEN 2% THIE (KBRXRBHFAR
), ERBUENER , BEBSIEZHAERBIE X4 , 20 node_modules/directory
# package-lock.jsono

package.json

Amazon Inspector SBOM £ B2 ZFH#HE R B package.json XHLIREMK B X RE S, B3
NEERFEEMIRTEE , EFIEZTLBITNEFTRE, EREGEBANEBLER  BFEA
package.json I E EMMTRAN HMBIEXH ( FlE yarn.lock M pnpm.lock ) .

Dotnet

4 7E PackageReference FEAFNMAZRATEN , MRFHITEFDHEN , REEBEED
REANBYEFRSRER. ZIREATRTEEATFRARIEEATZIRFIRAE , MT2EERE
HSEE

TETFFHAEHF 196
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Go —#t Hl 324

Amazon Inspector SBOM £ H 2z A 2B FEAEE N HRWE ID WEREMERN Go —# &34,
IX L6 4w iEAREBE IE Amazon Inspector SBOM 4 FR284F — it &l X A H b RS B H R 8 kR, BT R&E
RONEFSEE , AR FTHEN Go Z#FIX#H, ERTHEBNKBXRANE , HHR Go =i
FIXHREARINEE (SIEWE D) HWEMN,

Rust = 3§ 34

Amazon Inspector SBOM 4 K28 R BT cargo-auditable FE¥IE =3t HI X #AF F 233 Rust =
BEEISX M. RRALERN Rust —3 HI 34RO #TEBLRBXRBIFAENSXETHIE. Amazon
Inspector SBOM 4 28 M Rust 1.7.3 FFIRIERE4w1EH Rust TEEEMRA , BL{GEA T Linux FREF
By IS, B THITEEAM | B Linux £ A cargo-auditable #92 Rust =3 #1304,

(® Note
BIERE T TEEMRA , BN Rust TEERSHIRIERLN .

Amazon Inspector SBOM £ 8+ HERREES

Amazon Inspector SBOM 4282 — A TOIZ 4 EIEL ( SBOM ) HWNBRERENERIES X

FHEFERTREAEN TR, EXHENROBRERGUNANINESREHTHE , BRNERMR
A HITAISEMFA DT, BIER SBOM |, LA T BIMA TR RHERER , RAESREA

HreR iR |, T ERE =T 8RM4.

RIEFNESRS

ERRGEEF SBOM £y BRI BIRERGEFIEEFRTENEFIT 2. LWREBTRE

BREZE (PlFzHhRE ) BEWNAREFFKTHK. Amazon Inspector SBOM £ RS HFRAWUT &£

ARG -

ERRE NARER
7-Zip 7-ZipTFH48s (RS 21.07 RESRA )
Apache Apache httpd

Apache tomcat
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Atlassian

Curl

Elasticsearch
Google

Java

Jenkins

MariaDB 1 MySQL

B2

Jira Core

Confluence

Jira Software

Jira Service Management

Curl

Libcurl

Elasticsearch

Chrome

JDK

JRE

Amazon Corretto

Jenkins ( W7 2.400.* RE SR )
MariaDB Server ( 10.6+, 11.x, 12.x)

Oracle MySQL Server Server(8.0, 8.4, 9.4+)

XEBNESRE
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Microsoft applications

Nginx
Node
Node.JS
OpenSSH
OpenSSL
Oracle

PHP

B2
PowerShell

NuGet CLI

Visual Studio Code
Microsoft Edge
SharePoint Server
Microsoft Defender
Exchange Server
Visual Studio

.NET Runtime
ASP.NET Core Runtime
Microsoft Teams
Outlook for Windows
Microsoft Office
Microsoft 365

Nginx

Node

node

OpenSSH ( hik4~ 9 1 10)

OpenSSL

Oracle Database Server

PHP ( fxZs 8.1 RESIRA )

XEBNESRE
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EBRE N REF

WordPress core
plugin
theme

7-Zip ERREES
SXENNAER
o 7 Zip FH4E8 ( RS 21.07 EERA )

FE Ihee
« WE7-Zip = B3R IR A RAE R

(@ Note
B@#mE , EaNZHH XA RRR™ mRAE,

THEHNFEE — Windows

:/Program Files/7-Zip/7z.exe
:/Program Files/7-Zip/7za.exe
:/Program Files/7-Zip/7zz.exe
:/Program Files/7-Zip/7zx.exe
:/Program Files (x86)/7-Zip/7z.exe
:/Program Files (x86)/7-Zip/7za.exe
:/Program Files (x86)/7-Zip/7zz.exe
:/Program Files (x86)/7-Zip/7zx.exe

L]
O 0O 0O 0O 0O 0O 0O 0O

PURL =4l

7-Zip EXREES 200
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TR 7-Zip B RHIFEFE URL.

pkg:generic/7zip/7zipe25.01

Apache £8REEE
24t F X Apache httpd 1 Apache tomcat M AR FRFMHE S,
Apache httpd

EXFNARER

+ Apache httpd

@ Note
JREEEGE A T Apache httpd MRS 2.0 & B & RS,

FE Thee

« f## /include/ap_release.h XHUREMERERE A HPIETERRTFHH, RERRFF
BN TR ZRR,

XEFNFEE

Amazon Inspector SBOM £F B RBEF A HRELTEREPIHNLE !

Unix

* /usr/local/apache2/include/

Windows

* /Apache24/include/
* /Program Files/Apache24/include/
* /Program Files (x86)/Apache24/include/

Apache £ REES 201
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~¥) ap_release.h X#

LU R ap_release.h XHH AR R,

//truncated

#define AP_SERVER_BASEVENDOR "Apache Software Foundation"
#define AP_SERVER_BASEPROJECT "Apache HTTP Server"
#define AP_SERVER_BASEPRODUCT "Apache"

#tdefine AP_SERVER_MAJORVERSION_NUMBER 2

#tdefine AP_SERVER_MINORVERSION_NUMBER 4

#tdefine AP_SERVER_PATCHLEVEL_NUMBER 1

#tdefine AP_SERVER_DEVBUILD_BOOLEAN 0

//truncated

PURL R4l

AR 2 Apache httpd NAEFHNRHIERFE URL,

Sample PURL: pkg:generic/apache/httpde2.4.1

Apache tomcat

EXFNARER

» Apache tomcat

@ Note
AR ELGEA T Apache tomceat fRZA 9.0 R E & RA

Apache £ REES
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FE Ihee

- fREYSR catalina.jar XHLUIREY META-INF/MANIFEST .MF XN RESR , ZXHZERAE
FRE,

XEFENER

Amazon Inspector SBOM £ BB XA AEENLZEREFNRE

Linux

+ /opt/tomcat/lib/

 /usr/share/tomcat/1lib

« /var/lib/tomcat/1lib/

macOS

« /Library/Tomcat/lib/
« /usr/local/tomcat/1ib

Windows

* /Program Files/Apache Software Foundation

* /Program Files (x86)/Apache Software Foundation/

Pl catalina.jar/META-INF/MANIFEST.MF X

AR R catalina.jar/META-INF/MANIFEST.MF X#HHAEH =G,

//truncated
Implementation-Title: Apache Tomcat
Implementation-Vendor: Apache Software Foundation

Implementation-Version: 10.1.31

//truncated
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PURL R4l

LAF 2 Apache tomcat MARRFHRHIEFS URL,

Sample PURL: pkg:generic/apache/tomcat@l®.1.31

Atlassian £ R KRES
AT RBEEXAtassian RES B/~ mANARFNFHAEE,
Atlassian Server Products

EXFHHNARRF

» Jira Core

* Confluence

FE Ihee

- Jira Core— f##T Maven POM Effatlassian-jira-webappARREURAE R,
« Confluence— f###t Maven POM &t confluence-webappAREUMRAE R,

XENFEE
Amazon Inspector SBOM £ e AEENZRERFPNZE
Linux

« /opt/atlassian/jira/atlassian-jira/META-INF/maven/com.atlassian.jira/
atlassian-jira-webapp/pom.properties

* /opt/atlassian/confluence/confluence/META-INF/maven/
com.atlassian.confluence/confluence-webapp/pom.properties

PURL R4l

LAF 2Atlassian k%588 URLs = mBY RABIEH 2.

Atlassian £S5 REES 204
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// Jira Core
pkg:generic/atlassian/jira-core@l®.0.1?distro=1inux

// Confluence
pkg:generic/atlassian/confluence@9.2.7?distro=1inux

Atlassian Applications
ZXEHNRARRF

» Jira Software

+ Jira Service Management

EE se

« Jira Software— J@i¥ jira-software-application JAR #1743 M Maven POM & M 1R EY
[N

» Jira Service Management— &) jira-servicedesk-application JAR #{T#M M Maven

POM &t F iR BUAR Ao

XHEFENEAR
Amazon Inspector SBOM £ B SFARENZREREPHNRE -
Linux

« /opt/atlassian/jira/atlassian-jira/WEB-INF/application-installation/jira-
software-application/jira-software-application-*.jar

« /opt/atlassian/jira/atlassian-jira/WEB-INF/application-installation/jira-
servicedesk-application/jira-servicedesk-application-*.jar

PURL =4l
LAF RAtlassian B A2 F URLs By RBIE,

// Jira Software
pkg:generic/atlassian/jira-software@l®.3.9?distro=1linux
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// Jira Service Management
pkg:generic/atlassian/jira-service-management@l®.3.9?distro=1inux

Curl E5REES
AT RMECurlMLibcurl M BREFHFHAE S,
Curl

EXFHHNARRF

« Curl

TENTE

« Unix - Linux f macOS
 /usr/local/bin/curl

FE4 S — Curl

« Ecurl =3 H XA UREUR A RAEE B

® Note

BEmME , EEZHBITHIT X . rodata®f s ( Linux LAY ELF Z#&IXH ) . Ho
( Windows E#Y PE —#t &3 ) =% _ cstring .rdata #% ( macOS £H MacHO 3t &l
# ) P RREFRES,

Curl version string
LA B H#RAFE Curl =2t 5 34+ BY MR A 75 5B 49 R B
curl/8.14.1

MERFREHIREMRAS. 14 . 1AFRECur1 AR Ao
R~ PURL ( &8 )
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UTR— Curl A4 REEZERFE URL,

Sample PURL: pkg:generic/curl/curle8.14.1

Libcurl
EXENNAER

e Libcurl

XFHFa

« Unix - Linux f macOS

» [usr/local/bin/curl/curlver.h

FE4H L — Libeurl

« B &Ecurlver.nBAUIREUER A X M 4545 B Libcurl,

® Note

B4&mME , EMENHLIBCURL_VERSION _MAJORLIBCURL_VERSION_MINOR,
FILIBCURL_VERSION_PATCHZ £ 2B AN,

Libcurl version string

LT Rcurlver . h3#HHRAZTEH RH

#define LIBCURL_VERSION_MAJOR 8
#define LIBCURL_VERSION_MINOR 14
#define LIBCURL_VERSION_PATCH 1

MIXEE(TRIREUARANS . 14 . 1LAFRIBLibcur 1 iR A,

=4l PURL (Libcurl)

BTRR— Libcurl iRAXHH RHIFEFZ URL.
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Sample PURL: pkg:generic/curl/libcurle8.14.1

Elasticsearch £ R &K &ES
FXENNAER

» Elasticsearch

(® Note
SRR SUGER T 7.17.0 Elasticsearch iR

FE Ihee

 Version— fEE4felasticsearch-<specific.version>.jarX#ARE‘E &Elasticsearchhi
RFRFBMETA-INF/MANIFEST .MFII XX BE R,

XFNF A

e Linux— /etc/elasticsearch/lib /opt/elasticsearch/1ib/, #l /usr/share/
elasticsearch/lib/

* macOS - /usr/local/var/lib/elasticsearch/1lib/

* Windows— /elasticsearch/ /Program Files (x86)/Elastic/elasticsearch/lib/,
M /Program Files/Elastic/elasticsearch/lib/

il elasticsearch-<specific.version>.jar/META-INF/MANIFEST.MF 3 {¢

LI FR—/elasticsearch-<specific.version>.jar/META-INF/MANIFEST.MFX# R4,

//truncated

Manifest-Version: 1.0

Module-Origin: gite@github.com:elastic/elasticsearch.git
X-Compile-Elasticsearch-Version: 8.19.0-SNAPSHOT
X-Compile-Lucene-Version: 9.12.1
X-Compile-Elasticsearch-Snapshot: true
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//truncated

PURL =4l

LA FRelasticsearch-<specific.version>.jar/META-INF/MANIFEST.MFX#ME 4

URL R4,

pkg:generic/elastic/elasticsearch@8.19.0-SNAPSHOT

Google EAREES
ZXFNNMARERF

» Google Chrome

« Puppeteer ( X#¥F puppeteer E ; F‘8¥E puppeteer-core )

® Note
Puppeteer X #F puppeteer FE. T &1E Puppeteer core,

XN
Amazon Inspector MEA T iR U E Google Chrome E & :
« chrome/VERSION XX ( &R )

« chrome.exe X# ( Windows Chrome &% )

« puppeteer X ( &%)

NFEB—INXEHHEH , Sbomgen £ H UEE chrome X5 puppeteer X #, 3 F puppeteer &
x , 2B puppeteer IRAUWEM M E Chromium A, BXEZER |, S H Puppeteer M5 £

Y SZ SRR SRR

24 PUPPETEER_SKIP_CHROMIUM_DOWNLOAD IMEZEMIZE N true Bt , IPRFEHS , A

skip_chromium_download=true PRE R4 NE| Puppeteer ZF & URL F,

7~ chrome/VERSION A 3744

LA & chrome/VERSION xS 44-HY =4,

Google £ REES
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MAJOR=130
MINOR=0
BUILD=6723
PATCH=58

PURL R4l

LT RE—4 chrome/VERSION WA 34 #) RBIFEF S URL,

Sample PURL: pkg:generic/google/chrome@l31.0.6778.87

il puppeteer FRAI#
LAR 2 puppeteer WA 4HY R A1,

{
"name": "puppeteer",
"version": "23.9.0",
"description": "A high-level API to control headless Chrome over the DevTools
Protocol",
"keywords": [
"puppeteer",
"chrome",
"headless",
"automation"

PURL R4l

T R— puppeteer IiRAX 4 RHIFZFS URL,

Sample PURL: pkg:generic/google/puppeteer@23.9.0

PURL =4l

LR 2 puppeteer MRAI 4T R B BRERFHY RAIEFE URL,

pkg:generic/google/puppeteer@22.15.0?distro=1inux&skip_chromium_download=true
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Java £ R EEE

EXFNARERF

e Oracle JDK
* Oracle JRE

 Amazon Corretto

= hae

- B Java RENZH S,
« BBEE Java ETITHH B ZEE,
o FHRIEFRIEA Oracle JDK, Oracle JRE 1 Amazon Corretto,

Amazon Inspector SBOM £ sz 2AHEU T ZEBEMEA LK Java B3 .

macOS: /Library/Java/JavaVirtualMachines
Linux 32-bit: /usr/1ib/jvm
* Linux 64-bit: /usr/1ib64/jvm

Linux (generic): /usr/java and /opt/java

R Java lRAER

LA & Oracle Java K{ThRBY =6l

// Amazon Corretto

IMPLEMENTOR="Amazon.com Inc."

IMPLEMENTOR_VERSION="Corretto-17.0.11.9.1"

JAVA_RUNTIME_VERSION="17.0.11+9-LTS"

JAVA_VERSION="17.0.11"

JAVA_VERSION_DATE="2024-04-16"

LIBC="default"

MODULES="java.base java.compiler java.datatransfer java.xml java.prefs java.desktop
java.instrument java.logging java.management java.security.sasl java.naming
java.rmi java.management.rmi java.net.http java.scripting java.security.jgss
java.transaction.xa java.sql java.sql.rowset java.xml.crypto java.se java.smartcardio
jdk.accessibility jdk.internal.jvmstat jdk.attach jdk.charsets jdk.compiler
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jdk.crypto.ec jdk.crypto.cryptoki jdk.dynalink jdk.internal.ed jdk.editpad
jdk.hotspot.agent jdk.httpserver jdk.incubator.foreign jdk.incubator.vector
jdk.internal.le jdk.internal.opt jdk.internal.vm.ci jdk.internal.vm.compiler
jdk.internal.vm.compiler.management jdk.jartool jdk.javadoc jdk.jcmd jdk.management
jdk.management.agent jdk.jconsole jdk.jdeps jdk.jdwp.agent jdk.jdi jdk.jfr jdk.jlink
jdk.jpackage jdk.jshell jdk.jsobject jdk.jstatd jdk.localedata jdk.management.jfr
jdk.naming.dns jdk.naming.rmi jdk.net jdk.nio.mapmode jdk.random jdk.sctp
jdk.security.auth jdk.security.jgss jdk.unsupported jdk.unsupported.desktop
jdk.xml.dom jdk.zipfs"

OS_ARCH="x86_64"

OS_NAME="Darwin"

SOURCE=".:git:7917f11551e8+"

// 3IDK

IMPLEMENTOR="0racle Corporation"

JAVA_VERSION="19"

JAVA_VERSION_DATE="2022-09-20"

LIBC="default"

MODULES="java.base java.compiler java.datatransfer java.xml java.prefs java.desktop
java.instrument java.logging java.management java.security.sasl java.naming

java.rmi java.management.rmi java.net.http java.scripting java.security.jgss
java.transaction.xa java.sql java.sql.rowset java.xml.crypto java.se java.smartcardio
jdk.accessibility jdk.internal.jvmstat jdk.attach jdk.charsets jdk.zipfs jdk.compiler
jdk.crypto.ec jdk.crypto.cryptoki jdk.dynalink jdk.internal.ed jdk.editpad
jdk.hotspot.agent jdk.httpserver jdk.incubator.concurrent jdk.incubator.vector
jdk.internal.le jdk.internal.opt jdk.internal.vm.ci jdk.internal.vm.compiler
jdk.internal.vm.compiler.management jdk.jartool jdk.javadoc jdk.jcmd jdk.management
jdk.management.agent jdk.jconsole jdk.jdeps jdk.jdwp.agent jdk.jdi jdk.jfr jdk.jlink
jdk.jpackage jdk.jshell jdk.jsobject jdk.jstatd jdk.localedata jdk.management.jfr
jdk.naming.dns jdk.naming.rmi jdk.net jdk.nio.mapmode jdk.random jdk.sctp
jdk.security.auth jdk.security.jgss jdk.unsupported jdk.unsupported.desktop
jdk.xml.dom"

0S_ARCH="x86_64"

OS_NAME="Darwin"

SOURCE=".:git:53b4al1304b0 open:git:967a28c3d85f"

PURL R4l

BAF & Oracle Java £1THREY RBIFEFE URL,

Sample PURL:
# Amazon Corretto

Java EBREEES
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pkg:generic/amazon/amazon-corretto@21.0.3
# Oracle JDK
pkg:generic/oracle/jdkell.0.16

# Oracle JRE

pkg:generic/oracle/jre@20

Jenkins £ 8 R&GES

EXFHNARR

« Jenkins &1

® Note
AT EERT 2.400.* RE SJenkinshR A,

FE Ihee

- B EEREERAFREjenkins . wary X MMETA-INF/MANIFEST . M3 4 # 12 BRJenkinshR 2

=5

Amazon Inspector SBOM £ EE T AN ENZRKBERERK Jenkins L :

Linux

« /usr/share/jenkins/jenkins.war
* /usr/share/java/jenkins.war

macOS

« /opt/homebrew/opt/jenkins-1ts/libexec/jenkins.war

Windows

* /Program Files/Jenkins/Jenkins.war

 /Program Files (x86)/Jenkins/Jenkins.war

Jenkins £ REES
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IS

LT RFREMRAjenkins .war/META-INF/MANIFEST . MFEY 324 =B,

Manifest-Version: 1.0

Created-By: Maven WAR Plugin 3.4.0
Build-Jdk-Spec: 21
Implementation-Title: Jenkins war
Main-Class: executable.Main
Implementation-Version: 2.516.2
Jenkins-Version: 2.516.2

Manifest-Version: 1.0
Jenkins-Version: 2.414.1
Implementation-Title: Jenkins
Implementation-Version: 2.414.1
Built-By: kohsuke

Created-By: Apache Maven 3.8.6

¥Z PURLs

LA & Jenkins LTS hxA< URLs B 2.516.2 IR A B 3L RS B3R ANV 2.414 MREVER S, Jenkins

LTS: pkg:generic/jenkins/jenkins-core-1ts@2.516.2.1
Regular: pkg:generic/jenkins/jenkins-core@2.414

MariaDBFIMySQLAES REE S
MariaDB

EXFHHNARRF

* MariaDB Server ( 10.6+, 11.x, 12.x)

FE Ihee

o fEREIERF S E RN R BEEF RS 88 =3 B 34 M Sk XA P R EURASME B
- RREEREERSBREEN B RBE,

- ERABIERZ A XHRELN B3 X 2 MariaDBHMMySQLE .

MariaDBFIMySQLA S REES
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SBOM £ 2REHEF AN E AMariaDBREREFEFEKRERE !

Linux

 /usr/bin/mariadbd
 /usr/sbin/mariadbd
 /usr/local/bin/mariadbd

macOS

 C:/Program Files (x86)/MariaDB/include/mysql/mariadb_version.h (MariaDB)
 C:/Program Files/MariaDB/include/mysql/mariadb_version.h (MariaDB)
Windows

 C:/Program Files (x86)/MariaDB/include/mysql/mariadb_version.h (MariaDB)
* C:/Program Files/MariaDB/include/mysql/mariadb_version.h (MariaDB)

PURL =4l

AR MariaDBAR S 22KV B 442 URL RO,

# MariaDB Server

pkg:generic/mysql/mariadb-server@l®.11.8

MySQL £ REEE
SR RARER

* Oracle MySQL Server Server(8.0, 8.4, 9.4+)

FE AL

o 55 BRI B 45 TE B 48 U BRHE B IR 55 88 — 3t 36 ST R L ST P IREVR AN B B
- RRBERFEERSFLEN B ZEE,

- FABERINXH4EELN B3 X5 MySQLFMariaDBZE %,
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SBOM AR EEFENERNMYSQLZ REEFER LR

Linux

* /usr/local/bin/mysqld
* /usr/bin/mysqld
* /usr/sbin/mysqld

macOS

* /usr/local/mysql/include/mysql_version.h (MySQL)

Windows

« C:/Program Files/MySQL/MySQL Server/include/mysql_version.h (MySQL)
 C:/Program Files (x86)/MySQL/MySQL Server/include/mysql_version.h (MySQL)

PURL R4l

LT RMySQLERSS 8RB 42 URL R4,

# Oracle MySQL Server

pkg:generic/mysql/mysql-server@8.0.43

Microsoft applications £ SRS ES

XEFNHBNRAER

+ PowerShell

* NuGet CL

+ Visual Studio Code
» Microsoft Edge

+ SharePoint Server
* Microsoft Defender

* Exchange Server
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Visual Studio

.NET Runtime
ASP.NET Core Runtime
Microsoft Teams
Outlook for Windows
Microsoft Office
Microsoft 365

FE Ihee

PowerShell— 8 &Epwsh . exe LR R A RARAME B

NuGet CLI— 8 &Enuget . exe X B A RBRAE B,

Visual Studio Code— ®Z&ECode . exe XA LR BUER A AR AME B

Microsoft Edge— ¥ &Emsedge . exe X LLREVER A RRAE B

SharePoint Server— £ &Microsoft.SharePoint.d113X#4LUREER A RRAE B
Microsoft Defender— #ZMsMpEng . exe XX 4 BURELER A R AME B

Exhange Server— R &EExsetup . exe XA X RAE .

Visual Studio— f##rstate.jsonX# A McatalogInfo.productDisplayVersionFEH KR
IRAF &R,

NET Runtime— FE R EHEFEMicrosoft.NETCore.App.deps.json 4 H ML T T4
REXPRIREFZ/HE,

Microsoft.NETCore.App/<VERSION>/Microsoft.NETCore.App.deps.json

ASP.NET Runtime— fE Z &K EF#E RMicrosoft.AspNetCore.App.deps.jsonXHH MU T
XHBEEENPIRIREFFE,

Microsoft.AspNetCore.App/<VERSION>/Microsoft.AspNetCore.App.deps.json

Outlook for Windows— f## 41 Windows TR , FMUA T EMERINFIREVRA,

HKLM\SOFTWARE\Classes\Local Settings\Software\Microsoft
\Windows\CurrentVersion\AppModel\PackageRepository\Packages
\Microsoft.OutlookForWindows_<VERSION>_<ARCH>__8wekyb3d8bbwe
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 Microsoft Teams— 4T Windows ¥R , MU T EMRI A IREVRA,

HKLM\SOFTWARE\Classes\Local Settings\Software\Microsoft\Windows\CurrentVersion
\AppModel\PackageRepository\Packages\MSTeams_<VERSION>_<ARCH>__8wekyb3d8bbwee

« Microsoft Office 365 / Microsoft 365— f#41 Windows TR , FAMA T EMRIE P IEEARA,
KEY_LOCAL_MACHINES\SOFTWARE\Microsoft\Office\ClickToRun\Configuration
- EMRE
« VersionToReport— %%k Office XA

 ProductReleaselds— F=mE £ IDs, XA TIRBIELEM Office “M. BEXFmMNEZER
IDs , &5 W product IDsMicrosoft ™,

* Microsoft Office Suite— B K &E L T A HITXHRBEELZEN B Office NARRF :
« EXCEL .EXE — Microsoft Excel
» WINWORD.EXE — Microsoft Word
* POWERPNT . EXE — Microsoft PowerPoint
* OUTLOOK . EXE — Microsoft Outlook

Windows £ &R PRI RA S RESN B R EN Office MARFHNNREMRAS,

T~ state.json X #

TR 2T UWE B Z%E Visual Studiohi A state. jsonty X4 R,

{
"icon": {
"mimeType": "image/svg+xml",
"fileName": "product.svg"
+

"updateDate": "2025-11-06T05:05:35.6517471Z2",
"installDate": "2025-11-06T05:05:35.6527436Z",
"enginePath": "C:\\Program Files (x86)\\Microsoft Visual Studio\\Installer\
\resources\\app\\ServiceHub\\Services\\Microsoft.VisualStudio.Setup.Service",
"installationName": "VisualStudio/17.14.19+36623.8",
"catalogInfo": {
"id": "VisualStudio/17.14.19+36623.8",
"buildBranch": "d17.14",
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"buildVersion": "17.14.36623.8",

"localBuild": "build-1lab",

"manifestName": "VisualStudio",

"manifestType": "installer",

"productDisplayVersion": "17.14.19",
// truncated

Rl PURL

LT ERES/MNRHEEM URL RfFIMicrosoft Applications.

// PowerShell
Sample PURL: pkg:generic/microsoft/powershell@7.5.3

// NuGet CLI
Sample PURL: pkg:generic/microsoft/nuget@6.14.0

// Visual Studio Code
Sample PURL: pkg:generic/microsoft/visualstudiocode@l.104.2

// Microsoft Edge
Sample PURL: pkg:generic/microsoft/edge@l40.0.3485.94

// SharePoint Server
Sample PURL: pkg:generic/microsoft/sharepoint@23.38.219.1

// Microsoft Defender
Sample PURL: pkg:generic/microsoft/defender@4.18.23110.3

// Exchange Server
Sample PURL: pkg:generic/microsoft/exchangeserver@l5.2.2562.17

// Visual Studio
Sample PURL: pkg:generic/microsoft/visualstudio@l7.14.19

// .NET Runtime
Sample PURL: pkg:generic/microsoft/dotnet@8.0.18

// ASP.NET Core Runtime
Sample PURL: pkg:generic/microsoft/aspdotnet@8.0.18

// Microsoft Teams
Sample PURL: pkg:generic/microsoft/teams@25241.203.3947.4411
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// Outlook for Windows
Sample PURL: pkg:generic/microsoft/outlookforwindows@l.2025.916.400

// Microsoft 365 / Office 365
Sample PURL: pkg:generic/microsoft/office@l6.0.19127.202647?
product_ids=0365HomePremRetail

// Microsoft Word
Sample PURL: pkg:generic/microsoft/word@l6.0.19127.20264

// Microsoft Excel
Sample PURL: pkg:generic/microsoft/excel@l6.0.19127.20264

// Microsoft PowerPoint
Sample PURL: pkg:generic/microsoft/powerpoint@l6.0.19127.20264

// Microsoft Outlook
Sample PURL: pkg:generic/microsoft/outlook@l6.0.19127.20264

Nginx £ RSGEE
TXEFHNRARRF

* Nginx

XHENTAE
UTRXFNFEA,

Linux

* /usr/sbin/nginx

/usr/local/nginx

lusr/local/etc/nginx

/usr/local/nginx/nginx

/usr/local/nginx/sbin/nginx

/etc/nginx/nginx

Nginx ESREEE
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Windows

* C:\nginx\nginx.exe

« C:\nginx-x.y.z\nginx.exe ( x.y.z HIEZEARA )

macOS

* /usr/local/etc/nginx/nginx

FE Ihee

ZEATREZH#HEIH , LIERIMARBAER, CAEZHEITTHITXH . rodata 2 (XS
Linux L8 ELF —3# &30 ) . .rdata #5 ( &% Windows L8 PE —# &34 ) = __ctring 3P
2 (X MachO —# HIX#H ) R RREFRFE,

B iR 2 = 7F ER

BUTR R HRATE Nginx =3t & 34 H B iR A F A5 B 89 R 61
nginx version: nginx/1.27.5

ARAS 1.27.5 #WREBIR B Nginx ARAS,

PURL R4l
AT 2 Nginx B RFIFZFE URL,
Sample PURL: pkg:generic/nginx/nginx@l.27.5
Node.JS E{THES
EXENNAER

* Node.JS BT RUZ 1T Z#E I3

XEFENFE
LTRXEFENFE, (*AEBRE)
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Linux

* /usr/local/bin/node

* /usr/bin/node

* /nodejs/bin/node

* ~/.nvm/versions/node/*/bin/node

+ ~/.local/share/fnm/node-versions/*/installation/bin/node
+ ~/.asdf/installs/nodejs/*/bin/node

+ ~/.local/share/mise/installs/node/*/bin/node

+ ~/.volta/tools/image/node/*/bin/node

Windows

» C:\Program Files\ n odejs\ n ode.exe
» C:\Program Files (x86)\ n odejs\ n ode.exe

« ~\AppData\ Roaming\ fnm\ n T 2R\ *\ %\ n ode.exe

macOS

 /opt/homebrew/Cellar/node/*/bin/node

FE Ihee

ZESTRESHEIXHE , MERBARREAER, ELE-HETMITXH .rodata F2 (&X
Linux £#Y ELF =3 $I3X# ) . .rdata 35 ( 3 Windows £KY PE —# &304 ) = __ctring &B
2 (§tXF MachO Z# $I3# ) FIERRAFRFH,

IR 7 75 R
BUTF R # AFENode. JSIE 1T B =3 5l 34 AR A 2 RF &R Y R 51

node.js/v24.11.1

2E24 .11 . 1WA LAFRIRNode. JSIE{THRT AR A o

PURL =4l
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AT 2 Node.JS BRI 72 URL.

Sample PURL: pkg:generic/nodejs/node@24.11.1

OpenSSH &8RS ES

EXFHHNARRF

« OpenSSH ( fxA& 9)
« OpenSSH ( ixZ 10)

TEHBFEE Linux/macOS

« /usr/sbin/sshd
 /usr/local/sbin/sshd

TN FEE Windows

* C:/Windows/System32/0penSSH/sshd.exe

* C:/Program Files/OpenSSH/sshd.exe
 C:/Program Files (x86)/0penSSH/sshd.exe
* C:/0penSSH/sshd.exe

FE Ihee

« ©& sshd ZHHIXHLREERANRARESR.

o ER-HFITHITXH .rodata B2 (3T Linux EB ELF Z#$IX#H ) . __cstring 2 (&
3 MacOs E# Mach-O Z##IX# ) & .rdata &% ( 3% Windows £/ PE =3 &304 ) iy
MR 7 R R

T ENERSES
AR R HRATE OpenSSH Z#E I 3L AR Y AR A 7 1F &R B9 7R B

OpenSSH_9.9p2
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R 9.9p2 #WIREVLAIR B OpenSSH kR,

PURL R4l

AR 2 OpenSSH M R AIFEF 2 URL.

Sample PURL: pkg:generic/openssh/openssh@9.9p2

OpenSSL A8 RKES
EXEFNWNARR

¥t OpenSSL EEMFTF R EF BN ZIF MR TEMAET OpenSSL 1 3.0.0 REL LIRAWEBI B &K
ik A FUBTETE SUMRAE S, FXIF B E LD XK OpenSSL MASARAK T 3.0.0 BIRRAS.

Amazon Inspector SBOM £ B 28 N BN E TR OpenSSL KRR BEFITER.

FE

« M OpenSSL #rk X HIREEAR SEMVER IRAF & &

- IRBIE@E OpenSSL T B FKE

Amazon Inspector SBOM £ F 2B HHEE T 5 LW ENREEERDPW opensslv. h XHREHK
OpenSSL %%,

Linux/Unix B9 R 22 338 12

LAT & Linux/Unix BRI LEREZR,

/usr/local/include/openssl/opensslv.h
/usr/local/ssl/include/openssl/opensslv.h
/usr/local/openssl/include/openssl/opensslv.h
/usr/local/opt/openssl/include/openssl/opensslv.h
/usr/include/openssl/opensslv.h

Amazon Inspector SBOM £ R 28BS 4 opensslv.h XHHERRAE L KBEIRAELR,

# define OPENSSL_VERSION_MAJOR 3
# define OPENSSL_VERSION_MINOR 4
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# define OPENSSL_VERSION_PATCH ©
PURL 4l

LA 2 OpenSSL A R~ 72 F 2 URL,

Sample PURL: pkg:generic/openssl/openssl@3.4.0

Oracle BEERSSRES
ZXEHNNRARERF

* Oracle Database

TEFEMFEE Linux

« /opt/oracle
 /u@l/app/oracle

(® Note
R FACGER T Oracle BIEFRSBRMRA 19 REGRA,

FE ee

« B & Oracle Z# HI 3 A REER AW MRAE R,
« EZHAEITHITXE . rodata #82 ( &% Linux £EB ELF Z3 41X ) hERRAZRFE,
« IRAEERERZE RDBMS RAZFENIFERR.

IR AS F R &R
LATF 2R ATE Oracle Database =3 | 34 Y iR A Z R R Y R4

RDBMS_23.7.0.25.01DBRU_LINUX.X64_240304

KxZs 23.7.0.25.01 #REULAIR B Oracle Database ki 4~,
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PURL R4l

LA 2 Oracle Database B 7R HIF2FE URL,

Sample PURL: pkg:generic/oracle/database@23.7.0.25.01

PHP 8R4 ES
SEEFNNARERF
« PHP ( HRZA 8.1 REERA )

TE e

o FERAMARNRAZHEMPHP = # & i 17 X P IREURA(E B
« FRMREEPHP ZH# #I3X#4H B FKEBE R
o BN IR AEPHP Z# HI SXH MM AL 22 |, flinphp8. 1php8.2. ., php8.3

Amazon Inspector SBOM £ EEF AN ENLZEBEREKRLTE : PHP
Linux

* usr/bin/php8.1 through /usr/bin/php8.9

* /usr/sbin/php8.1 through /usr/sbin/php8.9

 /usr/local/bin/php, /usr/bin/php, /usr/sbin/php

« /usr/local/bin/php8.1 through /usr/local/bin/php8.9 ( MRASt = &I 4F )

macOS

« /opt/homebrew/bin/php
* /usr/bin/php
 /usr/local/bin/php

Windows

* C:/php/php.exe

PHP £ RKEES 226
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« C:/php8.1/php.exe through C:/php8.9/php.exe ( lRAMLE )

PHP R 2 32 B i

Amazon Inspector SBOM £ SR EA U TENBRBMARXREFZRFE , MNTMMPHP =3 §l 324 12 B
RAME B,

X-Powered-By: PHP/8.4.12

8.4 . 122N IEXHIREH , ATHEPHPRRA,
PURL Rl

BT RPHPR X8y & M ik =Bl

pkg:generic/php/phpe8.4.12

WordPress £ R &&ES

X EFHAHF

« WordPress &1
« WordPress fift

« WordPress =&

FE hEE
« WordPress #%14 — 47 /wp-includes/version.php X#EAM $wp_version 2 & iR LR A
=8

« WordPress i — #47 /wp-content/plugins/<WordPress Plugin>/readme.txt X4
/wp-content/plugins/<WordPress Plugin>/readme.md X#LAREL Stable #R&EEN R
KERFH,

« WordPress =& - #41 /wp-content/themes/<WordPress Theme>/style.css X LAMAR
AR TR P IR EUAR R,

7~ version.php X4
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RAriEmE

AR 2 WordPress #:» version.php X#8 R4,

// truncated

/**
* The WordPress version string.
*

* Holds the current version number for WordPress core. Used to bust caches

* and to enable development mode for scripts when running from the /src directory.

*

* @global string $wp_version
*/

$wp_version = '6.5.5';

// truncated

PURL =4l

LA & WordPress % /0B RHIFRF S URL,

Sample PURL: pkg:generic/wordpress/core/wordpress@6.5.5

TP readme.txt X4

LAF 2 WordPress 4 readme. txt XHH Rl

=== Plugin Name ===

Contributors: (this should be a list of wordpress.org userid's)
Donate link: https://example.com/

Tags: tagl, tag2

Requires at least: 4.7

Tested up to: 5.4

Stable tag: 4.3

Requires PHP: 7.0

License: GPLv2 or later

License URI: https://www.gnu.org/licenses/gpl-2.0.html

// truncated

WordPress £S5 R5GES
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PURL R4l

LA 2 WordPress 4B RHIFEF 2 URL,

Sample PURL: pkg:generic/wordpress/plugin/exclusive-addons-for-elementor@l.®.0

=Pl style.css X#

LAR 2 WordPress 8 style.css XHHRHI,

/*

Author: the WordPress team

Author URI: https://wordpress.org

Description: Twenty Twenty-Four is designed to be flexible, versatile and applicable
to any website. Its collection of templates and patterns tailor to different needs,
such as presenting a business, blogging and writing or showcasing work. A multitude
of possibilities open up with just a few adjustments to color and typography. Twenty
Twenty-Four comes with style variations and full page designs to help speed up the
site building process, is fully compatible with the site editor, and takes advantage
of new design tools introduced in WordPress 6.4.

Requires at least: 6.4

Tested up to: 6.5

Requires PHP: 7.0

Version: 1.2

License: GNU General Public License v2 or later

License URI: http://www.gnu.org/licenses/gpl-2.0.html

Text Domain: twentytwentyfour

Tags: one-column, custom-colors, custom-menu, custom-logo, editor-style, featured-

images, full-site-editing, block-patterns, rtl-language-support, sticky-post,
threaded-comments, translation-ready, wide-blocks, block-styles, style-variations,
accessibility-ready, blog, portfolio, news

*/

PURL R4l

LA 2 WordPress £ RHIFZF S URL,
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Sample PURL: pkg:generic/wordpress/theme/avada@l.0.0

I 53 Inspector SBOM £ 588 SSL/TLS iEH#

AN B MR Amazon Inspector SBOM 4 B E8KE R SSL/TLS iE$H, BEETE LM EUK
P40 B ZAPERIEPRSbomgensd SSL/TLS RIE+H, ZINAEEEFEAF L% AR SSL/TLS i
FHIAFTHMIEP, CAIERtFHIMERHZESF,

£ Sbomgen IEHH

WO LAfE R - -scanners certificatesZ /G A SSL/TLS it B/E&WE, I PHBAUASEEME
AW ESERA. RIAVBRT , B AITEREHE,

BEFMEABENEYE | Sbomgen 2EFREINNVERRIEP, EFFERRT , Sbomgen BEZIHIERE
BUTT BRSSP HIES,

.pem
.crt
.der
.p7b
.p7m
.p7s
.pl2
.pfx

At E AR E

MRBEATIUPHESBEMAER AR EN , I Sbomgen £LLEIITHFRE /etc/*/ssl. /opt/
*/ssl/certs. /usr/local/*/ssl M /var/lib/*/certs REFKIEP , Hh * THZE, TiLw
BHLER , BEUZERAFANEZAFREANE R, BE , CAlsystem i PR EXLRED, X
LIFPBEEMTEN pki, ca-certs 3 CA WIXHRF, Bl JeEHIMERIAN A EHERR
H,

BRMA=WHT
R B A5 4et | Sbomgen 28 R T4 EEZMBRES,

IEH P a5 R
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LTHRESE—MEPRAEGS R, —MNERK SBOM XREBEXRME FHMIEH. B—NERN
SBOM BEIEB LUK A B FHH Alpine, Debian l Rhel BF &, 5 —NMNEKK SBOM Z2EENL
ERAE R HREIES,

# generate SBOM only containing certificates in a local directory
./inspector-sbomgen directory --path ./project/ --scanners certificates

# generate SBOM only containing certificates and Alpine, Debian, and Rhel 0S packages
in a local directory

./inspector-sbomgen directory --path ./project/ --scanners certificates,dpkg,alpine-
apk, rhel-rpm

# generate SBOM only containing certificates, taken from common localhost certificate
locations

./inspector-sbomgen localhost --scanners certificates

RSB
UTARRLEFMEBERAH RO, IEHIHE , EUUERRRIH B HNFNE K.

"bom-ref": "comp-2",
"type": "file",
"name": "certificate:expired.pem",
"properties": [
{
"name": "amazon:inspector:sbom_generator:certificate_finding:IN-
CERTIFICATE-0@1",
"value": "expired:2015-06-06T11:59:59z2"

I
{
"name": "amazon:inspector:sbom_generator:source_path",
"value": "/etc/ssl/expired.pem"
}
]
I
{
"bom-ref": "comp-3",
"type": "file",
"name": "certificate:unexpired.pem",
"properties": [
{
"name": "amazon:inspector:sbom_generator:source_path",

f# /A Sbomgen iE B3 231
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"value": "/etc/ssl/unexpired.pem"

i 180 o) RSz 48 4 7 45

E1T#HAE --scan-sbom ¥rEM Amazon Inspector SBOM 4 W 28 &[4 B Y SBOM &% E| Amazon
Inspector #H{TIRBAAE. UTRIEPHER IR0 RE I RHF,

{
"advisories": [
{
"url": "https://aws.amazon.com/inspector/"
},
{

"url": "https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/
sec_protect_data_transit_encrypt.html"

}
1,
"affects": [
{
"ref": "comp-2"
}
1,
"analysis": {
"state": "in_triage"
.
"bom-ref": "vuln-1",
"created": "2025-04-17T18:48:2072",
"cwes": [
324,
298
1,
"description": "Expired Certificate: The associated certificate(s) are no longer

valid. Replace certificate in order to reduce risk.",
"id": "IN-CERTIFICATE-001",
"properties": [

{
n LI n .9 . 0 4 3 n
name": "amazon:inspector:sbom_scanner:priority",
"value": "standard"
I
{

f# /A Sbomgen iE B3 232
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"name": "amazon:inspector:sbom_scanner:priority_intelligence",
"value": "unverified"
}
1,
"published": "2025-04-17T18:48:20Z",
"ratings": [

{
"method": "other",
"severity": "medium",
"source": {
"name": "AMAZON_INSPECTOR",
"url": "https://aws.amazon.com/inspector/"
}
}

1,
"source": {
"name": "AMAZON_INSPECTOR",
"url": "https://aws.amazon.com/inspector/"

+
"updated": "2025-04-17T18:48:207"

Amazon Inspector SBOM 4 585 iF AJiL £ &

Amazon Inspector SBOM 4 25 AJ & BIBR BRERF I RLE 2 ( SBOM ) AWV IFAIIEE R, BRERBEF
EIRERENEREENIBEFENEFIEER, BYERN SBOM FHFRELFIERES |, &
ALl T H#ECHIFR X,

WSV ATEE R
THHS

LR RBLER T aAR SR B P ANERE R

./inspector-sbomgen directory --path /path/to/your/directory/ --collect-licenses

SBOM 4H 4 7R= 41

LT RBIERTERKR SBOM REVAHRE.

WAHEES 233



Amazon Inspector AriEE

"components": [

{
"bom-ref": "comp-2",
"type": "application",
"name": "sample-js-pkg",
"version": "1.2.3",
"licenses": [

{
"expression": "Apache-2.0 AND (MIT OR GPL-2.0-only)"

}

1,
"purl": "pkg:npm/sample-js-pkgel.2.3",

X FHNEF
LIRS XU TREESNRERARF S,

B R BH2EESR Y AJIES BUR Type

Alma Linux RPM * /usr/lib/sysimage/ 0OS
rpm/rpmdb.sqlite

* /usr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

+ /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

Amazon Linux RPM * /usr/lib/sysimage/ oS
rpm/rpmdb.sqlite

* /usr/lib/sysimage/
rpm/Packages
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B #R

CentOS

Bt EESR

RPM

W ANEE R IR

/usr/lib/sysimage/
rom/Packages.db

/var/lib/rpm/rpmdb
.sqlite
/var/lib/rpm/Packa
ges

/var/lib/rpm/Packa
ges.db

/usr/lib/sysimage/
rpm/rpmdb.sqlite

/usr/lib/sysimage/
rom/Packages

/usr/lib/sysimage/
rom/Packages.db

/var/lib/rpm/rpmdb
.sqlite
/var/lib/rpm/Packa
ges

/var/lib/rpm/Packa
ges.db

Type

0S

XFENREFS
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B #r

Fedora

OpenSUSE

Bt EESR

RPM

RPM

W ANEE R IR

* Jusr/lib/sysimage/
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpom/Packa
ges

* /var/lib/rpom/Packa
ges.db

* Jusr/lib/sysimage/
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* Jusr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

« /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

Type

0S

0S

XFENREFS
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B #r

Oracle Linux

Photon OS

Bt EESR

RPM

RPM

W ANEE R IR

* Jusr/lib/sysimage/
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpom/Packa
ges

* /var/lib/rpom/Packa
ges.db

* Jusr/lib/sysimage/
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* Jusr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

« /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

Type

0S

0S

XFENREFS
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B #r

RHEL

Rocky Linux

Bt EESR

RPM

RPM

W ANEE R IR

* Jusr/lib/sysimage/
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpom/Packa
ges

* /var/lib/rpom/Packa
ges.db

* Jusr/lib/sysimage/
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* Jusr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

« /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

Type

0S

0S

XFENREFS
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B #r

SLES

Alpine Linux

Chainguard

Debian

Ubuntu

Node.js

PHP

Go

Bt EESR

RPM

APK

APK

DPKG

DPKG

Javascript

mESRERFS

Go

W ANEE BIR
* Jusr/lib/sysimage/

rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpom/Packa
ges

* /var/lib/rpom/Packa
ges.db

/lib/apk/db/
installed

/1lib/apk/db/
installed

/usr/share/doc/
*/copyright

/usr/share/doc/
*/copyright

node_modules/*/

package. json

* composer.lock

 /vendor/c
omposer/i
nstalled.
json

LICENSE

Type

0S

0S

0S

0S

0S

RIEE

][]

YRIETE

i

wWIEES

XFENREFS
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B4R RHaEESE Y HHEE 2R Type
Python Python/Egg/Wheel « .dist-info/ mEIES
METADATA
* .egg-info
* .egg-info/
PKG-INFO
Ruby RubyGem * gemspec wIEES
Rust crate Cargo.toml mIZES

P AMIERIE AR AL

SPDX F AIERE N B R RM T HF RGP ITF KR EBRRER. Amazon Inspector SBOM 4
2R IEE AT R H N E T AHEE BAREC R SPDX FANERIER . XLEMARM T FAER
B — B MR RE .

SPDX 52 1& AR RF AR &

FRE R ANE R MM B SPDX @R XARRAF, Bl , MIT License %R MIT,

ENFIEAE

BELRZNMFAES AND ZBEFEEEA. AT RAGTRER T AR BENG T,

MIT AND Apache-2.0

B E X F AJiE A&
BENFAIEMNEIZR A LicenseRef , 0 LicenseRef-CompanyPrivate,
BENFEIR

BEMFREWHRN AdditionRef- , 0 AdditionRef-CustomException,
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TAREFE URL?

22 URL = PURL B2 —fr gL , A TETENEFSEERREHRIRAIFHERFS,. A4
FE. ZBRXFERER, 2MNEERGTNEPNKBXRETEBEMES , LHREERREYREL
(SBOMs) B,

PURL &
PURL &#24F URL , BZ AN oARK :

« pkg - XABEIE

« type-TEFIEH

* namespace - 74

* name - BF 3B

« version - BRI

« qualifiers - MAWEEX

« subpath-REZFEZHHXHERER

PURL R4l

AT R PURL AJREEMERM RO,

pkg:<type>/<namespace>/<name>@<version>?<qualifiers>#<subpath>

EHA PURL

BAPURL ATRTRTETERUEBFEERRENRHGREFSMAMH , H120 npm, pypi H maven,
TALURBIE A  HBRITEERERFAEERET—BN TR, BA PURL AT AF &k
HE , NERFHN-HEXHFRTEES , F—mE , Hl4 Apache 1 WordPress, AIRE KA F &
FERARA , BERBENZHFIXH. Web FEMBE LM KT

FEERARDG

- XFEEFEEN_HFIXH , X Go M Rust REH
« ¥¥ Web & , fflin Apache Hl WordPress , EHFREF B E 5L SREFBEER LXK,

Package URLs 241
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Amazon Inspector

RAriEmE

- BEATALSEANBFRNRHERNRD EXBEFBHRE , N BE LB

Xl

LT REA PURL #&X KRB,
pkg:generic/<namespace>/<name>@<version>?<qualifiers>

BA PURL #38y H =6l

LTREAR PURL R EAtbRHI,

IRIREM Go —#HITHF

LR &RRER Go 4miFM inspector-sbomgen binary,
pkg:generic/inspector-sbomgen?go_toolchain=1.22.5

4RIFEHY Rust — 3t &304

T RREA Rust wiIFM myrustapp =i &3
pkg:generic/myrustapp?rust_toolchain=1.71.0

Apache Il B

AR $EH = Apache fr B ZE [ THY— hitp T E .
pkg:generic/apache/httpdel.0.0

WordPress 44

LT HEM R %O WordPress F#,

pkg:generic/wordpress/core/wordpress@6.0.0

WordPress &

PURL %3
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LTHENEBEN WordPress £,

pkg:generic/wordpress/theme/mytheme@l.0.0

WordPress &4

LT R BENX WordPress fa#.

pkg:generic/wordpress/plugin/myplugin@l.o.0

£ Amazon Inspector SBOM 4 B 88 H 4 BB R fF 47 S IEFR AE MR A< 5| A

Amazon Inspector SBOM 4 B 28181 E MR X 4R BB X RREM MBI REPZIFNH4,
TrREFIEES , TR AER, BREIDSSIAHEMRASLEIMERERN,. ENBRETEIR
PR ENHKREIXR, EFZRERAT , EFESFEPHKREAR ( HlI0 package. json, pom.xml
= requirements.txt ) REARFENIETEENRETIEEN. AEBITFEXLERBRXRWAN T
il

2

Amazon Inspector SBOM £ B2 MR 4P REKBIXR , EFENIBERREBE S S5 H. 1
TEEHEEEAERE SBOMs , HAVE AR B KB £ B AT B AR AFRIRAF o

Java

XtF Java , Maven I B ] BAE A RASSEEISRE X pom. xml X4 EI K BIR R,

<dependency>
<groupId>org.inspector</groupld>
<artifactId>inspector-api</artifactId>
<version>(,1.0]</version>
</dependency>

ZEEEETATET 1.0 (&) WRAETES, B2 , IRENMNRETREHEMWRA , I
Amazon Inspector SBOM 4 B 22 A2 WEZRA , BN BT EMRE B4 ERAE,
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JavaScript
¥4 F JavaScript , package.json XH AU EXRUTFUTHENRATEHE :
"dependencies": {
Ilkyll: Il/\1.2.®ll'
"registry-auth-token": "A5.0.2",

"registry-url": "76.0.1",
"semver": "A7.6.0"

NEENREEARTEFTEERANEMARASGTES, ER , MIREENRATEEEMORAE , I
Amazon Inspector SBOM £ B ER R T 2 WEZRA , BN XM e 2S5 BURR N 2 H I iRIK o

Python

3 F Python , requirements.txt XH AU B EHFERRKEXNNEZE,

requests>=1.0.0

>= CEMFEEEAATRET 1.0.0 WA ES., ATHEERERNKREEBUNERE , Eit
Amazon Inspector SBOM 4 X 25 774 Al Sttt 8 A T IR A 0 AT A9 AR AR o

Amazon Inspector SBOM 4 B 28 A X IFIEFRE R T E N RAIRIREF |, FlaiShiR, HEMRIIRE,

pkg:maven/org.example.com/testmaven@l.@.2%20Beta-RC-1_Release

® Note

EFAIEFR TR (130 Beta-RC-1_Release ) NI SR AR LRAIES] | H BT ETE Amazon
Inspector % 5| 2/ {14 H T,

FF CycloneDX 5 & Z=E[E] 5 Amazon Inspector B4 £ H

Amazon In CycloneDX spector A ERHASEZRHEEANGTEZRFMELEEH. SBOMsAETTEH
ARSI A B P B FTE B E X key/value B £ CycloneDX SBOMs, BEXEZEE |, 2 H GitHub
Mk EAY CycloneDX property taxonomy,

JavaScript 244
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Amazon Inspector

RAriEmE

amazon:inspector:sbom_scanner ®5 & ZEE 9K

Amazon Inspector Scan API ] amazon:inspector:sbom_scanner & ZEEH EBLUTEMX :

Bt

amazon:inspector:sbom_scann
er:cisa_kev_date_added

amazon:inspector:sbom_scann
er:cisa_kev_date_due

amazon:inspector:sbom_scann
er:critical_vulnerabilities

amazon:inspector:sbom_scann
er:exploit_available

amazon:inspector:sbom_scann
er:exploit_last_seen_in_public

amazon:inspector:sbom_scann
er:fixed_version: component
_bom_ref

amazon:inspector:sbom_scann
er:high_vulnerabilities

amazon:inspector:sbom_scann
er:info

amazon:inspector:sbom_scann
er:is_malicious

amazon:inspector:sbom_scann
er:low_vulnerabilities

amazon:inspector:sbom_scann
er:medium_vulnerabilities

EpU

= RORRAT B BRI E CISA E Z4EFI A Y
R B X,

RTRIE CISA EXMEFANIFER X |, ’iEE
SEREFNEIHEHE,

£ SBOM R BIH = EMR T B M IRR &K,

RIAREFEIN S ERFERRER A,

RRNEAERINRENBARRE —XFHIN
AY B [E]

NaERBREEEA G EBERBHRE,

£ SBOM R BM ™= EM RN & IR E K.

NEEAHRHERE LTI, fin : “EHKA
. RRIRE, ~

$ER OpenSSF BEFZ X MM ARG NEE
A,

£ SBOM g LAY ™= BN R AV iR & 8.

£ SBOM g BLRY = BN BV iR S 8o

amazon:inspector:shom_scanner &% Z2E %%
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B

amazon:inspector:sbom_scann
er:path

amazon:inspector:sbom_scann
er:priority

amazon:inspector:sbom_scann
er:priority_intelligence

amazon:inspector:sbom_scann
er:warning

amazon:inspector:sbom_generator i & ZEH D E

DU

£ EBRF2E BN XA EE.

EELAERRANBNML TR EEREFHN , 2
AR LE, B, “RE IR

ATHESEREBLCANERRE. XEES
FERIE"S AR,

NARPAEEEHAHFNRERRER LT, 6
B AH - RIEBA purl, 7

A P4

Amazon Inspector SBOM £ R 25#H amazon:inspector:sbom_generator @B ZRHEFLUT

B

B

amazon:inspector:sbom_gener
ator:cpu_architecture

amazon:inspector:sbom_gener
ator:ec2:instance_id

amazon:inspector:sbom_gener
ator:ec2:instance_type

amazon:inspector:sbom_gener
ator:live_patching_enabled

amazon:inspector:sbom_gener
ator:live_patched_cves

DU

EHEBRHNRSH CPU 21 (x86_64 ) .

T 5 EC2 K4l ID,

Amazon EC2 L5358

—NGRE , RTIESBTE Amazon A EC2 ma

Linux zon £S5 728 %MNT o

1£ Amazon Ama EC2 zon CVEs @3 seat4b
THTHTHHIR, Linux

amazon:inspector:shom_generator @& ZEHE 5%
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B

amazon:inspector:sbom_gener
ator:dockerfile_fi

nding: inspector_finding_id

amazon:inspector:sbom_gener
ator:image_id

amazon:inspector:sbom_gener
ator:image_arch

amazon:inspector:sbom_gener
ator:image_author

amazon:inspector:sbom_gener
ator:image_docker_version

amazon:inspector:sbom_gener
ator:is_duplicate_package

amazon:inspector:sbom_gener
ator:duplicate_purl

amazon:inspector:sbom_gener
ator:kernel_name

amazon:inspector:sbom_gener
ator:kernel_version

amazon:inspector:sbom_gener
ator:kernel_component

amazon:inspector:sbom_gener
ator:running_kernel

amazon:inspector:sbom_gener
ator:layer_diff_id

DU

g RAHFH Amazon Inspector FEAXIME

Dockerfile ®EH X,

BTRSBRGEENHNGS (HHNRE

D),

RERRRAV R

RERRRAVESE

A TR EA Docker R,

RAEFEFERASNXFHERKRIN,

RTHS - MEBERKINEEREFE PURL.

EEBRNREHAZLE.

EREBRHREHNNZRA,

—MERE , RIEFBEEFEREBNAREAH

—NMERE , RITEEFERENEREETH

k7
AEHBNBBREENIGFEH,

amazon:inspector:shom_generator @& ZEHE 5%
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&t iR
amazon:inspector:sbom_gener B 480 Go EHRME,

ator:replaced_by

amazon:inspector:sbom_gener FEBRNRENENS,
ator:os_hostname

amazon:inspector:sbom_gener KRBT IERFESEENTHNRAESS | 4
ator:source_file_scanner 0 : /var/lib/dpkg/status o
amazon:inspector:sbom_gener MEEXHHRI T EFSEHRMRENKE
ator:source_package_collector B

amazon:inspector:sbom_gener MNFERIT ETBREFEE SN XHNERE,

ator:source_path

amazon:inspector:sbom_gener RINETEMBRISXTHE KRN,
ator:file_size_bytes

amazon:inspector:sbom_gener RIAMAREEFOEESRBITNRARZRE,

ator:unresolved_version

amazon:inspector:sbom_gener RTAREEFSEESNEELRBXR,
ator:experimental:transitiv
e_dependency

amazon:inspector:sbom_gener ERABERENENRE,
ator:metadata:host:hostname

amazon:inspector:sbom_gener BRIERSGHAZEBR ( HIA0 Linux, Dar
ator:metadata:host:kernel_name win, Windows_NT ) .
amazon:inspector:sbom_gener BRERSHNKIREFRS,

ator:metadata:host:kernel_v
ersion

amazon:inspector:shom_generator @& ZEHE 5% 248
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&t iR

amazon:inspector:sbom_gener REH CPU %44 ( f5ltn x86_64. arm64 )
ator:metadata:host:cpu_azrch

itecture

amazon:inspector:sbom_gener B B RE £ Y — PRI,

ator:metadata:host:bootdisk_id

amazon:inspector:sbom_gener Hal B EN M —FRRA,
ator:metadata:host:boot_id

amazon:inspector:sbom_gener R EzEtE , XA 1SO 8601 =,
ator:metadata:host:boot_time

amazon:inspector:sbom_gener KARGHIREF (7 Linux £F Windows
ator:metadata:host:system_id MachineGuid EERAHEE ID ) o
amazon:inspector:sbom_gener REBHTPHNEHFIS,
ator:metadata:host:system_s

erial

amazon:inspector:sbom_gener M &3O/ MAC sk,

ator:metadata:host:network_
interfaces: name:hardware

amazon:inspector:sbom_gener IPv4 7 Bi45 1 OB ik,
ator:metadata:host:network_
interfaces: name:ipvé

amazon:inspector:sbom_gener IPv6 7 Bi4h 2 OBy s aik
ator:metadata:host:network_
interfaces: name:ipv6

amazon:inspector:sbom_gener Bid--tag CLI S8 & BN B ENLAFENXRFRE,
ator:metadata:host:sbomgen_
tag: key
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B

amazon:inspector:sbom_gener
ator:metadata:imds:provider

amazon:inspector:sbom_gener

ator:metadata:imds:instance_id

amazon:inspector:sbom_gener
ator:metadata:imds:instance

_type

amazon:inspector:sbom_gener
ator:metadata:imds:instance
_location

amazon:inspector:sbom_gener
ator:metadata:imds:instance
_partition

amazon:inspector:sbom_gener
ator:metadata:imds:instance
_managed_id

amazon:inspector:sbom_gener
ator:metadata:imds:tenant_id

amazon:inspector:sbom_gener
ator:metadata:imds:vm_id

amazon:inspector:sbom_gener
ator:metadata:host:open_por
t: port:protocol

amazon:inspector:sbom_gener
ator:hardened_image:vendor

DU

=IRMEEES IMDS (aws, azure ) B E,

T 53t EC2 45l ID 5 Azure EE#IHLE o

SIS A (513N t3.micro, standard_
d2s v3) .

3£ £ region/location Y.

=9 X (aws, aws-cn, aws-us-gov for %
AzurePublicCloud Azure 77X ) . AWS

Amazon EC2 Systems Manager £ & =4l
ID (AWS 1R ) o

Azure 387 ID ( XPFR Azure )

Azure FEEA\LME —FRIREF (XBR Azure )

RMETHRRATTARwA (B EC2)

BB BRE RN

amazon:inspector:shom_generator @& ZEHE 5%
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& Amazon Inspector A E K E|&EH CI/ICD EEH

Amazon Inspector CI/CD £/ £H Amazon Inspector SBOM 4 %85 F L & i# Inspector Scan APl 79
BABRRGEERRERE. Amazon Inspector SBOM £ RS FI AF Y., BEsM&k, B, ARKEL
R E4miE Go M Rust —# HI X4 oIBE4YRESE ( SBOM ) . Amazon Inspector Scan APl AJ 134
SBOM R A|E— ke , EFEEEXRVFWRBEEMES. EA LT Amazon Inspector BE§
MEPEEEN CI/ICD BEBER , MHABREREHERRERE , IEERMTUERE 2 BERN
EEXK., EiRE CI/CD £/ , Ea LAMEREHIER Amazon Inspector SBOM 4 B 25 1 Amazon
Inspector Scan API &2 B E X CI/CD £/,

£

- BHERK

- BEXER

« iRiE AWS K LAfE | Amazon Inspector CI/CD £
« Amazon Inspector Dockerfile # &

« B85 Amazon Inspector Scan BB ENX CI/CD EEERK
« {# Amazon Inspector Jenkins ¥

+ {8 Amazon Inspector TeamCity ¥

« %54 Amazon Inspector £ GitHub &4E

« ¥ Amazon Inspector 5 GitLab AH4£EFEH

« 44 Amazon Inspector £ CodeCatalyst 3 1E

+ ¥ Amazon Inspector 35 CodePipeline

AR

Amazon Inspector 1% #FH CI/CD SERARIBH T HEM4. BAUMNENNTHREXLEE Y , RS
EAEN1™ Amazon Inspector F#EERNHESRAMEEEF, BUHHESRICRMEHRGEIT
Amazon Inspector SBOM 428 , REXEKK SBOM i=1T Amazon Inspector Scan AP,

AT BLR 7 0@ 4K Amazon Inspector CI/CD £/ :

1. A LURELE N AWS IKF A i1 [8] Amazon Inspector Scan APl, BXUE |, ESFIEE AWS Ik
F LAEF Amazon Inspector CI/CD &£/

2. A LAZ g EIRHM Amazon Inspector 4.

B EX 251
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3. WA LAREFELE Amazon Inspector SBOM £ R 28 —# #1304, XA , S HAmazon
Inspector SBOM 4 R 25

4. A LU Amazon Inspector FiEEN B S TRIFINE AR CI/CD EEH , AREERM,

5. BIZETHEN , ZRGSTRSEMBIERRA , REERBKR LZ1T Amazon Inspector SBOM 4
25 , BLERK S CycloneDX #&AH# SBOM,

6. RE , ZHEHFFERK SBOM k31X E| Amazon Inspector Scan APl i = , Zik R &&= SBOM
HYRBFERB,

7. Amazon Inspector Scan API I R 4#:5 CSV, SBOM JSON 1 HTML #XHREHRE. Zike
‘& %A % Amazon Inspector X I RIAHIEMAE R,

X ¥ CI/CD fRF &

Amazon Inspector BBIX$FELT CI/ICD @BRAR. BXFERBHRE CI/CD ERHNTEIRE |, BTiEF
S\ T CIICD fRARWIEHY -

» Jenkins ff+

- TeamCity ¥

* GitHub actions

BHEXEX

R Amazon Inspector &8 7&K CI/ICD f#RF RBMIAEH , BRI LLLE S FEH Amazon Inspector
SBOM 4 525 F1IL 3 Inspector Scan API ReIZ B2 BE N CI/ICD £, EEREAEA Amazon
Inspector SBOM 4 X B85 R IR AVET |, 8B B E LERKRMAHEE,

LUTR#ER T B E X Amazon Inspector CI/CD $£ 5 H) THERIE -

1. BATLUNSELE R AWS Tk~ 215 B Amazon Inspector Scan APl, BXi%88 , S5 E AWS Jk
F LAEF Amazon Inspector CI/CD &Ko

2. WO LAR S FELE Amazon Inspector SBOM £ 25 —#t &I 30#F. BxiHA , ES M Amazon
Inspector SBOM 4 X85 o

3. A LA Amazon Inspector SBOM 4 28 1 A e 4 {5 CycloneDX & & H SBOM,
4. IO LA £ R Y SBOM £ Amazon Inspector Scan APl , W4 RIREIR S -

AXREBENERWIEA , H2HEI2EE Amazon Inspector Scan BJEE X CI/ICD BEE MK,

T M ClIICD BRAR 252


https://docs.aws.amazon.com/inspector/latest/user/cicd-inspector-github-actions.html
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RE AWS Ik LAEF Amazon Inspector CI/CD ££5%

E£ A Amazon Inspector CI/CD £ 5% , BAFUEM AWS lEF . AWS Ik Z4MEH IAM A& | ZA
&A@ {REY CI/CD EE&EFX Amazon Inspector Scan APl BViFRIRPR. TR T EBHHESLUE
it AWS kP, BIZEESAFMEE IAM AL 1T CI/ICD R,

(® Note
MREBEZEMT AWS Ik, N ATUABKZEEE IAM AL 1T ClI/ICD £/,

FA

o JEAIRER AWS I P

- SIEEEERIHRNENAR

- BB IAM BELU#H{T CIICD £/

SEMEREL AWS 0K
MBREEE AWS K |, BERUTSERUE—,
M AWS K

1. $TFhttps://portal.aws.amazon.com/billing/E A
2. RERFELMIHBARE,
EEME | FEIEFERIKREEE  EREADFRERA —NRIEE,

HRGEMET AWS K, IR BIZAWS IKFRAF —1 RAFERGRIZKS RIFRE AWS
RS MRF. FANREREIEK , FAAFIERERLRANR , A ARERARAFKKTEER
AP R BRNES

AWS FMEREEKE BB RE—HEIAB T4, BB a1 hitps://aws.amazon.com/FH & #F
“BOKF” , E5EYaINKFENHEBEENKS,

SIEEREEHLRNRNAF

AME , FRPENZTS AWS IKF AWS KPR AP AWS IAM Identity Center , /5 A G2 EEH
P, XEERTLER root AFHITEEES.
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
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R IREY AWS Tk 7= 48 A 7

1. %% Root AP FHALMN AWS Ik~ BTl , UKFFAENSHER, AWS EEE4
AET-TE , HALRERS,

ERIMEABRAFRERIENEDR |, B35/ (AWS &% AF#ER) H M Signing in as the root

usero

2. RENBAFPBRZESHRIE (MFA),

BXRUEHA , FSEIAM BFREETHN AWS K- RAFSEAEL MFA R% (BHE )

CIREAERIERNRNAF

1. J3 A 1AM Identity Center,

BXEE , BSE (AWS IAM Identity Center A 1§8) HEE A AWS IAM Identity Center,
2. £ IAM Identity Center 7 , JAFP R FEEIH RN,

BXEA IAM Identity Center B & N SRR , 25 (AFIERE) 1AM Identity Center
B A B9 A BRIAMREELEAWS IAM Identity Center FA P 17 R4 R

UERERBRNRNAFSHER

EE A 1AM Identity Center A B 0% % , BEERBELIZE IAM Identity Center Fi P BT &%
S Y B8 F R4 3 41k A9 B 5 URL,

BXMEH IAM Identity Center AP 2 ZH#HE , BZHAWS 2% AP EEFHER AWS iHE)|T]
o

77 4R BR 50 Bic 4 EL At A P
1. f£ IAM Identity Center 1 , B —PMXRE , ZANREFERE R A RIKAXRAY R AEME,

BXRUHA , HSHE CAWS IAM Identity Center A $§R) F#Y Create a permission seto
2. HMARSEE—ME , RAERNZESEE L BFZIFRNE.

B , H30 (AWS IAM Identity Center FAF 58 ##Y Add groups.
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https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/addgroups.html
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BE IAM B LT CI/ICD £/

E Amazon Inspector AR KR EIEH CI/CD EEF , BEEQNE— IAM KB , RAFTHRIFPAHEEK
BB # K Amazon Inspector Scan APl ( SBOMs ) . R , B LU ZEKBEMMNE IAM A€ | it
BB K F° 7] BAUZE 1T Amazon Inspector Scan APl

1. BFK AWS BEEEFE HTF IAM 2HE& , Mk Ahttps://console.aws.amazon.com/iam/,

2. EIAMEZHENSMBERTD , ERBRE , AR EFCIERE,

3. EFXWERESRT , &R IJSON , ARMUTIES :

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditox@",
"Effect": "Allow",
"Action": "inspector-scan:ScanSbhom",
"Resource": "*"
}
]
}

4. ii?%—lt_ﬂ;_o

5. AXRBE®MA (W InspectorCICDscan-policy ) , RINTLEHER | REERCIEFKRE, LR
FHHRMEEESRPOUIENEE,

6. T IAMEZHENSMERT , KEEABNEIRNAR,
7. NTAESRMARE  ARAENEERE , RS TRE

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow" ’

BE IAM B & L# 1T CI/CD £/, 255


https://console.aws.amazon.com/iam/
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"Principal": {
"AWS": "arn:aws:iam::111122223333:xroo0t"
},

"Action": "sts:AssumeRole",
"Condition": {3}

}

8. ii?%jt_ﬁo
9. EARNMNEBIREL , BERHERECHQENERE K RABEEET -5,
10. RA®®GE (W InspectorCICDscan-role ) , RNINALEHER , AFEFECreate Roles

Amazon Inspector Dockerfile 1 &
AT B UMEEE A Amazon Inspector SBOM 4 B 255K $3# Dockerfiles 1 Docker 251G , AEHK
EATFESSIAZERENERERE.

F;
« f£f Sbomgen Dockerfile 12
« X#H Dockerfile K&

{#F Sbomgen Dockerfile &

HKXIAB N Dockerfile = *.Dockerfile MY LAK 3T Docker BRI&J5 , & B 31 1T Dockerfile
rE,

A LAERA - -skip-scanners dockerfile Z¥Z M Dockerfile &, #3481 LU Dockerfile £
ESEMAUANARS (HNREREIEF=Z2HM4T ) E4E5FEMA.

Docker &< 4l

AR ROlas &R A Dockerfiles # Docker RSB BRUNIBIERENME=ZFHHETER
SBOMs o

# generate SBOM only containing Docker checks for Dockerfiles in a local directory
./inspector-sbomgen directory --path ./project/ --scanners dockerfile

Amazon Inspector Dockerfile 1 & 256



Amazon Inspector
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# generate SBOM for container image will by default include Dockerfile checks
./inspector-sbomgen container --image image:tag

# generate SBOM only containing Docker checks for specific Dockerfiles and Alpine,
Debian, and Rhel 0S packages in a local directory

/inspector-sbomgen directory --path ./project/ --scanners dockerfile,dpkg,alpine-
apk, rhel-rpm

# generate SBOM only containing Docker checks for specific Dockerfiles in a local

directory
./inspector-sbomgen directory --path ./project/ --skip-scanners dockerfile

ISR
LA 2 Dockerfile & X A 4K =B,

{
"bom-ref": "comp-2",
"name": "dockerfile:data/docker/Dockerfile",
"properties": [
{
"name": "amazon:inspector:sbom_scanner:dockerfile_finding:IN-DOCKER-0QQ1",
"value": "affected_lines:27-27"
}
1,
"type": "file"
I

R0 i Rz 48 44 7 451

LU 2 Dockerfile 23 %) E e S48 4 #9 R~ 461,

{
"advisories": [
{
"url": "https://docs.docker.com/develop/develop-images/instructions/"
}
1,
"affects": [
{
"ref": "comp-2"
}
1,

{f# A Sbomgen Dockerfile ¥ &
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"analysis": {
"state": "in_triage"
1,
"bom-ref": "vuln-13",
"created": "2024-03-27T14:36:39Z7",
"description": "apt-get layer caching: Using apt-get update alone in a RUN
statement causes caching issues and subsequent apt-get install instructions to fail.",
"id": "IN-DOCKER-00@1",
"ratings": [

{
"method": "other",
"severity": "info",
"source": {
"name": "AMAZON_INSPECTOR",
"url": "https://aws.amazon.com/inspector/"
}
}

1,

"source": {
"name": "AMAZON_INSPECTOR",

"url": "https://aws.amazon.com/inspector/"
iy
"updated": "2024-03-27T14:36:39Z"
iy
(@ Note

WRFA Sbomgen B AR --scan-sbom #757& , M REEEF R Dockerfile HE LI,

¥ #M Dockerfile &
LR A X ¥ Sbomgen Dockerfile 8 & :

« Sudo —HHIRFE

« Debian APT SEFfEF
- BRI

- BRAR

o BITNFE LR TIRE

- BITNELIRRE

% #M# Dockerfile 2 258
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XL Dockerfile e EF I F—MEMARNN=ERITLR , ZPREREULT EFHBTRER,

(® Note
T EE PR ETGIR T T HiEREK.

Sudo Z# HIERFS

@ Note
BN EETRIES

BINBUAELRERMEA Sudo —#HFIRFS , AN CEEFTAMUH TTY MESHRITH. BXE
%58 , S Docker Docs M¥EHH User. MREMNEARGIFEERLT Sudo Z#HFIEFTHI
BE , RATEWER Gosu,

Debian APT SE R F

(® Note
HRENTERTRN S,

AT 24 Debian APT SEARRFNERESSE,
ff apt-get S TEHEEAN Run BAGFUBREFRZ

BEATEWIE Docker BEEAN apt-get W HEHEEN RUN FEAH, $£IMFEH apt-get update
LS BEFRBAFE apt-get install ETaXkM. BXEZEE , 25 Docker Docs Muh b
iy apt-geto

(® Note
R Docker R4 ETH , MATRMNERFEITH L AIEER ETE Docker BERH.,

LERBERXEA APT i 1TRAEF

% #M# Dockerfile 2 259


https://docs.docker.com/build/building/best-practices/#user
https://github.com/tianon/gosu
https://docs.docker.com/build/building/best-practices/#apt-get
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BIMNBWAUAREARFER APT S 1TRARERF. APT wSITXEABRFRHRIT AL RAFRIE , HITH
EFERAZRA2EETL. BXREZEER , 1S Debian M¥tH MY Script Usage and differences
from other APT tools,

BRBIE

@ Note
BHRENTEETRAITE,

#& Dockerfile PRI ZE L HA N EHBILE, B Sbomgen Dockerfile 1 2 7] SUIR B A T B 45 1

i

/E\ .

« AWS 581 %48 IDs — AKIAIOSFODNN7EXAMPLE

« AWS %4 — wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

« DockerHub ™M Ai5E 5 hE — dckr_pat_thisisa27charexamplel234567
GitHub N A B = — ghp_examplev6lwY7PjlYnotrealUoY123456789
GitLab ™ AIGRI S — glpat-12345examplel2345678

RE2R

(® Note
LR BN EEIRENES.

BMNBWERBERIRHER TZE1T Docker Bif. W FRERNBRBREEZZITHRBML IR , K
MNENEARIRNREMNRMENAEF. BXEZEE , 55 Docker Docs M¥EH Y User,

BT SRLIMREZE

® Note
hRENTEEITRNS.

—ERSITXARFIREESETHNXRFEIREMINE , NAMMBEZFREN FERIT,

% #M# Dockerfile 2 260


https://manpages.debian.org/stretch/apt/apt.8.en.html#SCRIPT_USAGE_AND_DIFFERENCES_FROM_OTHER_APT_TOOLS
https://manpages.debian.org/stretch/apt/apt.8.en.html#SCRIPT_USAGE_AND_DIFFERENCES_FROM_OTHER_APT_TOOLS
https://docs.docker.com/build/building/best-practices/#user
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NODE_TLS_REJECT_UNAUTHORIZED=0

3 Node.js #F27E NODE_TLS_REJECT_UNAUTHORIZED iREBH 0 KB F&1TH , FEH TLS iEH
i, BXEZEELE , HSH Node.js MiFFH NODE_TLS_REJECT_UNAUTHORIZED=0,

GIT_SSL_NO_VERIFY=*

X git M HITH R IRE GIT_SSL_NO_VERIFY WHER TIEITH , Git 2Bk RIE TLS ifH. BXE
ZER , BZH Git Myt Environment variables.

PIP_TRUSTED_HOST=*

% Python pip @S {THFEEIRE PIP_TRUSTED_HOST BB R TE1TH , Pip 2Bk RiFiEEES LM
TLS iftf. BXEZEER , BHSH Pip Mt K --trusted-host,

NPM_CONFIG_STRICT_SSL=false

24 Node.js npm @ S {T# 21 NPM_CONFIG_STRICT_SSL i®&E R false H1ER Fiz1T8 , Node
Package Manager ( npm ) SEARFRERRKIE TLS iEBHER TIEER NPM EMR. BEXESZE
B , %% npm Docs Mt strict-sslo

BT BT TIRE

(® Note
HRENTERTRN S,

BEZ{THSHMEERERY , ~ ERTSTIARFREEESSTHIEREIR2NME , MBS T
RENFERIT,

npm --strict-ssl=false

% Node.js npm I B ITHEL S --strict-ssl=false ¥r&Ei=1TH , Node Package
Manager ( npm ) SEARFMERRKIE TLS MEPMHER TIEZEE NPM Eik. BXEZER | B
% npm Docs P L HY strict-sslo

W

apk --allow-untrusted

% Alpine Package Keeper EAfEF &S --allow-untrusted $rFEIETTH |, apk FRESKELIER
ZETAENHEE. BXEZELR |, H55 Apline MIEFHI LT F#EE,

apt-get --allow-unauthenticated

F#1 Dockerfile 182 261


https://nodejs.org/api/cli.html#node_tls_reject_unauthorizedvalue
https://git-scm.com/book/en/v2/Git-Internals-Environment-Variables
https://pip.pypa.io/en/stable/cli/pip/#cmdoption-trusted-host
https://docs.npmjs.com/cli/v10/using-npm/config#strict-ssl
https://docs.npmjs.com/cli/v10/using-npm/config#strict-ssl
https://gitlab.alpinelinux.org/alpine/apk-tools/-/blob/f9eaeb6429325eeb5a17ed771fd477be9227fe15/doc/apk.8.scd#L114-115
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¥ Debian apt-get HHBXARF LS --allow-unauthenticated #r&ETTHT , apt-get F
LRERHINERE., BXEZER , 153 Debian Mt H APT-Get(8).

pip --trusted-host

% Python pip SERRBF4E S --trusted-host FFEE1TH , BEMNENBFES TLS iEPRIE. B
XEZELR | ESH Pip Mt HY —-trusted-hosto

rpm --nodigest, --nosignature, --noverify, --nofiledigest

LHETF RPM W HZEEES rpm &4 --nodigest, --nosignature, --noverify # --
nofiledigest #F&EIZ1TE , RPM R BEERELTERHF TN AR IEREIIRL, LERXHF.
BXEZER , H5H RPM Mif LMWL RPM FHR :

yum-config-manager --setopt=sslverify false

LETF RPM W HEZEEES yum-config-manager £ --setopt=sslverify ¥rEi&RE R false
HWER TiETHE , YUM RG-S EERNTARIE TLSiEH, BXEZELR |, BSH Man7 Mih L&Y L
T YUM F#T :

yum --nogpgcheck

ET RPM WS EER yum &4 --nogpgcheck FFEETH , YUM S B EERABIR EHR
Ha LW GPG EHR. BEXEZEL , BHSH Man7 Mif LK yum(8).

curl --insecure, curl -k

Y curl &4 --insecure = -k iREETH , HEA TLS EBRIE. BIANBERT , E#HTEEZ
B, curl BEYN BN L2 EEHFELTZ LRI, T4l curl WERIESE |, TEREEI 4
SR E, BXEZELR |, 1S5 Curl M EMELT Curl FMT :

wget --no-check-certificate

% wget &8 --no-check-certificate HFEETH , FEA TLS ERRIE, BREZER B
Z ¥ GNU M5 ERELT Wgaet FA A -

NERBARERGEFESREFERITBRRE

(® Note
R ENTERTRNER.

F#1 Dockerfile 182 262


https://manpages.debian.org/stretch/apt/apt-get.8.en.html
https://pip.pypa.io/en/stable/cli/pip/#cmdoption-trusted-host
https://rpm-software-management.github.io/rpm/man/
https://man7.org/linux/man-pages/man5/yum.conf.5.html
https://man7.org/linux/man-pages/man8/yum.8.html
https://curl.se/docs/manpage.html#-k
https://www.gnu.org/software/wget/manual/wget.html#index-SSL-certificate_002c-check
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BRRERGEFIBEFLEEARBSRSMEN NG TREENED, ERTARNESRAR , X
EREENRFTE,

UTREFEEERIFNRERSEFSBEERITBRRE
Alpine Package Keeper ( APK))

FRACLRENEN APK EFEEESBNASMENAHRENEHRTLSBIR APK REXH, BX
T ZEE |, 1§55 Arch Linux M5 ERY APK F A1 71 R4 3048308,

Debian Package Manager ( DPKG )

FIF DPKG BF 2 EERMNAES ( HIINE T Debian, Ubuntu = Distroless KR ) AN RIE R 2T
MR T LBIR DPKG BiEE., BXELEER , 12 Ubuntu Mk £ DPKG FMAREXHX
=R

RPM Package Manager ( RPM )

FA RPM BEES ( yum/dnf ) BIAES ( 1 Amazon Linux 5% Red Hat Enterprise Linux ) 7%
EHERF[PET2BER RPM BiEE. BXESZEE , F26 RPM M¥s LK RPM F i T R X4+
X4,

#2125 Amazon Inspector Scan BB E X CI/CD EEBE K

B8 Amazon Inspector CI/CD &4 7] A F4&# CI/ICD R A R |, BATEWEER Amazon In Cl/

CD spector flff, MREH CI/CD RS Z&HE Amazon Ins CI/CD pector i&#F , M A LS EH
Amazon Inspector SBOM 4 B 25 L & #: Inspector Scan API RBIZZ B E X CI/ICD £/, UTEHRE
RT W8I Z S Amazon Inspector Scan BB E X CI/CD BEEEK.

® Tip
mREE BT LN SEKIF A SBOM , MIATLAEA Amazon Inspector SBOM 4 FR 88
( Sbomgen ) Bk 58 3 HFIEE 4 &,

SE1: EEEE AWS K/

BlE— AWS Ik f2iF 778 Amazon Inspector Scan API . BXEZER , HS0 %E AWS Ik
F LAE A Amazon Inspector CI/CD &Ko
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HI 2 . % Sbomgen =it HI3X 4

ZEMEE Sbomgen Z#HFIXH. BEXEZELE , HSHEZE Sbomgen,
Z¥R 3 : {£A Sbomgen

£ Sbomgen A EFXHH BRG] SBOM X,

BRI LAMER T RGl, ¥ image:id BN EPHEHHRGH AN & sbom_path. json BN ER
17 SBOM #HHILE,

=~

./inspector-sbomgen container --image image:id -o sbom_path.json

9% 4 : A Amazon Inspector Scan API

WA inspector-scan API SIA#E £ K SBOM HiRt®EHRE.

B LMER LT RHl, Biftsbom path. jsonAFHEZA CycloneDX BIE K SBOM X #HHI
B, ENDPOINTE# N IELFIHITE MWL AWS XI5 19 AP| 5= REGIONE# Y # RIAY X1,

=l

aws inspector-scan scan-sbom --sbom file://sbom_path.json --endpoint
ENDPOINT-URL --region REGION

B AWS i MAHT SWRRIR , BSEEGNLHT
(Wit ) B 5. EREMTERNETH SBOM

(® Note
/\ﬁﬁﬂ% % 3 5*”% 4 'LFEIJ %/RT?FEEEEZJHSL‘FB;RO

BEEANGSER --scan-bom FRE&E4E KM SBOM,

BRIAERUT R, & image:id BN ERBENWBREN BN, profileBFRAMEMAIEE X
#o REGIONB AN X1Z, /tmp/scan. jsonE#R tmp B A scan.json XHFHLE,

R~
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./inspector-sbomgen container --image image:id --scan-sbom --aws-profile
profile --aws-region REGION -o /tmp/scan.json

A¥% AWS XiF LB AW =B5% B2 K LT A,
AP 3 A&

Amazon Inspector Scan API £ L CycloneDX 1.5 # 3\ 2, Amazon Inspector AEL I JSON &R i
HiRERE. TLAEA --output-format FREERERINES

CycloneDX 1.5 #& = i H /=45l

{
"status": "SBOM parsed successfully, 1 vulnerabilities found",
"sbom": {
"bomFormat": "CycloneDX",
"specVersion": "1.5",

"serialNumber": "urn:uuid:0077b45b-ffle-4dbb-8950-ded11d8242b1",
"metadata": {
"properties": [

{
"name": "amazon:inspector:sbom_scanner:critical_vulnerabilities",
"value": "1"

I

{
"name": "amazon:inspector:sbom_scanner:high_vulnerabilities",
"value": "OQ"

I

{
"name": "amazon:inspector:sbom_scanner:medium_vulnerabilities",
"value": "OQ"

I

{
"name": "amazon:inspector:sbom_scanner:low_vulnerabilities",
"value": "OQ"

}

1,
"tools": [

{
"name": "CycloneDX SBOM API",
"vendor": "Amazon Inspector",
"version": "empty:083c9b00:083c9b00:083c9b00"

}
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1,
"timestamp": "2023-06-28T14:15:53.760Z"

1,
"components": [
{
"bom-ref": "comp-1",
"type": "library",
"name": "log4j-core",
"purl": "pkg:maven/org.apache.logging.log4j/log4j-core@2.12.1",
"properties": [
{
"name": "amazon:inspector:sbom_scanner:path",
"value": "/home/dev/foo.jar"
}
]
}
1,
"vulnerabilities": [
{
"bom-ref": "vuln-1",

"id": "CVE-2021-44228",
"source": {
"name": "NVD",
"url": "https://nvd.nist.gov/vuln/detail/CVE-2021-44228"

},
"references": [
{
"id": "GHSA-jfh8-c2jp-5v3q",
"source": {
"name": "GITHUB",
"url": "https://github.com/advisories/GHSA-jfh8-c2jp-5v3q"
}
}
1,
"ratings": [
{

"source": {
"name": "NVD",
"url": "https://www.first.org/cvss/v3-1/"
I
"score": 10.0,
"severity": "critical",
"method": "CVSSv3l",
"vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"
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},
{
"source": {
"name": "NVD",
"url": "https://www.first.org/cvss/v2/"
.
"score": 9.3,
"severity": "critical",
"method": "CVSSv2",
"vector": "AC:M/Au:N/C:C/I:C/A:C"
},
{
"source": {
"name": "EPSS",
"url": "https://www.first.org/epss/"
.
"score": 0.97565,
"severity": "none",
"method": "other",
"vector": "model:v2023.03.01,date:2023-06-27T00:00:00+0000"
},
{
"source": {
"name": "GITHUB",
"url": "https://github.com/advisories/GHSA-jfh8-c2jp-5v3q"
.
"score": 10.0,
"severity": "critical",
"method": "CVSSv3l",
"vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"
}
1,
"cwes": [
400,
20,
502
1,

"description": "Apache Log4j2 2.0-beta9 through 2.15.0 (excluding
releases 2.12.2, 2.12.3, and 2.3.1) INDI features used in configuration,
and parameters do not protect against attacker controlled LDAP and other

security
log messages,
INDI related

endpoints. An attacker who can control log messages or log message parameters can
execute arbitrary code loaded from LDAP servers when message lookup substitution is
enabled. From log4j 2.15.0, this behavior has been disabled by default. From version
2.16.0 (along with 2.12.2, 2.12.3, and 2.3.1), this functionality has been completely
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removed. Note that this vulnerability is specific to log4j-core and does not affect
log4net, log4cxx, or other Apache Logging Services projects.",
"advisories": [
{
"url": "https://www.intel.com/content/www/us/en/security-center/advisory/
intel-sa-00646.html"
},
{
"url": "https://support.apple.com/kb/HT213189"
1,
{
"url": "https://msrc-blog.microsoft.com/2021/12/11/microsofts-response-to-
cve-2021-44228-apache-log4j2/"
1,
{
"url": "https://logging.apache.org/log4j/2.x/security.html"

"url": "https://www.debian.org/security/2021/dsa-5020"

"url": "https://cert-portal.siemens.com/productcert/pdf/ssa-479842.pdf"

"url": "https://www.oracle.com/security-alerts/alert-cve-2021-44228.html"

url": "https://www.oracle.com/security-alerts/cpujan2022.html"

"url": "https://cert-portal.siemens.com/productcert/pdf/ssa-714170.pdf"

"url": "https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/M5CSVUNV4AHWZZXGOKNSKEL7RPM7BOKIB/"
I
{
"url": "https://cert-portal.siemens.com/productcert/pdf/ssa-397453.pdf"
},
{
"url": "https://cert-portal.siemens.com/productcert/pdf/ssa-661247.pdf"
I
{
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"url": "https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/VU57UIDCFIASI0O35GC55IMKSRXIMCDFM/ ™"

},
{
"url": "https://www.oracle.com/security-alerts/cpuapr2022.html"
.
{
"url": "https://twitter.com/kurtseifried/status/1469345530182455296"
},
{
"url": "https://tools.cisco.com/security/center/content/
CiscoSecurityAdvisory/cisco-sa-apache-log4j-gRuKNEbd"
},
{
"url": "https://lists.debian.org/debian-1ts-announce/2021/12/msg@@0@7 .html"
.
{
"url": "https://www.kb.cert.org/vuls/id/930724"
}
1,

"created": "2021-12-10T10:15:00Z",
"updated": "2023-04-03T20:15:00Z",

"affects": [
{
"ref": "comp-1"
}
1,
"properties": [
{
"name": "amazon:inspector:sbom_scanner:exploit_available",
"value": "true"
.
{
"name": "amazon:inspector:sbom_scanner:exploit_last_seen_in_public",
"value": "2023-03-06T00:00:00Z"
.
{
"name": "amazon:inspector:sbom_scanner:cisa_kev_date_added",
"value": "2021-12-10T00:00:00Z"
.
{
"name": "amazon:inspector:sbom_scanner:cisa_kev_date_due",
"value": "2021-12-24T00:00:00Z"
.

API i & 269



Amazon Inspector AriEE

"name": "amazon:inspector:sbom_scanner:fixed_version:comp-1",
"value": "2.15.0"

Inspector 1% =\ 4 H = 45l

{
"status": "SBOM parsed successfully, 1 vulnerability found",
"inspector": {
"messages": [

{
"name": "foo",
"purl": "pkg:maven/foo@l.0.0", // Will not exist in output if missing in sbom
"info": "Component skipped: no rules found."

}

1,
"vulnerability_count": {
"critical": 1,

"high": 0,
"medium": 0,
"low": O
1,
"vulnerabilities": [
{
"id": "CVE-2021-44228",
"severity": "critical",
"source": "https://nvd.nist.gov/vuln/detail/CVE-2021-44228",
"related": [

"GHSA-jfh8-c2jp-5v3q"

1,

"description": "Apache Log4j2 2.0-beta9 through 2.15.0 (excluding security
releases 2.12.2, 2.12.3, and 2.3.1) INDI features used in configuration, log messages,
and parameters do not protect against attacker controlled LDAP and other INDI related
endpoints. An attacker who can control log messages or log message parameters can
execute arbitrary code loaded from LDAP servers when message lookup substitution is
enabled. From log4j 2.15.0, this behavior has been disabled by default. From version
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2.16.0 (along with 2.12.2, 2.12.3, and 2.3.1), this functionality has been completely
removed. Note that this vulnerability is specific to log4j-core and does not affect
log4net, log4cxx, or other Apache Logging Services projects.",
"references": [
"https://www.intel.com/content/www/us/en/security-center/advisory/intel-
sa-00646.html",
"https://support.apple.com/kb/HT213189",
"https://msrc-blog.microsoft.com/2021/12/11/microsofts-response-to-
cve-2021-44228-apache-log4j2/",
"https://logging.apache.org/log4j/2.x/security.html”,
"https://www.debian.org/security/2021/dsa-5020",
"https://cert-portal.siemens.com/productcert/pdf/ssa-479842.pdf",
"https://www.oracle.com/security-alerts/alert-cve-2021-44228.html",
"https://www.oracle.com/security-alerts/cpujan2022.html",
"https://cert-portal.siemens.com/productcert/pdf/ssa-714170.pdf",
"https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/M5CSVUNV4HWZZXGOKNSK6L7RPM7BOKIB/",
"https://cert-portal.siemens.com/productcert/pdf/ssa-397453.pdf",
"https://cert-portal.siemens.com/productcert/pdf/ssa-661247.pdf",
"https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/VU57UIDCFIASI035GC55IMKSRXIMCDFM/",
"https://www.oracle.com/security-alerts/cpuapr2022.html",
"https://twitter.com/kurtseifried/status/1469345530182455296",
"https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-
sa-apache-log4j-qRukKNEbd",
"https://lists.debian.org/debian-1lts-announce/2021/12/msg@@@07.html",
"https://www.kb.cert.org/vuls/id/930724"
1,
"created": "2021-12-10T10:15:00Z",
"updated": "2023-04-03T20:15:00Z",
"properties": {
"cisa_kev_date_added": "2021-12-10T00:00:00Z",
"cisa_kev_date_due": "2021-12-24T00:00:00Z",

"cwes": [
400,
20,
502
1,
"cvss": [
{
"source": '"NVD",
"severity": "critical",

"cvss3_base_score": 10.0,
"cvss3_base_vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H",
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"cvss2_base_score": 9.3,
"cvss2_base_vector": "AC:M/Au:N/C:C/I:C/A:C"

},
{
"source": "GITHUB",
"severity": "critical",
"cvss3_base_score": 10.0,
"cvss3_base_vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"
}
1,

"epss": 0.97565,
"exploit_available": true,
"exploit_last_seen_in_public": "2023-03-06T00:00:00Z"

1,
"affects": [

{
"installed_version": "pkg:maven/org.apache.logging.log4j/log4j-
core@2.12.1",
"fixed_version": "2.15.0",
"path": "/home/dev/foo.jar"
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pipeline {
agent any
stages {

stage('amazon-inspector-image-scanner') {
steps {

script {
step([
$class:

'com.amazon.inspector. jenkins.amazoninspectorbuildstep.AmazonInspectorBuilder"’,

archivePath: 'IMAGE_PATH', // Path to your container image or tar file
awsRegion: 'REGION', // AWS region for scan requests

iamRole: 'IAM ROLE', // IAM role ARN for authentication

credentialld: 'Id', // Docker credentials (empty if public repo)
awsCredentialId: 'AWS ID', // AWS credential ID for authentication
awsProfileName: 'Profile Name', // AWS profile name to use
sbomgenSkipFiles: '*.log,node_modules,/tmp/*', // Files/directories to

exclude from scanning

// Vulnerability threshold settings (updated parameter names)
isSeverityThresholdEnabled: false, // Enable/disable build failure on

vulnerability count

threshold

thresholds

issues

build

countCritical: @, // Max critical vulnerabilities before build fails
countHigh: @, // Max high vulnerabilities before build fails
countMedium: 5, // Max medium vulnerabilities before build fails
countLow: 10, // Max low vulnerabilities before build fails

// EPSS (Exploit Prediction Scoring System) settings
isEpssThresholdEnabled: false, // Enable/disable EPSS-based failure

epssThreshold: 0.7, // EPSS score threshold (0.0 to 1.0)

// NEW FEATURE: CVE Suppression - ignore specific false positives
isSuppressedCveEnabled: false, // Enable CVE suppression feature
suppressedCvelist: '', // Comma-separated list of CVEs to ignore in

// NEW FEATURE: Auto-Fail CVEs - always fail on critical security

isAutoFailCveEnabled: false, // Enable auto-fail CVE feature
autoFailCvelist: '' // Comma-separated list of CVEs that always fail

D
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}

FZITH SBOMGen FHHREE

«  E¥ Amazon Inspector Scan RINEIMES , BEEAU T REIEE. SBOMGEN_PATHERA
IBIEL T 3 FREM Amazon Inspector SBOM 4 FRESHIBRER, IMAGE_PATHRRIRHEIBRAR ( I
WMalpine:latest )., IAM_ROLEZHESTR 1 FEEMN IAM AE€H ARN ID LK Dockerf&HE
iEID ( MREFEANELEEEE ), EANEEERARIRE IS ELEEE.

(® Note
M SbomgentE Jenkins B FH , HEBHFRM Jenkins B ZHEE ( Hla/opt/folder/

armé4/inspector-sbomgen ) o

pipeline {
agent any
stages {
stage('amazon-inspector-image-scanner') {
steps {

script {
step([
$class:

'com.amazon.inspector. jenkins.amazoninspectorbuildstep.AmazonInspectorBuilder’,
archivePath: 'IMAGE_PATH', // Path to your container image or tar file
awsRegion: 'REGION', // AWS region for scan requests
iamRole: 'IAM ROLE', // IAM role ARN for authentication
credentialld: 'Id', // Docker credentials (empty if public repo)
awsCredentialId: 'AWS ID', // AWS credential ID for authentication
awsProfileName: 'Profile Name', // AWS profile name to use
sbomgenSkipFiles: '*.log,node_modules,/tmp/*', // Files/directories to

exclude from scanning

// Vulnerability threshold settings (updated parameter names)

isSeverityThresholdEnabled: false, // Enable/disable build failure on
vulnerability count

countCritical: @, // Max critical vulnerabilities before build fails

countHigh: @, // Max high vulnerabilities before build fails
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countMedium: 5, // Max medium vulnerabilities before build fails
countLow: 10, // Max low vulnerabilities before build fails

// EPSS (Exploit Prediction Scoring System) settings
isEpssThresholdEnabled: false, // Enable/disable EPSS-based failure

threshold
epssThreshold: ©0.7, // EPSS score threshold (0.0 to 1.0)
// NEW FEATURE: CVE Suppression - ignore specific false positives
isSuppressedCveEnabled: false, // Enable CVE suppression feature
suppressedCvelist: '', // Comma-separated list of CVEs to ignore in
thresholds
// NEW FEATURE: Auto-Fail CVEs - always fail on critical security
issues
isAutoFailCveEnabled: false, // Enable auto-fail CVE feature
autoFailCvelist: '' // Comma-separated list of CVEs that always fail
build
D
}
}
}
}

ZRGEEATEREZ RPN INEE,
H#HIE CVE &

B#EBRR AN R FHIEKEGREBIIRE. N THIEXERBRSEWEFL , AELFENRINRH
CIETE G

isSuppressedCveEnabled: true,
suppressedCvelist: 'CVE-2023-1234,CVE-2023-5678'

CVEs EREZNHERBNZAME , X2ZKEARNE, RAELETRRZE , I RFE/H
FIPHEFIRF, FRERBMMBZLIRE , €] CVEs BN Z2kESR , BENTS
SEWERNY.

B3 kM CVE BI&
FFRBLERE , BULUGE—NELSBEHBRBN IR,
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RAriEmE

isAutoFailCveEnabled: true,

autoFailCvelist: 'CVE-2024-9999'

ZTRERATHERE  WXFAELXFBEEERIY. RRABLEXKZTNRENSLERZERZCE
IR, ZIRLBEMBEMRERE , AEFRSLEMN,

8 7 %, &E& Amazon Inspector J®AIR

1. SERTENHHE,

2. MEZHE , NERPEFE KRN, MRERHTML 8K,

5 CSV iAW E. THERT —N HTML IRENRH

Inspector Vulnerability Report

Updated at 11/8/2023, 3:52:55 PM

AJ L% T8 JSON SBOM

( Download SBOM )( Download CSV )

[ © SBOM parsed s

uccessfully, 7 vulnerabilities found.

Information

Image name

file:///Users/naveshal

I/Downloads/alpine.tar

Vulnerability by severity

Critical

1

High

All vulnerabilities (7)

Vulnerability Id
CVE-2022-37434
CVE-2022-4450
CVE-2023-0215
CVE-2023-0286
CVE-2023-0464
CVE-2022-4304

CVE-2023-0465

Critical

High

High
High
Medium

Medium

(® Note

BRMERRIBAVMA , BAZEHXIEFBSHER. B,

R

Image SHA
$ha256:5977be310: daf7
Medium
2
Component
pkg:ap ib@1.2.12-r1?arch 14.7
1551@1.1.1g-10 14.7
pkg:apk/alpine/openssl@1.1.1g-r0?arch=x86_64&distro=3.14.7
pkg:apk/alpine/openssl@1.1.1q-r0?arch=x86_64&distro=3.14.7

pkg:apk/alpi

penssi@1.1.1g-r0%arch

_64&distro=3.14.7

1s1@1.1.1q-10%arch=x86_648dist

.14.7

pkg:apk/alpine/op:

1@1.1.1g-r0?arch=x86_64&di

REXESHERNBRTNSH. Hla, mR

(A B HE

LT RE

S

ZCh

3.14.7

1

70N

LERFATERES , B
M isThresholdEnabled , fHEF| — &K%
& BUBRIZSBEH N isSeverityThresholdEnabled,

EERAER T Jenkins B Amazon Inspector Scan #E4EET ATAEIB ZIHY & ML 45 iR,

% 7%, &F Amazon Inspector AR &
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TEMBEUD sts REHIR

iR

InstanceProfileCredentialsProvider(): Failed to load credentials or sts
exception.

BRIR TP A

aws_secret_access_key3RHlaws_access_key_id#EREM AWS 1k, £ ~/.aws/
credentials FiRE aws_access_key_id #l aws_secret_access_key,

To3EM tarball, 2 b 55 F2 SRR A0 &k iR {5
iR

2024/10/16 02:25:17 [ImageDownloadFailed]: failed to load image from
tarball, local, or remote sources.

(® Note

REUTER TEES BT EEIR - IR Jenkins FEHETEIEINASESM G . 7£ Docker 5|2
BRI BREMEGE , UREZERSEIMERPEFTBESMGK,

BRI E -

BRIFLTHEA :

« Jenkins i P X8 &H BB RGBT IRENR,
o WERENRGFEET Docker 512 d,

o BHIEME URL EH,

- BEEEREMERBJTEHRIE (WREA )

Inspector-sbomgen 2481
iR

Exception:com.amazon.inspector. jenkins.amazoninspectorbuildstep.exception.Sbomge
There was an issue running inspector-sbomgen, is /opt/inspector/inspector-
sbomgen the correct path?
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BRI

EREEE , BRERA TSR,

1. FEBEIRERLLEMN Inspector-sbomgen T Jenkins BxH. BXEZER , 25 Amazon
Inspector SBOM 4 X 25

2. FERAUTHSRZ-HSXHRTFAHITHR : chmod +x inspector-sbomgen,

3. EmRHFPRMIETEM Jenkins HLEFEE , fHlH0 /opt/folder/arm64/inspector-sbomgens,

4. REHRE , RBEWMIT Jenkins 4B,

£ Amazon Inspector TeamCity T4

Amazon Inspector TeamCity 4| F Amazon Inspector SBOM 4 % 28 — 3 #3241 Amazon
Inspector Scan AP| EHEBE R ERIFMANIRE , IHEMUTLUERB I AENEEXNK, &

3 Amazon Inspector TeamCity i , &7 LA Amazon Inspector & EA#E R INE| TeamCity B &
Fo ATLARIER N B8 IR 8 A ™ E M Amazon Inspector TR BHRMEE B N FEEHRITET H %k
Mo YRAILAfETeamCity 3% L& & Amazon Inspector TeamCity FEHFHIRFTARA , Mt https://
plugins.jetbrains.com/plugin/23236-, amazon-inspector-scanner® > A Amazon Inspector Scan
£/ FER CI/ICD BEEBHEE |, iS5 Amazon Inspector A E R EIEH CI/ICD EiEF, BX
Amazon Inspector T HFENRERZENERESIER , BSRAIFNREREHEEES. UTTERN
487 I i Amazon Inspector TeamCity o

1. RE—NAWS IKF.

« AWS Ik £ 2115 1A Amazon Inspector Scan APl B IAM £ &3 TEE, BXiiA , 5
% & AWS K F° LAfE A Amazon Inspector CI/CD & o

2. &% Amazon Inspector TeamCity ¥

a. HEEFIERF , EEE > @
b. #3% Amazon Inspector 33,
c. TE @
3. %% Amazon Inspector SBOM 4 % 85,
« 1£ Teamcity ARZ5 25 B F &% Amazon Inspector SBOM 4 K25 —#t #I3X#. XA |, S
¥ % % Sbomgen,
4. ¥ Amazon Inspector A EDSERAME B B #,
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https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html
https://plugins.jetbrains.com/plugin/23236-amazon-inspector-scanner
https://plugins.jetbrains.com/plugin/23236-amazon-inspector-scanner
https://docs.aws.amazon.com/inspector/latest/user/scanning-cicd.html
https://docs.aws.amazon.com/inspector/latest/user/supported.html

Amazon Inspector AriEE

a. HEEEREL , MTRIFUESR , EFRNMWESR , RF1%EE Amazon Inspector

Scan,

b. BNEELTE#MERXREE Amazon Inspector HFMHERL R

o ANISTRETR,

- £ Amazon Inspector SBOM 4 H B Lk S5 A2 B TERE - B F 3,
- BEIAZERXRFERSEMN CPU R THSZFIMAH Amazon Inspector SBOM 4 5 25
« FHHELERGEIEM BT A Amazon Inspector SBOM 4 5 83 MR AN Y SE R BR 1R
BXREZER , ST Amazon Inspector SBOM 4 ik 85 1 % %% Amazon Inspector
SBOM 4R 88 ( Sbomgen )

« BABRK D, METURA MG, ZREMEFAMEG, REBIRIERE Docker 884
NE, MRESTSHARE | BFRETMHAMN tar XHRBEE. BFSHETHIRGIBREK D B

Z

o WFAMLIZFEAES : NAME[: TAG|@DIGEST]

o XF tar X : /path/to/image.tar
- XFIAM B, MAZESR 1 FEENAGH ARN,
- EERATREAEERN AWS X,

« (A% ) XF Docker B IIE |, iEi ALK Docker A & H Docker 3, {RYBETM
B TR 68 BE P a F AT IR E,

- (HIE ) WTFAWS HHRIE |, B ALK AWS HE 24 ID M AWS 4. REESRE
BRIE AWS FRHIT 5 GRS T 1T IR AE,

« (Hik) FESHTFEMNRERE. IRAEBENFEABED T SEENKE | NRE
HWERAY. MRELEN 0, WELRIASDIFE , WEEFEID.

C. ﬁj::%ﬁﬁo
5. &% Amazon Inspector JRAHR

a. STRIIEWHFHE,

b. MEZTMKE , NGRPEF—MaEHER, MRERE HTML , EFLLEE T JSON SBOM
5 CSV A/ RE. TR - HTML HREHRH
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https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html#install-sbomgen
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html#install-sbomgen
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@ -
Inspector Vulnerability Report
Updated at 11/8/2023, 3:52:55 PM

Al vulnerabilities (7)
Vulnerability Id Severity Component

CVE-2022-37434 Critical i ib@1.2.12-r1?arch: _64&di 14.7

CVE-2022-4450 High i P 1.1.19-10 h: _64&distro=3.14.7

CVE-2023-0215 High i Pe 1.1.1g-10’ _64&distro=3.14.7

CVE-2023-0286 High i P 1.1.19-r0 hs _64&distro=3.14.7

CVE-2023-0464 High i P 1.1.19-10 h: _64&distro=3.14.7

CVE-2022-4304 Medium it Pt 1.1.1g-r0 _64&distro=3.14.7

CVE-2023-0465 Medium i P 1.1.19-r0 _64&distro=3.14.7

#£4 Amazon Inspector £ GitHub &4k

& B LUF Amazon Inspector 5 GitHub actions B2& A , SK¥F Amazon Inspector &1 #5752
GitHub T#EFREH ., X&F A Amazon Inspector SBOM 4 B 28 #1 Amazon Inspector Scan API %3
BERNERIFANRE , IEERTUEBEZRENBERNK ., TBRERQN 2 REHREFN™
B M Amazon Inspector AR EE N FEIERBEEI AN BT GitHub Wik E EE&H
IRASHY Amazon Inspector ##4E, BXIMMFF Amazon Inspector Scan £ EIEH CI/ICD EEFHE
B | 55~ Amazon Inspector A E K ZIEH CI/ICD BiEH, B Amazon Inspector X iFHIR/E
RENEBRBESIR , FERZENRIEREANEEES.

¥ Amazon Inspector & GitLab AH#E S A

PRI LAEATH A C GitLab I/CD A4F#) Amazon Inspector , I Di# Inspector J&F3# R INEIIREY
GitLabXl B &, X2 RIA Amazon Inspector SBOM £ 28 F1 Amazon Inspector Scan AP| TEFIE 4R
RHERFANIREG , ISR TUAEREZABAENMEENK, TURELNFWREHREM™E K
£ Amazon Inspector IARBEENFETERBEBELH KM EALE GitLab Wik EEBRIRAR
# Amazon Inspector A ¥, BXIF Amazon Inspector Scan SR EI&RK CI/CD EEFWEER ,
B S Amazon Inspector I E K F &/ CI/CD EiEH, B Amazon Inspector XIFHIRIER S
MEBESIR , BERZENRERENEEES.
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https://github.com/features/actions
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_Operations_Inspector_Scan.html
https://github.com/aws-actions/vulnerability-scan-github-action-for-amazon-inspector
https://docs.aws.amazon.com/inspector/latest/user/scanning-cicd.html
https://docs.aws.amazon.com/inspector/latest/user/supported.html
https://docs.gitlab.com/ee/ci/components/
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_Operations_Inspector_Scan.html
https://gitlab.com/guided-explorations/ci-components/aws/amazon-inspector
https://docs.aws.amazon.com/inspector/latest/user/scanning-cicd.html
https://docs.aws.amazon.com/inspector/latest/user/supported.html

Amazon Inspector AriEE

#4 Amazon Inspector £ CodeCatalyst #4E

A LA Amazon Inspector 5L L # e &£ CodeCatalyst , I S Inspector JRE AR INEE
#) CodeCatalyst T/EREH, X2FIH Amazon Inspector SBOM 4 B 25 #l Amazon Inspector Scan
APl EMELRINERFANIRE , IHERTUEHBZRAENEERK, TURERNENR
TEENE R ™ E M Amazon Inspector JAHARENFE THEREEIH ALK, B Amazon
Inspector Scan &R EIEH CI/CD BEEFHFEE , BZHN Amazon Inspector HEE R EEH CI/CD
EEH, B3k Amazon Inspector XIHFNBRERGENRERIES IR , BERAZIEFNERERENEEE

o

[

£ Amazon Inspector 3 #H1E/E 5 CodePipeline

BT LB fE TAEREFRINRIEIEHE AWS CodePipeline 3R/ Amazon Inspector, It FI A
Amazon Inspector SBOM 4 B 28 1 Amazon Inspector Scan AP| FEMZBE RAETERKIFMIR S . LLERK
AR BIEENB A AENESEMN, ZInspectorScaniRER —HMIEE 1T Ei&4E CodePipeline |,
AERNFEETFRERBINRZLRE. BAUNE=FF#E ( HlI0 GitHub = Bitbucket Cloud )
PR ARFRABRRSENARFNRGERALEE, BXELEL , H2H (AWS CodePipeline
AF#E8) FMinspectorScan AR ESZE,

f /A CodeCatalyst #2/E 284


https://codecatalyst.aws/explore
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_Operations_Inspector_Scan.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_Operations_Inspector_Scan.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-cicd.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-cicd.html
https://docs.aws.amazon.com/inspector/latest/user/supported.html
https://docs.aws.amazon.com/inspector/latest/user/supported.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/action-reference-InspectorScan.html

Amazon Inspector AriEE

M{& Amazon Inspector X & AWS IREMN B ESBE

&R LAM Amazon Inspector 2 & WK F &2 R & ¥4 Amazon Inspector X & AWS SMEHNEBE
SBE , ZREE B XEHKF FERE Amazon Inspector HIERSHFAE B ME 1T HIE

(@ Note
MRERHALNBEMERER , MANEFHLAPAMEKSNFEHAEFEE MR ITHEHE.

LTERNA T WAIIFEN Amazon Inspector SMEN B E X,
#{& Amazon Inspector 3 & AWS HREN B ETE

1. FRENEIEES , AT hitps://console.aws.amazon.com/inspector/v2/ home F 37 Amazon
Inspector ##| &,

2. HESMERKT , ZEKSEE,
3. EEFEERR, FRABRUT®RIFz—:

« ERKFAUEEKFRBINEER,

%2 L Pl EFE Amazon Elastic Compute Cloud ( Amazon EC2 ) B E %,

B ARBFMHE , 0EE Amazon Elastic Container Registry ( Amazon ECR ) WEBZE £,
R RBMRBITESE Amazon ECR BB ESR X,

1%4# Lambda BN AT BLEE Lambda BN B E X,

UTEBNATBMNETFRENEER
£

- KRS RAINNBEER

0 Amazon EC2 LB BE X
M Amazon ECR B ENEBE R
0 Amazon ECR RGN ESR
¥4 AWS Lambda BREEBE0HE
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https://console.aws.amazon.com/inspector/v2/home

Amazon Inspector AriEE
K 7= 4% Bl By 7B 55 =

MBENKFARALN— R , RETFRHALM Amazon Inspector ZHEFERIKS |, MK &M F4
REEXENKF MK ERABRSHER. FHEDF L |, BLUBESEAX &K - AT E 51X
BERBBRRVAHE, BXEZEER , 5 Amazon Inspector FEY B3 AL E,

MR EEIK R ELLH Amazon Inspector ZEREE RIS , MK A&+ SRHALAFKFNE
HBEREHIHALRPWAEKR, . XTFE8NKF , ZIRBLETKF 2B EHE Amazon
Inspector , TIREFHE , ERXETRANZKFBENRRARERE, EREREER , B LUEALIE
MFERALNENBETRE. BEAUNNMARAKFBEREARERENRRAE, BXEZE
B #EZR ARAKFESE Amazon Inspector 331,

M Amazon EC2 SR B £ =X

SEHET S RFEH AWS B9 Amazon EC2 326, FIRBRLATETF494A :

- 25 - S RIMEPHAEES, REFEREFH LT HABERS
- A - &~ Amazon Inspector FEIME H o) M5 = M H BV P E =61,

- R - £R Amazon Inspector RERER EFH BEMIFHNFIERS. ERINEAT HTA
Amazon Inspector & ¥ 2 M3 #3526l

EC2 EHIgEH T &M RE HIMERFHFET+ L, Amazon Inspector £/ AWS Systems
Manager (SSM) #1 SSM REXR Bz M EAEEN EC2 XHIhREFERE. MREXHEEFIZT
SSM R¥E | ;& B X ¥ Systems Manager #9 AWS Identity and Access Management (IAM) A€ | =
FBRABTXENIRERSESHEM , W Amazon Inspector &M M ZEH, BEXEZES
B Amazon EC2 =433,

EEMNEI+F L, IKFSIEEE AWS IKF THBEZFI,
EC2 RHI#rE — I E REXRFIXBKNFE , A THELNEHRE S ERSHRERE 2.
BERS - WY ERBERSER | qfLLR2 WINDOWS, MAC, LINUX % UNKNOWN,

R - 58 R Amazon Inspector I EHIFERAPRE T REXER LR ENRAEF *,

FRAERE - 5 E R Amazon Inspector EXRERRREFEIRBERIATE, Amazon Inspector
TRENMEEOR T EARAESANAE S ZE,

KRB B R R 286
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EEEBXEC2RHINEZEFMER |, 1HikE EC2 LHI5IFIEERE, A , Amazon Inspector 2%
TEXZEHFNFAGEUARZEFAN L RAELRI, EEFRERINFAFE , FEREREIFH
g, NEFETHRXEFMAEER , HSREESF Amazon Inspector HEX I FHE S,

3 Amazon EC2 2RV IRASE

3 F Amazon Elastic Compute Cloud (Amazon EC2) £4 |, AIaEfVRSEZHE -

« £3)%$® — Amazon Inspector 1E 7E 3542 14 35 M 13261,

« BHEREXGIZ#FRBS - HEFBISFNFIESHEKPDET 1200 GB |, =& — M EHIFTEREMN
&S 8 NEF , Amazon Inspector FfE A LLIRZS .

- BHITRELHIWER B BRE - Amazon Inspector £ ZiH X L 6liE 17 AR BT BT B AT,

- EC2 RHIBZ1t - ATFRHI4FZELIEIRE , Amazon Inspector E£ 7 XN XFIHNHAE. FAIENERAE
RINEFIFER)FIL L, MBRRFIEFHZZ) , Amazon Inspector ¥ B sk E JF L HI 8913,

- HNEBERIR — Amazon Inspector =i 1AL B8t &£ N ZB4E IR, Amazon Inspector ¥ B zh b B IR H
RIRIRE A,

ToiF % — Amazon Inspector FHAEATFHABESGANKGNARERF R, EZHIH Amazon Inspector x
B A] BB 2 4RI BR L B T EE 1T o

EEE R |, EEHA AWS Systems Manager KR InspectorInventoryCollection-do-
not-deleteXEXTFHEBHXREBRAS K. LA, £H AWS Systems Manager Fleet Manager %
EXBINFRGNARFES,

- {32 M - Amazon Inspector 2F LA ZEHFl, EEERAZES , SHFETSEK.

- ZEWIHREHE - Amazon Inspector EfFEHIM ARG | FEFHHREHE,

« BIRELIE - KHIE4&1E, Amazon Inspector HETIEEFBIZEFININEBFAELXNMMNBZREIE,
« BRI HI — Amazon Inspector TTEWEN £ 7 RA N IZEFIHERNERENEHHFNARFEEL,

EgERA , EFEA AWS Systems Manager ¥R L FIPT 4 FH Amazon Inspector <Bk7F1E
BIFEEZET. s, FH AWS Systems Manager Fleet Manager BiESS B 54 R TR FFiE &£

« JEEEH EC2 3=l — Amazon Inspector RIEZEHRIAEHEH, EHFH AWS Systems Managert
=
Bo

EEEEE , RATLMER A AWS Systems Manager utomation AWSSupport-
TroubleshootManagedInstance runbookiZ2#tH ., E&EE AWS Systems Manager 73 & ¥ 3Ll
J& , Amazon Inspector ¥ B zh FF i 3548 W = M3 H#H1Z 3L 61
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https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-awssupport-troubleshoot-managed-instance.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-awssupport-troubleshoot-managed-instance.html

Amazon Inspector AriEE

. TXEFMNIRIERS — Amazon Inspector RIERHI[HEH, ZHIEA T Amazon Inspector T IFH
BERSHEM., BX Amazon Inspector XEFMWIRERZEN IR , S HAmazon EC2 SEHIHIRTS
B,

- FHUMBFEEBDHEIR - WIREBRR EC2 AL TEIRE , BFEES ET Linux B Amazon
EC2 S£4I#Y Amazon Inspector JREKE X IR, ARNRAEREHE RTHE !

- BHREREREFTWERS - ZE4| 28I Amazon Inspector SREREH 5000 MEF IR
Hl, ERETHEFINREERE |, BaURRAREZKF BN B TEKRE,

- BHRERESH SSM FE R4 — SSM Agent 348 Amazon Inspector £3&B % , BRAXN FiZ
%6, BEREFRENEHINENFELEIEN SSM BFHl. BXEZER |, 555 Amazon EC2
Systems Manager ¥ & F & &l

- BiREREUWER B RE - Amazon Inspector KEEiRIMEFTEFLE , BN EFIWEREBY
T 15 7R KRE,

o REREREBIBEE - Amazon Inspector SSM i@ E REEB R ERZFINEBFTEL, XEE
RELBEARNER B2 , MRMRDBE 6 PENAREE |, EMEMA Amazon EC2 Systems
Manager #4R %356l Z1EFTEH Amazon Inspector X Bk H B XBXIEEi121T,

BRA EC2 RHIEEHHERENFMESR , FSAmazon EC2 KAHIHH.

F Amazon ECR FEEMNEEXR

FREET SR AWS IME M Amazon ECR F#E. FIRBUTEIN K94 :

- 2% - ERIERNRBEEEE, RS ERFEEN e 23 #IRES.
« BEUE - £ BRYE Amazon Inspector Bt EEEINER SR ENPENAIEF#E. RSJNEREFEE
BY BT H RS

« BEUE - &R Amazon Inspector RERER B EMNITENFIEEEE, RRYHEBETRHAL
Amazon Inspector B B EMPABEFME.

EHMETFR L, "tk FIEE AWS Ik REF#EN.

EEFEEXTFHENHEMIFAEE , BEREEENB M. A/S , Amazon Inspector & R1FM#EF
NBERRENFIRURBINRGHFMAEE. FAEESHERERE, REFENAERS. HhiEa
FEXBREERISGITEE , SINRGHXBRAELIHE, ERATHNEEFRERNKITHENXE
BiE , HEEREHNREIRZ,
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https://docs.aws.amazon.com/general/latest/gr/ssm.html
https://docs.aws.amazon.com/general/latest/gr/ssm.html
https://docs.aws.amazon.com/inspector/latest/user/inspector-ssm-plugin.html
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® Note
RELFH Amazon ECR RET B EEEBE /N EHF.

¥ Amazon ECR F#EMNRASE

%tF Amazon Elastic Container Registry ( Amazon ECR ) Z#E , AIRERVRBEEIE -

ERUEIFLE) - X TFME , Amazon Inspector 2FE B IRFHEPHREGR, FHENIERITHE R
BERFEATE, Amazon Inspector P SEHEIEFTRGR XY H#H TR , MREA T H5ZMEGHEX
HIET CVE , NS EHAWMEK, Amazon Inspector FHLELRBEER Amazon ECR B E 4R
B, 9REE WG 42 b 13 6 B R AV BR AR

EBUE (HEERT) — Amazon Inspector R TEHEFRE B IHETFHEPINEINBEREGR. 2FF
fERUEIEREAE | HigE N HER A,

« HRHIELE — Amazon Inspector o3& 1H Rl 76 BE S 176 B P BV T R 23 AR 1R

EEEEE , FRELEMN AWS Identity and Access Management (IAM) SR 21 Amazon
Inspector 7[R 776 FE o

- EFA ( F3 ) - Amazon Inspector KRG H 17 & EE P RVEM R BR[MR. FEER Amazon
ECR B iRENELRFH M,

BT 44 Amazon Inspector B FFERHNREG , BRFHENPABHREEINERERE K AR

EERFEAFERGIE RN HEIHTRE A ERE,

EBUE (15 8F) — Amazon Inspector REHEIA RGN B HBFREFNENTRRER, FREE
RYIE SR IR B A AT

- NEF4EIR — Amazon Inspector ZIH T F R K £ RN IPEEIR. Amazon Inspector I B a1 4L E iR
HRRIXEFAHE,

BRNFHEREAMRBENFMAES , 2 MAmazon ECR BEEME&EHRH,

TEM Amazon ECR RS EGHN B SR

MUGIEIR & R AWS FREH ) Amazon ECR B, FIRKBU TR F94A
« 2% - ERERPMERSERG, KA E RGN HIRBRS
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https://docs.aws.amazon.com/inspector/latest/user/scanning_resources_configure_duration_setting_ecr.html
https://docs.aws.amazon.com/inspector/latest/user/scanning_resources_configure_duration_setting_ecr.html

Amazon Inspector AriEE

o EEAE - ERBHIE Amazon Inspector B EE XM RPN PABHNAME B[R ER, KT ERIR
B Y BT HHERES

- RIH - £ R Amazon Inspector RERER B EMITHNFIERSREGR. ERIREB T HTA
Amazon Inspector j& 85 W = PR &,

ARV EAURESATEISMHNEREAERBIEEN L, BREAEFM#EERBE Amazon Inspector 3
HEFEMES |, 3EF Amazon ECR REMNIFEIETRZFME, RNERELE T ECR EFFHE
ST REEN RBAHEERIEBG, EXEZER , FSHAEE Amazon ECR B FER
8o

ESMNEDFL  BREEBNRIIEEERBIMBNFTHENER. K/ JIEE AWS kP #HE7F
EEMN. LXEESE R Amazon Inspector LXK ERRE2RFEMRBENRE, XJEDIEEEN
RERXRINTHERN., EFRRNNARFERN , REHIH CVE EFHBENHITRE, BXEZE
B , %25 Amazon ECR BN HEIT N

EEEEXRFHEREGNEMFAFR |, FiEF ECR AR BHIPHEEE, AS , Amazon Inspector &
ETRBEXZRENFABTEUARZMRENLSFBAELRN, EEFHERIANFAGE , FEEFESH
Pk, METHXLFMESR , HSHRESF Amazon Inspector HEX I FHE S,

i Amazon ECR B EHIRSE

3¥F Amazon Elastic Container Registry Re5M & , TRERVIRASEBEE

o EZUEIR(IFEL) - Amazon Inspector 2FEEEMSG , HESH XA MMANEXR CVE 8y , XS Hi
TH—RAE, SHHEERUEMREGH , H2RFREH Amazon ECR EFPAEIFLRE, 7B
BNEMESA TERPE K FHENERABRENFEZRAE,

o BEUEEAR - BRHIEFBREGAET | Amazon Inspector #4 BH A ZMG. FHEBREBNEFEHER
RAT7HEEEE , FHENERAEEENHARARE,

- AEBESIR — Amazon Inspector = iR A ST MG & £ A EP4EIR. Amazon Inspector f B Zh A B 45
®RFRRIEE I,

- ZEWIHREE - Amazon Inspector EfFBRRA ARG | FEHHREHE,

- RIHRBETH(IFLE) - Amazon Inspector 2 EEXMRGENITE, EEN B EHAEEMEED B
BIEEWEFERBA , MG REH. BAIUHEERFEREGAIRERHE,

o PRFRE SIS H(HEIERT) - Amazon Inspector 2 EEX RGN, ERNEIEFHEEEESDHN
MEGIEENIFEREIA , B RERH. S HEEREUIRERE,

Amazon ECR BEEMEGHAERSE 290
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o FHAWME ( F3h ) - Amazon Inspector T3 Amazon ECR BEsl &, FHMENEMEEN
Amazon ECR iR E N EARF A, EFHAMER Amazon Inspector BEI ARG | HRFEMEE
RERNEEAE L ARERFEPERGSHENEHEFTRGI A,

. TXEFHNBRIERS — Amazon Inspector RIERFIFMEGE, ZREE T Amazon Inspector T X 1FH
BERS , B EHEMA T Amazon Inspector XY EARER

B Amazon Inspector XIFNRERENIIR , BSREZFNRIERS - £H Amazon Inspector
#1147 Amazon ECR 33, H5% Amazon Inspector XIFWEAKHN IR | B R ZIFHEMAESE

A,

BRAGF#ENRGEERFHRENFMAFES , 5ZMAmazon ECR BEsM &G,

B

(L AWS Lambda BREEB &30

Lambda &3+ E RIEMIREFRH Lambda B, AWS AR AEFHNKR , — N ER Lambda tr/EgERH
HNEHBBEZREAES , Z— 1 ER Lambda REBABNEBBERIFMES ., B LUREU TR
X EBHITOA :

- 23 - ERFEPWPTE Lambda B¥. RASFIE R Lambda B H BT AR

- 9 - EREHE Amazon Inspector B E EiF$#H 1Y Lambda EE. RAFEREA Lambda BB Y
BIHEERES,

« KA - ERIBIE Amazon Inspector ELEARFAEH Lambda B, FEEZIREA T AT A Amazon
Inspector &8 M EMPABEE

Lambda BB AT REH F 2R ER HIERBE LI+ L, Lambda BEEAIRERE T 18 R A ME Amazon
Inspector WK | HEFFEANPAIERE LR, BXxEZELR |, BHS W Lambda RERHEE,

EENMNETF L, MBBHRIIEE Lambda BRI EFR. “tkF” JIEERE AWS IKF ZEHEBH, =
TRRSEERBNEITHRSE, MBFE RSN Lambda BN H e HIERD, BERSE RN
ATEHENIRE, EXE#E5E R Amazon Inspector E AR ERREEEFEMBENTE, XATES
REEFRAERIAHEN. EMERNNARFEELN , RELNH CVE EFAENH#TRE, &
KXEZER | ESH Lambda BB AT

IF7E33# AWS Lambda BRERVIRASE

¥F Lambda BE%X , ATRERVIRSESIE -

P AWS Lambda BB &R -



Amazon Inspector AriEE

- EZHUE#E — Amazon Inspector IETEIFEMEIEMITHE Lambda B . FERBOETIHThREHIE R
FRENNEJTHNRAE  ARERBETSILAAFHNELRBANXEHBO (CVEs) B3I EHA
X LB,

o RPRZHEBR — Amazon Inspector R LKL , R AZERLE EHHERERBTEE 2

- PRFHARKEIH — Amazon Inspector RGN EE , AN B EXBAARERMZEHEE T E 90 X
FEKAfE,

- HNEBERIR — Amazon Inspector =113 B BT & £ A ZB4E 1R, Amazon Inspector ¥ B zh b B iR H
RIRIRE A,

- ZEWIHREE - Amazon Inspector BfF A ARTG | FEEHHREAHE,
« XX - Lambda B E TR REFZHE,

Lambda EEAERSE 292
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£/ Amazon Inspector EE Z/NIKF~ AWS Organizations

A LAE R Amazon Inspector EIEAL R ZNKT . Amazon Inspector XIFRM S KT EE L X

« AWS Organizations REEHZIEEE R -8B B XEEALK - B3 /8 A Amazon Inspector , N EH
EEARMEPEE, AAXKAFSAMLEABEE  HAERAETIRREENEZEREERANMA
=P

« 3F AWS Organizations REENZEREER-EERATEFTEAHLABENER TEEHLR Amazon
Inspector YTk, RINMEE R AR KA, S A Amazon Inspector HELEHEIZE.

XEFEMU—EBEA, AAKKBHEES , SMNSBHEREXENEAH (BRATHEEERE ) K mE
MNEBERNRBZFABEERE (HNEHEERXTRERERE ) PEFHN, UTETER T XLEE
BhZE, MAEEEREERAURNMMAEERAKF,

e

« T # Amazon Inspector HYZE R E I8 51 K 7 1 BX 5 K P

« $87 Amazon Inspector ) &Rk S 12 7 Ik F°

T & Amazon Inspector R EIE 3 5 K 7 A X 5 Ik

EZKFPIERER Amazon Inspector B, ZEREEAKF TGS ERBIE, THIESE
Amazon EC2, Amazon ECR ] Lambda B¥rAIH#E LA K Lambda 1813, ©SESTIERRKF BN E
2RERVE R, ATREHTEXZTIREE R IKF A SR ITERLE R MELUR B 5 K o] AR 1T B R 1E B9
R,

ALARFAERE

L {F A AWS Organizations K #RZ B Amazon Inspector & | NBAINT—FMPEEER  ZERRE
AVFHRLEIRE -

REEENRIR

HALRKABBERAREANTRTEEZERNERZARRAKSHITER. BRARNERAREERE
MR EN APl ERFAY , AER—ITHENER , RPZARBALREEE,
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Non-policy-managed resources

HARBPRIEEN TR LIAZFRNERE MK AKFFEH Amazon Inspector 2§l &% API #
TEREE,
REEREEE

FARADETERMEE  BROEEAPTURNEBAKRE , 5 EC2 ARMK. RE
REHEN ECR EFABEENNE, ARKRMBHARRTRA  MARHAROETHR,

BXROIZEFEE Amazon Inspector HABEKHWEZFE L , S H Amazon Inspector BIER AWS
Organizations 34,

EZREERRE

BE  YEREEBEANRENATERKAN , XERBEANATARPNEEMKS, EREERE
ALEENRRBAEKF MEMAREKRNES. Amazon Inspector ZiREE G K Al AT T g
£ -

- XA AWS Organizations EEK S T EIEENMBRERNEE R,

- BEEEREEAN , BXTNEEEENHAKSE TR —1MNHEE,

- BEENMEEXEKIKFH Amazon Inspector JRZ , BIEEUEFER Amazon Inspectors

- NALANABERAKFBERERTBEE,

- EEBENMARCERAERIEE , URALAFTERAKFWRAELXIIFHE.

- RIENMEBENATALNMEKFNBAELXIAIEIHN,

- NELMPTE KR BUE Amazon ECR E5& 1,

- EEENMNALANRRERE,

- RALAFIERRAKF ENL B EFHITH ECR ASMENFLERE, ZREE A WREIFERENR
BEXBERAKFEINAMERE. ARNNEKFEERREE AN Amazon ECR B3I EH A
HIFERE, TEAZNMNKFRET RN ERTRSTLENE,

« 79 Amazon EC2 ¥y Amazon Inspector REREEERMNEENER , XERZFFEHALNNME
WFEARER. BRIEZA , EREEAXRTANMAKFREENBENREERE. EXEEREREBEN
BENEZEL | S Amazon Inspector SRER B/ B E X EKEZE,

« NG K EOEFE B Amazon Inspector SRER E,
.+ SBOMsHALAFHEMRAKT" Q@ SHi.
« NARPHRBERAKFIZE Amazon EC2 H#EEN, BXELZEER , TSR EEAHEEL,

EREERRE 294
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- RIRNEBRA[ADRBEKS,H CIS HHEEE , BRAKS 02N EMEAKMEERN,

® Note
MRBKAKFEFALR , WEREERAFTEBEIZK TN AELE.

- ERHELARABKSE CIS HEE R,
- EAELARKN  FARKKREENTREEAMRE  EFEATEARNERARKEENTHERE,

R 3 K P #R 4

FX 5 0K 7= AT BAE Amazon Inspector FEFMERBXREKFANEELS , MEAKFHNRENAZRKEER
B, ALRNMAK RS 7 BLFE Amazon Inspector FIRITEA TR 4E -

- B WK/ BE Amazon Inspector,

- BEEACKFHRFRERR,

- EEACKFHIEERAFHAES

- EEHCKFH ECR ARG HIEFARSENHIRE,

- 79 EC2 9 Amazon Inspector REREEEENEBENBRE , FERFBNTATMHMNADMAIK, . BR
TEREBERANALEENBEENRRN , FoPBXERE, EXEEBRERERENESELR ,
E 2 Amazon Inspector JRER BN B E L IKE,

- BEELNEREE RN Amazon Inspector SREREIRER B E N KE,

- 5 SBOMs i 5 H K X EXHI AT R IR

- EFEHEKFAAEERS,

- AHKFHIRMNERE CIS HEERE.

- EEHKFPRRNEM CIS HELR , SFHEREE R ITTHNEE,

- BATZHALARMEENTERE, HAKFATEEAREARKERN MK,

® Note
BEE , REZEREE A, F8E/E A Amazon Inspector,
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& E Amazon Inspector I ZERE & 5 K
EREEAR—MNEALEBRSHK,, ZXEFNA T WAEE Amazon Inspector HEREE R -
EEEM

EIEEZREERZH , FERUTEMR :

ZRERAKRZALUEE 1 TR

RS ARG KT 10,000 4, 053853 Amazon Person CloudWatch al Health Dashboard U
@A, HESBEFHELAEEEREERKS,

@ Note

HEI AR 10,000 MK ( &2 50,000 4 ) BHALH AWS Organizations %

B& /5 i Amazon Inspector BY , ZBUEREA TAAEKS,. B2 , RE 10,000 Nk FE
Amazon Inspector AL xEk, LR , RN EE H R8ETE Amazon Inspector 12 H| & #
EFIX 10,000 Nk - R E L R MK RS

EREE AR XEMERN,
Amazon Inspector & —T X1F RS, EitXIFEA Amazon Inspector WE/N AWS XiF b5 , &E8
VMBS ZIRPHNSER,

—NHAARBEE—REREEA,
MBF—NKFEENHP—NKFHNEREEER AWS XiF , MiZkF SR 2MEEMIKS P
EZREER AWS X1,

EREREERT2EFERAKAKFH Amazon Inspector,

MREBREZEREER , MAAKSNERMIKS , AEEETZ &M,
B AWS AR ATUBUEFTE Thik.

X2 BRIARE AWS Organizations, MR RBCEFIEHEA , BSRBUEHA P W B S,
HAOARBREETERNERRRE,

MREHHLFER AWS Organizations KEEK /S A Amazon Inspector , NI K B& & B R E B AW
ERERR, BMNBENECREALRB A EEEMNEER , LAR—BNEE, BXESZE
B, BSH ALBGAEREE,
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EEEREERAFFINR

&L BE Amazon Inspector #1EE Amazon Inspector ZIEEIE G R, M TiEARMNE
IAM REEREBUR FXLENR, BEXRELELR , BSHEE IAM KB,

"Sid": "PermissionsForInspectorAdmin",

"Effect": "Allow",

"Action": [
"inspector2:EnableDelegatedAdminAccount”,
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"

HIEW AWS HLOIEEEREER

UTEBNATMANEHAREERZREER, AR ZIE2H , FRRESHAEZREEAEE
HY AR A K P R — MR,

(® Note
B BER AWS Organizations EEIKF F BESEH LR, R B AWS Organizations & Ik
SHTREEEMREER, JRFENRIEEEEREER. BXEZER , H5H EEZH
EEAENNE.

LB E IXBE Amazon Inspector B , Amazon Inspector 2 AKF SIZRSHEXAE
AwSServiceRoleForAmazonInspector. B> Amazon Inspector IM{AFEARFZHEXABHEER ,
BZ X Amazon Inspector RS XA,
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Console
$&E Amazon Inspector ZIEEE R
1. &3k AWS Organizations EEIKF , RA/FTE https://console.aws.amazon.com/inspector/v2/
home L£3TF Amazon Inspector 2 #1&
A AWS X EFREEERE AWS XiF BEEEZREE R,
ESMmERT , ERENRE,
EEREER"T , WMAAWS K/ BEEENEREERMN 12 4 ID,
ERER , ARBREREIR.

o & 0N

HEEERREELN , RABRTANZKFAREMEAHEER., MREEHN AWS
Organizations Bk F8E Amazon Inspector , HERA TS,

3 AWS Organizations B 1K 7 & Amazon Inspector

1. BRXEREBAKF , RS hitps://console.aws.amazon.com/inspector/v2/ home FITF
Amazon Inspector #2414,

2. ESMBERKD  EEKFEE,
3. E“Dkf” T, % AWS Organizations Bk~ | REERE “BIE
4. EFEFHN AWS Organizations BEEK FECENABWER  RABEERRER,

API
EH APl EEZEIREE R

-  f#H Organizations B AWS ik~ HEH#E1=4T EnableDelegatedAdminAccountAPI #
o BB A LUEEIEST AWS Command Line Interface BA T~ CLI &8 5 SRIITILIR/E : aws
inspector2 enable-delegated-admin-account --delegated-admin-account-
id 11111111111,

(® Note
FRIEEEIRE N Amazon Inspector EiREE & KK RIS 1D,
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Amazon Inspector AriEE
N A FBSE Amazon Inspector 31

BT LU B 75 5% R H A B B K 5 K R OBUE Amazon Inspector, S&ERE 5 EBUR T B AEBER
MAREN,

AWS Organizations K# ( BWATEHEE )

£/ AWS Organizations KEEEZENMNAL P B35 AEFEPIEHITIEER Amazon Inspector,
XA EATER-BNARESSE  HEIRATHKS. BEXFHARE , ESHEXCE
Amazon Inspector FKEEH) AWS Organizations X4,

EREER R

EREREER , BB T SHREFZEF AR AP NEFER G K NATE KRS Fah#0E
Amazon Inspector. HAFEAHMAREER |, XfhAERME T RIEM,
2 RAKF BaEUE

EFRZHLABSRRBRHINERT , KAKS LR B 2K P B0E Amazon Inspector, BUEE |, &K
PREZRNEE R xBK,
N AP BERE

LTSN EMAERAERER QMK G K5 EBEXN KA KFHAE, X Amazon Inspector 3
HRBMPWEELR |, BSAmazon Inspector FHY E KR,

ENMERAK, B BUEAE

1. FAZRNEEIKFIERESR , RFTE https://console.aws.amazon.com/inspector/v2/ home £
$TFF Amazon Inspector #4114,

2. HEAXESEERER[REREZCEMEKAKFAEIE AWS XiF W&,

3. ESMBHRTP , EBKFEE, Mk ETFE RS AWS Organizations B I < Bk FT B 5L
AP,

4, FEALAT , EHKSZINEERE, REEFHTE , ERENATRAKFHEEER, &0
BUTHRESR .

« Amazon EC2 i
« Amazon ECR 3%
Lambda #r/E
Lambda X313

N EL R MK P 80EF Amazon Inspector 133 299
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IERERPERER |, BRERTF.

® Note

MREEZARF, , UXAEBNINNEHLESHIR, EEIEINNEHLERNIKSHK
B , FiER WA,

5. FIFFRFARAKS BEBUE Inspector IRIE , RFEFE RN FINEIH LAY R MK B AR f#HIE
O, WA BUERUTHABERRE .
« Amazon EC2 i
« Amazon ECR 13##
« Lambda ¥R
 Lambda X#B1F#

IEFRERPAEREE | BEBE,

® Note

N R B3hEUE Inspector % 7] A LB PFTAE KRR K 52 BUE Amazon Inspector,
MR AN HERY 5000 6, HiEEFENXA. MRKAAKS BBRDE DT
5000 , MiZiRERF B3 EFBUE

6. (#HF)EEFENKAKS AWS X HAH#HDENEBNIN I RPESE LRSI TR,

NEFER B P RUER

1. FRAZRNEEAKFIEBES , RS https://console.aws.amazon.com/inspector/v2/ home £
$TFF Amazon Inspector 414,

2. FAXEEFFEREHIMERAKSAEINGE AWS Xif WLE,

3. ESMBRKTP , EBKFEE, k- ETFE RS AWS Organizations B I F < Bk FT B B
A/,

4. EHAT , ZHPENHBEFARNSINAKSZUNEEE. ARERHE  ERENATHRA
T PRI HEIE T, B SUER LT EER

R B P 0% Amazon Inspector 3# 300
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5.

 Amazon EC2 3
« Amazon ECR 133
 Lambda #RAERHE
 Lambda REBBHAH

IERERPAERER | BRERTF.

® Note

MREEZARF, , UXAEBNNEHLESHIR, EEXEIMNNEHLERHNIKSHK
B , FiER WA,

(%) EERENBERR AWS X AR NRENESNMN SRPEE LRI TR,

LARR 3 K = & 0 BB 3 48

1.

5.

FRENEIEES , ARAETE hitps://console.aws.amazon.com/inspector/v2/ home F 3 F Amazon
Inspector #H| &,

8 X AR IR R BRUEFIA R A MK I 8E AWS X8 V&,

ESMBERT , EEKFEE, K/ &IFE RS AWS Organizations B IK 7 < BXEIFTE X
AN,

FARAT , EFENKSZUNEIRE. REEFHE , ARBENANREIAT, S UERLT
HERE

« Amazon EC2 318
« Amazon ECR 1315
« Lambda ¥R AR

« Lambda X513

IERERPERER |, BERERTF.
(%) EENRAKFHERARNENXBEEXES R,

N EL R MK P 80EF Amazon Inspector 133 301
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® Note

MR EH AWS Organizations B2~ H Amazon Inspector WEIEEEAMKS, , M7
FENKFBUENKAKS AEERHEFS.

G EERT
IMMRALAFKEEEEEEMIKF B Amazon Inspector B , NZEEWEE R MK R KF T %
£ Amazon Inspector S RIEEENAEEE, enablement/disablement APIsAPI i& 3R fF
KM, AER—RBIREE , RPZBFRHAATREE, SNMATUSARBEREEN i
AERE,

£ Amazon Inspector FEUH X 5 ik 7 B9 < Bk

ERBEREER , BAEFEBUERAKF SR HXEK, EEUEXEKK R K/, IKFFH Amazon
Inspector 34k FRBUBIRS , ZKFRERNIMIIKF, BT RXEBERZIKFH Amazon Inspector, 1B
2, BA LR 2 B BUE R BN A A S8R BRREKER, ATNETUAURREER S
BEUEXERK R K.

(@ Note
ERRSREEENK/ARER , AR IZ0K - M inEA £ 31 123 #E 2 B Amazon
InspectorH A B K,
Console

52 P2 i & BUH B A K P B K Bk

1. FRAZERNEBRRAKFIERES , SRABTE https://console.aws.amazon.com/inspector/v 2/home
LE3$TF Amazon Inspector 2H|&

A XA RREREEUEXBR R A K, AWS XiF WiLE.

ESMBERD , ERKFERE,

FHAT |, EPEERUEXBRNSNK S Z 0N SIEE,

ERIRERRE | RREFRBUEXEKKS,

o M @b
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API
5/ API BUH B & K 7 B9 < Bk

1217 DisassociateMember API #4E, EiERH , 124 IDs BERUERBEHIKF,

£ Amazon Inspector R REREE 5

BT REFE EBBR Amazon Inspector ZIREE AMF . B LAUEE AWS Organizations EE K~ 1Ttk
B1E, EBER Amazon Inspector ZREE A M/ E |, ZK - R EFAE K G K HH Amazon Inspector
P FBERS. BEREEAKFREFAERAKSEA IR LIKS, , HEREERBHABRE.,

® Note

&R AWS Organizations %’%IEE"“EE Amazon Inspector WEA , IIBRERNEER T2
FIMREENHIT, BIBEALKBRE , KWAONRESEEARS , EEEEFNENERER 20 ,
B BT P B R B4 %HTﬁJLa'\EﬂFE’&é)TEMEEJJ’“%UAEFO

EFHNETHNABREREERKS.
¥ Amazon Inspector EREE F

UTEBNAT AR Amazon Inspector ZRE 2 5 AR A A 52 K F S 2 ORE 2 5 I P o< Bkt
Ko

Bx IS E Amazon Inspector ZREBRAE LR , ES M Amazon Inspector 15 EZE R E 2 7 Ik
Fo

® Note

£ #87E Amazon Inspector ZREE R & , Amazon Inspector iR E I 7 S F 3 X< Bk K &7 K
Fo

BREREER

1. AWS B 4|A 5 AWS Organizations B2~ & %,

2. ¥ https://console.aws.amazon.com/inspector/v2/ home A $TF Amazon Inspector 2 F| &
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3. FAXEERBEFEBREREER AWS XiF HUE,

4. ESMBERT , EBEINRE,

5. EEREEAT , uEBR , RAEHINEE,

FRAGHMNEREE RAXEK

1. FAZRNEERAKFIERESR , RISTE https://console.aws.amazon.com/inspector/v2/ home Lt
$TF Amazon Inspector #2414,

A XKEERRERLEEXHER R AWS XiF WL E.

ESMBERYD , ERKFERE,

FHAT |, EHPKSZ BN EIEE,

ERRE , REERERMK R

o ~ w0 b

BREREER 304
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Fri2 Amazon Inspector &R

FRERARME AWS BIRAFRE, I UHBHERBEREREN AWS BR#ETHE, REHBEXN
H. MEBR—NBEANE, MEERTREENER, £ Amazon Inspector , &8 LAFRIEHD
MF CIS HEfE. B&RZALAEE Amazon Inspector BIRR M 50 MF%,

FRicE R ER

—IMEEH-MNREXNER. RERE—NMEARE. REEENRSENER, AEBNAE THRIE
Amazon Inspector BRI EM MR, 7EFRIE Amazon Inspector BIRAT |, HEZEUTILR :

o BAILAFRISHIFEIANA CIS AR S,

- IBEZALAEE Amazon Inspector FIRRM 50 MEZ,

- FREBUTZM—I,

o —MRZRABEE —MRZE

- REBIGSERZALUETE 128 N UTF-8 /. XEFZHAURFE, HF. ERIUTH

F._.:/=+-@

s TRERMARZEHRMER aws IR , BT REEIHFRLIBRNITIEL. FH aws AIENFSRE M
AWS f£H,

« 2Bt4 Amazon Inspector BIRIFRZNIEEN AWS Ik AR BEEH S SIEZ T AWS XiZd A
Ao

o HERBER—NRIFEE , EEXBRNABRE WM.

BRNRENESREE , FEH (FFic AWS RRNFSREBRASERE) PRRESSENERE,

(® Note
HETRATEHEIBZRBRBEE, IDEAIRERFELREE, ATMNEM AWS RS TF
g,
AN PR

BRI LAR Amazon Inspector BIRRINRE . XLERRIIFEMFIFNF CIS AREE, HRITRBER
FRERAEXN AWS BRH#ITHE, REFNLWN{AE Amazon Inspector FIRRNIFRZ
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Amazon Inspector AriEE

A Amazon Inspector &R MNFRZE

BRI LAFRICHDEIANA CIS HERE, U TTRNE 7 ARSI & F KRR Amazon Inspector
API A HIFRZ,

R B IR IR E

IBALATEFR#1 A F R Amazon Inspector B IRRN RS,

[ 41 #6114 I 778 N AR 25

BRI SAE R B @B FIRE, BEXESEEL , BSHEDHMAN,
BRI URBHIFAN UL ERE, BXESZER , FSRERENFAN,
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aws inspector2 tag-resource \

--resource-arn "arn:${Partition}:inspector2:${Region}:${Account}:owner/${0OwnerId}/
filter/${FilterId}" \

--tags CostAllocation=dev \

--region us-west-2
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aws inspector2 create-filter \
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--name "ExampleSuppressionRuleECR" \

--action SUPPRESS \

--filter-criteria 'resourceType=[{comparison="EQUALS", value="AWS_ECR_IMAGE"}]' \
--tags Owner=ApplicationSecurity \

--region us-west-2
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aws inspector2 create-cis-scan-configuration \

--scan-name "CreateConfigWithTagsSample" \

--security-level LEVEL_2 \

--targets accountIds=SELF,targetResourceTags={InspectorCisScan=Truel} \
--schedule 'daily={startTime={timeOfDay=11:10,timezone=UTC}}"' \

--tags Owner=SecurityEngineering \

--region us-west-2
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aws inspector2 untag-resource \

--resource-arn "arn:${Partition}:inspector2:${Region}:${Account}:owner/${OwnerId}/cis-
configuration/${CISScanConfigurationId}" \

--tag-keys CostAllocation \

--region us-west-2
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Amazon &IRE o

"Effect": "Allow",
"Principal": {
"Service": "g.amazonaws.com"
I
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:GenerateDataKey"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"kms:EncryptionContext:aws:qdeveloper:lambda-codescan-scope": "account-id"
},
"StringEquals": {
"aws:SourceAccount": "account-id"
I
"ArnLike": {
"aws:SourceArn": "arn:aws:qdeveloper:Region:account-id:scans/*"

}
1,
{
"Effect": "Allow",
"Principal": {
"Service": "g.amazonaws.com"

iy

"Action": "kms:DescribeKey",
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"Resource": "*",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "account-id"

},
"ArnLike": {

"aws:SourceArn": "arn:aws:qdeveloper:Region:account-id:scans/*"

"Effect": "Allow",

"Action": [
"kms:Encrypt",
"kms:Decrypt",

"kms:GenerateDataKeyWithoutPlaintext",
"kms:GenerateDataKey"

1,
"Principal": {
"AWS": "role-ARN"
},
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService":

iy
"StringlLike": {

"kms:EncryptionContext:aws:gdeveloper:lambda-codescan-scope":

"Effect": "Allow",

"Action": [
"kms:DescribeKey"

1,

"Principal": {
"AWS": "role-ARN"

},

"Resource": "*",

"Condition": {
"StringEquals": {

"kms:ViaService":

"inspector2.Region

"inspector2.Region

.amazonaws.com"

.amazonaws.com"

"account-id"
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IAM A 7= MEF4A

IAM AP RNENMNARINARFEERENRN — 150, BUERAGNEIE , MIEEEKHPEIE
B IAM AP, BXEZER , B0 IAM AFERETHNERARASEAS O RAENRS S HRIE
F B AWS i A I B IE B AT 5 ] o

IAM (HIEE—4H IAM AF , ETERMN KERAFP#HITNRERE, BXEZELR , 555 (AM A
FIER) i IAM B E R =46,

IAM A&

IAM AEREERENRNEH , TREKNFIE. SUEIMNASRE IAM A (255 ) R
A AWS CLI 5t AWS API RERRAB R, BXESEER , BZH (AM AFERE) FHEEAE
By 5 %

IAM B TFEBREAFHE, Ime IAM BFPRR, BIKFiGE, BRS 7GR R TE Amazon EC2 Lz
THRAREFEEER, AXEZEER , B5H (AM BAFIERE) B8 IAM R EIK P FIRE A

fi F SR e B 13 [A)
SRR AWS B SIS ST M INE) AWS SR RAFRBH TR HHRR. RRELT 550

RRRRETONR. AWS EZERARHBERIFMEXLEBR. KSHERBEELL JSON Xy AWS £
ANFEEP. BAX JSON KBXHEHNESEE , FZH (IAM B/ EmR) F#8 JSON KR,

EREARE , BYESBNEETAEAA AR T X WL RHIT WL REREEER R R

o

N M

RABRT , AFNARRANR, IAM EEACIE IAM R RERNTARF , REAFATLE
EXEAE, IAMRKBEEXNR , SHRITREMANG EZLR.

ET 5 Or R

ETHMNRBEEMMBSH A/, ARNAR ) B JSON NRKM A, XERKIZH 5457
BHATH ARE, NBERFEHRTUAREMLAZATHT. ETHOMCRETSONEE , §5H
(AM BFfEr) PEAESEEREERE L BEXL IAM IR,

ETEMNIRBEALURARKKE ( EZRAZNENFHP ) AEERE (HNESNHHHIRLE
B ) o BETHROAERERMAREKE 2 BRITER , H2H (AM AFER) PRERERKRSE
NER R B 2 R REAT IR
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BT RIRR R

ETRIFHREE M IR ZRAY JSON KM, ~PIEHE IAM B EEEREHN Amazon S3 F1#H
Kb, EXHETRARNKBHERST , BRSEEAAUERACIREFNBERFRNGR. BLME
ETRIFH RS P IEE £ 4

ETHRVRBEEN T ZRSPHAKREKE, ETREETHRAREPER IAM Y AWS £EXR
B

B it B T
AWS T HHMRIRER  XERBEXBTUIREFENNRBERER FHRANE :

- NRBA -FBEETEONRBILURET IAM AN BRANE, BXEZEE , H55H (IAM AR
B FH IAM SEEHBRD R,

- IRSIEHIERE (SCPs)-EFIEEHLRHHLN BN R AR AWS Organizations, BEXEZEE |, &
2% (AWS Organizations A3/ TR RZILEIFRE,

o WRIEHIERE (RCPs)-ZEKF AR FENHZRATANE. BXEZEL , S (AWS
Organizations FAF1ER) I EIRIEHIZKE (RCPs),

- SEEE -ERNACERSAFURIENSEN , EASBERENSREK, BXEZER , BHS
5 <IAM AP IEm) PR SIERR,

S RBERE

SN RBEWRBEA T —MERE , ERHRREMERNELIRR, BT HRESRSHRBEER
WA AWS ER B AWER , HS5H IAM AP EE R R ITEEE,

Amazon Inspector 2 &5 IAM BL &£

EEA IAM EEX Amazon Inspector BYIE R R 2 BT , B RZ T FEBRLE IAM $3F4E 7T A T Amazon
Inspector,

Al 5 Amazon Inspector &&EAH IAM ZhEE

IAM 434E Amazon Inspector 3z
ETSMMHER =
ETRERHER &
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IAM 434E Amazon Inspector Z#
RERIE =

RHEHR (BETRS ) =

ACLs =

ABAC ( REEHPIIIRE ) i

EBRE =

BEAE &

REXEAE =

E4£ M| 7 # Amazon Inspector FE it AWS B Thae A E A K25 1AM Thee AWS RS , B
IAM AFEEEFPEES IAMBAFERN A Z.

Amazon Inspector &F & 7B KB
TEHETEOHERE : 2

ETEMNNRBETMME SN (W IAM AP, AFASAR ) B9 JSON SRRREE A, XLREE
EHERFMNA SR EMPSEA T BERRTHERE, ETHRNMGEZET HOHRE  FSH
(AM AiF{EE) FNEATSEEAREE L EE X IAM XR,

BEMEMA IAM ET SR , BUEERTRELNRENTRUAR A THIELBREENRS. B
THATIE JSON REEFEAMNFIATE , 56 (IAM AFER) S8 IAM JSON KB TE 5 H.

Amazon Inspector T & 179 58 B R4

E&EEF Amazon Inspector E T H KB RB , ESHAmazon Inspector EF 5458 KB =6l
Amazon Inspector & T & JRAY KB
THETRRNEE &
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ETHIRAVREEZ M NE R IRAY JSON KB, ETHRNKRENREESHE IAM BEEEREN
Amazon S3 FEREKE, EXHETARNKBHNRES T , RSEEATUERCIREFHNBFER
BREVGE. XN THEERM IR ZIR |, REEE IS E A A SN 2R R TR AR E M+ ARM
THIT, BUFEETRENRBEHEEEE, ZEREATUEEKS, AR, A, BERAFH AWS

RS o

ESABK/ER , SR CHENKSHEMBKS N AM XEEEAETRRNREINEE. B
XEZER , FEH (AM AFER) PR 1AM FEYEIK S R IR R

Amazon Inspector B 3K B IR /E
TEHRRERE: 2

EIE R A LAER AWS JSON REERIBEW ARG RMF L. HHRYH , BN EEATLIF AR RIMITER
1, UREMFAZRHETHIT,

JSON REEHY Action TEREMER A TERKP AWRIEL G RINVRIE, ERBHFIESREUARTR
ITRERIREFRI R,

B3k Amazon Inspector ##ENFIFR , BZH (RFENSZE) HW Amazon Inspector FE LK RE,

Amazon Inspector FHY RESIRIEERERIFERAUTRIAR !
inspector2
ZHEEMEAPIEESIERE , BEAEZSFENRT.
"Action": [
"inspector2:actioni",

"inspector2:action2"

]

E&EF Amazon Inspector E T H 4K REEH RBI , 52 FAmazon Inspector T & 4 1) KB R,

Amazon Inspector Y 2K B % R
IEHERBR 2

EIE R A LAER AWS JSON REERIEEW ARG RMT L. WHRYH , BNEAATLNF AR RRITER
&, BAREA ARG TIIT,
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Resource JSON R, TEIREEMENAREN —NMNHZ AR, FAZRESE , FFEHAE Amazon
HBRAF (ARN) BBERR. NFAZEERERNRWIRE , BEABES ) ErBONATMER
o

"Resource'": "*"

E&EF Amazon Inspector BREH K EHFIFK ARNs , HSH (REZENSZE) FH Amazon Inspector
EMNER. BETHRETUEWLIRERIEESNERN ARN , i5ZH Amazon Inspector E XK R
fEo

E&EF Amazon Inspector EF F B KEER RAI , S Amazon Inspector E T &4 HI KB =61,

Amazon Inspector B9 5RBE R4
EFRETRSNRBRGRE =

EERWLER AWS JSON REERIEEHEARIBEMF L, BRR2Y , BN EETUN LR FERITER
1, UREMFARHETRIT,

Condition TERBENNRMHEEFVMENIT. BALGIRERZEZEN (FlW, FFTH
T ) WEHRER , MERBPNFEEERPVERTE, EEEME AWS 2R&ZHR , F5H
IAM AFEREPHAWS £ 354 £ T XEH.

E&EF Amazon Inspector FHEH TR , 2 H (RERNSZE) FH Amazon Inspector Y&
B ETHRETUNLRENTRERA SRR , 1359 Amazon Inspector E LAV 1E,

EEF Amazon Inspector EF B REER =B , S Amazon Inspector E T H 41 KB R,

ACLs £ 5 Inspector A
¥ ACLs : &

AREFIFIR (ACLs) BHIPLEREA (KFKA, ARRA. ) BNBRER. ACLs SETHIRM
REERML , RECAIAER JSON R,

ABAC 5 Amazon Inspector

X ABAC ( REEFHIIRE ) : B X
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ETREMENTERNRESH (ABAC ) R—HREKE |, ZRBEETHNIRENEMERE UNR, ErTE
FHRZEMINE] IAM BRI AWS IR , RE1RIT ABAC REUATEZERANGEERIR LNRET
BoRTREATHRE.

BEETHREEGHRE , BEFEEMFEA aws:ResourceTag/key-nameaws :RequestTag/key-name =
aws:TagKeys R BERBANFZH TEZPREFZEER,

MRENBREN TEMBERREBFMAX =GR , IXT RS  ZEAR. NREMRSNX
NTHDFRREISEMBEX=ZMHR , MZENTD.

BEXABACHEZEE , 2R (IAM AFE®E) RWEA ABAC BIUENNRE, EEFIRE ABAC
SHRNHE , TSR (AM AP ER) PHEAETEMNIHRIMNRES] (ABAC) .

FF IS B 4% 3UE F§ F Amazon Inspector
X FEIRETEL : 2

IS EHE BB AWS BRNEHIHRINIE , A ERESFEAKS SRR ACRBEIEN.
AWS BiIZHARERIGFHES  MAREAKBHEZRA. BXEZELR , H2H (AM BFE
) FH IAM PRI Z2EERER IAM B, AWS RS

Amazon Inspector 85 IR 55 £ AR
XERRFERE (FAS) @ =

HRBFITE (FAS) £/ A EMHAVINER AWS BRSS , B E AWS BRSS @ FifrBRSS & HiE RV E
Ko ARERL FAS HRENREFE , BERERBR2E,

Amazon Inspector KRS A&
XERSAE &

RSABRA—TRFEME. KREPITEREN IAM A6, IAM EE R T E IAM R oI, SR
BRESAEE, AXESZEER , 2R (AM AFERE) FHEIER AWS RS ZERENEE,

/A Warning

FEHRS A BNNERE TSR Amazon Inspector BIZhEE. X2 Amazon Inspector 24X
ESNFRERSAC,
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Amazon Inspector BIIRZHKXAE

XEFERSXBRAR : B

BSHAXABR -SRI AXKN AWS BSRFAR, BRSEAUMARKRERTRENEE, RS
HXASHIELNH AWS K/ |, HEARSHAE. IAM EERTUESETEEERSHEAXARS
YA BR

BAREUBFEERSHAXAGHNFAGE , BSHAEA IAM WAWS RS RS . ERPEHRRFEX
AESHEE Yes fik. ERERHENERTZRSHRSHEXRA BN,

Amazon Inspector &F & 1989 K k& Rl

BRIAMERT , AFMA®EXECIERIEHR Amazon Inspector BRHRR. BERTFAFNAMERRNT
BRAERNRGR | IAM B3 7 A LRI 1AM 5KRE,

BT RNAERAXLRE JSON REXHGIEET IAM HHNEE |, 56 (IAM BFiEE) P8
2 IAM KB (258 ) .

A x Amazon Inspector E X IREFMEREE ( BRBBRNARLENER ) WiFAEE , E5H (R
EZENSE) P Amazon Inspector VIR, FHRMEZHE, ARNs

£}

- RMSREXEK

« £ Amazon Inspector 2 & &

- ATRAPEFEMHIIESHER

- AFLLRIEFXIFB A Amazon Inspector &R

- RFFTLIFRFAE Amazon Inspector &R

R R fE SRR

ETEMNEBBEENMNARSTLCIE, HESMEREK S FH Amazon Inspector BiR. XLk
ATRERE AWS IKF AR A, RIERAEEE TS ORI , BERUTERMRIL

- JFHAER AWS RERMH RO RENBENR — BEFHOASPMTERBER TR , EEANTS
FIRAGIRTRRNAWS HEREE, ENEMRNRARITR AWS IKF, FRITZUEET E LEHXS
BRI AWS ZEFRERBRAE-TBINR. BXESEE , H2H (IAM AFERE) F/Y
AWS FE R THEIREERNAWS HE R

BT 558K e =P 326
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- MASKMENRER : E£FEA IAM R ZEENRN , BNRFHITESFAENNR. At , BRILE X
EREXRHETUUNBFERFRNTWIRE , tHWNRENRTFT, BXER IAM NANXRHESE
B, BEZH (AM AFERE) #8 IAM PR R B FR,

« R 1AM KRS AR Ay S 433 — PR HIT5 RN PR : #8 AT LA [B) 5 7 BN S 44 SR PR I X RV RN A R BV 15 18] o
flan |, WU LUREREZ M REESTNER SSL KEMAIER, MERFZBRERBEIBENSRE
AW, MR AERARERE T RSFIEENTFRINER AWS BRS , i CloudFormation, BXxE
SEL , ESH (IAM FF5R) 89 IAM JSON EMTE « K4,

- M IAM Access Analyzer BiEZH IAM KB |, SUAKRNEHN LS MHMINEENY  IAM Access
Analyzer 2 IEFTREEFI B R , LAREBAS IAM REEIES (JSON ) M IAM FH{ESE
B, IAM Access Analyzer 2 100 ZT KRB EMTIRENEI , URBEBHER S BEEMREN
Kig, BXEZER , H5H (AM AFEE) FHFEH IAM Access Analyzer BiE KB,

- RESEFMHRIUE (MFA)-IR AWS IKFENZRFE IAM BFRSRAFT , BEA MFAUREZR
&M, EEEEA AP BERNEE MFA |, B MFA R4 RMEIENERES, BXEZELR , B2
59 <IAM AP $ER) FRVER MFA RI° APl 71,

BX IAMHHREIRNESELR , 20 (IAM AFER) #1 IAM F R HEXE,

£/ Amazon Inspector £ 4I|&

Ei5 | Amazon Inspector & |, BUNEF —HRKEHNRE. XLENRLAATFEIENEFTEEFX
B8 AWS Ik~ H) Amazon Inspector BRIVFMAER. WRVIBLEXFENRENBEENKHNET
SRR, NTHMT ZREBHNZE (AFSAR )  BHEEEEMPBEEEZET,

NFMEA AWS CLI 2 AWS API WA F , BEENEHBRERELRHIANER, Ak , RAFHRNEH
2 MITH API B VEME TE AV R 1E,

RNERAFPNAGMATTLUER Amazon Inspector #2414 |, TEENT L HEE
gxConsoleAccess®ReadOnly AWS FEERBEM MEXLEE, BEXEZER , FZH (AM AF
B MR AP R IAR.

RFRAFEEMITE SRR

ZORBIRER T BRI KRS LAY IAM AR EEHRMNAERAF SN ABRMITERKIE, LR
AIEEESS ESHER AWS CLI 5 AWS API BUREEA R TR IRERN R,

{
"Version": "2012-10-17",

"Statement": [

ET 5 R R 327


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

AL REF NGB FTE Amazon Inspector &R
DT RBIRRT — KR | 2K AT A RiEF KB RIFTE Amazon Inspector &R

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"inspector2:Describe*",
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"inspector2:Get*",
"inspector2:BatchGet*",
"inspector2:List*"

]I

"Resource": "*"
}I
{

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators"”,
"organizations:ListAWSServiceAccessForOxganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOxrganization"

1,

"Resource": "*"

}

AGFSELIER A Amazon Inspector &R
DTRRBIBRT —/NKREE |, ZKEE AT LIGRIPTA Amazon Inspector &R

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "inspector2:*",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",

"Condition": {
"StringlLike": {
"iam:AWSServiceName": "inspectox2.amazonaws.com"
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"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministratox",
"organizations:ListDelegatedAdministrators"”,
"organizations:ListAWSServiceAccessForOxganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOxrganization"

1,

"Resource": "*"

AWS Amazon Inspector BIFEE BUR

AWS HERBZHLUEZMNEENIEL KK AWS, AWS RERBEZEN TS EILAGIRMNER , UE
BRLFRAAF, ANMBEsERNR.

FiclE , AWS RERBURTISNENBERGR TFHRENRNE , BAEMNAHME AWS FF £
M. BMNBUBEIENBETEARINE - EEHRRRE —SRDNR.

BLEEERAWS EEFBRPENWNRE, ME AWS E3F AWS HEFKPENHNIR , IFEHLE
MiZEREFTREKNFTEZRAGH (AR, ANAR ), AWS RETREERIEHN API HIE RS T
LAEAFT AWS BRS 19 API IR{ERTEFT AWS 1T E KB,

BREZER , F5H (AM AFER) B AWS EE XK,

AWS IEE R : Amazoninspector2FullAccess_v2

BT LA AmazonInspector2FullAccess_v2 EREEHIINE] IAM & 13,
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HRESR T Amazon Inspector Y582 15 ) X BR SA K 3 H b 48 < AR 55 B9 15 (8] X BR o

RERFHES
ZERBEBEU TR,

 inspector2— AFTLIHE LS #E Inspector APls,

« codeguru-security - ETEERARRKFNEZEARERNEERE,

 iam - {EF Amazon Inspector B2 RFHEX A E AWSServiceRoleForAmazonInspector?2
F AwWSServiceRoleForAmazonInspector2Agentless, Amazon Inspector EE
AWSServiceRoleForAmazonInspector2 k1T W 3B < Amazon EC2 3:f|, Amazon
ECR Zf#EHM Amazon ECR BHMENERERE. &FTEREEAEHMER Amazon EBS 1R
BB, AWSKMS BXEZEER , EZ X Amazon Inspector £ FRFZHEKXAE,

- organizations— {XAllowServicePrincipalBasedAccessToOrganizationApisft
TREFZFXEANALACERSZHERAE AWS 1K/, EMH AWS kP AANERIREE R ARG
HANPPRINEER. AllowOrganizationalBasedAccessToOrganizationApis#
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Amazon Inspector fEF &5 AWSServiceRoleForAmazonInspector? MIEBER KL, ZRSHEX
At{E{E inspector2.amazonaws.com REIEEZEE,

%

AN EREE N AmazonInspector2ServiceRolePolicy , f8iF Amazon Inspector #1754

TES

5 Amazon Elastic Compute Cloud (Amazon EC2) #{ER RE X ERHI MM EERNEE,

« ffF AWS Systems Manager 2/EMIEH Amazon EC2 2B ERERF , HNBEENBERTIRES

KE=ZHFBENEER.

- f#A AWS Systems Manager SendCommandi®{Ei8 A B #5368 CIS 1,
- f£f Amazon Elastic Container Registry i#ER RE X BN AR MERHEE.

5/ AWS Lambda B#1EXRK KRB XEH Lambda BREIE B,

« f£/ AWS Organizations & #ER IR BB K F o
« {# CloudWatch B2#EXKZEH>* EXFAMA Lambda BHEH B RIMNER.

EAERE IAMRIER Z A EEE LR Lambda REBHIER T LREH IAM policy BHEXE R,

- £ Amazon Q BEXEH Lambda EE P RIBHITIHE. Amazon Inspector fEFAELT Amazon

QB :

- codeguru-security: CreateScan — & -F 81 Amazon Q; F#EH R,

« codeguru-security : GetScan — & F# & Amazon Q 1 TTHIEH R,

« codeguru-security : ListFindings — #F# 3% Amazon Q £ XK FAEL RV R

« codeguru-security : DeleteScansByCategory — &% F Amazon Q Bk Amazon Inspector /338
FOREET: O

« codeguru-security : BatchGetFindings — & F# 3% Amazon Q £R M —#4SEFEL RHVR

. fEf“¥%$F Elastic Load Balancing”#&{EXJ/® F Elastic Load Balancing B #r48#9 EC2 SEfHIh 1T R 4%

HiE,
£/ Amazon ECS 1 Amazon EKS BEARF#HTRiEHRE , LEFEHNETSHERES.

- f£A AWS Organizations R {E5I HEE4H LK Amazon Inspector WEHLEER
« {5/ Amazon Inspector IRIETTBELA LR /5 A FMZ A Amazon Inspector,

£ Amazon Inspector IR ETBHLAIEERTREE R MK HRXBERAKF
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® Note
Amazon Inspector TEB A E CodeGuru R# 1T Lambda 3%, AWS T 2025 § 11 A 20
CodeGuru BHEILR#HXE, BXEZELR , HSHAL LN CodeGuru Z£ M., Amazon
Inspector FLIE £ Amazon Q 1T Lambda 13 , TEEART A REIR,

EEFHRRBEHNRE , B2 (AWS REXKSZ1E™) ServiceRolePolicyH #Y

Amazonlnspector2,

A Amazon Inspector BIZREZHXEE

BEEFHUNERSKELAR®, HIRE AWS EEEZE A, T AWS API F385EF Amazon Inspector
Bf , Amazon Inspector 2 HRBIZSRFSHEXW AR, AWS CLI

3 Amazon Inspector fRERFZHEXAE

Amazon Inspector R 24748 AWSServiceRoleForAmazonInspector2 [REHEX AR, ELIER
SHXBERE , BLLENRABNEN , RN TRESIN AR5 AZAR, BRAUUER IAM &
A, BXEZELE , E52H (AM AFER) FHEBRSHEXAE,

il & 3E B F Amazon Inspector WERSZ X AR

MR EFEMERA Amazon Inspector , BATEIEM ER AWSServiceRoleForAmazonInspector? B
SHEXAR, ZRRAGZE , BEXREBNBEZAE AWS X With515/A Amazon Inspector,
{2 Amazon Inspector Y , ER 2N ERRZAR, At , MREFREE Amazon Inspector , 1]
DERNEAG, X¥ , SRR HIREEREFHNREASSME, B2 , BXREFRRESMEX
BENRR , ARTEFIRRE.

MRBBRLBRFZHEXBEBAREEBRCET , WA ERERNREREZNKFFEFAZLAE,
& Amazon Inspector B , Amazon Inspector &N B EFH A ERSHXBE,

(® Note

N R 1E &= B M BR B RET , Amazon Inspector IR IEFEERZAE |, WHIERBRIERTRES KM,
MRBEEXFER , BEF/ Lo , ARBREZRBE,

B LAMERA IAM $28|& AWS CLI, 3 AWS API il BRAWSServiceRoleForAmazonInspector2fk
SHXAR, BXEZEER , H5H (AM BFER) hHBRES<EKAE,
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Amazon Inspector TR EFIE A RS FH X A BN R

Amazon Inspector TRXEIFHEFEHHB 7 AWSServiceRoleForAmazonInspector2Agentless Y
REERAE, X4 SLR ¥ Amazon Inspector £ & HI K F A 82 Amazon EBS B1RHR |, ARE1H IR
ZIRBHHEHE, ZRSHERAREME agentless.inspector2.amazonaws.com REIEEZA
=8

/A Important

AR FE < A & YiE A 2B IE Amazon Inspector & InspectorEc2Exclusion
FREMNEHE P HERRIVET EC2 SRAIMITRRERHE, A, LA TMESH KMS Z+H
InspectorEc2Exclusion #rZat , XLEIEAPFE IE Amazon Inspector 17 [B] 18 B2 HR #Y I 2
BiE. BXREZELR |, B2 M Amazon Inspector 3 HERR L4,

ZABHINRREE RN AmazonInspector2AgentlessServiceRolePolicy , /A1 Amazon
Inspector HL4TATES :

- £/ Amazon Elastic Compute Cloud ( Amazon EC2 ) 2{ER EH X EC2 =], BMIRBHEEE.,
« £/ Amazon EC2 ¥rigi®4E , A InspectorScan ¥R N HE IR BIRINIRZ,
« f Amazon EC2 {REBIRMAESLIEREE | B InspectorScan iRZEBEANERFMIFE | REMER
Amazon EBS &7 InspectorScan irXBHIRE,
 f£ Amazon EBS ##/E , \# A& InspectorScan HREBHRBHREEE,

- ERAERE AWS KMS BERIERBREERAZFRERAMEN AWS KMS R, HATMHEREH
KMS 4% H InspectorEc2Exclusion #r&ERT , Amazon Inspector <% HH B IR B

ZABFEANTRRREIITRE

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Instanceldentification”,
"Effect": "Allow",
"Action": [
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"ec2:DescribelInstances",
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots"
]I

"Resource": "*"

}I

{

"Sid": "GetSnapshotData",
"Effect": "Allow",
"Action": [
"ebs:ListSnapshotBlocks",
"ebs:GetSnapshotBlock"

1,

"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringlLike": {

"aws:ResourceTag/InspectoxrScan': "*"
}
}
}I
{
"Sid": "CreateSnapshotsAnyInstanceOxVolume",
"Effect": "Allow",
"Action": "ec2:CreateSnapshots",

"Resource": [
"arn:aws:ec2:*:*:instance/*",
"arn:aws:ec2:*:*:volume/*"

]
},
{
"Sid": "DenyCreateSnapshotsOnExcludedInstances",
"Effect": "Deny",
"Action": "ec2:CreateSnapshots"”,
"Resource": "arn:aws:ec2:*:*:instance/*",

"Condition": {

"StringEquals": {
"ec2:ResourceTag/InspectorEc2Exclusion’: "true"

}

}

}I

{

"Sid": "CreateSnapshotsOnAnySnapshotOnlyWithTag",
"Effect": "Allow",

"Action": "ec2:CreateSnapshots",
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"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"Null": {
"aws:TagKeys": "false"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": "InspectorScan"
}
}
}I
{
"Sid": "CreateOnlyInspectorScanTagOnlyUsingCreateSnapshots",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringLike": {
"ec2:CreateAction": "CreateSnapshots"
},
"Null": {
"aws:TagKeys": "false"
}I
"ForAllValues:StringEquals": {
"aws:TagKeys": "InspectorScan"
}
}
},
{
"Sid": "DeleteOnlySnapshotsTaggedFoxrScanning",
"Effect": "Allow",
"Action": "ec2:DeleteSnapshot",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringlLike": {
"ec2:ResourceTag/InspectoxrScan': "*"
}
}
}I
{
"Sid": "DenyKmsDecryptForExcludedKeys",
"Effect": "Deny",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
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"StringEquals": {
"aws :ResourceTag/InspectorEc2Exclusion": "true"
}
}
},
{
"Sid": "DecxryptSnapshotBlocksVolContext",
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"
}I
"StringLike": {
"kms:ViaService": "ec2.*.amazonaws.com",
"kms:EncryptionContext:aws:ebs:id": "vol-*"
}
}
}I

{
"Sid": "DecxryptSnapshotBlocksSnapContext",

"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"
},
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.com",
"kms :EncryptionContext:aws:ebs:id": "snap-*"
}
}
},
{

"Sid": "DescribeKeysForEbsOperations",
"Effect": "Allow",
"Action": "kms:DescribeKey",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"

Y,
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"StringLike": {
"kms:ViaService": "ec2.*.amazonaws.com"

"Sid": "ListKeyResourceTags",
"Effect": "Allow",

"Action": "kms:ListResourceTags",
"Resource": "arn:aws:kms:*:*:key/*"

AT EAERHNERSAXAE

BEEFHONEBRS X BKAR®, HIRE AWS EEZHIA. = AWS API F380EF Amazon Inspector
Bf , Amazon Inspector 2 HRBIZSRSHEXW AR, AWS CLI

FEATTREARNEBRSHAXAR®

Amazon Inspector K o 4748 AWSServiceRoleForAmazonInspector2Agentless JREHEXA
B, ERIBRSHEXARE , BT LEXRBENEN , AN AREESI NN EL5 AZAG, BERAUE
AIAM REAGHRA, BXEZER , F2H (AM AFER) PYHNEERSHEXAE,

BERA T TREBERRNRSHEXAE

MRTBREECAENFTERSHAXACNBERIRS , RINEBUERHRZAR. XIHFEERIBEREE
o s PR R AEH B9 AR E A SR AR

/A Important

Effl Bk AWSServiceRoleForAmazonInspector2Agentless A , BUMEMEZEL
REAFHXFEHRFEEENZERETRE,

£/ IAM FahIBRARSS KBk B &

EH IAM #25]/& AWS CLI, 3 AWS API i Bk AWSService RoleForAmazoninspector 2Agentless AR
SHEXAR, BXEZELR , H38 (AM AR FHRIBRESHEXAE,
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Amazon Inspector & 13 7 8] B EHEE

BULERUTEER |, BB2EAEE TR Amazon Inspector F IAM Bt AT REIB B A9 F W (=) &,

£l

« RFEMIE Amazon Inspector RIITIRME

« REIT iam : PassRole

« BEAFRIUINN AL BFEK Amazon Inspector BIR AWS i F

R FTANIE Amazon Inspector TR
MREBWBERET , BEREELIITEMRE , N AEHREE AR FHRITIZIRE

% mateojackson IAM AR ZHERAEHAEETEEXEN my-example-widget BRNIFHER ,
BFRPEREN inspector2:GetWidget MR , 2K £ T ROIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
inspector2:GetWidget on resource: my-example-widget

FERBRAT , BIEFH mateojackson AFHIERE , LAWFMER inspector2:GetWidget #4ER
@] my-example-widget &R

MREEEHEY , FRRAEN AWS EER, ZHNEEARRMUEREIEN A,

LTI IT iam : PassRole

MEB R —MEIR |, IBBABTRINIT iam: PassRole B4 , M SMEH KL R T ENG A BILIRLS
Amazon Inspector,

BE AWS B AR ABRKEAL1ZKRS , MTAREIRMNBSALIERSHEXAR, it ,
LY MEB A BLEIRSHINR.

% Z N marymajor B IAM AP 2t E A% A7 Amazon Inspector FIITIRIER , 2K E LT R
BiR, B , BRESTEERSAGHR FTHNRST AIITIEE, Mary TEBRNAREETRSH
R

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,
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MREFEHRE , BTHRREN AWS BEER, ENEEARRHEREILEN A,

BEAFBRUNN AT RIFZB Amazon Inspector &R AWS Ik F

ZAaOR—1MAG , UEAMKFPHNAFREALNANARTUERZAGKILRIEN TR, &7
BUEEEESER , AURAAG, X TXHETRIFARESHTEZEHE IR (ACLs) WARSS , BT
158 P IX L5 SR BE (0] ATV R T 173 (R A8 B BER A A PR

ETHRESER , FZAUATRA :

- ET# Amazon Inspector B B X FXLINEE , iHZ 1 Amazon Inspector A5 IAM BL & E M,

- ETHNMARENSRENERNIGRNR AWS K |, FSE IAM AP EESR i EERE AWS
K 8% — 1AM B P IR i) #UBR o

- ETHNAEE=AREXNEHERROGRENE AWS KF , ESH IAM AFERTHEE=51E
HIFRENR, AWS 0K

- ETHRIABEE S HKRERIEREFRNR , H55H (AM AFERE) PR AEE B EAKIERN
AP ( BRBRERIE ) RHETHRNE.

- ETHEAACNETRRNRBHTERSHRZENES , H3H (AM AFERE) 8 IAM
o Y S K BR 5 ] o

¥ #2 Amazon Inspector

51 R 4 Amazon Inspector M E Mt AWS SERF RO ATAME, TEMMMENEEARIS. AWS
BT AT % Amazon Inspector, 1R& HIMAY RIEH REE RS EXLRBHITE

- Amazon EventBridge 2 —ERAE4H G ARFAFEEE BN AWS RS , £ETTUERAH
WETT BRNWE4RIENAERF. EventBridge R BEWNARERF. Software-as-a-Service
(SaaS) RARF UK AWS IRFSFEEHMENHEER , AETUGERRSHPRENSHH RS
HIRZh R ZR T

« AWS CloudTrail @ — IRk AR REFHTH AP BAFMMEXRSBH4H AWS RS AWS K,
CloudTrail ¥ B &4 % B8 EM Amazon S3 1F4##E |, iXBEERE AT LAUIR Bl BELE FH P A0k P 32 3T
TEHIE AWS, & HFWAR IP ik SR 8 A8 & £ 6E,

FERI2FKI Ti% Inspector APl 1 AWS CloudTrail

Amazon Inspector 5 AWS CloudTrail—ITiREFERK , ZBRFRERMET IAM AP HABZ Amazon
Inspect AWS BRZS or VA B FTRENIRENIER, CloudTrail ¥ Amazon Inspector BYFTE API
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BABRNES, BIRFEADEIEES Amazon Inspector & A #9i8 FA FM % Amazon Inspector API
BENAR., REMETRE , NAL AN CloudTrail B4 2] Amazon S3 126 #@ |
SIEEI Amazon Inspector FIE#H, MREFBEERERICHE , MIAI1E CloudTrail £ &K Event
history ( B4A LR ) PEERFHEH. FRKRENEE CloudTrail , B LAAE :

« [ Amazon Inspector X HHYiER,
- EMNFRAEIFERWN IP ik,

- WRHTER,

- RHERMEE,

ET7HEZ{EE CloudTrail , i5ZRAWS CloudTrail B8,

Amazon Inspector A4S E CloudTrail

CloudTrail =& AIZEKF, AWS kP BN E2EENIK, EEA. 3 Amazon Inspector R AESEZIAT |, %
SEH S5 HM CloudTrail AWS RS EH—RBIERESHALIERP, BAUEFEE, BENTHER
ERENER AWS IKF, BXEZER , BSHEASHAELIERESF CloudTrail 4,

ERSIERKEMNEDS AWS Ik |, 8% Amazon Inspector FWE# | FEIRRER, REAYF CloudTrail
FFBE XL E] Amazon S3 7. BIABERT , G AP ERERICRA |, HRRIEFKNA
FrrE AWS Xif, WRERIZRE AWS 2 XFiERMEXEFNES, , AYBEXHEREERIEEN
Amazon S3 Ff# . LA\, BAILIEEHM AWS RS , LUt — S 5 M4 E CloudTrail HEPUE
WEHBIE, BXEZER , BSRANTER :

- BIERRICFERHAR

- CloudTrail X #H RS FMEK

A CloudTrail BZ& Amazon SNS &%l

- BUCREZANKFH CloudTrail H A
- Bk B ZAMXEH CloudTrail HEXX#

Amazon Inspector B FT B R /E& 123 CloudTrail. Amazon Inspector A LAL{T B PT A R 4E 2RI
&7 Amazon Inspector AP ZZ /1, il , X} CreateFindingsReport, ListCoverage #
UpdateOrganizationConfiguration B{EMAA ST CloudTraill BEX#HHERKEKE,

BMNEHHATREBESEXRERBFRNARGR. BOEEEMTEHEUTRE !

. BREGEABASESIEL AV BRI HN.
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- BREFAACGKEREREAFNENZEEIERLEHN,
- BREAHHEM AWS RF K.

BXEZER , B2 CloudTrail userldentity T3,

T & Amazon Inspector BEX %8

RER—MEE 6 AFUSHENAEXHEEEIEIEERN Amazon S3 %M. CloudTrail B & XX
BE—NEBENMNAEFREB. BHRTRETMARAEMNER, EHSEEXRERNRE, BREN A
BHEl, BERSHBENER. CloudTrail BEXHKHTFT R AR API AANE FH#KRERER , HtEi1TaR
R4S ER G B,

Amazon Inspector 13+ {5 S CloudTrail

Amazon Inspector Scan B 5 £ CloudTrail, FT& Amazon Inspector Scan AP 2 {EHICF N EERE
#, BRI Inspector EFZHIILS# Inspector Scan API #{EFIFIZK CloudTrail , 5@ (I & #
KEER APl 52£) H K Amazon Inspector Scan.

LT RIS R TERIZScanSbomi2ER CloudTrail B&%EB

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789EXAMPLE:akua_mansa",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/akua_mansa",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-10-17T15:22:597",
"mfaAuthenticated": "false"
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}
I
"eventTime": "2023-10-17T16:02:34Z2",
"eventSource": "gamma-inspector-scan.amazonaws.com'",
"eventName": "ScanSbom",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-java/2.20.162 Mac_0S_X/13.5.2 Open]DK_64-
Bit_Server_VM/17.0.8+7-LTS Java/17.0.8 vendor/Amazon.com_Inc. io/sync http/
UrlConnection cfg/retry-mode/legacy",

"requestParameters": {

"sbom": {
"specVersion": "1.5",
"metadata": {
"component": {

"name": "debian",
"type": "operating-system",
"version": "9"
}
I
"components": [
{
"name": "packageOne",
"purl": "pkg:deb/debian/packageOne@l.0.0?arch=x86_64&distro=9",
"type": "application"
}
1,

"bomFormat": "CycloneDX"

iy

"responseElements": null,

"requestID": "f@4la27f-f33e-4f70-b@9b-5fbc5927282a",
"eventID": "abc8dle4-d214-4f0@7-bc56-8a31lbebe36fe",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"
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Amazon Inspector B & M I E

ETHRERTRESHAITNNEE , BZHAWS RS “BeaR It XX 2EE" ", REEFERX
BHEMITR. AWS RS AX—KREE , BZHAWS &M HIAWS,

BALERTRE=FFIHRE AWS Artifact. EXEZFELR , BSEFH THIRS" FH * AWS
Artifact.

BHEMEA AWS RS TN EATAEBUR T ENBRENHRBME, RLOTANENBRUARERNERNE
M. AXRBEEANNEARENESEE AWS RS , FSRAWS B2,

Amazon Inspector HFE LS 8

AWS £IkEfiRERE S AWS XiF JAXMEN. AWS X RUHZAMIERE. BENTAK ,
XETHXEZEERIERE, SEHENSEARNME, FATAHKX , EAORITHREETHAXZE
T BRI AR EBWRARFNREE, SEENENSSNKEPOLEMIZEMELE , THAK
EEESHNTAM. FEEINTT BE,

Amazon Inspector iR L £ 4

ER —TEE RS , Amazon Inspector ZF| AWS £EMEZLMWRI . Bx AWS T2 RE AR 04
AWS R EMRENEER , BZHAWS =42, EFAEMRERTSNRESIERRKRITEN AWS 3B
¥ 55 H S AWS ecurity Pillar Well-Architected Fram ework 58 &A1& R T o

BALAER AWS E X H API 18 REiE M 415 8] Amazon Inspector, B mAMEZIHUTHEA :

- RBEREMDIL (TLS ) o HMNERMEH TLS 1.2, BIWUER TLS 1.3,

- EERLMAERE (PFS) WHRIWEH , N DHE ( 8T Diffie-Hellman ) 8 ECDHE ( I B4 & #h
¢ Diffie-Hellman ) o AZHIMARE (W0 Java7 RESRA ) R IFXLEER,

Amazon Inspector # #9541 5

AWSEEEMLZ M, EW ‘=Z2” THAWS 2 EFTEEEFNR AWS , ARRPESFEITE
REMERZEN, AWS AWS E 135 Amazon Inspector ARZS A8 5% B 4E 12 41 KL,

BN AWS BF |, BEREEF AWS mir R e, XEREFETUZHSEEXRENZEYE  Hha
FBEFRNAE AWS TEMINEE, XUEKRE , EEFEARECERERBESNTNE4BRHS .
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AR ZANK S B B3 E AFMEE Amazon Inspector,
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- BHIERAKFERAXENTHE
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Amazon Elastic Container Registry (Amazon ECR) AWSR — M HAEEIMERNIEER[ERT
&R, Amazon ECR EZIMRETAMMAIT RUEMIEFSNRU P REERRREG, AUEHA
Amazon Inspector A3 B Amazon ECR FEHRNARZMEGE , ERZZTRENRERGERFST
MEBEBESEFT. BXREZEL , H25H Amazon Inspector 5 Amazon Elastic Container Registry
(Amazon ECR) .
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MREFER Amazon ECR , AT AN R EMRBUSERE T E., MRBUEEBEAE , Amazon
Inspector £ BN ARG , AXNERTHE  UERZZIUTNREREEFENREREESER
Do MWERERTLUE Amazon ECR 25l 5 EF A RMEHY Amazon Inspector BAE X I HEET
HHMENTEE, BXEZELR , SR FEA Amazon Inspector 33 Amazon ECR A&,

AR

&R LUBIE E A Amazon Inspector %] & = APIBUE Amazon Inspector 3R BUELERK |, tmT LA
#iE Amazon ECR 12414 5k API B B 889174 B LA F Amazon Inspector R8T | MTBUE I
=398

A X33 Amazon Inspector BIEEKMNEZE L | 1S Amazon Inspector FH BEhiFHEER,

BX1E Amazon ECR HBUENEERBAMMNIES , 152 Amazon ECR A e RV IEE .,

EHEZ KPR RAI K

MRERZKFIENKEA , NATLUEE Amazon ECR B R A, B2 , —BEE , MREEH
&8 Amazon Inspector ZREERFH. MREA , WIRENELRAE, BEXESER , B5H 4

Amazon Inspector,

Amazon Inspector 5 AWS Security Hub CSPM

Security Hub CSPM Rt T £ Z 2RSS L HAE, AWSKFHBERFERZ LT UIRENRESE
BRREEMNIFE, Security Hub CSPM M AWS k7, BREMEF~=RBEZRSHIE, EAIUER
HWEERIMELLEBRHBEERLRM, HIRBUE Amazon Inspector 5 Security Hub CSPM BY &5,
it , Amazon Inspector A] BAfFiA&E 4 R &% F| Security Hub CSPM , T Security Hub CSPM B BAFiX
ERIMERNREDRBN —BIHIT DI,

Security Hub CSPM FZ £ RIBEN KL R TR, BERIAERHTEHM AWS BRF T E
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FEELDBRERNBEELSR, EETUEFRERNFLEFNBEERINFAHES , UREERHY
BERIFERS.

Security Hub CSPM BAAWS Z £ &4 Ri&5 (ASFF) L BAELER, WX BEH —IMAF, mE
HEF, TEEER, BEES., TERRSURLETXEESFANS.

(® Note

Amazon Inspector KB EZEMERNEZLFERNTEATRHER. B2 , BALLE Amazon
Inspector ##| & F FET Amazon Inspector AP| 5 [EiX L4 EREL N,

FH

o TR EFT S Inspector BiAEL R AWS Security Hub CSPM
« BUEFIELE Amazon Inspector 5 Security Hub CSPM HI$E R,

o [FERALEREM Security Hub CSPM 3#5& Amazon Inspector

- ZRAKEEANRAERIM

+ 7£ Security Hub CSPM & F I 5 #h Inspector I L £ R HliEHE

EHEFIL D Inspector BWIAEL R AWS Security Hub CSPM
YRAT LAFE Security Hub CSPM & %& Amazon Inspector Classic #I & #h Inspector BiAELE R,

(® Note

EXFi%E Amazon Inspector THE LI , iHFF "aws/inspector/ProductVersion": "2"
NINBIFE R S, 1 iE %k KA HEBR Security Hub CSPM 2 &IE AR $ B Amazon Inspector
Classic &% R,

Amazon Inspector & % I~ 6l

"SchemaVersion": "2018-10-08",
"Id": "arn:aws:inspector2:us-east-1:123456789012:finding/FINDING_ID",

"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/inspector",
"ProductName": "Inspector",
"CompanyName": "Amazon",
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"Region": "us-east-1",
"GeneratorId": "AWSInspector",
"AwsAccountId": "123456789012",
"Types": [

"Software and Configuration Checks/Vulnerabilities/CVE"
1,
"FirstObservedAt": "2023-01-31T20:25:38Z7",
"LastObservedAt": "2023-05-04T18:18:43Z",
"CreatedAt": "2023-01-31T20:25:38Z2",
"UpdatedAt": "2023-05-04T18:18:43Z",
"Severity": {

"Label": "HIGH",

"Normalized": 70

I
"Title": "CVE-2022-34918 - kernel",
"Description": "An issue was discovered in the Linux kernel through 5.18.9. A type

confusion bug in nft_set_elem_init (leading to a buffer overflow) could be used by a
local attacker to escalate privileges, a different vulnerability than CVE-2022-32250.
(The attacker can obtain root access, but must start with an unprivileged user
namespace to obtain CAP_NET_ADMIN access.) This can be fixed in nft_setelem_parse_data
in net/netfilter/nf_tables_api.c.",
"Remediation": {
"Recommendation": {

"Text": "Remediation is available. Please refer to the Fixed version in the
vulnerability details section above. For detailed remediation guidance for each of the
affected packages, refer to the vulnerabilities section of the detailed finding JSON."

}

iy
"ProductFields": {

"aws/inspector/FindingStatus": "ACTIVE",

"aws/inspector/inspectorScore": "7.8",

"aws/inspector/resources/1/resourceDetails/awsEc2InstanceDetails/platform":
"AMAZON_LINUX_2",

"aws/inspector/ProductVersion": "2",
"aws/inspector/instanceld": "i-0f1ed287081bdfofb",
"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/inspector/
arn:aws:inspector2:us-east-1:123456789012:finding/FINDING_ID",
"aws/securityhub/ProductName": "Inspector",
"aws/securityhub/CompanyName": "Amazon"
I
"Resources": [
{

"Type": "AwsEc2Instance",
"Id": "arn:aws:ec2:us-east-1:123456789012:i-0f1ed287081bdfofb",
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aws",
"us-east-1",

"Partition":
"Region":
"Tags": {
"Patch Group": "SSM",
"Name": "High-SEv-Test"
I
"Details": {
"AwsEc2Instance": {
"Type": "t2.micro",
"ImageId": "ami-@cff7528ff583bf9a",
"IpV4Addresses": [
""52.87.229.97",
"172.31.57.162"
1,
"KeyName": "ACloudGuru",
"IamInstanceProfileArn":
AmazonSSMRoleForInstancesQuickSetup",
"VpcId": "vpc-a@c2d7c7",
"SubnetId": "subnet-9c934cbl",
"LaunchedAt": "2022-07-26T21:49:46Z"

"arn:aws:iam

}
1,
"WorkflowState":
"Workflow": {
"Status": "NEW"
I
"RecordState": "ACTIVE",
"Vulnerabilities": [

{

IINEWII ,

"Id": "CVE-2022-34918",
"VulnerablePackages": [
{
"Name": "kernel",
"Version": "5.10.118",
"Epoch": "@",
"Release": "111.515.amzn2",
"Architecture": "X86_64",
"PackageManager": "0S",
"0:5.10.130-118.517
"Remediation": "yum update kernel"
}
1,

"FixedInVersion":

::123456789012:instance-profile/

.amzn2",
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"Cvss": [
{
"Version": "2.0",
"BaseScore": 7.2,
"BaseVector": "AV:L/AC:L/Au:N/C:C/I:C/A:C",
"Source": "NVD"

"Version": "3.1",

"BaseScore": 7.8,

"BaseVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H",
"Source": "NVD"

"Version": "3.1",
"BaseScore": 7.8,
"BaseVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H",
"Source": "NVD",
"Adjustments": []
}
1,
"Vendor": {
"Name": "NVD",
"Url": "https://nvd.nist.gov/vuln/detail/CVE-2022-34918",
"VendorSeverity": "HIGH",
"VendorCreatedAt": "2022-07-04T21:15:00Z",
"VendorUpdatedAt": "2022-10-26T17:05:00Z"
I
"ReferenceUrls": [
"https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net.git/commit/?
id=7e6bclf6cabcd30aba®b11219d8e0@1b952eachb6",
"https://lore.kernel.org/netfilter-devel/cd9428b6-7ffb-dd22-d949-
d86f4869f452@randorisec. fxr/T/",
"https://www.debian.org/security/2022/dsa-5191"
1,
"FixAvailable": "YES"
}
1,
"FindingProviderFields": {
"Severity": {
"Label": "HIGH"
I
"Types": [
"Software and Configuration Checks/Vulnerabilities/CVE"
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]
1,
"ProcessedAt": "2023-05-05T20:28:38.8227"

}

BEMELE Amazon Inspector & Security Hub CSPM HI SR

&R LUES B B Security Hub CSPM AWS Security Hub CSPM 3R85& Amazon Inspector SHIEE &Ko
/8 A Security Hub CSPM f& , Amazon Inspector 5 AWS Security Hub CSPM B 5 5~ B 3h &

& , Amazon Inspector FFIAE A Z £ AEE I (ASFF) FEFAE ZIE R &IEE Sec AWS ur ity Hub
CSPM,

fF AL FREM Security Hub CSPM 35& Amazon Inspector

B LAE #EM Security Hub CSPM #2#| &#F AA AR EEEN AWS HLAH Amazon Inspector B
Fe BMERKXFEATEBELARE MK EERNE A Amazon Inspector HFEZANK S,

BXRERAALAKRKEEREET Security Hub CSPM 5E Amazon Inspector Bi¥4Hi% 88 , ES I HF1E
BRI EE Security Hub CSPM FWEFEEE A KT . AWS Security Hub CSPM

ZRRBERNBERIM

EPH1E Amazon Inspector [ Security Hub CSPM ZXFEL R , fR LA A Security Hub CSPM 2
#l &3 APl RJ5... AWS CLI

£ Security Hub CSPM R &EF I i# Inspector Y & &2 #| 1 1

Security Hub CSPM 202X F~ M AWS ME=ZAF BN EI , AREAN#TESINBFENRZ S
RE , MERBCHBAESE R, XEMNULLBH4RT , THBEBERTBEMERHER,

Amazon Inspector FAZ£EHREER BB AZEMZE A Amazon Inspector BV45FE, XLETHEEMT
iR
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« Amazon ECR 3%
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® Note

¥tF Amazon EC2 3241 , Amazon Inspector AIAE X HFE TRERABNRERSEPIHERE
FaiE. Amazon Inspector R AU AE S FESHABNBRERENEEESPINEFER
8. Amazon Inspector T 2IHE T EERE. A THENARFNEEES mIFSFNRAS
AT X LR,

« 1Ff#7E Amazon Elastic Container Registry ( Amazon ECR ) 17 EE ) B 25 IR 1%

® Note

¥ F ECR B &E58%& , Amazon Inspector Al HRIER G REESEFERE. Amazon
Inspector ¥ % #F Chainguard 1 Minimus #8538 {LE &, Amazon Inspector T2 H
W IE&RE Rust —ATHENAEFNREEES HIFSRASIATXLERE.

« AWS Lambda &%k

® Note

¥} F Lambda E%X , Amazon Inspector Al AR E S EFE2REMABIRE. Amazon
Inspector F2PAW T EERE. ATHENAEFNERZESHREFRNBRASIATXLER
o

24 Amazon Inspector 3% JRAT , Amazon Inspector £3KEX 50 ZAHKIER , LLERE LKA FE
HIAELR (CVEs ) » XERFENWRFITEHRNERL LS. BERMNEDERE , URERKBLEH
#EE (NVD ) # MITRE, Amazon Inspector X % 4 B #1 — X 3k BUR KR A R

Eil Amazon Inspector A RIE , HNBRLINETZHFNREREIFAZIFNREES. ATH
HEBFE T Amazon Inspector SR FRIFFEMAHEHRE T ISWIRERSE, REESURETRER
St WAL, BAESH T EERANRERS,
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® Note
EERNEFE L RERZNZIFR , Amazon Inspector REEN M IRERSIRU AR X,

ES}

- XENRERSR
- EENRERS
- XENEEES
« XEMNIETAR

ZEHNBRERS
A HIH T Amazon Inspector XIFHIRERLE,
SIENRERS - Amazon EC2 13

T&RHIH T Amazon Inspector x#FF FH# Amazon EC2 RHIHRERS . SHAEMNRERSZEE
HEERZENE  URBERERSIFBETRENHEBENLREEE,

FERAETREBHEDESER , AT SSM Agent BB N X FIE AT S S M EHIMITIESE S
. Amazon Inspector BB BMAS T 3.2.2086.0 ¥ SSM Agent, BEXEZEL , TS
{Amazon EC2 Systems Manager Fi P $8/) HHIEH SSM Agent,

NEINEFIEESEMEE (rpm M dpkg ) £ Linux BERGRN  TEEF=ZFNARERRF. TE
X #FFM#E (RHEL EUS, E4S. AUS M TUS ) AR A&7 E ( RAREFR ) - Amazon Inspector
SQPREEETHAK , LEBREFERE. N TRELERERS (Fll0 Ubuntu) , FEEER TR
SEHRERANPETAREER.
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BRIERS hixZ< HymeerE FEARAEAEXE ETKENARE
X ¥

Windows Server 2019 MSKB B =

Windows Server 2022 MSKB B =

Windows Server 2025 MSKB B =
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Oracle Linux (Oracle)
Oracle Linux (Oracle)

Oracle Linux (Oracle)

JIES
9

10
3.20
3.21
3.22
3.23
AL2

AL2023

12

13

42

15.6

10

HEBRENE

Errata CVE

Errata CVE

Errata CVE

Errata CVE

Errata CVE

Errata CVE

CVE

CVE

MITRE CVE

Errata CVE

DSA CVE

DSA CVE

DSA CVE

Errata CVE

Errata CVE

Errata CVE

Errata CVE

Errata CVE

Errata CVE

Errata CVE

XEFHRERS

f# /A Amazon Inspector #1117 Amazon ECR 13§
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BRIERS TS HNERENE

Photon OS 4 Errata CVE

Photon OS 5 Errata CVE

Red Hat Enterprise Linux 8 RHEL VEX CVE

(RHEL)

Red Hat Enterprise Linux 9 RHEL VEX CVE

(RHEL)

Red Hat Enterprise Linux 10 RHEL VEX CVE

(RHEL)

Rocky Linux 8 Errata CVE

Rocky Linux 9 Errata CVE

Rocky Linux 10 Errata CVE

SUSE Linux Enterprise Server  15.7 SUSE CVE

(SLES)

Ubuntu (Xenial) 16.04 USN, Ubuntu Pro (esm-infra &
esm-apps)

Ubuntu (Bionic) 18.04 USN, Ubuntu Pro (esm-infra &
esm-apps)

Ubuntu (Focal) 20.04 USN, Ubuntu Pro (esm-infra &
esm-apps)

Ubuntu (Jammy) 22.04 USN, Ubuntu Pro (esm-infra &
esm-apps)

Ubuntu (Noble Numbat) 24.04 USN, Ubuntu Pro (esm-infra &
esm-apps)

Wolfi - Errata CVE

TENIRERS £/ Amazon Inspector 11T Amazon ECR 133 371
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XEFNIRERS : CIS A

T&RHIHT Amazon Inspector X#ZFA T CIS HIENIRERS., SENEMNRERSE

AR AN

(® Note

ET CIS 2

CIS #rifESE T x86_64 BIERG, HET ARMMERR L , RER BT ETHRIRE TR

AU RN ER

BERS
Amazon Linux 2
Amazon Linux 2023

Red Hat Enterprise Linux
(RHEL)

Red Hat Enterprise Linux
(RHEL)

Rocky Linux

Rocky Linux

SUSE Linux Enterprise Server
Ubuntu (Bionic)

Ubuntu (Focal)

Ubuntu (Jammy)

Ubuntu ( Noble Numbat )
Windows Server

Windows Server

TN
AL2
AL2023

8

18.04
20.04
22.04
24.04
2016

2019

CIS EERRA
3.0.0
1.0.0

3.0.0

2.0.0

2.0.0
1.0.0
2.0.1
2.2.0
3.0.0
2.0.0
1.0.0
3.0.0

4.0.0

XENRERS  CISHHE
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BRERS 5N CIS EHERA
Windows Server 2022 4.0.0
Windows Server 2025 1.0.0

SR IERS - Amazon Inspector Scan AP

T&RFH T Amazon Inspector 331 APl XFHNIRERS, BXEZELR |, 5SH ScanSbomAmazon
Inspector V2 APl &1,

BRIERS R s
AlmaLinux 8 8
AlmaLinux 9
AlmaLinux 10
Alpine Linux 3.20
Alpine Linux 3.21
Alpine Linux 3.22
Alpine Linux 3.23
Amazon Linux 2
Amazon Linux 2023
Bottlerocket -
BusyBox 1.36.0+
Chainguard -
Debian 11
Debian 12

FEFWIRIERS - Amazon Inspector Scan API 373


https://docs.aws.amazon.com/inspector/v2/APIReference/API_scan_ScanSbom.html
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BRIERS IS
Debian 13
Debian Sid -
Echo 2
Fedora 42
Fedora 43
macOS 11+
MinimOS -
OpenSUSE 15.6
Oracle Linux 8
Oracle Linux 9
Oracle Linux 10
Photon OS 4
Photon OS S
Red Hat Enterprise Linux 8
Red Hat Enterprise Linux 9
Red Hat Enterprise Linux 10
Rocky Linux 8
Rocky Linux 9
Rocky Linux 10
SUSE Server 15.7

FHEMIEIERS : Amazon Inspector Scan API 374
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BRIERS
Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu
Ubuntu

Wolfi Linux

FrnRERS

TRIE T EEFHNREREREFFEE,

JIES

16.04
18.04
20.04
22.04
24.04

25.10

R%& Amazon Inspector T A EEFHNBRERSGIRMLE X , B Amazon Inspector FHLE T =
TIXLTHINIT S EC2 RIFIL i ECR BB, ERNLERESER , RINBUIAZIHNIR
A, Amazon Inspector £t 3 EFFNIRERGERNBEERNNA TRHEE R,

BREENEHER , EE-NREREFFBURIEINT EfH. XTEEANRERS , e T2 RM#H
MWEENE. NTHRESIFHERNWEERS , #NEATUMINERRTPRBRIAEN RN ENE
M, HEt , Amazon Inspector JLMEIEE K B HHIAEL R CVEs,

BRIERS

Alpine Linux (Alpine)
Alpine Linux (Alpine)
Alpine Linux (Alpine)
Alpine Linux (Alpine)

Alpine Linux (Alpine)

JIES
3.2
3.3
3.4
3.5

3.6

BFr~

2017 F5A1H
2017 €11 A 1R
2018 F 5 A1 H
2018 %11 A1 H

2019 5 A1H

FrEmRERS
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BRIERS TS BFr~

Alpine Linux (Alpine) 3.7 2019 11 A1 H
Alpine Linux (Alpine) 3.8 2020 F5 A1 H
Alpine Linux (Alpine) 3.9 2020 11 A1 H
Alpine Linux (Alpine) 3.10 2021 5 H1H
Alpine Linux (Alpine) 3.1 2021 11 A1H
Alpine Linux (Alpine) 3.12 20225 H1H
Alpine Linux (Alpine) 3.13 202211 A1H
Alpine Linux (Alpine) 3.14 2023 5H1H
Alpine Linux (Alpine) 3.15 2023 F 11 A1 H
Alpine Linux (Alpine) 3.16 2024 £5 A 23 H
Alpine Linux (Alpine) 3.17 2024 F£11 A 22 H
Alpine Linux (Alpine) 3.18 20255 A9 H
Alpine Linux (Alpine) 3.19 2025F11H1H

T 3% Linux (AL1) 2012 & 2021 £12 A 31 A
CentOS Linux (CentOS) 7 2024 % 6 A 30 A
CentOS Linux (CentOS) 8 2021 £ 12 A 31 H
Debian RZ585 ( Jessie ) 8 2020 £ 6 A 30 H
Debian Server (Stretch) 9 2022 6 A 30 H
Debian R85 (Buster) 10 2024 £6 A 30 H
Fedora 33 2021 %11 A 30 H
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BRIERS

Fedora

Fedora

Fedora

Fedora

Fedora

Fedora

Fedora

Fedora

OpenSUSE Leap

OpenSUSE Leap

OpenSUSE Leap

OpenSUSE Leap

Oracle Linux (Oracle)

Oracle Linux (Oracle)

Photon BR{ER L

Photon #RERS

Red Hat Enterprise Linux (RHEL)
Red Hat Enterprise Linux (RHEL)

SUSE Linux Enterprise Server
(SLES)

[ES
34
35
36
37
38
39
40
41
15.2
15.3
15.4

(ISES

12

BFr~
2022 F 6 A7H
2022 £ 12 A 13 H
2023 5 A 16 A
2023 %€ 12 A 15 H
2024 £5 A 21 A
2024 %11 A 26 H
2025 F 5 A 13 A
2025 %€ 11 A 19 H
2021 €12 A1 R
2022 €12 A1 A
2023 12 A7 H
2024 £ 12 A 31 H
20213 A1H
2024 £ 12 A 31 H
2021 €12 A2 R
2024 €3 A1H
2020 £ 6 A 30 A
2024 £ 6 A 30 A

2016 6 A 30 H

FrEmRERS
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BRERSR [ES BiEr=

SUSE Linux Enterprise Server 12.1 2017 £5 A 31 H
(SLES)

SUSE Linux Enterprise Server 12.2 2018 £3 A 31 H
(SLES)

SUSE Linux Enterprise Server 12.3 2019 6 A 30 H
(SLES)

SUSE Linux Enterprise Server 12.4 2020 £ 6 A 30 H
(SLES)

SUSE Linux Enterprise Server 12.5 2024 £10 A 31 H
(SLES)

SUSE Linux Enterprise Server 15 2019 £ 12 A 31 H
(SLES)

SUSE Linux Enterprise Server 15.1 20211 A 31 H
(SLES)

SUSE Linux Enterprise Server 15.2 2021 £ 12 A 31 H
(SLES)

SUSE Linux Enterprise Server 15.3 2022 £12 A 31 H
(SLES)

SUSE Linux Enterprise Server 15.4 2023 F£12 A 31 H
(SLES)

SUSE Linux Enterprise Server 15.5 2024 £12 A 31 B
(SLES)

SUSE Linux Enterprise Server 15.6 2025 F 12 A 31 B
(SLES)

Ubuntu (Trusty) 12.04 2017 £4 A 28 H
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BRIERS

Ubuntu (Trusty)

Ubuntu (Groovy)

Ubuntu (Hirsute)

Ubuntu (Impish)

Ubuntu ( Kinetic )
Ubuntu (Lunar Lobster)
Ubuntu (Mantic Minotaur)
Ubuntu ( Oracular Oriole )
Ubuntu ( Plucky Puffin )
Windows Server

Windows Server

® B HEES

JIES
14.04
20.10
21.04
21.10
22.10
23.04
23.10
24.10
25.04
2012 £

2012 R2

A HIH T Amazon Inspector XIFHREIES.

TENREIES : Amazon EC2 LREHHE

BFr~
2024 F4 A1H
2021 €7 A 22 A
2022 F1 A 20 A
2022 F£7 A 31H
2023 F 7 A 20 A
2024 €1 A 25 A
2024 €7 A 11 A
2025 %€ 7 A 10 A
2026 €1 A 15 A
2023 £ 10 A 10 A

2023 £10 A 10 H

EXNFE MM Amazon EC2 EHIHTTARER RS , Amazon Inspector B BIZIF U T REESE. B

XEZER , FERLAETH,

(® Note

Amazon Inspector 727 Go M Rust PHAE T E4®E. ATHWENAERFNEREIES HIF

BRAVARA S| A T X LR

« C#

XFEFNREES
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https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agentless
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+ Go

+ Java

» JavaScript
« PHP

* Python

* Ruby

* Rust

XIENRIEE

£X Amazon EC2 Linux SEAIHITIRER EFHET , Amazon Inspector B RIZEUTRIEIES. BX
EZER |, HSHEET Linux B Amazon EC2 SE#I# Amazon Inspector SRER &

Amazon EC2 RERE

]]IIII

- Java ( .ear, .jar, .par fl .war RN )
» JavaScript

* Python

Amazon Inspector {# Systems Manager Distributor 28X} Amazon EC2 £l T RER EH A
#.

® Note
Bottlerocket BER AT RERE,

ERTRERERM , Systems Manager Distributor #1 Amazon Inspector ,IZ\@S'Z%"J‘\E’J Amazon
EC2 kIR ER S, B Systems Manager Distributor SXIFHIRERZEMNER |, 5519 (Systems
Manager AF{ER) P ZEFENR4 ST EMEN,

XIFNRIEE

Amazon Inspector 7£33#§ Amazon ECR 7 E R B 2RI &Y B 51 XIS A T REE

Amazon ECR 133

]]IIII

][]
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(@ Note
Amazon Inspector A% Rust PR T E&RE. A THENAREFNEREIE S HIFR[IR
A ATXLERE. X TFEHChainguardE#IPythonf 2 F , Amazon Inspector £ 12 5l ]
ERHENZENT HNEEREREER 2.

- C#

+ Go

- Go T B4t

« Java

+ Java JDK

» JavaScript

+ PHP

« Python ( B#&Chainguard@$1E )
* Ruby

* Rust

X EFRIZITRY
AT BHH T Amazon Inspector XIFHIEITHTRE,
S ERIZETRI RS - Amazon Inspector Lambda ¥R/

N FERM Lambda B ERFE =S RHEBPEREFEREN TUAFERANEEES , Amazon
Inspector Lambda #RHEFRE B I IFUTETHN RS

(® Note

Amazon Inspector A&7 Rust FRAB T EERE. ATHENARFNEREIES HIESRNR
ARG AT X LR,

« Go

* go1.x

ZISME T AT 381


https://www.chainguard.dev/libraries
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e Java

java8
java8.al2
javali
javal7

javaz21i

NET

.NET 6
.NET 8
.NET 10

* Node.js

nodejs12.x
nodejs14.x
nodejs16.x
nodejs18.x
nodejs20.x
nodejs22.x

nodejs24.x

* Python

python3.7
python3.8
python3.9
python3.10
python3.11
python3.12
python3.13

* Ruby

ruby2.7
ruby3 2

HRMZITI RS - Amazon Inspector Lambda R

ruby3.3
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RAriEmE

e Custom runtimes

« AL2
« AL2023

T EIEITR RS . Amazon Inspector Lambda X183 #H

M FERWE Lambda HBAERRBEFREEERBAN TAEANHEEZEES , Amazon Inspector
Lambda XIBHABE A XEFUTETRRE !

+ Java

* java8

* java8.al2

* javali

« javal7

« NET

.NET 6
.NET 8

* Node.js

nodejs12.x
nodejs14.x
nodejs16.x
nodejs18.x

nodejs20.x

+ Python

python3.7
python3.8
python3.9
python3.10
python3.11
python3.12

* Ruby

ruby2.7

FHEHMNIZITR RS : Amazon Inspector Lambda {A#B 133
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* ruby3.2
* ruby3.3
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{£F Amazon Inspector

Al Amazon Inspector 2% & = Amazon Inspector API £ Amazon Inspector, HR&EEHA
EAKFHOAERAEEE | NZKF 8 Amazon Inspector ¥ B35,

mREERAEANKFE Amazon Inspector , ZIKF AT ERMEREFEER. A , ZKFHOMRE
Amazon Inspector IR EEFEMIBR , DEIEERFZM, BUERANARFELRIN,

L YREH Amazon Inspector I &7 EC2 1338+ , Amazon Inspector £MIBREAT SSM Bk :

* InspectorDistributor-do-not-delete
* InspectorInventoryCollection-do-not-delete

« InvokeInspectorSsmPlugin-do-not-delete, Bt4\ , B ILKREXZ %K Amazon Inspector
SSM FEH-HMEKFTE Windows EH LB, BXEZEE , $SH 3 Windows EC2 324,

® Note
{2 A Amazon Inspector /5 , BT 2BE£ RS KR, T3 , EBRER T AEFHBUE Amazon
Inspector,

BXRIMAFEATERENABRENEE , FSREATHERE,
FRFA
BIEEKFRE | FERUTEM :

« MEREMIKF R —/NHRIZHE Amazon Inspector I~ |, N AT LARERTE H Amazon Inspectors

- MRERZKFIRERWRIKF, , WFEEA Amazon Inspector, AKX R R ALNERIRE B
AR A Amazon Inspector,

- MREBRALNEREERR , MXATUERBRIERAKSHXKE , RET8EEMA Amazon
Inspector,

- WREHIIK S A Amazon Inspector FE AWS Organizations SREEEE | N FEES T D
Inspector ##H| A API FRAKKEENAEHRE, EEH Amazon Inspector FHEEH | B4R
BB LBER | FHEY AWS Organizations #2#1 A5 API BBEEZA T, B LUEN Amazon
Inspector #H| A APl AT ZALARKEENITHEELE,
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® Note
LB B REE R 515 A Amazon Inspector i , H&E AR AL B3hEESE,

ERHRALBEEERN Amazon Inspector

WMREE AWS Organizations REEFEEH K~ /E A T Amazon Inspector , M A7 EHR AWS
Organizations &&= API 2 Inspector. X R IKF MELEE R L EBET Amazon Inspector 12l
A AP ZEARBEENAMEER,

ERNBEEENTK A Amazon Inspector , iHHITLTIRE -
EHEBEERN Amazon Inspector /5 F

1. &ZF AWS Organizations BB HERBEERK,

2. EHRALBER , FEEZH Inspector WX FHBMABEPRIIENZH, BUNMEHFRBERNE ,
NEFEANPAEXREEZANKXSE,

3. AWS Organizations ¥ B3I A K E , Amazon Inspector SHEZ FMK P EAEENTHE

KA,
AXRERRDEALBENIEMUEA , 21 Amazon Inspector BLZE AWS Organizations 3 #4,
(® Note
HEFALBERSERF 7 EN , XEKF2REBHE ST Amazon Inspector IRE ( RI#E LK

BANKESEASER ), XEKFTEZZBERENER , AT REI RN EER
SREEMIH Amazon Inspector % &,

£ H Amazon Inspector

® Note
£ 158 Amazon Inspector 28l , BERES HIBAERN,

FHHEAELBREERN Amazon Inspector 386
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Console
E{= /A Amazon Inspector

1. FRENEIEES , ARBTE https://console.aws.amazon.com/inspector/v2/ home 3T FF
Amazon Inspector #2414,

2. FANEALAN AWS XiF %&Fe5 , EEFEEEA Amazon Inspector B X,
3. ESMERP  EFEMRE,
4. E$F1ZH Inspector,
5. HIBWIARTE , EXAERHAER , REERFA Inspector,
6. (¥#%H)ELEREA Amazon Inspector HENXIBHESIXLESE,
API

ST API'RE, EiERP , 24t IDs BHE{EEC2, ECR, LAMBDARAMIMKF , WA

KresourceTypesEEAMEHAENKS , XfFHERZKS .

{ZF Amazon Inspector 387


https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/inspector/v2/APIReference/API_Disable.html

Amazon Inspector

RAriEmE
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ATHETEAN AWS XK Amazon Inspector BL&i,

IR

R 3 K 2

HHIA N

Amazon EC2 W& iF&= X

CIS H#HE &

A% E Amazon Inspector Classic f8% KB Z 5 &K |
Classic R Ei#l. Hx5 AWS Organizations X E TR | &

Organizations RSB & o

MINE

10000

500

10000
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Wie

5 Amazon Inspector
TIRETE A K o< ER
{9 B 53 T P Y S K3
2, RFET AWS
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i

BAOXEEN AWS Ik
FARENSRAIE
MNBE, EFTEE
RBSEH.

N AWS K FH R K
Amazon EC2 R4&1
BEXUKE, BF*
BERIZSE

CIS B ERN & AHK
B, BTLEBERRES

BL &

BEZH (AWS —figZE) HH Amazon Inspector

S (AWS —RZE) Hlg AWS
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