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AWS Systems Manager OpsCenter , —IUZh & AWS Systems Manager , 27 —/MNHROMIE | &
EIRMAMITRLARAUEEPES, AREMNBRE AWS BREHEXHNIZE ITEHE (Opsltems),
OpsCenter BEEAEF M AWS &R\ B F9 Rt E (MTTR), OpsCenter Opsltems B RSS# 1T
SCEFFREN | FARRHEAEXRESIUER Opsltem Opsltems, X ERMEXERNBFRERBERIE.
OpsCenter 5 Systems Manager Automation 5% , R FEFEA Ba1{LiEZ1TF MR FEN R,
AL Opsltems IRSHNKRFEFTHNERNBERS . & 7 LAE A OpsCenter#s Ik = ThaeXt
Opsltems ENKF#HITEPEE,

® Note
OpsCenter fEANSWEER. BEXEZEMELR , FSHEAWS Systems Manager FEMN T
Ho

SEHEEEEELL, OpsCenter B 5T L CloudWatch I i# EventBridgefE R, X ZWRE R A
LURX LIRSS BB N Opsltem £ OpsCenter CloudWatch 1R AALARMIRZ S EventBridge 423K
B AWS BBH KA S4NS4 B 0IE R A, BiEF CloudWatch 3R EventBridge EHEL
BN B3t , Opsltems &R LUET £ MEFH A RIR 2 MIEE AWS RIRE,

THRER

AWS Systems Manager E#-EERRMEH NI , SEEHMHNITK, WRESESNAR, F
WRREE, BTFMENL. BIXREESER ( Slack, Microsoft Teams, Amazon Chime ) MEF %
Mo XLEThEE M FEBIA LM AMMBREINM AWSHENARFHREN. HEBRNEL,

M2 T , AWS Systems Manager OpsCenter E R BB IRIETETEH (Opsltems) , LfERZ
SER, MERE., REHE, STRWABHANFRSERE day-to-dayR/ERIE, OpsCenter

J&EIY Amazon CloudWatch l Amazon &5 AWS & iR& R EventBridge , £/ Systems Manager
Automation =47 F ML B3 Opsltem BIZHMEE. OpsCenter Z#FXiH Opsltems AHBEIK - &
B AFsEHNEZN AWS KFEE, AEMBARAFE, HER , OpsCenter FEFEIFHHFHE
WmIEE,

XHI AWS RFZBRMNEFEXFETHEEL/MBE. Incident Manager & 5<% OpsCenter #y, Bt
RBBRNSHFENMRT , ANEEOERE ZWREESHNIERE.

Y/

TRERT “SHEER M “EHEER 2RMNEEINE OpsCenter, FALLERRBERR
OpsCenter FEEMNEZEER,
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RAriEmE

F1E/RE

FEB/

R1 R 3% =

IR RIEE R

EITFMBL

BKSEE

IERIET

AWS Systems Manager
Incident Manager

REH., BREREEEN

FENARFHNEN ; 2R
A RS mEREHE

R-AEFHIDEESEE

-7 3 5 an B ) SR MR iR
=-B3h I Rk

= Slack, %k
Teams. Amazon Chime

=E-BE WA TR B3 AT

=-BRKPEHHE

AWS Systems Manager
OpsCenter

Day-to-day #{E T/ EE

ZEEIR ; HRERE ; BIREK
FE : Health BH ; RAE X

B-FEF =K ( PagerDut
y. ServiceNow, Jira)

B
B-FBEFP LR

BAR-FEFHEK

=-F 31T Systems Manager
Ba{tizTFM

=-XEANEKS Opsltem &
b

MREBHI A CloudWatch BIRF EventBridge MU ER B EHEESH |, NEENHERTEH S
g5 2 M OpsCenter, IEAILUERAUTHE2 —#1TT% :

EREITFMBEER

£/ Systems Manager Automation =17 F it B 31 CloudWatch B # EventBridge M N M\ B4

EERTEE, OpsCenteriXfhF2aiEZM. ARENHETERENFAN ALRIER. BT
EREIBZAERFIHHE , B AUBE Bai KAEETBHHES IR, BX step-by-stepiiff ,
#Z Fthe section called “fFEBIZITFMA T OpsCenter”s

EBE AWS Systems Manager OpsCenter


https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
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FHEK

FHIRBEES 2 ERH CloudWatch B4R EventBridge M| OpsCenter, XU , HSH
{Systems Manager FiFF$§F) OpsltemsH VAL E EventBridge E8IZEH CloudWatch E1R
Opsltems M fic E Z I ER B,

MR FIR
+ AWS Systems Manager OpsCenter fi FF$5F

« the section called “§ H =4 &3228 ¥ iE”
« the section called “BEEEHEERF TR

FERIZ1TFMA T OpsCenter

R38R0 step-by-stepiii B t{A G R S % CloudWatch 23R ML % EventBridge #MM AWS
Systems Manager EHE 223X 8 E| AWS Systems Manager OpsCenter £ Bz %z 1T7F M

B>k OpsCenter EEMMIAUR E T HEHEE RS 2 RMEX 5] OpsCenter , iHZ[Hthe section
called “iIX# E| AWS Systems Manager OpsCenter”s

ERBIEMEA S ystems Manager Automation 21T FAHFERNILE CloudWatch Bk EventBridge
AN 5 OpsCenterfEf. ZIETIEUT IR :

- HBEAMZEN-IBE CloudFormation HRUBIEEIBREZTFMATEN TR,
« &# CloudWatch Rk EventBridge MN-Z1TBa{LETFM , FENERETHE. OpsCenter
o BEER- (E ) BBREFNENHMEHEER TR,

® Note

BITFMXFE-K/-KEXNHNER, MREHFESNKSTXNRR , WSS 3N E
N FP-XEAEMITER.

E# 2| AWS Systems Manager OpsCenter 13
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S 1 : 62 CloudFormation &4k

EB#& CloudFormation #EiRLABIZ T HE1TFMATERN IAM A, Amazon S3 Z##F Amazon SNS
FH,

FrERY 1AM R

EIPF I CloudFormation #4R , BFEEH A CloudFormation HRIRIE (. ). IAM BEEE
(cloudformation:CreateStack., . . cloudformation:DescribeStacksiam:PassRole)
iam:CreateRole iam:PutRolePolicy iam:AttachRolePolicy, Amazon S3 %

BRI EMNEE (s3:CreateBucket, s3:PutBucket*) LA Amazon SNS EBIR/E

(. sns:CreateTopicsns:Subscribe, sns:SetTopicAttributes) 8 IAM R,

£ < CloudFormation X BN ZEFHMEE , E3 M ( CloudFormation A/ ¥Em)Y &
K CloudFormation X fE& %,

{24 A &8 CloudFormation &1k

1. TEHBEREEAWS-IncidentManager-MigrationResources.yaml#&E#RH AWS-
IncidentManager-MigrationResources .zip X,

£ https://console.aws.amazon.com/cloudformat ion _£3TFF CloudFormation 2% & .

EFR IR,

EREEERDD |, EFE LEERH

IR EBXMH, REEFIZAWS-IncidentManager-MigrationResources. yaml X,
EET—%,

EEEHEKFAEEREL  MANULTAE

o HRBF-WMABH (HIW, im-migration-infrastructure)

« ApprovalEmail-fi A F T Wit 8 2 89 8 F iR 4t ik ( {X4E r RequireManualApproval unbook
SEARE N true BHER ) .

* IsPrimaryMigrationRegion-1£#FiX true B RIRKF 55 — N FHEKRN X , BNEEF false
8. & Next(T—2%),
9. ERLEMHEMNE L , TEFET —F,
10/ “EH” WAL , B TR3)HER “FREIA CloudFormation ATEE A B E XL BFHEIE IAM &

N=—gl

W o

R A S

TMIERRR
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./samples/AWS-IncidentManager-MigrationResources.zip
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CloudFormation £ 7RCREATE_IN_PROGRESSIAZ., HR AR CREATE_COMPLETERS , RN E

® Note

MREEZNXEEE CloudWatch B3R5l EventBridge M0 , HEEHITEBHNE X ESE
2 It CloudFormation 4%,
X FE AWS HAHBZIKF |, EFEAM CloudFormation StackSets :

« E£E StackSet- IsPrimaryMigrationRegion I &N IKF — AN XIFHRE R true
« JRE StackSet-X F A H A X135 IsPrimaryMigrationRegion , ®E R false

BxiUiBE , 2 ( CloudFormation FAF#R) CloudFormation StackSets® Y “fEF”,

E 2 CloudFormation &4k , i&§EH AWS CLI

NTEWFHHE -, FEANUTHS

aws cloudformation create-stack \
--stack-name im-migration-infrastructure \
--template-body file://AWS-IncidentManager-MigrationResources.yaml \
--parameters ParameterKey=ApprovalEmail, ParameterValue=your-email@example.com \
ParameterKey=IsPrimaryMigrationRegion, ParameterValue=true \
--capabilities CAPABILITY_NAMED_IAM \
--region us-east-1

NFE—KFFHEMXE , IsPrimaryMigrationRegionifi®E N false :

aws cloudformation create-stack \
--stack-name im-migration-infrastructure \
--template-body file://AWS-IncidentManager-MigrationResources.yaml \
--parameters ParameterKey=ApprovalEmail, ParameterValue=your-email@example.com \
ParameterKey=IsPrimaryMigrationRegion,ParameterValue=false \
--capabilities CAPABILITY_NAMED_IAM \
--region us-west-2
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ERIUPHBORA |, BHITUTRE !

aws cloudformation describe-stacks \
--stack-name im-migration-infrastructure \
--query 'Stacks[@].StackStatus' \
--output text

Z 365 RECREATE_COMPLETE/GB4k4E T —

$ 2 . T CloudWatch 3k EventBridge $11I

\|

£/ Systems Manager Automation i=1T F ¥ CloudWatch B3R EventBridge N NEHEE 5T
#%|, OpsCenter

ERREFH

« AWS-MigratelncidentManagerCloudWatchAlarms

» AWS-MigratelncidentManagerEventBridgeRules

BRXEETFRNDENESEL S/ RANSRER, WASHNA L , B35 runbook X
o
BT F A = anfaE 4T

ERZITFMEER/EE THERE

- RUAMLAE-RAEASHEERENITRIREBREBENPIA CloudWatch ZR 3k EventBridge
)Ilu ;:FJ&EQH’/\EZ—IEEEEIJJ:HS/AO

- FfttE (W& ) -BIAMBERT , SEABMET REREITR |, BateTREIN 24 /MY, Amazon
SNS BHF XX EIEPBHAE CloudFormation IEER B Fif s, FrIEELEERZ 10 E
Amazon S3 , A FEFEIBRBENTEIIRUAEFHTE, BHAREN false , ATLABS th 55
RequireManualApproval

- RONIB-WRFHMMAERENR true , WEFHE | REREFINEER D E Amazon S3 Hi
TE®B. MBIREN false , NEFHTZHNER,

WMASH
NETEMBEZEUT S -
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AutomationAssumeRole ( 21E )

HEARIM-Migration-Automation-Role®## ARN, CloudFormation
ApproverArn ( #1E )

AL FEEMETEN IAM A2 AFH ARN,
S3BucketName ( #41E )

CloudFormation 4% 8|28 Amazon S3 F#E B M.
SNSTopicArn ( #41E )

HerR 812K Amazon SNS &M ARN, CloudFormation
MaxNumberOfAlarmsToMigrate 2% MaxNumberOfRulesToMigrate ( Al )

BRHATHEIBNEAERE. BRE :
1. 5. 10, 50, 100, 500, 5000, 10000, 25000, 50000, 50000, ERiA{E : 10000,

BatchSize ( Ali% )
BHPELENRRHE. BRE :

25. 50. 100, 200, 250. 300. 350. 400. 450. 500. 500, ERIA{E : 100, EITFEMTXNIT
B % %3 100 x BatchSize &R,

RequireManualApproval ( A )

ATERAIBIEAFTEFIHENRRE. RERN true ( BRIA ) BF , ZFUEI—FH Amazon SNS
BH®BTERG  HPaE ﬁﬁﬁ']i%ﬁ’] Amazon S3 VB R A Fi#tkE, ELHEUVEN BahhITiE

Tl EWEERE, REN false iV, ETFMBEAINLZ M EEHIHREEZT. ERE: E. R, HKiA
5: K,

FEREFAE#HITIER
1. £ https://console.aws.amazon.com/systems-manager 3T System s Manager ##|& .

2. ESMERF , EEBIL,

3. BREZITFMEM (AWS-MigrateIncidentManagerCloudWatchAlarmsELAWS -
MigrateIncidentManagerEventBridgeRules ),

4. EERITEBI,
5. #i A CloudFormation 4% H RS HUE,

E#% %) AWS Systems Manager OpsCenter 17
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RAriEmE

6. ( Ali% ) falsefnRERequireManualApprovall8 B3 Faiit SR | ENHIEERN.

7. EEHIT.

8. MR iZERequireManualApprovalR true ( BN ) , MEEFFIHFRZEELWE — B Fap4H
B, ZHEFEHGIEERBNLITESN S THEM#EEE, £F Amazon S3 FEREH I E RS
xR, RBE 24 MINBY B FHRHEEESEF A NEAE, ELHLEUE. AEEREHEST 2@
TEB. MRIREN false , WEZRELEFIHITIER,

9. EFMITIRAT N “BT"

EFRHITH AWS CLI

X F CloudWatch 1R :

aws ssm start-automation-execution \
--document-name "AWS-MigrateIncidentManagerCloudWatchAlarms" \

--parameters '{

"AutomationAssumeRole": ["arn:aws:iam::123456789012:r0le/IM-Migration-

Automation-Role"],
"ApproverArn":

"S3BucketName":

"SNSTopicArn":
Approvals"],

["arn:aws:iam::123456789012:role/Admin"],
["im-migration-logs-123456789@12-us-east-1"],
["arn:aws:sns:us-east-1:123456789012:Automation-IM-Migration-

"RequireManualApproval": ["false"]

A

--region us-east-1

%t F EventBridge #1 :

aws ssm start-automation-execution \
--document-name "AWS-MigrateIncidentManagerEventBridgeRules" \

--parameters '{

"AutomationAssumeRole": ["arn:aws:iam::123456789012:r0le/IM-Migration-

Automation-Role"],
"ApproverArn":

"S3BucketName":

"SNSTopicArn":
Approvals"],

["arn:aws:iam::123456789012:role/Admin"],
["im-migration-logs-123456789@012-us-east-1"],
["arn:aws:sns:us-east-1:123456789012:Automation-IM-Migration-

"RequireManualApproval": ["false"]
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A

--region us-east-1

EEFE Amazon S3 FHEIRFIR , BRITUTERE -

# For CloudWatch alarms
aws s3 cp s3://im-migration-logs-123456789012-us-east-1/review/CloudWatch/
review_CW_alarms_to_migrate_123456789012_us-east-1.json ./

# For EventBridge rules

aws s3 cp s3://im-migration-logs-123456789012-us-east-1/review/EventBridge/
review_EB_rules_to_migrate_123456789012_us-east-1.json ./

R E RequireManualApproval A true , IBEE B IRYIFR I BT £ o7 68 F o448 & P A L E SRS
MBI TES A TEIETE. MRIREN false , NIEBTFER DG B BEE,

HIR 3 UL IEH
EREBRE , BRIEENFRREEERESZET

o fRENIREIRBBLH-BUECITEEM CloudWatch BIR =, EventBridge #0 z — LA4E B & &
- ¥\ Opsltem BIZE-BIFERKE ALK OpsCenter B Opsltem & Bz,
- RIEFEMMH-RERREAEESRETHNELRIIRSEBREELED Opsltem, (EAT

CloudWatch 3k )
T4 FESHEESRAR

B IhiE® CloudWatch iRk EventBridge MG , B LR FEEHEESRTR , FEELHER
%,

BXRMIBREHIE, WITR., BKRA, BTFHNEMSESHEERSTRFEMREE , H5Hthe section
called EEEEHEERTR .

fiBR CloudFormation 4% ( AIi% )

& 0] LA BR CloudFormation H#Ek LA ER A TR GIZERN IAM €. Amazon SNS & H Amazon S3 &
&8,

EBE AWS Systems Manager OpsCenter 19



Incident Manager ArfEm

/A Important

EMRRHER 2B, DTBEESEFMETBRERMBH Amazon S3 FiEM. CloudFormation 7o
EMBREEX R Amazon S3 1.

fHIB& CloudFormation H#E#%

aws cloudformation delete-stack --stack-name <your-stack-name>

BENEEE
CloudWatch BE&-F®5Ezhi2% % CloudWatch B7E :
 CloudWatch 3k : /aws/ssm/incidentmanager/cwmigration

 EventBridge M : /aws/ssm/incidentmanager/ebmigration

Amazon S3 M EW-ETB 2 H , FIEEE &R B ZE Amazon S3 :

migration-logs-{AccountId}-{Region}/
### backups/

# ### CloudwWatch/

# # ### {AccountId}/

# # ### {Region}/

# # ### {AlarmName}_backup.json
#  ### EventBridge/

# ### {AccountId}/

# ### {Region}/

# ### {RuleName}_backup.json

### review/
### CloudWatch/
# ### review_CW_alarms_to_migrate_{AccountId}_{Region}.json
### EventBridge/
### review_EB_rules_to_migrate_{AccountId}_{Region}.json

F0 A
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« FRUIKBIT T SNS BH ( 2 RequireManualApproval =true &t ) -iFEF L Si# SNS EZITHY :

aws sns list-subscriptions-by-topic --topic-arn <sns-topic-arn>
- o EBKM-EEE CloudWatch BELUREUFAMNEIRELS , AEEH/IMEFEHB N,

ERERF :
MREBEERRIR , FHRITUTIRE
« M Amazon S3 REZH :

aws s3 sync s3://im-migration-logs-123456789012-us-east-1/backups/ ./backups/
- MERIR :

# For CloudWatch alarms
aws cloudwatch put-metric-alarm --cli-input-json file://backups/
CloudWatch/123456789012/us-east-1/MyAlarm_backup.json

# For EventBridge rules
aws events put-targets --rule MyRule --targets file://backups/
EventBridge/123456789012/us-east-1/MyRule_backup. json

|3
| MREHESE B EBRAEREMFAL?

Z mRRWEGRE , BURTE 24 NetEERN. SRUERERNSRENREII B,
Al REEEXHIBRIR?
TR, YMERBETXEN B LRITREMIBENXE,
IBRFEES KA ?

| :
Z IR EERTRRNEE
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« K4 100 NEHR/MN : 5-10 74
« K2 1000 NER/AN : 30-60 74F
« K2 10000 NEIR/HN : 2-4 /e

| . EBFEFEMEREHRE OpsCenter ?

Z : BE, 7£ CloudWatch BRIEBHA , EHEEEZNMNITIIFENRINFEEN=EESWREH
Ba RS EIFHRIRY OpsCenter = EML 5, XA &M T EventBridge N,

B BRESRANMITEBEITFRMBUSE ?

. TR, IBEICEITFMALTFERITREA. BER , TBEM OpsCenter A= 4 %%
M. Bx1#15 , 55 S ystems Manager E4 X #4,

B Sy

« the section called “E# E| AWS Systems Manager OpsCenter”
« AWS Systems Manager OpsCenter Fi 1558

- Systems Manager B311t

- the section called “§ HEH SR HIE"

- the section called “FEEHEER TR

EBE Jira RS EE

Jira Service Management (JSM) 2 —f IT lRFEE (ITSM) fBRAGE , AIHBIHENER ZHRE
(SIELTFHH, BIR, BB OFPNEH ) B, RER, EENBRAZINEFHNIER, Jira
Service Management £ F Jira AR , FENELR (MNFRE T BEIALEIR ) HERBEB L
BZEER, MEBHRNS4. BBTE, REE”, BRARASNIEREED L, Jira Service
Management @IEBHEEIEE , fINEFHRAE. BiR. EAEHEE, TEEENE N DevOps T
ERBIRITHEREF (PIR) Thee , FIAIE CI/ICD BEEMBz{LRB LD Fah TH,

Jira Service Management 5 Amazon CloudWatch 1 Amazon EventBridge £/ , A FREE
CloudWatch g3t AALARMIRZA S EventBridge 4B R B1ET AWS R X HmEHNEHFED

Bl Jira RFSEEER., & CloudWatch B EventBridge B4ELE 7 B 31 82 Jira Service
Management B3R , FREBFERLE —F 4 LM AWS BRPRIRZHFIEE BT, Jira Service
Management ZFHBEE R , REFTRERMAREEK , BISHRE ( BFER4. BE. BiF, B
L ) BHEENAR,

EBE Jira REEE 22
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MRIEBHFIA CloudWatch BIRF EventBridge M N 55K AWS Systems Manager Incident
Manager , BINEBWUEEFIXLEER , XN Jira Service Management, Atlassian B 7 XH4RME T
£ Jira REEREE Jira REEEEMR CloudWatchA & 52 £ HIEMEEA, EventBridge

BT B3IBIBREIRI |, Jira Service Management BB T —RFIM{L B4 EEMIHEE | Sl
B, HIREBMESLAN, BERATUSELT Atlassian X4, THREXEEXLIENIFAESE

- RREHRMNFHRE

- BIESGRER

- BIEEHRBER

- REARMAR

« REBREZELR

- BREBEAHN

- REEGENEZTEA

- REBFLAN

- REVNEESHANEEXRE

MHFEHMRE , BUUBRRENREAREFZLEH Atlassian HERRUKWMESEE,

1E# % ServiceNow

ServiceNow EHEE R —MZ0 ITSM R | EEEENPHEMEEENRSEE , ANZEARE
RO WEEE, SE4HEEE—R , ServiceNow EH4EBEM T —IMNEMLNBEFLREKREE,
WEMBERITEHNH , EEEIBERLERNNE LIRRESEINEE,

“TEHEBEMEHEER ServiceNow RFRIE” B 5 Amazon £ CloudWatch , A FEREE
CloudWatch #Ri# NIRSE B3 812 ServiceNow EH/EIRFEH. ALARMIF CloudWatch BiREIE N
5/ webhook B318I% ServiceNow =4 |, EEEBERE —F A LM AWS BRHIR L M FIEE H)
B, AlOps

MREBHI A CloudWatch BIRSE R AWS Systems Manager Incident Manager , B2 UE
BEHIXLEER , A NFER ServiceNow EHEEFAIOps EHIEIRFA. B ServiceNow RYEMFT
ServiceNow 5Amazon£ BRI ¥ 41589 CloudWatch,

BRT B BIBEHI , ServiceNow BHEERBEMH T —RISHBHEENEE , fINEHBEEE
B, FHiAE., HIRBEZE, B TUSELT ServiceNowX s , THREXEBIXLEIRENIFME
S
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https://support.atlassian.com/jira-service-management-cloud/docs/how-can-i-add-and-manage-internal-stakeholders/
https://www.atlassian.com/enterprise/contact
https://www.servicenow.com/docs/bundle/zurich-it-service-management/page/product/incident-management/concept/c_IncidentManagement.html
https://www.servicenow.com/products/incident-management.html
https://www.servicenow.com/products/event-management.html
https://www.servicenow.com/docs/bundle/zurich-integrate-applications/page/administer/integrationhub-store-spokes/concept/amazon-cloudwatch.html
https://www.servicenow.com/docs/bundle/zurich-integrate-applications/page/administer/integrationhub-store-spokes/concept/amazon-cloudwatch.html
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- EHEEY

RS AIEMHERE

EHBEEEMERREA

#arEE

LIRAREE

MEFEHMRE , BUUBRRENEAREFEEHServiceNow SHERRURMESE L,

T # 2 PagerDuty

PagerDuty@ —NEHEEF A , AIBBALRN, WHNEEMHEH. 5 Incident Manager —#¢ |
PagerDuty ERM 7T —MNPAMLE |, EEFATUERELES AWS BRERERHXELE , NTTED
NEFH R,

PagerDuty 5 Amazon CloudWatch 1 Amazon £ EventBridge , 2 #&4E CloudWatch B3R
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MEEZXZE , BAUBKRENEREFLES AWS-IM-help@pagerduty.com TEEZER.

SHEHEERKIE

AEBNFWMAFER Python BIZRMH AWS Systems Manager Incident ManagerS HEHIEZRMEF
DI ZHMAFGHIES HBEM{LE JSON XH L — 5 2 TR 7R,

RAT LS HBIRA
BRI S TR -

- EENEBEH/ICR , BFE
- BEMEH
« MXARE
- B3
- BILHIT
- B2 R
. #rid
« 3R B Systems Manager FIZEf5 2 #7 3 #4

FRZ M

Friaenl , FRAREEEZUTRYE

- B &% Python 3.7 RE S RA
- AWS CLI EAE SN EREHITEE
« ZFET LT Python ##a :

pip install boto3 python-dateutil

PREEHY IAM PR
BERAILMA  FRHRESFUTRR :
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ssm-incidents:ListIncidentRecords",
"ssm-incidents:GetIncidentRecord",
"ssm-incidents:ListTimelineEvents",
"ssm-incidents:GetTimelineEvent",
"ssm-incidents:ListRelatedItems",
"ssm-incidents:ListEngagements",
"ssm-incidents:GetEngagement",
"ssm-incidents:BatchGetIncidentFindings",
"ssm-incidents:ListTagsForResource"

1,

"Resource": "*"

Systems Manager X R

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ssm:ListDocuments",
"ssm:GetDocument",
"ssm:GetAutomationExecution"
1,
"Resource": "*"
}
]
}
H O 45
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incident_manager_export_YYYYMMDD_HHMMSS/

### incident_records/

#  ### 20250309_102129_TAD_Service_A_Lambda_High_Latency.json
#  ### 20250314_114820_SecurityFinding_SecurityHubFindings.json

# HH# ...

### post_incident_analyses/
### 20250310_143022_Root_Cause_Analysis_Service_A.json

### 20250315_091545_Security_Incident_Review. json

#t L
1Z 1T A
EARRE

RETSHEERBESHM Ahere, FTHMAFZRRUTUHABITEIA,

EFEARNRBETHAR , SHITUTERE

python3 export-incident-manager-data.py

A] A i

BULERUTHTITEREENLSH !

bl
--region
--profile
--verbose , -v
--limit

--timeline-events-
limit

--timeline-details-
limit

iR

AWS X3

AWS A B 88 R
BRFHABE
ESHNBASEHE

BNEHNR AR B HEFI

=X FOE PROIE
1%

ARIA
us-east-1
ARINBLE S
FALSE

7o PR 1

100

100

27


samples/export-incident-manager-data.zip

Incident Manager ArfEm

by iR AN
--related-items-1i BREHREXYE LR 50
mit

--engagements-limit BREBEHENRASEE 20
--analysis-docs-1i ESHNIMXBENZABE 50
mit

=~
ERAEENEENHNEERHSH

python3 export-incident-manager-data.py --region us-east-1 --profile my-aws-profile
EAFH B SN HRFEITSH -

python3 export-incident-manager-data.py --verbose --limit 5 --timeline-events-limit 10
BRSFRI PR S H ARBBIES -

python3 export-incident-manager-data.py --timeline-events-limit 50 --timeline-details-
limit 25

S
=425 JSON 414
BANBHIEEEHDEUTLEH

"incident_record": {
// Complete incident record from get-incident-record
.
"incident_summary": {
// Incident summary from list-incident-records
},
"incident_source_details": {
"from_incident_record": {},
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"from_incident_summary": {3},
"enhanced_details": {

"created_by": "arn:aws:sts::...",
"source": "aws.ssm-incidents.custom",
"source_analysis": {
"source_type": "manual",
"creation_method": "human_via_console",

"automation_involved": false,
"human_created": true

iy
"timeline_events": {
"detailed_events": [

{

"summary": {3}, // From list-timeline-events
"details": {} // From get-timeline-event

1,

"summary_only_events": [],

"metadata": {
"total_events_found": 45,
"events_with_details": 25,
"limits_applied": {3}

.

"related_items": {
"items": [],
"metadata": {}

.

"engagements": {
"engagements": [],
"metadata": {}

.

"automation_executions": [],

"findings": [],

"tags": [1,

"post_incident_analysis": {
"analysis_reference": {3},
"metadata": {3}

},

"export_metadata": {
"exported_at": "2025-09-18T...",
"region": "us-east-*",

S
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"incident_arn": "arn:aws:ssm-incidents::...

E/E5# JSON &

BN XEXHEHEE

"document_metadata": {
// Document metadata from list-documents

},

"document_details": {
"Name": "@37fc5dd-cd86-49bb-9c3d-15720e78798e",
"Content": "...", // Full JSON content
"DocumentType": "ProblemAnalysis",
"CreatedDate": 1234567890,
"ReviewStatus": "APPROVED",
"AttachmentsContent": [],
// ... other fields from get-document

.

"export_metadata": {
"exported_at": "2025-09-18T...",
"region": "us-east-*",
"document_name":

FESAEERRR

MEBELBRBMFEH AWS Systems Manager Incident Manager , RIIB UG EER RN E4EER TR,
X FERTEETEERZERS , A ILEMFENKRE, BEXEZSIEMAER , BSHAWS Systems
Manager ZE T H o

Ml BRE HISE

SHERSHEERNRBAN  EETESN AWS XESHEAKIE. IRETEEESHER
2, R BRIZE HIER,

EMBREBIE , FHITUTERE

BEBSHEESRTR 30
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®iE AWS Systems Manager S EE 25

BINBNUERATEBZENKS HIZE S AWS ystems Manager EHEEET. BXEA Incident
Manager & , BERATES :

£

o JEAIRER AWS JK

- SIEEEEEHENRNAS

- BRUARESXFE

« Incident Manager iX EFTEN AR

SEMZRER AWS Ik
MBEEH AWS IKF |, BB TETBRERIE -1,
IRE S AWS Ik

1. $TFhttps://portal.aws.amazon.com/billing/3E A
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“BAKS” , E5EYINKFENHEBEENK,,
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AET-TE , HALRERS,

ERIMEABRAFRERIENEDR |, B35/ (AWS &% AF#ER) H M Signing in as the root

usero
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BXRUEHA , FSEIAM BFREETHN AWS K- RAFSEAEL MFA R% (BHE )

BIEEEER T E R A
1. J3 A 1AM Identity Center,

BXEE , BSE (AWS IAM Identity Center A 1§8) HEE A AWS IAM Identity Center,
2. £ IAM Identity Center 7 , JAFP R FEEIH RN,

BXEA IAM Identity Center B & N SRR , 25 (AFIERE) 1AM Identity Center
B A B9 A BRIAMREELEAWS IAM Identity Center FA P 17 R4 R

UERERBRNRNAFSHER

EE A 1AM Identity Center A B 0% % , BEERBELIZE IAM Identity Center Fi P BT &%
S Y B8 F R4 3 41k A9 B 5 URL,

BXMEH IAM Identity Center AP 2 ZH#HE , BZHAWS 2% AP EEFHER AWS iHE)|T]
o

77 4R BR 50 Bic 4 EL At A P
1. f£ IAM Identity Center 1 , B —PMXRE , ZANREFERE R A RIKAXRAY R AEME,

BXRUHA , HSHE CAWS IAM Identity Center A $§R) F#Y Create a permission seto
2. HMARSEE—ME , RAERNZESEE L BFZIFRNE.
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EoEFmER

1. 3TFF Incident Manager &l &

2. EEMSMBERS , EFEFWIEIRX,
3. EFoIEFWATER.
4

FNFREIRER , WABHURBZIR BT E &K , #l20 MyApp Primary On-call
Schedule,

5. EUTXIAE"H , WALRERNDE , %3 B E S E R RZME— AWS X, Fliimy-

app-primary-on-call-schedule,

6. (k) ENREXE , F-ARSMEERA B VAEX LA B F v e iE &Ko

HRERLIBEAERNTIETHEE, MIAULEETEANSR (AR, HEESIFE ) WER
BITHE, flm , B LARERER , MAEEZTHREER, SENRERXERIFN LRI
X, BXFrIE Incident Manager BIRMWEZER , HZH £ Incident Manager F#R12H R,

7. HEEFHAERFHFIM—ARSZIER

£ Incident Manager A & an it (B R S 2 31

T RRPOVRIENE TRENERNE, EREETRRERNKRA, BRSTUELNMFwT
B = 245/ UR R

SETLARE Incident Manager I NERR AR EMMAT MBI D, BREERRANEE | B
SR EEHEERTOEMBEBRR A,

EERERHRE , B EREAMNTE B A EIZNHERAAR,
E OB et E RV

1. HEEIEForRAXRNENRGR 132 , EREBEEHD | WARIRRRNEF , Hlin 00:00 -
7:59 Support = Dublin Support Group.

2. WFHHBHE , LLYYYY/MM/DD BRM A ZERBRFRERN BE |, #la0 2023/07 /14,

3. WFHREKX , EF2REX |, ZEEXERERZELHRIEENLIIZE S0 A A B N ER,

BRI AER BN YGRS 5 VLA (JANA) B ERET X, flan : “America/Los_Angeles", "UTC",
"Asia/Seoul’s BXEZER , S IANA Mt LR XEIERE.
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/A Warning

EUMREEDHNRKETERRR, BE  SALRENXOESNELTELPMELY
MPEEE N, GXESES , BSHATHNENZRER (DST) 3k,

4. NTRMRITEETE , K 24 /MEt hh:mm B X A ZRRNVRVTT HaVEE | 5120 16: 00,

BEIE K EREENNEXTFENKIAN Y EER, Fl, R EIERE America/
Los_Angeles AATX |, 00:00 REEFFEETE |, XAHEH T Z/RZEAME 08:00 , ENEZEH
13:300

5. XTHRMEREE , L 24 /Nef hh:mm X AN 2RV IELE RAVRS A |, 0 23:59,

(® Note
FRTT 1 L5 3R 2 B Y [R) e At iB) B R ZE DA 30 70744

6. (HWit)ZREHRKEREN 24 /Mo, BiEE 24 PMEER , ARERRIT AN EZRPRAZ
RBRNFTREE, RRERNEEXBIIEN.

flan , MREFLEFWRERN 24 Mot , MBEMELF 11 SFE#HR , BiEFE 24 PNEE , AREA
11:00 {ERFFRETHE,

7. NFERXE , ERZRRE-—APHVLTEHRSHRE. i, WRENFHITITTER
R, EEZRREBMAASZANE R

8. HMEFERRARNMBEFEIRS,

£ Incident Manager B9 4 an it A = RS BR R AR INEI R 1 Fh

FEENGFmINRERP , SRR BALURM— NS NERRA , ZRZARM 30 N EA LM Incident
Manager B & iR BB R AP HITIER,

HEFBERARNMB RPN | ZRRATRSRIBEA , EAESRERIN 60, BATRERR
ANEAER , BIRFHM4. EEFETRIERE,

AREERRANBKRABNLEINESR AN ESHEEFTOBNEERR A,

ERERR AR IR an i R RAVEC IR AR
1. HEBRGHNERTEL  ERROKIARS |, BRI EREKRR A
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2.

EARMBMBRIRRAI EES |, ARELSHERRPVERANGIE,

SRR R ANIF 72X LR AR B RFERIENIRF, ETRERNBRRARENR
s P o

EEEIN,

EFUBRRAERFRNVE , FERFZAFPHNRERE , REEMAD L

( .

MET

( -

B E B R AT

SIS E R BRI F AT K.

£ Incident Manager HIEER LB AR AT , HEERFMFE

RMEFABAE TRRPWRRA LRI ANEB L SFwHINE, FHNKTURRE. ARIABEE.

EETERIEARNK | FEERR iR

1.

2.

FRIZSFmNARAEL , ERRNEARREDY , THITUATERE

s WFHRMAHRRE | FM Daily. Weekly Ml Monthly R ITIER , EEBNMSHRMRRE
LR, LAERILANAS

o TR, MARMFEZS LR, JLAER/LNA,
flan , MREERE Daily H@A 1, MISMNRRAANSTHRIDEFE —XR, MRFER
Weekly H#A 3, WESNBRRANSHRIDNFE=A,

( Wik ) RS X , §— NS SAMMERAEHNENNAEIRR,

HERESBRARRNTETEE, METUERTENAR (WK, HEERHE ) HER

BITHE, W, BELARIEREE  UBESBAZRRNRKRAANMNE, HANRHNEHRE

ERAFHTFN LRITR. BXHRIE Incident Manager BRNEZEE |, 28 £ Incident
Manager F¥r12 &R

(#% ) CABRRAHK K BREGHEARNBZCE 2 HABINER,
ERIE,

P, BALE LRI P AR ERFNA LRRE, BXER , H5H HIE LRI,
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£ Incident Manager &R I A Y #Fan it (B 5k

EAAER o R R A AT B B S4B B B B M S e Rl R
e
EE#RNRARFAEE
- RESAIER
- BhlfFametEx
- flESSNERERENER
o M RRAS 6 B [H) 2R

EEFWRERIFMAER

UL EEESFONERFAESETE L RISHEIR at-a-glanceHE, ZNHEEITEYRFDA
BRMT—NEFHARNEE. ZREEBE—"NEHAE , EREEMSEREPBLERKRASH,
EEEFHNRAXRFARS

1. 3TFF Incident Manager #Z&l& .

2. EEMNSHMBERD  EFFwEER,

3. EEBEENFTHNERITH , BRITUTEREZ—

- I EABENE , HEERERE,
_ERE-

ERZITHNRERE , ARERESR,
- EANEARNBIUNE , FEREEER

EBAOESF , EENARPEEBRNRERALS  EFEXIERUENFAEESNCESR
.,

« EARXABAPRERRNE TR , FRBERRBHRZLHDRIT R,

EENANFHIER =
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RAriEmE

o

)
- B
- B

B

/:I:A
‘J‘ Ap

B

1.
2.
3.

O My First Rotation
B john-doe martha-rivera zhang-wei nikki-wolf
@ ] My Second Rotation
BiFamn At A&
DEFFmNRARRERRNEE , BATFHAESRN
B 2% Bl &
mEW
It e A ER
AIERAENESEIUXEENFTEANER BRI ESZBFH. BXELE , BSHES
B E) 2R o
BEwmRREER
$TFF Incident Manager £ #1148,

EEMNSHERD  ERSFHNER.
BHITUATREZ—
ERERBENSINRARTINEIERE  RARERERE,
ERSFHNERVNERIE , TAEEFHNRARFAGERTE , ARERRE,
NiFmatE R R HRRH T X ENEN, S UERRIREEED , HI0FF AL Rt E,
MEH, SAUREEENRBRPAMSMBRER, BHMKSRREFTEHER,
BEXFERATHETMNEES , B2 H 7 Incident Manager # 8 v it (B R A,
R EH

BRARA

EIEI

AW EmatEE
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/A Important
NREFEETSERNNER , NEAMUENERLTIER. NERENHNBRETMPEE , &
MNEBWEEEF N EREFAREENEIEER,
8 FlfFan et A &

ERYESFONERNEBEIFNEARNER , EUNR—MEARIAHRETENERTER.
EE HfFRER

1. 3TFF Incident Manager #Z&l& .
2. EEMSMERS  EEFwEER.

3. “EBREEFINSHERTHMNEIEEE,

4. EEREHF,

5. WHARHRGRHTEASLENER, BANRBEEEER. MM ERER,

(® Note
EHIAREREN , AN BREREEFNF BB M. EFNERERSEGFATEZNTT
1 B AR ATR

BXREATEIEMMNES , 235 7 Incident Manager F 822 &y Bt jA| R A3k o
6. EERBERIAR,

2 Fan i A REHRAT B R

MREFENNANERIT R RIIT RAMEER , WAL GEER, BLEHR , BLURBRRANEE
T EMEBRNE —PNERRA. EETLUGREBS NN ER,

BRERRRATBELES BARRNBRIR,

ERHAMRS , EMONERUZAERMARARERE R, TRETRAN Zhang Wei WEBRRALEH
XEHEFN, XESR/AR ZFENDT LMoL , ASASEFE , BI5A1MBER,

EENANFHIER =
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On-call schedule details | Edit || Detete |
Schedule details Schedule calendar
May 2023 | C H Create override | | 4 H Today H 3 ‘

America/Los_Angeles (local timezone)

Sun Mon Tue Wed Thu Fri Sat
20 May 01 02 03 04 05 06
00:00 - 23:59 00:00 - 23:59 00:00 - 23:59 00:00 - 23:59 00:00 - 23:59
zhang-wei

07 08 09 10 1 12 13
00:00 - 23:59 00:00 - 23:59 00:00 - 23:59 00:00 - 23:59 00:00 - 23:59
zhang-wei zhang-wei zhang-wei zhang-wei martha-rivera
14 15 16 17 18 19 20
00:00 - 23:59 00:00 - 2359 00:00 - 23.59 00:00 - 23:59 00:00 - 23:59
martha-rivera || martha-rivera  zhang-wei zhang-wei zhang-wei

E OB Fan et E RE B

1. 3TFF Incident Manager #Z#l&

2. BEEMSHMERP , ERSFWRAIR,

3. EEEEFEMSMMNREIRTHR , BHITUTREZ—
- EERENRAXRE , AREREXBHEDF,

- RBEEFHA

4. FHTUTREZ—:
< EERBRER.
© HERIMAPRERRIAANMR  RREEHRRUH,
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5. HECIREMEBRNEFESD , FHRITUTERAE

@ Note
BRI RAMEDN 30 28, BRENRRKTEY 6 MANRIHEEE R,

a. XNTEEFERR , ERETHPUEBERNBKREN,

b. XTIFHBEH , EFEHMASRT BB,

c. XFFARtE , LA hh:mm X5 A ST HBHV A,

d. XNTERBH , ERFIWMABRERN B,

e. XFEERHAE , 2 hh:mm B A SR ROeTE,

f. WTFERERERA K EREBERPEGHNERKAARE,
6. EFEEKR,

BIRERE  BAUEBESFAFERRIAGNE, SN —IMERNEELERRALEN , —MEEES
REMRNEROEI, SR SULER BRELCFER R FRERBHF 28,

I B A5 e B B) 2R
LETEHEEBRENSHRBERES , JEUFHEM Incident Manager Bk

N SRAEA E3R T RISRME AL 1R B 51 E A R an B R SR AE DY EARERIE | M RITEM BRestE) Rz AR R X 21t
) P A BR o

E I BRFan At A R

1. #TFF Incident Manager & & .

EEMNSHMERS , EEFHNER,

R ERBRAV St R RITHAY 2L R,

M BR o

EMERFaREtE RSP ? JEER , EXAEFHA confirm,
TR BR .

o o &~ w N

EENANFHIER =
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EEHEERPNREESEHEARITX

AWS Systems Manager Incident Manager &3 & E X BBk R AR F M E R ( S A FARRE )
RUARER, BAUEMES N LBRRESIA—NEH, MR LBREPVIEERRALE W

Bi , Incident Manager & LI REI T —ABR A, BEAMUEBREAFBINAESFITREFELELR, &
AT LA EIRITROR MBI TR, SUEESHF BRI E R LR, BB ESEH4RM LR
Xl

F&
- Stages
o HIE_EHRITHI

Stages
LRI R DB ERET , BINREENEN T . BIMNNRETRATEER

s FEME—THMET MRS ENRE, BEaiFHRE , LRITNE-MERRTHET.

« FHRRE—ERREAUARENKRA , LAINRFWINAIR , ZAERBESNKRRALR , 4]
BAENERELR, ERITHEAEELHESITRESNIRERTES . BANREESNLIRE
B, MEELRITHHAT -MEZAFLERR. BMMBRTUAESN LRRE,

BXRREBNRRANGE , 50 EEAEERTOEARERRA, BXUESGHRNERNE
B, FSR ESHEESPEASaNAREERNERR,

HE LT X

1. $TFF Incident Manager #Z#l& , RENEMNSEFRIEFE EIRITRI.

ERE ERITR.

NFEF, MALRITRIAOME—E% , flZ0 My Escalation Plan,
WNFHIE , WABEAFEBEIRF X, 20 my-escalation-plan,

3 F B IF4ERTE | # A Incident Manager fE#E A T — M B 2 B S 1309 20 59 5
NFAHRRE , BERE-NHSIRRASGWERIRAELM RHITES,
(k) BUEBRRATEBIAEDGEELE LRITR , FEEWIAELEITRI®E,
E@ZMBRANSE - RE , HEENLRRE,

©® N o a0 &~ w0 DN
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9. EELEMRIUTKAMSE —DIER , HERFZRME Ko

10. EES]S5 B 9, BERFESEARNZ LRI MATELN LIRRENE Ko

1. ("ik ) #RZL X8, §— IS IMRERABFHNES A E3HR1TR.

MEREBIBATFENERKE, MEATULLEFEANAR (WAR, BHEFEIIRE ) JRIFR#
T9%K, plmn , BRALDFRE—NERITR , SBEEATHSEHRE, 3sWLRREXRBERXE
M EIR1TX. BXHRIE Incident Manager BIRNEZER , S M £ Incident Manager F #5185
R

12. EFE ERITR,

HESEHEIE IR Oy R K& 6 2 & A R SiE

EHEERE—/NIE AWS Systems Manager , eFEHMN EEBEESHAEHRESHRREE
EHITE, BIRPEREE Amazon Q Developer FHHI AN AREFHIRENBIXRE, RiF , &9
LU iZ 578 5% #2) Incident Manager FEI G Rzt K o

EEHRXERE , WNEEAWNKTEREHMERAE, Incident Manager E&FEXEHNFIE
EHMNBAEEHATIXE, C2FEREENXREREEFEEN —NRZ Amazon Simple
Notification Service (Amazon SNS) B & A iX LB A,

RN ARFHH Amazon Q Developer lIEHEESEXHFUTNARF PRI RINE :

» Slack
* Microsoft Teams

* Amazon Chime

EE4PREPVXEN TR SFEE=FTEH Amazon Web Services fRF FIITES -
(F)

o 51 NENBIXIME R EHERH Amazon SNS F &

« £55 2 : £ Amazon Q Developer B9 EiI K N F 12 /5 b 6 2 B K 5508

o 15 3 FEIXRSUERIE Incident Manager B 57 11X

- BEBXMERHTED)

Jy e B2 )2 MBS W R 5UE 65
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55 1 RIEREIRINE QI Z S E #H Amazon SNS £

Amazon SNS R —H#EERS , REMRHER@ITRE (B NIRENMERE ) UERER. X
HEBIREEREZZTESITAAFRTRIIN , TBR-—NMEBRARNBEEE. Incident
Manager £/ SW R it RIXBKH — N HZNEE , MEAHBNEREERBHNEA,

ERMITRIF , BT AESHBEARMA—PHZA Amazon SNS £, EAFERR , BNZER

WINEE HENEN AWS XiF EEHP6IE— 1 SNS &,

® Tip
EFREIEREEERE , RIMNBUUELEE Amazon SNS =& , AMEE Incident
Manager —E2fEH, BETHKE , ERTUCIEZIXFET .

E R SR E R 5508 8 B 2 E # Amazon SNS &

1. ERE (Amazon Simple Notification Service FF A A R 5m) FHIBIE Amazon SNS TS ER

HATHRE.

(@ Note
IEEHE , FEREFUERETHF K,

2. EFEGEMNED , HiZTRESHEBTH Amazon BREBH (ARN) , #=X arn:aws:sns:us-
east-2:111122223333:My_SNS_topic,

3. IEREE  RERTHFRKRELS , BEEMRAME AN EMBHRNR,
4. FULTERRMNEREHEUHA

"Sid": "IncidentManagerSNSPublishingPermissions",
"Effect": "Allow",
"Principal": {
"Service": "ssm-incidents.amazonaws.com"
3,
"Action": "SNS:Publish",
"Resource": '"sns-topic-arn",
"Condition": {
"StringEqualsIfExists": {

£5 1 REHEHRSE I ZEREH Amazon SNS £H

66
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"AWS :SourceAccount": "account-id"

¥placeholder valuestITHANE# :
« sns-topic-arnBRNZXIFEIENETNT ZEHEFEZF (ARN) , &R
HNo. arn:aws:sns:us-east-2:111122223333:My_SNS_topic
« account-idREIERE AWS K EARKY ID, $120111122223333,
5 ERREER.
6. EEHEFEENEIMXEEEZIE.

f£5%5 2 : £ Amazon Q Developer BYEI K 5 F 12 = B 2 B K 570&

YRATLATESIack, B Amazon Chim Microsoft Teams e FRIZHIKINE ., TN IR RE—EIXA
B,

NTENPRGE , RNBWEEBREKENREN (FEQAFRHEITHESHAEHNR ) . £&
RZEPERNRNARFIRINETERTEN Amazon Q F R ENKARK. EEEBHTREREMN
RS2 B9 W) 7 2 A B4t R 28 46 5% & F BE 15 (8] B R STE

£ Amazon Q Developer BB X . A 72 7 7 8l 2 #Y SlackMicrosoft TeamsSJUEFISTE H , E4-H K& 7]
LB ## M Slack= Microsoft Teams R A2 FIZ1TZ /" Incident Manager CLI 5. BXEZEER , H5
7 B B R SE# TR .

/A Important

SEAINE R BUE K A P A E ERENE BT RIS AV R R AR RIE 7] SA ) ) R SUE
mEMRF , SINASmERENSHUNEE,

BXREX B AR FH Amazon Q Develo per BV —i%{E 8 , 58S RBI X B ARESFFH Amazon Q 7F &
EEBERIEEPNEXNARZRFH Amazon Q FFEE R 4o

MBUT R AR Fr 1T IR 5 ML 0 2 B RY 5TE

{£%5 2 : £ Amazon Q Developer BBl K B FA 72 FF B 2 B K 558 67
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Slack

ZEREHRTRUNNRIZE , AFAEHER A Incident Manager BB R & 5. £/ I
RS , BHEHEE AT UEZEMSlackifl RBEHEHH S5 2EZ. EXEELE , BEAELD
WMREHRITED

BEEPEIEIKIUE Slack

B (Amazon Q I RN ARFFAEEERIER) SlackhH “BiE . A7 PP RETER
£, HEECHNREEPIEUTRE,

s ELBE10H , W TFACKE , EFMEAR,

« EXT, 10d F , X T REEIEMR , %&#F Incident Manager B FR,

s ETBR 11 B, N TSEMFYLEIRE  ERBEAND |, EF

AWSIncidentManagerResolverAccess,
« FELIR 12 PHY SNS B E D , AT THRE
« WTXE1AWS X , BRENEFEFIEN,
« WTFEE 1, EFREEZXEOEN SNS £F , A TRHRERESHEA,
- WTEHEFNESNINEMXE , FEFEFMEBXE , AEHRMEMXEHN SNS &,

Microsoft Teams

ZERESRTRBUNNRIRE , AFFEHERF#A Incident Manager BB R i 5. AR
MRS, EBHEHERE A B #EMMicrosoft TeamsMI KINEEH B4 HEZEHD, BXER ,
FSHABEWRERITES .

EEFRIZIXINE Microsoft Teams

B (Amazon Q F R EMXBMAERFEE R IER) Microsoft TeamsH Y “Hiz : Al AR
NEBFTIRE , AELENEERAEUTHE

- BEFBE 10+, NTARKRE , ERINEAR,

o ELHEA0d B, X T REEER , 1%£4F Incident Manager X PR,

s EEBT 11 AR N TIEFIGIRE  EREEMAP | &R

AWSIncidentManagerResolverAccess,
- LR 12 Y SNS EEEH , MITU TR -
« MFXiEH 1 AWS Xig | SR ENEHER TSN,

{£% 2 : £ Amazon Q Developer BBl X 51 F 2 7 o 61 2 Bl K 50U0E 68
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s WFEE1, RBLEZXEHGIEMN SNS =8 , ATRBRIELEZSHBEA,
s WTFEFEPNEBMNEMXE , HFERFMMEMXE , AENNEMXIEHFM SNS &,

Amazon Chime
E 7 Amazon Chime 8|zl X5&

R (Amazon Q I XN AREFFAAXEEERIERE) P “BIE . FHBRHFEH Amazon Chime” H
NEBFITIRE  HELNBRBERPELSUTRHE :

s EFT| 11, N THREEEMNR , 1% Incident Manager X R,
« ESB 12 7 | £ SNS =T |, E#FFF @ Amazon Chime Webhook &% @ HIH SNS =
=
« NTFXiH 1 AWS XiF |, R ENEHEFITENW,
s WFEB 1, BREEZXELNEN SNS £ , AT OB XRINE L EESH B,
s NTEHEFHENEMX , FEBAMEMXE , AERMEMBXIFEFN SNS £,

® Note
Amazon Chime X FE 40/ A 5 7] LLIEMicrosoft TeamsHij X §515& & Slack i F /Y Bl K #p
P
To

£55 3 : MEINRSTE R INE Incident Manager B9Wa 57 it & &
BIRSREFH G ITRIET |, AT SURMBIRRIE | {00 57 5 385 B K 50E 33 1770 B F K E# .

BR FIERAIT R FHSRBMAERN  E (I ) BEESHRNHXGE B854, EREERTAES
2 NE R 11 XA 5% B9 BRI STE

B R SE 1T B 3

X1 F Slack# # Y5 Microsoft Teams , EHEERAFWNEFEHA L Tssm-incidentsi S EZEM
HRMESEEHHITRE :

» start-incident

* list-response-plan

£%5 3 : FEIRFERNZ Incident Manager BI M R7 it % 69
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* get-response-plan

» create-timeline-event

* delete-timeline-event

» get-incident-record

» get-timeline-event

 list-incident-records

* list-timeline-events

 list-related-items

* update-related-items

» update-incident-record

* update-timeline-event

EEEIEHNIIRMEBAZIST , BEAUTER, cli-optionsBHRANEBESEEGDFHEM
b2l

@aws ssm-incidents cli-options

Flan -

@aws ssm-incidents start-incident --response-plan-arn arn:aws:ssm-
incidents::111122223333:response-plan/test-response-plan-chat --region us-east-2

@aws ssm-incidents create-timeline-event --event-data "\"example timeline event"\" --
event-time 2023-03-31 T20:30:00.000 --event-type Custom Event --incident-record-arn

arn:aws:ssm-incidents::111122223333:incident-record/MyResponsePlanChat/98c397e6-7cl10-
2al0-9b86-f199aEXAMPLE

@aws ssm-incidents list-incident-records

¥ Systems Manager Bal{t ST FMER B EHEER P UHITE
AR

A LAE A A AWS Systems Manager ut omation FHIZ{TF M ( —FHEY AWS Systems Manager T
8 ) RB3#1T AWS Cloud IMEFHENR N AR FNEMBEHES.

£ X Systems Manager Bai{Liz 1T F M A 1T =8N 70
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£ Incident Manager # , BT FMEDEHWRNER , BAEEEENENITRI—BoHZTF
o

EWERTRIp , EAUMB A EEBNETFRPHITER , ATHITELNEILES , BT
VEBAENETFM. HEERMITHEPREESTFERN , REATUESHT RN EIEHETF
fito

/A Important
BXEAREBUENSEHT2E AWM FIEENETFM.

B> Systems Manager Automation, 21T F MUK FIZITFME Incident Manager — 2 {E A K i 415
B, BZHAUTER :

- EEAiHRIAINETFEMR , HE5H A EESRPENEBE WA TR,
=

s ETHBEXBETFMOEZER , H5H (AWS Systems Manager AF#E8) 1 (AWS Systems
Manager Bz{tiz{TFEMSE) https://docs.aws.amazon.com/systems-manager-automation-
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s BXRERAZETFMORAENELR |, 558 Systems Manager EHo
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B MESITETFERITEREZMEN IAM R

ER B L Y — , Incident Manager EEZTF MR, ZRMIXLNR , BALAEHR AWS
|dentity and Access Management (IAM) &€, Runbook lRF AR B3N{LAssumeRole,

ETFMBRESACELENRES AR, ZAEN Incident Manager B TIHFRIMBEEITFEM TR
EFTEHIBR,

B3t AssumeRole B T ETEITFEMHIBENZE N SFTENNIR,

@ Note
MEKRIEE AssumeRole , Ml Systems Manager Automation 2= iR T FMBSERAT
BT, MRKRIEE AssumeRole , MIAAMEZEITFMBRSHSRIMBENNR. N , =
TFEMEEEEITXES S,
BR K FABREZERE , BIMNBIUERAEIMMM AssumeRole, FEHHEIMA AssumeRole ,
] SR S A TR MBI BN A RN B ENR,

BHX B3 AssumeRole WEZER |, i5S 1 (AWS Systems Manager FiF1ER) RWEE B3t
WIRSAE (RASE) HEXRE.

AT 1AM BHE AP FH BT —RENAER, -ZEHA Bl Incident Manager 7E 0 £ 2 5 #70a &7 it
VRN EtIRE-Ae,

BT F MRS B MR
BT F MRS BN RBEERLUT LT AEN KRR,

¥ —%iB9 F Incident Manager /33 Systems Manager StartAutomationExecution ¥, A&
&, ZREFE=M Amazon BIREM (ARN) X R RWERLIZET.

%iéﬁ?ﬂﬂ’(i%i%"l‘]ﬂ’\]ﬂﬁ? RZIE , E-REAARATETFERRFSACGRKAS—NKFFNAR, B
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"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "ssm:StartAutomationExecution",

"Resource": [
"arn:aws:ssm:*:111122223333:document/{{DocumentName}}",
"arn:aws:ssm:*:111122223333:automation-execution/*"

]

}I
{

"Effect": "Allow",

"Action": "sts:AssumeRole",

"Resource": "arn:aws:iam::*:role/AWS-SystemsManager-

AutomationExecutionRole",
"Condition": {
"StringEquals": {
"aws:CalledVialLast": "ssm.amazonaws.com"

}

Hzh1t AssumeRole R

BIRREFHIGSITRIET |, BAIIMZAN AWS HEREERHTIER , UM ES4HEER0E
AssumeRole FIZREEH, X LERREIRMH 7217 Incident Manager BT F M7 SR EAN TS ELER
ERRR. BAERE - MRS MEERNRERNEMN AssumeRole REERMNR, TRERTM
Incident Manager #5%|& #172 AssumeRole B & AL R HI KB,

AWS EEXRBER REE IR

AmazonSSMAutomationRole & F Systems Manager Automation ARS L'ﬁ'J:
TFEMPELAEIHNR. FU RS B
BERMAESRAS.

AWSIncidentManagerResolverAccess BRTRAFED. EENEMSHHNR, Bk
PR bﬂ'.l’(f%#?&?%ﬂ@*ﬁﬂhﬁﬂ@%?H?IIEME%
HAMAMRIE .

BHMEBTETFMIEREMEN IAM R 73



Incident Manager ArfEm
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RUGELERTE. EXHERT , BEEHN AssumeRole BEFANNEHNE, BXEE , 3R
AWS Systems Manager B31{tiE21TFEMSZE.

ERZTTF RS

FETFMAMEIEA TR , EAREEEITFREETNNEANSH, WNITIZFEEEHRSH
HRENSH. NTERSE , EHENITHPELSHNRAAZE, ITHINE , REEIRESHER
R EERNSHE, Incident Manager XFUTHASE :

Incident ARN

Incident Manager BI2E 48 |, RESHIRMENEHIERZH Amazon BREEZF (ARN) , HEE@A
ZITEMPBZSE.

® Note
ZEREDES String REMNSH. MRIEAEAEMRENSHY , WzTFHEE
EIEATo

Involved resources
EHEESVNBENN , RE 2 ARNs BREHPIRAER. AB ARNs H2TFMA X LR
R BELA LS,

X T B RIR

EHEEE LA CloudWatch iR, EHMF 3812 EventBridge WEHFIEEN AWS BFEFIZ
TFMSHIE. ARNs AT NEHEEXR LS ARNs HEHEERTLUHRNTEEENE R,

CloudWatch 21k
HES CloudWatch BiRIRECIEEHN K SHEERSCBIMNTBENERPIREIUTERNER, A
&, BEAUTHXEREFZMESE

AWS fR% wREKR

Amazon DynamoDB 2R-REGI
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AWS RS RRE

i

x
Amazon EC2 A

oY)
AWS Lambda BRI A

B BURAS
Amazon Relational Database Service (Amazon &
RDS) '

AR ESR B
Amazon Simple Storage Service ( Amazon R
S3)

EventBridge #1M

LRAREEHOVNREMR , EventBridge EHEERFEAEHPHResourcesEHIERFTIES
B, BXEZELR , 528 (LS EventBridge AF$ERE) I Si# EventBridge’E3 o

FHEIENEH

LYIBEH StartincidentAPI RESI B4R , EHEERSFEH API ARTNEEERFIESH, Bk
X, EBEEHAE relatedItems S A4&1%EH INVOLVED_RESOURCE EHEIKIER S,

(® Note

INVOLVED_RESOURCES EREEDEILA Stringlist REWNSH, MRP AT MEAMRR
W , WETFHEEEET,.
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M) PEAZTFMBIRENEFANERHRHITRE. UREBECEZK,, ZXEBETFMR, S
%] Systems Manager AP EEE R ES MK, AWS X fK~ Fiz1T 831k,
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2. ESMERT , ‘BN,
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5. RASTFMAVER,

6.
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3. EXMIIRTF , RBREHENXN , AFEREEFFAGE. ENRETFH , BREZXEMA
H. REXHEMBET THENH,

4, ﬁ#*ﬁ%ao

5. BENTTHESS , BARLTT , REERRTF, ELRTHEST , HIAR ‘B, WA AWS K/
ID , & ARIMNR", REEE “REF

Incent Manager & 1T F & i

Incident Manager 124t 7 A T 21T F &R , LUAE BRI EARAIT 17 Systems Manager Automation
REEZTFM. BUUREH#EERALER  SAUNEHTHERBUASERE TENRARERMRIRNF
HE R

& Incident Manager & 1T F At R

1. 3#TFF Systems Manager ###15& , Pk https://console.aws.amazon.com/systems-manager/o
2. ESMERP | ‘B,
3. EMHXEH  EERFEHEA AWSIncidents- LALE RFTA Incident Manager =17 F .

® Tip
A AWSIncidents- ENBEHXA , MARFEH XS S RIFEFED,

15 FA R 4R
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ESMERS , EEFEXY,
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1. EBRIEB1L,

AWSIncidents-CriticalIncidentRunbookTemplate

AWSIncidents-CriticalIncidentRunbookTemplate 2 —/MNAFFILERIEM Incident Manager
EHEBAHNER, XEPREBER , TRATASKAARER , 2B IFEA , v 4L & I 1H 7
REH,

HEEMHEER I ZMEE G N1t X

Wa B it R A VR R AT IR R SN R P IV B . TR RIFR G — MEMR , HP B8 B XRSEAR, B4
M- ERE, ERINBIEITFRUARBZERZNEREFEE.

R fERER
RATRIEAN , TR S4NEARNREE, EiRIHEATHRIE , AR ME BT &EREK,
- FLEm—HWERESLEBEEHNEN. MREEFNDREEKRS , IEEEFHNEARTI |, 5

STESHPERGRE | RBWAE KA HE,

« RN ER—FENITRIGNES , RNBUEERES TR , MFARKIARSHER,
EFHRINAEHEEHAREHEESENNMNARRASSGRER (HPEESMNEHRERA) .
BT AENTRELZEZRRBEZNEFD TP EEN WA E , RtEMEMEN IR PERERAENE |
DN XEER. BTERARRA , IRTLTZERATERRANRERRA , HHIAEMENH
7 , Incident Manager & NEHBHEKR A

- BITFEFR—CEASTFRRETEES. STEENSR , URBRBNEESHHERMEAZINE .

- IME—EERBIRSE R B4 BB, BRE AN E R T HREHES. HAIIERR
BYXLEHESHMBMNERZER.

1 T el R T )
R AT S BROIR I KL T 3 B ) AT B AL

E:golke L0 vAR S

1. #TFF Incident Manager 2§l & HF £ S H 2 fp kR0 R it .
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3. EEBMH, mAM—BRBIMNMENITRER , LA TR Amazon BIRE# (ARN) .
4. (Wik)EETRERT , ARSI TERNEN , UHBEELNESZ 4R BIMm R 1T,

5. #ZHEHICKEERIAE.

BESHIRINE

NTHBYEEERHEBRSH |, BAILIEERINME. Incident Manager fFiX 48 B A T 508 B2 it X < Bk
KRB 4.

BIEESHIRINME

1. TEFREH | WAZEHHRE | A BIEE Incident Manager £ LiRBIZEH.

2. EEWP , EFEZEEFISHREZENITRICIEZNE4NEETE , Sl ERE. BX
Incident Manager R EMKFNER , FSH 93K,

(A ) EREF , MARBEZBAITYENEHRBENEERE.

4. (%) N TEEHRERBRFRFER , AAEERERBRFRFE, Incident Manager ER Lt FRFEK
B LB RN RRER — MK P IESNEH,

EENENRFHERRGARREEEEHNREBELEIE. NREBEEEEHERRFR
& | Incident Manager 2SI EH A E dedupeString ZERHAEREEHEAEZFENRERE
., MBERNBEEEH , Incident Manager £HIBRBEFEHNESERFEINEEHF,

(® Note

RIMBERT , B4 EEELB3MERERE— Amazon CloudWatch 23R sk I #h 54 01 2
HWE2NEHNEEHIE, EventBridge BLEH A BN ES HIEM BRFRF BN T BA 1EIX
R REBHMEE,

5. (") EEMHRET , ANEDRAEREZEMIT I CIZNE4HHRERANE,

BV EEHICRKRRMN TagResource PR , FREEMM T RIPIRBEEHHFE,
6. HERETE—NALENIIRIE , HBEREREHEERE,

( Ak ) EESAWAERME

LEEWATT R P IA B RSUER |, AR & SE S ZERREMHER. NI AEAPNRGSEEMM
WRFESEHED,
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EMRMARRFFREER Amazon Q Developer , R Slack Amazon Chime £ 2 55138 Microsoft
Teams , &7 Amazon Chime S| — M@ , HEAEWNITXFER, BXEPNRNARFHE
Amazon Q Developer FEIZIXMEBNER , BZH (MEXNAEFFH Amazon Q FAEEER
B o

/A Important

Incident Manager 2418 & % Z| B K 55EH Amazon Simple Notification Service (Amazon
SNS) EBHNR. WRZEE SNS =B A MNPR , W ToENE R0 E @ 5 it
i, Incident Manager 8 SNS £B & MR EH , LARIENPR,

BXMRMENESEE , B2 ESHEESE TR E 62 M E R RE,

Ei5E S E B B R 508

1. WFEIXRFE , FEPR B FAREFFIEE— Amazon Q Developer BIRSTE , EEH X EHE |
I R & AT BATE BE AT R Ao

@ Tip
=7 Amazon Q Developer BVHI X B T2 F I FT B R INE |, HiEFEEHEI R
AR,

2. WTHXRME SNS £ , RBREEESHREHRARFEWEM SNS F8. WREHREREN
KIEXFA , MEZNHHRI SNS & AWS XiF 2 IITR,

3. #BUEABRTEEHARENTERINKREA, FanrtERM ERITR,

( Wik )RR SEAE N E 3B FR
HEAREN , SLEBERSENBNE. RINBUVUERIU T HEEAENKEREK
1. L3RI R PR B R A M St R REN LIRRE.
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BT, PXERMEMKS A ZA R ARSI = AT I8 Zhae.
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BEXBRRANMELRIUTVNESEE BN £ EEFTUENRERRA M EEHEERHNE
NESEHEARITX.

ERESBEHRNEF N EIR

1. WNTEY , EREEHEN LRITR, FantERMMABRRA.
2. HEEBRMMIEE - METFMR , FABSHERERN -0 RKET,

(Wt ) EESHERBERNEITF M

BAILAE A A AWS Systems Manager ut omation FEYETFM ( —FhFH AWS Systems Manager™
8 ) KB 31T AWS Cloud SRR ER N AR FNEMEHETS.

BMNEITFMBEL TETFMIERE. STFMIERESEE Systems Manager FENEET R
WEM AWS FRERMITHIERME, £ Incident Manager F |, 1T F M HES) B4R A2 R

BREMMNITRPERZTFERNESZELR |, BSH & Systems Manager B3 E1T FMERBIE4
SRR P LU TE RN,

EETEHERBERNZTEMR
1. WFETFEM, BHRTUTREZ— :
« EBRMNEHRDPTEIZITFEM , EFIERIAW Incident Manager 21T F M. EETFMEBEHD , B

ST F it AR R,
c RRERABETFM. RREFERANAESE. STFRMMRE.

® Tip
ENLFHROEZTFEMR , P EEREHNETFM.
BEXVNBZITEMNESZEELR |, 155 fF Systems Manager B {LiE1T FMERKFIE
HE R P B ITE RN,

2. HESBEXEF , REAESTFERAENEASH.

TRANSHEHRETFREE. —METFRIURFENSHTRES —NETFHFE. BESH
TRERHVES % —EMNETESH,
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3. (A& ) XTF AutomationAssumeRole , FIEEEFEAK AWS Identity and Access Management
(IAM) A, ZABXLINEGETFMHPEENE N B TITENNRER,

® Note

WMERKIEE AssumeRole , Incident Manager 2Z A FEAETFEMERFZACKEZITETF
MHEENEINTT.

BEMUATABFRGERE

- WA ARN B — ZBREXFHHANL IR FREF (ARN), AssumeRole
arn:aws:iam::account-id:role/assume-role-namef5lin
arn:aws:iam::123456789012:role/MyAssumeRole,

- FRANERSAE—MNKFREARIRFPERE-NMEEMENRNAE,

. SIEFWIRS AG-M AWS LB R P TIER LM INEI R MY AssumeRole, IEZRIETE |
T AWS EXKEE , BMIRPERE PRSI KEE,

BUEZEUNFACRINEN , T A A B SEENER.

(® Note
RS TFRHNRS ACSRERENEEST FREXEK. ETEATARNEITF
fito X2 R RKEEHY BRER D A XI5 E ST F Mo

4. WNTEITFRORSHE , BEEEAN IAM AEREH/FENBIZTFMRESH TERER
FHIBR

L | ZABMXTATNENEBEZITFMAIT ssm:StartAutomationExecution 1, &
FEEITFMEBERFET , ZAGKLMATEE EEHEES AWS IKF P EEBE XN EH H
1B B2 H AWS-SystemsManager-AutomationExecutionRole A 1T sts:AssumeRole
B1E.
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NFACENR , BUUEZEWNERINES , Al ABC BN BT, RINBWEREIL
HNEHRBEBHPREETFRORH. X2ENF AssumeRole B runbook S EERNEE
runbook ¥8%Ex , F B8~ 2E H b runbook FTEMIER.

- FRANENRSA®—ES Incident Manager Z i 121 IAM B AEFRAENNE,

HAGENTD  ARECANIBACHEN.
BIT BB , REEHEUTRIUZ— , BUETE runbook TAERIZAVIZIT AWS IKF L&,

- AT RIFFEENIKF-EREAITRINFFEERBHETFRIERE. AWS K-
- ZRMK T —ETF BRI ESHOKS FEHETFRIERE,

HIZE M Incident Manager - BEKF 75 , BETFMEZIHEF AT IK S 8 =IRHET
WA, FEFRZ MK,

T LA 4% PagerDuty RS SR BN RIiT RIS , eI,

( A% ) & PagerDuty BRSS 5 B 20 57 it &1

¥ PagerDuty g5 Z & EliE Bz it Xl 4

HEHEERESEMRAT PagerDuty , 4 EHEE SR PagerDuty BIEEHE | HLIBZMENNEH,
FREARTEESHEERTENNIFIERENMARERI |, & PagerDuty EREBEHPENH
S IEREBMARKE, PagerDuty HEHEERPNITEMEHERNSHZEM L.

1.
2.

BRE=ZFEK , ReEH /B A PagerDuty X" EiE1E,
£ Select secret AWS Secrets Manager # , 1%£ZF 77 F T 157 PagerDuty Ik~ HY E I B4

BRFIEH PagerDuty IEFFETE Secrets Manager ZHHFHEE. , ES M PagerDuty 5
UE 6% £ AWS Secrets Manager 485,

E3R1EPagerDuty BRS , EMIEH PagerDuty Ik = FIZFEEE H P 6] PagerDuty SHMARS .
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N D0ER 25 31 1 220 B it %)
ER AR 01 NE Bt R

1. ("% ) £ B KigH , §— MRS MEEE4E name/value X R A F 18R TR

HRERBOPEARFNETEHE. BIRE , BuLlEZHiE (AR, FIEERFE ) X
BRBITHE, 0, BUEEERE—MNINITTR , MBEESEERBNEHELE, MEEN
FIRFERB RS Z XN ERITRI. BRHFIE Incident Manager BRHWEZER , SR &
Incident Manager H#R12 &Ko

2. EEGIBWEAITR.

EEHEERPHREEMBRSNEANEERRBEN “BESR

£ Incident Manager ¥ , BEERRBEXESBH X ER G K EMN AWS CodeDeploy #BE = AWS
CloudFormation ##xEFMMEE , XEFESTR—IRENMARSEHMEXNRR. TLFERNEAE
EOMANEHNEBERRBTHEFE, AXXEEERRANEESRAMES4NEHFAEETHEH. HT
BRXEHMBNTENEEENTA , WNELEFHERXLEEE, IHAUBDIGEEREME
WEfE , NI ENSHFIRENFTtE (MTTR).

Bal , BHEESRSIBMNENIAKRERESE R AWS RS : AWS CodeDeployFAWS
CloudFormations,

RERAUR - IERE. SN EHMERRNSPHERE , A BIEEXIA Incident Manager B8
A, Al EERERE LEA.

B AREXRISFIE |, Incident Manager 2 N ZBIE—MRFAE. HRFSHEITIEM CodeDeploy
MPRFERAFNNR CloudFormation,

EEBEKFZESRERBAELRN  BEEEKFPRBEHAIZISME. 2/&, AWS Resource Access
Manager (AWS RAM) AN B NN ARFIK - EH XTI ZENN RS AL,

FSREUTEE , JHPBEERARAERNEFE.
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NAERINEANCEZRSA®

BRABEELRIMISE , Incident Manager 2K REBE—INER
IncidentManagerIncidentAccessServiceRole RS AR, MRS ABREEHEERFE
AR , A TWEEXEHEIEBH/E X £/ CodeDeploy #82# CloudFormation #4k E#HHIE R

(® Note
MREBEAL DA Incident Manager , MIRFABFEEEKSPOIE. EEALALADHA
KEHNRELRD , XAEBIMNNABRFKFPERS AR, BXEMA CloudFormation 1#E1x
ENARFKFFRREACHEER  BZATNISR 4 RENREEK-SSHERE,

RS AEE AWS RERKAXEK, AXZRBHNERNES , FSH AWS HEXHK

AWSIncidentManagerincidentAccessServiceRolePolicy,

B X Incident Manager 5| S 3P ERBAELRINEES , FSH FHBEA Incident Manager,

BXERMEISIRERARELANES  HEH EERERABIL,
BB X FF K E A IR

EEHRETHLANKFHERRBELERYE AWS RAM , 8NN ARFIKFHBLNEENRR |, 1EE
HEEANREBEEEEKFHRSAE,

AT LUEE BB R AERY CloudFormation BRARTE N ARF K/ HE EX LR AWS | ZERF 02 1%
AfIncidentManagerIncidentAccessServiceRole,

BXAERARFKS F TRASEZERNES  HEH EEAEEE AWS Kk TEEEBKNE
SR 4,

HBERREANERSAE 85
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EEHEERTEINFIUNESH

EHEEREIE - T E AWS Systems Manager , AJ&#BREB PR E4H4, BT Amazon
CloudWatch 1 Amazon B & EventBridge J11R1#E CloudWatch BiRF1E4 B35 812 EventBridge =
#, BEAUESEHIRTE LEFHOBES , A UAFERAR AWS SDK F# StartincidentAPI #4E3k
BIZEEMH, AWS CLI Incident Manager ¥ — CloudWatch 23R E 4+ 6121 B4 E S BUEM B
BB — EventBridge &,

Xt T H CloudWatch Bk EventBridge S4B SIEZNEHN , EHEERZHUEESAANHE
& AWS X8 MENEH, MREAEEREPA AR AWS X , CloudWatch REEEFIEHEE
By Al X482 — 5 EventBridge BZi 8l 2EH, BXEZER , FS5H ESHEESR AWS K- #F
BBt XNEHF,

HREUESH , SHEERCANBERTXEHFHERN AWS BRNEE , HIXLEEEHFME
“BEXRMB” W+, MREEMMITRFEETETFM , YREWEEHR , Incident Manager i
ALNEHFERN AWS BREEREZIEZITFM. RE , REATUNERIZTFMHEHEE R
Bt B I LB BT

LRERNEBEEH , EELEPCIRRIEETIEINR (Opsltem) OpsCenter , X2 Systems Manager
WY, HFEENEXRTEESIESH, BRLFERATE Opsltem RERERME< TEM future 42,
EsR OpsCenter X+ AR EBIE, B OpsCenter EMMEZER |, i5SH S ystems Manager &

o

/A Important
FIEBRUTEEFAES

- AWS X IR EHEERFTATR , UREEEFEREDEETHANXEN , REFaEd#
THEEBH EHMXEPESH., EXEESHENEER , B2 FHEA Incident
Manager.

- BRXEAMEBUNENEHT2VEARRILT R FIEENETFM».

£ CloudWatch iRk B3 RIS 4

CloudWatch £ %&H CloudWatch $E#rRIBEBEIMEF N T H B ITREISHEE.
CloudWatch &R ABRIRASH , 5 Systems Manager # Incident Manager &1 , BIEM AT X
BiRSIESEH., XFEUATEREM :

f£F CloudWatch Bk Bzh 8l 2=4H 86
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- B2EE Incident Manager } B E B, ZTRGELZNKS P LI Incident Manager RS XA
B, HFEHEIEHNR,

« BLEH Incident Manager TR it K|, E 7 #FU{AEE Incident Manager TR 1tX , TSR EEHE
BERETAENREMAITR REMNEHEZIS .

- BENARFEE CloudWatch 4R, AXBERERXEK , FEAAEENSHEREIN K

2,

EEAT B RECEER

1. FEHRBIEER CloudWatche BXEZER , S ML T # CloudWatch f /- 35E F#Y £/ I Db
CloudWatch B3R

2. ERERITHBIRIEMER , FiEER Systems Manager #4E.

3. LERGIEEBMH , RAEEBRZEHNBAITL.

4. FTHRFEBREEEEPIHERIR.

® Tip
AT LU B EHRERMBE MR EERF,

FRAZE4 831182 EventBridge =4

EventBridge MMM M EHER, MREEHFEENLNES | Incident Manager i< F FTIE #9 10 57 it
XIe2EH,

f£F SaaS S HEHEIESH

&R LABL & EventBridge J#EWR B A ENBRS (SaaS) EERHNARFMBRSHNEHN , NS
=FH %K. BE EventBridge N IEWRBE=FRFENFNENE , EUURESHERFESHHETEE
MR AR REN. EERE=FERIIK , ESHELVKE SaaS SFERHFHNEH,

Fii& EventBridge N #ZWk B SaaS £REH,

1. ITHILS# EventBridge £ #l& , Mk J9https://console.aws.amazon.com/events/o
2. HESMBERD , RESEMREEHIR,

fFRAEHEZ 2 EventBridge 4 87


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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3. EABZEERMENGHEUYE  RENZEeFRFEERRE
4. EREH , HENKF, ID EFEEIMR,

(® Note
E 5 Salesforce £/ , A S AppFlow B F 1SR PR ST,

5. HEIESEMFHMNY , ARBEANESEKESHRE. X LWREEREHNKS ID. LIRS
IR A RE SRR IK P R E A o

6. iR[E EventBridge #£#lA , ZSMERPERESEUFEHR.
7. EREFENREEAHARZUNZRD  RRERSEHELKEK,

R ALR KA SaaS SR FHEARAN

1. 3T L S# EventBridge ##l& , Wit J9https://console.aws.amazon.com/events/o

2. ESMBERP , EEHAN,
3. EFEGIEMN,
4. RANmAZHRMNER,
MNFeEEE - XFHHN S —MINNE -S4 5% EHNEHEE.
5. WNTBHEL , BERNN T ZEERENBEHFEL,
6. XTHNEE  HFBEEFEHEIHHAN,
7. B‘ET-F,
8. MNTBHXRR , LIREAWS BH:R EventBridge SN EEH,
9. NWFEHERX  ERSBHEAX.

10. M FEHKIR , EEFEEventBridge S EN
1. NFEERYE , BEBRESEREHNBRR,

12. XTEHRE  EEMEEHSUEAREATUANNEMHRE, NREEEMBESEN , LEFEKE
E#Eiv:l.ﬂ’]}“ﬁﬁ SHFERR EEAN

MREECHLEEENSHER , FERRE , SR, AREERT.
13. BT —
14. NFEFBEFR , iE# Incident Manager TR ITX] , REEFRMAIITR],

£/ SaaS SR FBMHIEEN 88
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® Note
MEEWMRITRIN | GHEHE 50K X ZHFEMAIT RIS 8 REWMARIT 5]
&,

15. EventBridge A ARIZENHMNIZITAAEN IAM A .

- EEFCIE IAM B8 |, BERIUBERRUETAC,
- EFAEZACEN IAM A6 , BEEREAINEAE,
16. iﬁ?%—lt_io

17. (AIE ) ARVBMA—NHSZ ML, BXREZEE , ZH (LS# EventBridge AF1ERE) H
#9305 j# EventBridgetr ¥,

18. iij:gl:-l:_io
19. REAN , AFEFCEAN,

EH AWS RS EFBIESH

EventBridge & 24K B 3285 AWS BRSEHHFIHE AWS RSHWEH. 57 SaaS S KHEE
MMEY T HREL , BTN AWS BRSSECEM N,

EAMARE AWS RSHEHIAN

1. FIF LS EventBridge ##|A , Mk 7 https:/console.aws.amazon.com/events/o
2. HESMBERF , EEAN,

3. EFOIERMN,

4. RAMUB@ABHAHER,

ANTeEER —XEH NS —MANME —SHE % ENVAHRER.
NTFEAEL , EERIA

NTAMKE | EEEFSHEHAN,

EERET—F,

X T EHFKIR , EEAWS B4 EventBridge &ERFE 4,
MNTFEHEX  BREEHEAR,

© ©o N o O
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-tagging.html
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10.
11.
12.

13.
14.

15.

16.
17.

18.
19.

NFEHIR , EFE AWS RS

NFRFSER , EREREHNES.

NFEHRE  EEFMES4SEEEATURANMNSHRE, MRLEEMESHE , LLEENKE
EHRAENAFIEEHE TR,

MREHFLEAENEHEN , BEREE , HEER , AREERRT

EET—%,

FFikEBHR , %4F Incident Manager W11t R | AREEFm A TR,

(® Note

EEBNITREN  SREHEELNKF AZNAMABA TR E S E REBMN TR T A5
RH,

EventBridge A AR ZMNANZITAAEN IAM BE :

- EEFCIE IAM BE |, BERIUBERRUETAC,
- EFRAEZACIEN IAM 86 , BEERERAINEAR,
iij:¥-|:_$o

(A% ) ARNUBA—IEZME, BXRESEER , 52 (LS EventBridge AF1EE)
#9IE &3 EventBridgebr &,

ﬁ?¥-|:_$o
KREMAN , REEFRCIEMAN,

FHCIESH

M) 7 & AT BAE AR Tl E X BB B2 it %) , 668 Incident Manager ##1 A F3IRIREH ., BRBUTSEL
BEH,

1.

o > w0 DN

$TFF Incident Manager #Z&l& .

EREHEHN,

NFWEAIITR , FMFIRPIEERE—DE IR,

(At ) EBHEENHBAITHRHENIRE |, BaASHERE,
(At ) EREE MR RRMANEE , ERASHHENE,
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FHEHNEHRAER IAM R

EFHEHEHN , AFPEERREHEESREHA. EFWMNITNMNB B4R, HAF
BIEHR  EHEEERFER IR SF (FAS) ’StartEngagement FEAMER EHH — &P

StartIncident,

T IAM REEAFHEHEN. EETATURSHNBNITYAREESHCREERTNRESHRE
HT BEINR.

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ssm-incidents:StartIncident",
"ssm-incidents:GetResponsePlan",
"ssm-incidents:ListResponsePlans",
"ssm-incidents:TagResouxce",
"ssm-incidents:GetIncidentRecoxd",
"ssm-incidents:ListIncidentRecoxds",
"ssm-incidents:UpdateIncidentRecord"

]I

"Resource": "*"

}I
{

"Effect": "Allow",

"Action": [
"ssm-contacts:StartEngagement"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:CalledViaFirst": "ssm-incidents.amazonaws.com"
}
}
}I
{

"Effect": "Allow",
"Action": [

FHEHEHEEN IAM R 91


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
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"ssm:CreateOpsItem"

1,

"Resource": "*",
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": "ssm-incidents.amazonaws.com"

}

SRS A TRR :

- ssm-ZEf : Startincident- A AP ERAERE A API FIE21EH. XLREBEWAITRIQIBHHNE
Hid %o

« ssm-Z4 : GetResponsePlan-RiFAFRREXRBFEMMNITRINER.

« ssm-Z4 : ListResponsePlans- /i A P %I tH E K - A 89 Fr B T B2 1K1

« ssm-Ef : TagResource- A FRIEHEEF[RFRNRE , BESHFM@ TR,

« ssm-Z4 : GetlncidentRecord- A AP R REXBESHIFMEL,

« ssm-ZE4F : ListincidentRecords- /A ¥ A F 5 H E Ik R PR E S 4,

« ssm-E : UpdatelncidentRecord-RiFAF EFH I ESHHFMAER.

- ssm-contacts : StartEngagement ( &M ) -ATSHEBERAFBRERRAES ., ZXHHRIAER
NE4EER[HITEA,

« ssm: CreateOpsltem ( &M ) - AT EHEESEE in Opsltem FOIE—1, OpsCenteriZ&HH xR
ReE BN S EERHITRA,

a ws: CalledViaFirst &4 Z A AR FELNPR ( fla0StartEngagement ) REEFEREIEHERE
FRFAHNER, X5 EFER FAS MARKRFSHEXAER , XA L ATREM L2 R EE
B A

FHRIBMHAFLN IAM R 92
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ESEHEEREFSTEREHFARE

AWS Systems Manager B4 EERAMRN B EH4N R —ZE—EREENES , BEREHEISH
R, BEIEFD M. BALE Incident Manager #H AN EHY RN E LERFTESH , HhEEE
EIEOSEHFAEENEE,

£
- EEHEFEEEHIIR
- EEHEFEESEHEE

EEHEFEFTEHIIR

EHNRTEETE=ANID : RERNEBH., SHERNEENDT. EUUEZREFHREFTSHH
RS, ETHREXTFIREEHNEZER , BSRFTINCEEHAERNEGHESD. ETH
EEDH , BSREAIEEN £ Incident Manager FHUITEHE 0 22 -

EHRACESUEAREAERRERNES , Hh BB ZEANRE, 2, S8R MBI RNE.
BREMHE , BHLBIIEBREMAIIRF, 2HNUTHE-DETFH.

EEHEFERSEHFS

EHARAGENEHREHTIUATEESHANFRARENINTE, EHREL , BALEZETFHREN
ZMEN , FNEHRT  SEMBRERY  AEFEHFMAESE , SlMstEH, B, BHEMMEX

HRo

WMTERR , SHRERESE/LNSS  TEHEE,. S42F  UREsEtEENERNtMHER
*o MNBERT , RTEENBAHZ I ERERESHFMAEERE L,

ERHATEFEHIR 93



Incident Manager ArfEm

AWS Systems Manager » Incident Manager » Incident 1 Incident notes (2) x

Incident 1 ‘ c | Refresh interval: 30 seconds ¥ H Edit properties Resolve incident

s Impact Chat channel [ Duration
o o am
November 8, 2023 at 12:31:50 (UTC-5:00)
Tasks Runbooks Diagnosis Engagements Wark in progress to mitigate the impact and
1 walting for input runbook is in progress.
November 8, 2023 at 12:30:38 (UTC-5:00)
Overview Diagnosis Timeline () Runbooks () Engagements Related items Properties On-call has been notified and impact is being
assessed.
n
No summary
The incident has no summary.
Add summar y

Bandina tacke A

REMGEH T EHFAELRENTEARETUNZRERTE R
kL

BMNEHFACENENNSFREHRTSUATER

o RE—FBHOHIPRSTURRERE B HER.
- ® YIENRENEIE, ETURE. PHE, EERXEHNTE , FERREEM,

o PIRSE—GE B RMENEERE  BUUEEPEESHERMNEL,
. F&EntR

« BIUTFH—EBUEAMERBZTFRIVRS. RETURSFEFRA, RIHEAK. MRZSTFMH
FPRSREESFFRA  NANERZSITFMREFRFFAES . ETUERERKIIKEEE
B, HMEHEUERNEITF .

- SBEE__BHEBNEXREHNRS, SIZEHNN , ERARNEES. BINETE , RANMNEE
HEHNEHIA, Incident Manager FXEFE=FENEIA. LEEFHDPLETEEIIRS

FANBTERRIES LANRERRESHNE, BRAPRRE,
EHEE

REAMETREHZINS. FARE  SUUSHMLEBESHNAFHITIMERNAE, S0 HERE
FIRANERFEERE, PIRINEEREARERBHN LGRS, REXKRE , FASHR I AN
RAFHUREREMATNEHERINTE, NREEESHMEREFITRNE |, EEA Incident
Manager 1248 Bl X5 E

TRARAE R 94
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ERMEE  EERMMBA4R RN , ARRALNE T, BXUUNEEEXEHRRSHNENIEM
Httm Eib AP RAFTAENAXERS. NRFE , BETURBESMEREHZ L,

(® Note

EMAEZETT ssm-incidents:UpdateTimelineEvent # ssm-
incidents:DeleteTimelineEvent #EM IAM X BREY FH 7 &8 AT LA

BIMBRZE, B2, HEEHMKFHRZEHN , BREXBETIIE ssm-
incidents:DeleteTimelineEvent B®{E, XH U L SEXZEHH AP BIREE,
BB LATE AWS CloudTrail ##1& A &EE Incident Manager E4H & EMN FITRERIE R,

IR+

EHFAGENEALMEIEF , FERNEESHARENERNEERER, ROFEHFER—Nt
e, RIZETMFHEFRE. BXELEMFABTNTARENESER | FHRERR.

B
BRETMFRENENERNEH. CEeEHHE, RENNRABEAIRNLNETFRSR.

N EERABERTREXRMATE, FALENER. TRNEESRURBXBHAEZENER. E
EHHE , BERRESS A LANRE,

/A Important
MRS MENERNFEFEFR , URERXFENTN NN ERESMAL R A,

BOER BRI EHZ 2 2 & Incident Manager EEZR IR , HPBERNMNHZHHOEH. FIAX—IB
D THREHNRSAZRERENER. EEFTENNAH , EHREH A EHEZEIF,

BANEEE RHMETFRLT R, LIRAERESLN AWS SRR EFZEITHIR , balgEtR—4A
HWNBNENFHIET. BEERTENETFN , SRZANETRNSR , BEBRETFHETF.

14l

PHHETFEEEXEN AWS RENARFNRENEEEE , 8 XEFRNERURAZEAN
(MEZFH)
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£ PR

SHEERRMEA Amazon CloudWatch IEFRELET+ LN ERNERE R, BT HAEXE LERMNIER
ME4AEEREXEKNESRER  F5H LIE AR BRSBTS

BN INiERR

ERZOET <A LSRR,
EMIA CloudWatch ZHIEARAMNELR , HIEFEMIAE CloudWatch 2 H EHR.

a. EREHER, XSRMFMEEHERPOAEERNER.
b. (k) WA UNEHERPERERREFHFERR.
IEFENIR CloudWatchFH # b fE4RIR |, BIRIARINE AN EIR. BEHERKIR

a. $TF CloudWatch ##|& , Wit R https://console.aws.amazon.com/cloudwatch/,
b. ESMBERP , EFIER,

c. HEEIMEMETMFLNBRFRT , WARRR (HW, ERBEHRIEREN ) , Ak
B

g, RELRCPUUtilizationdEss , NIMEREFZIEIRAYRER & 2 H M4
E.

d. ZE-ITERER K EFER.
e. EFENFREDT~HEFIKIKF,

ENERBRIALEIMEXNWIENITIRINBS4FAGEER , ABEBERMERNIERE RkBENE
CloudWatchiZ HIE 4R,

EMIBRIEIR , BEEEMBR , AEMNRENER TRIIRPERERBRNIER.

EEH AWS CodeDeploy MBYFAEL R CloudFormation

BRBERIAHBREMALENRE  EATRSHESHEXNBAERNBLM MBI ZE4H, @5
EAUESHFAEENH L EFEXXERERIANES.

& & CodeDeploy MIHAEL R CloudFormation

1. #TFF Incident Manager #Z#| &
2. EBRERENSZHAEM.
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3. HEUMNEMFMBAERIXEF , FMEAREVRERIITRET B SE4TT Rt R ITLER,

4, EBEEAEXRENERERENEZEMER | BE “S& 54 |, %#ZFIEME CodeDeploys
CloudFormation & & RAVEEE,

A5f 1) %4

{5 A Bt (R e T R IR BR B HR IR X 9. Incident Manager & B3 EE R B MBS , LURBISHH
BRENEREHN, WNEATUREFIRNINEHRNBEELEYN. ESFINEE , BEHHER
FRETAEXRNAE T ERE MMM AR EHNERARE L. BXRXEEIMNESER , BSH &
Incident Manager FHITEHE D Mo

ERMEENR MBS  FEERN, EABRMEEEH  RERWANE,. PAENREERAENAL
X, REEN A EERNSHNEERA,

EREBEVNANEENESH , BFENAM EERZEN  RAEEREFEE., SUUERBEXEHREHE,
BRAMER, BReERERENLEN,

E1TF M
AR E AU ESEHEACERENETFRENFHRERETFRIRHABIFNETFM,

EFSFOZITFEMN  FESTFEMRB S P EREEHETFH. FRBRFRERESINETF ;.
RUBHETFRNEEANMBLEZSHBNETFRORE, EEHREHRANETFIHERFE3)
BIZ AT FAHER BT B FIK AV R

E1£ Systems Manager FSMEIETFMEN , BEESITFM T EREZTFMHRE, EE Systems
Manager F SMEZTFMPWETES , BERTHEAGEETERRTEAFEE. XEREAISRTH
FREMEITFMRER , IR HENSTH B3R FI EEFEMRER.

EIFMREREBLERTFESTFEREIHTHENEFHRITHIRIIR, XIESRAFEERN
HMSRMET , ERTRZSRABNEEREXRZIREENEAEE. BISTFRSRELD
CERERENT. FHIRERMUZFESNTRNEDLERET -, PREXE , TREEFETHIT
PIRE,

BHUHZTFMRORT , FREEUEEITF M. XRHELESTFROHGT , HEFRTERESITF MR
FAEMALS R,
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EHEAEERNENRTF#HZ T RNENMBAKNES, EZEB~F , EAUEINSHEES , #EW
B, LA WRLE N B 2 /4E N LRI RIN — 80 B, MAEJNERBSZENFEHMKRRAES.

ETHAXMNBRRANLRITINESREE |, BEAKXEEN ESHEEFRTEENREHRARA M

EEHEERTNENESSHEARITR 8.

BUNRESERRAMERITROBAITY , LEESAHT B BT BES . BT HREXEEMEL
THNESEERE , BEANERN ES4EESFPOBAREBN TR 859,

BANERBFERBEREINRRANEE . ZRBESUTER

« BN—EOERRRGANMENITIINERARAE EREESE,
o ERITXI—EmERR AR LRI EEE.

o RRARB-IFRREZBRRARILEBKRRNRS , a0 AWS Systems Manager =% PagerDuty,

« BEEF—ERITXIANERRAAES , UAERN LRITRIN B0 SKRAES,
- ERIA—ETFBRRARBEHINES,

EWIAED , WNERURITTAREZ— :

o EBiFFU—HIRTREEA L

- BE—EARHNREEEHEE  RESHNEFDETF LA ARENRE,
- BFE—ESEHNEIDGRTF LA AREHNARE,

MRARIE

MHRXMBEM <A TWESSESHEBRXNER, XEFRAUENTEFENEERE ARNs , AR E
f£3) Amazon S3 FEBH U, ZRERHRMIRELAK ARN, #ESFE#GFMAES. E£EH S3
FWEzal , BEE (Amazon S3 AF#ER) M Amazon S3 & HFIEEEK,

X4 53] Amazon S3 BRHEN | REMB ENIRARHMEADER  BADEE, EEMHL
BARKEHE , LEOTHNRSNEXARE | BEBRIN X AOMIRAR, NRE SRR
4, ENXANRENEYHRAS  RABRNEATY, ETRAXRABHNESEL 55
(Amazon S3 FIF#ERE) HRIVEE S3 171 (L FIRA LA,
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BIBR X HEXIE B |, ZXHANEHTER , EF2M Amazon S3 EEEFMIBR. ETHEXM
Amazon S3 FHBHHBRNRNWEZEER |, ESH (Amazon S3 AAFIERE) FHIMIER Amazon S3 X
%O

Properties
BHETFRETAXBHOUTERES.
EEHEMEES , EAUEEUATHE :

- RE—HERSHNLHIRS. BSHAURRBRE EFR,
« FFEARtEl——7E Incident Manager = 822 E 4 /Y 81 .
. f#REFEI—7E Incident Manager = iR B4 HY B 1HE] o

« Amazon BREF (ARN ) —E 4 ARN, BB X #EH AWS Command Line Interface
(AWS CLI) 55| S H4eT , A ARN,

o MR RI——WEE PE B AR UE R TR o R IR I R TT RI & 3T FF IR AL TR B E AR S TUE .

o R4 Opsltem-f§ OpsltemBIZEEFRR A EHH R, KK Opsltem AIAE S MEXEBHMELETD
B, %&FRXIM OpsltemfFIEF T Opsltems ¥ 4115 2 TWE OpsCenter,

o PH—RRBRELEHNEN ST, RECHIANEHCES N, USUH BN EHMRIRRE, ®F
DT 2 iFAEETNE.

- IEE—RIBRSEHNK,,

ERERD , EANEFNRESEHLERXBRNREZHANE,. BX Incident Manager FHREMNE
ZEER , B5 R £ Incident Manager F 4518 & R0

Properties 99


https://docs.aws.amazon.com/AmazonS3/latest/userguide/DeletingObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/DeletingObjects.html
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£ Incident Manager RITEHE DM

EHEIMHESEAESHNNNSHER , SERMNMNEBMEE, DHEATUARSBET RE4NE
KRR, Incident Manager &8I ZEBIWMIRIEIE , AHNEB RN EHERL

EHED R FL

-« HEBHIER

- THRRABNRARR

« AT ERTIERRARR
« DB

- EEARABEN DT EFI AR

PRLEE R T RER T 24T

DM APLEREMA , U F R HEMANESR.

"TRBMNEATHAL , BRNBERAEEMEE , BIMBRTEHECRANSE N , ZRI T =8
HEMBER. IR KREMED., ATRANRRARSBER. ”—Norm Kerth , (BB BB : FRA
TEFM)

ZHEAER

FMFAEENHETESEREER, TERXEEENCETHHE, 7HEAEENESEHEAR
BROL, BE-EXERXH, SlafEErr,. B 458 Y B i) S SUR Ui R RS 4089 | &

oA

BARSESHNREE, ZRESREER. RETHA. AMTLRE. AERE. FENREURBIESHE
RRENKBITHIME . BRRERAN, BFEITHRBETFHPINRESFRER.

Metrics
FEAEREMF Ot EHFENBRN AR ZAER. SUERANERER , £ —BX

R#R - HZNMER. SHHAEEANERRBNEARZETF L, RNBWEESHREREF
R, PR K R A [RAVER
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0 A PR B R AT B A R Y — LR RATE R

- BBEEE
- BMEEX
- BHFFHEE
« ERATIHE
- HaAfHE
« EFITIRETE
o EHHRRAETE

PR 51

« CloudWatch BiRFENRREXTRMNEHHE AN,
* Incident Manager A XM XEFHIEIR T2 NEHFE A,

- BARFKFAWEIREREVRS M2 BIEE CloudWwatch-CrossAccountSharingRole, B
KIZABNWEZER , HSH CloudWatch A FIEREFHEIKF # X3 CloudWatch #H &,

Bf [E)

ERAT@REMAR , FHAEH ENXERER[R. SHNEHSBBEANZIETF, SAUNRESD
MIARWEER, BEATLUMMAMBERNEL , UEEEEbHRE4RETE,

2 P B ) B T BB LA T F L SR A X BRI
(7] &R

£/ Incident Manager R AT4BE RN AREFPSEHNEE , ABRDBEHNRE. HEFRZET , &
SEETIE AR BT (B R T AR R, XERBNETE4 RN TXEEE

KN—ERER BTN ETE ? BREER T W AE R0 N BBV ERMER 2
YH—— SRR BRI MR R ? BRI RN LRI REEESR |, ATE Rt 5 EHERY R R &
HITHZ) ?
ZR—CRREREERENE ? REEF UMK RXENZTFRSER?
« FB—IERRBIERRKREHNEE? N TRASHNBERR , Amazon ERIBREFRA T5

MR AW,

ASF ] 5 101
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BRE

Incident Manager 28|22 IWHWIREN B REEZTRABNEER, SAUERET ZET FEZIHTR
XLERE | LA BUEIX LERE, BB ERCHENERBEREECHENEBENE, 7310
Opsltem 2 — M55 MEHHEXREMIE OpsCenter,

==
=
HERDH 2 , BEAFREF WA ENRIRE, HMNETHRERFRREN | REZLHE

HRaNEBSENEERD , RIBREETER. MREERTHFLTE , Incident Manager £ &R —
FHE WA ERLEEFTTRD MOER TRADH.

7 TR AR

DHERERT —HAEE , RARN TEHNRETER, EAUMERAXERENSERRUENAREFHE
REFN A 0E R

AWS FriERE R

Incident Manager 124t 7 —MNEF AWS 40 B7 A (7] B 29 M7 B (£ SR ER AV W5 (B AR AR |, AR
HAWSIncidents-PostIncidentAnalysisTemplate,

BIE D TR AR

BV EERABRIN AWSIncidents-PostIncidentAnalysisTemplate EiRFHRMESEH A
Bl EbE AL D, ETRIAERVEZS MERERAZERENELEEEKSPRIED TER. A
&, BRI 2 TR E I Z) S A Incident Manager &N X1,

B 7 HTRIR

1. A GetDocument BIEHEHAE Name S T & AWSIncidents-
PostIncidentAnalysisTemplate, B3 GetDocument BZMNEZEL , 55 Systems
Manager API $Z,

2. MNPHRNBZEERATINH JSON HER, FRBBEERESFPBAEMEZ, RIMEWN
&B1E Incident questions ZBAFMAIBRET,

3. EQEFENR , HERL—SFEHN JSON B CreateDocument e, BHMBIELULTH
B, BHi Analysis_Template_Name RIEMERNBF

* DocumentFormat: "JSON"
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* DocumentType: "ProblemAnalysisTemplate"

* Name: "Analysis_Template_Name"

BIZE 7.

1. BRI, BMNEXABHNEAFAEEREPEECIRS .
2. EERERTOIRZOTODHER , RERAD TR ER R,
3. EEBIE,

FTENE LN EH o

BALER —OERNESHTEN BT TESNEIR, SHTURLEARSEN PDF, EAI—K
TTEN—No . SRAIEFHEITENS NI,

BT

1. #TFF Incident Manager #Z#l &

2. EBZTEDF,

3. EBREITEHHN DR,

4, EZNTFAGENENAELS , EFRITEH,

5. GEITHNEHIMXNFESD , FRTFELESEHTNREAPH DD, RINERT , iEH2ELT

IR
IEFRFT ENAST T iR % AU A3 4T B4 4

7. ERENITHNERMIEN, BULUERAMRMEITEN , LA LU D& RREFN PDF, W
REE , TUANFROITELRTUHITEMER , REERFITEH,

o

® Note

23t 3T EN 24 R 45 BRI R 4553 ST BR AR IR ALY A P S E
TED B B9 e R4 X R IR BB IE H AT M IRAY IR F 15 FI A9 B B 3tk
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Incident Manager {2

XL AWS Systems Manager S EERFHE BB ENEFRANSHEERS, XEHERET
EE4RZBFEHMMBERENERED,

F&

- 3% . ¥ Systems Manager BNt 2T FMEEHEERE —EBFEH

- BE EEAEERPEERSENH

¥ #2 . ¥ Systems Manager Ba{LiZ1TFMEEH4EESE—EFH

AT LAEAAWS Systems Manager Ba{LE1TF MK EL AWS RFWE L4, FENEEF
Ko EAHESF , BFCER—NEENETFEM , BUETE Incident Manager F B RITEH M, &<
HENZES R PEL Amazon EC2 I8/ 5# CloudWatch Bk, ZSEHld Aftx BIRAIRS
B , Incident Manager & Bl ITATES -

1. £ Incident Manager 8| 2E#,
2. BahEiAEE R BEMNETF M.
3. FETFMERLHE Incident Manager FHIEHFMEERE,

AR RS E BT LLAF Amazon EventBridge B4 MEME R AWS BIR, B B3N B
MEHH#TEBEMR , BB EHNEHLAR L TR M,

YN BNARENEHEERZ AT RS9 B4 Amazon EC2 SE6IH CloudWatch 23Rk, NRE%
EERBER, XM , RINBVUEEF R REXLERR, BXEZELE , BSRUTE
M

« A% CloudWatch P15 S# CloudWatch B3k

« W5 EC2 AFERPMHIL S EC2 L4

« W5 EC2 AFERPMHIL S EC2 L4

- EEHEIEEHOIEMNEE R iTR
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Incident Manager ArfEm

/A Important
2 AWS RRMERZTFRAICLTRETERS. BXRESER , FSHAWS Ef.

- 51 QEEITFM

- £5 2 BlE 1AM A&

- £% 3 FEITFMEEN MR RIXEREX
- % 4 : R ITRIZE CloudWatch 1R

- £5 5 BIF4ER

5 1 SIEETFM

BT HZI]RIE Systems Manager 25| & P RIEZ1TF M. ZHM Incident Manager E#4HFAR | 1=
TFEMEEH B Amazon EC2 K4l , AEABXEITFMATNEEEFRSH., EFHBZH , FH
INEHRBEEZTFRONR, BXEZER , HZH (AWS Systems Manager AF{EM) PHRE
B3t

/A Important
BEEUATEXUBEAHECZTFMNEZFAEER .

« ZE{TFEMER T H CloudWatch BRRGIZHNE4, MREFRESTFMA THMAREHN
S, SINFHENES  WTERIE-—NESTFRSRIVSEHELS , RESIRE
HIRIER

« BTFMER CloudWatch B REBE—NEInstanceIld W4 E ., Amazon EC2 =g+
NERESZEE., IRENEETFMESEHMIENR (REMZHIR , 420 EventBridge )
—i2EH , NAME R IsonDecode2 F R LAPTEL £ 8 1917 5 FE IR 09 BU4E .

s BITFMELERBELER Amazon EC2 LIRSS A ZBIRWAIE, N TFESLEH |, EAaE
THER:H, FRLFZEREXMNEEBEREETZTEM.

BXUBEITFEMNEZES | 15519 (AWS Systems Manager 16/ F M EHiz 1T F M.
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BEOBZTFM;

1.  #TFF AWS Systems Manager #&&|& , Pt Jhttps://console.aws.amazon.com/systems-
manager/o

ESMERSD , EEXHN,

EFE B,

FNFEHR , RETFMEA—NMERMERZY , Hl20 IncidentResponseRunbook,
ERRERETF , RAEERRE.

FUTABKEE S RESRP

2

description: This runbook attempts to restart an Amazon EC2 instance that caused an

incident.

schemaVersion: '0.3'

parameters:
IncidentRecordArn:

type: String
description: The incident
mainSteps:
- name: ListTimelineEvents
action: 'aws:executeAwsApi'
outputs:
- Selector: '$.eventSummaries[@].eventId'
Name: eventId
Type: String
inputs:
Service: ssm-incidents
Api: ListTimelineEvents
incidentRecordArn: '{{IncidentRecordArn}}"'
filters:
- key: eventType
condition:
equals:
stringValues:
- SSM Incident Trigger
description: This step retrieves the ID of the first timeline event with the
CloudWatch alarm details.
- name: GetTimelineEvent
action: 'aws:executeAwsApi'
inputs:
Service: ssm-incidents
Api: GetTimelineEvent
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incidentRecordArn: '{{IncidentRecordArn}}"’
eventId: '{{ListTimelineEvents.eventId}}'
outputs:
- Name: eventData
Selector: $.event.eventData
Type: String
description: This step retrieves the timeline event itself.
- name: JsonDecode
action: 'aws:executeScript'
inputs:
Runtime: python3.8
Handler: script_handler
Script: |-
import json

def script_handler(events, context):
data = json.loads(events["eventData"])
return data
InputPayload:
eventData: '{{GetTimelineEvent.eventData}}"'
outputs:
- Name: rawData
Selector: $.Payload.rawData
Type: String
description: This step parses the timeline event data.
- name: JsonDecode2
action: 'aws:executeScript'
inputs:
Runtime: python3.8
Handler: script_handler
Script: |-
import json

def script_handler(events, context):
data = json.loads(events["rawData"])
return data
InputPayload:
rawData: '{{JsonDecode.rawData}}'
outputs:
- Name: Instanceld
Selector:
'$.Payload.detail.configuration.metrics[@].metricStat.metric.dimensions.InstanceId'’
Type: String
description: This step parses the CloudwWatch event data.
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- name: RestartInstance

action: 'aws:executeAutomation'
inputs:

DocumentName: AWS-RestartEC2Instance

DocumentVersion: $DEFAULT

RuntimeParameters:

InstancelId: '{{JsonDecode2.InstanceId}}'

description: This step restarts the Amazon EC2 instance

7. ERGIEAIL,

15 2: 8lE IAM A&

18 FA LA T #A2 8 2 — 4 AWS Identity and Access Management (IAM) &€ | ZAGRE4EEART
BRIt IEER Runbook MR, AHIEFHIZTFMLEHN S 3N Amazon EC2 =fl, ZHEH
BITFMEEIENPMITRIN , BFET —MSHEEZ IAM B,

BB IAM B8 |, NE R RIS & 1T F 1}

1. {EH https://console.aws.amazon.com/iam/ ¥ FF IAM #2414

ESMERT , ERAG , ARERUEAG,

BREAWS ZEERFHERBTIERT RS

EABGTHEM AWS RFHARFEYF , A Incident Manager,

1%£#% Incident Manager , AFIEET —

FERMRIE L | EFIER, NREERNFEFNIER[E OSEI<F T,
fEmEBER |, £ JSON BRI+,

AT R KRB E I #5 M5 ) JSON 4miESR P . ™ account_ID BN EH AWS IKF ID,

© N o 0o ~ w0 Db

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Resource": [
"arn:aws:ssm:*:111122223333:document/
IncidentResponseRunbook",
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RAriEmE

9.

10.
11.
12.
13.
14.
15.
16.

"arn:aws:ssm:*: :document/AWS-RestartEC2Instance",
"arn:aws:ssm:*:111122223333:automation-execution/*"

1,
"Action": "ssm:StartAutomationExecution"
},
{
"Effect": "Allow",
"Resource'": "arn:aws:ssm:*:*:automation-execution/*",
"Action": "ssm:GetAutomationExecution"
}I
{
"Effect": "Allow",
"Resource": "arn:aws:ssm-incidents:*:*:*",
"Action": "ssm-incidents:*"
},
{

"Effect": "Allow",

"Resource": "arn:aws:iam::*:role/AWS-SystemsManager-
AutomationExecutionRole",

"Action": "sts:AssumeRole"

},
{
"Effect": "Allow",
"Resource": "*",
"Action": [
"ec2:StopInstances",
"ec2:DescribeInstanceStatus"”,
"ec2:StartInstances"
]
}

}

ERET—% 7%,

(A ) MRBE , EENREPFINFL,

ERT—% . &%,

EEMFEP , WA NI PRI AKEEANACNER.

(AL ) EERFESP |, AR,

R IR,

RESEENENACHNKEREOIRETN <. ERRMKXERH.

ERRIFIRE (L TURRRIRAEL ) , ARERIEE TR LR RREN S .
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17. BRENENNREKE , RAREET -,

18. BE&H. EFNCENENARENT , HA - M TERINTHEEANAGHNER.

19. (Wit ) EEHARFERT , WAHER,

20. EFAGKARE  LERFNRE , RAEERUIRAE,

1% 3 . BT FMEERE R TR <ERE K

B E T FAHERZEIEM Incident Manager TR TR , TR -, ATEEMNERRHNERRE,
EITFMERBRERET —HITINER

ERE1TF M2 B LA R 1T R

1. $TF Incident Manager &l A

2. EEWAIITR.

3. XWTWAITR , BENENWAITRERERE, WREKENENRITY , HEFEBAL
KRB HITH

EELTFE :

a. EEITFMHBL , ERERABETFM.

b. WFEE , BIAEEERRASR.

c. MNFEITFM, EBEE F5 1 QIESTFM PRIENETFM.

d. XNFhRA , EFRERITERRIA

e. TEHWAZDHF , FincidentRecordArnSBUEEEH ARN,

f. ERTRSES , EBEE £5 2 61E IAM A6 FRIBHN IAM A6,
4. REFEX

%% 4 . AR5 B CloudWatch 231k

AL T S B Amazon EC2 SE4I#9 CloudWatch 23R 5 BL45 R K9 R it X o
RIEHI R 1T R 25 B CloudWatch 23k

1. 3TFF CloudWatch ##l& , Pt 7 https://console.aws.amazon.com/cloudwatch/o
2. ESMBERTPHEBRT , BEFMEER.
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3. EFREATEEERETW@AITXIN Amazon EC2 SEHIH &R,

ERRE  ARERRE, RIEZENRREE 1B Instanceld W4EE.,

H‘ET—%,

NFHMBEREMDMS , EFHI Systems Manager #1E,

EECIEES,

R £ 3 FETFMEENERITRIKERER el 2 mE R ITR,

TR EHER.

© © N o 0 bk

£5%5 5 WiIESE

ERIF CloudWatch BiIR2ERIETEH , ABAE T A ITRIFIEENEITFM , B4T il L ER,
MEBRBZTFMUEBRER , BUUEAUTESRRIETFMNER, EXMABRNER , &
2 (AWS CLI 855 %) set-alarm-state .

1. 3TFF Incident Manager ##| & .

2. #%$% CloudWatch BiRE&ER N EH,

3. EREBETFMEDF,

4. EEITFMPRIDPEFETEMN Amazon EC2 E46I EHITHERE,

TEUER T WAEERS S PIREEERBEDT CIED runbook FIRITHE IR, BNTREHILT
BRI B AR R

Runbook steps

00:00:00 (UTC+11:00)

15:01:44 [#] ListTimelineEvents @ Success
15:01:44 [#] GetTimelineEvent ® Success
15:01:45 [#] JsonDecode © Success
15:01:49 [¥] JsonDecode2 ® Success
15:01:53 [#] Restartinstance @ Success

23:59:59
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E&EF CloudWatch BIRHPWFIEFMAER , BRI JsonDecode2 £ , ARAEEFF O utput.

/A Important

BYMEBRERYEP NN ERENARER. XTEXNSHEERRR ( HlMER
T RIME4 ) B9E R, CloudWatch BHRA E AR ERN A HECIEN IAM BE,

B2 EEHEERPEEREEH

&l LA B 5 ) AWS Security Hub CSPM Amazon EventBridge # Incident Manager iR 5l #1 & 12
AWS RERABRFYNZLEMH, AYUEFT5ISIREE —5 EventBridge #N , ZFNE T Security
Hub CSPM Bz KA BAEL RKIEEH,

@ Note
REFEMEFA S EventBridge ecurity Hub CSPM, & AR R IX LIRS M= £ % o

FRFM

- i%i& Security Hub CSPM, BXEZER , BZHIZEE AWS Security Hub CSPM,
« 1£ Security Hub CSPM HOIEHEMHPAELER. EXEZEE , HSHAWS Security Hub CSPMH
MAELRN,

- BEWRITX] , BAE Incident Manager ERIER £ EH M HAEER. BEXEZEE , BZHA &
Incident Manager # B4 HUHER o

EAHES | RIEATRELHNERKAE EventBridge MM, EFABEEXERNCEAN | F35F
AWS Security Hub CSPM A FfERH £ B E EXBIZEMN,

22 EventBridge #MI

1. #TFF Amazon EventBridge ###l& , Bk Jhttps://console.aws.amazon.com/events/o
2. ESMERP , EFEHMN,

3. EFGIEMN,

4. ARNEABRHAMEILR,
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14.
15.
16.
17.
18.

19.
20.
21.

MNFrEER—XEHH E —MHANME —-SHE% ENVERERE.
NFEHEL , EERIA

TN | EEEFEHEXHHN,

BET—F,

X TFTEHRIR , BEAWS EHH EventBridge S EKHEH.
NTFEHEX  RREEHEAKR,

. NTFEHIR , EEAWS RS

. BEIRBAWS RS |, i51£#F Sec urity Hub CSPM,

. W FEHER | %R Sec urity Hub CSPM AEER- ES A,

. BIABER T , EventBridge B E A HEAITFEENSHER. W TFHNEM , #attribute

namei&F “EE" KW, EFXLERHILR , UEREXENTMEZRNHEANLZLBAELRICES
.

BEHET—%,

NFERER , EFAWS RS

FFiEFBHR , %R Incident Manager "R it &)

N R TR, ERE—NEARITR] , R ECIEEHNER,

EventBridge AJ ABIZMNIZITAIHRERN IAM B,

- ZEYCIE IAM A® | FRRNLBERFREEZFAE,
- EFAKFHPEFEN IAM AG | TR ERAINEAE,
( Ak ) AW A —PRSMRE,

BET—F,

EEMNFAESHEFCIEMRN,

BEARIEEZ0/2 T It EventBridge MM , MASLELNEHEMCENZ2 A IFESHEESRTC
BEH, SULANXESHRTOR, BB, KEHUIBREHED.
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£ Incident Manager F#RiE &R

HRERWENTHIE , B EESBRAEHIEH AWS XiF IEEM Incident Manager &R, &AL
AWEBITR, EHCRANBERADERE, BETURFHEERMNELEORFIRE, BETUREHIE
KERMRZL, RIFEREEUTRERA RN X LR RWIHEFTIEMES, EMIHIESELHN—
ANBAM— AN E. BNEBWEREH Incident Manager BREHZIT —EFESERNIFZFHA,
FERA—HESNRSFE TN EFRMHERXERRATEXNCMNNHE. S BEREE
RMFEEER. BXREAGSEHRRFRANRNESELR , BHSHE IAM AP g N EARSES
AWS ZR T A X PR o

IEMANITRE  BAUEEHARIARERN D EERE, FRAMMITRIGEEM4N | XERE2NAE
EHICFEF,

® Note
HREEERMENE L. HMETRRFHRHRITHER,

A LAEA Incident Manager 26| &R/ INHMBRRES . UTEEBRERTEHATEMN HE X
7, EREE AT AR ANEN FZERUAR A TR MMM ERrSHZE.

v Tags - optional

Key Value - optional
Q, Environment X Q, Linux X ‘ Remove ‘
‘ Add new tag ‘

You can add up to 49 more tags.

BELUREBEARLCERE |, BEHAUT API 84 :

« TagResource

« UntagResource

» ListTagsForResource

114


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_ListTagsForResource.html

Incident Manager ArfEm

/A Important

RERFRAEEKSFREFENEREA TEAT R, 42K, BRRA, FwdERMZEHR
LR EHIENIRE,
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Z 4 AWS Systems Manager Incident Manager

ZEEAWS REFZE, FNAWS FF , BAUZRT TN REARSHLZEHBEALNERTHY
BOBEHROMMERN,

ZERNITHEEE AWS 95 1E, REHREEAFEERNZNZEUNZFNELM

- ZEE — AWS ATRIPET= AWS RS HIE1THERMZEN AWS Cloud, AWS R R EIRBEATLZ
2FERANERS. ERAWS EMITRIERITRIEAITRIEN —EB5 , 58=77 5 1T I E HI M iz A 50 0 3K
NZENERE. BETHERANEMITR AWS Systems Manager Incident Manager , S RIREH
it X% 2 BSEE NAAWSAWS BREIRAMiTE.

- RREE-LHRERLEAN AVS BSRE. LEFENREREAR , SEAROHGBE, 2
AN ERURE AR

X RBEBT 7 B AEER Incident Manager BRI AR EEN, T EB A NAEE
Incident Manager , SR ZLMFER MBI, BIEFEIMAEHAEM AWS RS FEREEMFRT
ENEHEERRTR.
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& T ldentity and Access Managem AWS Systems Manager Incident Manager

- 1£ Incident Manager 7 { A 3 = Y Bx R A F00E 57 i1 X1

o SHMMHERIE AWS Systems Manager Incident Manager

« ¥ AWS Systems Manager Incident Manager

. PHEMIZEEE S AWS Systems Manager Incident Manager

- {#H AWS Systems Manager Incident Manager #3# 0 VPC 4% & (AWS PrivateLink)

* Incident Manager A 9 &it i& #)&E 24T

PR Z L &IEEE AWS Systems Manager Incident Manager
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B EE, BEATEMERN AWS BS WEZ2BEENEERES. BXRBERLANESLER &
SRABERILE N EH, BXBMNBERFHEE |, i5SH AWS Security Blog £# AWS Shared
Responsibility Model and GDPR &M &,

HFHEFERPEHN , BNBUUERF AWS Ik EIEHEH AWS IAM Identity Center 2, AWS Identity
and Access Management (IAM) RENA AR, X , SMNAFPRREBETHIERRAMENNER,
REWEES T AR EIE

s NEBNMNKFERZESHRIE (MFA ),

« AT SSUTLS 5 AWS BiRBEFE. BIMNERFEA TLS 1.2, BWEA TLS 1.3,

- FAHRE API A FEZI B & AWS CloudTrail, Bx{# A CloudTrail IRERIEIR AWS EFIHNEER
ES (AWS CloudTrail BF 1) RMEAR CloudTrail o

- £/ AWS MEBRRAZUREFHIAER AL EEZEHS AWS BF.

- FASHRIEERLRS ( HlI0 Amazon Macie ) , EBBIT A MRIF 767 Amazon S3 FEYBUR
Bz

- MRAZE AWS BRGBSITREDS API #HTHENFEELT FIPS 140-3 RIFMMZER |, EFEA
FIPS i R BXTHAMN FIPS HRMEZEE , 5N (EERIBEELERA (FIPS ) 5 140-3
W) https://aws.amazon.com/compliance/fips/o

BARWE RN BEERHBER (WEFFNE TR ) RAREHEABAXNEFTER
(MEMRFR ) ., XBEEEREEE. APIH AWS RS EASHEERFRIHEM AR AWS SDKs.
AWS CLIFEERA T E ML B R A XA ZRFRANEARERTEATITRIZH A, W
REMNBRSBJ/EHEMLL , RIBABUEFEEM U EFXIEE B RBIEX ZRFF[HER,

FIAER T | Incident Manager £ SSL/TLS X% % R B3E #t 1T 025
BAE IR

EHEERMFEHA AWS Key Management Service (AWS KMS) Z4A B BN EHEERER. X
HWEZEE AWSKMS , BZH (AWS KMS FRARIERM) « AWSKMS &4, SETANE
HHEMEES  RETTBEIARENZHREERSG. SHEESFEAZEENZAMZZNEIE ,
HER AWS BEZAMBZAHIE. EMEA Incident Manager , B4R BEFIE , HhBFRE M
%, Incident Manager EEHIE M S BEFE A,

ERILER AWS BERARNZLNEFE , S AERASETCIENBCHNEFRERN AWS
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FHOERFORWIEE (HMAC) IHMRENZA, MREEATAEEZR , WAILEAAWS KMS
EH A AWS KMS APIs £ GIZEFREZR , AENRHEHAZBENFAERET S ETERHNES

KE, UEEAFFIEERPET Incident Manager #HITINZEE , AWS KMS BEF EEZAMME R
B TFE—XE, ET#HAEXAE Incident Manager FiRBERFENZNESZELR | F2H &0 S,

FH AWSKMS EFREFHAFEL[NINERA, EXEZER , H5H (AWS Key Management
Service FF R ARIERE) M AWS KMS EHHE AWS KMS #5——KMS #4A,

/A Important

MBEEH AWS KMS key ( KMS 24f ) tn&2 &89 & HIEE M Incident Manager #3E , 1B/EX
REMBRZEFIE |, BRAREZADMER KMS Z48 Z el il iR iZE S5

ZE A Incident Manager FRAZEF BXEBRAFARMELE  SX4AEEF BETEERARANEH
REPRMUATEEEH, ETHREXEKFPRENERNZARBNESZER , 56 (AWS Key
Management Service FF X A R 36/ FHIE AWS KMSH A ZRIAFRI, ZREIEHTUTHR :

« AT BHEERPITRARERE , UEELHNKSFERSEHEER. AWS KMS key

- ATSEHEERMER KMS ZHCIERNHABREZN  BriRRERKRKSFPENEASHEERN
ERATE, NRRBEFAPEENEHELEMER KMS Z4AFEA Incident Manager BYX PR , BIfE
AR H Incident Manager RS , i kM,

{
"Sid": "Allow CreateGrant through AWS Systems Manager Incident Manager",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:user/ssm-1lead"
.
"Action": [
"kms:CreateGrant",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"ssm-incidents.us-east-2.amazonaws.com",
"ssm-contacts.us-east-2.amazonaws.com"

]
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}
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EXEERENZRENMEBERPEHEAMEZE LT, AWS KMS EaLAEA i £ ORI 5
EHEEBRFEALHN KMS 241 CloudTrail B&EE 4, Incident Manager SEAMTIMAE LT :

* contactArn=ARN of the contact or escalation plan

& AT Identity and Access Managem AWS Systems Manager
Incident Manager

AWS Identity and Access Management (IAM) AWS fR$S T #EIEE R T2 iR HIX AWS &R 5]
MR, IAM EEAZHI A SUEE § 4RI (Z% ) MR ( EBNR ) F£H Incident Manager & RH
AR, BOLAER IAMAWS RS , TEXZSFNEA,
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« BT 5K R RG] AWS Systems Manager Incident Manager
« ETFRRHFREE RG] AWS Systems Manager Incident Manager
» BALE Incident Manager F B RS IEBERE

« £ Incident Manager KRS KX AHE

+ AWS WIIEE KB AWS Systems Manager Incident Manager
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R
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IAM A 7= MEF4A

IAM AP RNENMNARINARFEERENRN — 150, BUERAGNEIE , MIEEEKHPEIE
B IAM AP, BXEZER , B0 IAM AFERETHNERARASEAS O RAENRS S HRIE
F B AWS i A I B IE B AT 5 ] o

IAM (HIEE—4H IAM AF , ETERMN KERAFP#HITNRERE, BXEZELR , 555 (AM A
FIER) i IAM B E R =46,

IAM A&

IAM AEREERENRNEH , TREKNFIE. SUEIMNASRE IAM A (255 ) R
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IAM B TFEBREAFHE, Ime IAM BFPRR, BIKFiGE, BRS 7GR R TE Amazon EC2 Lz
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- NRBR - EEETEMHNRBIURT IAM REHHEANE. EXEZELE , B3R (IAM AF
EE)Y B IAM SERRYRRIA .

- RSEFIFKR (SCPs)-EHFIEEHLARAL LM HZRANR AWS Organizations, EXEZER , &
2% (AWS Organizations FF18R) YRS 12 HIZK B,

- BIREFIKREE (RCPs)-REKF A RFENZRAATANE. BEXELZEE , BSH (AWS
Organizations FIF /) HHERZEFIFKE (RCPs).

s RERKE -EAACHEKSAFCRIRNSEN , FASBEENSRK, BEXEZER , BS
[ {IAM AFPiEm) PHSERR,

S REERE

HAZNRBEMNRBENA T —MERE , ERNNREMERNEIER, BETHRELSRSHRERE N
WA AWS BERBAWER , HSH IAM AP EEHR N ERITEEE,

wn{al AWS Systems Manager Incident Manager & IAM B & A

EEA IAM EEXY Incident Manager 1A R Z BT , BN Z T #EHFL IAM $E T AT Incident
Manager.

IBA LA ELE A9 IAM ZhEE AWS Systems Manager Incident Manager
IAM Zh&E Incident Manager X #

ET S HaYREE =
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H T 7R KRG 2
R {E 2
R Bt B2 2
EREHEEH <
ACLs &
ABAC ( KB EYFRZE ) i
e B ST £
EARE £
BEAE £
RS %A e =

ELH TREAEERNEM AWS RSWASERSH IAM HERESER , HS6 IAM AFEEHH
5 IAM BL & EFBYAWS RS-

Incident Manager % #F1E48 177 (5] F £ Z 0 R R A KB AWS RAM,
Incident Manager B9 & T & 13 19 5K &
XEETSHNXR : 2

ETEHNRBETMMESZH (N IAM AP, AFASAER ) B9 JSON RRREE A, XL R
BERHAFNASEMAMEA T BERFRITHERE, BETHRNMGTEZETSHNNRE , SR
(AM BFfEr) PEAESEEREERE L BEXL IAM IR,

B IAM ET SHKRE , BUUEEARTRELNRENTRUAR A THIELREFENRE. B
THETI1E JSON RESHRERMFIELE , F5H (IAM AFHERE) S8 JAM JSON KB TESI A,

Incident Manager fY & T & 13 #9 SR B 7R 45
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ZE&EF Incident Manager E T S RN RE , E2H ET 50K =B AWS Systems

Manager Incident Manager.

Incident Manager A& T % JRAY SR B&
HRETHEROERE : 2

ETRIFHREE M N BRAY JSON KM, ETRFMNRENRESHE IAM ABEEREM
Amazon S3 FEBERE, EXHFETRARNKBHNES T , BRSEERA AUEACIREFHNEFER
REVTAR. XY FHEEPHMNRBEH TR , RIEE SIS EEET X LR RRAITHLEREUAR A LZMH
THIT, BUFEETRENREFIEEETE, ZERATUEEKS, AF, A2, BERAFH AWS
ARSS o

ESABK/ER , SR UHENKSHEMBKS R IAM XEEEAETRRNREHNEME. B
XEZER , FEH (AM AFER) PH 1AM FEYEIK S R IR R

EHEERERSNIEAMRENET RROEKR , £/H AWS RAM 2§l & 5 PutResourcePolicy #
EER , EEMRMBIERNITTRIRKR A, ZRBEEXL T WL FATTUAN TR IR, BKRRA, LRITIF
EHFREITH, Incident Manager FRAE T RRHKBEEKS 2B £ ZRIR,

Incident Manager X #3848 175 (Al £ A L Z 09 R IRAY R BE AWS RAM,

BT RNARFET RRA R INBEA I RIREKRA |, BSH EEHEESR AWS K/ HEEBE
XHEH,

Incident Manager P& T &R HY 5K B 45l

ZE&E Incident Manager E TR R RIEN A , ESH ET HFRN KRB AWS Systems
Manager Incident Manager,

Incident Manager #93R B& 18 4E
TRHERRERE: =2

EE R WLAER AWS JSON REERIEEEHERRIBEMF L, BRER , BN EETUANT AR FRITER
B, UREF ARG THIT,

JSON ZMEH Action TEMA A TERKF AT RIELLFHRE, ERBPISHREARTR
ITRERIRERRR,
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E&EE Incident Manager RIEMIFIR , HSH (RFENSE) HHY AWS Systems Manager Incident
ManageriE X By 1E,

Incident Manager PR REEIRER L REZTIFERAUATEIR :

ssm-incidents
ssm-contacts

EERMEAPEESTURE  BEAESHENRT.

"Action": [
"ssm-incidents:GetResponsePlan",
"ssm-contacts:GetContact"

]

B AERABES (*) BESMNMRE. flW , ERRENEF Get FFAMNBERE , ST RE

"Action": "ssm-incidents:Get*"

ZE&EF Incident Manager ET S RN RE , E2H ET 50 KRB AWS Systems
Manager Incident Manager.

Incident Manager ER N TR & Z B P EARE , B ssm-EHH ssm-BxR A, 812 Incident
Manager FSREERT , ERANBEFAEBN DB ZE. SSM-BE4/AT HIEMER TR M SE4ERN
BIE, SSM-BXR AR TEBRRAMBKRAESEXHIRE, B0

* ssm-contacts:GetContact

* ssm-incidents:GetResponsePlan
Incident Manager B3R B& ‘& R

XEFRBER : &

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2E , BNEETUNF LR FERITER
1, UREMFARHETRIT,
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Resource JSON R, TEIREEMENAREN —NMNHZ AR, FAZRESE , FFEHAE Amazon
HBRAF (ARN) BBERR. NFAZEERERNRWIRE , BEABES ) ErBONATMER
o

"Resource": "*"

EEEEHEESRARELEKRHETY|EK ARNs , 2 (REENSZE) AWS Systems Manager
Incident Managerd E X RFR,. BETHRUJUEBEREFPEESNRIEREN ARN |, ESHE AWS
Systems Manager Incident ManageriE X B2 1E .

EEF Incident Manager ET AW RBEHN RG] , 25 ET S HHEE A AWS Systems
Manager Incident Manager,

Incident Manager &R A T RIZEH, EHREFHTIME, BREAURERNNEES, MRAF
BiGRE R T RIAI AR | A BAG RAR IR Z T I G BN AT B =4, WREAFBIHRKRADR LRITRIA
PR, M1 AT AR RAS 5 EIRITX

Incident Manager B9 3% B& 544+ 348

XEFRETRSHRBERMGR . &

EER W LAER AWS JSON REERIEEHERRIBEMF L, BR2ER , BN EETUANT AR FERITER
1, ARIEMHAZRHETHIT,

Condition TERBENNFMHEEEFVMERIT. EASGIRBERAZEZER (FlW, ST
T ) WERHRER , MERBPNFEEERPNEREE., EEEME AWS 2R&FHE , F5H
IAM AP MAWS £ E5%H £ TXHER.

EHEERPRIARIESHSIR (ACLS)

*# ACLs : &

TREFIFIR (ACLs) 2HBLERFEA (KFKA, AFRA® ) BRBRER, ACLs SETHIRM
REERL , RETMAEEA JSON R,

£/ Incident Manager BV & T /& MY 15 R X PR 2 # (ABAC)
¥ ABAC (ERANGE ) © &
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ETREMENTERNRESH (ABAC ) R—HREKE |, ZRBEETHNIRENEMERE UNR, ErTE
FHRZEMINE] IAM BRI AWS IR , RE1RIT ABAC REUATEZERANGEERIR LNRET
BoRTREATHRE.

BEETHREEGHRE , BEFEEMFEA aws:ResourceTag/key-nameaws :RequestTag/key-name =
aws:TagKeys R BERBANFZH TEZPREFZEER,

MRENBREN TEMBERREBFMAX =GR , IXT RS  ZEAR. NREMRSNX
NTHDFRREISEMBEX=ZMHR , MZENTD.

BEXABACHEZEE , 2R (IAM AFE®E) RWEA ABAC BIUENNRE, EEFIRE ABAC
SHRNHE , TSR (AM AP ER) PHEAETEMNIHRIMNRES] (ABAC) .

B Incident Manager £ A if Bt SZ A
X FEIRETEL : 2

IS EHE BB AWS BRNEHIHRINIE , A ERESFEAKS SRR ACRBEIEN.
AWS BiIZHARERIGFHES  MAREAKBHEZRA. BXEZELR , H2H (AM BFE
) FH IAM PRI Z2EERER IAM B, AWS RS

Incident Manager 95 IR 55 £ AR
XERRFERE (FAS) @ =

HRBFITE (FAS) £/ A EMHAVINER AWS BRSS , B E AWS BRSS @ FifrBRSS & HiE RV E
Ko ARERL FAS HRENREFE , BERERBR2E,

Incident Manager RS & &
IERSAR . 2

RSABRA—TRFEME. KREPITEREN IAM A6, IAM EE R T E IAM R oI, SR
BRESAEE, AXESZEER , 2R (AM AFERE) FHEIER AWS RS ZERENEE,

/A Warning

FURS A EHNR A B2 ER Incident Manager B9ZhaE. X Incident Manager 124
ESNTRERSAR,
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£ Incident Manager Hi£# IAM A

£ Incident Manager #8120 5 1t X & IRES |, BATEFE — DB BLLAF Incident Manager AR &
1217 Systems Manager Automation 3 #4, MREZFERENET — MRS AGHKRSHEXAE |, NI
Incident Manager 22t —MNABIRMBEBERE, BHFLEFE—NMATFIHRLUZIT B3 X EEHIR
A, BXEZER | 55 & Systems Manager B311Lia1T F A E R BB 4 B3 88 o LU T Hb
o HBIEWR BRI RIUEF 628 Amazon Q Developer AEEEH4 K EHEFEARN , BA
ERATEEECHNRGTHRSAC, ETHEXNMANEHMEAIRIIXNEESER , HSH
EEHEESPNMNECIRMERINKIE, BEFA T HEIRNBARERFFH Amazon Q Developer
FH IAM BUR |, 125 A mazon Q AR EEM XN AEFPEEMEA Ama zon Q Developer ZEHIX
BARFPEITHE TR,

Incident Manager BWRZ < AR
IERSIBRAR . 2

BRSHEXRABRE - TEZINERS AR, AWS BRSRSAUKARREHTRENAE, RSHEX
AEHIMEENP AWS K , HEARSAE, IAM EERATUEEETEREERSKEABHK
PR o

BXRBEREE Incident Manager RFHEKXABEBNEER |, BESH £ Incident Manager B iR 5518 < &
B,

HET BRI R BE RH AWS Systems Manager Incident Manager

RINERT , BRMAGEZESEDIEN Incident Manager BRHINR. ERFHFNFAERERIT
BREMR , IAM B R A LB IAM KB,

BT RNMAERXL RG] JSON REXHSIEZET IAM HHNEE , 56 (IAM AFiERE) P8l
2 IAM KB (258 ) .

B Incident Manager EXHIREMBREE (SFEESHEREENER ) WEAEE |, BSH (kR
ZEMNS#E) AWS Systems Manager Incident Managerh 8934, FRME4Z4H. ARNs

£

- ERREXEK

« £ Incident Manager & &
- AAPEEMHIIB SRR
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o 5 1RME Rt X

REERIEREK

ETEMNEBBEENMNAZRSTLGIE, HEZMBRIKS A Incident Manager iR, XL
RESF AWS IKF~4%A, tIEIEBETSONERRE , HERBUTERMER :

- JFHRER AWS RERBH RO RENBENR — BEFHOASPMITERBER TR , EEANTS
EAPIRTNRNAWS FHERE, SIEMRNRARTH AWS IKF, RMNBUEETE LHN
EHRABIN AWS ZEFRERBRAE-DBINR, BXESZEE , HZH (IAM AFERE) F/Y
AWS FE R THEIREERNAWS FEE R

- MAKENR : £FEA IAM RERENRN , BNRFRITESAENNERE. Ak, BALEX
EREFRMTIUNBERRRNITHERE , XN RENRETT. EXFEA IAM NANRHNESZE
B, B2 (AM AFER) F/ 1AM R RBE AR

« R 1AM SRRE AR Ay S 43t — S BRI 15 R AN PR ;48 AT LA [5) 5 7 BN S 44 SR PR I XS R RN AR BV 15 18] o
flan |, WU LUREREZ M REESTNER SSL KEMAEIER, MERFZBERBEIBENARE
AW, MR ERARERE T RSFIEENTFRINER AWS BRS , 0 CloudFormation, BXxE
ZEE , BZHE (AM AF1EE) B IAM JSON FKEE TR © &4

 f£M IAM Access Analyzer BiFZH IAM KEE , SUAKRNEHNZEMMINEEMY  IAM Access
Analyzer 2 IFFREEFI B KR , LHAREHAS IAM KEIES (JSON ) M 1AM FH{ESE
B, 1AM Access Analyzer 12 100 ZTURBKRENM AIRENREI , SUHBBEFIELS HINEMEN
K, BXREZELE , BH2H (AM AFER) FHEA IAM Access Analyzer B KB,

- FESESHRIE (MFA)-TIR AWS IKFENHRFE IAM AFRAF , BEA MFA REZR
M, EEEIHA APIHREREE MFA |, B MFA ZERMBEHNKRED, BXEZER , ES
7 CIAM FFER) FEVER MFEA RH APl TG [H

BX IAM AR REIRNESELR , H2H (AM AFER) $1 IAM A Z £ HEXEK,

f# M Incident Manager #2#|&

Eij A AWS Systems Manager Incident Manager #2#1& |, B4 5RE —ARERPR, X LRSI
RN HMEFEE X AWS Ik FH Incident Manager FRIVIEMAES ., MEELKENRENER
BFEACEKHNETEONRE , X THMNT ZRBENRE (AFRIAE ) , BHASEEARMBEEE
1T

NFREA AWS CLI 5t AWS API WA, BEFNEREFEEZHENR, R , _IRFHREH
ZIAMITHY API RVEM TE RV IRAE,
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NARAFNAGITUEASHEEREHAMREY  TENEHER
g8IncidentManagerResolverAccess AWS BRI NESREk, BXREZEEL , 55H (IAM
RAFEREY PR AP RINRER.

IncidentManagerResolverAccess

ATFRAFPEFEMITESHNER
ZRBIER T B MABIREKRE LAY IAM AFEERNIERAF SR ABKNITERN KK, hRK
DIEEESIS ESHER AWS CLI 5 AWS API BUREEA R TR IRERN R,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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}

AL

TR RBIF |, BERF Amazon Web Services ik~ H#Y IAM A P B EH —4 Incident Manager g
BiitX] exampleplan WAXPR, ZERERFZAL R, FEHFMIBRIE R ITRI,

ZEBANAFET ssm-incidents:ListResponsePlans, ssm-
incidents:GetResponsePlan, ssm-incidents:UpdateResponsePlan fll ssm-
incident:ListResponsePlan R,

JSON
{
"Version":"2012-10-17",
"Statement":[
{
"Sid":"ListResponsePlans",
"Effect":"Allow",
"Action":[
"ssm-incidents:ListResponsePlans"
1,
"Resource":"arn:aws:ssm-incidents:::*"
},
{
"Sid":"ViewSpecificResponsePlanInfo",
"Effect":"Allow",
"Action":[
"ssm-incidents:GetResponsePlan"
1,
"Resource":"arn:aws:ssm-incidents:*:111122223333:response-plan/
exampleplan”
}I
{
"Sid":"ManageResponsePlan",
"Effect":"Allow",
"Action": [
"ssm-incidents:UpdateResponsePlan”
]I
"Resource":"arn:aws:ssm-incidents:*:111122223333:response-plan/
exampleplan/*"
}
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1

ETRFEHNEBE RH AWS Systems Manager Incident Manager
AWS Systems Manager Incident Manager X #EHEEER WA 1T KIFB R AN E T RIRHNRREE
EHEEBTIFETRRNRE , XEREELHEER AWS RAMEZHRIR,

ETHNFAEBNTRIEERA , B EEAEEFTUENEEBA Y M ES4EEET 0
BANEERRA.

BR#I4A 42151 Incident Manager Wa 571t Xl

TR RHIEARHPEFALR ID o-abcl23defs5 WAFRFINR , AR EA @A TR myplan 8%
B4,

ZConditionEREAStringEquals& 4 Maws:PrincipalOrgID&H# , &= AWS
Organizations 3 EMNFKHE., EXXLEXHZHANESER , BZHRERRTEESRY.

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "OrganizationAccess",

"Effect": "Allow",

"Principal": "*",

"Condition": {

"StringEquals": {
"aws:PrincipalOxgID": "o-abcl23def45"
}

},

"Action": [
"ssm-incidents:GetResponsePlan”,
"ssm-incidents:StartIncident”,
"ssm-incidents:UpdateIncidentRecord",
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"ssm-incidents:GetIncidentRecoxd",
"ssm-incidents:CreateTimelineEvent",
"ssm-incidents:UpdateTimelineEvent",
"ssm-incidents:GetTimelineEvent",
"ssm-incidents:ListTimelineEvents",
"ssm-incidents:UpdateRelatedItems",
"ssm-incidents:ListRelatedItems"

]I

"Resource": [
"arn:aws:ssm-incidents:*:111122223333:response-plan/myplan"”,
"arn:aws:ssm-incidents:*:111122223333:incident-record/myplan/*"

214 Incident Manager BX 3 A 1 8] F 4 B9 1 BR

AR RGIE#A ARN arn:aws:iam: :999988887777 :root WEMZ FEIZELR A mycontact €]
EEHNNR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "PrincipalAccess",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::999988887777:root"
}I
"Action": [
"ssm-contacts:GetContact”,
"ssm-contacts:StartEngagement",
"ssm-contacts:DescribeEngagement"”,
"ssm-contacts:ListPagesByContact"
]I
"Resource": [
"arn:aws:ssm-contacts:*:111122223333:contact/mycontact”,
"arn:aws:ssm-contacts:*:111122223333:engagement/mycontact/*"
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Bh LE Incident Manager R B RSZ EFERE

BAERERIARTERZEEE , IERMTRENIEFANRESH AR NIITRER , Ba
RAXMEE, BETHNELBRNSBITRAENEITHR SIS RRERALTR G RN R IR.

EHAWS  BRSEEARSSBEFZIREL. BRSEURE RS ( EERAARS ) #A%
—MRS (HWARANERS ) o BERITHAEATUERFEARS , EAGMNEBETXRAEINRERS —7
ARSS P EY IR

AWS HIRFSZEFRARMIEKR - P RRHOIEEHENR , UHBBERFRRENELL, BIMNEBNUER
SRR aws :SourceArn M aws:SourceAccount £RFHRHF L TXEH, XLER4ARE T M
Z&R AWS Systems Manager Incident Manager 2t H R FZHINR, REFEARINER/IFZHL
TXEH , WER—FKKIEIFFEH aws: SourceAccount BEH aws:SourceArn EH 5| KK
B, BAERAMERENIKS D,

aws:SourceArn WEXA NS MW EHICTEMN ARN, IREFAERFENTE ARN , REEHEE
ESNER , B3 ARN RABHEATEBESR (*) B aws:SourceArn £/ E T X&GZH, 4l
W, BAJLURF aws :SourceArn iRE N arn:aws:ssm-incidents::111122223333:*,

EUTEEREROIS | RAMATLAEER aws:SourceArn &4 %48 , A TRIESH1235% ARN BREIXT
BREAEHIER, LEMBRITR myresponseplan BIEZMWEHIERTREFERALAE,

JSON

{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",

"Principal": { "Service": "ssm-incidents.amazonaws.com" },
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ssm-incidents:*:111122223333:incident-record/
myresponseplan/*"
}
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}
}
}

# M Incident Manager WIRSZ <A R

AWS Systems Manager Incident Manager £/ AWS Identity and Access Management (IAM) A& 3548
AR, RFHEXABR—ME Incident Manager EEXEBKAIMAFREN IAM A&, BRFHEXAEH
Incident Manager TlE X , @IFZBRFREREFAEM AWS BRFFIFENFTE R,

fRESHEXAB T ERN#IRE Incident Manager , BB AF iR IMAEMNPR, Incident Manager
EXHEBRFZSHEXACHNE , BRIEZSAENL , B RE Incident Manager AILAMRAZAR, EXAIN
FREFEERBAMNRER , AR TREM MEMEAE M IAM SSERRE M.

REEEEMBREXERE , BFERBRRSHEXAR®, XFARY Incident Manager &R , BREF
ST E BRI &R A 1 R A PR o

BRXERSHEXAGHEMBSISNES , FSHAER IAM IAWS RS HERBRSHEXAEIIFER
NRHNERS . FEREREETZRSHRSHEX AN ERE,

Incident Manager YRS HH< A B R

EH2Z 8 HBAWSServiceRoleforincidentManager AN RS < AR, LABATEHLERRE
EEEHEERSHIEENEXER.

AWSServiceRoleforincidentManager IRSHEXABEFEEUATRIRKAZAE

* ssm-incidents.amazonaws.com

AENPREM AWSIncidentManagerServiceRolePolicy fifF Incident Manager X118 & % R 52 B
BAUT84E -

. BE BiRRERNAMERERELN ssm-incidents:ListIncidentRecords,
o B BZBEERNAERR LN ssm-incidents:CreateTimelineEvent.,
o B BZBREMXNAAERRELH ssm:CreateOpsItem,

- 184 : all resources related to the action. £y
ssm:AssociateOpsItemRelatedItem

o BE . BZBRERXNFIERR LN ssm-contacts:StartEngagement,

BRARSXHAS e


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Incident Manager ArfEm

« 4 : cloudwatch:PutMetricData%tXAWS/IncidentManagerfMAWS/Usagetn & ZE (B A Y
CloudWatch ¥§#x

BATMBENR , 2F IAM R4k (AF, ABE ) IR, REIBRESKEAG. BXESE
B, EZH (AM BFERE) PRERSHEXA SRR,

212 Incident Manager BWIRSHX A

BEZBFHORRSKBEAE, HEBE AWS EEEH A, 3 AWS AP holREHI K , SHEER
SHNELERSHERAE®, AWSCLI

MBLRBREBSHEXAE  AEEEEME , AUUEAMEREERKFAPENIELEAR, 01
S HIErT |, Incident Manager 2BIX N EBIERSHEXAE,

%%%& Incident Manager HERSZHEXAE

EHEEBITATEREE AWSServiceRoleforincidentManager REHx AR, ERIERESHEXAR
B, BRETLEERACHNEN , BENARESHIASIAZAC, T , BAUFER IAM FEAEH
BB, BXEZER , H5N (AM AFER) PHRERSHEXAE,

B Incident Manager 9IRS HE XA G

NMRETBREEARNTERSHEXAGHBEIRS  BNBUEHRZAR, XHERXERK
EHEERLEFHOREALE, B, BLARXBRESAXBENRR , RARFEFIMERE.

ERBRIRSHERAE , BATERBRESIE. MBRE HIESMBRTE Incident Manager H 6l M 1F 4 #Y
FREHE , SEMAITTR, BRRAMLRITR, BENEXFELTIGENSH, TMAHEE M BRIE R
TR E 4R A EventBridge AN EF S BEE RN CERACIESH., EMREHIE |, BATHRZ
SEPNENXE,

® Note

MR E & EMIBREIRET Incident Manager (RFEEFEAZAE , NRREETES KK, W
REEXTER , BEF/ Lo EER,

E i pRE HI5E 5 FH #Y X 18, AWSService RoleforincidentManager

1. $TFF Incident Manager #£#l& , RENEMSREFIEFIRE,
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2. HEEHEFEE-IXE,

IR BR o

U IAMIBRXE | 18 A X3 & PR R MR

EEXUESR  EXMREFNEPHAMEXE. BER&ESE—XEE , 265 2BAERFHERE

HE,

o bk~ ©

EHEA IAM FIHRBRRSEXARS

5/ IAM #2#/& AWS CLI, = AWS API il Bk AWSServiceRoleforincidentManagerfR XA R, B
XEZEER , B0 (AM AFER) PHRIBRERSHEXAE,

Incident Manager lRE < A & X 1 X5

Incident Manager XIFHERFSTANEXEHREARSHEXAR, EXEZER , BSH AWS XiF
sk Ko

AWS W EE KB AWS Systems Manager Incident Manager

AWS HERBZHUEZMNEENIEL KK AWS, AWS REXBEZEN TS EILAFIRMRER , UE
BRFBAAF, ANBE5ERNR.

FiclE , AWS RERBURTSNENRBERGIR TFTHRENRNE , BAENAHME AWS T/ £
M. BRMNBUBEENRETEARMNE - EEHRRRE —SRDNR.

BT EEHR AWS HERBPE LR, 2R AWS B AWS RERBPELHNR , MEHLE
I ZKMAT RN EZERASH (AP, 4NABE. ). AWS REARERIIFTH API HIMERS T
BAGERIET AWS BRSS BY API R 4ERS EH#T AWS HE XM,

BREZER , F5H (AM BFER) B AWS EEA KK,

AWS FEEEEE : AWSIncidentManagerlncidentAccessServiceRolePolicy

IBA LU AWSIncidentManagerIncidentAccessServiceRolePolicy KifnE) IAM 3£
&, Incident Manager & £¥51% K B& K i1 2 2 Incident Manager R EMITIRVER Incident
Manager A€,
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BERBEETFRAENR , ATEHEERERRIMELEMTRPRRR AWS BRSS , LR EXLERSH
M EAMEXBI R,

RERFHER

ZERBIE U TR,

« cloudformation— AR FEHHEAR CloudFormation Htk, XEEHEEEE IR SEHHEx
CloudFormation BV E 4R BRIRATAER,

+ codedeploy— RFZEF ALELE AWS CodeDeploy S8, XR2EHEERINSEHHEXMN
CodeDeploy &BZE M B #RPT A F

+ autoscaling— ATZERAWELD#HEMITER (EC2) KHIRERE T Auto Scaling . X4
W, XHEEHEERTEENE T Auto Scaling A EC2 SEHIIRHIAELE R,

BEEERXRER (25 JSON KRB XENEFRAE ) NESEE , 756 (AWS REXRBSER
) FH AWSIncidentManagerincidentAccessServiceRolePolicy,

AWS FEE KB . AWSIncidentManagerServiceRolePolicy

IETRER AWSIncidentManagerServiceRolePolicy MifNE| B S /Y IAM 354K, ZHANEIPRS <
AEK XK AR Incident Manager KRREMITIRIE. BXEZFEE , 21 £/ Incident Manager £
REHEXRAE,

BERERFEHEERTILEMH, tIEEMEN. 812 Opsltems, XEk#XTIE Opsltems. 14
B UK RHEEHHERXM CloudWatchig Ry R R,

R FHE R

ZERBEEE TR,

* ssm-incidents— AW FHIIHEHFREH BN AMENS. XRLFEN , XHEEMA R EEHE
S REHRES ARSI ER L3 TME,
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« ssm— AFZEFE AL Opsltems FIXEKMEXRINE , XZEEHFFIE Opsltem B I R FT4E
Mo
* ssm-contacts
=0

* cloudwatch— RWZEF AKX CloudWatch E#5, XREHEEFRA T ESHANERRRIETHE
KPR TR

R EEFHES), X2 Incident Manager EE 4 X £ Hi 8 SEx R ABKRRFT

EERAXREK (2 JSON KB XHWEHIREK ) WESEE , F5H (AWS REXAXRKSER
) FH AWSIncidentManagerServiceRolePolicy,

AWS FEE KB : AWSIncidentManagerResolverAccess

BAI LU AWSIncidentManagerResolverAccess KiiNEl IAM 24k |, TS5, EFFEH
B, XtFEMIEBESHEHERFLUEETF N BMB4MEXIE . &40 SUF L BERH E
X R AR HH Amazon Q Developer [RESA® , iEBEZM MBI SA TE4HMENTMAEIRERE
RKENEFREARG, BEiFEATHRIIXMNARERFH Amazon Q Developer Y IAM BUR |, 55 H A
mazon Q FF R HEHEWMAN AREFFEEMEH Ama zon Q Developer I X N AR F PiEiTa SN
bR

RRFAE R
ZEREIEUATRR,

* ssm-incidents— AWZER AR B, JHBNITL, JHEBESF, ERBH. JIHRHE
., SIZEENFE#MENS. EMEENSRBMES. BEREELNBHMESF. JIHMEXTE, 62
FAXRIE MEHEXRTE .

« ssm-contacts— ATFREKESHUIBRBRFRERRAREN,

EEFHXKEE (B1E JSON KBNS HERE ) WEZER , H2H (AWS REX KBS EE
&) FH AWSIncidentManagerResolverAccesso

EHEERNT AWS HE R ER
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RAriEmE

EEBZRSHARBEREH AWS EERAERBETEURILEERNIFAEE . BXETEENRNE
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UTFREIERTERZStartIncidenti&/ERY CloudTrail B&E%H,

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "1234567890abcdef0",
"arn": "arn:aws:iam::246873129580111122223333:user/nikki_wolf",
"accountId": "abcdef@1234567890",
"accessKeyId": "©21345abcdef6789",

"userName": "nikki_wolf"
b
"eventTime": "2024-04-22T23:20:10Z",
"eventSource": "ssm-incidents.amazonaws.com",
"eventName": "StartIncident",
"awsRegion": "us-east-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/2.0.58 Python/3.7.4 Darwin/19.6.0 exe/x86_64 command/
ssmincidents.start-incident",
"requestParameters": {
"responsePlanArn": "arn:aws:ssm-incidents::555555555555:: response-plan/security-
test-response-plan-non-dedupe-vl",
"clientToken": "12345678-1111-2222-3333-abcdefghijkl"

b
"responseElements": {
"incidentRecordArn": "arn:aws:ssm-incidents: :444455556666:incident-record/
security-test-response-plan-non-dedupe-vl/abcdefgh-abcd-1234-1234-1234567890"
b

"requestID": "abcdefgh-1234-abcd-1234-1234567abcdef",
"eventID": "12345678-1234-1234-abcd-abcdef1234567",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "12345678901234567"

LT RPIERTERiZDeleteContactChannel#/ER CloudTrail B&E% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
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"principalld": "1234567890abcdef@",
"arn": "arn:aws:iam::246873129580111122223333:user/nikki_wolf",
"accountId": "abcdef@1234567890",
"accessKeyId": "©21345abcdef6789",
"userName": '"nikki_wolf"
I
"eventTime": "2024-04-08T02:27:217",
"eventSource": '"ssm-contacts.amazonaws.com",
"eventName": "DeleteContactChannel",
"awsRegion": "us-east-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "Apache-HttpClient/UNAVAILABLE (Java/1.8.0_282)",
"requestParameters": {
"contactChannelId": "arn:aws:ssm-contacts:us-west-2:555555555555:device/
bnuomysohc/abcdefgh-abcd-1234-1234-1234567890"
I
"responseElements": null,
"requestID": "abcdefgh-1234-abcd-1234-1234567abcdef",
"eventID": "12345678-1234-1234-abcd-abcdef1234567",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "12345678901234567"

£ < CloudTrail FSHAMEELR |, 1521 (AWS CloudTrail BF#ERE)Y £/ CloudTrail & &R E,
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wo HNRIETE Incident Manager = H i RE 4
ServiceNow , NI & B RIE A F B K & &K 7
REANMNRSHPHEH,

BEXEZER , B2 (AWS RS EEEES
EERIERE) AWS Systems Manager Incident
Manager ServiceNowH B “£ %,

Slack Slack REET=WIMETE , HTHEAER.
MMM WARXHHE,

B BRI X N AEFH Amazon Q
Developer Slack R AIZ B X8 , REFZM
ERMEEATRIF , FZEERERNES
EIEIRRIEF, Slack

BEXEZER BN EEHEERPNRMNE
SIS H KIFE
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https://www.servicenow.com/
https://docs.aws.amazon.com/smc/latest/ag/sn-im.html
https://www.slack.com
https://docs.aws.amazon.com/chatbot/latest/adminguide/
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Terraform HashiCorp Terraform & —&MIFRER IR HE
B3 (1aC ) BT E , ciRHEGSITRE
(CLl) ITHERKEEZRTHTIRS. T Incident
Manager , A LAfE A Terraform Sk EE S 12 4
UTHEAE :

SSM EHEERKRARR

e aws_ssmcontacts_contact

* aws_ssmcontacts_contact_channel

* aws_ssmcontacts_plan

e awssmcontacts_rotation

SSM B R A B HEIR

* aws_ssmcontacts_contact

* aws_ssmecontacts_contact_channel

* aws_ssmcontacts_plan

e awssmcontacts_rotation

SSM Incident Manager &R

« aws_ssmincidents_replication_set

* aws_ssmincidents_response_plan

SSM Incident Manager Z#E3RIR

« aws_ssmincidents_replication_set

* aws_ssmincidents_response_plan

$F PagerDuty 15 R ZIEF%1E AWS Secrets Manager Z 47

PagerDuty BRI XIFF B EERE , SHEESTRIT PagerDuty A EMA :
« PagerDuty HZEEEHEERP OB SM4N , SHEERSEPOEENNES.
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https://registry.terraform.io/
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/ssmcontacts_contact
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/ssmcontacts_contact_channel
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/ssmcontacts_plan
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/ssmcontacts_rotation
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/ssmcontacts_contact
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/ssmcontacts_contact_channel
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/ssmcontacts_plan
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/ssmcontacts_rotation
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/ssmincidents_replication_set
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/ssmincidents_response_plan
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/ssmincidents_replication_set
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/ssmincidents_response_plan
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« PagerDuty SMEHR{EABIEH PagerDuty BIZN I THEREMALEKRE, B2 , SHEESRTR
& A& PagerDuty BLiE,

- BN EERINEMELSENEHRERKR T PagerDuty , &% 2,000 MNER,
- EEHEESRPERMEX PagerDuty B4 , B LLEERE BB BREH

E¥¥ Incident Manager 55X PagerDuty , 4B EFEH IR —4 AWS Secrets Manager ‘@& &1
PagerDuty £EMNF4H, XEAFEHETEREEN PagerDuty RE#HTEE. RE , BUUESHE
EEEP ol ERIITRIPEE —1 PagerDuty fR%5.

& 1E Secrets Manager F 8|22 #9Z 240 LML EAK JSON BXEBEUTHA :

- RB PagerDuty Ik #) API 248, BRI AEABEATAE REST API %4 , WAl SIERA AP T8
REST APl Z4A,

- 2 PagerDuty =Y E R A F B FH 4t it
- IRERE FIH AW PagerDuty RS X1,

(® Note
PagerDuty ¥ 38 F B AT AR 55 #B AR 2 2 @ — MR S5 X 8o

FRFM
£ Secrets Manager A2 Z4AH] , FRREFZUTER,
KMS 4
1B ATERTE AWS Key Management Service (AWS KMS) 18| 2 1 % 7 1B R4 X 22 B r 248

HITINER, BEGEFMH PagerDuty FIEHZARIEE L 4R,

/A Important
Secrets Manager £t T EAMBZARET AWS HFEXNZER , EFZHFXHMBEREN,

EFREABHALTRRUTER !
- BEARE  EZEBEXF

fF PagerDuty 1A R ZUE 74 7E AWS Secrets Manager Z4A H 167



Incident Manager ArfEm
- BEARE  EBINBNEE,
- XEM RIS HEZANXE AWS XiF , FHRIERS XIEEA,

A R BE

BEMMNITRIBAFRSAAERAET RRNERMN kns : GenerateDataKey M kms:Decrypt
PR, ssm-incidents.amazonaws.com REFHATIAERAE T RRNREHN
kms:GenerateDataKey fl kms:Decrypt fXFR,

AT RBEHBE T IX LR R, FEA user input placeholder B RN EEHCHEER,
JSON

"Version":"2012-10-17",
"Id": "key-consolepolicy-3",
"Statement": [
{
"Sid": "Enable IAM user permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
}I
"Action": "kms:*",
"Resource": "*"

"Sid": "Allow creator of response plan to use the key",
"Effect": "Allow",
"Principal": {

"AWS": "TIAM_ARN_of_principal_creating_response_plan"
},
"Action": [

"kms :Decrypt",

"kms : GenerateDataKey*"

1,

"Resource": "*"

"Sid": "Allow Incident Manager to use the key",
"Effect": "Allow",
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"Principal": {
"Service": "ssm-incidents.amazonaws.com"

},
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey*"

1,

"Resource": "*"

EXUEBEREFREXAZPNESER , 58 (AWS Key Management Service FF X A RIERE) &
BB FAINER KMS 2243, BX AWS KMS Z4ANEZER , HSFHAWS KMS #2,

NRAENEFREXNZRREZZANAMBEER , NA U REERBIUNNX LR, BXERS
REXBRAPEMNRBENEL , S H (AWS Key Management Service FF & A RIER) FHER
ZARE .

@ Tip
B LB ESRHEANRM — S RG AR, Bl , AT R 1T &8I Secrets Manager
WEEERE ( HZXEMN ) XiF (us-east-2) F1HY Secrets Manager :

{
"Sid": "Enable IM Permissions",
"Effect": "Allow",
"Principal": {
"Service": "ssm-incidents.amazonaws.com"
b
"Action": ["kms:Decrypt", "kms:GenerateDataKey*"],
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.us-east-2.amazonaws.com"
}
}
}
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
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GetSecretValue iF 7]

BIEWAITRIE IAM 54 (A, AeRE4E ) X0HE IAM RXR

secretsmanager:GetSecretValue,

fF PagerDuty 15 B ZUEF6E7E AWS Secrets Manager # 4

1. 1&B (AWS Secrets Manager AAF#E/) F 43 AWS Secrets Manager Z4FHIZ IR 3a FHID
BRI 1THRE,

2. ELW3IbHF, WTHAMEX , BHITUATERE
- EBRAXEBEDTF,
o HAHEPHRIANRNBTZRN LT JSON &

{
"pagerDutyToken": "pagerduty-token",
"pagerDutyServiceRegion": "pagerduty-region",
"pagerDutyFromEmail": "pagerduty-email"

}

o TEEBRNEHY JSON RIS | placeholder valuesBUAT AR E#R

« pagerduty-token : #& PagerDuty I /= FHYE A 15 B PR REST APl A AP & &
REST API Z4AH{H.

BXHXER |, BB MPagerDuty F1REFH API 132540,
 pagerduty-region : FEE &M PagerDuty Fi3 PagerDuty #9¥K3E /08 BRSS X i3,

BXRHXEER , 55 RPagerDuty HlIRES KRS X i,
« pagerduty-email : & TI&H PagerDuty FiZii A F AR E FhB 4 ibht,

BXHXEER , 55 @PagerDuty MIREFHNEERF,

LT REIETRT DEFE PagerDuty ZTIEHI STEM JSON Z4R .

"pagerDutyToken": "y_NbAkKc66xyYEXAMPLE",
"pagerDutyServiceRegion": "US",
"pagerDutyFromEmail": "JohnDoe@example.com"
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://support.pagerduty.com/docs/api-access-keys
https://support.pagerduty.com/docs/service-regions
https://support.pagerduty.com/docs/users
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}
3. ESW3cH , WTMEHE , BREUROGE L— B9 EREERFIEROESEERE
4,
4. ESWacH  WTRFNR , EHIT TR -
BRI AR R,
RN R
SR E P HWBINR B ERN AT JSON 443 -

{
"Effect": "Allow",
"Principal": {
"Service": "ssm-incidents.amazonaws.com"
1,
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}

. BEERRF
5. EHFWAd P , NTEHEH , WRFENITRIEHE 2N AWS X , BRITATIRE
- BFEFEHR.
o XTF AWS Xi , &R H A8 S0 R R Y X,
o NTFNMEBER , FEREZXEHUEREH I ZKEHRAE EREZGEBIMIERNEFLEE
NEZH.
«  XNTFSEMN—NAWS XiF , FEFANMXE , ARERXKEEHRNEFAEERA.
6. SR (AWS Secrets Manager FAF#E/) HAIE AWS Secrets Manager Z P E RS R,

B XM PagerDuty BRSS A INZE Incident Manager B4 THERENER , BSRETH T
PagerDuty R 25 5 Bk 2 W B2 i+ X A i 7 e 57 11 X1

HXRER

w4l i PagerDuty FISEEI =41 R B 31t AWS Systems Manager Incident Manager ( AWS Cloud
ZEEMIBEER)

{AWS Secrets Manager FAF1EF) FHITE AWS Secrets ManagerH B % £ N2
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://aws.amazon.com/blogs/mt/how-to-automate-incident-response-with-pagerduty-and-aws-systems-manager-incident-manager/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
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AWS Systems Manager B4 & 1 85 U fE BEBR

MREELEMA S AWS ystems Manager S4EERMNBREE , IURBERINVRERRERAUT
BEXRBRAE, MRUTEERBEELEINRE , FEELZHBREOBERIBPREE , B
RAWS X

F&

- §51%HE : ValidationException — We were unable to validate the AWS Secrets Manager secret

o X3 E R B 1T B HERR

fHiRHE : ValidationException - We were unable to

validate the AWS Secrets Manager secret

B 1 : BIZEIERiTRIE AWS Identity and Access Management (IAM) &3 ( A, AGSEA )
5% B secretsmanager:GetSecretValue IAM X PR, 1AM 53 AT A LN PR F BERIE Secrets
Manager Z4A.

o FBRFER : FRDH secretsmanager:GetSecretValue MEFMEI IR ITRIE 1AM B 17
Y IAM KB, BXER , F2H (AM BFERE) AN IAM S GRER (26 &8 ) RN IAM
B (AWS CLI),

B 2 ZBREREKMAYF IAM BH1E1T GetSecretValue BENETERNER K RNEETAE
TRERBRIE 4 48 F1Z B IR

- BRAR  EFHANETRRNERPOIERRIMN—5% Allow B8 , RF IAM 548
secrets:GetSecretValue R, & , WRFEHK Deny FATE IAM B3 , N EH KR
LEZ BB LUaTiZIRE. BXREER , 2 (AWS Secrets Manager AF 1) F K7 AWS
Secrets Manager %% 4R Bff iniX PR 5% B o

B 3 : X ERAREM A E Incident Manager BRS 4k ssm-incidents.amazonaws.com

HYE T B IRAY RS
c BRFR  CBRRNEHMBZANETHRNER , HES TR :

{

f5IRHE : ValidationException - We were unable to validate the AWS Secrets 172
Manager secret


https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policy-cli
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policy-cli
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
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"Effect": "Allow",
"Principal": {
"Service": ["ssm-incidents.amazonaws.com"]

iy

"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

B 4 : AWS KMS key EEMBZANFTREFEENZS  AELENEFREZHTOEHERE
BIRE EIEARE IAM X BRkms : Decrypt. kms:GenerateDataKey*=#& , BIZ IR 1T KIHI IAM
HHEE%HE IAM X PRGetSecretValue,

- BRAR  BREFHE XN PagerDuty 1 RIFEIF 7 7E AWS Secrets Manager 248 A R %
H TR ER,

B 5 B BEAIEME REST API 4 A F 8 REST API Z4AME4A ID T K.

- BRAR  BREEBEMAT Secrets Manager 48 ID , TEZ=E, IRUMEFEREFRANE
AR — AWS X3 # 5 T4E, BT EERE A E MR 4R,

B 6 : ERDEIERT , Secrets Manager RS TJRELBEI[E R , ;& Incident Manager AIRE L EE

HBE,

c BRAR . BZE) o8 , AFEiR. EFAWS Health Dashboard 2 & 171 7] 8E &2 — BRSSBY [R]
B

Xt ELth [R] B 1T # PR B BR
MBHEOSBREFREN AL , WTHUMATFRRFHEESHE -

« BXiFE Incident Manager 2% &8¢ Incident Manager 81 1AM RIER | F3 5 X AWS Systems
Manager Incident Manager & 13 #11j iR 3 1T BEEHEER

« BEXRFAIRH—ZEHRILANFTNAZ AWS EEEEE |, HSHE IAM AFERTH 1AM 5EE#FZ
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https://phd.aws.amazon.com/
https://console.aws.amazon.com/systems-manager/incidents/home
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot.html
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Incident Manager FBRIFE
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B2025% 11 A7H
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XEZEE  BSHEHER
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Incident Manager M 2025 £
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https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html#incident-tracking-manual-permissions
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https://docs.aws.amazon.com/incident-manager/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/incident-manager/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
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https://docs.aws.amazon.com/incident-manager/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
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A Terraform Bl B EEEH
EEBRSTWAR. AXRUE
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