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FRIENRE. BEXESZEE , BEH BRELE,

MIEREMEERIESEESBEENNHdataflowEdgesFEH, XEERETUEFEERKERT

B, AT R BRRTULIESRBEREIEN AWS Ground Station EE R R R EMBKREE.
ZdataflowEdgesFRENL THEEMERMEFHERTR (BE ) . EIMNRERLEERANEE A
mazon FIRA (ARNs) 3k , B— NP BRERE , E-IME2EAHFEE. BIERIMEEZRIEER
TR sg | Bl HE R BB BB R AWS Ground Station ML R E A, BEXEZER , BS
% £ AWS Ground Station BLi&,

contactPrePassDurationSecondsflcontactPostPassDurationSeconds A FERIEEEEKR
AR CloudWatch EHBHARTE., BEXEENKRAAMEKHNEHWRTRIER | BHRE T HKR
ANEmER,

FEEENHN name FEREETX 2B ENESEE X4,

streamsKmsRoleMlstreamsKmsKeyFFE X &T A AWS Ground Station gent 1& ik #=E 8 52 FH Y
AWS Ground Station 1N#, &2 # 1% 5 HA R BV EdE % AWS Ground Station,

ZtelemetrySinkConfigArnFEREAEN , AFBEBKREEZ A AWS Ground Station &,
EBERE , ERTHRRARE , fF PRt a2 N EH#E AWS Ground Station FRE M EIRHIKS . BX
BENCRAENNESER , BSRAEHEN,
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RAriEmE

MissionProfile
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\

%

aAntennaDownlinkDemodDecodeConfig

UplinkEchoConfig

Legend
contactPostPassDurationSeconds
Data source config
contactPrePassDurationSeconds
Data destination config
Data source minimumViableContactDurationSeconds
and/or destination
config
streamskKmsKey
streamsKmsRole
name
tags
trackingConfig
dataflowEdges
sourceConfighrnl | destinatienConfigArn
SﬂurcEC:;rHﬁgA.mN destinatinr'-lEIurrﬁgAmN
AntennaDownlinkConfig

DatafloewEndpointConfig

TrackingCenfig

SZRecordingConfig

AntennalplinkConfig
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BN RBINTREIIRBEEL T XHEF,

« AWS::GroundStation::MissionProfile CloudFormation &R

£ AWS Ground Station Bt &

REERATEMBKREAZSNAEANSHHER. AWS Ground Station JFEEENEBERNIESEE
XHd  RARERITERENERZESEEXH. BUEN I FAEXRENEE, XEEEUD R

=3

- REREE
- WEREE
- ENEE

A TrackingConfig2 M — IR ERELEXRE, CATEZMBRAREXREZNWENRERZE , FEETSE
BEXHPRLEN.

AUERSEENHEERDEANEETUEERBERT & , 8N R HRARTTLULIERIZWEIE
B AWS Ground Station T E &R, FSHENHEVEE—NXENEE K EdP—1PMEREER , —
MEREWH, TRLCETXEERE,

Config B#5 WIERIR/ B it
AntennaDownlinkConfig IR
AntennaDownlinkDemodDecodeConfig KR
UplinkEchoConfig IR

S3 RecordingConfig B E
AntennaUplinkConfig B E
DataflowEndpointConfig & and/or B #yits

A TelemetrySinkConfig@NECER M —KH, ©/R T ETEARENBEELEETL , HEB
ERFEEXHFRITEN, MRSFEEA , WLERITHRR AR BFHE F LA HEN AWS Ground
Station #E M =12 i 2 BRIk
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Bx{AHE A CloudFormation, 3 AWS Ground Station APl W EBHITIRENEZEL , TS LL
TX#, AWS Command Line Interface ™ AR T £ X1 43 E Bl & S B A AV 8E1E,

« AWS::GroundStation::Config CloudFormation %R &
« Config AWS CLI &
- BEAPI BE

IR EREL B

AU ERAESEEXHTHNRREERAERANELNEEZHNEEAEDBE,. MEBERE—15
¥ : autotrack. autotrack S AREEBUTE :

« REQUIRED : BB EEER I IRER,

« PREFERRED : R NEXEXBH BRI , BMRFRER |, MATLIRITES,

« REMOVED : FRIX &MY BR K /5 F B 3 IR B

AWS Ground Station [ ARRERE , STEAEIREN , e2BBERNERH#TIER. BXER
MERET#HEREWNMA AWS Ground Station EHAMMNFHAEE |, FSE,

HEHRBTHES 28 , Autotrack FERAT B RER, —BEREXHER , EFAERFESHNBERT
R ERo

B WMAEA CloudFormation, = AWS Ground Station API XN IRERERITIRENEZESR |, 55
BLA T X8, AWS Command Line Interface

« AWS::GroundStation::Config TrackingConfig CloudFormation 7=

« Config AWS CLI £# ( ZMltrackingConfig -> (structure)% )
« TrackingConfig APl &%

RETTRAERE

BUEREHNEAEARETTHREEE , MEEFTETTHERECANRE. efaF -1 ERE , &
PIEET TTBREHE NEMRNRE, HFIRMRIL,

IEERTIHEERPHRET R, EARXNEFMBERITHF L. NZTRRENEFEFERESS Data/
IP X, AXROAEALEENEHFERNESFMAER , FSMH ERAKER
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MREHNTTERMAGFTERANHED , FEH AL T TERBREEDERE,

BxuWfAEA CloudFormation, = APl W R& TTHBRENITRENESEE |, BESHUT X,
AWS Command Line Interface AWS Ground Station

« AWS::GroundStation::Config AntennaDownlinkConfig CloudFormation W 7=
« Config AWS CLI % ( $MantennaDownlinkConfig -> (structure)Zf4 )
« AntennaDownlinkConfig APl &%

RETTEMEEEDERE

RETTERETHEREER —MEEREVEENWERERE , AR TEIRARBINGT FITHERE
i, and/or MMREEMNBRITXLRBPERRA , AWS X#F EBT AWS Support Center Console.
BB EHEEESENAMN EREENESEE X,

WEERTIBERPAET 2. EATXNEGMBUEHTHZAE | HiRBAETRMITHRBANEL, M\Z
T AR H Y BIESEE Demodulated/Decoded IE/IP X, BRrUMFERALMEENERERNES
BFHEER , B5H FAER

BRUOMAER, 3 API X RE& TTE#BE RRBEEMITIRIENE Z{EE CloudFormation , 15 H ML
TX#, AWS Command Line Interface AWS Ground Station
« AWS::GroundStation::Config AntennaDownlinkDemodDecodeConfig CloudFormation 7=

 Config AWS CLI % ( ZMlantennaDownlinkDemodDecodeConfig -> (structure)ZB% )
« AntennaDownlinkDemodDecodeConfig APl &%

Rég EITEREIE

BULEREBEFEARE LITHBEE  UEEFTELTHBRERNRE, SlHESME, KA
BfREREnEMEES IR (EIRP) WIIEERBAK. AXRNMAEE LTEIRNESR , 3 X& LT
R EREE.

HEERTHEFERPHEFRT R, EQFRENBFLHMBBEESHERANARUES , AEHHRHS
LD EER, REZTKSNBEITHFSES Data/lP 18X, AR AMAE R ILE EMEHERNE
ZHAER  BSR EABIER

BXMUAIEA CloudFormation, = API X Rk ETH#BREENTRENESZER | FSRUT X,
AWS Command Line Interface AWS Ground Station
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« AWS::GroundStation::Config AntennaUplinkConfig CloudFormation W 7=
« Config AWS CLI 2# ( 2 lantennaUplinkConfig -> (structure)®% )
« AntennaUplinkConfig APl &

Rég ETEAEREE

HITRBERE B S IR REL AT LITEAER, ETHBREFTATRIEREIMRBNGS
HAHITHHS RIS, XRET 2R AWS Ground Station X4k ( Bl E4T8EE% ) ZHAYKERES KK
B XREEFREREAENBBEBRF/INES  AANZEAANESHAEE, LTEHEREES
ELTEBMEEN ARN, REFEREHRIT LITEREREN ARN EAN EITEREETHNSH

BB ERTIHERPRRT K. NMZT RURBHBIERFSES Data/lP 5. BXRAAEALEENR
EHRERNESHFAER B CAKER

BXR{AHEA CloudFormation, B APl Xf E1T858§ echo BEEHITIRIEMNEZELR , BSHEUTX
¥, AWS Command Line Interface AWS Ground Station

« AWS::GroundStation::Config UplinkEchoConfig CloudFormation i 7=
« Config AWS CLI 2% ( ZMluplinkEchoConfig -> (structure)ZB% )
« UplinkEchoConfig APl &%

HiEfin REE

(® Note
HIERE S B EMNA T ™[ Amazon EC2 £H#3E , A T @ Amazon S3 £ #HEHIE.

& 0] LA P 309 7 v B BB SR 9B B BR 4% HA IR A BE T i R A R I RN BB TR IR RO A SRR B BN B IR
MmN, BERFLEENANSEEERERBESNBMAXE, MITHKRARN , AWS Ground
Station £ 2 BB EN TS HE XM HZRE AWS KERNKRE — M EERKE[LE , ZATEEHE
EXHFEENBEREREEFMEENMERERBR. URKRETESENBERBSAE , MBRRR
ANER BitR)” , ENFERN FAILED_TO_SCHEDULE, BXBERAATRNRSHNEZELR | 55
EAWS Ground Station Bx & AR ZSo

R RBELER dataflowEndpointName &1 B EMNHIE R i LA PRI BN EERE K
ST A B 16 RN B R o
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dataflowEndpointRegion B EEHERIE SAENXE, MREENHFBERKLHET LREESR
BETXE , N&EEEXEH AWS Ground Station ERBIFEBRLHET 2. MRREEXSE , AWS
Ground Station N BRIA W EX R AR U5 X5, 20 REHEIE R iR /A Xig SR & 09 b 35 KT E
NHZERZ WM A BXEBEERRE, CAREREXEXBHERNESZER , HSH,

BXREAERER AWS Ground Station HIEFRLKXiFET SANTERR A RNAEENAGZHNIER ,
BSH,

BROAEAGREEREHRERNESFAES , FSH ERABER

BXRWMAGEA. = API NEERR LB ERITRIENEZE S CloudFormation , IS F LT X4,
AWS Command Line Interface AWS Ground Station

« AWS::GroundStation::Config DataflowEndpointConfig CloudFormation i 7=

« Config AWS CLI % ( ZMl.dataflowEndpointConfig -> (structure)Zpz )

- DataflowEndpointConfig AP| &

53k S3 & F Config

(® Note
Amazon S3 iBXEEMNA T OIS S3 £HmEHdE , TH TR S EC2 iR,

BEEXRTHFERPHEIFRT R, ZTRASRREBFERFET [SEABIEEHRE pcap #HiEH. Bx
MAERALEERNERERNESRAGE  FSH EABER

ERLAMER S3 EREEREEEN TITHEREAREAN GBI EELILZIHN Amazon S3 F#R,
LTABREETARXESHHREMFHESR

« Amazon S3 F M B HRAMEL aws-groundstation FFif.
- IAM BELAPEEEER , LAY groundstation.amazonaws. com REEHEBIZAR, &

KBl , BZHETHEHNTAEERKIS. EREVELEFR , BERR ID FFE , BERBEUM
FEHES (*)RY , your-config-idH B ECIEEFEREERIR ID HITEH.
TBEERRE

EXNAEHFACHEEIRENESELR , B2H IAM AFERPNEE IAM A6,
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount'": '"999999999999"
}I
"ArnLike": {
"aws:SourceArn'": "arn:aws:groundstation:us-
east-1:999999999999: config/s3-recoxrding/your-config-id"
}
}
}
]
}

« 1AM BEBXFHFE 1AM policy , AR FIZB BT IFEMWINIT s3:GetBucketLocation BAELKXY
EHERBITRINIT s3:PutObject B4, R Amazon S3 ERBRMEEMBEREE | N X6 @R
BEATAY IAM BEHRITXLERE, BXTb , BSATEHNRIIACERED.

A R

EXNMAEHFBMMNACKENESEL , HSH IAM AFEREPNEE IAM K,

JSON

{
"Version":"2012-10-17",
"Statement": [

{
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"Effect": "Allow",

"Action": [
"s3:GetBucketLocation"

]I

"Resource": [
"arn:aws:s3:::your-bucket-name"

]
}I
{
"Effect": "Allow",
"Action": [
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::your-bucket-name/*"
]
}

- MR SSHENRITVEFEATNR. BUNEEMENBHAHTER , XEENERIKRAFAGE
HMENEER. fl , 1% {satellite_id}/{year}/{month}/{day}F#E#H A HLERFRX
LlEyE Y fake_satellite _id/2021/01/10

Bimm k4 - {satellite_id}{config-name}| {config-id} || {year} | {month} |
{day} |

Bxt{afE A CloudFormation. 3 AWS Ground Station API ¥t S3 Z&IFBHTIRENESZER | &
ST, AWS Command Line Interface

« AWS::GroundStation::Config S3 RecordingConfig CloudFormation J& %

 Config AWS CLI &% ( Zls3RecordingConfig -> (structure)Zpa )

« S3 RecordingConfig API &
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&K ER Config

& T] DAGE B R IR BR B B SR IE E 1 I E AR R B RNE N BAR A X BMALL . BN EWEREER AL
B, ERNEENESEEXHT , ATREIFENNERRA, UTRABREE T HEXXLES KRR F
MFMER -

- IAM BEXTPMEEEERR , LAY groundstation.amazonaws.com REEHEABZAR. &
Xl , EZETENREEERESD.

RMEERE
BXUAEHRACHEERBNESER , H2H IAM AFEREPNEE IAM A6,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "groundstation.amazonaws.com"

}I

"Action": "sts:AssumeRole"
}
]
}

- IAM BE4TE— IAM R | A ZAGEERDHR
{Tkinesis:DescribeStream. kinesis:PutRecordfkinesis:PutRecordsi®fE, xR
Bl BESRTEN R EEEEID

R B R R

EXNMAEHFBMMNACKENESEL , HSHE IAM AFEREPNEE IAM KB,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"kinesis:DescribeStream",
"kinesis:PutRecord",
"kinesis:PutRecords"

1,

"Resource": "arn:aws:kinesis:us-east-2:999999999999:stream/your-stream-name"

LHEEASEEXHTFETEEN EWEEEER , AWS Ground Station fF 12 Bk R B R FHE N Bz i =X 42
WEREIK S . ARENRE, BERIXMRELE AWS BRNESFEE , BSREREN,

BXxUMEA CloudFormation, = API XENZWESREERITRENEZEE |, BESH LT X,
AWS Command Line Interface AWS Ground Station

« AWS::GroundStation::Config TelemetrySinkConfig CloudFormation i 7=

« Config AWS CLI 2% ( ZtelemetrySinkConfig -> (structure)% )

« TelemetrySinkConfig AP| &%

£ AWS Ground Station iR LK imT S48

Dataflow ig REX T BHFLHERZHARLI RARNREHENNE. BERLET LERENGER
LumT LA - EN, EEPERSIMERLHETR , IRFEETKPLEREENLIRTT [QEA
DESRBREP—RBEM. fiin , MRRZFZMM =ML N BTE R LKEBE , WENRERER
AR BIE =N REENESE B XA R BIE R R LB E A T

PIERLR R R A RAE
AWS Ground Station X#EFFHMMRANEHTBERIR A

+ DataflowEndpointGroup-& #] #3531 3% 3568 FA B i@ i b Y E1T8ERR A T 178688 |, A BN R E iR
M T 1TEERAWS Ground Station

« DataflowEndpointGroupV2-E # kx4~ AWS Ground Station X 2% R B0 _ETEERR M T ITHERE B
W, e TIEMEMNIIEE
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BRERLWT RALR

Ihae DataflowEndpointGroup DataflowEndpointGroupV2
TEFNmRER DataflowEndpoint, AwsGround  DownlinkAwsGroundS
StationAgentEndpoint tationAgentEndpoint,
UplinkAwsGroundSta
tionAgentEndpoint
S L ITEERR AR DataflowEndpoint UplinkAwsGroundSta
tionAgentEndpoint
TR TITERNES DataflowEndpoint, AwsGround  DownlinkAwsGroundS
StationAgentEndpoint tationAgentEndpoint

DataflowEndpointGroupV2 ISR 27 7 X #F LITHERER , AEHERRSLABEN
BESEEMW. X FRrEHHAH UplinkAwsGroundStationAgentEndpoint , AT E

A DataflowEndpointGroupV2 B FDownlinkAwsGroundStationAgentEndpoint&& i 1 .
DataflowEndpointGroup AL F R E3#ZA , {82 DataflowEndpointGroup V2 121t T 1858 I ThEEFE
7B BT B AR T,

® Tip
RITEBRR AR , AR S HZERNBHIRE, XEBEHREBNKFPFRISLEE—N, XA
FERAMHERNESEENHETRNIEENRE LRINITS NEM, IRERE—HEEFH
BEZETHEMHNIEE  XUEL2RER. Er i@ LY R Dataflow i SRARNE , LERENT
EEEMBENZRARTIRKRRAKE.

HHFERLETRAPH —IRSIARERTENBRER |, EZRKEHRBNMERTIURE, &7
LERHITENERE | BXERESNETBHEERERLAPRIT,

/A Important
BIERIE RE ST T HEALTHY RA , TeEA T RHEBRSE, BRUMAX R THEALTHYIRZS
HEEBRAET REAHRTHREDRNESR , H5H. HEBR DataflowEndpointGroups &4k F iE
BRESHHE
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B {AHE A CloudFormation, X API XN#IBERLKR T SBRMITRIENEZER | FSEUT X,
AWS Command Line Interface AWS Ground Station

« AWS::GroundStation::DataflowEndpointGroup CloudFormation &R &
s BERLKETRASE AWS CLI
- BERESE API SE

BIERLRT K

HIFERL T

N
Pl
7
7

AR RBFERRR. IFHART RREBUR T EEANBIERL W T QAR

\Tn

DataflowEndpointGroup i &

DataflowEndpointGroup Sz # F EiEiim m B E(TEERR M 17808 |, H BN FRBIR 2 T 178
. AWS Ground StationFt FiXF LN IHR |, BEELE dataflow s LA Z B BIE X IFLER (I
WP Mk ) o EABIERBRER MR dataflow if RER LUK IR B X IFE M EW , 5[,

UTRETHRT AP IENimRRE,

/A Important

BABBERELET RAPHFIERERESSLIE TR —XE, EFEER—MEPFAWS
Ground Station X2 i =5 Dataflow ! Jm,\\\}ﬁ's’%ﬁ)ﬂ MRLZHVAGIZTERTRENAE TR ,
M AN BFPZEE 622 50 dataflow Ik R4 .

%t F DataflowEndpointGroup V2 , &8 LU UplinkAwsGroundStationAgentEndpointFiE & ZI
[@ —“MA DownlinkAwsGroundStationAgentEndpoint® .

AWS Ground Station 1S ¥ i &

AWS Ground Station X2 i = £ H AWS Ground Station REBER AR RLLERE, EH
& AWS Ground Station KEBLiRT R , BREFEEFZMAwsGroundStationAgentEndpoint
EndpointDetails= £, BX AWS Ground Station REWNEZEER , HSHZTEMN (AWS Ground
Station REHAFIERE) -

AwsGroundStationAgentEndpoint HHIATHAARR :

* Name-BFERIHIABH. BEFERRAEALBERFER , LERLASENBERKSEEREHRN
B AL,
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« EgressAddress-ATM\REH HEIER 1P MmO ik,
« IngressAddress-A T HEHIEEZ AREWN IP Miw O ik,

BIERIRR

Dataflow Endpoint ff AR &R ARRFENREEHRAIEEE, IRELTRARFESHK

. TITHELT 50% MHz WEFESBIEL TTEKRESHIE , 5 A Dataflow Endpoint.,
Demodulated/Decoded E#J% Dataflow Endpoint , BEEEFEndpointfSecurity Details=
E. EndpointDetails

Endpoint HATRARARK :
« Name-BERBIEH. EFEIAFALRBERER , LEMATNELZNBERESEEREAN

AP TEL
« Address-fEFARY IP Fix O #bit,

SecurityDetails HAATHRELARK :

« roleArn- AWS Ground Station FIE{EFE K VPC HEIZEMMEED () NARNTL B ERE
# (ARNENIs), ©11ENIs ZEHERRBRAXZHABTFEAAONE LS.

« securityGroupIds : MfMNEHMEMEEONTLH,

« subnetIds- AWS Ground Station ] BEKE 58 14 P £& 432 O LA [ BBV 2 B & IE TRV F MBI R, IR
ETZNFR, M4 UMEERE,. IR FRUETFFRRATARK (AZs) , Mg =4 B0 A
XEELWEA

Z% %) roleArn B IAM B XA EFEERE , AATF groundstation.amazonaws. com fRSE
HBRAZAG, BXRA , BZATEHNRIGEERES Y. E02ESHE , HRER ID FFE,

R EERBELAERAES (*) 8, your-endpoint-idiX Al LATE QIR # TEH LA AR 2 ER
ID , N RHEEREIEERE N ZIFENBERE L.

IAM &4 EH AWS Ground Station A FiIZER IAM FKE& ENIs, BXRHl , BSH THEHN =64
BRI D

RS E RS

BEXUAEHMACHEERBNESER , H2H IAM AFEEPNEE IAM A6,

BRERLHTRA 23


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage.html
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RAriEmE

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
""aws :SourceAccount'": '"999999999999"
}I
"ArnLike": {
"aws:SourceArn'": "arn:aws:groundstation:us-
east-1:999999999999:dataflow-endpoint-group/your-endpoint-id"
}
}
}
]
}
AR

BEXNAEHFIMMNACKENESEL , BH2H IAM AFERPNEE IAM KR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkIntexrfacePermission",

B RAL IR RA

24


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html

AWS Ground Station AriEE

"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeSecurityGroups"

1,

"Resource": "*"

DataflowEndpointGroupV2 £ ix¥ <

DataflowEndpointGroupV2 5| A T &[T w KRR | ARt EEMRIE EMIERITHEE

« UplinkAwsGroundStationAgentEndpoint-$t 3¢ LT8R BB R 1T 7 1L
« DownlinkAwsGroundStationAgentEndpoint-§t 34 T~ 178588 BB Rt 17 T (1L

X% Rig S A4 E S M E B EK 7 & A AwsGroundStationAgentEndpointiim & , M 1% & M & E
BERTESEMNES

F 17858 AWS Ground Station 1% i =

% UplinkAwsGroundStationAgentEndpointy LT HIEBRMIRIT , AIRRMHEEWHHNEEET, &
FERME AT T EMNKIER , AWS Ground Station i&E Atk a8,

UplinkAwsGroundStationAgentEndpoint HELTRAAEK :

* Name-BBERFEREH. ERERRAEALBER KR , LEMSAEENBEERKE[LEERERAN
B TE,
« IngressAddressAndPort-A T EMER A BB LA IP Miw O bt

+ AgentIpAndPortAddress-REBEEH K OEE

T4T858& AWS Ground Station XIE i =

HN TTHBREERET TR, SRET TR, THHEMAEN LTHEKREES
=, DownlinkAwsGroundStationAgentEndpoint

DownlinkAwsGroundStationAgentEndpoint HHEATABRAR :

BERLRTRA 25


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UplinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DownlinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UplinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DownlinkAwsGroundStationAgentEndpoint.html
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* Name-BFTERIH[AEN. EEBRRACALBERBR , LEHRLASENBER K SEERERN
B AL,

« EgressAddressAndPort-f{IEH HBIFER LA IP MmO bk
« AgentIpAndPortAddress-REBEEH IR OSEE

BIEHTERLIRT /4
BOERALATE—RECBBERL T RA :
CreateDataflowEndpointGroup

CreateDataflowEndpointGroup A FRIERE , B EZFEFEHZ
# AwsGroundStationAgentEndpoints; DataflowEndpointZE BB iE

CreateDataflowEndpointGroupV2

H CreateDataflowEndpointGroupV2 B F#=I: , AR AR ZF LTERN TTERBERNET A
Im R \Kio JH: API 4R§
T%UpI|nkAwsGroundStatlonAgentEndpoinﬁﬂDownIinkAwsGroundStationAgentEndpointo

TRFEEM

R &Y 8l 1EFE £ A DataflowEndpointGroup , M EFEE R TS FERINEEE. AWS Ground
Station REZTEHEEFREME,

R &A1 LUEE A #THY DataflowEndpointGroup V2 , 3 B B 8 1E £ f Fl DataflowEndpointt &
Dataflow Endpoint B AR FHNAREFRKZRHE , WEEEIBUXAKE, AWS Ground Station
MREESLEEH AWS Ground Station RE# T FT4EEE , Mt AT USRI RESFI AT L1748
B, TR EMARESEA,

T # F) DataflowEndpointGroup V2 , iEH T T #RIE :

1. R M H1EHE DataflowEndpoint , i5#%H { AWS Ground Station AWS Ground Station {32 F 15
M) RENRE

2. WEENBIER S @ H IR R E
( =% ) UplinkAwsGroundStationAgentEndpointDownlinkAwsGroundStationAgentEndpoint

3. Bl 5| Aix i K i DataflowEndpointGroupV/2
4. BlE—NREMS| AR DataflowEndpothroup V2 W BE RS R E
5. SIBEFMESEEXH , BRERKSEE S| AN BIER DL

BERLRTRA 26


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroup.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroupV2.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UplinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DownlinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug/
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DownlinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UplinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroupV2.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateConfig.html
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6. EAMNESEEXHFLHBRRA
7. EREINEF R AN A BN EE

EXRBIERENEZEER , 53 7 # AWS Ground Station Z/OE GBI ERE,

£ AWS Ground Station ¢

AWS Ground Station X X2 EEEER £ AWS Ground Station Bx R HiEIEUR ( T1THERR ) A RHHF
':Fgﬁi (d|g|F) ;&Eﬁo

TR
& O] LUk 2 AN BB AL Fank T

1. [ EC2 EHERBE-SHEEELMIEHEN EC2 £4l, HEEER AWS Ground Station &,
MR BEEIA PR EIELE | NEEF®ET, 55X EC2 BiE£HmNER , BSREREE
AR o

2. [ S3 FEMEMEIE-0 AWS S3 FHFERNBIETEHERE AWS Ground Station, B> S3
BIEEARNEER , BSR FHRER 88,

FAABIEEAERNBEELRYE—H AWS TR, BIUVENAFEA CloudFormation K82 AWS HIR ,
DRSS, ERENTXEE, 8MNKRARBER EC2 5 S3 EHdE , BRAERR @M EEE
BiE,

TERETRT ERARMGENTLSE (SDR) HELUITEFM AWS Ground Station X4k X1g E| &Y EC2 3£
Bl digiF BIER.

EIp m Customer Receiver
Public
': W5 K:SE ey E Ak ")"D‘ d P Dedicated Agent CPU Space Egress Address
orwar (EE C] AWS GS Agent : UUE Soceet
Dataflow . > %i'z AwsGroundStationfgentEndpaint
+ ——> UDP LSS Listener (e.g, SDR) Dataflow
) IFIJ t b + T+ Ingress :

Ingr
5 ng
» Port

Range - 5
X 9 — Jopt/aws/groundstationsete/
ows-gs-agent-config. json

HfE 25

EXEZFMEER , TSHTEM (AWS Ground Station REHFIERE)
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https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug
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Tt 98 1E

EFRZE , BRZABFNWESREE S, AWS Ground StationEXEZELR |, HSH 0T AWS
Ground Station i& 4k,

LA 2 AWS Identity and Access Management (IAM) B RIESSBRUREEENNR, REELINAE
&, BAUFHERITERSRE,

SEMEREL AWS Tk
MBHEE AWS K, BB T SERRAE—N,
I AWS K

1. $TF https://portal.aws.amazon.com/billing/E A
2. RBRELMNHBRE,

HEEME , FHEIBEENRRIEE  EREAREREHA —NRIED,

HEOEMET AWS IKF |, IR BIZAWS IKFRAF —1 RASERGRIZKS RBFRE AWS
RS MRF. ENREREIEK , FAAFIERERLRANR , A ERERARAFKKTEER
AP R BRNES

AWS FMEREEKE BB RE—HEIAB T4, BB a1 hitps://aws.amazon.com/H & #F
“BAKF” , E5EYINKFENHEBRENK,,

SIZEAEE T EXRAYAH S

AEME , BRIPEHNESE AWS IKF AWS kPR AP AWS IAM Identity Center , S AH SIEZEEH
P, XEERT 26 root BFHITHEES,

R IREY AWS T 7= 48 A 7

1. %32 Root AP HM AR AWS IKF B F4Fibit | UKFFIEENEHE R, AWS EEZF
BET—IL , RAZHNBS,

ERIMEABRAFRERIENEE |, B35/ (AWS &% AF#ER) HH Signing in as the root

usero.

SEMFEREL AWS ik = 28


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
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2. RENBAFPBRZESHRIE (MFA),

BXUEA , B IAM AFEETRHN AWS K- BRAFERAEL MFA IR& (2H& ) .

BIEZEBEE T E R A
1. J3 A IAM Identity Center,

AR , BSE (AWS IAM Identity Center AF$5R) FHIE A AWS IAM Identity Centero
2. 1£ IAM Identity Center  , W AR TFEEIHENE,

BXREA IAM Identity Center B & N S RNHE , 25 (AFIERE) 1AM Identity Center
B A B9 A BRIAMREBLEAWS IAM Identity Center FA P 17 R4 R

UERERBRNRNAFSHER

- EFRER IAM Identity Center AR H 46 E% , BFERAEE6Z IAM Identity Center A P B &I%
S Y BB F R4 3 41k A9 B 5 URL,

BXEA IAM Identity Center AP BRI , BSHAWS 2F AFEMTHESR AWS HEI]
Fo

R 7 )4 BR 50 Bie 4 LAt A
1. f£ |AM Identity Center 1, B —MURE , ZNREER BN A KRR RAEME,

BXiEE , BSH (AWS IAM Identity Center FiFF18§R) H#Y Create a permission set.
2. FAPSEE—MN , ARRZASEE KB FRIHRNR,

BXxHH , H30 (AWS IAM Identity Center FAF#ER) ##Y Add groups.

RNIEH AWS Ik F %30 AWS Ground Station R

EEAEEEERAF AWS Ground Station 1ER TER |, BEE6IE — MR H IS E K B ERY
AWS T,

1. BFRAWS EEEZH G FTT IAM £H 5,
2. BIEFREE, ERAUTIR

RIZE AWS Tk 7 7850 AWS Ground Station X R 29


https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/addgroups.html
https://console.aws.amazon.com/iam
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RAriEmE

a. HESMBERTRERE A RGEFIRRE,

b. £ JSONIEWM+e& , FHLUTEZ—4%E JSON, FHAKE

« ¥tF Ground Station EENPR , FHEERE N groundstation:* , I RFA7R :

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"groundstation:*"
1,

"Resource": [

myn

o XWFRIENR , BERHRMEIRE R groundstation:Get*, groundstation:List*

groundstation:Describe* , 1 FFR :
JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"groundstation:Get*",
"groundstation:List*",
"groundstation:Describe*"

1,

"Resource": [

myn

HY N AR FHY JSON,

RIEHY AWS K 7550 AWS Ground Station X R

30
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- ATBEZRESHRIERSTEMY , B “BME" ®ER g roundstation: * , 3 Condition /
Bool IRE& N aws:: true , M T FF/R : MultiFactorAuthPresent

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "groundstation:*",
"Resource": "*",
"Condition": {
"Bool": {
"aws:MultiFactorAuthPresent": true
}
}
}
]
}

3. HEIAMEFIEH | HECIBR R MBIFFERS .

BXIAM AR HKMMERAEZER |, ESH IAM AFIER.

EIDE

I EFH A AWS Ground Station 22— NZLTRUTE , SR/BIBWE., BARBUE, SHUEEFA , URE
BAM R, EFERZPI (NDAS),

P ABRRERR

BEFAR—NFIIRE , 7JLLE AWS Ground Station B 4lAREMN “TEMFR Bo&EEl. UT
R T BANTE,

1. BEHZAAWS Ground Station it R T EELNE ER SRS MBI TTL BINRFL,

NBDE T


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://console.aws.amazon.com/groundstation/home#resources
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2. BEFHRNIEHZRA AWS Ground Station , IEFE AWS Ground Station EHLITTEM “T 2 FFIR" 2P
PRRXTDEFAMSE, EHNERRENESNEEER , QEENALREZH., MMENME, TEW
REETEEAGAE, DENRERBEURERERITTRIFERER AWS Ground Station 1F XX kg
DS

3. IBHBRBELTFEKMIERS , AWS Ground Station FFEZITRIEANISEL SR FYREFT, It
SR FE R RPY R i S MERIATER R

4. FREHER , ENIENTRLHEEEH, AWS Ground Station FF @& %% E3# K Ihi@E &,

(it ) WBEE

ARG, BUREEEIERXPRIN—NERN , LEERMHBIREE, /8 ‘BKREA” THEKN , AWS
Ground Station B H| BB ERAFPENNW I EZME K Norad ID, EREEZMALUEITXNER
ZERERNTE, Nk, IRERAFE,

¥rig AWS Ground Station I 2 A LUB I FFZEE R APl Ml AWS CLI FEA—/ AWS KE&K. SDKs
TIEMNNBWMAFEA AWS Ground Station CLI #R12AH S #T £ Aqua ( Norad ID 27424 ) , us-
west-2

AWS Ground Station CLI

AWS CLI AT LAk 523X B AWS Ground Station, £ AWS CLI ERARIEEE A , XFUHRZAT
AWS CLI R -

- iR AWS CLI B&%, BXRENESR AWS CLI , E2E %% AWS CLI M 2,

- BR AWSCLI EEE. BXEEMNEE AWS CLI , HSHEE AWS CLI iRA 2,

- MEEANREERENESIIREER AWS CLIEFHNXXHF, FEEXERENEIRREZNEE
&8 AWS Ground Station BKR A AWS CLI, BXREFRENERRENESELR , BZHEREN
ERERE,

O

BETKAATEEAS AWS CLI , H&EE AWS Ground Station CLI i S S EZ M , BB AANG
T FALLIRSE , BB AWS CLI R4 , HEGS M LA Zgroundstation AWS Ground
Station MEEEFANES. BX AWS CLI i SE4MNELZELR , H2H AWS CLI TEAHwSE
o TEHRHBT —NREIGSEM.

aws groundstation <command> <subcommand> [options and parameters]

(Tik ) MBEE 32


https://console.aws.amazon.com/groundstation/home#resources
https://console.aws.amazon.com/groundstation/home#resources
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/index.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-commandstructure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-commandstructure.html
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B, ERERNEMRICHIEN ARN, XATLUET AWS C LI FH5IRT E API R5EK :

aws groundstation list-satellites --region us-west-2

BT LR CLI s SRR R BT LT REMN A

-

"satellites": [
{
"groundStations": [
"Ohio 1",
"Oregon 1"
1,
"noradSatellitelID": 27424,
"satelliteArn":
"arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555",
"satelliteId": "11111111-2222-3333-4444-555555555555"

}

BEZERICHNIEE , HiE | satelliteArn, IR —PNEEFEZWMRE , R IR APl EEXT
£ ARN , M%7 &R ERER ARN 22IKMEN, ETF—FP , BNZERAZHFEFIRSHXE (7]
BERBZHMNXIE ) k¥ B ARN, X F1ZRfl , BAVGER us-west-2, WREHRE , ARN FM :

arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555

arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555

NTEEHEPERIERN , DEXLTE - “Name" iRBFENBH. WA B TRINEANZ
AWS CLI , Rt A E A RFBHIX 5| SR 1TH L. HREFRLT .

{\"Name\" :\"AQUA\"}

BTXR, S EARARERIRE API RIFIEE 2, XA AWS CLI XBR T ERTH

(7iE ) WBELE 33


https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
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aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~-tags
"{"Name" :"AQUA"}'

SERRULIRIESS , BB AWS Ground Station ZHEI AR EEIN T B REMN B,
EFRDENEN

NMREFHRDENEHR , WREFEHAHERBMN“Name” B4 HREHA I E ARN A tag-resou rce , B
MERERATENENA, XNEFRERCHEERFEPERTER. BRARANOT :

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~-tags
"{"Name" :"NewName"}"'

15 ==Y UE=E

A LAE A untag- resource API BRI B 2R EMNEM. It API FEETERICAEXEHNIE ARN 2L
RAFCFATR. NTEH , FRICHHAN “Name”. #£H AWS CLI A% APl I RBITN TR ¢

aws groundstation untag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 --tag-keys Name

NETRIE

BRTEMBECHIEN  BETUURBEFEASFNARS BIEERN , XET ERETLAFHBINTT
PRBEERR., XEH AWS Ground Station REBFERA T THEREXET EHNHKIE,

@ Note
RTTERESY ETHBEEIXEDTE, SRRREATLFIERN TTEBBERE,

AWS Ground Station XFEH AN TE 2N THREE BEHIE -

* Aqua

NHTELE 34


https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/untag-resource.html
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- SNPP
- JPSS-1/NOAA-20

* Terra

XETE—BEN , ALAMEERT. AWS Ground Station 43 T ¥ ZFHEER CloudFormation
EiR , LEERW TR ERZRS . 588 X4 E =58 >x AWS Ground Station 2147l F #Y 7~
Bl ESH.

BERAXLEDERELZANBEMENEZER |, 55 Aqua, JPSS-1/NOAA-20 #1 SNPP S K
Terrao

MR BB RBERE

BULANIELNBFEEREARASINRIER. RECHIENAM , BURFEE-—FIFMFpE
B, BFEFREAVFLFRAN LITHBUARETNRT TTEREREE RPBECRENZBETM
R T ATEERRRF

RIUFELR

FHFEERBWE Amazon S3 5 , BB ZBFENR TS ERBEEIKS T Amazon S3 F#EE. RHIBE
BIE A BIETHIR (pcap) XN 1E5H , AR PHBREBIBEBERIHHFENLTLS (SDR) H , HE
M pcap HFHIREVE R RIHRIEH TR, HRELEHFWBIBREHEN , 5 30 ¥ pcap X4
FIRH Amazon S3 FiER , UEEREHRZEMCERERIE, REKERS , EULUEAEESH
BB R EAM AWS BRS (1 Amazon A SageMaker | 2% Amazon Rekognition ) SR4LIE %k
. BIBEME Amazon S3 UEATMNENEETEHEIE ;| T EFHIEM Amazon S3 L& FEHNTE

o

EUH AWs Cloud

S g T

Satellite AWS Ground Station 53 Bucket

MUEHBIERBEHRE 35


https://aqua.nasa.gov/
https://www.nesdis.noaa.gov/our-satellites/currently-flying/joint-polar-satellite-system
https://terra.nasa.gov/
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EFHLLRE , BEERNOE— Amazon S3 Z# 48 AWS Ground Station , LAENEHIFEELXE, &
T—%+ | & EEE’fﬂ':-l_ i 8)2 S3 Recording Confige B X F# i@ %E’JFE%UJ«X&ZZDHEEI#
FRNGEYE , B5H, T5# S3 FF Config

BB i)

B EHEEAMEINLZE EC2 , BHBRRAABRBERRAMNRHENIT S EC2 =4, BAILATE
Amazon EC2 3£l LR EBHIE |, Al AR A RIEH# 1TRELE,

E{Eﬁﬁ BAHREZE , BEEREMNE B S Amazon EC2 326 , 2 —42HZA Dataflow LKixT
J=t’: 1 EEEEf’&E’J Amazon EC2 =4 , FS5 R EMEE Amazon EC2, ERIZEHN Dataflo i J=V
4B FSE, F£H AWS Ground Station ZiIERA R T R4

S

NREFEANRBERGREE , W THER T BERE,

________________________ F Customer Destination Region

AWS Ground 5tation i
Antenna Region i ! Customer VPC
E Customer Receiver

= E |
5|gnal 3 > — Dataflow
np | endpoint
application

Satellite AWS Ground Station | Elastic Network Interface

*End to end data connection is established and maintained only during the scheduled
contact duration.

LLTERTHEH AWS Ground Station X fit B TRV B E KR,

AWS Ground Station
Antenna Region
.RI- - Custormer Receiver
= Signal EIP
@ - » f Public
AWS KM5 Key Encrypted P Dedicated Agent CPL Space Egress Address
Forward-Error-Corrected .

UDP Socket
(FEC) 1 AWS G5 Agent BiciE OcKE
- P Dataflow I i K Dlg'.: AwsGroundStationAgentEndpoint
B prensabine i} g UDP LR Listener (e.g. SDR) Dataflow
gIF Dataflow |+ 153 |ngress o
i Port
Range ©
X g H T— Jfopt/aws/groundstation/ete/
) ’ aws-gs-agent-config. json

7RI pEN BN

AWS Ground Station &0 2 —I i Thae , oJET 2R HEFEFM AWS Ground Station K&k
NAERENER AWS K, XFEEATLUE FRATit S IERRARNABNEBE LS BBRA R
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£ AWS Ground Station EM AR , KB AWS Ground Station K&k K I5HR & B #5720 1% 5 B I8 19 Ik
Fo. ENRFEEEMITHRNFRRNGH , HEENMERBFENBRNSETE, SNREESGXER
ENHFFLUEFERNAREZEEENK, ., WEIKERS , @ULERAECHNEAERGSERHA A
AWS PR ( 5140 Amazon Data Firehose AWS Lambdazi ) R4 B EHE,

aws

Customer Destination Region

Gustnmer VPC

ElE]  AWS Antenna Region
Gusmmer Receiver
Dataflow
Data ' Endpoint
\_’/ Application

Elastic Metwprk Interface

el ki

Satellite AWS Ground Station

i) Customer Scheduling Region

Telemet \__)

Kinesis Data Streams

ET—S% , R ESHEXHMENEE. RFRESHEN , RTREEENBERREZ
S, REFZEBER— Telemet ry Sink Confige BXIFMWREBENRA , BSHIZEEN,

BXMEZE B TelemetrySinkConfig , &5 &N #Z WSS Config.

SlERE

BIWSE  ZECLBREERETIE. BERZRUK IAM, Amazon EC2 #l Amazon S3 BiR. £
WEBEE | SEREFEE S BS M AWS Ground Station BLiE,

BEEREE

BORNE I REBESLAERETANEANAREX, EAL—STNEL  SITNELTESE

BERH,

« 5 S3 FF Config-f$E3E1% 5 F B/ Amazon S3 F& .
o BUE R WS E - RIEA R EH Amazon EC2 3£,
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ENEE (k)

RGBT B R R B OE PSRt A @M EAE |, M AT LABIZE —1, TelemetrySinkConfig bt Bt & 2 7] 1%
B , FAT#EE AWS Ground Station J5:& N ##E & 3% BT 4k .

 ENEEUWES Config-a1 Y K F 3= & Bz

BREANRERS , FSRREEN,

DERE

T ERES AWS Ground Station A EEN T EBRFERE X, SFEIAEEEPRENEEINRIE,
- RIFEE-REEEMBE AN ERRITVERENRT. XEHWEESBRMLEN.

« RET TR E-RERFLASIMBE.

o RET AT &0 R A AR A0 B B 42 £ AR 8 A AR 40 5 1Y S SRR

« REETRBRE-FEE CITREIENIE,
- RELTEBEREEEE LTERESBENTS,

BIBESHRE

BEE-SHHENEKE K SELBETNAREIE. STEBENAESNUARERITEA M
BRIEFREN. USRS, LFHRE- IS MEFREXH, FFEEXHFRTFTEEE
BECERTATN , RS AT E# 1T IR MRAE,

BEXEHSH , 3 E AWS::GroundStation::MissionProfile CloudFormation ‘&R &

1. MBRNESEN. XELTURETHEEEZRETHEAER. B0, satellite-narrowband-
emergency-operations 2l £ 4 # 34 Y E 8K A T satellite-wideband-narrowband-nominal & 21
£ , M| AT 8EH- operations # a.

2. REZHREREE.
3. WRES/NMATEMIIK, XEETUFEEENRRALUBRENESER.

4. &EstreamsKmsKeyf FstreamsKmsRole E £ RN ER X HIFBH T INHM and. XA FE
AWS Ground Station X EEIE 7R

5. REZHNHBER, FRLEL-SHBRNEEIRBERATEENERES.

ENEE (k) 38


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-groundstation-missionprofile.html
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6. [Mk] REAKGNES FHEMBLENE (¥). XATIAIERRAZINZERHENRR
ANEH, BESRAAZEH AWS Ground Station SEFLBEFI{L THREZELR,

7. [A%] F telemetrySinkConfigArn iR B 1 E B R HA B S FEN . X & ] AE BT K - R WUE F
SKETHIENEAE , LTSNS, BSRERAENTRESEER.

8. [WZ] BRI LURHIRESEFEE X HHEXEK, XEAUAXRSEBUERE AR X D ENESEE X
#.

BAUSEESREXMFEERS , REE-—LEBRENRE.

THRREDTR

BRECEZMBTHIRIENBTRNESHENH  RUNLHRRAFAESIEBET. AWS

Ground Station

BRLBESUAT AR —RHERKR ¢

o 1&IAWS Ground Station &,
« AWS CLI 8 r eserve-contact i5 5
« AWS #i+F X T EHA, ReserveContactAPl,

AR AWS Ground Station JRERE 2T R NAFEAXLEEENEE , BSR 7THREH 2017
AWS Ground Station B/,

AWS Ground Station 43" T ¥ ZTELEH CloudFormation 184k , ABERMIFHBERIZRS. £
%5 B AL B 7RI < AWS Ground Station fa{E B RHI | S,

Kb 38 ¥ = 3T SR IE SR M AP IR (45 R 0 R R FN R 5D 2k 3E AWS Ground Station SFEUR T &N ERB A, LA
TiEESCETLURBIA T #f — L0 A IEIR

« {£/A AWS Ground Station Amazon S3 ¥#E{& H i 1T B ah i IRWM ( RHEHKEX GitHub Zi& &
awslabs/ aws-groundstation-eos-pipeline )

. FAELVLT EMER AWS
o BRI EEH AWS Ground Station : F{A[IES:

« A d@@ igiF AWS Ground Station WideBand #1 Amphinicy Blink SDR ( LA #8< B 77 & EE aws-
samples/ ) HESHHEMN T EEIE T 178582 GitHub aws-groundstation-wbdigif-snpp



https://console.aws.amazon.com/groundstation
https://docs.aws.amazon.com/cli/latest/reference/groundstation/reserve-contact.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ReserveContact.html
https://aws.amazon.com/blogs/publicsector/automated-earth-observation-aws-ground-station-amazon-s3-data-delivery
https://github.com/awslabs/aws-groundstation-eos-pipeline
https://aws.amazon.com/blogs/publicsector/virtualizing-satellite-ground-segment-aws/
https://aws.amazon.com/blogs/publicsector/earth-observation-using-aws-ground-station/
https://aws.amazon.com/blogs/publicsector/building-high-throughput-satellite-data-downlink-architectures-aws-ground-station-wideband-digif-amphinicy-blink-sdr/
https://github.com/aws-samples/aws-groundstation-wbdigif-snpp
https://aws.amazon.com/blogs/publicsector/building-high-throughput-satellite-data-downlink-architectures-aws-ground-station-wideband-digif-amphinicy-blink-sdr/
https://github.com/aws-samples/aws-groundstation-wbdigif-snpp
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TEP AWS RigFENXENVENER, XS/ ERBIEN AWS X,
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Station Locations

ERMEGZEN AWS X5

AWS Ground Station £ kM KX TIEERERUEBEFES 2 FBER AWS b X Y b [H 34 i <o

& iE

AWS FF & T EE ListGroundStation i R # REF R R E A5 R, tEIGUBER TR RM TR

™, ESMER BRI HEL, F

Ground Station
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B2k 1

SEARER , HENTEFNTERF T,
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sa-east-1
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ap-southeast-1
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=

KRR TEAD
AWS X1

KERAF T HEA
AWS X1

KERAML T HEA
AWS X1

Ba LB AWS BT AT EAmH KN AWS XEH AWS Ground Station 124l & 12 (3 F &L
BEKR A, BALELRT QMEEFLES ZFHXiE & EXBRAWS Ground Station £ i1 &

AWS Ground Station Z## AWS X1


https://docs.aws.amazon.com/general/latest/gr/gs.html
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MENRERR AT A

{8 AWS Ground Station 2t ==X B2 ThaEE B T FrE vl BB AW AWS Ground Station S X1,
MEN PRt E I R E = N BT EIZA |, Ground Station E R BIBISSH “BENLRE". Bl
i |, “Digital Twin Ohio 1”7 2 — MNENEMEEY , R “BXB—5 £ LN BEEIA,

AWS Ground Station P % #8845

B4 AWS Ground Station X4V E#ME XL R[EE, SERARELESD (BERIHEFL) B, X
EREOSEIEREEZVENRFRERES. BEALUER

« REBBENEEMHE — fla0 , XSFRIUBRBRM < RKNERAE , ENKBAEFHN (RF) FE5WH
PR IE & %o

« AT (RFI) — X && iz ( 2% AWS Ground Station KM T THERRE S IS B RFI
R ) F4& 4% ( AWS Ground Station KRRV ESRES , MAIBZKES=ETFIE M ) BEED,

- EEEN — ESMEXZEE AWS Ground Station BY A vE S RN AT BE IR ER S |, FliniE AT
®/MIA,

XLy SR REakER EmMAE L, i, T ERENVNEMIEEEFENRN , RFI RKRIJELRE
Tt , REMESIRBETRINREIZITEZERN. REFEF/ZIDI (NDA) , BAIEIRE AWS Ground
Station MR,

EFTRAAOE

BR 7T E/1NUE 29 AWS Ground Station ¥ 28B4\ , B EELEFANOE | AREECHEREZEN
SRR, TEEEEXEN I EEE, ALAE AWS Ground Station FELE I EER | LUERER
AWS Ground Station SiX&£T EBENNEMM. case-by-caseiEEXR AWS Ground Station EIRA T
i AEI

iz O =X 7] Bk R a8 #9200
AWML S . LT (&R ) MRBIEAMTITER (8BUR) haER,
% ListContacts & /E%I H o] ARV Ex Z et E B , AWS Ground Station JFRIEEMN B EMNAZE T

HERBETAHREETTRR T AREERLAE, ATANBRRNEETH TTHKEBITLEED,
XEABERNSEN I 2R T TTHBBNN , EF2TMENE,
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https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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BEAFEEXHERFERLEBERE LITHERE , HITHBURKBIHERLNAT oI AR
B, XEERECHAA AR EAT T8 , AMERT LTHBEKEBENERE , LT
RENINERTTH, B2, ENIEREHENDBI RNEIMetE A |, AT EE W LITHEES
HRHELITEERR AR R REZRATRMEN LITHRER,

AT REMVEN LTHBMK/ER , FART LTEHRNBIBRESRBREHRNED L ENTNTEMAE
FiRE. FELITHBRNTTHBESEBACHXE  kEnEBE2RE, FHMXE , L1T68%
BEARAEST T THRBUERLED  XTRSSHLITHBERASs EE 2RI AT EEM,
BIGEER o TR At B A A T LT 6RE | th &6 SR URER &SRB R A i o

AWS Ground Station M5 &E

BT ECLEIAR | B —FRERRE AWS Ground Station BE—AERIhEE , RARNZIRREIBE
FiEEfVE, BoANTRAUABRENEESHEVENRELELERE, HEMITHRRAAN , B
BEBREMEANREERE, IETUREATLEABMRLE  SEFSEHEEVEN KR H2MEERN
BN HEBRIEFTE, ATSHRERE (FNRNZHRSK ) , EHRIANEERASERTE,

B, AR REIFLL T IhEE

(@ Note

BRIEZEHR , BUTRANE—THRINIUNBERERE. FEEETENTRRENHNZ
REINRE , RIFENERZFBRERE.

CEPAE it MESEE TG E Polarization N E=4 &x

K& TR 7750-8500 50-400 MHz ~ RHCP X REEST WIHEES
MHz 1THER EARAWS

Ground

K& TR 7750-8500 50-400 MHz ~ RHCP Station 5.
MHz -

RET/THE  7750-8500 50-400 MHz ~ RHCP FIALATN 1 =%

= P E Y HT

MHz 1 R I

K& T{74E8  7750-8500  50-400 MHz ~ RHCP R
MHz
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P ¥l EREE G Polarization N £F

antenna-u 2025-2110 2 MHz LHCP

plink-echo MHz

antenna-d 7750-8500 5% 500 RHCP X R ER %1 A

ownlink-d MHz MHz FRFS T 1THERE

emod-decode

antenna-d 7750-8500 5% 500 LHCP

ownlink-d MHz MHz

emod-decode

BRER TEHR TEHR TEHR TEHR Support X
B REMT
B IR &R

*RHCP = AF Rt , LHCP = EFE ML, BAXRMILWESER , FSAERIL,
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https://en.wikipedia.org/wiki/Circular_polarization
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TR E ;7 24 AWS Ground Station EFA Y

—NEF , WBENEFR , R—HREARGHLENXHRBELSH. MNILLEE | ZXHNIRERBHK
& , BEHEZ A R R AR LR & RS .

Ephemeris AP| A FIEENERLEZFBTELUHTEEFEA, AWS Ground Station XLEEHRES
7 Space-Track FHIBINETER (S0 ) . BIAEFEIERIIZIFLL Orbit Ephemeris SEE (OEM),
Mk Ek (TLE) MAASEERNBZRERHIE.

AWS Ground Station £ 2 HFERFRMEN EH M IEFHIBIER K PN RE KRB EHKRAMS A,
AWS Ground Station BRIAER T , IREW T EE 2 H 7 NOR AWS Ground Station AD ID , M| & ZE
PATERIERN T IREEH &K,

FEBENEFRTUIESRERE , £)%8 Spac e-Track EFXRMBE R TABEHIRE | FEZERN
3. AWS Ground Station

%% , AWS Ground Station XFHUANAKN , ZRAANREREER&EQLD , MEFRM
DERERFER. ENTHTIENEEETERIRIMEEFBREEONZIREM.

F&

- RNEFHSE

- RHEEXERRE

- FHEEXEFREKREA
- THREANERBHER

- RN ENZHRIER

- MEARNEF TS

AR &R

BIANBERT , AWS Ground Station EFK B Space -Track AT 8IE , TERATERAEEDAT
AWS Ground Station X EBRINEFT R, XEEFTRESTEN NORAD ID XEHWHITTEE
(TLEs). FREBRIAEZARMILERITN. 0RLL , EATHHRAHBT 2R APl EEANEMARIHNE
ENEMERMEE  HAERMTHRAETHIES. 1

8 NORAD ID W EXTUHNBEEN 2R EIE LEZE, AWS Ground Stationflan | NN & & = ZE
MAZHEERFHEBNITEMEENORADID , EELZBENETR. EXREHEENEREE

MEZEE , F5H  EREEXERRE,

ENINEVE 6 46


https://en.wikipedia.org/wiki/Ephemeris
https://www.space-track.org/
https://www.space-track.org/
https://en.wikipedia.org/wiki/Satellite_Catalog_Number
https://en.wikipedia.org/wiki/Satellite_Catalog_Number
https://www.space-track.org/
https://www.space-track.org/
https://en.wikipedia.org/wiki/Two-line_element_set
https://en.wikipedia.org/wiki/Satellite_Catalog_Number
https://en.wikipedia.org/wiki/Two-line_element_set
https://en.wikipedia.org/wiki/Satellite_Catalog_Number
https://www.space-track.org/
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REAENEHHE

/A Important
E/71 APl HETA THEIRES

EF AP iF RN RREEENEMH, IREZEEB LEAEELERNHE , HBEL AWS X
¥ . AWS Support Center ConsoleZATW ARG SEEE , RIFEENBEERE ALLINEE.

Bl

Ephemeris AP| AP EENERLEAZFTE LT EFA, AWS Ground Station XL EFHREE
T Space-Track FHIBINET R (S0 ) . BRIAEFEIERKNIZIFLL Orbit Ephemeris SE B (OEM),
Mk &k (TLE) MAASERNBRERHIE.

AWS Ground Station M E2RM A MELERABIE, MEREFEHLLAEIIRE | AWS HEREHWETREK
ERBEHELEBR T,

FEBENEFRALUESEERE | %8 Spac e-Track EFRWER TAERE , HERTE,
AWS Ground Station

EXNLTRNERHITHELRR , ESE . X E R THEDER
~pl - EREFREN EFH KR AWS Ground Station

EXGEAEFRENERRNESFARA  BSHAEATARENERRKRHE AWS Ground Station
X BxF4EE aws-samples/s AWS Ground Station GitHub aws-groundstation-cpe

RETLE EH%dE

/A Important
E/71 APl HETA THERES

EF AP iF RN RREEENIEMH, IREEEEB LEAEELERNHE , HEBEL AWS X
¥ . AWS Support Center ConsoleZATHW ARG SEEE , REENBEERE ALLINEE.
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https://console.aws.amazon.com/support
https://www.space-track.org/
https://www.space-track.org/
https://aws.amazon.com/service-terms
https://www.space-track.org/
https://aws.amazon.com/blogs/publicsector/using-customer-provided-ephemerides-with-aws-ground-station/
https://github.com/aws-samples/aws-groundstation-cpe
https://aws.amazon.com/blogs/publicsector/using-customer-provided-ephemerides-with-aws-ground-station/
https://github.com/aws-samples/aws-groundstation-cpe
https://console.aws.amazon.com/support
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¥R

Mk tHE (TLE) ER2ER D EFHEMNIRELER, Ephemeris APl A TLE ER AT E LU
MIEEMFEHA, AWS Ground Station X EfFRE S 7 Space-Track FHEINEFFT (Z0:) . BHiA
ERBE

AWS Ground Station fFEAM AN AL EAETE. MREFEALIETIRE , AWS FHERENERK
BRI EHPELERR .

FEBEN TLE EMRAUIRESRIERE | 43%%8 Spac e-Track EF XMW EHIR®E , HEERWD,
AWS Ground Station

® Note
ERABPESEBEIEEEREESCAEEBAENERNR , B LEH 00000 TLEMWEE B &S
FE , L% 000 TLEERRIF S FERN A S RSE D ( HliN |, 24000AFH F2024F £ 589 X1T
).
BEXRANEZ(ER TLEs , BSEANITTEE,

BIETLE EFR

AT LAEA APl B CreateEphemerisi2{E8I2E TLE /7&K, AWS Ground Station IR /EFFEHER
EXRIEE S3 FEMTPNBIELEZER.

BEHEE  LEEFASFERNIREN VALIDATING HE#HRS ITERRE , ZTERBFRIIEN
ERHERTERSE, RELENBI L ITEREFKHF ENABLED 5 , TFHATEKE., BRNZ
¥ DescribeEphemerisif] £ RS E A CloudWatch =4 R IRER 2 I IR E

ENTRONERRTHREDRR , FSH LU 27T HEDERR

Bl BT API RIEXNITTE (TLE) £EA R

M CLI JATEIBAAFENITTE (TLE) £EH & AWS Ground Station ££ %], AWS SDKs
CreateEphemerisiZERFATREIENRIAEFTEE (S0 ), RAEGTBBER ROIBTRT W6
F&ERA T Python BIAWS SDK (Boto3) SRIT iR,

TLE £2—1 JSON BXHNR , EF—IPRZNHE TLEs —BUAWEELN L, TLE £S TLEs
PRMTER—MEENES , RO TUACKRWENT (B TLE £& TLEs FRBNEER ). T
HERT — TLE &£7R4) :

R TLE 2%dE 48


https://www.space-track.org/
https://aws.amazon.com/service-terms
https://www.space-track.org/
https://en.wikipedia.org/wiki/Two-line_element_set
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateEphemeris.html
https://docs.aws.amazon.com/pythonsdk
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"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": 12345,
"endTime": 12346

"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": 12346,
"endTime": 12347

(® Note
TLE £4 TLEs R ESEE 490 522 Pl = BERR N B R IEL T,

TLE &7 L& bot AWS Ground Station 03 &/ L& , A0/ :

import boto3
from datetime import datetime, timedelta, timezone

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Create TLE ephemeris

tle_ephemeris = ground_station_client.create_ephemeris(
name="Example Ephemeris",
satelliteId="2e925701-9485-4644-b@31-EXAMPLEQ1",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=3),

R TLE 2%dE 49
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priority=2,
ephemeris={
"tle": {
"tleData": [
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0
26688-4 @ 9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),

}I

}I

print(f"Created TLE ephemeris with ID: {tle_ephemeris['ephemerisId']}")

LB AR El — /N ephemeriSid , SRAATSIHERR. flan , RANTUER LEFAPREN
EphemeriSid>R% 8 £ IR :

import boto3
from datetime import datetime, timedelta, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# First, create a TLE ephemeris
print("Creating TLE ephemeris...")

tle_ephemeris = ground_station_client.create_ephemeris(

name="Example TLE Ephemeris for Description",
satelliteIld="2e925701-9485-4644-b031-EXAMPLEQ1",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=3),
priority=2,
ephemeris={

"tle": {

"tleData": [
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"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0
26688-4 @ 9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),

}I

iy
ephemeris_id = tle_ephemeris["ephemerisId"]
print(f"Created TLE ephemeris with ID: {ephemeris_id}")

# Describe the ephemeris immediately to check initial status
print("Describing ephemeris...")

response = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)
print(f"Ephemeris ID: {responsel['ephemerisId']}")

print(f"Name: {response['name']}")
print(f"Status: {response['status']}")

THERM T DescribeEphemeris 1419 g 7 7R 4

"creationTime": 1620254718.765,

"enabled": true,

"name": "Example Ephemeris",

"ephemerisId": "fde4l1049-14f7-413e-bd7b-EXAMPLEQ1",

"priority": 2,

"status": "VALIDATING",

"suppliedData": {

"tle": {
"ephemerisData": "[{\"tleLinel\": \"1 25994U 99068A 20318.54719794 .00000075
00000-0 26688-4 @ 9997\",\"tleLine2\": \"2 25994 98.2007 30.6589 0001234 89.2782

18.9934 14.57114995111906\",\"validTimeRange\": {\"startTime\": 1620254712000,

\"endTime\": 16208595120003}3}]1"

}
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}
}

B s DescribeEphemeris B Z £ A CloudWatch B4R BELENETRNWRS , RAEMKAL
HREZRIUETERE , RETEIRENH AT ZBENABLEDFIHITEAR Ao

AR, ELEMN AP , TLE £4 TLEs HATER NORAD ID #4515259947 SpaceTrack EiERE
RSN T ESER NORAD ID #HTE,

R M S3 N L& TLE 28R

A LB IE R S3 FEMMN RZRPEEM S3 FiEM 12 TLE EF R XXM, AWS Ground Station
FREREMEN R, PIFEANATHEXBESBREMENE R AWS Ground Station |, S H:EBAHE
N AWS Ground Station,

UM S3 Fl i L& TLE 27 XAV R A

import boto3
from datetime import datetime, timedelta, timezone
import json

# Create AWS clients
s3_client = boto3.client("s3")
ground_station_client = boto3.client("groundstation")

# Define S3 bucket and key
bucket_name = "ephemeris-bucket"
object_key = "test_data.tle"

# Create sample TLE set data
# Note: For actual satellites, use real TLE data from sources like Space-Track
tle_set_data = [
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=3),
},
I
{
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"tleLinel": "1 25994U 99068A  20321.54719794 .00000075 00000-0 26688-4 0
9998",
"tleLine2": "2 25994 98.2007 33.6589 0001234 89.2782 18.9934
14.57114995112342",
"validTimeRange": {
"startTime": datetime.now(timezone.utc) + timedelta(days=3),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),
.
},

# Convert to JSON string for upload
tle_json = json.dumps(tle_set_data, indent=2)

# Upload sample TLE data to S3
print(f"Uploading TLE set data to s3://{bucket_name}/{object_key}")

s3_client.put_object(
Bucket=bucket_name, Key=object_key, Body=tle_json, ContentType="application/json"
)
print("TLE set data uploaded successfully to S3")
print(f"Uploaded {len(tle_set_data)} TLE entries covering 7 days")

# Create TLE ephemeris from S3
print("Creating TLE ephemeris from S3...")

s3_tle_ephemeris = ground_station_client.create_ephemeris(
name="2022-11-05 S3 TLE Upload",
satelliteId="fde41049-14f7-413e-bd7b-EXAMPLEQ1",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=5),
priority=2,
ephemeris={"tle": {"s30bject": {"bucket": bucket_name, "key": object_key}}},

print(f"Created TLE ephemeris with ID: {s3_tle_ephemeris['ephemerisId']}")
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EF APl WiIGRARNEZERRE, IREEERY LEAENERKE , FEI AWS X
¥ . AWS Support Center Console R HAR N SEE/E , RIBENIEERE ALLIhEE.

iz

HEEZAEL (OEM) R —MA TR IMRXB[BHEBIFENIR ALK R. Ephemeris APl £ OEM £
i EEEI B2 ELL AWS Ground Station t B2, XLEEFFREZ T Space-Track FHIERINET
R(ZN). RWAERBE

AWS Ground Station FEF M ANV ERAEE, MREEHITIEIIEE , AWS HEREZHNEFEK
BERBHBELER .

FEBEX OEM EF R LURESRIERRE | %8 Spac e-Track ERWBER T ERIIRE |, 3
ZEREEERT. AWS Ground Station

@® Note
ERNPETEIEEERESZARREBENERN , &0 HsatelliteIdF OEM
HOBJECT_IDEB%
EXBRANEZELE OEMs , HFSFEOEM EfR KR,

OEM EFf#%R

AWS Ground Station 1£#& CCSDS #r#E4E OEM B IEHNEN R |, BH —SLEFHANESl, OEM X
HRIEA KUN XX, TRELRT OEM AR RIFE LR AWS Ground Station 5 CCSDS #r#&EH X
Ao

Section FE =% CCSDS AWS Ground =
Station HER

R CCSDS_OEM  %#% 2 PR : 2.0
_VERS
COMMENT = a
£ B 55 *# £
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Section FE ZEE CCSDS AWS Ground =
Station 4 FER

COV_REF_F e a
RAME
AR EFL & "

* I REMA OEM P2 EF{ AWS Ground Station FZIEFH T , OEM FIEBEWIE,
E CCSDS R ENEEZEZRE : AWS Ground Station

« CCSDS_OEM_VERS#Z2.0.

« REF_FRAMEXZZEME20003, ITRF2000,

« REF_FRAME_EPOCHA ¥ AWS Ground Station,

« CENTER_NAME&4ZMZEarth,

« TIME_SYSTEMAZRUTC,

« INTERPOLATION B & INTERPOLATION_DEGREE#F 2 AWS Ground Station & 128 E A Fr

HEM,

KVN %8 OEM B =44l

LT 2 JPSS-1 AR EBAT T EM KVN 8 OEM EH KB K =4,
CCSDS_OEM_VERS = 2.0

COMMENT Orbit data are consistent with planetary ephemeris DE-430

CREATION_DATE

2024-07-22T05:20:59

ORIGINATOR = Raytheon-JPSS/CGS

META_START

OBJECT_NAME = J1

OBJECT_ID = 2017-073A

CENTER_NAME = Earth

REF_FRAME = EME2000

TIME_SYSTEM = UTC

START_TIME = 2024-07-22T00:00:00.000000
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STOP_TIME = 2024-07-22T00:06:00.000000
INTERPOLATION = Lagrange
INTERPOLATION_DEGREE = 5

META_STOP

2024-07-22T00:00:00.000000 5.905147360000000e+02 -1.860082793999999%¢e+03
-6.944807075000000e+03 -5.784245796000000e+00  4.347501391999999e+00
-1.657256863000000e+00
2024-07-22T00:01:00.000000  2.425572045154201e+02 -1.595860765983339e+03
-7.030938457373539e+03 -5.810660250794190e+00  4.457103652219009e+00
-1.212889340333023e+00
2024-07-22T00:02:00.000000 -1.063224256538050e+02 -1.325569732497146e+03
-7.090262617183503e+03 -5.814973972202444e+00  4.549739160042560e+00
-7.639633689161465e-01
2024-07-22T00:03:00.000000 -4.547973959231161e+02 -1.050238305712201e+03
-7.122556683227951e+03 -5.797176562437553e+00  4.625064829516728e+00
-3.121687831090774e-01
2024-07-22T00:04:00.000000 -8.015427368657785e+02 -7.709137891269565e+02
-7.127699477194810e+03 -5.757338007808417e+00  4.682800822515077e+00
1.407953645161997e-01
2024-07-22T00:05:00.000000 -1.145240083085062e+03 -4.886583601179489e+02
-7.105671911254255e+03 -5.695608435738609e+00  4.722731329786999e+00
5.932259682105052e-01
2024-07-22T00:06:00.000000 -1.484582479061495e+03 -2.045451985605701e+02
-7.056557069672793e+03 -5.612218005854990e+00  4.744705579872771e+00
1.043421397392599e+00

Bl OEM EF &

AILAfEF APl R CreateEphemerisi® 612 OEM £ &, AWS Ground Station Ittig ¥R EHER
EXRIEE S3 FMTAHNBIELEZER.

BEXER , LEEASFERIRER VALIDATING HEsRF IHERRE , ZTERBNRIEEN
EfNHERTERSE, AELENBILTEREH RN ENABLED 5 , T2FHATHRE., BRiZ
¥ DescribeEphemerisif] 2 RSB EA CloudWatch E4RIRERE A RS EAL,

EXITC BT TR |, WS 0 - XY £ 1T S R
B 0 M S3 F#EME L5 OEM 2R BdE

A LAUBE E [ S3 T—?—ﬁﬁ%ﬂi‘f%%‘? EiZEM S3 FiE#E L% OEM B R, AWS Ground Station
FRREEHEXNR, FIEMANE T EXBATIBINZHEE AWS Ground Station SR BIBE
iz AWS Ground Station,

21t OEM EFR¥IE 58


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html

AWS Ground Station

RAriEmE

LT R M S3 Fil 1 £4& OEM £ 71 X448y R4

import boto3
from datetime import datetime, timedelta, timezone

# Create AWS clients
s3_client = boto3.client("s3")
ground_station_client = boto3.client("groundstation")

# Define S3 bucket and key
bucket_name = "ephemeris-bucket"

object_key = "test_data.oem"

# Create sample OEM data in KVN format
oem_data = """CCSDS_OEM_VERS = 2.0

COMMENT Orbit data are consistent with planetary ephemeris DE-430

2024-07-22T05:20:59

CREATION_DATE

ORIGINATOR = Raytheon-JPSS/CGS

META_START

OBJECT_NAME =J1

OBJECT_ID = 2017-073A

CENTER_NAME = Earth

REF_FRAME = EME2000

TIME_SYSTEM = UTC

START_TIME = 2024-07-22T00:00:00.000000
STOP_TIME = 2024-07-22T00:06:00.000000
INTERPOLATION = Lagrange
INTERPOLATION_DEGREE = 5

META_STOP

2024-07-22T00:00:00.000000 5.905147360000000e+02 -1.860082793999999%¢e+03
-6.944807075000000e+03 -5.784245796000000e+00  4.347501391999999e+00
-1.657256863000000e+00

2024-07-22T00:01:00.000000  2.425572045154201e+02 -1.595860765983339e+03
-7.030938457373539e+03 -5.810660250794190e+00  4.457103652219009e+00
-1.212889340333023e+00

2024-07-22T00:02:00.000000 -1.063224256538050e+02 -1.325569732497146e+03
-7.090262617183503e+03 -5.814973972202444e+00  4.549739160042560e+00
-7.639633689161465e-01
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2024-07-22T00:03:00.000000 -4.547973959231161e+02 -1.050238305712201e+03
-7.122556683227951e+03 -5.797176562437553e+00  4.625064829516728e+00
-3.121687831090774e-01
2024-07-22T00:04:00.000000 -8.015427368657785e+02 -7.709137891269565e+02
-7.127699477194810e+03 -5.757338007808417e+00  4.682800822515077e+00
1.407953645161997e-01
2024-07-22T00:05:00.000000 -1.145240083085062e+03 -4.886583601179489e+02
-7.105671911254255e+03 -5.695608435738609e+00  4.722731329786999e+00
5.932259682105052e-01
2024-07-22T00:06:00.000000 -1.484582479061495e+03 -2.045451985605701e+02
-7.056557069672793e+03 -5.612218005854990e+00  4.744705579872771e+00
1.043421397392599e+00

# Upload sample OEM data to S3
print(f"Uploading OEM data to s3://{bucket_name}/{object_key}")

s3_client.put_object(
Bucket=bucket_name, Key=object_key, Body=oem_data, ContentType="text/plain"

print("OEM data uploaded successfully to S3")

# Create OEM ephemeris from S3
print("Creating OEM ephemeris from S3...")

s3_oem_ephemeris = ground_station_client.create_ephemeris(
name="2024-07-22 S3 OEM Upload",
satelliteId="fde41049-14f7-413e-bd7b-EXAMPLEQ1",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=5),
priority=2,
ephemeris={"oem": {"s30bject": {"bucket": bucket_name, "key": object_key}}},

print(f"Created OEM ephemeris with ID: {s3_oem_ephemeris['ephemerisId']}")

TR E—NRAIRIEBRFP E4EH OEM £ 8A DescribeEphemeris #4EIR Bl 49 $4E R 6l

"creationTime": 1620254718.765,
"enabled": true,
"name": "Example Ephemeris",
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"ephemerisId": "fde41049-14f7-413e-bd7b-EXAMPLEQ2",
"priority": 2,

"status": "VALIDATING",

"suppliedData": {

"oem": {
"sourceS30bject": {
"bucket": "ephemeris-bucket-for-testing",
"key": "test_data.oem"
}
}

RESVASEERRE

/A Important
FUASEENRER LTRSS , EERABA
NFERBENTABEENZTLAS , Azimuth SREREFRNESI™=HRNFRIZEE, 58~
REMNIFEZNTIEEMEL |, HRNRHBRFIETKESZ, BXEHENAHIRMILRIERFREN
FZEE , FEIHTF AWS X#F ZIEAWS Support Center Console, FRAHHE A5 S ET
B % i F Bl HEAE TR A=

B
FUASEERRMT MHEFRHIENEGRINVEREER&EAABNSG E, SEELEHERT
EPENERRE  TURMAFHERENFULANNE | L REEBRNMEMI R ERIE AL,

AWS Ground Station FE2F WA MEVCER BT, MREFERLLATIEIIEE , AWS REREHNERK
EREHBERZ R

XRAENUTZREHERA

- RHIRAEXE ERFNEHHER R (LEOP) HiE , TEREFEHNERE , HERESHIEE

IR
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ERAFVASEENRE , RRAMITERFAUEHKTIE ARN, IRFTEBEIE ARN , ©
MREANRRABEN -2 , BEAVASEENNATRE&ED , MARHITENNL LS H#
R, ANANAENRERBENBEEAREK , AEL T ZNENRLER TG,

FlugsREERHERN

FUASEERRBEETHARENSVANSEEAR  XEEEIRAL, M RBEE—R

PIBRRENEEEN T LANMME,
FUASEERBENXBAKRID R

- G@@ round Station : FEALFVASEEHRNISEE,
- AERN  AEMITES{ ( DEGREE_ANGLEZXRADIAN )

s B NS/ ENERANGVANTAES,

- WREAEHNAE  FEMEXNEBNENSLARNIAE,

B BREEE

- SENH ( D ERWWEAERE )
« BRHEESEE ( 2 BREVFF AL Rat A )
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FuASERS
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SRS NASEER

FNASEERFERMERBMN CreateEphemerisAPI I#ESIE  BFEREMHEE, azE1E TLE f OEM
ERRVEEXHET :

- RAMIEE—NgroundStationSHK

BRPSDNERE ZsatelliteIdS K

RARRETER (BN UABRERTREFETHEY )

BN BRUAEEED 5/ azimuth/elevation RFREX# 4 M AR EI BiE(E
CreateEphemerisAPI USRI #4448 7 H AR FI R E R

BEXLEE , LEEFALFTERNIRENRN VALIDATING HBHRS TERE , ZITEREFRIT
EHNERHERTERE, AEERIRABSMIEREREERSTIZE , EFFT 2B TER

Ao ENABLED& 1% % DescribeEphemerisif] 2 RS FE A CloudWatch E4F KR Er E 7 HVIRSE
1t

ENTHRONERHRITHELRR , FSH WU 27T HEDERR

T~ BE APIRIB A VNSEER
TR RGIBRT i EHEA T Python B9 SDK (AWS Boto3) SISV EEER :

import boto3

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Create azimuth elevation ephemeris

azimuth_elevation_ephemeris = ground_station_client.create_ephemeris(
name="Azimuth Elevation for Ohio Ground Station",
ephemeris={

"azgl": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [
{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {

RS UASEENRE 63


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html

AWS Ground Station

RAriEmE

"startTime": "2024-03-15T10:00:00Z",
"endTime": "2024-03-15T10:15:00Z",

"el": 10.0}%,

{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},

iy
"azElList": [

{"dt": 0.0, "az": 45.0,
iF

]I

}I

print(f"Created ephemeris with ID: {azimuth_elevation_ephemeris['ephemerisId']}")

EARHIF

FuASEHEES ‘BXB—5" wEEHEXE
BELENBNVIEE

ZABRAE155 &
XEERSSENAAENEFYREE

R ALK azimuth/elevation Xt ( &2 5 X1 )

=l - M S3 LB ASERE
NFRANBIESE , BN S3 FRBLESVASERE

import boto3
import json

# Create AWS clients

s3_client = boto3.client("s3")
ground_station_client = boto3.client("groundstation")

# Define S3 bucket and key
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bucket_name = "azimuth-elevation-bucket"

object_key = "singapore-azimuth-elevation.json"

# Create sample azimuth elevation data

azimuth_elevation_data = {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

10.0%},

: 15.03,
20.0%},
25.03%,
30.0%},
35.03%,

35.03,

. 40.03,
45.03,
50.0}%,
55.03,
50.0}%,

{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z",
"endTime": "2024-03-15T10:15:00Z",
},
"azElList": [
{"dt": 0.0, "az": 45.0, "el":
{"dt": 180.0, "az": 50.0, "el"
{"dt": 360.0, "az": 55.0, "el":
{"dt": 540.0, "az": 60.0, "el":
{"dt": 720.0, "az": 65.0, "el":
{"dt": 900.0, "az": 70.0, "el":
1,
.
{
"referenceEpoch": "2024-03-15T10:15:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:15:00Z",
"endTime": "2024-03-15T10:30:00Z",
.
"azElList": [
{"dt": 0.0, "az": 70.0, "el":
{"dt": 180.0, "az": 75.0, "el"
{"dt": 360.0, "az": 80.0, "el":
{"dt": 540.0, "az": 85.0, "el":
{"dt": 720.0, "az": 90.0, "el":
{"dt": 900.0, "az": 95.0, "el":
1,
},
1,
}
# Upload sample data to S3
print(f"Uploading azimuth elevation data to s3

s3_client.put_object(

://{bucket_name}/{object_key}")
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Bucket=bucket_name,

Key=object_key,
Body=json.dumps(azimuth_elevation_data, indent=2),
ContentType="application/json",

)
print("Sample data uploaded successfully to S3")

# Create azimuth elevation ephemeris from S3
print("Creating azimuth elevation ephemeris from S3...")

s3_azimuth_elevation_ephemeris = ground_station_client.create_ephemeris(
name="Large Azimuth Elevation Dataset",
ephemeris={
"azl": {
"groundStation": "Singapore 1",

"data": {"s30bject": {"bucket": bucket_name, "key": object_key}},

iy

print(f"Created ephemeris with ID: {s3_azimuth_elevation_ephemeris['ephemerisId']}")

SINRMEBE—1 JSON &1 , HAUASEHRENEXNSERE L&A ROIPFIRHNEXER.
ERAFVANAERRERRA
ERAFNANBERTRREKRRAN , RES TLE M OEM EfXRFME :

1. ERBIEAFVASEEN CreateEphemeris
2. EEEHEFIRZA ENABLED
3. FABERBEEEEReserveContactiTBE R A

ERGTNANEERRMAUKRIRANRA

import boto3
from datetime import datetime
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# First, create an azimuth elevation ephemeris
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print("Creating azimuth elevation ephemeris...")

create_ephemeris_response = ground_station_client.create_ephemeris(
name="Azimuth Elevation for Contact Reservation",
ephemeris={

"azel": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z",
"endTime": "2024-03-15T10:15:00Z",
},
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.0},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},
1,
}

]I

},
ephemeris_id = create_ephemeris_response["ephemerisId"]
print(f"Created ephemeris with ID: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
print("Waiting for ephemeris to become ENABLED...")

while True:

status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]
if status == "ENABLED":
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print("Ephemeris is ENABLED")

break
elif status in ["INVALID", "ERROR"]:

raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# Reserve contact with azimuth elevation ephemeris
print("Reserving contact...")

contact = ground_station_client.reserve_contact(
# Note: satelliteArn is omitted when using azimuth elevation ephemeris
missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-profile/
example-mission-profile",
groundStation="0hio 1",
startTime=datetime(2024, 3, 15, 10, 0, 0),
endTime=datetime(2024, 3, 15, 10, 15, 0),
trackingOverrides={"programTrackSettings": {"azEl": {"ephemerisId":
ephemeris_id}}},
)

print(f"Reserved contact with ID: {contact['contactId']}")

® Note

REEHFUANSERRNVEME , TUERKZsatelliteArnS 8, EEMEIRES , R
BEEENFVANMDA,

B AT ARV BR R A

FRAFVASEERRN , APl EEREMNSH : ListContacts

ALMBER P E I ZsatelliteArnS
- WIARMHEFBEHNUASEENEK ID WephemerisE ¥ , MEEEFABNER K
- HRHUNFVANMNAES TIE RN E 7 BN, TRANEMENSERHEX

o BMARXTIRMgroundStation® missionProfileArn

A VASEENRFAACIHHITRARIANTRA

import boto3
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from datetime import datetime, timezone

import time

# Create AWS Ground Station client

ground_station_client

boto3.client("groundstation")

# Step 1: Create azimuth elevation ephemeris
print("Creating azimuth elevation ephemeris...")

ephemeris_response = ground_station_client.create_ephemeris(
name="Stockholm AzEl Ephemeris",

ephemeris={

"azel": {
"groundStation": "Stockholm 1",
"data": {

}I

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

]I

{
"referenceEpoch": "2024-04-01T12:00:00Z",
"validTimeRange": {
"startTime": "2024-04-01T12:00:00Z",
"endTime": "2024-04-01T12:30:00Z",
},
"azElList": [
{"dt": 0.0, "az": 30.0, "el": 15.0},
{"dt": 360.0, "az": 45.0, "el": 30.0},
{"dt": 720.0, "az": 60.0, "el": 45.0},
{"dt": 1080.0, "az": 75.0, "el": 35.0},
{"dt": 1440.0, "az": 90.0, "el": 20.0},
{"dt": 1800.0, "az": 105.0, "el": 10.0},
1,
}

ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Step 2: Wait for ephemeris to become ENABLED
print("Waiting for ephemeris to become ENABLED...")
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while True:
describe_response = ground_station_client.describe_ephemeris(
ephemerisId=ephemeris_id
)

status = describe_response["status"]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break
elif status in ["INVALID", "ERROR"]:
# Check for validation errors
if "invalidReason" in describe_response:
print(f"Ephemeris validation failed: {describe_response['invalidReason']}")
raise RuntimeError(f"Ephemeris failed with status: {status}")

print(f"Current status: {status}, waiting...")
time.sleep(5)

# Step 3: List available contacts using the azimuth elevation ephemeris
print("Listing available contacts with azimuth elevation ephemeris...")

# Convert epoch timestamps to datetime objects
start_time = datetime.fromtimestamp(1760710513, tz=timezone.utc)
end_time = datetime.fromtimestamp(1760883313, tz=timezone.utc)

contacts_response = ground_station_client.list_contacts(
startTime=start_time,
endTime=end_time,
groundStation="Stockholm 1",
statusList=["AVAILABLE"],
ephemeris={"azEl": {"id": ephemeris_id}},
# satelliteArn is optional
satelliteArn="arn:aws:groundstation::111122223333:satellite/a88611b0-f755-404e-
b60d-57d8aEXAMPLE",
missionProfileArn="arn:aws:groundstation:eu-north-1:111122223333:mission-
profile/966b72f6-6d82-4e7e-b072-f8240EXAMPLE",

)

# Process the results
if contacts_response['"contactlList"]:
print(f"Found {len(contacts_response['contactlList'])} available contacts:")
for contact in contacts_response['"contactlList"]:
print(f" - Contact from {contact['startTime']} to {contact['endTime']}")
print(
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f" Max elevation: {contact.get('maximumElevation', {}).get('value', 'N/
At)Ror
)
else:
print("No available contacts found for the specified azimuth elevation ephemeris")

(@ Note

FIHERRARN , BTRETEFUASRE ID BWephemerisZ ¥ , UEEENEABHSLAS
BREARKRBERRAEA, satelliteArnMIREE , ©FSEMBUIERAXEK , BERA VA
MBEMRATREER , ITRITERRLLES PR,

FHAEENEFTRERKRAA

B

FEHEENXER (TLE, OEM AN AMA ) it , WA LUER APl REBEXR A, ReserveContactZs¥i
NEFHATHREBRRANELIEREUARBRRIIZHRRANEETZE,

AWS Ground Station K& R ZNMNEFHEMNERIR. XEWKE , BIEELSIHEKR AR I 0] AWEKR
ABEQD , EtEFEFUTREAELZCHITEZEN., Bt , EXEENRERIIENBRIAETITERS
3K ZSCHEDULEDM |, HIHEZAIRASH (L # 1T EH RIS 1E,

/A Important

NFAUABSEEF , ATAMReserveContactiZRPE B iZsatelliteArnS % , #H
BATRBEFNE ID, trackingOverridesXF TLE #l OEM Efik , BIMAZTERE.
satelliteArn

ERR AT TERE
EREEYEFMEBRRANEETERRERD

1. List-then-reserve T/EFTRE : BAYIHATAMNEBKRAED ListContacts , RAEEBRHRBREIENE
O, HEEEREERZHEEMETANIAR , XFEEIEEER.

2. BEMITITERE  BEEERENEBENRBHRRAA , TELIEATANKRA, HERESLHEF
ENRANANEEFEAMABENNE RN , XSG EEEEA.
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AR TERREEN , BELEIRATENREER, UTETRET SHITE R,
THERRE 1 I THNBRRARBTRT

BTEREEAERNTHANBKRAED , AERERBENED, SREERBEERCERMBE TN
lart , XREA.

= ERTNASEERRIIEH KRR

import boto3
from datetime import datetime, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Create azimuth elevation ephemeris
print("Creating azimuth elevation ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="AzEl Ephemeris for Contact",
ephemeris={

"azl": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z",
"endTime": "2024-03-15T10:15:00Z",
},
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.0},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},
1,
}

]I
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.
.
ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")
# Wait for ephemeris to become ENABLED

while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# List available contacts

print("Listing available contacts...")

contacts = ground_station_client.list_contacts(
# Note: satelliteArn is omitted for azimuth elevation ephemeris
groundStation="0hio 1",
missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-profile/

example-profile",
startTime=datetime(2024, 3, 15, 10, @, @, tzinfo=timezone.utc),
endTime=datetime(2024, 3, 15, 10, 15, @, tzinfo=timezone.utc),
statusList=["AVAILABLE"],
ephemeris={"azEl": {"id": ephemeris_id}},

if contacts["contactList"]:
# Reserve the first available contact
contact = contacts["contactList"][0]
print(f"Reserving contact from {contact['startTime']} to {contact['endTime']}...")

reservation = ground_station_client.reserve_contact(
# Note: satelliteArn is omitted when using azimuth elevation ephemeris
missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-
profile/example-profile",
groundStation="0hio 1",
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startTime=contact["startTime"],
endTime=contact["endTime"],
trackingOverrides={
"programTrackSettings": {"azEl": {"ephemerisId": ephemeris_id}}

}I

print(f"Reserved contact: {reservation['contactId']}")
else:
print("No available contacts found")

B ER TLE EARIIE HFAT

import boto3
from datetime import datetime, timedelta, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

satellite_id = "12345678-1234-1234-1234-123456789012"
satellite_arn = f"arn:aws:groundstation::111122223333:satellite/{satellite_id}"

# Create TLE ephemeris
print("Creating TLE ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="TLE Ephemeris for Contact",
satelliteId=satellite_id,
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=7),
priority=1, # Higher priority than default ephemeris
ephemeris={
"tle": {
"tleData": [
{

"tleLinel": "1 25994U 99068A  24075.54719794 .00000075 00000-0

26688-4 @ 9997",

"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934

14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),

+
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iy

ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# List available contacts

print("Listing available contacts...")

start_time = datetime.now(timezone.utc) + timedelta(hours=1)
end_time = start_time + timedelta(days=1)

contacts = ground_station_client.list_contacts(
satelliteArn=satellite_arn, # Required for TLE/OEM ephemeris
groundStation="Hawaii 1",
missionProfileArn="arn:aws:groundstation:us-west-2:111122223333:mission-profile/
example-profile",
startTime=start_time,
endTime=end_time,
statusList=["AVAILABLE"],

if contacts["contactList"]:
# Reserve the first available contact
contact = contacts["contactList"][0]
print(f"Reserving contact from {contact['startTime']} to {contact['endTime']}...")

reservation = ground_station_client.reserve_contact(
satelliteArn=satellite_arn, # Required for TLE/OEM ephemeris
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missionProfileArn="arn:aws:groundstation:us-west-2:111122223333:mission-
profile/example-profile",

groundStation="Hawaii 1",

startTime=contact["startTime"],

endTime=contact["endTime"],

# Note: trackingOverrides is optional for TLE/OEM

# The system will use the highest priority ephemeris automatically

print(f"Reserved contact: {reservation['contactId']}")
else:
print("No available contacts found")

THERE 2 | EERRMY

LTHEREEEREBRRA , TFELIETRER. HECLANEMFENBRRNBHEESEERH
B, XHAEFEERA,

M ERSNASEERREEME

import boto3
from datetime import datetime, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Define contact window
contact_start = datetime(2024, 3, 20, 14, @, 0, tzinfo=timezone.utc)
contact_end = datetime(2024, 3, 20, 14, 15, @, tzinfo=timezone.utc)

# Create azimuth elevation ephemeris for the specific contact time
print("Creating azimuth elevation ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="Direct Contact AzEl Ephemeris",
ephemeris={

"azgl": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [
{
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"referenceEpoch": contact_start.isoformat(),

"validTimeRange":

"startTime": contact_start.isoformat(),

{

"endTime": contact_end.isoformat(),

iy
"azElList": [

{"dt": @.@, "

{"dt": 180.0,
{"dt": 360.0,
{"dt": 540.0,
{"dt": 720.0,
{"dt": 900.0,

]I

}I

az .

IlaZ

az

"az":

"az":

ephemeris_id = ephemeris_response["ephemerisId"]

print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:

status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:

raise RuntimeError(f"Ephemeris failed: {status}")

time.sleep(5)

# Directly reserve the contact

45.0,

az .

50.0,

: 55.0,

60.0,
65.0,
70.0,

"el": 10.0}%,
"el": 15.0},
"el": 20.0}%,
"el": 25.0},
"el": 30.0}%,
"el": 35.0},

print(f"Reserving contact from {contact_start} to {contact_end}...")

reservation = ground_station_client.reserve_contact(
# Note: satelliteArn is omitted for azimuth elevation

missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-profile/

example-profile",
groundStation="0hio 1",
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startTime=contact_start,

endTime=contact_end,

trackingOverrides={"programTrackSettings": {"azEl": {"ephemerisId":
ephemeris_id}}},
)

print(f"Reserved contact: {reservation['contactId']}")

. £ TLE 2 REEMIT

import boto3
from datetime import datetime, timedelta, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

satellite_id = "12345678-1234-1234-1234-123456789012"
satellite_arn = f"arn:aws:groundstation::111122223333:satellite/{satellite_id}"

# Define contact window (based on predicted pass)
contact_start = datetime(2024, 3, 21, 10, 30, 0, tzinfo=timezone.utc)
contact_end = datetime(2024, 3, 21, 10, 42, @, tzinfo=timezone.utc)

# Create TLE ephemeris
print("Creating TLE ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="Direct Contact TLE Ephemeris",
satelliteId=satellite_id,
enabled=True,
expirationTime=contact_end + timedelta(days=1),
priority=1,
ephemeris={
"tle": {
"tleData": [
{
"tleLinel": "1 25994U 99068A  24080.50000000 .00000075 00000-0
26688-4 @ 9999",
"tleLine2": "2 25994 98.2007 35.6589 0001234 89.2782 18.9934
14.57114995112000",
"validTimeRange": {
"startTime": (contact_start - timedelta(hours=1)).isoformat(),
"endTime": (contact_end + timedelta(hours=1)).isoformat(),
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}I

}I

ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# Directly reserve the contact
print(f"Reserving contact from {contact_start} to {contact_end}...")

reservation = ground_station_client.reserve_contact(

satelliteArn=satellite_arn, # Required for TLE ephemeris

missionProfileArn="arn:aws:groundstation:us-west-2:111122223333:mission-profile/
example-profile",

groundStation="Hawaii 1",

startTime=contact_start,

endTime=contact_end,

# Note: trackingOverrides is optional for TLE

# The system will use the highest priority ephemeris automatically

print(f"Reserved contact: {reservation['contactId']}")

BERRARSHEL
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REARSEBATEREH

e SCHEDULING-EEEAEEXRALHTARRHE
« SCHEDULED-B BRI ZHEEB R A FFIIT
« FAILED_TO_SCHEDULE-TZEZHER A ( BIHIRE )

BRERARSHEGRABNESFER , FSRTBERIALERFH.

5 FSEI AR A 12 EventBridge

EXRSERRARBHEL |, B LU E — EventBridge & Amazon # M |, ZMNE Ground
Station Bx R A B SURASE AL A Lambda ¥, XA EHRBMRRAARSEEREEE AT BE.

eI

1. 812 Lambda ERECRAG BB A NRBSEEEH
2. 8125 Ground Station BREIRASTEEHMITE K EventBridge FN
3. %N Lambda BEENFLNK B 45

Lambda ERE4AL B REF R

ARUBBRRAANRSEEEHH Lambda B TR R |, BSRERS

M GroundStationCloudWatchEventHandlerLambdaAquaSnppJlpssTerraDigIF.yml
CloudFormation &R, LR ATE AWS Ground Station &F A7 Amazon S3 F# @+ KT, BXH
B bR AREY BLER | 1§25 dataflow ¥ SURBIIE© HRE — R E 2

EventBridge #1 1 & &

i EventBridge AL R fEA U TEHEXNFREEFTAE Ground Station Bx RIRSHIZEAL

{

"source": ["aws.groundstation"],
"detail-type": ["Ground Station Contact State Change"]
}

ENFRBFERS (HIIEFE ) |, ATLURINEA{E B IRIERS

{
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"source": ["aws.groundstation"],
"detail-type": ["Ground Station Contact State Change"],
"detail": {
"contactStatus": [
"FAILED_TO_SCHEDULE",
"FAILED",
"AWS_FAILED",
"AWS_CANCELLED"

BXERA Lambda B#RAIE EventBridge MM KiF 4R EA , 1525 Amazon EventBridge I iE§m
B9 O XS B4 R N AL

1’ & B3t EventBridge M
B A LABI 2 EventBridge F N LA B zh e BBk R ARSI, fl -

« BRATEZHNREEA
o HERRAM ARALA Lambda BIEAAER R PREPASS
« IBFRBRRFEAIFRN AT

BXxi&E AWS Ground Station =4 EventBridge MMM E L , HSHEFAHZE4H AWS Ground
Station LI B 31k,

RESRERANEESM

A AL bRz

AWS Ground Station HTF X&2HERR , AEFERHEREOListContactsARERXWHME
FPME , ARETEMIT, ELEXAFERA :

1. MITEESHLETRRARS

2. FAZANAEOXRUEHESE

3. BT , EERRAMMIKRA

4. £ EventBridge B4 % FAILED_TO_SCHEDULERZ
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EF%R ETTERA ETERES
TLE £ & ( ik )
OEM g & ( ik )
Kl mEEe & (Tik) ]
THRERANEMHER

EFEEMER. B EEBFD. TIREIRE T E5 K E 58 BB TR,
TLE #1 OEM Ef &

NFOEMHMTLE Efk , EMIEERBEE —NEFLTEIRS. NEFRANERTREEAN
BEERSRERNER , HAHNBERRK. LEREBEHEARTMERES., RE N HEBKRE
[BlListContactsETFIEF ., WRZ/ ENABLED WEFEBMHEBEMNE LR , N EARKIECERERH
NEFR,
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https://docs.aws.amazon.com/ground-station/latest/ug/locations.site-masks.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListContacts.html
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® Note

AWS Ground Station X EM T EENABLEDE F IR ENRBEERSES (SN : Service
Quotas ) » BEHEAXEWRIASG EEZERHKE , EMBR ( £/ DeleteEphemeris ) ERA ( &£A
UpdateEphemeris ) B AR KB/ ZRECIBNBEFRRUENER,

MBHAMNEEFRER , EZEEFFREBENABLEDIRZ , M AWS Ground Station JFE T 219 2R
INEFI&R ( 3R H Space-Track ) (HIRE )., LBRINEFTWREERH 0,

FlugMEERR

Azimuth (TEAEFRNIEREE OEM M TLE EfFRTE. ENMNANVASEENEHE ST/ M E
MXEE  RERER. HYEEAAVASEENRARERRN SNBSS HHARIEEEFRN S

AEEEMN, trackingOverrides

FUANAERRNEEXS

« RERLERRE-EUUNBUERRARBEEER
- BETEE-FNENE 5 ER i H 558 < B
- RAEEDERYE-MREENENTATA , MNERRFEK

(® Note

Azimuth (1A EFRTES OEM M TLE EFXRES. SIIREMITEHRRARBEEEN , H
BREETEFRBEERFFEA,

2 1 R S5 B R HR AV R AL AV I

£/ DescribeContact API B RESEZ A WA EREFHENN LA ZHHRR AN M,

NFOEMMTLE EfR , ELERHEF 2o ZHENBKRRAFRE RV RN RETE |, M RLRER
HERAEMNETR. NRETEHETNMABUESETNENERATRE , WHTFRXEEH i
BIENZT , XUESSBIETESRENVEMMNBES EE, transmitreceive ALtk , RINNBWEELERE
ZENERRAKTHENFER G , BUBHEHMLZBEAR KA B RETE,
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https://www.space-track.org/
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£ DescribeContact AP| , Al LU b R BN T E At startTimeMendTimeiR

BBy AR B, RIAEH T A KXEFE transmit/receive F BBz Sz
fTvisibilityStartTimeMvisibilityEndTimeToAEANERD . MREERBUEH EFZHEN
SREVERR A, MIBR Rt ESEE £ o At [ESEE 2 AR ARS8 30 #. RBUEBRAYETE AR
NEBUENBRRARERTERH. BXEUERRNESZEER , B2 M : G round Station FAQs,

NTHRUASEER , MENKRAFERARERIAMNEENBEER, NREFEENMSLINE
RANFBNASERSE , WA LBUERRFER N ENEHRLIHEM,

RENT 2Ry HBI 27

Al LUE 8 A g ek & AWS Ground Station 3 E R EHBiEANER
ko GetSatelliteListSatellitesiX R Fh £ E R E LY EANENN THE, FEIBRAERTRNVBEE
NERRMBRINETRWERRABIEEMTR. AWS Ground Station

@ Note
FUASEEMRSIERX , BT HBKIRE, GetSatelliteListSatellitesERRBRF
NASREERRNEE , BEATAEISEEMNK ID DescribeEphemeristy API |, S& F
FListEphemerides&E& &K~ HNAMARTAER XK.

RINEFFXEE source M epoch FE, epochiX M Sp ace-Track FIRZENHI TN 4k 7t 3= S 1Y A
K, eBAEATUHET ENHIE,

BEXEfH CUSTOMER_PROVIDED A source fE , B#f ephemerisId FEF EE M —FRIREF,
Lt —#RIRAF O] A T8 DescribeEphemeris BEEHER . WMRE L&A AWS Ground Station &
HREREFPETER , WEIRE —NA[EFnamek, CreateEphemeris

EHEIENE K EFREEIHASELHM , AWS Ground Station AR EIRIZIER2IEA API BH{EH
B EFH IR,

FEHRARAEFN I ERFIRE GetSatellite

"satelliteId": "elcfe@c7-67f9-4d98-bad2-EXAMPLE",

"satelliteArn": "arn:aws:groundstation::111122223333:satellite/elcfe@c7-67f9-4d98-
bad2-EXAMPLE",

"noradSatelliteID": 25994,

"groundStations": [
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeContact.html
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListSatellites.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
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https://en.wikipedia.org/wiki/Two-line_element_set
https://en.wikipedia.org/wiki/Epoch_(astronomy)
https://www.space-track.org/
https://en.wikipedia.org/wiki/Epoch_(astronomy)
https://www.space-track.org/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateEphemeris.html
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"Ohio 1",
"Oregon 1"

iF

"currentEphemeris": {
"source": "SPACE_TRACK",
"epoch": 1528245583.619

FABENEFNIEE R GetSatellite

"satelliteId": "elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"satelliteArn": "arn:aws:groundstation::111122223333:satellite/
elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"noradSatelliteID": 25994,
"groundStations": [
"Ohio 1",
"Oregon 1"

1,

"currentEphemeris": {
"source": "CUSTOMER_PROVIDED",
"ephemerisId": "elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"name": "My Ephemeris"

SImFvAEERE
mFFHABREMRSDERX  AREREEATANER APIs RXANBRAEXCIINES :

1. AT %lListEphemeridestH KRB ER , SREANASEER. BUIRRSHMERXR R
1T0% 1%

2. DescribeEphemeris SR EMNEFR % ID —BFEAATRBREXFUASEEHNFHAER.

3. DescribeContact 5 EMNBKRA ID BLEER , IRBMAXATHRRANERNFAES.

BEFNASEENWListEphemeridesli B 7R 4H1

"ephemerides": [

R BEENYERNIE RS GetSatellite 85


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html
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{
"ephemerisId": "abcl2345-6789-def@-1234-5678EXAMPLE",
"ephemerisType": "AZ_EL",
"name": "Azimuth Elevation for Ohio Ground Station",
"status": "ENABLED",
"creationTime": 1620254718.765
},
{
"ephemerisId": "def45678-9012-abc3-4567-8901EXAMPLE",
"ephemerisType": "TLE",
"name": "TLE for Satellite 12345",
"status": "ENABLED",
"creationTime": 1620254700.123
}
]
}
® Note

fEListEphemeridesMa i , S ASREERNFRFEAgroundStationizmF =2
FsatelliteIdE , k5 FiR7,

S-Sk NV ==Y €

MR EEBENERBEN , EHBEEZEERIEFRANBRIAERR. AWS Ground Station AWS
Ground Station FE}& B4 BEH. ASHMNEFEHNERTXRTHERAZH , T2BRAERARIANNER
Fo AWS Ground Station tE A& 5| HBE HFIF RN EHZHAR BB R A |, BIEEZEIHA6tE

ZERBMIANERRTA,

(® Note
FUABERERREERANE , tFRBEZLEETR. tiIRERSE
FtrackingOverridesZHMAKRANBEERN, MREFTEBERALAVNASREERR ,
REETEEREEENERTRERRIANT , REEIAETRNIIEET R,

#X& TLE 1 OEM Effi &
BiRE S B EMWMIA Spac e-Track EA % , SRBEBRITU T BAEZ — -
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html
https://www.space-track.org/
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o MIER ( 65 DeleteEphemeris ) S22 ( £/ UpdateEphemeris ) FIEEFIRHNEBHER. &
AILAE A ListEphemerides I HEFIREN T ENER,

- EREFRENAEINRERIA.

BO LB A A GetSatellite HIRIUET 2 HFT 27 source AN SPACE_TRACK RBIAREBLEE
FRABRANETR. BEXRIANRINEFTHREETRNESZELS |, FS5H,

EBFVASEERRX

HTASREMBRABERETAVASEENR , AREIERX , BIERE “RE" NRINERIHR
o MR, BUNENTARNERLUASEER !

- ZELFRAANVASERN  RAEREBHNEKRANT , EEEEMEE, trackingOverrides
satelliteArnEXRARN X NEAEELENEIER,

- EBRAEANSNASEERR : ATHERTBDeleteEphemerisEEM A VASEER. )%
E L BEAMRELHFNBRRASTEEEANER,

EIHEKFHRAMERVASEER , BFH, ListEphemerides AU BAERENRATLE
HephemerisTypeiz>kiR%l , L AILAUBE MR R FEgroundStationig AR FEFKIR
#l, satelliteld
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AWS Ground Station AFiEmE
£ HEE R

AWS Ground Station fEA T S FLEXRRMWERTER , LEXNKREBEHTREE, 8N [EH—
MERETHLENERERT. AT HAXME , TUERFBIERIREantenna-downlink}
a. s3-recordingizantenna-downlink¥ RFRRIRIEE E P E LS B FHINNIL TR E EK
FHFIR, s3-recording®RR—MIETR , EFEREANBEH GHEFRELN S3 FHETP.
£ RN BEREREZNALERFZCN RF BERSLHE S3 FiHEME.

EESEEXHD , UL BB FSHERRFELENER, UTETNEBNMEBEESZHRESFERAN
Hi AWS &JR , AWS Ground Station =& 7T HEBBERNEN. EXENMNTRITHARNNFEME
B SRFNEAANRTRERERT R , 5 MER AWS Ground Station Bl &,

FH

« AWS Ground Station ##EF mE#E O
- EABXEHEERR

- REMEE Amazon S3

- IZEMEE Amazon VPC

- EEFMEE Amazon EC2

AWS Ground Station #3E ¥ mE#EO

RIS BB A0 2 REEL MBUA T B RMFR, X ERXNEAELFEDEERMRRRALR, MU
TLE T SR BN BIERATERNEN,
o RETITHR
« (T less-than-or-equal® 40MHz ) BIELL VITA-49 E5HIE/IP A BEINFRZIE,
o (TRATF 40MHz ) BIEHER 2 AWS Ground Station EFIED&IX,
+ antenna-downlink-demod-decode
« BIELAIE Demodulated/Decoded /IP R BTFEBW R &%,
o R& EITHER
« BHRELSAUER VITA-49 E583E/IP A HESEIE.
« antenna-uplink-echo

o BIEL VITA-49 E58URE/IP A BITEIHFEAEIE,
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https://www.vita.com/Standards
https://www.vita.com/Standards
https://www.vita.com/Standards

£ 5 X I B2

AWS Ground Station ¥ [X 15§ #t#E 1% % Th 8E f£ 18 7] LA R SE S B M K & & 3% BIE47] AWS Ground
Station X#FMH AWS Xif, XEWE , BAEEN AWS X4 BN EMIEE |, HLZEEEAMAWS
Ground Station ith 5 2 £ £ X35 19 Bx & B A o

1£ Amazon S3 FiE @ WIS LR AZIER , AWS Ground Station N EERBrFFAE X A,

EFAEXiEHIE&HZE Amazon EC2 k4l ( £/ AWS Ground Station RERHERLETR )
DAELE LB AWS X PR BHBFERAG TR , HEXITIEEHRMN X, dataflow-endpoint-
config AWS Ground Station {7 & &1 5 X 15 4% M 5z .

R EMEE Amazon S3

Bal LA{E A Amazon S3 F# @I LT AR AWS Ground StationiZIW T1T8 KR ER. E0/ZEHEFR s3
XA E | BAMEEBIEE Amazon S3 FEE RN AWS Ground Station [@Z#EEE AXHH 1AM
ﬁ@'o

I 5 S3 % ConfigF > Amazon S3 Z##8. IAM &&= AWS Ground Station & B 8| 2RI BRF |
BESH,

wEMBE Amazon VPC

®E VPC WEEEMEL T AEENEE. ERATH , 55 Amazon VPC FIF IR,

EARTH |, FEEN Amazon EC2 M Dataflow £ w1 RQaAF#E T VPC #, AWS Ground
Station T XEFLEHFE RN S MEER—MITBNMNRERF LIS —NMEWER. EC2 EWMEAIFAR
MR | RE—1 EC2 Bz , ZEETRZTAKXITRN ., BXEREN VPC WTERE
BFSRESEREXHEE RHE.
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https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
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£ AWS Ground Station X2 & & VPC

Region AWS Ground Station

Public subnet

| |
Elastic Metwork Interface

o Security
Elastic IP group

[
Private subnet
m EC2 instance

AWS Ground Station
Agent

B D EBIEFIR ML T RELR AWS Ground Station X 3E4], AWS Ground Station 1S RF 3T &
BB RHITRTAE |, RSEREIREN AWS KMS ZAXNE#ITNR, SMKTEHET AWS N
BETMWRREREFEHT L7 EC2 3#1E IP (EIP). BIBEIMH A Amazon EC2 3 MR 42N
(ENI) B3R &HY EC2 £, 3# AZH EC23Lfif5 , REM AWS Ground Station 1H 1 #f 25 &MY 47
HITEMMSFIRRE (FEC) UREFMBELANEIE , ARFBHEXIEEREPEEN IP MiKO,

&/ AWS Ground Station {XEE & VPC 90


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
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TRIE T EIRE VPC LU# 1T AWS Ground Station IR B A IR4HR BT EE T,

ZEP-BIWIRIRE —™MUATF AWS Ground Station REMNZEH, LHEEHN A FEER Dataflow
i RERIEEMNMEEROSEE LA UDP AOMRE. AWS Ground Station 43 AWS EE MBI
R, HEHNBRIXFEF AWS Ground Station IP #i3it, HXx{AHFRENFBEXFNIFMAEER | FS
7 AWS FEE RISk, PrefixListld

HUMEED EN)-SFEF LRZSESIE ENI XBFRERBELN LB FMF,

(® Note

FNENI MM Z 2 ABENBRINET N 5, XR2—NARBHES , &% 16 1, BSH
Amazon VPC B,

AR CloudFormation & 4R 7= 204a] 8 22 255 FR R Y B At 2R 4

ReceiveInstanceEIP:
Type: AWS::EC2::EIP
Properties:

Domain: 'vpc'

InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId:YourVpcId
SecurityGroupIngress:
# Add additional items here.
- IpProtocol: udp
FromPort: your-port-start-range
ToPort: your-port-end-range
PrefixListIds:
- PrefixListId: com.amazonaws.global.groundstation
Description: "Allow AWS Ground Station Downlink ingress."

InstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: ENI for AWS Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup

f# A AWS Ground Station XEE & VPC 91


https://docs.aws.amazon.com/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html
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SubnetId: A Public Subnet

ReceiveInstanceEIPAllocation:
Type: AWS::EC2::EIPAssociation
Properties:
AllocationId:
Fn::GetAtt: [ ReceivelInstanceEIP, AllocationId ]
NetworkInterfaceld:
Ref: InstanceNetworkInterface

. F Region AWS Ground Station

[ [
Private subnet Private subnet
E EC2 - Receiver E EC2 - Transmitter

Dataflow endpoint Dataflow endpoint
application application

Elastic Network Interface 1 Cross-Account
Elastic Network Interface 2

Security Group 1 Security Group 2

1 D EBIBFIRELEFIERELN Dataflow i R AREEAl, AR, BEFELEKS Amazon
EC2 MM EED (ENI) NEBEH AWS Ground Station VPC %%, ARG , BB K inE & H
Amazon EC2 EC2 E6I#) ENI ZAEEISRfl, ARG , REM dataflow RN AEFSNERRIEE
REHIEEN IP KO, NF LT8R ERE  MHABRBER.

TRIETABFERLET LMERHIRE VPC VR ETEEI.
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® Note

N ENI N Z £ ABENRINET N 5, XE—NAEABHRE , &% 16 1, 5SH
Amazon VPC B,

IAM B &-IAM AL Dataflow KigT =H— , REREBKXH ., ATEIEEKS ENI FEEM
finZl A AWS Ground Station mazon EC2 ﬂ;fﬁﬂﬂ’ﬂ IAM A,

Z2E -l RLHMINE ENI, ZEMEMFFEEKS Y Amazon EC2 EFIMEXREK, EFEEARTR
BXZ4£4 2 8y UDP FRE] J:IME’Jdataflow -endpoint-groupF EER UK 0o

HUMNEED EN)1-BFEEFZEE 1 Bl ENI XBFAFEREEFHAF,

TR-BEEBREVKFAEBNINRERELE—THMN IP it 7B F Amazon EC2 £, BXF
MADPEZFMER |, ESHE “FM CIDR #R”

Z a4 2-1 Dataflow iIs 5| A T hEZE2 A, LZEAFEHMNEIATF AWS Ground Station FEHIEEF
ANIEHI K F BY ENL

XE-AXEXSEEIFNXENESER , HSREME X EHIEER,

LA CloudFormation &4 JE 7 204a] £ 22 25 5 Hp iR B9 B At 2249 .

DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
Vpcld: YourVpcId

AWSGroundStationSecurityGroupEgress:

Type: AWS::EC2::SecurityGroupEgress

Properties:
GroupId: !Ref: DataflowEndpointSecurityGroup
IpProtocol: udp
FromPort: 55555
ToPort: 55555
CidrIp: 10.0.0.0/8
Description: "Allow AWS Ground Station to send UDP traffic on port 55555 to the

10/8 range."

FRBFERLHT R VPC EBE 93
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InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
Vpcld: YourVpcld
SecurityGroupIngress:
- IpProtocol: udp
FromPort: 55555
ToPort: 55555
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "Allow AWS Ground Station Ingress from
DataflowEndpointSecurityGroup"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
# Ensure your CidrBlock will always have at least one available IP address per

dataflow endpoint.
# See https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html for

subent sizing guidelines.
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - Dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

R EHMBEE Amazon EC2

EBX AWS Ground Station RS EIERLIm T KRB T VITA-49Signal/IP data or VITA-49
Extension data/IP , EEFHAE EEH Amazon EC2 3£, RIBENIEER , BUUEEER —1
) AT (FE) Ao BES M E LKL HE (SDR) , REAREFZEFHEHM EC2354l, FE = SDR
MERNZEBEH TAAFERENEE. BXFERREEINEZFER , HSHAWS Ground Station
HIEFEEO,

BARMNBSRANEES , WSHANS BS £
LR B A B

AWS Ground Station 12 7 & A4 XK E LR Amazon EC2 EHIRRE .
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AWS Ground Station {$3E A

AWS Ground Station {SER NI F I (digiF) FTEERRBUIEH M LR EEIE , ASRILAT I
BE :

« digiF TITHEERAE DM 40 MHz 2 400 MHz I A Z,

- @M% LR AWS FA2E IPAWS (34 IP) FiSEER, K3 digiF %iE.

- FRABIELY4EE (FEC) UM EIEE W,

- FRAEFEE AWS KMS Z4A# 1T INZE KRR BIRE R

BXEZER |, 5 (AWS Ground Station fXEHAFIERE) -

HiERn RN RRRF

—MRENAREF , AFE AWS Ground Station K& EMEH AWS Ground Station Amazon EC2
SRz B ZIEMBREE. SR TEEN ETERMTITHE,

M ENTLE (SDR)
—MERHENNTLSB (SDR) , TATRG/MARATELEBENES.
AWS Ground Station Amazon #1258 & (AMIs)

NTR/EXLELENHEMNEZNFE , AWS Ground Station JFRHEH T HLE B AMIsHET, AMls
/8 dataflow i =Y &R ARRFMEHE L TLE (SDR) FELENEZTEREIRMELEHIKS,
AT AETL Si# EC2 24| & Fi@i3EFHE Amazon M achine Images (AMIs) A8 32 ity [H U5 SR %

F, with AMIs A AWS Ground Station gent B AFTHY , AILEL G # EC2 #H AP BIELAHT D
HLESAR {5 (AMIs) Ho 18 22 b T U SR 3% 2

AWS Ground Station Amazon #1258 & (AMIs) 95
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e R EN

AWS Ground Station & 7] 1£ T2 £ # At HA A 245k B AWS Ground Station X4k 891K F 3584 BV I #R.
A LAERAENBEREERRARI, RNFEBR , HRIE28EMEBEENRE,

& Y TR

EFHEN , BEERE— , LUEETelemetrySinkConfig AWS Ground Station RzRHE N $kIFE &%
Bfahk, AR5, EAZtelemetrySinkConfigArnZERFUHEBRMBENESREXHF. EF
AXFENIhBEESE BN 4 TBRREE , &N BIE AWS Ground Station TR 1% 4 I & #Y ik
Fo

ENRMAIENTERENT -

1. fRATLATE AWS H S KK - 812 Kinesis Data Streams FiREBUGEN BIE, BEELTIEE L PR
RARE—K Wit X 62,

BRI E -1 IAM BEXRETRENERE ABIEN AWS Ground Station X R,

& A LA 812 TelemetrySinkConfig 5| R EER IAM A&,

& B LU TelemetrySinkConfig A N EIEAES B & X4,

BRI LA AT RN S B E XA S R EERR A

EEALESEE X TRREE |, FENHEE UL FRE 5 AWS Ground Station R 15

4 2 IR/ Kinesis Data Streams o

7. SBATLAER AWS RS E E SN AR F A AALE K B BB EN BEE.

o o kw0 N

AR EN R A

AWS Ground Station 7EiZAtHiE IR LA T @M KA -

(® Note
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18 mE

REAXIEEMBIRAXREEDAEANEE. XMENRBBRAEEMBELRE , SEXGMGT
MEMANDE, BXEZEE , HSH BEEEN,

BR ERIE N
RUBXRLBREFERSMRERERNER. HENXREIEELNREREE DS A B3 RERNAE
EI‘JO H*E%'{Eam y E?l}!’—.l Eﬂﬂ’ﬁiiﬂuo

X35, AT A 1

EMEFAE AWS Ground Station iz 8 AWS X & AT A, FEHRTERERE | ENHIER-FM AWS
Ground Station R&E X R ELZHBR RN X , NREEXEXE,

B AWS Ground Station XigftH LV BRI TESIEK , FSFEAWS Ground Station 1 5,

FB
* IQIEL%_/W“
o THRENEBE

REEN

BRBLUTESRAEH AWS Ground Station BRRABEIEN ., TRIIRER , EEAZFENNE
SEEXHHTERREE | ENRESEESIEN Kinesis Data Streams #iE7R. ERA T # Kinesis
Data Streams , {52 K inesis Data Streams B 38/,

HE 1 CIESE AWS BIR

BLF CloudFormation fXA3ECE R T ARSI 22N R AR 4%/ AWS BIR, HARBERBIZE T — Kinesis
Data Streams HF— IAM &6 | Z A AWS Ground Station -F @ZHEE AE N HIEH R,

TelemetryStream:
Type: AWS::Kinesis::Stream
Properties:
Name: GroundStationTelemetryStream
StreamModeDetails:
StreamMode: ON_DEMAND
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RetentionPeriodHours: 24

TelemetryRole:
Type: AWS::IAM::Role
Properties:
RoleName: GroundStationTelemetryRole
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: groundstation.amazonaws.com
Action: sts:AssumeRole
Policies:
- PolicyName: KinesisWritePolicy
PolicyDocument:
Version: '2012-10-17'
Statement:
- Effect: Allow
Action:
- kinesis:DescribeStream
- kinesis:PutRecord
- kinesis:PutRecords
Resource: !GetAtt TelemetryStream.Arn

BURBIRFIE 7 B BN AT BT R IR BIE S M. AWS Ground Station

Kinesis Data Streams & ZREARFEAERN K ZEXQREFHEANT R. X TAZHA
Bl , BUOXEM. ZREENSHERE 24 Met, BRINMBERT , BRESER AWS REME, EFEF
FEENINZRE—E#ER AWS Key Management Service , &5 IStreamEncryptionE M3 E#f
IAM B &R LB Ekns:GenerateDataKeyX R, BEXEZEE. , 2 Amazon Kinesis Data
Streams FHBERF .

IAM Af-IAM A tiFgroundstation.amazonaws . comfR$ EAIEEZ A & HFEN B IE

A& Kinesis Data Streams . ABREE T EEMNkKkinesis:DescribeStreamiX R
%ﬂklne51S°PutRecordsE§1’Eo kinesis:PutRecordEXREGFEXRBNABCKBNIES , 55
&M 3z W 28 Configo

HMEE-H AT AWS Ground Station AP AR IAM AP AR Miam: PassRolefXfR, X7
T REBIZE AWS Ground Station BEN A G454, TelemetrySinkConfig
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PassRole 5 & R4l

BEXNMAEHIMMACEENESER , F50 IAM AFPEETRHNEE IAM X8, &
Xiam:PassRoleNRHEZER , HSREAFP R T HEACEIES AWS REHIE

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"

]I

"Resource": "arn:aws:iam::999999999999:r0le/your-telemetry-delivery-role-name"

SR 2 . BlE—1 TelemetrySinkConfig

Bl — TelemetrySinkConfig , X #{A @ AWS Ground Station #REY Kinesis Data Streams 4% i
ENHIE, LB 1 PEA CloudFormation Mkt HI57 ARN F &€ ARN,

(® Note

B8t TelemetrySinkConfig , AWS Ground Station fF@E Rt 5 XBtest N ZEMIHiE R
SRISUEFT R EY Kinesis Data Streams Fi#Y 1 B AR o

AR BIENWEZE R TelemetrySinkConfig , 12 512 UES Config.
% 3 F  FHEMNRMMEENESEE XX+
BEBRESHE, BXBESEEXHNEZER , 52 REA AWS Ground Station {5145,

FtelemetrySinkConfigArnRMEIENESEEX 4+ , UEERRBAEEREN EH, £RAL
B 2 i TelemetrySinkConfigf|Z# ARN,
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E4L RYBKRR

FRAXEFENNENESHEXHZHRRA, EERHE , AWS Ground Station 552 N HIE RN
£ 5 BIYRHY Kinesis Data Streams .

BRRABSREMTAL

o ENIFIR-HEMITRE , BEFBERNLH.

o JEFSERTHY R A ——2 M BUE FSLatHY 75 T EBERAY Kinesis Data Streams E#%H .,
« BRRNK-BERFENRRTE,

- BEEFEL-HBRRERN , @NELERIAH.

WA

BRI BMERA U TR R EENEIEER

« Kinesis Data Streams BEi&E#r BEEEAIEE CloudWatch, BXEZEE |, FS L
Amazon Kinesis ##&# Amazon Kinesis Data Stream s.

- NARRFBER-RIENARFPRNRFPERNBBELEER.
« Kinesis $iiE & & 25-# A Kinesis Data Streams EifZ 4l 5 &EE B P RHIIEFE,

i

SIS

ERIRER , B

o THENHERXNATHENRE, FS5R TSN HE.

- MERRARFULEREB Kinesis Data Streams HENEIE. BEXREZEE | ESRN T S
Kinesis Data Streams ¥ FEH &,

- SEAFMEM AWS RS BIZEMNFTM CloudWatch TR,
- MRBHNZ  FEBREHRIER. BSRXIEN 31T HELERR,

T BIE N AR

ENEIE L Baseb4 wIZHY JSON 18 ZAF R 4% i BIYREY Kinesis Data Streams iR, S&KicxkE2
SHELNT 2EEMBEINENER , SRERIEAFRAIEN N &4 R0 THE.

B 4L RYER 100


https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
https://docs.aws.amazon.com/streams/latest/dev/building-consumers.html
https://docs.aws.amazon.com/streams/latest/dev/building-consumers.html

AWS Ground Station ArfEm
BREE R

BRENCFBISATAHEBS -

gL EFick 1) ES

PRAEN BIERN S ERBE R ERMA, XEETUE S T T ENENRE, BXREHRAER
HNEZER , FSRRMRAEH IR,
SEE ID

ENSTE B ME— R IRRF, X AT SUE N BIE S E R R AMXEK,
TR

BXRENHN ETXER.
=

BETEN KRB RFZNNEE,

o X
ENMEFHFEAUTHERN 2 XBEIZBEH Kinesis Data Streams i :

SCOPE#scopeId#TELEMETRY_ID#telemetryId#TELEMETRY_VERSION#telemetryVersion

e X o R F 2N B R ANS EXR B WA IEN B IEE 228 Kinesis Data Streams i+ B [
— AN R, NI R IZBERAENFRREZAZE DT,

18 [

EEENREAXDEEMBAREIERTANEL, XRENLRRLERREERE,
BIEF

BEARE B,

E B AR AT R EE , XA 1SO-8601 &K , XA UTC KX , BEHNED,
FiuH

REWKERHFNVE (LEREM )
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RAriEmE

b=
REHKEMIA (LLERNEAL) o

Commandedazimuth

BHINGNA (LERNEN ), XRREHABKIWERGHLA.
wH AR

BEE (ERNEMY )  XREREEBRIWERDA,

® Note
B T AR A B 9 M IR PRI SRALARAER | KPR R LB AIRESE RN ETE.

THIEFR
b T V&
AR BN (Bl BN 1) o

satellitelD

PR T ERIRAFRIRAF AWS Ground Station,

contactld
BRR AWFRIRET
f5lzn JSON
{

"telemetryTypeAndVersion": "POINTING#1.0.0",
"telemetryType": "POINTING",
"telemetryVersion": "1.0.0",
"scopeld": "12345678-1234-1234-1234-123456789012",
"metadata": {
"groundStation": "Ohio 1",
"satelliteId": "87654321-4321-4321-4321-210987654321",
"contactId": "12345678-1234-1234-1234-123456789012"
I
"data": {

EEEN
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"sampleTimestamp": "2025-12-08T12:00:00.1232",
"azimuth": 180.5,

"elevation": 45.2,

"commandedAzimuth": 180.0,
"commandedElevation": 45.0

R R

RERENRHEERRLBEFERSMBEFRERNER. XMENRBEREENRERESTEABIREN
K R 7 £ B o) BRERAY KXY

(® Note

MR autotrackSHIRIE TrackingConfig AREMOVED , M7 & 12 A 4F 0] 2R BR 3% U 2k
. BXBRRENEZEER , BZHARREE.

BFEFER
EZNRIETE 5

W ENBAEH AT R E , XA 1SO-8601 &K , XA UTC KX , BEHNED,
BERES

K&K YRR, AIBERYE Z#E TRACKING, ACQUIRING F1 MASKED,

trackingErrorAzimuth

FIHBNRERIRE | LEN R4,

trackingErrorElevation

MAH EWRERE | LERNEN,

(® Note

RRREERTINETERNT BPEREE |, Zih B 1E B3 REKE AWS Ground Station
EA, UBAREMRESESBEE.
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RAriEmE

TTHIEF B
BREENSFESEDENERNTHIEFE : groundStationsatelliteld.

5140 JSON

"telemetryTypeAndVersion": "TRACKING#1.0.0",
"telemetryType": "TRACKING",
"telemetryVersion": "1.0.0",
"scopeld": "12345678-1234-1234-1234-123456789012",
"metadata": {
"groundStation": "Ohio 1",
"satelliteId": "87654321-4321-4321-4321-210987654321",
"contactId": "12345678-1234-1234-1234-123456789012"
1,
"data": {
"sampleTimestamp": "2025-12-08T12:00:00.123Z",
"trackingStatus": "TRACKING",
"trackingErrorAzimuth": 0.2,
"trackingErrorElevation": 0.1

M Kinesis Data Streams 7 i EUEkiE

F. contactId

12N BUHE RHE IE B BB Kinesis Data Streams i , H BRI UAEAREREFRHEESNETER. M

B FIRIBEN |, FiEEU T EEE,

Base64 f#g

Kinesis Data Streams i EIE X Base64 wiB., ERFHIEHET N JSON 28I ,

B, BXEZER , HFSRMFERT D% Kinesis Data Streams.,

£ Kinesis BiEEE=R

TS AT R

R T PR RIERENHIE |, Kinesis Data Streams FRiZEH SR H T HRIEEEF B, FHINEER :

o BB HRAPWEMD BT SAHTIBN AL 5o
o RIABBNUEND F P RITICF IR,
- BUREEEFABRAEN DA HER EAE WERVEREFEVREINIZSE,

M Kinesis Data Streams 7 i BV iE
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£/ Kinesis B ik E

Kinesis &% (KCL) B2 5 A Kinesis Data Streams P RBHEXNFZELX:M K BELRE
B, RELMARFEEH. BRIMNEBEH KCL ATEFENEENARR.

BXEZER , RSHEMEM Kinesis B mEFREAE.

RIEHTNR
o B KPR E #E AR 55 FH 18R AV /8 B Th BEM Kinesis Data Streams i HiEE , 58 if/HE | &
ETANAEHENEERNIER, EXEZEERE  BSHAAEREF HFERAZRE

- TRAR 5 A & A Kinesis Data Streams # AWS Ground Station 3T &M &EK. SEMN AR
FHERATELSHE AT 20 FE N 4% 5 KW

« RERE-WIREFREE XL Kinesis Data Streams i , LA T REEHEEITES F.

- BEARMHE-FA CloudWatch IEHRE R EEBNRES, BXEZELR |, 55 R E Amazon Kinesis
¥AE 7 Amazon Kinesis Data Stream s.

SR K hix A 422 i R 3

XENERFIZEAT T RRAES] , USHEEN AN ERTRE, SRiEKFPHtelemetryVersionF &
R REREIRA

RERWEE

« FFRTEES 5| ARRIENRE,
- NAENENRBE TR WETEERERBH R
- BHRRRAEFNBZARMENREMRA,

.« f#itelemetryTypeAndVersiontelemetryType, HltelemetryVersion=ELAHEE {4l
BERIEFH,

BIMNBRVERERARAME AR FINL , ZFFHC AT LA B SN RARA , N A ENERAERF
FE 5| AFTRRAS B R ERIZ 1T o
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SRR A

&R LA A PTIE B S Y AWS Ground Station #2#| 53 AWS SDK B AR E2HIE, RAIKRLEMLE AWS
CLI, BEMZHFIET EMNRLRTE, BEBEAIUERRITHAE 15 2HEE. BUENEFRREBKR
ATRIT* ek, REERAME 2 HHENMER , WA LLEF AWS Ground Station Tl 8 7 ¥ BUE #
TTRIERER,

AWS Ground Station X#FiEXE#FEEH. FHREENESEEXH —HoNEFERLET [REE
RE T HHEEWIBNXE, BREABEXBRFEECANESEE , BSREREXEHEEH,

ELRHBRE  DOBRELZNRR. NREHAREERR , B2 HTHFEH. ReserveContactif i
At , AWS Ground Station @ HBEFEREXHMNEERTFRNRE , MEERRANEBNEGE
Bt {EA, f£A UpdateMissionProfile f1 Xt iX & 3 R AT i B 8 tiUpdateConfig APls T2 RREE
FEIRENBKREADR, NMREEENAREANATERHENEKRA , WA EFERABUEZBKRR
CancelContact , RAEEAEH ZTHZBL R, ReserveContact

*MRBUHEB RSB AR , NECEWBKRTESTERA, BXEHBRRNESER | ESH : G
round Station FAQs.,

F&
- THRERRAANEGEH
- THREBRRAIKE

THRERRAAEWERH

THRBRRAEGES T UBBEEERN BB EREFEIB AWS Ground Statione TRE
AT AWS Ground Station Bk R A £ s B HI AR £ W B & & HEY Event Bridge B, HE %4
=, BEK. “kW’, “FAILED_TO_SCHEDULE”, “BEUH” fl “BE4& 1" AWS_CANCELLED ¥R#%.
AWS_FAILEDEAR AT 2 ML I RSTE K. BXEBMIRAFIRTFAWS Ground Station Br R AR
BSHABURERZRESRAEFLERFTEUERNFMAESR , $Z M. CancelContact
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AWS Ground Station Bt & ARS

RAriEmE

BT AWS Ground Station Bx R ARIRS |, ATLURA THRIZBKRAATELAERNB AL T H 4,
BRR AR

TRERTERRATEABRRE

Status 1%, BR Terminal A EUH A= 1k
AVAILABLE ZEBRR AT LATRY . B TEHR TEHR
HEERHE BRREAEEZHEH, B B B
SCHEDULED BRRERIIZHE, B = &
1T 5 K BXR A KRBEZHERT A, = B B
PREPASS BRRENEF I , RIREEHARS, B = B
PASS BRREABHIEERTT , HEAEES & B =
BE&EE,
JRIB1TE BEERER , FANKREEEEE & = =
A,
COMPLETED BRREXK , REHEIR. = = B
FAILED HFENAREEFERNE , KR =2 = =
KM,
AWS_FAILED BT AWS Ground Station FREH £ B &
A | BRR KM,
IEEEUH BRREAEEBUEH, B B &
AWS CANCE % AWS Ground Station JREEUE & F &
LLED TEZBKR, RS LURE

[iEB R AR AT R X T EIRAY
BlF o
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Status 15, BR Terminal A BUH A= 1k
CANCELLED ZER W IEEUE. = & &
® Note

BEXEUHRELBRRNITRLRNEE , BSH T BERAAKE,

BERRAABERE

AWS Ground Station £ReserveContactiZ RIRBBRAAG , FHREAABERE 1 £, 1 F£5 , KRXA
AR T 455 1 BR o

NREFBERRRAAREREES —F , EWEREHIH 2o SHBE. AXROABRMNSHERA
BRENESEE , F3H

« AWS Ground Station API 5|
« AWS Ground Station CLI 8 55 %

TR AR

£/ AWS Ground Station , BRERNFERAN KL B2, AWS Ground Station B2 1T E R
FRABR. RTFEMNKRA , ZRZ2LITENTFHRBIE ReTEIWEBRRIFERE , Ho LS ASKELN
iR, BITFREKRE T ENZRBRRN TR,

BHRERTRNMNETERE

« HR-NEMRENTIE (FHRAT )

- WEEE — RERBEIEVEMR

EX

o
s

AWS Ground Station BiEBRE T KR A D AFENTRE :

- B — BREER/ADNTHET 40 B EMEAR MHz
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« RH-BRETH R AT 40 AR AL MHzZ

BEEREI
AWS Ground Station I2F M IAERE :

« BE — EFERKHARA T REEARA

- I — BERANTEMEL  REFHIREZNEFNERRE. MBS EMERTEBE —REBEA
RAGHENER,

BEXEKPFHNEGRENEERETHREXATMEITNERXNESEL , FHRIALEN AWS KK,
CancelContact

CancelContactAP| B A R & AR B RIRATM R

- EF@@ Bk R 2 ul-T 2 BURBR R
« EEBRRITHZFEMBERRE R Z -3 L EFE# TR A
HUHBRR AR , it REUR T EN BERREEXNEUERE, FEZER , BHRREN AWS K%,

FIEEKRN  REERNCHITHBRRB2UREEHFRRARBENR R ELSE, EXERLT , EE
HERAR :

- REESRBEFILIZEAMEERbES L
- BERBEFILEEBRRAMER AWS K/ ID TR
« ERHELRABRRNSTERE

ATHRER T XA BERE TN THERE,
R 1 B-KRRA

YRZHBE#E Ground Station Anytown 1 E34T 150 2 4hH93EAE | M 14:00 FFA , 16:30 &R,
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I 13:00: 1 14:00: I 16:30
I Contact 1 Contact I Contact
Scheduled Started Ended

Scheduled Period . Metered Period

MK S BRI

o BEREA 150 D8 ( BEERK)

MREEXMN 150 2HNTRA, XREAFR  IRIABITETRE |, SREEAEERIVE.
w2 BIRFIEER

fRZHEAE Ground Station Anytown 1 L3 1T 150 280 EV$EAR | M 14:00 FF14 |, 16:30 &R, 15:00 , &
A CancelContact APl = 1EEx %K,

I 13:00: 1 14:00: I 15:00: I 16:30
I Contact 1 Contact I Contact I Scheduled
Scheduled Started Stopped End

Scheduled Period . Metered Period

Tk EA4H -
o BRER 150 28 ( REMNRBNEK)
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BEBEXINEBE 150 28N ER , BAGREFELTER , BEXAREMNESNBRRANRE SRR HE
(15:00-16:30 ) » HEEFALHEEHRRWIERN TFELEKRRAN , BHEN KDL BN FEEE

fF,
&3 BANEIR

YRZHETE Ground Station Anytown 1 31T 150 2 $PaY3EfE | M 14:00 FF#R , 16:30 &R, 15:00 ,
A CancelContact AP LAM{E 1L IRESE —IRBx R, BE /G CancelContact , 84§ 7E 15:10 AR ER —1
Ground Station ZHES —fVBRR A |, F4E 150 78,

T
1
1
i
13:00: 1 14:00: I 15:00: I 16:30
Contact 1 Contact I Contact I Scheduled
Scheduled Started Stopped End
/1
15:05: 1 1 15:10: I 17:40
Contact I I Contact I Contact
Scheduled Started Ended
Scheduled Period Metered Period Duplicate Period

Mk BAL -
o EB—IRIEMR ;70 28 (1T 60 D5 + EEZIRBRFRZFIEN 10 245 )
o BITREEA 150 08 ( REMEK)

BEINBRRAREEN , ANRREFLE—IBRZERIN, BIAERET 15:10  16:30 KRR
BE, Et SR ERE —RBERKFETH AN EEEMER ZFB 10 2 8RR 2,
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M= 4 "MEIA

YRZHEFE Ground Station Anytown 1 E31T 150 2 £#hA3ERR , M 14:00 FF 3 , 16:30 &3, 15:00 , &
A CancelContact API LA{Z I IRy 5 — X Bx R, B HJ§ CancelContact , & HEM 15:10 FRER—
/N Ground Station 31T 30 D 4RIEX R,

1
7 | |
7 i
i
I 13:00: 1 14:00: I 15:00: I 16:30
I contact ! Contact I Contact I Scheduled
Scheduled Started Stopped End
|
15:05: 1 1 15:10: 1 15:u0
Contact 1 1 Contact I Contact
Scheduled Started Ended
Scheduled Period Metered Period Duplicate Period
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- SBITIREEAL 30 4 ( EEMEK)

EERRUBEZREILEE—XRBERERTH 90 25 30 240 (15:10-15:40 ) . BEEREIARFA
HIEY 10 D4 BB ES ML RGN 50 D e RBEME ( 15:40-16:30 ) 13%%,

a5 Z/NEEM

YRZHEFE Ground Station Anytown 1 E# 1T 150 2 #hAV#EfE | M 14:00 FF 48 , 16:30 £33, 15:00 , &
A CancelContact API LA{Z I IR 58 — X Bx R, B H 5§ CancelContact , & HEM 15:10 FRER—
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N Ground Station =317 30 DM R, BE , £ 15:30 , BN L HS —(VEBKERAM 16:00 F ik |, &F
% 120 5,

1
1
1
|
13:00: 1 14:00: I 15:00: I 16:30
Contact 1 Contact I Contact I Scheduled
Scheduled Started Stopped End
Vi
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Contact 1 1 Contact I Contact
Scheduled Started Ended
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Contact 1 I Contact I Contact
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Scheduled Period Metered Period Duplicate Period
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YRZHEFE Ground Station Anytown 1 E31T 150 24932 | M 14:00 FFLA , 16:30 &5, 15:00 ,
&@ A CancelContact APl BUZ IEI&HI 28 —IREX R, B E#Bf5 CancelContact , ¥R¥E Ground Station
Anytown 1 EZHET 80 2 EHIBRR , M 15:10 FF#R , 16:30 53R, 15:30 , BHIXAA CancelContact
APl , ZFILESMEBR A,

1
1
1
i
13:00: 1 14:00: I 15:00: I 16:30
| Contact 1 Contact I Contact I Scheduled
Scheduled Started Stopped End
|
|
/ 1
|
15:05: 1 1 15:10: 1 15:30 I 16:30
Contact 1 1 cContact ! Contact I Scheduled
Scheduled Started Stopped End
Scheduled Period Metered Period Duplicate Period

Mk 2 BA4H -

« EB—REEAL 70 D% (AT 60 D E + EEZIRBRRFT B ZBIEN 10 D% )
« SEITIREM ;80 F i ( EEMRBAK)

FoRBRRIREE 80 DML AT | IAEE 15:30 FLE TZERA , BT 60 2488 B ER
B (15:30-16:30 ) KRIEE, RIFCLEBRXEERRUBERRIETE , BUENIEMA 2F LR EX
R BN E AR
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R T RBEEWRZ R G

13:00 , #R7E Ground Station Anytown 1 ERHERXER, F—1= 150 Z78RIERR , M 14:00
Frig , 2 16:30 R, FE=NE 90 D HEIERR , M 15:00 FF18 , E 16:30 £k, 15:00 , &
CancelContact API SA{Z IE 2 #Y 88 —IREBX R, Ground Station Anytown 1 & — A%f*ﬁi&ﬁlﬁ C R
AR E I IE1T,

T

1

1

i
13:00: 1 14:00: I 15:00: I 16:30
Contact 1 Contact I Contact I Scheduled
Scheduled Started Stopped End
13:00: I 15:00: I 16:30
Contact I Contact I Contact
Scheduled Started Ended

Scheduled Period Metered Period Duplicate Period

Mk 2 BA4H -

- BREEM 150 8 ( EEVRBRK )
o EBITIREEAL 0 90 D4 ( EEMK)

REFEANBRRAEE-NRRNEFELEIER  BEFEEEETN. EZBRRTHEE—IMEEK
RénfE | ZERRRHEE 13:00 , 258 E 15:00 B THE—REKER. BAXTREEN , FRATIRRMA
BRELE  MERE -XBRRNTERANKITR.
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RAriEmE

=8 ERESMRIINZ R MEIL

{RZLHETE Ground Station Anytown 1 L3417 150 2 ¥hAy#EAR | M 14:00 FFH4 |

16:30 4R, 15:00 , &

¥ CancelContact AP| LUMZEIEIBH 8 — IR Bx R, B G CancelContact , ¥RZHETE Ground Station
Anytown 1 E3#4T 30 8RB R , M 15:10 5 |, F 1540 &R, ¥ , SRRLHETE Ground Station

Anytown 1 EFE#ft 90 2% , M 15:30 FF & , F 17:00 £3R. Ground Station Anytown 1  —NMN& X
LWHLY  CATRINEENMSERBEEENER FTRMNIZET,.
1
13:00: 1 14:00: I 15:00: I 16:30
Contact 1 Contact I Contact I Scheduled
Scheduled Started Stopped End
15:05: 1 1 15:10: I 15:40
Contact 1 1 Contact I Contact
Scheduled Started Ended
15:20: 1 1 15:30: I 17:30
Contact 1 I Contact I Contact
Scheduled Started Ended
Scheduled Period Metered Period Duplicate Period
MK 25 BA4A -
o BB—IREEM 70 8 (1T 60 D + EEZIRBRRFT R ZBIEYL 10 280 )
o BITREM 30 o8 (ZENK)
o BBZIREEM 00 o8 (RENK)
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£ AWS Ground Station 2t XX BE R4 Th&E

B F XX BBAE ThBE R & AWS Ground Station 12 7T — NI AN MER T EEFSEENIBESEHR
HHIRE, MENBIRIEATFREFREREFRERENE R TR BE. BiFEREMEBYEIRDG
B, BN E5HFENEAATIEER AWS Ground Station 525 , BRI LUEEN REIRFEE D EZTH
BEHWED. EXEARYETE AWS Ground Station APIsTMER AR EHEEMLF ATMER TETN
iR

BHHRER , EXOEEIE |, REMARFTRAEBEIIE, —BEENEEE ERFNRMKINGE , E5
ARZHEHRFTREMREIENERR, SATLUBEE AWS JF & T EaListGroundStationsi R4 3R &
BERAENEIE SR, BRIt E 35 =2 5 5 A E R B EI A , AWS Ground Station b

S Ground Station BMHVIERETR N “BFRAEME", XBIFMENREIEMTHE , SH/EFRT I
RBIAKERN GPS £45, BAl , BFNAREIIET ZISB RS |, P Pmk 6 A SRR

—Bt% , F RIS R HSE~ RS HEREH Amazon EventBridge E4H API g7 , 0
iR, FIFAZEH AWS Ground Station 323 B 31U X L EHF A FEHRER EMBIE R SAH,
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BELATAER T HESE AWS Ground Station

Wi 2 R3EF AWS Ground StationAI S, ATAMMMENEERLR T, AWS BHEUTKETE AWS
Ground Station , &K, R EBHEE LN B3 KEUEHE,

« Amazon EventBridge Events I FEMNREEHR , XEEHERT AWS FRENEZIL,
EventBridge B4 X FEHRINEHNITTE , RN EAUREANKRENELES K HEXLEEHR
KERTEEAM AWS RS AL B3R, BX EventBridge SEFINEZER , S H Amazon
EventBridge Events i FF 1§/,

« AWS CloudTraili#R Sk PR REHN AWS IKFHTH AP ARMMBEXEYS , HFAEXH
£ B IS EM Amazon S3 1FE M8, BRI LR BIERLE B - Fdk P33T 7 B3 AWS, & HFEIUAYIR
IP t#h ik SA R REOL & A By Bt A, BB E ZEE AWS CloudTrail , 2@ (AWS CloudTrail B g
) .

« fEAAT , Amazon CloudWatch Metrics & #3R &8 7l xE Bx R $EHR AWS Ground Station,
CloudWatch Metrics fEEEERIRIEE CHIE, ML E ID 2 EIE , SLURBIESRENMEKRA
PHEEIR, BXEZER , BZRERA Amazon CloudWatch $8#7.

- AWS AFBAIRS oA TIRERFREIREEX AWS Ground Station EH4HEH, HEHERE
EMANTERN , 2WEBEHN, SUUES SN REBZRSEGELN I FBFHYE, WXNAER
F ) Amazon Q FF & & IR B K@ &N AWS Console Mobile Application #iX@EH, &i& ] LATE AWS
BRERBAGRLEFEAH, AFBARS XEFERE , XULURDEERESH4HE KR E § 8%

=
o

FERLLT EJmIsE AWS Ground Station,
FT
« FAZEH AWS Ground Station 2 Hzh1t

« {ERi2% AWS Ground Station API i# A AWS CloudTrail
« B3 Amazon EF ¥R CloudWatch
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FAZEH AWS Ground Station 32X B 3h1L

(® Note

AN BHBELEFER B4 —i7. CloudWatch E4H1 EventBridge 2 #HEMEKERS M
APl, AIBAEREA—RRSWER T EEREASHHTEAHEHAE BIRETAENRN,

EH4FEEEBII AWS REF B, HEHRNRESEH , SINNARFTAMEBEHLTRER, X
B AWS BREFMEHIEFRM R, BAUREREIANREREXENEL, , ABTREETSHTE
AN AT Bah{LIRE, —ETUBMANIRETEE

- AR AWS Lambda

« A Amazon EC2 Run Command

« [FEHF T Amazon Kinesis Data Streams

« BUE AWS Step Functions JRAHL

- JBX Amazon SNS E/=, Amazon SQS A5l

FEHE—EFE RN —LRE AWS Ground Station 21F :

« M Lambda RELARBEZEMHRS B3B3 MF L Amazon EC2 3£4l,

« BHBRELTERSHRHE Amazon SNS £F, XEEHALIRENETHHE RKER RSB T
BB 4FIE A

BXEZEER , B55H Amazon Ev EventBridge ents FF#E,

AWS Ground Station B4 H

(® Note
AWS Ground Station 4 5% Y Fr B B4 &8 ¥ “aws.groundstation”fE 8 “kKR"HI B

AWS Ground Station X HERSERHERXNWEH , LXBFLBENLBFI{t. BE , AWS Ground
Station TEFRRAARSEREZY., BEARABREAEFEREHNMETRESERNEZH, UTETRERHTAX
FHEBAWIFMHEE.,
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AWS Ground Station ArfEm
Bx RIEB AT (A R

AWS Ground Station ZHEWEKRA B SRS , 2R EHEH, BRAXERSTNMRITLUREMNES
EUNESZEER , BSRTHRHERAEGEAD, BHBKRARERNE dataflow iR A& A — A3k
VHEH  XEEHBLRE, ER—NEERN , BINESXREH dataflow IFRE X HEH, EIRE
FESEEXHFNBERB AN , SR EES MBS EEHHBERTE,

TEHETRT B XBKRARHEXEKN Dataflow in QAR A HBEH,

Ay s, A, Y, AV,
i) he he h N
Contact Status SCHEDULING SCHEDULED PREPASS PASS POSTPASS COMPLETED
NP N N A
. iN M = T = Mt
Dataflow Endpoint Group Status PREPASS PASS POSTRASS COMPLETED

time

Legend

A,

-
-O:
-
-
IR

AWS EventBridge
Event Emitted

Ground Station BREIRASZE

MREREIF R RO RAESRSHIITISERE , MLLUEEMAN K BFINITIHIRE, HEEE
BEWAXBRBRATEN BN , XREH. IREEERKRIZLEEHMETE |, TS RESEREX
% contactPrePassDurationSeconds# contactPostPassDurationSeconds. B9 &% 21t RIBLEH
X1,

THEHEHET — N REIEHF,

"version": "Q",

"id": "@1234567-0123-0123",
"account": "123456789012",
"time": "2019-05-30T17:40:30Z",
"region": "us-west-2",
"source": "aws.groundstation",
"resources": [
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"arn:aws:groundstation:us-
west-2:123456789012:contact/11111111-1111-21111-1112-11111131211111"

1,
"detailType": "Ground Station Contact State Change",
"detail": {
"contactId": "11111111-1111-1111-1111-111111111211",
"groundstationId": "Ground Station 1",
"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-
profile/11111111-1111-1111-1111-111211112111221",
"satelliteArn":

"arn:aws:groundstation::123456789012:satellite/11111111-1111-1111-1121-1111122111111",
"contactStatus": "PASS"

contactStatus AEHAMETE the section called “AWS Ground Station Bx R RS FE L,

Ground Station BIEARLHT RARSTE

MREBAEBFERAL R T SAERA T EBREBIENFBITRE  NTTLURE AN B 3T IRE,
XFAFERIT T RENRERENBERLET RARSHTHEENRRL, MREBENR
WEX L EHRatE | 56 A E AT EcontactPrePassDurationSeconds## dataflow s R
48, contactPostPassDurationSecondst B4 & E B BB R LR T LA X1,

THREHRT —MRH6.

"version": "Q",
"id": "@1234567-0123-0123",
"account": "123456789012",
"time": "2019-05-30T17:40:30Z",
"region": "us-west-2",
"source": "aws.groundstation",
"resources": [
"arn:aws:groundstation:us-west-2:123456789012:dataflow-endpoint-group/
bad957a8-1d60-4c45-a92a-39febd98921d",
"arn:aws:groundstation:us-west-2:123456789012:contact/98ddd10f-f2bc-479c-
bf7d-55644737fb09",
"arn:aws:groundstation:us-west-2:123456789012:mission-profile/c513c84c-
eb40-4473-88a2-d482648c9234"

1,
"detailType": "Ground Station Dataflow Endpoint Group State Change",

BRRIE ) B ) &
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"detail": {
"dataflowEndpointGroupId": "bad957a8-1d60-4c45-a92a-39febd98921d",
"groundstationId": "Ground Station 1",
"contactId": "98ddd1@f-f2bc-479c-bf7d-55644737fb@9",
"dataflowEndpointGroupArn": "arn:aws:groundstation:us-
west-2:680367718957:dataflow-endpoint-group/bad957a8-1d60-4c45-a92a-39febd98921d",
"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-

profile/c513c84c-eb40-4473-88a2-d482648c9234",
"dataflowEndpointGroupState": "PREPASS"

dataflowEndpointGroupState Ky AIBEIRANBHE PREPASS, PASS. POSTPASS Hl COMPLETED,

ENSEH

Ground Station Ephemeris IR E

MREEEEHZERSHMITRAE , WAHRERN L B HATIERE. XAWEREEANZTRS
WITTENRE, B, BAILEENZRKIE BIAE S ENABLED BHHITIR/E, WWEHAHBEFRIE
B EEERHXE,

THEHREHRT -5,

"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "Ground Station Ephemeris State Change",
"source": "aws.groundstation",
"account": "123456789012",
"time": "2019-12-03T21:29:54Z",
"region": "us-west-2",
"resources": [
"arn:aws:groundstation::123456789012:satellite/10313191-c9d9-4ecb-a5f2-
bc55cab@50ec",
"arn:aws:groundstation::123456789012:ephemeris/111111-cccc-bbbb-a555-
bccccad05000"

1,
"detail": {
"ephemerisStatus": "ENABLED",
"ephemerisId": "111111-cccc-bbbb-a555-bcccca®05000",
"satelliteId": "10313191-c9d9-4ecb-a5f2-bc55cab050ec"
}
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}

ephemerisStatus BIATBEIRASE$E ENABLED, VALIDATING, INVALID., ERROR. DISABLED A
EXPIRED

fEA 2% AWS Ground Station API @B AWS CloudTrail

AWS Ground Station 5 AWS CloudTrail—BIRFEK , ZRFRMAAF,. AEZH AWS RFEFIN
THR/ERIZ S AWS Ground Station, CloudTrail ¥7f& API 8 B3k AWS Ground Station B
. FHIRMNBAASFERB AWS Ground Station % & B8 A FX AWS Ground Station API ##4ER K
BEA, MRELIZRE , WAL AN CloudTrail E4FLELME Amazon S3 Fi#iE , BENEH
AWS Ground Station, SIRZEREERER , BMARLIE CloudTrail EHIENEHNLIERIEER
FNEH, EARENEER CloudTrail , 7] LA#EE @ BNMER A H AWS Ground Station, & HiFK
B9 1P #hak, R THER, ANAHERAREMFEARESR,

ETHEZEE CloudTrail , i§ZRAWS CloudTrail A8/,

AWS Ground Station F#J{E & CloudTrail

CloudTrail FE& 812 AWS IKF R EEENKF EBR. & ZAETEHE AWS Ground Station |, 1%
ESEHM AWS RS CloudTrail B4 —RICREZEHAHLIERH P, BULEEZH AWS IKFHRE
E. BENTERIOEAENEY., BXEZER , FSHERAEHH$IEHEESE CloudTrail B4,

ERZIIREAWS KPP EH , BIENEMH AWS Ground Station , FRIERER, REATF
CloudTrail f BEMXH&HEl Amazon S3 7M. BMIABRT , EEEH AP OIZRRERICRA |, LRER
BRMATAE AWS XiF, REIZRE AWS 2 XAMEXENEHN , A EXHEETEEEN
Amazon S3 F# 8. LI\, BAILIRERE M AWS RS , Ut —F oML E CloudTrail AEFUWE
WEHBE, BXEZER , BSATIAE :

- BIERERESR

* CloudTrail X RS FERK

- Bti& Amazon SNS B4 CloudTrail

- EWXRBSZANMXEH CloudTrail BEX MM S AMNKF W CloudTrail B EX#

P& AWS Ground Station ##/E9H APl £#1i23% CloudTrail #12%fE AWS Ground Station API
SE, flwn , WACancelContactMListConfigsi@EL%E CloudTrail B EXHFERMSFK
H., ReserveContact
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Welcome.html
Welcome.html
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BIMNEHHATREBESEXRERBFRNARER. BOEEABTEHEUTRE !

- BHEREFEHRIERER AWS Identity and Access Management (IAM) P EIEA Ho
- BREFHAAGKEREREAFNIGNZEEIELEHEN,
- FREBTHHEM AWS RF K H,

BREZELR , 52 M CloudTrail userldentity T,

T 8 AWS Ground Station BEXH%E

RERE—MEE , APHEHEN BEXHRREIEIEEN Amazon S3 F#HM. CloudTrail BEX#
BE—NHZNEERE, BHRRKEEARFENENER , S/BEXRERNRE, RER B BN
B, HRSBEFENELR. CloudTrail BEXHFRLH API BANEFHERRER , RLEMNT2RE
A4 EIRF HE .

AT RBIE R T ERZReserveContacti®/ER CloudTrail BE% B,

7~ ReserveContact :

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-05-15T721:11:592"
},
"sessionIssuer": {
"type": "Role",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/Alice",
"accountId": "123456789012",
"userName": "Alice"
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},

"eventTime": "2019-05-15T21:14:37Z",
"eventSource": "groundstation.amazonaws.com",
"eventName": "ReserveContact",

"awsRegion": "us-east-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Mozilla/5.0 Gecko/20100101 Firefox/123.0",
"requestParameters": {
"satelliteArn":
"arn:aws:groundstation::123456789012:satellite/11111111-2222-3333-4444-555555555555",
"groundStation": "Ohio 1",
"startTime": 1558356107,
"missionProfileArn": "arn:aws:groundstation:us-east-2:123456789012:mission-
profile/11111111-2222-3333-4444-555555555555",
"endTime": 1558356886
I
"responseElements": {
"contactId": "11111111-2222-3333-4444-555555555555"
},
"requestID": "11111111-2222-3333-4444-555555555555",
"eventID": "11111111-2222-3333-4444-555555555555",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "11111111-2222-3333-4444-555555555555"

B Amazon E&#E%r CloudWatch

EBCXHAE , AWS Ground Station B EREIEHHEH KIEF| LA CloudWatch #2947, &R LATE
Amazon CloudWatch ##| & FEFEBWEIE. BXx1HEH CloudWatchisSf s EZEE |, TSR EH
Amazon CloudWatch %5,

AWS Ground Station &0 Zh883% 0] A T E B R HA (A 2 UR F SR itV 38R,  CloudWatch $8¥rTC A1 F
SERt#IR1E |, H A AREAMEIRR Y, CloudWatch E4&E—#ENREEHFR , NTTE TR EIHIER
B, ENIheERMEENENR , HUEFERMARNNEBERAARZRN AWS IKF, BXEZER | 1§
SR FEREN,

/A Important

AWS Ground Station [a] SBX 3R A B9 i E US {7 E AR BRAY AWS XI5 |, 1A= 1T X8 fkAY
AWS [X1F & i% CloudWatch $8¥r. EEFRKRAWISER |, EBA1E i H U5 X3 1715 )
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CloudWatch . BXHN AWS KB5S M tELVEHXBENES , FSRERMEEVE
B AWS XiF, BEELZHRR AN XEZVGEN SR , £ LLEH AWS Ground Station i&
MIhge, BEXEZER , TSHEEMEN,

AWS Ground Station 1IEFr 4 &
EWRLEIEFRO] A ?
AT HE¥RAI M H 3RS AWS Ground Station,

® Note

K8 EEIBFREUR T ATE A/ AWS Ground Station ThiE, RIELWERE , ReERHUTIE
T &£,
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RAriEmE

ER Eir4EE
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SymbolTimingRecove 5. Config, Satelliteld
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$“E L
Category IR 2N
Channel BRBREZNBEZE1, 2. | (HP)FQ(E

RX)o
Config K& T THERS FRRD AR RO ELE arn,

Polarization FRBRENRIREIE LHCP ( EFERIR ) =
RHCP ( &F BRI ) -

SatelliteId BPEIDBEATHRENT ER ARN,

EF Bir

BEERFANERN , BSXEE , REBORETERNERER . BREPHNESMNEIRE T AR
BIER 3 PMRARNERAIEVNEIE. £ 3 /IE , EBHNRIENRE 2 fHHEIER CloudWatchig#riC
B, NRGEEEEEVRENENER , BUEERIIKEEN 3 MAEEHE , SI&5FHRE
£ CloudWatch $E#r 2%, Bk CloudWatch BFEWEZE LR , 55 Amazon CloudWatch #:E-
BB EE,

L5, 781 60 WABRNEMBFERT2ESEBNEERERBEELNER , FARTERFEKE
Toe ATERAENMEN , Bl 60 BREF SRR,

Pass Metrics 2020-03-16 (20:23:00) - 2020-03-16 (20:3411) = | Line ~ | Actions ~ - e
dBm Bit/Block Error Rate
274 1
132 05
—_— —_—
\  — e
—
-1.03 0
2023 20:24 20:24 20:25 2025 20:26 20:26 20:27 20:27 2028 20:28 2029 2029 20:30 20:30 20:31 20:31 20:32 20:32 20:33 2033 2034 20:34
@ | RHCP Es/ND I'LHCP Es/NO QRHCP Es/NO @ Q LHCP Es/NQ @ One RHCP BitErrorRate @ One RHCP BlockErrorRate @ One LHCP BitErrorRate @ One LHCP BlockErorRate Two RHCP BitErrorRate

Two RHCP BlockErrorRate Two LHCP BitErrorRate Two LHCP BlockErorRate

All metrics Graphed metrics (12) Graph options Source
All > Groundstation > Channel, Polarization, Satelliteld | Q, Search for any metric, dimension or resource id Graph search

BXREHLE AWS Ground Station IEFRE XM E ZEE CloudWatch |, ES R FiERER,



https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#metrics-retention
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#metrics-retention
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/graph_metrics.html
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FEREHSEEFEMR

1. WMESZNHEELEERTHN AWS K15, AWS Ground Station £ S8R BX TR A BY i [ I8 {7 & 45
XWX A & H CloudWatch #8¥r, BXxtELVER HHEX AWS X FI®R | ESRERBE
WL B/ AWS X8,

2. ¥TF CloudWatch &l &,
3. ESMBERKD , EEIE.
4. %1% GroundStation 5% 22 A,

All metrics Graphed metrics Graph options Source

Q Search for any metric, dimension or resource id

157 Metrics
EBS EC2 Events GroundStation
18 Metrics 89 Metrics 5 Metrics 14 Metrics
NATGateway S3 Usage
26 Metrics 2 Metrics 3 Metrics

5. EEFEMNIEIRERE (HlW , FE. RILF Satelliteld ) -

All metrics Graphed metrics Graph options Source

All > GroundStation = Q Search for any metric, dimension or resource id

28 Metrics
Channel, Polarization, Satelliteld Polarization, Satelliteld
24 Metrics 4 Metrics

6. Al metrics T+ & R4 228 R %4 BN A T, BTHITUTRAE

a. ENRBITHRF , BEMAIIRE,

b. ELHEMNER , FRPEZENRRBRNERE, BREMBER , BEPRERBITH
Sk,

c. ERFRH#ITMHIE  FERERID, AFI1ER Add to search,
d. EREHRH#ITHIE  FEREREH , RF1ER Add to search,
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https://console.aws.amazon.com/cloudwatch
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EEEFIER , BEANUTHE AWS CLI

AWS Ground Station £ 58 B R A it Huh {7 EM XM XE A & H CloudWatch fE#r. Bxith
HiE v ERHEEX AWS X5k , FSRERMEEVEN AWS Xif, ground-station-
region-codeB R NENMEILVER AWS XA (us-west-26120 , BEXM 1. BEREE 1 K
FIRIETAN 1) o WSBHMNFIERE AWS CLI a3+ &0 440 68 F AE B Y X i

1. TR AWSCLI BEL%E, BXREMEE AWS CLI , FZE %% AWS CLI iR 2,
2. BEEZWEIL{EMRARTH AWS XiF,

3. f#H CloudWatch CLI Bget-metric-datala SEE R — N |, Z XA AT SIS EER BBV IR
¥r, RERTEAX LR,

A, BEETLLTEHS : aws cloudwatch get-metric-data --region ground-
station-region-code --generate-cli-skeleton, XFERELFUTHRBNBE

{
"MetricDataQueries": [
{
"Id". ",
"MetricStat": {
"Metric": {
"Namespace": "",
"MetricName": "",
"Dimensions": [
{
"Name": "",
"Value": ""
}
]
},
"Period": 0,
"Stat": "",
"Unit": "Seconds"
},
"Expression": "",
"Label": "",
"ReturnData": true,
"Period": 0,
"AccountId": ""
} 1,
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https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-data.html
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"StartTime": "1970-01-01T00:00:00",
"EndTime": "1970-01-01T00:00:00",
"NextToken": "",

"ScanBy": "TimestampDescending",
"MaxDatapoints": @,

"LabelOptions": {

"Timezone":

4. BRIE{THIHAA CloudWatch E%faws cloudwatch list-metrics --region ground-
station-region-code,

WMREHFIFTFEHAST AWS Ground Station , MZ A EMRELESLLTXENH L :

"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "Polarization",
"Value": "LHCP"
.
{

"Name": "SatelliteId",
"Value": "arn:aws:groundstation::111111111111:satellite/aaaaaaaa-
bbbb-cccc-dddd-eeeeeceeeeecee"

}

}I

(® Note
MRBLERERALUREET 2 B AWS Ground Station , IEEFzhRRETAHIERER , A
BEEENDBERRRIEBHFREMMNLEE, AWS/GroundStationF % CloudWatch R
HNWEZFEL | BHSH . EFAER

EE 85 134


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/viewing_metrics_with_cloudwatch.html
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5. {EEBELSE 2 FEIEMN JSON X4 , FEESR 3 AN FAEEURENIERPolarization®
WFTEEMEE, SatelliteIdBA , FEE A EFHStartTime, FMEndTime E LA PEEL & /Y BX R
Ao ﬁ“ﬂu .

{
"MetricDataQueries": [
{
"Id": "receivedPowerExample",
"MetricStat": {
"Metric": {
"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "SatelliteId",
"Value":
"arn:aws:groundstation::111111111111:satellite/aaaaaaaa-bbbb-cccc-dddd-
ceeceeeeceeceee"
1,
{
"Name": "Polarization",
"Value": "RHCP"
}
]
},
"Period": 300,
"Stat": "Maximum",
"Unit": "None"
},
"Label": "ReceivedPowerExample",
"ReturnData": true
}
1,
"StartTime": "2024-02-08T00:00:00",
"EndTime": "2024-04-09T00:00:00"
}

EF Bl 135



AWS Ground Station AriEE

® Note

AWS Ground Station & 1 Fl 60 ¥ &% — X4 , EAEURTER. WRZPeriodFE&
WEDNTERHEGRE | IIFR&REER,

6. aws cloudwatch get-metric-dataffAEBHELSRIPUIENEEXHZT. TEHR®ET -
=Bl

aws cloudwatch get-metric-data --region ground-station-region-code --cli-input-json
file://<nameOfConfigurationFileCreatedInStep2>.json

FoiEtriR R BREWEZE . TEIREME AWS Ground Station IEVREI R EIH H .

"MetricDataResults": [
{

"Id": "receivedPowerExample",

"Label": "ReceivedPowerExample",

"Timestamps": [
"2024-04-08T18:35:00+00:00",
"2024-04-08T18:30:00+00:00",
"2024-04-08T18:25:00+00:00"

1,

"Values": [
-33.30191555023193,
-31.46100273132324,
-32.13915576934814

1,
"StatusCode": "Complete"

1,

"Messages": []
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Z4 M AWS Ground Station

ZEEAWS REFZE, FNAWS BF , BRZBTINREASHLZEHRBEALANERMBE
MBEHOMMERY, AWS BRETANZETENEYE , UHEHXALLBR, XETENDRES
EMgLeM, KEEE, HREHNKERZSH.

BT AWS Ground Station , BA1ZR IR E BT H{ESSER HSTHE end-to-end %, AW APIs S &
REERNZBNBIERFINIIEE, BXx AWS Z2HNEZELR | EFSR AWS Z2FH M AEB,

FEAUTER T RN FARF SN E IR

£

+ & T Identity and Access B AWS Ground Station
« AWS W E B AWS Ground Station

« £ Ground Station P EASRFEXNEE

o BABIEME AWS Ground Station

- EREENEBIEIMNZE AWS Ground Station

& AT Identity and Access B AWS Ground Station

AWS Identity and Access Management (IAM) AWS fR$S T #EIEE R T2 iR HIX AWS &R 5]
RPRo IAM B 726 AT AT B IRIE ( BF ) MBN (HENR ) /8 AWS Ground Station %
Ro BAILER IAMAWS RS , EEXNENEA,

£}

- BEX

- EASHHITHHEIUE

- ERARBERRR

« 304A AWS Ground Station 5 1AM B4

- ET 5HMEM A AWS Ground Station

+ ¥ AWS Ground Station & 12 % A1 3# 1T FE HEBR

EABAEE —


https://d1.awsstatic.com/whitepapers/Security/Intro_to_AWS_Security.pdf
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Z A

EHEH X AWS Identity and Access Management (IAM) Ri&H AR :

- BRSHAF : MBREBTEFRINEE , BNEERALERNR (ESFEX AWS Ground Station 5 13 17
B 1T PR HERR )

- RFEER  BWEAFPBRENRHRERINRIER (ESEMT AWS Ground Station 5 IAM Bl & fiE

)

- IAMEBEER  FEATEERHENRARE (BFZHET S 08X RS AWS Ground Station )

£ B 02 1T B AR AIE

SHRIERE AWS FRAFHEIEZRN AN, BLTL IAM AF FH#TH AU AWS IKFRA
P, EBETEE IAM Ae# 1T ORI,

BAI L E KB & MIRAVESH AWS IAM Identity Center ( 5130 ( IAM Identity Center ) . R &EFKE
BIEE Google/Facebook iE$ , IR G B HE R, BEXEFNEZEER , BSH (AWS &% AP
B PRI EFREN AWS IKF,

MNFREZEHE , AWS 121 SDK H CLI KN FER#ITINZEZLE. BREZELR , H5H (IAM AF#E
) FRERT APl ERIAWS &R 4,

AWS Tk root B

BIEET AWS K7 , BEESBE—1NEN AWS IKF root BFHNERSH , ZE O AUTLILRIAERIR
AWS RS MR R, BRIMBNBWAERERBRAFHITEERES. EXFTERAFZRIENGES , BEH
(AM RF$Er) RIVEERA S TN ES,

RE 5140

FERBEXER , ERAXAFERESHRHABNERKS 5 ORI 82 AWS RS R IGRHER#HITH
Al

RESMREXRBENDIEFR, Web HA1RMEA A Directory Service , & AWS RS A%
BEHRNERHTHRNAF. ReFHRATRHERZENAE,

BEAEHFRIMNE , BWWEM. AWS IAM Identity CenterBEXEZE 8 , 51 (AWS IAM
Identity Center A 1EFE) H I+ 4= |IAM Identity Center ?

N 138


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html

AWS Ground Station AriEE

IAM A 7= MEF4A

IAM AP RNENMNARINARFEERENRN — 150, BUERAGNEIE , MIEEEKHPEIE
B IAM AP, BXEZER , B0 IAM AFERETHNERARASEAS O RAENRS S HRIE
F B AWS i A I B IE B AT 5 ] o

IAM (HIEE—4H IAM AF , ETERMN KERAFP#HITNRERE, BXEZELR , 555 (AM A
FIER) i IAM B E R =46,

IAM A&

IAM AEREERENRNEH , TREKNFIE. SUEIMNASRE IAM A (255 ) R
A AWS CLI 5t AWS API RERRAB R, BXESEER , BZH (AM AFERE) FHEEAE
By 5 %

IAM B TFEBREAFHE, Ime IAM BFPRR, BIKFiGE, BRS 7GR R TE Amazon EC2 Lz
THRAREFEEER, AXEZEER , B5H (AM BAFIERE) B8 IAM R EIK P FIRE A

fi F SR e B 13 [A)
SRR AWS B SIS ST M INE) AWS SR RAFRBH TR HHRR. RRELT 550

RRRRETONR. AWS EZERARHBERIFMEXLEBR. KSHERBEELL JSON Xy AWS £
ANFEEP. BAX JSON KBXHEHNESEE , FZH (IAM B/ EmR) F#8 JSON KR,

EREARE , BYESBNEETAEAA AR T X WL RHIT WL REREEER R R

o

N M

RABRT , AFNARRANR, IAM EEACIE IAM R RERNTARF , REAFATLE
EXEAE, IAMRKBEEXNR , SHRITREMANG EZLR.

ET 5 Or R

ETHMNRBEEMMBSH A/, ARNAR ) B JSON NRKM A, XERKIZH 5457
BHATH ARE, NBERFEHRTUAREMLAZATHT. ETHOMCRETSONEE , §5H
(AM BFfEr) PEAESEEREERE L BEXL IAM IR,

ETEMNIRBEALURARKKE ( EZRAZNENFHP ) AEERE (HNESNHHHIRLE
B ) o BETHROAERERMAREKE 2 BRITER , H2H (AM AFER) PRERERKRSE
NER R B 2 R REAT IR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
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ETRIRH K

E T HIRAV KBS Z M NEHFIRA JSON KX, RHI2HE IAM BBEERKMN Amazon S3 1741
K, EXBETHRNKBHRS T , REEERJUERCNREZFEIFERRNL R, ESME
ETRIFHREE P IEE 4.

ETRFHNRE RN TIZRSFHRNBKRE, EFREETRFENRBEHMER IAM Fi) AWS HEX
A&

HREgRE
AWS XHHEHAMFREER  XEFHEBRATUREFENNRBERBERFHRANR

« NRLR-REETENPHERBIULUET IAM ZEHNBEANE, EXEZEL , H5H (IAM BF
EFE)Y BH IAM SEREYIRID B,

- IRFEHIERE (SCPs)-EFIEEAR AR BNV HZR AN AWS Organizations, BEXEZEE |, &
2% (AWS Organizations FF18R) YRS 12 HIZK B,

- BIREFIKREE (RCPs)-REKF A RFENZRAATANE. BEXELZEE , BSH (AWS
Organizations FIF /) HHERZEFIFKE (RCPs).

- SERE -ERNAEIKSAFURIENSEN | EASBERENSRERK, BXESZER , FS
7 <IAM 18R I SIEFRE,

S REERE

HAZNRBEMNRBENA T —MERE , ERNNREMERNEIER, BETHRELSRSHRERE N
WA AWS BERBAWER , HSH IAM AP EEHR N ERITEEE,

{a AWS Ground Station 5 IAM B2 & H

EEA IAM BIEiG | R 281 AWS Ground Station , &5 T WL A ARY IAM ThégE AWS Ground
Station,

BT LA ELE A /Y 1AM ZhEE AWS Ground Station
IAM ZhE AWS Ground Station X

ET S HaYREE =
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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IAM Zh &g AWS Ground Station X #F
BT R IREY R &
RERIE =
EHELE (BETRS ) =
ACLs B
ABAC ( KBS EIEE ) =
EBRE =
BEAE &
RSREKAE =

E4M 7 AWS Ground Station LA Hf AWS FREMAIEXZH IAM hEER &R |, 555 IAM
APEEHTNES IAM B & FEFANAWS RS,

HETF 5% AWS Ground Station
TEETEHHNEXRRE : 2

ETEHNRBETUMMESZH (0 IAM AP, AFASAE ) B9 JSON SRRREE A, XL R
EHERFMASAEMPRA TN BERRTHBERE, ETHRNTOEZRET HHMRE  FSH
(AM BiFiEE) FNEATM EEARKE L BE X IAM RR,

BEEA IAM ETESORNEE , EUUEEATIELWRENTRUR A IELEFENTS, E
THETI1E JSON RESHERMFIELE , F5H (IAM BFHER) S8 JAM JSON KB TE5I A,

ET 5K RH AWS Ground Station

EEFE AWS Ground Station E T SRR RG , ESR. ET 501 EEE RS AWS Ground
Station

#nfa AWS Ground Station 5 1AM B4 & A 141


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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RZPE T ERBE AWS Ground Station

XBETHRRORKE : &

ETRIFH RIS MR FRAY JSON KM, BETRIFMNRENRESE IAM ABEERKEM
Amazon S3 FHEMERE, EXFETHRNRBHRS T , RSEE R JLMER EINREHIIFE R
BREVEE . N THEERM MR TR , REEE IS EEME AN 2R RINITHREREAREF LSRN
THIT, BEFEETRRNRBEPREEEE, ZEEATUEEKS, AR, A2, KSR/ AWS
R3S

ESABK/ER , SRCHEANKS SHEMBKS R IAM XA EENETRRNRBERNERE. B
XEZEE , BSH (AM AFER) PHY IAM VB TIK & F R T

W E T3 AWS Ground Station
TERRIRE B

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2Y , BN EETUNF LR FERITER
1, UREMFARHETRIT,

JSON EKHEHY Action TEEARTATERBP AN RIELIFRNRE, ERBEPISBREUR TR
ITRERIRERVR,

E&EF AWS Ground Station #1E51%k , ESH (RFENSE) AWS Ground Station™ E L
1E

EERITH KBS IR/EER/ET AWS Ground Station A TEIA :

groundstation

EEENMEYPEESTRE , BEMAESFHENRT.

"Action": [
"groundstation:actionl",
"groundstation:action2"

]

EEFE AWS Ground Station E T SRR RG , 5SR. ET 501K RS AWS Ground
Station

#04a AWS Ground Station 5 IAM B & F 142


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-actions-as-permissions
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MR AR AWS Ground Station

THEHEBRR 2

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2ER , BNEETUANT LR FERITER
&, AREMHAZRHETHIT,

Resource JSON KB TEZEEEQHNAREN PRI IR, EAZERE , HERAHE Amazon
HREAF (ARN) BBERR. WTAXFRBFERNRWIEE , BERAEERRS ) BEREONATHRER
Ro

"Resource": "*"

E&EE AWS Ground Station FREER K HFIEK ARNs , 555 (REENSE) AWS Ground
Station P EM TR, BT B AEMLRIEFIBEESENERMN ARN , i5SH AWS Ground Station
E N R ERE,

E&EFE AWS Ground Station E T 5K RG , ESR. ET 501 EEE RS AWS Ground
Station

B R BE 542248 AWS Ground Station
TEHEBEETHRSHVRBERER : 2

EIE R A LAER AWS JSON REERIBEW ARG RMF L. WHRYN , BNEAATLI AR RNITER
&, BAREA ARG TIIT,

Condition TERBENNFMHEEEFEVMERNIT. BALGIRBERAZEZER (FlW, ST
T ) BEARER , MERBPHFAESERDINVEHETE. BEEERE AWS £R&H®E , 5
IAM AFEREPHAWS £ 554 £ T XEHA.

E&EF AWS Ground Station &4#%I%k , B5H (RFBENSZE) AWS Ground Station By &4 5
Ho ETHUUFERAFHENBRENRR , BS5MHHELHNESE AWS Ground Station,

E&EE AWS Ground Station ETF SR EREH =G , 5. ET B HHERK A AWS Ground
Station

ACLs in AWS Ground Station

*#EH ACLs : &

#n{Al AWS Ground Station & 1AM B & f# A 143


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-actions-as-permissions
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REFIFIR (ACLs) 2 HIPLERFEA (KFKE, ARRA. ) BNBRER, ACLs SETHIRM
REEREL , REEAITEM JSON KB HEER,

ABAC with AWS Ground Station
X ABAC ( EMHHIRFE ) : B

ETEMMIGRMNRIES] (ABAC ) R—HMENRER  ZERETHRININEMEREUNER, E1TL
SAREHTINE IAM S24RF AWS BIR |, RF1%1T ABAC FEBUAFEZEANFRZEES R R LHNIREIT
[T prikag: L=

EETHREEEHER  BEEFEH aws :ResourceTag/key-nameaws :RequestTag/key-name
aws:TagKeys R BERBNZH T ZPRHEFZER,

MRENMRSN TENRARREBIGAEX=A&MGR  WNTZRS , ZEAR. IRENRSX
NTFHIRBFREXIGRAEX=/&%GR , WZERTD.

BEXABAC WEZER |, E#SH (IAM AF#ER) FWEA ABAC BINENNRE, EEFIRE ABAC
SHRNWHE , HSH (AM AFER) PREAETEMNIHRIMNEZES] (ABAC) .

& BiE B 5 AWS Ground Station
TEIRREIL ; 2

B IE B IR A AWS RIFRVEH B RINIR , H ERELEARE S OB TRACH B3I EIEN.
AWS B SERIGEIHES , MARERAKBHIRRH, BXESEE , H3H (AM BAFE
) FHIAM PRV IGRS R FEMER IAM B, AWS RS

1Y 5 BR 55 = AR BR AWS Ground Station
THEHERFALXE (FAS) 2

HEIGEATE (FAS) FHEB AR AWS RS |, BilE AWS RS B FiiRSE & HiERH3E
Ko BxA&H FAS ERITNREFE , BSRELFESE,

KRS A AWS Ground Station
YERSAR B

R AR -—TRSEE, KRREWTREN IAM A€, IAM EER AT IAM RO, SRl
RSB, AXESER , 2R (AM AFERE) FHEIER AWS BSZERIENEE,
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/A Warning

FURES A ENNEAES B M AWS Ground Station Zhag, RAE7E AWS Ground Station 12
HIgERSH S RERS AR,

KRS AEX AT AWS Ground Station
YERSKEKAR 2

BSHAXAGR—MHEEINBRSAR. AWS BRSRSAUKARKRERTRENEE, RSHEX
AEHIAEEHNP AWS IKF |, HEARSAE, IAM EERATUEEETEEERSKIBEABHIR
PR

BRUZEFEBRSAXBENFAGE , FSREY S IAM BEEABAWS 5. ERTFERRS
HXABSFEE Yes KR, ERREEUEFZRSHVERSHAXH B,

HET 54r%KrE =5 AWS Ground Station

RNERT , ARANAEZERIERIEH AWS Ground Station FRHINR. ERTFAFEXATERIRR
ITRENDR , IAM EE G AT LL6I2 IAM KR,

BT RNMAERXL RG] JSON REXHEGIEZET IAM BN EE |, 56 (IAM AFiERE) P8l
2 IAM KB (#2518 ) .

A< H AWS Ground StationE X FIREMERER (BFEEHAREENER ) WIFEAEE , ESH
(REEBENS£E) AWS Ground StationF RyIR/E, FRFMEH 4. ARNs

£

- ERREXE

- fEA#EH AWS Ground Station &
- AHAPEEMHIIB SRR

LS e N2

ETEMNEBRETEAREUUELSHWIKF FEIZE, 77E =M BER AWS Ground Station &R, XL
BRIETBEARE AWS KPP A KA, IR FEETSMIREN | BHEFUTERMEIN :
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- FFAER AWS REFEBAHRORENRNE —EFKRBAFNIEARRETFNR , EEANTFS
ELAFIRFRRHNAWS HE X, SINEMRBMRAIRTH AWS kP, RITEBIEESR E LEXY
ZH ARG AWS BEFREERERE —SRHINR. BEXEZER , ESH (AM AFEmR) $H
AWS EERBEN THEIREENAWS FHE K,

- MAZRIKNR : £FEA IAM REEZRENRE , BB FRITESAENNR. At , BALE XL
ERERGTUUNBERRNTHRE , EHARENREFT, EXEA IAM BANRHESE
B, #ZH (AM AFER) 98 IAM R FIR

o A 1AM FKEPR RS — SREIHRIAER ;4477 LA 5 R IS4 SR BR A4 18 4E R R A 15 ) o
Bl | WA LURE RS RIEEMXTMER SSL XEFFEER, MEBRSZBEREIZRENHXE
FARY , JUlth AT BAGE R SR SR R 30 AR SS#RAE R 7 (R AX PR AWS BRSS |, #5l#0 CloudFormation, BXE
ZER |, B2H (IAM AF1EmME) P/ IAM JSON EBTE | &4,

- M IAM Access Analyzer BiEZH) IAM KB , SUAKRNEEHN LS MHEMINEENY  IAM Access
Analyzer 2KIFFH REEMIM B KR , LUBERKERFS IAM KEIES (JSON ) M IAM HESE
B2, 1AM Access Analyzer 12 100 ZTURBER EMAIRENEI , HBEBEFIELZ S BINREMRN
KEk, BXEZEER , BESHE (AM BFigm) MM IAM Access Analyzer iF SR B,

- FEZEHFHRIE (MFA)-INR AWS IkFENZRFE IAM AFRRBAF, , A MFA URER
=, ZELAR AP BENEE MFA , B MFA RERNBZHNERD, BXEZER |, FS
F (IAM A F#8r) M ERA MFA RF API 1A,

BX IAMHHREIRNESER , 20 (IAM AFERE) #1 IAM F R HEXE,

£ A= 4] AWS Ground Station &

E 5| AWS Ground Station #2%#|& |, B4R E —HRENR, XENRLAAAFEIHMEFTER
&H9 AWS Ground Station BRIVIFMEE AWS IKF, MRCIEZLEXENRKIENBEEANENET S
PR  NTFHMT ZREOZE (AFRAR ) , BHANLTERFMBEEZT

MFREA AWS CLI 5t AWS API WA, BEFNEREFREZHENR, R , IRFHREH
ZIHAMITHY API RVEME TE AV IRAE,

RNERAPNAGMARTUER AWS Ground Station #2414 , EEE R AWS Ground Station
ConsoleAccess@ReadOnly AWS EE R INEIEE, BEXREZELR , FZH (AM AFIE
) FE AP RIER,

RIFRAFEFMITE S KR

ZORBIGER T BRI EE |, BAARYE IAM AP BRI EAS SO NERNEE R, R
DIEEEFE LSHER AWS CLI X AWS API BU4RE 5 TR LR ER AR
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RAriEmE

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

3 AWS Ground Station 519 %11/ a3 1Tt = HERR

AL TEERBEE LK NEEEFEHR AWS Ground Station 1 IAM B AT REB ZI A H W@ &,

£}

« BRENEULTNERITIEIE AWS Ground Station

o BRIEINIT iam : PassRole

FEHEE
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o BEBAFRERUAHA AWS IKF 5 R FE B AWS Ground Station %R

EENEL T LERITEIE AWS Ground Station
MREWRERETR , BEELPIITEMRE | NAMEFREE L R IFRITIZIRE,

% mateojackson IAM AFZHERARBAEEFEBXREM my-example-widget BENIFHEE. ,
BFRHEEM groundstation: GetWidget WRAY , 2K E LT RAEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
groundstation:GetWidget on resource: my-example-widget

FEHRBERT , BHOEH mateojackson AFKIEKR , LA groundstation: GetWidget
YEiG IR my-example-widget &Ko

MBBEEHRE  FREREMAWS EER, FHNEEARRHEFZEITIN A,
RN IT iam : PassRole

WMRBURE|—MEIR | RIETHEINIT iam: PassRole B , MAMEHREBUALFESHBMER
¢, AWS Ground Station

BE AWS B A ERIIAEABKEL1ZRS , MAREIRMNBSACIRSHERAR, it ,
LY MEB A ELERSHINR,

LN marymajor B9 IAM AP 2R E A #EH A7 AWS Ground StationFHUITIRIERT , X EUT R
flfEiR, BER , REXNEERFACHMBTFHNREST THITIHEE, Mary TEERABEKERRS
HIAX PR .

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFERT , XMEH Mary BYREE S b 4T iam: PassRole #1E,
MREEERHY  FHRAEHAWS EER, FHNEERZEMBFZEZIENA,
BREAFRUINBA AWS Ik~ 1A RIFEAE AWS Ground Station &R

ZABR—-1MAE , UMEAMKFPHNAFREALNANARTUERZAGKILRIEN TR, &7
BIEEEESEY , AURAAG, X TXHETRIFARERTEZEH IR (ACLs) WARSS , BT
158 P IX L5 SR BE (0] ATV R T 173 (R 8B B R AV A PR

mBEHEE 148



AWS Ground Station AriEE

ETHRESER , FZEAUATREA :

- ET#HRE AWS Ground Station X #FXLEIheE , i§ZF 017 AWS Ground Station 5 1AM EL &1
;i

- ETHIARERSRENERNGRME AWS KA | 55 IAM AP EET N RERE AWS
K %= IAM B PR 7R HBR.

- ETHOMAMEE=SRENEBHRFHENE AWS KF , BHSHE IAM AFERETHEE=HE
HiFENR. AWS 0K

- ETHNIMEL S HERERIERMHRNR , F2H AM AFER) PHALINTSHRIEN
AP ( BRBKERIE ) BETHRXER,

- ETHREAACNETRRNREHTEKFHRZBENZES , F3H (AM AFER) F8 1AM
HR Y BB K P 3 R 1A [ o

AWS BIFEEF B AWS Ground Station

AWS HERBZHUIEZMNEENIEL KK AWS, AWS RERBEZENTZEILABIRMNER , UE
BRFRAAF, MBS ERNR.

FicE , AWS RERBURTSNENRBERGIR FTHRENRNE , BAEMNAHME AWS FF £
M. BRMNBUBEIENRETEARMNE - EEHRRRE —SRDNR

BT EEHR AWS HERBPE LR, 2R AWS B AWS RERBPELHNR , MEHLE
IZRMAT RN EZERASH (AP, 4NABE. ). AWS REARERIIFTH API HIME RS T
BABERIET AWS BRSS BY API R 4ERS EXT AWS HEE XM,

BREZER , F5H (AM BFER) B AWS EEA KK,

AWS I E XA . AWSGroundStationAgentinstancePolicy

BA LU AWSGroundStationAgentInstancePolicy REEKIEI IAM B4,

ZERBE @R Amazon EC2 SEf1#2F AWS Ground Station {XEE PR |, /o iFi%SH#E Ground Station
EXRHAE) ZIEFBREBRE, AKEHHWMENEY®RE Ground Station fR%
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RERFHER

ZERBIE U TR,

« groundstation— AFHIERIHKEHFIEA Ground Station K2, APIs

EEFRHRAH JSON KEEXH | iS5 AWSGroundStationAgentlnstancePolicyAWS & XS
ZiEE,

AWS 1EE KB :
AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy

& TS E M bl AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy EI&# IAM 3=24E, BEE
B B AN 2 f2 A R B 1TIRYE AWS Ground Station RS X AR, BEXELZEE  BSREARS
HXAE,

LR @ EC2 #F AWS Ground Station RF&ERAE IPv4 ik BIRR,

RRFHRER

ZREEEE TR,

« ec2:DescribeAddresses— AWS Ground Station RiFRXEREFIHFAEE EIPs 2 IPs REHI K
&

« ec2:DescribeNetworkInterfaces— AWS Ground Station 2 iFARIEIRENE EC2 SEHI<BRAY
MEEONEE.

EEERIRAN JSON KEXH , ESH
AWSServiceRoleForGroundStationDataflowEndpointGroupPolicyAWS & RS E ISR,
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AWS Ground Station AWS 1E& KB R 5T

EE AWS Ground Station BiZRFST BRI LEERUR AWS RERBEHRNFAEE. BRER
RETHEEMN BSIZER , B1T6 “ AWS Ground Station (#4718 %” R HE L# RSS feed,

B EiR =p:
AWSGroundStationAg AWS Ground Station 0 7 2025 %11 A 13 H
entlnstancePolicy : MM AEHK FHBR , AFRERERE
B B9 BT SR , M58 T Ground

Station URLs B9 1E,
AWSGroundStationAg AWS Ground Station 7 i0 7 2023 4 A 12 H
entinstancePolicy : ¥ —TIHTREE , WBEBRA T

KREFIRMER AWS Ground
Station Agent B BR .

AWSServiceRoleForG AWS Ground Station 70 7 2022 £11 A 2 H
roundStationDataflowEndpoin ~ —IHTREE , ZXKEEHE T EC2
tGroupPolicy : %Kk PR , AWS Ground Station

ARYFEHERE EIP XBEWAE

IPv4 it AR 5 EC2 3£k

Ry P840,

AWS Ground Station EFF#8  AWS Ground Station BB 2021 &£3 A1 H
RE®R IR AWS EE R EXR,

£ Ground Station REA SRS MERINAE

AWS Ground Station £/ AWS Identity and Access Management (IAM) RS HEX A, REHEXS
B2 —fIn4ERAEMN IAM A€ | ©5 Ground Station BEi##EM>x, RFSHEXAEE Ground Station Tl iE
X, BEZRSKREFAEM AWS RS ATENFTE R,

RESAAXACRAILEERNMIZE Ground Station , BN ETEFIHRMAENPR, Ground Station &
VEBRSHRXARHWNER , BRIESEEN , EMX Ground Station AILLEEZAR, EXHNRITIE
EERBEMNRRE |, T BN R T EEM B EME A IAM 3£,

ROER =
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BRXFRSERAGHEMERSZNEES , B5HE IAM BESEANAWS RS , AERSHEXARS
HERIRE ‘B RS, EREENEE  EFZRSHRSREEENXH,

Ground Station BY RS HH< B BN R

Ground Station fEA & AHWRFHEXAE
AWSServiceRoleForGroundStationDataflowEndpointGroup— AWS GroundStation £ f it iR 548 < &
BRI EC2 R&EHKL IPv4 Bithil,

AWSServiceRoleForGroundStationDataflowEndpointGroup IRE X AR EFEUTRERAANZA
& .

* groundstation.amazonaws.com

B AN A BNRERE AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy St ifF Ground
Station X8 E R IRFT A A TIRE -
« #24E : all AWS resources (*) L£H ec2:DescribeAddresses

Action /21 Ground Station ¥ 52 IPs KEXBIFFE EIPsHA.
« #4E: all AWS resources (*) EH ec2:DescribeNetworkInterfaces

B E /L Ground Station 3JREVS EC2 RHIRBEHMEZIEAOEFSE

BB ENR , £ IAM R4 (AR, AAE ) I8, RESIBRESKEAG. BXESE
S, BZH (AM AFER) R RS KBRABNIR.

7 Ground Station B|ZRSHEKXAE

BEEFHOERSXBKA®, HIRE AWS CLI 5 AWS API DataflowEndpointGroup # &2
Bt , Ground Station 2 H{REIB RS HEX AL,

MR IZBESABAR  RAEEEFME  fUUEAHRRREK,ATFEFVRLYAR, H&
#1228t DataflowEndpointGroup , Ground Station 2B X N IERIERSHXAE,

LA SAER 1AM A A BIEA R E Amazon EC2 FEARMIIRRSHEXAE, £ AWS CLI R
AWS AP| & | FEARSBHEIBRESHEAXAE, groundstation.amazonaws.comBEXEZEE |
BESH IAM AFERE PHNEERSHEXAR, NREMRTRSHEXAR , TUEH H#E’Jﬂ&ﬁ
REIEAE,
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A Ground Station REERSHRA R

Ground Station 7 2 #8453 AWSServiceRoleForGroundStationDataflowEndpointGroup RS #H< &
B, SIERFSKIRACE , ANLTEIEXRAENEN , AN A S A5| AiZAE, ERAUUFEH
IAM RBEABER, BXEZEER , B2H (IAM AFERE) PHARERSKIBKAE,

A Ground Station HIERIESHR AR

NMRTBRECAENTERSKKACHNIIERERS , RNEBWERHBRZAG. XHERIBREED
5 R B 4RI Y R B A SR

REEE 5% DataflowEndpointGroups £ A RSHEXACHIBRIRSHEXARE , TEBRZA®, X7
DRI B R TFEED AT EHNPR, DataflowEndpointGroups I RIEZHEXARSZ/N AR —BHE
F DataflowEndpointGroups , M 270 5 il BR AT B £ A DataflowEndpointGroups ZRFSHEKX B BN A
B, R TEEFEMIBR

® Note

WMRELZHMBRFIRET Ground Station RS EEFEAZAE , MMBRATES KA, MREE
XHER , BEF/ Lo HEER,

fIBR Ground Station A # Ground Station &R AWSService
RoleForGroundStationDataflowEndpointGroup

DataflowEndpointGroups &i3 AWS CLI 2 AWS API il Bk,

£/ IAM FahHIBRARSS KBk B &

5/ IAM #2414 AWS CLI, = AWS API filB&
AWSServiceRoleForGroundStationDataflowEndpointGroupfREZHx B, BEXEZELE | HSH
C(AM AFEm) PRIBRES <BKAE,

Ground Station FRFHEKXAEBHNZ ZHXiT

Ground Station XBERFATANMAEXBERARSHEXAR, BXESEE , BRAXKESR,
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[FIEHEE

NOT_AUTHORIZED_TO_CREATE_SLR-iXFT/REH K~ A FAMA CreateDataflowEndpointGroup API
A& Hiam:CreateServiceLinkedRolefX PR, EH iam:CreateServicelLinkedRole XFR
NEBRNAENIK, FHLBERSHEXAR,

BAHIEMNE AWS Ground Station

AWS Ground Station BRINREINZ |, LUEA AWS BENINEZEZ AR ENBSBRHE.

- AWS BEZ4-BRIA AWS Ground Station f£ X & 234 B zh i 22 AT B #Z 1R 5 Y N A BB R 2 71 &
BIEEE, EERFEH AWSEHERY , W LEZFREFEABR ; BER2 , REXEXIEMERS
FURFREPNZHRENZH, BXREZEE |, 551 (AWS Key Management Service FF &% &
) PHAWSHE R4,

RANBRT , B5BE MR UHEPDBRERFBRBBBESRONBETHENERYE. B, EEXEHE
FEFEEMBEAMUAREEERNZENAER.

AWS Ground Station XFIE BB BSHERFMNZ , B2 , X FTEL AWS Ground Station %R
(PIMERRK) , BULEREAZFRAERHRBERIANIEERH. AWS

- BEFRE®EP-- AWS Ground Station XEFEAREEE., AWS HENMERNNMESREEBRHAK
REUBHNEANE. ATEAUTSS2HXEMNE , R BRITUTES -
 HIEMLE KRB R S
- B F4R IAM REERRAX
- BRANZEARARE
o FeHRONER AR
o« AND0 PR
- BIERBARA
o T XIMBRER A

BXEZEER , B5H AWS Key Management Service FF & A RIER PN EFEE R4,

TRLCET AWS Ground Station X FEHAEFIEEZANEIR
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HiERE AWS B R ZHINE EFRERAME (Tik )
RATUHEIERENERHE CRBA ==
RATEEXEZHNAVANEE ERA ==

n

@ Note

AWS Ground Station B35 FAEASNE AWS HENER , ATR/EFMNAFHEIE,
B, FAEFEENZHAEE AWSKMS 45, BEXENNESZEFELR , 55 AWS Key
Management Service o

BXMEZEE AWS KMS |, 55 H (AWS Key Management Service FF & A R IER) o

BRSHHRRENBERSE , BN

. TLE %1 OEM EFEN BB NE
. B ABREERNBSME

EEFEERH
EAILMER AWS BRIEH A, %, QRNMNESHEHHA. AWS KMS APIs
EXNHNESREZRH

#%&# (AWS Key Management Service FF & A G 1EF) P EIBNMHEFREZHAN S RHFTIRE,

X B BURBER

RABRZFINEFREZANTR,. SINEPREEXZAXINRE—NEBHER  HPSSBEHER
DERAZAURNAFERAZANFR, CIBEFEERNBAN  IUEERAERB. AXELZEE B
2% AWS Key Management Service F X A REEEHPHNEEEF REZHANIH RN,

ENEFIEEZIE AWS Ground Station BIR—REH , BB EZEAKEELAG AWS Ground
Station RE R FELUWNR, EANNRMREEERRTEEMZRNRFRER
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« BX TLE M OEM EF#IE- X EATLE # OEM EFBFENBSMENRBBERERNTRA |, 15
SR

s BRAVASEENBRE-BAXREANIERBERNRFLVASEENINBENE , FSH,

@ Note

ZRRBEERNENREMSR. TLE M OEM EFRBBEABHTEANR , mMANARAE
AEAEERZARKNR. BR|EZNZNFERARREEEZAKK,

BXREEBIPEENRARNZAHEHTHEHFRNESZER , 25  AWS Key Management
Service F X EEM) o

RNEEEZEFEENZ4 AWS Ground Station
BAILEEEFEERHAUMZELTRIR :

« 2 (TLE. OEM MHF LA )

IR RIRE , ATEN R — P RIEEHRIEZH kmsKeyArn

« kmsKeyArn- AWS KMS & F £ & Z 4 B AR IRE

AWS Ground Station IN%¢ £ T3

MEETYR—ATWENREX , EF2EFXBBENEMBLTIUES . AWS KMS #£AME LT
FERNEMBER FHRIENBERZFLLSHRIENMNER., SEENBHREFENERPESMELTX
B , 2FFINE LT X AWS KMS BEFINBHTE, BERZHRE , E4TEFRPEEHENNELT
o

AWS Ground Station RIFEMBHRNAREATEHNMBE LT , AN EZNEBNBARNEEREN
& £ T3

BXRBETRBENNEZE L TXNEFEAEE , B5H .

- TLE 1 OEM EF BIER RS NE
- FNASEERNSBSNE
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https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#overview-policy-elements
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html#example-no-iam
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
https://docs.aws.amazon.com/kms/latest/developerguide/encrypt_context.html

AWS Ground Station AriEE

TLE ¥ OEM Ef#FEMNHSMER

TLE 1 OEM Eff R BBEKRER
EFEFRAERAEERKRE—LER , SNBAEBAAEZRSEFUTRE : AWS Ground

Station

« kms:CreateGrant-AEFEENZHUBRAREREN. BEFNELEERARITERIUEZEN AWS
Ground Station 5 EIMX R , SASREUHIf#4& D25 843 o

« kms:DescribeKey-iRHEFEBNZHIEMES , AWS Ground Station SAEEZ X FEHREMHN
B2 BIREZ A

BXEAENWESES , H2H AWS Key Management Service 7 & E157.
FEREFREZACNRERN IAM AFXER

FEINEIRIESR AWS Ground Station EREFEEHHAN , ERRMBENRARNAFSTE,
EERAEFREREREFAR  Af SAERNES EERHRTUTRE

e kms:CreateGrant-RIFAFRKEXNEFF EENZHBIE RN AWS Ground Station,
» kms:DescribeKey- AP ERETF EENBARMAEEURIERA.

"‘TRE?E%%H%EP?EELZ*“FEEWFE FEERARE AL TNERTE IAM KB P15 EX LR,
X LR PR #E 4R A P AT LA3Z A AWS Ground Station 2 1E A& F £ E R4AH T INRRE,

T E AWS Ground Station £/ % AWS KMS & F & =%
AWS Ground Station EEZ AR FFEE A LN EF EBNZH,

MR FEFHAEFIEEREAMBNEFR , AWS Ground Station @B A KX ZEBERFRREQER
$A$E M, CreateGrant AWS KMSH R AWS KMS BT F X &M~ AWS KMS 24889 AWS
Ground Station 5B R,

X AWS Ground Station /o iFITUA T8 E :

« M GenerateDataKey £ RINFNBREFHAHNEER K RABEZHFILILEATMNE,
A Decrypt {5 14 B9 I 25 IR 25 4R 15 R I BS 3042
- A Encryp t EAKTEZAMBELIE.
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https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
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« IREEFERAEM , LLAFRS RetireGrant,

& 7] LARE B OB XY SRR AV A [RIAXBR . 40 SRIX B |, F AWS Ground Station Fo3& 15 B & P £ E Z 4 0
ENEAHE , X2EWERBZBENRE, G, WRENLSTTATRRAANEHPRIREHARR
A2 5 E) AWS Ground Station N TTEEAREH ENHFERER XL, XFFEIBRRUN K
MR G R o

ENMELTX
MZEERFRNZARNHPEZHENTE ARN,

"encryptionContext": {
"aws:groundstation:arn":

"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":

"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"
}

® Note
ZHRNAEERATRA-BHLE,

ER N £ T TR

FARNMHNEFRERARNBENERRN , BFETUERAFIHERMBEEFHMNE LT RIRGE
FHREZANERAER. NFEETESLEREAWS CloudTrail 2 Amazon Logs 4 & #J CloudWatch
A

ERMNE LT XEFANEFEEXNZHANT R

SR LAE A R AR BE A IAM RBEH R INEE LT XA conditions RIZHIXEHINEFEERAN
TRl 1858 o] BATE RAX AP E R 02 £ T XA R

AWS Ground Station R AEMAINE £ T XY RREZEHXEHNK X B P EFEEZANTEN
fRo RMNARBRENAFNRECREENINE LT

UTREZEARKFATRS , ATRTFTXBREMNRE L TXNEFREEZANERANR, LEREETPHF
HERBRRNEFEEMR L TXHME L TXAR,
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https://docs.aws.amazon.com/kms/latest/APIReference/API_RetireGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/encrypt_context.html
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UTROIERTHRED L ENEFBIERN R R RE

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.us-east-1.amazonaws.com"
}I
"Action": "kms:DescribeKey",
"Resource": "*"
},
{

"Sid": "Allow AWS Ground Station to Create Grant on key",
"Effect": "Allow",
"Principal": {

"Sexvice": "groundstation.us-east-1.amazonaws.com"
}I
"Action": "kms:CreateGrant",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms :EncryptionContext:aws:groundstation:arn":
"arn:aws:groundstation::123456789012:satellite/satellite-id"
}

B MEE R T R B 2

LR AWS Key Management Service EFREZAELNER TR —EFEAR , BAUEAR
AWS CloudTrailA mazon CloudWatch HERRER&ZIZEIF AWS Ground Station 13K, AWS KMSEL

1S /T_\{’ilJzEE'CreateGrant GenerateDataKey, Decrypt #lDescribeKey % #l AWS KMS #4E CloudTrail#y
=4, XERESITEAA AWS Ground Station LA E] HEH & F L E R4 BB BIE.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
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CreateGrant

WMIRERH AWS KMS EF EEMZ4AMBEMN ERRERET , AWS Ground Station 2 RE X

EFE K P R AWS KMS #Z4AfCreateGranti®R, AWS AWS Ground Station &2 RS
ETFE AWS KMS ZEFEEZ AR RR. A, EEMBRERS , AWS Ground Station £
FRetireGranti2 ER B R IR o

AT RBIEHIEHE T CreateGrant 2 I RVIR/E -

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2022-02-22T22:22:22Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"operations": [
"GenerateDataKeyWithoutPlaintext",
"Decrypt",
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https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_RetireGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
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"Encrypt"
1,
"constraints": {
"encryptionContextSubset": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"

}
1,
"granteePrincipal": "groundstation.us-west-2.amazonaws.com",
"retiringPrincipal": "groundstation.us-west-2.amazonaws.com",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
3,
"responseElements": {
"grantId":
"0ab0ac0d0b000f00eaddcc0aleddfcOObcedd0cO00f0000000cObc0a®d@@aaatSAMPLE"
3,

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®@00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

DescribeKey

HIEER AWS KMS B RERAMBLHEFRRFFN , AWS Ground Station 2 REE
% DescribeKey 1 3R Z A LARIE R IK 7~ R B FHEFTIE RN Z A

TR RBIEHIER T DescribeKey 24 :

"eventVersion": "1.08",
"userIdentity": {
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https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
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"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/User/Role",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Role",
"accountId": "111122223333",
"userName": "User"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": {

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

},

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",

"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",
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"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management"

GenerateDataKey

LIRER AWS KMS B F EEBAMZEN EFHRIRY , AWS Ground Station £ %
% GenerateDataKeyiE SR LLE R A F N Z BN BIEZA.

LA ROIEHIZF T GenerateDataKey 2 IR 1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

.

"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"keySpec": "AES_256",
"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"

1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbdfba@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type'": "AWS::KMS::Key",
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https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
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"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"eventCategory": "Management"

Decrypt

HIBER AWS KMS B REZANZENER TR , MRRENEHEL AWS Ground
Station EEFHRINEFREZAMNE , NEABRZREREEMREHNERR, Hl0, WRM S3
iR L2 EAAERRERANZE T ERRITINE,

T RBISHERT EHNRSRE

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

},

"eventTime": "2022-02-22T22:22:22Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"

1,
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"

iy

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
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"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®@00fb0dfba®@SAMPLE",
"eventCategory": "Management"

Eﬁiﬂ %* J_EIJ ﬁ%/h\ﬂﬂ%ﬁh}
FUAESRERRHNIBBERER

ENEFREZAEFINARAEZTIREE-—EFEH , FNBARBAIEZRSR T UTR,
AWS Ground Station E{Eﬁﬁi’ﬁﬂﬂﬁ TLE #1 OEM EFRRFBETRE , AUARAEHFEAEERARE
BRBTMBRE, XR—REENRANEAZANER LS Z,

« kms:GenerateDataKey-£BATMESMNASEEFHENRERH.

« kms:Decrypt-EiIFRIZLN A UASREERTRBENFEZNZNBITERH.

B3RP IEE 4 AWS Ground Station 177 8] 1% BR 89 2248 K #E 7R 41

(® Note

FRARAVARAENR , EXNEREBARBPEEXLENR, &

TRIE BRI R B BUER = BA A [a1 X 13, AWS Ground Station FREZEFEA ( 6l
Wgroundstation.region.amazonaws.com ) R FXLNR, WERF AWS Ground
Station FHXLEFRRMBIZARB D , WEREFHEIGRENEELFLASRERER*.
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https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html

AWS Ground Station AriEE

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.us-east-1.amazonaws.com"

3,

"Action": "kms:DescribeKey",
"Resource": "*"

"Sid": "Allow AWS Ground Station to Encrypt and Decrypt with key",
"Effect": "Allow",
"Principal": {

"Service": "groundstation.us-east-1.amazonaws.com"

},

"Action": [
"kms :GenerateDataKey",
"kms :Decrypt"

1,

"Resource": "*"

EREFREZRACBRSUARAZNN IAM AFXR

FEMEFHZEEHR AWS Ground Station FRAEFREEZAN , ERAREECESVASEENRERNHA
F11%,

EFAEFREZCESNVARARZIRER , AP A0 ERNEFRERAHTUTRE

« kms:GenerateDataKey-AFAFERATNEANASREERBENBEZA.

« kms:Decrypt-AWAFPEHRAVASEEFTRBEMNBEZERIEZRR.

« kms:DescribeKey-RFAFEEEFEENZRIFHAFRURIEE,
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https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
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AWS Ground Station AriEE

BRI EZHRBRPEEXLERENR , HEEFHREANER TE IAM REPEEXLENR.
X LE AR PR 4R A P AT AR AWS Ground Station #4162 A& R EHB AT NERKE,

wnfal AWS Ground Station fEAXBREFIELVASEER

YRR EFEBENFPERHINASREEFRKIER , & AWS Ground Station & F 2348 5 B& & 1 (8] 47
KNz %40, XFR2 AWS Ground Station BEXREBBEXFHEEEFHN , A 2E& TLE = OEM E
PERERFEESENIZE TN,

RIEMER AWS Ground StationXt & P FEEZAR G RINR , & AWS Ground Station F&3£ 17 R 1%
HEAMEZEWEAHE  XSFMEBIZEENRE, flon, MRERRTEHERIALSFEANSTLASE
EFRNRBREE | NIEEARE AWS Ground Station FF75E#E AIREMN H A SR HIERIZS
Rk, XFSBUZBR R R BIRESLE R,

FTUASEERMZELTX

% AWS Ground Station £ K AWS KMS ZEAMZF N ASEERREEN , ZRZFSEEMNE
FFRX, h#FELETXRE AWS KMS ATHABEZTEHAEMELT 5 HRIENEIE (AAD), EHNE
BEEBENE LT , ZRFSLANBRREEERD —MNBE LT, &N , BEFEAK, NELETX
B ARHK CloudTrail BE , AEBIER T B AT AFERLE AWS KMS 4, &H CloudTrail A&
AR BT ZHIR AWS KMS ZHFERANEKE , ERS/NEEZEPHME LT XA B ERE Z
HEFERANERER,

AWS Ground Station 3 EFALNEFREZPESNARARMR EHRITIMRRER | EEATM
BETX:

{
"encryptionContext": {
"aws:groundstation:ground-station-id": "Ohio 1",
"aws:groundstation:arn": "arn:aws:groundstation:us-

east-2:111122223333:ephemeris/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn": "arn:aws:s3:::customerephemerisbucket/00a770b0-082d-45a4-80ed-
SAMPLE/raw"
}
}

mELETXEE :
aws:groundstation:ground-station-id

ErfuASEERRMXNEEIEE .
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aws: #EY4:arn

EfR T ARN,

aws: s3: arn

Fi&1E Amazon S3 RV EFH ARN,

fEA % £ RN EFEERHARTR

B LAER 1AM A4 FBAREZEH Z P EEZHAM AWS Ground Station 15 B R,
fEkms : GenerateDataKeyHkms:DecryptR{E LR MEHFHLREHE a AWS KMS 7] LA T HLe
HhTET UL

UTRZFHABKRFERG , B TRFEFEFLESEXEINSE I E FEH AWS Ground Station
HENR, RERBEAFNRKGEERMEANIEESRARBEPARACE IR =T XHRABITM
BB,

&F AWS Ground Station 17 [0) % - & I8 #Y 435 1E b [H U 2548 Y 2548 SR G 7~ 1

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.us-east-1.amazonaws.com"
}I
"Action": "kms:DescribeKey",
"Resource": "*"
},
{

"Sid": "Allow AWS Ground Station to Encrypt and Decrypt with key",
"Effect": "Allow",
"Principal": {

"Service": "groundstation.us-east-1.amazonaws.com"

},
"Action": [
"kms : GenerateDataKey",
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"kms :Decrypt"
1,

"Resource": "*",
"Condition": {
"StringEquals": {
"kms :EncryptionContext:aws:groundstation:ground-station-id":
"specific-ground-station-name"

}

A AWS Ground Station 15 [7] 2/ #h E 5 B 2 P 358 2240 1 40 S B R 451

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexrvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": "kms:DescribeKey",
"Resource": "*"
}I
{

"Sid": "Allow AWS Ground Station to Encrypt and Decrypt with key",
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.us-east-1.amazonaws.com"
}I
"Action": [
"kms : GenerateDataKey",
"kms :Decrypt"
]I
"Resource": "*",
"Condition": {
"StringlLike": {
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"kms :EncryptionContext:aws:groundstation:ground-station-id":

"specific-ground-station-name-1",
"specific-ground-station-name-2"

BERNERATNSNASEERR

HIEG AWSKMS EFREZREANARAEFRAFE-—EEAR , B SEH

CloudTrailgf CloudWatch HERRERAIZEIMER. AWS Ground Station AWS KMSEL T 7Rl

s GenerateDataKey# Decrypt CloudTrail B9E4 , AT %1215 EH AWS Ground Station 2 &
ERAMBNEHIEM ARG AWS KMS #1,

GenerateDataKey

LIER AWS KMS BEFREZHANELZNFNASEERIRAREN , AWS Ground Station £18
Ki%GenerateDataKeyi& 3R AWS KMS B4 A FIZBRENBIEEA.

TR REIEHIERT AU ASREENGenerateDataKeyIR 1E :

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"

iy
"attributes": {
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"creationDate": "2025-08-25T14:45:487",
"mfaAuthenticated": "false"

}

I

"invokedBy": "AWS Internal"
I
"eventTime": "2025-08-25T14:52:027",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"keySpec": "AES_256",
"encryptionContext": {
"aws:groundstation:arn": "arn:aws:groundstation:us-
west-2:111122223333:ephemeris/bb650670-7a4b-4152-bd60-SAMPLE",
"aws:groundstation:ground-station-id": "Ohio 1",

"aws:s3:arn": "arn:aws:s3:::customerephemerisbucket/bb650670-7a4b-4152-

bd60@-SAMPLE/Taw"

iy
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

I

"responseElements": null,

"requestID": "ef6f9a8f-8ef6-46al-bdcb-123456SAMPLE",
"eventID": "952842d4-1389-3232-b885-123456SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "8424f6b6-2280-4d1d-b9fd-0348b1546cha",
"eventCategory": "Management"

FluABREENNSESIE
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Decrypt

HIEER AWS KMS B REERAMBEN ST VASEERRRRN , MIREHNFVASEER
RYFEC L AWS Ground Station AR EFERZHETINE | N EH#BRERBRXL
=,

UTREISHIERT EUABRERNMRERAE

{
"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
}
.
"attributes": {
"creationDate": "2025-08-25T14:45:487",
"mfaAuthenticated": "false"
}
1,
"invokedBy": "AWS Internal",
"eventTime": "2025-08-25T14:54:017",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"encryptionContext": {
"aws:groundstation:arn": "arn:aws:groundstation:us-
west-2:111122223333:ephemeris/bb650670-7a4b-4152-bd60-SAMPLE",
"aws:groundstation:ground-station-id": "Ohio 1",
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"aws:s3:arn": "arn:aws:s3:::customerephemerisbucket/bb650670-7a4b-4152-
bd60-SAMPLE/Taw"

},

"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "a2f46066-49fb-461a-93cb-123456SAMPLE",
"eventID": "e997b426-e3ad-31c7-a308-123456SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "477b568e-7f56-4f04-905c-623ff146f30d",
"eventCategory": "Management"

& s A B B BB IN 22 AWS Ground Station

AWS Ground Station BRIAREINZETHEE , LEEZRASEP R ENSBEIE, BEESEEXHE
B, AILUB X F 5 NFE AWS Ground Station X1 B FEHY Amazon EC2 k42 [Bl4& kiR,

« AWS Ground Station X2 A

. BERFER

BHRARNERBES ENEHPHREANZLEBELTREFR—#, TXENRAEBHEZE,
AWS Ground Station REE#%

AWS Ground Station XEFEHAEFEEMN AWS KMS Z4AXNHERZHITNER, EEH Amazon EC2
5| _Ei=1THY AWS Ground Station REEF B 2R AR SRR EH IR,
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BT InHREEN AWS KMS Z4A R streamsKmsKeyZ#MissionProfile &I ERIEEMN
FRIER T4 AWS Ground Station 5 B X PRV BRITE L AT HY AWS KMS 240 SR E&H#E1T4L
¥ streamsKmsKey,

‘: Y Ll Y
oM m R

BRERE[REABIEREREZS M (DTLS) #TNE, XREABLRIEBTHN , FTREFINN
BB,
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ES B IE A B iE TR )

PR RBIGER T MAERA AR BLEH QBRI ZEENESHR. ERNEREEFEDESL
HIBEIDEHRTEHRR , AFPDEMERERIENRE,

£l

. JPSS-1-A# BT E (PBS)-ilE

« £/ Amazon S3 IEE WM L EIE

- MABERRS (FH ) NAHRT BRI E

s FABERGSN AR BIE (BRANES )

- fEF AWS Ground Station 138 ( B ) AR EBIE

JPSS-1-AH -1 2 (PBS)-i#{4

RBIE S 5EEF ABRRERR. ©RM T 5 AWS Ground Station A T E&RGINEIEFREMED T,
ARERET &,

MARTBLEATFR , BUUFEALATTANBERLESIENEERR. BATH , BINA
AWS Ground Station RiE#IR JPSS-1, ENSE , BIIEAKEMH T ERS 1 (JPSS-1) XS
FEEHIE (HRD) B3/ #BHE 4 (DBS) §49 (RF) ZFO#EH3XHY (ICD) REX =, B, BEEEEN
£ , JPSS-1 5 NORAD ID 43013 A%,

JPSS-1 DERM—F ETHBN=FEETTHEEFRE , WICD B 1-1 iR, EXEFEGFREE
B, AE-ZSERYIE (HRD) TTHXEEHREBARLIXEH. ETI , REFIXRKRELHE
FEEANBIREE AR, HEBEMTAHAR

« BORE (LTER) , MHz ROSRENR 2067.27 , BIBERE R 2-128 kbps. MBEERTLFiH

o MHz F/OIERS 2247.5 BB MEER ( TITHEER ) , BIEERE RN 1-524 kbps. LLEEERFANFIH
]

« GHz H/OMIERF 26.7034 B9 SMD R ( FITHEES ) |, BUEIEZERR 150-300 Mbps. BLERBEF AT AT
M,

« HRD B ( T1THRE ) B RF , MHz 0 AR 7812 , BIEEE N 15 Mbps, BRI MHz TR N
30 , ™ B¥SL a0t right-hand-circular-polarized., & JPSS-1 Bf AWS Ground Station , iX 2
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LA LUFRNBERE, ZBECHAESNENZRE, MFIEHE, AERENBEMKM KR
REREE ISR

HERMNEBREBENHEREN , BIORARS ( LITH#RK ) . BN ( 78 ) M HRD ( T8 )
BERESNME, TRNZSEEHKEAEN. AWS Ground Station SMD BREFRE , BN UM
REHTHAEBRRNEE. AXXENIIERNESFES , IFSHAWS Ground Station WISEED

(® Note
BT SMD BER52F3#2A AWS Ground Station , Rt REIEEFFELE R

(® Note

BT e (L1788 ) M@ ( TIT8EER ) BMBREICD FENX , BRAIELRER |, FtfE
R RENER S VE,

A Amazon S3 BIBEEWMMW AR HBIE

WRHIENERFEBEIPSS-1-0 K T E (PBS)- 1T &8 5 Fr Ay 2 ARV E At £

EARRES  REERIZT—MFE | BRES HRD BERERHRIBRZHM , FFEEMHERUZN
REOMAEZ A, XETUNTERFLENRBSN (RF) AHEER (1/Q) A&, FHIEHA Amazon
S3 FWME , BUNERAMENTEARANBEHTHRANMBIE, BXROCENEARS , ESH
MathWorks ##2, R RAIE , B LLE R Amazon EC2 T % TE M4 # SR AL B Br 3R H BR K B 4K
b 3B AR AR

BERE

AT EAKNENHFERBEREANT.

AT AR E 4R S ER#8/8 T CloudFormation ik “&IR” 25

Resources:
# Resources that you would like to create should be placed within the Resources
section.
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(@ Note
&K CloudFormation BiRA BN EZER |, BHSHERID .

ZEB B M Amazon S3 Rt L —BERENGZR , LNELFRAE KRS ERAKRE. BELRS
BELRT |, BYHE L — Amazon S3 F& .

# The S3 bucket where AWS Ground Station will deliver the downlinked data.
GroundStationS3DataDeliveryBucket:
Type: AWS::S3::Bucket
DeletionPolicy: Retain
UpdateReplacePolicy: Retain
Properties:
# Results in a bucket name formatted like: aws-groundstation-data-{account id}-
{region}-{random 8 character string}
BucketName: !Join ["-", ["aws-groundstation-data", !Ref AWS::AccountId, !Ref
AWS: :Region, !Select [0, !Split ["-", !Select [2, !Split ["/", !Ref AWS::StackId]]]11]

o, EEEFECIEMNN A BRI AWS Ground Station = 88 L VT £ A &R,

# The IAM role that AWS Ground Station will assume to have permission find and write
# data to your S3 bucket.

GroundStationS3DataDeliveryRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action:
- 'sts:AssumeRole'
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Condition:
StringEquals:
"aws:SourceAccount": !Ref AWS::AccountId

i
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ArnLike:

"aws:SourceArn": !Sub "arn:aws:groundstation:${AWS::Region}:
${AWS: :AccountId}:config/s3-recording/*"

# The S3 bucket policy that defines what actions AWS Ground Station can perform on
your S3 bucket.
GroundStationS3DataDeliveryBucketPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
's3:GetBucketLocation'
Effect: Allow
Resource:
- lGetAtt GroundStationS3DataDeliveryBucket.Arn
- Action:
- 's3:PutObject'
Effect: Allow
Resource:
- 1Join [ "/", [ !GetAtt GroundStationS3DataDeliveryBucket.Arn, "*" ] ]
PolicyName: GroundStationS3DataDeliveryPolicy
Roles:
- IRef GroundStationS3DataDeliveryRole

AWS Ground Station Bt &
AFNFNERE AT,

REE-MREEEXRERERBERENRET. &% P REFERRED N B RIRAT RS ESR
B, BRT JPSS-1 ERERY A RAUAFERRESRE.

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"
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BREECEKE K BEEEN—MRETTEHEREEXRRRIEESR D , HEXL —1 s3 ZFFLL5| AENIN
BIZEH Amazon S3 .

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
JpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station S3 Recording Config that defines the S3 bucket and IAM role
to use

# when AWS Ground Station delivers the downlink data.
S3RecordingConfig:
Type: AWS::GroundStation::Config
DependsOn: GroundStationS3DataDeliveryBucketPolicy
Properties:
Name: "JPSS S3 Recording Config"
ConfigData:
S3RecordingConfig:
BucketArn: !GetAtt GroundStationS3DataDeliveryBucket.Azrn
RoleArn: !GetAtt GroundStationS3DataDeliveryRole.Arn

AWS Ground Station £& &/t
AFNECNEESZSEEAN T,

NEMELE THERINEE , (RAUAECIREERER. ERSVHERRINE,
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# The AWS Ground Station Mission Profile that groups the above configurations to
define how to downlink data.
JpssAsynchMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "43013 JPSS Asynchronous Data"
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref JpssDownlinkDigIfAntennaConfig
Destination: !Ref S3RecordingConfig

LemE—ik

FALERER , EBMETULHE JPSS-1 BRRANEM[E LA SR ITRIHIEEZ M. AWS Ground
Station AWS Ground Station b &

LT R —1N5EEH CloudFormation #1x , HFZREATHFFHRNFAERR , XERRASHK—N T
EEZEFERANEYR CloudFormation,

& A CloudFormation #4xAquaSnppJpss-1TerraDigIfS3DataDelivery.yml@&—4
Amazon S3 FEE AR ZHEBR RAEW VITA-49 E5/IP B BEBIEFTER AWS Ground Station #

3
Do

N RERAY MK & R B F Aqua. SNPP, JPSS-1/NOAA-20 M Terra , 2, HIHIE

(® Note

A LAME AR AWS EIEih E & &5 Amazon S3 6 , NimEER. A TEEEER
Xig# Amazon S3 Ff# . Eus-west-2XERBLURTIEEHF B2 CloudFormation
HEAR 0948 BL X 15

Besh , LR BAMERA YAML, B2 |, #4RE YAML 1 JSON XFi#E=R. EH JSON , i1
TEER . jsonkt . ymlXHT BRER A,

EFEATEER AWS CLI, EEANTHS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml .
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EXEIBRFSMEBILLT URL , AIERF AP ERM T EIULELR

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpss-1TerraDigIfS3DataDelivery.yml

& O] LA fE F LA T 852 IE 32 7E & CloudFormation 38 EER :

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml

*IJFH;&?E/JILJHE/“\ ( %% ) E@ﬁ#\r*ﬁﬂg
LRGBS EAFEREIPSS-1-NH #ETIE (PBS)- A2 Frii o AT ERt L,

ETRRA , BFERR MR, EER HRD BEREFBHRANKFEDIM (digiF) , HEEA
SDR #J A EC2 mazon S5#l E (Y BIE R imT RN AR F B S H it T E,

BERE

ZF%ﬁﬁ”ﬂﬁlin"iE’EﬂEin RBIERZEA . EARRGIF | EF1E CloudFormation Ak |2 N
SR CRIR D

(® Note
AKX CloudFormation iR N BN EZER , BSHERI D,

TS Y, BRI TS, 8T CloudFormation 41 &t 22 #iik et |, BN XLEEEE
=T

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:
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Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(@ Note
FLEEZQEBHAX , HiRM Amazon EC2 EC2Key SHIME . ESHHEH Amazon EC2
S Z B .
sk, ZERIE CloudFormation ket , BFEERMEFWNISGE T XM AMI ID, EZHEAWS
Ground Station Amazon Hl23#R & (AMIs).

HEmWER A BRE T CloudFormation #iRH “&iR” 24

Resources:
# Resources that you would like to create should be placed within the resource
section.

ZERIRH EC2 THIRMSE —BEBRNFE , LHRE—RESLRER, BEADSIEL

BT, BAFERBERLET QEARFRENEE—1 Amazon EC2 £l , A2 — 1S
BERLRT RE.

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverlInstance:

Type: AWS::EC2::Instance

Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup

SubnetId: !'Ref ReceiverSubnet
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BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:
VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name

Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]

UserData:
Fn::Baseb4:

I
#!/bin/bash

exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)

2>8&1

echo “date +'%F %R:%S'" "INFO: Logging Setup" >&2

GROUND_STATION_DIR="/opt/aws/groundstation"

GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"
STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"

echo "Creating ${STREAM_CONFIG_PATH}"

cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"

{

"ddx_streams": [
{

"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false

3
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep

echo "Configuring dataflow endpoint application streams"
python "${GROUND_STATION_BIN_DIR}/configure_streams.py" --configFileName

"${STREAM_CONFIG_PATH}"
sleep 2

i
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python "${GROUND_STATION_BIN_DIR}/save_default_config.py"

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS

Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888

ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup

Description: "AWS Ground Station Downlink Stream"

# The security group that the ENI created by AWS Ground Station belongs to.

DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup

i
i
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Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 172.16.0.0/12
Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 192.168.0.0/16
Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"

Value: "AWS Ground Station - PBS to dataflow endpoint Example VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
# Ensure your CidrBlock will always have at least one available IP address per
dataflow endpoint.
# See https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html for
subent sizing guidelines.
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CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverlInstance
NetworkInterfaceld: !Ref ReceiverInstanceNetworkInterface

o BEEEQBELUNRBMAR® , AWS Ground Station AR FELEKIIK - oI # 4R LEO
(ENI)s

# AWS Ground Station assumes this role to create/delete ENIs in your account in order
to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
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- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess

:policy/service-role/AmazonEC2ContainerServiceforEC2Role

- arn:aws:iam: :aws
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

# The instance profile for your EC2 instance.
GenerallInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:

Roles:

]
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- IRef InstanceRole

AWS Ground Station &t i&
AT NECNERE AT,

REE-IMREEEXRERER BERFENRET. 4% P REFERRED fFN B RERAT RS EESR
B ,BBRT JPSS-1 EfRERY A RAUAFEERRZESRE.

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

BREBERE REFBEN - ITRETTHREERRTIIERS , MR- M BERB[LEERSIRAE
Nin REAEEHBERRRE,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to
# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "SNPP JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"
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# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to

downlink data
# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "Aqua SNPP JPSS Downlink DigIF Endpoint Config"
ConfigData:
DataflowEndpointConfig:

DataflowEndpointName: !Join [ "-" , [ !Ref "AWS::StackName"

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station £ &/t

ATNALBESHEEA.

NEMRELBTHERNEE , (RAUACIREERER. ERSUWREARINE,

# The AWS Ground Station Mission Profile that groups the above configurations to

define how to
# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig

TemE—ik

FMALRBFR , BIERLUREE JIPSS-1 BRRA |, LENEMAE LEAARBSEERE. AWS

Ground Station AWS Ground Station 1t =

"Downlink" 1 ]
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LT R —1N5EEH CloudFormation #1x , EF /AT HFERNFAERR , XERRASHK—NTT
B $Z7E B {FE A &R CloudFormation,

FAquaSnpplpssTerraDigIF.yml9# CloudFormation 4R B 1 1L RIRE I 8] FF 28 82 UK
Aqua, SNPP, JPSS-1/NOAA-20 f Terra T E2MEF L. H 4 (digiF) HiIE. ©8E—1 Amazon EC2
SEHIFEWR SR digiF BT #HBBIEFTER CloudFormation %R,

MBRREIKF KRB Aqua, SNPP, JPSS-1/NOAA-20 M Terra , 55, HEHTIE

(® Note

BRI LAE A A AWS EiE 5 E & &% Amazon S3 Z#48 , MM RIZER, T
A XM Amazon S3 F# . Fdus-west-2XKERABURTEEHPOIE
CloudFormation 4% By 48 B X 15,

A, ATRHBAER YAML, B2 |, #4ixAE YAML # JSON XFfiEN. EFH JSON , HFE
TEER. jsonB . .yml X4 EREHRN,

EFEATEER AWS CLI, EEANTSHS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnppJpssTerraDigIF.yml .

EXREPSMEILT URL , AIEEHI AP EF N T HULER

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpssTerraDigIF.yml

O] LAE A LA TN 8542 B2 E H CloudFormation 15 EE R :

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJlpssTerraDigIF.yml

ZARRE X T B H AR ?
#ZAquaSnpplpssTerraDigI FERBIEUTHMEIR -

 ( Ali& ) CloudWatch B4 fili & 25-E A BX R AWS Ground Station I/ 4 1% CloudWatch FIE#fl %
#9 AWS Lambda BE#. % AWS Lambda BNECR B 3 H B FE b 4% 1E R AV IR ER KB
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( Ak ) BRRAEC2 WiE-f£/ Lambda H#A SNS BRINBRANREL Li# EC2 LAWK IERS
RET, FEIENR  XAREFEREA , EARRTEAHNERER.

« Ground Station Y & # #2854 R Lambda : B TR R B8 K6 b 2 L0 4 LA IR E R AMI
BTN, FR4F%EIE$E DDX 2.6.2 Only M DDX 2.6.2 with qRadio 3.6.0, BEEEZHH
FEHAIEEN A |, XEERTUFSRET R,

. HMESHR Hih/NH BT E ( Aqua. SNPP Hl Terra ) BHESHEDR.
- HbRETTHREE—HEMN#£ BIE (Aqua., SNPP Hl Terra ) W R& T THRES.

CEZLERFIENENSE, XLESHERTUEN AWS Ground Station I EIFERXET £,
55 FH L 4R AWS Ground Station B , B EEREBCWEETER, B2 , BB E X LEEUE
EiER TSN EREG,

B LA R B AV BE 2

BIERLIRT REARENFEAERN — 302 02 ZBEEHIMEE D, ERSESZ6IERABIERRS
B AR MNBIE KSR ENX AWS Ground Station B3 QW EIER ., BKWIIHER , aT@Ed Rk
BRI EIE R ER £HY UDP im0 50000 EAEHIE. EXRERFERLETREANESZER | B3H,

AWS::GroundStation::DataflowEndpointGroup

EARERRRNLRBIE (FENED )

RBIZBIERFEREIPSS-1-2 T T E (PBS)-1T{4HB5 PR ay 0 ARy B fth L

Bt RS , BFBERR—MR  BEEARERRSF HRD BIEREHRN B FMEDHNERE
ITRBE. NRETIEAXEFRREEREIRSKBRERY (RT-STPSHIPOPP ) A E##E , Nt
PR — M TENER.

BERE

AN BAYEHBREABEREAI, EARPIF , £9FE CloudFormation R HIRF B
) BEC AR B

H\

® Note
B X CloudFormation iR BN EZER |, BHSHERSD .
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S By, BRRMU TS, EET CloudFormation & & 2 H#iket , BFNIXLEEEE
=8

Parameters:

EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any

SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html

Type: AWS::EC2::KeyPair::KeyName

ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:
Description: The Ground Station DDX AMI ID you want to use. Please note

that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-
configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(® Note
BEEQBRZAX |, HIRM Amazon EC2 EC2Key S B, 1ESH &AM Amazon EC2
KB BIEEHN

Ak, £ 812 CloudFormation ket , BFERMB EFHNBE TXEMN AMI ID, EZH
AWS Ground Station Amazon #l22#R & (AMIs).

HREHRA BRE T CloudFormation 14k “&iR” 264

Resources:
# Resources that you would like to create should be placed within the resource

section.

ZRIMAN EC2 RHIRMSE —BEBENHSE  LUHRE—KASERBER, BREADSHEL
B EAERRERA ST AN ARFEENEE— Amazon EC2 6l , HHB—ARZIK
B R B g

AL W&
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# The EC2 instance that will send/receive data to/from your satellite using AWS

Ground Station.
ReceiverlInstance:
Type: AWS::EC2::Instance
Properties:

DisableApiTermination: false
IamInstanceProfile: !Ref GeneralInstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:

VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name

Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]

UsexrData:
Fn::Baseb4:

I
#!/bin/bash

exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)

2>8&1
echo ‘date +'%F %R:%S'" "INFO: Logging Setup" >&2
GROUND_STATION_DIR="/opt/aws/groundstation"
GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"
STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"
echo "Creating ${STREAM_CONFIG_PATH}"
cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"
{
"ddx_streams": [
{

"streamName": "Downlink",

"maximumWanRate": 4000000000,

"lanConfigDevice": "lo",

"lanConfigPort": 50000,
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"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false

}
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep 10; done

echo "Configuring dataflow endpoint application streams"

python "${GROUND_STATION_BIN_DIR}/configure_streams.py" --configFileName
"${STREAM_CONFIG_PATH}"

sleep 2

python "${GROUND_STATION_BIN_DIR}/save_default_config.py"

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS

Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group that the ENI created by AWS Ground Station belongs to.
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DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 172.16.0.0/12
Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 192.168.0.0/16
Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "AWS Ground Station Downlink Stream"
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ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"
ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
Subnet"

- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverInstance
NetworkInterfaceIld: !Ref ReceiverInstanceNetworkInterface

# The instance profile for your EC2 instance.
GeneralInstanceProfile:

i
il
58
X

196



AWS Ground Station AriEE

Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

BEEEMNEKRE, AGFBEENXH , AWS Ground Station SAMEFERHIK - el Z@ MM EED
(ENI)s

# AWS Ground Station assumes this role to create/delete ENIs in your account in order
to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
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Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

AWS Ground Station Bt i&
AYSEREERKXAFEE.

REE-ITPREEEXRREMRERBIERFENRET. %% P REFERRED N B3I REIRAT RS RESR
B BHRT JPSS1 EfRERY A FAUTHEERZESRE,

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

BIEBERE , BEEE X —antenna-downlink-demod-decodeft Bk R R EEZ D , AR — iz
RimaREXRSIAEN RS IFAEENBERERE,
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® Note

BxUMAAMIEEERDemodulationConfigi¥F ifE EDecodeConfig , HSR XL T 1715
HAR AR E,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to
# downlink data from your satellite.
JpssDownlinkDemodDecodeAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Downlink Demod Decode Antenna Config"
ConfigData:
AntennaDownlinkDemodDecodeConfig:
SpectrumConfig:
CenterFrequency:
Value: 7812
Units: "MHz"
Polarization: "RIGHT_HAND"
Bandwidth:
Value: 30
Units: "MHz"
DemodulationConfig:
UnvalidatedJSON: '{
"type":"QPSK",
"gpsk":{
"carrierFrequencyRecovery":{
"centerFrequency":{
"value":7812,
"units":"MHz"

},

"range":{
"value":250,
"units":"kHz"

}

1,
"symbolTimingRecovery":{
"symbolRate": {
"value":15,
"units":"Msps"
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I

"range":{
"value":0.75,
"units":"ksps"

I

"matchedFilter":{
"type" :"ROOT_RAISED_COSINE",
"rolloffFactor":0.5

}
}
}
}l
DecodeConfig:
UnvalidatedJSON: '{
"edges":[

{

"from":"I-Ingress",
"to":"IQ-Recombiner"

},

{

"from":"Q-Ingress",
"to":"IQ-Recombiner"

},

{

"from":"IQ-Recombiner",
"to":"CcsdsViterbiDecoder"

},

{
"from":"CcsdsViterbiDecoder",
"to":"NrzmDecoder"

},

{

"from":"NrzmDecoder",
"to":"UncodedFramesEgress"
}
1,

"nodeConfigs":{

"I-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"I"
}

iy
"Q-Ingress":{
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"type":"CODED_SYMBOLS_INGRESS",

"codedSymbolsIngress":{
"source":"Q"

}

},

"IQ-Recombiner":{
"type":"IQ_RECOMBINER"

.

"CcsdsViterbiDecoder": {
"type":"CCSDS_171_133_VITERBI_DECODER",
"ccsdsl171133ViterbiDecoder": {

"codeRate" :"ONE_HALF"
}

.

"NrzmDecoder": {
"type":"NRZ_M_DECODER"

},

"UncodedFramesEgress": {

"type" :"UNCODED_FRAMES_EGRESS"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data
# from your satellite.
DownlinkDemodDecodeEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink Demod Decode Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station {EF& &
AT EESHMERKRAFER.
MEMRBLETHXNEE , RAULLABIIREERER. ERSBSERERIAME.
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# The AWS Ground Station Mission Profile that groups the above configurations to
define how to
# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Join [ "/", [ !'Ref JpssDownlinkDemodDecodeAntennaConfig,
"UncodedFramesEgress" ] ]
Destination: !Ref DownlinkDemodDecodeEndpointConfig

LemE—it

A LRRR , BMETTLLLHE JPSS-1 BXRA , WENEME LA RBSEEKRE, AWS
Ground Station AWS Ground Station it 5

LT R—15EEH CloudFormation #ty , EF@REATHEHRNFAERR , XEFRAEHR—NT
B 27 B {FE A &R CloudFormation,

FAquaSnppIpss.yml# CloudFormation R § 7£ LE#RIRIE 17 B FF 223U Aqua, SNPP H
JPSS-1/NOAA-20 T EMEIE, ©8E—1 Amazon EC2 =AM ZHER R UK IZWE FAMEBEHE
B EBIEFTER AWS Ground Station &R

WMRRE K R Z % Aqua, SNPP, JPSS-1/NOAA-20 # Terra , 55, HEHIE

(® Note

B LME R AR AWS EUFF R & 2% Amazon S3 @ , MMiAEER, U TEEEEH
X g Amazon S3 FfEf. FEHus-west-2XKIFRBURRIELEEF B2 CloudFormation
HEAR B AR BL X 3,

kA, AT HBAER YAML, B2 |, #ik5E YAML # JSON XF &=, EFEH JSON , B
TEER. jsont . ymlXHT BERERRA,
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EFEATEER AWS CLI, EEANTHS :

/

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/AquaSnpplpss.yml .

FEXEEBRPSMEILLT URL , AIERSI AP EF T EHULER

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnppJpss.yml

BT LAE A LA TR 85 3B 2 E H CloudFormation 35 EE R :

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJpss.yml

ZAEARE X T WL H AR R 2
ZAquaSnpplpssERTIBEUT HARIR :
« ( ™% ) CloudWatch B4t % 85-F FABX 3R AWS Ground Station B /& %)% CloudWatch B #fit %k

B9 AWS Lambda B#{. % AWS Lambda BEZCRE 30 3 B ik 1% 1t 45 1 SR Uk 2R 32401,

- (Hi& ) BRRAEC2 BiE-f£/ Lambda A% 8 SNS BAHIKE R ARBIL L7 EC2 LHIMRIERSE
AT, FEITENE  XWHELSTERA , EARRTEAHTNERER.

« Ground Station I & #l25ME# R Lambda : A TEFENEHI P LERO R4 UREEZEN AMI
MYIEIN, FXHF%EIEFE DDX 2.6.2 Only FIDDX 2.6.2 with gRadio 3.6.0, MMREMFARE
# digiF #iEE B A E AWS Ground Station , &, £/ AWS Ground Station X3 ( T )
NAH BIEMEESREENNUENAS , XLERTUFRET R,

- HESHER Hih/ AT E ( Aqua. SNPP # Terra ) WESHIR.

- HRETITHEEE—HM AR I E (Aqua. SNPP Hl Terra ) W RE T1THREE.

DE,
ELAE

CEZLERFIENENSE, XLESHEZRTTUEN AWS Ground Station 37 B {5 F
55 FH L 4R AWS Ground Station B , B EEREBCWERTFEA, B2 , B BEENX
BHGERTENERZEG,

i3t
i3t

H A A PR B TR B 2

BIERKRIRT SARE N FEHLERN —Z 0 BN BRRFINEED, ZRERSSFERBIERRER
N AR RFEMNEIERRESE N AWS Ground Station B OB EHKIER. BWEIZIER |, T&ET#ss
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BRI EERLRR £ AY UDP #w 0 50000 EAHIE. BXREBERLETRANESZER , B5H,
AWS::GroundStation::DataflowEndpointGroup

£ AWS Ground Station X3 ( B ) WAHR BIEE

RBIZBIERFEREIPSS-1-0 T E (PBS)-1T{AEB 5 Py 0 ARy B fth L

EXRTRA , BEERIE MR, IEEN HRD BEBEERRN ﬁ'ﬁﬁ'?ﬂl—?—ﬂlﬂﬁﬁ (digiF) , HERE
£/ SDR £ Amazon EC2 325l AWS Ground Station iU et X E it 1Ta0E,

(® Note

SERREY JPSS HRD BERREESMER N 30 MHz , BEREEFRE TR ERERE N
FEHUHN MHZFR N 100 WES , METCTLURL EBARE , #HAEZEW, AWS Ground

Station
VA BB
AFNBARNEOBIERBEREAN ], EARRGH | BMEELE CloudFormation iR A 7R IN— N RTE
H ARl ( Mappings 49 ) RERASHI S

(® Note
AKX CloudFormation iR N BN EZER , B HERID .

ﬁﬁ'& YRETE CloudFormation ik # R XEH X9 AWS Ground Station FIBIZRFIRIZE —/ “BR &
B9, X# , Amazon EC2 EHlZ AR AT AR M S| AEIBRIR. BXEANRIRNEZER
1ﬁ§|ﬂﬁﬁﬁ AWS Ground Station X2t & VPC,

Mappings:
PrefixListId:
us-east-2:
groundstation: pl-087f83ba4f34e3bea
us-west-2:
groundstation: pl-0cc36273da754ebdc
us-east-1:
groundstation: pl-0e5696d987d033653
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eu-central-1:

groundstation:

sa-east-1:

groundstation:

ap-northeast-2:

groundstation:

ap-southeast-1:

groundstation:

ap-southeast-2:

groundstation:

me-south-1:

groundstation:

eu-west-1:

groundstation:

eu-north-1:

groundstation:

af-south-1:

groundstation:

S RS, BFRNATSH. B8

=8

Parameters:
EC2Key:
Description:

SSH key if you are not creating an EC2 receiver instance.
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-

key-pairs.html
Type:

AZ:
Description:
in. (e.g.
Type:

ReceiverAMI:
Description:

AWS: :EC2::KeyPair:
ConstraintDescription:

pl-03743f81267c0a85e

pl-098248765e9effc20

pl-059b3e@b02af70e4d

pl-0dob804fed14a6a99

pl-08d24302b8c4d2b73

pl-02781422c4c792145

pl-03fa6b266557b0d4f

pl-033e44023025215c0

pl-0382d923a9d555425

The SSH key used to access the EC2 receiver instance.

& CloudFormation 2 #l & 612 #E4% et

Choose any
For instructions on how to

:KeyName

"The AvailabilityZone that the resources of this stack will be created
us-east-2a)"
AWS::EC2::AvailabilityZone:

:Name

The Ground Station Agent AMI ID you want to use.
that AMIs are region specific.
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

B

must be the name of an existing EC2 KeyPair.

Please note
For instructions on how to retrieve an AMI


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-configuration.html#dataflows.ec2-configuration.amis
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Type: AWS::EC2::Image::Id

(@ Note
BEEERAX , HIBH Amazon EC2 EC2Key SHMEFr. ES RN EH Amazon EC2
Sl BI 22X .
sk, FERIE CloudFormation ket , BFEERMEBWNISE T XM AMI ID, EZH
AWS Ground Station Amazon #l22#R & (AMIs),

HENERE BRE T CloudFormation 1k “&iR” B4

Resources:
# Resources that you would like to create should be placed within the Resources
section.

ZRF|FEAIE Amazon EC2 SRfliIR e —BERRNZR , BAELNGHRE —KEALSEHER, RE
AESHIFEERT | BYSTER AWS Ground Station KIEiZEFELE Amazon EC2 3£4] , H a2 —
ANRENMRBERKIFETRA, HE , BEERN AWS Ground Station {K¥Ei&E Amazon VPC,

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
EnableDnsSupport: 'true'
EnableDnsHostnames: 'true'
CidrBlock: 10.0.0.0/16
Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

PublicSubnet:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref ReceiverVPC
MapPublicIpOnLaunch: 'true'
AvailabilityZone: !Ref AZ
CidrBlock: 10.0.0.0/20
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Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent Public
Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
RouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref ReceiverVPC
Tags:

- Key: Name
Value: AWS Ground Station Example - RouteTable

RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref RouteTable
SubnetId: !Ref PublicSubnet

Route:
Type: AWS::EC2::Route
DependsOn: InternetGateway
Properties:
RouteTableId: !Ref RouteTable
DestinationCidrBlock: '0.0.0.0/0'
GatewayId: !Ref InternetGateway

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: AWS Ground Station Example - Internet Gateway

GatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
VpcId: !Ref ReceiverVPC
InternetGatewayId: !Ref InternetGateway
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® Note

EXREXEN VPCEEMEZEER , 152/ AWS Ground Station AWS Ground Station £
HER-VPC B &,

BTk , #855i% 8 Receiver Amazon EC2 34,

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# This is required for the EIP if the receiver EC2 instance is in a private subnet.
# This ENI must exist in a public subnet, be attached to the receiver and be
associated with the EIP.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !'Ref PublicSubnet

# An EIP providing a fixed IP address for AWS Ground Station to connect to. Attach it
to the receiver instance created in the stack.
ReceiverInstanceElasticIp:
Type: AWS::EC2::EIP

Properties:
Tags:
- Key: Name
Value: !Join [ "-" , [ "EIP" , !Ref "AWS::StackName" ] ]

# Attach the ENI to the EC2 instance if using a separate public subnet.
# Requires the receiver instance to be in a public subnet (SubnetId should be the id
of a public subnet)
ReceiverNetworkInterfaceAttachment:

Type: AWS::EC2::NetworkInterfaceAttachment

Properties:
DeleteOnTermination: false
DeviceIndex: 1
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Instanceld: !Ref ReceiverInstance
NetworkInterfaceId: !Ref ReceiverInstanceNetworkInterface

# Associate EIP with the ENI if using a separate public subnet for the ENI.
ReceiverNetworkInterfaceElasticIpAssociation:
Type: AWS::EC2::EIPAssociation
Properties:
AllocationId: !GetAtt [ReceiverInstanceElasticIp, AllocationId]
NetworkInterfaceIld: !Ref ReceiverInstanceNetworkInterface

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverInstance:
Type: AWS::EC2::Instance
DependsOn: PublicSubnet
Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
AvailabilityZone: !Ref AZ
InstanceType: c5.24xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:
- Ref: InstanceSecurityGroup
SubnetId: !Ref PublicSubnet
Tags:
- Key: Name
Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
# agentCpuCores list in the AGENT_CONFIG below defines the cores that the AWS
Ground Station Agent is allowed to run on. This list can be changed to suit your use-
case, however if the agent isn't supplied with enough cores data loss may occur.
UserData:
Fn::Baseb4:
Fn::Sub:
- |
#1/bin/bash
yum -y update

AGENT_CONFIG_PATH="/opt/aws/groundstation/etc/aws-gs-agent-config.json"
cat << AGENT_CONFIG > "$AGENT_CONFIG_PATH"

{

"capabilities": [
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"arn:aws:groundstation:${AWS: :Region}:${AWS: :AccountId}:dataflow-
endpoint-group/${DataflowEndpointGroupId}"
1,
"device": {
"privateIps": [
"127.0.0.1"
1,
"publicIps": [
"${EIP}"
1,

"agentCpuCores": [

24,25,26,27,28,29,30,31,32,33,34,35,36,37,38,39,40,41,42,43,44,72,73,74,75,76,77,78,79,80,81, €
]

}
AGENT_CONFIG

systemctl start aws-groundstation-agent
systemctl enable aws-groundstation-agent

# <Tuning Section Start>
# Visit the AWS Ground Station Agent Documentation in the User Guide for
more details and guidance updates

# Set IRQ affinity with list of CPU cores and Receive Side Scaling mask

# Core list should be the first two cores (and hyperthreads) on each
socket

# Mask set to everything currently

# https://github.com/torvalds/linux/blob/v4.11/Documentation/networking/
scaling.txt#L80-L96

echo "@reboot sudo /opt/aws/groundstation/bin/set_irq_affinity.sh 'Q 1 48
49" 'fffEfffff, fEFF e ff, FFFFffff' >>/var/log/user-data.log 2>&1" >>/var/spool/cron/root

# Reserving the port range defined in the GS agent ingress address in
the Dataflow Endpoint Group so the kernel doesn't steal any of them from the GS agent.
These ports are the ports that the GS agent will ingress data

# across, so if the kernel steals one it could cause problems ingressing
data onto the instance.

echo net.ipv4.ip_local_reserved_ports="42000-50000" >> /etc/sysctl.conf

# </Tuning Section End>

# We have to reboot for linux kernel settings to apply
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shutdown -r now

- DataflowEndpointGroupId: !Ref DataflowEndpointGroup
EIP: !Ref ReceiverInstanceElasticIp

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- AwsGroundStationAgentEndpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
EgressAddress:
SocketAddress:
Name: 127.0.0.1
Port: 55000
IngressAddress:
SocketAddress:
Name: !Ref ReceiverInstanceElasticIp
PortRange:
Minimum: 42000
Maximum: 55000

BREBHNNERE, AEMEESH , LAME AWS Ground Station &R K - 812 elastic network
interface (ENI).

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- CidrIp: 0.0.0.0/0
Description: Allow all outbound traffic by default
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IpProtocol: "-1"
SecurityGroupIngress:

# To allow SSH access to the instance, add another rule allowing tcp port 22

from your CidrIp
- IpProtocol: udp
Description: Allow AWS Ground Station Incoming Dataflows
ToPort: 50000
FromPort: 42000

SourcePrefixListId:
Fn::FindInMap:
- PrefixListId
- Ref: AWS::Region
- groundstation

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM
- arn:aws:iam::aws:policy/AWSGroundStationAgentInstancePolicy
Policies:
- PolicyDocument:
Statement:
- Action:
- sts:AssumeRole
Effect: Allow
Resource: !GetAtt GroundStationKmsKeyRole.Azrn
Version: "2012-10-17"
PolicyName: InstanceGroundStationApiAccessPolicy
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# The instance profile for your EC2 instance.
GeneralInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

# The IAM role that AWS Ground Station will assume to access and use the KMS Key for

data delivery
GroundStationKmsKeyRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action: sts:AssumeRole
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Condition:
StringEquals:
"aws:SourceAccount": !Ref AWS::AccountId
ArnLike:
"aws:SourceArn": !Sub "arn:${AWS::Partition}:groundstation:
${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
- Action: sts:AssumeRole
Effect: Allow
Principal:
AWS: !Sub "arn:${AWS::Partition}:iam::${AWS::AccountId}:root"

GroundStationKmsKeyAccessPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
- kms:Decrypt
Effect: Allow
Resource: !GetAtt GroundStationDataDeliveryKmsKey.Azrn
PolicyName: GroundStationKmsKeyAccessPolicy
Roles:
- Ref: GroundStationKmsKeyRole

GroundStationDataDeliveryKmsKey:
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Condition:
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:
${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
- Action:

Type: AWS::KMS: :Key

Properties:
KeyPolicy:
Statement:
- Action:

- kms:CreateAlias

- kms:Describe*

- kms:Enable*

- kms:List*

- kms:Put*

- kms:Update*

- kms:Revoke*

- kms:Disable*

- kms:Get*

- kms:Delete*

- kms:ScheduleKeyDeletion

- kms:CancelKeyDeletion

- kms:GenerateDataKey

- kms:TagResource

- kms:UntagResource
Effect: Allow
Principal:

AWS: !Sub "arn:${AWS::Partition}:iam::${AWS::AccountId}:root"

Resource: "*"
Action:

- kms:Decrypt

- kms:GenerateDataKeyWithoutPlaintext
Effect: Allow
Principal:

AWS: !GetAtt GroundStationKmsKeyRole.Arn
Resource: "*"

- kms:CreateGrant
Effect: Allow
Principal:

AWS: !Sub "arn:${AWS::Partition}:iam: :${AWS: :AccountId}:root"

Resource: "*"
Condition:
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ForAllValues:StringEquals:
"kms:GrantOperations":
- Decrypt
- GenerateDataKeyWithoutPlaintext
"kms:EncryptionContextKeys":

- sourceArn
- sourceAccount
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:
${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId

Version: "2012-10-17"
EnableKeyRotation: true

AWS Ground Station Bt &
EWETBLERE AT,

FREE—NMREREXRIZERERBHEENRET. %£#¥ P REFERRED N B R AIRESESR
E BHTJIPSS-1 EFFEEZ®  HLEAEEFEETRE.

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

REBGERE  HREEEL—INTRETTHEREERRTIERS  EFEEL T HERBREER
SIAE IR RFARE SN BIERIRRE,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to
# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
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Properties:

Name: "SNPP JPSS Downlink WBDigIF Antenna Config"

ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:

Bandwidth:

Units: "MHz"

Value: 100
CenterFrequency:

Units: "MHz"

Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to

downlink data
# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config
Properties:

Name: "Aqua SNPP JPSS Terra Downlink DigIF Endpoint Config"

ConfigData:
DataflowEndpointConfig:

DataflowEndpointName: !Join [ "-" ,
DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station £& &/t

RHNBOEESHEANT,

NEMELBE THANEE , (RULLACIIREERER. ERSURERARIAE,

# The AWS Ground Station Mission Profile that groups the above configurations to

define how to

# uplink and downlink data to your satellite.

SnppJpssMissionProfile:

Type: AWS::GroundStation::MissionProfile

Properties:

Name: !Sub 'JPSS WBDigIF gs-agent EC2 Delivery'
ContactPrePassDurationSeconds: 120

ContactPostPassDurationSeconds:

MinimumViableContactDurationSeconds:

"AWS: :StackName"

"Downlink" 71 ]

AWS Ground Station £ &/t
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TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJlpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig
StreamsKmsKey:
KmsKeyArn: !GetAtt GroundStationDataDeliveryKmsKey.Arn
StreamsKmsRole: !GetAtt GroundStationKmsKeyRole.Arn

LemE—it

A LRER , BOETTLLLHE JPSS-1 BXRA , WENEME L& ARRBLSEEBRE, AWS
Ground Station AWS Ground Station 1t =

LT R —1N5EEH CloudFormation #1x , HFZREATHFHRNFAERR , XERRASH—N T
EEZEFERANER CloudFormation,

FDirectBroadcastSatelliteWbDigIfEc2DataDelivery.ymlA# CloudFormation 1R § £
LEARIRIE TG B FF 2R 2K Aqua, SNPP, JPSS-1/NOAA-20 # Terra T EK B F{LH IR (digiF) #iE. ©
‘A& — Amazon EC2 324 A AWS Ground Station KE K RIEH digiF B BHEMEN
CloudFormation &R

WMRREIKF R Z % Aqua, SNPP, JPSS-1/NOAA-20 # Terra , 55, HEHTIE

(® Note
BRI LAE A A AWS EiE 5 E & &% Amazon S3 Z#48 , MM RIiZER, T
A XM Amazon S3 F# . FEdus-west-2XKERBURTEEHPOIE
CloudFormation 4% B9 48 B X 15,
A, LUTHESER YAML, B2 , #ixHE YAML # JSON XFfiEN. EFH JSON , FE
TEER. jsonBF.yml X4 EREHRN,

EFATEHER AWS CLI, FEAUTHS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/agent/ec2_delivery/
DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml .

FEXBEERPSMEILLT URL , AIERSI AP EF T EHILER
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https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

BT LAGE A LA TR 85 3B 2 E H CloudFormation 35 EE R :

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

ZEMOEE X7 WL H AR 2
ZDirectBroadcastSatelliteWbDigIfEc2DataDelivery#EiRBIEU T HMEIR :

o FEWFRFIHEMENEZEO- (MBERME ) EREN FMPRIZEBEMEMKZIED ( PublicSubnetldil £
RBMt) ., MRBERAEFNTREFNF , MFEEXHFM. elastic network interface 5 EIP xBk
HiEEBEK A=,

o EUNEFSEHIEME IP- AWS Ground Station FHEIZZIAIEM IP, XSERETZINEFEHIT elastic
network 3#0,

o LI IP KBz — :

o ZWERRHISEM IP XEK-EY IP B ZINETSSHIEYREX ( IR PublicSubnetld RIEE ) » X
EESubnetlds| BB FM,

o BEWHEHISEM P RERAYSEM R ELE O 1P S32UR05 B0 M4 R 4R 8 O B < Bx
( PublicSubnetldfIRE2EE ) »

« ( ™% ) CloudWatch B4t % 85-fF FABX 3R AWS Ground Station B /& %)% CloudWatch B E#fit %k
B9 AWS Lambda B#. 1% AWS Lambda BEZCRE 30 3 B ik 1% 1t 4% 1 SR Uk R 32401,

o (HiE ) LE#ERRA EC2 Bil-£A Lambda A SNS BRI R AREIL S# EC2 EHIHY
BIEREMNED, FTEIENRE , XARSTERA , EABRTEYNERER.

o HMESHIR Hih/NH BT E ( Aqua., SNPP Hl Terra ) BIESHEDR.

- HbRETTHREE—HEM N # BT E (Aqua, SNPP Hl Terra ) W R& TTHRE S,

BEZMERTIENENSHE, XESEERTTAEY M AWS Ground Station 37 B i F ix L&
A LLEMR AWS Ground Station i , B EFEREECWEEIRFER, B2 , BB E XL
HERGE A TR0 =4,

A SUE MR B R A BhdE 2

BERART SARENFERALERN -0 I ENBZEREHIMEED, ZEWREESEFIFER AWS
Ground Station X M EIE % AWS Ground Station =& X B O BKREIER. BXREHRERL

BE,

ELfE

EEeRE—&Z 218
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wHRANEZER | 2. AWS::GroundStation::DataflowEndpointGroup& % AWS Ground
Station REMWEZEE , BSHE T AL 2K AWS Ground Station 2 ?

LEekRE— 219
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R BB E

AR 3RS 7] LAAS Bh 48 #7458 F B AT gE HH M AY (R AWS Ground Station.

£

« Xi[@ Amazon EC2 fRIABIEMN B R A THERR

o BBREBMHVERRA B

o BB RIABMBNBRRARE

- HEBR DataflowEndpointGroups K4k F IE EIRZSHY R E
- WL EFH#ITHREERR

o X ARKREMETEIE R B R AR 1T ERFEBERR

o XE N 1T HEHERR

X$[a] Amazon EC2 & EBIRNER R AR ITHE SRR

MRIETSEKINTER AWS Ground Station Bk % , M FEZERKUEEH Amazon EC2 SRR B EEETT ,
RPN BRERLARET ANARFRERERET , ARULENBERA T ANARFNREERELE
7z 8

(@ Note
DataDefender (DDX) = B &I X BB Rin 2 N AR F B =6 AWS Ground Station

FRFM

UTHRBRELELIZRE T —1 EC2 instance 3£4l, EEHIRE Amazon EC2 =4I| AWS Ground
Station , HZ R Al T,

S 1 RIFER EC2 KHIREB EHEEIT
ST TR 98 AT AE £ 4 4 P B Amazon EC2 54, HEESEAIRE(TRFR B .
1. RIMFAEERTREHRBRE Amazon EC2 Kbl EANTHE :

a. 7ECloudFormationiZ&IEMRF , BT EEH Amazon EC2 SEHIAYHERL

@ Amazon EC2 535 BUiR VB R A B TR FEHERR 220


https://docs.aws.amazon.com/ground-station/latest/ug/getting-started.html
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b. EFERFETF~ , REHEEE ID 5IHKRIEHN Amazon EC2 Kb, FRSIIHRIEKFIRE
EelE,

c. TEYE ID % | #%#F Amazon EC2 LI EEE, XFHEE Amazon EC2 B4 A,
2. 1£ Amazon EC2 BE#Z4|Am , BERENIT S EC2 ZHPRESLFETIRES,
3. MBEHXFIEEZT , BHRERITTI—F, MREBHWXHEEZT , BEAUTSRBIRH :

« 1&$# Amazon EC2 Kflfg , MIERRE > ZHPIRES > B3,

TER2  BECANBERNAERNER

W REFEHAAWS Ground Station KIB#H TEEEZ W , BEEQZE “WEHEER AWS Ground Station 1%
B Hr., &N, MREFEANR DataDefender (DDX) R , iB4k4E, the section called “F ¥
3: RIUFBERNAEFRBIERIE

S| RUFRERNAEFREERSETT

WUPIAA DataDefender & EEIEE T Amazon EC2 FHISEHI, BRIEREEIEHSHINE ZiFME
B, {52/ Connect F&M Linux 341,

LUTEREMRTE SSH FEFImFEAD THITHERRNLS R,

1. ITHAX RGBSR RE , RAGFEH SSH EEFER Amazon EC2 £4l, #AxZEEHAIKA 80
LAEE DataDefender Web P R H., U TwSERTHWAFEH SSH ESBA TIwRAERXNWEL2
#HiE#ZE| Amazon EC2 =4,

® Note

WAV <SSH KEY>, <BASTION HOST> fl <HOST> B N4FEM SSH 4R, £
FHLE R Amazon EC2 SEHIENB .

XtF Windows :

ssh -L 8080:1localhost:80 -o ProxyCommand="C:\Windows\System32\0OpenSSH\ssh.exe -o
\"ForwardAgent yes\" -W %h:%p -i \"<SSH KEY>\" ec2-user@<BASTION HOST>" -i "<SSH
KEY>" ec2-user@<HOST>
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RAriEmE

ssh -L 8080:1localhost:80 -o ProxyCommand="ssh -A -o
<SSH KEY> ec2-user@<BASTION HOST>"

'ForwardAgent yes'
-1 <SSH KEY> ec2-user@<HOST>

-W %h:%p -i

2. BIX#HH DataDefender 87 ddx B IEEEZETHHIZINIT greping ( E ) RIIE ( IR

— =

DDX ) 2B EEETT,

[ec2-user@Receiver-Instance ~]1$ ps
Rtlogic 4977 110
bin/ddx -m/opt/rtlogic/ddx/modules
ddx/bin/ddx.xml -umask=077 -daemon
HttpsForwarding=true

Ec2-user 18787 18657 0 16:51 pts/0

R DataDefender IEEIZT

THREHETHNIERES

F Bk ZEthe section called “F5& 4 : Wi BN EBIERNBARFERE

THHEN L TIE A HEY grep (RE ) 5,

-ef | grep ddx

Octle ? 2-00:22:14 Jopt/rtlogic/ddx/
-p/opt/rtlogic/ddx/plugins -c/opt/rtlogic/
-f installed=true -f security=true -f enable

00:00:00 grep -color=auto ddx

/

EEERN , #ET—F,

3. FFi4 DataDefender BRI FAF R

sudo service rtlogic-ddx start

MR EME A SIS DataDefender IETEE1T ,
AEFAEREEE SN , #ET—F,

UNEERENEE

4. FERANTHTRENTXM,

cat /var/log/user-data.log

BH Bk Ethe section called “F I 4 : WU BRI EIER N

NREFEEMAE

f1x DataDefender,

cat /opt/aws/groundstation/.startup.out

(® Note
KEX Lot RIE

—NELRER ,
&R Amazon S3 R N EZHEXH. MREEBEPFRIIXZ R BATE ,

& Amazon EC2 RHIFFER Amazon VPC &
1ﬁ*‘A§/u\EIJ

EC2 3£6I#y Amazon VPC MZL£ARE , BREIIT 2 LIEX Amazon S3 BYiA I,

MRERE

4 RIFENBREANAEFARBERE .

#: DataDefender By Amazon VPC & B F EEIE(T

. B %Ethe section called “$ B
ﬂﬂ%llﬂrﬂ%%ﬁ’ﬁ: , BB R AWS Support , # K%

BERBHERE B EX

SHI: RIIBERNARFRREEET
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FRA4 . BUFEHNBREANAERFRFAREAEEE
1. EMERE[T | BT b HEE dr i A LU T ik SR 5 8 8 /Y DataDefender W& 2
M : localhost: 8080, #A/Fi& Enter,
2. 7fEDataDefenderf{ &M Lt , i&F “GIEFFMER"
3. MARIRPEREHNR , REERRER.
4. ERBOSIEES |, MITUATRE

a. HEIMEMERERS  BERA@ENEMEFREMN,

b. HIwAOESR K BRENBERKSAIEEN WAN ROESEE. RABRLT , iwOR
558880 %Eﬁ#¥-|:_50

Stream Wizard

=m
&= - = |
WAN Transport Local Endpoint Finish

Configure DataDefender to communicate across the WAN

Stream Name [ R E ©
Stream Direction IS EREENY ~

WAN Transport 1

(1]

Enable Multicast g

> o (G

c. EA#MARTRESP  BREOEFEFEEERRA. RIAMBERT , ltiwOXR 50000, M
AWS Ground Station BRE WK ZIIE /S DataDefender , &G tin O HiZWEHdE, Rk
*¥-F_§o
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=

1.

d.

Stream Wizard

s +>= [
WAN Transport Local Endpoint Finish

Configure DataDefender to communicate with a local endpoint

Local Endpoint 1

Protocol uoP M o

Enable Multicast g

o
Local Consumer 127.0.01 °
U 50000 °

€ Previous 3 Next  ([GaRCON)
MREGELTEME , BEIHRRLEERT -5, B, BHLAUBEROS XS,

, IMEBRIEM Amazon EC2 3£l DataDefender 1894 Fiz1TIRAS , AEEEBER , U HEE
W AE AWS Ground Station, #£Ethe section called “$5 % 5 : H{RIEHYIZURES LI FM A 2R A]
B IP #bit”,

SR 5 BRENZWRSRERMFNAEEBHN AT AN IP itk

ARS8 BF fnfal fE 32 ) & P &% Amazon EC2 EIWESSEHIh A IP itk E,

X F AT IZBRRNEN Amazon EC2 #IKERKH , BMEEMTHEL R, FAUATIR

a.

b.

C.

TECloudFormationfZ #IE AR & , B ITEEHM Amazon EC2 EHI#yHEL

IERFRET~ |, RREERE ID 5P HEER Amazon EC2 3k6l, RAFHPRIEKFIRE
EelE,

EYE ID Frh | #%#F Amazon EC2 SEHIRVEESE, XfFH & F Amazon EC2 BIBIEFI A,

£ Amazon EC2 BB#4lA 7 , B H R FHEM Amazon EC2 1ZUNEFZHIRISSHIFEE Y+ M
ID 42, XN & AMRIA Amazon VPC BB &I&

# Amazon VPC BEEZH A FRECENTH , REEF TN EAERUTHEAR IPv4 i
ik, RN FRMEA L Amazon EC2 HKEBFRAIMBIBERE T [RMLS |, BIMITUTE

=
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a. ¥E ¥ CloudFormation B iREIHH R F M CidrBlock AEE K/NEH, AXFNAKPNEZFHAE
B iBSRFW CIDR R,

b. FEHAEHM CloudFormation iR BB HEIR,

MREMHARBEIEE |, BEKR AWS Support,

iR IR R RV BR R A R R

= AWS Ground Station 17U Z &/ RE B 7 RIEA |, BRR AWK IR RN N FAILED, TME
RETURSEREZRMNERAE | AR BHRHERN SR,

(® Note
REMEIHNAMWBRERRS , FTEATHMBABIRES , #l@1, = FAILED_TO_SCH
AWS FAILEDED AWS_CANCELLEDULE., BEXBEEZIRSMEZEER |, 155 H@the section
called “AWS Ground Station Bx & AR

B0 T v SR Y A B
AT RTESHETRBRRSNEERGHR KRR EAAHIFIE :

« Dataflow iz RMKERE —— AWS Ground Station X MR Dataflow i =40 2 Al — N S4B
TR EENREL,

« Dataflow % s E B K- AWS Ground Station X4k F1#&#Y Dataflow S A 2B AT —MRZNHE
THEERERRTANEZEEIN,

« Dataflow Lim¥T S FM:ZE T AK IP #ik- AWS Ground StationF T =W ESSEHIR F M A& B F
A A IP it , Rt EBIRAmBRS RTEEEBNIEMEHEIZE ENI,

« Dataflow £ %77 & AWS Ground Stationfy FM T M-H F F %158 Dataflow iw2RAFRIEENFH |
HIEERBRS R EELNIEMNEF I EN,

NFEMBERESSER  BUAEATARE !

« iAW T Amazon EC2 KABITEBRETT 1A B 2 RIS /B 3h o
- BABRRBBBERRE SQRGEEEHHEEZT.
- BRENMERGXREFRNESMNMBERRRELE - NTAN IP ik,
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- BEFEREENBER  BREEVHEERLET RAXKN FRARFENRSHTHZENEE
Amazon VPCEER., AWS Ground Station

EXEFEANBEERSRE  FSHEAEXRIT [ Amazon EC2 £IEIENE R A THERBRNER S .
AWS Ground Station {CIE % &Y F 451
LTRURRSHETRENEFEARHNAMBKBRESHELAGIZ|E

« AWS Ground Station XM KR &3 RS-ARELRM Dataflow Endpoint Group EHE—NFH A
BRERNBEEHORENARRIIEERERS, AWS Ground Stationtb RS EFT MK L KRG
WILRHR KL,

« AWS Ground Station X2 3 31 & k- AR £ 88 Dataflow Endpoint Group £ — AR ZBANBIE R D
RAHREIAHRESHEBREE , tREKRTFREBEIZE.

X+ F4E47] AWS Ground Station REBHIERHBERS , BIUREUTHAR :

 #INEEW TS Amazon EC2 SEBITERREXTT iR Rt R 2 BT R N 30
- BAERFNNBREHERENARFEBIHERET,

- BIAMRENHARFH Amazon EC2 SEHITEBREEREM 15 WREEXH. XAREBRET Z2HBMW
B8l | AWS Ground Station3R &R 7

BEXEEGRNHELRSR , S FHAEXI[E Amazon EC2 £ X iR B R A T FEHEBRI S 2o

HFFET R R MAV B R AR E

% AWS Ground Station M BN R REERASBREFEE R |, BRRARL FAILED_TO_
SCHEDULE A& R, L FAILE D TO SCHEDULE RASLERMBARAATUEREHEMESE
B, errorMessageBXHREBRRANEE , iHZ# DescribeContactAPl,

THRMET RSB FAILED_TO_SCHEDULE BxRXHAE RG] , LARHBI# 1T EHERA LR,

(® Note

AIERE 43 FAILED_TO_SCHED ULE BXRIRA , TEATHMKMERS | flin, =
FAILED, AWS_FAILEDAWS CANCELLEDEXEEFRSHWEZELR |, 155 [fthe section
called “AWS Ground Station Bt & AR
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeContact.html

AWS Ground Station AriEE

T % #F Antenna Downlink Demod Decode Config 18 E K i%E

BT 2HE R Bx R ES B & 32 Fantenna-downlink-demod-decode FHI BB oo

S BIEEM AntennaDownlinkDemodDecode Bt &

- MRER antenna-downlink-demod-decodeBl E&RIE AL T BN , BES A L HEZ BIEIREI L BZ
1THIRR AR,

s MRXENNERENHEER , RERUNFENRELEXNDBAE , BRET —SRENMAEA
#T AntennaDownlinkDemodDecode Et & .

o128 AntennaDownlinkDemodDecode it &

& AWS Ground Station EZBKRAMABHFEE. A AWS Supp ort tlZZEHlcontactId , &
£ L0 FAILED TO SCHED ULE IRZAS 45 RrY 22451

— IR EHERR D IR

IR BB FEHEBR 5 PR AR RE AR IR I Y B R
- EAMENESEENHENZRZTHRRARZTHEMEKRA. AXRUOAMNYRIANER , S

¥ ReserveContact,

. MR EMEINEIAESRZE FAILED TO SCHEDULE JR7 |, i8R AWS Support

BEBR DataflowEndpointGroups K&k F 1IE IR A Y # =

THEIE T ENBIERR /A FTERERGE T HEALTHY RS R R AR FEXEME S Y EEE.

« NO_REGISTERED_AGENT : Bzh{&f EC2 =4 , ZRFINA FEMEE, HFE , BXTMBPEENK
HiEESREE XTI AR AR, BXEEZXHNIFEAEE |, 3R FH AWS Ground
Station X,

« INVALID_IP_OWNERSHIP-f#f DeleteDataflowEndpointGroup API ik Dataflow iw =R , AREHE
F CreateDataflowEndpointGroup APl 5 EC2 £Hi<BtfY IP #iit M O EF 62 Dataflow %
=4,

« UNVERIFIED_IP_OWNERSHIP : IP #hsit i RZFWIF, BiFTSTEHHT , RbXMRIBNZES H
TR,

T %# Antenna Downlink Demod Decode Config {8 EHRIE 227
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ReserveContact.html
https://aws.amazon.com/support/createCase
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« NOT_AUTHORIZED_TO_CREATE_SLR : IKF S B OIEMXEMNRSHEXABHNNR, HEEF &
Ground Station FEASREMEXNAE PHBEIERS TR

X To R £ 7 1T SR HEBR

LN 2R BIE L& ZIRt AWS Ground Station , EQLN RIS RIETERRE. MERIEXW , WER
WA ER N INVALIDDescribeEphemerisl R R EYERixE ERM TIFMEL |, AT BHRIRBI R 7R
&) &

THRERRUEHIR

L EFARBIRIER , DescribeEphemerisAPI M R &8 & AN FERE Bhi2 i | &%

errorCode

PR ERIE R IRAVALER ARG, XA THRESRLE,

errorMessage

NRIEFE RO EEELR  HPESAXERFERNEFAT AR NABEZHERNES

T DescribeEphemeris £ /77 K9 I8 52 7R 5

{
"ephemerisId": "abcl12345-6789-def@-1234-567890abcdef",
"name": "My Invalid Ephemeris",
"status": "INVALID",
"creationTime": 1620254718.765,
"invalidReason": "METADATA_INVALID",
"errorCode": "OBJECT_NAME_MISSING",
"errorMessage": "Metadata field missing: OBJECT_NAME",
"suppliedData": {
"tle": {
"ephemerisData": "[...]"
}
}
}
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FTrENIERRS

Hix ENMPETNIEBFRFESERKRIENT ERFZRSTTE”

fRIRAE - Wik TLE 4B FH NORAD ID/satellite Bk S_RES5LENTEERRXSHEET
B, 00000 TRAEEEFZRRESNIE,

TR FEE 5
B RUENETNTFEHEH EERFNSEENIRERAK
BRGT R RILER TLE BEREEBARKRBREIBIE. Ground Station 7K iE 3 E 6 A
Space-Track ERENSZE,
OEM EfI RiYE NI IFHIR
LT R % OEM EfRIEZIMNE LB IEHEIR
SERERTH
iR | “FX¥ REF_FRAME”

BRFR : EFEHN OEM MHLUFEREFR —NXEFNSEES . EME2000 = ITRF2000,
R RIEF B

HiR  "ROTBEFR : EE

ARG ZE : & INTERPOLATION #1 INTERPOLATION_DEGREE FERARIMEIEH OEM T IESS
2. ENEREERBETER AWS Ground Station XR&IEmAREMAEN,

TR ETE RS
iR “FXF TIME_SYSTEM”

FRAR : BRIEMN OEM XHER UTC ERTRIRS,
X/ OEM fAs

fHiR | “F ¥ CCSDS_OEM_VERS”

FRIRA R  WRER OEM XA CCSDS OEM g7 2.0,

OEM Ef &R E NKIFHEIR 229
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FUASEERTRNEILRIIHEIR
LTREEAFNUASEENRNEINE NI IR

fk4> azimuth/elevation #iE
iR “EDE— TimeAzEl B H&E FE AzEISegment”

BRAFR . BARANVASEEEPNENPBRELEE M HHERENX ., azimuth/elevation
TN A AEE (E)

iR : “AzEl az MK TFTHET -180 BN FHET 360 E”

BRRTR  WINSARE [-180, 360] ELAA,
MEEELTR (E)

iR “AzEl el MK THET -900 B/NFHET 90 E”

BARAFR  RIFMARETE [-90, 90] EULH,
FuATEEEM (IE )

iR . “AzEl az AR TFHETF-pi BN FHZFT 2pi WE”

BRIR  RIEFNAREBHE [-m, 2m] MEZR.
MEEETH (E )

iR “AzEl el RKRTFHZFTF-pil2 BN TFHEFET pii2 lE”

BRAR  RIFMARSTE [-1/2, m/2] MEZ Ao
JE ARt EE

fBiR : ‘P TimeAzE| & M AzEISegment 2A03% B (8] I Fr HE51)”

BRFR  BREN DR EE™ 58,
XERH P

5% © “AzEISegments 23R I B IR A7 HE 5

BRA R . BRXBRREEIRESES.
EBNXE

HiR BN BRNNEEESEREMD RN ETEESR

FluABREENRNELRIEHEIR 230
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BRER  BRENPBRHBEHE -, TEENESEE. — Mo BRendTimeWWEFRNEBEE T —1
PEstartTimeMI{E,

HEEHFERD IR
WRIEMEFHRASBIRAE , HRBATSRARAE

1. DescribeEphemerisfE RN EF RS HBLUKRZEM, errorCode errorMessage
EEHRHEE , TRAXPLRIERERKNEFFEAEE,
BIEERBEHERTNEE,

FEHLEATSEEEBENFHER. CreateEphemeris

BN ENRS , EFHEKIIRS. ENABLED
DeleteEphemeristIRTBRELRNERN & , EEAFEMER,

o o M 0N

TENHERAESE

LT T HRERENREHTEFRIE XM T REIN AT EerrorCodefE £ HEMR
Bt, invalidReason

TR R : METADATA_INVALID

HHENTHEFRRR, BATEBREFBFEPIEFIIENER , REREXEHEIR.

iR HiRER

TIEfEiHy _SATCAT_ID TLE EfXRHPWIEEBERESEHXIENIEERST
i

A% ¥ OEM_VERSION _ CCSDS_OEM_VERS X#F OEM Efi##, XIFME :
[2.0]

BIEE A _KER OEM Ef B R4 ORIGINATOR T FER

Rl B HE &k OEM Ef R4 CREATION_DATE #RBFER

HRONRE R OEM Ef # R4 0BIECT_NAME THIEFER

WEBE RS IR 231


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DeleteEphemeris.html
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RAriEmE

IR
BRDMR ID

REF_FRAME A% #

% ¥ REF_FRAME_EPOCH_EP
OCH

PXERE RS

CENTER_BODY_F X ##

HE_RXK
AE EH T
AZ_EL_SEGMENT_LIST_MISSING

REAE_AZ EL

TR K : TIME_RANGE_INVALID

HIRER
OEM Ef R4 0BIECT_ID HIEFE

TREF_FRAME %# OEM EfH#, X#EWE :
[EME2000 , ITRF2000]

X OEM EfFFMREF_FRAME_EPOCH TTHIBFER,
B E 7 BRIt = B

RTIME_SYSTEM ¥ OEM Ef# M. XEFHWE : [UTC]

ACENTER_BODY %% OEM EF##, XFWE :
[Earth]

OEM EFF R4 INTERPOLATION TEIEFER
N F#EEZE , OEM EfHHHEEEMSMATF 0

ZazElSegmentList FEEX

EDVPE—NTimeAzEIFEHEEFE azE1Segme
ntList

HEMESTHNREEEN , ReREXEHR , SRNERE, 2RIIFRE, FREEH start/

end BB F — B A&,

IR
R A9 TT 45 B 18]

&= END_TIME
SH_BfE_AKBT_KB

START_TIME_METADAT
A_TOO_EARLY

Ephemeris BT IABTEI 2 KRK , EX4TRT &
Ephemeris BN RETRIEL T & |, BAARFEK
RENZ SR BT 2R L RETE

START_TIME mHIEEET OEM EFXRBIBEFEFEENSR
B atE

TENHRRIBSE
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RAriEmE

IR

STOP_TIME_METADATA
_TOO_LATE

AZ_EL_SEGMENT_END_
TIME_BEFORE_START_TIME

AZ_EL_SEGMENT_TIMES_OVERLA

AZ_EL_SEGMENTS_OUT
_OF_ORDER

TIME_AZ_EL_EL_ITEMS_OURD_OU
RDER

AZ_EL_SEGMENT_REFE
RENCE_EPOCH_INVALID

AZ_EL_SEGMENT_START_TIME_7
A

AZ_EL_SEGMENT_END_TIME_7c%X

AZ_EL_SEGMENT_VALID_TIME_RA
NGE_VALID_

AZ_EL_SEGMENT_END_
TIME_TIME_TOO_LATE

28 AZ_EL_TOTAL_Fr£iat i)

FoE K : TRAJECTORY_INVALID

HiRHE

STOP_TIME rm#HEEKT OEM EfRFHIEHE RN K
F At E]

ELE—IHBEERendTimeMW L FiZ 0 R 281
startTime

EL— N TERONEEESEMA S RN EEEER
(X ER~ =2 42 B 8] 5t e B 51 By

a PR TimeAzE1M B AzE1Segment AR IR AT 8] IR F HE
5

FEBNZERBERIRA T ER

XEBERESEEANT R T2EE - Mo RZET
%

XERBMEEEEANERGEIF2ERE— Mo BR2ZE
ZR

XERH A Rt ESEE K

FENSERNEEY T NSZ BRI BN R RV
[E]

B BN EFENRAEE T RN & AE DA RS
IE]

HEMPEESTHNNTHE (S FNESH. SESEREMLARA ) i, REREXEHIR.
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HIREE HIREE

MEAN_MOTION_7c3% FHEHH TLE BN FHESEHFNSEENRERK
Ko EE : Ground Station ERIE#E A Space-Track
Ef&RENSE

TIME_AZ_EL_AZ_RADIAN_RANGE_  AzEl az S AAFREF-m BN FREF 2m WE
RANGE_% 3k

TIME_AZ_EL_EL_RADIAN_RANGE_  AzEl el1#AKRFHETF-11/2 BN TFHRET /2 E
RANGE_T3

rtE_AZ_EL_AZ_DEGRE_ AZE| az %A TFRETF -180 ENTFHRET 360 &
RANGE_RANGE_%3%

TIME_AZ_EL_EL_DEGR AZEl el BAARTFRETF 00 EANFHRETF 90 E
EE_RANGE_RANGE_

TIME_AZ_EL_ANGLE_ANGLE_UNIT AzEI AE&#NTHK
S T

T ERE : KMS_KEY_INVALID

SATMEERHREN AWS ZAEERS (KMS) ZHAHIFAIEN , MeaREXLEHIR,

HEiRB HiREE
KMS_#XRF 2 Ground Station &8 2% KX BR 17 7] L & 7 B9 KMS Z54R

Fe4E R : VALIDATION_ERROR

HEMBFEFETRE THMASERIN —RBIEREN , MeREXEHER,

HIRES HIRHEE

INTERNAL_ERROR B 2 7 B | B3 R EB 4 iR
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HiRAHE HiRHE
NHEBATR EMXHBALTHHEHRA. RIEXHREFSENRE
HY T A& X

X R UK BT 2055 BV BR R A AT SR B RR

BRARAATRERAAY , BRHRBEE[ERTE, XTEEKESREINWIZR PCAP X4 , SEMR
I&GER S3 BifEtet |, MRAIRHE PCAP Xtt, XARERHTZMERRER, A TARNIRTHAP—
L5 J5R B LA Tz 0 4] 8 R 6 ) 3

TITEERBELE T B

NI EBERHIBENENRRASBNE — PN RBEN AL T TEAEER AL N T AR EELDES, MR
EENBRESEEERNEST—3 , Il AWS Ground Station B L EBEWERNES., XFSHEK
B{E R #IE AWS Ground Station,

EfRAERE  FRIIGEANEERSEIEARANES - HlU , RIEEREBRE T EBHO
ME, TR, WCARBENBEBDSH (NREFE) .

DERAN

B, DETRARTERZERAEELBEERENRY, ZEILTREEREIEEREHHNE,
AWS Ground Station N EZEWRBEREHEENIENES , ENRFEHANWEHFE AWS Ground
Station R&EIEEXZHF AR FELENNE.,

MRBEEZRE NOAA BEMN AR HBIEHTERE , WTLTE NOAA T EEIHETUHE LR EHE

BRAPHRRARES . ZHRARSEMITARIRESRFEELANEXR , hAEEREREEP RS,

MEMREESECHWIERE  RETETHECHIEZTER , URXLMAERE2EE AWS
Ground Station, MRBEERITEEMIENTNIRE , NTESFEREEFTFVNEENEIRIE. 5
XRHAENERTBENEZER  HSW. THERZWM AWS Ground Station {5 F#Y

AWS Ground Station A

TR AWS Ground Station S EAZ KX MREUHE , Nl AWS Ground Station &K RRB[IEE
HAWS_FAILED, SAWS_CANCELLED, BXBERALEGEAHNEZELR , BRI THEBKRALE
mAER., EEEERT , AWS Ground Station AIRESHINEE , SBBHBL ELESEMK, | B

X R EE M BRI R AR TR FEDERR 235
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TS HERAL T “AWS_FAILEDZ AWS_CANCELLED” 7. KEXMERET , AWS Ground
Station RIFESERY Healt AWS h #2HIHR LR FRETKSNESH. BX Healt AWS h 2 HHIRAVES
E8 , BZH AWS Health AF15FE,

Xof 18 U 2 1T B PR B AR
5 LA T B X BN 3 L AR 1T SRR
WY iR IS [B] &

IAM B BR &5 1%

FER
f£iCreateConfigfABIZ Rt TelemetrySinkConfig , BAWE —FKEIREE

Unable to write to Kinesis Data Streams stream. Ensure that Ground Station has
kinesis:PutRecord permissions for the given stream

R &

- FEEN IAM A€ TelemetrySinkConfig J¥BE A Kinesis Data Streams FRFT 7R,
- IAM B EHEERETR AWS Ground Station RFRAZAE,
- Y Kinesis Data Streams it ARN RN IEHHE ZEEFFE. TelemetrySinkConfig

PSS

1. Bif IAM AGEFEANRER, RESE 2 : 0 —1 TelemetrySinkConfig H RFTE L R E S
T,
2. KEREZA AWS Ground Station T AR AR IAM B -

aws iam get-role --role-name GroundStationTelemetryRole

RIS ERBKER EEgroundstation. amazonaws . com}y A5 IR E 4K,
3. RiFIAM AR F'—\ﬁﬁﬁ?%lﬁ’ﬂ Kinesis #XBR :

aws iam list-attached-role-policies --role-name GroundStationTelemetryRole
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BRFEKSEEEWkinesis:DescribeStreamkinesis: PutRecord.,
Mkinesis:PutRecordstfE,

4. WiF Kinesis Data Streams 2B FEEUN ARN 25 1EH

aws kinesis describe-stream \
--stream-name your-stream-name \
--region us-east-2

5. MRFEAEFEENME , FRIE IAM A RE&kns :GenerateDataKey B XA EEH AWS
KMS #4A,

PassRole X fR£5 1%

FEAR

A CreateConfig , BAWEI—FX T EBUEE IAM BAEHHEIR,
RRI R

BREHN IAM AFPSHAGRAEN IAM A iam: PassRole R, BMENAFPRAERFIMUTE
g -

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
1,

"Resource": "arn:aws:iam::99999999999:r0le/your-stream-name"

Kinesis Data Streams E & f & (7]

[

AEAR
515 R MR R ERMERY
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R &A

+ Kinesis Data Streams RV AR EF BUARILEN FHE,
s ZREBMEMBAEFFER  SHEARS,

RS

1. REEBRRS :

aws kinesis describe-stream \
--stream-name your-stream-name \
--region us-east-2

2. {£HA CloudWatch ¥gtriaiEBE AR

aws cloudwatch get-metric-statistics \
--namespace AWS/Kinesis \
--metric-name WriteProvisionedThroughputExceeded \
--dimensions Name=StreamName,Value=your-stream-name \
--start-time 2025-12-08T00:00:00Z \
--end-time 2025-12-08T23:59:59Z \
--period 60 \
--statistics Sum \
--region us-east-2

3. WMRRNEIRSE , BER

- PR BREREEXFTEIT R,
. AT ARHEIT AWS Ground Station iZl
- MRFEHAMESES | B8N FHORE,

18 32 £+ 7]

R R IEN B

FER

FERAXFENNESREXGRHEKRG , M Kinesis Data Streams PR 2 & REMLENHE.
A RERY R R MR
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RIUEATRRANESEEN 4 IEtelemetrySinkConfigArn :

aws groundstation get-mission-profile \
--mission-profile-id 12345678-1234-1234-1234-123456789012 \
--region us-east-2

K&EZtelemetrySinkConfigArnF R . MRFHFE , WESEE X4 KR/ FENHEE,
IAM £ & X BR [a] &

EEFHRH IAM REEERZ LS TRIAM REIR,
Kinesis Data Streams E#E A FERE NV THIZN X

RiIFE#BREFAETERXE

aws kinesis describe-stream \
--stream-name your-stream-name \
--region us-east-2

BR R 1 RIT 44
BN R A MNEARTT IR 1R, BERERRARSRRBIEBRRARETERS :

aws groundstation describe-contact \
--contact-id 12345678-1234-1234-1234-123456789012 \
--region us-east-2

(] 8K 14 1 24 38

AEAR

ENHBEHRIMAF -, BEFEROTRKIEFR,
A RERY R

« Kinesis Data Streams REARERFEH R &, ESFEKinesis Data Streams [E &L & 08,
« BEI&H) Kinesis Data Streams 7 Z B89 AWS Ground Station W 4&i%E 27 &,
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« Y512 Kinesis Data Streams I\ & #i1E#F CloudWatch 2B FERFIFHEE 1R,
- BRENEBRFEHREREEASLEGEBNTRERE,
- AT ARHIT AWS Ground Station 1IEll , R EHMNAEFFA.

BRI

JSON fE#T4aix

R

519 R FFTEIDEN IT R AT N JSON FHBEIAIR.
BRI

- I9F Base64 f##3 ——Kinesis Data Streams SR PR EIELS T Base64 wid. ENBIERNT N
JSON 28] , BEMNERTHEB, EXEZELR , B2 M Kinesis Data Streams i 152U
o

- REEAREZICR-EHZER AWS Ground Station A 84 &% 22 19 5 1lF id 3k TelemetrySinkConfig.
BN AT MR A BT IR RHE R B RNIE R,

o RURARBABEN-E EfEftelemetryTypeAndVersion, HtelemetryVersion¥
EttelemetryType , NIBESFRKICZAEREM,

R F B 38 3= B B hig AR

AEIR

W R AR BRI T AR B AN KB AR

R R

XEFHNTA , RAEEREHER | ARSI AFHENRENMELRAS. BHNAEFNZ :

« IBRARARBENMRAEIT IR,
o SRERHLIE O ASRE MRS,
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