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42 FreeRTOS

SHRMLENSELREEFELT 20 F , WES 170 WE—IXTE , FreeRTOS 2 HE [ HIRHIZFH
NEIAL S T A TS SERTHRER S (RTOS), BRI MIT AFREFTRTESD K , FreeRTOS & —
NARM—HIFEEMAOE , I Z2NATFEFMNTULE, FreeRTOS WiRITIEETEANREMENS A
., FreeRTOS B2 TiEE. Z2MMNZHTH (OTA) BEFNE , dBE—LERSERNERL
JER FreeRTOS B KERNARER,

BXEZER , H1hE FreeRTOS.orgo

¥} FreeRTOS BHEZIEH loT i
BEBERIEETIEEFN S A FreeRTOS B FEBHERIE T i 4I88M =R L,
¥ FreeRTOS BHERERIRE

1. R TEHEBHEN FreeRTOS FHIREA , THEBHEN FreeRTOS HIRFTARZA,

2. RR ABHEREI/EXHITE RHHEA , BE TEMN FreeRTOS HFHY 3T 343k LU 1T 48
M3

3. IRER BHE FreeRTOS E HFHILER |, fF FreeRTOS EBHEI MR, BN BHEETBEIEEXRN
HBHER A,

B E I 0] &
4 & FreeRTOS ##E ?

FreeRTOS BIER BB ET EHRM. FIE FreeRTOS EFMEHFE A& XM FreeRTOS WM API
S, BB , API ATEERETHE  HEXMRRERIBFEFLEHBNEIRMEN BSP 2 HHWMSLE
£, BNBHEENTEERFIENMERERE ( nTHMZFR | HER KD, EXD),

MRENBHEELR , BEARTH (FreeRTOS BiEiErE) MERIB» RABIRE K BEEFTAN
FreeRTOS X #i%k,

H 42 FreeRTOS 1
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TEHEBHER FreeRTOS

M freertos.org TEE#TH FreeRTOS K HiX#F (LTS) A4 , HEM GitHub (FreeRTOS-LTS) &
(FreeRTOS) =&,

(® Note

RMNBWEREFREE, BORTRE  EEMREEIFEEN  SUUEBMMIREES
XHEH .

HE , WA LAN FreeRTOS T FreerTOS-LTS FEFHNENEVE FER, BER , BHEAERETE
FreeRTOS = FreerTOS-LTS ZfEAH manifest.yml X+ HHNASHITE,

THBEE FreeRTOS 7 , BRI LATF AR FreeRTOS ERBHESIEHNER L, BXiAA , FSRNBE
RETIEXFIME , RESHEHE FreeRTOS FE,



https://www.freertos.org/a00104.html
https://github.com/FreeRTOS/FreeRTOS-LTS
https://github.com/FreeRTOS/FreeRTOS
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ABHERE T/EX NI B
FREUTHSREE THERXAAE -

- FEAMEINEE£HWANWERSERKRS A FreeRTOS FE,
s FAFAERIZENVERNTTARE (IDE) T EEQIZIE,
- EMBEFEEERZIFE (BSP) MERETABRHRER,

THEXRETRE , B AT ATHBEEN FreeRTOS FE T,
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FaBiEZa , RBABHERE TEXFIE R R B3 THRE,

FreeRTOS B1ERIZE #ik T BHEFFEHE,

X FreeRTOS BAEEIZMIRE , HREUT EEP U ARE.

-_—

. B FreeRTOS A& BHE
XIAEAFERR

BAE TCP/IP ik

BREMEEREED

48 corePKCS11 FE

BLE coreMQTT &

Bt& coreHTTP &

48 AWS loT over-the-air (OTA) E#E
BEEZTEOE

© © N o g &> b

FreeRTOS BHERER

¥ FreeRTOS BHER| MR , FEA THNBEREREN THA(LHEBI TR,

BiERERE 4
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Library Logging Macros

TLS
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Connectivity

On Board
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Port a preferred
TCP/IP stack

Use the TCP/IP stack
of the WiFi or
Cellular module for
connectivity

If using a Cellular module,
optionally port the
Cellular Interface Library

Configure a preferred
TLS Stack

Secure Enclave
ar
Secure Element

No

Use corePKGS11 software
based implementation.

Port
corePKCS11 PAL

Implement a subset of

Yes PKGS11 APls as required by
corePKCS11 library

|

Port

Network Transport Interface
using the connectivity method

of your choice.

Configure
coreMQTT Library

HTTPS
Required

No

Configure

coreHTTP Library

Port
OTA Library PAL
Implement a preferred
OTA bootloader
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Bl & FreeRTOS A& 4HE

IR E X FreeRTOS A BHEERK 2| FreeRTOS BHEN XA B WiHEH, XA ARNKBEN
5K , ES ¥ FreeRTOS AN HE,

FreeRTOS £/ FreeRTOS AKX HLZEFAEMNEFHERF. EXEZER , HZH
(FreeRTOS A ER) M FreerTOS.org HF#Y FreeRTOS H#ZE M 1A F FreeRTOS.orgo

(® Note
fF FreeRTOS NEZBHEZIFEHTEAXRNNTICTE RN, MREENMNE | iHEHKR FreeRTOS
TiEFR

T FreeRTOS BAKINIETTXI , (XXM AE FreeRTOS MmO, ZITRIFTEZX X LEBE
BHITER. BXESEE , FESE FreeRTOS ARBHEEMK,

FRF M

ERE FreeRTOS WL #H TR  EEERUTERY -

- BT EHHFRFEAMWER FreeRTOS NEZBHED FreeRTOS XFHBHE,

- =N IDETE , EHE8FERTERFAENRIEERNER FreeRTOS MR A X . BXIREN A
BNEE  BEANBHERETFEXANME.

Bl & FreeRTOS A4

FreeRTOS N EFA BN FreeRTOSConfig.h WEEXHHITEEN ., ZXHRIAKIEENARERF
BENERERE, BXSMIBETNEEA , 525 FreeRTOS.org LW HTE X,

E¥ FreeRTOS AKELE N SEMNREZTHSMER , 538 FreeRT0SConfig.h FEEMEAM
FreeRTOS Bl &,

BXE EBLTN RS , 5 FreeRTOS.org LM AE YEE.
A st

« BT—EIEH FreeRTOS 55 , FHHEEIERE RITRHESE,

FreeRTOS A# 6


https://freertos.org/RTOS_ports.html
https://docs.aws.amazon.com/freertos/latest/userguide/dev-guide-freertos-kernel.html
https://freertos.org/index.html
https://freertos.org/RTOS-contact-and-support.html
https://freertos.org/RTOS-contact-and-support.html
https://freertos.org/differences-between-officially-supported-and-contributed-FreeRTOS-code.html
https://freertos.org/a00110.html
https://freertos.org/a00110.html
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- RIDHEREERMBmEIEH A,

SSMERFRIERE
FreeRTOS EFRAU T HRIERE , XERRFMAREEMNZBINFY H,

* LogError
* LogWarn
* LogInfo
* LogDebug

BHAFMBEREEL. BIUR :

« BRI C89 HAAVIEFIEFR,
- BRERNERLEREM. RASMESHATITFIBHEERH,
- BFICE APIs AEHEE , A AXAENAEFESRTHE /0 LHEE,

BXREMME , BESH FreerTos.org LR HEIZFKINEE, BRAIE REIREE — K,
R

- BTEESMEFHNE , UERIEBEFT2XE.

o EITMH AR BEIER APIs R ZE 1/0,

- FRASTRAE (B, 89,099 #XAZKIER ) MXALRERE,

- BIEETRENAERS (il , Debug, Info, Error M Warning ) RMid AEiER R,

2HE TCP/IP Mtk

AT REBENN A AREL TCP/IP H4M U, MRENF AR TCP/IP M TLS Thaen 2 £ IRFIR 4
REIBERIAEIR | SRR SABRTE WA IR H G R B SR E O

FreeRTOS+TCP =2 FreeRTOS WK R4E TCP/IP #ik, FreeRTOS+TCP H FreeRTOS T2 HBA4%
¥, REFS FreeRTOS BLEEAR TCP/IP H#tk, EXEZEE , BESH BHE FreeRTOS+TCP,
HE , BULFERAE = TCP/IP #%k wIP, ATRMENN X FEAFEREAT TCP AN A HED
Wi, FEFEB T EAKIE TCP/IP Hk.

KUEREIRRE 7


https://www.freertos.org/logging.html
https://github.com/FreeRTOS/lab-iot-reference-nxp-rt1060/tree/main/examples/common/logging
https://www.freertos.org/FreeRTOS-Plus/FreeRTOS_Plus_TCP/index.html
https://savannah.nongnu.org/projects/lwip/
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#2418 FreeRTOS+TCP

FreeRTOS+TCP =2 FreeRTOS R R4 TCP/IP ik, BXEZELR |, HS I FreeRTOS.orgo

SoRF M
E5HE FreeRTOS+TCP E |, BEELUTEER :
. AFMHNFEANUAMTE Wi-Fi IBS1IFEFERN IDE E,

BEXREENAMENER , BSHIBERE T/EXFIE,
« FreeRTOS WEMARITEE,

BXNEHNTFAEE FreeRTOS MEMELR , HSHELE FreeRTOS AZB1E.

EZ

TEFF 8 HE FreeRTOS+TCP FEZHI , BRE GitHub B R T MR B EFELN E RN BAE,
MRBERFE , BIITUTHRE

1. 1R FreeRTOS.org L4 FreeRTOS+TCP BAEZE| T EHiEH25HIH 8 , fF FreeRTOS+TCP #

R ERIRE

2. WMAME  FIRE FreeRTOS.org £fF FreeRTOS+TCP BAEZIFH R AR C miFE5MiLeR | F
FreeRTOS+TCP BHEZIFT M fmiEEe.

3. TER N NetworkInterface.c XA LiEFERAMNERMENUANE Wi-Fi RIBFHFHE
Y, 18 GitHub 174# B LUK EVE R

HRERBER , EVNRBECEE , 5612 FreeRTOSIPConfig.h HREEE LT , UECIE
BENFAE, BXBERTNEZELR , B35 FreeRTOS.org £H FreeRTOS+TCP &,

pIRES
T LA freerTOS+TCP EERE=HE , HHBUTSRRTNIL -

- EEHZEONLFPEMS connect/disconnect/send/receive API B3I,
« XA TCP E#EER TIRE Echo RS , ARET&EHEONR,

#HE FreeRTOS+TCP 8


https://www.freertos.org/FreeRTOS-Plus/FreeRTOS_Plus_TCP/
https://github.com/FreeRTOS/FreeRTOS-Plus-TCP/tree/main/source/portable/NetworkInterface
https://www.freertos.org/FreeRTOS-Plus/FreeRTOS_Plus_TCP/Embedded_Ethernet_Porting.html
https://www.freertos.org/FreeRTOS-Plus/FreeRTOS_Plus_TCP/Embedded_Compiler_Porting.html
https://github.com/FreeRTOS/FreeRTOS-Plus-TCP/tree/main/source/portable/NetworkInterface/board_family
https://www.freertos.org/FreeRTOS-Plus/FreeRTOS_Plus_TCP/TCP_IP_Configuration.html
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® Note

EFIFRIERNIRE FreeRTOS WA , MRENEREERHE TCP/IP BHF#ik , WEERE
AWS loT Device Tester X 78 TCP #E#E X T RIE & Hi#E O NH KU R ZF BHENRK
B, B (FreeRTOS AFEME) FERERT FreeRTOS By AWS loT Device Tester? iy
WA N BRI IRE AWS loT Device Tester, ENRX4FEERBAHE , 4IMTE Device Tester
device.json XHRTHEM configs X#HH /3 A EBANEA,

248 corePKCS11 [E

NEBAMBRHE A EXLT — MU TFEN AP, TR TEENERAMNESH, PKCS 11 R8T
EXHIFRAEM APl, PKCS #11 1% API Al TREVZRHAFME. MBEXREY get/set BIELAR R EHIE Lo
SR EERIAERMBENRGRATZ. ENDEATNARFRAER,. 02, SR
R, MEERZENRERBENARFHAES.

FreeRTOS EMISZE K FERA PCKS #11 #HOMMEN F& , ERR P RIIEXNHZA. HEHHRERFW
ZHRE, TRIHTERARGIMEEZFH PKCS #11 APl

R R =

A6l HEHR PKCS #11 APl &5

£ B aiL. JRELWE, FTFH/XMA21E. GetsLotlis
t. B3R

filiE GenerateKeyPair, CreateObject, Destroy
Object. InitToken, GetTokenlnfo

TLS BEHl. ¥, FindObject, GetAtiributeValue

FreeRTOS+TCP BEL , W

OTA WiF. WE. FindObject, GetAttributeValue

corePKCS11 9


https://docs.aws.amazon.com/freertos/latest/userguide/device-tester-for-freertos-ug.html
https://en.wikipedia.org/wiki/PKCS_11
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ARSI =R M PKCS #11 1R

EBERANFFEFRLEZAN TIHANREFRERIMZRIIFELE, BEFZRP , N TERLIBIEGI
Mg EFNR , RNBWEEATAMNBES. NEEGITESEEMH LS HNAZADENAL,
NTXFERX—R , BUFRIER ERPEXH FreeRTOS FEFFERN PKCS #11 F&,

{alBHfE B FreeRTOS corePKCS11

corePKCS11 @& PKCS #11 #0 (APl) WEFTHRAMEM |, ZIFO A Mbed TLS =AM IIZR I
fE, XRTEEELTANBEANERT , AEHHNIEREZITATEZSREEN, EXHELT , &
HEESH corePKCS11 PAL ENAJiLE T corePKCS11 B SS I ERHNEHEABEEA.

#48E corePKCS11

BRI EREMERNRIFFEBEAEZ KUETFHEE (NVM) , SINRRNTF. MBENRLATF
fEEIRE EMRENRIBICEREBRN NVM 35, corePKCS11 EWAFFHEAZKIEMERE , R
EEATEE corePKCS11 # O G RIX LN TN AR FEFREIZERZ. corePKCS11 PAL BHE
TR —MIBRFMR

« BERFWIEH

- BREEPIRLERY

- BERFHRLABEZRH

- ZEEHR CA

- RBRIIAEZH (REEABRIAEZANIS ) , BTLLsISNEBFMEHTE (OTA)

B

« BIETEIE+,

BE A HRIE L PAL AP,

PAL AP
A 2P
PKCS11_PAL_lnitialize B PAL B. H corePKCS11 EETEHADHA1L
5T et R A .
PKCS11_PAL_SaveObject FMBREEAES KMEFH,

AR SEI T A PKCS #11 1R 10


https://tls.mbed.org/
https://github.com/FreeRTOS/corePKCS11/blob/main/source/include/core_pkcs11_pal.h

FreeRTOS

BiEiEE

B DU

PKCS11_PAL_FindObject £ PKCS #11 CKA_LABEL 3REEZ kH1E

P RHENA PKCS #11 R , HREZXY
KNAW (WMREFE) .

PKCS11_PAL_GetObjectValue RENRWE , FEAW.

PKCS11_PAL_GetObjectValueCleanup PKCS11_PAL_GetObjectValue AR
JBEBR. WA FRM PKCS11_PAL_GetObje
ctValue HAAHBIEHIAE,

A izt

MR EFEA FreeRTOS corePKCS11 FEESRINFTER PKCS11 APl 75 |, N A0&S FreeRTOS
PKCS11 Mk, X et B FRIF FreeRTOS FEFFEN B KAER ILTREINIT,

ARATENE T Wl B AFIAEN R FE A #iZ2 1T FreeRTOS PKCS11 M,

SoIRZM

EiZE FreeRTOS PKCS11 iz , MMKIMEAT LR,

« PKCS11 API XFHBHE,

« FreeRTOS BHHIAENIXFE A heERI , HPTHE -
* FRTest_ThreadCreate
* FRTest_ThreadTimedJoin

* FRTest_MemoryAlloc

* FRTest_MemoryFree

( 2 GitHub &% PKCS #11 #9 FreeRTOS FEEE RN # README.md X4, )

EZIENIRES

* f¥ FreeRTOS-Libraries-Integration-Tests #EN FERRMBEHIME P, RERUMEFER
AU E AT B AR B R,

h

izt


https://github.com/FreeRTOS/FreeRTOS-Libraries-Integration-Tests/tree/main/src/pkcs11
https://github.com/FreeRTOS/FreeRTOS-Libraries-Integration-Tests/tree/main/src/pkcs11
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« ¥F config_template/test_execution_config_template.h #l config_template/
test_param_config_template.h EFIZMNERFHFNIMENE K RETHED
HAtest_execution_config.hFtest_param_config.ho

« FHXXHGEEIHERSEH, MRFEH CMake , MATLAERA qualification_test.cmake
src/pkcsll_tests.cmake RBEH*X XK,

« SEI UNITY_OUTPUT_CHAR , iX# Ml A EM T2 5IRZ BERE,
« EERX MbedTLS , A FRIE cryptoki BV IRIEL R,
« MBIARRFAA RunQualificationTest().

BLE A i

PKCS11 M EH4 A TBHE PKCS11 SEM#H TEE, TRTE test_param_config.h kXA 5IH
T PKCS11 MiXFTEMNEE,

PKSC11 M B &

Bt & iR

PKCS11_TEST RSA_KEY_SUPPORT ZBHE 1 RSA 240 ThEE,

PKCS11_TEST _EC_KEY_SUPPORT ZBHEXIF EC R4AThEE.
PKCS11_TEST_IMPORT_PRIVATE_ BHEXEFSALEZH.,. NREEAXERAD
KEY_SUPPORT g, MFEML I8 RSA Ml EC 2485 A,
PKCS11_TEST_GENERATE_KEYPAI BHEIHFERZBHEAN. NRESAXEFEZAT
R_SUPPORT g, NS TEMNNK P IIF EC REATTE Ko
PKCS11_TEST_PREPROVISIONED _ BHEEEMERZIUL, PKCS11_TE

SUPPORT ST_LABEL_DEVICE_PRIVATE_KEY

_FOR_TLS ., PKCS11_TEST_LABEL_
DEVICE_PUBLIC_KEY_FOR_TLS  #
PKCS11_TEST_LABEL_DEVICE_CE

RTIFICATE_FOR_TLS RIEPHRHI,

PKCS11_TEST_LABEL_DEVICE_PR M EANFEBRRANTZL,
IVATE_KEY_FOR_TLS

RS 12



M

FreeRTOS BiEE
fii & iR
PKCS11_TEST_LABEL_DEVICE_PU Wit A AN A E Z AR,

BLIC_KEY_FOR_TLS

PKCS11_TEST_LABEL_DEVICE_CE M3zt AR 458 A B9 IE B FR
RTIFICATE_FOR_TLS

PKCS11_TEST JITP_CODEVERIFY BRHEXE JITP k. SRREN 1 TRHE
_ROOT_CERT_SUPPORTED JITP codeverify Mif,

PKCS11_TEST LABEL_CODE_VERI JITP codeverify st & A 9 A BB 36 iE 25 4H
FICATION_KEY AR,

PKCS11_TEST_LABEL_JITP_CERTIFICATION JITP codeverify MifAERK JITP iEHHY
e

PKCS11_TEST_LABEL_ROOT_CERTIFICATE JITP codeverify i {EARIBRIUEFHHIFR
N

2o

FreeRTOS BEMSEE RV NXFFED —TEAIEERE , Hl0 RSA = Elliptic & EH , UK
PKCS11 APl X#HH —RZATMEN S, ZMNRSATEAUTERE !
- ELRAUTEZAIEREZ— :
« PKCS11_TEST_RSA_KEY_SUPPORT
« PKCS11_TEST_EC_KEY_SUPPORT
- ELRAUTEAMEREZ— :
« PKCS11_TEST_IMPORT_PRIVATE_KEY_SUPPORT
« PKCS11_TEST_GENERATE_KEYPAIR_SUPPORT
+ PKCS11_TEST_PREPROVISIONED_SUPPORT

MABRENRBFFUENALTEULTZRHTIET

« HME A PKCS11_TEST_PREPROVISIONED SUPPORT HAXZHAE#MEEH &,

« B —NH4AThEE ( PKCS11_TEST_RSA_KEY_SUPPORT =% PKCS11_TEST_EC_KEY_SUPPORT )
2 F B AR

izt
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- REBEENZADERREMARENRANE , 21
PKCS11_TEST_LABEL_DEVICE_PRIVATE_KEY_FOR_TLS. PKCS11_TEST_LABEL_DEVICE_PUBLIC_k

1 PKCS11_TEST_LABEL_DEVICE_CERTIFICATE_FOR_TLS. TEE{THR 28l , X EEUFHHIF
1=,

MR EFM AR ENFTIEMEMBEENS , WX TEEECERATRANEEZSTZIXR

(® Note

MR F A PKCS11_TEST_GENERATE_KEYPAIR_SUPPORT =%
PKCS11_TEST_GENERATE_KEYPAIR_SUPPORT , M7zt HA A1 44 B A AR
PKCS11_TEST_LABEL_DEVICE_PRIVATE_KEY_FOR_TLS., PKCS11_TEST_LABEL_DEVICE_PUBLI
A PKCS11_TEST_LABEL_DEVICE_CERTIFICATE_FOR_TLS BIXI &,

& 17 i

RN BB AR INEN R A 80 PKCS11 0, RE , LA LUEA IDT B31iT. Bx
BFHEER , 55 (FreeRTOS AF#ER) # &A T FreeRTOS Y AWS loT Device Tester,

LTHBANA T Az TE -

« §TF test_execution_config.h 3#4 CORE_PKCS11_TEST_ENABLED EXH 1,
- HENAERFHANERBERENIZR L, UEET, IHER4mERTIHRO,

THRH BN SR —NRE

TEST(Full_PKCS11_StartFinish, PKCS11_StartFinish_FirstTest) PASS
TEST(Full_PKCS11_StartFinish, PKCS11_GetFunctionList) PASS
TEST(Full_PKCS11_StartFinish, PKCS11l_InitializeFinalize) PASS
TEST(Full_PKCS11_StartFinish, PKCS11_GetSlotList) PASS
TEST(Full_PKCS11_StartFinish, PKCS11_OpenSessionCloseSession) PASS
TEST(Full_PKCS11_Capabilities, PKCS11_Capabilities) PASS
TEST(Full_PKCS11_NoObject, PKCS11_Digest) PASS
TEST(Full_PKCS11_NoObject, PKCS11l_Digest_ErrorConditions) PASS
TEST(Full_PKCS11_NoObject, PKCS11_GenerateRandom) PASS
TEST(Full_PKCS11_NoObject, PKCS11l_GenerateRandomMultiThread) PASS
TEST(Full_PKCS11_RSA, PKCS11_RSA_CreateObject) PASS

RS 14


https://docs.aws.amazon.com/freertos/latest/userguide/device-tester-for-freertos-ug.html
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EZIE

3]

TEST(Full_PKCS11_RSA,
TEST(Full_PKCS11_RSA,
TEST(Full_PKCS11_RSA,
TEST(Full_PKCS11_RSA,
TEST(Full_PKCS11_RSA,
TEST(Full_PKCS11_RSA,
TEST(Full_PKCS11_EC,
TEST(Full_PKCS11_EC,
TEST(Full_PKCS11_EC,
TEST(Full_PKCS11_EC,
TEST(Full_PKCS11_EC,
TEST(Full_PKCS11_EC,
TEST(Full_PKCS11_EC,
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PKCS11_RSA_FindObject) PASS
PKCS11_RSA_GetAttributeValue) PASS
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27 Tests @ Failures @ Ignored

OK

HAAENHEEBREE , MiATRK,.

(® Note

EIFE R FZH 1T FreeRTOS BIEIAIE , BAIER AWS loT Device Tester i ik & M BHE
BB, &R (FreeRTOS AF1E®M) HEMAEA T FreeRTOS B AWS loT Device Tester/
#9358 N BAERIE IR B AWS loT Device Tester, BN XIS EEMNBHE , LTI AWS loT
Device Tester configs XX T device. json X#HH 5 AEBEANKA,

o HE P 45 4% Hai 52

SRR TLS &

fEmER SN (TLS) BHRKIE , BHFEAEIE TLS #ik, RIMNBWEHER Mbed TLS , BAEEES
FreeRTOS FE# 1T 7T Mik, RAIAEXNGitHubEEE R H B —PMNX BN 6 F .

T IRZERA WA TLS 3K , LEAMAH TCP/IP HRH TLS KRNI ERELREH, ©I1L
MZFF AWS loTXHH TLS BEEH,

P& RO


https://docs.aws.amazon.com/freertos/latest/userguide/device-tester-for-freertos-ug.html
https://tls.mbed.org/
https://github.com/FreeRTOS/FreeRTOS
https://docs.aws.amazon.com/iot/latest/developerguide/transport-security.html#tls-cipher-suite-support

FreeRTOS BiBiRmE

BHEMZEmEORE

AR — AN L WIEO FBEEH coreMQTT M coreHTTP, WMEEMIZEO L SELENNEERE
EREFBUBIEFMENERBUEH N ETXEHIE, EXEZFMAER | HSREHED, FreeRTOS
BHT—ANENNEEHIZEON R REILOX LSS, LTI [HESERED B LUEITX LN,

FRFMF

BN  BFEEZUTERN

s —IHAEHERRENIE , ZRETUMERELTRIEN FreeRTOS AR BHERME FreeRTOS,
« MEWFPRFRI TIERIL,

B

* FreeRTOS-Libraries-Integration-Tests#F N FERFMBN BN TMBE . REFERAUME  FEK
EHEFHNBMEATEE,

« ¥¥ config_template/test_execution_config_template.h Hl config_template/
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NetworkConnectFunc EX. WEEHEVIEDME LT XWEH. BREVEENEHNER
MG EZIERNIES . SERARHENMNEEILISEENEEPIEEN RS E/ENIERE,

« network disconnect function : €& H src/common/network_connection.h AH
NetworkDisconnectFunc X, LLEREIZWIERME LT XHiIEEH. THAFEERNKZ LT
AR SR BT STV IE

« setupTransportInterfaceTestParam() : £ src/transport_interface/
transport_interface_tests.h FENX, XMPBEHMNEZHLMNE
transport_interface_tests.h EXWEL£EE, XMEHEZ—D
f&mTransportinterfaceTestParam& B IES . ©REFREHZEONREH
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https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ota-dev.html
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/index.html
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/index.html
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l Euc}{DaderToF lash

! [ FlashToBoo

Local Attager i | AttackerToFlash Flash Memory

FlashToApp|
AppToklash iR T

- i DeviceToCloud)
FlashToAttacker [

Embedded App

CloudToDevice

BB

BERGHESHERES ; flm , BEBIEXN TLS RSH[ERNIEPNFTE4REGHRBIZEILER
WEEE , TR man-in-the-middle § E R EEEHREHME., I THRARERSSISMEE
FHZLY , A SMERFERBRL ZHBEANT AR, sISNBEEFNEFEHMRENNE
EMBRAR. XADBERBIERF RN defense-in-depth,

BB
« WHEBEHIFRE DRSS B[HEZURERZE GRS,

ZRRERE RO
- #H5|&8, SISMBEFEACSAEIPRIERENNZLER. WREIEXRK , 5| S MBEFFER
B E—MRER
« WEHBENAZF XS EOREETH S| AZNEF R 7 DA B AFBR &

Z AR =B
- E5|SE, SIS MBEFFER EEMRRITRIE, WRIEUEXMHBZEARNRE | 5|50
BFRELE,

- &5 &8, SISMBEFFRR LEMR#ITRIE. MRBIEXMEZEURNRE , 5|5 NEHE
FrfFEt AN OTA BERFEN.

« WEHEBFREZ S| SRR FHEBORE , Wi AR A ZRERER T,
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Z R 1E B

« ERBIEZRNNAFRES , FERER L - IMREHNEBX.
- EBRXRNARN  BBERRL S REFEFTBMERRLTEZT , RIECHMIERLK
B REZ,
« OTA EFREMEIEZMREG , NS BIRFLEZERIEZT.

Z AR iR
- SISMBEFEHEHALENEFITAER , UAMRERE £ — MR,
« WHEBH SIS MBEFUESRERIE , Fit , RBFESAEZHRE,

EERTG
- SISMFERFNLT ROM ( RiEFM@ER ) B, TEHTIBS,
« 5| §NEFEFTF OTP ( one-time-programmable W1E ) & , TiEE R,
- 5SS MEEFALT ARM L2 XiFH TrustZone , ToiEB K,
- WHFBFRBUUS |, Fit , REFEZTEVEBRE,

ZRE TR B

BT MEDRESR | TERTER.
. BT ROM, OTP B2 KHFH | Tkt FER.

- SRR ER

ZERBERRE RS MBS, #—SHRDRETELREREAT M, BN ERINFY
BAF. X R RMR UR A A D . WEE RN RER = TX A O SRR K E Sl eI EH
Bk, LR oT REWER. AEMADARASR, KEFRAEERER , SENGERML— LR
%o

¥ F 40 B 45

. BRYERM
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. PhEHIE

. RBRR

IR B FR
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. SEERUFIAIBE A
. R BRI
. ERBAG

FER

- HEEH

« B URIES

- CA RiIEH
REZTUNTHE

- BEFHNMASGER

- LR

- ERERTE

- DO MBETH

- ZEMIRE

AR

« DHCP M

« DNS Mg jz

« EF TLS 9 MQTT

« HTTPS IR

« OTA B4R

- NFARFETRHNEMAS , Sl USB
« ERRIFEIEL

« JFEIC

Bl EEOE

FreeRTOS X # TCP ZHHNBETHREN AT T. BXRXEZFELR , S freertos.org LHIEF 1
OFEMBEgEEORE,

BEEO
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FRF M

BREREOFERBERKBAR, BR , 7 FreeRTOS MEHLH , AAM, Wi-Fi MEETELEF  BH
b, FRANRSGHEREE Rz —RE BENSEREED /X,

® Note
MREZEREB T TLS 78, AEFTXBFAT ST, WHFRAARATURINBECHEZTHR
k5 BHEM&EHED S5

TR 32



FreeRTOS BiBiRmE

M MQTT 7 3 IEBZE| coreMQTT

AIBEMERT WMMRNAEFM MQTT T2 coreMQTT,

33


https://aws.github.io/aws-iot-device-sdk-embedded-C/202103.00/docs/doxygen/output/html/mqtt_migration.html
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A OTA MR MR 1 B RIMA 3

REErR B ERNAREFM OTA FEMA 1 EBRRA 3,

® Note

OTA RZ& 2 APIs &5 OTA v3 #[@ APIs , it , IRENNARFERNRRA 2, WEFEX
APl EABITEXR , BRMNEBWEERZENRE 3. APIs

MTEAEZRE OTA R4S 3 BER :

» ota_demo_core_matt,

« ota_demo_core_http,

» ota_ble,
APl EHE
OTA FERR A 1 FIARZAS 3 ZEIHY APl B E
OTA KRZ 1 API OTA k% 3 API ki
OTA_ Agentlnit ota_init BT OTAv3 HEEHEXR ,

BWAS BN NEBIR EH
BEHRETEL. BXRFARE
B, B2 TES OTA Init &

AN

tl\

[¢]

OTA_ AgentShutdown OTA_Shutdown NWMASHNER , AT
ALEEUHIT R MQTT E B89
msH%., EXFEHAER S
¥ THEA OTA_Shutdown &f
p 8

OTA_ GetAgentState OTA_ GetState EERAPI B, BREdH
ASH. BREMEME , BEw
BTHENKR . BXFHAE

APl EBE 34


https://github.com/aws/amazon-freertos/tree/main/demos/ota/ota_demo_core_mqtt
https://github.com/aws/amazon-freertos/tree/main/demos/ota/ota_demo_core_http
https://github.com/aws/amazon-freertos/tree/main/demos/ble/ota_ble

FreeRTOS

BiEiEE

OTA k% 1 API

TEH

OTA_ GetPacketsReceived

OTA_ GetPacketsQueued

OTA_ GetPacketsProcessed

OTA_ GetPacketsDropped

OTA_ ActivateNewlmage

OTA k% 3 API

OTA_ GetStatistics

FEH

FEA

OTA_ ActivateNewlmage

EoRiiEA

B | {55 #GetState TEHH
OTA_ 49,

Y S OTA . OTAL

. APIs OTA_ GetPacket
sReceived, OTA_., OTA

_ GetPacketsQueued B9 ¥t
APIl, GetPacketsProcessed
GetPacketsDropped & > i¥ 4
8 , FS W GetStatistics T
EH OTA_ 25

It APl EMMRA 3 FEER
Bmzi = OTA_GetStatis
ticso

Lt APl EMMRA 3 FEER
Bm 2z = OTA_GetStatis
ticso

bt APl EMMRAS 3 FRRR ,
M 2B = OTA_ GetStatis
ticso

bt APl EMMRAS 3 FEBR ,
M 2ZB 2 OTA_ GetStatis
ticso

MASHMER , BERET
IREIRY OTA x5 , ¥

£ OTA FEERIRRAS 3 HiRtn T
IR, BXEFAE
B, 21 OTA_ &% Activat
eNewlmage ,

APl EBE
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BiEiEE

OTA k% 1 API

OTA_ SetlmageState

OTA_ GetlmageState

OTA_Suspend

OTA_Resume

OTA_ CheckForUpdate

OTA k% 3 API

OTA_ SetlmageState

OTA_ GetlmageState

OTA_Suspend

OTA_Resume

OTA_ CheckForUpdate

EoRiiEA

RMASBHEEEECED

Bt EaA 7TIRER OTA £
RS, HE OTA ERIRZA 3
RN T SRR, BXx
HHEER , HSH OTA_ &%
SetlmageState ,

WASHHME , B OTA EMN
W7 3 REmA TIRERE,
BXEMAER , HSHE OTA
B4 GetimageState o

WMASHMERE , BEEWE T
IREH OTA &iRR1 , H#&
OTA FEHIARAS 3 RN T #EY
FiRRiB, BXFMAER | 1B
2% OTA_Suspend Z%'

BRTEENBASEH, AR
ZIEREE OTAERNNARER
R ITAE  EdR TREHN
OTA #iRRE8 , #7E OTA &
R RRZS 3 AR HN T #TRY AR IR
KRB, BEXFHMER , BZH
OTA_Resume 4,

WMASHMEE , BEwET
IREH OTA iR , H&
OTA FEMIRRAS 3 RN 7 #
WEIRRB, BXFAEE
EZH OTA_ #8% CheckFo
rUpdate .

APl EBE
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OTA 7 1 API OTA hr7s 3 API FE i A
FERA OTA_ EventProcessingTask WINT M APl , ERALE
OTA EMEHMNEEHEH

VHHNARFESEA. B
KIFHEE , ESH OTA_
2 EventProcessingTask o

FERA OTA_ SignalEvent WINT K APl ENEAR
nE OTA EHR5IE , HEA
&8 OTA ERARCOREBESFT K
HES., AXIFHAER , BS
¥ OTA_ B4 SignalEvent o

TEH OTA_Err_strerror AT OTA Bz IR B
¥R FRFERIE AP,

TEH OTA_ _sterrror JobParse AT e TSR IR IR
BN Z TR AP

RiEHA OTA_ _sterrror OsStatus AT I$ OTA OS i MIRASH
REREBERNZRFEH
APl,

REHA OTA_ _sterrror PalStatus AT I$ OTA PAL i ORSHY
RAEREBERNFZREH
APl,

FTEE MR
ota_init

£ v1 B0 OTA REIF&ER 0TA_AgentInit APl , ©NEEETX, EYEHK. TEEAM
HEEWSBIERNR A

OTA_State_t OTA_AgentInit( void * pvConnectionContext,
const uint8_t * pucThingName,
px0TACompleteCallback_t xFunc,

FREE B HER 37
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TickType_t xTicksToWait );

It API B E N OTA_Init , %A ota, ota O, BYEBHANNAEFLREMENESHXHNSE.

OtaErr_t OTA_Init( OtaAppBuffer_t * pOtaBuffer,
Otalnterfaces_t * pOtalnterfaces,
const uint8_t * pThingName,
OtaAppCallback OtaAppCallback );

BERTHRASH -

pvConnectionContext -

ZFT A BRERE LT, RER OTA FERA 3 FREMER L TXEELE , HE MQTT/
HTTP #4FH OTA B R/NAEFFHMEMEOLE,

xTicksToZ -

ticks to wait St B , R NEFSEEEA Ota_init demo/application Z BITE OTA F Az

8,
EmMBTRASH -
xFunc -

Z¥HEa® N OtaAppCallback , HXEFEEH N OtaAppCallback _t.
B ASE -
pOtaBuffer

NARFRSMTEESRX , HEDBR{CEEH OtaAppBuffer _t £ EZE LS OTA FE., 1R
BTIEXHMEANDYL , MENSEFAXBEETRE. T MQTT MY, EERBEHHNEAHX |
FF HTTP X , MEBEMZ R url MBRAENEHKX,

A MQTT TRXHHNFENERFKX -

static OtaAppBuffer_t otaBuffer =

{
.pUpdateFilePath = updateFilePath,
.updateFilePathsize = otaexampleMAX_FILE_PATH_SIZE,
.pCertFilePath = certFilePath,
.certFilePathSize = otaexampleMAX_FILE_PATH_SIZE,
.pStreamName = streamName,
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.streamNameSize = otaexampleMAX_STREAM_NAME_SIZE,
.pDecodeMemory = decodeMenm,

.decodeMemorySize = ( 1U << otaconfigLOG2_FILE_BLOCK_SIZE ),
.pFileBitmap = bitmap,

.fileBitmapSize = OTA_MAX_BLOCK_BITMAP_SIZE

};

A HTTP THRXHRBENEPKX -

static OtaAppBuffer_t otaBuffer =

{
.pUpdateFilePath = updateFilePath,
.updateFilePathsize = otaexampleMAX_FILE_PATH_SIZE,
.pCertFilePath = certFilePath,
.certFilePathSize = otaexampleMAX_FILE_PATH_SIZE,
.pDecodeMemory = decodeMenm,
.decodeMemorySize = ( 1U << otaconfigLOG2_FILE_BLOCK_SIZE ),
.pFileBitmap = bitmap,
.fileBitmapSize = OTA_MAX_BLOCK_BITMAP_SIZE,
.pUrl = updateUrl,
.urlSize = OTA_MAX_URL_SIZE,
.pAuthScheme = authScheme,
.authSchemeSize = OTA_MAX_AUTH_SCHEME_SIZE

};

B -

pUpdateFilePath Path to store the files.
updateFilePathsize Maximum size of the file path.

pCertFilePath Path to certificate file.

certFilePathSize Maximum size of the certificate file path.
pStreamName Name of stream to download the files.
streamNameSize Maximum size of the stream name.
pDecodeMemory Place to store the decoded files.
decodeMemorySize Maximum size of the decoded files buffer.
pFileBitmap Bitmap of the parameters received.
fileBitmapSize Maximum size of the bitmap.

pUrl Presigned url to download files from S3.
urlSize Maximum size of the URL.

pAuthScheme Authentication scheme used to validate download.
authSchemeSize Maximum size of the auth scheme.
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pOtalnterfaces

OTAinit WE-MNAASHEINEE t# OTAEOMSIA, OtalnterfacesSIIFIX —H M
ik OTA B , HERERAZEOFEE MQTT 0, HTTP EONTAKKEED,
OTA BRIEERG DO

OTA OS EeE N RIRBEM OTA ELFRUMM —AEN, APIs HEONKRBKIANSER
FRARFHRMHS OTA F, OTA FRRARBXRIKNTEEARERSRHAMNIIE, &
hIEEEEL, ITNERMAFIE. FreeRTOS M POSIX HSEIE OTA FE iR,

EFARMEM FreeRTOS ¥4EH FreeRTOS R4 -

OtaInterfaces_t otalnterfaces;
otalnterfaces.os.event.init
otalnterfaces.os.event.send
otalnterfaces.os.event.recv
otalnterfaces.os.event.deinit
otalnterfaces.os.timer.start
otalnterfaces.os.timer.stop
otalnterfaces.os.timer.delete
otalnterfaces.os.mem.malloc
otalnterfaces.os.mem.free

OtaInitEvent_FreeRTOS;
OtaSendEvent_FreeRTOS;
OtaReceiveEvent_FreeRTOS;
OtaDeinitEvent_FreeRTO0S;
OtaStartTimer_FreeRTOS;
OtaStopTimer_FreeRTO0S;
OtaDeleteTimer_FreeRTOS;
Malloc_FreeRTOS;
Free_FreeRTO0S;

fEARMER POSIX % O/ Linux -4 -

OtaInterfaces_t otalnterfaces;
otalnterfaces.os.event.init
otalnterfaces.os.event.send
otalnterfaces.os.event.recv
otalnterfaces.os.event.deinit
otalnterfaces.os.timer.start
otalnterfaces.os.timer.stop
otalnterfaces.os.timer.delete
otalnterfaces.os.mem.malloc
otalnterfaces.os.mem.free

Posix_OtaInitEvent;
Posix_OtaSendEvent;
Posix_OtaReceiveEvent;
Posix_OtaDeinitEvent;
Posix_OtaStartTimer;
Posix_OtaStopTimer;
Posix_OtaDeleteTimer;
STDC_Malloc;
STDC_Free;

MQTT #0

OTAMQTT # 0O R —4H APIs XEFERLIMED , FEELE OTA EMNREMARS THX
iR,

85/ OT A over MQTT &R APIs 9 CoreMQ TT RE Y R HI-

ota_init 40


https://github.com/aws/amazon-freertos/blob/main/demos/ota/ota_demo_core_mqtt/ota_demo_core_mqtt.c

FreeRTOS

BiEiEE

OtaInterfaces_t otalnterfaces;
otalnterfaces.mqtt.subscribe = prvMqgttSubscribe;
otalnterfaces.mqtt.publish = prvMqgttPublish;

otalnterfaces.mqgtt.unsubscribe = prvMgttUnSubscribe;

HTTP # 1

OTAHTTP #OR—AMTMEFEPRIMWIED , APIs iX#¥ OTA EFREB T EEETNE R
url HFIREBIBEBRR FTEXHER, RIEERFT OTA ERENMNMZES URL ( MTARRIES )

-Fﬁ y |:T|)-|JJ K/;EE.I-JEEI‘JO

A OT A over HTTP J&/R APIs H#J CoreHttp 7~45l-

OtaInterfaces_t otalInterfaces;
otalnterfaces.http.init = httpInit;
otalnterfaces.http.request = httpRequest;
otalnterfaces.http.deinit = httpDeinit;

OTAPAL #0

OTAPAL #NORIRZMER OTA EL4AEIM—H#ED, APIs OTAPAL HIRERBESLINE

RPNAEFTRHEAE, EEAXERBKREME. ERMNBIE TR

OtaInterfaces_t otalnterfaces;
otalnterfaces.pal.getPlatformImageState
otalnterfaces.pal.setPlatformImageState

otaInterfaces.pal.closeFile = otaPal_CloseFile;
otalnterfaces.pal.reset = otaPal_ResetDevice;
otalnterfaces.pal.abort otaPal_Abort;

otalnterfaces.pal.createFile = otaPal_CreateFileForRx;

B 45 R AL -

otaPal_GetPlatformImageState;
otaPal_SetPlatformImageState;
otalnterfaces.pal.writeBlock = otaPal_WriteBlock;
otalnterfaces.pal.activate = otaPal_ActivateNewImage;

REMEM OTA REBIRSEX N T OTA &%, 5SS v3.0.0 AWS loT Over-the-air &

¥ : _to OtaErr

ota_init
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https://github.com/aws/amazon-freertos/blob/main/demos/ota/ota_demo_core_http/ota_demo_core_http.c
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d

FreeRTOS BiBiRmE

OTA_Shutdown

EOTAEMRA 15, BFXE OTA KEMN API 2 OTA_, I EMEMASENE
2k , AgentShutdown © EE 8 OTA_Shutdown,

OTA REXM (ARAE 1)

OTA_State_t OTA_AgentShutdown( TickType_t xTicksToWait );

OTA REXM (RAE 3)

OtaState_t OTA_Shutdown( uint32_t ticksToWait,
uint8_t unsubscribeFlag );

ticksToWait -

FHFOTAREZHAAEENZERE, MEARERENT , ZRBFULAERE  EFEEFF. X
FRPRASHERESERL. RETNA2H AERREY , mMaf TEICHER,

WA -
unsubscribeFlag -

ATHEFERBAXANRERMELEBHITECRT FRFENIFICS. MRZARIEN 0, WFLHNHE
A FE BT B RE. WRNARFLSZEUHETT EFLESR , NEFA OTA_Shutdown Bt
TR ARIZIREN 10

REZE R -

OtaState t-

BB T OTARBIRSHWHHERERK R, BSH 3.0.AWS loT Over-the-air 0 flRANE #,

OTA_ GetState

APl BFREM OTA_ E N OTA_ AgentGetState , GetState

OTA fREX (MRA< 1)

OTA_State_t OTA_GetAgentState( void );

OTA_Shutdown 42


https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga1cb476a5e0ee81fa486f605e64419dcc

FreeRTOS

BiEiEE

OTA REEXMA (fRZ< 3)
OtaState_t OTA_GetState( void );

REZE R -

OtaState t-

EMBT OTARBIRSHMERER G, S 3.0.AWS loT Over-the-air 0 IR ZAE #H7o

OTA_ GetStatistics

REITEIBERNT FTHE— APl, EERT OTA . APIs OTA GetPacketsReceived, OTA_

GetPacketsQueued, OTA_, GetPacketsProcessed GetPacketsDroppeditt#h , £ OTA FERRAS 3

F o, ZITRERELHEEL X,
OTA FERRAS 1

uint32_t OTA_GetPacketsReceived( void );
uint32_t OTA_GetPacketsQueued( void );
uint32_t OTA_GetPacketsProcessed( void );
uint32_t OTA_GetPacketsDropped( void );

OT3 FEhR7 3
OtaErr_t OTA_GetStatistics( OtaAgentStatistics_t * pStatistics );

pStatistics -

SUTHENRA/AESEH , flm, MHEELER, E5F. FRANLENBES.
MHSH -

OTA #HixfliB,
R RE -

OtaAgentStatistics_t otaStatistics = { 0 };

OTA_GetStatistics( &otaStatistics );

LogInfo( ( " Received: %u Queued: %u Processed: %u Dropped: %u",
otaStatistics.otaPacketsReceived,

OTA_ GetStatistics
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https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga1cb476a5e0ee81fa486f605e64419dcc

FreeRTOS BiBiRmE

otaStatistics.otaPacketsQueued,
otaStatistics.otaPacketsProcessed,
otaStatistics.otaPacketsDropped ) );

OTA_ ActivateNewlmage

WMASHAER , BEE®HR TIREIMN OTA fHIRKE , H1E OTA EMARZA 3 RN T HHOEIRNKB,

OTA FERRAS 1

OTA_Err_t OTA_ActivateNewImage( void );

OT3 FEh A 3

OtaErr_t OTA_ActivateNewImage( void );

FERTIREM OTA SHiRBAES |, HANTHWERRB, 5 v3.0.0 AWS loT Over-the-air
B _to OtaErr

RBIRE -

OtaErr_t otaErr = OtaErrNone;
otaErr = OTA_ActivateNewImage();
/* Handle error */

OTA_ SetlmageState

WMASHHEEEECERS , ANERS 7TIREM OTA HiRNKE , HE OTA ERMRA 3 FHMTH
BV AR IR AR

OTA FERRZN 1

OTA_Err_t OTA_SetImageState( OTA_ImageState_t eState );

OT3 FERRZA 3

OtaErr_t OTA_SetImageState( OtalmageState_t state );

OTA_ ActivateNewlmage 44


https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d

FreeRTOS BiBiRmE

WMASHEMA N OtalmageState _to FZ[H 3.0.AWS IoT Over-the-air 0 fRAE#,

ERTIREM OTA SHiRABAEE |, H AT HWERRB, BSHEAWS loT Over-the-air E#

v3.0.0 /_to OtaErr
T~ -

OtaErr_t otaErr = OtaErrNone;
otaErr = OTA_SetImageState( OtaImageStateAccepted );
/* Handle error */

OTA_ GetlmageState

WMASHHME , 87 OTA ERRA 3 RER A TIREME,
OTA FERRZN 1

OTA_ImageState_t OTA_GetImageState( void );
OT3 FEhR7 3

OtaImageState_t OTA_GetImageState( void );

RE M2 E A A OtalmageState _to ES [ v3.0.0 AWS loT Over-the-air EF : _to
OtalmageState

RIRE -

OtaImageState_t imageState;
imageState = OTA_GetImageState();

OTA_Suspend

WASHMER , BEwE TREN OTA HiRAMHB , FE OTA FEAARZA 3 FARM T #AVEHIRKE.,
OTA EERR A 1

OTA_Err_t OTA_Suspend( void );

OTA_ GetlmageState
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https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d
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https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#gad4909faa8b9c8672e7f7bef1bc6b5b84

FreeRTOS BiBiRmE

OT3 FERRZA 3

OtaErr_t OTA_Suspend( void );

EHTIREMN OTA HiRBH2E , AN THHEIRRB, ESHE v3.0.0 AWS loT Over-the-air
E#: _to OtaErr

RIRE -

OtaErr_t xOtaError = OtaErrUninitialized;
x0taError = OTA_Suspend();
/* Handle error */

OTA_Resume

BRTEENBASH , RN ZERE OTABER/NARFFHITAE , EdS 7RO OTA HiRK
1B, FE OTA FERIARA 3 RN T #TAVER IR,

OTA FERRA 1
OTA_Err_t OTA_Resume( void * pxConnection );
OT3 FERRA 3

OtaErr_t OTA_Resume( void );

FERTIREM OTA SHiRABAEE |, HANMTHWERRB, HSH v3.0.0 AWS loT Over-the-air
E#: _to OtaErr

RBIRE -

OtaErr_t xOtaError = OtaErrUninitialized;
xOtaError = OTA_Resume();
/* Handle error */

OTA_ CheckForUpdate

WMASHMEE , BEHE TEEN OTA SRR , & OTA EMMRZA 3 Hi5i 7 N HEIRKBE,

OTA_Resume 46
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FreeRTOS BiBiRmE

OTA FERRZN 1

OTA_Err_t OTA_CheckForUpdate( void );
OT3 FEhR7 3

OtaErr_t OTA_CheckForUpdate( void )

EWNTIREMN OTA HiRBH2E , AN THHEIRRB, ESHE v3.0.0 AWS loT Over-the-air
B _to OtaErr

OTA_ EventProcessingTask

X2 AP, HRAE OTA EMSHNESHER, E4THNARFES B, WETRH
SABEMPITERIN OTA EFEH , ERINAREFAKALRES,

OT3 FERRZAS 3

void OTA_EventProcessingTask( void * pUnused );
FreeRTOS KR4I -

/* Create FreeRTOS task*/

xTaskCreate( prvOTAAgentTask,
"OTA Agent Task",
otaexampleAGENT_TASK_STACK_SIZE,
NULL,
otaexampleAGENT_TASK_PRIORITY,
NULL );

/* Call OTA_EventProcessingTask from the task */
static void prvOTAAgentTask( void * pParam )

{
/* Calling OTA agent task. */
OTA_EventProcessingTask( pParam );
LogInfo( ( "OTA Agent stopped." ) );
/* Delete the task as it is no longer required. */
vTaskDelete( NULL );

}
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POSIX BRI -

/* Create posix thread.*/
if( pthread_create( &threadHandle, NULL, otaThread, NULL ) != 0 )
{
LogError( ( "Failed to create OTA thread: "
",errno=%s",
strerror( errno ) ) );

/* Handle error. */

/* Call OTA_EventProcessingTask from the thread.*/
static void * otaThread( void * pParam )

{
/* Calling OTA agent task. */
OTA_EventProcessingTask( pParam );
LogInfo( ( "OTA Agent stopped." ) );
return NULL;

}

OTA_ SignalEvent

XR—MHH AP, TRE4ARNEIEHAIE , FEAE OTA ERKEENMMEBESRKHES.
OT3 FERRZA 3

bool OTA_SignalEvent( const OtaEventMsg_t * const pEventMsg );
RIS -

OtaEventMsg_t xEventMsg = { 0 };
xEventMsg.eventId = OtaAgentEventStart;
( void ) OTA_SignalEvent( &xEventMsg );
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M OTA EEA FRREREINAREFF

MREBHEN OTAEEKEECHWRARRFF , A LERA git submodule T, Git FHERAFEFF
— N Git eFEERRE— Git FRENFEFK. OTA FERRA 3 43 7E-emb ota-for-aws-iotedded-s dk
FHES,

git submodule add https://github.com/aws/ota-for-aws-iot-embedded-
sdk.git destination_folder

git commit -m "Added the OTA Library as submodule to the project."

git push
BREZFEER , F5H (FreeRTOS AF#ER) HHE OTA REEMIINAEFF,

2Z&

« OTAV1.
« OTAvV3.
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7 OTA PAL BHEMMA 1 TRBEIRZA 3

ERTHERENXGREMUARENERNARFAENEEMERTT —LEXR. XTRITATE
v120 BBEEAKN OTA RARF , EXBIZEMN v3.0.0 , BLMEH PAL BHEHEEEHTER
IR IEET AR E B E N

OTA PAL WE X

« OTAPAL BHEE ZEBMEM ota EF N ota_pal_for_aws, LXHRNLMEIE 2
NX 4t : ota_pal.c Mota_pal.ho EM OTA EHMIER PAL k304 libraries/
freertos_plus/aws/ota/src/aws_iot_ota_pal.h , H AXFEBHEANE L.

o FHREH (OTA_Err_t) ¥ 7 M3 0TAMainStatus_t. BXERENRENREE ,
27 ota_platform_interface.h, IR T HBIFFIEER , AT E OtaPalMainStatus %l]
OtaPalSubStatus 8% , 3} M OtaPalStatus F12Hl OtaMainStatus ARELME,

. B3 PAL
« MHBRT DEFINE_OTA_METHOD_NAME %,

o BHARRAS : OTA_LOG_L1( "[%s] Receive file created.\r\n",
OTA_METHOD_NAME );.

o EHMA : LogInfo(( "Receive file created.")); MMM BEMER
LogDebug. LogWarn fl LogError,

« & cOTA_JSON_FileSignatureKey EE &} O0TA_JsonFileSignatureKey,
B ZR
BREEETE ota_pal.h FENHLBEIR otaPal FFk , A= prvPAL,

@ Note

MEAREME , PALWEAEBEMRRTRAN , BERTHERBNENAER , ZEHNFTET
E 4 ERHM,

e RA 1 :0TA_Err_t prvPAL_CreateFileForRx( OTA_FileContext_t * const *C* );
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https://github.com/aws/ota-for-aws-iot-embedded-sdk/blob/v3.0.0/source/include/ota_platform_interface.h#L68-L90
https://github.com/aws/ota-for-aws-iot-embedded-sdk/blob/666241d0f643b07d5146a3715b649d80f8135e0b/source/include/ota_platform_interface.h#L105-L111
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WMxZ< 3 : OtaPalStatus_t otaPal CreateFileForRx( OtaFileContext_t * const
*pFileContext* );
F0E  HBEEBRGAN , WHEAE N ERUE.

e fRAX1:intl16_t prvPAL_WriteBlock( OTA_FileContext_t * const C, uint32_t
ulOffset, uint8_t * const pcData, uint32_t ulBlockSize );

M7 3 : intl16_t otaPal_WriteBlock( OtaFileContext_t * const pFileContext,
uint32_t ulOffset, uint8_t * const pData, uint32_t ulBlockSize );
%% RBREEFRBENHEREAEEXH,

e fRAX 1 : OTA_Err_t prvPAL_ActivateNewImage( void );

M7 3 : OtaPalStatus_t otaPal_ActivateNewImage( OtaFileContext_t * const
*pFileContext* );
Z3E  BUEBEE OTA EWH &R MCU B &,

e RA 1 :0TA_Err_t prvPAL_ResetDevice( void );

WA 3 : OtaPalStatus_t otaPal ResetDevice( OtaFileContext_t * const
*pFileContext* );

ZxE  HEERS
e RZA 1 :0TA_Err_t prvPAL_CloseFile( OTA_FileContext_t * const *C* );

WA 3 : OtaPalStatus_t otaPal_CloseFile( OtaFileContext_t * const
*pFileContext* );

ZE . BT OTA RERRIE HXAKEZW .
« BRZA 1 :0TA_Err_t prvPAL_Abort( OTA_FileContext_t * const *C* );

WA 3 : 0taPalStatus_t otaPal_Abort( OtaFileContext_t * const
*pFileContext* );

#&F : F1E OTA f& %,

« BRZAX 1 :0TA_Err_t prvPAL_SetPlatformImageState( OTA_ImageState_t
*eState* );
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MRA 3 : OtaPalStatus_t otaPal_SetPlatformImageState( OtaFileContext_t *
const pFileContext, OtaImageState_t eState );

%/E ﬁlith OTA Eﬁﬂy{@m'ﬁ‘/h\o
e BRZA 1 :O0TA_PAL_ImageState_t prvPAL_GetPlatformImageState( void );

M7 3 : OtaPalImageState_t otaPal_GetPlatformImageState( OtaFileContext_t
* const *pFileContext* );

#&E 1 JREL OTA EFHMREAVIRE,

ByERE

e MRA 1 : OTA_PAL_ImageState_t
aws_iot_ota_agent.h X#:
MRA 3 : OtaPalImageState_t
ota_private.h X# :

%5::E . "é‘%fﬂ'\& EIJHR@'H(/L:\O
e BRA 1 :0TA_Err_t

aws_iot_ota_agent.h X# :

WA 3 : OtaErr_t OtaPalStatus_t (combination of OtaPalMainStatus_t and
OtaPalSubStatus_t)

X% : ota.h, ota_platform_interface.h

X vl XEREN 32 EBSBENE, v3 : RREIREE B SERRBRENT AR,
o WMYXZA<1: OTA_FileContext_t

aws_iot_ota_agent.h X# :
W7 3 : OtaFileContext_t

ota_private.h X4 :
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X vl BEHENBEERAX, v3: SEHMBERETE,
« BRAX 1 :O0TA_ImageState_t

aws_iot_ota_agent.h X# :
MRA 3 : OtaImageState_t
ota_private.h X# :

%X : OTA REUIRTS

BLEEH

X aws_ota_agent_config.h BE@®& N ota_config.h , XEHRTM
_AWS_OTA_AGENT_CONFIG_H_ % OTA_CONFIG_H_ H include &#,

o X4 aws_ota_codesigner_certificate.h EMiBER,
- SREAFaEEREENH BEICRER

/**************************************************/

/x**%%%% DO NOT CHANGE the following order ***#****x/

/**************************************************/

/* Logging related header files are required to be included in the following order:
* 1. Include the header file "logging_levels.h".
* 2. Define LIBRARY_LOG_NAME and LIBRARY_LOG_LEVEL.
* 3. Include the header file "logging_stack.h".
*/

/* Include header that defines log levels. */
#include "logging_levels.h"

/* Configure name and log level for the OTA library. */
#ifndef LIBRARY_LOG_NAME
#define LIBRARY_LOG_NAME "OTA"
#endif
#ifndef LIBRARY_LOG_LEVEL
#define LIBRARY_LOG_LEVEL LOG_INFO
#endif

BEEEH 53


https://github.com/aws/amazon-freertos/blob/main/vendors/pc/boards/windows/aws_demos/config_files/ota_config.h
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#include "logging_stack.h"

/************ End of logging configuration ****************/

- AMTEERE :

/** * @brief Size of the file data block message (excluding the header). */
#define otaconfigFILE_BLOCK_SIZE ( 1UL << otaconfigLOG2_FILE_BLOCK_SIZE )

¥1XX#F : ota_demo_config.h@& OTAJETRFIENEE , Al , KBZXZIEBNRARFRE,

« £ demos/include/aws_ota_codesigner_certificate.h f
E MK signingcredentialSIGNING_CERTIFICATE_PEM B4R
otapalconfigCODE_SIGNING_CERTIFICATE # % ota_demo_config.h A , FEWEIUT
F M PAL XH#ATIRE :

static const char codeSigningCertificatePEM[] = otapalconfigCODE_SIGNING_CERTIFICATE;

X4 aws_ota_codesigner_certificate.h SR,

e %= APP_VERSION_BUILD, APP_VERSION_MINOR, APP_VERSION_MAIJOR B0
#| ota_demo_config.h ., ERERBEMAEENIEXH |, HlI0 tests/include/
aws_application_version.h, libraries/c_sdk/standard/common/include/
iot_appversion32.h, demos/demo_runner/aws_demo_version.c,

OTA PAL MR RYE X

« BBRT“Ful_OTA_AGENT"MHA AR FABEHEIR M. ZMHA LS R ERINEFTLFERN, XL
ERT OTAE , MARBET OTAPAL BiE, I , OTA EEEREE OTA EHEDPHNTEN
HESEE , AETFTEEERNHA,

« MBR T “Full_OTA_CBOR’#“Quarantine_ OTA_CBOR XA AR FFEHEA X, XEN TR ERE
TNEN R — 5B 5o 3X LEM PR R A THREINIE IE7E OTA 1244 FE 3 4T3 o

o FMAXHMNEEZRBET tests/integration_tests/ota_pal B,

« EHT OTA PAL B INEMHLAER OTA B API #9 v3.0.0,

« EFT OTAPAL MHBRMXRBIRIERNAR, Mol , RBIZFEFEE—NETHANLXHSF. X
FHRAWERG , ERTER2XHE, WiRBMEE ota_pal.c FENMTE, FZEIBLE
FEBEN OTABRBXHHFENNE,
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FreeRTOS BHEiEmE
BB R

ER L E R B ARERTIBERN SR

« ¥ ota pal BHEXHFRHEZFHM ota EF N ota_pal_for_aws,
- AN ELEREBE XM ota_pal.h, BX ota_pal.h RBIXH | EFSH GitHub.
o NIBLE X
s FFXHBM aws_ota_agent_config.h EXR ( HeI& ) ota_config.hs
« DN :

otaconfigFILE_BLOCK_SIZE ( 1UL << otaconfiglLOG2_FILE_BLOCK_SIZE )

* Include :

#include "ota_demo_config.h"

« FLERXHEFIZE aws_test config XHXK , HHF ota_demo_config.h FiE Include X #
AN aws_test_ota_config.h,

« N ota_demo_config.h X4,
« B0 aws_test_ota_config.h X#.
« Xf ota_pal.c HITUTER :
- ERAZMH OTA FEXH4EE# Include X4
- MiBX DEFINE_OTA_METHOD_NAME %,
- E# OTA PAL B ER,
s MU LETXZEENEHM CE#FH N pFileContext,
- E# OTA_FileContext_t &M EMHEXER,
« ¥ cOTA_JSON_FileSignatureKey E#N OTA_JsonFileSignatureKey,
- B OTA_PAL_ImageState_t #l Ota_ImageState_ t3H,
- EFEIRREANE
- EFITENREAERA B RS KR,

« ¥ signingcredentialSIGNING_CERTIFICATE_PEM & A
otapalconfigCODE_SIGNING_CERTIFICATE,

- E# otaPal_CheckFileSignature M otaPal_ReadAndAssumeCertificate EREUERE,

o THT CMakelists.txt X4,
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