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T#HEE AWS CLI, X% , 2  AWS Command Line Interface AAFIERE)Y P TE
o

« FH AWS i SITRARTIRE
- B& AWS B 1TRE

£ % Amazon Fraud Detector s S HIEE , TS WU HAGS
1Z2E AWS SDK
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2. 1E Expression & |, 8/ Amazon Fraud Detector BB {L N RERES WAL TANRER :

$sample_fraud_detection_model_insightscore > 900
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9

EERYF  MBUEFER, FRERFANNER , WREITFEHEAANTE , MREILR,
EREFERD  MALEREMverify_customerENER, ( Wik ) @ AR,
ERRFLER,

ERRMAN LOUZ TN B EEE HREFEAN, BIZEHNE , Amazon Fraud Detector £5FiZ#
MR HLAEHY RN BFE

EF CRMEAMRHN” , RFEEFE AN ETR,

BESWIERNR , FAL Tlow_fraud_risk#MNiEMHEEGIEEMmedium_fraud_risk#
A

- REREX
HMNWEF : medium_fraud_risk
2R :review
RIER :
$sample_fraud_detection_model_insightscore <= 900 and

$sample_fraud_detection_model_insightscore > 700

- RERKRE

ML : low_fraud_risk

&£ R : approve

RIER :

$sample_fraud_detection_model_insightscore <= 700
XEERAHEFEANTS, EHECHRUZF[CIEAN N , BEAEESENERNACNE ,
BIRZEAMAE=ZFANGE , &&F “T—F"

BEXUBANREANNESZER , S HARuesMANESSE,
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HIR 4 BCEM NPT LG

RARHESHANHRANHTERXRE T RETME TEREXWHREAN , REAMNTEREEE -
EEAANAF L, ANNIRFIRE T EHERNENZITIRF .

ZRIARIHL N0 TN R FIRST_MATCHED,
B—IRITHE

F—NEEAANRTENIBEE AN INFRESE —NCEANNER, REE
FIRST_MATCHED , Amazon Fraud Detector 21 F i E &M , NE—NBIFREFE—, BE—
CEANAMLELE, SRS , Amazon Fraud Detector 212 #tiZ %2 — MNP E R,

BETANMIGF TS ME L= ENRETNE R, IBANE , ZBRUTSRIMAUNHRTE
e | EEEMEIRFET

WMREMhigh_fraud_riskMUARERNFIROINE , FiEF mF" , REEFE 1. X2
Bhigh_fraud_riskZE—MIE,

BEENTERE , F&Hmedium_fraud_riskFBNEFE=-MIE , MEH1low_fraud_riskH N
NFE=1{,

£ EPITE

TIeHNIIGF | FrE EEREAANMHBTERNTSREFMETEEANPLER, MREE
TEALL_MATCHED , Amazon Fraud Detector &L PrAHN H R EFrE CER N AL R,

ERRIRFIRST_MATCHEDA#IE , RFER “T—F,
$E 5% EFEHUBERNEFMRA
RN BFARASTE LT B F A R ERVETON A9 45 ERE B A AN

1. B 'EFHUE TEHYF , EELRENRNRBFAEE. RENAN, NREFEHRTEMNE
X, HRFRENERD FLE RE

2. ERGIERNZR[. 2IBE  WUBENE - IRASERERNBRERF , FEREDraftiR7T.

{RAE I E R AR AS KA S AREV R 27
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BBk 6 0 it HEUE BRI 2] AR A

£ Amazon Fraud Detector #2§| & & , & 7] LA AW B 1z 1701 Th 88 B9 & LU BIE Sl i #7085 4932
B, EAHES , B LA ROIEEE K EMEIE.
1. Rz % Det ector IRANFHAE B TNA KA E 1T,

2. GEEHRHBEP  AASHRENBHNNEE  FRARITEAIANE—IRANT. EXHE
B, NBHERSRPEE-BHENNERE , AERA 1234 ERXE ID,

3. 'Tj_:?ﬁ: B WMAENENEEE., EAHEY , BREEip_address#email_addressF
B, XRANENRAFRIILIRE Amazon Fraud Detector #E F % A, &0 LUEE A LA T R4
B, i ﬁxlﬁ‘f}ﬁﬁﬁ TRUNETES :

o |IP #34:205.251.233.178
« TR johndoe@exampledomain. com

4. EEZETNIE,

5. Amazon Fraud Detector 2B EFNHITEINEEHIETME R, WREMAUKITER
HFFIRST_MATCHED , MIREIMNERN N FE—MNEEHMAN, E—FANREERZSHIFN,
ZzD%iWEﬂJE NP iZE, RMANNITER NALL_MATCHED , NREIR 4 RXF & FFrE TR

BN, XERE (8% TG I ESE, Amazon Fraud Detector 2R BEIRNE S EN SR H
1'1‘@1‘%3:[3’]1‘%&1 > B,

BRI LESmAFHZITILURNRAEEREANE R, BALUEARBBEESRH ip_addres s M
email_address E# TR , HRELZRRS ﬁATﬁﬁﬁo

6. HEMNHENBMOIESXNBEFER , BFEMNEADraftElActive, XM ATLAEHRNES A
TRt ERER

7 Det ector RAWAERRE L , EHERE., B, RHRAE. XSFRMUBIVRSN “ER E
qA “TER

LRt | WAV R FABXWERNERZEE EZME , TTEAEA Amazon Fraud Detector
GetEventPrediction API R MLELEI R EEERIET N, EBETJUUAER CSV A
M CreateBatchPredictionJob APl & 1TESEH4. BEXMIEMNNESZEER , B5H HiE

SERAHERE , BERTUATIRE
. BNTRHIEHBIESE £ T Amazon S3,

B #7 : £ RRIETN MRS latest 24




Amazon Fraud Detector RAriEmE
- FERAROIBEEEH LT Amazon Fraud Detector BiFRMER,

- ©&%EH Amazon Fraud Detector 4 5 B 18 B 5 3 0 B B At S 388 45

- BBE T HRIFRMAER,

- BIBRTHNSEHABMT SHBENEE,

o EEMIF[FAIT AU, FIRATIF LR,

- BERMHEFENEAFRERANFHNHITIRF R ERMEIZE TR TR

o B A ARG EBUE,

HIE . FFRER EA T Python (Boto3) B9 AWS SDK

AEBEN B UOAERMYIZE Amazon Fraud Detector FRE | SR 5 A iZ 48 B {5 F 4 BCSER ERVETIUN 3&
FF Python (Boto3) ¥ AWS SDK, &2 A& L& Z| Amazon S3 1Z# 8 KK 7= 33 A 7= 51 B 48 ST 43
175K

EXRHRBEREN , BT TERE :

« FIEF)IZR Amazon Fraud Detector #& &
o A RSERERVETR

SoRFM

UTREAHENLEDSE,

« 25N Amazon Fraud Detector #fiF/£%

WMRIRELRF/IRE AWS SDK , FHERIREA R 2 Boto3 SDK kx4 1.14.29 HE SRA
« BREBAHIEFTEAYR A TIHIREUT L& R AIBIESEM.

FafERA
15 REHRIERA Python FRiE

Boto 23i& A F Python B9 Amazon Web Services ( AWS ) SDK, &I LMERAEXREIE, BENEE
AWS B, BXU{AI%% Boto3 Bi%EA , iI§ZFEMA T Python 9 AWS FF A T EQ (Boto3).

Z¥ 5 AT Python (Boto3) #§ AWS SDK , iZ1TEL T Python RIS ABINEHIMER B EH,
MREFBHERBIER , WP PFITERMEI R, MERGIBRMEE , WIIRFZE,

212 | FFaEA ER T Python (Boto3) #9 AWS SDK M7 latest 25


https://boto3.amazonaws.com/v1/documentation/api/latest/index.html
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import boto3
fraudDetector = boto3.client('frauddetector')

response = fraudDetector.get_detectors()
print(response)

HR2: GIETE, KERENRE

EWSRS  SRZATENRE, SHEMMAMH TR,
tIE%E

TERBESETERARCBEMARE, RENANNBETE,

ELLTR RBIH | CreateVariableAPI A FRIZRNEE, TENemail_addressMip_address,
TP EA MR ERE - EMAIL_ADDRESSHIIP_ADDRESS., XL 8RR AWM RHIBIEEN —
Br. HEIBELXERER , Amazon Fraud Detector £ FEE R I LR R MEREFTON S BER1ZEE, R
BXETERBVTESEATEREILE,

import boto3
fraudDetector = boto3.client('frauddetector')

#Create variable email_address
fraudDetector.create_variable(
name = 'email_address',
variableType = 'EMAIL_ADDRESS',
dataSource = 'EVENT',
dataType = 'STRING',
defaultValue = '<unknown>'

#Create variable ip_address

fraudDetector.create_variable(
name = 'ip_address',
variableType = 'IP_ADDRESS',
dataSource = 'EVENT',
dataType = 'STRING',

defaultValue = '<unknown>'
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Bl ARE

KHERREERITEN  RERENKEHTIR, RAISREBEES. IRIKS,

TELLT RHBIF , PutEntityTypeAPI AT tl&sample_customer3E{&kEH,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_entity_type(

name = 'sample_customer',
description = 'sample customer entity type'
)
BIEFRE
HEFSHRRNBREEHREEZES , ATIIGEIERNER, BRI FEAXERSENSHH’IT

FELLTRHIH |, Putlabel APl BT OIERMFE | fraudM, legit

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_label(

name = 'fraud',
description = 'label for fraud events'
)
fraudDetector.put_label(
name = 'legit’,
description = 'label for legitimate events'

SR 3 lEEHRE

{&Bh Amazon Fraud Detector , & A EB T XRHER | HEARTDINEHERIETN, EHER
ENTENEHMNEN,
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FEUTRBIF |, PutEventTypeAPl AT 812 EH L E sample_registration, BB IEEE
E—%8|BHETE (email_address, ip_addresssample_customer), SE{&EH () FFRZ
(fraud,legit) RE X EHEH,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_event_type (
name = 'sample_registration’,
eventVariables = ['ip_address', 'email_address'],
labels = ['legit', 'fraud'],
entityTypes = ['sample_customer'])

HR 4 R, YENMIRE

Amazon Fraud Detector YIZKEEZ LR NBESHRENKIETH. BEL—FH , LOETEMHE
B, EPRT , SFNBEHRECBNIGRE, ZERRIEERAINER. SR)KEEN , #
SO — R

FEAUTREARBAUARMINGELZTIERSRER, XM ERNY
ffisample_fraud_detection_model, Ei&EM Fsample_registrationfEA& L&ZE| Amazon

S3 KK P E M RBIBIESE N EHRE,
Bk Amazon Fraud Detector XIFWARIERKBNEZER | BSHRGBRERER,
B SR

EUTRHIF |, CreateModelAPI AT 6IZ21EH,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_model (
modelId = 'sample_fraud_detection_model',
eventTypeName = 'sample_registration’,
modelType = 'ONLINE_FRAUD_INSIGHTS')

PAESY - Eicl
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FELTRHIF , CreateModelVersionAPI BT YIZHER, $E8E ' EXTERNAL_EVENTS ' 17
THBIBIEEN Amazon S3 LB , AR F# ROIZIEER RoleArnAmazon S3 F &R L
EexternalEventsDetail, trainingDataSource¥ FtrainingDataSchemaZ# , BiEE
Amazon Fraud Detector 3{AI# R REIEIE, FEAME | BIEEEIEML T E LR AT EHRE

BITDR

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_model_version (
modelId = 'sample_fraud_detection_model',
modelType = 'ONLINE_FRAUD_INSIGHTS',
trainingDataSource = 'EXTERNAL_EVENTS',
trainingDataSchema = {
'modelVariables' : ['ip_address', 'email_address'],
'labelSchema' : {
'labelMapper' : {
'"FRAUD' : ['fraud'],
"LEGIT' : ['legit']

}
}
b,
externalEventsDetail = {
'datalocation' : 's3://amzn-s3-demo-bucket/your-example-data-
filename.csv',
'dataAccessRoleArn' : 'role_arn'

BA LA RNGER, RINGERRN |, LB —NHRAER, ERNEERE , BERARSER
HATRAINING_COMPLETE, & LIEEEI MRS BA E & B M aEfs 47,
EEERHRE

£/ Amazon Fraud Detector W —NMNEES R EZFEAER 5B sEERKRITEERA ERMYE, ER
YIEERKSE , Amazon Fraud Detector & RARA T INGERP 15% PWEHBEBREIEER 4R, SEK
& FY M BE 0 B E At M REHE R

f£ A DescribeModelVersionsAP| Z2&1E B4, &F Amazon Fraud Detector B iZEERE RN FATEH
MERNER RIS 5 FAAE  EaiEHR.

ETHRAXREHESN I BNERIERNESELR , FEAEE S BN HaEERETER,
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B U HIE Fr B 233 1)IIZRAY Amazon Fraud Detector i EE E HEESSHEVER N M EETSFR |, X IR
BERYEDIIBIRELL

EERE

EFIINGINERNMEERE , BB ZERHNFHIREMLE Amazon Fraud Detector A4 B ERVETR
N, BEIRBARSIIGHER | FEH UpdateModelVersionStatusAPl, LT RAIH | ©HATFHER
AR E#FH 7 ACTIVE,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.update_model_version_status (

modelId = 'sample_fraud_detection_model',
modelType = 'ONLINE_FRAUD_INSIGHTS',
modelVersionNumber = '1.00',

status = '"ACTIVE'

SIS pIEENER. SR, N LN [MRA

ENBITERNZE , fIERFTMAN, kEEEATEEIAREFERENRESH. ANREE
EW&MY , AT 51F Amazon Fraud Detector ZEFUNHA A AR LT EE, ER2HIETNNE R,
ENBATREZSNRE , BNMNREPVRESE R “ER", 830" R TN, FUF[REXDREDE -
52 BB

ERAAT REABEREIZENER, AN, SRMRAHERNER.
I ERN 25

ELL T RHIF |, PutDetectorAPlI A F R sample_registrationE#HE R t|Esample_detectori
mEg,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_detector (
detectorId = 'sample_detector’,
eventTypeName = 'sample_registration'
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A& KR

NEARENKIETMNE RAUEBE R, EUTRAIF , PutOutcomeAPlI AT BIB =/
8 :verify_customerreview, Mapprove, XEERBEELWBDELHN,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_outcome(
name = 'verify_customer',
description = 'this outcome initiates a verification workflow'

)

fraudDetector.put_outcome(
name = 'review',
description = 'this outcome sidelines event for review'

)

fraudDetector.put_outcome(

name = 'approve',
description = 'this outcome approves the event'
)
A

ANBBFEEFH IS IEE, —PEEREAUAR—NHSNMEREAK.

LT Rl | CreateRuleAPI B FRIZ=ATEMHN : high_riskmedium_risk,
Mlow_risk. BIEMURERN , HEEMEES

¥ sample_fraud_detection_model_insightscoreES5&MEAEHRTLHR. XEN THESH
HWRBEEE , HoBEEL—SHPENNER.

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_rule(
ruleId = 'high_fraud_risk',
detectorId = 'sample_detector’,
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https://docs.aws.amazon.com//frauddetector/latest/api/API_CreateRule.html

Amazon Fraud Detector AriEE

expression = '$sample_fraud_detection_model_insightscore > 900°',
language = 'DETECTORPL',
outcomes = ['verify_customer']

)

fraudDetector.create_rule(

ruleId = 'medium_fraud_risk',

detectorId = 'sample_detector’,

expression = '$sample_fraud_detection_model_insightscore <= 900 and
$sample_fraud_detection_model_insightscore > 700',

language = 'DETECTORPL',

outcomes = ['review']

)

fraudDetector.create_rule(
ruleId = 'low_fraud_risk',
detectorId = 'sample_detector’,
expression = '$sample_fraud_detection_model_insightscore <= 700',
language = 'DETECTORPL',
outcomes = ['approve']

)

IR ERM B AR A
PRABFMRATE XL T A T HATERETUN AR B AN

ELLTRRBIH | CreateDetectorVersionAPI A F8IZR M BFRA, TEITREERFAFAEE, M
N FA N THER FIRST_MATCHED RRIMUL B #Y, MM ITENIEEREAN IR, AN HITE
I, FIRST_MATCHED $EEMX B RIZIGFFEMN | FEFE—NEEH ML= LE,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_detector_version(

detectorId = 'sample_detector’,
rules = [{
'detectorId' : 'sample_detector’,
'ruleId' : 'high_fraud_risk',
'ruleVersion' : '1'
.
{
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'detectorId' : 'sample_detector’,
'ruleId' : 'medium_fraud_risk',
'ruleVersion' : '1'
.
{
'detectorId' : 'sample_detector',
'ruleId' : 'low_fraud_risk"',
'ruleVersion' : '1'
}
1,
modelVersions = [{
'modelId' : 'sample_fraud_detection_model’,
'modelType': 'ONLINE_FRAUD_INSIGHTS',
'modelVersionNumber' : '1.00'
} 1,
ruleExecutionMode = 'FIRST_MATCHED'
)

B 6L EREIETN

AHENBRE—SERAEL—Phsample_detectorBIZBAHRN BTSSRt 4
FXsample_registrationE#HRBEMEETN, RN EFS T L1EE Amazon S3 W RfI%IE. 19
N OEREEMEE D BAR S BN KRN ETE R,

FELLT RHIF | GetEventPredictionAPl AT ABMEREHXBENKF EMAEE. ERAHES ,
B MK P 5E A R B EUE SCE P IREVERIE ( email_address # ip_address ) » ZBRBITZBENE—1T
(17) RFTEKBENKFEMEBHAEBIE.

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.get_event_prediction(

detectorId = 'sample_detector’,

eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428",

eventTypeName = 'sample_registration',

eventTimestamp = '2020-07-13T23:18:217"',

entities = [{'entityType':'sample_customer', ‘'entityId':'12345'}],
eventVariables = {

'email_address': 'johndoe@exampledomain.com',

'ip_address': '1.2.3.4'
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)

FTRAHMERG , Bl TUTRE

- ENTOIEHEIES L& E Amazon S3,.

- SIETATURFNNAERNTE, KEFFRZ,

- FERARGIBEENRIVIGER,

- B&E%E Amazon Fraud Detector 4 B Ay 18 B 57 58 2 B M 2 1 57 3647 o

- HETHIERNER,

- BIRTIRMBEHAMT SBBHEE,

o EENIBIARMT AN, RUHRATIRFENE R

- EOIERERNIBFRA,

- B RETE A E AR EHA N AR UIAITIRE R E R IZE TN = 5N EF

( A& ) APIs £ Jupyter ( IPython ) £ id A BN IRET 5% Fraud
Detector
BRumIfE A Amazon Fraud Detector BIE % 7Rl APIs , 55 iaws-fraud-detector-samples GitHub

FiEE, EIERENETHBIEFE A Amazon Fraud Detector YIEER APIs FEENEE | UREH
GetEventPrediction APl & H#t & EVEFUNE KR,

A& LR
N, CESURTHBARNE , ALUETERANTE , 714 6l REEARNE 5 £ BRETN,

Amazon Fraud Detector AP IER A A T ET R 7 &A1 1l 540 42 a0 5 A 0 5 b BR VE R0 B8 SR 4
MERVEITH o

- EEHUBATISERNEHRIES.

- BIEEHRR

- BIEER

- SIS

o FREVRVEFN

- BEEEM Amazon Fraud Detector BiR ( HBIREE., X4k, £RAFX)

( WTi% ) APIs £/ Jupyter ( IPython ) £ i AR iN#RZR L % Fraud Detector W7 latest 34
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- EZi& Amazon Fraud Detector ASRIUEH Z & TS M B #5

« WM 5¥h Fraud Detector #123x% L 5 Fraud Detector API & A

- %R Amazon Fraud Detector HJ[7] &

BESR WA latest 35
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SHHEE

EABEERFT LA TNA R EIERE, S XEHFERML Amazon Fraud Detector LA B2 EXVEA M
A

Amazon Fraud Detector E B8 F I E R E K BIETAN , SMERERMEH —FERRBBRITIIE, #
RRRETEATIGERWE LM, BI04 ERSRENBIEERCIZE o TN RESHE
BMER, BXEZEER , 5 Amazon Fraud Detector By T{EJRIE

ATOEEERNERNHRFEERHETEHMNFEAGSE ., BHEEXNEEX R TITEMLSEES.
Flan | KFEMATUR—NEH, ERFIEMEGXBOBIETUREHHIESE, Amazon Fraud
Detector 5 FA itk B 3E ££ R 1A K P OF A ERVE1T o

1£[@ Amazon Fraud Detector 2t A T OIZEBE RN BIEE 28 , BV ENCEERN B, BEE
ERENAERAER | HIREENEZEEERE I EER LR ISIR.

Bt | fEel2 A T IEK/EMRIEN RIFRNERN BARATERUT ¢

- BEIHUESEEM.

- BHREFEEMUAHE B R RE

WEBGE , T—SRREMMAEAER, UTRERRKFRNEEFATMREN —LRG
o ATX MK/ EM T SRR BRVERN

« AT 8/ EX AN IEMETE %I,
JRATHEREMEN - EERRISEATARR

o EAEFHF, MERRAMR T IRNEE,
« IR X% BERERIE , RIBEHN Y%
- RZUER 5% BY B HUERY R HIEM .

EHRERELEN
Amazon Fraud Detector EREFEH UTF-8 BRXAMWIES 2 FRE (CSV) UAXAXH X BHEHIIE

£, CSVHBEBENXHNE—TLMEEXM IR, XHFLHEAAHENEHZEAR , ©IHERT
EEHXBENEBIMEAR. MEEEREHBE. STHHEREENSHNBBETRAK.

EHBEELW MRS latest 36
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- EHTBE-REEXEHNER, Sl , EVENT_TIMESTAMP R —#MisEEH X ERANES T
BIE, BRELHVLSAGIARATEMIGEIERNERWER LR  Amazon Fraud Detector
L2EREREBFENSHABIE. £ CSV XHHRBHIEESH ABIER |, HFEHS Amazon Fraud
Detector IEEMNMBENEHTBEEYN , HANEAKREFTH,

- BUHTE-RTBETEANSHNBECR , FEFAXEHBEARRUIEZFNINGEIERUESR, B
TR SRAFIARATRIZMNGSEHIERNERNERFXA  Amazon Fraud Detector AIBERER
RBWUERUBFENSHTE, CUUUEENSEHPRAEZTEEERIGPIHIEHMEHTE, &£
LEMEDNEHTEN —LRGITTLAR B FERAFibat, IP hut ML FSHE, £ CSV XHREHIE
EEHTEENN , BEACEENTANEZEENHNEANETR,

s EHBE-RENEREHPRENTIE, £ CSV XHF , XHRBZENE—TEHERBENEH
WBBETRARK. N, FELIMEBA4BEXHH , STHISRkEENEMOLKE. THHEN
BEARBLIAEHNNEH TBERS4TEM T,

LT REBESKFIEMEHBIEN CSV XHREl. HRETHRIEABENEHHE , XESNENEH
TR, FHEEHHE. BEETHNE-THESEE-KFEIMEXNEELRE  SMEAERE
PREBXS B o

Event metadata Event variables
| EVENT_TIMESTAMP, EVENT_ID, EVENT_LABEL |emai|_address, phone_number, billing_street, billing_state, ip_address| ¢— Header
2020-12-06T03:13:347, R12345,  fraud, regularl@example.com, 110-345-0990, mayhem ave, OH, 112.136.132.151 «— Event «
2020-11-13T12:47:00Z, P56890, legit, premiuml@example.com, 112-890-4532, howie lane, KY, 192.169.234.143
2021-02-19T722:52:43Z, R10001, legit, regular2@example.net, 078-777-5555, lankhurstdr, HI, 185.112.224.79
2020-11-29T00:16:09Z, R56099, fraud, regular3@example.edu, 777-213-0033, noland ave, L, 68.73.183.186
2021-01-16T07:30:03Z, P08954, legit, premium2@example.net, 444-040-8344, oakwood apt, MA, 117.65.246.206

FRABEEE R REESRNEHHEEER

BROEERMERNERRBTE L THIEEMNER, Amazon Fraud Detector £ A Z R E N BIEEK

SIERMNGRIEHERERNER , £ Amazon Fraud Detector ARSI BENER 25 , TR ERIESE

EEFERDS, BEXMEMER, IRBEEFTFESER , WERENINGEK, EAAERABIEER
B e RIRBAFUSAANBERER HRATHIRNERXBNBEESE K.

HAER R

BIEE R X 5882 Amazon Fraud Detector #H 2P — NI E |, APFEMNILEABHIES Amazon Fraud
Detector X FMEBRBRG—H, HIFEEN K[ ERMEX Amazon Fraud Detector S22 E iR
MEBERFFEABBEBLENNRE, EFREZSEHBIEEZS , BEAKIBEINKEERKEE Amazon
Fraud Detector #EZL BN SHERNBERER HAEFCNEBEEMENSLEZ, EENTEKERLR
LIEH

FRBEERRREESRANEHHIEEER MR latest 37
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L e LT

1. #TFF AWS EEEGHA | BRENKF, SMHMZE Amazon Fraud Detectors
2. EEMSMERSD  ERBEELTREESS,

3. EHEERNWSRTEMNLSZAAT | EREITAEEXE LSS A A,
4

Amazon Fraud Detector 22 REEM W ESAGIMCENHEEFER LR, ERERAFE LT Amazon
Fraud Detector i TGS BIER MR R W E X, 18R IhsEM R,

BTHENRERE, HEEUEREMIEERX.

® Note

MREZARIECHLSZAG , BEAERPH BRREMN SZORMNMEEEN LS A
BINFAEE., BITREERTHEN LS A ZRFRNERNERKR,

5. ‘BERENE EREMTINENLSBHEMIESRERNERMENLE, EEMER
BAENLE, ERALEERPHEERESHREHIBBRESE.

WS

WESHBFERUERENEEZESR, IERNECHWERETNRIESENEERBRTHREENRE,
FrrBES4HER , BieEREERNRRNECRENATURBEENBELRIXR, EFER
EFREXT (BHRBE ) BE  AREUREENBERAEESSBERENTERELR (BHE
B), BEEEENEINEATENRAURBEENE N PMMREE,

EHBEERE
ENENRBERESRENGES | RNBWWERITUTERE

- WERASE- ERASMBEADTRAISHHKIERN, B2 , ERUKEAL , FAFHEX
Zo FHHREURTEMWLS |, Tt FEMARN=AATE, HlU , IRENEHSEEAFRS |
W E R EH A AT REBUR T E A FRR IR IFE A & M R EFTIE SRR BT iE

BRATINSERNBESS 2% EREER LS K.

- BREE>ATS2HMBERE Amazon Fraud Detector & )| &S E LB 1E
EVENT_TIMESTAMP X{REVEIRE#H TEREMN 2 X, Hlin , mMBEEHWBEREEIENTE 6 MNAR
BNREEH , BENEBREBE—NANEEES , BB AHARNEBETRE. TRENBIES

WEEHHE MRS latest 38
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TRESBEEMRTEEIRE. AREXABFEIFALERE  BERBEIRESSBESF
MO BIE R FERIESR.
- BREFBEARIHMNZERNAG— BN , HiTHMETERSARE. RREEAHRBIIE
BIMAEARBANKRE  BRENEEZERSHENERH EBIEEIL data/labels B, FB
4, BHRBEN T ATRSTHEE  RNITMEETHRBESERBRELNRBEANRE.

SHHEERX

ERERIYNETZN— , Amazon Fraud Detector & F B KB BIEHFHRAFIFENIKER. BR ,
BRI VR YAMER — ‘t:“ﬁ/ﬁ’l‘ﬁ‘tﬂéimﬁiiﬁﬁ , XA By T LUF1E Amazon Fraud Detector K il &R 3K
FEMENEE, TREBTEXEHEEEHABENEINES,

(@ Note
B CSV X , THFLEAREFZRAATHI HNEHF THIESR .

BB = S
E#.D MREL , MSFHERUATE  BRTRERA

KR
« NFIZEFFKE , X2Ih—

=k,
- ERRMNENLSZERNLHN
1% Y

- CEBENRENER (H
wA[0-9a-z_-1+$.)

« RERERS , RIMNBUE
AEFE EVENT_ID LB hnast
@%oﬁﬁﬁﬂﬁé%ﬁﬁ
FEH4REARE, X2
TR, T 44 Jﬁ%zf
£ MEE/ EVENT_ID,

EHaS R - BHAERATEN 2 —H#1T
BE

fim

WEEHHE WRAN latest 39
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RAriEmE

TR

st 2B

* %yyyy-%mm-%ddt
%HH : %mm : %ssZ ( X
PR it SEAR A AT [E] ISO 8601
W REER)

Bl - 2019-11-30T13 : 0
1:01Z

* %yyyy/%mm/%dd %hh:
%mm: %ss (L4/T )

Bl - 2019/11/30 T4
1:01:01 , 2% 2019/11/30
13:01:01

* %mm/%dd/%yyyy %hh:
%mm: %ss

Bl - 2019 £ 11 A 30
HT4 1:01:01, 2019 £
11 A 30 H 13:01:01

* %mm/%dd/%yy %hh:
%mm: %ss

R~ 11/30/19 T4
1:01:01 , 11/30/19
13:01:01

« Amazon Fraud Detector 1£
fEAT AT E B EY date/time
stamp &N BT S A TR
1% :

. MREFEHBZ 1SO 8601
O, NS4 RnEaE
BT

- MREFEANEEMER
Z— , WAEEFHANRTE
%

WES IR

WA latest 40
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TBEEH s 2%

« XTAMXK , EFLE
HEAN B B
wm, 2019 % 1A 12 H
=REMEH.

- MRLRZE hh: mm:
ss, MILTEBE (b
Bl , YRAT AR £ it
RHt—/BH), &
th AT SUR R ) i R 4
Sy FEE (Bl hh:
mm ) . FXFNEMED
. hRZHEW,

- WMREIREMH AM/PM #5
X, MEBER4RN 12
i, fNR&E AM/PM
R, WMBRER 24 /hat
o

o AIBAER 7R ER
HETEN DR, B
BETEBREN “

SE4K_ID . EATUERFIENREINE BURTER KR
X:A[0-9A-Za-z_.@+-]+
$ .

- WMRIMEREHAEID FAA
BIFTE 1D $EEN KA.

Sy kil {RE] LAfE A {EAR = RF &R BURTFIERIER
EHHRE B L EREARE , i B RS LABEL_TIM
B, “B3&7. “17H “07% ESTAMP NIy 2ALEIR
LABEL_TIMESTAMP T AIEER B B . MR 4aE EVENT _LABEL R
P

WEEHHE MR latest 41
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BREHZENER  BEREE,

/A Important
MBHER BRI EE R AT) ER | B3, TRESHBEXRENERRIEN A
=W
ZEESRAE

EVENT_TIMESTAMP #1 EVENT_LABEL ZEX B3 SEMZE=ES LB, HZEE A LI EESRER
kB, BR , BRINBUEANXETEFRLEBZE, MR Amazon Fraud Detector BEENEH# T
BWZE {Ejﬁkiﬁﬁ% CHEERERRNETE

_ﬁ_
=

HIHIm

)

RIEERE  BRTAENSHEAKREN  BEEEMAETEETLFNEL4TE, XFANEHTEXLITE
SRIERE,

EHMEEX )

B

R BRI LT R I T BAERT A UIGHE,

. REED 100 MEHHRIE,

© BWREAMEEED 50 MUAKHRENEH (7).

2

RNBUEHARELEUTAR | UERDIISHE RIS RFWHE R,

- BRESZFANHEHE , BEHZSESAN AN,

- BREED 1 FNEEHRE,

« BEED 400 MUFRNRENEH (17 ) M 400 MARNEENEH (17) o
- MRENEERBZEZENTITY_ID , W NITFE 100 A LRI ME—K4E,

WEEHHE MR latest 42


https://docs.aws.amazon.com//frauddetector/latest/ug/variables.html

Amazon Fraud Detector ArfEm
WAE R IE

£ Amazon Fraud Detector FFIRBIEZZHNER 251 , CaREATIISERENBEETFIENTER
BEFAARD, BAMEMER, NERFEERBEIRI , MF20|EER, E0IBER A, BDAKE
EXRBHRIULMNEE, Amazon Fraud Detector RIRIRMEBIBEO MRS , EHBRIVIGHEE 281 |, B LUEE
AeXRBEZRBIFIEERTFEERNRZR

HIED AR

Amazon Fraud Detector 2t 7 —fFRITE , ATXERYAH T oM EZHRE. XMEHEHE

SMBUBPEREELNEBEEZER , HRA TN ERME~E MBS M EEE R | f§la0ek

FHERNWTEXRR, Profiler 2EKEVMMEHNBEERSE S REERITHE. o H. 72X
BESMUAREENMRIHEXYE, SRETEXTEXENES URFHRIEEHER N Amazon Fraud

Detector Fr & Y& XAV IET

155 A B3 0 2

B BIE D #TE3H AWS CloudFormation & f93E | MRAE ST/ TEIN RN B3z, FrIER
BE A LATE Github 32|, BXUMAERKEITB[NEE , BEBRBINNEEPNHBEAERT
Amazon Fraud Detector 9 B ) Z{ 38 2 7 85 5 1R it || S5 48 7

FANSEHHEERER

LAF 2 Amazon Fraud Detector ERIFEHHIFEEM BRIV —LERLRT, STHIEDHTEE , £
BREAZE , FARIRREREEREFERR,

.+ CSV XH#F £ UTF-8 #=.

- BEEHPHNEHHNT 100,

s BINERNRIESSEZNEHBED T 50,

- ERFEHHEHME —SSAHEDT 100 1N,

- EVENT_TIMESTAMP #iid 0.1% f{ESS =ERTHERUINNME, date/timestamp
« EVENT_LABEL #8 1% WEZEZEREHLEFE LHEUNNE.

- TATEREINENZEDTRIEE,

G A

WERIESRSS , B LMER Amazon Fraud Detector T N Ef fr i itz se |, S& 2 ML 5 fh 4 2 1 ek R
%5 (Amazon S3) EAAEFHBIEE . BRIMNBWERER TERBIETNNERRERHEENFEL

BIREWAE MR latest 43


https://github.com/aws-samples/aws-fraud-detector-samples
https://aws.amazon.com/blogs/machine-learning/train-models-faster-with-an-automated-data-profiler-for-amazon-fraud-detector/
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B, BARBXANTSEL  FSALBEEXE, EAEHREENESED  BEASANES
.

BiREFH MRS latest 44


https://docs.aws.amazon.com//frauddetector/latest/ug/choosing-model-type.html
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Y]

&Bh Amazon Fraud Detector , A LA B4 EETN ., EH4RBE L X1EZE Amazon Fraud
Detector WENEBHWEN, EXTRGE , B AMEERMENR RGBT ESHEBHNEE,

EHNEHIEUTRE

KERE  WEERTEFRTOR, EFUNRE , BEKMFREMKA ID BUESGERIT T E4

- BB ENBETERMEANSHN —To RIS, ERMNANERAZTERFERENR, —BHRNE
B, REEMNBHREFBER.

« BE RBEHRRARERSE, EEBIEHEAER. RE—25FM , ELENEMHREDBER,

BIEEHFRE

EOEZRIFRNER 25T , KTCRNREMHRE, QIBEHRELSRENENILSED (B4 ) |, T
EREFERETH. EXEHFRIBBEEPATRIFIMENEHZE, EERBEHIZEUR
MNEHRITDRIIRL,

BIRSEMRBY R RE M
HEFF R BEMHRE 2 H , FEAEETRITRE

o FRZBIEERN%ETERATH Amazon Fraud Detector Bl B ER NE R Fr EMEIE TE,
s FREMNGEERNEESPREVNLBRUBSHEIESE | HEEHNBIEE L£F Amazon S3 FiE
Mo

. B TESLAE | FRZEIRAE 1L Amazon Fraud Detector AT Rt E4 0B ERIERNER, BEREH
BIEEFISECENTE, ZARBNRL,

& 1] LATE Amazon Fraud Detector #2#| A {ER API, FRHEER AWS REF AT ESTVNBIENEH
KA, AWSCLI

1£ Amazon Fraud Detector 1§ & Rl 2 B4R R

EolBEMFRE

1. 3T AWS EEEFE , BRENIKF, S = Amazon Fraud Detector,

B EEHLR WRAN latest 45


https://console.aws.amazon.com/

Amazon Fraud Detector Tt
2. EEMSMERSD , EESEH,

3. HESEHXREWEF , EHFGE,

4. & BHREEE T,

a. E“B|BW H, WALKEIBEWN.

b. (Wik) & ‘R AR,

c. HESRMEF | EERENEFQEAITAARE,

5. & "EHZE T,
i ERNME L SEHNER 5,
- MREEZNUEHCRTEHEE  FRBMNEEIRDIAELZE  ReEZXEPIEEN
LEHEENTE,

- MBEEHANMEHCETE  BERNIGHBEETFEREE

« EIAM £aF | EBREFLE Amazon Fraud Detector AARIA R BN BIEERN
Amazon S3 FHEME IAM B &

c EHENET , WMABRBEEVENRE, ERAXUTUTRAERNSS URIHE

#&:S3://your-bucket-name/example dataset filename.csuv.
. EE L&,
- £ “F&" T , WER Amazon Fraud Detector NSRBI E X4 HIRINFIESHEE
o
NMRECHLLDSATRVNKENTE , FETERBPERTERE, %#F Remove 7]
HBRATERIERVNTE, NIIRPHEBNEEESHI R,
6. EBGRE"(WIE) TH HBE H , EREINREHCBRIIFRE, BFSLRNERENESESH 2 7E

1:¥_/|\*’]_‘§o

7. WMREEHIUHEBMHZEBD THLE |, BE “FRLI#HH#ITEHS%EE EventBridge -1Ji&” T |,
FERISBNEHRIE. EventBridge B XxEHRINEZER , B E &

® Note
BRI EHRBE SRR REF R,

8. EEBIEEMHRE,

1£ Amazon Fraud Detector 2% & el E 4R MR latest 46



Amazon Fraud Detector AriEE

FRCIEEHXE FHT Python (Boto3) B AWS SDK

LT REIERTX PutEventType APl B9iER R, ZRHIBIRECEBETE
Eip_addresslegitfemail_addressfraud, FrEFMUAKRFHEEE sample_customer, BX UM
AR XERRNES , BFSHRER.

® Note
ENEZE, RAERBEMTERMEIEHREZH , BAEBIEET.

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_event_type (

name = 'sample_registration’,

eventVariables = ['ip_address', 'email_address'],
labels = ['legit', 'fraud'],

entityTypes = ['sample_customer'])

MRS 4 R %R

MR BRE NEHET , Amazon Fraud Detector £ K AMBRIZEH , F BEZEHHANBBENTEE
f%7E Amazon Fraud Detector H,

fiBR Amazon Fraud Detector 2i&3Y GetEventPrediction APl {P{EHIEH#

1. &% AWS BB A HE hitps://console.aws.amazon.com/frauddetector EFTFF Amazon
Fraud Detector ##l &

EEHAENENSMERT | &R BRI ENTN,

EREM RSB,

EFE BRE, AEER MEREH

i Adelete , RiFEEM RSB,

o A 0N

FERMBEMHRAE FRT Python (Boto3) B AWS SDK MR latest 47


https://console.aws.amazon.com/frauddetector
https://console.aws.amazon.com/frauddetector
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® Note

XM E1ZEH ID REXFIEICSR , @ &KX R ZSendEventiBEN TS HEIEUARE
T iZGetEventPredictionig ¥4 B RY4E I T 20 3E

E R 4%7E Amazon Fraud Detector B i R &3 14 ( BlEE SendEventi@EFMERY ) 9
=4, B4R HDeleteEventiBERHIEEEH ID MEBHXE ID, MRERSHBRIZSZ4U
EEZEHXBRNEMTNAEIEE , BdeleteAuditHistoryS BN EIRE RN “true’s M
FRdeleteAuditHistoryZ#iRE R “true” , MEMBRERERHE , SHEHEHZAE 30 ¥REDL
BRIRE.

MR ERE —SHRBEXBKNMESHSt

1. EEHENENSRERSD  ERE4RE
2. IERERBREAEEHNEMHFRE,
3. SMEFMNEMHRIF , REEERBRFHBOEH

BRESHRBEFERNSEAHE  TRFE-EHRTERMBRMEFENSES. S, —1 1 GB WEHIE
£ (NTEREEFMS , XY 1000 TAMEH ) FEARY 2 M aEMibr. LB , F2FMERIE

F Amazon Fraud Detector Bt EEHWFHEH |, BB AT UM EE T ZGetEventPredictioniB 4
B ERVETN o

MBRSE 4R E

BABEMBRERN B RER P EANEMRE | BFRMBRRBRFENSHRE, ERRREM4REL
Bl , AR S 2B R B KRBT RS 4.

MIRMIERSE 4R A et , Amazon Fraud Detector £K AMBRIZEHERE A AHBESFABEMEE
Amazon Fraud Detector #,

1. 1 Amazon Fraud Detector ZHI AN EMSMERTD , EERR , AREEEH,
2. EBREMRNSBM4ERE,

3. I1&EE ‘B, ABER ‘MRS HER",

4, WMASBHRBEN , AREEMREM4RE,

HIBREH R B RS latest 48
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SHREFHE

WETHIEER , B LAE A Amazon Fraud Detector TE NS 1EE RS |, EFER L DB E L 1M
BR%5 (Amazon S3) AR FHBIEE, RMNBWERER TERRETNMERKIZZBIEENFMH#
NE, UTRXFEMNMEMIETIEAN B,

- NE1EME- BHBIREFM#E Amazon Fraud Detector B, SEH4RBKNIEEHHREHEMEE—
#2, BT LARERT E1£ 4% 4E Amazon Fraud Detector FEVEHHIEE, Bl —XH—NEH4HRRX
&% E| Amazon Fraud Detector API , B AJAEAMES ATHEES AKRBEHESE (ZK1GB ), H
& {# A 174 1€ Amazon Fraud Detector FHYBIE S NSGERRT |, B SIS ER RS E SRR FIHIEE
H KN,

- S\EBFME- BHBIRERME Amazon Fraud Detector AANI SIS IER+ . BHI , Amazon
Fraud Detector X ¥#59 tt B (£ AL 5 #h &) 8 7718 AR 55 ( Amazon S3 ) » MMREHER T L& F
Amazon S3 FIX#H £ |, MZXHHREBBIEFEERET 5GB. MRFLETI , FHRRBEHEEN
FHESEE .

TRE#TAERBRERBERAEXFNEERNEARES

ERickgic) A SRS IR
FE L8 ERVF R 28 SNEFRE , RETF AR
R 5 WVF R EEER

T P 2 AR EEER

BXREH Amazon B REEHRSENASBEEBIEENEE |, FSRMEH Amazon S3 FENEHERT
fETEINE . BXEA Amazon Fraud Detector E N EBEFERBIEENE R , FSHFEH Amazon Fraud
Detector £ A EP 7 B EHEIE,

A Amazon S3 FIENEHBIEFHENEE

MREBEEVGELBIEREEDR | N LLUEEFER Amazon S3 FEHBBEEEENT, BEFENE
HEIRIFMETE Amazon S3 |, BATEBIE CSV EINMI IR | NINEHWEHEIE |, REE CSV
X 12 Amazon S3 7@,

/A Amazon S3 FEN B4 BB EMEEND MR latest 49
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® Note
RZBRVEN BRI EE N FER R AR 5ET Amazon S3 /NS KBRS

BIE CSV X

Amazon Fraud Detector ZERIZH CSV XHME —1TEEINFRE, CSV X FIRE TR 5 2=
HRBPEUNEE, BXxREIBESE B0 REF EEZREIBESE

HEBREIRERFE-MEEL 2IMZENRS 100 M EENINEBES. BREHTEN | %
BREELMEE UL TIRE

« EVENT_TIMESTAMP-E X E# X £ RyetaEl
« EVENT_LABEL-MHEH#AXANRESHREEEN, ZVFPNEXNESHERPE XN EMEX

N o

LT CSV BIERHI , RARRBHELBE RN LEMEH

EVENT_TIMESTAMP,EVENT_LABEL,ip_address,email_address

4/10/2019 11:05,fraud,209.146.137.48,fake_burtonlinda@example.net
12/20/2018 20:04,1egit,203.0.112.189,fake_davidbutlereexample.org
3/14/2019 10:56,1legit,169.255.33.54,fake_shelby76@example.net
1/3/2019 8:38,1egit,192.119.44.26,fake_curtis4@eexample.com
9/25/2019 3:12,legit,192.169.85.29,fake_rmirandaeexample.org

® Note
CSV BFEXH AU BENEISHIESENBIEN—B5

MANEARBNE{LREAN TR, BHETEXNNT CSV XMHAHHRE , PAEEVENT_LABELX M
TFHRZEHIRPHE,

(

name = 'sample_registration’,

eventVariables = ['ip_address', 'email_address'],
labels = ['legit', 'fraud'],

BIE CSV X # MRS latest 50
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entityTypes = ['sample_customer']

)

St EEEN

BRENSHEBRAFMFENBER. FHERLEIEN -2 , Online Fraud Insights R KA 1R
FEEANBBENERERITER  FH TSNS BN BERTHES. B TRENEENSEML
BEEARNGEEE LG, RAEENHBES LN ZRE,

EERY|ZREVENT_TIMESTAMPHAA] , Amazon Fraud Detector RHIE X #F LT date/timestamp #
N

. %yyyy-%mm-%ddi%HH : %mm : %ssZ ( R FR it RARHEETE 1SO 8601 #rft , SREEH )

~l : 2019-11-30T13 : 01:01 Z
* %yyyy/%mm/%dd %hh: %mm: %ss (L4/T4)

A~ 2019/11/30 T4 1:01:01 , =% 2019/11/30 13:01:01
* %mm/%dd/%yyyy %hh: %mm: %ss

Bl 2019 £ 11 A 30 B4 1:01:01 , 2019 % 11 A 30 H 13:01:01
* %mm/%dd/%yy %hh: %mm: %ss

Bl - 11/30/19 T4 1:01:01, 11/30/19 13:01:01

Amazon Fraud Detector 7 T E4F T R BEHY date/timestamp BRI 2ME A T RIL :

- MREFEMABR ISO 8601 FrfE , M'E LIS HIHEIAE 7T £ LE
- MREFEANREMENZ— , NEBFANRTEL
« XTAMX , B URHEMIBH AL Hln, 2019 F 1 A 12 BREXBH,

« WMRRZE hh:mm:ss , WEFEIE (LR , RANHEBRHE-VBH ) . BHEATUR
SN MO FE (H, hh:mm ) o AXFREEDRE, BFZEEY,

- MRERME AMPM 7K |, NBRERH 12 /DEt, RZE AM/PM EE , MRENRN 24 /Med#l,
« AILER R ENBBAENS BT, HRBITERREN .

B2 CSV X WK latest 51
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b B () X B SR 1T KA

BMNEVREAR N ERARIEROINMSERER, flmn, MRERHKTE 6 MPANRESH , NE
RIR At FIIBEBE - H RN EEEM4. MRENBFEEISRENESEBHNIHIEETETS, UF
RESWELTHER " REDTHETERRARNENBESATEES, TEEBFIBES, "EBF ,
BRI RNRE R EZRBRER —NEEENSIRFERESHNEEZSEH. UREEENERNIE
FIRIEIT N REE | W T REE TR E M BRE R

MREBTEEREBWERERCEY I AHNEHIEE , N -5 EREILEHH
EVENT_TIMESTAMP , FE¥ S5/, BER , XBE LS BEMIEFTEER , BN Amazon Fraud
Detector £ EVENT_TIMESTAMP R iF A BIEEFRHMNNEHFENER,

ZEEMRAE

Amazon Fraud Detector &t 3BZZEMRA{E, B2 , NMERFTENZER DL, EVENT_TIMESTAMP
M EVENT_LABEL 5 RS &E R K {E,

X A5 UE
R % T LUTEMA—FER , Amazon Fraud Detector $F75E 1| ZriE B -

- MRTFEEEHN CSV
- MRIINBIERBEFIER

FIENEHEIE L& 3 Amazon S3 EM# 1§
FRENEHBIECIE CSV XH4E |, Bz X4 L& FIER Amazon S3 .
F1£%| Amazon S3 2 4H

1. BR AWS BEEEH A HITIF Amazon S3 #&l& |, Wik https://console.aws.amazon.com/s3/e
2. i5i%$E Create bucket ( 8124 ) -

AT FF Create bucket ( 812 ) @5,
3. £ Bucket name ( #8&# ) B , MIARFS DNS FHENHE .

BEMMBIFERUTER :
« EFTE Amazon S3 FEH—#,

RN EHEIRE L& 2 Amazon S3 74 MK latest 52


https://console.aws.amazon.com/s3/

Amazon Fraud Detector RAFtEmE
- KEXANT 3 8 63 NFRZEL
. FEEXRETH,
« UNEFBHBFI X

DIEFRBE K ELEBEREEN. AXGEFRERBNES , F5H (Amazon &£ 174 RS A
Figr) PRFEED SN,

/A Important
BEAFHEBENPESHRER , KS. FREBBENEEDFHEE URLs PRI
EH AN,

4. HERXEH 6 ZFREEEE#BEAEN AWS XiF, B4 B 5# B Amazon Fraud Detector 48 [E
WXiE , BIXERE (FHFRLILE ). XERIP (BXHBM ), XEES (HBX ). M (=
R2), TAMX (FNE ) REAHEX (EE ),

5. £ Bucket settings for Block Public Access ( BRIEABARIMNMEIRE ) B , BEBRENATHEN
Block Public Access ( FRLIEAFGE ) RiE,

BIMNBWEEAMBRE. BXMELEAFHTRNESER , 50 (LA EEERSASE
) FRYPE LE N AR IAEER Amazon S 3 174,

6. &R BIEBEMME

7. WNGBEXH LEZFER Amazon S3 Fi#ER. & TEMIILRXHH Amazon S3 LB RE ( fI

7 s3://bucketname/object.csv ) o

£ Amazon Fraud Detector £ AR 176 &I B4 EE

BRI LU R E M BIRF M E Amazon Fraud Detector 1 |, #e BEAFHENEERIIGER, BY
HEHEIEFEE Amazon Fraud Detector 1 , BRI ER B ITEXEMNREKRIES HaE, &
LEEFIIE , AERRERZULERIBDZE ST RIBER. SHAFERESHRERERS  HHERE
HRENMESEH - BEREENSHRERESS. AENSEHREN , B LLERETHE Amazon
Fraud Detector #2%] & P EHARINIREREEREFHZSHRENEH,

O LATE Amazon Fraud Detector P ENEH XS AXREEHBUEE, TUFEH
GetEventPredictionAPI 2 API X B ANE4#H TRAL M. SendEventfEA Amazon Fraud Detector
BHAEPHMES AEESR R CreateBatchimportJobAPI , B LARIER A b K B BIEES A 2|

Amazon Fraud Detector,

£ Amazon Fraud Detector £ A 2B 174 &0 B4 B WK latest 53
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& o] LARERY E 8 Amazon Fraud Detector 24| A BB SN EH LKA CEHNEHHRE,

HEEEFENSHIE

#£ Amazon Fraud Detector R EBF B HBIBEF@#EEvent TypeBRFEH S, Hit , kBE -S4
WATEEHBESBEEELENEMHFEVvent Type. TN EHEE TR TIISGHERSLEHRIENE
B, FAFRENSHEENSERRN |, £LUERIEES 4N ESEE AR S IGHEEN KD,

FREERAT D BEFRNEEG A, APl 5 SendEvent API B IEE 4 £ I B VESRN 88
it , Amazon Fraud Detector #&1E 7 2 BIRIE R BIE. CreateBatchImportJobil RIEH EiE
RBIEIE , MR FHESB4HIE.

f£ A Amazon Fraud Detector £ N S8 17 BUIEH X AR SR4

« NERENSHBREBIRIEH R FREES  ERAREECAERL R REEFREMN N#EX
HEZRBIESE.

« NIEETE Amazon Fraud Detector PN EHRIECIR T EHRE, WRERE , FERUHAL
BEMARE,

R BERILE

L IRTE Amazon Fraud Detector #2#l & # F & BIEE#H TH ES A8 , Amazon Fraud Detector &7

SABEZBFEAEERERIE (SDV) RRIEEWHKIESE. SDV «AH L&A MEIE 4 H iR 51 BIE R
K, BXRBEXRBEFTEBREEE, RTRIEEHWHBIFEESI , SOV ERERIEHRE , HPIEHTAE
EXUMWER , HEWKRPBLERREELWHEANEIE, SDV KUY —LEBAERTE , BM;
£ Amazon Fraud Detector XIS ABHWBIBEBE 2RI LERE, EXEZER , BSH SEHE

BUFR &

SDV EXHRBMBLE (17 ) RAIRIEENBIESR. EXHRF , SDV K EBIE XM R
BUXHBRRNBRER, XHERD, XHEANRE ( SHTBENSHEE ) TEBSEE, E%E
%3 , SDV BN EMHEIE (17) , ARINBERRX, BEKE, HRABKANZESFEE,

EREBIRI AL B 511X1E Amazon Fraud Detector #Z2#I A/ F |, H BRI ThEE BRI FFF B IRES,
WMRIEFRFHE Amazon Fraud Detector TS ABIBEE 2 BIEAERERIERIE | B7E LEBIEENTE
Amazon Fraud Detector 32| & A x AR IEIhEE,

A APIs 5§ AWS SDK B} 38 iF 17 % 19 33E

B3, = CreateBatchImportJob APIR{EL&EEHA
SendEventGetEventPrediction , Amazon Fraud Detector £ iFLATAZA :
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- ZBEHERM Eventingestion & BN /8
TEEHEHNEE, EFESEH ID AT HE’J EVENT_TIMESTAMP MY 444 7R 1R.
- TEEHRNESHMAENECEE. EXESER , B3R IETE,
TEA-MEER,
- IESEHREERYTEY 18 M8 , hRATE future F,

EHAES AFRSHFEE

BRI ES AThEE |, B LAEREEIA. APl 5 AWS 2#FF % T B8 Amazon Fraud Detector 1R
EREM EARKBAEEHRESE, EFAMESA  BUE-—NIEFMESHEEN CSV XM HA
A, & CSV Xt L& %) Amazon S3 7 , REB3IS AES. Amazon Fraud Detector B 5
BREEHXRBRIERIE , RAGEISABIMNRES, SAKES , RAUARINGIHER 5 EH)ILGN
BERT,

PN g

BA CSV XHMMBEERBEMREFENNTECENIREUR TN KNERE, FSHERER
ENSHBIETHBESER. WABEXHFERAKRNNA 20 FRFT (GB) , BIAL 5000 FMEH.

ENBERREHNFEIAEMTR, MRSFAESKI , WaHXHENE, MRSAKY , W5 S
BEHRAE,

BIE—> CSV X

Amazon Fraud Detector {XMIE5 7 f&{E (CSV) B XHFH S ABIE, CSV B'I#FEI’J
F—THANBEEXRREMLBE P E NNE R T L ITH A FI AR AR 9N A E 3R
EVENT_ID. EVENT_TIMESTAMP. ENTITY_ID f ENTITY_TYPE, f ‘&TWJ&?%@
‘€ EVENT_LABEL # LABEL_TIMESTAMP ( MR4AE EVENT _LABEL , N|4masg
LABEL_TIMESTAMP ) .

ENNETE
PHIETEFMAEHTERE , STAUKREERIEE. BEIYGLBaTEEHHIE. TRIE T HE
TE, BN TENHEHRURTEFFENER,

Name 1%, BA =R

=4 1D EHNFRET, Hla , MR - IESAESEEMEH

LWEHRELRS , EVENT_ID.
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Name 1%, BB ER
EVENT_ID WJRERIRBLEF - WNTFZEH , cHM2H—
NRESZES, 08
c ENZRARITNEHLSEE
YHEE,

o TATUHK R IENFREKER
(#lan ~A[0-9a-z_-]+
$.)

o RIIFBIVAETE EVENT_ID
Ry hnet B, XA
EESSHEHEHNEN
B, X2ENMRXHE
i, M ATRMETLEEN
EVENT_ID,
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Name 5 BA B
EEat R EHREWNEAD, NABRY - HESACSEESGA
ME A 1SO 8601 Fr/fE (57 EVENT _TIMESTAMP,
FRERTE ) o . RFERUTRRZ —#1T
(=l

* %yyyy-%mm-%ddt
%HH : %mm : %ssZ ( X
PR it SEAR AEAT[E] ISO 8601
W REER)

Bl - 2019-11-30T13 : 0
1:01Z

* %yyyy/%mm/%dd %hh:
%mm: %ss (L4 T 4)

Bl - 2019/11/30 T4
1:01:01 , % 2019/11/30
13:01:01

* %mm/%dd/%yyyy %hh:
%mm: %ss

Bl - 2019 £ 11 A 30
HT4 1:01:01, 2019 £
11 A 30 H 13:01:01

* %mm/%dd/%yy %hh:
%mm: %ss

R~ 11/30/19 T4
1:01:01 , 11/30/19
13:01:01

« Amazon Fraud Detector 1£
RNt E B AV date/time
stamp &N BT S A TR

1% :
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RAriEmE

Name

L BR

- WMREEAIR 1SO 8601

FrAE , NEXMERIHERN

v AR e o Ui

- MREFERHIHAER

22—, WEBTMNNRE

% -

- XFAMXK , B LR
Rk ARk |
w,2019% 1 812 H
=EMEH,

- MRLRZE hh: mm:
ss, MILTEBE (b
Bl , YRAT AR £ it
RHt—/\BH), &
th AT SUR R ) i R 4
Sy FEE (Bl hh:
mm ) . FXFNEME/ND
. hRZHEW,

- WMREIREMH AM/PM #5
X, MEBER4RN 12
i, fNR&E AM/PM
R, WMBRER 24 /hat
o

o AILAER 7R ER
HETEN DR, B
BETEBREN

ERAMES AFREARE
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RAriEmE

Name

SKA_ID

H
B
o
2

EHRE

LABEL_TIMESTAMP

ik

MITEH KRB IR AR

WATEBIRISEAR |, Bl R
=P

MEH4PENH fraudulen
t legitimate

ERERREM B IRER AL
(] 2

’ CSV X LW S F S3 LIHITHES A

R

- HESAETFEEREA
ENTITY_ID

o BXAIUEREIENRIANE
™:A[0-9A-Za-z_.@+-]+
$ .

o WMRIFEEISKMEID FAA
B ID EBE N ARA,

HESAESFEELR
ENTITY_TYPE

R A< LABEL TIM
ESTAMP , N|ZEE/EA
EVENT_LABEL

. tIRA%E EVENT_LABEL ,
N A7fE A LABEL_TIM
ESTAMP,

- EAFUEERNEBERN,

ERENHEIELRE CSV Xftfa |, Mz M LETERNIT DR 27 BRSS (Amazon S3) M.

FEHERE L1£2 Amazon S3 i@

1. BFK AWS BEEEFH A HFTFH Amazon S3 #H|& , Wik N hitps://console.aws.amazon.com/s3/.
2. i5i%&$F Create bucket ( 124 ) .

LLETSFITFF Create bucket ( 812 ) @S,

3. 7 Bucket name ( #8&# ) B , WIARFS DNS HRHENEE T,

BEMBIHAEATER :

« EFTH Amazon S3 FEH—#,

ERHES AFRBHHE
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- KEXANT 3 8 63 NFRZEL
- FEEREFH.
- LUNEFRHBFI X

NEF#ERRE  ELEBEXEEN. BXDEFHBNEE , H5H (Amazon & F#RSHA
FiEm) RHEEED AN,

/A Important
BREEFEBENPISBREE , kS, FRESHEEOFERS URLs PRI
BRI,

4. TEXEH  ERELEEHEEN AWS XiF, &A% F S8 B Amazon Fraud Detector 48[
WXiE , BIXERE (HFHFRLILE ) . ZERI (BXH\BMN ). ZEEI (HEBX ). B (=
R2Z), EAMX (FHE ) ILA#X (EE ),

5. 7E Bucket settings for Block Public Access ( BRIEABHRIWFEIZE ) B , BEBENHATHEN
Block Public Access ( FRIEAFIFE ) &,

BNBUEEAMERE, AXELEATFHRNESEER , H50H (LSHEHEFEESASE
) FRIBE LA AXIF RIS/ Amazon S 3 12,

6. EIR BIEEME

7. WNGBEXH LEFER Amazon S3 Fi#ER. & TEMIIZRXHH Amazon S3 LB RE ( fI

70 s3://bucketname/object.csv ) o

1£ Amazon Fraud Detector ##| A #itES ASHEIE

BT LAEA CreateBatchImportJob API 8 AWS 47 & T B8 Amazon Fraud Detector 24|
ARRIMNSAREBEEHBES. THEREZE  FERASERREANKESELEZ N CSV X4, EH
RIEER CSV X L& BILW S S3 7.

£ A &% Fraud Detector 41 &
EEFIARMES ASHRE

1. 3TFF AWS 25 A HERZEBWKF , ABESMZE Amazon Fraud Detector,
2. EEMNSERS , EREH,
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3. EREBHEFHRE,

EF FHENEN RTF,.

EERENSEAEAEERERTD  BRBHARENETE.

ESASHBEERSD  BEHMES A

EHMEHSATES , BREUTER :

N o o k&

- [HF] RESALBIEENERBERIE-FIRENRINRE.

« XXITEHEN IAM A6 | FREENFRITKS AN CSV XM Amazon S3 FEMEEIERN IAM
ﬁ@lo

- ERABENMES , WAFH CSV XHH S3 LB

« MRLBEE-—NERNUERFHSAER  FET “FRANSERNBBEVES T &BE |
RERME M Amazon S3 FHRBILE.

/A Important
HREIEREN IAM B3 EH A Amazon S3 FZ#FEG IR A KX #H H Amazon
S3 EEEHN B AR,
8. &EEBz.

9. SAEMHHFEERTIRDIERENBRIENS AESHRE, SENBBEEELELYRIERES
AR, TRE VIR RS T XRSH S RER,

10. BREHNESHITREEZEHEER NS AESHIHE,

BERREERIENS AESHHE

MREER Amazon Fraud Detector #H 2 HITIHHES AES , MERIABR T , Amazon Fraud
Detector 2TE S A Z BIRIERIBIEE ., &0 LAFE Amazon Fraud Detector 2| AW EHS AR E
PIEEBIENS AEFSHHENRS, TERFHEBEFEZER TRIELRNSATSHRES. RER
EERMESAEFHRS , B FEXTERRBARRIBIENS ABIESE.

TREFMANE T REFERIENG ARENSE RUBTRIARE,
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RAriEmE

HiEEE Status P RiZEAD
BIERIIE TR O UF EEH T SDV EFfts EFREAIE

I6 IF R B

E&E
HTHREEREE I8 IF 2K K SDV £ & ESAEHBEEESD | &&F
iR, TRgks# Y $3E XX Job ID AEFRIFHRE. &R
TERERI. &8 HEMT REPWENRRY HOFTE
BT PR EIR B, B iR, BXEZER , HSH
HITBFN S AT hWEABE - FEARIERS.
%, BXEZE - Vi
B, BZHRIER R RIX LE 7]
& B,
BIES ABF 1B, EESA EHNBIEE  EEHERERET
560 1IF FX Th ST FX 2Ed %

if, AFD B2

FES AR

HEIESE
HﬁiIEE;—EEi BH EESA EBHBEE HEEERPHEEHSESRS

NEL, BIFESA RRELER &E

E?ﬁ“ FEARBIR

iF, E& ,

B Y

BERES

AR

BEXNE

Ko
EHNBEE IS B0, RSETRELHHE EBHBEX HESASHBEERD , &F
S A, BEHEXR FRo R —tk  Job ID HEBERIFRE., &
BRI B R bR ORI ) BBERESRPIWEDTR
—rlo BEXEZE BIEAES - MRINENES. BTSLHER

, HSFRIER Ao BEE FEES. ER , FHRREN
%o BIREDHE 50% L EHEKIE
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BIgEE Status Y4 RiZEAD

THWESH  EURIETERNSA, Bk
BESA, BERE, FRHHSALES.
BXESEL , B5H R

WiFR S
HTFLEBEEIR , S AKK B Finetiz FFaHF NS AFES
B ALK, FiA 1TRHERIR |
HOBES AES S ALK
BIEEHRIISEA 25 A BUERS A EES AESH Job ID AE
B Th 5E R BHAER , ARBEHRITE
B3I\
@ Note
RIMNBWEBIEER IS A Amazon Fraud Detector & 10 24 , LRRRETLEENX
LERIE,
EREBIERITIRE

BRBERIEFERIETRECIERIERE. RIFRERMHE T SDV £ENHEEF RIAFA RER
FHAEE , HRETEEREXW AN REN B E R, SRUERRIERERE@ERBMRE, FEE
BREEPNULE, RENTEEURNARRXLERBR, BERIEKDITR , t2ZRIERE, X
MEBERT , BANEEREUEFIRBILTEMARE , MRE , FRERBEBEE P EMEE,

@ Note
SHIRAH) SDV 2HEENBESR  UERATRSHUES AKBN AR, MRBIEME
SAKY , BHBEEDUTREFE VRS BERGRMBEE, BMERIENS AR , &)
tRWEEFWIERSE , FRRREPIHOEAFR , UERCHNGEE, BRAERE , €
B-IMHOHESAES.

I ESANE A=
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WiFsER /G , &R ARERYE A LA R IR Bz — T R RIEFR &

1. WIETEXE , SAESERERTH , EISHHEERER EFRIERE
2. SAESERE , ESFABHBIEEST , ERRINISERE S AESH Job ID,

ERARIERE

SAESHRIERENERR T HSAESHEFAGE. RANTERRIIX (WRE ). BXRBES
FRESH (17) WESIIR (WRKR ) , URBBEENVHERE , HPeFERENS N L EAVIR
REFEE.

- FAEFHER
RESAESHFAGE. NRENSFAESAVIBEECHISA , FRBRRIGRNMHUES

SARBHBHHERAE,
. PERE

R SOV AANBEEFFEXMANRBENFAER. LERPIIENMERBHRTE , £
MIERES A B FRIZER B, MREERBRABEABENERTZHASAKRESE , WEAEST
R L 8

ERAEEE , FRENSINEGRENBUHETRE, BRT TEHR BRI EHNAAER
Bla , tIE—HHLES AES
- BERINES

REABEETRESH (17) BEENHE, IRERTHRERHINESES , WSEESETHELESHXR
BERBRIEERS A,

NTFEANES , HR FISERHAFENEHHE, ™ME Sample E4 IDsiRH T #0 REIE4+3)
&, IDs BUHHRAFRIKRERFERENEREN. EANESRENBICKERRAE, 1
A DAE SO VR IR B ERREA R ZAB N EME R, FAMEHES AKRMNSEHERLE
RAE, ZEVRHERAS , BESAELEAGEERT , BREIER XM

® Note

MRBFEEFEY 50% NWEH (17 ) REZRIE , WSAESHaRY, EXHERT ,
VLRFTAEERTE , RETRIT TS AES
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REAREERIREHHE, IR BSRE JIIETHESEL 0, BPREREFREEXLE
Ho MR BEHE FIETRN O, FHREIKEEE,

FAERT Python B AWS FF X T EE (Boto3) #t B S AEHHIE

LUTRBIERT CreateBatchimportJobAPI &R R, #ESAESHAEE

jobID, InputPath, OutputPath Hl, eventTypeNameiamRoleArnBR3IE{ES 4T CREATE_FAILED
RZ , BN joblD FrEEZEET EFESMHEM ID. InputPath H OutputPath AMEH XK S3 i

B, BRI LLUEETTE OutputPath FIEEXHE , B2 , BMAFTERMERN S3 FHBME.
eventTypeName  iamRoleArn ARFE. |IAM BB AR T4 A Amazon S3 12 # 1 HY 5 BV FR A
#i i Amazon S3 FE RN E AR,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_batch_import_job (

jobId = 'sample_batch_import',

inputPath = 's3://bucket_name/input_file_name.csv',

outputPath = 's3://bucket_name/',

eventTypeName = 'sample_registration’,

iamRoleArn: 'arn:aws:iam::************x.rgle/service-role/AmazonFraudDetector-
DataAccessRole-*#***x&kxxkkxx !

)

HUE#tES AR

& 7] LABERY £ Amazon Fraud Detector 2| & £/ CancelBatchImportJob API 3 AWS 47T
ATEQEUEEEH#HITHHES AES.

ExEHEaFEEHES AES

I AWS ZHIEHBZRENKS | RESMZE Amazon Fraud Detector,
EEMSMERS , EESH

EREREDER,

TR RS R,

ESASHBEERT , EREECENEEH#HITHNS AESHNES ID.
EEHELIES , 25 BRIE, REER BUESHS A

o a0 b~ w N~
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7. BEEFLEEHSA UEUEHLES AEL,

FAERT Python B9 AWS FF X T E& (Boto3) BUE#LE S A S

TR RBIERTR CancelBatchImportJob APl BWiERRHl. BUES AFESHMBE EEHTHH
ESAEFHES ID,

import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.cancel_batch_import_job (
jobId = 'sample_batch'
)

£ A GetEventPredictions AP I&EF#EHIE

RINBERT , XKiXZE GetEventPrediction API # 1T (LM FFE B4 #8174 £ Amazon Fraud
Detector 1, XZE K& , Amazon Fraud Detector fFFE &4 RN ot B FEEHIE , HERZEK
FBE Rt EHRITEHNTE, BALLFE Amazon Fraud Detector ##|& P SMMBIE4HERE | RiE
PNEMHEIIRE RN XA , SEMFEA APl 2465 Eventingestion BEE#FH N ‘CE2A” , N\MERAKESE
i, PutEventType&x GetEventPrediction API RENEZELR , BSREETN,

/A Important

BMNRENBWEENRE -SHRESASHRIVE , REREEARS. ZERARSHREN
SHRENARBERTNATRSSBITAT -

£ H SendEvent API B2 {EZ B4 IE

Ba LAME A SendEvent APl BN E 4 F#7E Amazon Fraud Detector 7, M ERIXEEHFERK
BETAN, g0 , e LAEHSendEventiBELER R HIESE |, LLERBEERZBIEENRIGER,

APl (VS 4-atEI BN SendEvent

£/ SendEvent API R SHHIER , XTBRENEHBEFBXAPMEFENERX. Amazon Fraud
Detector X#FEL T date/timestamp # = :

. %yyyy-%mm-%ddi%HH : %mm : %ssZ ( R FR1itt RARHEETE 1SO 8601 #rft , SREEH )
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A~ - 2019-11-30T13 : 01:01 Z
* %yyyy/%mm/%dd %hh: %mm: %ss (£ /T 4F)
A~ - 2019/11/30 T4 1:01:01 , % 2019/11/30 13:01:01
* %mm/%dd/%yyyy %hh: %emm: %ss
~l - 2019 £ 11 B 30 H R4 1:01:01, 2019 £ 11 A 30 H 13:01:01
* %mm/%dd/%yy %hh: %emm: %ss
Bl - 11/30/19 T4 1:01:01 , 11/30/19 13:01:01
Amazon Fraud Detector 1 f# T =40 R BRY date/timestamp & ET 2 H A T RIR
- MREFEAMBR 1SO 8601 #rkt , MELTERTEHNMTTE L ITE
- MREBEANREMENZ— , WAEBMINNRTEML
s ¥FAMX , BAUREMIBERFLI,. Hltn,2019F 1 A 12 BREMBEH.
- WRIREE hh: mm:ss , MFTFELE (EHRMER , RAAEEMBEMS—NEAH ) ., BBATURIE

SN MBI FE (HA, hh:mm ) o PR RDEE, BFZEEY,

o MRERM AM/PM #5Z , NRENEH 12 /MEt, WMERE AMPM E5 |, MMRE N 24 /MetHl,

« AIBER R FEABBREND R HRBTERERN .

LA &2 SendEvent API B ABRH,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.send_event(

eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428",
eventTypeName = 'sample_registration’,
eventTimestamp = '2020-07-13T23:18:217"',
eventVariables = {
'email_address' : 'johndoe@exampledomain.com',
'ip_address' : '1.2.3.4'},

assignedLabel = ‘legit’,
labelTimestamp = '2020-07-13T723:18:217",
entities

[{'entityType':'sample_customer', 'entityId':'12345'}],

£ SendEvent AP 12 {EfZ & SH IR
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)

REFHENEHBRRENFAGR

FEHBIRFME T Amazon Fraud Detector F/5 , A LAMEA GetEventAP| EE N ENEHFEHENH
FEIE. UTROIMKBRERNZsample_registrationEHE6 NS EHHIE.

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.get_event(
eventId
eventTypeName

'802454d3-17d8-482d-97e8-c4b6db9a0428",
'sample_registration'

EEFHNSHRFEENER

ST EHELHER | BALUTE Amazon Fraud Detector 24l AP EEENEHNEEHRE. FHESH
BB R/NER & B MR E %N SH TR B ZEiERR.

EEEFHNEHARENEHER,

1. #TFF AWS ZHIEHBFZENKS . SHZE Amazon Fraud Detector,
2. EEMSMERS , EFEH.

3. EREHIEERE,

4. EF FHEOSBH LT,

5. FHENEHFHAEEEREREN. XEERSXBAIEH —IX.

6. (Alk) BE RIFHEHER UFHEHENER.

(@ Note
MRERRSATHE , BNBUEETEIBES ARSEF 5-10 78 AR NERE
PRo
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R P L

BEEHREE , B AR ER Amazon EventBridge IS4 &% F AWS RS T4 E, Amazon
Fraud Detector H M 7T —EEE MMM , BOAERN B EIEEFERXLERAN B BEH, B
EHREE , BUUEFIRIT IREEHRE |, flINEHREENERRANSHEIEPREULE , BEK
FRMERERBEH , ARBEMNKIERNPREHNLRERAGRSERSH.

BEEAREEE , B LUEN Amazon EventBridge BHAT5 R AWS SMEFH RS . &R LUF Amazon B
iE EventBridge NEZ[M AWS RS SiEA APl B RERX XSS, ATHRETHERENBHAE
o AWS BRSS &R LUASRID A T B — L BHRAT

- ATY%EMD M — T Z# QuickSight, ¥ CloudWatch
- ATHFM# — L5% S3, WE# RDS, WE# D ynamo DB
- ATREBHN — W5 SNS, WE# SES

- ATEENAE — AWS Lambda, AWS Step Functi on s

AX Amazon XM &RHEE R E ZE B EventBridge , 5@ &% EventBridge E #%o

TERETEHREIERENSRUE,

Event Orchestration

Downstream process Downstream services
Monitoring Amazon QuickSight
and
Analytics Amazon CloudWatch
Amazon 53
Amazon EventBridge Storage Amazon RDS

Amazon namoDB
Business Amazon Fraud Detector Mé_'td' event data ov
with a rule. Start
Send downstream process
——Jp- Detect fraud —— by sending event —
event data data to the
dowr_lstrea.lm service Amazon SNS
specified in the rule Send
notifications Amazon SES
Custom AWS Lambda
process

AWS Step Functions
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fraud_detector.put_event_type(
name = 'sample_registration’,
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eventOrchestration = {'eventBridgeEnabled': False},
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HBRRECEZBET EH X Esample_registration. BEXBIBEHRAENEZEMER , S
R EERR,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_model (

modelId = 'sample_fraud_detection_model',
eventTypeName = 'sample_registration’,
modelType = 'ONLINE_FRAUD_INSIGHTS')

{# /8 CreateModelVersionAP| JIZRIRETEE —MRA, X

FTrainingDataSource# , ExternalEventsDetailiFiEEIILLEIEEH IR Amazon S3 #If
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_model_version (
modelId = 'sample_fraud_detection_model',
modelType = 'ONLINE_FRAUD_INSIGHTS',
trainingDataSource = 'EXTERNAL_EVENTS',
trainingDataSchema = {
'modelVariables' : ['ip_address', 'email_address'],
'labelSchema' : {
'labelMapper' : {
'"FRAUD' : ['fraud'],
'"LEGIT' : ['legit']

}
unlabeledEventsTreatment = 'AUTO'

}
.
externalEventsDetail = {

'datalLocation' : 's3://bucket/file.csv',

'dataAccessRoleArn' : 'role_arn'
}
)

BINBERFER — N ERSHEFEERATRAINING_IN_PROGRESS., #£ill4HA BRI (EMaTR | 840
A LB AUpdateModelVersionStatus H PR E#H A KEUHE ISR TRAINING_CANCELLED,
YR , BRRARSHEH N TRAINING_COMPLETE, #&ALAf#E A Amazon Fraud Detector 2
HAERBBEREEELMEEDescribeModelVersions, BXRMNAABRER S BAMENEZEER
BSREE 9B ittt 1T 2R,

EEERMER , BURIZER | AE O HENESE S ERETN A A, Amazon Fraud Detector J$4E
EANTAXEHBER KRR , FRFE B FAMIIEE , T{RE R A AR E 2 Fr A HOVE TN 2k 2
Ty RB. EREER | FiHA UpdateModelVersionStatus APl RS EFH NACTIVE,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.update_model_version_status (

modelId = 'sample_fraud_detection_model',
modelType = 'ONLINE_FRAUD_INSIGHTS',
modelVersionNumber = '1.00',

status = 'ACTIVE'
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)

- Richos b
Amazon Fraud Detector I FRIMER LR A RER 5B HFXNTE,

3 FFEENE (AT #E | Amazon Fraud Detector (REFCEE ( BEIEAE—ARKRTETE
BHNE ) REKERDI K. FXZENE-INSBLHEIN 1, RIFERIXK, XE2E AN THXE
&, ATFIHERGHNEFAERZE, Account Takeeover Insights (ATI) 73 [E —SEAE MM A KKK
FIEREBMHERTT 0 F 1000 ZRNEES5E , Hd 0 R TEERRKIE , 1000 R EERKRS,
NTF AT EE | ERHSHBESHEE (CR) EfEMEX. a0, 5000 X B TfE1THI5%RIBRE R | 19005
R FEITH90.1% B Bk E =R

FFELRENE (OFI) T3 Z ERVETFEE (TFI) # & | Amazon Fraud Detector FFCEE ( BIAE
—HRRTEESEHNE ) IRBE (N EERMENE ) RERER S B, BERIBAUNT 0 3
1000 Z 8] , & 0 RREIERKIR , 1000 RAKIEXRKR S, XF OF Ml TFIRE | BE 5B E5iRIR
F (FPR) BEZHX, B0 , 600723 B FE1T#I10% K REMEE |, 19004 33 B F 14 1T #92 % K9 R FH
MR, TREMHERTELEER S BEHITHIRIRBHEM,

Skt f&1it FPR
975 0.50%
950 1%

900 2%

860 3%

775 5%

700 7%

600 10%

X RETE PRI TR

BRI SEKE , Amazon Fraud Detector 2 AR A T INSGE RN EIEN 15% KRG IFERMEE, &
A AR 2531289 Amazon Fraud Detector R E B 5 51 UF S MR B LA ESSERER N RE,
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ER—RE , BUMERINESHIETANAEEEFENMEZSER QIS THE, 7T HEBERE
MHF#E = , Amazon Fraud Detector 324t 7 AT T ERiIT(HE R M BE -

- DEOSHE —BEIBOHNEFBRZROIEEN 100,000 MNEH, EY MREREESEH , BY
MRAKKESMH, EUNBEIEHERXKEREFRBENEERE, XFEFEEERMN ROC B
RN AE.

« REBEEM —BIHBRERMMNSERFER  CELESBRETHWEREEE. Amazon Fraud
Detector fRIRRHIEHEEN 100,000 1 RIEMEEZBHN D HEL T EDM PHKIER,

- EEMRIRSE — REFNKE , MixSHRERERKIF,
« IRIR — WETNRKE , BERSHRERLEREEN.
- EENMAERE — BRETWNEE  MEAHXREGLREEN,
- BREAME — RETNRESEN , BZEHRRLEREE,
- EXMAMER (TPR)-EERLNBWBIES BN ED L, BIARBIIRE,
« IRIRI (FPR)-MHIRTAN N REN S EZSHE BN B DL,

- HIRESREERF L% (ROC)-HEXMAMRLFINBAMREMATRNERE S RHENRY, Bk
B 'S4ER g5 AR,

- BT HXE (AUC)-SLEF A AIREMRE 2 B E L TPR M FPR, XBETNRENHEREBAUC
705, MEFREENDEHN1.00

- THEMEE — CEREETHAN AUCSERE, SEREA (AUCHERMTRER>0.1) BHKER
BHAHEMBES, IRTEEMTBERK (>0.1) , BEERREESIRIENEHHEMINGER,

£ AE B M BRIE AR

1. NOBOmETHE , EFENRENSEESHNEES BB, BRBERT , SRABX D KIEHN
BEEMN. XRP\ERATLUERIRZIMLESA4ZRIEMYN  MERSZEN, B TRRXEER
BREE, &7 E RS R 2 KIS E A0SR B MERIRRER,

® Note
PBOTEERNTENY MELHTRENESESMH. EY HRREESH G Y H
RERESH,

2. BEFREEN., BECEENERSIKERE , BUUEFET 100,000 NE4ERNELL M@,
HIEMSEEHN D HEM T B W FHRER, FRAXEEEEEMAMRNRRRZAKRIES
HY P,
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3. ETHEZFARGE , FARSRER., £/ ROC BRK T BEMER D BN ERN EMAMERMIR
BB 2RI KR, ROC Hh Lk AT LAFE BI ARG A B P 1 = MR IR R 2 A R X T o

(® Note
B BETERE RE REFRBELANER.
KEARZEERENRBE. FREREEBIUNNRESHNRESHERBETN N KIE
EFNEDL

4. R|EHBERANKERNAS , FRSKMERNENE L BESEEREE, flw , MRETRIE
RZEERHKFEM O NS, PRERKE  WEEBRER I NREIH , IHERATLEE=TH
M&H , TR :

« P SXRAENE
« ¥ <Xbut>Y REHEXK
s PE <Y RRNBRRIK

ERTEEEM R Amazon Fraud Detector 9 —INIhEE , T AN EBRRAPWEBE T EH THER
BRESMEATENEHEAMENENEEENEREMS —ME, ERaNERTEXER R HIZE
HARANBREEFHHMERTEENEE , HBRIABERTHEMD, RBH , RABRT , BREH
BRETEINERY SHtERTERL K HEEMK/)D., CABRTEEEME , BULURA T HH
Lo A EEHESNE R A HERE,

&\ LAFE Amazon Fraud Detector 3% & F 5 # A DescribeModelVersionAP| & £33 1| 2k B9 48 B hix
APENTETEME,

BRTEEEMNATINGEERAINSINEERBUT -4AE,

- FTEXRH  TEMXRH (Hlm, IPutBFIYE ). BEXEZELE , TSR TEXE, WTKF,
ZENE (ATI) #E | Amazon Fraud Detector & E%ﬂé’%’%ﬁi’i%‘éihﬁ? ATEEME. R
REERBFIBALRENTE, RETEXAFE I BL —HRKREE , Amazon Fraud Detector
ENXLETELAEE—E , TEHRENEEME,

- TEEN AT ISERREINEFTENEN (F
W, ip_addressemail_address. are_creadentials_valid). XTFRETERA  [HIH
ATIHERGEZEEEHENFEEEN A M.
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- TEEENE . M7 RIRBREFRCTENRBEMENENEE M, HEEHE : 0—10

\

1£ Amazon Fraud Detector #Z#l&H , EL&EIEAE (OF1) R ZWMIERAR (TF) BEENERATESTE
MHEERUNT. RTREREZENEEHEN , KFEERE AT)) *E*“Eﬁ%ﬁ%%é\ TESEMHE,
AMICERTURBZHEITECEANENEEZYE  EEELRETHERENEENEELENS
£,

Model variable importance - new

Variable Importance gives you an understandin g of how each variable
higher number relative to the rest could indicate that the model might be over

ing to your models performance. The chart below lists model input variables in the order of their importance to the model, indicated by the number. A variable with a much
ting on it, while variables with relatively lowest numbers could just be noise. For details, refer to documentation [2
!

Variable type & Importance value

Billing Address: State or Province
Billing Addres: Zip Code

ip_a
phone_number

Amazon Fraud Detector AILA N84 Fraud Detector IRERAERATHWEEME , TEX T HFH
Ao

/A Important
2021 £7 B 9 A HR|ZMNRERF B IENERME, LIISRERAYRThRASF 5EE X
RETEEEME,
ERERETEEEME

BRLMERAERETEEEMERRATHHEDREMED ERNE THRER , ARBETENTEHS K.
AR RBER RS EAE MR,

BEEA4Y  ERSEEMEE  BRESNIEMNARETSEEEME , A RRINEBEFNEE, 5
W, MREAKS IDENERN@MA , HETHENN , FERHXEEEMEH, IRTEEEME
RESTHERE , WENERTRI TESRENRIERN (flW , MAERESHSKEER—NKS
D). ER , MRZTEMBTRERE , bARFERSHENTEL. REETENTET RN DTS
R, EBURFEBRTEAEAEMSHCNBREERTIEL , RERSFREFRH.

Bt EEHERENEE, IRTESEMEHRHERTHRE , IHERTEFIISERNATELRE

EAEEM., RAUERBERZTERINEEFENERRE, MIRENERTERD |, SIMIABTHD

& , Il Amazon Fraud Detector NaRMETEEEMEHNTEH TR, B2 , EXHERT ,
N 2B R,
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/A Important
1. MRERNERTEESEMRRFRITE  NAERATUTRRAZ —. ZREIHESE
PHEE A ERIIGERE,
- JIEKBFEEFTEAME—EITHNT 100,
o YNEBBEFRDKRT 0.9 WEEE,
2. BREREREENMAZTEN , BEZIG—NHERRE,

AT EENE
BB WEETMERETEEEMENEZERUTES !

« BARLREEEEHEESTEMRESBKRFITIT,

- REEBEREAPENZTEAN TEMAZTENTEEEMHENTEEEME, TEENERENTEN
TEEEMHE.

« KBRE-—BRERATTENTEEENE, FTEERTARERAFHREENZTEEENE , AN
BERAPTENTEEENETREARTARRERAPHRZTENE, MREEAARNEZEM
BREEXRIGTENEEREK , WF—ESERERNETEEEME,

EERBETEBEEMHR

BRI TERE , B8 £ Amazon Fraud Detector 12 & 58 B DescribeModelVersionAPlI £&
NWHEWBEIRANWEETEEEMHES,

BRI EEEEETEERMHS

1. #17F AWS 2FI 8 HEFENK, . SHMZE Amazon Fraud Detector.
2. EEMNSMERP , &F EE,

3. ERLNES  RBEREHEIRZE,

4. WREIERFE B &I,

5. MTRHEERIATETEMER,

i3
H‘-ﬁ
ot
Iuﬂlm
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THEERETEEEMHENTEARN

SERBMERMAIIEE , Amazon Fraud Detector & Bz £ RIER T B B E M EMER N HEEIE R,
Bt , Amazon Fraud Detecto SHapley r £/ 7 1A (SHAP), SHAP AR LR EZEEFIEERETE
WATEWREA S EEETEN FI9MARE.

SHAP B ES BB MEIETENTEMUATNEMH, RE , ETLEXETNAIZRBERFINEEHA,
ATATNSESMERTENTR , SHAP 2ERARNETEAS cHRERENER, BY
BRECEIN RS ETEE A RE R HNVFIA TR , SHAP AlLUEREF RS MEETENEER
., SRETERUSEMEXEN , X—KJALHEE.

EXZHERT , IBFIEETAGTEBRTE, Ak , B UEER D ORIBRHRENTE SR
A—ANEZANREEFWENTEE (W, ERESEH ) . EBRESENEEXHITTEEREE B2
Amazon Fraud Detector Bt B4 1% B H A O FIGE R MLix — 814,

£ A A SageMaker | #&#!

B LLUE RN SageMaker A TEREFEEMNREE S A Amazon Fraud Detector, SHERFEALL , AT
SageMaker fF Al EHERMBRNESH , HFEH GetEventPrediction API £EREREFM, E
HNGetEventPredictioni&ERM —EB4 , Amazon Fraud Detector i F #&#) SageMaker A TE#E
Kin T RN LERBZEGEHAN,

& B LU¥ Amazon Fraud Detector Bt E 9 F{ENGetEventPredictioniER—H 9 KIENEHEE
B, MRBEREEASHETE  NXTRMER AKEMR. Amazon Fraud Detector {5 A LR F BN E
HEZERRNIFA SageMaker Al BinTT RFTENBM AT RN, HF , B AL SageMaker Al FHE
BB R ERERNER—Z2 KA ByteBuffer, GetEventPrediction

Amazon Fraud Detector X35& AfE/H JSON = CSV #H AKX LUK JSON 5 CSV #HiHE&
SageMaker B A TEREE %, XI3FH SageMaker Al B % RHIEHE XGBoost Linear Learner
Random Cut Forest,

£S5 A SageMaker Al 22 A F Python (Boto3) K AWS SDK

ES A ASageMaker | #8 | E A PutExternalModel APl, LA RHIERIE SageMaker Al KimTr
KRsagemaker-transaction-modelB#E , & FInServiceRASHFEH XGBoost &t

MARBEEHEASE4TERWEEEMA (RBuseEventVariables ATRUE ) . 0

B XGBoost EEZE CSV #i A , M#w AKX A TEXT_CSV, csvinputTemplate 18 E IR IE/E
HNGetEventPredictioni®RM —Eo KIAMNEEME CSV A, LRHIBRRECKCUIETE
Eorder_amtprev_amt, hist_amt#payment_type,
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BB S TE SageMaker A TEREE R MM NES |, HIFMHERA CSV RS E| Amazon Fraud
Detector ZEsagemaker_output_score, BEZEXKE , BNUEMRN FEABMHEEE,

® Note

SageMaker Al £ 25 i i AR SY 275 B RV X 2 EXTERNAL_MODEL_SCORE, #&TEFERA
TEEERHFHAEPURXETE, AHNEREERS ANKTARE].

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_external_model (
modelSource = 'SAGEMAKER',

modelEndpoint = 'sagemaker-transaction-model’,
invokeModelEndpointRoleArn = 'your_SagemakerExecutionRole_arn',
inputConfiguration = {

'useEventVariables' : True,

'eventTypeName' : 'sample_transaction',

'format' : 'TEXT_CSV',

'csvInputTemplate' : '{{order_amt}}, {{prev_amt}}, {{hist_amt}}, {{payment_type}}'
.
outputConfiguration = {

'format' : 'TEXT_CSV',

'csvIndexToVariableMap' : {

'Q' : 'sagemaker_output_score'
}

+

modelEndpointStatus = "'ASSOCIATED'
)

i B AR 20 = 45 B pig A

& AT R Amazon Fraud Detector FHIE R FERRA | GIIRR CINIRSHEN SRR, 2 &1 BR
ERR | Amazon Fraud Detector £ K AMBRIZER | H HEIBF AR BEEFEME Amazon Fraud Detector
i,

R Amazon SageMaker Al IRE EHMBRMRA TR , LA SUFEMIBR, BBk SageMaker A TE&E
BERSNHEE Amazon Fraud Detector B FFiE$# |, {BiZ1EH £ SageMaker A TEREHR AT A,
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i BRAR 2L R A

B BEMIBRReady to deployRANMIREIRAR, EFERRAMNERACTIVENReady to
deployR% , BEUHIRB ZEERA,

1. &% AWS BEEEHA HE https://console.aws.amazon.com/frauddetector £ 3TF Amazon
Fraud Detector 2 &l &

2. 7& Amazon Fraud Detector #Z2HI BN AN SMBEHRF | EEFERE,
3. EBRTESEMMRNERRAMNIELR,

4, EREMRABERRRE,

5. EEREBRE , REEEMER.

6. MABREREEN , REEERRERRE,

HUH B8 B 1R B hRR A<

BT EBUHER B4 MBS hRAS ( ACTIVE, INACTIVE, DRAFT ) EEFERAMNERRA, Eitt , EH
SHEBBR N SRR A EE A MER MR | 1F 5 A B8 AR AN A Il BRiZ AR BL AR AR

1. % Amazon Fraud Detector EHI BN AN SMBERP , EFEE,
2. ERESEIUHIBENEEMANER,

3. BEREMRNERRE,

4, EEBE, RARER BUEBEBERRAK,

E I BRAE R

EMBRER 2/, HBUEMBRAT A R B MR H 512 R B A K ER,

1. % Amazon Fraud Detector ZHI BN AN SMBERP , EFEE,
2. ERERRHERR,

3. EFRRME, AEEEMER.

4. BWMABEEER , AEEFRRED,

BRI D% A SageMaker | &5

1. 7£ Amazon Fraud Detector B #| &AM S EKF |, EFER,
2. EEEBBERH SageMaker Al & H,