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https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awselasticloadbalancingv2.html#awselasticloadbalancingv2-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awselasticloadbalancingv2.html#awselasticloadbalancingv2-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awselasticloadbalancing.html#awselasticloadbalancing-actions-as-permissions
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awselasticloadbalancingv2.html#awselasticloadbalancingv2-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awselasticloadbalancingv2.html#awselasticloadbalancingv2-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awselasticloadbalancing.html#awselasticloadbalancing-resources-for-iam-policies
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awselasticloadbalancing.html#awselasticloadbalancing-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awselasticloadbalancing.html#awselasticloadbalancing-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awselasticloadbalancingv2.html#awselasticloadbalancingv2-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awselasticloadbalancingv2.html#awselasticloadbalancingv2-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awselasticloadbalancing.html#awselasticloadbalancing-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awselasticloadbalancingv2.html#awselasticloadbalancingv2-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awselasticloadbalancing.html#awselasticloadbalancing-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awselasticloadbalancing.html#awselasticloadbalancing-actions-as-permissions
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- elasticloadbalancing:ResourceTag k44

elasticloadbalancing:ListenerProtocol sk

elasticloadbalancing:ListenerProtocol ZMHEAATENAICIBRMFEANMAITIRERNZ
. ZRMERTRARFARGER,. WEARSERNLANTOER. A TREISLIRGE

API i 7 2015-12-01

* CreatelListener

* ModifylListener

API hixZ 2012-06-01

» CreateLoadBalancer

» CreateLoadBalancerListeners

LT RAIKBERBAFAENARFARYESRNMTEER HTTPS MY , REMEZRAHR G EFHM
W28k % TLS i,

JSON

"Version":"2012-10-17",
"Statement": {

"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelListener",
"elasticloadbalancing:ModifyListener"

]I

"Resource": "*",

"Condition": {

"ForAnyValue:StringEquals": {
"elasticloadbalancing:ListenerProtocol": [
"HTTPS",
"TLS"
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}

EREAMNHESRN  ATUELMIRFEES MRS, Eit , CHEBSAEAZELTY
8, M TRBIAR.

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelLoadBalancer",
"elasticloadbalancing:CreatelLoadBalancexListenexs"

1,

"Resource": "*",

"Condition": {

"ForAnyValue:StringEquals": {
"elasticloadbalancing:ListenerProtocol": [
"TCP",
"HTTP",
"HTTPS"

elasticloadbalancing:SecurityPolicy k44

elasticloadbalancing:SecurityPolicy ZHRTATENLMBEHHITARIEHE LWEFER
2RBAFRY. ZRBEATNARFARIOHESR. NMEAS9ESENLB/ATRTESE. U TREXE
[l Qs I

API iz 7 2015-12-01

* CreatelListenerx
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* ModifylListener

API i 7 2012-06-01

* CreatelLoadBalancerPolicy

 SetLoadBalancerPoliciesOfListener

UTROIRBERAFAENARFASRSERNMNEABOEREREENRZREREZ—

JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreatelListenex",
"elasticloadbalancing:ModifyListenexr"
]I
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"elasticloadbalancing:SecurityPolicy": [
"ELBSecurityPolicy-TLS13-1-2-2021-06",
"ELBSecurityPolicy-TLS13-1-2-Res-2021-06",
"ELBSEcurityPolicy-TLS13-1-1-2021-06"

elasticloadbalancing:Scheme %44

elasticloadbalancing:Scheme &4 A AT & X ECIE AT H 25 HI B 7] UL R Wi 75 RV %
., ZEBEATRARRFARIGESE. NEARHSEHSNLABATEESE, ATREIFIFM4E
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API hix7x 2015-12-01

» CreateLoadBalancer

API i 7 2012-06-01

* CreatelLoadBalancer

LT ROIKBEERAFAEARSER[REREEN TR,

JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "elasticloadbalancing:CreatelLoadBalancer",
"Resource": "*",
"Condition": {
"StringEquals": {
"elasticloadbalancing:Scheme": "internal"

}

elasticloadbalancing:SecurityGroup 5@

/A Important
Elastic Load Balancing #Z Z£AMNMEAEFERX. IDsER , FEAEAEINTX D KN
EMNZHZER , i StringEqualsIgnoreCase,

elasticloadbalancing:SecurityGroup MR AATE LWL R LAH R LUNA T AEKTEHEN
. ZREERTNARFRAROESR. WEMBIHSINLANTTESE. UATREXFEHEZHS
B .
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API hix7x 2015-12-01

» CreateLoadBalancer

* SetSecurityGroups

API ik 7~ 2012-06-01

e CreateLoadBalancer

* ApplySecurityGroupsTolLoadBalancer

LT RBIKBERAFAEAEEEREREENT2EZ—.

"Version": "2012-10-17",
"Statement": {

"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelLoadBalancer",
"elasticloadbalancing:SetSecurityGroup"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEqualsIgnoreCase": {

"elasticloadbalancing:SecurityGroup": [
"sg-51530134",
"sg-51530144",
"sg-51530139"

iy

elasticloadbalancing:Subnet 44

/A Important

Elastic Load Balancing #Z FMWIE XAEFXR. IDsfER , FRREAEINFAXD K NE
WM ZER |, 130 StringEqualsIgnoreCase,
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elasticloadbalancing:Subnet &M@ 7 AT E X ] LAGI 2 BRLE 7 W H 15 H i 2 AR 9 B3R /Y
S, ZRBERATNRAERARGESE. MEAEEESE. MXxARBEEENLBNTEERE. UT
BEZFHEEE

API i 2015-12-01

* CreatelLoadBalancer

e SetSubnets

API hix 7 2012-06-01

* CreateLoadBalancer

e AttachLoadBalancerToSubnets

LT ROIKBEERAFAEARSEREREEN Tz —

JSON

"Version":"2012-10-17",
"Statement": {

"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelLoadBalancer",
"elasticloadbalancing:SetSubnets"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEqualsIgnoreCase": {

"elasticloadbalancing:Subnet": [
"subnet-01234567890abcdef",
"subnet-01234567890abcdeg "
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elasticloadbalancing:ResourceTag &4 5

elasticloadbalancing:ResourceTag/keys&#4$E T Elastic Load Balancing, FTEZR#&R#E
T &HR,

ACLs 7£ Elastic Load Balanc
%3 ACLs : &

TREFIFIR (ACLs) 2HMLERFTEA (KFKA. APRA® ) BNBRER, ACLs SETHIRM
REERL , RETAEEA JSON IR,

B & Elastic Load Balancing 89 ABAC
X% ABAC ( RBEHPWHE ) : B

ETREMENERNRES (ABAC ) B—HREKE |, ZRBEETHNIRENEMERE URR, ErIEL
FHRZEMINE] IAM SEER AWS IR , RE1RIT ABAC REUATEZERANGEERIR LHRET
B B BE1T R4

EETHREEHGER , BEEMFEA aws :ResourceTag/key-nameaws :RequestTag/key-name
aws:TagKeys RHFRBERBNZUHTEFREFZER.

MRENMRSH TEMRBRREBIEMEX =/ FEE , WNTIZES , ZENR. BRENRSFNX
NTHDERREISMBEX=&M4R , NZENTD.

BEX ABACHEZEE , 2R (IAM AFERE) RWEA ABAC BIUE YR, EEFIRE ABAC
SHRNHE , B3R (AM AP ER) PHEAETEMNIHRINRES] (ABAC) .

FF i B 4% UE S Elastic Load Balancing Bt & & F
X FIREEIL : 2

IS EHE BRI AWS BRNEHIHRNIE , A ERESERAKS SOV ACR B IEN.
AWS BiIZHIBERIGEFHES K MAREAKBHEZRA. BXEZER , H2H (AM BFE
) 1 IAM A IR Z S EIEMER IAM B, AWS RS

Elastic Load Balancing 95 iR 55 & X BR

XEFERBEXE (FAS) 2
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BRIpE2E (FAS) EA B EEAINER AWS IRSS , Bl L AWS BRSS [ TR R HFERNE
Ro BXRAH FAS ERIFHRMEFE , BERERL R LE,

Elastic Load Balancing B RSS A&
YERSAE &/

R AR —TURSEE, KRREWTREN IAM A€, IAM BER AT IAM PO, SR
RIS AR, BXESER , H2H (AM AFEmR) PHEIED AWS RS ZFRNRHA S,

Elastic Load Balancing FIRE <A &
ERSXRKAR . 2

RSHEXRABR - TEEINERS AR, AWS RFBRFIURARREHTRENSE, RSHEX
AEHAEEND AWS IKF |, HEARSAE. IAM EERAIUEEETEREERSXBEABHIR
PR o

BXRAIEHEE Elastic Load Balancing FRFH#HXxABNFMEE. , iH5SH Elastic Load Balancing AR
SHEXAE,

FERIZES TR N EFERNMFRZH Elastic Load Balancing API #XBR

NEAFPECEBRIBEFR N RBERINGE , X TNEEFEANEZE

JRHVIRME (M elasticloadbalancing:CreateloadBalancer B
elasticloadbalancing:CreateTargetGroup ) WiX[R. MRERFVEBBREFEERE , NFE
ZE 1 elasticloadbalancing:AddTags ®RELHFITAANEN , LRIUEAFREERNOIER
B AREHNR. Akt , ARESRESFEH elasticloadbalancing:AddTags BEMNE RN
PR o

£ elasticloadbalancing:AddTags &4EH IAM policy EXH , AIFEA®H Condition &H@
f) elasticloadbalancing:CreateAction ;& , FAIBERNVBERFRIMFRZHNR,

WMTHRESERT — N R, EAFAFCZEEAHEESETRENAEARE, AP TR
FEMIMERE AT EEEFAA elasticloadbalancing:AddTags #4E).

JSON

{
"Version":"2012-10-17",
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"Statement": [

{
"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreateTargetGroup"
]I
"Resource": "*"
}I

{
"Effect": "Allow",

"Action": [
"elasticloadbalancing:AddTags"
1,

"Resource": "*",
"Condition": {
"StringEquals": {
"elasticloadbalancing:CreateAction" : "CreateTargetGroup"

B, TEHNEBATAFUEZARSESAEARIBPNANRE, AREIUREEARAERR (i
IFE%E#EBA elasticloadbalancing:AddTags &),

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreateLoadBalancerx"
1,
"Resource": "*"
3},
{

"Effect": "Allow",
"Action": [
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"elasticloadbalancing:AddTags"
1,

"Resource": "*",
"Condition": {
"StringEquals": {
"elasticloadbalancing:CreateAction" : "CreatelLoadBalancer"

NEAFERRLIBBEPRNA THEN , REFT 21 elasticloadbalancing:AddTags
B, Hit , MRRERFERPIEEEMAFL , WRAECIRERNR (BRELERCERY ) WA
FPREEZMFEMR elasticloadbalancing:AddTags BRENNRE, ER2 , MREAFTERMEH
elasticloadbalancing:AddTags R/EHIIRT IAE QBTSN RIR , WERFEAK.

Elastic Load Balancing RS X< AR

Elastic Load Balancing £ A RS X A KRN e R REBAEM AWS RESFIENNR, BXES
BE , HZH (AM AFER) FHERSHEXAE,

RSEXBERTHNR

o 1 1 5 I 5 F & 1 AWSServiceRoleForElasticLoadBalancing B RS X A ERAREE A HAib
AWS BRZ

AWSServiceRoleForElasticLoadBalancing {§4F elasticloadbalancing.amazonaws.com fRS ¥k
RAZAE,

A e PRKEBE N AWSElasticLoadBalancingServiceRolePolicy, EEF L RIEHNIR , ES5 (AWS
REXRESE) HH AWSElasticLoadBalancingServiceRolePolicy,

ERRSHXAR

BT EF 3612 AWSServiceRoleForElasticLoadBalancing £, Elastic Load Balancing £ & 612
Y ERR E AR A BB AR,

ZE 1L Elastic Load Balancing AP R&KRECIERFSHEXRAE K BUNEEMENR. BEXEZEER , &
2 IAM A FERm PR RS XA R,
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RERSHEXAR

& LAME A 1AM %538 AWSServiceRoleForElasticLoadBalancing B #iid, BEXEZER |, SR
(AM BFiEm) PIRERSHEXABHER,

MERARSS AKX AR

MRTEBFEFEARMEARITE , RIEVUERIER AWSServiceRoleForElasticLoadBalancing.

REERBRKF FHOMEREEERSRE , TREMBRLERSEXAR, AWS XTERETLTE MR
HEENABIIEERANRE. BXEZEE , HZSHMIER Application Load Balancer, filBg Network
Load Balancer ffilBREZ A EITHIER .

BALAGER IAM #2#1A . IAM CLI 5 IAM AP BIBRIES X AR, BXEZEER , 558 (AM AF
FEr)Y PHMBRIRSHEXAE,

fl Bk AWSServiceRoleForElasticLoadBalancing 2 J& , M A IEFE RS E AT IEEBIBERRA
BoRZAE,

AWS Elastic Load Balancing £ & %K #&

AWS RERBEHYUEMEEAINI R AWS, AWS RERMEEN TS ELABIRMANR , LUE
BRIBFIRAAF, ANBesENR.

FiclE , AWS RERBURTSNENRBERGIR TFTHRENRNE , BAEMNAHME AWS T/ &
M. BRMNBUBEENRETEARINE - EERHRHRE —SRDNR.

BT EEHN AWS HRERBPE LR, MR AWS B AWS HERBPELNNR , MEHLXE
HiZREATXBNFTEZERASH (AP, ANBE ). AWS BREAREERIFHN API HIERS A
LAER#T AWS RS B9 AP IR4ERTEE T AWS HEE R,

BREZER , F5H (AM AFER) B AWS £E XK.

AWS FEE KB : AWSElasticLoadBalancingClassicServiceRolePolicy

% EK#E$E Elastic Load Balancing ( Classic Load Balance ) {XREF A H it AWS BREFFENFTER
R, RESHEXBBEMEEN., FATMENAE , BFRMLFEFHR Elastic Load Balancing X &R &5 &K
BREFMBENNR, BTEEMM, 28, SRR,

EEFRRBINR , SR (AWS REXRKSZE) Bl

AWSElasticLoadBalancingClassicServiceRolePolicy,

AWS EE XK 33
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RAriEmE

AWS IEE XKL : AWSElasticLoadBalancingServiceRolePolicy

KBS 2 E Elastic Load Balancing X R&ERA EH M AWS BREZFIENFIENRER. REHEXABETE
EX, FRAMENAE B LF R Elastic Load Balancing KRBT RIREFTENNR, BT ARE

Bftn, 8. 1SRRI R,

EERHRBHINR , F2H (AWS REXERKSE) 1
AWSE lasticLoadBalancingServiceRolePolicy.,

AWS IEE XK : ElasticLoadBalancingFullAccess

ZEREE L F A P 522151 Elastic Load Balancing BRSS , H &Y AWS BB H| & BRHIT5 B RS

EEFHREHNR , 25 (AWS EEXKKESZE) M ElasticLoadBalancingFullAccess,

AWS £E KB : ElasticLoadBalancingReadOnly

IR BEIREXS Elastic Load Balancing 48 5% IR Z5#9 R iz 1/ &) 1% R

EEFHERBHNR , H5H (AWS REX KK SE) MW ElasticLoadBalancingReadOnly,

Elastic Load Balancing T AWS T 1T & KB

EEBHZRSFHRIBERXEEWREIR | Elastic Load Balancing AWS £ EXRBEFHFNIFAEE.

B

ElasticLoadBalancingFullAcc

ess — XTIV E M) B H

AWSElasticLoadBala
ncingServiceRolePolicy — 31 E
BERBHNEN

AWSElasticLoadBala
ncingServiceRolePolicy — 31

B R EEHY E AT

ElasticLoadBalancingFullAcc

ess — XIHE HHE B R

DU
NI T 1E 0 A B UEH [R] R T 402 v A X A9 AR

#lec2:DescribeAvailityZones #1E,

R IN T 72 A K UE HA (B 3R T 4R W] A (X AR
Hec2:DescribeAvailityZones #&E.

®INT ec2:AllocateIpamPoolCidr #
¥, UERFM IPAM it 5B CIDR ZIEHR AN
BR o

¥INT arc-zonal-shift:* B4 6 UEF
Xu A XEBRENNER.

B #

2026%2H23
H

2025 11 A
21 H

2025 F 2 A
17 H

2023 11 A
28 H

AWS REFKH

34
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EK DU SpG

ElasticLoadBalancingReadOnl  #in7T T3l##E , UARFXARAXEBEMEN 2023 £ 11 B
y — X E R H E PR : arc-zonal-shift:GetManagedR 28 H
esource , arc-zonal-shift:Li

stManagedResources M arc-zonal-
shift:ListZonalShifts .

AWSElasticLoadBala #EHNT ec2:DescribeVpcPeeringConne 2021 10 A
ncingServiceRolePolicy — X ctions & , MR FXNEEZMBNNE. 11 H
BRI ER

ElasticLoadBalancingFullAcc #iNT ec2:DescribeVpcPeeringConne 2021 £ 10 A
ess — W B KA EH ctions B, URFNEFEEMENNR, 11 H

ElasticLoadBalancingFullAcc TRt M A B R < IR S BV T2 15 [RI A 2018 £ 9 A
ess : ¥RHE BR o 20 B

ElasticLoadBalancingReadOnl  32f%3XY Elastic Load Balancing M#EXBRESMWA 2018 €9 A
y : HTERE BEiAE, 20 H

Elastic Load Balancing FF###R  Elastic Load Balancing FFiRIRERE AWS & 2018 £ 9 A
ERE X RENER, 20 H

Elastic Load Balancing #9& #1436 1F

ETHREERTRESHITNNER , BZHAWS RS “BaR It XX 2EE"" , RFEFERN
BHEMITR. AWS RS AXx—KREE , BSHAWS EMITHAWS,

BAUEATRE=LFIHRE AWS Artifacte. BXEZER , BEHEHTH "THIRS" FH " AWS
Artifact,

BHEMER AWS RS TN EATAEBUR T ENBRENHBME, RLOTANENBRUARERNERNE
M. AXREBEEANNEARENESEE AWS S , FSRAWS &,
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Elastic Load Balancing = K9 ¥ FE 1% & &E

AWS £ IRERIRIERE LS AWS XEMTAXEEN, SKERH‘SMEYE L3 AfRERN T

X K XETAXKBEIEREK, FHESATRESHNEGERE . AIRATAK , B LRI MERE
EAAXzBEZPHEEHEAREEBNNARFNRERE. SEENENHSMREFOEMIRE
Mt , TRAXERESHN I AN, FERIMATY B,

BX AWS XEMATAXNESFEE , BSHAWS £ REM .

Bk AWS £ EREMIZ SN |, Elastic Load Balancing i 32 £ LA R ThaE R T i R R B dE s 4

s E—NMHENMNTAXFHNZNEFZ B2 EEARE,

- A LL AWS Global Accelerator SR AREFAEBEREESFER , E— I NS IMXEBHSMAES
ERZBTEEARE. AWS BEXEZEE , i5ZLAWS Global Accelerator FF & A R 38/,

« Amazon ECS &8 EC2 EHIEFHF LiE1T. FLLFEE Docker B &R LA Amazon ECS
BREEENFEANSEIEREEFTHNRFSZESEEARE. BXESZEEL , HZH Amazon
Elastic Container Service Jr & A R 1E&,

Elastic Load Balancing RV E AL £ 4

ER —BEE RS |, Elastic Load Balancin AWS g 2R £ IKNE R LRI, Bx AWS ZLRF L
Rf AWS RIF EMIZENER , BSHAWS %2, EfAEMERZSNRESZERRIZITEN
AWS ®3E | 5SS AWS ecurity Pillar Well-Architected Fram ework F Y E R R -

IBAILAER AWS E A API B8] Elastic Load Balancing, & F A HUAT A

= .

- RBEREMDIL (TLS ) o HMNERMEH TLS 1.2, BIWUEEA TLS 1.3,

- BEERZLMEEIRE (PFS) WHBWEEHL |, 4120 DHE ( 16t Diffie-Hellman ) 5, ECDHE ( IS &4 &
£ Diffie-Hellman ) o XZ¥IMAKRSE (W Java7 RESRAR ) BXFXLEER,

SRR

ERFAR (VPC) RUT AWS ZHhEACHEEREXEPHNELME, FM=E VPC 1Y IP it
SEE. HEeIRAEHESRN , TUNABEERTREE - IS TN, EALE VPC HTFMHF
#RE EC2 LA HEEMEEN BT/, BX VPC MFMBNESZESR , 555 Amazon VPC A
FiEr.

e RE 36
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LB VPC ROl Z MG ERRN , EAIEM Internet , LA SAE BN ER, MERA BB EAR AIER A
BERAgERAX AFHBERG VPC EF L RNRNEF ik,

BN REBEEREALE P i@ EEMBERRIEER. Bt , ENEHFRTEERLE P byt |, B
AERCR B A E R ER.

EfHFE IP it M VPC A Elastic Load Balancing API , i&{#H AWS PrivateLink, HXE %15
B, B3 FRENw KR Elastic Load Balancing ( AWS PrivateLink ) o

122 05 P 48 e =

HIEEANBSERN , FERERUTRICRRF NERE

- FAZEMTSHEIFEFHNASOEHSRZENMEEE. Application Load Balancer X # HTTPS
fiiT88. Network Load Balancer ¥ TLS W88, SLHMAFIHERENIF HTTPS M TLS T
2o BADMNENARTERNTNENLZEREFIEE , EECHNARFIFNEBESHNDIUR
K, O LAEA AWS Certificate Manager (ACM) 2 AWS Identity and Access Management (IAM)
REBEARSER L LZROBRFSI|IER. BUURARSHFBHIER (SNI) i , FAENZEMIT
BABANLZLEMERERS. YEFSIRSF[IEBEZLMTESRXEKEN , 2B NEHARTESR
J5 A SNl

- BLi& Application Load Balancer MIZ B H Izt Z LA , MNEZREBERFHHNRE. X
el AFEMFERREOD EAFREBEFENAEREUR RO EFiHNHIERE,

- REW Amazon EC2 LHIEBR LA , FHMNESREATIERNRE, XELLHXTEMY
BHEOMETRIRER O LAFRBARIERNALRE.

- BLEEH Application Load Balancer , MBS S REFHIFALNAEFHLEHNAFRH#HITEHR
if, BXxEZER , 55 R Application Load Balancer 3 i P # 1T & Wi,

- ¥ AWS WAF & Application Load Balancer && £ , 1R#E Web 1A E12 &5« (Web ACL) REIM
M PR LR R,

{ F3#2 O 3% = 159 Elastic Load Balancing ( AWS PrivateLink )

A LUEN 12 0 VPC 4% & 1E Virtual Private Cloud (VPC) & Elastic Load Balancing API
ZEEYIEERE, SAUEALLEZM VPC 1A Elastic Load Balancing API , i & & & B BN
M><. NAT 3=k VPN EZK MBS VPC, KinT REMRTSATLURNERE AFI9EHEN
2015-12-01 W #1 2012-06-01 KX Elastic Load Balancing APl ] 5. AI¥ RiEE,

0 VPC KixT = H AWS PrivateLinkiZZhsEi2 X 3F |, ZWERF BN ARERF 2 E AWS RS fE
BAE IP ut#HTEE. BEXEZEERE , 5 AWS PrivateLink,
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{
"Statement": [
{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": "*"
b
{
"Action": "elasticloadbalancing:CreatelLoadBalancer",
"Effect": "Deny",
"Resource": "*",
"Principal": "*"
}
]
}

4 Elastic Load Balancing #1221 04 ¥ & 38


https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html

Elastic Load Balancing ArfEm

BREZEER , 5 (AWS PrivateLink 35EI) #9582 SR 42 3 AR 55 A9 13 [R1 AL PR o

4 Elastic Load Balancing #12 VPC 435 SR EE 39


https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html

Elastic Load Balancing ArfEm

s AEEE API IERTR

Elastic Load Balancing 2B ES /N XERHENF/N AWS IKF 8 APIER, X271 THBRSRS
MERER AT A, FHRTBAXNBEMEARIEE API HERTLEBIATFNHEK API ERREH, TiLE
BAAZERAREER APIER (fl0 , BRABRFRE=ZANARRF ) , API ERIZERRHHS
R, AWS EE#EHIA

MRE R EASEE APl WTRERS , BF2UWE| ThrottlingException &ixfXEBH Rate
exceeded fHiRE L.

BUSMIFER  UNBHLET R BXEZER , FEREN, EHMEEARZ, MRLER ™
ERRE , ATBERR AWS i DB IS AP FRABRMNBENBRER, SIRAME
BIiPfhE, X URKERSHRERFCENBMRE , LRSS & A S AN A 88,

anqal v A TR

MR ER T EFEREERE API TR, FRLEE , ENKFRE I ESERERE
MTENEER. FERBTHSTHEEEAREEEE—VHTRRE,

M ABIIERERE AP R1E, ELB API IRA 2 XIFUTRBENAZIGESR | NABRFAREE
27, MENBITE|/NMRATIGERR. ELB API x4 1 XFLHAFHEIHR. 84 ELB API RA#H
REHCHWFRBNTHE,

&R EE A Elastic Load Balancing API B iRSS , il 5k EC2, W 5i# ECS. Amazon A EC2 uto
Scaling , # B AWS CloudFormation i HENIKF REF#ER. XERFFIXERLEERBTINS
8

15 SRR 2= PR

EABERERREN , BREN API EREUBLZITR, ERHNEMNERBMNF4E R+ BB
— N EhE. Bl FEER API BENTHFHEREN 40 Mo, EE-—VARKZSTULRE 40
Describe* iR, MREBE—WHHNKLH Describe* BHXRET 40 I, MLETR , BRHEZPA
FIRNBFRFL KM

EHRBAQLVEENREENER, IRFHEENBSERTHERARE , ISV AT —ERENTSIERIED
ZEEE  EERIERARENL, IREECHIERRFEBER , IXESEEEER. FH8
PN TSHEBETREEIERARE, 60, FER AP BENFEEBBIEN 40 NohE , EEERERE
101N ShE, MREE—DHALE 40 1 DescribeLoadBalancers &R , Z# 1 F A S R

WA LA R 40


https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://en.wikipedia.org/wiki/Token_bucket

Elastic Load Balancing ArfEm

HEEFE (0) ., RNIEBPV 10N THNZEEEEREZFMEE , EEXE 40 M SHNZARENLE,
Hit , IRELBEZBEREEMER , N EFEHETE 4 DI LI EKARE,

BERELEFHBTLIER T ERZR LR AP 1ER, SUUETERMEFEBNENRERAXL S,
MRENAEREESHE  FERBRTRBIRARE,

FIEREAHEE AP REBRER -NMKF RN TRES . IR RN FEBHETERN 40 M5
&, BEERRFER 10 MERTHE,

BERTHEFHEANTEEEEER

AP RAES B T RBIRZIGE REERS. S1LHEESHRM,

%3

. BRI ATOR, BRDMRARG AP BRI, HIFERAEAERIDLN I RRIE
APIRME, HERIENTRBAET R AP RIE,

. FERBME  ATRRABAXLIRG APHRIE, I3 AP RIEBRRERBH AP HHBH,
. RRBELRAE  TRNARK. HEARBSNERE AP B, HERENTRBHLERR
(EBIE. HARAEN TR T LT FIR A,

« SERIRAE © TOTMEULE B4R AP RYE. B3 AP RIEN TR Y F R RRE,

« RDREE WX APIRERABMUNTHEEFEBTENEETRE | BIERARE T LREMWRFITR
FHITN

TRERTHERNBERTEFERBNMATENEEREE,

K3 ELBvV2 1738 ELBv1 1738 wER EEERE
BrE R(B
¥)
RERRER CreateloadBalancer , CreateloadBalancer 10 021
SetSubnets , AttachLoadBalancer
ToSubnets , DetachLoa
dBalancerFromSubne
ts , EnableAva
ilabilityZonesForlL
oadBalancer

ERSMERRNARS BRRE 4



Elastic Load Balancing

RAriEmE

K3

S

ELBV2 173

RegisterTargets ,
DeregisterTargets

DescribeAccountLim
its , DescribeC
apacityReservation

,DescribelListenerAt
tributes , Describel

istenerCertificate

s ,Describelisteners ,

DescribeloadBalanc
erAttributes
DescribeloadBalanc
ers ,DescribeRules
DescribeSSLPolicie
s ,DescribeTags ,
DescribeTargetGrou
pAttributes ,
DescribeTargetGrou
ps ,DescribeT
argetHealth

ELBv1 173

DisableAvailabilit
yZonesForLoadBalan
cer

RegisterInstancesW
ithLoadBalancer
DeregisterInstance
sFromLoadBalancer

Describe*

T &

e

40

EBCBES
R(#
®)

10

BERTEEHBNAREEEEERR

42



Elastic Load Balancing

RAriEmE

K3

TR

TRERTARDXNBRTEEERIMATENTERE,

ELBV2 1730

ELBV2 173

AddListenerCertifi
cates , AddTags,
CreatelListener ,
CreateRule , CreateTar
getGroup , Deletelis
tener ,Deleteloa

, DeleteRul
e ,DeleteTargetGroup ,

dBalancer

ModifyCapacityRese
rvation , ModifyIpP
ools ,ModifylListener
ModifylListenerAttr
ibutes , ModifylLoa
dBalancerAttribute

s , ModifyRule
ModifyTargetGroup |,
ModifyTargetGroupA
ttributes
tenerCertificates ,

, RemovelLis

RemoveTags , SetIpAddr
essType , SetRulePr
iorities , SetSecuri
tyGroups

CreateTrustStore

AddTrustStoreRevocations

DeleteSharedTrustStoreAssoc

T &

=R

ELBv1 173

AddTags, ApplySecu 20
rityGroupsTolLoadBa
lancer , Configure
HealthCheck ,
CreateAppCookieSti
ckinessPolicy
CreatelLbCookieStic
kinessPolicy |,
CreatelLoadBalancer
Listener , CreatelLoa
dBalancerPolicy
Delete*, ModifylLoa
dBalancerAttribute
s , RemoveTags ,
SetlLoadBalancer*

ELBv2

10 0.2¢

10 021

& 4
=~
a5

w

ERA B RBNA RS EREF

43



Elastic Load Balancing

RAriEmE

ELBV2 173

iation ,DeleteTrustStore , ModifyTru
stStore , RemoveTrustStoreRe

vocations

GetResourcePolicy , GetTrustS
toreCaCertificatesBundle
GetTrustStoreRevocationContent

DescribeTrustStoreAssociations
DescribeTrustStoreRevocations

DescribeTrustStores

FHERE
20
40

TP EERRREFE/LVHTRER — N TEBN T,

B2 APl R

A LAME R AWS CloudTrail &%

Fi2 % Elastic Load Balancing #J APl A AWS CloudTrail,

10

fY Elastic Load Balancing APl iR, BXEZER , F2H &

Y42 APIER

44



Elastic Load Balancing ArfEm

TR EMERBRRE PR EREEEAE

L {&{F A Elastic Load Balancing i , I SEEMN AWS KR RFEARERTERXRB, EFXLE
RBEPTETHRABOERNRANEAER, BRNEEXHNFRILEEAEXREE,

BREBEER , 2 M Elastic Load Balancing E4to

TRIETREMEARRIRE P HAN B ERIERE. BN PINBAREERTELN
(LCU) . BHAEHERKEBEX LCU WMEKE L, BXABSHARGERKENER , ESH
Elastic Load Balancing E#t. LCUs BXKEMERAFRIREPEANXFRBIIR , HSH AWS
Region billing codes.

S V7 -l

NARFAEESESR
KB i 87 LX)
region-LoadBala E1TAYE Hours
ncerUsage
region-LCUUsage — LCUs F#, LCU
region-IdleProv B2 LCUs REEXREA, LCU
isionedLB
Capacity
region-TS-LoadB @ TLS EAEEFHEETE, Hours
alancerUsage
region-0Outposts £ Outposts Li=1THYAT[E], Hours
-LoadBala
ncerUsage
region-0Outposts £ Outposts £ LCUs ERAH, LCU
-LCUUsage
region-Reserved LCUs R, LCU
LCUUsage

B AREF MRS 45


https://aws.amazon.com/elasticloadbalancing/pricing/
https://aws.amazon.com/elasticloadbalancing/pricing/
https://docs.aws.amazon.com/global-infrastructure/latest/regions/aws-region-billing-codes.html
https://docs.aws.amazon.com/global-infrastructure/latest/regions/aws-region-billing-codes.html

Elastic Load Balancing

RAriEmE

P 4% A S D Bs

(8T

region-LoadBala
ncerUsage

region-LCUUsage

i BA

EATEYHE

— LCUs F#.

Gateway Load Balancer

(8T

region-LoadBala
ncerUsage

region-LCUUsage

Z H R

(8T

region-LoadBala
ncerUsage

region-DataProc
essing-Bytes

region-IdleProv
isionedLB
Capacity

458

1= TR A,

— LCUs ?E’Jo

558

1= 1TRF A .

EAENBIEE,

E LCUs fREEREM.

B

Hours

LCU

By

Hours

LCU

By

Hours

GB

LCU

4% SR 15 1 2R

46



Elastic Load Balancing ArfEm

{# 312 5% Elastic Load Balancing #J API i@ AWS
CloudTrall

Elastic Load Balancing & AWS CloudTrail —TRF &R , ZRFRER . ABEH AWS RS AT
TREMIER, CloudTrail ¥ Elastic Load Balancing 9 APl A #R N EH. HRNWIARIIER
EHEA AWS BB 4 A LUKEX Elastic Load Balancing APl 2K BIRA, FRKENER
CloudTrail , BRI LAHXE [ Elastic Load Balancing & HEViER, X HiERE IP that, & HiFRAVETE
UREMIFEAER,

BN EAS AXEZEBEEEXRENBERNARGE. SOGEEHTEBEUTARS :
- BREFARAFKIERAFPEILA LN,

« HREABNE IAM Identity Center AF & H,

- BREEAACERKEAFNIGRN ZEEU R HN,

- ERERXHHEM AWS RS K.

CloudTrail ZEZ8IZ2IKF AWS K~ BRFEEIK P P T5ESNRES , FEEB3 A LAEE CloudTrail
SEAE IR, CloudTrail E4AFIEREMTHE 0 RARRKNEBEHNWIES, AJER. o
THATAENIER. AWS KIBEXREZEL , 2 H (AWS CloudTrail AFERE) +#9 “EH
CloudTrail EHAEIEE". BEFEFHFHLIEFT CloudTrail iBERFE A,

BREICFEK AWS IKF F & 90 RN EH |, FIRRER CloudTrailLake B4 #iE 7M.

CloudTrail &

IRER A 1F CloudTrail N B EX4H4£ 5 2] Amazon S3 7@, FAIENFIERE AWS EE4

B BRSXEN, BOULUBEIFER AWS CLISIESE XIGZXIFRER, BitIESXERE ,

RIETA IR AWS X8 FIFTEES . RSB EXIFGRE , M RALEF RN AWS X
HAIERNEH. BRBENESZER , H5H (AWS CloudTrail AFER) N ER AWS Ik
FRIZEREMAALDBERE,

BNGIRRE , SRR EERTHNEERSHMN — N EISMEIEREM Amazon S3 1FE4E |
B & UKHY Amazon S3 Zf# %t . CloudTrail H3% CloudTrail EMHEZELE , HSHEAWS
CloudTrail Efte B3 Amazon S3 EMNMWEER , 55 Amazon S3 EM,

47


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/

Elastic Load Balancing ArfEm

CloudTrail #5854 = 7

CloudTrail LQ@ ak e AT BEMNEHEZTET SQL WEf, CloudTrail Lake FETFITH
JSON BB EHHEMRAN Apache ORC B, ORC B — T X RIEL RBITFHATLALAIFI
FHER. BHERREIE4BEERET  cRETEEINASHSEHEREERNRMN
TATHNEHES, NATSHREFHENERSATRIMESHSEFEEHAIHEER. B
X CloudTrail Lake WEZE L , 509 (AWS CloudTrail AFER) H# “F/H AWS CloudTrail
Lake”,

CloudTrail #AEHHEF#NEHNLSTERA, ESHBUEEMEN , B UERERTEHK
BEEOEMET, EMETURE T BRMNEEEHNRE  UREHBREEEFNRIANZEKRE
#l, B> CloudTrail EMWEZEER , HSHEAWS CloudTrail BT

1 #Y Elastic Load Balancing ¥ %4 CloudTrail

EEEHREERNINERMITHEER/ENEE AWS K/, XEdFHNEFIERIEE. BRIAER
T, CloudTrail i REBEEEH,

Elastic Load Balancing 2SI HRIFEIZZNEEEH., BXREHERBENTIEK , BSHRUTR

<

=

- RARRFAEHEESF — Elastic Load Balancing APl ZZ jx4s 2015-12-01
- MK MFIYE ST — Elastic Load Balancing APl & 4 2015-12-01
- WX EHYE ST — Elastic Load Balancing APl ZZ& ki 2015-12-01
- Z B 519# 38 — Elastic Load Balancing APl 2Z RZ 2012-06-01

Elastic Load Balancing B4 R4l

SHRRKRBEMRENEMNER , SEBRAFERG AP EE, RENBHNEE, ERSHBEFDH
{55, CloudTrail BEEXHARAH AP HRANAFHERRE , ALEHT2BREMBERT LI,

LR RBIE R T 612 08039138 R e (2 A M BR S 819 %7 25 9 A 7 Pir Cloud Trail X £ E 4+ AWS CLI,
A BAE R userAgent JTEFRIR CLl, AIfEA eventName TRIFRERMN API A, BXAF
(Alice) S 2 A 1E userIdentity TEFHKE,

Example’Rfl 1 : CreateLoadBalancer 3k B ELBv2 API

{

F1#Y Elastic Load Balancing B2 ZE# CloudTrail 48


https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/

Elastic Load Balancing ArfEm

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principallId": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
},
"eventTime": "2016-04-01T15:31:4872",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "CreatelLoadBalancer",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"subnets": ["subnet-8360a9%e7","subnet-b7d581c0"],
"securityGroups": ["sg-5943793c"],
"name": "my-load-balancer",
"scheme": "internet-facing"
},
"responseElements": {
"loadBalancers":[{
"type": "application",
"loadBalancerName": "my-load-balancer",
"vpcId": "vpc-3ac@fb5f",
"securityGroups": ["sg-5943793c"],
"state": {"code":"provisioning"},
"availabilityZones": [
{"subnetId":"subnet-8360a9%9e7", "zoneName":"us-west-2a"},
{"subnetId":"subnet-b7d581c@", "zoneName" :"us-west-2b"}
1,
"dNSName": "my-load-balancer-1836718677.us-west-2.elb.amazonaws.com",
"canonicalHostedZoneId": "Z2P7@J7HTTTPLU",
"createdTime": "Apr 11, 2016 5:23:50 PM",
"loadBalancerArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:1oadbalancer/app/my-load-balancer/ffcddacel759e1do",
"scheme": "internet-facing"
1]
.
"requestID": "b9960276-b9b2-11e3-8al3-fleflEXAMPLE",
"eventID": "6f4ab5bd-2daa-4d00-bels-d92efEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-12-01",
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"recipientAccountId": "123456789012"

Example’~fil 2 : DeleteLoadBalancer 3k B ELBv2 API

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalld": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"
I
"eventTime": "2016-04-01T15:31:48Z7",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "DeletelLoadBalancer",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"loadBalancerArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:1oadbalancer/app/my-load-balancer/ffcddacel759e1d@"
I
"responseElements": null,
"requestID": "349598b3-000e-11e6-a82b-298133eEXAMPLE",
"eventID": "75e81c95-4012-421f-a@cf-babdaEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-12-01",
"recipientAccountId": "123456789012"

Example’R#l 3 : CreatelLoadBalancer 3k B 3% {4+ f1 £ 9% API

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAJDPLRKLG7UEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"userName": "Alice"
.
"eventTime": "2016-04-01T15:31:48Z7",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "CreatelLoadBalancer",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"subnets": ["subnet-12345678","subnet-76543210"],
"loadBalancerName": "my-load-balancer",
"listeners": [{
"protocol": "HTTP",
"loadBalancerPort": 80,
"instanceProtocol": "HTTP",
"instancePort": 80
1]
.
"responseElements": {
"dNSName": "my-loadbalancer-1234567890.elb.amazonaws.com"
},
"requestID": "b9960276-b9b2-11e3-8al3-fleflEXAMPLE",
"eventID": "6f4ab5bd-2daa-4d00-bels4-d92efEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2012-06-01",
"recipientAccountId": "123456789012"

Example R4l 4 : DeleteLoadBalancer 3k B 3# it 15159 % API

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAJDPLRKLG7UEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
}
"eventTime": "2016-04-08T12:39:257",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "DeletelLoadBalancer",
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"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"loadBalancerName": "my-load-balancer"
I
"responseElements": null,
"requestID": "f@f17bb6-b9ba-11e3-9b20-999fdEXAMPLE",
"eventID": "4f99f0e8-5cf8-4c30-b6da-3b69fEXAMPLE"
"eventType": "AwsApiCall",
"apiVersion": "2012-06-01",
"recipientAccountId": "123456789012"

£ < CloudTrail FEHAMEELR |, 15251 (AWS CloudTrail BF#E®E) £/ CloudTrail & &R A,
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