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T ARMF R E T E=R ?

MBI E-AHASNTRAXFNSANELR (W0 EC2 K6, B IP itk ) 2B Bz 5 EAEA
HRE, ELEEEEMBERNETRR , AUFREFAIZTRRLRFHNBIR, BERBEE R
EEARERN BN ABIGERETT R, ©ANBENT BRAEEL D THERE.

HUAREE IFUTARGESE  NAEFARIOER. WENEIIIHESR. Gateway Load Balancer
MERNFHHER, BUUERRESHCERNATIHRRE, FEFTICHEMEREITHESE.
BXHMARIERINEZER , F5H NAEFAEI9ESEA/ 8. Gateway Load Balancer A
FPiEEMNKBNAEHEHERAIER.

P 4% T B 3 T 2R 4R

MHHERR TR R —EMS, AERSERES BN (40 Amazon EC2 K41 ) ziE 7 E& A
HRE. XFRENABFNAAM, TUEEHNAHEBER M- RS MR,

MITEREALREN MR OREREFFIRNERER , AEFERERSBREA,

BARAERAEEN DR O SHERBERE - MRS NEEMVEIR (Sl EC2 =61 ) . MBHAEK
B #rEs B X 3F TCP, UDP, TCP_UDP, TLS., QUIC Ml TCP_QUIC i, &A@ Z/N B iRd
FEM—NER. BAUNESNERAEREZTRARE. NAROERWERIAREPIEEN BREAFE
MR B RHITIE TR R E,

BRESER , FSHANTXH
- ESfEs
- fudrER

- B4

P 2% T F 1 i ER BhiR

MERBITERETRREERE (0S| ) BEENFENZRET, EBRTULEREATNMER. AEEE
SENEFIREWERE , SARINRETH BARAFEFB IR, F=EERSREEN IR QRER
RIEEFTIE B FRo

WIB N M EERBATAKXA | Elastic Load Balancing 27 1% Al A X 82 — N 89888 T =,
HABRT , BMAEEEHESETRANEETAXFNEIMERZE T ERE. MRESATEAR

MA R R ERAN .


https://docs.aws.amazon.com/elasticloadbalancing/latest/application/
https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/
https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/

Elastic Load Balancing W & S gk H R

Xazas , e Mgt REEMBEANTARTNEEMERCBSERE, BXRESE
B, BZR EFME RS EHSENTAKX,

ERENABFNAERED , BUUNABSESERASAMNTAX , HARSNBFEAESN N EANT
AXHREDE 1B, flln, MR- ARZSANAEREAETARPEEETRREFNER , RIIEM
DNS FiBRAER 7MY IP ittt , EEMATAXPRARIERTRNITATEREARE. NREFHTR
B5F time-to-live (TTL) , #7E1% IP it A DNS A BRERELZZER , NFERH LK,

NF TCP & , ARBERE TN, R IP #ut, RisO., B4R IP tbut, BFRHwOFM TCP F5
5, EARGFEEZEEBR. KRBT/ RN TCP EREEFTENRIKOMFSE |, ATRESITE
R B4R, BN RME TCP EREEENARARIA S £ B IR,

XF UDP ARE , fLEHHOESRET Y. JRIP ik, RiwO., B IP it MBEFRwAD , FHARKEE
EkEEFR, UDP EEHENRMEN: , AEBAEEBNESEFHANREIENBIR. ~FE UDP
FREETERR IP it Mixs O , Rk e AR BEBITEHN B #5.

FF QUIC RE , 7% EFRIEIE Connection ID (CID) H38EH Server ID RiEFE B IR, X T
EEZEPERD Server ID BER , FRAETMN. TR IP ik, JFiwO., BFR IP #utF B FRim O/
R HEELHTEE, —BEI Connection ID , iZ CID FRENFEZ CID WEGAHNAKRLKEE

@ — B #ro

Elastic Load Balancing A EANSNMNTAXAEZ—/MEZEOD, TAKANSIMNAEEESTRE
FZM & ORIRE —NEEAS IP thit, EECIZEEM Internet A E SRR , ATLUERN — o
P st 5 FM<Ek,

QI BIRAER | IEHBAER | WEAGHELNAIMEB IR, Hlm , BALUFMSESH IDs, IP
#h 3k =f Application Load Balancer, BffRE R LEMETSREEF I IP thit, BXEZER |, iF
215 the section called “&Fi% IP RE”

AUREFRBMERRDERFRNMMERB IR, MASPMNRARFNEEERR. BEAEEE
BEEHINARFHREMN RN ARDERETT B, BEAREE % 83T BRRLE
4 RED THERB.

ZLANEESTRARE , XEREAARGEIMEFNSTRR , SMEAFHEE SRR EERRE
FEREZITHE R

BXEZEER , BSR #REAEEE AP BB Elastic Load Balancing T/E/RE

ML B AFHEEHRIBHFL

ERAMEREIERM A REEANRIEREFUTHLS -

NGB AT ERTBH T 2


https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html
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- ABAESREIRSNITEAR , AUNT BESULEBEHETMNMER,

o XENES IP AT AEIIER. SN NARSEREANSN FRIE — N P i
Ht,

- XFBES P b EM B , SR/ T HEITE SN VPC 258 B 5.

- XEFFERBHBEN EC2 K4l LW SARARRF. AMERZMNEO@E—/BREERENE
By, 1P ek,

- TEHERBILHVNAREF. 1TXIESE , Amazon Elastic Container Service (Amazon ECS) A BLi&#
—ANRERAFO |, FALMER IR O @ B AR ENZES . IHTUSRLERENEE,

* Support XM ERBHRFHEITRR , ENSTRAREREBRBEARIIENLYN , MiFS
Amazon CloudWatch E#r21E BB AR ANIREN .. F B FRAERFE Auto Scaling AR ThEEE AR EE
BREFRIST BEIRSF

- X#F QUIC M TCP_QUIC thiX , EZSRMERS, ELMEIIREFEZELIIE,. NE TLS UREN
EERETBINEE,

BiFATHENASEERRETHNIIE , ESR REAEEE TRl B

Tt 98 {E

EEA AWS BEESIA. AWS CLIZ B2 Network Load Balancer AWS CloudFormation , &5 6l
BM RS ER.

BXENNKIIEREENET , i5SH Elastic Load Balancing JE .
l—l—l
EH

BREZER , BSR BEAHTE BN,

T 1E A 3


https://aws.amazon.com/elasticloadbalancing/features/#Product_comparisons
https://exampleloadbalancer.com/
https://aws.amazon.com/elasticloadbalancing/pricing/
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P 2% S 3 D i 2w

MERBIGERALBT IR E —EMQ FLROMNERRGERREBER , NERBIGEIFER
REB—AHSANTAXEHHWESR , Hlan EC2 K46,

ERBEENME NSRS  TUCIRERE , ARREFREMIEHRE,. NREBRENERANTH
KGEREL—MEMER , WNEZABOERREFRSENR, SEAUCIRMTHRREEREES
IRAVERERESR | FOROR B F T ImAYIE R % I B ARA FRY B AR.

M AR IFEFIRET VPC MEEE, AWS F£E VPN FZE =5 VPN #RA BH#TIERE,
Direct Connect

P
R BIRE

o IP HhytEKH
- EEZERER
nESERE M
- BAAXAFIGE
- DNS &#5
- BESERTHXEITRR
- plEMEAFITER
- BEFMEASIIERNTAX
- EFMEABITEIRM P R
- REMEZNBITERNEM
- BEFMEABIOEHENEZSE
- FRiEM K AT EER
« MIBRME AT E =R
- BEENZABGERRRiEE
+ CloudWatch ¥REY Network Load Balancer £y H &
- BRMEZAFIIERNATHXER
- BREABITERNBTEER
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MBI EERIRD

M B # B3R AT RRAL T T AIRES 2 — -

provisioning

IEEIREMEREDER.

active

ME AR E TS REFEZTRARE,
failed

TERREME A ITERS.

IP kSR &Y

BANREEF IR EENMEARBDERESERN IP ik RE,
MR A BITE AR AT IP ik R A -

ipva

B umABEA IPv4 bk (430 192.0.2.1 ) #H1TiEE,
dualstack

B um Al LAE At ( 4170 192.0.2.1 ) F IPv4 IPv6 ik ( 470 , 2001:0 db 8:85 a 3:0:0:8 a2e :
0370:7334 ) iE#£ % Network Load Balancer,

EEREM

- MEAFHEFBREBRAN 1P et KBS BIFRHITHESE,

« EXFF UDP IPv6 ¥TERAVR IP RE , BHEREEA “J IPv6 JR NAT EHBIAR".

- HEBAMBATHERE ATHERERN |, SBEAREE N NZAETERRA AAAADNS i2
Fo £/ IPv4 #i3it 5 Network Load Balancer iBEH & F imf#4T A DNS id%. £/ IPv6 tbit 5
Network Load Balancer JB{E & F~ im 2 fi# T AAAA DNS i2%,

o BA LI B Bk W o< X A EBXR AR P 4R A B ST BBV IA R, ABAEANFRI BB, BER |, XHT8E
FRIEEMEBMGE (4l BYIXNEEE, Transit Gateway = Site-to-Site VPN ) o AWS Direct
Connect

MEE RS 5
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BXEZER , "N EMMEZ A ESRM P i RE,

& 132 Z° PR R A

NTEFmBEEMEAREERAHNEN TCP BR , HFRFEZERNRS. WREF/IRNBRE
ZRERBRAIEESERAOSEMNRE  WABREZERE, IREFHIEREZRENHRE
REBE , MEFIHQXIMKE—N TCP RST BEE , METEETHAN.

TCP FHVBAIAZE REBAHE R 350 ¥ , (B[ LLEFT A 60-6000 ¥ 2 [AIEI{E, FFiwmsk B ARl LA
TCP keepalive IR EFSZE MBI, R4 TLS EEMEAIEN Keepalive BIEBTEETEHES M
Ho

TLS MIUrsSHEZZ= NN 350 B , B AR, X TLS MrsEIk B & i B #589 TCP
keepalive iR ERT , AEHE R ALK TCP keepalive HiEE , #E 20 W FeIX XD %N Ei%
EE, BTEEBEIULTR.

B UDP ik , ERAFRESNRERN B IP it Mk OREF UDP RS, XATHARETE
— N RPN BESRAREEERNEIR. ZRENERE , ARTIERSZRFEAN UDP HiES
ERFR , HEAZIFM B #R. Elastic Load Balancing ¥ UDP RHZE REBAHEIRE R 120 ¥, TE
T HEBITER,

EC2 KB 30 B MW RIHTiE R F sE R IR E BR 4R

BXEZER  FEH ENZHEN,

MEBEEREE

HA BT HEN ARSI HENEER LR TRE. 6XELEL , #5H BENSUEEE
e

W& MBI N EEEEHENT -
access_logs.s3.enabled

BRREERBHAEME Amazon S3 FMFIR BE. BRIAER false,

access_logs.s3.bucket

V3 B SFr A8 Amazon S3 FEERI B, MRBATRAR , NkEHRL4EN. BXEZE
B, SR FREBER,

TE T R A 6
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access_logs.s3.prefix

Amazon S3 F#FEAR M EMN IR,

deletion_protection.enabled

ETR2EBEAMBRARYT. BIAN false,

ipv6.deny_all_igw_traffic
FHIEEBRMM < (IGW ) TG R KR Gtes , LABES BB M < E 78 7] 36 M & T g 15 i
2. N THREBRMPYMEAEITESS , ©REN false ; R THRPMEATITES , ©RE

N true, LLEMT XML IGW BEEMiFE ( Hln , BEXNEFFZE, Transit Gateway = AWS
Direct Connect ) , Site-to-Site VPN

load_balancing.cross_zone.enabled

ERREBATENAXAEGE, BMIAMEN false,

dns_record.client_routing_policy

ERNNAEMSAEEERTAXZA#TIERE. W6

W{EN availability_zone_affinity ( 100% A A X3EH

). partial_availability_zone_affinity ( 85% WA XZEMM ) M
any_availability_zone (0% ATRARXEMME ) o

secondary_ips.auto_assigned.per_subnet

FERENHEE Py HE. HFTERMBERE , TR THEREODEHER. BREER 0 F 7,
BINMER 0, WERERTERRE.

zonal_shift.config.enabled

ERRECEAAARER, MIAMEN false,

5 1] X g9

RAMBRT , BIMNEABREERT/NEAETARFNEIMERZAIERE, MREFETEX
HAHGE WS MNEAREERTRLEMERANTARTHIMBERZE S ERE. EdaL
/8 BRAR B E XIS A EREE, BXEZEE , ESH Elastic Load Balancing i i8R # the
section called “¥5 7] A X A 23511 5 XE A 2391,

B A X A 7


https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#cross-zone-load-balancing
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DNS & #r

B Network Load Balancer < W —MNERIARY I B R4 (DNS) B35, HiEEWT : name-id
.elb, region.amazonaws.com. fl#l , my-load-balancer-1234567890abcdef, elb.us-

east-2.amazonaws.com,

MREEENFEAERZICERN DNS B5 , NA IR BELEEHFEEMEB R E RN DNS
BMMEXEB, EEFHREALEEHEHITERN , DNS RSB CHT A MEATITE R DNS
B o

B, ALATHNEZEMEEMREE. T—% , BIEH DNS RS ( EHEEMRE ) tIE—%
DNS 2R HiERE A EEHNNEZAEITEEE, BXEZER , HSHER DNS RS, Hln,
MR Amazon Route 53 FAYE DNS RS |, BRI — RO MNEZ OB EIEHRNIBIERK. BXES
88 , 53 Amazon Route 53 FF X A R IEEMHP I RER B E ELB AH9fEs.

ME AR ERH TN TN AN TRAXEBE - IP i, XERMEHFRIIEET S IP it
P& E T BRH) DNS BT N Ix bk, Fla , RIRENMNEATEHRNEENETER
example.networkloadbalancer.com., BT dig = nslookup I HHEEMZARHEIERT K
By IP b,

Linux 2 Mac
$ dig +short example.networkloadbalancer.com
Windows

C:\> nslookup example.networkloadbalancer.com

MERBHEEREFHET SH DNS ik, BAAEAEBLUTEER DNS & #K#EE Network Load
Balancer 17 SUBY IP #utit : azo name-id .elb, region.amazonaws.com.

Linux 2 Mac

$ dig +short us-east-2b.my-load-balancer-1234567890abcdef.elb.us-east-2.amazonaws.com

Windows

C:\> nslookup us-east-2b.my-load-balancer-1234567890abcdef.elb.us-east-2.amazonaws.com

DNS &R 8


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-elb-load-balancer.html
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NEIERATAXESITIRR

HTFENERRANTARX , NEAFHHEESTE Route 53 FEIEE AKX DNS iB%M IP ik, LML
NESHHEARESHFETRAXNTHRESTRZKRER , M Route 53 REERE DNS 2%k, A
B XEE TR ER Amazon CloudWatch 18R # T ZonalHealthStatus , LA AER
At THESHHEEBNEYS , NIiSEMpEERBREENNARFITAL. BXEZER , S
) R 4% A BT B B 4B AT o

MERBITERATRETSHRERRTEEL TARKETRARE , NTTSBEZEBTETRATME. F5
FITX , TERABITAXKETRALESBNENHEERSTRATMMENERLRR.
FRELTARER :

- MBHERKBETRAEEBR

c BTRAEREERBED TRENR/NME

- EE#HRTUIAREBRAAXBE BN

- BETRNEEE , REEEBIEBISTRRERFXE

I W 4% A D &S

Network Load Balancer #ZXBEFmANER , HEGEHI> BB BFREAFHBEHR (Hl0 EC2 K461 )
BXEZER , S the section called “M & AFH 2 HIR,

5

- BEREH

- SIBAEISE R
« WA AF T E =R

. BESR

FRZM

- BESHNARFHXEBLETARXM P tukl, ZEMNTARPEEES FRMNARSESR
VPC., MRBAREFERXE IPv4 M IPv6 RE , FHEEFMER S IPv4 M, IPv6 CIDRSTER
PMARXFEDEE—NBT

AEBERTAXETRR 9
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- BREFEFHINZLEARTMNTERRD LREEFF G IP it (WRBRBEIRM ID I5E) HAEST
TRV (MREFED IP #iHEE) WRE. BXEZEE , 55 the section called “BEir&Z £
a7,

- BRENGEFINZLEATKREABEEHENREFAZTRIRENNEIETRERERD,

o MRBITRNAABIOER[RMAES IP bt |, EERBNFHEM IP IPv4 ik H5k B S p it ikt |
HEHMZ O RASAHHEESREE.

o MBEEITRIFEA QUIC = TCP_QUIC M¥Tss , THRAME AT EEESER ipvs it XBH BH&E
EoxBHNLeA,

SIE AT E =R

HOIEMENBOERNTIES , BRBAROER, 2L —MITRNEL-IMERA, HRET
HRESIEBRRANTARFELE —NEESTRIIM B R , CRIATLEEFRIER,

Console
E0EM KNI
1. ¥TFF Amazon EC2 ##l& , Wit A https://console.aws.amazon.com/ec2/o
2. ESMERT , EEARHEESE.
3. EFNEATIGESS.
4. ENFZHBHTERT , EECIE,
5. BEXEE

a. NTRAEIHREN , BANZARBEEHBENEN. EMSNEXBHARSGEREFR
HE—H., ERZUTETE 2 IMNFH , HERGEFIRFTFTFRNEFTH. ETHENET
R internal- FLHER,

b. XF Scheme (5 =X) , i%£3% Internet-facing (E @ Internet) = Internal (REF). EEEBKMN
MR E A EEEREFFIHENERBESIERMEBHRE BiR,. NBNEARITEFER
A IP b ERE B E B R,

c. XNFHREITESR IP hukH | FRFBIPVAENE KL IPv4 thit 5 MK R EI9% S
BE , MRENEFHERER IPv4 M IPv6 thit EMEAEITER[BE , MEENKE

=0

6. MLEHRSY
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a. XF VPC, BEBENATIIERERN VPC, X TE R EBRMM AEITESE , 25
# VPCs T8 BEM My A8 39 #88,.
b. AN NFIGERR , BRIEIR NAT BB RBIZKA On ( 1N FRH IPv6 iR NAT BI4R ) |
BN FTER D UDP T es.

c. WFAARMFN , BEDRE-—NARAX , REANFMKHEE-ITN, HEE &
ZHRENFM A e,

MREEESANTAX , HARESNEEXETEEIMT BR , BAXFRSENARE
FRBEERED

d. fEBVEREBRMEAREE:R SRS T HXGEERY P ibit, XFHENAES
EERRERS P it

EARNRREGER , EUUNESN TN IPv4 Wi IBTERRM ARG AL | BATMLEE
AWS EFE— LB,

ERAX B ERR , EUUMNEN TR BIUSEE R A — IPv6 it , A BLEE
AWS IEFE— Mt

NFEATIRNAT WAESEESR , BB ABEN IPv6 BB LRI NE AWS E#F
_/|\ﬁ|‘jg;§o

7. Z24#H
B2 A%z VPC TUAMINZ 2. BUUAREFELRER—MZ 4, ﬂﬂ%"ﬁzﬁﬁ

AHREERERNRSE  FEBRUEBFNRSA  UNEISE—N, BXEZER | HF3H
{Amazon VPC AAF{ER) FWBIEZ 248,

/A Warning
MREMERXBEFEAZ2EAENEATITERXEK , WL EUEEFEXEK,

/A Warning
EE A QUIC 5 TCP_QUIC fit¥ras , BHMERHER/RLIVKBRES,

8. fuYrER MR
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https://docs.aws.amazon.com/vpc/latest/userguide/creating-security-groups.html
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a. BIAMERAFEWIKA 80 LAY TCP REMMYTER, BARFMIANMITIRE , HERE
FEB WD H

b. XNTFRMINRE , E-NERNREK LN ERA,

EAMEMERE , FRBEMBERE , AREFEEHNE.,

MREEZBEHTEEFRNBFE , FEFEEZERA , IAGE-—MERE. BX
EZER , FEH 2B R4E.

c. (A& )EFBRMMITERARE , RERWARZRNREE,
d. (A& ) EBARMGIATER , BUSIE MR (S, TLS %728 ) -
9. REMWERE

{RZH & TLS fvraset , T 2E RS

a. NTZ2EE , FERFSLERNZLER, BXEZER , 520 T25K,

b. X FERIA SSL/TLS BRE|IES , BTEFERKE ACM ERIEHKIR, EFEER AWS
Certificate ManagerflB S S AKIEH, MREE ACM FEETHMWIES , BEETATFH
OGRS , BEESALD , AREMENESE. BN , HEFERHTH ACM it
F, BXEZER , 558 (AWS Certificate Manager A 1ER™) FH AWS Certificate
Manager iE$,

c. (A% ) XTF ALPN KB |, HEFE— RS A ALPN, BXEZEER , HZH the
section called “ALPN KR,

10. MEIIERRE

(T ) BFARSESFE. (Tt ) BEFMFNGE  ARHAGSRIGEE, A%
FLEL , BEEEL.

1. BE

EERE  ARERCBABIGER. FOELES , —ERUNBHSNATMEAEEE
. SIBMBENHERE  BUNEENEBEN. AXEZEER , BZH NEBEEE

e
AWS CLI
THRNE NI E S

58 create-load-balancer %o

elfednt=4kt 12


https://docs.aws.amazon.com/acm/latest/userguide/gs.html
https://docs.aws.amazon.com/acm/latest/userguide/gs.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-load-balancer.html

Elastic Load Balancing

W 4% S D 2R

LT ROIGIET —MEOERMNAEEESR , SfFRIEEANTARI -1 224,

aws elbv2 create-load-balancer \
--name my-load-balancer \
--type network \
--subnets subnet-1234567890abcdefd subnet-@abcdefl234567890 \
--security-groups sg-1111222233334444

BB R IPAF IS E S
SEWMT RHIFFRE --scheme I,

aws elbv2 create-load-balancer \
--name my-load-balancer \
--type network \
--scheme internal \
--subnets subnet-1234567890abcdef® subnet-@abcdefl234567890 \
--security-groups sg-1111222233334444

0 B XU W 4% B 1T B 85

BEMTREIFTRH --ip-address-type &M,

aws elbv2 create-load-balancer \
--name my-load-balancer \
--type network \
--ip-address-type dualstack \
--subnets subnet-1234567890abcdef® subnet-@abcdefl234567890 \
--security-groups sg-1111222233334444

A b T 25

5/ create-listener i v. BXRIH , ESH BIEMFTES,

CloudFormation
EOIEME TGRS

TE M KRB R B RIFEAWS::ElasticLoadBalancingV2::LoadBalancer,

Resources:

elfednt=4kt
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myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
IpAddressType: dualstack
Subnets:
- !Ref subnet-AZ1
- IRef subnet-Az2

SecurityGroups:
- IRef mySecurityGroup
Tags:
- Key: 'department'
Value: '123'
T 28

E XK H K RIFRAWS: ElasticLoadBalancingV2::Listener, BXRH , S5 BIEMITES,

A D RS

SIEMEAEGERE , BUURIEEN EC2 KPHIRBEEIMAZTIRARE , REN AW KRR
HEREBEEMEN EC2 RARERE. BMBRMENHBE R , FSHM RN SRS S,

izt P 4% 1 2R 39 1T 2R

1. RIBEMEZREIERZE , EEXH,

2. EEMSMERS , EFBHRA,

3. EEFBIRA,

4. % Targets (B#F) HARIELHRFIREERHE ., WREFRSE initial , RAERER , %
BIMEEMIEEF , IERESIUNERETAENETRARER/ N IE, BEED —PRFIHR
BABTRREHE , ENANBABHEESR. EXELZEER , B8 BRETRR.

5. ESMERP  EEARSESE,

6. EEFHMBABIEESE.

7. &% Network Load Balancer # DNS &% ( 20 , my-load-
balancer-1234567890abcdef, elb.us-east-2.amazonaws.com ) . Fi%Z DNS B MBI B EE
Internet By Web JISE85AY bt E=H, MR—YIEER , NERFR2ERERFHENEIATE.
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HX
BESR

BRAEBERE , EURFERITUTERE

- BBARYERE M.
- BEBIRARE M,
 [TLS {97 25] FHEPH R TR IE P FIER,

- BEKEZEIEE,

BT RS E R A X

EARERt S ARBEANZABRERNTAX, SERENTARR , E4TEEZTHAXHPH—NF
M, £#EA-—NMTRAXE , AESERATTHRFERBHIZATAXHHEEME R, NREBRED
BRANATARGEREL—NEMENR , WAHEHERFEARSHE, BERASNTARAYTRSN
RREFHBHEND,

Elastic Load Balancing 2 EZEFENTAXFRIE—IMNEABBEESETR , HEZTAXPRIEE
FRAE—INEZEO., ATAXFAHEN Network Load Balancer 5 S &85 FA M 4% 3 O 3REX IPv4 ith
i, BANEFXLEMEED , BLEXNEHTER

EEREM

« WTFEBERMYMEAEEES K SEENFRSAELEE S ATH IP ik, X FREFMEHR
HOE:R , RELALEARTFNFR AWS FiEERFAE IPv4 sabet | FEEXHEM.

- EEEESHRTARFH TN, EL , CUNEFSYURNEMTARTEETN , FEAETA
XA SETRE S & T SURT A K B4

o BT EIEAR MK PIEE T,

. MBERE AR EEEAERE Amazon VPC 8 R%EB | MITE M T M,

. EFIEZ AL TR | TR — A EETRE D WHMEED,

- B-—ARAXANFMEELTERNRIRERNIT, BFETHIAE FREOBIBER , BEE75 AIRMTHTHF
Mo

- MBRFMAIRRRZEE 3 28,

CIRE @ BB MY ME RS E =R , BALLERNENTARXEERM P ik, 34 IP iR E
RIS R BITERR R RS P i, MRLERETIEERM P it , W AWS FABNATRAX S E—
AN 1P it

ICEE2 S 15
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IRAHMENBIGERN |, ERAUERENENFREE LA P ibit, T8 IP ik F N BN ML
MEIERRERS P i, MREEFTEERLS IP ik, WaREAWS BB —1

EEHMXAFGEROTAXE 26 , RMNBUETEXNAEERE, RERESTHEARNETEERE

F

A EFT A A X AR &1 R M
- MIBRFME , HRERMFEMEMEZRED (ENI) 2R, X&S W AXFHREERE
AL,

- WBRFME , EEXBRB A XN B AR EFERIEA unused, XS HXLBIRM
WA BEFERRER  FASXEBNMAERERLL, XUEEERETHXARIGE
B, IR B 2T A XAV EEE,

- MEAFHERNZTLREEHSE (FQDN ) B 60 WHERFNE (TTL) . MERIEFHKB IR
MATAXE , HARAENEFimEEH T HIER |, EX DNS BX#N , FEREBSHK
BEMEARRVTAXH,

Console
EBATAKX

1. FTFF Amazon EC2 #4l4& , it A https://console.aws.amazon.com/ec2/o

ESMBERSD , ERARHOER.

RN EER.

EMERGFTIET+ L |, EREE TN,

ERATAX , BEPHESEREHEE - FH. IRRE-NTAKX , MLEFFM,
ZFEHCEEANTARNFM , EMIIRPERHMBFNZ—,

EXATAKX , EERESIEE,

ERRIFER.

©® N o o bk~ w0 b

AWS CLI
ERTAHKX

5 A set-subnets #5 %
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/set-subnets.html
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aws elbv2 set-subnets \
--load-balancer-arn load-balancer-arn \
--subnets subnet-1234567890abcdef® subnet-0abcdef1234567890

CloudFormation
EERTAKX

E#HAWS::ElasticLoadBalancingV2::LoadBalancer# &,

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
Subnets:
- !Ref subnet-AZ1
- IRef new-subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup

BN ARS8 P itk A

BO L ESNMEAEEESS , LEEZEFP BN ERu K E A IPv4 IPv6 bt IPv4 ik
( N ) EMEAHEERERE. WEAROER[BEE AN IP it KBS BHRHTEE. X
EZEE | BSH P a3k a,

dualstack ER

« BRI EEMEARITERNIRE P thu R HABNERE.

27 Network Load Balancer 8 E W E I FABE = (VPC) MFM A EF XK IPv6 CIDR 3R, BX
EZEE |, 551 Amazon EC2 A8 MIIPv6HbiL,

« Network Load Balancer MBI EHRLTEH IPV6 RE,
« Network L ACLs oad Balancer FM# M & A5 /o IPv6 TRE.
- WEREIE ST EARIEREEM QUIC = TCP_QUIC i¥Tas,

F P thub SR 17


https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-instance-addressing.html#ipv6-addressing
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Console
EEHIP SRR

$TFF Amazon EC2 #4#|#A& , Wit A https://console.aws.amazon.com/ec2/,
ESMERSD , ERABHOER.

1% R R S B I BT AR XY MY B IEAE

ERRENRE IP bR H,

NTF IP byt RFE | FIERIPvAR I IPv4 #biik | B Fi1%£#R Dualstack LARE AT X33 IPv4
IPv6 i,

6. ERFEEFEENR.

o & 0N~

AWS CLI
EEH P KR

P

£ set-ip-address-type T

aws elbv2 set-ip-address-type \
--load-balancer-arn load-balancer-arn \
--ip-address-type dualstack

CloudFormation
EEHIP s R

E#AWS::ElasticLoadBalancingV2::LoadBalancer® &

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
IpAddressType: dualstack
Subnets:
- IRef subnet-AZ1
- IRef subnet-Az2
SecurityGroups:
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- IRef mySecurityGroup

REMENEIIERNEN
HRRENRIEBLE , CTURBREL,

AEI9EHEREM

. HIBRERI

- BEAKAFI9E
- A AKX DNS EFH%
- HBY P it

il BR AR

AT BIEENME ARG R[EEAMER , ETUERBIBRERT . RIABERT , EANERBIGEHRE
PR BRAR o

WR BN WK A IDEESE AMIERERY | WA EZAMIBRERY |, RS REMI BRI & 819 #85.
Console

B2 A E R R R

1. 3TF Amazon EC2 ##l#& , Wit Fhttps://console.aws.amazon.com/ec2/,
ESMERP , EEAFIGER

HERWE AT EENBHUITAEEAEEE.

EEMETF L | EEBRE.

BRI , BRASEARBRERT

ERREFER.

2

AWS CLI
25 AR E AR R

£ deletion_protection.enabled &t modify-load-balancer-attributes 5
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=deletion_protection.enabled,Value=true"

CloudFormation

5 AR R R

E#HAWS::ElasticLoadBalancingV2::LoadBalancer’®RA 2 &S
Zdeletion_protection.enabled®%.,

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "deletion_protection.enabled"
Value: "true"

5 A X B9

N FMEMEFHDERE  ARYERRINBEXEAHRIEERIARKE , BETLUEREE. XFBFR
A BRINRERFEAAHYERIRE  BETUBSEEFARIBREHIHRAABXIGATHEERE
EZRINRE, BXEZELR |, 153 the section called “BE 0] A X 171 8191,

Console
E GRS EZ A MS SN B Xig R E9E

1. 3TFF Amazon EC2 ##l#& , it Fhttps://console.aws.amazon.com/ec2/o
2. ESMBEHRDPH Load Balancing (& F#) T , %£$#F Load Balancers (I #E8).
3. EEAFOHBENEMRUTFEFAFERNE,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
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4. TERMEDFL , EREE.

5. 7t Edit load balancer attributes ( 4rEE A E 5 ERE M ) WH L , FFEZH < Cross-zone load
balancing ( BEXEAHK9E ) .

6. ERFEEFEER.

AWS CLI
ESANEANESERNEXEARIGE

A% load_balancing.cross_zone.enabled &t # modify-load-balancer-attributes @y
AL
To

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=load_balancing.cross_zone.enabled,Value=true"

CloudFormation
ESASRZAMASIOERNEXEAEISE

E#AWS::ElasticLoadBalancingV2::LoadBalancer BRI EE
#Zload_balancing.cross_zone.enabled/® .

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "load_balancing.cross_zone.enabled"
Value: "true"
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A A [X DNS EMH%

SE AR IAT P inEk R AR | R BIML A9 E SR DNS B ERFRBMEMETIROR B IFRIR 45
MEIIEER P ipit, XSSBEMEAREOERTARXDEET S imERE, £/ XEN R BRE
B , HFFiw DNS B EZER B S THXHPNMENHIGER IP it XA THREERNES

B, ANEFREEZI BN TEBUTARXL R,

A X E MR B FERAGE R T A Route 53 Resolver T MK M5 # 25 DNS EHHZE -
. BREZEELR , 2 (Amazon Route 53 FEAGIERE) BH 1442 Amazon Route 53
Resolver ? o

£ Amazon Route 53 Resolver B & M E DN ] AE P inig HEE
- ATARXEMME - 100% aTHAXEMME

EFFiw DNS EWRHMLEERA B 5 TRAX PR MEREIGES P iy, RAFTARPREET
R BHFH MR EITERR IP it , NERAESETBEMATAX,

« BoAAXENME - 85% A A XEMME

85% WE ik DNS EWR AL RFEB S TRAXHHMERNFER P it , RIRNEWSFENE
FAETRARFNTRAX, MRESFAARXFRBESTERN IP it , NEAR BRI HM
SITEENTHKX, MRAEATAXGPERBETESN IP it , WEALBERIERTRX,

- EETAK (RIAE ) - 0% ATAHXFEMME

% in DNS EHPREME MR EERTRAXPETRLRFNMERAREE SR IP i p#T
FRAT o

ARAXEMEETRERNEFREHIMENHEER , METAXASRSEATHERMANE
NP EREHD B AR, ERATARKEMMNR , NXABTAXAESE  XTHRNEF KRS B RN
MENFDERRERFER —ATRAXRN, FALEE  Frnf@NRiMEni@mzIAX ,
Rt ZICRENNARFEENESIMNTARPIRLT R, S8 NTHRKHNEFRBEISNTHXE
RETEN , IR—NMEENZRRER. AXREZEFER , HF5H ERENBEXEMEHGHE,

HARAXWIARNBITAERSABAARER | BRIFWEITTEN , ENZATRAX IP bk R0 5
BITRER , AETEEERF K, 3 DNS IBRATHEITTFRARN , TAXKEMERFFRFRE,
XEBTREFATAXAIRME , FBIEEENE T HXHEE,
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FEATAXEMERN  MitATAXZEENQHARTEHENER. BUEREFETRAXRBHTY
B, UXEFEENMNTARIEAR. NRFTFEEHBERT2™E , WBUKRAAXFENME, XEFTLUE
60 WAEMBEMNKXNEHERATAX ZA¥Y I EE A iRiE# , HELE DNSTTL 2RHF IS5 E.

EEATHXEMEH , RESUATILR :

« AARXENMESLSHFEA Route 53 Resolver WATEME N EIE BT iR XK ETL,

« BERWTERERBEMEMAATARX DNS #AT , =2 0 AXEN , XRER T AXKENERN
i,

- BRWRFHRBEAENGERBEEMNSZ I TAKEMENRNE , WRBEUTENGEREE P it
HFr iz TR EETA X,

- FHAXKEMEEMERHITE RN Route 53 EMBRESHEAN , RINBWEFFHEBCHITAX
&M Route 53 T8 AR R0

* EDNS BITRAKREINAETAXAM P it T2 R EFEHFEM DNS HBRET |, T/ imi 4
2Bt

- MREFEEXFHARFEHENRRATEATAXENE  WAURLSSBUTARXZENE S imEED B
R, BEWHNARFHEKEENESNMNTRARPRIT R , NMBRREATUXSEENTRAXES
IRRE.

- MEFBTHEAAXAHFE , REASEERFZINETAXTME,

« BAMEABERTARNABRET S RERNITARNVEREL, IREREEERETAX
FEITHEFIRHRE , WXATUEH RS BRENTHKX,

g

BUEATHXMEAREERERKRETAX 2 ANERSBEER. EUTNERERKEESN T
P X Y 3% B BN R BRI

BATERWERERA T B4R ¢

« ActiveFlowCount - NEFmATEIFNHER ( EE ) B8,

* NewFlowCount - IEENBIBRAEIHMNEFIHE B RNITR ( 0ERE ) B3
* HealthyHostCount - Ml NIZTIEEMN BIREE.
 UnHealthyHostCount - N EZT A EEN BREE,

BEXEZEELR |, 1% CloudWatch £ Network Load Balancer B 1E#%,
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BRTAXEMMYE

Console

ERATRAXEMME

1. 3TFF Amazon EC2 ##l& , it A https://console.aws.amazon.com/ec2/o
2. ESMERP , EFAEGESE.

3. EEMEXNBHERNEMUITAEFAEENE,

4., EEMEDFL | EERR.
5

EAAXKAERE, /o mEERE (DNS 2% ) T, BEWARXFEMMERE D 7 HXEM
38

6. ERFREFER.

AWS CLI
ERATHXENN

FA% dns_record.client_routing_policy B ™A modify-load-balancer-attributes &34

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes
"Key=dns_record.client_routing_policy,Value=partial_availability_zone_affinity"

CloudFormation
EZATAXEMMSE

E#HAWS::ElasticLoadBalancingV2::LoadBalancer®& R A 2 &
Zdns_record.client_routing_policy®M.

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal

A AX DNS FEH#4 24
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Subnets:

- IRef subnet-AZ1

- IRef subnet-AZ2
SecurityGroups:

- IRef mySecurityGroup
LoadBalancerAttributes:

- Key: "dns_record.client_routing_policy"

Value: "partial_availability zone_affinity"

e 1P ik

MREBER RO o IR , HELER BARERMNBFRRFRIX LR |, MR EARFEHEMELEOD
AINGEED 1P utt, NFBATAREESNENXE , ROMNAFEESE FRAFIER IPvatbil HFHE
PEAHENMINEED, XEHE IP ittt A TSERELERE, EMNEATETRIARERE. BEA]
BB ERM—NEED IP sk | %92 PortAllocationErrors 1845 , H{XTEM O 2 BB iR AR FR
BRTERINS — /NGB IP tbik,

/A Warning

ARHIEED 1P #itE |, TR EMER. BKHHE P ik — I ARRBRABSESR. ER
INEED 1P duab iz B, WRIEARGERTMAREERBHNTA IPvaitsit,

Console

ENINEED 1P it

1. 3TFF Amazon EC2 ##l& , it A https://console.aws.amazon.com/ec2/o

2. ESMERT , RFEABGERS.
3. EEMBZNBIGERNBMUITTHEMAEE THE,
4. HERMZRIFLE , ERERE.
5. BARHBEREN , #OUR TR Em DEHE) P it | FiERFHE IP it (YK E.
6. ERFRFER.
AWS CLI

ENINEED 1P it
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A% secondary_ips.auto_assigned.per_subnet &M%/ modify-load-balancer-attributes
DA
AP To

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=secondary_ips.auto_assigned.per_subnet,Value=1"

& 1] LLfE A describe-network-interfacestn B IR AR A B I B 2s MK O IPv4ARidt, --filters &
BHERTERENMEREEERHOMEED |, M --query SHH—SPHERTCERENEE
BMPAEOESR K ANEREEFR, S SEMENEMFE,

aws elbv2 describe-network-interfaces \

--filters "Name=interface-type,Values=network_load_balancer" \

--query "NetworkInterfaces[?contains(Description, 'my-nlb')].
{ID:NetworkInterfaceId,AZ:AvailabilityZone,Addresses:PrivateIpAddresses[*]}"

CloudFormation

ENINFEEY IP #biit

E#HAWS::ElasticLoadBalancingV2::LoadBalancer® R 2 &
#Zsecondary_ips.auto_assigned.per_subnet/E %,

Resources:
myLoadBalancer:
Type: 'AWS::ElasticloadBalancingV2::LoadBalancer'
Properties:

Name: my-nlb
Type: network
Scheme: internal
Subnets:
- !Ref subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "secondary_ips.auto_assigned.per_subnet"
Value: "1"
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
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BB REEEENTEH

BRI REAEMENBITERKEK , LUERHATIEMETMEAREER[RE. EAIUEER
FAUERENRO, HIFRE , AR AFHEREN RO, HMUFBENL. IREXBANMEZREG
s REREdE  WAERFRRERAIUREME AT ER[MYTER , HEFMEREIMTUET WL
I E =R,

AL A S BARRBNZEARMAN , ZANSIHEMBZRBROERRBENEZLE, IATFESRE
BRSNS EREOBIRRERE , EFFREERERAZENER,. E5ERXBRNZ2AREA
EMENBITERIBENREE |, THRERIMENNEARGERERATE ik P RE , BirtigeER
KB MG RBITERNRE,

BRFBAAGBREEMNNEIERREN T

« R~ HEESIRRE

- BBl RESRENEABITERNRE
- EFXRBHNLEE

- EHRSRE

- BENEAHIGERTLE

FEEM

- ERIEMEAFEGERN |, BU LT HAENE AT EER[AREK, MREEQNENEAFYES
HARXBEMZEA  NAFHEEENEERNEMEHIGE TR, RIMNEBNVEECENE MRS
B NZEEENE NS ESIMERE,

« BIEMENEOERHRBEELLAR , BN ERSNE RSO ERELENEZSA,

TRRAREZHIEHNWAR  EFRZAEANNY R, BAMERE SN A2 LIEZETIRE

RE. BN , MEAFHERIANEHRESITRIRTE,

BT LA %l PrivateLink RERBZAWLHMNNAR, WREXS PrivateLink REZ B AWAN | N5FR

EREEEFENTAE IP it , MF 2% S0,

N4/

I@f Bli
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T~ RREEFIRRE

EMEAFYERABENLZSHPN U T AURANATFRBEEHUTBTENRE, NRXERIBME R
Hi9#Es , NI LUEE VPC CIDR SBEEENFRR , MXAWFRBEE VPC WARE, NREXEMEE A
Y 4% T gk 19 eS| EXTEZREEBRMEAMENRE , MTALAEE 0.0.0.0/0 KR,

PN
173N IR % OSEE Comment
protocol client IP listener T ERm O £ AFRBIR CIDR #
address port ARE
range
ICMP 0.0.0.0/0 =3p AFAY ICMP RE , L MTU
HEEE MTU XN 1

+tBEXEZER , 555 (L% EC2 AF#EM)Y B/ Path MTU X,

H vk
7 Br LB i O SE Comment
2 Anywhere 2 AWFEHERE

T~ NEZRENEAFEOESRNRE

RIFEHME AT ERRA L2 A sg-111112222233333, EEBHREHIRBENLZEEADERAUTMR
N, BREAMVIEZREMEARYESENRE., SSNARKRBIREBFEOMZTRIRER D L&
EZRkEMEAEREGEINWRE, BXEZEER |, S the section called “BIrZ £ 4",

N
7308 SR i ASEE Comment
protocol sg-111112 target port EBRimO LA REMEAERGE

222233333 BRI AR E
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Comment

HEETRRRERO L AVFRE RS
M ERNAURE

Comment

AFBEHERE

MREBEQEMB AT ERN , NED—NL2AEZMRAFITERR]E , W AT ARER E# %M 4%

17104 IR im 0SEE
protocol sg-111112 health check
222233333
i 4
17104 ERZN ALY im 0SEE
=B Anywhere £47
PN 0Eee |
NHEEHBENRLA,
Console
EEHged

1.  3TF Amazon EC2 ##l#& , Wit Fhttps://console.aws.amazon.com/ec2/,

ESME % LR Load Balancing ( fA#9#% ) T , #%#F Load Balancers ( fig391#8% ) »

2
3. EERMANMIIERR.

4. HEZREHETF L, EEEE.
5

Ef IR AENENHBERKEK , FERELZSE, EMNNEAEGERIBER—I R

24 , HEKRZEE4E.
6. ERRFER.

AWS CLI
BEENRe4d

AL
Ar)

{# A set-security-groups @

o

aws elbv2 set-security-groups \
--load-balancer-arn load-balancer-arn \

EMRBNREA
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/set-security-groups.html
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--security-groups sg-1234567890abcdef® sg-0abcdef0123456789

CloudFormation
EFEHEe4

E#AWS::ElasticLoadBalancingV2::LoadBalancer® & o

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
- 'Ref myNewSecurityGroup

EMEERE

BIAMBRT , RITEAEZEEAN AT RE umiﬁﬁﬁkiﬂﬁlaﬁﬁﬁpﬁﬁum;o B2 , BT X
SO0 N A T Mg B 9 R R IARRE AWS PrivateLink , XERETGERBEEN IP ibit,
FEXFfERT , BB EMEARIES  IERIMNBRTLNEINEATIIERRENTRERA A
vEFL AWS PrivateLinko

Console
EFEHZERE

$TFF Amazon EC2 #4114 , Mt Fhttps://console.aws.amazon.com/ec?/,
ESME K LM Load Balancing ( fa#59#% ) T , #%#F Load Balancers ( A I9#8s ) -
EEME AR

EREMETF L | &EEE.

R RBT , BR “XT PrivateLink 258 HHIT A EHN,

ERRIFER.

o o K~ w0 Db =
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
https://console.aws.amazon.com/ec2/
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AWS CLI
EEHLLIRE

£ / set-security-groups

aws elbv2 set-security-groups \
--load-balancer-arn load-balancer-arn \
--enforce-security-group-inbound-rules-on-private-link-traffic off

CloudFormation
EFHMEERE

E#HAWS::ElasticLoadBalancingV2::LoadBalancer# &,

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
EnforceSecurityGroupInboundRulesOnPrivateLinkTraffic: off
Subnets:
- !Ref subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- !Ref mySecurityGroup

BENERHSERLEA

1
ASecurityGroupBlockedFlowCount_Inbound#SecurityGroupBlockedFlowCount_Outbound

CloudWatch ¥8#rK14454% Network Load Balancer Z= AR I HREHE., #WELEMAERMREHM
f{irdh, BREZEER , i3 the section called “CloudWatch $8#57

£ VPC B EKRGEZEMENRIIERLZ ARSI IIELNRE, BXESELR , HZ5 Amazon
VPC AF#EEHH VPC i B o
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/set-security-groups.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
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PRICM R D T Bk

BERE , BAUEARN S ANNERTIGEREITO R, flW , BUURAE, MEEIMRENE
RN IIFRE o

BERZTUNBINENBIIERAMS ML, NREFMMNVIAEPNRBELERMENHITERXK
B, eRERZIRENE.

HIEATRER | ATBAMR G 0 B9 28 R H B BR,
BR 1

- BNRBRHOREH LR - 50
« BRZHAKE - 127 4 Unicode =&
- RAEKE - 255 4 Unicode F&F

- KREEANEX D KNE, ATEANFHEEATH UTF-8 BRARTHNFE, ZRAHKF , URIT
q%ﬁ*?ﬁ Dt -=o @o %Z:Eﬁﬁﬁﬁﬁ%gﬁﬁigﬁﬁ? o

« FAERLERBEFEAaws : 5IR , AN EREM AWS A, BT ERE M BRH L BTRAY
REBMBE. ERLIRNIIETIT AN RFRNIREHRRE

Console
EENRBOERINRE

1. F#TFF Amazon EC2 #£#l4& , M1t A https://console.aws.amazon.com/ec2/o
2. ESMERP , EEAFITER

3. ERMEZABITE RN MY EIEAE,

4., ERZETF L EREERS,
5

TFIGE | EEEFIRS  AERARSENE, AFNTHOESE. =K, B3
(UTF-8 B2 ) IUATREZE +-=. _:/ @ BFEEANSTRIBBEN, FEEK
2 RINE,

6. EEHHE  HERRETHAFE.

7. ERBRS | ELERSS NG,

8. HEREEH.
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AWS CLI

NN AR

£/ add-tags Ao AT RGP MR,

aws elbv2 add-tags \
--resource-arns load-balancer-arn \
--tags "Key=project,Value=1ima" "Key=department,Value=digital-media"

il BRAR Z
£/ remove-tags . AT REGFBREEEERNIFZ,

aws elbv2 remove-tags \
--resource-arns load-balancer-arn \
--tag-keys project department

CloudFormation
whn R

TE X resource EHMAWS::ElasticLoadBalancingV2::LoadBalancer® B B &% TagsE ko

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
Subnets:
- IRef subnet-AzZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
Tags:
- Key: 'project'
Value: 'lima'
- Key: 'department'
Value: 'digital-media'
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/add-tags.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/remove-tags.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
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il B P 4% S 2 39 i 2=

HEENMENBERTACE , ERENREFESTHESPINIBD /M AEA, HETEFEZ
Mg R, TRERER. SMERBBEERERReE  SETEEEIINEABITERR
Ho

MREBABRRE  WEERBRMEAZGER. BXESER , F5H HRRERP.

MRHEMRS EEERAMNERARIGER , W ERBRZNERARIGER, HlU , WRMERHEERS
VPC i RBRSTRER |, M el BRim RBRSSECE | SAJE = REMM BROCBR A W 48 A B39 85

i BRI 4% S B H T 2R th R BR AL ITBR . BRI X AR T 2XMEEM B iR, Sl , &/ EC2
Kl asz1T , FRMSIEMBEBEIRE, EMERERE , FS PO R & A S &R B R4,

Console
EMIBRM K AT E 2

1. MREE-—NMEOMEZARDEREH— DNS 18R , THEEOHMNULEHFFEF DNS E
HER , REERBRIEHT M E R EIGERR, Fl

- MRBIBFEEZENE (TTL) 7 300 K CNAME iB% , HEALEF 300 ¥ , RAEBHRE
}R?E—F_ﬁo
- MRRIEFERE Route 53 BB (A) iE% , BELEF 60 H,

« WR{EM Route 53 , MIZFKERNFE 60 WF & iBEFFE £/ Route 53 BRBRS 27,
BEE B A IR IEE ERTRYIC R TTL E.

$TF Amazon EC2 ##|#& , Wit A https://console.aws.amazon.com/ec2/,
ESMERP |, ERATITER

1% R 4% S BT BT AR XY B Y SR AR

TRERERE, BRABITER,

MERRHFITEIA , WA confirm , HiEZMER,

2 T

AWS CLI
EIBRM & S H D ER

£ delete-load-balancer 5%
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/delete-load-balancer.html
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aws elbv2 delete-load-balancer \
--load-balancer-arn load-balancer-arn

EENEREBDEHRR RS

ME RS ERTREEUARERXNERENME NG EREN , SEXKHMNITR. BREANBR.
RBEEEREERTERRBAAXRNBHEE , NTENE 2 T EHMNEZABIIEREE

EEFNEIOESEN TR E

1. $TF Amazon EC2 ##l& , Wit Jhttps://console.aws.amazon.com/ec2/o
2. ESmMBERSR , ERAFHESR.

3. EERMBAFIGES,

4. ERFREEETF,

R B A 4
It B W &

MERBIIERFTREBPERNTAME  REMSTRITENBIREE, MNBERT |, B4 T
EFRES , HEREHNEABIIERNAER R, ERSTRRTEN B Rt E R R RE RETR
A ER B R AR 52 KB R R

FEREREAETA T RBERESTRAREN B R ITHESR. BXESZER , F5H £4
R i E X B TR MY B PRt 1T R BERR

RIR5

MERFBERTREELSS=ARFY , SHEFRXEE -5, RRASFEMNWR. BHRANBR.
RIRER

NN ENERBEECHER , EREXZBERFNEAEE.

- RERBRFERFERLE , UREERZARSHMR R 2BHXIR,
- ERFARER , LREETZARSHMERR2EHRR , HERAXRZBRHNEMEARES
« BREBTIORRE | SMETRREM B IFRE,
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« BARETRR © BARAY SRS TR MR,

(@ Note
A KRAE R RRFAGEE , ARRER R E RN Bt HES.

- BANRREEEHIE MR &G, ZEENSRIIZR RN FAEERE.
o {0UYTER - SEFRRUTER protocol:port, #lE , TCP:80
- BAr4 - R EREER. Bl , my-target-group
- B¥F-IEFEHRID, fHli0, i-1234567890abcdef0

R IR

ERSHE , ERLLARSMNE RS ERRF RN AR SN PDF,

CloudWatch ¥REY Network Load Balancer 89 B &

Amazon CloudWatch Logs X% Network Load Balancer 178 BEERHERE , N\IRE 7T AT W EL
HHELTREREERXNIFR. BILEZSH Network Load Balancer i5RI B |, JRA T BEF %
EE. RES>HMEERS , N\MBBEE R IRFIMBRMEZEBE, CloudWatch

& 7] LABL & [ X 5 Apache Parquet 48X S# CloudWatch B&, M5 #3E Firehose I & #h
B2 FZ RS (Amazon S3) & RN LA ITE S 1H B B &

/A Important
REAFIGEHRESR TLS MR E AENITEEX TLS BRNERN , FBFHEE. 1H
Al B EFRAEFKER, BNBWEERABRBERTHEBERER , MARENMBEERNT
BH#R,

/A Important
MBI ERNAERAESN A" HR BE, EEEAXHR BENERE , FHihRERAR
HERNEMEETF. AXIBXNHRBENESEER , TSR SHNEAEGE RN 7R B
=+

/CAo
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B3t CloudWatch BEERK , LA LAEH CloudWatch Logs Insights ZEif)IREFF MM FRIES | 4
Eﬁﬁﬂz”*}"'“ﬂ’]?ahfrﬁﬁﬁﬁ HBEA Live Tail EREFREEN,

B UM B PR EEEEm R &<+ E A CloudWatch Network Load Balancer 7] B EH
F. EEABERRER , BXUTUEERENRNAFBHEF, I, B4 AWS @R TR T 8L
ﬁ% H /¢|—I\O

BRENMNAFRCEBRAHENNER , FSHAEAKE AWS RSH BFIEF,

BXEZEER , FSRMT 4K Amazon CloudWatch H& ? »

EXEMEE , i3/ Amazon CloudWatch E4HT»

SRR & RIS RN T A RSB

X B R Amazon NAREFIRERHEE (ARC) FH —Thae, BIAARER , AFNIT—IRIEE
BIRPR M S R BT ER RN Z RN ATAXEBH S, X, BRATUSESEN AWS KB EAZSTT
R REFH AT A XIETT,

FZ A A X IZ':F'EI’JE*T\ =13 700

HEBHTRAXEBE | SR E A EERFEF L F
RREER DM BEIERE K.

3
ARS B RNAEEET2RTARKBMAL, KEEET
ok
- EFHTBRXEBZ A
- TARHBERES
: AREARSERRATAREE
© AREARIEBED TAKES
- ENRSARSERNTARKES
- BERAARSERN TAKKE

EIF R R X B 2 Hl

« MABRT , TAREBLTREARS , A RSFESIMNNEABGERLER, AXESZER | F
SR AMEREEEREATAXER,

c RENENMNTARTHWRENZARGEREITHAXRER, TENSINTRAXEFTARER.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://aws.amazon.com/cloudwatch/pricing/
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- AWS HZANEREMRBEMRSE , £E39M DNS Ffll BR X 15 Network Load Balancer IP its
e ERABRITAREBZH , BSSORELHITNITAKEE, IREEREARLERLERATAK
#B  ISTAREBEMNTARESAREBIRBE,

- EEABXEAREENRE RS ERTTAXEBRE , M DNS ABERAAX A E
2P iiit, SERMITAXPERNIAEEEZS—ERE , BEICMBEAXA , MFAEENTTERE
HEZRATHAXFH B R

BEXEZEE , 50 (Amazon Application Recovery Controller ( ARC ) FF& A R1ER) F# ARC
WA X BB REKEK.

AAXEBEEES
B TREASI9ESNEREEE — /MR T TargetHealth MW FIRES

AdministrativeOverride,

HMEABIEREH THRERR , WEBXBANAEBMBHANKEERES. MERBISESR
MHELAREEBSNBEMEHEIRE. UAERFIRETE , EEHBARLLL.

A BEMY AdministrativeOverride RA&EHE :

unknown
HTASEIR , TEEBRS
no_override

B EHENRBEEINEES
zonal_shift_active

oA XEBE B R XA TESIRE

zonal_shift_delegated_to_dns

B XIERBIRSF BN IR , DescribeTargetHealth{B AT LA E #2833 AWS ARC -
Zonal Shift API S HIEEE,

AMBEHHEBERERTAXER

RIANBERT , TRAXEBLTERRS , HEXAESINNENFHYERNLEH. XBER T EBNEE
AMENRSEMNEZAEEERRBEITHREE, EXEZEE |, 51 the section called “1] X 3%
%
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https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-practices.zonal-shifts.html
https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-practices.zonal-shifts.html
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TR

MRENABIERERA TEXBAHEE , WEEIZAFHEINENERABLITREATE

B %4
“No

o BFRANAIN TCP = TLS,

- BfRHEEBTEERN alb,

- DMEBAXNZITHRRTEN BIFL ILEEEINRE,

+ load_balancing.cross_zone.enabled BFrEABMMSAMA true
use_load_balancer_configuration ( BRik ) o

Console
ESATRHXER
1. 3TFF Amazon EC2 ##l#& , it Fhttps://console.aws.amazon.com/ec?/,
2. ESMBEH LM Load Balancing ( 7A#ii59# ) T , 1%£#F Load Balancers ( fAEk9#2% ) -
3. ERMEZAFIGESE,
4. EEMEIFL , &BRE.
5. EUAXKHAEESRSS , T ARC TRAXEBER , H&R B,
6. EBRREFEENR.
AWS CLI
ESATHXER

R zonal_shift.config.enabled B modify-load-balancer-attributes a5,

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=zonal_shift.config.enabled,Value=true"

CloudFormation

ESATRAXER

EH#AWS::ElasticLoadBalancingV2::LoadBalancer®@RA 2 &
#Zzonal_shift.config.enabled& -
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
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Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
-Key: "zonal_shift.config.enabled"
Value: "true"

AP R ERE I TRAXER

ARC R XEIMRAELE R ZXERENRENTRARXBT , SHENNARFH AT AREER
N AWS XE R R A XIEREZET,

TR
EI e, FRIAEE N ABSERAEEERERA T AXER.

Console

IR 8A 7 a0 E A Amazon EC2 2 #| & X EBah. BXxER ARC #H & F3 7 AX
BHFR , BSH (Amazon NARFREZEHIEE (ARC ) FRARIER) Y Starting a zonal
shift,

BT AXER

1. $TF Amazon EC2 #£&l& , Wik A https://console.aws.amazon.com/ec2/,

2. ESMER LM Load Balancing ( 7185 ) T , 1%#& Load Balancers ( TA#E 528 ) .

3. EENBAFHIERE.

4, TEEREIMFH , BF Amazon Application Recovery Controller (ARC ) , RFEER Bz H
X#®,

5. ERENREBENTAKX,
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https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.start-cancel.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.start-cancel.html
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6. GERJMATRAXEBNEHE, TRAXEBRAATUM 1 2HIREN=K (72 P8t )

FMETHAXEBHRENMN, BMARESHRE , EUUBEEF EREB LU EFHA T H
DT

7. WAER., BULEEENTAREBUREER.
8. EAZERELUBINEHTRARER K XSFREBEZTAX , NIBRPERAERFNEE,
9. EEWIA,
AWS CLI
BE T ARX®ER

£/ Amazon N AR RS 2 HI8F (ARC) start-zonal-shiftas o

aws arc-zonal-shift start-zonal-shift \
--resource-identifier load-balancer-arn \
--away-from use2-az2 \
--expires-in 2h \
--comment "zonal shift due to scheduled maintenance"

EMNZ A ERINTAXER
B EHTAXER , LUREFNEIEARE , bl U REBIEBRTAXEBINER,
Console

33 #2154 BA 204 5E F§ Amazon EC2 2 H| A EFH X wEE . BxEH Amazon AR IRE L HI2E
(ARC ) 24 AEHUAXEBNEER 55 (Amazon MARFIRELRFIEE (ARC ) FEXAR
$£®) FH Updating a zonal shift,

EHAHXER

1. 3TFF Amazon EC2 ##l& , it A https://console.aws.amazon.com/ec2/.

2. ESMBEH LM Load Balancing ( 7A#ii59# ) T , 1%£#F Load Balancers ( fAEki9#2% ) -
3. EBREFERUAXREBHNARRARIGESS.
4

HEERETFH , BFF Amazon Application Recovery Controller ( ARC ) , AREIEZREH A
X#%#,
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LERAERFITIT ARC 25| & AR E B HRIE,
5. (Hit)XTREWHXEKBIMetE , oTSUEESE AR B E .
6. (Hit)XTER, TUERRENRERIEAFER,
7. EEREHF

AWS CLI
EMUARER

£/ Amazon MAEFIREEFIES (ARC) update-zonal-shiftii o

aws arc-zonal-shift update-zonal-shift \
--zonal-shift-id 9ac9ecle-1df1-0755-3dc5-8cf57EXAMPLE \
--expires-in 1h \
--comment "extending zonal shift for scheduled maintenance"

HUH W & g as v A i X #6%

EAAXEBEM A , BUUENEUEE. (RUNBUERENXERS , BT UBUEAXBAZ %

4R BT AWS FHIREY XIS .

Console

WA T Al Amazon EC2 ##H ABUEXHREB. BXFEMA Amazon NAREFIREZE G
22 (ARC ) BHABHTAREBWE R , E2 (Amazon MARFIREZEFIES (ARC ) FFAXA

R #/) HH Canceling a zonal shift,

BUR AT F X #& %

$TFF Amazon EC2 ##1& , it A https://console.aws.amazon.com/ec2/.

ESME LM Load Balancing ( fA#5#% ) T , #%&#F Load Balancers ( A 3988 ) -

1

2.

3. EBREFERTAXREBHMEATRITESS.
4

EERET 5 Amazon Application Recovery Controller ( ARC ) #4 , it BECHE AKX

#®%.

LERE T T ARC #2541 & AL BUERE,
5. i&# Cancel zonal shift ( BUEATTAXEE ) .

HUE A A X%
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6. HRFIERHITHEIAR , &£ Confirm,

AWS CLI
BUE AT AX#%
£/ Amazon R ARRFREEHIEF (ARC) cancel-zonal-shiftii %o

aws arc-zonal-shift cancel-zonal-shift \
--zonal-shift-id 9ac9ecle-1df1-0755-3dc5-8cf57EXAMPLE

M E A ERN T ETNSR

NHBERBTEEN (LCU) MELLEALUNAHEERMERSHNEE. MEAEHER283Y
B, UAXEFERNINITEARHARETEER. RERNBTER , ENABROESRLREZRIINRE
e EOY R, BRAIUBLIRERTEENR NETE.

EUTRRT , AJEAERER LCU H

- BERELSHENFHIARRIUERESRE , FERENRABIEREBEEIHAERROR
BIEfE,

« B ITHEARBUESEENRFETTTNREIIRE,

- BEERENFGER  UEERERINBAEARIBERS , EEENSREFKIET , MESFH
B BEK.

- BEERBEGERcBIBITENR , AFEFEREEREN SRABIGERVAEMETE.

EHERENAR

ERENARIERMENREN , RNBWERITABN AR RRMBARKREN T L TEAR
HiE, EABEASEERSE  EUUREFRNRELAEFTEMENTEANE,

H®E , BALLSZE CloudWatch ?a*T\ProcessedByteﬁEfﬁEIEfﬁE’J"“ Efl, BNABHEERENETE
EMEEF LCUs , B4 LCU & F 2.2Mbps. EAJLAEH Max (ProcessedBytes) fE#rR&EE g5
BHRLBIHNBEATUHERE , ARTZEHERKR N LCUs £ 2.2Mbps & F 1 LCU MV E,

MREXBALTENBBFEAIHSE |, BTERITRENIR , WATSER LCU BT EIRRMEEFT
FERE, LCUMBATEREAET AWS URENWA L THEABNKE , AIRTEAREHNBETH
. AXRESZRER  FERASEERTESUMEITER,
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THEHWEXE -

LEZhEE AR T XEATA

XERS (HFRILMLER)
KERER (HEXEM )

. ZETESH (BRBRM )
- TABK (FS )

WA X (#E )
TA#K (ER )

- TAMK (F3)
- KM (R2EE )

RMtE X ( BR=)
RO X ( HTEEERE )

LCU MEM &/ MEMZEAME

BANTARMETMEBERMBNED RN 2,750 LCU, BREHEZBKFHNETORE. BXEZER | 5
% the section called “TAE I ER_BEL N,

NIEH M EZ A IIERBER A ERTERLTNSR

EEEMA LCUE e , BEERUTEER !

£ TLS AT 2R M E RIS E R T R LCU &,

LCU MBRIZEFNMEZAFHIGEHSETMEETHEE D, BiE LCU MEN , B ENBTEFERM Mbps ¥
#27 LCUs £ 1 LCU F 2.2 Mbps Ky S5 HE =R,

- FEREXGEEMEN , ARETRAX 2B FE2E, £EA LCU MEZ8 , FRINSNMNTAK

REAEBRIE IS H B R

« LCU MFFEREFE LEEE RN , EABRRTZTAXRERNTHARE, SHEREEFE—/DITR

H , Bt H TERER.
EFNATEN , BELANEREARERAM. LTAEESRANNERE , B850 XER
RORD R

FIEMEZENEREREEL L HEUHAFHIFEI T,
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Console

EBER LCU T &

1. §TF Amazon EC2 ##l#& , Mt Hhttps://console.aws.amazon.com/ec2/o
2. ESMERTP , EFRAESER.
3. EBRAFIEHREN
4, HERERTIFH , EE4RE LCUME,
5. ERETHESENHE,
6. EBRSENER , NEBHENTE LCU %5,
7. MREBEBEHESEIEE , WAILUERFHMEEHBMA LCUs ZEREZHIE.,
8. EERRTF.
AWS CLI

EBER LCU T &

{# A modify-capacity-reservation &35

o

aws elbv2 modify-capacity-reservation \
--load-balancer-arn load-balancer-arn \
--minimum-load-balancer-capacity CapacityUnits=3000

CloudFormation

EiFR LCU T &

E#AWS::ElasticLoadBalancingV2::LoadBalancer® & o

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2

BERME
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SecurityGroups:
- !Ref mySecurityGroup
MinimumLoadBalancerCapacity:
CapacityUnits: 3000

EHREUE M Z A E R A ERTER LTS
MREABHEROREBEXRETY , B UEFHECEENEITEIHFR LCU E,
Console

EEHWECH LCU &

1. $TF Amazon EC2 ##l#& , Rt Fhttps://console.aws.amazon.com/ec?/
2. ESMERP , ERAEGESE.

3. EBRAFIEHREN

4, HEBFEETFH , WITUTREZ—

a. EEHLCUMHE , FiFHmeE LCU M,
b. ZEHUH LCU 8 , FEABREUERE,

AWS CLI
ZEHUH LCU FliT

£ F modify-capacity-reservation 5%

aws elbv2 modify-capacity-reservation \
--load-balancer-arn load-balancer-arn \
--reset-capacity-reservation

BEEMFAB G RN ABIERTEL VN

TR LCU BN WaRSE !

« pending - RAZMBEEBRETF,

B HEUETE
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 provisioned - R "TERECHERMNE , THER,

-+ failed - RRYFEETHIER,

« rebalancing - R " AXERMEMBR , ARBEHBEEEFTIERBIE.

LCU fEA =R

EWREME LCU NFERAR , BN S 241 ProcessedBytes EREE/NERH
Sum(ReservedLCUs) #THR. ENSIHFTHERNIS I LCU , BEALXN . (FT/H
& ) *8/60/ (1076)/2.2,

Console
EEE LCU MEMIRAS

1. $TF Amazon EC2 ###4l#& , Bt Fhttps://console.aws.amazon.com/ec?/
2. ESMERP , EFRAEGER.

3. EBRAFIEHREN

4. HEBRERT+4 , ZAUEEMZERESMTME LCU &,

AWS CLI

ER LCU MEBHIRES

£/ describe-capacity-reservation #p4

o

aws elbv2 describe-capacity-reservation \
--load-balancer-arn load-balancer-arn
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P 4% S B 29 7 2R Y T U 2%

T eR R — MEAGEENDHUANR OREEEFTRNVAR. BLRAEDRM— MR, RETEE
RERAMENEIGER. MRENABHERIBENNER WL EREBREEFRRE. BN
TEMHYMNRTE T AR H7 35 & A RHE SR BS A B OEAEY B 45 ( a0 EC2 R4 ) o

&

- YrEREE

- BRARE

- mTEREM

« REFTER

« ALPN RHg§

- ARME R E R CI R MITES

< MRS E IR RS 2RI

- MERNBEERNR KK

- EHMERBITE IRV YR

« B ENBITERRYTERAY TCP 22 iRy
- EFMEABITEIRM TLS ¥R
o I BR PR 4% A 45 1 25 AV (0 UT 2R

T 2R E
107 28 S LA T D AER T -

« % : TCP, TLS. UDP. TCP_UDP, QUIC, TCP_QUIC
« ¥wH : 1-65535

AR TLS MR MBEMBEEN TEXLABBERTR , MENARFAIUTETHLSZ
B, WRMWEBHVCN TLS , BHAEMYTR LBEEL — A SSL BRFHFEFH. AXRESZER , S
5 BRSS AR U

MRATHREFER TLS REMARATHE R , WA EIRD 443 LI TCP MiTd: , MAR
IR TLS 11728, B TCP ¥R , ARE R MBREAER BIR , AN EH#THER,

=T 48
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O LAEA QUIC (UTsskiZS QUIC RE., BIBHE , Network Load Balancer & Y EB A5 E
8SRFC9000, F A QUIC MIFEsMiF QUIC MEH , I BIREZI T ERETR,

EfE-—%O LB TCP # UDP |, 5812 —4 TCP_UDP {188, TCP_UDP {25y B bR &4
FER TCP_UDP MY,

EHER—wALRERZE TCP M QUIC , i8I —/ TCP_QUIC %88, TCP_QUIC {RITE38Y B #R
4B ATER TCP_QUIC tHhile

Mg A E9EESH UDP TESEE IPve B R4,
WebSockets R4 TCP, TLS. TCP_UDP #l TCP_QUIC {iiirgs %,
QUIC REFXEFRANE. QUIC v 2 —Z XM QUIC iR,

REFEREMWRNAMENERERLAXNTHRE, SEENNTRFTENMERERDENFE
TR E. BRRE 3 DU ICMP BRBEANBHNRE. MEABHOERKEFEBNRE , T2
RERRIEMER. IRRAFNCEEMTRAMITRKON TCP BIFEFRMNEE , REFR
BMTCP E#EN—o , NFEL TCP EE (RST) 4,

HXxEZEE , 525 Elastic Load Balancing A F{8EHMIEREH,

RINRIE
BIRMTER  AREREH B ERORINRAE, RINRERERE DS EN B iR,
CERNZEC VP b

MRENRNRFEESNERE , BLBERFREZLBIFANENRERITIE., BLTAENE
PRETETE 0 £ 999 < HINEE, REN 0 WEREATLWEMEMRE, EE&RINE FRAHER B IR

AMER , MERFRERNEFANERITRE. DAEEFIZIHNE , FEEREAFTNESTEEX
Mo

B, MREEFNERE , SMNEFRANNERN 10, WENBEREAFER—FHNER. NMREER
MERE , —IMXERN 10, Z—MXERN 20, NNEN 20 W ERAEWABERBHEBRNERN 10W
BB Eo

EFENABFRMN—NBEHREAR S —NEHRAEBERE, XEREEFEZLSEMT EHRANNE |, BEE
FRBBERANNE , EEEZTN 0, IREFEFENNEEFHN 0, EIELENEE , ZANTBE
WoETRYERE |, BI A TG,
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HMEFENMNE RAE

HEFSRERITHERBRETEERERABRANYE. BRAG , BNt fEkBARIR IP it
RY B S AL SRR R LR ERY B 474

EREW

« XF TLS %8s , BFTER TCP BARAM TLS BrARRRMBITRMAU B, FrE BIRE MM
152 A AR B B9 o

« T TLS MUTER , FXIFE AN,

o NTRELAFIGERR | BT IPv4 BFRAN IPve BARAREAINBIE —NERINRED. BRIAR
YEREYFRE BARA L IERMEERY IP a3 A,

- WTFmEE  UREBERBEFESSNERABEREM—NEATHEERE  NZERRFLLATE
P B PRA R MR B

T 25/ 1%

MBI ERNITRBEEDT
tcp.idle_timeout.seconds

tcp ZZREAHE ( AW NEN ) o BRSEEN 60-6000 ¥ BINMER 350 B
BXREZEE , F5MH ENZAERN,

R MmiTsR

EMEA TLS sz , BLAERBIIER LHEBEZD — MRS |IEH. AFITERLERA LIRS RIE
PLIULRIREE , BREREFEFRNER  RAEFERRETBIR. 58, WREFEZRNBRERL
MEBMEABIGERAINERTHER , WAILERAD 443 L6 TCP sk , MAREIZ TLS T
rEs. MEOERFEEFRERERMERR , MARBRER,

Elastic Load Balancing £/ TLS A EE ( MANRLER ) EEF RSN 2 EIME TLS iE
B, T2RBEMUNEZBNEAEES, MUEEFRERFHZABEYRZLERE  BREFFRENET
HRzBZENFMEREFRLERE. ERREANERACERIEEENMBEEE, HUERASH
ZEX Internet ENEIBHITINE, £ EEPEIRY  ERRNASRIEHERSREETINFRES
BXFNZBMDPUNIIR N2 EEERRSRIRPEET TR RNEBLTENE - NEB,

T 3R E 50
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M E A ER TR E TLS FHRIE (MTLS). EIRE mTLS XK, FLIE TCP mivsR , MFR
TLS f¥reR. ABGER[ZFEFERER , & TUE B IR EXHE mTLS,

MM E A PSK #T TLS1.3 W TLS IRE , URFHAASEEII#HIT TLS 12 REEIK
A TLS RE, FXFETLEIDWRE , A EMWSRIFEEZSMNER HFER SNI BFHIR
&, R O-RTT HIETHEEM early_data ¥R,

BEXRHERER , BSHAMEAEFEE S L/ TLS MM & M52 EAY SNI 2§,

ALPN 3K B

B AR S (ALPN) RESZ4H TLS #F hello JHE ERIXEM TLS B, BT ALPN , A E#E
BIHENERSER (HW HTTP/A F HTTP/2 ) EERM A,

MEPREE ALPN EZR |, fE9ERSFE K ALPN Bi2TSIRSH ALPN KE#HITHE, R
EPmT R E ALPN KM , MAFKEERSBIE ALPN KN EENY|RETERE, BN ,
MEEEETFER ALPN,

XI5H ALPN &
AT R ALPN KB -
HTTP10nly

X7 HTTP/1.*. ALPN BIEI5IZRA http/1.1. http/1.0,
HTTP20nly

B HTTP/2, ALPN B&ETHIZR A h2.
HTTP20ptional

ik HTTPA * AR HTTP/2 (X% HTTP/2 MiRIEEAA ) » ALPN BE&T5IR N
http/1.1. http/1.0. h2,

HTTP2Preferred

Bk HTTP/2 AR HTTP/1.*, ALPN &3&I5I5RA h2. http/1.1. http/1.0.

None

THE PNo XRERIAER,
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B A ALPN &E#Z

BRI A E RS TLS TSRS A ALPN 8. BXEZER , B2 R MR MERT ALPN
Ko

1R 2 S T 2R 0 2 U 28

MITRERATREERERNER, SRECIRATDERE OISR | H A RE @ RSS20
TR,

FRF M

- BRAPABRNREREENE, BXESER , B2 ANEARYESE0EB R4,

« BNANIETE TLS KWTERM SSLEH ., ASRIERAFERERLLERE , ARHEBRETFRNE
R, BEBNERBHIBEN. BXESER , BN NEATIIE RN RS HIER.

o IBTEERF IPv4 BFrE EdualstackAE &M UDP MrssEl & A,

+ QUIC Ml TCP_QUIC 7288 A X ## 7 dualstack BB RAB L L AN RMEIHER EFEH,

« QUIC Ml TCP_QUIC MrSE A X HEXMELLANNRHEEHR LER,

- EEMSLERME , MEAEHEESE LXATFFE—D QUIC = TCP_QUIC fiiiTss,

- 7£E% UDP = TCP_UDP {iiTasfy MM e 9" L , TAWEE QUIC M TCP_QUIC a8,

N Aot T 25

BhmTREER TMNEFIRERIABIERNNUMED , HARAMIUTHEANEEBRE, BX
EZEE , B2H MTHEEE.,

Console
7 Do U 25
1. FTFALTF https://console.aws.amazon.com/ec2/ # Amazon EC2 #2#| &
2. ESMBERT , EFEABHEESE.
3. EERARMESRNBEMUTFEEAEERE,
4. £ Listeners ( {UT88 ) &I+ £ , %4F Add listener ( RIIIHFES ) o
5. XFX , E&%E TCP, UDP, TCP_UDP, TLS, QUIC = TCP_QUIC, REER\imOHE

AHEMwO,

BT RS 52
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6. NTRIARE , BRI ERFREXRINEHRE,

ERMEMBRA  BEBRMBEFE  HRESEFHNE,
MBEBEEERFBZEERNWEIRAE , BEZFCBERE , UGB —NEHREA. BXES
BE , HZH EBRE,

7. [TLS 8788] X4 F Security policy (Z£KE) , BIWERBERINZ LK,

8. [TLS {mWras] X FERIA SSU/TLS BRFEF|ESH , FERFBIRINER, BAMNATE—RFERIE
3
- MREFERABERS A TIEPH AWS Certificate Manager , FIEEM ACM , REFEMIED ( K

B ACM ) I ISIEH,

« MREER IAM SATIED | B®FBEFRE ACM , REMIEH (KE ACM ) FIEFZIEH,

« MREHIUES , FRESAULEH, BEFAE ACM HES AT IAM, XN TIEBREER ,
FEHFRWEREZAXM (PEM FBHXHE ) NAR, NTIERBEX , BEFFRUELE
ZIEH XM ( PEM GREBAIXH ) WAR, N TIEHEE |, BESIFMWGIESENHS ( PEM
RV ) WAR , BRIEBERANREZRUERHA BN RRRERAERILEPHTEE,

9. [TLS 1#788] X F ALPN policy (ALPN KE&) , 1§%R — N REELUZ A ALPN |, Zi%# None
(7o) AZEF ALPN, BXEZEER , 152 H ALPN KB,

10. ( W% ) ERNGRZ |, BRI MWTESKRS, EBRBRANFHRES , AR ARSENREE,
11. EBHM,
12. [TLS {Wres]) E@ mEIERHRAMUEPD , BSEFIERFMERER IR,

AWS CLI
B2 B Frd

MREEB LA TFERINRIEN BIrE |, EILBEAcreate-target-groupin B RIE—MNBHrd. B
Xl , w5E SIEERE,

b0 TCP {iir g8

R create-listener 485 , ¥8E TCP 1%,

aws elbv2 create-listener \
--load-balancer-arn load-balancer-arn \
--protocol TCP \
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--port 80 \

--default-actions Type=forward, TargetGroupArn=target-group-arn

EFMEFZABIRAMN TCP MlTaER

5 create-listener 8% , }87& TCP M. BEFREAMNE,

aws elbv2 create-listener \
--load-balancer-arn load-balancer-arn \
--protocol TCP \
--port 80 \
--default-actions '[{
"Type":"forward",
"ForwardConfig":{
"TargetGroups":[
{"TargetGroupArn":"target-group-1-arn","Weight":10},
{"TargetGroupArn":"target-group-2-arn","Weight":30}

I

RN TLS Wras

£ create-listener i85 , ¥8E TLS i,

aws elbv2 create-listener \
--load-balancer-arn load-balancer-arn \
--protocol TLS \
--port 443 \
--certificates CertificateArn=certificate-arn \
--ssl-policy ELBSecurityPolicy-TLS13-1-2-Res-2021-06 \
--default-actions Type=forward, TargetGroupArn=target-group-arn

7N UDP {iirs8

fE R create-listener a8 , F8E UDP thHils

aws elbv2 create-listener \
--load-balancer-arn load-balancer-arn \
--protocol UDP \
--port 53 \

AN R
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--default-actions Type=forward, TargetGroupArn=target-group-arn

ERn QUIC 11%ras

£ create-listener I8 , ¥EE QUIC M,

aws elbv2 create-listener \
--load-balancer-arn load-balancer-arn \
--protocol QUIC \
--port 443 \
--default-actions Type=forward, TargetGroupArn=target-group-arn

CloudFormation
ZER 0 TCP {niiTss

AWS::ElasticLoadBalancingV2::Listenerff i TCP HiE X KB AR,

Resources:
myTCPListener:
Type: 'AWS::ElasticloadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TCP
Port: 80
DefaultActions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup

EFMEBESZNBIRAMN TCP sz

AWS::ElasticLoadBalancingV2::Listenerff i TCP HiE X EH AR,

Resources:

myTCPListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TCP
Port: 80
DefaultActions:
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- Type: forward
ForwardConfig:
TargetGroups:
- TargetGroupArn: !Ref myTargetGroupl,
Weight: 10
- TargetGroupArn: !Ref myTargetGroup2,
Weight: 30
TargetGroupStickinessConfig:
Enabled: true

ERN TLS 1Wras

AWS::ElasticLoadBalancingV2::ListenerflE i TLS tHilE X KR F IR,

Resources:
myTLSListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TLS

Port: 443
SslPolicy: "ELBSecurityPolicy-TLS13-1-2-Res-2021-06"
Certificates:

- CertificateArn: "certificate-arn"
DefaultActions:

- Type: forward
TargetGroupArn: !Ref myTargetGroup

E7R N UDP {n T 28

AWS::ElasticLoadBalancingV2::Listenerfff F§ UDP M E KB M &R IR,

Resources:
myUDPListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: UDP
Port: 53
DefaultActions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup

AN R
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ERN QUIC (rss

AWS::ElasticLoadBalancingV2::ListenerflE Fi QUIC HMUE XK BB RIR

Resources:
myQUICListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: QUIC
Port: 443
DefaultActions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup

P 2% S 3 1D 2R RY AR S5 2R AL T

ERNMENFEERVNELSMNTESN , EMAEARYESR LBBFEL —NIEP, AHBYEREE
X.509 iE$ ( RE|UEP ) o IEPRAIEPMAELENE (CA) MENBEZLEH, IEPIERIRELR. A
WHARR, NEZE., FIBSURAGENRZER,

EOERATARGERMIE B , ELAREHE. EPLNRELTNEBELFHBICREEE , UHEE
BATREBRIE TLS iE#E, MRFTE , MREFXMNE,

A EBIEETEREEZSE (FQDN) ( HlE0 www. example.com ) RIARIFE ( Hlm0
example.com) . BEAUFERAES () ENBEFARRFE—HHPHNZNEQILEN. BERBERAIE
Bt , B () XA TEHENKREMNNVE , mBRERF —NFEHLS. Fla0, *.example.com R
# corp.example.com # images.example.com , BT &R test.login.example.com. %
BEEE , *.example.com 4R# example.com FiE , M AR EE RN 21T (example. com)s
BEAFAME REIERA Subject ( £ ) FE M Subject Alternative Name ( TBEREBZH ) T B
F, BXOEBIEPHNEZER , H209 (AWS Certificate Manager FF 1§ F#Y ERAHFIUEP,

FRANVBWIEAEER AWS Certificate Manager (ACM) 1 &8 S 819 #2582 iE ., ACM 5 Elastic Load
Balancing 58X , AMERAILAE 9@ LEBIUE B, BXREZER |, {55 AWS Certificate
Manager Fi P $5R o

RNE , BELUFER TLS TERIBIEHLERIER (CSR) , AEIREL CA ZXEBM CSR LERKIES , RE
FHEH S A ACM SRHEP L& AWS Identity and Access Management (IAM), BXEZER |, &
2% AWS Certificate Manager AP EREHHNS AEHE IAM AP ERPNFERARSSFIED,
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XENZAEE

« RSA 1024 {u
« RSA 2048 {u
« RSA 3072 {u
- ECDSA 256 {u
- ECDSA 384 {u
« ECDSA 521 {u

BRIAUE $5
IR TLS W 8RR , BBASHIE—MED. HEBHNRINIS, QIR TLS ISR , SANE
MBI, EXESEL  HSH BRBNLS,

MRELERIRPEEEMIER , MXEFFIRETERARSSHFBMHIET (SNI) B ER FEZE
EENBRIEBINRPXBLTEERE , FEARINER,

MREAEEHMIEPEZTEELE - ARFEREESNLENAERF WA ERABEFIERLHN
IEBRY BB INER &R AR (SAN).

UEH 5l &

B TLS M¥reR/E , EERMALEBMEIER IR, B SUEERFHEH RN E YT 2BV IEH 5 R+,
ERIERFIRAEARGERER KO LXFSNE , ANENHERHTEANIER. BXEZER
FSH R RMEERSIR.

AEIEBREALZIE SN WERIEPERE L, NREFIHREENENEEIERIIRPH —MEB T
Bl , MARSERFFERIIESR, MRFEFHREHNENBSEBIRPOSMEBEE , WAESE
BFARE PR A SIS REIER, RE\EUATIRE , B TERNIRFERIES

- NEZRAEE (ECDSA £ F RSA)
- BMFEZE (EER SHA A MD52 )
- BRKE (BERKHE)

- BEMH

NHEBERL R ASFEEREFREENENRBNOEFHRRENIES. BXEZER , BEH &
REEEIEE

XFENERAEE 58
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EP LT

BMEEHEERAR. ELTBREEVBER CNEITHERAFHER[NENES. XSEIRIA
EBFERFIRFPMIES. RITHBRIEPFIEHMARGERTLERIWH#ITHIHER , ALEED
EESTHWERNEH, KITER2E , FNEFRRERZITENIES. ERIEFHz2E , FEFREE
RFEH,

FBA RN T AN ERIEBELITMER

- BIEMN M SIRME AWS Certificate Manager HZPEBE 8K L1988 LAVIE B AT LA B Bh &
iTo ACM 2ZHEFHZAMEITIER. BXEZEER , 5 AWS Certificate Manager A8
MR EELIT,

- MREEFEBSAACM , WATEMERHEHERHAEIRNET. EXEZER , BSH
AWS Certificate Manager i F 38R S AIE$,

- MBBEFFEBSA IAM F , M AFREE—NHIED , FZFIEBSA ACM F 1AM F | FiZFiE
PARMBIATITESE , HMNAEIGE I BRI A IES.

P 4% S B 3D T 2R Y R 2 SR

IR TLS T=Ret , BUIEE PN REEKK, TE2RBHE T ENRDERSF iR E#IT SSL
AR XN EB NN, NRENEREAJEIRNRAFNLERERN , B UAEHRAERSE
FENLEE2EK, BXEZSER TR ENMZE R,

P =3

- TLSTRFEERLER., NREECERMNTRNREERLER , RITNEARAZE R,
BRINZLREEBUR T B AR TLS MTEsm A= -

. BEHA - BRINLZEL KA ELBSecurityPolicy-TLS13-1-2-Res-PQ-2025-09,
- Hf% (140 AWS CLI AWS CloudFormation, # AWS CDK ) -ERiAZ £ KB
=ELBSecurityPolicy-2016-08,

- UPQmENLZELEBREHESREFBHARG. HTREMLER , ENXBFLBENFEF ML-
KEM ZARME L, BRHLAATE ML-KEM ZHERMR , FEFEABEFEE T TLS #1754
R, BEBETFEMII secp256r1, secp384r1 Hl X25519 B EMLKEM768, MLKEM1024
MLKEM768 EXxEZ{EE , BSREE THEBY,

- AWS BiERFHNETFE T TLS (PQ-TLS) WZ £ FEEH, ELBSecurityPolicy-
TLS13-1-2-Res-PQ-2025-09 ELBSecurityPolicy-TLS13-1-2-FIPS-PQ-2025-09i% K&
B FEBHERES PQ-TLS, XBR TLS 1.3 YR TLS 1.2 WE AR RBREEREME , N
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RIRE#R A 058 F BT ER RS T i, BESNESRAEAREFT R BN BRHAKRIRE
s PQ-TLS MYEES , BRI AR S IR EE= IR 2 KK,

- BAULG AR BEUT#EERZETMERHEE R TLS HRWES. 24 TLS REKERX, &
BERZERBARURFERD, WABREEHRERABLRABERIEE , REREMNNERBEERB. B
XESZER , FZEE BSMMEAZEEHRRAIER,

- EEENPIITERVFIER TLS HIURAE ( BEFRUE 5 ) MEAXKR ( BEFRMULE 13) |,
EFERABRBEHAREMNNBESRE. BXESEE , B2HALEAES.

« BO LD BRI AWS Ik B9 IAM A #Y Elastic Load Balancing &4 %340 F AR S5 12 HI SR B
(SCPs) RBR#IF P A LAGEF HRLE 2 2 5K #&, AWS Organizations B XEZEE |, 21 (AWS
Organizations FAF#E8F) A RSS2 HIKEE (SCPs),

o XX TLS 1.3 WRBEZIFEEMRE (FS). X¥F TLS 1.3 M TLS 1.2 B{XEE TLS_* M ECDHE_*
BAEBBHREBLRMEFS,

- MERFYEFHIEF TLS 1.2 B9 Extended Master Secret (EMS ) ¥ R,

[ i B

BAERA TR EEETRERATEREENRTLER, RREENZL2RBEEURTMINENZ
2R, MRFATXPEAERER :

» FIPS FEF TLS FKEE-EimEREFEA ELBSecurityPolicy-TLS13-1-0-FIPS-PQ-2025-09

- FIPS RBE-fRimIEREFE A ELBSecurityPolicy-TLS13-1-0-FIPS-2023-04

- FET TLS KEE-FiREREME A ELBSecurityPolicy-TLS13-1-0-PQ-2025-09

« TLS 1.3 BUR-FWmiE#EME A ELBSecurityPolicy-TLS13-1-0-2021-06

- RimEREFEANFTEEM TLS 5KrE ELBSecurityPolicy-2016-08

& 7] LAfE A describe-ssl-policies AWS CLI sn S # IR THMUAZRE |, LA LS E TR,

Eoge
« TLS £ KM
« BRBEXI DI
- BRBXI2WED
- REDY 2R
- FIPS Z£ XM
« BRRBEXI 2B
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W 4% S D 2R

- BRBEXI 2 WED
- BREBX 28R
* FIPS XEFHNREEKMK
- BRBEXI 2B
- BRBEXI 2 WED
- BREBY D HREE

TLS Z£ KB

BAILERA TLS Ze XM KFTFEZARL TLS tMURFHEAEN T2t , AEXHEEEH

M= IHE P im.

N TLS 1.3 R IFEERE (FS), X TLS 1.3 M TLS 1.2 BEXEE TLS_* # ECDHE_* #&

X BRWGHYREEWIRA FS,

NE

« BRBEXI DI
- BRBXIDWED
- BEBX DR

R BE X 7 B L
TRERT BN TLS T2 R IFH N

RERME

ELBSecurity i zR-TLS13 -1-3-2021-06
ELBSecurity % TLS13 -1-3-PQ-2025-09
ELBSecurity i ZR-TLS13 -1-2-2021-06
ELBSecurity % TLS13 -1-2-PQ-2025-09

ELBSecurity B2k TLS13 -1-2-Res-2021-06

TLS
1.3

fm fAD  FAD HD

fim

TLS
1.2

]

Bl
=
=

=
=

TLS
1.1

]
Bl
Bl
]
BB

TLS
1.0

]
Bl
Bl
]
BB

TLS B KM
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BEREE

ELBSecurity iR -1-2-res TLS13-pg-2025-09
ELBSecurity B3R TLS13 -1-2-Ext2-2021-06
ELBSecurity Bl R -1-2-ext2-TLS13 pg-2025-09
ELBSecurityB{ZR TLS13 -1-2-Ext1-2021-06
ELBSecurity Bl R -1-2-ext1-TLS13 pg-2025-09
ELBSecurity Bl Z€-TLS13 -1-1-2021-06
ELBSecurityB{%€-1-0 TLS13 -2021-06
ELBSecurityB{%€-1-0 TLS13-PQ-2025-09
ELBSecurityPolicy-tls-1-2-ext-2018-06
ELBSecurity B %R -tls-1-2-2017-01
ELBSecurity Bl %R -tls-1-1-2017-01
ELBSecurityB{%£-2016-08

ELBSecurity{%€-2015-05

R BE X 7 B B 8D

TRERT BN TLS T2 RMIIEFHED,

TR
ELBSecurityBlZ€-TLS13 -1-3-2021-06

ELBSecurity B2k TLS13 -1-3-PQ-2025-09

ELBSecurity BlZ€-TLS13 -1-2-2021-06

TLS
1.3

D WD WD WD WD HD  HOD

fm

]
Bl
Bl
Bl
]

R

TLS
1.2

fm A HFAn FWD AD AD FAD O AD AD AD fAD @D

Him

TLS
1.1

]
BB
]
]
]

fm

fm

fm

]
Bl

D Ao

Him

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
TLS_ _ _ CHACHA20 POLY1305 SHA256

TLS_AES_128_GCM_ SHA256

TLS
1.0

]
]
]
]
]
]
=

=

]
Bl
Bl

Him

Him

TLS R£ KR

62



Elastic Load Balancing W & S gk H R

BEREE A

ELBSecurity B % TLS13 -1-2-PQ-2025-09 + TLS_AES_256_GCM_ SHA384
« TLS___ CHACHA20 POLY1305 SHA256
+ ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256
+ ECDHE-ECDSA--AES128 SHA256
+ ECDHE-RSA--AES128 SHA256
+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384
+ ECDHE-ECDSA--AES256 SHA384
+ ECDHE-RSA--AES256 SHA384

ELBSecurityl{ % TLS13 -1-2-Res-2021-06 + TLS_AES_128 GCM_ SHA256

+ TLS_AES_256_GCM_ SHA384

+ TLS___ CHACHA20 POLY1305 SHA256
+ ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256

+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384

ELBSecurity Bk -1-2-res TLS13-pg-2025-09
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BEREE
ELBSecurity % TLS13 -1-2-Ext2-2021-06

ELBSecurity BiR-1-2-ext2-TLS13 pg-2025-09

5

=55

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384

TLS_ __ CHACHA20 POLY1305 SHA256
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-ECDSA--SHA AES256
ECDHE-RSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA

TLS R£ KL
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BEREE
ELBSecurity % TLS13 -1-2-Ext1-2021-06

ELBSecurity Bl 2R -1-2-ext1-TLS13 pg-2025-09

=55

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384

TLS_ __ CHACHA20 POLY1305 SHA256
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
AES128-GCM-SHA256
AES128-SHA256
AES256-GCM-SHA384
AES256-SHA256

TLS R£ KR
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BEREE =g

ELBSecurity BiZ-TLS13 -1-1-2021-06 + TLS_AES_128 GCM_ SHA256
+ TLS_AES_256_GCM_ SHA384
« TLS___ CHACHA20 POLY1305 SHA256
+ ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256
+ ECDHE-ECDSA--AES128 SHA256
+ ECDHE-RSA--AES128 SHA256
+ ECDHE-ECDSA--SHA AES128
+ ECDHE-RSA--SHA AES128
+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384
+ ECDHE-ECDSA--AES256 SHA384
+ ECDHE-RSA--AES256 SHA384
+ ECDHE-ECDSA--SHA AES256
+ ECDHE-RSA--SHA AES256
+ AES128-GCM-SHA256
+ AES128-SHA256
+ AES128-SHA
+ AES256-GCM-SHA384
+ AES256-SHA256
+ AES256-SHA
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BEREE
ELBSecurity i Z-1-0 TLS13 -2021-06

ELBSecurity B %-1-0 TLS13-PQ-2025-09

=55

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384

TLS_ __ CHACHA20 POLY1305 SHA256
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-ECDSA--SHA AES256
ECDHE-RSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA

TLS R£ KR

67



Elastic Load Balancing

P& S 15 T 2R

BEREE

ELBSecurityPolicy-tls-1-2-ext-2018-06

=55

ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-ECDSA--SHA AES256
ECDHE-RSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
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BEREE

ELBSecurity B %-tls-1-2-2017-01

=55

ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
AES128-GCM-SHA256
AES128-SHA256
AES256-GCM-SHA384
AES256-SHA256

TLS R£ KR
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BEREE

ELBSecurity B %-tls-1-1-2017-01

=55

ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-ECDSA--SHA AES256
ECDHE-RSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
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BEREE

ELBSecurity B %€-2016-08

=55

ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-ECDSA--SHA AES256
ECDHE-RSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA

TLS R£ KR
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BEREE

ELBSecurity B %€-2015-05

BB X 72 B R B

TRER T ZFFNPHDH TLS TR

R

OpenSSL — TLS_AES_128_GCM_
SHA256

IANA — TLS_AES_128_GCM_ SHA256

=g

+ ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256
+ ECDHE-ECDSA--AES128 SHA256

+ ECDHE-RSA--AES128 SHA256

+ ECDHE-ECDSA--SHA AES128
+ ECDHE-RSA--SHA AES128

+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384
+ ECDHE-ECDSA--AES256 SHA384

+ ECDHE-RSA--AES256 SHA384

+ ECDHE-ECDSA--SHA AES256
+ ECDHE-RSA--SHA AES256

+ AES128-GCM-SHA256

+ AES128-SHA256

+ AES128-SHA

+ AES256-GCM-SHA384

+ AES256-SHA256

+ AES256-SHA

RERME

 ELBSecurityBt%-TLS13 -1-3-2021-06

 ELBSecurityBt% TLS13 -1-3-PQ-2
025-09

 ELBSecurityBt%-TLS13 -1-2-2021-06

RREH

1301
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EBEWR goge e RBEH

 ELBSecurity Bt TLS13 -1-2-PQ-2
025-09

 ELBSecurityB{® TLS13 -1-2-Res-
2021-06

 ELBSecurityB{%€-1-2-res TLS13-pg-
2025-09

 ELBSecurityB{® TLS13 -1-2-Ext2
-2021-06

+ ELBSecurityB{ZR-1-2-ext2-TLS13
pg-2025-09

« ELBSecurity {3 TLS13 -1-2-Ext1
-2021-06

+ ELBSecurityB{ZR-1-2-ext1-TLS13
pg-2025-09

« ELBSecurity BtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

 ELBSecurityB(%-1-0 TLS13-PQ-
2025-09
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BBB

OpenSSL — TLS_AES_256_GCM_
SHA384

IANA — TLS_AES_256_GCM_ SHA384

R REE

« ELBSecurityBtR-TLS13 -1-3-2021-06

« ELBSecurity Bt TLS13 -1-3-PQ-2
025-09

« ELBSecurity BtR-TLS13 -1-2-2021-06

« ELBSecurity Bk TLS13 -1-2-PQ-2
025-09

« ELBSecurityB{® TLS13 -1-2-Res-
2021-06

« ELBSecurityB{%-1-2-res TLS13-pg-
2025-09

« ELBSecurity B3R TLS13 -1-2-Ext2
-2021-06

 ELBSecurityB{%€-1-2-ext2-TLS13
pg-2025-09

« ELBSecurity B3R TLS13 -1-2-Ext1
-2021-06

+ ELBSecurityB{%R-1-2-ext1-TLS13
pg-2025-09

« ELBSecurity BtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

« ELBSecurityB&-1-0 TLS13-PQ-
2025-09

ZHEH

1302
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BBB

OpenSSL — TLS_ _ CHACHAZ20
POLY1305 SHA256

IANA — TLS_ _ CHACHA20 POLY1305
SHA256

R REE

« ELBSecurityBtR-TLS13 -1-3-2021-06

 ELBSecurity Bt TLS13 -1-3-PQ-2
025-09

« ELBSecurity BtR-TLS13 -1-2-2021-06

 ELBSecurity Bt TLS13 -1-2-PQ-2
025-09

 ELBSecurityB{® TLS13 -1-2-Res-
2021-06

« ELBSecurityB{%€-1-2-res TLS13-pg-
2025-09

 ELBSecurity {3 TLS13 -1-2-Ext2
-2021-06

+ ELBSecurityB{ZR-1-2-ext2-TLS13
pg-2025-09

« ELBSecurity {3 TLS13 -1-2-Ext1
-2021-06

+ ELBSecurityB{ZR-1-2-ext1-TLS13
pg-2025-09

« ELBSecurity BtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

 ELBSecurityB{%-1-0 TLS13-PQ-
2025-09

ZHEH

1303
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BBB

OpenSSL — ECDHE-ECDSA-AES 128-
GCM-SHA256

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_128_GCM_ SHA256

R REE

« ELBSecurityBtR-TLS13 -1-2-2021-06

« ELBSecurity B3R TLS13 -1-2-PQ-2
025-09

« ELBSecurityB{® TLS13 -1-2-Res-
2021-06

 ELBSecurityB{%-1-2-res TLS13-pg-
2025-09

« ELBSecurity B3R TLS13 -1-2-Ext2
-2021-06

 ELBSecurityB{%€-1-2-ext2-TLS13
pg-2025-09

« ELBSecurity B3R TLS13 -1-2-Ext1
-2021-06

 ELBSecurity Bl %€-1-2-ext1-TLS13
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

« ELBSecurityB-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity Bt ®-tls-1-2-2017-01

« ELBSecurity Bt ®-tls-1-1-2017-01
 ELBSecurityB{%-2016-08

ZHEH

c02b
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BBB

OpenSSL — ECDHE-RSA-AES 128-
GCM-SHA256

IANA — TLS_ECDHE_RSA _WITH
_AES_128_GCM_ SHA256

R REE

« ELBSecurityBtR-TLS13 -1-2-2021-06

 ELBSecurity Bt TLS13 -1-2-PQ-2
025-09

« ELBSecurityB{® TLS13 -1-2-Res-
2021-06

 ELBSecurityB{%€-1-2-res TLS13-pg-
2025-09

 ELBSecurityB{® TLS13 -1-2-Ext2
-2021-06

+ ELBSecurityB{ZR-1-2-ext2-TLS13
pg-2025-09

« ELBSecurity {3 TLS13 -1-2-Ext1
-2021-06

+ ELBSecurityB{%R-1-2-ext1-TLS13
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

 ELBSecurityB(%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity B %-tls-1-2-2017-01

« ELBSecurity B %-tls-1-1-2017-01
 ELBSecurityB{%£-2016-08

ZHEH

c02f
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BBB

OpenSSL — 12 8- ECDHE-ECDSA-
AES SHA256

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_128_CBC_ SHA256

R REE

« ELBSecurityBtR-TLS13 -1-2-2021-06

« ELBSecurity B3R TLS13 -1-2-PQ-2
025-09

« ELBSecurity B3R TLS13 -1-2-Ext2
-2021-06

 ELBSecurityB{%€-1-2-ext2-TLS13
pg-2025-09

« ELBSecurity B3R TLS13 -1-2-Ext1
-2021-06

 ELBSecurityB{%€-1-2-ext1-TLS13
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

« ELBSecurityB%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity Bt -tls-1-2-2017-01

« ELBSecurity Bt -tls-1-1-2017-01

+ ELBSecurityB(%-2016-08

ZHEH

c023

TLS R£ KR

78



Elastic Load Balancing

P& S 15 T 2R

BBB

OpenSSL — 12 8- ECDHE-RSA-AES
SHA256

IANA — TLS_ECDHE_RSA _WITH
_AES_128_CBC_ SHA256

OpenSSL — 128-SHA ECDHE-ECDSA-

AES

IANA : TLS_ECDHE_ECDSA W
ITH_AES_128 CBC_SHA

R REE

« ELBSecurityBtR-TLS13 -1-2-2021-06

« ELBSecurity B3R TLS13 -1-2-PQ-2
025-09

 ELBSecurity {3 TLS13 -1-2-Ext2
-2021-06

+ ELBSecurityB{ZR-1-2-ext2-TLS13
pq-2025-09

 ELBSecurity Bt TLS13 -1-2-Ext1
-2021-06

+ ELBSecurityB{%R-1-2-ext1-TLS13
pq-2025-09

« ELBSecurity BtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

« ELBSecurityB{%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity Bt 3R-tls-1-2-2017-01

« ELBSecurity Bt 3R-tls-1-1-2017-01
 ELBSecurityB(%£-2016-08

« ELBSecurity 3K TLS13 -1-2-Ext2
-2021-06

+ ELBSecurityB{ZR-1-2-ext2-TLS13
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt®-1-0 TLS13 -2021-06

« ELBSecurityB%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity Bt %-tls-1-1-2017-01
+ ELBSecurityB{%-2016-08

ZHEH

c027

c009
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BBB

OpenSSL — 128-SHA ECDHE-RSA-
AES

IANA : TLS_ECDHE_RSA_WIT
H_AES_128 CBC_SHA

R REE

 ELBSecurityB{® TLS13 -1-2-Ext2
-2021-06

+ ELBSecurityB{ZR-1-2-ext2-TLS13
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

 ELBSecurityB{%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity B %-tls-1-1-2017-01
 ELBSecurityB{%£-2016-08

ZHEH

c013
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EBEWR goge e RBEH
OpenSSL — ECDHE-ECDSA-AES 256- « ELBSecurityBiZR-TLS13 -1-2-2021-06  c02c¢
GCM-SHA384 « ELBSecurityB(% TLS13 -1-2-PQ-2
IANA — TLS_ECDHE_ECDSA_WI 025-09
TH AES 256 GCM SHA384  ELBSecurity B2k TLS13 -1-2-Res-
2021-06
 ELBSecurityB{%-1-2-res TLS13-pg-
2025-09
« ELBSecurity B TLS13 -1-2-Ext2
-2021-06
+ ELBSecurityBl%-1-2-ext2-TLS13
pg-2025-09
+ ELBSecurityB{ZR TLS13 -1-2-Ext1
-2021-06
+ ELBSecurityBl%-1-2-ext1-TLS13
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

« ELBSecurityB-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity Bt ®-tls-1-2-2017-01

« ELBSecurity Bt ®-tls-1-1-2017-01
 ELBSecurityB{%-2016-08
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BBB

OpenSSL — ECDHE-RSA-AES 256-
GCM-SHA384

IANA — TLS_ECDHE_RSA _WITH
_AES_256_GCM_ SHA384

R REE

« ELBSecurityBtR-TLS13 -1-2-2021-06

 ELBSecurity Bt TLS13 -1-2-PQ-2
025-09

« ELBSecurityB{® TLS13 -1-2-Res-
2021-06

 ELBSecurityB{%€-1-2-res TLS13-pg-
2025-09

 ELBSecurityB{® TLS13 -1-2-Ext2
-2021-06

+ ELBSecurityB{ZR-1-2-ext2-TLS13
pg-2025-09

« ELBSecurity {3 TLS13 -1-2-Ext1
-2021-06

+ ELBSecurityB{%R-1-2-ext1-TLS13
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

 ELBSecurityB(%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity B %-tls-1-2-2017-01

« ELBSecurity B %-tls-1-1-2017-01
 ELBSecurityB{%£-2016-08

ZHEH

c030
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BBB

OpenSSL — 25 6- ECDHE-ECDSA-
AES SHA384

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_256_CBC_ SHA384

R REE

« ELBSecurityBtR-TLS13 -1-2-2021-06

« ELBSecurity B3R TLS13 -1-2-PQ-2
025-09

« ELBSecurity B3R TLS13 -1-2-Ext2
-2021-06

 ELBSecurityB{%€-1-2-ext2-TLS13
pg-2025-09

« ELBSecurity B3R TLS13 -1-2-Ext1
-2021-06

 ELBSecurityB{%€-1-2-ext1-TLS13
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

« ELBSecurityB%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity Bt -tls-1-2-2017-01

« ELBSecurity Bt -tls-1-1-2017-01

+ ELBSecurityB(%-2016-08

ZHEH

c024
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BBB

OpenSSL — 25 6- ECDHE-RSA-AES
SHA384

IANA — TLS_ECDHE_RSA _WITH
_AES_256_CBC_ SHA384

OpenSSL — 256-SHA ECDHE-ECDSA-

AES

IANA : TLS_ECDHE_ECDSA W
ITH_AES_256_CBC_SHA

R REE

« ELBSecurityBtR-TLS13 -1-2-2021-06

« ELBSecurity B3R TLS13 -1-2-PQ-2
025-09

 ELBSecurity {3 TLS13 -1-2-Ext2
-2021-06

+ ELBSecurityB{ZR-1-2-ext2-TLS13
pq-2025-09

 ELBSecurity Bt TLS13 -1-2-Ext1
-2021-06

+ ELBSecurityB{%R-1-2-ext1-TLS13
pq-2025-09

« ELBSecurity BtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

« ELBSecurityB{%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity Bt 3R-tls-1-2-2017-01

« ELBSecurity Bt 3R-tls-1-1-2017-01
 ELBSecurityB(%£-2016-08

« ELBSecurity 3K TLS13 -1-2-Ext2
-2021-06

+ ELBSecurityB{ZR-1-2-ext2-TLS13
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt®-1-0 TLS13 -2021-06

« ELBSecurityB%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity Bt %-tls-1-1-2017-01
+ ELBSecurityB{%-2016-08

ZHEH

c028

c00a
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BBB

OpenSSL — 256-SHA ECDHE-RSA-
AES

IANA : TLS_ECDHE_RSA_WIT
H_AES_256_CBC_SHA

OpenSSL — AES128 G CM-SHA256

IANA — TLS_RSA WITH_AES _1
28_GCM_ SHA256

gogcay ) REEH
« ELBSecurity B TLS13 -1-2-Ext2 c014
-2021-06
+ ELBSecurityB{ZR-1-2-ext2-TLS13
pg-2025-09
« ELBSecurityB{ZR-TLS13 -1-1-2021-06
+ ELBSecurityB{%&-1-0 TLS13 -2021-06
« ELBSecurityBt%-1-0 TLS13-PQ-
2025-09
» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity Bt %-tls-1-1-2017-01
 ELBSecurityB{%£-2016-08
 ELBSecurity B3 TLS13 -1-2-Ext2 9c
-2021-06
+ ELBSecurityB{ZR-1-2-ext2-TLS13
pg-2025-09
 ELBSecurity (%€ TLS13 -1-2-Ext1
-2021-06
+ ELBSecurityB{ZR-1-2-ext1-TLS13
pg-2025-09

ELBSecurity B Z&-TLS13 -1-1-2021-06
ELBSecurity{2€-1-0 TLS13 -2021-06

ELBSecurity Bl %R-1-0 TLS13-PQ-
2025-09

ELBSecurityPolicy-tls-1-2-ext-2018-06
ELBSecurity B %-tls-1-2-2017-01
ELBSecurity B %-tls-1-1-2017-01
ELBSecurityB{%-2016-08
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RBEEN grge a1 REEMS
OpenSSL — AES128 SHA256 + ELBSecurity B3 TLS13 -1-2-Ext2 3c
-2021-06
IANA — TLS_RSA WITH_AES_1 ELBS ity B 1 -2-ext2-TLS13
28_CBC_ SHA256 e
pq-2025-09
« ELBSecurity {3 TLS13 -1-2-Ext1
-2021-06
+ ELBSecurityB{ZR-1-2-ext1-TLS13
pq-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

« ELBSecurityB{%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity Bt 3R-tls-1-2-2017-01

« ELBSecurity B 3R-tls-1-1-2017-01
 ELBSecurityB{%£-2016-08

OpenSSL —SHA AES128 - ELBSecurity % TLS13 -1-2-Ext2 of
-2021-06

IANA : TLS RSA WITH_AES_ L BSeourtv B 1-2-ox(2-TLS 13

128 _CBC_SHA ecurityBior-l-c-exte
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

« ELBSecurityB%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity Bt %-tls-1-1-2017-01
+ ELBSecurityB{%-2016-08
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BBB
OpenSSL — AES256 G CM-SHA384

IANA — TLS_RSA _WITH_AES_2
56_GCM_ SHA384

R REE

 ELBSecurityB{® TLS13 -1-2-Ext2
-2021-06

+ ELBSecurityB{ZR-1-2-ext2-TLS13
pg-2025-09

« ELBSecurity {3 TLS13 -1-2-Ext1
-2021-06

+ ELBSecurityB{ZR-1-2-ext1-TLS13
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

 ELBSecurityB{%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
» ELBSecurityPolicy-tls-1-2-2017-01

« ELBSecurity Bt %-tls-1-1-2017-01
 ELBSecurityB{%£-2016-08

ZHEH
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BBB
OpenSSL — AES256 SHA256

IANA — TLS_RSA _WITH_AES_2
56_CBC_ SHA256

OpenSSL —SHA AES256

IANA : TLS_RSA WITH_AES_
256_CBC_SHA

R REE ZHEH

« ELBSecurity B3R TLS13 -1-2-Ext2 3d
-2021-06

 ELBSecurityB{%€-1-2-ext2-TLS13
pg-2025-09

« ELBSecurity B3R TLS13 -1-2-Ext1
-2021-06

 ELBSecurity Bl %€-1-2-ext1-TLS13
pg-2025-09

« ELBSecurity BtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

« ELBSecurityB&-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
» ELBSecurityPolicy-tls-1-2-2017-01

« ELBSecurity Bt -tls-1-1-2017-01
 ELBSecurityB{%-2016-08

 ELBSecurity B3 TLS13 -1-2-Ext2 35
-2021-06

+ ELBSecurityB{%R-1-2-ext2-TLS13
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt®-1-0 TLS13 -2021-06

« ELBSecurityB%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity Bt %-tls-1-1-2017-01
+ ELBSecurityB{(%-2016-08
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FIPS &4 XK

BRIBEBLEITE (FIPS ) REEMMEABFRE , HHAE TR BRE BV INBHERE
Z2ER, ETHRESER , 2% AWS Cloud Z2M MM T E LM X EKFBESLER L
FIPS ) 140,

FiE FIPS KEEIIF A AWS-LC FIPS RIEMIINZRER, ETHEZEE , 55 NIST Cryptographic
Module Validation Program R _E#) AWS-LC Cryptographic Module TTTH

/A Important

K B& ELBSecurityPolicy-TLS13-1-1-FIPS-2023-04 # ELBSecurityPolicy-
TLS13-1-0-FIPS-2023-04 RREATSIHMARRAMER, EAMIERIZ FIPS140 #EREE
B FIPS % , B/ RS KA NIST TLS B ERE.

&

- BRBEXI 2B
- BRBEXI 2 HWED
- BEBX DR

R BE X 7 B L

TRERT B FIPS Z2 RGN,

TR TLS TLS TLS TLS
1.3 1.2 1.1 1.0
ELBSecurity % TLS13 -1-3-FIPS-2023-04 £ %E %A &A
ELBSecurity B #-1-3-FIP TLS13 S-PQ-2025-09 = %E %A &A
ELBSecurity % TLS13 -1-2-FIPS-2023-04 £ £ %l %A
ELBSecurity Bt #-1-2-FIP TLS13 S-PQ-2025-09 £ £ %l /A
ELBSecurityB{%-1-2-res TLS13-fips-2023-04 = = ] =]
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https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4631
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BEREE

ELBSecurity Bz -1-2-res-f TLS13 ips-pg-2025-09
ELBSecurity Bl 2R -1-2-ext2-f TLS13 ips-2023-04
ELBSecurity B 2R -1-2-ext2-f TLS13 ips-pg-2025-09
ELBSecurity BUZR-1-2-ext1-f TLS13 ips-2023-04
ELBSecurity B 2R -1-2-ext1-f TLS13 ips-pg-2025-09
ELBSecurity B2 -1-2-ext0 TLS13-fips-2023-04
ELBSecurity B2 -1-2-ext0-f TLS13 ips-pg-2025-09
ELBSecurity B2 TLS13 -1-1-FIPS-2023-04
ELBSecurityB{ZR-1-0 TLS13-FIPS-2023-04

ELBSecurity B %&-1-0-FIP TLS13 S-PQ-2025-09

HR X 20 B
TRERT SN FIPS RERBIBHED,

R R

ELBSecurityB % TLS13 -1-3-FIPS-2023-04
ELBSecurityl%€-1-3-FIP TLS13 S-PQ-2025-09
ELBSecurity % TLS13 -1-2-FIPS-2023-04

ELBSecurityB{Z&-1-2-FIP TLS13 S-PQ-2025-09

TLS TLS TLS

1.3 1.2 1.1
= = ]
= = BB
=3 =3 ]
= = ]
= = ]
=3 =3 ]
=3 =3 ]
=3 =3 =3
= = =
= = =

e
- TLS_AES_128_GCM_ SHA256
- TLS_AES_256_GCM_ SHA384

+ TLS_AES_128_GCM_ SHA256
+ TLS_AES_256_GCM_ SHA384

TLS
1.0

]
]
]
]
]
]
]
]
=

=
=

+ ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256

+ ECDHE-ECDSA--AES128 SHA256

+ ECDHE-RSA--AES128 SHA256
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BEREE A
+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384
+ ECDHE-ECDSA--AES256 SHA384
+ ECDHE-RSA--AES256 SHA384

ELBSecurity Bk -1-2-res TLS13-fips-2023-04 « TLS_AES_128 GCM_ SHA256
« TLS_AES_256_GCM_ SHA384
ELBSecurity B3k -1-2-res-f TLS13 ips-pg-20 S_AES_256_ -
25-09 + ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256

+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384
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TR
ELBSecurity Bl 2R -1-2-ext2-f TLS13 ips-2023-04

ELBSecurity Bl 2R -1-2-ext2-f TLS13 ips-pg-20
25-09

=55

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-RSA--SHA AES256
ECDHE-ECDSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
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BEREE
ELBSecurity B 2€-1-2-ext1-f TLS13 ips-2023-04

ELBSecurity Bl 2R -1-2-ext1-f TLS13 ips-pg-20
25-09

ELBSecurity B{ 2R -1-2-ext0 TLS13-fips-2023-04

ELBSecurity Bt -1-2-ext0-f TLS13 ips-pg-20
25-09

=55

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
AES128-GCM-SHA256
AES128-SHA256
AES256-GCM-SHA384
AES256-SHA256

TLS_AES_128 _GCM_ SHA256
TLS_AES_256_GCM_ SHA384
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-RSA--SHA AES256
ECDHE-ECDSA--SHA AES256
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BEREE

ELBSecurityB % TLS13 -1-1-FIPS-2023-04

=55

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-RSA--SHA AES256
ECDHE-ECDSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA

FIPS R4 KR

94



Elastic Load Balancing W & S gk H R

BEREE =g

ELBSecurity B %€-1-0 TLS13-FIPS-2023-04

TLS_AES_128_GCM_ SHA256

+ TLS_AES_256_GCM_ SHA384

+ ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256

+ ECDHE-ECDSA--AES128 SHA256

+ ECDHE-RSA--AES128 SHA256

+ ECDHE-ECDSA--SHA AES128

+ ECDHE-RSA--SHA AES128

+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384

+ ECDHE-ECDSA--AES256 SHA384

+ ECDHE-RSA--AES256 SHA384

+ ECDHE-RSA--SHA AES256

+ ECDHE-ECDSA--SHA AES256

+ AES128-GCM-SHA256

+ AES128-SHA256

+ AES128-SHA

+ AES256-GCM-SHA384

+ AES256-SHA256

+ AES256-SHA

ELBSecurity B %€-1-0-FIP TLS13 S-PQ-2025-09

BB X 72 B R B
TRER T ZFFNRDH FIPS ZEXKMK,

TR Eoge o BREH
OpenSSL — TLS_AES_128 _GCM_ « ELBSecurityBt® TLS13 -1-3-FIPS 1301
SHA256 -2023-04

IANA — TLS_AES_128_GCM_ SHA256
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BBB

R REE

ELBSecurityB{%&-1-3-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-res TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-res-f TLS13 ips-
pg-2025-09

ELBSecurity B2 TLS13 -1-2-FIPS
-2023-04

ELBSecurity B %&-1-2-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04
ELBSecurityB{%&-1-0-FIP TLS13 S-
PQ-2025-09

ELBSecurityB€ TLS13 -1-1-FIPS
-2023-04

ELBSecurityB(%€-1-0 TLS13-FIP
S-2023-04

ZHEH

FIPS R4 KR
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BBB

OpenSSL — TLS_AES_256_GCM_
SHA384

IANA — TLS_AES_256_GCM_ SHA384

R REE

+ ELBSecurityBt® TLS13 -1-3-FIPS
-2023-04

+ ELBSecurityB%-1-3-FIP TLS13 S-
PQ-2025-09

« ELBSecurity (%R -1-2-res TLS13-fip
s-2023-04

 ELBSecurityB{%€-1-2-res-f TLS13 ips-
pg-2025-09

« ELBSecurity B3R TLS13 -1-2-FIPS
-2023-04

 ELBSecurityB{%€-1-2-FIP TLS13 S-
PQ-2025-09

« ELBSecurityB{%€-1-2-ext2-f TLS13
ips-2023-04

« ELBSecurityB{%€-1-2-ext2-f TLS13
ips-pq-2025-09

« ELBSecurityB{%€-1-2-ext1-f TLS13
ips-2023-04

 ELBSecurityB{%€-1-2-ext1-f TLS13
ips-pq-2025-09

« ELBSecurity Bl %&-1-2-ext0 TLS13-fip
s-2023-04

« ELBSecurity B{%€-1-2-ext0-f TLS13
ips-pq-2025-09

+ ELBSecurityBt® TLS13 -1-1-FIPS
-2023-04

 ELBSecurityB{%-1-0 TLS13-FIP
S-2023-04

« ELBSecurityBt%-1-0-FIP TLS13 S-
PQ-2025-09

ZHEH

1302

FIPS R4 KR
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BBB

OpenSSL — ECDHE-ECDSA-AES 128-
GCM-SHA256

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_128_GCM_ SHA256

R REE

ELBSecurity B Z&-1-2-res TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-res-f TLS13 ips-
pg-2025-09

ELBSecurityB{€ TLS13 -1-2-FIPS
-2023-04

ELBSecurityB{%&-1-2-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurityB{€ TLS13 -1-1-FIPS
-2023-04

ELBSecurity B %€-1-0 TLS13-FIP
S-2023-04

ELBSecurityB{%&-1-0-FIP TLS13 S-
PQ-2025-09

FIPS R4 KR
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BBB

OpenSSL — ECDHE-RSA-AES 128-
GCM-SHA256

IANA — TLS_ECDHE_RSA _WITH
_AES_128_GCM_ SHA256

R REE

ELBSecurity B &-1-2-res TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-res-f TLS13 ips-
pg-2025-09

ELBSecurityl{ 2 TLS13 -1-2-FIPS
-2023-04

ELBSecurity B %&-1-2-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurity Bk TLS13 -1-1-FIPS
-2023-04

ELBSecurity{2&-1-0 TLS13-FIP
S-2023-04

ELBSecurity Bt %&-1-0-FIP TLS13 S-
PQ-2025-09

FIPS R4 KR
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ZIEEM o ol ZIEEH
OpenSSL — 12 8- ECDHE-ECDSA- « ELBSecurity B TLS13 -1-2-FIPS c023
AES SHA256 -2023-04
IANA — TLS_ECDHE_ECDSA _WI . FLBZ%ZZ”g:yﬁ%'1'2'eXt2'f TLST3
TH_AES_128 CBC_SHA256 [
« ELBSecurity %k -1-2-ext1-f TLS13
ips-2023-04
« ELBSecurity Bl %&-1-2-ext0 TLS13-fip
$-2023-04
« ELBSecurityBt® TLS13 -1-1-FIPS
-2023-04
 ELBSecurityB(%-1-0 TLS13-FIP
S-2023-04

FIPS R4 KR 100
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BBB

OpenSSL — 12 8- ECDHE-RSA-AES
SHA256

IANA — TLS_ECDHE_RSA _WITH
_AES_128_CBC_ SHA256

R REE

ZHEH

ELBSecurity {2k TLS13 -1-2-FIPS c027
-2023-04

ELBSecurity B %&-1-2-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurity & TLS13 -1-1-FIPS
-2023-04

ELBSecurity{2&-1-0 TLS13-FIP
S-2023-04

ELBSecurity Bt %&-1-0-FIP TLS13 S-
PQ-2025-09

FIPS R4 KR
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BBB

OpenSSL — 128-SHA ECDHE-ECDSA-
AES

IANA : TLS_ECDHE_ECDSA_ W
ITH_AES_128 CBC_SHA

OpenSSL — 128-SHA ECDHE-RSA-
AES

IANA : TLS_ECDHE_RSA_WIT
H_AES_128 CBC_SHA

goge e RBEH

+ ELBSecurity Bk -1-2-ext2-f TLS13 c009
ips-2023-04

+ ELBSecurity %K -1-2-ext2-f TLS13
ips-pq-2025-09

« ELBSecurity Bl %€-1-2-ext0 TLS13-fip
s-2023-04

+ ELBSecurity %R -1-2-ext0-f TLS13
ips-pq-2025-09

 ELBSecurityB(%& TLS13 -1-1-FIPS
-2023-04

- ELBSecurityB%-1-0 TLS13-FIP
S-2023-04

+ ELBSecurityB%-1-0-FIP TLS13 S-
PQ-2025-09

+ ELBSecurity Bk -1-2-ext2-f TLS13 c013

ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurity & TLS13 -1-1-FIPS
-2023-04

ELBSecurityBt2R-1-0 TLS13-FIP
S-2023-04

ELBSecurity Bt %&-1-0-FIP TLS13 S-
PQ-2025-09

FIPS R4 KR
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BBB

OpenSSL — ECDHE-ECDSA-AES 256-
GCM-SHA384

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_256_GCM_ SHA384

R REE

ELBSecurity B Z&-1-2-res TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-res-f TLS13 ips-
pg-2025-09

ELBSecurityB{€ TLS13 -1-2-FIPS
-2023-04

ELBSecurityB{%&-1-2-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurityB{€ TLS13 -1-1-FIPS
-2023-04

ELBSecurity B %€-1-0 TLS13-FIP
S-2023-04

ELBSecurityB{%&-1-0-FIP TLS13 S-
PQ-2025-09

FIPS R4 KR
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BBB

OpenSSL — ECDHE-RSA-AES 256-
GCM-SHA384

IANA — TLS_ECDHE_RSA _WITH
_AES_256_GCM_ SHA384

R REE

ELBSecurity B &-1-2-res TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-res-f TLS13 ips-
pg-2025-09

ELBSecurityl{ 2 TLS13 -1-2-FIPS
-2023-04

ELBSecurity B %&-1-2-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurity Bk TLS13 -1-1-FIPS
-2023-04

ELBSecurity{2&-1-0 TLS13-FIP
S-2023-04

ELBSecurity Bt %&-1-0-FIP TLS13 S-
PQ-2025-09

FIPS R4 KR
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BBB

OpenSSL — 25 6- ECDHE-ECDSA-
AES SHA384

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_256_CBC_ SHA384

R REE ZHEH

ELBSecurity {3 TLS13 -1-2-FIPS c024
-2023-04

ELBSecurityB{%&-1-2-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurity € TLS13 -1-1-FIPS
-2023-04

ELBSecurityB(%€-1-0 TLS13-FIP
S-2023-04

ELBSecurityB{%&-1-0-FIP TLS13 S-
PQ-2025-09

FIPS R4 KR
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BBB

OpenSSL — 25 6- ECDHE-RSA-AES
SHA384

IANA — TLS_ECDHE_RSA _WITH
_AES_256_CBC_ SHA384

R REE

ZHEH

ELBSecurity {2k TLS13 -1-2-FIPS c028
-2023-04

ELBSecurity B %&-1-2-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurity & TLS13 -1-1-FIPS
-2023-04

ELBSecurity{2&-1-0 TLS13-FIP
S-2023-04

ELBSecurity Bt %&-1-0-FIP TLS13 S-
PQ-2025-09

FIPS R4 KR
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BBB

OpenSSL — 256-SHA ECDHE-ECDSA-
AES

IANA : TLS_ECDHE_ECDSA_ W
ITH_AES_256_CBC_SHA

OpenSSL — 256-SHA ECDHE-RSA-
AES

IANA : TLS_ECDHE_RSA_WIT
H_AES_256_CBC_SHA

TR

+ ELBSecurity Bk -1-2-ext2-f TLS13 c00a
ips-2023-04

+ ELBSecurity %K -1-2-ext2-f TLS13
ips-pq-2025-09

« ELBSecurity Bl %€-1-2-ext0 TLS13-fip
s-2023-04

+ ELBSecurity %R -1-2-ext0-f TLS13
ips-pq-2025-09

 ELBSecurityB(%& TLS13 -1-1-FIPS
-2023-04

« ELBSecurityB{%k-1-0 TLS13-FIP
S-2023-04

 ELBSecurityB{%-1-0-FIP TLS13 S-
PQ-2025-09

+ ELBSecurity Bk -1-2-ext2-f TLS13 c014

ips-2023-04
ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurityl{2 TLS13 -1-1-FIPS
-2023-04

ELBSecurityBt2R-1-0 TLS13-FIP
S-2023-04

ZHEH

FIPS R4 KR
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BBB
OpenSSL — AES128 G CM-SHA256

IANA — TLS_RSA WITH_AES _1
28_GCM_ SHA256

OpenSSL — AES128 SHA256

IANA — TLS_RSA WITH_AES _1
28 _CBC_ SHA256

goge e RBEH

+ ELBSecurity Bk -1-2-ext2-f TLS13 9c
ips-2023-04

+ ELBSecurity %K -1-2-ext2-f TLS13
ips-pq-2025-09

« ELBSecurity %k -1-2-ext1-f TLS13
ips-2023-04

+ ELBSecurity %R -1-2-ext0-f TLS13
ips-pq-2025-09

 ELBSecurityB(%& TLS13 -1-1-FIPS
-2023-04

- ELBSecurityB%-1-0 TLS13-FIP
S-2023-04

+ ELBSecurityB%-1-0-FIP TLS13 S-
PQ-2025-09

+ ELBSecurity Bk -1-2-ext2-f TLS13 3c
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pq-2025-09

ELBSecurity & TLS13 -1-1-FIPS
-2023-04

ELBSecurity{%€-1-0 TLS13-FIP
S-2023-04

ELBSecurity Bt %&-1-0-FIP TLS13 S-
PQ-2025-09

FIPS R4 KR
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2L
OpenSSL —SHA AES128

IANA : TLS_RSA WITH_AES_
128_CBC_SHA

OpenSSL — AES256 G CM-SHA384

IANA — TLS_RSA WITH_AES_2
56_GCM_ SHA384

goge e RBEH

+ ELBSecurity Bk -1-2-ext2-f TLS13 2f
ips-2023-04

+ ELBSecurity %K -1-2-ext2-f TLS13
ips-pq-2025-09

 ELBSecurityB(%& TLS13 -1-1-FIPS
-2023-04

- ELBSecurityB%-1-0 TLS13-FIP
S-2023-04

+ ELBSecurityB{%-1-0-FIP TLS13 S-
PQ-2025-09

+ ELBSecurity Bl %-1-2-ext2-f TLS13 9d
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pq-2025-09

ELBSecurity & TLS13 -1-1-FIPS
-2023-04

ELBSecurityt%€-1-0 TLS13-FIP
S-2023-04

ELBSecurity Bt %&-1-0-FIP TLS13 S-
PQ-2025-09

FIPS R4 KR
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BBB
OpenSSL — AES256 SHA256

IANA — TLS_RSA _WITH_AES_2
56_CBC_ SHA256

OpenSSL —SHA AES256

IANA : TLS_RSA WITH_AES_
256_CBC_SHA

FIPS X#HY &£ K Hg

R REE

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pq-2025-09

ELBSecurityB{3& TLS13 -1-1-FIPS
-2023-04

ELBSecurityB{%k-1-0 TLS13-FIP
S-2023-04

ELBSecurityB{%&-1-0-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pq-2025-09

ELBSecurity B2k TLS13 -1-1-FIPS
-2023-04

ELBSecurity{%€-1-0 TLS13-FIP
S-2023-04

ELBSecurity Bt %&-1-0-FIP TLS13 S-
PQ-2025-09

ZHEH

3d

35

FS (RIAHRE ) XEFNRERKBELEAKE -NREISEZARETHNNFRPER , bIEmBREE
0107, BMEMBNKHIRAPOLE | Xt A BB L X R SRR 1T R 5D

FIPS ZiFH R LKL
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ATHHREXIFFS, BEEMHPEEFSFH, B2 , XEHTEM —ZF FS PR, NXF
TLS 1.3 B5EME XIS M ATRE (FS), X35 TLS 1.3 M TLS 1.2 BREE TLS_* M ECDHE_* A H
A REE IR FS,

P
. EEMISHDY
. BRI OEE
. BEBIS R

BRBE X 7 B L
TRERT B FS XIFNRERMBEIFAIML,

TR TLS TLS TLS TLS
1.3 1.2 1.1 1.0
ELBSecurityPolicy-fs-1-2-res-2020-10 =] = L] L]
ELBSecurityPolicy-fs-1-2-res-2019-08 L=l = L=l L]
ELBSecurityPolicy-fs-1-2-2019-08 =] = ] xB
ELBSecurityPolicy-fs-1-2019-08 =] = = =]
ELBSecurity B %k -fs-2018-06 =] = = =
BRI 2N EE

TRERT B FS XN TR IFNED,

Eoge =g

ELBSecurityPolicy-fs-1-2-res-2020-10 + ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256
+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384
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BEREE

ELBSecurityPolicy-fs-1-2-res-2019-08

ELBSecurityPolicy-fs-1-2-2019-08

5

=55

ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384

ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-RSA--SHA AES256
ECDHE-ECDSA--SHA AES256

FIPS ZiFH R LKL
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BEREE

ELBSecurityPolicy-fs-1-2019-08

ELBSecurity B %k -fs-2018-06

BB X 72 B R B

TRER T ZIFSNHBH FS TEFNREEMK,

=g

+ ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256

+ ECDHE-ECDSA--AES128 SHA256

+ ECDHE-RSA--AES128 SHA256

+ ECDHE-ECDSA--SHA AES128

+ ECDHE-RSA--SHA AES128

+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384

+ ECDHE-ECDSA--AES256 SHA384

+ ECDHE-RSA--AES256 SHA384

+ ECDHE-RSA--SHA AES256

+ ECDHE-ECDSA--SHA AES256

+ ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256

+ ECDHE-ECDSA--AES128 SHA256

+ ECDHE-RSA--AES128 SHA256

+ ECDHE-ECDSA--SHA AES128

+ ECDHE-RSA--SHA AES128

+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384

+ ECDHE-ECDSA--AES256 SHA384

+ ECDHE-RSA--AES256 SHA384

+ ECDHE-RSA--SHA AES256

+ ECDHE-ECDSA--SHA AES256

FIPS ZiFH R LKL
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2L

OpenSSL — ECDHE-ECDSA-AES 128-
GCM-SHA256

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_128_GCM_ SHA256

OpenSSL — ECDHE-RSA-AES 128-
GCM-SHA256

IANA — TLS_ECDHE_RSA WITH
_AES_128_GCM_ SHA256

OpenSSL — 12 8- ECDHE-ECDSA-
AES SHA256

IANA — TLS_ECDHE_ECDSA _WI
TH_AES_128_CBC_ SHA256

OpenSSL — 12 8- ECDHE-RSA-AES
SHA256

IANA — TLS_ECDHE_RSA_WITH
_AES_128_CBC_ SHA256

OpenSSL — 128-SHA ECDHE-ECDSA-
AES

IANA : TLS_ECDHE_ECDSA W
ITH_AES_128 CBC_SHA

OpenSSL — 128-SHA ECDHE-RSA-
AES

IANA : TLS_ECDHE_RSA_WIT
H_AES_128 CBC_SHA

B REE

» ELBSecurityPolicy-fs-1-2-res-2020-10
» ELBSecurityPolicy-fs-1-2-res-2019-08
» ELBSecurityPolicy-fs-1-2-2019-08

» ELBSecurityPolicy-fs-1-2019-08

« ELBSecurity B %-fs-2018-06

» ELBSecurityPolicy-fs-1-2-res-2020-10
» ELBSecurityPolicy-fs-1-2-res-2019-08
» ELBSecurityPolicy-fs-1-2-2019-08

» ELBSecurityPolicy-fs-1-2019-08

+ ELBSecurity B %€ -fs-2018-06

+ ELBSecurityPolicy-fs-1-2-res-2019-08
+ ELBSecurityPolicy-fs-1-2-2019-08

» ELBSecurityPolicy-fs-1-2019-08

« ELBSecurity Bt %-fs-2018-06

+ ELBSecurityPolicy-fs-1-2-res-2019-08
» ELBSecurityPolicy-fs-1-2-2019-08

+ ELBSecurityPolicy-fs-1-2019-08

« ELBSecurity B %-fs-2018-06

» ELBSecurityPolicy-fs-1-2-2019-08
+ ELBSecurityPolicy-fs-1-2019-08
« ELBSecurity Bt %-fs-2018-06

» ELBSecurityPolicy-fs-1-2-2019-08
» ELBSecurityPolicy-fs-1-2019-08
« ELBSecurity B %-fs-2018-06

ZHEH

c02b

c02f

c023

c027

c009

c013

FIPS ZiFH R LKL
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BBB

OpenSSL — ECDHE-ECDSA-AES 256-
GCM-SHA384

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_256_GCM_ SHA384

OpenSSL — ECDHE-RSA-AES 256-
GCM-SHA384

IANA — TLS_ECDHE_RSA WITH
_AES_256_GCM_ SHA384

OpenSSL — 25 6- ECDHE-ECDSA-
AES SHA384

IANA — TLS_ECDHE_ECDSA _WI
TH_AES_256_CBC_ SHA384

OpenSSL — 25 6- ECDHE-RSA-AES
SHA384

IANA — TLS_ECDHE_RSA_WITH
_AES_256_CBC_ SHA384

OpenSSL — 256-SHA ECDHE-ECDSA-
AES

IANA : TLS_ECDHE_ECDSA W
ITH_AES_256_CBC_SHA

OpenSSL — 256-SHA ECDHE-RSA-
AES

IANA : TLS_ECDHE_RSA_WIT
H_AES_256_CBC_SHA

R REE

» ELBSecurityPolicy-fs-1-2-res-2020-10
» ELBSecurityPolicy-fs-1-2-res-2019-08
» ELBSecurityPolicy-fs-1-2-2019-08

» ELBSecurityPolicy-fs-1-2019-08

« ELBSecurity B %-fs-2018-06

» ELBSecurityPolicy-fs-1-2-res-2020-10
» ELBSecurityPolicy-fs-1-2-res-2019-08
» ELBSecurityPolicy-fs-1-2-2019-08

» ELBSecurityPolicy-fs-1-2019-08

+ ELBSecurity B % -fs-2018-06

» ELBSecurityPolicy-fs-1-2-res-2019-08
+ ELBSecurityPolicy-fs-1-2-2019-08

» ELBSecurityPolicy-fs-1-2019-08

« ELBSecurity Bt %-fs-2018-06

+ ELBSecurityPolicy-fs-1-2-res-2019-08
+ ELBSecurityPolicy-fs-1-2-2019-08

+ ELBSecurityPolicy-fs-1-2019-08

« ELBSecurity B %-fs-2018-06

+ ELBSecurityPolicy-fs-1-2-2019-08
» ELBSecurityPolicy-fs-1-2019-08
« ELBSecurity Bt %-fs-2018-06

» ELBSecurityPolicy-fs-1-2-2019-08
» ELBSecurityPolicy-fs-1-2019-08
« ELBSecurity B %-fs-2018-06

ZHEH

c02¢c

c030

c024

c028

c00a

c014

FIPS ZiFH R LKL
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5B 3T P 4% S B 3 1T 2R AV 1 U 2R

SR DA E ST BRI, YT ER IR O M R IRERBCREN B i, BOINRME (HRBRAMN ) 2
AR RIEERNBIRE.

WMRERFHIM TCP, UDP  QUIC Bl TLS , MAFIEE LT 2RSS /IEH. MREFHIWY
M TLS EN TCP, UDP & QUIC , NIRHHIBR%Z £ REEF ARSS BFIE B

X TCP, TLS = QUIC MWTERBIAREM B/ EHET , EENBAIFEENERE, B2, X
"EMELRER A ENEMEDEE, NREERERE , WXEENEZELERBERAHTNE
FRRFRBREKIE - MRARRERE , MRFXBEWRKINERNZRENE , LEREENE,
FHFOTEIR R A S Connection termination on deregistration , R REBCHEME
FRES R LS B

FTRYFX QUIC 5 TCP_QUIC iirssiiim A ITERH. EEHLE QUIC REMNMITSRIKO , X%
M BRZ A res | BEE s A EFAIE,

Console

BRI T 2R

1. $TFLTF https://console.aws.amazon.com/ec2/ # Amazon EC2 12#| &
ESMERP | ERAFIGER
EEAIERN BT AR FREERE.

FEMUTERET = L |, ERD IR O S PR AR SITF TSR N AE R T E.
EFRE  REEREREMNTER,

BIEEEEME,

o o kw0 N

o (HiE ) BRI
- (&) Ecimd,
- (FE ) REVAREEERTEMN BARA,
- (FE) ERMEMBSRA  FEBFMERE , HREZEERNE.
- (WE ) EBRRERYE , BEEBR.
7. (&) BEFIRN. EFIBREL,
8. MBRREFEENR.
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AWS CLI
EEHMBMINRE
EALLT modify-listener frRE ok B #54.,

aws elbv2 modify-listener \
--listener-arn listener-arn \
--default-actions Type=forward, TargetGroupArn=new-target-group-arn

LT RO E#H BB S4B RAR TR,

aws elbv2 modify-listener \
--listener-arn listener-arn \
--default-actions '[{
"Type":"forward",
"ForwardConfig":{
"TargetGroups":[
{"TargetGroupArn":"target-group-1-arn","Weight":10},
{"TargetGroupArn":"target-group-2-arn","Weight":30}

I

A0 PR

£/ add-tags 8o AT RGP MR,

aws elbv2 add-tags \
--resource-arns listener-arn \
--tags "Key=project,Value=1ima" "Key=department,Value=digital-media"

BB AR
A remove-tags B4, LT ROGBBREGEERIFE,

aws elbv2 remove-tags \
--resource-arns listener-arn \
--tag-keys project department

CloudFormation

EEFMRANRE

B TER 17


https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-listener.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/add-tags.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/remove-tags.html
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E#HAWS::ElasticLoadBalancingV2::Listener & R A S H K B F54A,

Resources:
myTCPListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TCP
Port: 80
DefaultActions:
- Type: forward
TargetGroupArn: !Ref newTargetGroup

RE L EESNMNEREAZASERE , FRUTHREN DefaultActions,

DefaultActions:
- Type: forward
ForwardConfig:
TargetGroups:
- TargetGroupArn: !Ref TargetGroupl
Weight: 10
- TargetGroupArn: !Ref TargetGroup2
Weight: 30

NI PR

E#HAWS::ElasticLoadBalancingV2::Listener& R EAEE Tags & M.

Resources:
myTCPListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TCP
Port: 80
DefaultActions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup
Tags:
- Key: 'project'
Value: 'lima'
- Key: 'department'

B TER
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P& S 15 T 2R

Value: 'digital-media'

EH MR BT E R MUTERAY TCP = iR

X TELMNERBIGER R HIFN TCP ER |, FREZEZNRS, MREFF RN BIRETEE

REBENRREIZRAENR , MEERXA,
EREM
« TCP REMFINZHREEN 350 B,

« TLS {IOTESHYEZZREBR R 350 ¥ , BT E B,

Console

EE# TCP =Rt

1. 3T TF https://console.aws.amazon.com/ec?/ B Amazon EC2 ##lA& .

ESMBEKRFH Load Balancing (F18F#) T , #%&#F Load Balancers (£ 39#28).

1 P R 48 D B B 1 2R Y RI A B AR

2

3.

4. TEMUTEREEF L & TCP MUTERMEEE  REKERRE, EEMWHRFARE
5. EMWHREAEENENBHERFH , BEKE, MREWTIRER TCP LA , N itk

R A
WA TCP Z=RERE , SEER 60 = 6000 ¥.
7. ERREFER.

o

AWS CLI

EE# TCP =Rt

EHAW tcp.idle_timeout.seconds J& E#Y modify-listener-attributes a8 %o

aws elbv2 modify-listener-attributes \
--listener-arn listener-arn \
--attributes Key=tcp.idle_timeout.seconds,Value=500

THRRH%E S,

Rz R A
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-listener-attributes.html

Elastic Load Balancing W & S gk H R

{
"Attributes": [
{
"Key": "tcp.idle_timeout.seconds",
"Value": "500"
}
]
}
CloudFormation
EEE TCP =W

BEHAWS::ElasticLoadBalancingV2::Listener®& R A B &tcp.idle_timeout.seconds¥iWT28E
i 8

Resources:
myTCPListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TCP
Port: 80
DefaultActions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup
ListenerAttributes:
- Key: "tcp.idle_timeout.seconds"
Value: "500"

EHT MR BT EBRAY TLS 1¥ras

BRI TLS MWTsR/E , B UEBRIRINES, FIEBIRPFMIMERIED, EFLZERBEHEN
ALPN KB,

5

« BHREIALED

o FHEB RIS F R
« MAEP 1 5% AR i BRAE 45

B TLS {vres 120


https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-listener.html
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- ENRLERm
- BT ALPN REE

B EBINE B
WA U RIEEEER TLS MIWESMNEIANLEH. BXEZER |, BH5H BIALS,
Console

EERFINES

1. 3T TF https://console.aws.amazon.com/ec?/ B Amazon EC2 ##lA& .
ESMERP |, EERAFIGER

R RBITE R,

EMITERETF £ |, EFEH IR O S R AR IT T aR a9 ¥ AE R W HE,
FIEPEM+F £ | EEREIBRINME

£ ACM Ml IAM IEBRAF | EFEFHAFMIAE S

(AHE ) BABERT , BADERFZANERINER R BT RIERIRP, BINBNERE
BEIETREFRES |, BRIEBHFDZE AT SNI WOIWSRiEH BB T TLS RiFIRE ThEE,

8. EEZEFAMIAE,

N o g k& w0 DN

AWS CLI
EBMREINLES

F F modify-listener g853,

aws elbv2 modify-listener \
--listener-arn listener-arn \
--certificates CertificateArn=new-default-certificate-arn

CloudFormation
B BRINED

AR BRINE B FEEHAWS::ElasticLoadBalancingV2::Listener & iR o
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-listener.html
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Resources:
myTLSListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TLS
Port: 443
DefaultActions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup
SslPolicy: "ELBSecurityPolicy-TLS13-1-2-2021-06"
Certificates:
- CertificateArn: "new-default-certificate-arn"

FHIE 28 N2 UE$ 51 &

B EAN T ERFHERRNBRITERAVER SR, BRI TLS MUTERed | iEHIRANE, &7
BURRIAE R NERER SR , LBREIER S SNI i —E2FEA , IFEHBRANRINIBE R

., BXEZEER , ESH IEHYIER,
Console
EFEBARMENERFIFR

1. 3T TF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ##l &,
ESMERT , EFARBEESR.
EREARIERNBMUT AR FHREERE,

1%£$%F Certificates (IE$) &I+,
ERERNERFMEFIR | EEFEFERNELRNESIxK,
ERFERIAERARMATIR , BHRITUATRE :

N o o k~ w0 b

a. ﬁ*%%\ij]uﬁE:ﬁo

FEMYTERE T -~ £ |, mE DI A 5 A A SR BT T 2R MY A E R HE,

b. ZERMEM ACM = IAM EERIES , HikFUEHN N SRR FIERE T HAREME

20718

c. ENRMAKHE ACM = IAM EEMIES |, FEBRSAULS , THERE , REERS A,

d. EEBEHFMSLEILES,

FAEH AN EE$ 5 &
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AWS CLI
ERHEF AN RUEH 5 &

£ add-listener-certificates i85 o

aws elbv2 add-listener-certificates \
--listener-arn listener-arn \
--certificates \
CertificateArn=certificate-arn-1 \
CertificateArn=certificate-arn-2 \
CertificateArn=certificate-arn-3

CloudFormation
EFEBARMENER S FR

E X B R K R IRAWS::ElasticLoadBalancingV2::ListenerCertificate.

Resources:
myCertificatelist:
Type: 'AWS::ElasticlLoadBalancingV2::ListenerCertificate'
Properties:
ListenerArn: !Ref myTLSListener
Certificates:
- CertificateArn: "certificate-arn-1"
- CertificateArn: '"certificate-arn-2"
- CertificateArn: "certificate-arn-3"

myTLSListener:
Type: AWS::ElasticlLoadBalancingV2::Listener
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TLSS

Port: 443
SslPolicy: "ELBSecurityPolicy-TLS13-1-2-2021-06"
Certificates:

- CertificateArn: "certificate-arn-1"
DefaultActions:

- Type: forward
TargetGroupArn: !Ref myTargetGroup
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/add-listener-certificates.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-listenercertificate.html
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MEP 5l 3 A ] BRAIE

B LER LTI REM TLS MITERAIEBFIRPMERIES. BBRIERE , MR EBERZIES
BIAGEE, NEAREFRTZZN , EMFIRFBERES <8 , & FMOIESRNESRHEIAERE
EEER,

EMIER TLS IS BRIAEP | BS IS REBIALES,
Console
EMIE B 51 3% Al BRAE F

1. FTFALTF https://console.aws.amazon.com/ec2/ #) Amazon EC2 12#| &
ESMBEERSD , ERARHOESR.
EERARSESNBHRUITFEFERAEETE,

FEOITERETF £ | EFRHICER O 55 Y SR ST FF U ss i F AE B M.
FIEFETF L, EPIEBNNHEIEE , REERRER,

RRHITEIAR |, 8 confirm , REEZRMIBR,

2 R

AWS CLI
B UE 51 5= A M BRAE

£ A remove-listener-certificates #85 o

aws elbv2 remove-listener-certificates \
--listener-arn listener-arn \
--certificates CertificateArn=certificate-arn

BN R LR

B TLS MUTERet , BALIARBEENTIRNRZ KM, FINFHNLERKE , LR TLS M
TEREM N ERALTRERK, NENRIERIIFAELLZLRK. BEXESZER , H5H W%
NEITEBHEN L L R

MRABRHERLEARERE , WEFLZLRBARSSHPM . NEEABGERSOUBRSTRF
WIXES | FHOIZFMAN B ERKRSIERE , HiFK LCU HE,

M 51 2% o ) BRATE 45 124


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/remove-listener-certificates.html

Elastic Load Balancing

W 4% S D 2R

Console

EFHMEZ LR

1. 3TFLTF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ###l &,

2. HESMERT , ERNEGER,
3. GEEARBERNBMUIT T EFMEERE,
4. FEOUTSRIETF L R O 5] 89 ST BT TR T 2R Y I RS EUE
5. ERRME  REERBEREMITER.
6. HERXEMPRREFINZLRBT , EEFTNZT 2R,
7. ERFREFEER.
AWS CLI
EFHMRERK

FH modify-listener #8453,

aws elbv2 modify-listener \
--listener-arn listener-arn \
--ssl-policy ELBSecurityPolicy-TLS13-1-2-Res-2021-06

CloudFormation

EFHMZERE

FERAFHN L L RBEEEHAWS: ElasticLoadBalancingV2::Listener & iR o

Resources:
myTLSListener:

Type: 'AWS::ElasticlLoadBalancingV2::Listener'

Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TLS
Port: 443
SslPolicy: "ELBSecurityPolicy-TLS13-1-2-2021-06"
Certificates:

- CertificateArn: "default-certificate-arn"

DefaultActions:

B R
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- Type: forward
TargetGroupArn: !Ref myTargetGroup

EHT ALPN SRR
B LAVRIEFEEEH TLS (1288 ALPN KB, BXEZER , S ALPN X,
Console
EFH ALPN XKRE
1. 3TFLTF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ###| &,
2. ESMERT , EFEABBEESE.
3. ERAEGHINEHRUTFEFAFSERE,
4, EMWSETF L, EFRDICHE O S PRSIARIT RN ¥ AE SR EH.
5. ERRE , RABRERREMNITES,
6. HEREMUTRIREED , 3 ALPN K |, EE—TUERMLS A LPN |, SUERFEUEA

ALPN,
7. ERREEL

AWS CLI
EF# ALPN KR

{# A modify-listener a8 5,

aws elbv2 modify-listener \
--listener-arn listener-arn \
--alpn-policy HTTP2Preferred

CloudFormation

EEH ALPN KB

E#HAWS::ElasticLoadBalancingV2::Listener &R 2 & ALPN BUR,

Resources:
myTLSListener:
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Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TLS
Port: 443
SslPolicy: "ELBSecurityPolicy-TLS13-1-2-Res-2021-06"
AlpnPolicy:
- HTTP2Preferred
Certificates:
- CertificateArn: "certificate-arn"
DefaultActions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup

) R P % S B 25 T B Y Ao U 2R
EMBRGITEZ 81, §EREX SARFHI

« [TCP # TLS 01%r8%] AT RS AMF L E G ITER D RBGTHERBER, EAEEH#ITH TLS 2
FHALS KRN, UFERFRFITITRE , ERCMNBRAXRAZHEN, NEEE I EEHRITHIE
RIB&TEKo

« [UDP # QUIC T &R] EMtk s N BIR &I se AR B IR fLE.

Console
bl BR AT T 2%
1. 3T TF https://console.aws.amazon.com/ec?/ B Amazon EC2 ##lA& .
2. HESMBERKT , EFABHEESE.
3. EPRAFITESEX N EIEE,
4. FEMTEET L, EROITSRN RN ERE , REEOOERRE. BIEROIFES.
5 WMRBPTRHTEIN, WA confirm , HiEZEMBR,

AWS CLI
BB BR AT T 2R

£ /A delete-listener 455
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aws elbv2 delete-listener \
--listener-arn listener-arn

A BR A0 T 8% 128
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P 2% A B 1D 2R R B AR

BMNEASATHERBHE —IMHSIEEMN EFR. IZUYTReT , &N ERIARAEEE B IR
B, REFERBEMTRANDEENBIFE. BAUATERENERVEFTRENBRA. flm,
N—RBFERGE-NPBERE , ANAEFNHBRSERUEZEMBERE, BXESER  F2H NG
RS EERA M.

BETENEHAE X AREERNETRILERE, SMEFAGERARANESTRARERE | B
FEEZBMANNEBSRHEXNERITE R, EMPTRANFIEE-—MBEHRASE , AFEER[T
FREZEEEMIZBERANAERR (XEBRUTENNHBEREANTHAXH) BETRR.

NHBERFERBHIEESTHEEIMEIR. BXRXESZEE , FS5H NERHEERBRANE
TR E,

Bx

- BRAKE

 Target type

o IP bR H

« EXEMER

- BiEEM

- BHRAETRR

< AMERBIGER0E B FRE

- BEFMEABIIERNEFRAESTRLIRE
- MENRSEREREANEZTRIRE

- REMEZNBITE RN BRAREY

o AMEREITE T B R

- FNARFABIEERENMEABITERFN BT
- IMEAFITEIRIRIC B RA

o BRI B RRAY B R

B EEE

RIMERT , ARSERS EALE R A A S E SO S S ERBEERL AR, W, &
A E1ENS B TS B AN A TR R KRG B R0,

BREEE 129
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M RS E R B AR A U TR D

« % : TCP, TLS. UDP TCP_UDP, QUIC, TCP_QUIC
« ¥wH : 1-65535

WMREFRAMFER TLS MUEE , WARSEHRFEAECEBRLZENIEBESEREML TLS &,
FERTRIXLIES, it , EAUEAELRIEPHELBHIIES. BT RBSERLTEHRL
Bn (VPC) # , Rt E S EHRSE R AN REFERESRAHITHORIE , HEIERR LA

BT, BFRLEIE man-in-the-middle I 5 5% R IR HY X S o

TREZETOWHRPUMBIFARENAS.

T BRI B ARA T HARARE
TCP TCP | TCP_UDP | £ | ip
TCP_QUIC

TCP TCP alb

TLS TCP|TLS 61 | ip
UDP UDP | TCP_UDP 61 | ip
TCP_UDP TCP_UDP 651 | ip
QuIC QUIC | TCP_QUIC =6l | ip
TCP_QUIC TCP_QUIC =6l | ip

Target type

BT E L

HTTP |HTTPS | TCP

HTTP | HTTPS

HTTP | HTTPS | TCP
HTTP | HTTPS | TCP
HTTP | HTTPS | TCP
HTTP | HTTPS | TCP

HTTP | HTTPS | TCP

EOIZERAR , NIEERBRRE | XRELNAEEHBR,. QIZBEHFAR , B EERHEBR

",
AT 2 eery B AR -
instance

XL EFRBEYSES D EE.

&
4

Target type
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ip
XL FRES IP #tigE,

alb

Bfr RN ARERFARSERR,

HERRER ip ot , BALUEERBELT CIDR Rz —# IP it :

- BFRAR VPC KIFH

+ 10.0.0.0/8 (RFC 1918)

+ 100.64.0.0/10 (RFC 6598)
+ 172.16.0.0/12 (RFC 1918)
+ 192.168.0.0/16 (RFC 1918)

/A Important
THREREET AT B IP ik,

A AERAFIEXEH CIDR R , M BAREEMUT BH5

« AWS T&EX IP it Rk O F UM RR ( HIINEIRE ) .
« AWS &id Direct Connect % Site-to-Site VPN EZ55 2| M A1 &R,

NENBAZRAE I IPREE , XM AEEESR P it MgE— B4R (IP it MiwO ) HE
B, MBHERAXESIHY 55 FNEE. IREEFEIZE , NLEAHNEO 2 EEIRNIL
R, MRELRI RO DEER , BRSNOBERRNE B RE.

HEHE VPC REMERBIGERN (FHNSEE )  BREECHZNFRFEMB IR,

HEMRRERN alb i, BALFENNARFABGEREIMNER. BXRESZEL SR SUA
R FF S aR A ) M 48 BT BT RR Y B AR

M &R BITE RN IF lambda BARRE, NARFAHBEEREXEF lambda B FRFEE A HE — TR,
R, AXEZER  BFERANARFABEESRASERPH Lambda BERER B 5.
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W SRAE [ W 4% A B S @ 2R X MRV SO R FE AR SS , A ﬁ%ﬁﬁkﬁﬁl%ﬁ&ﬁ““ﬂ&“ﬂﬁﬂﬁd LEfE
BRIFZABIERREMERMNEY , HEXHZEY IP uIMe, BXESZER , B8 NEHKRE
HAF IRV 15 RIEEER

EREEBAM P it

WMRFEMAKRGID EEBR , WEAXFNENFEOPEENERLE IP I RERB KM, 7
BIOERTHSEIRRIBIARF A EE B/ IP #it,

WMREH IPtutisEB 4R, MWL EARXRE — N2 ANFEZONTAFRE IP ik R E KR FE
Bl, XFE—MEF EWNZSANNARFIUEAR —®KO, HIE , S/NMEEORUTLAEECHNZS
H, HBEYERENRESIELATNENRCAEEE N IP #iilt,

BXAUSPINABNESES  #SHERR24,
AR B R B A5

L BEMREE AR, BT Direct Connect 5 Site-to-Site VPN E 852 89 2 #t & R o] LA /E B #7ipo

s . . On-premises
AWS Direct
a0 I
030 Connect I‘_l__ij
Metwork Load eﬂ-y Servers
Balancer i 2
! j AWS
e ! Site-to-Site
WM

e A IRET | XL BARK IP it Ak E T 5 CIDR 3Rz — .

« 10.0.0.0/8 (RFC 1918)

- 100.64.0.0/10 (RFC 6598)
. 172.16.0.0/12 (RFC 1918)
- 192.168.0.0/16 (RFC 1918)

BXMWE ZE B Direct Connect , 551+ 4 & Direct Connect ?
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BERME ZEE AWS Site-to-Site VPN , i§Z {1+ 4 2 AWS Site-to-Site VPN ?

IP ith ik 38 BY

ST EFRAR , BUER BARAR IP ik RE, I P utEHATEERETEEARERETR
Y IP RS,

EREAEIDERM B FRAZRFUT IP thut 35 .
ipva

HEIERER IPvAEBRER.,
ipv6

NEPERER IPve5 BARBIE,

EEEI

- MBHERBEBIRAN IP i RBEESRRHTERS. IPv4 BRAN BIRSEZRE AHEE
2 IPVATRE | IPv6 BARARY B RIS R B AR ESEN IPv6 RE,

- B8 IPve BirA Sipvai B E R —RER,

- BREeF IPv4 Bir Sdualstack g9 ERM UDP MIWTEREL & A,

« BIFEM IPv6 B FR4EM Application Load Balancer,

o BAREEN IPve BFREEEAS QUIC = TCP_QUIC thix— A,

&£ B #R

LN ABIERTIAT A ENE —ZS  ABREESTHEIMERS KEARE. B1NEHRAHE
NAEBEREANENTRAXPSRAEDLE - CEMBIR. BALFENBFREMRE -IHZNE
PRAH,

MRNARFEREM , BANE NS EFEAIMEMEFRUEFRRZER. —BEREER
B, FRBMBEE T E -THRETRARE , ARSERRITHRRERBIFEMVER , T
B ISR B {E T,

MRNARFERBLBELFTEN BRRERS , LT UM BRABUHEM Bir. BUEEM BN
BiAPRERESR , BF2FEBIR, —BEUEIM , AROEHERLFLHRERHIBR. BN
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B A draining RE , EE#THERTER. SBERZFMERVREN , ATABXE B #R4EEME
FRo

MR EBEI A D KFEME R, M LUFHEIT#E SRS Auto Scaling A—RFEA. F—MNEREAERE
#| Auto Scaling 44J5 , Auto Scaling Bz BN @A BEZEREEMBEIR. EXEZERE , S
%] Amazon EC2 Auto Scaling Fi M R RF 55 #2853 E Auto Scaling 4.,

ERMFEEM
« MREHIERUTERIRE 2 — , MFEEZSEH IDEFMEH :C1. .« L CC1CC2, G1CG1
CG2, G2CR1, . . . M1HIM, M2HS1, M3 & T1,

« %245 ID B IPve BFRAEMBIRET , SN ERDEE IPV6 tilt, ETHREZFER , BS5H
Amazon EC2 AF1EE /Y IPv6 it

« R ID EMBARE , KELFERMZHEIERMVTE -1 VPC F. WRKPIFFER VPC 5H
H1OMER VPC RNEN (L TRE-—XARTRXE ) , WABEEKRE ID EMKGl. LA IP it
EMX LKA,

« RGP AEM B , HFRZK P it EABIEHRL TR — VPC 1 , WAZHIERLKWIEH
—REREAAGAN T M,

- ARERNNRERHICEANTRARTHER. KEAWXETHBIRRER,

+ XF UDP, TCP_UDP, QUIC # TCP_QUIC B#:4A , N RRHfy T B EER VPC 2SS B
TEPIEBEZ—:C1. .« L L G1. G2, . . . .. M1, M2 CC1CC2CG1CG2CR1, M3
T1, WAER P #ibEMRAl. H1 HS1HWRBAREEERFITESR VPC ZAREBERATEZH
MSKBIZRE | N B AR AT BERER IR IR B AR RRIN R E | BRES TR AL,

ER7RIEN

BALESREEREANBEREEEC. RXEZER , B5R REBMARM.

XEUTEREARM. REZSBRAERERN instance & ip B , TEEMESUXLEEM. WRBFRASX
B alb , MXLFMRALERERIAE,

deregistration_delay.timeout_seconds

Elastic Load Balancing TS BUE M B #RAVRSM draining B unused 2 BT EEFH AT
B, SEE N 0-3600 ¥, ERIAENR 300 ¥, T QUIC RE , ZEKRL RN 300 #,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-instance-addressing.html#ipv6-addressing
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deregistration_delay.connection_termination.enabled

EBRASEERESREICH IMBITERITL IEERE, ZERN true H false, X FHH UDP/
TCP_UDP BE#r4 , BRINMER true, BN , BRINMERN false, WEMETEATF QUIC FE.

load_balancing.cross_zone.enabled

ETRABRATEXENH9E, ZEN true, false
use_load_balancer_configuration. BAIAN use_load_balancer_configuration,

preserve_client_ip.enabled

BRESBHAZFE IPRE, &ENRN true & false, MEBEFRAZER N IP #bik H BFRA N E
TCP = TLS , MERINETFEZARS. BN , BRiIAETFBARS. XEH UDP, TCP_UDP, QUIC
# TCP_QUIC BF¥rAZRAEFI% IP R,

proxy_protocol_v2.enabled

ETRREERAREDIARAE 2, RIABERT , ZERREMNIL

stickiness.enabled

BREEEAKMEALIE, ZENRN true & false, BIAN false, WEHFREAT QUIC HRE,

stickiness.type

MMERERE, AEEMNERN source_ipo

target_group_health.dns_failover.minimum_healthy_targets.count

BAEITIRNR RIFH B FRBE TR, MRSITRRRFHNERHEERTIE , 5% DNS AKX
BAREABITIRRTE , LERENBRISTRRERFNXE, ATENER off & 1 FBEHFK
EFRBWVER, 3 off it , DNS MERBHRER , XEWEREBRAPHARE BIRERET
RRFE , B2 M DNS HBRIZXE. BRIA AN 1.

target_group_health.dns_failover.minimum_healthy_targets.percentage

HFETRARFNBERREE S L. IRETRTRFNBEIRE D LA TILE , 157 DNS 3
ZXERIEABTRANME , LEREBMNEAIZTIORREFNXE, TRENEN off HE 1 Z
100 2 E VB, F off Y , DNS MERBHEA , RSB RAPHAE Bz TR
RAE , S M DNS FBRZXE. BRINMER off,

target_group_health.unhealthy_state_routing.minimum_healthy_targets.count

BFETRRRFH BIRHRE TR, MRSTRARFHERKEERTIE A WRFRERESFRE
B ( 2REESTRRATNENER ) . AIRNENT 1 FEFKRELR. Bk B 1.
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target_group_health.unhealthy_state_routing.minimum_healthy_targets.percentage

PIETIRABRFHNENRREES . IRETIRARFNEBE S ETIE , NERELE
BB ( BRETIRATENESR ) . WEEMNEN of f HE 1 T 100 ZEWEL, BIAER
off,

target_health_state.unhealthy.connection_termination.enabled

ERABHERETLALEESTRRTEN BIANERE, ZENRN true H false, BIAN true.
target_health_state.unhealthy.draining_interval_seconds

B M A ERE TR T E B ARERAM unhealthy .draining A unhealthy ZEIE
L0 atiE, SBEN 0-360000 ¥, BRIAER 0 #,

EE : B target_health_state.unhealthy.connection_termination.enabled
N false BNFBEBELLE M.

BAREE TR

BRABERT , REEREAEDE-PMETRAREFNER , REBANESTRART. MREVKHIE
RA, MRE-—NMETRRRFNERANRERERSETBH, Ak , EAUEELIEITIRLREF
HMERHBETRIFEES L , ARHETRRRFR B FMET I8 E RER IS~ REUB LR
. ZAPTIREENAREFT AN,

P

. EFRRTEREWIRIE
. ERAIEET

. R

« NHEIGE SRR Route 53 DNS #EH B

EITIRR MERSHRE
EAH U T RERBE TR T HE

- DNS ME#E — SEXFHHRSTRRLRFNEHFETHER , RIS DNS FRZXE REE
RN/ IP IR IENSITRIRTE, Hitt , SFFIRENAZSEESE DNS B8, REFS
{38 B BB TR R X35
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- BABEREY - YEXEPFETRIEFNERETREN , ARSHRITREREENEITES
TRAANMEER (BRETRATENER ) . XENTEFREZERINIS , LEHREZBRF
R REEIETRARER , HEBRETZTRRREFNBIRS SN,

ERFEFEEM

- MRFIETIREEE TAALENRE (ITEMNELLE )  MAKSEREERE—RERNTIZ
B]1E.

- MRNXAUIREEIEE THRE , N DNS HEXBHNREXTARATRETHRHBEEZBHORE , U
€ DNS BERB L EBAMEEBNHE 2K E,

- MREFREBEN B , RATPFREEZ BREPEMDN B REBHRTTEZE,

- BRREHEVRTXAERITAEXHAZTE, MREXIHATGEL T XMARS , WENTIXE
BEXEFNERRKERE , SERERENSINATESNEEAREHRHNERKE, IRBEXE
AEITEL T IFFRS , BN T REREXEEFMECEAREFHNMEEN , XEKREEENR
BENNATHREEEAREHNERER, EXEZEER , B5H B AKX AT,

- HK4E DNS HEHEBN , 2R NEARGERXENMEERE. FHARAKRKEFEEBNERE
FABIXLEIMARE , AHREBXFARIEXANER T,

- @i DNS #EH#E , RIS NAFREIZH DNS EH B B HIBRE TR A E X IP ik, {8
5= , £ DNS 12 & #Y time-to-live (TTL) EIH (60 # ) 28I , Ai#bE % DNS EF A SixLe
IP ihit,

- £/ DNS #E# B , IREZNEMEEZIINEZARESESE  HE-MNERAEEINXEFIE
THRRTE , MeKk4E DNS HEER | IFEZXEFN S —MNEREETRE R,

- £/ DNS #E#Br , IRFAEASERXEHEANETRRFE , WARHIEHSSTRER
EEMEXE (BRETRETENXE ) .

- RTRBERBETRARHFNERTHSSH DNS BiEEB 2 , REHMRE |, flinXENE
TR

Bl
ST RGIER T MARLA BARAEITRR R E.
%

« XEFAMNBAENTAXN ARG ESR
- BNTRAXFEE 10 MERER
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- BREEBUTENREAGTIRRIRE :

+ DNS &2 - 50%

« BRHEWEREE - 50%
« AAX B HAEARMERKXK

+ Availability Zone A ¢ Availability Zone B

NN
ﬁﬁﬁiﬁ

ii}ii}

EEO®O
BUBUS |

R B X0 E KA

- BMNTAXFNARIERT ARERREREINETAXAL 10 ME R,

s TAXARB10NMNETRABHENEN: , FEFMENESTRARFNERBE S, ABOESRRE
E10NMETRRAEHFNERZE I RE.

- JARBHABANSTRARFNER , STAKX B RAHBERT RKERKN 40%. HTXET
FIRNETRARFNBIRED L , ARGERIMITUTERE
« DNS #[E#7% - ATAKX B £ DNS FHRICABTRANME. AT HFEFRTEFABRGERBR
BATATAKX B RHNABEERTR , AETARKASTRARY , AkFEF A TAX A X
AR,

© BREAWERER - SEERAEBRALITAX B, ARGEHRLRRESBEITAKX B FHRAE
Bis (BRETRRTENER ) o XEF S ERRSITROR BRI B FRREF U,

MRE XS AEIGET T
« BMBHERT/LALARANTHXHPHNAE 20 MERBEHFRERE.
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- AAXAFE10MNETRARHNEN: , IAXBHAEA4NMNETRARHFNENR , BEHE 14 M
TRWREHFHN B, XRANAAXFAEIESETLERN 70% , FEMENETRIEFNE
RS

- MEPVEHB[FERNTAXA 14 METRREEFHNERZBZERE,

F A E B A Route 53 DNS B

WMREA Route 53 ff DNS EifjiFH B AN A EKITERR , B AILUFER Route 53 RN AT ERE
B DNS ¥EH B, EARAREBEET , Route 53 [T EMFITE =M B iIrE BN ETRRABER
HEATH. IREEEEMIARTERNETRREENER , INMRAZTHERAFESTRRET
£ , M Route 53 £ REXHFIHMAARIR , 0 Amazon S3 FIEITIRREEMN AR ITE S5
A \ﬂlﬁo

Flmn | BRIREE— 1T www.example.com B Web NARERF , HBEFEFEAETRXBRNFH
MBIERZBEITHTRES, EHFEREFTERHI —MEHPPAREESE  HEESFEEXR
SHERENS —MXEPN ARSI EERAERZD. WREE DNS HEH#R |, NI UIEESN EMNE
By (B17) B9 EE. MREAFIIERTA , I Route 53 S REBE[E EATHES , FUXF
REE MBI ARG ER,

A5 B ARAVIE TR

- MEMEAFHIGERHBIER LN TEERSTRRRENRN Yes , M| Route 53 FiFfl alias
target EIEENERENETIRR. Route 53 A BRAEITRARE,

- MREEIIMEXARBER[AAE BARASIZETIEE , N Route 53 23| B 1B RKARIE N IBITIE
B, MREHEHEARETREEZEREAREERERZR , WAN BISTRARE . M , R
ZEEHREIREL —NMEITEEN AN, BN BEETRARE, SR BEETRERE", N
Route 53 LRFFER B BRI E1DFRK, MREHRBEBHRBKE , N Route 53 2IREF12R,

. ﬁﬂ%ﬁ%ﬁﬂﬂ%ﬁﬁiﬁﬁi%ﬁﬂ’ﬂﬁﬁﬁEﬁxéﬂiﬁ?ﬂﬁ)ﬂﬂ'# N 5|12 FFEBT Route 53 BITIRIRK
E(RAMETTR ) o MRERTMEBIRNETRL , SFSFBAREBEHRB R REEE D EH
Bh R IR

« MRNERBIGERRFNRAE BIRAE RN ZE ( 9:51‘1‘ ) , W Route 53 2NN ELIZFEBITIRIR T £
( RMEFH ) o« MREATEERNSITRON , SRSBARREBRARBREEE R EHE
HRo

BREZEER , F5H AWS BE PR EA NBITE S B AR A S TR BEERRES AT A %M Amazon
Route 53 F X AR IEEFHIELE DNS #HE#E.
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https://aws.amazon.com/blogs/networking-and-content-delivery/using-load-balancer-target-group-health-thresholds-to-improve-availability/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover-configuring.html
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AM &R 02 B fr A

AR E R EERE BARAEM B AR, BMIABRT , BB ESREREN BAirAEERN R QMDD ICHHE
REREFEEME IR, ERENBIRIMBBRAR , TABERRD,

ENRERHIEMRATHE , BOBNYTR , HEMWTSRONMINREREERRE, AXRESE
B, BZH MARE, EAUMESMUTRPEER - NERE , BEXEMTRLHE TE— M5
nHPHR, ENEFAEAREERESER  SX4TEINBRARBREME LA RS ERN0YT
BRfEA

BT LABE RS 1E BARA IR IR B4R, AXESEE , S HNERFEEREME R, SHm
DERBREANETRARERE. BXEZEE , B0 EFMNEAEHSEREBEFEANSITRRZKE
BiRE,

B3R

- CIEZBMRAR , BRLTEERHBIRKRESH P thutKH,

- BFETHABEERAANSEREETHEER IP #hut3EA : IPv4  IPv6,
- BAMERTENRATITERD IPve BiR4.

- BB IPv4 BFRE EdualstackAFIIEERH UDP MVTEREL & .
- IETEEN IPv6e BFREHES QUIC = TCP_QUIC M —kE M.

Console
B B R4
1. FTFALTF https://console.aws.amazon.com/ec2/ # Amazon EC2 #2#| &
2. ESMERT , EERERHE,
3. ®&F6IEBERA,
4., HEEFHEBRPHITUTESE

a. XITF Choose atarget type ( EF BFRER ) |, & Instance ( K6 ) LAIRSEHI ID SEAM
B4 , #%&4% IP addresses ( IP #b3ik ) L3R IP st 5E A B ¥R , sR&%4% Application Load
Balancer ( B ARFAFRER ) WHFENMNNARFASYERTM N B R

b. XNTEHRAERN  WMABRANEN. LENESIMXENSNKSRLAE— , ST
BAE 3R2ANFH, At 7B RFFHUETR , THAEFHTLIER.

EFEEEY G


https://console.aws.amazon.com/ec2/
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c. X4TF Protocol (%) , EFHIL , WA :

- MRMITEFHILA TCP , i%# TCP = TCP_UDP,

- WMBMITEEMHILA TLS , i%#E TCP FH TLS.

- MRMUTESHILA UDP | #%# UDP 5 TCP_UDP,

. WRITEEMINA TCP_UDP , i%# TCP_UDP,

- WMRMITEFHIA QUIC , NIEFE QUIC,

- MRMITEFHIA TCP_QUIC , MiEE TCP_QUIC,

- MEEHREBEHNARFARSES , WiIHMUSTZ TCP,
d. XFwO , BREZZSHRIAME.

WREFRRBEHNARFARSES  NisOX0NENARF ARG ERN TR QD T

B,
e. XITF IPutRAE | FikFIPVATIPVE, X BEFRREN KA IP trabasd | bR o
o

f. XFVPC, aFEEEIMNWERNERTE= (VPC),

5. WFETRABREER , BREZSESRRINEE, X TERETRARE , RBETRIALE
WA, . B, BRAEERIRE, IRETRIREEEBETEESTHREITE ,
HEIEEFFEERFELES. IRETRAIREELZEIEZTRREERE T , AFE
ENEERMEER. BXESER , BSM 777

6. (Hi%)EBRMRZL , BEANES , EBRRNGL , ARWARSENRSE,

7. EET-Z,

8. (Wit ) EMEN. BMENEREERETLREEZRUNER. NMREINERZEERITE
MB ¥R, WA B E#HITEM.

o RHI-%EFEC2EH, WARO , REERETEMASEMAO R,
P #biit - EREE IP it s EMFE IP ity VPC , A IP it w0 |, RERBHE
T EAFEM A AR 0,
BARFARIIE:S - ERNARFAROER. BXEZSER , F2H FANAERFRR
HEEERIERN B 5.
9. %EEFAIBEWA,

AWS CLI

I B4

EFEEEY T
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£/ create-target-group @9 . AT RENEE TCP i, & IP it EMM BFRr. —MRZEFERIA
ETRAREIRERGIZEER4H,

aws elbv2 create-target-group \
--name my-target-group \
--protocol TCP \
--port 80 \
--target-type ip \
--vpc-id vpc-1234567890abcdef@ \
--tags Key=department,Value=123

EEM B AR

£ H register-targets i SF BFREMBIB45E. BXRTH , S the section called “SEAM B #57

CloudFormation
Bl B ird

TE X KRR K RIFAWS::ElasticLoadBalancingV2:: TargetGroup, AT RI@EE TCP thHiX, & IP
i EM B IR, —MFE, RIASTRAREREMF /N SEM B ARRAIEBRH,

Resources:
myTargetGroup:

Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'

Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: ip
VpcId: !Ref myVPC

Tags:
- Key: 'department'
Value: '123'
Targets:
- Id: 10.0.50.10
Port: 80
- Id: 10.0.50.20
Port: 80

tRARA e


https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-target-group.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/register-targets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
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EIMFZ A EEESEN B IEETIRARE

BRINBERT , MEABIEHFNEZEERHNETRR , FHEREHREETRREFHNEFR. A,
MRAFHEREEEBNEITRAEFNESR , CLBNERELXIFMESEMBVBE IR ( KAt
FH) . BALMERBRANEITIRRIEE , 1 DNS HEH#BANBEHEEBELRE, BXEZE
B, 2 the section called “B#REIZ TR,

Console

EFFHEREANETIRRIRE

1. FFLTF https://console.aws.amazon.com/ec2/ B Amazon EC2 £ &
ESMER ENAEIE T , BEBHF4A,
ERBRANBEMRUITTEFHAE SR TNE,
£ Attributes ( B ) T~ L | & Edit (RE ) -
R FF Target group health requirements ( BFREZEITHRIZER ) .

X¥F Configuration type ( BEEXRE ) , BB IEIERE Unified configuration ( i —BE&E ) |,
TAN DNS HE#BENBAHREERBREMRNRE.

7. XITF Healthy state requirements ( ZITIRABHFRASER ) |, BIITUATREZ—
1%£3## Minimum healthy target count ( Z{TIRIE EHFH BFRHEITER ) , RARRWANT 1 &
ERTREN: S TR 7R ] o 6
«  1%&$F Minimum healthy target percentage ( BITIRIR BRI ERZIEE DL ) , REHA
1 %100 2B EF,
8. BEMA2ERENEARBERATEXEAZFIE., MRBEXSEAKTEHLTEARS , £9
DERZNELARRAEEBNAE, EFEMERREN Y , EFEXEHATIGE,

o g A~ w b

BT MARABEX A GELTERRS :

Healthy state requirements apply to each zone independently.

T XA RAE XS REGEL T ERRS

Healthy state requirements apply to the total targets across all applicable
zones.

9. EERERFER.

EFETRRIRE 143



https://console.aws.amazon.com/ec2/

Elastic Load Balancing W & S gk H R

AWS CLI
EEHARANETIRRRE

£ A modify-target-group-attributes 5o AT REFHENMNEITRATERSRIENZSTRAELF
BEREN 50%.

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes \

"Key=target_group_health.dns_failover.minimum_healthy_targets.percentage,Value=50"

\

"Key=target_group_health.unhealthy_state_routing.minimum_healthy_targets.percentage,Value=-

CloudFormation
EEHBERANETIRORIE

EFHAWS::ElasticLoadBalancingV2::TargetGroup® iR AT REMFAMNE TR P ERSEEN
ETRR BIFREREN 50%.

Resources:
myTargetGroup:
Type: 'AWS::ElasticloadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "target_group_health.dns_failover.minimum_healthy_targets.percentage"

Value: "50"
- Key:
"target_group_health.unhealthy_state_routing.minimum_healthy_targets.percentage"
Value: "50"
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
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Mg HEER B AN EITRAKRE

BRI BAREMRE A HENEREAF. RAEFMIRTREFEMN BB NBREITRIRE |
NBITERRSTTRFERKAZBER. TREMERMABESITRAREEEFEE/LD HEE,

MEARBEREAETHNREINETRIRE , LBEBRREATATLEER, RIABERLT , 84
NEIIEHRT ROCFERBAIETHAXPETRZRFNBR. WREEAEBEXSARGE , Mg,
NHEBERT QRBLFERBHEIFREEANTHARPEITRARFHNER,. BXESEE , F5H
B A XA EgE,

BEWFZITRRRE , ABIGERNR B IRNARAIES, FBRINSTRIRE , AEBER
BB EETINSTRARERE BRSITRAMEZE , RN EHSTRRTEN B IR, BTERERM.
BEREAHDSTRRKRE, UDP REMEFEHENERATIHFRTISITRALE, BXRES
EE8 , FERBEMESE,

WRBFRSITFER , RIFSTAERNERAR T AEOER[HEMT , SN AHBEEHRSHREKE
B PR & P umiE i I EI Y BIE B R% TCP RST,

MREFAECEBANATRAXPRESTRARFNES , A1 M DNS FlIBRAEN 7MY IP i
i, SMEERTEZBHIZTARPNER. IREMBEEANTRAXS , FiF BRERABETET
RRKE , NABIERFERBN TR, SEHREANZEN , MEASOEFEHLTETTF. KT
BHOBRRAVEREMAEEANTRAXFHNMAEERNRE , MAERXLEBFRBZITRL.

WRBFABRET HTTPS BITIRRKRE , MR EZEM BFRMNZIEF TLS 1.3, MEEZELZ TR
B, XEBHRLTZE TLS BRHRAS | filfn TLS 1.2,

F HTTP = HTTPS TR EER , EVRL I EAFEIEHSRT SOt is O/ IP #it | B
TEEBHRMETIRAREROMN IP Mk,

MREN TLS MTERR MBI E ATITERR |, BITERTOTEHEEMENRL, AT TLS Kibtba& 1t
TCP iE# , R EAREERMBEIF 2 BELHN TCP E#E, At , B FRNXH TCP %
EMNAFHEEERZETE TLS 2T B iR, BaLURGILXLE TCP E#E , RN EEMENE
BHERNIR P it , HEEETIEHES.

XF UDP # QUIC RS , ATUAXY BAR4EAHITIE UDP ST ERN L BAral A, S LIEIE
AT ANEITIRRRE ( TCP, HTTP 5 HTTPS ) M B 48 £ EMis O KR UEERSAI AT A, MR
BRESTRARENERS KM , WERSANFTTH. ERESHNENRSHEITSTRARENER

#, WRBSFITA , BEREMTETRAREROWIRS , SURERERN UDP =X QUIC IRFHVIRE |
HAELEBITRIRE.

BEXEZEER |, 1§53 the section called “Bfr4EI1Z1THRR
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A&

« BITRAREIRE

« BFREITIRR

« BITRRARERRAD

- REMENHITE R B IS TIRR

- BN REFANSTRARERE

BITRRRERE

ALEAUTEENEMEAPHNEREEEINETRARE, MRESTRAKER
I Unhealthy ThresholdCountiE£E L BUXEL , MARBERLXEB R ELES. SETRARER
I HealthyThresholdCountiE £ p Th At , MBI/ B RERBRAER.

RIE

HealthCheckProtocol

HealthCheckPort

HealthCheckPath

HealthCheckTimeoutSeconds

%, BA

N B MITEITIRA R ER BT ERERN

. ARERITHINE HTTP, HTTPS # TCP,

BINERN TCP i, MRBFRREN alb, X
BEHNSITIRRREDIL HTTP M HTTPS,

XN B ITEITIRR R ER BT ESRERR
iwH. MIANRERERSNBIRARMNAEE
EEREBREN RO,

[HTTP/HTTPS ST E] #ITEITRIAK
ENEHR LN ENENETRIRERE. M
USED R

D#RAEMHNERKE , FHRBEIRN , &EX
B BRI ERE T EBEYETREARE,
SBEIN 2-120 ¥, HTTP SRR Z 6 E 8
HINMERN 68, TCP M HTTPS ETRIXIKRE
it B EY BRIAE S 10 B

ARIA

TCP

B BERA
RN EIT
BRI IOR
BHiwH,

/

HTTP 1=
TR
EFE6
¥, TCP M
HTTPS 21T
R EE
EZ10%.

BITRAKRERE
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iR L 2Rk

HealthChecklIntervalSeconds ENEFNETIRAREZRHRKINEEZE (I 308
WREN), SEER 5-300 ¥, BRIAER 30
o

MG RBIFERNSITRIRER DAL
AR BIREE BARE TR, Bitt , B
A SMEREE TR ERERNZTRARE,
BEEMEH HTTP BT ER B B FrHY
i FEERLERAERENELR (5,
B HTML X4 ) Sitl#E TCP E TR

&,

Healthy ThresholdCount FAREEBRANEEESITZBPHENELE 5
TRRRERINAE. SEE R 2-10, BIAER
S

Unhealthy ThresholdCount FERAANTER ZA P BENELZTREKE 2

BRMIRER, SEEH 2-10, BRIAMEN 2,

Matcher [HTTP/HTTPS BT E]) EXRB B 200-399
RIEREHERAN HTTP K18, SEER 200 &
599, BRIAE R 200-399,

B RS 1T

EABHERO BRI TRAREFRZE , BXTCFEFROEMBBHFE , EOTHFANFEEH
B , ARRENATHEREAEFNTARX,

T &R EIEAM B FRAY EFRSH AT 8E(E,

=l L
initial MBIGEER AL TEM BAREN B AT 5RE TIROR
ENTES.

BB TR 127
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=] 15 88

#<FEE 4 : Elb.RegistrationInProgress |
Elb.InitialHealthChecking

healthy BARIEE,

MxEREN : T

unhealthy BERRIEAZETRARE , REISTRARE , B
2 F = IEIRFS

HMXEFEE{RE : Target.FailedHealthChecks
draining BAREEBUEEM , EZNER,

FMXFEE MR : Target.DeregistrationInProg
ress

unhealthy.draining BiRARMAZETRARES REDZETRRQEHH# AR
BREF, BMZENEGERE , BERTRANTEZEMH
EE.

HMX<FEE{RE : Target.FailedHealthChecks
unavailable BRETRRT TR
HM<FEE : Elb.InternalError

unused BARAEMBIEFRAE |, TSN PRERABIRE , &
BirERBRANTHARXH,

FXFEREMR : Target.NotRegistered
|Target.NotInUse |Target.InvalidState
|Target.IpUnusable
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P& S 15 T 2R

BT ERR ARG

MR BIRIRSR Healthy BUAREME , APURHERE FIBEHNRERRABNER , FERFHEFETE

R ERHEBNER, H3IEE , M ELb FFXANERRBIRB ARIHEIHFR |

KB IR E B PR,

REAHB
Elb.InitialHealthChecking
Elb.InternalExrror

Elb.RegistrationIn
Progress

Target.Deregistrat
ionInProgress

Target.FailedHealthChecks

Target.InvalidState

Target.IpUnusable

Target.NotInUse

Target.NotRegistered

L
EE# TARETRREE
BT AEER  ETRRRE KK

B FREM EE R AT

B PR BUH E M IEERATH

BITRREE XK

B #r4k TF IEIRES

B AR F L& IBIRES

B AR T A LS E IHRES

B #r4k T RRIRES

Z 1P it IF A ERER , RWTERERR
AR EHE B A BUCREASHERENRE
B F&AE R ARHEREANTAK

B FrAREME B R4

REM S RE D ER B IRNEITIRR

BALREEIME BFFANBEHFRNEITRR. BXSTRARERMRBENEL , FS5HEEHE

E/EM B R AR T A FRAS .

BA Target FLHER

BITRARERRNARE
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Console

EREBEHRNIZITIRR

1. 3TFLTF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ###l &,
ESMER ENAETE T , EEBHR4E,
ERBRANBEMIUITTEFHAE R TNE,
Details ( #4ER ) EMFEREREE , URSRHESTIRRH B IR,
£ Targets ( B#5 ) W+ L , Health status ( E1THRR ) i RED BFRAVIRA,

MR BFRIRA R Healthy AAKEMIE , N Health status ( Z1TIRR ) FIFFEBEEZE
B,

o o A~ w b

BWEXETIRRTER B ARAY 8 FHR 48 A

£ CloudWatch Bikfit & Lambda REUAREB X TREBIRHNIFHAEE . BX step-by-stepiii
B, BSRUATEREXE | R ARSEENESTRRTEN B,
AWS CLI

EREBRNESITIRL

£/ describe-target-health f5 %, WLRHIFIMEHTHE , UNBEETRRFTEN B R, X TFi
TRWRTFENER , A NEsRERE,

i

aws elbv2 describe-target-health \

--target-group-arn target-group-arn \

--query "TargetHealthDescriptions[?TargetHealth.State!='healthy'].
[Target.Id,TargetHealth.State, TargetHealth.Reason]" \

--output table

THRRHHEH,

| DescribeTargetHealth |
e et Fem - = R i +
| 172.31.0.57 | wunused | Target.NotInUse |

| 172.31.0.50 | wunused | Target.NotInUse |
R e Fem - - e e +
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B RSN R R A

TRIET &x B RRSH AT ERRE AR,
BFRRA R healthy

REHREKE,
B FRIRAS A initial
« Elb.RegistrationInProgress - BfRIELA TSR BEERNAEMREF.
« Elb.InitialHealthChecking - AFHERNPECMERAEREHENZTRARE , LU
EHETRR.
B FRIRZA A unhealthy
« Target.FailedHealthChecks - AFIIEREE Y 5 B FRIEEMREIEIR | =B FRE A%
X IR
BARRA N unused
« Target.NotRegistered - B#RAKEMEIE4RA
» Target.NotInUse - ZBMARBEMABOERER , AEFAMENTAXKKREAEARY
as.
« Target.InvalidState - B4 FEIESHL LIRS,
« Target.IpUnusable - B#5 IP it BRE , HAHHEERER,
BFRIRAS A draining
« Target.DeregistrationInProgress - BFRIEAN T E RS | BOEHEER B R 2,
B IR A unavailable

e Elb.InternalError - HFTHEHEIR , BFRHESITRIRTERE.

EHMNERABEEEHREFANSTRIRERE

AR EFBMANZETRARERE., BXETRIREIRENSIR , i35 the section called
“BITRRAKRERE,

Console
EFEHMETRARERE

1. 3T TF https://console.aws.amazon.com/ec?/ B Amazon EC2 ##lA& .

R R ERE =


https://console.aws.amazon.com/ec2/
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2. ESMERLNARHEET , EEEHFE.
3. EREHANBMUITHFEFAEERNE.
4. 7£ Health checks I+ £ | 4% Edit,
5
6

ERBETRARERENEL , REFEBRRE.
ERREFER.
AWS CLI
EEHSITRARERE

£ A modify-target-group @, LA T REIEH
7 Healthy ThresholdCount&lHealthCheckTimeoutSecondsiZ &

aws elbv2 modify-target-group \
--target-group-arn target-group-arn \
--healthy-threshold-count 3 \
--health-check-timeout-seconds 20

CloudFormation
EFHMETRARERE

FHAWS::ElasticLoadBalancingV2::TargetGroup ®RA B EEFH N E TR ERE, AT RHF
¥ #1 7 HealthyThresholdCount#lHealthCheckTimeoutSecondsiX & .

Resources:
myTargetGroup:

Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'

Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: instance
VpcId: !Ref myVPC
HealthyThresholdCount: 3
HealthCheckTimeoutSeconds: 20
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YRIE M E BB ERRY B AR 1L

SIEMERBEERNBIRAZE , EUNRBEBITARE M.

BirdE

- B/ IP R

« BUHEMEER

- IR

- HMHERTE

- BRENEXEAESE

« BITRRTER B PRy EEEL L
« BITRRTERNFERAR

B P RE

FERE R HEGIR B AREY , MERBIER T MRE T IRAVR IP #hit, ZERAES % IP RER , IR
IP 31k BB IGERRAVFAE IP ok,

KRIMBERT , XFHEH UDP, TCP_UDP, QUIC F TCP_QUIC X EYEHIFN IP KB BHrd , TR R
IPREBLAFBRARS (BFREEA ) . BETLUER preserve_client_ip.enabled Bfr4EAEM
A TCP M TLS BEMABHARERAE R IP RE,

HRINRE

- EGIKBEBENRA . EBH

. IPXEE#4A (UDP, TCP_UDP, QUIC, TCP_QUIC) : B&aMR
- IPEEBEHA (TCP, TLS) : B2HA

LEREFm IP RErT

TRIHBATBEAEF IR IP RE BFREWA IP tbit,

Targets IPv4 & FiER IPv6 & FiEK

SKBIZRE (IPv4) B IPv4 tbhk R IDHEER IPv4 bk
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Targets IPv4 B FiER IPv6 & FiEK
IP %5 (IPv4) B IPv4 Hodt ARG IPv4 i
IP 32! (IPvo6) MEISHES IPv6 ik ZF IPv6 Hiiik

HEARF R IP RER

TRERATEART W IP REN B FREEWAY IP ik,

Targets IPv4 B FiER IPv6 & iEK

SSIRE (IPv4) MERIGEER IPv4 Hont MERIGE RS IPv4 Hont

IP 3E (IPv4) MEISHES IPv4 bk MEISHES IPv4 Hbhk

IP 2 (IPv6) REIT S IPV6 i REIT S IPV6 i
ERAEZEM

« B IP REEHNXEH TCP EZEA N,

- BRAEFIPREBE , REXNEEMNMEHHERZ RO BIR,. BANEAEEESNVTE—
VPC & |, U FE—XEHXZE VPC F,

« YEMREBESREMNXIFEE , AXEZFE IPRE,

« ERAMXAEYESIRAREMEAESESMBIR (SEFI= IP it ) 2ENGRER | BIERRE
MENBEFHEMNTE - VPC B , I F-ZEFERF i IP RE,

s UTRHIEBRRTHREEFEFIHIP:C1, . . . . CC1. CC2, G1CG1CG2
CR1. G2, . . . M1HIM, M2HS1, M3# T1, RINBWEEZAZFE IP RENER T XLt
SEHIZEEGEM N IP ik,

« BPFiR IP REXTF AWS PrivateLink AW R E&EE M, AWS PrivateLink RE/R IP it BA R
Network Load Balancer B9FAF IP #hiit,

- HBE#EASEE AWS PrivateLink MEZEOSHEMANEAHHIER(AMNEZZON , FXEEFPKF IP R
H, XFSEEXLE B FRIEES B,

« B IPREXNM IPv6 S RERE M IPvd, EEFENIR IP AL ERME R ISESEMN
FE IP #int,
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- HERNARFAROERREEERRN , NENHBSERFREMBEARENETS K IP X
EENARFABGESR, Ae , NARFABSESRSFES R IP Mf0ZE X-Forwarded-For
BRI, 2BF RIBFERIRL,

- BRAEFE IPRERE , T8 NAT BRE (BHRRKRER ) . YERAABNEATIGESRN , 2
REXMER , MEMEREGEREEIMBER2BRER —INMEARBER[AVERE, 2EE
TRESHEHBEIEAZHCIZEZNER  NISBEZHE R, RIMNEBWEERNE —MERERIGE
SREEN BRNEREMNENHIGESR  CUTIBEERE /iR IP RENRPLEEREER, MR
BEEREF R IP ik, MATAERRERDI v2 #ITRER, BXEZEER , H5H KEHIL

- HERAESE IPREN , MENHHERZSEIES N E—BAR (IP #utMiwO ) B 5.5 FNMNHRE
ERSFoHALY 5.5 TNEE, NRAEEBBEIZE , WXBAHIRADRERN/LER  #MSH
TERUIFEE, BXESER , BSHA BiRkn 0o ERER.

Console

BEERE K IP RE

TFALF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ##l1&,
ESMBER ENATEET , EFBHF4E,
EERBFANBEMRIITTRHFAEENE,

EEMETFH , EREE K RAERIREREERK.

EZAEFR IPRE , BFFE Preserve client IP addresses ( SREE i IP bit ) . EEH
E i IPRE |, iE<F Preserve client IP addresses ( REE i IP bt ) o

6. EERRFEN.

o K~ w0 bd =

AWS CLI

ESGRAEFR P RE

fEH# preserve_client_ip.enabled B M modify-target-group-atiributes 5

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=preserve_client_ip.enabled,Value=true"

CloudFormation

ERRAEFE P RHE
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E#AWS::ElasticLoadBalancingV2::TargetGroup &RUAEE
Zpreserve_client_ip.enabled&E,

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "preserve_client_ip.enabled"
Value: "true"

HUHE M ZER

HUEEM B#ret , ARGERRELUEEBRNIER, ABOERSERERERRKBRBITHH
REENAEZE TR, MRESZBUHIMERETIORREF BUMBEZERLETEZRRES , S
BRI ARSI REREDTZE R, BERERIAEREXA , BRSMMITUTE—RE  mERLILEA
BfrdAEYE. BEREBUEEMZISSOIEITIRR MESE EHIX A E - imEE,

BUHEME B R AIBIRAS RN draining , EILHE |, ZBFRRELEERENERE. B2 , A TEER
BIER |, B RENMARENER. RMIAMBERT , MEHESRLE 300 BEFHBUEEM B IRARES
BEHA unused, MEERAFHIE SR EREUHEME B RAVRSER RN unused ZETEFMHITK |
BEFBCHEIMERE, RIMNBWEEEED 120 PHEUBRERIER. XF QUIC K& , ZER
K3 3007 , BRERE,

MERERLILSABMRAREM , NXBCEHFM B FRAESENERCE MBI ERBERAXA,
Console
EEREUHEMEEE

1. FTFALTF https://console.aws.amazon.com/ec2/ B Amazon EC2 & A,
2. ESMERLNATEET , EFAF4A,

3. GERAFANBHUITFREFEAESETE,

4. 7 Attributes ( B ) &I+ £ |, % Edit (FRE) -
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5. EEHREUHEMER , iE1E Deregistration delay R AFE. EHAREICE M EREINEE
$EXH |, %4 Terminate connections on deregistration ( BUBEM A& IEERE ) .
6. ERREFEENR.

AWS CLI
EENBUEEMERE S
EA
Hderegistration_delay.timeout_secondsflderegistration_delay.connection_termin
4 B modify-target-group-attributes i o

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes \
"Key=deregistration_delay.timeout_seconds,Value=60" \
"Key=deregistration_delay.connection_termination.enabled,Value=true"

CloudFormation
EEREUHEMEERE %

EHAWS::ElasticLoadBalancingV2::TargetGroup & /R A2
2deregistration_delay.timeout_secondsMlderegistration_delay.connection_termin

o

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "deregistration_delay.timeout_seconds"
Value: "60"
- Key: "deregistration_delay.connection_termination.enabled"
Value: "true"
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REB Y

P4 D Bk D 1 2R A A AR IMUAR AN 2 RAEEMERE R , RM B R, REHIARA 2 ZHAED
WARKH = F YR D

XNF TCP {iTgs: , MBI ERFREBHIIRATAMNE TCP HBiEFH, EFR2ERFHBREMANE
e, BREFFRIMEREFVEMEMGARE, REGERIRSB[RENEMEAREBHIUIRL,
Rt , TR S MCEDIUIRS, A, REMB AR ER AN EBIRERS —MMERE , N
5 —MUE I UFR K AT BET R AR & 2R P RIFR K

TLS MWT8R A X FH R im AR R E RSN RE DR LN & AT,
QUIC B X FFAEMUARZS 2,
MRIEHER IP itiEE B4R , NEENNARFRHANIER IP thatBURT BFRARMMN , TR :

« TCPHTLS : RIABERT , EZAEFR IPRE , BHAZHNNARFNR IP ik 2 A9 :s
TRHNFAE IP i, EREEFFEWN IP it , FHREABFNLTE— VPC HXE VPC A, #EH
EPUE IPRE, NREEEEFIHEN IP it F B THRXERYE | FEAREDNHMNKBBIUAR
SLIRENER P i 1P et

« UDP 1 TCP_UDP : i IP it R %A IP it , ARNEBRIABERT , FAXEDNESAZS G IP
RE , BLEER, MREBBELLA] ID BEEER , WRMENARFNR IP iR EF iR IP i
i, B2 , MRERE |, B AREBMUENREIDUARL PIRENE i IP it

BT EEE
BRAREDE , REHIIRXELESERBEARBERNESTRRILEEED. BR , FABTR
RREERE  ERREEEETRERBMMURL T RE,

MR BIRFTEBATAEDARL , WARTEBITSTRRRE, fli, efUE2IRENTHEIR
HTTP 400 : $5iRE R,

VPC s R ARSS

NFREBRFZSEAEHET VPC RinT R RFZHRE , RELEHVNAERFNE IP it 2HAHKESE
BETRWNFAE IP thit, MRENVBARFEERSFEARIEZN P it | F5AREBEDFHMNREBEIDIIR
SLIREUX LE P bk,

REBIPUARLEBDIEL T KB ID. IEEEABEN Type-Length-Value (TLV) B E# T4 , W
TR
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TR KE 8 uFT) R
Type 1 PP2_TYPE_AWS (OxEA)
Length 2 ENKE
=] 1 PP2_SUBTYPE AWS_VPCE_ID _
(0x01)
A (BEKER 1) Lim T R K ID

BREN TLV EH OxEA WRHI , ES M/, https://github.com/aws/ elastic-load-balancing-tools tree/
master/proprot

B RAREDY

#HBHA LR RARENZE , EHARSH S RAREFTE S H B SR AE B UGRE 2 #rk , BN
ClAgEE2AK. BXEZEER , FSRAEDIRZE 1 M 2,

Console
EQARBMDIARA 2

1. 3T TF https://console.aws.amazon.com/ec?/ B Amazon EC2 ##l& .
ESMERLLHNAREET , EFBHRE
EFRERENEHRUT AR FAFEERE,

£ Attributes ( B ) &I+ L |, %42 Edit (B8 ) -

fEiRERMRE L | ERAEML v2,

ERREER,

o o bk~ W DN

AWS CLI
B ARERARE 2

fEH™ proxy_protocol_v2.enabled BMM modify-target-group-attributes

aws elbv2 modify-target-group-attributes \
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--target-group-arn target-group-arn \
--attributes "Key=proxy_protocol_v2.enabled,Value=true"

CloudFormation
EEAREBIMURA 2

E#HAWS::ElasticLoadBalancingV2:: TargetGroup &RUAEE
Zproxy_protocol_v2.enabled/EM.

Resources:
myTargetGroup:
Type: 'AWS::ElasticLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "proxy_protocol_v2.enabled"
Value: "true"

MR

MELERATREFRRAEBEHE BRATRHNE—BRNNE. X THFRSEEUERE M REM
AR RSSHERY  XREM,

EREM

- FRAKMSEATRSSEERNRIHFY , XURSF\BRNATAMY, flW , #HE NAT ’ZE
HEWMEEF RHEARMHEBNR P ibit, X&ERSHRAEXERFRNAMAREARIIE—B
*’j_‘o

- WRBFAFHEMBARNESTRRARER , REEGD BIRAEMIEBCEEM 7 B4r , WAESEE
SRARSEEZERANKBESRE,

- SNERATEHEREN , FXEEIETRARE. AXESZER  BERHERENETRLE
£,

+ TLS = QUIC T sR F X FR M1,
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Console

ESAMERE

1. 3TFLTF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ###l &,

2. ESMBEKRLHVAEIET , REEBHF4A.
3. ERBEVANEBEMUITFREFAGEENE,
4. 7 Attributes ( B ) IR L |, 1%#F Edit (5RE ) -
5. 1£ Target selection configuration ( B¥ri&RELE ) T , FF/8 Stickiness ( #51%£ ) -
6. ERREER.
AWS CLI
ERANMERIE

FH® stickiness.enabled B™# modify-target-group-attributes %

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=stickiness.enabled,Value=true"

CloudFormation

ESAMMERE

E#HAWS::ElasticLoadBalancingV2::TargetGroup BRI B EZstickiness.enabled®E .

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "stickiness.enabled"
Value: "true"
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B ¥R 1 85 X i3 1 339

ABIERNTRFRBEEFIENERIBELA S IMEIR. BABEXEARBEERE , S MABGERT
REEMBEIMTARFNEEMERZATERE, RABEXENEEERE , SMBEEHERTR
S2NEETAXFHNEIMERZRAIERE, MRXEHESL LT XEMRES , XATUATHRE
BITHRRRFXEFRZETRRTERENE , RERERMBIER.

NTMEaEEER  BEXEARSEHEEARGERREARMA TEARS , BETRNERE. X T

B , AEARBSERRE  BETUESE B RALRS LRABERAIEABEXSAHEERE
HHINRE,
EEEW

- AMFAEDERERABEXSEAGEE  FRE EC2 BHEEHWER. AXESEFEE , B2H
(AWS #ESHRAFEr) Ry T AR &R 5 A

- BFRARENREBFANAREE TN, Sl , RREA T ARGERFINBEXFHARSE ,
ZRATEHARINBEXEARGE  WAESBFANREFT2RTEXEREH.

- ZRABXHNHETEN , FEARESIMNBGESENXEPHREEBHNEREE , MES/NXEHHE
NEXBRN THERABRHERS .

- ZABXEOHETER , FREFAENAHSSIHENTAXS, ZHTHXKERNETRES
E

- MRBEMRAREN instance H ip , BULUEARER BRARINEXHRRIGE. MRBIRA
RER alb , N BRABLENREDER[MEE XS EERE,

BXREAHBDERNS LEABEXSAHEENESES | FSH the section called “B 7 A X 155

Console
EFABRANEXE A

TFFALF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ##1&,

ESM B LR Load Balancing ( 7A#k39% ) T , 1%£#% Target Groups ( B¥r4 )
EEEANBMUIT AR FHAEERE,

EEMEIF L, &R mE,

# Edit target group attributes ( 4a%8 B#r4A/EM ) WE L , 7 Cross-zone load balancing ( 5
Xig g9 ) EZE On (FF) .

o kb w0 bd =
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6. ERFEEFEER.

AWS CLI
ERABRANBEXEARISE

A% load_balancing.cross_zone.enabled &/ modify-target-group-attributes @5

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=load_balancing.cross_zone.enabled,Value=true"

CloudFormation
EFRHBANEXEAFEEE

E#HAWS::ElasticLoadBalancingV2::TargetGroup ‘BRAEE
#Zload_balancing.cross_zone.enabled/& .

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "load_balancing.cross_zone.enabled"
Value: "true"

BTN AMERY B FRRERL LE

BRINER T B AERELLE, YRERROEHRNEFRBIRENZTRVEEH ARIANETRAT
EN , AROEHRAK I CRYMESE  FEILTREERGE AR, ERAEELENERLT , B
PHANETRATHEETESHEE  BERUMERRETIRS | AFCNERRM.

HIETRRTEN BRRERL L |, ZEHRARS EHTERE,
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Console
EERERLILEEMH

1. 3TFLTF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ###l &,
2. ESMERLNAREET , EFAHFR4A,

3. E“ERBEFANBHLUUTHEEAEETE,

4. 7f Attributes ( B ) &I+ L |, %% Edit (&EH ) -

5

EERSTRATERSEET , ERSANREBETRATENL L EZEEAEREE
Ao
6. EERRFER.
AWS CLI
BERXRERALEY

AT target_health_state.unhealthy.connection_termination.enabled BMH
modify-target-group-attributes &5

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes
"Key=target_health_state.unhealthy.connection_termination.enabled,Value=false"

CloudFormation

=

0

REEALILLES

E#HAWS::ElasticLoadBalancingV2::TargetGroup BRI ETE
Ztarget_health_state.unhealthy.connection_termination.enabledE.,

Resources:
myTargetGroup:

Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'

Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: ip
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VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "target_health_state.unhealthy.connection_termination.enabled"
Value: "false"

BITRRTMENFERE R

F4F unhealthy.draining RN BIRA NS TRRTE , TLBWINERE , BEEEENHE
RARBEEILNERE, STRATENEZRERRE T BFHRERESERN unhealthy ZBI{RE
unhealthy.draining MRS AE, MREBFEETRATENEZRARBARBELZITRIRE ,
MERSFEIXERN healthy, MRAHRBUEEM , M BFFREZERN draining , BBUEEMIER &
B8,

ER
ERAZTRATENERBRZA , YMERAEREL L,

Console
EB R TIRR T ENFER B

1. FTFALTF https://console.aws.amazon.com/ec2/ # Amazon EC2 #2#| &
ESMBER EHNATIET , EFBHF4E,
EFRERENEHRUITFHFAEERE,

£ Attributes ( B ) T~ L | & Edit (RE ) -
EERBETRETERTEET , BREXAYH BNFEB/ETRRTENL LEE,
NBITRRNENFER B RHE A —ME.

ERREER,

N o g A~ N

AWS CLI
B WS TRR TMENERER

fEFA™ target_health_state.unhealthy.draining_interval_seconds B modify-
target-group-attributes &5

aws elbv2 modify-target-group-attributes \
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--target-group-arn target-group-arn \
--attributes
"Key=target_health_state.unhealthy.draining_interval_seconds,Value=60"

CloudFormation
EB R TR T ENFEREFE

E#HAWS::ElasticLoadBalancingV2::TargetGroup ‘BRI EE
Ztarget_health_state.unhealthy.draining_interval_seconds/g.

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "target_health_state.unhealthy.draining_interval_seconds"
Value: "60"

M & D ERR A B R

LW B ERFOEERN , SFEERE NS BRE. BIRARN BFREENFEE NFADEM B

Fro fBlan | EETLUEMSEH IDs, IP bk =% Application Load Balancer, REFMEFETR B B frilEd

ARETRARE , MEAREEERF RN BERBEEZERF,. TEOEMIERNFHETRIRET
REZ/LoMNE. BEXEZER , B2H NEMSTEHENEANSTRARE

MR E M B AR FEREN , ERLUEMEBRAEREZEFER. WRNEEM B RNFRR
2, UM EFRARECHEM B AR, ERBUHEMESEMABOERF LR ERBEHIERTEEER
JLpepetiE, WMRFREEFEM , S LERE B REEM EBUE M Bir. MREFERN BIRREMHR
RS , A LEUHEM , RRERS ERREREM.

EBUHEEM B #R8Y |, Elastic Load Balancing € —E&4#F , BERI#H TP ERTRK. XPMEEZFER,
EEEFERHRE , BFAFRARENR draining, EECEEMENGE , BRI NEHRN unused, BX
E%1Eru~ y ﬁ?lﬁ'—.l HYIﬁ/:'Eﬂﬂ'LJEo

SEM B AR 166


https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html

Elastic Load Balancing W & S gk H R

MREEISLG] ID KEMBFR , WA LUFRAEITEEFS Auto Scaling A—EFEA. FEHIRAERE

F| Auto Scaling A # BiZ4A¥ B , B Auto Scaling A5 31 W SEHIN B Zh £ B AR oM, INRE

MH 9% 5 Auto Scaling AP E , NIEFBIMNEBREATRECEEM. EXEZER , BN
{Amazon EC2 Auto Scaling AF1Ef) PN ATIEREEIIEIT S,

AES

- Bfrk24
- M4 ACLs

- HEFH

« EMERH

- BUEEME

BirkE4d
ERERFMEEFRAL N BESERXRNZLARENEZRANEARSERNRE,
HEFZSANRY (MRAROEBESZAHRNTEA )

- AFEFWRE : AMAN , H5|ASAEHESEXKNEEL4A

« fUIF PrivateLink RE : IREFAFIERHE N ITEBEIREMN AWEHN AWS PrivateLink , &
AIN—%HN | ERERKO LIESKEAFEYESZSANARE. BN , AN  EERERKAO L
EZXREAEYESRIAE IP itHRE,

- EZAFEYESRETRIRE  FMAN | EEESTRIRERO LIESREAFYESRLZSANE
TIRREERE,

NEHRZSENEY (NRABGERXEEREEXEK)

s AFBEFRAE  NBEASYEHERAEE/ME P it , IRMAN  BEERE%0O LESkacit
HEEPiG IP utARE,. AN, AN , BEERERO LEZREAFEGESRFIE IP thut iR
2,

o R1F PrivateLink & : RIN—FNAN , ERERO LIS RBAFIERILE IP itHNHRE,

s BEZAFEYERETRRALE  ZAMAN | EEESTRIRERAO LEZREAFEERZLE IP i
HMETRARERE,

EFFim 1P REH TERE
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BRIEFF preserve_client_ip.enabled BMHREN true , BNNE MR ERFLERBE /K
IP st BEAL , BRI MEATITEET |, FE T a3 it =% IPve #iR N bt et IPv6 , B %
IP IPv4 st R B RERER, IPvd RELEFFU IP hut M B R 1P it FAFE IPv4 RFERME

B, B IP iR F B IPv6,

FREFHAEERMATFISEESIE P thut

1. $TFALTF https://console.aws.amazon.com/ec2/ B Amazon EC2 ###l A&,

2. TESMERTP , EF Network Interfaces.

3. EEXRFERYP , WANZAROERNEN. SIMRSERNTFRE-IRNEED,
4. ESIMMEEONFAERETMFL , NAEHILE S IPv4 it

BEXEZER | BSH EFNEAEHEEIRNEZ LS H,
M4 ACLs

£ EC2 EBIEMF B R8T , LR EH B F M ML ACLs A VT ERiR 0 MiZT R Eifx O
LFHIRE. VPC WERIAMSIAEZEH FIR (ACL) AFFIEAUMEBMRE. NMRECIEBEE LMK
ACLs , FHIAEIIATFESEHNRE,

B18m3RHIF M ACLs RERRIM G54 L VFE A Internet R BB B[N U TRE,
KA F PRy HEFE LI

Inbound

i 173N i OSEE Hit

Client IP listener target port ARFEFIHRE (IP

addresses fRE : ON)

VPC CIDR listener target port AFEFIHRE (IP
RE : OFF)

VPC CIDR health check health check AFEITRARER
%

Outbound

B E 173N i OSEE Wit
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W 4% S D 2R

Client IP
addresses

VPC CIDR

VPC CIDR

listener

listener

health check

1024-65535

1024-65535

1024-65535

VF[a1 B P iR 357
(IP fRE:ON)

o =

V) & 77 i IR 357
(IP fRE:OFF )

o =

TR ER

oo =

EEAAE9EE T M ACLs REXHI M KA A EFEM Internet B HER I E L RU T RE,

M E R T WAy HEEIN

Inbound
it

Client IP
addresses

VPC CIDR

VPC CIDR

Outbound
Bir L E

Client IP
addresses

VPC CIDR

VPC CIDR

NTF ARSI EER

A

listener

listener

health check

7

listener

listener

health check

O3t HVPC CIDRI A M HIERE .,

% OSEE

listener

1024-65535

1024-65535

% OSEE

1024-65535

target port

health check

Wie
RUEBSHRE

AVFR A B ¥R IE 5

RBTRRRER
%

Wie
RUFBIEE b

JLVF[E B ARAR HiE K

VX B R TIELT
RARE

HYSEBI R A B IS BR 17 R F M 48 ACLs 2440 ft 1 383 401 W 85 i 1 M IS B i

M £% ACLs
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/\?%l—_l
SHEETLUELE VPC FOIENEAEIGER, SEELEIMEREERAEZN FNPIZTH B xR,

TR AWS REEXIEMEAHRBERNHAEZETIN , EFaE

- WA#KX ( KR ) ap-northeast-3
« WA#X (&FH)ap-east-1

« &R ( B ) me-south-1

« AWS #E (4t ) cn-north-1

-« AWS AE ( TE ) cn-northwest-1

A B A5
S EFAENRROEREANSNTARFBAZHE P EER B

BfrAN BIRRERE T EALUEMN BRRE, BXEZEER , 150 Target type., EAUTEER
FEFOEMEBZRE R instance & ip WBEHREAH ., WRBHEEN alb , FZHE EANAREFNE
H#EREN B #xR.

ERNEREDM

o HEEMSEAIRT , KHILTETF running R

« MREBIERUTEFIRE 2 — , MFEEZSKH IDEFMEH :C1. .« . CC1.CC2, G1CGt
CG2, G2CR1, . . . M1HI1, M2HS1, M3 & T1,

« &S ID EMBFRET | EHIXTMEM KR EDESEVTE—1 VPC ., MRLFIFREN VPC 57
;9 VPC BNEN (N TE—KEHTRRXE ) , MAFEEREA] ID EMES, ATEA IP ik
TE A IX LS4

« &6 ID 1 IPve BARAEM BIRET , BN BIRDEE IPV6 Hiit, ETHESER , 55N
Amazon EC2 B/ IPv6 it

o 1% IP #bub R IPv4 BARAEM B AR |, BOFMAEY IP st AR BE LT CIDR iz — -

- B4/ VPC HTFX

* 10.0.0.0/8 (RFC 1918)

* 100.64.0.0/10 (RFC 6598)
+ 172.16.0.0/12 (RFC 1918)
. 192.168.0.0/16 (RFC 1918)
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« R IP #b3ty IPv6e B FRAEEM B AR | BOEMAY IP ik 40 T VPC IPv6 CIDR BRI F
VPC #J IPv6 CIDR 3RH,

- MRERZ P b EMBEAIR , HEZ IP it ERAFGER[VLTE— VPC F , MIATHERLRIEH
RARB AR T,

- XF UDP, TCP_UDP, QUIC f TCP_QUIC B#r4H , IR EHI F A= VPC 2 AR LA
TxfIEBZ—:C1. . . .. .G G2, . v, M1, M2 CC1CC2 CG1CG2 CR1, M3 &
T1, MAER IP i EMEHl, HIM HS1INR BB EAREERS VPC 2ARERATRZZ#F
MISRBIZE R | NI B AR AT RERE S R B MBS E R E |, (BB T EMAL

QUIC BEZERNEZEM

« SEMZEI QUIC = TCP_QUIC BFrARIFTA B ir#f 49t E RS ES ID,
« XF1EET Network Load Balancer 1Ur28FHIFTE B 45 , RSS2 IDs A= HE—,

* QUIC ARS52R4ALE IDs 8 NFT, M BFREY , BRS5ER ID LUK 0x f5#k 16 L+ R HFH
B o

- EAKRSEE IDEMBEIRE , %X ID AT ER. EERBIFVRSER ID, KAR/REBUHEEM , R
Ja BE A ARSS 2] ID FATE M

- BFERIRRNROEESNER - RSER ID. ER— VPC A, FXFNMEEL IP HEH ID ik
AA&ERAREAY RS2 ID,

- BRE 6 PRAANTENBRESFEAMARNIRSER ID.

Console
EEMERR

1. FFFLTF https://console.aws.amazon.com/ec2/ B Amazon EC2 ###| &,

ESMER EHNATIET , EFBHF4E,

EFRBEENEMRUTFHFEAEE R,

%FEBFRET R,

EFEM B ¥7.

MR BFRAMNBIREER instance , MEEF ARSI, REFEZZRIUNRO , A5
BETERFHEMOEIFM,

7. EHBFRAMNBREKERN ip, WEANEAN IP i EREMNE , WA IP it R0 , FERETE
PR E Dz if:0Fi 7= Wiy I8

o g A~ W b

SER B =
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8. MREBHAMNBRKEN alb, WRFEFEFEM NGO , AEERNAEFAEGER. &
RXEZEE , BEH EANRAERF S EREN BT

9. WMRBHAMIHMNA QUIC  TCP_QUIC , FHERARS SR ID EEE.
10. EFIEMFRLEB IR,

AWS CLI
B/ B FR

£ register-targets 5. AT RAIEIES ID EMBEFR. BT AREERD , AFHYERGER
BArAiw O,

aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets Id=i-1234567890abcdef® 1d=i-0abcdef1234567890

LT RAIES 1P et FM B 5. BT REERO , AFESEHSEEABR4EKO,

aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets 1d=10.0.50.10 1d=10.0.50.20

BUTR R BIF BL A A2 SR 9 7 2R 2 AN B AR

aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets Id=application-load-balancer-arn

AT RIS B AREME QUIC = TCP_QUIC BirdH,

aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets Id=10.0.50.10,QuicServerId=0xalb2c3d4e5f65890
Id=10.0.50.20,QuicServerId=0xalb2c3d4e5f65999

CloudFormation

XM B AR
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FEFHAWS::ElasticLoadBalancingV2::TargetGroup B RA B EF B 5. AT REIEISEH ID EZMH

=R

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: instance
VpcId: !Ref myVPC
Targets:
- Id: !GetAtt Instancel.InstanceId
Port: 80
- Id: !GetAtt Instance2.InstanceIld
Port: 80

BUF RBIEE KA ID FFEABFREME QUIC st TCP_QUIC il B#RAH.

Resources:
myTargetGroup:

Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'

Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: instance
VpcId: !Ref myVPC

Targets:
- Id: !GetAtt Instancel.Instanceld
Port: 80

QuicServerId: @xalb2c3d4e5f65999
- Id: !GetAtt Instance2.Instanceld

Port: 80

QuicServerId: @xalb2c3d4e5f65000

FEA B R
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BGHEM B #R

MENARFERBDHAELEFEN BRREMERS , B UM BFRABCHEM B4R, BUEEM BIRSEM
BArEBERER , BFaFmBER, —BECEEM  AFERRSFLLERERHTBiR. BRE
HA draining RS , EE#HTHIERTRK.

Console
EECHEM B R

1. 3T TF https://console.aws.amazon.com/ec?/ B Amazon EC2 ##|&

2. ESMERLNABEET  EEBFR4E,
3. GEERBMANBMIITTFHFRERTE,
4. HEBFEBRAF , EFREMERE B4R,
5. EEIEH.

AWS CLI
EEUHEM B #5

£ deregister-targets . AT ROGIBUEEM B NEI LA 1D EME B #Ro

aws elbv2 deregister-targets \
--target-group-arn target-group-arn \
--targets Id=i-1234567890abcdef® 1d=i-0abcdef1234567890

R B R Fr A B 9 2R AR 0 48 S Bk 29 T 28R AY B A

BRUERENNARFABSERENEFREIEZERE , REREMNZRBIIER AN REERE
B, EXMERT , NARFABESERNFEREIERFIEENBIGERK, EEBESETM
MABSERNIIRE  FREEUATRER

- BN ARFABEERETE 7 BERNEHNESNEAFIIEEIFNELESER ,
5 4N = ARSS (AWS PrivateLink) F#74S IP #rit,

« BUHEEERATHNTZMUFEENMNRINERARER , SIER HTTP RTES RIEH FE
RS MATRIEHARN RTP,
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SER UL ThRE S N ERSRE [ Internet BN AR F AR ER[EEEA , FHRBEHED Internet B
XA BIGE R B AR.

EREW

- FMERARBEEM N RREF B9 ER,

- ENARFARSERIRAINEARGERNER , SEARGERLALTE KPR E—
VPC H,

« BULRNARFABEERIXBEANRSHAMEAHBDERNEIR. Mt , FRERNERANS
NH RIS EERIEM B AR F =R,

- BEAMEAEHERIMNEINLABRFAERIERIREINNEIABIERESNITARNEKX
BFHRBED 50 1 BAIMNEXMNAEIERTERBEXSAHGE , UWRERD LR 75k X5
BRERERTER, BXEZER , B5H MEMFI9ERNET,

« HERAREN alb #f , BLEBRERARENE. SEBEMRLERERINE,

- SEMNARFAESESRAEN B, RENRE BARA P BUREEM I N AR SIS EER S ae R A
BRo

« Network Load Balancer 1 Application Load Balancer Z Bl ESBLFER IPv4,

5

- RRFH

- 1 I alb REEHRA

L B3 P 4% T B B 1T BRI B B

. (A% ) BIE VPC KT SRS

N

. SR

o
Qe
e
w N

FRZM

MREERARAEBRNNARFARIOESR , FORARDER. EMITHRUREBRE. AXE
ZEE , R (MRABRFABBERASER) FHEBNAERF ASITERS.

FER 1 B alb RERW BIRE

B2 alb REWERE, EANEEZBMARSEE R , FENNAREFABREEREMNE
FRo
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Console

ERENBERNNARFABIGERRZEBRE

1.

TFFLTF https://console.aws.amazon.com/ec?/ B9 Amazon EC2 ##| &,

2. HESMBERK LM Load Balancing (A#k39#) T , %% Target Groups (B ¥:4).

3. %4® Create target group (812 B #54).

4. HEEAMEBERSP  NTEFEEREE  BERNARFARSES.

5. NFERAEN , @MABRANEN.

6. XIF Protocol (tHi¥) , R TCP, FERY B #RA1EF Port (iwA). bt BFRAR UG O XS
ARFASRSESNNTERIROCE, MRENZERAERETHbRO , WA AEHRM AR
FagatEas LW TERR O , SAEE TR,

7. XWFVPC, BREHRARBELIES (VPC) . XM4MENARFHEYESRFIERN
VPC #[E,

8. MWFETRREE , EFE HTTP H HTTPS ERETRAKREML . BITRAKENLIEEIMN
AREFAZRSESAEREENKO., MUH ping BERELXIHEER. BRNAEFARSEE
2= AT UBE (T BE R BUUX LI TR R ELE R |, ZOTSRNE OB EETRARERO
AP TEL,

9. (") EBARE., WTFEMEE , BABRFINFRE , ARMANSEBNRZE,

10. ii;%-l:_b]:o

1. MREBEKAZSIMUARFAREES , FEFZIEMN , REFEBESRIAKO , ARG
EENARFASSERS. NSARFARYESSATESEREAMERNKO LEREMITEE. &
AREHAESESE ERMSRENTSSA TR BREANED , RRE L —SHERBIFRAHN
wH.

MBERERERIPERARFARSEREM A B, BERHEEIM  UEREBEHTER
A, BXEZER , HSH the section called “SEM B #57
12. EF AR B R4,
AWS CLI
BIE alb RE M B ird

£ create-target-group W&, WMUAIA TCP , H Bk O 45 B F 12 F 51 215 7 83 49 10 U7 85 37
Ui
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aws elbv2 create-target-group \
--name my-target-group \
--protocol TCP \
--port 80 \
--target-type alb \
--vpc-id vpc-1234567890abcdef@ \
--tags Key=department,Value=123

CloudFormation
EHIE alb KB BFrA

E X ERHH K RIFAWS::ElasticLoadBalancingV2:: TargetGroup, MR TCP |, F# Bifk O %M
SN RARER AR5 O T,

Resources:
myTargetGroup:

Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'

Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: alb
VpcId: !Ref myVPC

Tags:
- Key: 'department'
Value: '123'
Targets:
- Id: !Ref myApplicationLoadBalancer
Port: 80

SR 2 QIEMEXAROERAEERKSA
HIRMEASISERN , ATARRUARERBEN SRR RINARS ASIIEH.

4

Console
ER BN KRS ESS

1. 3T TF https://console.aws.amazon.com/ec?/ B Amazon EC2 ##l&
2. ESMER LM Load Balancing ( fA55#% ) T , #%&#F Load Balancers ( A 39#8% ) -
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3. GEEBIEBAFITESS.
4. EMFREBERT , EFE,
5. EXEE

a. NTRHBEREN , MAMZRBHERN BN,

b. XF Scheme (FX) , &FHEKM-facing (HE @ EEBM) =% Internal (KEB). @ BB
MEREITERTIRBEF RN ERBEIERMNE BT BiR. NIMEAEIESRFEHT
B IP b iE R & B 2 B #Ro

c. NWFAFHYES IP X  FRBIPVUENEFHERER IPv4 it S KA E S
BE  MREHNEFIHERER IPv4 # IPv6 bit EME A FHIGEFEES |, NEFEXNRE

=
6. MLZRRSY
a. XTF VPC, FAREATNARFABIERNMEE VPC, X3 THm BB My A5
27, REBEHE VPCs H A BEBM MK s 5 EaR.

b. WFAHARMFN , FELRFE—NTAX , RENFIMEXHEE NN, RMNEBWE
EEENRARFASBERMERANTRAXERNTAX, XEPTRICTRAE. FEY
MiEgE,

(Al ) BEEAES IP it | FES/MNUTHAXWIPvAIRERIEREHAEMYE IP thut, FH
S IP it | BATLUNREL 1P b R MBI R E AR FFIRF |, AN FFim#E(T IP i
HHAE4wES

7. Z24#H
BN A9 VPC MERMINLT LA, BUUREFEEFHMZSH, WRERE

AHEEERNRSE  FRBRUEFNRSA  UNEISE—N, BXEZER | HF3H
{Amazon VPC AAF{ER) FWBIEZ 248,

/A Warning

MREIPEXBHEMNREAERNERHBERKEK , WERELEERFEXEK,

/A Warning
Ef A QUIC = TCP_QUIC iiTss , B M E AR EHR[LITURER LA,
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8. {uYTER MR

a. RINERAREWRO 80 LKW TCP REMMITEE. RAE TCP MITssF et REH# A3
NARFAEYERERE, SXATRHIRE R TCP , BRI UREEES KO,

BYRERE , S ENARFAHSER LER HTTPS UITR4 1L TLS RE,
b. XTRINRE , FRAREEZHLSRPEIENBIRE.
c. (A& )EFBAMMITERARE , RERARZRNFEE,
9. MBIGEERIRE

(Wit ) BFAROEEHRE, (Tik ) £RBFNFHRE  REBAFERNFEE, 5%
FLEL  BEERL,

10. BE

EEENEE , AR ERBRARBER.

AWS CLI
EOEM S B9 E R

5 create-load-balancer fiv. BBV ERAENAREFASOEEEME AN A XAER/ T
AX,

aws elbv2 create-load-balancer \
--name my-load-balancer \
--type network \
--scheme internal \
--subnets subnet-1234567890abcdefd subnet-@abcdefl234567890 \
--security-groups sg-1111222233334444

EiRhN TCP s

£ create-listener a8 3RANIN TCP T8, RE TCP Mmss T s RER X IINAREF AEY
35, XNTERINRE , BEEALEZS R RIEN BIR4A,

aws elbv2 create-listener \
--load-balancer-arn load-balancer-arn \
--protocol TCP \
--port 80 \
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--default-actions Type=forward, TargetGroupArn=target-group-arn

CloudFormation
EOIEME AT

E X ERH K RIFRAWS::ElasticLoadBalancingV2::LoadBalancer M2 B § ‘&
JRAWS::ElasticLoadBalancingV2::Listener 28 TCP s F sEfF RER X EI N AR F AR E
2. NTFRINRE  BERALEZHSRDAIEN BIRA,

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-load-balancer
Type: network
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-Az2
SecurityGroups:
- !Ref mySecurityGroup

myTCPListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TCP
Port: 80
DefaultActions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup

SE3: (HE) B VPC Kim T RBRS

EFALEL—SSHRENNEATOESRENALEERENIRS |, B0 LUS A AWS PrivateLink, X ¥
BY EAFHHYERENKIFET SRSHILEERE,

2

EERA SN ML RIS ERCIEZ VPC ik RBRS
1. ESMERTD  ERABI9ESR.
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2. ERMNEABHEEHBENBMUTHAEEMAEENE,
3. EEREBFL , BFf VPC % 2RSS ( AWS PrivateLink ) o

4. ERVUBRRIURSUITHIRSRSTE. BXERDSR , FSH (AWS PrivateLink #5/) ]
Bin SRS

AMF D ERRIRIC B iR A
FERBT REMTE (BN, B, FAER5RE) N BREARTHE,

BRI AN BREARMSNMRE, BNERENRERLARME -/, MREFMNIFEFHNRESR
EEHREAXEK , B NERZIRENE.

FASEARE S T BURFEL BR
PR &1

- BMNRROREHER - 50
- BRABHAKE - 127 / Unicode F&F
- RAEKE - 255 4 Unicode F&F

- RERNEX D KNE, AREANFHSEATH UTF-8 BXRTHNFE, ZRAHF , URIT
BREN +-=0 1/ @. BAEEANSZRIAEEERK,

« FAERLEERBEFEAaws : 5IR , AN ECEREM AWS £H, BT ERE M BRH L BTRAY
HEBNHE. ERRITROREFIT AN EIRAIRELERF,

Console
EEERAFRANIRE
1. FFALTF https://console.aws.amazon.com/ec2/ B Amazon EC2 ##HI &,
ESMER ENAETET , REBHRE,

2.
3. GEERBMANBMIUITTHFRERTE,
4. ERZRTFLE  EREEFRE , RAEHRITUT -—RARSTURE :

a. EEFHRZL , FHEBNERAFRE.
b. ERMFREL , FRBEFMIFE , AEHEBNERAE.
c. EMBRIRZ , FHIRFRZZLAIMIBR.

EREER 5
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5. EERRFER.

AWS CLI
w0 R

£/ add-tags 8. BA T REMAFRMAMRE,

aws elbv2 add-tags \
--resource-arns target-group-arn \
--tags "Key=project,value=1ima" "Key=department,Value=digital-media"

T BRAR

£/ remove-tags 8. AT REFEBREFEERNTE,

aws elbv2 remove-tags \
--resource-arns target-group-arn \
--tag-keys project department

CloudFormation
whn R

EFHAWS::ElasticLoadBalancingV2::TargetGroup & R A B &% Tags B 1.

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
Tags:
- Key: 'project'
Value: 'lima'
- Key: 'department'
Value: 'digital-media
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I B P 4% S B 39 T 2R Y B AR

R B ARERAEAIT SR AN R RIBESIA , WA SMERIZEfRE. BERBIRAR2EEEME
BFrEAR BiR, MRETBEFECIEMAEY EC2 KB, W AT LUF IETLL I ZSEHI,

Console
1 B B $rl
TFFLTF https://console.aws.amazon.com/ec?/ B Amazon EC2 ##l& .
ESMERLNAESET , &EERYE,

1
2.
3. EEBEHA , RARMEREE. MR,
4. EERER.

AWS CLI
T ER B R4

£/ delete-target-group &8

aws elbv2 delete-target-group \
--target-group-arn target-group-arn
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532 Network Load Balancer

BOERAL TS EAEEESE , o REERRBRS A HEZH B AR R E,
CloudWatch ¥g#x
B O] LAGEFH Amazon CloudWatch A — B FHIR R FHIEIE ( HFRiER ) WEARREXAFHIE

EENM BN BESNSEITTEE. BrfAXEERRRIESZHNRERETENEEZT. EXEZE
B , 2/ CloudWatch & #) Network Load Balancer B18%r.

VPC it B &

BALAER VPC R B ERBREXEIRTENNEARYERNRENEMEE, BERESZE
B , &5 Amazon VPC AAFEEYH VPC KB E,

NABHERNEFNINNEZZEOCRREL, BIMARIEFNFRNE-IWEED, BEEREMER
BIOERNMEED , FEMFZEONBERZRPERAB I EHRNEH.

BEEHNNERBIIERNENEEETRINRE , —MATEARNABSERS 2B BIREE
S—MATASSEHRNEFRZANFIRERE. NREGENETF R IPREBELERR , EEN
FEARBFFRNEZEQKFE R, BN , EENR IP RABIIERNIRE IP #ut, MRKHIRY
ZEETRTREFFIRVERE | BRFIGESF FMAIMLG ACLs AFXLEER |, N RBI9ERN
MO BESFE Relim A fEimEE RIWE" , MRAIMEEAN B SR RZEEN B4
E’o

MRRMBABIIER KK TREE  WRAEHEERLEATHELHNRERB ., WTHE TLS
TR M E R BIGER |, RESKEFRNRBRIKELNSRE

Amazon CloudWatch BBk 51128

& LAE A Internet Monitor SR T BB M B B M EE LW ARFSRLAF 2B M4
fE AWS FIA] A, &k v LUR F et iR R @S P B A Ht RS BT H RS HRE
ENRBIEHITENR , kKAENAEFHNMITER, AWS KIBEXESEER , BSHAEA
Amazon CloudWatch B BxR ¥ M 25,

e A&

BRI LER R B SHERAXROAREER K LN TLS BRHFMAFE. BEXHFHE Amazon
S3 H, BALEARXLETHR BEDMRERAABREBIMEXNAE. BXEZEER , F5H
SR M g BT B RR R 15 B B
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CloudTrail B&

&TI LAE R AWS CloudTrail 3Rk & <%t Elastic Load Balancing API BRI AEL |, HEHEE
N BEXHFM#TE Amazon S3 A, EAILAFERIXL CloudTrail BEKRFERIT 7 BRLERE, /Y

SKEWANR IP thhk, HIKIT T REFE, @ANEIT THUE, BXEZER , HSHEA LR Elastic

Load Balancing By API i@ A CloudTrail,

CloudWatch 28 Network Load Balancer BY35#%x

Elastic Load Balancing fF##) CloudWatch £k I9# 2z F B R BTE LA M EL S, CloudWatch
AWEA—AEFNNEFIEE (MHRER ) NEARZEXXEHFEINRITER. TRHEFRAR
ZURENTE , MEBESUNZEERENBEIECHE, fl , S AEEER B &R K A5 9%
WEFEBHRNER. BN EER/EBEEXERNNEEBNTENE LM,

BAERERRRIEREREBERIEZT. Sl , BT L2 CloudWatch BIR KRG RIEER ISR , HE
ZIEFRE AN RS ST E R B B RAE ( BlanTE B FER AR i X EA ) o

CloudWatch X H iR FKZ 15 19# 2387 , Elastic Load Balancing F £m HE ik &iEkr. WREERRK
L A9 , W Elastic Load Balancing # 1T &} 2 60 BB AIZHE ISR, MEEKEBERREZ
MR RIERERE , WRREER. I TTERLANMEARIEEES , CloudWatch IEFRF TR
LSRR LAELNRE,

EXEZEE |, iES® Amazon CloudWatch FAF 18/,

AES

- WMEREITERIENR

- MEREITERNENEE

- WMEREITERIERNSE TR

- EFLMNNEITESEM CloudWatch 1EFR

W 45 S B D Er RR R AR

AWS/NetworkELB %7 ZE 8] B+ L T H#E¥rR.
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P& S 15 T 2R

1R

ActiveFlowCount

ActiveFlowCount_TC
P

ActiveFlowCount_TL
S

DU

ERmEBERNARR (HEE ) HEH, EFISLT
SYN_SENT # ESTABLISHED IRZSHVERE. TCP EEAREMFITHE
R b&iE, Bt , — MRS BB TCP EENEFFimRith—1

o

RERE | BBEIRS,

SiHEIE - RFEAMSITIER Average, Maximum F Minimumo
Dimensions

* LoadBalancer
* AvailabilityZone , LoadBalancer

 TargetGroup

EFREBRNHAL TCP R ( ERE ) WER, iIsRaaLT
SYN_SENT # ESTABLISHED IRASHERE, TCP EEAEATIOE
BEEA&lE Bt , —NFRES B TCP EENEFEFimMITI—1

Mo

&R . BEEE

SHHIE - FERANSITIER Average. Maximum F Minimum,
Dimensions

* LoadBalancer
* AvailabilityZone , LoadBalancer

¢ TargetGroup

EFWmERMRNAR TLS R ( ERE ) WER. ishhasltT
SYN_SENT # ESTABLISHED RZSHYEE,

REIRE - BEEE,

SITHIE REANKITITER Average, Maximum 1 Minimums
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P& S 15 T 2R

1R

ActiveFlowCount_UD
P

ActiveZonalShiftHo
stCount

ClientTLSNegotiati
onErrorCount

iR
Dimensions

* LoadBalancer
* AvailabilityZone , LoadBalancer

 TargetGroup

ERimZEBERNAKR UDP i ( SiERE ) HER.

RERE  BFEBE

SITHIE REANKITTER Average, Maximum 1 Minimums
Dimensions

* LoadBalancer
* AvailabilityZone , LoadBalancer

 TargetGroup

LRSS ETHXERBHN B HE,

RERAE  SRFGER[EREMATHAXEBR RS
SitEdE | RERNSITHIER Maximum M Minimum.
Dimensions

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup
EEF M TLS T2 Z R R E K WH TLS BEFHEH.
RERA . BHEEE.

Statistics : &BEAMNLITTER Sum,

Dimensions

* LoadBalancer
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1R

ConsumedLCUs

ConsumedLCUs_TCP

ConsumedLCUs_TLS

DU

AR ERFEANATIIERTELN (LCU) BE, BEERNT/ N
LCUs fER B2, BXEZEL , 25 Elastic Load Balancing
Efto

REFRAE - RERE,
SUTHE - £
Dimensions

* LoadBalancer

MEFEHEER N TCP AN MEBERAIELN (LCU) E, BFEE
RNE/PE LCUs WERERN TR, EXEZEE |, S Elastic Load
Balancing Es

RGP - BESE,
SITHIE . 250
Dimensions

* LoadBalancer

M EII N TLS FRANAREERBTELN (LCU) BHE, BEE
RNE/PE LCUs WERAE[R TR, EXEZEE , S Elastic Load
Balancing E#t

REFRAE - BIESZE,
SiTHdE . =30
Dimensions

* LoadBalancer
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1R

ConsumedLCUs_UDP

HealthyHostCount

NewFlowCount

DU

g9 UDP EAMNAREERETELM (LCU) BE, BFEE
NE/IEt LCUs NERAE[N TR, BXEZEE , 152 Elastic Load
Balancing E#t

&R : BFREE.
SitEdE - 2%
Dimensions

* LoadBalancer

WANEEZITHWERRE. LERTSEEMN BIrEMNARE
FF s es.

REFRAE - EEEME FReTIRE,
SiHEHIE - REANSITTE R Maximum F Minimum,
Dimensions

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup
REREYNEFREBRFOR ( 0EE ) BEE.
RERE | RERS,

Statistics : ZBERAMNSITTER Sum,

Dimensions

* LoadBalancer
* AvailabilityZone , LoadBalancer

 TargetGroup
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1R

NewFlowCount_TCP

NewFlowCount_TLS

NewFlowCount_UDP

BN

REBRAELNE S imE BRI TCP i (FER) BV E B
&R - BFREE.

Statistics : REAMNLITTER Sum.

Dimensions

* LoadBalancer
* AvailabilityZone , LoadBalancer

 TargetGroup

NEBARINE S mE BRI TLS i (BUEHE) NEHK.
wEPRAE : BFEE,

Statistics : ZEAMNSIT TER Sum.

Dimensions

* LoadBalancer
* AvailabilityZone , LoadBalancer

. TargetGroup

REBRAEILNE S imE BRI #H UDP R (FER) BV E 8
REIRE - BEEE,

Statistics : REAMNSITTER Sum.

Dimensions

* LoadBalancer
* AvailabilityZone , LoadBalancer

 TargetGroup
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1R

NewFlowCount_QUIC

PeakBytesPerSecond

PeakPacketsPerSeco
nd

BN

Z B[R] B PN 38 B HH BR R ZR MY UDP #EHR B 8.
&R : BFREE.

Statistics : REAMNLITTER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

BUABFTHENRSFE9E , EXFEONAT 10 WITE X, btiE
BT EEBTRARERE.

RERE : BARE
Statistics : ZBAMNSIT T E R Maximums
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

e FHERRESER (BUYLENRESH )  EXFEOHEE 10

BIHE—X. KEFRISETRARERE.
REFRE - BRERE

Statistics : ZBERAMNLIT TER Maximum,
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
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1R DU

PortAllocationErro EPim IP BRREHE IR IR O 2 EE RN L, ESERTRAN
rCount BEPIREE,

AR HRITE P iRt e, W& ASEERXEE8 1 E—B
¥R (IP #bakMum A ) Y 55,000 N HRIEERT 5 A 55,000 NE
. Z8En0oEER , BRHESBRAMMNE BR4E.

IREFRA  BBAIRE.
Statistics : ZBEANSITITER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

ProcessedBytes AR ENEFTTE , B3 TCP/IP #5k, HitHaEERBIR
WRE , BESTRIRERE,

REFRA : BAHRE,
Statistics : RBANSITITER Sum,
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
ProcessedBytes_TCP TCP {RiTEsa BB 1Y =15 1Y B8,

RERAE - BFEEE.

Statistics : ZBEAMNLSITITER Sum,

Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
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1R

ProcessedBytes_TLS

ProcessedBytes_UDP

ProcessedBytes_QUI
C

BN

TLS i aR4b B 717 B B
RERAE - BFEEE.

Statistics : &XBERAMNSITTER Sum,
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
UDP {ii AT 2R4b BB 0 F 15 1Y B 3K

RERAE : BHEEE

Statistics : &XZBEAMNLITTER Sum,
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
QUIC T8 B Z T I B 5.
REAE . BFEEE

Statistics : ZBERAMNSITTER Sum,
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
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B R
ProcessedPackets MEFEEHFLENEHESH. it REFRNERE , Ukia
TIRARERE,

REFRA : BBAIRE.
Statistics : ZBEANSITIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
RejectedFlowCount BRSOt LN RE (EE ) WER.
RERE | RERS,
SITHIE REANKITTER Average, Maximum 1 Minimums
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
RejectedFlowCount_  EHRFIITH[IELW TCP RE ( ERE ) WHE.,
TCP 3

IRERE - BIEZE,

Statistics : ZEAMNSZITITER Sum,

Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
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B HR
ReservedLCUs 5/ LCU fiE n M AR E S MEBEN BRI ERL U
(LCUs)o

& - BFREE
SitEdE - 2%
Dimensions

* LoadBalancer

SecurityGroupBlock  #HAFHERLEAMAEMNIELE ICMP EENEE,
edFlowCou

nt_Inbound_ICMP WEE | BFEME,

Statistics : RBANSITTER Sum,
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

SecurityGroupBlock — #HAEFIIERLLAN ALMNIELIIF TCP RNWHKE.,
edFlowCou

nt_Inbound_TCP R&EWHE - BIFFE.

Statistics : REAMSITITER Sum,
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
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1R

SecurityGroupBlock
edFlowCou
nt_Inbound_UDP

SecurityGroupBlock
edFlowCou
nt_Outbound_ICMP

SecurityGroupBlock
edFlowCou
nt_Outbound_TCP

DU

P

WHBRBERL AN AL NIELRFH UDP RAKE.
&R - BFREE.

Statistics : REAMNLITTER Sum.

Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
WO E R LT AN R IEANELRF ICMP H SR HE,
RERE  BFEEBE

Statistics : ZBERAMNSITTER Sum,

Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
WHBBER LA R NIELRFE TCP RNHE.
REE | BHEEE,

Statistics : EEAMNSITTER Sum.

Dimensions

 LoadBalancer

* AvailabilityZone , LoadBalancer
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P

1R DU
il

SecurityGroupBlock  #AFBPERLLAM LUEANIELHFT UDP RHWHKE.

edFlowCou

nt_Outbound_UDP HwEIRE | BFEE,

Statistics : RBRANSITITER Sum,
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
TargetTLSNegotiati  7& TLS {RWrE3F Bz BIHEGEAE KM TLS BF M EE,
onErrorCount B

&R BHEEE,

Statistics : ZEAMNSKITTER Sum,

Dimensions

* LoadBalancer

TCP_Client_Reset_C MNEFIREEZZERWEE (RST) BHEEHEH, IEEEHREF K
ount 5K, ARHARESERER.

RERE  BBARE.
Statistics : ZBRANSITIER Sum,
Dimensions

* LoadBalancerxr

* AvailabilityZone , LoadBalancer
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1R

TCP_ELB_Reset_Coun
t

TCP_Target_Reset_C
ount

UnHealthyHostCount

DU

NPTEREKNERE (RST) HEBNER, BXEZER , FS
B2 R FE HEBR

REFRA : BBAIRE.
Statistics : ZBEANSITIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

MERREEEFIRNEE (RST) BIEINEH, XEEEHBIRE
B, RIEHABITERER.

REFRA : BAHRE,
Statistics : RBAMNSITITER Sum,
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

WANAREESITHERRE. WERTSEEMN B ARy EMN A
EF A Ees.

IRERE - EREEMERITIREG,
SR - ZFEAMNSIT T E R Maximum F Minimum.
Dimensions

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup
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1R DU

UnhealthyRoutingF1l FERARBARNERRE ( KMETFR ) BER (SER ) HE, TLS
owCount {RUT B8 X = L FEHR,

HWERE  BIEEE,
Statistics : RBEAMNSZITTERE Sum,

ZonalHealthStatus NEBERANNSTRIREFNTARNBE. AREER[AENE
TRRRFNATRAXE L, ABITETRAT RN ATRAX AL 0%

RERE  ERATETRRARERRE.
SiHEHdE - REANSITTE R Maximum F Minimum,
Dimensions

 LoadBalancer

* AvailabilityZone , LoadBalancer

QUIC_Unknown_Serve EFH UDP BIEHRNWHE K HPIEERNEAFEEI[FHWEIRLX
r_ID_Pack MRS58 1D,
et_Drop_Count

REFRA - NEF QUIC s dt TR

Statistics : &ZBEAMNSZITTERE Sum,

Dimensions

* LoadBalancerxr

* AvailabilityZone , LoadBalancer

W& B E R R R E

EifA B ERNER , BEANUATEE.
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HE iR

Availabil %ol A X TG e bR

ityZone

LoadBalancer BAEHERFEEREE. BUTARBEMAFTIESS : net load-bala

ncer-name/1234567890123456 ( faEit9#23 ARN W&RE—B5 ) -

TargetGroup EREMGAREERBE. RUOTHERXIEEBF4A : targetgroup target-gr
oup-name/1234567890123456 ( B#r4H ARN &G —EB% ) »

W28 A B I B BR B ARV ST IR

CloudWatch #8#& Elastic Load Balancing X KV EERBES/REMEITHIE. SitBEREEENTE
BRCEMERBE. YBERETHER , RENBERREREMNLEEHR TR, #ERHE R
EFRH name/value BtXY. Bl , BELNBERERFETAXRNE N ARITEEREE EME EE RS EC2
ARSI EEE

Minimum Fl Maximum St HERRENXEEOPENABEIERTRRENBESNRNENR
AR{B, HealthyHostCount &R AEMIEINE UnHealthyHostCount R/MEMIB DA R, i
2B A{E HealthyHostCount , #E & A{E HealthyHostCount IE FAFEN &/ MES N 0 AR E
e XEMTHEEHRETRRMANTEESERE, KBNS ERK/E UnHealthyHostCount , FH&/D
{€ UnHealthyHostCount B 0 AR ER. XELEBEFSEEEMBFANERELER,

Sum ST BIBE R A ABIGEHRT QEVLEE. ATXEERESNAHEEES MRS , Bit Sum
{GER TX A RS ERT QE LA ER.

SampleCount ZitHERENENHEAS., ATXEENREETEXHERMB4HTIEN , Bitits
TTERE—M&EH. Hln , 33F HealthyHostCount , SampleCount EFHMNAH @R T RIRE
R, MAREITRREEN ENE,

EEF BN N EIGHEEZM CloudWatch 85

&R BAER Amazon EC2 2| 8 EF WA EHERAY CloudWatch 558, XLEBRE RN EEZE
®o MRNBIGERL T EIRSHAEERERER , NERRR2ERBER

®E , B LEA CloudWatch 2 A EE MBI RN ER.
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EREHaEEER

1. 3TFLTF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ###l &,

2. EEFREMARIENER , BHITUTERE

a. ESMBEHKD , %F Target Groups,
b. & BHR4E HiEE Monitoring.
c. (i) ERetEIFEELE R , EM Showing data for FiEFE et ESEE,
d. ERBENERN—IRAUE , BEFEHER,
3. ETEFRNAPIEHRMPIENES , BMITUTRE !

a. TESMERTF , %$F Load Balancers.
b. EFEMAFHITEEEHIEEFE Monitoring,

c. (AIik) ERmTEIFEIEL R , IBM Showing data for FIEZF A ESEE
d. ERBENERN—ITRAUE , FEEEEE.

/8 CloudWatch 124l & EE BT

1.  FTFF CloudWatch #&|& , Mk https://console.aws.amazon.com/cloudwatch/o
2. ESMERTP , EFEER.

3. %3 NetworkELB #% Z[H,

4. (AIik) EEMBLEEEEREN G  BFEERFRPEAEEN.

BEFER , H6ER AWS CLI

ERALT list-metrics 355 A FHIEHF -

aws cloudwatch list-metrics --namespace AWS/NetworkELB

BRSNS TR |, FER AWS CLI

{5 F LU get-metric-statisticstn S IREVE EIB IR MEERN RITER. HBEE , CloudWatch FE MK —

MERASUWHN —NEMNIER, BXEERRTITRTNEEASRRSITHE, &
PREHERNE —4£E,

aws cloudwatch get-metric-statistics --namespace AWS/NetworkELB \

MRS TE SIS

EEBNATIIEEN CloudWatch 35#R
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--metric-name UnHealthyHostCount --statistics Average --period 3600 \
--dimensions Name=LoadBalancer,Value=net/my-load-balancer/50dc6c495c0c9188 \
Name=TargetGroup,Value=targetgroup/my-targets/73e2d6bc24d8a067 \
--start-time 2017-04-18T00:00:00Z --end-time 2017-04-21T00:00:00Z

THEHRRGIHE
{
"Datapoints": [

{
"Timestamp": "2017-04-18T22:00:002",
"Average": 0.0,
"Unit": "Count"

},

{
"Timestamp": "2017-04-18T04:00:002",
"Average": 0.0,
"Unit": "Count"

b

1)
"Label": "UnHealthyHostCount"

&R 45 T D ERRRY U5 R B &

?yﬁ’l‘iﬁﬁiﬂﬁ%{ﬁ?ifilﬂ BE , ZAR BEUBREXFERARNEZABIIEHSERIMN TLS EENIFHE
B, Bu L ERAXLH R BESTREEN HERRZ,

/A Important

BREBEHN 5" HRBE ( MATAHR ) MHARRA , {8 Network Load Balancer 3 7 i@
CloudWatch A&t 78/ B ERIEFR%ED, CloudWatch AERM T E R IER AL LD |
@?ﬁkﬁﬁﬂl I Ibj# CloudWatch B, T3 ##IE Firehose ML D fE 2 MRS . BEEE

XL UH Y A RIS FRIET , HiARARTIERNERIET <, BX CloudWatch HENWEZE
B, #EZ R CloudWatch #REY Network Load Balancer B B &,

TE A& 202
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/A Important

MERBIIEERER TLS MR B BSRNEBEFX TLS BRWELRN , FRIBBR BT, 1%
Al B SRR DIBFKFER, BRMNBUEERBLRBERTHEERER , MARENFAEERNT
BH#R,

7518 B F12FX 2 Elastic Load Balancing By —IRA[IEIhEE , BRINER T EZALLTIEE. N ATITEESE
RBipE BEiES 2 /5 , Elastic Load Balancing ¥5 B & ﬁ%’%j] E5 X4 HFEEEEEIEERN Amazon
S3 FERH ., B LABERZAER BEIER.

IBAILAE A Amazon S3 EE I #4R ( SSE-S3 ) BARS IR MNE , A Key Management
Service 5 S3 BN EFFEEMN 4 ( SSE-KMS CMK ) KB ARSSHBiRME, SMEAEXHF
EF#EE S EHBPZIFEINE , HERFRECNHTHRE, EFFERTEARE K BAxE
BRI MEZEN BEXHFSERMBN BEXHNAXEARMEE, 841N ,.,\Iﬁ'-%‘ﬂﬁﬁﬁ ANE—ZREABEIT IN
%, WEARSFHEAERLRN KMS ZA#TNE., BXEZER , 828 Amazon S3 AFiEmE
th i35 5E Amazon S3 B3R (SSE-S3) FIE A AWS KMS (SSE-KMS) = Eﬂ%%iﬁbuao

FERBR BETLTETINGTE, BEEL Amazon S3 WE# A , (B LEX T Elastic Load
Balancing Al LU B & &£ 2| Amazon SSHRBH. BXEMBEANEZER , HSH
Amazon S3 E#t.

B %

- iR B A4

- R BEXRE

« RLEER B A

- IR EGEERE AR EE
- ZRARKABI9ERNIGEBEE

18] B & 3048

Elastic Load Balancing # 5 78 N8N AEOEHET R AN —XBEX S, AEERRER—EW.
NEEERTUEHMERNBEBENZSINAE,. BE , IRYSIEEERE , SHILER,

mE A SN XHFERAUATER
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-kms-encryption.html
https://aws.amazon.com/s3/pricing/
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bucket[/prefix]/AWSLogs/aws-account-id/elasticloadbalancing/region/yyyy/mm/dd/aws -
account-id_elasticloadbalancing_region_net.load-balancer-id_end-time_random-
string.log.gz

bucket
S3 MM B o
prefix

FREBPNIR (BEBEREN). IRETEENR , WK BSETFEBRIRY.

aws-account-id

FRIE &K AWS K= B 94,

region

9% RN S3 FRBATENXE,
yyyy/mm/dd

fefm BSH B 8.

load-balancer-id

MEBE R/ EIR D, MRFR ID TEFEMERL (), IEERTHERNDR ()0

end-time

ARIERAIRS R BEMetE,. flan , 4ReTE 20181220T2340Z @ E T 23:35 M 23:40 Z[H
R ERERBIZE

random-string

REERNBEIZRTE,

UTRRIBEXHS :

s3://my-bucket/prefix/AWSLogs/123456789012/elasticloadbalancing/us-
east-2/2020/05/01/123456789012_elasticloadbalancing_us-east-2_net.my-
loadbalancer.1234567890abcdef_20200501T0000Z_20sg8hgm.log.gz

BEXH AN EFERPFEEERNE , FIE BT EN Amazon S3 4 an BN L B3 17845
Mgk B XX, BXESER , 50 (Amazon S3 AiIFER) PHEEFREWET,
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HIR HE%E

TREIRF#HERT AR BEFENFTR. EAZRIBAEFZR. E5IAFTNFTRN , 2FXEFERR
MEIBERENKRE, ELAEREXHE , FNZKATFBLEENEATEENFR,

FEB

it

TN

time

elb

T 2%
client_port

destination_port

connection_time

tls_handshake time

received_bytes
sent_bytes

incoming_tls_alert

chosen_cert_arn

chosen_cert_serial

iR

TR ARE,, XFBMER tls.

HAZ B RMRA. HBIRAENR 2.0

£ TLS EZELRATZRAATE ( RA 1SO 8601 = ) -
HEHERMNEIR 1D,

R TLS (AR ETIR 1D,

B IR 1P it Rig 0.

BRI IP it MmO, MRFFIREZEEIAZGER , BN
MITER. WREFFWER VPC KinT RERSHITER , WE MR VPC
LR Ro

TR (MNITTHRBISER ) VERR ( LZVNEMY) .

B TCPEEFTK TLS BFHNENE , SREFFIRIER (UEW A
). WHBESEFETE connection_time FEH, MRKEKE TLS iE
Fo TLS BF LW , MZERER --

BEE , NEEERNE S IR WEINF T .
EIN# el , NEHERRIET TR F T8,

NBEEB[MNE LR WREIR TLS RENERE (NREFE). &M, Z
ERREN -o

RESEFFIRNIEBE ARN, MRRZEBTRBEFF I hello JHE , Mt
HIRERN -o

BEFRRER, KERLRENRN -.

i BE%E
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FER iR
tls_cipher EEFHHENZIEELS (XA OpenSSL 13 ) . 1R TLS KT

B, MEEIRER -

tls_protocol_version BEXFigthEh TLS i ( RAFFERRN ) . TTsENER
tlsv1@, tlsv1ll, tlsv12 M tlsvl3, R TLS hEARTHK , N E
iﬁlﬁ?‘] ~o

tls_keyex TLS = PQ-TLS EF HEERANZARMR, WR TLS = PQ-TLS HEK
TR, M EFREN, -

domain_name Z Fim hello SHEHH server name BB {E. LER URL &HIEZH,
MRREEERNES, I helo BERT BEFEFRE , MEIRER -.

alpn_fe_protocol SEEFIRMENMARFN , RAFRAEEN. TENER
h2, http/1.1#http/1.0, fR TLS MITEFF KREE ALPN KBS, &
FECEDPURESBEREERODINIIER , MEERERN -,

alpn_be_protocol SHEAFADEHNNARER MY , RAFRFERRX. JENE
Ah2, http/1.1Mhttp/1.0., 2R TLS MWrEs KREE ALPN KR,
BRABICBRIMYREZERIEZERNPNUIIER , NEEREN -

alpn_client_prefer ZE Fis hello JHEH application_layer_protocol_negotiation # B E, It
ence_list B2 URL wIEW. SMIBAXSISHERX , MAESSR. R

£ TLS iresh RELE ALPN KB, REAEBRHEFF K hello JHE S
VYREFEE , HEREN -. ZHEKELABRT 256 N ETHLE

BT
tls_connection_cre 1£ TLS EEFTRATic FHIATE ( XA ISO 8601 = )
ation_time
T~ B E%HE

UTRRHIBEERBE, FER , XAUSTERXERRERNTELHERIX,

AR 2% A ALPN RREEH TLS {raza9 =M,

R BE%E 206
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tls 2.0 2018-12-20T02:59:40 net/my-network-loadbalancer/c6e77e28c25b2234
g3d4b5e8bb8464cd

72.21.218.154:51341 172.100.100.185:443 5 2 98 246 -
arn:aws:acm:us-east-2:671290407336:certificate/2al108f19-aded-46b0-8493-c63eblef4a99 -
ECDHE-RSA-AES128-SHA tlsv12 -

my-network-loadbalancer-c6e77e28c25b2234.elb.us-east-2.amazonaws.com

- - - 2018-12-20T02:59:30

LT 2EHA ALPN KEEH TLS MYraRa9 = Hl,

tls 2.0 2020-04-01T08:51:42 net/my-network-loadbalancer/c6e77e28c25b2234
g3d4b5e8bb8464cd

72.21.218.154:51341 172.100.100.185:443 5 2 98 246 -
arn:aws:acm:us-east-2:671290407336:certificate/2al108f19-aded-46b0-8493-c63eblef4a99 -
ECDHE-RSA-AES128-SHA tlsv12 -

my-network-loadbalancer-c6e77e28c25b2234.elb.us-east-2.amazonaws.com

h2 h2 "h2","http/1.1" 2020-04-01T08:51:20

Rb 3R 17 8] B A3

BEBEXHRER . MREER Amazon S3 2H| BT FXEXXH , NN HHETHRES , H#H
HERMER. MRETEHXENH , MAFNERTHRESEEREE.

MBEEBHWRE EBEAEER , WASOERTUERTERERENBEH (ML GB FEf), BAEE
TEFEALIEX line-by-linefb BNk KEWHKIE. Hit , BRI X TERAREHITAEBREEN D
HITE, flm , ERIERUA TS TESHNLEIHEBEE

« Amazon Athena 2 — MR EXEHRS , BB EWFERIRE SQL 24 Amazon S3 R EIE.
BEXEZEER , 52 (Amazon Athena AAF1ERE) #HNEHRME M FITERE S,

* Loggly

* Splunk

« Sumo Logic

AWM A EIIEERE AR B &

FEAREIEEEE AR ARIEREN , BLIEEABSERTEEDFHEEN S3 FHEBHNAR.
R MIMEF R Elastic Load Balancing 1% F B A 176 1 HY A BR HY 265 R 3R BE o
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https://docs.aws.amazon.com/athena/latest/ug/networkloadbalancer-classic-logs.html
https://documentation.solarwinds.com/en/success_center/loggly/content/admin/s3-ingestion-auto.htm
https://splunk.github.io/splunk-add-on-for-amazon-web-services/
https://www.sumologic.com/application/elb/
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/A Important
RE AP ERER TLS MR B AR N ETEHX TLS BRWEER , F IR B,

FRERER
BRAAERARAFER , BTNRL AT HR BSNERRE. FERLTREATER,
EX

« FRBLATNLTEABRSERARNXES, ZFERNARSERTHIRNKSRE.

- BEENIRTEEE AWSLogs, BRINSELIEENFHEBBHRMBTRE AL AWSLogs FFLHY
NHERERD .

- FRBLAEERTRIGF BSEAFEBONRNVFEBRE. FHEMBRKR JSON FANE
&, REFEAUGRRBESRE , BT HEEBELHRNR,

T4 8 SR B Y 7R 451

TR RHIKEE, ¥ FResourcest®E , ¥amzn-s3-demo-destination-bucket®

BN iGR BER S3 FHENEM. Prefix/MREBRERAEHBIR , FELEK, X
Faws:SourceAccount , BIEENEITE S AWS IKF#Y ID. X Faws:SourceArn,
FregionM012345678912 , 3 Al B AN AE B E RN XENIKS 1D,

JSON

"Version":"2012-10-17",

"Id": "AWSLogDeliveryWrite",

"Statement": [

{
"Sid": "AWSLogDeliveryAclCheck",
"Effect": "Allow",
"Principal": {
"Sexvice": "delivery.logs.amazonaws.com"

}I
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::amzn-s3-demo-destination-bucket",
"Condition": {

BRARBE 208
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"StringEquals": {
"aws :SourceAccount": [
"012345678912"

},
"ArnLike": {
"aws:SourceArn": [
"arn:aws:logs:us-east-1:012345678912:*"

"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {
"Sexvice": "delivery.logs.amazonaws.com"
}I
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-destination-
bucket/Prefix/AWSLogs/account-ID/*",
"Condition": {
"StringEquals": {

"s3:x-amz-acl": "bucket-owner-full-control",
"aws :SourceAccount": [
"012345678912"
]
}I
"ArnLike": {
"aws:SourceArn": [
"arn:aws:logs:us-east-1:012345678912:*"
]
}

hnz

ZAILAE A T AR — T 5 X R Amazon S3 1518 H EF S B ARSR[IHMNE

BRAGRBE
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« Amazon S3 EEXE4A ( SSE-S3)
« AWS KMS 2% AWS Key Management Service (SSE-KMS) H# %48+

1 XJF Network Load Balancer #5[Rl B& , 8T EFEH AWS RERH , YIFEAFTFEEZHH.

BEXEZER , 555 Amazon S3 AFIEMHTRIEE Amazon S3 N (SSE-S3) MEA AWS KMS
(SSE-KMS) fEERF R imINE

R R LM AVFRSEX BSHTNZENER . UTRROIKE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "delivery.logs.amazonaws.com"
},
"Action": [
"kms:Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms : GenerateDataKey*",
"kms :DescribeKey"

1,

"Resource": "*"

BoE 7 B &

EAATEIEEERLRBE , WEREREEFFEEXHERE S3 F#E,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-kms-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-kms-encryption.html
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Console
BRR B
1. 3TFLTF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ###l &,
2. ESMmBERF , ERARHESR.
3. ERLNAREERNEMUTAHFEMAEENE.
4. HEBEMEDFLE , EEERE.
5 XFE, FIFEEBE,
6. XTF S3URI, MABEXHH S3URI, BIEEN URIBURTEREBFEAFTSK.

o WHBIRM URL: s3:/amzn-s3-demo-1logging-bucket/logging-prefix
- T RIS URI: s3://amzn-s3-demo-1ogging-bucket
7. ERREEXR.
AWS CLI
BERpEBEE

{5 B 8 #2558 MM modify-load-balancer-attributes & o

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes \
Key=access_logs.s3.enabled,Value=true \
Key=access_logs.s3.bucket,Value=amzn-s3-demo-1logging-bucket \
Key=access_logs.s3.prefix,Value=logging-prefix

CloudFormation
BRERAE

E#HAWS::ElasticLoadBalancingV2::LoadBalancer& R A 2 E X E 4,

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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Type: network
Scheme: internal
Subnets:

- IRef subnet-AZ1

- IRef subnet-AZ2
SecurityGroups:

- IRef mySecurityGroup
LoadBalancerAttributes:

- Key: "access_logs.s3.enabled"

Value: "true"

- Key: "access_logs.s3.bucket"

Value: "amzn-s3-demo-logging-bucket"
- Key: "access_logs.s3.prefix"

Value: "logging-prefix"

ZRHAMEREGERN TR BE

!ﬁ’?hﬁ#?ﬁﬁﬂ’]ﬁﬁﬁﬁl%ﬁi’%ﬁﬁlﬁlﬂ BEiER. BEABRAFERRE ,
FRE , EEBFHBER. BXESER,

RV 518 B EfFE S3 FEH
B5# (Amazon S3 AF#ER) FHBGIE, BELEMEER S3

T?ﬁ%ﬁo
Console
EZHBHEAE
1. 3T TF https://console.aws.amazon.com/ec?/ B Amazon EC2 ##l& .
2. HESMBERKT , EFABHEESE.
3. EBREBHASHESNBMUTAREFEMAEETH,
4. FEBRMRIMFL , EERE.
5 XTI, XAEEBE
6. EEREFENX.
AWS CLI
EZRBHEAE

{8 A modify-load-balancer-attributes %o

aws elbv2 modify-load-balancer-attributes \

ERIEEBAE
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-buckets-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-buckets-s3.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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--load-balancer-arn load-balancer-arn \
--attributes Key=access_logs.s3.enabled,Value=false
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HFE 18RI W 4% 01 B 15 17 25 0] &

SRR B T BN S 5L SR SR N,

S EAM B AR AR T 7 AR

MREFHA InService REFLHW MBS | W% ERTRELBLETRRNE, BHE

BARLETAARS , RIFEBE - RESTRARE, BXESER , H2H NENHEEHFEFREANE
TRREE,

Y/

RIFEHRFIREBILZTRRARE , RERELTHM

i
Hin

LZEHR U

ot

1L

BRBIRBREN T2 EMMAVRBEABIERNEASTRARER O MSTRZLED AR
B, AXEZER  BEH BEfnz2d, AREERNRZLABLARTRAZLNRE, BXE
ZER , BEH ENMMENBITERNEE A,

M & ipERH 5&R (ACL) T AT RE

5326+ M R A ERR FRRERE M ACL KA ATFRBARBDERNRENZITRARE,
BXREZEE , F56 W4 ACLs.

HR A HEEB IR
RELTEN :

ZRATRTFR

Gl

EXBFIMRBKHNREHMMAFMITERE O ERBEF iR P it (MRBRBEIEH ID EBE) Hh
BOERT R (MRERET IP HIHEE) WREB, BXESER , M BRZ24H. AHS9HE
FNRZEEBATAFRARIINRE, BXESEE , B EFNXABTEHHENLEA,

M 4515 A2 ISR (ACL) FARE

S84 VPC TF ACLs XBMRE LA AN MBS G EN B EMT SO TR EEE. &
XESEL , BSH M4 ACLs,
B ARAL T R B A T AX

MREETAXPEMBERERERZATAX , XEEEMERFTENAR S ERELVRE.
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KB TFXIFH VPC B

MREESNFIGER VPC XIFH VPC RRARS] , MAFUET IP ik A 2K4 ID FHXLEX
PLEM B D E 2R

BLERVBRSS 5 ID 5 B4R EELERY ID FITE
MREFEABNE QUIC M¥rss , FHAREERLEEN ID EENEAZITEHRERAPEEN ID
FEEEC

BHR R LS E 2 HETRAREER

MERBIDEHRNETRARER2 BN , FAKRNFRBEE BTN, Hitk , BFRTTAER
HNETIRRREHE T UEILIES HealthCheckIntervalSeconds iRERERIE,

BRI L E D E TR EE R
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