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c5/chd

large 50
xlarge 50
2xlarge 50
4xlarge 100
m5/m&d

large 50
xlarge 50
2xlarge 100
4xlarge 100
r5/r5d

large 50
xlarge 100
2xlarge 100
4xlarge 100

Outpost M 8
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nEPEEERTEd

ZEEBEHRENER , TRFEARLTFEETAROERNRE. S0 SUERR O MBS RFA A
H:II—LIEI)ILEO

EMHOEERENZ2ANANAMAF MR TRARERO LHANERE, HEBRRTERH
MBI AHRYERREHFEFFANSTIRAREIRON , BUARELNZEEAAN , BRI A FHIK
OEWHNEFRE. BXEZER , BHSHE HEEWHN,

ME B EHRIRS

NEIGERBR AL T FIREZ— -

provisioning

IEEIRENFITERR.

active

MEYERETEREH AR TRBRE,

active_impaired

NEHEEREERABARE , BBV BAENHR.
failed

MEBE R EIRE,

MEEEREE

SA BT RENARFAROERNENR R TRE. BXELEL BN SENROEEE
e

LT RAFSIEREM

access_logs.s3.enabled

ETRREEEHAEM#E Amazon S3 FHIFR BE. BRIAMER false.

access_logs.s3.bucket

ifil‘ﬂ] EI EFTAK Amazon S3 F#ENEH. MRBRHABRAE , MEEMEESLEN, BXESZE
SR B AFE &,

nEBESRZedE 9



Elastic Load Balancing NARFAEI9ESR

access_logs.s3.prefix

Amazon S3 FFAR N EMN IR,

client_keep_alive.seconds

ERRRIFEREE (PN EN ) . FINMERN 3600 B,

deletion_protection.enabled

ERen B AMBRRT . BRIAR false,

idle_timeout.timeout_seconds

ZZRENE (AW EA), BRIAMER 60 #,
ipve.deny_all_igw_traffic

BH IE Internet B>k (IGW) 5 [E] fa £k 39#i285 , LABSBH Internet Mx ESNG R N AEEEEF. X
THOERRNAZIGES , ©REN false ; W TAHAMARIIER , CIREN true. LEMT
2B IEIE IGW BB A ( BN , B FEHZE, Transit Gateway 3% AWS Direct Connect ) »
Site-to-Site VPN

routing.http.desync_mitigation_mode
BEMFSER I ALETEREHNNAREFEREZEXRINER, TJENENRN
monitor. defensive M strictest. BERIAAN defensive.

routing.http.drop_invalid_header_fields.enabled

EREALTMIRLFERN HTTP Rk RE A HERMER (true) EREBHBI B4R (false)s
#IAH false, Elastic Load Balancing EXRBERH HTTP HRLBMHFEEMNRIAER [-A-Za-
z0-9]+ , W HTTP ZEREIMKRF AR, BNINEHBHFERFFHNEFFAR. MREEBM
BERPPIBRFFE B HTTP #53k , BT true,

routing.http.preserve_host_header.enabled

ERBMARFASIEESEEANAE HTTP iBRP M Host #33k |, HFIERZIEE B Frm REEM
B, AEEMENRN true M false, BIAHA falses

routing.http.x_amzn_tls_version_and_cipher_suite.enabled

EBRAMEL ( x-amzn-tls-version fl x-amzn-tls-cipher-suite ) EXEEIB#r2#l
EANBRMBIZFFIRER , AP EEEXDE TLS RANBZBEHNWER. x-amzn-tls-
version fikBEBXEEFIRHEN TLS tMURANEE |, x-amzn-tls-cipher-suite #x
LTEEXEEFHRNENEZBEHNER. BMMRLERXA OpenSSL KX, BHEMNREEN
true M false, FIAN false,

ML EEEY 10
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routing.http.xff_client_port.enabled

8~ X-Forwarded-For iRk BRBNREZFFImA T IEZEABOER[ARIK O, AJEEMNEN true
M false, BRIAA false,

routing.http.xff_header_processing.mode

XUEBUENARFARIEHSNERAZE BIR2ER, RELBER HTTP &R X-

Forwarded-For #53k. AIBERY{E N append, preserve #l remove, ERIAJ append.

« WRIZEN append , WHARFABGERLHES UK P it ( &KE—B ) AME) HTTP i§
SREY X-Forwarded-For ¥53k , REBFERKIEE B,

« MRZEN preserve , MINARFATITER2MRE HTTP iBKF K X-Forwarded-For #x
5L, BFERKREE B ismAEEAER.

o WRZEN remove , MNARFAEITEHBLBER HTTP 5K M X-Forwarded-For #x
3L, REBE™ERKIZEBFF.

routing.http2.enabled

IEREFRESTUER HTTP2 EEIARIER. MRKN true , WEFHAUER HTTP/2
o HTTP/1.1 #1TiEEE., WMRRN false , MFFHLAFER HTTP/1.1 #HI1TiEE. BRIAER
true,

waf.fail_open.enabled

RTUME AWS WAFS A T ZWeEN AEIEE R LEFERELEBR , M REATFHGERREH
B AWS WAFEB #5, AIREMVE N true M false, BERIAN false,

(® Note

5|A7T routing.http.drop_invalid_header_fields.enabled B EHE HTTP &
BR3P, A routing.http.desync_mitigation_mode BM AN EH N AREFIEMH
FLENRYF , FEEZ HTTP FTRASHEN, ELEERNFEAXHEMNEYE , TUERKES
NMARFERNEME.

123: bl ¥i}
B LR BEEF B AT IHEEM Internet MAEPH 189 E M IP whabRF,
NMARFAEYEIRZIFUT IP K # .

IP iyt HY 11
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ipvé

B ImATEA IPv4 sk (470 192.0.2.1 ) EZ B AT E S,
dualstack

B LME A st (40 192.0.2.1 ) 1 IPv4 IPv6 #tbdit ( 5i20 , 2001:0 db 8:85 a 3:0:0:8 a2e :
0370:7334 ) EEF LR,

dualstack-without-public-ipvé

B MAER IPV6 thit (50, 2001:0 db 8:85 a 3:0:0:8 a2e: 0370:7334 ) M T f B
Ao

EREW

- MUEISERRIEBARAN 1P thit XA 5 BiRETEE,

« YR AFIHERE AR EXET |, Elastic Load Balancing 3 A8 1988124t AAAA DNS 2%,
fER IPv4 it SRBDERBENF BT ADNS i8R, £/ IPv6 it SREIERERFH
B iR AAAA DNS 123,

o FRIEEE BERM M XN RERI L B @2t imE |, B EA R EERM, BR , XHTEEHE L
IGW EBxMiGE (i , BEXNEEE, Transit Gateway 3k AWS Direct Connect ) . Site-to-Site
VPN

- Application Load Balancer & 3% 1iE{X IPv4 fEi%E# 3| 5127 (IdP) 2 Amazon Cognito &% ¥7
RE X MRZAQH IPv4 it , ABIERRT ARG HRIETRE , NS HTTP 500 £

o
LRo

BXREZEE , FEH EFNAREFASITERAY IP it RH,

Application Load Balancer IP ittt &I

NMARFABSERMER EC2 0 IPv4 st PRy N B3 M Pv4 Hbhk, SRR CLI, API 5
G AHEF ElIPs astic (EIP) 206 |, XL IP it &S EEMHN AWS IKFFHEFEE, AWS 40N
ALB X}EXHY IP it ZBARBIRE N “ALB” B service_managed & £,

B IPs EELZNKF A I |, BE41hH Application Load Balancer RE T2 B |, TiEEHE
K, TEMEAR , Application Load Balancer & IPs EHRBHREI A IPv4 ittt

CloudTrail iIEF S AREFAEISE [ EIP HXH API @A , Hl “AllocateAddress”, XLt API
AHRSHEA “elasticloadbalancing.amazonaws.com” i

Application Load Balancer IP it it & 12


https://docs.aws.amazon.com/awsec2/latest/userguide/using-instance-addresing.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-addresses.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-addresses.html
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® Note
JEE : Application Load Balancer IPs 7 BBV &R A it A& MK~ B EIP BRI,

IPAM IP i3kt

IPAM IP a4 5t 2 #2485 Amazon VPC IP #3252 (IPAM CIDRs) BIEMIELE IP #ubEE (5 )
WES, N IPAM IP #i3t 5 Application Load Balancer BB & , B LBEECHWEBENZEE
RAL IPv4 ik, IPAM IP kit R VR EE R ER D e T IPv4 it SEEH ANRAREFAEHS
&% HNESNARFARYESR —EFEHR. AWS B3) EC2 X4IMeIZNARF ASSE ST
BALXMLAEREN IPAM IP thitith, HEW IP utFEEAN , FUATHERER.

EFRERALLYIE  BEENE - IPAM IP Hhiittt, BXEZEE , BSHEN P #hikH A IPAM,

EEEWM

« FX# IPAM IPV6 ittt

s AEBAFHEIH IP IPv4 it R AR T dualstack-without-public-ipv4 IPAM it i,
« MREMNEIIER YT EEFEMA IPAM IP sttt iR ay 1P sk | T Fo55 o5 E M BR

- EAEREAM IPAM IP #it it E | A EZESREARSESR HTTP B/ RN RIFERZTSAE
Kk,

« IPAM IP st A AFEZ N 2 RIHE, EXEZEE , SR IPAM BB ERKIEDL,

* % IPAM IP it S RBITERESERAFLFETNAEM. TITRLFEE IPAM XA 5
A, BEABURTEEANESR.

MRIER IPAM IP it & B H b ] 2 B Y IP #b3k | Elastic Load Balancing S A€ AWS &
IPv4 thiit, £ AWS 8 IPv4 it EEXNEATH, RBRXLERAR , BALUF IP thutSsE
AINZITMAR IPAM IP it

BEXEZER , 12K Amazon VPC pricing,

M RR

FELAEERE , AHSHRSEFRNER . I SEFPRNEEN-IMSERNERZE. AH9ESRES
F w2 B R EEBAR RmER, NBSERE BIRZRNER BN EREE.

IPAM IP ithiik 3t 13


https://docs.aws.amazon.com/vpc/latest/ipam/tutorials-byoip-ipam.html
https://docs.aws.amazon.com/vpc/latest/ipam/choose-single-user-or-orgs-ipam.html
https://aws.amazon.com/vpc/pricing/
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¥R A X o e i 1

NFRNARFASSES  RAMBATEABTARAREEE , TEEAROEHSAIHTER. BxX
BZEE , H3 (Elastic Load Balancing A #m) FHET B X RE9HE,

A EEREARBIXABARAXAESEE, BXEZEER , 155 the section called “>< A ¥ o] A X 11
HEE,

DNS & #

1 Application Load Balancer #& W E| — NERIARIE R R4 (DNS) B, HiBZWMT : name-id
.elb, region.amazonaws.com. f5l# , my-load-balancer-1234567890abcdef, elb.us-
east-2.amazonaws.com,

MREEREAERZICMER DNS B, M NBREE N HE A FESHARF ARITERN
DNS Z#MEXER. EFFREMLEEEE#TIERE , DNS RS J[_E@ETHNARF ARISE
228 DNS &R,

B, AZLIATNEZEMEEMEE. BETX , £ALM DNS RS ( WEEEMRS ) tlEZ—%
DNS i XN BEREHIEHNNARFAREHEER. BXEZER , HZHEHN DNS REFH X, 4
m , WMREF Amazon Route 53 A{E DNS fRS , BoIE—FKREMNARFASEESRNBIEFR,.
BXEZEER , 55H Amazon Route 53 FF X A RIEEMP R RERKHE ELB fE9HEs.

BARFARYERGNESINEANTAXESBE N IP thit, XEENARFATEERTSIHN IP i
i, MARFAEEEEN DNS BFMBT X Litut, fln , RIFEHWRARFATEIERNEENL
#H# & example.applicationloadbalancer.com, AL dig 2k nslookup s S HEN AR
MEIDE ST KW P i,

Linux 3 Mac
$ dig +short example.applicationloadbalancer.com
Windows

C:\> nslookup example.applicationloadbalancer.com

RRARFAEGEREEHET KK DNS iEF, B UERAERUTIEERN DNS EMKRAE

Application Load Balancer 7 = #Y IP #udit : azo name-id .elb, region.amazonaws.com.

BA A XARSE 14


https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#cross-zone-load-balancing
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-elb-load-balancer.html
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Linux 2% Mac

$ dig +short us-east-2b.my-load-balancer-1234567890abcdef.elb.us-east-2.amazonaws.com

Windows

C:\> nslookup us-east-2b.my-load-balancer-1234567890abcdef.elb.us-east-2.amazonaws.com

£l Application Load Balancer

MARFAESEREZERREFEFRNER  RAEFERDIRGBIRATHNESR (Hl EC2K4]) .
BREZER , F5H (BUARBSERAFER) TR ERSEn TERE,

5

- RREH

- BIEREGESR
« WA AEGER
- BRESR

FRF M

- BENARFNXENTARXN IP kR, £A8H5%ESE VPC URESNTARNFN, IR
NMARFRERXE IPv4 Hl IPv6 RE , BBARTFMER X IPv4 M, IPv6 CIDRsEEE NI AKXH
EDLEEBE—NEIR. EXREZEELR |, i5S W the section called “&r 71 H 9 E 251 F M7,

- BREGEHINZELEAARTRBEF, K IP it ( MR BIRBEIES ID IEE ) RAFHIEHSETS

(MRBEFBEY IP #hitisE ) WREBBLMWRKO. BXEZEL , BFSR HENHN,

- BREGEPINZLAAKREABGERNREBELASTRAREDUELETRALERA

BIE RS

HOENARFARSERNEES  SFRAREESR. EL-—MIFTRNED—IMERE. A
HEREENERANTARAELAE-NMETEENSEM B , IRREMEF TAEREFKER
Ry

elfednt=4kt 15


https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html
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Console

IR N AEF RIS ERS

1.

7.

2
3
4.
)

TFFLTF https://console.aws.amazon.com/ec?/ B9 Amazon EC2 ##| &,

ESMERT , EERFGER,

TR R AT,

£ Application Load Balancer T , 1£$% Create ( 812 )

BEXEE

a. X¥FLoad balancer name ( AE @R EM ) , MAAFBERNEN. BMEZXEHW

NHBERESPLAME—, BEHRBESALE 217/, HERREFIRFZFHN
EFRF. EMNTRUEFNY internal - FAXHER. NARFARBERVEEHT
REEE B,

3t F Scheme (F=R) , %&F BBk M-facing (E @ BBk M) =% Internal (FEB). @ EBMAY
AP EHBNREFLIRNIERBEIERMEBE B iR. AEARBEES[ERATAE IP it
FHE R B B 2 B #Ro

SHFRESES P kR | FHRRIPVUENEFHRE2EA IPv4 it SR8 I9ESRE
§, MREBHEFIKRRER IPv4 # IPv6 it SR EFER[EE |, MHIERNAL
IPvAIN RIEH Z P im{NE A IPve it EREIEERERF , BEFETLFFH Dualstacko

P 45 AR 5
a. XTF VPC, FEBEENAFIGERERZHN VPC. X THEHRERMAYAEIGE R , Retik

¥ VPCsh A BBk M W X By A s 19 7 28

(AT ) XNF IP st , AT LLEES IPAM A T4 IPv4 Bibiit, BEXEZEE |, BSH
the section called “IPAM IP it ih”,

NTARAXMFR , BATHAANAREERERATHK !

- ERELKREBNTAXHFH
o EREFED - XE AT H
o %E#FE— Outpost M

EXEZEE |, 557 the section called “IEr 71 £ 9 E 25/ F M7,

{5/ Dualstack A E R8T , AL EIR ST EWE IPv4 1 IPv6 CIDR 3REYF R,

gogcat’:|

elfednt=4kt


https://console.aws.amazon.com/ec2/
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BINERNAFHEES VPC FMILRINLZLH, BUUBREEELAREMLT A, RELE
AHERERNEZLA , BEBRCEBEFNRZESA , LIESIER—1, BEXEZER , FSH

{Amazon VPC AF1ERE) HHtIEL L4,

8. {ATERAIEE

a. BMIAMER—MNEI®AO 80 #F2 HTTP REMNMITER. BAREMINMAIFTRIRE , ER
BRREESRMUIRD,

b. NTEINRME , EREMNRAUERRE, MRXERFEEFTRNVERE , FEFECEE
A, L EBIE—NErE. BXREZER , B5H 2 BER4E,

c. (A& ) EFBRMITEIRARE , REHWARSERNTFEE,
d. (A& ) BT RR RN E AR YTER ( FlE0 , HTTPS fitrsg ) -
9. ZEMWERRE

RS HTTPS (78800 £ 8 RILE%

a. NWTRELER , FERNELERNLT2RK. BXESZER , TN Z2EK,
b. XFERIASSL/TLS iE$ , EUATEIATA :

- MREFEHBESRS A TIEPH AWS Certificate Manager , &£ From ACM , ARGk
BB,

o WMREEA IAMSAT —NMEH , MEEFRM IAM | AFERENIES,

- WREEACM FEEAANILES , BEEATATASHEESRNIUS |, HEFESAUS ,
HREHMMENEE. BN , HEFBFERFH ACMIER, BXEZEE |, 55H (AWS
Certificate Manager FAF$88) F I AWS Certificate Manager iE$ certificates.

c. (AL )EEBENEIALE (mTLS ) , REERE—NFELUS A ALPN,

BREZFER , F5H Na TLS S HEIE,
10. BERSERIITRL

( Wik ) AT other AWS S ARG RER, BEXELEL  HSH ARUEEE
B
1. ABEEHBFS

(T ) BFARSESFE. (Tt ) BEFMFOGE  ARHAGSRAGEE, A%
FLEL , BEEEL.

12. BE

elfednt=4kt 17


https://docs.aws.amazon.com/vpc/latest/userguide/creating-security-groups.html
https://docs.aws.amazon.com/acm/latest/userguide/gs.html
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EEME  AREFRCUENBHEESE, FUEIEDR , — ERINBHLNATREATIGE

=, URMEANROEERE  CTNBENRETI. SXELEL , #2H NaESE
e

AWS CLI
IR N AEF AT ERS

£ create-load-balancer i85,

UTFROGIET —MNEBERMHNAESESR , SBRRIEEANTARIN -1 224,

aws elbv2 create-load-balancer \
--name my-load-balancer \
--type application \
--subnets subnet-1234567890abcdef® subnet-0abcdef1234567890 \
--security-groups sg-1111222233334444

SR AER N AR AR

BEWMT RHBIFTRH --scheme £,

aws elbv2 create-load-balancer \
--name my-load-balancer \
--type application \
--scheme internal \
--subnets subnet-1234567890abcdefd subnet-@abcdefl234567890 \
--security-groups sg-1111222233334444

BRI N AR A B SR

BEWMT RYIFTRE --ip-address-type &I,

aws elbv2 create-load-balancer \
--name my-load-balancer \
--type application \
--ip-address-type dualstack \
--subnets subnet-1234567890abcdef® subnet-0abcdef1234567890 \
--security-groups sg-1111222233334444

AN IRt 25
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-load-balancer.html

Elastic Load Balancing NARFAEI9ESR

£/ create-listener %, BXRH , FSH /& HTTP ¥z M 612 HTTPS T8,

CloudFormation

BN AREFAHIIERS

E X B FRAWS::ElasticLoadBalancingV2::LoadBalancer,

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
IpAddressType: dualstack
Subnets:
- !Ref subnet-AZ1
- IRef subnet-AZ2

SecurityGroups:
- !Ref mySecurityGroup
Tags:
- Key: "department"
Value: "123"
A N T 25

E MR AP R IRAWS:ElasticLoadBalancingV2::Listener, Bx~4l , ESH 12 HTTP {5idTss A
S HTTPS T8,

AR R D EEs

ERIBABOER R , BURIEEN EC2 RAIRBEBY THRETRARE, RAE , BURER
HEOEHREEEENERERIAREN EC2 24|, EMBRAZIIE S , S MIER Application Load
Balancer,

ENR A E9E s

1. BIEABIGEHRZE  BEXMA,
2. ESMERT , BFEBERA,
3. GEEMEIZMBERE.

Wit RS 19


https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-listener.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-listener.html
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4. 1%&$F Targets (B#5) HRIEEHZFIRBEME . MRZFFVRZH initial , BERERNZE
BIBEEMIREF. WRSEATURTEFARBSHEAN EESTAENRDABZEITRRE
B, ZED IR RSAEER , EANHAEKSER. BXELZELR , 528 BERETR
R

5. ESMmERF  EEARHESR.

6. ZEEFFOIENAEITESR.

7. ERERAASHEDERMNEB ARG ERIAEBABEESRMN DNS B ( Fla , my-load-

balancer-1234567890abcdef. elb.us-east-2.amazonaws.com ) o

- WTEEERMEOAEHISESR , B DNS A EEEERMAY Web 3 53 35 B9 it it 7 BY

o
- WTAMABIGER , 51 DNS BMKMWE 5 VPC EFFLBIEEN Web RIS ERAY b1 7 R
o

MRFIERRNEEEHER , JHHESERERS B[N TE,
8. MEMIAKRER , FSFIEL T XA LREVE b BL BB BY M EH RS TR,

- XF 5 DNS #HXMEA , 551 (Amazon Route 53 FF X AR IEFE) FRFRERBEZ ELB
AP E R,
s NFERAFIEFMEXNREE , S X Application Load Balancer # 1T HFEHEBR,

R
SRR RE , ETLBERITATRE -

o ANHN{TER AL,

- BEREITERE ML,

- BEBRAEM,

o [HTTPS 1187 28] JHE 3535 DB AT 261 5 5% o

- BEKEZEIEE,

EHMNARFAEHEERNATAKX

EHRER S AEARBEBERNTARK, EEA—ITMTAKE , AR HFERBHEIZT
RAXHNEZME R, MARFARSERSRINTEETAXAEIGE , NiRFiEREHSRAE A

ICEE2 S 20


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-elb-load-balancer.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-elb-load-balancer.html
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XM EEEMBIR. }XABETAXAZGEN , AROEHRNFERBBHIE - TAXFHNE
¥ro BXEZER , oW B AXMFYE, NMREBRAENEANTARYEEED —IEME
R, MAESERIFEERSUE,

EERA—IMNTAXE , ZTAXSHNBFRMHEMIAZ TS | EARHERFIcEXLRBREHRIE

SN
o

BXEZEER |, 13 the section called “/& Y A EI9ETES I F M7,

Console
BEHAUAKX
1. FTFALTF https://console.aws.amazon.com/ec2/ B Amazon EC2 & A&,
2. ESMBERT , EFARHEESE.
3. EENFITHER.
4. FEMZBEHET< L ERRE TN,
5. ERATAKX , BEFHESEEHEE NN, IRRE-NTAX , MLEFLFM,
6. EFENRCEANTARNFMN , BMIRFEREMFNZ—,
7. EERATAKX , HERESRE.
8. EEREEI.
AWS CLI
BEMATAX

£/ set-subnets 55

aws elbv2 set-subnets \
--load-balancer-arn load-balancer-arn \
--subnets subnet-8360a9e7EXAMPLE subnet-b7d581cOEXAMPLE

CloudFormation
EHTAKX

E#AWS::ElasticLoadBalancingV2::LoadBalancer® R

Resources:
myLoadBalancer:

EHAAX 21


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/set-subnets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
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Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
IpAddressType: dualstack
Subnets:
- IRef subnet-AzZ1
- IRef new-subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup

Application Load Balancer W& 24

BARFARIESENRLARHATRZINEF ASIERNRE. ELTNBRATIERTRNE
Mresfim OMETRAREROD L EEEMERFHTERS. ST OTERRMEASIERIEHR AT
B EAN B RANETRAKRER ORBHBERN , B4R IMESHBTHRENETLERER
ARTFFHBEO LHONEFE, WRENFTAY , BUUREYNIXBENZSANAN I HEMRLEER
HEEER R, EALUERATNGE ORI, Gl , B ST F AZITEEH Internet 12 HI5H 2L
(ICMP) ## , BAImRI Ping iR ({BER , Ping R T2 X EFEATH4).

EREW

o NAREHBRMUZBCRBHEEEHSRNRE , BRESEHRRBENZSAEZREATEHEEN
HRE. XUUBSEERZEENAOANPFATIHRNLLARENRKENR,

- MREHNABRFASHOEREENMNNEZATES[NER , IZNABRFASROERENEZSELE
AEZRERERBEREEXRBZMEMNBIERNRENE R . T8 Application Load Balancer %
ENZLAANMMA , BLWITHRERE BXEZEER , 28 (Amazon EC2 AAFER) PMZE
4R IEBZ IR BRo

s BANBUEATFAY ICMP REUZFER MTU X3, BXEZELR , 5/ (Amazon EC2 AF
BRI FREEZE MTU 23,

HERH

X3 FRFSRBIVES B AREVE [ BB B 89 es | BIER LTI,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-connection-tracking.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-connection-tracking.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/network_mtu.html#path_mtu_discovery
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B AR A EER

Source

0.0.0.0/0

Outbound
Destination

instance security
group

instance security
group

X T RSEHIER B AR RS ARDERR , BUWERSLTAN,

Inbound
Source

VPC CIDR

Outbound
Destination

instance security
group

instance security
group

Port Range

listener

Port Range

instance listener

health check

Port Range

listener

Port Range

instance listener

health check

Comment

EABSESRMTRKO LA
FREALRE

Comment

ERHTESw O £ AR

AR HILRE
EETRRRERDOERTFR
E] S8 H bR E
Comment

EAEHOESRMITESKRAO LR
3k H VPC CIDR W ALLRE

Comment

ERBMRITES IR O £ AR
SEHIEY H L TRE
EETWRKERO L ARFR
[E] L8 Kb R E

MERHKRGHEN BN ARFABRISERAGRENNERHEE RN BER , BUERLTRAN,

Inbound

HEHHN
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B AR A EER

Source

client IP addresses/
CIDR

VPC CIDR

VPC CIDR

Outbound
Destination

instance security
group

instance security
group

RPN Ve

Port Range

alb listener

alb listener

alb listener

Port Range

instance listener

health check

BT AR EH S A BIIE R RN T2 4,

Console

EXMre4d

Comment

ERBIERNITRRO LA
WAMEFImiE

ARFAEFFRAEET AWS
PrivateLink 12 & 5% 880107 28
% A

FiF 3k B Network Load
Balancer By A IZ TR R E

Comment

ERPIFERO EAERR
SEHIH HE R E

EETRRRERO L ATFR
FB+WMﬁﬁﬁ5mﬁi

1. $TFALTF https://console.aws.amazon.com/ec2/ B Amazon EC2 ###l A&,

ESMERTD R NBIESR.

RN EER.

2

3

4. HEREMETIFLE , BREE,

5. BEN—I1ZR&AENFITERREK ,

BFRo
6. EERRFER.

FhEFELEZ2A, ERRZEHXRE  BEREZE2AN X

EMRBNREA

24
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B AR A EER

AWS CLI
EMze4d

f# F set-security-groups

aws elbv2 set-security-groups \
--load-balancer-arn load-balancer-arn \
--security-groups sg-01dd3383691d02f42 sg-00f4e409629f1a42d

CloudFormation
EHZEd

E#HAWS::ElasticLoadBalancingV2::LoadBalancer® &

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- !Ref subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- !Ref mySecurityGroup
- IRef myNewSecurityGroup

BN ARFAEEEER IP itk H

& 0] LARL B 2 HY Application Load Balancer , AE& Fis Al LMXEA IPv4 it s[RI £/ IPv6 tbk
IPv4 Rthat ( Xtk ) SRR ERERF, AROERBEEFAN IP wuRXBERRETER. B

REZER ,BESH IP #hurEH,
dualstack E3R

« BAILEBATITERNIRE P R AN ERE.

« BANBEEREENELRLE R (VPC) MFMLMEFKER IPv6 CIDR R, BXEZER | F

2% Amazon EC2 B F 8RB MIIPv6i il

F P thub SR
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/set-security-groups.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-instance-addressing.html#ipv6-addressing

Elastic Load Balancing RIFIREF B9 38
- BIERFMARARLAEH IPv6 RE.

- APPEBRNLLEBTMAF IPV6 RE.

- EIIERR F M MS ACLs XAV IPV6 RE.

Console
EEHIP SR

1. FTFALTF https://console.aws.amazon.com/ec2/ # Amazon EC2 12#| &
2. HESMERP , EEAFIGER

3. ERAFIIER.

4, TEMFZBENETF L |, ERRE IP HhukKH,

5

T IP sy E | ERIPvAR X3 IPv4 b3t | %% Dualstack BRI X3 IPv4 1 IPv6 b
i, REBEFAR LA LAY Dualstack IPv4 AR R isibik, IPv6

6. ERFRFER.

AWS CLI
EEHIP thur kR

{# A set-ip-address-type &5

aws elbv2 set-ip-address-type \
--load-balancer-arn load-balancer-arn \
--ip-address-type dualstack

CloudFormation
EEH P kA

E#AWS::ElasticLoadBalancingV2::LoadBalancer® &,

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
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Type: application
Scheme: internal
IpAddressType: dualstack
Subnets:

- !Ref subnet-AZ1

- IRef subnet-Az2
SecurityGroups:

- Ref mySecurityGroup

BN AREFAEEEEM IPAM IP ittt

IPAM IP #b3ib 470 E B 7 IPAM a2 | RigF et ARFABERER. AXESER |
BSEE P #h3kH A IPAM,

Console
B IPAM IP #hiitith

1. FTFALTF https://console.aws.amazon.com/ec2/ #) Amazon EC2 & &

2. HESMERT , EENEGER,
3. EERENBITER.
4. EMBZREFHETF L |, ERRE P
5. TP T, &F “F IPAM AT A IPv4 Hhst” | RIGiERE IPAM 3,
6. EERERFER.
AWS CLI

E# IPAM IP it ith

A modify-ip-pools &%

aws elbv2 modify-ip-pools \
--load-balancer-arn load-balancer-arn \
--ipam-pools Ipvé4IpamPoolId=ipam-pool-1234567890abcdef@d

CloudFormation

E# IPAM IP it 5th

FE# IPAM IP kst 27


https://docs.aws.amazon.com/vpc/latest/ipam/tutorials-byoip-ipam.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-ip-pools.html
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E#AWS::ElasticLoadBalancingV2::LoadBalancer® &

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internet-facing
IpAddressType: ipvé
Subnets:
- !Ref subnet-AZ1
- IRef subnet-Az2
SecurityGroups:
- IRef mySecurityGroup
Ipv4IpamPoolId: !Ref myIPAMPool

RENAREFARGERNEN
HRNARFARUERE  CTURBEEML,

NEHERE N

o EFZERER

« HTTP &/ infREE I LAY A
. MERRH

- REEMEX

- EWRLRE

T 132 25 (R R RS

EEZEFENRIBEEABOESRRAERZH , AEFFRREREETURETEIRES ( FREH
BEWEMHEE ) AVRTREER.

NERXG EEZSFENBRKNREENEZR , BEBINZABENEREEZAREED 1 FTHE
B, HRBEESEENZAENSARAKE. A, RMNEBEVUEFENAEFNZRAENEEN X THEE
ERNERABRNE, BN, MRNARFAEE XA T SAHYERN TCP E#E | NAFHYES
ARSFEWIBFESZIRNARFRIZAER , KRAEESXA. IREXMER , WA ESR NG
EPiwAE HTTP 502 Bad Gateway ( HTTP 502 T M % ) &iR.
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
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BARFATIGERTXIEF HTTP/2 PING 2. WEERTLEBEEZZ B,

ERINER T |, Elastic Load Balancing A #9# 358 2= RBARHEIRE R 60 ¥,
Console
EFHZERERE

1. FTFALTF https://console.aws.amazon.com/ec2/ # Amazon EC2 1#2#| &
2. ESMERP , EFAEGERE.
3. EEAFIIER.

4, HERMETIFL | EERE.
5

6

EREEET , MAEERZRENNE. BRCEER 1 £ 4000 ¥,
ERREFER.

AWS CLI

ERTEREAE

A idle_timeout.timeout_seconds & %A modify-load-balancer-attributes a5 5. B3
SEEN 1 & 4000 #,

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=idle_timeout.timeout_seconds,Value=120"

CloudFormation
AR E

E#HAWS::ElasticLoadBalancingV2::LoadBalancer&RA &
Zidle_timeout.timeout_seconds@. ERCEE R 1 & 4000 ¥,

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html

Elastic Load Balancing NARFAEI9ESR

Subnets:

- IRef subnet-AZ1

- IRef subnet-AZ2
SecurityGroups:

- IRef mySecurityGroup
LoadBalancerAttributes:

- Key: "idle_timeout.timeout_seconds"

Value: "120"

HTTP & im R 35 B 5 2R B 1]

HTTP HFinRIFEEZEFENARNARFABREEREEFE N RREFFA HTTP EEHN KA H K
E., EEEN HTTP B mAFEEFENEIEE  NARFAROERFEXZ—MEX , K5
IR B —ANE & 5% ) E Y R R

MEIERRIEN BB EURT T imERERN HTTP iR,

e WFHEAHTTP 1 X EENEFF K , AFEHERSXEEEFK Connection: close B HTTP #5
sk,
« WFEAHTTP/2 EENEF iR , AEHEE RS KIE GOAWAY M,

BRINMBERT , NARFASREEHRTATEESRN HTTP B IRARFEESEMEEIRE N 3600 B
(BN 1 /pEE) o HTTP BFRRFEZFENEREXARZEEN KT H/IME 60 ¥ , BETLLE N

HTTP &/ iR iGiE S EEatiE , KA 604800 % (AN 7 X ) . HRVWBYSEFMKN HTTP iE
Zr , NARFASHYESRR HTTP ERRARSEESEMNE. BENBEELERENSSE ,
BEBIMEECITSEE.,

HEATAXEBRTAXBIHRBRARSERRENZTHRNTRAXKER LN , EEUETK
EENEFRARSAZNZIRUERHER , ERRFFRENERE. N TXHEROVIRE , &
BIRERENREEEFENREE , URAIFFRREERIABIEHFNNE. BXESEER
BEZH (Amazon BARFIREEHIZR (ARC ) FAARIER) B Limit the time that clients stay
connected to your endpoints.

@ Note
OB ARF AN IP KB YA dualstack-without-public-
ipva B, AEIHRSEMEENEETH. EREVRNAREFARIGEIRM IP tbik2E
HArERETE |, HZERRE HTTP FF iRRISE RSN A,

HTTP & P iR RIGE LA 30


https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-practices.zonal-shifts.html#arc-zonal-shift.existing-connections
https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-practices.zonal-shifts.html#arc-zonal-shift.existing-connections
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J"%ﬁr EBEERENREEPRSE HTTP FP inRIFEESENEE. SEEH HTTP HF

InRIFEZSENAEN  XARSKSBENELERTE HTTP F /- inRiGEZEFEA R ERNESE,
MAEEFREENBEZEBENAN HTTP F P infRiSFEEGENAE, MEEFEREREN
HTTP & P infR SR R{E.

Console

ERTE IR RIS IEERS S

1. 3TFLTF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ###| &,

ESMESRS , RRARBER.

R REITER.

EEMETF L | EREE.

EREEET , WA HTTP B inREERIFENANE, B¥EEN 60 = 604800 ¥,
EEREFER,

o ok~ w D

AWS CLI
ERTE IR RIS IEER S

EAW® client_keep_alive.seconds BMHH modify-load-balancer-attributes tr . BCEE
7 60 E 604800 #,

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=client_keep_alive.seconds,Value=7200"

CloudFormation

ERTE IR R IEE S

EH#HAWS::ElasticLoadBalancingV2::LoadBalancer®@RA 2 E
Zclient_keep_alive.secondsE. BXEE N 60 £ 604800 ¥,

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
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Name: my-alb
Type: application
Scheme: internal
Subnets:

- !Ref subnet-AZ1

- IRef subnet-AZ2
SecurityGroups:

- Ref mySecurityGroup
LoadBalancerAttributes:

- Key: "client_keep_alive.seconds"

Value: "7200"

) BR AR 3

AT ISR A BEERBEEIMER , RSB RARRERYT. BRABRT , EARBSERERARERR
o

MRER A IGEESE AMBRERY |, WA A ZARBRRE , AR eelBRAEISE S,
Console
3 P S22 R BRAR 3

1. $TFLTF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ###| &,
ESMERD , ERARHOER.

IR RIS,

EEMEDF L | &EEE.

ERP D , BRASEARBRRT

ERREFER.

o g B~ w DN

AWS CLI
E R A EARBR RS

fEAT deletion_protection.enabled J& ## modify-load-balancer-attributes 8%

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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--attributes "Key=deletion_protection.enabled,Value=true

CloudFormation
B3 A A BRERT

E#HAWS::ElasticLoadBalancingV2::LoadBalancer®&RA &
iZdeletion_protection.enabledE .,

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- !Ref mySecurityGroup
LoadBalancerAttributes:
- Key: "deletion_protection.enabled"
Value: "true"

FRIEEEN

RLEBEXNAURFENNARFTIZHT HTTP REERWEBHFIE, ABHERBES NS
ROBMRAEREITOER , AFZREER , ARREEEENEZBREARBENKE. RIEHREN
SR, PR R, RMABERTRAGEER , ZEX T ERIENRAEF THENE
HX HTTP REREFANEHEER, SRR HERX , BREAERFRBERFSE RFC 7230
PRERIE R,

http_desync_guardian EE& 2 #f HTTP &K , BhlL X% HTTP RE Wi, BXEZEE , HSR LY
HTTP Desync Guardian, GitHub

VAN S
3=
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https://tools.ietf.org/html/rfc7230
https://github.com/aws/http-desync-guardian
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- TR - BRTFHFES RFC 7230 1k , EFRHEREANLLE.

- TEAHE - BHRARFE RFC 7230 17/ , 2 RXE , BAEN Web RS BFMRIBAEQLUTRNTG
B ZIER,

c PE-BRATRBENZEXR, HEHHEERSHEILEER , OFFHIEM 400 W , HXEAFF
UmiE I,

MBERTAE RFC 7230 ¥ , AFIIEEHI%E
DesyncMitigationMode_NonCompliant_Request_Count ¥, BXEZER , HSH
Application Load Balancer E#x.

BMERN D XBIEEAREERHR BEP, NMRBERAFE , WiFEAEFIETXERRB,
ﬁ*;%ﬂ:uzu -lﬁ/lﬂ'—.l /\*F.o

BEX
T &IER Application Load Balancer f11aJiR #E4& = 1 25 3ERK AL EBE R

23K BEEN PR = RICEELN
&M B Bif B
AER B Bttt PR LE
TEAH B B PR LE

=8 Bl BELLE PR LE

REFRAEER , BEXATFIRMNBREE. IRENATOEREHHEX TRIIXRETRHEIE
R, MARERFEFNEA. XRANSVENMNITEEZERLAZ IS IR EANARSEHRETE LW
(LCU), &AILAEA NewConnectionCount MR AR S EREMBEEX M EER TEILIE
te3: Up W

Console
BN RS EHEN

1. FFLTF https://console.aws.amazon.com/ec2/ B Amazon EC2 2| &
2. ESMERP  ERARBESRSR.
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3. GEEREIGER,

4. EEMEIIFLE , EREREE,

5., EREEERINBBESLET , N TRIEHEEN | EEHE, FEEIER,
6. EERRFER.

AWS CLI

ER L EBEEN

R routing.http.desync_mitigation_mode BM#H modify-load-balancer-attributes &
To HEEMVEN monitor, defensive o strictest., ERIAEN defensive,

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=routing.http.desync_mitigation_mode,Value=monitor"

CloudFormation

EH L EMEEN

EH#AWS::ElasticLoadBalancingV2::LoadBalancer®@RA 2 E
#Zrouting.http.desync_mitigation_modeE%., WEEM{EN monitor, defensive =
strictest, BIAEN defensive,

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "routing.http.desync_mitigation_mode"
Value: "monitor"
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
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B AR A EER

EIRKARE

J& A Preserve host header ( fRE IRk ) B , NARFAFOEHSRARE HTTP #RPH
Host ¥r3k , HHEREZZEE B M AMEAIER. MRMARFATSERSRBEIZ N Host #53k , B
LREAAEIXERRL, TSERNNSRATWEIRSE— Host #5k,

IANBERT , KB Preserve host header ( REEVIRL ) BN , NABRFAROESRLBIUT

FRAEH Host Rk

KEAENRKRE , BMITSSRORERIAFOR - AMEMRERIARO (40 80 5 443 ) &F , MR
ERimEARMMEAS , BIONXFiROSHMBIENFREF. Fl0, RIgHITER O LERIARD
(f5l20 8080 ) , HTTP i&R*EH Host: www.example.com #J Host ¥Rk #1520 N Host:
www.example.com: 8080,

KAERAENRLAERE  HEAMWTSEHARNBRIAGO (KO 80 = 443 ) B : X FERIAMUTESIH A ( KO
80 = 443 ) , RINFA&TEHOSHMEME B ENARL P, EAEHIRL T ELFEENEMiFEDSER

HHEBIR.

B P72 Fr S B 0 1 25 1 (T AR AR A U 2R 0k O SRAL R HTTP BRI EHARA N E S RHIN T &,

097 25 i 0

HRERMIA

HTTP/HTTPS %

WT B8R £ &%,

ERIAW HTTP
oI 88 £ &%
BXR, HEE
PFrk BEBwmO
( 50 |, 80 =
443 ),

BEREBFLRN K

4
%,

RIE R

GET /
index.ht

ml HTTP/1.1
Host:
example.com

GET /
index.ht

ml HTTP/1.1
Host:
example.c
om: 80

GET https://
dns_name/1i

HRPHENR
X

example.com

example.com:80

example.com

B AR
RE (BRINT
)

example.com

example.com

dns_name

2R A ENRX
RE

example.com

example.com:80

example.com

EHARKRE
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B AR A EER

150 BB RHIER ERPHENG  BEAEARL
% RE (BIATT
7))
ndex.html
HTTP/1.1
Host:
example.com
FEIEBRIATUT GET / example.com example.c
g2 0 ( 5il4n index.ht om:8080
8080 ) L&xiXi#E ml HTTP/1.1
3K Host:
example.com
EIEBRIAMUTES  GET / example.c example.c
FRIEER , index.ht om:8080 om:8080
HEEHHFLE  ml HTTP/1.1
HiwO (Hlan Host:
8080 ) » example.c
om: 8080
Console
BRENRLRE

1. $TFLTF https://console.aws.amazon.com/ec2/ B Amazon EC2 12#| &,
ESMERP , EEAFIGER

R REITE R,

ERMEF L | EERREE,

EHEILET |, THAREENRL

ERREFER,

I T

AWS CL

B R ENIRARE

2R AEHRX
RE

example.com

example.c
om:8080

EHARKRE
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ffMArouting.http.preserve_host_header.enabled& 1% & 7 B modify-load-balancer-

attributes@ S trues

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=routing.http.preserve_host_header.enabled,Value=true"

CloudFormation
B R EVIRLRE

E#HAWS::ElasticLoadBalancingV2::LoadBalancer® R 2 &
Zrouting.http.preserve_host_header.enabledE.,

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "routing.http.preserve_host_header.enabled"
Value: "true"

AN R O i BR A IIAR
ERRETRYCHREMTAN ARIEBRETH L | PIUEME. FEERFE,

BERZALUNBIMNBIERFIME ML, MREFMAFEFNRELENTTERKEK , EFE

MR ENE
HIERATARERS | ATBAM S8 85 R ELBR.
PR &1

- BONRIFAVIREE LR - 50

N REID G BRI INFRE
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- RABFAKE - 127 /> Unicode FH&F

- BREKE - 255 4 Unicode =&

- REBNEXDKNE, AFFEANFZHEETH UTF-8 #RXKRTNFR., ZERAKF , UERUT
BH®RFRF: +-=. _1/@. BTREEANSZERAERZRE,

s BOENREEMBEREHaws : 5IR , BHATERBH AWS R, BT ERBIMBRT L B4R
HREERRE. EFLIBNBRERITABNERNWIRESHRS,

Console
EENNBOERNRE

1. 3TFFELTF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ##| &,

2. ESMERT , RREABGER.
3. EENHITER.
4. ERZRTFL | EREERZ,
5. ERMRE , FRBEMIFE , AR ARSENE.
6. EEHIHX , FEBIEPHWATE,
7. ERIBRIRZ | FIE R ZURIMIER.
8. LEERFREFER.
AWS CLI

N ARE
ﬁﬁﬁ add-tags ﬁ%o

aws elbv2 add-tags \
--resource-arns load-balancer-arn \
--tags "Key=project,Value=1ima" "Key=department,Value=digital-media"

il BR ¥R 2
£/ remove-tags

aws elbv2 remove-tags \
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--resource-arns load-balancer-arn \
--tag-keys project department

CloudFormation
NN RRZ

E#HAWS::ElasticLoadBalancingV2::LoadBalancer®@ R B &% TagsE 1.

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- !Ref mySecurityGroup
Tags:
- Key: 'project'
Value: 'lima'
- Key: 'department'
Value: 'digital-media'

fl B& Application Load Balancer

HEENABRBERTACRE , ERENREHEEZTHNESINIH I PIEXNERH, SEFBREZAR
et , REMRR. SRBOESRENRZE  SETBREEXNABEESRTA,

MRERAMREE  WEERBRAHESER, BXESEE , HSH BIBRRT

FEE , MBRARSERFT2ZWETIMBE IR, Hl, B EC2 KA EETHIEMBEB R
B, EMEREMRA , SRR ARERF R EEEE R,

DNS ig

MREE - MEM A ERMBA — DNS ik , FREEOMNMLEHFFF DNS BEdEMH , A
J& BB BRIGHY S BT T ER
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MR ICFZEEENRE ( TTL ) 7 300 ¥H CNAME i2% , BELEF 3000 , RARBHEHTT
_io

MREPRIEFEE Route 53 BlHE (A) iB%k , BEDEF 60,

WMERMFEA Route 53 , MiEFXEREE 60 WFeeEEBFIE LB Route 53 BMIRSSEF. IFILATEIF
B EEEHIZEMN TTL A,

Console

1l BR S BT T RS

1. 3T TF https://console.aws.amazon.com/ec?/ B Amazon EC2 ##l& .
2. ESMERP , EEAFITER

3. EBRABIER , ARKIEERRE. RBRARSESS.

4, RERHTHEINE , WA confirm , AFIEFMER.

AWS CLI
M BR S S s ER

£ delete-load-balancer #4555

aws elbv2 delete-load-balancer \
--load-balancer-arn load-balancer-arn

EENHERFASE =R TREE

MARFASEERFREEARERAE REN RS ERARN , ST/AERKAMTER, AW, B
AN B R, BREBEREETHRERRZENXRANBARE  ERARBDEREENEMR T,

EENAREF A E RN TR i E

1.

) 0D

ITFFALF https://console.aws.amazon.com/ec2/ B Amazon EC2 #2#l1&,
ESMERP |, EEAFIGER

R RHITE R,

ERE R EEDNFUE RASSERNTREE,

EERFHE 41
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RR A4

b P L

MARFABSERRFREERPERIMMETH AN TEEBREER, RIABERT , Bk TikF
RE , AERENABIERNAAER R, ERFTEF BT ENRRXERTERE BHRUARE 2 KRE
Ry B

AEFBfiRAETATHARBEETRAKREN B R THESR. BXEZER , 20 £A
FR#EPFE T IERE B #REYEE,

RIRA

MARFAESERFREEESENRRE , S MERRE -1, BRANMYTER. MU, Bir
A B HRo

BRI
APNENERBA HECHEYE , ERAEXZBERFRNFHAEE.

- FEARBREFERREE L2RHEE RZAREEMR T BBIXR,

« ERABRHESRHERZRAFREEMRFRZANRR , AERBEXRZARNEMFHAEE.
o ANEH  BRANBFMF,
« BREBTIORRE | SMETRDVIRSEEM B ir &,
o BRRETIRUVAS | BARR SRS TIRVRS MR,

® Note
&R LUK PR B R B R R A5 B A BRI B R 1t R Y ELh iR A (E R

- BARFHESHITS —MEE | EDE  ZERENSMBZR RN FAEESTE.
- {UTEE - EF{TITES protocol:port, HlEN , HTTP: 80
o BN - EFANIRIE, FlE0, Forward to target group
- B4 - EEFEBEREABN. Bl , my-target-group
- B¥F-&ZBHRID, 0, i-1234567890abcdef0

SR
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BESHE , EULERRNARFABSERTREN L AESHY PDF,

N AREFASEERNTHXER

AJAREBNTAXBZHBER Amazon NAREFIREEFIZR (ARC ) IR, EATRAXER
i, AZF-MRENTERENZHRNTARXEBHE, X5 | BRI AREN AWS X F Y E iz
TR REFH AT A XIE1T.

£ zonal autoshift , R ARIN AWS BB IR RENTAXEEBNARFNERAE , XA
HEBmEmERE, AWS HYRNBUZEE REETEEZNEFNTAXEZHA | HE3 B3R,
AWS Bz Bl | AR ESHREENERNNAEFREFBEMNTAXRERH X,

LERHTARERN K AROGERXFLAZEENTARRIERRNFTRE. ARC 2V EISIE
AX%%Z, B2, TARKFEEH#RTHNIAEZ L AREEETNMAETRER , EABRTE/IRT
AMEZEABR. BIFEN DNS REMEMREE , IEEEARRIF/LoWHEITEK , L UREHE
EKEHE, BXREZEER , F5H (Amazon NARFIRELHER (ARC ) FRARIER) FHY Limit

the time that clients stay connected to your endpoints,

&

« EFHTAXER

- B A XA EgE

- TARKBEEES

- ANAEFASSEREATARER
- ANAEFASEEREN TAXER
- ANHEFAESEREMTAXER
- ANAEFAESESFIEIAXER

EI R TR X% 2 H

- TAREBRINCTEZERARS , HAXMESMNNARFAESESR EER. BXEZER | H55H
NN ARFASEESRERATRAXER,

s RENBEANTRHARHPNBEMSYESREITAREE., TEASANTHARBHTAXER,

« AWS YHZNEf&HE R B IMRSAT , T30 DNS IR X S A 988 IP ik, EFBRTARX
EBIZH , BSYREYINITARSE., NRENAEEESCXMETAXAEESE  mEER
A X BRI X A& 1P it , NSUAXEBREMNATARtEEAEBIREE,
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BXEZEE , ESH (Amazon BARFIIREEHIEE (ARC ) FRXARIERE) FH Best practices
for zonal shifts in ARC,

5 ] X g9

ERRABTMARASYENNARFASYERLEITARXERSR , SE¥RAARSIER BIRNATE
AEFEHEL , HFETAKX IP it thfFM DNS R #ER,

=N

- AERETHXBENERIRE
« AEENTRAXPARNZSETFREXBIEENTRX,
« AESEDARBEERN AN AREFTEYE | T RISMEILEE,

AJRAXEBERES
BTHARFARSERNBHFRITE MR T TargetHealth RS FRES

AdministrativeOverride,

NNARFABSEREHTRARERE  FUNTRAXANAEERSERANKERES, NAERF
NPHEHRFLAREEBESNBEMREIRE. UAERFIRETE , EEHBRLLL.

A BEMY AdministrativeOverride RASEFE :
unknown

HTAZEIR , TEEBRES
no_override
B LEHANRBEEINEES

zonal_shift_active

A X B B AR A A XA TESIRE

ANABRFREEEREATHARER

ARAXEBERINETEZRRS , HAXIAESMNNABRFASEOER LB, XBERTEXEEFERFT
ENBEENAERASEERZKEITHARERE, BXEZEELR , 5 the section called “1] X 3%
%
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Console
FERATRAKX®®
1. 3TFLTF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ###l &,
2. ESMER LM Load Balancing ( fa#5#% ) T , #%&#F Load Balancers ( AE 3988 ) -
3. ERZNARFAEITER.
4. ERMEDFL , EEEE.
5. EUAXEHEEISS , T ARC ATARXR#BER , HiEE B
6. EEREREFEEI.
AWS CLI
ERRATARE®

R zonal_shift.config.enabled B/ modify-load-balancer-attributes @5,

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=zonal_shift.config.enabled,Value=true"

CloudFormation

ESATRAXER

E#HAWS::ElasticLoadBalancingV2::LoadBalancer® R 2 &
#Zzonal_shift.config.enabled& -,

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
IpAddressType: dualstack
Subnets:
- IRef subnet-AZ1
- IRef subnet-Az2
SecurityGroups:
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- IRef mySecurityGroup
LoadBalancerAttributes:

-Key: "zonal_shift.config.enabled"

Value: "true"

ANABRFOEEEREITHARKER

ARC A XE IR ARG ZXFRRNRENTAXEIT , SHEEHNNARFR T ASSEER
N AWS X R A X IEEZE1T,

FRFM
EFtze , BHIAEE N ABRSERNAEEEREATAXER.

Console

AREFHEA T W@ER Amazon EC2 B &RBEHTHAXERE, BXFEA ARC BHABETAHAKX
BBNLR , ESH (Amazon RARFIRERGHISE (ARC ) FAAREM) HH Starting a zonal
shift,

Ea A AXER

1. $TFHALTF https://console.aws.amazon.com/ec2/ By Amazon EC2 Z#| &,

2. ESMBERK LM Load Balancing ( fa#159#% ) T , #%#F Load Balancers ( A I9#8T ) -
3. ERZNRAEFRAEIEESE.

4, HEERETFHREFT Amazon NAEFREREER (ARC) , REEEBITRAXEE.
5. EREFMREBENITHKX,

6. EEREIWMATHXEBNIHRE. TAXEBRDAUMN 1 2HIREAN=X (72 MEt) o

FETAREBHERERMN, B4R ETHRE , B A BEEFEREB LU EFHFHTH
A 18] .

7. WMAER, BULBEEFUTAREBUREIR.
8. LHZEREURIANGITHAXRER  XANFEBEZTAX , NUBLRNARFNEE,
9. EERWIA,

AWS CLI

Ba T RAXER
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£/ Amazon N AR RS 2 HI8F (ARC) start-zonal-shiftas o

aws arc-zonal-shift start-zonal-shift \
--resource-identifier load-balancer-arn \
--away-from use2-az2 \
--expires-in 2h \
--comment "zonal shift due to scheduled maintenance"

N AEFASEHREFTAXER
BRI EHTAXER | UREFHVEEARE , LU RESBRTAXEB TR,
Console

AFEFUREA T WAER Amazon EC2 BHIAREHTAXER, BXREM Amazon RMARFIIRE
BEIEE (ARC ) ZHIAEFHTAXEBHNIR , B2 (Amazon B ARFIERHIZE (ARC) FF
RARIEE) FH Updating a zonal shift,

EXMUARER

1. 3TFLTF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ##| &,

2. ESMBEKLH Load Balancing ( 71&159#% ) T , 1%£3#F Load Balancers ( AE159#8] ) -

3. EREFERTAXEBHNNARRFAEIGESR.

4. FEEREIFF , BF Amazon Application Recovery Controller (ARC ) , REEBREH 7 H
X#®,

LARVERHTIT ARC #3268 AR E FEFREE.
5. (k) XNTREFTAXEBIETE , T UERES M A TR HE,
6. (HiE)XTER, TUERRENREIRIEAFER,
7. IEFEER
AWS CLI

EXMUARER

£/ Amazon N AR FRE 2588 (ARC) update-zonal-shifti F o

aws arc-zonal-shift update-zonal-shift \
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https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.start-cancel.html
https://console.aws.amazon.com/ec2/
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--zonal-shift-id 9ac9ecle-1df1-0755-3dc5-8cf57EXAMPLE \
--expires-in 1h \
--comment "extending zonal shift for scheduled maintenance"

AN HEFAESEREUE T HXEE

U AXEBEY A, BUUENEUEE. (RUNBUEREINXERS , BT UBUEAXBAZ %
U4 M AWS RN XEZE,

Console

AREFHIA T WMAERA Amazon EC2 #2H| A kBUE A A X#%, BXEA Amazon RARFIRE
228 (ARC ) #HABUEATAXEBNSLSR | 56 (Amazon NAREFIRERFIZE (ARC) FF
K ARIERM) FH Canceling a zonal shift,

HUH ™ A X#®

1. $TFHALTF https://console.aws.amazon.com/ec2/ B Amazon EC2 Z##| &,

2. ESMBERK LM Load Balancing ( fa8159#% ) T , #%#F Load Balancers ( A I9#8T ) -
3. EREAERTAXEBHNAREFASSESR.

4. HEERETFHH Amazon NAREFREEHEE (ARC) T, BEEUEATAXER,

LERE T T ARC #241 & AL BUE R,
%% Cancel zonal shift ( BUEATAXE® ) .
6. HRERTHITHIAR , EFE Confirm,
AWS CLI
BUE AT A X%

£/ Amazon M AR FKE 2 HI8F (ARC) cancel-zonal-shiftii o

aws arc-zonal-shift cancel-zonal-shift \
--zonal-shift-id 9ac9ecle-1df1-0755-3dc5-8cf57EXAMPLE
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NMARFNEEEHENEETNE

BRSO EHRRELM (LCU ) MiE , BAUNABRIERNE - BSNHRNERE, NABEFAR
HERLET R, AXBRVINTFEABARERETR, BEKNFEE  NHOERLRERE
KN RELKEA T RIABRETE BB LIRERTRENZ/NEE,

EUTERT , JAZEREM LCU T :

« BERESHENFHIARIUERESRE , FERENRABIEREB TR HATERROR
BIEME,

« B ITEABBESBEIAEETITNNREIEE.,

- BEERENTSES  UEERERINARASEIRRS  BFENSREFKEIT , MIFFH
B3y BEN

- BEERBIEERAIB AR , AFEFEFEERRN ERABDE RN NEME TE,

HEEFENRE

ERENABGERMENREN , RNBWERTRBEN AR ARMBARRREN L TERR
HiE, ERAREAEEEZH S  EUTURETFZNREARZEMENTENNE,

HE& , LA LRI AZ CloudWatch fE¥RPeakLCUsRBEFTEN R ER . PeakLCUs EInaRBUR
EEXNPHEE  ARSERXNEMET BEERHTT BUAXBEN IEAS. PeakLCUs ERE
ConsumedLCUs E#FRE , EEMCLERENIKELE, BIWER PeakLCUs IBIRRAREATITHE
BT EHEMN LCUMBRRE, MERER , 1B#FH PeakLCUs BIE S # Sum,

MREEERETEARBIEAMRSE | R ERTHENE , WATAER LCU M it E SR ERT
FARE, LICUMBRIITEREAET AWS URBNWH L THEARHVEIE , T ERAKRENBELE
. BEXEZEE , B2 Load Balancer Capacity Unit Reservation Calculator,

LCU MZENRK/NMENZKE

EMEERUBMEDH 100 LCU, RREBRTEKFHEN. EXEZEELE , iS5 the section
called “MEIIHRBRE RN,

ANAERFARSOERERABIGFTEL LT
EEMA LCU ME 28, BANRENTRES :

- REREXEZEMEN , AFETAXZAFESE, £EM LCU Zzal , FHRINENTAKX
HEHERBHNEIS H B R,

LCU fa & 49
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B AR A EER

« LCU MFFEREFE LEEE RN , EABRRTZTAXRERNTHARE, SHEREEFE/LDHR
TR, Bt B AIREE BRI AT,

- EHMUATMEN , ASENERTEATNFERLAK, STURESZENTERE

KB RAE

- MEMEANEREREEL L HEUHRRFEIT 7.

Console

EBER LCU T &

1.

© N o g A w0 b

TFALF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ##1&,
ESMBERSD , ERARHOESR.

R AEIIEREN.

EREETFH , EFEREE LCU E,

ERETHESENHE,

ERSENE , LEFHENTE LCU &3,

MREBRBEHESETE , WALUERFHEEHBA LCUs EREFNEE.
EERF

AWS CLI

EER LCU &

DD

{8 A modify-capacity-reservation 5o

aws elbv2 modify-capacity-reservation \

--load-balancer-arn load-balancer-arn \
--minimum-load-balancer-capacity CapacityUnits=100

CloudFormation

EBER LCU T &

E#AWS::ElasticLoadBalancingV2::LoadBalancer® &,

Resources:

B BHNERMA

BERME

50
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B AR A EER

myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AzZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
MinimumLoadBalancerCapacity:
CapacityUnits: 100

AR ASEERENNEE AR ERTER U NE

MRABIHGER[OREEXRER(L , BUUERHEUE AT E /M LCU MF, LCU MEARPRES L

T EFAE.
Console
EFHEUH LCU fa &

1. $TFALTF https://console.aws.amazon.com/ec2/ B Amazon EC2 ###l A&,
2. ESMERP , EFRAEGER.

3. BEEAFITEHREN

4. HEREBRIFH  FITUTHREZ—

a. EEH LCUMHE , HikFE4wiE LCU I,
b. ZEHUH LCU g , BFREEUERE,

AWS CLI

EHUH LCU FliT

{# A modify-capacity-reservation a5

[o]

aws elbv2 modify-capacity-reservation \
--load-balancer-arn load-balancer-arn \

B HEUETE
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--reset-capacity-reservation

LT R LCU M AT IRASE -

« pending - RAZMBEEBRETF,

« provisioned - R "MEBEARECHERHE , THFER,

« failed - R RHAILETHIER,

« rebalancing - R RTAXERMBMBR , AR EREEEFTIERBIE,

LCU EAZ

ReservedlLCUs BB 0 HIRE —IX. RERLUPRFABENMTEN, Fl , RIZEH LCU MBER
6,000 , Ml ReservedLCUs W —/NTEFAEEN 6,000, —2HHNEFZEN 100, EFHEEWTAEL
LCU RAZE , 55 R PeakLCUs $E#r. B LUKE CloudWatch Bk , FEs#HSunSENTMER
EESS/ R SUMNBREEHR TR ReservedLCUs , LMBELREEEBNTERERFZLENE
Ko PeakLCUs

Console
EEF LCU MBAVIREA

1. 3TFFETF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ##l &,
2. ESMERP  EERARBHGESR.

3. BEERNEIGEHREN.

4. HEREBHZDFH , BUNEEMERSHME LCU E.

AWS CLI

B LCU ERVRES

£ describe-capacity-reservation &

o

aws elbv2 describe-capacity-reservation \
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--load-balancer-arn load-balancer-arn

R TR U 9 E 2R R SR A

BRI LUEN E 'L AWS BRSS EE B RL 1L Application Load Balancer 28#3 , M\ i858 N AR FF RV
gE, REMMAAM,

NEBEREX

« Amazon NAEFIREZEFIEE (ARC)
« T 5# CloudFront + AWS WAF

* AWS Global Accelerator

« AWS Config
« AWS WAF

Amazon B ARERFIIREREFIZE (ARC)

Amazon N AREFIIXREEFIZR (ARC ) A BENABIERNRENZI RN TAXEBIE—XH
NWEFEATRAX, EATHXEBAURETAXPIEE, E4RBSRA FBEN SR REF &R
W By 45 2 B 1R = E

BXREZFER , BN NABFASIEHRNTRAXER,

I &3 CloudFront + AWS WAF

Amazon CloudFront  —TIM 45 MRS , AIHBIGRSAERANNARFEE, TAMNZE4
AWS, CloudFront 3£ = fi N 2 7 MBI HT2RHY Web NARFH DT ARE—-AOR. ERALUXH
MARFABSERNEHRES  FEEBMNHLNLEE LSRN AFRERS , hEXAFRL
NBEXNHBDER, BSEXELZUER[LBFIEEFNE , ALERDNRAEFAUBGERNNE , A
MRS EMEM T Bk,

Elastic Load Balancing ##l & PiRHUN —BXEX TRIBZEEHE AWS WAF 2R H CloudFront
28, HFEERBKIECHNARFATREERS, XLt AWS WAF RIPFIEHEITEIRENAREER
HIPELEE N H Web J®iE. ZAI ARSI A P AEITE M K" ET 158 % CloudFront 2 El &
HENNZLEFER. BXEZER , H5H (LS# CloudFront FF X EEME) FH “EE AWS
WAF CloudFront Z£ 2 #IE 4" # aw s.amazon.com/blogs £ “ CloudFront Z£ 2 #IER, 45—
CDN FMZ £ &K EN",
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ERREHEREK , BFEM Internet NN ARFABIERNLZLERENNATRE AWSH
ERIRSIRMALRE CloudFront , HMIBREMEMAWEMRN, EXEZER |, S (LS
CloudFront FF R &15m) HHIEA CloudFront HE B, EEX CloudFront MiERAHINEEX
HTTP #r3k MELE Application Load Balancer AR ¥ &% @ EHEIRLIER >,

@ Note

CloudFront (R Z#FEEREP ( FFEILILE ) us-east-1 XK ACM iEH., MREH
Application Load Balancer 7 us-east-1 AW X HEE T ACM WEHBH HTTPS {mATas , M
FEFREZEM HTTPS EX CloudFront § HTTP , REEXE R ( BHELILEP ) XiFE
B ACM iEHHFHEHM mMEIE D EH, CloudFront

AWS Global Accelerator

RN ARRFOTAME, HEMZEY | BAABEEHR[RCIENRESE, NESSET AWS £ERF LK LAY
MESISHES IP it | XM EEEFIRRIONXEARZLEEERS. AWS Global Accelerator
% Shield Standard &1 , ZinHERARE#E A T DDo S Wi KA N AR ST 8 FHER .

EXEZEER , 20 (AWS Global Accelerator FF & A R IER) A HY 6 22 £ 3 15 15 25 B 78 0 hn s
o

AWS Config

B ERNISENESME | FHITIRE AWS Configo  AWS Config 12 7 & AWS Ik /=
AWS BREEMNFANE, XEEFESEREREZRNEEXRRURBRNALEE |, BT T HE
REBMAXRNAEEIL, AWS Config ATLAELE i, SMMEMBZHEE,

BXEZER , S NAWS Config F XA RIEE,

AWS WAF

&) LUF Application Load Balancer AWS WAF & Application Load Balancer Bt& £/ , RIBEMEH
Al 5 &% (Web ACL) FEM M S i P LEE R,

BRIAMBERT , RAFHIIEELEMNFIREBIE AWS WAF |, M4IRE HTTP 500 $8i2 X BEF 4%
BXR, MBEBEEMHFYER[EANETL EHRKR BIrtbeEFERE L Z B H AWS WAF |, N TTBAUF A AWS
WAF K383 FF,

FENXMIT ACLs
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/LocationsOfEdgeServers.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/restrict-access-to-load-balancer.html#restrict-alb-add-custom-header.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/restrict-access-to-load-balancer.html#restrict-alb-add-custom-header.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/restrict-access-to-load-balancer.html#restrict-alb-route-based-on-header.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/about-accelerators.alb-accelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/about-accelerators.alb-accelerator.html
https://docs.aws.amazon.com/config/latest/developerguide/

Elastic Load Balancing NARFAEI9ESR

B AWS WAF £/ 5 , B LLUEERERTEXHAN B3I/ Web ACL, FiiiE LHY Web ACL
SE=ZNAWS EEAN | THNRELNZ S B RERT,

« AWSManagedRulesAmazonIpReputationlList - Amazon IP S&FIRMN A SMH IHEE S8
A HEMEENRERRY P sk, BEXEZER , B5H (AWS WAF FFRAREF) FH Amazon IP

reputation list managed rule group.

« AWSManagedRulesCommonRuleSet - B/OFNEE (CRS ) MUAEBB FH ERAZRI®E , 27
OWASP Hifx#) ( a1 OWASP Top 10 ) iR —EaXRMNLERENFRE. BXEZEER | 18
25 (AWS WAF FF &R AR $ER) F#Y Core rule set (CRS) managed rule groups

« AWSManagedRulesKnownBadInputsRuleSet - E &4 IRM AN AR IEERER | XLEE
BIATRESREARGRRKIAMEKEK, BXESER , 828 (AWS WAF FRARIERE) 1

Known bad inputs managed rule group.

BEXEZEER , BESH (AWS WAF F A AGIER) ACLs AWS WAFH £ Web,
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https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html#aws-managed-rule-groups-ip-rep-amazon
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html#aws-managed-rule-groups-ip-rep-amazon
https://owasp.org/www-project-top-ten/
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-baseline.html#aws-managed-rule-groups-baseline-crs
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-baseline.html#aws-managed-rule-groups-baseline-known-bad-inputs
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl.html
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Application Load Balancer B {0125

e — — MER SR BN M AR OREEZBERWIHRE, EFFHAFER Application Load Balancer
28, BBORMED — M. WRENATELEONTES , WLTEBEVCREEFRHNRE. &
U S TE S A H0 ) 58 T SR B 10 1 B a0 R SR B B BUSESE MRS B AR, BlEn EC2 241,

AE

s UTERECE

- ITERE

- BRIARE

« JI&H Application Load Balancer #17 HTTP {iir 85
- NARFAEHGERN SSL IEH

- NARFAROEHRNEZTERE

+ NI Application Load Balancer 8|2 HTTPS {725
« JIRH Application Load Balancer E# HTTPS il 25
+ Application Load Balancer #9451 %83 #1 1

- ENARFABEERPEA TLS #HITN @S HKRIF
« {EF Application Load Balancer ¥iif Fi F° & 12

« JWTs f#F Application Load Balancer 3# 1T iF

« HTTP #r3k # Application Load Balancer

- BRTNARFASIIESRN HTTP k8K

« MIBR Application Load Balancer BJ {1 %r 25

T 2R E
1907 28 SR A T D AR -
o MY : HTTP, HTTPS

« ¥®0O : 1-65535

AILAGER HTTPS TSR MEBENBEN TEXLAREERTH , UENABRFA AT ETHILSEE
5, MEBEMITSEHIA HTTPS , BMREMTEE LHBED — SSL BEB[IEF, BXEZEE , F
S J & Application Load Balancer 82 HTTPS {lilr 25

=T 56
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MRXMEREB RS HTTPS REMARAFIEHEES , N LATEIR A 443 EFEH TCP (ITEs 82N
EOEIYERR, BT TCP MITEs , MHBVESRTMBRREAZTNBIR , MASXNERTHEE, BXMW
FOBRYERNEZELE |, FSRANEZ AT EESEAFEE,

WebSockets

NARFEASREESRNEHEREXRE. WebSocketsEAI LAER HTTP EEASFMEN HTTP/1.1
EEARS WebSocket (wsZwss ) EE, AR, ATiERH TCP E# ( BHH9EIFNEB
) BRI ABEERKAIEF RS BRZERKA WebSocket E1%, BALAER A WebSockets
HTTP # HTTPS {788, &) EITERIEFENIETUER T WebSocket E#ELKR HTTP &, BEEE
B A BAR{E1LEEHY B FRA B R T Websockets, BXEZELR , 5@ (Amazon CloudFront FF
K &¥r) K WebSocket X TERE,

HTTP/2

Application Load Balancer 3 fF HTTP/2 5 HTTPS {iirgs — R ERAREAIZEF, FHA—N HTTP/2
EERZALUHITEIE 128 NMER, BALUBEIHUARAER HTTP2 HiEREXZEBI B, BXEZ
BB , BSH MMURAE, BT HTTP2 I ES Rt EAFIRERE , BUEEZEIEFREARYE
B ENEZERD ., TTEFER HTTP/2 B ARSEFHEIETIEE,

NMAEFAEEERONE TLS FORIEEAENRIEER THXE HTTP2, BXEZEE , F5
B ENAEFAESESRPER TLS #HITXRE S HBEIE,

\

BXEZELR , i3 Elastic Load Balancing A 8@ HE R KA.

TR E
NARFRASSIEENMITESEENT -
routing.http.request.x_amzn_mtls_clientcert_serial_number.header_name

1R gEB 15 X-Amzn-Mtls-Clientcert-Serial-Number HTTP & SR #7 3L B9 473k B #o

routing.http.request.x_amzn_mtls_clientcert_issuer.header_name

fEIRBEB 18 L X-Amzn-Mtls-Clientcert-Issuer HTTP & R¥r 3k BIFRL B o

routing.http.request.x_amzn_mtls_clientcert_subject.header_name

{FIRBEB 18 B X-Amzn-Mtls-Clientcert-Subject HTTP & SR#R 3k BI¥R L B #ro

routing.http.request.x_amzn_mtls_clientcert_validity.header_name

IR BEB 1S 2 X-Amzn-Mtls-Clientcert-Validity HTTP &R ¥Rk BIFR L B #Ro
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https://docs.aws.amazon.com/elasticloadbalancing/latest/network/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/distribution-working-with.websockets.html#distribution-working-with.websockets.how-it-works
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/distribution-working-with.websockets.html#distribution-working-with.websockets.how-it-works
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#request-routing
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B AR A EER

routing.http.request.x_amzn_mtls_clientcert_leaf.header_name

fEIRBEB 15 L X-Amzn-Mtls-Clientcert-Leaf HTTP & R#r L 5L B #o

routing.http.request.x_amzn_mtls_clientcert.header_name

R BE 18 2 X-Amzn-Mtls-Clientcert HTTP & R #r3L B ¥R 3L B o

routing.http.request.x_amzn_tls_version.header_name

fEIRBEB 15 X-Amzn-Tls-Version HTTP &R #5L B4Rk & 7o

routing.http.request.x_amzn_tls_cipher_suite.header_name

{FIRBEB 18 X-Amzn-Tls-Cipher-Suite HTTP & SRRk B FRL B Fho

routing.http.response.server.enabled

fERBE R VPSR EBR HTTP IR AR S5 23845 K.

routing.http.response.strict_transport_security.header_value

HERR R RAEGEA HTTPS B EZMYE |, H BEXRAEAIER HTTP U5 [R11Z M 35 Ay =1 BR AL B 3 4%

A HTTPS,

routing.http.response.access_control_allow_origin.header_value

BEEZEAFTERSBENIR.

routing.http.response.access_control_allow_methods.header_value

IR B M E R 5 8] IR S5 2R B SR VFEE AR BT HTTP 75 3%,

routing.http.response.access_control_allow_headers.header_value

18 E 1B K 1A AT LAGE A Y AR Ko

routing.http.response.access_control_allow_credentials.header_value

TN M BB R W R R B RS EEE ( #I20 Cookie HEHWIE ) .

routing.http.response.access_control_expose_headers.header_value

IR B3] 585 AT LA & B R E P im AT ARk

routing.http.response.access_control_max_age.header_value

EEMRBERNERNEFRK (AW NEN ),

T 3R E
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routing.http.response.content_security_policy.header_value

BERRERN T H IR DR LKA 2 2 B #Y XU B T 52 5 SKHE RY PR %1,

routing.http.response.x_content_type_options.header_value

ETR=EMNEE Content-Type #RkF AT MIME K& | fR R 1TE R

routing.http.response.x_frame_options.header_value

EREB AN MBI frame. iframe. embed = object F 2 TH,

RINRIE

BANMUITERREARIARAE , WHREUNAN . BNV ERER , FERELRFHIT. BAUGER
b, XEMNALTR, —PRSMREUR MRS DIRMAEAK. BT AR AR EAN
BXEZER  F5H =N,

RI&M Application Load Balancer &% HTTP {ira5

MITRREEZER, LR ECIRABIIERNE TSR | H AT RERT @ A EIGE R R =R,

L TE EWEE TR EN AFITERCE HTTP TR, EMENARBEERAM HTTPS Vs ,
B2 5 REK Application Load Balancer 812 HTTPS g8,

FRF M

- EFERRBEFMBIZBRIATRAL , ELTUEETRANBEIRE. BXESER  F5H NEHN
RAREFAESEER 62 B rd.

s BANESMITRFEER —NEHFE , BXEMTRLARETE—MB9ER. BENERES
NEBERESEA | BATE AL BREAHE RSB E R YTRER,

AN HTTP {25

BRYTREER TNE P imE RS QRO UMED , FARNAITRANEEBHRE. BX
EZEE , SR MTsHERE,

ERME AT RRMN | ESFE TR AL,
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Console
A0 HTTP {iirss

TFFLTF https://console.aws.amazon.com/ec?/ B9 Amazon EC2 ##| &,
ESMERSD , ERARHOER.

EE RIS,

FET SR MMAED+ £ |, EZBR BTSSR,

XNF I, EIEERE HTTP, REMIAROSm AR RO,
NTFRIARE , BERATHERBREZ - HREHMAENEES

2 e

- RERFNBIRA  RFE-NERE. ERNEMBRE , BEEANERE  RREE—1B
A, REEXNNEARBEZTEENINE. MREEMWEFEALERTHY , WXHEA4
PrbtE,

MERRBEBREFTRNEFE , FREQEBRA , LUZ-1MERE. BXESZE
B, F5H tEB A,

- EEME URL : £ URI & F Lo ol AN NS , KIBETE URLIETIF LB AT
Bt , NAHBIA URL, X FRENREE , BEEHMFERERIGE ( HTTP 302 ) Sk A
(HTTP 301) ,

- BREEEMEL : MAZNEHBRHESKIEREENEMARE, SBTEERNRTRENIRE
RIIE o

7. (Wk) BERIRE |, BRF TSNS, BRINFRE , ARRAGRSBNRESE,
8. EBEANIMMTES,

AWS CLI
Bl B4

MBEEEBAUATRINRENBEIRA |, BIULBEAcreate-target-groupin T RIEZ—NE#rH. B
KBl ESE BIEBRE,

B HTTP {firee

£/ create-listener 5 %o AT REISBIE—N HTTP 1¥Ta: , ERUARNSREFZRBIEER
¥Réo

aws elbv2 create-listener \
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-target-group.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-listener.html
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--load-balancer-arn load-balancer-arn \
--protocol HTTP \
--port 80 \

--default-actions Type=forward, TargetGroupArn=target-group-arn

EQBERBEUERNERAZBDERE | FRALT --default-actions &M, EBEZ
NERAR | BATRESNBIREANRNE,

--default-actions '[{
"Type":"forward",
"ForwardConfig":{
"TargetGroups":[
{"TargetGroupArn":"target-group-1-arn","Weight":50},
{"TargetGroupArn":"target-group-2-arn","Weight":50}

}
I

CloudFormation
BZE HTTP RTS8

E N R R B EIRAWS: :ElasticLoadBalancingV2::Listenero AT REI&BIE— HTTP {1735 ,
HBRIAAN S FREFK ZRIEE B R4,

Resources:
myHTTPlistener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:

LoadBalancerArn: !Ref mylLoadBalancer
Protocol: HTTP
Port: 80
DefaultActions:
- Type: "forward"
TargetGroupArn: !Ref myTargetGroup

RORERRBREUERNMNEREAZRASERE , BEM ForwardConfig Bit, EEZ N BHFRA
B, BATREEA BARARNNRE.

Resources:
myHTTPlistener:
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-listener.html
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Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: HTTP
Port: 80
DefaultActions:
- Type: "forward"
ForwardConfig:
TargetGroups:
- TargetGroupArn: !Ref TargetGroupl
Weight: 50
- TargetGroupArn: !Ref TargetGroup2
Weight: 50

Rz A2 A B9 2R Ry SSL iEF

HENNRARFABOERET2MITRN , XAEARIER LHBEL —NMEB, AFBHERE
E X.509 iEH ( SSL/TLS MRSFR[IES ) o EHRBIUEBMRIM (CA) MEANBFLE D, EHEE
PRREE, AR, 28%H. FISURAHTENRFES,

EORATRBIGERMIERN , E4AEEHE. EPLNRBLTNEBENLEHBICRKEE , LK
BAVEBRIE TLS E#HE. MRFEER , WREBF2ME,

MR IERIEETEREESE (FQDN) ( /20 www.example.com ) IR A ( 50
example.com) ., ZEAUEAES (*) ENBEREFE—EHFNSNELIEHR. BREBEMFIE
Bt , S () XA TEHBNREMMLE , HERERP —NFEHRKE. Hlan , *.example.com R
# corp.example.com # images.example.com , B ERY test.login.example.como. 3
BEEE , *.example.com {R¥* example.com W FiF , MARP BRI (example. com),
BREABMIEREIERH Subject ( £F ) FEF Subject Alternative Name ( EBEXREH ) TR
b, BXNEBUEPNESZER , 525 (AWS Certificate Manager A 1ER) H#Y Request a public
certificateo

RANEBWIEER AWS Certificate Manager (ACM) H & 19 # 25 0122, ACM XiFEHF
2048, 3072 1 4096 [V Z4AKEH RSA I+ , LAKFTE ECDSA iE$H, ACM E Elastic Load
Balancing ££F% , MAMEER AT UERE @R LIBIEH, BXEZER , S AWS Certificate
Manager i P $5R o

WmE , WA LAFEA SSL/TLS TEBIBIUEHERIER (CSR) , ARBEIRE CA LER CSR AERIES ,
REFESH S A ACM SURHER L& F) AWS Identity and Access Management (IAM). BXFFIEH S
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https://docs.aws.amazon.com/acm/latest/userguide/acm-public-certificates.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-public-certificates.html
https://aws.amazon.com/certificate-manager/
https://docs.aws.amazon.com/acm/latest/userguide/
https://docs.aws.amazon.com/acm/latest/userguide/
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A ACM WER , IS AWS Certificate Manager Fi PR EFIER S A, BXFGFIEH LEZ IAM
NWEZER , BFZ5H IAM AP B EA RS SFIE,

BRIAIE 5
Bl HTTPS (I E8EY , BALUEE—MEB. WIEBHHNBIAES, 2B HTTPS KSR , BAN
BRBIALS. BXESEL , #5H BRBNESR,

MRELERIRPEEEMIER , MXEFFIRETERRSSHFBMHIET (SNI) B ER FEZE
EENBREBINRPXBLTEERE , FERARINES,

MREAEEHMIPEZTEELE - ARFEREESNLENAESF WA AERABEFIERLHN
IEBRY BB INEREZ AR (SAN).

UEH 5l &

|2 HTTPS (TEs/E , BAILAMIEPFIRFNIES, MBEFEHCIETMITEE AWS EEZEGHEAS | 1
RINARNEFEBINERRMBERTERD, BN , IEBIRAE, FRIERFINRAENHYESRER—
wWALEXESANE  HAENEREFENIER, BXEZER |, H5H FEBFINEERIIR,

MRS ERFEAXZIST SNI W ERIEPEREE, NRFFHRENENE SERIIRPH—MEB T
Bl , MASSE AR, MRFFHRREHNENRSEBIRPOSMEBEE , WAKSE
BFIARE IR A IS REIER, REBEIATIRE , B TERNIRFERIES

- NERAEE (ECDSA £%F RSA)

- THARTE ( HIFARIH )

- BHREEZ(EERSHAMAR MD5 ) . WREZA SHAUES |, ML KEA SHA BJER KIS,
- BRKE (BERKAHE)

- BEXH

NHEBERL R ASFEEREFREENENBNOEF HRENIERS. BXEZER , BZH &
REEEIEE

UEPHERTT

SMEPLBEARAR, ELFTBREFRBER ST HERABHERNEMEH. XBHERIN
EHFERIIRFPMIES, RITHBRIEBFEHARGERTRERIIWHAITHINER , ALGEED
EESTHERNER, SITERH2E , FNERREAKZITENIER. ERIEPZE , FBFRFE
RFE$,
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https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html
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BO RO T AN EE IR EIT B

- HZMNHEEEESIRME AWS Certificate Manager HE B RN A 9E S LNEB LB E
T ACM £ZREFH LTI, BXREZEER , S H AWS Certificate Manager i F 18
BRI EL],

- MREEFFEBSAACM , WATEMIERHE Y EHHAEIBRNET. EXELERE , BSH
AWS Certificate Manager i F3§EH S AE$,

- MRZERUEBSA IAM | MAFCIE —NFIED , FZFEHS A ACM T IAM 1, FHZFHIE
BAMBAEDERR | ANRBIIEIM BRI HAYIES,

R T2 Fr U s 9 B 2R By 2 & SR g

Elastic Load Balancing ffFfl — /122 E#&EF = (SSL) WEERE (MM NELELER ) EEF RS HESE
R BIhE SSL iE#E., Z2XKEMNUNBBHAES, MUEEFHRSERSSHEZHEIZTLEE B
REEFHEARTER[ZEEZENMERERRILZRE., ZREEFEAMERACNRREESNME
B, MMUEASTEBX Internet EBRIFEH TINE, £ EEPEIED , FRHENARSERES
BRERTNFRES B XFNEBMDUNTIER. BRIAMERT , 2T ERERRSHIRPESEM
—NEF RN ZE TR E —NEB,

EEREM

« HTTPS MR TEEREREEKMK, NREEBRMNWRNIRIEEZERKE , RIFEARIAZLE
Bo BRIARSREEEURTELIZ HTTPS BRI A= ¢

o BHA  MIAZ KN ELBSecurityPolicy-TLS13-1-2-Res-PQ-2025-09,

. Ht753% (i AWS CLI AWS CloudFormation, 1 AWS CDK ) -BRIAR 4 s
=ELBSecurityPolicy-2016-08,

- EEENFGEREZBE RN TLS DIURAE ( BEFRMUE 5 ) MEAXKR ( BEFRAUE
13) , FEAEZASHREMNNBESRE. BXESERE , BERHEERS.

- UPQWENLZERXBREBARESFEFEARR., HTHREMLER , eMNXBELANFEF ML-
KEM ZARE %, BEFmLATIE ML-KEM B4R | TREFERRESFE T TLS #H1TH4
X, BEARE TR secp256r1, secp384r1 Fl X25519 EEMLKEM768, MLKEM1024
MLKEM768 EXEZEE , BSRGETEBE,

« AWS B EBFHHWETFFE T TLS (PQ-TLS) WZ £ FKEEH, ELBSecurityPolicy-
TLS13-1-2-Res-PQ-2025-09 ELBSecurityPolicy-TLS13-1-2-FIPS-PQ-2025-09i%%
BN X FREBIHERS PQ-TLS, PR TLS 1.3 HAXPR TLS 1.2 WEFIHRBREGRAME , M
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https://docs.aws.amazon.com/acm/latest/userguide/managed-renewal.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-connection-logs.html
https://aws.amazon.com/security/post-quantum-cryptography/
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MExARE##BDOEEFNBELEHRNRS . BEENEFHRNARFEF R HENBHAR
BRIRIEWN T PQ-TLS WWEESD , B ZE S EB I E KN L KK,

s ATHEZEEZAEL TLS HMURAHNEAUNZEMURE  REN TIREECHAAZBHNESR
P, BEUERAES —F ELBSecurityPolicy-TLS- 2 %KM, BEEEHXNNARFARYE
SRHVEREY TLS thURA , B ARSI ESEE AR BEEZHREMNNIGR AERE, BXE
ZER , BZHIERBE.

o WAL BIERE AWS MK B9 IAM Y Elastic Load Balancing &4+ % 57 F BR 5542 4 SR BE
(SCPs) RFR&IA - Al LAEA LR £ KM, AWS Organizations BEXEZER |, H5H (AWS
Organizations FAF#E8F) HHI RS2 HIKEE (SCPs).

. {NE$ TLS 1.3 MER LR (FS), X TLS 1.3 M TLS 1.2 B/XVE& TLS_* A ECDHE_*
BABBEREERME FS,

- NMARFHEIIERIIEER PSK (TLS 1.3) M4 1E IDs/session ZiE ( TLS 1.2 RERMA ) 1k
E TLS, REEZIMEENNARFATIOE:SS P it F XHIRE, REM O0-RTT HRIEIhEER
early_data ¥ &.

- Application Load Balancer T X BE N Z £ K,

- NRAEFAEIIE RN B IREEN SSL BN,

REM

7
- EEIE-AHHEERNAEREMTRBLAEARTNREEE, ENRAROESRNFELELM
MERERIESHREANZERBTIRENZLERE , BRRER— N REMTSR 2 ANABEREMIT
2, ERREMITHENEZTLERE , ARtZEMaR TR,

* FIPS GEF TLS KHEM FIPS Rig—HRAE

- JGETF TLS KA FIPS = FIPS FEF TLS KHE—FHAE

 TLS KB ( 3E FIPS non-post-quantum ) 1 FIPS = FIPS EE ¥ TLS %X
« TLS B ( 3E FIPS non-post-quantum ) MI/S&F TLS KIE-THA

I

R

- BALLARATHREZRETERATEREENZEEK, EREENZEEBEURTMTERZ
2R, MREFTXRELA :
« FIPS FEF TLS FK-FEimiEREFEH ELBSecurityPolicy-TLS13-1-0-FIPS-PQ-2025-09
 FIPS REE-EmIEEME A ELBSecurityPolicy-TLS13-1-0-FIPS-2023-04
- FET TLS REE-FIREREMF A ELBSecurityPolicy-TLS13-1-0-PQ-2025-09
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« ELBSecurity B %-tls-1-1-2017-01
 ELBSecurityB{%£-2016-08

ZHEH

c030
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B AR A EER

BBB

OpenSSL — 25 6- ECDHE-ECDSA-
AES SHA384

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_256_CBC_ SHA384

R REE

« ELBSecurityBtR-TLS13 -1-2-2021-06

« ELBSecurity B3R TLS13 -1-2-PQ-2
025-09

« ELBSecurity B3R TLS13 -1-2-Ext2
-2021-06

 ELBSecurityB{%€-1-2-ext2-TLS13
pg-2025-09

« ELBSecurity B3R TLS13 -1-2-Ext1
-2021-06

 ELBSecurityB{%€-1-2-ext1-TLS13
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

« ELBSecurityB%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
» ELBSecurityPolicy-tls-1-2-2017-01

« ELBSecurity Bt -tls-1-1-2017-01

+ ELBSecurityB(%-2016-08

ZHEH

c024
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B AR A EER

BBB

OpenSSL — 25 6- ECDHE-RSA-AES
SHA384

IANA — TLS_ECDHE_RSA _WITH
_AES_256_CBC_ SHA384

OpenSSL — 256-SHA ECDHE-ECDSA-

AES

IANA : TLS_ECDHE_ECDSA W
ITH_AES_256_CBC_SHA

R REE

« ELBSecurityBtR-TLS13 -1-2-2021-06

« ELBSecurity B3R TLS13 -1-2-PQ-2
025-09

 ELBSecurity {3 TLS13 -1-2-Ext2
-2021-06

+ ELBSecurityB{ZR-1-2-ext2-TLS13
pq-2025-09

 ELBSecurity Bt TLS13 -1-2-Ext1
-2021-06

+ ELBSecurityB{%R-1-2-ext1-TLS13
pq-2025-09

« ELBSecurity BtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

« ELBSecurityB{%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurityPolicy-tls-1-2-2017-01

« ELBSecurity Bt 3R-tls-1-1-2017-01
 ELBSecurityB(%£-2016-08

« ELBSecurity 3K TLS13 -1-2-Ext2
-2021-06

+ ELBSecurityB{ZR-1-2-ext2-TLS13
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt®-1-0 TLS13 -2021-06

« ELBSecurityB%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity Bt %-tls-1-1-2017-01
+ ELBSecurityB{%-2016-08

ZHEH

c028

c00a
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B AR A EER

BBB

OpenSSL — 256-SHA ECDHE-RSA-
AES

IANA : TLS_ECDHE_RSA_WIT
H_AES_256_CBC_SHA

OpenSSL — AES128 G CM-SHA256

IANA — TLS_RSA WITH_AES _1
28_GCM_ SHA256

gogcay ) REEH
« ELBSecurity B TLS13 -1-2-Ext2 c014
-2021-06
+ ELBSecurityB{ZR-1-2-ext2-TLS13
pg-2025-09
« ELBSecurityB{ZR-TLS13 -1-1-2021-06
+ ELBSecurityB{%&-1-0 TLS13 -2021-06
« ELBSecurityBt%-1-0 TLS13-PQ-
2025-09
» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity Bt %-tls-1-1-2017-01
 ELBSecurityB{%£-2016-08
 ELBSecurity B3 TLS13 -1-2-Ext2 9c
-2021-06
+ ELBSecurityB{ZR-1-2-ext2-TLS13
pg-2025-09
 ELBSecurity (%€ TLS13 -1-2-Ext1
-2021-06
+ ELBSecurityB{ZR-1-2-ext1-TLS13
pg-2025-09

ELBSecurity B Z&-TLS13 -1-1-2021-06
ELBSecurity{2€-1-0 TLS13 -2021-06

ELBSecurity Bl %R-1-0 TLS13-PQ-
2025-09

ELBSecurityPolicy-tls-1-2-ext-2018-06
ELBSecurityPolicy-tls-1-2-2017-01
ELBSecurity B %-tls-1-1-2017-01
ELBSecurityB{%-2016-08
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RBEEN grge a1 REEMS
OpenSSL — AES128 SHA256 + ELBSecurity B3 TLS13 -1-2-Ext2 3c
-2021-06
IANA — TLS_RSA WITH_AES_1 ELBS ity B 1 -2-ext2-TLS13
28_CBC_ SHA256 e
pq-2025-09
« ELBSecurity {3 TLS13 -1-2-Ext1
-2021-06
+ ELBSecurityB{ZR-1-2-ext1-TLS13
pq-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

« ELBSecurityB{%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurityPolicy-tls-1-2-2017-01

« ELBSecurity B 3R-tls-1-1-2017-01
 ELBSecurityB{%£-2016-08

OpenSSL —SHA AES128 - ELBSecurity % TLS13 -1-2-Ext2 of
-2021-06

IANA : TLS RSA WITH_AES_ L BSeourtv B 1-2-ox(2-TLS 13

128 _CBC_SHA ecurityBior-l-c-exte
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

« ELBSecurityB%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity Bt %-tls-1-1-2017-01
+ ELBSecurityB{%-2016-08
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B AR A EER

BBB
OpenSSL — AES256 G CM-SHA384

IANA — TLS_RSA _WITH_AES_2
56_GCM_ SHA384

R REE

 ELBSecurityB{® TLS13 -1-2-Ext2
-2021-06

+ ELBSecurityB{ZR-1-2-ext2-TLS13
pg-2025-09

« ELBSecurity {3 TLS13 -1-2-Ext1
-2021-06

+ ELBSecurityB{ZR-1-2-ext1-TLS13
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

 ELBSecurityB{%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
» ELBSecurityPolicy-tls-1-2-2017-01

« ELBSecurity Bt %-tls-1-1-2017-01
 ELBSecurityB{%£-2016-08

ZHEH

9d
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B AR A EER

BBB
OpenSSL — AES256 SHA256

IANA — TLS_RSA _WITH_AES_2
56_CBC_ SHA256

OpenSSL —SHA AES256

IANA : TLS_RSA WITH_AES_
256_CBC_SHA

R REE ZHEH

« ELBSecurity B3R TLS13 -1-2-Ext2 3d
-2021-06

 ELBSecurityB{%€-1-2-ext2-TLS13
pg-2025-09

« ELBSecurity B3R TLS13 -1-2-Ext1
-2021-06

 ELBSecurity Bl %€-1-2-ext1-TLS13
pg-2025-09

« ELBSecurity BtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

« ELBSecurityB&-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
» ELBSecurityPolicy-tls-1-2-2017-01

« ELBSecurity Bt -tls-1-1-2017-01
 ELBSecurityB{%-2016-08

 ELBSecurity B3 TLS13 -1-2-Ext2 35
-2021-06

+ ELBSecurityB{%R-1-2-ext2-TLS13
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt®-1-0 TLS13 -2021-06

« ELBSecurityB%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity Bt %-tls-1-1-2017-01
+ ELBSecurityB{(%-2016-08
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FIPS &4 XK

EXFBE B IESRHE ( FIPS ) REXEFMMEARBFIRA |, EFHE 7R ERBE BN INZERL
Z2ER, ETHESZEER |, 55 AWS Cloud K2 ME& M M TUHE L Y EE B FB{E A IEFR
( FIPS ) 140,

FiE FIPS KB FIA AWS-LC FIPS BiIFWIMNZEIR, ETHESZELE , S H NIST Cryptographic
Module Validation Program M5 _E# AWS-LC Cryptographic Module TTH

/A Important

K B& ELBSecurityPolicy-TLS13-1-1-FIPS-2023-04 # ELBSecurityPolicy-
TLS13-1-0-FIPS-2023-04 RR AT SIHRFAMIEH, B AMIEHZ FIPS140 {ERE
F FIPS 11 , BENIABER S HFE NIST TLS BLEH ™.

&

« BRBEXI DI
- BRBXI D WED
- BREBX 28K

B R BE X 7 Y 1L

TRERT B FIPS R R IFH NI

TERM TLS TLS TLS TLS
1.3 1.2 1.1 1.0
ELBSecurityl % TLS13 -1-3-FIPS-2023-04 s s &
= =] =] =]
ELBSecurityl%€-1-3-FIP TLS13 S-PQ-2025-09 s s '3
= =) =) =)
ELBSecurityl % TLS13 -1-2-FIPS-2023-04 s &
= = =) =)
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B AR A EER

BEREE

ELBSecurity B %€-1-2-FIP TLS13 S-PQ-2025-09

ELBSecurity B 2R -1-2-res TLS13-fips-2023-04

ELBSecurity Bk -1-2-res-f TLS13 ips-pg-2025-09

ELBSecurity B %€-1-2-ext2-f TLS13 ips-2023-04

ELBSecurity Bl 2R -1-2-ext2-f TLS13 ips-pg-2025-09

ELBSecurity Bl %&-1-2-ext1-f TLS13 ips-2023-04

ELBSecurity B & -1-2-ext1-f TLS13 ips-pg-2025-09

ELBSecurity Bl %&-1-2-ext0 TLS13-fips-2023-04

ELBSecurity B 2R -1-2-ext0-f TLS13 ips-pg-2025-09

ELBSecurity % TLS13 -1-1-FIPS-2023-04

ELBSecurity B 2&-1-0 TLS13-FIPS-2023-04

ELBSecurity B %€-1-0-FIP TLS13 S-PQ-2025-09

TLS
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fim

fim

fim
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fm
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fm

fm

pil

fim

Him
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fim

fim
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pil
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Him

TLS
1.1

=l

pil

fim

Him
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R BE X 7 B B D

TRERT B FIPS R RIS ED,

Foge s

ELBSecurity B2 TLS13 -1-3-FIPS-2023-04
ELBSecurityB{%&-1-3-FIP TLS13 S-PQ-2025-09
ELBSecurity B2 TLS13 -1-2-FIPS-2023-04

ELBSecurityB{Z&-1-2-FIP TLS13 S-PQ-2025-09

ELBSecurity B 2k-1-2-res TLS13-fips-2023-04

ELBSecurity B Z&-1-2-res-f TLS13 ips-pg-20
25-09

ELBSecurity Bl 2R -1-2-ext2-f TLS13 ips-2023-04

ELBSecurity B Z€-1-2-ext2-f TLS13 ips-pg-20
25-09

=g

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
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B AR A EER

BEREE

ELBSecurity Bl 2R -1-2-ext1-f TLS13 ips-2023-04

ELBSecurity Bt -1-2-ext1-f TLS13 ips-pg-20
25-09

=55

ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-RSA--SHA AES256
ECDHE-ECDSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
AES128-GCM-SHA256
AES128-SHA256
AES256-GCM-SHA384
AES256-SHA256
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TR )
ELBSecurity Bt -1-2-ext0 TLS13-fips-2023-04  + TLS_AES_128_GCM_ SHA256
ELBSecurity B #-1-2-ext0-f TLS13 ips-pg-20 * TLS_AES_256_GCM._ SHA384
- + ECDHE-ECDSA-GCM-AES128 SHA256
+ ECDHE-RSA-GCM-AES128 SHA256
+ ECDHE-ECDSA--AES128 SHA256
+ ECDHE-RSA-AES128 SHA256
- ECDHE-ECDSA--SHA AES128
+ ECDHE-RSA-SHA AES128
+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA-GCM-AES256 SHA384
+ ECDHE-ECDSA--AES256 SHA384
+ ECDHE-RSA-AES256 SHA384
+ ECDHE-RSA-SHA AES256
+ ECDHE-ECDSA--SHA AES256
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B AR A EER

BEREE

ELBSecurityB % TLS13 -1-1-FIPS-2023-04

=55

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-RSA--SHA AES256
ECDHE-ECDSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
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BEREE =g

ELBSecurity B %€-1-0 TLS13-FIPS-2023-04

TLS_AES_128_GCM_ SHA256

+ TLS_AES_256_GCM_ SHA384

+ ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256

+ ECDHE-ECDSA--AES128 SHA256

+ ECDHE-RSA--AES128 SHA256

+ ECDHE-ECDSA--SHA AES128

+ ECDHE-RSA--SHA AES128

+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384

+ ECDHE-ECDSA--AES256 SHA384

+ ECDHE-RSA--AES256 SHA384

+ ECDHE-RSA--SHA AES256

+ ECDHE-ECDSA--SHA AES256

+ AES128-GCM-SHA256

+ AES128-SHA256

+ AES128-SHA

+ AES256-GCM-SHA384

+ AES256-SHA256

+ AES256-SHA

ELBSecurity B %€-1-0-FIP TLS13 S-PQ-2025-09

BB X 72 B R B
TRER T ZFFNRDH FIPS ZEXKMK,

TR Eoge o BREH
OpenSSL — TLS_AES_128 _GCM_ « ELBSecurityBt® TLS13 -1-3-FIPS 1301
SHA256 -2023-04

IANA — TLS_AES_128_GCM_ SHA256
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B AR A EER

BBB

R REE

ELBSecurityB{%&-1-3-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-res TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-res-f TLS13 ips-
pg-2025-09

ELBSecurity B2 TLS13 -1-2-FIPS
-2023-04

ELBSecurity B %&-1-2-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurityB€ TLS13 -1-1-FIPS
-2023-04

ELBSecurityB(%€-1-0 TLS13-FIP
S-2023-04

ELBSecurityB{%&-1-0-FIP TLS13 S-
PQ-2025-09

ZHEH
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B AR A EER

BBB

OpenSSL — TLS_AES_256_GCM_
SHA384

IANA — TLS_AES_256_GCM_ SHA384

R REE

+ ELBSecurityBt® TLS13 -1-3-FIPS
-2023-04

+ ELBSecurityB%-1-3-FIP TLS13 S-
PQ-2025-09

« ELBSecurity (%R -1-2-res TLS13-fip
s-2023-04

 ELBSecurityB{%€-1-2-res-f TLS13 ips-
pg-2025-09

« ELBSecurity B3R TLS13 -1-2-FIPS
-2023-04

 ELBSecurityB{%€-1-2-FIP TLS13 S-
PQ-2025-09

« ELBSecurityB{%€-1-2-ext2-f TLS13
ips-2023-04

« ELBSecurityB{%€-1-2-ext2-f TLS13
ips-pq-2025-09

« ELBSecurityB{%€-1-2-ext1-f TLS13
ips-2023-04

 ELBSecurityB{%€-1-2-ext1-f TLS13
ips-pq-2025-09

« ELBSecurity Bl %&-1-2-ext0 TLS13-fip
s-2023-04

« ELBSecurity B{%€-1-2-ext0-f TLS13
ips-pq-2025-09

+ ELBSecurityBt® TLS13 -1-1-FIPS
-2023-04

 ELBSecurityB{%-1-0 TLS13-FIP
S-2023-04

« ELBSecurityBt%-1-0-FIP TLS13 S-
PQ-2025-09

ZHEH

1302
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B AR A EER

BBB

OpenSSL — ECDHE-ECDSA-AES 128-
GCM-SHA256

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_128_GCM_ SHA256

R REE

ELBSecurity B Z&-1-2-res TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-res-f TLS13 ips-
pg-2025-09

ELBSecurityB{€ TLS13 -1-2-FIPS
-2023-04

ELBSecurityB{%&-1-2-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurityB{€ TLS13 -1-1-FIPS
-2023-04

ELBSecurity B %€-1-0 TLS13-FIP
S-2023-04

ELBSecurityB{%&-1-0-FIP TLS13 S-
PQ-2025-09
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B AR A EER

BBB

OpenSSL — ECDHE-RSA-AES 128-
GCM-SHA256

IANA — TLS_ECDHE_RSA _WITH
_AES_128_GCM_ SHA256

R REE

ELBSecurity B &-1-2-res TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-res-f TLS13 ips-
pg-2025-09

ELBSecurityl{ 2 TLS13 -1-2-FIPS
-2023-04

ELBSecurity B %&-1-2-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurity Bk TLS13 -1-1-FIPS
-2023-04

ELBSecurity{2&-1-0 TLS13-FIP
S-2023-04

ELBSecurity Bt %&-1-0-FIP TLS13 S-
PQ-2025-09
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B AR A EER

BBB

OpenSSL — 12 8- ECDHE-ECDSA-
AES SHA256

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_128_CBC_ SHA256

R REE ZHEH

ELBSecurity {3 TLS13 -1-2-FIPS c023
-2023-04

ELBSecurityB{%&-1-2-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurity € TLS13 -1-1-FIPS
-2023-04

ELBSecurityB(%€-1-0 TLS13-FIP
S-2023-04

ELBSecurityB{%&-1-0-FIP TLS13 S-
PQ-2025-09
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B AR A EER

BBB

OpenSSL — 12 8- ECDHE-RSA-AES
SHA256

IANA — TLS_ECDHE_RSA _WITH
_AES_128_CBC_ SHA256

R REE

ZHEH

ELBSecurity {2k TLS13 -1-2-FIPS c027
-2023-04

ELBSecurity B %&-1-2-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurity & TLS13 -1-1-FIPS
-2023-04

ELBSecurity{2&-1-0 TLS13-FIP
S-2023-04

ELBSecurity Bt %&-1-0-FIP TLS13 S-
PQ-2025-09

FIPS R4 KR
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B AR A EER

BBB

OpenSSL — 128-SHA ECDHE-ECDSA-
AES

IANA : TLS_ECDHE_ECDSA_ W
ITH_AES_128 CBC_SHA

OpenSSL — 128-SHA ECDHE-RSA-
AES

IANA : TLS_ECDHE_RSA_WIT
H_AES_128 CBC_SHA

goge e RBEH

+ ELBSecurity Bk -1-2-ext2-f TLS13 c009
ips-2023-04

+ ELBSecurity %K -1-2-ext2-f TLS13
ips-pq-2025-09

« ELBSecurity Bl %€-1-2-ext0 TLS13-fip
s-2023-04

+ ELBSecurity %R -1-2-ext0-f TLS13
ips-pq-2025-09

 ELBSecurityB(%& TLS13 -1-1-FIPS
-2023-04

- ELBSecurityB%-1-0 TLS13-FIP
S-2023-04

+ ELBSecurityB%-1-0-FIP TLS13 S-
PQ-2025-09

+ ELBSecurity Bk -1-2-ext2-f TLS13 c013

ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurity & TLS13 -1-1-FIPS
-2023-04

ELBSecurityBt2R-1-0 TLS13-FIP
S-2023-04

ELBSecurity Bt %&-1-0-FIP TLS13 S-
PQ-2025-09

FIPS R4 KR
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B AR A EER

BBB

OpenSSL — ECDHE-ECDSA-AES 256-
GCM-SHA384

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_256_GCM_ SHA384

R REE

ELBSecurity B Z&-1-2-res TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-res-f TLS13 ips-
pg-2025-09

ELBSecurityB{€ TLS13 -1-2-FIPS
-2023-04

ELBSecurityB{%&-1-2-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurityB{€ TLS13 -1-1-FIPS
-2023-04

ELBSecurity B %€-1-0 TLS13-FIP
S-2023-04

ELBSecurityB{%&-1-0-FIP TLS13 S-
PQ-2025-09

FIPS R4 KR
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B AR A EER

BBB

OpenSSL — ECDHE-RSA-AES 256-
GCM-SHA384

IANA — TLS_ECDHE_RSA _WITH
_AES_256_GCM_ SHA384

R REE

ELBSecurity B &-1-2-res TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-res-f TLS13 ips-
pg-2025-09

ELBSecurityl{ 2 TLS13 -1-2-FIPS
-2023-04

ELBSecurity B %&-1-2-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurity Bk TLS13 -1-1-FIPS
-2023-04

ELBSecurity{2&-1-0 TLS13-FIP
S-2023-04

ELBSecurity Bt %&-1-0-FIP TLS13 S-
PQ-2025-09

FIPS R4 KR
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B AR A EER

BBB

OpenSSL — 25 6- ECDHE-ECDSA-
AES SHA384

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_256_CBC_ SHA384

R REE ZHEH

ELBSecurity {3 TLS13 -1-2-FIPS c024
-2023-04

ELBSecurityB{%&-1-2-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurity € TLS13 -1-1-FIPS
-2023-04

ELBSecurityB(%€-1-0 TLS13-FIP
S-2023-04

ELBSecurityB{%&-1-0-FIP TLS13 S-
PQ-2025-09

FIPS R4 KR
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B AR A EER

BBB

OpenSSL — 25 6- ECDHE-RSA-AES
SHA384

IANA — TLS_ECDHE_RSA _WITH
_AES_256_CBC_ SHA384

R REE

ZHEH

ELBSecurity {2k TLS13 -1-2-FIPS c028
-2023-04

ELBSecurity B %&-1-2-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurity & TLS13 -1-1-FIPS
-2023-04

ELBSecurity{2&-1-0 TLS13-FIP
S-2023-04

ELBSecurity Bt %&-1-0-FIP TLS13 S-
PQ-2025-09

FIPS R4 KR
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B AR A EER

BBB

OpenSSL — 256-SHA ECDHE-ECDSA-
AES

IANA : TLS_ECDHE_ECDSA_ W
ITH_AES_256_CBC_SHA

OpenSSL — 256-SHA ECDHE-RSA-
AES

IANA : TLS_ECDHE_RSA_WIT
H_AES_256_CBC_SHA

goge e RBEH

+ ELBSecurity Bk -1-2-ext2-f TLS13 c00a
ips-2023-04

+ ELBSecurity %K -1-2-ext2-f TLS13
ips-pq-2025-09

« ELBSecurity Bl %€-1-2-ext0 TLS13-fip
s-2023-04

+ ELBSecurity %R -1-2-ext0-f TLS13
ips-pq-2025-09

 ELBSecurityB(%& TLS13 -1-1-FIPS
-2023-04

- ELBSecurityB%-1-0 TLS13-FIP
S-2023-04

+ ELBSecurityB%-1-0-FIP TLS13 S-
PQ-2025-09

+ ELBSecurity Bk -1-2-ext2-f TLS13 c014

ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurity & TLS13 -1-1-FIPS
-2023-04

ELBSecurityBt2R-1-0 TLS13-FIP
S-2023-04

ELBSecurity Bt %&-1-0-FIP TLS13 S-
PQ-2025-09

FIPS R4 KR
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B AR A EER

BBB
OpenSSL — AES128 G CM-SHA256

IANA — TLS_RSA WITH_AES _1
28_GCM_ SHA256

OpenSSL — AES128 SHA256

IANA — TLS_RSA WITH_AES _1
28 _CBC_ SHA256

goge e RBEH

+ ELBSecurity Bk -1-2-ext2-f TLS13 9c
ips-2023-04

+ ELBSecurity %K -1-2-ext2-f TLS13
ips-pq-2025-09

« ELBSecurity %k -1-2-ext1-f TLS13
ips-2023-04

« ELBSecurity %k -1-2-ext1-f TLS13
ips-pq-2025-09

 ELBSecurityB(%& TLS13 -1-1-FIPS
-2023-04

- ELBSecurityB%-1-0 TLS13-FIP
S-2023-04

+ ELBSecurityB%-1-0-FIP TLS13 S-
PQ-2025-09

+ ELBSecurity Bk -1-2-ext2-f TLS13 3c
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pq-2025-09

ELBSecurity & TLS13 -1-1-FIPS
-2023-04

ELBSecurity{%€-1-0 TLS13-FIP
S-2023-04

ELBSecurity Bt %&-1-0-FIP TLS13 S-
PQ-2025-09

FIPS R4 KR
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B AR A EER

2L
OpenSSL —SHA AES128

IANA : TLS_RSA WITH_AES_
128_CBC_SHA

OpenSSL — AES256 G CM-SHA384

IANA — TLS_RSA WITH_AES_2
56_GCM_ SHA384

R REE

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pq-2025-09

ELBSecurityB{3& TLS13 -1-1-FIPS
-2023-04

ELBSecurity B%-1-0 TLS13-FIP
S-2023-04

ELBSecurity Bt %&-1-0-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B2k TLS13 -1-1-FIPS
-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pq-2025-09
ELBSecurityt%€-1-0 TLS13-FIP
S-2023-04

ELBSecurity Bt %&-1-0-FIP TLS13 S-
PQ-2025-09

ZHEH

2f

9d

FIPS R4 KR
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EBEWR goge e RBEH
OpenSSL — AES256 SHA256 + ELBSecurity Bk -1-2-ext2-f TLS13 3d
ips-2023-04

IANA — TLS_RSA _WITH_AES_2

56_CBC_ SHA256  ELBSecurityB{%-1-2-ext2-f TLS13

ips-pq-2025-09

« ELBSecurity %k -1-2-ext1-f TLS13
ips-2023-04

« ELBSecurity %k -1-2-ext1-f TLS13
ips-pq-2025-09

 ELBSecurityB(%& TLS13 -1-1-FIPS
-2023-04

« ELBSecurityB{%k-1-0 TLS13-FIP
S-2023-04

 ELBSecurityB{%-1-0-FIP TLS13 S-
PQ-2025-09

OpenSSL —SHA AES256 « ELBSecurityB{%€-1-2-ext2-f TLS13 35
ips-2023-04

« ELBSecurity B %€-1-2-ext2-f TLS13
ips-pq-2025-09

 ELBSecurityBt® TLS13 -1-1-FIPS
-2023-04

 ELBSecurityB(%-1-0 TLS13-FIP
S-2023-04

« ELBSecurityBt%-1-0-FIP TLS13 S-
PQ-2025-09

IANA : TLS_RSA WITH_AES_
256_CBC_SHA

FS ISR EE

FS (MAIRE ) XENZT2RBEIEAME-—WENSERN , R4 THENERRERGTFIAMR
[, BMERZENKMBRAWME | Xt LA X IRV SR # T
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B AR A EER

ATHNREXEFS, BHERPEEFS'FH, ER

, XEF T RME— X5 FS RIREE, XX

TLS 1.3 R B XM AR (FS). X4 TLS 1.3 # TLS 1.2 BR‘EE TLS_* M ECDHE_* %X HH

RYSREE iR FS.

A&

« BRBEXI 2B
- BRBEXI 2 WED
- BREBX 2R

B R BE X 7 Y L

TRERT B FS TEFN T LRI IFNIHIL

T2 R

ELBSecurityPolicy-fs-1-2-res-2020-10

ELBSecurityPolicy-fs-1-2-res-2019-08

ELBSecurityPolicy-fs-1-2-2019-08

ELBSecurityPolicy-fs-1-2019-08

ELBSecurity B 2R -fs-2018-06

R BE X 7 B B 8D

TRERT B FS XEHN TR IFNED,

TLS
1.3

s

5

5

5

5

TLS
1.2

fim

fim

fim

i

fim

TLS
1.1

i

fim

TLS
1.0
s X
=l
5 >’
=l
5 >’
=l
5.4
=)
=

FS Z#FHI SRS
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B AR A EER

BEREE

ELBSecurityPolicy-fs-1-2-res-2020-10

ELBSecurityPolicy-fs-1-2-res-2019-08

ELBSecurityPolicy-fs-1-2-2019-08

ELBSecurityPolicy-fs-1-2019-08

=g

+ ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256
+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384

+ ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256

+ ECDHE-ECDSA--AES128 SHA256

+ ECDHE-RSA--AES128 SHA256

+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384

+ ECDHE-ECDSA--AES256 SHA384

+ ECDHE-RSA--AES256 SHA384

+ ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256

+ ECDHE-ECDSA--AES128 SHA256

+ ECDHE-RSA--AES128 SHA256

+ ECDHE-ECDSA--SHA AES128

+ ECDHE-RSA--SHA AES128

+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384

+ ECDHE-ECDSA--AES256 SHA384

+ ECDHE-RSA--AES256 SHA384

+ ECDHE-RSA--SHA AES256

+ ECDHE-ECDSA--SHA AES256

+ ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256
+ ECDHE-ECDSA--AES128 SHA256

FS Z#FHI SRS
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BEREE A
+ ECDHE-RSA--AES128 SHA256
+ ECDHE-ECDSA--SHA AES128
+ ECDHE-RSA--SHA AES128
+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384
+ ECDHE-ECDSA--AES256 SHA384
+ ECDHE-RSA--AES256 SHA384
+ ECDHE-RSA--SHA AES256
+ ECDHE-ECDSA--SHA AES256

ELBSecurity B %R-fs-2018-06 + ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256
+ ECDHE-ECDSA--AES128 SHA256
+ ECDHE-RSA--AES128 SHA256
+ ECDHE-ECDSA--SHA AES128
+ ECDHE-RSA--SHA AES128
+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384
+ ECDHE-ECDSA--AES256 SHA384
+ ECDHE-RSA--AES256 SHA384
+ ECDHE-RSA--SHA AES256
+ ECDHE-ECDSA--SHA AES256

R 7 B9 R B
TRERT XEFENEEH FS XEHEN T 2R,

B A R R BREH

OpenSSL — ECDHE-ECDSA-AES 128- -« ELBSecurityPolicy-fs-1-2-res-2020-10  c02b
GCM-SHA256 - ELBSecurityPolicy-fs-1-2-res-2019-08

FS X #FH KB 119
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B AR A EER

BBB

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_128_GCM_ SHA256

OpenSSL — ECDHE-RSA-AES 128-
GCM-SHA256

IANA — TLS_ECDHE_RSA WITH
_AES_128_GCM_ SHA256

OpenSSL — 12 8- ECDHE-ECDSA-
AES SHA256

IANA — TLS_ECDHE_ECDSA _WI
TH_AES_128_CBC_ SHA256

OpenSSL — 12 8- ECDHE-RSA-AES
SHA256

IANA — TLS_ECDHE_RSA_WITH
_AES_128_CBC_ SHA256

OpenSSL — 128-SHA ECDHE-ECDSA-
AES

IANA : TLS_ECDHE_ECDSA W
ITH_AES_128 CBC_SHA

OpenSSL — 128-SHA ECDHE-RSA-
AES

IANA : TLS_ECDHE_RSA_WIT
H_AES_128 CBC_SHA

L 2R ZHES
» ELBSecurityPolicy-fs-1-2-2019-08

» ELBSecurityPolicy-fs-1-2019-08

« ELBSecurity B %-fs-2018-06

» ELBSecurityPolicy-fs-1-2-res-2020-10  c02f
» ELBSecurityPolicy-fs-1-2-res-2019-08

» ELBSecurityPolicy-fs-1-2-2019-08

» ELBSecurityPolicy-fs-1-2019-08

« ELBSecurity B %-fs-2018-06

+ ELBSecurityPolicy-fs-1-2-res-2019-08  c023
+ ELBSecurityPolicy-fs-1-2-2019-08

+ ELBSecurityPolicy-fs-1-2019-08

« ELBSecurity Bt %-fs-2018-06

+ ELBSecurityPolicy-fs-1-2-res-2019-08  c027
» ELBSecurityPolicy-fs-1-2-2019-08

+ ELBSecurityPolicy-fs-1-2019-08

« ELBSecurity B %-fs-2018-06

+ ELBSecurityPolicy-fs-1-2-2019-08 c009
+ ELBSecurityPolicy-fs-1-2019-08
« ELBSecurity Bt %-fs-2018-06

» ELBSecurityPolicy-fs-1-2-2019-08 c013
» ELBSecurityPolicy-fs-1-2019-08
« ELBSecurity B %-fs-2018-06

FS Z#FHI SRS
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B AR A EER

BBB

OpenSSL — ECDHE-ECDSA-AES 256-
GCM-SHA384

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_256_GCM_ SHA384

OpenSSL — ECDHE-RSA-AES 256-
GCM-SHA384

IANA — TLS_ECDHE_RSA WITH
_AES_256_GCM_ SHA384

OpenSSL — 25 6- ECDHE-ECDSA-
AES SHA384

IANA — TLS_ECDHE_ECDSA _WI
TH_AES_256_CBC_ SHA384

OpenSSL — 25 6- ECDHE-RSA-AES
SHA384

IANA — TLS_ECDHE_RSA_WITH
_AES_256_CBC_ SHA384

OpenSSL — 256-SHA ECDHE-ECDSA-
AES

IANA : TLS_ECDHE_ECDSA W
ITH_AES_256_CBC_SHA

OpenSSL — 256-SHA ECDHE-RSA-
AES

IANA : TLS_ECDHE_RSA_WIT
H_AES_256_CBC_SHA

R REE

» ELBSecurityPolicy-fs-1-2-res-2020-10
» ELBSecurityPolicy-fs-1-2-res-2019-08
» ELBSecurityPolicy-fs-1-2-2019-08

» ELBSecurityPolicy-fs-1-2019-08

« ELBSecurity B %-fs-2018-06

» ELBSecurityPolicy-fs-1-2-res-2020-10
» ELBSecurityPolicy-fs-1-2-res-2019-08
» ELBSecurityPolicy-fs-1-2-2019-08

» ELBSecurityPolicy-fs-1-2019-08

+ ELBSecurity B % -fs-2018-06

» ELBSecurityPolicy-fs-1-2-res-2019-08
+ ELBSecurityPolicy-fs-1-2-2019-08

» ELBSecurityPolicy-fs-1-2019-08

« ELBSecurity Bt %-fs-2018-06

+ ELBSecurityPolicy-fs-1-2-res-2019-08
+ ELBSecurityPolicy-fs-1-2-2019-08

+ ELBSecurityPolicy-fs-1-2019-08

« ELBSecurity B %-fs-2018-06

+ ELBSecurityPolicy-fs-1-2-2019-08
» ELBSecurityPolicy-fs-1-2019-08
« ELBSecurity Bt %-fs-2018-06

» ELBSecurityPolicy-fs-1-2-2019-08
» ELBSecurityPolicy-fs-1-2019-08
« ELBSecurity B %-fs-2018-06

ZHEH

c02¢c

c030

c024

c028

c00a

c014

FS Z#FHI SRS
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NI&RY Application Load Balancer #12 HTTPS {1l T35

MITRREEZER, LU ECIRABIGE RN E ISR | F AT RERT @ R EGE RN I 28,

EOIRE HTTPS Tss , BAFTERHDER LHEED - SSL RFF/IED. AHBERLEAR
SERIEBAILRIRERE K BREERXEBFFHRWIER , RARRERREZEHF, EELTEE-—INLZEE
B, LATHEEF mEARSER AN T EEE,

NRFBERNZERERAAEERAABIERAINHEATHES , WAL -MEAKRAD 443 W
TCP 2Ry M B AT H R NEL B AT EER. B TCP M=k , ARIER[FMBREEEE
R, AN ERITHRE,

TR E LRSS AT BN AR E R0 HTTPS M5, EMEMAEHEERIRM HTTP MU ,
BS 5 N &K Application Load Balancer #3 HTTP {l¥r &5,

FRF M

« EFHRRBEFMBZIRIATRMAL , ELTUEEATRANERE. BXESER  F5H N EHN
RAREFAESEER 62 B rd.

. BALESMINBREER - BRA , EXEENELAETFR-—MBOEE. BFARLS
ARUEBESER | CLXTRNDVEREALEARIEBH AR REA.

- NRAEF A% RRT<IF ED25519 .

il HTTPS {iiir s

BEERE—MITER , ARATMAEFHREZRIABRDERNBDUA RO, BXESER , B3H
TR B

BIEZ2MVTERA , BATUEE — N REREMN —MEB. EFIERRMELESRIIE , ESHthe
section called “FHEPRINBEP IR

B RANITERECE — NERUAMN, BT AE QIR MR EFMEMMTEALN, AXESER , S
B3 T 2R A,

Console
Win HTTPS {lires

1. 3T TF https://console.aws.amazon.com/ec?/ B Amazon EC2 ##lA& .

Bl HTTPS {iilF 28 122


https://console.aws.amazon.com/ec2/
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ESMERT , RO ER,

3. EEMEIER,

4. TEOUUTSRMMNET < L EERINMYTER.

5

6

N

MNF , EF HTTPS, REBER AR OMAREIHD,

(&) N TFRENERE , BEEUATEREZ—

- NAF#HTEOHRI-ERSHREEHREMENER. BXELZER , B2HA £4
Application Load Balancer Bif Fi F° 5175

- BIUFTHE — WA JWKS ins., BEBMEAEMEHE, EXEZER , HSH JWTs £H

Application Load Balancer # {TRIE,

XTF BREERE BREUTREZ—

~

- RRBBRA  EE-NBERE. ERNEMBRE  FEEAMERFE  REEE-1E
A, REEXNNEARBEZTEENINE. MIREEMEHFEALERTHY , WXHEA4A
FratE,

MERBEBREFRNERE , FRECQEBRA , SUBZ-1MBERE. BXESZE
B, FZH fEB YA,

- EEME URL : £ URI oW F LD BMABNED , HEETE URLETIF EBWAT
Biat , AN A URL, X TIRESMKEBE |, REFBEHFREFIET (HTTP 302 ) KA
(HTTP 301) o

- REIEEMR : AZRNECHBRAZEFIHERRENWNERE, SIS ERNBTXEE TR
MIE X,

8. XNTZ2HEK , BINEREENZERK., SUREFELRAMRS R,

9. XFBERIA SSL/TLS iE$ |, FHEREINER, RATESFBRIAERRMNE SNI F|FRA, BT
FER T Y% 2 —RIERIES -

« KB ACM : \IE$ (3RB ACM ) FERIEH |, XK EREKEB AWS Certificate Managerfy
CIRNE S

« MIAM — MIE$ ( 3RB IAM ) FIERIES |, ZIEPRRXERES ASIMIES AWS Identity
and Access Management.,

o SAILES  RFRUAEFHENM ; FAT ACM HFAE IAM, X TIERREER , FEFIH
MR BERANMS (PEM BB XA ) NAR. XN TIEBENX , TEHABUELERAIED
XM ( PEM wBEIXH ) HRE. NTIEREE , FESIFRINEBEXH ( PEM HFBH X
fr) WAR , RFEEEANRESRIEFPHANERZRERAEIUEBATEE,

W0 HTTPS {iir 28 123
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10. ( Ak ) EEAREOEARIE , FEFEFHBIEPLETEAN@EFHBRIE (mTLS ) .

MINERX N ZE, MREREREEFHERTRIE

« RIAMBERT , BEFRIEPEIHNEESEIESL, EESULTH , BEFSHR mTLS RE ,
ARBEEEFRIEBSH TERBEAFSHNEFIES,
- WFEEEE , BEARE— I NEEAEEM  LUERFREEFHAREMENER.
11, (WE ) BRMAE , BRAMFSEES, ERFMFRE , AERAGSBNREE,
12, EFRRIIITER.

AWS CLI
B2 HTTPS {728

£/ create-listener 5 %o AT REISBIE - HTTPS i¥ra: , ERURUN SR REFZRBIEE
B#Rr4E,

aws elbv2 create-listener \
--load-balancer-arn load-balancer-arn \
--protocol HTTPS \
--port 443 \

--default-actions Type=forward, TargetGroupArn=target-group-arn \
--ssl-policy ELBSecurityPolicy-TLS13-1-2-2021-06 \
--certificates certificate-arn

CloudFormation
B2 HTTPS {n"rs5

E XA R B RIRAWS: :ElasticLoadBalancingV2::Listenero LA T REI&BIZE—4 HTTPS iilr
2, HRIUANAN ST REX R BIEEBRE,

Resources:
myHTTPSListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:

LoadBalancerArn: !Ref mylLoadBalancer
Protocol: HTTPS

Port: 443

DefaultActions:
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- Type: "forward"

TargetGroupArn: !Ref myTargetGroup
SslPolicy: ELBSecurityPolicy-TLS13-1-2-2021-06
Certificates:

- CertificateArn: certificate-arn

2K Application Load Balancer B3t HTTPS {5125

I HTTPS MiWTERfa , B UBRERRIALES, EMIEPIRFBRTLEMK,

T5

- BHRBIALED

o CRHERFENE 5 &
o MIEF 5l 3% 7 il BRAE P
- ENRE R

« HTTP #Rk{8K

BB
A B TR B AT B BINL S, BXELES , H5H BIALSE.
Console

EERBIALS

1. 3T TF https://console.aws.amazon.com/ec?/ B Amazon EC2 ##lA& .
ESMERP , ERAFIGER

R RBITE R,

TR AAMNGED = £ |, EFEDICER O S PR XA ST TN EAE RN H.
PR+ L |, ERERRIAME

£ ACM F 1AM IEH&RH |, EFEHHOEINES,

(A& ) BABRT , BADEERF 2N EBINER R MBI ERIEB I RP . BRINBWERE
BEIETRE R | BRIEBHFDRB AT SNI OIUTRRIE+H BB T TLS 2iEIRE TR,

8. EEZEFANMIAE,

N o o & e Db

B HTTPS {RAT8s 125
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AWS CLI
EERBRINLES

FH modify-listener B85,

aws elbv2 modify-listener \
--listener-arn listener-arn \
--certificates CertificateArn=new-default-certificate-arn

CloudFormation
B EBRINEP

¥ ¥ AWS::ElasticLoadBalancingV2::Listener.

Resources:
myHTTPSListener:
Type: 'AWS::ElasticloadBalancingV2::Listener'
Properties:

LoadBalancerArn: !Ref mylLoadBalancer
Protocol: HTTPS
Port: 443
DefaultActions:
- Type: "forward"

TargetGroupArn: !Ref myTargetGroup
SslPolicy: ELBSecurityPolicy-TLS13-1-2-2021-06
Certificates:

- CertificateArn: new-default-certificate-arn

FHIE A DR UE$ 51 &

BEERAULTERFERRAMBMTROIERIIR. WRECAGIRT YR AWS EEZHE , NEK
MNERNEFERRNEBRFMENERIIRD . BN , IEPFIRANZE, EAIBLRRRINEBRNEERFIER , KU
BRIES S SNI thl —BER , BMERINEBWERT RO, BXRXESELR  B5H MAEF R

HHERSHY SSL EH,

Console
ERHEBRRMEER S F

1. 3T TF https://console.aws.amazon.com/ec?/ B Amazon EC2 ##lA& .
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2. HESMERT , EENEGER,

3. EEAFIGERR.

4. FEMUTERMMAEDR £ | EFCER O 5P AT T SR ¥ AE R TH,

5. 1&#% Certificates (ML) T+,

6. EFRERIALERRMIBIGIR , EER/BANERLRMESIR,

7. EFFEBRINEBRMAIIR , BEHITUTRE :
a. EEFIES,
b. ERMEMA ACM = IAM EEMIEH |, H:EPIUEBX NI SIEAEHERE T EARDEME

R,
c. EARMARMA ACMZ IAM EEWIES , FERS AL , THKRE , REEES A,
d. EFBAFMSLEILES,
AWS CLI

FHIE 73 D0 BUE 5 5 2k

£ add-listener-certificates 5% o

aws elbv2 add-listener-certificates \
--listener-arn listener-arn \
--certificates \
CertificateArn=certificate-arn-1 \
CertificateArn=certificate-arn-2 \
CertificateArn=certificate-arn-3

CloudFormation
EFEBARMENERSIFR

E R AR B EIFRAWS::ElasticLoadBalancingV2::ListenerCertificate

Resources:
myCertificatelist:
Type: 'AWS::ElasticlLoadBalancingV2::ListenerCertificate'
Properties:
ListenerArn: !Ref myTLSListener
Certificates:
- CertificateArn: "certificate-arn-1"

FAL R B PBIR :


https://docs.aws.amazon.com/cli/latest/reference/elbv2/add-listener-certificates.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-listenercertificate.html
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- CertificateArn: "certificate-arn-2"
- CertificateArn: "certificate-arn-3"

MIE B 2R A A BRAE

BAILAMER LT EEM HTTPS YT 2R IEBFIRFRBRIES. BERERE , MU RTEBERZIE
PEVEE, NEREFKAZZE , EMIIRPBERERZET , 1B RFHEERRINESRHBINE
BEURELER.

EMIER TLS (TSI BRIANE D |, BESE BRI INED,
Console

FE 51 5= A B BRAE

1. FTFALTF https://console.aws.amazon.com/ec2/ B Amazon EC2 & A,
2. ESMBERKT , EFARHEESE.
3. EENEITHER.
4. FEMITERFMAGETNR £ |, EBVNY ;- 3% 0 5 P8 SR ST TR F AE SR H.
5. HUEPEITFL , EFIEBNRHSIEE , AFEEFERER,
6. RB’THHTEIAR , WA confirm , REEZMBR,
AWS CLI
ML 51| TR B BRIE$

£ A remove-listener-certificates 8 o

aws elbv2 remove-listener-certificates \
--listener-arn listener-arn \
--certificates CertificateArn=certificate-arn

BN R X

FEOIZE HTTPS UTEERT , MU LUEARFE LN ERNZ LR, RFNFHNZLEEE , BULLF
HTTPS MR EH N E AL H &L £ %KM, Application Load Balancer A XiFHENZ L KK, BXE
ZER , FoR NARFARYERNZTE R,

M 51 2% o ) BRATE 45 128
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MRABEERLERERE , NWEHRLLRBARSSHTM, NREABGERLEREREND

o T

RE

. %
I
=S

R, ERIEFMAN ARG ER/RSERE , HIFX LCU FHF,
i3
EIE-NHEHERNAMEREMITSHRBLAERARBNREEME, ENAROERNTELEM

REIBIHELMEANZERBIRENZ LR , BRERR— M Z2MTR2ANRE T2 MY
, ERREMTBHENREEKE , AR MmYTER.

« FIPS [FEF TLS KEEH FIPS KE——HRA
« GEF TLS KM FIPS K FIPS & F TLS FH—HRSB

« TLS %8 ( 3E FIPS non-post-quantum ) F FIPS = FIPS F&F TLS K

THRE

« TLS %® ( 3k FIPS non-post-quantum ) /G2 F TLS KK-THA

Console

EFHMEZERE

1.

TFFLTF https://console.aws.amazon.com/ec?/ B Amazon EC2 ##l &,

2. HESMERT , EENEGER,
3. GEEREIOER,
4. FEMOTSRMANEDF £, EEDI : 3% 0 5 A SCARBIT T 249 1 415 B H,
5, HRZRIFL , EREEREMNTRIRE
6. HEREMPRREFPINZLRBT , EEFNZT2RMK,
7. ERFREER.
AWS CLI
EFHMEZ LR

& A modify-listener i

aws elbv2 modify-listener \
--listener-arn listener-arn \
--ssl-policy ELBSecurityPolicy-TLS13-1-2-Res-2021-06
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CloudFormation
EFENLTLRR

FERAFNRZEREEFAWS: ElasticLoadBalancingV2::Listener’& Ro

Resources:
myHTTPSListener:

Type: 'AWS::ElasticlLoadBalancingV2::Listener'

Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: HTTPS
Port: 443
DefaultActions:

- Type: "forward"

TargetGroupArn: !Ref myTargetGroup
SslPolicy: ELBSecurityPolicy-TLS13-1-2-2021-06
Certificates:

- CertificateArn: certificate-arn

HTTP #Rk 182K

BIMENR HTTP #53k , LA NESR BB ERBIIERERBIRK, BARRER B RARK AR A RS
BRI RARSk o BIFATEFF A Bk 1 2R A 1 SRR K A RLAR Sk R ST pR K B o

BREZER , FEHR ANAEFNESEESRER HTTP #Rk 8K,

Application Load Balancer B9{51 78551 M

R A E R MY ANRE 7 R ERBEE BRI AR MUTsRREERe | RSN
HL LRI ( MRS B/NIBNITTEE ) THMETER. BFANERDIEER BSR4 at
EHTHRE, IMRENRBANGLETUSNERNREIEER , EEIMNBHERETZFZ
MAEFHMERS , ARRENAEFHFEERBELFERLE,

A0 B A AR

- BRAMNBMEUTEHOARK : KR, BE. FENTIENELR,
- BMNBREBISEXRBURPITZRIEMENE S,

« BMNFZABIERB UK ITEZFZMEFRENEER.

« BMHNERBIE - NECENENREXN—NERZRHS,
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o BIEMITERET , BRABRIAANE SURE, BIAMNTREERM S HEIR, NRAKRHZEAEAFNAE
A&, NRFHATERIAT N B 1R 4E,

- ANRIRLEERIGF NREEZRSE) TEN. RETHIRIARN, TEEE BRI %L
Ko

 BERANMMBTBELLTRIEZ— : forward, redirect 5 fixed-response , #F BEMXM A EH
THWERE—MEE

o BREBIAANUANBEZAN AT LERTE U TR Z— : host-header, http-request-
method, path-pattern #l source-ip., WAEALIERBTEUTHEMNEMGE 2 —HEED : http-
header # query-string.

« RERUANBANEBERANSBTEREIE - M ENHXEBRRN - URL EEREKR,
« BARUHBSAUEE=NERFZHE , BRANKRSTUEEL M ERFF &,

&

« DUTERM AR SR E

o PYTERALM A SR IRE

o BT ER AL Y Fe iR

« ANAREFREISE R AT RN
- RENRAEFAESE R TN
- T BRR1 A 12 e S Bk H 1 2R Y (0T AT 2R A

T T 2R AL Y R RS B

BRAERE T AEMTSHEANBN R4  ARBERFLOALEER, BFANBRAELE-MRIEX
EEMALECENER, S MHMNRERE-IPRENEERFS . NAREFRABIGESR IFYTaM
Ay A TR ER AL,

BRyERRE
authenticate-cognito

[HTTPS {i¥r85] £ Amazon Cognito WIFAF &, BXEZEE , B5H A 5 HKIE,

authenticate-oidc

[HTTPS {0197 28] A& OpenlD Connect (OIDC) &4 B REBRIIAF &M, BXEZE
B, BZH AFR SR,

BRIEFRE 131
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fixed-response

BEBEX HTTP R, AXEZER , 25 EEmMRE.

forward

MERRRIEEERE. BXREZER , F5H REREE.

jwt-validation

WiFEFimiER P JWT TRITE. AXESEER , BHSH JWT Bil,

redirect

HERM—IT URLEE[EE -1, BXEZER , FEH EEOEE.

BREER AR

- BRAMNMLTDEATHARIESZ— : forward, redirect 5 fixed-response , } Bz {EX
MABRITHRRE — MR

» HTTPS {lTER T A28 BB AP 5 ORI RENRRRENIN,

- AESMREER , HE AT ERZENRE,

o MRMPIARAER gRPC = HTTP/2 , MM — 2 IRER forward B1E,

[ E o) R 458 4

fixed-response BELEZEZFIRBERIIREIBEN HTTP R, &0 LA IRERE
2XX, 4XX B 5XX M 57 453 1 ] i 49 5H B

REX fixed-response ®ER , REMNEE@EHFHW URL EREHEBED, EXEZER , ES
# 5R HEZ B, BIh fixed-response BEMITEIE HTTP_Fixed_Response_Count ¥R IR
&, BXEZEER , 551 Application Load Balancer f§#x.

Example & & g B #4745l

BRI AERI B RIS AN SIS ERE, BXEZEE |, S create-rule M modify-rule i . AT
ERFEEFEERSABFE R 1E XK EE @R,
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"Type": "fixed-response",

"FixedResponseConfig": {
"StatusCode": "200",
"ContentType": "text/plain",
"MessageBody": "Hello world"

HRBRE

forward RESHBERBHAEHBIRA, EHRM forward BEZn , FRIZBHREAH@EFNE
o BXREZEER , B5H IZBE 4.

MRESEIZNBERE

WMRAEA forward BREEEESNBEHRA , BLTNEMNEREAREERE. BNMEHRANEHE -1
T 0 F 999 MM E, X TRHUTRAMU SN EIRACENER , 2BFEXEEHFANNEDIER
LXLEERA, fla, MREERNBRE , BNERANNEN 10, WENBRAFER—¥11E
Ro MREEFNBEHREA , —MEN 10, Z—MXER 20, WAREN 20 BB HRAEBRHNERFTR
S —MERARNFE,

MREHET —FRENMRBERAZBADERENAN , ABEP-—PMERANZHEHBASTAIEEN
Bfr , MABHERT2BIRBEBIAZTEREBHFNBIRE,

HMEFENMNE R

MNERT , BEANABEMRBRAZ B EAER , ATERIIFELERE. N THRIE
HIELE  BARANEHEBFENYE, SAEGBEREOFERBEIMNEFAN , EER—D
# A Cookie AWSALBTG , A TXEXEE B HRANFE BT , Xt Cookie HITME , R
Cookie @EENEFIRMEIR T . & iw N ZHE [ A ERNERERFIEEREIM cookie. =
RHISERKE SR A BRARENAN TR H BE2E Cookie WERE , HRFEEHEE Cookie 1§
EH B ARA.

Application Load Balancer %z # URL 4&#3#) Cookie fE,

¥F CORS ( BRABRHEE ) FR , BRLXWEFFEE SameSite=None; Secure RZAMM. £
XfERT , Elastic Load Balancing 4% B8 =1 cookie AWSALBTGCORS , HH B E5RBEM
cookie tHHRIMVE ELAK ItSameSiteB M, B maRIRKEIXH N Cookieo

Y= 133
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WA — B ARA R R IRETRS

ZA A ERIE IRV IEERIE. BREZER , 15 M create-rule M modify-rule i H. UT#E
R ERERIIEEN BRE,

[
{
"Type": "forward",
"ForwardConfig": {
"TargetGroups": [
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:targetgroup/my-targets/73e2d6bc24d8a067"
}
]
}
}
]

S/ IR B ARA Ry R IR TR A
THHNRERRESNBHRANNRE , HiERERIIFMEEN BIRE,

[
{
"Type": "forward",
"ForwardConfig": {
"TargetGroups": [
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:targetgroup/blue-targets/73e2d6bc24d8a067",
"Weight": 10
1,
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:targetgroup/green-targets/09966783158cdas59",
"Weight": 20
}
]
}
}
]
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B AR B R R AE R

MREEE-NEESNEHEANEREE  HE- 1SN EHREACERATHESE  NAAEHE
PREB ARG,

THHNREFERERIMNMNEENERE , AEAT BrEAXE. I TREE/HE Cookie HFER ,
FHRESNEFEANRERTER,

[
{
"Type": "forward",
"ForwardConfig": {
"TargetGroups": [
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:targetgroup/blue-targets/73e2d6bc24d8a067",
"Weight": 10
1,
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:targetgroup/green-targets/09966783158cdas59",
"Weight": 20
}
1,
"TargetGroupStickinessConfig": {
"Enabled": true,
"DurationSeconds": 1000
}
}
}
]
EEMERE

redirect BESFEFHBERMN— M URLEE@EIZ —1 URL, BEFE , AUUANEEQEREN
et (HTTP 302) K X (HTTP 301),

URI 2FELLTHERERS :

protocol://hostname:port/path?query

BiExRE 135
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BYTEEATED — MK BREEQRS : B, ENE. AFR, wORBEE. KSR
EAARE D HREERBE,

I
X ( HTTP 3 HTTPS ) o &AL HTTP EE@EI HTTP, M HTTP EEME HTTPS MK
HTTPS EXEM@E| HTTPS, TR HTTPS EEME HTTP,

hostname
FNB, EVNBFRXDKRNE | KERZHN 128 1MNF6 , HFBHFFR. BERF (*M?2) RiE
F&F (-) HRo

port (EZRR R HiwO)
wA (1%65535),

path
HXREER , LA STk, BREXHSKRNE , KERZH 128 NFH , HFEBRFFH. BESA
(*FM?)., & (A &amp; ) RUATHEHEHRFRAELEKX . _-$/~"@:+,

Eif

ERSH. BRKEN 128 MFHo

BB A TREXRREF , HAFR URL PEARK URL B URI AE S :

- #{protocol} - REBMPN, EHMERAREBD FREH
« #{host} - REH. EEHNE. BENEREARIsPER,
o #{port} -REB®O, FixA, BREMNEWARIBDFEH
« #{path} - REBE. ERENERART I HEA,

« #{query} - REEWS ., EERALRIBTPEAR,

T redirect BERT , BERCEREF R BED, BXEZELR , SR HRBEEZE. K3
redirect BEMITHIE HTTP_Redirect_Count ERFIRE. BXEZELR , S Application
Load Balancer $§#%7.

£ Rz H & N EE [REN R

£/ HTTPS MmO 40443 #HITEEM

B 136
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DTRANEEXKAEE@ME— URL , % URL /A HTTPS tHXFIEEMN RO (40443) , BREB R
FHE, BENEBSH. WEHEZRET htips://#{host}:40443/#{path}?#{query}.

Routing action

‘ ) Forward to target groups | [ © Redirect to URL ] | ) Return fixed response |

Redirect to URL  Info
Redirect client requests from one URL to another. You cannot redirect HTTPS to HTTP. To avoid a redirect loop, you must modify at least
one of the following components: protocol, port, hostname or path. Components that you do not modify retain their original values.

Protocol Port
Used for connections from clients to the load balancer. The port on which the load balancer is listening for connections.
HTTPS v | | 40443

1-65535 or to retain the original port enter #{port}

[ | Custom host, path, query
Select to modify host, path and guery. If no changes are made, settings from the request URL are retained.

Status code

|- 301 - Permanently moved v

ERIERENREHRTEEM

LTFHRNEBRXAEEME — URL , iZ URL ZERAMN, wO, ENBMERASE , HE
A #{path} XEFZRLUBEBXHNER, LLREFEZRET #Hprotocol}.//#{host}:#{port}/new/#{path}?
#query}’s

BRERRE 3
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Routing action

() Forward to target groups irect to () Return fixed response
F rd Red URL R fixed

Redirect to URL | Info
Redirect client requests from one URL to another. You cannot redirect HTTPS to HTTP. To avoid a redirect loop, you must modify at least
one of the following components: protocol, port, hostname or path. Components that you do not modify retain their original values.

(" uriparts JEMIRTLUN

Protocol Port
Used for connections from clients to the load balancer. The port on which the load balancer is listening for connections.
| #{protocol} v | | #{port}

1-65535 or to retain the original port enter #{port}

Custom host, path, query
Select to modify host, path and query. If no changes are made, settings from the request URL are retained.

Host
Specify a host or retain the original host by using #{host}. Not case sensitive.

| #{host}

Maximum 128 characters. Allowed characters are a-z, A-Z, 0-9; the following special characters: -.; and wildcards (* and ?). At least one
"." is required. Only alphabetical characters are allowed after the final .” character.

Path
Specify a path or retain the original path by using #{path}. Case sensitive.

(| /new/#{pathy |

Maximum 128 characters. Allowed characters are , , ; the following special characters: [_-.$/~""@:+]; (using
];and wildcards{a and E}_

Query - optional

Specify a query or retain the original query by using #{query}. Not case sensitive.

\ #query}

Maximum 128 characters.

Status code

|. 201 - Permanently moved v |

EAEEMRERHB AWS CLI
£/ HTTPS Mg O 40443 #HTEEM

A NE B RE SN IEERE. EXEZER , 5 M create-rule M modify-rule i H. HT#
R HTTP BEREEMA RO 443 LMW HTTPS B3R , EXH B, BENERAFHEE HTTP BXRHM
[Eo

--actions '[{
"Type": "redirect",
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"RedirectConfig": {
"Protocol": "HTTPS",
"Port": "443",
"Host": "#{host}",
"Path": "/#{path}",

"Query": "#{queryl}",
"StatusCode": "HTTP_301"

I

T 2R AL Ay SR 3R B

FUEL T EEMTSRANEN , EAWBERSCITAENFRMSE. MRERBEAMNNRYSE , NRFEEAN
NFREEENF XL EZER. SMURAHBERENEERFSS . NARF ARG :R ISR
T AR SR AF 3R 2L,

e S Ficl
host-header

ETE8MERNENBRITEH, BRESER , B5H ENERHL
http-header

ETHMERW HTTP FRAHITHEH. BXREZEERE , FSH HTTP #rk &M
http-request-method

ET8MERN HTTP BERGEBH. BXEZER , BSH HTTP BRGEFRMK.
path-pattern

ETHERPIREEXAITIRA URLs, BXESZER , FEH BESN.

query-string

BREEAZHFEPH key/value RN HEFHTIH. AXESER , TSR ERFHFHRN

source-ip

HETEMERWR IP thut #1788 R, BXEZER , 585H & IP ik 54,

EIrEN 139
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SA-ERE AR

o BMANALLEREERY , BAABEUTHRMEZ—  host-header, http-request-
method, path-pattern fl source-ip, BMNNMEATUBEULATENEKGHPINENSZ
AN http-header M query-string.

« £/ host-header, http-header l path-pattern &8t , B LAERELTE , th ] LAEH
IENFRIE (regex ) EEL A%,

« BULABINRUHEERS=DEE TG, Hl0, XT8N http-header &, BHZRSAILIEE
=EANFHE, UEBERBPH HTTP FRANERITHER. MREF—NFRFEE HTTP frXAVET
B, WARSEM. ®EERMAZNEBEE , NN EETECIR -G,

- BALABEFANEERZENEEITL, flm , BAUNBR-—NEEENRMHHOAN , b8 K
HEE — B

« BT LAE http-header, host-header, path-pattern # query-string &4#ICE 1FL
DEBHRF. SEFRANNBEAFLRIEA,

« ANRBATRIREY ASCII ZF6F ; TEFEZHFRF (0x00 X 0x1f M 0x7f ) o
BR

BXRETR , BFZASEREREHA,

EHFHF

BRMERENFRAERELETENARXPHENBRABEROAN (B AETENNIERE ) o XE
IR AR N NHEEERXEFSN FENTRNTERSE.,

FNEBFREDKNE , KELRHN 128 MNERF , ARSI EUATEAFER

« A-Z, a-z, 0-9

o *(EE 0 NRBENFHR)

« ?(EEITE 1ANFER)
BUMBEEL—NFH. ERE— N FRZERETEFBBFEREN.
E WA KB

+ example.com
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 test.example.com

+ *.example.com

AN *.example.com & test.example.com L , {8 5 example.com FILH,
ExampleZ L5 3k &4 =6l

B EERIE RN IEER M. BXEZEL , BS M create-rule F modify-rule %

Value matching

[
{
"Field": "host-header",
"HostHeaderConfig": {
"Values": ["*.example.com"]
}
}
]

Regex matching

[
{
"Field": "host-header",
"HostHeaderConfig": {
"RegexValues": ["A(.*)\\.example\\.com$"]
}
}
]
HTTP #R3k &4

SERILAER HTTP AR R4 KRB EE TiHRA HTTP #RkBBRERAVAN . B AfEERERAEXL
HTTP fRAFERE B . MABMALE TEFRX D RNE, LBRFHFRIFUTEER : * (EE O
NHEENFEH ) M2 (Z2EE 1 NFR ) o MABHIIIFBEN

BRANMARFAHEEREM routing. http.drop_invalid_header_fields /& , #&EHFFH
BENRER (A-Z,a-2,0-9) WAL BT, BALURMAREFE EMREXHIFLE .
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Example HTTP #r3k &4 R4l

B LATE R B RIS AN S ERY . BXRXEZEER |, 55 create-rule Ml modify-rule i v, EBE
IEEF/FE 2 — AR User-Agent ¥Rk ViR B L T &4,

Value matching

[
{
"Field": "http-header",
"HttpHeaderConfig": {
"HttpHeaderName": "User-Agent",
"Values": ["*Chrome*", "*Safari*"]
}
}
]

Regex matching

[
{
"Field": "http-header",
"HttpHeaderConfig": {
"HttpHeaderName": "User-Agent",
"RegexValues": [".+"]
}
}
]

HTTP R 75 A5

ERILAER HTTP BRAEFRMAKEEER TIERM HTTP BRI EBABE RO, BB ERE
FEEX HTTP Bk, ERITEXD XNE, FXEFBEA ; Bt , FEBHSMATE T,

BATR W LAEREN A RNEEE GET M HEAD B3R , AXHEAEEX HEAD i&RE1E R,
Example HTTP & &4 R4l

B LATE R B RIS AN IS ERY . BXEZEER |, 55 M create-rule Ml modify-rule ts v, A
EHENERBRAT RS,
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[
{
"Field": "http-request-method",
"HttpRequestMethodConfig": {
"Values": ["CUSTOM-METHOD"]
}
}
]
RSN

FAUEARRRERENETERTH URL BEEROAN (BHIETFRENEH )

BEEXMNEAT URLWERE , MANATEZRSH. ©XRATARMN ASCI F/F ; TaEEH
FR/F (0x00 E Ox1f F Ox7f ) o

XY URI BB b2 ia F HATH N F/,

BEERAXDKNE , KEEZH 128 N2 , A A EEUTHAZR,
« A-Z, a-z, 0-9

e -8/ ~""@:+

« & ( f£A &amp; )

o *(IEE OANHBZNFR)

« 2 (ZEEE1ANFER)

MEMDAMRAZ gRPC , MIZHAIRBETEFE. BRFHHE.
R HTTP BRERER

« /img/*

- /img/*/pics

5l gRPC BREZRES

» /package

» /package.service/
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+ /package.service/method

BEEXATERAEEBER K MTAREXER, i, MBI ANNREERS /ing/* , KANLNT /
img/picture.jpg MEXRIEN /img/picture. jpg WIER¥E KL HEE B Ir4.

Exampled§ 2 3 &4 =6l

B AE R B RIEHAN I ERYE. BEXEZEER |, HSH create-rule M modify-rule 8. 258
EHEEFHFBEM URL WiERFERUTERE

Value matching

[
{
"Field": "path-pattern",
"PathPatternConfig": {
"Values": ["/img/*"]
}
}
]

Regex matching

[
{
"Field": "path-pattern",
"PathPatternConfig": {
"RegexValues": [""\\/api\\/(.*)$"]
}
}
]
BEWFHERN

BAMERERFNTEFAREEETERNFZTETHN key/value XITEH B FRAMM, TEIFMET
XBRNE, ZFEUTEER : * ( TE 0 MRSANFR ) M2 (TE2TE 1 MFR)

Example & 1) 7 £&F & &4 R

BRI L ECIEREAHNRIEERE. BEXREZELR |, 51 create-rule F modify-rule s 5. FEHE
& — keylvalue Xt “version=v1” AEMIZRE N “example” W RN EHNZFENFERBRZ AT &M
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[
{
"Field": "query-string",
"QueryStringConfig": {
"Values": [
{
"Key": "version",
"Value": "v1"
I
{
"Value": "*example*"
}
]
}
}
]

R IP &4

G LAMERR IP i3t R REEE TERAIER IP #hik B RIERAVAN, AHLL CIDR #8318
iE IP k., BAISAERERA IPv4 M IPV6 thit, AXFFBER/F. TEENIR IP RAEZHIEE
255.255.255.255/32 CIDR.,

MRREFHRALTREZE , WXRAEN IP it , MAREFimAY IP i,

X-Forwarded-Forfr@ fF F it REF S L&, EE X-Forwarded-For¥rB Rt , iEEAhttp-
header% .

Example3kiR IP &4 =45l

B LATE R B RIS AN IS ERY . BXREZEE |, 55 create-rule M modify-rule i, J& IP
it FEAMNEER CIDR BRAPMIERFHE AT R4,

[
{
"Field": "source-ip",
"SourcelIpConfig": {
"Values": ["192.0.2.0/24", "198.51.100.10/32"]
}
}
]
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{01 UFT 25 A0 U Y SR 4R

AN ERSEFAWBEREHRI BERZANERTEE, EEBERT SRR AN G464 H A3
HRE, HFEFWAIEN URL REHRKE BARTMNIRATERN , XRFEEXA.

EAMNF RS DR E, ERFZHENENRANRTERBI AT EER, IHRETEENAERF
KRBPRMEEESEE , BLTFEREIE = HFAERRKITE R

R FA 72 Fr T B 45 1 25 S 00 U 2R A I B9 LA T B4R
i

host-header-rewrite

EEBERPHENFL. FREAEVNREARLEN EVHFAHHER , ATREBRNBRFE
#o

url-rewrite

ESER URL, HMEAENRKDARETER URL RHER | AETEERN BRTEE,

R ER AR

o BERAMATLRM—NEVIRLEBHRRN—1 URL EBERR,
o FERBIAML N RN

« MEFARATE , NaFREBRERKRIEE B

- MREFEENEEEERAY , RIFER HTTP 500 £Hix.

EHFRKEBER KR
B ME R ENIRKPEENES
Example EALFR K i R 45

B ATE B EZ RS BN IEE R, BXREZELR |, 5 M create-rule # modify-rule 5. LLT2
— AN ENIRLEIR RO, b ROISRFF IR LRI — DR EPR R

L
{

"Type": "host-header-rewrite",
"HostHeaderRewriteConfig": {
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"Rewrites": [

{
"Regex": "“mywebsite-(.+).com$",
"Replace": "internal.dev.$1.myweb.com"

BN | RSN ENIRK https://mywebsite-example.com/project-a EER https://
internal.dev.example.myweb.com/project-a,

URL EE#i##

AR URL B ERERNFNTE. BIEABROERRKFES URL , BIEENRIRERSREE
1t , EMHIE URLs B AT ARIFAF MBRSIZEN —BtE, WAETUURILERN URL EWFRFR
EBMEFRA.

FIEE , TSR URL WM EHO , RESHBENERFESTS,
Example URL EE 3% # Rl

BA AERI B RIS AN IS ERIR, BXEZEE , S create-rule M modify-rule i s, AT =2
—N URL EEHRRS, LRHISFEZERNERNENFHS,

[
{
"Type": "url-rewrite",
"UrlRewriteConfig": {
"Rewrites": [
{
"Regex": "A/dp/([A-Za-z0-9]+)/?%",
"Replace": "/product.php?id=$1"
}
]
}
}
]

flan | iR SR ESR URL https://www.example.com/dp/B09G3HRMW EE R https://
www.example.com/product.php?id=B09G3HRMW,
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URL EEE URL EEMHX 3!

HHIE URL EE[d] URLEE

URL &R Db b R =k Skt 4 BT BR bt A= R TT AL

REREBE £/ 301 ( KA ) = 302 ( IEmeT ) RERBEE

Processing X 5T 85 Uik PR 55 25 i

B HELE, MBS, BEHRFNE BE URLs BRIZML , BRSZE
B 2549, R MR AR 1k RR &Y

9 BL AR Fr S 830 1 88 77 4o A 25 A1 Y

ABREN | BAE Y — RN, BTSN E X BN, SRANBAFRISE — MR —
AR RATUEBEERR, GXESER AR THNE -

. BERE

. G

i

Console
N i — LA |

1. $TFLTF https://console.aws.amazon.com/ec2/ B Amazon EC2 12#| &
ESMBERSD , ERARHOER.

EE RIS,

TR RMNGET R £ | T - 5% O 5§ AR BT F AT ss a9 ¥ 4815 R T E,
EMMIET+ L | EBIAMHMM,

(AL ) ENANEEEN , FRABMIRE , RERAZN. EFMEMIRE | HEER
MEAIRE | RERARSRNREE,

7. XNTFEBIEM, EERMEG , BEFARE  RRREFENRMHE !

2

o ENFRK R EER RIS A EWIRK
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BLE : &% 128 NFR. TR KNPNE, ATHNFRR a-z. A-Z, 09 ; U THHEFH : -
G URBEREAF(*M?). BURATEEL—NFER. ERE—NIFHZERETET
BHFF.

FNREXCE : FZ 128 MNEF,

o B EFRIEENEEHmARR,
BEIEE : &% 128 MNE/H. ROKNE, ATFHNFERR a-z. A-Z, 0-9 ; ATHRKFER : _-
$~"@:+ ; & ; ARBERF (*F?).
FNREXCE : FZ 128 MNEF,

- BHFHE  mARBENITTRNE,
BZ 128 NFHFo FXODKRNPME, ATFWFERFRN a-z. A-Z, 09 ; L THKFHF : _-3~"@:
+&(),;=; ARBESR (*F?),

« HTTPi&ERJGE : @A HTTP B3R 5%,

BZ 40 MNEF. ROKRNE, RAWHNZERFN A-Z, URUTRHEZER | -_. TXEBEM.
o HTTP #r3k : BRIEEERXRE K REWARXBEMNANLERFZFR,
« HTTP #rX A H— MNRTE 2T E UAR KAV E R A AT EE.
HIEE &% 40 MFF. TROKRNE, ANFHR a-z. A-Z, 0-9 M THET
R *-HEN&+ A |~ AXIFEER .
ENRAKXTE : &2 128 MNFR
« HTTP #5kfE - MAES HTTP HRAER TRV FRFE,
BHIEE : &% 128 N FHF. TR KRPME, RENFHFRN a-z. A-Z, 0-9; Z1& ; LT
BRER : "HE%& )+, [i<=>@0_{}~- ; ARBER ("M 7).
ENRAKXTE : &2 128 MNFR
« JRIP-LL CIDR X ESE IP thiit, B IPv4 & IPv6 CIDRs # . TXIFEE R,

8. (Wit ) BARMEMR  FERBERMEGR  ARRGRRE  Rew AZLERN ENREIXMER
FRE,

9. (A&, {XPR HTTPS iTas ) X THERMRE , BERBEUATHREZ—
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- NAF#HTEORI-ERFHREEHREMENER. BXELZER , B52H £4
Application Load Balancer ¥:iE i /7 & 15,
- BIETHE-BA JWKS inR, RIBEMEMEMER, SXEZEER , 58 JWTs £A
Application Load Balancer # {T%&IE,

10. T “BRERE , FRBUATREZ—

- RERFNBIRA  RFE-NERE. ERNEMBRE  BEEAMERE  RREE—1B
A, REEXNNEARBEZTEENINE. MREEMWEFEALERTHYE , WXHEA4
PrbtE,

« EEME URL : &£ URI o T+ Lo 5l AZSNEBD , HEETE URLETTF LR AT
Epytbuk , NMH#IA URL, X FIRESREBE , BEENERER G (HTTP 302 ) KA
(HTTP 301 ) »

- BREEEEL : WAENEMBRHEFKIEREENEMARE, SWAUIEERNRTRENIRE
BIIE o

11. iij:%-lt_io

12. HFHER , HA—ANTF 1F 50000 ZEAHE. AURELERAF (MR EEIREE)
WAER.

13. iij:%-lt_io
14, EEHMCERE , BFEIE,

AWS CLI
AN 0 — TR

5 create-rule T %

LT RBIBIERT —%EE forward BEM host-header &HFHIFN,

aws elbv2 create-rule \
--listener-arn listener-arn \
--priority 10 \
--conditions "Field=host-header,Values=example.com,www.example.com" \
--actions "Type=forward, TargetGroupArn=target-group-arn"

ERBERBEULERNEREAcB27ERE , BRALT --actions &I,

--actions '[{
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"Type":"forward",
"ForwardConfig":{
"TargetGroups":[
{"TargetGroupArn":"target-group-1-arn","Weight":50},
{"TargetGroupArn":"target-group-2-arn","Weight":50}

I

LT REIBIERT —%EH fixed-response M source-ip FHHHMN,

aws elbv2 create-rule \

--listener-arn listener-arn \

--priority 20 \

--conditions '[{"Field":"source-ip", "SourceIpConfig":{"Values":
["192.168.1.0/24","10.0.0.0/16"13}}]1"' \

--actions "Type=fixed-
response, FixedResponseConfig={StatusCode=403,ContentType=text/
plain,MessageBody="'Access denied'}"

DT RBIBIRT —%REE redirect B{EM http-header K4,

aws elbv2 create-rule \

--listener-arn listener-arn \

--priority 30 \

--conditions '[{"Field":"http-header", "HttpHeaderConfig":
{"HttpHeaderName":"User-Agent", "Values":["*Mobile*","*Android*","*iPhone*"]3}3}]1"' \

--actions
"Type=redirect,RedirectConfig={Host=m.example.com,StatusCode=HTTP_3023}"

CloudFormation
s i — LA |

E X R AR B RIRAWS::ElasticLoadBalancingV2::ListenerRule,

LLTFRBIGIET —%EE forward B4EM host-header FHMHN, HEREH , ZHN L
REEXBIEENBIRE,

Resources:
myForwardListenerRule:
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B AR A EER

Type: 'AWS::ElasticlLoadBalancingV2::ListenerRule'
Properties:
ListenerArn: !Ref mylListener
Priority: 10
Conditions:
- Field: host-header
Values:
- example.com
- www.example.com
Actions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup

gE  BOBEREFANERNBEMACBAIERENEREE  FEATHIRXENL Actions,

Actions:
- Type: forward
ForwardConfig:
TargetGroups:
- TargetGroupArn: !Ref TargetGroupl
Weight: 50
- TargetGroupArn: !Ref TargetGroup2
Weight: 50

LTRRBIBIERT —%EH fixed-response &M source-ip H4HHMN,

Resources:
myFixedResponselistenerRule:
Type: 'AWS::ElasticlLoadBalancingV2::ListenerRule'
Properties:
ListenerArn: !Ref myListener
Priority: 20
Conditions:
- Field: source-ip
SourcelIpConfig:
Values:
- 192.168.1.0/24
- 10.0.0.0/16
Actions:
- Type: fixed-response
FixedResponseConfig:
StatusCode: 403
ContentType: text/plain

vl
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B AR A EER

MessageBody: "Access denied"

LT RGIBIERT —%EE redirect #EFM http-header FHHHN,

Resources:
myRedirectListenerRule:

Type: 'AWS::ElasticlLoadBalancingV2::ListenerRule'

Properties:
ListenerArn: !Ref mylListener
Priority: 30
Conditions:
- Field: http-header
HttpHeaderConfig:
HttpHeaderName: User-Agent
Values:
- "*Mobile*"
- "*Android*"
- "*iPhone*"
Actions:
- Type: redirect
RedirectConfig:
Host: m.example.com
StatusCode: HTTP_302

Ym 58 N A A2 7 LB D 1T 2R A {0 U BRI

& FTRE R g AR A T BRI AV IR E R SR MUMERT A2 ENAR , R EEH AN FH — B AE et

N, ATBEA BTN E EREE A IE R, EMEERITHEREXTRK,.

5

- BUREARE

« EFANMLER

- EFEIRE. ROEMER
- EEMNIRE

& BRI R

MINRIELDBLL BN Default WAN, EAILRELFNANREAETLRFNEE , BT UEZM

MRBHREFHREES

YmiE AL
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Console
&R ERIAIRAE

1. 3TFLTF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ###l &,

2. ESMERF , EEAFIGESR

3. ‘EAFIGESR.

4, TEORFBRMMAUEDF L, ERHI : 6O 5P XARIT T SRNFAEERE,
5

6

EANET MR E D, BRI, FRRERERE. REAN,
ERINRET , REFEEHRF,

AWS CLI
& R IR E

£ A modify-listener 5. A TRBIEFH T forward BRIEM B R4,

aws elbv2 modify-listener \
--listener-arn listener-arn \
--default-actions Type=forward, TargetGroupArn=new-target-group-arn

LR RBIESH 7 RINRE | LERANBAREAZRFHESERRE.

aws elbv2 modify-listener \
--listener-arn listener-arn \
--default-actions '[{
"Type":"forward",
"ForwardConfig":{

"TargetGroups":[
{"TargetGroupArn":"target-group-1-arn","Weight":50},
{"TargetGroupArn":"target-group-2-arn","Weight":50}

]

}
I

CloudFormation

1E R IARAE
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E#AWS::ElasticLoadBalancingV2::Listener’® R o

Resources:
myHTTPlistener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: HTTP
Port: 80
DefaultActions:
- Type: "forward"
TargetGroupArn: !Ref myNewTargetGroup

ERTALL o4

AN RBAERIEF MNREERZSE) TEN, KEFERRIAFN, &7 SBER B RIERIAS 8
LER. TaeESIIAMMA L LR

Console
BEFANE LR
1. 3TFFLTF https://console.aws.amazon.com/ec?/ B Amazon EC2 ##lA& .
2. ESMBERP , BEAFHESR.
3. EBEAZITHESE.
4. FEMUTERFMNET R £, EFHI ;3% O PSR ITFRIT e E AE R E.
5 FEMNEIMF LEZFZMTEAN |, REEFERE. EFHERANMMEER,
6. HEMUTB|/ANIBL P , EAERINSCETHHANKEER, ZEEHANMELER , @A -

F 1 £ 50000 Z HHIHE,
7. EREREEW.

AWS CLI
EFTAN AL R

£ H set-rule-priorities B o

aws elbv2 set-rule-priorities \
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B AR A EER

--rule-priorities "RuleArn=listener-rule-arn,Priority=5"

CloudFormation

ERTHNIL LR

E#TAWS::ElasticLoadBalancingV2::ListenerRule % iR .

Resources:
myListenerRule:

Type: 'AWS::ElasticlLoadBalancingV2::ListenerRule'

Properties:
ListenerArn: !Ref mylListener
Priority: 5
Conditions:
- Field: host-header
Values:
- example.com
- www.example.com
Actions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup

BRI, SR

BRI LUEFHAN BV IRE, FUEMER,
Console

ERANERIE, FHMFHR

1. 3TFFLTF https://console.aws.amazon.com/ec?/ B Amazon EC2 ##l& .

2. ESMERP  ERARHESRR.
3. “EENBITER.
4, EMWTB[MMUETF L, EFWHI KO SPRSCRUIT TR N i AE SR EH.
5. EMNBEDF £ | EROTSEAN , REERRE. FEAN,
6. REFTEEMBRE. FENER. BXFASR , BESRFNAN,
7. B‘ET—-F,
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8. (i) EHMLER.
9. BEET—%,
10. EEREFER.

AWS CLI

ERANIRIE, MR

£/ modify-rule 5 F. ZDEIELUTIETZ— : --actions, --conditions # --
transforms,

BRZLERT RE , ESFERIAN

CloudFormation

ERANERIE. RN

E#AWS::ElasticLoadBalancingV2::ListenerRule &R .

BRAMNTRH , ESE HIHAN,

EEAN IR

PRE T H BB AR B B XU RMANFIT DK Hlan , B LRAR, FRrAESRINENRIRRAI
L, BEANNITLERLNEEESE, NREFNNTRETHNRBELENNXE , ©REIMIIRER
=B

A SEARE 5 0] LA B BR
Console
EEMN A FRZ

1. FTFALTF https://console.aws.amazon.com/ec2/ B Amazon EC2 & A,

2. ESMERP , EEAFIGESR

3. EBRABHEHSHENENITAHEAEENH,

4, TEOBRMMAUEDF L, ERHI : 6O SR XARIT T RNFAEERE,
5. EMMED+ L | EREFHFESN XA ITFZANN FHREERE,

wEAN 157


https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-rule.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-listenerrule.html
https://console.aws.amazon.com/ec2/

Elastic Load Balancing NARFAEI9ESR
6. EMNFMEENEL , EREEFRZ,
7. EEERLETEL , ITUT RS TRE -

a. ERMIRZ | FIEBRNMFEL , RRNEBNERAE,
b. EMERIRE , ERFIREZ L HIMER.
c. EEMRZL , BFHRBIERMAFTE.

8. LEERERFER.

AWS CLI
FHRZ R I ZIH )
£/ add-tags .

aws elbv2 add-tags \
--resource-arns listener-rule-arn \
--tags "Key=project,Value=1ima" "Key=department,Value=digital-media"

B ERALN PR

PPN

£/ remove-tags o

aws elbv2 remove-tags \
--resource-arns listener-rule-arn \
--tag-keys project department

CloudFormation
BR8N 20 H

E#AWS::ElasticLoadBalancingV2::ListenerRule & i

Resources:
myListenerRule:
Type: 'AWS::ElasticlLoadBalancingV2::ListenerRule'
Properties:

ListenerArn: !Ref mylListener
Priority: 10
Conditions:

YmiE AL 158


https://docs.aws.amazon.com/cli/latest/reference/elbv2/add-tags.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/remove-tags.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-listenerrule.html

Elastic Load Balancing NARFAEI9ESR

- Field: host-header
Values:
- example.com
- www.example.com
Actions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup
Tags:
- Key: 'project'
Value: 'lima'
- Key: 'department'
Value: 'digital-media'

) BR B2 A A2 e S Bk H0 1T 25 9 (T AT 2R ML U

£ LABE Bt BRASTUT 2R A9 JERRIAAL A o A BEMBRANITERAVBRIAMN . 2B BRITUTRR Y , B MIERE R
AR,

Console
il B AR
1. FTFALTF https://console.aws.amazon.com/ec2/ B Amazon EC2 & A&,
2. ESMBERKT , EFARHEESE.
3. EENAFITHER.
4. FEMUTERFMMNET R £, EFHI ;%O PSR SIT R a F AE R TE.
5 &FEZAN,
6. REAURIERF Actions ( 84E ) . Delete rule ( HIBRFN ) .
7. RERBTEIAR , WA confirm , RFERMIER.
AWS CLI
b BR AR T

5 delete-rule a5%5

aws elbv2 delete-rule \
--rule-arn listener-rule-arn
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ENMARFASIIERTFER TLS BTN E & 3 5IE

Wi TLS HHRITEREHET LB (TLS ) B—TTik, £5 TLS ERSENE BB R
2BE , HTRSBETAHE S BIEMESH, EHNE TLS , ARSEHRENE TLS NENHE
B RABRS S BN S ARIE, FRE TLS SHARFARNESEEAERN , TUEILEH
Wi EE RN ARFN AR,

BEEANRE TLS , ENABEERTUEERE RS ORI , NMEPRRIAEZEENE/HKS

RREENERNARFEE, ERALIIEN  ASRSERERAREFE=FIEPREIE (CA) WIEHHK
£/ (PCA) AWS FARIEBWANMN ( Wik ) NEFRHTHORIE , ARTRERLE., AHBER

SEM HTTP SRR FFIRIEREEEEEER , ENNRAEF I ZERA TR,

ERTNARFASISESRANE TLS 24 T U THEA X.509v3 &/~ ik 41 UEIER

« X[ TLS & : AEHBERETFERIENER THENFFHIEHEREZER. BRARRIESF
PIRIEPeE, REBEIEAFFIRIEEE  SENRAEF PSR DE RS HRIEN B RRN
2%,

« X[@ TLS WiE : AP ERSENTITERDE TLS EEN N F /A HRHIT X509 B IRIEH S 6K
iE,

BEAME TLS ARER  AJUFANBRENESRAZ S WOESR. BEANRE TLS BT |
HSHERARF A ERENE TLS.
ENAEFAESEER LT IREENE TLS 2§l

ENAREFAEIGE SR LT REENE TLS 28 , HESNUATE :

BL &

N REFREIIEREESEN AWS IKF RERANEEF#EE. CAILLBMIES RHEIRHBEMEX
RS LR

BXREZER , iH3 5 Quotas for your Application Load Balancers,
EPRER

BARFARSESRIFUTIERATNE TLS B4 KIE :
o ZEHEP : X.509v3
« XEMA4E - RSA 2K - 8K B ECDSA secp256r1, secp384r1, secp521r1
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- XIEMEEEE . SHA256 , 384, 512, #H RSA/SHA256, 384, 512 with EC/SHA
256,384,512 Mg #{E M RSSASS-PSS MGF1

CA B

UTHREEATIERMANE (CA) BHT
- NARFASOEHSEME FESMEBMANME (CA) EHBEST. NARFASOEHSET XK
FEBANER, MRFBERMFUES , WA L4EUBEL D04
- EER CAIUEBE , BFEH ModifyTrustStoreAPl,
IE 545 3% I

HIEERNE TLS Zids , NABRFASESESREIEARAUREFRIESEENSERER. 2
DUBFMHIERTT 48, SURIEBE R,

SKERE
NMARFARSEREANG TLS AEHBIEENXN , FXFLXERE.
HTTP #53k

EEANE TLS hEFEFImEERN | NMARFAREESRER X-Anzn-Mtls SR EKEERE
B, BXEZEENROIFRL |, BESE HTTP #RKFMN @ TLS,

CA iEFH XX

CAERXHLBITHEEATER :
o IEBNXHHIER PEM ( BRRAEREERE ) $83K,

c EPRABRLAETEHE ----- BEGIN CERTIFICATE----- M----- END CERTIFICATE-----

« ERMAL # FRITL , HEFBEEEM - F6
- TREBAEMZEIT,

REZ (W) WIEHRA -
# comments

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 01
Signature Algorithm: ecdsa-with-SHA384
Issuer: C=US, O=EXAMPLE, OU=EXAMPLE, CN=EXAMPLE
Validity
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Not Before: Jan 11 23:57:57 2024 GMT
Not After : Jan 10 ©00:57:57 2029 GMT

Subject: C=US, O0=EXAMPLE, OU=EXAMPLE, CN=EXAMPLE

Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (384 bit)
pub:
00:01:02:03:04:05:06:07:08
ASN1 OID: secp384rl
NIST CURVE: P-384
X509v3 extensions:
X509v3 Key Usage: critical

Digital Signature, Key Encipherment, Certificate Sign, CRL Sign

X509v3 Basic Constraints: critical
CA:TRUE

X509v3 Subject Key Identifier:
00:01:02:03:04:05:06:07:08

X509v3 Subject Alternative Name:
URI:EXAMPLE.COM

Signature Algorithm: ecdsa-with-SHA384
00:01:02:03:04:05:06:07:08

B (B%) WiEBH Rl :
1. B—if ¥ ( PEM %8B )

# comments

2. Z/MEH ( PEM 453 )

# comments

FHEaRIAY R T
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HTTP #R3k X @ TLS

AENBEEANRE TLS SR RDEEENNARFABSERATREIEREEMN HTTP #5K,
BRI A EIIE R EANBEE X-Anzn-Mtls FRABURTEIEERNINE TLS R : AEEA K
B3,

BXBARFASSESRIFHNEM HTTP #7kMELE |, ESH HTTP #5k# Application Load

Balancer,
BB ERNA HTTP #Rr3k
MNFEZEEXTHNE TLS , NARFABSESRER U TR,

X-Amzn-Mtls-Clientcert
WHRL B EEETENPENEZFIRIEPHEN URL &5 PEM & , Hih +=/ FAL L2 FH.
PRk R -

X-Amzn-Mtls-Clientcert: ----- BEGIN%2QCERTIFICATE----- %QAMIID<...reduced...>do@g
%3D%3D%0A----- END%2QCERTIFICATE----- %0A----- BEGIN%2@CERTIFICATE-----
%OAMIID1<...reduced...>3eZl1yKA%3D%3D%0A----- END%2@CERTIFICATE----- %0A

WUFR A HTTP #R3k

XN TN TR E TLS , NARFABEERER L TIRX,
X-Amzn-Mtls-Clientcert-Serial-Number

AR K B EHERFISH HAR#EHRTER,

REARBRRB

X-Amzn-Mtls-Clientcert-Serial-Number: @3A5B1

X-Amzn-Mtls-Clientcert-Issuer

WFRABEMKRE TS YL (DN) B RFC2253 ZHERTRFER.
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AR RHB

X-Amzn-Mtls-Clientcert-Issuer:
CN=rootcamtls.com,OU=rootCA,0=mTLS,L=Seattle, ST=Washington, C=US

X-Amzn-Mtls-Clientcert-Subject
ARk T EEBAI 7 #E T (DN) B RFC2253 FRFXRTER.
FRARE R :

X-Amzn-Mtls-Clientcert-Subject: CN=client_.com,0U=client-3,0=mTLS,ST=Washington, C=US

X-Amzn-Mtls-Clientcert-Validity
B EEnotBeforefnotAfter HHIH 1ISO8601 &Ko

REHNAETRH :

X-Amzn-Mtls-Clientcert-Validity:
NotBefore=2023-09-21T01:50:17Z;NotAfter=2024-09-20T01:50:17Z

X-Amzn-Mtls-Clientcert-Leaf
WFRKBEHIEBH URL w18 PEM =, , HEd +=/ ERN R 2 ZFH,
FRARE R -

X-Amzn-Mtls-Clientcert-Leaf: ----- BEGIN%2QCERTIFICATE----- %OAMIIG<...reduced...>NmrUlw
%OA----- END%2QCERTIFICATE----- %0A

NITEBWAYA (CA) BB

NIEBMEN (CA) TEEMBYTE/RBEENRE TLS H K IEHRFHEZMIES |, N#
B EORIEEE,

BRI & CA XEEM/G , Application Load Balancer HRIE5 2 KXW EEFHX N/ HEEHIESH
MAEAM (CAs) EBB IR, SFFHREINARFASSEREET BHRN , 2B/ RSKET
1 CA TBEMIIK.
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£ TLS #EF HilE , & Application Load Balancer I REFIRIEHN , ELEUMPERELEPFITERZE
EH9 CA A0 E 5K (DNs), XEBITEFWERSAAT CA TEEHMEEENERIES , N
fE{t H B RIEI R H WD IEZE IR

BRI L EF MMM A MRS EBEAAT CAXTEBEWN ., BXESZELR |, HSFE A HTTPS i
#.

R s 9 E SR Ay iE R B &

Elastic Load Balancing 2t T B L , ATHREXREINAREFARSLESENERNEL. &
EZEAXEEEFE IP RO, FRHIEIREE, EEERUREEFAN TLS BZBEEE. RAE
AUEAXEEEAEREEERESNNE S,

ETHAXERATHESES  #B2H LARFARSERNEZAS
ENARFARSESR LEEXE TLS

EFANE TLS FEER , AEEFMTSRERENEZ KRBT HWEMERER, HEAXNE TLS
ke, NARFASSIESRSMER HTTP AL HENRFIRIEPERER B iR , XEEREBEN
AREFPRIENNSARIENRNEE, BXEZER , RN ENNARFASITEE0E
HTTPS {¥r 25,

SEAERIERATERMEE TLS i , NARFASIERSERSIE RN TLS EEe N FFiwi
1T X.509 B ImIEH & BRI,

EEAXNXE TLS RIEE | HHIT T HIRE

- BB EEFHE AR,
« HEZHIEBMANE (CA) BTN (7 ) mEIIR.
o FHEEF6E M N R EE B R P iR R AT ER

BREATHHNIRENAREFARSER LEEND TLS BIERK.

5

- DIEEEEE

- XEEEFH

- B CAUERRALSE
« ANHOUEP BEIIE
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- MBRUEP AT
- MBRIEEFM

IR

MRECZRNBIERBYTRENRI T EEFMR  ZEEFREEHREKIFMITER. BN, BBH
BT R ERERE mYrat.

FRFZMH
- ZOIBRGEETME , ELTRBEREIERMENM (CA) HNIEFHBELHE.

Console

LT ROIERES AN EEFETD IE—MEEFE, SR NECRE HTTP iT2Red IR EE
(AT 7

BB

1. FTFALTF https://console.aws.amazon.com/ec2/ # Amazon EC2 12#| &,
2. ESMBERL  ERETEM.
3. ERCIBEEITHE.
4, EERFHERE

a. NWTEEF#H, WAGEFHEBBR

b. NTFEBMARABBEHA D , WAZERE CAEFHEHZAY Amazon S3 BEE,

c. (k) EANRRAERE CAILEREHAINEHRA. BN , FEMHSFRA.
5. (Hik)XTRE , ERLLARFILS RHEIIRMNIEEFHE.

a. IEFBFIIF CRL, RFTE Amazon S3 Fi ANIEH BEHFIRMWE,

b. (W% ) FEANKRFERIEDBHEIKRNETRE. BN , FHEAHFRA,
6. (W% )RBRFGEFERE, TNENEEFHEMAZS 50 MrZ,
7. ERVIBETFME.

AWS CLI

BIRE T
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£ /A create-trust-store 5

aws elbv2 create-trust-store \
--name my-trust-store \
--ca-certificates-bundle-s3-bucket amzn-s3-demo-bucket \
--ca-certificates-bundle-s3-key certificates/ca-bundle.pem

CloudFormation

BIBE i

TE X R AR B RIRAWS: :ElasticLoadBalancingV2:: TrustStore,

Resources:
myTrustStore:
Type: 'AWS::ElasticlLoadBalancingV2::TrustStore'
Properties:
Name: my-trust-store
CaCertificatesBundleS3Bucket: amzn-s3-demo-bucket
CaCertificatesBundleS3Key: certificates/ca-bundle.pem

KEREEF0E

NEEEFREE  CLMFHEMTHEXEK , RAENARFAROERS T REAGER#E. 8%
LT REXR—MEEEME , B —MEEFE T UKRBE 2 MR,

Console

BADRUTERHAT , HEEFEXKINEMNWER, SBATUECE HTTPS /147258 < Bk
EEF#. BXEZELR , BSHEE HTTPS TR,

KERE T

TFFLTF https://console.aws.amazon.com/ec2/ B Amazon EC2 ##l& .

ESMERT , EEFEAEGHESR.

RS EER.

TSR MM NEDF £ | %3 Protocol:Port 51| A EY 58 AT FF R £ T ss iV ¥ 5 B TN,
EREEWMFL , EREELTSMNTHRRE,

WMRARFANGE TLS , TEFFIRIEBLETERENGSHGRIE (MTLS ) , REERERE
ErFEEITRIE.

o a0 A w N~
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7. XNTEEEF#H, BERZEETME.
8. EBEREEN.

AWS CLI
KERE 1R

& A modify-listener B85

aws elbv2 modify-listener \
--listener-arn listener-arn \
--mutual-authentication "Mode=verify, TrustStoreArn=trust-store-arn"

CloudFormation

KERE 1R

E#HAWS::ElasticLoadBalancingV2::Listener® iR

Resources:
myHTTPSListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:

LoadBalancerArn: !Ref myLoadBalancer
Protocol: HTTPS
Port: 443
DefaultActions:
- Type: "forward"

TargetGroupArn: !Ref myTargetGroup
SslPolicy: ELBSecurityPolicy-TLS13-1-2-2021-06
Certificates:

- CertificateArn: certificate-arn
MutualAuthentication:
- Mode: verify
TrustStoreArn: trust-store-arn

ik CAEHBE4 D

CAILPHRATREEFRN —MLFLN. EREJUEPMRAIUEAY ZFERARIEF M EIEH
MES, XEZYRIFMIEREAS P im A USEAM2NNIES B RS EER AR,
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—MEEFR —RXREEE - CAIEBESME , ERETNEREFEFEEHER CAEHEL
Do

Console
B CAEHRSa
1. 3TFLTF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ###| &,
2. ESMBHRL, EBEEER.
3. ERZEEFME.
4. MREERRE. B CABHHS.
5. E8%R CABSM4ITEMEPMANSBRSTT , W AME CA EH B Amazon S3 L&,
6. (AlE) EAXNKRMAERIEDRHESIRA LMK, BN , HEHAZHERE,
7. EFEHR CAHEYE.
AWS CLI
B CA PRSI

{# A modify-trust-store &8

aws elbv2 modify-trust-store \
--trust-store-arn trust-store-arn \
--ca-certificates-bundle-s3-bucket amzn-s3-demo-bucket-new \
--ca-certificates-bundle-s3-key certificates/new-ca-bundle-pem

CloudFormation
F¥ CAULBHESEa

E YR 7K EIRAWS::ElasticLoadBalancingV2::TrustStore,

Resources:
myTrustStore:
Type: 'AWS::ElasticlLoadBalancingV2::TrustStore'
Properties:
Name: my-trust-store
CaCertificatesBundleS3Bucket: amzn-s3-demo-bucket-new
CaCertificatesBundleS3Key: certificates/new-ca-bundle.pem
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Elastic Load Balancing NARFAEI9ESR

ANINE B FIR

gE  BUNUNEEFHUBIERRHIIR. RHEIRBILELPARIEES , S EERHIEBHHE,
R 72 FF B9 7 8RN 52 5 PEM A& NAVIE B R R

SFES REIIRPNIEEFEN , REQANEREBE ID. BNPNIEEFHENRHIRER
< IDs 0 , FBEFTEER.

MRAEFABEERTERHELERHEIKRPEFAFIISHILES,

Console
AR EIIR
1. FTFALTF https://console.aws.amazon.com/ec2/ # Amazon EC2 $#2#| &,
2. ESMmBERL , EREEEE,
3. EREEEFE#UEEHEFAFEETE.
4. FIEPREFIRET R L , FOERRE. FNARHEIR.
5, EAMREINRTELNERREINRT , AR BHESIFRN Amazon S3 L E
6. ( Ak ) EAXNKRMAERIEDRHEFIRO LMK, BN , HEHZHERE,
7. EEAMBHEIIR
AWS CLI
YRR IS

5 A add-trust-store-revocations %55

aws elbv2 add-trust-store-revocations \

--trust-store-arn trust-store-arn \

--revocation-contents "S3Bucket=amzn-s3-demo-bucket,S3Key=crl/revoked-
list.crl,RevocationType=CRL"

CloudFormation

YRR LTI

E W ERR “AWS::ElasticLoadBalancingV2:: TrustStoreifi$4” B &R

Resources:
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myRevocationContents:
Type: 'AWS:ElasticlLoadBalancingV2::TrustStoreRevocation'

Properties:
TrustStoreArn: !Ref myTrustStore
RevocationContents:

- RevocationType: CRL
S3Bucket: amzn-s3-demo-bucket
S3Key: crl/revoked-list.crl

i BRAE 5 /7 85 51 5=

MRTBFEEMELREFIR , TLURERER. MREEF#INVEMIBRHEIRE , HBHE D
tREMER , FEAECSEFENERPRNTSERER,

Console
il BR 7 85 B =
1. 3TFFETF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ##l &,
2. ESMBRL, EBEETER
3. EBRZEREFME.
4. FUPREIIRETFL , FORERRE. BIRAHHEIIR.
5 HRFERFITHEHIAN , #A confirm,
6. EIFEMIBR,

AWS CLI
1 BR B B 5 &

{8 A remove-trust-store-revocations 55

aws elbv2 remove-trust-store-revocations \
--trust-store-arn trust-store-arn \
--revocation-ids id-1 id-2 id-3

) BRAS 1 17 i

HEABEAEMSERE , TLUFEMRBR. FREMIBRXBRE YT 2R S 76
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Console
I ERERER

1. FFLTF https://console.aws.amazon.com/ec2/ B Amazon EC2 2| &

2. HESMBERL  EREEEM®,

3. ERZEEEMH.

4. ERPFEMIER,

5. RRBTHEIAR , @A confirm , REIEFMER.
AWS CLI

1 BR A5 £ 1

5 A delete-trust-store 455 o

aws elbv2 delete-trust-store \
--trust-store-arn trust-store-arn

HENRAEFAFEEEEH Elastic Load Balancing {51174

Elastic Load Balancing & AWS Resource Access Manager (AWS RAM) ER USRI EFEH R E,
AWS RAM B —TifRS , EEREBEALARAL R 2E AWS Ik AR AL L L ZEE Elastic
Load Balancing EEF#BRR (OUs ) o « MREEZANK, , MABE—RETEE K AEEAR
AWS RAM EHAMEHEMIKAEH. MREHNKS HEE AWS Organizations , N AT LA S AL FRIPR
ERFREEEFME , U NESEEALABNANKFS RZEEEM (OUs ),

£ AWS RAM , B BE IR RFEHERAZEHENRIF. RRAZEEEAZNRREUARE
ZHERRNEAE, FRERD AWS IKF | ARERBEIENA (FIEE ) BEM AWS IKF (B
TE)HAE, HREVUAENEEFRXKIENABRFARSERMNTR , REEACHIKSH
KERE R —H,

EEFHEMAEAUSUTHRAZEEEMHE

- BAREHAL AWS K/ WEFS AT AWS Organizations
- HAMRNEHAL LS AWS Organizations
- THENALERTE AWS Organizations
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&

- EEEHAZHEREH
- HEEEFHEINE

- HEEEEFH#

- FUEAEEEFMH

- TRMUE

EEFEAENTRESF

BE B2 R IR E AWS Resource Access Manager, B XEZELR , 5 (AWS RAM A
$55) ®HY Create a resource share,
EHEELEEE  BXAEECHBERRBEZFEHE AWS IkKF . ETREAZCELERLEZNEEE
o
- EEZNHELAE AWS Organizations P ER RV R ZFEFEEM , BY40U3 A5 AWS Organizations
WHZE, BXEZER , 28 (AWS RAM B #E/) FHE AWS Organizations 5 A A iR

i°

HEFEFHBNR
EEF#EEE

- EEEMIEETUNREEEM,

- EEFEAMEEUUER —NMNKFRERATEAREERNET TR,

- EREBEFEEANLEHEM AWS tkF HEZFEERIE , #F AWS Organizations.

- EEEIEFEE A BUE ST AWS 1tk PR ZFEERIE , 3#F AWS Organizations.
- EEFHEMEETEELARSERERR K- FRETFE.

- EEFEABEEUIILHEAREEEFRNAENARFARIIERR,

- MRHEOZEXEK , WEEFEFTEE TR REEFM.

- EEFEAMEETURKRERENEEFHNXEK.

- FRAXEEETFHEN , FEFEMEE2WE CloudTral BE

EEFH#ERE
- EREFHERETUAERERAENEEFM.
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B AR A EER

« EEFEIETRETUER KSR EREETEIEIS R R,
- EREFHERETUEARENEEFMEIZTE SURYTR.

- EEFEEERELTEEATBRAENEEFEKEIRMITR,

- EREFHERELTZEARENFEFM.

- EREFEEREESMNITSRXEKNAIUEELZNEETE ARN.

- EREFREAEEEARZEEFHEUEIERMITRIT2WE CloudTrail B,

EEMNR

HEEEFMN , HRAZERTENRKEZHEEFHERE RTRRE

ST LA R RRIARYIEE

PR AWSRAMPermissionElasticLoadBalancingTrustStore ( @EFMBETRAMNE ) , LA
PEECHNEFIEENPR, DescribeTrustStores. DescribeTrustStoreRevocations

DescribeTrustStoreAssociations fXFEBRLKXERH , T Ak,
EEFHRREEZZFTIINR :
g4 $1 5 SE 87 : CreatelListener

A LA R ENEEF M R0V es.
o M BT . ModifyListener

AR ENEEE#M BT A 0TS,
o 1 8 18 : GetTrustStoreCaCertificatesBundle

AU THESRENEEFM BN CAIERHEHNI,
g 14 £ 3 E 87 - GetTrustStoreRevocationContent

AU TEERXZNEEF6E RN A8,
¥ MBS : DescribeTrustStores ( BRiA )

ALSIHEZKFRENLZENMEGEEF®.
M A EI9E : DescribeTrustStoreRevocations ( ERIA )

AILAB HAEEEFH ARN WFTERERE,
¥ M B9 : DescribeTrustStoreAssociations ( ZRiA )

IS HEEFRERERS PERAENEEFHERBNAEHIR.

HEFEETH
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HEEEFE

HEEETHE , BXNE b)?ﬁle];KtUﬁ/J? L=, ﬁﬁ#&?%—lﬁi AWS RAM &R , AIiL&EE AWS Ik
F/\?—ﬁ/ﬁo REHEEE HEWHRR, HEREFENFERE , UREETURITHIRE, EEAH
NmmnﬂﬁﬁﬂnA;EEﬁﬁﬁ HAFECHIMEAFTRFRERE. EFEEEEDMEIFH TR
HE | BXTEEER AWS RAM ZH & 8IBEREZ,

HEBEHMAXRZEHENEEFMIT AWS IKF |, B UL A FIX &K P E A Application Load
Balancer {19788 5 &0 F A Y S E 7 X< B

MBEBRALHHP—F , AWS Organizations HEBA TAHLANRHE | MRXZELEFIRFALHN
SHEZFRREZEEEFZEHINE, a0 , ERESWIMARTREZNERE , AEESIEEEREBNYH
ENEFEFEOBRNE,

AT LAE A Amazon EC2 ##|A., AWS RAM ##|A8 = AWS CLIXAZZBNEEFE.
£/ Amazon EC2 %l & X Z BB BN EE 76

1. $TFALTF https://console.aws.amazon.com/ec2/ B Amazon EC2 $#2#| A,
ESMER EHNABIET  EREEEFH®.
EREEFREMUEEHFHAEERE.

EHZRTF L, EBRAZEEEME,

EHEEAFRIENTRAZT , ERENEEFENEBLRRAZTHAE,
(i) MRFZVNEFNRFRE |, HEEFE RAM BH &P BT RAZHE,
ERREEEFHE.

N o o b~ Db

£ AWS RAM ##H A R EEMENETTH
2 (AWS RAM AAF#EFE) RABIERFEHE,
EHSHEENEEFME , BFER AWS CLI

£ create-resource-share &8 %o

FLEAZEEEFE

EFLAZERENEEEME  LIANRRAZPREM R, EEFLEAZEEEEE  UAXEKD
RAEE  BRTATELRNAENEEFRELNXERK, SEEFEMEEESEFTMRETEMBRKEK
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https://console.aws.amazon.com/ram
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-create
https://docs.aws.amazon.com/cli/latest/reference/ram/create-resource-share.html
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B, ZRECRMNARANIKS R BER. IREFFHEREFERBRFRRAE , WMAERGFEHAZNMRE
%ﬂﬂ“ﬁ%lx)ﬂﬁ)bo

A BBR<ER

E1E7EEFTA & 1] LAE A Delete TrustStoreAssociationtn 5558 I M BRI A K S 126 < B, M
BRREE , EAERACEEE#NARYERMTRB L E:BRIIFFIHIES , #EH TLS BFF
KM

WA LAE A Amazon EC2 #£#l&. AWS RAM #&I &5 AWS CLIF L ZEEFE.
£/ Amazon EC2 ##| &5 L HE M BN EEF6E

ITFFLTF https://console.aws.amazon.com/ec?/ B9 Amazon EC2 ##l &,
ESMER LHNARIET | EREEEFHR.
EREEFHEMUEREFHAEERE.

EHZEETFHNRRAET  EREFLAZNERRAE,

ERBE .

o k~ w0 bh =

£ AWS RAM 2#| & F L HE R BNEEFE
BEZH (AWS RAM AF#Em) PRENHTRLZ,
EFLAZTERBENEEEFME , EEA AWS CLI
5/ disassociate-resource-share &%,
ITHEMNITE

HENGEFHRERSNABRFARSESRNSNMEFHERBRKKREAEENIREGEFMEER | B/
it 5.

BEXEZER (BRS/MNXENEMSKER ) | iS5 Elastic Load Balancing E#t

£ Application Load Balancer ®if A F & 3

A LUK Application Load Balancer BRE R EAFARINARFNZERIEAFN S5, XEEA Y
BIEAFSMNIEREABHEERER , MENARFTUTEITHLSFZZE,
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https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_DeleteSharedTrustStoreAssociation.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-update
https://docs.aws.amazon.com/cli/latest/reference/ram/disassociate-resource-share.html
https://aws.amazon.com/elasticloadbalancing/pricing/
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XEFATEARS

B3 &F4 OpenlD Connect (OIDC) &4 531478 (1dP) RiIEAF 514,

- BT S# Cognito XIFMAF @SR IdPsiEE ( Hl0IE 5%, Facebook A ) X A #1T
=SV EATN

- B3l H4, A8 SAML, OpenlD Connect (OIDC) &3 Amazon Cogn OAuth ito X389 F
St P (T BRI,

EZFERAMES OIDC &4 1dP
MREBFHS OIDC % 4H 1dP 5 Application Load Balancer —#2 £ , BHHMITU TIRE :

- £/ |dP BIE#HH OIDC RAREF. IdP Y DNS A2 Al AT #EATAY

- WAEERFin ID MEFRER,

« FREVIAP R TRGH TR FRLETRA, THAETIRNAFGEELET R, JTUEERER
RIELER.

* |dP % RIEH R AR 2 HAEB TR E

* U5RHY DNS kB BAMR A RFTEMH , BMESIIETAFE IP it 2tk

- RFEEWN IdP AR URLs T TEER , TRENWRAFRHEAMIEER , H+ DNS 2
B A BHERMNIEE , CNAME RENMNARFH DNS 5178 :

* https:/DNS/oauth2/idpresponse
* https:/CNAME/oauth2/idpresponse

& A Amazon Cognito
A A X 35
R AR S E M Amazon Cognito ERXII BT XEHEH -

« XERE (FFRILMILE )
KERER (HEEM )
XERAL (JLmAEEL )
XERLR (RBRM )
MEX (HER)

MEXES (FRME )

HERZERZE OIDC S/ IdP 177
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- BMX ( HEFRE)
« BMX (K=)

« BiMuX (EZRE)
« BN ( 7RERI )

o BN X ( ZR=

- BMtX (183 )

» Europe (Paris)

« BOM ( BmIEST )

- EENM(ERF)

« TA#MKX (FE)

« TA#KX (RR)

- WAH#KX (HR)

« WAHKX (KPR )

« TAMKX (&FX)

- TA#X (BENE)
« WAMEX (IR )

- TA#KX (&)

« WAMKX ( HEME )

« WAH#X ( BRE)

« PR (PEXE ) :

« BEK (BH)

© M (FFER)

- De% (Rh4EX)

MR 2 Amazon Cognito B F7 it 5 Application Load Balancer &4/ |, HHITHATIR®E :

- RIEAP, BXEZEER |, 28 Amazon Cognito FF & A GRS #I Amazon Cognito F F it

- BIBAFME PR, SXTNNEFRERBEAEREFHES , FAREBRENRE , AXFESEAFOE
AR OAuth BB, BXEZEER , IS Amazon Cognito FF XA RIEREHIVELE A -t
B AREFEF o

- RIEAFME, AXEZELR , 535 (Amazon Cognito FF X AR/ F K Configure a user
pool domain,

H#Z A Amazon Cognito 178


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-client-apps.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-client-apps.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-assign-domain.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-assign-domain.html
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« BIFERNBERSMNIRE ID T, Hltn, BRIAEE openid FRE ID T , B
aws.cognito.signin.user.admin SEEFIRE ID Tk,

- EEHRHB AP KKE , TEKSFHORIEDB2HPEA IdP. EXEZELR , H3H (Amazon
Cognito FF & AR 1ER) A HY User pool sign-in with a third party identity providero

 f2¥F URLs % Amazon Cognito KJElf& URL FERH#HITUTEEM , H#F DNS BREHN AT H R
WiE#E , CNAME 2EHNATREFR DNS 518 (MREBEEFERAZIIE )
* https:/DNS/oauth2/idpresponse
* https:/CNAME/oauth2/idpresponse

- AWE IdP RAREFNEE URL REALNAFME, £/ IdP g, flan :

* https://[domain-prefix.auth, region.amazoncognito. com/saml2/idpresponse

* https:/luser-pool -domain/saml2/idpresponse

NMRAEFEFIRRETHERE URL XA HERNEFR,

EFE ARSI ESEE N FEA Amazon Cognito RIFAF &6 , XARFZHAFEAH
cognito-idp:DescribeUserPoolClient &EMNFR,

EZEALS# CloudFront
MR ETE Application Load Balancer BIE A CloudFront 2Ft , EREANTRE :

« BREREL (£50) -#R CloudFront TEEFEL T SHRIFMNERWIM, X 7# % E S 5 RIiE
LELHENEFRMEN, RE , A TEBASENEBEXTXE , CloudFront 2 EMMEET
LAFF time-to-live (TTL) EiRE N F 3 KIE Cookie X Hi 2 I HA,

- ERNFHRRRNET (£ ) - BRARIEREBHEER IP NAFHITEORIEMENER
FRESH.

 Cookie # K& ( £ ) -8R FTE 5 BRI Cookie CloudFront ¥ & B fa 515 #7 88,

- E5L 5% —EEE OpenlD Connect (OIDC) &3 ¥kt CloudFront , EHAREEMNEZREPA
KA HTTPS i A 443, &N , RS E R EF I OIDC EERESHAEKMN URI WixOHS URLs
FEEE S S D RIE XK,

BLE M P &0 1RIE

B —AMHESMUTBIANCESHRIFREREBRF SHRIE, HTTPS {8 XX
# authenticate-cognito M authenticate-oidc B#EHXR, HXMENFERVHEIR |

HEZFERTL S % CloudFront 179


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-identity-federation.html
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#E3#) Elastic Load Balancing APl & MrZs 2015-12-01 AuthenticateOidcActionConfigH
# AuthenticateCognitoActionConfig#l,

MEFIEEERSEEBEF IR AIZSTE Cookie MRBEEHRIEPIRS, HTHAFPEMRIEEE HTTPS i
UTEs , EtiZ Cookie & BE secure B, It Cookie @8 CORS ( BIRBRBRHE ) #HRH
SameSite=None &%,

NTXFEIMFERUFFHFORIINNARFHAESER , EESORIERENSMITRAN
R EHME—H Cookie B X AIARE F IR A MM FIEEN BIrA 2R A& £ IdP #TEHK
iE,

Application Load Balancer %z # URL 4&#3#) Cookie fE,

RIAMBERT , SessionTimeout FERIREN 7 H, MRBEEEN LT , THABEENEERNEE 1
P, BXEZER , H3H &2FHE,

MR ARFHIERIZE OnUnauthenticatedRequest FER., il :

- FEAPFEAERS L SNERHNNARRF - XHMINED authenticate X, MRAFKE
x, WAHHYERLFBEREEEE P BERLETAHE P FERAFERAEAFAEE R,

- NEEFAPREMAUBINAREZZAFREEINENRAERF - EXHHRBENNARE
F, BEA allow &, MRAFEER , MARHERFREAFZBH BNARER TUREEAD
HERE, MRAPKRESR , WAKOEHSNEABERMARMEAFPRBEHEANARFAUREEN
ME.

- BiRJLASME —IXH JavaScript F AN AREF-MREFEAZdeny R , N AFKESESE2EEE
FHRIUE RN AJAX BAIRE HTTP 401 REBRNHWER. B2 , NRAFNSHRIEEEET
B, eaNErREEME P #IXLHmT Ko

RS E R M FAEB S |dP S LT R (TokenEndpoint) M IdP AFEELK T =
(UserInfoEndpoint) BfE. NMABRFARIEHRNESXLHRILER IPv4 XiE, MREW IdP
FERAEMI , FERASHARYIER[NLZ AN VPC ACLs WREARFIHELKET 2. FEARIFRA
FHI9ES R IP thut KA dualstack-without-public-ipv4 B, NAT MXAIERESER 5K
HITHEE. BXEZEE , 50 Amazon VPC AFERHH NAT W< &,

EALLT create-rule T ELERF BRI,

aws elbv2 create-rule \
--listener-arn listener-arn \
--priority 10 \
--conditions Field=path-pattern,Values="/login" \
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https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_AuthenticateOidcActionConfig.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_AuthenticateCognitoActionConfig.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html#nat-gateway-basics
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
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--actions file://actions.json

AR 2 actions. json X , ZXHIEE authenticate-oidc #4EM forward &
fE, AuthenticationRequestExtraParams RFERTE & RIEHEFFMINNSEIEES 1P, &
RRENFHREFRMENMIEBERN TR

[{
"Type": "authenticate-oidc",
"AuthenticateOidcConfig": {
"Issuer": "https://idp-issuer.com",
"AuthorizationEndpoint": "https://authorization-endpoint.com",
"TokenEndpoint": "https://token-endpoint.com",
"UserInfoEndpoint": "https://user-info-endpoint.com",
"ClientId": "abcdefghijklmnopqrstuvwxyz123456789",
"ClientSecret": "123456789012345678901234567890",
"SessionCookieName": "my-cookie",
"SessionTimeout": 3600,
"Scope": "email",
"AuthenticationRequestExtraParams": {
"display": "page",
"prompt": "login"
},

"OnUnauthenticatedRequest": "deny"

I
"Order": 1

"Type": "forward",

"TargetGroupArn": "arn:aws:elasticloadbalancing:region-code:account-
id:targetgroup/target-group-name/target-group-id",

"Order": 2
1]

THRIEE authenticate-cognito M forward B4EM actions. json XK KRB,

[{
"Type": "authenticate-cognito",
"AuthenticateCognitoConfig": {
"UserPoolArn": "arn:aws:cognito-idp:region-code:account-id:userpool/user-pool-
id",

"UserPoolClientId": "abcdefghijklmnopqrstuvwxyz123456789",
"UserPoolDomain": "userPoolDomainl",

RERFBBRE 5
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"SessionCookieName": "my-cookie",
"SessionTimeout": 3600,
"Scope": "email",

"AuthenticationRequestExtraParams": {
Ildisplayll: Ilpagell’
"prompt": "login"

},
"OnUnauthenticatedRequest": "deny"
},
"Order": 1
},
{
"Type": "forward",
"TargetGroupArn": "arn:aws:elasticloadbalancing:region-code:account-
id:targetgroup/target-group-name/target-group-id",
"Order": 2
1]

BXEZEE , 55 Application Load Balancer B {1 U725 0,

QI E RIS Y

THEHH ML E 2 Application Load Balancer 20l OIDC X% F F# 1T & A 1 IE K T L &R Ro

HHRIERE 182
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— D
_'_f_\-&\"“ - > «—i0— _LI

o
b
/—'

I \ " Target
e
NNy

Auth Token User-info
endpoint endpoint endpoint

THNESH , REERAMERE - TMEEPERHTE.

1.

©® N o o bk~ Ww

FAF @7 Application Load Balancer FEEERN ML RIA HTTPS K. HHEEEHHRIEERE
AR B B, ARIIE BRI REE RIFL P I FHRIELTE Cookieo

MR Cookie A EE , MAHBERLXFAFEEM@E IdP BREmT K, UE IdP AT B BT
%fﬁgulﬁo

RIEAFSMZE , IdP 2FEARNKERAF REAZGER,

AR ERIFRHBERNRBRIES |dP SERLHT o

EWBERWBRARTBE , IdP fF[ Application Load Balancer 124 ID 558115 [0 & k&,
AJa , Application Load Balancer i[RI S RKEFAFEERLHRT Ko
AFEELRTRARRAFFRANHES

Application Load Balancer ¥ 858 AWSELB &% iF«i% Cookie WA, EEMEIRH URI. BT
RZBUN B8N Cookie FREIH 4K K/, Rk AHBSERFEL 4K K/ Cookie B A ZA
Cookie, NEM IdP ZEWHWAFFHMGRSENEXPMET 11K FF , WAaRSESEaaEF

iR E HTTP 500 £5i% 7% 18 ELBAuthUserClaimsSizeExceeded f&#xo.

Application Load Balancer ¥ cookie AP {E B &K E| X-AMZN-0IDC-* HTTP #rkiREH
WBIR. BXEZER , B5Z5H AFREERBENEERIE,
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10. B#rmE A Application Load Balancer % [E a5,
11. Application Load Balancer [&] F F° & 3% B 44 0 K7 o

BNHERBEALRA Z 11, MBEEFERVWELLSER 9 B 11, UHEWR , RE cookie HARTH ,
BNEERBERENSR 9 iﬂtﬁ‘o

AP IdP #THMRILE , 2EERFLAF 70 AWSALBAuthNonce cookie, XAAKERN ARRF
MEEELEFRE P WEE[IF ROV AR.

MR IdP £ ID TEARME TERNRF T , MWARSERFRERMFTSEHAETHRSESHNER
RIFSERFTAFRRE  EERQEBEND P RIFTAK. MRAFZEE RNt BAZ9ES
2FAFEEME IdP #NLHT R, XEARIGEREBEASTHERNBRLKE. EXESER,
BESH SEEN,

(® Note

Cookie SHAIE B RITLERHARRE, Cookie EXHIZ Cookie W—NEH , IREN 7 KXo
S RIE&iERSSBREKE B Application Load Balancer £ 3 & 31 iE ThAEEL B #Y & 15 B AT 1
Eo. WEEBREEEFHRIE cookie EH |, ZEHBEZIMER,

AP HREREMEE I

EABHERADRIEAFEHZE , ELFM IdP KB AP RIBRIES Bir. ARIERENA
PRIBLER , MENARFIUARIEZER ARIERERAFHHIERRIEN,.

MEIEESRIMELT HTTP 4Rk :
X-amzn-oidc-accesstoken

THART RPN HRTE (AXHER ).

x-amzn-oidc-identity
RAPEELRET RPN EBEFE (sub) (FAXHER ).
AE W FFRARRINEERAFNEESZ.

Xx-amzn-oidc-data

PP (JSON Web 1 (JWT) #&3 ) .

RFRERBNEERE e



Elastic Load Balancing NARFAEI9ESR
HRTHENAFPFRE ID TEAE. HEsHEMAFRFRANATFRIRSSRAR , M ID SEEEN
FANEEUNAFR#TEMRIE. NARFARSEHSENAFP#HITSORIENQE —NINIERS
K, AN HRSENEREAZRESRR , BT2%EE ID TEER,

XS RERE JWT X, EF2 ID ¥, JWT X8 & base64 URL wIBHIFRL. BRAEM
XH  HERRBEERZRFZR. Application Load Balancer £/ ES256 ( ECDSA £/ P-256
SHA256 ) £/ JWT £8&,

JWT $Rk N EBUTFRR JSON WK :

"alg": "algorithm",

"kid": "12345678-1234-1234-1234-123456789012",

"signer": "arn:aws:elasticloadbalancing:region-code:account-id:loadbalancer/
app/load-balancer-name/load-balancer-id",

Ilissll: Ilurlll’
"client": "client-id",
"exp": "expiration"
}
JWT AR —N JSON R , ZXNRIEM IdP AP GERELKRT SIBWMWAFRE,
{
"sub": "1234567890",
"name": "name",
"email": "alias@example.com",
}

MRFLENPIGERMBENASFR , WL ERARENER HTTPS, I, FA-—TRE K
XK, RNBUESFBRRE N RBYKENARFASSEHSRNRE, EUUESIHBEIINEE4A
BLEN 5| SR L2 4E ID REDULB .

NAEREZER , BLAERBEFARITEARNZBIRIELSR |, FRIE JIWT $RKFH signer FRER
BETHN N ARF RBISESR ARN.

BRI , BN IWT $rkhIREE4E ID AEAEMNLKIET RERAHE 80 AWS KEBNALFETR
wmE

https://public-keys.auth.elb.region.amazonaws.com/key-id

ArBRERBNLEERIT 185
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3FF AWS GovCloud (US) , i[RI TR :

https://s3-us-gov-west-1.amazonaws.com/aws-elb-public-keys-prod-us-gov-west-1/key-id
https://s3-us-gov-east-1.amazonaws.com/aws-elb-public-keys-prod-us-gov-east-1/key-id

AWS B#T —ANE | B LAERAIZEXRRKIEH Amazon Cognito, BARFAEEHRMEMRS
OIDC W JWTs £&., IDPsEXEZER , i8ZH AWS JWT Verify,

Timeout

=i ER
RIF S AL EBNE —BET , MTRE

« MRSFEBRETHRSEIHNE , WARSEHRFETRERN, MRAFE AP ZRAED
MaE  WARTRRTRAFENESR,. BN, 2FAFEEQRZERTE,

- MR |dP £iFBATKTF Application Load Balancer £iF#A , NAF LTEREZIER AT EHE
o MK , IdP £ FERAFHFZR B EE [ E Application Load Balancer, B2 — X 4EFEH
B, BIESBEHTEREIRT2ML,

- MR |dP £iFBZETHE T Application Load Balancer £iF# AT , M| A AR UE T &E
FER, AFERGE , IdP 2FEAFNRNABEERE Application Load Balancer , /g & 4%
ERENEHRIBDFHREHRT , BEENEREEFR,

s MRAFEBNKTHESESHEHE AP TAXEFRF SR , WARHYESSTEARIEAE—

BERBIHEN , 2BULAFRBRER, AR, TILAFPBRESR,

- MRASFEBNKTHESHEITEREHE IdP XFRFTHE , NASSE R FESRF RS E

FRIFAFSE. NHEBMRIESEEBNIRFRBAMZE , ABBESRIT2ULARBRER,

& im B E

EFRSMIE 15 DHANEIATREHRIEIE, MREFIHKREEE 15 2 HRFINTR S HRIE
MW EIk B ABITE R HTTP 401 iR, ToiE B UMl kRt AT,

filgn |, e0R A @i Application Load Balancer & & IUHE , MMSME 15 2HANEXERIE, W
RAPEESHE 15 7 HERSHEZHER , NASHESRTLIRE HTTP 401 &#ix. AP SARIFE
HE , RAEBRZREZR.
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https://github.com/awslabs/aws-jwt-verify?tab=readme-ov-file
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SHWit s

HNRAEBRFREIHEZSORIENA/E , RFHHRBIES1E Cookie WEIHEHIZEN -1 H i
ERWmEEGE AP EHLHET R (AR 1P XHF-—MERTR ) . ABLERAFEEERA SRR
Cookie , B AR THEESENEIHNE, MREFHANABGERREHETEAEIHHRS
FEFIE NULL Rl & HE 21E Cookie , MBIGEIFER IdP RBER - RE ML T EFRE

ERmIHERRNARITEORIE, XERBLRTNEFEALTEES ORI NARF ABISEHRN
MzE.

- HEBHRAZEBERE , NARFYSIEFTE S B RIE cookie BEIHARTEIZE RN -1, Application Load
Balancer X#F& K 16K B9 Cookie , AL HZRZ A ABIR 4 N9 F RELAEF o
- MR 1P EFFHART R , ENZRKEEEMME 1P FHLXIRT R, Hl40 Amazon Cognito FF
EAREBEPICRAEHLIRT S,
- MR P EEFHAFRTR , BRUREEFFHIHEINE , HEFBHEIIRE,

- R IdP EFFHARETR | IdP LAEFESHEMBIFSHESH  FRAFEERNREFREHE
R Mo

- BEFEREFRK S HRIDRE,

JWTs £ Application Load Balancer Bt {73 iE

A LABLE Application Load Balancer (ALB) RIUEE w1 £ service-to-service (S2S) % (M2M)
BERHHM JSON Web i machine-to-machine (JWT)o TIEJWTRIAL mE , fEEE 2558 LA
ELFEANTHER T EBITRIE,

ALB HRIISHMER K HEERPBEFH : iss” (X1T7E ) M exp” (B ). 1A, MBERTHEF
£, ALB B FRIE “nbf ( FRZH ) M “iat’ ( ¥ LT ) R, BRZIALUEE 10 MANRE
BATWIUE, XERBZH=FER :

- BEE BAXKRE

« UKD RNE : AEKIRHNSNME (&2 10 ME)

- FRBHA  XAEHE (KF 10 ME)

MRTHEAR , WABHERSFTETHNBEREBRERERIIBIR. BN , RS/HIELZIFER.
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https://docs.aws.amazon.com/cognito/latest/developerguide/logout-endpoint.html
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EEZRER JWT BiE

SR TS

1. [@ IdP SEMERIRS |, IdP 2K F&F iR ID MEFHIEH,
2. BIRIRT IdP AERTGRIARS . 1P AR GEBTEA, thSHERERA IdP XBH JWT,

3. RE JSON MBEHRHALK (JWKS) iR, NEIGEREEEERN RPN ERE IdP RHHIL
o

4. HEERBRAFEE IWT , HESMERPFHEIE LKL Application Load Balancer, EE : XX
% RS256 &%

JWT 56 iE PR

£ Application Load Balancer F A JWT BIER} , JWKS ( JSON Web 45 ) R STUBEREUATE
K

« mANER K/ : 150 KB

o BRARIZBER - 10 IBFAR

MREH S MR R JWKS AT ERE—MR$ , Application Load Balancer 2 fi&FXR
BRI E B Fro

MREN S HREEN IWKS I ]REBE TXERS , FEREENNARFRB I JWT BiE , =
EEARRAERINE D IRAHRE.

EREHAEE JWT BiE

1. $TFF Amazon EC2 ¥4l &#=414 , Wit Fhttps://console.aws.amazon.com/ec2/,
FESMERK LM Load Balancing ( 71839 ) T , 4% Load Balancers ( f1&391#8% ) -
IR IBH Application Load Balancer , A/Fi%# Li steners &I,

WEHE HTTPS WITeER | REEREEMAN,

pvi 27y 1y LS

(k) BERAMNBEERR , BERABHAGRE , REAARR. ERNEMRE | HEERNE
fir , AR ARSRNFEE,

7. HEHT , BEX1-5N&FM4HHE

o o bk~ w DN
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8. (W& ) ERMNFMR , HERANEGR , ERRRRE  ARWAZCEENENREXMBRFR
==

9. XF B, ‘BHETIRE, EFE RIETHE

a. XTF JWKS imR , 5 AZK JSON Web ZAK IR QM. i QBTA 2F R, FiR
@A FRIE JWT £EH L H.

b. XMTXRITA, BEN JWT KT A iss ZRAVTAHE.

c. (Mk)ZERIFHMRE , FEAREMRE,

i. ERBEENTP , HAZRIENRBERN.
i. AP, ERNNAREREE

1. B &  FHLAE-MEEETEEE,
2. FRRHA  FRLAEHAPN —METE,
3. 2o fRE . FHEEUERIRNE , XEEXNISHEENE,
i. EYE R, WARBNTHE,
iv. WTEHMZRR (HZ10WXRE) , BESHERE,
10. £ “B4F, "BRERE P, ERNERDRIETEERITHEERE ("BRE". "EEBE
“BEIEEMR" ) o
M. REFERETERE
12. EE&RF

£/ CLI Bo& JWT K

BT create-rule S HELE JWT Bif,
PR EERIFMNIRERNDIITESAN JWTs, MITSSSME HTTPS MITes,
(® Note

BB JWT RiERT | EHRER JWKS iRl N AN FREE 150 KB B2 HEATER 10
o MBI X L PR I A9 WE B2 RF R LE 1 SR ¥ R B &Y B 5.

aws elbv2 create-rule \
--listener-arn listener-arn \
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--priority 10 \
--conditions Field=path-pattern,Values="/login" \
--actions file://actions.json

LT RIEEjwt-validationzifEMshfEfactions. jsonX#HRHl, forwardBFRRBEN & 1R H
AR B EXISN TR

--actions '[

{
"Type":"jwt-validation",
"JwtValidationConfig":{
"JwksEndpoint":"https://issuer.example.com/.well-known/jwks.json",
"Issuer":"https://issuer.com"
I
"Order":1
I
{
"Type":"forward",
"TargetGroupArn":"target-group-arn",
"Order":2
}

:l 1

BTRRAIEE T ERIERNFAFH,

--actions '[

{
"Type":"jwt-validation",
"JwtValidationConfig":{
"JwksEndpoint":"https://issuer.example.com/.well-known/jwks.json",
"Issuer":"https://issuer.com",
"AdditionalClaims":[
{
"Format":"string-array",
"Name":"claim_name",
"Values":["valuel", "value2"]
}
1,
},
"Order":1
},
{

"Type":"forward",

f£R CLI BEL& JWT HiE 190
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"TargetGroupArn":"target-group-arn",
"Order":2

:l 1

EXREZEER , i3 the section called “m T8N,

HTTP #r3kF Application Load Balancer

HTTP #&3R# HTTP W FEARAFREEE X HTTP HEMNEE. HTTP L2 B3R, FRLF
BABS7RHBMEN , EMEXN ZBEHBEZESR (CR) FMIRITHRF (LF) #4175, RFC 2616 E54%
KHPENTHE HTTP FRAFRE, WARENARF ZEAN BN IERA HTTP #5k. ¥
LEIEFRE HTTP $Rk BEH X-Forwarded BI%&, Application Load Balancer 3z# A~ X-Forwarded

¥Rk,
AX HTTP EENEZEL |, 1§28 Elastic Load Balancing A Fi5E HEYiEREEH.

X-Forwarded #r3k

» X-Forwarded-For

» X-Forwarded-Proto
» X-Forwarded-Port

X-Forwarded-For

EEER HTTP s HTTPS A9 #858% , X-Forwarded-For ERIRL AT BIRIRBIZ Fime IP i
i, HFARSERCELBEFHANRSEZENRE , HEWRSSHEHR AEPIMNTERARGE
B30V IP Hut, EEFEFS R IP bk |, A routing. http.xff_header_processing.mode
B, EBLEY , SAUENARFASRSIHRFMERREIEFRZABER. REXBEKRHTTP F
KP#Y X-Forwarded-For ¥rk, WWEMH AEEERN append, preserve # remove., LLEMERIER
IAME R append,

/A Important

HTHFEZEXEK , MiEEER X-Forwarded-For #rsk. AEHMERNEINZERFIR
SRR SR B F AR AlMS,

AR
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» Append
* Preserve

Append

HINMERT , NABRFASIIEER ST X-Forwarded-For BRIRLPEMEF IR IP it | HfF

ZAR AR R T BRI IRSER. MR X-Forwarded-For ERFARITEERBBERT , MAFGERS
BIE—NUEF R IP MuHERN FRENRL, BN , ARBER2FF /i IP bt BT ARX
RN ER AL BB EHNIRS . X-Forwarded-For iRFLAREBESNELES 2RI IP Hbit,

X-Forwarded-For iFRFRARAUATER :

X-Forwarded-For: client-ip-address

THERZ IP #3kh 203.0.113.7 HEFT %KY X-Forwarded-For ERERKHY B,

X-Forwarded-For: 203.0.113.7

LT R IPv6 it A B isHIX-Forwarded-Forig KRRk R
512001 :DB8: : 21f : 5bff:febf:ce22:8a2e,

X-Forwarded-For: 2001:DB8::21f:5bff:febf:ce22:8a2e

EASEER LEREFHEOREEY ( routing. http.xff_client_port.enabled) &, X-
Forwarded-For ER#rkBFEMNE| client-ip-address Y client-port-number ( AT &%
B ). REMARAUTER :

IPv4 -- X-Forwarded-For: client-ip-address:client-port-number

IPv6 -- X-Forwarded-For: [client-ip-address]:client-port-number

T IPve , EEE , YRR I MNclient-ip-addressEIARLE , EQfF U FELIE

SH,

LUTRIPv4 tibtith, OB RNMNEF#12.34.56.78MX-Forwarded-ForifR#rk 418080,
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X-Forwarded-For: 12.34.56.78:8080

LLTRIPve tthiit ., OS5 HMNE #2001 :db8:8533:8d3:1319:8a2e:370:7348RIX-
Forwarded-Fori&ER#¥rk R418080,

X-Forwarded-For: [2001:db8:85a3:8d3:1319:8a2e:370:7348]:8080

Preserve

BHEARH preserve BRXAHREF HTTP BREAEZI BRI AR UEAMARFTIEREHH X-
Forwarded-For ¥k,

il B
BN remove BRAEN HTTP BRAEBIBIRZ oI BEBREFH X-Forwarded-For #rk,

MREBHATEFimEOREEM ( routing.http.xff_client_port.enabled) , E&ER
routing.http.xff_header_processing.mode BM#i%£$E T preserve = remove , MR AR
Y ESNEEEFiRmOREEYE, B2 X-Forwarded-For ¥Rk REBEARE , REBFEEILR
WEREBR , AEBENBERKIEZE B R,

Sfa%#E append, preserve ¥ remove HIX A BFRRFWEIN X-Forwarded-For #RkREIAT
®o EULBIF |, G —BEHY IP b3k 127.0.0. 1,

B3R R ~EIE R append preserve remove
RIZFERE&E GET / X-Forward == T E#E
XFF Rk index.ht ed-For:

ml HTTP/1.1 127.0.0.1

Host:

example.com

REBERNEBE  GET / X-Forward X-Forward rEFE
—A XFF #53k#M  index.ht ed-For: ed-For:

—NEFIm IP#  ml HTTP/1.1 127.0.0.4, 127.0.0.4

ik, Host: 127.0.0.1

example.com
X-Forward
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B AR A EER

BERER
RIEERNEE
— /N XFF #35H
ZANEFUm P b
ko

Console

RpIE R

ed-For:
127.0.0.4

GET /
index.ht

ml HTTP/1.1
Host:
example.com
X-Forward
ed-For:
127.0.0.4,
127.0.0.8

&1 X-Forwarded-For ¥k

append

X-Forward
ed-For:
127.0.0.4,
127.0.0.8,
127.0.0.1

o ~ o bh =

6. EERRFER.

AWS CL

&1 X-Forwarded-For ¥r3k

preserve

X-Forward
ed-For:
127.0.0.4,
127.0.0.8

ITF L F https://console.aws.amazon.com/ec2/ B Amazon EC2 #2#|& .
ESMERSD , EEARHOER.

EE RIS,
EEMETF L |, EBRE.

£ RERE HBoH “BIESILE” T , N “X-Forwarded-For #RE” &3 “IBH0 ( BRIA ) 7, “&R

remove

T

A routing.http.xff_header_processing.mode &M H modify-load-balancer-
attributes @5 5. AIBEMI{ENN append. preserve Hl remove, ERIAN append.

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \

--attributes "Key=routing.http.xff_header_processing.mode,Value=preserve"

X-Forwarded-For
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CloudFormation
&1 X-Forwarded-For ¥r3k

E#HAWS::ElasticLoadBalancingV2::LoadBalancer®& R A &
#Zrouting.http.xff_header_processing.modeE., ABERIERN append, preserve H
remove, ZRIAN append,

Resources:
myLoadBalancer:
Type: AWS::ElasticlLoadBalancingV2::LoadBalancer
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AzZ2
SecurityGroups:
- !Ref mySecurityGroup
LoadBalancerAttributes:
- Key: "routing.http.xff_header_processing.mode"
Value: "preserve"

X-Forwarded-Proto

X-Forwarded-Proto i&R#rL AT & B RR B & P i 5 8N A B 85 E Eat Fr A BV I (HTTP =
HTTPS), &HMRSRAF BEN TS ERSH/MARBE R ZAFEANDI ; FEEAXTEES
WM ARIESEZREANDZER. NFHHEEFHNARBEESRZEEANTI , A X-
Forwarded-Proto i&3R#5&, Elastic Load Balancing &% X-Forwarded-Proto & R#xk 174
EFmMARIIEER B ERNIL , HRkhid BB RS .

BRI AR ML T S EAFEME X-Forwarded-Proto i RIFAHFHHKRENEFRERZER
URL #9118 R

X-Forwarded-Proto ®RFFAEAUTER :

X-Forwarded-Proto: originatingProtocol

LT REIBEL HTTPS B RERNFEEEF WA ERM X-Forwarded-Proto #ER#Rk :

X-Forwarded-Proto 195
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X-Forwarded-Proto: https

X-Forwarded-Port

X-Forwarded-Port ¥R#rk A& B EIR 5B 7 i S AR AR & 2R E R AT ARV B FRiR Ao

BRTRRREFABIEER HTTP Rk 8K

R ARFABEEROBRRLMNIERARL BT HTTP frkiEtk. TEEHMNARFNRBE , BIIR
KR T EF R NAREFNRENZ £,

EREARLERIEE | BSEERELER,
BB mTLS/TLS 4

EEtRk BB IR BUURERNRAEFABSEREBFRMEIERFE mTLS M TLS #5KH
Fho

X HTTP #RKA8 S0 88 7] LE KL A A2 Fr S $0 1 35 B AL SIS A2 PR 43 R A8 318 SRAR SK A e B2 AR 5K B9 B2 A
B

R %88

X-Amzn-Mtls-Clientcert-Serial-Number R B FrecB R B MBI E Fis1E TLS 2F 5
B MISEIER,

X-Amzn-Mtls-Clientcert-lssuer 83312 Bl 20 & UE S BV UE B i & A4 |, #5Bh B FRxY

B IRIEBHITRIEME NS 4,

X-Amzn-Mtls-Clientcert-Subject @] B FRR A o< @ EL AR & im iE 5 B SEARRY iF
MES , HBTFE mTLS HAKIEHEH TR
B, BHWIE, MR,

X-Amzn-Mtls-Clientcert-Validity AFERRIEEFEEANEFRIEIBREEEE
BERHA , BRIEPEEIHIIREA,

X-Amzn-Mtls-Clientcert-Leaf BEMTLS BEFHEANETFIRIER , U5E
RS 2S5 &= P imdt 1T B O RIEHRIUNE B8, X
HOUBREELZS BRI
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i i BH

X-Amzn-Mtls-Clientcert ETTENEFIRIER. HEBEFRE MTLS £
FUBEPRIFTEPHESYE, BIFIEFPEHNE
Fimit T BRI,

X-Amzn-TLS-Version BRATIEREN TLS R A, BBTHREE

FEHREMAKF, BREERBENBRSNML,

X-Amzn-TLS-Cipher-Suite ERATRE TLS PiEEAMEZEELZAE, X
FIRSEREBITMEZNT LMY | BHFERS
MRS , UARERETELE K,

N DR BIAR Sk

BEEREARK , EAULENARFASREEREENEREPRNERESMBRNIRL, BHXLER
M B LB A Z$E HSTS, CORS M CSP &Y B iRk,

RIAMBRT , XERANZE, REXMBFREN , NARFARSEHRT 218 UL R RFRX,

BRAENRIRLAR  NARFASSESRANESREEENRARFNEMERN S, MRXEE
PRI EE HTTP MAFRL |, MAHYERSFRLEEFTNRENE. BN , AFEESRSE
HTTP Mo SRk R B B Frlt E BRI R A,

N 15 89
Strict-Transport-Security T 35 TE B (8] PO JE I X 32 2R A8 Sl AT XPR HTTPS

KER | XA B FBFE I man-in-the-middleds
. B EFRAFEIR. BRESIHMERZE
N EBEESZ T NE,

Access-Control-Allow-Origin BEHIREAUMNTRERAE B R LHRR, X
ETFRULZLNERRE , BB LEARZZFR
A,

Access-Control-Allow-Methods 1BE R B ¥rk HERERE R FHN HTTP Bk,

R T2 H T MR EIRNAT RV R AR

A 0 iE Rz iRk 197
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B AR A EER

PR

Access-Control-Allow-Headers

Access-Control-Allow-Credentials

Access-Control-Expose-Headers

Access-Control-Max-Age

Content-Security-Policy

X-Content-Type-Options

X-Frame-Options

B ARk

58

EEBRBERFALGEM B EUIRLSHIEEE
FRko BEARSKLE BAR AT SR EIR B FRIRIE P
Iy A BA R IE I PRk o

BEREFREANEBERERPEZEEN
Cookie, HTTP B RIEFREF A IHIEPH 2L E
uF,

AT BEHEER KA AEERERPIHEHNE
o0 BI#R K

BN RERATUREFMREREREFNR K,
MMELEEMRNEFE, XAILEDELEER
FERATFEN OPTIONS FR¥HE , NTEB TR
{LiERE.

— M 42 5 R Uh AT BN MRAT I AR, B
BE&ERIR , KbLE XSS ERBEAREN R
£RE.

£ no-sniff 385 3RBH L% 55 85 58 %2 IR &Y
MIME 38 | MMi85E Web 221, ATHRN
WENIRIEF B Content-Type RBR AR

—MEI A TLERITIRAZERES , N
TS BIBA Ik R EIF MR LT 2 YLEl. E
DENY # SAMEORIGIN 2 ETBRAR
FLBAZEER A AEME L,

EEYERMRLIIEE , MU NARFAEYEREENZAMMNFMN server:awselb/2.0 #r3k,
XALUB L RSB[ISEGENWHE Bt A NARFREFNNBERF R,

EBHRMA routing.http.response.server.enabled, AJAERN true = false, BRIAENRN

true,

ARk
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PR 75l

- RAEAMIEUTEH
- FRBFFHR :a-z. A-ZF0-9
« BERFER L\ RO ]es<>=- 4 4. | ~0%

- ZEMNEXRPNTEET 1K F1,

- BUABRHHEIRTEEANRARIPBKREIAMILERSTER. B , RIELTEBIANSENRLAREX
BizE.

- FEMEMREZEBFSBNARF AT IERERRIATH.

NNRREFARIERE A HTTP #rXE

MIANBRT | SRk B ZhaeL TRAMRS , BAEB MR LER, BAXESZER , 2R HTTP
R Ko

Console
B ARk ISR
1. 3TFLTF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ##l &,
2. ESMmERF , EFRAEHEESR.
3. ERZNARFAEIGHER.
4. FEMWTESRFMAED R £, EBRMFRD , AT 1EAE S TH,
5. 1 Attributes ( B ) T+ L |, %8 Edit (HE ) -

MTEEEINETH, BREERERERZANINEE,
6. [HTTPS {i#785] A&k mTLS/TLS HIFRL B

a. EBFIEHH mTLS/TLS FREE .

b. BHEEERMIBERIRLHBEIRLNENR. BXEZELR |, 15 the section called “E
8 mTLS/TLS 2",

A BRE RIAR 3K

~

a. RIFAHMERIFRk.

b, RAEFMMEIRKFRETANE, FXESEL , 58 the section called Fi I
WIRTRRSK s
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B AR A EER

8. ALB PR%-23M RI¥Rk
- BRSREZARSEERL.
9. LBRREENR.

AWS CLI

B AR SN

£ modify-listener-attributes . EEFBMEIIR , iHSHthe section called “brkEHE M,

aws elbv2 modify-listener-attributes \
--listener-arn listener-arn \
--attributes "Key=attribute-name,Value=attribute-value"

CloudFormation

B ARk

E#HAWS::ElasticLoadBalancingV2::Listener®RABEEME. BEEEREHIEK ,

section called “Prk{EHE 4,

Resources:
myHTTPlistener:
Type: 'AWS::ElasticloadBalancingV2::Listener'
Properties:

LoadBalancerArn: !Ref mylLoadBalancer
Protocol: HTTP
Port: 80
DefaultActions:
- Type: "forward"
TargetGroupArn: !Ref myTargetGroup
ListenerAttributes:
- Key: "attribute-name"
Value: "attribute-value"

RIS NE

LAT A B A2 FF B0 1 88 SIS R AR K S B 1

FZ[ithe

BRRKER
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routing.http.request.x_amzn_mtls_clientcert_serial_number.header_name

&2k X-Amzn-Mtls-Clientcert-Serial-Number 8473k & #fo

routing.http.request.x_amzn_mtls_clientcert_issuer.header_name

&k X-Amzn-Mtls-Clientcert-Issuer BI#5 k& #hro

routing.http.request.x_amzn_mtls_clientcert_subject.header_name

&3 X-Amzn-Mtls-Clientcert-Subject BIFRL & #o

routing.http.request.x_amzn_mtls_clientcert_validity.header_name

&2k X-Amzn-Mtls-Clientcert-Validity BI#5k & #o

routing.http.request.x_amzn_mtls_clientcert_leaf.header_name

&k X-Amzn-Mtls-Clientcert-Leaf BY#r3L & Fro

routing.http.request.x_amzn_mtls_clientcert.header_name

&k X-Amzn-Mtls-Clientcert BIFRk & #io

routing.http.request.x_amzn_tls_version.header_name

&k X-Amzn-Tlis-Version BI#RL & Fro

routing.http.request.x_amzn_tls_cipher_suite.header_name

1824 X-Amzn-Tls-Cipher-Suite BI¥Rk & 5o

routing.http.response.server.enabled

ETRREBATHBER HTTP IR RS 38Rk,

routing.http.response.strict_transport_security.header_value

7N Strict-Transport-Security ¥Rk , BA& &5 528 REEFE A HTTPS G RZMY |, 3 BRFkEMAE
R HTTP HEZM G =i 8N B 3 # i HTTPS,

routing.http.response.access_control_allow_origin.header_value

7N Access-Control-Allow-Origin ¥r3k , BUEE A 1H R RS 2FHR.

routing.http.response.access_control_allow_methods.header_value

7N Access-Control-Allow-Methods #r3k |, LA EM E AR5 R RSB 256 RIFERK HTTP 3%,

BRARLER 201
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routing.http.response.access_control_allow_headers.header_value

7N Access-Control-Allow-Headers #53k | BUEEEERE R E A FERAORL,

routing.http.response.access_control_allow_credentials.header_value

%N Access-Control-Allow-Credentials #53k , UE R KR 2 ENEBRIERFEEHE W Cookie
PRI ZENEIL,

routing.http.response.access_control_expose_headers.header_value

%N Access-Control-Expose-Headers #73k , LAE7RX ST 88 AT LAl R HHiE KRBV & P im A FF iR ko

routing.http.response.access_control_max_age.header_value

w0 Access-Control-Max-Age #rk , MEEEMRBERNERATUREFENNK ( AW NEN ) .

routing.http.response.content_security_policy.header_value

7 I Content-Security-Policy #53k , LUSERI S350 T H5 BhRl > K Lo 38 B 22 £ Ik B 19 XU B i 58 sl S5
He iy PRl

routing.http.response.x_content_type_options.header_value

7N X-Content-Type-Options #rik , iR A RIETE Content-Type #RLHAFH MIME ZKH |
R R T E Ko

routing.http.response.x_frame_options.header_value

N X-Frame-Options #rk , AIE "R E AV K ER1E frame, iframe. embed = object P EIM I
Ho

filB& Application Load Balancer HJ{i 788
EMBRITE 2 4T | T B S R AR R B
. AELEBA USSR E R,

« SESEEE XA, UITERMNERGE EERTHEMBEREBATES KM,

Console

I B AT AT 25

1. $TFLTF https://console.aws.amazon.com/ec2/ B Amazon EC2 & &,

A BR A0 T 8% 202
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2. ESMmBERF , EFRARHEESR.
3. EENETHER.
4. FEMTERMMAEDF L |, EPOTENNNERE , ARMOEFREEMNTE. BIBRMIT
Ao
5. RRHITEIAN , WA confirm , REERMIER.

AWS CLI
B B 402 07 2%

5 delete-listener 5%

aws elbv2 delete-listener \
--listener-arn listener-arn
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Application Load Balancer #Y B 54

B A 6 A B E R AR O S/ E R R AN BEM B AR , Hla EC2 £4Hl, ErAIBlE S4B R4
EM—NER. BUUANENEREARESTIRIRE, EEMEBIRE (BRERABIGERMmYT
FANEEN) NABEBRRL , MITETRARE.

BENMNEFASATHERBERE —IRZS/NEEMBVER. ELBRE MU , ATLUEE B /R4
MEMH, BREANZHSN , RESKRAIMENNEBERA, SN TREEENERIETEHN B IR4H,
Bl , A—RERVNE—NERFE , "NNABRFNHESERNEEMBERA, SAUFENBFRAN
S 1MagaER—EFEH, BXEZEE |, 55 Application Load Balancer 4A4F,

BETENARAENAFHIERNZTRARERE, BN EBFAOEARASTRIRERE , k&
FEEVNRERAMMNEBEEREENERITER. EUTRANPEE-—IMERLESE , ARBOESRIT
FREZEEEMIZBRANMER R (XEBRUTENAHBEREANTAXH) BBETRR.
ABGE R FRBATERZTHEEM B4R,

B %

- BEEE

» Target type

o IP ihhbRH

IS

- EEMER

- BArffess

- Bir4EEM

« BFRAEITIRR

- AN RAREFAESERCERRE

- NAEFABEERERANESTRARE

- RENARFARSERNERARY

- N AREFRAEEEESREAREEMR BT

« £/ Lambda BBEN N AEF B E R B iR

- NAEFABISE R B REANTE

« BRI AR F AT ERR B ind

204



Elastic Load Balancing NARFAEI9ESR

B EEE

MINBERT , MBS ERLEREECIR B RANEENDANGOSFHEREHEIEB IR, A, &
AUBESESBREMBIEfFAN AT HRERBE BFRNKO,

BARAZFA T AR A

o MY : HTTP, HTTPS
« w0 : 1-65535

HBEMRARE T HTTPS thXEEA HTTPS BT R ER , MREM HTTPS TSR EEEA TLS
1.3 B2 XM , MPFEH ELBSecurityPolicy-TLS13-1-0-2021-06 & XKEHITEIREE, &
M| , A ELBSecurityPolicy-2016-08 Z£ Kk, MBI EREEALEENRLLZRNIEIRE
BARERI TLS EH#E. AFHERTRIEXLIMR, Bt , ZEUUEAESRIERREIHNIER. H
FHEHHESREEBRYTEMRESR (VPC) # , A ARKGE RS ERZENRENERES R
HITHHRIE , REEIER R LENIERTR , BF2EIE man-in-the-middle X BRI XS . BT
HRE AWS S BERMENRY |, TEEEXIIMIANEERE —SRIPRE,

Target type

SIZEfRAR | EEHEBMRRE |, WREFBESEGIL B HRETMHBERNEENBRRNRE, 6E8
AR, BT EERHEBIRRE,

AT R ATRERY B AR3EH -
instance

XL RBEEES ID €.
ip

B2 IP bk,
lambda

B2 Lambda E#.

HEMRRER ip &, LALUEERBELT CIDR Rz —# IP it :

. BFRAH VPC T M
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* 10.0.0.0/8 (RFC 1918)

+ 100.64.0.0/10 (RFC 6598)
+ 172.16.0.0/12 (RFC 1918)
+ 192.168.0.0/16 (RFC 1918)

/A Important
TREER QIR B P ik,

Ba U ERAMEXIEN CIDR R |, M BAFRAFMUATEFR

s B FERFEHEEE VPC NEHW VPC (X TFR—XEHFRXE ) &,
« AWS T[ET IP #thut MmO F At &R ( Bl iE E ) o

« AWS i&3d Direct Connect 5% Site-to-Site VPN EE4EZZ| M AR 1t &R,

® Note
NFEEEAXEANNARFAREGIESE , ip BHRAAN TR — N4t X5 = se W0k
B,

EXEZELR , HSRMTALE L AWS ocal Zones ?

MRFEASH IDIEEEWR , WEAXRFNEMEEOFIBENEIAE IP i REKBA DK, W
RER IPutiEEBEH , WA LAERARXRE —MNRZSANMNNEZOWEAFRE P bt RE 8 B BILH,
XE—NEH LB ANARFAUUERR —KO, S/NMEEORULAEECHNZEYA,

MRER BARAR BARREN lambda , W AEMEA Lambda ¥, =HAEHER{UE Lambda &
BHERE , ©E2BA Lambda Bk, BXEZEER , 2 M £A Lambda EEEN N AREF A ET
B89 B 7,

&1 LA Amazon Elastic Container Service ( Amazon ECS ) BiB W M AR F IS ERNWEIR. B
REZEER , 521 (Amazon Elastic Container Service AAFF15R) H#IEHA Amazon ECS BN T2
Fagatas.
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IP byt 28 B

SIEFEIRAR |, TLUERBEFRARN IP tut3ER, b IP #iutEs A F SR TEEHREH TR
R IP ARAR,

NMARFARSIERNERAZIIFUT IP kKR .
ipva

HEBEERER IPVAEBRER,
ipvé

NEBERER IPve 5B FRBEBE,

EREM

- BEYESRIBEBRAN IP it RBERIRHITERE. IPv4 BIRAMN BIRAIEZREAFHEE
BEMY IPVARE |, IPve BERA W B MIEZRE AFHIYESEMN IPv6 HE.

- BB IPv6 BirASipvafigigss —REm,
o BFEm IPv6 BFRAFM Lambda ¥R,

ZIRRTEN

EIAER T , Application Load Balancer £/ HTTP/1.1 [ BAR &% E R, SA LB R ER
HTTP/2 5 gRPC & B#F & %18 R,

TRLE THERDWA B ARADWIRTAERE R

HRPY AR A ZR
HTTP/1.1 HTTP/1.1 FXZh
HTTP/2 HTTP/1.1 FXZh
gRPC HTTP/1.1 iR
HTTP/1.1 HTTP/2 iR
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ERIY SRR 4R

HTTP/2 HTTP/2 FLZh

gRPC HTTP/2 WRBFRZEF grPC , MK
HTTP/1.1 gRPC HiR

HTTP/2 gRPC MR POST &K , MK
gRPC gRPC FXZh

gRPC MMURAR IR E R

o ME—ZRMUITRR LR HTTPS,

o YEUTERALIME — RIS IRERER forward,

- ME—XEFWEREKER instance M ipo

o MEISE RN gRPC BRHBERF ST, RSM B A gRPC AR B EIMEAR BHR4A,
- APBPERXF—x. BRHREER, BRSI[RREEFNERER,

o BATIRMEENN /package.service/method KB EXETRARES %,

- EREXREBERNKIIMMER , BHIEE gRPC IRBSRE,

- TBEY¥ Lambda BB A E B #7.

HTTP/2 X MR A E Z BN

o ME—ZXFFRVATER I IGR HTTPS,

o WEUTERALOIME — RIGHIRERER forward,

- E—ZFEWEREHER instance M ipo

- MEBERXE—T. FRRREE, BRER[RBEENNORES, BNFFEHTTP2 EENR
KREA 128,

£ B #R

EHNABIERTIAT A ENE —ZMS  ABREESTHEIMBEHFRS RIEARE. EAUHEN
BREME — RSB IRA A,
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MENARFEREMN , BUUB—NRBZNEREEIMEMBERAEFRZER, —BIEMEIRTX
HEEBMBEITE -RDBESTRIRE , AROEHRATHRIREBRBHIFIMNEIR , MAEE
TR R URCIS

NRNARFERBLOREEFTEN BIMERRS , S UMNBFRABUEEM B R, BUREM BN
BARATMBRER , EF2FWER. BUEHIMENBRGE , AFHE R AE R EREHEEZE
ro BFRREEA draining RS , EERTHERTK. EEER T BRASSEEKERN , AJHE
R B AR OEME B ARA

MR EFEISA D KFEME R, WA LUFHEIT#E SRS Auto Scaling A—RFEA, F—MNEREAERE
E| Auto Scaling 41J5 , Auto Scaling Bz BN @A BEZEREEMBEIR. BEXEZEERE , S
%] Amazon EC2 Auto Scaling Fi i RYRF 55 #2853 E Auto Scaling 4.,

PR &1

o TEOEME— VPC FEMN AR AHIIEEEN IP ik, @R % — Application Load Balancer
NFERFHEEE VPC NE/M VPC &, MATLUEME IP #hilt,

« WRXHMLTEREBER VPC WEN VPC (L TR-XEHARXE ) # , MFEEFASEH D
EMXLERG], RTELA IP b E X L3R5,

BHirf{L{tzs

ATLAE BARA E B A BARELES. BMEILBARTEEER L EBEERITREABENHLXER. ©
TEEERLZRENRENRENTES TET. EEABRNE , BRERFAEEEREFRO, 1t
wmAORTEERENASSESRSCENRE. BMRIBREEEZEREABEER. —BEET B
BHwO , ELEER. BXEZELR |, i55H the section called “BE #rit L2587

BFrEE %

BALBESREEREANBUEREEBE. AXESEE , F5H fEBMAREN.

MR ERAXREN instance I ip , MEXFUTEIFAEM :

deregistration_delay.timeout_seconds

Elastic Load Balancing £ BUE M B #r 2 5 ZFRIATRIE, SBEH 0-3600 ¥, ERIAER 300 #,
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load_balancing.algorithm. type

BRHEERE T AR ERERABERNEOMERB IR, BN
round_robin, least_outstanding_requests 5 weighted_random. ERIAER
round_robin,

load_balancing.algorithm.anomaly_mitigation

X% load_balancing.algorithm.type 71 weighted_random R AI ., ERERBERARE
Rff, ZMERN on R off, ERIARF off,

load_balancing.cross_zone.enabled

ETRABRATEXEMH9E, ZEN true, false 5
use_load_balancer_configuration., BRIk} use_load_balancer_configuration,

slow_start.duration_seconds

— MR (B) , FUHR , ASSERSEA BRANREN LR INOF AL FEME B
PRo SEEJ 30-900 B (15 74#). MINMEN 0 ¥ (BEHA).

stickiness.enabled

BREEBHAMMEALIE, ZENRN true & false., BIAH false,

stickiness.app_cookie.cookie_name

N AR Cookie W& Fr. BFATER Cookie BT EEE B LA TAIZR : AWSALB, AWSALBAPP, =
AWSALBTG ; XLEFIR R B A EGEREA,

stickiness.app_cookie.duration_seconds

ETRNRAERFE Cookie BN (AR REMN ) . 2XNEMHSE , Cookie Bl Hi, H/MER 1
¥, BAMEN 7 K (604800 B). BINEN 1 K (86400 B),

stickiness.lb_cookie.duration_seconds

ET1HFEaTEM Cookie B ( AW N B ) o EWXNERHSE , Cookie BT H, &/IMEN 1
¥, |&KERN 7 X (604800 ¥). BRIAEN 1 X (86400 B).

stickiness.type

MMRYER, TEEMVESRN 1b_cookie F app_cookie,

target_group_health.dns_failover.minimum_healthy_targets.count

o &

NAVS TR RFHYEFRBEB TR, MRZTEFERNBRBETILE , F% DNS BT RARIC
BITFER , NI REMERHAIIZTERNT R, AIERNER off & 1 HERKE LRzH

S
N
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MEH, REN of f Bt , DNS KMEBLTERRES , XEWEEE B RAFHAHE B RE1TH
FIER , B2 DNS RBRIZT K. BN N 16

target_group_health.dns_failover.minimum_healthy_targets.percentage

HFETRARFHBERREE S L. IRETRIRIFHNEIRE D LLETILE , 157 DNS 4
TREFEANSITRANE , LEREMERHAIIETRORREFNT K. TRENERN off HE 1 F 100
ZIEIREE, RIEN of f BF , DNS AMEBATEANRS , XEWEEEEREATFNAE BIvE
ITHAER , T2 DNS FBERZT R. MIAMEN off,

target_group_health.unhealthy_state_routing.minimum_healthy_targets.count
PIETRARFHNERBETR. MRETRARFNERKERTLIE , W REREZME
BAr ( 2RETRRATENER) . SEEN 1 FIERRELR. BIA R 1.

target_group_health.unhealthy_state_routing.minimum_healthy_targets.percentage
MABEITRERFNEFREE S L. MRESITHRARFNWERB S HETIE | NFRERE

BB ( BRERETRATENESR ) . WEEMNEN of f HE 1 T 100 ZHVEL., BRIAER
off,

WMRBFAREN lambda , MZFLAT BIREEM
lambda.multi_value_headers.enabled

FEREAFHRYERM Lambda BB Z BRI IERFMIORIRKRE S SERNEAENHA, TTHEM
BHN true = false, BINERN false., BEXEZER , HSW ZEFL,

BFREEITIRR

RABRT , AEBFAESE—NETRREFNER , RABANBTRRRF. NRANTHIE
BA , WA —MNETRRRIFHBFNRBRERS LTSN, 8K , BAERSTETRR BT
WERBETRARET L, UREBTRR BRI BAMET I8 E 0 BN A5 6 5 TR
te. XEBTIRS R ARAFN T A,

Rz

. ETRETERSHERME

. ERAEEEW

. Wi

« Rf
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o RAEHEEEEH Route 53 DNS #fE1#

BATIRIA MERSHIRE
EAUN AT RAERBZ TR LFRE :

- DNS ME#E — YEXFHHSTRRLRFNEHRETHER , RIS DNS R ZXEHN RHT
BERT RN IP HUAREHETIRRTE. Bt , AT/ IREFTAEISER DNS 246t , REFS
R B% B BT RFRI X

- BEBEER - SEXSHESTRIREFNBERETRER , ARSERSTRERET MBI ER
TRUANABER (BESTRATMENER ) . XEMNTHFEFREZERDIVIS , LEREBR
TR AREBEITSTRARER , ARETSTRERFHE RS HRIRE,

ERMEEZEM

- MREBEEHRALSHAERESE , RIMNBUWETERANETRIRERARENS
TARGET_CONTROL_DATA_ADDRESS F®yim OtHE. X#EFERAUBRORAREZTIRAFE , B
LT EESZETRARE, BXEZEER |, 51 the section called “BHFr{L1L3E"

TEERILLEEA T B2 Lambda KB B, MRNAREFARESEHEREMEZ N THRIE
BInE=RY B PR , FAEN DNS HE#RBEEHE.

« MRNETRFEETARHRENEE (ITHENEI L )  WABSESRLEERE—RERNRNITZ
B’

« MRNXWTURIFEEREETRE , N DNS HEXBHRELAKRTRETHRAMEERBHRE , A
£ DNS HERB L ERHRERBN R ZIIRE,

- MRERREBENBO L, RIVFREE B HFAFEMN B REBHTITEZE,

- BREHEURTRAZERTABEXEAZITE, MREXSABIGEL TRARS , WS T KNXE
BEXHFNWERRAERE , XERBERNEFI A TENERAKEFNE *Tx?éﬁlgo WMREXE
AHBELTIIFRES , WM IRREREIFMEEEAREFNMEER , XEWREIEENR
ENNATAREERRAREHRNERER. BXEZER  F2H B A Eﬁfhi’ﬂfﬁh

« HR4E DNS HEHBN , 2 MSAROERIKNAAERIRE. FHRARNRXBHERBNEE
REEBEXEFNRE , AHREBEXBAFSEHEXANERT.

- JBXX DNS #EH®B , RIN2MNAETERN DNS EHE PRIBRETIROR T EXE IP #hit, B
= , 7€ DNS i2FHH time-to-live (TTL) EIH (60 ® ) Al , &t E ik DNS EEF AT RIXLE
|P 3tb3ik,
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- f£F] DNS #HEH B , MR- MNRABFAHEERMNT SANEHRE AR THAXPE-
BEREABITALEE , ANZTARFEDEZA-—PTEREAGITEE , MFSENY DNS ST RLE
&,

- £/ DNS ME®RBR , MRAEREEHERXEFRANSTRRTE , WAHHERIFRER
EEREXE (BEE TR TMENXSE ) .

- RTRBARBETRAREFNBIRAIESSH DNS HE#B 2N , EEHMRER | fHIUXENE
TR

g

BRRERBEENRERR , 55 H B inEH AR B8 CloudWatch 847,

T~

R RGIER T A A B REE TR IRE

=
=

« X A M BHENTHXARSESR
- BANTAXFIE 10 NEME R
- BEREERUTERASTRAIRE :
 DNS HE# - 50%
- BREAWMERE - 50%
- AAKX B FEANMEIRKRK
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| AvailabiltyZone A | | Availability Zone B |

NN
NN

%80
BUB0e |

MR B X RIS E KM

« BANTAXFHNAEEERTRAGREBLEINETAXAN 10 MER.

- FARAFB10MBITRAREFNELR , FEAMFRNETRARFNBIRE D k. NEgER%s
E A0 MNETIRRRFNER B D ERE.

- TARBHRBA4NESTRRARFNENR , STAHK B RAHBERT KB 40%, HTXET
FIRNETRARFNBIRED L , AREERIMITUTERE

- DNS #fE##% - AKX B £ DNS F#ARIEASTIRIR T E. ATEFREEFRBEREN
BAAAAKX B ANABEEERTR , ARTAXKASTRARY , AkEFR2ETHAX A X
AR,

- BREAWERS - SIMERABAAITAX B, AHSERLSNRESEITAX B FHRA
BAR ( 2RETRATENER ) o XH AT ERFIZITIRN RFHY B ARK LT

MREX B AHIGEITIF

« SNMBHEERTIAALEARANTHXPHAAE 20 MERERRERE.

AJAXAHRE1I0MNETRARFNESN , FAXBHE 4 METRARHFNENR , BHE 14 NE
TRRREN BIR. XRFANAARFATGERT KEHFN 70% , FERMENEITIRIREFNE
$/T<E§J‘J:l:o

- MBHEBIRERPITHAXA 14 MeTRLRFNERZBADERE,
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R ARG E 25 Route 53 DNS H[E# R

MR FEA Route 53 fF DNS EHEH EIEN AR E S , BHETLUERA Route 53 NEM A IS ERE
B DNS #fE# B, EAREBEES , Route 53 R EAFHIIEERM B iv4E BN E TR AEE B
HREATH, MREEEEMIARYERINETIRREENER , SMRARYEREFZTRRT
£ , Il Route 53 2 REXHAFIHMAARIER , B4 Amazon S3 FE TR EFEN AT ITE R
ML,

il |, RiIgEBE—NPHATF www.example.com B Web AR , H A BFLEFEREFRXBAEH
MBHERZEETHARES, BFLEREFERHE —MXFHHNATHSES , HEEFEEX
EHERE NS - NP ARSERAER M. WREE DNS MEXERE , WA LUEELRN ENHE
BY (B17) B9 EE. MREAFITERTA , U Route 53 2 REBE[MEIEATHESSE , TUXF
REE MR ARITESE.

W BB TROR 0 TR

- ERABRFARSESRIFEREFTMBRETIRRIZRENRN Yes B, Route 53 FiFfh alias
target EIEENRRHNIZTIRN. Route 53 A BHAESTRAKRE,

- WRKMIMBINARFARIIERNTE BHFRAEIEITERE |, Route 53 &5 BB FAFIENIEITIE
Fo MREBHBEHABRE T REEZEFEAREEHREER , U BIZTRIRE . BN, R
ZARAEEEL—NSTEENER , AN B ETRARE, MR EBIETRERE", I
Route 53 2 RFELNEHRKIRE ERK, MREARREZHEHARE , I Route 53 RIREIEid%K,

- MRMMBINARFASSERNEAERAZTAER , MR IERTEBET Route 53 Z1THRR
RE ( KMEFFR) . WREATHERESTRL , UAREBERAREANREEEQOIHIE
Ro

- MRKMMBINARFAROERNAEERAHERNZE (LB ) , N Route 53 RIANZIEFIEITH
EFE ( RMEFN ) . MRFEAEGEHRETRR , WAREBERAEBRXGREEETOEHBR
Ro

BEXEZEER | BESH AWS BEFRWEARFSHEES B REZTRORBEERS O AN Amazon
Route 53 FF X AR IEFEHFIELE DNS H[EHE,

NIENNARF RS ERCIE B ir4E

HEREMBERE, NIRRT |, AREEREREN B REAEEN RO MBUICRFE R ZED 2 M
Br. RSN BREMEBRAR , TERRIRD,

ERIEBHRAS , BRLURIIRZ,

R A HEESFE A Route 53 DNS HfEH % 215
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DNREXRATEFAPHER , BFEIRMOWTHRRMFHIANE , ZREPEEBRE. BXESZE
B , 1% Application Load Balancer Y2 M|, B ES MR IEER—NEHR4A |, B
X Ll T 8§ 48 T E — N Application Load Balancer, BN BirAEAHEHRLESFER | B4
A BARES BREMH AR E RN TS,

ST LABE RS 1E B ARA RN INEMIBR B AR, BXESEE , BEM QMRS NHSER B RAEM B
o BEAILSHRBEMREANSTRARERE, AXESZER , FE5H EFNAEFAEGER B R
ARNBETRAREIRE,

Console
B2 B4

1. 3TFFETF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ##l &,

2. HESMBE#H LK Load Balancing (f18:3391) T , i%&# Target Groups (B ¥r-4).
3. %&$® Create target group (812 B #54).
4

NFEFEFRER | EEREH D EMELR , MIEFEF ; Zik 1P b EMBEFR , MEFR IP
bk ; ERf Lambda BBUEM I BHR , ML Lambda BIK.

5. XF Target group name , BABRANEN. KEBMESIMNXENENKF, RALTH— | &
ZALUE R2NFEH , RECSEFERFFRUETR , TENEFHALRER.

6. (™) XF Protocol (%) M Port (% 0) , BIFEFEEXHIAE.

7. WMRBEREBEIHIN IP btk | FEFIPVASRIPVEER IP it KA | BUBEIT—F,

BEEE , NEELETE IP iRk BW BT EBFEENBRAR, QIBBRAR , TEEXIP
b i

8. 31F VPC , %1% Virtual Private Cloud (VPC), 1% , X{F IP #titit B472R | VPCs ik
BURPBLELFEE L —SHIEEN P it XA BIREH,

9. (W& ) XF Protocol version (IMARAE) , RIFFEBSLRINE. BEXEZER , 8SH the
section called “tHXARAS"o

10. ( % ) 7£ Health checks (Z1TIRIARE) o+ , BEFELCXRINRE. BXREZER ,
&2 1 the section called “ETIRAKREIRE",

11. MR BFREEN Lambda BEE , M AT LAUEIR £ Health checks (E1TIRIRK E) EB0 HiEF
Enable (B A) RBEAETRARE,

12. (Wit ) EEEHREALEABERELES , B EBREFIKO, BEfdeBELEERwO,
Bir LI E B LEZENREBNFETET. BXEZEER |, iEZSH the section called “B
PRAEALER S
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13. (AIIE) AR —DNHRZMRZE |, MR -

a. BRITHREHD.
b. % Add tag (FINFFZ),
c. WMANZENIRZE,
14. EET—F,
15. ((°&E ) AM—ANRZANER , WTAR
« WMREFREBEHRG , BEE-ARNSZAORM, WA -NHSNRO , AEERETEN
XM XA,
AR MIARAIDEE IPv6 dbiutFEETE IPv6e B FRAH I
-  WMRBEHENR IP addresses (IP #iih) , BTHITUATIRE :

a. MFIRAFIEEMLE VPC , Hi%k$F Other private IP addresses (HftFAH IP tbiil),

b. FzhiA IP it , REAZHHFMEEER IP bk, —XFZZHAWMA 5N IP i
ko

c. WMANRERHIIEE IP thutMiwO,
d. i%#% Include as pending below (£ T E A FEME R A 0),

- IRBEFREHEZE Lambda HE , FEEE Lambda B , REZBLE TR HABEIEE
Lambda B,

16. EFEGIEBIRE,
AWS CLI
tIZ B4

£ create-target-group 8 H. AT RAIGIET —NEE HTTP tHiX, &R IP it F M B
¥R, — IMREMRINSTRRREREN B 74,

aws elbv2 create-target-group \
--name my-target-group \
--protocol HTTP \
--port 80 \
--target-type ip \
--vpc-id vpc-1234567890abcdef@ \
--tags Key=department,Value=123
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JET B AR

£/ register-targets s SF B EMBIB4RE . BXRH , 1S the section called “SEM B #57

CloudFormation

Bl B4

TE MR H R IRAWS: :ElasticLoadBalancingV2::TargetGroupo AT RHIBIERT —4NEE HTTP
i, BT IP ibibFMA R, —IMEE, RIAETRERERENFT N 2EM B R BAR4E.

Resources:
myTargetGroup:

Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'

Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC

Tags:
- Key: 'department'
Value: '123'
Targets:
- Id: 10.0.50.10
Port: 80
- Id: 10.0.50.20
Port: 80

NMARFAEEESRBRANGETRIRE

219 Application Load Balancer <& @ HE A B #R & E B RN RS, XL R ZITRR
rE,

BAMNEBAERT RO ERBAEAEGERNESATAXFHWERE B, SMMBEERT IS
EREN BRI BARANZTRARERERLEZBINETRR. EEMBIRE , BIRSM
BE-RETRARESSBANERE. EERBRSTRARER , AEHEHSRET RDFXANETR
DS E T2 M Y E S,

MREBFRARNEEBTRRTERER B4R, WABHERIFERBAIMAXLERR  MAZRIXLE
BRINETIRR. XEWE , IREMBEEANTARS , MEERBRESETRALE , WAR
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HEBRRERMET R, RUEATRNIREREAZGEEE , AFEAIMEEE AN TAXHH
IR EHRNRE , MAEEXLBRNEITRIL,

A %1% Health #& WebSockets,

BEXEZEEL |, {551 the section called “B rAEZEITHRR .

BA LUEAETIRREE B ERBIRERT AH IS EHSRMEMERHTHETIRIRENEFAEE |, H
FEMERN BEXHEME Amazon S3 1, BAUFERAXLEETRARKREHERBREFRNEE, HX
BEZER , 55 Health ®EBE,

nE

« BITRAREIRE

« BARBITIRR

« BITRARERRKD

- RENRRERF AT R B FRRIE TR

- BEMNARFABEESRBEREANESTRIRERE

BITRAREIRE

MRKRAR , BEILFEFEAFHNENREESTRARE, XRPEANREERZE API FEANS
Mo MEPEHBRFEAEENRKO, MXAETRARERRE , ®HealthCheckintervalSeconds##f
EEANEMBFREE -RETRAREER, EMNETRAREBRBRMIN , HEREE/ A
EERERELE. BfRmRFAREREET —ZTRRREFERNNEER. IRETRIRER
I UnhealthyThresholdCountiE£E A MURER , M AP HRLFEBEREFELERES. SETRAKRER
I HealthyThresholdCountiELE B T 3 et , BT ER X BIREMRBRAFER.

BEE , OB | ZESE P HealthyHostCount{E T £ 18 filUnhealthyHostCount,

wE B8
HealthCheckProtocol X B R ITIE TIROR R E it S B 19 87 85 55 F RV

Wo WTNARFARSESR , TRNBHLE
HTTP # HTTPS. BRIAMER HTTP %

XMW HTTP GET B2 RETHRRA
kR
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RE 1, BF

HealthCheckPort X B ITIZ TR E i 51 5 5 E 25 F AV im
H. RINRERFERAENBRARNATE S
EUORENHEO,

HealthCheckPath BREITIOR K ERN B i,

MBMAMAZ HTTP/1.1 5 HTTP/2 , BiEE
B URI (/path?query). ERIAER /o

MR R gRPC , EHEAER /
package.service/method I EBENE
TR E T ERERE, I /AWS . ALB/
healthcheck o

HealthCheckTimeoutSeconds D¥neaueEKE , FHEBRERA  ZEXRE
BRI ERE L EZEBSETRARE, SEE
N2-120 . RIMER S (WRBREEN
instance = ip ) M 30 ¥ ( MR BFREE N
lambda) .

HealthChecklIntervalSeconds ENERPETRAREZ BN KRS8 EE (M
MREAL, SBEN 5-300 ¥, BRIAERN 30 #
(NRBEFREHEN instance H ip ) M 35
(IR BE#REER lambda )

Healthy ThresholdCount FAEEERANERETZAMENESE
TRRRER X, SEE N 2-10, FRIAER
S

Unhealthy ThresholdCount FERANTERZAAMBNELRZTRARE

KMORE. SBEN 2-10, FINENR 2,
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BB 88
Matcher REXE BN RIIENREFRANRE, Xt

REBEERE & FIRA R AED.

MR AR ZA R HTTP/1.1 2% HTTP/2 , I F]
BERVETE 200 2 499 2 id, BAEESZD
{8 ( g, “200,202" ) H—RFIE ( Fla, “2
00-299" ) » BRIAEF 200,

MREDVARAZ gRPC , NI ATRERY{ETE 0 2 99
ZIE, EAILEESZMME (Hlm, “0,17 ) H—F
HI{E (Hlt0 |, “0-5") o RRINER 12,

B & TIRR

ERFHERDEFRRESTRAREERZE , BX4TCF BFREMBBRE  EMTSRANFPIEER
Bird , AARENABHEREAEFRNTAR, BRLMTBEINBESTRARE  RETEER
KERNBIGERNER, EEREIWHREITRARET , RSN Healthy,

TR{ER S EM B PRV IEFRSH ATREE.

& K
initial MEIGE B EA THM B AR B AT AMRE TR
BHRES,

HM<REE{ : Elb.RegistrationInProgress |
Elb.InitialHealthChecking

healthy BAREE,
MXRENRE : T

unhealthy BirRMALETRARES KRBT ZTRARE,
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=] 15 88
< FEE /L : Target.ResponseCodeMismatch

|Target.Timeout |Target.FailedHealt
hChecks |Elb.InternalError

unused BARAEMEIBHRA , MUTERAN R RERBRE , HE
B ERERANATRAXH |, SE B iRt TEIERLIER

HM<FEE{R : Target.NotRegistered
|Target.NotInUse |Target.InvalidState
|Target.IpUnusable

draining B EEBUEEM , EZENER,

M<FEE{R : Target.DeregistrationInProg
ress

unavailable MNERAZAZETRIRE,

Hx<EREB : Target.HealthCheckDisabled

EITIRARERR ARG

MR BFRAVRAS R Healthy BUAARAEMI{E , W API R E BN REABMER |, FEEHAFETR
MHER R, K ELb FFAMRERERE ARG ERE , M Target FXMNRRKRBIRE Birim. B
RETRAREIBNAERRENESER , FSHEEDR.

FERRHE 88
Elb.InitialHealthChecking EE#HTBRETRARE
Elb.InternalError HTRSFEIR , BITRIREXRK
Elb.RegistrationIn B AR EM EE#TH

Progress
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B AR A EER

R R

Target.Deregistrat
ionInProgress

Target.FailedHealthChecks

Target.HealthCheck
Disabled

Target.InvalidState

Target.IpUnusable

Target.NotInUse

Target.NotRegistered

Target.ResponseCod
eMismatch

Target.Timeout

ik

B PRECH E M IEERATH

BITRERE R

BITRAREEEH

B iR TFLIERES

B R4 F 4L IEIRES

B R4 T4 LIS E LIRS

B R4k T RHIRES

% IP #uk IEW BT ERRER , RLT EZRERR
BiRER B RE BN BUCRAASHERNRE
B F&E R ARHEREANTAK
BARAREME BIRA

BITRARELRMK , ERUTHRE : [code]

HREAt

RENMHERFREE SR B IRNEITIRR

BRI EEIME BRANBERNEITRR. BXETRAREXRMFIBENHEL |, 1§

E/EM B AR AR T A AR

BA L ERETIRAKRE A ERBREXFTN AR YESRNEMEFRFITHETRARENFAEE ,
FEAENBEXHEZHE Amazon S3 H, BAUFEAXEETIRAREEERBREFNRE, &
&S Health ® & H &,

EZER,

BEBRETIRR
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Console

EREBEHRNIZITIRR

1. 3TFLTF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ###l &,
ESMER ENAEGE T , EFEHR4A,
ERBRANBEMRUITTEFHAE R TNE,
HHAEEETFLERERER , URATFHZFETRRE B 58,
£ Targets W+ £ |, Status FIIE REN B IREVIRTS.
MERAR Healthy BUAMEMRIME , MPRSHEHAERIIFIEEZER.

2

BWARSITIRRFER B AR B FHR 48 A

f£H CloudWatch Rt & Lambda BREARIEBRTRE B IR FMAFEE. BX step-by-stepilt
B, BZRAUTEEXE R A EENE TR TEN B 5.
AWS CLI

EREERNETRR

£/ describe-target-health @5 %, WLRHIFIMEHTHE , UNBEETRRFTEN B IR, XTFiE
TRWRTENER , A NEsRERE,

aws elbv2 describe-target-health \

--target-group-arn target-group-arn \

--query "TargetHealthDescriptions[?TargetHealth.State!="healthy'].
[Target.Id,TargetHealth.State, TargetHealth.Reason]" \

--output table

THRRGIHEH,

| DescribeTargetHealth |
Fem - - = Fem = R i +
| 172.31.0.57 | wunused | Target.NotInUse |

| 172.31.0.50 | wunused | Target.NotInUse |
R e Fmm - B e e e T +
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B RSN R R A

TRIE T8 ERRESNTRERKE,
BFRIRAS A healthy

RREMERERBE,
BFRRAA initial
« Elb.RegistrationInProgress - B#RIELA TSRS ERAEMREF,
« Elb.InitialHealthChecking - AHHEEHRMER BEREEREHENZTRARE , LB
EHETRR.
B FRIRA A unhealthy
« Target.ResponseCodeMismatch : BT ERRETREH HTTP KB,
« Target.Timeout : B{THRAREFKER,

« Target.FailedHealthChecks : fARBEEREE Y 5 B rEEN INEIHEIR |, =X BIRERNE
X iR,

« Elb.InternalError : B TRHHEIR , BTRARERMK,
BARRA N unused

« Target.NotRegistered - B#RAEMEIE4RA

« Target.NotInUse - ZBARERBEMARERER K REGAENTRAXREAEARS

2R,

- Target.InvalidState - B#& FEIESHL LIRS

« Target.IpUnusable - B#5 IP #iiit BRE , HAHHEERER,
BFRIRZA A draining

« Target.DeregistrationInProgress - BiFELA T EHIES , BIFHIER MR REH,
B #RIRZSH unavailable

- Target.HealthCheckDisabled : B4 ZA TETRRARE,

EMNAEFAESEREMEANSITRIRERE

AR EFBMANZTRIRERE., BXETRIREIRENYIR , i35 the section called
“BITRRKRERE,

EFETRRRERE 225
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Console
EFEFHMETRARERE

ITFFALF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ##1&,
ESMBER EHNATIET , EFBHF4E,
EFBFANBEMUITFEFRAEERE.

£ Health checks &I+ £ |, 1% Edit,

ERBETRIRERENEL , REFEBXRE.

ERREFEER,

2 e

AWS CLI
EEHSITRARERE

{# A modify-target-group 8%, AT REIEH
T HealthyThresholdCount#IHealthCheckTimeoutSecondsi® & .

aws elbv2 modify-target-group \
--target-group-arn target-group-arn \
--healthy-threshold-count 3 \
--health-check-timeout-seconds 20

CloudFormation
EFEHETRAREIRE

EFHAWS::ElasticLoadBalancingV2::TargetGroup B RA B EEFNETIRAREIRE, LA T RAI
E# 7 HealthyThresholdCount#lHealthCheckTimeoutSecondsi& & .

Resources:
myTargetGroup:

Type: 'AWS::ElasticloadBalancingV2::TargetGroup'

Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: instance
VpcId: !Ref myVPC
HealthyThresholdCount: 3
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HealthCheckTimeoutSeconds: 20

RENREFARESE RN B IR
h AR ARG SRR EAREE | ATUREL R AR,

BirdEM
- BUEEMEER
° E%EH /2:'\

- BEHEX

« BITRRIRE

- BARARXAFIGE

- BZIBHRNE (ATW)
- MMHESE

HUHEMEER

Elastic Load Balancing £ L 318 5R & X B EEBUEEMEY B 45, BIAER T , Elastic Load Balancing
EECHEMERTEHAI2ERS 300 B , XEBTERE X BARN#HITHMNIER, EFE K Elastic Load
Balancing ZFF#VAt[E |, B EFHEBUHEMERE,

BUEEMA B iR IRAS R drainingo HS(/ﬁEﬂﬂLJE LRE , BUEEMERER , BFRREES
unused, MR B#r=2 Auto Scaling A#I— , B LU HE & ESEHiR,

MRECHEME BAREBHTHNERBIZEESERE , Nl Elastic Load Balancing ¥ 3 B 572 B EX
HEMERE , ﬁ'ﬁ’f% FECEEMIERE R, BR |, IFEERIHETER , BEFIRBStELE TR
draining , EEFHIERENRE ., BREREHG , BHREBRA unused RS

MR IEEBUHEME B AR EBCEEMIER £ RATL IEERE | FR KRR 500 REEIRT R,
Console
EHFHMERE

1. 3T TF https://console.aws.amazon.com/ec?/ B Amazon EC2 ###l&
2. ESMBRLWNABHEET , EFEER4E,
3. EEREMNEANEMUITTFREFEMAEETRE,
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Elastic Load Balancing MARF A%
4. 7 Attributes ( B ) IR L |, 1%#F Edit (5RE ) -
5. EEFIHEEERD , FEHFHERARA —NHE.
6. ERRTFER.

AWS CLI
EHEHERE

R deregistration_delay.timeout_seconds B & modify-target-group-attributes @y
P
T o

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=deregistration_delay.timeout_seconds,Value=60"

CloudFormation
E¥EHERE

E#AWS::ElasticLoadBalancingV2::TargetGroup &R S E
#Zderegistration_delay.timeout_seconds/&,

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "deregistration_delay.timeout_seconds"
Value: "60"

BREEE

BRHAEEZRERERL B RFERGE RS ABREERERNGE, MANBRT , ERRHEHEEEER
RARFIBEAER, EAURBENRAEFNEREAZDARTEROERNMENEHE L —PNER
BA-RABE-—NEINEHEE , EUUAREZTERNERBHEE,
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MREBERMESE , NN ERBAEENA TG BRER. REF-FFHRHRRERFEERIE
—B#R , NTIEE AR RHAE R, MRESAT BRI  WBBEERARRBHREL.

B
- R EHERRIF ARG HS B RERSTRLRENE R

- HIRFMEREFEMEE. SEMBERNLEERENEE , REEFEEBERZBFEDEFERES , &
BEMALEE,

« RO RFTRIIERER B EEREREHAE EERITHERGKDHNE R
- HRFIWEREXRETR, BEMBIRNLERITER , BEERALEE,

o HXF HTTP2 WABBERFEAMNZIE HTTP/1.1 WEHRE , EQFERBBRANZAN HTTP/M.1 5
Ko BEES , RPREANFEREEZFEN HTTP2 BRANZNMER,

« EABET WebSockets , RERARTHRERRZDEZEFEBIR. R ZBIRE , ARSEH[HEES
ZE R IERH B E R LEFREE R

« RPRTERNERBHEEZTREEREIRN—BER,

HOAXBEAL

o DOARBEALER H EOE SARENLIR 7 7E B AR A RIS TR RIFRY B AR 2 B39 SR8 B E R
- WEEXFAIBERNE (ATW ) REEMHE,

« IRREENE R EETRRERE RN —BER,

« IRBENER R EETREE MR E —EEM,

Console
EMRAEE

1. $TFFLTF https://console.aws.amazon.com/ec2/ B Amazon EC2 &l &,

2. ESMERLNAREET , EFAHFR4A,

3. EEBHRANBEMUITAHEFMAEERE.

4. £ Aftributes (B ) EIF £, &#F Edit (5R8 ) o

5. EREEEERY , N TARGEHERE , EFKH,. RO RTHENERI M,
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6. ERFEEFEER.

AWS CLI
EHEREREE

fEA™ load_balancing.algorithm.type B modify-target-group-attributes o

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes
"Key=load_balancing.algorithm.type,Value=least_outstanding_requests"

CloudFormation
ERABAEE

EH#AWS::ElasticLoadBalancingV2:: TargetGroup &R A&
#Zload_balancing.algorithm.type&t,

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "load_balancing.algorithm.type"
Value: "least_outstanding_requests"

1BEaER
RAERT , BHRAEEME BRANEE TURETRIRE , RAFRERE BN ERDT. £
FBEERTA B IR ERTIR , ARARSERALLETROEROT

NEHRAGRAEEYE , SEFEAUNNEBRERER , HEF2H ABEHERN. BREFHEXTHEIR
ERENEREIFEN AT EHERESFAERTERHEEHEN., ABHERLEEMECALEER
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FEATHERRENERKE, EEFBEMBRHEEIRNAG , AHHERTUDECRETENER
B8,

EREM

- hEREAEREREY 2R , EMIBEHRANERE BT ABEH R,

- HENZEWERARREREY , REERE TMREEIMEIRN , XEBHRTFT2REABBHER,
NEEDLPBE-ANEFBIRARLTEEHEXST , FEMBBEIRS 2HAERHEX.

- MREEBBHRATECEIMESR , BREREEEHER, MREBIGEME—BAR , M2 BFR
AINAZBIRERER , EEABEHEN,

- MRLTEEHEAWERESAERE , NZERNEREEBEHENX, HEHFEFEER , BEFER
HEABEHEN,

- ERARDREXNFRINNBENIRBE LN |, TEEABEHIER,

Console
BRI FEREE
1. 3TFFETF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ##| &,
2. ESMBEKRLHVAEGIET , REEBF4E.
3. EFREBEFANBEHLUTARFAFEENHE,
4. 7 Attributes ( B ) &I+ £ | % Edit (FRE) -
5. EREEREBRYT , VEEIRFENBHMA—IHE. EZEAEEIERX , BHA 0,
6. EBERFENR.
AWS CLI
Ee Rt EE

fEHAW slow_start.duration_seconds J& ## modify-target-group-attributes a8 %

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=slow_start.duration_seconds,Value=30"

CloudFormation

ERTE B S atE{E
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EHAWS::ElasticLoadBalancingV2:: TargetGroup &R A&
Zslow_start.duration_seconds&f%.

Resources:
myTargetGroup:

Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:

Name: my-target-group

Protocol: HTTP

Port: 80

TargetType: ip

VpcId: !Ref myVPC

TargetGroupAttributes:

- Key: "slow_start.duration_seconds"
Value: "30"

BTN IRE

RIANBRT , NARFASOERQKEERNEITRR , HHERBHIETEENEIIR. BURA
HOERXERBETEENER , BN RERAZFESEMVB R ( %x&lﬁﬁﬁi ) o ETTLL
BREMREANZEITRRIRE , 7 DNS HERBNBAMEEREE L RE, BXEZER , 85H the
section called “B #r4HE TR

Console

g B FRAE TR RE

1.

2
3
4.
)

o

TFFLTF https://console.aws.amazon.com/ec?/ B9 Amazon EC2 ##| &,
ESMER LHNRABEET &R BHF4E,
EFREEANERUTFHFEAEE R,

£ Attributes ( B ) T~ L , % Edit (558 ) -

ERFTEERXATEXSAHGE. REFEEMLIRE  UBREXSHAREREE
E'ﬂ]? HNBRERLEFTARE.

B FF Target group health requirements ( BFRAZETIRAER ) o

Xt F Configuration type ( BLERE ) , HATEWIRIEREF Unified configuration ( i —HEE )
CARNRMNREREMERNRE.

X F Healthy state requirements ( BT BIFRSER ) |, ERITUT®REZ— -
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B AR A EER

Elastic Load Balancing
«  1%&3# Minimum healthy target count ( ZTHRR EHFH BEFHRREITER ) , RARRWANT 1 &
BIrE R K BRBZBINEF,
«  1%&$F Minimum healthy target percentage ( BT BRI ERRKRIEBE DL ) , REHA
1 % 100 2 BV EF,
9. EBEREENX.

AWS CLI
R WA FANEITIRRRE

£ modify-target-group-attributes i AT REFHMEITRR TERSBRENZITRR BIF
REREHN 50%.

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes \

"Key=target_group_health.dns_failover.minimum_healthy_targets.percentage,Value=50"

\

"Key=target_group_health.unhealthy_state_routing.minimum_healthy_targets.percentage,Value=5

CloudFormation
EERERANETRRIRE

FHAWS::ElasticLoadBalancingV2::TargetGroup®iR. AT ROFHMNZSITHRR T ERSEREN
ETRWRRFREREN 50%.

Resources:
myTargetGroup:

Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'

Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:

- Key: "target_group_health.dns_failover.minimum_healthy_targets.percentage"
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Value: "50"
- Key:
"target_group_health.unhealthy_state_routing.minimum_healthy_targets.percentage"
Value: "50"

5 ] X B9

NPHEHRNTRFREFFENERDBESLAEEMER. ERABTRAXAEEESE , 8/ 80ESR
TREEMAECEMITAXFNEEIMERCASERE. FABTRAXAEEES , 8/ N850ESR
TRENEETAXTHNEZFMEREIERE. XAUERREN A XHEEML LT XEERE ,
MIERETRERFATAXAZETRRMETARNZIE | & WEBAIER,

NTNARFARGERS  KAERROERAINEAETAXAESE , FETEXA, XTBER

A, MANREREANBROERKRE  BLETNETE B HRAR ABEXAEITHAXARSERESR
NRIE,
EREM

- HBEUARXATIEERAN , TXIFEREM,

- HBEAAXAFEEXARN , FXiF Lambda BEEERN B R,

. MREMEFRNSE AvailabilityZone RER all , MZHiRXES
ModifyTargetGroupAttributes API XHABE AKX AZEIH LS HEIR.

« EMEFRE , AvailabilityZone ZHESEN., NHB A AXARGE AN , TATRETH
X{E, BN , ZSBRE2BEAUNA all,

R{ERE

- HNEBNERE , EETBANANAAETARAAYNZBH ERRE, MREENMESENTAK

MIUNEBHEE , BINBNEREEABETAXARSE.

ERZMEMMARBENAEFAHSESRN , FREAMEENEAHSEREXSANARTAKX, X

RATBEEBETAXAREEXRANATAXAZ , RAXSXN#EAZTAXNAAE HTTP i53KA4

& 503 tHix,

- BREVNEZFM., NARFARGIEIRET DNS AFF 2= FRMAY X IP #hik , X&X HTTP R
fit & 503 fHixo

- ERERERT , XA TETAXASRSENEMAESNTRAXBERBNITY BREE B
XHWmEBRBESFER. HELF - NEFAIEAMEETRRTERN BIRET , M DNS #F
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MRS ERT <M P i, EEHEAREEL —PMEITRIREFNEIRG | IP i FFIRE F
DNS,

x5 A X 819

&0 ARE R X N A2 A B T TR B AR A < 5 ] A X A 815 1,
Console
<A ¥ A A X A g9t

1. $TFLTF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ###| &,
ESMER LHNRABEET , £FBH4E,
EFBFANBEMUITFEFAEERE.

£ Attributes ( B ) I~ L , %% Edit (%58 ) -
EAEREEERT , N TETRAXASSGE , E&FXH,
EREREFER.

o g A~ W b

AWS CLI
X5 E A X B9

£ A modify-target-group-attributes @ ¥} ¥#1load_balancing.cross_zone.enabledE % &
Hifalse,

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=load_balancing.cross_zone.enabled,Value=false"

CloudFormation
<A ¥ v A X A g9t

EHAWS::ElasticLoadBalancingV2:: TargetGroup R A S &
#Zload_balancing.cross_zone.enabledE 4.

Resources:
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myTargetGroup:
Type: 'AWS::ElasticloadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "load_balancing.cross_zone.enabled"
Value: "false"

B R A X g

ST LARE R X LR B 2R BARA B IS W A X g, BARARAIMNERAXAHSERE
LEZNHHHERRFINIRE.

Console
<A ¥ A A X A g9

1. FTFALTF https://console.aws.amazon.com/ec2/ B Amazon EC2 & A&,

2. ESMBERLHVATGET , RFEBF4A,
3. EEEMANBMUTHAREFEMAEETH,
4. 7 Attributes ( B ) IR L , 1%#F Edit (RE ) -
5. EEMGEREEEREY , N TETAXAZGE , EEFE.
6. EEREFEFENXR.
AWS CLI
FREBETHXARSE

£ Fimodify-target-group-attributes@ & H¥¥load_balancing.cross_zone.enabled B iR E
HFtrueo

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=load_balancing.cross_zone.enabled,Value=true"
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CloudFormation
FRETRAXAREISE

EH#HAWS::ElasticLoadBalancingV2:: TargetGroup &R A&
Zload_balancing.cross_zone.enabledE .

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "load_balancing.cross_zone.enabled"
Value: "true"
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Akt A 3
FERN

ATW RERANSEREMNSEHRETEMEFRNITAFEEERENER. SERENANRE , BY
EBE—1ERNESLRESEREATFHMEFN A LIRERBE, XEERBAERERFR , b
ARER HTTP #HiRRB, HEEHESTHFEIFRNERUBANRE,

FERMNERBFEAFELE=ZAZTRREFHE R, HYEIRIMB B/RER |, HIUETZTIRRE
BRI RIERRE. BFRTRIEBVREERS , ATW SFREZEFRABTEAGRERNE R, WT
REREWNER , RELERN normal, W THEERENER , FEL RN anomalous,

ATW RERNIET T EHRASTREARE, BHRTUESHEBRAESTRARE , BENRBERE
AEMBARIEARE. BRBEARET2FMEBRASTRERERS.

FERMRS
LAUEE LMW RERIURS. HUTATL

« normal : RRMEIFE.

« anomalous : ®NEIFE,

Console

EERERMIRE

1. $TFLTF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ###l &,

2. ESMERLNAREET , EFAF4E,

3. ERBFANEMUITTEFAGEERE.

4. EFBIRETF,

5. HEFMEHRKRD , BAUERERNERIPEEENMNEIFNRERIIRE.
AWS CLI

EERERNIRE

£/ describe-target-health 5%, AT RAIERTIEEBFAFEN BHRRES.

aws elbv2 describe-target-health \
--target-group-arn target-group-arn \
--include AnomalyDetection
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REER

ATW REZB BN FRENFEBIREBAHE , A EHE#MRENT2,
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ATW B 55 5 8 2h se X £ 62 A DA BEHLB% B AR AT A

ZREHRE

- ATW S EHRERBIFEERARE. Bal , BRNEEY K
« ATW 2 FEHIIREBERNRERD INITREEEMENREE.

s TEBERNARENENEZHREEZEAHIICIINGE , ERCIEBSBirEAThHMERE B
A EFKFE,

Console
FRREEHIEE

1. 3T TF https://console.aws.amazon.com/ec?/ B Amazon EC2 ##l& .
2. ESMERLNARHEET , EEEHFE.

3. EEBHRANBEMUITAHEFAEERE.

4. 1£ Attributes ( B ) %I+ L |, %4 Edit (FHE ) -

5. EREREEERY , MIANAROHELEERNERET N INREEN.

RERIREENE LR , RERMNBINE TITERES.
6. EREEHET , BRAEVPTEFEEMEINEE.
7. ERRFER.

AWS CLI
FERERBEINRE

f£A7 load_balancing.algorithm.anomaly_mitigation & ## modify-target-group-
attributes

aws elbv2
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ZERES

AR E ATW BEEEN BRNITER. AU T AR

- yes : IETEHITRE,
* no: RFIITERE,

Console
EEREEBRS

1. 3T TF https://console.aws.amazon.com/ec?/ B Amazon EC2 ##lA& .
2. ESMBERLNARBEET , EEEHR4A.

3. REBERANBHRUTAHEFEMEERE.

4, EFBRETF,

5. EEEMBEIRF , EUUEAREREIPEFTEN BN REZBRE,

AWS CLI
ERERREMRE

£/ describe-target-health 5%, AT RAERTIEEBFRAFEN BHRARES.

aws elbv2 describe-target-health \
--target-group-arn target-group-arn \
--include AnomalyDetection

MR

ZRINER T , Application Load Balancer 2R IEit E A H E LN ESIE R B AZICFMBE
¥ro B2 , BAILMERAMMLRIETIE (EHMAKEXREK ) , FARSEHSREB AR AEHERISEN
Bir. XABRRESFHEAFREAFNAMEERREIER - BRP, N TEPRSEEUERRF iR
RESEERNRSESEERN , LLEREH. EFEARESE , BERHAMALXIF Cookie,

Application Load Balancer X E Ti54ErfE# Cookie ME T N ATEFH Cookie, ¥MELIEALTEEIR
HEFBEH, B EEREAPEAEERETEHENRNMNYE., ETRAEFOAMEURIEM M,

REMEAE 240


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/describe-target-health.html

Elastic Load Balancing NARFAEI9ESR

EENMESFENXBERRENARIER W HALBEREHEE - BRNREKE. RENNARE
FiRBE B2 Cookie , MAIAMEAE TR ARFHNYE , BAZHEERKXIE Cookie FERER
AR F 4% Cookie 1§ EE’J?—r%‘éHTIETJ MREHRARFSE B2 SIE Cookie , WAIERAETH
SRR Al RS MR N BB R IEEIF &R R AT HEEF 2 1E Cookie,

MEITERRE LAY Cookie AREARBRBAME ., TERBIERAHBEHREKR Cookie.

X FIXFMREMEEE | Application Load Balancer ¥ EE & RiERGFEKK Cookie HIHHIR., R
Cookie T Hi , 2FEFTBEEMMY , EF W 1ZM Cookie FHXHIER Cookieo

B3R

« HTTP/HTTPS fag5#2s.
- SMNTARAELE - NSTRRBRFHKA

EEEW

- MRBAAXATHEER , WFZHENHF2E. EABTAXARSEHEHEEARELENZENY
2KM,

- N FETRARFN Cookie , BNMNBEIRAXLTEIMIEE Cookie BFf. B2 , N TETHENEHN
Cookie , FTE B #r4A S EA AWSALB 1R IE— B B Fo

- MREFEHMRZE Application Load Balancer , WA AE A E T R ATEFH Cookie EFIEER
AiMAE, B2, WREAETHENEMN Cookie , BRALE—NELEAKMESTE , @R
AWSALB =2 Mt — 7] A & o

- MRNARF AL ESRE TS AWSALBCORS 1 AWSALB & FF4EnE A *5¥ Cookie , M
AWSALBCORS HEY{E 4L 5E o

- ETRNARFNREETESMNEREALEEER.

- MRBEF-—NEESNEENERRE , HFE—1MHSNEREACEBA THERE  MXHER
FRA R BB AR

« WebSocket iE#EAR F2MMN., MREFIHERARER WebSockets , MIREHEFIEZEAHRHN
HTTP 101 RSB EY B Frf 2 WebSocketsiEZH A B ¥R, WebSockets ARERE , MAEH
ETF Cookie BI¥51E,

« Application Load Balancer £/ Cookie ¥Rk H) Expires B M A= Max-Age B,

- Application Load Balancer % #F URL 458/ Cookie 1B,

- MENARFATEREERREIEMERANKEFER , MiZERSHEHIIZTEEN B .
- MRBATBEHRRILSE  MFAXERERE,
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S

- ETEE RS

- ETNAEFIRME

ETHEatE Ayt

B T 122t (8 AR M 68 F 1 B39 @8R £ MY Cookie (AWSALB) FFiFRE§ B B B A P RIE — B
#ro Cookie AT HLEMG T BIr. MRENNARFZEBHCHLE Cookie , BRI LIEE A CHIKE
MEREatE |, AEEASER —BUtH A EREHSIE— B RV RKE,

UAFHYERE—XRFREEFIKRNERE |, e (BREEEER ) FERBBAIERHERERN
AWSALB #J Cookie, BEE¥ikE BRI A XEBHITHRIE , 1122 Cookie , HENZ A ippylaN Fa
€ Cookie, TEFHEFEMM Cookie EEBEBH 7 XE|HARtE , BXRAERE.,

HEEERSD , B R EE AWSALB Cookie, HMEIIERWEIRBEE Cookie HF F IimAYiE K
B, ERNBZERHFERBHIE - BFR. MR Cookie FEETEMEN , FEREAMENSEH
RETAEFWEF , NAFGEREE— N B IRAER BRI B R EBRER Cookieo

FNFBEREBRELE (CORS ) ER , HEXKEFEE SameSite=None; Secure RBHAMM. I
TREXEREES AR ERBRLASERE =M Cookie AWSALBCORS ( EF @& E5RHEMM
Cookie tHEIRVEE. ) M SameSite Bit. BF ImREWMA T cookie , @IEIE CORS E R,

Console
BRETHEBIMEMYE

1. FTFFLTF https://console.aws.amazon.com/ec2/ B Amazon EC2 2 #| &,
ESMER AT , EFBHF4E,
EFRERENEHRUITFHFAFEERE,

£ Attributes ( B ) I+ L |, %32 Edit ( BE ) -

ERRERERET , ITUTRE

o > DN

a. EEFTEMME,

b. X¢TF Stickiness type ( Stickiness K& ) , 1% #F Load balancer generated cookie ( f1%
B E KK Cookie ) o

c. XIF Stickiness duration , IEEE—NMNTF 1 M 7 KRZBEHE.
6. EEREEN,
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AWS CLI
B RE TR EATE

ERATAstickiness.enabledfMstickiness.1lb_cookie.duration_seconds/&t
B modify-target-group-attributes & 45 o

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes \
"Key=stickiness.enabled,Value=true" \
"Key=stickiness.lb_cookie.duration_seconds,Value=300"

CloudFormation

BRETEHET RN

EH#HAWS::ElasticLoadBalancingV2::TargetGroup & R A2
Estickiness.enabledfstickiness.lb_cookie.duration_seconds/g.

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "stickiness.enabled"
Value: "true"
- Key: "stickiness.lb_cookie.duration_seconds"

Value: "300"
ET R AR

HETNAEFNEMETULER BN EF BN EIREBCWINE. BRAETNARFHRMER
M ERSREEECEETE - MEREHBENANN BEIR. AEAMY , BFRMREEAFHE
788 FELEAY Cookie IEEIRY B E X M AT Cookie, Il BENX Cookie AIEE N AEFFIENIEM
Cookie & %,
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% Application Load Balancer ¥ %>k B B #5:# B E X R ATEF Cookie Bt , ©< B3 4£ R NZEH KA
2 Cookie , UHIRMMFE S, WARIEREXNNARERF Cookie ITAEBNSAETNAREFN
MR BRERREEE R,

HE IS E RS £ R B ATER Cookie TaEH BIMZER BENX Cookie WEM. ©EHCHS R R

7R, ZRTAREN. EXEFIRAIER A | Application Load Balancer {X3&iE 7 B 74 4% 5 B i 1Y
B E X Cookie W& , MAKIEEEX Cookie WESRTHEM. REAMEE , ARSESRINSX

3% Cookie, B#rZER BE X Cookie MK S g19E 854 MY B FAFZFF Cookie , >kME R & = o

EREFERP , B HLIFMA Cookie KiEE REFE, MBITERLBEENARERF Cookie |
ARERBENHERENBERENARBN. ARG, ©REM Cookie PHEEFERKIET BHRAPH
B—B# , URiEHE. ABEEREXRNEELNARERF Cookie RETBIR , MIAREIERE.
HEEEWEP , 2N ERRGER LRENABIOERERB B AERF Cookie #YZIHHIFR M AL IFLL
EHETEE, N TREFF MBI BV | Cookie HEIFHRMM TSR AT RH K.

WMRBRAMEE B TRANME , B ESRKFIEFEREBAIZER , ARBEEAHSER
ERIEFEFNESTRARFHER. WE , ARGERFEAN EE WM EMOEESTER , 7
PEFERBAEFNEESTER , BMEZAI KM BIREREEREIZT.

FMFBRERRLE (CORS) iER , RELAFPREMAN Chromium80 RESRAE |, g gfiss =+
2¥F SameSite=None; Secure BHHRMEIAFEE LK M ARERF Cookie K3 A,

BT K ZH0% B 254F Cookie B AR/NBREIN 4K , Rt AEEE RS AT 4K W AR Cookie 5 FH
%A Cookie. Application Load Balancer X #& K 16K B Cookie , Rt &Z A UGIE 4 Mo R K

RAEFPR,. BEFRHEINNARRF Cookie BRI “AWSALBAPP-” ik | #E8E— MR ERES. fl
|, 08 Cookie X/NA 0-4K , MFFimeEE AWSALBAPP -0, H1E cookie K/NA 4-8k , MIEF

IwaEE AWSALBAPP -0 - AWSALBAPP 1, fikItbE#E,

Console

BRETNAREFAHMYE

1. $TFLTF https://console.aws.amazon.com/ec2/ B Amazon EC2 $2#| &
ESMERLEHNARHEET , EFBHRE
EFBFANBEMUITFEFAEERE.

£ Attributes ( B ) T~ L , % Edit (%58 ) -

ERRERERET , UITUTRE

o & oD

a. EEFTEMME,
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b. X¥F Stickiness type ( Stickiness K& ) , iFi1%#F Application-based cookie ( ETFNARE
F#9 Cookie ) o

c. XIF Stickiness duration , fE—MNTTF 1 ¥ 7 Xz EHNE,
d. XITF App cookie name ( BIFIf2F Cookie B ) , BMAE TR AREFH Cookie & o

B ER AWSALB, AWSALBAPP, = AWSALBTG #E Cookie B#r ; EATFRE LA
BERER,
6. EBRREENR.
AWS CLI

BRETNAREFRMME

F A BB LT E MM modify-target-group-attributes & 5 -

* stickiness.enabled
* stickiness.type
* stickiness.app_cookie.cookie_name

* stickiness.app_cookie.duration_seconds

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes \
"Key=stickiness.enabled,Value=true" \
"Key=stickiness.type,Value=app_cookie" \
"Key=stickiness.app_cookie.cookie_name,Value=my-cookie-name" \
"Key=stickiness.app_cookie.duration_seconds,Value=300"

CloudFormation

BRETNAREFRMME

E#HAWS::ElasticLoadBalancingV2:: TargetGroup & RA S E LT E X :

 stickiness.enabled
* stickiness.type

* stickiness.app_cookie.cookie_name
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* stickiness.app_cookie.duration_seconds

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "stickiness.enabled"
Value: "true"
- Key: "stickiness.type"
Value: "app_cookie"
- Key: "stickiness.app_cookie.cookie_name"
Value: "my-cookie-name"
- Key: "stickiness.app_cookie.duration_seconds"
Value: "300"

FHBEXE
Ly B, MREGHREREEEN , WAt THEMSBARIBEFE, EXRHBERT , Ba)
FEAULTHR B EER WA
- FNARFERK Cookie IHIHIRRIREE X80 BN R 281, X#ETLAE IEE F i Cookie &
RINARFAFSESR  BENEREIMMENIE,

- MABHEERETNAEFNAEEERE —PMRENFERE , flin 18, XEERFINARERF
M EREFEIMMY | BEIFEBFMZEM Cookie & AR Hio

6] B A2 i T 10 2R B Ar A E M B AR

FEMREMBEIRE, EREBRAR , BEEHBMRERE | XBGHRESNMEMEE IR, Hln, &
AT LUEMSEI IDs, 1P it =% Lambda Bk, BXEZEE , 1S Application Load Balancer B E
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MRELHESEMEFRNFEREN , EALUIMEMGBRUERREZER. EERERTFLEERE , §
BEMEZN BEirE. REIMIETHEBRBEIYRETRARE , AREERMITTH/ER
B ZE B

WMREFMERFJIRBOHEEEFEN BRREHARS , BN B RABUEEM B 5. BUEEMEANB
i, MBS E R EME LA REBEEZE R, EBIVERIFRUERE | BB B AREME
B#r4d,

FEECHEM B IRE , ARIER L —EEHF , BEEHTPNBERTN. XHEEZEER. EEEERS
B , B#RAVIRAS N drainings

BUHEMES IP i EMey Binfe , YMEFHCHEMERS R , R ALEFEMEER 1P it
ko

MEEZEIEH ID KEMBE SR , MU AEEEEES Auto Scaling A—RIfEA, FEIRAEES
Auto Scaling A # BiZ4A Y EJE , B Auto Scaling ‘A BZhHFIN B E BirAFEM. MRETE
¥R 5 Auto Scaling A9 & , NIEHl&BIMNBERARECEIM. BXEZER , H5H (Amazon
EC2 Auto Scaling AAF#Em) PR FAESIEEEZEI BT B4,

XA BEHRLHNARERN , XAEMNBIREAFETHZER , HEHNRLLIAEEEER, SUUER
describe-target-health CLI S5 SR RIH P Y B iR AWM B REEEFHRES. AWS EEEHAWIABRE
AHE , BUUSEELIRLKLENARER, X—RFABRLEAFENARFRPELERESEPHFEL L
BB 5XX iR,

BinZ£4

TR EC2 SRBUEM N BAnet , BATEREFIN LA A FABIEHREMFTRFEOMESTRIRE
i 0 L EERNKAIRTERS.

HERHL

Inbound

Source Port Range Comment

load balancer security  instance listener EXpMTERmO L ATFRE
group NEHERNRE

load balancer security  health check EETRReEiRO L AEXR
group BAESERARE
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BINEEBWERTFAL ICMP REUXFBRE MTU XIl. BXEZEE , 28 (Amazon EC2 AiF
Er) FREE MTU 23,

B fr{L{bas

B LLER R AN BARA PN BB RRTTERNA R, EREEERLZENEENRENEET
B1T. ZRERINHHERNENNARF ZRANRERRE, S bURFREEE 58 HMIT A9 E
27 AT LA BAR RISV B A A RIER Y. REREFEEREELENERBE, HZBFETEENTZKE
i, RE2AAREESRREES  LHAEBHFREARIFLES —NMER.

ES MBI, BEUZESAREEBREHRO, AHEEREIREEZRO LB EFE
B, ATEERE, WixOFRETABEERRENARFRENIKO, 8 RETEME B RSRE
HEETRE,

AR B R e E el ZEREAMRER. B0 2ETEER.

ZARE L Docker BEMIFNIRM , MuL: public.ecr.aws/aws-elb/target-optimizer/
target-control-agent:latest, HE{TRERHRN , BUURHEUTHELTE !

TARGET_CONTROL_DATA_ADDRESS
REBURBZERT LNABHOERNNARFRE (IP: Port) . BEEFPNIEAORERNBF
AEREENNARFRERO. MIANBERT , AEAERAIARERM TLS EiZ,

TARGET_CONTROL_CONTROL_ADDRESS
REZPKREZEZEFT LNABIOERNERRE (IP: Port) . EEFHNRARLEN BREARE
B B PR R O o

TARGET_CONTROL_DESTINATION_ADDRESS
REARENNARFREAEILERET (IP: Port) . MWNARFNIZEXNEREF LK.

( AJi% ) TARGET_CONTROL_MAX_CONCURRENCY
B MBI E R IR R R AF KB R EAUNT 0-1000 2. FIAHF 1.

( Ji%& ) TARGET_CONTROL_TLS_CERT_PATH
RIEE TLS BEF MR EABIGERBMN TLS EPHNUE. RIAERT , REQEAFHERE
LLIEH,

( AJi%& ) TARGET_CONTROL_TLS_KEY_PATH

5 TLS #FHRAEmARIEREHN TLS L PMEXNNNAANNVE, BRABERT , RELX%E
NEFHERFLR.
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( AT ) TARGET_CONTROL_TLS_SECURITY_POLICY

BHERAREN ELB R£ K8, BRIAEN ELBSecurityPolicy-2016-08,
( ®J2% ) TARGET_CONTROL_PROTOCOL_VERSION

MBI ERESNEBEMEMANN. TEEMNEN HTTPL, HTTP2. GRPC. RIAENR
HTTP1.

( 3% ) RUST_LOG
REHENBERD. REHRGZA Rust mEW, AIEERIEN debug info. M error., ERIA
BR info.

EEREMRRTENE , LAEAFEEFEHINE, ERUERAUTERER BRI

8% : TargetControlRequestCount, . TargetControlRequestRejectCount, TargetControlAct
TargetControlWorkQueuelLength, TargetControlProcessedBytes, BEXxEZEL , F5

51 B LU ERiEtn. AXRBEEREEE , BSH B LILEREERE

HEFW

SEERBHEHRE VPC REIBNARFARGER. SEETRIMERSHNAZEN FHPEITH
B 7o

EM B R

BNMERAENNESERERANENTAXPSRAELE —PEIM B 4R,

S BRAR BARREE A iZ B iR AEM B s, BXREZFEE |, HSH Target typeo
ERNERED

o HEUEMEAINT |, EHIATLTF running KRS,
- BREHIMXANTENBEREAREENEMRESR (VPC) #,

« ZXH) 1D IPve BARASEM B FRET , SN ERRDEE IPv6 iit, ETHEZER |, F51
Amazon EC2 A F#§mFH IPv6 it

« RIP iR IPv4 BARAEM B ARET , BOEMAEY IP st RTRBEELT CIDR Rz — -
- BIR4EMN VPC HFM
+ 10.0.0.0/8 (RFC 1918)
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- 100.64.0.0/10 (RFC 6598)
- 172.16.0.0/12 (RFC 1918)
- 192.168.0.0/16 (RFC 1918)

« ¥ IP #hutn IPve BARAEEM B AR , ZUEMAY IP huk #4547 F VPC IPv6 CIDR SR X1 ZF VPC
[y IPv6 CIDR 3R,

o TEEEME— VPC FEMNARFASIIEERN IP thit, RS —4 Application Load Balancer
N FE5REHEESE VPC XWEH VPC &, NITTLUEME IP i,

Console
EEMBR
1. TFALTF https://console.aws.amazon.com/ec2/ # Amazon EC2 12#| &,
ESMBERLLHNARBEET , EEBHRE
R BFANBHLITARFEAERTTHE,
EFEBRET T,
EFEM B R
MREFENBIREER instance , MEFEATANES , REFEBSMIARDO , REIE
BOEmMTFAEEm,

7. WMREMRANERERRN ip, WERAEN IP IbERZME | WA IP it Rig0 | REIE
BN THLEED,

8. MRBMAMNBFREREN lambda , BFikRi%Z Lambda B M AE ARN, BEXEZEE | &
9 £ A Lambda BIE/ER B Fro

9. EFEEMFAIEER,

o g~ w N

AWS CLI
BOEM B AR

fF register-targets @S . AT RHEEIES ID SEMBEFR. AT RIEERD , AFKYEREFER
BirdimO,

aws elbv2 register-targets \
--target-group-arn target-group-arn \
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--targets Id=i-1234567890abcdef® 1d=i-0abcdef1234567890
LR RGIER IP b M BFR. AT REERD , AROERIFERBHFARD,

aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets 1d=10.0.50.10 1d=10.0.50.20

LATF RIS — Lambda EBEECEM N B #5.

aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets Id=lambda-function-arn

CloudFormation
A B #R

E#HAWS::ElasticLoadBalancingV2::TargetGroup B RIA B EF B ¥R AT RAIZEEH ID 3EM T H
N E#Ro

Resources:
myTargetGroup:

Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'

Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: instance
VpcId: !Ref myVPC

Targets:
- Id: !GetAtt Instancel.Instanceld
Port: 80
- Id: !GetAtt Instance2.Instanceld
Port: 80
BUE XM B 4%

MRANARFERBIRELFEZNBRRMERERS , BN BHRABUEEM B 5. BUEEM B R[N
BArAPRERE#R , BF2%0E B 4R,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
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Console
EHEBIR

1. 3TFLTF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ###l &,

2. ESMBERLAWAEEET , EFBHR4A,

3. EFEEMEANBMUTFRFRESE,

4. FEBFRGEIFAF , EFEHERE B R

5 EEEH,

6. HRSRIEREWIAR , £$F Deregister (BUEEM).
AWS CLI

AHEB R

£/ deregister-targets 5. AT RHBIKEHHMNBELLE D FEMH B .

aws elbv2 deregister-targets \
--target-group-arn target-group-arn \
--targets Id=i-1234567890abcdef® 1d=i-0abcdef1234567890

£/ Lambda EEFEN N AREF RETEIRH B 7

SET LR Lambda BRBOEM 9 B AR A FHUUT 2R N EC B 0 RF1E R R E Lambda EEIEY BARE, =]
BIGE R FHERE KRB BARAHER Lambda BEUEN BAret , ©E2 @A Lambda B LA JSON #%
X RERABEZES Lambda B,

NP ERSEEFA Lambda BE , MAEAMSERE, Rit , ¥NAEFARSERLLANS
AR B ER,

PR 51

* Lambda BB A BRALANV TR K/ H , B TE—-XEH,

« BALURZEE) Lambda BB EREXHNRAKNHR 1 MBo BXMXRANRE , iESH HTTP #rk
PR o

« Lambda BIE AT LAKIZAI N 5. JSON MY A K/MA 1 MB,
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/deregister-targets.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#http-header-limits
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#http-header-limits
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« WebSockets T #F. ARIFERWIEL , FE R HTTP 400 K53,

o AXEARH X,

« FAXFEFHBIRNE (ATW ) .

AE

« & Lambda BEEK

« 1 Lambda EHEGIE B ird
MBS E=REREHS

e Rz $A EX 9 B8

- ZERX
BREITRAKRE

JEMf Lambda BZK

JE8 Lambda BEHEK

BXER , 55 Application Load Balancer E#J Lambda H #%,

A% Lambda B

MR N Lambda ¥ S Application Load Balancer —# 2 , M TEIGER.

A Lambda ERERHI R

MRFEH AWS EEZH & 6122 B in4E H M Lambda B3 , #2582 KREFAIEHNERRINE
Lambda BEREE, BN , EOIEBREAHERAEMERE , XTERFNNRHHER T Elastic
Load Balancing i A2 # Lambda BRIV INPR. AWS CLIZAEIZEFER aws: SourceAccount F
aws:SourceArn ZHEBRHEHXIEEBIFANEBAA. BXEZEER , H5H IAM AFERE+SHE
EREARE,

aws lambda add-permission \
--function-name lambda-function-arn-with-alias-name \
--statement-id elbl \
--principal elasticloadbalancing.amazonaws.com \
--action lambda:InvokeFunction \
--source-arn target-group-arn \
--source-account target-group-account-id
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https://exampleloadbalancer.com/lambda_demo.html
https://docs.aws.amazon.com/cli/latest/reference/lambda/add-permission.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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Lambda B ZR AN 12 &

BA AR BN BARESEM — A Lambda BB, NERETLAE R Lambda B H B AFHE SR HRL
Y BTRASH) Lambda B |, B E R A% S EM Lambda EEET 12 — NS B HEELE ARN
haeZE. BXEZER , 5% (AWS Lambda F XA RIEE) BH AWS Lambda B%k 5|
£

B 2588 Y

MFEERE—EEES , BTSN Lambda HEUmN B, BIWEREMHAZE/THEHEE Lambda
BB, BXxBIANBREUARNAERNZENEE , ESHEE Lambda BREER, BXTEE
PR AXBRENEER |, i§5K AWS Lambda BRE,

A Lambda B ¥l B -4

BB NEEEREAFEANERE, IRERABRESMFTHRANCEHBEEFZNBEHAXFILE
PRARIRE | NAEEESRSEREEMM Lambda BEE.

Console
813 B $r4A HEM Lambda B3

1. 3T TF https://console.aws.amazon.com/ec?/ B Amazon EC2 ##lA& .

2. HESMBERK LM Load Balancing (A#k391) T , %% Target Groups (B #54).

3. &% Create target group (BIZ BHx4),

4. XNFIEFEIREE | %$F Lambda BHE,

5. WTFEHRAER , MABFANENR,

6. (Hik)EBEBABTRRAKRE , B Health checks ( BITIRIRKZE ) #82 Hik#E Enable ( B
A)o

7. (W) BIGE, XTFEMRE | BERRNHRE , AR ARSENRLE,

8. J\i?%-l:_io

9. MREBEHEZHFEMZ Lambda EHER , FiEHPIEE— Lambda BEEH NI KR P IERZ
Lambda BE¥X , SiE&EF M A Lambda BE ARN H % A1Z Lambda BREEY ARN

R B ZEHER T EMZ Lambda B, E R BHEFEM Lambda BEk , LAUEBEM B $ro
BEXEZEELR |, 1§31 the section called “SEM B 57

10. EFEIEBRE,
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-aliases.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-aliases.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-timeout.html
https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-limits.html
https://console.aws.amazon.com/ec2/
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AWS CLI

B2 lambda KK B Fr4A

R create-target-group T

aws elbv2 create-target-group \
--name my-target-group \
--target-type lambda

JEM Lambda Bk

{# A register-targets a9

aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets Id=lambda-function-arn

CloudFormation
8132 B $rA H EM Lambda B3

E N KA R B RIFRAWS: :ElasticLoadBalancingVV2:: TargetGroup, f1REIIEIE & A EZIFEMZ
Lambda BE , M AT LAEBE Targets BM , LU BRI,

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
TargetType: lambda

Tags:
- Key: 'department'
Value: '123"
Targets:

- Id: !'Ref myLambdaFunction
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-target-group.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/register-targets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
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Mg S 2R I E A

MRS IFE T HTTP M HTTPS #1TiEKRM Lambda AA. HEHIGEEFEA JSON &KX k&
EEH, AFEESENFLUATHRLRMBEMNER | X-Amzn-Trace-Id. X-Forwarded-For. X-
Forwarded-Port f X-Forwarded-Proto.

MR content-encoding #rkFHE , ARITHERR AN IEXH 1T Basebd 4miEH R~
isBase64Encoded ®ERN true,

MR content-encoding ¥Rk F1FETE , Base64 wBEURTFRAERE, WFLUTRE K AKYE
BREEHAIZEXHNHIZEEisBase64Encodedifalse : text/*,. application/json, application/
javascript, and application/xmIZ& N , fAEKITE 2] 3T E 3 1T Base64 43 H ¥ isBaseb64Encoded
RENRN true,

T RROIEH,
{
"requestContext": {
"elb": {
"targetGroupArn":

"arn:aws:elasticloadbalancing:region:123456789012:targetgroup/my-target-
group/6doecft831eec9f09"

}
}I
"httpMethod": "GET",
"path": "/",

"queryStringParameters": {parameters},

"headers": {
"accept": "text/html,application/xhtml+xml",
"accept-language": "en-US,en;q=0.8",
"content-type": "text/plain",
"cookie": "cookies",
"host": "lambda-846800462-us-east-2.elb.amazonaws.com",
"user-agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)",
"x-amzn-trace-id": "Root=1-5bdb40ca-556d8b0c50dc66f0511bf520",
"x-forwarded-for": "72.21.198.66",
"x-forwarded-port": "443",
"x-forwarded-proto": "https"

1,

"isBase64Encoded": false,

"body": "request_body"

MR HEEREREN 256
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e B 1 335 5 8%

5K B Lambda B ERAY a4 EE Base64 mIDIRA., MAREBMERL, EAIUEBBIEX,

EEMNMWEXHIE-HERNE , BAHNAEHIT Base64 4wi%H ¥ isBaseb64Encoded RE R
true, MHYERBHEARURR-HFNBHFZARELES HTTP N IEXHHIEF .

P EFT X 3F hop-by-hop#rsk |, HlConnection=x Transfer-Encoding, &AILAE R
Content-Length #53k , RN AROIERSEN NN REREFIKZAIITEE.

LT RFKBET nodejs B9 Lambda EREXEY 7RI B2,

{
"isBaseb64Encoded": false,
"statusCode": 200,
"statusDescription": "200 0K",
"headers": {
"Set-cookie": "cookies",
"Content-Type": "application/json"
1,
"body": "Hello from Lambda (optional)"
}

BXENARFAFYESRESFERAN Lambda EEIELR , 25 github £/ application-load-
balancer-serverless- app. H& , ¥TFF Lambda #Z4#|& , fOOEBNARERF. SIBNARER , REMN
AWS Serverless Application Repository FIEE T HIE 2 —:

+ alb-Lambda-target-S UploadFileto
 alb-lambda-targe BinaryResponse

+ alb-Lambda-target-IP WhatisMy

ZERk

MERBEFFHAFERIKE Lambda WBEWIENETEEASMENRARNZREETEA L, E
SER-REFSNMENTWSH , WA AXNSERNEENXE, BRAZSERKE  ABEESRN
Lambda B#Z R RMHWARK M ERNSHREABAM AR FZRHF, NREXBEASERXEE , H
EnRAHNERNSHERSZME , WS EHRHEARBIN&E—ME.

B
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https://github.com/aws/elastic-load-balancing-tools/tree/master/application-load-balancer-serverless-app
https://github.com/aws/elastic-load-balancing-tools/tree/master/application-load-balancer-serverless-app
https://console.aws.amazon.com/lambda
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- BEZERLWIER

- TEZEFRLHIEA
- BERZERX

DEZERKBFER
ATHRANENFHESBNFRENRRERTHNERARAT SERATENTE.

LT REIBEREERNERASHMNE -

http://www.example.com?&myKey=vall&myKey=val2

NFRAER , ARSEBEIREATFRAENRE—ME , HEA queryStringParameters @
FLREDEEHNFHRESHNEH. fiw .

"queryStringParameters": { "myKey": "val2"},

MRERATZERL , UARTHRGEATFRRENANEE , HER
multiValueQueryStringParameters AAXZETEERNFHFRSHNEMH, Hlw .

"multiValueQueryStringParameters": { "myKey": ["vall", "val2"] },
B RREFHAERLFEERHD Cookie BIEK :

"cookie": "namel=valuel",
"cookie": "name2=value2",

FMNFRIAESX , AROER[EEREFRAIENERE— Cookie , M headers @EREETEIR
SLEH, Bl

"headers": {
"cookie": "name2=value2",

MRBATZERL , AFEOESHEAZTFRRAENFEA Cookie HEH multiValueHeaders [
BERIEDERKNES, Bl :

ZERX 258
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"multiValueHeaders": {
"cookie": ["namel=valuel", "name2=value2"],

+

MREBWSHRE URL fmEZHY , M ABIGER X CIRITHED, SBM4HMAE Lambda BB X EA13#
1THRD,

BE L EPRK K R

ATHRANFEEHBRERSNENREBA T ZERLIMEMTRE. RBAT ZERL , NAMER
multiValueHeaders , &N{EM headers,

X FRIAER , B LHEEE A Cookie :

{
"headers": {
"Set-cookie": "cookie-name=cookie-value;Domain=myweb.com;Secure;HttpOnly",
"Content-Type": "application/json"
b
}

MBFAT ZERL , BYUTIEEZ A Cookie , MR :

{
"multiValueHeaders": {
"Set-cookie": ["cookie-name=cookie-
value;Domain=myweb.com;Secure;HttpOnly", "cookie-name=cookie-value;Expires=May 8,
2019"],
"Content-Type": ["application/json"]
},
}

ABIGE R B P ik K IEAR K B FTEER IFF AT 885 Lambda N AR FIEENIRFTE, Hit , &
BRI EIFIRE PRk

B RZEMRX

BRI LA B ¥RERN lambda WEFRA B RASREZRAZEIF L.
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Console
BRZERX

1. 3TFLTF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ###l &,

2. ESMBRLNABHEET , EEER4E,
3. EEBEEMANBMUTFREFMAEERE,
4. 7 Attributes ( Bt ) &I+ £ |, 1% Edit (FRE) -
5. BRZEML,
6. EEREFEFENR.
AWS CLI
BRZERX

AT lambda.multi_value_headers.enabled &/ modify-target-group-attributes &

A
To

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=lambda.multi_value_headers.enabled,Value=true"

CloudFormation
BRZERL

B #HAWS::ElasticLoadBalancingV2::TargetGroup &R B &
%lambda.multi_value_headers.enabled&*.

Resources:
myTargetGroup:
Type: 'AWS::ElasticloadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
TargetType: lambda

Tags:
- Key: 'department'
Value: '123'
Targets:
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group-attributes.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
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- Id: !Ref myLambdaFunction
TargetGroupAttributes:
- Key: "lambda.multi_value_headers.enabled"
Value: "true"

BREITRIRE

BINBERT , JKEN lambda WEMEAZASTRARE. BUUBRASTREARE , UMESBT
Amazon Route 53 354 DNS #E# %, Lambda BRI AENRIZ TR R EE R 2B E TR
SHIETIRR. WMERKE Lambda BN IS RESTIRRRELK , METRIREXRKRELEE
Route 53, &AL Route 53 Bl B R K FEH# B B & 10 B AREF#,

BEEXNETRARENTA , EEXSEM Lambda ERAN A —#,

AT RREFEH Lambda MBHWEITRARESHNER. EREZHRENETRARESH ,
B E user-agent FERHE, STRARENAFKERN ELB-HealthChecker /2.0,

{
"requestContext": {
"elb": {
"targetGroupArn":

"arn:aws:elasticloadbalancing:region:123456789012:targetgroup/my-target-
group/6doecf831eec9f09"

}
}
"httpMethod": "GET",
"path": "/",

"queryStringParameters": {3},
"headers": {
"user-agent": "ELB-HealthChecker/2.0"

Iy
Ilbody": Illl’
"isBaseb64Encoded": false
}
Console

A lambda BFRE B RAETIRVARE

1.  3TFF{LTF https://console.aws.amazon.com/ec?/ B Amazon EC2 ##IA& .

2. HESMEKRLHNRAESET , &EBR4A,
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https://console.aws.amazon.com/ec2/
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3. EEBHRANEBEMUITAHFMAEERHE.
4. £ Health checks &I+ £ , 1% Edit,
5. WFETRARE , EEEA.
6.
7.

(k) REFEEMZTRARERE.
ERREFER.

AWS CLI

A lambda BFrA B ABETIRARE

DA
aF)

A modify-target-group &

o

aws elbv2 modify-target-group \
--target-group-arn target-group-arn \
--health-check-enabled

CloudFormation
A lambda BiREBRAETIAVRKRE

E#AWS::ElasticLoadBalancingV2:: TargetGroup & iR

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
TargetType: lambda
HealthCheckEnabled: true

Tags:
- Key: 'department'
Value: '123'
Targets:

- Id: !Ref myLambdaFunction

SEMF Lambda B#K

B LA @B B AR EMEAD Lambda ¥, EE# Lambda ¥, BIUERIE—NFWERA | F
MEBCEMBNZF BEIRE , ARSI EFH N ERFH B iRdE,

SEMft Lambda BE%K 262


https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
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B AR A EER

Console
SEM Lambda B3k

1. 3TFLTF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ###l &,
ESMER LHNABIET , EFRBH4E,
EEBRANBRUTTREFREERE.

EBIOETFH , MRAREMEM Lambda EE , HiEFEM B #r.
%1% Lambda BS54 A H ARN,

TR

o o k~ w D

AWS CLI
JEM Lambda BZk

£ register-targets #5,

aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets Id=lambda-function-arn

CloudFormation
JEM Lambda B3k

E#AWS::ElasticLoadBalancingV2:: TargetGroup & iR

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
TargetType: lambda

Tags:
- Key: 'department'
Value: '123'
Targets:

- Id: !'Ref myLambdaFunction

SEMft Lambda BE%K
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/register-targets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
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S48 Lambda BIZK

MRETBREMEMN Lambda WEURIERE , WA LURHEBUEEM . EEUEEM Lambda BEUE |
BITHNERSKY , FER HTTP 5XX Hix.

EHE Lambda ¥ , BUEE - M BEFE | FREBCEMENZFH EFRE , AR mITRMAN
ERTA R EIRE,

Console
JE48 Lambda ¥
1. 3TFLTF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ###| &,
2. ESMBERLNASHEET , EEBR4E,
3. EFEMAEANBMUITTFHFHAEERE,
4. FEBFGEIF L, EFBFRHIEFEH,
5. HRZBEREBHEIAR |, %3F Deregister (BUEEM).

AWS CLI
X454 Lambda B3k

{8 deregister-targets @5

aws elbv2 deregister-targets \
--target-group-arn target-group-arn \
--targets Id=lambda-function-arn

R 72 Fr S gk 9 25 B AR A VAR
FERBTREMIE (B, B, FAERRE) W BRARTHE,

RN ENBRARMS ML, BNEFENRERLTZE -/, MREFMNIFEFHNRESR
EB#AXEK , B REMZFENE,

P SRR I AT BURF AL BR o
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/deregister-targets.html
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BR 1

- BNRBOREH LR - 50

. RABFAKE - 127 /> Unicode FH&F

- BRREKE - 255 4 Unicode 2%

- RERANEXD K DE, ATFEANFZHESETH UTF-8 BXRRNFR, ZRAKTFE , ARUT
BHRFHF: +-=0 1/ @. BTEFEANSERIEREZEE,

« BONEMNSBMBEPEHaws 518 , AT EREH AWS /. BT EHmESM BR L a1 480
HREEMNRE. EFRITENFERIT AT NERRZSHRSE,

Console
EEEBRANRE
ITFLF https://console.aws.amazon.com/ec2/ B Amazon EC2 ###|& .
ESMERLNAEEET , REERE,

1

2.

3. EEEHANBHUITTFHFMAESTE.

4. ERZRTFLE  EREEFRE , RAEHRITUT -—RAHSTURE :

a. EFEFHRZ , FHENERAFRE.
b. ERMIRE , TRBERMIFL , RENEBNERAE,
c. ZEMBRIRZ , FRFRZZLRIMIER.
5. ERRFER.
AWS CLI

A0 PR

£/ add-tags 8. AT ROGIFEAMA MR,

aws elbv2 add-tags \
--resource-arns target-group-arn \
--tags "Key=project,Value=1ima" "Key=department,Value=digital-media"

T BRAR

£/ remove-tags 8. AT REFEBREFTEERNTZ,

N B FRA TR INRES =


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/add-tags.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/remove-tags.html
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aws elbv2 remove-tags \
--resource-arns target-group-arn \
--tag-keys project department

CloudFormation
NN AR

BEFHAWS::ElasticLoadBalancingV2:: TargetGroup &R B &% TagsE to

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
Tags:
- Key: 'project'
Value: 'lima'
- Key: 'department'
Value: 'digital-media'

il BR B2 A A2 s A B 19 T BR B AR

R B FRA KRBTSR AR RAESIA , NASMERIZERE. MERBFAT2EEEME
BFRAR B iR, MRETEFECIMH EC2 K6, M AT LUF 1EFRLL 1E %K,

Console
il B B 4R

1. FTFALTF https://console.aws.amazon.com/ec2/ # Amazon EC2 #2#| &
2. ESMERLNATIGET , EREH4E,

3. EFEHA , RARMIEREE. BBk,

4. IEFMIER.

T B B FRE 266


https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
https://console.aws.amazon.com/ec2/
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AWS CLI

TER B #r4E

£ delete-target-group

aws elbv2 delete-target-group \
--target-group-arn target-group-arn
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/delete-target-group.html
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¥ ¥ Application Load Balancer

O ERAL TSRS ESE , o REERRBRS A HEZH B FrEXH R &,
CloudWatch ¥g#5

BRI LAE A Amazon CloudWatch SA—4A B FHETEIFSIEIE ( MAiER ) WERXKRRFEXRAET
ERAM BN BIESRNSITRIE. SUEAXEERKRBIESHNREREEMBIZT. BXESZE
B , i3 # CloudWatch Application Load Balancer BJ$§#%o

mEB&

B AERER AERBERE XA AFEERAENBERNFAGEE , HEXEFAFERENEE
XHZEFE Amazon S3 1, BALERAXEFR AR TREEXHBREEHREXNEE, §
REZER |, 5 Application Load Balancer 518 H &,

EERE

BRI LA AR B SR AR RE R NSOG[N FROES , HREEN BEXHFRE
Amazon S3 H, ERIBMERXLERASRBER K IP it MmO, FRRIERER, ERE
RUREEERN TLS BB, ARTUUEAXLERATKEFFEREAMAES, BXESE
B, BZR NARFNESHSENEZERT.

Health € ERB &

BRIBMERSITRRKE BERBRE XN AR B ER[AEM B THETIRARENFAE
B, AFEAEN BEXHFM#ETE Amazon S3 F, BRI MERXEZITIRRKE B EKEFR B IRHY
RIB, BXEZELR , FSH Health REH .

HRIRER

A LA ARIERBERRIRER HTTP B3R, ARITERL2 N EEBNSMNERFN— NS SRR
REFMNIRL, BXEZER , B2 153K Application Load Balancer B iR Exo

CloudTrail B&

&TI LAE A AWS CloudTrail 3Rk & <%t Elastic Load Balancing API (WA RMIFAEL |, HEEE
N BEXHFM#TE Amazon S3 A, EAILAFERIXL CloudTrail BEKEERIT 7 BRLERE, /Y

SKEWANR IP thhk, HILIT T RFE, @ANEIT THUE, BXEZER , HSHEAIERE Elastic

Load Balancing By API i@ A CloudTrail,
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B AR A EER

CloudWatch Application Load Balancer B 35#F

Elastic Load Balancing ff## CloudWatch A& 9 &2z M B R BTE R A M E L L%, CloudWatch
AWEN—AEFNNEFIEE (MHMRER ) NEXRZEXRXEHFELSMNRITER. TREFRAR
ENENTE  MEBERANZTERENRETLNE, Sl , ERAEEENRRANEZEASI9ESE

HIEE BArfV B 8. B8R [LERA MR BRRY BB B wT e & S 4,

BAIERERRRIERGREBIERET. fl , EAILL6I2 CloudWatch B REZEENIER , FHE

ZIEPRE BN TR AU E R B B RAE ( HlanE BT Eb At ROEEA ) o

CloudWatch X &R R A 1 E15#258T |, Elastic Load Balancing F 2B E R & 18R, MREERR
L A9 , W Elastic Load Balancing # 1T £} 2L 60 W EEAIEEIER,. MEEKEBERREZ

METERRERTHE | WAREER.
N RAEFAEEERNERTERETRAREE R,

BEXEZEELR , {55 Amazon CloudWatch B/,

AEN

« Application Load Balancer g%

« Application Load Balancer BSR4 E

- Application Load Balancer 1&+589 55 11 5k 3E
- BERELBNAEIIE RN CloudWatch 15HR

Application Load Balancer $§#x

- MEIIHRR

. LCUs

- BHR4AETIRR
 Lambda BHZK

- AR SAKIE
- BR{LLes

AWS/ApplicationELB % Z R BFEAEITE M L TIER.

CloudWatch $g#%
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iR iR

ActiveConnectionCo NEFIRB| SIS ERUARNA TS ERE B IR H 258D TCP E#E
unt Y B,

G . BESE
SUEE  E—EBEXHRITHIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

BYoIPUtilPercentag P ER B2,

e
RERE  EABBEEHRLEEA BYo IP,
SUTHIE E—BEXMSRITHIER Average,

Dimensions

* LoadBalancer , TargetGroup

* LoadBalancer , TargetGroup , AvailabilityZone

ClientTLSNegotiati  HEA TLS HRMARESARIEREYXENFT A mAEN TLS E#
onErrorCount ¥, TENRERSEEEINUAICEERER - inRATER RS
R T iEE.

RERE  BIESE
FITHIE - E—BEXWNEITHIER Sums.
Dimensions

 LoadBalancer

* AvailabilityZone , LoadBalancer

DesyncMitigationMo  FfF& RFC 7230 ¥rHEMNERE,
de_NonCom

&I E - BFREE
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B iR
pliant_Re Statistics : XBERAMNSITTER Sum,

quest_Count
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

DroppedInvalidHead — RAEIFERERBFRZAMEREBTHIRKF R HTTP #RKHY

erRequestCount BERB, X routing.http.drop_invalid_header_fie
lds.enabled BHIREN true B, AFHE R F SMIERIX LR
Lo

REKE  BIESE

SitEdE - &%

Dimensions

* AvailabilityZone , LoadBalancer

ForwardedInvalidHe — HAEBERBANERTER HTTP FrXFEREY HTTP FRkRYER

aderRequestCount . REY routing.http.drop_invalid_header_fie
lds.enabled EBMIREN false it , AHTESRT 2ERTHIX
LR L IER,

REPRA - BBAIRE
SITHIE : &30
Dimensions

* AvailabilityZone , LoadBalancer
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B AR A EER

1R

GrpcRequestCount

HTTP_Fixed_Respons
e_Count

HTTP_Redirect_Coun
t

EPU
BEMAERN gRPC HRE. IPv4 IPv6
&R - BFREE

ST HIE - ZREANSITEHEER Sum. Minimum, Maximum MK
Average £%fiRE 1,

Dimensions

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup
* TargetGroup

* AvailabilityZone , TargetGroup

B Zh B [ E e R 48 4R B IR B

wWEE : BIEBE

SGUTHE - - BEXBEITHER Sum.
Dimensions

* LoadBalancerxr

* AvailabilityZone , LoadBalancer
B IO BY B E A R AE R R B

REE  BHEEE

SitEHdE  BE—AEUHSITHER Sum.
Dimensions

 LoadBalancer

* AvailabilityZone , LoadBalancer
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FEFR iR
HTTP_Redirect Url_ BT R EFRLHPH URL KT 8K MEiETHRIEE BIRIER.

Limit_Exc

eeded_Count wEE : BEFE
SUEE  E—EAEXHRITHER Sum.

Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

HTTPCode_ELB_3XX_C RBAFEESEN HTTP XX EEMMRBEH., ZITBFAIEERERK
ount L EINERE =

RERAE  BESE
SUBE  E—EAEXHRITHIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
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B HR
HTTPCode_ELB_4XX_C REAFYEREN HTTP AXX BEFRREIRABHWEHE, ZITHFAEE
ount B A4 BRI e R R RS,

WREREXBRIAZE , MEREFFWER, RT ARG
RE HTTP 460 #HiIRKBEHER 2 , BRI REIRLEFR, &it
BAEE B B AR R ARD,

REIRE  BEEE

ST HE - ZREANSITEER Sum. Minimum, Maximum MK
Average £ZfiRE 1,

Dimensions

* LoadBalancerxr

* AvailabilityZone , LoadBalancer

HTTPCode_ELB_5XX_C RERAEEEERN HTTP 5SXX RFSHERRABHEE. ZIHHTEE
ount B ¥R R AT RIS .

wBERA  BHREE

SITHE - REANSITEHEER Sum. Minimum, Maximum BAK
Average £ZBiRE 1,

Dimensions

» LoadBalancer

* AvailabilityZone , LoadBalancer

Application Load Balancer 1§#r 74



Elastic Load Balancing

B AR A EER

1R

HTTPCode_ELB_500_C
ount

HTTPCode_ELB_502_C
ount

HTTPCode_ELB_503_C
ount

BN

R B A ERRI HTTP 500 iR RIBHKE.
& - BFREE

S HIE  BE—BEXHNEITHIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
REABIGE RN HTTP 502 SR KE,
RERAE : BHEEE

SR HE—BEXHNEITHIER Sum,
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

R E A E R HTTP 503 SHiRBHHKE.
REIRE - BFREE

ST IR - H—BEXHNEITHIER Sum,
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
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B AR A EER

1R

HTTPCode_ELB_504_C
ount

IPv6ProcessedBytes

IPv6RequestCount

BN

R B AEIGE R HTTP 504 &HiRRIBHKE,
&R - BFREE

SR - E—BEXHNEITHIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

FEISESRLEN S FTE IPv6, it EE%E ProcessedBytes

a2

RERAE : BFEE

Statistics : &BERAMNLITTER Sum,
Dimensions

 LoadBalancer

* AvailabilityZone , LoadBalancer
RS ERWERY IPv6e BFRE.
RERE  BIEEE

SITHIE - REANSITEHEER Sum. Minimum, Maximum BAK
Average £#PiRME 1,

Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
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1R

LowReputationPacke
tsDropped

LowReputationReque
stsDenied

NewConnectionCount

DU

EAEEREFNBEIHE. HiBERWHEIRH DDo S RIFFHE LA ,
ML FULIEFR,

RERAE  BESE
SUEE  E—EAEXHRITHER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

WIEYE HIRE HTTP 403 MR HTTP B R¥EB, HEFREERK
DDo S R#FEIERT , &2 FULIEIR.

RERAE  BESE
SUBE  E—EAEXHRITHIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

MEFin2| RS &R AR M AT ERRE B R E M I TCP EE#M
B,

RERE  BEEE
Statistics : RBANSITITER Sum,
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
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1R

NonStickyRequestCo
unt

ProcessedBytes

DU

HESESRRETEERANENESEMERHTEFNERNKE,

flan , BREREFEF W E —MERBREMREM Cookie , TR
TR Cookie B RIEE EXMEISL BFRAR BAR , X5 Cookie Y&
RNERBETH , REHIRNETEIR , SBEAFEERT LRI ME

Cookieo

wEwRAE : EEB A LR,
SR E—BEXHNEITHIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

MERIGERET IPva TR B ETHE IPve ( HTTP 453k F HTTP
BYMARE ) o HITBSERANREEZF A Lambda BEEHRE,
BT Websocket EEZEHNRE , ARKBFTREMAE (IdP ) WRE
(WMRBERATARSHRIE).

REFRAE  BESE
Statistics : RBANSITITER Sum,
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
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1R

RejectedConnection
Count

RequestCount

RuleEvaluations

BN

BT ASSEREEERER L REELNEENBE,
&R - BFREE

Statistics : REAMNLITTER Sum.

Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

23 IPv4 MALIEAVIERE IPV6, MIEFRRERBIIERT [k
B EMRIIERPIEE, FiFEERZIELNIERT R RRELER
o

REFRAE  EEEMBEFRIIRE,
Statistics : RBAMNSITITER Sum,
Dimensions

* LoadBalancer
* LoadBalancer , AvailabilityZone
* LoadBalancer , TargetGroup

* LoadBalancer ,AvailabilityZone , TargetGroup

AETEHRELEBE RS ITEAANKBE, RUARAVFTEER. It
I EEMNERN 10 X2 TN,

REWRE  BEEE
Statistics : ZBEANSITITER Sum.
Dimensions

* LoadBalancer
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AWS/ApplicationELB fp & ZRIBE T HIABHEEHRETE LM (LCU ) R,

E¥R !
ConsumedLCUs MEEREANATEIERBTELN (LCU) BHE, BEERET/ T

LCUs WEA &5, & LCU MBLFENRSH , “BFEM" LCUs
NREEAERSETHEAE  ONREAEELITMERE , olla
RESTME LCUSRENE. BXEZEE , S H Elastic Load
Balancing o

IRERE - BAWRE
FIHHIE . =250
Dimensions

* LoadBalancer

PeakLCUs MEEEREAENRARFEANRAABEEHIBTELM (LCU ) B
B, (XfEFEH LCU &,

REFRE : IRE

SUHIE : FERAMNSITITER Sum M Max,
Dimensions

* LoadBalancer

ReservedLCUs BoMiIRETEREN T EEFR, EMERLCUs WS SEm 2
LCUs BEXNWEF, i , MR R —/Deffigg 500, LCUs NE 5
ISR N 8.3LCUs 3, BXEZEE |, BSR LIEME,

RERAE - BESE
SIHHIE . =50
Dimensions

* LoadBalancer
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AWS/ApplicationELB 3% 2= A2 IE B FRHI LA T E4%.

ER i EH

AnomalousHostCount  RMEIFENEVIHRE.
IREIRAE | REIRE
SUHHIE - E—AEUXNSITTHER Minimum F Maximum,
Dimensions

* TargetGroup , LoadBalancer

* TargetGroup , AvailabilityZone , LoadBalancer
HealthyHostCount WA EEZTHEREE,

W& : MREEM B ARUFITHRE

ST HIE REANKITTER Average, Minimum 1 Maximums

Dimensions

* LoadBalancer , TargetGroup

* LoadBalancer , AvailabilityZone , TargetGroup

HTTPCode_Target_2X BARERN HTTP IR ABHKE. ©FSEAEIIEEFE RN EM
X_Count ,HTTPCode_ MR,

Target_3XX_Count
HTTPCode_Target_4X

X_Count ,HTTPCode_  gitwim . B AAMLITHIES Sum Minimum, Maximum SR
Target_5XX_Count Average £EBEE 1,

REIRE | MRBEM B FRNFTHRE

Dimensions

LoadBalancer

AvailabilityZone , LoadBalancer
* TargetGroup , LoadBalancer

* TargetGroup , AvailabilityZone , LoadBalancer
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B Wi EA

MitigatedHostCount FEEFANBERRE,
REIRAE - RARE
SiHEIE - FEAMSITIER Average, Minimum F Maximumo
Dimensions

* TargetGroup , LoadBalancer

* TargetGroup ,AvailabilityZone , LoadBalancer

RequestCountPerTar BirEA BN BN FEEERE. B4 ER TargetGroup #ER
get E B, MRBFRR Lambda B , MLIEFRTER.

it B A B ARA W89 15 R B BEBR A B AR A RIS TIROR RFHY B 4R
HNHE, MRBFEATXBEETRARFNER , NFHEERUEEM
B AR S

RERE  BBARE
SRt E—AMHRITHER Sum. XRKXFEE , MFAR2EM,
Dimensions

 TargetGroup
* TargetGroup , AvailabilityZone

LoadBalancer , TargetGroup

LoadBalancer , AvailabilityZone , TargetGroup
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1R

TargetConnectionEr
rorCount

TargetResponseTime

L

AEITEBRN B IR RIEER M A RINIRE, MR EFR=Z Lambda
B, MERTER, STRLREERRBRNSE N ERE
=18

RERE  BIFEEE
Statistics : RBANSITITER Sum,
Dimensions

* LoadBalancer
* AvailabilityZone , LoadBalancer
* TargetGroup , LoadBalancer

* TargetGroup , AvailabilityZone , LoadBalancer

BEREFAEIIEERE BRI R L IEMBAR K23 M atiE ( A7
B ), X5HE BEFM target_processing_time FBRE
ZWH

REIRE - BFEEE

Statistics : &ZBEAMNSEITITER Average f pNN.NN ( BZ'LE ) 6

Dimensions

* LoadBalancer
* AvailabilityZone , LoadBalancer
* TargetGroup , LoadBalancer

* TargetGroup , AvailabilityZone , LoadBalancer
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B AR A EER

1R

TargetTLSNegotiati
onErrorCount

UnHealthyHostCount

ZonalShiftedHostCo
unt

L

HARSEREY X ENAREER[AEH TLS EEH, TRNERZ
FREBHBPUATE. WREFRE Lambda B , NbEHRTER,

RERE  BIFEEE
Statistics : RBRANSITITER Sum,
Dimensions

* LoadBalancer
* AvailabilityZone , LoadBalancer
* TargetGroup , LoadBalancer

* TargetGroup , AvailabilityZone , LoadBalancer
WANKREEZITTHEIRRE,

FHEENBERELEA HealthyHostCount WIE , EF 2180
UnhealthyHostCount K&,

RERE  MRBEEMBEFRNBHITIREG
SiHHIE - KFEAMSITIER Average. Minimum F Maximum.
Dimensions

* LoadBalancer , TargetGroup

* LoadBalancer , AvailabilityZone , TargetGroup
RTAXEB MmN AN ZEAN BIiRRE.

&AL EEERNKRS.

Statistics : XBERAMNSITTER Sum,

Dimensions

* LoadBalancer , TargetGroup .

* AvailabilityZone , LoadBalancer , TargetGroup
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AWS/ApplicationELB i Bz
section called “B #r A1z 174R)

IEﬂ’FE?EE*T\ﬁﬂaé’ﬂﬁ)ﬂﬂ’\]l«i'lt}'éﬁ\o BXREZER , BZH the

1R

HealthyStateDNS

HealthyStateRoutin
g

UnhealthyRoutingRe
questCount

UnhealthyStateDNS

48R

56 DNS BTN REFRASERN X B M E.
Statistics : EEAMNSIT TER Maxo.
Dimensions

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup
FERAETRR RIFRSERNXEHE.

Statistics : ZBEAMNSIT TER Max.

Dimensions

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup
EFBR MR B RE ( RMESTT L ) BB R
Statistics : ZEANSIT TER Sum.

Dimensions

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup

T & DNS BT RIFRSER , Eitb7E DNS FEIRIEHNIE
/RTEF:HIJ I:ijzygo

Statistics : RBAMNSITITE R Min,
Dimensions

* LoadBalancer , TargetGroup

E1TIR
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B Bi A
* AvailabilityZone , LoadBalancer , TargetGroup

UnhealthyStateRout  FAHEERAETRARFRASER , AEARSGERSFRED B
ing XS HAE B ( BRESTRATENER ) WXEHE,

Statistics : RBEANSITITER Min,
Dimensions

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup

AWS/ApplicationELB # & ZE A BE 25 M N B #r8 Lambda EEREY LT 845,

EiR i BA

LambdaInternalErro R A5 # 28 AWS Lambda P & & 3 88 S Bk MEY XS Lambda
T HBHERE. ERIERERNRTE , FEFIHR BEB error_rea
son FE,

wRERE  BIESE
SITHIE - E—BEXWRITHIER Sums.
Dimensions

 TargetGroup

* TargetGroup , LoadBalancer

LambdaTargetProces  FAEFIIEEE NI Lambda EEAYIE R FIK B Z BB 10 R4 BB /Y 7
sedBytes TS

RERE  BEEE
ST HE - BB XSG ITHER Sum.
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1R

LambdaUserError

gLz
Dimensions

* LoadBalancer

& Lambda B 3 8] B S BR MAYXY Lambda BIERRYEREK. B
m, AREREERAZEERONER , ARTEIMEXERDER
DAEF BRI EEIZW JSON |, SEBERIENXRIER/H K NETT 1

MB HE A K. ERIEBRERNRE , BEFHR BEM error_rea
son FE&,

wEnE  BIESE
SUEE  E—EAEXHRITHIER Sum.
Dimensions

¢ TargetGroup

 TargetGroup , LoadBalancer

AWS/ApplicationELB @& Z I BIFEAF & 0 RIEHN L TR,

1R

ELBAuthError

iR

HTEBHRIFRERESIR. ABRHUESRLES P BIHERE |, Sif
FEOEHREANBERTEZTHEHRIERE , ITSBNTETRAF
SHRIENRA. ERERERRE , EEFHR BED error_rea
son FE,

g BIESE
SITHIE - E—BEXWNEITHIER Sums.
Dimensions

 LoadBalancer

* AvailabilityZone , LoadBalancer
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1R

ELBAuthFailure

ELBAuthLatency

ELBAuthRefreshToke
nSuccess

DU

HF IdP IELAFFRHZ BB RERASHRN T EERAF 55
WUFR X B, EREEIRERNRDE , BEEF1HE BEM error_reason
FE,

RERAE  BESE
SUEE  E—EAEXHRITHER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

[ IdP &) ID TEMAFEE AN E (Z2Y ) . NRXERESD
B—IHSTURERY , XRTFRWEE,

&R - BIEEE
SUTEIE - MESRITTHIEHNEE L
Dimensions

 LoadBalancer

« AvailabilityZone , LoadBalancer

NEIGERER 1dP R ERY I hE AT RIET A P A B R B
&I E  BFREE

SitEdE  E—AE NS ITHIER Sum.

Dimensions

* LoadBalancerxr

* AvailabilityZone , LoadBalancer

Application Load Balancer ¥§#x

288



Elastic Load Balancing

B AR A EER

1R

ELBAuthSuccess

ELBAuthUserClaimsS
izeExceeded

DU

LI & IR ER IR S, A ERM IdP REAF SR FEHRG

, WIE TERE RAT IR 2B 18,
RETAE . BHEEE

Statistics : ZEAMNSITTER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

ELERY IdP REIA/NER 11K FT R AP F R,
RETAE : BHEEE

SR HE—BEXHNEITHIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

AWS/ApplicationELBar % ZEE 23 B R {LERH LU T B4R,

1R

TargetControlReque
stCount

5458

ALB OB H: K BV iE SR,

wEPRAE  BARA EERAT BRR{Las , FEAFEFREE,

SIHEHIE E—AENWNSRITHEER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
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B AR A EER

1R

TargetControlReque
stRejectCount

TargetControlActiv
eChannelCount

TargetControlNewCh
annelCount

L

BT %8 B UZRER MR ALB IELHE R, ZIERENEH
TargetControlWorkQueuelength £ 7~ E#,

HwEHE  BRREEBRT BRMELE , HEFEEIESE,
SUEE  E—EAEXHRITHER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

ALB M B EN EHIEER. N TREGESE  SNFTRE
MHE, BETHHNEFZRIREEESEBIAATA,

wEE  BRREEBRT BRMELE , AEFEEIESE,
SUBE  E—EAEXHRITHIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

ALB MRz E b ZHNHIEHBEENKRE, HRETRENHERK
hRE BiRAR , BB ZERELH.

&g BRiREEBRAT BRI , HEEREIESE,
SUEE  E—EBEXHRITHIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
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1R 5t B

TargetControlChann  ALB fIXEZEIRBEEIHBIE/NE RNEFIBENHE, BFHE
elErrorCount BRERNSHZAE (MBEMFR ) REEEANARFRE

wEHE  BRREEBRT BRMELE , HEFEEIESE,
SUEE  E—EAEXHRITHIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
TargetControlWorkQ  ALB MRIELUKEINERBERNVESTH
ueuelLength B
XEHFERBN 1 28N ERBRNRR. THEFIHEE,
wEw A BARA LERT BiR{Lss , A BFEFRBE
SR HE—BEXHNEITHIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
TargetControlProce ALB NEABMRLILENBEIREANRELENFTE,
ssedBytes B B B

&L BRRA LA T BRI , A RFEIEZE

g1t - FEENNSITHIERSum,

Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
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Application Load Balancer By 3g¥r 4 E

E &% Application Load Balancer H38%r , AU TEE,

$HE HiR

Availabil & A X iR EIE.

ityZone

LoadBalancer BABSSESRHEEREE. B0 TAHXIBERETHESS : app load-bala

ncer-name/1234567890123456 ( f1&i39#8% ARN WR/E—%2 ) -

TargetGroup EEMGARERERBE. RUOTHRNIEEBFA : targetgroup target-gr
oup-name/1234567890123456 ( B #r4l ARN H&E—E8% ) »

Application Load Balancer 18#rHI & it 53R

CloudWatch #R#E Elastic Load Balancing X I iE/rHIE R IRE S 1T EHE. SiTHEREEENEE
BRCENERBE. HERKITHEN , BRENBERREGEMNEEHTIR. EELHTH—
FRRERHNEHR-EXN, i, EANBERERETARABINARITEREEMEEERS EC2 3£
ESERRE ¢

Minimum M Maximum i HERRENEEEOPEIMNMBIERTRRENBESN R/ NMENEK
KRB, flan , BRENAREFARSEHSBHRNAREESETRAR, — N SH HealthyHostCount
B Minimum 9 2 , Maximum 8 10 , Average 8 6 , 3 — T R # HealthyHostCount #
Minimum 53 1, Maximum A 5, Average § 3, Hit , AFHEEEFH Minimum 73 1, Maximum A
10 , Average K4A 4,

BB RS Minimum ST BIEPHIESEE UnHealthyHostCount , HESZSAMKTELSL N IESER
AHER. WREFEA Minimum , MREFRMNABHDERFENTRMATAXIAN BFREITAIERE
H1ER. MREERBIBERBERBNIRE , AT LURE N IR Average T Maximum & HER , A
BUEFRENERHAEFRZEER. EEHRDWE , FEEHEXTE Amazon EC2 Auto Scaling
=% Amazon Elastic Container Service ( Amazon ECS ) A A EEE R ETIRA R EN KESEE,

Sum ST BFERAEAHBERT QIVLEE, BTXEEFRESNAREEES M RE , it Sum
SGE AT X B e #8R 17 QEETIC B AV HEHR.
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SampleCount ZITHERNEMHEAL, ATXLEFREETXERBEMNEHHTHREN , BHLts
TTERE—M&EH. Hln , 33F HealthyHostCount , SampleCount EFHNMNAFH @R T RIRE
WEEAZ , MARETIRREFNENHK.

B UBEREMEREETNEXNVE, SFUEERAES UK , KRSEAFL/NE (Fl0
p95.45), fBlaN , 58 95 MNE DMK 95% WHEFEETILE , 5% WHESTIE. o UHRER
ATREREE, flll, RREMABRFNEERSASHERVEER 1-2 Y , BUREFR
ZH , W EFE 100-200 BW . RAERRTHBHER , BRERY 200 BEW, FHEFRT
BRENSH. AONREHRT M ERENNNARFHEUAE, BEERAE 99 MNE 5 HEN Auto
Scaling & 855 CloudWatch Bk , & UL E R EER 2 EVHERREN TEY 1%.

EEFBMNNEHIEE M CloudWatch 15#r

&R BAER Amazon EC2 2% 8 EF LI AEHERAY CloudWatch 558, XLEERE RN EZE
®o MRNFIGERL T EIRSHAEERERER , NEZERR2ERBER

HE , BALER CloudWatch 124 A B & SUEISHERIIET.
EARHEEFER

1. FTFFLTF https://console.aws.amazon.com/ec2/ By Amazon EC2 2| & .

2. EETEZRBAMAMENER , BRITUTRE

a. TESMBERKF , &EF Target Groups.

b. EFEBHRYAE , RF%EE Monitoring &I+,

c. (Hik) ERatEITEEL R |, M Showing data for ik AT ESEE,

d. ERBENEFHN-—IPRAUE , BTEEEEE.
3. EEFRAPIGERIMENIER , BHRITUTRE

a. ESMERP , &8 Load Balancers.

b. EFRENATIITEEE , ARBEIEF Monitoring £,

c. (AIik) ERmTEIFEIELE R , IBM Showing data for FIEZF A ESEE.
d. EREBENEFN-—IPRAUE , BEFEER.

£/ CloudWatch 2% & EFHER

1. FTFF CloudWatch #4#|& , Mt Hhttps://console.aws.amazon.com/cloudwatch/o

EEBNATIIEEN CloudWatch 35#R 293



https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/cloudwatch/

Elastic Load Balancing NARFAEI9ESR

2. ESMBEKF , EFER.

3. i%4% ApplicationELB @& Z=[H],

4, (Wit ) EBEFMB4LETERENER , BERRFRIPAAELEN,
5. (k) BEREERIE  HERETI®RIZ —

- ERERHABIIEHFMENIEN , iFEE Per AppELB Metrics, EEF BN AHE RN
R, BEERFRPBMAEER.

- ERERAEHNBIRAIREHIEIR , 1BIEE Per AppELB, per TG Metrics, EEFENBIREAN
B, BEBRFEPHMAEEZENR,

- ERTARXERAATIESRIRENIEIR |, B1%E$E Per AppELB, per AZ Metrics, EEFEA
HEIEENER  BFEERFBRYPRMAEEN, EEELENTARNER , BEERFEYH
AHE,

« ENEAAXMBEFAE RN ABIEERIREIER , B1%&E Per AppELB, per AZ, per TG
Metricse, EEFENABHERNIEN , BEERFRTPHAEREN. EEFE N EREANE
o, BEBERERFRYRAHEN. EEFENATAXNIEN , BEERFERPHAREN.

EEFIEN , BFER AWS CLI

EFALLTR list-metrics fn %I o] FE4F :
aws cloudwatch list-metrics --namespace AWS/ApplicationELB

EREUEIRNV ST IR | F6ER AWS CLI

{5 F LA T get-metric-statistics s TIREUE BB ML ER L ITE R, CloudWatch FE N HE—HNW4EEAR
BN N RMIER. BLEEARTNEATNEEASRREITHIE, B4NEE QI BIER A
MR —4%E,

aws cloudwatch get-metric-statistics --namespace AWS/ApplicationELB \
--metric-name UnHealthyHostCount --statistics Average --period 3600 \
--dimensions Name=LoadBalancer,Value=app/my-load-balancer/50dc6c495c0c9188 \
Name=TargetGroup,Value=targetgroup/my-targets/73e2d6bc24d8a067 \
--start-time 2016-04-18T00:00:00Z --end-time 2016-04-21T00:00:00Z

THRRHEE

{
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"Datapoints": [

{
"Timestamp": "2016-04-18T22:00:00Z",
"Average": 0.0,
"Unit": "Count"

I

{
"Timestamp": "2016-04-18T04:00:00Z2",
"Average": 0.0,
"Unit": "Count"

},

1,
"Label": "UnHealthyHostCount"

Application Load Balancer Y1717 B &

Elastic Load Balancing 2t 7 5RI B , %15 R B E AT HRE X KA A E R[N B RN FHE
B, SMNAEBIEEL (Bl , WERERWETE, B IP ik, R, EREFMRESESE
Bi)o SETLAEAIX TR B E DR EER HEREE,

1A A& =2 Elastic Load Balancing B —IAIIEIhEE , BRINBER T EEALLIIEE. AABEREAH
] &2 J5 , Elastic Load Balancing %k B & H R HAEN ER X4 EF#EEIEER Amazon S3 74#
W, BB ZA TR A X,

BEEXR S Amazon S3 WFM XA , EXFE T Elastic Load Balancing A LU B & X &K% F
Amazon S3 WA, BEXTFHEAENESEE , 52 H Amazon S3 Eff.

Bx

- BRI BEXH

- FRIBE%E

- TBIEEXKE

. B S 4E @A

o RIEHE BEXH

« 7 Application Load Balancer /8 F 18] B &

A Application Load Balancer Z 58 B &
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18] B & 344

Elastic Load Balancing 8 5 2 ## W 8MNAEEHSETRAT —XBEX Y, BEERHRLAZRE—EH,
MEERTUERERNBEBENZNEE, BE , IRUKEESHE , SHILER,

mE B ERNXHFERAUATER

bucket[/prefix]/AWSLogs/aws-account-id/elasticloadbalancing/region/yyyy/mm/dd/aws -
account-id_elasticloadbalancing_region_app.load-balancer-id_end-time_ip-address_random-
string.log.gz

bucket
S3 MM B o
prefix

(AL ) FRBNAR (BBREREN ) . BKIEENHRTBIEFHE AWSLogs. ERNEZE
B, BERAEANBREENR.

AWSLogs

Bl SEENFEBEE MM AR ERM AWSLogs FFkBIXHEER D .

aws-account-id

FIE &M AWS IKF 1D,

region

REIE RN S3 FREAMENXE,
yyyy/mm/dd

e BESH B 8.

load-balancer-id

NEIGEBHRNRIR ID. MRFR ID LEEMEMT (), SEERITRERITR ().

end-time

FIRFARLE RN B E, B0, 453ReTE 20140215T2340Z ‘A& 1E UTC &8 ( BN &
6] ) 23:35 Fl 23:40 Z A K HHERGRE .
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ip-address

AEBERNAFGESRT AW IP ik, N FRBAFKESESS , X8 IP #il,

random-string

REERNBEIZRTE,

LT 2 — MR RE B S XHE R

s3://amzn-s3-demo-1logging-bucket/logging-prefix/AWSLogs/123456789012/
elasticloadbalancing/us-east-2/2022/05/01/123456789012_elasticloadbalancing_us-
east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

BT R — MR R B AR R

s3://amzn-s3-demo-logging-bucket/AWSLogs/123456789012/elasticloadbalancing/
us-east-2/2022/05/01/123456789012_elasticloadbalancing_us-east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

BEXHANEFEBPE#EERNE , FEEEASE L Amazon S3 £ EHAMN LA B o) 7/
MR BEX M, BXEZEER , i55H (Amazon S3 FIF1ER) PN REGEHEE,

R BE%E

Elastic Load Balancing 22 & &L NBIGERMER , S /M RIBBHRWER. Hlm , WREF
IRRERNERNERIEREEENBRENER , HRIEKER,

BNEEZEHETEEABIMHERAHNEMER ( MRRBIERE WebSockets ) WIFHAES. T
WebSockets , REEEEXMEFTAEALZE, NELZETAHREHWIERE , Il HTTP = HTTPS &
KRB MEE.

/A Important

Elastic Load Balancing R HidFiER. RINNBWWEFER BRI BERT HERMER , MARE
NATBEERNTEHEIR,

2t
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- XEWERE

- BixFEEAH

o BRRAREHE

B

TREIAFH#RT LR BSRENTFR. EFAZKRIBRAEFR. MMIFHFRE , RMNSF/ERFMEH
SRENKE, SRIMNEBRHHFRE , EURKEZFREABZAFTI-—NMFNNES, FHE
HHSHEMBEENERE —MEENFRZBELE , HEBRINRAHFREER B EEN,

FER(LE) 54, BA
type (1) FREEEAVRE, WENENT (BREMEME)
- http-HTTP

* https -HTTP over TLS

* h2 -HTTP/2 over TLS

* grpcs — gRPC over TLS

* ws — WebSockets

« wss— WebSockets B TLS

time ( 2) MEIIE IR BT B 5w Ry i R R B (8] (R A 1SO 8601 =) EH
WebSockets , 1X 2K AR BT E

elb (3) HEIOERNRIR ID., MRBEEMBTILR AESRE , BFEERRE IDs 7
DEEERMT (/).

client:port (4 ) BEREFFEHN IP it RMiw O, WRABRHDERIEENRE |, NikFEN

2BEHNRER IP i,
target:port ( 5) R ESRE BARHY 1P b Ruw O,

MBEEFIWRBRETEER , WABHERTEFERDREE IR, H#
HIEtERENR -

R B¥R2E Lambda B&E , NILERERN -,

R BE%E 298
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TR (LE ) i A
MR ERHEE LE AWS WAF |, NIl tEIRE -,

request_processing Mo E SRR B E R B E R ZIE 2 B AP AR S RtE ( AR R4,
_time (6) BEREW),

MRABEERTEFERDREBAR , W EREN -1, WRBIRE
ZRENBIXAERE , AFFHAETHERNERNER , WagEXTHE
Mo

MREXE 10 B TCP EEE 2 BITES BAREI TCP &EHE , bl
FIERER -10

WmRE AWS WAF B Application Load Balancer /5 IS B #rEE 2
Lambda B% , MPFE ik &KL POST 18 R P& BB A% SR AV A E) 1T
Ao request_processing_time

target_processing_ MAB I E T E R ZEE B FREZ B 55T 18 & 3A W R ARk P A 49 S B a)
time (7)) (UABRREBEN  BERED ).

MRSBEERTOEFERDREBAR , WHERERN -1, WRBIFE
ZRENBIXAERE , AFFHAETHERNERNER , WerEXTE
Mo

MEEM B REZRBN ZAREA , MG EERTRERN -10

mRE AWS WAF B Application Load Balancer KB A , NFFit A%
P &% POST B RATEHIEME T E target_processing_
time o

response_processin MBS 2R UREISRk B B #5801 B FR K B 16 16 B 72 Ui A& 0% e B2 A FA B9 5
g_time ( 8) e (AR REN , BERER ) . WiESFEEARISE S LOBERAR
8] LA R M A B39 1 85 B B 7 U A9 S 2 3R B 1] o

MRAHFERREEWEIRE BARayEE , NEERER -1, MREFR
HEZERBERBIXAERE TS RAETHIERNER , WeREXH
BiRo

R BE%E 299
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B AR A EER

FER(LE)
elb_status_code ( 9)
target_status_code
(10)

received_bytes ( 11 )

sent_bytes ( 12)

"request_line" ( 13)

"user_agent" ( 14 )

ssl_cipher ( 15)

ssl_protocol ( 16 )

target_group_arn ( 1

7)

"trace_id" ( 18 )

458

B @25 £ AV R AIRAS S, B E R S AN SR PE LE IR ERY AWS
WAF B E XK,

kB BRHIENAVRSRBE, RESEYSBiriEREE B RS K& A
MER MERME. &N, HiRER -

%2

MNEFiR (Ri57H) BREVER KD (RFTAEMN), NTF HTTPEXR , I
BFEPRXK. X T WebSockets , 1X 2 8T M E i A 57T 8

FERFEFin (RiEH) IR RN AZFRENM), IFF HTTP &K ,
XEIEERBFRKFES, T WebSockets , iX2EEE L RELEFiH
K EFTH .

TCP #53k# TLS BFBERBA T BIEE sent_bytes H., E
ltsent_bytes FTiEPEBIDataTransfer-Out-Bytes AWS Cost
Explorer,

REFFWRBFERT , ESEREISAARAUTERATIESR : HTTP
F3E + R/ EN IR O /uri + HTTP fRA, AEBEEHFHREFTFiRiCR
#3R URI BTRIEH URL, ERRETR BEXHNARRE, HELE
tF R, BEREFIRAKIE URL B9 R

FRREHEBERNEFHNAFPREZAS (ANESELEX ) . ZFHFH
BE—NRBAN=RIMARF (product[/version]). MRFZHFEKERT 8
KB , M4 &M,

[

[HTTPS {iWr28] SSL /. MRMITEs =2 HTTPS mWras , MtEIR
y‘j ~o

[

[HTTPS {lras] SSL . MRMPTEs R =2 HTTPS mras , MtE IR
ﬂg ~o

B4 H Amazon BREF (ARN) .

X-Amzn-Trace-ld ¥rkBIAE ( ANEIFHFREXK ) .

i BE%E
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B AR A EER

FE(NE)
"domain_n

ame" (19)

"chosen_cert_arn" (
20)

matched_rule_prior
ity (21)

request_creation_t
ime (22)

"actions_executed"
(23)

"redirect_url" ( 24 )

"error_reason" ( 25)

"target:port_list"
(26)

458

[HTTPS {047 25] TLS EF MR ZFFim R HAY SNI 85 ( AXNE| SHEiE*K
) o BIRFF/ A ZHEF SNI SULFEUEH A Ll B0 % 7 iwn iR R IAE
B, WEERRERN -

[HTTPS {785 m&E FisiREAIEH I ARN ( ANEISHFEREX ), R
BEEFRHAE , YL EIRERN session-reused ., MMEHFELRE
HTTPS e , MEIRENRN -.

PR ERAVAN LR RE, MRTE TENAN , NIENBEN T 1
# 50000 Z B, ZNFRAREEEMAMH BEMITERRINRIE | MILEREN
0. MRHBRREEMN MR , WERERN -1, W TEMEMER, ©
REN -

B EB[/MNE S im R E R eV eFE (RA 1SO 8601 #3X).

REFREPATHIRE (ARG SHEER ) . BHER—ESTRHSI
*, TLEE REAVEE hATHRNE, MRARBITEMRE (S,
XIS NE IRV ERAVRE ) |, MEREDR -

HTTP IRz EFR A EE @ B 58 URL , EANEISHER. MRFHAT
EE@RE , WHEREDR -

BIRERARB (BEENEETA ) . MEEREW , NiX2 Hix/FERELE
FIFRNERABz—. NEMXNNRETSZEEHRITREERBERFT
5= Lambda BE , MILERERN -.

R0 3R B SREY B ARKY IP #huk MmO Sk , B bat Riw Oz B Az
Kok, FERAXG|ISERE. S5, KIKANEGE—I W, HEE
target:port = EX ILEL,

MREFWERBRETEER , WABHERTEFERDIKE B4R, H
BHRERENRN -.

MR B2 Lambda EKE , MLEREN -.

IR ERHEE LE AWS WAF |, M|t E1RE N -o

i BE%E
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B AR A EER

TR (LE )

"target_status_cod
e_list" (27)

"classification" ( 28 )

"classification_re
ason" (1 29)

conn_trace_id ( 30 )

"transformed_host"
(31)

"transformed_uri" (
32)

"request_transform
_status" ( 33)

458

BiRRmMARSKREIR  RBzZEAZEEI MR, HEAANSSELER,
AT, HIRAAEE -/ , HHE target_status_code FEXITHL

REEBRIYSBFRNERZABRERAEWNNIFR FieKtE, &N, 2

REN -o

RIBENDE (BBENEIEAN ) . WMRIERTHFE RFC 7230 #rif
WRIREER “FIHEES", “TEAE” M =&

MRERFE RFC 7230 ¥kt , M EIRE R,

PERERRD (BEENEIEA ) . MRIEFEBRFHFS RFC 7230 #rAE , N
X2 2RER FFRN Bz —. MRBERFE RFC 7230 ¥Rt

M EERE RN,

EEANEHMYE ID R—ME—KNFER ID, ATHREMNER. 55K
BYEERE , RKALFEFHNEERERFEESENTRBESRETES
It ID. it ID ZEHIME , AT HEEEMR B & 228,

HEVIRLEEHRERENENRL, URFBRZATEMESE , MZE
FER -

o RBIFAEMR

. HIRAM

o BRI, BENRLTER

« RBRBENSREL (B0, HTTP/1.0 B3R )

H URL EEHRIEUEM URI, RFHRATEMAFRY , MIZEREA
« RNAEAERLR

« HRW

- BEY , B URI TEXK

EERBGIRS. IRANAEERGR , NZE™ERN - BN , ZEF
Athe section called “BEFRSKB FRFIRANRSEZ—,

i BE%E
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REH R 1

MEYE T HXEWIRIEFMEET R B M actions_executed FEH,

authenticate - AEBHRWIELTE , RIEAFHH , FFAFEERMBIINE B FTEENIE
RIRKH,

fixed-response — fAE B # 2R K H A NI B & P46 E HY B E W Lo

« forward - B E T EREX AN E EFris EH B ¥ro
e redirect - AFHEGERHFBEREETQEMVEEFTEEN S — URL,
e rewrite : AFBIHB[ERANBEEFHWAEEZEEER URL,

waf — AFHYE R ERE LT AWS WAF UBEREMFIERELXE Bir. RXERL
BIE, N AWS WAF RERIELIZER, BRIANERT |, HIELEER AWS WAF FHEZFEH
IBEN “403”, elb_status_codeHElE AWS WAF R4 A B & S8R iE R et
Zelb_status_code ¥ Bi¥ [k MR B & Y e R X E5

« waf-failed— ABITERZHRIBERERE AWS WAF |, Bt IERMK.

PRER

WMRERTFFE RFC 7230 #rfE , UBIGERRHE TR B EM classification_reason FERHFF TR
Bz—. BXEZER , E3R RS EMRER,

(R EPU oK,
AmbiguousUri B3R URI B EEHFH/, TEATA
BadConten Content-Length $rkBE—NMNEEZBTBIFTRE FE
tLength BB FHE.

BadHeader A EE Null ZRREIER. -]
BadTransf Transfer-Encoding #53k B & HixHE. =E
erEncoding

BadUri ER URI @& Null ZFRHFREER, B
BadMethod BRAERKFER, =}
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B AR A EER

e
BadVersion

BothTeClPresent

Duplicate
ContentLength

EmptyHeader

GetHeadZe
roContent
Length

MultipleC
ontentLength

MultipleT
ransferEn
codingChunked

NonCompli
antHeader

NonCompli
antVersion

SpaceInUri

Suspiciou
sHeader

Suspiciou
sTeClPresent

iR
BERRFEATER,

BERE BB E Transfer-Encoding #rk
Content-Length #r3k,

FEZ/NEEHEREER Content-Length $rk,

RARZEN  REF—THREEEHK.

F GET st HEAD &K , E—MEHR 0 B9
Content-Length #r3k,

FEZNEBETREREMN Content-Length #rk,

F1E 2 Transfer-Encoding: chunked #rk.

PRk BRI ASCl FRRIEHFH.

BERRA L EHIRNE,

B3R URI 28— MNARXEH URL &#BHYZEIE,

B R EAER T LN AT LR AR R
{7 Transfer-Encoding 3% Content-Length,

ERERTEE Transfer-Encoding #r3k
Content-Length #53k , H BXBHMrLHEDE
_/|\E.I-;ﬁo

THH

B

B

EZ

AER

AER

ENeE

-]

i BE%E
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B AR A EER

(8T

Undefined
ContentlLe
ngthSemantics

Undefined
TransferE
ncodingSe
mantics

HixRRAHE

iR

&N GET 5 HEAD ERE XM Content-L

ength #r3k,

F7E RN GET = HEAD 53R E MK Transfer-

Encoding #73ko

2K,

THH

RO

MRAFEER LT EZREHORIEIRE , NAFEEIFSEH R BEM error_reason FERH1F4%

UTRERBz—. AEEEHREMMAEE CloudWatch 545, AXEZER ,

Application Load Balancer }:3iE A F° & 1

(8T

AuthInval
idCookie

AuthInval
idGrantErroxr

AuthInval
idIdToken

AuthInval
idStateParam

AuthInval
idTokenRe
sponse

AuthInval
idUserinf
oResponse

iR

B RIE Cookie T

KRBT ELRT RBRRNRETFRBER.

ID TREFTH.

RESHTN.

K B L IR R E R TS

kB AFEELRT RHIENTK.

BESH EA

=

ELBAuthFailure

ELBAuthFailure

ELBAuthFailure

ELBAuthFailure

ELBAuthFailure

ELBAuthFailure

i BE%E
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B AR A EER

AW iR BHR
AuthMissi RERNARTRNEHARIEMNRD A ELBAuthFailure
ngCodeParam N“code” N ERZ T,

AuthMissi REBENARD SNSRI RS ENFRL  ELBAuthError
ngHostHeader FE,

AuthMissi REENLHT QN BRI R R # ELBAuthFailure
ngStateParam Restate’ I ERS .

AuthToken THART RFEHRWA (JE 2XX) . ELBAuthError
EpRequest

Failed

AuthToken NEHEBRLEETHRERBE , IETHIWSR  ELBAuthError
EpRequest £ 5 WREBE R,

Timeout

AuthUnhan MBI ERBI ARG ENRE, ELBAuthError
dledException

AuthUseri IdP AP EEAWmT SREESEIRMA ( 3F ELBAuthError
nfoEpRequ 2XX) »

estFailed

AuthUseri MEFEHRTES IdP AP EERABE , & ELBAuthError
nfoEpRequ AFEERRE 5 BREEmR,

estTimeout

AuthUseri IdP IREIMFE B KD 11 K 21, ELBAuthUs
nfoRespon erClaimsS
seSizeExceeded izeExceeded

MEAFIE R ETK jwt RIFIRE |, MAFEEEFLEH R BED error_reason FERHPFMHUT
FERRBZ—, AFHHERRELWIMMERIA CloudWatch 845, BXEZEER , HSH JWTs £
Application Load Balancer # 1T ¥1iF,
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(BT

JWTHeader
NotPresent

JWTReques

tFormatInvalid

JWKSReque
stTimeout

JWKSRespo
nseSizeEx
ceeded

JWKSReque
stFailed

JWKSRespo
nselnvalid

JWTSignat
ureValida
tionError

JWTClaimN
otPresent

iR

BERTE SRRk

BRIV CEENBRRRD LIEIS (AR,
BRABHZR ) , IRLFIE “Bearer” 8l

& , Header 3 TRAMN FHRIERE | iz
“‘Basic’ , MRFERPEEZNTME , MEFEERN
B EREFEESHE

MEEEBELEE IWKS i a@E , fE
JWKS i S 7E 5 ¥ R&EERL,

JWKS i s IR [5] B9 E R K /N IS 150KB 5 &
JWKS i SUREI R Z4ATE T 10,

BXE JWKS KBV EIRER ( JFE 2XX) .

JWKS IR FELT N Z/NEA : IE JSON
BN, FHEEM. JWKS #ERTK. Missing/
invalid 4EH JWKS B, NANEZETX
¥, NMATERRAMBEER. 2AKNFR
2K,

BT EAREEHLERIISEEE K 9FELET
Th  PEEEATIXENEEZLSEMN , JWKS
WRFAREESEFN KID,

EFRERFH JIWT FEERIEFTENFH

EPR

JWTValida
tionFailu
reCount

JWTValida
tionFailu
reCount

JWTValida
tionFailu
reCount

JWTValida
tionFailu
reCount

JWTValida
tionFailu
reCount

JWTValida
tionFailu
reCount

JWTValida
tionFailu
reCount

JWTValida
tionFailu
reCount

i BE%E
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AW iR BHR
JWTClaimF JWT FEBENR N SERERIEENEIRLT JwTValida
ormatInvalid [Ty tionFailu

reCount
JWTClaimV JWT FRBEET R JwTValida
alueInvalid tionFailu

reCount
JWTValida MEHOHEERIEFEFIKERDPH JWT i1i&F  IwTvalida
tionInter TENER tionFailu
nalError reCount

AR O B ARA R ER KM , W R IG @R E 15 BB error_reason F R A7 T3

Z_o

(8T

AWSALBTGCookieInva

lid

WeightedTargetGrou
psUnhandledExcepti

on

15 B

ATt B $rBEE R AWSALBTG Cookie To3, il ,

Cookie EXX A URL 4wiBRY , EIGH MR E LR IR
MRS EEFB R R BN FE,

HiRAH

WX Lambda BREEVER KM |, M A KIS ESSIE TR B EM error_reason FERHZM T HER R

Bz—. NBEEREXIE AN CloudWatch #E#x.

(8T

LambdaAcc
essDenied

LambdaBad
Request

1

i

MG TNFAA Lambda B,

Lambda @A XK , BN & iR
/\IE@E UTF-8 %ﬁo

BXREZER

mif RARAHIEX

=

EZH Lambda 1 A& 4F.

LambdaUserError

LambdaUserErroxr

i BE%E
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e iR EPFR

LambdaCon M E 3T EEEE| Lambdas LambdaInt
nectionError ernalError
LambdaCon 2R EEZE| Lambda B & &£ AT, LambdaInt
nectionTimeout ernalError
LambdaEC2 Amazon EC2 TR EWI L HAlRIE 4 T Xt LambdaUserError
AccessDen Lambda B 58],

iedException

LambdaEC2 Amazon EC2 TEEE#R{LHAB PR &I T LambdaUserError
Throttled Lambda,.

Exception

LambdaEC2 Amazon EC2 EREMBILHRBRENARE, LambdaUserError
Unexpecte

dException

LambdaENI Lambda F3£7E Lambda B EE R IEEM LambdaUserError
LimitReac VPC Re|ZM&EO , RAEE TH&ZEOMN

hedException BR 1l

LambdaInv X B Lambda HHEHNWMNVER AT EBRHRD 4 LambdaUserError
alidResponse BEFER,

LambdaInv IBEMRZAH Lambda 2T A= X i, LambdaUserError
alidRunti

meException

LambdaInv Lambda REELEFRIEENZ LA ID TH. LambdaUserError
alidSecur

ityGrouplI

DException

LambdaInv Lambda ER¥EEFIEENFM ID T, LambdaUserError
alidSubne

tIDException
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(8T

LambdaInv
alidzZipFi
leException

LambdakKMS
AccessDen
iedException

LambdakKMS
DisabledE
xception

LambdakKMS
InvalidSt
ateException

LambdakKMS
NotFoundE
xception

LambdaReq
uestToolarge

LambdaRes
ourceNotFound

LambdaRes
ponseToolLarge

LambdaSer
viceException

LambdaSub
netIPAddr
essLimitR
eachedExc
eption

iR

Lambda Foi& B EARIEERERER zip X4

Lambda BB ETE | AAX KMS Z4
HiFE E4IEL ., & Lambda B3E KMS
R,

Lambda TLxBEZHIELTE | ANIEEN KMS
FHAE WA, ©Z Lambda BIEAY KMS 2748

RiE,

Lambda TE2BHHELTE | BN KMS ZHH

RAEATH. BE Lambda BIEHY KMS Z4R1%
=,

Lambda TEBEZERREE , AAKTE KMS
4. BE Lambda B KMS BiRE,
EREXHKRNEET 1 MB.

T2 Lambda B¥,
R R/ EEE 1 MB,

Lambda i T A ZPE 1R,

Lambda Fo3& R Lambda E#& & VPC 14 8] X
R, BR—NEZANFREE TN P it

ER

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdalInt

ernalError

LambdaUserError

i BE%E
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(8T

LambdaThr
ottling

LambdaUnhandled

LambdaUnh
andledExc
eption

LambdaWeb
socketNot
Supported

iR

Lambda BEZ ZIBRE , BAERT Z,

Lambda BREUER T KRB R E,

NEGEREIARLENRE,

WebSockets Lambda %,

BHR
LambdaUserError

LambdaUserError

LambdalInt

ernalError

LambdaUserError

MR AFHIGE R EMFE X BERIEZEE IR AWS WAF , ©E4&E1H 8 BEM error_reason FERH124E LA

-F%gi%1‘%ﬁg,lz_o

(8T

WAFConnectionError
WAFConnectionTimeout

WAFResponseReadTim

eout

WAFServiceError

WAFUnhandledExcept

ion

BRI

ik

NP EIRTTEEES AWS WAF,

ErE#E AWS WAF i,

B3R AWS WAF #Ht,

AWS WAF iR [@ 7 —4 5XX .

N ERBEIRLENRE,

i BE%E
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5B i BA

TransformBufferToo EERBRAN , ANERBEHABEHFXH KD, ZREADEN
Small RIEXWEFMH,

TransformCompileEr ENREXRFEY,

ror

TransformCompileTo HWEENEMNREIXAK, ZHEDENREXHE RN,
oBig

TransformInvalidHost FVMRLEERGREN , RRAERBNEVTL.

TransformInvalidPath URL EEHBAN , AN EREELTR.
TransformRegexSynt ENRAXNDTEELH IR
axError
TransformReplaceEr BB KM,
Tror
TransformSuccess EE#RRINITRK.
T~ E%B

UTRRPIBEZRB. FEE , MINEUSTERER , XRRATEFEFBE,

Z

Bl HTTP %8

LURE HTTP S8 (%0 80 ZikO 80) WRBIAXSEE -

http 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 10.0.0.1:80 0.000 0.001 0.000 200 200 34 366

"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337262-36d228ad5d99923122bbe354" "-" "-"

Q@ 2018-07-02T22:22:48.364000Z "forward" "-" "-" "10.0.0.1:80" "200" "-" "-"
TID_1234abcd5678ef90 "-" "-" "-"
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AP HTTPS %&H

LT R HTTPS %rss (i 0 443 Fi% O 80) W RHIBESRE

https 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 10.0.0.1:80 0.086 0.048 ©0.037 200 200 @ 57

"GET https://www.example.com:443/ HTTP/1.1" "curl/7.46.0" ECDHE-RSA-AES128-GCM-SHA256
TLSv1.2

arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337281-1d84f3d73c47ec4e58577259" "www.example.com" "arn:aws:acm:us-
east-2:123456789012:certificate/12345678-1234-1234-1234-123456789012"

1 2018-07-02T722:22:48.364000Z "authenticate,forward" "-" "-" "10.0.0.1:80" "200" "-"

TID_1234abcd5678ef90 "m.example.com" "-" "TransformSuccess"

I HTTP/2 %8B

LT R HTTP2 R RBIBEHKE.

h2 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188

10.0.1.252:48160 10.0.0.66:9000 0.000 0.002 0.000 200 200 5 257

"GET https://10.0.2.105:773/ HTTP/2.0" "curl/7.46.0" ECDHE-RSA-AES128-GCM-SHA256
TLSv1.2

arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-

targets/73e2d6bc24d8a067

"Root=1-58337327-72bd00b0343d75b906739c42" "-" "-"

1 2018-07-02T22:22:48.364000Z "redirect" "https://example.com:80/" "-" "10.0.0.66:9000"
"200" "-" -

TID_1234abcd5678ef9@ "-" "-" "-"

T~ WebSockets % B

LLF 2 WebSockets £ B &% B R~ 4,

ws 2018-07-02T722:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
10.0.0.140:40914 10.0.1.192:8010 0.001 0.003 0.000 101 1@1 218 587

"GET http://10.0.0.30:80/ HTTP/1.1" "-" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

1 2018-07-02T22:22:48.364000Z "forward" "-" "-" "10.0.1.192:8010" "1@1" "-" "-"
TID_1234abcd5678ef90 "-" "-" "-"
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%4 WebSockets A O R4l

LT &% 2 WebSocketsiEZH B ES B =4,

wss 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
10.0.0.140:44244 10.0.0.171:8010 0.000 0.001 0.000 101 101 218 786

"GET https://10.0.0.30:443/ HTTP/1.1" "-" ECDHE-RSA-AES128-GCM-SHA256 TLSv1.2
arn:aws:elasticloadbalancing:us-west-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

1 2018-07-02T22:22:48.364000Z "forward" "-" "-" "10.0.0.171:8010" "lo@1" "-" "-"
TID_1234abcd5678ef9@ "-" "-" "-"

Lambda EREHI RHIZK B
LT RX Lambda BREHI L ZhiE SR R~BIB EXKE

http 2018-11-30T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 - 0.000 0.001 0.000 200 200 34 366

"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

0 2018-11-30T22:22:48.364000Z "forward" "-" "-" "t-rononon_non_n
TID_1234abcd5678ef9@ "-" "-" "-"

AT 2% Lambda BEREAY K MiE KBV R4 B £%H

http 2018-11-30T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 - 0.000 0.001 @.000 502 - 34 366

"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

® 2018-11-30T22:22:48.364000Z "forward" "-" "LambdaInvalidResponse™" '"-'" '"-'" '_m fr_n
TID_1234abcd5678ef90@ "-" "-" "-"

fii & B S & mEA

EERMARSENEEAEmE S3 FREMITWEIBA |, E6EA Amazon S3 EHEHITIEE, Elastic
Load Balancing f# FiPutObjectCreateMultipartUpload, 1 POST ¥ &% A £ % Amazon S3, H
BREKEIFFEBEAHEAN  BFERBERIEMEXENRAUBEHS,
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https://docs.aws.amazon.com/AmazonS3/latest/API/RESTObjectPOST.html
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BXEZEER , H55H (Amazon Simple Storage Service A #88) S Amazon S3 EHEH,
L35 B B & X4

E A RER . WRETHRXEXH , ML ERITHRESREERES.

MRENWIE LAXEBER , WARGERTUERTEXBHIEN B EXMH (U GB NEfL), EFaE
TR AR ER line-by-lineb BNtk KEMNEKIE. Hit , BURLTERAREATLERRSENS
TR, i, BEUERAT M TESHAMLEER B

« Amazon Athena 2 — IR EXERRS , LEBEBREANEAIRE SQL 24 Amazon S3 FRIEIE.
BXEZER , S Amazon Athena FIF IR RIZE I Application Load Balancer HiE,

* Loggly

* Splunk

« Sumo Logic

A Application Load Balancer /8 A58 B &

ERAEGERERFEAEN , EXTIEEAROERFEHPFHEBAEN S3 ERBHNETR, F#
WM EHF R Elastic Load Balancing %2 FE A EZ R F6 @R

(F%7)

- SR 1: BIE S3 FHM

- HFIR 2 NERBHINE S3 FiEE

- SRI . BWEHFEAR

- ST, 4 BINEHEBR

1: BI2 S3 4

A\

HBRAEE BB, B4R ER BEEE S3 FHfE, SuLERIARM#EE T NET AT
R BN EEE, FERBSTAEATER,

B3R
- FREBLANTERBESEHRERNXEHR, ZFE\BNABEERTHFIRNKSRASE,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/EventNotifications.html
https://docs.aws.amazon.com/athena/latest/ug/application-load-balancer-logs.html
https://documentation.solarwinds.com/en/success_center/loggly/content/admin/s3-ingestion-auto.htm
https://splunk.github.io/splunk-add-on-for-amazon-web-services/
https://www.sumologic.com/application/elb/
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o« ME—XIFM RS AR IR M IETUR Amazon S3 B %4 (SSE-S3) AXESZEE , HZ 1 Amazon S3
RER IZE#H (SSE-S3).

£/ Amazon S3 | & €12 S3 7/,

1. 3TFF Amazon S3 ##l& , Wit https://console.aws.amazon.com/s3/.
2. i&#E Create bucket (BIE1Z(EHE).
3. 1£ Create a bucket (RIZ7F& M) WL , ITUATRE

a. NTEHBEN , FRAAF#BNBM. WRIE Amazon S3 IFATRILAE FMMEE P LM
E—. AREXE , ARENERBENBEEMRS, BXxEZES , 2/ (Amazon S3 A
FiErE) R FEERS.

b. XF AWS XiF , EREHPCIE AT E TN X,
c. XFERINIMZ , % Amazon S3 EENF4 ( SSE-S3) o
d. &EZR IEEFMME

SR 2 RFRBEMIINE] S3 FHEE

S3 FHEEMLIME BN Elastic Load Balancing R FfF AR A EBEAGFR BN NRNZHAEERE., F6#
MiREE 2 JSON BAMNES , XEFALGREKKESHRE , AT HEEBEXFRINER, §/MEQ
MBEEXEMBENEEHETE—RIIRE,

MRS EEFEAEEMMKEPIMEZMEME |, W T LU Elastic Load Balancing 517 B 85 Q7 i 2
ZREE, MREXEMY , WEWSTEERNNRE , LBREIMNEATEEEEGNIER B ENFHER
95 R

Tr il M SR B
BRI G B SAERS R TR,

{
"Version":"2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Principal": {
"Sexvice": "logdelivery.elasticloadbalancing.amazonaws.com"
},
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"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*"
}
]
}

X F Resource , FEARHIKEHE RNIEN , M AR BEMEMEN ARN, BEAE S3 FMAF
ARN WRREBES S ZABYER[/FAEKRFHNIK, ID, XEAUBRAGREBIEEKF N HREY
BT R iF R BEEB A S3 1265,

BIEEN ARN BURFEBRBITKESRE 3 AR HENITERR,
T EIZRHY S3 Ef#E 8 ARN R4l

S3 FE B A amzn-s3-demo-logging-bucket , BIZRA logging-prefix.
arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

AWS GovCloud (US) : LA /R6IEH AWS GovCloud (US) Regions#J ARN i&%o
arn:aws-us-gov:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

THHIZH S3 Fi M ARN 1Al

S3 F#EE BN amzn-s3-demo-logging-bucket, S3 174 ARN & BRI 22 -

arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

AWS GovCloud (US) : AT =#IfEA AWS GovCloud (US) Regionsf#y ARN &%,

arn:aws-us-gov:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

REFHERE

LB, T 2022 F 8 Azal Al AAYXE , RAVEREZX BT ER B RBDEK SR TR
KB, WIHRRBEMAREXE , BRNBWVEHEERN LRFRKREE, SRANRERE , B4k
SR IBARRES ( MARETR ) o

LT REE IDs IHXRMHHEEM Elastic Load Balanc Principal ing K #3#&, #IFE , TEILS
RPN XF R X IHRER,
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B AR A EER

ZERI (FHERILMILE ) - 127311923021
EZERI (HZHEM ) - 033677994240
ZETES (JLMRBEIL ) — 027434742980
ZEREI (BRBXM ) - 797873946194
IEMN ( FER ) — 098369216593
AKX (FE ) - 754344448648

I AH# X ( HEDE ) — 589379963580
TA#X (&FE ) - 718504428378
A X (KFR ) — 383597477331
TAMX (/R ) - 600734575887

0 A X (FhN3E ) — 114774131450
TA#X (e ) - 783225319266
AKX (FRKE ) - 582318560864
MEKX ( HE ) - 985666609251

RKM (£ 57248 ) - 054676820928
KM ( /R ) - 156460612806

KM (/3 ) — 652711504416

M (K ) - 635631232127

M (B2 ) - 009996457667

KM ( TS /REE ) - 897822967062
FR ( Bk ) - 076674570225

BEEM ( 2RF ) -507241528517

¥ X

AWS GovCloud ( EEZREP ) — 190560391635
AWS GovCloud ( EEEP ) — 048591011584

Outposts X1

AT SR B a5

"Effect": "Allow",
"Principal": {

"Service": "logdelivery.elb.amazonaws.com"

}H:EEIJ H /u\{g Hﬁxﬁ?d‘ﬂﬁﬂo ‘kﬂﬂ:%mﬁﬁﬁ? OUtpOStS I.Xi:iq:l Eﬁﬁ;‘lﬁ@%ﬁo
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},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control"

}

*F Resource , ERARHIKEREROEN , MAHR BEREMEN ARN, BHHTE S3 FHWE
ARN W RERES  SEZHHREE[AAEKFHKF ID, XFTMUBRIERBIEEKF NS
ERE TR iF M BEEE A S3 F#EE.

BIETEW S3 F# 8 ARN BURTFEBRABITKESE 3 T ATh R HERNTERR,

TR S3 FEHE ARN R4

S3 F#E B A amzn-s3-demo-logging-bucket , BIZR A logging-prefix.
arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

T IR S3 A ARN R4

S3 FE @B R amzn-s3-demo-logging-bucket, S3 Ff#E ARN & B HIZREB2 -

arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

REREREK

- ERATENRIFEREE  ©¥ S3 7@ ARN WIKF ID #82. F27 S3 76548 ARN WIKF ID &%
ERBER (%)

"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*"

« £ aws:SourceArn HWR REXRBIEE XE MK F A RS E 5T sEE A BN FHER

"Condition": {
"ArnLike": {
"aws:SourceArn":
"arn:aws:elasticloadbalancing:region:123456789012:1oadbalancer/*"
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}

« f¥ aws:SourceOrgId # aws:SourceArn £&FEA , MERIABRBIEEALNARITEIR TEE
RN F .

"Condition": {
"StringEquals": {
"aws:SourceOrgId": "o0-1234567890"

Iy
"ArnLike": {
"aws:SourceArn": "arn:aws:elasticloadbalancing:*:*:loadbalancer/*"

- MREE Deny BALHIERERXNAFNEXRZANRS EEIHGR |, HFZLHF
logdelivery.elasticloadbalancing.amazonaws.com ZINZE] /o R 69 BRSS E 4% &
i, Flin , RIREEA T aws:PrincipalServiceNamesList & , iER M T AR
logdelivery.elasticloadbalancing.amazonaws.com :

"Effect": "Deny",
"Principal": "*",
"Condition": {
"StringNotEqualsIfExists": {
"aws:PrincipalServiceNamesList": [
"logdelivery.elasticloadbalancing.amazonaws.com",
"service.amazonaws.com"

MREFEMRT NotPrincipal st |, BER W TA/RRN
logdelivery.elasticloadbalancing.amazonaws.com, HEEE , RITBNUEFEHR
aws:PrincipalServiceName B aws:PrincipalServiceNamesList &# @K ERX A FRS
F&, MARMEA NotPrincipal T&., BXEZEE , 2 # NotPrincipal,

"Effect": "Deny",
"NotPrincipal": {
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"Service": [
"logdelivery.elasticloadbalancing.amazonaws.com",
"service.amazonaws.com"

iy

DIRFHEEEME , 6/ Amazon S3 #0 ( #l20 Amazon S3 #&IA R AWS CLI % ) FFEM 1764
FERBEF INZ] S3 7R,

Console
FHEW MR M IR S3 F6E4@
$TFF Amazon S3 #2#|& , LA hitps://console.aws.amazon.com/s3/o
EREFERNEMUIT TR FAEENE,
1%£$% Permissions ( #XBR ) , R/F1%# Bucket policy ( ZEMEERREL), Edit (&% ) -

ERTF R RER T ATENR,
ERREFER.

o > 0N~

AWS CLI
RN B R INE S3 76
£ H put-bucket-policy 5. FELTRAIH , FEFERESRFIIEEDN json XHH,

aws s3api put-bucket-policy \
--bucket amzn-s3-demo-bucket \
--policy file://access-log-policy. json

SEBI:EBEEHAAE
GEANTERESBHE AL , EREREE T AL HERE S3 1264,
ER

FEBUTUBRE 1 THERNESR , HELTMMNE 2 THAERNEERARE, WRIE5
%, WRrBSa8E8FRH “AWSLogs”,
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EERTFHF BEMN S3 FHEE

EMREERERTIAR BENEES , FRASAZEAFRARE, &N , MRE-—NTE TEH AWS
P HelE T EFHERBEMNMAENFENR R TMHM | Elastic Load Balancing 21§ &# &35
EERMGR A EEAXMNHEEE,

Console
BERFEBRE
1. FTFALTF https://console.aws.amazon.com/ec2/ # Amazon EC2 $2#| &
2. ESmERP  EEARHSESE.
3. EREMABHEHENBEMITHAREEAEENE,
4. EBEMEDFL , EREB.
5 XNTFW#E, FHHFRIBAE,
6. XF S3URI, A BENXHH S3 URI, ZIEEMN URI BURTFEREFERINER.

- HABEEN URI: s3:/amzn-s3-demo-1ogging-bucket/logging-prefix
« R HIH URI: s3://amzn-s3-demo-1logging-bucket
7. ERFREFEER.
AWS CLI
BRBREABE

& A < B MM modify-load-balancer-attributes & %o

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes \
Key=access_logs.s3.enabled,Value=true \
Key=access_logs.s3.bucket,Value=amzn-s3-demo-1logging-bucket \
Key=access_logs.s3.prefix,Value=logging-prefix

CloudFormation
BRBEAEXR

EFHAWS::ElasticLoadBalancingV2::LoadBalancer& R A2 &KX E 4.

BREEBE 322


https://console.aws.amazon.com/ec2/
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Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- !Ref subnet-Az1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "access_logs.s3.enabled"
Value: "true"
- Key: "access_logs.s3.bucket"
Value: "amzn-s3-demo-logging-bucket"
- Key: "access_logs.s3.prefix"
Value: "logging-prefix"

SR 4 WIAFEBR

ERREY &S BB BEE |, Elastic Load Balancing $F3iE S3 1264 |, F 6128 = 34 LAFE R
EEBERRIEEFMENR, B LAEH Amazon S3 B ARIEREEHIENIR X, NiXXHFRE
FREVTAE BEXH ; e D E RBIER,

£/ Amazon S3 £ #| A WIL BN FREBH RS EIE 7N X4

1. 3TFF Amazon S3 ##l& , Wit https://console.aws.amazon.com/s3/o
2. “REEERTIHRBENFHBN SR,
3. SMBIMEA X ELBAccessLogTestFile, MEBEBURTFEREFERATR,

s THBRWALE : amzn-s3-demo-1logging-bucketlogging-prefix/
AWSLogs/123456789012/ELBAccessLogTestFile

o FHBIBRIALE : amzn-s3-demo-1ogging-bucket/AWSLogs/123456789012/
ELBAccessLogTestFile
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R HEE

MREEEFRBIELER , WTNEROT -

- FHEMEBIZE N Elastic Load Balancing BT 15 B B EEAFEBHNR. BIAZEANRZX
HIEWNFHMAER, BIAERE ARN FANFHEEEMESEEE AR BENIEENF&HEME
E. MREEEAFRAENREENR , EEIARIRE ARN T2 EHK.

- FEBEATZENRSSH[IRMBIET, ZF#EXMAER Amazon S3 HE#4A ( SSE-S3) .
A Application Load Balancer Zf 58 B &
BN A RNENASSERERABRAE, EEAFRAERRE , B1i5R AENE S3 EEEPRE

BEELSEMG, SXFSEL  H5H (Amazon S3 BAIEE) hMoIE. MEREA S3 HE
1B

Console
EZRIBRAR

1. 3T TF https://console.aws.amazon.com/ec?/ B Amazon EC2 ##lA& .

2. ESMBERT , RRAFIER.
3. EREMNABIIGRNBMT A HFAE S TH,
4. EERMGETFRL , EEEE.
5. XTFH#E , XMBRAE,
6. EERFREFEN.
AWS CLI
BEMAHRARE

{# A modify-load-balancer-attributes %

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes Key=access_logs.s3.enabled,Value=false
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R AR F A ERREERE

Elastic Load Balancing 2 TiE# A& , ZEZ B S HRE X KX A EHSBNERNIFHAE
B, BMNEEHEEE/HEN IP ut MmO, MIrssiw0. £HN TLS ZHEMHi. TLS #FER,
EERESNELAHRIEPFAGEEFEE, EUUFEAXLEEZALRR T BERER HEEERA,

#51% H £ = Elastic Load Balancing ¥ —UiR[JEINEE , BRINBER T 22 AL IhEE, N ABIOESRE A&
EHEZE , Elastic Load Balancing 3k B &S HEEN ER X F# EEIEER Amazon S3 i
. BB ZEREREAE,

BEEX Amazon S3 WFM A , (B F X I Elastic Load Balancing AL B E X H KA E
Amazon S3 TR RH. BXRTFHEKUELANESZEER , BZH Amazon S3 Efft.

N
o EEESXHS

- EEBERE

R BE&E

- WEBEEHSXH

- BANRAEFAESERNERRAS
- ZFANAEFAEIIERNEZERS

)

EE A E X

Elastic Load Balancing & 5 Z# A BN AEHEER T R/RRXH —XAEXH., AEERRLAR .
HESESRTUERERNBEBENZNEE. BE , IRESEFESRE , SEIARER.

bucket[/prefix]/AWSLogs/aws-account-id/elasticloadbalancing/region/yyyy/mm/dd/
conn_log_aws-account-id_elasticloadbalancing_region_app.load-balancer-id_end-time_ip-
address_random-string.log.gz

bucket

S3 FfE A& o

EEAE 325


https://aws.amazon.com/s3/pricing/

Elastic Load Balancing NARFAEI9ESR

prefix

( —Iﬁ ) FHBNIR (ZBEREW ) . ZEENIERETBIESFAE AWSLogs, BERBEZE
SRERIREENR,

AwWSLogs

Bl2ESEENFRERBE MM LRI KRG AN AWSLogs FF KRB E5

aws-account-id

FrE &K AWS IiKF ID,

region

D% RN S3 FRBATENXE,
yyyy/mm/dd

4%5‘&71 H /LI\EG H g\HO

load-balancer-id

AHIPE RO RIR ID. MRFIR ID T EMERL (), FEERMDHERANTR ()0

end-time

BAiDSERE RN B EFeTE, Bl 45RedE 20140215T2340Z @& 1€ UTC B ( BIE &
] ) 23:35 f 23:40 Z H K HHERNWEE .

ip-address

REF RO ARDERT RN IP ik, N FTREABIGESR , XERE P ik,

random-string

REEREYF R H,

s3://amzn-s3-demo-1logging-bucket/logging-prefix/AWSLogs/123456789012/
elasticloadbalancing/us-east-2/2022/05/01/
conn_log_123456789012_elasticloadbalancing_us-east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz
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LT —ANTHRIRN BEXHE R

s3://amzn-s3-demo-logging-bucket/AWSLogs/123456789012/elasticloadbalancing/us-
east-2/2022/05/01/conn_log_123456789012_elasticloadbalancing_us-east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

BEXHANEFEEPEREERNE , RSB E L Amazon S3 £ EHAMN LA B3 745
MR BEX M, BXEZESR , 55 (Amazon S3 AFE®M) FHXREMEHEE,

EE B EFRE

BREEZREERASXAFBE-—1FE. BEFHRBERODMLIEIFRTEZRFANERIEFX
B, ERFRAEERE-NMER , HEAEVBR ASHERZBTHFUE-—I&KE. BAEEREZMER , H
SEVLABESHUESNRE  AEERATPRRENKE,

A&
- B

- BHIREEAD
B
TRERFH#HRT EZASKENENFZR. EAZKIRAAFTR, RMNFFRE , ROSFEFM

FBEERENKRE, SRMNERRAFFRN , BARSEZFRRABZAFE —MANES. &
VEFHSHEMBEENERE - MERNFRZEFL , AERNRBHFREEH B EET,

FER(LE) 54 B3

timestamp (1) AEIE RN E M EESRE L EEA KA ETE ( RA ISO 8601 #%
X))o

client_ip (2 ) EREFIRH P ik,

client_port ( 3) BREFIHE O,

listener_port ( 4 ) BEWE P imE RN A E SRS O,

tls_protocol ( 5 ) [HTTPS {ii¥7e5] B F R A SSL/TLS Hhile -3 F3IE SSL/TLS &

R, LFBRIREN
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TR (LE ) i A

tls_cipher ( 6 ) [HTTPS {nWr28] EF MR AN SSL/TLS thil. -Xt FIE SSL/TLS &
R, WFERERN

tls_handshake_late [HTTPS ¥res) B RIHBFMASHNERE (UABREN , BBRIEE
ncy (7)) ). ETIERT , LFBRRENRN - :

« BARFERTRZ SSL/TLS iEKo
« REHEMNEF

leaf_client_cert_s [HTTPS Ures]) HEFIRIEPHNERAER. ETIERT , kFBRRE
ubject ( 8) N -

s EAMERF R SSLTLS EXKR.
- ABHPEHBMITRREEN B A mTLS,
« REEBTEIREN le load/parse af & FImiE$,

leaf_client_cert_v [HTTPS {¥788] HEFIHIEPRI BRI , not-before M not-after
alidity (9 ) XA 1SO 8601 X ETHINFERT , WFERIREN - :

s EARERTR SSL/TLS R,
- MEBERMWTR[AREE RS A mTLS,
« RS ESFEIREN le load/parse af BFURIEH,

leaf_client_cert_s [HTTPS e8] HEFIRIEPHWFIE, ETIERT , LFERIZERN
erial_number ( 10 ) -

« EARIERT R SSLITLS &Ko

- AFHPEHBRMITRIREENEA mTLS,
« REEBTCEIREN le load/parse af & FIwmiE$,

tls_verify_status ( [HTTPS {01¥r88] EEFERWIRS. MRKRINEIIERE , MIER
11) Success. EEXMAE , ZENFailed:$error_code

conn_trace_id ( 12) EETERY ID R—MNE—WFER ID, ATHRRBNEE. 5B iR
BUEER , REKEFHENELBERFERENHRBEREFETEL
IDo Ut ID ZEEH/NE | AT HEEEMNGR B Rz B2 %,
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TR (LE ) i A

tls_keyxchange (13) [HTTPS {ii#T8s] £ TLS = PQ-TLS EF R FEANZRHRMR, -X T3k
SSL/TLS &K , kFBRIZE R,

iR E A
MRARBERTTERIMERE , NABERFEERATSHFHEUTRREREZ—

KRB 1%, BB

ClientCer EBRNHEAEFIRILEPEERE
tMaxChain

DepthExceeded

ClientCer EEdHEAEFIRIEP KD
tMaxSizeE

xceeded

ClientCer EZPIRIEPEH CA B
tCrlHit

ClientCer CRL 4 4EEIR
tCrlProce

ssingError

ClientCer EPIRIEPAAE
tUntrusted

ClientCer EPIEPEARENR
tNotYetValid

ClientCer ZE PRt P EdH
tExpired

ClientCer EPIRIEPEBALRZTIE
tTypeUnsu

pported
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KRB %88

ClientCer EPIRIEBTLEXR

tInvalid

ClientCer EFPUEBAELTH

tPurposel

nvalid

ClientCer EFPIRIEBHE B EN RS SRR
tRejected

UnmappedC RISV 1T AT IE R IR
onnectionError

~5 BESKHE
LTREZEAERE R, BEE , RIINAKUSTERER , XRRITEHERIE,
LUTRERAO 443 LA TG TLS BIFERXH HTTPS 10T 25 A ShiE#EM B E% B R~Hl,

2023-10-04T17:05:15.514108Z 203.0.113.1 36280 443 TLSvl.2 ECDHE-RSA-AES128-GCM-SHA256
4.036

"CN=amazondomains.com,0=endEntity,L=Seattle, ST=Washington, C=US"
NotBefore=2023-09-21T22:43:21Z;NotAfter=2026-06-17T22:43:21Z

FEF257372D5C14D4 Success TID_3180a73013c8ca4bac2f731159d4b0ofe

UTRERD 443 LEATRME TLS RIEEXH HTTPS MITeREZE LMK BESRE 761,

2023-10-04T17:05:15.514108Z 203.0.113.1 36280 443 TLSv1l.2 ECDHE-RSA-AES128-GCM-SHA256

"CN=amazondomains.com,0=endEntity,L=Seattle, ST=Washington, C=US"
NotBefore=2023-09-21T22:43:21Z;NotAfter=2026-06-17T22:43:21Z
FEF257372D5C14D4 Failed:ClientCertUntrusted TID_1c71a68d70587445ad5127ff8b2687d7

ReERE B B A S

EEATXHERESR, WREFEA Amazon S3 2HI BT XEXX M |, NIFXNERITHRES , FBF
ERMEE. MRETHRXEXHF , MATNERTHRESRERFRF R,
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MBEHME EAARER , WASSERTLE R A BBIRN A ST (5 GB B 10), T8
ToEFE AR IER line-by-linefb BNk KEWHKIE. Hit , BREXTERAREHITAEBRAEND
wIE, flwn , EUUERAUTIMTES ML EEZEAE :

» Amazon Athena B — MR EXEWRS , HEEAFRHE SQL 24 Amazon S3 IR
* Loggly

. Splunk

« Sumo Logic

BERNARFAEEERNEZRE

EAREPEREAEZAEN , BXTEEARIERFEHPEM AEN S3 FHENEN. T
WA MEABF N Elastic Load Balancing % FE A 174 78 Y £ R &Y 17 6 8 SR BE o

5

- 1 83 S3 R
SR 2 KBS INE S3 AR
W3 BEEZEAE
] 4 BAFERRXR
RIBHE

SR 1 B2 S3 7R

HERAEZBER |, B4TNEERTEE S3 FHM, SuULERIARFM#EE U NET AT
EEASHEER. FRBLSITRZIUATER,

ER

- FRBLAFANVTEABRSERARNXES, ZFEFNARSERTHTRNKSRE.

- H—XFHRFERIRMBIETIZ Amazon S3 T E 4] (SSE-S3) BXEZEER , 55 H Amazon S3
REWMZEZE (SSE-S3).

5/ Amazon S3 #2#| A BIE S3 FE,

1. 3TF Amazon S3 ##l& , Wit https://console.aws.amazon.com/s3/,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://console.aws.amazon.com/s3/
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2. i%&#%E Create bucket (BIE1Z(EHE).
3. 1£ Create a bucket (RIZ27FM M) WL , ITUATRE :

a. NTEHBEN , FRAAF#BN B, WRIE Amazon S3 NFATRILAE FHMEE P LM
ME—. AREXE  ARNERBENBEEMRS, BXxEZES , 2/ (Amazon S3 A
FiErE) R FEERS.

b. XF AWS XiF , EREHPCIE AT E I X,
c. XFERINIMZ , % Amazon S3 EENF4 ( SSE-S3) o
d. &EFR IEEFME

SR 2 RFRBEMIINE] S3 FHEHE

S3 ML AR N Elastic Load Balancing R T EZ B SEAF#RBNNRIRN AR, 764
MR R JSON EANES , IEEFIUTRRBESRE , ATAERBELTRNE. 8MEF
BAFEAXEIMBRNERALE—RIITE,

MBS FEFEAEEMMERNINAEME , WA LU Elastic Load Balancing &1 B £ E AR NE
ZOREE, MBEXEM , BB ITHERNNBRE , UARCIIERATEEEENEZAENFHEE
95 R

Tr il M SR B

ZERMEEEEN B SEERSE TR,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "logdelivery.elasticloadbalancing.amazonaws.com"
}I
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*"
}
]
}
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X F Resource , FRARHIRERERWIE , WALE BEFFEMERN ARN, BS54 S3 F6EH
ARN WRRBES , @5 ZABYER[/FAEKRFHNIKS ID, XEFEAUBRRAGREBIEEKF NV HAEY
BT RiF R BEEB A S3 2.

BIEEN ARN BURTFERREBITNELSE 3 B AHE BEREE IR
AR S3 R ARN R4l

S3 FE B MR amzn-s3-demo-logging-bucket , BIZ& A logging-prefix.
arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

AWS GovCloud (US) : AN =#IfEA AWS GovCloud (US) Regionsf#y ARN &%,

arn:aws-us-gov:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

TH#HBIRE S3 FHEHE ARN R Al

S3 FE @B MR amzn-s3-demo-logging-bucket, S3 FfE#E ARN R B HIZREBD -

arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

AWS GovCloud (US) : AT R~#IfEA AWS GovCloud (US) Regionsf#y ARN &%,

arn:aws-us-gov:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

& GL 17 1 K SR B

Bl , T 2022 F 8 Azl Al AV X , RAVEREZX B ER B RBIEK SR TR
KB, WIHRRBEMAREXE , BRNBWEHEERN LRFRKREE, SRNRERE , B4
SR IBARREE ( WAERETR ) o

LT REE IDs IHXM B EM Elastic Load Balanc Principal ing K #t8#&, #IE , TEILS
KA XF A X IHRERE,

- ZERI (FHERILMILEP ) - 127311923021
- ZEERI (HBZMBM ) - 033677994240

- ZEEAS (JLMFERIL ) - 027434742980

- ZEEI (BBRIM ) - 797873946194

o JEM ( FER ) - 098369216593
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B AR A EER

TA#X (FH ) - 754344448648
T AH# X ( FEDIE ) — 589379963580
T A#X (&FE ) - 718504428378
T A#X (AR ) - 383597477331
TA#X (R ) -600734575887
A X (FhN3E ) — 114774131450
TA#X (EfE ) - 783225319266
TA#X (ZRE ) - 582318560864
MEKX (3 ) - 985666609251
KM (3£ 5248 ) - 054676820928
RKM ( /R ) - 156460612806
BOM (23 ) - 652711504416

M (K2 ) -635631232127

KM ( B2 ) — 009996457667

RN ( HTERF/REE ) - 897822967062
FR ( B ) - 076674570225
MAEMN (ERF ) -507241528517

=

AWS GovCloud ( £E%EB ) — 190560391635
AWS GovCloud ( EEPEB ) — 048591011584

Outposts X1

TR R EEER B SEERS R TR, FMILEBEAT Outposts XAy A ITE R,

"Effect": "Allow",
"Principal": {

"Service": "logdelivery.elb.amazonaws.com"

I
"Action": "s3:PutObject",

"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*"

"Condition": {
"StringEquals": {

"s3:x-amz-acl": "bucket-owner-full-control"

}
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}

}

5 F Resource , EH AR BEFMEMER ARN, BEAE S3 745 ARN WERKES , 881%
MEHEERMEKRKFHIKF, ID, IHTUBRIAEREBEEKFWAZKIESEHSRFEFHEBEEEA S3
TR,

BIEEN ARN BURTFERREBITNELSE 3 AEAHE BERETE R
Rl S3 FEHE ARN R4

S3 F#E B A amzn-s3-demo-logging-bucket , BIZR A logging-prefix.

arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

THBIRH S3 FMEM ARN RAl

S3 FE @B R amzn-s3-demo-logging-bucket, S3 @ ARN R BB ZREBD -

arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

ZERESXE
RNTEmEEeN | BEEABEN S3 F#A ARNs,

- ERATENRFERE , MANXE S3 F##E ARN.
- ‘¥ S3 k@ ARN KYIK /= ID #72o
« {EZ07E S3 176 ARN WIKF ID Bf 0 ERBEARF (*) -

bR FHEREE | A8 Amazon S3 #0 ( 41 Amazon S3 #2#|A T AWS CLI &5 ) HEMF6#
FESRBEH INE S3 FEH.

Console
RN R INE S3 7648

1. ¥TFF Amazon S3 ##|& , MuLA https://console.aws.amazon.com/s3/o

2. EBREFEBNBHUTAREFMAEERE.

3. i%4% Permissions ( (PR ) , AFi%$F Bucket policy ( FZff@KEL). Edit ( %8 ) -
4. BEFEFHERBEBURTARENR,
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5. ERFREFEER.

AWS CLI
RN BRI INE S3 648
£ M put-bucket-policy I8 F. LA , FEEEESRFIIEEN json XHH,

aws s3api put-bucket-policy \
--bucket amzn-s3-demo-bucket \
--policy file://access-log-policy.json

I3 BEEEAR
ERANTERREBEEAS , MUHRA ST HERE S3 FHf.
ER

FERLIURRE | THEARNER |, F AL INEE 2 Z PRy FEH R, NREER
& , WA TS EFRFHE “AWSLogs”.

EEEZBERN S3 FHER

EMREEERATERBTNEFRERE  FRABAEAEERS. BN , MRE-IMFETEN AWS
P Rel2T EAMEEEMANLENFREBRBANIEFMEN |, Elastic Load Balancing &8/ 1815
ERNEEAEBEARXMFHEE,

Console
FREEARE
1. 3TFLTF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ###| &,
2. ESmERF  ERARHSESE.
3. ERLNARESERINEMUITAHFMAEERE.
4. ERMEDFL , EREE.
5. XF#E, BRAEERE
6. XF S3URI, A BENHH S3 URI, ZIEEMN URI BURTFEREFEHER.

« HHEBRH URI : s3://bucket-name/prefix
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o AT BIZRM URI : s3://bucket-name
7. ERREEXR

AWS CLI
BREZER

# A < B MM modify-load-balancer-attributes & %o

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes \
Key=connection_logs.s3.enabled,Value=true \
Key=connection_logs.s3.bucket,Value=amzn-s3-demo-1logging-bucket \
Key=connection_logs.s3.prefix,Value=1logging-prefix

CloudFormation
BREZEEX

EFHAWS::ElasticLoadBalancingV2::LoadBalancer& R A S &KX E 4.

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AzZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "connection_logs.s3.enabled"
Value: "true"
- Key: "connection_logs.s3.bucket"
Value: "amzn-s3-demo-logging-bucket"
- Key: "connection_logs.s3.prefix"
Value: "logging-prefix"
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HR 4 BAFEBNR

ERRAEEERE AEEBZRE |, Elastic Load Balancing NI S3 71 , F 612 M= x4 AR
EHEEREIEEFMENR, BRI LAEH Amazon S3 BH| AR RE B SIENIR X4, MiXXHFRE
FRAEZBEXH ; EFE2ERAIER.

¥ 1iF Elastic Load Balancing =& S3 F#EMPeIE 7 M= 34

1. 3TFF Amazon S3 ##l& , Wik R https://console.aws.amazon.com/s3/,
2. EREETRATEZASHNEERNAER.
3. SMEBMELXH ELBConnectionLogTestFile, (NEBEURFERABFEREIR,

- THIBRNAE : amzn-s3-demo-1logging-bucketprefix/AWSLogs/123456789012/
ELBConnectionLogTestFile

s FHEIBRMALE : amzn-s3-demo-1logging-bucket/AWSLogs/123456789012/
ELBConnectionLogTestFile

B k&
MREBRHRFIELE R, NAENERNT :

- FHEWRMIXE RN Elastic Load Balancing # ¥ %% B EEAF#BHNR, BIAEERANRZX
HIEBNFHEBRE, BIAZR ARN E£RANFEBE MRS &R B SRS ENFEES 8
B, MREERBEEASHTRIEENR , FHRIARER ARN T2EHR.

- FRBEATXEFNRS SR[IRMFET, ZEF#RLTEM Amazon S3 FEEHH (SSE-S3)

ZRANAEFAREIERNEZRR

R LABERT A MBS ERERERAT., EEAEEASE , ENEEBTNE S3 #FRBTRE |
EEHEBR, BXESELR , H2H (Amazon S3 AFIERE) #MGIE, BREMNFEHAFERE.

[}

Console
BHEREBE

1. 3T TF https://console.aws.amazon.com/ec?/ B Amazon EC2 ##lA& .
2. ESMERT , EEARHEESE.
3. EERLNARIERNBEMUTAHFEAEENE,

3
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4. EBEMEIIFL , EZRRE,
5. NTE#E , XAEZAE,
6. ERRTFEN.

AWS CLI
FREEAE

{8 A modify-load-balancer-attributes o

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes Key=connection_logs.s3.enabled,Value=false

Health € E B &

Elastic Load Balancing BRIt ZTIRRKRERE , ATHEREXEME GRS TRARERSHIFHAE
B, 8EETRIRERMNHAKER, EC2 =4, IP #utF Lambda BB HrEZHZTRRK
BERE. BNAEXEBEEETRAREFTRERSIERE, NEB. Birtbat, BFR4E ID. FER
SNERRBEER, BAUAFAXLEETRIREIERSTERETRIER, BKEETRREL
FERRF)RE,

Health check BER—TAEINEE , RIANBR T TEARS. MABHESEAZTRARERE
f& , Elastic Load Balancing &%k B & HEEN E4E X B F#ELIEEN Amazon S3 FEMEH.
BA L BENEZERAZETRARERF,

BEEX T Amazon S3 W 2R A , B FE XY Elastic Load Balancing F LU A &304 & % Z
Amazon S3 MIHRFTH. BXRXTFEKULINELZEER , HZH Amazon S3 Eft.

AE

* Health & BEXH

« Health check H&%E

- 76 BE%XEB

- BB R EEEBA

- REFTRAKRE B EXH

A Application Load Balancer jg BiE{TIRRREHE

Health & A& 339


https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
https://aws.amazon.com/s3/pricing/
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ZF Application Load Balancer Bz TR E B &
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Elastic Load Balancing # 5 78 N8N AEPEHRET R AN —XBEX . SEXEBREEIIAE
HERSEE TRPNVESTRRRERR (Fl0, 5% ) i, AFBEERFTUAER —TEEAEE
ZNAE,

BT E BSR4 BER LT

bucket[/prefix]/AWSLogs/aws-account-id/elasticloadbalancing/region/yyyy/mm/dd/
health_check_log_aws-account-id_elasticloadbalancing_region_app.load-balancer-id_end-
time_ip-address_random-string.log.gz

bucket
S3 MM B o
prefix

( _Ini ) FERBNEIR (EBEREN ) . BREENIETFE2FHE AWSLogs, ERMEZE
FSRAEAIREENR,

AwSLogs

Bl2ELEENFERBEMNMAIEINRE RN AWSLogs FF kI X #4EE5-

aws-account-id

FIE&K AWS K 1D,
region

R E RN S3 FRBMATENXE,
yyyy/mm/dd

fefm BSH B 8.

load-balancer-id

NEIGEHRNRIR ID. MRFR ID LEEMERMT (), SEERMITRERITR ().

end-time

HARICKAIREE R B HAReTA, Hlan | £3RetE 20140215T2340Z @& 7 UTC AfA ( BlE &S
|8 ) 23:35 f 23:40 2 A X HHERHNEKE,
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ip-address

ABERNAFRESRT AW IP ik, N FRBAFEESS , X8 IP #it,

random-string

REERNBEIZT S,

TR/ R &R BEXHE R

s3://amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/
elasticloadbalancing/us-east-2/2022/05/01/
health_check_log_123456789012_elasticloadbalancing_us-east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

s3://amzn-s3-demo-logging-bucket/AWSLogs/123456789012/elasticloadbalancing/us-
east-2/2022/05/01/health_check_log_123456789012_elasticloadbalancing_us-east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

,.JJC#—IJ«MH?{L%‘E'?T?{%& ETE , A BB A AE X Amazon S3 £ an A EM N L B 3 174
MR BEX . BXREZESR , 55H (Amazon S3 AFER) FHXREGEHEE,

Health check H& % H

Elastic Load Balancing i2 X BfrETIRARELE R , S ZARTESBNMEEIMEFHNAKER,
BNMNAEZXE MBI EXNEMERHTHENSTRAREERNIFAE R,

ES
Eﬁﬁﬁﬁllftﬁ%

B

TRERFH#HRTZTRARERTRENFR, ERAEKRIRBAEFZR. MIFHZRE , RMN&F
HAMBBSRENKRR, HRIMNERRHFFRN , BARSHEZFERRH OB —MANE
5 FRBRAESHEMEENERE —NMEERNFRZEFL  AERNABHZREEN B SH#
o
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FE(LE) 15 BA
type (1) BITRRAREERIGEZNEKE, AENENT (PREFAEAME)
- http--HTTP

https--Bd TLS B HTTP
h2--EF TLS 8 HTTP/2

* grpc--gRPC

+ lambda--Lambda BK%K

time (2 ) S EREHETRARENT AR , #X8 1SO 8601,

R (3) EREHETRRREFRAN SR (AW NEN),

target_addr (4) BARH IP #3t MmO , XA IP: w0, MRBFRE Lambda BE , MR
Lambda # ARN.

HAREF4A ID (5) 5B FRRERR B FRAR B o

RZ (6) BT EAVIRAS. PASSHIRETIRRAKRERD , NEERN. ETRR
KEXRWE , ZEN FAIL

R (7) M BRI EIZETRR R EE R GRS,

RRERE (8) MBZETRRRERK , WABWERR, E25 HRERNE.

HixRRARE

MREFSITRARERN , ARBERFEZTRRARERTFIEERATRERB 22—,

AR 15 BA
RequestTimedOut Health # &5 1% SR 7E 4300 5 A & B

Connectio BT TCP iFE#EZ=RBAT , Health 2 kK
nTimedOut

ConnectionReset HTFEEERE | Health REXK
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B AR A EER

(8T

ResponseC
odeMismatch

ResponseS
tringMismatch

InternalError

TargetError

GRPCStatu
sHeaderEmpty

GRPCUnexp
ectedStatus

R BEZE

LTREMTRAREREFZFBENTRA, FIER , RINEUSTERER , XRAR

458

BT R EF RAEEI HTTP RSN
1B 5 SRR T i

BfREMNBNEXFEE BHREASTRARE
BETEENFFH

NEB AR ERREIR

Target £ R TR R EIF KR ETIRE 5xx £5
IE

GRPC BflRiE —N&BEM grpe-status #x
sk

GRPC B #RAE I grpe RIS 1718 K

BLTRERAETRARER BESRE R,

NTEHEEE,

http 2025-10-31T12:44:59.875678Z ©0.019584011 172.31.20.97:80 HCLogsTestIPs PASS 200 -

UTREBITIRAREXRMNREBEERE,

http 2025-10-31T12:44:58.901409Z7 1.121980746 172.31.31.9:80 HCLogsTestIPs FAIL 502

TargetError

e i H &A% fariE Al
BEREARSETESEHD S3 FRARKIEBL

B Amazon S3 EHBEHNIEE, Elastic

Load Balancing f# B PutObjectCreateMultipartUpload, 1 POST ¥ &% B £ % E Amazon S3, H
BREKZIFMEBSERBELN K BEEETISMEXENREBRES,

BREZER

2% {Amazon Simple Storage Service AF1EFE) FH Amazon S3 SHEH,

T~ BE&E


https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateMultipartUpload.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/RESTObjectPOST.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/EventNotifications.html
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REEITRARE B &

BITRARERSENHEES, MRETHXEXH  NATNHAITHRESRERES

MRENWIE EAEXERER , WARBERTUER TS KEREN BEXH (M GB &), &AEE
TR AL ER line-by-lineb ANtk KEMYHIE, it , BURLTERRBATLERRS RN D
IR, i, BALUERUT M TERSHMAESITRARERE !

« Amazon Athena B — MR EXEHRS , FEFEARHE SQL 24 Amazon S3 WEIE.
- Loggly

. Splunk

« Sumo Logic

4 Application Load Balancer B AT ERE

WAEBEREASTRAREREN , YIEEATITERTFE B EN S3 FREBN AN, MR8
HME B AR Elastic Load Balancing & 5 A7 18 8 1IX PR &Y 72 f 45 SR BK o

x5

- SR 1 BIEE S3 FHEE

. FSREE MR S3 fFHE A

 BEETRAEARERE

: BIAERBIR

N

NG
QEl
R
N

N
b

N
Qe A
AN w

=l
]
s
s
73

FSIR 1 Bl S3 FHAE

BREMTRAREREN , XTANBETRIKRERTIEE S3 FER. EUNUERAENFER , B
BEZEATETRARE RSN F#EE, FEBLIVAZATER,

ER

- FRBLANTERESEHRERNXEHR, ZFFE\ENASEEERTHEIENKS AR,

- H—XFHRFERIRMBIETIZ Amazon S3 IEE 4] (SSE-S3) BEXEZEER , 55 H Amazon S3
REWMZEZ4 (SSE-S3).

ABE TR E B R4 344
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https://www.sumologic.com/application/elb/
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£/ Amazon S3 | & €12 S3 7/,

1. FTFF Amazon S3 #£#lA , MikA https://console.aws.amazon.com/s3/,
2. i&#E Create bucket (BIE1Z(EHE).
3. 1£ Create a bucket (RIZE7FM M) WL , ITUATRE

a. NTEMBEN , FRAAF#BNBM. WRIAE Amazon S3 NFATRILAE FMMEE P LM
ME—. AREXE  ARRNERBENBEEMRS, BXxEZES , 2/ (Amazon S3 A
FiErE) R FEERS.

b. XF AWS XiF , EREHPCIE AT E TN X,
c. XFERINIMZ , % Amazon S3 EENF4 ( SSE-S3) .
d. &EZR IEEFMME

SR 2 RFRBEMIINE] S3 FHEHE

8K S3 BB MEEFEHBERE | IZKXMKEEF Elastic Load Balancing HizTIRAKERBEEARF
ERAODR. FHEREE JSON BANES , XEBEGUFRERKIESREE , AT HEHEEEAS
FX R, BEMEUMBEEXEIMBENEEHTE—RITE,

MREFANZEMMKEHINEFMHAS , WL Elastic Load Balancing iI2TRR K E B EMNE D
WINEIREE P, MREXEM , BNBWWEITHEXKNVNRE , UBREMNERATEZHEEEEUIR
BETRRRERENAF,

Tr il M SR B
SR O IEEN B SEAERSR TR,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "logdelivery.elasticloadbalancing.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*"
}
]
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}

X F Resource , FEARHIKREHE RNIEN , M AR BEMEMEN ARN, BEAE S3 FMAF
ARN BRI ES S5 ZABYER[FAEKRFHNIKS ID, XEAUBRIAGREBIEEKF N HREY
BT REFiF R BEEB A S3 125,

EISEM ARN BHURTFEBRBITRIELS R 3 i AHR BERNEZSTIR.
W RIZRM S3 FEHE ARN R4l

S3 FE @B FRHR amzn-s3-demo-logging-bucket , BIZ& A logging-prefix.

arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

AWS GovCloud (US) : LA RHIER AWS GovCloud (US) Regionsfy ARN i&3%o

arn:aws-us-gov:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

T IR S3 4 ARN RAI

S3 F#EE RN amzn-s3-demo-logging-bucket, S3 174 ARN & BRI ZREE 2 -

arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

AWS GovCloud (US) : AT R~HIfEA AWS GovCloud (US) Regionsf#y ARN &%,

arn:aws-us-gov:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

REFHEBRE

2B, XTF 2022 £ 8 Azm AT AXE , RNER@EZXERFERBEABITEKS R TFNERN
KB, WIHRRBEMAZIZE , BRNBWEFEERN LRFRKRE, SRNRERE , B4
SR IBhRRES (WA RETR ) o

LT REE IDs IHXME T EM Elastic Load Balanc Principal ing K #t8#£, #3IFE , TEILS
RPN XF AR IHRER,

- ZERI (FHERILMILEP ) — 127311923021
- ZERI (BZBEM ) - 033677994240
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B AR A EER

EZEEL (ALMFIERIL ) - 027434742980
ZEFES (BRBRM ) - 797873946194

JEM ( FFEZ ) - 098369216593
WA (B ) - 754344448648
WA # X ( HDN3% ) - 589379963580
WA#K (EX ) - 718504428378
WA # X (KPR ) — 383597477331
WA#X ( ER ) - 600734575887
WA ( FIHK ) — 114774131450
W AKX (EfE ) - 783225319266
T A#X (FRE ) - 582318560864
MEX (5 ) - 985666609251
BOM (£ 348 ) - 054676820928
BM (/R ) - 156460612806
BN (183 ) - 652711504416

M (K2 ) - 635631232127

BN ( B3R ) — 009996457667

BOM ( BTERT/REE ) — 897822967062
7R (B ) - 076674570225
BEM (RREB ) - 507241528517

X

AWS GovCloud ( EEZ%REB ) — 190560391635
AWS GovCloud ( EEFEEE ) — 048591011584

Outposts X1

T REEEIEER B SEERSZRTNR, FIRBEA T Outposts X1 8y A9 E 27,

"Effect": "Allow",
"Principal": {

"Service": "logdelivery.elb.amazonaws.com"

I,
"Action": "s3:PutObject",

"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*"
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"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control"

}

X F Resource , ¥ AR B EAEMLER ARN, ESHE S3 78 ARN WRIRERES , 281%
NEIGEBRAEKSHNIKS ID. IFTUBRIABREEEKFNAREGERTEFIRBEEA S3
M.

BIEEW ARN BURTERBITNESRE 3 A5 AR BERNSERR,
TR S3 FEHE ARN R4l

S3 F B MR amzn-s3-demo-logging-bucket , BIZ& 7 logging-prefix.

arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

THBIRE S3 448 ARN Rl

S3 EEE B N amzn-s3-demo-logging-bucket, S3 1Ff&#8 ARN H& B RIERZ 2 -
arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

LZEREXER

NTHEBEREM | BEABEM S3 FHEM ARNs,

- ERATENRFERE , MAMNXE S3 F##E ARN.
- ‘¥ S3 k@ ARN KYIK /= ID #2 o
« {EZ07E S3 17 ARN WIKF™ ID Bf 0 ERBEARF (*) -

BB ERIEE |, £/ Amazon S3 #0 ( #l41 Amazon S3 #4|A = AWS CLI &% ) B 176
FESRBEHT INE S3 FEH.
Console

FHEN I BRI IR S3 6@

1. 77 Amazon S3 ##|& , MHuLA https://console.aws.amazon.com/s3/o
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2. ERFHEBNBEHRUITAREFMAESTE.
3. %4% Permissions ( fXPR ) , AFi%$F Bucket policy ( FZff@EKEL), Edit ( &%) -
4, BHEHRBRBURTFAENR,
5. ERREFER.

AWS CLI
RN F B R INE S3 76
£ H put-bucket-policy 5. FELTAIH , FEFEEESRFIIEEDN json XHH,

aws s3api put-bucket-policy \
--bucket amzn-s3-demo-bucket \
--policy file://access-log-policy.json

SRI: BERTRAKRERR
FEANTERRBEZTRARERS , JUHR AR RBAN S3 76448,
ER

FHBSIHERE 1| SHAERNESR , HEXLTMMNE 2 SHAERNFEBRE, MRIEE
&, el BT BIEFHFE “AWSLogs”,

EEETRAKRE SN S3 &N

EMBRAZITRARERSEENFEEE 2T , BSLZAZTRARERSE. BN , MBRE—1HH
FHESMNAMENFEHERERE  BERELTHAENFEMEFEHCIZER |, Elastic Load Balan AWS ik F°
cing AIREA N BN A EEHSRNETRARER EBEAXNHEEE.

Console
BHEITRAREBRR

1. $TFALTF https://console.aws.amazon.com/ec2/ B Amazon EC2 ###l A&,
2. ESMERP  EERARBESRR.

3. EREMNABHERNBMUITAREFAEENE,

4., EREMETFL , EFRE.
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5. XFi&# , BT Healt h Check B,
6. XF S3URI, A BEIHER S3 URI, BIEEMN URI BURTELESFEHIE.

- AN URI : s3://bucket-name/prefix
« RNTEHIZK URI : s3://bucket-name
7. BEBRREFER.
AWS CLI
BHETRAKEBRR

& A < B MM modify-load-balancer-attributesfi %o

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes \
Key=health_check_logs.s3.enabled,Value=true \
Key=health_check_logs.s3.bucket,Value=amzn-s3-demo-1logging-bucket \
Key=health_check_logs.s3.prefix,Value=logging-prefix

CloudFormation
BHABETRARERRE

E#HAWS::ElasticLoadBalancingV2::LoadBalancer& R A2 &KX E 4.

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- !'Ref mySecurityGroup
LoadBalancerAttributes:
- Key: "health_check_logs.s3.enabled"
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Value: "true"
- Key: "health_check_logs.s3.bucket"
Value: "amzn-s3-demo-logging-bucket"
- Key: "health_check_logs.s3.prefix"
Value: "logging-prefix"

HRR 4 BAFEBNR

NIEW B ERE RAETIRRKERRSE | Elastic Load Balancing £KiF S3 1F# i H 212 — 1M
BXHUAREERREIEE TFIENNR, EALAEA Amazon S3 #2H| AR R B A1 2R 3
. MWEAXHFRERENETRIRE BRSNS ; EFEERAER.

1 Elastic Load Balancing & S3 7 #8612 7 M= 34

1. 3TF Amazon S3 ##l& , Mt https://console.aws.amazon.com/s3/,
2. EREANETRAREHEEENFERNAEN.
3. SMEIMLXH ELBHealthCheckLogTestFile, (NEBRFERBFERHTR.

s HEHBIRWALE : amzn-s3-demo-1logging-bucketprefix/AWSLogs/123456789012/
ELBHealthCheckLogTestFile

o FHEBRIONE : amzn-s3-demo-1ogging-bucket/AWSLogs/123456789012/
ELBHealthCheckLogTestFile

R EHEE
MREOBI FBIELER WA REMT

- FEMERBE TR T Elastic Load Balancing MZ#EBEAZTRAKREAENNE. BIABFERANZE
ZXEHEBNEHEERE. BIARR ARN FANEEBENEEEEAZTRARE A ENEEN
EHEFEEMMER, NREEBHAETRAARERERRIEENSR , THRIAER ARN TE22HE&.

- FEBEATZENRSSH[IRMBIET, ZF#EXMER Amazon S3 HE#4A ( SSE-S3) .
M Application Load Balancer BETIRR K E HE
BRI N ZANSEHRENETRARERE, BRAETRARERERRE , BENETRAKRE SN

REEE S3 FHMT , BERFEMR. AXESER , H5H (Amazon S3 AFER) HHE]
B, RENEHAFER.
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Console
EHZETRARERE

ITFFALF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ##1&,
ESMERSD , ERARHOER.
ERENABIERNEHRTHFEFAEENHE.
ERMIETF L | EBRE,

NFE , iHXMH Health ®REH K,
ERREFEER,

o

2 e

AWS CLI
ZRETRIRERE

# H modify-load-balancer-attributes %o

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes Key=health_check_logs.s3.enabled,Value=false

&R Application Load Balancer Y BR Ex

HAHERIMNE P IRZREEMNMERE , ©RFRMHER X-Amzn-Trace-Id #73k , R BFZER
FIEEIB PR, ABIGEERAM B AR [ R AR S5 SR A 72 th o] BUR DNk B R b AR Ko

A A E R IRERRIRER HTTP B3R (MNEFPIREI B R HAMRS), MREBSABR AL , MFiE
& X-Amzn-Trace-ld FR3kHI AR, BXEZER , 5K Application Load Balancer 518 H &,

A

X-Amzn-Trace-ld ¥rkBEFE AL TR FE -

Field=version-time-id

FER
FERHNEM. XEFNER Root M Self,
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MABRFAAHETEEBENRANERETR, ARSERFREILFER , BF2EREN.
JITES

MRAS, ZERN 1.
RS [

ML EE (AYERTR). ZENKER 8 U+ ARHEHHF,

REFRIRFT. ZENKENR 24 N+ AHEFHF,

il

WMRE AN FERPAEFE X-Amzn-Trace-Id #rk , MHFGERLEK —NEE Root FERAVFRL |
REBERZER, i

X-Amzn-Trace-Id: Root=1-67891233-abcdef012345678912345678

MR X-Amzn-Trace-ld #:LEEHBEEE Root FE , N AFHEGEHSRLHRAA Self FB& , ARBHEX
ZiER, Bl -

X-Amzn-Trace-Id: Self=1-67891233-12456789abcdef012345678;Root=1-67891233-
abcdef012345678912345678

MRMARFARMT EBE— Root ZRA—NMAEXFEMNIR. , NAHBSERFREIFNFZERHA
\A— Self ZBR , RRBHERZIER

X-Amzn-Trace-Id: Self=1-67891233-12456789abcdef012345678;Roo0t=1-67891233-
abcdef012345678912345678; CalledFrom=app

R X-Amzn-Trace-ld FRAFEHEE Self F& , MAEYEESELRH Self FENE.,
PR &l

- BESEHSEZERIEANERSERRL |, MEREK SR A3 1TEH.
o MR HTTP #R:3AARF 7KB , NIH1HHYER[HEERE ST S Root FEEM X-Amzn-Trace-Id #r3k,
« {#/ WebSockets , 8 REEfE AR B R Ih 2 Bt TR IR
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¥t Application Load Balancer # 1T # EHEBR

IR EEEHBIE#E RS Application Load Balancer #85<#9 R &,
(7] &

« BEMEFRARL T AT ARES

s BEPIRFEEEIIEM Internet AT EIRR

- AESIESRTEBRRIAR B E UFEER

o REB R EIE SR HTTPS E3RIRE“NET::ERR_CERT_COMMON_NAME_INVALID”
- NEIGERE RV ENEREK

- B HEER AN {EFS 000

o MBIWERRENK HTTP £HiR

« BFRER HTTP £1R

» AWS Certificate Manager if $ 74 1] F

s AXEFZITIRX

- FRBRMEHEREREBRNER

« X BRI RR 1T R HERR

EM B PR AL T A RS

MPEFMEA InService REFLAWHABUTS , NEAFRTELTLBLETRARE, EHE
FARLTFARRS , RIFBU—RETRARE. BXESEL  WEH QAR ARYESEEHA
WETRRGE

WIAEHNEZPIRBIZTRARE , REREITRA :

HIHIm

ZELAR AR

ERFIRBRN T2 EMMAVREABIERNEASTRIRER O MS TR EN AR
B, BuLAXRAREARMN—MUNUATREABHERLZEANTERE. AHBERNZ
LA WBRAVFRAKLIRRE,

EEM B AR AR T AT RS 354
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R & ipEEH SR (ACL) TR RE

B AR A EER

SXFIHFRREKAME ACL AXAMATEITRARERD LW AMRE , ARG KO
(1024-65535) LM HILRE., SEMFITERT SN FMREKH M ACL L5 A VF I Etim O L/
AURE , MRETRRKREROMIGRwO LM HERE,

ping BBEFFE

BEBZTIRAREN B HNERRIEENRN ping BBE,
T 13588 Y

B, RIIERBRMEMABIANALSE IP it NS TR EMNEREMNMEPEES B IR, MRE
TRERE  EREXVIRERISERR , HHSABRFMB BHRE (MREKICHMIEELY), 20
RETLUERE  NESTRAREBRHRZA , BN AR, AETRARELEER
BREHRR , HEFRETRARERE.

B #RoRIR = A% 2 e B2 4K #S

BMIABRT , BIRE5 200 , BEETUEREREESTRARENEEHR ARG, BIAAE
BERAMFBNAINRG , ARNARFEEEN EKIDREXLERD,

BRI BB RN E EED B AR HE

RIFZPNARFRAUUNARIERNETRARERRMEME, RENARFEEHRT
FHNmMEBEF sexETRRREMEMA , Fl R EHTEMNENEE T e ARSESLEN
HTTP ARk mE, EVARAEIEBFNTAE IP it , FRAEABRIAGOMNKNETRR
MEERO, WREREARINESTRARERD , WENIRKERETEBRNIE P i,
Bl MR EFRNFLE IP iR 10.0.0.10 BETRRKEHRON 8080 , MM HESEHES
TR ERKIER HTTP EHARLHA Host: 10.0.0.10:8080, MR BFRHIFE IP ik
10.0.0.10 BiETRRREIROHR 80 , MAFHEREETRRAREDRKIEN HTTP EHIRk
7 Host: 10.0.0.10, AJEEFEEHTELENEERBAIIZEN , REEFEARINEETBERK
N NARFHITETRARE. STRAREEREBLUTEX : ¥ User-Agent i& & ELB-
HealthChecker/2.0 , BEMLAFEBRNITRIEFANFY CRLF , BirLEE—NETLLLE B
38 CRLF,

P i/ EERZE|EMD Internet Y A8 15885

MRABIGERAREABER , FREUTEE :

B PIRToEEETIER Internet B A E 2R 355



Elastic Load Balancing NARFAEI9ESR

IEHYEI[E Internet W ABISERCEEIL/ TH

BRRMANEIIERIBELEFM. B FME—NEME Virtual Private Cloud (VPC) B Internet
P < 9 8% H o

ZLAFME ACL FAFRE

AEITE RN T2 EMABITE R TN EMMNE ACLs BULM AR BT F iR AMREUKRE
ORI Rt ABDACIE= b o s )ik — 8

MBI TR W A X R B E B iE K
MBASIIE BT A B AR B E RN ER | ERELTHS -

B E S & AT N B9 EER P it
» RS TTRERIABE SRS BTN BN P ki,
* Linux, macOS = Unix - Al A EL i EA dig w8 H. Ex.dig example.com
« Windows — BRI A EG TR TP FEA nslookup 8. Ex.nslookup example.com
- EAGRTITREBIAAEISE SR DNS BTN A 1P ik,
- EERAANMRMENE R, IP it BHITE,

WMREA Route 53 IEELMBENE , 5% (Amazon Route 53 F A ARIERE) FHEAEE
Internet LA A,

RIZBAEE S HTTPS i53RIR
BI“NET::ERR_CERT_COMMON_NAME_INVALID”
MR HTTPS &R EIk B g9 %289 NET: : ERR_CERT_COMMON_NAME_INVALID , HE&EFLTHA

BEMVERA -

« HTTPS BRFAEANHEEE ACM IE BRI P EEN A BT T,
- EEFEARBIGERAIRKIA DNS B, ToEMEMRIA DNS BFAH HTTPS B3R , RATLENA

* _amazonaws .com HiERABFIEPH,

NEEERTERRAIZE B E ENER 356


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/troubleshooting-domain-unavailable.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/troubleshooting-domain-unavailable.html
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B E R TRV R A R K

nESEHRITELEREN T XREE M.

- MREHE AWS WAF #9 Application Load Balancer <BkH B&E Fim &KX T HTTP POST &R , M
KIE POST EREVEIEMY A B G I BRFE Sa 215785 15 A H &MY request_processing_timeF B
F, ITRANTF HTTP POST ERE2FATEAN.,

- MRREE AWS WAF #9 Application Load Balancer X8k , H A& Fim&iE T HTTP POST #3K
N &% POST ¥ REVERIE R B (B R AR E A B I9 #2815 IRl H & target_processing_timeFE
F, WITRXTF HTTP POST ERERFESTAHIMN,

M E 9 H28 &IE | B R 000

£/ HTTP/2 E#e |, RBE —MEEREHAVIERBUET 10000 , MR HEB[F LE GOAWAY
W HEA TCP FIN XiiEHE,

MEIGEER AR HTTP 1%

BUR HTTP 8RB AEIE R ER. AFIERT HTTP RBREIEFE , FERREEHFHAE
FH &I HTTPCode_ELB_4XX_Count = HTTPCode_ELB_5XX_Count $E#x.
iR

« HTTP 400 : $iRiEXR

« HTTP 401: RER

« HTTP 403 : Zi-i5H

« HTTP 405 : FAVFHEE

« HTTP 408 : i&RiBrd

« HTTP 413 : ERAE I K

« HTTP 414 : URI K&

« HTTP 460

« HTTP 463

« HTTP 464

« HTTP 500 : AZBRFEEIR

AEIIERE RO EREREK 357
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B AR A EER

« HTTP 501

. R

HTTP 502

- TR

« HTTP 503

RS T AT A

HTTP 504 :

SN LN

« HTTP 505 :

T FFRA

HTTP 507 :

FHREATE

« HTTP 561

R

« HTTP 562

- JWKS 53R kW

HTTP 400 : &ixiE3K

AEENRER :

« BERWmAENEREREIR , TS HTTP #5E,

o FHERFLBE T EMNERIT 16K, BANIRK 16K BN F
s BRIRERETENBEREXZEIRA T ERE,

KRRk 64K RYBRHI,

HTTP 401: REMN

BEFMTREANEENNAF#THORIE , BHIATIIERZ—

« 2% OnUnauthenticatedRequest BLENIELE RZLFHRIFMAF D IdP L 1HE],
 |dP REIMNFRAKNEH T AESERZIFHRAKN,
« BFHERT —AMNTHENARKE HTTP/1.0 Bk , H B AT ERREEREER URL,
- BFERETBEAREE ID T,
s BRERFHBFENIBZATHERIRE. BXEZEER,
- ATFUTREZ— , JIWT S4RIEXK :

o BHERBMDBENIRL, (JWTHeaderNotPresent)

s BRANTHEERNLTH. EUATERTHRELSRKEXMER

 Token B RFRDLIET D ( Rk, BRARILR )

R HEE AR
- A EETENFHRIERE (Fla,

BFSRAE iR B FEE,

o PRl

“Basic” )

HTTP 400 : £iR#ER 358
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. BRRAEEERD SR
« BERBPEEZNTH (JWTRequestFormatinvalid)
- THEERIUEAK, EUATERTARESREXMHER
- LERER
o NEATHSTTERIR N FRBER
- NEAKNDEFR 2K
- FRATXENEENSEHRTESR
- TP KID FFET JWKS imRF () IWTSignature ValidationFailed
o JWT RDBIUEFAEMNRE, (JWTClaimNotPresent)
« IWT FEREMNEASEENEERN TR, (JWTClaimFormatinvalid)

SN

HTTP 403 : Z1E15[A

IBBLE T AWS WAF Web 15832415 (Web ACL) R¥ #3188 Application Load Balancer BJi%
R, ZFIRM L TER,

HTTP 405 : A REW FE
EPimER TRACE J53% , M Application Load Balancer X #5155 5%,
HTTP 408 : & 3K A

ErimEZWBEM BRI R AIEBIE, K& TCP keep-alive N2FHLE MR, FEEANZEMRERHIT
EZHREZED A ANFIHRE, REFEENZRENBKE,

HTTP 413 : EXAE I K
AEEMRE -

« B¥r2 Lambda BEX , iBERIEIGET 1 MB,
o BEXRFRLBEE TEMERIT 16K, BNMRL 16K HEMERIRL 64K BYBR &I,

HTTP 414 : URI K&

FR URL HEHRFRHFRSHI K,

HTTP 403 : 21159 359
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HTTP 460

NHBERWETREFSLRPER , EFFREZREN RS RAIFXA T SR EERNEE,
REZFRENHRETESABIERNZRENR. BREFERF RENHRZBIEESRR

HER |, SIFMEFinEe HIR AR ARG ER = AEN (MRE R FXER).
HTTP 463

AEIGERRE — NI E S IP 3ty X-Forwarded-For & R#rk, 1P #hut#y EBRF 30,
HTTP 464

NEBEHRWE -5 B RE P RAE BT RENE ABE RPN

ATRER R -

. BRLE HTTP/1.1 , T BFRAURE R gRPC = HTTP/2,
. ERHLE gRPC , M B HRAMARAR HTTP/1.1,
« BERMIE HTTP/2 , BRF R POST , 1 B FRAMUARZA R gRPC,

HTTP 500 : NERARSS 2548 1%
ATEEM R :

« BEET AWS WAF Web 5 R1#2415I%R (Web ACL) , BT Web ACL BN at HE 45 iR
- AHHERELZEES 1P FEALAFRT AR 1P AFEELRT R TER.
« TiA IdP B9 DNS A A FF 4T,
- RIFZNATITERNRLERN VPC WMERE AT ACLs I iX &1 |UE 4T H 3k 77 ]

o FEHEY VPC AILLIG ) Internet, MIREEHE BN EBH A EITE ST | BEH NAT MxEH
Internet 1 1A]

- M IdP WEIWAFFBRX/DNET 11KB.

- IdP TR IdP AP EERARTERY 5 W sEMmRL,

- AFIIEBRTEES IWKS HRBEF , RE JWKS IHRTE 5 e E R,
« JWKS % sUR B #9152 K /DN E 150KB 5% JWKS if SR R4 BER Y

- BirdEBATBIRMLILES , BREBEESR TEINEIR, 1S Hthe section called “Xf B ¥rit 1t 251

178

FEHERR".

HTTP 460

360
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HTTP 501 : R3L3

AIREMREA -

- AFEEBWRINEETXIENEMN Transfer-Encoding #73k. Transfer-Encoding X #&FHE N
chunked Ml identity. fEAERAER , BA LA Content-Encoding #73k,

» websocket EREHEHEFA T BIRLLR B R4,

HTTP 502 : 53 %<
AEENER :

- BEERESHELEZESMBRKET TCP RST,

- BEEEHSRKIREBRNENTR |, YZIHEITIEEN | IE“ICMP Destination unreachable
(Host unreachable)’s ®ERE AR BAKISESEFNHNRERE B #rim 0 LW B AR,

- HNEBERER BN ARTRIFERE , BFRxHA T AR TCP RST & TCP FIN HiE#, REBR
HFRFERSHENEREE T AHSERENZRENE.

- BfrmRAENEIR , REITETHH HTTP 55k,

o« BN RIFRKEY B AR RAR LR T 32 Ko

- NTFEBCHEMMWEREELENER , BUEEMER O LR, @MIERE , SMERKAIRERE
5E o

- B#RR Lambda E¥ , WM IEIEE 1 MB,

- BFRR— Lambda BEE , BRI B H E & VB A 2 5T R IE AL

- BFRR—NMEE4EIRM Lambda B# , 2% % Lambda AR 55 BRFIHY B %,

- MEISEREIEESBARTIER SSL BFHiR.

BEXEZEER | BESH AWS ZFHIRAF OB M HEER Application Load Balancer HTTP 502 £51%.

HTTP 503 : fRSS A~ A1 H

AIEENRRA :

- MEBERNERASEFMAEEMRNESR , HESEMN B FREL T unused IRE,

- ZEREEAIBEATBRMACENERE , EHTREEFEZFERERMKIEL, ES[the
section called “Xt B #r{E{b 833t 1T FEHERR”
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https://repost.aws/knowledge-center/elb-alb-troubleshoot-502-errors
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HTTP 504 : MxHEet
AR ERE -

- MESERRETEZENIE (10 ®) 2B L 5B IrNEE.

- ARPEREEREL TEE  BEZAENBAHEIE 2 8 AR\,

- TREMLE ACL FSAFIERERO (1024-65535) EM B #REI AR EHRT SR E,

- BFRREM content-length Rk K FEBANEN, AFYESREREFRONET mEB,
- B#RR Lambda B3 , 7 H Lambda fRS 1EiE 8 N B 2 8% B M AL,

- MESEHREEESBARMNIER SSL BFER (108 ),

HTTP 505 : A #hxA

B E B[RS — DB HTTP RRAER, Hla, AREEREY T HTTP/1 &EH , BRI T
HTTP/2 &K,

HTTP 507 : =BT 2
EEM URL 3.
HTTP 561: &

EEEMNITSRMANURIERAFNSG , BERIEAFS SO | IdP BREHIRAE, EEF TR BEIRER
MxERERRD,

HTTP 562 : JWKS &R &K

AR AREEM JWKS ( JSON Web Z4A%E ) i RUKEIR I BB RV RL, AR Zh e R A IR A BI7E
200-299 SEEIA , BEWRFIAVRSBEITE, BRNEERNFHE TR

« 3F JSON #&=

- ERFEH

« JWKS BT

- HER JWKS B R K/TTRK

- NMABTIIENEER
To B R SR H IR R 1D 2R 4R

« RNPRPFRE 2K

HTTP 504 : M<iBaT 362
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BARERK HTTP $5i%

AR ERFERN HTTP WM BAREREIREF G , 245 HTTP #iR. BARERN HTTP fiRicR
f£ HTTPCode_Target_4XX_Count H HTTPCode_Target_5XX_Count $g#5H,

AWS Certificate Manager iE 4 7] F

RERF HTTPS 4T85 5 Application Load Balancer BE2& AT , AWS Certificate Manager &
ELEMREBZORIEEMEN, IREREIRPET THIER , MEHFREF Pending
Validation 7 , ERIRIEEFeEERA.

- MREHBEFEHIIE , EHSH (AWS Certificate Manager A8/ PRV E FERHRIE,
- WRFEAH DNS ®if , F5 % (AWS Certificate Manager /i 36/ F#Y DNS Kilf,

AXFFZITIRK

NARFARYERTIXIFZITHREL , 23F message/http HAERIRL, MREFRT ZTHRL , N
RAREFAEEESAEREARABRZHMNE SF/RF "

£ AR EHEERERE B Fray A&

MRENNARFARSERBERRBEIETRARE , WA UERARRIEERERTER BIRHFBRE
AMFERARBRINEE. BXESEE , BEH E5NAEFARSERTRLE,

RFEMERETRIE  SEAMAEEBRBE. MIABERT , SR TEFRS , HETRENRR
HERNMERER, ERTERBEREEURSRERENARFASSESRXEKNENBERAPHT
IE% B#%o

(® Note

MAERERERFAEETRERRFRLEPAEEARRNSTRARERENEIRE
B, RERN , B4MEREINRRTREFHFAEE.

BEHRASERSMNEMANERE BRNTER BAAWEE, XAUEPDBERME B R#RELZTR
RRE , ERABBEBRREIESTRARE, MREBRATNAEEFRERBEIESTRARE |, 1§
REBMANERE, EFEEHFASHAERMERFHITTHEREERHE,
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https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html
https://docs.aws.amazon.com/acm/latest/userguide/dns-validation.html
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BRSERESNEHRNER ID MHETRARERS. HERSTRATER , FERETRER
EAMRERBE, SENEFRABIZETRARERN , BRIEBGEEEEBENRR , HAIAEHRLE
THRARFRETH, EEFE—1EH ID AFEMENFHHAFREEFAEERE,

BESHE , SULERRNARFABSERTREN L AESHY PDF,
RIFEHXFREARBESETRARE , ARREXMERRKBRERSFEATHA !

. RIEH : HTTP WRIRICE

- RIEEHFREETHNRARFRESEEONARFASSERNZTRAREERRIEERE HTTP
e 2

- BE , BUNEFTNARFARSERNETRAREER |, UIEE B #r Liz{TH B AR F i

R o
- RIEE : ER#EmR
- RUISZNEHFRNNARFARSERABENZ2ANMLHEESIFIR (ACL ) RFELEESE,
- RIFBHREEERBHRARRZEZIRENAREFABOERNEE,
- BIEBHF LESTHEMNARFIRS.
- AMESNMNEFHNNARF AT EENARFABGERNETRARERN, BXESEE

152 ¥ Health check reason codes,

« If8EE : FailedHealthChecks
o BF B EETHEMANAREFIRE
- RIFBHRESEMIMETRRARERO LNRE,

@ fEH HTTPS fi¥rasast
FBALUERATRIREENRERE, ATEREENZLERERBEEEFANIIRE
2RBAEERN, WRENITAE :

 FIPS [F&F TLS KE&-/FimiEE A ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

- FIPS RBE-fRimIEREFE A ELBSecurityPolicy-TLS13-1-0-FIPS-2023-04
- JFEF TLS KHE-/FiwEREME A ELBSecurityPolicy-TLS13-1-0-PQ-2025-09
« TLS 1.3 BUR-BimiEEM# A ELBSecurityPolicy-TLS13-1-0-2021-06

- EIREEFERANFTEEM TLS K8 ELBSecurityPolicy-2016-08
EXEZEE , BSARERK,

ERFFREERPFEERES B RHIRE 364
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- RIUFENMRERBRZERBEEN EREXRHERSS[IELNESR,

« RIFERREXF —IHZSNMEENEFD , URNARFASRSERRERNATEL TLS £FH
il

Xt B ¥rE 1L R 1T i PR HERR
BXAKE | WSHE R (EER
RE iR

« HTTPCode_ELB_502_Count : AFHERESHE ERMNIKE TRBREN TCP RST,
« HTTPCode_ELB_504_Count : EZHBR A E R 28 , AFEERIRESKREBRIERE,

« HTTPCode_Target_5XX_Count : REEZHEVEZEMNKE TXBE BHRNAREFHN TCP
RST, (REBVGNARFEASRERERENAER, )

EEEXERA , FHRK

- BRENZSEREERA,
- REEEZRTHEEZET,
- BN ARFERETHERTREPEERN TARGET_CONTROL_DESTINATION_ADDRESS.,

BRSS R AI A 4SiR (HTTPCode_ELB_503_Count)

— 3 HTTP 503 SR EWRE X B 2B BARkZEW ALB HiER. %
TargetControlRequestRejectCount E#R{A TR 7T IXEMIELIER, %
TargetControlWorkQueuelLength E#rfFfEEHZIEEZNE, EfREFIA , FHER :

- BINERHE
« JFRE LM TARGET_CONTROL_MAX_CONCURRENCY ZE2i&ENE AE.

BITRAREH

- MREZETRRAKLEROS TARGET_CONTROL_DATA_ADDRESS #8[E , >k BALBHYIZ TR
EFRFBESIREBREZNERNARRF, IRETRIREXRK (BT HTTP 502 HER ) |, BZ
5 BB IR &R

Xf B AL Bt AT I PR HERR 365


https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-cloudwatch-metrics.html
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Application Load Balancer BJ B &

/Y AWS TK P XTI AWS BRSSERARIAEEN ( AR NRE ) o BRIFEZHHA , BN , BNMRHFR
XERER, SAILUEREMFE LR | BH M — EHRMTEE M.

E&EF Application Load Balancer WWELER , i§3TFF Service Quotas #Z#l 5. EESMERKT |, EF
AWS services , R fG1%$F Elastic Load Balancing. &1 A LAfE A describe-account-limits(AWS CLI)
& H B3 1T Elastic Load Balancing.

TEREEES , #2H (REEAALER) THEREERT. NEERE RSRA HHFT
F | RS MAUR IR,

ik

. AL

- Bird

 Rules

. EEER

C EH

o HTTP #r3k

C ABOERERSN

9 =R

188 AWS Ik ER LT ENAREF ARSE SRR E .

Name AMINE LIRS
HFNX1EH Application Load Balancer 50 =
BANNABRFARARSERMIERR (F2EHIN 25 =
)

& Application Load Balancer By {i¥r 252k 50 fis
S Application Load Balancer 8 MRIERBFrEZ 5 B

A E R 366


https://console.aws.amazon.com/servicequotas/home
https://docs.aws.amazon.com/cli/latest/reference/elbv2/describe-account-limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://console.aws.amazon.com/servicequotas/home/services/elasticloadbalancing/quotas/L-53DA6B97
https://console.aws.amazon.com/servicequotas/home/services/elasticloadbalancing/quotas/L-9365A611
https://console.aws.amazon.com/servicequotas/home/services/elasticloadbalancing/quotas/L-B6DF7632
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Name IAE CIRIE:

S Application Load Balancer # B #x4A % 100 B

S Application Load Balancer £ B #5231 1000 =
Bird

T E#HER T B4,

Name HIAE GIRGE:S
S XEH BFRAK 3,000 * £
BNMNXEENEIRARN B ( KA IP itk ) 1000 2
BNMXEZ B R4ER BARE ( Lambda BH# ) 1 B
B BRAR B9 ES 1 &

* IhELEN R Application Load Balancer 1 Network Load Balancer %,

Rules

BUTF ECEUE R TR,

Name ZRIAE EIRE:S
BN RARFASEEHSNANE ( FTIEEIAN 100 2
)

BN ZHE 5 B
AN Z A BB AT 6 B
ST o U AR R e 5 =
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https://console.aws.amazon.com/servicequotas/home/services/elasticloadbalancing/quotas/L-7E6692B2
https://console.aws.amazon.com/servicequotas/home/services/elasticloadbalancing/quotas/L-B22855CB
https://console.aws.amazon.com/servicequotas/home/services/elasticloadbalancing/quotas/L-A0D0B863
https://console.aws.amazon.com/servicequotas/home/services/elasticloadbalancing/quotas/L-7EED9B64
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EEFE

T ERSER TEEFMH#.

Name ZRIAE EIREE:
BN EEFER 20 2
BNAEYERERIEEXTER mTLS BMITEEsk 2 B
%O

Ut

LTEIERTIES , B4 & CAEBBHRMIEH BHEIR.

Name MINE QIRGE:
CAEH K/ 16 KB =
BMEEFMEE CAILEBE 25 £
BMEEFMEHN CAEBETAN 10000 2
RNIEBERE 4 B
BNMEREFHENBEEE 500,000 2
P 88 B 2R 3 R 50 MB &
BNMEREEFHENBHEIIR 30 2
TLS JHE X/ 64K )
HTTP #5k

HTTP Rk EHLLT AR

EERH 368


https://console.aws.amazon.com/servicequotas/home/services/elasticloadbalancing/quotas/L-A8F7060B
https://console.aws.amazon.com/servicequotas/home/services/elasticloadbalancing/quotas/L-43FE5A42
https://console.aws.amazon.com/servicequotas/home/services/elasticloadbalancing/quotas/L-F31E307C
https://console.aws.amazon.com/servicequotas/home/services/elasticloadbalancing/quotas/L-37E1617B
https://console.aws.amazon.com/servicequotas/home/services/elasticloadbalancing/quotas/L-332EE142
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Name IAE Al
BERAT 16K &
BAFRK 16K &
BN RIFR Sk 32 K &
BANERIFK 64K &

MEEERTER{

UTESFERTABEERETEEM (LCU ).

Name HKIAE EIREE:
BB AEFASEESNTE N AREF ARG ES 15000 =
BEF (LCUs)

BIMNXENTMENAEFASYEHRETEEN 0 £
(LCU)
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https://console.aws.amazon.com/servicequotas/home/services/elasticloadbalancing/quotas/L-8A66D0E6
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B AR A EER

Application Load Balancer #Y 3 #4771 $£ 12 %

T&RNA T Application Load Balancer #IAR 2N,

TE

i3 8] 5 R IR UE

iR

i8] B S ME S B SR 17 3 4R

R

HTTP #rk{Ek

L

LERRASIE AN T Xt S 819 2
WX# , MRIEEFRAR
£ service-to-service (S2S)
% (M2M) BERH# JSON

Web k2 machine-to-machine

(JWT)o

BERRAIE AN T X3 A Bk S T ER
MREEBE ERZBERE
HARAF URLs 2 A BRI X
o

FERLARAS 2 BT, 868 R RY 174
RREEHUR T ZXEE 2022
F8AZHERZEAA, &
BERRAA | AR R XEE s i
MR REE. HFER , DA
2 15 |8 i 1 48 SR B o

IE RS 18 00 52 548 X PR 7R T R
RIBH HTTP #R3k, Eibz
B, BEIhAEX R T I R AR AD
2XX F 3XXo

BERRAIE AN T X4 8 skt aR
REZK/DNBEBIXF

BEARASE AN T XS AR AL AE X
EENHBHRRFENRRHN
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