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FTARTRITERFE ?

FRIEZFHER—ARSMINBER I , F AT LA H E A X LIRSS M IR A B RN AR
HRAFERF B FRARTEAFEEL 2 FME, WE, NANBERG. SETEFHMEHHR
BEM , NEFEEMMIFERX (CI/CD) #HEX<#F. DevOps

FRIEEFHEBEUTRS

« AWS CodeCommit B —TE£EENRNBEFIRS , TIEENLE Git FE. B ERF#EE
£ AWS Cloud R T EMER A (03, RABM-HHXH ) . ENFREREFEENER
RRISHERNIE A EIEFK, SAUBINABHITERH BN EERKFHBHRADEE
M MELL 32 17 1 B P Y XD

« AWS CodeBuild 2—HZ£REENMHERS , IHFERE, T2l HMERTBRENN
#., CERETERATERARREESHMAIT SNHEREL R Apache Maven F Gradle S ET
B, G ER BENEIRE CodeBuild AFRESHWHEIE,

« AWS CodeDeploy2—ITE£XENIBERS , T BNHREIHBRTERS ( H120 Amazon
EC2 ) MBI At RSSES. AWS Lambda'® AI & B S RIEHE HFTIEE |, BRENAREFHEIREF
HIEN, , HECNARFNEH THE,

* AWS CodePipeline B —BUFSREMMFERNRS , TATER, THLMEIRTRAREAE
ML R, BARENBHELRTESENTEMERETERNEE. REEELNRATRERE K RER
BREZL , EEEHRE, WHANMIBBLENKBE,

AT RGIGE R T AR FT & T 2426 & R S TUARSS 4 & (£ A KRB B BT R Mo



https://docs.aws.amazon.com/codecommit/latest/userguide/
https://docs.aws.amazon.com/codebuild/latest/userguide/
https://docs.aws.amazon.com/codedeploy/latest/userguide/
https://docs.aws.amazon.com/codepipeline/latest/userguide/
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An Example CI/CD Pipeline in CodePipeline

Source Build Deploy Manual Production
Approval
Developers Changes Built code is Code is
commit | are built and automatically Developer automatically
changes tested in deployed to reviews and deployed to
to CodeBuild | staging server approves for »| public servers
CodeCommit build project with production in after approval
repository CodeDeploy CodePipeline
L i
S’ !
[y~ ] IVamal
Devé?pers Customers
Changes, Ideas,
Updates, <] Requests,
Fixes Bugs

EUHRGIH , FERAREFRRET —NEEE , CodeCommit H R ERFF ZFIMEFF &t
IR, tAEDIE—NIEBIE CodeBuild REEMNZERTE , AATHERENE
CodeDeploy MR MEF~HRER, ATEERFIEN , Bt T —/NEE CodePipeline k1
M CodeCommit FFEFRMNE R, WEXEEHRHZT TR , BRI EFNLH KRB EEN
RS ER. BRNRENEMEBORINEIEE , UEERMRZFLESITESNR |, fIERIARN IR, K
hWERXLENRE , AN RTEEER , MRFE , WFHHEELRA#ITE, CodePipeline
£33 0328 RO 4L A Y AR R B B A 7= 324

XRAR—MEETA , HANAERATFATIEEGSPRMEN —NH SRS KB ETF KRG, A
NETRSHITEEKFRENER, SNERTEEMFRNRSNFZER , BESHME=S
TEWAWS £, BXEZEE , BZHRUTER .

+ CodeCommit: 7= & Fl iR 55 5 5%

+ CodeBuild: CodeBuild 5 Jenkins — 2 F

+ CodeDeploy: = m#l RS ERK

+ CodePipeline: 7= G #l iR 55 £ X



https://docs.aws.amazon.com/codecommit/latest/userguide/integrations.html
https://docs.aws.amazon.com/codebuild/latest/userguide/jenkins-plugin.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/integrations.html
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MRERFTRITEZHEPREN —THZTRSWHAFT , RNBWEBLXARATER !

« CodeCommit Al’]

« Al CodeBuild , B2 B4R

« Al CodeDeploy , 4 #

« Al CodePipeline , BBk

TR TEEFI SRR
& TRBEIAQEL T

- FAEIERFIATEBANEEEEINAE , WA LFEAZINEEIT I AWS CodeBuild, AWS
CodeCommit AWS CodeDeploy, FHHZE#H AWS CodePipeline, IttIhaEE BT K API, Bl AWS
CodeStar @A, B LAERBAINGERIREQAFBHNEXRTFHE., WEWB, BENARFNE
EFNEIEREENEHNES, BREESNSTHRBAF THRIFMEE. W8, SBHEELLRE
MWEH | NEMMEBIREXIRER SNt EERREELER. BXRESEL , FSH T4L=2E
2,

- FRIERHATE—MNEERE , BUUERHZNET AWS BREE=ARABRERMAREFXEKE
¥, WINREEBE M APl , AWS CodeConnections. A LAMERIEEINESE = HIREHFEET BN
EE, HEERRSHM AWS RS —EFA. BXEZER , B LR EE?,

TA=EA ?

FrEIERFAETHNEANDER—NBAEESE , ATiTH AWS CodeBuild AWS CodeCommit,
AWS CodeDeploy #1 AWS CodePipeline I E#, ©H BZHWAPI, Bl AWS CodeStar @41, &7
DERABAThERREQAFBHAEXFHE, WENE, FENAEFNEEFNEIEREENS
HHES. BAEERARBAF, THEFEE, WE, BBREELRENSH , UEMITEBRIEX
e , Al EE N EIEL IR,

A] LA FH 08 AN 52 AR R LB 1R 4E 2
BRI L MERBAERCZNEEBAAN  UaAFEANERRHITHNEEER , 2%
« EFJZIME + CodeBuild ¥IZ R IhF L W,

BRFRAPE? 3


https://docs.aws.amazon.com/codecommit/latest/userguide/getting-started-cc.html
https://docs.aws.amazon.com/codebuild/latest/userguide/getting-started.html
https://docs.aws.amazon.com/codebuild/latest/userguide/concepts.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/getting-started-codedeploy.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/primary-components.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/getting-started-codepipeline.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/concepts.html

AR TARHE A5
« CodeDeploy i F#2 FF H #Y 308 B Th 7 25 Ko
« ¥ CodeCommit i FEH QIR MEFHAEER , SEXNIRBHER,

s FHHERBMEBIEREIZTIT. CodePipeline

BRI LR EBEA , UETAIH AITE T Amazon SNS =B A B F R4 b, S85E 7] SO L ThRE
AWS Chatbot £/ , H B %11%3% 3 Slack B8, Microsoft Teams &&= Amazon Chime Ml X ZE,

BANITHERERMFL?

HENZHFWER (HlmEdEE, WEDE,. NARFREE ) BEBANMNE , BAMELL1E—
Amazon EventBridge NSRS IEERIEENSEMH, BREMEXSH , BAANSFEHNLIZEIEERN
ZHN K B AREY Amazon SNS £/, XEBHRMITHESWBIBRXLEEAHMNBEL,

WA FF R fE AR @ A ?

B aEREH | F B REN —ESHAER :

. TREMNES.
. REBFF 4 RB AR EN AR,
o FFRAGEFR SRR 2 — SBAHU SRR B — OB A,

BABLE
WMRETHEBZHAE , WAAERMIRENERAEN. ATREABHNNE THN— L8,
£l
- BA
- BAHN
* Events
- FHEERE
* Targets
- JBAA AWS CodeStar B4l
- FRENBHANNEYS
- WETBNBAANBEH
- ERB R AR L HE BN E4

BHNTERERMAA? 4


https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html

FETAREA il
- EENBAANBNEH

EA

BAHMR-FEE , HHESBAXENFRAAEANTRPARESHNER. EALRERA , U
SRR (HIMHETE., FE. SENARFREE ) WA REEIZNEAAN , ElExEE
ENSEHFRER B FERf.

fYiEE AWS CodeCommit AIABRFEALERSTEAFSHER , SINE RAMN B FH it

iit, CodeCommit X FHAFERE , XEREREEIEMT IAM A€, FHIGHERRE () b AWS
Security Token Service Bk & A P RHMBZHNBEXNEH. AWS STSEW AILUFIRES IAM B P REk,
CodeCommit IR FEX L RLdisplayName , MemailAddressEBAARHP I ENNE, BXE
ZEER , BFZATNERFRLRMHEM T HEE CodeCommit,

/A Important
BHEEBETHENER  AIORERS, BBRES. EFERNABTNEEM]E &
ANINETThEERY , BANB AR ER, ENREHRETEK  BNEHREFTEFLMANM
Amazon SNS X HENBIR. BXEZEE , H2H THBANETNZ £,

i A
BRHMNZECIRN—H AWS HR , ATEEBAINZENBENER. TEX

- BIEBHNEY, XEFGETEERNSENH  BETRRRE, XBENRRREGTERESLE
RIE AWS CodeBuild, EF BB AEF AWS CodeDeploy, # AEEBEMAPRIZHE AWS
CodeCommit, AWS CodePipeline

- FEAREFNEIR, EHKRZSTUN—NMBEHAMEE 10 B4R

BHAMAMGEEMNRTENMIRTE., BBENAEF. EENFHE. BAANBRERAFELNR TS
o, AW SERRBF (ARNs), HHMERFEAENE— AWS XEIZBAMN, Flm , WREE
XERE (BB ) KEFHWERE  WELREXERE (#BXB ) XEFIZERBHAN,

RSN RIFREX 10 ZEBEHMM,

i
&=
bl
W
[6)]


https://docs.aws.amazon.com/codecommit/latest/userguide/security-iam.html#security_iam_service-with-iam-tags
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Events

S REEANER EARSER. SMERBESHRENIIR , EUMRRITER, &
RFELREBIMAMNS , JUBEESHROEIBANSES, fim, IREEFNCERETEH

CodeCommit , # EANEER UK 5 X MIREHMER T EOIE , NEHZFEEFHNA S IBAEGE

R, 2% Git FrER , BARIEBEH,

HHERRE

BIEBHANE , BALLERBHAPIENFACERFIRIFAHEELR
)) o Full () KE (BN ) EEATIETATEHNFMEEE , LHERSHXNBESHREMHN
{EM1B58 (5 8, Basic (BEX) RENTETHAEENFE,

TRIHATATRESHRENEREE , AR FAERREZANER,

i

CodeCommit

CodeCommit

CodePipeline

CodePipeline

=
% TFRRMER
% FHEHERER

E IR EFER

FEFHLE

BRERITRK
EENITAK
B BT R K

Full (%) 25

FESEHEAEEN
ERNAE , 27 E
AEEFERER,
Tk BREERFTKSE
BT S MAEBT,

MEGERP S B RS
XHEXNABSEHE
WSS AR, 18
SRS BRAY ST B

FIEEHEMERT
BEMEBE (MRS
BE). BaEaE
EREERELLE
AU BEEE,

RN AR S4F4A
EENEREENA
Bo

( Full (%) 5 Basic (&

Basic (&) 73

ERHAE, 175,
RBITRAEDERE
Ao

RABRTHEFERIR
DRERBEHM, &
cR S BR ST 449 324
I RFIFMESR

RE B E B
#,

RBHIREEREAR,

-
=
=
W
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Targets

Bir EMNEHAARNBYOEANWVLE, ATFHNEREEIT D% SNS FEMA Slack 5 Microsoft
Teams SEE B AWS BIXHBEAZT K. iTEBRNERAAFSHSBREIEXREEBAANFIEE
HEHHEA,

MREET KBAWEZSTE , TAFHEBEENM AWS BIXVBZAZBENER , MEFENLET
Amazon Chime I XE, ARG , B LLERE iZ AWS BIXHLBAZ A iREER Amazon SNS 84k
REHANANBE IR, BXEZEER |, 558 HEXS AWS Chatbot ] Amazon Chime &

MREEFRER AWS BIRVB[BAZTFIHERN B , MAMSETE Ch AWS atbot H B 1ZE F ik,
LHIREE AWS BIRHEEAE P Im/ER B RAMAN Y B AReT |, FH1Z AWS BIRHLEAE P imEE —
Amazon SNS £ , Hh 8B L EE Slack 5 Microsoft Teams SUBFFENFI BRI, BTE
REPRHBZA AWS B P indl EEAIEH Amazon SNS &,

AR RAESEBAMNATIES |, 8122 Amazon SNS TBERN B#R (H#E ) . BHANREEELN
MMM FRE— AWS XA Amazon SNS =8 , BXAAEAMENRKENEHRTRE, £ATHE
FrEY Amazon SNS EBAMM T EH AWS K, B4R SEAMAN M7 HLUZMANE AWS &
B FE— AWS X,

Bl , MREEEERD (BXB ) XEPRIFEEQANZBAZN , M Amazon SNS FER 1 AHHIFHE
FiZzXiEF, MRELNBBHANKZTEDPEIE—/ Amazon SNS =& , MlaFRAATFHEHETE
ZETMENRBEREEZET,. XEEABRNBAANNRESZ. NREEFEASEENER
RFHONE—NER , XTEAFBERBEANZEAMENNEREEZEE, EXEZER , BEH
fil E 38 18 Amazon SNS F &,

(® Note

MREFEAIE Amazon SNS TEMAZRIEMER , i51E Targets (BHF) FEFEHE ARN,
FHAETBVEEELINHRER , HEITHAEIRRNIEATEFTEXRENEENAF,
IR Amazon SNS F& 27 2019 F 11 A 5 HZ 8 AT CodeCommit BEIFY E& , Mi%
FEFITE—WM AT CodeCommit IR X HHWBR , ZHXBEI SN NREBHFAEN AWS
CodeStar IFERE, BN ERAXETT, MREFANZERVENER , VKT E2E/1
AWS CodeStar BHIKEE/ , EATURMFIENBHKE, BXESER , FSHAEREEAN
Amazon SNS £FH 7 RBHANBHMEZ M,

i
&=
bl
W
-
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BEHIF] AWS CodeStar &4l

RRBHNREFAEAEIERFH SN —IIEE , (EEEB2H API, Bl AWS CodeStar BHl, ©iEEEB
o AWS BIREE (BHAN ) . NXEMEH. BHNHANMBEH4FIERKE AWS CloudTrailF, AT
B IAM KRE R FSIELE API 21E,

TrfE FE RV EHA N By S

K3 Events =% IDs
Wie et codecommit-repository-

R comments-on-commits

VBB SR ES
codecommit-repository-
comments-on-pull-reques
ts

CEie RBEEX codecommit-repository-
. - approvals-status-change
[

AN E )
codecommit-repository-
approvals-rule-override

PIERIE K B E 5 ] codecommit-repository-

e pull-request-created

IRIGAE

- codecommit-repository-
REEEX pull-request-source-upd
243 ated

codecommit-repository-
pull-request-status-cha
nged

codecommit-repository-
pull-request-merged

i
&=
bl
W
(o]
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K3 Events =% IDs
pal- 1L 7 B 2 A ] codecommit-repository-
branches-and-tags-creat
B ")
EEH

codecommit-repository-
branches-and-tags-delet
ed
codecommit-repository-
branches-and-tags-updat

ed
FIER T B /Y8 FA N B S 4
K5l Events =4 IDs
FIEIRAS KW codebuild-project-build-sta
X te-failed

FXZh
o codebuild-project-build-sta
BATH

te-succeeded

Stopped ( EffLL ) codebuild-project-build-sta

te-in-progress

codebuild-project-build-sta
te-stopped

IR/ ER Failure codebuild-project-build-pha
se-failure
FXZh
codebuild-project-build-pha
se-success
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B E N AR L RYE M NS4

]| Events

BmE KM
2821
=Y=F~

BB E AN N EHF

el Events

BRAEMAT 5801
KW
EBUH

=Y=4~

B BT =Y=4~
R
EiRE
EBUHE

EXWK

=1 IDs

codedeploy-application-depl
oyment-failed

codedeploy-application-depl
oyment-succeeded
codedeploy-application-depl
oyment-started

=4 IDs

codepipeline-pipeline-actio
n-execution-succeeded

codepipeline-pipeline-actio
n-execution-failed

codepipeline-pipeline-actio
n-execution-canceled

codepipeline-pipeline-actio
n-execution-started

codepipeline-pipeline-stage
-execution-started

codepipeline-pipeline-stage
-execution-succeeded

codepipeline-pipeline-stage
-execution-resumed

-
=
=
W
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K7l Events
EERIT KW
2BUH
=y =F7]
B2ikE
FX 3
Superseded
FawHt KM
FX 3
%

=4 IDs

codepipeline-pipeline-stage
-execution-canceled

codepipeline-pipeline-stage
-execution-failed

codepipeline-pipeline-pipel
ine-execution-failed

codepipeline-pipeline-pipel
ine-execution-canceled

codepipeline-pipeline-pipel
ine-execution-started

codepipeline-pipeline-pipel
ine-execution-resumed

codepipeline-pipeline-pipel
ine-execution-succeeded

codepipeline-pipeline-pipel
ine-execution-superseded

codepipeline-pipeline-manua
l-approval-failed

codepipeline-pipeline-manua
l-approval-needed
codepipeline-pipeline-manua
1-approval-succeeded

MREFE T AWS CodeBuild, AWS CodeCommit AWS CodeDeploy,
& AWS CodePipeline BB T M IAM AR RACNIEE XK , NEEE
EXRBEHNACNNRRESEE AL EBAFENNR, flun, ENA

<&
mfl
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AWSCodeBuildAdminAccess, AWSCodeCommitFullAccess. AWSCodeDeployFullAccess =%
AWSCodePipeline_FullAccess B ERBHWAFEENBHNN T2 EEHENRE,

BREERIKBENNESEER , F5H ET SO ERK,

MREFEP—NRBYUATEN IAM AFHAER , HEETH CodeBuildidETIE CodeCommit,
HEYFHEE CodeDeploy, HHVERER ARFRHHIEE CodePipeline , BBASER AT LAOIEE —NE
HAN T, SEFFIRERBEH, MRERXBEMY , FSEAUTER

« CodeBuild: Al"] CodeBuild

« CodeCommit: A|'] CodeCommit

« CodeDeploy : #i2

« CodePipeline: A7l CodePipeline

MREEACERE IAM AR, ARAENBANEENR , FREATEFHLERITRE , URE
155 FH AR 35 i SR Y AR BR A 3 R

MREXBHEA LB GIZA Amazon SNS =& , MARTIABHGIEEE , N 4JUBENA LW
FMEH KM E Amazon SNS EBAYREE , KR ZEZEE N AEBHANE B ARo

@ Note

ERITUTER  BXAERAEEEENRNKFER, BXEZEE | BSHCIELRNE —
NIAM BEGRAP A,

&

o BIE N A X B A EE IR K R

- BEBAA Amazon SNS &

- NAFITEYEN B#58 Amazon SNS E &

B2 H BLA £ X4 B A6y B E 15 ] 1Y SR B

RO LVBEEER IAM AR EZRERENGRZE R H 2B MRS MRS ( AWS CodeBuild
AWS CodeCommit, AWS CodeDeploy, = AWS CodePipeline ) WA ®REEEH, EtalLlalE
BEMERBANENATRARSA.

®wE 12


https://docs.aws.amazon.com/codebuild/latest/userguide/getting-started.html
https://docs.aws.amazon.com/codecommit/latest/userguide/getting-started-cc.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/tutorials.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/getting-started-codepipeline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html

FRIEEZEE RAriEmE

LTERHA T NAEEESEEEHMNARM IAM AFPHRERERN IAM A, MREFEIREA , WA
LUt RBREEZEN AT IAM AFRFSAFATUARARN IAM A€, BuaLUFREERKEA T CodeBuild
CodeCommit, CodeDeploy CodePipeline, =% , HH/aiERHE 3 B&SE B XT38 &0 Th 88 Y 48 1 38 B 17 8] X
PR o

FNFTEMRE , WAL ZF (520 AWSCodeStarNotificationsFullAccess ) Mm%
iR, ZERTEHBRICEREMAIR (0 This policy provides full access to AWS
CodeStar Notifications.)

£/ JSON 2R HEJm 48 25 O 2 SR e

1. BFRAWS EEEHE A HITH IAM #2H& , Wik R https:/console.aws.amazon.com/iam/,
2. EEMMNSMERTR , EFRE,

MRXREEERERE , WERIEHRLEXNREAE. EEFTHRER,
3. HEREMINE , EFOIRKE,
4. HERMEYRIEIRID , %EF JSON LT
5 WALLT JSON ZHEEIH :

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AWSCodeStarNotificationsFullAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DeleteNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:ListNotificationRules",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe",
"codestar-notifications:DeleteTarget",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
"codestar-notifications:TagResource",
"codestar-notifications:UntagResource"

1,

"Resource": "*"

<&
mf
o


https://console.aws.amazon.com/iam/

FRIEEZEE RAriEmE

]
}

6. ﬁ?¥-|:_$o

® Note

&R LARE R AT ALME A JSON 4mEBRRIAT R 2 A E]#, TN , MREHTEXHETMR
LRBRTERET—F | IAM AR FRERBEESH N ATH L RERRETRIL. BXE
ZER , BZH (IAM AFiERE) PRIAZRES M.

7. BEEFAUERREL , WEECENREEHARBEMANER (L ) . EFLRIEPE AR
[RAEE KRR THNR,

8. EEBIERMARENKE,

Bl E @ AR Amazon SNS =&

BEBEAZEENAEEEEEANANET6IZE Amazon SNS £8, WRIA Amazon SNS EFH
BUTER  NuERZER :

- ENRIEAIXEEE AWS X N HAZBAMANNRR (EXTE, HENAEF. FRERE
8 ) ME,

« £ 2019 £ 11 A 5 H CodeCommit 28] , EMAXAFREBH, MRBLXFEHZEE , eNHEIER

BT ZIENRIRER, BLLAREALREE  EEEFMMEZIEHVEENEMEKR, NMRE
2019 F 11 B 5 AZRIMMARARNBHNEE T — N ZNFEMEE , WM ERIE KRIZIED,

- BE—IWBER , 1 AWS CodeStar BHIEZEB X HmEH,

Eti@ Amazon SNS B LLFHYE AWS CodeStar & F@ AN K B +r

1. BFX AWS EBEHES HTE v3/home EFTFII S SNS #H &, https:/
console.aws.amazon.com/sns/

2. HESMES , KRER Topics (£B). EREMNETM Edit (REE).
3. RBJF Access policy (G RIZKER) , RF1EEF Advanced (B4).

B o

i

4. 7T£ JSON JmEESRH , MRBEPRMUTED. SFEEB ARN, AWS X, AWS K/ ID MER

&
o


https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_policies.html#troubleshoot_viseditor-restructure
https://console.aws.amazon.com/sns/v3/home
https://console.aws.amazon.com/sns/v3/home
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"Sid": "AwWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"
]
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-2:123456789012
MyTopicForNotificationRules"

}

ZRMIBANESUTRAERLL

"Version": "2008-10-17",
"Id": "__default_policy_ID",
"Statement": [

{

"Sid": "__default_statement_ID",

"Effect": "Allow",

"Principal": {

"AWS™ . "M

},

"Action": [
"SNS:GetTopicAttributes",
"SNS:SetTopicAttributes",
"SNS:AddPermission",
"SNS:RemovePermission",
"SNS:DeleteTopic",
"SNS:Subscribe",
"SNS:ListSubscriptionsByTopic",
"SNS:Publish"

1,

"Resource": "arn:aws:sns:us-east-2:123456789012

MyTopicForNotificationRules",

"Condition": {

"StringEquals": {
"AWS:SourceOwner": "123456789012"

},

:codestar-notifications-

:codestar-notifications-

<&
mf
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"Sid": "AwWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"

]
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-
MyTopicForNotificationRules"
}
]

5. ERRFER.

6. MEEEMHEH AWS KMSHIZEH Amazon SNS FB A FEEH , ESFE £ B R BE BRI TE
AR B AEMHIRAWS CodeStar (BA ) MMBEBMZBHFREM. AWS KMS keyff AWS [XiF
( A BIH R us-east-2 ) B NEHR AWS XiF NIV E.,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "codestar-notifications.amazonaws.com"
}I
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "sns.us-east-2.amazonaws.com"

<&
mf
>
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BXEZELR , 559 AWS Key Management Service FF X A R IgE P EASINZME T AWS
KMSTE A SR &

NEAFITRE%ERN B ¥ Amazon SNS &

AP ARETEER BN B FRH Amazon SNS =8 |, RETREEYEAN, MRAFAETEF
BB et B ATITEE , MIAMERBERA 2B BIAEITE, E[[O Slack &, Microsoft Teams BEE
Amazon Chime I XERWRAFPAXBH |, FSAEEEEF AWS Chatbot Z AR E K.

RNAFITEATEZFE Amazon SNS £&

1. EFK AWS BIERE|A H1E v3/home EITFH I T SNS #2H|A . https:/
console.aws.amazon.com/sns/

2. HESMESF , & Topics (&) , AREERENAFITHNER,
3. ‘TR , EHERITEH,

4, TEPNH , EBRBFEMH, 7 Endpoint (RigTTR) &, AR FaR4 st | R/F%R Create
subscription (81217 ),

Tt %6 158 F &8 Al

TFRERABHNNRRETERELHNYRTE. BENAERF. EERFREZ— LREBHAN,

(@ Note

BEXRCIEBHANE , EHNKSRLZRSERAR, BXEZER  FSH I AWS
CodeStar BAIfE A RS HEX AR

ES}

< RREH

o NI E S EE AN
- NHETE 2B AN

- REENAREFIEBEAAN

e ERBA 17


https://docs.aws.amazon.com/kms/latest/developerguide/sns-server-side-encryption.html#sns-what-permissions-for-sse
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html
https://console.aws.amazon.com/sns/v3/home
https://console.aws.amazon.com/sns/v3/home
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- AEESIEZBEHAN

FRFM

B EE PSR, EEEEG AR R,
. EPHIRIETE CodeBuldSEAMAETH

. HEBRARFRERNEHREN AR,

« FEFB|EEE CodePipelineREAMEEE,
- Bl AWS CodeCommitfZ & ESREHME1ZMHE,

N el 2 @AM

A GZBAAN  LEEBEXNEREENEFEESHNEA, UTIRERWAEENMEEFS
HLEREBHAN, XESRIERIREN AWS KFFEE T FREENER TREN.

/A Important

MREAE 2019 F 11 A 5 A CodeCommit ZHEE TEA , WA FXLEAA Amazon SNS
FEFIE—WMAYF CodeCommit AIEHEZHHKEE , ZXBIENNRSEHAERN AWS
CodeStar IFERE, BN ERAXEETH, MREFANZERVENER VKT EE/1
AWS CodeStar BRI , B ATURIFIENBEANRE, BXEZEE , BZHEEEAN
Amazon SNS £FM 7T RBHNNBMEZ LM,

1. 3TFF CodeCommit #Z#|& , Wit A https://console.aws.amazon.com/codecommit/o
2. MIIRAPEFE-—NFEEHFREITH,

3. #%$F Notify (BZ%1) , AA/Fi%£$F Create notification rule (BIZBHFN), &4 0] LR %ESF Settings
(%i&). Notifications (#EZX0) F Create notification rule (£1Z2& &F M),

4. 1£ Notification name ( BHEH ) & , WA B R,

5. WMREIBIEFEHF EventBridge BERMEL Amazon WEER |, B “FERE iR “BEX,
MR BB TIERELS Amazon BI{E B EventBridge LA R AT gE I AR RS SE M E BB IRHME
B, mkEE xR,

BXEZER  FEH THEARNBENZ 2,

FrIAfE & A 18


https://docs.aws.amazon.com/codebuild/latest/userguide/create-project.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/applications-create.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/pipelines-create.html
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-create-repository.html
https://console.aws.amazon.com/codecommit/
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6.

10.
11.

£ Events that trigger notifications (ft & B H#KIE4) F# Branches and tags (7 X FFE) T , &
% Created (B 8I12),

£ Targets ( B#r ) # , 4% Create SNS topic ( €12 SNS & ) ,

® Note

SEEZBEAMNN L ERIRERN , HEA Y CodeCommit [61% EBA 1 S48
KW, fEMANBHAN I AY A BT HRET 5 Z 5 KA X I 17 B 19 38 FI Y AR LE
AP,

£ codestar-notifications- BIZX/GH , WA ETBNEF , ARFIEE Submit (X ) .

® Note

MREFEAINE Amazon SNS B M A ZIEFER , E7E Targets (BHF) PEFH
ARN, HHRTBEEEHNHEXRE , HEITHENIRNEEAFEFTEXRRENER
WHAFF. MR Amazon SNS B R 2019 F 11 A 5 HZ 8 AT CodeCommit BEIH £
B, MZEBFHEE—TAY CodeCommit BIEAZFWER , ZXRBETSHNREBEAFR
=M AWS CodeStar IXRTE, BINFFERAXLEEH, MREFEH N ZER I EHRE
NBRT EBH AWS CodeStar BAHKEE/ , BATRMATENBHRE, BEXEZER
HFSREEE N Amazon SNS B M 7T EBHAANEMNEZ &M,

1EF Submit (12X) , RAREFBEHAN,

LURRY &8, F BB 4F e 1E 1T B 48 M 622 B9 Amazon SNS =8, BEXxEZEE , H3@ WAFITEAT
BHIMY Amazon SNS £ &,

SMEENEFHEEANRERED BB D
tES XA, BHANSAMEERITHERZEAN K HhE2BXEHNER

AT E 628 AN

BRSLEIEBAHAN , LREARNEFEEBZNHETNE EA4NEH, UATHIRERMMAEENMIE
NEEALREBHAN, XESRBERREN AWS KAHPEE THETBENR THREN,

1.
2.

$TFF CodeBuild #&lA& , Rt} https://console.aws.amazon.com/codebuild/o
MR PEFEITB HFEITH,

FrIAfE & A 19


https://console.aws.amazon.com/codebuild/

FATRBHA FAFi5m

3. i&#E Notify (BH) , ARA/Fi%# Create notification rule (BIZ@EEHMN), FEthATLLERE Settings (1%
iE) , ARG Create notification rule (BIZEZIHN),

4. 7Z Notification name ( BHEH ) #F , W AFUH BT

MREIBEBE D EventBridge BEIRMLE Amazon BEE | BE “FHERE hikF ‘B,
M RIEAE IR EL Amazon BIE R EventBridge AR AJRE R RIRS R BN EERIBEHME
B, FER =E,

BXEZER BN THRBAABTNZ M,

6. 7E Events that trigger notifications (ft & & HK E#) HEY Build phase (FIEMER) T , &
Success (B Zh).

7. 1E Targets ( B#r ) F , #%4% Create SNS topic ( #12 SNS =& ) ,

® Note

SEEEBEANN NIRRT CIRZERN , HEA R CodeBuild Mi%EBAHEHHIEK
B&o 2 EAMN IR/ =B A B T HAREST I ERWA X LRI E /Y8 A BRL
AP,

£ codestar-notifications- BI4X/GEH , A EBH AR , RFERE Submit (BXR).

(® Note

MREEFEAIE Amazon SNS FTBM A2 RIEFH EH |, 1B Targets (BH5) FIEFEH
ARN, FHRFBEEELNHRRE  HEITHEIRNETEATFEFTEXRRENER
BAF, R Amazon SNS EBRE 2019 F 11 A 5 H2 81 AT CodeCommit iBHI £
B NZEBFIE—TMAYF CodeCommit AIREZMHBER , ZRKI SRS EHFT
M AWS CodeStar IXRFE, BINFFERAXLEFH, MREFEHNZER QI ENFEE
NERT EBHK AWS CodeStar BAHIKEES | BATURMFTENBAEK, BXEZER
BSREEEHH Amazon SNS B M T EBHNRNEMNEZ 24,

1EF Submit (1BXR) , RAREFBHHN,

LURRY B8 F BB 4 s 3E 1T B8N 022 /Y Amazon SNS =8, BXxEZEE |, BHSR@ WAFITERAT
BHIRY Amazon SNS £ &,

10. SMEEHNMERT B F T IRHE,
M. ERIZREEMNKRzE , BAANREAMEEETRAELZEA  HEhE82BXZEHNER.

FrIAfE & A 20
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HEENAEF I ZEAHNN

BA S OIEBAAN , MREEXANZIEEENFENARFESHNEH, UATHSREROAEEAN
WETBESHLREBAMAN, TREXLESEN , RRESE AWS KFHRE—NERAER.
1. FTFF CodeDeploy ##l& , Mt A https://console.aws.amazon.com/codedeploy/.

2. MIRPEFE-—IPNARFHFREITH,

3. & Notify (BH) , AR/F%E#R Create notification rule (BIZBEHMN)), Et A LLERF Settings (1%
iB) , RG] Create notification rule (BI1Z2& ZIHN)),

4. 7E Notification name ( BHEH ) #F , WA B

5. WMREIBIEFEHF EventBridge BERMEL Amazon WEER |, B “FERE iR “BEX,
MR B8 TIERELA Amazon HI{E B EventBridge AR Al gE I AR ARS 5B M E BB IR HME
B, kR xE,

BREZER , FEH THBEAABRNZE M,

6. 1E Events that trigger notifications (& &EHKYEH) F Y Deployment (&) T , &#F
Succeeded (2 ).

7. 1E Targets ( B#5 ) A, #%4% Create SNS topic ( #2 SNS £& ) ,

(® Note

HEEZBEANN IR CIRERN , HEA R CodeDeploy @iZEB R EHR
Kb, ERANBHANCIZNETFHTHAREMITHERZREXEBENAEFEAN
RYABEL A o

£ codestar-notifications- BI4X/GEH , A EBH AR , RFERE Submit (1BXR).

(® Note

MREFERIAE Amazon SNS TEMF 2 OIEF EE , {51 Targets (B45) PR HE
ARN, FHRFBEEELNHRXE  HEITHEIRNTEATFEFTEXRRRNER
AP, R Amazon SNS EFRZ1E 2019 F 11 A 5 H2 8l AT CodeCommit BHIKY £
B, MZETFEBE—TAGF CodeCommit BIEEZAWER , ZRBITSHNRSBEAFRT
FH AWS CodeStar RRFE . BUAFAEAXLETE, MRECANZEROIZHRE
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https://console.aws.amazon.com/codedeploy/
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MERT 28K AWS CodeStar BHIKIEI |, EXBRMAAENBAKME, BXESZER
ES B BEAN Amazon SNS FAM T HRBAABNLR 4.

8. I&#F Submit (IBX) , AREFBAMAN,

9. LAUZRA L F B4Rt ubiT BN 612K Amazon SNS X8, BEXEZEER , B3 AAFTHAT
JBAHE Amazon SNS £/,

10. SMEIFBNARFHABIHE.

1. BERE , BEAANAMEEBITAERNZEMN  HHIEEXEHNEER.

NEE OB AH N

BANGEBAMN  LEAEEXNEFEEENEENSHNEHN, UATIRETNAELENEES
frEREBHAN, XESRRERREN AWS KA HEE TEENER THREN,

1.
2.
3.

$TFF CodePipeline #&l& , Mk F https://console.aws.amazon.com/codepipeline/,
MIRFIEFRE—NEEBHFHITF,

%32 Notify (BA) , A/F%E$F Create notification rule (BIZBEHHN), &0 LLERE Settings (1%
iB) , ARG Create notification rule (BIZ&ZHN)),

£ Notification name ( BHIBFF ) B , W AMN K A FFro

MR EAEEFHF EventBridge 22124 Amazon ISR | BE “IFIHRE kR “EHXK,
MR BB TIERELS Amazon BI{E B EventBridge MR AT sE AR IRS BB M E BB IRHME
B, AR xR,

BXEZER  FEH THEARNENZ &M,

£ Events that trigger notifications (A& B HKIE4) HHY Action execution (IBIERIT) T , &#HF
Started (EFF 1),

£ Targets ( B#r ) #F , #%£4% Create SNS topic ( €12 SNS & ) ,

(® Note

HEEEBAMN L EHIZERN , FHEA Y CodePipeline [@1ZEBA 1 E4HHY
KRB, fERANBRAN I ERA B THAREMIT FHERERA X I E B/ B Y AR L
P

£ codestar-notifications- BIZR/5H , WA ETBW BT , RE1EE Submit (X ) .

FrIAfE & A 22


https://console.aws.amazon.com/codepipeline/
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® Note

MREFEAIE Amazon SNS R A2 IEFER , E7E Targets (BHF) PEFH
ARN, HFHRFBEEEHNHEXRE , HEITHEIRNEEATFEFTEXRRENER
WHAFF. MR Amazon SNS B R 2019 F 11 A 5 H2Z 8 AT CodeCommit BEIH £
B, MiZEBFHEE—TAY CodeCommit BIEAZFWERK , ZXRBETSHNRSBEAFR
=M AWS CodeStar INRTE, BINFFERAXLETH, MREFEHNZEKCIEHRE
NIBRT EBH AWS CodeStar BAHKEE/ , BATRMATENBHRE, EXEZER
BFSREEE N Amazon SNS B M 7T EBANEMNEZ £,

8. 1&#F Submit (X)), RAEEFBHMAN,

9. LUER B FER4ubiT FENI6IZER Amazon SNS =8, BXEZEE | FSW WAFLITEAT
BHIMY Amazon SNS £ &,

10. SMELHEE , REEERHEN,
1. BRETHRN  BAAN<EAAMEERITHAEREZBA , ERESBXEHNER.

{£ @AM N

BARNALAREFEAFBEREXRMBESHNERN , FEERZRUXL BN B IR, BUES
I S SNS 24 Slack 3% Microsoft Teams STUEELE Y AWS Chatbot & F i B @ A 7 KX @A,
MRERYT KBHNYWEETE , TUAFHEEBBEANM AWS BIRVEFAZBNER , UENBANLEE
Amazon Chime lIXZE, BXEZEE , FZ W Targets M FE A S AWS Chatbot Al Amazon Chime
£

fER BN 23
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Create notification rule

Motification rules set up a subscription to events that happen with your resources. When these events occur, you will receive
notifications sent to the targets you designate. You can manage your notification preferences in Settings. info

Notification rule settings

Motification name

MyNotificationRuleForPullRequests|

Detail type
Choose the level of detail you want in notifications. Learn more about notifications and security [4
O Full Basic
Includes any supplemental information about events Includes only information provided in resource events.

provided by the resource or the notifications feature.

Events that trigger notifications Select none I | Select all
Comments Approvals Pull request Branches and tags
On commits Status changed Source updated Created
On pull Rule override Created Deleted
requests Status changed Updated
Merged
Targets

Choose a target type for the notification rule. SNS topics can be created specifically for use with the notification rule, or
existing topics can be modified for use with notifications. AWS Chatbot clients for Slack integration must be created
before you can choose them as a target type. Learn more [4

BRI AT R & TEEE A5 AWS CLI KREeIZEMEEEHAN
F&
- SIEBAAN

155 FR 38 EN AL U 24



FRTAEHA A 457
- ERBHIHAN

« REBHHAN

- ABEHAANERRERBEA

o T BR3E A

B 2238 ZNHL )
BRI LAMERTF A E T E#EFIAE AWS CLI REIZEMMN, S ECIERNNNEES , glE—1
Amazon SNS BB EBENM NG B i5. MMREAEEH AWS Chatbot B BIERN B R , MAA %

BIBZEF , RETELUIEMAN., BEXEZER , BSH 7 Slack SERE AWS Bl XALBEAZ

Ll
Imo

BIEBHMN (2H 5 )

1. fEhttps://console.aws.amazon.com/codesuite/iZ B/ AWS BHHITHF A& T ERFIA,
2. FASHMESMENZER.

« XF CodeBuild , %&#F ‘MW" , %&F “ERME" , AFERERTE,
« X¥F CodeCommit , IEFIR , ERIFEFMEE , AR EEREREE.
« XF CodeDeploy , EERENARERF , REEFE—IMNAER.
« X¥F CodePipeline , E&F “E&" , &E “E8" , RAREREEE,

3. ERRITEL , % Notify (BHI) , RE1E$E Create notification rule (R|ZBHFN), &t AT LLE%
BB IRH Settings (IR EB) TUH , ¥ % Notifications (A1) = Notification rules (BHIFLN) , REiE
$# Create notification rule (8Z2& M N).

4. 7E Notification name (BHIEH ) F , WAV B,

5. WMREIBIEFEHF EventBridge BERMEL Amazon HWEER |, B “FERE iR “BEX,
MR BB TIERELA Amazon BI{E B EventBridge MR AT gE AR IRS 5B M E BB IRHME
B, mkE TR,

BREZER , FEH THBEAABRNZE M,

6. 7E Events that trigger notifications ( f@ X BHNWEH ) P , RBENHKXZBHANESH. BXER
WEHERE  BFSHRUATHEA :

« CodeBuild: #3211 B #Yi8 H# N § E4
« CodeCommit: 77 fi& = BV 38 FIA U B9 =4
« CodeDeploy: &% N A F L /Y@ A NS4

fER BN 25


https://console.aws.amazon.com/codesuite/settings/notifications/
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« CodePipeline: & Y8 XM N F =4
7. EBREREH, AT TIREZ—

- MRZEHRFREENEEHN—EER , BEEFBRERF |, £F AWS Chatbot
(Slack), AWS Chatbot (Microsoft Teams) 8 SNS &, EiXBE B , EREFEH (EH
FHEBXR AWS Hl.28 AFEER Slack = Microsoft Teams &ZF i ) L% SNS FEMIT L
#HEIREY (ARN) (ERATEALEE 7T BHFAE RN Amazon SNS £# ) ,

- MRBEAGREEENSBAN—EFER , FERUEBR , RFIEE SNS =&, &
codestar-notifications- ZFRREEBH AT , REERFRIE,

® Note

. MREECIEBEHHNATIEP IZE Amazon SNS 5 , N &R A fo 8 RS
EXHEMEETHNERE, FRANBAANCIEN TG TREASNITRAERZREXYL
BRE BB AL

- ERIEBAMNNIRES , BTE02 AWS Chatbot s, MIRIRIEE AWS BIX AL
25 A ( Slack ) REIKXHLEEA AWS ( Microsoft Teams ) , fREFEEI—MRH |, FRIR
EHRNBAPEERF K. AWS EFIZETLITFF AWS Chatbot #2Hl &, BEXES
E2 , HZ 7 Slack B E AWS BIXALEAR iR,

- MREAEFERAIMA Amazon SNS TFERN BFR , BRT ZEB W REFET1E T E b KB
S, EATUNIFTER AWS CodeStar BHIKE, BXxEZEE , FSHREEEAN
Amazon SNS B M 7T HEBEBHNABMEZ £,

8. 1&#F Submit (1BX) , RAREFEAMM,

@ Note
P 20T B HEIAT S8 E R HN B FRM Amazon SNS £ |, AT EWEE A,
EXEZEER , BESH AALITEATEAHA Amazon SNS £,

SIEBAMN (AWS CLI )

1. BEXRBRBHETREAL |, 1517 create-notification rule £ JSON B4R,

fER BN
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aws codestar-notifications create-notification-rule --generate-cli-skeleton
> rule.json

LA X ENPIRNER BN, ERRAIF , XHaERN rule. json.

2. TEHNAREETPITH JSON X4, RAEXNEHBTERE , LBBEZANMENETIR, SHEEM
Amazon SNS B #%,

LTFRBIERT AR ID K AWS Ik MyDemoRepof EMyNotificationRule i 77
fEERBAMN 123456789012, BRTEHME BB A/ KIEF 6/E D MR
ZMyNotificationTopichian&# Amazon SNS &,

"Name": "MyNotificationRule",
"EventTypeIds": [
"codecommit-repository-branches-and-tags-created"
1,
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",
"Targets": [
{
"TargetType": '"SNS",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic"
}

1,
"Status": "ENABLED",

"DetailType": "FULL"

RIFZMF

3. BUEALZNRENXH  ELXRETBTITL , BIXIE1T create-notification-rule a5 LA B2 & 41
H,

aws codestar-notifications create-notification-rule --cli-input-json
file://rule.json

4. MREY , ZHHEDBAAMG ARN , KUFUATAR.
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"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"

}

51| i E FAL N By E 4R B (AWS CLI)

1. HEXBFRGHETRBL , 51T list-event-types &5, BAILUMER --filters ETUFMMRE R
BERTRXABEFHMEM. Hltn , LTARERE CodeDeploy M ARRFHEHLBHIE,

aws codestar-notifications list-event-types --filters
Name=SERVICE_NAME,Value=CodeDeploy

2. W@ TERRLTTRERNRH L.

{
"EventTypes": [

{
"EventTypeId": "codedeploy-application-deployment-succeeded",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Succeeded",
"ResourceType": "Application"

3,

{
"EventTypeId": "codedeploy-application-deployment-failed",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Failed",
"ResourceType": "Application"

3,

{
"EventTypeId": "codedeploy-application-deployment-started",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Started",
"ResourceType": "Application"

}

]
}

fER BN 28
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[ 38 EHL 7R AR (AWS CLI)

1. ELXFRIAWHRTAL |, BT tag-resource . Bl , FAUTHSRMEEEMTeanFEHN
REREXN, Li_Juan

aws codestar-notifications tag-resource --arn arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/felefd35-EXAMPLE --tags Team=Li_Juan

2. WHTERELTFTREENHAL,

{
"Tags": {
"Team": "Li_Juan"
}
}
EFEBEAAN

ETUERT % ETERH AR AWS CLI BEEA AWS KEhFiE ARG BAMAN, %7 5L
SESMBAANNTAEE., SHURBOANNRERE , £RSEIERN R R H,

ERBHAN (2H 3 )

1. fEhttps://console.aws.amazon.com/codesuite/i& B/ AWS BHBITFHF A5 &E T ERFIA,
2. ESMESF  BIFRE , AREEBEHHN,

3. HEBHAMNAF , EEHAEFN AWS XiE LEEFNEN AWS K/~ RIFREENANSIR, £
FIEFRIBRE R AWS X,

4. EEF-NTBAAMNNFAEE , BMNIIRFEFZAN , RF1ERF View details (BB RAIE
B)o BB LREFIRPIEFEHRB M,

BEFBEHMN 5T (AWS CLI)

AL | 1= 1Tlist-notification-rulesis S LAE B E AWS XIBHW A BEAMN,

7l

1. ELRIBTRE
aws codestar-notifications list-notification-rules --region us-east-1

2. WRKI , Kt RREZ AWS XA ELKEBEHAANE ID F1 ARN , B FFIR.
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https://console.aws.amazon.com/codesuite/settings/notifications/

FRIERHA AriEmE
{
"NotificationRules": [
{
"Id": "dc82df7a-EXAMPLE",
"Arn": "arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/dc82df7a-EXAMPLE"
.
{
"Id": "8d1f@983-EXAMPLE",
"Arn": "arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/8d1f@983-EXAMPLE"
}
]
}

EEBAANMIEMEL (AWS CLI)

1. ERIFRGBHIRTRFL |, 1517 describe-notification-rule 5 , FHi5EEHH N A ARN,
aws codestar-notifications describe-notification-rule --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-EXAMPLE

2. MR, ZHSHREXRUTFUATHAENH L,

{
"LastModifiedTimestamp": 1569199844 .857,
"EventTypes": [
{
"ServiceName": "CodeCommit",
"EventTypeName": "Branches and tags: Created",
"ResourceType": "Repository",
"EventTypeId": "codecommit-repository-branches-and-tags-created"
}
1,
"Status": "ENABLED",
"DetailType": "FULL",
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",
"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE",
"Targets": [
{

fER BN
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"TargetStatus": "ACTIVE",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic",
"TargetType": "SNS"
}
1,
"Name": "MyNotificationRule",
"CreatedTimestamp": 1569199844.857,
"CreatedBy": "arn:aws:iam::123456789012:user/Mary_Major"

EFBEANMNEIRZSIR (AWS CLI)

1. ERIFRGHIRTREFL |, 1517 list-tags-for-resource S AT EF IR EEHHAMM ARN HWATEHRZ,

aws codestar-notifications list-tags-for-resource --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/felefd35-EXAMPLE

2. MR, ZTRERULTRRBEH.

{
"Tags": {
"Team": "Li_Juan"
}
}
YmiEIE HA N

BALBSREBMAMANKREREEN, HAEZBANES, FAGERERHRAIBAN - HZA
Br. BAILERAFREIERHANEBEAMAN, AWS CLI

SIEB AN (A )

1. fEhttps://console.aws.amazon.com/codesuite/i% &/ AWS BHIFITHF X EIEZEFH A,
2. ESMED  BFRE , AREFEBAMN,

3. HEBHAMNUAF , EFELLFEF AWS X I AWS IKF PR FREENMN, ERERSFENR
AWS X1,

4. MIIRFEFEAN , ARREE Edit (9RE). HITER , RFIEFE Submit (]BX).
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https://console.aws.amazon.com/codesuite/settings/notifications/

FRIEEZEE

RAriEmE

YR @ AAN (AWS CLI)

1. ELRIRBSSRRAL |, 131Tdescribe-notification-ruleds A E & @XM N K &1,
2. 1217 update-notification rule a5 A4 K JSON BRHFHREFZRXHH,

aws codestar-notifications update-notification-rule --generate-cli-skeleton

> update. json

B U XS BNFENTEERSR. EARGIHR |, Z3XHH update. json,
3. HEHANKREIRTIHIF JSON XHHEXHMM,

LTRRBIERT AN ID B AWS 0K MyDemoReposi ZMyNotificationRuley 24k FERYE A
MM 123456789012, BHIKIEEIBED XMIFEMyNotificationTopichan& K Amazon

SNS £, ANBHREEHRAIMyNewNotificationRuleo

"Name": "MyNewNotificationRule",
"EventTypeIds": [
"codecommit-repository-branches-and-tags-created"
1,
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",
"Targets": [
{
"TargetType": "SNS",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic"
}

1,
"Status": "ENABLED",

"DetailType": "FULL"

REFZXHF

4, BEFEALZNRENXH  FLIHERGSTL , BIXiE1T update-notification-rule 8%
AN,

aws codestar-notifications update-notification-rule --cli-input-json
file://update.json

5. MR, TR EEAMNE Amazon BIRE R (ARN) , REFTUTRAR,

SLUEFEH

fER BN
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{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}

MBEIF I 1 BRARZE (AWS CLI)

1. ELRWRWHIRREFL |, 1217 untag-resource . Bl , AT oHIEBRBHRANIRZETeam,

aws codestar-notifications untag-resource --arn arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/felefd35-EXAMPLE --tag-keys Team

2. MRKY , ZHTFTEEEFAAR.

SRS

o sl BRIE ZA N B B $R
« NEAHNE RSB A

 Events

RNEAAN E FHEE A EA

IZBAMNE  RNERT2ERABH, SLEMERMMEITHEIEERXBEMN. ERAFEXHBIR

o

EREAANWBEERS (2H8E)

1. fEhttps://console.aws.amazon.com/codesuite/i& B/ AWS BHHITHF A5 &E T ERFHIA,
2. ESMES  BIFRE , AREREBEHHN,

3. HEBEHAMNAF K EFELEIEF AWS XE 1 AWS KPR FREENAN, ERER[ER
AWS Xig,

4. BREIEZGHARZANBEAAN 6 ARERTCUETRHFAEER,
5. 7 Notification status (BAVAZ) A , 1EZF B IR A B M N APIRAS -

« Sending notifications (ZZBAI) : X2ERIAE,
- Notifications paused (BHIEE =) : FRIEE B RIEEMEH,
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https://console.aws.amazon.com/codesuite/settings/notifications/

FRTREHA Tt
5B OB A 59 B ARAS (AWS CLI)

1. T wEBEHAN (AWS CLI) FEYS IR AIFREUE FA N A JSON,

2. f¥ Status FER4Ym%E N ENABLED ( #RIA{E ) = DISABLED ( BXEAH ) , ARE1=1T update-
notification-rule %R E SCRES,

"Status": "ENABLED"

b B 28 R A

—NERRELRE 10 MNBHAHAN | Fit |, BZEMBRTIBZTENHAN, B EAFAETLERHAS
S BRBEIF N, AWS CLI

(@ Note
BT ERERBRE NN R , BRI AERGIZZAN . B ERE AN T M ER B #xo

BIBEAAN (A )

1. *Ehttps://console.aws.amazon.com/codesuite/i& &/ AWS BHIFITHF X EIERFIA,
2. TSR B RE , AREFEBAMAN,

3. HEBAMNAF K EFEELIFEF AWS X 1 AWS K h AT REENAN, ERERER[ER
AWS [Xig,

4. EFBHAN | ARFBEER Delete (HIBR)o
5. @A delete , RFIEFRMIER,

il B &0 AL (AWS CLI)

1. HELXRHEIDHERRBL |, 21T delete-notification-rule 5 , FHIEEBHAMNA ARN,

aws codestar-notifications delete-notification-rule --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-EXAMPLE

2. WRMI , ZESFREMEREABAMNE ARN , XUFUTRA.

{
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https://console.aws.amazon.com/codesuite/settings/notifications/

FRIEEZEE RAriEmE

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"

}

£ A B FA N B #1

BAMUERRE—NER, ATENERREBAANNEHZENFENBANLETWMLE, RUUE
Amazon SNS EFF A Slack =% Microsoft Teams $TEELE K AWS Chatbot & i 2 B3 1TIEF, &
AIE R BAMNAISIEF |, 8122 Amazon SNS EFERN Bir ( #EFE ) . BEALUERSBEAMN
FE— AWS XA Amazon SNS =8 , BEXAEAFMENRBEN EH#TERE, MREERZMFER
AWS Chatbot & iw4ERN B R , MABSETE Ch AWS atbot IR ZE i,

MBERBYT KBANWEECE , JUAFHEEEAHM AWS BIRYIZZAZBNER , UERBALIEED
Amazon Chime I R=E, ARG , B LLEFER1Z AWS BIXHLBAZ A HEER Amazon SNS 34k
RNBHANBER. BXEZER , B5H @A S AWS Chatbot A Amazon Chime £,

U LERTAETEREE AR AWS CLI REBEBHMBE IR, BOIAFERZEGADRERMEE Amazon
SNS @ H Chatbot FF ix/EN AWS BE#¥r, AWS CLIZE ] LA S8 EL & v B #4589 Amazon SNS %
5 Chat AWS bot Z BB BHE K. XFEEA LB A &iEE Amazon Chime BIXZE, BXREZ(E
£, #Si BEEBEAH AWS Chatbot 2 [B#IE K.

£

- BIESE BB AN B PR
- EFBHAN B IR

o s BRIE ZALN B B $R
o MIERE XA N B FR

eI EEE AN B iR

BENHN B ¥R 27 Slack 5 Microsoft Teams 5B ELE A Si# SNS FF =k AWS BIXYLEFAZF
o

MBI AWS Chatbot B , AT RERBFEFIEN BIR. HEEE AWS BIRYEBSAT P IRE
RBHANE BIRET , RESNTZ AWS BIRVB[AZTFIHEE — 1 Amazon SNS =8 , HPa&F
BN &% % Slack =X Microsoft Teams STEFT BN FTE KB, B4 H AWS Chatbot & F i Bt & F 1T
A Amazon SNS &,
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EOZBAMNE |, EAILEF & TEEFE P22 Amazon SNS BHIMM B #r. FRHENA RIFF
BHREIZETNRE, XRABAANCRENNERESE, AXESER , F5H LIEEX
A o

MREFERIMAE Amazon SNS £B |, NIAFER A FRRLOIZEB AL BN LR REREEZE
B, BXRRH , BESHEEEEAA Amazon SNS F @,

(® Note

MREFEAIE Amazon SNS TEMAZRIEMER , i51E Targets (BHF) FEFEH ARN,
BFHAETBVEEELINHRER , HEITHAEIRRNIEATEFTEXRENEENAF,
IR Amazon SNS /27 2019 F 11 A 5 HZ 8 AT CodeCommit BEIFY E& , Mi%
FEFIE—WM AT CodeCommit IR X HHWBR , ZXBEI SN NREBHFAEN AWS
CodeStar IERE, BN ERAXETT, MREFANZEROENER VKT E2E/1
AWS CodeStar BHIKEE /. , EATURMFIBENBHKE, BXESEL , FSHAEREEAN
Amazon SNS £FH 7 RBHANBMEZ M,

MBEBYT RBANERCE , TAFHEEEHNM AWS BIXRHB[AZBHER , UEFEHNLIEED
Amazon Chime BIXE, BXEZEE , S M TargetsMFEH S AWS Chatbot A Amazon Chime
£ Ko

ELEIMA Amazon SNS B L AEBEANMN B R (2HE )

1. EFK AWS BIERE|IA HE v3/home EITF I Db SNS #245|& . https:/
console.aws.amazon.com/sns/

2. ESHES , EEXTE, EFEXE , AFER Edit (RE).
. BJFF Access policy (5 [RIZKEE) , AF1EF Advanced (BR).
4. £ JSON mESRT , ORBPRMUTEA, SIEEH ARN, AWS XiF, AWS K~ ID FEE
B

"Sid": "AwWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"

]
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https://console.aws.amazon.com/sns/v3/home
https://console.aws.amazon.com/sns/v3/home

FRIEEFAE

RAriEmE

"Action": "SNS:Publish",

"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules"

}

ZERBEANEUTRARRLL

"Version": "2008-10-17",
"Id": "__default_policy_ID",
"Statement": [
{
"Sid": "__default_statement_ID",
"Effect": "Allow",
"Principal": {
"AWS'" A
b
"Action": [
"SNS:GetTopicAttributes",
"SNS:SetTopicAttributes",
"SNS:AddPermission",
"SNS:RemovePermission",
"SNS:DeleteTopic",
"SNS:Subscribe",
"SNS:ListSubscriptionsByTopic",
"SNS:Publish"
1)
"Resource": "arn:aws:sns:us-east-2:123456789012
MyTopicForNotificationRules",
"Condition": {
"StringEquals": {
"AWS:SourceOwner": "123456789012"

}
}I

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"

}I

:codestar-notifications-

fERBEAMN B 45
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"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-
MyTopicForNotificationRules"
}
]
}

5. EEREENX.

6. 7 Subscriptions (iT[@) F , EFEETBITHAENIIR. F. FESIMERER TIBXANL B R
THE, BRITFAEIRNIEPLEFEATEEEXRRNEENAF. BXEZER , B5H
THRBANBNEZLM,

5/ Slack €12 A /EB #:#9 AWS Chatbot & i

1. IR (AWS Chatbot EE R IE/) T RIRE AWS Chatbot 5 Slack &4 & A P aYiH A TIR/E,
AT R /ER |, BEEUTEMUSSMEEANREER :

- B2 IAM AN, FERER—IAREH , LERMRIILACKN AR (Fl
AWSCodeStarNotifications-Chatbot-Slack-Role ) ., X AJLAFBIEBERKA RN H
iR

« £ SNS £FH , BFMLIEFRETR AWS XiF, HEEFE AWS BIXNBAZFIRERE
A, FEEAANESEH N AWS IR BAZFiHCIEZNEEEEMEMENRN
Amazon SNS F &,

2. EREFHRLUBERE. AFE , BUUELBZBAMAN R EFLEFIKENBR. BXREZER , B

SR SIEBAHN,

® Note

EREBIET Amazon SNS B 5 , EZREM AWS B RKHLEE AZ P im AR, XM
fFBE LE 6] Slack &ixEH,

5/ Microsoft Teams €12 AWS I X#HBAZFin , HEBREBR

1. IRER (AWS Chatbot E¥E RIERE) FHIIZE AWS Chatbot 5 Microsoft Teams 45 & A 1 #Y% BF
HATERE, ITIERER | BEEUTEMUXIEBANNRESEN :
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https://docs.aws.amazon.com/chatbot/latest/adminguide/slack-setup.html#slack-client-setup
https://docs.aws.amazon.com/chatbot/latest/adminguide/teams-setup.html#teams-client-setup

FRIEEZEE RAriEmE

- Al IAM AN , FERER—NACEN , MEBRMRGILAGH AR (fila
AWSCodeStarNotifications-Chatbot-Microsoft-Teams-Role ) . X7 LAKEBhIEHE
KKRABKYRIE,

« £ SNS =B , BRBIEFREBH AWS XiF, HEIEFE AWS BIXHBAZFIHENE
et FEEARANIESREP N AWS IR BARTFintIZNEEEEMEMENRN
Amazon SNS &,
2. EREFHRAIEIRE. RE , BuECEEMNHANEREEFIHIENER. BXESZER | iF
SR IEBAHN

(® Note

EREHET Amazon SNS FEG , BHZREM AWS BIXYLEAZFim MR, XM
JSBH LE [ Microsoft Teams &% & A,

EFBEHAN B IR

B ERAFAEIERFS (MR Amazon SNS £F15 ) REFEN AWS i XFrE R IRNVTE
BAMN B AR, BUALEFEMANBRNEFEAEE.

EEBAAN B (24 )

1. fEhttps://console.aws.amazon.com/codesuite/i%Z &/ AWS BHIFITHF 4 & T E#ZFHA,
2. ESMmESF  BIFRE , AREZFEERHN,

3. EBHHMN BT , EEHEERN AWS X 1iE AWS Ik REFEHNMANFERG B AR5
R, FRHERSBEENR AWS Xig, MR BFRIRSE RN Unreachable (FTT3ET7R]) |, & AJREE B 1T
ﬂﬁo E*E%{nam y ylﬁ'—.l |E.Iﬁ§'£§o

EEBEMAN B R FIR (AWS CLI)

1. HEABWIDBSRERIREL , 1217 list-targets s S AIEF R EMN AWS XFHFTEEXNHN B 951
*

aws codestar-notifications list-targets --region us-east-2

2. WMRRI , B HFHIREZ AWS XFHEREHMMNE ID M ARN , TR :
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https://console.aws.amazon.com/codesuite/settings/notifications/

FRIEEZEE RAriEmE

"Targets": [
{
"TargetAddress": "arn:aws:sns:us-
east-2:123456789012:MySNSTopicForNotificationRules",
"TargetType": "SNS",
"TargetStatus": "ACTIVE"
},

{
"TargetAddress": "arn:aws:chatbot::123456789012:chat-configuration/

slack-channel/MySlackChannelClientForMyDevTeam",
"TargetStatus": "ACTIVE",
"TargetType": "AWSChatbotSlack"
1,
{

"TargetAddress": "arn:aws:sns:us-
east-2:123456789012:MySNSTopicForNotificationsAboutMyDemoRepo",

"TargetType": "SNS",

"TargetStatus": "ACTIVE"

AN DS BR3E AL BY B AR

15

0N

AR ERBAANNAEREREBHAN —NHZNEIR. BAUUERAFRETRZHAHH AWS

CLI SR OB HA M B B Fro

EREAMANG B IR (EFE )

1.
2.
3.

fEhttps://console.aws.amazon.com/codesuite/i% &/ AWS BRIFITHF A E T EEFIA,
ESMESR , BIFRE , AREFBEHAN,

EEAAN G K EFELLHZFIN AWS K FHENFREE AWS XE vAMGIR, ER%E
BEBREXR AWS X,

AN, RiFEEF Edit (4E).
EBHRF , UTTIIREZ —

- ERMEMELR , HERERNER , RAEMNIIRFPERERMAIL D# SNS EFFHRHLERA

AWS (Slack) 2% AWS Bl X #1858 A (Microsoft Teams) & ik, & AJ LA Create SNS topic
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https://console.aws.amazon.com/codesuite/settings/notifications/

R TRBHA Ar s
(BI22 SNS =) RAE— N EBHFZEBARMA Bz, —PNEHANZKZITES 10 MNE
FRo
EMERE Fr , EEFERERE B 3588 Remove target (1R B #5).

6. EFER,

[ 38 ANAL 7 40 B 45 (AWS CLI)

1. FEARBHGBHIERRETL |, 1E1T subscribe S5 S LURIMB 4R, B0 , LT 655700 Amazon SNS *
BERN BEHN A B ¥Ro

aws codestar-notifications subscribe --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-
EXAMPLE --target TargetType=SNS,TargetAddress=arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic

2. MRKY , ZTRHEEEHMBAANN ARN , KUFHUTARE.

{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}

ME EDH ) A i BR B FR (AWS CLI)

1. HEAXRIADDERRETL |, B1T unsubscribe s AMBR B #5. Hl0 , AT ap S HIBRERBEFN B
PREY Amazon SNS £&

aws codestar-notifications unsubscribe --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-
EXAMPLE --target TargetType=SNS,TargetAddress=arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic

2. MRKY , ZHTHEEERNBARANN ARN AREXBBRGBEFHESR , XEUTUATHE.

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
"TargetAddress": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopic"
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FESH

« REBHAN
- ABEHAANERRERBEA

bl B 38 20 A | B #R

MRTBFEENBR , BHLMEBRZE R, —NRFRRBEERE 10 MNEAANEFF , HEHBRFAEER
B9 B R AT LARE B Oy S8 AT AR AR 78 0 B %08 AL 89 H A B AR & 2R

(® Note

W ERE AN B i MPTEE B ERAEB RV B AN RERZEFr , BF2MERBRE
&,

BIBEAAN B 47 (24E )

1. fEhttps://console.aws.amazon.com/codesuite/1Z B/ AWS BHFITHFF A& TEEFA
2. ESMmES  BIFRE , AREEEHAN,

3. HEEXMNBEIRP , EFEELLATIEFRMN AWS K/ RN BT REE AWS X8 B RFIR. &
FHERRRE R AWS X,

4. EBIZBEHAHN B PR , RFEE Delete (HIBR)o
5. @A delete , AFIEFRMIER,

il BRI AL B AR (AWS CLI)

1. HERXRFHIDTERTRTL |, 1517 delete-target i H , HIEEBEFRH ARN, Hlin | AT oS HIERAEEH
Amazon SNS =/ B $5.

aws codestar-notifications delete-target --target-address arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic

2. WMREKY , ZHTTEEEAART. WRFEY , ZHFTRE
MR ZSANBAAN A B $Ro

]
i
:jﬁ
au]E
3

HRBEZEEAR—

fE FE &AL B ¥R 42


https://console.aws.amazon.com/codesuite/settings/notifications/

FRIEEZEE RAriEmE

An error occurred (ValidationException) when calling the DeleteTarget operation:
Unsubscribe target before deleting.

O LAEMA --force-unsubscribe-all SBMEE N ERSHEN BN FIEEH M A EBER
LB ¥R, REHBERE ¥R

aws codestar-notifications delete-target --target-address arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic --force-unsubscribe-all

Ft E @A AWS Chatbot 2 [B]RYEE X,

AWS Chatbot 2 —31 AWS BRS5 , BEERHIT KA EEB EA Amazon Chime BIXZE. Slack &M
Microsoft Team STUE R K= MG R FHIZEEH, DevOps AWS Cloudf& 1] LAEL B & &#F N B =1
AWS BIXHBEAZEIMER , AMEEXEHNBHE R ERLEREL Amazon Chime 21 =, Slack 31
JB=} Microsoft Teams i@+, BXEZEE , i5ZH AWS Chatbot X,

EHBES AWS Chatbot VSR Z 8 , XMELEBAMNUFMMAN Bfr,. BXEZER , BSHRENC
BEBEMN, BFEATIE AWS Chatbot L E Slack @&, Microsoft Teams EBE = Amazon Chime
MXE, BEXEZER , BSRX LRSI,

FH

« 7 Slack SEHLE AWS B X35 A F iR

A Microsoft Teams JEBLE AWS Bl XH25 A& F im

« 7 Slack & Amazon Chime FZIfl BE&E /i

71 Slack UEELE AWS BIRHL88 A& P i

&R LA R AWS Chatbot 2 FiwfEN BARRVE MMM, 2REN Slack BECIEE i , M AL
EITERPEEEALEFRENCIZBHANN BIR, XRIREAE Slack BEH ERHBHVRE R
Fiko

£/ Slack &2 A /EB #s#Y AWS Chatbot & F i

1. 1RZB (AWS Chatbot EE R EE) P HIIZEE AWS Chatbot 5 Slack 44/ Y% B 1TIR4E,
AT IR |, BZERUT RN EB NN SIEEN :
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https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/slack-setup.html#slack-client-setup

FRIEEZEE RAriEmE

- B IAM AN, BERER—NAGEN , MEBRNRRILAGHAE (i1
AWSCodeStarNotifications-Chatbot-Slack-Role ) ., X A[LAF B ERK A G A
o

« £ SNS =B , BRBIEFREBH AWS XiF, HEIEFE AWS BIXHBAZFIHENE
et FEEARANIESREP N AWS IR BARTFintIZNEEEEMEMENRN
Amazon SNS £,

2. EREFEFRUESRE. RE , EUNECIZEAAN AR LESRENBIR. BXEZER 1
S pIEBHAN,

(® Note

EREBBIET Amazon SNS B g , E7RHEM AWS B XHL25 AZ P im il BR. XM
fS$BE LE @) Slack &IEEH,

79 Microsoft Teams STUEHLE AWS B X #1288 A& F i

BT LABIZE A AWS Chatbot EFimfE N B ARV E N, MR IEH Microsoft Teams BE S| EE
i, WA ETERPERZRFERALEFIRENCIZBENHNA BFR, X2IiREE Microsoft Teams EE
FERNBENNRE RS E,

£/ Microsoft Teams €| AWS BIXH AT Fi% , NEAEBRF

1. IRER (AWS Chatbot BEE R ¥R BHIZE AWS Chatbot 5 Microsoft Teams & & #9548
HATERE, RITIERER | BEEUTEMUXIEBANNRESEN :

- Al IAM AN , FERER—NACEN , MEBRMRGILAGHAE (fila
AWSCodeStarNotifications-Chatbot-Microsoft-Teams-Role ) . X AJLAFBHIRTAE
KRB BHAIE,

« £ SNS £FH , BFRMLIEFREFIR AWS XiF, HEEFE AWS BIXRHBARFRERNE
e, FEEAANESREP N AWS IR BARTFiRCIZNEEEEMEMENRN
Amazon SNS =&,

2. EREFEFHAIEIRE. RE , BuUECEEMNANEREEFIKIENBR. BXESZER | iF

SR IEBAHN
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https://docs.aws.amazon.com/chatbot/latest/adminguide/teams-setup.html#teams-client-setup

FRIEEZEE RAriEmE

® Note

EREBIET Amazon SNS B 5 , FZREM AWS I XKALEE AZ P im AR, XM
5 BH LE 8] Microsoft Teams KixEH,

# Slack 2 Amazon Chime Fzhfii B & i

O LLUEREBAF Slack = Amazon Chime Z B E#ZSIERER ., X2 7 A TEE Amazon Chime B
RXEBHOM—FHE. FHRBLERN , BNAUBE-—NMERE 2B E N BEHMN B FRH Amazon
SNS R AWS Chatbot & i

FHIFBEH S AWS Chatbot 1 slack 55X

1. fEhttps://console.aws.amazon.com/codesuite/iZ &/ AWS BEIFITHF 4 & T B A,
2. 1%&$%F Settings (RE) , ASF1%EE Notification rules (BEIF M),
3. 7 Notification rule targets GBI NI B ¥5) B , EFXHEH B 7o

® Note

BRI EEZNEHAN , LR — Amazon SNS TEAEH B iR, XAIUHBHEES
HEMEERE  BORITASNREERT —MBEAANHAR , WAgEFESBTINER.

$TFF AWS Chatbot ##|& , Mt 7, hitps://console.aws.amazon.com/chatbot/
1%£3% Configure new client (ELE#H & if) , R/F%ERE Slacko

ERRE.

BFIEW Slack TEX,

HRERTEHRINERN |, HIERF Allow (1F).

%3 Configure new channel (ELE#TEE).

10. #£ Configuration details (BB ¥ 4015 8) 89 Configuration name (BBB &) & , AR KN B
Fro XRELBIBBDOMANE | FEREX AWS Chatbot (Slack) BFrER o AR BrFIRFTN A
o

11. 7£ Configure Slack Channel ( BLi& Slack J&i& ) B9 Channel type ( BEERE ) , RIEZERW
BERRAIERE Public (28 ) = Private (#4%8 )

© © N o a &

« 7 Public channel (AB&EE) # , MR 1EF Slack BEH B M.
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12.

13.

14.

15.

« £ Private channel ID (]ABJBI& ID) & , W ABEREH URL,

£ 1AM permissions (IAM fXBR) ) Role (B ) # , 1%£#F Create an IAM role using a template (f
FERBIZE IAM B8), 7 Policy templates (RE§HER) A , %&$F Notification permissions (3@ £14X
BR). £ Role name (A& A , WAL AW EF; ( #l10 AWSCodeStarNotifications-
Chatbot-Slack-Role ) , 7£ Policy templates ((RE&HEHR) # , 1%£3%F Notification permissions
(BEBR).

£ SNS &Y SNS XA |, EFREZEBHAN B 45 AWS XiF L E. £ SNS topics (SNS
FH) F, EREEENEANAN B FRH Amazon SNS EBH E K,

(@ Note
MREFRER LR mEN BIRNBEHANL , MEFRTRS R,

EEEE.

@ Note

MREBE T EREBENEK , MAHFER AWS Chatbot BFEEIE , AFFBEHE X
BEREIBHM, BXEZELR , 526 AWS Chatbot X4,

(AN ) ENAER , FESEHAN (BERNEM Amazon SNS TBENEBIR ) WEM4RE
PCERY FRPHITER. Hla , WRFBEHHNEE N XN HEGERIITERRIEBA |, HXH
HERBITER , REEXNREBFFRNE Slack BEAEEBEAME K,

@& 5 AWS Chatbot #1 Amazon Chime &£

fEhttps://console.aws.amazon.com/codesuite/i% &/ AWS BHIFITHF X &I EZEFH A,
%32 Settings (IRIE) , ARG Notification rules (B ZIF M)
£ Notification rule targets (BHIF N B #5) & , EFH S HI B ¥ro

(@ Note

BRI EEZNBHAN , LR — Amazon SNS TEAEH B iR, XAIUHBYEES
HEMRE  BURITHINIREERAT —NEARVHRER , MR~ ESBTIER.

£ Amazon Chime ¥ | T EREUH#HITEXNPXE,
ERA EANKNRER , REIEER Manage webhooks (B Webhook).
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6. 1£ Manage webhooks (‘B Webhook) XifHEH , 1£1F New (F1E) , Hi A Webhook FI&E R , &
J5i%# Create (812).

7. Ik Webhook EHI , R/ Copy webhook URL (£ %] Webhook URL),

8. FTFF AWS Chatbot #&#|& , ik}, hitps://console.aws.amazon.com/chatbot/

9. 1%#% Configure new client (BLEF & Fix) , A/F1%EHE Amazon Chime,

10. £ Configuration details (BB i¥ 415 2) #9 Configuration name (BB &) # , WMAZF KN A
Mo

11. £ Webhook URL A , #iiZ URL. £ Webhook description (Webhook &) & | 12 o] % 19 #
R,

12. £ 1AM permissions (IAM X FR) B Role (B &) # , i&# Create an IAM role using a template (f#
RAERBIZE IAM BA8), 1 Policy templates (RE§HER) F , %&$F Notification permissions (3@ £14X

BR). 7£ Role name (BBEM) F , MALLAGKNEF ( 5120 AWSCodeStarNotifications-
Chatbot-Chime-Role ),

13. 1£ SNS B SNS Xigifh | i FEEIZBAAN B 5 AWS Xig L E. £ SNS topics (SNS
FB) B, EREEENBHOAN E IR Amazon SNS EBHE o

14, EEEE,

15. (it ) ENHAER , FESBHAN (BEERNEH Amazon SNS TEBEREB IR ) WEHERR
ENRRERPRHRITER, Hl , mRFEMNHANEE N ERPEERBITERNZEBA | EXH
EESR#ITER , REME Amazon Chime IR ZE LU EF B AT HI,

£ 18 % AWS CodeStar @41 API @A AWS CloudTralil

AWS CodeStar BAH 5 AWS CloudTrail —TiRFER , ZRFREA /. BB AWS BRFATITER
EMiE R, CloudTrail FBHMNAE AP AABRNIEH. RNV BASEREFREIEEZESHS

M IFAFX AWS CodeStar BH APl RENRIB AR, MREGIZRER , AL AR CloudTrail
EHFEERME Amazon S3 FHEE , BREATEANSESH. REREERER , BMHATUE
CloudTrail EHI&EW “SHHELIERK PEESRFTNEH. EAWRENEER CloudTrail , 7] LAHEE [
AWS CodeStar BAHIA HHIER, ZHERN IP bk, #EAHTER, AREHBERUREMIFAE

/CN O

EXEZEE  ESH RAFiER. AWS CloudTrail
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AWS CodeStar F i@ 4115 & CloudTrail

CloudTrail FTE&BIZEMK - AWS Ik it EEEBHWKF LB, £ “ AWS CodeStar BAI” R &4 7ES)
B, ZEAE5HEM AWS RS CloudTrail B4 —EiICZREESHHFRIERERY, B EFREE. £FEM
THRRIEXENEH AWS IKF. BXEZER |, BSHFEREHHEEF CloudTrail 24,

ERSIIREMNEHSH AWS Ik |, 21F AWS CodeStar BAEH |, HRIERER, BEATF CloudTrail
FBEXHE 5 E Amazon S3 FiER. TIRIBERT , EEF AP EIZBRERICRKE |, LRERICKNMNAT
B AWS Xif, BRERIEFE AWS 2 XA EXEHNEY , H & BEXHZIEEEIEERN Amazon S3
EAER, AL, BB B H A AWS RS , Ut —F 25 M 4L CloudTrail B &R INEN B HHIE.
BXEZER , BSRTIANS :

o BIZERIRERICFBLR
 CloudTrail RS FERK

« ELE Amazon SNS &ZXI CloudTrail
o FEUCKBEZNMMXH CloudTrail B EXHFIZRK B ZANKF B CloudTrail B &4

Fi8 AWS CodeStar BHIEEHHIEF CloudTrail Hi2REAWS CodeStar Notifications API
Reference, flfl , X CreateNotificationRule, Subscribe H ListEventTypes &EEHA
F£7E CloudTrail BEMXMHHERZE

BIMNEHHATRBEBESERERBFRNARER. SOEEABTEHEUTRE !

- BERIZMEARIERIERZ AWS Identity and Access Management (IAM) A F&EIEA Ho
- BRECEAACERKEAFNGRNZEEIU R EHN,
- EREBFHHEM AWS RS K.

BXREZER |, 2 H CloudTrail userldentity Jt$&,
THAENXH%E

BERE—MERE , AFFE4ENBEXEERIEEEN Amazon S3 F##. CloudTrail BEXX#
BE—NESZNMNEEREB. EHARKRKRBEARKENEMER , BEEXFRWIRE, BENBHAR
B, ERSHENFELR, CloudTrail BEXHTREAH API BANEFHKRRE , HEtE1T2RE
A4S EMN IR HI,

LR RBIERT —4 CloudTrail BES%E , ZRBERTEAMANMWGIE 6 2
¥ECreateNotificationRuleFSubscribei®fE,
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® Note

BHAEEXHZERN —LEEHTRERBRSHEIAR
AWSServiceRoleForCodeStarNotifications,

{
"eventVersion": "1.05",
"userIdentity": {
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Mary_Major",
"accountId":"123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName":"Mary_Major"
I
"eventTime": "2019-10-07T21:34:417",
"eventSource": "events.amazonaws.com",
"eventName": "CreateNotificationRule",
"awsRegion": "us-east-1",
"sourceIPAddress": "codestar-notifications.amazonaws.com",
"userAgent": "codestar-notifications.amazonaws.com",
"requestParameters": {
"description": "This rule is used to route CodeBuild, CodeCommit, CodePipeline,
and other Developer Tools notifications to AWS CodeStar Notifications",
"name": "awscodestarnotifications-rule",
"eventPattern": "{\"source\":[\"aws.codebuild\",\"aws.codecommit\",
\"aws.codepipeline\"]1}"
},

"responseElements": {
"ruleArn": "arn:aws:events:us-east-1:123456789012:rule/

awscodestarnotifications-rule"

},

"requestID": "ff1f309a-EXAMPLE",

"eventID": "93c82b07-EXAMPLE",

"eventType": "AwsApiCall",

"apiVersion": "2015-10-07",

"recipientAccountId": "123456789012"

"eventVersion": "1.05",
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"userIdentity": {
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Mary_Major",
"accountId":"123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName":"Mary_Major"

I
"eventTime": "2019-10-07T21:34:417",
"eventSource": "events.amazonaws.com",
"eventName": "Subscribe",
"awsRegion": "us-east-1",
"sourceIPAddress": "codestar-notifications.amazonaws.com",
"userAgent": "codestar-notifications.amazonaws.com",
"requestParameters": {
"targets": [
{
"arn": "arn:aws:codestar-notifications:us-east-1:::",
"id": "codestar-notifications-events-target"
}
1,
"rule": "awscodestarnotifications-rule"
},

"responseElements": {
"failedEntryCount": 0,
"failedEntries": []

},

"requestID": "9466cbda-EXAMPLE",
"eventID": "2f79fdad-EXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-10-07",
"recipientAccountId": "123456789012"
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« FEARUWEI Amazon SNS BEH

- REREENEHEA

- BB THRAIMLBEHBFFRSE R ‘Unreachable (T EZK)”

- BRIV ABHNE RN EER

HER=EHERR L CERE AN A HIRREEIR
FRREARBHNR. BXESEL , B30 ET S HNERTH.
R EZEFBAAN

B . HEBEFF AT EEH AP ER Settings (IR E) TH Notifications (BH)EY , BFE — MR
%o

ATREMVIS E 1B 1E - BB ERTBAFMENNR., BERAWS FAEITERSHASHIEERE (5
7 CodeCommitFl CodePipeline ) #2 2B AR , EE A X FBHNRS T I REEFT B A
R, & , BURESNEENKBNATEN IAM AFSAR , ZRXBTIATEETEHN. BXES
B, B2 ET SN RBE T,

KA EERAN
BARERBLIRBHAMANAFNNR. BREZER , H5H ET S HNERB M.
BB R AT E AR R EA

FERIZBHAN FFME R , BRANEASRIERGFAREERTRR R, BURKAIKIEXETE
R ERNB, MRETERBRES , MERM B FREIT 55K F F LU ER.

AU Z Amazon SNS B4
EHEE Amazon SNS TEHEE , BREUTHEA :

« ¥4R Amazon SNS FERESBEBHMNER AWS X BIZEM,

- BRENBEFHEBEITRIEBENED  HFELECHINTE, EXEZERE , HSRANLETR
1T %] Amazon SNS &,

- WIAEBHRE TR AT AWS CodeStar BHIRIZEBHABEH, ZETRBNIERUTUT
ANBHIFEER :
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{
"Sid": "AWSCodeStarNotifications_publish",

"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"
]
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopicName",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
}

BEXEZELR , BSE BEEBEAH Amazon SNS £,

REBEENEMFEA
UTREESMEANRELRE :

- ENRREESNTER—SHRENBHAN , FEDHEITREERXLEMRNE BFRH Amazon
SNS &, EffAMEE , FECEITTHAE P - ER , HEHFEBEFAN S BRES W,

o —NEZNEBEHAAN B FRE S AWS Chatbot &5 , fRGTE B FHRHUHFER Slack $7E. Microsoft
Teams B Amazon Chime BIXZEHFKEIEH, EFERLREB , FERMNENZHANE B #RHY
Amazon SNS =B EUHIT R B Fup4rit st , HEA Slack BE. Microsoft Teams &&= Amazon
Chime I XE&EFBE AL

BB T BN LABHAEFRRSE RN “Unreachable (FB7EE)R)”

B EEWI A BEAVIRTS © Active (3E3) IRZAF Unreachable (F3&151R]). Unreachable (Fo&1h1R]) &
TREBBERREBA , BERTFEIN, BANKERERZER , WREI , RSFEEN Active (&
).

HTFUATERREz— , BHANBEFRTREEFSTATH :

« Z#R ( Amazon SNS &=, Chatbo AWS t BF i ) MR, BN ERE S — B #Ro
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« Amazon SNS FFEMNE , ELRDINZFZTTFIENKE , EL AWS KMS Z4A B iR, BXxE
ZER | BEZH BLEBEAN Amazon SNS Fi,

« Amazon SNS =B&EBAFTEMN KRR, RIE Amazon SNS THEEXRE , BNELEMELREE
H, BXREZER , HFS5H BEEAHA Amazon SNS i,

- BREXFIRS ( Amazon SNS % Chatbo AWS t ) AIEEIEE T [ &,

R KX BAMNE R EH
BHl , £EAERE AR, FSABANED.
i A Y Be 2
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B ERA R4
— 1 AWS P e B AL B A B 1000
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BT LME R & & T B4 A A EZ AT & A S RB 126 B 2 2 AWS CodePipeline B9 AWS
FREERR, WIhgEEBECH APl , Bl AWS CodeConnectionsAPl %, SN EEERR ST L
RELL AWS BRELUEZE = H M E ( 6§20 Bitbucket ) BIIR, HlaN | &0 LAUE RIRINESRE |
CodePipeline MBEENE=FRBEFHEEHTRBELRN , EaMEAEBNEE, SMNEEBEGEH
5 AT 5| AiEEA M — Amazon Resource Name (ARN) #85<Bx,

/A Important

BR55 & #1 AWS C CodeStar onnections EE B, A EH LB o] 228 codestar-
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RE


https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/Welcome.html

5% T RmHIA AP i
BT SAE BT IRE 2

BRMEREERE=FREBARSTRARTEFH AWS RIRERK , 215 :

- EEIE=71RMME ( HW Bitbucket ) , HERAFR=ZFEEENEEN AWS BRNRER , Fi
W, CodePipeline

- EE=HIRMHAEM CodeBuild &M E. CodeDeploy NARFHEEH , f—EBERR
CodePipeline X3 #4917 R X BR o

o TEMMEMRDPEHERE ARN 3K CodeBuild #9211 E . CodeDeploys A2+ HMEE CodePipeline ,
LESIAF#HNNESIS .
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- RIE DevOps
« Bitbucket Cloud
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* GitHub L ==

(® Note
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« GitHub ) fR5538
» GitLab.com

/A Important
XS ERER 2 5F GitLab 2HE 15.x R E & RA

 GitLab BITEERZ® (EATLURFHXAR )

BREZTHERNBR , $5H 02 EMEEN THER,

NERMHERE (Hl) IEEENTSREN GitHubE REMRMRGEE ( Fla0 En GitHub terprise
Server ) QIEZNIRAE, BERERHEFRBUBEENBESR , BSREAEE,
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@ Note
BERKN (K= ) ERAEE AWS X8 , BU4R

1. REXERHENNRERF
2. BRZKXE

X—RBETXENNARFERMNEX (K= ) KEFNEE, ZNRRFEE=FRHES
Mg LR , EXHACXENERNAETNRAEFRDTHN, ZRENRAERF , IRTER
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PR
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TERERTETENERNMERFKFHALEEER,

Cloud based connections for user accounts

y Connection ARNs >
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- aws
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Third-party App f\
repository installation v
Y E % User accoun t O 7
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EEIRGE AWS K BN AFIE., EEAISEE ID A ARN #/iR, E# ID RTTEE NS EFHR
5T UUID, MIBRMEM B EZSER —FVERE ID, Rt &£ - MAEE ARN, XEKE
EEKIZT 2 ARNs BHEE £ A,
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CodePipeline, Available
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On- prem connections for user accounts
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THERE : QIEREHERE , #£4 CLI. SDK 3 AWS CloudFormation

&R AR CreateConnectionAPI Y AWS Command Line Interface (AWS CLI), SDK =8| Z2iE 1%

CloudFormation, BIEf5 , EZEL T pending RS, BRI LAERAES A/ Set up pending connection
(REFLENERE) ETERIZERE. BHASRRECEREIFEANEREHTERE. RE , &7
LIEREFIATRIETF , HikEiEE A LB Complete connection (SERRIERE) [iEEE N available

RS

TR : EREH A I ENERMERE

NMREVESERENREEFEE (FlW GitHub W fRSSER ) WiEE  NFELEEN. NRE
EEITRMURERFRE (W Bitbucket ) , MIBKT 02 E AL 0 BEE,

EFERAEHAQBRNERIERE  BULEREEA £ CodePipeline REBIEETEFKERENE=1
RUE, BRHESRETTCUERZRSEANELERHTERE  AGEARHA0EBERE, BHAETHKE
FHBFREEM pending IREN available R&A.
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FRIEEFAE

RAriEmE

Provider type?

Cloud

Installed
h 4

Create host
State: pending

h 4
Set up pending host (registration
handshake)
State: available

h J

b4

Create connection -

Creating in

Create installation

console? ’
| v No
_ Create in
Crea.ﬂe n C_Ll CloudFormation
State: pending State: pending
T
v

Update pending connection (create
installation) in console

A 4

Use connection
State: available

IR EH VM TERE

EHNERENREED (AT ) plRERN | FEAENHR.

(® Note

3 F 68 GitHub £l RS2 =K GitLab B{TEEMWAL , BRAERARANEN. BERALN
PREMNEZCER - MHEN  AELABRREZENNMNEZER (VPCID IDs, FMMZE

4l IDs ) PRAMENES, BXESEL , B5H DRENRMHETIBE A NEENENE
E.
EERNMAIEN?
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ENAEBFUTRE :

« Pending - pending XY 2EERIENEN , XMENHHITIRE ( BE available ) , REF
REEA
« Available - A LAMEH available BT EEE A BHER,

T4E#HRE ; £ CLI. SDK 5 AWS CloudFormationt| s E#H X #l

BT LAE R CreateHostAPI £ AWS Command Line Interface (AWS CLI), SDK SReIZE 4
CloudFormation, BIEfE , W4T pending RS, BAIAERAESAPHIREERITERZIE,

THERE : EREH A BREREN

NREZVEEERENRMEER (HIW GitHub W BRSS3E GitLab BHITEE ) WiERE , NEZ 0
BEVSEARBTEN. MREBEZITREZEFRE (W0 Bitbucket ) , NIBES 6122 F 47+ ks o2
BT,

FERAEFEREETINHFEIRSM pending EXH available,

Host Yes Yes
already > Host set
created? up?
No
No
Createin CLI Create in Console
State: pending State: pending

=

Set up the host in
console i
State: available

Y

Use host with
connection

h i) £ Bk AR AWS CodeConnections
EERLRER , XEWKERFENEMRE AWS XigEE#,

RREE ARN BARR T HOZUENXEER , ERRFZIRTEAXE, tI2EZRFNXER
EEEEARBEERNXE, 2HEERRBIEERN AP RERHSEQZERE, EHMRR. M
BREZEHIRICIER

ATEENENRFETRLRTANRR. BRENEEHAIFRNXEPERENEIR,
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FRTABHA A 457
- BAFUE-RERE , RAREHRTUEEM AWS XEXEHERE.

- MRGEEENXFEHIEE , ML APIsEREERTREE  BEMATUEHEMATEXEK
ThE A ZE R

« HEEERFAEH CLI P HEZERRN , IR ERAEXEF EERKS KRBT EEZETR.
- HEERHAH CLI FIHENTRE , FIRMNE TEE XE P SERK R B EH TR

« ZEM CLI JIHBHER EXRBEENNTRNEEN , HREEEYN ARN , MAZREEN CLI X
204,

AMAIFT IR R £ 2
B RERBA , HEERULAL RN —LRAEE

. SR TFEENES,
. REFREREETEN SR,
o FRasiRA AN S — IS | T EE R,

EEBLR

WMRETHEBZNAE , WA ERMIRENERERSE. ATREAFTRTERH S FWEZNE
TR -8

B

BE=HKF LR AWS RARFEH, L2 Con AWS CodeStar nector R FATERF AWS RiFiHEIE
ZEEKPFHRNARR. REEF=ZFEUEBHING ERERE,

TEHE
—MATRE=ZARFREMEEEZDTEM AWS RESH AWS BiF.
B=HEMEE

HAB T AWSH RS SN RIRMHN M@ E, 0 | Bitbucket FEEMEE=H1FM#E,
EHEEEINE =S RERENRS RO, BaLUE AWS BRIEEF/NPIREEER, B

EERFEEMNENEMRE LWRHERERERENREREFRE, Flw, GitHub il fRSS2R
R—HERENRHERRE,

W R R 7 =
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host

RAREF=FRUEEFNEMREN TR, EREAENRRTEEE=FREBHRSS | 4
30 GitHub Ml fRS5 88 BRI BN B ZREBFRENFAEEEZE - E.

(® Note

HEEREF AR E GitHub il RS ERMERE |, FAZIEN —82 , BHa2RE
Bl —DNENRIR

AWS CodeConnections X &Y 452 F F AR

AERMAF X AWS CodeConnections X2 HIE F MR A E B

FH

« Azure XFEFHIRMIEFRE DevOps

« Bitbucket XFHRMEFEKR

 GitHub # GitHub )l = iFEV iRtk B

* GitHub 2l R 55 88 X RV IR 12 Fr SR BV R hiR A
« GitLab.com X#FHRHERRE

- GitLab BREE I HFHIRMHAHER

Azure ZHRHVIRMEFEE DevOps
PRAILURERZ N ARREF S Azure BLS A DevOps.
TXRHERE (RE ) WRERFXE | flW Azure THRE.
Bitbucket X R R FRE

YRE] LARHE 2 B Ff2 F 5 Atlassian Bitbucket Cloud B2 & M.

A X FE REM Bitbucket IR FEE (10 Bitbucket FRSEE ) -
GitHub A GitHub )l X FraV iR A KR

BRI LU EENARRF GitHub 5 GitHub Rl = —E A,
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GitHub &)l fR%5 88 X IV IR (2 F R B MR A
FALUSEENAREF S S EM GitHub D RS BRA—RBEH, BXIIRNRANGIE , E5H

https://enterprise.github.com/releases/.

/A Important

AWS CodeConnections T2 F A GitHub A fRESEEMRA, N , B FHRAFEFEECSH
B & , AWS CodeConnections T 31F GitHub Al fRZBEARA 2.22.0, BHITIERE , FHRK
BIRRA 2.22.1 HERFTH O B R,

GitLab.com X MR

O LUBE GitLab .com FRERE., BXEZEER |, BHSR SIEEMIEE GitLab,

/A Important
M EEERY 55 GitLab @¥F 15.x iR E &M,

GitLab B R EEXIFAVRMUBHRE

BRI LAUFEREE GitLab BITERELZE (GATLULRSHXER ) BEER. BXESEE , H2H 0
B5 GitLab BREENEE.

FmMRE S AWS CodeConnections

AWS CodeConnections B 5% % AWS BRFZFURSENHE=RFRFZER. FAUTIH2FHNERR
B EERBNSEEAN T RANBRSERK.

THMEXTRELBEALBRSHIEZFSEFEB,
ESi
* Amazon CodeGuru Reviewer

- Amazon Q FF R E R
« 5% SageMaker
 AWS App Runner
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« AWS CloudFormation
« AWS CodeBuild

» AWS CodePipeline

- RSBEF

« AWS Proton

Amazon CodeGuru Reviewer

CodeGuru Reviewer @—TA T HEFEERBHURS. SRl EAEERXBKISLEEFNNRE
WE=FFHE, BEXxFIWMMEE CodeGuru Reviewer L4512 GitHub 126 E P AR D LAEH 6]
BB ABNRIMEIE | 155 Amazon CodeGuru Reviewer B FISRH I : W12 GitHub 17
it FE P EVRASAE .

Amazon Q FF & &hx

Amazon Q Developer 2R —RET AT ERENERAXNERF , AALBBEER, WE, T RERNRE
AWS R REF. BXEZELR , 25 (Amazon Q Developer User Guide) A HJ What is Amazon
Q Developer?,

NI S5 SageMaker

Amazon SageMaker & —T A THWE., JIGMBEVREZIESEENERS. BXEE GitHub 774&
FEEENHIE , BSH (A mazon SageMaker FF X &) FWEHAZE =7 Git F#FE R SageMaker
MLOps 1t B &%k,

AWS App Runner

AWS App Runner RFIRM T —fRE, BHEBLFEMNFR  NERERBZFEQREEBER
AWS CloudF ] R EZ £ M Web NAREF. BALER App Runner BB ER MRS EBNEFEE
BENARFNE. BUUFERAEZFRAEBMLE GitHub Zi#EZBEE App Runner fi%. BXE
%55 , 55 H AWS App Runner F & A RIER PR IBEREERERE,

AWS CloudFormation

AWS CloudFormation2 —I RS , ATEBIEX AWS BRHITEEMNRE | XL AT LI E D /YA
HERXLERER , MEESHNEEFESITHNARRF L AWS, S USIE - NEIRPENE
AWS &R ( 513 Amazon EC2 345, Amazon RDS ${IEERAI ) K94 4R , H CloudFormation i3t
NEMEMEEIXLRIR,
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BRI LAE R E Git RZHEE CloudFormation REIZ A TR BEY Git FHENRISEE, Ex0A
£ Git S H#HTHKRDBNHIE , 525 (CloudFormation AF#r)Y $#Y “/FH CloudFormation
Git @&,

EHXEZ{EE CloudFormation , 52 {CloudFormation S S TREAFIERE) PHEMK, LA R
CloudFormation ¥ E.

AWS CodeBuild

AWS CodeBuild2 —I A FHERAN KBRS, CodeBuild TEME. EBMT EEHCHWERR
8 MATHARTHEEESNHEIERHTHITINWERE, EXEH CodeBuild SHIERE
NEZEEL GitLab , 25 (AWS CodeBuild A #/) FMGitLabiE#E,

AWS CodePipeline

CodePipeline 2 — &R GRS , THTEE, TN BIRTEATREMENS R, B L
FE#EN CodePipeline JRIBEBEHE = H 1R E,

THRES .

« BHX1% CodePipeline B1E , FZFHRIERESEZNH, SourceConnectionsEEFHESHAT
5l JSON/YAML K E& , S IAWS CodePipeline i FF# & CodeStarSourceConnection 1 #Y,

- EERRAEZARFEEEEENAN HE , BRI REMAER,

AR B

S@@ ervice Catalog LA EB OIEMEEIREE £ AWSEAN™ R E Fo

LIRRIAWS K S/ EB1E46E EEIR 7 ( 30 En GitHub terprise 2% Bitbucket ) 2 3E#ER | ZIE
EARFESF Service Catalog = mEZ FIBEIE=FFHEEENERH. GitHub

BXEZER , R (REFEFZAFER) ¥1 “BRkEFE X~ mEFEIKE GitHub, En GitHub
terprise 5 Bitbucket B AR T4,

AWS Proton

AWS Proton E—IMETFT=WRSE , BTHEIN=EMENR, SaUMERIEREN AWS Protoni&E ik /Y
BRERABIEME=FERENEE, BXEZEL | 55E AWS Proton BFIERE PWAIZIEE 76
FERVEERE,
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- BIEFNAHER 62 EENNRA RIS

k&2 AWS
EMIRER AWS Bk =
MRERE AWS IKF , FEERA T T RREIE -1
EOEAM AWS K
1. $TFhttps://portal.aws.amazon.com/billing/3E A
2. EREELNHBRE
EEME , HEIEERRIERS  EREABFERENA —NRIESE,

HRGEMET AWS K, LR BIZAWS IKFRAF —1 RAFERGRIZKS RBFRE AWS
RS MRF. FANREREIEK , FAAFIERERLRANR , A ARERARAFKKTEER
AP R BRNES

AWS FMEREEKE BB RE —HEIABFIR4, B LA a1 hitps://aws.amazon.com/Hi&#F
“BOKS” , E5EYaINKFENHEBEENK,,

IR EREREENRKNAF

EME , BRPENZE AWS IKkF AWS KPR AP AWS IAM Identity Center , /5 A X SI2EEH
P, XEERTLEA root BRRITHERES.

R IREY AWS Tk 7= 48 7=

1. %3#F Root AP Him AZRH AWS IKF BB Fob#ribit | AIKFFIEEN R E R, AWS EEZH
BET—IL , MAZHNEE,

ERIMEABEAFERZAEMNED | ESH CAWS 2 F AFPERE) M Signing in as the root

USEro

REEE 66
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2. RENBAFPBRZESHRIE (MFA),

BXRUEHA , FSEIAM BFREETHN AWS K- RAFSEAEL MFA R% (BHE )

CIREAERERNRNAF

1. J3 A 1AM Identity Center,

BXEE , BSE (AWS IAM Identity Center A 1§8) HEE A AWS IAM Identity Center,
2. £ IAM Identity Center 7 , FAFP R FEEIH RN,

BXREA IAM Identity Center B & N S RNHE , 25 (AFIERE) 1AM Identity Center
B A B9 A BRIAMREBLEAWS IAM Identity Center F P 17 R4 R o

UERERBRNRNAFSHER

EE A 1AM Identity Center A B0 %% , BERSBELIZE IAM Identity Center i P BT &%
S Y BB F R4 3 41k A9 B 5 URL,

BXMEH IAM Identity Center AP 2 ZH#HE , B HAWS 2% AP EEFHER AWS iHE)|T]
o

77 4R BR 40 Bic 4 EL At A P
1. f£ IAM Identity Center 1 , B —MXRE , ZANREFERE R A RIKAXBRAY R AEMWE

BXRUHA , BHSHE CAWS IAM Identity Center A $ER) F#Y Create a permission seto
2. HNARSEE—ME , RAERNZEDEE L BFZIFRNE.

BXxHH , H30 (AWS IAM Identity Center FAF#ER) ##Y Add groups.

IR F N BA 6 @ E BV RAY R B

£/ JSON 5k HE Y 48 25 O 2 SR e

1. BT AWS EEEGHA HITH 1AM 2§ & , Wik https://console.aws.amazon.com/iam/o
2. EEMNSMERTD , EERE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
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https://docs.aws.amazon.com//singlesignon/latest/userguide/addgroups.html
https://console.aws.amazon.com/iam/

R IAEHA g
MRXZEEREERE , N2 ERBEREEXNRERE, ERFTRER,
FERHEMTRER , EEF e RMK,

4. HERMBEYRIEIRIDD , LT JSON LT,

5. WAL JSON B :

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection",
"codeconnections:DeleteConnection",
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:GetInstallationUrl",
"codeconnections:GetIndividualAccessToken",
"codeconnections:ListInstallationTargets",
"codeconnections:StartOAuthHandshake",
"codeconnections:UpdateConnectionInstallation",
"codeconnections:UseConnection"

]I

"Resource": [

"

}
6. iij:¥-|:_*/'=o

@ Note
SEF LARE RS E AL A JSON B RRA TRz E )k, A , MREHTEARE AR
CRERTEET—F , IAM RS BEREEHUHX T RERETHL. BXE
ZEE , B2 (AM AFEE) PREZERRSEM.

7. HEEFHUERRNEL  NEECEMNRKEARBENMER (7L ) . EF R E LA
FRAEE RBER THNR,

8. LRGSR IRIFERH KL,
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FaEREENRE LS EREIERE , NENE=ZHFREHESEN AWS BRXBKER, MREY
EEERET AWS JR ( #la1 ) CodeCommit , M AT LU EAERRIBEHITERE., BER , WREENIF
EE N4 BEENEFHESEEMEXRRK. EXHEDR , £9i%E 5 Bitbucket FEEFNEEN
R,

FEAREOF , BRERLTES

« AWS CodePipeline : FEXLLERF , B LA Bitbucket F i FE I EEEENEER.
« Amazon CodeGuru Reviewer : ¥ T3k , &5 81 Bitbucket FfEE 5 Reviewer F Y CodeGuru &
R 9 H T EAR KB,

£l

- EREH

- ST RERX
- SR2:BIEEE

- S8 3 FEMNBEE CodeGuru Reviewer xBx

TR

HEFFRZH , BEX RE PSR, BEFE-NE=ZAREEEREZIEN AWS RS H %
ERENCEBESHRIE. flan, SR Bitbucket T FFIE#EE 5IR P& EEE KK AWS RS

- EFER Bitbucket I 82— Bitbucket 1F&E,
. HERIFEM Bitbucket Eif, HEFERAENIERER AWS BEEGIA K RELEREERALEN

Bitbucket EIEE F,
S BRI
LR B1 22 R H Bitbucket FAEEERT | D EERIAM README .md X , BENN H#HITHRE.

1. BFRFEM Bitbucket FHEE , ARF1%EFE Source (R)o
2. 1%3#¥ README.md X , REERTTEINEE Edit (45, MIBRIIEXARHRNMET XA,

This is a Bitbucket repository!
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FETAREA il
3. BEEREXR.

#4R README .md X4 T EEENBRE .

SH]2: QEEE
ELLER S o, SR EANLTRENREE -

- BI&H Bitbucket 17 i FE M R A VIR BT BX
- THERRIEN AWS CodeBuild £ R E .

ERESeIREE

1. &3 CodePipeline ##|& , Mt R https://console.aws.amazon.com/codepipeline/o
EXERE, AMMREHKEERE L , EFCIEEE.

ESH1 . EBREBRENEERND , #iA MyBitbucketPipeline,
ERSAGYD , EREHERSAE,

> w0

(@ Note

MREERFERIAM CodePipeline RS AE | HHER
B codeconnections:UseConnectionfd IAM R RAMEBIEHRZACRKEHT, BX
CodePipeline RS AEKUEA , S CodePipeline fRSS A &R IR,

5. ERRRET , REREREE., EURHFHD  ERBRIAMIBUCNRIAGGHFME (MBEERNRIA
{EFY Amazon S3 T E F#M ) AT HEEEENXEHNEE,

(® Note
XARFABHREFEE. SREENTE 7. S/MEEBFE-— 2 HMNB4HFMHE
Blan S3 F M.
iij:%-lt_io

6. 1f Step 2: Add source stage (5% 2 : RINEMER) WE L , FIRHE

a. XIF Source provider (RIZf£7) , 1£4F Bitbucket.
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https://docs.aws.amazon.com/codepipeline/latest/userguide/security-iam.html#how-to-update-role-new-services

FF &k T B4l

4 ArEE

b.

C.

e.

> @ ™

bt
7. ER

o o

o o

£ Connection (%) T , #%&# Connect to Bitbucket (3% Bitbucket).

# Connect to Bitbucket (£ Bitbucket) J1E E£H# Connection name (E#EE) # , WA
EQENEEZENEN. ZBENARBEEFRAILERE,

£ Bitbucket apps (Bitbucket M ATEF) T , 1&£#FInstall a new app (REFHNARERF).

ERARFLZETE L , —&EE S RiZ AWS CodeStar N 27 EfE =ik B 2 IR
Bitbucket 1k P, ®FRFIHRINE, RPIGEER , RE LSRN E Bitbucket LV FMEE | &
A LLUE R E P —NMEEESZN AWS RIRAERE,

HE R ZENER D, EFTHER. LRHEEE CodePipelinef2Hl &
£ Repository name (&R #5) |, 1%E$F Bitbucket B B 7o

£ Branch name (7 XX &%) F , R E#END X

BERER T ERRBERN B EELET,

FRENRER T, EEBELT®IUZ — : CodePipeline 1A,

« #%3%E “CodePipeline BRIN” AXTEE AR A THFEABRIA zip 13K,

- ERERERE  LESAXEETHENFEEN Git TH#E. 2B CodeBuildR S X
b IhEE.

-F_io
IR ER , AIN—MIRMER :

ERRIRHEFT , %F AWS CodeBuild, fFXIFGERIANEEXE,
REREE

EMBEMS , WALLRED B AT,

EIMERGH |, EREEREG. W TRAERS | £ Ubuntu,
WFZTet , EFmRAE, X T ‘BB, %#%:5.0 aws/codebuild/standard.
NTFRFAE  EEFERSAC,

£ Buildspec (H9Z#I5E) T , 7 Build specifications (FIEHSE) i%£# Insert build commands
(FEABWED D). %E# Switch to editor (VI EmEEET) , REFLLTREMEE Build
commands (£ H) :

version: 0.2

phases:
install:
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#If you use the Ubuntu standard image 2.0 or later, you must specify
runtime-versions.
#If you specify runtime-versions and use an image other than Ubuntu
standard image 2.0, the build fails.
runtime-versions:
nodejs: 12
# name: version
#commands:
# - command
# - command
pre_build:
commands:
- 1s -1t
- cat README.md
# build:
#commands:
# - command
# - command
#post_build:
#commands:
# - command
# - command
#artifacts:
#files:
# - location
# - location
#name: $(date +%Y-%m-%d)
#discard-paths: yes
#base-directory: location
#cache:
#paths:
# - paths

h. &# “44E” CodePipeline, XJfFiR[E 2| CodePipelinei®#l & H ol — MERA BN HED D]
1TECER CodeBuild BIEH.,. WMEMBFEARSACKERE AWS RFNR, LTRAGEFE/L
SEhEtiE .

i J\.i?%—l:_ﬁo

8. HEFIR4: ANFEMBEREL , EFERIBBENER , ABSBRERUIEZIEEHE. EET
_ﬁo

9. HLRS5: wRF , RECREE,
10. AZIBIBREER , BT REERT.
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© Source Succeeded
Pipeline execution |D: 961f7d94-d798-

Source @
Bitbucket

() Succeeded - 2 days ago
7098464e

70984642 [4 Source: README.md edited online with Bitbucket

Disable transition

@ Build succeeded
Pipeline execution ID: 961f7d94-d798-/

Build ®

AWS CodeBuild

@ Succeeded - 2 days ago
Details

7898464e [4 Source: README.md edited online with Bitbucket

1. ERNEHEME |, i£$% Details (FAER)-

£ “NITIEE” T , BEF CodeBuild £, XLEmaFmH README.md XHRE , BIRFR
N

This is a Bitbucket repository!

[Container] 2020/06/05 19:14:51

This is a Bitbucket repository!

[Container] 2020/06/85 19:14:51 complete: PRE_BUILD State: SUCCEEDED
[Container] 2026/06/85 19:14:51 context status code: Message:

[Container] 2020/06/05 19:14:51 complete: BUILD State: SUCCEEDED
[Container] 2026/06/85 19:14:51 context status code: Message:

[Container] 2026/06/85 19:14:51 complete: POST_BUILD State: SUCCEEDED
[Container] 2020/06/85 19:14:51 context status code: Message:
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SR 3 FEMLEE CodeGuru Reviewer <Bx

BIREER , BN ZEEZEATE —KFPHFE AWS ®iR. 6l , ZE e LU MEERY Bitbucket iE
ERTEEHRH CodePipeline JR#EEF CodeGuru Reviewer FHIBERR 2.

1. %% CodeGuru T EZE A,

2. 7£ CodeGuru Reviewer T , &R <EKFMEE,

AT — @S,
3. 1£ Select source provider ((EFREMHERF) T , 1%#F Bitbucket,
4. 7£ “Connect to Bitbucket ( 8 AWS CodeConnections ) ” T , iR &N EE QI B HERE,

5. 1£ Repository location (fZf&FELE) T , %£$F Bitoucket FEFEMN B , R/F%ERF Associate (3<
BX)o

WA ABKERBERIDETR, BEXEZEE |, i55% A mazon Reviewer i8R HEREE
Bitbucket LU 17 E 5 CodeGuru Re CodeGuru viewer X< Bt 3k,

(PR E

EEREATE AWS BREEINBABEFRENRE. SMNEEMESTURRAERSHER , 6
AT AWS CodePipeline E#ZZEIE =5 76 % ( 40 Bitbucket ) » B4 , &R LA PIRINERE ,
CodePipeline AMEEMNE=FREBFHEEHTRBENRN , oM AEBNEE, BoaLUF AWS %
FEZEIELZENREERZER | flW0 GitHub 1k fR$28.

(® Note

¥t F GitHub =% E GitHub nterprise Server RV LR |, EREER GitHub NARFRZREREIZA

GitHub AR %, NAREFZ GitHub HLHRE = 1:1 WS, — MR —RREBE— 1 NHA
BRF ;B2 , RANES N NEEERNR— TNAERFR, BXEZHAERE , HSR WM AWS
CodeConnections S4H AR KR,

MBREEQESELZENIRERFER ( HII0 En GitHub terprise Server ) HiE$E |, NBH A SR EGIE
FHl. FNREUENER , ATRTIRERMUEFNERSSE. EXEZELRE , B3R £AEN.

SIEEEN | SR LUERAEFEPNRASEE=Z A RHUFBLZREENRAER , FREEMEREMEX
B, REELZET NRAERF , WALERTE.
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/create-bitbucket-association.html
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@ Note
BERKN (K= ) ERAEE AWS X8 , BU4R

1.
2.

EXEHENNRER
Rz XE

o W

X—RETXHENNARFEFRMNEX (XK= ) KEFHNEZE ZNRAEFES=77RMHE
Mg LR , EXHECXENEERNNENRAEFRDTH. ZRENRAERF , BIRFER
NE=FRHEFNEZX BN RS HZENRIE | H BET SURE B 1 201% 5 F 2 7 R BUE
R

BRIFGCEAXE , BNZRFSTLLBHEFRHENHE. BRALXE , IRFERTFRIGR
SRENFHIENBIFEHINR,

BfEREAZEE , IRXKERENNARFNRBEZERS , F=ARABRATUER
MRS HAZENHE Bt , BELEZEAZEKEEVNHBRZNAEF. BXESZEER 1B
ZHEAXE,

AXEENEZER |, H5 AWS CodeConnections APl &%, £33 Bitbucket CodePipeline JRiE 4
HEZER |, ESRAWS CodePipeline A P88 CodestarConnectionSource i,

ERIREY AWS Identity and Access Management (IAM) AAF S A G SIB R XB EE R IEZEMENR
KR , IS REAWS CodeConnections MRS ZE, IRIFEH CodePipeline RS A B BIZERE |, &
AR E BN ENPREH N Z#F AWS CodeConnections, BXi%8 , IS FIAWS CodePipeline A8
MHNEHNRSAE,

ES

=

&

BiER

- B8l 5 Azure 1% DevOps

- B2 3| Bitbucket FYiEE

- BIES/VER GitHub

- BlEE GitHub )l fRSESHERE
- BIESHER GitLab

- BlE5 GitLab BEREENER

- ERHERNER
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https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
https://docs.aws.amazon.com/codeconnections/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/action-reference-CodestarConnectionSource.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/how-to-update-role-new-services.html

FRTAEHA A 457
- BIHER

- MBRZESRE

« NEERFRIRE

- EREEFHAER

- EHZERE AWS K-

Bl

BRI EUTE=Z T RUEFRENES

E 6|2 3 Bitbucket ViEHE | BES 62 F| Bitbucket BYIEREE,
EHEERAIM GitHub DI = GitHub HiEE , FS [0 ES5HE R GitHub,

TOIRS GitHub DL RS B | SENEINRR , BSHAES GitHub £ 2 EiE
.

E0EEEE GitLab , FZRQESHIEE GitLab,
E6IZ8 5 Azure BViE$E DevOps , BZHGIES Azure BYiE$E DevOps.

(® Note

M2024 £7 A1 B, #4558 [FERE ARN codeconnections FRIEEMERE, HEAH
MNRF IR BRI R E T RIEREFEI A F,

212 5 Azure V3% #2 DevOps

PRATLAER AWS B2 414 5 AWS Command Line Interface (AWS CLI) R85 Azure EIEEW
17 FEHYE # DevOps.,

FrEaETRY ER THE

o YRAINERTE Azure FHIE T — Mk~ DevOps.

o YRAINEZTE Azure DevOps [ 17 LRIZ TUI B # Azure FiEE. BHNIKFSAEECENEER
T E AR
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® Note

YRA A8 5 Azure DevOps FEFENERE. TXHFELEE (EENL ) Azure REERFZE
B a0 Azure =HEE ., ESHEAWS CodeConnections X IFH IR MR F AR A,

® Note
EERELRATEREENKF BTN FEE.

FB
. BB S Azure BYERE
. BB S Azure BYERE

DevOps ( #Z#l& )
DevOps (CLI)

B2 5 Azure B9iE$ DevOps ( #2#H7 )

YRAIAE A& 02 S Azure BYiE#E DevOps.,

® Note

M2024 F£7 B 1 B, #45F%EEE ARN codeconnections HRlZEWNERE, TEHH
MRS BN R R SE T REEFIEF,

SB]A1 . BIEEE

1. BFHITIF AWS FFREIEEHE , Mk https://console.aws.amazon.com/codesuite/settings/
connections, AWS BEE&IA

2. EERRE > EE, AREREEE.

3. Ef|EE Azure DevOps FHEFEMIERE |, B “EFEME" Ti1EEF Azure DevOps, EEESR
M WAEQENIEZEN B, EF E##E Azure” DevOps , RAEHRENITER 2.

fEFERE 77


https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections
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Create a connection i

Select a provider

‘ Bitbucket ‘ ‘ GitHub ‘ ‘ GitHub Enterprise Server

‘ GitLab ‘ ‘ GitLab self-managed ‘ ’ O Azure DevOps

Create Azure DevOps connection info

Connection name

» Tags - optional

Connect to Azure DevOps

% 2% . E#EEF Azure DevOps

1. 7& “E#ZF| Azure DevOps RiEE" MH L , HETRREZEE M.

2. MWMRER Microsoft WEFRH , HFEAZNEIEER , REEBRMRE,

WMRIX 2R —IX DevOps MBI E] Azure BYERE |, NI TJREEERZ FINR AWS B

BEHa,

fEFERE
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S Microsoft

Permissions requested
QuickStart Application

This app may be risky. Only continue if you
trust this app. Learn more

This app would like to:

v Code (read)

v/ Maintain access to data you have given it access to

\v View your basic profile

j Consent on behalf of your organization

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and
privacy statement. The publisher has not provided links to
their terms for you to review. You can change these
permissions at https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

3. 1% Accept (%),
4. HEEENEL , FETHRENEE D,
5. %# Connect MBI ERE, CIBNERE RTEREIRY  AELTARARSHAILUER,
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825 Azure B9iE#% DevOps (CLI)

I&AILAE A AWS Command Line Interface (AWS CLI) R8I EE#E,

HIt , EEA create-connection B,

/A Important

ZIABERT , B AWS CLI S eI 2K iEREE AWS CloudFormation &6 FPENDINGIRAS. fEF
CLI 8|2 E# 5 CloudFormation , fEFIRH| & wEEIEEUEEL TIRSAVAILABLE,

B2 5 Azure BYiE$#E DevOps

1. $TFF£4R ( Linux, macOS = Unix ) Sip SR <A ( Windows ) o AWS CLI £ z1Tcreate-
connection@i ¥ , --connection-name N RMEEEISE --provider-typefl, ELLRHIA
E=FHRMSF BN AzureDevOps , IEEMEZE AN MyConnection,

aws codeconnections create-connection --provider-type AzureDevOps --connection-name
MyConnection

MREY , Z T RHEERLUULTRENERE ARN 2.

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44l1f"
}

2. FERARHAZREE. AXESFEER , BSH EMEEANEEE,

t 2 Z Bitbucket RYIE#EE

EAILAE R AWS BB #2E| A 5 AWS Command Line Interface (AWS CLI) 3R 812 & bitbucket.org £
RENFHENZEE,

FrIaETAY ER T

- BB E A Bitbucket BIEZEIKF,
- BB TE bitbucket.org EBIE T —MUBEFE,
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F

® Note

&) L6 2 2| Bitbucket Cloud i EERE . T X2 L%EM Bitbucket IRIEEFRE (0
Bitbucket IR%8% ) » S FJAWS CodeConnections X R F FARA

® Note
EERELRATEREENKF BTN FEE.
MR ER R AR F LT Bitbucket THEXH |, NIFEE Administer workspace ( B THKX )
BBR. &N , KENARFNIETFFR2E T

)
B2 2 Bitbucket HYIE#EE
B2 2 Bitbucket HYIE#EE

(#EHE)
(CLI)

#1323 Bitbucket M (2414 )

&R LAfE R 42 %) & €132 5 Bitbucket BYEHE,

® Note

M2024 F£7 B 1 B, #2455 %EEE ARN codeconnections HRlZEWNERE, TEH
MRS BN R R SE T REEFIEF,

FI]A OIEERE

1.

BERHAITIF AWS FREITEEEIE , Mk Ahtips://console.aws.amazon.com/codesuite/settings/
connections, AWS BEE&IA

ERIRE > EE  REEFEREK,

E 0|22 Bitbucket TZfEFERIESRE | 7B E Select a provider (ERIERER) T , %£4#F Bitbucket, £
Connection name (FEEEH) 7 , AZQENIEZN BN, %E#F Connect to Bitbucket (E#Z|
Bitbucket) , REHRERITLTER 2,

ERER Y


https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections
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Developer Tools Connections Create connection

Create a connection .«

Select a provider

© Bitbucket GitHub GitHub Enterprise Server

Create Bitbucket connection

Connection name

SR 2 : E#EF| Bitbucket

1.

£ Connect to Bitbucket (E# % Bitbucket) RETHE L , & RIEHEREE

£ Bitoucket NAEFT , E—IMNABRFRE B RBRRFINABRFRUEZ-—IMNARRF

Ax
R

(® Note

B RNETA Bitbucket THEXRIKFZE—IXBARERF., MREBELKXLE T Bitbucket N A
BF 6 BERe  ARBEARBrABTNERE—F.
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Connect to Bitbucket

Bitbucket connection settings info

Connection name

a-connection

Bitbucket apps
Bitbucket apps create a link for your connection with Bitbucket. To start, install a new app and save this connectior

Q or Install a new app

2. MWMRE R Bitbucket WERH , BEALHNEILER , AREREHRE,

3. ENAERFRLZERLH —%HE & RiZ AWS CodeStar N AR F EEZ1REZ T &R Bitbucket
o

R EE AR R Bitbucket TEX |, FERITERXH Authorize for ( B ) &I, RELRREEE
RIFRINENIEXTLE R,

EERRFIHRNR,
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dWsSs €

AWS CodeStar requests access

This app is hosted at https://codestar-connections.webhoaks.aws

Read your account information
Read your repositories and their pull requests
Administer your repositories

Read and modify your repositories

Authorize for

Allow AWS CodeStar to do this?
This 3rd party vendor has not provided a privacy policy or terms of use.

Atlassian's Privacy Policy is not applicable to the use of this App.

Grant access [NeElEl

4. £ Bitbucket NARERFH , NETRHEZEMNERE ID, ERERE, IENEENE REEEYIRS,
Connect to Bitbucket

Bitbucket connection settings info

Connection name

MyConnection

Bitbucket apps
Bitbucket apps create a link for your connection with Bitbucket. To start, install a new app and save this connection.

Q. ari:cloud:bitbucket::app/{c26d1f3 - X or Install a new app
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#1223 Bitbucket #IE#E (CLI)

IETILAE A AWS Command Line Interface (AWS CLI) R8I & E#E,

HIt , iEEA create-connection I,

/A Important

RIAMERT , B AWS CLI s8I/ ERE AWS CloudFormation & FPENDINGIRZAS ., {EH
CLI = f22E#/5 CloudFormation , fE &I & dwmiBiE B AFEHEL TIRSAVAILABLE,

E 8|2 % Bitbucket HYIE#E

1. $TFFL4Y% ( Linux, macOS = Unix ) as SR TAF ( Windows ) « AWS CLI fEAiE1Tcreate-
connection@i ¥ , --connection-name N RMIEEEISE - -provider-typefl, 1ELLREIAH |
F=ZFRMHEFEHN Bitbucket , IEEWEEEB ¥ MyConnection,

aws codeconnections create-connection --provider-type Bitbucket --connection-name
MyConnection

MREY , Z T RHEERLULTRENERE ARN 2.

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf"
}

2. FEREHAETREE. AXESEER , BSH EREEAEEE,

Bl SHERE GitHub
BATLAE R AWS BB #EEH| A 5 AWS Command Line Interface (AWS CLI) K812 S #93E # GitHub,
FRBIER T

- BHMELZERGET K, GitHub,
- BAMEBE= S RBEME.
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® Note
EQEERE  BUXAR GitHub ALMEE. N TABETALNERE  ELNRERERE
%

£
- RIS GitHub ( #2H & ) BEE
. 15 GitHub (CLI) B5EH

I 5 GitHub (#2#l5& ) AVERE

ISR LABE R 425 & B2 S HVEE GitHub,

® Note

M2024 E£7 B 1 B, #2458 F%EEE ARN codeconnections HelZEWNERE, TEHH
MRS BN R R MSE T REEFIEF,

1. BEFRHITAFAEIERFE , Wik Ahttps://console.aws.amazon.com/codesuite/settings/
connections, AWS BEE&IA

2. ERRE > &, REEFEEE,

3. EHIEE GitHub = GitHub 1l =EMEMIER | BEERIEMHE T ERGitHub, EE#ESR
T WAERENEEMNEZ . &R Connect t o GitHub , AARH#ERM TSR 2,
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https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections
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Developer Tools » Connections » Create connection

Create a connection .

Select a provider

Bitbucket O GitHub GitHub Enterprise Server

GitLab GitLab self-managed

Create GitHub App connection info

Connection name

github-connection

» Tags - optional

Connect to GitHub

B2 5/YEE GitHub

1. 7£ “GitHub EH#IRE” T , BREZEBMIERE “EZEBM B, &3 Connect to GitHub, LA
ERFRERT@E,
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aws @ ‘ ’

AWS Connector for GitHub by Amazon Web Services would like
permission to:

(Q‘ Verify your GitHub identity (| 1)

D Know which resources you can access

-/\/- Act on your behalf

{:?:} Learn more

Learn more about AWS Connector for GitHub

cancel Authorize AWS Connector
for GitHub

Authorizing will redirect to
https:/fredirect.codestar.aws

@ Not owned or (9 Created More than 1K
operated by GitHub 4 years ago GitHub users

2. &FF R AWS EEZSRZEN GitHub, EFERENERHER “GitHub RRAEF" FE.

fEFERE
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Connect to GitHub

GitHub connection settings ifo

Connection name

github-connection ‘

App installation - optional
Install GitHub App to connect as a bot. Alternatively, leave it blank to connect as a GitHub user, which can be used in AWS CodeBuild
projects.

Q, or Install a new app ‘

» Tags - optional

Connect

3. HE‘GitHub RREF" T , RRNABRFREIILE "RERFNAESF REIE -1,

® Note
BAUNERERBEFNMAEERR—TNAERF. IREELXRT GitHub M A
B AWS EiZSR  BERCH USSR,

4. FE“REAWS EEDR GitHub” THE L , EREEEPLENARFNIKS,

fEFERE
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adWs

Install AWS Connector for GitHub

Where do you want to install AWS Connector for GitHub?

Configure >

(® Note

BRFNEA GitHub P RE—RZRRAERF. MREZHERET NARERF , WA
EREE , #EREANARFZRENERNE , T UERRREHERRZES A,

5. & “RI AWS E#SR GitHub” WE L , RERINME , REGEE “RE",
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dWs

“--._...-:-"

Install AWS Connector for GitHub

Install on your organization .

for these repositories:

@® All repositories
This applies to all current and future repositories owned by the resource
owWner,
Also includes public repositories (read-only).

(' Only select repositories
Select at least one repository.
Also includes public repositories (read-only).

with these permissions:

~" Read access to issues, members, and metadata

~" Read and write access to administration, code, commit statuses,
organization hooks, pull requests, and repository hooks

Install Cancel

Mext: you'll be directed to the GitHub App's site to complete setup.

ERLELSRE , PAURESEREMRNNRRE GitHub,
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6. WMRERWAEE R GitHub R FATEFH Conn AWS ector (RFEEEH , Bk F “BEIZHNR,

o bs

app by
permissions

Read-only access to Metadata

Read and write access to Commit statuses

@ All repositories
This applies to all current

% publ feposiiones (read-on
O Only select repositories

Developer note

is requesting updated

Now request

Mew request

Accept new permissions

The - . app will retain its current permissions if you choose not to

7. BfFIREF “Connect to GitHub” TTH., HZ&EMNEEE ID 2ERE “‘GitHUbN AR ., EFE

#,

EE RO ENERE

< BIEMNEEREREEEIRS,

@) Connection githubc-connection created successfully

B2 5 GitHub (CLI) HiE#E

EALAE A AWS Command Line Interface (AWS CLI) #8122 589%$# GitHub,

c J
Provider Status ARN
GitHub @ Available 2:3

arm:aws:codestar-connections:us-west-

fEFERE
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HIt , iEEA create-connection T,

/A Important

BIAMERT , B3 AWS CLI =822 /Y5ERE AWS CloudFormation & FPENDINGIRZA.
CLI S A|Z2E S CloudFormation , fERE &I & wEIEZIUFEHEL TIRSAVAILABLE,

Eo|2 5/YESE GitHub

1. ¥TFFE% ( Linux, macOS = Unix ) SRR AF ( Windows ) » AWS CLI £ Aiz1Tcreate-
connection@i ¥ , --connection-name N RIVEEEISE - -provider-typefl, ELLRHIA ,

B=FRMAEBHRN GitHub , IEEMNEEEB M MyConnection,

aws codeconnections create-connection --provider-type GitHub --connection-name
MyConnection

MREY , R T RHEERLUULTRENERE ARN 2.

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44l1f"
}

2. ERRHAETREE. AXESEER , B2 ENEENEEE,

I 5 GitHub bl AR S5 2R RV 2

BRI A EAEEREN AWS BIREE =S FHEXRK, BULUER AWS EEEH A& X AWS
Command Line Interface (AWS CLI) k812 5 GitHub 1l R Z 85 HE#E,

BEEMREN GitHub il fRSSBRK AN FEENTRNR , ZKFEEECZBRATERNZE
GitHub M A2 ¥ o

FrIaaTHY R T

« BYHMELE— GitHub 12 BRS5 27K A —Mrfi B

« BFEER GitHub Al fRSFERSLHIMNEE R T EEIE GitHub NARFMEIZENEIR , MATAr
Ro
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/A Important

£ GitHub £l RS EBRE XA , 2R EEIE — Webhook EH4EIEM VPC KinT =
WRIBE 2020 F 11 B 24 H2eiBIEZ 7T 4N , FEEEFEH VPC PrivateLink Webhook £ i
TR, WARERBREN , REBLEHFEN.

(® Note

W FEA GitHub £ RSB GitLab BITEBEWAL | BARLERTRANEN. BERHEQD
PREMNERCE - MEN  AELABRREZENNMEZER (VPCID IDs, FMMZE
A IDs ) PR AMRBENGEE. AXESEE , FEH EXENRHBEXSEANERENENIR
B

ES}
- BI25 GitHub )l fRSS 2R (12 E ) RIER
- Bl 5 GitHub )l fRS5 8% (CLI) AYEEE

BI2E GitHub Ml fRSS 88 ( 2HE ) HEE

E QI GitHub il RS ERERE , BRERM GitHub U RFSHLENENFE R , HEASLER GitHub
Al ERERN B EE,

2

(® Note

M2024 F£7 B 1B, #8455 EERE ARN codeconnections FRIZENERE., AW
MRE BN R RIFHET REZRE AT,

ES]
- BIEER GitHub 2 fRSSERERE (12%15 )

Bl GitHub ol PR 88 3 (12414 )

EO2 5 GitHub Dl FRSFERMVERE | BERFIRS SR URL M GitHub b F47E,

i 94


https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-delete.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-create.html
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BIEEMN

1.

BRHAITIF AWS FAEITEEFIA , Mk Ahttps://console.aws.amazon.com/codesuite/settings/
connections, AWS B A

£ Host (E#1) T+~ £ , 1% Create host (BIZEH).
£ Host name (F@mE#) B , MALERATENNEF
FIERREHEERFP  EEUTEIZ—

* GitHub &Ml fRS5 8%
. GitLab HERE®E
 URL F , ARERRHEFNEMIRENLIRT Ko

MRZ RS 2R R E Amazon VPC HFEER , A BEEEiER VPC |, 1§1%F Use a VPC (£A
VPC), &M , i&¥%#E No VPC (& VPC),

MRS NEHZ3E Amazon VPC & | H# BB EEE VPC |, Fi%£$#F Use a VPC (£ VPC) #

SER UL T B1E,

a. TEVPCIDH , i&R&E/ VPC ID, BERNEMIZEIERLTELFIMN VPC , SHi%&FEET VPN
=% Direct Connect 15832 4I#Y VPC,

b. MREEETHE VPC, #BEECRRAIEENERAIFELBIEBRRILHIT TLS BiE , &
£ TLS iEBH AL ID, TLS IEBENILEBHNAEER.

%4 Create host (812 EH),
ERENFAEEREG , TVNRSHEEENNCIEMRET,

® Note
MRENENREDE VPC BLE , BESF/ L0 et E RN E N M EA 4,

S/ENENIA Pending (FLLE) RS , ARTREE. BXESER , SN RESLEY
EM
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https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections
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@ Successfully created MyHost X

= -

(@ After your host reaches Pending status, choose set up host.

Developer Tools Hosts MyHost-eBb08e2c

MyHost-e8b08e2c

Host info
Host name Product
MyHost GitHubEnterpriseServer

SR 2 BIEE GitHub AV BRSS 2R (2FH G ) AVER

1. BF AWS EEIEHA HITHAFAETERFIS , Mt RHhttps://console.aws.amazon.com/

codesuite/settings/connections,

2. BERE > EE, ARERCIREE,

Endpaoint
https://test-

devf 4

Setup status

@) Pending

3. EOIBEEZREN GitHub il BRS5SBRFHEFRNER | HERFGitHub il BRSSER.

Connect E1#Zl GitHub 1 fRES28

1. 7£ Connection name (E#ZE ) , W ALBWEZEN B,
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Developer Tools Connections Create connection

Create a connection i

Select a provider

Bitbucket GitHub ©Q GitHub Enterprise Server

Connection Settings Info

Connection name

Give your connection a name.

connection-ghes

URL
The endpoint of the server to connect to
https://myserver.dev/
Use a VPC
If your GitHub Enterprise Server is only accessible in a VPC, configure details here. Otherwise
skip this step.
Complete these steps in the same AWS Region as your VPC

2. TEURLH , W ARSI/IVARET R

@ Note

WMRATRMN URL ERATHEERE GitHub W RS 2R , WRARRREBEEREZAINZ
LirT RV ENFIR ARN.

3. (Wik) WREEFREEEE Amazon VPC #F | HF EAEEERE VPC |, BikEBEER VPC H5%
B AT 1846,

@ Note

X FEEA GitHub Ml fRS5ER GitLab BITEEMNAR , EF2EETANEN. EEN
ALAPNENERNE—NHEN , HEXTBREZENHNEFE (VPCID IDs, ¥
MMZ£4E IDs ) FRAHBNGEE. AXEZER , B2H EL RN REHREIFEAN
EEMENIRE,
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a. TEVPCIDH , i&REM VPC ID, BE SN LE GitHub 1) fRS- 353241 pY B A 1R KE ik 1%
VPC , & &R @52 VPN = Direct Connect i8] GitHub7® )l BRE3 8825189 VPC,

b. 7 SubnetID (FM ID) T , 1%&# Add (/AMN), EFEF , EREATENNFM ID, &AL
HEHZ 10 M1,

BB NEE GitHub I fRFEFRHIM EMEMIERE N | SEEFTLUES VPN 5
Direct Connect 758 B2 R%EM GitHub )l BRSE25S=HIH F M.

c. HE“ZR%E4" T IDs, it R, EFRF , ARBATENNRZEA, EHZALUERE 10
MRE4,

BEHNEE GitHub I RFEFRHINEMERIEEZ LA | HEEREZETIEN VPN =5
Direct Connect 17 8] B 2% GitHub 1l fRZ B8 HIMN R 24,

d. WMREHETHE VPC , B SN GitHub 1l BRES 85 SEHIEL & v £ A FE 4 HUE 3547 & A a3
17 TLS Rilf |, 7 TLS iE P AEKIEP ID, TLS iEBENZRIERNAE R4,

VPCID
Choose the VPC in which your GitHub Enterprise Server is configured.

Q, vpc-08 X

Subnet IDs

Choose the subnet or subnets for the VPC in which your GitHub Enterprise Server is configured.

Subnet ID

Add

Security group IDs

Choose the security group or groups for the VPC in which your GitHub Enterprise Server is configured.

Security group 1D

TLS certificate - optional
If you have a private certificate authority behind a VPC or you are using a self-signed certificate paste the TLS
certificate here.

4

4. &R EED GitHub RS ER. SIRMNEEE RANFLIERS. FEACRENEKRSHEEN
EEMR - ENRK. WTENRE , FEA URL,
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5. MEEFHLENERE,

Developer Tools Connections S17f67b0-0457-4463-
connection-ghes | Edit |
@ Finish creating your connection Update pending connection
Your connection status is Pending. Choose Update pending connection. : .

Learn more [

Connection settings

Name Status Arn
connection-ghes @ Pending armcaws:codestar-connections-us-west-
Provider

GitHub Enterprise Server

Host info

Host name Product Endpoint
https://myserver.dev/ GitHub Enterprise Server https:/fmyserver.dev/ [2
Setup status

@ Pending

6. MRHIIERTR , HH GitHub il B FIE EFEMEHN GitHub L FmEF.
7. HEGIE GitHub NRARFIE L , N ENNABRFERE-NEW,

Create GitHub App

GitHub App name

AWS

Create GitHub App for

8. 1£ GitHub I ITH L , #&#FE&HEM<app-name>,
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my-app1 by would like permission to:

R Verify your GitHub identity

D Know which resources you can access

J\f Act on your behalf

Cancel Authorize my-app1

httpsy//redirect codestaraws

9. ENRAEBFZENEL A FEEETEERNABRFCARERE. NREESNER , R4
ARERKREREERERFEZNAEFNAL,

RRELZRNARFHNERERE, BRRE,

= 2

T

Install my-app1

Install on your personal account
® All repositories

Only select repositories

Jwith these permissions:

~ Read access to metadata

+ Read and write access to code, issues, and pull requests

10. EENHERELIBNEEL T Available (T A) RE
B2 5 GitHub )l R385 (CLI) FiEE
IEAILAE A AWS Command Line Interface (AWS CLI) R8I & E#2,

At , EFEF create-host M create-connection a8
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/A Important

RIAMERT , B AWS CLI s8I /ERE AWS CloudFormation & FPENDINGIRZAS ., {EH
CLI = f22iE#/5 CloudFormation , fE &I & B iE U HEL TIRSAVAILABLE,

i 1 : 9 GitHub bl BRS5 23581 4 (CLI)

1. $TFFLUS ( Linux, macOS = Unix ) S RARAF ( Windows ) » AWS CLI £ Aiz1Tcreate-
host@i s , --provider-endpoint HIRMIEREIEE - -name- -provider-type. . LR
F,E=ZFREEFEMN GitHubEnterpriseServer , & T AR my-instance.dev,

aws codeconnections create-host --name MyHost --provider-type
GitHubEnterpriseServer --provider-endpoint "https://my-instance.dev"

WMRMT , ZETFIRERCETREHNEN Amazon BIREH (ARN) &,

"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-Host-28aef605"

SRS ERE , VLT PENDING RES,
2. FEAEHIATERENREFFEENETHN Available RS, BXEZEER | F5H RESLEY

=
SR 2 EEHAPREFLZOEN

1. BFAWS BEEIEHA HITHAFAETERFIA , Mt RHhttps://console.aws.amazon.com/
codesuite/settings/connections,

2. HEARHEZERENREFFENERN Available RE. BZEREFLENE,

S 3 A GitHub 1 RSB I 2R EH#E (CLI)

1. FTFLE ( Linux, macOS = Unix ) TR TREF ( Windows ) « AWS CLI 21T create-
connectionfs ¥y , --connection-name N EMIEREIEE - -host-arnl,

EREE Y
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aws codeconnections create-connection --host-arn arn:aws:codeconnections:us-
west-2:account_id:host/MyHost-234EXAMPLE --connection-name MyConnection

MR, ZHSHRERLATAENERE ARN E5,
{
"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad"
}

2. ERARHSREFSLENERE, AXEZER S ENMERNER,

HI 4 EREHEPTHE GitHub il RS R/AVERE

1. B3R AWS BEEEFA HITFAFAEIERESB S , MiutHhttps://console.aws.amazon.com/
codesuite/settings/connections,

2. ARG REFLCENEE , FHEEBE Available B, BXEZER , HEH EHE
RHEE,

2E E5/MEE GitLab
BT LAE R AWS BB E| A 5 AWS Command Line Interface (AWS CLI) 3R 8|2 5 gitlab.com £3%
BRI ENERE,

@ Note

FEAHRRNZRLEE GitLab , BIRTFERTFRINM RS NR AL EEA ST | 7 BEW LARERT
I E 8 AL A A SR IUE x¢=‘51‘XI3Eo

FEawTRI R TIE :

. BUREEERGIET K GitLab,

(® Note
EE RN AT eI H RBEER K =R E T F PR,
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® Note

BUNERETREMEEACNERTORER GitLab , RETURZEEEISEN 2K
K BRV 7 F — £/ CodePipeline. XX THARNCLE , EEFRNFHEAREE.

£
- RIS GitLab ( E#H& ) BIERE
. B85 GitLab (CLI) Wi

Bl 5 GitLab ( #2H& ) Wik

&R BAE R 425 B Bl E R,

® Note

M2024 F£7 B 1 B, #4585 %EEE ARN codeconnections HRlZEWNERE, TEH
MRS BN R R MSE T REEFIE P,

FB]A o OIEERE

1. BFAWS EEEGA  RETF AWS FRETEEHIE , MutFhttps:/
console.aws.amazon.com/codesuite/settings/connections,

2. ERRE  RBARERET . RRCIREE.,

3. ENIEE GitLab F#EMNERE | BE EREME TiERGitLab, FEEBEMD , WAEYEN
HEEM B R, 1%£# Connect t GitLab o,
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Developer Tools » Connections > Create connection

Create a connection i«

Select a provider

Bitbucket GitHub GitHub Enterprise
Server

O GitlLab

Create GitLab connection info

Connection name

» Tags - optional

Connect to GitLab

4. Gitlab RRHWBRAEN , FRENERER , ABEBEER,
5. WER—MBNAE , Kb —RBE , WREBHGEREP G GitLab KF,

IEFRRE N

fFEREE 104



FRTEEHA [

Authorize codestar-connections to use your
account?

An application called codestar-connections is requesting access to
your GitLab account. This application was created by Amazon AWS.
Please note that this application is not provided by GitLab and you
should verify its authenticity before allowing access.

This application will be able to:

« Access the authenticated user's API
Grants complete read/write access to the API, including all
groups and projects, the container registry, and the package
registry.

« Read the authenticated user's personal information
Grants read-only access to the authenticated user's profile
through the /user APl endpoint, which includes username,
public email, and full name. Also grants access to read-only API
endpoints under /users.

¢ Read Api
Grants read access to the API, including all groups and projects,
the container registry, and the package registry.

e Allows read-only access to the repository
Grants read-only access to repositories on private projects
using Git-over-HTTP or the Repository Files API.

« Allows read-write access to the repository
Grants read-write access to repositories on private projects
using Git-over-HTTP (not using the API).

6. NABPREFEZIEHETE, £ “BIE GitLab EE T, IERERE “EEEH &,
7. 1%&#% Connect t GitLab o,

RUeIRERER , FETRRIERE, ERFAGREFEERRERNE L.

EREE 105



FRIEEZEE RAriEmE

#1225 GitLab (CLI) HyiE

IETILAE A AWS Command Line Interface (AWS CLI) R8I & E#E,

HIt , iEEA create-connection I,

/A Important

RIAMERT , B AWS CLI s8I/ ERE AWS CloudFormation & FPENDINGIRZAS ., {EH
CLI = f22E#/5 CloudFormation , fE &I & dwmiBiE B AFEHEL TIRSAVAILABLE,

R 0|2 5/EE GitLab

1. $TFFL4Y% ( Linux, macOS = Unix ) as SR TAF ( Windows ) « AWS CLI fEAiE1Tcreate-
connection@i ¥ , --connection-name N RMIEEEISE - -provider-typefl, 1ELLREIAH |

F=ZFREFEHN GitLab , EENEEEZ A MyConnection,

aws codeconnections create-connection --provider-type GitlLab --connection-name
MyConnection

MREY , Z T RHEERLULTRENERE ARN 2.

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf"
}

2. FEREHAETREE. AXESEER , BSH EREEAEEE,

125 GitLab BEREENIERE
BRI LER BTEEREN GitLab Al MEL GitLab 4 XM o2 #,

AT LAE A AWS BE#414 5 AWS Command Line Interface (AWS CLI) #iZ2FA F GitLab B &R &=
REZEMEN,
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® Note

B GitLab EREEEA TRULEENARERF , BIRTERTFRINNVIRSNRALLEERY
BiE , HBEEAABER R HEZ N AR R REEX LR,

8l GitLab BEREBREE A , LAUNBZATEENEN , BRUATEIR. BEREZERHEFH
EHLBRITERENER , FSHREREH NN THERE,

( Ak ) AR ENEE VPCo BXRENTRNMEN VPC BEEENESEE , FSH (A ) TR
M BREEA ML Amazon VPC BLE X EHLA VPC B E# THELFEFH VPC KRF4 .

FFEawTRI R TIE :

- BAMEARFER B2 EELEKN GitLab LR GitLab £ XARAIZE Tk , GitLab HFEZ&ET &
WHRE X, BXEZELR |, 55 Mhttps://docs.gitlab.com/ee/i] [@/self_managed/,

® Note
EERNATOEHRIUEZN KPR ERER,

® Note

USRS EFEEACNEEERNER GitLab , AR ZEETUSRE—EER , 4
i CodePipeline. N FHAFHNLE , EEFHANFAREE.

o BUMBEKUNETNEEGUTBESR/ MR GitLab N ATHEI T (PAT) : , . api
admin_modeBXEZEE. , 55 # https://docs.gitlab.com/ee/user/profile/
personal_access_tokens.html, SN2 EE R FREQIEMER PAT,

® Note

R PAT AT ENETEN , FRUEECHAFRIBAEZEEHN. BREE , £
B-NMEet PAT , REHEREENZE , MR PAT,
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® Note

X FEA GitHub L RS 25E GitLab BITEEMNALR , EF2EZETANEN. BENAR
FREMNMERCE - MEN , AELTBRREZENNMEZER (VPCID IDs, FRMZE
A IDs ) P AMHRBNGEE. BXESEE BN EENRHBISAANERENENNIR
B

£
« BEE GitLab BEERERE ( B4Hl& ) Wik
. Bl GitLab BREE (CLI) Wik

BIZE GitLab BRERE (1268 ) (R

ERXLESRIEZRS AR RENM GitLab BREEERE, BXE VPC FREZHAIESEM , #F
SR (k) TREMS - EREEAIM S Amazon VPC BiE.

(® Note

M2024 F£7 B 1 B, B4ASEERE ARN codeconnections FRIZENERE., TAMW
MRE BN R RIFHET REZRH AT,

(® Note
AR EA GitLab BEBRZRUZEYN , ARTUEEEZENN—IRZA GitLab BE
Bk,

FB|A BIEEMN

1. BFAWS EEEGHE , AR AWS FREIERSES , Mikhttps:/

console.aws.amazon.com/codesuite/settings/connections,
2. 1E Host (E#1) &I+ L , i Create host (BIEEH),
3. % Hostname (FmEW) H , ALER T EHNHNER.
4, HEFRREMHED | EEGitLabEREE,
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FRTABHA A 457
5. EURLH , WAZERHEFNEMIREHLRT Ro

6. MREMRFI/RE Amazon VPC HEER , F BEIEEERE VPC , Hi%£# Use a VPC (£A
VPC), &N , &k No VPC (% VPC),

7. (TWE) MREESFENBZE Amazon VPC # |, H EREER VPC , FiEERMEH VPC XK
AR R4E,

® Note

MNTFEER GitHub )l fRS5 2R GitLab BT EEMNAR , EF2EETANEN. EEN
ALAPNENERGNE—NHEN , HELTBREZENHNEFE (VPCID IDs, ¥
MAMZ£4A IDs ) FRAMEBNEE. BXEZEE , HEH ELENREHBIFAAN
EEMENIRE,

a. EVPCID# , &BEM VPC ID, BERNEMIZHEEFZRETHMN VPC , EREST VPN
5 Direct Connect A RIZEHIH VPC,

b. MREEBETHE VPC , #ARLECRENEENERAIFELBIEBRRILHIT TLS BiE , &
£ TLS iEBH AL ID, TLS IEBENILEBHNAEER.

8. i&#%E Create host (BIEEH),
9. ERFNNFAGENEE , EVRSEEEVHNCIETRET,

® Note
MRENENREDISE VPC BE , BFF/LO BT ERTNEENMNEAHT

S/ENENIA Pending (FLLE) RS , ARTREE. BXESFR , SN REGLEY
EM
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Developer Tools » Hosts » dkhost-f7af82a

host-f7af82a

Host info

Host name
haost
Arn

am:
1:4¢

Host tags i+

Key

Product

GitLab self-managed

Endpoint
https://us-west-
£
Value
No results
There are no results to display
Add tag

Delete Edit

Set up host

Setup status

@ Pending

Edit

SR 2 REFLENEN
1. BEEREE.

2. MER host_name “RE” WH., ERHEMABRTEF , XEIREY GitLab PAT U TRESE

BHIRPR : M, api admin_mode

(® Note
RAEEERATRENER PAT,

fEFERE
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Set up myhostgl

Provide personal &cess token

To set up GitLab self-managed, provide your personal access token from GitLab. The personal access token is required

to have the following scoped-down permissions only: api.

o | NG

3. BRYWEMENG , BERENFMAESETE , FEREVIRSR Available (AT A),

glhost-!

Host info

Host name

iglhost

Arn

o | [cor | SR

Product Setup status
GitLab self-managed & Available
Endpoint

Host tags info

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to help

manage and secure your resources or to help track costs.

1 &

fEFERE
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SR 3 GIERERE

1. BFAWS BEEEGHE , AFITIF AWS FREITEEZRGE , Wik Hhttps:/
console.aws.amazon.com/codesuite/settings/connections,

2. ERIRE A6 RBRFEFERTF, EFEEE,

3. E0IZE GitLab FRFEMNERE , BE "RFEREMRE T , &8 ‘GitLab BREE", EEEENT ,
A ZE R ENERB BN

Developer Tools » Connections » Create connection

Create a connection .

Select a provider

Brtbucket GitHub GitHub Entérpride Sérver

Gitlab D Gitlab 's.l.'l-'--'l'l.?ll".__:l.'d

Connection Settings

Connection name

URL

4. FEURLH , W ARSESENLET Ko
5. WMREEFKRSFZR[BIE Amazon VPC |, HEBEEH VPC |, Ei%#E Use a VPC (A VPC)

FIEREA TR,

a. EVPCIDH , &BEM VPC ID, BMRINEMIZEEELZEEIMN VPC , EERET VPN
5 Direct Connect i RIEHLA VPC,

b. % SubnetID (F¥/ ID) T , &4 Add (&i0), HFERF , EREATENMN TN ID, &R
ERRZ 10 MM,

fEFERE
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BRAEMBHEERZETINFR , HiEFEEST VPN 5 Direct Connect 158 E R EFEHLAY

T Mo
c. HE“R£4H" T IDs, & R, BEFRF , AREATENNREAH., BHRSALERE 10
MRE4,

BRAEMBHEERZETINEZSA |, HiEFBE T VPN 5 Direct Connect iR B2 Z$EE M
HNZE4A,

d. WMREEETHE VPC, FREERENEENERAFELFIEBFLNMENIT TLS WiE , &
£ TLS iEBHRAIULESD ID. TLS IEBENZRIUEBHNLAEEA.

6. JEFF “Connect LA#{T GitLab BREE". IZHERE RAFLERS. FERAERHMRS R
SENEEE-NENRF. NTENRE , HER URL,

7. BBEFELENER,
8. GitLab ERWBRNEN , HALHEEER  AEEBER,
0. WEF—ABRAE , RPAE—KHE , WRBIGER BN GitLab M.

ERR
10. MW BFREZEEEF AT E,. £ ‘812 GitLab & T |, IHEEETRE EEBWN F,
11. 1%&# “Connect LA 1T GitLab BEREE”,

BIeEEER , FERBIDEE, EEFAEEEREERERERE L,

B2 5 GitLab BREE (CLI) KyZEHE

IETILAE A AWS Command Line Interface (AWS CLI) 8122 F F GitLab B 1T EE M EHMEEE,

At , EFEF create-host M create-connection a8

/A Important

RIAMERT , B AWS CLI S8l KERE AWS CloudFormation &t FPENDINGIRAS, {EH
CLI = f22iE#/5 CloudFormation , fE &I & B iE U HEL TIRSAVAILABLE,
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ST BIEAT GitLab BITEEMEW (CLI)

1. $TF &R ( Linux, macOS = Unix ) arHRREF ( Windows ) » AWS CLI £ fiE1Tcreate-
host@i s , --provider-endpoint HRKIEREIEE - -name- -provider-type. . ELtRHA
o, BE=FREREFBMHRN GitLabSelfManaged , XixT R A my-instance.dev,

aws codeconnections create-host --name MyHost --provider-type GitLabSelfManaged --
provider-endpoint "https://my-instance.dev"

MR, TR ERCETREHNEN Amazon BIREH (ARN) F&,

"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-Host-28aef605"

SERILEERE , ENA T PENDING RES,
2. BEUTSHSES  FREHATSRENREHFENSR Available R

S22 EEHEPRESFLENEN

1. BEFAWS BEEEFA HITAF AEITEES A , Mt Fhttps://console.aws.amazon.com/
codesuite/settings/connections,

2. EAEFETEENREHFENERN Available R, BFSHAREFLENEN.

PR 3 GitLab BITEE (CLI) BIRER

1. $TF &R ( Linux, macOS = Unix ) apHRREF ( Windows ) » AWS CLI £ fiE1Tcreate-
connection®i ¥y , --connection-name N K IEREIEE --host-arn#l,

aws codeconnections create-connection --host-arn arn:aws:codeconnections:us-
west-2:account_id:host/MyHost-234EXAMPLE --connection-name MyConnection

MRKY , R T REERLUULTRENERE ARN E2.

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad"
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}

2. EUTHRS , £REHEREFULENEEE,

SR 4 EEH SR T GitLab B REEMERE

1. BEF AWS EEEFA HITHAFAEITEES A , Mt A https://console.aws.amazon.com/
codesuite/settings/connections.

2. FAEFSREFLHENERE , HNEERE Available RS, BXEZER , 5 EfE
REHIEE,

ERTHE R A E R

ERINER T , BT AWS Command Line Interface (AWS CLI) 28| 2 #93&E# AWS CloudFormation &
FPENDINGIRZS. £ AWS CLI &I iE# /5 CloudFormation , AR H A FIEZUFEEL TR
AAVAILABLE,

(® Note
BBEREG B EMFLENERE, BT EER AWS CLIEHFAEAERE,

BREARG AR =T RHEMNIEREN , LTNEASENERXBNZETKEE =S RRHEEH
OAuth ¥,

R LMERTTRAR TREHE TRIERNIERE,

SEREEE

-

7 AWS FF R E T E#EH A , Mk https:/console.aws.amazon.com/codesuite/settings/
connections,

ERIRIE > B

A

FMERSER AWS 0K XERBY TR IEZEN & o
3. EEMH  AREEMHNEREZNEN.

LIRERE BB Pending (F4L 1) IRASHEREERT , Update a pending connection (B #T{F4L IV E
) 8T RATA,
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4. %$# Update a pending connection (& {34L B HYERE),
5. 1£ Connect to Bitbucket (E#£Z| Bitbucket) TTE L# Connection name (EZ&FR) B , WiEERE
H & o
£ Bitbucket apps (Bitbucket NATEF) T , EEFE—PMNABREFTED %R Install a new app (B
FMNMARR) RUEBE— I NARFRE.
Connect to Bitbucket
Bitbucket connection settings info
Connection name
a-connection
Bkt DS
Q | . or Install a. new app
| Connect |
6. ENAERFREZEIH — % BB £ R1Z AWS CodeStar N AR EEZ10EZE T EH Bitbucket
m&)ﬁlo ﬁ?*&%ﬁlﬂ*XBEo
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7.

dWsSs €

AWS CodeStar requests access

This app is hosted at https://codestar-connections.webhoaks.aws

Read your account information
Read your repositories and their pull requests
Administer your repositories

Read and modify your repositories

Authorize for

Allow AWS CodeStar to do this?
This 3rd party vendor has not provided a privacy policy or terms of use.

Atlassian's Privacy Policy is not applicable to the use of this App.

Grant access e

MR R RRNER ID, ERTHIER,

BI| i 4%

R

/Ch

PN

3

1.
2.

AILAEATFF & A B TE#HIA 5 AWS Command Line Interface (AWS CLI) R #9 list-connections s

T REBLIKS RVERETR,

HERE (BHE )
B B

£ https://console.aws.amazon.com/codesuite/settings/connections 3T FF & T ERFI A,

1%£$% Settings > Connections (R & > E %),
EFEENEN., RESH ARN,
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https://console.aws.amazon.com/codesuite/settings/connections

FRIEEZEE RAriEmE

5| %4 (CLI)

B AR EEESE= A RBEMEENERE, AWS CLI XN FEENEFRRBKNERE ( HlI5 En
GitHub terprise Server FiE# ) , M HIESIREEH ARN,

HIt , EEA list-connections W5
Bl i $3

«  $TFFL (Linux, macOS = Unix ) A FRAAF (Windows) , REERZETHS. AWS CLI
list-connections

aws codeconnections list-connections --provider-type Bitbucket
--max-results 5 --next-token: next-token

tear o RHR E A T 5 .

{
"Connections": [
{
"ConnectionName": "my-connection",
"ProviderType": "Bitbucket",
"Status": "PENDING",
"ARN": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc4s41f",
"OwnerAccountId": "account_id"
b
{
"ConnectionName": "my-other-connection",
"ProviderType": "Bitbucket",
"Status": "AVAILABLE",
"ARN": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc441f",
"OwnerAccountId": "account_id"
b
1,
"NextToken": "next-token"
}
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) B 2 43

BT LME R TF & TE#4|A 5 AWS Command Line Interface (AWS CLI) #1#Y delete-connection &5 %
St il BRE 1

£

- MIBRERE (2HE)

. MBRIESE (CLI)

M BRIERE (2HE )
i Bk i 432

1. ¥ https://console.aws.amazon.com/codesuite/settings/connections T FF & TR HI &,
1%£$# Settings > Connections (R E > iE1#),

EEREND , ERERRNERNE T,

1% % Delete,

EFERBHA delete LUFHIA |, SRFEZRMER,

o & w0 DN

/A Important
FETERH.

il BR3ZE 2 (CLI)
I&AILAE A AWS Command Line Interface (AWS CLI) #fl BRiE$E,

Hit , EFEA delete-connection f5 5o

/A Important

BTEmTE , BHERERE. TEREAEIANEE, SR ERE , ETkEEER
Amazon FIREFF (ARN).
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FRIEEZEE RAriEmE

i B e 45

o $TFFL (Linux, macOS = Unix ) i FRRAF ( Windows ) . fEAiZ1Tdelete-connectionn
T, BEEEMBRAEREN ARN, AWS CLI

aws codeconnections delete-connection --connection-arn arn:aws:codeconnections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf

ZH T TEREEMRNE,

A BT R IIRE
REREH AWS 7% AWS BIRHNBEXBMERE. S AWS HRED AR :

- FREH (flan , CostCenter, Environment = Project ) . MEFHX D KNE,

o —ANMHFEEMNAEFTER (M0, 111122223333, Production REARET ) . BHEITZES
ERAZFHERRER. EREE—H  HRZEXDKIE,

XS RMERT,

B A AR EI B CLI KARIEH IR

BRI LATE AWS HHFRIEL T B R E CodeConnections :
+ Connections

- EH

XESBRRBRIZECLLETHWEHRA AWS CLI SiEEFHEBIYFRE, BXEZELE , B3 (AWS
Command Line Interface AF /) T %% AWS CLl,

BT EARZIRG, ALAFBERENERI , EETTLAE AWS Identity and Access Management
(IAM) REEHPERRERBYRFETUETLNREHEZRE, EXETHRENHRIEHERE , &
SR ERARZEFIX AWS CodeConnections &R 1 7] X BR .

TH
- FRIZER (254 )

- FRERIR (CLI
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https://docs.aws.amazon.com/cli/latest/userguide/installing.html

FETAREA il
RCHER (288 )

BRI LAE RSB AR, ER M BRE R IR EAIRE,

2

E 3
« AEERFRIRE (BHE )
- EEEERRORE (EFE )
c RBEETRNFE (EFHE )
« MEERFEDMBRIRE (258 )

3

NEERFAIRE (2H A )

SR LA R 425 & m B A EE R ENRIIRE,

® Note

LIBNELEWRER ( HI0 En GitHub terprise Server ) 1B EZEH BiE N EAI B ENERIR
B, SIEZHBENRZERSRMEEED, MREFENERTIHERE , WAL MFRIZEN.
MRESEFHRERMBEN , FEALLCHSER,

NN IR

1. BRIEHE, NSFMEKRTP , EFRE,
£ Settings (IREB) T , i£#¥ Connections (E1E), EREZ LT,
ﬁ?*gf,ﬁ?EE’J Eo _IJ:I:,H-J-'l J.L7.]_\ E Eﬁﬁo

#£ Connection tags (E#HRiE) T , 1&#F Edit (4%%8). Edit Connection tags (4RHEIEZEIRE) IH
BEEDE R,

5. ERNEZFERD , MAZEFMNSERIHNR/EN,. (EFBRAMWGEN, ) o, £8% , @&
A Project., ZE{E™H , HiA ProjectA,

> WD

EREE oY
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Edit Connection tags

Connection tags
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to help manage and
scure your resources or to help track costs.

Key Value - optional

Remove tag

Add tag

6. (A& ) EERIMIRZLFINZ 1T HEA S MRL,
7. & Submit (1BX), REHEERRE T,

HENFIARE
1. BRIBHA, NSHEKS | BBEE,

2. 1E Settings (i% &) T , #%#F Connections (E#), %% Host (E#1) &I+,
3. ERERBENEN. HANFERENRERH,
4. 7E Host tags (EHHRZ) T , %$F Edit (45%8). Host tags (EVFFX) TWHEFEEIE o
5. ERNEFRT , HALEFNNSEFINR/EN, (EFBAMER, ) S, 28F , W
A Project, E{EH , i A ProjectA,
Edit Host tags
Host tags
Key Value - optional
Remove tag
Add tag
Cancel m
6. ( Ak ) 1E3F Add tag (RINFRE) BURINZITH A =N A ZSMRZ,
7. ERRR. REEENRE T I,

EREE 122



FETAREA il
EEEERRVRE (2FE )

BRI ERZEFEEENAR TN,
EEREENIRE

1. BRIEBEFHE. NEMELRP , ERRE.

2. 1£ Settings (% &) T , #%£4F Connections (E#), EFERETF,

3. EREETEMNEE. KNHERERRENH,

4. £ Connection tags (E#EFRZ) T , £ Key () # Value (fB) 5| TEFEENIFZ,

EETHMIRE

1. BRIEFE. NSMEBRTP , ERRE.

2. 1£ Settings (% &) T , 4% Connections (E#), #%$F Host (E#1) &I+,
3. LEREEENEN.

4. 1f Host tags (EW#ZL) T , 7 Key () # Value ({B) 7 TEE EHHHRZ,

RBEETRNVIRAE (2F8 )
&R LA R 128 & R gm e B A IR E TR AR E .
REEENRE

1. BFRIEFE. NSEMELRP  EERE,

2. 1E Settings (i% &) T , #%£#F Connections (E#E), EFEEEINF,

3. ERERBNEE. ENFERERRENH,

4. 7 Connection tags ((E#FriZ) T , i Edit (4%%8). Connection tags (E3Z#Fric) WEMEIE
No

5. ERNEFRT , REFEENENFENE., FlW0 , T Project # , HEF , ¥ ProjectA
E QR ProjectB,

6. & Submit (}X).

S AR

1. BXRIREFHAE. NSMESS , BFRE,
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FIEBHA A5
2. 7E Settings (iRi&) T , i%£#F Connections (£##), E#F Host (E#1) EIF,

ERERENEN. KR ERENEER@E.

£ Host tags (EHFRZ) T , 1% Edit (4s58). Host tags (EHH5E) RHEEENE R,

ERNEFERY  BESEENSNINFEMNE, S0, T Project & , EETF , £ ProjectA
E &N ProjectB,

6. &R Submit (1£X).

o &~

MEEFR PRI BRI (255 )
ZAI ARSI A NEBERFRPRIBRRE., YEBRIXBRKERWIAEN |, X NRE MR,
T BRI R AT PR

1. BRIEFE, NSEMBEKF , EEFRE,

2. 7E Settings (IRi&) T , %£#F Connections (%), EFEEIETF,

3. EREREMNERE. KAFERERRERH,

4. 71£ Connection tags (E#E#riC) T , &% Edit (48%8). Connection tags (EIZFric) RHEMEENE
No

BTk, N TEERBRASMIENRBNE , EERBRTZ,

6. ZEFERR.

o

T BR EATLEY PR

—

BRIEHE, NSMBEKT | EFRE,

£ Settings (IREB) T , i£#¥ Connections (E3E), E#F Host (E#H) ET+,
ERERENEN. KR ERENEER@E.

£ Host tags (EHFRZ) T , 1% Edit (4s58). Host tags (EHHRE) RHEEENE R,
BETXR, N TLEERBRNESMIENENE , EFZRERFZ,

EFERR,

2

FRZE IR (CLI)
BALAER CLI EEERRLEES. BN, EHIMERFZ,

£}
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- ENERRBFRIFRZ (CLI)

- EREEFRNEZ (CLI)

- WEEETRNEZ (CLI)

o MIEEBUR MR (CLI)

[6] % £ BT R AN I AR (CLI)
&I LAEA AWS CLI SRARICEZEP R R R

FELRIHRR AP TITIZIT tag-resource H , HMEENHFMFEH FIRH Amazon FIRBZF (ARN) ,
RERMMOFENRNE, £ _Il«/{%bﬂ%/\h_m

NIEFERMIRZ
1. REWFRIRELARN, EAERE 5 HERE B list-connections in s KIKREUEEE ARN,

2. HELRIREWHITH , 1217 tag-resource B H o

Bl , ERAUTHEERFETERMIENERE | —MIZRBIUGZED
ProjectProjectA , —MMrERE FNReadOnlyMItrEE N true,

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc4slf --
tags Key=Project,Value=ProjectA Key=IscontainerBased,Value=true

MREY , ZH S TEEEAAR.

RENRMIRZ
1. RNEBHRFIREN ARN, FEHAERTE 5IHEH B list-hosts TS RIRELEN ARN,

2. HELXIRIWHITH , 1217 tag-resource I,

flan , FRAUTHSERARMIERREEN , —MrERProject ML BT B ProjectA ,
MREEE N IscontainerBasedREE N true,

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605 --tags
Key=Project,Value=ProjectA Key=IscontainerBased,Value=true
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MREY , ZH S TEEEFAAR.

EEEZETRAIRZ (CLI)

BAILAER AWS CLI SREBEZRFRN AWS 758, MBEMARRBMFE , MREMNTIRAZE, FH
list-tags-for-resource tn S &EE BN INE E?&:EE*JIE’JJI‘T_LO

EEEZENIRE

1. RNEHRFIREARN, E£AERE 5 HIERE B list-connections i KIKREUEE ARN,

2. BELRIRHWHITH , 1217 list-tags-for-resource i, Hl , FRU TGS A EREZNIFZEN
REER,

aws codestar-connections list-tags-for-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf

B TREEHRERENRE, WREERT NEZREHN TN RB-EX,

{
"Tags": [
{
"Key": "Project",
"Value": "ProjectA"
1,
{
"Key": "ReadOnly",
"Value": "true"
}
]
}
BERFHHRE

1. NEWERIREARN, FRAERE 5IHEN B list-hosts T HRIREVEN ARN,

2. HARIRIBTITH , 1517 list-tags-for-resource T, Fli , AU TS AEE EVMIRSEMN
HEEIR,
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aws codestar-connections list-tags-for-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605

B TREEFRERENRE. WREERTAENREHHNRB-EX,

{
"Tags": [
{
"Key": "IscontainerBased",
"Value": "true"
b
{
"Key": "Project",
"Value": "ProjectA"
}
]
}

SEEE ORI (CLI)
ARETBMER AWS CLI RBERBMFE, SaAERIE RN ERFMNE — M,

FELIRE B ITIET tag-resource F , BEENHEFHEHWEIRN ARN , HIEEEEEHNIRSE
*ﬂ*m%fﬁo

RERER , AAAREENRSRBEREE  MESHRRIFENEAREREFEEN. Bk
Ban A DAY RE N WAV R -E XA,

IREIEENRE
1. NEWFRKREARN, FEHERE 5 HERE B list-connections i85 RKIREUERE ARN,

2. HERIFRGHITH |, 51T tag-resource B,

FEHRHIH |, 8 Project BN EHNN ProjectB,

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf --
tags Key=Project,Value=ProjectB
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MR , ZHSTREEAAR, ERIFSEZEXRBKENIRE | iHE1T list-tags-for-resource s

PN
T o

REENRIRE

1. NENRIFIRE ARN, ERERAE 5HEH B list-hosts 85 T KIKELEHL ARN.

2. HELRIREWHITH , 1217 tag-resource B H o

FLRGIH |, 8 Project BMEFFENN ProjectB,

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605 --tags
Key=Project,Value=ProjectB

MERY , ZHSTREEMARNST. ERIESENXBENIRE | HIE1T list-tags-for-resource

A
T o

MIERE R M BRARE (CLI)
RBUTSRER AWS CLI NERPBBRITE, HEBBRIBKBRNIRZN | X NREEMER.

(® Note
A0SR BREEE TR , W& M BRAY B R S M BRAT B AR R B, FEMIBRER B IR 2 51 , TFMIBR
R,

FELIRH W B ITIE1T untag-resource W , IEEEMNFHIBRIFZA IR ARN AR EfiBRAVIREHIHR
T8, o, EEARERProject MIPIRERE LN ZAMEEReadONly , BEAURTH S,

aws codestar-connections untag-resource --resource-arn arn:aws:codestar-connections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab0bc44lf --tag-
keys Project ReadOnly

MR, ZH ST REFAANS. ERIESFRIBKNIFE | 51217 list-tags-for-resource iF . i
HfF & RFTE E M BRI,
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"Tags": []
}
EFEREFMAEER

B LAME AT & T E#%A 5 AWS Command Line Interface (AWS CLI) 1Y get-connection &5 3k
EEEENFAEE. EFEA AWSCLI , EXTMELRETHHEIIRAE AWS CLI =2 E#HF LAk
X, BEXEZER |, 52059 (AWS Command Line Interface AF{EE) HHIZ%E AWS CLI,

EEREE (2F8)

1. 1E https://console.aws.amazon.com/codesuite/settings/connections T FFF & TE#ZFH &,

2. %$® Settings > Connections (IR & > EE).
3. EREEENEEZUMNEME , RFIEE View details (BEFFHARER).
4. WEPRERUTEEEER :

o EEEW

- EENRHERRE,

- EERES

« #E$# ARN,
- MRBEFZEENCLZENIRMRE (HII0 En GitHub terprise Server ) 812 |, NN SiZEZE XN
FHER.

- MBEFEENCLZENIRMRE (HII0 En GitHub terprise Server ) 8128 , NEEEZEENE
HLRBERHY iR 218 Bo
5 MWREHENT Pending (FLEB) KA , EEKIERE |, 151EF Update pending connection (BE#T#F
WHEBRIERE), BXESER , BSRERSLENERE,

BEEFEE (CLI)

«  HELRBIWTITH , BT get-connection 5. Bl , FAUTHSATESE ARN &
A arn:aws:codestar-connections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab0bcss4lf HIEENIFAEE.,

aws codeconnections get-connection --connection-arn arn:aws:codeconnections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf
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https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://console.aws.amazon.com/codesuite/settings/connections

FRIERHA AriEmE
MR, Mk SRREZEEFMER.
Bitbucket /Y i tH =l -
{
"Connection": {
"ConnectionName": "MyConnection",
"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
cdacd948-EXAMPLE",
"ProviderType": "Bitbucket",
"OwnerAccountId": "account_id",
"ConnectionStatus": "AVAILABLE"
}
}
GitHub E#289 i tH R B
{
"Connection": {
"ConnectionName": "MyGitHubConnection",
"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
ebcd4al3-EXAMPLE",
"ProviderType": "GitHub",
"OwnerAccountId": "account_id",
"ConnectionStatus": "AVAILABLE"
}
}
GitHub 2l BR 55 85 % #2249 i HH R 61
{
"Connection": {
"ConnectionName": "MyConnection",
"ConnectionArn": "arn:aws:codeconnections:us-
west-2:account_id:connection/2d178fb9-EXAMPLE",
"ProviderType": "GitHubEnterpriseServer",
"OwnerAccountId": "account_id",
"ConnectionStatus": "PENDING",
"HostArn": "arn:aws:ccodeconnections:us-west-2:account_id:host/sdfsdf-
EXAMPLE"
}
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}

SHEERE AWS K-

ERLMERBRAZNRSHM AWS RAM AREIFEE , AWS IKF AL EHAFHNKFAHE
})Lﬁ E?&o —.I-L)\'I"f/\?— E?&'%lm\%b:}i AWS E,Jﬁljf?\m ?%EE)‘EEE ) @Muqﬂ COdePIpellneo

/A Important
codestar-connections BRBEAXFEEHREZ, ABcodeconnections @RS X #FikIh

Ebo

FrEaEAY ER THE

- BYUMELEEBNEY TEE AWS K/,
. f’.{iilé\ FFHﬁIJI?/\?—o
- BUNBRERENNR. BXEZER , B3R ZENEELZENR,

(® Note

BEHEEE A LLARALMBERFHEEREE (WRTELALZT ) . BEZHENKS
b FEEFEERNER

HEEE (24F8)
IR LAMEREH A A B AZEER R

1. BFE AWS EEEZFIA

EREE ey



FERIBE#EHE AriEE
T:E AWS RAM :‘r'“%UAEI'J “&/\?— . /ﬂig;'ﬁ\ﬁ” J\Etﬁ;f: “ﬁUEﬁI \/\; o

2. BT AWSRAM RFEHEFETHE AWS XEH , Rt EMNES & A LAN TRIIRPIERFEE
RIEY AWS XiF, ZERRZESERBRNRFRE , K50 AWS KEIRENXERE ( FEEIL
Jb#8 )

ﬁ;& ?—é}*ﬁlﬁmggﬂqzu\ |ﬂ/\¥[iﬁﬁiﬁﬁéﬁﬁiﬁ\ﬁgtt$§o
3. HERIEMEMNEBEMT K WMARRRENEN. £ FR T, &&F “KBE

= Resource Access Manager » Shared by me: Resource shares » Create resource share

epT
Grant access to principals Name
Provide a descriptive name for the resource share.

Step 4

) [ Add resource share name ]
Review and create

Resources - optional

Choose the resources to add to the resource share

[ Select resource type A ]

[Q code X ]
[ Code Connections
B ) No resources to display
CodeBuild Projects
Code Connections Select a resource type filter
CodeBuild Report Groups

Selected resources (0)

[ Q, Filter by text ]

Resource ID Resource type

No resources selected

4. BEENEEZERFAITBEESIHENEREA,
5. &EBIE,

HEZEHE (CLI)

&R AR AWS Command Line Interface (AWS CLI) SRk HZEMNEHEE , HEFSEZHERE
ERLASTNIEE,

Ak , E6EAcreate-resource-shareflfaccept-resource-share-invitation #% AWS
RAM,

HEER

1. ERAFAEEZNKSEZR,
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https://console.aws.amazon.com/ram/home#OwnedResources:
https://docs.aws.amazon.com/ram/latest/userguide/working-with-regional-vs-global.html

FRIEEZEE RAriEmE

2. JTF4E (Linux, macOS = Unix ) an BRI ( Windows ) o AWS CLI fEAiZ1Tcreate-
resource-sharei®s , --principals HEMEZE R ZIEE - -name--resource-arns, M, &
RBlH |, EFAmy-shared-resource , IEENEZEEB LT RIR ARN MyConnection H,
fEHprincipals , REBESIHEN —NHSMNERKS,

aws ram create-resource-share --name my-shared-resource --resource-
arns connection_ARN --principals destination_account

MREY , R T RHEEELUULTRENERE ARN E2.

"resourceShare": {

"resourceShareArn": "arn:aws:ram:us-west-2:111111111111:resource-
share/4476c27d-8feb-4b21-afe9-7de23EXAMPLE",

"name": "MyNewResourceShare",

"owningAccountId": "111111111111",

"allowExternalPrincipals": true,

"status": "ACTIVE",

"creationTime": 1634586271.302,

"lastUpdatedTime": 1634586271.302

3. —_I-J’)\% \Elsﬁask , -‘L¥|J_IL-F_$ET%1IEO

RIFAEIEEMRKS A ZNERE

X FE T E—44 B Organizations P ARRLZN BRIk, , AT IR2AEN,

1. ERRFBREEEN B RS &R,

2. FFFEU (Linux, macOS = Unix ) e HHRREF ( Windows ) « AWS CLI f£H1E1Tget-
resource-share-invitations@ 5.

aws ram get-resource-share-invitations

FREVRRHEZEE ARN UM T -5 A,

3. 1&{Taccept-resource-share-invitationig % , $§E - -resource-share-invitation-arn,
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aws ram accept-resource-share-invitation --resource-share-invitation-
arn invitation_ARN

MREY , i S REEA T,

{
"resourceShareInvitation": {
"resourceShareInvitationArn": "arn:aws:ram:us-west-2:111111111111:resource-
share-invitation/le3477be-4a95-46b4-bbe@-c4001EXAMPLE",
"resourceShareName": "MyResourceShare",
"resourceShareArn": "arn:aws:ram:us-west-2:111111111111:resource-

share/27d09b4b-5e12-41d1-a4f2-19dedEXAMPLE",
"senderAccountId": "111111111111",
"receiverAccountId": '"222222222222",
"invitationTimestamp": "2021-09-22T15:07:35.620000-07:00",
"status": "ACCEPTED"

A ERRF EEERZEERTR,

-_—

FE AWS EEEH A

 AWS RAM 2| AR “BAZE : HERR” WH.

2. HT AWS RAM RRAZFETHEN AWS XEH , IZIJtI:i%EM?"“ﬁlJ"‘EJ:ﬂE’JT}EEIJ%EEFJ‘&#
MR AWS XiH, EEFYESERRAFRNHTRLE , BL4ITF AWS XKBIRENXERE (FE
JEX LR )

BEXAAELKERNEZEE | BSRAAZEXE R RS2 RT RN LR,
3. RTHZQA/\?—J&E —.I-g-j.-( J’)\T1l:|/u\ .

« BIR ID - FiRM 1D, EFERIFR ID , FTFFFAVREIRETF , WEEEAXYRSZFNEFES
ZR IR

« FIRRE - RIRAYRE

- EPXHAZEH - ERAERFER B,

- ARAZ - B8R RNARKENHE, EEFRFRAZIR , BAEZEF.
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https://console.aws.amazon.com/ram/home#OwnedResources:
https://docs.aws.amazon.com/ram/latest/userguide/working-with-regional-vs-global.html

FRIEEZEE RAriEmE

o EE-ARTRARNEECRE, ERLEEAEFTER,

EEHZER (CLI)

A LAMER AWS CLI XREFZRERE 5 EHENEE,

Rk , FEEEA get-resource-shares f %o

EEHEEE

«  FTFL¥H (Linux, macOS = Unix ) i FRTAF ( Windows ) o« AWS CLI EAIZE Tget-

resource-sharesii o

aws ram get-resource-shares

i 2R EEIK P R BRA Z 5 R,

EAEN

RORE5ELRMRHEREFRE (FlW GitHub il RS AR ) AVESEE , RREAGIEEZN AWS EEEZ
HEA. FNREUENTR K ATRIZREHREFNEMIRE, RAEEAZENCEERE, FXES
F8 , SR EAEE,

Bl | ERENEZGNE—NEN , MENEHRERHAEIME=STRNRAEFARTENEMRE, HEE
HEFRECEB-IEN , AREZRHEFRENAAEERERZEN,

M I A SRR S B REM AR ( H120 En GitHub terprise Server ) KN , ALY
EORENAR.

20

.+ BlEEA

. BESLRHE

W E )]

W EL)

 E)

- BEENHMES
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FETEBHA A m
R EN
BATLAE R AWS BB #EE| A 5 AWS Command Line Interface (AWS CLI) R8I SR EE SRR

B ENE=FREEEENIERE, fi0 , BAgEil GitHubt W fRS 884N EHIHLE Amazon EC2 3%
Bl EZE1T, RIS GitHub D RFESHERE R , TEECIEA FEZENEN.

BREZERHABFNENCIRTHERENSR , BSALIERIEFRENN TERE,

FrERBIRY R T .
o (i) MREBBOEFTE VPC WEN , EBLTMELNETNERELIMES (VPC) ,

- BYMERIRRXA , FHEWMREITRIERE VPC , NRFEANE 3 EER VPC H,

(® Note
/A VPC —RABEXRBKR—PE,

(AL ) BALUAENEE VPCo AXENRFENMEN VPC BREBNESES , BSH (7iE ) KR
& BREEN PSR Amazon VPC BLE MY EHLH VPC B E# THEEFEPH VPC KRFEH .

EFEAEHEZENURE GitHub il RFEEMESR |, BS N EIE SR GitHub il R3S 2R E 1
(EHE ). BEFREFNEIR-DMEN.

EEAEF A EENAEREED GitLab BITER , BZHEIES Gitlab HREERNERE. ZHA/N
EelE— 1N EH.

( AIiE ) ARG - BEEZA ML Amazon VPC BLiE

MRNEWERIREEE T MEEE , WA ARSI ETHE.

MRENENRBEE VPC HhipH |, BESASLREZINERUT VPC EX,

VPC ER

BRI LUE R 02T A VPC WE., U TRE—M VPC ER , EFERTENRERER VPC,

- BALEREFEABNREFRNHULAE VPC, MREZEEHIEN CIDR REFM , BA LN AWS
K fERAERIA VPC,

- MREEETHE VPC , FAEF GitHub 2l JRS52RFKHIE E 1 6 AL HIEFH MR HAIMIT
TLS BiE , MEENENENRIFEME TLS iEH,
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F&TEEHA A m
o YEECIBENENN RN ERERT Webhook B9 VPC Lix¥ & (PrivateLink)e BXEZE
B | &2 AWS CodeConnections F#Z O VPC LT =& (AWS PrivateLink)o
- ZEPA/RE
- ENCIBHRMEANZSATEATFMLEDEREE GitHub Il BR 5525 S 51 HY A 5k H 550
- EBEFEW E GitHub nterprise Server 3| ( TR EHREN —30 ) NELHAZEEBTEZEE
HY M 4% 45 O Bt 1T A A M H ¥ 5 ).
- BH VPC FRMTI FEMEXBNARTAXF, °AKXE A ARE ] A XN SEN SR
B, BN FREBLTTLMNT—NTAXZA , TREEZSNTAK,

BXER VPCs MITMWESESR , FZ 5 Amazon VPC FIF 18R IPv4H) VPC HFF K/,
BRENRERMEH VPC ER

ET—ShREReEINTRN  FERHUTHE :

» VPC ID : &% GitHub 1l fR 5585 SLHIHY IR S5 85 3 AT LABE VPN & Direct Connect 15 7] E T HY

GitHub )l fR$525 =518 VPC B9 VPC B ID,

« ¥ ID = IDs : &% GitHub ) fRE-23 L HIAY RS- 2389 F M ID =X A& VPN = Direct Connect
HEELEN GitHub £l FRSS B8 HI8 F ™ ID,

c — MA@ HZENEEA T GitHub DA RS B[ RFIVRSH[MNE LA , RETLUES VPN =
Direct Connect iR B2 RER GitHub™ W RFZBEHIN RS H,

- ART R EREFEIRSH[LETR , HRET I,

BREZEER , 28 VPC RENEENHREHE |, BSH N EVL VPC BEHITHIEIE.

RRER

ERENCEBIREN —Bo , REKE AWS CodeConnections I & & REH VPC iEiE, XEF
—AMNATF AWS CodeConnections ER EHHFEHIMEEED , LAKR —MPrivateLink A F&12 webhook
EEZREEHHEN VPC RART R, A THECNEXENMEZRR , FHRRATLURENHN IAM AR
BEEUTR :

ec2:CreateNetworkInterface
ec2:CreateTags
ec2:DescribeDhcpOptions
ec2:DescribeNetworkInterfaces
ec2:DescribeSubnets
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FRIEEFAE RAriEmE

ec2:DeleteNetworkInterface
ec2:DescribeVpcs
ec2:CreateVpcEndpoint
ec2:DeleteVpcEndpoints
ec2:DescribeVpcEndpoints

BX VPC AR ENEZEREHRNESEE , FSRAX ENL VPC BEHTHEHE,

£ % Webhook VPC KixT S EZELE |, i52 % AWS CodeConnections M#E O VPC K im =
(AWS PrivateLink)o

£
- DIEEEAEN (EFHS)
- BIEATERENEN (CLI)

BIEERZN TN (BEA)
NFRATLENER , S5 E GitHub nterprise Server 5 GitLabB R EEHIERE |, B UEREN
RERREZIHE = HIZE R E R R A IR

(@ Note

M2024 £7 B 1 B , #8458 FEEE ARN codeconnections RO ESMNERE, M
MRS RN R R MSE T REEFIEF,

ETHAXE VPC PREFHNKIEEN , HSH 0IE5 GitLab HREEREE,

EFEALHEZENURE GitHub il FRFEEMESE |, HS N EIE SR GitHub b R3S 2R E 1
(EZHE ). BEREFNEIR-DMEN.

EEARGERENERED GitLab HITER , BSHUESE GitLab HEREBNERE. ZEHEFNR
EeE— 1N E.

(® Note

8 E GitHub nterprise Server 5 GitLab BEEE K RERIE—IRXEV. BEHE GitHub
il RSS2 GitLab BT EE K WA EEEEEERAR —& £
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Sl TEZENEN (CLI)

I&AILAE A AWS Command Line Interface (AWS CLI) h BE R EHEZ I E E W

(® Note

8|4 GitHub Ml fRSF BRIk R el —IREH. E54E GitHub b BRSS 27tk S B FT A E &
W EAR—aEH.

FBUUERAENRR AN ZEE=FREEFNEMETENART R, EFACLIBIEXN , BHFEH
create-host . TRENBIERS , VLT Pending (IFLIB) RS, RELZREZINFETH
Available (AT ) R3S, ENATHE , TREBREZENSR,

/A Important

BIAMBRT , BB EN AWS CLI & FPendingihZS. #A CLI RIBENE , AIERE
HARIREEVFEREIRSH Available,

EFEAES A RENUKE GitHub b BRS5R1VER | HS N EIRER GitHub 1l BRS5 2R
(EFE ). #EFEFHER-DMEN.

EEAEF A BENAERESD GitLab BITER , BZHEES Gitlab HREENEE. EHER™N
EeE— 1 E.

REFLENEN

B AWS Command Line Interface (AWS CLI) 2 SDK #IZH £V IAL FPendingikS, tIEEE
Hl& D SDK kS , FREHAFENREN HRSAvailable, AWS CLI

BARMEBE—NEN. BXEZEL , BSH Create a host (BIEZEH).

ERBEFLENEN
BIBEHE , ©BA T Pending (FAE) RS, EFEHM Pending (F4L38) ZH Available (AT A) R
D, BERUATSR, WEBREE=FREMHETETF , UEEINLEM AWS EZRARF,

1. HAWS FRETEEZH A LNENLT “FLE RERFE , BRREEN,

2. MREBEECIZAT GitLab BITEEMEN , WEE R KRB’ NH. FRHEMNABRISHEA | X
M YREY GitLab PAT R LA TR ESBEE MR : apio
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3. EE=ZFLEMEMEERTE (/M0 E GitHub nterprise Server XM H ) £, MR HIETR ,
BEAENKFEBESR,
4. ENARFZENHEMNGIHUD NARFERF  SMAENINLZENNAREFNER, &F Q2
GitHmemE%—”o
5. RIEMENE , FERENFAGENE , HEREVIRESR Available (ATH).
@ Host successfully set up
MyHost-e8b08e2c i
o A S - © vt
6. EXHNTARF , EUUSE6EERE. EHIHEIEL 1% Create connection (BIZEE#E), THK
Create a connection (BIZEE#) PSR,
S FEHN

WA LAE AT A AR TE#H A5 AWS Command Line Interface (AWS CLI) A #Y list-connections &5
BREFEKF PIEESIX,

B, (B4 )

E5|HEMN

1.
2.

£ https://console.aws.amazon.com/codesuite/settings/connections T F & TE#ZE &I &,
1% Host (EH) =T+, EF VB, RESH ARN,

B HEAL (CLI)

&R LAERA B AWS CLI HHERERE = H RHEEEEAE.

Rt , FEA list-hosts a8 H

B EH

FTFF &% ( Linux, macOS = Unix ) ar B RREF (Windows) , RiEEAZETGHS. AWS CLI
list-hosts
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aws codeconnections list-hosts

tear o R E L T 5 .

{
"Hosts": [
{
"Name": "My-Host",
"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-
Host-28aef605",
"ProviderType": "GitHubEnterpriseServer",
"ProviderEndpoint": "https://my-instance.test.dev",
"Status": "AVAILABLE"
}
]
}
wmEEH

A LARIBAL T Pending REENMWENIRE. LA LmEENA, URL =X VPC EE.

&R gefE —1 URL BTSN EH.

® Note

EBTHBXE VPC RIFEXHAEEEZM , BSR ( 1k ) REFH - BHIEEN LR
Amazon VPC B &,

EREE

1. ¥ https://console.aws.amazon.com/codesuite/settings/connections TFFF & T Bz #HI &,
2. %$® Settings > Connections (IR & > E).
3. #%$F Host (EH) &+,

FEREEE AWS KRB HFEFTE AWS i X 81228 E M.
4, EIRBIENE , WTE Name (BF) B AHFE,
ERBENLET S, WE URL FiAFE,
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https://console.aws.amazon.com/codesuite/settings/connections

R TRBHA Ar s
6. EHREFHVPCEE , % VPC ID HH AFE,

7. i&#% Edit host (BB E).

8. NEREHEMIZE., %FF Set up Pending host (IRBFALEEEH),

0 B =1

BRI LAE T & T B4l A5 AWS Command Line Interface (AWS CLI) F1#Y delete-host 54 SRl B&
FHlo

EH

- MIBREN (EHAE)

- MIBREM (CLI)

BIBREM (284 )
TR 4

1. E https://console.aws.amazon.com/codesuite/settings/connections T FFF & TE#E &I &,

2. J1&#F Host (EHL) T, 1 Name (BH) B , EFREEM RO ENHE R,
3. 1%#% Delete,
4. EFEPHA delete LUFAIA , REEFMER.
/A Important
HFHEFTERE,

I ER EA (CLI)
&ALAE A AWS Command Line Interface (AWS CLI) il BRE#1,

Rt , FEHA delete-host &85

/A Important
DG BRE EV RN A A ESR , REF e BRE.
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BiTiZwTE , FHEREN. FEREMEIAXEE.

EMIBREN

o  ITFLU ( Linux, macOS = Unix ) TS IRREF ( Windows ) » fEfiz1Tdelete-hostin s , 18
E AWS CLI ZEfikRE EHH Amazon EIRBE TR (ARN),

aws codeconnections delete-host --host-arn "arn:aws:codeconnections:us-
west-2:account_id:host/My-Host-28aef605"

Z T AREEANE.

BERETHFEAER

& LAE A FF & T B4 A= AWS Command Line Interface (AWS CLI) H#9 get-host § S REFE
MEFAE S

EZEEFHNEFEMEES (EFHE)

1. BXZE AWS BEEFHE |, ARFEH I https://console.aws.amazon.com/codesuite/settings/
connections EMFF X TEZFIA,

2. i%#%E Settings > Connections (IR& > &) , RFERE Hosts (EH) T+,

3. EREEFEMNENNZLMIZEA , AFIERE View details (BFIFHEE).

4. WRRERUTENEE :

® E\E*ﬂ:go
- EENREHERRE,
- ZREHEFNEMIREHNLRT R

o FHHRERS, ERFEENENLT Available (ATA) RS, WRENENECIREBIREN
RFEK , MEHATREL T FEEVRES.

BAUR R ATBERVIRA -
- PENDING (54:3) - ZHETHBIE , FERFEIEEN L EMREEFNARRFHRIR
&,

« AVAILABLE (ATH) - ZHEZRIEFEE , A TiEE,
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https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections

FRIEEZEE

RAriEmE

- ERROR (£51®) - S EMIEP LHE

VPC_CONFIG_VPC_INITIALIZING - IEfE 8|22 FE¥IH VPC BLE
VPC_CONFIG_VPC_FAILED_INITIALIZATION - =418y VPC B EBE iR H KM,
VPC_CONFIG_VPC_AVAILABLE - =#l#y VPC BiBE =R R EH B A,
VPC_CONFIG_VPC_DELETING - IEfEMIBRENLEY VPC B E

Developer Tools Hosts MyHost-e8b08e2c

Delete

MyHost-e8b08e2c

Host info
Host name Product Endpoint Setup status
MyHost GitHubEnterpriseServer https://test-instance- (@ Available

1.
dev/ [2

5. EMBRZEMN , FiEZF Delete (HIER)o

6. WMRENMNT Pendlng (FRE) R , EERIZE |, 151%# Set up host (IREEHW). BXEZE

B, FERRESLENEN.

BEEEFHFMES (CLI)

«  FTFL¥H (Linux, macOS = Unix ) e FIRTAEF (Windows) , R EMAIE{Tget-hostin T , EE
EEFEHFAGENENNL SR FIFEEF (ARN), AWS CLI
aws codeconnections get-host --host-arn arn:aws:codeconnections:us-
west-2:account_id:host/My-Host-28aef605
LS FRHRE L T 5,
{
"Name": "MyHost",
"Status": "AVAILABLE",
"ProviderType": "GitHubEnterpriseServer",
"ProviderEndpoint": "https://test-instance-1.dev/"
}
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XN EREFERECHRLSEE

£+ AWS CodeConnections , & 7] LA FHEZE N AWS BRIRKRERBIE =1 F6FE , B0 Bitbucket
Cloud GitHub, E GitHub nterprise Server # GitLab, fEHCFN_STACK_SYNC[EIZHER | & LL6l|E
BFME , ZBEE AWS AFED Git FREFHNARUEFHFIEE AWS &R, CloudFormation 5%
BEER , R ELEA Git sync E5Z2RSHNEEFREPERRERNS B,

BIEIERT |, B LUMEA connections CLI 5 CloudFormation 12 &l & ReIZF# EHENRBSEE.

o TRREREGEEE | AR SRR SRR Git FHE B QBRI 7 FESEEME Git B EER
BIENMESEE Git FHEPNXHFER.

- BSEE  £RARLSEERS Git FRETFNABTUEFREE AWS HiR.

EXEZEER |, iESH AWS CodeConnections APl &#,

BXu{aE A CloudFormation #4145 CloudFormation SRS HENHKE , 5549
{CloudFormation AF#E/) F# “f£A CloudFormation Git sync”s

£}
- ERTMEERER
- FARPEE

150 P 17 P e 432

FHEEZESERWEZNNAL Git FHERGIEXEK, SEFZEAYTF Git sync KIRIEE Git ©EH
XHNEHRHFER L F CloudFormation HE% .

BEXROCEHENEZEER |, 5 AWS CodeConnections APl %,

£

- BIETM R

- BT

- B EE gk

o M BR 17 i P G4

- EEEREREFAGE
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https://docs.aws.amazon.com/codestar-connections/latest/APIReference/Welcome.html
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DI 7 ik e 432

&ALAE A AWS Command Line Interface (AWS CLI) B create-repository-link@i S EE N ER 5
IR S\ BB T 1 BE 2 (R B R A 32,

EOIRFHESREC , EXNCELERAR=FREEIE THABFRE , FIL0 GitHub,
B2 70k e 432

1. $TFFZU ( Linux, macOS = Unix ) R SRAAF ( Windows ) » AWS CLI £ Aiz1Tcreate-
repository-linkis 5. IEEXRBKEEMN ARN, FIEE ID MEMES .

aws codeconnections create-repository-link --connection-arn
arn:aws:codeconnections:us-east-1:account_id:connection/@01f5be2-a661-46a4-
b96b-4d277cac8bbe --owner-id account_id --repository-name MyRepo

2. W TFRHREL TR,

{
"RepositorylLinkInfo": {
"ConnectionArn": "arn:aws:codeconnections:us-east-1:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc4s41f",
"OwnerId": "account_id",

"ProviderType": "GitHub",

"RepositorylLinkArn": "arn:aws:codeconnections:us-
east-1l:account_id:repository-1ink/be8f2017-b016-4a77-87b4-608054F70e77",

"RepositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",

"RepositoryName": "MyRepo",

"Tags": []

ERTF B ek

EAILAE A AWS Command Line Interface (AWS CLI) F #Jupdate-repository-link @ 5 SR E 118 E K 1F
fi PEBE 1%

BB ERENUTEER

e --connection-arn

e --owner-id

XN EHEEMECHARSEE 146



FRIEEZEE RAriEmE

* --repository-name

U EEUESFEHEXRBFNIEEN | TUENEMEESEE. EARAEMERE  SEEREERE
ARN, BEXEFEE ARN WESR K FSREFEZFAEE,

5B R 17 1 o 4

1. #TFFLIR ( Linux, macOS = Unix ) RapH1RREF ( Windows ) » f£/1=1Tupdate-repository-
link&s & , NEHESZEEEEFHNE. AWSCLI il , LTS NEHNSEMEESR ID X
HiERE, ©EA --connection SIS EFHMIERE ARN,

aws codestar-connections update-repository-link --repository-link-id
6053346f-8a33-4edb-9397-10394b695173 --connection-arn arn:aws:codestar-
connections:us-east-1:account_id:connection/aEXAMPLE-f@55-4843-adef-4ceaefch2167

2. MeanTRRRE L T

{
"RepositorylLinkInfo": {
"ConnectionArn": "arn:aws:codestar-connections:us-
east-1:account_id:connection/aEXAMPLE-f055-4843-adef-4ceaefch2167",
"OwnerId": "owner_id",

"ProviderType": "GitHub",

"RepositoryLinkArn": "arn:aws:codestar-connections:us-
east-l:account_id:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",

"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"RepositoryName": "MyRepo",

"Tags": []

Bl i 1 i o 42

& T LAME A AWS Command Line Interface (AWS CLI) # #Ylist-repository-links @ 55 51| Hi #& i F= #9176
ek,

Bl i 1 i o 42

1. $TFFLU ( Linux, macOS = Unix ) SRR ( Windows ) » AWS CLI £ AZ1Tlist-
repository-links o
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aws codeconnections list-repository-links

2. MeanTRRRE LT

{
"RepositorylLinks": [
{
"ConnectionArn": "arn:aws:codestar-connections:us-
east-1l:account_id:connection/001f5be2-a661-46a4-b96b-4d277cac8bbe",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositorylLinkArn": "arn:aws:codestar-connections:us-

east-1l:account_id:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
"RepositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",
"Tags": []

) BR 1 e B 42

EALAE A AWS Command Line Interface (AWS CLI) B delete-repository-linkan 4 S il Bk 174 & 4%
#.

DI RS e R BV AR B RIS EE |, AR5 sell Rz B a4,

/A Important

BTEZmTE , SHRFEESEE. TERMEAEIATEE. SUNCIEFNFEESEE 8
TEEEFEH Amazon BIREBAF (ARN),

) BR 1 i e B 42

-  ITFFLY (Linux, macOS = Unix ) @ HIRRAF ( Windows ) » fEHiZ1Tdelete-repository-
linkdn 4 , ¥87E AWS CLI Effl BRI F % EESE 1Y 1D,
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aws codeconnections delete-repository-link --repository-link-id
6053346f-8a33-4edb-9397-10394b695173

Zan T TREEARR,

EEFREHEFARR

& LAE A AWS Command Line Interface (AWS CLI) F#get-repository-link@s SR EBE G R 1FME
HEENIFAER.

EEFREHEFARR

1. $TFFLU ( Linux, macOS = Unix ) SRR ( Windows ) . AWS CLI EAZ1Tget-
repository-linkas 5 , 15 E 7 B 48 1D,

aws codestar-connections get-repository-link --repository-link-id
6053346f-8a33-4edb-9397-10394b695173

2. MeanTRRRE B T

"RepositorylLinkInfo": {

"ConnectionArn": "arn:aws:codestar-connections:us-
east-1l:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bcs441f",

"OwnerId": "owner_id",

"ProviderType": "GitHub",

"RepositorylLinkArn": "arn:aws:codestar-connections:us-
east-1l:account_id:repository-1ink/be8f2017-b016-4a77-87b4-608054F70e77",

"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"RepositoryName": "MyRepo",

"Tags": []

ERAESEE

RLrEEREENFEEMNEZ CHCEXK, FARSEETNRS Git FEEFHNBTUERNIEE
AWS B
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BXREENEZEELR |, 15 AWS CodeConnections APl %,

E:
- BIERSE
- EHRESE
- JHRESE
- HIBRE D E
- EEESE

[

HAEE

tIRESEE

EAILAE A AWS Command Line Interface (AWS CLI) i Bcreate-repository-linkis S EE N ER L
B S\ BB 171 P 2 B B R o 2,

HOZESEEZH  BLACEEEENFE=SFHEEF B2 T FiEFaE,
BERSEE

1. #TFFL&R ( Linux, macOS = Unix ) s TRRAF ( Windows ) » AWS CLI £ fiE1Tcreate-
repository-linkis 5. EEXBEEN ARN, FiEE ID NE#EEN. ATHSEE— I EZ
BE , HRPEEEMA T CloudFormation R IR. EXREE T EMEI IMEFHEEPHEREX
%, ERRGIF , BRR2—NEH mystack W,

aws codeconnections create-sync-configuration --branch main --config-file filename
--repository-link-id be8f2017-b016-4a77-87b4-608054f70e77 --resource-name mystack
--role-arn arn:aws:iam::account_id:role/myrole --sync-type CFN_STACK_SYNC

2. WS FREL TR,

"SyncConfiguration": {
"Branch": "main",
"ConfigFile": "filename",
"OwnerId": "account_id",
"ProviderType": "GitHub",
"RepositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",
"RepositoryName": "MyRepo",
"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"
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}

EXMESEE

& A LATE AWS Command Line Interface (AWS CLI) ##£f update-sync-configuration @5 E#IEE
B EE,

BRLEFRRSRENATES !

* --branch

+ --config-file
 --repository-link-id
* --resource-name

e --role-arn

EXMESEE

1. $TFFZU% ( Linux, macOS % Unix ) s SR RAF ( Windows ) » fEFIZE{Tupdate-sync-
configuration@n ¥ , EEEEMWEUAR B REHRMELEE, AWSCLI il , A TwSER --
branch ¥ EHMERTEEXEKHN 2 XE .

aws codeconnections update-sync-configuration --sync-type CFN_STACK_SYNC --
resource-name mystack --branch feature-branch

2. W TFREL TR,

"SyncConfiguration": {
"Branch": "feature-branch",
"ConfigFile": "filename.yaml",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",
"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"
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5| RSB E

& A LATE AWS Command Line Interface (AWS CLI) £ list-sync-configurations @ %1 tH £  F~ &
i 75 1 P B 52

BI| 1 PR B

1. $TFFLER ( Linux, macOS = Unix ) s S RARAF ( Windows ) » fEHIEZETlist-sync-
configurationsip %5 , IEERS R B MEFMHEEEE ID. AWS CLI

aws codeconnections list-sync-configurations --repository-link-id
6053346f-8a33-4edb-9397-10394b695173 --sync-type CFN_STACK_SYNC

2. MeanTRHRE B T

"SyncConfigurations": [
{

"Branch": "main",
"ConfigFile": "filename.yaml",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173"
"RepositoryName": "MyRepo",
"ResourceName": "mystack",

7’

"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"

R E S B B

BB LAFE AWS Command Line Interface (AWS CLI) F A delete-sync-configuration &5 il Bk [E 2 B
=,

/A Important

BITZwSE , SHRESEE, FEREARINTFE, EUUCERFNESERE , BL%
BEE A Amazon BIRBF (ARN),
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W ERE S E B

«  FTFLURH (Linux, macOS = Unix ) i FHRRAF ( Windows ) » EAZ1Tdelete-sync-
configuration@s ¥ , 3 AWS CLI EERIE 2 BB 15 E [ 5 K B R E IR A o

aws codeconnections delete-sync-configuration --sync-type CFN_STACK_SYNC --
resource-name mystack

Zan T TREEARR,

EERSEEFAESR

BATLAE A AWS Command Line Interface (AWS CLI) F#get-sync-configuration@i B REE RS EE
M E S

EERSEEFMAESR

1. $TFF%¥s ( Linux, macOS & Unix ) Bar HHRRAF ( Windows ) . AWS CLI A Z1Tget-sync-
configurationin % , 1§ E M FEEEE ID,

aws codeconnections get-sync-configuration --sync-type CFN_STACK_SYNC --resource-
name mystack

2. MeanTRRRE B T

"SyncConfiguration": {
"Branch": "main",
"ConfigFile": "filename",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",
"RepositoryName": "MyRepo",
"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"
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£ 123 AWS CodeConnections APl i§FH AWS CloudTrail

AWS CodeConnections & AWS CloudTrail—IRFZERK , ZRFEERAF. 6% AWS RFZFAHIT
BEMIER. CloudTrail FEBHHFTE AP BAFRANENH, RN ARSIEREFEAARTIEEZS
AR AR AWS CodeConnections API i /EMARBER.

MBESIERE , WA LAARFRT SR E L F#RS (Amazon S3) Service FBIFEEIZE

% SIEATEANEMH, CloudTrail MREREERER , BIAR LE CloudTrail ZEH A #Y “=
HARiER FEERFNEHN. FHKENEES CloudTrail , &7 LAHE @ BMER & H AWS
CodeConnections, KR HiERH IP sk, #AH TER, @AAKHERAREMFEHRES.

BEXEZEELR , 3 AWS CloudTrail {FFIERE) .

AWS CodeConnections 1€ E.7£ CloudTrail

CloudTrail E& 4122 AWS kPR EEZNIKS LA, HEs KEEP T AWS CodeConnections
AR EHEM AWS BRSS CloudTrail B4 —RIERESBHALIERF. BALIEESH AWS Ik
HEE, BRNTHBELXENSH, BXERZER , B2/ (AWS CloudTrail AFER) FHFEA
CloudTrail EHHEEEEH,

ERFEIDEREAWS IKFFHNEH |, BIEEFHEH AWS CodeConnections , B RIRRIR, RIEAW
CloudTrail ff A& X H& i El Amazon S3 FEH. BIABRT , EEH AP OIRERIERICRAT |, IRER
IBRMATAE AWS XiF, RERIZRE AWS 2 XHAMEXENEHS , ¥ A EXHEEFEEEN
Amazon S3 Ff# . LI, BAILIEEHE M AWS RS , Ut —F 9 ML E CloudTrail AEFWE
EHBIE.

EXEZEER , E5 (AWS CloudTrail BFERE) PHUTES :

- BIERERICRER

« CloudTrail ZEFH RS MERK

 E¢E Amazon SNS B CloudTrail

- BEWCRBZANXEM CloudTrail B & X4
- BWCRBEZAN K,/ CloudTrail B & X4

FfB AWS CodeConnections #{E9H APl 2185 CloudTrail #12%7E AWS CodeConnections API
ZZd, fHlan  HHADeleteConnectionHMGetConnectionE ST CloudTrail BEN A K%
B, CreateConnection

BIMEHHBETREBESEXRERBFRNARGR. BOEEEBTEHEUTRE !
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FETAREA A 457
- EARAFKIEEREM IAM FIER HIER,

- EREEAACERKSAFNERNZEFIERHMN,

- BEREEHEM AWS RF A H,

BXREZER , 2 H CloudTrail userldentity JTH&,
THAENXH%E

RERR—MEE , APRHEHFEN BEXHRREIEIEEN Amazon S3 F##. CloudTrail BEX#
BE—INHSZNEERE, EHRERKEEMARENENER , BEFXRERNRE, REN B BN
B, HRSHEMNFEE, CloudTrail BEXHARLH AP HRANAF#ERRE , BLENFSRE
A ER IR

CreateConnection Rl

LT RBIERTERZCreateConnectioniE/EH CloudTrail BE% B,

"EventId": "b4374fde-c544-4d43-b511-7d899568e55a",
"EventName": "CreateConnection",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-09T15:13:46-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Mary_Major",
"accountId": "123456789012",
"userName": "Admin"

}I
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"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-09T23:03:08Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-09T23:13:467",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateConnection",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.create-connection",
"requestParameters": {
"providerType": "GitHub",

"connectionName": "my-connection"
.
"responseElements": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e@5-45cf-b420-b39e389dd264"

.

"requestID": "57640a88-97b7-481d-9665-cfd79a681379",
"eventID": "b4374fde-c544-4d43-b511-7d899568e55a",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

CreateHost Rl
LT REIERTERZCreateHosti&/ER CloudTrail B&E%H,
"EventId": "af4ce349-9f21-43fb-8003-267fbf9b1a93",

"EventName": "CreateHost",
"ReadOnly": "false",
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"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:43:06-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2024-01-11T20:43:06Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateHost",
"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.137",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.create-host",
"requestParameters": {
"name": "Demol",
"providerType": "GitHubEnterpriseServer",
"providerEndpoint": "IP"
.
"responseElements": {
"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-
EXAMPLE"

iy
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"requestID": "974459b3-8a04-4cff-9c8f-0c88647831cc",
"eventID": "af4ce349-9f21-43fb-8003-267fbf9b1a93",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": '"Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

CreateSyncConfiguration =%l

AR RBIERT E RiZCreateSyncConfigurationi®/EM CloudTrail B&%H,

"EventId": "bel397el-eefb-49f0-b4ee-2708c45e94e7",
"EventName": "CreateSyncConfiguration",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:38:30+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
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"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-01-24T17:38:30Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateSyncConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/offcommand/
codeconnections.create-sync-configuration",
"requestParameters": {
"branch": "master",
"configFile": "filename",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"resourceName": "mystack",
"roleArn": "arn:aws:iam::123456789012:role/my-role",
"syncType": "CFN_STACK_SYNC"
.
"responseElements": {
"syncConfiguration": {

"branch": "main",
"configFile": "filename",
"ownerId": "owner_ID",

"providerType": "GitHub",

"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",

"resourceName": "mystack",

"roleArn": "arn:aws:iam::123456789012:role/my-role",
"syncType": "CFN_STACK_SYNC"

},

"requestID": "bad2f662-3f2a-42c0-b638-6115384896f6",
"eventID": "bel397el-eefb-49f0-b4ee-2708c45e94e7",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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}

DeleteConnection R4l

LT RBIERTERZDeleteConnectioniE4EH CloudTrail BE% B,

"EventId": "672837cd-f977-4fe2-95c7-14280b2af76c",
"EventName": "DeleteConnection",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-10T13:00:50-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::001919387613:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-10T20:41:16Z",
"mfaAuthenticated": "false"

iy
"eventTime": "2024-01-10T21:00:50Z2",

"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteConnection",
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"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.delete-connection",

"requestParameters": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e@5-45cf-b420-b39e389dd264"

.
"responseElements": null,
"requestID": "4f26ceab-d665-41df-9el5-5ed@fbb4ecab",
"eventID": "672837cd-f977-4fe2-95c7-14280b2af76c",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.

DeleteHost =4l

LT RPIERTERiZDeleteHost#/ER CloudTrail &% B,

"EventId": "6018ba5c-6f24-4a30-b201-16ecl19al687a",
"EventName": "DeleteHost",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:56:47-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

dev"

arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
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"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-11T20:56:47Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteHost",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.delete-host",
"requestParameters": {

"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-
EXAMPLE"
.
"responseElements": null,
"requestID": "1b244528-143a-4028-b9a4-9479e342bce5",
"eventID": "6018ba5c-6f24-4a30-b201-16ecl19al687a",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}
}
}

DeleteSyncConfiguration ‘Rfl

AR RBIERT E RiZDeleteSyncConfigurationi®/E/M CloudTrail B&%H,
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"EventId": "588660c7-3202-4998-a906-7bb72bcf4438",
"EventName": "DeleteSyncConfiguration",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:41:59+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2024-01-24T17:41:59Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteSyncConfiguration",

"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.142",

"userAgent": "aws-
cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int . x86_64exe/x86_64.amzn.2prompt/
offcommand/codeconnections.delete-sync-configuration",

"requestParameters": {

"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
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},

"responseElements": null,

"requestID": "221e@blc-a50e-4cf@-ab7d-780154e29c94",
"eventID": "588660c7-3202-4998-a906-7bb72bcf4438",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetConnection R4l

LT RBIERTERZGetConnectioni®&/ERY CloudTrail B&E%H,

"EventId": "672837cd-f977-4fe2-95c7-14280b2af76c",
"EventName": "DeleteConnection",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-10T13:00:50-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

I FiEE API A CloudTrail 164



FRIEEZEE RAriEmE

iy
"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-10T20:41:16Z",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-01-10T21:00:50Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteConnection",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.delete-connection",

"requestParameters": {

"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e05-45cf-b420-b39e389dd264"

},

"responseElements": null,

"requestID": "4f26ceab-d665-41df-9el5-5ed@fbb4ecab",

"eventID": "672837cd-f977-4fe2-95¢c7-14280b2af76c",

"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "©01919387613",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetHost =%l

LT REIERTERZGetHostiE/ER CloudTrail B&E%H,

"EventId": "faal47e7-fe7c-4ab9-allb-2568a2883c01",
"EventName": "GetHost",

"ReadOnly": "true",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:44:34-08:00",
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"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2024-01-11T20:44:347",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetHost",
"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.137",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.get-host",
"requestParameters": {

"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-

EXAMPLE"
},
"responseElements": null,
"requestID": "@ad6lbb6-f88f-4f96-92fe-997f017ec2bb",
"eventID": "faal47e7-fe7c-4ab9-allb-2568a2883c01",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
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"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader":

GetRepositoryLink /R4l

"api.us-east-1.codeconnections.aws.dev"

LT RBIE R T ERiZGetRepositoryLinki®#EH CloudTrail B &% B,

"EventId": "b46acb67-3612-41c7-8987-adb6c9ed4ads",

"EventName": "GetRepositorylLink",
"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T02:59:28+00:00",
"EventSource": "codeconnections.amazonaws.com",

"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn":

"arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"sessionContext": {
"sessionIssuer": {
Iltypell: IlRolell’

"principalld": "AIDACKCEVSQ6C2EXAMPLE",

arn": "arn:aws:iam::123456789012:role/Admin",

"accountId": "123456789012",

"userName": "Admin"

},
"webIdFederationData":
"attributes": {

{1},

"creationDate": "2024-01-24T02:58:527",

"mfaAuthenticated":

}I

"false"
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"eventTime": "2024-01-24T02:59:287",

"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetRepositorylLink",

"awsRegion": "us-east-1",

"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11

Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off

command/codeconnections.get-repository-1link",
"requestParameters": {
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173"
},
"responseElements": {
"repositoryLinkInfo": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"ownerId": "123456789012",
"providerType": "GitHub",
"repositoryLinkArn": "arn:aws:codeconnections:us-

east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"repositoryName": "MyGitHubRepo"

},

"requestID": "d46704dd-dbe9-462f-96a6-022a8d319fd1",
"eventID": "b46acb67-3612-41c7-8987-adb6c9ed4ads",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-ea-1.codeconnections.aws.dev"

GetRepositorySyncStatus R4l

AR RBIE R T 5E RiZGetRepositorySyncStatusi@ #E#Y CloudTrail HE% B

"EventId": "3el83b74-d8c4-4ad3-9de3-6b5721c522e9",
"EventName": "GetRepositorySyncStatus",
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"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:41:44+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T02:56:557",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-01-25TQ3:41:447",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetRepositorySyncStatus",
"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.138",
"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.get-repository-sync-status",
"errorCode": "ResourceNotFoundException",
"errorMessage": "Could not find a sync status for repository
link:6053346f-8a33-4edb-9397-10394b695173",
"requestParameters": {
"branch": "feature-branch",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType'": "CFN_STACK_SYNC"
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},

"responseElements": null,

"requestID": "e@cee3ee-31e8-4ef5-b749-96cdcabbe36f",
"eventID": "3el83b74-d8c4-4ad3-9de3-6b5721c522e9",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetResourceSyncStatus /R4l

LA RBIE R T 5E RiZGetResourceSyncStatusi#4ERY CloudTrail BE%H,

"EventId": "9c47054e-f6f6-4345-96d0-9a5af3954a8d",
"EventName": "GetResourceSyncStatus",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:44:11+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
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},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-25T02:56:55Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-25T03:44:117",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetResourceSyncStatus",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807 .amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.get-resource-sync-status",
"requestParameters": {
"resourceName": "mystack",
"syncType": "CFN_STACK_SYNC"
I
"responseElements": null,
"requestID": "e74b5503-d651-4920-9fd2-0f40fb5681e0",
"eventID": "9c47054e-f6f6-4345-96d0-9a5af3954a8d",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetSyncBlockerSummary R4

LAF 7RI R T 5E R iZGetSyncBlockerSummaryi#4E#Y CloudTrail B&E% B

"EventId": "c16699ba-a788-476d-8c6c-47511d76309e",
"EventName": "GetSyncBlockerSummary",

"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"EventTime": "2024-01-25T03:03:02+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T02:56:557",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-25T03:03:02Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetSyncBlockerSummary",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.get-sync-blocker-summary",
"requestParameters": {
"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
1,
"responseElements": {
"syncBlockerSummary": {
"resourceName": "mystack",
"latestBlockers": []
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},

"requestID": "04240091-eb25-4138-840d-776f8e5375b4",
"eventID": "c16699ba-a788-476d-8c6c-47511d76309e",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetSyncConfiguration /R4l

AR RBIE R T 5E RiZGetSyncConfiguration®#E# CloudTrail B&E% B .

"EventId": "bab9aal6-4553-4206-alea-88219233dd25",
"EventName": "GetSyncConfiguration",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:40:40+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

}I
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"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-0Q1-24T17:40:4072",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetSyncConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "52.94.133.142",
"userAgent": "aws-

cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/
offcommand/codeconnections.get-sync-configuration",
"requestParameters": {
"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
1,
"responseElements": {
"syncConfiguration": {
"branch": "main",
"configFile": "filename",
"ownerId": "123456789012",
"providerType": "GitHub",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",
"resourceName": "mystack",
"roleArn": "arn:aws:iam::123456789012:ro0le/my-role",
"syncType": "CFN_STACK_SYNC"

I

"requestID": "Q@aa8e43a-6e34-4d8f-89fb-5c2d@1964b35",
"eventID": "bab9aal6-4553-4206-alea-88219233dd25",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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ListConnections R4l
LA RBIE R T E RiZListConnectionsi#4ER CloudTrail B&E%H,
{
"EventId": "3f8d80fe-fbel-4755-903c-4f58fc8262fa",
"EventName": "ListConnections",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-08T14:11:23-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-08T22:11:02Z",
"mfaAuthenticated": "false"
}
}
.
"eventTime": "2024-01-08T22:11:237",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListConnections",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
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"userAgent": "aws-cli/1.18.147 Python/2.7.18
Linux/5.10.201-168.748.amzn2int.x86_64 botocore/1.18.6",

"requestParameters": {

"maxResults": 50

},

"responseElements": null,

"requestID": "5d456d59-3e92-44be-b941-a429df59e90b",

"eventID": "3f8d80fe-fbel-4755-903c-4f58fc8262fa",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

ListHosts =¥l

LT RIS R T ERiZListHosts#4ER CloudTrail B&% B,

"EventId": "f6e9e831-feaf-4adl-ac47-51681109c401",
"EventName": "ListHosts",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T13:00:55-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major"
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"
}
}
I
"eventTime": "2024-01-11T21:00:557",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListHosts",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.list-hosts",
"requestParameters": {
"maxResults": 50
I
"responseElements": null,
"requestID": "ea87e2cf-6bfl-4cc7-9666-f3fad85d6d83",
"eventID": "f6e9e831-feaf-4adl-ac47-51681109c401",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}
}
}
ListRepositoryLinks =%l
AR RBIE R T JE R iZListRepositoryLinksi24ERY CloudTrail &% B,
{
"EventId": "4f714bbb-0716-4f6e-9868-9b379b30757f",
"EventName": "ListRepositorylLinks",
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"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T01:57:29+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T0Q1:43:497",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-24T@1:57:292",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListRepositorylLinks",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-

cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/
offcommand/codeconnections.list-repository-1links",
"requestParameters": {
"maxResults": 50
I
"responseElements": {
"repositorylLinks": [

{
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"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/001f5be2-a661-46a4-b96b-4d277cac8bbe",

"ownerId": "123456789012",

"providerType": "GitHub",

"repositorylLinkArn": "arn:aws:codeconnections:us-
east-1:123456789012:repository-1link/be8f2017-b016-4a77-87b4-608054f70e77",

"repositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",

"repositoryName": "MyGitHubRepo"

"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",

"ownerId": "owner",

"providerType": "GitHub",

"repositorylLinkArn": "arn:aws:codeconnections:us-
east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",

"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"repositoryName": "MyGitHubRepo"

},
"requestID": "7c8967a9-ecl5-42e9-876b-0ef58681lec55",
"eventID": "4f714bbb-0716-4f6e-9868-9b379b30757f",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListRepositorySyncDefinitions =l

AR RBIE R T 5E RiZListRepositorySyncDefinitionsi& #E#Y CloudTrail B &% B

"EventId": "12e52dbb-b@0d-49ad-875a-3efec36e5aal",
"EventName": "ListRepositorySyncDefinitions",
"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",

I FiEE API A CloudTrail

179


https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_ListRepositorySyncDefinitions.html

FRIEEZEE RAriEmE

"EventTime": "2024-01-25T16:56:19+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T16:43:03Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-25T16:56:197",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListRepositorySyncDefinitions",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.list-repository-sync-definitions",
"requestParameters": {
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType": "CFN_STACK_SYNC",
"maxResults": 50
I
"responseElements": {
"repositorySyncDefinitions": []
},
"requestID": "df31d1l1ld-5dc7-459b-9a8f-396b4769cdd9",
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"eventID": "12e52dbb-b@0d-49ad-875a-3efec36e5aal",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListSyncConfigurations Rfl

AT R BIE R T &R iZListSyncConfigurations R #EHY CloudTrail H&E% B

"EventId": "aa4ae557-ec31-4151-8d21-9e74dd01344c",
"EventName": "ListSyncConfigurations",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:42:06+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
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"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-0Q1-24T17:42:06Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListSyncConfigurations",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.804.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/offcommand/
codeconnections.list-sync-configurations",
"requestParameters": {
"maxResults": 50,
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType": "CFN_STACK_SYNC"
I
"responseElements": {
"syncConfigurations": [
{
"branch": "feature-branch",
"configFile": "filename.yaml",
"ownerId": "owner",
"providerType": "GitHub",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",
"resourceName": "dkstacksync",
"roleArn": "arn:aws:iam::123456789012:ro0le/my-role",
"syncType": "CFN_STACK_SYNC"

},

"requestID": "7dd220b5-fc@f-4023-3aa0@-9555cfe759df",
"eventID": "aa4ae557-ec31-4151-8d21-9e74dd01344c",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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ListTagsForResource =%l

AT RBIE R T & RZListTagsForResourcel® fE/HY CloudTrail B&% B,

"EventId": "fc501054-d68a-4325-824c-0e34062ef040",
"EventName": "ListTagsForResource",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T17:16:56+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "dMary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T16:43:03Z2",
"mfaAuthenticated": "false"

.

"eventTime": "2024-01-25T17:16:56Z7",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListTagsForResource",
"awsRegion": "us-east-1",

"sourceIPAddress": "IP",
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"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.list-tags-for-resource",

"requestParameters": {

"resourceArn": "arn:aws:codeconnections:us-

east-1:123456789012:connection/9703702f-bebe-41b7-8fc4-8e6d2430a330"

},

"responseElements": null,

"requestID": "994584a3-4807-47f2-bblb-a64f0@af6c250",

"eventID": "fc501054-d68a-4325-824c-0e34062ef040",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

TagResource 4l

LA RBIE R T ERiZTagResource® 4/ CloudTrail B&E% B,

"EventId": "b7fbc943-2ddl-4c5b-a5ad-fc6d6@a@l1lfl”,
"EventName": "TagResource",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:22:11-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
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"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"
}
}
I
"eventTime": "2024-01-11T20:22:117",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.tag-resource",
"requestParameters": {

"resourceArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/8dcf69d1-3316-4392-ae@9-71e038adb6ed",
"tags": [
{

Ilkeyll: IlDemolll’
"value": "hhvhl"

},

"responseElements": null,

"requestID": "ba382c33-7124-48c8-a23a-25816ce27604",
"eventID": "b7fbc943-2ddl-4c5b-a5ad-fc6d60a01l1fl",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

I FiEE API A CloudTrail

185



FRIEEZEE

RAriEmE

}

UnTagResource R4

AR RBIE R T 5E R iZUntagResourcei24ERY CloudTrail B&E% B,

"EventId": "8a85cdee-2586-4679-bel8-eec34204bc7e",
"EventName": "UntagResource",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:31:14-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:357",
"mfaAuthenticated": "false"

.

"eventTime": "2024-01-11T20:31:142Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UntagResource",

"awsRegion": "us-east-1",

"sourceIPAddress": "IP",
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"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.untag-resource",
"requestParameters": {

"resourceArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/8dcf69d1-3316-4392-ae@9-71e038adb6ed",
"tagKeys": [
"Project",
"ReadOnly"
]

I

"responseElements": null,

"requestID": "@5ef26a4-8c39-4f72-89bf-0c056c51b8d7",
"eventID": "8a85cdee-2586-4679-bel8-eec34204bc7e",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.

UpdateHost =4l
LR Rl & R T & R ZUpdateHostRER CloudTrail B&% B,

"Events": [{
"EventId": "4307cf7d-6d1lc-40d9-a659-1bb41b31a2b6",
"EventName": "UpdateHost",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:54:32-08:00",

"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",

"Resources": [],

"CloudTrailEvent": "eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

dev"

"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",

"accountId": "123456789012",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-11T20:54:327",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateHost",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.update-host",
"requestParameters": {
"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/
Demol-34e70ecb",
"providerEndpoint": "https://54.218.245.167"
I
"responseElements": null,
"requestID": "bl7f46ac-lacb-44ab-a9f5-c35c20233441",
"eventID": "4307cf7d-6d1lc-40d9-a659-1bb41b31a2b6",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

UpdateRepositoryLink R4l

LA RBIE R T 5E RiZUpdateRepositoryLinki2#EH) CloudTrail B &% B,

I FiEE API A CloudTrail 188


https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_UpdateRepositoryLink.html

FRIEEZEE RAriEmE

"EventId": "be358c9a-5a8f-467e-8585-2860070be4fe",
"EventName": "UpdateRepositorylLink",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T02:03:24+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2024-01-24T0Q1:43:497",
"mfaAuthenticated": "false"

}

}
1,
"eventTime": "2024-01-24T02:03:24Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateRepositorylLink",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-

cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int . x86_64exe/x86_64.amzn.2prompt/
offcommand/codeconnections.update-repository-1link",
"requestParameters": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
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"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173"
.
"responseElements": {
"repositorylLinkInfo": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"ownerId": "owner",
"providerType": "GitHub",
"repositorylLinkArn": "arn:aws:codeconnections:us-
east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo"

}
.
"additionalEventData": {

"providerAction": "UpdateRepositorylLink"
},

"requestID": "eQleee49-9393-4983-89e4-d1b3353a70d9",
"eventID": "be358c9a-5a8f-467e-8585-2860070be4fe",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

UpdateSyncBlocker /=4l

LAF RIS 7R T 5E RiZUpdateSyncBlockerig4ERY CloudTrail B&E% B

"EventId": "211d19db-9f71-4d93-bf90-10f9ddefed88",
"EventName": "UpdateSyncBlocker",

"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:01:05+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",

"Resources": [],
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"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T02:56:557",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-25T03:01:05Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateSyncBlocker",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.update-sync-blocker",

"requestParameters": {

"id": "ID",

"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack",
"resolvedReason": "Reason"

},

"responseElements": null,

"requestID": "eea®3b39-b299-4099-ba55-608480f8d96d",
"eventID": "211d19db-9f71-4d93-bf90-10f9ddefed88",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
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"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader":

UpdateSyncConfiguration R4l

"api.us-east-1.codeconnections.aws.dev"

LU RHIE R T & RiZUpdateSyncConfigurationi® #E# CloudTrail B&E%H.,

"EventId": "d961c94f-1881-4fe8-83bf-d04cb9f22577",
"EventName": "UpdateSyncConfiguration",

"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:40:55+00:00",
"EventSource": "codeconnections.amazonaws.com",

"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn":

"arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"sessionContext": {
"sessionIssuer": {
Iltypell: IlRolell’

"principalld": "AIDACKCEVSQ6C2EXAMPLE",

arn": "arn:aws:iam::123456789012:role/Admin",

"accountId": "123456789012",

"userName": "Admin"

},
"webIdFederationData":
"attributes": {

{1},

"creationDate": "2024-01-24T17:34:557",

"mfaAuthenticated":

}I

"false"
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"eventTime": "2024-01-24T17:40:557",

"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateSyncConfiguration",
"awsRegion": "us-east-1",

"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11
Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/offcommand/
codeconnections.update-sync-configuration",
"requestParameters": {
"branch": "feature-branch",
"resourceName": "mystack",
"syncType": "CFN_STACK_SYNC"
},
"responseElements": {
"syncConfiguration": {

"branch": "feature-branch",
"configFile": "filename",
"ownerId": "owner",

"providerType": "GitHub",

"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",

"resourceName": "mystack",

"roleArn": "arn:aws:iam::123456789012:ro0le/my-role",
"syncType'": "CFN_STACK_SYNC"

.

"requestID": "2ca545ef-4395-4elf-bl4a-2750481161d6",
"eventID": "d961c94f-1881-4fe8-83bf-d04cb9f22577",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}
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EZWAH APl &R |, flillcodestar-connections.us-east-1.amazonaws.com. AWS
CodeConnections

/A Important
RINERT , RIRSH M AWS arketplace S1EK# AWS RFBIEN LK IRTILERAALE
DNS,

EXEZEER , 51 (Amazon VPC AF1ERE) PRENE DK A15R RS

A AWS CodeConnections ##/E8|32 VPC K imTi S K EE

BA LA VPC % = Kt i &13F AWS CodeConnectionsBy 14 RV iR S 5K kg, ZKBIBELUTER

o AHITIRENES,
« ARATEVRAE,
« AN ERITREN TR,

BXREZER , H5 KR (Amazon VPC FIFiER) HRIEER VPC ik L2 I AR ST B T3 [F]

® Note

com.amazonaws, region.codestar-connections.webhooks i R X 15K B .

4 . BT AWS CodeConnections #4EH VPC 4 AR B

LT 2L IET S K8 RH AWS CodeConnections, 4iEEZ|KRiET bt , LEXBEFMEZIEAN
T &R AWS CodeConnections 17 Ffr 5118 #E /Y 15 A1 AL FR o
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https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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{
"Statement": [
{
"Sid": "GetConnectionOnly",
"Principal": "*",
"Action": [
"codestar-connections:GetConnection"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

M EHEE#H VPC & AWS CodeConnections T &

AWS CodeConnections Z &8 ZRMEREE VPC BB ENE , 2N EEIE webhook AT R, 4
w1 REZMA com.amazonaws, region.codestar-connections.webhooks,

f&Bh GitHub Webhook Y VPC K imTr = , EALAILUET Webhook &3 Amazon P& [FE AT K IE
BB ER AWS RS,

/A Important

ER GitHub 12\l fRSS25R B EHLET , AWS CodeConnections £ 7 #& 612 Webhook B4
WIEN VPC RigTm. MRBE2020 F 11 H24 BzritlZ7T =4 , HBEEEMFEH VPC
PrivateLink Webhook &5 = , MAFEM BREN , AEEIEHFEN.

AWS CodeConnections BIEXig AW EMAEAR, EMERKIET R, ST ERAB R ENE IR
wn{a/fE A AWS CodeConnections E#1.) webhook i &

webhook s R 2 KA KRB E = H1EEER Webhook # 1T AWS CodeConnections L& 32 #Y i
5o Webhook #i 7 &R, MEHIT git push , Webhook K ixT S & MIRHEFEK —1ME
4R BA HEIXHY Webhook, #l# , AWS CodeConnections 8] L& £1/33) CodePipeline B EiE,

FFAFER VPC =12 (40 Bitbucket ) = GitHub )l fRS88E 4 , webhook VPC K ixTi =
TEA , BRXEREFAN webhook £3% %] AWS CodeConnections ki FA I I 2 Y 48 9 b 75 .
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-delete.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-create.html

FRIEEFAE

RAriEmE

BERRIE AR

AT E BRI AR B 8RR AWS CodeBuild AWS CodeDeploy, FH&RIEZNE N BB AWS
CodePipeline,

£

- REZEBEIERE

- SR8 T EEEZN HINRE IR

- HBREZRFERAEEN HINREIR

+ Connection is not in available state or is no longer pending (R IEEEFEFEZENNE , TFEER

MEFVEINHATRFEE, EETA T UARSITEL FHELERE)
o JEER GitClone R
o ENFLTITARS
- HEFEEEERRNEN
s REERNENEERE
o MNENHK VPC BBEHITHEHE
+ GitHub .l BR %5 85% 328 webhook VPC i1 & (PrivateLink) S22
« X4 2020 FF 11 B 24 Az A BIZN ENHITHRESE
« TN GitHub FHEERIEERE
- WELH GitHub )l RS E5IE N AR F IR
o EEMHIUEREIR GitHub : “HIEE | BEHEAREHX KR EE A Cookie” 2 “ALFTHE & %M

E3

% GitHub NAER"
- AREREHX IAM TR 5 IR T Y IE AR SS BI R
- AT ERAEHEMEN BRI EFERSIR  SBERRER
. FNRAFIFAANEENENRE
. ?*z SR = I 1A PR I

B L EERE
B RRERCRERE, AXESER  H5H RN RS AWS CodeConnections.
HR= BT R EER HINREE IR

18214 # CodePipeline £#| AP RIZRNEFEEA , TRKIBRELTHIRER.
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AP :usernameZ M permissionfE BIR LM 1T:connection-ARN

If this message appears, make sure that you have sufficient permissions. ( A : username LRt &

JR : connection-ARN 1T 4E : permission, MR EIWEE , FEHEAEEEZEHNR, )

£ AWS Command Line Interface (AWS CLI) NP OB EFEZNNR AWS EEIEHE A28
FERH A LRENEREEPMENNRN —B2. RRTESE. ﬁ’-FHj?,ﬁ'JLJEE ARG STERIFL TR
EEFMENNR , Miiﬁa‘ﬁﬂéﬁ&%?itﬁi‘ﬁﬁcxﬂ’]ﬁﬁ?o BEXREZER , FZH R TH AWS

CodeConnections,.

HB = A EEN HIMN R IR

WMREZHFHE CodePipeline 2% & REMER , AMELENIIH, KEMEIENR , LSRR S
T—&IFRFRERHER.

BTET BRI P 31T B O RIE,
AP . TR usernamef® &R £ 1T : codestar-connections : UseConnection connection-ARN

If this occurs, make sure that you have sufficient permissions. ($&k 8 BB RIEXAK. AP :
username T X &R : connection-ARN #1117 : codestar-connections:UseConnection, 0 H 1 itk 58

5, FRREAEBHNR, )

Make sure you have the permissions to use a connection, including listing the available repositories in
the provider location, EXEZEE , EZH WINEFM=H AWS CodeConnections,

Connection is not in available state or is no longer pending (F{R & B fF A iEZHI
IR, @RREREEFNESHATAFMEE. EETLATUIRARSEITIBL THLEBRE)

MEEF A EREETL T ITRARBHHEE |, %R Complete connection (FERIERE).

MRERTRERE  ART—RHEE , BEEEBRRLTHLERS , WAALBUEER , EAEZESLAT
—.I-Fﬁ'lj(/&,\o

FIEEERI GitClone R

LBTERIEENIREEPFER AWS CodeStar E#ZAN , JABE A S X m AWHFEZIBLEE
CodeBuild

o BN RBREER— zip X, HPEEE CodeBuild FEH KL,
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« Git 2fg  RRBUTUEETHRIWEIRR S,

Git REEN RTFERFRABEN T/E Git FREHRTRE, BEEALERN | L@ &R CodeBuild
WG R T FE AR

E@EH CodeBuild RS AR RN , BEENE N IMEIZEH CodeBuild RZFHBHNE
FREXK, UTSRAGIE—1KEE | Hd UseConnection KXBRFE action ZRHIEE , M
Amazon Resource Name (ARN) #£ Resource FEHIEE,

A4 & 7N UseConnection X R

1. EEREEMWIEE ARN , BITHAEE , ARTERBREDIERE () BiF. ‘BE” BRI | E#E
ARN ERTEEL, ConnectlonArn"‘H EH#2 ARN RINZEZEH CodeBuild RS ARKEEH,

2. EEREM CodeBuild RS AR , BHAEEFEANMRTE , RESMEHEFEAESILER
o

3. £ Environment (}88) #849 , 1%£$F Service role ([RE A ) 858, XFITH AWS Identity and
Access Management (IAM) 2% & | & 7] LATE 5 iR R 088 T 1E 3215 8] A BR /9 $7 SR .

4. 71 IAM #ZH|AH |, 1%3F Attach policies (KIIIZREE) , R/F1EIE Create policy (BIEKEK),

ERANUT RAIRBEER. FEMNZERE ARN HFINE Resource FE , ML REIF IR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "codestar-connections:UseConnection",
"Resource": "arn:aws:iam::*:role/Service*"
}
]
}

FEfFfEER JSON JET+ L | #NG A SRS,

5. EREEXR, NEREMWMAZH (0 connection-permissions ) , AAFiE$F Create policy
(BIEREE),

PRERE B 5
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6. REZIMRS A E Attach Permissions (I 1AXER) WE L , BIFREESIR | REIEFREN T 02N
KRB, IR INRREE,

FHAL T A AR
MREZEHEE R —FEE , BHEENTLTF Available JRZS , Mi%#R Set up host (IRE EH).

BIEENE - IHESBOENENIEL T Pending RES. FENENA Available RS , B
REREERHAFREEN. AXREZER TS RESLENEN,

(® Note
BREEMEA C AWS LI kKi&EPendingE#l.

HIESEE R EEE R EN

WRKR GitHub AR FHEMIBRRIE R , EEMNENAELHABIRRS. TEMEL TFHERRESH
ENMERE , KAEFOIEZEN.

- ERNAERF pem ZH, ERNRAEN (HEEE ) SREFSEEVNNMEEREZETNHER
R

MREH A CLIRE Error RSN ENH SR ENERNERE , BURFEENITUTIR

- BMBRHAEFQZENER , AREFZEIHNIMEARF. BXESELR , F5H tIEE.

BEZENENCIEES

BolBEENEN , BTRBTZM

o B ENXTL T AVAILABLE (ATH) "B BXEZER , HSH
- EEAFNESENMHEEN XD AR,

X EHK VPC B E# THIESE

BIRENFIRE , BN RE GitHub {2l RST 2R SEHINY ERIRERE M EEER VPC £, BEXE
HLEY VPC S FME B THEHE , BEMALLE RN RH VPC ERENSE,
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® Note

FRAARTHE S Amazon VPC F# GitHub L fRZ B EHEBHE<NRERE, BEXx5HE
HNER VPC B webhook ¥ s (PrivateLink) BYZE #2880 5% B9 SR AR ZS |

B 55251 M webhook VPC w1 & (PrivateLink) SE3EfFE o

EAREIR , EREAUTEREREBEFLE GitHub 1 BRS5353LHIRY VPC MARSS 2R

1. 812 VPC, BXEZELR ,

EZ[H https://docs.aws.amazon.com/vpc/latest/userguide/working-

HZFGitHub £l

with-vpcs.html#Create-VPC,

2. EEW VPC HalE2 7M.

BXREZER

userguide/working-with-vpcs.html#AddaSubnet,

3. MXHIREZE VPC 1, BEXEZER,

S A https://docs.aws.amazon.com/vpc/latest/

2 A https://docs.aws.amazon.com/vpc/latest/userguide/

working-with-vpcs.html#VPC_Launch_Instance,

® Note

B8/ VPC —IRRgEE5—AaEH ( GitHub I BRS5EFSEHI ) XEX,

TEERTHERA GitHub {1 AMI B3I EC2 3£,

@  GitHub Enterprise

Instance: l i-0b4441c7242dfdB6T (GitHub Enterprise)

Description Status Checks

Instance ID

Instance state
Instance type
Finding

Private DNS

Private IPs

Secondary private IPs

VPCID

Subnet ID
Matwork interfaces
1AM role

= Instance ID

-0b4441c7242dfdBET

Elastic 1P: NI

Monitoring Tags
i-0bd441cT242didBET

running

m&.xlarge

Opt-in to AWS Compute Optimizer for
recommendations. Learn more
i 5 -
east-2.compute.internal

vpc-al4933ch

subnet-75350e0f
ath0

ghe-EC2InstanceRole-
1OHLRWYXR1RHR

Security groups

Scheduled events
AMIID

Platform details
Usage operation
Source/dest. check

- Instance Type - Availability Zone - Instance State - Status Ch
ms.xlarge us-east-2b & running & 2f2ch
_ N =]
Public DNS (IPvd)  ec2: us-
@ast-2. compute. amazonaws. com
IPva Public P I
IPvGIPs -
Elastic IPs I
Availability zone  us-east-Zb

ghe-InstanceSecurityGroup-
1IEZ3GYA4DVNG. view inbound rules.
view outbound rules

No scheduled events

GitHub Enterprise Server 2.20.9
I
Linux/UNIX

Runinstances

True
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https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#Create-VPC
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#Create-VPC
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#AddaSubnet
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#AddaSubnet
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#VPC_Launch_Instance
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#VPC_Launch_Instance

FRIEEZEE RAriEmE

HIEER VPC #1T GitHub Rl BRS5BRE RN , HIREE VA LT EMIRERHEUATRE

« VPC ID : %%k GitHubtt )l fRS5- 23335 #Y R S5 288Y VPC = A] LAEE VPN 2 Direct Connect 1518 &
Z%H GitHub™ l BRZ5-3532 689 VPC,

« M ID = IDs : &% GitHub I fRSZ2FLHIM RS 2FF M |, & W LUEN VPN = Direct
Connect 78 B &%/ GitHub 1l R 5388 L5189 F M.,

c M@ FENEEYA BRI GitHub L fRFEFZFINRFZFNLZ LA |, HETLUET VPN =
Direct Connect 17 8] B 2% GitHub 1l fRZ B8 HIMN R 24,

- KRT R EREFEIRSH[LETR , FRET—F,

BEXEMA VPCs MIFRNESZEL , 15519 Amazon VPC A5/ IPv4AF Y VPC Fl 7R K/,
£

o BRIEREEE TR EN

« BEERERL T AIRRSHEN

« I connection/host R ETYE , RECLKEFLTHT

- BRI EMBREAIMEED

BITEIRIAL T L EIRSHEMN

MREEHFH A VPC_CONFIG_FAILED_INITIALIZATION RZS , XRATsER R &N EVERH
VPC, FMHEZ2AFERE,

VPC, FRMEZ2AXMNEEE T RIZENNIKS.
FMME 2 HLHE TPk VPC,

BNEEN FRLTN TR A X,
BIZENNAFSRMEFLUT IAM R :

ec2:CreateNetworkInterface

ec2:CreateTags
ec2:DescribeDhcpOptionsec2:DescribeNetworkInterfaces
ec2:DescribeSubnets

ec2:DeleteNetworkInterface

ec2:DescribeVpcs

ec2:CreateVpcEndpoint

ec2:DeleteVpcEndpoints
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html#vpc-sizing-ipv4
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ec2:DescribeVpcEndpoints

BTERIAE T AT RARSHEN

MREBTETTRENE CodeConnections MARFIZRE , N AEERNEN VPC BE DK GitHub 1)l
BR %5 28 2 B 1FE R,

- MREREALNHEBT RIS , NFZEOENENRM GitHub Al KHIEAR TLS iEH. TLS
IERENZRBIUEPNAERNA.
- EO|2 GitHub NAERF , BFER GitHub il RSFJ[/RFINEERR

F connection/host HIMETE , IECKEFELTET

R a connection/host ABIE{TEIMETLZZ1T , N AEERH TEM VPC FIVEIEFE X = GitHub K
ARFEHIENF. BREUTEN :

o EEINENEEVNENENEENLZ AT EERS T EBIHA GitHub £\ ARS8,
CodeConnections FEZE — M BAUEEE| GitHub I fRE2FRFIMN L4,

- DNS RERB IPBRIEAXETER, BUUNBESREEZIENEZUBNENRRFIEEN VPC B
DHCP %ISR IEX — K. HEE , MREHKIEM AmazonProvided DNS E#E| B E X DNS RS
BT R EAFR B E X DNS IRSS88 |, Ml host/connection &£1FLEIE1T. R T ERIXANEZE | &
BRENEVENHEHNET , IFERNOBEEFEEZHH DNS &E,

« M4 ACLs RECE® , TH AW HTTP EZIEH GitHub b fR 5585 R RIFRER T M.,
* GitHub 1l BR 55858 £ 1% CodeConnections M AEFNABEREIEER, MNE[EE ( Hl20 URLs

R FARFZH ) WEHRE TTEES B E Z %M En GitHub terprise Server 32415 2 [8] H93%E #2 5 i
CodeConnections,

BRI EMIBRIEAI M EREND

MBELERNBINEED , FHAATHE :

« CodeConnections REEEI M BREN KM BRACIZNEIEO, AR TEEFHMBREN],

o IBATHRBLLTR :

ec2:DescribeNetworkInterfaces
ec2:DeleteNetworkInterface
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GitHub 7l BR S5 B3I #2H) webhook VPC &% ¥ & (PrivateLink) £EXEfRES

L 028 A VPC BEEEMNENRS , 27 & 6| Webhook VPC £imT Ko

(® Note
FEALIINEENFEA VPC B webhook 4315 S HYE i T FEBERR (PrivateLink), B3x
5 Amazon VPC F#) GitHub &1l fRS a8 EHELEM XN EEERE , BHSFX TR VPC FiL
B ITHEE,

HEBIBEE R XREMNEREN K BEEEENERFHREERE VPC A, AfF AWS
CodeConnections BIZZHEN , H & LI Webhook B VPC 48w | (PrivateLink), XX HlAE
%@ Webhook J&id Amazon MEFEHBIELEEENER AWS EF. BEXEZEER , BEH
AWS CodeConnections H# 0 VPC LimT & (AWS PrivateLink)o

3 Ji
o« BRI EMBRIRE Webhook VPC KRimT &

RIS EMBRIEA Webhook VPC LT &

AWS CodeConnections BIE X ## webhook VPC KT s LA, ERBRKET S, B4
BMRAERMA ENER,

- BIEM webhook VPC 4T R (PrivateLink) CodeConnections R 828 il Bk =M RMIBR. FTiEF
MR,

« TR BLLTNR ¢

ec2:DescribeNetworkInterfaces
ec2:DeleteNetworkInterface

Xt 2020 FF 11 B 24 Bz el 0|2 WA THELE

H 2020 &£ 11 A 24 B2 , £ AWS CodeConnections & & EH8T , FHEIREFINN VPC KiFET =
(PrivateLink) X%, W TFEREF 2GRN TN , EEALBEHFRERNS.,

BXEZEER |, iS00 AWS CodeConnections ##E 0 VPC &Ll T & (AWS PrivateLink),
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-delete.html
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F&
« BE—ATE 2020 F 11 B 24 B2 aigIBHEY , TAEF VPC LiwT & (PrivateLink) A F
webhook

« BEZRELTAJARSHEN (VPC iR )

BE—B7 2020 F 11 A 24 B2aitIENEN , BB/ VPC LixTi | (PrivateLink) AT webhook

£ GitHub 1D RSZE8818 B LAY |, RN E 62 webhook g a., EEIEMEA VPC PrivateLink
Webhook & s, MRETE 2020 F£ 11 B 24 HZHitlZ 7T £4 , # BEEMFH VPC PrivateLink
Webhook %77 = , M A BREN , REBIEFHEN.

BREZREL T ARRSHEMN ( VPC EiR )

MRENEYRAE 2020 &£ 11 B 24 Bzait|BH , HEELEZREYLE CodeConnections B A TE
FiRE , MeER R N ZH VPC BLE = GitHub 1)k fRE-85 K HI1F1E R &

IBH VPC EE—/ NAT M ( RHEWMEBRMEA ) |, XHFEH GitHub b IREZ25SEHIF EER GitHub
Webhook £EH OMERE,

To7EN GitHub F# FE B 2B iE 2
| -

BT 5 GitHub 7 FERVEREMER AWS E#ER GitHub , It EFEEHLAMBENRFCEEE AR
FREQIEEE,

ATBEMIBEE 757E - Bk GitHub FREENREBINEE , i5SH hitps://docs.github.com/en/free-pro-
team@ latest/github/setting-up-and-managing-organizations-and-teams/permission-levels-for-an-

organization,
SREBIRH GitHub 1 RFESEEN AR F IR

WMREIE 2020 F 12 A 23 BE X2 LE TEAT GitHub Al fRESFHNARER , NAsEEEM
PLARRABFIZNARFERIZHRNR, RER GitHub NARFMEE , FREUTSREEE
FEHRENNARFR,

(® Note
& AIMTE E GitHub nterprise Server 3Kl ESERIX LS TR | H B X402 GitHub NAREFAE
&

HEBRE IS 205


https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-delete.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-create.html
https://docs.github.com/en/free-pro-team@latest/github/setting-up-and-managing-organizations-and-teams/permission-levels-for-an-organization
https://docs.github.com/en/free-pro-team@latest/github/setting-up-and-managing-organizations-and-teams/permission-levels-for-an-organization
https://docs.github.com/en/free-pro-team@latest/github/setting-up-and-managing-organizations-and-teams/permission-levels-for-an-organization

FETEBHA A m
1. 7£ E GitHub nterprise Server 1 , AN AR BRI T ROEDT RIEE RE”,
2. ERFREBERE , RARFER ‘GitHUDNAER",

3. ENARERIERD , NENEZERNARFNEN , AREIRE S RH %R Permissions and
events (IXPRFZE4),

4. 7£ Organization permissions ( AZRMXPR ) T , X¥F Members ( A5 ) , M Access ( THRIXER )
THFFRAFIERE Read-only ( RiE)

QOrganization permissions

Members (i)

. . Access: Read-only «
If-\":'l.ll]l.’.lrli:n members and teams.

Select an access level
Administration (3
Manage access to an oraani No access

~ Read-only

Webhook
' e.. coks © Read & write

Manage the post-receive hooks for an organization

IPIan ® Access: Mo access
View an org

rganization's plan

5. 7 Add a note to users (BRI AFRIER) T , RMEHREREMNER, EFRFER.

E R HIUEZEIR GitHub : “HIIRE |, EREALEHNKEEEE A Cookie” = “ALR T
BEMMNEE GitHub B AERF
B &

EN GitHub FEIEERE | B4R GitHub ALAFEE. N TARTALNFRE , ELTRT
EREE, SEERFAARAENECA/CIEN  FHXNALMEECEFTR , AERUATHEIR
Z—:

HIEZ | FREEXKEEEFE A Cookie
=
HAAOAMBEESMEREIZ GitHub B RAERF

VEEFHE  WT GitHubBELAFH e  ALARBEELHEES GitHub FRENERE, NTF
E?ﬁﬂmﬂﬁﬁﬁ%ﬁ BYMRFEEREE.
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AREF RN IAM REE EHT R IR PR EZIRS B R

2024 £ 3 A 29 B , iZBR% M C AWS CodeStar onnections EZ N, AWS CodeConnectionsM 2024
F£7 8018, BHANERRARN codeconnections HRIEEMNIEE, HAR MRS RN E
FRSEE R EEH AT, FREHEBRNRRNRS IR codeconnections, £ SDK/CLI %
)& ARN codeconnections FRIZ2#HER. SIBNE RN Bz FERAFNRS IR,

LT RESZEN AR AWS CodeConnections :

» Connections

- EH

B &

£ ARN codestar-connections FEIZMW R BFEFR LB EGE N EIR ARN FHFRS AR, 222
HMRBREUBREEEERS BN ER. BR , WAcodestar-connectionsfREBIRA IAM KB
T ERATFEEFHRS IR ERR,

AREMIEE SE : BB R RN LR SRRFAID |, HT KA TRE

« AFMHRSIREN IAM Kb, BN , EEROIBNTFRTEER IAM K,
 ERRS A BN 012 # AR S 5 8K E # 5 RCLI/CDK/CFN,

BEFEEMRBEPRVIRE, BRENFZSH. EUATRAF , BNRSAIREIResource FBRIFGEEH.

JSON

"Version'":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"codeconnections:UseConnection”
]I
"Resource": [
"arn:aws:codestar-connections:*:*:connection/*",
"arn:aws:codeconnections:*:*:connection/*"
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}

HTERAZHSEN R FEFRFEERFZIR , SENXBEEIR
MEl, FHESASENEZERRS R B codestar-connections BE IR, N T ERZEAGIEN
TR, KEFRIRELTMEEcodestar-connectionsEN RS BIZR,

(® Note

M2024 F£7 B 1B, #8455 EER ARN codeconnections FRIZENERE., AW
MRE VBN R RIFHET REZRH AT,

B &

R A BRERETR , KPS EHcodestar-connections RS RI&R. FEHARBRH
Bcodeconnections RS AR KRR , FREFHSAUENEZERTRAVIIUTHIRER

User: user_ARN is not authorized to perform: codestar-connections:action on
resource: resource_ARN because no identity-based policy allows the codestar-
connections:action action

AREMIEE HE T ERZEFHAEBNAR , REEFHRESLTNEEcodestar-connectionsfER
RS BIR , WP MR RBIFT R RG] - FEHESA 62 AWS CodeConnections B ZR B,

ERENRHEBIFEHANEENENIRE

WFERENIFALAWRERRF ( S0 Organi GitHub zations ) , R AEETTANEN. BT
NALTFHNENEZVUBR—NFEN , HBREUTHNEFZREHPHAMBNES.

« -VPCID
« F® ID
- 24 IDs

EIE GHES ##HGitlab B EREE , FSAMXSR,
RIS IR S IE 2 AV PR H

B L ETRBFESELERIMEE CodeConnections, BEXEZEER |, 55 EEMNE,
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-gitlab-managed.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-gheserver.html

FRIEEFAE RriEmE
& B2V B A
TR TFR TR AFERNERE (BN RH).

HRPHEFIRZAEER , AWS XiF H AN, BX AWS X M UERNRANEER | &
2 AWS service quotas,

(® Note
BB AWS X TR AN (K= ) , RESFRERE. AXESRER  FSRERXE,

IR ARIA PR 1

BANRAEER AWS K 250

LERPHEHZEELN , TEER

IR BRIABR

EEEMRPNRAKFEFHR 2 NEH
AENHFKHE AWS K~ 50

B K170k B 8R4 20 100

CloudFormation kB B ER HR A E 100

BN FRESEENSERESHRER 100

BN XNERESEEL 50

ERINE SVFFISRRY IP it

WMRIETHE IP FEES R IFIE Amazon EC2 St EFEA R IP it | LT IP b R INE &/ R
IR, XEEMATASRI SR EE ( FI0 GitHub 1 Bitbucket ) HIIESRE,

T&RZ AWS X H T HFEAR TEZRGAPERED IP it
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable

FRIEEZEE

RAriEmE

® Note

NFRMiX (K= ) XE , BAEBARKE , ReTEEAE, BXEZER , BSHE

RAXHE,

X5

ZEEI (BEXM ) (us-west-2)
XERE ( FHFRILMILER ) (us-east-1)
KR X ( F/R= ) (eu-west-1)
EERE (BHXBEM ) (us-east-2)
WAH#X ( #IN% ) (ap-southeast-1)
LWAH#X ( F&JE ) (ap-southeast-2)

T A#X ( ZRE ) (ap-northeast-1)
BRI X ( SE=324& ) (eu-central-1)
TWA#X ( B/R ) (ap-northeast-2)

WA#X (&3X ) (ap-south-1)

EEMN ( ZRF ) (sa-east-1)
NEX ( &) (ca-central-1)

BN (23 ) (eu-west-2)
EERZ (JLmAEREIL ) (us-west-1)

Rt X (B2 ) (eu-west-3)

IP th ik

35.160.210.199, 54.71.206.108. 54.71.36.205
3.216.216.90, 3.216.243.220, 3.217.241.85
34.242.64.82, 52.18.37.201, 54.77.75.62
18.217.188.190, 18.218.158.91, 18.220.4.80
18.138.171.151, 18.139.22.70, 3.1.157.176
13.236.59.253, 52.64.166.86, 54.206.1.112
52.196.132.231, 54.95.133.227, 18.181.13.91
18.196.145.164, 3.121.252.59, 52.59.104.195
13.125.8.239, 13.209.223.177, 3.37.200.23

13.234.199.152, 13.235.29.220, 35.154.
230.124

18.229.77.26, 54.233.226.52, 54.233.207.69

15.222.219.210, 35.182.166.138, 99.79.
111.198

3.9.97.205, 35.177.150.185, 35.177.200.225
52.52.16.175, 52.8.63.87

35.181.127.138, 35.181.145.22, 35.181.
20.200
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https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable

FRIEEZEE RAriEmE

X i3 P b3t

ROt X ( EiESF/REE ) (eu-north-1) 13.48.66.148, 13.48.8.79. 13.53.78.182

BN (K22 ) (eu-south-1) 18.102.28.105, 18.102.35.130, 18.102.8.116

AWS GovCloud ( EEZ%REB ) 18.252.168.157, 18.252.207.77. 18.253.
185.119
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FRIEEZEE RAriEmE

HRTEZRHENENEZEMN

TEEAWS BREHZE, FN AWS B , BAUZRTENREASHZ BB BEHALANERMY
ENBFEPONMERA,

ZERNTT AWS WHERE, TEHRBEXFEERNTN Z2ENEH WEEM

« T&EEL — AWS RAFFHFE AWS z:':FJ:ﬁ AWS RS ERZEH, AWS B RHEEHATLIRZSEH
HRS . 1ER AWS EMMHITRIN—ED , F=ZAFZARFNEFNLNRIIZSHENERME, BT
f#E T AWS CodeStar Eiﬂﬂ’ﬂé‘?ﬂﬁﬁﬁu AWS CodeConnections , ISR aMEITRISEE AH
AWS %,

« TIREE-BWREHEERD AWS RFRE, EREFENHMRRAT , 2B ENBIFEHNBR
. BRANERANERREREN,

AT HEEBY IR T #R1E M AWS CodeStar 3B HIF At an{a] 5 2 HEHREEE AWS
CodeConnections, LA T EBEEN B UMIE E AWS CodeStar BHI LR AWS CodeConnections 2l
AKIMENRZEMEAME B IR, BEFZES A ERHE M AWS BRSERE B SRR B AWS
CodeStar B%1H AWS CodeConnections &R

BRFRIERFHETRSNEZEENESER , FEHAUTRE

« CodeBuild £

« CodeCommit Z&
« CodeDeploy Z£ M4
« CodePipeline Z£ M

THBEAARNZEH

BHEIRAECEENEARNEFRNAFRERSXRERNES . LFEETUNSEEXRARITERFN
FAES K SREERERR. WERS, BBRSNEERT.

fign , FEAILAFHNCEREBHMAN , FHIE CodeCommit MR R EFE RN ITiL, WREX
B, WAZANMAENBHATRISZERF I AN —TRZTRE. B , BALERAEETRE
BLEBAAMN , CodeBuild LA BFEEBRSMBTERAIR IR M, WS ZANRENBAFS21ZE

£
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://docs.aws.amazon.com/codebuild/latest/userguide/security.html
https://docs.aws.amazon.com/codecommit/latest/userguide/security.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/security.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/security.html

FRIEEZEE RAriEmE

BALRFHNEEREBHNAN , CodePipeline EHIEAXFIHHANELE , MAMWEIZMNMEK
ENBHATRESSRMEZAENARNESR, EUNEFHNARFEEBHAMN CodeDeploy LATE
REPEARZY , MABAZANMAENBATRESEEXDEBERNER,

BHATUSERETHENGE , AINMERES, EREIRHNNAEBIIT. BBRSNEELE. BRAT
EPBAMBENEZSY  FRREHNRLEBAANN B FRAKRIEESN B R Amazon SNS EFHITH
EFYIR, M, FEERMMNDEEFMEEMERES T , MENBEFMAENEANNETRIER, REL
EFURTRACFENEAAN, ZREHEFBIEENAE , UBBBRETRRIENNETUR
RiEG W

EXTATEAANNSHRENESEER , TSR BAHE.

FBALLUERFBEAP B ENFAFERFINNBEESHINAT, XEHN Basic (BAE) FHFERE
B, XEEHEENERESREAT D EventBridge M L CloudWatch SEFRIE BT 24 E.

7 %% T ARHAMS ( I CodeCommit ) T REAH FE A BRI X K39 B2 BEH
BOES , HFRTHHRAGER, WiEERTEAIFN , SUSH S M DRI TR R
HER, HANBLEE Ful (8) FAEERE  EEATEEAXBHOTENEEL. BXE
ZE8 , HSH HAES XL,

AWS CodeStar B Z A EH#ERI F1 AWS CodeConnections

2 AWS EREEREAF AWS CodeStar BAIR I BIEHRY , AR AWS CodeConnections. 17
BREFTR AWS | ARRPEITAEABTHSKEMZEN AWS Cloud, BAREF T EEEILER
ZHERRNENES, ZEAREMERAN AWS S W RLEENEETS. BEXREERIMNES
BE , BHHAHERALELRD, BXMMNBBEBRIFPNES , 52/ AWS Security Blog £E# AWS
Shared Responsibility Model and GDPR 8% X%,

HFHFERPEHN , RNBUUERP AWS Ik EUEHEH AWS IAM Identity Center 5 AWS Identity
and Access Management (IAM) RENARAF, X , 8MNAFP RRBETHIERRAMENNER,
REWEBES AT AR ERIEE

s NBNKFERZSESHRIE (MFA)

- (M SSL/TLS BE®RFREE. AWS EMERMEH TLS 1.2, BWEA TLS 1.3,

- FERIRE API MAFES BE AWS CloudTraile XA CloudTrail IRER#HIR AWS SEFIHEER |
EZ# (AWS CloudTrail HF1ER) FHIER R CloudTrail £

« £ AWS MFEERT RUAREFHFRERINZ 224 AWS RS,

- FRARREELXLRS (B0 Amazon Macie ) , © B BT AIMRF F47E Amazon S3 H HY Bk
B
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html

FEAITEEEHE AFiEm

o MRFEE AWS BEGSITHRESR APl HTIHRRNEELS FIPS 140-3 BRI INZER | HEH
FIPS it R, BXTHAMN FIPS HRNEZEER , B5H (EEKRIPEELERAL (FIPS ) 5 140-3
M) o

BABWEYHNEEERBBRERS (NEFFWE FERM4ibit ) RAGERBHBERA X AT
(MBHRFER ) . XTIEEMEAAESEA. AWS CLI API AWS CodeConnections 3 AWS fR% A
AWS CodeStar BH M H M EET AWS SDKs, AT EHMIFER B RN XEFER P AREMA
BREHUTELATIIRICHBEE. MREQATRSFEEML |, BRBRNEFEENULFIFEIL
FERRBIUEX ZIRSFERAVER,

AWS CodeStar BEH 5 0 MiF RN R EE AWS CodeConnections

AWS Identity and Access Management (IAM) AWS fg$5 T # BN EE R T2 i E X AWS BIREE
B R. IAM BEERIFHETUAHTHEMRRIE (BF ) FMRN ( BNR ) ££H AWS CodeStar B HIF
AWS CodeConnections &R, BALAER IAM AWS RS , TEXAFNATEA,

@ Note

AU EHFRS B T2 codeconnectionsB&RINITIRE, EFRSIB T ORE RS
E&R ARN codeconnections FffH. codestar-connectionsRSS BIZRHVIREEIR
MATH, £ IAM REEFIEERERN , REBREEES T RVIRS 812/ TE,

£l

- BX

- FASOHITIEHRIE

- EARKEERR

- FRIEERFNSFHNEBENATS IAM B &£

« AWS CodeConnections X RS &

- ET5ONERTH

« ERARZEEREIX AWS CodeConnections % iR 1Y i 18] £ BR
- EAEHEPNBENNEE

- ATAPEEMIIBE SR

« MEEHERR AWS CodeStar %], AWS CodeConnections & 13 #115 [R X FR
79 AWS CodeStar BAEIEARZHEXAE
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https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/

FkTEBEA s
. FRSHERXAERHTF AWS CodeConnections
« AWS HIEE K H AWS CodeConnections

Z X

BRI EA 753X AWS Identity and Access Management (IAM) A& AR TR

 RFAF : MREBTEHREINEE , BNEERAERNR (5SS RABEHEER AWS CodeStar B A,
AWS CodeConnections & 13 #11/ [a] 1X R )

s REEER  BEAFBRNBRHAEINBEER (FSHALIELFHETPNBLELAMES IAMBES
A )

- IAMEER  REATEBRGTRNENER (BSHETSHNERTL )

£ 51T 5 0 WIUE

FHRIERE AWS FRASHEUBFNFR. BH4IEL IAM AR FHRITEHRIUE AWS KA RA
o, EBTIEE IAM AGHITEHRIE.

& T LAME ISk B 54 RAVIEH AWS IAM Identity Center ( 51#0 ( IAM Identity Center ) , B RE x5
BHIES® Google/Facebook iEF , B E H M E R, BEXBEXNEZER , 5 (AWS X AF
) M aMEREN AWS IKF,

NFREHE , AWS 1214 SDK H CLI KN FER#ITINZEZLE. BXREZELR , H5H (IAM AR
) FRERT APl ERIAWS &R 4,

AWS Ik 7 18 F 7

BIER AWS K7 , BE2B -8B AWS K/ root BFHNEFREH , ZE O TUAZTLHRIMER
R AWS fRSS MR R, RIBENBUFAEEABRAFRTEEES. AXERRAFKILENGES |, #
Zi (IAM FiFiER) FIEZERASTIENES.

IAM A P &F4A

IAM AP RMENMNARRNARFEFRENRN — 150, BUERARNEIE , MIEEFKHPEIEL
B IAM AP, BXEZER , B2H IAM AFERTHNERARASEAS O RHAENRES S HRIE
F B AWS i A Il B IE B AT 5 ) o

IAM EiEE—4A IAM A ETERNMNARBRAFRITNEREER, AXESEE , H2H (AM A
FIEmE) /Y IAM AP A A,
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html

FxTREHA g
IAM B
IAM AEREERENRNSH , TRERNEILE. SUEIMNASRE IAM A (255 ) R

WA AWS CLI 2 AWS API RIERRAAR, EXEZEER , E5H (IAM AFER) PWETAE
B 5%

IAM AeX FEBREAFHE, IGe IAM BFRXER, BKFiGRE, BRSGERE Amazon EC2 L&
THRAREFEEER, BXEZEER , B5H (AM BAFIEE) B6 IAM R EK P FIRGE

e R EE T

BT LA AWS B 2 R EE G EM IR AWS OB RKEZHPHHRNR, KEELTEHHH
RBRRRETNER, AWS EERARHBERFIFMEXLEBR. RSHERBEELL JSON X5 AWS £
AN FEEP. BAX JSON KBXHEHNESEE , F2H (IAM BFEmR) F# JSON KR,

EERERARE B E A E A B LS4 TR BRLE R RN THRLEREREEER NG R
/
Ao

RABRT , AFNALRANR, IAM EEACIZ IAM R RERNIARF , REAFATLE
EXEAE, IAMRKBEENR , SHRITREMANG EZTLR.

ET 5 ORI RE

ETHMNRBREMMBSH A/, ARNAR ) B JSON NRKMI A, XEREIZH S5 7
BHATH ARE, NBERFEHRTUAREMLAZATHT. ETHOMCRETSONERE , §5H
(AM BiFfEr) PEAEFEEREERE L BENL IAM IR,

ETHONRBAURNEKEE ( EERRAZENGHF ) RIEERK (HMESPFHNIEILR
B ) o BETHROAERERBMAREKE 2 BRITER , H2H (AM AFER) PHERERKRS
NER R B 2 R REAT IR

TR TEZH G RNEFENIE IAM BSER

EEA IAM EEBXNARIERGAPIBMENIER 28] , BN T HBEL IAMBESEELESER, E
2H 7T HBEANMEM AWS RF WIS IAMBESFEA |, ESR IAM AFPEREFRNE IAM &5
AWS R

F&
s FRTERFEHEFETHHIRRE
« AWS CodeStar EZ1F1 AWS CodeConnections & T &R BUER
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

FETAREA il
- ETHRENER
- IAM Bt

TRIEERFEFETHMOAIRE

BEEA IAMETEHNEKRE , S LUEE AT SIEL HIRER TR UKL R FSIEL R ENZH,
AWS CodeStar B AWS CodeConnections XIF4EERIRE,. RBEMSZM4R, ETH#7E JSON XK
BAEANFFETE , 28 (IAM BF#EE) 1 IAM JSON X TESE,

1

EIE R A LAER AWS JSON REERIBEW ARG RMF L. WHRY , BANEAATLIMT AR RINITER
&, BAREA ARG TIIT,

JSON HEEH Action TEMA A THERE R AFRIELILFARE, EREPISHREARTR
TRERIRERI R,

FEIERFEPNBEHNNRRETRENEAUTEHR : codestar-notifications and
codeconnections, il , ERFEAEEFEHK,PAEBAANMNR , i5F codestar-
notifications:ListNotificationRules RETF/EEHKRHED, FKIEFHELMI
&ActionZiNotActionst&., AWS CodeStar B AWS CodeConnections EXHBEDH—AR
£, XERERRT EUEARRSHITHES.

EESEMEGHPIEESZ N AWS CodeStar BAHRE , FRHESREAN] , MW TR,
"Action": [

"codestar-notifications:actionl",
"codestar-notifications:action2"

EREBENEGHRIEES D AWS CodeConnections &€ , HAEESSREA] , I TR,
"Action": [

"codeconnections:actionl",
"codeconnections:action2"

BB EABES () BESMRE. Sl , BEREENERE List FFANABARE , BEEUTER
=

"Action": "codestar-notifications:List*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

FRIEEZEE

RAriEmE

AWS CodeStar @ API IREDFE :

AWS CodeConnections APl 2ESIELUTHEA :

EZREMRIIEF , EERITUTNRNRAEE : AWS CodeConnections

CreateNotificationRule
DeleteNotificationRule
DeleteTarget
DescribeNotificationRule
ListEventTypes
ListNotificationRules
ListTagsForResource
ListTargets

Subscribe

TagResource
Unsubscribe
UntagResource

UpdateNotificationRule

CreateConnection
DeleteConnection
GetConnection
ListConnections
ListTagsForResource
TagResource

UntagResource

GetIndividualAccessToken
GetInstallationUrl
ListInstallationTargets
StartOAuthHandshake

FRIERFEFNBENMAS IAM BEEEA
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FRIEEZEE RAriEmE

* UpdateConnectionInstallation

BEFERERE , EERTUTRRE AWS CodeConnections RIIRE :

* UseConnection

EEE/E%E AWS CodeConnections BIIRS , FEEEFHMITU TR RAVIRE -

 PassConnection

E&EE AWS CodeStar BHIF AWS CodeConnections #&/E5I3%k , 5 IAM AR AWS
CodeConnectionsFHIAWS CodeStar BEIE Y W iE/EF B E L BiEE.

BT
AWS CodeStar %1 , AWS CodeConnections X 1FE KB ARNs FIEER R,
S5

AWS CodeStar BHI # AWS CodeConnections EXHCHZHRE K AXEERA— L+ BRHGHE,
EEEME AWS 2 R&H8 , 555H IAM AFPIERPRHNAWS © F&48 T X34,

B AWS CodeStar BHIIREE X #Fcodestar-
notifications:NotificationsForResource%H#E., BEXEZEL , HS5H ET MR
o

AWS CodeConnections XA T A1 IAM KB ConditionTEFFEHNZ AR, BALlFEH XL
-SSR ARKEANEYE. BXEZELR |, 55 AWS CodeConnections fUfES %,

S 13 BA
codeconnections:BranchName BRE=FFHEEND X AVTEE T RINR,
codeconnections:FullRepositoryId RIERPZIE N T ERFIE G RINER. EA

FiFaEl4EEZMEEMN UseConnection iR

codeconnections:InstallationId ERTEEZENSE=7F ID ( 40 Bitbucket M
BFREID) RIFEF RN, foiF%& R & 5
CE=LNARFRETRTEILERE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_codestarnotifications.html#codestarnotifications-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_codestarconnections.html#codestarconnections-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html

FRIEEZEE RAriEmE

52 B EA

codeconnections:OwnerId EMEENE=FREEFHKS, ID KRFEEH
B X PR

codeconnections:PassedToService B AT A [0 H AR5 132 1Y BR 55 SR I 1% 17 7] 4
PR

codeconnections:ProviderAction & UseConnection WERAMEREEFRE
(W ListRepositories ) RFFEIARIN
PR,

codeconnections:ProviderPer B2 = H R PR AY 3 BY SR 5 1% 177 7] #X BR

missionsRequired

codeconnections:ProviderType RIERBPEENE=FIRUEFOERERMFIETH
[a] £ R

codeconnections:ProviderTyp RATHRESERNE =S REREFREKFIL

eFilter T 7] #X BR

codeconnections:RepositoryName BRE=FFHEENBVIGERIXE

5l

E&EE AWS CodeStar BHF AWS CodeConnections ET BRI RE , 5. ETE5HH
REERBI

AWS CodeStar EHF1 AWS CodeConnections E T &R R
AWS CodeStar %1 , AWS CodeConnections FXFE TR BEH KL,
ETFHRZNEN

#RAT LA AWS CodeStar E&1F AWS CodeConnections ZiRM iNFRZ |, th AT LAEFE
RpZiEFRE, EETHRZEEGR , BFEMFH codestar-notifications and
codeconnections:ResourceTag/key-nameaws:RequestTag/key-name = aws:TagKeys %

HRERBOZGTEZEPRUFERFR. XM IERBNESEE , FEANRFEIMIFE, AWSH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html

FRIEEZEE RAriEmE

X7 AWS CodeStar BHIF AWS CodeConnections BFRRINFEMNE ZER |, TSN EZETFRR
pIL

EEFETHEONRE (A TREAZR LR RBHNZEFRNIEL ) ORI, ESHRE ERABEE
#%f AWS CodeConnections &R B BR .

IAM &
| AM A& 2EH AWS Ik i BB EN R SEE,
{55 A I BHEAIE

B L ERAIGRHEIEHRHTHRESNESE , KA IAM EAEaREKFA A/, S LUETEAAssumeRoles)
Z M AWS STS API 2 4E3RIR B B Z2 £ UE $ GetFederationToken,

AWS CodeStar BH 3 AWS CodeConnections 3% {#E A G IES,
REXBEAE

AR5 HEX A B RV AWS RS HRHEMRS PR FURRETHRIRE. REXKACETRE IAM K
P, FARZERSA. IAM EERAJUEREFRFRERS XBKACHNR,

AWS CodeStar BAIXEFRZHEXAER, BXxCEHEE AWS CodeStar BEHF AWS
CodeConnections fREHEXABHNFMEE , FS N AWS CodeStar BEFERRSHEXAE,

CodeConnections T FREZHEXEE,
AWS CodeConnections X RS &

TR ETHEAN AWS CodeConnections APl #4E, B AN HR FINREHAENBREURA TR FINE
K %EIR ARN g, RIF1Z API R FHIRVESEEYF AWS CodeConnections APIs B0 R &E, £
BETMINE IAM BHERREERRE (BT BHNKE ) i, 5Z 1k,

AN RREEE |, ATLAERMEAY Action ZRAPIEERIF, EXRMEH Resource FERHLLARN By
FERIEERRE , TAERANTERABER (7).

BEREEERBPREFZN  AEALHERNMN Z4E PIHNRER, SHALER AWS-wide
M. Ax AWSSEEZHNTRIIEK , F5H IAM AP EER A A%EH.

EREERE , BE API BREBHRZHIEA codeconnections HI4 (fi
i , codeconnections:ListConnections 3 codeconnections:CreateConnection),
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys

FRIEEFAE RAriEmE

158 R B EC A

EREESMRESRIR , ATLTE ARN FRERBESRF (*). 0 , codeconnections: *iEEFA AWS
CodeConnections #h#EH codeconnections:Get* g E LA B AT LM FTHE AWS CodeConnections
HEGet, AT RAIZRFIIEL MyConnection BIMFF KB FRE &RV B R

arn:aws:codeconnections:us-west-2:account-ID:connection/*

REEN T RFFHB connectionTRERBERF. TREEregionsaccount -id R IR EMHBEE
. AXBEMNESEE , H2H IAM AFEEHH IAM $RiRF.
£33

- ATEEEENNR

- ATEEENMNNR

- BT ZEAEEANER

« REFHHINR

© FFEEEEIRS

- EAEE

« X F ProviderAction X35/ R 3R

- FICEERRIEHR

o JFEEREAE IR BT 0 PR R

- ERESEISNEAE

« XBHEBRAZNE

AT EEEENINR
BIEEMMADN SDK EEF. 012 AWS CLI SHIBREZN B EIA R RRFI N A TR,

@ Note

FREEREEUTARNBRE | R4 D ERREMERE, LEEFN BT EREEN
AR AR R

codeconnections:CreateConnection
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codeconnections:DeleteConnection
codeconnections:GetConnection
codeconnections:ListConnections

AWS CodeStar A T EEEZNIRIEREH R AWS CodeConnections FT 1R
CreateConnection

¥ {E : codeconnections:CreateConnection

£/ CLI SiizHl & oI B E L4 E

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

DeleteConnection
¥ {E : codeconnections:DeleteConnection
5 CLI Sz &l & M BREREFTAE,

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

GetConnection
#4E : codeconnections:GetConnection
f£A CLI S Hl A EFERFMAEEMLE,

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

ListConnections

B®1E : codeconnections:ListConnections
£ CLI B HE &5 HIK - P EEM4E,

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

XEREIFUTRMR

Action St

codeconnections:CreateConnection codeconnections:ProviderType
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Action E S
codeconnections:DeleteConnection T iE A
codeconnections:GetConnection i A
codeconnections:ListConnections codeconnections:ProviderTyp
eFilter
ATEEFHHNR

BIEEE A SDK EF. 612 AWS CLI SRR ENBNACKAF N ERENRHNATHE,

(® Note
BEEEREBUTRROERE , EEVNPEXARERERE, EFERM REEVENR
FH R

codeconnections:CreateHost
codeconnections:DeleteHost
codeconnections:GetHost
codeconnections:ListHosts

AWS CodeStar B FHIRERBEIF AWS CodeConnections FiT & X R
CreateHost

#4E . codeconnections:CreateHost

2/ CLI iRl & eI EHN4FE,

iR - arn:aws:codeconnections:region:account-id:host/host-id

DeleteHost
1€ : codeconnections:DeleteHost
£ H CLI SizEH 2 BIBRENAAE,

IR - arn:aws:codeconnections:region:account-id:host/host-id
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GetHost
#24E : codeconnections:GetHost
5 CLI HEBHAEEF TV IFMEEFMLE,

®IR . arn:aws:codeconnections:region:account-id:host/host-id

ListHosts

#24E : codeconnections:ListHosts
£/ CLI B HI &5 Ik~ A =N MA4E,

iR - arn:aws:codeconnections:region:account-id:host/host-id

XEREZIFUTRAE

Action S
codeconnections:CreateHost codeconnections:ProviderType

codeconnections:Vpcld

codeconnections:DeleteHost TiEH

codeconnections:GetHost TEHR

codeconnections:ListHosts codeconnections:ProviderTyp
eFilter

BREMVpcldRMHFHB KRG , FSR RG] : ERVpeld ETXXZHARSIEH VPC R,
T SEBGE B R

EEATHEFN ST EEEZENAGHAF,  NEFERHAPERERNVEZLZERMFINR , X2
EENSRUEFEFINEERANERMNERE, BRT LERNRZH , BATERLTRR,

EHEERTET R R[AVEFHEALLT IAM &
fE, ListInstallationTargets. GetInstallationUrl, StartOAuthHandshake, UpdateConnec
M GetIndividualAccessToken = IAM KRB R. ©i1F= APl B,
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codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:

GetIndividualAccessToken
GetInstallationUrl
ListInstallationTargets
StartOAuthHandshake
UpdateConnectionInstallation

ETX—R, ERFaPER. 2E. EFIBREEZFEUTNR,

codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:

CreateConnection
DeleteConnection
GetConnection
ListConnections
UseConnection
ListInstallationTargets
GetInstallationUrl
StartOAuthHandshake
UpdateConnectionInstallation
GetIndividualAccessToken

AWS CodeConnections 5t B E 2T E H R /EER

GetlIndividualAccessToken

#4E : codeconnections:GetIndividualAccessToken

EREH A EREEMS4E. XAR—M IAM REXR , T2 APl R4,

iR - arn:aws:codeconnections:region:account-id:connection/connection-id

GetlnstallationUrl

¥ 4E : codeconnections:GetInstallationUrl

EREF A TREEMLE. XRAR—H IAM REXR , T2 APl B,

iR - arn:aws:codeconnections:region:account-id:connection/connection-id

ListInstallationTargets

1 . codeconnections:ListInstallationTargets

EREH A TRIEEMAE. XAR—M IAM REXR , T2 API &4,
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®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

FF R OAuthiZF
21E : codeconnections:StartOAuthHandshake
FEHEHAESEREREMAE, XRE T IAM KBXE , T2 API #1E,

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

UpdateConnectioninstallation
#1E : codeconnections:UpdateConnectionInstallation
EARFETREZEMSE. XAR—M IAM EBXR , T2 API #1E,

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

XEBREIFUTRAER,

Action P
codeconnections:GetIndividu codeconnections:ProviderType
alAccessToken
codeconnections:GetInstalla codeconnections:ProviderType
tionUrl
codeconnections:ListInstall TERA
ationTargets
codeconnections:StartOAuthH codeconnections:ProviderType
andshake
codeconnections:UpdateConne codeconnections:InstallationId
ctionInstallation

RIE EHAIR

EEERH AT EREENACHAFNNEREEFHEPREZNMENNR , SEARHAEFRNE
FHNREINNAERRF. BRT ERENNR 2, ERTEER L TR,
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RHEERTET R[N EVEMSEALT IAM #4. RegisterAppCode
StartAppRegistrationHandshake & IAM KB R. BT = APl #1E,

codeconnections:RegisterAppCode
codeconnections:StartAppRegistrationHandshake

ETX—R, B2HaPERA, 22, EFINRFZINNEEZTEUTNR (NS RENRLE

FFRE ),

codeconnections:CreateConnection
codeconnections:DeleteConnection
codeconnections:GetConnection
codeconnections:ListConnections
codeconnections:UseConnection
codeconnections:ListInstallationTargets
codeconnections:GetInstallationUrl
codeconnections:StartOAuthHandshake
codeconnections:UpdateConnectionInstallation
codeconnections:GetIndividualAccessToken
codeconnections:RegisterAppCode
codeconnections:StartAppRegistrationHandshake

AWS CodeConnections 525 E IR E AT & KR EIR

RegisterAppCode
#1E : codeconnections:RegisterAppCode
ERARHAERTHENREMSLE. XRAZ— IAM RBXR , T2 API B4,

®IR . arn:aws:codeconnections:region:account-id:host/host-id

StartAppRegistrationHandshake
#1E . codeconnections:StartAppRegistrationHandshake
FERAEHARTHENREMST. XA IAM ERBIXE , T2 APl B4,

IR : arn:aws:codeconnections:region:account-id:host/host-id

XEREIIFUTRGHE,
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RHE L1 B AR SS

FEZAZEZIRSE (Flw , EEEE L PRMEERE ARN A ESLEREERN ) , AFRF4HE

codeconnections:PassConnection ™R,
AWS CodeConnections 1&i# & B Fr E I R
PassConnection

#4E : codeconnections:PassConnection

FEEEE RS AE.

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

LR EIE STIF AT SRR

 codeconnections:PassedToService

SO RNZIXSE
Key BRRERM S
codeconnections:PassedToService * codeguru-reviewer
* codepipeline.amazonaws.com
* proton.amazonaws.com
£ FE R

L MR A RS CodePipeline fEAEERN |, ZRFZSABXNEENAEERE

M codeconnections:UseConnectiontXfR,
EREFHAPEEERE , APRBSYMESR codeconnections:UseConnection kR,

AWS CodeConnections f FAEZEFTENIRE

UseConnection

#4E : codeconnections:UseConnection

1 PR 455
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®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

EREE IF AT R4

* codeconnections:BranchName

» codeconnections:FullRepositoryId

« codeconnections:OwnerId

* codeconnections:ProviderAction

* codeconnections:ProviderPermissionsRequired

+ codeconnections:RepositoryName

FHEENZZEFE

Key BMRERMS

codeconnections:FullRepositoryId ERENAFENEEESS , Sl my-
owner/my-repository . NYEZEATH
7] 45 TE 7 A oF SR 35

codeconnections:ProviderPer read_only =% read_write

missionsRequired

codeconnections:ProviderAction GetBranch , ListRepositories |,

ListOwners , ListBranches , StartUplo
adArchiveToS3 , GitPush, GitPull,
GetUploadArchiveToS3Status
CreatePullRequestDiffCommen

t , GetPullRequest , ListBranc
hCommits ,ListCommitFiles |,
ListPullRequestComments ,ListPullR
equestCommits

ENDEEMENRHRBIREcHER BANHEEMER, BWEH
codeconnections:UseConnection RIZHIXEHENHRE |, BRIEBH G RHIEHERTRHRE,
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¥ F ProviderAction XX#FRyifEIEH

% AWS REFERIEEZEN , 2SHEENRERBREEE AL APIERA, flun , RESATESETEA
https://api.bitbucket.org/2.0/repositories/username API 3k%|H Bitbucket EEH1F
B,

ProviderActionZ B A FEREITIRMERE APIs LA LLFA B, BT APl BERTTRER ALK
B, AEREREBMHAMR , it ProviderAction EMHIHRIZERZHMATE API B9 URL, X
ARFERREEGMHERRERNEKE , TIOEZENREEREE WM,

UTRBEFBNZXZEN ProviderAction EMIFRER, LLTRE IAM REXE. ST 2 API 8
1E,

AWS CodeConnections X Y5 F1ZEE ProviderAction
GetBranch
#1E . codeconnections:GetBranch
HRIBXDXNEEMLE , flNizs IHHHMER.

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

ListRepositories
®{E . codeconnections:ListRepositories
BRIBETHRAEEN AR FHENLEEREIR ( BREAXEEFRENFAGRE ) NALE,

iR : arn:aws:codeconnections:region:account-id:connection/connection-id

ListOwners
1€ : codeconnections:ListOwners
FHRERENFRNEEEYRAHSLE,

®IR : arn:aws:codeconnections:region:account-id:connection/connection-id

ListBranches

#4E : codeconnections:ListBranches

RS EFME LEEND XIERAEE,
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®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

StartUploadArchiveToS3
#1E : codeconnections:StartUploadArchiveToS3

EEURABH G H E4£ 3 Amazon S3 FT4E,

iR - arn:aws:codeconnections:region:account-id:connection/connection-id

GitPush
#4E : codeconnections:GitPush

£/ Git EAFEEMRLH

iR - arn:aws:codeconnections:region:account-id:connection/connection-id

GitPull
#4E : codeconnections:GitPull

ER Git W\ BB 4% o

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

GetUploadArchiveToS3Status
#4E . codeconnections:GetUploadArchiveToS3Status

A StartUploadArchiveToS3 B3y AR AHLE , SEEMHERER

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

CreatePullRequestDiffComment

#®4E . codeconnections:CreatePullRequestDiffComment

T3 R RLEVE R ERAT A5

iR - arn:aws:codeconnections:region:account-id:connection/connection-id

GetPullRequest

#1E : codeconnections:GetPullRequest
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BERFRENNEERAASE

®iIR : arn:aws:codeconnections:region:account-id:connection/connection-id

ListBranchCommits
¥ 4E : codeconnections:ListBranchCommits
EEFEMED IR IKRHLE,

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

ListCommitFiles
#1E : codeconnections:ListCommitFiles
EEERINHFWIIRFIHE,

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

ListPullRequestComments
#®{E . codeconnections:ListPullRequestComments
BFNEERERN SRS E,

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

ListPullRequestCommits

¥ {E : codeconnections:ListPullRequestCommits
BERNEE RN I RTLE

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

PRICEE IR IR APR

PRCEER R ER LT IAM #R1E,

codeconnections:ListTagsForResource
codeconnections:TagResource
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codeconnections:UntagResource

AWS CodeConnections #r1giE #5% JR AT T IR 1E
ListTagsForResource
#{E . codeconnections:ListTagsForResource
ERESEERFRRBRNITZIIRALE,

®IR - arn:aws:codeconnections:region:account-id:connection/connection-
id, arn:aws:codeconnections:region:account-id:host/host-id

TagResource
1 . codeconnections:TagResource
PRCER TR A

iR - arn:aws:codeconnections:region:account-id:connection/connection-
id, arn:aws:codeconnections:region:account-id:host/host-id

UntagResource
#1E : codeconnections:UntagResource
MEERRERITSNMAE,

®IR . arn:aws:codeconnections:region:account-id:connection/connection-
id, arn:aws:codeconnections:region:account-id:host/host-id

RHE RIS B Al g

EESEESTREFEEESEER , AP SO0 E 6 E S ARN/resource B

codeconnections:PassRepository XR.

AWS CodeConnections &% & 12T E HI X R

PassRepository

1€ . codeconnections:PassRepository
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FENFHEREARIFIEE

IR . arn:aws:codeconnections:region:account-id:repository-
link/repository-link-id

HIREE T U T SR8 -

 codeconnections:PassedToService

S ENZXEFE
Key BRRERES
codeconnections:PassedToService * cloudformation.sync.codecon

nections.amazonaws.com

FRESEIENZMGR
UT&HGBIFNGFEEEENRSERERRVIEE
« codeconnections:Branch

BRIE R PR E A 5 B HRIFEE G RNR,

FURIEFENRE
Key BME
codeconnections:Branch WERHRBIZIFUTEE

» CreateSyncConfiguration
» UpdateSyncConfiguration
» GetRepositorySyncStatus

XN EEAENR

HEEZEMNERLUT IAM 2
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codeconnections:GetResourcePolicy

AWS CodeConnections $#Z T E M IRE
GetResourcePolicy
#1E : codeconnections:GetResourcePolicy
EAEXFRREAVEEFTAEN

®IR : arn:aws:codeconnections:region:account-id:connection/connection-id

BREEATHE S
ET BRI R IR B

INERT , #8. AWS CodeCommit AWS CodeBuild AWS CodeDeploy,

5 AWS CodePipeline A 7 & —TEE RN IAM AP NBEFRTGRSX
LRBRER—BAERE. BAMNBAMAN, Slwm, MATHP -T2 E R

( AWSCodeCommitFullAccess, AWSCodeBuildAdminAccessAWSCodeDeployFullAccess, %
AWSCodePipeline_FullAccess ) B9 IAM F F 2k & &t 7] LASE £ 1 8] 93X L AR 55 B9 &R B 22 4 B A A&
A,

B BESHEHEERE AWS IKF,

il
\

Hih IAM AR ARTNEIERIEH AWS CodeStar BHIF AWS CodeConnections &R, i1t T
SEEA AWS BEZEHA AWS CLI, =X AWS APl #UTES . IAM EE R XTI EY IAM KBS , 1
APMNAERFNR , EXMMIIFMENEERERRIT API B1E, RE , BE A LTUFIX LKL N
BFEIX LR IAM AP =4,

AWS CodeStar J& H#Y X BE M =4l
AT BUR B F R 51 7] LLRS Bh S8 B 38 AWS CodeStar B4,
ST 15 R FEE 5K E A AV 8 EN Y 4B < A PR

AWSCodeCommitFullAccess., AWSCodeBuildAdminAccessAWSCodeDeployFullAccess.
FMAWSCodePipeline_FullAccessEE R BIEUTEA , AFEFAEIERHAPTESHRBE,
ENAEP-—MEERBNAFEATUCENERBE NN Amazon SNS £&, FAFITEMEBUEITE
FBUR S HEIEFRE BN B R E-E,
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® Note
ERERBEYT , B8 codestar-notifications:NotificationsForResource
HEERETHRESNERERNE, H , EHNZTSHRFES CodeCommit , &
HNarn:aws:codecommit: *,
{
"Sid": "CodeStarNotificationsReadWriteAccess",
"Effect": "Allow",
"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:DeleteNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe"
1,
"Resource": "*",
"Condition" : {
"StringlLike" : {"codestar-notifications:NotificationsForResource"
"arn:aws:<vendor-code>:*"}
}
b
{
"Sid": "CodeStarNotificationsListAccess",
"Effect": "Allow",
"Action": [
"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
"codestar-notifications:ListEventTypes"
1,
"Resource": "*"
1,
{
"Sid": "CodeStarNotificationsSNSTopicCreateAccess",
"Effect": "Allow",
"Action": [
"sns:CreateTopic",
"sns:SetTopicAttributes"”
1,
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"Resource": "arn:aws:sns:*:*:codestar-notifications*"
.
{

"Sid": "SNSTopiclListAccess",

"Effect": "Allow",

"Action": [

"sns:ListTopics"

1,

"Resource": "*"

.
{

"Sid": "CodeStarNotificationsChatbotAccess",

"Effect": "Allow",

"Action": [
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:ListMicrosoftTeamsChannelConfigurations™"

1,
"Resource": "*"
}

RIRFEE R T VB AV AR NR

AWSCodeCommitReadOnlyAccess. AWSCodeBuildReadOnlyAccessAWSCodeDeployReadOnlyAccess.
FMAWSCodePipeline_ReadOnlyAccesst & R BIEA T EA , AN BABHITRRHE. Hl0, ©
AR E FRITERFaPEFFRNEAN , BRECE, EEFITRXLEE,

(@ Note

EIEERED | {448 codestar-notifications:NotificationsForResource
FEERETRENEEREBENE, i, ENELiIFEFER D CodeCommit , &

Farn:aws:codecommit:*,

"Sid": "CodeStarNotificationsPowerUserAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:DescribeNotificationRule"

1,

"Resource": "*",

"Condition" : {
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"StringlLike" : {"codestar-notifications:NotificationsForResource"
"arn:aws:<vendor-code>:*"}
}
.
{

"Sid": "CodeStarNotificationsListAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListEventTypes",
"codestar-notifications:ListTargets"

1,

"Resource": "*"

}

H 5 KBS AV B H YA R AR

AWSCodeCommitPowerUserAWSCodeBuildDeveloperAccess,
FMAWSCodeBuildDeveloperAccessHEE R BIEUTFR , AFTNAEF—NMNEERBNT X E A
B, mENMTHEH. X EmRENANHERTRAIFE,

(® Note

EHEERKD | £4% codestar-notifications:NotificationsForResource
FEARBETRSHAREREMNE, 0, ENZTLIHEFEK D CodeCommit , B

JFarn:aws:codecommit: *,

{
"Sid": "CodeStarNotificationsReadWriteAccess",
"Effect": "Allow",
"Action": [

"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe"

1,

"Resource": "*",

"Condition" : {
"StringlLike" : {"codestar-notifications:NotificationsForResource"

"arn:aws:<vendor-code>:*"}
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"Sid": "CodeStarNotificationsListAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
"codestar-notifications:ListEventTypes"

]I

"Resource": "*"

"Sid": "SNSTopiclListAccess",
"Effect": "Allow",
"Action": [

"sns:ListTopics"

]I

"Resource": "*"

"Sid": "CodeStarNotificationsChatbotAccess",

"Effect": "Allow",

"Action": [
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:ListMicrosoftTeamsChannelConfigurations"

1,

"Resource": "*"

T~ ATEBRBEANER R R KE AWS CodeStar

T RBIH | EFE @ AWS IKFPFH IAM AP & FX AWS CodeStar BEIN EL 1/

FIRR , UMEZAFITUEEBEBAANNFAEEAIN BN, BIirMBHE

B, BEREATZAFGM, EFRNRREANRN, XR—IDPT2IFERRE , FE

F. AWSCodeBuildAdminAccessAWSCodeCommitFullAccessAWSCodeDeployFullAccess.
FMAWSCodePipeline_FullAccessE E R R T EWBHNIR . SXLERERE —#F , BARABFILE
BERFARMBFZFENEN AWS KFFHNBAFNBEHANEETLEENREN IAM AR, BASA
1=
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® Note

WEREEEE A CreateNotificationRule, NIEKENATH IAM BFSRARNEMA

FERRILATY AWS Tk = FB A R S E AR RIREE 6122 AWS CodeStar BAAMN , BIfE
ZRAFESENGEXER R 2k, Hlan , 5 LKW AP T EREH RN RAER
T3 CodeCommit £ FE 822 & & CodeCommitFL M,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AWSCodeStarNotificationsFullAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications
"codestar-notifications
"codestar-notifications

"codestar-notifications
"codestar-notifications
"codestar-notifications
"codestar-notifications

"codestar-notifications
"codestar-notifications

1,

"Resource":

myn

:CreateNotificationRule",
:DeleteNotificationRule”,
:DescribeNotificationRule",
"codestar-notifications:
:UpdateNotificationRule",
:Subscribe",
:Unsubscribe",
:DeleteTarget",
"codestar-notifications:
"codestar-notifications:

ListNotificationRules",

ListTargets",
ListTagsforResource",

:TagResource",
:UntagResource"

R AT ERBEANTTEE SR B K AWS CodeStar

LRI

R ZHERTF day-to-dayf£F AWS CodeStar BHENR , Hlana|ZE A

TFEA , BEFRAFRTEERMENREAHRINR , 5Ia0Hl BREZA N K B #Ro
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1X & [E FAWSCodeBuildDeveloperAccessAWSCodeDeployDeveloperAccess.
FAWSCodeCommitPowerUser¥t & R B& H 12 ALY 157 8] PR .

(® Note

RS EE A CreateNotificationRule, NUEKERNATH IAM AFRARNEMA

FERILA AWS Ik - B A X S ERIR A RIRFEE 612 AWS CodeStar BAMN , BIfE
ZAFECERIFRIXER Rt 2, Flin | WA LRI AP A ERE H RN RN ER
T CodeCommit £ FE6IEEE CodeCommitH N,

"Version": "2012-10-17",
"Sid": "AWSCodeStarNotificationsPowerUserAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:ListNotificationRules",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource"

1,

"Resource": "*"

}

- EFH AWS CodeStar @AY read-only-level R B

FELRBIAR | BEQEKFHRH IAM AFRFX AWS 0K 5§98 ZH 0,
BARMSEHERN RRFHENR, ZRFIEE T AR RBEUATEFTXLE
I, X% [ETAWSCodeBuildReadOnlyAccessAWSCodeCommitReadOnly,
FMAWSCodePipeline_ReadOnlyAccess#E & K& FZ S KR,

JSON
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"Version":"2012-10-17",
"Id": "CodeNotificationforReadOnly",
"Statement": [

{

"Sid": "ReadsAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListTargets",
"codestar-notifications:ListEventTypes"

1,

"Resource": "*"

KR F17= 5l AWS CodeConnections
AR R BB A R 7R 5 AT &S B IS E 2 AWS CodeConnections.

ETRMMERXL RG] JSON REEXHIE IAM ET HHHEE , 556 IAM AR FIE
JSON JETNF L 6 2 KR

R~ 8 CLI 812 F AWS CodeConnections A&l & & E M KRS
BISEMFEH AWS CLI 5 SDK &, fI2. iR EZENEEIAFPNNRMREIAATHRE,

@ Note
RBIEENERUTHROBERA , F2H S PEKERE. BFBET —82 PARMNNER.

EfARHEEETAEENIIR, EENSIURERERE | BEALTRE,

JSON

"Version":"2012-10-17",
"Statement": [
{

ET 5 R R 243


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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"Sid": "ConnectionsFullAccess",

"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection”,
"codeconnections:DeleteConnection"”,
"codeconnections:UseConnection”,
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:TagResource",
"codeconnections:ListTagsFoxrResource",
"codeconnections:UntagResource"

1,

"Resource": "*"

T~ ERES A 62 AWS CodeConnections By KBS

EEATERHATEREENACGHAF , NEEERH AP EREEMNAELZRMENN
R, XEEENSRUEFEFNNEFHANERESRRE, ERFAPFEREREEERNN
UseConnection, A TRBEEZRFESHESE, £H. G2, RiCHMBRERE,

(@ Note

M2024 £7 B 1 B2 , #8458 FEEJE ARN codeconnections RA|ES/ERE, HEHW
MRE BN R RIFAET RERH AT,

(@ Note

NFEREFACIENGR , REFHBESTNEEcodestar-connectionsERN RS HI
&, ML RBIFF R

JSON

"Version":"2012-10-17",
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"Statement": [
{

"Effect": "Allow",

"Action": [
"codestar-connections:CreateConnection",
"codestar-connections:DeleteConnection”,
"codestar-connections:GetConnection",
"codestar-connections:ListConnections",
"codestar-connections:GetInstallationUrl",
"codestar-connections:GetIndividualAccessToken",
"codestar-connections:ListInstallationTargets",
"codestar-connections:StartOAuthHandshake",
"codestar-connections:UpdateConnectionInstallation”,
"codestar-connections:UseConnection",
"codestar-connections:TagResource",
"codestar-connections:ListTagsForResource",
"codestar-connections:UntagResource”

]I

"Resource": [

Mg

R B A RPN EERE AWS CodeConnections

FELREIH | 48[ AWS lKF":F'E’J IAM AP F5E£1FENBR , CodeConnections SAMEiZ A F a2
N, EFAMBIREE, XRELHEIERE | Z£ETAWSCodePipeline_FullAccessitE R, 5%t
ERBE—H  BRMFERRREAMMNETEN AWS IkKFEZEEXSEENRN IAM A/, #
HE /B,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ConnectionsFullAccess",
"Effect": "Allow",
"Action": [
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"codeconnections:CreateConnection"”,
"codeconnections:DeleteConnection”,
"codeconnections:UseConnection"”,
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:ListInstallationTargets",
"codeconnections:GetInstallationUrl",
"codeconnections:StartOAuthHandshake",
"codeconnections:UpdateConnectionInstallation”,
"codeconnections:GetIndividualAccessToken",
"codeconnections:TagResource",
"codeconnections:ListTagsFoxrResource",
"codeconnections:UntagResource"

1,

"Resource": "*"

T~ AT ERAERE RS KBS AWS CodeConnections

HERGIH | BFHLERZF day-to-dayfE PR CodeConnections , fliNGIEMEEFEENFMAEE |
BRATRFEERIENIRE ( HIIHIBRIZERE ) 8917 R BR,.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AWSCodeConnectionsPowerUserAccess",
"Effect": "Allow",
"Action": [
"codeconnections:CreateConnection",
"codeconnections:UseConnection”,
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:ListInstallationTargets",
"codeconnections:GetInstallationUrl",
"codeconnections:GetIndividualAccessToken",
"codeconnections:StartOAuthHandshake",
"codeconnections:UpdateConnectionInstallation”,
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"codeconnections:ListTagsFoxrResource"

1,

"Resource": "*"

- £ read-only-level 3k B& AWS CodeConnections

FRAEIR | SR EK S R IAM B PR TSNP P EERN QR ENER. AWS %R 4E|B5 8 T 40
A ZREUATEFTXLED,

JSON

"Version":"2012-10-17",

"Id": "ConnectionsforReadOnly",

"Statement": [

{

"Sid": "ReadsAPIAccess",
"Effect": "Allow",
"Action": [
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:ListInstallationTargets”,
"codeconnections:GetInstallationUrl",
"codeconnections:ListTagsFoxrResource"
]I

"Resource": "*"

R ERVpeld E X EARSBIEH VPC IR

EUTROIF , ERAMEAVpeld E T X R AFENN I BHERRFEEFEE VPC BIEH L,
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "VisualEditoxr0",

"Effect": "Allow",

"Action": [
"codeconnections:CreateHost",
"codeconnections:UpdateHost"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"codeconnections:VpcId": "vpc-EXAMPLE"
}

FEARZ &I AWS CodeConnections &R 8 1/ 8] X BR

FRETT UM MBIEIR , Al AMNEREAZEREN RS, £+ AWS CodeConnections , BRI A
FE  BRRETUEENRE, E012 IAM FKrEe |, S ERARSZ4EREFILLT

- ETFRREENFE , BEAF U EERRRITERE,

o BRLEARX T LAEIREMNIER 1ZiE,

s BENHRSERBEEERPMER,

LA RBIER T I{AE KB AWS CodeConnections A I8 EHRZE &M,
Example 1 : ETFERPWIRSATFERE

LUTERBRTHAFPERCIEERZENNE AWS CodeConnections,

fF AFRE IR HIX AWS CodeConnections & R #Y177 [E] X FR 248



F & TEEHE FF- 15T
A, WRBEBRIEE—NPERN Project WHHEE ProjectA HrZ , ME RF CreateConnection

M TagResource 1, (aws:RequestTag FRHEATEFTLUET IAM FREZZWLEIRE, )
aws :TagKeys ZHHRBRIEX D K NE,

JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection"”,
"codeconnections:TagResource"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/Project”": "ProjectA"

},
"ForAllValues:StringEquals": {
"aws:TagKeys": ["Project"]

Example 2 : E T H#FRZL A VFRE
LT RBEEFRAPX AWS CodeConnections { Ry & RN 1TIR4E LA R IRERE AB R 5 B UR

A, WRZEBEBEERN Project, N ProjectA BHr% |, M EAFHERE,
( aws:RequestTag FABER T T LUET IAM B RMEZBBLEIRL, ) aws:TagKeys FH4HR
BRERX D KINE,

JSON

{
"Version":"2012-10-17",

fF AFRE IR HIX AWS CodeConnections & R #Y177 [E] X FR 249
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"Statement": [

{
"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection"”,
"codeconnections:DeleteConnection”,
"codeconnections:ListConnections"

1,

"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Project": "ProjectA"

},
"ForAllValues:StringEquals": {
"aws:TagKeys": ["Project"]

f5E P42 & P RV B A& 2

BHAEERNE T CodeBuild, CodeCommit CodeDeploy, #1 CodePipelineiZ#lad , URFAETL

BREAEN EE SMERS, BEHRBHEPHNEAN , BXAANXERSNAEP -—IMITERE ,

RNEMNMEE —ARENR, XENRLAATFEIHBMEFEGXE AWS Ik FH AWS CodeStar

BHF AWS CodeConnections BIRIFMAES ., RECENET SN KRB LLATENRIENREE

A, MTERERZRRWNESL (IAM AFRRAR® ) EEETEHE. AXET AWS CodeBuild,

AWS CodeCommit AWS CodeDeploy AWS CodePipeline, Fi7 a4 PR ( EIEX X L& & 1 i R X
BR)MESEL , BSRNUTER :

« CodeBuild: HE T B 4B K& T CodeBuild
« CodeCommit: & F BB EBE A F CodeCommit

« AWS CodeDeploy: 531/ 6] 53 AWS CodeDeploy
« CodePipeline: £/ |IAM 2 B& 3 17 1/ 7] 42

AWS CodeStar BAURBEM AWS HERM, 7 T7TRHEXBEBHEENHRNR | L4700 5IE S HAY
Hp—DRSEAEMIEERE  IELLTCBERER THAPSKANNRRAN R , REHX
LRI MBFEXENROAF,, AACG, BXESEFERNTRG , BSHEUT :
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https://docs.aws.amazon.com/codebuild/latest/userguide/security_iam_id-based-policy-examples.html#managed-policies
https://docs.aws.amazon.com/codecommit/latest/userguide/auth-and-access-control-iam-identity-based-access-control.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/security-iam.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/access-control.html

AR TEBHA AP s
- R BTEBEBANEERRFIFEEE AWS CodeStar
« R BT ERBE AR T E K5I KB AWS CodeStar
« =¥l : EH AWS CodeStar EZIH read-only-level 5K BE.

AWS CodeConnections & B 1EM AWS FEE KR, B LAERNRBRMIGRINRALAS |, Flw , ATFER
PRI AR HiE A SUR B BR o

BREZER , BSRATIARE :

o 1l BEE AR EEREE AWS CodeConnections
o R TR TEE R A KB AWS CodeConnections
« 1l . £ read-only-level B AWS CodeConnections

ETFENEA AWS CLI 5 AWS API AP R FEHENR, R , AR HREEZHNITH
AP 12 4F 48 ITEC Y R4

RFRAFERMITE S HINR

ZORBIGER T IS R EE |, BLARYE IAM AP ERHM MBI EAS SO RNERNEE R, R
BIEEEFE SR AWS CLI X AWS API B4R 5T BRI IR IR .

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

RAFEEMIIE SRR 251
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"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

WEEHEBR AWS CodeStar @4%1., AWS CodeConnections & 3 #17 8] £ BR

AU TESIFEPELHAEEEERBEAN IAM B T EEZHNE R R,

£

- RREEAHFEARTHMBATRIBEA

« REIE T — Amazon SNS FEFFERMMABHARUESR , ERBEZERIEXREHN B FHRH4
- RAEAY AWS KU EMAGRIFEKH AWS CodeStar BHH AWS CodeConnections &R

BREEAHAFTEATHMATRER

EARFHEM ASE AWS CodeStar #HF AWS CodeConnections , AR EEEH RN ARRNA
BEFBETNR, MRFEH AWS IAM Identity Center EXEA R MM AR , WA L@ F P sS4AE 25 B ARR
ERELEHBRANBERG. NRESEHEE IAM REHNESBRASARSBMARF XKL 1AM A
B, BXESZEE , H2H (AWS IAM Identity Center FF#5R) FHNRE,

WMERKEA IAM Identity Center , M AT AFEH AP ARRNARFCIE IAM E4&E ( AFRSA

)., RE , BATGFEREHINESSK | LUETE AWS CodeStar & &1 F 640415 F E# AR AWS
CodeConnections, BFNRE , AFPINARFFAARBMEIE, 416G ERXLEEIERR
AWS, ETHBEXCUE IAM AP, d, FBRNNRHNEZFER , 5 (AM AFER) B/ 1AM 5
2 1AM 9 SR EE R BR o

BX AWS CodeStar BHINISEEE , i5SFAWS CodeStar & £1HI AR F R4l
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https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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HEIET —1 Amazon SNS TBHFEMIABHAN B , ERERXRBERIEXEH
RY B F- BB 4F

RNTEREXRBHBL |, BAFITE—NEMA Amazon SNS EBERNBEHAMRN BEIR , HFEEW
BB T BB 1k th AAZRIT 5 Amazon SNS £, EHEE Amazon SNS FER A , FREUTAR :

- B4R Amazon SNS EEEEMNHAN F E— AWS Xig,

- REUBRENEFHEFNRZSITRIEBENED , AREEHEINTH. BXESZELR , BSREL
i T 21T ¥ 2 Amazon SNS &,

- WINCIERETERBE I LT AWS CodeStar BHIEIZEBA#H X EH, ZEFTXRBNIESEUFUT
NAKEHA :

/)

R

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"
]
3,
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopicName",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
}

EXESES  WHH 8E.
BB T AWS K AR E A A 5 R KB AWS CodeStar BAIF AWS
CodeConnections &R

FaltlE—1Ae  UEEMKFPHNAFFEELANARTUERZABKRIBRIEHRIR, &0
DEEH#EREY , AURASE, XN TIXRHETHRMNRBIHE FZH TR (ACLs) KBRS , &RIEL
158 P IX L5 SR BE [0] ATV HR T 175 (R R BY B R A A PR

ETHEZER , BZRAUATHE :
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https://docs.aws.amazon.com/sns/latest/dg/sns-tutorial-create-subscribe-endpoint-to-topic.html
https://docs.aws.amazon.com/sns/latest/dg/sns-tutorial-create-subscribe-endpoint-to-topic.html
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« ET# AWS CodeStar BHFMEZE AWS CodeConnections X1FiXLEThee , FSET A T EiZ4 A
RSN E IAM BSER,

« ETHRIMIEHNERENEERNIFENE AWS IKF |, F36H IAM A EERHEEEaE AWS
K %S —1 IAM B P RE TR,

« ETHNAME=ZHREEHERNIFRIE AWS IKF | ESE IAM BFREETWEE =512
HiFRENR, AWS 0K

s ETHRIMIBY SMERESRITREFENER , ESH (AM AFERE) P ALTNT S BRI
AP ( BHRBRERIE ) BEHIFEINR,

- ETHRERAACNETRRNRHTER,FRIZENZS , H2H (AM AFERE) F8 IAM
FR Y B Ik P IR A 18] 6

A AWS CodeStar BHREARSHEHXAE

AWS CodeStar @11 AWS Identity and Access Management (IAM) fR5iHx< A, REHEXAR
2—MIaSm IAM At | BT AWS CodeStar BHl, IREMHEAXAEH AWS CodeStar BHTFE
X, BREZRSAREAAHM AWS RSFMENMENER. ZEXIEBAANNNELZLAE,
BERUBRAR,

REHERARATUERNMIZRE AWS CodeStar BH , B AEARSLFIHRMNPE. AWS CodeStar @
HEMTHRSHEX<BEHUNE , RIESEENL , BN RE AWS CodeStar BHAFsEERAE®, E
VYRR BIEEERBMNRKRE , M ENPRRIEERBEM B E A4 IAM 324K,

EMRBSHERAE , BLFTHBRERXTR. X AR ER AWS CodeStar BHRITHR , BN &
T RETT B AR M BR 1 1R 1X L 37 IR A9 A BR o

BXZERFHEXACHEMERSHNER , H2H5 IAM BEEEAMNAWS S,

BHIBRSZ <A ENE AWS CodeStar

AWS CodeStar & H{#H AWSServiceRoleForCodeStarNotifications FREHEXAEFXKKEZT E&dh .k
ENEHNERER , HOEBEENBFHRAXEA,

AWSServiceRoleForCodeStarNotifications FRSHEXAREFEUTREREAAZAE

e codestar-notifications.amazonaws.com

A e REKM T AWS CodeStar BHAIERERIR LR TERE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

FRIEEZEE RAriEmE

« ¥4E : CloudWatch Event rules that are named awscodestar-notifications-* Lt
# PutRule

« ¥4E : DescribeRule L# CloudWatch Event rules that are named awscodestar-
notifications-*

- 1&4E : PutTargets £H CloudwWatch Event rules that are named awscodestar-
notifications-*

« #1E : CreateTopic &) create Amazon SNS topics for use with AWS CodeStar
Notifications with the prefix CodeStarNotifications-

« 84 : all comments on all pull requests in all CodeCommit repositories in
the AWS account E£HAY GetCommentsForPullRequests

« 124E : GetCommentsForComparedCommit £# all comments on all commits in all
CodeCommit repositories in the AWS account

« 181 : GetDifferences £ all commits in all CodeCommit repositories in the
AWS account

« #4E : GetCommentsForComparedCommit £AY all comments on all commits in all
CodeCommit repositories in the AWS account

- 4F : GetDifferences £# all commits in all CodeCommit repositories in the
AWS account

« 184E : DescribeSlackChannelConfigurations £f all AWS Chatbot clients in the
AWS account

 ¥4E : UpdateSlackChannelConfiguration E# all AWS Chatbot clients in the
AWS account

« #4E : ListActionExecutions £#J all actions in all pipelines in the AWS
account

« B4 : GetFile £M all files in all CodeCommit repositories in the AWS
account unless otherwise tagged

7] LATE AWSServiceRoleForCodeStarNotifications FREFH< AR KBS F A & & JiX ek,

JSON

"Version":"2012-10-17",
"Statement": [
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"Action": [
"events:PutTargets",
"events:PutRule",
"events:DescribeRule"
]I
"Resource": "arn:aws:events:*:*:rule/awscodestarnotifications-*",
"Effect": "Allow"

"Action": [
"sns:CreateTopic"
]I
"Resource": "arn:aws:sns:*:*:CodeStarNotifications-*",
"Effect": "Allow"

"Action": [
"codecommit:GetCommentsFoxrPullRequest",
"codecommit:GetCommentsForComparedCommit",
"codecommit:GetDifferences",
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:UpdateSlackChannelConfiguration"”,
"codepipeline:ListActionExecutions"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"codecommit:GetFile"
]I
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws :ResourceTag/ExcludeFileContentFromNotifications": "true"

},
"Effect": "Allow"

5 AWS CodeStar BAFEARSHERAER 256



FRIEEFE ArfEm
EAFEERR , A9 IAM KA (MAF, 4546 ) R, FEINBRBSERAS, BXESE
8, ESH (AM AFEERE) RIRSLHA BIE,

NBEHBERSMEXAE AWS CodeStar

BLEEFHEUNBRBRSKKAR, BUFEAFAEIEZRS AT AWS CLI SHHY
CreateNotificationRule API SDKs R8I BHHMN, Eth ] EREAR APl, T ERAWMFSE | &
2RNERERESHRAE,

MBEBBRIZBESXAFAR K RAEEEENE , AULGEAERREERKFAFPESCIBAR, &1
LMERATFAE T B4l AWS CLI S{H K CreateNotificationRule APl SDKs RRIZ @& N, Hi
A EREAR APl, LTitBERABREL BN ECEZRSHEIAR,

YmEEE M RS XA ® AWS CodeStar

BIRRSHXARRE , EREEEREERN , RNTRAZHXASIAZAG. BR , EUUER
IAM REAGHER, BXEZEE , HS0L IAM AR EERNREERSHEXAE,

it B& &8 ZN HY BR S5 4B < A AWS CodeStar

MBEEBTATBEEFAENZSERZSHEXRACHINESRRS , BINEBWERRZER., XHFELEREER
WED SRR AP RFEAEER, BUAEBRBSHEXACGHWERE , RAEF G EM R, FF AWS
CodeStar BH , X EREMERE AWS Ik RERRS AN FTEEDNAN,

® Note

WMREZHAMERFREY AWS CodeStar BHRS EHEEARZAE , MPERATESEX K. WREA
EXHER  BEF/LOHRER,

MIER{ERA R AWS CodeStar @ #1'& R AWSService RoleForCodeStarNotifications

1. fEhttps://console.aws.amazon.com/codesuite/iZ &/ AWS BEIFITHF 4 & T B A,

@ Note

BAANERTEZBEAMUE AWS XiF, MREESN AWS XEFEBAMAN , HE
AXEIEERRER AWS X,

2. ERIKRHDHIANABEBEAAN | RFIEERER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://console.aws.amazon.com/codesuite/settings/notifications/

FRIEEZEE RAriEmE

3. HEZGEBHANNAE AWS REFEEXESRK.

EHEA IAM BRERESHEXAE

FH IAM 25| & = AWS Identity and Access Management API fifll Bk
AWSServiceRoleForCodeStarNotifications fRGSHXAE, AWS CLIEXEZEER , i
FiEE) FRRIBRRSEXAE,

AWS CodeStar BHIRSZHKX BB IFHN X1

AWS CodeStar BAIXFERERFHWAE AWS KEFEARSHEXAR, AXESER , 2
FIAWS XL i AR AWSCodeStar B,

RS HEX<AEHTF AWS CodeConnections

T
&
E

{IAM A

AWS CodeConnections £ AWS Identity and Access Management (IAM) fRE X B, REHEX
ABR—MEZEZEXEN IAM AGHIMERE, AWS CodeConnectionsfRFZ <A HRSTE
X AWS CodeConnections , @FZRFAKREFAAEM AWS BRFFAENMENR. X8 EZER
SREBRBLAR, ERSEAE,

REAEXABFEIRETE AWS CodeConnections BB S , RABTLFoRMAPRE, AWS
CodeConnections EX ERSZSHEKXABHWINIR , BRIESEENX , N AWS CodeConnections REEHE
FHA®, EXNWNREIFEEERBEMNERE , mBNXEKEETEM NEEM E 4 IAM SE4EK,

EMBRIRSHERXAE |, BATERMBREERETR, XH LRI EH AWS CodeConnections %R |
AR BT T E PR G R IR R,

BEXAXEFERSHEXAENEMBBINES , FZHE5 IAM BESFEAAWS RS

(® Note

A LA EF RS 848 T Bl codeconnections M RIRNITIRE, TEFIRSHIART Q2GRN
E&JR ARN codeconnections FffH, codestar-connectionsfRE BB IREEIR
PAT A, £ IAM REEFRIEEREN , REIBREEERTRVIRS B4R /HETE.,

KBRS #H < A B PR AWS CodeConnections

AWS CodeConnections 8 AWSServiceRoleForGitSync RS RExARFER Git SEENET Git 19
EHEERS,

FHRSE <A BATF AWS CodeConnections 258


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/codestar_notifications.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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AWSServiceRoleForGitSync REHEXABEFEEATRZIRKAZAE

« repository.sync.codeconnections.amazonaws.com

ZHH BB PRER AWSGIitSyncServiceRolePolicy AWS CodeConnections St i X1 38 & % R 5T A LA
T#H]E

- B BRFHR, ATAFUEEET Git WABEEENERE  HEA Gt RS HEEEXLEFEE
|E.|’ o

BB ERR , £ IAM K (AR, Ax5AE ) IR, REINBRESXEKAR, BXESZE
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JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Sid": "AccessGitRepos",

"Effect": "Allow",

"Action": [

"codestar-connections:UseConnection",
"codeconnections:UseConnection"

1,

"Resource": [
"arn:aws:codestar-connections:*:*:connection/*",
"arn:aws:codeconnections:*:*:connection/*"

1,

"Condition": {

"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"
}
}
}
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https://docs.aws.amazon.com/dtconsole/latest/userguide/getting-started-connections.html
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https://docs.aws.amazon.com/dtconsole/latest/userguide/getting-started-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/limits-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/limits-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/troubleshooting-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/cloudtrail-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/cloudtrail-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/cloudtrail-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-access
https://docs.aws.amazon.com/dtconsole/latest/userguide/notification-rule-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/notification-rule-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/notification-targets.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/concepts.html#events-ref-repositories
https://docs.aws.amazon.com/dtconsole/latest/userguide/concepts.html#events-ref-repositories
https://docs.aws.amazon.com/codecommit/latest/userguide/pull-requests.html
https://docs.aws.amazon.com/codecommit/latest/userguide/pull-requests.html
https://docs.aws.amazon.com/general/latest/gr/codestar_notifications.html
https://docs.aws.amazon.com/general/latest/gr/codestar_notifications.html

FRIEEFAE

RAriEmE

BT X NZH Amazon SNS

FRH HF

BHGUBEATABRNSIE
& {E B CodeCommit

HIERA

®|NTEBXERAMNZE Amazon
SNS B ERBH B RV IE

M. BXEZELR , BSHAN
BB E Amazon SNS F#,

#BAITE CodeCommit AT LA
BIFEAcERSTIERARS
BER , HIMEREHHEBTF
mRFihut, BXESER | 18
RPN S EARSRE
{58 CodeCommit,

XRFATEZRFERAFER
HY D48 AR AN

2020 2 A4 H

2019 12 A 19 H

2019 % 11 A5H

272


https://docs.aws.amazon.com/dtconsole/latest/userguide/set-up-sns.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/set-up-sns.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/concepts.html
https://docs.aws.amazon.com/codecommit/latest/userguide/security-iam.html#security_iam_service-with-iam-tags-identity
https://docs.aws.amazon.com/codecommit/latest/userguide/security-iam.html#security_iam_service-with-iam-tags-identity
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https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html
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