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G AIRFBES EZXRT BRENBED,

AR EE

HERTSNRERMETIIIEEN Markdown IETHIIMIZ B F. AWS DevOps AWS DevOps KB
¥ Agent Skills #15E ( T EBREBESHE BRI HRIRAL ) WFE , NZEFARITHISCR - Markdown
85 PDFs. EGMEBIEHF

=

B AR E— Skil.md X4 , EPIERENFTRMEM A, AWS DevOps BR T 4FHRY
Skill.md X5 , BREE ATRETHE

- INBFEZSEIEMIEEEENQ@ AEIERE.
- SERE , SERNEXNRERRF.

AN EETE 7
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« BEEREEN — CRRREEMIBENNRERE (EBA. BE. SHDK. EH RCA, EHE
g, h ) RO BREBERARSRENERE D,

N AEERABKEE

P BERF AWS DevOps Agent MiE I B IR ¥ N ER R NIRETEREN TR, ERXESPRHAN
—REUARE , RERATEEEANIEE , £#5 AWS DevOps REHITHES KT BN,

FEFA -

« T {LIEE R IE — Tailor AWS DevOps Agent R4 NN EMERMZEEXNNBAERF. HiE
SRR FLA LR AR,

- BAVEE — REQE-XBAEITERRE , AWS DevOps Agent ENAIEFTEHXAEF HIIFERX
ETHERRE K TEESEHAMERNES.

- BEREH-ZEESTREERME end-to-endFETHEFRTE. AWS DevOps KEFEH 1T HA B 12HLZ Fb

Kee , Bl ATFMNEEN CI/ICD EER RSB HAENERRBEEENFKE.

Amplify BEEX TE — 8|#{ES AWS DevOps RKEEMEABEN MCP [RS8 T EM AL, H#E

ALEFRANAABETIERE, EFEAZEREABESE , URNARRERERUSTREE TEOEM

MK TR,

BRER Mz 1Em

2 AWS DevOps Agent BEIMEXRESH , EQMBMENNEKEARREAESHEE, flm, “BiEEF
MEERE" AL Re BIE AT RDS R&IBIER step-by-stepfefr , EREBER RG R BEBERIRE.
DITEEERNIRAIEEEN,

PRES

REEREFHITALR , HPEE

my-skill/

### SKILL.md # Main skill instructions

### references/ # Optional: additional reference documentation

### assets/ # Optional: images, diagrams, data files
skill.md

SKILL.md2MW—HNSEXH, ©a8EL Markdown BREENRODIES. XNMNXHERIZ

N ABERARKRE 8
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o FER{ATBY SA R G0l 52 A iZ B e

- 1R step-by-stepHEREF,

- BETEZRHRER,

SRR 3 - V= ¥ 1) 581 719 38

Bl & 8] &

Frontmatter @SKILL .mdX 4 TREBRY TEAER , HAE---7R/FZE. ©8
€&nameMdescriptionFE , AWS DevOps 45 I £ 82 S 4E55 B a8 A ix e F B R A E (A A EUE R

Lk
Beo

name: rds-performance-investigation

description: Investigation procedures for RDS performance issues including
connection exhaustion, slow queries, replication lag, and storage capacity.
Use this skill when investigating database latency, connection errors, or
read/write performance degradation.

BN-HRENE—RRAYT, RMEANEFE, BFNEFH (KRZ 64 MNFEF ) . FTHUEFHTXRSE
.

HIR-1¥ 415 85 AWS DevOps R SAR NARFEAILEBE. AWS DevOps I T4t F B AT E
ZHERESEHNESMEX, IFHABSRE  BEHMIRANEREATRSBIE IS kEHEE.,

EZEMNENBEETHLR, SBNMAKENISEZR. RS, HRXEIER. Fl0, ERE
Amazon RDS SR BIBFEIR ., EHEM RN ERBEN A EA LR RE" tk “RDS Kie” EHN.

HREAFPAEP BN , RESRBREENZHAMEIR B3 ERK frontmatter, B zip XHFFER
FENREEATIE X RIS frontmatter SKILL .md,

R SERERAE

UTFRBIERTHATHZE RDS HeERBHTE, KEMNBEE, B©ER~ T BRXE#H, Skil.md
frontmatter., A{THRERFMNiNFESE .

BR4EH :

rds-performance-investigation/

R SERRBREE 9
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### SKILL.md
### references/
# ### rds-metrics-reference.md
### assets/
### rds-investigation-flowchart.png

skill.md :

name: rds-performance-investigation

description: Investigation procedures for RDS performance issues including
connection exhaustion, slow queries, replication lag, and storage capacity.
Use this skill when investigating database latency, connection errors, or
read/write performance degradation.

# RDS Performance Investigation

Use this skill when customers report database latency, connection errors,
query timeouts, or read/write performance degradation.

## Step 1: Check alarm status

Query CloudWatch for active alarms on the affected RDS instance. Look for:
- 'DatabaseConnections’ exceeding 80% of max_connections

- "ReadLatency’ or “WritelLatency  above 20ms

- 'FreeStorageSpace’ below 20% of total storage

- "Replicalag’ above 30 seconds (read replicas only)

## Step 2: Analyze connection metrics

Retrieve ‘DatabaseConnections’ over the past hour. If connections are near
the max_connections limit, check for connection pool misconfiguration or
long-running idle connections.

## Step 3: Identify slow queries

Use Performance Insights ( pi:GetResourceMetrics’) to retrieve the top SQL

statements by average active sessions. Focus on queries with high “db.load’
contribution or frequent I/0 waits.

R SERRBREE 10
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## Step 4: Summarize findings

Provide a summary with:

1. Current performance status (healthy / degraded / critical)
2. Root cause hypothesis with supporting metrics

3. Recommended remediation steps ranked by priority

references/ .mdrds-metrics-reference:

# RDS CloudWatch Metrics Reference

| Metric | Normal Range | Investigation Threshold |

=== l== ] ===

DatabaseConnections | < 70% max_connections | > 80% max_connections
ReadLatency | < 5ms | > 20ms |

WritelLatency | < 5ms | > 20ms |

FreeStorageSpace | > 30% total storage | < 20% total storage |
ReplicalLag | < 5 seconds | > 30 seconds |

CPUUtilization | < 70% | > 85% |

BliEHAE

EREBEECH , IRAMBE—NMEIZEH, BXREZEE |, ES I the section called “B L IEZE (",

LB TR R R, RATAT AN TERRRFAEAE R .
£ Ul el e

£ A AWS DevOps gent Operator Web M FATEF P IR EEE — 4 Skill.md XHFIEBRFH. FHR
%A

EEMAFREROEREE , BITUATERE

£ Agent Space Operator Web R AEFH S E “Bae” RH.
B RIEEE,

MIE PR BB EE,

- EEERRE

R w
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RAriEmE

- BN-RBRNEFR, BFVNEFZH (R 64 NFH ) . TRUEFHFLAHER. =~ : rds-

throttling-investigation

o HR-R R BAMEER LR ( BUERD 100 NFRF , &F 1,024 NFRF ) o XATLAFEBICER

MR IR AL,
« RB-REN TEF” (BRIN) HIEES”. BT AERIEFENFREE.

« RERB-EFE-NHSNPTUAERLRENRERE, BRANBRT , BA" L TEPFRE , &K
REAEATAEREREERA, EEMURHENNRE  FEIHERE “BA" , REikR  &#F. B4,

S RCA, EHEBIITE,
- %89 — Markdown X 19 Step-by-stepfeF. EE4HEEFAREM,
- B 0l REREE

RELAHER—MEBEYRIBLE AT Skill.md X

BERBE Ul FOIZMNREE , BHRITUTRE

- SMEBIREIRPHKREE , RERTREEFETIT,
- B,

- BB, ERRHHA,

- B R ERTEGEE

LrEHRe

B zip MR LRV R BE RS Skill.md XHUARHEMFR , SlSERZRBHES

RReE
my-skill.zip
### SKILL.md # Required: main skill instructions
### references/ # Optional: reference documentation

# ### architecture.md

#  ### troubleshooting.md

### assets/ # Optional: images, diagrams, data files
### topology.png
### metrics.csv

Skill.md BIREER :

BIEREE
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ER zip X LA XD E skil.md FHBIE , AKknameMFE, description AWS

DevOps REEfE AIX L F B RAEMITBUER BE. BXBEBM frontmatter WIFHAER , FSHRAE
B HIER/ Frontmatter 42

name: rds-performance-analysis

description: Comprehensive RDS performance investigation procedures
for connection exhaustion, slow queries, and storage capacity issues.
Use when investigating database latency or read/write degradation.

# RDS Performance Analysis

[Your skill instructions here...]

BB zip LACIERREE , FHMITUTERE

- REEREHOE - NI EREXHNE R,

- HR Skil.md @ EEBWES ( BFFER) .

« FHZ B FRESK.zip X

« 1£ Agent Space Operator Web M AR+ S E “HEE” TWH,

o B ARINBEE

« MEERXHFIERE “ EEREE,

o« HERUER .zip XA B EHITHIE (R ZIP XH , ZEKE6MB),

c EE-ARSANTUUFEALFENRELRRE (RANBERTERERAFEATARENRERRE ; BUEEE
MEIHNEE, BH9EK. EH RCA, BHEBEHITMH ).

- BF zip MG ERNRIEL R,

o B bR FHERNEENSIZE,

B zip XA EERBENERRS

« BRIFXEBMIA —scripts/ BRPEEMWANERNE LAIERHIEL, —BEREBTNTRE
EMRIBINRE |, MARITHRERERRIRAFE Ao

o K/DNBRE-ER B R NTEBEY 6 MB ( SIEMMBEXH) -
« EFE skill.lmd — zip X# 4B E—NEBEEN frontmatter B9 Skill. md X4

BIEREE 13
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mARRIARERE

FREMRERMZ R, LW “rds-throttling-investigation” , MAREAE M. —MNFHHBER R
TEMSRNBFESRERS , A ERA—B T RibiR 5 H ERAEEE,

BB
AWS DevOps Agent B RER Web NARFIRMESHEMNFHEEEINAE

SlbHeE — EFRBITZERTHNMERE. REREERXERR, EIHIFEIRS, ZRM, £
IREFT BB A R RE.

EERE — L EEERETERHEFANE. £ Ul FROBRNREQERTHRENNE , B 0ESR

U RIEREBWH, HARHUE , ReEE “REF BITER. FR zip X ELENEESER—PNXH
Bt , P ER Skill.md AREMEAME F , HIA5| A/ M assets/c EEHANXHTERREXTE

EHRA.

NEREEAE-BRER BN REREN T UERSTRENNRERE, FEFERETHNIRS , £
REREERE - IS MERE  BR (RMN-ERTHRAEEFERE ), #F (NiEFEHR ). B4
23K (NEB4TME ) . BHRCA(BERRSH ) . FHEHE ( B3IEHWA ) RITME ( EHE
W) o BMAMBRT , "BR L TRFRS , ZEEAHMAEREREER, X EERENERERTLUR
PIREERFARSNENEZ D,

BUENE A - T EAREEMAER Active/lnactive Y1 IRADGEMIBR, T FMEERNERH
FHRIRE “IEFD” , U IERBEREFMENANEEN B MK BFEEIFAE R R ITHNRE,
EEH#ITHRAENEREFER ZEEE. 1RE “BUE AEZBEIEIBXRA A,

EHERE-BEIAREN RS ANERTER. XTEAFAEFZNKRE , TEREFAER
NEPET RE, EREWN. HANEA , REEE “‘RE #TEHR. X T zip XHFER LR
B, IBFEAMIE LM | IR zip XXM, ARfE LAERRA,

M ERERBE- K A BRI TR AP AE. FTAREIIRAE , REEZRTKE () FEE WER , £F

BRAAMBRNES  BARBIANREEN , AREE MR . BBRRETERBE, MREE#R
THREZEHMBEEMERRRE , NARESZRE, 3T zip XHEFRX LENKEE  HXE T zip

Xt REBREFENZORER. MREBXFBRRRE , AUERERZRRE  MARFERER.

M Runbook 1%

A Runbook £ BRI EBEIRKE , TEEFFXEEMIT. HIREY Agent Space I & B sEE EIAT
FiE Runbook B N FEH LI EMRNBEKEAFREY, TBE , BN

EEH AL 14
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- EETRNHE-REEITIRESBEREIR T EH Runbooko.
- BIEEEE-EEEAFRPAEYREREUTERA, FHEAREESNRERBEN,

- ERSEXEATT B — XN TUUMNEMSERHIRUB DI BHNKRE , BRENEMCIRNE
BSE B A /B FH zip L2FHkEE,

o BIEFHHBE-7 Runbook LABIAREENFE TERERINFHEE

MREEEIIBOFESHEIMEARE , IEFTEEXIBEEHMNBEY , BHRER AWS
Support,

Ay
rARZF M EREE?
P4 4 S R4S THRIBAM DevOps RIBLR IR L RV EHIL AR X . BTN T K ALEIXTH AWS

DevOps THEMNITES R EANSEMRLBHTHEB, ERXAN , ERMNEINEEATHER
Agent Space E#F M T EfFHRESNE,

A

REZ=HE

Agent Space B #E (understanding-agent-space) T EEEN =K, KBEEENEN
£r5K , ALFIREBEZRFHRFEFNRREE,

ZRBESER —PMESKILL. mMdXHMN—ESEXH. EXHESLEXRBIABSNHRES RS
r, EFEHRE (AWS K MXERN, Azure ITRMXESE ) . EREBRS MAERNBHFREN
B, WEARFEXEENERBERAEEINAG , ARADF6EES B[RS,

BINEZERBHW2RE NS E XS , ZXHERTHRNBAEYE (1TE. HE. HE. NEE)
DR ERERMYEBIRARF ( Hla ARNsKRBZ RS ) URLs, SE XM ERHIR T AN MEESRTTE ,
SBESENMMAEXBKRPOER, NERRFMENRE, SEFESMNMMERFIEXBRNOREBERHE. 3N
infrastructure-as-codeE X , MTTRENRR B S EB R RN TR B HE,

BIRBERBERIRE —NLMNNSEXH , ZXHFEETMAAORIENMHERS. BIEFEN
AEBRBR RV AR ER TR end-to-endiBERF. ZXHSE—NMRIFFHIIBNRER , ER-T4A
2 BRNRERFNZENS , URENSEENTE. CENESREAXRNAINEEESHITS X
OB ASABEK, RBER (LR, FiRE, RE, THEH ) REBRBMNEE , SIRATLE
ARSS K 7 R ERAY o0 0 R BRES

FRIRIE AR 15
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TEFRAZESXRK

Tool Use Best Practices # et 0 T I EFERANWFAETLE | UEMEARNEAEN., ELHHEERM
SHIES. XBEHT DevOps KEEACHNMEH , BRORENSRHITRE, ZHEKER —1TE
XHMN—HBNITENSE X, EXHRAERBZRS , HPIETENTEREIFENRAELRR , #
HEIEMNSE X,

BIMNIENSENHRSAUEE =N !

o BRIEEE — MNEIEATEGRINUAENSEMNER , flI0 CloudWatch Logs Insights ZifJ#&
R, BETHRENERTEZRMNEEUARSEHRIIESE. CloudTrail BMFEBRBESRBERER
HAW  BREANSHENELENREPUREN RO,

- ENER-RELMNBEENREBELRE. BIKEFERTHRENERER , AINERTER
R RWERRNERARESEN , HRETYUERRE , UMERETUETRRBAESRVBERLT
BEERIMNERPRE.

- AEHEE —#XNEFELREAENNNTERAER. SMREHHERT —MHSBERRLEE
B, ZEREE AT R IF 12 WE MY B BHR /N KD

HAT LA R SRAf B AR |, ZRESARBELENHRERIIEN  AEBRESFEERN. SHUNER
= EEHRRY , REUEXWEXNEREENIES T ERBENER. XHATUERESEMENR
SETTRACN S5 Tt

B RRE

E# — DevOps RELRBARES/ TERFEN B ERNMEFRT N, ATABHER T HM|
BEER EHETE .

DevOps K2 & 30 XAEER —NEHH “TEEAZKEREK K8,

Agent Space B EEHFIRIBER , BHEBHM. ERHMBBER Agent Space ThEESEMKET , &
BEERRIZ 1T,

EFDEMEMCERE  FEREANARFNAHINE LEREMENZE  IESKERRHAE
REEMATFRRE

FR-BMIABERT |, FEMNREL THERS. L&TEHIRSE , DevOps KELEEA DevOps K HE
ESFEEmRel]. EHILENRAEZINKE , TEREANABRFNREEERPTHREER. £
RETSTEMER, ZRESWRE , WUARNERHE. LRESERR , DevOps BT 2EZR
BET HBHVIRIR TREATIRE,

EEFTEEEE 16
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HIMIUE — Agent Space KY Web K1 F3 %2 A Y #0 $ T T8 68 A JEE & 22 [B) 3 R 1% R IF VR O JEE i 22 [B) R 35
EWNERAZERENAN, RPHEMRKANATESEAH. BRFEMARFNENHE.

TR X

AEBHIR T EALAER AWS DevOps KER AWS Xifl, BXx AWS XEBNEZEE , 2 Ik
FEEZERRE) 7 EEEWAWS K AT AFEAN AWS X5,

5 (X 45 7% IR s 422

AWS DevOps i BEBN X5 AWS Xigit|2REZEE , KEBH AT L ENREN TEAXEN
AWS MK REERIR. M AWS Ik 5REZE XN , RELSRIZIKS AFE XS R RS
Hps, XEREEZFTZTEEIEARETHESNXEHE —MEZEE,
BRECNEEHEZTZE M, SEERAMEERARERERZIFNXIEH,

X EFENXE

AWS DevOps REERIELA T AWS #1I X,

X5 A X bl gk
EERZ (FFRILMILE ) us-east-1 FFEEE
ZEFEI ( HEXM ) us-west-2 THEEE
TA#X (F&E ) ap-southeast-2 HFEsE
TA#X (FRE) ap-northeast-1 HFEHE
BRI X ( EZTRAE ) eu-central-1 TR A
Rt X ( ZBR= ) eu-west-1 HEHA

TEFMXE 17
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Hﬁjj JW/\\\
X i & ¥R Xig 5 Uiy S i
EXERZ BERLIL  us-east-1 aidevops.us-east-1 HTTPS
=11)) .amazonaws.com
EEFEIP ( HmEIXIM us-west-2 aidevops.us-west-2 HTTPS
) .amazonaws.com
TABKX (ERE ) ap-southeast-2 aidevops.ap-southe HTTPS
ast-2.amazonaws.co
m
WA#X (FRR) ap-northeast-1 aidevops.ap-northe HTTPS
ast-1.amazonaws.co
m
ROt X (E=miE eu-central-1 aidevops.eu-centra HTTPS
) I-1.amazonaws.com
Rt X ( FBR= ) eu-west-1 aidevops.eu-west-1 HTTPS

.amazonaws.com

RS

« Agent Space Xigjik#E — REZRREKE (BAE.

N4/

b, HE ) FRELERIINXES, ERFEENBEEFERNHXE,

- BXEGE-5EREXEKRN AWS KSR EIR

TeXERFREEBINXE , AN ZERFITEE, EEFEESTIEATNENXEF OIZEIHHY
RIEZH,

- E=HER — 5 CIICD RAFIHIERE (GitHub, GitLab),

RS R 18
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AT T B ( Dynatrace, Datadog. New Relic, Splunk ) 1 MCP lRF s RRNEZREERN , T
BT X1,

EEEM 19
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F 5 EA AWS DevOps fEE

EARANERF , SFEIR-MEFNREZR , BEEKENR , A#TERETAIERNEE,

£

« the section called “BIZ{RIEZ=(A)”

+ the section called “AWS DevOps K32 CLI Al J{ER"

« the section called “BIZM iR FE”

+ the section called “fE ) AWS CDK F#a{ER AWS DevOps 12"

» the section called “FF#a £ AWS DevOps X3 AWS CloudFormation”
+ the section called “f# F Terraform FF#{EFH AWS DevOps Agent”

BIECEEZE ]

REZHEERXT AWS DevOps REF LA T5HH T EMERRE, NgEFsISERRESE |Eﬂ BE
EMKF U5 AR S A DevOps I Web AR, ETHEXNEZRABSNESER , BSH
“fTARKEZE,

B2 IEZEH]

58 AWS DevOps REB#EHIA
1. BF3 AWS EEBE4A

2. SME AWS DevOps RIB#ZE &

mBNREZE
1. B “QIEREZ=R”

£ REZERFAEE Hod , B4t

1. & B ZRF , R AREZEHER
2. (Hik) EHRFERF  MIBAXAEZEARNEAESR

o 20
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3. (i) NMREMBIES THRYIERF , EBERBERMR, FELERNBAELERNEANES. &
IE¥E - ENfeiB. "X ( Simplified/PRC), Chinese (Traditional/Taiwan ) , ®i& ( EE ). Z%iB
(ZE). BE (B ). EXAE (BEXF ). BEF (BX), HE(HE). 88TE (B
), BAMSFE (MTEM), tEHEHE (XEH) ., MuEE (2ERAEMHE). RiE(RE )M
MEE (BE) . MRREREMES , WARENEAH AWIESHITER

BB E 0K P U7 R A R

£ RFUAREZE AWS BIRHRIRR 82 , LFRE - 1AM BELEE AWS KR FREZE
BTG ERR. £ AWS K RIECIZAEZEMWIKS . AWS DevOps KEFE—1 IAM BB FEEER
EH R R DT EZK S FE AWS FiR.

RERABERERE., BETIIEIZ—
LT 1 BRI RIEFTRY AWS DevOps RIS G ( #EF )
tiEma B2 - N EEHNNRASE , ik AWS DevOps A A SUFE &K P 89 3R

® Note
EFALED , BXATEE IAM RRFECEFMAE,

1. %R ‘B BIEFH AWS DevOps RKEA &
2. (k) EHMECIENREZRAAGEN

‘W2 pEAFAE
MRHEMEER 281 AWS DevOps REQIEZ T A , MM LLIED,

1. 2 “2ERIAFAR
2. NTHIRBEG | EEAHENNRNAETHE

IR 3 : EF REGRAR Q2 HTHY AWS DevOps REAE
HEFERBCEEEKS, B Al A R BRSS MR RS |, FER LIED.

1. %3F “FERARBERSIEFMN AWS DevOps REAE”
2. BBUHACEF ACNESEREMABERRE,

BENREZEE 21
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/& B Agent Space Web R FAREF

Web BAEFRIHEARE AWS DevOps RE#HTEF UM TEHRAENFTERNUNE, ETH
BEZER |, BSH AWS DevOps REIZHI AW [#51F). BRAG , AR TLET AWS EBEH & F
B IAM B 338 E 883215 18 Agent Space Web R AREF.

EET ARz —
T 1 B3N RIEFTRY AWS DevOps RIS G ( #EF )
tiEm £ BE o2 — BB TR DevOps RIE Web M AREFHENN R A,

® Note
EEALET , S40RE IAM RS EEIBHAE,

1. &% “B3) 8 E2HH AWS DevOps REA R
2. EERBRTZABHNR

B2 pEAFAE
MREMEER AR TRERSE , NEMLED,

1. & s EAFAR
2. NTHRES  EEEFHENNRNIAFASR

EIN 3 : FERAREERCZEFRN AWS DevOps KE AR
HBEEHEN Web BAREFHRINRER |, &6 ®&D,

1. & R KRR QI ZFH) AWS DevOps REAE”
2. BRI 2 A BN S ERBE NN B R,

RS (Wit )

EoIEEREF , ERUEREZEBRM AWS #7E, RERBEXY , AHBEERENRRF. 540
REZEZKZALHM 50 MrE, BRMRE  FRIT QEZAEZR" RELYN X 85 , RiE
B NINEIRE,

BENREZEE 22
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STRAAEZ R

EERMANHDE , B tlE
U R ZENRE

BEXTHRE  BREAVRREFHAERBEZARAEERED L. EECFEFTEDFHITIT Web &
RRFHEIH TS BRI,

s B IR

REREBEZHE , TERBUTTSR :

- MREWNARFBEZSNKS, |, BRMEE AWS K-

- BEFE=FER, SIMAMNETERES RS

o REFRRIRE AWS B0 BRIE

o XY IRE R TE R RER G LS B AWS DevOps Agent T &Y B Rt 24

AWS DevOps X2 CLI A 1455
R

£ AWS DevOps Agent , B AI LA M EEEH AWS EftEN, KNIEENEISEFER AWS a7
S (AWS CLI) i & AWS DevOps R, B LIEIE IAM A, ®EREZE R HBEN AWS Ik
Fo BATUBRZEANARER , HUMEBREEE=TER. FXERAYEE 20 78T HETK.

AWS DevOps REBAJEAN AWS XA : ZERIP (HEEILIH ). XEES (BHK )., T
AKX (BE ), AKX (RRE )., BM (ZEZRE) AN (BRZE ), BXIEFENXBNESE
B , % fthe section called “Z WX : 7

FRZM

ezl , ERAREHRE

« AWS BEZEHBEE CLI fxAs 2
o NHIER AWS SRk P 1T B M RIE

BIFEHREZERERE 23
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- B2 AWS 5HMIGEEE (IAM) Access Management £ £ F Fff b0 5% B B9 X BR

- FA{ENIE AWS JIK P 89K P

o Z43& AWS CLI 1 JSON &%

HAEREP  FEALBCH SUMFEBRUT SAUF/FE :

« <MONITORING_ACCOUNT_ID>— #&fyMs#E ( £E ) AWS K/ 12 ¥k ID

« <EXTERNAL_ACCOUNT_ID>— EW#ZMiHEN AWS IKFH 12 U BUIK/. ID (LS ]R 4 HERA )
« <REGION>— ZHRIEZERIHY AWS XIFES ( Bl , us-east-1Teu-central-1)

« <AGENT_SPACE_ID>— create-agent-space &R E /K E 2 R FRIRAF

IAM B&i%E

1. 812 DevOps REZHAE
BYETUTHSEIE IAM SEXE

cat > devops-agentspace-trust-policy.json << 'EOF'
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<MONITORING_ACCOUNT_ID>"
},
"ArnLike": {
"aws:SourceArn":
"arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/*"
}
}
}
]
}

IAM A% E 24
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EOF

tlE 1AM A8

aws iam create-role \
--region <REGION> \
--role-name DevOpsAgentRole-AgentSpace \
--assume-role-policy-document file://devops-agentspace-trust-policy.json

BITUTHSREAE ARN :

aws iam get-role --role-name DevOpsAgentRole-AgentSpace --query 'Role.Arn' --output
text

B0 AWS IEE KRB -

aws iam attach-role-policy \
--role-name DevOpsAgentRole-AgentSpace \
--policy-arn arn:aws:iam::aws:policy/AIDevOpsAgentAccessPolicy

SIEHMINERRBE AR T CIRAREERRSAXAE

cat > devops-agentspace-additional-policy.json << 'EOF'
{

"Version": "2012-10-17",

"Statement": [

{
"Sid": "AllowCreateServicelinkedRoles",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"

1,

"Resource": [
"arn:aws:iam: :<MONITORING_ACCOUNT_ID>:role/aws-service-role/resource-
explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer"

IAM A% E
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aws iam put-role-policy \
--role-name DevOpsAgentRole-AgentSpace \
--policy-name AllowCreateServicelinkedRoles \
--policy-document file://devops-agentspace-additional-policy.json

2. BIBBRERNARER IAM A6
BEETATHS 1AM SE %R

cat > devops-operator-trust-policy.json << 'EOF'
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
},
"Action": [
"sts:AssumeRole",
"sts:TagSession"
1,
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<MONITORING_ACCOUNT_ID>"
},
"ArnLike": {
"aws:SourceArn":
"arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/*"

BIE IAM At :

aws iam create-role \
--role-name DevOpsAgentRole-WebappAdmin \

--assume-role-policy-document file://devops-operator-trust-policy.json \

--region <REGION>

IAM A% E
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BITUTHSREASR ARN :

aws iam get-role --role-name DevOpsAgentRole-WebappAdmin --query 'Role.Arn' --output
text

Bt £ AWS REEEBMNAREFBUR :

aws iam attach-role-policy \
--role-name DevOpsAgentRole-WebappAdmin \
--policy-arn arn:aws:iam::aws:policy/AIDevOpsOperatorAppAccessPolicy

HREERBOREANARFR FIHRNREZENEMNNIR, XEDHEDFRE, #HE. MREE, B
K F Su AWS pport E£ER. ZEEMEMAaws:PrincipalTag/AgentSpaceId&4REIF G ENREZE
B G RINXR. BXTEBREINRNEZEER , 5SS Hihe section called “DevOps K E IAM R,

.)KEL\ 91‘
1. BN IEZEE

EITUA TR RIRRERER .

aws devops-agent create-agent-space \
--name "MyAgentSpace" \
--description "AgentSpace for monitoring my application" \
--region <REGION>

( @it ) FEE--kms-key-arnfEAEFXEMN AWS KMS ZHBITINER . BB LAER - -tagsiHn
BRREM--localei BREBIMHIES,

fR7FagentSpaceld>RBMMMNE ( {2 FagentSpace.agentSpaceld) o

ERFIHENKREZR , BETATHS

aws devops-agent list-agent-spaces \
--region <REGION>

2. }EIREY AWS K

KRERIBH AWS kP UT B HINAIL, iR EBaccountType HA T EZ — :

ABRS IR 27
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« monitor— EEREBZRMNEK,, ikFREREHATHIVEM,
« source— REBUEMNFINKF, EX8 4 hXBAIBK R |, BERLRA,

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id aws \
--configuration '{

"aws": {
"assumableRoleArn": "arn:aws:iam::<MONITORING_ACCOUNT_ID>:role/DevOpsAgentRole-
AgentSpace",
"accountId": "<MONITORING_ACCOUNT_ID>",
"accountType": "monitor"
}
'\

--region <REGION>

3. BRBEANARRF

SORBRIDRERAER IAM, IAM H43 50 (IDC) AL S R (IdP). BITU TS HRMRE
ZRERBERANARRF

aws devops-agent enable-operator-app \

--agent-space-id <AGENT_SPACE_ID> \

--auth-flow iam \

--operator-app-role-arn "arn:aws:iam::<MONITORING_ACCOUNT_ID>:role/DevOpsAgentRole-
WebappAdmin" \

--region <REGION>

EHIT IAM B OB BRI |, EFEH--auth-flow idcHiEM--idc-instance-arn, XF
NG R EE |, BEEMA--auth-flow idpHiEM--issuer-url--idp-client-id, #--
idp-client-secret. BXEZEE , S the section called “IRE IAM & 15 0 & {31 iE"Mthe
section called “ig B/ & 1R AL (IdP) AR

AR MR AN FNEAEEZACETREANAREFAS  NAILESFEH
ZAE ARN,

4. (" ) REREARK S

EEA AWS DevOps RS ZHMKST |, FolZ IAM BIKF AR,

INLEZ: 28
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EABKFROREKRKSBE

YR B A 2B - H IR EEK M, MONITORING_ACCOUNT _IDEHEELRES R 2 FiREMNAEZEHN
FKF, WWEE AT AWS DevOps RERSARKEZEK S EHBRKFPIESE,

BT T i RO BEERR

cat > devops-cross-account-trust-policy.json << 'EOF'
{

"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"

}I

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<MONITORING_ACCOUNT_ID>",
"sts:ExternalId":
"arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/<AGENT_SPACE_ID>"

BIREIKS IAM B€

aws iam create-role \
--role-name DevOpsAgentCrossAccountRole \
--assume-role-policy-document file://devops-cross-account-trust-policy.json

BITUTHSREASR ARN :

aws iam get-role --role-name DevOpsAgentCrossAccountRole --query 'Role.Arn' --output
text

BN AWS SEE RS -
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aws iam attach-role-policy \
--role-name DevOpsAgentCrossAccountRole \
--policy-arn arn:aws:iam::aws:policy/AIDevOpsAgentAccessPolicy

B NP BR SR B LA RPN P2 R REEBFRSAXAE

cat > devops-cross-account-additional-policy.json << 'EOF'
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowCreateServicelLinkedRoles",
"Effect": "Allow",
"Action": [
"iam:CreateServicelinkedRole"
1,
"Resource": [
"arn:aws:iam: : <EXTERNAL_ACCOUNT_ID>:role/aws-service-role/resource-
explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer"

aws iam put-role-policy \
--role-name DevOpsAgentCrossAccountRole \
--policy-name AllowCreateServicelinkedRoles \
--policy-document file://devops-cross-account-additional-policy.json

FERS\ BRI
IR BV EIRIKF | REZITU TS RERINEBK ™

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id aws \
--configuration '{
"sourceAws": {
"accountId": "<EXTERNAL_ACCOUNT_ID>",
"accountType": "source",
"assumableRoleArn": "arn:aws:iam: :<EXTERNAL_ACCOUNT_ID>:role/
DevOpsAgentCrossAccountRole"

INLEZ: 30
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}
A\
--region <REGION>

5. (AT ) BYEE GitHub

EE ML MER OAuth IR GitHub &3S AWS DevOps KRB & A#TEM , RES
BE@T CLI #1TxEk,

BX GitHub B #H| A # 1T EMAVIRAA |, ESHthe section called “E$#%ZE| CI/CD BiE&E”,

B HOEA B BRSS

aws devops-agent list-services \
--region <REGION>

fRTFE<SERVICE_ID>fR$3KE - , github

HEEE GitHub HEME , BEEITU TS XEk GitHub 74

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"github": {
"repoName": "<GITHUB_REPO_NAME>",
"repoId": "<GITHUB_REPO_ID>",
"owner": "<GITHUB_OWNER>",
"ownerType": "organization"
}
'\
--region <REGION>

6. ( A& ) EAMHKEX ServiceNow

B %, £ OAuth 3 M ServiceNow BRZS :

aws devops-agent register-service \
--service servicenow \
--service-details '{
"servicenow": {
"instanceUrl": "<SERVICENOW_INSTANCE_URL>",

INLEZ: 31
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"authorizationConfig": {
"oAuthClientCredentials": {
"clientName": "<SERVICENOW_CLIENT_NAME>",
"clientId": "<SERVICENOW_CLIENT_ID>",
"clientSecret": "<SERVICENOW_CLIENT_SECRET>"

}
I A
--region <REGION>

R1FIR[EHI<SERVICE_ID> , ARJjg<Bk ServiceNow :

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"servicenow": {
"instanceUrl": "<SERVICENOW_INSTANCE_URL>"
}
A\
--region <REGION>

7. ( "% ) EMH B Dynatrace

B &, EHAEREEM Dynatrace OAuth RS :

aws devops-agent register-service \
--service dynatrace \
--service-details '{
"dynatrace": {
"accountUrn": "<DYNATRACE_ACCOUNT_URN>",
"authorizationConfig": {
"oAuthClientCredentials": {
"clientName": "<DYNATRACE_CLIENT_NAME>",
"clientId": "<DYNATRACE_CLIENT_ID>",
"clientSecret": "<DYNATRACE_CLIENT_SECRET>"

}
I A
--region <REGION>

INLE 2
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R7FIREIMY<SERVICE_ID> , A/SXBk Dynatrace., ®RZIEN, ZIMEIEEESHA Dynatrace

HE MR,

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"dynatrace": {
"envId": "<DYNATRACE_ENVIRONMENT_ID>",
"resources": [
"<DYNATRACE_RESOURCE_1>",
"<DYNATRACE_RESOURCE_2>"

}
A
--region <REGION>

o R E AT ERH webhook 1§ 8. #RATLAEAIXA webhook XAt & Dynatrace HiZE, BXE

Z{E B , 2 the section called “i£3# Dynatrace”s
8. ( A& ) FEMHKER Splunk

B 5 , 5/ BearerToken E#EEM Splunk BRS-

wREALUTER : https://<XXX>.api.scs.splunk.com/<XXX>/mcp/vl/

aws devops-agent register-service \
--service mcpserversplunk \
--service-details '{
"mcpserversplunk": {
"name": "<SPLUNK_NAME>",
"endpoint": "<SPLUNK_ENDPOINT>",
"authorizationConfig": {
"bearerToken": {
"tokenName": "<SPLUNK_TOKEN_NAME>",
"tokenValue": "<SPLUNK_TOKEN_VALUE>"

}
I A
--region <REGION>

REFREHRAE<SERVICE_ID> , AJFx<Ek Splunk :

INLE 2
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aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"mcpserversplunk": {
"name": "<SPLUNK_NAME>",
"endpoint": "<SPLUNK_ENDPOINT>"
}
'\
--region <REGION>

5 AR 2E AT ERE webhook E8. #RAETLAERIXA webhook k& Splunk BiAE, BXEZE
B, 2 the section called “¥£3£ Splunk”s

9. (HIE ) FEMHAXKRIEY
B, £/ API ZEE M New Relic fRF .
WX : BUSAREU.

A[EFE : applicationIds, entityGuids. alertPolicyIds

aws devops-agent register-service \
--service mcpservernewrelic \
--service-details '{
"mcpservernewrelic": {
"authorizationConfig": {
"apiKey": {

"apiKey": "<YOUR_NEW_RELIC_API_KEY>",
"accountId": "<YOUR_ACCOUNT_ID>",
"region": "US",
"applicationIds": ["<APP_ID_1>", "<APP_ID_2>"],
"entityGuids": ["<ENTITY_GUID_1>"],
"alertPolicyIds": ["<POLICY_ID_1>"]

}
A
--region <REGION>

RIFIREIWN Y RB<SERVICE_ID> , REBAEIEY :
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aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"mcpservernewrelic": {
"accountId": "<YOUR_ACCOUNT_ID>",
"endpoint": "https://mcp.newrelic.com/mcp/"
}
'\
--region <REGION>

R hEE R TERK webhook 58, #REJLAEE X/ webhook K%K B New Relic W&, &
XEZEER |, i35 the section called ““EEEFIEY,

10. ( "% ) JEM 3 <Bx Datadog

AT AWS DevOps KB4 & /8 OAuth FHIEEM Datadog , ABEFHEES CLI FFH X Bk,
BXEZEER , HSH the section called “IEf£i%E$% DataDog”,

B HOE A Y ARSS

aws devops-agent list-services \
--region <REGION>

fRTF<SERVICE_ID>MR%FZEAE : . mcpserverdatadog

a2} Bk Datadog :

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"mcpserverdatadog": {
"name": "Datadog-MCP-Server",
"endpoint": "<DATADOG_MCP_ENDPOINT>"
}
'\
--region <REGION>

I B /B & A T &K webhook § 8. RATLAERIXA webhook Kfii & Datadog HiE, BXES
f§8 , 21 the section called “IEf£i%$# DataDog”,
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11. ( ATiE ) MIBRAEEZE(E
MBI E AW BRZREBEEHNFTEXE,. BREMEERE. WIRETERE.

EMBRREZE , BT @RS

aws devops-agent delete-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

IS ur
ERIUIEERE  BIETUTHS

# List your agent spaces
aws devops-agent list-agent-spaces \
--region <REGION>

# Get details of a specific agent space

aws devops-agent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

# List associations for an agent space

aws devops-agent list-associations \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

s B IR

- EEBHMER , HSHEN AWS DevOps RIEHE IHEE.
- BETHREBEREEMNBED , 53 the section called “DevOps 4§ TH B,
- BETHRIBER Web NATRF , 5 @the section called “ft A& DevOps 1XIE Web SAREF ? 7

3 =z

N

N4/

'4¥<AGENT_SPACE_ID>\ <MONITORING_ACCOUNT_ID><EXTERNAL_ACCOUNT_ID>, <REGION>,
HE BN KR E,
s BXSXEXENIIR , iS5 Mthe section called “ZIFRIXE : 7,
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B 2N IR T

AIEEEEHFENR |, LUER TEIEEIE AWS DevOps RN EHMRIThAE, MREEBEERZLE
R &2 80is DevOps Agent , BERA LA FERE,

FRF M

- AWS EFEBENREIK S
« AWS DevOps fEF BEZISIZEREABRECENEEN DevOps REZE (]

AN EZ 28R
B AR

« EC2 M : &% (AWS TRERE ) & 2 BN 0.02 £t
« Lambda Uiz : %% ( 100 77 requests/month ZHREE )
« CloudWatch: %% ( 10 MNEIR , BREELRER)

« FIHERA : TEMIEHFEAR 0.00-0.05 £

XL X P L2 IRE

- BEp&ik : REBZFX

- HERBRERRE  FAKDHEHIRE

- SEREAR  ROHBEN AR IR

- FTEE  REMNENEZFESREARBRAERR
S AL A 0P 2

RESRH AWS 0K = #1715

/A Important

Eig R REENEEE L DevOps Agent Space E=KFHIKF ., AWS E&4XIET
REHE,

=M ERZS: 37
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1. B3 AWS # 4| A : https://console.aws.amazon.com
2. BRIEFERB R DevOps RIEBZE RIFFER R —1 AWS ik
3. &) LU AR X 45 A 4B it 3 R

® Note
DevOps REMN EMKF SR ERELIZANRIR TR A 1:1 REEME TAHRE, EATHR
BWHRF DevOps REZRYT BRESEREKS , ABABEKFRE,

b=y MR

PRAT B IMEITE—NE |, B A UEETHERMAEZ :
MIHEBT A - EC2 CPU BREMNi

B#Y . BiE AWS DevOps RERMFEE EC2 taEm BAVEE
FitetE : 5 FHIRE + 10 2 E BT

BE 283 (EFFITR)

ML B : Lambda iR =M=

BH : BiE AWS DevOps REK MM FAZE Lambda BIEEE IRV BE
FitetE ;10 D4RE + 2 DHALK

EE  EEME

MiREDT A - EC2 CPU B&EM,

HR 1 HEAT EC2 MikH CloudFormation Htk

BATFEAE CloudFormation SR AIZ BTN H IR , iX# AWS DevOps Agent i 7] LA IE i ith BR R
MAEECAH].

1. 81 E CloudFormation :

IRFRREY I 38
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AWS DevOps KA AP s
a. £ AWS #4l& 5 | # % “CloudFormation” , /58 & CloudFormation
b. &GN > ERAFMAR (&)
2. LB
a. IBE—NB AR H AWS-DevOpsAgent-ec2-test.yaml
b. FF 1t CloudFormation 4R & &l 3’ U 2 X+

AWSTemplateFormatVersion: '2010-09-09'
Description: 'AWS DevOps Agent EC2 CPU Test Stack'
Parameters:
MyIP:
Type: String
Description: Your current IP address for SSH access (find at https://
whatismyipaddress.com)
Default: '0.0.0.0/0'
Resources:
# Security Group for SSH access
TestSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupName: AWS-DevOpsAgent-test-sg
GroupDescription: AWS DevOps Agent beta testing security group
SecurityGroupIngress:
- IpProtocol: tcp
FromPort: 22
ToPort: 22
CidrIp: !Ref MyIP
Description: SSH access from your IP
Tags:
- Key: Name
Value: AWS-DevOpsAgent-Test-SG
- Key: Purpose
Value: AWS-DevOpsAgent-Testing
# Key Pair for SSH access
TestKeyPair:
Type: AWS::EC2::KeyPair
Properties:
KeyName: AWS-DevOpsAgent-test-key
KeyType: rsa
Tags:
- Key: Name
Value: AWS-DevOpsAgent-Test-Key
- Key: Purpose

ML A : EC2 CPU B2 39
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Valu

# EC2 Instan
TestInstance
Type: AWS:
Properties
Instance
Imageld:
kernel-6.1-x86
KeyName:
Security

- IRef
UserData
Fn::Ba

#1/b

yum

yum

# Cr
cat
#1/b
echo
echo
echo
instance-id)"
echo

# Ge
CORE
echo
echo

echo
echo
echo

# Cr

echo
for

done

e: AWS-DevOpsAgent-Testing

ce for CPU testing

:EC2::Instance

Type: t3.micro
'{{resolve:ssm:/aws/service/ami-amazon-linux-latest/al2023-ami-

_64}1}"

IRef TestKeyPair
GroupIds:
TestSecurityGroup
se64: !Sub |
in/bash
update -y
install -y htop

eate the CPU stress test script
> /home/ec2-user/cpu-stress-test.sh << 'EOF'
in/bash
"Starting AWS DevOpsAgent CPU Stress Test"
"Time: $(date)"
"Instance: $(curl -s http://169.254.169.254/1atest/meta-data/

t number of CPU cores
S=$(nproc)
"CPU Cores: $CORES"

"Starting stress test (5 minutes)..."
"This will generate >70% CPU usage to trigger CloudWatch alarm"

eate CPU load using yes command
"Starting CPU load processes..."
i in $(seq 1 $CORES); do
(yes > /dev/null) &
CPU_PID=$!
echo "Started CPU load process $i (PID: $CPU_PID)"
echo $CPU_PID >> /tmp/cpu_test_pids

ML A : EC2 CPU BEN
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# Auto-cleanup after 5 minutes
(sleep 300 && echo "Stopping CPU load processes..." && kill $(cat /
tmp/cpu_test_pids 2>/dev/null) 2>/dev/null && rm -f /tmp/cpu_test_pids) &
echo ""
echo "CPU load processes started for 5 minutes"
echo "Check CloudWatch for alarm trigger in 3-5 minutes"
EOF

chmod +x /home/ec2-user/cpu-stress-test.sh
chown ec2-user:ec2-user /home/ec2-user/cpu-stress-test.sh

# Create auto-shutdown script (safety mechanism)

cat > /home/ec2-user/auto-shutdown.sh << 'SHUTDOWN_EOF'
#!/bin/bash

echo "Auto-shutdown scheduled for 2 hours from now: $(date)"
sleep 7200

echo "Auto-shutdown executing at: $(date)"

sudo shutdown -h now

SHUTDOWN_EOF

chmod +x /home/ec2-user/auto-shutdown.sh
nohup /home/ec2-user/auto-shutdown.sh > /home/ec2-user/auto-
shutdown.log 2>&1 &

echo "AWS DevOpsAgent test setup completed at $(date)" > /home/ec2-
user/setup-complete.txt
Tags:
- Key: Name
Value: AWS-DevOpsAgent-Test-Instance
- Key: Purpose
Value: AWS-DevOpsAgent-Testing
# CloudWatch Alarm for CPU utilization
CPUAlarm:
Type: AWS::CloudWatch::Alarm
Properties:
AlarmName: AWS-DevOpsAgent-EC2-CPU-Test
AlarmDescription: AWS-DevOpsAgent beta test - EC2 CPU utilization alarm
MetricName: CPUUtilization
Namespace: AWS/EC2
Statistic: Average
Period: 60
EvaluationPeriods: 1
Threshold: 70

ML A : EC2 CPU BEN 41
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ComparisonOperator: GreaterThanThreshold
Dimensions:
- Name: Instanceld
Value: !Ref TestInstance
TreatMissingData: notBreaching
Outputs:
Instanceld:
Description: EC2 Instance ID for testing
Value: !Ref TestInstance

SecurityGroupId:
Description: Security Group ID
Value: !Ref TestSecurityGroup

AlarmName:
Description: CloudWatch Alarm Name
Value: !Ref CPUAlarm

SSHCommand:
Description: SSH command to connect to instance
Value: !Sub 'ssh -i "AWS-DevOpsAgent-test-key.pem" ec2-user@
${TestInstance.PublicDnsName}"'

c. 1 CloudFormation #2#| & H |, EF LEERH
d. B& “EFEXH
e. EEAWS-DevOpsAgent-ec2-test.yaml X

f. BHT—%
3. BLE etk -
a. B FR : AWS-DevOpsAgent-EC2-Test
b. ¥ :
i. MylP: RERNERIAE0.0.0.0/0 ( MREE , RALUBERIE)
c. BEFTF—F

4. BB HEMRIETN
a. REMINE , £ EH TP

5 HHMBIE
a. AEFEHIA AWS CloudFormation AJEER IR IAM &R
b. RERK

6. EFTHK :
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a. BIEMREE 3-5 75
b. IRAYFMZECREATE_IN_PROGRESS CREATE_COMPLETE

c. EE : &1 EC2 £HITMIER AWS DevOpsAgent A LLER EREY CloudFormation %y —

Ak & SSH AR (R 48T R EEEFI K AT )
MREREZTEDNE | RS U SRR

1. $MEI EC2 R4 :

a. £ AWS #Flad | I EC2 > &4

b. &# AWS-DevOpsAgent-test-sg
2. 3 SSH MM :

a. BFEREE > AUMANRTF - HEAEAN
. F&E| SSH MW (wH 22)
RRFEMNER0.0.0.0/07¢REY IP : [YOUR_IP]/32
d. MHIREUER IP https://whatismyipaddress.com
. REREFEAL

(on

o

0]

SW2 . EEHEBHITAR
1. BSRATAR
- CPU EAMBFEXBIRS 5 245 B3
- TEFHTH-RBES  WRRLERAET
2. Wi
- Zfle BB FEENR
- ZHAIETT 5 DI ER > 70% §9 CPU A%
+ CloudWatch B4R BI1E K it 8-10 D4 MIALE ( HER 5 5 4h + BiR 3-5 54 )
3. Wik - FHEHET (ATHMAEWSR ) :

o EZEZNEHEH - EC2 # %A - Connect AWS-DevOpsAgent-Test-Instance - iFEEEES

« BIRIZTT stress MR : . /cpu-stress-test.sh

- FEFEEFESZ XN AWS DevOpsAgenthid 5
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MR IEIN B : Lambda £5i% =4,
S8 1. 7 Lambda N ZF&E CloudFormation ik

1. M ZE CloudFormation :
a. £ AWS #&lad |, Bi#E CloudFormation
b. RERIEMERK - ERAFAIR (FrE )
2. ERER
a. fiE—NEB AKX AWS-DevOpsAgent-lambda-test.yaml
b. Rtk CloudFormation #&4R & &l 3 #2324+

- AWSTemplateFormatVersion: '2010-09-09'
Description: 'AWS DevOpsAgent Lambda Error Test Stack'
Resources:
# IAM Role for Lambda function
LambdaExecutionRole:
Type: AWS::IAM::Role
Properties:
RoleName: AWS-DevOpsAgentLambdaTestRole
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: lambda.amazonaws.com
Action: sts:AssumeRole
ManagedPolicyArns:
- arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole
Tags:
- Key: Name
Value: AWS-DevOpsAgent-Lambda-Test-Role
- Key: Purpose
Value: AWS-DevOpsAgent-Testing
# Lambda function that generates errors
TestLambdaFunction:
Type: AWS::Lambda::Function
Properties:
FunctionName: AWS-DevOpsAgent-test-lambda
Runtime: python3.12
Handler: index.lambda_handler
Role: !GetAtt LambdaExecutionRole.Azrn

M=% B : Lambda 45 iR 2%
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Code:
ZipFile: |

import json

import random

import time

from datetime import datetime

def lambda_handler(event, context):
print(f"AWS DevOpsAgent Test Lambda - {datetime.now()}")
print(f"Event: {json.dumps(event)}")

# Intentionally generate errors for testing
error_scenarios = [
"Simulated database connection timeout",
"Test API rate limit exceeded",
"Intentional validation error for AWS DevOpsAgent testing"

# Always throw an error for testing purposes
error_message = random.choice(error_scenarios)
print(f"Generating test error: {error_messagel}")

# This will create a Lambda error that CloudWatch will detect
raise Exception(f"AWS DevOpsAgent Test Error: {error_messagel}")

Description: AWS DevOpsAgent beta test function - intentionally generates
errors

Timeout: 30

Tags:

- Key: Name
Value: AWS-DevOpsAgent-Test-Lambda
- Key: Purpose
Value: AWS-DevOpsAgent-Testing
# CloudWatch Alarm for Lambda errors
LambdaErrorAlarm:
Type: AWS::CloudWatch::Alarm
Properties:

AlarmName: AWS-DevOpsAgent-Lambda-Error-Test

AlarmDescription: AWS-DevOpsAgent beta test - Lambda error rate alarm

MetricName: Errors

Namespace: AWS/Lambda

Statistic: Sum

Period: 60

EvaluationPeriods: 1

Threshold: @

ComparisonOperator: GreaterThanThreshold
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Dimensions:
- Name: FunctionName
Value: !Ref TestLambdaFunction
TreatMissingData: notBreaching
Outputs:
LambdaFunctionName:
Description: Lambda Function Name for testing
Value: !Ref TestLambdaFunction

LambdaFunctionAzn:
Description: Lambda Function ARN
Value: !GetAtt TestLambdaFunction.Azrn

AlarmName:
Description: CloudWatch Alarm Name
Value: !Ref LambdaErrorAlarm

TestCommand:
Description: AWS CLI command to test the function
Value: !Sub 'aws lambda invoke --function-name ${TestLambdaFunction} --
payload "{\"test\":\"AWS DevOpsAgent validation\"}" response.json'

c. 1 CloudFormation 2 &l & |, 1% # AR
d. B& “EEXH
e. ®EFEAWS-DevOpsAgent-lambda-test.yaml X
f. 8HTF—%
3. BB :
a. B . AWS-DevOpsAgent-Lambda-Test
b. BHT—%
4. LB HERR IR TN
a. REMINE , 8L “T—F
5. HHMIE
a. AEFHKEIA AWS CloudFormation FJAE 812 IAM &R
b. RERX
6. FRETM :
a. BIEHKRTEE 2-3 o
b. RAFFE X CREATE_COMPLETE
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FIR 2 : ik Lambda &%

1. S 2l Lambda #Z#1 A& :
a. BI{¥ AWS Lambda #Z#l&
b. & E¢RAVEREE AWS-DevOpsAgent-test-lambda
2. M EE -
a. B Nt ‘<
b. RE IR ED
c. SEZIBFR : AWS-DevOpsAgent-test-event
d. fEAIX/ JSON BMME :
i (
"test": "AWS DevOpsAgent validation",
"timestamp": "2024-01-01T00:00:00Z"
}
e. 8t “RE
3. ERERIR
a. B MHA" ZA 33X (BRAZEAZFF10H)
b. 8RN HE L= E — M ENEIR
c. CloudWatch BN 1E 2-3 ZHNfL KR

d. AWS DevOpsAgentIl £ M iZBEB BT RER NARF PN FEERQNER , ETRIFFREZ
MR

IR UF AWS DevOps XIE
&% 1 : Sanity & CloudWatch 3Rk ( Ak )
W BRATHRRKR RN HIAEL FEHRRS

XNF EC2 iz :

* 7£ CloudWatch #ZH&H |, HIE “BR”

- FREINHFQ@ F#F 3-5 78

- BRI RN E R ALTFERRS

- WMRMAEE" . BEF 2-3 24 ( CloudWatch $E#RAIBERHER )
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% F Lambda iz :

- BEFAWS-DevOpsAgent-Lambda-Error-TestE3R
« NESTMHEN 2-3 78HNERER

HUR 2 . TR AWS DevOps RERE

1. FTFFYREIAWS DevOps X 2 AgentSpace
2. B “BEEABEMNRER" . XFEFHE O ITH A DevOps gent Space Web N AR
3. RERBANM FHBAE" &
EELIT &R
BHFE  WRREATFERNAE, RURRHAEXBER. ERENFEIAXREENFEAH

ﬂ#ﬁ

.O'

FERER  HREREFRFENEE, EUMURERER. Eir. BSRRIEMLEFARE , B
DevOps RERHITFEEI, EX ﬂ’%/RT FREERIN 2N BERNVHE,

c. B &4 AHIFETE ( B i% 1SO 8601 ) :: MMZ YYYY-MM-DDTHH

d. MBEMIAE : RHI : Oncall_investigation_1:2025-10-27

e. AWS EHHI@@ K/ ID

f. SFRENBQE@ X

g. L& - AWS DevOpsAgent R FRIFTHTHRBE, LERATFEESAENRITINF.
5. 5 “RBE" BHRE,

6. AELSIERBHI LN AN AL, LIHHE WEEE BE , LTNUELHEE DevOps BIE
= RE i RS R,

TMHEIZ R

EC2 WAL R

- ¥ EC2 CPU EiR

- BERETERR : ‘CPU ENNH THERER

« EORETEH : EOMR - CPU IEE » Bk
- REBEENT REW
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RAriEmE

Lambda JUift 45 R

« ¥ Lambda &R ZEIE{E

- BEREARR  “MENARE
TRETEH  WBEA - HiR > BiR

- NEIRGEMERREEY

SE IR BE
EENE A (EC2 M )

BzhEE
o KPIFE 2 /Pt EEHL L ( WET CloudFormation 4R )

FahEE (2H)

1. IER CloudFormation ##% :
a. BI{E CloudFormation %l &
b. EEAWS-DevOpsAgent-EC2-Test ik
c. By “MiRR”
d. TIAMIBR
e. X[ EMBRFIERIR : EC2 3241, ££4. key pair # CloudWatch 1R

BEMIE B ( Lambda iz, )

1. B} CloudFormation ##% :
a. #I{E CloudFormation 1% &
b. #£EAWS-DevOpsAgent-Lambda-Testiffi%
c. B “HiBR”
d. FEIAMIER
e. X AMBRFIERIR : Lambda EE. 1AM AEFER CloudWatch

B
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BB HEE

& O8] @

“FoEEREE EC2 LA

. RERSA  WREH 1P BITF SSH (0 22)

- REBZRANR : 1217 chmod 400 AWS-DevOpsAgent-test-key.pem
« WIENE IP: B2TAXRBIDEAE IP

o ERFXH BRXGILT “EEZIT RS

“BRAMER

- E151EFR . CloudWatch BRI RERE 2-5 2T RELE R

- W& CPU 713 : @i SSH E#ZEFISLHIHZ1TtopARiE CPU XTF 70%
o WIFEADMIR : i=1Tps aux | grep yesABEMHEHERBIEEIZIT
- EKEHF  ARNEARREREZSTE7-8 0

A st B iE
HELUTHERT , BH AWS DevOp REM A :
FREE

- HERE  EC2NENERNIEBRABTRIMT CPU AFMARKE . Lambda MIXHE R M KA
XERHE R

- NE#MEE | ERHEHIFER
- WERE  RETTRIER

£/ AWS CDK T fEH AWS DevOps 1L3E
B
ISR RIAER C AWS loud Development Kit (AWS CDK) l2 %82 AWS DevOps KB &

F. AWS CDK MAREFENBZRIEKREZE, AWS 5HMGRERE (IAM) A, BEANAE
FHMMK <k, AWS AWS CloudFormation

B BEHEE 50
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AWS CDK FEBEFMESENRREN A EMEMEIMRTE , NTB3IHIT CLI Al TIEE AN
FHER,

AWS DevOps (RIEBAJIELLT 6 N AWS XA : EERZ ( BFFRLILE ). ZEFESP ( HE
X)), ITA#X (EE )., TA#EX (RRE)., M (ZZRE ) 7N (BRZE) ., BXRIENXE
NEZEER |, S Fthe section called “XX#FRI X1 : 7,

FRF M

ezl , ERREHEE

« AWS EZEGSITIED (AWS CLI) , HERAENNEREH#TEE
+ Node.js k7 18 RE FRA
- AWS £RHZ%E T CDOK i S1THME (CLI)e BER% AWS CDK CLI , HETU TGS :

npm install -g aws-cdk

« —MNAWS ATRE (XE ) KPHIKS
o (&) MRSEREE AWS KR MEEE=-/ K,

AiEERENAR
RIERS NS

« 18D — EENERKPPHETEREANAZESFMN AWS XERBREZE, TRAEDE ,
TR BT BASE 4282 0K = P Y (R

« B2#H (WL ) — ARSKSRIR AWS KB, FREBKS IAM AEEERZKS, . tEEAE
RIEZE (Rl RE 5 K 7 M 12 BF R o

R E IR
58 1 #4 : DevOpsAgentStack ( M&IZ=MKF )

- IAM &% (DevOpsAgentRole-AgentSpace)-H DevOps REBRFSEF UL EZEKF, 2
FEAIDevOpsAgentAccessPolicyRERKAMA T LB R REEFRRSHEXACH NI KR,

TR 51


https://docs.aws.amazon.com/devopsagent/latest/userguide/getting-started-with-aws-devops-agent-cli-onboarding-guide.html

AWS DevOps X3 A AriEE
- IAM At (DevOpsAgentRole-WebappAdmin)-RERNAREFAR , EEREBRE
#IAIDevOpsOperatorAppAccessPolicyEE XK,

- REZ°H (MyCDKAgentSpace)-EEFAWS : : DevOpsAgent : : AgentSpace CloudFormation %R
BNPRAEZE, 2EREANARFERE.

o xBK (AWS 525 ) -fEAAWS: :DevOpsAgent : :Association CloudFormation %5 I W 12 ik /-
ST EZE,

« RER (AWS RIR ) - ( A& ) FFARSS K P S5 3R BB 22 [|) DU AT IS K P ME 42

58 2 ¥4 : ServiceStack ( REMKS , Ak )

« IAM At (DevOpsAgentRole-SecondaryAccount) — EEEEZMHNEKF A, ZFKEKF
RREZEENEE, BIEAIDevOpsAgentAccessPolicy R ERBEMAFAER REESRSHEX
A BN,

 Lambda B# (echo-service) — —/NE &5 ASBH /Y & 2RI RS

‘ﬁlﬁ

=
B’ mERPIEEE
BT T RS REEFREHIRIIME B -

git clone https://github.com/aws-samples/sample-aws-devops-agent-cdk.git
cd sample-aws-devops-agent-cdk

B2 REEHPKR
BEATU TS HREETE KA :

npm install

137 HBNRIEZEE
AT | SSEENSEKFRORREZRE. IAM A6, BERNAREN AWS %8,
S BEKREIKF ID

$TF1lib/constants.tsHIREEM ISR ID :
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LTRAIERTEERNEE :

export const MONITORING_ACCOUNT_ID = "<YOUR_MONITORING_ACCOUNT_ID>";

8 2% : 5|% AWS CDK %
MREERELRKSF5]S AWS CDK |, HETA TGS :

cdk bootstrap aws://<MONITORING_ACCOUNT_ID>/<REGION> --profile monitoring

S| 3 HEMIE
BT TS RME TypeScript KB H ZPEHER

npm run build
cdk deploy DevOpsAgentStack --profile monitoring

F45 CFRHEKAT
BWERME , AWS CDK £ITEH#HMA L. BRXEENEFA,
UTFREIER T AN -

Outputs:

DevOpsAgentStack.AgentSpaceArn = arn:aws:aidevops:<REGION>:123456789012:agentspace/
abcl123

DevOpsAgentStack.AgentSpaceRoleArn = arn:aws:iam::123456789012:ro0le/DevOpsAgentRole-
AgentSpace

DevOpsAgentStack.OperatorRoleArn = arn:aws:iam::123456789012:role/DevOpsAgentRole-
WebappAdmin

DevOpsAgentStack.AssociationId = assoc-xyz

MRIEITRITTEREE 2 #5 , BRFZAgentSpaceArnfl, BEE T KBRS k5 HEK,
SIS BUFEE

ERERETHREEKIE , BEITUT AWSCLI &% :

aws devopsagent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

18y HEAEZR
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teat , BNREZREERARERANARFAXRBKENERKSWIFR TRHITHE, REATLKGERL
T P FREY R

2% (AL ) AMEKS

EATS | B RIRE , LELSNREBEERTLUSEE=/N AWS 1k ( REKS ) PRRER, X35
FERANRE -

1. EHRRINE B RS kS8R AWS XBt, DevOpsAgentStack
2. FAEEREZHELN IAM AR} EE ServiceStack ZIRFZ K, o

/A Important

WM TRE 1 T , REFTREMEE, ServiceStack FEE DevOpsAgentStack ZBE i
HAgentSpaceArnH i,

B, BERSHKS ID
ITF1lib/constants.tsHIRELEM RS KS ID :

LTREIERTEEFNEE !

export const SERVICE_ACCOUNT_ID = "<YOUR_SERVICE_ACCOUNT_ID>";

ERA LK~ ID DevOpsAgentStack 2R AWS XxBt, MR DevOpsAgentStack 7Ei% E L {E 2 B H
BT , BEFHBBUGIEXE -

BITA T THITERE

npm run build
cdk deploy DevOpsAgentStack --profile monitoring

P2 REREZE ARN

£ #l DevOpsAgentStack i i FBAgentSpaceArnfE ( £ 1 35 , B4 ) HFEHIEBERN1ib/
constants.ts:

ULTREIERTEEFNEER !
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export const AGENT_SPACE_ARN =
"arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/<SPACE_ID>";

ServiceStack FEA L EXRBEXEKF AGNETRIETEE., ServiceStack RAEEREMEN T &G
Ao

E35 : 5|SRFKE
MRIEH R ERSFKSH5/F AWS CDK , BEIT TS :

cdk bootstrap aws://<SERVICE_ACCOUNT_ID>/<REGION> --profile service

S, 4 : ZPE ServiceStack
ZETUTHS , FARSKS ServiceStack WEIEHENIE -

npm run build
cdk deploy ServiceStack --profile service

XRERS KRS ORI T HIR

- EEKEKFFREZEM IAM B (DevOpsAgentRole-SecondaryAccount)
* ¥ echo Lambda E#k (echo-service) R RHIRS

STB|R5: RiFZE
EHIA Lambda R ERINEE |, BHETU T o w kMR echo BRS -

aws lambda invoke \
--function-name echo-service \
--payload '{"test": "hello world"}' \
--profile service \
response.json

cat response.json

R RHEE
A A48 3 JL IR B B T S AT R R A B B

CloudFormation K% ZI’&REH
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o WINBREEDHITERREthe section called “XIFRIXIE : 7,
- HINEHY AWS CLI Bt & T A8 BI AR PR,

IAM £ & 812 XK

- BIFEHNHKBACERTENEE IAM A&,
- REEFEBRZHREEENKF, 1D MEEF.

ERFEHERAW , FER EEEBRKSPEAR

- BMNERBLAFEABERKFNEREHITHE. £HZ--profileffEIEEEEHN AWS CLI BLE
X

- I0iF AWS CDK 2B EEBHRKF H#H5|5,

IAM & B HER

« IAM ABEERARFE/LOHTEERE, NREAGEUHNCIEREZBAN , FFF/L0#HH
EHIE,

)i

EBRAMERIR , HHEA RN HESRER.

BT T a5 SR8 Btk
# If you deployed the ServiceStack, destroy it first
cdk destroy ServiceStack --profile service

# Then destroy the DevOpsAgentStack
cdk destroy DevOpsAgentStack --profile monitoring

B WRESKANBRENRBEAMFAEEXTE. KRETEHY. EASREZT , BFRERD
ERFEEERL.
ZEEBEM

- AWS CDK R ARRFFEREERKAE IAM AR | ZFKE{X fiFaidevops. amazonaws . comfRSS
ERARAXLERGE,
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- EERBEIIERSIHRZNIEE AWS Ik~ A EZEE ARN M,
- FIEXRBRFE/KENERERN, RERALANRLEREEFENEEN IAM FiE,

- BIKF A (DevOpsAgentRole-SecondaryAccount) FABEEEZH , EEAGMNRFEENK
272 [H ARN,

R SRR
/8 AWS CDK #5%8 AWS DevOps RE5 :

1. 7£  DevOps REAFIEM) F 7 #HAWS DevOps LIERI £ ERThEE,
2. ZEFF AWS CDK ZEEKEEH CIICD BEF , LU Bt EMEREE,

H 7 IR

« AWS DevOps KEFHFI5m
- M¥5 LM CDK 1724 FE R4 GitHub
« CLI AI'J3EM

Fraa{E R AWS DevOps X3 AWS CloudFormation
B

RIEEPENFMAERA AWS CloudFormation AR K12 M EPE AWS DevOps RER IR, XLEMR
AL B GI2RAREZE, Ident AWS ity and Access Management &, RERNAREF AWS Mk
REER ERt 2 BN RS,

iZ CloudFormation 532 B EF A YAML iR E N FAIEXAENHRIR , BT CLI A JiERH
HRNFH SR,

AWS DevOps (REEAIELLT 6 N AWS XEiFER : ZEEXRE (FFRBILILIP ). EEAESR (BH
M), ITA#X (FEE ), EAMEX (FR)., BN (EXRE) TN (BRE) ., BXRIEFEHXE
NEZEER |, FS#the section called “X X, : 7,

TORFAF
Fth 2, BBRIERE
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AWS DevOps KB A AriEE
« AWS BREGTTED (AWSCLI) , A FERHEMNNERHTEE

- 812 IAM A& CloudFormation 4% #9 X PR

« —MNAWS AT (XE ) KPS

o (WHE ) MREEREE AWS KPR MEEE=-AKF

AEERENAR
RIERD NFHS

« 187 — EENERKSPEETEREANARZFN AWS XERNAEZE., TRABDE
AT AT SAE 428 1% UK 7 o B R

« B2EH (W) — h%ﬁ?mmﬁ@%%Uﬁ%mF%%MEAWS%ﬁOﬂm R =8 BE
% e T P U5 3R R

£ 1887 : BENREZM

EART AP | BG8Z — CloudFormation ##k , A THEZLNWEEKFPEENEZTE, IAM AR, &
EG R FRTEFF AWS KBk,

S8 1 : 92 CloudFormation &1k
AT ER B FENdevops-agent-stack.yaml :

AWSTemplateFormatVersion: '2010-09-09'
Description: AWS DevOps Agent - Agent Space with IAM roles, operator app, and AWS
association

Parameters:
AgentSpaceName:
Type: String
Default: MyCloudFormationAgentSpace
Description: Name for the agent space
AgentSpaceDescription:
Type: String
Default: Agent space deployed with CloudFormation
Description: Description for the agent space

Resources:
# IAM role assumed by the DevOps Agent service to monitor the account
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DevOpsAgentSpaceRole:
Type: AWS::IAM::Role
Properties:

RoleName: DevOpsAgentRole-AgentSpace
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: aidevops.amazonaws.com
Action: sts:AssumeRole
Condition:
StringEquals:
aws:SourceAccount: !Ref AWS::AccountId
ArnLike:
aws:SourceArn: !Sub arn:aws:aidevops:${AWS: :Region}:
${AWS: :AccountId}:agentspace/*
ManagedPolicyAzrns:
- arn:aws:iam::aws:policy/AIDevOpsAgentAccessPolicy
Policies:
- PolicyName: AllowCreateServicelLinkedRoles
PolicyDocument:
Version: '2012-10-17'
Statement:
- Sid: AllowCreateServicelinkedRoles
Effect: Allow
Action:
- iam:CreateServicelinkedRole
Resource:
- ISub arn:aws:iam::${AWS: :AccountId}:role/aws-service-role/resource-
explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer

# IAM role for the operator app interface
DevOpsOperatorRole:
Type: AWS::IAM::Role
Properties:
RoleName: DevOpsAgentRole-WebappAdmin
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: aidevops.amazonaws.com
Action:
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- sts:AssumeRole
- sts:TagSession
Condition:
StringEquals:
aws:SourceAccount: !'Ref AWS::AccountId
ArnLike:

aws:SourceArn: !Sub arn:aws:aidevops:${AWS::Region}:

${AWS: :AccountId}:agentspace/*
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AIDevOpsOperatorAppAccessPolicy

# The agent space resource
AgentSpace:
Type: AWS::DevOpsAgent::AgentSpace
DependsOn:
- DevOpsAgentSpaceRole
- DevOpsOperatorRole
Properties:
Name: !Ref AgentSpaceName
Description: !Ref AgentSpaceDescription
OperatorApp:
Tam:
OperatorAppRoleArn: !GetAtt DevOpsOperatorRole.Arn

# Association linking the monitoring account to the agent space
MonitorAssociation:
Type: AWS::DevOpsAgent::Association
Properties:
AgentSpaceld: !GetAtt AgentSpace.AgentSpaceld
Serviceld: aws
Configuration:
Aws:
AssumableRoleArn: !GetAtt DevOpsAgentSpaceRole.Arn
AccountId: !Ref AWS::AccountId
AccountType: monitor

Outputs:
AgentSpaceld:
Description: The agent space ID
Value: !GetAtt AgentSpace.AgentSpaceld
AgentSpaceArn:
Description: The agent space ARN
Value: !GetAtt AgentSpace.Arn
AgentSpaceRoleArn:

18y HEAEZR

60



AWS DevOps X3 A AriEE

Description: The agent space IAM role ARN

Value: !GetAtt DevOpsAgentSpaceRole.Azrn
OperatorRoleArn:

Description: The operator app IAM role ARN

Value: !GetAtt DevOpsOperatorRole.Arn

HIR 2 BREHEK

BITU T 2B H%, <REGION>E i Hthe section called “S#FHI X : 7 ( I8 |, us-east-1),

aws cloudformation deploy \
--template-file devops-agent-stack.yaml \
--stack-name DevOpsAgentStack \
--capabilities CAPABILITY_NAMED_IAM \
--region <REGION>

SR 3 o FfEA
BETRE , ETATHHURTHERAL, BRXEEUEEM,

aws cloudformation describe-stacks \
--stack-name DevOpsAgentStack \
--query 'Stacks[@].Outputs' \
--region <REGION>

LTRRGIERT IR 5

[
{
"OutputKey": "AgentSpaceld",
"OutputValue": "abcl23def456"
1,
{
"QutputKey": "AgentSpaceArn",
"OQutputValue": "arn:aws:aidevops:<REGION>:<ACCOUNT_ID>:agentspace/abcl23def456"
1,
{
"OutputKey": "AgentSpaceRoleArn",
"QutputValue": "arn:aws:iam::<ACCOUNT_ID>:role/DevOpsAgentRole-AgentSpace"
1,
{

"OutputKey": "OperatorRoleArn",
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"OutputValue": "arn:aws:iam: :<ACCOUNT_ID>:role/DevOpsAgentRole-WebappAdmin"
}
]

MRIEITRITTERE 2 #o , BREFZAgentSpaceArnfl, BEECRKEBEEKF AR,
TBA4: WUrEE
ERITREZRAERERICIE , E2TTF AWS CLI @9 :

aws devops-agent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

et , EFHREZREEREAREANARFAXRKENERKSWIFR THITHE, REATLGERI
T P FR RS R

2885 (ANE ) : AINERK SRR
EATHT , OFBRE  NECHRBZRTUKRE= AWS 1k (RS ) FHER. X5
REAMRLE :

1. EEEREZEA RS K, HEHE IAM A€,
2. FEUERIK P AR s [E] AR S5 1K S BYIR AWS KEX.

AE MMETHE 1D , RAETRERE, REWFERTESE 1 o
¥ AgentSpaceArnfii .,

SR 1 SRS KSER

LA TR SB FRdevops-agent-service-account.yaml, LEMRIEFBIIKF FEIZEKF 1AM
y=h =

AWSTemplateFormatVersion: '2010-09-09'
Description: AWS DevOps Agent - Cross-account IAM role for secondary account monitoring

Parameters:
MonitoringAccountId:
Type: String
Description: The 12-digit AWS account ID of the monitoring account
AgentSpaceArn:
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Type: String
Description: The ARN of the agent space from the monitoring account

Resources:
# Cross-account IAM role trusted by the agent space
DevOpsSecondaryAccountRole:
Type: AWS::IAM::Role
Properties:
RoleName: DevOpsAgentRole-SecondaryAccount
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: aidevops.amazonaws.com
Action: sts:AssumeRole
Condition:
StringEquals:
aws:SourceAccount: !Ref MonitoringAccountId
ArnLike:
aws:SourceArn: !Ref AgentSpaceArn
ManagedPolicyAzrns:
- arn:aws:iam::aws:policy/AIDevOpsAgentAccessPolicy
Policies:
- PolicyName: AllowCreateServicelLinkedRoles
PolicyDocument:
Version: '2012-10-17'
Statement:
- Sid: AllowCreateServicelLinkedRoles
Effect: Allow
Action:
- iam:CreateServicelLinkedRole
Resource:
- ISub arn:aws:iam::${AWS: :AccountId}:role/aws-service-role/resource-
explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer

Outputs:
SecondaryAccountRoleArn:
Description: The cross-account IAM role ARN
Value: !GetAtt DevOpsSecondaryAccountRole.Arn
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HUR 2 BRFBARSS K S Mtk
EARSIKSHERE , SITUTHS :

aws cloudformation deploy \

--template-file devops-agent-service-account.yaml \

--stack-name DevOpsAgentServiceAccountStack \

--capabilities CAPABILITY_NAMED_IAM \

--parameter-overrides \
MonitoringAccountId=<MONITORING_ACCOUNT_ID> \
AgentSpaceArn=<AGENT_SPACE_ARN> \

--region <REGION>

ST 3 RINR AWS <BR

TR E MR 120K P FF 02 IR AWS KB, SR LUEE 62 2R R RN EHR R BERRKIL B, T
N BIE P 3 ML AR AR

UL T #R S F A devops-agent-source-association.yaml :

AWSTemplateFormatVersion: '2010-09-09'
Description: AWS DevOps Agent - Source AWS association for cross-account monitoring

Parameters:

AgentSpaceld:

Type: String

Description: The agent space ID from the monitoring account stack
ServiceAccountId:

Type: String

Description: The 12-digit AWS account ID of the service account
ServiceAccountRoleArn:

Type: String

Description: The ARN of the DevOpsAgentRole-SecondaryAccount role in the service

account

Resources:
SourceAssociation:

Type: AWS: :DevOpsAgent::Association

Properties:
AgentSpaceId: !Ref AgentSpaceld
Serviceld: aws
Configuration:

SourceAws:
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RAriEmE

AccountId: !Ref ServiceAccountId
AccountType: source
AssumableRoleArn: !Ref ServiceAccountRoleArn

Outputs:
SourceAssociationId:
Description: The source association ID
Value: !Ref SourceAssociation

{5 PR R 422 K P AR AR B SR B 3R

aws cloudformation deploy \
--template-file devops-agent-source-association.yaml \
--stack-name DevOpsAgentSourceAssociationStack \
--parameter-overrides \
AgentSpaceIld=<AGENT_SPACE_ID> \
ServiceAccountId=<SERVICE_ACCOUNT_ID> \
ServiceAccountRoleArn=arn:aws:iam: :<SERVICE_ACCOUNT_ID>:role/DevOpsAgentRole-
SecondaryAccount \
--region <REGION>

56 UE
BIIZITET AWS CLI tn S RBIEENIRE

# List your agent spaces
aws devops-agent list-agent-spaces \
--region <REGION>

# Get details of a specific agent space

aws devops-agent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

# List associations for an agent space
aws devops-agent list-associations \

--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

RIEAHEE
A 9148 5 JL 1) BB B T A R X A ) L

¥ir
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CloudFormation F& % ZI&REH

o WINBREEDHITERREthe section called “XIFRIXIE : 7,
« HIAER) AWS CLI BELE T MR KR,

IAM B &I XK

- RIIEHBBZIUEREEREAEENLEHRCE IAM A& (CAPABILITY_NAMED_IAM),
- REFEHRFMHRESENKS ID HEEF,

B K P 3B 8 K K

« FMERELTER BIRKFHERRTEHE. ER1%--profiletrRisEERN AWS CLI EE
Mo

« WiFAgentSpaceArnZ ¥R B EE 1 o Hik L PRI BT ARN HHITE.,
IAM & B EEIR

- IAM BEERATRFE/LSHTEERE. NRVEAGFRVAGEREZARY , FEF/LoMH
EXEE,

B

ERBRAA IR , 1B RIRF R BR#ER

BE  HBRERKANRENREZENMAAEEXEE, WRETERE. EREREZH , FRARKE
BEMMBERRER.

BT AT 8 T M BR3tEAK

# If you deployed the source association stack, delete it first
aws cloudformation delete-stack \

--stack-name DevOpsAgentSourceAssociationStack \

--region <REGION>

aws cloudformation wait stack-delete-complete \
--stack-name DevOpsAgentSourceAssociationStack \
--region <REGION>
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# If you deployed the service account stack, delete it next (using service account
credentials)
aws cloudformation delete-stack \
--stack-name DevOpsAgentServiceAccountStack \
--region <REGION>

aws cloudformation wait stack-delete-complete \
--stack-name DevOpsAgentServiceAccountStack \
--region <REGION>

# Delete the main stack last

aws cloudformation delete-stack \
--stack-name DevOpsAgentStack \
--region <REGION>

JBESR
£/ AWS CloudFormation A ~ 75 £ 8BE AWS DevOps IR/ :

- EEEHMER , BESEN AWS DevOps RERLE I
- BTHRRIEBHEEENMEESD , 1S Hthe section called “DevOps 4 THEE S
« ETHRIRER Web NARF , 2 Hthe section called “ft A& DevOps {XI2 Web R FHREF ? 7,

£ Terraform FF & A AWS DevOps Agent
BLR

AEERMEER RIMAER Terraform I MEFE AWS DevOps RERIR, Terraform BLE R B3I 612
RIEZ=E, IAM AR, BEANARERM AWS KA KB,

Terraform FEBINAMAELEN T RESCHEMEMEIMREE , BaHiT CLI AT IEEHRERNFESP
R

AWS DevOps {RIBEJIELLT 6 N AWS XA : EERE ( BFFRLILEL ). ZEFESP ( HE
M), EA#X (FEE ), EAMEX (FR)., BN (EZXRE) TN (BRE) ., BXRIENXE
NEZEER |, FS#the section called “XX X : 7,

FRF M

HEIFtR<Hl , FREAREEAUTIM
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« Terraform >= 1.0 E&%
- AWS BEZ%¥ CLI HERMEMNNEREHTEE
« —NAWS ATSE (FXE ) KFPHIKF

(i) MBLDREE AWS KUK NEEE = IS
FiEERENAR
RIERL HFES -

- 187 — EENERKSPHETEREANARZFN AWS XERNAEZR., TRAHDE
AT AT SAE 428 1% 0K 7 o B R

- 25D ( %) — ARS KRR AWS XBk |, HFEEBEKF, IAM A€ F echo Lambda & |
ZKF . X AFAREZE KBRS ERR.

B8 E IR
E1 5o BEKS
- IAM At (DevOpsAgentRole-AgentSpace-*)-BH DevOps RERFIEFEULEKF . 2

$EAIDevOpsAgentAccessPolicy R ERBEM AT A ER REERRSHEXACH NIREKRE,

« IAM & (DevOpsAgentRole-WebappAdmin-*)-RERNARFA® K EERERE
#IAIDevOpsOperatorAppAccessPolicyEE XK,

- REZR (B ERH ) -fEfHawscc_devopsagent_agent_spaceBREIZN A RKEZH, 2
BREANAERRFEE.

« XBt (AWS 525 ) -fFHawscc_devopsagent_association®RF ANk e BBz
8]
« XREK (AWS KR ) - ( A& ) ARSIk P e B R 22 | A 1T BB K P M5 42,

B28D  RSKES (Tik)

« IAM At (DevOpsAgentRole-SecondaryAccount-TF)-EEEEBZMNEKF AR, ZKEK
PHRAEBZEEMNEE, BFEAIDevOpsAgentAccessPolicy EERBEMAFCIER REERRSH
KAEHHNEREKE,

« Lambda B (echo-service-tf) — —/NEZ 5 ASHHY & 2 REIRS
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RAriEmE

RE

HI 1 mERBIERE

git clone https://github.com/aws-samples/sample-aws-devops-agent-terraform.git

cd sample-aws-devops-agent-terraform

FR2 BEXE

EFRHIEEHARBENMRENERITEER :

cp terraform.tfvars.example terraform.tfvars

terraform.tfvarsfEAEZNREZE BB RHITRE :

agent_space_name "MyCompanyAgentSpace"

agent_space_description = "DevOps Agent Space for monitoring production workloads"

B 187 BBBNREZHE

EARTH , SFEENERKSPeIZAERZE, IAM A, BREANAERM AWS XK.

FB|A BAHLHE (HEEF)
ERRHNTBERAKELRE -
./deploy.sh

LHZABZ) :

- BREBEXREMH ( Terraform, CLAWS I, iE$ )
« MMREEterraform.tfvars , AN R 622
o MM{t. Wik, iTXIFNA Terraform

HE , WREEERFIHEH

terraform init
terraform plan

RE
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terraform apply

yes Y RERREEHIAIBTREA,
L2455 iEFmE
HBZKE , Terraform 23T EHH, IEXRUTEURZRER -

Outputs:

agent_space_id

agent_space_arn =
"arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/abc123"

"abc123"

agent_space_name = "MyCompanyAgentSpace"
devops_agentspace_role_arn = "arn:aws:iam::<MONITORING_ACCOUNT_ID>:role/
DevOpsAgentRole-AgentSpace-alb2c3d4"

devops_operator_role_arn = "arn:aws:iam: :<MONITORING_ACCOUNT_ID>:role/
DevOpsAgentRole-WebappAdmin-alb2c3d4"

primary_account_id = "<MONITORING_ACCOUNT_ID>"
primary_account_association_id = "assoc-xyz"

MEBLITRITRE 2 22 , ERFiZagent_space_arnfl, BEFEECRKREBERSKS RR,
S| 3 W=
ETHEERIEHA

./post-deploy.sh

REMEH CAWS LI RIEIREZHRE S A GE :

aws devops-agent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

teat , ENAREZBEERAREANARFHAXRBKRENEZKSWIER TRHITHE, REATNKEZRL
K = FREY R

L2845 (AR )  AMBIKS

EATH | BT RIRE  LERBERAJLUEEE =N AWS kP ( REKF ) RRRER. XFRHE
MR -
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1. AWHNE @ ARSS k= BV R AWS KBk,
2. FFEKF IAM A& echo Lambda BRI EZI RS K

/A Important

EMERECH , MIERE 1 HD. REKFBRBREESE agent_space_arn 1 FoH B
HAE,

S BEERSKS ID

Edterraform.tfvars , RELZEHNESHKS ID ;

service_account_id = "<YOUR_SERVICE_ACCOUNT_ID>"

FSB 2 RENREZE ARN

SHE 1 HowmE (SB,2) PHagent_space_arnfBEHFHRE Nterraform.tfvars :

agent_space_arn = "arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/
<SPACE_ID>"

REkSRREALERBEXAEKFAENETIREEE. XEFRIABEREIER TSI,
% 3% : BLiE “aws.service” 1B

Edmain.tf , FARSKESNERE BEaws.servicelBHEHN B, BuLMEABERENXGHKEA
At

ERAMNABEH

aws" {
alias = "service"

provider

region = var.aws_region
profile

"your-service-account-profile"

FEEARABSE
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provider "aws" {
alias = "service"
region = var.aws_region
assume_role {
role_arn = "arn:aws:iam::<SERVICE_ACCOUNT_ID>:role/OrganizationAccountAccessRole"
}
}

FR 4 BBE

MRAEHRNEE

terraform apply

XRERSIKS FOZTHIR

- SENEKFFHRIEZEEMN IAM A€ (DevOpsAgentRole-SecondaryAccount-TF)
¥ echo Lambda B#{ (echo-service-tf) #ER RHIPRS

AR R AWS KBRS k5 /RR<E,
SB]5: RIESE
izt @] B R SS LATEIA Lambda B E B INZRE -

aws lambda invoke \
--function-name echo-service-tf \
--payload '{"test": "hello world"}' \
--profile <your-service-account-profile> \
--region <REGION> \
response.json

cat response.json

A Bk E
IAM f£HE3EIR

- ZEESEE IAM ACSBZAMREZRGIE tine_sleepZBH 30 WA, DevOps KBRS
QECNEREZEHARIREZAA/CHEEERR , IR IAM HARTLEE , WTERXAK, IR
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BMARBEEEREER , BHREFZAREterraform applyBRET — IAM AN ELEFE ,
R FARE R M EIRAE T SR B b 75 R EIZ 1T o

R IR

- BIFEN AWS I REERUZACNKRKEAMLERN IAM R,
- REFERRZHRESEHNIKFS ID HEAF,

5K P &R & R W

MM Aaws .serviceRHEEERSKFHNER, FRATEREXG4IRAABI,
- WifiZagent_space_arnfERABEE 1 o HFH ARN HITE,

KK Z Terraform ERIEH

- BIANEMawsccRBREFMA~> 1.0ESKR
7K, awscc_devopsagent_agent_spacefawscc_devopsagent_association®EREFEE
AWS =R R AR

=g

MREHBTE 282 , VEBKRABERR , BEEARNILFH
./cleanup.sh

HEFH

terraform destroy

24 XFEAKABBREHREZRMAMEHERKIE, E8ERECH , FHREZOMBEEEEFEE.
2EEEIM

* Terraform ELEFEAFEREAE IAM AE , ZKEN LiFaidevops.amazonaws . comfRFEH
AMAXERE,

- EERBIFERFIIFENEE AWS K/ MAEZE ARN BI5A4.
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- TERKHBEF/FENREN, REFRALNZLEREENBEN IAM K,

- BIKkF A (DevOpsAgentRole-SecondaryAccount-TF) EAEER#H , HEASMNRTHEE
AYXIEZ2 [ ARN,

BELSTR
5 Terraform #& AWS DevOps REBZ /G :

1. £ { DevOps RERAFIEF) # 7 #AWS DevOps RLIEH £ EZBINEE,
2. ZEN Terraform BB EREEM CI/ICD &S , LT EFLEMERER,

H 7R

« AWS DevOps RIBFAFIEM
o 1l Terraform TZf&E
« CLI AI'l3ER
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5 DevOps REESE

5 DevOps KB & 1E

AWS DevOps NN EIFZE, REMTF , RBEEBNEHEGARFSENEZEAREGIE. AT E
T B A E A DevOps ARSI It 4 Sy A BN B

B EE4mAL

HRMBIEHE , TeRBEIEESRENANESENK. WIET EHH webhook R F ALK SR ,
DevOps REESBHFRAE. REBELDHER. BE. RE. RABEXMNBEAHLIER , LIBEER
AERHAREERITR. MREFEHMAR) , ATULEEET A DevOps gent Space M& R AR FFH
4% AWS Support , ZRNARFLEIEXFIRMAZTREET S , ST XLEEREELRIMN
NB. BXEZEER |, i5S M the section called “HEEHH R,

1% E DevOps 1£5%

EEHETRASPNEMINME , EF AT UBES XN FHRAE S DevOps REES, FHBEAES AN
BXEN AWS BR, REETRR. BIRRSNBEBALIERKWAE, HXEEHEERATIEE — H
REERERER , (RIS SREFRRBENRIR , XIBENWEE , REEMEBRER 2, &
B EREBENMERNRREE, %’*lae#_*"ﬂ]ﬂﬁ B, METEEFEZER, EXESZER,
&2 A the section called “#&%E DevOps E%H ",

£ bl X

fERZEHE , DevOps Agent 20BN AERLIERFHER | VERBIL , BFIEFREESHH
BEFHRNEE, BICRENANAE : UTUEMESSE, MiXEE, RBTEMEMEREY, KBS
B#T—REE  HELAEFEHNEFEN, BUNES, E4RREHE  TRARSNENRIE
REY | URERRKNEWN. BXEZEER , IS the section called “EZ T ER",

SESE Ty
s

EHMENFAETUEIAT=ARz— B3,

5 DevOps RE&1E 75
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- WEERK YRE]LA15 ServiceNow N EE K —#fF A DevOps gent Space EHEEIES RS,
EERE , BNXEFEIHRB3ftK DevOps KEBEHIIR AL , M DevOps REFERB TR
MEFELI, BERERRDHTRNEHITRINER.

« Webhooks-#R A LA F webhook B RKiEEH., AWS DevOps fln , &7 LAfE A webhook &I
T PagerDuty # 5 Grafana ZRft &% EH4MMNFE,

« FZ-ZA LLMEM A DevOps gent Space F4& R AEFH “SH4E R &I+ F 30 /3 31 B4 10 K iF
B, BAUEAERERE DevOps REFEENEHNERBRAXEX , eNHEREITK , WEHR
BLER K WERKRE  HEFRHFEEMAITR. BETUMNLATLE B RSP TERBUR
EBFHBAE  ENMBERATEEEREMZNERA 2 TERERNBEUBEREARR ; CPU £
AEXE , ATREETERFRSNE CPU FIARENRABEBLHESIRSERTEZHNER ; IE
BiRRIEEBEI S NIER. NARFAFZHNBEHRERRRBENARFERERLEMYBER.

Incident Response Dashboard

Start an investigation

Latest alarm High CPU usage Error rate spike

BEH THHRAEE F , RESEREGRHA - LHMIFA
EEEUATFR

il

B, UEBPREEPBHTRIE, BEXE

- BEFF-MEEBENHER, SUUNERITREUNSE NFETE,
- FEER- (WL ) HRRENKEER. B, AEARIEBER,
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- EHAREBBNNE — A UTC BXBFEXRLFNE, MREHAREBER , BHITAR,

- WRLNEE-BHER , FENAH. BAUAXNHEH#ITEENL (&% 400 MFH) .

« LER-MNTHIRFEFRBEMLER (BN "),

BREZESEHRARXEZER K ARRG ‘FHRAFE.” K. AE , BEETIREFAFERE ,
EHREETLLE ZIEH DevOps 5 THETh !

E LS

DM R AWS DevOps Agent EHMIRI RS E — M B, HAIEHALART , $l205k B Datadog #Y
BiRk. KB Dynatrace WEH# 5 Dynatrace BRI , AWS DevOps Agent 2EJLI ¥ Bah b B %
B4 UAERNMVAEERFGHEEIN G FAEMXE, ServiceNow

P BNEEDNREREHRR—RAEXE4HTHESIE —RBAEDR , MBREETENTRE
. HFEHFIRET , AWS DevOps Agent 2FEEIBEQ ( BFE N 20 2% ) ANE4HTON , @
T ESNAE, SERAAIEREINS N, REAFMELYE, wEXENREERERE , UWBE
EHzEIXR,

AWS DevOps REMEATAMNREZ — :

« KRB — HEMHENRAREXRKER , ARZAEREESES  HPES/AXHEANERER
« S — ZRHEXNEARTHINIRLBE,

EETVURE

HEAXEN , FEREQRT—KIESER  HPIEXKE4NFAE S NRERHEE, EFRHA
AWS DevOps gent Space Web R AR L , fREFE “EXxE" BIRS UK BREEHRBRR E R B
#E, FERAESIT RAEXBEBEHNIIR , FETMU—EEEEERAENMHERRDBENSIBE, B
EBE S R4 ( ServiceNow PagerDuty, & ) fI/ABRIE ( Slack ) FWEI—&BEA , FAZEHE5KE
EEEX,

®

BUHKREBRE M B E SCRERA N

MR AWS DevOps REBEIRM<E T E4 |, WA LUEE Agen AWS DevOps t Space Web R FATEF
FHEESEHMXEK, XFIEXEERNEHAEFRLTHNIMLFE, SETENIETEEMKEK
B AWS DevOps AWS DevOps RIEBR EEH NHE ST BRXBREM B E X BEANKIEES R
H,
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FRAKESR

AWS DevOps ERA R AT E#ES Su AWS pport BX R |, LIE{L BN EHMARE, HEEE AWS
TEIBIINEAFE BT | BRI LAUEE A DevOps gent Space MERM ARFEIERZIFERAF , 315 AWS
IHIBMAZRAEESE  MNMAEEHREBAENRE,

THERE
ERESHR , AWS DevOps REAERESMHWLEBE , G35

- REARRBAEER

o DITENR, BEMRER

- FETHABEIMIBEHLIER
- BUWHANRIERE

- EHMRSEITHRIRT AR

B L B #EBE A AWS DevOps gent Space W& N AR AWS A& LR Supporte HBIXFM
Bf , AWS DevOps Agent 2 B HIAE A %134 Support, NI A HFIRMEREXENREE
NEEESEE , MEFSEFIHRENBRBEAT. AWS

5 Su AWS pport BI R

BB FRMIE , BT LUE A AWS DevOps gent Space MENARFHNEMIMIXEOHE AWS XiF
BB, MMiLEEEB ST TER

« 5 Su AWS pport TFEITiFiSERHY RB LR 88 AWS DevOps R A 5 #9 8 ZE B 8] &
« £[E AWS DevOps —PMNAREHFEEFE AWS R Ba1 2 M EHBIINETRES
- BRESEXHAZTHMEESRTZE

B R AR5 7] ik SR BE AT i (8] AWS DevOps REEZEFR S AWS upport XFiE , MRt VEFN #7152 8] B
xE,

Support TR ER

BeeR BT AWS DevOps REOEXIFRAIH EZRERURTEN AWS X#FitXl. ESH Supp ort
Plans Fi P 15r , ¥4 7 MRIEHIFI,
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7E X Basic Support EF L EBI BB ARZIFRA , LT EF AWS DevOps RERE LIRS AWS X
BHAEXZHEF TLUEN AWS DevOps RERIE RG] , BEXAMIFHBAWS ZIFFLEZFIRITE
., EAFREZRTEEETHRANZE. AEEMITRIBTUEARBEFNERPRELR, AWS
DevOps BXXHFITHINFINW TR FMES , SEMABNEMATARGI™ERE , BS6 Support Pl
AWS ans i FP {5/,

5 Support £E T AWS BLEFEE

LHIRBE A AWS DevOps gent Space MENAREFAIEIFRFIN , RE<Bz15 AWS Z#FI1H
EUTEER:

- PEREIE ; ZERIAFHESIR Y AWS DevOps T #ridsk

- RRES  ZREH AWS FIR

- AIMEMHKIE  REEREERIEMNEXER. AEMERER

- BRAEXR  RBHE, EMBENERNEEEN

- 82 BiIUERERE AWS DevOps I

- FTE  SHNCENTERE

5 Su AWS pport REMFTEHRERER/ENE AWS WEREEEZENLZLEE, AWS DevOps Agent
RAEZEELNEAFAERXINES , AEERALNBRIELEEEE,

TR 1EH

E# A AWS DevOps KEH Su AWS pport E£5K , IBHMITUTERE -

1. BRIEF —NEMEISU AWS pportitXl.

2. WIF&H AWS DevOps KEH IAM IR BIFERIE L FRH| ( X% : CreateCase , X :
DescribeCases ) o

3. & AWS DevOps KB ERFAERBH BEREE AWS XFHBIRT , iEMEH A DevOps gent Space
MR AREFIERE “FRAIIZHE,

4. EFFS Support £REM AWS AEMHE,
5 BREEHNZHFITRINFIER BT LR EM,
6. IERXRHI- AWS DevOps REL B BEENBAERE,

WRXEOLBHITFF , AFEILEFHAE Supp AWS ort &1k,
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FHFAFLE W

AWS DevOps RES TN EHRAEERS , MREHEHNMENEN , NTTREREENEZEWRR
LR R 4EEH, BT Operator Web M AR HH Ops Backlog T H i R E 3 B4k

FHNEHTALR TFRE

AWS DevOps REMMERIENEMHEE , WAEZFANIGRIBR , U IERREAESHAREFIOR
AeSE (MTTD)o ZREDTZSREN , UBEATUBILRRAEBERXRBHNEN , EREREXES
RV, SIBRIXEEWEFAREN,

RABERT , RESEABEITRiIHE, MREFENEFHTIVME , AT EFERERE, FIiT
fRRERT AT A, SRIEAVIEEERNEWHN R TRER RN , SRER.

REEZI T OB S | E/RTE Ops Backlog THEKRBRIU D EKERF :

- AMEM-EEER, Bk, AXRERNRETAMENER , UER, EEEBON R,
- BN — AEHRREKE. RERENELRENE

« A — X TEAEBRE, EEIE, NiASKENBREFEHNR

- REXC-RENARFABRE. HROENADE SRR,

XRHRARYETRBEREWHTENILS , FATCREANNERTRBERVRELIAF.
LH

c BESHRELT — REHBRBARRER , MARRENXHEERER FZR

« BOBERY — LEHEANZRESERER T | TET 6358 ot

- RERSHM — RE\EEXSHRUEMEEHNEMEY, TARENHERE

- NAEEAFZEY — FAGESANLE  #TEHNENE0E | M= ERKHZE

RERE

Web App #J Ops Backlog WEHFH “REME" #HATHRE—XEBHTFHNER. BEHBTOHNE
HRAEHE K WEE4EIENEHEC , URBLEEYURBEFREEVEREHTN.

ZRETVHBERE T BRABERIENITEPRATHL , AERNE T TN EHNEERR~EHK
FNREFIENE
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2 5l 1A

&I A2 | AWS DevOps M EEHHERREI

o FE{TIEfE-%# & Ops Backlog ( EFH B ) MEHAWIENETIRE T ILEF R ITE. H&RIE
HiAEERNENW IO TRERH®R | XBER.

+ BILEERITHIE-$ Ops Bac k log (RAERHEN ) HEHH 1L iR HEATHELHE
M ATH 45,

BEHE
AWS DevOps X 7E Ops Backlog MEFRMHEWN , BAUEHTEENERXLEEW

- EFEVWHF-EEEWATAENFAGENE , KU EEFERFAXRBUNHENESES , &
BRAZBWRMAKENSES. MBZBRNEESR, AXRABERNEN , BEUEEAEMEN
ST, ZASE AT AR A 4mAD R SK

- RE — B RE TEFHPBIIIRPREBUAMRER, X 6EE T S22 1T %) S8 hE BB LL i 7 R
BREME,

. %ﬁ B RF AINEHETRFIRPBIBRESE, SERRFEEN | RAUABREBESERAMTA

TREARMWER, TRIMMNXERBEHREHI , AFAXERBEIRRVEWRER/EE , BF
lt;b}iu(h#ﬁ‘flﬂ MR SENEEMLESTMERE M-

- BRME-BE B HRUFIEHNETK. XAINFEERENA T HERH , AR TKEGER
B — R E AR AR L,

« BEMIER-RAFEN “RE” H ERME" HBWUTUERY 6 BEMER , ATRRSNEIZEWTT AR LN
MHB B4, X LFER Ops Backlog ME L E TRAKXM A | AR IRRIZE BEE.

- BUEH — YRABUARTUBLOFHE4N  SEFAFRY. EF THSEXBUNR LR
RBEHOARTERUL
RERENE

XNTFHRABREEERNEN , AWS DevOps REAUERRERENT, ZABRET —1IaH
L3# |, AT EER A HBRIER TR,

ZAEELE
o FEEFRR-EERERERRNEE

R, 81



AWS DevOps K A AFiEmE
« BRBRBE-NEETENSRER

- BrERE-FERTEANRERHEE

- RBER — FAHELRFEEANRBNERER , UARBFEN XA BRENZIEZSZM

o WHAEBR-FENHABPLEZ R

« KX — REXEENDHBREE

Agent A EET N RREREBEREREHTESTREENFMEN LT, MEESIRITHITAKESHE,
MM nRE#EIEE, back-and-forth

3K e W
7T BRARESREEDEHTFRUNNE  HERTIA T REBERATIXLEREY -

- FARERANT — BXABTENRN , BEAERNAETHERESRERERESFEAEFIHE
HER ISR , MR SEHE,

- AIEFHBETHRMNEY — FRUEHFAMNIERSAIMEEETIE , MBRXERNUEH
ft TR THE—EEREER,

- REFZPNEUHTRESEF — BEXEHNBRENSIRTENSHABEGEMRERENE,

- RIERKCHEHE — BEINBRLCEHERRENENHEBMERL , KEBLERNUEBESE , HEE
HEM M,

- ERRAMNBA-SREZIENRENMENEARLZEN , BROEMNAEXIRAFHMENT ST
Ro

%% DevOps £%%

AWS DevOps Agent On Demand Tasks & —FERRN A TEEE (Al) B EBIF |, F=ZEHAREE
BEABARAESERNENARFEN. 2WRESTRRH B EBERLRF, B LLEEEXREN AWS
BIR. REER, BRRS, FBALNE4EXNEE, PXTREZNSGREMZENZEHRIER
HERER , TRESN AWS BFHARKET EZ AR,

IR E K 1E A DevOps gent Space Web NAEFF , AJRBELEEEFENTNEEME LT XM,
ZAERENEFILIER , FEREBRECHNITR , AEZNERAEM EBEBR.

ESaED

AWS DevOps Agent On Demand Tasks Rt £ EHZIRERFBEIEEEN T AN EMZEN .
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RREH — WRRIEZEEFH AWS TR , B Lambda 3. DynamoDB %X, EKS ZfE, iE$HH
HEmiREiE, MXAUURBESITIHEREA, REREFIFBRESEBETEN ST RR. Hlw, [ “FH
%/ Lambda fE{# M Python 3.8 ?” & “RAE S HMIERE 2~

REBTRRDT-ERHBMALREESTRRER , SHEEHRRE, HIRE, CPURARNRS A
Att, BIXRALERBZSENRARNBRBE  FRNRETHNES, REMN TE 24 M RAE
RTHLEER 27 2 RHOFA = “TE—/PEAE Sxx HIRG 27

BHERE-HRETHRMEERTHNRAENEE , S EREARRSH, RITVRIR, FENBEMER
FRERX. WXTLLRNEANEHERER , ARBEHLBERHEN. €0 ENMAKREINEHERER
RAAL? R ERAENTFHERGERZD 27

BEES- EEFREFEAEN  BEYERRECIBERS, RABENBIREFEARESH
RIESWE. BEESHA | I SOTH MRS A5 EFEH RCA” 2 “RK DynamoDB RHIS
BRI B,

PR R-EREHLRENE , SIMNESTHRRRE. HRBENBEFTHT. B4FESETRER
B, AXBFEXNERHITRAMCERE,

BUGGE-ERBERE (PIUNERERSNEERBERNEN ) EWSHMHEN, Chat BRTE
AWM EEEEN, i, ‘@EERTUR LS K DynamoDB KB4V EI 5 “HLLiE
AT BAHE BY 3% 58 AR 1t 40 T 1% SR EZESR [RIRR 2 7

7 B B R

B RAER K AHEMRM T A DevOps gent Space MERRARFNAM, £MAEZE—1 + New B K%
H, —MNATSHE ‘B4, “BRESHEIIIR M RV TE B2, AR—NERRREXNE
B IR Eo, ER EFLI UEFLENTEXNERFIEH,

Chat 2RFEMNF RV ERHIFRBAEAL :

I — HRBXEH Agent Space BIR, BT —MRFIE, BRIIEER AL HE T BFIEX
BRI MRS, B LETXH , B ERREEE, HBHFIEFK, AIMEEMTRNMHITELE
o

EHRN-EFEEHRNEREN , WRAXKEZRAFNAESLS, BRNENSHEXNEE, Chat
AD AL EESRE , FHELRRMSGH N,

BERE-EEEREREN  Chat MEMEXZASN I TYRAEE, WASTENAE, KT
Big, RAFESCHERTL, BETREHES MR ARIESBEEA,
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M- EMpREL , FRAYERENRN , THREIBWNERER , HRESNBS E. BRI BERH
EBHTb R WAL EIRFH T REE,

HEENEzRERE  IXRAEDATA , BRETX2RETL , RENHIAERREHEERXESR
HIRT RN ER , ERERXBENERNIBR THEN, SEREHTINENER , Chat 2REF
TENNERLIEE , HEERBEER.

B35 B A R

Chat £1R#E#R7E A DevOps gent Space MER ARFHEENNERBARRL G , XfHFEBRATTH
RETFEEEZANNBPELRRCEEAREHEXER.

EFFERHEREN , Chat 2 B3 THIEARNRZBEFE, BN RETHLBEE?” 2KHME
B WE RRRTBERR 2 FERINERNEE, HEREESMAR , Chat 2FENATIER
HITNAE , HEEHNER T IEMAIRAER R MR,

£ “Fifs” WE L , Chat TRE|ENEHTPHBINBNB, EHLBITFEF D TEHN Agent Space £
TXHHHE, RELSRINEARHE —BEENEREHANENAT,

M RN TTEEE X" 6, BIRT /JLETTR T R R E R E R, BN ERE, &R
BRRERRR, RESHEERD , MEAEFEAHAFEREUET R,

XMERBACCLTEREREEERIANEE, BUSRFEE , N\l E /RN ERE.
BEXNIE
PMRREXEALIEFK , FETUARZE 2N ITIEHSE ZBINER,

PR NE- LTI RERFN “FEE B, TEERRE LT XEIAF BN E, TR EFS
ELZURPRFPHNER , RIETET R D ith iR H XA EE,

TR EALIER-BE HLIERK AEEREZEP ZANRAAENE, NERNEIRFHES , FAHH
RS RIBMIA R XA, NEHLIEFRELRE 90 X , AANEEREZRFNAFKS R LT

PGS FH-AA LR FEFREMNEUM ERPE T4, MRERET ZEENTE LT,
R RN I AN BRI NEERE., YEEEEXNERRTEN , NiE L TX2EEF | B4
ENEN L TXSRFEN S A ERTERR.

FER , NEFLERESMEZAFREREN. —MEEZEFHNERAR , b ENEMERE
ZEpE, XMEETEARBREENARARNHBRBEERITRE.
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R ITH

AWS DevOps RS RIIF A | EVRIRAER] 7530 FUAV S HOLARAAL S, Artifacts FEBDR SR
hRMT —AEANKERER , BT EENGE A LRONE , PIMEERE. HRWENETR
RIS

Z AT LAM A DevOps gent Space Web R A FFRRVEA R EBEREH., Chat ERAZHBIRE L TR
BEHGERNBTEE,

THHITFRE

HfRit Chat Bl ZHEHMAARES , Chat 2EM— MM (BERBNHXXY )  AFEEREXNE
ED R HFERP

ER-REBRESBERAGIBRE S X, F0 , B[ “FHEH Agent Space ERBEAEZETIRRIRE
5 “EE R EE 4xx FHIREVIRE,

EE — MYEFENEZSINTHAERT. EAINERES Chat EFINENEEZTERNR.

wiB-EE PR ERN THRITER. B0, @R HINAEX Lambda BRI H “EHIRE L
B L MNANEIE . Chat 2BIEEE RN EQOIE THFRE

B8 Rl

LUTRRBIER T B L@ Chat fRFIAY R R, XLERFIRABHIM LT X#ITAR,
Artifact £ X &

1£ DevOps Agent Space P& RN AREFHEMTE L :

- NEM Agent Space EREBABTRARE
- Bl FRAME 4xx IRV IRE

- £ E 30 RWSESHRHERS

« BIEAAXNRSHBERENHE

- ERERIE 7 RWBEF LIRS

s FRBERBRNWECCEE —HIREF

TREREN

1£ DevOps Agent Space W& RN AREFEMTE L :
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- B%4 Lambda EEIEEMA Python 3.8 ?
- RAEMSSHNIERG ?

- JIHFESERFEITTEM DynamoDB &

- MEBRTEFPHN EKS £5

- FEE £ 90 RAKRZBEWL Lambda B%K ?
- FIHKREAMRAZEEIN S3 FHE

o BRLE RDS SEHIIEEETHIERERA X ?

REETRAEN
M RN R BHEA TE

- TE 24 P ARLA T FLEIR 2

« BE—/PEIAE Sxx HiRG ?

« MEERXMIRSH Lambda HiRiESH

- &K ECS 8K CPU BERAEEZD?

- BNAESERPREEETRENBIR?

- ARBHERM API Gateway FREIEH

- FABMERSHERRES?

- BR—PEEIE 24 PN ERRERS

AT 4 T B &1
kEHH

« BH Splunk BEA

« EIEER Prometheus IEMRRHEERRE
- NZRSEE T WL Datadog M MES ?

- BIH#H Relic BIRHKME

« A3 E Dynatrace R E B

BELBEHN
M B T -
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- ENMNABRERNSHRERMTA?

- TRBAENFIIRRNEREZD ?

- B FANEEREXR T

- B2V EHEHTF DynamoDB BREISIEH ?

- MEBRIIE-NZENRAEER

- BRERRSS & EMNEHRINE ?

BEFEES
MNRBAEFIERE :

- IRETHABRE?

o PRER T WREERIR 2

- REUNEFRERESRR ?

- FREFFRENSHVRBRRMTAL?
- RAMHABHER , XRBARRA?

« BPEAEESIFEIRARR DA ?

- BEfRVEERE , #RETES?

- BR-ODEHEENEE

REESEHR

MNAEFERE :

o ROEHRARAERTE 14:00-15:00 2B ZAFRF EE , HEHEH RCA
« &3 DynamoDB RS Bn B i %

- REECS EHBREUEEFEREAHLSIE

- AEFRE 2 PRV EE , MARERXWAE

- AETHF 3 RNEIRBIERER

- BF API Gateway HEM A2 Lambda A&

TP 2 W E R
RE TR TE :
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s BEN=AEHMMHENRMTA?

« EEEBRAILB LS R DynamoDB BB 4RIER 1L

o DRLEZEI AT LAFS BY 3 B AR 4t 40 U 1 SR 2EIR (7] & 2

o 5I AT BARR LE SR B4R Y AT U 14 St

« MEBRIAMARSHEMIZMEEIL

o BRLEEITRERMNFINEHRAK ?

ERTIZEPREHA “BX”

BIXThee A £ P A DevOps Agent Space MENAREFHEA, REIEZBUR T A0 EFE 2= [ 2
EENEWEREZEE,

45T 228

LRI BN REZEN , WXIESENEH. ETEHTHMOEESN IAM XRIEE, BE A
DevOps gent Space Web R ARFGE , BRI ZEMER K AERE REEMRTERZMN,

MEREZHE
WMRETE Chat R 2Bl I2 T AEZE , MAFERAFREN IAM R, RERMERE
I 1 WA ENE ARMER N RARF T RNR

SMiE AWS DevOps REEERZEH A , REA LANRETHIIR K RAREALRNERERBRE
o

(@ Capability gaps identified x

DevOps Agent found 4 capability gaps while running investigations in this Agent Space.

cloudsmith-steering-and-chat-default (Cactions a ) (operator access 2 )
Copy ARN
Welcome to the cloudsmith-steering-and-chat-default AgentSpace! Edit Agent Space

Your AgentSpace sets the boundary for infrastructure that DevOps Agent can access to investigate issues and recommend prevention steps. As DevOps Agent solves issues, it lefens | Disable Operator Access  fic peips it

diagnose incidents faster. Track DevOps Agent's mapping activity and the relationships it's found below. This number changes as your Agent completes investigations or gains c(pabi  pelete Agent Space

‘l 400 Relationships mapped so far

Represents important connections between resources discovered so far.

Improve this by...
+ Running investigations: DevOps Agent expands its knowledge of your infrastructure relationships as it completes tasks.
« Telling the DevOps Agent: Share important connections in the web app. DevOps Agent will use this information during the next mapping run.
+ Adding new capabilities: New capabilities help DevOps Agent see more of your infrastructure and understand connections within it.

AREE A B BETHIRIER 5 E,

ERIZEFER BX 88
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Capabilities Web app

Connect observability-newrelic-default to IAM Identity Center

DevOpshgentRole-WebapplDC-fpwoctn

‘Operator access

Web app role name that will be created

DevOpsAgentRole-WebappAdmin-zq3mg548

Configure web app

X2 B3 NABMKER IAM R R R FTE H i 2 /TR 4E R R,
IR 2 : FEHAMIAM R
FUT IAM R RAMBEABNRERBRAGH

« aidevops:ListChats— EFEIXRXFIEF
+ aidevops:CreateChat— BIEFHI I R3S iE
+ aidevops:SendMessage— KiAHEHEWEE

SHE AWS IAM #2515 |, HEEH DevOps RERERAG , AEFXERRAFMEBERMEP,
NI RS , BV RFFSLBI AT Ao

TERAE—IRIE , RIFER A DevOps gent Space Web B AREF , IXERFHIAEEMREN AL
i,

ERIZEFER BX 89
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79 AWS DevOps RIBELE Ih&E

AWS DevOps REZIEEES FREEZICUAN TEMEMB AR BRREMNIIEE, REXLIhEE
UM 2ENEHRE, BN TEREUKRSEN DevOps £EXREMNFTEEN.

LT e R # B ERARE RS DevOps LERINE -

« AWS EKS 7R E- R/ HEFMFAE EKS BMEF AX Kubernetes 8. AR BENEHEHNESR

« Azure X ——i%$E Azure 1T H Azure DevOps A4 |, AE Azure BIRHIF Azure DevOps ZBE
SEM4XEER

- CI/CD Pipeline In tegration-Connect GitHub 1 GitLab EE A HBESEHXREKEXR , HEREH
B BRERABEENR

* MCP R&=REE-BUEE F TXHCERASARN M TENEELLZERE , Ny RIEENEE
« ZIKF AWS 15 R PR-EC EREBY AWS K™ | BAMEFE 40 S R H E RN AN TR

- BNRERK —E$#E Datadog, Dynatrace, Grafana, New Relic ] Splunk E%#F & , XU £H
(Y AT X B2 4% BHE 1 (6]

- EZFIKER ——Connect ServiceNow PagerDuty, #1 Slack 7] B TS ME TEREH K
I B RA T

« Webhook Bl E- A FANIPREZE T HTTP ER B3 fil & DevOps REBRAE

-« Amazon EventBridge - B AEMEMEWEARESHHEAEL I B #5 , F AWS DevOps X
BESIEHEIH N ARERH EventBridge

B LREARNSEZRNANE TEMRIRVEBESIINEE, NIENEHRETHEREREENE
BItiE  REREFEY BRI HMINEE,

MRTHIR S RRER R EEN R f0

MREENTTERIE LR T AWS DevOps RE |, N ATE GA R ZBIEFEH IAM B, &
EENTANAERKS PN ERACTRERAG.

EET AT

1. ZEBHRE RN REP RIS
2. BV FEE SRR T F9058 HA 1R AT Y SR A

MAFR RIS B EXR T 90


#on-demand-chat-history-from-public-preview
#new-managed-policies

AWS DevOps X3 A AriEE

3. REZ=EH IAM Identity Center BT F 1 [BI5E E AT 88 2 a3 A

NETMBRFNEFI RIS

GA IRA5| A THAN R 2R , LINsEN M RICE G RES, BTXEEVY, %}iﬁifil‘lﬂ“ﬁfﬁ%
Hi (202653 A30B Al ) NERFMRIERK. ELFMKEHEEZN BERTMAELERTZEMW, It
BEHRLCERTEREWMRNE,

RTHY B R A&
ST GA, AWS $R{ T # L& B REVR T A RO SRR

AGXR i BR Ayl

W5z AIOpsAssistantPolicy AIDevOpsAgentAcces
RE R sPolicy HEREE

ZE (IAM H IDC) RER R B AIDevOpsOperatorAp

pAccessPolicy HEEXRHE

WA ZEHACEEENNEEIREN  IDC EZEEACREMNNBER.
FEIRZFAF

« FEECE T 8/Y DevOps R EHY AWS IKF ( EFMAABEREKS )
- ERAE, RENEERR IAM KR
- EREREZEE ID., AWS IK/7 ID MXE ( 7 DevOps RIB#ZEHI SR AN )

S} ENEEAS

EHENERFANEN NEKAFPNERAG, XERELANREZEMN N EIMFT
Bt E /Y Primary/Secondary JR & ( Rl primary/secondary & €:DevOpsAgentRole-
AgentSpace-3xj2396z ),

1. ¥ DevOps RE#ZFI & |, BIELHNREZE , RFEFIDEETF,

2. ¥ % Primary/Secondary JEXBBHEMAE ( HlaDevOpsAgentRole-
AgentSpace-3xj2396z ) , REEREE,

NHFA AR PR RFRIE R 91


#reconnect-iam-identity-center-if-applicable

AWS DevOps X3 A

RAriEmE

3. E “NPREM T , BERAIOpsAssistantPolicy AWS &R,
4. ERNIR, MiNZREEH M AAIDevOpsAgentAccessPolicyfEE XK,
5. RENBRBRANENBBRINUTHE , BRENKF, ID

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowCreateServicelinkedRoles",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"

1,

"Resource": [

"arn:aws:iam: :<account-id>:role/aws-service-role/resource-

explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer"

]

1. TRERLEACNEERK, RITREEUTRELTE :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "<account-id>"
.
"ArnLike": {
"aws:SourceArn": "arn:aws:aidevops:<region>:<account-
id>:agentspace/*"
}

MEFEE R
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« XNEBIMHBKSPHNERAGESE SR 2—6,

FR2: BEMREAAE (IAM)

1. 7£ DevOps RE#Z &I A S |, EFHEETFHIKXERIERABE,
2. 7 IAM 2HEF , NRIEAACTBRINENNELKR,
3. BN INABR, FY MR RE H B AIAIDevOpsOperatorAppAccessPolicyiEE R,

4. T EERRBEF , REGFE “REEERKE . REERBERANUTRE , BRENKS
ID, #XFMEFEZEE ID :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
I
"Action": ["sts:AssumeRole", "sts:TagSession"],
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<account-id>"
},
"ArnEquals": {
"aws:SourceArn": "arn:aws:aidevops:<region>:<account-
id>:agentspace/<agentspace-id>"
}
}
}
]
}

M EE RN
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SB’ 3 ENRIEAAE (IDC)

MR IAM H 3505 DevOps RE—BER , BEFHE IDC REAAE.

1. £ IAM BHad , #EACHE RWebappIDCUAEREH DevOps KE IDC A€ (4l
iDevOpsAgentRole-WebappIDC-<id>) .

2. ¥ F&8AIDC A :

a. BRIBEHNNERE,
b. EZNINABR, B b0 EE H T ANAIDevOpsOperatorAppAccessPolicyEE R,

c. IR “EEXR RTI+ , REEF “REEERE ., REERBERNUTRAR , BRENKS
ID, XMEREZERE ID :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
I
"Action": ["sts:AssumeRole", "sts:TagSession"],
"Condition": {
"StringEquals": {
"aws:SourceAccount": '"<account-id>"
},
"ArnEquals": {
"aws:SourceArn": "arn:aws:aidevops:<region>:<account-
id>:agentspace/<agentspace-id>"
}
}
},
{

"Sid": "TrustedIdentityPropagation",
"Effect": "Allow",
"Principal": {

"Service": "aidevops.amazonaws.com"
},
"Action": "sts:SetContext",
"Condition": {

M FEE R 94



AWS DevOps X3 A

RAriEmE

"StringEquals": {

"aws:SourceAccount": '"<account-id>"
1,
"ArnEquals": {
"aws:SourceArn": "arn:aws:aidevops:<region>:<account-
id>:agentspace/<agentspace-id>"
1,

"ForAllValues:ArnEquals": {
"sts:RequestContextProviders": [
"arn:aws:iam: :aws:contextProvider/IdentityCenter"

I
"Null": {
"sts:RequestContextProviders": "false"

d. EEREL TR G2 FHYNERR B |, BRERIKS ID :

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowDevOpsAgentSSOAccess",
"Effect": "Allow",
"Action": [
"sso:ListInstances",
"sso:DescribeInstance"
1,
"Resource": "*"
},
{
"Sid": "AllowDevOpsAgentIDCUserAccess",
"Effect": "Allow",
"Action": "identitystore:DescribeUser",
"Resource": [
"arn:aws:identitystore::<account-id>:identitystore/*",
"arn:aws:identitystore:::user/*"
]
}

MEFEE R
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]

BEE IAM BoH0 (MEEA )

TEANFE TS A 8] 2 2 A9 X EE Z2 (8] AT AERF |IAM Identity Center NARRF BB A SR FRSERE. 3F
GA , EBASEE Raidevops:read_write, #REH IAM Identity Center N FAEFEEZHINEH
15 (awsaidevops:read_write) , WA EEH EFEE IAM FHF O,

AR EEN IAM B0 BEREFEE

ZITULT AWS CLI i S AR EEHN IAM B ONARFNEE, BT IAM B0 2 &1
“BARRF THRENARESF ARN,

aws sso-admin list-application-access-scopes \
--application-arn arn:aws:sso::<account-id>:application/<instance-id>/<application-
id>

H R R IEWHYSEE aidevops:read_write :

{
"Scopes": [
{
"Scope": "aidevops:read_write"
}
]
}

MRTEEBE T awsaidevops:read_write , I RRE ST, HERBUTSRHTEN.
WA EFTERE IAM H 40
AWS & |IAM SRR O ARFN T ESEETEERER. ST ERAEESE

1. # AWS DevOps RIEB#ZFIAH |, s EEHNREZREFERES R,
2. JE&FE |AM B 45 O ELE 3504 B T T iE
3. WINMITT L,

4. i&#¥ Connect BIXIRE IAM B30 ZBRFEIET —NERFEWTENE IAM 4 0NARE
FFo

BERE IAM 50 (MEER ) 96
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5. 7£ IAM Identity Center ZHI AP AP NBAER I BEEFNAER.

/A Important

W I E M ER 5 IAM Identity Center AP IK P REXN N A AP B RFMIM B AL id%. AFR#E
ENMEEREEENER.

BE
ERAESRE

1. IR[E DevOps fAEZH & | WIACEZ H i ELED - L% A HIUE AR RE R,
2. WiARER Web RAREF , BIAEMBNZSTER.
3. MRIEHER IDC , FWIEAF R E AJLURAT & BRI 15 R RER KK,

RIA P E
YR IR R AR 4 4R

- WIAEEBAIOpsAssistantPolicy#BBRHAIDevOpsAgentAccessPolicy B IMEIEMAE,
- IABHABEXEKRE S BBRHAIDevOpsOperatorAppAccessPolicy BEMMEIRER A,

- RECZEREERBRE2Ests: TagSession,

- WINENFTE SMEFE ( <account-id>, <region>, <agentspace-id> ) B EFRE,

—RIK T EER
- BOEBKFNERAGKIMYER. BRENKFAEESRK 1.

IDC SR RIERK

« Wi IDC EEXRBRI B Ests: AssumeRole/sts: TagSessioniEa#
ETrustedIdentityPropagationfl,

- . WIANEEE sso:ListInstancessso:Describelnstance,
Hidentitystore:DescribeUser 28I,
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ERERDBRFYRIC R

- EGARTGE , TERRLATMRANRFEWNRICRK. XEHAT GA PEIANERLREEEMHIW
TR, BEBRTMATF LR ERFZ G,

AWS EKS FRINRIRE

WA LB XN AN EEHMILEEEH =T RiEkubectlin© kit AWS DevOps REFESRM Amazon
EKS & mEE, BabUEEEREN EKS £FEZIIR—MEZEH,

EEE  REATURBBIIMERPHRENTE—ERRR, ©E Pod BE. REEHEMH, BRET
RETRRE. REXTEZEENERTOE, BRIMEBREFTHER.

SoRFAM
HEIRE EKS HRINRRZH , FHEAREHN EKS £EHN B HRITERZE EKS APl, BA[LLTE Amazon

EKS ZH &/ TR BB+ ERHITRE, NRZEXTEE EKS APl , BEAZRELIERESZ
B AER,

RE
NTFENHEGBIFEZENENESR , BFEM Amazon EKS ZH| B TTRIXLES TR, EATLIE B8

B >R > EERR > “RE TH “REZEE” ( S Mthe section called “BIZZRIEZEE" ) PR EEH
IAM £ ARN,

1. 32 “FRINR &I+, MRESHRITIERNELRER EKS AP, MATLURMFRIZE., BN | §i%
B49E EKS APl B#E=,

2. 7 “TFRIR” LI |, SIZ—FH IAM HRINREZE . E8HENESR IAM 88 ARN |, i
HERBRIZEN IAM EFEABA, BHFT—%,

3. i&# Amazon AWS IEEAIOpsAssistantPolicyl5 B 5kl | AR ERERERNFRER. (HE , W
REFERBNFRIELHEAZE , BFiRZEFTERN Kuber netes trAZEH ) » Hf7 “RINFKE , A
BREEH “T—F%

4. EFFERHBINEE T ERNFRINBEAOREN IAM A€  AREE AR Q|EENIFREKE,

ERIF EKS N REEREEY , ESME Operator NARFHABFNAE , aREBARAEX
B ERNEE | flm | HEEBRINGTREZEPRHE pod’ = ‘BERERENEFHPHIRIESH,
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BB HEE

MERBLEZFRLNES , BRIUEVGEOFAREEA T RENEEFE RWER IAM A6 ARN UK
2 A KN A mazon AlOps AssistantPolicy 1 8] 5 B

E B Azure

Azure EERE AWS DevOps KIEREBAE Azure SREFRIRIR , HIF Azure DevOps EEBIBESIRE
EHREREX, BIERE Azure , RERILLEEFRIY Azure EREZEX |, H AT LAXT Azure IR AWS A
Azure BRHPITIRARE 247,

Azure EERHFE MR THREA K -

« Azure BIR — EREEB XIMNFRAE Azure =ZHRIFR , HITNELHL, Azure Kubernetes RS (AKS)
£E. BEENNEHEY, EEHAEHE , REFEA Azure BIRERERRHEIR.

« Azure DevOps- AR 1A Azure DevOps F# EMEEBHRITH LR, RIE LU AP
ESEHXEKERX , UBBREEENREIER,

BIIThEe 2 E AWS K RBDEME , AR TUEEMNMEZEEXEK,
EM A E
AWS DevOps RE XM ME RS Azure 5%

- EEAEE — ETREENELRRE , LA LE Azure FH/ F$Z A AWS DevOps gent Entra R
BF, £BHEDR , XETH “EEARE" &ET, A EFEMFABENE Microsoft Entra ID 1T
EEARENK,ER,

- NARFEMN — —HEREENSZ  EUNEAHERESORIIVNEZEBECHNFTERESSMNEL
) Entra NAERF. EEHAER , XERHN ‘NARFEM &Ul, YEFENNARFEEHTE
ZEHBEEEERBDENRE , A EFEES,

X ESREAAREN IR, BWNRER— AWS K RER -SRI 5 A,

E HPR HI 54+

- EEARE . 81 Azure HP — AWS 1k — 8 Azure AP —IXR REERFE A AWS DevOps
gent Entra NARFE—1 AWS tk P EXxER. ENE—H/ 5HM AWS kP X , SHEBUEE
MINEEM
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- NARFEM  BOIMONARFSHEE N — S NNARFIMAAERATENNARRE (B
Fi% D) . TREFEAMERBNEFin ID EMSANEE,

« Azure DevOps : JRRBIFRINRE — TR RBIEEEME , Azure DevOps EX IR A EEBHIT
AL IBZFWNHENR, B , EihESEERNRAE , X8 X FNRIEMRER ( Hlithe section
called “IEFE#E # GitHub” ) #IMEETFMEF, FE T Bitbucket FEVRATB I EET Azure DevOps
SEREEHE,

£

« the section called “i£1%# Azure &JR”

« the section called “i%# Azure DevOps”

EEE Azure ‘BiR

Azure FIRERE AWS DevOps RIEREBEEHBEHR R KM MBEE Azure TTFHF R EIR. KEREA
Azure BREHTRIFREIM , FEALHE Azure IRHWIER, BENMEERIE.

LEEBOBEFM NS IRAVIRE « £ AWS KPP RAEM Azure , RIEFHBEMN Azure ITHEZMEZE
FAxER.

TR

TEEEE Azure BR 28] , BBARIRE :

« i51E AWS DevOps RIB#Z=& A
- BIiAE BFRITRE Azure Bk
- WFEBRRBERE : HNIE Microsoft Entra ID R #1TEIE & B = #y ik

- NTNARFEMEE  BERERS B OEIENRNY Entra NARF , AEEHN AWS IKFHE A
T HUEER S H A KIE

AR B UMNREZERTFREM. SMEHENR , £4 Hm, RBEE Azure,
R Azure Cloud i ARJEM , W% & 25| SIRETEBOEM

BEEEGREEM Azure BIR

EERRE AT AWS DevOps REHENNARFHERETRENRE,
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RAriEmE

£ 15 FriREM

1. BF AWS EEZFI A H SMEl AWS DevOps REIZHI &
2. BRI hREERE

3. &E “‘Azure =" H7 , AleE T EM

4. EEREEBRERIMEE

$25 ERERARE

EREERBEHNR

KL — BFHEEME Microsoft Entra EE A RERH
ERENHRTEREARENAFEIKRSER

W& AWS DevOps REREH R TFRE

0N~

SR 3 TERAFERN

1. EBERREER , REQRREHTAFEN , SRIELERRIEF X2 54
2. FRABETRE— Azure P MK &%
3. BNG , BFEEME AWS DevOps KEZEI & |, RN KT

S| PEAG

BZHTHEMNDE Azure B, %EFRANEZRAWS DevOps KE,
BN ARFREMEM Azure BIR
RRARFEMAEFEREZBCH Entra ARFNEKE F0EIE,

£1E  FmiEM

1. 7 AWS DevOps RE#ZRFI A H |, R IhEERHEE M
2. &E “Azure =" EH , AiFEET EM
3. BN AREREME E

oS BENEBEN Entra RERFE
REEHAEDE RNIRBRITUTRE

HE#E Azure BIR
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1. BEH AWS ki A S HEBE (£ IAM BH & | BIEKFIRE > HUERE S BRI )

2. E¥R® Microsoft Entra ID F 812 Entra NARRF , AEFERAIEN Entra NAEF

. ENARRF LEEREFHREIL

£ 3% BHEEMFER

FEEMRFEELUTAR :

« #/7 ID — fREY Azure HFARIRA

- HEAHR-BEFPHNEREN

« B/ ID— &8I/ Entra NARFHINAER (F/W ) ID
o ZA-BRFHEUEN ZRFRIRAFF

HR 4 0IRIAM BE

LiEBES B AREME , FEFCE IAM A, BRI AWS DevOps RIEBFEREZEH A
Hsts:GetWebIdentityToken,

S|5: FEAGB

FZRTHNIE Azure B8, BRETEER I GER Entra NARF

E 6L TAHOEM

1. # AWS DevOps RIZ#ZHI & H AR E
2. B R sEARGEM

2B Azure BB

AME  BFNARFXRN Azure iTHAREUNER, BB ARBEMMNAREFEM T EZ0 LS ERME
G

1. £ Azure 1P o | S BIREY B #R1T 15

2. giEiGmEEE (IAM)

3. BEF R > HRmAes

4. EREEABHET T

HE#E Azure BIR 102


#assigning-azure-roles
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5. By “ERHA, BENARRF (EARRBEEABEMNAWS DevOps R , EAREHEH
Entra NARFH#HITNAREREM )

6. EFNARRF , RARRET EF + 7E

7. (AL ) BEENREREBIER Azure Kubernetes RSS (AKS) 8 |, BRI T AKS TFRINRIZE,

ZELER RENBRS TSI, BEEAE (URTHEIEN AKS RiELAE ) , Reader
ABRETL2BR , SRERSINRIRRE , HRHEBERTEIARGNE R, IAGS
BEARRENRASRAKEMRETREANBRIEEE  HUESH Azure BIRZFRE.,
AWS DevOps RENHITIREURE, REFTLEH., BIERMIER Azure &R

AKS 1FEEE ( Ak )
FB], 1 Azure BRIREIEET (ARM) & 5175 R BR
R ARRF S E Azure Kubernetes RS EBRRAF AR,

“DhnAesE” - % Azure

£ Azure NP A, BI4E “TTH” - “SEBITR” - “UFRIES (IAM)” -
SEERARZEMNAWS DevOps KB | E

Kubernetes REEHAF AR - PEBEANARERF (ELRRKE
ARIREBCH Entra RABRFHITRARREM ) -

XEE TITFARNRE AKS £if, ENCEREIRERSE , FUNERRARNENHERIRITS
[

% 2 & : 1718 Kubernetes API
BIEERN S HORIIEB®RE— R
IR A : EAT Kubernetes B9 Azure E T A K15 E24] (RBAC) ( #%E )

1. MBEKRER , BEEH LEEH Azure RBAC : Azure 17 > AKS &8 - 8B - Z2FE - 84/
WUF MR - #%3#F Azure RBAC

2. 7BRBRAE : Azure 17 - iTH - EFITH - HRIES (IAM) > RiNAEDH - EF Azure
Kubernetes Bk%5 RBAC 128 - s BlS NAERF

XEE T ITFREFRE AKS £,

&I B : Azure 3&3) H & (Azure AD) + Kubernetes RBAC

MRV EFHCLFERAERIAN Azure AD B RITEE , HERTAEIF A Azure RBAC , NI fEF bk
M, XEEREHH#TkubectliRiE,
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1. AT EE S F Ndevops-agent-reader.yaml :

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: devops-agent-reader
rules:
- apiGroups: [""]
resources: ["namespaces", "pods", "pods/log", "services", "events", "nodes"]
verbs: ["get", "list"]
- apiGroups: ["apps"]
resources: ["deployments", "replicasets", "statefulsets", "daemonsets"]
verbs: ["get", "list"]
- apiGroups: ["metrics.k8s.io"]
resources: ["pods", '"nodes"]
verbs: ["get", "list"]
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: devops-agent-reader-binding
subjects:
- kind: User
name: "<SERVICE_PRINCIPAL_OBJECT_ID>"
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: devops-agent-reader
apiGroup: rbac.authorization.k8s.io

1. <SERVICE_PRINCIPAL_OBJECT_ID>E#NRFZFEMEWIIR ID, ERFT , BHHITUTIRE
Azure Portal > Entra ID - Ml N FARRF - BRENARFEN ( ELARREBEEARENAWS
DevOps K1 , ELRIRECHW Entra NARFHITNAREREM ) -

2. EBRTHEANES

az aks get-credentials --resource-group <rg> --name <cluster-name>
kubectl apply -f devops-agent-reader.yaml
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AR FXBMNERAAKS ( REA Azure AD ) NEE, RIMNBWEEHELLER
Azure AD SR EAE R It ThaE,

NRFENBEELAE (Wit )

ATRAEEEGRES , (RAUBIE-NEBEN Azure A8 , ZABHKHSEEMNET A AWS
DevOps gent AN BREME K MAR ZHEEAE .

"Name": "AWS DevOps Agent - Azure Reader",

"Description": "Least-privilege read-only access for AWS DevOps Agent incident

investigations.",

"Actions": [
"Microsoft.AlertsManagement/*/read",
"Microsoft.Compute/*/read",
"Microsoft.ContainerRegistry/*/read",
"Microsoft.ContainerService/*/read",
"Microsoft.ContainerService/managedClusters/commandResults/read",
"Microsoft.DocumentDB/*/read",
"Microsoft.Insights/*/read",
"Microsoft.KeyVault/vaults/read",
"Microsoft.ManagedIdentity/*/read",
"Microsoft.Monitor/*/read",
"Microsoft.Network/*/read",
"Microsoft.OperationalInsights/*/read",
"Microsoft.ResourceGraph/resources/read",
"Microsoft.ResourceHealth/*/read",
"Microsoft.Resources/*/read",
"Microsoft.Sql/*/read",
"Microsoft.Storage/*/read",
"Microsoft.Web/*/read"

1,

"NotActions": [],

"DataActions": [],

"NotDataActions": [],

"AssignableScopes": [
"/subscriptions/{your-subscription-id}"

FT SR 22 H < BR
WK RBEM Azure 5 , FHFET R SERVEZ R MR EX
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1. 7 AWS DevOps RE#ZH & H , ERENREZER

BI{E “Thee” &~

£ ORERR Wo , BE A0

1%$E Azure

AERBM Azure TTFIRMITE ID

B R FERSER

o g A~ W Db

RAI L ZMT RS E —MNMIEBZEEMERE | IEREERN Azure FREF AR,
EIE Azure BIBER

- BEECEENITR-E A EUFd | RERRFR o5 H T FEEEN Azure iTH,

o MIBRITR-ZERFITRSREERMNER , BE “WHEIRE JRPERZITRHALT WER . XFT4
SNk 7 4% B B9 SE AR

o BRREM-ETEMBER Azure Cloud JE#t , HR B ThEEIR M E TTEHHMIBRIEM . HDMEREBRFIENRE
2 5] K Bk

ZE3E Azure DevOps

Azure DevOps £ AWS DevOps XEAEH 517 Azure DevOps A AP ZEEMEERITA LI
Fo RETUGRBERXMNBESBREEHXEKER , UEBHREBENBERER,

JEE : Azure DevOps BB W LA Azure 771 E DX Bitbucket FEVRMRE, GitHubFo
WIREALE WA , Azure DevOps EERFIRUNEEHRITHLIEZFNHENER, B2, E
FERAEREGRISKFRRAE |, XIBE X IFNER ( Hlin ) RIMEZEF#HEthe section
called “IETEiE ¥ GitHub”, Foi&E &K IE 14 0] Bitbucket FRVREMRTE,

LEEAEREM NSRS : DevOps £ AWS 1K PR BEM Azure , RAEFHEEM R S&MNMUEZEH
FAXRER.

TR

1EEHE Azure 28I DevOps , iBHRRIRE :

« i5[A AWS DevOps KE & &
s ELE-NEEGHENEERFICENIE R Azure DevOps AR
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RAriEmE

« EYREY Azure DevOps 4H 43710 A F B9 AR
- WFEBRRBZEFE : AN Microsoft Entra ID F#TEIE R EEH K

- NTNARFEIMAE  EERERS S OEXIENREY Entra NARRF , AEEN AWS IKFHE A

THUBRE S HEIE

AR BUAUMNREZRRNFRER. SME EE B0 , 24 R, RRGEE

Azure DevOps, H1ER Azure DevOps & A JEA | ﬂ'HS“:%'J"‘é%lvVFf’Emﬁk&ﬂﬂo
DevOps BN EIE A R ZEM Azure
B2 R R E 5 EE AWS DevOps RERENMARFHEAETRAENRR.

1L FHREM

1. B35 AWS EIZH & H SME AWS DevOps REIZH &
BI{E “BE N RME” WH

# %) Azure DevOps &% , ARiF R “EM”

H IR 12 RE 5 A PRBY Azure DevOps AR B Fh

w0 N

4]]

25 EREERARE

1. REHE- B EE [mE Microsoft Entra B ARIE R E
2. FRAERWMITERAREMNMAFREKSER
3. & AWS DevOps REBEHEH B TEE

FTR 3 TRAFPER
EBERARER , RESRTEHTAPEN , URIEEENRNEFPRAN S H
2. FRABTE— Azure P HIK P & F
3. BRE , B EERE AWS DevOps REIZ&EIA |, RAN KT
S 4 . 7 Azure FIRFIHRIXBR DevOps

B Z % DevOps THIMTE Azure FEFIHRINFR. AHNA 8118 EAWS DevOps REE,

3 Azure DevOps
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DevOps B M AR FEMEM Azure

MARFEMIE Azure BIRH Azure ZBIHE DevOps, MIRRELKXTR T Azure BRHWNAREFE
it , ATBABKEITE Az ure F 1% F 7RI XPR DevOps.

%1% : FF1R ADO N ARFEM

1. £ AWS DevOps REB#ZFIAF |, B ThAERMEETTE
2. ®E “Azure =" EH , AFEET EM
3. BN ARFEMSE

£ 2% glENEELMN Entra RARER

BREREH AR E RN BERITTRE

1. B AWS Ik S A HIE B HBE (£ IAM2E AT | BIEKFIRE - HIFEBRE B HRIT )
2. TE{RHY Microsoft Entra ID €| Entra NARERF , EFLEFHITEMW Entra NAEF
3. ENAREF LBERE BMHIEIL

B35 REUEMIER
FEEMRPEBEUTAR :

- ¥/ ID — #REY Azure B FRIRSEF

- HREEH-HAPNETRER

- BFim ID—Entra NARFWRARRF (FFiw ) ID
o ZAR-BRFIPEUHZ AP RAF

HR4 IR IAMBE

HEBEI R A REME , FEHCE IAM A, B A AWS DevOps RIEBFERAEEHE
Fsts:GetWebIdentityToken,

£ 5% TAOEM

1. 7£ AWS DevOps I G & R IAEE
2. B R TEOEM
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AWS DevOps X3 A AriEE

FIR 6 : 7 Azure FERFiHRIMXBR DevOps

BZH DevOps THHITE Azure IR FIHRINIR. RMAFE |, BREFENAREFEMEECIZER
Entra NAEF.

£ Azure FER G A X R DevOps

EME , EYREY Azure DevOps AARTFNARFHREINR, EEARENNARFIMA ENID
BRME,

1. & Azure ¥ DevOps , BIfE “B4RiRE" > A > “RNMMAF”

2. BRNARRF (EERARBEAWS DevOps KEHEHCH Entra RARFIMUARERF )

3. MiFRIRBIRE N B4

4. E “FMEBAE" T , EREHFLEREBHRINTA

5. £ Azure DevOps ##4A T |, EF T B LHES

6. B AN TR

ZL2ER  NH7HEMEREH, ARPEANERELTLBR , FRERSBI R EEE , H
BREIEZFRTEARENEIE, AHFESBEEARBRENRS A KB MNRREAMNIGEEE
&, #UEES B Azure DevOps BIRZFME,

1 B 54 22 A KBk

DevOps £tk P R BEM Azure f5 , IS EU B 5K IEZ [E M <EK

1. 7 AWS DevOps REBIZFIAEF | EFEEHNRIEZEH
BI{E “ThEE” T+

£ EE Bo, B R0

DevOps M A] R RE 7 5l TR P& #F Azure
MAATEN TR IIRPIERFRTE

B RN FERRER

2 T

B Azure DevOps E#

- BEEEENIE-E L R+ |, “B&” 25 H T FIEEEMN Azure DevOps T H .
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AWS DevOps 12 A A 457
- BRRUIE-EWT I E SREZRNERE  FE BB HoREES , REET ‘WER

- BERRIEM-BTEMBR Azure DevOps A , B ZIThaEIR M E T EHMBRIEM . DAEBBRAER
B Ze A < BX,

E#Z CI/ICD EE

CI/CD EESERE AWS DevOps RIZREW R HE A E BERE AP ERSRESHAREER, B
TERER CICD R4tR , RETUREMESAFFEE AWS FIFRKREK |, AR B E 408 S5 R
BEBENRARERER,

AWS DevOps Agent XFBERL RESMRIT CI/ICD LAEK :
1. kP EOEM — EIKFRBEMER CI/ICD REE—IX AWS
2. Agent Space %1% — RIFELMNALTR , FRENBE R FHEEEZISMEZH

XMIEAWEESMERZE ZRAHAE CI/ICD REEEM , ErFREIXNENEREZEMLD B KB
i,

X CI/ICD Ritm

AWS DevOps REEXZ#FHLLT CI/ICD ¥ 45

* GitHub— 5/ AWS DevOps B GitHub N ATEFIEEXK B GitHub.com BE#E,
+ GitLab— E#XK B GitLab.comfy I B . & GitLab RIS A FH R BIEE GitLab ZBE,

£
« the section called “IEfEiE # GitHub”
« the section called “IEfEi% 2 GitLab”

IF 3% 3% GitHub

GitHub SEA £ AWS DevOps RIEBREHHEEHRE B HRAB M EHZRBESH. LEKER
ANTSROTE | WP LOEM GitHub , RN ENFEEEREI S NMMIEZE,

AWS DevOps KRBT X #F GitHub .com (SaaS) # GitHub )l R5585 ( BIEE ) =61,
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FRF M

HEEREZ B GitHub , FHRAREESR !

« i5[E AWS DevOps REEEE R EH &
- EEEERAMNERY GitHub FAF K 4 A
. BREEHNKFP AL FLE GitHub AR

X TF GitHub Ml fRS52R , BEFE :

o W@ HTTPS iAE#Y GitHub &l lRSS5 8§35 ( ARAR 3.x E SRS )
« BH GitHub )l fRSFBESEHIRY HTTPS Mtk ( fl#0 , https://github.example.com)
( Wik ) FAEIER ( MRE GitHub il IREZBSEZHIF AT A FF 1514 )

JEM GitHub ( K~ 43l )

GitHub 7£ AWS IkFRBEM , HEZKFHPHAEREZRZBEHEE, 8 AWS kP REE M
GitHub —iX,

S} SMBEERMUS

1. B3R5 AWS EEEFHE A

2. §fE| AWS DevOps REZHFIB
3. HIfE “ThEE” W

4. £ “EB Baom , BE Hm

5. GitHubM A 1R S 5l R ik 2

R GitHub HAREM | RECRFHRRIESEM

BB 2 EBRERERE

£ XM GitHub Ik /AR RE L | ERERUAFERAL[FHHITERE !

- AF-28AFEMNMABBENA GitHub K/
« AR — —HE GitHub tk° , ZNATLERESZ NI B FRE1TIME

EEE# GitHub vy
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MRFBZERED GitHub 00 lRS58R3:AI , HiEH “B£A GitHub £ fRS5 88" EEHE H M A R SEHIR
HTTPS URL ( fl#lhttps://github.example.com) .

WMREH E GitHub nterprise Server SEHIR AT 2AFF A1 , M AT LUEREEFAEIERE , BLATF AWS
DevOps RIEBZ £t iFRIEHEHl, BEXESZER , S H the section called “EHEZNFAIEEN T

B
=< O

(® Note
B2 URL R EE/api/v3RIEIRRERE — R AER URL,

%34 ]E GitHub NARERF

BB FeNARFRENE. RESREAMTE , EARRTEERZMNZ GitHub .com RS
FRIER GitHub b BRS5 25,

¥ F GitHub .com

1. BFHEEM GitHub F|%Z 3 AWS DevOps K3 GitHub M AEF.
2. RREEBNINKFREALRPLZRIZNAERF.
3. ZM AR A AWS DevOps REEZWKR B CERFRENSH  SEHESH.

FEAT GitHub 1l R538

GitHub Enterprise Server £/ GitHub B AR FBEERE , ZRELBHELNEH LZREHFH GitHub
BARF. XS REEN GitHub il FREZESKHIN TR EER,

1. SBHYH KB EE | A M GitHub ik IRSSE5E 618 “B12 GitHub M ARF” WH.

2. BNFEIMAEXNNARFEEN. JURBEEERNERENR. £& Bl GitHub MARRF",

3. B EEME AWS DevOps Agent , KB BEERBRIRINARFERE.

SR4 ERFHEEATREE
1. B F F)i% GitHub MRAEFH “ZREMFN” WH.
2. IRV ZNRAEF RN F6HE
« FRE TR EE-RT X AR = 50 AR SR A7 BE a9 U5 R AR
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« PUARFHEE-NENIKF AR PERSENFEE

3. B “REHRN

4. R EE D E AWS DevOps RIS & |, Zi2H & GitHub FE RN EEMKS.

Rt B A E 2R
£ GitHub HZBLEMSE | BALSRENFREEEISMMEBZER

1. 7 AWS DevOps REIZFIAEH | EFEEHNRIEZEH
BI{E “Thae” k=

fEE Sod, B Aw M

GitHub M AT A 1R R 5l & ik %
EREZREBZEAMEXNEREFE

B R SERIER

.@.U'PS*’!\’

BUURBEALERFGTRNFEESEZITRNKEZH,
T #& GitHub M ARERF
AWS DevOps REE GitHub B FREF :

o ERIEEM RiLERER

- BWHBEEHNHEEESH

« U AWS DevOps Agent SIS B SR EE ) BREESR
- ALUBEE AR GitHub iR BREET EIE

X F GitHub ARS8 , GitHub MARF2IEFMBREENXEG EBaItEN, EUEENA
EFNE#EEFRNE , BN %E” > ‘NARF > ‘BELEMN GitHub AR NHEHHF, E
SEMBRNARREN , HE RE” > ‘FREBIRE” > “ GitHub NARF"

B GitHub E#2

- EHFEMEERENR-EE R GitHub N AR AT LA E E’JT—?—%‘% HH I EH GitHub tk P ERA R
RiE ( HEW E GitHub nterprise Server SK[i&E ) , SMEIELEN GitHub NARERF , REB XK
AWS DevOps RENARFEE.
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- EREZENFHE-TE AWS DevOps REZFIAH | BFLEHNNREZE , RFHEE “ThEe” BI+F ,
i EE BoPEREENTFME,

 MIBR GitHub EZ-EWF 5 GitHub KEZRINIERE , FE ‘BB o PikFizERE , RAEE D Ml
B ERLHEKZ GitHub NARRF , BEEMNEN GitHub tk P RALR KRB EHEH. X F E GitHub
nterprise Server , BT GitHub N AR F 2 EMHE EZETENRF6 LoEH , HitEUERE
SHAITUATRIBRERZELBFENARRF
- HENAEF —F 9RE > ‘NARF > ‘SREN GitHub NARER , ERNARERF L84 “B

B, REFHEE.

- WBRNAREF-E RE > “FEAERE” > “GitHub NARF , BNARF , %3 ‘B4 &M
+ , RE%EE “BBR GitHub R ARF". Bd : MIER GitHub AR 2KAME , ToERBUE. W
FREEBIBR , MEEMLFFHTE AWS DevOps IR G A P EFHEM GitHub il BRS535 = sE I
BHFNARER.

IE 3% # GitLab

GitLab £/ AWS DevOps RIZREMH KRR B GitLab BEENZE , LEESHONBEANRRABE
BHES, HEREBFNTENER : WPSOIM GitLab , AR ET B EZIZMIEZEE,

EM GitLab ( IKF A )

GitLab £ AWS K RBEAM , FEZKFPRAEREZRCBRE, R, FMEZEREATLIL
REATHREZRANEERE.

TH1: SMIEAEERMES

1. ZFRE AWS EEIRE A

2. §MiE AWS DevOps RIB#Z=& &

3. HEgEHIREERE ( TMNNESMETR )

4. GitLabfE Pipeline TH “AI AR o P ERK , AR TEM
$B] 2 : BLE GitLab E#E

£ GitLab SEMtRE L , BEEUTHRZA :

EERA GRERUNMNATEBREAN B O ITERE

- @@ A (BRI ) -B%& GitLab AP BN ARBN AR K
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- B4 — EEBHAD GitLlab , B UAEAFARNEE - MRZMEXTE

GitLab SKHIRE-E R EEER GitLab KHIRE !

- GitLab.com ( BRIA ) -2t GitLab RS

« AIATFIFEIR BIEE GitLab — & E A GitLab BIEBELXRET S 5 i%4E HIBEEN GitLab 26K
URL

@® Note
BEl , NZEFALNFIHRIE GitLab E4,
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"event.start"?: string;
"affected_entity_ids"?: string[];
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"Content-Type": "application/json",
"Authorization": "Bearer <Token>",

iy

FHEMER JSON FRERIE,

eventType: 'incident';

incidentId: string;

action: 'created' | 'updated' | 'closed' | 'resolved';
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// The original event generated by service is attached here.
data?: object;

{# F Datadog webh https://docs.datadoghqg.com/integrations/ooks/ & 3% M 4& 34 ( JEEIRB TR ,
A B E ARBUED ) .

TH#E % : Datadog ix#E MCP JR% 25

BER

ENFRERNED LEE 23 RREZEARINMKS R, BFETLRER , KHEFEMNRBER
CRREZE PR , AES R HBURE M,

IE7E3%# DataDog 131


https://docs.datadoghq.com/integrations/webhooks/
https://www.datadoghq.com/blog/datadog-remote-mcp-server/

AWS DevOps X3 A AriEE

S} NMREZE P BER

1. EEFEZRANEL  EF-NEFZH , AGEEFFE
2. & AL R+

3. MTRAE “EN" FHo

4. #%#& Datadog

5. BBER

2% THKS

1. HIRHIRHETE (INNESHELR )

2. RHE “HEDEM B2

3. REREZHITHRRENE (MRTRE , FEEMREZHFES LIRS 1)
4. I Datadog 3589 “BUHEM”

iE 3 Grafana

Grafana £ AWS DevOps ERXEREB EEHFAEHRIMER Grafana SKElFEREIR. URRFNE
BREBIFE, LERBBEBANSBERHOERE : Grafanafilk P UM , A FHEZEIEMEBZEH,

NTREZ2M , Grafana ERRNEARETE, EATEEEAR , TEEA, XERERETUAEN
FMIREVEHY Grafana SKEIF VSR , EREERIE. BZMBREM Grafana BIR , HlanfRik, Bk
HER. BREZEE , FZHAWS DevOps BEF ImFHZ £,

Grafana E3R

TEiE$E Grafana 281 , FEEAECERUTRYE -

« Grafana fRA 9.0 LESMA. HTHRAD APImR , EENEE | LEERSHEEREXNIEE , Taex
EEBRHRAAIEFEIZET,

o B HTTPS 5 A& Grafana 3£f6l, XEFLAEMEZMAENZ RS, BYIREMEERE |, 8

Grafana RHI T LA EEZRE LA XL BEBRMIGRINEN VPC A, BXEZEER , 1558 the section
called “EZEEFAFLENITE",

« — Grafana R IKF , R ETHEERE AR R

1 Grafana 132


https://docs.aws.amazon.com/devopsagent/latest/userguide/aws-devops-agent-security.html

AWS DevOps X3 A AriEE

A Grafana ( lKF 951 )

Grafana EIK P R BIEM , HE AWS ZKFFHWAMEREZE 2 BHE,
%1% : BL& Grafana

1. BRI AWS BHEIZ&H A
S#1Z2] AWS DevOps KB &I A

®E O REE ME ( IMNUESHELR )

£ EN” TH A ARME o HIKE Grafana , REHEE EM”

#EBE Grafana MEL , AL TEE :

- BRFENR (B ) NEAFERFFHE. EFFNTILHE A Grafana RFB|HERMEEZ TR, B
i my-grafana-server,

+ Grafana Wit ( 418 ) — B ASEH Grafana SR HTTPS Mit, #l#0 https://
myinstance.grafana.net,

« REKFIFRITHE (AE ) — A Grafana REKFFRISHE. KTHBEEUFLglsa_, ESIE
REtkS T , HSMELN Grafana 326l , BEERE > RFkS , 12— NEE Viewer AR
WERS IS , REERTHE.

o R (k) -RINER A B ERS B AR, Bl Production Grafana server for

WY WY

o > 0D

monitoring.
6. ( AliE ) NAL BN EPEMRIM AWS 7R,
7. BHT—%

E 2L EFEHIEX Grafana FMEER

1. BEEAE Grafana EEHAT

2. B B TEREM

3. RIEM/E , Grafana FE R “RBEHIRMEE TWHEMN “Ha S FM Ho
$F Grafana AWHNERE ZE(H]

EKFEBEM Grafana & , IRATLUNELEZINMAREZER -

1. 7 AWS DevOps fRE#ZHI & H | BERENREZH
2. BIFE “ThAE” I+
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3. & &N Ho , B A

4. NI R RHRGF &R PikE Grafana

5. B “REF”

L& Grafana iRk webhook

BT LARF Grafana LB W EERAL LR B3 AWS DevOps il XK RIBIAZE |, FERBEN Grafana B &
R &KX webhooko B Webhook B REIEHFEMEREEEMIFMELR , S, the section called
‘@33 Webhook 8 DevOps X~

HR 1 Bl B ESEAER

&R Grafana K61, SMEBIER > BRRAX > BHER , AEERAATABT IR —MHER

{{ define "devops-agent-payload" }}
{
"eventType": "incident",
"incidentId": "{{ (index .Alerts 0).Labels.alertname }}-{{ (index .Alerts
Q@) .Fingerprint }3}",
"action": "{{ if eq .Status "resolved" }}resolved{{ else }}created{{ end }}",
"priority": "{{ if eq .Status "resolved" }}IMEDIUM{{ else }}HIGH{{ end }}",
"title": "{{ (index .Alerts @).Labels.alertname }}",
"description": "{{ (index .Alerts 0).Annotations.summary }}",
"service": "{{ if (index .Alerts @).Labels.job }}{{ (index .Alerts 0).Labels.job }}
{{ else }}grafana{{ end }1}",
"timestamp": "{{ (index .Alerts @).StartsAt }}",
"data": {
"metadata": {
{{ range $k, $v := (index .Alerts 0).Labels }}
L $k 33 oL $v 3¢,
{{ end }}
"_source": "grafana"
}
}
}
{{ end }}

L AE RIS Grafana BRE L H B PTEIEE M webhook BMER &, AWS DevOps B IS IR4T
L, ABRMRSHRHANFMENFERY , HEAEERESEN TBESEEN.
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AEE ERNCEREADNE—NER. BIABERLT , Grafana FZ MR BIRD AR
—NEH, ERRSNBRBERMAEN , FBARKEEN R Halertname,
A WERF SRS EHERF RIS JSON FRHITHE L. BREBRRE
MsummaryTBPRELENEI SRIRITHEFTH , XSERTHH JSON,

% 2 % : 812 webhook xR A

-_—

. 7 Grafana # , &M E “BiR" > “BRRA" , AFEE HNMEKRA”
2. % Webhook #ERERER

3. MM UIRE R IREY AWS DevOps X webhook i =

4

. 1 “T[i% Webhook iZi&” T , BIFHEM Webhook K EE B FHWIEIrL. BXFMAEER , ESH
Webhook & ¥ Uk 5 %o

5 1 “HE FBRRENFEALZHNBEENENR : {{ template "devops-agent-payload" . }}
6. B “RITFHRRAN"

HUR 3 HERRA DB A BRK S

1. $ME B > BAK

2. HRIBYLA R M B R R SR

3. MEXRRIRE N EEIZR webhook BxR R
4. R “RIFBEER"

LBV EIRAR AR , Grafana 2FE NI ERAE K= AWS DevOps 4 Agent , REF B3 1k
BE,

BR 5

+ ClickHouse ¥ #ER T E-B 81 X #F ClickHouse Z#ER L&,

- EFFPFEH — B Hithe section called “Ea TP EHFEA Grafana TE, iTXI4E future lRAH
RHEXE,

I B Managed Grafana & ZE B

MREEANRIT LFIEE Grafana (AMG) , BEZLATRA :
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« T X% ¥ Webhook BxR R — AMG B RiE H B4R &l &  F X #F webhook BxR K. B BEERA AMG
BEZOAERIEER Webhook, AWS DevOps BXi#1E , 1525 Amazon Managed Grafana H #J

- RFEKFCHEIE — AMG REKFSENEMRHRERN 30 X, ERTEHzE , BFERHBRAT
HERE AWS DevOps FEFER Grafana i, AXRWMAEHERENEES | 5SS HEE Grafana
EE, BXx AMG KTIRFINIFAEE , BRI ZHIEE Grafana FHRSIKF, .

EIE Grafana E#Z

s EFEIM-NRENRSEKSTHEIHREZER , BN IEERMR WHEHEH Grafana , AEEA
MO MEN M.

- BEEENEH-FE AWS DevOps REZFIAH , EREHREZR , AEKRIIIEETMFUAES
A EM R

- Bk Grafana — EWiT Grafana SREZEENIERE , FE BN BoEHEP  AREE M
B, BExSMEREM , BAFEMNTEREBEZREFMRBER , AEM “GENRME REEUEEM.

NE , EEIEX

B#&l , AWS DevOps Agent BII N ER B @R X ¥ New Relic AF |, XA T IhEE

- Baift R BAE-TLUEHH Relic B4R E N BT I webhook i & AWS DevOps AWS DevOps 1%
BEE4RRAL,

+ EMARE — AWS DevOps R TLUEB S MEMHENITE MCP RS B W[ KL New
Relic ZM =,

BFEEHEA

$% 1 : Connect

{55 FA Ik P 77 8] 23 SR B9 New Relic I8 MCP Uit R I 2

E1E New relic FERAEFE A AP ( X2 Basic/Core ) 3k/3 A New Relic MCP T &,
BE

1. REE D REERE ( TNUE SRR )
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#managing-grafana-connections
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2. & W T A ARME BohRIFEY  REeT M
3. BRI BAIREUER New Relic AP Z4A
4. i AYREY New Relic MCP RS58% API ZAFMEER. -
« IKF ID : i A{RE LEIRBHY New Relic K~ ID
- API Z4A : i A LEIREBH APl 247
- RIFEELH New Relic KFFIE@QQ@ EFEEHI KB X,
5 # A

S22 BH
ERENRIEZE B EOE New Relic HE B E Y WIERE
[T

1. E@ﬁgrﬁlﬁﬁt , iﬁ;’%_/l\@ﬁ?ﬁl , %EEEE#IE ( pu%i@ﬁ*ﬁ“ﬁ@ﬁ?lﬁl , i%%%"ﬁ_lth_e
section called “BIEZ{XEZE[A]” )

2. & e EWF

3. MTRFE EN” E5
4. 3B

5. IEIFHTIE Y]

6. F—%

7. EEHERRE

8.

& %l Webhook M3tF API Z24H

S 3 : Bli& Webhook

5/ Webhook M1 API 2248 | R AT LU New Relic i B W X IZBH LA AL | FIaONEIR P A0 A
BE, BXRIRE webhook WEZFMEER |, BES R E XIEEE web hooko

HR DevOps REAILUEAXKENEH | BHEEREHE webhook WEIES THIEEN IIEZE AT
ft. DevOps RIB T LAZBE SRR B A E4,

REF ANIRE

method: "POST",
headers: {
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"Content-Type": "application/json",
"Authorization": "Bearer <Token>",

}I

FEXHENR JSON FRBKIE,

eventType: 'incident';

incidentId: string;

action: 'created' | 'updated' | 'closed' | 'resolved';
priority: "CRITICAL" | "HIGH" | "MEDIUM" | "LOW" | "MINIMAL";
title: string;

description?: string;

timestamp?: string;

service?: string;

// The original event generated by service is attached here.
data?: object;

£3%%# A New Relic https://newrelic.com/instant-observability/ P 4% 3£ 448 £8P L& 349, & T LA
RTINS B L $F Bearer token , B AJLUERFR TN , RAEFERMAuthorization: Bearer
<Token>} B E X#5&,

T#EE % : hitps://docs.newrelic.com/docs/agentic-/ ai/mcp/overview

BER

ENRERM D LiERE , 23 RAREBEZRARINKS RG] EFETEMER , BAEFENRTEEA
CHRREZEPRER , AR e EBUEEM

FB]A  NMCEZ R P BER

1. EEREZEREL , EF—MEEZH , AGREFER
2. 1% B ‘I

3. BTRFHE BN o

4. IEFFEY

5. LB
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2% FHKS

1. HIEIRBERNE (TNNESRETHE )

2. RIE HEEM B

3. REREZHITHRRENT (NRFR, FEEMREZRFEE LRSI 1)
4. FEFBEYD B BUHEM

ZE$E Splunk
WNE , B O

B#&I , AWS DevOps Agent B BRI # @ LK X #F Splunk A/, AISEIBA T IHEE !

- BEfRAEE-T LN Splunk BHELE N BT KE webhook fitx AWS DevOps AWS DevOps I
EHMRRAE,

- EMANE- AWS DevOps REAIAZES B MREEIZERE MCP RSB[R EM BN RE Splunk &
MEHE

FRFMH

JREX Splunk APl X

REE— MCP Wit 5 h# = BEIE# Splunk.
Splunk B R H&,

&1 Splunk ERRFERITUTHR :

- B REST API i5 a1 R

- EHENQQ@ EATHESHRIL,

- BIEFAE ‘mcp_user’ , IABTEEEZEMEED,

s FAE ‘mcp_user’ D EATBHENER MCP RFZMFIEAF,

- MRAFERECRIESHE , WHZREEN ‘mep” WERNAFOETHE , FREE LK H
28
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RAriEmE

Splunk AP Z K

Splunk AP BEEMITEL T LR

* M Splunk EERBERIMELNTHE , REDRANENR , WESE—1. KTHNIZRLEHAR

“me”°

EEEA

% 1 % : Connect

{55 FA K P 77 8] S 5 48 69 Splunk JZF2 MCP % R B 1%
[

1. %3 “BEHRME WE ( TMNESHETE )
2. £ BN T A ARAE S0 K E Splunk , AR T ST
3. # A Splunk MCP RS B HES

- IRFB[EM-HE—FRIREF (Bl my-splunk-server )

¥R URL-#2HY Splunk MCP BRS 25 im =

https://<YOUR_SPLUNK_DEPLOYMENT_NAME>.api.scs.splunk.com/
<YOUR_SPLUNK_DEPLOYMENT_NAME>/mcp/v1l/

o ER- A ER AR S 2R R
- TREN-ATEARIENTIEESTHEMNEN : my-splunk-token
- SHEATEARIENEEESKE

SB2:BH
EHBENREZE P BUE Splunk HEEEHHNIERSE

BLiE

1. EEFEZRAREL , B - NEEZE , RARREFFRE (WREERCIBEREZR ,
section called “BI2XIEZE[H" )

2. JEFF WAL ®HF

'lﬁ 2 Iﬂthe

HE$ Splunk
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3. MR E &N FB

4. A

5. 1%&$F Splunk

6. F—%

7. BEHERE

8. &%l Webhook MitF API Z4A

S’ 3 : BlE& Webhook

£ Webhook M1t APl Z248 , W LASF Splunk BLE RN R IEBH AR BE |, FIMMMNERP AL E
&,

J R DevOps RIB A LA AL EH |, BHEREEE webhook WHIES THEENBIEREMET
Bit. DevOps A A LAZ M St 2R ¥ T IEECRY S 4+

RE G ANIRE

method: "POST",

headers: {
"Content-Type": "application/json",
"Authorization": "Bearer <Token>",

iy

FEXHER JSON FRBKRIE,

eventType: 'incident';

incidentId: string;

action: 'created' | 'updated' | 'closed' | 'resolved';
priority: "CRITICAL" | "HIGH" | "MEDIUM" | "LOW" | "MINIMAL";
title: string;

description?: string;

timestamp?: string;

service?: string;

// The original event generated by service is attached here.
data?: object;
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£/ https://help.splunk.com/en/Splunk splunk-enterprise/alert-and-respond/alerting-manual/9.4/
configure-alert-actions/use- & 1% webhook a-webhook-alert-action ( JEEERAFAEN , A B E LIRS
IR )

THRES .

+ Splunk B MCP BRS588 3044 : https://help.splunk.com/en/splunk-cloud-platform/-platform/ mcp-
server-for-splunk-splunk-platform about-mcp-server-for

* Splunk =¥ A& REST APl WIA B ER MRS : https://docs.splunk.com/Documentation/
SplunkCloud/latest/RESTTUT/RESTandCloud

+ £ Splunk =TFAHFER FHKIESE : https://help.splunk.com/en/splunk-cloud-platform/
administer/manage-users-and-security/9.3.2411/authenticate-into-the-splunk-platform-with-tokens/
manage-or-delete-authentication-tokens

« 5/ Splunk Web BIZZFMEE A : https://docs.splunk.com/Documentation/SplunkCloud/latest/
Security/Addandeditroles

BER

ENRERME D LiEsE , 23 RAEZRARINKS RG] EFEZTEMER , BREFENTEEA
CHREBEZEPBER , RS HBUE M

FB]A NMEZE R P BER

1. EEFEZRANEL K ER-NEFZH , AREEFFE
2. 1%&#F g W+

3. B TR F &N o

4. 1% Splunk

5. BBER

2% FHKS

1. ®HE BEHREE UE ( AINNESHETR )

2. RHHE “HEDEM Ho

3. REREBZHIIHRENE (MRTR , FEHEHUREZAFES LRLSER1)
4. & Splunk 3508y “BUEEM”
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EZERS MR

AWS DevOps Agent EE BN Z5HEMNENIERERFTSHABRN — G, BALUEF DevOps Agent
EEINENESNEIRRS |, 0 ServiceNow #l PagerDuty , LEZIIRIESHEZHREE , \MIHR
NEIEREBPHEHEE , NTEEFEMERE (MTTR). &IETLUF DevOps 1 %E 12 2 & BA
ERSG (6l Slack ) , LAEERI KRB Ak B DevOps REREIHE,

BETHNMEZETENPRER , BSHAUATAR :

- the section called “IE f£i% % PagerDuty”

« the section called “1E £3E#% ServiceNow”

« the section called “i%&1% Slack”

IE 7% % PagerDuty

PagerDuty SR £ AWS DevOps B BEW £ =482 A B 3h e 57 57 (8] 177 (8] 7 5 # 28 PagerDuty ik /2
PHEHEE. FoNBERFNERSER. LERFEA OAuth 2.0 #HITERL FHRIE,

/A Important

AWS DevOps REBXZHR#FHH PagerDuty OAuth 2.0 ( Scoped OAuth ) » T
PagerDuty OAuth B EE [ uri IR,

PagerDuty ZR

EEE 2B PagerDuty , FHREEER :

- TEERH OAuth EF ID MEF F4AM PagerDuty JiK

« I&HY PagerDuty i Fim& ( Hlan , WREH PagerDuty Wit Rhttps://your-
company.pagerduty.com , | Fi#& 2 ) your-company

IETE £/ PagerDuty

PagerDuty £ AWS Ik R BEM , HEZKFHPHAmEREZEHZELE,
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ST EPEE T RINPR PagerDuty

1. BFZ AWS EEREA

2. $MiE AWS DevOps RIB#Z=& &

3. BBl hREERE ( AINNESMETR )

4. PagerDuty?E “/A8” TH ‘AT AIEMHE" o EK , AREEH FM
5. B ‘BB 17 R PR PagerDuty” TNHE LIS SR BB 1TIRE -

RELZN RS XENFEE

« WKFSBE-EREFTE PagerDuty BIh X ( XEHRRE ) , AEH ALK PagerDuty Fi#&. #i
m, IREW PagerDuty URL Zhttps://your-company.pagerduty.com , iEH Ayour-
companyo

EU T ECIEN AR PagerDuty :

o EBEIARKE[ET R | BF PagerDuty HEMEER > NARFE M
« fF OAuth 2.0 Sco ped 81 N ATEF OAuth

c TR T, BFUTHREMLESTE : incidents.readincidents.write,
services.read

- BREHERUAYT AWS DevOps KEF 2 BI#I IR @& E PagerDuty

BeiE OAuth Eiif :

o WNRBE-FIENRENREENRN : incidents.read, incidents.write, services.read
- BEFBWH-HEHW OAuth BEF M A RER T

« B ID — ALK PagerDuty NARF EMFH OAuth &% ID

- BFERP-M ALK PagerDuty MAREFEMPH OAuth & ikE4A

%8 2 % . EFHIRXK PagerDuty A

1. BEFTA PagerDuty BlE 4077

2. B& R SEAGEM

3. BZhiEME , PagerDuty & R1E “TIEERME" WHEHM “Ha 2 o
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PagerDuty 7 inE|{X3E 22 8]

MK PagerDuty RAEMSE , B UREEZIZIMEZE !

1. 7 AWS DevOps RE#ZH & F | EELENKEZH
2. BI{E “ThEe” EI+

3. & “BfE" My , B A

4. PagerDuty N F] iRt B 5 kP iEF

5. B ‘R

B2 PagerDuty & #

- EFEIE-MREZFHEMN OAuth iEP |, & PagerDuty M “BEHiREE” WEECEEM , RAEEH
M EREFIEM

- EFEE-7E AWS DevOps REZFI & , BRENNREZE , RAEHI IR FUEEEEN
BEEK.

- B} PagerDuty-ZEMiFF SR EZ=H PagerDuty BUiER |, B “BE HoNHEH , ABEE ‘W
BR7. BEEMBEREM , BANEMMEREZRFMBER , REMN sE0REHE TEEBUE M.

Webhook %

AWS DevOps RIEB{XZ# PagerDuty V3 W&, T XiFEHIM webhook kAN,

A X PagerDuty V3 webhook iT N EZEE. , 1§25 PagerDuty 7F &K & X # Webhooks iR,

IE £3% 3 ServiceNow

AH IR 5| S BT RIF ServiceNow EHIFEEZE| AWS DevOps KEH TR | FHAEBELIEZIEAT

B EshEHMNEE , HEHXBEANKAIRREILED, ©EETE LR, WANMEEN

ServiceNow 3E Bt & 791X @ DevOps RIEEZE[H] £ XS EEUE , AR WA EAE 2 DevOps L2 ZE(H]
Z‘sﬁE%EEo

R E

E— R OAuth MARFEFimAH ServiceNow 812 AWS DevOps A A F 158 & H ServiceNow 3%
B & F i o
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% ServiceNow OAuth N AR FEZE ik

1. BERENXFINEFIRTIERERE M

a. sys_properties.listEdRHFERETREZRARREER (EF2ERZER , BREIER
ER)

b. & “HE”
c. FRFARMNA , FHERMHA

glide.oauth.inbound.client.credential.grant_type.enabled true , &} true |
false

SerVicenOW Al Favorites  History Workspaces  Admin Systern Property - New Record <

y @ B ® 0
~ | _ System Property g = o m
N ~  New record = -

# Mame  ie.cauthinbound.client.credential grant_type.enal Application  Global

Ignore cache [
Private

Readroles = &

Write roles | &

1. NIFERB REF SME “RE” OAuth > “N AR FIEMR"
2. &R R > “HAERAER” > “FEK” > “OAuth - F & FIER”
3. BEBE—NEWNFF OAuth FRABRFRAFREN “HEEER” , RFETH “RE
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RAriEmE

E5i

1.

¢y Inbound integrations >  of Client credentials grant

New record

Enter the details for this connection. Learn more about OAuth - Client credentials grant.

Details

ey

Name % Qhuth application user %

abeyjohn-servicenow-oauth-client Problem Administrator A
Client 1D @ Client secret @

67c44e8117944dfdb483d29820d429¢3 SessssIIsINNIsINR NIRRT RRRRES @ i
Cemments Active
Advanced options (optional) w
Auth scopes (optional) W

&8 ServiceNow OAuth &~ #LiE#E| AWS DevOps X

RAT UM N B FRIX N TSR, BE , SE “FEHiRHEE” WA HE “BE” ServiceNow F# Z |
REET SEM ., HE , BAILLUERETREE BIZ LM DevOps EFEZEE , AR SMENEE -
{£ > %f0 > , ServiceNow A5 % F5E .

CFETR , B DevOps R F FHENIN 61228 OAuth R AREFEF imih k&1 ServiceNow 324,

Register ServiceNow

Authorize DevOps Agent to access your ServiceNow account

Client Name

abeyjohn-servicenow-oauth-client

Client ID

67c44e8117944dfdbaB3d29620d429¢3

Client Secret

Instance URL

https://dev357276 service-now.com/

Cancel Connect

BRUATSRRE , RIFERBE X webhook HIER
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=]
RriEmE
IR ST % T JHS =
R BRER
Configure Webhook Connection
(@ Association Created Successfully
Your association has been created. Please save the webhook details below as they will not be shown again.
Webhook Configuration @ Connected
Use the following webhook details to configure your service instance
Webhook URL
D) https://event-al.us-east-1.api.aws/webhook/servicenow/63e1f71f-5¢70-4d 2b-adc9-4901b141fe29
Webhook Secret
]
Close

& &1 ServiceNow Ml 5531 Ml

BUEER , SEEEDEBWSEZHN |, ServiceNow SUENZIE £ IE T EH DevOps EEFEZEE,

AN

1. SME SEHITE" > “EE - WHFHAN" , RAFEET HE
2. R FRIRERN “BH [BH], &P SR E&E , AERANRENEB/A, EFARRZE

/-

1Z17,
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ServiCenow Al Favorites  History Workspaces  Admin Business Rule - New Record + o B ® 0
_  Business Rule —
“ | T Newrecord ¢ E - m
A business rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a table is queried. Use business rules to automatically change values in form fields when the specified conditions are met. More Info
Name | CloudSmith Integration Application  Global
Table [In(idcnl [incident] . ] Active B
Advanced [
Whentorun  Actions  Advanced

Specify whether the business rule should run on Insert or Update. Use Filter Conditions to specify under which conditions the business rule should run.

When | after v Insert [BJ

Crder 100 Update
Delete [
Query

Filter Conditions | Add Filter Condition || Add OR Clause

-- choose field -- v | --oper— -- vabue --

Role conditions | &

1. B ‘SR EIMFHFIMELT webhook BIZR | FE 38 R BV it 5 38 A S2 8 webhook #4701 URL , A
BETH RBR,

(function executeRule(current, previous /*null when async*/ ) {

var WEBHOOK_CONFIG = {
webhookSecret: GlideStringUtil.base64Encode('<<< INSERT WEBHOOK SECRET HERE

>>>"'),

webhookUrl: '<<< INSERT WEBHOOK URL HERE >>>'
};

function generateHMACSignature(payloadString, secret) {

try {
var mac = new GlideCertificateEncryption();
var signature = mac.generateMac(secret, "HmacSHA256", payloadString);
return signature;

} catch (e) {
gs.error('HMAC generation failed: ' + e);
return null;
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function callWebhook(payload, config) {

try

{
var timestamp = new Date().toISOString();

var payloadString = JSON.stringify(payload);
var payloadwithTimestamp ='${timestamp}:${payloadString}’;

var signature = generateHMACSignature(payloadWithTimestamp,

config.webhookSecret);

if (!signature) {
gs.error('Failed to generate signature');
return false;

gs.info('Generated signature: ' + signature);

var request = new sn_ws.RESTMessageV2();
request.setEndpoint(config.webhookUrl);
request.setHttpMethod('POST"');

request.setRequestHeader('Content-Type', 'application/json');
request.setRequestHeader('x-amzn-event-signature', signature);
request.setRequestHeader('x-amzn-event-timestamp', timestamp);

request.setRequestBody(payloadString);

var response = request.execute();
var httpStatus = response.getStatusCode();
var responseBody = response.getBody();

if (httpStatus >= 200 && httpStatus < 300) {
gs.info('Webhook sent successfully. Status: ' + httpStatus);
return true;

} else {

gs.error('Webhook failed. Status: ' + httpStatus + ', Response:

responseBody);

return false;

} catch (ex) {

gs.error('Error sending webhook: ' + ex.getMessage());
return false;
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function createReference(field) {
if (!field || field.nil()) {
return null;

}

return {
link: field.getLink(tzrue),
value: field.toString()

};

function getStringValue(field) {
if (!field || field.nil()) {
return null;

}
return field.toString();

function getIntValue(field) {
if (!field || field.nil()) {
return null;
}
var val = parselnt(field.toString());
return isNaN(val) ? null : val;

var eventType = (current.operation() == 'insert') ? "create" : "update";

var incidentEvent = {
eventType: eventType.toString(),
sysId: current.sys_id.toString(),
priority: getStringValue(current.priority),
impact: getStringValue(current.impact),
active: getStringValue(current.active),
urgency: getStringValue(current.urgency),
description: getStringValue(current.description),
shortDescription: getStringValue(current.short_description),
parent: getStringValue(current.parent),
incidentState: getStringValue(current.incident_state),
severity: getStringValue(current.severity),
problem: createReference(current.problem),
additionalContext: {}

};
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incidentEvent.additionalContext = {
number: current.number.toString(),
opened_at: getStringValue(current.opened_at),
opened_by: current.opened_by.nil() ? null :
current.opened_by.getDisplayValue(),
assigned_to: current.assigned_to.nil() ? null :
current.assigned_to.getDisplayValue(),
category: getStringValue(current.category),
subcategory: getStringValue(current.subcategory),
knowledge: getStringValue(current.knowledge),
made_sla: getStringValue(current.made_sla),
major_incident: getStringValue(current.major_incident)

};

for (var key in incidentEvent.additionalContext) {
if (incidentEvent.additionalContext[key] === null) {
delete incidentEvent.additionalContext[key];

gs.info(JSON.stringify(incidentEvent, null, 2)); // Pretty print for logging only

if (WEBHOOK_CONFIG.webhookUrl && WEBHOOK_CONFIG.webhookSecret) {
callWebhook(incidentEvent, WEBHOOK_CONFIG);

} else {
gs.info('Webhook not configured.');

})(current, previous);

MR EIEFMN “BENIRME” WEIEM ServiceNow E# , MIMEZTESMEIEFHE ServiceNow B4
# DevOps KEEZE[E) |, E#F “ThEE” - “BE" , RBE ‘B HiRME" TUH L FMHY ServiceNow =41,
WiE , —YEMNRETE , MIEFRUEFREN ‘RBAEER" (BHEEIRT AWS DevOps OAuth &
IWEIABR ) B4 ENECE B DevOps REZRF A EH NN AL, BOUBIEFRCIEHE
f+ ServiceNow FHFEHM “RBEE” FERIREN “MBEER" RKNiHX— =,
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ServiCenow Al Favorites  History Workspaces Incident - Create INCO010001
<Ins IN";:::SL:N View: Self Service ¢ = | Submit || Resolve
MNumber  INCO010001 Opened 2025-11-14 12:45:19
% Caller | Problem Administrator Q||| @ Closed
Watchlist | & || & Urgency 3-low
State | Mew

# Short description | Investigate the CloudWatch alarm [ALARM] [us-east-1] abeyjohn-AlarmisAlwaysRed

Related Search Results >

Comments (Customer visible)

ServiceNow [TEE#

EMEMANEHmENRAES |, 81 DevOps RENERATIREHETELI, RERE
HoHMEFITRNER. BFINFAEERFEAAEEHF TP, RIMNBATRAaRMERRE
HFfinding, . causeinvestigation_summarymitigation_summary, M4 TiZRMAERS
E# ( HlIAWS DevOps Agent started/finished its investigation).

T 35 i M Ym B =B
iz HEEBESHWRIEE DevOps KIEZE(H]

XR—IMERENZSE  BEEHT—LEEE ServiceNow FRETEH B ServiceNow B FRIREHIR
WFE. FEATAEIAR , FH SNOW TRE4 K EFOIE — MR Source (u_source) FE . XMFAFRER
EHR , HEATRKEREFERRNEREBE DevOps REZEH, HEHRETAZE Service Now
Business MM AR E “M@ITE1T" ET R HIZE A" AN “THEEZML RERWN. FELHTRAEIH , 7
EEMFRENT -
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¢ | = Business Rule & = -

~  New record

A business rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a table is queried. Use business rules to automatically change values in form fields when the specified conditions are met. More Info

MName | Trigger to Agent Space on DynatraceEvent Application  Glabal
Table | Incident [incident] - Active [

Advanced

When torun  Actions  Advanced

Specify whether the business rule should run on Insert or Update. Use Filter Conditions to specify under which conditions the business rule should run.

When | before - Insert
Order 100 Update
Delete
Query

Filter Conditions | Add Filter Condition || Add OR Clause
Source{u_integ_source) * | contains ~ | Dynatrace AND OR

Role conditions | #

%8 : BZ DevOps BEEZEHEHEH

HRBIRASHRSEENL, KINHRSHET , 2{T7E DevOps KEZH B HA L BE , SRS
HAWS, KIRFETAWS , ai{a7E DevOps IEZE[E A Hfil & EDynatrace, Software

XiER AT B S XM, ATLAEE webhook MIAAKR F LGB, EAZED |, H{
TR RIMEEEA ServiceNow WEMNKRIMX— B , UESERAEHECLRIR, REAREICER
/N Service Now Al S5 H NI SR5E R HY o

« 7£ ServiceNow DevOps Agent Space A FEIZWFHN , RAEEAZKGERRIBRRXBERIEE
MR RESHNZRY.
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A business rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a table is queried. Use business rules to automatically change values in form fields when the specified conditions are met. More Info
Name . Send events to Agent Space A Application  Global [ o |
Table | Incident [incident] b Active [
Advanced

‘When torun | Actions  Advanced

Specify whether the business rule should run on Insert or Update. Use Filter Conditions to specify under which conditions the business rule should run.

When _. before Y] Insert [
Order | 100) Update
Delete B
Query [ ]
Filter Conditions ( Add Filter Condition ( Add OR Clause
All of these condilions'n\'lus( be met
:Urgency v l is v_[ 1- High v; AND OR
:Categanr - | is v| Software v: AND OR n
or'Service - T is v.[ AWS ]

Role conditions | #

« #ET 3K , 7 AgentSpace B H ServiceNow B2 5 — &l ESMN , REZHPRSH Dynatrace AWS B
SRR A Dynatrace B , IR iZA FHN,
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_  Business Rule =

A business rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a table is queried. Use business rules to automatically change values in form fields when the specified conditions are met. Mare Info
Name | Send events to Agent Space B Application  Global
Table | Incident [incident] b Active [
Advanced [
When torun | Actions  Advanced

Specify whether the business rule should run on Insert or Update. Use Filter Conditions to specify under which conditions the business rule should run,

When | before v Insert

Order 100 Update [
Delete B
Query

Filter Conditions | Add Filter Condition | Add OR Clause

All of these conditions must be met

Service b | is v|AWS Q AND || OR B
Source(u_integ_source) o | contains V|Dynatrace AND OR

Role conditions | &

oW, HEUBFSEERHNIEME , ©RAMEX DevOps RIEZEE A T DevOps EEFEZEH B #Y
HE , NI BRENEHEENBARS,

iE 3 Slack

&AL AWS DevOps Agent BLEREASH MM EAEXRBAI, BARERERE DM AERNEHFITRIK
BEHISIEERR Slack 5B,

TR BTy R THE

Slack EE M DevOps RIEBEM , AT eeFERMBREZE, ¥ AWS DevOps Agent &
Slack £5 , BATHERATER :

ATLAIE R Slack THERX |, HEB ZRENBNE=SNAERF
« E 7 R481E AWS DevOps R IB XA B A Slack 58
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JEf Slack SAEH AWS DevOps £ 7K

Feedback

Authorization
Regis en

1. £ AWS DevOps REZH A “ThaeRME mE L , £ “BF THW ‘THEHSE o+ HKRE
Slack , AF&E T SEM

EEE EM B,

R EEEE Slack , HEM TEZRRN AWS DevOps REN AR
7 Slack RRNAE L , EEZEINTHEX , MAREARRH.
MNTHFIRFERE N TEX, FZEFEDLRE,
BRELANAATERTEZARTEE

EFEROERE , AREE AW URNEK.

BRg , BFHEE AWS DevOps RIE#EHI A,

© N o o ~ w0 b

¥ Slack S#REY DevOps 4% T Z= 8] < Bk
TE¥RHY DevOps 45 T ZE B HEAt Slack /7 , RAT AR E S4RHY DevOps 45 T Z2 B < Bk :

1. EEEER “ThEe” IR+ AgentSpace , S ZE “BfE” > “Slack’s
2. %&£ “hn Slack”

3. W AE ID

4. 1% I LLEM Slack BLiE,
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® Note
RERIYLER A AP ABERIEFASNE |, A&

il |
oL
i
N
i
il S
¢

/A Important
% Slack NFARRF LSS Slack NARFEEENLZE., BB HE Slack MAREF.

BT Webhook 18 DevOps LB

Webhook /e /A EBR S B3k AWS DevOps REBIFE, IHAUSRESFSRE, BRI EMEMF
BEN , XEFARAUESHRERNKRIE HTTP #HXR,

SoRFM
EBE webhook JHRINREZ 8 , FHAREER :

- EREHBEEH AWS DevOps RIEZE ]
« i5A AWS DevOps KE# & A
« %1% webhook EREINE RS

Webhook 2K #

AWS DevOps (RIEBZ#FH LA TEAE M Webhook :

- BETERNMNEZEN — EREE=HEMK ( Hla0 Dynatrace., Splunk, Datadog. New Relic T}
Slack ) Rt EBI4 K. ServiceNowiX Lt Webhook S4FEREKMEXE , HEABERKLEBEN S
BIIE %

- JBA webhook — ATAFZ A , ATAIRAKRBFERKRBERZNWEMRKENREE, B webhook
B eI HVAC BHRIE ( FiEEFTHRERTTA ).

« Grafana B#k webhook — Grafana a] LA&3d webhook xR R EZERNREB LA X EREHM, AWS
DevOps BEXBEBENBHERTEANRERA , BSRIEE Grafana,
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Webhook & ¥ 1iE 17 3%

Webhook B & 3 BIE 5 EBUR T E 5B EAKREK

HMAC &% — EAE :

- Dynatrace &£ webhook
- JBHA webhook ( REFIZZIRBFENE=SFEK )

RFEETHEMNRIE — ERF

« Splunk & X webhook

- Datadog £ B webhook

« 2% Relic £ 54X webhook

- ServiceNow £ X webhook
« Slack & 5% webhook

L& webhook 17 B X R

S8 1 SinF webhook BLiE

1. B AWS B &4 H S M E AWS DevOps KEB#ZF| &

2. EERIEHNAIEZR
3. BI{E “ThEE” &I+
4. £ Webhook #o/ , REHEE

8 2 & : £ webhook EilF

Xt T 4FTE T 5 BB M 45440

UMIBTRE=ZFERNEER , F542 H34E K Webhook, webhook %8 URL FIEIEREERIRE

SRS RATR A,
X F &R Webhook :

1. RF4EK webhook

Webhook & 3381F 15 3%
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2. RERAE R HMAC key pair

3. REMBEMERNBANNE —BRTEBRIREREA]

4. EHIRMHH webhook ik = URL

FIR 3 MELENWABRE

£/ webhook i R URL MEFEF BN REE EJ @ AWS DevOps RERIEER, BEAENEEDS
REUR T 18R NEBR L,

EIE webhook Eiif

Tl B E 4= -ZMIBR webhook E4E , F%# E] webhook BLE X , RIFEHMBR. BERFESRE , Webhook
R A BEZER , BERRERFRNERE.

BEFAERESIE-BEERIER , BEABRAEIES , REERFTH key pair LT,
& F§ webhook

Webhook &R =,

BHMEEE |, LHAEERZEEE webhook &8 URL %3% HTTP POST # R,
N FRAS 1 ( HMAC BHRIE )

PRk

* Content-Type: application/json
* x-amzn-event-signature: <HMAC signature>

* X-amzn-event-timestamp: <+%Y-%m-%dT%H:%M:%S.000Z>

HMAC £& 2B A SHA-256 AN ZANBERENHTEERERN,
NFRAE 2 (HFEETHSHRIE)

7

* Content-Type: application/json

* Authorization: Bearer <your-token>
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BRIEX :

BEREXNEEREXREHNEE :

json

"title": "Incident title",
"severity": "high",
"affectedResources": ["resource-id-1", "resource-id-2"],
"timestamp": "2025-11-23T18:00:00Z",
"description": "Detailed incident description",
"data": {
"metadata": {
"region": "us-east-1",
"environment": "production"

EEN Y
W7 1 ( HMAC & 351E ) - JavaScript:

const crypto = require('crypto');

// Webhook configuration
const webhookUrl = 'https://your-webhook-endpoint.amazonaws.com/invoke';
const webhookSecret = 'your-webhook-secret-key';

// Incident data
const incidentData = {
eventType: 'incident',
incidentId: 'incident-123',
action: 'created',
priority: "HIGH",
title: 'High CPU usage on production server',
description: 'High CPU usage on production server host ABC in AWS account 1234
region us-east-1',
timestamp: new Date().toISOString(),
service: 'MyTestService',
data: {
metadata: {
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region: 'us-east-1',
environment: 'production'

i

// Convert data to JSON string

const payload = JSON.stringify(incidentData);

const timestamp = new Date().toISOString();

const hmac = crypto.createHmac("sha256", webhookSecret);
hmac.update( " ${timestamp}:${payload}, "utf8");

const signature = hmac.digest("base64");

// Send the request
fetch(webhookUrl, {
method: 'POST',
headers: {
'Content-Type': 'application/json',
'x-amzn-event-timestamp': timestamp,
'x-amzn-event-signature': signature
},
body: payload
b
.then(res => {
console.log( "Status Code: ${res.status}’);
return res.text();
b
.then(data => {
console.log('Response:', data);
D)
.catch(error => {
console.error('Error:', error);

1}
A< 1 ( HMAC &4 %IE ) -curl :

#!/bin/bash

# Configuration
WEBHOOK_URL="https://event-ai.us-east-1.api.aws/webhook/generic/YOUR_WEBHOOK_ID"
SECRET="YOUR_WEBHOOK_SECRET"

# Create payload
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TIMESTAMP=$(date -u +%Y-%m-%dT%H:%M:%S.000Z)
INCIDENT_ID="test-alert-$(date +%s)"

PAYLOAD=$(cat <<EOF

{

"eventType": "incident",
"incidentId": "$INCIDENT_ID",
"action": "created",

"priority": "HIGH",
"title": "Test Alert",

"description": "Test alert description",
"service": "TestService",

"timestamp": "$TIMESTAMP"

}

EOF

)

# Generate HMAC signature
SIGNATURE=$(echo -n "${TIMESTAMP}:${PAYLOAD}" | openssl dgst -sha256 -hmac "$SECRET" -
binary | baseb4)

# Send webhook

curl -X POST "$WEBHOOK_URL" \

-H "Content-Type: application/json" \

-H "x-amzn-event-timestamp: $TIMESTAMP" \
-H "x-amzn-event-signature: $SIGNATURE" \
-d "$PAYLOAD"

MR 2 (B ESHEARIE ) - JavaScript:

function sendEventToWebhook(webhookUrl, secret) {
const timestamp = new Date().toISOString();

const payload = {
eventType: 'incident',
incidentId: 'incident-123',
action: 'created',
priority: "HIGH",
title: 'Test Alert',
description: 'Test description’,
timestamp: timestamp,
service: 'TestService',
data: {}
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i

fetch(webhookUrl, {
method: "POST",
headers: {
"Content-Type": "application/json",
"x-amzn-event-timestamp": timestamp,
"Authorization": ‘Bearer ${secret}’, // Fixed: template literal
},
body: JSON.stringify(payload),
1);

WA 2 (BEETEREHRIE ) -cURL :

#!/bin/bash

# Configuration

WEBHOOK_URL="https://event-ai.us-east-1.api.aws/webhook/generic/YOUR_WEBHOOK_ID"
SECRET="YOUR_WEBHOOK_SECRET"

# Create payload
TIMESTAMP=$(date -u +%Y-%m-%dT%H:%M:%S.0007Z)
INCIDENT_ID="test-alert-$(date +%s)"

PAYLOAD=$(cat <<EOF

{

"eventType": "incident",
"incidentId": "$INCIDENT_ID",
"action": "created",
"priority": "HIGH",

"title": "Test Alert",

"description": "Test alert description",
"service": "TestService",

"timestamp": "$TIMESTAMP"

}

EOF

)

# Send webhook

curl -X POST "$WEBHOOK_URL" \

-H "Content-Type: application/json" \

-H "x-amzn-event-timestamp: $TIMESTAMP" \
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-H "Authorization: Bearer $SECRET" \
-d "$PAYLOAD"

P 4% $ £ K S AR

mEREFWE 200

200 Y EIHIRALLTF webhook FHEERREHRIUIEET , HEEHMFGREARIEMILE, MR
BRI R200 , MR4xx , WRAERFDRIEFIRABRE, ZHEMA curl IBBIF 3 RIS AH B
HEHRIE,

WMREWE] 200 BiFEE RIT A
RN EREEMREAEXTER.

1. RENBBNES ID REECEHEH —, EENHESBMREES.,
2. REHEREHM JSON
3. RERAESER

REUE] 200 , BIEE L EIEUHE
RRAUEELXETHAN LR, NREE , FEEN AWS BRRABR , ERERERRH,

EERES

- the section called “BI| 2 X2 2= A)”
« the section called “f+ A& DevOps X3 Web NAREF ?”
- the section called “DevOps X2 IAM X BR”

¥ AWS DevOps Agent 5L 5 #h &Y EventBridge

FAERARENERENARPRENSEH | ¥ AWS DevOps Agent SEH IR MR AR ERK.
AWS DevOps HAEREFERBIRS KL LEZEL EventBridge i , RE L@ Amazon KEEH., A
&, A LABIE EventBridge MM , RBIFXLEHFZEITSI,

Blan | &R SLBIB AT AT RAERI AL
- AEXRRE , A AWS Lambda BEEORALBHEL R,
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o HPFELMBERE , XX Amazon SNS BEA,
- SIBFAENEHRIRRE,
- EBRBIETRE , B3 AWS Step Functions TERIE.

704 EventBridge #H AWS DevOps KES#

AWS DevOps REFEH KX F EventBridge BRINE# B4, EventBridge ASRIFE IR H N T
HEH, YEHESANNE4HERXCER , EventBridge 2 ZE 4 £XFIEEMN B #r.

TEERT 0 EventBridge 2 H AWS DevOps REE 4,

Amazon EventBridge
Ay
Source {2 Default event bus Targets
A NS NI pep -@- Amazon Web Services
mazon -
{:} -+ 20O rule ! G’)—
. -~ pattem
Web Service 4 ot _@_ Event buses
event "
rule | { pattern }? @ -@- HTTPS endpoints

1. AWS DevOps HiFEHEREFBRRSRETLE , REL[E EventBridge BIABH M & K% —
NEH,

2. EventBridge BRIz & 012N L SE 4,
3. MREBHEMNMEHEXITE , N EventBridge FZBHREBIHAN HIEER B 7.

AWS DevOps REZEH
AWS DevOps K¥[8 XX LA =4 EventBridge. FRESE4#8ER Raws . aidevops.
XEFNRAESH

detail-type 1% B8
Investigation Created ERISE#TTRE,
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detail-type L

Investigation Priority Updated RENLEMFEHE,
Investigation In Progress —DUAEFT IR TR D,
Investigation Completed RERYER , BHTREER.
Investigation Failed RWEBIHEIR , TETH.
Investigation Timed Out REEE T AFHNERKFLERE,
Investigation Cancelled —IREE T ZBIHEUE,
Investigation Pending Triage X MTHRzE , REEEEFSD X,
Investigation Linked REEMXEAFTTEEX,
XEFNERBEH

detail-type L

Mitigation In Progress EREHEEE.

Mitigation Completed ERIRERIN TR o

Mitigation Failed EZRBRERIER , TETHo
Mitigation Timed Out EREIEET T RPN R AREE,
Mitigation Cancelled ERIE TSR Z BT EUE .

BXRIEFANFERIBRMRGIEH , iS5 Hthe section called “AWS DevOps REBEHXHFHEESE",
21E# 5 AWS DevOps KESHEENEHER

EventBridge MM £ A EHEXREREMHFFHBEHIIER. SHERXEELENEHEIMETE.
AL B EHE X UBRIESHFRIFE AWS DevOps RIEBEH
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UTREIERTERAGNSEHER,
PCE AT AWS DevOps Agent 4

LTEHERXCE R B AWS DevOps Agent BIFTEE#

{
"source": ["aws.aidevops"]
}
MR BESH

UTEAEXEANKRTERERBEEREAREN,

{

"source": ["aws.aidevops"],
"detail-type":
}

[{"prefix": "Investigation"}]

R P g 52 B SR IS 4
UTEHEXEE TR ABMBNBAENZBIEENSHFETE.

{

"source": ["aws.aidevops"],

"detail-type": [
"Investigation Completed",
"Investigation Failed",
"Mitigation Completed",

"Mitigation Failed"
]

}

RS EREZEBHSEH
UTEHEXTERBIFEREZ RSN

{

"source": ["aws.aidevops"],
"detail": {
"metadata": {

"agent_space_id": ["your-agent-space-id"]

}

8125 AWS DevOps REBH RN EAHER

RAriEmE
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}
}

AXEHERNEZER , 525 (LE% EventBridge AAFER) FHII % EventBridge E4H1E
o

MU 5% EventBridge X BR

AWS DevOps fREF T EZFINN N RE ANFE 442X E] EventBridge, XEEH LB REFINE
=X

RIEE R EventBridge MNUE BN BF , BAEFZERMNSENNR, BXBFMENRHNESEER
ES R (L5 EventBridge FAF#E™) EventBridge s iy I &b B T %R AV SR #E o

Hh EventBridge &R
B X EventBridge S ME BN EZFE L , 2 H Amazon EventBridge AF R T & -

- EventBridge SEZIE +
« EventBridge =4
- EventBridge EHE
« EventBridge # NI
- EventBridge B ¥

AWS DevOps KREEHFMERSE

kB AWS RSN EMHEEBEAN THIEFBsource , @ detail-typeaccount, . region,
Mtime, XLEBEHLEBTE—NEBERETZRSHWEIENdetailF &, T AWS DevOps KEE
# |, A%sourceNaws.aidevops , Frdetail -typeiR S EEH-

RWEEH
U TFdetail-typelERATHRRBESH -

 Investigation Created
* Investigation Priority Updated
* Investigation In Progress

* Investigation Completed
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 Investigation Failed

* Investigation Timed Out
 Investigation Cancelled
 Investigation Pending Triage

* Investigation Linked

THE&sourcefldetail-typeFE , RAEN1EE AWS DevOps REEHNIFEE, BXFMEE
HHhaENEtTBIEFRNENL , H5H Amazon Events & H1#) EventBridge B#4514,

LT RIBAESHH JSON &4,

{
"detail-type" : "string",
"source" : "aws.aidevops",
"detail" : {
"version" : "string",
"metadata" : {
"agent_space_id" : "string",
"task_id" : "string",
"execution_id" : "string"
1,
"data" : {
"task_type" : "string",
"priority" : "string",
"status" : "string",
"created_at" : "string",
"updated_at" : "string",
"summary_record_id" : "string"
}
}
}

detail-typetRiAEHMEE, X TREESEH , IRIEIHNEHEHRZ—
sourcetriREREBH RS . XF AWS DevOps RIBEH |, lb{ENaws.aidevops,
detail B EHBHEHRIEN JSON X R, Zdetail WRBFEUTFE :

- version ( Z&® ) -BEHFAGENRMRE, BHIL1.0.0,
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- metadata.agent_space_id ( F/H ) -BHERARIEZ B K —IRRAF.

- metadata.task_id ( F/F&H ) -EFHHE—FRRAF,

- metadata.execution_id ( & & ) -HITETHE —RRAF. HREHBRIITERREZ,

- data.task_type ( FfF& ) EF5HIKE, {H : INVESTIGATION,

- data.priority ( #f&F&$ ) -t£%%K. {H : CRITICAL, HIGH, MEDIUM, LOW, MINIMAL,

- data.status ( Z&FE ) -HENRS
{E : PENDING_START, IN_PROGRESS. COMPLETED, FAILED, TIMED_OUT. CANCELLED, PENDING_

- data.created_at ( F&F&F ) — SIEESHTH ISO 8601 B AIE.
- data.updated_at ( FfF&HE ) — EXEFHESIH 1ISO 8601 B EIE

- data.summary_record_id ( F/FH ) -BSRELRENHELRNIMART, EANEERNAELE
RBEMEEERN. ELUER AWS DevOps RE API REZBENE , HERFERAMRAFRER
IBRER AW AIZIEFRKinvestigation_summary_mdo

R BEETEREN

"version": "Q",

"id": "12345678-1234-1234-1234-123456789015",

"detail-type": "Investigation Completed",

"source": "aws.aidevops",

"account": "123456789012",

"time": "2026-03-12T18:10:00Z",

"region": "us-east-1",

"resources": [

"arn:aws:aidevops:us-

east-1:123456789012:agentspace/8f6187a7-0388-4926-8217-3a0fe32f757c"

1,
"detail": {
"version": "1.0.0",
"metadata": {
"agent_space_id": "8f6187a7-0388-4926-8217-3a0fe32f757c",
"task_id": "alb2c3d4-5678-90ab-cdef-examplell111",
"execution_id": "b2c3d4e5-6789-0lab-cdef-example22222"
},

"data": {
"task_type": "INVESTIGATION",
"priority": "CRITICAL",
"status": "COMPLETED",
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"created_at": "2026-03-12T18:00:00Z",
"updated_at": "2026-03-12T18:10:00Z",
"summary_record_id": "d4e5f6g7-6789-0lab-cdef-examples4444"
}
}
}
il REXMEMS
{
"version": "Q",
"id": "12345678-1234-1234-1234-123456789016",
"detail-type": "Investigation Failed",
"source": "aws.aidevops",
"account": "123456789012",
"time": "2026-03-12T18:10:00Z",
"region": "us-east-1",
"resources": [
"arn:aws:aidevops:us-
east-1:123456789012:agentspace/8f6187a7-0388-4926-8217-3a0fe32f757c"
1,
"detail": {
"version": "1.0.0",
"metadata": {
"agent_space_id": "8f6187a7-0388-4926-8217-3a0fe32f757c",
"task_id": "alb2c3d4-5678-90ab-cdef-examplell1111",
"execution_id": "b2c3d4e5-6789-0lab-cdef-example22222"
1,
"data": {
"task_type": "INVESTIGATION",
"priority": "CRITICAL",
"status": "FAILED",
"created_at": "2026-03-12T18:00:00Z",
"updated_at": "2026-03-12T18:10:00Z"
}
}
}
EHEH
A TFdetail-typeBATFRERBEEH
* Mitigation In Progress
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RAriEmE

* Mitigation Completed
* Mitigation Failed
* Mitigation Timed Out

* Mitigation Cancelled

THE&sourcefldetail-typeFE , BAEN1EE AWS DevOps REEHMNIZEE, BXFMEE

HHhaENEtTBIEFRNENL , H5H Amazon Events & H1#) EventBridge B#4514,

LT REMEMHH JSON &4,

{
"detail-type" : "string",
"source" : "aws.aidevops",
"detail" : {
"version" : "string",
"metadata" : {
"agent_space_id" : "string",
"task_id" : "string",
"execution_id" : "string"
b
"data" : {
"task_type" : "string",
"priority" : "string",
"status" : "string",
"created_at" : "string",
"updated_at" : "string",
"summary_record_id" : "string"
}
}
}

detail-typetRiREHHRE, NTEHREN  XIRIEIHNEHERZ—
sourcetriRE K EHMIRS . T AWS DevOps REBEH |, kBN aws.aidevops.
detail BEEHRHEHIEN JSON WK, Zdetail WRBFEUATFR .

- version ( F&H ) -BHFMAEENRMMRE. BHFI1.0.0.
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- metadata.agent_space_id ( F/H ) -BHERARIEZ B K —IRRAF.

- metadata.task_id ( & & ) -EE W — R,

- metadata.execution_id ( FfF&H ) -BITETHE —FRTF. EAERBRS EBEHTRENR,

 data.task_type ( F&H ) -EFHEE, {H : INVESTIGATION,

- data.priority ( FH&F&E ) £%E%K, {H : CRITICAL, HIGH, MEDIUM, LOW, MINIMAL,

 data.status ( Ff&FEH ) -HARE
{2 : IN_PROGRESS, COMPLETED, FAILED, TIMED_OUT. CANCELLED,

- data.created_at ( F&F&F ) — SIEESHTH 1ISO 8601 B AIE,

- data.updated_at ( FfF&HR ) — ERXEFHESIH 1ISO 8601 A A1,

- data.summary_record_id ( /% ) -2 ERERNHELTINITRAT. EHNETHNERREE
HERBENSFBEEN. BALUET AWS DevOps R API REFEANS , FiE2FARIRAR
ERIEFEB AN AIZIEFEmitigation_summary_mdo

R ZEEESTTREMS

"version": "Q",
"id": "12345678-1234-1234-1234-12345678901c",
"detail-type": "Mitigation Completed",
"source": "aws.aidevops",
"account": "123456789012",
"time": "2026-03-12T18:20:00Z",
"region": "us-east-1",
"resources": [
"arn:aws:aidevops:us-
east-1:123456789012:agentspace/8f6187a7-0388-4926-8217-3a0fe32f757c"
1,
"detail": {
"version": "1.0.0",
"metadata": {
"agent_space_id": "8f6187a7-0388-4926-8217-3a0fe32f757c",
"task_id": "alb2c3d4-5678-90ab-cdef-examplell1111",
"execution_id": "c3d4e5f6-7890-12ab-cdef-example33333"
.
"data": {
"task_type": "INVESTIGATION",
"priority": "CRITICAL",
"status": "COMPLETED",
"created_at": "2026-03-12T18:00:00Z2",
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"updated_at": "2026-03-12T18:20:00Z2",
"summary_record_id": "e5f6g7h8-7890-12ab-cdef-example55555"

I BERRMEH

"version": "Q",
"id": "12345678-1234-1234-1234-12345678901d",
"detail-type": "Mitigation Failed",
"source": "aws.aidevops",
"account": "123456789012",
"time": "2026-03-12T18:20:00Z",
"region": "us-east-1",
"resources": [
"arn:aws:aidevops:us-
east-1:123456789012:agentspace/8f6187a7-0388-4926-8217-3a0fe32f757c"
1,
"detail": {
"version": "1.0.0",
"metadata": {
"agent_space_id": "8f6187a7-0388-4926-8217-3a0fe32f757c",
"task_id": "alb2c3d4-5678-90ab-cdef-examplell1111",
"execution_id": "c3d4e5f6-7890-12ab-cdef-example33333"

.
"data": {
"task_type": "INVESTIGATION",
"priority": "CRITICAL",
"status": "FAILED",
"created_at": "2026-03-12T18:00:00Z",
"updated_at": "2026-03-12T18:20:00Z"
}

H & /Y B EMIER

& a] LAE A Mt Y Amazon CloudWatch I8 B &Rk GIEENRIETZ R MBS BRE, ZFTFNE
AWS DevOps R E B ZI K FEH KPR CloudWatch 3845 , UREAI BB XX EIXE NN
HERL,
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2 &18%r CloudWatch

AWS DevOps RE2 B ERAMEEMNIKF CloudWatch FEY Amazon, XLEIRTEEMEE
BN ERA, SAUERElkERERER. RERESHNMUBRER.

BSHAxAE
BEEREHIKF R MRS HL D CloudWatch 645 , AWS DevOps IR BEI H GG SRS

1< 8 A & AWSService RoleForAlDevOps fRFHEXxAE, MRFEA API Y IAM AEEEEHHN
BR , M RIZBFLRM , HERFA InvalidParameterException,

/A Important

1£ 2026 &£ 3 A 13 H AgentSpace 2 RISIENEFREEFHCIE
AWSServiceRoleForAlDevOps Service XExA® | FEEEEMKF R A% AWS DevOps R E
CloudWatch $E#F%,

FHAERSHXAE (EATREER)
BRITUATHREZ—
- £ IAM #ZH&EF |, FEAWS DevOps KE RS T 812 AWSServiceRoleForAlDevOps A,

« MCAWSLI FIZTUATHS :

aws iam create-service-linked-role --aws-service-name aidevops.amazonaws.com
i E 2=
FrE E+rER & TR FEAWS /AIDevOps T B ZEE T,
Dimensions

FIBERSBaEE U THE,

B &85 CloudWatch 176


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html

AWS DevOps RE A

RAriEmE

“%E

AgentSpaceUUID

EiRsE

BEIRER

ConsumedC
hatRequests

Consumed|
nvestigationTime

ConsumedE
valuationTime

TopologyC
ompletionCount

L

JE 22 (B SH FE 1Y
PXERK. E
IREVERIK 7 B
W, BEEAR

HAgentSpac
eUUID #E

HISUMSE it 3k

=

EREBZEFH
TRAEFLEN
B 18] o

EREZEAFIZ
T PR TE 2R Y
B 18] o

MR 5ERK
R¥. AWS
DevOps it
MABRHAE Y
IHReIE, Fab
E#E 21T R
S ARFFTE ,
LRI TR

58

RIEZERB M —FRIRFF. BLEKS A RE
ZEMIES , BEA CloudWatch #ZF RIAX S

B4 E THILRR.

By R ISR BRNSGITHEE

PE:2S B50H# B, FHE

» B50H# B, SFHEE.
RAE

» B50# B, SFHEE.
RAE

g EHE (X B,

SEARET AL )

SampleCount

B &$#r CloudWatch

177



AWS DevOps X3 A AriEE

BB B L E0J R R BRNSG TR
i, REHMEK
H b 38 PR

£ CloudWatch #Z &l & A EFISHR

1. $TFF CloudWatch #Z#| &,

2. ESMERKT |, EF Metrics ( 1845 ) , REIEF All metrics ( FIBIER ) -
3. % AWS/O AlDev ps & Z= A,

4. % “fk AgentSpaceig” UEFEM A EZE M IER.

(® Note

BT AR IEIX e 3EFR B2 CloudWatch Bk , U EEFEHAEBRIREMNKEER, il , 612
EiRConsumedChatRequests AR K& RV R 1ER o

FRFAF
EREASEEZE  BRREEUTRE

- BiFE AWS DevOps EZFI A KRR AWS Ik
- BE7% CloudWatch BE&HXRA IAM £ A APIs
( @Ti% ) Amazon S3 Z&#EE Amazon Data Firehose &5 ( MREITRGEBAEBEER)

Vended logs ( EHEBZE )

AWS DevOps REXHHERE , XEAXRATULEETHRENKEZH MRS EMALENEH. Vended
Logs £/ Amazon CloudWatch Logs B4l 1% i fF H HZ X B R EE B f b,

EFEACERL , YABREALEBEN. XIFUTENME

« Amazon CloudWatch B&-&K A BEA
- WO S3 — BIKFAFH S3 FiE1@
« Amazon Data Firehose — ¥Rk 1 #Y Firehose £ 7

FRFZ M 178


https://console.aws.amazon.com/cloudwatch/

AWS DevOps RE A

RAriEmE

XENEBRE

T8 —HEER - APPLICATION_LOGS, Mt HEXRIKERS X HOMEIRIESH,

ICREHRE

THRLCET AWS DevOps REBIZFZHEH,

=4
B EIRIE A B4

REAUREHEER

RIEHIEERFE XK

hEpeIE B HERA

mireIRE T

mIreIRE T

RFERIMK

AR S5 E A R K

Webhook & i & K

5%, BH

R IE &R FOR At & HHIEUR A U
EH4 (Bl , PagerDuty B4
EH),

AUEHERELEZHEN
HE#H., BEHPEERRA (4
W, BREBROBIE ) -

BE=FERH HIGEE X
M, BEEHEES ID MBR
PRRRF (Bl B HIRIUEEE

x)o

w2 2 BERA Z R AL
}EO

eI BTF AL E,

HIMIBES ETRALE, 1t
SHERTHGRCE, EHNM
= H RIF

eI BB N R R R TEER
&,

AR 35 A IE B T A MR B A LR

% Devops I W EIHY
webhook 57l # 58 #4 A~ T EL B

B &R

INFO

INFO

INFO

INFO

ERROR

ERROR

ERROR
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e i BH B AR
KRB IPIRASE#H HACEZRE KRB (HE HIR/MER

primary/secondary i ) & |
BWIFRBSEMNERERTN ,
R2HR (B, BT AERK
RNERMY , RFELERIRIX

_)g\)o

Permissions

AWS DevOps EfEACloudWatch EEHE (V2 IR ) k42X AE. BERREBEEH , BEAWN
IAM B4 MEBL TR :

 aidevops:AllowVendedLogDeliveryForResource— EE A FNREZ R FRHN B EEH.

« CloudWatch B EAEENR APIs
( logs:PutDeliverySource, logs:PutDeliveryDestinationlogs:CreateDelivery,

FMAEKERE ) o
« BETRERNEE B R IBNRER.

BB EREXBEMENTE IAM BER |, 2 A mazon CloudWatch Logs FAF BRI LA T /4 :

« RIZZFHEM CloudWatch B&
o &3%%| Amazon S3 HIBEE
« B K3%Z| Firehose BB E

BB BHSEhm (2FE )
AWS DevOps fCEEHE AWS EEREH S FRHE T W MUEREE B SEH

« REEMRERNE-NRSRANEHEE R SLM. XL BEERARS ARN

(arn:aws:aidevops:<region>:<account-id>:service/<account-id>) fER &R

- Agent Space TH-NHFETENMNMEBZRNSHEE R EEH. XEAEEAREZE ARN
(arn:aws:aidevops:<region>:<account-id>:agentspace/<agent-space-id>) fER®&E

N
Do
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NERSEMEE B S &

1

© N o g ~ w N

9.

. £ AWS B2 A F T AWS DevOps fREZH| &,

ESmERSD , ERRE.

£ “ThRERME > ‘R BT+ , EREE.
NFEMNER  FEFUATETZ—

CloudWatch B&-&F S 6E B T4,

TS S3 — A S3 FiE#E ARN,

Amazon Data Firehose — 1= 812 Firehose 1Zi% 5.
NFEMIZE-TE% |, B LIEELL TR

a. NTFBRILE , FAREERAMI BN AEZREN. EALUERT R HESFERUR A 1R B

HFENFE,

b. (1XBR Amazon S3 ) N T#KX , FEE B ENXHEHTED XA EE,

c. ({XPR Amazon S3) X F 5 Hive REMWXHHENX , BULUERE%E , F£H 5 Hive 3REM S3

BRE, XABTECHFHRENHEE Hive REN T EFHERE,

d. ¥ TaHENX , EELRFHER.
e. EFRIRAP , EENF2RAEFR.
EERRE

10NBLEIRSE TN “BUE,

NREZEEE R SLR

1.

© N o g ~ w N

£ AWS BB H A FITFF AWS DevOps REBEFIA
ERERBENNREZH,

£ ERE ETFF , &R EE

NFEN#ER | FEFUATEIZ—

CloudWatch BE-1EFH I BEA.,

TWE# S3 — A S3 F## ARN,

Amazon Data Firehose — 15812 Firehose 1Z1% 5.
NFHEMIGE AL *, BRI E L FIEIN

a. NTFBRIAR , FEAREARMI BN AEZREN. LALUART R HEFERUR SRR B

HFENFE,
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b. (1XPR Amazon S3 ) X T4 KX , FHEE B EXHEHEED XK EE,

c. ({XPFR Amazon S3 ) X F 5 Hive RAMWXHHKENX , BULUETE%E , £HE Hive REK S3

BB, XBBTHECHHBEMEEE Hive RENTEPHTRE,
d. W FREEN , BEELERFHIER.
e. EFZRIRBATH , EEWNM DR AEFR,
9. EERIF.
10HIANBERESE R B

BLi& A& &% (CloudWatch API)

IR T LAE A CloudWatch B3& API BURREEFREE R E&HM. THERERAA=

« A DeliverySource— &R HER AWS DevOps R IEZE (6 &R o
- A DeIiveryDestination-i%/_T\—E}l HER BRI,
o RAT-RRIZFOEZDE X B e,

HI] 1 QEAKIR

MNTEA :

£ FPutDeliverySourcel2ERIZ R 43K IR. 1&iE AWS DevOps REZEEIRA ARN FHi5

FEAPPLICATION_LOGSH H&KE,

TR REIRREZ R ERVR :

{

"name": "my-agent-space-delivery-source",

"resourceArn": "arn:aws:aidevops:us-east-1:123456789012:agentspace/my-agent-space-
id",

"logType": "APPLICATION_LOGS"
}

U R BIR AR SS B2 AR

{
"name": "my-service-delivery-source",
"resourceArn": "arn:aws:aidevops:us-east-1:123456789012:service",
"logType": "APPLICATION_LOGS"

}
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SR 2 BIEEE B AT

£ FAPutDeliveryDestination#®EREL B B EMFMHAIE. YRATLAEE Amazon CloudWatch
Logs. Amazon S3 = Amazon Data Firehose,

LT RHBI6IET — CloudWatch BEB#F :

"name": "my-cwl-destination",
"deliveryDestinationConfiguration": {
"destinationResourceArn": "arn:aws:logs:us-east-1:123456789012:1og-group:/aws/
aidevops/my-agent-space"
3,

"outputFormat": "json"

LA RGBT —4 Amazon S3 B :

{
"name": "my-s3-destination",
"deliveryDestinationConfiguration": {
"destinationResourceArn": "arn:aws:s3:::my-aidevops-logs-bucket"
3,
"outputFormat": "json"
}

LA RHI612 T —4 Amazon Data Firehose B #r :

{
"name": "my-firehose-destination",
"deliveryDestinationConfiguration": {
"destinationResourceArn": "arn:aws:firehose:us-
east-1:123456789012:deliverystream/my-aidevops-log-stream"
},
"outputFormat": "json"
}
(® Note

MRIEFEM 3% B &, NATMIE B FRIK P PutDeliveryDestinationPolicy 7 {8 I SRIZRUE X
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WRIRAEFE A CloudFormation , {fRAIUERAUTAHE :

 Delivery
» DeliveryDestination

» DeliverySource

ResourceArn £ AgentSpaceArn, LogType MR ERNZIFHN HELE RN
APPLICATION_LOGS,

SR 3: IRER
{8 i CreateDeliveryiR B4R 15 R EE 1 FI1% 1% B M it

"deliverySourceName": "my-agent-space-delivery-source",
"deliveryDestinationArn": "arn:aws:logs:us-east-1:123456789012:delivery-
destination:my-cwl-destination"

}

AWS CloudFormation
AT LAEH AWS CloudFormation A T &BERELE B 5465

- AWS:: B7&:: DeliverySource
- AWS:: H7&:: DeliveryDestination
« AWS:: B&: R

®BResourceArny AWS DevOps REREZEH RS ARN |, HiRE
HLogType, APPLICATION_LOGS

/U\%m*%
AWS DevOps REEFMBSEMHREPEARZETRNY, ARSI ETEHBLERABTIFR.
TRERT BEREPHFR,

FE Type 3188
event_timestamp KEH EHRERH Unix BB
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E=RERNLERT R URL.
HRIRAIFRIR AT

A F<Bk AWS CloudTrail 2%
B EIEIERFRRT

ERTHREN B,

REFHBIMESSE
Al . INVESTIGATION =
EVALUATION

RIEBFHHEBIES IDAgent R
EEFIRIRR.

XBREMES (Hlm Jira T
B)YHNSE,

Vended logs ( EHERZE )
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FEB Type i B3

SR IR FH& HiRFHE

AEEIRE R FHE# BRAE R M AT Y SR IR R

AE FTFER (JSON) BERESBNERNRSE
ESHAH.

EENZER B S ER

A DABERTEE AWS B A R AWS DevOps (A2 HI A=A CloudWatch B API 845,
TER B S & o

EEASES (2HE)

1. £ AWS EEZH| AR+ AWS DevOps fKEZHI &
2. M E RE” NH ( ATRSRHBE ) REBFEW “REZR" TH (ATREZEALIIBEE) .

3. & 'BE T+ (ATREZRALAR ) & “WeeRHAE" > “BE &+~ (ATRSRINAEEF)
o ORRESREE.

4. REFEEFRE , RBERRE.
AR BLEERDNAEENVEMNBRE, EFREMERE | FRERITNEEF IR
—NETRYBLIE

ZERASLR (2H 5 )

1. & AWS EE 24| & P $TIT AWS DevOps RE#EH A
2. #ME RE" UH (ATRSEFBEE ) FEN “REZE TH (ATREZALFINEE ) .

3. B EE &I+ (ATREZRARBE ) N “WRHE > BE &0+ (ATRSHINBEE)
R ERBRAE .

4. EEMBRFH N,

=/ B S S (AP)

EMEA API IR BEER , BRUATIRFRERE R
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1. {& A BR B E DeleteDeliveryo

2. i F M B 4% 3% SRR DeleteDeliverySources

3. (FE ) MRTBEELIZB M |, FEANEMBERDeleteDeliveryDestination,

/A Important

ERBRER B SHREBZRTRZE (Hl, ERERABEZEZE ) , ERERERESEER
Ho MBEAHBRXLERF , NAEKREBMUHIAEE.

EM

AWS DevOps REFHNZHEER Mﬁ'ﬁllﬁlﬁ'o BER , RESERENBEERE , TR E&H.
BE., FRHHETEA. BXENFE , 2 Amazon CloudWatch P ricing # ¢ El 2 I LY
“HERE,

BREGEBNHEN , FSEUTRAR

« 5% CloudWatch BEZEMN
« Amazon S3 E

« Amazon Data Firehose Ef

ERIMAFRENIER
A EER

AWS DevOps AT AMEA B ENER E XX (MCP) TEMEMERRT BERE  XETE ALY
REFRIASPRE , Sl EEMER, BRETAUEFEE. A APIsTIRA L E =4
(ZMW:). 71 AWS DevOps KEft & I BEiX & AR5 B & £ Amazon Virtual Private Cloud ( Amazon
VPC ) Miz1T , 2 EBEMiF R ZRIKE L HFEINR , XEREBRIAERT , AWS DevOps K
TERREA.

BT AWS DevOps KEHFAEER , B LUNKREE R L2 #iEES VPC FIETHRS , mMEEF
HEEEAHERN L, AEEEERATEETRAARERSNEMER , 23E MCP RSeR. BREE
Grafana =% Splunk 3£ , ARBRRBIEFIRSE , fluntlRFSFNEREE., GitHub GitLab
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® Note
MREHIALERE TENEK VPC WEBE AWS DevOps {RE A H HUEER |, Nt AT LAEFA
VPC LinT RRPXERE , FHRIFE AWS REF, Fli , XA LEEE webhook E4
it % DevOps REHITE— iﬁﬁﬁ ( 55 :the section called “#&@33 Webhook 8 DevOps
KRE") . BXRESZEE , S M the section called “VPC &5 & (AWS PrivateLink)”s

MEEEN TFERE

FABERETE AWS DevOps REMEH VPC FHERRRZEEZEHNNER R, ERE , AWS
DevOps fRIEfE A Amazon VPC Lattice REUXFRELMNFBFEERK R, VPC Lattice E—BINAN
FIRS , ALRIERE, RPMEEE VPCsIkF MitEXBENWRARFZRNESE K METEEREN
EEMIRHE,

BIEAAEEREN , 2 REUTHER :

- BRAEBEMRERSEFMNEGEZEN VPC, FMM ( 7it ) 224,
» AWS DevOps REGIZRSERNFREMK , HELEEN FMPEEEBEMEZED (ENIs).
- REFATRMXBEAEMERERRERHE BFRRSH IP ik si DNS B#5,

HBRMKXTLH AWS DevOps REBERE , HELHWKF ( B Naidevops-{your-private-
connection-name} ) FETRAREER,. BLENHHATEHERLET ., EEM VPC F /M —
BIRENIs L THREENFMH, ENIs EMIRMARENADR , E2HZBRFEE, ITEZXK
BEBRMNWAMERE K 0BT ECHZEAXE 2B M RE,

zZEMh
IREENRITERSRL SN

« RELNHEBENREE — AWS DevOps REMEHN BFRRS < BINFTERESHEZE AWS RE L, &
HIRZKIZEFEELE IP it s BB M <,

« REBHINERFENT-RIZEENREMXELHNKFFREREN, ©REEH AWS DevOps KB
FH  HRESIRERLATEIESCHEBERE, B EIERFTAEVPC Lattice APIERBAWS
CloudTrail B Z# 3T bt 1T .

« BRNREA | BB LEEFRSHEENEEN ENIs EBZSANABNBIRE, MR
BRIEELZSLYH , AWS DevOps RELBIE—MRINZS24AH , HBEMNRTEENNIKO,
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s NRRIEHNRFZHEXA® — AWS DevOps REERARSEX A BNEIELER VPC Lattice F
Amazon EC2 BiR. ltAGMNRFIRIZHIEIR , AWSAIDevOpsManagedH B ToE T R & K P AR Y
R CIE=E ko

(® Note

MRENALBRHIVPC Lattice APHRIER IRST 12K (SCPs) , MRS EEMN FIRM K2
BERSHEXASEUEN. BRE SCPs ATFRFSHEXAGHITLENRKE,

£

TERERT TREZENMERE,

Customer Account
Customer VPC
Resource gateway subnet
iy Security Group ‘ Resource Configuration
AWS Service Account ] :
] : ' : Customer
: [ ~|  Application |: Private Network
: ENI IP /DNS
@ — /@DJ \ Resource Configuration
Amazon Resgurce ' i /DI Application
AWS DevOps VPC Lattice Gatéway @l 3Resource gatew:ay subnet
Agent '
rrrrrrrrrrrrrrrrrrr =)
ENI
FELL IR

« AWS DevOps {KEmZH B #F RS KiEIER,

+ Amazon VPC Lattice B3 #8# VPC FHRFZFIEERTRENKEHIER, BXREAEZESH VPC XKl
BRENESHRRE , BSHFEHADE VPC XHEERFEN SR RE,

« &/ VPC Y ENI EWCREH RER R E BARRSSHY IP ik st DNS & #5.
- BHNR2AEFARFHPBLEREBET ENIs,
- NERSHBERE , BREKBLEHN VPC ENIs RHFLE IP bt
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IR B EEE

O LAER AWS B2 A5 AWS CLI BB AEIERE,

@ Note

VPC Lattice FXF T A AK : usel-az3. uswl-az2, apnel-az3. apne2-
az2, . eucl-az2, euwl-az4cacl-az3, ilcl-az2,

FEIRFAF
EUEAEERZH  FRIAEEEEUTRY

« SEERNREBER-ZNKFHFEE-—IMNNENRIEZEER, NREE , BSRTHEER AWS DevOps
RE,

- ARAARIGEM BEIRRSE — £ MCP R85, TR FASEMBRSSHAEBELTE NG IP
i3t 5} DNS BFHMNEBEBRFEMKE VPC E. REZBRZ TUMNERMAx FMHATES , BT
EE— VPC, W& VPC A MIZ1T, ZRSSHAIE BB EZMNIEEMN RO LIRME TLS RIKM
AF 1.2 8 HTTPS H &,

« B VPCHH N —BEEREHEPCIZE 1-20 N FMW, ENIs BATENIEZ /A H XA IER R L
SXUSA AN, XEFRAMEEN B RRSEYNEKERE, VPC Lattice BN TAXReEFER—1
FM,

« (W) ZE-NREREABEANZEERE  BEXKRZAENZTSYA IDs LK INE ENIs, IR
HHL L4 , N AWS DevOps KELBIBERINLZ 24,

MEEERKFRINRER, CENAERER , TUEFSERRE -—ENNSIMIEXANKEZRARES
15 1z

EREH A IR EERE

1. $TFF AWS DevOps KB #2411 A,

2. ESEMERYD , EREIRMHYE , ARERTHEE

3. IEBREVMEE,

4. TERAMT , MAEENERERN , flfny-mcp-tool-connection,

5. XF VP C, i&#F ENIs HZHBFRM<H VPC,

6. WFFM , BEB—NFIZNFR (HFEZ 201 ) o RINBWNEZELHNTHARXFIEREFW,
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7. % IP hurR B | ERBFRBSH IP k3R ( IPvAIPv6, sHDualStack ).

8. (Mik ) XTF IPv4 it 8 |, R EEERET IP #thuk KA |Pv4 5 Dualstack , T a] LA A 7 5R M >
% IPv4 /> ENI B9t b 2. BRIANE IPv4 4> ENI B 16 Mtk

9. (iE ) XNT&H24d , BERINERLYA (FF 51 ) , URFIAFHEREZRE BIFRS
MERERTMEZELA , MSBIBRIAZS4H,

10.( Wik ) WF#HOBE | BIEEBFNARFSIN TCP %O ( fli144358080-8090 ) . BHR%S
AILAERE 11 N OSEE .

MAEENMHF | A BARBRSHY IP 3t sk DNS B#5 (6l
M, mcp.internal.example.com¥10.0.1.50) . AMAILAMIEER VPC HEiZRSE. R
RI%E$R DNS B, MZB A AMIEER VPC HEHT,

12.( Wik ) N FIEPLH , MREEEN N FERAEERMEAVNEMERN TLS iEH , HiH AL
FH PEM 4RI 40, X f¥F AWS DevOps RIEBIEE S EARIRE /Y TLS EE,

13 F 0BT,

EERASEYN "EEME . EEERSAREE 10 5%, HRSEHRN &3 i, NERESHER
Mo

MBRSERR “BIBEXW , FRIUEUTHE :
. BIEENFHEGR AN IP ik,

- BHKF RIAE VPC KB B RS A
« RBEMERFIER IAM KEEFHIERSEXBEBEIRTIR.

(® Note

XESBR A LUB S EEM AR ECreate a new private connectionfilE#1Tik
BXkPiT. BXEZEE , BZREASEIRMEENILEEE.

£ AWS CLI SIZFABiE#
SITATHTERLEEE. AECH SUFEERSNVE,

aws devops-agent create-private-connection \
--name my-mcp-tool-connection \
--mode '{

BRABEE o


#use-a-private-connection-with-a-capability-provider

AWS DevOps KB A

RAriEmE

"serviceManaged": {

"hostAddress": "mcp.internal.example.com",

"vpcId": "vpc-0123456789abcdef@",

"subnetIds": [
"subnet-0123456789abcdef0",
"subnet-0123456789abcdefl"

1,

"securityGroupIds": [
"sg-0123456789abcdef0"

1,
"portRanges": ["443"]

} 1

0 B A 35 i 12 HR AR ACREATE_IN_PROGRESS :

{
"name": "my-mcp-tool-connection",
"status": "CREATE_IN_PROGRESS",
"resourceGatewayId": "rgw-0123456789abcdefQ",
"hostAddress": "mcp.internal.example.com",
"vpcId": "vpc-0123456789abcdef@"

}

EREEEIRD , BHFEAL Tdescribe-private-connectionds

aws devops-agent describe-private-connection \
--name my-mcp-tool-connection

LIRS ARACTIVE , BN EREC ERE , ATUAFER,

ER S5 RERINILRESR

EFERALEEE  TUEEMIEREFEN SR EERZAEERE, TATAEEZENIIFIhRE
¥% : GitHub, GitLabMCP Server. #MGrafana. #ZBAILAEH AWS EEE#E 4| A5 AWS CLI #1171

HIR,

(® Note

AMINEEREREFET , AWS DevOps RELRIF IR

Bl , RGN BIRERS ERETHESERE,

REBAGRAEWE, EXREMRZ

ERAESRRHENLRERE
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RAriEmE

EREHaERIREEELL/ER

£ AWS DevOps fRE#ZGIAH , BRIERE “ERAETAEREREIR/ ET , AT EIMENAEE
BRI Ee,
MCP server details
Only MCP servers that implement the Streamable HTTP transport protocol are supported.
Name
The name of the MCP server
|_ my-mcp-server |
Endpoint URL
|_ https://mcp.internal.example.com |
The MCP server endpaint URL will be displayed in AWS CloudTrail logs in your account.
Description - optional
A
|| Enable Dynamic Client Registration
Allow DevOps Agent to automatically register with your MCP's authorization server.
Connect to endpoint using a private connection <—
If not checked, the connection will be made over the public internet.
© Use an existing private connection
Select from your existing private connections
| Select a private connection v
) Create a new private connection
Create a new VPC connection using Amazon VPC Lattice.
1. TFF AWS DevOps RE#ZEFHI & H S MBS REZE,
2. ERRIRME Hod ﬁ%}iﬂﬂo
. NERTABEENINREREIERE
EREmaRMENALEER 193
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RAriEmE

4. HEMFACEEAERD  WAZEALEEREENLKT K URL ( Hlilihttps://

mcp.internal.example.com),

5. IR “ERANEEREEIRI .

6. EALEELEEZNART R URL AN AAREER , ELERENTNAREERRCIZNL

BiEE,
7. SERBENREEREMRRE,

£/ CAWS LI Exhae R ER U AR EE

B LB B &private-connection-nameZ [ A EZEEMINGE. U T REMAmy-mcp-tool-
connectionfABEEIMEE API ZHRNH MCP RSB REl, AECHSNVAFEER SV

=8

aws devops-agent register-service \
--service mcpserver \
--private-connection-name my-mcp-tool-connection \
--service-details '{
"mcpserver": {

"name": "my-mcp-tool",
"endpoint": "https://mcp.internal.example.com",
"authorizationConfig": {
"apiKey": {
"apiKeyName": "api-key",
"apiKeyValue": "secret-value",
"apiKeyHeader": "x-api-key"
}
}
}
'\

--region us-east-1

WIEA A ESE

EERAEERE B3 RAHEOHRERERERSE , BXIE AWS DevOps KBRS 7 LA R
FRIRSS

1. $T7F AWS DevOps I H| & H SM B SN REZME,
2. FFRFH IR 21,

1R

/Ch

K E

WiFFAEER
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3. ﬂﬁﬁﬁﬁﬁﬁ EEIﬁ’?E’ﬁAﬁL?&S‘Z?—*:E’JEEEE’Jﬁ%O Blan |, RERN MCP T EREN MER AR ERY 15 174X
, BRAERR —NEEZAREN B,

4. HINREBRERELBRSVER.

MREERY , BREUTAE :

* VPC Lattice FR#|-# A& AR IA BMEM B IRM X E M VPC Sl B e &7 BR

LZEEAMN-KIEMMBENLLEARE ENIs ATEHNRFERNIRD LN HERE, A, BRI
FHRSHNELZLSEHRBATERREAOLWAMRE. REMNEH VPC CIDR IPs SEE A K VPC 3l
BHEFEENE, BuEAZSASIA ( AT ENIZ2AERKR) , A LLAEM VPC CIDR
N

o FREE-RBIEZERNFMREALUERERBAIENERS. WREBESFSEFRNFNPEZT , B
INEBRRATFEINZENRE,

« RS AM-EIAGHNIRS EEETHESTMRO LAERE,

s TPXENAAX-RIEEHNFRNREMNTXHENAAXH, E1Taws ec2 describe-
subnets --subnet-ids <your-subnet-ids> --query 'Subnets[*].
[SubnetId,AvailabilityZoneId]' R &E FEIHAFZEFHNTRHX,

M BR AL B T 42
AT MER AWS EI24IA T AWS CLI BB K BRI 1.
15 A2 1 & ) BRAL B SE $32

1. ¥TFF AWS DevOps RE#ZHI &,
2. ESMERT , RN REE K REERT AEEK,
3. IR EMBRN T AEEN RE RE , REEE WER.

2% AWS DevOps XX ENIs \&H VPC HBBRIEERRMXE , RAEEENRASEE RN “EEMBR
R, BBRTERE , ZEENTEHINEEN T AERIRF,

£/ AWS CLI Ml FAE ERE

aws devops-agent delete-private-connection \
--name my-mcp-tool-connection
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0 B7 3R B B IR ZS I DELETE_IN_PROGRESS., AWS DevOps R4 ENIs W& VPC R BRIEERR
Mx. MIRTRE , ZREBEFTEBHAEENT AEEIRP,

FAINAE VPC kBB RBFEHITERRE

MREHHLABLEMEA Amazon VPC Lattice HEEBACHRREE , WAINEEREEEXTOZ
BERE, BEFL AWS DevOps KERNERIEFRMX , MERAREDEN B RSNV E RIRE
B/ Amazon ERBAF (ARN),

XM EEUATERTREM

- REXLRFREMXNTREELwER,

- FEBZNAWS K SRSHERREE.

- BEMA VPC Lattice 15 R B E#HTF AN REL I,
* JZ1T hub-and-spoke M 44243,

EEH AWS CLI tIZBTEENLEERE , BIITUTERE

aws devops-agent create-private-connection \
--name my-advanced-connection \

--mode '{
"selfManaged": {
"resourceConfigurationId": "arn:aws:vpc-lattice:us-
east-1:123456789012:resourceconfiguration/rcfg-0123456789abcdef@"
}

}l
BXRRE VPC RKBERFEMXNBAREENESHFMEES. , HSH Amazon VPC BB AT ERE.

MR EZR

- the section called “VPC £ ¥ & (AWS PrivateLink)”
- the section called “¥E# MCP R &8

3 AWS DevOps REFLE IEE

AWS DevOps REBZ £

« the section called “DevOps K32 IAM X FR”

FERIAE VPC RBBRFHITESRRE 196
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AWS DevOps REZ £

AR M B X AWS DevOps REMNZLEEEM, BERYF. HEEHMEAMINENER. £H
IS B3R T AWS DevOps Agent Z2IMARITRKBE LN LZEMEAMERN,
LREE

AWS DevOps REEZEXRUNLZ L4, AFERAREN IAM ACZFTE ZHNE , RBHLEFIR
TEHCHWAIPHEEEARERETE, fl0, MREFEAEN IAM S5 T TEAH Amazon
S3 i7[A IAM KB, | AWS DevOps IR #ER{NIRENAWS Logs I8k 2 fa By B & LAt 1T BEHERR

RATBVAEN AWS DevOps RERE IAM RBRAXASE R SRR AR, REHHT
BREMEZEESTLBRERENE L,

KEZ2 A

{REZ2[EI R AWS DevOps REFI T EREBR. SMUBZRH

- EABACHEENNRMIET
o EXAEETLTGRIBRLE AWS K = H 3R
- BYSE=15FENERE

Agent Spaces RIFFIRHIIRE , SIAREZ £ H B ILETRTEHE B BT

X E 4k 38 M 2 4E 7

AWS DevOps Agent E2IKEEINEZE , EEXELERE . RENEEENREZRAER TR
WEREVFTE AWS Ik Y AWS X RIBEHE, XS XEEKFAHRERETRRLEANESHS
W, ANEEHELEN RN R,

Amazon Bedrock {15 )% ¥ X 15 #E 18

AWS DevOps VN B 1A R B E X BN &EXERLBEENERFR, XFTURAR
ExRSTHTERRNERTAYE  ARUSENEFER. SHREFNFEERREZRN
Xgd , BER , MARTNAHERTRAEZXEARTLE  WTRAMER. AERERFEY
Amazon B &£ M 1T INZEE i o
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AWS DevOps RESFGENHEEREZ2 MBI A HERNHBEXENNTAITERIR , 0T
g

KB RRBHHEIEE RS ERE N ERLLE,

- REXENHERBERFEXERALE,

o« R BBRAFAYHEEERFERARLHERLLE,

- REBARERNHEEREEREERSERLE,

« MRHEBERRERIHOXE , WRNER T REXRERARITLE,

« DevOps Agent # Bedrock £ RSS2 HIE K (SCPs) 5 Control Tower & RNARFIFEFEX
BN E P BRI

* Bedrock AIRERE A EFE B IE KB A B R 18 XE A KERFATRIRSHERE | LR AT A
i3

|ldentity and access management
B85
AWS DevOps RIBIRE T H & F AWS DevOps KEZE A Web M ARFHN EHRIESE

- AWS BEfRHLER — TEFHRIEAEMA OAuth 2.0 , FEA{NR HTTP B Cookie #ITEF &
ENEHRRIE, AWS BAHLTLUESIRER OIDC M SAML M SASE B IREEEKE , 215
Okta, Ping Identity A1 Microsoft Entra ID F#2{{tF, WA EZXFHESENSHRUEBHITZRES
BHIE, AWS Identity Center B iEFFER BIERIAN A RKK 12 /pat , H B AR E N FrER LR
8] o

- IAM B RIEEEE — S—RAZEATERANIAE AWS EERHAQEPFITENET IWT T
M AWS B HI S EZTT R Web NARRF. HED A A TESSITE Identity Center K2 Bl
{4 AWS DevOps RE , URETLZETE T Identity Center B9 & 43 1F 758 AWS DevOps KB
Web N ARFINREERHRNR, SFERSBIE 10 28 UH,

IAM B &

AWS DevOps REfE A 1AM £ &35k E S EAUR

- ERFAS-RTFTREDAESEEDIRREZEN AWS MK/ PR EHRAY T R R AR EIK - £
BRI RI R,

Identity and access management 198
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- REKFAG-RFREBEHEEZIREZRNEM AWS K- R HRRAR,
- Web LABRFAER-RTAFE Web MAREFF1HE AWS DevOps REBFAERIEN L RHONR,

XEABNRREENRENETEE  NEFRAEMFHLERRNR,

BIERT
AR b

AWS DevOps REXNFIEZ P HIE#HTME

- HOQQ@ SME-FARESER AWSKHEZHAME,
- RRTHNFE-FIERRINER, BF, ARNE, TEARBENEGHEEARIIRENT AN

GRS BRERHLS I,
HEFEANRE

BIEE#HETUEBREZENXIE 6 MHEELEREEEMENEXERH*T , 0 EEA Amazon
Bedrock &£ A1ER & 2 Frik

NMAEHBEER (PI)

AWS DevOps FESL B iAE, BUF+ASBIXEEHEKRENTIER , RBEF2TIE PIFEE. BiE
X Pl BiE#HTHRE , ARBUHFHETUEEBEP,

REAEMTITAER
KREHIZ

EHRENTBIIHEF FANBEE , XERHICEHE -

. BRE—MEESBARRN T3
. SHREREIEN T LB

« —HiERTR, REREENERTER , NMERRERBRD TENRTEAZRNKE , FEE
ERBEERE

BERF 5
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- ZE AT RELWAENXER

AWS CloudTrail &

FTB AWS DevOps XI2 API 8 AWS CloudTrail 3 EN AWS IKF Bai#EIR. FRAWRENER
CloudTrail , A LAHE -

- EREARHAER
« RHIERM IP bt
- RHEBERWAR

« RHERAETE

BB >E S R4

HRLHEFBEESRAINSSYE (FINNTH ) At , RERRERTEARE , £EXX Al R4
MEFLEXLEE S, AWS DevOps ENEEEREN -5 , Agent R LKEATFZHER , 25
BE, BRREMEMBRERIE. AWS DevOps RIEBEI LU T RIFIERER LA EARE , BEEEW
REBHERAAEENBFERNAFNXERFE RN TRBRAEHN. AXESESE , BE A EREE

s,
B S5 R RS -

« BARIAR —BRTHFIEMZIEHERAN  AETANITELERE TR, XU ILEESE
TIERENEMIRERINARRF

o« IKFn SREEFIHAIT — AWS DevOps R RBEE E MK FREKAVRE AWS IKFH O BRARENAG
AU RRAEE, REBETEZTRSEREEETE 2 EIFo

« Al 2R — AWS DevOps REEAER Al £F4 3 (ASL-3) RIFWER, XERFERIE
DREF , XEHRFAENDEAREZWAIRITH ZBIX H i TN M L.

« FTHENFITRE — KBS ERE-MESRIXRDNITI. EXRBIEREE , RERTEE
HBIEHKE , ATIBLEIRREARGREEBREITAN.

SR AWS DevOps Agent 2t 7 H W EIENEAREN ZERY |, BRERBETRELSE MK

« BHENX MCP R% 88T & — bring-your-own MCP EE R FEEAEBEIABEN TE | XA L Aled
SEARBEZNES, AENTETREREESRE AWS DevOps KE I EHEMN L 224 BEED
ARELSUEEFTINARNFAZXLETE, BXESZEE , T A EREERBS,
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- BRAPHE — BNE AWS KPP RATKETERNRFENAFZHZREREN/LRES, XE&
AP AR B AR EEANBER , SIATRERFE , N\MERZRARBRELENESE

PN
T o

B EXLERE , STHRITATERE

1. BN BEEX MCP RESBFBIREZE 2 , BFAREMME ST,
a. iR A RS IT RiRE
b. ¥if MCP BRESF[IHEWARTENAFRRENAESRME , AR E MCP #0O8 AWS DevOps £
BRBTXETERAFNREZREILNEREREERR AWS DevOps

2. ER TR IR EAERERENREANRN , HAKERREN
3. EHIF ML MCP Br55 25 B Z IRV EZE

4. ATMAH AR EPRRIIVEMASTE URLs AIsEHERARENTH , RLEN AR 2P
B AERF,

EREE
AWS DevOps REXBSMERKT | SHLDBEECHREME

« AHRNEER-NEER , TUEARBEREHFEAMNREBRZRER. XERENENSHRIESE

« MCP fR% 8% — £/ OAuth 2.0 SO RIERIEMN API ZHAENTREZLBENEZEERE £ T XX
WARSS =

« Webhook it %88 — K B=ERSE ( FIMNEIEHK TN RS ) WIAERMEZES. Webhook fERET
BMENHEESHRIER (HVMAC) kRBREZ L,

« HIAEE — EW Slack MEFREZXNERMNREBEZRESN , EHFAZBER@ER.

AR R

—ENMTEERSRFNRTEHRIE , AERKFPHAEREZRCERAE, FMXETRR , &R
FEKFPRIHT-REHRIE , RAEENMMEZEH A UEEDZOEMERP N B ERR.

BUF T BRI SUEM

« GitHub— £/ OAuth RRE#H 1T HHRIE, EIKF, GitHub RABEME , B4 Agent Space & A LAE
£3 GitHub AR ERMEE,
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- Dynatrac e — ] OAuth T H AR, EIKF % 51EM Dynatrace 5 , BNz (6 EF 7] LUE £
43 E K Dynatrace INES S IEE E

« Slack — £/ OAuth TS M RKIE, EKFEBFEM Slack i5 , B Agent Space & 1] LUE#E F 4
EM Slack $ESE,

- Datadog — EAH A OAuth HRIZH MCP #1TH MK, ZEIK/FHBIEM Datadog /7 , BNMRIEZE
B ZB AT LLUEEZI4S ERY Datadog 512 R IR,

- ¥TBEY-E£A AP A MK, EIKFHRBEM New Relic f§ , B4 Agent Space #f Al SUEEE45
EH New Relic S E,

« Splunk — EAFIEETESHRIE, EKFRBFEM Splunk & , 8MNMMEZRIF AT SLUEZERHRE
B9 Splunk HIEIR

« GitLab— FERFRITSEEHRIE, EIKF GitLab REEME , 4 Agent Space B LUE R E
MY GitLab & &,

- ServiceNow— £/ OAuth & i key/token &K iE, EIKF ServiceNow £ 5FEME , 40
Agent Space & A LUEEEIHSER ServiceNow KBk T HBAF,

EBLAX A EAVIZE MCP RS 8:-E A OAuth RERITHHKIE. EKSRAEMZE MCP AR
SRl , B MEZREALUEREIIZRS /LT HNEER Ko

RIERE
AWS DevOps REIEZZIENE = REFIZE MCP RFSH[URITHAEMEMIR/E,
M AWS DevOps REZIEN RS ALRE

AWS DevOps RE B EEMNE=FREMIZE MCP IRFF[HN HMERE , XEEZUABRELR
RGN ERMBEN, NARFXERENRTENITERELR !

- WERXEIE — MREHITETUM AWS VPC RiFE , M AT EAER AWS DevOps RIEBFLAEE
BEEREREE AWS WE , HELNH Internet [BE. BXEZEELR |, B5H the section called ‘%
EIFMAFRENTE,

s NARENIE-MRENTEABI LN Internet TFRIFER IP AT B 2P AEAN |, W 24505
R BT AWS DevOps KEIR IP ittt ASERE -

« WAM#X (Z&fE ) (ap-southeast-2)
« 13.237.95.197
+ 13.238.84.102

W & IE 3 202
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« WAMKX (ZRR ) (ap-northeast-1)

« 13.192.12.233

« 35.74.181.230

« 57.183.50.158

BROMit X ( 7E==4E ) (eu-central-1)

« 18.158.110.140

« 52.57.96.160

« 52.59.55.56

PRMib X ( Z/R= ) (eu-west-1)

* 34.251.85.24

« 52.30.157.157

« 52.51.192.222

EXERE (FHFRILMILER ) (us-east-1)

 34.228.181.128

* 44.219.176.187

* 54.226.244.221

EEAEI (HBEXM ) (us-west-2)

* 34.212.16.133

« 52.89.67.212
* 54.187.135.61

MIEH) VPC E| AWS DevOps REHHILARE

X FMIEH AWS VPC E| AWS DevOps RER HILTRE ( Hla0 , fEMthe section called “Eid
Webhook F DevOps K327 ) , BAILAER VPC KinT SN LNERES AWS MERE, BXE
Z{E R , 52 A the section called “VPC & ixT = (AWS PrlvateLlnk)”o

RAEHLABERER
AWS =E
AWS A :

MEH VPC E| AWS DevOps REH HILRE 203



AWS DevOps KB A AriEE
- EPRERZRINBIENZSH

- RPAUHKREERANAYIE

« R3P121T AWS DevOps KB E Rt ZEH

ERRE
B

- EEAPXNAIEZEAY T A X PR

- REAAEREMANABRENAERASNERENR , fIMEKBER, CloudTrail B4, RiEF
HBRSMAR , XERSMARATERFEARTAEZRTEA

- BRAAEEENBERBEFTATREFEARZSHRETREARGHN AIEHE

« ¥4R bring-your-own MCP [RS8 EK R EE1T

- BRIELEREN IAM B EEHE EH

- EFEEITNME B EMEMREBERTFERPZE , £EK Pl KE

- BEERWMNME , BMXEEZNEIEIR (238 bring-your-own MCP fR588 ) & T RIENR

BRERRR

AWS TNMERREBHE, WX EERRBERBIBROBTFERINGER R IE~H. AWS DevOps
Agent Space FAEFNFRARBRAEARENMNANAE |, E AWS FEATCRAERSAEE,

aM

EFEMRA , AWS DevOps Agent F&F& SOC 2, PCI-DSS, I1SO 27001 = FedRAMP &#r i,
AWS HEREMRFREMHLESHINIL,

DevOps K IAM R

AWS DevOps REFEARSE T RS AWS 415 EEE (IAM) Access Management 1 43k 2 HiI XY
HINEMIhEE i, XLERERE T HF1E AWS DevOps RIBIEH| & FIRER Web AR FH A
DIITHIRE, XEREBAGHTRASEN AR AWS RS API IERE2FH,

BREHABTRNENESESR , FSERH AWS K- R E T R,
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RIEZ ) EEIRE

UTHRFRFNREZREENEENTH

- aidevops: GetAgentSpace — AWAFEEE XN EZRANFHAES , SR/HEEE., REMKEKIK
Fo. ARFEENRNRBRT e E AWS BB AP REZE,

- aidevops: GetAssociation — AFAFEEEXRBERFRBENIFAFE , 23F IAM BEEENE
BRA,

- aidevops: ListAssociations — AT AP S H A RKEZREENAE AWS IKFXE , BFEKS M
REWKF,

WEMNITITE

DT BRERFINE4EEIIENER

- aidevops: ListExecutions — AFRAFEFBRITLHIE ( 2 ID. RIF ) , ATSESHEXNA
B, ZFEE. TAMBIXTE,

- aidevops : ListJournalRecords— AFAFHEFMARE , XEAXRERTREMNHEESE, X
BEARRBE, EF, TEMPXNFHERSANBERER. SN TTHRILBOFESHLECREA,

HMREERE

MRFBELT IAM R BEIZ1T :

« aidevops: ListChats — /¥ A /= %I tH F17 0] B K X % 7 5218 3%
- aidevops: CreateChat — A F P Bl XX iE,
- aidevops: SendMessage — AFAFRXBHMBFREELD S,

IR BURE
ST SR AE R 1 PR 7 4 TRRR 59 T BERY 5 ) -

- aidevops: DiscoverTopology — A F AP AR IEZ=E NEIN RTINS, REZHEE AWS ik
FPRMENARREREIERE,
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FRpr MR W ATE

AT RAEER BT “TRBR” ShRERY TR R AR :

- aidevops : ListGoals— AFAFRERENSEHEXNEEFREEEZ LI B Fr.

- aidevops : ListRecommendations— R FFAFEF “Mby” EEERMNFIEEN , SEHMLERMZE
Blo

- aidevops : GetRecommendation— AFAFEFEBXBFEREWNFHAEER , DI/ IZEWUARTT LS IE
WEHFERIERE,

FHENESERRE
SRR RN S D BRI SR T E A 4

- aidevops: CreateBacklogTask — A 1F A P SIR2EH BAER M T HES.
- aidevops : UpdateBacklogTask— ¥ F P #t A E T XIS BUE EE#H TR RER T,
- aidevops: GetBacklogTask — A FAFREEXRBETSHIFAER.

- aidevops: ListBacklogTasks — AT AFFIHAEZEMNES , BEFEKE, KA. LERSCIEN
B 1T 5 3

AMAEETE

XERERG T REERER R A MERARRINNEEBE AR

- aidevops: CreateKnowledgeltem — AR MBE AR | flinsee, HEHERRIEMINEN
SENRETNARFNER.

- aidevops: ListKnowledgeltems — R FAFEFEANREZRIEEN A FIRTE,

- aidevops: GetKnowledgeltem — AT AR ZFEAIRTINIFAE R

- aidevops: UpdateKnowledgeltem — A iF A P& E FRW B MR EFEE&HT

- aidevops: DeleteKnowledgeltem — 1A F IR A B XM AR E .

AWS Support SRR IR %

AT ET 245 Su AWS pport REIEIER :
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- aidevops : InitiateChatForCase— A FAF BZEET FHEFHBE Su AWS pport BT R&iE , B3
REEXEHNERES,
- aidevops: EndChatForCase — 71 4 RIEEKH Su AWS pport RFIBIK &%,

- aidevops : DescribeSupportLevel— RFAFEFKF I AWS XFiTRIERS , EBER AN X iFk
Lo

fiE AR M s 2R AE
ST SR AR SRR 62 AR5 B MO T 1A R

- aidevops: GetAccountUsage — L iFFIF&E& AWS DevOps RIBE AR AERT A, FF5 T4 E
PREREFAR Y ANERER.

EILH IAM KB R
B R KK

WEERE FX A AWS DevOps RIEIHEER ST 15 B AR -

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "aidevops:*",
"Resource": "*"
}
]
}
IEEBEBUR

LERBE R AR AE MR , EXFEENR !

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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RAriEmE

"Action": [

"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:

]I

"Resource":

RIRREE

HBERBEFXBEMNR WA HRINR , REHEEF

GetAgentSpace",
InvokeAgent",
ListExecutions",
ListJournalRecords",
ListAssociations",
GetAssociation",
DiscoverTopology",
ListRecommendations",
GetRecommendation",
CreateBacklogTask",
UpdateBacklogTask",
GetBacklogTask",
ListBacklogTasks",
ListKnowledgeItems",
GetKnowledgeItem",
InitiateChatForCase",
EndChatForCase",
ListChats",
CreateChat",
SendMessage",
ListGoals",
CreateKnowledgeItem",
UpdateKnowledgeItem",
DescribeSupportLevel",
ListPendingMessages"

i n

"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [

"aidevops:

GetAgentSpace",

B 1AM K =B
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"aidevops:ListAssociations",
"aidevops:GetAssociation",
"aidevops:ListExecutions",
"aidevops:ListJournalRecords",
"aidevops:ListRecommendations",
"aidevops:GetRecommendation",
"aidevops:ListBacklogTasks",
"aidevops:GetBacklogTask",
"aidevops:ListKnowledgeItems",
"aidevops:GetKnowledgeItem",
"aidevops:GetAccountUsage"

1,

"Resource": "*"

A AWS DevOps REFERARSZSHEKAE

AWS DevOps REFEH AWS &5 EEE (IAM) Access Management [REHEXAE, REHEXA
&2 —MmAEH IAM B | BEiE4EEE AWS DevOps KB, BRSHEXEAEH AWS DevOps REFE
X, BREEZRSAKRSBAEM AWS RSFTENAIENR,

RS MR A BN R

AWSServiceRoleForAIDevOps fRFZH XA EEE aidevops.amazonaws . com [RFEFEABE
ZAG,

ZABERAAWSServiceRoleForAIDevOpsPolicy EE A TR ITE R EE

 cloudwatch:PutMetricData— FERAIERIEIR K EAWS/AIDevOps CloudWatch 5% ZE[H] ,
B —“cloudwatch:namespace% M4 BRE NN L FAWS/AIDevOpsin & ZE[H

« vpc-lattice:CreateResourceGateway— AFAEERSIE VPC KHEERFEMXK,
¥ aws :RequestTag/AWSAIDevOpsManaged%& iR EBE , A ZRE ReEtIETE
ZAWSAIDevOpsManagedinZ iy &R M >

« vpc-lattice:TagResource— #rig VPC BB RIFEMX, #Kaws:RequestTag/
AWSAIDevOpsManaged%#4XI 2B H,

« vpc-lattice:DeleteResourceGateway— Mgk VPC @B & REMK,
#aws :ResourceTag/AWSAIDevOpsManaged &R ESEE , F ik ARSS R aeM BRE Gl 2 /Y 7R M
Ko

A AWS DevOps REFEARSHEXAE 209
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« vpc-lattice:GetResourceGateway— REH X VPC kEERFEMAIWER.
&aws:ResourceTag/AWSAIDevOpsManaged%& i ESEE , RS ReeiENHE 0l 2 /Y EIRM
Ko

« ec2:DescribeVpcs , ec2:DescribeSubnets , ec2:DescribeSecurityGroups— K &REX
BB FRMAFEN VPC MERRNELR, XERRBREERFRE VPC BRIE , X EC2API R
X F R AR R IR B R

« iam:CreateServicelLinkedRole— BIEERMXBIEFMEBENVPC Lattice RFHX AR, LR
NPRFvpc-lattice.amazonaws.comfREEHE , FREAT N EMHMREFZAEBRFIHEXAE,

RRSKREAE

TEF oAl AWSServiceRoleForAIDevOps lRFXBK AR, HEFHFEA AWS DevOps I
B, ZREENEERSHERER,

EATRSARECUEAR , B4 Aiam: CreateServiceLinkedRolefX R, EAE
Waidevops.amazonaws.comSUEER/NMIREN Fiam: AWSServiceName &4k A E L X BRAVSE
B. BEXEZER , BERARSHEXAENE,

W RSHEXAG

BT LY AWSServiceRoleForAIDevOps fREMEXAER, BIEAGE , BLEIERACGNHNENR ,
AN AT ESREBEHSI AZAR, T3 , BULUER IAM REABNGE, BXEZEL | &
SRRERSHEXAR,

MER BRSHEXAE

MREFTBEEMEA AWS DevOps KB |, BRAITEDUEM BRAWSServiceRoleForAIDevOps RS HEx
A, thRkAeZH , XNERREREZAPEENMETAERE. BHRBRSHEXAET287B
BRZ B ZRSS BB H BAWSAIDevOpsManagedti &K VPC Lattice BIRMX, MRETHFEEXL
TRMx , MNFZHRFEBER. BXEZER , ESRABKRKRSHEXAE,

AWS AWS DevOps RERIEE R

AWS B RHHCIEMNEENIET IAM RERBERFZSEILRAH AWS, XL AWS HERKBEAEL
RBIRTLENNR , SHEERTATLRAEZERLENR. AXESZER , BZH _IAM AFER_
FRIAWS FEE KM,

LU AWS FEERBE4EE T A AWS DevOps gent , &0 LURFELFE AN BNk = B P
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AlDevOpsAgentReadOnlyAccess

B3 AWS EEEE A REX Amazon A DevOps gent B9 21521/ 8] fXBR

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AIDevOpsAgentReadOnlyAccess",
"Effect": "Allow",
"Action": [
"aidevops:Get*",
"aidevops:List*",
"aidevops:SearchServiceAccessibleResource"
1,
"Resource": "*"
}
]
}

AlDevOpsAgentFullAccess

B3 AWS EEEE A REX Amazon A DevOps gent B 584 1 8] fXBR

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AIDevOpsAgentSpaceAccess",

"Effect": "Allow",

"Action": [
"aidevops:CreateAgentSpace",
"aidevops:DeleteAgentSpace",
"aidevops:GetAgentSpace",
"aidevops:ListAgentSpaces",
"aidevops:UpdateAgentSpace"

]I

"Resource": "*"
}I
{

"Sid": "AIDevOpsServiceAccess",

"Effect": "Allow",
"Action": [

AWS AWS DevOps RIBHIFEE KB
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"aidevops:DeregisterService",
"aidevops:GetService",
"aidevops:ListServices",
"aidevops:RegisterService",

"aidevops:SearchServiceAccessibleResource"

1,

"Resource": "*"
I

{

"Sid": "AIDevOpsAssociationAccess",

"Effect": "Allow",

"Action": [
"aidevops:AssociateService",
"aidevops:DisassociateService",
"aidevops:GetAssociation",
"aidevops:ListAssociations",
"aidevops:UpdateAssociation",
"aidevops:ValidateAwsAssociations"

1,

"Resource": "*"

},
{

"Sid": "AIDevOpsWebhookAccess",

"Effect": "Allow",

"Action": [
"aidevops:ListWebhooks"

1,

"Resource": "*"

},

{
"Sid": "AIDevOpsOperatorAppAccess",

"Effect": "Allow",

"Action": [
"aidevops:DisableOperatorApp",
"aidevops:EnableOperatorApp",
"aidevops:GetOperatorApp",

"aidevops:UpdateOperatorAppIdpConfig"

1,

"Resource": "*"
I
{

"Sid": "AIDevOpsKnowledgeAccess",

"Effect": "Allow",
"Action": [

AWS AWS DevOps RIBHIFEE KB
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"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops
"aidevops:
1,
"Resource":
},
{

CreateKnowledgeItem",
DeleteKnowledgeItem",
GetKnowledgeItem",
ListKnowledgeItems",

:ListKnowledgeItemVersions",

UpdateKnowledgeItem"

i n

"Sid": "AIDevOpsBacklogAccess",

"Effect": "
"Action": [
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
1,
"Resource":
1,
{

Allow",

CreateBacklogTask",
GetBacklogTask",
ListBacklogTasks",
ListGoals",
UpdateBacklogTask",
UpdateGoal"

"y

"Sid": "AIDevOpsRecommendationAccess",

"Effect": "
"Action": [
"aidevops:
"aidevops:
"aidevops:
1,
"Resource":
I

{
"Sid": "AID

Allow",
GetRecommendation",

ListRecommendations",
UpdateRecommendation"

"y

evOpsAgentChatAccess",

"Effect": "Allow",

"Action": [
"aidevops:
"aidevops:
"aidevops:
"aidevops:

1,

"Resource":

},
{

CreateChat",
ListChats",
ListPendingMessages",
SendMessage"

i n

AWS AWS DevOps RIBHIFEE KB
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"Sid": "AIDevOpsJournalAccess",

"Effect": "Allow",

"Action": [
"aidevops:ListExecutions",
"aidevops:ListJournalRecords"

1,

"Resource": "*"

I
{
"Sid": "AIDevOpsTopologyAccess",

"Effect": "Allow",

"Action": [
"aidevops:DiscoverTopology"
1,
"Resource": "*"
},

{

"Sid": "AIDevOpsSupportAccess",

"Effect": "Allow",

"Action": [
"aidevops:DescribeSupportLevel",
"aidevops:EndChatForCase",
"aidevops:InitiateChatForCase"

1,

"Resource": "*"

1,
{
"Sid": "AIDevOpsUsageAccess",

"Effect": "Allow",

"Action": [
"aidevops:GetAccountUsage"
1,
"Resource": "*"
},

{

"Sid": "AIDevOpsTaggingAccess",

"Effect": "Allow",

"Action": [
"aidevops:ListTagsForResource",
"aidevops:TagResource",
"aidevops:UntagResource"

1,

"Resource": "*"

iy
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{
"Sid": "AIDevOpsVendedLogs",
"Effect": "Allow",
"Action": [
"aidevops:AllowVendedLogDeliveryForResource"

1,

"Resource": "*"

AlDevOpsOperatorAppAccessPolicy

RALEA AWS DevOps #1ER Web N AREF 7 RCEZE RIFINR,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowOperatorAgentSpaceActions",

"Effect": "Allow",

"Action": [
"aidevops:GetAgentSpace",
"aidevops:GetAssociation",
"aidevops:ListAssociations",
"aidevops:CreateBacklogTask",
"aidevops:GetBacklogTask",
"aidevops:UpdateBacklogTask",
"aidevops:ListBacklogTasks",
"aidevops:ListJournalRecords",
"aidevops:DiscoverTopology",
"aidevops:ListGoals",
"aidevops:ListRecommendations",
"aidevops:ListExecutions",
"aidevops:GetRecommendation",
"aidevops:UpdateRecommendation",
"aidevops:CreateKnowledgeItem",
"aidevops:ListKnowledgeItems",
"aidevops:ListKnowledgeItemVersions",
"aidevops:GetKnowledgeItem",
"aidevops:UpdateKnowledgeItem",
"aidevops:DeleteKnowledgeItem",
"aidevops:ListPendingMessages",

AWS AWS DevOps RIBHIFEE KB
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"aidevops:InitiateChatForCase",
"aidevops:EndChatForCase",
"aidevops:DescribeSupportLevel",
"aidevops:ListChats",
"aidevops:CreateChat",
"aidevops:SendMessage"
1,
"Resource": "arn:aws:aidevops:*:*:agentspace/${aws
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
I
{

"Sid": "AllowOperatorAccountActions",
"Effect": "Allow",

"Action": [
"aidevops:GetAccountUsage"

1,
"Resource":
"Condition": {
"StringEquals": {

"y
’

"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{
"Sid": "AllowSupportOperatorActions",
"Effect": "Allow",

"Action": [
"support:DescribeCases",
"support:InitiateChatForCase",
"support:DescribeSupportLevel"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
}
]

:PrincipalTag/AgentSpaceId}",

AWS AWS DevOps RIBHIFEE KB
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}

AlDevOpsAgentAccessPolicy

Rt AWS DevOps RIEX &~ AWS HFiR#t TREM S AT EHNINR,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AIOPSServiceAccess",

"Effect": "Allow",

"Action": [
"access-analyzer:GetAnalyzer",
"access-analyzer:List*",
"acm-pca:Describe*",
"acm-pca:GetCertificate",
"acm-pca:GetCertificateAuthorityCertificate",
"acm-pca:GetCertificateAuthorityCsz",
"acm-pca:List*",
"acm:DescribeCertificate",
"acm:GetAccountConfiguration",
"aidevops:GetKnowledgeItem",
"aidevops:ListKnowledgeItems",
"airflow:List*",

"amplify:GetApp",
"amplify:GetBranch",
"amplify:GetDomainAssociation",
"amplify:List*",
"aoss:BatchGetCollection",
"aoss:BatchGetLifecyclePolicy",
"aoss:BatchGetVpcEndpoint",
"aoss:GetAccessPolicy",
"aoss:GetSecurityConfig",
"aoss:GetSecurityPolicy",
"aoss:List*",
"appconfig:GetApplication",
"appconfig:GetConfigurationProfile",
"appconfig:GetEnvironment",
"appconfig:GetHostedConfigurationVersion",
"appconfig:List*",
"appflow:Describe*",
"appflow:List*",

AWS AWS DevOps RIBHIFEE KB
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"application-autoscaling:Describe*",
"application-signals:BatchGetServicelLevelObjectiveBudgetReport",
"application-signals:GetService",
"application-signals:GetServicelevelObjective",
"application-signals:List*",
"applicationinsights:Describe*",
"applicationinsights:List*",
"apprunner:Describe*",
"apprunner:List*",
"appstream:Describe*",
"appstream:List*",
"appsync:GetApiAssociation",
"appsync:GetDataSource",
"appsync:GetDomainName",
"appsync:GetFunction",
"appsync:GetGraphqlApi",
"appsync:GetGraphqlApiEnvironmentVariables",
"appsync:GetIntrospectionSchema",
"appsync:GetResolver",
"appsync:GetSourceApiAssociation",
"appsync:List*",
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"aps:List*",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:List*",
"athena:GetCapacityAssignmentConfiguration",
"athena:GetCapacityReservation",
"athena:GetDataCatalog",
"athena:GetNamedQuery",
"athena:GetPreparedStatement",
"athena:GetWorkGroup",
"athena:List*",
"auditmanager:GetAssessment",
"auditmanager:List*",
"autoscaling:Describe*",
"backup-gateway:GetHypervisor",
"backup-gateway:List*",
"backup:Describe*",
"backup:GetBackupPlan",
"backup:GetBackupSelection",
"backup:GetBackupVaultAccessPolicy",
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"backup:GetRestoreTestingPlan",
"backup:GetRestoreTestingSelection",

AWS AWS DevOps R ITE K% 218



AWS DevOps X3 A

RAriEmE

"backup:List*",
"batch:DescribeComputeEnvironments",
"batch:DescribeJobQueues",
"batch:DescribeSchedulingPolicies",
"batch:List*",

"bedrock:GetAgent",
"bedrock:GetAgentActionGroup",
"bedrock:GetAgentAlias",
"bedrock:GetAgentkKnowledgeBase",
"bedrock:GetDataSource",
"bedrock:GetGuardrail",
"bedrock:GetKnowledgeBase",
"bedrock:List*",
"budgets:Describe*",
"budgets:List*",

"ce:Describe*",
"ce:GetAnomalyMonitors",
"ce:GetAnomalySubscriptions",

"ce:List*",

"chatbot:Describe*",
"chatbot:GetMicrosoftTeamsChannelConfiguration",
"chatbot:List*",

"cleanrooms-
"cleanrooms-
"cleanrooms:
"cleanrooms:
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"cleanrooms:

"cleanrooms

"cleanrooms:
"cleanrooms:

ml:GetTrainingDataset",
ml:List*",

GetAnalysisTemplate",
GetCollaboration",
GetConfiguredTable",
GetConfiguredTableAnalysisRule",

:GetConfiguredTableAssociation",

GetMembership",
List*",

"cloudformation:Describe*",
"cloudformation:GetResource",
"cloudformation:GetStackPolicy",
"cloudformation:GetTemplate",
"cloudformation:List*",

"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
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:GetDistribution",
:GetDistributionConfig",
:GetFunction",

:GetKeyGroup",

AWS AWS DevOps RIBHIFEE KB

219



AWS DevOps X3 A

RAriEmE

"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront

"cloudfront:
"cloudtrail:
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:GetMonitoringSubscription",
:GetOriginAccessControl",
:GetOriginRequestPolicy",
:GetPublicKey",
:GetRealtimelLogConfig",
:GetResponseHeadersPolicy",

List*",
Describe*",
GetChannel",

GetEventConfiguration",
GetEventDataStore",
GetEventSelectors"”,
GetInsightSelectors",
GetQueryResults",
GetResourcePolicy",

GetTrail",

GetTrailStatus",

List*",

LookupEvents",

StartQuery",
Describe*",

GenerateQuery",
GetDashboard",
GetInsightRuleReport",
GetMetricData",
GetMetricStatistics",
GetMetricStream",

GetService",

:GetServicelevelObjective",
"cloudwatch:
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List*",

"codeartifact:List*",

"codebuild:BatchGetFleets",

"codebuild:List*",

"codecommit
"codecommit
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"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:
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BatchGetDeploymentTargets",
GetApplication",
GetDeploymentConfig",
GetDeploymentTarget",
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"codeguru-profiler:Describe*",
"codeguru-profiler:GetNotificationConfiguration",
"codeguru-profiler:GetPolicy",
"codeguru-profiler:List*",
"codeguru-reviewer:Describe*",
"codeguru-reviewer:List*",
"codepipeline:GetPipeline",
"codepipeline:GetPipelineState",
"codepipeline:List*",
"codestar-connections:GetConnection",
"codestar-connections:GetRepositorylLink",
"codestar-connections:GetSyncConfiguration",
"codestar-connections:List*",
"codestar-notifications:Describe*",
"codestar-notifications:List*",
"cognito-identity:DescribeIdentityPool",
"cognito-identity:GetIdentityPoolRoles",
"cognito-identity:ListIdentityPools",
"cognito-identity:ListTagsForResource",
"cognito-idp:AdminListGroupsForUser",
"cognito-idp:DescribeIldentityProvider",
"cognito-idp:DescribeResourceServer",
"cognito-idp:DescribeRiskConfiguration",
"cognito-idp:DescribeUserImportJob",
"cognito-idp:DescribeUserPool",
"cognito-idp:DescribeUserPoolDomain",
"cognito-idp:GetGroup",
"cognito-idp:GetLogDeliveryConfiguration",
"cognito-idp:GetUICustomization",
"cognito-idp:GetUserPoolMfaConfig",
"cognito-idp:GetWebACLForResource",
"cognito-idp:ListGroups",
"cognito-idp:ListIdentityProviders",
"cognito-idp:ListResourceServers",
"cognito-idp:ListUserPoolClients",
"cognito-idp:ListUserPools",
"cognito-idp:ListTagsForResource",
"comprehend:Describe*",
"comprehend:List*",

"config:Describe*",
"config:GetStoredQuery",

"config:List*",

"connect:Describe*",
"connect:GetTaskTemplate",
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"connect:List*",
"databrew:Describe*",
"databrew:List*",
"datapipeline:Describe*",
"datapipeline:GetPipelineDefinition",
"datapipeline:List*",

"datasync:
"datasync:
"deadline:
"deadline:
:GetLicenseEndpoint",
"deadline:
"deadline:
"deadline:
"deadline:
"deadline:
"deadline:

"deadline

Describe*",
List*",
GetFarm",
GetFleet",

GetMonitor",

GetQueue",
GetQueueEnvironment",
GetQueueFleetAssociation",
GetStorageProfile",
List*",

"detective:GetMembers",
"detective:List*",
"devicefarm:GetDevicePool",
"devicefarm:GetInstanceProfile",
"devicefarm:GetNetworkProfile",
"devicefarm:GetProject",
"devicefarm:GetTestGridProject",
"devicefarm:GetVPCEConfiguration",
"devicefarm:List*",
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"devops-guru:List*",
"dms:Describe*",

"dms:List*",

"ds:Describe*",

"dynamodb:
"dynamodb:
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Describe*",
GetResourcePolicy",
List*",

"ec2:Describe*",

ec2:GetAssociatedEnclaveCertificateIamRoles",

"ec2:GetIpamPoolAllocations",

ec2:GetIpamPoolCidrs",

"ec2:GetManagedPrefixListEntries",

ec2:GetNetworkInsightsAccessScopeContent",

"ec2:GetSnapshotBlockPublicAccessState",

ec2:GetTransitGatewayMulticastDomainAssociations"
"ec2:GetTransitGatewayRouteTableAssociations",
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ec2:GetTransitGatewayRouteTablePropagations",
"ec2:GetVerifiedAccessEndpointPolicy",
ec2:GetVerifiedAccessGroupPolicy",
"ec2:GetVerifiedAccessInstanceWebAcl",
"ec2:SearchlLocalGatewayRoutes",
"ec2:SearchTransitGatewayRoutes",
"ecr:Describe*",
"ecr:GetlLifecyclePolicy",
"ecr:GetRegistryPolicy",
"ecr:GetRepositoryPolicy",
"ecr:List*",
"ecs:Describe*",
"ecs:List*",
"eks:AccessKubernetesApi",
"eks:Describe*",

"eks:List*",
"elasticache:Describe*",
"elasticache:List*",
"elasticbeanstalk:Describe*",
"elasticbeanstalk:List*",
"elasticfilesystem:Describe*",

"elasticloadbalancing:GetResourcePolicy",

"elasticloadbalancing:GetTrustStoreCaCertificatesBundle",

"elasticloadbalancing:GetTrustStoreRevocationContent",
"elasticloadbalancing:Describe*",
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"emr-containers:Describe*",
"emr-containers:List*",
"emr-serverless:GetApplication",
"emr-serverless:List*",
"es:Describe*",

"es:List*",

"events:Describe*",
"events:List*",
"evidently:GetExperiment",
"evidently:GetFeature",
"evidently:GetLaunch",
"evidently:GetProject",
"evidently:GetSegment",
"evidently:List*",
"firehose:Describe*",
"firehose:List*",
"fis:GetExperimentTemplate",
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"fis:GetTargetAccountConfiguration",

"fis:List*",

"fms:GetNotificationChannel",
"fms:GetPolicy",

"fms:List*",

"forecast:Describe*",
"forecast:List*",

"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:

BatchGetVariable",
Describe*",
GetDetectors",
GetDetectorVersion",
GetEntityTypes",
GetEventTypes",
GetExternalModels",
GetLabels",
GetListElements",
GetListsMetadata",
GetModelVersion",
GetOutcomes",
GetRules",
GetVariables",
List*",

"fsx:Describe*",
"gamelift:Describe*",
"gamelift:List*",
"globalaccelerator:Describe*",
"globalaccelerator:List*",
"glue:GetDatabase",
"glue:GetDatabases",

"glue:GetJob",

"glue:GetRegistry",
"glue:GetSchema",
"glue:GetSchemaVersion",
"glue:GetTable",

"glue:GetTags",

"glue:GetTrigger",

"glue:List*",

"glue:querySchemaVersionMetadata",
"grafana:Describe*",
"grafana:List*",
""greengrass:Describe*",
"greengrass:GetDeployment",
""greengrass:List*",

"groundstation:

GetConfig",
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"groundstation:GetDataflowEndpointGroup",
"groundstation:GetMissionProfile",
"groundstation:List*",
"guardduty:GetDetector",
"guardduty:GetFilter",
"guardduty:GetIPSet",
"guardduty:GetMalwareProtectionPlan",
"guardduty:GetMasterAccount",
"guardduty:GetMembers",
"guardduty:GetThreatIntelSet",
"guardduty:List*",
"health:DescribeEvents",
"health:DescribeEventDetails",
"healthlake:Describe*",
"healthlake:List*",

"iam:GetGroup",

"iam:GetGroupPolicy",
"iam:GetInstanceProfile",

iam:GetLoginProfile",

iam:GetOpenIDConnectProvider",
"iam:GetPolicy",
"iam:GetPolicyVersion",
"iam:GetRole",
"iam:GetRolePolicy",
"iam:GetSAMLProvider",
"iam:GetServerCertificate",
"iam:GetServicelLinkedRoleDeletionStatus",
"iam:GetUser",

iam:GetUserPolicy",

iam:ListAttachedRolePolicies",
"iam:ListOpenIDConnectProviders",
"iam:ListRolePolicies",
"iam:ListRoles",
"iam:ListServerCertificates",
"iam:ListVirtualMFADevices",
"identitystore:DescribeGroup",
"identitystore:DescribeGroupMembership",
"identitystore:ListGroupMemberships",
"identitystore:ListGroups",
"imagebuilder:GetComponent",
"imagebuilder:GetContainerRecipe",
"imagebuilder:GetDistributionConfiguration",
"imagebuilder:GetImage",

"imagebuilder:GetImagePipeline",

AWS AWS DevOps R ITE K% 225



AWS DevOps X3 A AriEE

"imagebuilder:GetImageRecipe",
"imagebuilder:GetInfrastructureConfiguration",
"imagebuilder:GetLifecyclePolicy",
"imagebuilder:GetWorkflow",
"imagebuilder:List*",

"inspector2:List*",

"inspector:Describe*",

"inspector:List*",
"internetmonitor:GetMonitor",
"internetmonitor:List*",

"iot:Describe*",
"iot:GetPackage",
"iot:GetPackageVersion",
"iot:GetPolicy",
"iot:GetThingShadow",
"iot:GetTopicRule",
"iot:GetTopicRuleDestination",
"iot:GetV2LoggingOptions",
"iot:List*",

"iotanalytics:Describe*",

"iotanalytics:List*",

"iotevents:Describe*",

"iotevents:List*",

"iotsitewise:Describe*",

"iotsitewise:List*",
"iotwireless:GetDestination",
"iotwireless:GetDeviceProfile",
"iotwireless:GetFuotaTask",
"iotwireless:GetMulticastGroup",
"iotwireless:GetNetworkAnalyzerConfiguration",
"iotwireless:GetServiceProfile",
"iotwireless:GetWirelessDevice",
"iotwireless:GetWirelessGateway",
"ijotwireless:GetWirelessGatewayTaskDefinition",
"iotwireless:List*",

"ivs:GetChannel",

ivs:GetEncoderConfiguration",

ivs:GetPlaybackRestrictionPolicy",
"ivs:GetRecordingConfiguration",
"ivs:GetStage",

"ivs:List*",
"ivschat:GetLoggingConfiguration",
"ivschat:GetRoom",

"ivschat:List*",
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"kafka:Describe*",
"kafka:GetClusterPolicy",
"kafka:List*",
"kafkaconnect:Describe*",
"kafkaconnect:List*",
"kendra:Describe*",

"kendra:List*",

"kinesis:Describe*",
"kinesis:GetResourcePolicy",
"kinesis:List*",
"kinesisanalytics:Describe*",
"kinesisanalytics:List*",
"kinesisvideo:Describe*",
"kms:DescribeKey",
"kms:ListResourceTags",
"kms:ListKeys",

"kms:GetKeyPolicy",
"kms:GetKeyRotationStatus",
"kms:ListAliases",
"kms:ListKeyRotations",
"lakeformation:Describe*",
"lakeformation:GetLFTag",
"lakeformation:GetResourcelLFTags",
"lakeformation:List*",
"lambda:GetAlias",
"lambda:GetCodeSigningConfig",
"lambda:GetEventSourceMapping",
"lambda:GetFunctionCodeSigningConfig",
"lambda:GetFunctionConfiguration",
"lambda:GetFunctionEventInvokeConfig",
"lambda:GetFunctionRecursionConfig",
"lambda:GetFunctionUrlConfig",
"lambda:GetLayerVersion",
"lambda:GetLayerVersionPolicy",
"lambda:GetPolicy",
"lambda:GetProvisionedConcurrencyConfig",
"lambda:GetRuntimeManagementConfig",
"lambda:List*",
"launchwizard:GetDeployment",
"launchwizard:List*",
"license-manager:GetlLicense",
"license-manager:List*",
"lightsail:GetAlarms",
"lightsail:GetBuckets",
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"lightsail:GetCertificates",
"lightsail:GetContainerServices",
"lightsail:GetDisk",
"lightsail:GetDisks",
"lightsail:GetInstance",
"lightsail:GetInstances",
"lightsail:GetLoadBalancer",
"lightsail:GetLoadBalancers",
"lightsail:GetLoadBalancerTlsCertificates",
"lightsail:GetStaticIp",
"lightsail:GetStaticIps",
"logs:Describe*",
"logs:FilterLogEvents",
"logs:GetDataProtectionPolicy",
"logs:GetDelivery",
"logs:GetDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:GetDeliverySource",
"logs:GetLogAnomalyDetector",
"logs:GetLogDelivery",
"logs:GetLogGroupFields",
"logs:GetQueryResults",

"logs:List*",

"logs:StartQuery",

"logs:StopLiveTail",

"logs:StopQuery",
"logs:TestMetricFilter",
"m2:GetApplication",
"m2:GetEnvironment",

"m2:List*",

"macie2:GetAllowlList",
"macie2:GetCustomDataldentifier",
"macie2:GetFindingsFilter",
"macie2:GetMacieSession",
"macie2:List*",
"mediaconnect:Describe*",
"mediaconnect:List*",
"medialive:Describe*",
"medialive:GetCloudWatchAlarmTemplate",
"medialive:GetCloudWatchAlarmTemplateGroup",
"medialive:GetEventBridgeRuleTemplate",
"medialive:GetEventBridgeRuleTemplateGroup",
"medialive:GetSignalMap",
"medialive:List*",
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"mediapackage-vod:Describe*",
"mediapackage-vod:List*",

"mediapackage:Describe*",

"mediapackage:List*",

"mediapackagev2:GetChannel",
"mediapackagev2:GetChannelGroup",
"mediapackagev2:GetChannelPolicy",
"mediapackagev2:GetOriginEndpoint",
"mediapackagev2:GetOriginEndpointPolicy",
"mediapackagev2:List*",

"memorydb:Describe*",

"memorydb:List*",
"mobiletargeting:GetInAppTemplate",
"mobiletargeting:List*",

"mq:Describe*",

"mq:List*",

"network-firewall:Describe*",
"network-firewall:List*",
"networkmanager:Describe*",
"networkmanager:GetConnectAttachment",
"networkmanager:GetConnectPeer",
"networkmanager:GetCoreNetwork",
"networkmanager:GetCoreNetworkPolicy",
"networkmanager:GetCustomerGatewayAssociations",
"networkmanager:GetDevices",
"networkmanager:GetLinkAssociations",
"networkmanager:GetLinks",
"networkmanager:GetSites",
"networkmanager:GetSiteToSiteVpnAttachment",
"networkmanager:GetTransitGatewayPeering",
"networkmanager:GetTransitGatewayRegistrations",
"networkmanager:GetTransitGatewayRouteTableAttachment",
"networkmanager:GetVpcAttachment",
"networkmanager:List*",

"oam:GetLink",
"oam:GetSink",
"oam:GetSinkPolicy",
"oam:List*",
"omics:GetAnnotationStore",
"omics:GetReferenceStore",
"omics:GetRunGroup",
"omics:GetSequenceStore",
"omics:GetVariantStore",
"omics:GetWorkflow",
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"organizations:Describe*",
"organizations:List*",

"osis:GetPipeline",

"osis:List*",
"payment-cryptography:GetAlias",
"payment-cryptography:GetKey",
"payment-cryptography:List*",
"pca-connector-ad:GetConnector",
"pca-connector-ad:GetDirectoryRegistration",
"pca-connector-ad:GetServicePrincipalName",
"pca-connector-ad:GetTemplate",
"pca-connector-ad:GetTemplateGroupAccessControlEntry",
"pca-connector-ad:List*",
"pca-connector-scep:GetChallengeMetadata",
"pca-connector-scep:GetConnector",
"pca-connector-scep:List*",
"personalize:Describe*",
"personalize:List*",

pi:DescribeDimensionKeys",
"pi:GetResourceMetadata",
"pi:GetResourceMetrics",
"pi:ListAvailableResourceDimensions",
"pi:ListAvailableResourceMetrics",
"pipes:Describe*",

"pipes:List*",
"proton:GetEnvironmentTemplate",
"proton:GetServiceTemplate",
"proton:List*",
"gbusiness:GetApplication",
"gbusiness:GetDataSource",
"gbusiness:GetIndex",
"gbusiness:GetPlugin",
"gbusiness:GetRetriever",
"gbusiness:GetWebExperience",
"gbusiness:List*",
"ram:GetPermission",
ram:GetResourceShares",
ram:List*",

"rds:Describe*",

"rds:List*",
"redshift-serverless:GetNamespace",
"redshift-serverless:GetWorkgroup",

"redshift-serverless:List*",
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:GetApplication",
:GetEnvironment",

"refactor-spaces
"refactor-spaces
"refactor-spaces
"refactor-spaces

:GetRoute",
cList*",

"rekognition:Describe*",
"rekognition:List*",
"resiliencehub:Describe*",
"resiliencehub:List*",
"resource-explorer-2:GetDefaultView",
"resource-explorer-2:GetIndex",
"resource-explorer-2:GetView",

"resource-explorer-2:List*",

"resource-explorer-2:Search",

"resource-groups:
"resource-groups:
"resource-groups:
"resource-groups:
"resource-groups:

GetGroup",

GetTags",
List*",

GetGroupConfiguration",
GetGroupQuery",

"route53-recovery-control-config:Describe*",
"route53-recovery-control-config:List*",

"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:

"route53:GetDNSSEC",

"route53:GetHealthCheck",
"route53:GetHealthCheckStatus",
"route53:GetHostedZone",

"route53:List*",

"route53profiles:
"route53profiles:
"route53profiles:
"route53profiles:
"route53resolver:
"route53resolver:
"route53resolver:
"route53resolver:
"route53resolver:

"route53resolver

"route53resolver:
"route53resolver:
"route53resolver:

List*",

GetCell",

GetReadinessCheck",
GetRecoveryGroup",

GetResourceSet",
List*",

GetProfile",
GetProfileAssociation",
GetProfileResourceAssociation",

GetFirewallDomainList",
GetFirewallRuleGroup",
GetFirewallRuleGroupAssociation",
GetOutpostResolver",
GetResolverConfig",

:GetResolverQuerylLogConfig",

GetResolverQuerylLogConfigAssociation"
GetResolverRule",
GetResolverRuleAssociation",
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"route53resolver:List*",
"rum:GetAppMonitor",

"rum:List*",

"s3-outposts:ListEndpoints",
"s3-outposts:ListOutpostsWithS3",
"s3:GetAccessGrant",
"s3:GetAccessGrantsInstance",
"s3:GetAccessGrantslLocation",
"s3:GetAccessPoint",
"s3:GetAccessPointConfigurationForObjectLambda",
"s3:GetAccessPointForObjectLambda",
"s3:GetAccessPointPolicy",
"s3:GetAccessPointPolicyForObjectLambda",
"s3:GetAccessPointPolicyStatusForObjectLambda",
"s3:GetBucketAbac",

"s3:GetBucketAcl",

"s3:GetBucketCORS",
"s3:GetBucketLocation",
"s3:GetBucketLogging",
"s3:GetBucketMetadataTableConfiguration",
"s3:GetBucketNotification",
"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketOwnershipControls",
"s3:GetBucketPolicy",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketTagging",
"s3:GetBucketVersioning",
"s3:GetEncryptionConfiguration",
"s3:GetLifecycleConfiguration",
"s3:GetMultiRegionAccessPoint",
"s3:GetMultiRegionAccessPointPolicy",
"s3:GetMultiRegionAccessPointPolicyStatus",
"s3:GetReplicationConfiguration",
"s3:GetStoragelLensConfiguration",
"s3:GetStoragelLensConfigurationTagging",
"s3:GetStoragelLensGroup",
"s3:ListAl1MyBuckets",
"sagemaker:Describe*",

"sagemaker:List*",
"scheduler:GetSchedule",
"scheduler:GetScheduleGroup",
"scheduler:List*",

"schemas:Describe*",
"schemas:GetResourcePolicy",
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"schemas:List*",

"secretsmanager:Describe*",
"secretsmanager:GetResourcePolicy",
"secretsmanager:List*",
"securityhub:BatchGetAutomationRules",
"securityhub:BatchGetSecurityControls",
"securityhub:Describe*",
"securityhub:GetConfigurationPolicy",
"securityhub:GetConfigurationPolicyAssociation",
"securityhub:GetEnabledStandards",
"securityhub:GetFindingAggregator",
"securityhub:GetInsights",

"securityhub:List*",
"securitylake:GetSubscriber",
"securitylake:List*",
"servicecatalog:Describe*",
"servicecatalog:GetApplication",
"servicecatalog:GetAttributeGroup",
"servicecatalog:List*",
"servicequotas:GetServiceQuota",
"ses:Describe*",
"ses:GetAccount",
"ses:GetAddonInstance",
"ses:GetAddonSubscription",
"ses:GetArchive",
"ses:GetConfigurationSet",
"ses:GetConfigurationSetEventDestinations",
"ses:GetContactList",
"ses:GetDedicatedIpPool",
"ses:GetDedicatedIps",
"ses:GetEmailIldentity",
"ses:GetEmailTemplate",
"ses:GetIngressPoint",

"ses:GetRelay",

"ses:GetRuleSet",

"ses:GetTemplate",

"ses:GetTrafficPolicy",

"ses:List*",

"shield:Describe*",

"shield:List*",
"signer:GetSigningProfile",
"signer:List*",
"sns:GetDataProtectionPolicy",
"sns:GetSubscriptionAttributes",
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"sns:GetTopicAttributes",
"sns:List*",
"sqgs:GetQueueAttributes",
"sqs:GetQueueUrl",

"sqgs:List*",
"ssm-contacts:GetContact",
"ssm-contacts:GetContactChannel",
"ssm-contacts:List*",
"ssm-incidents:GetReplicationSet",
"ssm-incidents:GetResponsePlan",
"ssm-incidents:List*",
"ssm-sap:GetApplication",
"ssm-sap:List*",

"ssm:Describe*",
"ssm:GetDefaultPatchBaseline",
"ssm:GetDocument",
"ssm:GetParameters",
"ssm:GetPatchBaseline",
"ssm:GetResourcePolicies",
"ssm:List*",
"sso:GetInlinePolicyForPermissionSet",
"sso:GetManagedApplicationInstance",
"sso:GetPermissionsBoundaryForPermissionSet",
"sso:GetSharedSsoConfiguration",
"sso:ListAccountAssignments",
"sso:ListApplicationAssignments",
"sso:ListApplications",
"sso:ListCustomerManagedPolicyReferencesInPermissionSet",
"sso:ListInstances",
"sso:ListManagedPoliciesInPermissionSet",
"sso:ListTagsForResource",
"states:GetExecutionHistory",
"states:Describe*",

"states:List*",
"support:CreateCase",
"support:DescribeCases",
"synthetics:Describe*",
"synthetics:GetCanary",
"synthetics:GetCanaryRuns",
"synthetics:GetGroup",
"synthetics:List*",
"tag:GetResources",
"timestream:Describe*",
"timestream:List*",
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"transfer:Describe*",

"transfer:List*",
"verifiedpermissions:GetIdentitySource",
"verifiedpermissions:GetPolicy",
"verifiedpermissions:GetPolicyStore",
"verifiedpermissions:GetPolicyTemplate",
"verifiedpermissions:GetSchema",
"verifiedpermissions:List*",

"vpc-lattice:
"vpc-lattice:
"vpc-lattice:
"vpc-lattice:
"vpc-lattice:
"vpc-lattice:
"vpc-lattice:
"vpc-lattice:
"vpc-lattice:
"vpc-lattice:
"vpc-lattice:

GetAccesslLogSubscription",
GetAuthPolicy",

GetListener",

GetResourcePolicy",

GetRule",

GetService",

GetServiceNetwork",
GetServiceNetworkServiceAssociation",
GetServiceNetworkVpcAssociation",
GetTargetGroup",

List*",

"wafv2:GetIPSet",
"wafv2:GetLoggingConfiguration",
"wafv2:GetRegexPatternSet",
"wafv2:GetRuleGroup",
"wafv2:GetWebACL",
"wafv2:GetWebACLForResource",
"wafv2:List*",
"workspaces-web:GetBrowserSettings",
"workspaces-web:GetIdentityProvider",
"workspaces-web:GetNetworkSettings",
"workspaces-web:GetPortal",
"workspaces-web:GetPortalServiceProviderMetadata",
"workspaces-web:GetTrustStore",
"workspaces-web:GetUserAccessLoggingSettings",
"workspaces-web:GetUserSettings",
"workspaces-web:List*",
"workspaces:Describe*",
"xray:BatchGetTraces",
"xray:GetGroup",

"xray:GetGroups",
"xray:GetSamplingRules",
"xray:GetServiceGraph",
"xray:GetTraceSummaries",

"xray:List*"

1,
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"Resource":

* 11

"Sid": "AIOPSAPIGatewayAccess",
"Allow",

"Effect":
"Action":

L

"apigateway:GET"

1,

"Resource":

L

"arn:aws:

arn:
"arn:

arn:
"arn:

arn:

arn:
"arn:

arn:
"arn:

arn:
"arn:

arn:
"arn:

arn:
"arn:

arn:

aws

aws @

aws :

aws @

aws :

aws

:apigateway:

aws @

aws

aws @

aws

aws @

aws

aws @

aws

aws @

aws

apigateway:
:apigateway:
apigateway:
apigateway:
apigateway:
apigateway:

apigateway:
apigateway:
apigateway:
apigateway:
apigateway:
:apigateway:
apigateway:
apigateway:
apigateway:
apigateway:

::/restapis",
::/restapis/*",

::/restapis/*/deployments",
::/restapis/*/deployments/*",
::/restapis/*/resources/*/methods/*/integrations",
::/restapis/*/resources/*/methods/*/integrations/

::/restapis/*/stages",
::/restapis/*/stages/*",
::/apis",
::/apis/*",
::/apis/*/deployments",
::/apis/*/deployments/*",
::/apis/*/integrations",
::/apis/*/integrations/*",
::/apis/*/stages",
::/apis/*/stages/*",
::/domainnames/*"

BRI AWS TiK 7= 71 B I 175 (R A R

AWS DevOps REfEH IAM B ESHBEMMBL M IELHIE KT MER AWS BR, B LUETE
B NEIXLEABH IAM REERZEFRENHRRN. NSARFHRIMNMASERREBETLLGRNMER

A, IAM KER2EIERFREBR LG RN AWS APIs IRS MR HE— 5%,

7 & AWS DevOps R EH IAM B &

AWS DevOps KEEA IAM £ & i 8] 7 MK = P AR R

PRI AWS IK 7= AR BV AR ER 5 R AR
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- ERFAC-BRTFTREGRESEHEDEREZRMN AWS K H R IR G RIXER,
- REKFAE-RFREBHEGEZINREZEHEM AWS Ik I ERENER.

BRI, |, SE AT LARGAE R LG RIBL AWS BRSS |, BR&IX X AR SS 45 & RIR AV 77 )
BRI A A E B E X B 1T,

i RN TR U
REFRG RN, CBENRERGEBHRT D BENARF M. XBHE

- RENSENFENEERANAREFNRE TR
o XL TR PR ST E R 2R A

XEFEMIRER RS

« MEAEH ( FPVPCs, MEDERR. APIRX )
- BIEEM (BEE. BF. NREM)

- ITE®RIE (EC23:fl. Lambda ¥, &2 )

o BEMIZFIRS (CloudWatch, CloudTrail)

o TENRFTEN S GG RIEERIR

WREBRSBIFRANRASEE T TIRE |, WREWREEHERTEELNLR AN FEREHHR
AREH,

PR %1 Bl 5517 1

A LB SM B REA B 1AM EHRB SR ALGE RN AWS RS, IR EELKB
R T S SR8 -

- REFARNR-RERECASHHRDAFTRE. BFNAR. BRETATRBEUASNRE

RAT R

- @@ RTHXENRS-NBREISEENNARFERNEIRN AWS RS, Hlm, mRENNA
BFAEA Amazon RDS , WA EERKEFZE RDS NR,

- EAREREREEBENT-EER Fservice: * R , FTMBEERENMRE , 4

#cloudwatch:GetMetricDatasec2:DescribeInstances,
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BR 4% E AR S5 Y BER R B

json

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"cloudwatch:DescribeAlarms",
"logs:GetLogEvents",
"logs:FilterLogEvents",
"ec2:DescribeInstances",
"lambda:GetFunction",
"lambda:GetFunctionConfiguration

1,

"Resource": "*"

R ] B R U7 [ A PR

ERRERFNBSHNEERFR , FE IAM RBEFEATRENR, XATENOAFSHEERXN
BRRTFHRNR,

FERAR ARN &= :

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"lambda:GetFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": "arn:aws:lambda:*:*:function:production-*"
}
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]
}

e RBIFR HICIE RBE VT R B AR EL “4E 7" FF AR Lambda BI#
EAETIREMRS

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:Describelnstances",
"ec2:DescribelInstanceStatus"

1)

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/Environment": "production"

I TR 451 PR K EE RBE T B AR 12 H MY EC2 EHIEnvironment=production,

BER 1l (X 45 177 /8]

ERAMRIE A LG RIBRLE AWS XiF |, HFEREN IAM FB P aws : RequestedRegionFHH4A -

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:Describe*",
"lambda:Get*",
"cloudwatch:Get*"

]I

PR 6l X 45 175 )
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"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestedRegion": [
"us-east-1",
"us-west-2"

Lt R A5 BR #I4X E R BETH 18] us-east-1 F us-west-2 XIHH &F R
B BEN IAM KB

SIZAEZR MK/, BALLAREARBERUZAENL IAM A6, XELAUSKII&
BRI

B2 Az | At
M AWS Bz &P DevOps REEZH A

o ERFR SRR B R TR DevOps REAR” | RERRITBAHITERAE

wmEAEZE R
M AWS B2 &Y DevOps RIEBEZH A

o JEF BRI
- N\ Tip” B RBREBEENHEBIKS  REET RE
« EEREAERCEIA DevOps RIEKEE , AFERUFRITIRE

B E SR B B fE 3R ik

o T RENR-E % 7o VI8 STl BR R R PR
- RAJBEMERARRRNR — A ARN R RARZ PR HIXT 45 2 B IR A9 77 ]
- EHFEENFITNR — EHFEREN IAM B , BREMNNDATEENRLER
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RE IAM 13505 318

IAM Identity Center &I UERM T —FEHR L XREEA X A AWS DevOps gent Space Web [
BREFNHENE, NEENBUMEE IAM Identity Center SR RIEMEERF,

FRZM

HRE IAM SR OEHRIECH , FRRAEES

- BHALARKFERA IAM FHH 0
« AWS DevOps 32 Y EE 57 PR
- ERERAZUNENRIEZME

B {7318 UF £ 10
AWS DevOps {RIEBRH A F 1518 Agent Space Web R FAREFH FHRIESE :

IAM @ O0EHRIE-BWEAFHNERER, RHEPAAFEE, BEARSHREBNERNAR
ik 12 PR 2E,

EEABRMNR (IAM SRR ) -ENRRENEERANERERRBRREFRNR, 21ERHIE 30
DA,

ELIEAEZEBREEE IAM 4 H 0

BIRRIBZEE , BABE A c cess T+ LELE IAM &30 F BRI
FB]1: SME Web NAREFEE

1. BESHREZBFHAFSEN AWS tk PG RIRRG , #HAFEERF

2. BEEBEIHANES : “Connect IAM F 40 F “BE 12 57 7 B AR
SH]2: BE IAM FHHLER

£ Connect [fXZEZ2(E]] E IAM S5/ 0E5 -

1. BE IAM B 50356 — 325 & ERBA Identity Center SEHIFEIE Web App B F G EIAXER ( 4l
Mssoins-7223a9580931edbe ) » REFEHTERELHKIEN IAM F 1437 03KHI,
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2. % IAM Identity Center N AR FAGBMEIT — EFE=ITEIz — :

B3 02 #THY DevOps REHAE (#HE ) :

- RECHIUEREFELANRHFRSAE
- XREFENGER , EATASHAH

STEABEAS

- EFRAZELUENIE IAM AG
- REFRIIZABCREEAMENR
- WMREMALEN AWS DevOps RETALGET AR |, FREFIIET

£ I REG R AR 0 2T HY DevOps REASR :

- EARENERFAGEE AMEHATCEACHEENAR
- IREFEAENABNR , HiEF TR

¥ Connect [ , R&E2 B3

- SIENEEEEN IAM AE

- REHREZEZE IAM FHPONARF

- 7£ IAM B3 0F Agent Space Web R AREF Z BRI EEXRR
- BE OAuth 2.0 ERRIEFRE , BRAFHRZS

BRIEFR  EFRABEERHREINE
MREEETRE IAM F AR O00ER T BN R Agent Space Web BARER |, BT TIRE -

1. EEERHENRES , 12 FTREEE R HENRE IAM A€ ARN ( i
) arn:aws:iam: : 440491339484 :role/service-role/DevOpsAgentRole-
WebappAdmin-15ppoc42

2. RFEENEERHRNRRASIEA IAM B4RIER Agent Space Web NI AREF
3. FRALLAFENSERSIN 30 58

EOEREZRHEEE IAM 4 H 0 242
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® Note
EEABANRATOHRENERE. N TE~RARNBFLRE , BFEE IAM FHFPLE 4K
1

WA P HE,

BLi& IAM Identity Center S RIEE , BFEMMBFERA - MBHR T3 Agent Space Web R FAREFH
AR PR -

SE:FRAAFER

1. 7 AWS DevOps RE#ZHI A H , EFENREZE

2. BIfE “HRINPR” I+

. EAFFENE T, 2& “EEAFRNEAR"

S| 2 AMAFREA

1. & RMA - REFA”

2. 7 IAM 5/ H 0 B RPERAFREA
3. AP ERMA A~ RFAZ DR ERAE
4. B A0 RTF A RAXER

EERAFIERTAERAMEIIE IAM &4 H0EF 15\ Agent Space Web R ARERF
BN HREEEE
MEBEREANEE R ( 20 Okta, Microsoft Entra ID = Ping &% ) # IAM B :

- AFABANENNABEORUEERL R IAM F 5 F 0

- FAFMARME Agent Space Web B AEFA , BINES B FHh#tTiEF
- AFEMNEBARRTKRBENINT S DR LER

- FAFE, ENESORUEENER2B3IRRE IAM F4H.0H

AIAFFA, 243



AWS DevOps X3 A AriEE

FA F a0l 18] Agent Space Web N AR

FMAPRMBEMEZR G :

1. ERNA P HZE Agent Space Web R AR URL

2. YAFSMEZ URL Bt , il EE@ME IAM 4 HO0BEFRE

3. MAMAIMEL (WREERE , MK MFA) 5 , AT EEM@E Agent Space M4 N AREF
4. BRIAMERT , 1 FEMHHN 8 /et ( ATH Identity Center EE R ELE )

BEEMFHRRR

2 AR 4R A P 5 AR R -
FINES A RE

- BRI LR RS ROR MR S

IETEMIBR U5 R AXBR -

1. £ “RPERERER &2 , REEBRVAFHA
2. REMEAB FEFLNBERERE
3. WIABR

WHBROAPEIEAEFRNR , BENQFAREIFERN TN L,
QEEE
Agent Space Web R ARRFH IAM B LLFEEFUTEIE :

« AL ERK —8 /e

« &FRE — NR HTTP B Cookie A58 R

- SEHHRIE — £ IAM B OERER X

« APl ZiE — &5t API RAMAEE (15 2% ) Sigvd FiEH B £&1T

EREXEFEAE
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1. SME 1AM F 4 F0EE A

2. BIfE RIE” > "B HRIE

3. & “QEFENE" T , BEEREIRFENE (M1 /DR 12 /T )

4. ERREFEX

W FF & 43 /O Ry

1. 7£ Agent Space WZEFIAH , RELG LANERE , RABERMF S IAM S 4P OREE
2. ERIATFEFEIA

RENFE B RER (IdP) F KU

HEB S B IREE (1dP) BRI ATENELFERE OIDC RAENIE F MR ( flM0 Okta =
Microsoft Entra ID ) SRE&E I A X Agent Space Web R FAEFH AR, AWS DevOps f P E#E
B ER IdP ERERRERESR , TTH AWS £/ IAM 454,

FRFAF
ERBHNE 0P FHRRWITZ A, FHWR -

- 3% OIDC W B 171R L7 ( Okta = Microsoft Entra ID )
- EERAXEH S0 REER T RNR

- 158 AWS DevOps fRE#2 &I & W EE R R

- ERESERQERIEZR

THERE

BLESNER IdP S KIERT :

- AP SM#%E Agent Space Web RIATEF URL

- Bl EEMIEN SO RMENERTE

- EAARFKUH#TEORIESE , 2K EE@E Web NAEF

- Web NARFNSOHRIESERRFIBRT Agent Space HEH AWS FEilE
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LENERBRKN 8 M. £ OIDC RIFH IR A RIFEE , FBAS EFLTZ ORI,
BLESNER IdP B3 30iE

B EENEOREBTFEMNAERF

RN ERE | REREARN R B AR TR

IZTA A : Okta

1. £ Okta EERAZF AR , SME "NRAEF > "NARF A REEE CIENARFER

2. £+ OIDC-OpenlID Connect fERBFFE , E1F Web NARFENNARERER, BT -5,

. ANAEFRREERMERZT (HlI0 , AWS DevOps Agent )
4. 7 BRPERE T BREFPUTEM
. BRI (EIN)
- RIFICE-XRLSERMAMAEN. MRREA , APRNEE4ER 21E,

(@ Note
BMINBERT , Okta 72 ARIFT B RERNKE, BLMBREAT,

1. ERREREEMD URISRENBRNME — SNEREREZ B ENERITERR

2. B9l T, s ENERHRNENAFHEL
3. BEREREF
4. ERARERFN BN ETMFLE , i2TFATE :

- B ID

- BFIZA-1EFE EF) UL RFLE
5. I8 TR Okta 1HH

® Note

X 2R AT (FlIhttps://dev-12345678.0okta.com) o

FBER ETFL , BAMAEESREN Okta URL ( TRIA ) o XHETIERELITE URL

BLEINER IdP B 3 31IE
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® Note

EERMNRS /M FH RTFHH ID THEPRNEFLASH, AWS DevOps REFE A K
Y 1dP HYBFLE AL R 4K

&I B : ##X Entra ID

1. £ Azure TP H |, S EISEEK Entra ID > B ARFEM > FoEM
2. REWHRMERZF (I, AWS DevOps Agent )
. E“HEFNIKFEE T  RBFESENALNET (BEMNRLALBEFHHOKS, )
4. EFPFEEMD URI Bz, 1EF M
5. ENARFHARE L , i FTUTE :
- NARRF (BFiR ) ID—E2ERERNEZRNAER R ID
- B3R (#F)ID—HATHELRITE URL
6. SME EBMEZR" > HREFNE
o IRIE R A 2 HA B[R]
o & R FUEEFRAE — EF2BRETR
7. Entra ID I R1TEMULERENEN, {tenant-id}BFBRATE S PWER (/) ID:
* https://login.microsoftonline.com/{tenant-id}/v2.0

(® Note

BFNETHEERSABANIESH, AWS DevOps REAFEAER IdP WEFEAK R #
o

S22 ERAWE AP SORIENBERNARER

1. 7 AWS DevOps REIZFIAH | EFENNRIEZEH
2. BIAE “H AR BR” T+
3. E ‘AP LRI T , EFE NBHHRMEE
4, EREREY  BEUATHEA :
- B RMERS-EREN S MR ( Okta = Microsoft Entra ID )
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« R EMU-EH S HIRAERMERN OIDC MR &Mt
- BFin ID — KRBZGIERN OIDC NARFHNEF IR ID
- BEFmE — KB OIDC NARFNESRmEN
5. £ ‘BENRMENABRFAGEN T, BRUT=1EIZ—
- BFBIEF DevOps REAE (#EF ) -QIREFEINRNFTRZAE
- PENEAC-ERLELLENIE IAM AE

- ERARBEERGEND DevOps REAE — ERARHNFMAEEE IAM EFEHOZECHA
&

6. ERERBERKHERNERE URL BHIRE, SH URL — EFEFETNISHREBATNERE
[, URIs RIERAFFREE R,

7. 1%3F Connect (E1Z)

%$E Connect /& , BHAFERBEATHAFEENABIHRBEEERE !

- REBE-TRRN S HIRES

- MARFEMU-EEERN OIDC Mk FH Mt

- BFi% ID-BEEME I ID

- IAM £ ARN — A TRAFIGRIN IAM B&

- Bl URL — BN S HREEP /L URL BERN ATFHWEER URI
- B% URL — AL URL BIZH S0 RMEMEHE Web BLARERF

% 3% JEE URL RNINEIEHN B HIREDS
Okta

1. 7 Okta EEREZEFIEHF , SMBINARFN “EA EIF
2. B BR T, &R ‘R
3. fEE URL AN EFEEM URI :
* https://{agentSpaceld}.aidevops.global.app.aws/authorizer/idp/callback
4. (k) REBHEZF URI LUS A IdP M Okta R HIER /S 31 &% :
* https://{agentSpaceld}.aidevops.global.app.aws/authorizer/idp/login
5. (#%F ) MDEEEER URI, AEEIHFRAFEERR Web NAERF. BN , BFEEHEN
ARESEIHEIRTME :
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« https://{agentSpaceld}.aidevops.global.app.aws/authorizer/welcome
6. EERREF

Microsoft Entra ID

1. 7 Azure [P H , EMEINARFHN S HRIETE
2. BV AERET , &EHFMFEA > Web
3. WAL URLEREEM URI :
* https://{agentSpaceld}.aidevops.global.app.aws/authorizer/idp/callback
4. (k) AIGEHEEEM URI, SMEREEHEFAFEERE Web NARER :
« https://{agentSpaceld}.aidevops.global.app.aws/authorizer/welcome
5. & BiE”

FI 4 RIEEE

1. SMEEFEPEREF URL
* https://{agentSpaceld}.aidevops.global.app.aws/authorizer/idp/login
2. BNZHEEOR FHREFNERTE
3. FRALNARZIEER
4. IhHITH RIS , R EEEME Agent Space Web B AR

EH IdP BE
PRATE T I FFE MR TRRE P R34

1. 7 AWS DevOps fRE#ZHI & H | EHRENREZH

2. BIfE “THEANBR” LT

3. ENSHHREBEE T , &R “RIREFHEHR
4. WAFHNEF R

5. R RE

EFREAEAM IdP BEEFER ( HlfAE URL, FF % ID REGRHE ) , LTMTIE IdP AVE
BEAEE - 1P,
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FA F a0l 18] Agent Space Web N AR

B ESNER IdP BRI :

- EENAFHE Agent Space Web R AR URL

- SAFSMEZ URL Y , il EERI N S B REFHERIAE

o WAAINEL ( WRARY IdP BE , MEX MFA) /& , 1 E E [\ E Agent Space M4
RERF

- REQXBHFF —EXFHARE  BEHLEEE

REEE
Agent Space Web M ARFHIZAED IdP RFEEF LA THRIE :

« AERK-RERLTFRFEKE 8 /Mat, iXTE AWS DevOps REHATAE B, WREMN IdP &iFE
WAEY 8 /et , MEEAF TRIGRIN B EHMFETFHRIE , MEAFRMAZRE. REAR
MWEZLEREE IdP HEMTEEGEE,

- EFEMHF — £H OIDC RIFTEENRFLE , TEAFPEFHTEORIE

- ZESHRII-EENSRRHEFEENXE. IdIP EERHEHLE MFA — EEEREBFA#HTH
ft#& & AWS DevOps

EHTH
LA Web RIFRRF & & 4 6

1. FTE 41 cookie #4 I ENMEEK
2. AFWHEEHE S MIREEM OIDC ;T4 S UL 1E SSO 2%
3. MREETEHEED URI, NIAFFHEERE Web N AREFIILTE

BOER P15 RIAUR

EVERCEAF B RNR S NERES D RAFNEE S FHUBMBIINSE -

« Okta— £ Okta BB A #E#IAH , SMB “BR">“AR”, ERAF , &R “EZgE > ERARF
218
 Microsoft Entra ID — £ Azure [JFPH , SME ‘AR, &BRAF , ABR®RE “BHAE
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2EEEIM

@Fiﬁ‘a?ﬂﬁﬁﬁﬁ% — NREERREE |E1H‘H;z1 TEFEEN KMS 24 , WEAFFEEH KMS &
ABTNER  ENEARSHEANEZARTNE. MERER , EXZF2E AP BAFERE , BF
EJ.LT\E}IHnﬁ%qu:o

EPIRZALHR —Entra EFIREZAERAIREN TR E, F/H AWS DevOps REZH AHH 8
MEPIRBR ETIRERE , WEEZAIR o RBH, RBATHY , WERBEZEHA 2 , A
PRTEE R

THEDEHEE — SORHUEFARNTE (THRTHE, RIFTH ) WEREHBHEN dP NEEE
Ho BIMNBWHEEH IdP FEEEINTHREREH

« Okta — £ “&£" > “API" > “BRIVRSEET > “HR R TEESTHEGER
* Microsoft Entra ID — EASEEMEARREEES EEmEAH

BAFH — B2ESORHENTHEEFSAFEASRH, AWS DevOps R B BT LA ER IdP
RYBEE B R R 45
AP #RIRAT- AWS DevOps fCEEER4SE TR A AR R

« Okta— £/ ID S+ HIsubF=Ef
« Microsoft Entra ID — 8 ID S Moid ( I RIRRAF ) =R

XA RTTEN , 2HIVE CloudTrail BEF BT,
BT FFSAER 1dP Y

1. £ AWS DevOps RE#EH A , B EHREZEH
2. BI{E “URAR PR LT+

3. E AP IBEMR T |, EERMFFiERE

4. EFEFEINEEP S H A R0 H 581A

W E T -
o MWREZE IR IdP ELE
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- HIEAPFBEINERE DRAHEER
« BERE IdP A K RERAY N ABIR M 47 218 %

SERREY A P 2R H S BRSNS RRIE A Y.
R HEE

- EEME IdP KM — BIEMKR E M RESER IdP Y OIDC XMk _AHEE., XtF Okta , FH#
RIE “BF R+ LFRITEHEIRENRN Okta URL ( FRZIZA ) o X T Entra , BEEA#ERNhttps://
login.microsoftonline.com/{tenant-id}/v2.0.

- HERIEL DK IR (Okta)- £ ‘P B TRIEAFSIHACHEENARER, &P “BR" > “BF
B A,

- BREHN IdP BEEHR-ENFAREFREERFT T, BREBHoffline_access3EE Ml
FMEERRTFRE
- Okta — BIENARFN “EA" EIMFHBEA “BROCEE" TH RSB EEE
« Entra — 811k API )X BRHHRFloffline_accessEZHEMNRT

- BRRIERINMEMENA I REIR — BIEEHN IdP AR EER URI SR H & H AWS DevOps
£ RIEE URL T2 TE,

- SORIEXRW-MRERN 1dP PSR TEARIEFH , BFHEM., AWS DevOps RIEFfE A H &
R,

« |dP BHRRIEFEFREAM — X F Entra , RARFELnullF K ver
requestedAccessTokenVersion ify RN, X F Okta , FRIFATEMU B R IER,

- B O FHIEEIRTUE (Okta) — MNREBE T /5 E Zpost_logout_redirect_uriffix ,
B1E Okta NARFH “EMN” &I~ RMhttps://
{agentSpaceld}.aidevops.global.app.aws/authorizer/welcome H;¥ 85 EE M URI,

- AFEIHESBESHRERMERNEL (Entra) — EETHEERAFEED

B Web NARF , BEZLMN Entra NARFHN S ORIERESRNhttps://
{agentSpaceld}.aidevops.global.app.aws/authorizer/welcome 3 EE[E URI,

AWS DevOps REBHNFBASINE

AWS DevOps fREXIFIEBRSE S BIERTMR, BRIMERLT , AWS DevOps REEM AWS BE R
HEIMBENEE  EFFNLR. BTEESR, EEIFK AWS BEZANERER. BR , &
EEXNEAHERREFAFXLEZR. EBEFEIZIRFRF.
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BRI LA R EREEZAEERS (AWS KMS) a2, HENEENXNMESEE AWS BRHARMER
i, ATEAUUT2EGWMER |, BRI AT TES !

o BIE ML K B RS
- BRNZEARARE
o ReHRINER AR

o« ANID AR

- BIEEMARA

« REFEZHAMIBR

BREZER , FER (BHEERSHARARER) FHESIEEAWSEH,

® Note
AWS DevOps REfEA AWS BEZHBIEABSNE , \MERRFEFRIE, 86

REFRERAR , FREWRE AWS KMS /. AXENMNESER , BSHAWS ZHE
BRSEN

EFEEEERRNA

EFRERARLE AWS IKFFoIE, HEMNEEN KMS Z4, BAUTEEHIXE KMS £ |
SBIEEMNMET HBRAKRE,

HEEEFFEERHN , AWS DevOps RE LR ©RARF BB A FEHIE. AWS DevOps LE
EAT R NE SDK 2 EHALMEE AWS &, £ KMS B TEKD XEH , MR ER
=,

HOZIATRIRE , EANEERFEERN

- Agent Sp ace — MEREZ R FHE S FET DevOps R Web R ARFRIRNERE. HEE
MRAEXHAHE,.

« RE-MBmBEHE=H RS EIL.

E7 AWS DevOps REFEEFFEERH , BRBUTIRERE.
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TER1 . NEEFREXRH
BRI AR AWS KMS #2523 KMS API SIZXFE P FEE AWS B4, BAMNTUREL TER !

HEARR POE

RSB SYMMETRIC_DEFAULT
REARE ENCRYPT_DECRYPT
(@ Note

AWS DevOps REX X 3578 Z A A& M 248 A SERISYMMETRIC_DEFAULTX #RiN%E KMS
ENCRYPT_DECRYPT %4, BRIF X2 XERAMENHER.

BRREZER , BEHR (BHEERSARAAAERM) PHEIEXNHESEEAWSEH,
SR 2 REFHKE

ZRBRBEHNEFEEZANTR, BIMNEFEEARAMSARE—NRPXRE P E8sREET
DIERZFHA LR AR Z AN FEE,

ENZARBSNEBAZREA (B 1AM 514 ) A AWS DevOps RERFZFNER. AWS
DevOps KB AMAXIE HENZRDR -

1. BRFILEZIE — BTAAERSRE , SEFARIE, BRCIEN N @8R E IR EEEE
RIEYEAT API A

2. AWS DevOps RERF T4k — ATHEEAETHNRISRE , SINEERE, 4. BHXEK
MR RRE 247 £ Ko
TRIIH TR KMS R1E

KMS #4E i EH

kms:DescribeKey EOIEF RN RIEZALRE
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KMS #4E 588

kms :GenerateDataKey 4 B TE SN2 p BE in 25 2348
kms :Decrypt 2 iE

kms:Encrypt InZ#AE

kms :ReEncrypt EAMERZT RN ZAERMBHIE

AWS DevOps REEER BN EAXESTRERIEFMAXENR, MRRMEMIER , WERSKM ,
B2HARE,

LT RRPIZARE. AECH SUFHERRSVFE,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowCallerAccessViaService",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/DevOpsAgentUserRole"
},
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey*",
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncrypt*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "aidevops.us-east-1.amazonaws.com"

"Sid": "AllowDevOpsAgentServiceDescribeKeyAccess",
"Effect": "Allow",
"Principal": {
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"Service": "aidevops.amazonaws.com"

I
"Action": [
"kms:DescribeKey"

]I

"Resource": "*"

"Sid": "AllowDevOpsAgentAccessForAgentSpace",

"Effect": "Allow",

"Principal": {

"Service": "aidevops.amazonaws.com"

},

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncrypt*"

1,

"Resource": "*",

"Condition": {

"ArnLike": {

"aws:SourceArn": "arn:aws:aidevops:us-east-1:111122223333:agentspace/*"

iy
"StringlLike": {

"kms:EncryptionContext:aws-crypto-ec:aws:aidevops:arn": "arn:aws:aidevops:us-
east-1:111122223333:agentspace/*"

"Sid": "AllowDevOpsAgentAccessForService",
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
I
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncrypt*"
1,
"Resource": "*",
"Condition": {
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"ArnLike": {
"aws:SourceArn": "arn:aws:aidevops:us-east-1:111122223333:service/*"
},
"StringLike": {
"kms:EncryptionContext:aws-crypto-ec:aws:aidevops:arn": "arn:aws:aidevops:us-
east-1:111122223333:service/*"
}
}
}
]
}
ZBREEBUATER :

* AllowKeyAdministration— #F K/~ root S ZHAMN T2 EEMNR, 1111222233338 NEMN AWS
T 1D,

- AllowCallerAccessViaService— &K IAM ZREA R FFIERZP AWS DevOps KEIRIEMEN
KMS B R, XEFEERRCIRMNBTRARIE , LRI [ AR EE RN EMA AP EH
IR MR ZIRIE, Zkms:ViaServiceFRH A HREREEREIT AWS DevOps RERSZ FEH
. 1111222233338 NIER AWS K/~ ID Mus-east-1EFE AWS BYX,

» AllowDevOpsAgentServiceAccessForAgentSpace/AllowDevOpsAgentServiceAccessForService—
Maidevops.amazonaws.comfRFEARR FRIBRIEFAEN KMS IXFE. AWS DevOps K
PITRERE (PINZEZERAE. 2MEH. BRFIEEHUARERBRRERSH ) 65, EAL
RS EAERMBZEMBRENBIE, MREBLIFRENER , AWS DevOps RIEFF o EREUC TR A
TREMENMBERIE. Zaws:SourceArnFHREl 7 Xk BEH AWS DevOps RE R RAVE
RETFRIRR |, H HiZkms:EncryptionContextF#HAIHMARINE LT XEEH &R ARNsHE T
Fito 111122223333 #NEMN AWS IKF ID Mus-east-1EE AWS BI#h[X,

AXEAEMNESEL  #2H (SHEERSFRARKEE) HH AWS KMS FHAWS RH%
B,

SR 3 ELIBRIRINIEERA

PIRBAHEBRAERSS , TR AWS DevOps REZREHSE B4,

A

EEZF AT EREZRANEEFESRERH , BITUATERE

1. 3TFF AWS DevOps KB &IA,
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®R BIRREZRRE R SEMES .

WMAREBEZENFMES (B, HENIAMAE ),

BRI ‘GREE" F7.

EMZEZHAEET , EBEFEENZH.

MTHRFIRPIERE KMS 4, RAA KMS 248 ARN,

. BERPARRTT EISPETHNERARE., BRES TR MEEN KMS 240, BRUER
S HIRHERE FIFERE,

8. THFRMWEE HIEFOE,

\‘.07.0":“.0’!\’

® Note
MREETHIRFERIEN KMS 4, BRIUEZBAREHELSR 1 PHNERURER
BH#Akms:ListKeysHkms:DescribeKey X PR,

API
ERAEFEENZACREREZM

SIZAEZ R IEEkmsKeyArnZ 8, ZEXLARTEN KMS ZH ARN.

{

"name": "my-agent-space",

"description": "An encrypted agent space",

"kmsKeyArn": "arn:aws:kms:us-
east-1:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

EREFEENETEMERS

EMIRSETEEkmsKeyArnS 8, ZEXNRTERN KMS %4 ARN, FIERSEEHZFLSE ,
‘@¥& Dynatrace, . ServiceNow, PagerDuty GitLab GitHub, 1 MCP BR%5&5.

"service": "dynatrace",
"kmsKeyArn": "arn:aws:kms:us-
east-1:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"serviceDetails": { ... }
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}

(@ Note
BLFEERFNEEEF EENEZH. ETENNERFTANNERE S EERH,

AWS DevOps fRE % £ T3

MEETYR—AFBEZREN , HPLISEXREENEMETXER. AWS KMS EAME LT
NMERFANES S HRIFNBEBRIFLSFHRIENMNER, SEENBHRENERFESMELT
M, AWS KMS & NE E TXHEFMBERE, ERBHE , LA EERPESSHENNE L
T3

AWS DevOps REHEFIAMBREREAUATINE LT

{

"aws-crypto-ec:aws:aidevops:arn": "arn:aws:aidevops:{region}:{accountId}:
{resourceType}/{resourceIld}"
}

ZETEREEIMZRN AWS DevOps RIEBERA ARN, & LAEZ4AR ISR AWS
CloudTrail BESFFERALNZR L T X kREZZANFERE R,

ZEEE
WRER AR MMREN KMS B4, AWS DevOps REFEERBENKE, X2 SHRMMNE

BRI RIEHAccessDeniedExceptionts,

/A Important

MREERFEATFEENER  MINAREEZEZARENE. MRZARZEADIMER , =
& AWS DevOps RIB R EERHHBNIR | WERTTE T H I0EE IR

TRERTERHEZR
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REARBN R E M AccessDeniedException X<FMZEMFER
B’iE

KMS Z4EEA DisabledException X*xFiNZMBEREE

KMS #Z4A 2 it Il BR KMSInvalidStateException <TFiIZEH
R R

KMS Z:4A 2 il Bk KAEKRBIE-ToERE N2

EZERAMBREA AT

1. WINBRA KRBT MDEERRY AWS DevOps IR o
2. ZREZABALNAERE , REHELZHMBRETHE,
3. AWS KMS BB HHITHIBRBR AN RESFHNE , LEERENENRERHE,

AR : : AWS DevOps KEF B EMMNEFEAFTBANKIE. MREFERLRIFH
HNEFIEERSN , NAZERH 3 2#H R IR,

BRERINE R4

HENEFREBE AWS DevOps KE—E2EAR , BAIAEAAWS CloudTrailRERER AWS
DevOps KE&IEE| AWS KMS BB K,

WO LA LA R 53 0% % CloudTrail =44 -

- EHJR — kms.amazonaws.com
- IN® ETX#4 — aws-crypto-ec:aws:aidevops:arn
- %48 ARN — BN EFEZBERSHHPEEZA ARN

BEXEZER , FZHAWS BAWS SAEERSIT R A RIEE AWS CloudTraill PRy A 23k KMS API
BA.
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B LR S BRI FNE DR SRE L FABIERE AWS PrivateLink, BITHEZENEZEDRSS
ANSNFRPUE—NMNrRMEED, XEREREEENNEZED , AERERENRENAD
Ho AWS DevOps

BEXEZEER |, i5SEAWS PrivateLink 88 AWS PrivateLink® #93& 13 157 7] AWS RS

AWS DevOps A VPC KipT R EEEM

£33 AWS DevOps REIREBEZEOWMK[ZE , FEFAWS PrivateLink I8P R EE ST,

AWS DevOps B X 151833 LU T VPC K3 S 1T API A,

K5l i R E R

AWS DevOps RIB#ZRHIFE API B1E aidevops

AWS DevOps Iz THT#R4E aidevops-dataplane
AWS DevOps X3 Webhook E# event-ai

A AWS DevOps RERIZEOKimTR

#RAT LAE A Amazon VPC BE AR AWS BS1TRE (AWS CLI) 3 AWS DevOps {CH 223 O 4 i
TH. BRXEZEER |, 55 (AWS PrivateLink 38/) M AIZZEORK S,

FRAUTRE BN AWS DevOps Agent B ZEOLKIFT 2 :
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* com.amazonaws, {region} .aidevops-dataplane

¢ com.amazonaws. {region} .event-ai
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