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https://docs.aws.amazon.com/waf/latest/developerguide/shield-chapter.html
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https://docs.aws.amazon.com/waf/latest/developerguide/shield-chapter.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
https://docs.aws.amazon.com/waf/latest/developerguide/fms-chapter.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/waf/latest/developerguide/fms-chapter.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html

IR AWS REHNED RBS AWS RE ISR
- ZR-THERANMNERSIMASENTIBMERKBEY S, BE M SR A BE ERER
b B HE RO RF B R B IX —F R AWS,

« &% L et's architecture FHHRFABTRGEE | AWS BERY , FEEHMAEEFRMFA
AWS Cloud.

- BEETHEEMRMERSKAERENE=HEM, AWS MarketplacelRt T REMKFE X |
AATER. WEMBBMERRSGE,

c REEEZTIMNEMNENANAIFAWS PartnerfI A TS ERB BT, HEFE R AWS Partner
Network R BERNMAKRFEENERLE , LR BEHFEZEHFER AWS Cloud.

« RZETE Skill Bu AWS ilder LS IMAWS WEEL1RRE | WEL D% VPC, AWS Cloud WAN #l
Amazon Route 53 ZR%E .

Workload characteristics
IR R N & RS- EUR T 188 TERE RV 4SE

- SHNERSHEZENER. #EI AWS Cloud WAN AWS Transit Gateway Z XK REER T
EEEEETHN IERAE VPCs, Amazon APl Gateway 2812 /20F , APIs BUERKE - Al LA
DS TSRS, AWS Global Accelerator AT LA BIIRIRE TEMRKMNATHM., RE MM
iR,

- BEEBRRNNTHAR , BN IPHutNERBEZERK, IP it HERLAEIXZR IPv4, IP it
W RFIERNE IPv6, IPv6 1T EZS M it Z8 B HARR T IPv4 it FERMI R, AWS RS
FE S F IPv6e BIEXRGHEKELE (IPv4 = IPv6 ) 3 IPv6 X IFE B X F. AWS RS X
STHEN IPve BEEFEEK, EEFHHIHNRS IPv6 , TS HEAWS RS Z3%F IPv6,

Data protection
BFLERRFEHEIE AWS Cloud,

o DA ATRPEFBERZTIIECHREXRAN T, |AR Amazon VPC TJLIE B EZ £
WA HIEITH TEMRE VPCs , (B[ AZ [EXEUE RN BIERFERE , Hla0, AWS Network
Firewall AWS Shield AWS WAF. #1 Amazon Route 53 Resolver DNS B A&,

. TitkwmARNM  BWEFERANARFRINE (TLS) ERNREMHER , UEBBEINZME,
end-to-end

. MBHRVPCs EEN TR EEDEM THERSR AWS BS | T LUE 2+ B B W £ 5
APl I R AR N EEIXLERS, B2, MREEIAEEELEAKIE , BEEH AWS
PrivateLink. % X R E3E AWS Partner Network 12 #1189 SaaS## R %= AWS PrivateLink,

EZER—T 4


https://docs.aws.amazon.com/wellarchitected/latest/hybrid-networking-lens/definition.html
https://aws.amazon.com/blogs/networking-and-content-delivery/
https://aws.amazon.com/marketplace/solutions/infrastructure-software/cloud-networking
https://aws.amazon.com/partners/work-with-partners/
https://explore.skillbuilder.aws/learn/public/learning_plan/view/1944/networking-core-knowledge-badge-readiness-path
https://en.wikipedia.org/wiki/IPv4_address_exhaustion
https://docs.aws.amazon.com/vpc/latest/userguide/aws-ipv6-support.html

%FE AWS MEMARD KRS AWS REIEmE

Availability

AMRENARFESERZITNEN. EENR , ENEFITUEFINARLHIREZEF
LA R ER T ERENEN >~ mMBRSS. VPCs

« AWS £IRERMIZHEEYETHAXAWS XiF 2 £, HENFTEMEIFBRN VPCs , BFIER
HHBEZANTAHAX , UBAREENTAXHIAHKER , BN TEARDPATH,

- ZRSEEN VPCsHETHIEARNTAN., I B, Z2MMN4EE , BERERAAET
17 ( Elastic Load Balancing ) » BRI RENARFNEREATRXENAFGESR. 81N

HOERBEI ST HRLEE (0S)) *Ei ENTFRMUAMBEIBFTRRENRE. BXN
BYERRBECAERNESRERE BRI mER.

Performance

&I AME AR RS E X AWS E2REMBEN LETH TEARNIEER, FHENTRERELT
1o

« MREBHEFABREMFHDESIKZWER Web NARFHAEFHER |, HEEMEH Amazon
CloudFront, CloudFront 2 —MNAR AR ERREF XFTHABHNAE D ZEMLE,
- MRBEFEEITHER. YWBHMN (IoT) = IP 1BF (VolP) TEMRE , BEEMEH AWS Global
Accelerator, LRRSS RIEBYRIRE TEAEH A AR HEEE,

« MR VPCs FEF TEATEEIEAr THERE AWS X , M AT AER L API s R
FREEIXERS.

Operational excellence

BE7& AWS Cloud XARWES , REEMN TR IEARPEERENSE. BEEITEAENE
+ , Reachability Analyzer ] A mazon CloudWatch Internet Monit or & T B #fRSS 7] LAFS Bh IR IR
EFUREACEY L S ESRFE KR

- BEEZANTEMEMN IP ik VPCs AJgeREME, ZE—THREAEEEIEAETPEIEREIP
3k ( Amazon VPC IPAM )

- MREFEANIMRIEN , PAEEMBRZ ZENEE, REMNEETER MKk, R
—THEREEEHFNITHIRSE X E ( AWS App Mesh BLX% Amazon VPC Lattice ) o

Connectivity

A AE AR AR S EEM 4 AWS Cloud, E#E THERRTEEM LS,

EER-T 5
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https://aws.amazon.com/what-is/load-balancing/
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/waf/latest/developerguide/fms-chapter.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html

%FE AWS MEMARD KRS

AWS REIEmE

ARS52R 3!

) 4% EL At

SHRMBSERE

BEMEMAB R

1 P 72 - Bk P

M4 %= & MIZi2 15 ]

BH X A#EIT T ?

3t AWS MRS ATT1H
VPCsZ & E#E#1T T IL1t.

g3t , TRRLE. %
Y £ BRI 45E

EIXMRAEER ., W SEAY TAEDEK
MERBFEIT TR,

g3t , THRRENTER
BEASWUAN. ENFERH
BELHEEBEE,

g3t , AIRFENTHE
NERZBEHMH. DDo
S. SQL EFAMBE AR &

o

AWS R AN B RTIRS
Amazon VPC

AWS PrivateLink

AWS Transit Gateway

AWS Client VPN

AWS Cloud |15 M

Direct Connect

AWS Site-to-Site VPN

Amazon CloudFront

AWS Global Accelerator

Amazon Route 53

AWS ZhE L i K i

Amazon API Gateway

I 5% VPC IPAM

Amazon VPC Lattice

Elastic Load Balancing

AWS Firewall Manager

AWS Network Firewall

AWS Shield

AWS Verified Access

AWS WAF



https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-user-what-is.html
https://docs.aws.amazon.com/network-manager/latest/cloudwan/what-is-cloudwan.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/datatransferterminal/latest/userguide/what-is-dtt.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html
https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/what-is-vpc-lattice.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/waf/latest/developerguide/fms-chapter.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/waf/latest/developerguide/shield-chapter.html
https://docs.aws.amazon.com/verified-access/latest/ug/what-is-verified-access.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html

%FE AWS MEMARD KRS AWS REIEmE

NTRRMAER S AIRAMERS AR —F THESHTH AWS MRS , RIVEH TRREMES
WMEERIRE, ATHORE TREERAXE, SFHEMERAVERE , UHEBEA

LTRSS EEEREKMA VPC E#,
Amazon CloudFront
« ftARL5# CloudFront?
TERAAMRAR D Ko
A tErE

- FIEAT LD CloudFront
BEZIRFABNELRLSE CloudFront,
FEIEE

o FATS% S3, TE#FILE% Route CloudFront 53 3£ & s & 7 il 4 WL 57
THENMALZ2 AT BNARNEENTLEIZRENE,
FF 34 R A 78

 {&B) Amazon ER#tt R FHZA CloudFront
TR Web NABRFHNRLRFER,
FF 34 RS A 7E

AWS Cloud WAN
- AR AWS =M ?
FIMARE, EENGEESE NSRS,

AR

A 8



https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/tutorial-s3-cloudfront-route53-video-streaming.html
https://aws.amazon.com/getting-started/hands-on/deliver-content-faster/?ref=gsrchandson
https://docs.aws.amazon.com/network-manager/latest/cloudwan/what-is-cloudwan.html
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https://aws.amazon.com/blogs/networking-and-content-delivery/introducing-aws-cloud-wan-preview/
https://docs.aws.amazon.com/network-manager/latest/cloudwan/cloudwan-getting-started.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://www.youtube.com/watch?v=y4rIwSbdlS0
https://aws.amazon.com/getting-started/hands-on/connect-data-center-to-aws/?ref=gsrchandson&id=itprohandson
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
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https://docs.aws.amazon.com/global-accelerator/latest/dg/getting-started-standard.html
https://www.youtube.com/watch?v=Docl4julOQw
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpc/latest/privatelink/getting-started.html
https://aws.amazon.com/blogs/networking-and-content-delivery/expedite-your-ipv6-adoption-with-privatelink-services-and-endpoints/
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Tutorials.html
https://aws.amazon.com/getting-started/hands-on/get-a-domain/?ref=gsrchandson&id=updated
https://www.youtube.com/watch?v=RGWgfhZByAI
https://docs.aws.amazon.com/datatransferterminal/latest/userguide/what-is-dtt.html
https://aws.amazon.com/blogs/aws/new-physical-aws-data-transfer-terminals-let-you-upload-to-the-cloud-faster/
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https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/SetUpVPNConnections.html
https://aws.amazon.com/blogs/networking-and-content-delivery/aws-site-to-site-vpn-choosing-the-right-options-to-optimize-performance/
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/vpc/latest/tgw/TGW_Scenarios.html
https://tgw.networking-workshop.com/#/README
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https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-getting-started.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-examples-intro.html
https://aws.amazon.com/quickstart/architecture/vpc/?ref=gsrchandson
https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
https://aws.amazon.com/blogs/networking-and-content-delivery/amazon-vpc-ip-address-manager-best-practices/
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https://www.youtube.com/watch?v=11BqzuUDTMM
https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html
https://www.youtube.com/watch?v=XwfpPEFHKtQ
https://aws.amazon.com/blogs/compute/configuring-private-integrations-with-amazon-api-gateway-http-apis/
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/what-is.html
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https://docs.aws.amazon.com/vpn/latest/clientvpn-user/user-getting-started.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/how-it-works.html#scenario
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-getting-started.html
https://www.youtube.com/watch?v=p0YZBF03r5A
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-fms-intro.html
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https://aws.amazon.com/blogs/security/how-to-continuously-audit-and-limit-security-groups-with-aws-firewall-manager/
https://aws.amazon.com/blogs/security/use-aws-firewall-manager-to-deploy-protection-at-scale-in-aws-organizations/
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/getting-started.html
https://www.youtube.com/watch?v=Y7-37tkO1CA
https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html#ddos-intro
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https://docs.aws.amazon.com/waf/latest/developerguide/ddos-resiliency.html
https://www.youtube.com/watch?v=7rgiXEa0_jE
https://docs.aws.amazon.com/verified-access/latest/ug/getting-started.html
https://aws.amazon.com/blogs/networking-and-content-delivery/aws-verified-access-integration-with-3rd-party-identity-providers/
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-aws-verified-access-with-device-trust-providers/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/what-is-vpc-lattice.html

%FE AWS MEMARD KRS

AWS REIEmE

1% Amazon VPC Lattice

E/A-LX #Fﬂ] VPC *ﬁ/u N o

AR

5/ Amazon VPC Lattice RN ARFHEZ SN ZIKF % VPC iEH#

N B A A VPC LatticefRRVPCIEEXES

FREE

I 55% VPC Lattice 3 & fi# 25
MEHXx VPC 38 B 1Y &% 3h 8 W 55,

WA AR

AWS WAF

- fF4AR AWS WAF ?

T R EINT TSR 15 R ER

AR

Al AWS WAF

ME—EREENNM , 7H# AWS WAF A6 A FRIP THERURRZ MK RBNR ARG,

WA AR

MImE T AWS WAF
ME RN IMWMTE AWS WAF,

WA AR

A


https://docs.aws.amazon.com/vpc-lattice/latest/ug/setting-up.html
https://aws.amazon.com/blogs/networking-and-content-delivery/build-secure-multi-account-multi-vpc-connectivity-for-your-applications-with-amazon-vpc-lattice/
https://www.youtube.com/watch?v=fyb20oApiZw
https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html#waf-intro
https://www.youtube.com/watch?v=R5XMny416vo
https://www.youtube.com/watch?v=nUI7G9UzyN8
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https://aws.amazon.com/architecture/?cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc&awsf.content-type=content-type%23reference-arch-diagram&awsf.methodology=*all&awsf.tech-category=tech-category%23networking-content-dev&awsf.industries=*all&awsf.business-category=*all
https://aws.amazon.com/architecture/?cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc&awsf.content-type=content-type%23whitepaper&awsf.methodology=*all&awsf.tech-category=tech-category%23networking-content-dev&awsf.industries=*all&awsf.business-category=*all
https://aws.amazon.com/solutions/networking/
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