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ft 42 Amazon DCV Session Manager ?

(® Note
Amazon DCV ELEI#<7 NICE DCV,

Amazon DCV Session Manager 2 —4#H A ZENRHE ( REMKE ) I— MR ARFRHEED
(API) , AILEF R A R ARSI A H RN (1ISVs) BAHMEBEIRNARRF , XENARFUEEARZEL
O#DCVERE S ol 2 MEEAmazon DCVAEN £ E .

AISENEB T AL EHMEE Session Manager Agent Hl Broker, AX{EFAAFEEBNEZER
APIs , 2% Amazon DCV 4 EEE BT X EEE.

£
« Session Manager By T#EH =
- IhEg

- R

- Eh

« Amazon DCV Session Manager E3K

Session Manager B T4ER =X

TEFZEE/RT Session Manager A,

Customer Frontend- Session Manager-managed space DCV-managed space
managed space mmmmmm oo I ,
S . DCV Fleet '
Listening 1 :
for APIs ! I
1
1 = . L
API Calls — : :
@ S « Session DCV !
@ . Manager Servers
. . Agents |
Client Broker . :
| . &, |
| 0o

Session Manager By T{E/ = 1
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(A3

REZEEMLTXEEES APIstY Web RS2, TEVWHALEREEF RN APl ERUER
Amazon DCV £iF , RAEFESEIEZIMHERH Agent, Broker AMEZ I F Amazon DCV R
EBNEN L |, BEFIHAMAI LA R Broker , 7 B Broker A7 EEB 517 Agent.

Agent

Agent Z%& 7 —4 Amazon DCV RS EBHRFHMNBMNIRSER £, Agent M Broker #EWIET , HEMMA
B9 Amazon DCV BR%88 LiE1TiX 65, Agent B Amazon DCV RESHVIRA |, FH N EEIR
DEH K E 2 Broker,

APls

LAFEEERLF T —4H REST NARFFEEED (APIs) , A TEE —4 Amazon DCV k%5 L
# Amazon DCV £i&, APIs EMTHAZLAREHBRRLRLALT. FAARAUUWERA. WEE
NA&EEBEF IR APls,

&R

BEFBREREEHTANIENARERIIS , BTAA Broker ATTHNAFEEREAPIs, XAAFER
EPEHLIEE—4 Amazon DCV REE LIEEWLE,

158 k&
EXHAPIER , BATEREFRSE, IMEFAURKRCERABENRSZHELT
APls, EERMARITE , BFm APl XIR HAE R EIE,

E % AP

E P i% APl 1 F Swagger Codegen M Session Manager APl EE X YAML X#H4ERK . FFE
APl AT & APl iE3KR,

Amazon DCV &%

Amazon DCV £i& 2 Amazon DCV BREEREEB IZZ R BT ImMAEREN —BAtE, BAMEE
Amazon DCV R385 L8122 Amazon DCV £1iF , AR BN EF IS 8EEE Amazon DCV £
Ho. Amazon DCV X EFEHAEMELAE , HEBN S EHERENFMEEN —ANR, BAILUE
BA&EEEEIAPIs KEE Amazon DCV 2B L AR, Amazon DCV £iF LA FULTIRSZ

« CREATING - Broker IEFEBIZE4SE,
« READY - 2B HRIFIEZEFWmIERE,
« DELETING - EEMIBRAIE,
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« DELETED - EMIBR&FE,
* UNKNOWN - TS HE 2 ERIRZS. Broker M Agent ATBETEBIE .

L]
IhEe
DCV Session Manager 12t 5L T Ih&E :

« &t Amazon DCV 2iEEE - REVEXEZ 1 Amazon DCV [EFH & LETHRXIENEE.

- EEZA Amazon DCV LiEN A AW - £ — API ERHN Z4 Amazon DCV RFEEFHZA
AFRIESBRZ N 2E,

o XEHRX - BOIESER , FRBEEMREEN —4H Amazon DCV RS ER.

- EEZ Amazon DCV 2iEMNR - A — APl EREBZ N2 EN AR,

- BEEREEER - ©E Amazon DCV 2N E P IREEE R,

- XBFRMAEM - £ AWS, FivHME T =WRSEE LFEA Session Manager,

B 75l

Session Manager TR FRMEBE L. WREELS# EC2 £H| LiZ1T Amazon DCV , NI AJEEEE
A E M AWS BRS , H120 Amazon A EC2 uto Scaling REBEMIZENT B,

EM
BT EC2 A1 AWS BF TURREALTEEE,

A EFEEEH Amazon DCV Plus 5 Amazon DCV Professional Plus ¥ AliE, 4 < f14a] 3%
Amazon DCV Plus 8 Amazon DCV Professional Plus i fJiEI{E S , 1§25 Amazon DCV Wi E#Y
How to Buy HEREFIEXHK Amazon DCV A RAHEE. A T ATFMERMLE~iZ A Amazon
DCV Session Manager , X\ Amazon DCV kA 2021.0 FFiA58 &5 5eiF T E R,

EXEZEL 528 (Amazon DCV BB R#5/) HE9iF A Amazon DCV %22,

Amazon DCV Session Manager E3k

Amazon DCV Session Manager Agent 1 Broker EBUL T EXK,
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https://www.nice-software.com/index.html#buy
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BRIERS

£

(3

Amazon Linux 2

* Amazon Linux 2023

+ CentOS Stream 9

* RHEL 8.x

* RHEL 9.x

+ Rocky Linux 8.5 & & iR A&
* Rocky Linux 9.x

* Ubuntu 22.04

* Ubuntu 24.04

* 64 {1 x86
+ 64 {Z ARM

Agent

Windows

+ Windows 11

* Windows Server 2025
* Windows Server 2022
* Windows Server 2019
* Windows Server 2016

Linux BR55 28

* Amazon Linux 2

* Amazon Linux 2023

+ CentOS Stream 9

« RHEL 8.x

« RHEL 9.x

* Rocky Linux 8.5 SE & R4
* Rocky Linux 9.x

« Ubuntu 22.04

« Ubuntu 24.04

« SUSE Linux Enterprise 15 % SP6
=

macOS

* macOS 13 (Ventura)
* macOS 14 (Sonoma)
« macOS 15 ( 442 )

64 { x86

64 i ARM ( XL 53 Linux 2, 5
# Linux 2023, CentOS 9.x, RHEL
8.x/9.x, Rocky 8.x/9.x, Ubuntu
22.04/24.04 F macOS 13/14/15 )

ER
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Amazon
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HER

(3

8 GB

Amazon DCV 2020.2 R E Sk 4~

Java 11

P 4% M B E K

TEFZEET Session Manager MEFIEZEER,

Customer-managed space

Client

External authentication
sernver

Agent

4 GB

Amazon DCV 2020.2 R E S hix4s

Session Manager-managed space

Brokers

...................

DCV-mana ged
space

Age

=2
&

DCV servers

0 0 00 1 o

¥ ¥

Broker ML HEELIMMEN L |, BEEHXMEEE Amazon DCV RS 25 LM Agent IR KERE, W
RIZERFERZ/ Broker AIES MY , M AMELIMM E N ELZRMEES Broker , HEHA—
RZ NS E R EERF UM Broker Z 8 LAK Broker #1 Agent Z BRI E. Broker & R iZ AL 4

BEE,

LUER AR Amazon DCV RSFB|/METENE S Broker AJ LU ERANRSHIEF#EESN

HEEEL , AEEHSISHELGEBERZES. BT NEE Broker EERARBENBHERE

L XERTREZERAXEEEHXE, BUETURRIERFR, MRLERERZIIEE ,

T AT R

B I\ ERBUE E H Bl B X £ Broker, 3% DynamoDB, MariaDB  MySQL. &7 2L % Broker i &3
HHIIHBNEES .

RELAEGEREBEY RS, HA, XM@Y HTTPs E#,

P& MEREER
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% & Amazon DCV Session Manager

T—TNA T MAREESE Broker MZ 4 Agent B Session Manager. &R LAfEH Z 4 Broker
DRSO BEMEE. BXEZEL , 3 ¥ E Session Manager.

ZEiRE Amazon DCV Session Manager , IEHITEA T R4E :

e
« B 1: % Amazon DCV RS 85

- PR 2 . i®E Amazon DCV Session Manager Broker

- ¥R 3 . 1®E Amazon DCV Session Manager Agent
« S8R 4 : FiE Amazon DCV ARS5 88 AR Broker 469 & KU AR S5 85

- SRS RUIRE

S8 1 H% Amazon DCV RSS2

BN ME R —HITE A Session Manager B9 Amazon DCV fR%88. HX %% Amazon DCV RE 88
MWEZELR , HSHE (Amazon DCV BEERIER) L% Amazon DCV %R,

£ Linux A macOS B Amazon DCV fRS5as £ , RiEEESRFEAB IR RS A

F. dcvsmagentfE &% Session Manager Agent i , N Bz 1B ZAF. BXMRZBRSAFET
Amazon DCV EEBGNIR , UEZAFP JURKREMA P HITIEIE. EH Session Manager IR A F
RFEEANR , BHIATUTRE

E R Linux f macOS PRSS287% 1 Amazon DCV BRSS 28 #9253t fR 55 A 2

1. EAMENXERmESRITIT /etc/dcv/dcv. conf,
2. {4 administrators SBURME [security] ZB2 HIEE Session Manager A, Hlan :

[security]
administrators=["dcvsmagent"]

3. REHXHAXHF,
4. {ZIEHEFHE3 Amazon DCV RE 8.

S 1 R Amazon DCV RE 88 7


https://docs.aws.amazon.com/dcv/latest/adminguide/setting-up-installing.html
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Session Manager R gEfX % Amazon DCV R85 £ ET?’EE’JFEF@'JE Amazon DCV £iF., IR & H
BRATTFENAFUESE , ZERFGEAK. At , BLTERENNEKRL A7 Amazon DCV
RSELEEERNRGEAF,

® Tip
MBEITEFEAZANREBENRFEREN Amazon DCV BRE RS , RINBUER I —NME
M—#& Amazon DCV RFHBEENRE , FERRWITUTIR , tIZEEHEENENHNLS
BREMGE (AMI) , REEAZHERAKERN Amazon DCV FREE5. AMIs HE |, EaJLAFEH
AWS Systems Manager £ &N E6l EIRBIZITH T,

S 2 : iIRE Amazon DCV Session Manager Broker

Broker 4ME LT Linux M L. BXRZEN Linux RITHRHWEZEE |, 2 Amazon DCV Session
Manager 23R, f¥ Broker ZZ% % 5 Agent 1 Amazon DCV BREBENTENEN L, ZENATLUZL
EETBNRENE L | BEHTEEBIEES Agent HEHBEE,

L% H B3 Broker

—

EERIRITEE H P L% Broker B EH.

EFaSfALZE GPCXEHITHFLER, EAYEFSEERRIEFEZLR , BXI0E
Amazon DCV GPG #4%i, BT Ta LS A Amazon DCV GPG #4A,

N

« Amazon Linux 2, RHEL, CentOS # Rocky Linux

$ sudo rpm --import https://dlujéqtbmh3dt5.cloudfront.net/NICE-GPG-KEY

* Ubuntu
$ wget https://dlujéqtbmh3dt5.cloudfront.net/NICE-GPG-KEY
$ gpg --import NICE-GPG-KEY

3. THZRERHZ

« Amazon Linux 2

S8 2 : RiE Broker 8
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$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2025.0.539-1.el7.noarch.xrpm

* Amazon Linux 2023

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2025.0.539-1.amzn2023.noarch.rpm

« RHEL 8.x fl Rocky Linux 8.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2025.0.539-1.el8.noarch.rpm

« CentOS 9.x, RHEL 9.x # Rocky Linux 9.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2025.0.539-1.el19.noarch.rpm

* Ubuntu 20.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerBrokers/nice-
dcv-session-manager-broker_2025.0.539-1_all.ubuntu2004.deb

* Ubuntu 22.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerBrokers/nice-
dcv-session-manager-broker_2025.0.539-1_all.ubuntu2204.deb

* Ubuntu 24.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerBrokers/nice-
dcv-session-manager-broker_2025.0.539-1_all.ubuntu2404.deb

4. RERHS.

« Amazon Linux 2

$ sudo yum install -y ./nice-dcv-session-manager-
broker-2025.0.539-1.el7.noarch.xrpm

« Amazon Linux 2023

S8 2 : RiE Broker 9
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$ sudo yum install -y ./nice-dcv-session-manager-
broker-2025.0.539-1.amzn2023.noarch.rpm

« RHEL 8.x #1 Rocky Linux 8.x

$ sudo yum install -y ./nice-dcv-session-manager-
broker-2025.0.539-1.el18.noarch.rpm

« CentOS 9.x, RHEL 9.x # Rocky Linux 9.x

$ sudo yum install -y ./nice-dcv-session-manager-
broker-2025.0.539-1.el19.noarch.rpm

e Ubuntu 20.04

$ sudo apt install -y ./nice-dcv-session-manager-
broker_2025.0.539-1_all.ubuntu2004.deb

* Ubuntu 22.04

$ sudo apt install -y ./nice-dcv-session-manager-
broker_2025.0.539-1_all.ubuntu2204.deb

* Ubuntu 24.04

$ sudo apt install -y ./nice-dcv-session-manager-
broker_2025.0.539-1_all.ubuntu2404.deb

5. RERIA Java REHRARERN 11,

$ java -version

MRTR |, B LLBATERE Broker AT EMIEH Java WA Java £ H %, XZ2BIE Broker
BB Hi&E broker-java-home ZHERH . EXEZER , EZ 1 Broker Bt & X,

6. /B3 Broker RS , AR ZBRSEBRIFIEINBEZE,

$ sudo systemctl start dcv-session-manager-broker && sudo systemctl enable dcv-
session-manager-broker

S8 2 : RiE Broker 10


https://docs.aws.amazon.com/dcv/latest/sm-admin/broker-file.html
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7. ¥ Broker WEZLRIEPRIZAHEEENAFBERP. BT —FPRE Agent BY , BFEEMEAZIE
PBo

sudo cp /var/lib/dcvsmbroker/security/dcvsmbroker_ca.pem $HOME

SR 3 : % 1E Amazon DCV Session Manager Agent

Agent K LEE—4 Amazon DCV IRFB|/ENFHMBEEN L, ZREAURZERE

Windows, Linux fl macOS F#lt, BXxIZFNRERENEZEER |, iESHAmazon DCV Session
Manager 3K,

TR

L% Agent 2B , AMIEEH LEERE Amazon DCV FRE .

Linux host

® Note

Session Manager Agent & AT ZR 5 A9 Linux RITARFZRH
AR B35BT 1£ 64 {iZ x86 £l LR % Agent, EFE 64 1L ARM £l ERHENE ,
BEx86_64Faarch64it N, ¥F Ubuntu , BB Namd64, armb4

£ Linux ¥l E&% Agent

1. BEF2fAZ2 CPCEAHITHFEE, EATEFIEERRIEFITLSR , BLTISA
Amazon DCV GPG %, BT T @ w S A Amazon DCV GPG %4/,

« Amazon Linux 2, RHEL, CentOS #1 SUSE Linux Enterprise

$ sudo rpm --import https://dluj6qtbmh3dt5.cloudfront.net/NICE-GPG-KEY

e Ubuntu

$ wget https://dlujéqtbmh3dt5.cloudfront.net/NICE-GPG-KEY

$ gpg --import NICE-GPG-KEY

S 3 RE Agent
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2. THZRRBHFZ

« Amazon Linux 2

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2025.0.801-1.el7.x86_64.rpm

* Amazon Linux 2023

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2025.0.888-1.amzn2023.x86_64.xrpm

« RHEL 8.x 1 Rocky Linux 8.x

$ wget https://dluj6qtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2025.0.888-1.e18.x86_64.rpm

« CentOS 9.x, RHEL 9.x # Rocky Linux 9.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2025.0.888-1.e19.x86_64.rpm

* Ubuntu 20.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2025.0.888-1_amd64.ubuntu2004.deb

* Ubuntu 22.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2025.0.888-1_amd64.ubuntu2204.deb

e Ubuntu 24.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2025.0.888-1_amd64.ubuntu2404.deb

+ SUSE Linux Enterprise 12

$ curl -0 https://dluj6qtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2025.0.888-1.slesl12.x86_64.rpm

SR 3 RE Agent 12



Amazon DCV Session Manager EERER

» SUSE Linux Enterprise 15

$ curl -0 https://dluj6qtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2025.0.888-1.sles15.x86_64.rpm

3. REHHS.

Amazon Linux 2

$ sudo yum install -y ./nice-dcv-session-manager-
agent-2025.0.888-1.el17.x86_64.rpm

« Amazon Linux 2023

$ sudo yum install -y ./nice-dcv-session-manager-
agent-2025.0.888-1.amzn2023.x86_64.xpm

« RHEL 8.x #l Rocky Linux 8.x

$ sudo yum install -y ./nice-dcv-session-manager-
agent-2025.0.888-1.e18.x86_64.rpm

« CentOS 9.x, RHEL 9.x # Rocky Linux 9.x

$ sudo yum install -y ./nice-dcv-session-manager-
agent-2025.0.888-1.e19.x86_64.rpm

* Ubuntu 20.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2025.0.888-1_amd64.ubuntu2004.deb

e Ubuntu 22.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2025.0.888-1_amd64.ubuntu2204.deb

* Ubuntu 24.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2025.0.888-1_amd64.ubuntu2404.deb

S 3 RE Agent 13
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4.

» SUSE Linux Enterprise 12

$ sudo zypper install ./nice-dcv-session-manager-
agent-2025.0.888-1.sles12.x86_64.xrpm

» SUSE Linux Enterprise 15

$ sudo zypper install ./nice-dcv-session-manager-
agent-2025.0.888-1.sles15.x86_64.rpm

39 Broker ¥ I ZREREIA ( L L — SR EHNER ) RBRE Agent E# /etc/dcv-

session-manager-agent/ B &H,

FAE RN XA RESESFITIF /etc/dcv-session-manager-agent/agent.conf , RER
TAT ],

« X¥F broker_host , EEFEHF L% Broker B EHLAY DNS B F5o

/A Important
MR RETE Amazon EC2 3£l £iZ1T , broker_host N A4ME EZEFINFAE
lpv4 ik,

e (Hi& ) XTF broker_port , EEATE Broker BEMNIwHH. BRIABERT , Agent #
Broker Bid 8445 i A#TERFE., REELEEFATRANKAON , TEEFRZIRE, W
HIEHIEERNZIRE |, iR Broker BB N EAMABMN KA,

« WF ca_file , BELE L —THEHWIER AN TEEE. Hlu0:

ca_file = '/etc/dcv-session-manager-agent/broker_cert.pem'

HE , MREEEH TLS Wil , 5/ tls_strict iRERN false.
RIFH R AZ I
BT T B EAS 3 Agent,

$ sudo systemctl start dcv-session-manager-agent
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Windows host
£ Windows E#l %% Agent

1. T# Agent ZEREF.

2. BIRERRF. EXOREL , E#F Nexto

3. ZEULARZEL , FAMRFAHY ; MREE | §1%F | accept the terms HiEF Nexto
4. EBFFIRERE | BLE Install,
5

+F Broker WEZRIEHEIR (B EL—FSPEFNEIAE ) METE Agent L C:\Program
Files\NICE\DCVSessionManagerAgent\conf\ X#XmH,

6. FRAERNXARRESRITH C:\Program Files\NICE\DCVSessionManagerAgent
\conf\agent.conf , REHITUTERE :

« XtF broker_host , EEEHH L& Broker B EHLAY DNS & Fro

/A Important
WMRARIEIE Amazon EC2 34l EiZ1T , broker _hostN%4MigEiZS=HIHFAE
IPv4 i,

e (Hi& ) XTF broker_port , EEATE Broker BEMNIwH. BHIABERT , Agent #
Broker @id 8445 i A#{TIEE, REELFEFRATANKON , TFEEFHNZRE. W
REWIEFHZIRE , FHR Broker BLE N FAEBMNIRO,

« XF ca_file , BELEL—THEHWIER AN TERER. a0

ca_file = 'C:\Program Files\NICE\DCVSessionManagerAgent\conf\broker_ cert.pem'

HE , MREEZH TLS Wi , 5N tls_strict iIRERN false,
7. REFEHXAZIHF,
8. FEIHEHBZ Agent RFUFERER, EHSERRFFEITUTHR,

C:\> sc stop DcvSessionManagerAgentService

C:\> sc start DcvSessionManagerAgentService
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macOS host
£ macOS W L Z&HNRE
1. TEREBZEEFIERATSIT

$ curl -0 https://dluj6qtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2025.0.888-macos-armé64.pkg

2. RERMHE. BULUERARTITREIRELZRRRER

AD A L=
* mpTAIT .

$ sudo installer -pkg ./nice-dcv-session-manager-agent-2025.0.888-macos-
arm64.pkg -target /

- REBEZERF : NiE.pkgXHHIRBLERSHTRE,
3. ¥F Broker WEBZRIEBEIR (BEL—SHEFWEIAR ) HETE Agent LB /etc/dcv-

session-manager-agent/ B&H,

4. FRERANXAEARKIERRITH /etc/dcv-session-manager-agent/agent.conf , AER
TAT 84,

« X¥F broker_host , EEFEHF L3 Broker B EHLHY DNS & F5o

/A Important
MRAKREE Amazon EC2 3£l EiZ1T , broker_hostN 4 Mg EiZ=HINFAE
IPv4 ik,

e (Hi& ) XTF broker_port , HEEATE Broker BEMNKH. BIAERT , Agent #
Broker &®id 8445 i A#{TEE, REELFEFATANKAON , TEEFHZRE. W
REWHIEFHZIRE , FHR Broker BLE N FEAEBMNIRO,

« XWF ca_file , EELEL—THEFNERXHNZTERE, Hilw0

ca_file = '/usr/local/etc/dcv-session-manager-agent/broker_cert.pem'

HE , MREEEFR TLS Bilf , B tls_strict iRiEN falseo
5. REHXHFZXIXH,
6. BINRERS.
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$ sudo launchctl load /Library/LaunchDaemons/com.amazon.dcv.session-
manager.agent.plist

SR 4 . BLiE Amazon DCV BRS5 258 LAt Broker 8 & R IEARSS 25

fii & Amazon DCV BRZ585 A4S Broker IEA N H B RIEIRSES , URIEFFIRERESHE, BiEX
& Amazon DCV HRS5238L & 79 {51F Broker BWEZH CA.

Linux Amazon DCV server
A Linux Amazon DCV RS 257 A ith R 55 A

1. FRAMENXAEESRITIF /etc/dcv/dcv. conf,
2. ¥f ca-file M auth-token-verifier Z¥ARME] [security] FoH,

« WF ca-file , BELE L—SHEH B EHE Broker BZXH CA KR,

« XF auth-token-verifier , UL TN IEE Broker L SERIEERFH
URL : https://broker_ip_or_dns:port/agent/validate-authentication-
token, ¥EEMA T Broker-Agent BIEMIH O , BRI 8445, WMRIETE Amazon EC2 3£4i L
ETRE  NXAMERAFAE DNS SHFAHE IP ik,

540

[security]
ca-file="/etc/dcv-session-manager-agent/broker_cert.pem"
auth-token-verifier="https://my-sm-broker.com:8445/agent/validate-
authentication-token"

3. REHRANXMH,

4. FEIEHEF B3 Amazon DCV fREeR. BEXEZEE , SR (Amazon DCV BEE R EFE)
= IE Amazon DCV B2 M 53 Amazon DCV HE%%%O
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EERES

Windows Amazon DCV server

£ Windows Amazon DCV BR%88

1.

$TF Windows St & 4m 4825 H S El HKEY_USERS/S-1-5-18/Software/GSettings/com/
nicesoftware/dcv/security/$&.

TFF ca-file ¥,
FNFEHIE , BELE LE—SHEFHZEIEHA Broker BZHE CA R,

@ Note
MRZSHAEHE , NB-— M FNFZRHRSBHTREREN ca-file,

¥T Frauth-token-verifierZ 4,

N FEHE , BT #ENIEE Broker LS ERIFREF
URL : https://broker_ip or_dns:port/agent/validate-authentication-
token,

EE M T Broker-Agent BEM O , BRIAN 8445, WREIE Amazon EC2 =6l EiZ1TRE
N A fEFAFAE DNS SAE IP it

@ Note
MRZSBAEE , VOB I FHNFHESBOPRHEGE N auth-token-
verifier,

ERWEE |, H<H Windows M RFERS.

FIEHEH S5 Amazon DCV k%88, BEXEZEER |, 55 (Amazon DCV EE R iEM)
F#{=1E Amazon DCV BRSE2 M JZ 31 Amazon DCV RS E5.

macOS Amazon DCV server

A macOS B Amazon DCV R85/ InA 3t fR <5 A

1.
2.

FRAFTEN X ARIEES[ITHF /etc/dcv/dcv. conf,

¥F ca-file M auth-token-verifier SEAME| [security] o,

« XF ca-file , BELEL—SHEHFFHE Broker EEXH CA MR,

S8 4 : Bl Amazon DCV R% e
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« XF auth-token-verifier , UL TN IEE Broker LR SERIFERFH
URL : https://broker_ip_or_dns:port/agent/validate-authentication-
token. ¥EEM T Broker-Agent BEM®O , BRIAN 8445, WMREE Amazon EC2 41 £
EITRE , MAMFEAFAE DNS HFAE IP thitk,

g

[security]
ca-file="/usr/local/etc/dcv-session-manager-agent/broker_cert.pem"
auth-token-verifier="https://my-sm-broker.com:8445/agent/validate-
authentication-token"

3. REHXHANMH,

4. FEIEHEF B3 Amazon DCV fkFEeR. EXEZEE , 5H (Amazon DCV BEE R EFE)
1= 1E Amazon DCV R 28 MB35 Amazon DCV RS 25,

SRS RIERE

£ Amazon DCV BR%585 Li% & Agent, ®i& Broker AN HERTEEZE , FEERIILZERELE
=17,

£

« KiF Agent

 IF Broker

IE Agent

%% Broker # Agent Ja , #81R Agent IE#EiE1T 3 H AL EE S Broker,
Linux 1 macOS R E#

EETH B SEURTRRE,

« BRRZ 2022.0 &2

M Agent EHLH , EBTHUATHS :
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$ grep 'sessionsUpdateResponse' /var/log/dcv-session-manager-agent/agent.log | tail
-1 | grep -o success

« 2022.0 Z B HYhRA
M Agent EH A |, BITUTHEHIEELER. BHOMBH,

$ grep 'sessionsUpdateResponse' /var/log/dcv-session-manager-agent/
agent.log.yyyy-mm-dd | tail -1 | grep -o success

g

$ grep 'sessionsUpdateResponse' /var/log/dcv-session-manager-agent/
agent.log.2020-11-19 | tail -1 | grep -o success

MR Agent IEFEE 1T H BREBEREE] Broker , Zan S MIRE success,

WRZGHTEEAFENHLE , HRE Agent BEXHURMEZER. XERAEXH NV TUTHE

F : /var/log/dcv-session-manager-agent/,
Windows Agent £l

TFF Agent BEX M |, ZXMHTF C:\ProgramData\NICE\DCVSessionManagerAgent\log
#,

MRZAEZEXHIZERLUTEMIT , W Agent IETEIZ1TH BEEBE$EZ] Broker,

2020-11-02 12:38:03,996919 INFO ThreadId(@5) dcvsessionmanageragent::agent:Processing
broker message "{\n \'"sessionsUpdateResponse\" : {\n \"requestId\" :
\"69c24a3f5f6d4f6f83ffbbof7dc6a3f4\",\n \"result\" : {\n \"success\" : true\n

N\n - H\n}"

MREHW B EXFEERLUNT , EREBEHUERE IR,
I$F Broker

Z % Broker # Agent f5 , R Broker IETE1E1T , F B &/ A - M 50im A AR 1] LAk [E] Brokers

MRBIZEER 58] Broker BVt ENLA , BT TGS :

I$iF Broker 20
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$ curl -X GET https://broker_host_ip:port/sessionConnectionData/aSession/a0Owner --
insecure

WRIGIFKIN , Broker SHEREIATAR :

"error": "No authorization header"

I94IF Broker 21
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Bl & Amazon DCV Session Manager

NTRETHNZLNHE  KABRBERALNERTNEREBAEE Session Manager, AT 5|&
BRBIRENEE Session Manager FTS RHXBLI]R , SFEEBEAFHRINR, BENBRENA
ENRERE,

F&

- ¥ & Session Manager

o ERARZEN Amazon DCV RS 88

- BEENBERRS SR

- FEii& Broker HFAM

« 5 Amazon DCV Connection Gateway 5 X

« 5 Amazon CloudWatch &5,

¥ & Session Manager

RNTXMSTHAEHIESHE , BT LUK Session Manager B & 7 £ H 24 Agent 1 Broker, IR
FEITEFRASMMENRE , RIMNBNEANZENEE —MEMNREEYN , NXEEH0E
Amazon Machines Images (AMI) , RGN\ B EREH AMIs,

BRIABER T , Session Manager X EHAZ/ Agent, MEEHTEMTANERE. T3 , WRETE
£ %A Broker , A5 fEF B9 E 219 E Bl iR = F W% F Broker Z [BIRYRE AKX Broker Ml Agent
ZEPRE. ARSESENEENREZSEHZRAENER,

T—WNE T WmAEE Session Manager IAfFZ N EHLE Application Load Balancer —& £,

Steps

« SR SIS E 4

« S| 2 ANEIIERER SSL UEFH

« S 3 : Bl% Broker Application Load Balancer
- S8 4 . Fzh Broker

- £ 5 8l Agent Application Load Balancer
« HB 6 : F3h Agent

¥R Session Manager 22
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HER 1 BIESKAIEE S

&IPS SE I B B S4B BN B4R F B E B Elastic Load Balancing fX R REMARIEEH APIs. BX
BZEE , B2 (Amazon EC2 AF#EM) HHEAT Amazon EC2 iy IAM A&,

B2 3K I B B 324

1. BIE— AWS Identity and Access Management (IAM) £ &3k & X Z1E 3L 451 B & U4 7 5 F B9 A
R, ERANTEERE :

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Sexvice": "ec2.amazonaws.com"
},
"Action": "sts:AssumeRole"
}

1
}

ARG, INBAT KR

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"ec2:DescribelInstances"

1,
"Effect": "Allow",
"Resource": "*"

3,

SR QIEXBIEE 23
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"Action": [
"elasticloadbalancing:DescribeTargetHealth"

1,
"Effect": "Allow",
"Resource": "*"

}
1
}

BXREZER , FZM (AM AFER) PHLIE IAM A6,

HNE-—NMFNEPREN . AXRESZRER , 520 (AWS CLI 855 E) H# create-instance-
profile.

FIAM ARRMEIKGIERENXH, BXESER , H2H (AWS CLI 55%E) HH add-role-

to-instance-pro fileo

%K BIES & ST A-FE N E Broker £#l. BXEZFER , 155 H (Amazon EC2 AiF#Em) I
IAM £ €& [ 0 2325 o

SR 2 . AAEEERR AR SSLUEH

HIEXN ABIGERRANTERER HTTPS Y |, AFERHITE SR LERE SSL IEH. ABTEREFEAL
EHLIEERE  RAEEBEREBFEFRVER , REBRIBERRER B R

K SSL iEH

1.

BIEABEIER ML (CA) Certif AWS ice Manager RABIEBMAHLH (ACM PCA), BXES
£8 , 31 (Certifice Manager A5 AWS IEBME VA FERE) PHIAIE CA WEF,

Z%¥i% CA. BEXEZEER , 1551 Certificate Manager 328 AWS iE P LN EEFIEEFH N %
¥R CAIE#,
RiFHZ CAXENHABIER. WFEHA , BEM *.region.elb.amazonaws.com }EE

BAEERPUBRARBERNXE. BXESEER , 55 H Cer tificate Manager #48 AWS iE
PWMEAEHFEERREFEEREIES.

PR 3 : 812 Broker Application Load Balancer

B2 — Application Load Balancer A9 # 5% % /i M Broker Z AR &,

HR| 2 AAFDE R ER SSLIEH 24
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ke dnks ek b

1.

TFFLTF https://console.aws.amazon.com/ec?/ B9 Amazon EC2 ##l &,

ESMERT , GRAHOER KRR ENH9ER. X TRASHEEHRNRE | ©E

Application Load Balancer,

MNTFLE]A  RERRDER , ITUTERE

a.
b.
C.
d.

e.

N FEMH, ARSI E SRR TS,

NFER | EREEERM,

N FABBEESRIPI , EFE HTTPS | M FARBER®O |, WA 8443,
NF VPC , B EMEAMN VPC , AFEEZ VPC FIFTE FM,
H®ET -9,

NTEPR2: BRERERE , BIITUATRE

a.
b.

C.

FFUEPRE | EBM ACM FHIRAFIERIER,
FNFUPER , EREUGRBENRATIESR,
iij:¥-|:_$o

NFLRI BEZESA , CIBFNZSARERIENLZ LA , LATFEFIREF KM Broker 2
[B&@E HTTPS ik O 8443 £ AR HIEHRE,

iij:¥-|:_$o
WFHR 4 BERS , EHITUATERSE

a.
b.
C.
d.

e.

f.

NTFERA , EEHEBIRE,

NTFER , mABREANER,

NTFBRRE | EEXH,

XTI, EFE HTTPS, X TFiwH , BA 8443, X FHIARA , EHEHTTP1,
WNFETRRREIN , 1EF HTTPS ; Xt FEEE , #A /health,
EET—%,

NTLZRE EMBIR , EBET—F,
EEIE,
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S 4 : |53 Broker

B2 — ¥R Broker N EHE B N FE R A HEESS , MiZ Broker HEIE— AMI , RFFERHZ AMI
B3I E R Broker, XH{RFIA Broker #fE N FEAMERBN CA MHERN AT EREE.

B3h Broker

1. RBohHBEE W Broker £#Hl. BXEZENEE Broker WEZER , HSHLF R 2 : i8E Amazon
DCV Session Manager Broker,

@ Note
B F A6 Application Load Balancer , Bitt , FEZEEF Broker B BZXRZIEH,

2. E#ZF Broker , FRAERANNAERESRITIT /etc/dcv-session-manager-broker/
session-manager-broker.properties , RENITLLTIRE :

a. HETEHREHSES (#) LUERH broker-to-broker-discovery-addresses 23,

b. X}F broker-to-broker-discovery-aws-region , i ABEEFBIZE Application
Load Balancer #J X1,

c. XF broker-to-broker-discovery-aws-alb-target-group-arn, %i A5 Broker
BT AR R BRAY B AR4ARY ARN,

d. ®REFEHXEA X,
=1k Broker 3£,

4. MELH) Broker KEIRBIR— AMI, BXESES , %58 (BT Linux LI Amazon
EC2 AP HER) PHIMSEHIBIE Linux AMI,

5. fER1Z AMI Bz E R Broker,

6. NEOIENZFIEEX U2 ELFTE Broker S,

7. DE—1NZL£4A , LA Broker B Broker B RE LUK Broker Zlfa g5 #E R MERE
i 2|FTA Broker 32fl, BXMEZIHOMNEZER , iS5 Broker BlE X

8. Y4PFrE Broker Zf5EM A Broker MEZITE ][/ B 15, BXEZER , 52 (Application Load
Balancer AF{E®M) FH@EHN B FrdEM B #5.

HIR 5 : 82 Agent Application Load Balancer

#12 — Application Load Balancer A 19#5 Agent F1 Broker,

S 4 . |53 Broker 26
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ke dnks ek b

1.

TFFLTF https://console.aws.amazon.com/ec?/ B9 Amazon EC2 ##l &,

ESMERT , GRAHOER KRR ENH9ER. X TRASHEEHRNRE | ©E

Application Load Balancer,

MNTFLE]A  RERRDER , ITUTERE

a.
b.
C.
d.

e.

N FEMH, ARSI E SRR TS,

NFER | EREEERM,

X FABBEESRPI , EFE HTTPS | M FARBER®O |, WA 8445,
NF VPC , B EMEAMN VPC , AFEEZ VPC FIFTE FM,
H®ET -9,

NTEPR2: BRERERE , BIITUATRE

a.
b.

C.

FFUEPRE | EBM ACM FHIRAFIERIER,
FNFUPER , EREUGRBENRATIESR,
iij:¥-|:_$o

NFLR I BEZELA , CIBFTNLZSASERINENZ A , LAEE Agent F Broker Z 8]
B3I HTTPS Mk O 8445 £ AL E IR E .

iij:¥-|:_$o
NFSR 4 BERE , HHITUATRE !

a.
b.
C.
d.

e.

f.

NTFERA , EEHEBIRE,

NTFER , mABREANER,

NTFBRRE | EEXH,

XTI, EFE HTTPS, X TFiwH , BA 8445, X FHARA , EHEHTTP1,
NFETRRTREN , EFE HTTPS ; X FEE , A /health,
EET—%,

X FEYR 5 EMBAR , EFEFTE Broker SKAIFHEFERMBEEM. BT —F : &%,
EEIE,

S, 5 : 8l% Agent Application Load Balancer
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HIR 6 . B3l Agent

B8 — N Agent R EEENFERAASIEESS , MiZ Agent FRIEZ—N AMI, REFERZ AMI B
ER Agent XTRFTE Agent BB E N EAMBN AEEEHSREE,

B3 Agent

1. E#® Amazon DCV k%88, BEXEZEER |, B TH 1 : H% Amazon DCV 525,

2. REBELSR 2 NAFIGEHHFER SSLIEPFEIEN CA RERHANEIAR. BEHOE—MEM
PP &8 o] LUSRERAY B %o CA 28 B 4A SUAF th 4 Al (R (T A 7 52 Y

3. REHBEE Agento BXRZENEE Agent WEZER , FS RS R 3 : 1®E Amazon DCV
Session Manager Agent.,

/A Important
183 Agent Bt B ST 4R

« XJF broker_host £ , # A Agent AET#EEFH DNS
« WF ca_file 3 , MAEL—SHEEN CA REFHIHHEER

4. FLE Amazon DCV AR ESEANT Broker fEN BB RIERSEE. BXEZELRE , BHSH TH 4 : B
B Amazon DCV R85 LAKF Broker 68 B R RS 25

/A Important
&% Amazon DCV BRSS 25 Bl B XA -

« X¥F ca-file S , MAL—FHER CA RERAXHRIMEERE

+ X¥Fauth-token-verifierZ¥ , HFEAREAFIOEEZH DNS
broker_ip_or_dns

5. =1k Agent =4,

6. MELLH Agent XHIF IR - AMI. BEXEZER , H5H (ERAT Linux XHI# Amazon
EC2 AiFarE) HEMEBIBIE Linux AMI,

7. #FAZ AMI B HR Agent , FHFELIRHSEHIEE XM D EAFTEIXLE Agent,

8. ZPE—NEE4A , UATFE Agent BIAFITE RN MNEREEMEIFTE Agent K6, BXxMEH
OWMEZEER , S5 Agent Bl & X4Fo

S 6 : B3 Agent 28
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FERRZEEN Amazon DCV RE &5

B LU B EXRE 2 Bi4A Session Manager Agent , BLESBIIR B Agent & HXBXEY Amazon DCV R
SEHANECMNHTIE, ELEFH Amazon DCV £ER , BT LURIE S BELLAME N Agent BIFRZ E AL
—4A Amazon DCV R85, BXUMARENREIRZER Amazon DCV REB[NEZEL |, ESHS
EE B & & ¥grCreateSessionRequests F Y,

FERRSRMNENAR , AUEANENERARFIIIFEEENNEAEEN. BALUEREBEE
VN EHEEFRIC Agento HIIN | BT LA ram=4GB #ricEH 4 GB AEEM EHNMFTE Agento
E |, B LR ERAIRIRIC Agento B0, BRI LAEA purpose=production R4~ EH LEZ1TH
P& Agent.

7 Agent 7 ELFRZE

1. BEFERAERANNEREES , SIZ— I XA NEREE—MEREERR , flm
agent_tags.toml, XHEBMUMA .toml , HEXLMER TOML XHERXNIBEXHRNS.
2. ‘EzXHH , FA key=value BFENMIFZEANEXNDME —NHITH. Hla:

tagl="abc"
tag2="xyz"

3. ITHAREBHENMH (/etc/dcv-session-manager-agent/agent.confi&MF Linux
macOS Z/C:\Program Files\NICE\DCVSessionManagerAgent\conf\agent.confi&H
F Windows ) » 3F tags_folder , I8 ERSHFTE R ZHBE,

MREFEESMENN | EXENHHELNAEREHMERT Agente XENHRIZF IR
FIERH, MRSAIAXHETEEEARERNIRE , NZERKFERHXAFHEERS.

4. REHXAXH.
5 FIEHEHS3 Agento

 Windows

C:\> sc stop DcvSessionManagerAgentService

C:\> sc start DcvSessionManagerAgentService

e Linux

1€ Amazon DCV fR5588 EERAIRE 29
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$ sudo systemctl stop dcv-session-manager-agent

$ sudo systemctl start dcv-session-manager-agent

* macOS

$ sudo launchctl unload /Library/LaunchDaemons/com.amazon.dcv.session-
manager.agent.plist

$ sudo launchctl load /Library/LaunchDaemons/com.amazon.dcv.session-
manager.agent.plist

B ESNER R X AR S5 e
SIS B R ST B SDK Fl Agent 347 S E A BN KBRS 28,

FIAER T |, Session Manager ¥ Broker fER#RINIRS8E , HEFFiw SDK 4 OAuth 2.0 T4 [A T
HA Agent ERXEHFFH, WMRNF Broker ERRNRSET , MEFHTEINNEE,

BRI LABLE Session Manager B Amazon Cognito fE R AAZBIRINARSS2F , M T =24 Broker fE R
BR%588. B> Amazon Cognito WEZER , 51 (Amazon Cognito F Z ARIEFE) o

$F Amazon Cognito fER RIIRSS 25

1. BIE—## Amazon Cognito AP, BXAFMMEZER |, 525 (Amazon Cognito 7 &K
AR ¥EE) FH Amazon Cognito B ZHEE,

£ create-user-pool % , HIEEMBMUREEE P OIEMHXE,

EiZRfld |, BAIVFHmE RN dcv-session-manager-client-app #4E us-east-1 F6I2E
Zith,

$ aws cognito-idp create-user-pool --pool-name dcv-session-manager-client-app --
region us-east-1

%
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"UserPoolClient": {
"UserPoolId": "us-east-1_QLEXAMPLE",
"ClientName": "dcv-session-manager-client-app",
"ClientId": "15hhd8jij74hf32f24uEXAMPLE",
"LastModifiedDate": 1602510048.054,
"CreationDate": 1602510048.054,
"RefreshTokenValidity": 30,
"AllowedOAuthFlowsUserPoolClient": false

12T userPoolld , BEELHET—FSHMEMRZ ID,

2. NEHAFPMEIE— NI, A create-user-pool-domain % , HEEEEHBUKREL—SF
BIEMFF A userPoolId,

FiZRBlH | 35E R mydomain-544fa30f-c0e5-4a02-8d2a-a3761EXAMPLE , HA4E us-
east-1 HEIEZE,

$ aws cognito-idp create-user-pool-domain --domain mydomain-544fa30f-
cOe5-4a02-8d2a-a3761EXAMPLE --user-pool-id us-east-1_@QLEXAMPLE --region us-east-1

il

"DomainDescription": {
"UserPoolId": "us-east-1_QLEXAMPLE",
"AWSAccountId": "123456789012",
"Domain": "mydomain-544fa30f-c0e5-4a02-8d2a-a3761EXAMPLE",
"S3Bucket": "aws-cognito-prod-pdx-assets",
"CloudFrontDistribution": "dpp@gtexample.cloudfront.net",
"Version": "20201012133715",
"Status": "ACTIVE",
"CustomDomainConfig": {3}

AP TATR : https://domain_name.auth.region.amazoncognito.com.
FiZRBlH , AFIEA https://mydomain-544fa30f-ce5-4a02-8d2a-
a3761EXAMPLE.auth.us-east-1.amazoncognito.com,
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3.

4.

RIEBA P ME iK%, A create-user-pool-client 8% , HIEELRIEMN AP A userPoolld,
BERIHNEBMUREETHFUNBREFHOXE, I, B BIE --generate-secret EILIEE
BERENAFNEFiRERFR,

‘EiZRPlh | BEFHEHN dcv-session-manager-client-app , BAE us-east-1 Xig
RO ZE i,

$ aws cognito-idp create-user-pool-client --user-pool-id us-east-1_QLEXAMPLE --
client-name dcv-session-manager-client-app --generate-secret --region us-east-1

%

"UserPoolClient": {
"UserPoolId": "us-east-1_QLEXAMPLE",
"ClientName": "dcv-session-manager-client-app",
"ClientId": "219273hp6k2ut5cugg9EXAMPLE",
"ClientSecret": "lvp5e8nec7cbf4m9me55mbmht91u61hlh@a78rqlgkillEXAMPLE",
"LastModifiedDate": 1602510291.498,
"CreationDate": 1602510291.498,
"RefreshTokenValidity": 30,
"AllowedOAuthFlowsUserPoolClient": false

@ Note

18T ClientId M ClientSecret, EH X ARBEKRAT APl EXREVH RS ERN | BF
ERMITREAZEE,

NAFBEIE— M OAuth2.0 BRRSS 3. BRRSBEATHRZRFNRFNRS R ©
W IRE T B R UEH G E S EIER,

£ create-resource-server 5 , FIEERFMH userPoolld. HRRS MM —FRIRFMAB
. EEUREEPAEFTRRSSENXE,

iz flH , B dev-session-manager ENFFRIRFMBR , HFF sm_scope EREE A
FRAIHEIR,
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$ aws cognito-idp create-resource-server --user-pool-id us-east-1_QLEXAMPLE
--identifier dcv-session-manager --name dcv-session-manager --scopes
ScopeName=sm_scope,ScopeDescription=sm_scope --region us-east-1

s

"ResourceServer": {
"UserPoolId": "us-east-1_QLEXAMPLE",
"Identifier": "dcv-session-manager",
"Name": "dcv-session-manager",
"Scopes": [
{
"ScopeName": "sm_scope",
"ScopeDescription": "sm_scope"

1]

5. EHAFMBEFIW,

£/ update-user-pool-client a8 . ¥EEMF MM userPoolld, A ME iKY
ClientId AKX, XF --allowed-o-auth-flows , ¥ client_credentials
DEREFIHNERAEFR ID MIEFHZHAEE NS RKLET SPREUE RS E,

MF --allowed-o-auth-scopes , EERRBRSHFFIRFNCE G , WTA

R : resource_server_identifier/scope_name., B¥E --allowed-o-auth-flows-
user-pool-client EARRAFEFiwmES Cognito AF MR ER KA OAuth i,

$ aws cognito-idp update-user-pool-client --user-pool-id us-east-1_QLEXAMPLE --
client-id 219273hp6k2ut5cugg9EXAMPLE --allowed-o-auth-flows client_credentials --
allowed-o-auth-scopes dcv-session-manager/sm_scope --allowed-o-auth-flows-user-
pool-client --region us-east-1

Tl

"UserPoolClient": {
"UserPoolId": "us-east-1_QLEXAMPLE",
"ClientName": "dcv-session-manager-client-app",
"ClientId": "219273hp6k2ut5cugg9EXAMPLE",
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"ClientSecret": "lvp5e8nec7cbf4m9me55mbmht91u61hlh@a78rqlqkillEXAMPLE",
"LastModifiedDate": 1602512103.099,
"CreationDate": 1602510291.498,
"RefreshTokenValidity": 30,
"AllowedOAuthFlows": [
"client_credentials"
1,
"AllowedOAuthScopes": [
"dcv-session-manager/sm_scope"

1,
"AllowedOAuthFlowsUserPoolClient": true

(@ Note

AFMREE AR FRETRITEARTEOHRIE. BiZREld , BURSR
B URL 8 https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_QLEXAMPLE/ .well-known/jwks. json.

6. MiAEE.

$ curl -H "Authorization: Basic ‘echo -
n 219273hp6k2ut5cugg9EXAMPLE :1vp5e8nec7cbf4m9me55mbmht91u61hlh0a78rqlqkillEXAMPLE
| base64™" -H "Content-Type: application/x-www-form-urlencoded" -X
POST "https://mydomain-544fa30f-c@e5-4a02-8d2a-a3761EXAMPLE .auth.us-
east-1.amazoncognito.com/oauth2/token?grant_type=client_credentials&scope=dcv-
session-manager/sm_scope"

5

{
"access_token":"eyJraWQi0iJGQOVaRFpJUUptT3NSaW41MmtqaDdEbTZYbORNSTQ5b2VUTOCcXxUUI1Q2VIPSIsImF

Zkfi@HIDsd6audjTXKzH1ZGScr6R0dZtId5dThkpEZiSx@YwiiWe9crAlqoazlDcCsUJHIXDtgKW64pSj3-
uQQGgllv_tyVihrA4IbDOKk67WS2VINW-
uZ7t4zwwalm0i3KzpBMi54fpVgPaewiV1Um_aS4LUFcWT6hVIjiZF7om7984qb2g0alsiZxpXPBITZX_gtGOEtvnSIL
"expires_in":3600,

"token_type":"Bearer"

}

7. {£H register-auth-server w5 T EM I EBIRINARSS B LAt Broker fEH,
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$ sudo -u root dcv-session-manager-broker register-auth-server --url https://
cognito-idp.us-east-1.amazonaws.com/us-east-1_@QLEXAMPLE/.well-known/jwks.json

FREARAREAUEARSHFBERFETHE, EERBETERN , BRELLERNEFE ID. BF
W ZEA MRS ES URL, BXERGASHENEZELR |, H5H (Amazon DCV Session Manager 7 %
AR1EM) $H Create get an access token and make an API request,

Bt i& Broker A4

Session Manager Broker X5/ IR ES K —#2, Session Manager AIAAEATBEIBEEFFA
RERSBENZSR , UEAGERAXEHIENES, S5 L, Broker BIED HEEREL , IR —1
FHNEEEHCISHALTER  NWREZEXRBIE. TEAZUEER , SR LURIFIM ER Broker 7
Ro WA, BULEILHEFHEHER K MAFTENERBHAREXREXRITFFHXAM Amazon DCV
RS BREVE B

AL TRENERRENSARE !

- AT RESTEUSEFIREIEZNZH
- EEZRMNSERE
« Amazon DCV BRE88IRA

Amazon DCV Session Manager 3 DynamoDB, MariaDB #l MySQL $iEE, B4R ENE
BXERIEE —FREFEAZINEE. MR Amazon EC2 EIEE R Broker iTEHL , BATR I
DynamoDB {ER A EBEEE , A EFFEH#HTEATANKRE.,

@ Note

HETHNBIEERN |, BARSTEFNEA, EEERX DynamoDB ENMWIEER , HS
FERERERNEN.

BiiE Broker LAfE DynamoDB L&A REBEIE

BLi& Broker SAFF#87E DynamoDB 124 EEE -

Bt & Broker &AM 35


https://docs.aws.amazon.com/dcv/latest/sm-dev/request.html
https://aws.amazon.com/dynamodb/pricing/provisioned/

Amazon DCV Session Manager EERER

1. FERAERANXAREEEITF /etc/dcv-session-manager-broker/session-manager-
broker.properties H#{TUTHRE :

Set enable-persistence = true

Set persistence-db = dynamodb

¥ F dynamodb-region , IEEZFLEFH TS Broker BIEM KK &aws; XiF, BxZEFHN
Xig %% , &S H DynamoDB service endpoints,

3F dynamodb-table-rcu , IEEBNMNRIFHNIEMBER( (RCU ) B8, BXRCUNE
%8 , 2% DynamoDB ER £,

¥¥F dynamodb-table-wcu , EEBNEKZENEABRER{ (WCU ) BiE, BXWCUH
E%{EER |, {55 DynamoDB MEA £,

¥t F dynamodb-table-name-prefix , & ERMEIE/ DynamoDB R EIR ( A TX 2 FERAR—
WK ZA Broker £8 ) . MAWEAFEIRFFH. BR. BEXNLMTIL,

2. ZIEET WA Brokero, XIF&/ Broker , BT TS :

sudo systemctl stop dcv-session-manager-broker

3. WBREBHTHFTE Broker BZLE , RIFEEFBENFTEAE Broker, ZTA T LS 3181 Broker :

sudo systemctl start dcv-session-manager-broker

Broker £H %A EA DynamoDB APl, £ Amazon EC2 3%l Lt | ZiE2 A Amazon EC2
THERSEIRERN,. NRFEREETRMNEIL , BUUEAIENEIIRRERZ— ( Hla
Java REBEMDHIMETE ) REX LRI, BXEZEER , i5ZH Supplying and Retrieving &aws;
Credentials,

BLiE Broker LAfE MariaDB/MySQL E# X REBEIE

®

Note

/etc/dcv-session-manager-broker/session-manager-broker.properties X
DEHRBBIE. MIABERT , EEAGRENRESINBRAF, , HIREE RNRRESI R RA S
1217 Broker WA F ., BIABERT , X2 dcvsmbroker FiF, Broker EBZINKEXNH RS
B BRI R,

fit & Broker JAfE MariaDB/MySQL L&A RZEHIE 36
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BliE Broker SAFF 84 MariaDB/MySQL LiF A REEEIE

1. FERAERANXAREEEITF /etc/dcv-session-manager-broker/session-manager-
broker.properties H#{TUTHRE :

» Set enable-persistence = true
+ Set persistence-db = mysql

+ Set jdbc-connection-url =
jdbc:mysql://<db_endpoint>:<db_port>/<db_name>?
createDatabaseIfNotExist=true

FEZBES , <db_endpoint> REIFEFELinT R , <db_port> BEIEEEIw O , <db_name> 2
FEEE N

o XF jdbc-user , IBEERIHRBIEEN AP HNE R
« XF jdbc-password , EEENFRIKIEENAFHNZB,
2. FEIEE#BPHFTE Brokero X & Broker , B{TUA T+ :

sudo systemctl stop dcv-session-manager-broker

3. WBEREETIFTE Broker BFIE , RIFEEFBBIFTEAE Brokero X F&A Broker , BT TaH :

sudo systemctl start dcv-session-manager-broker

5 Amazon DCV Connection Gateway &

Amazon DCV Connection Gateway = — NI ZRENRKHGD , FAFEBETE LAN 5 VPC 8/ %
AR IfE—4A Amazon DCV R85,

RGN BRI IE T BN Amazon DCV Connection Gateway 158189 Amazon DCV fR%585 | &
A LAEL & Session Manager L& Amazon DCV Connection Gateway, B #1T T —T7 P LR 2
IR , Broker f¥7 3 Connection Gateway Ky & i& fif#T85. RAEW , Broker HoFF— NN HTTP
LKUHT Ko Connection Gateway XY iZim 1T API @A , LA ZF Amazon DCV & 5 B | Broker
ERNENAENES.

&
+ f¥ Session Manager Broker i%i&Jy Amazon DCV Connection Gateway < i% fi# Hr 85
- Ak -BHA TLS BEF RS HRIE

5 Amazon DCV Connection Gateway £ & 37
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« Amazon DCV Session Manager Amazon DCV AR%85 - DNS B g1 5 &

£ Session Manager Broker 1% &) Amazon DCV Connection Gateway Ky &

EY: 2

Session Manager Broker U

1. FERAERANXAREEEITF /etc/dcv-session-manager-broker/session-manager-
broker.properties HMAUTEX :

» Set enable-gateway = true
« ¥f gateway-to-broker-connector-https-port i ENZEH TCP im0 ( BRIAN 8447 )

« ¥ gateway-to-broker-connector-bind-host i%E&J} Broker 1 Amazon DCV
Connection Gateway EE45EMN VLA IP it ( BRIAER 0.0.0.0)

2. AFB , BITUTHRUAEILEHEHIZ 3 Broker :

sudo systemctl stop dcv-session-manager-broker

sudo systemctl start dcv-session-manager-broker

3. K3 Broker WEAXRIIPEA , AFHREELNAS B XF,

sudo cp /var/lib/dcvsmbroker/security/dcvsmbroker_ca.pem $HOME
£ T —&H &% Amazon DCV Connection Gateway B , BB IZIE$H,

Amazon DCV Connection Gateway Ui

« B Amazon DCV Connection Gateway U4 B9 48 B/ 5 # TR 4E,

T Amazon DCV Connection Gateway X} Broker #1T HTTP APl @ , 23R Broker fFA B X
B , BEERN Broker IEF E HZ] Amazon DCV Connection Gateway 4l ( £ L —$H#K
% ) #7 Amazon DCV Connection Gateway Bt EM [resolver] o HIRE ca-file ¥,

fF Session Manager Broker i%i& Amazon DCV Connection Gateway K& 1% f# 7 8% 38
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ik - A TLS B im SRt

EXEHK LE—F G , Session Manager # Connection Gateway AJLLUERN Z£BE# THEE , H
Connection Gateway AJ AR Session Manager Broker B 517, IREER Session Manager
Broker & E B L2 BB 2 BIRIE Connection Gateway 51 , BEERB T —THNSEEH TLS
B im &M RIETh e,

® Note

MESEEBERNTARGERZE , WELFERAESR TLS EELA L RN ATITESE ( Hla
RARFAEIIEEE (ALBs) WX figi9#2R () ) BA TLS B WS HRIE, GLBsREEXHF
BB TLS KW A E S , FIINMKZAEI9ESS () NLBs, WREMEMA ALBs =% GLBs , M
ALEHRERENZEESERRATIOES  NMBRESNRELLS  BXZLENE
LZERFATHA B VPC NLa4A

Session Manager Broker ¥

1. ER Session Manager Broker 1 Amazon DCV Connection Gateway 2 [E|fEEFH TLS FF
i SR IRAE | FIRBUT S RITRE

2. BRESTERFENZANLES  SHNEHESIFEERER 4RI AT 212 TrustStore
NHHEE,

sudo /usr/share/dcv-session-manager-broker/bin/gen-gateway-certificates.sh

3. f¥ Amazon DCV Connection Gateway WA B ZAMN B LRI PNV EIAKEEZNAF B RF,
£ — 4 H 1 Amazon DCV Connection Gateway /8 TLS BEF iz S AR , BFEEFAIX
LE LA FE P

sudo cp /etc/dcv-session-manager-broker/resolver-creds/dcv_gateway_key.pem $HOME

sudo cp /etc/dcv-session-manager-broker/resolver-creds/dcv_gateway_cert.pem $HOME

4. REERREIEN XA YEESH FF/etc/dcv-session-manager-broker/session-manager-
broker.properties F R ITEL T R1E -

« J¥ enable-tls-client-auth-gateway % &N true

w[ik - B TLS B ik S A 1IE 39
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. i%iEgateway-to-broker-connector-trust-store-fileRE E—SHEIEHN

TrustStore X #FHYEE R
. i%iEgateway-to-broker-connector-trust-store-passfit—FH8|# TrustStore X
et E Y BB 55

5. RE, BITUATHTUELHEHRES Broker :

sudo systemctl stop dcv-session-manager-broker

sudo systemctl start dcv-session-manager-broker

Amazon DCV Connection Gateway %
- EIRE Amazon DCV Connection Gateway U4 B9 48 B/ 5 # TR 4E,

« EiRE [resolver] D HMW cert-file SN , FRBE L —SHEFWIED XHHTE

B
« #EiRE [resolver] S HH cert-key-file ¥t , FREBE L —ShEFNBHIHN
TERRR

Amazon DCV Session Manager Amazon DCV BR%588 - DNS B 5§5#&

Amazon DCV Connection Gateway EEZE{#H Amazon DCV RZ25#9 DNS & #5 , FAEERE| DCV AR
FEERHl, ATHETHMETEEA DCV RS |5 HKEK DNS B Z BRI RSTH JSON X4,

M4
ZRFH B EBLUT FERE JSON WM RFIFK

[

{
“ServerIdType”: "Ip",
“ServerId”: "192.168.0.1",
“DnsNames”:
{
“InternalDnsName”: "internal"
}

},

Amazon DCV f$588 - DNS Mgt 5% 40
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]

Hrep .
ServerIdType:

FRRIZEFTIEM ID KE ; HFAMNER IP #ilt agentServerld, H instancelD :
Ip:

ERATIL S EC2 Mt Bt 2R ; REEE R AJLAEA ifconfig (Linux/macOS) = ipconfig
(Windows) fr B iREK R, {52t AE DescribeServers API a5 %,

Id:

EAT Amazon EC2 MA i EAtZEH ; X ENEE IP it FRAt , SEEERNREHL0E
— /¥ UUID, LS B A7E DescribeServers API M R 3% 3,

Host.Aws.Ec2Instanceld:

EOUERTF Amazon EC2 3£l , A —#riR It B ; XPEBBF2XKET. LB
T EXR http://169.254.169.254/ latest/meta-data/instance-id EEH LK K, LEEHBTATE
DescribeServers API M 57 % 2,

Serverld:

BERBMW ID, ATH—#RRREHREE Amazon DCV IR 8.

DnsNames:

‘@& 5 Amazon DCV R85 XEH DNS BRI R |, ZREFEE

InternalDnsNames:
Amazon DCV Connection Gateway F FiE# 2|3 1# DNS & #.
A Session Manager Broker CLI fi i register-server-dns-mapping A MRS ( BH

S £ register-server-dns-mapping ) , }describe-server-dns-mappings%l HFI MK ESF
EEBRERHME ( SRS E describe-server-dns-mappings ) »

Persistence

AR ZUE IR Z A Session Manager Broker B9 A MEIhEE , LABS IE %/ Broker RENER X £
RS ER. BXBABEFAMNESESR , B HEE Broker A M,

Amazon DCV f$588 - DNS Mgt 5% 41


https://docs.aws.amazon.com/dcv/latest/sm-admin/register-server-dns-mappings.html
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5 Amazon CloudWatch £/

¥ F 7 Amazon EC2 SKHI_EiZ1THY Broker SAR A #th =41 £IZ1THY Broker , Session Manager X #f
5 Amazon CloudWatch £ 1E —i2,

Amazon CloudWatch AISERTHERIEML B =BHE (AWS) BIRUAKREE AWS LETHNARER. &
A LA A CloudWatch WEFRERER , XEEREATHENEXRRNNARFNEE, AXES
§8 , 28 Amazon CloudWatch A F 15/,

B LAELE Session Manager Broker BURF LA T 3845 84E & 3% Bl Amazon CloudWatch :

« Number of DCV servers - Broker B2/ DCV [REHFHE.

« Number of ready DCV servers - Broker EE 4L TF READY IR DCV RS BH|HE.
« Number of DCV sessions - Broker B DCV 2EHE,

« Number of DCV console sessions - Broker B DCV ##| & LB HE,

« Number of DCV virtual sessions - Broker B DCV Efl&FEHE.

« Heap memory used - Broker fEFMI#RNEZE,

« 0ff-heap memory used - Broker ERHNARNEE,

- Describe sessions request time - 5EH DescribeSessions AP| &R EE #Y B iEl o

« Delete sessions request time - 5EAX DeleteSessions API &K EHI BT (Ao

- Create sessions request time - 5EfX CreateSessions AP| i& R /YA E o

« Get session connection data request time - R GetSessionConnectionData API &K

FREERRTE

- Update session permissions sequest time - & UpdateSessionPermissions APl &Kt
FHETE,
Eii& Broker SUEAREIE &K iA E] Amazon CloudWatch

1. FERAERANXAREESFITH /etc/dcv-session-manager-broker/session-manager-
broker.properties , REHITHUTIRME :

« ¥4 enable-cloud-watch-metrics i&ERN true

« XF cloud-watch-region , EEEEHPREERKEN X,

5 Amazon CloudWatch £/ 42
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(@ Note
WRIEHK Broker £ Amazon EC2 £6l Liz1T , NiZSHEEN . XBEMESIT
BAERS (IMDS ) HFEZREN ., MREERMEY EIZ1T Broker , NiZSHENE
Ko
2. {ZFIEHEFHFE 3N Broker,

$ sudo systemctl stop dcv-session-manager-broker

$ sudo systemctl start dcv-session-manager-broker

Broker EHEMSMEEFA cloudwatch:PutMetricData APl IR, AILAERA SN EIER R
FEz—RERAWS Fif, BXEZER , S Supplying and Retrieving AWS Credentials,

5 Amazon CloudWatch £/ 43
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F+4¢ Amazon DCV Session Manager

BE& Amazon DCV REMHABEMEFZ N E K , VTHRLFEER/RETE , up-to-dateF BEED
WIBARUTIE-KNFER, Agent M Broker EFBHFEFNHHEITHR. KTHBRET HHK Amazon DCV
Session Manager i3 %2 , BFEARIENRALETF B,

AR EBNE T WAHL Session Manager.

(® Note

BB RUEBETEFH R Session Manager Broker Z BIH R FiE Session Manager Agent , LA
FE S| AFISMER HIM A RB BRI,

ES ]

« A% Amazon DCV Session Manager Agent

« HZ Amazon DCV Session Manager Broker

4% Amazon DCV Session Manager Agent

Amazon DCV Session Manager Agent M Broker #3585 , HEMRBA Amazon DCV fR%K 8 LE1T
XS, ERAGITEFN -2 , FEXN Agent HITARLUBEEHIRENMER, AWIESETR
Session Manager Agent B9 A 433 18,

Linux host

® Note

LATFi%BAER F1E 64 {7 x86 £Hl ER% Agent, B 64 1 ARM EH ERERE | ¥
T 5# Linux, RHEL # Centos , iE&# 7 , XF Ubuntuaarch64 , i5x86_64%#
Ho amd64 arm64

BE# Linux £ LK Agent

1. BT TR EL Agent.

F4% Amazon DCV Session Manager Agent 44



Amazon DCV Session Manager EERER

$ sudo systemctl stop dcv-session-manager-agent
2. THEREHRHS.

« Amazon Linux 2 1 RHEL 7.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2025.0.888-1.el7.x86_64.rpm

« RHEL 8.x #l Rocky Linux 8.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2025.0.888-1.el18.x86_64.rpm

* Ubuntu 20.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2025.0.888-1_amd64.ubuntu2004.deb

* Ubuntu 22.04

$ wget https://dluj6qtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2025.0.888-1_amd64.ubuntu2204.deb

* Ubuntu 24.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2025.0.888-1_amd64.ubuntu2404.deb

» SUSE Linux Enterprise 12

$ curl -0 https://dluj6qtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2025.0.888-1.slesl12.x86_64.rpm

» SUSE Linux Enterprise 15

$ curl -0 https://dluj6qtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2025.0.888-1.slesl15.x86_64.rpm

3. HEHHL.

F4% Amazon DCV Session Manager Agent

45



Amazon DCV Session Manager

EERES

« Amazon Linux 2 #1 RHEL 7.x

$ sudo yum install -y nice-dcv-session-manager-
agent-2025.0.888-1.el7.x86_64.rpm

« RHEL 8.x #1 Rocky Linux 8.x

$ sudo yum install -y nice-dcv-session-manager-
agent-2025.0.888-1.e18.x86_64.rpm

e Ubuntu 20.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2025.0.888-1_amd64.ubuntu2004.deb

+ Ubuntu 22.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2025.0.888-1_amd64.ubuntu2204.deb

* Ubuntu 24.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2025.0.888-1_amd64.ubuntu2404.deb

» SUSE Linux Enterprise 12

$ sudo zypper install nice-dcv-session-manager-
agent-2025.0.888-1.sles12.x86_64.rpm

« SUSE Linux Enterprise 15

$ sudo zypper install nice-dcv-session-manager-
agent-2025.0.888-1.sles15.x86_64.rpm

4, BITUT@HLES Agent,

$ sudo systemctl start dcv-session-manager-agent

F4% Amazon DCV Session Manager Agent
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Windows host
E# Windows E 41 LAY Agent

1. {21k Agent iS5, EMTRERRFFEITUTH S,

C:\> sc stop DcvSessionManagerAgentService

2. T8 Agent Z%EREF,
3. g?ﬁﬁ%ﬁﬁo Eiﬂﬂjﬁ%t ’ iija% NeXto
4. HEEULAREL , FAMEFAIMIYL ; MREE |, iHER | accept the terms Hi%E#F Nexto
5. BEFHRZEE , BEE Install
6. EFEZ Agent B, EMTRIAFFETHUTHES.
C:\> sc start DcvSessionManagerAgentService
macOS host

£ macOS Y LEFHRE

1. BITUT@HEL Agent,

$ sudo launchctl unload /Library/LaunchDaemons/com.amazon.dcv.session-
manager.agent.plist

2. THRAEZEEFHEADTIT

$ curl -0 https://dluj6qtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2025.0.888-macos-arm64.pkg

3. ZTEHM4E. BULUERARTITREIRERRRER

Do = .
s WHIT:

$ sudo installer -pkg ./nice-dcv-session-manager-agent-2025.0.888-macos-
arm64.pkg -target /

- B : M. pkgXHHIZBRL K@ SHTERE,
4. BITAT @SS Agent,

F4% Amazon DCV Session Manager Agent
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$ sudo launchctl load /Library/LaunchDaemons/com.amazon.dcv.session-
manager.agent.plist

4% Amazon DCV Session Manager Broker

Amazon DCV Session Manager Broker f§ API iE5R&Z 2L HEX Agente BA1LREEIRIL T Amazon
DCV IRFEBEMEN L. ERNBITEFN—ED , FEX Broker HITHRLUFZHOFHEMER, &Y
&S B M Session Manager Broker B9 A 43 12,

H 4% Broker

1. EEINEITEREEP AL Broker BHEMN
2. {%1t Broker R

$ sudo systemctl stop dcv-session-manager-broker
3. THZREHHZ.

« Amazon Linux 2 #1 RHEL 7.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2025.0.539-1.el7.noarch.rpm

RHEL 8.x A Rocky Linux 8.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2025.0.539-1.el8.noarch.rpm

Ubuntu 20.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2025.0.539-1_all.ubuntu2004.deb

Ubuntu 22.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2025.0.539-1_all.ubuntu2204.deb

Ubuntu 24.04
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$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2025.0.539-1_all.ubuntu2404.deb

4. REBRHS.

« Amazon Linux 2 #1 RHEL 7.x

$ sudo yum install -y nice-dcv-session-manager-
broker-2025.0.539-1.el7.noarch.rpm

RHEL 8.x #1 Rocky Linux 8.x

$ sudo yum install -y nice-dcv-session-manager-
broker-2025.0.539-1.el18.noarch.rpm

Ubuntu 20.04

$ sudo apt install -y nice-dcv-session-manager-
broker-2025.0.539-1_all.ubuntu2004.deb

Ubuntu 22.04

$ sudo apt install -y nice-dcv-session-manager-
broker-2025.0.539-1_all.ubuntu2204.deb

Ubuntu 24.04

$ sudo apt install -y nice-dcv-session-manager-
broker-2025.0.539-1_all.ubuntu2404.deb

5. J/@3h Broker BR% , HARZBRFSERAXFIBIIN BT E3.

$ sudo systemctl start dcv-session-manager-broker && sudo systemctl enable dcv-
session-manager-broker
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Broker CLI &#&

Amazon DCV Session Manager Broker & — M@ {THE (CLI ) TE , ATRAX Session
Manager WEEIZH, ASERE T TR TEERE. AP, ®RH Session Manager Eft 5 EHI £
ECLI T, EEANUBINTEEEERRES , BREBHILIL Amazon DCV ERtIRHERY M EE,

MREBFERANBEHRIFRZ /LR OAuth 2.0 FEIGH , HEALATHS :

* register-auth-server

» list-auth-servers

* unregister-auth-server

IR IERF Session Manager Broker #E585 OAuth 2.0 B RIERS S , BEAUTH S,

register-api-client

describe-api-clients

unregister-api-client

renew-auth-server-api-key

AILAMEALL T o S B Session Manager Agent,

* generate-software-statement

» describe-software-statements

* deactivate-software-statement

» describe-agent-clients

* unregister-agent-client

AIUERUTHSEIE DCV RS ES - DNS B# MRS X4,

* register-server-dns-mappings

» describe-server-dns-mappings
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register-auth-server

AMANEE BRI RS 8545 Broker — 2 # M,

FIABR T , Session Manager ¥ Broker 7 & K iEARST 28 SLE K OAuth 2.0 i RIF . WMRF
Broker {fE8 SRR 2R , MEFHTIANEE,

i3, REIRIFERHIE S DRIERS S (520 Active Directory 5. Amazon Cognito ) , #&AFfE
Rz SEMAR S HARIRS .

ES ]
- BE
« IR

« Rl

B

sudo -u root dcv-session-manager-broker register-auth-server --url server_url.well-
known/jwks.json

pviA]
-=-url

EFANNSERRIERS SN URL, BATF .well-known/jwks. json M NE & B RIERS
85 URL /1,

Pl
AR RBIER URL https://my-auth-server.com/ JEM IR & KRS 25

ALA .
-

register-auth-server 51



Amazon DCV Session Manager EERER

sudo -u root dcv-session-manager-broker register-auth-server --url https://my-auth-
server.com/.well-known/jwks.json

i

Jwk url registered.

list-auth-servers

3 H B EM AR & IR ARSS 85 -

Ay

=
- BE
i

R

=

[t—

A S,
ln:ﬁE
sudo -u root dcv-session-manager-broker list-auth-servers

f

Urls

SEM R SAER & 40 30U IR S5 2R A9 URL.

=~
BT SR B A B SE AR RO SN0 B IR IE AR 2528
A%:

--ap

sudo -u root dcv-session-manager-broker list-auth-servers

i

list-auth-servers
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Urls: [ "https://my-auth-server.com/.well-known/jwks.json" ]

unregister-auth-server

BUREEMABE HRIERS R, EECHEMAR S HRIERSRE , TEBERZRSI/EM OAuth
2.0 RS hE,

&

o I

- B

- T

A

sudo -u root dcv-session-manager-broker unregister-auth-server --url server url.well-
known/jwks.json

pri |
--url

EECHIMOAT S B RIERSESH URL, B4 .well-known/jwks. json FiinE| 5 43581
fR%588 URL /1,

e
Url

HUHEA B S8 & 40 1 IE AR S5 87 A9 URL,
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T~

AR RBIER URL https://my-auth-server.com/ SEMER & 3K RS 25

A,
-

sudo -u root dcv-session-manager-broker unregister-auth-server --url https://my-auth-
server.com/.well-known/jwks.json

i

Jwk urlhttps://my-auth-server.com/.well-known/jwks.json unregistered

register-api-client

£ Broker HJE Mt Session Manager & P i HE KT P UREIE , &7 Uk o] SUE AIX LEEUER 3R OAuth
20 FRIGHE (FEEAZTHEIUKLE APIEX ),

/A Important
BREXEFTIIFHREZSNMT, METLTEREXLEFIL.

RAETER Broker £ OAuth 2.0 MR RIERS (AT , TLERAZHD.
E3-

. B

o JEIN

. i

« R

BE

sudo -u root dcv-session-manager-broker register-api-client --client-name client_name
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pviAU

- -name
A F#7i2 Session Manager & F s B — & #ro
RA . FHFH

i
client-id

Session Manager & FPIsTER 3R OAuth 2.0 17 8] h& A5 F B9 iiE — & P i 1D

client-password

Session Manager & FiwfER ] OAuth 2.0 17 8] k&R A B 218,

AN
AR RBEM—NEB R my-sm-client HEF i,

ALA .
-

sudo -u root dcv-session-manager-broker register-api-client --client-name my-sm-client

i
client-id: 21cfe9cf-61d7-4c53-blb6-cf248EXAMPLE
client-password: NjVmZDRIN2ItNjNmYSQ@OM2QxLWF1ZmMtZmNmMDNkMEXAMPLE
describe-api-clients
%5l i 27£ Broker HEMA Session Manager & F~ i
£
- BE

B

pri 2| 55
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EERES

« T

\i\
BE
sudo -u root dcv-session-manager-broker describe-api-clients

f

name

Session Manager & F° i f9 HE — & Fro
id
Session Manager & F sy HE— 1D,

active

}§ 7~ Session Manager B FiwHVIRS. MR EF iR FESIRS , W{ERN true ; N , EH

false,

ANt
LUR R BI5 HE MY Session Manager & F o

DA
-~ T .

sudo -u root dcv-session-manager-broker describe-api-clients

L7l i
Api clients
[ {
"name" : "client-abc",
"id" : "f855b54b-40d4-4769-b792-b727bEXAMPLE",
"active" : false
P
"name" : "client-xyz",
"id" : "21cfe9cf-61d7-4c53-blb6-cf248EXAMPLE",
"active" : true
1]
B*E 56



Amazon DCV Session Manager EERER

unregister-api-client

ZFEMEY Session Manager & if. £ # Session Manager & Fim i BE A E &R R OAuth
2.0 T5IR) 5 hEo

£

- BE

.« I

N

BE
sudo -u root dcv-session-manager-broker unregister-api-client --client-id client_id

1T

--client -id
E{= M Session Manager B BN EF % 1D,
KA . FHHR

]

LA RBIfERZE % ID 3 £855b54b-40d4-4769-b792-b727bEXAMPLE # Session Manager &
o
DA,

™ .

--ap

sudo -u root dcv-session-manager-broker unregister-api-client --client-id
f855b54b-40d4-4769-b792-b727bEXAMPLE

i

Client f855b54b-40d4-4769-b792-b727bEXAMPLE unregistered.

unregister-api-client 57
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renew-auth-server-api-key

%217 Broker Xt #2145 Session Manager & F i OAuth 2.0 RIS EH#TEBRFERAN A ERHA NI
BEH. IREEITXERE , EXAOFRXARREFVLEENR , ENFEFERAZEHRUKRE API
BEXR,

FH

- BE

« T

B

sudo -u root dcv-session-manager-broker renew-auth-server-api-key

4l
LT RAIZEIT AN ERANALERA,
-

sudo -u root dcv-session-manager-broker renew-auth-server-api-key

i

Keys renewed.

generate-software-statement
ERRHFER,

Agent 2/RTE Broker M BEH 1TEE . Agent EEEFRMUFH S BE/E Broker M. 7 Agent
BEEHHEFRERGE , ©EALER OAuth 2.0 1A E F im T M B 3h7E Broker F3# 175X M. 7E Broker
FIEME , Agent U EI A F1E Broker F 3T E MR RIEMNEFin ID MEFwEHA,

FEERLZER , Broker # Agent WEIHEABMIANRHFH, Sl AL FERARIAREFR |, WAl blik
BRERFOBREER, MRERFOGHFR , BXTNRGFEBABA Agent LF XS | REF

renew-auth-server-api-key 58
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XHBEERME agent.conf XHH agent.software_statement_path S, EERIZIRIE
&, FLEHEHESS Agent , LAEE AT LAGE A FTH 4 B B TE Broker HEM

FH&
. TPl

\E\\
ln‘ﬁE
sudo -u root dcv-session-manager-broker generate-software-statement

i
software-statement

REFEH,

T~
AT RBIE R — R

DA,
-—Ap 1 .

sudo -u root dcv-session-manager-broker generate-software-statement

M

software-statement:
ewogICIpZCIg0iAiYjcINTVhN2QtNWIOMCOOOTIhLWIjOTUENmMUZOWNhYzkxMDcxIiwKICAiYWN@aXZ1IiA6IHRydWUsCi

describe-software-statements
ERIE R R,

£}

- BE

B 59
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« Rl

N N,
R
ln‘ﬁE
sudo -u root dcv-session-manager-broker describe-software-statements

i
software-statement

BRHEER,

issued-at

& AR AR B BRI A

is-active

ROEFAN SRS, MRREFHLTEDRES , WA true , BENR false,

]

T ROIER—MNREFFER,

DA,
-=Ap T

sudo -u root dcv-session-manager-broker describe-software-statements

i

Software Statements

[{

"software-statement"
"ewogICIpZCIgOiAiYmEEXAMPLEYtNzUwNy@@YmFhLT1iZWItYTAIMmIjZTE3ND]jIiwKICAiaXNzdWVkQXQiIDogMTUSN

"issued-at" : "2020.08.05 15:38:32 +0000",
"is-active" : "true"
3, {

"software-statement"
"EXAMPLEpZCIgOiAiYjcINTVhN2QtNWIOMCOOOTIhLWIjOTUtNmUzOWNhYzkxMDcxIiwKICAiaXNzdWEXAMPLEDogMTUSN
"issued-at" : "2020.08.07 10:24:41 +0000",
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"is-active" : "true"

3]

deactivate-software-statement
EANNER, ERERRESERE | NEEEMERIZEHEM Agento

ES]

- BE
« IR
- 1Pl

B

sudo -u root dcv-session-manager-broker deactivate-software-statement --software-
statement software_statement

iUl

--software-statement
EFEANRHEFR,
KA . FHEH

ME B

T~
ST RIS — MR,

DA,
-—Ap 1 .

sudo -u root dcv-session-manager-broker deactivate-software-statement --software-
statement
EXAMPLEpZCIgO0iAiYjcINTVhN2QtNWIOMCOOOTIhLWIFOTUtNmUzOWNhYzkxMDcxIiwKICAiaXNEXAMPLEQiIDogMTU5Nj

i
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Software statement
EXAMPLEpZCIg0iAiYjc1INTVhN2QtNWIOMCOQOTIhLWIjOTUtNmUZzOWNhYzkxMDcxIiwKICAiaXNEXAMPLEQiIDogMTUSN]
deactivated

describe-agent-clients

#IR1E Broker HEAMHY Agento

ES]

o JE3

- Wi

sudo -u root dcv-session-manager-broker describe-agent-clients

fl

name

REA M
id

Agent I — ID,

active

Agent IRZS. IR Agent & TFSEIIRFS ; WA true , HNFR false,

ANt
AR RBIEIRT Agent,

--Tp

sudo -u root dcv-session-manager-broker describe-agent-clients

describe-agent-clients 62



Amazon DCV Session Manager

EERES

i
Session manager agent clients
[ {
"name" : "test",
"id" : "6bc@5632-70cb-4410-9e54-eaf9bEXAMPLE",
"active" : true
Yo &
"name" : "test",
"id" : "27131cc2-4c71-4157-a4ca-bde38EXAMPLE",
"active" : true
Yo &
"name" : "test",
"id" : "308dd275-2b66-443f-95af-33f63EXAMPLE",
"active" : false
Yo &
"name" : "test",
"id" : "ce4l1l2dlb-d75c-4510-al11b-9d9a3EXAMPLE",
"active" : true
1]

unregister-agent-client
M Broker R EUHEAM Agento

£ i

. B

. BEIR

. Tl

B

sudo -u root dcv-session-manager-broker unregister-agent-client --client-id client_id

pviA]
--client-id

EHUHEME Agent B9 1D,

unregister-agent-client
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KH . FHFH

ANl
AT RBIBCHEM — 1 Agent,

-—Ap 1 .

sudo -u root dcv-session-manager-broker unregister-agent-client --client-id
3b0d7b1d-78c7-4e79-b2el-b976dEXAMPLE

i

agent client 3b@d7bld-78c7-4e79-b2el1-b976dEXAMPLE unregistered

register-server-dns-mappings
AR E JSON X4H DCV fRS 25 - DNS & #RRET,
BA

sudo -u root dcv-session-manager-broker register-server-dns-mappings --file-
path file_path

il

--file-path
‘B8 DCV RS52% - DNS & FRBREGT Y LRI BR 2,
RE : ZFH

R

LARRBIEM SR B /tmp/mappings.json X#H DCV ARS8 - DNS & #iBR 5T,
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DA
==Ap T .

sudo -u root dcv-session-manager-broker register-server-dns-mappings --file-path /tmp/
mappings.json

i

Successfully loaded 2 server id - dns name mappings from file /tmp/mappings.json

describe-server-dns-mappings
R %4 FT AT A0 DCV RSS2 - DNS & FBRSH
F2D5 S
sudo -u root dcv-session-manager-broker describe-server-dns-mappings

fi

sexrverIdType

fR%52% ID MIREL,

serverlId

RS ESHIME— ID,

dnsNames
R EBA S\ E8 DNS &5
internalDnsNames
KZB DNS B
externalDnsNames
S\EB DNS & #r

T~

LU RBI S HEMEY DCV BRS5 8% - DNS & FRBRST,

describe-server-dns-mappings 65
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EERES

DA
==Ap T .

sudo -u root dcv-session-manager-broker describe-server-dns-mappings

Ll i

[

{

"serverIdType" : "Id",

"serverId" : "192.168.0.1",
"dnsNames" : {
"internalDnsName" : "internall",
"externalDnsName" : "externall"

}

},

{

"serverIdType" : "Host.Aws.Ec2InstanceIld",
"serverId" : "i-0648aee30bc78bdff",
"dnsNames" : {
"internalDnsName" : "internal2",
"externalDnsName" : "external2"

}

}

]

ayt]|
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BREXHFZSE
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