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42 AWS CloudShell ?

AWS CloudShell 2—ME T %EE, £3TEWRIER shell , BAINERMNE T, AWS EEIZ4H A
EBAILUEE AWS BEEEGIA N FAEMN A REME], CloudShel EXEZEE , S AT AWS
CloudShell

& ] LAE A B 1% shell 24T AWS CLI a5 Bash , #il#0 PowerShell, =Z shell, M BZLEFETHRRE
WHTIE , BRI SER LR,
aws | &2t | Q Search [Option+S] B3 Q2 ® B  UnitedsStates(N. Virginia) ¥

Cloudshell @ Ec2 [ Lambda @ s3 [@ consoleHome & vec @ i1AM Identity Center

CloudShell

us-east-1 +
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AWS Command Line Interface

EATLL AWS CloudShell WS35 AWS EEiR&IA, SR TEFIEHAKN AWS ERFEF shell &
EH B TH. BT AWS CloudShell BFEBE ML S B RIUE , FIb1E AWS RS EH AWS CLI kR
K2 HITRER , BLEREBZILT,. AWSCLI EMEREEATWITERIES,

BEXAWS k5 FRAGTSITRESRHITRENESEE , BSR%E CLI HEE AWS RS
CloudShell,

Shell 1A X TE

73 AWS CloudShell £iEF 812 H shell , B LAEEEMN T HIT shell 2B FTETHR, FEEMKMIY
& 7] LA1EBash PowerShell, FZ[E41#Z shell, EEUAGRIEMBTFHZE T EMSAREF. HPaE
git. make, pip. sudo, tar, tmux, vim, wget # zip,

Shell MEEFAEBEN /LM EEZRMHFES , H140 Node.js M Python, XEMKE , Hla , BFE T
TETRZEEITZ1TNode.jsHIPythonIl B . PowerShell FiF aJ LA .NET Coreiz{THY,

EXEZELR |, i§5 AWS CloudShell itEIfE - MAEFE 4,
BAMFE

£ AWS CloudShell , AR B EATH AWS X5 FEZ=EFHZ 1 GB NAKAEZ#ZEE, FHA
MEHEMTEMNERF (SHOME) &b |, WEMERLEN . 581 Shell £1F 4 R/ B YA IS TR B R R
TENR , TEFHHERELAETELBEZERE

BREFAMGHRDPFRERENESEE , B5R SFAEEH.

(@ Note

CloudShell VPC S E& B XK A FiE. YEH VPC HRERET ( & TFR5EZIRE 20-30 204k
fB) , REYEHBRREBIFER , SHOME B S8R

CloudShell VPC Ifi&

AWS CloudShell E#\FAE = (VPC) #5887 VPC F 8|2 CloudShell 3?38, X F &4 VPC HiE |
B LD B — VPC, B FRURRE—NRZANZELH, AWS CloudShell & VPC B M & EL
B, FZRgEB 5 VPC N EMERER —NFMH AWS CloudShell Z£ i fFE,

AWS Command Line Interface 2
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AWS CloudShell R EREAFZRBELZ S WEENRY ., XEE IAM XREE., Shell 21ERFIFA
FXARMANZE ML EINEE,

£/ 1AM #HITRREE

EREBR , B LER IAM FEr[E AWS CloudShell B2 FHIBLR, ik 7 LA oI Z2 K/
RIEEF F A LAFE Shell REARRITHISERE, EXEZEE , BSH FH IAM KEEE AWS
CloudShell 158 F {E B 1ER o

Shell 2FEE
EFFAKNAZITHRXETFEDFLNLUY, BXESER , 53 H Shell £1F,
AT XA m AR 2R

BAERT L2 L FRARS. RELWEBREWABHEET Shell FHSTXATERE
BEME, AXESELR , BSH HSTXAEAREHM,
B E &

BT LARIE A CWBYIREF B E X AWS CloudShell 4%, flal , BAILERRERB ( ML
W), ERHXAERD  URELAENREABEB AR, BXELER , H2H EFENER
AWS CloudShell,

S5 T BB 2 5 ) 2 9 R A A 15 2 Shell SRY/R Shell FR5,
EIRE

LIEME ThEE T AR E B 1E CloudShell LiRH EANR LN X BRI+ LETHSFE. WRERIF
REHMITARIE X AKX KEBARLT , ML EELMERE , BEE Shell A EA T IEEHRESME
Ib, EREFAEM CloudShell £iF , FEAWBEOPREZR. BX Shel 2EFENEZER | S
57 Shell £i%.

SAFMRE & O] AT B L IR AR TR E & Y L i M E B TRV AR

(® Note
SEREDRERINAREFF T,




AWS CloudShell AFiEmE

B ZEH# AWS CloudShell

AWS CloudShell AWS RS 2R FIREN, B2 , BEERNZTHEM AWS RIFEFFE AWS
CloudShell, Ittoh | FrAEBEEAMBRABER, BXEZEE , S HEAWS CloudShell EHr,

BREZEER , 2R RS EHAMPEH AWS CloudShell,

<4 AWS CloudShell i

« AI1 AWS CloudShell

« AWS CloudShell &

£ CLI &% AWS BR% CloudShell

- EFIZHNEE AWS CloudShell

« AWS CloudShell it &35 : MM E 4

K EH AWS CloudShell 4


https://calculator.aws/#/
https://aws.amazon.com/cloudshell/pricing/
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Al'lT AWS CloudShell

ARAMMHEOER RMNMAEER shell G5 1TREE 3N AWS CloudShell MITRBES,

Bk, BERF AWS BB A AR —NAWS X, ARG , S LEFN¥KESE O CloudShell
FEsh , HEREFEANNTER,

BTXR, #XBAFRHPRBR-MHXHRX , RAENEBITEN EE - N NXHRZXHR, ENGTITH
ZXMHENRFET 2  BUUERMZENRERLEN S, &F , LA AWS CLI 60
Amazon S3 M , FRHER XAHE RN N RIRINEZFE R

TR

IAM X BR

&AL AWS CloudShell B fF LA T AWS EE R INZERH IAM B 6 (FIAF., ARE4A )
RIR BN PR -

« AWSCloudShellFullAccess : B FRMHEX AWS CloudShell & E Ih&EH T2 1/ R XER,
EARYES | LA E2HEE AWS k. EEMAME | B LUET 12 S3 FEEH O iZFE

BRI HFKE Amazon S3 #TRXE, B0 IAM BHFEE—NEDEF s3:CreateBucket M
s3:PutObject MIRAIZKRE,

BXxEZEE , B2 (Amazon Simple Storage Service M) HF# Amazon S3 #1E,

5N

W EBE LEMEE— N XM, REESTITREPHEIXMAENRFET. EXREITEN LT
AR Ym B RR F AN T A8 B

import sys
x=int(sys.argv[1l])
y=int(sys.argv[2])
sum=x+y

print("The sum is", sum)

FRAXHA add_prog.py REFZXH,

TR 5


https://docs.aws.amazon.com/AmazonS3/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-actions
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2

- 15 BFAWS EEERFA

- £2%5 ;. ®EXIE AWS CloudShell , B3 FHERHFE
« B3% . NP TEH X AWS CloudShell

« ¥ 4% FH L4 F AWS CloudShell

« 55 NPFBERXH AWS CloudShell

- SR6: BEFEFREN

- SR7 . EFED Shell &iF

- S8 MR Shell 2FEEXHEF

« SR REXHRBANGTITET

« S0 : FERAFHERINRAIM AWS CLI E| Amazon S3 FH#BEH

1L BFAWS BB A

WS RBFEMALLN IAM HFEBLGR AWS BB A, NMEECKXEREAD  ERESE 2,
o BULER IAM AFNER URL RETEEERUEKGR. AWS EEiZH A
IAM user sign-in URL

o ITFFRIEEEH M AUTESRE URL, ¥ account_alias_or_id BN EE RIEHMK S B
B IDo

https://account_alias_or_id.signin.aws.amazon.com/console/

o HMIARH IAM BRKELE , REEE BF%,

Main sign-in page

« FTFF https://aws.amazon.com/console/.

c MRBZENEEFALINERERY , IEREZRTE, EF IAM AR, @AKF51H
WK ID, REEET—F,

s MRBZAMEEUNU IAM AR SMHEFE |, XKR[AERXISE AWS 1K HIK - 5 & 0K -
ID, MRRBIX—ER , WMALKH IAM BEREILE , REEE B,
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® Note
BHAIUUBEAF S0ER, LEGAUELHREKSPHAERIER AWS RS MEIR.
BR , BMEMNBVUEFTEFARAFKNITARES , IEREREES. HR , EER
RERBRAF OIRENE— IAM AP RESKE.

28 2 & . &FXHE AWS CloudShell , Bz HiEFENTR

EWETEF | &5 CloudShell \iZH| A REE3) , EBRTTHAK shell AWS X5 , AELHRBIEH E %
shellBash , %0 PowerShell, =Z shell,

1. EREAWS K ETHNXKE B4 B 28 | RERBEEHN XS AWS K,
(TAKHREER. )

/A Important
MRERXE , MAERRIF , AL AWS XiF WEHRRETREDTITXEN LR,
ANINERF AT 2= R VPR B U B E R — AWS XA A, MREERXE , WIJ—IL)\
73 7] 7~ [ Y 1746k 22 [ 1 324

/A Important
R IR CloudShell EEHE T AB 38T CloudShell FEFTEXEHRAAA |, N ERIAXEF

RENRBIEFMEXIEMXE, Console ToolbarR Al LUZ{TIZM T , ZH D REEERIA
XiFFAERPXEFEBRTRNNE, BXEZER ua/IFﬂTEEFIﬂE AWS X1,

Example

ANl

WMREERROMN ( BT ) |, eu-south-2BFERKM ( FEIEST ) CIoudSheII T—Iﬁﬁeu-
south-2 , MERIAXEFIRE N KM ( B/R=Z ) eu-west-1 , BN ( IS ) BRifeu-
south-2,

% 2 5 ®BEXE AWS CloudShell , B3I FHkENFE 7


https://docs.aws.amazon.com/IAM/latest/UserGuide/
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B ERBRIAMEXRUN ( BRE ) MRS EE , eu-west-1H BFEMEXIREREN S
CloudShell %, BRIAXIHATRESE R , CloudShell X %28 E O P FEHAE

2. MHAWS EEEREE , £ALL CloudShell B ER I TET 2 —KE3 :

1. ES M LiEZ CloudShell B4R,
2. £ ‘R EP , A “CloudShell” , A5 CloudShell,
3. & “BIAHEIE” #4H , %FECloudShell,
4. 1%$#CloudShell##IConsole ToolbarA L T A,
- B LUBHEZKAE CloudShell2FEN B E=
BT EHRRIRETRPITI , AU CloudShell 2iE IR & RER,

/

HRGETHTRIRAN , R shell E@HERE , AIUHITRE

(® Note

MREBERIPRBERIIBIHE 2K ERFIZ AWS CloudShell , FEFEEEELIRE
F 8 RIX L 7] B FE HEBR AWS CloudShell,

3. ERBREMMAMNMEE Shell, BERTTRIETRAAUTEFBERZ—

Bash
bash
MR E Bash , MG HRRAFLNWFSFHET A $o

@® Note
Bash=2{R/3 zh it EE1Eiz TR ERIA shell AWS CloudShell,

PowerShell
pwsh

MRV E PowerShell , N & TR RAFLWFSHEIR NPS>,

%8 2 35 EEXiE AWS CloudShell , Bai HiEEAE 8
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Z shell
zsh

WMRENRE Z shell , M TRFFANFSHERTN %

BRIEH shell MERTALENRANESR , FS60 AWS CloudShell it EHEEHY sh ells o

% 3% : NP TEXH AWS CloudShell

(® Note
IEBAER T VPC 338,

S RES BT TRXFNTIE,
1. ETFRXH , BRIRE , AEMREPER TR

R R TR X B
2. ETHEXMHXEEF , MAETRHXGIEE.

(® Note

EBEETHN X4 |, ATAFERLE BRERMENER, N THEMBEERE , RIABRAT /
home/cloudshell-user/ @ BaIRMEIFFL, EHit , ETEH AN mydownload-file
X, UTENREREHEEREER

o @XEEE . /home/cloudshell-user/subfolder/mydownloadfile.txt
« FXIEER : subfolder/mydownloadfile.txt

3. EETH.

MRXHBREER , N2ER—IMNEE, SUNERALNEEEIRINNARFITF X4,
&, BRI HREFI AT EN LR EA XK

% 3% : MNP TEIUH AWS CloudShell 9
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® Note

W IRIE CloudShell EEZIET |, “T&” %I A 1] A Console Toolbar, &R LAM CloudShell #2l
A EA Chrome P& ¥ 88 T8 X4,

4% §XXF LR AWS CloudShell

(® Note
BIETAER T VPC Bk,

WEBRNEWNALEXH  AGHEBETBEFRHHHNE F.
1. ERBYFIMNIKER , BERTHETHAUTHS :
pwd

L IRIE Enter @Y |, Shell 2IREHYLFIH THER R ( fl0 , /home/cloudshell-user ),
2. ENXHLEEZER, BREREHMNERDIEER FEXH,

FE R E4& I ERE,
3. 1%&# Browse,

4. HERGNXM EENEES , EERENEHIE (add_prog.py ) BIBINXAXM , REIEFET
Fo

5. & L& IHEER , EFRMXH.
HEFRQBELERRL. MREER , W2ER—FEE , ¥\ add_prog.py ERMNEIER
KRB R,

6. ERNXHAIERZF , B A make directories 5% : mkdir mysub_dir,

7. EFEENXHENEERNREZBHEFESR , BEA v #H

mv add_prog.py mysub_dir.
8. ENI/EREXNHER, BWA cd mysub_dir,

WHERRAFLEHURALEERTHE R,

% 4 % I3 E1£E) AWS CloudShell 10
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9. EEFYUFBE R mysub_dir AR , FHA 1s BT,

FIHTHEBEFHNE. XSTIEERIR LML/

$£ 5% NHBERXHF AWS CloudShell

LE 5 BR AT 48 a0 M A BR 3244 AWS CloudShells

1. EMHBIERZH AWS CloudShell , AR A shell 55, Blfirm ( MBR ) .

rm my-file-for-removal

2. EBBREIMISEESRMHNXH , HiE1T find 55,

LT ROIMER T BFhas B8 pdf 8RS,

find -type f -name '*.pdf' -delete

@ Note

RIRIEIF 1L AWS CloudShell EEFEEFER AWS Xifl, AR, ZXENVEFEEF#PH

HEFEEENBREASINR. ESER  BSREAMEMHE,

SR 6: gIEERFZN
BB BUAORE B RE D,
1. HREHIH

EFX B F2AE—MEet XX,
HOME_BACKUP_DIR=$(mktemp --directory)
BAMERULTAE2 —RIBRD :
a. fEH tar BIERHOXH
EfA tar SIBR XM, BRWANUTHS :

% 5% : NPBBRIH AWS CloudShell
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tar \
--create \
--gzip \
--verbose \
--file=${HOME_BACKUP_DIR}/home.tar.gz \
[--exclude ${HOME}/.cache] \ // Optional
${HOME}/

echo "Home directory backed up to this file: ${HOME_BACKUP_DIR}/home.tar.gz"

b. fEMA zip BIBRR M X4

EfEM zip SIRZ O XM, BRANT®S

zip \
--recurse-paths \
${HOME_BACKUP_DIR}/home.zip \
${HOME} \
[--exclude ${HOME}/.cache/\*] // Optional
echo "Home directory backed up to this file: ${HOME_BACKUP_DIR}/home.zip"

2. FMERHXHELBEEISNE CloudShell
BT LAE A AR 0 2 — 5% 0 X & B\ EB CloudShell :
a. NEFOXHTHRBIA#ITEN L

FBAILTHEEMSRPOIEN M. BXMNANF THEIHHNEZELR CloudShell , FZ
E M T 8344 AWS CloudShells

E TN EEP , WAZ TR XHERE (HIW, /tmp/tmp.1A99tDILI8/

home.tar.gz ).

b. FEMHXHFERHE S3

EEREFER , FRANTHS :

aws s3 mb s3://${BUCKET_NAME}

£ AWS CLI R XX EHIE S3 F#

aws s3 cp ${HOME_BACKUP_DIR}/home.tar.gz s3://${BUCKET_NAME}

SER6: SEFERER 12
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® Note
AR WIS EA M A,

3. EEZMNE S3EFMHME

EEEZNE SIEHEE , FRANUTH T :

aws s3 cp \

${HOME}/ \

s3://${BUCKET_NAME} \

--recursive \

[--exclude .cache/\*] // Optional

TR 7 : EXRED Shell &1F
WS BN B WA EF B3 shell 21iF,

(® Note

RN —DZzeERE  IREKNEFTEARENIEHS Shell #1ITRE , NEE2BIHFL,
KREZETHRERLBIEFLE. BXEZER , FSM Shell £1iF,

1. EE#HB3 Shell 21F , BRNERBRENERS 3.

REQBHE , EF B2 AWS CloudShell fF1EZHHT AWS KB ATEEZI 21,

2. EWI\, FEEREHED.
BEOER—%HE , &7 CloudShell T EIMRIEEF L, IRFIEAEFEF , BALUIFHRE
MeEPEARST.

(® Note
EEERAT  MREMBHARFEE/ LD HEE,

SR|7 . EFF D Shell &% 13
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S8 : Wikk Shell @ FFEEF

LE B BRI B N{AIMIER shell &1

® Note
WEBAER T VPC 335, EJE VPC IRERT , HE B R MR

/A Warning

MERE R KR -—ATENRE , IFEEEE RPNAMBERERBKARER. B2 , EAT
BRT , B LAE EE A LA

o IREERME R T X BT E ] AWS CloudShell it EIRE, MIREHERFZS AWS
CloudShell 1 & HERINRE,

« &% AWS CloudShell SZED M FRIBRFTE E13E. R E4=1E AWS CloudShell ZEEA AWS
XEFER , NAKAFZEGERDZ S R BoMIBR |, BRIEEEZHX AWS CloudShell E
B3

WREEEE KM | HEREM Amazon S3 ZRE.

1. ZEMIER Shell £iF , FIERIRIE. MBR,

RELBHE , BIBER AWS CloudShell X B F2MIBRZ 51 FM&E LA AWS CloudShell FREH R PR
BEIE,

® Note
BT RERUE LR 1R

2. EWIABIBRIRE  BENXETBAFZERIWMANERN , AFIEE WER,
AWS CloudShell =1L 28] AWS XA W FIEEI 215, BRI LASIEHIFESRIRE CloudShell
VPC ;&
. ERIEBWINE | BRI FRI <,
4. EB|E CloudShell VPC I35 |, HikiEHIE VPC 35,

$1% 8 : MiBk Shell 2FEB & 14
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F iR Shell 21F

ERAGSIT , BZALURE Shell 2FEHEM exit mBHTEH. A, BAREERENERE
HMZEH AWS CloudShell,

S| mENARBHEAWTITIEIT

S FERNAERATMZEN Vim RESRNKOEX M, RE , EAUUMNSSTHEXAHENEFE
7o

1. ERBEEL—SPRPLENNHE , BRAUTHS :
vim add_prog.py

Shell AHEFRIFTLALE R Vim REEES.
2. EfEVimHRENXH , BRI B, UERENS , UEFE=/KFEMTR2ARNEFEEN,

import sys
x=int(sys.argv[1l])
y=int(sys.argv[2])
z=int(sys.argv[3])
SuUm=x+y+z

print("The sum is",sum)

(® Note

MREF XA R RERTHABATZEHEE , MLER—FREE, EHNSTX
AARBEEBEME, £RRLEW TR , BUNERYE 2RI TENNAE, WRE
NXARZEREHER , FEHE,

3. RBERFE, BT Esc#AVIMmTTER, RE, A :wq i SREXH , HEHRES.

® Note

MBLTHE Vim SHEK | —FRTELENRRES SEKXEALR 2 E PR,
REXHMBLEARFHEAGIER, BAFIAREABEARR. BEAGAR

S| RENHRBHERGSTET 15
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XN, BRI ERHAGSES | B&R Esco BXRVIMHEENEMTEMNERZELR AWS
CloudShell , &R & TEH Shell SERAREF,

4. EEBTOIREL  STUATEFHEEERAN=ZART. BEDTHR.

python3 add_prog.py 4 5 6

WETEREFHE : The sum is 15,

S 10 FEHEMXHEERNNRAIN AWS CLI Bl Amazon S3 1@
|:|:|

EHTSTRD |, EFEIE— Amazon S3 FiEH , AR EAPuUtObject 5 AT AN RE XA ERIRNRIR
mEZFERT,

(@ Note

KRN B {aEHA AWS CLI £ AWS CloudShell 5EH M AWS BRE#H TR E, ERALLSE
B, TETHRLZETMEMER. I, BFELXRE Shell vt {T7T /KU , R EHT
BRI EEEREBEIL,

1. EEEENTFE\ETUEETERAWS X8, FRANTH T

aws s3api create-bucket --bucket insert-unique-bucket-name-here --region us-east-1

(® Note

MRBET us-east-1 KEZHCIREZFEM , B LocationConstraint ZHUAM
create-bucket-configuration AIEERE . AT RIEZERH,

$ aws s3api create-bucket --bucket my-bucket --region eu-west-1 --create-
bucket-configuration LocationConstraint=eu-west-1

MRFARY , STITHERKERSHMWAL , i H ST,

HEA0 : A/ HER T RIF I AWS CLI F Amazon S3 #F##&H 16
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{

"Location": "/insert-unique-bucket-name-here"
}
@ Note

MRBAREBTFHEZEEBEHOAN , ME&ERUT4EIR - A CreateBucketi2 fERT B4R IR
(InvalidBucketName) : 18 & B 176 #8 o o

2. ELEXHFZHEANFFMEERCIZNF&ER , FHA PutObject 5%,

aws s3api put-object --bucket insert-unique-bucket-name-here --key add_prog --body
add_prog. py

IR E4EF] Amazon S3 FHERBE , $RTIERREBSOME , XEFUTHH :
{"ETag": "\"abl23cl:w:wad4a567d8bfd9al234ebeea56\""}

ETag REFINRNIGHE, SUERLRFER LE £ E Amazon S3 (I RV TEM,

MR EBR

« 7£ CLI & AWS BR% CloudShell

o EAR#ITENAITENZEEHZ XY CloudShell
« AWS CloudShell 8=

. EHIEHEE AWS CloudShell

HEXREB 7


https://docs.aws.amazon.com/AmazonS3/latest/userguide/BucketRestrictions.html#bucketnamingrules
https://repost.aws/knowledge-center/data-integrity-s3
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AWS CloudShell ##&

U2 BAE A AWS CloudShell B 204aT#E 17 SR 3 BUR I = A [5] B9 ShAE M SR Ao

HESR THRES
£ 52 the section called “¥#2 : E#Z N4
BIEMZ R URL 2?7

£ AWS CloudShell ##3% Docker e FH 227
#E3% 2| Amazon ECR

£ AWS CDK #BZ Lambda Bk ?2?7?

EA T EMITE A 2 B & 5234 CloudShell

AR B MAER T E N 2 B EHZ 34 CloudShell

£/ AWS CloudShell £H , &R AEAR#MITE LM Shell 5z B —RX LEHTFHEN M. BERAT
A 1T EH CloudShell 2 BIEHFZ M4, FEANUTEDZ— :

« Amazon S3 : FEAMITEHLH CloudShellZ B & &I 4r |, fEF S3 FE@BIER BN,

« BB BENMNXHERE —MNEH MR P |, AILERZ CloudShell S LA T HIXLEX
o

(® Note

BT CloudShell FAFEANEERMRE , A B BT EFEAscpRrsync 2N BT EARM
THEHLA CloudShell 1T E IR E 2 8 & #1244

A Amazon S3 LEMTHZ AN

WS E {aE A Amazon S3 EEM T Z /NS,

i SRS 18
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FRF M

EFRAFEERINR , BFEE— IAM policy KEFHITELT Amazon S3 API 2 /ERI R :

* s3:CreateBucket
* s3:PutObject

* s3:GetObject

* s3:ListBucket

B Amazon S3 REHTEFIK , iS5 (Amazon Simple Storage Service APl &) HiE{EZD

Do
AWS CloudShell £ 48 Amazon S3 &N L& Z|

WS BN B WAFER Amazon S3 &SN,

1. FEH AWS CloudShell , B Z1TA T s3mTRIE S3 1765 :

aws s3api create-bucket --bucket your-bucket-name --region us-east-1

WMRBARD , WHTHETRKE S3 RFSHIMEAL :
{
"Location": "/your-bucket-name"
}

2. FMEFTHXHENRBITEN LEBNFEE, BEFULTIRDUC —R L& XXHF

« AWS B2 414 : BT drag-and-dropfF SUHE MR _EE S| 1F 4R,

« AWS CLI : EAMITEN ERKIZRARANIER , FRAGSITR XM R L1 F 1744
o

Using the console

« FTFF Amazon S3 ##lA , Mk https://s3.console.aws.amazon.com/s3/,

( BT AWS CloudShell , NS E 2B ZFRH A, )

£ Amazon S3 EEMTEH S 19


https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://s3.console.aws.amazon.com/s3/
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« EEEBSIRS | BRRER ARG LEZHPNEEBNER. SdhAETE
ROBFREBRUZECEENFER.

- BRI EETXHR  BRRBE LAY REGRE £, R, REERNXHFNX
HrREREFIE ERFERBTINRNEFEED , EERE RSN X,

& U ERFS AR S
o TR EIRRE LS RERIIY
« ENMEMHRNEFEE  BER LA,

® Note

BXEZEE , 2 (Amazon Simple Storage Service #2#l& A ER) HHI0{
P SR EE ] S3 FiERRS

Using AWS CLI

® Note

NFUED | SEEEAMITEN ELEIZAWSCLI TE | #EERATAA AWS R
EWER, BXxEZEL |, 525 AWS Command Line Interface {AFIERE)

« B31Z AWS CLI TEHEZTTaws s3%H , FEENEFE#HESAiiTEN 480 H XN
ABRY :

aws s3 sync folder-path s3://your-bucket-name

MERLSHRY , MEERFNBEEENEINNRN EEEE,
3. IR[E CloudShell SF ST HHM AL T®S , & shell REF MW E RE S3 FHENRNAERL -

aws s3 sync s3://your-bucket-name folder-path

£ Amazon S3 EEMTEH S 20


https://docs.aws.amazon.com/AmazonS3/latest/userguide/upload-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/upload-objects.html
https://docs.aws.amazon.com/cli/latest/userguide/
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® Note
IBETT LR - -exclude "<value>" # --include "<value>" SBURIME sync @

SRITEXNCE LRSS EREH R R,
BXEZEE , ESH (AWS CLI s s52E) FHEA Exclude A Include ik &4

MREEZ R, WL ERMEFEBETHE B RN XHNTHER.

(® Note
NARBZw T , RUERARNERE KPR XENERSHXHEHE B IR LE,

AWS CloudShell /8 Amazon S3 T&HZ X4

L E A B Al fE A Amazon S3 TEZ N4,

WEITRAN Taws 38T , ff S3 FHEWE shel FEFHAEFHAR

1. F AWS CloudShell ap & 1T
27

I FF

El

aws s3 sync folder-path s3://your-bucket-name

@ Note
R LA --exclude "<value>" #l --include "<value>" SHEURME sync @

SRITEXNCE LRSS EREH R R,
BEXEZEE , ESH (AWS CLI (s s52E) FHEA Exclude # Include ik &4,

MRBLSKIY , MEERFNBEEENEINTRN EEEE,
FRANATHIAITEN L, BT Amazon S3#B4IAFXBTHZAIANR , ALBEEFHL
EEXRMITEN L AWSCLI TE,

DA
m .

% AWS CLI TEN@HITH , BITU TS
aws s3 sync s3://your-bucket-name folder-path

21

£ Amazon S3 EEMTEH S


https://docs.aws.amazon.com/cli/latest/reference/s3/index.html#use-of-exclude-and-include-filters
https://docs.aws.amazon.com/cli/latest/reference/s3/index.html#use-of-exclude-and-include-filters
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MREZ R, BHITRHEREBIRE FHERIRNNEN AN TEES

® Note

ST IR | BEBEAMITEN EREZAWSCLI TE | HEEATIEA AWS REH
EiE, BXEZELR , i3 AWS Command Line Interface {FAFIERE) .

ERAES MR EEM T RSN
IS BA B GE R SR B T RS A3

ERIXLE zip/unzip KARF , BAUESFHFNSNIGE | XEXA AN BN, XLEKH
BFEMELREHE CloudShell itEHREH,

BRMEZRTENESER , FSH AR TEM Shell XAEF.

AWS CloudShell f£ i B 48 3 #3524 S &R BiZ AR
e B BRST 4R aNfA 6 P R 48 S A R AR AN S04

EARMITEN L |, FE AN ERINEESRE 4R F,

JE3 CloudShell , REIE&FE “BHE". “LEXH,

£ L SEXERES | RBIEER I RRIERER RN ESR SR,

£ EESEXERES | B 4L | FEDESXHFRIE Shell FREH,

£ CloudShell I H4TH , BTUA TS zip EENABHREREEA F

o b w0 bd =

unzip zipped-files.zip -d my-unzipped-folder

AWS CloudShell R EMRXHRTHZAN XM
L 25 TR AN 48 an4A] {55 P R 48 SO SR T 82N 3L
1. £ CloudShell R 1TH , BITUT S H 51 B XHRWFTE X R INE| E5H 4K -

zip -r zipped-archive.zip *

2. IERERME. THX

SER R4 XXk AR T H S 4F 22


https://docs.aws.amazon.com/cli/latest/userguide/
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3. ETHXHEXEEDR , MAERXHRHEE (Bl /home/cloudshell-user/zip-
folder/zipped-archive.zip) , REEETH,

REBRRIER | RS SRN E R R BT T E 48 XA R B R B A 1T E ALY IR
4. ME , BUNEFRGITEN LBRER THNERXHRFPHNE.

AN Amazon S3 N RBIZEFMZLE URL CloudShell

RYROERRUOMEIETLER URL UEEMARE Amazon S3 R, ATHRABEEHERS
EEHCHZREEU , Rt A AWREITMESR URL B AER T LATE A BRAY B B 195 B 1230 Ko

FRZM

« BHAWSCloudShellFullAccess K B&IR LAY 15 R AR 1AM A s

- BXBIBMLEE URL FIEM IAM XBR , S (Amazon Simple Storage Service FAAF#E®)
EﬁgﬁﬂﬂﬁﬁF/\¥XT%o

SR 1 Bl IAM BELURFX Amazon S3 F4& /Y 175 [A] X BR
W EBNFB AR IAM ABLUIZFX Amazon S3 88V 5 R AR,

1. ERMAUUEZEH IAM FHEE , BM AWS CloudShellF A get-caller-identity @,

aws sts get-caller-identity

MRBARS , BHITRHERECMTABTHEA

{

"Account": "123456789012",

"UserId": "AROAXXOZUUOTTWDCVIDZ2:redirect_session",

"Arn": "arn:aws:sts::531421766567:assumed-role/Feder@8/redirect_session"
}

2. REBEL—SHRENAFEER , FHFESBME CloudFormation #iRH, HEREE— IAM
A, ZACOENSEERFNEERFEHNZRENR,

Resources:
CollaboratorRole:

2 EMZE URLs 23


https://docs.aws.amazon.com/AmazonS3/latest/userguide/ShareObjectPreSignedURL.html
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Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17

Statement:
- Effect: Allow
Principal:

AWS: "arn:aws:iam::531421766567:role/Feder@8"
Action: "sts:AssumeRole"
Description: Role used by my collaborators
MaxSessionDuration: 7200
CollaboratorPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action:
's3: !
Resource: 'arn:aws:s3:::<YOUR_BUCKET_FOR_FILE_TRANSFER>'
Condition:
StringEquals:
s3:prefix:
- "myfolder/*"
PolicyName: S3ReadSpecificFolder
Roles:
- IRef CollaboratorRole
Outputs:
CollaboratorRoleArn:
Description: Arn for the Collaborator's Role
Value: !GetAtt CollaboratorRole.Arn

3. ¥ CloudFormation BRRFEE NN X HHtemplate.yaml,
4, FRERIFEBHLFHBEIER deploy mH0IE IAM BE,

aws cloudformation deploy --template-file ./template.yaml --stack-name
CollaboratorRole --capabilities CAPABILITY_IAM

ERMZEA URL

L F WA BMAERTALES URL,

ERFALHE URL 24
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1. ERERENSESR AWS CloudShell , RN TRB, HABEIET - URL, NERERAFRA
TEETE AWS EEZH 8N R.

import urllib, json, sys
import requests

import boto3

import os

def main():

sts_client = boto3.client('sts')

assume_role_response = sts_client.assume_role(
RoleArn=os.environ.get(ROLE_ARN),
RoleSessionName="collaborator-session"

)

credentials = assume_role_response['Credentials']

url_credentials = {}

url_credentials['sessionId'] = credentials.get('AccessKeyId')

url_credentials['sessionKey'] = credentials.get('SecretAccessKey')

url_credentials['sessionToken'] = credentials.get('SessionToken')

json_string_with_temp_credentials = json.dumps(url_credentials)

print(f"json string {json_string_with_temp_credentials}")

request_parameters = f"?
Action=getSigninToken&Session={urllib.parse.quote(json_string_with_temp_credentials)}"

request_url = "https://signin.aws.amazon.com/federation" + request_parameters

r = requests.get(request_url)

signin_token = json.loads(r.text)

request_parameters = "?Action=login"

request_parameters += "&Issuer=Example.org"

request_parameters += "&Destination=" + urllib.parse.quote("https://us-
west-2.console.aws.amazon.com/cloudshell")

request_parameters += "&SigninToken=" + signin_token["SigninToken"]

request_url = "https://signin.aws.amazon.com/federation" + request_parameters

# Send final URL to stdout
print (request_url)

if __name__ == "__main__":
main()

2. F[RBREFERN share.py WXHH,

3. M\HHITETUTHS , LM CloudFormation®# 3R IAM A &K Amazon HEREZF (ARN) .
ARG, 1 Python M Z< s f A © kIR AU BY B £ ik,

ERFALHE URL 25
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ROLE_ARN=$(aws cloudformation describe-stacks --stack-name CollaboratorRole --query
"Stacks[*].Outputs[?0utputKey=="'CollaboratorRoleArn'].OutputValue" --output text)
python3 ./share.py

ZH AR E —AMNME | §1EE LR EH1Z U4 2iZ M ik AWS CloudShell , AWS &
BB EETRAN 3600 B (1 /06t ) A, SEB LT LEHIE Amazon S3 F#EHH
myfolder/ X#X, ZiEE 1 MEEH. ERNAZE , SEENEEBHEZEER,

EEEME Docker 288 CloudShell #I5EH #3iX Z| Amazon ECR 17
fi&

ARHRE BB R ROAE L Docker B85 AWS CloudShell 55 E # 3£ 2| Amazon ECR 12,
FoR M

o BT BEFTENBRT RERIZE Docker REFH [ E#IX T Amazon ECR EfE. BEXEZER | &
2% (Amazon ECR AFIER) BM Amazon ECR #AEZ @ E., BXE A Amazon ECR #EiX M &
FIENBRHNESZEER |, 2 (Amazon ECR AP ERE) FRHIXMGEFTER IAM BUR,

Hiz

AT #AES/R 7 a4 A% CloudShell #2032 Docker B85 I H #1X B Amazon ECR 12 .
1. EENEBEFDRIE—NFXHR,

mkdir ~/docker-cli-tutorial

2. SMEIFRIZMN MR,

cd ~/docker-cli-tutorial

3. #IZZ° Dockerfile,

touch Dockerfile

4. ERMNAEYRESR (20 nano Dockerfile ) FIFF ZXH4HFUT AR ENZ X4,

##2 : 1 CloudShell F¥3% Docker 25 H I H#X F Amazon ECR 26


https://docs.aws.amazon.com/AmazonECR/latest/userguide/Repositories.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-push.html#image-push-iam
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# Dockerfile

# Base this container on the latest Amazon Linux version
FROM public.ecr.aws/amazonlinux/amazonlinux:latest

# Install the cowsay binary
RUN dnf install --assumeyes cowsay

# Default entrypoint binary
ENTRYPOINT [ "cowsay" ]

# Default argument for the cowsay entrypoint
CMD [ "Hello, World!" ]

Dockerfile MMIEEHERRE , TATHE, BiFI=1T docker build HERSR. A easy-to-type
BMIRICR SR , LUMETE future s S HEH,

docker build --tag test-container .

BELEBERMBAUAR (. ).
1£ AWS CloudShell#z1THY Docker WG SHE A,

WE |, BN A ZBRUREHBESE AWS CloudShellF EEZE 1T,

docker container run test-container

B docker Bz T A S AWS CloudShell

DELECHBELEEEZEITH Docker 88 , T XREENHHIEXS Amazon ECR F#E, MMRED
& Amazon ECR ##FE , WA LABKS L B IR,

BITUT@®T , AAHELE - Amazon ECR F .

ECR_REPO_NAME=docker-tutorial-repo
aws ecr create-repository --repository-name ${ECR_REPO_NAME}

BT ERNZEIZE Amazon ECR M EN TSI EH AWS CloudShell
£12 Amazon ECR EMEJE , WEAYE Docker Bes X EZFZME,

ETUT &% , 3REX Docker B9 Amazon ECR & F&Eilf,

iz

27
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AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)

ECR_URL=${AWS_ACCOUNT_ID}.dkr.ecr.${AWS_REGION}.amazonaws.com
aws ecr get-login-password | docker login --username AWS --password-stdin

${ECR_URL}

FF3REX Docker B9 Amazon ECR B R EIFNHESHNE .

(® Note
WMRAEENFPIREAWS REGIONMMIEZE | CloudShell & &8 5 HAINE R E IR

HITRE AWS X , BiETAT@RT

AWS_REGION=<your-desired-region>

9. fEM B#R Amazon ECR FFEFRICHRE , REFEHEER R FEE,

docker tag test-container ${ECR_URL}/${ECR_REPO_NAME}
docker push ${ECR_URL}/${ECR_REPO_NAME}

AT SR EFR1E 7 B #5 Amazon ECR F#EN G THE .

NREEZHAERAHEMNBIERIEE |, FSRRIEENRESRE S TR,

B

ME LB R INF Docker B3 E %] Amazon ECR F#E. EMER AWS CloudShell BR3E A il BRI&

/Ch

EAHREPRIRNXM , BEITU TSRS,

cd ~
rm -rf ~/docker-cli-tutorial

- MiB& Amazon ECR 12 &,

aws ecr delete-repository --force --repository-name ${ECR_REPO_NAME}

B 28


https://docs.aws.amazon.com/cloudshell/latest/userguide/troubleshooting.html
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FERA TP HIE Lambda &% AWS CDK CloudShell

AR OB R RS IAER PR Lambda BEEEEBE R EHITIKF . AWS Cloud Development Kit (AWS
CDK) CloudShell

FRF M

- 5|SEHKFER AWS CDK, BXEASISHER AWS CDK |, SR v2 F R EBIERBEFHNAWS
CDK 5| 5. MRREZXESISWKT , ¥RAI LM cdk bootstrap# X, CloudShell

- BREWEFEENKSBERFRHNR, BUEREEINR,

HiE
LUTHEER T A ER DB EBET Docker B88HY Lambda %, AWS CDK CloudShell
1. EENEBERHPUE—NFXHX,

mkdir ~/docker-cdk-tutorial

2. SMEIFTOIRAYHRK,

cd ~/docker-cdk-tutorial

3. HEXRERE AWS CDK KHiI,
npm install aws-cdk aws-cdk-1lib

T &% AWS CDK K# I i B B o
4. HEEVIBHXHRPEIE—NESR AWS CDK TE.
touch cdk.json

mkdir 1lib
touch lib/docker-tutorial.js lib/Dockerfile lib/hello.js

5. FEAXAY4ESR (M nano cdk.json ) TFZNXHEHFHUT AR ENZXHH.

{
"app": "node lib/docker-tutorial.js"

Hi2 . FHAEPE Lambda B AWS CDK 29


https://docs.aws.amazon.com/cdk/v2/guide/bootstrapping.html
https://docs.aws.amazon.com/cdk/v2/guide/bootstrapping.html
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}

6. ITF lib/docker-tutorial.js XH4HFUTRBERWEEZXHEF,

// this file defines the CDK constructs we want to deploy

const { App, Stack } = require('aws-cdk-1lib');
const { DockerImageFunction, DockerImageCode } = require('aws-cdk-lib/aws-lambda');
const path = require('path');

// create an application
const app = new App();

// define stack
class DockerTutorialStack extends Stack {
constructor(scope, id, props) {
super(scope, id, props);

// define lambda that uses a Docker container

const dockerfileDir = path.join(__dirname);

new DockerImageFunction(this, 'DockerTutorialFunction', {
code: DockerImageCode.fromImageAsset(dockerfileDir),
functionName: 'DockerTutorialFunction',

1)

// instantiate stack
new DockerTutorialStack(app, 'DockerTutorialStack');

7. 3¥TF lib/Dockerfile ¥ HUTAHABKMEEEA,

# Use a NodelS 20.x runtime
FROM public.ecr.aws/lambda/nodejs:20

# Copy the function code to the LAMBDA_TASK_ROOT directory
# This environment variable is provided by the lambda base image

COPY hello.js ${LAMBDA_TASK_ROOT}

# Set the CMD to the function handler
CMD [ "hello.handler" ]

8. 17t lib/hello.js XHHFUT AR EZXHH,

i 30
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// define the handler
exports.handler = async (event) => {
// simply return a friendly success response
const response = {
statusCode: 200,
body: JSON.stringify('Hello, World!'),

};
return response;

};
9. £ CAWSCDKLIERIEBE HEBAREFE., BARN5SENKF,

npx cdk synth
npx cdk deploy --require-approval never

£/ AWS CDK CLI &I B fISE R R S RIE &
10. 1AM Lambda B4t 1T IAFIKIE,
aws lambda invoke --function-name DockerTutorialFunction out.json
jg . out.json
AT AA Lambda RSB S -

E , BELER AWS CDKRLZIEFE T E T Docker A8 Lambda B#. BXMESZER
AWS CDK , & AWS CDK v2 T A E{Ef. MIREEZHATRAHEMBIFRIEA |, &
SRAIEENEES RIS TR,

BB
W , BELER AWS COKERIIE 2 T & T Docker 889 Lambda B ¥, £ AWS CDK B A
2B, BT AT S UAMIBR R R IR, REFR RS IAMIER,

npx cdk destroy DockerTutorialStack

S :

o EFSERYEIED QBN XA RRMNER AWS CloudShell PR35 IER | i

|
N

|
(M
I
N
KA
a

cd ~
rm -rf ~/docker-cli-tutorial

EE 31
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AWS CloudShell #5;
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4 BEEE  BHEFRRERR. FTHMLAIH. BB AWS CloudShel FH B AWS CloudShell
B SHET .

(@ Note
MIRTE CloudShell LFzhet |, “T & %I ] A Console Toolbar.

5. EFNKERFTFIRTF |, REER TR CloudShell 2iFRYIE,
6. BHIATUAT , AT BEX Shell 4%,
7. =R AL TR
« CloudShell MCloudShell B#r /530
- BERBREFRERE. EREERTHREERE | RNENITL , ARERRX.
o ERRIIH CloudShell , HEBLATEINZ — -
- MIZ#& B3 CloudShell Hig#FE “RIR". RMEMNITLE , REERRR.
« & CloudShell#Z 4l A Z T A#IConsole Toolbar , RSk “EHNMETERIMFHITF” BFR
‘R AMENTEL , REERRR,

@ Note
M IRTE CloudShell LZzh8t |, “RAR” IR A F Console Toolbar,

« THEMNVBRBERMERSZRK , FBEX Cookie HIET

£ AWS X
& AWS X1 EEETHERE R NIETF,
B EE A XEERRERSEXEXRIERE AWS Xif EXENXE., EXXEE , HEW Shell
SEEEIELEEXFSPETHARIUTEREN , RESRH.
/A Important

. BAEREESSUER 168 WAREHEZHE AWS K, BAEHREEENTIER
($HOME) ., XEKEFHECHEE RPNEAMAISE. B, BERMAHLTE—
N AWS K, B, BNSET EE R EEEERR XS RE AR,
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XHEFAMEHEINKPRBZLERRXEEEN, BXEZELR , BSR SAEEH.
o KAFZEREHAT AWS CloudShell VPC #HiE,

EEZMEIA AWS Xig 5 AWS CLI

B LAEREREREEL R AWS IR AR E BRI ESRE AWS CLI. HENFHEFEXEE

et , HEEXFEFER AWS CloudShell FiEFE —METIE |, HEPIRE AWS X5 B TIEE shell
SERNENHRETE, AWS EEEZFE

INETEMR X THENN AWS CLI EEXX Faws configure., Ht , BFX121T aws configure
MEREXEFETEEENXE, Hk , EEH AWS CLI T SHBRIAXIT , B HAWS_REGIONIRE
TEBRE, EUTROIF | F us-east-1 BRAEEN X,

Bash or Zsh

$ export AWS_REGION=us-east-1

RENREEBCEREMANE , EE Shell 2ELERJSBFZEERENHMER, BIHE Shell
MEMADRELTE  JEZEEARKRNFPRET

PowerShell

PS C:\> $Env:AWS_REGION="us-east-1"

SR 7E PowerShell IR REFLIREBIMETE | MIFMBETEREYISENRFERBRNREZE, =
&, WU BN ERMEERN PowerShell N A& R 3R 7 A KK PowerShell 2iFi&BiZ%E
E, BXEMTETENEZEER |, 5 #PowerShell 3214,

ERIANEEERBRIAXE |, H&1Taws configure list@SUERYFIH AWS CLI B BEIE.

® Note

XN FHE AWS CLI &%, BAILEAG ST EMBERIAXE - -region. BXESZFELR , B
2% AWS Command Line Interface AP #E®8*# Command line options,

EELHBRIN AWS X35 & AWS CLI 34
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SLEE A F1F

£/ AWS CloudShellfy L , BuI LA X4 42 F) shell 3835 | th AT BAM shell SRETEH X, EXT
BN EXHNEZEER |, 538 AT AWS CloudShell,

NTHEREFINERAXHERXBESEREMATH | ERIZABFAEFEN G FE 2B RX5,

- KA SRHFHEZRIBE 1 GB AWS XiF, FAMEKELHERFH,
o IEEfRRE : ISR EREERESES RERER, GRFECTERER2ANE FKF,

/A Important

BREEREHRATHRY Shell 2ENXAREFELHEEFH. HlM , RREBELIEZIT mv
WEHENXABHER R, RE , L8 Shell 2ELERE , ZXAHFHEW,

CloudShell 7 Console Mobile Application #1j7[q]

&AL AWS Console Mobile Application \ERE# CloudShell Fi5[E, EERFL , BAUEFEEX
CloudShell MEft AWS BREHEE., BXEZEE , S AWS Console Mobile Application Al 7,
E CloudShell F£# /531 AWS Console Mobile Application , &R T &2 — :

« ERSMEEIFN CloudShell B#x.
« £ “BRS” EE CloudShell £i%#%,
A LA CloudShell BERTEE X BH.

A <1E Console Mobile Application CloudShell F#{TIFRINEZELR , FSHiH R AWS
CloudShell,

(® Note
B a7, 87 E7E AWS Console Mobile Applicationd 81225 /53) VPC &,

A3 3T A4 R A Ak 35
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£ Docker

AWS CloudShell TEZ 3l BB 7] 52 X & Dockero {RATLAEEE AWS CloudShellE X, #FEH
1=1T Docker B85, ZAILUEE AWS CDK TE G EBEE T Docker BWEIR , HlE1E T Docker BRERHY
Lambda BE , th AT LAMIE Docker B85 H 183 Docker CLI FFE#3£ E| Amazon ECR EfE, XM
AZETXANBENEASE , FSRUTHE -

« IR : FHIE Lambda B ¥ AWS CDK
o #i2  EEEME Docker &85 AWS CloudShell FFHE #3%X %] Amazon ECR 2 E

&3E AWS CloudShellff Docker B X LR & :

« Docker ERRFHZEER. MRENENRERK , RETEFEN Docker &I |, NIATRE
LSBT ENE, WESETHMBE, BX Docker WEZEE , B2 1 Docker X 4ER,

« BRT AWS GovCloud ( £E ) AWS X5k , Docker ZEFTE X & AT A, A<A A Docker KX 13
R, BESEZEFN AWS XiE, AWS CloudShell

« WMRIEEER Docker BHEZRE B AWS CloudShell , HS 4SRN “SEHAEZ 20490 , T HEM{THE
HRIX L &) &,
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https://docs.docker.com/get-started/overview/
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WY T BERS Th8E AWS CloudShell

REBAT B ) f5E B FoPEIS ZhBE CloudShell, BAIAEAREXNERE LW ARETE, BETLE
E XK IAM CloudShell , BFFHE X/ PMEEEZ,

CY)

A S CloudShell
EH R AE FWTRELE B Tab.
CloudShell LKixF =B ILEE

&R BUBE AT ERA Tab

- LuRtEs (RN ) EREXT , KRS HREN Tab ZRRA. RERRELRLE , 8T
Tab BV AR 75 R 4 U B9 Zh B8 o

- SMER—RFRERXT | KiRF2HREN Tab ZRBA. BT Tab AR RE LA ARET
E

ERLREANSMERX BT8R |, FE Ctrl+M, tIREESF , B SHI Tab : S, EALUE
F Tab BEEF S,

BRELIHER , iF#& Ctrl+M, FHE |, 1%&#EF Tab : FMELH X,

(® Note
B Al , CloudShell XiwTEIFNEEBSIRE LR M.

EPERFZERKPNEEmED CloudShell
A LB E XA CloudShell LAIE &89 915 R 5 o

s FHRKP—FLRHHRNERD, D, B, KARRKFHERNDFHTER, BERXERAFERPHNESE
B, 2 the section called “B R Z &K/,

c FH—FEXRENFREAMEBZEFHTERE. BEXRXERXARBEBNEZEER , BSH the section
called “EX R EHEH"
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1£ CLI & AWS BRSS CloudShell

By — M EEHFL AWS CloudShell 2 , BAILERENGTITREEEEN AWS BRF. XEKRER
FRBEATANRETERERBEBENEE. B AWS CloudShell , FHIB—PEREUT
AWS @i 5T TEMITERE !

« AWS CLI

+ AWS Elastic Beanstalk CLI

* Amazon ECS CLI

« AWS SAM

mA , ATHEEELERAWS , Ak EFEERARS 2 ERBEEILES. £ATEF AWS EREH
A RIS ¥ X E| AWS CloudShell,

MREFE NFEANERIA AWS X AWS CLI, M AT A E R 5 B4 AWS_REGIONIMREZEMNE, (BX
EZEE , BE5H BEEHERIA AWS X 5 AWS CLl, )

AEFHEEL O ERIMAFEER AWS CloudShell i8S {T5 % AWS BREHITRE,

AWS CLI Ffri& AWS BRERI S 1TRAI

LU ROURARE TR AWS CLI WA 2 R RHEN S THEANNRSZ AWS BFHHW -2, AXT
Bk , HZH AWS CLI s 55 &,

« DynamoDB
* Amazon EC2

 Amazon Glacier

DynamoDB

DynamoDB 2 —Hi5E £ E 3 NoSQL HIEFERS , RERRBATFUNERE , BRI TET R,
ZARSHY NoSQL BRI ST IFRE M XHEBIEE

Bl TFcreate-tablemnHRIBRELMNKF, P B&A NoSQL #¥3XKXMusicCollection, AWS

aws dynamodb create-table \

AWS CLI Fri& AWS BRE B a5 1T R 38


https://awscli.amazonaws.com/v2/documentation/api/latest/index.html
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--table-name MusicCollection \

--attribute-definitions AttributeName=Artist,AttributeType=S
AttributeName=SongTitle, AttributeType=S \

--key-schema AttributeName=Artist,KeyType=HASH
AttributeName=SongTitle, KeyType=RANGE \

--provisioned-throughput ReadCapacityUnits=5,WriteCapacityUnits=5 \

--tags Key=0Owner,Value=blueTeam

BXEZER , 520 AWS Command Line Interface A FisR H#Y&ES AWS CLIEE A DynamoDB,

Amazon EC2

Amazon Elastic Compute Cloud ( Amazon EC2 )  —1 Web iR , I E=HFIRMHEZ L BAHE K/
WItERE, ZRFEERBEMNEAERZITENEE , ABEZHH.,

BAF run-instances M EEE VPC FMAFF3 T —4 t2.micro =4I :

aws ec2 run-instances --image-id ami-xxxxxxxx --count 1 --instance-type t2.micro --key-
name MyKeyPair --security-group-ids sg-903004f8 --subnet-id subnet-6e7f829e

E%{EL , 1§25 AWS Command Line Interface A f§EHHES AWS CLIfEA Amazon EC2.

Amazon Glacier

Amazon Glacier #l Amazon Glacier Deep Archive 2 —fZ %€, #FXABRARIKHN Amazon S3 =&
k7 , ATHREFTHNKHEMD.

BT create-vault REBlR—AXHE , AT EEERNESE .

aws glacier create-vault --vault-name my-vault --account-id -

EXEZELR , %5 (AWS Command Line Interface AFIERE) BHE AWS CLIfER Amazon
Glacier,

AWS Elastic Beanstalk CLI

AWS Elastic Beanstalk CLI 2t T — Moy S1THE , ATFE{ENER M E#EECIER, FEHMEEIREN
TR, EXMERT , REREZTNRAEFRAN AWS BRES,

LA create @7 B E X Amazon Virtual Private Cloud (VPC) R8I 2# 5,

Amazon EC2 39
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$ eb create dev-vpc --vpc.id vpc-0ce8dd99 --vpc.elbsubnets subnet-
b356d7c6, subnet-02f74b@c --vpc.ec2subnets subnet-0bb7f@cd, subnet-3b6697cl --
vpc.securitygroup sg-70cff265

EXEZEER |, §SHAWS Elastic Beanstalk FF & A RIEFEHFWEB CLI 555,

Amazon ECS CLI

Amazon Elastic Container Service (Amazon ECS) i G175 HE (CLI) REZNMNERGT. XETFDE
AR T RIFEAE, ERMENERFNTSHIR, (Amazon ECS EHEHRIFHRSHIEZ
BMOEH, )

LA configure @54 Amazon ECS CLI BEE N BIEE N ecs-cli-demo WEREE., LLERE
B FARGATE fE us-east-1 region ¥ ecs-cli-demo E&FHBINF KA,

ecs-cli configure --region us-east-1 --cluster ecs-cli-demo --default-launch-type
FARGATE --config-name ecs-cli-demo

BEXxEZEELR , 52 (Amazon Elastic Container Service FF X A R EF)Y B M Amazon ECS 51T
5&,

AWS SAM CLI

AWS SAM CLI & —Fh7E AWS Serverless Application Model iR M ARFAE LETHHSITT
8, BAUFEATCRITZIES. HPSEELREA Lambda B, AERSHNARFCIERE
BURFERSSENARFBER =K. AWS

BUF init s B#BIL— N SAM BB |, A EAESRENSEUEE

sam init --runtime python3.9 --dependency-manager pip --app-template hello-world --name
sam-app

BEXEZER , 5519 (AWS Serverless Application Model FF & A R EF) FHIAWS SAM CLI f5 5
sE,
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EH A Kiro CLI CloudShell

Kiro CLI R — M S1TRE , AFRE Kiro #1TRXE, BXEZEER , 5 Kiro AFEERTH Kiro
CLI B9&Z /0 ThaE,

Kiro CLI CloudShell A ¥ #RE B RBS X ERHITES), REIMEY Kiro WEE , FIAXLEHREL
o BATLURIGMERE shell F % , NIBDELRRPRANERAR, CEBENBZRGTEUNE
Ko

MREFEHPEFETE Kiro CLI ThEE CloudShell , FBXRENEE R N ERM IAM R, EXEZER
ESH (Kiro AF#8R) FH Kiro Developer EF B 3K KB~ 6,

KENBWNAEDEFEA Kiro CLI ThEE, CloudShell

HLE Kiro CLI THEEFEESHRIE, EXEZEE , BSHE Kiro AFEEHRHN S BRI,

EHER Kiro Bl X a5+ CloudShell

Zkiro-cli S AFIRELR K EIREIMEW Kiro WEIE., EE315 Kiro BIXiE , 7 CloudShell &
WHETkiro-clish . BXEZER , B85 (Kiro AF#ERM) ® Y CLI /) “5 Kiro 1K,

EFFEH Kiro B11#% S CloudShell

% kiro-cli translate S ATFBEREBARIEBESES. EFMA Kiro #1781® , IB1£ CloudShell
KigHhiz{Tkiro-cli translate@m®. BXEZEL , H5H Kiro AFEEHMMNBERES TR
7 bash.

CLI 85T CloudShell

iy CLI 32 ThEE A R IR E KR P8 A BT CloudShell 2t EXHSHNETMNEN, BXEZER | iF
25 (Kiro AF1ER) B “ERTTITTR .

EPREA Kiro RELE I CloudShell

MBERIBHBAXNRE , F/9 CloudShell Kiro REBXBIN AN EREGIEN, BXEZER , S
¥ {Kiro BF#E8E) a7 LM Kiroinl ines

A Kiro IR @+ CloudShell 41


https://kiro.dev/docs/cli/#core-features
https://kiro.dev/docs/cli/#core-features
https://kiro.dev/docs/cli/privacy-and-security/iam-permissions/
https://kiro.dev/docs/cli/authentication/
https://kiro.dev/docs/cli/chat/
https://kiro.dev/docs/cli/reference/cli-commands/#kiro-cli-translate
https://kiro.dev/docs/cli/reference/cli-commands/#kiro-cli-translate
https://kiro.dev/docs/cli/autocomplete/
https://kiro.dev/docs/cli/autocomplete/#inline-suggestions
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EEARMFEA Kiro REXEI CloudShell

1. M AWS B2 H| & ik CloudShell,

2. 1 CloudShell &i% £ , H1# %] Z shell , REFHREA . B E] Z shell , FELIHHRA zsh ,
ARG, Enter,

(® Note
Bl , RE Z shell X Kiro ABk,

HIRFFRBABTE , Kiro FRE\EMIFHBAM AN R TREEN. NRENSB3IER,

EZARREW , BETU TG

dp

kiro-cli inline disable

ERANREN , BETU TS

cl2

kiro-cli inline enable

Kiro CLI FE T B B HIZKEE CloudShell

EZH A Kiro CLI CloudShell , HEREFREFEN IAM R, BXEZER |, 52 (Kiro AF
f&’Y M Kiro Developer & T & 143 Y R B& Rl

Kiro CLI FEF 513 #Y5EE& CloudShell 42


https://kiro.dev/docs/cli/privacy-and-security/iam-permissions/

AWS CloudShell AFiEmE

CloudShell M\ AWS IREEBHIBHIZTH D

YRA] LA I 5 3#h ElastiCache ML 5 ik SLAABIERE ( 3A MongoDB ) ###] & 7E CloudShell &imHiz
TH5S. AWS EEiEHES

= CloudShell NE At AWS IRFEZEHIBZETHS , PEAENAGH IAM K4S
& cloudshell:approveCommandtX R,

CloudShell E#2 %A TEE LT A H HIIZETom S HE O CloudShell, 2T #EEQR |, @
STHINERSES,

E 1 CloudShell KigHiz{Ton T , HERUTE Rz — -
1. MRBEREFREZHETCE VPC I | BE “HEKREZN EFHH A B CloudShell,

B ERETEBRN VPC F15MER VPC IREFIR,
a. BERYBHIZEIT,

I S BRR 8122 — /N TRY CloudShell VPC B H1E CloudShell &R IZ1T % Do
2. MBRBZEBARBIET CloudShell VPC CloudShell (548 | N A LA EFINEZ R,

@ Note
MRIEELZE — CloudShell I VPC ThiE |, WTTEBIZMH VPC BE,

a. ﬁj:* 'f—.ro

L S BIFEFTIE CloudShell VPC I35 H CloudShell K IE1TiZHM T

@ Note

MREEEEEFECCIEN VPC MRENNIR | FERENERE R UMM
cloudshell:describeEnvironments MR, BXEZELR , ESEFER IAM FBE
EIE AWS CloudShell i 8 F 4 18R

B AL TE CloudShell £ EITIH T
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RAriEmE

E Hl B 4% AWS CloudShell

B LB E X AWS CloudShell A AT HH :

- RERARE B STREFT N SINZT.
o PR BEBTITXEHKRN,

- BEEHE  EREeREETFZ AR,

o BERKN  FRIXA—MEREGEREESITUAR 2N EBTRIUENIEE,
o Tmux BI&ERE : £ tmux TRRELE , BEESETAIETHRES

« Amazon Q CLI : #&3¥ Amazon Q CLI A BAfE /A Amazon Q CLI Zh&E,

R T VBT 25 B © R AN A B AE X Shell kY& Shell 3%,

M BITERFD S MIER

BYHGTITRERDINSIERRSEITSIBT.

(@ Note

THZMERE , EAUNBT R HAAEERPHNERMERERE - PN ELENRER, &7

DB EEXEEMZILM x FSRRARE,

MAIRZE T B PIEFRREN TR —

- MERER | EHIDEIRE N Z LRI — MR,
o FHOMAT  EHBUEARER FHRATHRN— MR ER
« NI EHEDEIRERFZ L F PRI —NFRLER

WMRZEEFE , TEREEREMER , BRIEFEMER, BRANERS REKRND R

&, RiaERAETHED 2 RBERE MR DN ER KN,

EWFEKR)
HARR B BT RER LRI AH KN,

BheREnFaRE HER
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1. ZEHEH AWS CloudShell £IHIRE , HEIE RE”. “B®RI,
2. ERXAKD, ‘EWMAERKD. D, FB, KKK,

B A mEER

EaSTRAENReREeET 2 Bk,

1. EBEX AWS CloudShell & , FaiE 8&”. “RIFIRE"
2. ERZRGBHRE,

X ZATXAER L2/

‘REMWR-ELIE , TRANERIEZRIEE Shell PHZSTXARBESEREME. NE=5

ML EFI XA TR ESREADE , XEARBLELRN Shell RREHRARENTH.
‘REMWNEEENEEH BBV TREXAE, MRENTFELZEXNRBRIAR , BHEREM,

Warning: Pasting multiline text into AWS CloudShell X

Text that's copied from external sources can contain malicious scripts. Verify the text

below before pasting.

import sys
x:int[;.ﬁ. MU T
y=int(sys.argv[2])

2:int{§}f§. HB]}
total=x+y+z

print("The total is"total)

Always ask before pasting multiline code

BINBWEERA R IR AT EBEELZ2NR, ERUELEEEEN,. ERZERENE

PR 2 R SR AT FF 55k A It Th BE.

EAREER
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A tmux HITRERE

AWS CloudShell £/ tmux EEANMHZ MR KERETF LME2F, MRERIFNKR|AFLER , ES
MELHNLE  EFXETNFEDIRES. BRESZEE , TERLERE

£ Amazon Q CLI

BO LB EREIET, B A Amazon Q CLI M2 A Amazon Q CLI X3 A=Z A Amazon Q CLI,
BEXEZELR , BHSHEEHA/ZA Amazon Q CLl,

fEH tmux BHITEFME
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AWS CloudShell £ 5% VPC R {E A

AWS CloudShell E#FAE = (VPC) E&EEB E VPC 812 CloudShell 3£k, XT84 VPC IR |
A S B — VPC, BIMFRURRBKEZSENLZE4H, AWS CloudShell #75& VPC BIMKXELE |
8% 5 VPC R EAB T IRER — 1 F M AWS CloudShell 2 A HEEIIXLERIR.

f&Bh Amazon VPC , B LM EREN N B EBEENELMEFRZE AWS BR, INMNELNEERE
BREFOHBITHEENEIRERL , FERERHEER AWSH O EERIRENES, BXx VPC
MWEZELR |, F2 8 Amazon Virtual Private Cloude

R AEPR &
AWS CloudShell VPC TR LA T R4 -

« WFENIAM £ | HZREEREF VPC 3L,
s BEZAFAENRSESEL - VPC IFE,
o BABEEF VPC TRER “IR1E” X £ H CloudShell E4£F FEIEI,

® Note
AT LAMT ingress/egress B3 H it CLI TEHF EBRMAE VPC SR E425 T8 X4,

* VPC MEFRFKAFH. XFIEAEFE. BIRRQFELERE , BIENE B FHEMER.
&8 AWS CloudShell IMERBHEFE VPC FMHFaEEET BB,

@ Note
BINMERT , @ CloudShell VPC BEZELAE IP ik, FEFNBEAREENNAERE
MBI EBRMMXN AT FMBEEN VPC BRI ELR AL EERMN |, BEE 7 M4t
R (NAT ) WA FR A LB RI AR BN, FHEAE FRPCIEN VPC FRERF AL
AN HEERM,

o BREMIKFIEMEIEE CloudShell 348 |, AWS ATAHIRE T E EHE E X AT BRSS B M & 15 8] 41X
PR -

« Amazon S3

« VPC i =

RIERS 27


https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html

AWS CloudShell AFiEmE

¢ com.amazonaws.<region>.ssmmessages
¢ com.amazonaws.<region>.logs

¢ com.amazonaws.<region>.kms

¢ com.amazonaws.<region>.execute-api

¢ com.amazonaws.<region>.ecs-telemetry
* com.amazonaws.<region>.ecs-agent

¢ com.amazonaws.<region>.ecs

« com.amazonaws.<region>.ecr.dkr

* com.amazonaws.<region>.ecr.api

* com.amazonaws.<region>.codecatalyst.packages
« com.amazonaws.<region>.codecatalyst.git

« aws.api.global.codecatalyst
FToEBEE R VPC B & K PR &I X Liw S Y5 ]

CloudShell VPC B AWS 1 X F GovCloud #h X &R A, XA A CloudShell VPC 1 XiE 5l
* , BZEXEFEN AWS XiF AWS CloudShell,

£/% V CloudShell PC #iE

AEBNE|SETRIEFCE VPC TRREAILZ IR CloudShell,
FTRFM

EH|ZE VPC g | BERAMANEIREEN IAM R, HXBRABIZ CloudShell VPC FHREHI R
HNEZEE |, FSfthe section called “BIZFME A CloudShell VPC HIEFFER IAM R,

#/7 CloudShell VPC #}i&

1. % CloudShell & ETHE L , &F + Bir , AN TR EF1EFEE VPC 338,
2. HERIEVPCIEREL , EREVMER B A VPC IR BE R,

3. EERMIEZ (VPC) FHIIKRAF , EFE—1 VPC,

4. MNFRTHIIRSD , EF—NFN,

5. NZ2ETHIRSD , EREIBAEN VPC BN —IRENLLHE,
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® Note
RZUNERENLTEH,

6. EFEBIEUGIEERN VPC HiE,

7. (WE ) ERRE, AREREFEMAEE , EEFCEN VPC IRENFMAFEE. BH VPC I
B IP AR R RE S TITRIRAP,

BXRER VPC IMENER , BRI HBER,

SIEZFBFEA CloudShell VPC H3BFTFER IAM R

EH|ZMFE A CloudShell VPC I8 |, IAM B R AMAFIFREIEETF VPC B Amazon EC2 X fR, &
THEH T RIERMER VPC BREFMERM Amazon EC2 R,

EHE VPC I8 , 9 MELNAEMN IAM FHBALATDELLT Amazon EC2 R :

* ec2:DescribeVpcs

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups
* ec2:DescribeDhcpOptions

« ec2:DescribeNetworkInterfaces

* ec2:CreateTags
* ec2:CreateNetworkInterface

e ec2:CreateNetworkInterfacePermission

B

» ec2:DeleteNetworklnterface
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® Note

HAUR T 2RI | 85X 25EE A CloudShell 2289 ENI %R ( 1 CloudShell VPC BRig
ENIs 8I12# , $sBManagedByCloudShellZ4R ) FTAFEN . WRKE AR , MXARES
X CloudShell VPC SREME A 5 FaEE ENI BiRo

& F 54 CloudShell i5E)#XBR ( ‘2F& VPC HEFR ) B9 IAM ZKBE

LTREIERTMAEAZEMNR , BN VPC M5 RN CloudShell :

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowCloudShellOperations",

"Effect": "Allow",

"Action": [

"cloudshell:*"

]I

"Resource": "*"

}I
{

"Sid": "AllowDescribeVPC",

"Effect": "Allow",

"Action": [
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcs"

]I

"Resource": "*"

}I
{

"Sid": "AllowInspectVPCConfigurationViaCloudShell",

"Effect": "Allow",

"Action": [
"ec2:DescribeDhcpOptions",
"ec2:DescribeNetworkIntexfaces"

1,
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RAriEmE

"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "cloudshell.amazonaws.com"
}
}
},
{
"Sid": "AllowCreateTagWithCloudShellKeyViaCloudShell",
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
}I
"ForAnyValue:StringEquals": {
"aws:TagKeys": "ManagedByCloudShell",
"aws:CalledVia": "cloudshell.amazonaws.com"
}
}
}I
{
"Sid": "AllowCreateNetworkInterfaceWithSubnetsAndSGViaCloudShell",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
]I
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"
]I
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "cloudshell.amazonaws.com"
}
}
}I
{

"Sid": "AllowCreateNetworkInterfaceWithCloudShellTagViaCloudShell",

"Effect": "Allow",
"Action": [

& F 54 CloudShell IR ( ‘23F VPC B RIAR ) 89 IAM KHE
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RAriEmE

"ec2:CreateNetworkInterface"
]I
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "ManagedByCloudShell",
"aws:CalledVia": "cloudshell.amazonaws.com"
}
}
}I
{

"Sid": "AllowCreateNetworkInterfacePermissionWithCloudShellTagViaCloudShell",

"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterfacePermission"
]I
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/ManagedByCloudShell": ""
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "cloudshell.amazonaws.com"
}
}
}I
{
"Sid": "AllowDeleteNetworkInterfaceWithCloudShellTagViaCloudShell",
"Effect": "Allow",
"Action": [
"ec2:DeleteNetworkInterface"
]I
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/ManagedByCloudShell": ""
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "cloudshell.amazonaws.com"
}
}
}
]
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}

1AM &AFEM T VPC 3R

&R BAE VPC REF A CloudShell 35 EFRMFZ , NIEH VPC MR RHAFAAIRIES], E 0T LA
EERUERANMTREER VPC IMEN FMMEZ LA,

CloudShell £ IAM KB T LU T S48 -

« CloudShell:VpcIds— AFHIEL — =K Z A VPCs
« CloudShell:SubnetIds - R FHEL - HZNFH
« CloudShell:SecurityGroupIds - RFHIEL —ITRNZ I L LA

(@ Note

MEBE R T BRI E 2 CloudShell FRER A F B9 BR LA 18 A0
F¥cloudshell:createEnvironmenti@EMBRS , M41AR R LAE R HIE A HIFE,
BR , MREELIEREFLRHE IAM K HZ BRI INE L HIRFER T RABR |, A5 E
FERZREIER IAM KBE , REEREIKS PHEA CloudShell AP #EE A CloudShell Web
P RME (324 - BBR CloudShell 3538 ) FoI BRI BRI HRE,

A AT VPC iRE SR A R R

BT REERIMFFAEAT VPC RE. IZEAMERFNREEDS , NEMRRASA K
REEA,

BRAFXE VPC IMEHEL IR N HIME

EWRERASREEE VPC 3R | BEAELNR , MU T RO

{
"Statement": [
{
"Sid": "DenyCloudShellNonVpcEnvironments",
"Action": [

"cloudshell:CreateEnvironment"

& IAM A48T VPC B3R 53



AWS CloudShell AFiEmE

]I
"Effect": "Deny",
"Resource": "*",
"Condition": {
"Null": {
"cloudshell:VpcIds": "true"

LA BRSE VPCs, FRHEEA

EIES AP B RSER VPCsHA |, StringEqualsiEEAK Ecloudshell :VpcIds&HrE, A
T RGIEL PR vpe-1 # vpe-2 .

BEEAFIBRYSEN VPCsHEA , StringEqualsiEfFEAK Ecloudshell : SubnetIdss 4Ry
B, AT ROIIEL A Fi5E subnet-1 # subnet-2 :

EEEAF GRS EN VPCsHE |, StringEqualsiEERARK
&Ecloudshell:SecurityGroupIds& B, LT REBIELAF LA sg-1 # sg-2 :

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "EnforceOutOfSecurityGroups",
"Action": [
"cloudshell:CreateEnvironment"
]I
"Effect": "Deny",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"cloudshell:SecurityGroupIds": [
"sg-1",
"sg-2"
]
}
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RTFRAFEREE VPC BEQZINR

ERATAPBRYSBER VPCs , StringEqualsiEEAK Ecloudshell: VpcIds&HME. U TR
Bl ARFAFERE vpe-1 # vpe-2

ERATAFIBRYSERN VPCs , StringEqualsiE#AK Ecloudshell: SubnetIds& 4B, XU
TRHIAFRAF R subnet-1 F subnet-2 :

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "EnforceStayInSpecificSubnets",
"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"cloudshell:SubnetIds": [
"subnet-1",
"subnet-2"

EATRAPIERBEN VPCs , StringEqualsiEfEAK Ecloudshell:SecurityGroupIds&é
WE. A TRBIATFRFIER sg-1 M sg-2:
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "EnforceStayInSpecificSecurityGroup",
"Action": [
"cloudshell:CreateEnvironment"
]I
"Effect": "Allow",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"cloudshell:SecurityGroupIds": [
"sg-1",
"sg-2"
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&4 AWS CloudShell

=R 2 —BER Amazon Web Services (AWS ) WEFRZE, fEN AWS BF , BRI UZRTERHE
ERSPRELHRBALNERMEENBTEF OMMEEE, REENH HEHAEB AWS HRE. =
EHEEXFHBER NI ZNZEHNZRHNL LM,

TnRE — AWS AERFIZIT AWS ZHERHUNAMBRFSHEMEN , ANERETUREERNR
5o BIMNZEeREREHZE AWS |, ENAWS &I RIN—8 %2 , F= A= iHIHE RN A MEKIE
BINRENBRIE

DREE — EHREHEERN AWS REUAREMRZRE , SEHEAHBE, ARANERUK
B R ERNEN

AWS CloudShell B E X EE AWS RFERBDETEEX. BX AWS BFZ2ER |, H5
FAWS lRESZEXHREMEM I E AWS A THESEERBAWS RS

T B @SN EWA#*ITEE AWS CloudShell BUR 2 BN T2 MEM B IR,

T

- PFHHBIERF AWS CloudShell

« AT AWS # Identity and Access B CloudShell
o BFRMKEE AWS CloudShell

- EMMHRIE AWS CloudShell

« HIMEFE AWS CloudShell

- FHEIREZE AWS CloudShell

s UFFHENZTEZESKE AWS CloudShell

« AWS CloudShell ££ 1% FAQs

I EIERDP AWS CloudShell

2 AWS EFREETER T HHEIERT AWS CloudShell, IIAREHFHR AWS |, ARRFETE
NENLIKEMZEM AWS Cloud, BAREFNREEENREMEN ENNENES, SEATERE
R AWS RS WL 2BENERTS. BXBERLMNESEER , BFSRALERALELRE, X

RONBRIERIPWER |, ESH AWS Security Blog E#J AWS Shared Responsibility Model and GDPR

BEXE,

BiRR =


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/security/?id=docs_gateway#aws-security
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

AWS CloudShell AFiEmE

HFHEERF L , RIONEBEUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
REWEBIE AT AR EIE

s NENMNKFFERZESHRIE (MFA)
« FAF SSL/TLS 5 AWS BREE. BAERFER TLS 1.2, B TLS 1.3,

- FEAIRE API MAFEZ BE AWS CloudTraile BXxfE A CloudTrail lRERIHIR AWS SEZIMIEER |
ESFEAWS CloudTrail BB AR CloudTrail o

- A AWS MEBHBRARAREPHRAERINZLEH AWS RS,
- FRASREEZLIRS (HlI0 Amazon Macie ) , BEEBIFAIFMRI F4ETE Amazon S3 FEYBUR
iz

- WMREE AWS BE G HITRED API #THENFEELT FIPS 140-3 BRI MZEER |, EFEA
FIPS it R. BEXA AN FIPS RN EZEE , B2 (ZXEKRFERLERALE (FIPS ) % 140-3
W) https://aws.amazon.com/compliance/fips/o

BABRWEHNEEESIHBER (WERFNEFERMb ) RARZEHEABRANEFE
(MERFE ) . XTIEEFEAEGIA. API AWS CloudShell SR AWS RS AREREFIA
AWS CLI, API &t AWS SDKs, EATEHHIFEH BHRANAFERFHANTAHRERTES
ATitB#R AR, WREMAPRS RS URL , BRBNEREENUFEBEEIUEE BRI

%R BRI E R

BaE &

WIEMZRRIBEHREL T8 LIRAE , AWS CloudShell AR BIEE 5RS % = AWS CloudShell 2 [H]
R BIE

EREASIEZ AWS KMS

BANEREEINFHEEHTNBERRP ENBELRIRERNNLR. LA AWS
CloudShell , AT AR FZIREEN AWS XiF 1 GB KA F @R R, FAMFERLTENEE R
($HOME) # , WM S RAEN. 5EF Shell 2BELEREEBWHNIGRIRERFERRNZ , B8RP
BIESRE,

EAETE PRI BRIEAY I 2 AWS CloudShell 2 AWS Key Management Service (AWS KMS) 12 {9
MBFAZAN, X2—TATREMZFWIEE AWS RSF , AWS KMS keysBIF FiNZEZ & 1E
AWS CloudShell TREH M B EHIEN N4, AWS CloudShell REXEZEFAERMNEREA T NZEHE
M N 24 o

AR IE 58


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
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&5 P I

FRPNZREEEFLRT RZABIBER , FFENBELEEE,

RINERT , BEFuRA Web X581 EH5E T = AWS CloudShell it B2z BB HIEBEHR
BN HTTPS/TLS E#EAEFERNAHITINE,

BRFEPATEMRERAIER HTTPS/TLS #ATEE,

EFATF AWS B Identity and Access B2 CloudShell

AWS Identity and Access Management (IAM) AWS RS T #EIEE R T2 iR HIX AWS BRI
R, IAM B B 261 A S 1T S B RIE ( B ) TN ( BXR ) £/ CloudShell iR, AL
£/A IAM AWS RS , TEX NN TEA.

=

F

PN

- EREGHTEHRIE

- FERARBERIH

« AWS #0d CloudShell 5 IAM & 5

« AWS ET 5 H KK R 5] CloudShell

« X AWS CloudShell & 5 7 8] # 17 SE HERR

« £/ IAM EREE AWS CloudShell i #E A 1ER

KK

Z X

BHEA 753X AWS Identity and Access Management (IAM) A& AR TR

- BEAF : MRETETGRIEE , EMNERRLERNR (ESHX AWS CloudShell 5 43 # 1 (7]
1THRFEHERR )

- RFEER  BEAFHRMNRHARINERIER (1ESHEAWS 2017 CloudShell 5 IAM BLEEA )

- IAMEER  FEATEBRHRNENEE (BZHAWS ET 54X =B CloudShell )
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£ /A S 0#H TS 0K

BRBIIRE AWS FHASMETIERFNAR. BUXTE IAM BF B4HTEHKIE AWS K 1R A
P, REETEE IAM AR TEHRIL,

& T LAME ISk B 54 RAIEPH AWS IAM Identity Center ( 51#0 ( IAM Identity Center ) , B SEFKE
BB Google/Facebook IEH , MBXE F &R, BXEZNESZEER |, HSH (AWS X AR
B PHIIEFEN AWS IKF,

S FRIEFE , AWS 124t SDK M CLI KX FERFTINRZEE, BEXREZELR , H3H (IAM AFiE
B BHSERT APl IEREIAWS ZZ A 4,

AWS K F root FIF°

BIEET AWS K7 , BESBE—1NEN AWS IKF root BFHNERSH , ZE O AUTLIHRIAERIR
AWS RS MR R, BRIMBENBWAERERBRAFHITEERES. EXFTERAFRIENGES , BEH
(IAM RF$Er) RIVEERA S TR ES,

oS- g7

FERBEXER , ERAXAFERESHRHABPNERKS 5 ORI 88 AWS RS R IGRHER#HITH
A

REBMEREXRBENDIER, Web AR MEA A Directory Service , & AWS RS A%
BEHRNERHTHRNAF. ReHRATRHERZIENAE,

EEGERFRIMNER , BiEHA. AWS IAM Identity CenterBEXxEZEE , 25 (AWS IAM
Identity Center A #§R) RV L2 IAM Identity Center ?

IAM A P &F4A

IAM AP RMENMARBNARFEFRENRN — 50, BUERAENEIE , MIEEFKHPEIL
B IAM AP, AXEZER , B2H IAM AFERETHNERARASEAS O RHAENRS S HRIE
F 8 AWS i I B IE B AT 5 ] o

IAM EiEE—4A IAM A, ETERNMN ABRAFHITNEREER, AXESEE , H2H (AM A
FIE®E) /Y IAM A6 b,
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
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IAM A&

IAM BEREERENRNEH , TREREIE, SaLUESMNEF RS IAM &6 (284 ) R
TR AWS CLI 2 AWS API BERRAAR, BXEZEER , B5H (AM AFERE) PHEFAE
5%,

IAM B FEBREBAFHE, IGe IAM BFXER, BKFiGRE, BRSGERE Amazon EC2 L&
THNAREFIEEER. EXEZEER , BSH (AM BAFER) BH IAM R EIK P &R A

EARBEERRR
AL AWS BT 0IR KR EM T AWS SOREFRBHTHBERR. KRELT 5H5H0H

FRRKENR, AWS EERARHBERFIFMEXLEBR. RSHERBEELL JSON X1y AWS £
AN FHEEP, BX JSON RBXHEHNESZEER , HZH (IAM BFEmR) F# JSON KR,

EERERARE , B E A E A B LS4 T BRL R RN T HRLEREREEER NI R

o

\

RIABRT , AFNAERENR, IAM EERE IAM REFREFNBEEd , REAFTNUE
EXEAE, IAMERKBEXNR , SHRITREMANG ELR.

ET 508K

ETHERNRIER2EMMEEGH (BF, ARNAR ) 1 JSON NPRFRE SRS, XLERIEIRE &5 T
DHATHLBRE, IMEFFRITUREFALAZETNT. ETHRNMANERETSMHER  E35H
(AM BFiER) FNEREFEEEEREYBENX IAM R,

ETHEHNRBALURARKRE ( ERRAZNENGHP ) ARERE (HNBSNHHHIRIE
B ) . ETHRIAERERBNANRRE cBHTER  FSHE (AM AFER) FHEEERRS
NER R B < R FEAT IR

BT HRA R

ETRIFHREE MR FRAY JSON KM, R~HIEHE IAM B EEEREN Amazon S3 F#H
R, EXRHETRARNKBORSST , BRSEERAAUERACIREFNBERFNLR. BLMIE
E T RIFH RS P iEE £ 4

ETHARVREEN T ZRSPHAKEKE, ETREETHRAREPER IAM Y AWS EEXR
B
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html

AWS CloudShell FAF $57
HAbRAgRH
AWS ZIFHMRIEEXR  XERBELBUUIREFENNREXER TFHRANR :

« NRLR-REETENPHRBALUET IAM ZEHNBEANE, EXEZEL , H5H (IAM BF
/)Y BH IAM SE{REYIRID B,

o PRSIEFIZKRE (SCPs)-FEHFIBEALARA LN B HZR AR AWS Organizations, EXREZER , B
2% (AWS Organizations FiF$8™) FHRFIEHIFERE,

- RIRIEFHIREE (RCPs)-REKF P RBENEATANR,. BXEZER , 55H (AWS
Organizations A1) PR FREFIHKE (RCPs).

- RERK - EHNACERSAFMERIGR SERN , EASBERENEHREKK, BEXEZER  BS
7 <IAM AFEm) PRLIEERE,

S REERE

SN RBEWRBEA T —MERE , ERHRREMERNELIRR, ETHRESRSHRBEER
WA AWS BER B AWER , HS5H IAM AP EE R R ITEEE,

AWS 04 CloudShell & IAM Bt & &

EEA IAM X5 RIMX R Z 81 CloudShell , 5% T #FHFLL AT A #Y 1AM ZhEE CloudShell,

&I LATE AWS HE AT IAM Z58E CloudShell

IAM 8¢ CloudShell X#%
ET SRR =
E T RIRH RS )
KR =
RIEHR =
RN R (BETRS ) =
ACLs )
ABAC ( M AIFRS ) -
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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IAM ZhAE CloudShell X%
¥R iG B 21E (FAS) S
REAE 8
REXEAE B

E2M 7 # CloudShell AR E At AWS RS IS RZE IAM HEEEL SR |, SR IAM B E/EH
N5 IAM B & FERNAWS RS,

ET 5 HRIKEE CloudShell
TRETEHNER : 2

ETEHNRBETMMEZH (0 IAM AF, AFASAE ) B9 JSON RRREE A, XL R
EHEIRFMASAEMPRA TN BERRTHBERE, ETHRNTERET HOMRE  FSH
(AM BiFiEE) FNEATM EEARKE L BE X IAM RIR,

BEMER IAM ET 50K , BUEE R TRIELNRENTRUAR A TRIELBREENRSE. B
THRR7E JSON REEREAMAETE , H2H (IAM AF#EE) #H IAM JSON KEETEEI Ao

HET 5K EER~H CloudShell

EEF CloudShell E T B RN RE |, ESR. AWS ET B4R CloudShell
REPE T R CloudShell
YRETFRROEKRE : &

ETHIRAVREEZMNE R IRA JSON KB, ETRRNKENRESHE IAM BEEEREN
Amazon S3 FEREKEE, EXHETARNKBHERES T , RSEEATUERCIREFHNBER
FREVEE . XN THEERM IR ZIR |, REEE IS E A A SN 2R RIT R REARE+ LSRN
THIT,. BUFEETRENRBEPEEEE, ZERATUEEKS, AR, A2, KSR/ AWS

e

ESHABEKFHRE , SBACEENKFSEMKS P IAM EEEENETERNEBPN TR,
XEZEER , B5H (AM AFIERE) B8 IAM BV ESIK 7 3R 151 .
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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KK 173 CloudShell

XIFREIRE . =R

EER WLER AWS JSON REERIEEHERRIBEMF L, BR2ER , BN EETUANTLARFERITER
1, URIEMAAZRHETHIT,

JSON REEH Action TEMRTATERKP AWRIEL B RNVIRIE, EXRBPISREUARTR
ITRERIRERRR,

EEE CloudShell IBEFIF , %2 AWS CloudShell RS BIRS £ hE LR 1E. FLERETTE
BZ AP,

EERITHREERETIRIER CloudShell SEALTHIER :
cloudshell
ERSENMEAPEESIRE  BEAEZSHENRT.

"Action": [
"cloudshell:actionl",
"cloudshell:action2"

]

EEF CloudShell ET SR KIAVRE , FS00. AWS ET 5 H KM RH CloudShell

I BUEREJE CloudShell
THRERTDER 2

EE R WLER AWS JSON REERIEEERRIBEMF L, BREHR , BN EETUANT AR FERITER
1, AREMA ARG THIT,

Resource JSON R TRIEBEEEMHNAREN —NMNHZ AR, FARESRE , BFEAHE Amazon
TRBM (ARN) BERR. WTFAXERERENRNIEE , BEABES ) BREBANATHER
Ro

"Resource": "*"
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ZEF CloudShell BREHKHIIEK ARNs , 55 (BRFTIRXSZE) CloudShell Py AWS E L
BiR. BETRENUGEAMLREREESMEIRN ARN |, B AWS EXHEE, CloudShell

EEE CloudShell ETF S A KRN RA , E38, AWS EF 56 HE# =M CloudShell
K R BE 5442348 CloudShell
TREETFRESWERRZER 2

EE R WLAER AWS JSON REERIEEEHERRIBEMF L, BRER , BN EETUANT AR FRITER
B, UREMFARHETHIT,

Condition TERBENNRMEEFVMENIT. BALGIRERAZEZEN (FlW, FFTHN
T ) WEHRER , MERBPNFEEERPVERTE, EEEME AWS £2RFZHE , F5H
IAM AFEREHPHAWS £ 354 £ T XXHEA.

EEE CloudShell £4ZFAYIR , TSH (REZFTNSZE) CloudShellh Y AWS FH4%4H, BT ##
B LAE AR RIVIRENRER , SR AWS E YK IEIE CloudShell,

EEF CloudShell E T B H RN RE , ESR. AWS ET 5 HHEEE R CloudShell

ACLs in CloudShell
*# ACLs : &

TmREFIFIR (ACLs) Z2HMERFTEA (KFKA, AFRAR ) ANBRER, ACLs SETHIR
REERL , RETAAEEA JSON KM,

ABAC with CloudShell
¥ ABAC ( REEHFHIRZE ) 1 B

ETEMENERNRES (ABAC ) R—HRECKE |, ZRBEETHNIRENEMERE URR, ErTEL
FHRZEMINE] IAM KRR AWS IR , RF1RIT ABAC REEUATEZERANGESR IR LHRET
B B BT R4

EETHREEH R, BEEMFEA aws:ResourceTag/key-nameaws :RequestTag/key-name B
aws:TagKeys R BERBNZH T ZPRHEFZIER,

MRENRSHN TENARREBIGAEX = FMER  WNTZRS , ZEAR. IRENRESX
NTEHIRRREXISAMEX =GR, WZERBD.
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BX ABAC WEZER , 5K (IAM AF1ER) FHVEM ABAC BRRNEXRR, BEEFIRE ABAC
SROHE , FSHE (AM AFER) PREAETEMEN TR NS (ABAC ) .

FFim et EIE S CloudShell
it EAE

ISEHE BRI AWS FRIESEHFENR , HERELFERKS I RAE B BIEN,
AWS BWEHIDERIGFES K MAREAKBHRZHA. BXEZELR |, 558 (AM BF#E
B P/ IAM FRIGET 22 EIEMER IAM B, AWS BRE

LAt | SERATRINRE, BTFEEER—/ AWS CloudShell SR gl A,
¥ £ 5<% CloudShell
THEHERFRLXFE (FAS) : B

BRIFE2E (FAS) £ABAEHEANR AWS RS , BilL AWS RS [ RS R HERNE
Ro BXRAHH FAS ERITREEFE , BSRERL A 21E

KRS A CloudShell
YERSAR B

RE AR -—TRSEE, KRREWTREN IAM A€, IAM EER AL IAM RO, SRl
BRESAER. AXESER , 2R (AM AFERE) FHVEIER AWS RSZERIENEE,

/A Warning

B WRS AR AT 8E2 |7 CloudShell ZhgE, RAETE CloudShell BEIR/ERS SN S HiE
RE AR,

KRS AEX AT CloudShell
TREBSEXAE B

BSHAXABR—TMERSAXKN AWS BSBRSAR. RS AUKARRERTRENAR, RS
HEXABHIELN D AWS K/ |, FERARSHAE. IAM EERTUEEBTEEERSKKAR
YR BR o
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AWS CloudShell AFiEmE

AWS BT BB K& =45 CloudShell

HINMBERT , ARMNAGZELIEDEHK CloudShell BIRHNR. ERTFRALNAMERRHITRIEN
R , 1AM B2 A LA 1AM KB

BT RMAERXLRSE JSON REXHLIEET IAM BHNERE |, E55 (IAM BFiEE) P8
2 IAM KB (258 ) .

BXH CloudShellE XKV REMARRE (BFENRRRENER ) NEAER  BZH (REFER
RZ%£) CloudShellF iy AWS #¥E, FRMEHZH. ARNs

ES]

e

- {£/#2% CloudShell &

- AFAFEREMITESHNR

REERIEREK

ETHMNEBRE T EARBWUAEENIKS I, HEZMER CloudShell BiR, XLE#EERRE
S AWS IKPFERAE, tIEREEE T H DR  FHERUATERMER

- JFHAER AWS RERMHA RO RENBENR — BEFHOAFPMITERBER TR , #EANTS
FIRAGIRTRRNAWS HE R, ENEMRNRERITR AWS IKF, FITZUEET E LEXS
BRI AWS ZEFRERBRAE-DBINR. BXESZEE , HZH (IAM AFERE) F/Y
AWS FEEFREH TFRAENAWS FEE KK,

- NMARENR : EEH IAM REERENRER |, BEBEFRITESFENNR, Atk , BALUE XL
ERERHGTUIUNBERFRRITHERE , SRR NRENRIFTT, EXEH IAM MANRHNESE
B, BZHRE (IAM AFErE) R IAM F YR B IR

« £/ IAM KEE PR SRt — SRR VAR AR - 47 LA [ 3R R 7SO0 544 Sk PR il 3 R A R SR B9 A 8 o
Bt | AR ERMRMRIEELAER SSL RIEFTAEFER. MRBSRERBIREN T XE
FARY , Ut A] BAGE A S AF SRR T X BRSSRAFRY 5 RI AR AWS BRSS |, Bl CloudFormation, BXE
ZiEE , B2 (AM AFER) S8 IAM JSON KEETE : &t

£/ IAM Access Analyzer B iEER IAM Kl , UBRN R L2 MEMIIEEH : IAM Access
Analyzer 2K IEF REEMIM B KR , LIBERBERAS IAM KBEIES (JSON ) M IAM HESE
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEI , URBEHER L BEEMEN
K, BXREZELE , BH2H (IAM AFER) FREA IAM Access Analyzer KiiE KB,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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AWS CloudShell AFiEmE

- EEZEFHRIE (MFA)-INR AWS IKFZNZEFE IAM AFRSRAF , A MFA URS%E
M, EERIFAA AP REREE MFA |, B MFA 247 NMBEHNEKRIES, BXEZER | H5
F <IAM FF#8r) FHER MFA &3 API 5,

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R HEXE,

£ A4 CloudShell &

E 58 AWS CloudShell #4|& |, BHAHE —ABENE, XENBAAARFEBIIHMETEREN
CloudShell ®RIVFMEE AWS IKF, MRBBIEAENRENRBREANENETEHHNRE , XTF
M T ZRBEHOEE (BRHAR ) | BH AT ERMBEREET.

X FRFA AWS CLI X AWS API SR, BEFANEREFEZHFHENR, R , IRFHREH
ZEHMITHY AP RVEME TE RV IRAF

NERAFPMAGMNMATLEER CloudShell 2§ & , EFEEFF CloudShell
ConsoleAccess=ReadOnly AWS EEREEMMEIEKR, BEXEZER , B (IAM AAFE
Y R AP RIR,

ARFAFEEMHINE SR

ZORBIGLER T BRI R |, SRV IAM AP EENR MBI EAS B ONNERANEE R, R
BEEEFE LHER AWS CLI X AWS API BU4wE 7 R R IRER R

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
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AWS CloudShell

RAriEmE

"Effect":
"Action":

lam

lam:

lam:

lam:

lam:

lam:

lam:

lam:

]I

"Allow",
[

:GetGroupPolicy",

GetPolicyVersion",
GetPolicy",
ListAttachedGroupPolicies",
ListGroupPolicies",
ListPolicyVersions",
ListPolicies",

ListUsers"

"Resource": "*"

X AWS CloudShell & £3 #1177 #t 1T & FE HEBR

AL TEERBBE LI FIEEEFER CloudShell 1 IAM B RTREIEZIAY F L 9] &,

£

« BEREUTNMEHRITELE CloudShell

o RILBINIT iam : PassRole

« BEATFEUABA AWS IKF 15 R KB CloudShell iR

BENELU T EHITEE CloudShell

MREREHRET |,

HEABTRMATE MR |, W APE R VAT ZIRE

% mateojackson IAM AR ZRAFERAEHEHAEEEXREM my-example-widget BRIRNIFHAEFE. |
BRRMEEN awes:GetWidget WMRAT , &K £ LT REIEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:

awes:GetWidget on resource: my-example-widget

FEHRBERT , BAEFH mateojackson AFMEE , LATFER awes: GetWidget BAEHE my-

example-widget &iRo

FEHEE
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MREFEHRE , BTHRREN AWS BEER, ENEEARRHEREILEN A,

R LRI 4T iam : PassRole

WMRBRE|—NEIR | RIETHEINIT iam: PassRole B , NS M EHEBUALFETABIMER
#, CloudShell

BE AWS S AT ERIEAGKRZEAZES A MAREUEBFTNERSALIBSAXEE, Ak,
BB MEBF A ELEIRSINR.

HE N marymajor KY IAM AP =i EAEH A CloudShell H#ITIR#ER , 2 RELUT RAIHEIR,
BR , BRELAERRSACHRTFHINRT AIHTIEE. Mary FTESRARELEIRSHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , BAEFH Mary KBS I1T iam: PassRole #&1E,
MREEEHE  BFHRRENAWS BB R, FNEERRRMEZEIIN A,
BRATEUNBA AWS Ik~ 5B FEY CloudShell B iR

EALBEB—NEE | SUEE I th iy S SRR A B T LA %A GRS R AR, A
ISERERER  TURABE, WTXRETERNERRTEZHFIE (ACLs) WIRS , AL
155 PR 53X L6 B W ) AT 42 F 5 1R S0 A TR O AUR

ETREZEERE , BSANUTRE

s EBTMER CloudShell Z#EFXLEIhEE | EHSHEAWS 201 CloudShell 5 IAM BL& 1,

« ETHRIMIEMNERENGERENIFENE AWS IKF |, 3 1AM AP EERHEEEEaE AWS
K 5 —1 IAM B PR R SR,

« ETHRNMAME=HRAENZRNIFRIE AWS IKF | BFSE IAM ABFREETWNEE =52
HiARBR. AWS K

- ETHIMIBEY BMRBRERITREHFENER , HSH (IAM BFREE) WAL SN S HEIEN
AP ( BHRBRERIE ) B EINR,

- ETHREA/ACNETARNRBETEKSHRZENES , HS5H (AM AFER) B89 1AM
P B S K 7 B R 5 ] o
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AWS CloudShell AFiEmE

£/ IAM ZKBEEIE AWS CloudShell 5 [E] F £ AER

BYRAENHREREEIR AWS Identity and Access Management , B2 5 Al LA[] IAM B P % F R,
X, XEA A LR AWS CloudShell MERAMERNTIEE, EE R LA ACIERE , TRARH
FIEEIX LR P A LAE Shell BRE 1T BRLEIR4E,

EEAMAAETHRNBENRRAEEET AWS HEFK, AWS HEFK 20 AWSHIEZNEE
MRS KBS, LUTH AWS FEE X RS AWS CloudShell BT SAKNEI IAM 515 -

« AWS CloudShellFullAccess : #ZF £ H AWS CloudShell IR , ¥ E BB INEER T L ih B
PR

ZAWS CloudShellFullAccess KB FERBE AT (*) RIRTF IAM B4 ( AF. A€
¥4 ) X CloudShell MIZhHEEMN ELHRNRE, BXRURBNESZEE | HSHRAWS
CloudShellFullAccess {AWS £ EXKHKAFEE)

(® Note

HAIEFEF T AWS HEXRBEE IAM &2 CloudShell, B2 , XLERERA T I IZHN
fR. Bt , RMNBUENEXLEREXN T IAM AFPFNITEABLRATDHERTIRTFXER

- ARESHAF : £ IAM AP REBRITNARFTRES , SIBZNEE X AWS BAEN
RARFIT RN B IFRMRS .

BXRIMAFREERH MBI BN BN ESFER , FS0 IAM BFRIEEHHHN IAM 5451
PR (#2HE )

AWS CloudShell £ B E LRI EE R T IRIE

EEE IAM AP AT ITHI R E CloudShell , E8IZ A CloudShellPolicy & REE/ENERK B E
NRrE, HE , REBRAEHEX IAM B4 (AR, 4386 ) P RERERE,

Bilgn , EELLR Y IAM B 15 1R CloudShell | {BFE LE 415 & B T2 %K CloudShell BREIE+ AWS
EEEHA,
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AWS CloudShell

RAriEmE

/A Important

Z AWS CloudShell A\E3) AWS EEEZEIE |

e CreateEnvironment

» CreateSession

e GetEnvironmentStatus

e StartEnvironment

A0 SR B AN Ay SR B R BA A Ao VR HL e —TURE |

CloudShell,

AWS CloudShell X PR

Name

cloudshell:CreateEnvironmen
t

cloudshell:CreateSession

cloudshell :GetEnvironmentSt
atus

XN ER TR R

8|2 CloudShell ¥/ 8 | £
£ CloudShell i&FF 248
KERMF , HFEkKE Web
NMARFHNYEIARER
FER. MWthe section
called ‘XA T IAM KB
#9 =4l CloudShell”# 7
R, B PRAR AR * 4E
A Resource M1{E,

MiE#Z| CloudShell 2%
AWS EEiEH &S

=EY CloudShell ¥R ERYIR

o

IAM A P BERITUL TRERR :

NELZR B SIRE IAM R REIR

FE 23 CloudShellld ?

=
=

i

fim
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Name

cloudshell:DeleteEnvironmen
t

cloudshell:GetFileDownloadU
rls

cloudshell:GetFileUploadUrl
S

cloudshell :DescribeEnvironm
ents

cloudshell:PutCredentials

cloudshell :StartEnvironment

cloudshell:StopEnvironment

cloudshell :ApproveCommand

X B R F RV R

I B& CloudShell 3138,

LR URLs

# Amazon S3 , A

F CloudShell @i
CloudShell M £% 5 HE &
X, XAEAT VPC 3

5,

LR URLs

# Amazon S3 , A

F CloudShell &
CloudShell M 4% 5 H £1&
X, XAEAT VPC 3

5,

EPUSZS:

FRATEFRNERRE
AWS EEEGHIS F,
CloudShell

Ba 2% 1ER CloudShell
i,

EFEIEFEEETH
CloudShell ¥£3%,

#t A CloudShell ME
AWS RE#EHEIA ZETHN

DA
AP Do

FEREZ) CloudShell™ ?

7|

7|

7|

7|

i
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EAT IAM FEEH R4 CloudShell

LA 745154 BR 4] 0] 22 5% B SK R I 1 BT LA [R] CloudShell, X LE/RBIE £ /R AJE Shell FEHHAITHIR
.

LT E®BS EL3E4 157 CloudShell X EIhgE,

JSON

{
"Version":"2012-10-17",
"Statement": [{
"Sid": "DenyCloudShell",
"Effect": "Deny",
"Action": [
"cloudshell:*"
]I
"Resource": "*"
}]
}

AT R T IAM AP 31T 1H , CloudShell EE1EB{14EK URLs AT XHEEMTHHIMZE,
PSR LR SUHF A& AL HEREE | BlanER wget E&FF i

JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid": "AllowUsingCloudshell",

"Effect": "Allow",

"Action": [

"cloudshell:*"
]I

"Resource": "*"

"Sid": "DenyUploadDownload",
"Effect": "Deny",
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"Action": [
"cloudshell:GetFileDownloadUx1ls",
"cloudshell:GetFileUploadUxls"

1,

"Resource": "*"

3]

BURRBE 1T IAM B P #4715 1R CloudShell, B2 , ZRBEEILFEATERNERER AWS EE
%A F CloudShell #%., ERALREEH IAM BFEEEHEPFIHEEHRIEF CloudShell,

JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid": "AllowUsingCloudshell",

"Effect": "Allow",

"Action": [

"cloudshell: *"
]I

"Resource": "*"

"Sid": "DenyCredentialForwarding",

"Effect": "Deny",

"Action": [
"cloudshell:PutCredentials"

]I

"Resource": "*"

3

LU SR g /L1 IAM A P 812 AWS CloudShell 3%,

JSON
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"Version":"2012-10-17",
"Statement": [{

"Sid": "CloudShellUsexr",

"Effect": "Allow",

"Action": [
"cloudshell:CreateEnvironment",
"cloudshell:CreateSession",
"cloudshell:GetEnvironmentStatus",
"cloudshell:StaxrtEnvironment"

1,

"Resource": "*"

3]

Bl F{EA CloudShell VPC SEFTFERY IAM X R

EHIZMFE A CloudShell VPC I#4E , IAM EE R AWM AW IFREIESEETF VPC B Amazon EC2 X fR, &
THHTRZEMEER VPC BREFTER Amazon EC2 R,

EHE VPC M8 , 9L LN AEMN IAM FHBATDELLT Amazon EC2 R :

* ec2:DescribeVpcs

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups
* ec2:DescribeDhcpOptions

e ec2:DescribeNetworkInterfaces

* ec2:CreateTags
» ec2:CreateNetworkInterface

e ec2:CreateNetworkInterfacePermission

BT

» ec2:DeleteNetworkinterface
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® Note

HAUR T 2RI | 85X 25EE A CloudShell 2289 ENI %R ( 1 CloudShell VPC BRig
ENIs 8I12# , $sBManagedByCloudShellZ4R ) FTAFEN . WRKE AR , MXARES
X CloudShell VPC SREME A 5 FaEE ENI BiRo

T £ CloudShell iR PR ( @2¥E VPC 1A EIXER ) Y IAM KB
LT ROIERIAZEATENER , BFEX VPC BiGRIBR CloudShell :

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowCloudShellOperations”,
"Effect": "Allow",
"Action": [
"cloudshell: *"
1,
"Resource": "*"
},

{
"Sid": "AllowDescribeVPC",

"Effect": "Allow",

"Action": [
"ec2:DescribeDhcpOptions"”,
"ec2:DescribeNetworkIntexfaces",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcs"

1,

"Resource": "*"

},
{

"Sid": "AllowCreateTagWithCloudShellKey",

"Effect": "Allow",

"Action": [

"ec2:CreateTags"

1,
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"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
},
"ForAnyValue:StringEquals": {
"aws:TagKeys": "ManagedByCloudShell"

"Sid": "AllowCreateNetworkInterfaceWithSubnetsAndSG",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
]I
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Sid": "AllowCreateNetworkInterfaceWithCloudShellTag",

"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterface"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {

"ForAnyValue:StringEquals": {

"aws:TagKeys": "ManagedByCloudShell"

"Sid": "AllowCreateNetworkInterfacePermissionWithCloudShellTag",

"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterfacePermission"
]I
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {

"StringEquals": {

"aws :ResourceTag/ManagedByCloudShell": ""
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"Sid": "AllowDeleteNetworkInterfaceWithCloudShellTag",
"Effect": "Allow",
"Action": [

"ec2:DeleteNetworkInterface"

1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/ManagedByCloudShell": ""

1AM 48T VPC TR

&R LAE VPC REF A CloudShel iFEFRMAZE , WM VPC MR RHAFIAIRIZS], &7 L
EERLUERANTEMER VPC IMEN FMMEZE4H,

CloudShell 7 IAM KB XFF LU SRF52

« CloudShell:VpcIlds— AFHRIEL — N Z/ VPCs
« CloudShell:SubnetIds - R HEL —NHZNFH
« CloudShell:SecurityGrouplds - AFHRIEL — P ZNELAH

® Note

MBEEHR T ARG E L 3£ CloudShell TRERY F F B9 AR BR LAIE A
Xfcloudshell:createEnvironmentiREMPRSE , A1PAT AL R EM BN HIRE,
B2 , MREBEREFLEHN IAM KB HZRAMATNIE LA HLIRENIHRER , WBAHE
AR HIEH IAM KB | REHRREKFPHS CloudShell AP & A CloudShell Web
FBFRME (121 - MR CloudShel3i i ) FEHMIBRIIA KA HIFE,
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RAriEmE

wHEAT VPC REM MBI R KA

LT ROPE R ZEGRAT VPCRE. CIEZEEMERFINEKREAG
REEA,

HWRAF{EIE VPC HRRHEL OB N HINE
EWERAS RREGE VPC IR | BEMELNR , MU TRAIFHAR

{
"Statement": [
{
"Sid": "DenyCloudShellNonVpcEnvironments",
"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Deny",
"Resource": "*",
"Condition": {
"Null": {
"cloudshell:VpcIds": "true"

LA/ HEEE VPCs, FRRZE4H

, NERAFSA SN

EIES AP BRI ER VPCsHA |, StringEqualsiEEAK Ecloudshell :VpcIds&HiE, A

TREIEL AP B vpe-1 # vpe-2 .

EEAAF GRS EN VPCsHE |, StringEqualsiEfEAK Ecloudshell: SubnetIdss&Hry

B, UTREIELBAFi5E subnet-1 A subnet-2 :

EEERAFGRBEN VPCsHE |, StringEqualsiEfFERAR

Ecloudshell:SecurityGroupIds&HHE. AT REFELAFIER sg-1 M sg-2 :

JSON

{
"Version":"2012-10-17",
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"Statement": [

{
"Sid": "EnforceOutOfSecurityGroups",
"Action": [
"cloudshell:CreateEnvironment"
]I
"Effect": "Deny",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"cloudshell:SecurityGroupIds": [
"sg-1",
nsg-2"
]
}
}
}
]
}

RFRAFERSE VPC BE G ZINR

EATAPGRSBER VPCs , StringEqualsiE®EAK Ecloudshell: VpcIds&HHME. LT R
Bl AREFRF AR vpe-1 # vpe-2 :

EATRAPIERBEN VPCs , StringEqualsiEfEAK Ecloudshell :SubnetIds&H4HIE. N
TREIAFRFIHE subnet-1 # subnet-2 :

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "EnforceStayInSpecificSubnets",
"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
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"cloudshell:SubnetIds": [
"subnet-1",
"subnet-2"

EATAFIBRYSEN VPCs , StringEqualsiEEAK Ecloudshell:SecurityGroupIds&#
WE. A TROIATFRFIERE sg-1 M sg-2:

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "EnforceStayInSpecificSecurityGroup",
"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"cloudshell:SecurityGroupIds": [
"sg-1",
"sg-2"

B BR AWS BRSS

CloudShell fERZHA T&XM IAM iEH AWS EEEZEI&,
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® Note

EFAEHATEREN IAMIEH AWS EBZREA | B4R
Bcloudshell:PutCredentialsfBR,

B IX TP TR & D BIEZHAE CloudShell BT £/ AWS CLI, B2 , IAM AP MARAFEBET HTTH AWS
FR3s AR XA R,

flan | R IAM AP EE 2 Amazon S3 FEFEAF XA EANR LEAXEFMME, BT CIE
BRI TFXERENEKR, IAME2HERH®T M REXATULRmESR , ATHESHE JSON B
R XHENTRE, QIRRRE , SULURERNINBMEXE IAM 54 (AF, 4F88 ).

BXRWATHEERBHMBECHEZENEZER , BSH IAM AP ERSRHRN IAM S4XER (#24
&),

B Amazon Q CLI ZhEERI X BR CloudShell

EH&EFEH Amazon Q CLI Z1EE CloudShell , HlINREZEW, BIXRMER | TRFREHEMEN IAM
PR, MBETEVRIFH Amazon Q CLI EE CloudShell , BB RGN EE R HGIRELERN IAM
MR, BXEZER , HSH (Amazon Q FXERAFERE) RWEHRT Amazon Q FF R EMRHWE
T SRR RH.

B FHUEEE AWS CloudShell
REBNFBWAERIZFEMIAEIEE AWS CloudShell SESI F1EEE CloudTrail,
F 15755 CloudTrail

AWS CloudShell 5 AWS CloudTrail—IREERK , ZRFEEAF. AREH AWS RS RHREIR
% AWS CloudShell, CloudTrail $Fr& API 3k AWS CloudShell A&, #IRWIAREEXRE
AWS CloudShell 41 & &8 A A AWS CloudShell API B94XE2iE A,

MREBETIRE , WAL AR CloudTrail B4 354845 1 20 2 8] 2 776% BR &5 (Amazon S3) 1
&, XSBFELLTESD) : AWS CloudShell.

MREFEERERICF , WA CloudTrail ##| & # Event history ( BHAL1ER ) PEERHE
. FERWKENEER CloudTrail , BAILEKIEXRBERNEFHER, Bl , BRI LAAER AWS & HEBY
1&3R CloudShell , ATLA T & HIERM IP sk, #AH 7TERURMAR KX B,
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https://docs.aws.amazon.com/en_us/amazonq/latest/qdeveloper-ug/security_iam_id-based-policy-examples.html

AWS CloudShell

RAriEmE

AWS CloudShell in CloudTrail

TR E TREE CloudTrail BEXHFHH AWS CloudShell &4,

(® Note

AWS CloudShell SEZ1E3E :

« *RTIER—NMEES (RE) APHERA,

« Hif Environment 51£%& Shell B Wit ERIEN L EAHE X,
o XMAT LA LayoutkE CloudShell4is & B Fr A X B8 25 T F o

CloudShell ##95&3) CloudTrail

EHEH
createEnvironment

createSession

deleteEnvironment

deleteSession

getEnvironmentStatus*

getFileDownloadUrls*

getFileUploadUrls*

cloudshell :DescribeEnvironments

getLayout*

5, BA
£ 6% CloudShell 3358 X 4,

2 CloudShell SREMIERER X4 AWS EEZ
HAE,

EMBR CloudShell P8Rt &4,

£ H A3 537 CloudShell JEI -~ H1Z T HYIE T
A WM BRET R £

R F CloudShell SREBIRSET K &,

4 B B Ti@3d CloudShell CloudShell P4 & H
TEHXHHTIZH Amazon S3 URLs Bt & 4,

4 H AT E A CloudShell M 7T &M E&XH4H
fZH& Amazon S3 URLs Bt &4, CloudShell

EPUSZS:

ERRXETTREH CloudShell fn BET R 4.

AWS CloudShell in CloudTrail
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EH/EWR 15 BA
putCredentials LA TEFRIWEDRE CloudShell # AWS E

BHE BRERE.

redeemCode* £ CloudShell M EH# RFIF B TEREFT
B &K%, BBET L EputCredentials @
SHRFEALSEXIAE CloudShell 3745,

sendHeartBeat AT #iIL4 CloudShell 4t F5EZNIRAS
startEnvironment £ CloudShell 3B S ahBt & 4,
stopEnvironment 1£i21T CloudShell SR EZ LA & 4,
updatelLayout R7FEH Web NARFHNHEI BN KL,

BE “mE —TANEHLIKE CloudShellLim B FIE X B BIE T+,
EventBridge AWS CloudShell {Ta1# 0

£ EventBridge | , A LB EFE EventBridge W E| SN Pl 4y = 4F ot ERENEY B bR e, &7
DX —%HN , BR3F CloudTrail BEXHHIEFHEHH AWS CloudShell #EEFRIEEEXEM B
FRIRE,

Bl | B LAEAput-ruledy S 812 EventBridge MM, AWS CLIFput-ruleMAAEDTE
EventPattern = ScheduleExpression, HMEREICE N EHAT , 2l &KW H EventPatterns BN,
EventPattern 3 F AWS CloudShell &3} :

{ "source": [ "aws.cloudshell" ], "detail-type": [ "AWS API Call via CloudTrail" ],
"detail": { "eventSource": [ "cloudshell.amazonaws.com" ] } }

BEXREZER |, 55 Amazon EventBridge f FF#87 EventBridge PV EHFEHER .

S IE AWS CloudShell

FERZIERITRIA— , B=FHITIWMITE AWS RSFHRE AWS NS,
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AWS CloudShell FE LT &M X

SOC

AWS REMALIEF] (SOC) HERMVUME=ZFRERE , TR RN AWS KILXBEMIZHIM
B #Ro

AR S5 SDK SOC1, 2, 3
AWS CloudShell CloudShell v
PCI

TRHFETULEEZSRE (PCIDSS ) RHPCIZEEZERAEENEEEERSNE , ZER &
H*:E=i®. Discover Financial Services. JCB International, Worldw MasterCard idefVisa Inc.f
o

ARSS SDK PCI

AWS CloudShell CloudShell v

ISO #1 CSA STAR AUEF ARSS

AWS B3k 27001:2013, 27017:2015, 27018:2019, ISO/IEC
27701:2019, 22301:2019. 9001:2015 1 CSA STAR CCM v4.0 I &M AL,

RS SDK ISO 7 CSA STAR IMEMBRE
AWS CloudShell CloudShell v
FedRamp

BRBREERNEERITH (FedRAMP ) R—IIXEBFREEMNITY , CRE—IRESERN ™ m
MEBRFHTLZEEITE, RNARSREE,
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https://aws.amazon.com/compliance/pci-dss-level-1-faqs/
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AR S5 SDK FedRAMP % ( R FedRamp High ()
aB/AaED ) GovCloud
AWS CloudShell CloudShell v Y
DoD CC SRG

EP5Ef (DoD) (BT EZEERER) (SRG) N RARSFIRME (CSPs) R4 T #r/E(LEN T A RDUR
2, BUIREGEP I IEEHRR , SUEI]RE% N E R EE R RS

&3 DoD CC SRG 5 FIER M RS FEA L TR -
. B=HWEAH (3PAO) WL | LIRS B A EIEE SR E = 5 T R 1T,

- REBRNERA (JAB) HE : ZRFZEWEEES JABFE,
- XEEMHEERSEE (DISA) FE : ZRFSBEAIEEES DISA FE,

AR S5 SDK EfsEf CcC HERpEBCC EEh#ECC EfsafcC  HPREB
SRGIL2  SRIL2G() SRIL4G() SRIL5G() CCSRG
(F/A) GovCloud  GovCloud  GovCloud  IL6 ( AWS

WX )
AWS CloudShell v v v v TEHR
CloudShell
HIPAA BAA

1996 FH (BERAKRABESRIEZER) (HIPAA) B—HERFHARE , BXRGIEERIMELR SR ER
EREER A BRURGEEEAZBEREIANBHNER TEREKE,

AWS 3% HIPAA YR ZERERELFSRFEBLZEHLE, FHENACHIRTIREER
(PHI). IE5N, B 2013 F 7 A2 , AWS HIRE - REFRE(CATE LK HFF (BAA).

BRS5 SDK HIPAA BAA

AWS CloudShell CloudShell v
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https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
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https://aws.amazon.com/compliance/dod/
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https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/hipaa-compliance/

AWS CloudShell AFiEmE

IRAP

BEERREEMITMA TR (IRAP) , RANTERFEFEBRILESNZHERRETE N , FBE
EYHNFEERX , LUBRBRAFIMBZLZEH O (ACSC) FHlH (RARLBAFEEREFM) (ISM)
HE XK,

RS A ZE(E* IRAP Z{R1F
AWS CloudShell TEH v

*in A Z R A A B EIRBIERIRS . AWS fitn | 0122 IAM KEet , A Amazon RIRE 5
(ARNs) Fi5EX AWS CloudTrail B &,

MTCS

LEERS (MTCS) & — T AT REN T Ik L2 SIE47H ( SPRING SS 584 ) , &F 1SO 27001/02
SERLTERS (ISMS) A,

RS SDK EXEXRZT ZEFRIP ZEEIP 2 ZEEIF 0 FHHOE BR
(H=EB  (BFE (H‘BSHX  (JemF
M) N[ M) BRI )
=B )
AWS CloudShel v v TEHR ER TEHR
CloudShel |
|
C5

SitEEMtES B & (C5) RRBEERIEEREDNE (BS!) EEEH KA — T HEEBUT X FH
WIETTY , EERPEILEEERRN TRAFZEZIUAAENNEREARRS N , R REWE
EEFHEBEELMBZRENREERE.

BRS5 SDK C5

AWS CloudShell CloudShell v
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ENS High

ENS ( Esquema Nacional de Seguridad ) IAETTXIH @AM AREE IS CCN (ERBBFEHL )
HEHIE, XBEXRIRPEEFALENERFENMNFEER,

AR S5 SDK ENS High
AWS CloudShell CloudShell v
FINMA

WRTEMMZEER (FINVA ) BRETRIYNEEMHIZEENE, AWSHE FINMA ERERARNEF
BN THEHTEMBRSEENENEANRSREREFREEINESHE,

BR% SDK FINMA
AWS CloudShell CloudShell v
PiTuKri

AWS & PiTuKri FEXRERF—HERHA T RN BREZF=RENBEFE R TraficomX =RFREFESHH
SRR,

iy SDK PiTuKri

AWS CloudShell CloudShell v

BRBESAITUEE AL AWS RFFIXR , BSHAREAITHN D AWS SBEARIRSS AWS 2E
Mitk. BX—MER , FZHAWS &M it XAWS,

BOLAEATEHE =S FITIRE AWS Artifact, BXEZEE |, BSRE AWS Artifact B FEH RS

& A AWS CloudShell B EMTEBUR T AN BIRENHBME, RARNENERURERNER
FMEAM. AWS R T LT HRKFEBSSUMEMME

« ZESEHMREATEENRTREERSEN , ARRTELEARBEALZLNERNUESANER
MEERENLS R, AWS
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« HIPAA Z2 E5MEMARY — AARBHERT 2B IAERAR AWS SIZFFE HIPAA FRERY R
RERF.

« AWS §AWS AR — t TEENERETRER T ENTLMMRELX,

- EAAWS Config 7 & A & $EF F BY L 1P 5 )R — % AWS Config FRFIFAEHNRIFEEES K
BELRFEAEKEK, 1Tl AEMNNEMR.

+ AWS Security Hub CSPM— Itk AWS BRSS AT £ H T B IEMZ RS AWS | BEERERS
TR ENRERXEK,

Y/

HER

# 1 7E AWS CloudShell

AWS £k EfRERE S AWS XEEMTAXMHEN, AWS XERAS N EREEMEE A A
X, XETARBESIREERE. aFHENSETROMERE, MATARX , BULUEITRREETH
Xz ELHh it BRI AR EBNNARFNREE, SEEANENRZSNBEFLEMIZEML
ATAXEEESHITRAYE, REEINTT B,

AR AWS XEMAAXMNESEE , BERAWS £REM IR,

BRT AWS £ ZkEMZEI | & AWS CloudShell X5 T EER X AN BT MMZHFR !

« 5/ AWS CLI BAEHRIEEET B FHM AWS CloudShell X4 , FFEeM{ERITKRIFINE Amazon
S3 FEWEHR, XA, BHSREFTHER AWS CloudShells

Y E Rl iR <2 AWS CloudShell

ER —IEE RS AWS CloudShell , % AWS £2IKREZ LR, BX AWS B RSUR M
AWS R EMZENEER , BSHAWS =% ¢, EFAEMEREZSWRESTERFRIZITERN AWS IR
¥ , #2019 S AWS ecurity Pillar Well-Architected Fram ework A8y &A1& R,

B LAMER AWS EX WY API A AWS CloudShell Bid M&#1TiHEl, B RMSAIFUTRE :

- RBEREMDI (TLS ) o BMNERMEH TLS 1.2, BIWUER TLS 1.3,

. BEEE2MAMRE (PFS ) WZBEM , HI10 DHE ( 158t Diffie-Hellman ) 3 ECDHE ( I & 4% B g
% Diffie-Hellman ) « KZEHIMRRE (WM Java7 RESRAE ) BIRFXLEEX,
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® Note
EIABER T , AWS CloudShell BaI At EENRETLRER ST,

LT HFHENZE&ESE AWS CloudShell

UTBESERRE-—BRESEN , HFRKRTEZLBRAR. ATXEREIKRTRETEESENES
TEREENHRER , REBWCHENNBANERREERE , mARBEH,

LT A HE—ERe&ESKE AWS CloudShell

o F IAM PR A BE 124135 B4R , AWS CloudShell AR AR REHNITHABERNIRE
(flm , FTEMEEXH ). BXEZER , BSHEFER IAM EBEEE AWS CloudShell i 8] {5
AR

< BAEEN IAM XEHBEHBHBE  SIWAF. BEHXEBW.

- BRARERENWEIEE , UBRMABREFNXEAPNBERZEXK. MABERT , “2EH
Wb FERARS, BANSTXNAEARERMNESER RN STXAEAZEH,

« WRIEFHE AWS CloudShel W ITERERLZRTE =S NARESF , BFTHAEZETEEN,

- HRBALZMAF Shell A H Shell A 281 |, HHERFERNG . BXRIEUERIA shell FIBEHNE
ZEE |, BSRMEAMAIE X shell,

- FREBEZLBFEEREEHRSE S,

AWS CloudShell Z£ 1 FAQs

LTREXZEMNELRBEMNZE CloudShell,

- BB shell 2iFERNEA T HL AWS 572 CloudShell MF AR ?
« REALEMEIAEFRSJ CloudShell ?

« BALLEENEMN CloudShell SEME ?

« RH $HOME B FEFrEFMETE AWS CloudF B+ AT ?

« ABAMNE A $HOME B MW ?

« REAXNEMN $HOME B ZBTHRBAE 2
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BBz shell 2FBER T HL AWS 7i#2 CloudShell MR ?

BRE AWS EEZHE , BRERMALH IAM AFIER, MA , L& CloudShell \ZEFI& RE R
et , XEEEFATRAANRSAURBITERREHN CloudShell AP, RERNITERFZCE— AWS
Systems Manager 1% , 3 CloudShell BiZ&EXEB T

REIZEBEE FAQs
A A LA 1G R PR &N CloudShell ?

XFRHHRE | BERGIMETE R, MRERFIMETHE , K53 AXEE VPC IMERRRHEL 6
BRHRER,

BXREZEE , FEHABRASXEE VPC IMRHEL BB LN RTINS,

X F CloudShell VPC % |, MZREMHE B ER VPC, CloudShell £ VPC H &£ A AT SR FI &Y
CloudShell VPC IRE Y M 4815 R R o

REIZEEE FAQs
R LLEE N ERE CloudShell 2R1EME ?

BT LAN R CloudShell IR THMEZEXARFMEME=SRHF. REREE $HOME B ZHHK
HF2ERFEZRARE,

BIEFEAWS TEHBEEANENL , EAENARENNARFRITLENEENEE,

REIZE/EE FAQs
FH $HOME B F35Br L1767 AWS Cloud Y+ L5 2
MNFLAHRKRE | ATE $HOME AEEHEENEMLEWE Amazon S3 1214,

FF VPC ®3E | YR VPC PREEAT (& FIEESNRA 20-30 25 /5 ) , NELEHBRREZ N IE
B, 889 $HOME B T4 BR

BREIZEEE FAQs
AN KA $HOME B =15 ?

FAE , TeeAECSHNBAMBERN $HOME B, BREFERSHOME B KRB F#E Amazon S3
et 2XHE CloudShell BTN,

BB 3) shell 2ESER 7 WL AWS 5742 CloudShell F1H AR ? 92
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BREIZ2EHE FAQs
REEE TR SHOME B ZHTHESHI 2

B e, FoEXIERY $HOME B R TREAHE, NN IFEEFZR,

REZ£FE FAQs
KeEERHEFERHVBIEAOSHH O ? CloudShell

ERAAOFEA , RIATBIIEMFEA VP CloudShell C 38, L& VPC SMERBR ( & FIEFEHRAS
20-30 DEE ) , RWELEMBRBREZRER |, VPC FREH $HOME B FIF#MBR, EREXEH | L
EMTEERMAERT VPC 3HhiE,

/
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AWS CloudShell it &35 AR FEMHF

B8t AWS CloudShell , 613 —MNETF Amazon Linux 2023 it EIRERIEE shell (K%K, ZIFE
BB TITERR (vCPU FINTE ) , HRETAETNSSITREHRNMZESRH. BRETITER
BHhLENEARGHZTENHLTFHZEITRS. BAIUBLLZERGFIEN Shell B4Rk E & 2R IAR

5.

TEIRERIR
N AWS CloudShell itEHEE 2B 7L T CPU INEFERIR :

« 1M VCPU ( Bl RAIESR )
+ 2 GiB RAM

mB , ARERE T UTE#EE :
- 1IGB HAMEMZR (2BEREEEZRNRE )

BREZER , FEH SEAMEH#.

CloudShell M4 ER

WebSockets

CloudShell BURFWebSocket ¥ , ZtH 2T F R Web 3| 55888 AWS =i CloudShell RS2
E#ITREARERBRE, WREEEZANERERANKER , NAEBRS[NHAEAEE)TREH
FIEEKM, WebSocket BEBEANELREMBINERSHF. BREELBRT , RKERSHEL
WebSockets P LIEIEE T, MR EILLFEIR |, EH CloudShell #OfFREFLL T IR : Failed to
open sessions : Timed out while opening the session,.

MRKFRREHN , FEANRERS B[O  BRMFEEEN 21T WebSockets, & , B LS
MENREERRKR,



https://aws.amazon.com/linux/amazon-linux-2023/

AWS CloudShell AFiEmE

® Note

il %

MBEFEIFETF IR ERELEMANR URLs , WA LAZ I AWS Systems Manager &% A
SRITFF WebSocket L& i i A Mz HEB%5 URL. ( 8H AWS CloudShell &%
KIEF)Z Systems Manager &%, )

Systems Manager StreamUrl KK Rwss://
ssmmessages.region.amazonaws.com/vl/data-channel/session-id?
stream=(input|output),

Z X R RFAT AWS Systems Managerx#F#9 AWS X138 ( flflus-east-2EERZD ( BB
M) b XY KIFFRIREF

BT &1 ID R4S E Systems Manager 2FRINE S EEIEH , ALHEREEEH URL i
YH|RIFHEE wss://ssmmessages.region.amazonaws.com, BXEZELR , HSH
AWS Systems Manager AP| £ F iy StartSessioni& k.

HYER#F

¥

(® Note

BT AWS CloudShell FF & 357 & EHIE # AR X S AR T EANER , R HATEAR A
FRRHEENRES. B , BIIFTENARERE T BIMNRE. EERECRERNVRE ,

BWARFEN , A% --version &M ( HlMW |, git --version),

Shell
fMZ %M Shell
Name

Bash

PowerShell ( pwsh )

it

Bash /AR REIRIAIN TN ARE
FFo AWS CloudShell

RUGSSTRAENHAES
X% , PowerShell E31E
Microsoft B9.NET sa BB S 1=
T8tz L., PowerShell fEAA

MRAME B

bash --version

pwsh --version

MR FR R
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https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_StartSession.html

AWS CloudShell

RAriEmE

Name

Z Shell (zsh)

AWS =175 E (CLI)
CLI

Name

AWS CDK T E& CLI

AWS CLI

% B8
AHRELRBHcmdletsKiE
ZHIRE .NET R,

Z Shell , tH#E#FH zsh , &
Bourne Shell 9§ B4 , ©
NEBNBHHRME T HEENE
EN X5

oL

AWS CDK Toolkit ( Bl CLI &
T ) 2548 AWS CDK M A
BFXENEFEIL, cdke
WITEWRBARER , &1
FEMWRARFER | H#
ERFIBBAHERMN AWS
CloudFormation #4g, AWS
CDK

BREZER , B5H AWS
CDK T &g,

AWS CLI 2— A\ S1TRE ,
ARTMNETITEEZAN AWS
BRSS , HERAMA B INITIX
YiR%S. BXEZEER , S
3 £ CLI P EE AWS RS
CloudShell,

BRIAERERZZH up-
to-date AWS CLI fx7x 2 B915

MRAME B

zsh --version

WRAAE B

cdk --version

aws --version

AWS @ S4TRE (CLI)
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https://docs.aws.amazon.com/cdk/v2/guide/cli.html
https://docs.aws.amazon.com/cdk/v2/guide/cli.html

AWS CloudShell

RAriEmE

Name

EB CLI

Amazon ECS CLI

WEA
g, BHSR%%E AWS CLI BIfR

B E B Fo

AWS Elastic Beanstalk CLI 12
MTHHITHRE , AELAR
17 AR, ERTAMEEE
RHERE,

BXEBCLIWEZEER , &
2R AWS Elastic Beanstalk F
KA ARIEEPHEA Elastic
Beanstalk ss 51T E ( EB

CLl) .

Amazon Elastic Container
Service ( Amazon ECS ) @iy
T8@E (CLl ) BEHSHEHT ,
DML ERBEMESHRE, B
FAndEeE,

BEXEZER , FE2H

Amazon Elastic Container
Service F A ARIEEFH
Amazon ECS S B 1T R H,

MRAME S

eb --version

ecs-cli --version

AWS @ S4TRE (CLI)
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https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/eb-cli3.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/eb-cli3.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/eb-cli3.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ECS_CLI.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ECS_CLI.html

AWS CloudShell

RAriEmE

Name

AWS SAM CLI

AWS Tools for PowerShell

ik

AWS SAM CLI 2 —fh7E AWS
Serverless Application Model
BN AREFAE BT
MBTITITE, BT
ZWES. HhaBFELH
A Lambda & ¥, AELERSFR
NARFeEBEBEIUARFTET
RS 8: N AR FHE R =R,
AWS

BEXEZER , B3R (AWS
Serverless Application Model
& ARISED) REWAWS
SAMCLI i 52 %,

AWS Tools for PowerShell

X £ PowerShell 3R 21 2
FHThae Bt EER 2R
F .NET #9 SDK, £/ AWS
Tools for PowerShell , #&7] LA
B PowerShell (s S 1TRE
AWS BRBIERZ,

AWS CloudShell il Z 2y 1&
BRILARZA (aws.Tools)s AWS
Tools for PowerShell
BEXEZER , HSHEAWS
Tools for PowerShell F 155
PowerShell Y fEF AWS T

=|
>=<o

MRAME B

sam --version

pwsh --Command
'Get-AWSPowerShell
Version'

AWS @ S4TRE (CLI)
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https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-sam-cli-command-reference.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-sam-cli-command-reference.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-using.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-using.html

AWS CloudShell

RAriEmE

={TRTF AWS SDKs : Node.js # Python 3

=17 A AWS SDKs
Name

Node.js ( #F npm )

Node.js JavaScript F#J SDK

Python

L

Node.js &—“* JavaScript i
18t , EEFLR T RER
RWNA. BXEZER , &
28 Node.js B 5 M3k E#I T
o

npm 2E—NIEE:R , BHx
JavaScriptfE R 7E 4 SE it R 49

. BXREZER , BEH
npm B J7 ML B3RS,

BT ZEH (SDK) BN
NEBFELS# S3, L E#
EC2, DynamoDB FIi &3
SWF £ AWS FRS 123
JavaScript¥t & , M #SBh &
{t4wmiB. BXEZEER , BS
Ii& R F JavaScript B AWS
SDK FRARIEM.

Python 3 BERY AJ 7 Shell ¥/3%
FEM, Python 3 BRFEMIAN
= IZmIEIE S HBIARRA (Xt
Python 2 B9 E2F 2020 F
1R ). BXEZER,
ESH Python B 5 ML ERIX

AL MR Pip , X2 —
MERA T Python W HEEZR
KRR, B ERLSST
BRMNELZRE| ( Hl20 Python
EFaERE| ) PRI Python

MRAME R

* Node.js: node --version

* npm : npm --version

npm -g ls --depth 0
2>/dev/null | grep
aws-sdk

* Python 3: python3 --
version

* pip: pip3 --version

iZ1THFH AWS SDKs : Node.js #l Python 3
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https://nodejs.org/en/docs/
https://nodejs.org/en/docs/
https://docs.npmjs.com/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://www.python.org/doc/
https://www.python.org/doc/

AWS CloudShell AFiEmE

Name 15, BR RAEE

3. BXEZEE , BESH
Python T 8 Bl # 1R A M X

o
i& FF Python #9 SDK ( Boto3 Boto & Python FF &% A 5 A pip3 list | grep boto3
) ¥, REMEENRY

FF X EH (SDK) AWS BRS

7N &% EC2 1 Amazon
S3, SDK #fit 7 EmE X R
AP BA K X B9 K 177 (R A BR o
easy-to-use AWS g%

EZ{ER , HZ Boto3 X

FRITER Shell ERREF

FARITEM Shell ERRERF
Name L A5 B
bash-completion bash-completion & — Shell dnf info bash-comp

HHBES , AFBEEKR Tab®  letion
B TR RANGDT

8. WAILAE /usr/shar
e/bash-completion/

completions H#KE|
bash-completion 3z 1% #9514

Do

ZNRHFENBTREEDNT
FRINEE , ABIREVIZIZE R X

., Bl , ER Gt HiRE
BT INEE , BRI
T—17 , .bashrcXHELHE

F % T E Shell EARF 100


https://pip.pypa.io/en/stable/
https://pip.pypa.io/en/stable/
https://boto3.amazonaws.com/v1/documentation/api/latest/index.html
https://boto3.amazonaws.com/v1/documentation/api/latest/index.html

AWS CloudShell

RAriEmE

Name

cqlsh-expansion

i BH RAE R

#Y AWS CloudShell £i&7 4
B, ZZhREE A A -

source /usr/share/
bash-completion/
completions/git

MREERABELTRHA
BEe/RmEEAEER
& ($HOME) & , AFEEMN
.bashrc HIREE1 1,

BEXEZER , $2AZMA
¥y README R, GitHub

cglsh-expansion =— cglsh-expansion --
ETEE, 88 cqlsh %48 version

FEHITE XETEES

¥t Amazon Keyspaces il

& , ErTR¥EFS Apache

Cassandra £ FRA M,

BREZER ,FZH

Amazon Keyspaces ( Apache

Cassandra &%& ) FX AR

) PHFEA cqlsh EEE

Amazon Keyspaces.

FRITEF Shell EREF
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https://github.com/scop/bash-completion#readme
https://docs.aws.amazon.com/keyspaces/latest/devguide/programmatic.cqlsh.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/programmatic.cqlsh.html

AWS CloudShell

RAriEmE

Name

Docker

Git

iputils

iq

i B3

Docker R AFF &, KAH
EITRNARFHNTBRESR,

& B Docker , & 0] LU 5 B
EFRSEMEHDTT , UE
RIBZS MY, ©EREE
EAEBHIEE Dockerfiles AWS
CloudShell , ¥ CDK #J%&
Docker %7, B> Docker X
BHLE AWS XIBWESR | &
SRXEN AWS XiE, AWS
CloudShell#& R iZ 5138 , Doc
ker BRI ZR AR, MR
B RENRBGRKR , HET L
TZ7EHY Docker &S % |, MY
A5 MA@, B Docker
NEZEE , 5SS 5 Docker
ST

Git £— N2 HRARA ISR
5, TEE S X TEREAHA
BEEXBARRMT ZR
B, BXELEL , E5H Git
B2 Wtk B ST,

iputils 24 22& AT Linux
M ARERF. BXFTiRM
SHARFNEZER , BSH
Lt #Y iputils 7. GitHub

jo SRR F#ENT JSON &=
WERE  NERAWSTER
REANRE, BXEZE
B, BZRAKEWN jq Fit.
GitHub

MRAME S

docker --version

git --version

iputils T2 RHI :

V

jg --version

arping -

FRITEF Shell EREF
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https://docs.docker.com/guides/workshop/
https://docs.docker.com/get-started/overview/
https://docs.docker.com/get-started/overview/
https://git-scm.com/doc
https://git-scm.com/doc
https://github.com/iputils/iputils
https://stedolan.github.io/jq/manual/
https://stedolan.github.io/jq/manual/

AWS CloudShell

RAriEmE

Name

kubectl

make

man

nano

OpenJDK 21

ik

kubectl 2— 1@ H1TIE ,
BT A Kubernetes APl &
Kubernetes 5 &Y 42 il T
TEE.

make SEFAEFFEH
makefiles BHzIHITESFE
HALARBRF, BXRESZE
B, 25 GNU Make XX #¥4

man S REFSITERAER
MITEWNFMI, Fla0, man

1s REFIHE FHABH 1s o
THFEMR. EZER , B
¥ Wikipedia B man 175k,

nano 2 — M/ NEBERAFPRE
B, EFXEAFRENRESE.
BEXEZEE | B3 GNU
nano X 4%,

Amazon Corretto 21 2
OpenJDK 21 HKEIX i
(LTS ) K1ThR. Amazon
Corretto 2FF 11 Java FF & T
B3 ( OpenJDK ) IR %k,
ZYR. EFERER D KR
BEXEZEE , ESH (Cor
retto 21 AF1ERE) PMHLRE

Amazon Corretto 21 ?

MRAME S

kubectl --version

make --version

man --version

nano --version

java -version

FRITEF Shell EREF
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https://www.gnu.org/software/make/
https://en.wikipedia.org/wiki/Man_page
https://www.nano-editor.org/docs.php
https://www.nano-editor.org/docs.php
https://openjdk.org/projects/jdk/21/
https://docs.aws.amazon.com/corretto/latest/corretto-21-ug/what-is-corretto-21.html
https://docs.aws.amazon.com/corretto/latest/corretto-21-ug/what-is-corretto-21.html

AWS CloudShell

RAriEmE

Name

procps

psql

SSH & F i

sudo

tar

ik

procps 2 —NRAEELARE
F, AATSEANELESFIE
EETHHE, BXRXESER
, B R 5 AT AR procps
BITHEFH README X
o

PostgreSQL 2 —NIhEERR K
WHRBEERS , CERAR
& SQL TgE |, EIRfREE AW
TheeRZ e EENT BE%
NWBFERE, BXEZER,
BS M 42 PostgreSQL,

SSH & Fim{E A &£ Shell
M EER T EN 1T NS
B1E, OpenSSH 2% %
# SSH B k. BXEZE
B | {55 OpenBSD 4# K
OpenSSH M,

f£H sudo EAER , AFHA
DERHEMAR (BERBR
AR ) NEENRETER.
HEBRFELURREERAGNEL
KRB AR, Sudo FEHE
A. BXEZER , HE5H
Sudo F#ft.

tar B— N SITERAER, T
AT EHEEANEF
XY (BEMN tarball ) #
- BXEZER , BZH GNU
tar X%,

MRAME B

ps --version

psql --version

ssh -V

sudo --version

tar --version

FRITEF Shell EREF
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https://gitlab.com/procps-ng/procps/blob/master/README.md
https://gitlab.com/procps-ng/procps/blob/master/README.md
https://gitlab.com/procps-ng/procps/blob/master/README.md
https://www.postgresql.org/about/
https://www.openssh.com/
https://www.sudo.ws/man/1.8.14/sudo.man.html
https://www.gnu.org/software/wget/manual/
https://www.gnu.org/software/wget/manual/

AWS CloudShell

RAriEmE

Name

tmux

vim

wget

zip/unzip

ik

tmux B — MR IHRZREASE
AATESANEARRMEZETT
FRENEF. BXEZER

, BZRAEENA tmux Vi
=

Vim 22— NI BE XK FmE
2, BULUBESE T AW
REEZXRE, EZER &
25 vim.org IR SIRR
Ro

wget R — I ENERF , AT
MIBTITHRIIRKIEEN Web
BRSERENRT. BXEZE
£ , {2/ GNU Wget 3X#4,

XL zip/unzip EREFERE
XS IEREXREKE
MR TRELTHRBIEES.
RWA zip XS EH-E
FERANFRD, FA unzip
HEMPN X REREIEE
B,

3 AWS CLI BRI EB

MAE R
tmux -V

vim --version

wget --version

unzip --version

zip --version

5 CloudShell MEHMZENHRRH—# , ZAWSCLI TELBAFHEHRERARNLLI T, W
REBHRAENRS up-to-datefRZ AWS CLI , TIEREARTEFNEBARFFIRREZIE,

/A Important

BEBEEEB R AWS CLI R FFHRERIA , LETIRG3 CloudShell 2iER AT A, 2 PTEATE
BERLE , RRAETHK Shell 21&/F , HINE| $HOME Z SN B AT A RH8MIBR. LN | &
EIWEIAE AWS CLI , EXNSBFE#H., MAUER , EEEMMNLZ LT RENTE.

%% AWS CLI BRI E B F


https://www.hamvocke.com/blog/a-quick-and-easy-guide-to-tmux/
https://www.hamvocke.com/blog/a-quick-and-easy-guide-to-tmux/
https://www.vim.org/docs.php
https://www.vim.org/docs.php
https://www.gnu.org/software/wget/manual/

AWS CloudShell AFiEmE

BXREMFEAWS HiIBERNEZELR | FSRFHEERT AWS CloudShell,

EZE AWS CLI

1. £ CloudShell s =1TH , A curlda ¥ AWS CLI EZ %MW ESR BIAZ# ) shell :

curl "https://awscli.amazonaws.com/awscli-exe-1inux-x86_64.zip" -o "awscliv2.zip"

2. NWEMBXHRH‘THEES

unzip awscliv2.zip

3. EFNIERMIBEEXMHX , Bi51T AWS CLI ZERF :

sudo ./aws/install --install-dir /home/cloudshell-user/usr/local/aws-cli --bin-
dir /home/cloudshell-user/usr/local/bin

MRLZERLY , BTITRERUTHEE

You can now run: /home/cloudshell-user/usr/local/bin/aws --version

4. RATHEERRN , RNEBEVEERNERH PATH IMETE | XHFEIEIT aws PR MEZEREEIEN
TR

export PATH=/home/cloudshell-user/usr/local/bin:$PATH

@ Note
MBHAEMERPATH , MEBIAERT , FESEERENawsH I EAMEE AWS
CLI BYRRA,

%% AWS CLI BRI E B F 106



AWS CloudShell AFiEmE

£ Shell RERRERFE=F

® Note
RNBWEBERNITTERBELRRIME=NARFZE , AEFZETEHEER, AWS
CloudShell

ZRINERT , B AWS CloudShell AF&8EH sudo AR, At , BAILAFER sudo HRELE
Shell ITEHRFEH AR, Hlan , BLLESER sudo #l DNF G-I EBXRHAEFREZE
cowsay , MEFERUTHEAREE—R4H ASCHI XN ZRE S

sudo dnf install cowsay

RE , B LUEE® A echo "Welcome to AWS CloudShell" | cowsay REBZHZEHNE
Fo

/A Important

dnf ERUHLEEXABRFSNEFRREFIEZR (I /ust/bin) , MIXLEREFKE Shell
LELEREWE Y, IEREEESNENEM L RNER MR,

55 A I 2= 4& 2k Shell

MREEIERERIAR Shell 3h3E |, ATLAYREE RS 3) Shell TRERT R 1TH Shell B4, FHERIA
bash shell B8t , .bashrc BIABESIEIT,

/A Warning

IMRBEEIRMIEHN T .bashrc XM, MBAFIRET EIF R &R Shell FhE, EREXHZ

Bl , REFEHE—BXHRIAR, EETLESRE .bashrc FHEIITH B Shell KEREX
fe. NRIEIE—/ Shell FEEFRINE , WA LAZREFKEIS —4 Shell , H BRI LABREME
G

MREREEIR . bashr cREMEM A FHERLE T HREIRERE , A LU I BR = B % AWS
CloudShell3k 1k EHEBRINKE

£ Shell IMEHRRRE=F KM 107


https://aws.amazon.com/compliance/shared-responsibility-model/

AWS CloudShell AFiEmE

EWERES |, BFE R .bashrc B | LUERH Shell 3135 B3t 22 1T Z shell,

1. ERAXAREERR (HIW0 Vim) ITF .bashrc:

vim .bashrc

2. HBESHRAEP , BIBFTHEREE, AEHRIUTRE

zsh
3. ERBEHREFEREEW .bashrc X# , F Esc A Vim i SEAHBMAUTREA :

wq
4. f£M source ML EHME .bashrc X4 :

source .bashrc

HuTTRAEBXATAN  BRASEERN s REIEEEMEA Z shell

AWS CloudShell M\iE# AL2 Z AL2023

AWS CloudShell&F I % Linux 2 (AL2) , EEEEITL D% Linux 2023 (AL2023), BXESEL
AL2023 , &35 D% Linux 2023 A IERH K4+ LRI D# Linux 2023 (AL2023),

fEA AL2023 , A LAEHARENFE TEKEH R IIA CloudShell ¥R3% CloudShell, XA AT E
NEZER , BSRMETEN R,

AL2023 W AT E#1T T Zmc# , BIFEIFREN RS , B2 Node .js 18 F Python 3.9,

(@ Note
£ AL2023 , Python2 N EREMEHR CloudShell¥hiE — iR,

BX AL Mz FEXFNNEZEE AL2023 , FSREI Z# Linux 2023 F F 5§ LE D 5 %
Linux 2 F1YF & #b Linux 2023,

MREBEEMEER , R 5. LEATE AWS re:Post FERBZRMEMEE, ZHR3 AR
AWS re:Post , fRATBEEEE R AWS,

M Amazon Linux 2 iF# %] Amazon Linux 2023 108


https://docs.aws.amazon.com/linux/al2023/ug/what-is-amazon-linux.html
https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html
https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html
https://aws.amazon.com/contact-us/
https://repost.aws/tags/TA5ZaPf1NkT4uNitnWVitlyQ/aws-cloudshell

AWS CloudShell AFiEmE

AWS CloudShell % FAQs

UTRBEXRMAL2 BIEBE —LE N BB ER AWS CloudShell, AL2023

- TBRES AL2023F IRV EMEA AWS %R |, HlEiE 1T Amazon EC2 S£4) AL2 ?
- IRIMBERHTELEETIL AL2023?

« RALUERTERE ?

o WEEANEM AWS CloudShell SME BRI %14 ?

EBEEA AL2023 EMKENETAEAM AWS FIE |, HliE1TH Amazon EC2 SE45
AL2 ?

BT I&H AWS CloudShell TREZ A | R EEMRSFERZ I ATIBRAEIE, XSTRBETEDE
2B 622 551/ B AV &R AWS CloudShell, 0 , MRE#E T —NEH EIZ1TH Amazon EC2 324
AL2 , NF£F%3 AL2023,

ETBEMLERGFITERETEI AL2023 ?

AWS CloudShell REHFI BIEMBZ RN 4. ETHEMBZERM4NTEIR , ESRAMLENRYE.
AWS CloudShell 448 33 {1iX L3048 |, Python 2 BRok, Bx AL2 MEENBGEEI2ENTERX
Bl AL2023 , iBZFH LR AL2 Fl AL2023, N T ERBEEETFBHENSERGFSNRAERNEF
AL2023 , FAZEBR BB R Su AWS pportig X HiE,

B LLUAER TR ?

T, T eeis R BHE®, AWS CloudShell Btk AWS |, FREIMEREARE , AL EFIRE
AL2023,

KEeB NEM AWS CloudShell FRERIEEZ 4 ?

AWS CloudShell F#E£REBAFNEB FK. BXREZEER |, SR AWS CloudShell ik 55 Bt 21 # FR
o, MREBEEXHRPFETEAXHREE , ABBRENHCERD , BN TR6 : 0IEFEF
#17.
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https://docs.aws.amazon.com/cloudshell/latest/userguide/vm-specs.html#pre-installed-software
https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html#package-changes
https://docs.aws.amazon.com/cloudshell/latest/userguide/limits.html#persistent-storage-limitations
https://docs.aws.amazon.com/cloudshell/latest/userguide/limits.html#persistent-storage-limitations
https://docs.aws.amazon.com/cloudshell/latest/userguide/getting-started.html#home-directory-backup
https://docs.aws.amazon.com/cloudshell/latest/userguide/getting-started.html#home-directory-backup

AWS CloudShell AFiEmE

HMEEHEBR AWS CloudShell

BT AWS CloudShell , EATAELIBRIRIE |, a0 A shell S ITREE 3 CloudShell HITHRE
A&, ZRENENEE RS NAHE RSB —LLFEREE,

BXx&TE B E CloudShell , iFZFAWS CloudShell FAQs, #&3& ] LLFEEAWS CloudShell 123z
BRERZMNEKGRIE, YHEHASIER | AJRESEREE R AWS, B o UBEZERREA],

A ix i PR BEBR

HEBF U T ARG E IR , ATER LT HRGT RRERX EHEIR.

£

- B4R

« XERTE

« ZEiA A AWS CloudShell £ 4T

« 753 ping SA 5B 1P ik

s HERENLIREE T —ERE

o BLBEDTIEIEE IE PowerShell

« TXEH Web EEF2SHFEER D CloudShell 2%

« £S5 A AWSPowerShell.NetCore 18

- fH Docker B k=47 AWS CloudShell

+ Docker R & Z2 A EFER

+ docker push #iH B —BEEEiH

« ZENEH VPC HFEHIE R V AWS CloudShell PC Y AR
« AWS CloudShell - FEH# VPC FHER ENI RBUSER

« {XEH VPC #35E CreateEnvironmentiX BRI A 7= t8 A LG R 20 3t AWS CloudShell 3538

6 15 )

B YHIBER CloudShell NS BT AWS BEREZE A , 2WEER “TE2BHHE, BEER |, BRI
F e @ IR IRE . ‘EFHBE AWS CloudShell SREFE 3. ENEZRIKREBT IAM EERNAME
R , FBELERIFHEL CloudShell/B 3% %88 , BB .,
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FRRFE  BRR AWS ZHFHBI T,

( BEIEE )
R

FIE . HEZIR CloudShel ANEZFIRT AWS BEEEZEFIE , QRENEE “TEBIHE, LRBEFRMFEHN
fR. EREH IAM EE R FX AWS CloudShell“BI 15 R R. RELIELE T B ABHERBRE
YA BR,

RR : £ATHEN IAM 54 AWS CloudShell 4> HEH 1AM R,

RRFR  BEREN IAM BEERANERELXENWNR, 10 SO M e AWS & KBk
(AWSCloudShellFullAccess) ERA X ABAREERSEINL BN, BXREZEL , B5H £/ IAM KB
&1 AWS CloudShell i 8] #E A E R o

( EEITRED )
Fo3EiH | AWS CloudShell a8 54T
B BRITEREFEANHETE |, B EEFRIHEGS T AWS CloudShell,

BRAR : MRERER . bashrcHEMEMBXHF B R EFRNE , 0] SUBS MR E B & AWS
CloudShell3k 1k EHEBRINKE

( BZITHER )
7o7E ping ZAER IP bt
B : NS RT (Bl , ping amazon.com) 1217 ping oK , BLWFILLTEE,

ping: socket: Operation not permitted

RE : ping RAEREER Internet A B HN (ICMP) B EFEN L EE S ERKIES, CA%EE
FHESEE, BFHHREA ICMP HML AWS CloudShell , Eibt ping 32 AR J 3k 1 A5 9 it R
EHREST.

RRAE : BTHF X ICMP AWS CloudShell , A LUE T T i 5 R 2% Netcat, Netcat E—
TEHMNELHRERER , AT#EH TCP 5 UDP =EME A MEIERE,
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sudo yum install nc
NC -zV wWww.amazon.com 443

( EEITE )
HER BN L IRAIES] T — L R&

Iﬂa : =i AWS CloudShell £ Microsoft Edge X 588 # 1T A Y , 4RFTTEB 3 shell &iF , 3 Bl
KRS ER—RERHE,

FEE : BERHRA AWS CloudShell 8 Microsoft Edge T3 &, EAILAFEA X FH X KENEHTAD
FERAB TR AWS CloudShell ,

fERF R © M Microsoft M ik RIEEFRZAKY Edge X528,

( EETHER )
BIKEERTLIELEE I/E PowerShell

BB FEFRESD SO LEASTLRIESSTRE , HREAEGSHLIERK, BER , ERLERMR
ZH#) PowerShell on FiRETL %8t AWS CloudShell , ATgEL iRt HF &,

FRA : 7£ Linux Li=1TH PowerShell 7.2.x fixAd | kBB RAEFINBE LR - EH B,

BRAR : ERBRIENETLBITINE LTS |, BEY%RE PowerShell Bt E X4 H[F$PSStyleZTEIRE
HPlainTexto

1. £ AWS CloudShell @85 1TH , i AL T a5 AT FFBELE S5

vim ~/.config/powershell/Microsoft.PowerShell_profile.psl

(® Note
MRIBEREREETT PowerShell , th A LAEH LA T S ESREE S P IT B & X

vim $PROFILE

2. HERERT , RAXHABNAENKE , Ri#FABARN , REFMATED,
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$PSStyle.OutputRendering = 'PlainText'

3. HmEEME, BT Esc EAGMTEN, BTR, BWAUTHTREXH , RERHEERES.

1wq

® Note
SR B U FORTF st £ PowerShell,

( B 2ITHER )

TR EH Web EEF 2SI ER 3 CloudShell 2%

[ . HRERB AT AWS CloudShell , fReREWEILATEE : Failed to open sessions :
Timed out while opening the session,

R &E: CloudShell BURFWebSocket MY, € R FIEEBHIWebiil B2 H 2 E# TRE R ERXEE

AWS CloudShell. 1R EETAMEHPERNERE , MAERRSHRNBABAREYTERL2HEE
BXM, WebSocket BEBEAUELRBAMBINERSSE. B2, EELEBERT , RERSES
WebSockets oA IEE T, tRHILLEIR , N CloudShell TT3EE 3 shell 21F |, EERHHRLE
B,

BRI R  EEEN ATRERH T X% WebSockets SN HAB BRI 5 2R, MR BIXFER , B LRI
CloudShell 88 51T SR EPRER N KERRE O,

MRRFEMHALIEREIR | FSHREBRSSFNHXR, B  FHRENRERSS[CHENIAT
WebSocket, & , BELMENREETERKR,

(® Note
RIGEBEBIFE G A B ERKEEANR. URLSER LRI AWS Systems Manager &1iF

FASRITIT WebSocketiZ 2 AR & i A MU HAYER D URL, 48#Y AWS CloudShell 855 fF
KIEF)Z Systems Manager &%,

Systems Manager EFA#EXRE wss://ssmmessages.region.amazonaws.com/vl/
data-channel/session-id?stream=(input|output). StreamUrl

TXIEM Web EEFLEBTIERF) CloudShell £1F 113
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ZXER R ZFNXER AWS X135 i24F AWS Systems Manager. 3l , us-east-2 %
BRI (BZHEMN ) XEH KSR,

AT LiE ID RE4HE Systems Manager 2FERIIE S ERIEH , Kt EREEEZEHRH URL R
FHIREIIEE wss://ssmmessages.region.amazonaws.com. BXEZEL |, TS
AWS Systems Manager AP| £ iy StartSessioni& 1k,

( EETHEB )
To=5 A AWSPowerShell.NetCoxre &R

BB : A AWSPowerfi S {TEEREFAT. NetCorefE b PowerShell y B3R Import-Module
Name AWSPowerShell.NetCore , BEWEIUTEHIRER -

S AER : IEEMWER “Shell” AWSPower, NetCore' K% , BAEE[AERE FHHBHRTEEK
YRR 324+

FREA : iZAWSPowerShell.NetCorefERE#M AT NIRSFZH AWS.Tools EIRFTEL. AWS
CloudShell

BBRAR T BREAMNEXNSAEN , REFEFHERNMEXNEBIRS AWS.Tools #iR,
Example

Example

s ERZHERT , REFTHEA Net XE  MAZTERMERSFAET. UTERSABIAHRH,
* Get-S3Bucket

 (Get-EC2Instance).Instances

- MREA Net KB  FEARSRAER (AWS. Tools.<Service>), AT REZETRH,

Import-Module -Name AWS.Tools.EC2
$InstanceTag = [Amazon.EC2.Model.Tag]: :new("Environment", "Dev")

Import-Module -Name AWS.Tools.S3
$LifecycleRule = [Amazon.S3.Model.LifecycleRule]: :new()

ToiES A AWSPowerShell.NetCore &R

114


https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_StartSession.html

AWS CloudShell AFiEmE

EXEZEER |, {52 AWS Tools for PowerShellfJ 4 4 23,

( EIEITRER )
£ A Docker B} #&i=1T AWS CloudShell

| : fEH AWS CloudShellfs} Docker TEIEFEEIT,. BLWBLL TR : docker: Cannot
connect to the Docker daemon at unix:///var/run/docker.sock. Is the docker
daemon running?,

MAFE . 2 XBEEENTIE, YEEED GovCloudXiHH AWS CloudShell i=4T Docker Bt , AJ&E
2T EREE, BRARESEIFN AWS XigHiz1T Docker. X T A Docker WX 5% |, 5
W XY AWS Xig, AWS CloudShell

Docker Wi E ZEH EFER

ERE RN BILAT4EIRHE - ERROR: failed to solve: failed to register layer:
write [...]: no space left on device,

JREA : Dockerfile #BH T H R A AREEZ ZEH ., AWS CloudShelliX A 2 T 8 MG KSR LT
#Y Docker BRI§IS Z1&E KT -

BRAR BT df -h AERHEFERER. 217 sudo du -sh /folder/folderl Riff{hE L
BINA ATRER KIS RM KR |, HERBIBRE SR hZRE, —fiER 2 E RBEIE1T docker
rmi RMIERAREA K Docker BRR, ERIiZHE Docker EHRIEHMZEE AR , HX Docker WEZ(E
B | 2 Docker X #4#5/,

docker push B HHE—EBEEER

E& : HBZE1T docker push Bt , B8N , HESKREE W |, BEEKD.

FR : XARERATRINR, #HEAIERNFEESRZ S ORI

BRFR  BEXRMBRLEE | FREAKEIEBNEMEE, 1217 docker login LIEB#HTEHR
iF, WREWEHI*EZE| Amazon ECR T ENFIE L ENER,

ToEMNERY VPC TR E ARG [E V AWS CloudShell PC A BY 3R
FIEE : EARE VPC RS T i V AWS CloudShell PC FIHY %

RE : &8 AWS CloudShell VPC ¥ E4E T VPC HIMEIRE,
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FRAR  EfREEE | FHALHIZELSN VPC LLTHENER, BXEZEELE , H3H VPC
SAMFER VPC EESI HMM L , UIRMEZ AR DR XM B E2 SR, BB IERREHR
M ip -a TR FHE AWS CloudShell VPC ###| & RE LiZ{Tan R KE VPC SHMEIEEFEH
IPv4 §9tbiit

AWS CloudShell T & VPC ;3B ENI KREEBR
Bl ToEBE AWS CloudShell HFER VPC R38R/ ENI,
BER : £ AEKEH ec2:DeleteNetworkInterface ™R,

BARBER . EALRE | FRRENACEISH ec2:DeleteNetworkInterface ™R , MLAT
B A R BIFR R

{
"Effect": "Allow",
"Action": [
"ec2:DeleteNetworkInterface"
1,
"Condition": {
"StringEquals": {
"aws:ResourceTag/ManagedByCloudShell™: ""
}
},
"Resource": "arn:aws:ec2:*:*:network-interface/*"
}

REE VPC HiECreateEnvironment X REY A T LLiF [l v £ AWS
CloudShell 3738

B : {XVFKE VPC HECreateEnvironment X FRIEHIHY A F AT LG [E) 22 2 AWS CloudShell ¥7
5,

RE : IRENR&EI6IE VPC g CreateEnvironmenti™X R , H BB ELIE T AHIRE | NE
58 Web A F 2 HEMIER1Z CloudShelIf B2 5l , BFFREFNNELAHTENHENERE, E2 , MRE
CloudShell ABITMWAREAT |, MPFEEHE D HLRE,

BRF R BRI H AWS CloudShell 3R EHEE] |, IAM B G 2400 5 ARSI EH IAM R
B , RGP A9ER AWS CloudShell Web AP REIFSIMBRIMEN LN HIRE, (BI1E - MBR
CloudShell ¥/ 48 )

AWS CloudShell K VPC HRER ENI REIERR 116


https://docs.aws.amazon.com//vpc/latest/userguide/extend-intro.html
https://docs.aws.amazon.com//vpc/latest/network-access-analyzer/what-is-network-access-analyzer.html

AWS CloudShell AFiEmE

AWS CloudShell 189 AWS X1

AF S48 AWS CloudShell X#EH AWS XigiFliEF A X1 5%k, BX CloudShell B AWS R4
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. ZEFED (AERTILL )
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GovCloud Xig
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« AWS GovCloud (EXE %)
« AWS GovCloud ( EZEEZB )

(® Note
Docker # CloudShell VPC £ GovCloud XA AT F,
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A9 AR S5 B & A PR ] AWS CloudShell

RIS RER T T FUZA AR S5 B &AM PRER

- BAMEM

- BESEAER

- }#X Shell

- WHAKRND

. Shell £&

- VPC %38

- MBI R BIEE R

o RESUHFIREEH MR

RFAMEME

£/ AWS CloudShell , AT % FZIRE TN AWS XiF 1 GB KA F#EZE, FAMEMNLTEN
FH* (JHOME) # , XN E&ME RHEN . 58 Shell 2FELEREEWHIGRIMETREARNE , £
BERPHNHBFELETRKFZRAFRE,

(@ Note

CloudShell VPC SRR K A 124k, M4 VPC TRERR (& FIEFHRE 20-30 S
5 ) RELMBIFEN | SHOME B FAFHMIB.

MRE4Z1E AWS CloudShell EHREA AWS XiF, , MIE ERSFEERE , BIFFEZXEBH KA FMH#
FRE 120 X, 120 X5 , BRIEEBREUER , SNENBEF BN Zi X F A EEZ6E P HIER. &
ALUEEE AWS X BEIX S5 AWS CloudShell SRFEELEMIER. BXEZEL | FSHSE 2 - &EF
X1 AWS CloudShell, BaiHiaFi7=,

(® Note
ERER
Marcia & =8 AWS CloudShell FX 4 EFE#HERNEEFH AWS XiF : ZEERI (#FFRL
JbEB ) FRGH ( BRZE ) . RJF , tFF % AWS CloudShell RERGH ( B/R2 ) #£H , HELE
EXERI (HERLIT ) #HHEFLW,
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HEEERE (FERLILE ) MBRBIENE LB ZA , Marcia REBXF3) AWS
CloudShell FiEFXERE (FEFELILE ) X , UHEEFEFREER., BTH—EEH
ROMits X ( F/R= ) #1T Shell &% , At E Zit XN IFAMF T L Z RIR0E,

ZHEMHE

R AWS Xig RIS —/ AWS IKF #E S AW ERBEE AWS CloudShell, ZEFULE 7 izt X
CloudShell FrE IAM £ AW B FEARTE, MBEEEEZXEHW A ERFSE=iR151E CloudShell |
NeER—FHEE , BBLZERB3 Shell REMNREE,

f£ A Service Quotas ¥ #l & B 15 18 hn Bl &1

FA BT A RSEGEFHAERPEFENSACEHESH. EXELEL , F2H (RSEBEFHFE
&) HH Requesting a quota increases

H % Shell
B AWS Xig kS & Z ] LARRHEIT 10 NEH,
£ Service Quotas &l & 518 B AN

B BRI RSEFEFARBEENENXBHES. EXELEL , 2R (RSEFAFE
&) #H Requesting a quota increase,

CEE AN

WERPFEERT 65412 NEHF,

(® Note
MBEITERITEE 65412 N2/ , BEALERNESCEMNAK  RENGTSTRE
WITZHIAR, BEXAUNGTTRAFRNMZERETENESER , BSRMEEN .
EEFNMGIRHMAAREMNGSITRERTHAN RE , HSREHIE : AWS CloudShell A
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MREHRLEFH AWS BREHITETARENES , HEZEEEREFNEMNRE , BNEBIHiEEZ
— N Amazon EC2 34,

« KETEZITHI2E | HEEBETAY 12 /MW Shell 2FELBFHER , BIEAFEHBREHEHR
H,

VPC I8

FFEAN IAM £k | HFZRECIEFH VPC g,

® Note

ERFEWFAE VPC HIFHEPHNRRREEN ., BWAE VPC ANBELZREIESE
&1 VPC k¥ | H HIR VPCs 2 B EIRE Mm% A 52451/ % A#ERE CloudShell,
CloudShell
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/A Warning
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